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----------  Forwarded message ----------
Date: Tue, 22 Feb 1994 20:46:59-0800 (PST) 
From: Wired Online address <online@wired.com> 
To: WIRED Magazine Subscribers <subscribers@wired.com>

This is a pivotal moment in history.

The national security state, with the backing of the Clinton-Gore 
administration, is attempting a stealth strike on our rights. If they 
succeed, we could shortly find ourselves under a government with the 
automated ability to log the time, origin, and recipient of every call and 
e-mail message, to monitor our most private communications, to track our 
physical whereabouts continuously, and to keep better account of our 
financial transactions than we do — all without a warrant.

Febxudxy 4, 1994, the Clinton administration announced
Clipper Chip and SKIPJACK encryption scheme as national

To: WIRED Online Information Services <hotwired@wired.com> 
Subject: Electronic Privacy — A Call to Action

Bill of Rights on the Electronic Frontier
Peeping Tom installing your window blinds

I think we are getting Bush-whacked. Would it not be *better* if WE were 
getting *credit* for creating the intelligent development of a Bill of 
Rights for Cyberspace? Which might well include some very serious 
agreements on the need surveillance.

Who will vote for Clipper which must fast be becoming a lose-lose 
proposition in an election year. Could we not do better getting votes 

for an AFFIRMATIVE position?

Mike, thanks for the 25 pages of talking points and backgrounders.

HotWired mailing list. Thanks!)



standards. 

Fact: Federal security agencies have been meeting with telecommunications 
companies to design back doors into the entire National Information 
Infrastructure (NII), including every telephone and data network, even 
including fax machines. In other words, any system connected to the NII 
would be required to include a "back door" in order to facilitate 
monitoring by government agencies. 

We at WIRED Online believe that the adoption of these administration 
initiatives could result in a profound infringement of individual freedom 
and privacy, ours as well as yours. We urge you to read the rest of this 
letter, to examine the available materials, to consider these important 
issues for yourself, and to act to preserve the Bill of Rights in 
cyberspace. 

The proposed encryption scheme, which uses the SKIPJACK encryption 
algorithm and the Clipper Chip, relies on a "key escrow" system with a 
built-in "back door" so that security agents can decrypt and monitor even 
supposedly "secure" communications. While the administration claims that 
there will be "safeguards," the technology was developed by the virtually 
insular National Security Agency, and its algorithms remain classified. 

The scope of Clipper is significantly broader than any previous 
surveillance strategy. The Clipper Chip will be installed directly into 
telecommunications devices such as telephones, computers, and digital set­
top boxes for interactive TV. Since the system can be used to encrypt any 
communications that pass across telecommunications lines (including text, 
sound and images), ANY AND ALL communication that passes through your 
system has the possibility of being intercepted. 

In addition, the administration's Information Infrastructure Task Force 
Working Group on Privacy is attempting to "front load" the NII with 
trapdoor technologies that would allow security agencies easy access to 
digitial conversations, including capturing electronic communications 
midstream. No communication system would be exempt from this effort, from 
the national telephone network to your local office computer network. 

Of course, the administration claims that these trapdoors will be used only 
to catch criminals and that your privacy will be protected. But, as John 
Perry Barlow has put it, "trusting the government with your privacy is like 
trusting a Peeping Tom to install your window blinds." 

These government inititatives, taken together, constitute one of the most 
grievous threats to our constitutional liberties in modern times. The 
security agencies and the administration are involved in a stealth strike 
at our freedoms that could effectively abrogate the Bill of Rights in 
cyberspace, where we and our descendants will be spending increasingly 
larger parts of lives. 

The Clipper initiative and the plans to require "back doors" throughout the 
NII demands immediate critical assessment. WIRED encourages you to 
seriously consider how these proposals might affect you. To help inform 
your decision, WIRED Online has set up a Clipper information archive 
through our Infobot mail server, Internet Gopher, World Wide Web, and other 
online sites. 

The WIRED Online Clipper Archive features crucial essays written for WIRED 
by John Perry Barlow and Brock N. Meeks. If you do nothing else, read these 
stories. You can have them sent to you immediately by electronic mail by 



copying the following three lines into the body of an electronic mail 
message addressed to infobot@wired.com: 

send clipper/privacy.meeks 
send clipper/privacy.barlow 
end 

The WIRED Online Clipper Archive also includes re-posted comments from 
Jerry Berman (of the Electronic Frontier Foundation (EFF)) and Dorothy 
Denning (encryption expert and Clipper proponent), a copy of the EFF's 

EFFector Online newsletter documenting the Clipper controversy, and an 
electronic anti-clipper petition circulated by the Computer Professionals 
for Social Responsibility (CPSR). We have also set up links to other 
valuable sources of information on Clipper, including those maintained by 
the EFF and CPSR. 

You can access our archive via the following WIRED Online services: 

o WIRED Infobot e-mail server

o WIRED Gopher

o WIRED on World Wide Web

o WIRED on America Online

o WIRED on the WELL

send e-mail to infobot@wired.com, 
containing the words "send 
clipper/index" on a single 
line inside the message body 

gopher to gopher.wired.com 
select "Clipper Archive" 

http://www.wired.com 
select "Clipper Archive" 

keyword: WIRED 

type "go wired" from any "OK" prompt 
type "clipper" to access the menu 

WIRED Online encourages you to taJce the time to familiarize yourself with 
these issues, beginning with the tools and access we've provided. Then take 
the next step -- ACT!!! 

support the Cantwell bill. Write cantwell@eff.org and put "I support HR 
3627 11 in the Subject header. This bill is designed to give rise to a mass­
market in cryptographic software, which is a necessary step to beating 
Clipper. Feel free to include in your letter to Rep. Maria Cantwell your 
reasons for supporting the growth of the encryption industry and reasons 
for opposing Clipper. 

To call for Senate hearings on Clipper, write Sen. Patrick Leahy to 
leahy@eff.org and express your concern that the Clipper process has been 
closed to the public. 

Express your sentiments to Rep. Lee Hamilton, D-Indiana, the House 
Committee on Foreign Affairs chair, by e-mailing hamilton@eff.org. 

Sign the CPSR petition against Clipper. 

Call or write your Congressional representatives and let them know how you 
feel about the Clipper and NII "backdoor" initiatives, BEFORE a decision is 
made for you that will have a profound effect on the future of your freedom 
and privacy. 



Please do not reply to this message directly. To discuss these issues with 
WIRED readers and staff members, please use discussion areas on the WELL, 
America Online, and USENET (alt.wired). If you have questions or comments 
about Clipper that are not answered in the online archives or these 
discussion spaces, please address them to online@wired.com and be sure to 
include the word "clipper" in the subject line. 

If you would like to receive future WIRED-related bulletins, you can 
subscribe to our new Hotwired mailing list. To do so, just send an e-mail 
message to infobot@wired.com containing the line 

subscribe hotwired 

This low-volume moderated list is a great way to keep abreast of important 
issues on the Digital Frontier and to find out about new services offered 
here at WIRED Online. 

Thanks for your attention. 

-- The staff of WIRED Online 

=-=-=-=-=-=-=-=-=-=-=-=WIRED Online Copyright Notice=-=-=-=-=-=-=-=-=-=-=-= 

Copyright 1993,4 Wired Ventures, Ltd. All rights reserved. 

This article may be redistributed provided that the article and this 
notice remain intact. This article may not under any circumstances 
be resold or redistributed for compensation of any kind without prior 
written permission from Wired Ventures, Ltd. 

If you have any questions about these terms, or would like information 
about licensing materials from WIRED Online, please contact us via 
telephone (+1 (415) 904 0660) or e-mail (info@wired.com). 

WIRED and WIRED Online are trademarks of Wired Ventures, Ltd. 



I thought you might be interested in the following message I got 
over the net this weekend. 
Paul 

-------- Original Message --------

Return-path: <SFRaves-owner@techno.Stanford.EDU> 
Received: from mhis.bix.com by bix.com (CoSy3.31.1.45) id 

<9402182341.memo.3449@BIX.com>; Fri, 18 Feb 1994 23:41:28 -0500 (EST) 
Received: by mhis.BIX.com (smail2.5/gwl.l) 

id AA26270; 18 Feb 94 23:41:27 EST (Fri) 
Received: by delphi.com with UUCP/PMDF (DECUS UUCP); 

Fri, 18 Feb 1994 22:31:16 EST 
Received: from techno.Stanford.EDU by delphi.com (PMDF V4.2-11 #6311) id 

<01H91PKOXMU88WWMS6@delphi.com>; Fri, 18 Feb 1994 22:31:09 EST 
Received: by techno.Stanford.EDU (4.1/1.34) id AA03029; Fri, 

18 Feb 94 19:24:33 PST 
Received: by techno.Stanford.EDU (4.1/1.34) id AA02995; Fri, 

18 Feb 94 19:22:46 PST 
Received: from mail.netcom.com (netcom7.netcom.com) by techno.Stanford.EDU 

(4.1/1.34) id AA02988; Fri, 18 Feb 94 19:22:39 PST 
Received: from localhost by mail.netcom.com (8.6.4/SMI-4.1/Netcom) id TAA13145; 

Fri, 18 Feb 1994 19:23:27 -0800 
From: "Niels P. Mayer" <mayer@netcom.com> 
Date: Fri, 18 Feb 1994 19:23:23 -0800 
To: San FranDisco Ravers List <sfraves@techno.Stanford.EDU> 
Message-id: <199402190323.TAA13l45@mail.netcom.com> 
Subject: Fwd on Clipper Chip -- an interesting take on all this 
Sender: sfraves-owner@techno.Stanford.EDU 
Content-transfer-encoding: 7BIT 
X-Envelope-to: bix.com!prichard

Copyright (c) 1994 
CyberWire 
Brock N. Meeks 

Jacking in from a Non-Government Approved Encryption Port: 

Washington, DC -- The Clinton Administration today gang raped your 
privacy. 

The White House Friday announced its endorsement of a sweeping new 
security and privacy initiative. Privacy, as we know it, will 
never be the same. All the rules have changed. Forever. The catch 
is that the government gets to write all the rules; you get no 
vote. None. Worse, you can't even read the fucking rule book 
because it's classified. 

The initiative involves the creation of "new products to accelerate 
the development and use of advanced and secure telecommunications 
networks and wireless telecommunications links," the White House 
said. In English: Law enforcement and intelligence agencies now 
have an easy way to fuck with any and all forms of spoken or 
electronically transmitted communications. 



The policy is voluntary, of course. You don't have to sign on to 
it. You don't have to use government approved encryption devices. 
But if you plan to do any business with the government, you'll have 
to use them. And if the government gets its way, well, you'll end 
using them whether you want to or not. You'll have no choice (are 
you sensing a trend here?). All telephones, computers, fax 
machines, modems, etc. will come "wiretap ready." It will be the 
de facto standard. 

If you don't use the government standard, you'll be branding 
yourself a CryptoRebel. Big fucking deal? Maybe, maybe not. But 
think for a second. Perhaps some agency will be able to check your 
"crypto-approval rating." Perhaps those favorable bank loans, 
mortgage rates or low insurance premiums will only go to those with 
high crypto-approval ratings. 

But the White House is adamant about making sure you understand 
this whole damn thing is voluntary. And don't let anything sway 
you from believing that, not even the White House backgrounder 
materials that say no U.S. citizen "as a matter of right, is 
entitled to an unbreakable commercial encryption product." 

Just use the "balanced" approach of the government system, where in 
this case the "breakability" of the encryption belongs only with 
them. Everything will work out fine. Just listen: "Encryption is 
a law and order issue since it can be use by criminals to thwart 
wiretaps and avoid detection and prosecution," said Vice President 
Gore. "Our policy is designed to provide better encryption to 
individuals and businesses while ensuring that the needs of law 
enforcement and national security are met." 

The Administration won't tell you exactly why they expect you 
simply hand over all your privacy safeguards to them. "Listen, if 
you knew what we knew about criminal activity, this issue wouldn't 
even be debated," said Mike Nelson with the Office of Science and 
Technology Policy and co-chair of the Working Group on Data 
Security, a newly created interagency task force. 

Chicken or the Egg? 
----------------

----------------

The new policy was hatched in the super-secret recesses of the 
National Security Agency (NSA). And while Clinton was still trying 
to find the instruction manual for his White House telephone 
system, the NSA, FBI and other assorted agencies shoved their ideas 
onto the National Security Council table. Before the 
Administration could blink, it found itself in the unenviable 
position of having backed a severely flawed security policy that 
has compromised the privacy of every U.S. citizen and drawn the ire 
of every civil liberties in the country. 

But the White House quickly put the breaks on, calling for a full 
scale, government wide "review" of its security and privacy 
policies. It gave privacy advocacy groups some breathing room. 
Surely the Administration, once it had a chance to actually study 
this damn thing, would see it through it. 

But the White House punted. The review was a smoke screen. 
Instead, it provided momentum inside the Administration. It was 



from this review, ordered last April, that this new initiative 
springs. 

And when all was said and done, the White House screwed the pooch. 

Clipper Sails on 
----------------

-------------

The one trick pony here is the Clipper Chip, a device that can be 
installed in virtually any communications device. The chip 
scrambles all conversations. No one can crack the code, expect the 
government, of course. The Feds hold all the keys. Rather, they 
hold the only keys that count. 

Each Clipper chip is made with 3 unique keys. All three are needed 
to descramble the encrypted messages streaming through them. But 
only the government's keys matter. The key you get with your 
Clipper Chip is essentially the chip's social security number. 
You'll never actually see this key, have any idea what its number 
is or get your hands on it. If you try to sneak a peak at it, the 
damn thing self destructs. Honest. 

The other two keys will be held in electronic vaults; fraternal 
twins, separated by mandate. Each of these keys will be held by 
government agencies, called "escrow agents." One will be held by 
the National Institute for Standards and Technology, the other by 
the Automated Systems olvision of the Dept. of Treasury. 

When a law enforcement agency, which could be your local sheriff's 
department, wants to wiretap a conversation that's been encrypted 
by Clipper they apply to each of the escrow agents. The agents 
send their respective key, electronically, to a "black box" 
operated by the law enforcement agency. As encrypted conversations 
stream into the box, they come out the back side in nice, neat 
sounding vowels and consonants, or in the case of electronic mail, 
in plain ol' ASCII. 

Yes, all law enforcement agencies need a court approved wiretap 
before they can pull this whole scheme off. This, the 
Administration says, is where you're privacy is protected. "We're 
not going to use Clipper to listen in on the American public," said 
Raymond Kammer of NIST deputy director. It will only be used to 
catch criminals. Honest. 

We Don't Need No Stinkin' Warrant 
===========·====================== 

Maybe now would be a good time to mention the National Security 
Agency. You know these guys. super-secret, spook agency. Their 
mission? To monitor and intercept foreign communications. Did you 
catch that word FOREIGN? I hope so, it's crucial. 

The NSA is only allowed to intercept foreign communications 
spying on U.S. citizens is a crime. They can't even pry into a 
U.S. citizen's business a court ordered wiretap. A judge would 
never allow it. Yet it was the NSA that cooked up this whole 
Clipper Chip scheme. Why you ask? Good question. But the 
Administration refuses to discuss the issue. 

Here's another they can't answer. Suppose the NSA intercepts a 



message from Iraq and finds it's Clipper encrypted (that damn 
little black box is specially made to sniff out the Clipper's 
algorithm and descramble it's social security number). What does 
the NSA do with this encrypted Iraqi message? How does it decrypt 
the message? There's a classic Catch-22 running here. 

Agencies need the Clipper keys from the escrow agents to read the 
message or listen in on the conversation. But to get the keys you 
need proof that you have a warrant. The NSA is *never* issued a 
warrant. You see, the NSA doesn't need a warrant to spy on FOREIGN 
communications. 

So, this begs the $64,000 question is: How does the NSA get the 
escrow agents to give them the keys to decrypt the message if they 
can't show a warrant? 

Answer: They don't have to show a warrant; they don't have to 
cause; they don't have to show spit. 

What's wrong with this picture? 

"We have appropriate procedures and safeguards built into the 
system for the NSA," Nelson said. "I can't tell you what those 
are, of course, that would divulging too much about the NSA's 
operation." 

Fox Guarding the Chickens 
----------------------
-------------------------

There will be absolutely no abuse of the system. This is what the 
Administration would like you to believe. They also would like you 
to believe that President's don't approve Watergate break-ins, that 
arms are never traded for hostages, that the FBI never secretly 
records civil rights leaders in the heat of infidelity and that FBI 
directors have never shown a proclivity for red sequined dresses 
and shiny high-heeled cruel shoes. 

Representatives from four government organizations stood before the 
press and outlined all the careful thinking and rigorous safeguards 
that have gone into this system. There are at least 9 different 
steps that must be followed to get these Clipper keys transferred 
from the escrow agents to the agency authorized to do the wiretap. 

Fair enough, isn't it? Well, it would be except for the fact that 
the Justice Department intentionally wrote a giant fucking loop­
hole into the law. 

Buried in the Justice Department briefing papers, outlining the 
authorization procedures for release of the escrow keys, is this 
gem: "These procedures do not create, and are not intended to 
create, any substantive rights for individuals intercepted through 
electronic surveillance, and noncompliance with these procedures 
shall not provide the basis for any motion to suppress or other 
objection to the introduction of electronic surveillance evidence 
lawfully acquired." 

So, if somebody screws up, like for instance, asks for the keys to 
be sent before they actually have a wiretap in hand, or has no 
wiretap authority at all! there is no recourse provision. 



Criminals As Dumb Shits 
----------------------

----------------------

But what about that wily criminal element? Once they get wind of 
this, won't they seek out another type of encryption? The FBI 
doesn't think so. In fact, the FBI thinks criminals are such dumb 
shits that they'll forget all about the fact that Clipper even 
exists. 

"I predict that few criminals will remember years from now what 
they've read in the Wall Street Journal" about how these devices 
were installed in telephones, said FBI's James Kallestrom. (Of 
course, if criminals are so stupid, why are they perusing the Wall 
st. Journal •.. maybe he really meant the New York Times ... ) 

So let's get this right. The FBI is sure that criminals will "just 
forget" that Clipper is installed in their phones and use them 
anyway. These are the criminals that also would be forgetting that 
their multi-million dollar drug deals, not to mention their own 
sweet ass, could be in jeopardy every time they make a call. Yes, 
the government really thinks so. 

It's more likely that some bright, enterprising criminal mind will 
create a worldwide black market that deals in "non-Clipper 
Installed" encryption devices. Damn, talk about an industry with 
some growth potential. 

Getting To the Data stream 

The whole damn program goes into the crapper, however, if the 
government can't get access to source, to the digital data stream, 
as it comes out of the telephone switch. In order to do this you 
have to tap the digital conversation. That's right, you guessed 
it: Digital Wiretap Access. 

The FBI failed on its own last year to generate any support in 
Congress for this digital wiretap proposal. Hell, the FBI 
couldn't even get a single member of Congress to introduce the 
thing. So the FBI broke the chain of command: They got the 
President and Vice President to sign off on the idea. 

The Administration will soon announce its decision on how it will 
give the FBI the right to easily wiretap even your unencrypted 
conversations. "Within a few months at most we should have 
something decided," said Barry Smith of the FBI's Congressional 
Affairs office. The FBI's Kallestrom said it was "all but a done 
deal." 

This isn't a question of whether or not the Administration will 
line up behind the FBI on this. It already has. It's only a 
matter of paperwork, and the nagging little issue of how to pay for 
making the telephone companies comply with the new rules. But 
these are small details, compared to the heat the Administration 
already knows it'll take when they finally unwrap this puppy. 

Private No More 

OSTP's Nelson quipped that these security and privacy issues are 



the Cyberspace version of the Administration's muddied Bosnia 
policy. 

Like Bosnia, the White House expects the American public to "trust 
us" on this issue. After all, the Administration says, they know 
a hell of a lot more than we do about what kind criminal activity 
is really going down. 

Trusting these law enforcement and intelligence agencies is one 
thing; tempting them by putting all-powerful tools right into their 
hip pockets is something that should generate a hue and cry loud 
enough for all of Washington to hear. 

So, if you're really pissed off, just pick up the phone can call 
your neighbor. Somebody in Washington is bound to hear it. 

Meeks out .... 

=----------------------------------------------------------------------------

= Niels Mayer -- mayer@eit.com = 
= MultiMedia Engineering Collaborative Environment =

= Enterprise Integration Technologies, 459 Hamilton Ave, Palo Alto CA 94301 =



4, 1994

Q.

A.

Q:

A:

QUESTIONS AND ANSWERS ABOUT THE
CLINTON ADMINISTRATION'S ENCRYPTION POLICY

Embargoed until 3:00 p.m. EST 
Feb.

Specific decisions were made to enable federal agencies and 
the private sector to use the key escrow technology on a 
voluntary basis and to allow the export of key escrow 
encryption products.

In addition, the Department of State will streamline export 
licensing procedures for products that can be exported under 
current regulations in order to help U.S. companies to sell 

their products abroad.

To meet the critical need for ways to verify the author and 
sender of an electronic message -- something that is crucial 
to business applications for the National Information 
Infrastructure -- the federal government is committed to 
ensuring the availability of a royalty-free, public-domain 

Digital Signature Standard.

Finally, an interagency working group has been established 
to continue to address these issues and to maintain a 
dialogue with industry and public interest groups.

Who has been consulted during this review? The Congress? 
Industry? What mechanism is there for continuing 

consultation?

Following the President's directive announced on April 16,
1993, extensive discussions have been held with Congress, 
industry, and privacy rights groups on encryption issues. 
Formal public comment was solicited on the Escrowed
Encryption Standard and on a wide variety of issues related 
to the review through the Computer System Security and 

Privacy Advisory Board.

The White House Office of Science and Technology Policy and 
the National Security Council will chair the interagency 
working group. The group will seek input from the private 
sector both informally and through several existing advisory 
committees. It also will work closely with the Information 
Policy Committee of the Information Infrastructure Task 
Force, which is responsible for coordinating Administration 
telecommunications and information policy.

What were the findings of the encryption technology review?

The review confirmed that sound encryption technology is 
needed to help ensure that digital information in both 
computer and telecommunications systems is protectedagainst 
unauthorized disclosure or tampering. It also verified the 
importance of preserving the ability of law enforcement to 
understand encrypted communications when conducting 
authorized wiretaps. Key escrow technology meets these 

objectives.



A: They would have to obtain legal authorization, normally a 
court order, to do the wiretap in the first place. They 
would then present documentation, including a certification 
of this authorization, to the two entities responsible for 
safeguarding the keys. (The key is split into component 
parts, which are stored separately in order to ensure the 
security of the key escrow system.) They then obtain the 
components for the keys for the device being used by the 
drug smugglers. The components are then combined and the 
message can be read. 

Q: Who will hold the escrowed keys? 

A: The Attorney General has selected two U.S. agencies to hold 
the escrowed key components: the Treasury Department's 
Automated Systems Division and the Commerce Department's 
National Institute of Standards and Technology. 

Q: How strong is the security in the device? How can I be sure 
how strong the security is? 

A: This system is more secure than many other voice encryption 
system readily available today. While the algorithm upon 
which the Escrowed Encryption Standard is based will remain 
classified to protect the security of the system, an 
independent panel of cryptography experts found that the 
algorithm provides significant protection. In fact, the 
panel concluded that it will be 36 years until the cost of 
breaking the algorithm will be equal to the cost of breaking 
the current Data Encryption Standard now being used. 

Q. Is there a "trap door" that would allow unauthorized access
to the keys?

A. No. There is no trapdoor.

Q: Whose decision was it to propose this product?

A: The National Security Counc1!, the Justice Department, the
Commerce Department, and other key agencies were involved in
this decision. The approach �as been endorsed by the
President, the Vice Presiden:. and appropriate Cabinet
officials.
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Clipper/Key Escrow Encryption 
2/16194 

Th• followiD1 are foeued C1G Clipper/EES. Tboy OMl* odle:r • ., ll&cb M eacryptlo.n export CODtrol■ ud 
1111.ephoDy. 

!ES - lecrOMd BDciyption S&andaNt 

1, Privacy 

The standard Is subject to misuse and co11:1promise by providioa IO'Ternment 
aaendes with copies of the keys that proted electronic communications. (CPSR) 
The Govtrnment cannot be trusted. 

• Clipper/EES is beJn& implemc!:ntod with strict procedural and technical
safeguards.

• Unlawful eloctronic surveillaJli� is a violation of Federal law.
• Clipper/EES expands the pap� trail required duriD.i wiretaps, makin&

it more difficult to pin infonnation from electronic communications.

This is only the first �p toward outlawto;g encryption. 

• Very early bt the Administtttion's review of cryptographic policy, we
stated that we would not seek legislation (or other �) to control
domestic use of any type of cryptography.

• Use of Clipper is voluntary - both within and outside of the
government.

The system ko't really voluntary. 

• We have repeatedly statr.d that the use of Clipper is voluntary.
• The EES standard is voluntat)1 for users inside the federal govemmc:nt. 

n may be used voluntarily by tho.!C outside of the government seekin' 
exceJ1ent data security. 

2. Technical

There Is a hidden trapdoor. 

• There is no ttapdoor.
• We invited a team of outside ·:ryptograpbic experts in t.o examine the

al&orithm. They confirmed that there is no trapdoor.

1 

li)003 
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The lntepity of the tedmoloCY Li doubtful, Clipper was de,eloped ln secret and 
its spedftcatlom are classifled. (CPSR) 

3. NSA

• The algorithm must mnain ch&ified or else interoperable products
utilizing this highly secure aJt�.>rithm could be built without the key
escrow mecbanism.

• The al&orithm wu initially de:.rcloped to protect classified information.
• Disclosure of the algorithm may reveal desi,n techniques which wouJd

be beneficial to those with intacsts adverse to the U.S.

The underlyini teclmoloey was developed 'Jy NSA, an lntelll&,-ace •&eDCY•
Co�onal investiptions In the 1'70s disclosed wid,spread NSA abuses.
includina: the illepl inttt-ceptlon of mlllic,r-s of cables sent by Americans. (CPSR)
They can't be trusted.

• While it is certainly true that NSA is responsible to collect fomgn
intelligence, the fact is NSA 11.lso has a mission to develop technology
to protect iovemmertt syster.1� that process classified infonnation.

• NSA 's expertise in maldni ie,::ure encryption is se.cond to none. It was
because of their encryption t:>:;ocrtise that they were n:qucstcd to
develop, in COJtjunetion with _IJIST and the Justice Department, a
technology to provide users b·uly excellent encryption while preserving
an ability for iovemment qer cies to access the encryption when
lawfully authoriD::d.

• Since the 1970s, a variety of statutes and directives have been written 
to assure NSA 's intelligc-nce �1>:thities, particularly those that may 
affect the privacy of Americans, are strictly controlle.d. NSA 's 
compliance with the. requiremll'itts of these laws and reeulatioos is 
actively reviewed within the Executive Branch by, for example, the 
Attorney general, and within t.":ie J..eeislative Branch by the House and 
Senate Intelligence Committe(!.1. There has been nothing in these 
reviews to suuest that NSA i !: abusina its authorities. 

NSA overstepped its le&al authority In cte,,,!lopln& the mndard. 1be Computer 
Security Act of 1987 lhnlts the lntellf&enai a1ency's power to set standards for 
the communlcatlom network. (CPSR) 

• NSA • s role regarding the key ascrow technology satisfies both the letter
and the spirit of the Compute.1· Security Act of 1987. In recognition of
NSA's expertise in developing sc:ure communications syste.ms, NSA

2 
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was asked to work with NIST and other agencies to develop s system 
that would provide excellent sreurity without jeopardirln& the ability of 
law enforcement to access communications when legally authoriz.cd. 

• Under the Computer Security Act, NSA is to provide technical
a.uistance and aupport to NIST.

• NIST, not NSA, promulgates :itandards for systems other than those
designed for defense or intelligence missions.

Clipper is jd another step toward allo" iJ!.1 NSA to read U.S. citizen data/&tai 
to phone calk. 

• Key escrow encryption makes it more difficult for anyone, including
�ovemment a,encies to eavtsGrop on communications without proper 
legal authorization. 

• This initiative does not, in ar,y way, expand the authority of any
government a,ency to lister, ti:i phone calls.

• Clipper prmides excellent sec 11rity to the user so no one else can
decrypt thw communications without obtaining the escrowed bys.
The systems for esc.rowin& keys has been designed to prevent any
access to the keys without ptOJ>et le&al authorizations.

Ameritan bu.slneg wW only want to use oirie product for their lnt.ernatlonal 
commPnications. The keys won't be safq:uarded ar,aJost NSA and their loreip 
counterparts. 

• American businesses usin& Jre41; escrow encryption for their
communications will be protec:ed against any illegal, foreign
intelli&ence, or industrial ta\rt�.dropping.

• Key escrow encryption is 16 million times stronier than the current
federal UJ"classi6� encryption standard. Its stren,th was confirmed by
a group of independent expert cryptographers.

4. I&w Fnforcemeot

There is no need for Cllpper. The GoTeru1oe11t cannot cite a sln&1e imtance in 
which encryption hindered law enforcemeu1t's witetappina. 

• The problem is not what may have happened to date, but rather, what
is clearly on the horizon. For the fint time, the public has acc.ess to
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commercially available telephone encryption devices that are high 
quality, user.friendly and relatively inexpensive. That will radically 
increase the number of persons using encryption for telephone and 
faxes - and that means wircblps will encounter encryption more 
frequently. 

• We sec a real problem in the very near future and are trying to deal
with it before a tragic situation occurs. Wue we to wait until lives had
been lost, we would be critic:b:ed for railing to forcscc the problem and
prevent it.

CrirnlnaJs are not stupid. They won't use. Clipper. 

• Most criminals will not be abll} to arranee for creation of their own
cryptographic equipment; like. the rest of us, they will use what is
commercially available and atttactive.

• To the extent that devices usin& key-escrow encryption proliferate and
gain commercial acceptance, 1hose devices will be amoni the principal
available choices.

• As key-escrow encryption iaiu commercial acceptance among
le:itimate businesses. criminal enterprises will need to use key-escrow
encryption to be able to communicate with, for example, financial
institutions.

• As a practical matter. criminal enterprises still transact a great deal of
business over unencrypted tele;,hone lines and are unlikely to worry
very much about whether the atCI)'ption device they use is one that can
be decrypted by government

The cost of the system Is too blp for unkr.1own/dubious law enforcement beneCrts. 

• The system does not add significantly, if at all, to the cost of
encryption devic:cs sold to the consumer.

• We do not and.cl.pate the cost of rnalntainin& the system to be hi&h,
Certainly, it will not be out of keeping with the expected savings in
lives and property, as well u the fines, forfeitures and penalties
expected to be recovered as a result of the investigative efforts
involving wiretaps and dccrypltd key�w communications.

4 
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s. National Security

NSA intercept taraets (other p,eromems1, terrorbts, etc.} wUJ not ua Clipper.

• Thi£ misconsttues the puiposc: of the initiative.
• It would be unwise to make such stron& cryptography available (e.g, to

tarorlsts) without the key esc:row feature. Terrorists and othcn would
almost certainly� advanl".all� of it, with significant harm to our
interests.

• Key escrow encryption �- the benefits available without dama&in&
our interests.

The national security arauments han not been made public. 

• Revealin& these to the Americ:.m public would also reveal them to
forei&n parties.

• Revealing how we protect ow· interem can nullify their effectiveness
and place the U.S. at risk.

Clipper� a front for the eo•ernment sup�1r9ing advanced cryptoppby. 

• There bas been no attempt an-1 there is no intention by the government
to suppress in any way the use of advanced cryptography in the U.S. or
by U.S. persons/businesses abroad.

• The purpose of the key escrow initiative bas been fully presented to the
public by the Administration.

6. Key E.qnw A&Mts/Prpcedures

The escrow agencies are part of the 1onri:ment. They are subject to polltlcal
pressun for unauthorized release or the keys.

• 1bc fundamcntll protections for oommunications of all American
citizens, whe(hei' encrypted or not, are the Constitution and the statutes 
&ovemin& wire or electronic r.urvelllance. Unlawful electronic 
surveillance iJ a violation of Federal law. Because anyone requestini 
key componentS will leave an l!llormous paper trail, anyone seeking 
unauthorized release will do so only at areal risk of being caught. 

• The key release procedures atll for careful monitorin& for compliance
at all staaes of the process. They also call for advising Congress, in
conjunction with normal wiret.up reports, of all wiretaps for which key
components have been made ,rnilable.

Ill 001 
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The Justice Department key rell"aR procedures state that if they are not followed 
there Is uo lepl recourse. That cannot nassure users. 

• The fundamental issue is that t>f the privacy of communications,
whether encrypted or not, and a person's communications are entitled
to no greater expectation of p-rivacy merely because they are encrypted.
A person whose communicarl,:,ns have been subjected to an
unauthoriuid wiretap does have lepl recourse.

• The protections afforded communications under the Constitution and the
statutes pertainini to wiretaps apply with equal force whether key­
escrow encryption (or any otl1l!I' kind of encryption) is used.

There � Jlothin& to prevent unauthorlted use ot the black box or decryption keys 
after expiration of the warrant. 

• Continuin& to conduct a wiret:np after expiration of authoriz.ation to do
so is a serious offense. A.ssurni.ng, for the sake of argument, that a
person were not to terminate the decrypt device's capability to decrypt
communie2.tions using a partit::utu chip, the criminal penalties would
apply to wiretaps after the e::id of the authorized period - reprdless of
whether the calls were cnCJ)J•ted.

• We will require law coforcemi:nt agencies to terminate the decrypt
capability and to so advise th,:: key escrow agents. The Department of 
Justice intends to monitor compliance with the Jrey release procedures 
at all staaes of the process. 

• Once we are past the protocyr� versions of decrypt devices, the decrypt
capability will be able to be automatically terminated within the device.

7. Prooomic

Settin& Cllpper as a standard will harm American computer businesses. No
roreipers will buy tbe technoloa, creatly hamperuq our ability to compeu.

• Clipper is not bein& forced upon American bu�.
• In consonance with applicabk. export control!, American business can

offer a wide variety of CDCI')'l)::ion products on the international market. 

There 15 no International support ror Clip1,er. 

• Clipper was desi£ned to meet the needs of federal agencies to protect
their sensitive information. U also provides a high degree of security
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for other users who voluntarily choose to avail themselves of the 
technolocy. 

• Clipper's primary use: was not int.ended for international users.

Clipper, In hardware, Is too expemiYe. 

• We agree that Clipper in hardware is not ickal.
• We are Sctkin� a way to do l;ey e.scrow encryption in software.
• We have anr-our,eed a Cooperative Research and Development

Agreement opr..ortunity with i, dustry to seek softw� solutions.

Clipper's hardware Is lnfltool>le. 

• We have announced a second Cooperative Research and Development
Agreement opponunity with i1 dustry to seek other technical
approaches.

• We welcome and solicit indus;tey participation in this effort.

CUpper ls doomed to fall. It's Just a waste of money. 

• Clipper will provide exceller1t protection for federal agencies.
• It's 16 million times stronier than the current volunt.ary federal

standard (DES).

Clipper will be Import controlled and not allowed Into some countries. � 
woo't meet the needs of American bu.sin�.!. to protect their information. 

• We believe that Clipper will be importable to ma.11y destinations around
the world for use by American firms protecting their data.

• We reali7.e there will be a fe\a,' �eeptions.

8. PubJk Comments on Qiwer(EfrS ipored

The Department or Commerce moved ahe11,d with Clipper lporina the vast
lrutjority of public comments it solicited-

• The comm�.nts received by tht:: public were carefully reviewed.
• Many comments stated that Ctippcr use would be mandatory; it is

voluntary as we have restated.
• We weighed the balance of inlM:Sts in moving ahead.
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THE WHITE BOOSE 
OFFICE OF TBE VICE PRESIDENT 

EMBARGOED UNTIL 3:00 PM tsf 
February 4, 1994 

coATlcT: 202/456-7035 

STATEMENT OF TBE VICE PRESIDENT 

Today's announcements on encryption represent important 
steps in the implementation of the Administration's policy on 
this critical issue. Our policy is designed to provide better 
encryption to individuals and businesses while ensuring that the 
needs of law enforcement and national security are met. 

Encryption is a law and order issue since it can be used by 
criminals to thwart wiretaps and avoid detection and prosecution. 
It also has huge strategic value. Encryption technology and 
cryptoanalysis turned the tide in the Pacific and elsewhere 
during World War II. 



11IE WHITE HOUSE 
OfflCE OF 1BE PRESS SECRETARY 

EMBARGOED UNTil.. 3 PM (EST) 
FRIDAY, February 4, 1994 

CONTACT: 202-456-7035 

STATEMENT OF 1BE PRESS SECRETARY 

Last April, the Ad.ministration announced a comprehensive interagency review of 
encryption technology, to be overseen by the National Security Council. Today, the 
Administration is taking a number of steps to implement the recommendations resulting from 
that review. 

Advanced encryption technology offers individuals and businesses an inexpensive and 
easy way to encode data and telephone conversations. Unfortunately. the same encryption 
technology that can help Americans protect business secrets and personal privacy can also be 
used by terrorists, drug dealers, and other criminals. 

In the past, Federal policies on encryption have reflected primarily the needs of law 
enforcement and national security. The Clinton Administration has sought to balance these 
needs with the needs of businesses and individuals for security and privacy. That is why, 
today the National Institute of Standards and Technology (NIST) is committing to ensure a 
royalty-free, public-domain Digital Signature Standard. Over many years, NIST has been 
developing digital signature technology that would provide a way to verify the author and 
sender of an electronic message. Such technology will be critical for a wide range of 
business applications for the National Information Infrastructure. A digital signature standard 
will enable individuals to transact business electronically rather than having to exchange 
signed paper contracts. The Administration has determined that such technology should not 
be subject to private royalty payments, and it will be taking steps to ensure that royalties are 
not required for use of a digital signature. Had digital signatures been in widespread use, the 
recent security problems with the Internet would have been avoided. 

Last April, the Administration released the Key Escrow chip (also known as the 
"Clipper Chip") that would provide Americans with secure telecommunications without 
compromising the ability of law enforcement agencies to cany out legally authorized 
wiretaps. Today, the Department of Commerce and the Department of Justice are taking steps 
to enable the use of such technology both in the U.S. and overseas. At the same time, the 
Administration is announcing its intent to work with industry to develop other key escrow 
products that might better meet the needs of individuals and industry. particularly the 
American computer and telecommunications industry. Specific steps being announced today 
include: 



Approval by the Commerce Secretary of the Escrowed Encryption Standard 
(EES) as a voluntary Federal Information Processing Standard, which will 
enable government agencies to purchase the Key Escrow chip for use with 
telephones and modems. The department's National Institute of Standards and 
Technology (NIST) will publish the standard. 

Publication by the Department of Justice of procedures for the release of 
escrowed keys and the announcement of NIST and the Automated Services 
Division of the Treasury Department as the escrow agents that will store the 
keys needed for decryption of communications using the Key Escrow chip. 
Nothing in these procedures will diminish the existing legal and procedural 
requirements that protect Americans from unauthorized wiretaps. 

New procedures to allow export of products containing the Key Escrow chip to 
most countries. 

In addition, the Department of State will streamline export licensing procedures for 
encryption products that can be exported under current export regulations in order to help 
American companies sell their products overseas. In the past. it could take weeks for a 
company to obtain an export license for encryption products, and each shipment might require 
a separate license. The new procedures announced today will substantially reduce 
administrative delays and paperwork for encryption exports. 

To implement the Administration's encryption policy, an interagency Working Group 
on Encryption and Telecommunications has been established.. It will be chaired by the White 
House Office of Science and Technology Policy and the National Security Council and will 
include representatives of the Departments of Commerce, Justice, State, and Treasury as well 
at the FBI. the National Security Agency, the Office of Management and Budget, and the 
National Economic Council. This group will work with industry and public-interest groups to 
develop new encryption technologies and to review and refine Administration policies 
regarding encryption, as needed. 

The Administration is expanding its efforts to work with industry to improve on the 
Key Escrow chip, to develop key-escrow software, and to examine alternatives to the Key 
Escrow chip. NIST will lead these efforts and will request additional staff and resources for 
this purpose. 

We understand that many in industry would like to see all encryption products 
exportable. However, if encryption technology is made freely available worldwide, it would 
no doubt be used extensively by terrorists, drug dealers, and other criminals to harm 
Americans both in the U.S. and abroad. For this reason, the Administration will continue to 
restrict export of the most sophisticated encryption devices, both to preserve our own foreign 
intelligence gathering capability and because of the concerns of our allies who fear that strong 
encryption technology would inhibit their law enforcement capabilities. 



. 
. 

At the same time, the Administration understands the benefits that encryption and 
related technologies can -provide to users of computers and telecommunications networks. 
Indeed. many of the applications of the evolving National Information Infrastructure will 
require some form of encryption. That is why the Administration plans to work more closely 
with the private sector to develop new forms of encryption that can protect privacy and 
corporate secrets without undermining the ability of law-enforcement agencies to conduct 
legally authorized wiretaps. That is also why the Administration is committed to make 

available free of charge a Digital Signature Standard. 

The Administration believes that the steps being announced today will help provide 
Americans with the telecommunications security they need without compromising the 
capability of law enforcement agencies and national intelligence agencies. Today, any 
American can purchase and use any type of encryption product. The Administration does not 
intend to change that policy. Nor do we have any intention of restricting domestic encryption 
or mandating the use of a particular technology. 
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Subject: Barlow W� article on Clipper- •Jackboots on the Infobahn• ! 

[note: this article and other Oipper malcrlal are arcltived at: 

ftp://ftp.cff.org/pub/EFF/Pollcy/Clipper/ 
Similar material can be found at soda..betkeley.edu.] 
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Jackboots on the lnfobahn 

Clipper is a last ditch attempt by the United States, the last peat power 
from the old Industrial Era, to establish imperial control over cyberspace. 

By John Peay Barlow 

[Note: The following article will a� in the April 1994 issue of WIRED. 
We, the editors of WIRED, arc net-camn, it now i.n its pre-published form 
as a public service. Because of the vital and urgent nature of its message, 
we believe readers on the Net should hear and tab: action now. You arc free 
to pass this article on electronically; in fact we urge you to replicate it 
throughout the net with our blessings. If you do, please keep the copyright 
statements and this note intact. For a complete listi;1g of Clipper-related 
resources available through WIRED Online, send c:ma

i

l to <infobot@Wired.com >
with the following message: •send clipper.index". - The Editors of WIRED] 

On January 11, I managed to schmooze myself abow Air Poree 2. It was 
flyin& out of LA, where its principal passenaer had just outlined his 
vision of the information superhighway to a suitai mob of television, show­
biz, and cable types who fervently hoped to own i.t one day - if they oould 
ever figure out what the hell it was. 
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From the standpoint of the Electronic Frontier FOUT1dation the speech had 
been wildly mcouraimg. The administration's proaram, as announced by Vice 
President Al Gore, incmporated many of the concepts of open competition, 
universal ac.ceas, and dcre&ulated common carriage that we'd be.en pushin& 
for the previous year. 

But he bad said nothin& about the future of privacy, ,ex�pt to cite among 
the bounties of the Nil its ability to "help law enforcement 31encies 
thwart criminals and tarorists who might use advanced telecommunications 
to commit crimes.• 

On the plane I asked Gore what this implied about ttdministration policy on 
crypto&raphy. He became as noncommittal as a clpi·-store Indian. •we'll be 
makin& some announcements ••.. I can't tell you anything more." He hurried 
to the front of the plane. lraving me to troubled speculation. 

Despite its fundamental role in assuring privacy, transaction security. and 
reliable identity within the Nil, the Clinton administration bas not 
demonstrated an cnli&htcnment about cryptography i.,p to par with the rest of 
its dieital vision. 

The Clipper Chip - which threatens t.o be either the coofiest waste of 
federal dollars since President Oerald Ford's peat Swine Plu program or, 
if actually deployed, a surveillance t.cclmology of profound malignancy -
seemed at first an ugly legacy of the Rea&an-Bush modus operandi. "This is 
goin& to be our Bay of Pigs," one Clinton White House official told me at 
the time Oipper was introduced, referring to the <li!oaSttOUs plan to invade 
Cuba that Kennedy inherited from Eisenhower. 

(Clipper, in c.ase you're just tunin& in, is an encryption chip that the 
National Security Agency and FB[ hope will someday be in �ery phone and 
computer in America. It scrambles your communications, making them 
unintclliglole to all but their intended recipients. JJJ, that is, but the 
&ove.mment, which would hold the •rrey• to your dup. The key would 
separated into two pi�, held in escrow, and joinr!.d with lhc appropriate 
•1ep1 authority.")

Of course, trustini the government with your priv11i;y is like having a 
Peeping Tom install your window blinds. And, since the fol.ks I've met in 
this White House seem like extremely smart, conS<::i.ous freedom•lovers -
hell. a lot of them are Deadheads - I was sure that after they were fully 
moved in, they'd face down the National Security Alfflcy and the FBI, let 
Clipper die a natural death, and lower the export e,1nbqo on reliable 
encryption products. 

Furthcnnore, the National Institutes of Standards ,utd Technolo&y and the 
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National Security Council have been studying both Clipper and export 
embargoes mnc:e April. Given that the volumes of Clpert testimony they had 
collected overwhelmingly opposed both, I expected 1he fin.al report would 
give the administration all the support it needed to d,:� the right thing. 

I was wrong. Instead, there would be no report. A17Jiarently, they coutctn•t 
draft one that supported, on the evidence, what they had decided to do 
instead. 

THB OfHER SHOE DROPS 

On Friday, February 4, the other jackboot dropped. A series of 
announcements from the administration made it clear that crypto&raphy would 
become their very own •:eosrua of tdccommunications" (as one staffer put 

· it). It wasn't just that the old Serbs in the National Security Agency and
the FBI were still making the calls. The alarmin& ru::w reality was that the
invertebrates in the White House were only too happy to abide by them.
Anything to avoid appearing soft on drugs or terror! m.

So, .rather than ditching Clipper, they declared it a Federal Data
Processing Standard, backing that up with an immediat.e government order for
50,000 Clipper devices. They appointed the National Institutes of Standards
and Technology and the Department of Treasury as the •truste,i- third
parties that would hold the Clipper key pairs. (Trear,ury, by the way, is
also home to such trustworthy aiencics as the Secn?!t Scrvic.e and the Bureau
of Alcohol, Tobacoo, and Fire.arms.)

They reaffirmed the export embario on robust encryption products, admitting
for the first time that its purpose was to stifle competition 10 Clipper.
And they outlined a very porous set of requirements under which the cops
mi&ht get the keys to your chip. (They would not�� into the procedure by
which the National Se.curity Aeency could get thern, thouih they assured us
it was sufficient.)

They evm signaled the impending return of the dread Digital Telephony, an
FBI lqislative initiative requiring fundamental m.11,gin.�ring of the
information infrastructure; providing wiretapping ability to the FB1 would
then become the paramount design priority.

INVASION OF THE BODY SNATCHERS 

Actually, by the time the announcements thudded down, J wasn't surprisc.d by 
them. I had spent seve.raJ days the previous week hi and around the White 
Howe. 

llJoo, 
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1 felt like I was in another remake of The Invasion c,f the Body Snatchers. 
My friends in the administration bad been transformed. 1bey1d been subsumed 
by the vast mindficld on the other side of the security clearance membrane, 
wheie dwell the monstrous bureaucratic orpnisms 1hat feed on fear. They'd 
been infected by the institutionally paranoid National Security Agency's 
Wdtanschauung. 

They uacd all the telltale phrases. Mike Nelson, the White House point man 
on the Nll, told me, •If only I could tc11 you what J know, you'd feel the 
same way I do.• I told him I'd been inoculated a&2iost that argument during 
Vietnam. (And it does seem to me that if you're ,c,ing to initiate a 
process that mi&}lt end freedom in America, you pr<>'!>ably need an argument 
that lsn 't classified ) 

Besides, how docs be know what he knows? Where does he get bis infonnation? 
Why, the National Security A&ency, of course. Which, given its strong 
intel'est in the outcome, seems hardly an unimpeachable source. 

However they reached it, Clinton and Gore have all astonishinity simple 
bottom line, to which even the future of American llberty and prosperity is 
secondary: They believe that it is their responsibility to eliminate, by 
whatever means, the possibility that some terrorist :ni&ht get a nuke and 
use it on, say I the World Trade Center. They have been convinced that such 
plots are more likely to ripen to hideous fruition behind a shield of 
encryption. 

The staffers I talked to were unmove.d by the qument that anyone smart 
et1ough to steal a nuclear device is probably smart enoup to use POP or 
some other uncompromiscd crypto standard. And nc:ver mind that the last 
people who popped a hooter in the World Trade Center were able to get it 
there without using any �phy and while und'er FBI surveillance. 

We arc de.aling with religion here. Though only teri American lives have been 
lost to terrorism in the last two years, the primacy •>f this threat has 
become as much an article of faith with these euys as the Catholic 
conviction that human life begins at c.onccption or the Mormon belief that 
the U>St Tribe of Israel crossed the Atlantic in submarines. 

In the spirit of openness and compromise, they invited the Electronic 
Frontier Foundation to submit other solutions to th�: •problem" of the 
nuclcar--enablcd terrorist than key escrow devices, but they would not admit 
into discussion the argument that such a threat miir,ht. in fact, be some 
kind of phanwm created by the spooks to ensure 1heir la�sh budgets into 
the post-Cold War era. 

As to the possibility that eood etld-fashion� investigative techniques 
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mi&ht be more valuable in preventing their show� catastrophe (as it was 
� the fact in finding the all�eci petpetrators of the last attack Oft 
the World Trade Cmtcr), they just hunkered down and said that when 
wiJetaps were necessary, they were damned wen nec!es&ary. 

When I asked about th� business that American com1-,ies lose because of 
their inability to export p>d encryption products, one staffer es.1entially 
dismissed the rnaiht, saying that total world b'Bde in crypto goods was 
still less than a billion dollan. (Well. right. Tbanb more to the 
dilisent efforts of the National Security Agency than to dim sales 
potential.) 

I sugested that a more immediate and costly real-world effect of their 
policies would be to reduce national security by uolating Anait.an 
commerce, owing to a Jack of international confide11ce in the leCIDity of 
our data lines. I said that Bruoe Sterlln&'s fictional data-enclaves in 
places like the Turb and Caicos Islands were startinJ to look real-world 
inevitable. 

They had a couple of answers to this, one unsatisfying and the other ,cary. 
The unsatisfying answer was that the intemational banking community could 
just go on usin& DF.S, which still seemed robust enc,ugh to them. (DES is the 
old federal Data Encryption Standard, thought by most ceyptolc,aists to be 
nearin& the end of its credtl>ility.) 

More frightening was their willingness to counter the data-a1elave future 
with one in which no data channels anywhere would be secute from 
examination by one government or another. Pointing to IJJlll8IT'ted other 
countries that were devdopin& their own mandatory standards and 
restrictions regardin, cryptography. they said word::. to the effect of, 
•Hey, it's not like you can't outlaw the stuff. Look at France.•

Of course, they have also said repeatedly - and for now I believe them -
that they have absolutely no plans to outlaw non-CJipper crypto in the US. 
But that doesn't mean that such plans wouldn •t dev<!lop in the presence of 
some pending ·emergency." Then there is that White House briefing 
document, issued at the time Clippe,- was first announced, which asserts 
that no US citizen "as a matter of right, is entitloo •.o an unbreakable 
commt:cial encryption product." 

Now why, if it's an ability they have no intention cf contcstin&, do they 
feel compelled to declare that it's not a right1 Could it be that they are 
preparing us for the laws they'll pass after some bwded fanatic bas 
&ottc.n himself a surplus nuke and used something be<..ides Clipper to 
conceal his plans for it? 

Ill ooe 
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If they are thinking about such an eventuality, we shc.uld be doing so as 
well. How will we respond? I believe there is a strong, though currently 
untested, argument that outlawing un� crypt.c, would violate the 
First Amendment. which surely protects the mannei· of our speech as clearly 
as it protects the content. 

But of course the First Amendment is, like the rest of the Constitution, 
only as good as the aovemment's willingness to uphuld it. And they are, as 
I say, in the mood to protect our mcty over our liberty. 

This is not a mind-frame against which any ;qument is goini to be vecy 
effective. And it appeared that they had already hca:rd and rejected every 
argument I could possibly offer. 

In fact, when I drew what I thought was an original comparuon between 
their stand apinst naturally proliferating crypto and the folly of King 
Canut.c (who placed his throne on the beach and commanded the tide to leave 
him dry), my government opposition looked pained and said he had heard 
that one almost as often as jokes about roadkill on t.hc information 
SllpQ'hi&hway. 

I hate to 10 to war with them. War is always nastier amon1 friends. 
Furthermore, unless they've decided to let the National Security Agency 
desjp the rest of the National Information Infrastructure as well, we need 
to go on working closdy wJth them on the whole r..uigc of lssta like 
access. competition, workplace privacy, common c::irriage, intdlcctual 
property, and such. Besides, the prolifention of st:.ung crypto will 
probably happen eventually no matter what they do, 

But then again, it might not. In �hlch case we could shortly find ourselves 
under a aovemment that would have the automated ability to log the time. 
origin and recipient of every call we made, could track our physical 
whereabouts continuously, could keep better account of our financial 
transactions than we do, and all without a warrant. Talk about crime 
prevcntionf 

Worse, under some vaguely defined and surely mvtable •1ega1 authority,• 
they also would be able to listen to our calls and read our e--mall without 
bavin& to do any backyard rewiring. They wouldn't need any pcnnission at 
all to monitor overseas calls. 

If the.re's &oing to be a fi&ht, I'd rather it be with 1his government than 
the one we'd liJcely fac.e on that hard day. 

Hey, I've never been a paranoid before. It's alway:; seemed to me that most 
governments are too incompetent to� a &ood plot strung together all the 
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way from coffee break to quitting time. But I am now very nervous about the 
&ovcmment of the Unitr:d States of America.

Because Bill 'n' Al, what.ever their other new-paradigm virtues, have 
allowed the very old-para.diam trogs of the Guardian Cws to define as 
their hi&hest duty the defense of America aiainst an enemy that exists 
primarily in the imagination - and is therefore capable of anythina. 

To assure absolute safety apinst such an enemy, there is no limit to the 
liberties we will eVMtually be asked to sacrifice. Al1d, with a Clipper 
Chip in every phone, there will certainly be no technical limit on their 
ability to enforce those sacrifices. 

WHAT YOU CAN DO 

GET CONGRESS TO LIFT THE CRYPrO EMBARGO 

TI1c administration is trying to impose Clipper on us by manipulating market 
forces. By purchasing massive numbers of Clipper devices, they intend to 
induce an economy of scale which will make them cheap while the export 
embargo renders all competition either expensive c,r nonexistent. 

We have to use the market to fight back. While if t unlikely that they'll 
back down on Clipper deployment, the Electronic Frontict Foundation 
believes that with sufficient public involvement, we can get Congress to 
eliminate the export embargo. 

Rep. Maria Cantwell, D-Washington, has a bill (H.R. 3627) before the 
Economic Policy, Trade, and F.mironment Subcommittee of the House Committee 
on Foreign Affairs that would do exactly thaL She will need a lot of help 
from the public. They may not care much about your privacy in DC, but they 
still care about your vote. 

Please signal your support of H.R. 3627 1 either by writing her directly or 
e-mailing her at cantwell@eff.org. Messages scot tJ;) that address will be 
printed out and delivered to her office. In the subject header of your 
mcssa,e, please include the words •support HR 3627. • In the body of your 
mcssaie, express your reasons for supporting the bill. You may also express 
your SC'Jltiments to Rep. Ltt Hamilton, D-lndianA, the House Committee on 
Foreign Affairs chair, by e-mailing hamilton@cf

f

.org. 

Furthermore, since there is nothing quite as JX)Werful as a letter from a 
constituent, you should check the. following list of i;ubcommittee and 
committee members to sec if your coneressional .ni:presentative is among 
them. If so, please copy them your letter to Rep. Cantwell. 
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> Economic Policy, Tm.de. and Environment Subcommittee:

Democrats: Sam Gejden1011 (Chair), O.COnnecticut; James Oberstar, D­
Minnesota; Cynthia McKinney I D-Oeor,:ia; Mari.a Cantwell, 0-Washingtoo; Eric 
Finge:hut. D-Ohi.o; Albert R. Wynn, D-Maryland; Harry Johnston, D-Florida; 
Fliot Engel, J>..New York; Charles Schumer, D-New York. 

RepublicanS! Toby Roth (ianking), R-Wisconsin; Dcmald Manmllo, R-Dlinois; 
Dou1 Bcreuter, R-Nebmka; Ian Meyers, It-Kansas; c.ass Ballcnget', R-North 
Carolina; Dana Rohmbacber, R-C'.aliforrua. 

> House Committee on Foreip Affairs:

Democrats: Lee Hamilton (Chair), D-Indiana; Tom UU1tos, I>-Califomia; 
Robert Torricelli, D-New Jersey; Howard Berman, D-califonria; Oary 
Ackerman, D-Ncw York; Eni Faleomavaega, D-Somoa; Matthew Martinez, 0-
Califomia; Robert Borski, D-Pennsylvania; Donal f.-ayne, D-New Jersey; 
Robe.rt Andrews, D-New Jersey; Robert Menendez, 0-New Jersey; Sherrod Brown, 
D-Ohio; Alcee Hastinis, D-Florida; Peter Deutsch. :O.F1orida; Don Edwards,
D-Califomia; Frank McOoskey, D-Indiana; Thomu Sawyer, D-Ohio; Luis
Gutierrez, D-Dlinois.

Republicans; Benjamin Gilman (ranldn&), R-New York; William Goodling, R­
Pennsylvania; Jim Leach, R-Iowa; Olympia Snowc�, R-Maine; Henry Hyde, R· 
Dlinois; Christopher Smith, R-New Jersey; Dan Burton, R-Indiana; Elton 
Gallqly, &-California; Ileana Ros-Lehtinen, R-Fl.cirida; David Levy, R-New 
York; Lincoln Diaz-Balart, R-Florida; F.d Royce, R-Califomia. 

BOYCOTT CLIPPER DEVICES AND THE COMJ•ANIES WlilCH MAKE THBM. 

Don't buy anything with a Clipper Chip in it. 0on··1 buy any product from a 
company that manufactures devices with Big Brother inside. It is likely 
that the government wiU ask you to use Oipper for communications with the 
IRS or when doing business with federal a,encics. They cannot, as yet, 
require you to do so. Just say no. 

LEARN ABOUT ENCRYPTION AND EXPLAJN THE ISSUES TO YOUR UNWIRED 
FRIENDS 

The administration is banking on the lilce.lihood the.I this stuff is too
technically obscure to agitate anyone but nerds like� us. Prove them wron& 
by patiently explainin& what's io.ing on to all the r•:ople you Jcnow who have 
never touched a computer and glaze over at the mention of words lilce 
•cryptography.•

Ill 009 
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Maybe you &laze over yourself. Don•t. It's not that hard. For some hands-on 
e:xpcrienc:c, download a copy of POP .. Prett)· Good PriYacy - a shareware 
encryption cnline which uses the robust RSA encm,tion aI1orithm. And learn 
to use it. 

GET YOUR COMPANY TO THINK ABOUT EMBEDDING REAL CRYPTOGRAPHY IN 
ITS PRODUCTS 

If you work for a company that makes software, computer hardware, or any 
kind of communications device, work from within to get them to incorporate 
RSA or some other strong encryption scheme into their products. If they say 
that they are afraid to violate the export embargo, �1sk: them to consider 
manufacturing such products overseas and importing them back into the 
United States. There appears to be no law �ainst tk1t. Yet 

You mi&ht also lobby your company to join the Digital Privacy and Security 
Working Group, a coalition of companies and public interest groups • 
including IBM, Apple, Sun, Microsoft, and, interestingly. Clipper phone 
manufacturer AT&T• that is working to Jet the embargo lifted. 

ENLIST! 

Self-scrvin& as it sounds coming from me, you can do a lot to help by 
becomin& a member of one of these organizations. ln addition to &iving you 
acces., to the latest information on this subject, every additional member 
strengthens our credibility with Con�. 

> Join the Electronic Frontier Foundation by wrlth1g membership@eff.org.

> Join Computer Professionals for Social Responsibility by e-mailing
cpsr.infoCcpsr

.org. CPSR is also organizing a protest, to which )'llU can lend your support 
by sendin1 e-mail to clipper .petiti.on@cpsr .or& with •1 oppose Clipper" in 
the mc:ssaae body. Ftp/gopher/W AlS to cpsr.org /cpsr/privacy/ 

crypto/clippet for men info. 

In his LA speech, Gore called the development of the Nil "a revolution. 11 

And it is a revolutionary war we are engaged in hi:!re. Clipper is a last 
ditch attempt by the United States, the last great power from the old 
Industrial Era, to establish imperial control over c:ybenpace. If they 
win, the most liberating development in the history of humankind could 
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become, instead. the surveillance system which will rnonltor our 
,randchildren • • mma1ity. We can be better anceston than that. 

San Francisco, California 

Wednesday, February 9, 1994 

••• 

John Perry Barlow (barlow@eff.ot&) is co-founder 1md Vice-chairman of the 
Electronic Frontier Foundation, a group which defends liberty, both in 
Cyberspace and the Physical World. He has three d::1u&hten. 

•-=-•-=-•-•-=-•-=-•-•-=WIRED Online Copyright 
Notice=-•-•-=-•---•-•-=-•-•-� 

Copyright 1993,4 Wired USA Ltd. All rit:hts reserved, 

This article may be rcdistnl>uted provided that tht artlcle and this 
notice remain intact. This article may not under any circumstanc.es 
be resold or miistribut.cd for compensation of any kind without prior 
written permission from Wired Ventures, Ltd. 

If you have any questions about these terms, or Wlluld li1ce information 
about licensing materials from WIRED Online, pl 1ase contact us via 
telephone ( + 1 (415) 904 0660) or email (info@w:ired.com). 

WIRED and WIRED Online are trademarks (If Wued Ventures, Ltd. 

---=-----=--

-- End of Forwarded Message 

lalo11 

/Cl 



02117194 16:04 !2'301 948 1784 NIST CSL 

From: Dave Banisar < Baoisar@washofc.cpsr.org >
Date: 15-FEB-1994 13:45:57 
Desaiptiotl: Over 10,000 Have Signed Petition to Oj,pose Clipper 

Washi.naton,DC 
February 15, l��t 

Computer Professionals for Social Responsibility (CPSR) 

OVER 10,000 SIGN PElTI'ION TO OPPOSE CLIPPER 

In only two wecb, ovu 10,000 users of the natior1 's computer 
nctworb have signed the CPSR petition calling for President Clinton 
to withdraw the Clipper proposal. 

Opposition has been widespread, from CEOs of farge firms to college 
students in small towns, from librarians and civil libcrtarlans to 
computer propammers and product marketers. 

To sign the petition, email <clipper.pctition@cp,�r.org> with the 
messa&e •1 Oppose Clipper" 

Fm:ourap friends to sip. 

In 1990, over 30,000 people sent email message to Lotus asking that a 
product containing detailed personal infonnation called •Marketplace· 
be withdrawn. Eventually Lotus withdrew the product. 

CPSR is a non-profit, membership organmtion based in Palo Alto, CA. 
CPSR's mission is to provide analysis of the effect:� of new 
b:chnological developments on society. For more. information, pJeasc 
email cpu@cpsr.org or call 415-322-3778. 
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1 General 

1.1 T Vhat is encryption? 

Encryption is the transformation of data into a form unreadable by anyone 
without a secret decryption key. Its purpose is to ensure privacy by keeping the 
informat.ion hidden from anyone for whom it is not intended, even those who 
can see the encrypted data. For example, one may wish to encrypt files on a 
hard disk to prevent an intruder from reading them. 

In a multi-user setting, encryption allows secure communication over an 
insecure channel. The general scenario is as follows: Alice wishes to send a 
message to Bob so that no one else besides Bob can read it. Alice encrypts the 
message, which is called the plaintext, with an encryption key; the encrypted 
message, called the ciphertext, is sent to Bob. Bob decrypts the ciphertext with 
the decryption key and reads the message. An attacker, Charlie, may either try 
to obtain the secret key or to recover the plaintext without using the secret key. 
In a secure cryptosystem, the plaintext cannot be recovered from the ciphertext 
except by using the decryption key. In a symmetric cryptosystem, a single key 
serves as both the encryption and decryption keys. 

Cryptography has been around for millennia; see Kahn {37] for a good history 
of cryptography; see Rivest {69] and Brassard [10] for an introduction to modern 
cryptography. 

1. 2 What is <mthwtication? What is a digital signature? 

Authent.ication in a digit.al seUing is a process whereby the receiver of a digital 
message can be confident of the identity of the sender and/or the integrity of the 
message. Authent.ication protocols can be based on either conventional secret­
key cryptosystems like DES or on public-key systems like RSA; authentication 
in public-key systems uses digital signatures. 

In this document, authentication will generally refer to the use of digital 
signatures, which play a function for digital documents similar to that played by 
handwritten signatures for printed documents: the sib'llature is an unforgeable 
piece of data asserting t,hnt, a named person wrote or otherwise agreed to the 
document to which the signature is altached. The recipient, as well as a third 
party, can verify both that the document did indeed originate from the person 
whose signature is attached and that the document has not been altered since 
it was signed. A secure digit.al sibrnature system thus consists of two parts: a 
method of signing a document such that forgery is infeasible, and a method of 
verifying that a signature was actually generated by whomever it represents. 
furthermore, secure digital signatures cannot be repudiated; i.e., the signer of 
a document cannot lat.er disown it by claiming it was forged. 

Unlike encryption, digital sib'llalures are a recent development, the need for 
which has arisen with I.he proliferation of digital communications. 



1.3 What is public-key cryptography'? 

Traditional cryptography is based on the sender and receiver of a message know­
ing and using the same secret key: the sender uses the secret key to encrypt 
the message, and the receiver uses the same secret key to decrypt the message. 
This method is known as secret-key cryptography. The main problem is getting 
the sender and receiver to agree on the secret key without anyone else finding 
out. If they are in separate physical locations, they must trust a courier, or a 
phone system, or some other transmission system to not disclose the secret key 
being communicated. Anyone who overhears or intercepts the key in transit can 
later read all messages encrypted using that key. The generation, transmission 
and storage of keys is called key management; all cryptosystems must deal with 
key management issues. Secret-key cryptography often has difficulty providing 
secure key management. 

Public-key cryptography was invented in 1976 by Whitfield Diffie and Martin 
Hellman [29] in order to solve the key management problem. ln the new system, 
each person gets a pair of keys, called the public key and the private key. Each 
person's public key is published while the private key is kept secret.. The need for 
sender and receiver to share secret information is eliminated: all communications 
involve only public keys, and no private key is ever transmitted or shared. 
No longer is it necessary to trust some communications channel to be secure 
against eavesdropping or betrayal. Anyone can send a confidential message 
just using public information, but it can only be decrypted with a private key 
that is in the sole possession of the intended recipient. Furthermore, public-key 
cryptography can be used for authentication ( digital signatures) as well as for 
privacy (encryption). 

Here's how it works for encrypt.ion: when Alice wishes to send a message to 
Bob, she looks up Bob's public key in a directory, uses it to encrypt the message 
and sends it off. Bob then uses his private key to decrypt the message and read 
it. No oue listening in can decrypt the message. Anyone can send an encrypted 
message to Bob but only Bob can read it. Clearly, one requirement is that no 
one can figure out the private key from t.he corresponding public key. 

Here's how it works for authentication: Alice, to sign a message, does a 
computation involving both her private key and tbe message itself; the output 
is called the digital signature and is attached to the message, which is then sent. 
Bob, to verify the signature, <loes some computation involving the message, the 
purported signature, and Alice's public key. If the results properly hold in a 
simple mathematical relation, the signature is verified as genuine; otherwise, the 
signature may be fraudulent or the message altered, and they are discarded. 

A good history of public-key cryptography, by one of its inventors, is given 
by Diffie [27). 
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1.4 What are the advantages and disadvantages of public-key cryp-
tography 011er secret-key cryptography'? 

The primary advantage of public-key cryptography is increased security: the 
private keys do not ever need to be transmitted or revealed to anyone. In a 
secret-key system, by contrast, there is always a chance that an enemy could 
�iscover the secret key while it is being transmitted. 

Another major advantage of public-key systems is that they can provide a 
method for digital signatures. Authentication via secret-key systems requires 
the sharing of some secret and sometimes requires trust of a third party as 
well. A sender can then repudiate a previously signed message by claiming 
that the shared secret was somehow compromised by one of the parties sharing 
the secret. For example, the Kerberos secret-key authentication system [79] 
involves a central database that keeps copies of the secret keys of all users; a 
Kerberos-authenticat.ed message would most likely not be held legally binding, 
since an attack on the database would aJlow widespread forgery. Public-key 
authentication, on the other hand, prevents this type of repudiation; each user 
has sole responsibility for protecting his or her private key. This property of 
public-key authentication is often called non-repudiation. 

Furthermore, digitally signed messages can be proved authentic to a third 
party, such as a judge, thus allowing such messages to be legally binding. Secret­
key authentication systems such as Kerberos were designed to authenticate ac­
cess to network resources, rather than to authenticate documents, a task which 
is better achieved via digital signatures. 

A disadvantage of using public-key cryptography for encryption is speed: 
there are popular secret-key encryption methods which are significantly faster 
than any currently available public-key encryption method. But public-key 
cryptography can share the burden with secret-key cryptography to get the 
best of both worlds. 

For encryption, the best solution is to combine public- and secret-key systems 
in order to get both the security advantages of public-key systems and the 
speed advantages of secret-key systems. The public-key system can be used to 
encrypt a secret key which is then used to encrypt the bulk of a file or message. 
This is explained in more detail in Question 2.12 in the case of RSA. Pnblic­
key cryptography is not meant to replace secret-key cryptography, but rather to
s11pplemt:nt it, to make it more sc:cnre. The first use of public-key techniques 
was for secure key exchange in an otherwise secret-key system [29); this is still 
one of its primary functions. 

Secret-key cryptography remains extremely important and is the subject 
of much ongoing study and research. Some secret-key encryption systems are 
discussed in Questions 5.1 and 5.5. 
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1.5 Is cryptography patentable in the U.S.?

Cryptographic systems are patentable. Many secret-key cryptosystems have 
been patented, including DES (see Question 5.1). The basic ideas of public-key 
cryptography are contained in U.S. Patent 4,200,770, by M. Hellman, W. Diffie, 
and R. Merkle, issued 4/29/80 and in U.S. Patent 4,218,582, by M. Hellman 
and R. Merkle, issued 8/19/80; similar patents have been issued throughout 
the world. The exclusive licensing rights to both patents are held by Public 
Key Partners (PKP), of Sunnyvale, California, which also holds the rights to 
the RS A patent (see Question 2.19). Usually all of these public-key patents are 

licensed together.
All legal challenges to public-key patents have been settled before judgment. 

In a recent case, for example, PKP brought suit against the TRW Corporation 
which was using public-key cryptography (the ElGamal system) without a li­
cense; TRW claimed it did not need to license. In June 1992 a settlement was 
reached in which TRW agreed to license to the patents.

Some patent applications for cryptosystems have been blocked by interven­
tion by the NSA (see Question 7.3) or other intelligence or defense agencies, un­
der the authority of the Invention Secrecy Act of 1940 and the National Security 
Act of 1947; see Landau [46] for some recent cases related to cryptography.

1.6 Is cryptography exportable from the U.S.?

All cryptographic products need export licenses from the State Department, 
acting under authority of the International Traffic in Arms Regulation (ITAR), 
which defines cryptographic devices, including software, as munitions. The U.S. 
government has historically been reluctant to grant export licenses for encryp­
tion products stronger than some basic level (not publicly stated).

Under current regulations, a vendor seeking to export a product using cryp­
tography first submits an request to the State Department’s Defense Trade 
Control office. Export jurisdiction may then be passed to the Department of 
Commerce, whose export procedures are generally simple and efficient. If ju­
risdiction remains with the State Department, further review, perhaps lengthy, 
is required before export is either approved or denied; the National Security 
Agency (NSA, see Question 7.3) may become directly involved at this point. 
The details of the export approval process change frequently.

The NSA has de facto control over export of cryptographic products. The 
State Department will not grant a license without NSA approval and routinely 
grants licenses whenever NSA does approve. Therefore, the policy decisions over 
exporting cryptography ultimately rest with the NSA.

It is the stated policy of the NSA not to restrict export of cryptography for 
authentication; it is only concerned with the use of cryptography for privacy. A 
vendor seeking to export a product for authentication only will be granted an 
export license as long as it can demonstrate that the product cannot be easily
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modified for encryption; this is true even for very strong systems, such as RSA 
with large key sizes. Furthermore, the bureaucratic procedures are simpler for 
authentication products than for privacy products. An authentication product 
needs NSA and State Dept, approval only once, whereas an encryption product 
may need approval for every sale or every product revision.

Export policy is currently a matter of great controversy, as many software 
and hardware vendors consider current export regulations overly restrictive and 
burdensome. The Software Publishers Association (SPA), a software industry 
group, has recently been negotiating with the government in order to get ex­
port license restrictions eased; one agreement was reached that allows simplified 
procedures for export of two bulk encryption ciphers, RC2 and RC4 (see Ques­
tion 8.6), when the key size is limited. Also, export policy is less restrictive for 
foreign subsidiaries and overseas offices of U.S. companies.

In March 1992, the Computer Security and Privacy Advisory Board voted 
unanimously to recommend a national review of cryptography policy, including 
export policy. The Board is an official advisory board to NIST (see Question 7.1) 
whose members are drawn from both the government and the private sector. 
The Board stated that a public debate is the only way to reach a consensus 
policy to best satisfy competing interests: national security and law enforcement ■ 
agencies like restrictions on cryptography, especially for export, whereas other 
government agencies and private industry want greater freedom for using and 
exporting cryptography. Export policy has traditionally been decided solely by 
agencies concerned with national security, without much input from those who 
wish to encourage commerce in cryptography. U.S. export policy may undergo 

significant change in the next few years.

Wliat is RSA?
RSA is a public-key cryptosystem for both encryption and authentication; it 
was invented in 1977 by Ron Rivest, Adi Shamir, and Leonard Adleman [74]. It 
works as follows: take two large primes, p and q, and find their product n = pq\ 
n is called the modulus. Choose a number, e, less than n and relatively prime 
to (p - !)(</ - 1), and find its inverse, d, mod (p - l)(q - 1), which means that 
ed = 1 mod (p - !)(</ - 1); e and d are called the public and private exponents, 
respectively. The public key is the pair (n,e); the private key is d. The factors 
p and q must be kept secret, or destroyed.

It is difficult (presumably) to obtain the private key d from the public key 
(n,e). If one could factor n into p and q, however, then one could obtain the 
private key d. Thus the entire security of RSA is predicated on the assumption 
that factoring is difficult; an easy factoring method would “break” RSA (see 

Questions 2.5 and 4.4).



c = m‘ mod n,
where e and n are Bob’s public key. To decrypt, Bob also exponentiates: m ~ c

RSA authentication: suppose Alice wants to send a signed document 
Aliro rroatos a digital siimaiurt* s bv exDonentiating: s — m m

m =
Thus encryption and authentication take place without any sharing of private
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2.2 Why use RSA rather than DES?

RSA is not an alternative or replacement for DES; rather it supplements DES 
(or any other fast bulk encryption cipher) and is used together with DES in 
a secure communications environment. (Note: for an explanation of DES, see 

Question 5.1.)
RSA allows two important functions not provided by DES: secure key ex­

change without prior exchange of secrets, and digital signatures. For encrypting 
messages, RSA and DES are usually combined as follows: first the message is 
encrypted with a random DES key, and then, before being sent over an inse­
cure communications channel, the DES key is encrypted with RSA. Together, 
the DES-encrypted message and the RSA-encrypted DES key are sent. This 

protocol is known as an RSA digital envelope.
One may wonder, why not just use RSA to encrypt the whole message and 

not use DES at all? Although this may be fine for small messages, DES (or 
another cipher) is preferable for larger messages because it is much faster than 

RSA (see Question 2.3).
In some situations, RSA is not necessary and DES alone is sufficient. This 

includes multi-user environments where secure DES-key agreement can take 
place, for example by the two parties meeting in private. Also, RSA is usually 
not necessary in a single-user environment; for example, if you want to keep your 
personal files encrypted, just do so with DES using, say, your personal password 
as the DES key. RSA, and public-key cryptography in general, is best suited 
for a multi-user environment. Also, any system in which digital signatures are 
desired needs RSA or some other public-key system.

keys: each person uses only other people’s public keys and his or her own private 
key. Anyone can send an encrypted message or verify a signed message, using 
only public keys, but only someone in possession of the correct private key can 

decrypt or sign a message.

Here is how RSA can be used for privacy and authentication (in practice, 
actual use is slightly different; see Questions 2.12 and 2.13):

RSA privacy (encryption): suppose Alice wants to send a private message, 
m, to Bob. Alice creates the ciphertext c by exponentiating: c = me mod n, 
where e and n are Bob’s public key. To decrypt, Bob also exponentiates: m = c 
mod n, and recovers the original message m; the relationship between e and d 
ensures that Bob correctly recovers m. Since only Bob knows d, only Bob can 

decrypt.
RSA authentication: suppose Alice wants to send a signed document m to 

Bob. Alice creates a digital signature s by exponentiating: s = m mod n, 
where d and n belong to Alice’s key pair. She sends s and m to Bob. To verify 
the signature, Bob exponentiates and checks that the message m is recovered: 

se mod n, where e and n belong to Alice’s public key.
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2.5 What would it take to break USA?

There are a few possible interpretations of “breaking RSA”. The most damaging 
would be for an attacker to discover the private key corresponding to a given 
public key; this would enable the attacker both to read all messages encrypted 
with the public key and to forge signatures. The obvious way to do this attack 
is to factor the public, modulus, n, into its two prime factors, p and q. From 

within a year or so.
By comparison, DES is much faster than RSA. In software, DES is generally 

at least 100 times as fast as RSA. In hardware, DES is between 1,000 and 10,000 
times as fast, depending on the implementations. RSA will probably narrow the 

in <.nrnin>r as it. finds irrnwinif commercial markets, but will never 

match the performance of DES.

How much extra message length is caused by using RSA?

Only a very small amount of data expansion is involved when using RSA. For 
encryption, a message may be padded to a length that is a multiple of the block 
length, usually 64 bits, since RSA is usually combined with a secret-key block 
cipher such as DES (see Question 2.12). Encrypting the DES key takes as many 
additional bits as the size of the RSA modulus.

For authentication, an RSA digital signature is appended to a document. 
An RSA signature, including information such as the name of the signer, is 
typically a few hundred bytes long. One or more certificates (see Question 3.5) 
may be included as well; certificates can be used in conjunction with any digital 
signature method. A typical RSA certificate is a few hundred bytes long.

2.3 How fast is RSA?
An “RSA operation,” whether for encrypting or decrypting, signing or verifying, 
is essentially a modular exponentiation, which can be performed by a series of 

modular multiplications.
In practical applications, it is common to choose a small public exponent 

for the public key; in fact, entire groups of users can use the same public ex­
ponent. This makes encryption faster than decryption and verification faster 
than signing. Algorithmically, public-key operations take O(k2) steps, private 
key operations take O(k3) steps, and key generation takes O(k*) steps, where k 
is the number of bits in the modulus; O-notation refers to the an upper bound 
on the asymptotic running time of an algorithm [22].

There are many commercially available hardware implementations of RSA, 
and there are frequent announcements of newer and faster chips. The fastest 
current RSA chip [76] has a throughput greater than 600 Kbits per second 
with a 512-bit modulus, implying that it performs over 1000 RSA private-key 
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Are strong primes necessary in RSA?

In the literature pertaining to RSA, it has often been suggested that in choosing 
a key pair, one should use “strong” primes p and q to generate the modulus n.

p, q, and e, the public exponent, the attacker can easily get d, the private key. 
The hard part is factoring n; the security of RSA depends of factoring being 
difficult. In fact, the task of recovering the private key is equivalent to the 
task of factoring the modulus: you can use d to factor n, as well as use the 
factorization of n to find d. See Questions 4.5 and 4.6 regarding the state of 
the art in factoring. It should be noted that hardware improvements alone will 
not weaken RSA, as long as appropriate key lengths are used; in fact, hardware 
improvements should increase the security of RSA (see Question 4.5).

Another way to break RSA is to find a technique to compute e-th roots 
mod n. Since c = me, the e-th root of c is the message m. This attack would 
allow someone to recover encrypted messages and forge signatures even without 
knowing the private key. This attack is not known to be equivalent to factoring. 
No methods are currently known that attempt to break RSA in this way.

The attacks just mentioned are the only ways to break RSA in such a way 
as to be able to recover all messages encrypted under a given key. There are 
other methods, however, which aim to recover single messages; success would 
not enable the attacker to recover other messages encrypted with the same key.

The simplest single-message attack is the guessed plaintext attack. An at­
tacker sees a ciphertext, guesses that the message might be “Attack at dawn , 
and encrypts this guess with the public key of the recipient; by comparison with 
the actual ciphertext, the attacker knows whether or not the guess was correct. 
This attack can be thwarted by appending some random bits to the message. 
Another single-message attack can occur if someone sends the same message m 
to three others, who each have public exponent e = 3. An attacker who knows 
this and sees the three messages will be able to recover the message m; this 
attack and ways to prevent it are discussed by Hastad [35]. There are also some 
“chosen ciphertext” attacks, in which the attacker creates some ciphertext and 
gets to see the corresponding plaintext, perhaps by tricking a legitimate user 
into decrypting a fake message; Davida [23] gives some examples.

Of course, there are also attacks that aim not at RSA itself but at a given 
insecure implementation of RSA; these do not count as “breaking RSA because 
it is not any weakness in the RSA algorithm that is exploited, but rather a weak­
ness in a specific implementation. For example, if someone stores his private key 
insecurely, an attacker may discover it. One cannot emphasize strongly enough 
that to be truly secure RSA requires a secure implementation; mathematical 
security measures, such as choosing a long key size, are not enough. In practice, 
most successful attacks will likely be aimed at insecure implementations and at 
the key management stages of an RSA system. See Section 3 for discussion of 

secure key management in an RSA system.
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Strong primes are those with certain properties that make the product n hard to 
factor by specific factoring methods; such properties have included, for example, 
the existence of a large prime factor of p — 1 and a large prime factor of p + 1. 
The reason for these concerns is that some factoring methods are especially 
suited to primes p such that p — 1 or p + 1 has only small factors; strong primes 
are resistant to these attacks.

However, recent advances in factoring (see Question 4.6) appear to have 
obviated the advantage of strong primes; the elliptic curve factoring algorithm 
is one such advance. The new factoring methods have as good a chance of 
success on strong primes as on “weak” primes; therefore, choosing strong primes 
does not significantly increase resistance to attacks. So for now the answer is 
negative: strong primes are not necessary when using RS A, although there is 
no danger in using them, except that it takes longer to generate a key pair. 
However, new factoring algorithms may be developed in the future which once 
again target primes with certain properties; if so, choosing strong primes may 
again help to increase security.

How large a modulus (key) should be used in RS A?

The best size for an RS A modulus depends on one’s security needs. The larger 
the modulus, the greater the security but also the slower the RSA operations. 
One should choose a modulus length upon consideration, first, of one’s security 
needs, such as the value of the protected data and how long it needs to be 
protected, and, second, of how powerful one’s potential enemy is. It is also 
possible that a larger key size will allow a digitally signed document to be valid 
for a longer time; see Question 3.17.

A good analysis of the security obtained by a given modulus length is given 
by Rivest [72], in the context of discrete logarithms modulo a prime, but it 
applies to RSA as well. Rivest’s estimates imply that a 512-bit modulus can 
be factored with an $8.2 million effort, less in the future. It may therefore 
be advisable to use a longer modulus, perhaps 768 bits in length. Those with 
extremely valuable data (or large potential damage from digital forgery) may 
want to use a still longer modulus. A certifying authority (see Question 3.5) 
might use a modulus of length 1000 bits or more, because the validity of so 
many other key pairs depends on the security of the one central key.

The key of an individual user will expire after a certain time, say, two years 
(see Question 3.12). Upon expiration, the user will generate a new key which 
should be at least a few digits longer than the old key to reflect the speed 
increases of computers over the two years. Recommended key length schedules 
will probably be published by some authority or public body.

Users should keep in mind that the estimated times to break RSA are aver­
ages only. A large factoring effort, attacking many thousands of RSA moduli, 
may succeed in factoring at least one in a reasonable time. Although the secu­
rity of any individual key is still strong, with some factoring methods there is 
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2.8 Hoxv large should the primes be?

The two primes, p and q, which compose the modulus, should be of roughly equal 
length; this will make the modulus harder to factor than if one of the primes 
was very small. Thus if one chooses to use a 512-bit modulus, the primes should 
each have length approximately 256 bits.

always a small chance that the attacker may get lucky and factor it quickly.
As for the slowdown caused by increasing the key size (see Question 2.3), 

doubling the modulus length would, on average, increase the time required for 
public-key operations (encryption and signature verification) by a factor of 4, 
and increase the time taken by private key operations (decryption and signing) 
by a factor of 8. The reason that public-key operations are affected less than 
private-key operations is that the public exponent can remain fixed when the 
modulus is increased, whereas the private exponent increases proportionally. 
Key generation time would increase by a factor of 16 upon doubling the modulus, 
but this is a relatively infrequent operation for most users.

2.9 How does one find random numbers for keys?

One needs a source of random numbers in order to find two random primes 
to compose the modulus. If one used a predictable method of generating the 
primes, an adversary could mount an attack by trying to recreate the key gen­

eration process.
Random numbers obtained from a physical process are in principle the best. 

One could use a hardware device, such as a diode; some are sold commercially 
on computer add-in boards for this purpose. Another idea is to use physical 
movements of the computer user, such as keystroke timings measured in mi­
croseconds. By whichever method, the random numbers may still contain some 
correlations preventing sufficient statistical randomness. Therefore, it is best to 
run them through a good hash function (see Question 8.2) before actually using 

them.
Another approach is to use a pseudorandom number generator fed by a 

random seed. Since these are deterministic algorithms, it is important to find 
one that is very unpredictable and also to use a truly random seed. There is a 
wide literature on the subject of pseudorandom number generators. See Knuth 
[41] for an introduction.

Note that one does not need random numbers to determine the public and 
private exponents in RSA, after choosing the modulus. One can simply choose 
an arbitrary value for the public exponent, which then determines the private 
exponent, or vice versa.
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How is RS A used for encryption in practice?

RSA is combined with a secret-key cryptosystem, such as DES, to encrypt a 
message by means of an RSA digital envelope.

Suppose Alice wishes to send an encrypted message to Bob. She first en­
crypts the message with DES, using a randomly chosen DES key. Then she looks 
up Bob’s public key and uses it to encrypt the DES key. The DES-encrypted 
message and the RSA-encrypted DES key together form the RSA digital enve­
lope and are sent to Bob. Upon receiving the digital envelope, Bob decrypts 
the DES key with his private key, then uses the DES key to decrypt to message 

itself.

How do you know if a number is prime?

It is generally recommended to use probabilistic primality testing,

that decides if a number is prime with probability of error less than 2 100 • 
For further discussion of some primality testing algorithms, see the papers in 
the bibliography of [5]. For some empirical results on the reliability of simple 
primality tests see Rivest [70]; one can perform very fast primality tests and be 
extremely confident in the results. A simple algorithm for choosing probable 
primes was recently analyzed by Brandt and Damgard [9].

How is RSA used for authentication in practice?

Suppose Alice wishes to send a signed message to Bob. She uses a hash function 
on the message (see Question 8.2) to create a message digest, which serves as 
a “digital fingerprint” of the message. She then encrypts the message digest 
with her RSA private key; this is the digital signature, which she sends to Bob 
along with the message itself. Bob, upon receiving the message and signature, 
decrypts the signature with Alice’s public key to recover the message digest. He 
then hashes the message with the same hash function Alice used and compares 
the result to the message digest decrypted from the signature. If they are exactly 
equal, the signature has been successfully verified and he can be confident that 
the message did indeed come from Alice. If, however, they are not equal, then 
the message either originated elsewhere or was altered after it was signed, and 
he rejects the message. Note that for authentication, the roles of the public and

2.10 What if users of RSA run out of distinct primes?

There are enough prime numbers that RSA users will never run out of them. 
For example, the number of primes of length 512 bits or less exceeds 10 ,
according to the prime number theorem; this is more than the number of atoms 

in the known universe.
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Does RSA help detect altered documents and transmission 
errors?

An RSA digital signature is superior to a handwritten signature in that it attests 
to the contents of a message as well as to the identity of the signer. As long as a 
secure hash function (see Question 8.2) is used, there is no way to take someone s 
signature from one document and attach it to another, or to alter the signed 
message in any way. The slightest change in a signed document will cause the 
digital signature verification process to fail. Thus, RSA authentication allows 
people to check the integrity of signed documents. Of course, if a signature 
verification fails, it may be unclear whether there was an attempted forgery or 

simply a transmission error.

What are alternatives to RSA?

Many other public-key cryptosystems have been proposed, as a look through the 
proceedings of the annual Crypto and Eurocrypt conferences quickly reveals. A 
mathematical problem called the knapsack problem was the basis for several 
systems [52], but these have lost favor because several versions were broken. 
Another system, designed by ElGamal [30], is based on the discrete logarithm 
problem. The ElGamal system was, in part, the basis for several later signature 
methods, including one by Schnorr [75], which in turn was the basis for DSS, 
the digital signature standard proposed by NIST (see Question 6.8). Because of 
the NIST proposal, the relative merits of these signature systems versus RSA 
signatures has received a lot of attention; see [57] for a discussion. The ElGamal 

private keys are converse to their roles in encryption, where the public key is 

used to encrypt and the private key to decrypt.
In practice, the public exponent is usually much smaller than the private 

exponent; this means that the verification of a signature is faster than the 
signing. This is desirable because a message or document will only be signed 
by an individual once, but the signature may be verified many times.

It must be infeasible for anyone to either find a message that hashes to 
a given value or to find two messages that hash to the same value. If either 
were feasible, an intruder could attach a false message onto Alice’s signature. 
Hash functions such as MD4 and MD5 (see Question 8.3) have been designed 
specifically to have the property that finding a match is infeasible, and are 
therefore considered suitable for use in cryptography.

One or more certificates (see Question 3.5) may accompany a digital signa­
ture. A certificate is a signed document attesting to the identity and public 
key of the person signing the message. Its purpose is to prevent someone from 
impersonating someone else, using a phony key pair. If a certificate is present, 
the recipient (or a third party) can check the authenticity of the public key, 
assuming the certifier’s public key is itself trusted.
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system has been used successfully in applications; it is slower for encryption and 
verification than RSA and its signatures are larger than RSA signatures.

In 1976, before RSA, Diffie and Hellman [29] proposed a system for key 
exchange only; it permits secure exchange of keys in an otherwise conventional 

secret-key system. This system is in use today.
Cryptosystems based on mathematical operations on elliptic curves have 

also been proposed [43, 56], as have cryptosystems based on discrete exponenti­
ation in the finite field GF(2"). The latter are very fast in hardware; however, 
doubts have been raised about their security because the underlying problem 
may be easier to solve than factoring [64, 34]. There are also some probabilistic 
encryption methods [8, 32], which have the attraction of being resistant to a 
guessed ciphertext attack (see Question 2.5), but at a cost of data expansion. 
In probabilistic encryption, the same plaintext encrypted twice under the same 
key will give, with high probability, two different ciphertexts.

For digital signatures, Rabin [68] proposed a system which is provably equiv­
alent to factoring; this is an advantage over RSA, where one may still have a 
lingering worry about an attack unrelated to factoring. Rabin’s method is sus­
ceptible to a chosen message attack, however, in which the attacker tricks the 
user into signing messages of a special form. Another signature scheme, by Fiat 
and Shamir [31], is based on interactive zero-knowledge protocols, but can be 
adapted for signatures. It is faster than RSA and is provably equivalent to 
factoring, but the signatures are much larger than RSA signatures. Other vari­
ations, however, lessen the necessary signature length; see [17] for references. A 
system is “equivalent to factoring” if recovering the private key is provably as 
hard as factoring; forgery may be easier than factoring in some of the systems.

Advantages of RSA over other public-key cryptosystems include the fact 
that it can be used for both encryption and authentication, and that it has been 
around for many years anil has successfully withstood much scrutiny. RSA has 
received far more attention, study, and actual use than any other public-key 
cryptosystem, and thus RSA has more empirical evidence of its security than 
more recent and less scrutinized systems. In fact, a large number of public-key 
cryptosystems which at first appeared secure were later broken; see [13] for some 

case histories.

2.16 Is RSA currenthj in use today?

The use of RSA is undergoing a period of rapid expansion and may become 
ubiquitous within a few years. It is currently used in a wide variety of products, 
platforms and industries around the world. It is found in many commercial 
software products and planned for many more. RSA is built into current or 
planned operating systems by Microsoft, Apple, Sun, and Novell. In hardware, 
RSA can be found in secure telephones, on Ethernet network cards, and on smart 
cards. RSA is also used internally in many institutions, including branches of the 
U.S. government, major corporations, national laboratories, and universities.



Adoption of RSA seems to be proceeding more quickly for authentication 
(digital signatures) lhan for privacy (encryption), perhaps in part. because prod­
uct.s for authentication are easier to export than those for privacy (see Question 
1.6) . 

2.17 ls RSA an official standard today'! 

RSA is part of many official standards worldwide. The ISO {International Stan­
dards Organization) 9796 standard list.s RSA as a compatible cryptographic al­
gorithm, as does the Consultative Committee in International Telegraphy and 
Telephony (CCITI) X.509 security standard . RSA is part of the Society for 
Worldwide Interbank Financial Telecommunications (SWIFT) standard, the 
French financial industry's ETEBAC 5 standard, and the ANSI X9.31 draft 
standard for the U.S. banking industry. The Australian key management stan­
dard, AS1805.6.5.3, aJso specifies RSA. 

RSA is found in Internet's proposed PEM (Privacy Enhanced Mail) standard 
(see Question 8.7) and the PI<CS standard for the software industry (see Ques­
tion 8.9). The OSI Implementors' Workshop (OIW) has issued implementers' 
agreements referring to PKCS and PEM, which each include RSA. 

A number of other standards are currently being developed and will be 
announced over the next couple of years; many are expected t.o include RSA as 
either an endorsed or a recommended system for privacy and/or authentication. 
See (38] for a more comprehensive survey of cryptography standards, 

2.18 ls RSA <£ de facto standard? Why is a de facto standard 
important? 

RSA is the most widely used public-key cryptosystem today and has often been 
called a de fact.o st.andarcl. Regardless of the official standards, the existence 
of a de facto st.an<lard is extremely important for the development of a digital 
economy. If one public-key system is used everywhere for authentication, then 
signed digital <locument,s can be exchanged between users in different nations 
using different soft.ware on different platforms; this interoperability is necessary 
for a true digital economy t.o develop. 

The lack of sec11re authentication has been a major obstacle in achieving 
the promise that computers would replace paper; paper is still necessary almost 
everywhere for contracts, checks, official letters, legal document.s, and identifi­
cation. With this core of necessary paper transaction, it has not been feasible 
to evolve completely into a society based on electronic transactions. Digital sig­
natures are the exact tool necessary to convert the most essential paper-based 
document.s to digital electronic media. Digital signatures makes it p06sible, for 
example, to have leases, wills, passports, college transcript.s, checks, and voter 
registration forms that exist only in electronic form: any paper version would 
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just be a "copy" of the electronic original. All of this is enabled by an accepted 
standard for digital signatures. 

2.19 Is RSA patented? 

RSA is patented under U.S. Patent 4,405,829, issued 9/20/83 and held by Pub­
lic Key Partners {PI<P), of Sunnyvale, California; the patent expires 17 years 
after issue, in 2000. RSA is usually licensed together with other public-key 
cryptography patents (see Question 1.5). PKP has a standard, royalty-based 
licensing policy which can be modified for special circum.9tances. If a software 
vendor, having licensed the public-key patents, incorporates RSA into a com­
mercial product, then anyone who purchases the end product has the legal right 
to use RSA within the context of that software. The U.S. government. can use 
RSA wit.hout a license because it was invented at MIT with partial government 
funding. RSA is not patented outside North America. 

In North America, a license is needed to "make, use or sell" RSA. However, 
PI<P usually allows free non-commercial use of RSA, with written permission, 
for personal, academic or intellectual reasons. Furthermore, RSA Laboratories 
has made available ( in the U.S. and Canada) at no charge a collection of cryp­
tographic routines in source code, including the RSA algorithm; it can be used, 
improved and redistributed non-commercially (see Question 8.10). 

2.20 Can RSA be exported from the U.S.? 

Export of RSA falls under the same U.S. laws as all other cryptographic prod­
ucts. See Question 1.6 for details. 

RSA used for authentication is more easily exported than when used for 
privacy. In the former case, export is allowed regardless of key (modulus) size, 
although the exporter must demonstrate that the product cannot be easily con­
vert.eel to use for encryption. In the case of RSA used for privacy (encryption), 
the U.S. government generally does not allow export if the key size exceeds 512 
bits. Export policy is currently a subject of debate, and the export status of 
RSA may well change in the next year or two. 

Regardless of U.S. export policy, RSA is available abroad in non-U.S. prod­
ucts. 

3 Key Management 

3.1 What key management issues are involved in public-key CrtJP­
tography? 

Secure met.hods of key management are extremely important. In practice, most 
attacks on public-key systems will probably be aimed at the key management 
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levels, rather than at the cryptographic algorithm itself. The key management 
issues mentioned here are discussed in detail in later questions. 

Users must be able to obtain securely a key pair suited to their efficiency 
and secnrit.y needs. There must be a way to look up other people's public keys 
and to publicize one's own key. Users must have confidence in the legitimacy of 
others' public keys; otherwise an intruder can either change public keys listed in 
a directory, or impersonate another user. Certificates are used for this purpose. 
Certificates must be unforgeable, obtainable in a secure manner, and processed 
in such a way that an intruder cannot misuse them. The issuance of certificates 
must proceed in a secure way, impervious to attack. If someone's private key 
is lost or compromised, others must be made aware of this, so that they will 
no longer encrypt. messages under the invalid public key nor accept messages 
signed with the invalid private key. Users must be able to store their private keys 
securely, so that no intruder can find it, yet the keys must be readily accessible 
for legitimate ttse. Keys need to be valid only until a specified expiration date. 
The expiration date must be chosen properly and publicized securely. Some 
documents need l,o have verifiable signatures beyond the time when the key 
used to sign them has expired. 

Although most of these key management issues arise in any public-key cryp­
tosystem, for convenience I.bey are discussed here in the context of RSA. 

3.2 Who nee,ls a key? 

Anyone who wishes t,o sign messages or to receive encrypted messages must have 
a key pair. People may have more than one key. For example, someone might 
have a key affilial,ed with his or her work and a separate key for personal use. 
Other ent.i1.ies will also have keys, including electronic entities such as modems, 
workstations. and printers, as well as organizational entities such as a corporate 
department, a hotel registral,ion desk, or a university registrar's office. 

3.3 How cloes one get a key pair? 

Ea.ch user should generate his or her own key pair. It may be tempting within 
an organization to have a single site that generates keys for all members who 
request one, but this is a security risk because it involves the transmission of 
private keys over a network as well as catastrophic consequences if an attacker 
infiltrates the key-generation site. Each node on a network should be capable of 
local key generation, so that private keys are never transmitted and no external 
key source need be trusted. Of course, the local key generation software must 
itself be trustworthy. Secret-key authentication systems, such as Kerberos, often 
do not allow local key generation but instead use a central server to generate 
keys. 

Once generated , a user must rebrister his or her public key with some central 
a.dminist,ra.t,ion, called a certifying authority. The certifying authority returns 
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to the user a certificate attesting to the veracity of the user's public key along 
with other information (see Questions 3.5 and following). Most users should not 
obtain more than one certificate for the same key, in order to simplify various 
bookkeeping tasks associated with the key. 

3.4 Should a public �-ey or private key be shared among users? 

In RSA, each person shou Id have a unique modulus and private exponent, i.e., a 
unique private key. The public exponent, on the other hand, can be common to 
a group of users without security being compromised. Some public exponents 
in common use t.oday are 3 and 2 16 + l; because these numbers are small, the 
public-key operations ( encryption and signature verification) are fast relative 
to the private key operations (decryption and signing). If one public exponent 
becomes a standard, software and hardware can be optimized for that value. 

In public-key systems based on discrete logarithms, such as ElGamaJ, Diffie­
Hellman, or DSS, it has often been suggested that a group of people should share 
a modulus. This would make breaking a key more attractive to an attacker, 
however, because one could break every key with only slightly more effort than 
it would take to break a single key. To an attacker, therefore, the average cost 
t.o break a key is much lower with a common modulus than if every key bas 
a distinct modulus. Thus one should be very cautious about using a common 
modulus; if a common modulus is chosen, it should be very large. 

3.5 What are certificates? 

Certificates are digital documents attesting to the binding of a public key to 
an individual or other entity. They allow verification of the claim that a given 
public key does in fact belong to a given individual. Certificates help prevent 
someone from using a phony key to impersonate someone else. 

In their simplest. form, certificat.es contain a public key and a name. As 
commonly used , they also contain the expiration date of the key, the name 
of the certifying authority that issued the certificate, the serial number of the 
certificate, and perhaps at.her information. Most importantly, it contains the 
digital signature of the cert.ificat.e issuer. The most widely accepted format for 
certificates is defined by the CCITT X.509 international standard (19]; thus 
certificates can be read or written by any application complying with X.509. 
Further refinements are found in the PKCS set of standards (see Question 8.9), 
and the PEM standard (see Question 8.7). A detailed discussion of certificate 
format can also be found in Kent. [40]. 

A certificate is issued by a certifying authority (see Q11estion 3.7) and signed 
with the certifying authority's private key. 

17 



3.6 How are certificates used? 

A certificate is displayed in order to generate confidence in the legitimacy of a 
public key. Someone verifying a signature can also verify the signer's certificate, 
to insure that no forgery or false representation has occurred. These steps can 
be performed with greater or lesser rigor depending on the context. 

The most secure use of authentication involves enclosing one or more cer• 
tificates with every signed message. The receiver of the message would verify 
the certificate using the certifying authority's public key and, now confident of 
the public key of the sender, verify the message's signature. There may be two 
or more certificates enclosed with the message, forming a hierarchical chain, 
wherein one certificate testifies to the authenticity of the previous certificate. 
At the end of a certificate hierarchy is a top-level certifying authority, which is 
trusted without a certificate from any other certifying authority. The public key 
of the top-level cert.ifying authority must be independently known, for example 
by being widely published. 

The more familiar the sender is to the receiver of the message, the less need 
there is to enclose, and to verify, certificates. If Alice sends messages to Bob 
every day, Alice can enclose a certificate chain on the first day, which Bob 
verifies. Bob thereafter stores Alice's public key and no more certificates or 
certificate verifications are necessary. A sender whose company is known to 
the receiver may need to enclose only one certificate (issued by the company), 
whereas a sender whose company is unknown to the receiver may need to enclose 
two certificates. A good rule of thumb is to enclose just enough of a certi.ficate 
chain so that the issuer of the highest level certificate in the chain is well-known 
to the receiver. 

According to the PKCS st,andards for public-key cryptography (see Question 
8.9), every signature points to a certificate that validates the public key of 
the signer. Specifically, each sib'llature contains the name of the issuer of the 
certificate and t.he serial number of the certificate. Thus even if no certificates 
are enclosed with a message, a verifier can still use the certificate chain to check 
the status of the public key. 

3.7 Who issues certificates and how'? 

Certificates are issued by a certifying authority (CA), which can be any trusted 
central administration willing to vouch for the identities of those to whom it is­
sues certificates. A company may issue certificates to it.s employees, a university 
to its students, a town to its citizens. In order to prevent forged certificates, 
the CA's public key must be trustworthy: a CA must either publicize it.s public 
key or provide a certificate from a higher-level CA attesting to the validity of 
its public key. The latter solution gives rise to hierarchies of CAs. 

Certificate issuance proceeds as follows. Alice generates her own key pair and 
sends the public- key to an appropriate CA with some proof of her identification. 
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The CA checks the identification and takes any other steps necessary to assure 
itself that the request really did come from Alice, and then sends her a certificate 
at.testing to the binding between Alice and her public key, along with a hierarchy 
of certificates verifying the CA 's public key. Alice can present this certificate 
chain whenever desired in order to demonstrate the legitimacy of her public key. 

Since the CA must check for proper identification, organizations will find it 
convenient to act as a CA for it.s own members and employees. There will also 
be CAs that issue certificates to unaffiliated individuals. 

Different CAs may issue certificates with varying levels of identification re­
quirements. One CA may insist on seeing a driver's license, another may want 
the certificate request form to be notarized, yet another may want fingerprints 
of anyone requesting a certificate. Each CA should publish its own identification 
requirements and standards, so that verifiers can attach the appropriate level 
of confidence in the certified name-key bindings. 

An example of a certificate-issuing protocol is Apple Computer's Open Col­
laborative Environment (OCE). Apple OCE users can generate a key pair and 
then request and receive a certificate for the public key; the certificate request 
must be  not,arizecl. 

3.8 What is a CSU, or, How do certifying authorities store their 
private keys? 

It. is extremely important t,hat private keys of certifying authorities are stored 
securely, because compromise would enable undetectable forgeries. One way to 
achieve the desired security is to store the key in a tamperproof box; such a box 
is called a Certificate Signing Unit, or CSU. The CSU would, preferably, destroy 
its content.s if ever opened, and be shielded against attacks using electromagnetic 
radiation. Not even employees of the certifying authority should have access to 
the private key it.self, but only the ability to use the private key in the process 
of issuing certificates. 

There are many possible designs for CS Us; here is a description of one design 
found in some current implementations. The CSU is activated by a set of data 
keys, which are physical keys capable of storing digital information. The data 
keys use secret-sharing technology such that several people must. all use their 
data keys t.o activate t,he CSU. This prevents one disgruntled CA employee from 
producing phony certificates. 

Note that if the CSU is destroyed, say in a fire, no security is compromised. 
Certificat.es signed by t.he CSU are still valid, as long as the verifier uses the 
correct public key. Some CSUs will be manufactured so that a lost private key 
can be restored into a new CSU. s� Question 3.10 for discussion of lost CA 
private keys. 

Bolt, Beranek, and Newman (BBN) currently sells a CSU, and RSA Data 
Security sells a full-fledged certificate issuing system built around the BBN CSU. 
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3.9 Are certifying authorities susceptible to attack? 

One can think of many attacks aimed at the certifying authority, which must 
be prepared against them. 

Consider t.he following at.tack. Suppose Bob wishes to impersonate Alice. If 
Bob can convincingly sign messages as Alice, he can send a message to Alice's 
bank saying "I wish to withdraw Sl0,000 from my account. Please send me the 
money." To carry out this at.tack, Bob generates a key pair and sends the public 
key to a certifying authority saying "I'm Alice. Here is my public key. Please 
send me a certificate." If the CA is fooled and sends him such a certificate, he 
can then fool the bank, and his attack will succeed. In order to prevent such 
an attack the CA must verify that a certificate request did indeed come from 
its purported author, i.e., it must require sufficient evidence that it is actually 
Alice who is requesting the certificate. The CA may, for example, require Al­
ice to appear in person and show a hirth certificate. Some CAs may require 
very little identification, but the bank should not honor messages authenticated 
with such low-assurance certificates. Every CA must publicly state its identifi­
cation requirements and policies; others can then attach an appropriate level of 
confidence to the certificates. 

An at.tacker who discovers the private key of a certifying authority could then 
forge certificates. For this reason, a certifying authority must take extreme 
precautions to prevent illegitimate access to its private key. The private key 
should be kept in a high-security box, known as a Certificate Signing Unit, or 
CSU (see Question 3.8). 

The certifying authority's publir key might be the target of an extensive 
factoring attack. For this reason, CAs should use very long keys, preferably 
1000 bits or longer, and should also change keys regularly. Top-level certifying 
authorities are exceptions: it may not be practical for them to change keys 
frequently because t,he key may be written into software used by a large number 
of verifiers. 

In another attack. Alice bribes Bob, who works for the certifying authority, to 
issue to her a certificate in the name of Fred. Now Alice can send messages signed 
in Fred's name and anyone receiving such a message will believe it authentic 
because a full and verifiable certificate chain will accompany the message. This 
attack can be hindered by requiring the cooperation of two (or more) employees 
to generate a certificate; the attacker now has to bribe two employees rather 
than one. For example, in some of today's CSUs, three employees must each 
insert a data key containing secret information in order to authorize the CSU 
to generate certificates. Unfortunat.ely, there may be other ways to generate a 
forged cert,ificate by bribing only one employee. If each certificate request is 
checked by only one employee, that one employee can be bribed and slip a false 
request into a stack of real certificate requests. Not-e that a corrupt employee 
cannot reveal the certifying authority's private key, as long as it is properly 
stored. 
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Another attack involves forging old documents. Alice tries to factor the mod­
ulus of the certifying authority. It takes her 15 years, but she finally succeeds, 
and she now has the old pri.vate key of the certifying authority. The key has long 
since expired, but she can forge a certificate dated 15 years ago attesting to a 
phony public key of some other person, say Bob; she can now forge a document 
with a signature of Bob dated 15 year ago, perhaps a will leaving everything 
to Alice. The underlying issue raised by this attack is how to authenticate a 
signed document dated many years ago; this issue is discussed in Question 3.17. 

Note t.hat these attacks on certifying authorities do not threaten the pri­
vacy of messages between users, as might result from an attack on a secret-key 
distribution center. 

3.10 What if the certifying rmthority's key is lost or compromised? 
If the certifying authority's key is lost or destroyed but not compromised, cer­
tificates signed with the old key are still valid, as long as the verifier knows to 
use the old public key to verify the certificate. 

In some CSU designs, encrypted backup copies of the CA's private key are 
kept. A CA which loses its key can then restore it by loading the encrypted 
backup into the CSU, which can decrypt it using some unique information stored 
inside the CSU; the encrypted backup can only be decrypted using the CSU. 
If the CSU itself is destroyed, the manufacturer may be able to supply another 
with the same internal information, thus allowing recovery of the key. 

A compromised CA key is a much more dangerous situation. An attacker 
who discovers a certifying authority's private key can issue phony certificates in 
the name of the certifying authority, which would enable undetectable forgeries; 
for this reason, all precautions must be taken to prevent compromise, includ­
ing those outlined in Questions 3.8 and 3.9. If a compromise does occur, the 
CA must imrnediat.ely cease issuing certificates under its old key and change 
to a new key. If it is suspected that some phony certificates were issued, all 
certificates should be recalled, and then reissued with a new CA key. These 
measures could be relaxed somewhat if certificates were registered with a digi­
tal time-stamping service (see Question 3.18). Note that compromise of a CA 
key does not invalidate users' keys, but only the certificates that authenticate 
them. Compromise of a top-level CA's key should be considered catastrophic, 
since the key may be built into applications that verify certificates. 

3.11 What are Certificate R.e11ocati�u Lists (CRLs)? 
A Certificate Revocation List (CRL) is a list of public keys that have been re­
voked before their sc.heduled expiration date. There are several reasons why a 
key might need to be revoked and placed on a CRL. A key might have been com­
promised. A key might be used professionally by an individual for a company; 
for example, the official name associated with a key might be "Alice Avery, Vice 
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President, Argo Corp.” If Alice were fired, her company would not want her to 
be able to sign messages with that key and therefore the company would place 

the key on the CRL.
When verifying a signature, one can check the relevant CRL to make sure 

the signer’s key has not been revoked. Whether it is worth the time to perform 
this check depends on the importance of the signed document.

CRLs are maintained by certifying authorities (CAs) and provide informa­
tion about revoked keys originally certified by the CA. CRLs only list current 
keys, since expired keys should not be accepted in any case; when a revoked key 
is past its original expiration date it is removed from the CRL. Although CRLs 
are maintained in a distributed manner, there may be central repositories for 
CRLs, that is, sites on networks containing the latest CRLs from many organi­
zations. An institution like a bank might want an in-house CRL repository to 
make CRL searches feasible on every transaction.

3.12 What happens when a key expires?

In order to guard against a long-term factoring attack, every key must have an 
expiration date after which it. is no longer valid. The time to expiration must 
therefore be much shorter than the expected factoring time, or equivalently, 
the key length must be long enough to make the chances of factoring before 
expiration extremely small. The validity period for a key pair may also depend 
on the circumstances in which the key will be used, although there will also be 
a standard period. The validity period, together with the value of the key and 
the estimated strength of an expected attacker, then determines the appropriate 

key size.
The expiration date of a key accompanies the public key in a certificate or a 

directory listing. The signature verification program should check for expiration 
and should not accept a message signed with an expired key. This means that 
when one’s own key expires, everything signed with it will no longer be consid­
ered valid. Of course, there will be cases where it is important that a signed 
document be considered valid for a much longer period of time; Question 3.17 
discusses ways to achieve this.

After expiration, the user chooses a new key, which should be longer than 
the old key, perhaps by several digits, to reflect both the performance increase of 
computer hardware and any recent improvements in factoring algorithms. Rec­
ommended key length schedules will likely be published. A user may recertify 
a key that has expired, if it is sufficiently long and has not been compromised. 
The certifying authority would then issue a new certificate for the same key, and 
all new signatures would point to the new certificate instead of the old. How­
ever, the fact that computer hardware continues to improve argues for replacing 
expired keys with new, longer keys every few years. Key replacement enables 
one to take advantage of the hardware improvements to increase the security of 
the cryptosystem. Faster hardware has the effect of increasing security, perhaps 



vastly, but only if key lengths are increased regularly (see Question 4.5).
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What happens if my private key is compromised?

If your private key is compromised, that is, if you suspect an attacker may 
have obtained your private key, then you must assume that some enemy can 
read encrypted messages sent to you and forge your name on documents. The 
seriousness of these consequences underscores the importance of protecting your 
private key with extremely strong mechanisms (see Question 3.15).

You must immediately notify your certifying authority and have your old 
key placed on a Certificate Revocation List (see Question 3.11); this will inform 
people that the key has been revoked. Then choose a new key and obtain the 
proper certificates for it. You may wish to use the new key to re-sign documents 
that you had signed with the compromised key; documents that had been time- 
stamped as well as signed might still be valid. You should also change the way 
you store your private key, to prevent compromise of the new key.

3.13 What happens if I lose my private key?

If your private key is lost or destroyed, but not compromised, you can no longer 
sign or decrypt messages, but anything previously signed with the lost key is 
still valid. This can happen, for example, if you forget the password used to 
access your key, or if the disk on which the key is stored is damaged. You need 
to choose a new key right away, to minimize the number of messages people 
send you encrypted under your old key, messages which you can no longer read.

3.15 How should I store my private key?

Private keys must be stored securely, since forgery and loss of privacy could 
result from compromise. The private key should never be stored anywhere in 
plaintext form. The simplest storage mechanism is to encrypt the private key 
under a password and store the result on a disk. Of course, the password itself 
must be maintained with high security, not written down and not easily guessed. 
Storing the encrypted key on a disk that is not accessible through a computer 
network, such as a floppy disk or a local hard disk, will make some attacks more 
difficult. Ultimately, private keys may be stored on portable hardware, such as 
a smart card. Furthermore, a challenge-response protocol will be more secure 
than simple password access. Users with extremely high security needs, such as 
certifying authorities, should use special hardware devices to protect their keys 

(see Question 3.8).
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securely than two-year keys. If a long-term key expires in 50 years, any docu-
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of their keys, or, How do you verify a 20-year-old signature?

Normally, a key expires after, say, two years and a document signed with an 
expired key should not be accepted. However, there are many cases where it is 
necessary for signed documents to be regarded as legally valid for much longer 
than two years; long-term leases and contracts are examples. How should these 
cases be handled? Many solutions have been suggested but it is unclear which 

will prove the best. Here are some possibilities.
One can have special long-term keys as well as the normal two-year keys. 

Long-term keys should have much longer modulus lengths and be stored more 
securely than two-year keys. If a long-term key expires in 50 years, any docu­
ment signed with it would remain valid within that time. A problem with this 
method is that any compromised key must remain on the relevant CRL until 
expiration (see Question 3.11); if 50-year keys are routinely placed on CRLs, 
the CRLs could grow in size to unmanageable proportions. This idea can be 
modified as follows. Register the long-term key by the normal procedure, i.e., 
for two years. At expiration time, if it has not been compromised, the key can 
be recertified, that is, issued a new certificate by the certifying authority, so 
that the key will be valid for another two years. Now a compromised key only 
needs to be kept on a CRL for at most two years, not fifty.

One problem with the previous method is that someone might try to in­
validate a long-term contract by refusing to renew his key. This problem can 
be circumvented by registering the contract with a digital time-stamping ser­
vice (see Question 3.18) at the time it is originally signed. If all parties to the 
contract keep a copy of the time-stamp, then each can prove that the contract 
was signed with valid keys. In fact, the time-stamp can prove the validity of a 
contract even if one signer’s key gets compromised at some point after the con­
tract was signed. This time-stamping solution can work with all signed digital

3.16 How do I find someone else’s public key?

Suppose you want to find Bob’s public key. There are several possible ways. 
You could call him up and ask him to send you his public key via e-mail; you 
could request it via e-mail as well. Certifying authorities may provide directory 
services; if Bob works for company Z, look in the directory kept by Z’s certifying 
authority. Directories must be secure against unauthorized tampering, so that 
users can be confident that a public key listed in the directory actually belongs 
to the person listed. Otherwise, you might send private encrypted information 

to the wrong person.
Eventually, full-fledged directories will arise, serving as online white or yellow 

pages. If they are compliant with CCITT X.509 standards [19], the directories 
will contain certificates as well as public keys; the presence of certificates will 

lower the directories’ security needs.



documents, not just multi-party contracts.
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What is a digital time-stamping service?

A digital time-stamping service (DTS) issues time-stamps which associate a date 
and time with a digital document in a cryptographically strong way. The digital 
time-stamp can be used at a later date to prove that an electronic document 
existed at the time stated on its time-stamp. For example, a physicist who has 
a brilliant idea can write about it with a word processor and have the document 
time-stamped. The time-stamp and document together can later prove that the 
scientist deserves the Nobel Prize, even though an arch rival may have been the 

first to publish.
Here’s one way such a system could work. Suppose Alice signs a document 

and wants it time-stamped. She computes a message digest of the document 
using a secure hash function (see Question 8.2) and then sends the message 
digest (but not the document itself) to the DTS, which sends her in return a 
digital time-stamp consisting of the message digest, the date and time it was 
received at the DTS, and the signature of the DTS. Since the message digest 
does not reveal any information about the content of the document, the DTS . 
cannot eavesdrop on the documents it time-stamps. Later, Alice can present the 
document and time-stamp together to prove when the document was written. 
A verifier computes the message digest of the document, makes sure it matches 
the digest in the time-stamp, and then verifies the signature of the DTS on the 

time-stamp.
To be reliable, the time-stamps must not be forgeable. Consider the require­

ments for a DTS of the type just described. First, the DTS itself must have 
a long key if we want the time-stamps to be reliable for, say, several decades. 
Second, the private key of the DTS must be stored with utmost security, as 
in a tamperproof box. Third, the date and time must come from a clock, also 
inside the tamperproof box, which cannot be reset and which will keep accurate 
time for years or perhaps for decades. Fourth, it must be infeasible to create 
time-stamps without using the apparatus in the tamperproof box.

A cryptographically strong DTS using only software [4] has been imple­
mented by Bellcore; it avoids many of the requirements just described, such 
as tamperproof hardware. The Bellcore DTS essentially combines hash values 
of documents into data structures called binary trees, whose “root” values are 
periodically published in the newspaper. A time-stamp consists of a set of hash 
values which allow a verifier to recompute the root of the tree. Since the hash 
functions are one-way (see Question 8.2), the set of validating hash values can­
not be forged. The time associated with the document by the time-stamp is the 

date of publication.
The use of a DTS would appear to be extremely important, if not essential, 

for maintaining the validity of documents over many years (see Question 3.17). 
Suppose a landlord and tenant sign a twenty-year lease. The public keys used to



4.1

4.2

26

4 Factoring and Discrete Log

What is a one-way function ?

A one-way function is a mathematical function that is significantly easier to 
perform in one direction (the forward direction) than in the opposite direction 
(the inverse direction). One might, for example, compute the function in min­
utes but only be able to compute the inverse in months or years. A trap-door 
one-way function is a one-way function where the inverse direction is easy if you 
know a certain piece of information (the trap door), but difficult otherwise.

What is the significance of one-way functions for cryptogra­
phy?

Public-key cryptosystems are based on (presumed) trap-door one-way functions. 
The public key gives information about the particular instance of the function; 
the private key gives information about the trap door. Whoever knows the trap 
door can perform the function easily in both directions, but anyone lacking the 
trap door can perform the function only in the forward direction. The forward 
direction is used for encryption and signature verification; the inverse direction 
is used for decryption and signature generation.

In almost all public-key systems, the size of the key corresponds to the size of 
the inputs to the one-way function; the larger the key, the greater the difference 
between the efforts necessary to compute the function in the forward and inverse 
directions (for someone lacking the trap door). For a digital signature to be 
secure for years, for example, it is necessary to use a trap-door one-way function 
with inputs large enough that someone without the trap door would need many 
years to compute the inverse function.

sign the lease will expire after, say, two years; solutions such as recertifying the 
keys or resigning every two years with new keys require the cooperation of both 
parties several years after the original signing. If one party becomes dissatisfied 
with the lease, he or she may refuse to cooperate. The solution is to register 
the lease with the DTS at the time of the original signing; both parties would 
then receive a copy of the time-stamp, which can be used years later to enforce 

the integrity of the original lease.
In the future, it is likely that a DTS will be used for everything from long­

term corporate contracts to personal diaries and letters. Today, if an historian 
discovers some lost letters of Mark Twain, their authenticity is checked by phys­
ical means. But a similar find 100 years from now may consist of an author’s 
computer files; digital time-stamps may be the only way to authenticate the 

find.
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All practical public-key cryptosystems are based on functions that are be­
lieved to be one-way, but have not been proven to be so. This means that it 
is theoretically possible that an algorithm will be discovered that can compute 
the inverse function easily without a trap door; this development would render 
any cryptosystem based on that one-way function insecure and useless.

What is the factoring problem?
Factoring is the act of splitting an integer into a set of smaller integers (factors) 
which, when multiplied together, form the original integer. For example, the 
factors of 15 are 3 and 5; the factoring problem is to find 3 and 5 when given 
15. Prime factorization requires splitting an integer into factors that are prime 
numbers; every integer has a unique prime factorization. Multiplying two prime 
integers together is easy, but as far as we know, factoring the product is much 

more difficult.

4.4 What is the significance of factoring in cryptography?

Factoring is the underlying, presumably hard problem upon which several pub­
lic-key cryptosystems are based, including RSA. Factoring an RSA modulus 
(see Question 2.1) would allow an attacker to figure out the private key; thus, 
anyone who can factor the modulus can decrypt messages and forge signatures. 
The security of RSA therefore depends on the factoring problem being difficult. 
Unfortunately, it has not been proven that factoring must be difficult, and there 
remains a possibility that a quick and easy factoring method might be discov­
ered (see Question 4.7), although factoring researchers consider this possibility 

remote.
Factoring large numbers takes more time than factoring smaller numbers. 

This is why the size of the modulus in RSA determines how secure an actual 
use of RSA is; the larger the modulus, the longer it would take an attacker to 
factor, and thus the more resistant to attack the RSA implementation is.

Has factoring been getting easier?

Factoring has become easier over the last fifteen years for two reasons: computer 
hardware has become more powerful, and better factoring algorithms have been 

developed.
Hardware improvement will continue inexorably, but it is important to re­

alize that hardware improvements make RSA more secure, not less. This is 
because a hardware improvement that allows an attacker to factor a number 
two digits longer than before will at the same time allow a legitimate RSA user 
to use a key dozens of digits longer than before; a user can choose a new key a 
dozen digits longer than the old one without any performance slowdown, yet a 
factoring attack will become much more difficult. Thus although the hardware 
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improvement does help the attacker, it helps the legitimate user much more. 
This general rule may fail in the sense that factoring may take place using fast 
machines of the future, attacking RSA keys of the past; in this scenario, only 
the attacker gets the advantage of the hardware improvement. This considera­
tion argues for using a larger key size today than one might otherwise consider 
warranted. It also argues for replacing one’s RSA key with a longer key every 
few years, in order to take advantage of the extra security offered by hardware 
improvements. This point holds for other public-key systems as well.

Better factoring algorithms have been more help to the RSA attacker than 
have hardware improvements. As the RSA system, and cryptography in gen­
eral, have attracted much attention, so has the factoring problem, and many 
researchers have found new factoring methods or improved upon others. This 
has made factoring easier, for numbers of any size and irrespective of the speed 
of the hardware. However, factoring is still a very difficult problem.

Overall, any recent decrease in security due to algorithm improvement can be 
offset by increasing the key size. In fact, between general computer hardware 
improvements and special-purpose RSA hardware improvements, increases in 
kev size (maintaining a constant speed of RSA operations) have kept pace or 
exceeded increases in algorithm efficiency, resulting in no net loss of security. As 
long as hardware continues to improve at a faster rate than that at which the 
complexity of factoring algorithms decreases, the security of RSA will increase, 
assuming RSA users regularly increase their key size by appropriate amounts. 
The open question is how much faster factoring algorithms can get; there must 
be some intrinsic limit to factoring speed, but this limit remains unknown.

What are the best factoring methods in use today?

Factoring is a very active field of research among mathematicians and computer 
scientists; the best factoring algorithms are mentioned below with some refer­
ences and their big-0 asymptotic efficiency. 0 notation measures how fast an 
algorithm is; it gives an upper bound on the number of operations (to order of 
magnitude) in terms of n, the number to be factored, and p, a prime factor of 
n. For textbook treatment of factoring algorithms, see [41], [42], [47], and [11]; 
for a detailed explanation of big-0 notation, see [22].

Factoring algorithms come in two flavors, special purpose and general pur­
pose; the efficiency of the former depends on the unknown factors, whereas the 
efficiency of the latter depends on the number to be factored. Special purpose 
algorithms are best for factoring numbers with small factors, but the numbers 
used for the modulus in the RSA system do not have any small factors. There­
fore, general purpose factoring algorithms are the more important ones in the 
context of cryptographic systems and their security.

Special purpose factoring algorithms include the Pollard rho method [66], 
with expected running time O(y/p), and the Pollard p — 1 method [67], with 
running time O(p'), where p' is the largest prime factor of p - 1. Both of these 



4.7

29

4.8 What is the USA Factoring Challenge?

RS A Data Security Inc. (RSADSI) administers a factoring contest with quar­
terly cash prizes. Those who factor numbers listed by RSADSI earn points 

What are the prospects for theoretical factoring breakthroughs?

Although factoring is strongly believed to be a difficult mathematical problem, 
it has not been proved so. Therefore there remains a possibility that an easy 
factoring algorithm will be discovered. This development, which could seriously 
weaken RS A, would be highly surprising and the possibility is considered ex­
tremely remote by the researchers most actively engaged in factoring research.

Another possibility is that someone will prove that factoring is difficult. This 
negative breakthrough is probably more likely than the positive breakthrough 
discussed above, but would also be unexpected at the current state of theoretical 
factoring research. This development would guarantee the security of RS A 

beyond a certain key size.

take an amount of time that is exponential in the size of p, the prime factor 
that they find; thus these algorithms are too slow for most factoring jobs. The 
elliptic curve method (ECM) [50] is superior to these; its asymptotic running 
time is C»(exp(v,21nplnln p)). The ECM is often used in practice to find factors 
of randomly generated numbers; it is not strong enough to factor a large RSA 

modulus.
The best general purpose factoring algorithm today is the number field sieve 

[16], which runs in time approximately O(exp(1.9(lnn)1/3(lnlnn)2/3)). It has 
only recently been implemented [15], and is not yet practical enough to perform 
the most desired factorizations. Instead, the most widely used general purpose 
algorithm is the multiple polynomial quadratic sieve (mpqs) [77], which has 
running time O(exp(>/ln n In In n)). The mpqs (and some of its variations) is the 
only general purpose algorithm that has successfully factored numbers greater 
than 110 digits; a variation known as ppmpqs [49] has been particularly popular.

It is expected that within a few years the number field sieve will overtake the 
mpqs as the most widely used factoring algorithm, as the size of the numbers 
being factored increases from about 120 digits, which is the current threshold 
of general numbers which can be factored, to 130 or 140 digits. A general 
number” is one with no special form that might make it easier to factor; an 
RSA modulus is a general number. Note that a 512-bit number has about 155 

digits.
Numbers that have a special form can already be factored up to 155 digits 

or more [48]. The Cunningham Project [14] keeps track of the factorizations 
of numbers with these special forms and maintains a “10 Most Wanted list of 
desired factorizations. Also, a good way to survey current factoring capability 
is to look at recent results of the RSA Factoring Challenge (see Question 4.8).
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toward the prizes; factoring smaller numbers earns more points than factoring 
larger numbers. Results of the contest may be useful to those who wish to know 
the state of the art in factoring; the results show the size of numbers factored, 
which algorithms are used, and how much time was required to factor each 
number. Send e-mail to challenge-inf offlrsa. com for information.

4.9 What is the discrete log problem?

The discrete log problem, in its most common formulation, is to find the ex­
ponent x in the formula y = gz mod p; in other words, it seeks to answer the 
question, To what power must g be raised in order to obtain y, modulo the 
prime number p? There are other, more general, formulations as well.

Like the factoring problem, the discrete log problem is believed to be difficult 
and also to be the hard direction of a one-way function. For this reason, it 
has been the basis of several public-key cryptosystems, including the ElGamal 
system and DSS (see Questions 2.15 and 6.8). The discrete log problem bears 
the same relation to these systems as factoring does to RS A: the security of these 
systems rests on the assumption that, discrete logs are difficult to compute.

The discrete log problem has received much attention in recent years; de- . 
scriptions of some of the most efficient algorithms can be found in [47], [21], 
and [33]. The best discrete log problems have expected running times similar 
to that of the best factoring algorithms. Rivest [72] has analyzed the expected 
time to solve discrete log both in terms of computing power and money.

Which is easier, factoring or discrete log?

The asymptotic running time of the best discrete log algorithm is approximately 
the same as for the best general purpose factoring algorithm. Therefore, it 
requires about as much effort to solve the discrete log problem modulo a 512-bit 
prime as to factor a 512-bit RSA modulus. One paper [45] cites experimental 
evidence that the discrete log problem is slightly harder than factoring: the 
authors suggest that the effort necessary to factor a 110-digit integer is the 
same as the effort to solve discrete logarithms modulo a 100-digit prime. This 
difference is so slight, that it should not be a significant consideration when 

choosing a cryptosystem.
Historically, it has been the case that an algorithmic advance in either prob­

lem, factoring or discrete logs, was then applied to the other. This suggests 
that the degrees of difficulty of both problems are closely linked, and that any 
breakthrough, either positive or negative, will affect both problems equally.
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What is DES?
DES is the Data Encryption Standard, an encryption block cipher defined and 
endorsed by the U.S. government in 1977 as an official standard; the details can 
be found in the official FIPS publication [59]. It was originally developed at 
IBM. DES has been extensively studied over the last 15 years and is the most 
well-known and widely used cryptosystem in the world.

DES is a secret-key, symmetric cryptosystem: when used for communication, 
both sender and receiver must know the same secret key, which is used both to 
encrypt and decrypt the message. DES can also be used for single-user encryp­
tion, such as to store files on a hard disk in encrypted form. In a multi-user 
environment, secure key distribution may be difficult; public-key cryptography 
was invented to solve this problem (see Question 1.3). DES operates on 64-bit 
blocks with a 56-bit key. It was designed to be implemented in hardware, and 
its operation is relatively fast. It works well for bulk encryption, that is, for 

encrypting a large set of data.
NIST (see Question 7.1) has recertified DES as an official U.S. government 

encryption standard every five years; DES was last recertified in 1993, by default. 
NIST has indicated, however, that it may not recertify DES again.

5.2 Has DES been broken?

DES has never been “broken”, despite the efforts of many researchers over many 
years. The obvious method of attack is brute-force exhaustive search of the key 
space; this takes 2“ steps on average. Early on it was suggested [28] that a rich 
and powerful enemy could build a special-purpose computer capable of breaking 
DES by exhaustive search in a reasonable amount of time. Later, Hellman [36] 
showed a time-memory trade-off that allows improvement over exhaustive search 
if memory space is plentiful, after an exhaustive precomputation. These ideas 
fostered doubts about the security of DES. There were also accusations that 
the NSA had intentionally weakened DES. Despite these suspicions, no feasible 
way to break DES faster than exhaustive search was discovered. The cost of 
a specialized computer to perform exhaustive search has been estimated by 

Wiener at one million dollars [80].
Just recently, however, the first attack on DES that is better than exhaus­

tive search was announced by Eli Biham and Adi Shamir [6, 7], using a new 
technique known as differential cryptanalysis. This attack requires encryption 
of 247 chosen plaintexts, i.e., plaintexts chosen by the attacker. Although a the­
oretical breakthrough, this attack is not practical under normal circumstances 
because it requires the attacker to have easy access to the DES device in order 
to encrypt the chosen plaintexts. Another attack, known as linear cryptanalysis 
[51], does not require chosen plaintexts.
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5.3 How does one use DES securely?

When using DES, there are several practical considerations that can affect the 
security of the encrypted data. One should change DES keys frequently, in order 
to prevent attacks that require sustained data analysis. In a communications 
context, one must also find a secure way of communicating the DES key to both 
sender and receiver. Use of RSA or some other public-key technique for key 
management solves both these issues: a different DES key is generated for each 
session, and secure key management is provided by encrypting the DES key 
with the receiver’s RSA public key. RSA, in this circumstance, can be regarded 
as a tool for improving the security of DES (or any other secret key cipher).

If one wishes to use DES to encrypt files stored on a hard disk, it is not 
feasible to frequently change the DES keys, as this would entail decrypting and 
then re-encrypting all files upon each key change. Instead, one should have a 
master DES key with which one encrypts the list of DES keys used to encrypt 
the files; one can then change the master key frequently without much effort.

A powerful technique for improving the security of DES is triple encryption, 
that is, encrypting each message block under three different DES keys in suc­
cession. Triple encryption is thought to be equivalent to doubling the key size 
of DES, to 112 bits, and should prevent decryption by an enemy capable of 
single-key exhaustive search [53]. Of course, using triple-encryption takes three 

times as long as single-encryption DES.
Aside from the issues mentioned above, DES can be used for encryption 

in several officially defined modes. Some are more secure than others. ECB 
(electronic codebook) mode simply encrypts each 64-bit block of plaintext one 
after another under the same 56-bit DES key. In CBC (cipher block chaining) 
mode, each 64-bit plaintext block is XORed with the previous ciphertext block 
before being encrypted with the DES key. Thus the encryption of each block 
depends on previous blocks and the same 64-bit plaintext block can encrypt to 
different ciphertext depending on its context in the overall message. CBC mode 
helps protect against certain attacks, although not against exhaustive search or 
differential cryptanalysis. CFB (cipher feedback) mode allows one to use DES 
with block lengths less than 64 bits. Detailed descriptions of the various DES 
modes can be found in [60].

In practice, CBC is the most widely used mode of DES, and is specified in 
several standards. For additional security, one could use triple encryption with 
CBC, but since single DES in CBC mode is usually considered secure enough, 

The consensus is that DES, when used properly, is secure against all but 
the most powerful enemies. In fact, triple encryption DES (see Question 5.3) 
may be secure against anyone at all. Biham and Shamir have stated that they 
consider DES secure. It is used extensively in a wide variety of cryptographic 
systems, and in fact, most implementations of public-key cryptography include 

DES at some level.
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What are the alternatives to DES?
Over the years, various bulk encryption algorithms have been designed as alter­
natives to DES. One is FEAL (Fast Encryption ALgorithm), a cipher for which 
attacks have been discovered [6], although new versions have been proposed. 
Another recently proposed cipher designed by Lai and Massey [44] and known 
as IDEA seems promising, although it has not yet received sufficient scrutiny to 
instill full confidence in its security. The U.S. government recently announced a 
new algorithm called Skipjack (see Question 6.5) as part of its Capstone project. 
Skipjack operates on 64-bit blocks of data, as does DES, but uses 80-bit keys, 
as opposed to 56-bit keys in DES. However, the details of Skipjack are clas- 

manufacturers.
Rivest has developed the ciphers RC2 and RC4 (see Question 8.6), which 

can be made as secure as necessary because they use variable key sizes. Faster 
than DES, at least in software, they have the further advantage of special U.S. 
government status whereby the export approval is simplified and expedited if 

the key size is limited to 40 bits.

5.4 Can DES be exported from the U.S.?

Export of DES, either in hardware or software, is strictly regulated by the U.S. 
State Department and the NSA (see Question_1.6). The government rarely 

financial institutions and foreign subsidiaries of U.S. companies are exceptions.

5.6 Is DES a group?
It has been frequently asked whether DES encryption is closed under composi­
tion; i.e., is encrypting a plaintext under one DES key and then encrypting the 
result under another key always equivalent to a single encryption under a single 
key? Algebraically, is DES a group? If so, then DES might be weaker than 
would otherwise be the case; see [39] for a more complete discussion. However, 
the answer is no, DES is not a group [18]; this issue was settled only recently, af­
ter many years of speculation and circumstantial evidence. This result seems to
imply that techniques such as triple encryption do in fact increase the security 

of DES.
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be impervious to industrial espionage, and yet the FBI could listen in on sus­

pected terrorists or gangsters.
Clipper has been proposed as a U.S. government standard [62]; it would 

then be used by anyone doing business with the federal government as well as 
for communications within the government. For anyone else, use of Clipper

6.2 What is Clipper?
Clipper is an encryption chip developed and sponsored by the U.S. govern­
ment as part of the Capstone project (see Question 6.1). Announced by the 
White House in April, 1993 [65], Clipper was designed to balance the compet­
ing concerns of federal law-enforcement agencies with those of private citizens 
and industry. The law-enforcement agencies wish to have access to the commu­
nications of suspected criminals, for example by wire-tapping; these needs are 
threatened by secure cryptography. Industry and individual citizens, however, 
want secure communications, and look to cryptography to provide it.

Clipper technology attempts to balance these needs by using escrowed keys. 
The idea is that communications would be encrypted with a secure algorithm, 
but the keys would be kept by one or more third parties (the “escrow agen­
cies”), and made available to law-enforcement agencies when authorized by a 
court-issued warrant. Thus, for example, personal communications would be im- 

6 Capstone, Clipper, and DSS

6.1 What is Capstone?
Capstone is the U.S. government’s long-term project to develop a set of stan­
dards for publicly-available cryptography, as authorized by the Computer Se­
curity Act of 1987. The primary agencies responsible for Capstone are NIST 
and the NSA (see Section 7). The plan calls for the elements of Capstone to 
become official U.S. government standards, in which case both the government 
itself and all private companies doing business with the government would be 

required to use Capstone.
There are four major components of Capstone: a bulk data encryption algo­

rithm, a digital signature algorithm, a key exchange protocol, and a hash func­
tion. The data encryption algorithm is called Skipjack (see Question 6.5), but is 
often referred to as Clipper, which is the encryption chip that includes Skipjack 
(see Question 6.2). The digital signature algorithm is DSS (see Question 6.8) 
and the hash function is SHS (see Question 8.4 about SHS and Question 8.2 
about hash functions). The key exchange protocol has not yet been announced.

All the parts of Capstone have 80-bit security: all the keys involved are 80 
bits long and other aspects are also designed to withstand anything less than an 
“80-bit” attack, that is, an effort of 2“ operations. Eventually the government 
plans to place the entire Capstone cryptographic system on a single chip.
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is strictly voluntary. AT&T has announced a secure telephone that uses the 

Clipper chip.

Who are the escrow agencies?
It has not yet been decided which organizations will serve as the escrow agencies, 
that is, keep the Clipper chip keys. No law-enforcement agency will be an escrow 
agency, and it is possible that at least one of the escrow agencies will be an 

organization outside the government.
It is essential that the escrow agencies keep the key databases extremely 

secure, since unauthorized access to both escrow databases could allow unau­
thorized eavesdropping on private communications. In fact, the escrow agencies

6.5), whose details have not been made public. Each chip also contains a unique 
80-bit unit key U, which is escrowed in two parts at two escrow agencies; both 
parts must be known in order to recover the key. Also present is a serial number 
and an 80-bit “family key” F; the latter is common to all Clipper chips. The 
chip is manufactured so that it cannot be reverse engineered; this means that 
the Skipjack algorithm and the keys cannot be read off the chip.

When two devices wish to communicate, they first agree on an 80-bit “ses­
sion key” K. The method by which they choose this key is left up to the 
implementer’s discretion; a public-key method such as RSA or Diffie-Hellman 
seems a likely choice. The message is encrypted with the key K and sent; note 
that the key K is not escrowed. In addition to the encrypted message, another 
piece of data, called the law-enforcement access field (LEAF), is created and 
sent. It includes the session key K encrypted with the unit key U, then con­
catenated with the serial number of the sender and an authentication string, 
and then, finally, all encrypted with the family key. The exact details of the 

law-enforcement field are classified.
The receiver decrypts the law-enforcement field, checks the authentication 

string, and decrypts the message with the key K.
Now suppose a law-enforcement agency wishes to tap the line. It uses the 

family key to decrypt the law-enforcement field; the agency now knows the 
serial number and has an encrypted version of the session key. It presents an 
authorization warrant to the two escrow agencies along with the serial number. 
The escrow agencies give the two parts of the unit key to the law-enforcement 
agency, which then decrypts to obtain the session key K. Now the agency can 

use K to decrypt the actual message.
Further details on the Clipper chip operation, such as the generation of the 

unit key, are sketched by Denning [26].

6.3 How does the Clipper chip work?
The Clipper chip contains an encryption algorithm called Skipjack (see Question
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are likely to.be one of the major targets for anyone trying to compromise the 
Clipper system; the Clipper chip factory is another likely target.

JWiy is Clipper controversial?

The Clipper chip proposal has aroused much controversy and has been the sub­
ject of much criticism. Unfortunately two distinct issues have become confused 
in the large volume of public comment and discussion.

First there is controversy about the whole idea of escrowed keys. Those 
in favor of escrowed keys see it as a way to provide secure communications 
for the public at large while allowing law-enforcement agencies to monitor the 
communications of suspected criminals. Those opposed to escrowed keys see it 
as an unnecessary and ineffective intrusion of the government into the private 
lives of citizens. They argue that escrowed keys infringe their rights of privacy 
and free speech. It will take a lot of time and much public discussion for society 
to reach a consensus on what role, if any, escrowed keys should have.

The second area of controversy concerns various objections to the specific 
Clipper proposal, that is, objections to this particular implementation of es­
crowed keys, as opposed to the idea of escrowed keys in general. Common

What is Skipjack?
Skipjack is the encryption algorithm contained in the Clipper chip; it was de­
signed by the NSA. It uses an 80-bit key to encrypt 64-bit blocks of data; the 
same key is used for the decryption. Skipjack can be used in the same modes as 
DES (see Question 5.3), and may be more secure than DES, since it uses 80-bit 
keys and scrambles the data for 32 steps, or “rounds”; by contrast, DES uses 
56-bit keys and scrambles the data for only 16 rounds.

The details of Skipjack are classified. The decision not to make the details 
of the algorithm publicly available has been widely criticized. Many people are 
suspicious that Skipjack is not secure, either due to oversight by its designers, 
or by the deliberate introduction of a secret trapdoor. By contrast, there have 
been many attempts to find weaknesses in DES over the years, since its details 
are public. These numerous attempts (and the fact that they have failed) have 
made people confident in the security of DES. Since Skipjack is not public, the 
same scrutiny cannot be applied towards it, and thus a corresponding level of 

confidence may not arise.
Aware of such criticism, the government invited a small group of independent 

cryptographers to examine the Skipjack algorithm. They issued a report [12] 
which stated that, although their study was too limited to reach a definitive 
conclusion, they nevertheless believe that Skipjack is secure.

Another consequence of Skipjack’s classified status is that it cannot be im­
plemented in software, but only in hardware by government-authorized chip 

manufacturers.
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6.7 What is the current status of Clipper?

Clipper is under review. Both the executive branch and Congress are considering 
it, and an advisory panel recently recommended a full year-long public discussion 
of cryptography policy. NIST has invited the public to send comments, as part 

of its own review.

objections include: the Skipjack algorithm is not public (see Questions 6.5) and 
may not be secure; the key escrow agencies will be vulnerable to attack; there are 
not enough key escrow agencies; the keys on the Clipper chips are not generated 
in a sufficiently secure fashion; there will not be sufficient competition among 
implementers, resulting in expensive and slow chips; software implementations 
are not possible; and the key size is fixed and cannot be increased if necessary.

Micali [55] has recently proposed an alternative system that also attempts 
to balance the privacy concerns of law-abiding citizens with the investigative 
concerns of law-enforcement agencies. Called fair public-key cryptography, it 
is similar in function and purpose to the Clipper chip proposal but users can 
choose their own keys, which they register with the escrow agencies. Also, the 
system does not require secure hardware, and can be implemented completely 

in software.

6.8 What is DSS?
DSS is the proposed Digital Signature Standard, which specifies a Digital Signa­
ture Algorithm (DSA), and is a part of the U.S. government’s Capstone project 
(see Question 6.1). It was selected by NIST, in cooperation with the NSA (see 
Section 7), to be the digital authentication standard of the U.S. government; 
whether the government should in fact adopt it as the official standard is still 

under debate.
DSS is based on the discrete log problem (see Question 4.9) and derives from 

cryptosystems proposed by Schnorr [75] and ElGamal [30]. It is for authentica­
tion only. For a detailed description of DSS, see [63] or [57].

DSS has, for the most part, been looked upon unfavorably by the computer 
industry, much of which had hoped the government would choose the RSA al­
gorithm as the official standard; RSA is the most widely used authentication 
algorithm. Several articles in the press, such as [54], discuss the industry dissat­
isfaction with DSS. Criticism of DSS has focused on a few main issues: it lacks 
key exchange capability; the underlying cryptosystem is too recent and has been 
subject to too little scrutiny for users to be confident of its strength; verifica­
tion of signatures with DSS is too slow; the existence of a second authentication 
standard will cause hardship to computer hardware and software vendors, who 
have already standardized on RSA; and that the process by which NIST chose 
DSS was too secretive and arbitrary, with too much influence wielded by NSA. 
Other criticisms were addressed by NIST by modifying the original proposal.
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are rela-

A more detailed discussion of the various criticisms can be found in [57], and a 

detailed response by NIST can be found in [78].
In the DSS system, signature generation is faster than signature verification, 

whereas in the RSA system, signature verification is faster than signature gen­
eration (if the public and private exponents are chosen for this property, which 
is the usual case). NIST claims that it is an advantage of DSS that signing is 
faster, but many people in cryptography think that it is better for verification 

to be the faster operation.

6.10 Is use of DSS covered by any patents?

NIST has filed a patent application for DSS and there have been claims that DSS 
is covered by other public-key patents. NIST recently announced its intention 
to grant exclusive sublicensing rights for the DSS patent to Public Key Partners 
(PKP), which also holds the sublicensing rights to other patents that may cover 
DSS (see Question 1.5). In the agreement between NIST and PKP, PKP publicly 
stated uniform guidelines by which it will grant licenses to practice DSS. PKP 
stated that DSS can be used on a royalty-free basis in the case of personal, 
noncommercial, or U.S. government use. See [61] for details on the agreement 

and the licensing policy.

6.9 Is DSS secure?
The most serious criticisms of DSS involve its security. DSS was originally pro­
posed with a fixed 512-bit key size. After much criticism that this is not secure 
enough, NIST revised DSS to allow key sizes up to 1024 bits. More critical, 
however, is the fact that DSS has not been around long enough to withstand 
repeated attempts to break it; although the discrete log problem is old, the par­
ticular form of the problem used in DSS was first proposed for cryptographic 
use in 1989 by Schnorr [75] and has not received much public study. In general, 
any new cryptosystem could have serious flaws that are only discovered after 
years of scrutiny by cryptographers. Indeed this has happened many times in 
the past; see [13] for some detailed examples. RSA has withstood over 15 years 
of vigorous examination for weaknesses. In the absence of mathematical proofs 
of security, nothing builds confidence in a cryptosystem like sustained attempts 
to crack it. Although DSS may well turn out to be a strong cryptosystem, its 
relatively short history will leave doubts for years to come.

Some researchers warned about the existence of “trapdoor” primes in DSS, 
which could enable a key to be easily broken. These trapdoor primes
lively rare however, and are easily avoided if proper key generation procedures 

are followed [78].
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7.2 ]Vhat role does NIST play in cryptography?

NIST issues standards for cryptographic routines; U.S. government agencies 
are required to use them, and the private sector often adopts them as well. In 
January 1977, NIST declared DES (see Question 5.1) the official U.S. encryption 
standard and published it as FIPS Publication 46; DES soon became a de facto 

standard throughout the U.S.
A few years ago, NIST was asked to choose a set of cryptographic standards 

for the U.S.; this has become known as the Capstone project (see Section 6). 
After a few years of rather secretive deliberations, and in cooperation with the 
NSA, NIST issued proposals for various standards in cryptography, including 
digital signatures (DSS) and data encryption (the Clipper chip); these are pieces 

of the overall Capstone project.
NIST has been criticized for allowing the NSA too much power in setting 

cryptographic standards, since the interests of the NSA conflict with that of 
the Commerce Department and NIST. Yet, the NSA has much more experience

7 NIST and NSA

7.1 What is NIST?
NIST is an acronym for the National Institute of Standards and Technology, a 
division of the U.S. Department of Commerce; it was formerly known as the Na­
tional Bureau of Standards (NBS). Through its Computer Systems Laboratory 
it aims to promote open systems and interoperability that will spur development 
of computer-based economic activity. NIST issues standards and guidelines that 
it hopes will be adopted by all computer systems in the U.S., and also spon­
sors workshops and seminars. Official standards are published as FIPS (Federal 

Information Processing Standards) publications.
In 1987 Congress passed the Computer Security Act, which authorized NIST 

to develop standards for ensuring the security of sensitive but unclassified in­
formation in government computer systems. It encouraged NIST to work with 
other government agencies and private industry in evaluating proposed com­

puter security standards.

6.11 What is the current status of DSS?
After NIST issued the DSS proposal in August 1991, there was a period in 
which comments from the public were solicited; NIST then revised its proposal 
in light of the comments. DSS may be issued as a FIPS and become the official 
U.S. government standard, but it is not clear when this might happen. DSS is 
currently in the process of becoming a standard, along with RSA, for the finan­
cial services industry; a recent draft standard [1] contains the revised version of 

DSS.
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kept secret for many years. For a history of the NSA, see Bamford [2]. The NSA

NSA to break.
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commercial cryptography.
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never been proved or disproved, and the criteria used by the NSA in selecting 

cryptography standards have never been made public.
Recent advances in the computer and telecommunications industries have

hindering U.S’. indnsttie, that wish io use

words, the NSA is worried lest strong commercial cryptography fall into the 

wrong hands.
The NSA has stated that it has no objection to the use of secure cryptog-

the availability of strong encryption tools through commercial channels could 
impede the NSA’s mission of decoding international communications; in other

rr.vu d ..—.y more qualified cryptographers and cryptanalysts,
than does NIST; it would be unrealistic to expect NIST to forego such available 

assistance.

about the NSA’s ability to break popular cryptosystems like DES 
and also to rumors that the NSA has secretly placed weaknesses, called trap 
doors, in government-endorsed cryptosystems, such as DES. These rumors have 
never been proved or disproved, and the criteria used by the NSA in selecting 

cryptography standards have never been made public.
Recent advances in the computer and telecommunications industries have 

placed NSA actions under unprecedented scrutiny, and the agency has become 
the target of heavy criticism for hindering U.S. industries that wish to use 
or sell strong cryptographic, tools. The two main reasons for this increased 
criticism are the collapse of the Soviet Union and the development and spread

What is the NSA?
The NSA is the National Security Agency, a highly secretive agency of the U.S. 
government that was created by Harry Truman in 1952; its very existence was 
kept secret for many years. For a history of the NSA, see Bamford [2]. The NSA 
has a mandate to listen to and decode all foreign communications of interest to 
the security of the United States. It has also used its power in various ways (see 
Question 7.4) to slow the spread of publicly available cryptography, in order to
prevent national enemies from employing encryption methods too strong for the 

NSA to break.
As the premier cryptographic government agency, the NSA has huge financial 

and computer resources and employs a host of cryptographers. Developments in 
cryptography achieved at the NSA are not made public; this secrecy has led^to 

many rumors
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of commercially available public-key cryptographic tools. Under pressure, the 

NSA may be forced to change its policies.

What role does the NSA play in commercial cryptography?

The NSA’s charter limits its activities to foreign intelligence. However, the 
NSA is concerned with the development of commercial cryptography because

raphy by U.S. industry. It also has no objection to cryptographic tools used 
for authentication, as opposed to privacy. However, the NSA is widely viewed 
as following policies that have the practical effect of limiting and/or weakening 
the cryptographic tools used by law-abiding U.S. citizens and corporations; see 
Barlow [3] for a discussion of NSA’s effect on commercial cryptography.
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signatures must be legally binding. NIST has stated that its proposed Digi-
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Miscellaneous

What is the legal status of documents signed with digital sig­

natures?
If digital signatures are to replace handwritten signatures they must have the 
same legal status as handwritten signatures, i.e., documents signed with digital 

tai Signature Standard (see Question 6.8) should be capable of “proving to a 
third party that data was actually signed by the generator of the signature. 
Furthermore, U.S. federal government purchase orders will be signed by any 
such standard; this implies that the government will support the legal authority 
of digital signatures in the courts. Some preliminary legal research has also 
resulted in the opinion that digital signatures would meet the requirements of 
legally binding signatures for most purposes, including commercial use as defined 
in the Uniform Commercial Code (UCC). A GAO (Government Accounting Of­
fice) decision requested by NIST also opines that digital signatures will meet 
the legal standards of handwritten signatures [20].

However, since the validity of documents with digital signatures has never 
been challenged in court, their legal status is not yet well-defined. Through 
such challenges, the courts will issue rulings that collectively define which dig­
ital signature methods, key sizes, and security precautions are acceptable for a 

digital signature to be legally binding.

The NSA exerts influence over commercial cryptography in several ways. 
First, it controls the export of cryptography from the U.S. (see Question 1.6); 
the NSA generally does not approve export of products used for encryption 
unless the key size is strictly limited. It does, however, approve for export any 
products used for authentication only, no matter how large the key size, so 
long as the product cannot be converted to be used for encryption. The NSA 
has also blocked encryption methods from being published or patented, citing 
a national security threat; see Landau [46] for a discussion of this practice. 
Additionally, the NSA serves an “advisory” role to NIST in the evaluation 
and selection of official U.S. government computer security standards; in this 
capacity, it has played a prominent, and controversial, role in the selection of 
DES and in the development of the group of standards known as the Capstone 
project (see Section 6), which includes DSS and the Clipper chip. The NSA 
can also exert market pressure on U.S. companies to produce (or refrain from 
producing) cryptographic goods, since the NSA itself is often a large customer 

of these companies.
Cryptography is in the public eye as never before and has become the subject 

of national public debate. The status of cryptography, and the NSA’s role in it, 

will probably change over the next few years.



Digital signatures have t.he potent,ial to possess greater legal authority than 
handwritt.en signatures. If a t en-page contract is signed by hand on the tenth 
page, one cannot be sure that the first nine pages have not been altered. If the 
contract was signed by digital signatures, however, a third party can verify that 
not one byte of the contract has been altered. 

Currently, if two people wish to digitally si&'Tl a series of contracts, they may 
wish to first sign a paper contract in which they agree to be bound in the future 
by any contracts digitally signed by them with a given signature method and 
minimum key size. 

8.2 What is a htLSh function'? What is a message digest'? 

A hash function is a comp11t .at.ion that, takes a variable-size input and returns a 
fixed-size string, which is called the hash value. If the hash function is one-way, 
i.e., har<l to invert, it. is also c.alled a message-digest function, and the resul� is 
called a message digest. The idea is that a digest represents concisely the longer 
message or document from which it was computed; one can think of a message 
digest as a "di&tital fingerprint" of the larger document. Examples of well-known 
hash funct,ions are MD4, MD5, and SHS (see Questions 8.3 and 8.4). 

Although hash functions in general have many uses in computer programs, in 
cryptography t,hey are used to generate a small string (the message digest) that 
can represent securely a much larger string, such as a file or message. Since the 
hash functions are faster t.han the signing functions, it is much more efficient to 
compute a digital signature using a document's message digest, which is small, 
t,han using t.he arbitrarily large document itself. Additionally, a digest can 
be made public without revealing the contents of the document from which it 
derives. This is important in digit.al time-st.amping, where, using hash functions, 
one can get a doC'.llment time-stamped wit.hout revealing its contents to the time­
st.amping service (see Quest.ion 3.18). 

A hash function used for digital authentication must have certain properties 
I.hat. make it secure enough for cryptographic use. Specifically, it must be  in­
feasible t.o find a message t.hat hashes to a 1,tiven value and it must be infeasible
to find two distinct messages that hash to the same value. The ability to find a
message hashing to a given value would enable an attacker to substitute a fake
message for a real message that was si&rned. It would also enable someone to
falsely disown a message by claiming that. he or she actually signed a different
message hashing to the same value, thus violating the non-repudiation property
of digital signatures. The ability to find t.wo distinct messages hashing to the
same value could enable an attack whereby someone is tricked into signing a
message which hashes to the same value as another message with a quite differ­
ent meaning. The digest must therefore be long enough to prevent an attacker
from doing an exhaustive search for a collision. For example, if a hash function
produces 100-hit strings, exhaustive search would take 2100 attempts on average
to match a given value, and approximately 250 attempt.s on average to find two
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inputs producing the same digest. 
A digital signature system can be broken by attacking either the difficult 

mathematical prol>lem on which the signature method is based or the hash 
function used to create the message digests. When choosing an authentication 
system, it is generally a good idea to choose a signature method and a hash 
function that require comparable efforts to break; any extra security in one 
of the two components is wast,ed, since attacks will be directed at the weaker 
component. Actually, attacking the hash function is harder in practice, since it 
requires a large amount of memory and the ability to trick the victim into signing 
a special message. With 264 operations, an attacker can find two messages that 
hash to the same digest under any of the MD hash functions; this effort is 
romparable to that necessary to break 512-bit RSA; thus MD5 is a good choice 
when using RSA with a 512-bit. modulus. However, those with greater security 
needs, such as certifying authorities, should use a longer modulus and a hash 
function that produces a longer message digest; either SHS ( 160-bit digest) or 
a modified vPrsion of MD4 that. produces a 256-bit digest (71] would suffice. 

8.3 What <Lre MD!2, MD4 and MDS'? 

MD2, MD4 and MD5 (MD stands for Message Digest) are widely used hash 
functions designed by Ron Rivest specifically for cryptographic use. They pro­
duce 128-bit digests and there is no known attack faster than exhaustive search. 

MD2 is t.he slowest of the three; MD4 [71) is the fastest. MD5 (73] has been 
<l11bbe<l "MD4 with safety belts" by Rivest, since it has a more conservative 
design than MD4; the design gives it increased security against attack, but 
at a cost. of being approximat.ely 33% slower than MD4. MD5 is the most 
rommonly used of the t.hree algorithms. MD4 and MD5 are publicly available 
for·unrest.rict.ed nse; MD2 is available for use with PEM (see Question 8.7). 
Details of MD2, MD4, and MD5 with sample C code are available in Internet 
RFCs (Requests For Comrnent.s) 1319, 1320, and 1321, respectively. 

No feasible attacks on any of the MD algorithms have been discovered, al­
t.hough some recent theoretical work has found some interesting structural prop­
erties (24, 25]. 

8.4 What is SHS'I 

The Secure Hash Standard (SHS) [58) is a hash function proposed by NIST (see 
Question 7. l) and adopted as a ll .S. government standard. It is designed for use 
with the proposed Digital Si1:,rnat.11re Standard (see Question 6.8) and is part of 
the government's Capstone project (see Question 6.1). SHS produces a 160-bit 
hash value from a variable-size input. SHS is structurally similar to MD4 and 
MD5. It is roughly 25% slower than MD5 but may be more secure, because it 
produces message digests that are 25% longer than those produced by the MD 
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functions. SHS is currently the only part of Capstone that has been officially 
adopted as a government standard. 

8.5 What is I<erberos? 

Kerberos is a secret-key network authentication system developed at MIT (79); 
it uses DES for encryption and authentication. Unlike a public-key authentica­
tion system, it does not produce digital signatures: Kerberos was designed to 
authenticate requests for network resources rather than to authenticate author­
ship of documents. Kerberos provides real-time authentication in a distributed 
environment, but does not provide for future third-party verification of docu­
ments. 

In a Kerberos system, there is a designated site on the network, called the 
Kerberos server, which performs centralized key management and administra­
tive functions. The server maintains a database containing the secret keys of all 
users, generates session keys whenever two users wish to communicate securely, 
and authenticates the identity of a user who requests certain network services. 

Kerberos, like other s�cret.-key systems, requires trust in a third party, in 
this case the Kerberos server. If the server were compromised, the integrity of 
the whole system would fall. Public-key cryptography was designed precisely to 
avoid the necessity to trust third parties or communication lines (see Question 
1.4). Kerberos may be adequate for those who do not need the more robust 
functions and properties of public-key systems. 

8.6 What are RC� and RC4? 

RC2 and RC4 are variable-key-size cipher functions designed by Ron Rivest for 
fast bulk encryption. They are alternatives to DES (see Question 5.1) and are 
as fast or faster than DES. They <'.an be more secure than DES because of their 
ability to use long key sizes; they can also be less secure t.han DES if short key 
sizes are used. 

RC2 is a variable-key-size symmetric block cipher and can serve as a drop­
in replacement for DES, for example in export versions of products otherwise 
using DES. RC2 can be used in the same modes as DES (see Question 5.3) ,  
including triple encryption. RC2 is approximately twice as fast as DES, at least 
in software. RC4 is a variable-key-size symmetric stream cipher and is 10 or 
more times as fast as DES in software. Both RC2 and RC4 are very compact 
in terms of code size. 

An agreement between the Software Publishers Association (SPA) and the 
U.S. government gives RC2 and RC4 special status by means of which the export 
approval process is simpler and quicker than the usual cryptographic export 
process. However, to qualify for quick export approval a product must limit the 
RC2 and RC4 key sizes to 40 bits; 56 bits is allowed for foreign subsidiaries and 
overseas offices of U.S. companies. An additional 40-bit string,  called a salt, 

44 



can be used to thwart attackers who t.ry to precompute a large look-up table 
of possible encryptions. The salt is appended to the encryption key, and this 
lengthened key is used to encrypt the message; the salt is then sent, unencrypted, 
with the message. RC2 and RC4 have been widely used by developers who want 
to export their products; DES is almost never approved for export. RC2 and 
RC4 are proprietary algorithms of RSA Data Security, Inc.; details have not 
been published. 

8.7 What is PEM'! 

PEM is the Internet Privacy-Enhanced Mail standard, designed, proposed, but 
not yet officially adopted, by the Internet Activities Board in order to provide 
secure ele<".troni<". mail over the Internet. Designed to work with current Internet 
e-mail formats, PEM includes encryption, authentication, and key management,
and allows use of both public-key and secret-key cryptosystems. Multiple cryp­
tographic tools are support,ed: for each mail message, the specific encryption
algorithm, digital signature algorithm, hash function, and so on are specified
in the header. PEM explicitly supports only a few cryptographic algorithms;
others may be added later. DES in CBC mode is currently the only message .
encryption algorithm supported, and both RSA and DES are supported for
the key management. PEM also supports the use of certificates, endorsing the
CCITT X.509 standard for certificate structure.

The details of PEM can be found in Internet RFCs (Requests For Comments) 
1421 through 1424. PEM is likely to be officially adopted by the Internet Ac­
tivities Board within one year. Trusted lnformation Systems has developed a 
free non-commercial implement.at.ion of PEM, and other implementations should 
soon be available as welJ. 

8.8 What is RIPE1H? 

RJPEM is a program de veloped by Mark Riordan that enables secure Inter­
net e-mail; it provides both encryption and digital signatures, using RSA and 
DES rout,ines from RSAREF (see Question 8.10). RIPEM is not fully PEM­
compatihle; for example, it does not currently support certificates. However, 
future versions will include certificates and will be fully compliant with the 
PEM standard. RIPEM is available free for non-commercial use in the U.S . and 
Canada. To get RIPEM, obtain an ftp account at ripem.msu. edu. 

8.9 What is PKCS? 

PKCS (Public-Key Cryptography St.andarcls) is a set of standards for implemen­
t.at.ion of public-key crypt.ograpliy. lt has been issued by RSA Data Security, 
Inc. in c:ooperation with a computer industry consortium, including Apple, Mi­
crosoft, DEC, Lotus, Sun and MIT. PKCS has been cited by the OIW (OSI 
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What is RSAREF?

RSAREF is a collection of cryptographic routines in portable C source code, 
available at no charge from RSA Laboratories, a division of RSA Data Security, 
Inc. It includes RSA, MD2, MD5, and DES; Diffie-Hellman key exchange will 
be included in a forthcoming version. It includes both low-level subroutines, 
such as modular exponentiation, and high-level cryptographic functions, such 
as verification of digital signatures. The arithmetic routines can handle multiple­
precision integers, and the RSA algorithm routines can handle variable key sizes. 
RSAREF is fully compatible with the PEM and PKCS standards.

RSAREF is available to citizens of the U.S. or Canada and to permanent 
residents of the U.S. It can be used in personal, non-commercial applications 
but cannot be used commercially or sent outside the U.S. and Canada. The 
RSAREF license contains more details on the usage allowed and disallowed. 
RSAREF is available on the Internet by sending e-mail to rsarefQrsa.com or 
by ftp to rsa.com.
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Introduction1.

In recent years, analytic techniques have been found to attack DES. Biham and Shamir s 
1 _____ 1__ _____ i. -__________1 C-J _ pk^can nlaintpvtc fl 91
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From the time that details of the Data Encryption Standard (DES) [4] were made available, there 

has been a great deal of controversy surrounding its short 56-bit keys. One of the first criticisms 

came from Diffie and Hellman who argued that it was feasible to build a machine that could attack 
DES by exhaustively searching through all 256 DES keys, and that the cost of building this 

machine would decrease rapidly with time [6]. Since then, several attempts have been made to 

assess the cost and time required for exhaustive key search [7, 8, 10,15].

differential cryptanalysis can be used to find a DES key given 2 chosen plaintexts [1, 2]. 
Matsui’s “linear cryptanalysis” can find DES keys given 24? known plaintexts [12], However, 

unless these attacks are improved greatly to lower the number of plaintexts required, they will be 

of only theoretical interest. For now, the most practical and economical way to attack DES is by 

exhaustive key search.

The purpose of this paper is to evaluate the resistance of DES to a known-plaintext key search 

attack. This is done by designing a machine which takes a plaintext-ciphertext pair (P, C) and 

finds the DES key or keys which encrypt P to produce C. There have been numerous unpublished 

and unverifiable claims about how fast the DES key space can be searched. To avoid adding to 

Abstract. Despite recent improvements in analytic techniques for attacking the Data Encryption 
Standard (DES), exhaustive key search remains the most practical and efficient attack. Key search 
is becoming alarmingly practical. We show how to build an exhaustive DES key search machine 
for SI million that can find a key in 3.5 hours on average. The design for such a machine is 
described in detail for the purpose of assessing the resistance of DES to an exhaustive attack. This 
design is based on mature technology to avoid making guesses about future capabilities. With this 
approach, DES keys can be found one to two orders of magnitude faster than other recently 
proposed designs. The basic machine design can be adapted to attack the standard DES modes of 
operation for a small penalty in running time. The issues of development cost and machine 
reliability are examined as well. In light of this work, it would be prudent in many applications to 

use DES in a triple-encryption mode.
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this list of questionable claims, a great deal of detail in the design of a key search machine is 

included in the appendices. This detailed work was done to obtain an accurate assessment of the 

cost of the machine and the time required to find a DES key. There are no plans to actually build 

such a machine.

Key Search Machine

The basic approach taken to building a key search machine out of key search chips is to build a 

hierarchy of controllers. At the lowest level, a group of ten key search chips is controlled by a 

microcontroller which assigns tasks and polls the chips for any found keys. The key search board 

design described in Appendix B shows that for the selected board size, twelve groups of ten key 

search chips fit on a board. The twelve microcontrollers are themselves controlled by a master 
microcontroller. The master microcontroller assigns a plaintext-ciphertext pair and a range of

2. Key Search Chip

The most important component in the key search machine is the key search chip. This chip takes 

a plaintext-ciphertext pair (P, C), a starting key K, and searches through keys until one is found 

that encrypts P to produce C. The detailed design of this chip is given in Appendix A.

In order to maximize the rate at which keys are tested, the implementation of DES within the chip 

is fully pipelined. This means that there is a separate implementation of each round of DES and 

the rounds are separated by registers. This is similar in concept to an assembly line where at any 

given time, items are at varying stages of processing. On each clock tick, the plaintext P and a 
new key enter the pipeline, and all previous encryptions advance through another round of DES. 

In this way there are 16 encryptions taking place simultaneously. Although it takes 16 clock ticks 

to complete an encryption, one encryption completes at the end of the pipeline on each clock tick. 

As each encryption completes, the result is compared to the ciphertext C that was originally 
loaded into the chip. If there is a match, then the chip stops and saves the key that lead to the 

match.

An important feature of this chip is that there is very little need for input and output. This makes 

it possible to clock the chip at high speed without the requirement of getting data in and out of it at 

high speed. The chip described in Appendix A can be comfortably clocked at 50 MHz, and would 

cost $10.50 per chip to manufacture. This precise assessment of speed and cost is made possible 

by the fact that the chip has been designed down to the gate level in a mature CMOS process. 

Some cost estimates for key search chips in the literature suffer from incompleteness of design 

and guesses about future technology.

In summary, this chip can test keys at the impressive rate of 50 million per second. This is made 

possible by the use of pipelining and the elimination of high-speed input and output.
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Performance4.

6. Comparison to Other Recent Key Search Designs

The approach to DES key search proposed here is considerably faster than other recently 

proposed designs. Comparisons to other designs are given below.

Using the design described here, DES keys can be found alarmingly quickly. On average, one 
would expect to search through 255 keys before the correct key is found. Using the fact that a key 

search chip tests 50 million keys per second and a frame costs $100000 and contains 5760 key 

search chips, we get the following table of machine cost versus key search time.

keys to each slave microcontroller. The slave microcontrollers subdivide the range of keys into 

ten subranges for the ten key search chips.

A description of the shelf and frame design is given in Appendix C. Each shelf contains twelve 

key search boards and a controller board. Four shelves are stacked together to form a frame 

which is controlled by a PC. Overall, a frame costs $100000 and contains 5760 key search chips.

A key search machine would consist of a number of frames which would find one or more 

candidate keys. Each candidate key would have to be tested to see if it is correct (perhaps by 

using another plaintext-ciphertext pair).

5. Development Cost

A key search machine could be built in about ten months by three people (not including support 

groups for manufacture and chip and board layout). One person would be needed to capture the 

chip design, simulate it, and oversee its layout and fabrication. A second person would design, 

simulate, and oversee the fabrication of the key search board and the shelf controller board. This 

person would also handle the shelf and frame design. A third person would write software for the 

PC, shelf controller board, and the microcontrollers. Taking into account loaded labour rates, the 

cost of employing these people is about $100000 each. Allowing an additional $200000 for 

support in the chip layout, chip fabrication, and board layout brings the total development cost to 

about $500000.

Expected Search Time 

35 hours

3.5 hours

21 minutes

Key Search Machine Cost 

$100000

$1000000 

$10000000
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here; design a

the 1995 estimate and 12 times faster than the year 2000 estimate.

implementation

7.

key space in 30 days on a
approach is that it is 200 times slower than the design in this paper.

space using a

general use by some organization, then one only needs to wriwrite a small amount of software and

testing is to perform a self-test between key searches and replace any faulty cards. There is 

need to do testing during key searches.

Garon and Outerbridge [8] used an approach to DES key search that is similar to the one used 

here; design a specialized key search chip and pack as many of them as possible into a machine. 

Based on Garon and Outerbridge estimates, a $1 million machine could search half of the DES 

key space in 9 days in 1995 and 43 hours in the year 2000. However, using the design in this 

paper, this task would take only 3.5 hours using today’s technology. This is 60 times faster than

n key search frames is about 9500/n hours. From Section 4, the expected time of a single key 
search for n key search frames is 35/n hours. Dividing these two expressions, we find that a 
failure is expected every 270 keys found. Because the failure rate is low, a reasonable approach to 

,<• i rAnimp anv fanltv cards. There is no

But today, large systems are routinely built that are much more complex and have higher 

reliability requirements than a key search machine.

The analysis in Appendix D shows that the mean time between failures of a machine consisting of

Reliability and Testing

When DES key search machines were first proposed, reliability was a difficult issue to deal with.

An often proposed method of attacking DES is to take advantage of the spare cycles on a large 

installed base of PCs and workstations. However, DES is poorly suited to software 

implementation. On a Sun SparcStation-2, a key can be tested in 50 gs. This means that it would 

take 2500 workstations to keep up with a single key search chip of the type described in 

Appendix A. One key search frame has the equivalent key searching power of 14 mi ion 

workstations.

At Crypto ’92, Eberle [7] described a 1 Gbit/s gallium-arsenide (GaAs) DES chip. This chip costs 

$300. Using $1 million worth of these chips, it would take 8 days to search through half of the 

key space. This is 55 times slower than the design in this paper. This difference is mainly due to 

the difference in chip cost and the use of pipelining. Using Eberle’s chip has the advantage of not 

having to do a chip design, but the gain from designing a new chip is considerable. 

During the rump session of Crypto ’92, Wayner [15] proposed the idea of searching the DES key 

space using a content-addressable search engine. This approach has the advantage that it works 

on a general-purpose machine. If the content-addressable machine has already been acquired for 

it: a small amount of software and 

acquire teon the machine. Based on Wayner’s estimate, one could search through half of the 

$1 million content-addressable machine. The drawback of this
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Modes of DES8.

key-£ DES
56

key-’*—■ DESDES
left n bits

nn ..n cc

n-bit output feedback (OFB)rt-bit cipher feedback (CFB)cipher-block chaining (CBC)

Figure 1: Encryption using the various modes of DES
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shift in
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Thus far we have concentrated on attacking DES when it is used in the electronic codebook 

(ECB) mode. However, there are other standard modes of DES [5]. All of the 64-bit modes can 

be attacked using the same machine design (this is demonstrated below). To support modes 

which produce less than 64 bits of ciphertext at a time requires modifications to the chip design. 
The modes of DES are shown in the following figure. In all cases a 56-bit key and a 64-bit 

initialization vector (IV) are required. On each step, the key, IV, and plaintext block P are used to 

produce a ciphertext block C.

For the 64-bit modes, it is possible to construct a pair (P', O') which can be used as plaintext and 

ciphertext inputs to the existing key search design to find the key. For CBC mode, if a plaintext 

block PL is known, then use P' = Pz- © Cj_i and C' = C,. For 64-bit CFB mode, if a plaintext 

block PL is known, then use P' = C,.i and C' = P{ © C,. For 64-bit OFB mode, if two 

consecutive plaintext blocks P, and Pz+1 are known, then use P' = Pz © Cz and C = Pz+i © Cz+1.

Among the modes of DES that produce less than 64 bits of ciphertext at a time, two popular ones 

are 1-bit and 8-bit CFB. The modification to the key search design required to support these 

modes as well as ECB mode are considered in Appendix E. We assume that there are 64 bits of 

known plaintext available and that multiple encryptions with the same key are required to obtain a 

full match between plaintext and ciphertext. The conclusion is that the new key search chip 

would cost $12. This increases the cost of a key search frame to the point where only nine frames 

could be built for $1 million. This slows down the attack on ECB mode somewhat. The CFB 

modes are slowed down further by the need to perform additional encryptions when there are 

partial matches with the ciphertext. For 1-bit CFB, there is a 50% chance that the output bit from 

shift in 
n bits

left n bits

P "■O -----

I IV

ZT
I IV I

I IV H
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an encryption matches the stored ciphertext bit and that another encryption will have to be 
performed with the same key. As soon as a ciphertext bit does not match, the key is rejected. This 
makes the expected rime to find a key for 1-bit CFB mode twice as long as for ECB mode. Using 
similar reasoning, 8-bit CFB mode takes approximately 256/255 times as long as ECB mode. 
This information is summarized in the following table. 

Mode of DES Expected Key Search Time for a $1 million Machine 
ECB 4 hours 
CBC 4 hours 

64-bit OFB 4 hours 
64-bit CFB 4 hours 
8-bit CFB 4 hours 
1-bit CFB 8 hours 

9. Triple-DES

One method of improving the security of DES greatly is to use triple-DES. With triple-DES 
encryption, each block of plaintext P is processed three times using either two or three 
independent keys to produce the ciphertext C as shown in Figure 2. 

p 

key 1 key2 

l !
DES DES

encrypt decrypt 

key 1 or 
key 3 

l 
DES 

encrypt 

Figure 2: Triple-DES Encryption 

C 

The reason for making the middle operation a decryption is for compatibility with single-DES. If 
all keys are made equal, then triple-DES collapses to single-DES. 

The two-key version of triple-DES was estimated to be 1013 times stronger than single-DES by 
van Oorschot and Wiener {141. The three-key version is even stronger. In cases where security. 
must be improved for a large installed base of equipment using DES, it is likely to be much less 
costly to switch to triple-DES than it is to switch to a different cryptosystem. 



10. Conclusion

It is possible to build a $1 million machine that can attack DES and recover a key in an average 

time of 3.5 hours. The machine uses a known plaintext to exhaustively search through the DES 

key space and could be developed for $500000 in about 10 months. Because a great deal of detail 

has gone into the design of the key search machine, we can have high confidence in the 

assessment of its cost and speed. The key search design presented here is one to two orders of 

magnitude faster than other recently proposed designs. 

Even cryptosystems with 64-bit keys may be vulnerable. If DES were modified to use 64-bit 

keys, there would be 28 times as many keys to search through, and a $10 million machine would

take an average of 3.7 days to find a key. 

It is possible to build a key search machine that can support a range of modes of DES with little 

penalty in run-time. A $1 million machine would take 8 hours on average to find a key used in 

1-bit CFB mode and 4 hours on average for any of ECB, CBC, 64-bit OFB, 64-bit CFB, or 8-bit

CFB mode.

This work shows that exhaustive DES key search is alarmingly economical. If it ever was true 

that anacking DES wus only within the reach of large governments, it is clearly no longer true. A 

fairly painless way to improve security dramatically is to switch to triple-DES. 

Appendix A: Key Search Chip Detailed Design 

This appendix contains the detailed design of a DES key search chip. The chip takes a plaintext P, 

a ciphenext C, and a starting key and searches through keys until one is found that encrypts P to 

produce C. An important feature of this chip is that the implementation of DES is pipelined. This 

means that there is separate silicon for each of the 16 rounds, and the rounds are separated by 

registers. At any given time, there are 16 keys in the pipeline. On each clock tick a new key 

enters the pipeline, other keys advance by one round, and the oldest key's encryption completes. 

As each encryption completes at the end of the pipeline, the result is compared to the ciphertext 

value C. Using this pipelined approach, keys can be tested at the rate of one key every clock tick. 

The chip is designed using the standard cells in a 0.8 µm CMOS process. The chip is fully 

synchronous; all flip-flops use the same clock. The design is presented in a top-down fashion. 

The first subsection in this appendix contains the top-level design consisting of a number of 

blocks. In the following subsections, each block is subdivided into smaller blocks. At the end of 

this hierarchical decomposition, the standard cells (basic components such as and-gates, or-gates, 

and flip-flops) used in the design are described. 

7 
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To help in distinguishing high-level blocks from standard cells, high-level blocks have 

arrowheads on their inputs and bold letters in their names. For standard cells, names are not 

bolded and there are no arrows on input lines. 

Throughout the design, standard bit numbering is used with O as the least significant (rightmost) 

bit. This differs from the DES description [ 4] where the numbering of a 64-bit quantity begins 

with I for the most significant bit up to 64 for the least significant bit. 

Sufficient buffering was included in the chip design to limit the fan-out of all gates to at most 8. 

For lines interconnecting the mpmost blocks in the top level design, the fan-out was limited to 4. 

Most modern large chip designs include built-in self test (BIST) circuitry. Because the key search 

chip is small and can be fully tested from its external pins, no BIST circuitry has been included in 

its design. If BIST were added, the cost of the key search chip would increase by about 30%. 

The worst case delays from the output of one flip-flop to the input of another flip-flop occur in the 

rounds of encryption. Taking into account this delay, the delay through the flip-flop, and clock 

skew across the chip, this chip can be clocked comfortably at 50 MHz. This means that once the 

pipeline is full, a key is tested every 20 ns. 

The most important factor in determining the cost of this chip is its area. In the CMOS.process 

used here, units of area are called "sites". A site is 3.6 µm x 54.4 µm. Each of the standard cells 

requires an integral number of sites (see section A.44). For this chip, the total area of all gates not 

including clock regeneration or pads for external connections is 73637 sites. Clock regeneration 

requires 210 sites for each 100 flip-flops. Because there are 2164 flip-flops, 4620 sites are needed 

for clock regeneration. This makes a meal of 78257 sites not including pads. A standard way to 

quote the size of a chip is to specify the number of equivalent gates using a 2-input nand gate as 

the standard. For this CMOS process, a 2-input nand gate requires 3 sites. Therefore, this chip 

design has 26086 equivalent gates. Taking into account the area required for interconnections and 

pads, this chip's area would be 260 mils x 260 mils. 1 Although, this chip only needs 27 pins, it is 

too large to fit in a 28-pin PLCC (plastic leaded chip carrier) package. The next standard size is a 

44-pin PLCC package. Using a 44-pin PLCC package, the cost would be $10.50 per chip to

fabricate and test in volumes of at least 10 000.

The power consumption of this chip would be about 450 mW. This is somewhat less than one 

might expect for a 50 MHz device. However, the chip is small and the 1/0 to it is quite slow. The 

1/0 consists of loading values into the chip initially and polling it periodically to see if it has 

found the desired key. This means that very little power is dissipated in the pads. 

1 I mil= 0.001 inch= 25.4 µm. 



9

The following table gives the area and page number for each block in the hierarchical design.

Block nameBlock name

t

microprocessor can read and write the status (“go” or “stop”) of the chip. The chip contains four

Area 
(sites)

27T

15
320

80
192
128
32

0
0

560
560
280

70
0
0
0
0
0
0
0

137

top level

stop
compare 
compare_ 16 
compare_4 
plaintext and ciphertext 
write_control 
mux2_register8 
key_counter 
write_control7 
poly_register 
count_register 
output-key
mux2_register7 
mux7_l
buffers
buffer3
pipelined_DES
encrypt_round
S_box
dual_dec38
Sl-Wiring to S8 wiring

Page 
number

9 
12
12
12
13
13
14
15
16
17
18
19 
21
22
23
23
24 
24
26
27
27
28

Page 
number

29
30
31
31
32
33
33
34
34
34
35
35
36
36
36
37
37
37
37
38
38

S output 
minterm_4 
register_32 
register_8 
xor_48 
xor_32 
xor_8
E_perm
P_perm 
key_round_l 
key_round_2 
register_28 
register_7
PC2_perm 
rotatejeft 
rotate_left_2 
initial_perm 
inversejnitial
PCl_perm 
inverse_PCl 
external-interface

A.l Top-Level Design

The key search chip has a microprocessor interface which allows a plaintext, a ciphertext, and a 

starting key value to be written in, and the found key to be read out. In addition, the

registers which are visible to the microprocessor (see Figure A.l). The write-only registers 

include the 64-bit plaintext register, the 64-bit ciphertext register, and the 56-bit key counter 

register. There is also the read-only 56-bit output_key register. Note that in this design, key 

parity bits as defined in DES [4] are not included. The microprocessor can also read and write the 

stop bit which indicates the state of the chip.

A total of 27 pins are used. Five pins are allocated to each of power and ground. One pin is for 

the 50 MHz clock input, and there is a tri-state pin for testing purposes. The remaining 15 pins 

are the microprocessor interface. There is a chip enable line, a read/write line, 5 address lines, 

and 8 data lines for byte-wide access. The following table shows the address map of the chip.

Area 
(sites)

73637
21

383
94
22

1148
36

136
1437

33
207
195

1395
122

51
24

9
67968

3688
2728

64
0

+ The area listed for the external interface does not include the pads.
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Address Read Write 
00-07 not used (zeros are read) plaintext (bytes 0-7) 
08-0F not used (zeros are read) ciphertext (bytes 0-7) 
10-16 output_key (bytes 0-6) key _counter (bytes 0-6) 

17 not used (zeros are read) not used 
18-l F stop bit (in bit 0 with 7 leading zeros) stop bit (from bit 0 - other bits ignored) 

While the chip is in the go state, the key _counter steps through the keys and puts one key per 

clock tick into the DES pipeline. This key is used with the contents of the plaintext register to 

perform the first round of encryption. All other stages of the pipeline perform one round of a 

previous encryption. From the last stage of the pipeline comes the result of an encryption and the 

key used in that encryption. The key is loaded into the output_key register (regardless of whether 

it is the desired key or not). The result of encryption is compared to the contents of the ciphenext 

register. If the ciphertext matches, then the chip goes into the stop state. 

In the stop state, the key _counter does not count, and it is possible for the microprocessor to write 

a new value into the key _counter. The DES pipeline continues to run in the stop state, but the 

output_key register ceases to take in the keys coming out of the pipeline. In this way, the 

output_key register will be left holding the key which caused a match with the ciphenext register. 

In the case where the microprocessor stops the chip, the output_key register will simply hold the 

last key which came out of the pipeline before the chip was stopped. 

The intended way for a microprocessor to use this chip is for it to first stop the chip, fill up the 

plain text, ciphertext, and key _counter registers, and then put the chip in the go state. The 

microprocessor then polls the chip periodically to see if it has found a key and has stopped. This 

continues until a key is found or the microprocessor stops the chip to stan a new task. 

To save circuitry, the key _counter does not count linearly through the key space. The carry look­

ahead logic for a 56-bit counter would be large, and it would be difficult to gerit to run at the 

required speed. A linear-feedback shift register based on a primitive generator polynomial is used 

to step through all the non-zero keys. The all-zero key must be tested separately by the processor 

which controls the collection of key search chips. The generator polynomial used is  

g = x56 + x 7 + x4 + ;i. + 1. If the first key tried is k, then the subsequent keys tried are k:x mod g,

kx2 mod g, kx3 mod g, and so on. The processor which controls the collection of key search chips

will have to take this counting method into account when calculating the staning key values to 

load into each chip's key _counter. 

In Figure A. I, clock, power, and ground are not shown leaving the external interface, but they go 

to all other blocks. 
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Figure A.l: Top-Level Key Search Chip Design
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A.2 Stop Block

The stop block contains the flip-flop which indicates whether the chip is in the stop state (Q = 1 )  

or the go state (Q = 0). The inputs to this block are a write line W, a data line D, and an equal line 

E which is a I if there has been a match with the ciphertext register. If W = 1, the stop bit ta.lees on 

the value of D. If W = 0 and E = 1, the stop bit becomes a 1. If W = 0 and E = 0, the stop bit 
retains its old value. 

W---------, 

D--------tll C 

E �MC op---.... D Q---Q 
�-10 

Figure A.2: Stop Block 

A.3 Compare Block 

The compare block outputs a l if all 64 bits of DA are equal to the corresponding bits of DB. The 
output is O otherwise. 

DA (bits 0-15) DA 

DB (bits 0-15) DB 
compare_16 

DA (bits 16-31) DA 

DB (bits 16-31) DB 
compare_16 

E 

DA (bits 32-47) DA 

DB (bits 32-47) DB 
compare 16 

DA (bits 48-63) DA 

DB (bits 48-63) DB 
compare_16 

Figure A.3: Compare Block 

A.4 Compare_l6 Block

The compare_ 16 block outputs a O if all 16 bits of DA are equal to the corresponding bits of DB. 
The output is 1 otherwise. 
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DA (bits 0-3) DA
compare_4

DB (bits 0-3) DB

DA (bits 4-7) DA
E ----compare_4

DDB (bits 4-7) DB
E

DA (bits 8-11) DA
E —compare_4

DB (bits 8-11) DB

DA (bits 12-15) DA
Ecompare_4

DB (bits 12-15) DB

Figure A.4: Compare_16 Block

A.5 Compare_4 Block

E

Figure A.5: Compare_4 Block

A.6 Plaintext and Ciphertext Blocks

DA (bitO)
DB (bit 0) ^E>-

=)I>

DA (bit 1) 
DB (bit 1)

DA (bit 2) 
DB (bit 2)

DA (bit 3) 
DB (bit 3)

The compare block outputs a 0 if all 4 bits of DA are equal to the corresponding bits of DB. The 

output is 1 otherwise.

The plaintext and ciphertext blocks are identical and each contains a 64-bit register. The inputs 

are a write line W, 3 address lines A, and 8 data lines D. If W = 0, the 64-bit register retains its 

old value. If W = 1, the data lines are written into the register byte specified by the address lines 

and the remaining register bytes retain their old values.
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D (bits 0-7) - IN buffer8 OUT

co 

Cl 

w -w 

C2 

C3 

write control 
C-1 

cs 

A (bits 0-2) -
C6 

C7 

� 

� 

-

� 

i---

-

L r--

� 

,____ 

r---

.__. 

D 

mux2 registers 
C 

-

D 

mux2 registers 
C 

-

Q,--

Qr---

D 

mux2 _registers Q
C 

D 

mux2 _registers Qi----
C 

D 

mux2 _registers Q ,--
C 

I) 

mux2 _registers Q� 
C 

D 

mux2 registers Q 
C 

mux2 registers Q
C 

-

Figure A.6: Plaintext and Ciphenext Blocks 

A.7 Write_comrol Block

Q (bits 0-7) 

Q (bits 8-15) 

Q (bits 16-23) 

Q (bits 24-31) 

Q (bits 32-39) 

Q (bits 40-47) 

Q (bits 48-55) 

Q (bits 56-63) 

The write_control block takes a write line W, 3 address lines A, and produces 8 output control 

lines. If W = 0, the outputs are all 0. If W = 1, the output corresponding to the address lines is a 1 

and all other outputs are 0. 
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t

M3
A (bit 1) II

>

>
A (bil 0) ----- 10

MO >

M3 >
11W

A (bil 2) ------ 10
MO

Figure A.7: Write_control Block

A.8 Mux2_register8 Block

=r>-c7
=X>-C6
=i>-c5
=E>^c4

=£>-C2
=O^cl
=I>^CO

The mux2_register8 block contains an 8-bit register. The inputs are a control line C and 8 data 

lines D. If C = 1, the register takes on the values on the data lines. If C = 0, the register retains its 

old value.

M2
decoder 

Ml

M2
decoder 

Ml
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c-------

l) (bil 0) --+----4 11
MUX OP Q (bil 0) 

10 

l) (bil 1) --+----411
�tl:X OP 

Ml!X OP Q (bil 2)

l)(hi13) --+----4(1 
�11.:X OP Q (bil 3) 

�IUX OP Q (bil 4) 

l) (bi1 5) --1-----1 ( I
�1l.'X OP 

10 
Q (bil 5)

l) (bil 6) --+---I I I
Q (bit 6) 

10 

D (bi1 7) -----. 11 
�tux OP Q (bit 7) 

IO 

Figure A.8: Mux2_register8 Block 

A.9 Key_counter Block

The key_counter block contains a 56-bit register. The inputs are the stop bit S indicating the state 

of the chip, a write line W, 3 address lines A, and 8 data lines D. If S = 1 and W = 0, the 56-bit 

register recains its old value. If S = I and W = I, the byte of the register corresponding to the 
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D (bits 0-7)
Q (bits 0-7)8

—-D
Q (bits 8-15){>S

Q (bits 16-23)

—* D
W W Q (bits 24-31) >

Q (bits 32-39)
A (bits 0-2) A

Q (bits 40-47)

Q (bits 48-55)

Figure A.9: Key_counter Block

A. 10 Write_control7 Block

co — 

ci —

C2 —

write_control7 C3 —

C4 —

C5 —

C6 —

value of the address lines takes the value of the data lines, and all other register bytes retain their 

old values (if the address is 7, the entire register retains its old value). If S = 0, the register counts 

to the next key value. In terms of polynomials, the next key value is kx mod g, where k is the 
current key value and g = x56 + x1 + x4 + x2 + 1 is the generator polynomial. This is the same as 

shifting the register left and if a 1 shifts from the top end, exclusive-or-ing the generator 

polynomial onto the register.

The write_control7 block takes a write line W, 3 address lines A, and produces 7 output control 

lines. If W = 0, all outputs are 0. If W = 1, the output corresponding to the address lines is a 1 

and all other outputs are 0 (if the address is 7, all outputs are 0).

in buffers out

t

— s poly register Q 
—He y____________

♦
D X .

■ — s count register Q 
—He Y____________

♦
—*Id x

—* s count register Q 
■—*c “y

I
—|d x .

—• s count register Q 
—He y_________

♦ '

—- s count register Q
C Y

♦

—* s count register Q
Hc y________

—JL x 
—► s count register Q 
—Hc y________

l ""
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A (bi1 I) 

A (bi10) 

w 

A (bit 2) 

A.11 Poly _register Block

II 

decoder 

Mto-----+-+-4, 
IO 

I l 

dcl:odcr 

Ml 

Figure A. I 0: Write_concrol7 Block 

C6 

C5 

C4 

C3 

C2 

Cl 

co 

The poly _register block contains the least significant register byte of the key _counter. This is the 
only byte of the key _counter that is affected when we exclusive-or the generator polynom1al onto 
the key_counter. The inputs are the stop bit S, the previous contents of the top bit of the 
key_counter X, a line 10 control writing C, and 8 data lines D. The outputs are the flip-flop 
outputs Q and the shifted out bit Y (which is just bit 7 of Q). If S = 1 and C = 0, the register 
retains its old value. If S = I and C = I, the register takes the value of the data lines. If S = 0, the 
register is shifted left with X imlicating whether we exclusive-or the bottom 8 bits of the generator 
polynomial onto the register. 
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A.12 Count_regiscer Block
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Figure A.11: Poly _register Block 
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The counc_regiscer block contains a register byte of the key _counter. The inputs are the stop bit S, 

the bit to shift into the lease significant flip-flop X, a line to control writing C, and 8 data lines D. 
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The outputs are the flip-flop outputs Q and the shifted out bit Y (which is just bit 7 of Q). If S = 1 

and C = 0, the register retains its old value. If S = 1 and C = 1, the register takes the value of the 

data lines. If S = 0, the register is shifted left with X shifting into the least significant bit. 

s 

X 
C 

D (bil 0) 

D (bit l) 

D (bit 2) 

D (bit 3) 

D (bit 4) 

D (bit S) 

D (bit 6) 

D (bit 7) 

I 
C C 

11 
u-

..... II 
:\1UX OP MUX 

I 
IO '- 10 

I r 
C 11 u-- 11

C 

:\IUX OP MUX 

I
IO '- IO 

I I 
C 

11 
s 

- 11 
C 

:\1UX OP MUX 

I
IO - IO

I I 

II 
C 

J 
-- 11 C 

:\IUX OP MUX 

I
IO .... IO

I I 
C 11 C 

II 
Lr 

-

:\IUX OP MUX 
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IO .... IO
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Figure A.12: Count_register Block 
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A.13 Oucput_key Block

The output_key block contains a 56-bit register. The inputs are the stop bit S, 3 address lines A, 

and 56 key lines K. If S = 0, the register takes on the value of the input key K. If S = 1, the 

register retains its old value. The output from this block is the byte B of the register specified by 

the address lines. If the specified address is 7, then all bits of B are 0. 

A (biis0-2) - IN buffer3 OUT
3 

s 

K (bitS 0, 8, 16, 24, 32, 40, 48) D 
mux2 _register7 Q

C 7 

K (bitS 1, 9, 17, 25. 33, 41, 49) 
mux2_register7 Q

C 7 

K (bitS 2, 10, 18, 26, 34, 42. 50) I) 

mux2 _register7 Q
C 7 

K (bi LS 3, 11, 19. 27. 35. 43. 51) 
mux2 register7 Q

.,_.. C 7 

K (bitS 4, 12, 20. 28. 36. 44, 52) l) 

rnux2 _register7 Q
� C 7 

K (bitS 5, 13, 21, 29, 37, 45, 53) D 
mux2 _register7 Q

� C 7 

K (bitS 6, 14, 22, 30, 38, 46, 54) D 
mux2 register7 Q

.,_.. C 7 

K (bitS 7, 15, 23, 31, 39, 47, 55) l) 

mux2 _register7 Q
..._. C 7 

Figure A.13: Output_key Block 
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A.14 Mux2_register7 Block

The mux2_register7 block contains a 7-bit register. The inputs are a control line C and 7 data 

lines D. If C = I, the register takes on the value of the data lines. If C = 0, the register retains its 

old value. 

C-�------.

D(bilO) --+-�11 

D (bit 2) --+----4 ll 

D (bit 5) -+-�11 

10 

D(bi16) --�11 

C 

�tU}( OP 

C 

�1t:x OP 

�H . .'X OP 

MUX OP 

C 

�11.:x OP 

�IU}( OP 

Q (bit 0) 

Q (bit 1) 

Q (bit 2) 

Q(bit3) 

Q (bit 4) 

Q (bit 5) 

Q (bit 6) 

Figure A.14: Mux2_register7 Block 
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A.15 lux7 _I Block

The inputs to the mux 7 _ I block are 3 control lines C and 7 input lines I. The output OP is equal 

to the input line that is specified by the control lines. If the control lines specify an address of 7, 

then OP= 0. 

)C (bit 2 

C (bit0 

C (bit I 

)_.r,. .... 

I (bit 6 

I (bit 5

I (bit 4 

) 

-::::::-

) 

) 

I (bit 3 

I (bit 2 

I (bit I 

I (bit 0 

) 

) 

) 

A.16 Buffer8 Block

l3 
Cl co 

12 

OP 
II 

10 

---- 11 
C 

MUX 

- IO

l3 
Cl co 

12 

MUX OP 
11 

IO 

Figure A.15: Mux7 _ 1 Block 

The buffer8 blo<.:k simply buffers each of 8 input lines. 

lN (bit 0) --{>- OlIT (bit 0) 

IN (bit I) --{>- OlIT (bit I) 

IN (bit 2) --{>- OlIT (bit 2) 

IN (bit 3) --{>- OlIT (bit 3) 

IN(bit4)--{>- Ot!T(bit4) 

IN (bit 5) --{>- OlIT (bit 5) 

IN (bit 6) --{>- OtJT (bit 6) 

IN (bit 7) --{>- OlIT (bit 7) 

Figure A.16: Buffer8 Block 

OP OP 
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A.17 Buffer3 Block

The buffer3 block simply buffers each of 3 input lines. 

A.18 Pipelined_DES Block 

lN (bit 0) -t>- OUT (bit 0) 

IN (bit l) -t>- OUT (bit I)

IN (bit 2) -t>- OUT (bit 2)

Figure A.17: Buffer3 Block 

The pipelined_DES block performs the DES calculations at the core of the key search chip. The 

inputs are a 64-bit plaincext P and a 56-bit input key IK. The outputs are a 64-bit ciphertext C and 

a 56-bit output key OK. At the top of the block, the DES initial permutation is applied to the 

plaincext, and the PCl permutation is applied to the input key. This is followed by a 16-stage 

pipeline. Each stage of the pipeline consists of key scheduling applied to the key co produce a 

sub-key, a round of encryption using the current data and current sub-key, and a 120-bit register to 

pipeline the 64 bits of data and 56 bits of key. After the pipeline, the data is permuted to form the 

ciphertext, and the key is permuced to restore the original order of the key bits. It takes 16 clock 

ticks to produce a ciphertext, but there are 16 encryptions in progress at any given time. 

Intermediate results from 16 different encryptions are held in the 120-bit registers within the 

pipeline stages. On each clock cick, an encryption completes producing a ciphertext and the 

associated key. 
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key round lencryptround SKSK

Figure A.18: Pipelined_DES Block
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A.19 Encrypt_round Block

The encrypt_round block perfom1s one round of DES not including key scheduling. The inputs 

are 64 bits of data D and 48 bits of sub-key SK. A round of DES begins with applying the E 

permutation to the right half of D expanding it to 48 bits, and exclusive-or-ing this result with the 

sub-key. The resulting 48 bits go through the S-boxes producing 32 bits which then go through 

the P permutation. The result of the P permutation is exclusive-or-ed with the left half of D to 

produce the right half of the output data for this round of DES. The left half of the output data for 

this round of DES is simply the same as the right half of the input data. The output data goes into 

a 64-bit pipelining register. 

D (bits 32-63) D (bits 0-31) SK (bits 0-47) 

I 

1N 

E_perm 

OP 

f 48
B 

xor 48 

OP 

{48
IN 

S box 

OP 

{32 
IN 

P_perm 

OP 

{
32

B 

xor 32 

OP 

D 

register 32 register _32 

Q Q

! 
Q (bits 32-63) Q (bits 0-31)

Figure A.19: Encrypt_round Block 
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A.20 S_box Block

There are 8 DES S-boxes. Each is a look-up table with 6 input bits and 4 output bits. The 

structure of each table is such that each of the outputs O to 15 occurs exactly 4 times. The 

approach to implementing the S-boxes taken here is to fully decode the 6 input bits, and then 

combine the 4 minterms for each of the non-zero cable outputs. The 15 signals corresponding to 

the non-zero table outputs are then combined to form the 4 S-box output bits. 

IN (bits 42--H) IN dual dec38 OP
16 

IN SI_ wiring OP IN S_output 
120 

OP OP (bits 28-31) 

IN (bits 36--' l) IN dual_dec38 OP
16 

IN S2_wiring OP 
120 

IN S_output OP OP {bits 24-27) 

IN (bilS 30-35) IN dual dcc38 OP
16 

lN S3 _ wiring OP
120 

IN S_output OP OP (bits 20-23) 

IN (bilS 2�-29) IN dual dcc38 OP 
16 

IN S4 _ wiring OP
120 

IN S output OP P (bits 16-19) 

IN (bilS 18-23) IN dual dec38 OP
16 

CN S5 _ wiring OP
120 

IN S output OP OP (bits 12-15) 

IN (bits ll-17) IN dual dec38 OP CN S6_wiring OP IN S output OP P (bits 8-11) 
16 120 

[N (bilS 6-11) IN dual dec38 
16 

IN S7 _ wiring OP
120 

lN S_output OP OP (bits 4-7) 

IN {bilS 0-5) IN dual dec38 OP
16 

IN S8_wiring OP 
120 

IN S output OP OP (bits 0-3) 

Figure A.20: S_box Block 

A.21 Du:il_dec38 Block

The dual_dec.:38 block takes 6 inputs which are split into two groups of 3 bits. Each group of 3 

bits is fully decoded to 8 inverted outputs. The outputs from this block can be used to produce a 

minterm of the 6 inputs by combining one signal from each group of 8 outputs. 
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A.22 Sl_wiring to S8_wiring Blocks
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Figure A.21: Dual_dec38 Block

n
M2

decoder 
Ml

10
MO

These wiring blocks do not contain any gates. Each output bit is connected to one of the input 

Each pair of output bits specifies a minterm of the 6 S-box inputs. Each group of 8 output 

bits specifies the 4 minterms for one of the non-zero S-box table entry values. The following 

figure shows the input bit numbers for each output bit starting from the most significant output bit.
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S l_wiring 
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3 9 4 12 l 14 2 9 I 9 4 13 7 14 4 11 l 10 4 14 5 15 0 10 7 11 2 14 1 12 

S4_wiring 
6 11 3 9 0 14 3 12 4 8 5 11 6 14 7 15 2 8 1 8 6 13 5 13 2 11 7 10 0 13 
I 15 0 11 5 8 2 13 7 14 6 9 3 11 0 12 1 13 4 9 7 11 4 12 1 14 4 10 3 8 

4 15 7 13 0 8 3 10 4 13 3 15 2 9 I 9 2 12 7 12 6 10 7 8 0 15 5 14 4 11 

1 10 6 IS 3 14 6 8 7 9 4 14 I 12 2 10 5 10 2 15 5 15 0 10 1 11 2 14 3 13 

S5_wiring 
6 10 5 10 0 14 3 14 4 II I 8 6 15 3 13 0 11 5 9 2 13 7 13 2 8 7 8 4 14 

5 12 4 9 3 8 6 12 I 12 2 9 7 10 0 13 I 15 6 11 3 11 2 14 7 14 0 10 5 11 

6 13 3 12 0 9 3 9 4 13 7 12 6 9 7 11 0 15 1 14 2 10 1 10 6 14 s 15 4 8 

I 9 0 12 3 15 4 10 I 11 2 15 7 15 0 8 s 8 2 12 s 13 6 8 7 9 4 12 1 13 

S6_wiring 
6 8 3 8 4 12 5 13 0 II 7 10 2 12 3 14 2 10 5 10 2 15 7 15 0 8 3 9 4 13 
7 12 6 11 3 11 4 15 I 14 4 8 1 8 6 14 7 13 0 9 5 9 0 12 1 13 6 9 7 11 

2 13 5 IS 2 II I 9 0 14 7 14 4 9 1 10 6 15 1 15 4 11 7 9 6 12 3 13 6 10 
5 8 4 14 1 12 4 10 5 II 6 13 3 12 2 9 7 8 0 13 5 12 2 8 3 10 0 15 s 14

S7 _wiring 
0 9 3 11 2 1-l 7 14 6 8 I 10 6 13 I IS 6 9 I 8 6 12 5 12 2 10 7 10 0 13 
7 15 2 8 s 8 4 12 3 12 2 II 7 9 0 14 5 13 4 10 3 9 4 15 I 14 4 9 s 11 

6 14 7 12 6 10 7 8 4 13 7 13 4 11 7 11 4 14 I 12 0 11 5 10 2 IS 3 14 0 8 

1 9 2 12 3 13 0 10 3 10 2 13 5 15 4 8 1 II 6 15 3 15 6 II 5 9 0 12 I 13 

S8_wiring 
2 9 3 8 0 15 1 14 6 10 3 11 4 13 5 12 0 8 5 8 6 14 7 13 4 11 1 10 2 13 
3 14 4 9 7 10 2 12 7 15 0 10 I 9 4 14 3 13 2 10 5 11 0 13 s 14 4 8 7 8 

6 15 5 13 6 11 5 9 0 12 7 12 0 9 s 10 2 14 5 15 0 11 3 10 4 15 3 15 6 8 

7 9 4 12 I 13 4 10 3 9 2 15 I 15 2 8 7 11 6 13 1 12 6 9 1 8 6 12 3 12 

Figure A.22: S l_wiring to S8_wiring Blocks 

A.23 S_output Block

The S_output block rakes the permuted version of the decoded S-box inputs and produces the S· 

box outputs. The first 8 input bits are used to produce the signal associated with an S-box table 

entry of 1. The next 8 bits are used for a table entry of 2, and so on to a table entry of 15. The 

signals for S-box table entries are then combined to form the S-box outputs. Output bit O is 
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created by or-ing the odd table enrry signals. Output bit l is created by or-ing table entry signals 

2, 3, 6, 7, 10, 11, 14, and 15. Output bit 2 is created by or-ing table entry signals 4, 5, 6, 7, 12, 13, 

14, and 15. Output bit 3 is created by or-ing table entry signals 8 to 15. 

IN (bits 0-7) 

IN (bits 8-15) 

IN (bits I 6-23) 

IN (bits 24-31) 

IN (bits 32-39) 

IN (bits 40-47) 

IN (bits 48-55) 

IN (bits 56-63) 

IN (bits 64-71) 

IN (bits 72-79) 

IN (bits 80-87) 

IN (bits 88-95) 

IN (bits 96-103) 

IN (bits 104-111) 

IN (bits 112-119 

IN minterm 4 or------------. 

IN minterm 4 OPt------, 

IN minterm 4 OPi------

IN minterm 4 OPt-----. 

IN minterm 4 OPt----, 

IN minterm 4 OPt--.... 

rN minterm 4 

IN minterm 4

rN mjnterm 4 

IN minterm 4

IN minterm 4 

IN minterm 4

IN minterm 4

IN minterm 4

IN minterm 4 

Figure A.23: S_output Block 

A.24 Mintem1_ 4 Block

OP (bit0) 

OP (bit 1) 

OP (bit 2) 

OP (bit 3) 

The input to the min term_ 4 block is 4 pairs of signals. The signals in each pair are and-ed 

together, and the resulting 4 signals are or-ed together. 
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Figure A.24: Minterm_4 Block

A.25 Register_32 Block

The register_32 block consists of 32 flip-flops.

□ register 8 Q —► Q (bits 0-7)D (bits 0-7)

D register 8 Q —► Q (bits 8-15)□ (bits 8-15) —•

d register 8 Q —► Q(bits 16-23)□ (bits 16-23) —-

□ (bits 24-31) —►□ registers Q —► Q(bits 24-31)

Figure A.25: Register_32 Block

A.26 Register^S Block

The register_8 block consists of 8 flip-flops.

LN (bit 0) 
LN (bit 1)

LN (bit 2) 
IN (bit 3)

IN (bit 4) 
IN (bit 5)

IN (bit 6) 
IN (bit 7)

O0"
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A.27 Xor_48 Block

O(bi,O) tr Q(bi,O) 

D(bi'1) trQ(bi,I) 

D(bi•2> trQlbi•2l 

D(bi•3) tr Q(bio3) 

O(bi'4) tr Q(bi,4) 

O(bi< 5) tr Q (bi< 5) 

O(bnbl tr Q(bio6) 

0 (bi< 7) tr Q(bi, 7)

Figure A.26: Register_8 Block 

The xor_ 48 block exclusive-ors 48 pairs of signals together. 



A.28 Xor_32 Block

A (bils 0-7) 

8 (bilS 0-7) 

A (bilS ll-15) 

R (bilS I!- 15) 

A (bits 16-23) 

8 (bi IS 16-23) 

A (bits 24-31) 

B (bilS 24-31) 

A (bits 32-39) 

8 (bils 32-39) 

A (bils 40-47) 

R (biis 40-47) 

A 

B 

A 

B 

A 

8 

A 

B 

A 

R 

A 

B 

xor 8 

xor 8 

xor 8 

xor 8 

xor 8 

xor 8 

OP 

OP 

OP 

OP 

OP 

OP 

Figure A.27: Xor_ 48 Block 

The xor _32 block exclusive-ors 32 pairs of signals together. 

A.29 Xor_8 Block

A (bils 0-7) 

8 (bilS 0-7) 

A (bils 11-15) 

8 (bils 8- 15) 

A (bils 16-23) 

A (bilS 16-23) 

A (bils 24-31) 

R (bilS 24-31) 

A 

8 

A 

B 

A 

B 

A 

B 

xor 8 OP 

xor 8 OP 

xor 8 OP 

xor 8 OP 

Figure A.28: Xor_32 Block 

The xor_8 block exclusive-ors 8 pairs of signals together. 
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OP (bits 0-7) 

OP (bits 8-15) 

OP (bits 16-23) 

OP (bits 24-31) 

OP (bits 32-39) 

OP (bits 40-47) 

OP (bits 0-7) 

OP (bits 8-15) 

OP (bits 16-23) 

OP (bits 24-31) 
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A.30 E_penn Block

A (bil 0) -\
D-

B (bil O) -J OP (bit 0) 

A (bit 1) -\D-
B (biL I) -J OP (b1l I) 

A (bit 2) -\D-
B (biL 2) --J OP (bit 2) 

A (bil 3) �D-
R (bit 3) --J OP (bit 3) 

A(bit4) -\D-
B (bit 4) -J OP (bit 4) 

A (bit 5) �D-
B (bit 5) -J OP (bit 5) 

A (bit 6) �D- . 
B (bit 6) --J OP (b1L 6) 

A (bil 7) -\D- . 
R (biL 7) -J OP (bit 7) 

Figure A.29: Xor_8 Block 

This block does not contain any gates. Each output bit is connected to one of the input bits. The 

E pennutation is one of the elements of DES. The following figure shows the input bit numbers 

for each output bit starting from the most significant ourput bit. 

0 31 30 29 28 27 28 27 26 25 24 23 24 23 22 2 I 20 19 20 19 18 I 7 16 15 

16 15 14 13 12 11 12 11 10 9 8 7 8 7 6 5 4 3 4 3 2 1 0 31 

Figure A.30: E_penn Block 

A.31 P _pem1 Block

This block does nor contain any gates. Each output bit is connected to one of the input bits. The 

P pennutation is one of the elements of DES. The following figure shows the input bit numbers 

for each output bit starting from the most significant output bit. 

16 25 12 11 3 20 4 15 31 17 9 6 27 14 I 22 30 24 8 18 0 5 29 23 13 19 2 26 10 21 28 7 

Figure A.31: P _penn Block 

A.32 Key_round_l Block

This block perfonns one round of the key scheduling part of DES. There are actually two types of 

key rounds. They only differ in rhe number of rotates perfonned at a certain point in the block. In 

this block, the 56-bit input key K is split into two 28-bit halves, each is rotated left one position, 

and the halves are rejoined to form the value which goes into the 56-bit pipeline register. The 48-

bit sub-key output SK is formed by applying the PC2 pennutation to the rotated key. 



K (bilS 0-27) 

K (bilS 28-55) 

IN rotate left OPi---------D register_28 Q 

IN rotate left OP.--.-----D register_ 28 Q 

1N (bits 0-27) 
C P 2 perm OP 

--.... [N (bilS 28-55) 
-

Figure A.32: Key_round_l Block 

A.33 Key_round_2 Block
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Q (bits 0-27) 

Q (bits 28-55) 

SK (bits 0-47) 

This block performs one round of the key scheduling part of DES. There are actually two types of 

key rounds. They only differ in the number of rotates performed at a certain point in the block. In 

this block, the 56-bic input key K is split into two 28-bit halves, each is rotated left two positions, 

and the halves are rejoined to form the value which goes into the 56-bit pipeline register. The 48-

bit sub-key output SK is formed by applying the PC2 permutation to the rotated key. 

K (bits 0-27) 

K (bits 28-55) 

IN rotate left 2 oP------o register_28 Q 

IN rotate left 2 .--.----- D register_ 28. Q

IN (bits 0-27)
PC 2 perm 

--� lN (bits 28-55) 
-

Figure A.33: Key_round_2 Block 

A.34 Register_28 Block

The register_28 block consists of 28 tlip-flops. 

D (bils 0-6) I) register _7 Q Q (bils 0-6) 

D (bils 7-13) D register _7 Q Q (bits 7-13) 

D (bils 14-20) D register_7 Q Q (bits 14-20) 

D (bits 21-27) D register _7 Q Q (bits 21-27) 

Figure A.34: Register_28 Block 

Q (bits 0-27) 

Q (bits 28-55) 

SK (bits 0-47) 
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A.35 Regiscer_7 Block

The register_? block consists of 7 Hip-flops. 

Figure A.35: Regiscer_7 Block 

A.36 PC2_penn Block

This block does not contain any gates. Each output bit is connected to one of the input bits. The 

PC2 permutation is one of the elements of DES. The following figure shows the input bit 

numbers for each output bit starting from the most significant output bit. 

42 39 45 32 55 51 53 28 41 50 35 46 33 37 44 52 30 48 40 49 29 36 43 54 

15 4 25 19 9 1 26 16 5 II 23 8 12 7 17 0 22 3 10 14 6 20 27 24 

Figure A. 36: PC2_perm Block 

A.37 Rotate_lefc Block

This block does noc contain any gates. Each output bit is connected to one of the input bits. The 

28 input lines are rotated left one position. The following figure shows the input bit numbers for 

each output bit scarcing from the most significant output bit. 



26 25 24 23 22 21 20 19 Ill 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 27 

Figure A.37: Rotate_left Block 

A.38 Rotate_left_2 Block
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This block does not contain any gates. Each output bit is connected to one of the input bits. The 

28 input bits are rocated left 2 positions. The following figure shows the input bit numbers for 

each output bit starting from the most significant output bit. 

25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0 27 26 

Figure A.38: Rotate_left_2 Block 

A.39 Initial_perm Block

This block does not contain any gates. Each output bit is connected to one of the input bits. The 

initial permutation (IP) is one of the elements of DES. The following figure shows the input bit 

numbers for each output bit starting from the most significant output bit. 

6 14 22 30 38 46 54 62 4 12 20 28 36 44 52 60 2 10 18 26 34 42 50 58 0 8 16 24 32 40 48 56 

7 15 23 31 39 47 55 63 5 13 21 29 37 45 53 61 3 11 19 27 35 43 51 59 1 9 17 25 33 41 49 57 

Figure A.39: Initial_perm Block 

A.40 Inverse_initial Block

This block does not contain any gates. Each output bit is connected to one of the input bits. This 

permutation is not ex:1ctly the inv�rse of inirial_perm. It also swaps the left and right halves. The 

following figure shows the input bit numbers for each output bit starting from the most significant 

output bit. 

56 24 48 16 40 8 32 0 57 25 49 17 41 9 33 1 58 26 50 18 42 10 34 2 59 27 51 19 43 11 35 3 

60 28 52 20 44 12 '.36 4 61 29 53 21 45 13 37 5 62 30 54 22 46 14 38 6 63 31 55 23 47 15 39 7 

Figure A.40: Inverse_initial Block 

A.41 PCl_perm Block

This block does not contain any gates. Each output bit is connected to one of the input bits. The 

PCl permutation is one of the elements of DES. The following figure shows the input bit 

numbers for each output bit smning from the most significant output bit. 
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6 13 20 27 34 4 l .is 55 5 12 19 26 33 40 4 7 54 4 11 18 25 32 39 46 53 J IO I 7 24 

0 7 14 21 28 35 42 49 l I! 15 22 29 36 4'.3 50 2 9 16 23 JO 37 44 51 31 38 45 52 

Figure A.41: PCl_perm Block 

A.42 Inverse_PCl Block

This block does not contain any gates. Each output bit is connected to one of the input bits. This 

block performs the inverse of the PCl_perm block. The following figure shows the input bit 

numbers for each output bit starting from the most significant output bit. 

48 40 '.32 0 4 12 20 49 41 33 I 5 13 21 50 42 34 2 6 14 22 51 43 35 3 7 15 23 

52 44 36 28 8 16 24 5'.3 45 3 7 29 9 17 25 54 46 38 JO IO l 8 26 55 4 7 39 31 11 19 27 

Figure A.42: lnverse_PCl Block 

A.43 External_interface Block

The external interface block is the interface between an external processor and the core of the key 

search chip. lncluded in the external_interface are 27 pads (not all of which are shown in Figure 

A.43) which serve as a buffer between the external pins and the inside of the chip. There are input

pads for the chip enable, read/write line, tri-state line, and the 5 address lines. There are 8

input/output pads for the data lines. Not shown in Figure A.43 are the pad for the clock signal, 5

power pads, and 5 ground pads.

The flip-flops ac the top of the block produce delayed versions of the chip enable. The chip enable 

is delayed to synchronize it to the chip's cloak and to give the other signals coming into the chip 

time to become valid. When the delayed enable line makes a transition from 1 to 0 and the 

read/write line is a 0, then data is being written into the chip and address lines 3 and 4 select one 

of the write lines (write_s, write_kc, write_c, and write_p) to become a 1. Address lines 0, 1, and 

2 are passed through as outputs from the external_interface. If the undelayed enable line is 0, the 

read/write line is a l. and the tri-state line is a l, then data is being read from the chip and the 

input/output pads on the data lines are set as outputs. The purpose of the tri-state line is to force 

the chip into an input mode to allow testing of a board. When data is being read from the chip and 

address lines 3 and 4 are both 1, then the stop bit is put out on data pin 0 and the rest of the data 

pins are 0. When data is being reud from the chip, address line 3 is a 0, and address line 4 is a 1, 

then the output from the output_key block goes out on the data pins. A read from any other 

address causes zeros to be put out on the data pins. When data is written into the chip, the signals 

on the data pins are passed through to the daca_out signals. 



39

D Q - D Q -H>°- 0 Qpad input_pad OPenable------

pad inpui_pad OPread/ write -----

tri-statc------pad input_pad OP
write_s

M3 >
write_kcaddress (bit 4)------pad input_pad OP 11

write_c>pad inpui_pad OPaddress (bit 3) 10
MO O

address (bit 2) pad inpui_pad OP

addr (bit 1)pad inpui_pad OPaddress (bit 1)

£>- addr (bit 0)pad input_pad OPaddress (bit 0)

data (bit 7) l/O_padpad

1/O_paddata (bit 6) pad

5S

1/O_paddata (bit 5) pad

l/O_paddata (bit 4) pad

data (bit 3) 1/O_padpad

1/O_paddata (bit 2) pad

l/O_paddata (bit 1) pad

data (bit 0) ----- pad l/O_pad

dau_out (bit 0)

Figure A.43: External-interface Block

C
D 

OP

c
D 

OP

C
D 

OP

C
D 

OP

C 
D 

OP

c
D 

OP

C
D 

OP

out_key (bit 0) 

stopped

C
D 

OP

------- out_key (bit 3)

data_out (bit 3)

------- out_key (bit 2)

dau_out (bit 2)

------- out_key (bit 7)

-£>— data_out (bit 7)

------- out_key (bit 6)

{>— data_out (bit 6)

------- out_key (bit 1)

dau_out (bit 1)

------- out_key (bit 5)

{>— dau_out (bit 5)

------- out_key (bit 4)

daU_out (bit 4)

■O
■O wrii

write_p

{>— addr (bit 2)

----- Il C
MUX OP ----

----  10

M2
decoder 

Ml
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A.44 Standard Cells

This section contains descriptions of each of the standard cells, their symbols, and their areas (in 

units of sites, where a site is 3.6 µm x 54.4 µm). 

-{>o-

-t>-

=D­
=D­
=D­
=D­
::)D-
=,[>-

=D­

=D-

D­

=[>-

0-

=[)--

O­

D-

2 sites 

3 sites 

3 sites 

3 sites 

4 sites 

4 sites 

4 sites 

5 sites 

4 sites 

4 sites 

4 sites 

4 sites 

5 sites 

5 sites 

5 sites 

7 sites 

inverter 

buffer 

2-input nand gate

2-input nor gate

2-input and gate

2-input or gate

2-input exclusive-or gate

2-input exclusive-nor gate

2-input and gate with one inverted input

2-input or gate with one invened input

3-input nand gate

3-input nor gate

3-input and gate

3-input or gate

4-input nand gate

4-input nor gate
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> 4-input and gate6 sites

£> 6 sites 4-input or gate

composite gate: 1,2 or-and-invert4 sites

composite gate: 1,2 and-or-invert4 sites

composite gate: 1,3 or-and-invert5 sites

composite gate: 1,3 and-or-invert5 sites

> composite gate: 1,1,2 or-and-invert5 sites

composite gate: 1,1,2 and-or-invert5 sites

composite gate: 2,2 or-and-invert6 sites

composite gate: 2,2 and-or-invert6 sites
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6 sites

5 sites

7 sites

19 sites

10 sitesD Q

pad input_pad OP

UO_padpad

possible with a minimum of overhead and additional cost. The majority of the overhead is

(SPI), a serial communications interface (SCI), 24 general-purpose I/O pins, and it is available in

MQ
0
1
1
1

H
0
0
1
1

I3 Cl co

12
MUX OP 

II

10

C
D 

OP

Ml
1
0
1
1

M3
1
1
1
0

Il c

MUX OP >— 
10

4-input multiplexor:

if Cl = 1 and CO = 1, then OP = 13 
if Cl = 1 and CO = 0, then OP = 12 
if Cl = 0 and CO = 1, then OP = Il 
if Cl = 0 and CO = 0, then OP = 10

Il c

MUX OP 
10

2-input multiplexor: 

if C = 1, then OP = Il 
if C = 0, then OP = 10

Appendix B: Key Search Board Design

The main goal in designing a key search board is to pack as many key search chips onto it as

2-input inverting decoder:

IQ 
0
1
0
1

2-input inverting multiplexor: 
ifC= l,thenOP = TT 

if C = 0, then OP = 10

flip-flop:
Q holds its value until the rising edge of the system-wide 
clock when Q takes the value of the input D.

An input pad is a buffer between an external input pin and 
the inside of the chip. The output is simply equal to the 
pad input. If the pad input is floating, the output is 1.

An I/O pad is a buffer between an external I/O pin and the 
inside of the chip. If C = 1, the pad is an output and the 
logic level at D is output. If C = 0, the pad is an input and 
OP is equal to the pad input. If C = 0 and the pad input is 

floating, then OP = 1.

M2
1
1
0
1

M3
II

M2 
decoder 

Ml
10

M0

microcontrollers to control the key search chips. The microcontroller selected for this design is 

the Motorola MC68HC705C8 [13]. The main features of this member of the 6805 family are 

8192 bytes of one-time programmable ROM, 176 bytes of RAM, a serial peripheral interface 
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•U

1 A 44-pin PLCC package covers 0.72 inch x 0.72 inch, and 0.2 inch spacing between chips is required.

The board needs a master microcontroller (also an MC68HC705C8) to control all of the other 

microcontrollers. The master is connected to its slaves using the serial peripheral interface. The 

SPI is designed to connect a master to several slaves directly without any other logic. The master 

microcontroller’s serial communications interface is used as the board’s external interface.

Each microcontroller can control 10 key search chips using its 24 I/O pins. Eight data lines, five 

address lines, and a read/write line are connected to all 10 key search chips. Each of the 

remaining 10 I/O pins goes to the enable pin of one of the key search chips.

For the shelf and frame technology that this system is designed for, the usable area of each board 

is 9 inches x 13 inches. Using surface-mount components for everything except the fuse, there is 
enough room on the board for 120 key search chips.1 To handle this number of chips, 5 clock 

drivers and 13 microcontrollers are needed. A possible layout of this board is shown in 

Figure B. 1. The unlabeled chips are the key search chips. The layout shows connections between 

certain chips indicating the control of the slave microcontrollers by the master and the control of 

key search chips by each slave.

a 44-pin PLCC (surface-mount) package. The masked ROM version of this chip is less 

expensive, but the one-time programmable version was selected to avoid masking charges.

Other components that will be required are an octal buffer/line driver (74HC244) for the board’s 

external interface lines, a 50 MHz oscillator, clock drivers to drive the clock to the key search 

chips, a counter (74HC191) to divide the clock by 16 to produce a suitable clock for the 

microcontrollers, a clock driver for the microcontrollers, decoupling capacitors on the underside 

of the board, a fuse for the power entry to the board, and the unpopulated board itself.

The board itself is a 6-layer board. There is one layer for each of power and ground. The 

remaining 4 layers are for routing clocks and the connections between chips. Because most of the 

connections are very localized, it may be possible to use a 4-layer board, but we will assume that 

a 6-layer board is necessary. The cost of fabricating, populating, and testing the board is about 

$300.
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The following table shows the costs to build this board.

Component

step value t, and chip step value 5. The values P, C, and 5 are passed directly to each slave. The 
i________ 4— i r. n mnH a The masterstarting keys sent to the 12 slaves are K, Kt mod g, Kt^ mod g, ..., Kt mod g. The master 

should also be capable of performing a known-answer test on each of its slaves. The master 

reports any found keys or hardware failures over its SCI.

key search chip

MC68HC705C8

50 MHz oscillator 

clock driver

74HC191 

74HC244

decoupling capacitors and fuse 

board and cost to populate and test it 

Total Board Cost

The total power consumption of all of the key search chips is 120 x 450 mW = 54 W. Adding the 

power consumption of the other components brings the total board power to 60 W. This is fairly 

high power consumption. The issues of providing this power and cooling the boards will need to 

be addressed at the shelf and frame level.

The program in the slave microcontroller is not very complicated. Through its SPI it receives 

tasks which consist of a plaintext P, a ciphertext C, a starting key K, and chip step value J. The 

chip step value specifies the spacing between starting keys for each of the 10 key search chips. If 

each chip is responsible for m keys, then the chip step value supplied to the slave microcontroller 

is 5 = mod g, where g is the generator polynomial. The 10 starting keys are K, Ks mod g, 
Ks2 mod g, ..., Ks9 mod g. To get from one chip’s starting key to the next, the slave 

microcontroller performs a polynomial multiply of the previous starting key and the chip step 

value and reduces the result modulo the key_counter’s generator polynomial g. This is a fairly 

simple calculation. After starting the key search chips, the slave polls them until one of them has 

the desired key or a new task comes in. Any found keys are reported back to the master. The 

slave should also be capable of performing a simple known-answer test on each of its key search 

chips and reporting any failures to the master.

The master must be able to take tasks through its SCI which consist of P, C, staning key K, slave 

Unit Cost($)

10.50

8

4

8

1

1

Extended ($)

1260

104

4

40

1

1

15

300

$ 1725

Quantity

120

13

1

5

1

1
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| fuse I

H3191

I

I

III

III

II

I

T

Figure B.l: Key Search Board Layout
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Appendix C: Key Search Frame Design

Component

1

Component

1

Total Frame Cost

Appendix D: Reliability of the Key Search Machine

Each frame consists of 4 shelves and fans for cooling. The frame also requires a PC to control the 

4 shelf controller boards and to check the all-zero key. The following table shows the frame cost.

Quantity

4

Given that we have key search boards as described in Appendix B, we need a structure to hold, 

interconnect, and control all of these boards. An existing technology for this purpose was 

selected as the basis for this design. Boards are housed in frames. Each frame consists of 4 

stacked shelves, and each shelf has 26 board slots and 4 slots for power supplies.

A frame costs about $100000 and contains 5760 key search chips each of which can test 
50 million DES keys per second. Overall, a frame can test 2.88 x 10^1 keys per second.

Each shelf requires a board to control the key search boards. This controller board needs only a 

processor and sufficient logic to interface serially to the key search boards. The controller boards 

could be made for about $500 each. Although there are 25 slots left in the shelf, the total power 

requirements for 25 key search boards at 60 W each is too much for the 4 shelf power supplies. 

To stay comfortably within the power supply limits and leave more space for power dissipation, 

only 12 key search boards are on each shelf. The following table shows the cost of a shelf.

Quantity

12

1

4

key search shelf

mechanical structure, fans, testing

PC

A common criticism of past key search designs is that they are not sufficiently reliable to 

complete a single key search without breaking down. Today, this is no longer a concern. To show 

that the key search machine described in this paper is sufficiently reliable, we will calculate its 

mean time between failures (MTBF). All information on component reliability was obtained 

through internal BNR component testing.

key search board

controller board 

power supply

mechanical structure, board interconnections, testing

Total Shelf Cost

Unit Cost($)

23400

4000

2000

Extended ($)

20700

500

1200

1000 

$23400

Extended ($)

93600

4000

2000 

$99600

Unit Cost($)

1725

500

300

1000
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FIT is short for Failure unlT. One FIT is equal to one failure in 109 hours.i

A key search shelf consists of 12 key search boards, a controller board and four power supplies. 

The controller board and power supplies each contain fewer components than a key search board, 

and so we will estimate their failure rates at 1000 FITs. The total failure rate for a shelf is shown 

in the following table.

The typical failure rate of chips designed in the CMOS process used for the key search chip is 
10 FITs.1 The actual failure rate for the key search chip may be somewhat less because it is small 

and contains no analog circuitry, but we will use a failure rate of 10 FITs. The total failure rate for 

a key search board is shown in the following table.

A key search frame consists of four shelves and a PC. We will estimate a PC’s failure rate at 

5000 FITs. The total failure rate for a frame is shown in the following table.

Quantity

4

1

Unit Reliability (FITs)

10

20

3

10

4

4

3

0.1

100

Component

key search board

controller board 

power supply 

board interconnections

Total Shelf Failure Rate

Component 

key search shelf 

PC_______________________

Total Frame Failure Rate

Unit Reliability (FITs) 

25068

5000

Component

key search chip

MC68HC705C8

50 MHz oscillator

clock driver

74HC191

74HC244 

fuse

decoupling capacitors 

board

Total Board Failure Rate

Total Reliability (FITs) 

100272

_________5000 

105272

Total Reliability (FITs)

19968

1000

4000

__________ 100

25068

Total Reliability (FITs)

1200

260

3

50

4

4

3 

40

__________ 100

1664

Quantity

12

1

4

1

Quantity

120

13

1

5

1

1

1

400

1

Unit Reliability (FITs)

1664

1000

1000

100
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Appendix E: Support for 1-bit and 8-bit Cipher Feedback

All of this additional circuitry enlarges the key search chip by 2000 gates. This increases the 

chip’s cost from $10.50 to $12, which increases the cost of a key search frame to $108240.

The failure rate for a frame is one failure every 9500 hours. For a machine consisting of n frames, 

the MTBF is 9500/zi hours. In particular, a $1 million machine consisting of 10 frames would 

have an MTBF of 950 hours or about 40 days. The expected time to find a DES key using n 
frames is 35/n hours. Therefore, we expect one failure every 270 keys found regardless of the 

machine’s size. This failure rate is much lower than is necessary to get useful key search results.

The most popular modes of DES which are not handled by the key search chip design in 

Appendix A are the 1-bit and 8-bit cipher feedback (CFB) modes. A number of changes to the 

basic chip design would have to be made in order to support these modes. For the following 

discussion it will be useful to refer to Figure A.l.

From the external microcontroller’s point of view, the main changes would be that it would have 

to specify which mode to use (ECB, 1-bit CFB, or 8-bit CFB), and for the CFB modes the 

microcontroller would have to specify the initialization vector (IV) value which immediately 

preceded the encryption of the known plaintext. We will assume that there are still 64 consecutive 

bits of known plaintext and ciphertext that are supplied to the key search chip. Within the chip, 

additional registers are needed to hold the mode and IV, and additional write logic is required in 

the externaljnterface.

The strategy for the CFB modes is to begin by taking each key and performing the encryption for 

the first bit or byte of plaintext. If there is no match with the corresponding bit or byte of 

ciphertext, then go on to the next key. If there is a match, then the key_counter must be stopped 

for one clock tick, the key from the bottom of the DES pipeline must be inserted into the top of 

the pipeline, and the next IV for CFB must be computed and fed into the plaintext input at the top 

of the DES pipeline. To keep track of the number of matches there have been for each key, we 

need an extra 6 flip-flops in each stage of the pipeline. Not until there has been a full 64 bits of 

matching with the ciphertext register will a key be declared found and stored in the output_key 

register.

We will require multiplexors at the inputs to the DES pipeline to choose between a new key and 

continuing with an old key. This adds too much delay to the first pipeline stage making it 

necessary to add an additional pipeline register at the beginning of the DES pipeline.
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