
MEMORANDUM

Date: January 12, 1994

Paul Richard, Deputy Staff SecretaryTo:

From:

Proposal for Bulk DeclassificationSubject:

Attached is copy of a Memorandum to me from Mike Kurtz, Acting

Assistant Archivist for the National Archives, which explains the

background of the materials for the proposed bulk

declassification executive order which I gave you last Friday.

State probably and the FBI definitely will be the most reluctant.

The NSC has advised Steve Garfinkel that NARA and Steve should

contact the FBI, CIA, DOD and State directly to brief them on the

NSC is making calls to senior officials ahead of time.proposal.

Mike is convinced, as am I, that if we are to get anywhere, we

really need clear, high level Administration support. Let me

know if you need more.

Marc H. Monheimer, Senior Advisor to the Archivist



Washington, DC20408
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Michael J. Kurtz
Subject :

Background on Proposed Executive Order for Bulk Declassification
To

Marc Monheimer

National Archives and Records Administration

f Y i

Approximately two months ago Steve Garfinkel, Director of the Information 
Security Oversight Office, contacted the Acting Archivist, Trudy Peterson, to 
propose a one-time Executive Order for bulk declassification of selected record 
collections in the holdings of the National Archives. Dr. Peterson welcomed 
the suggestion and asked the writer, as Acting Assistant Archivist for the 
National Archives, to work with Mr. Garfinkel in drafting a proposal.

Issuance of the proposed Executive Order would demonstrate the President’s 
continuing commitment to openness, enhance public access to records, and 
increase the scope and accuracy of the historical record. Further, a reduction 
of 50 million classified pages out of a total of 325 million pages would 
substantially lessen security costs for the National Archives.

Our proposal, presented to National Security Council staff at a briefing on 
January 7, would declassify approximately 50 million pages of material. 
Specifically, all World War II and prior classified records (21.6 million pages) 
would be opened, as well as selected post-war files deemed by the staff of the 
National Archives to have little remaining sensitivity (27.2 million pages).

National. t.
Archives

Date

Reply to 
Attn of :

Some agency resistance can be expected. The FBI, in particular, has serious 
concerns about declassifying sources. I should note, though, that 
declassification does not equate with immediate release. There is a screening 
process by National Archives staff for records with privacy or law enforcement 
concerns. To a lesser extent, the CIA also is concerned about sources. 
However, the CIA predecessor information we propose to declassify really 
identifies generic sources of intelligence, such as British intelligence, rather 
than individuals. The State Department has had a long-running concern about 
foreign government information. However, given the age of the documents, 
there cah be little if any impact on current diplomatic negotiations.

These are contentious issues, but it is important to note that these categories 
constitute only between 1 % and 5% of the material proposed for 
declassification under this one-time Order. This estimate reflects the types of 
information withheld both under the provisions of the current Executive Order
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Based on the discussion at the January 7 briefing, I believe that preliminary 
sessions with the affected Agencies to explain the proposal and resolve 
problems are essential. But a key ingredient to facilitate these discussions is 
an expression of high-level Administration interest and support. This would 
send a positive signal to the Agencies and aid in reaching workable solutions 
where needed.

MICHAEL J. KURTZ
Acting Assistant Archivist 
for the National Archives

on national security information and the draft developed by the PRD-29 task 
force.



New Policy on/Declassifying Secrets Is Debated

gaged in an intense debate over how 
long information should ivmain classi-

Israel-Syria Talks Hinge On Clinton Meeting
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documents of this age are so irrelevant 
to current security concerns that con­
tinued withholding seems inappropri­
ate if not laughable.”

The National Archives has estimated 
it has 300 million to 400 million classi­
fied documents dating from the World 
War I era to the mld-1950's. Countless 
other documents are housed at other 
Government agencies.

The draft report says that even if 
Government agencies have the author­
ity to classify and withhold Informa­
tion, they should still disclose the infor­
mation if they believe the public inter­
est in disseminating the information 
outweighs the need for classification.

Such a balancing test was urged by 
Ms. Waller and others like Gary Stem 
of the American Civil Liberties Union, 
and they both applauded its inclusion in 
the draft policy.
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ministration that 40 years is far too 
long a period.

The groups, including the National 
Security Archive and the American 
Civil Liberties Union, said the need for 
a shorter period was demonstrated by 
recent disclosures about secret Gov­
ernment-sponsored radiation experi­
ments on unwitting Americans in the 
1950’s through the early 1970’s.

Holding Officials Accountable

"Forty years is much too long,” said 
Sheryl L. Walter, the general counsel of 
the National Security Archive, a pri­
vate organization that catalogues Gov­
ernment information and presses for 
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A draft report of a new policy would 

require that all Government secrets, 
with few exceptions, be automatically 
released after 40 years.

Although that would mean that vast 
stockpiles of secrets could automati­
cally become public for the first time, 
several organizations have told the Ad­

ByNEILA. LEWIS
Sperlil lo Thr Now Vort Times

WASHINGTON, Jan 13 - The Clin­
ton Administration, which is preparing 
a new post-cold war policy on the re­
lease of Government secrets, is en- 

in statutes but has historically been the 
prerogative of the President. Previous 
policies have been put in place by exec­
utive order.

Administration officials saM it would 
probably be several months before Mr. 
Clinton issued a final executive order.

Presidents Jimmy Carter and Rich­
ard M. Nixon each adopted executive 
orders that they said were aimed at 
curtailing the fast-growing number of 
classified documents. But their efforts 
were widely deemed by historians and 
journalists to have had little effect.

Trudy H. Peterson, the Acting Archi­
vist of the United States, said that even 
a period of 30 years would be unneces­
sary. In a letter to Vice President Al 
Gore last month, Ms. Peterson said: 
"In our experience, there is virtually 
no information over 30 years old that 
requires continued classification. Most 

greater openness. "The whole reason 
to disclose secrats Is to keep Govern­
ment officials accountable by letting 
them know that their decisions will be 
held to the light of public scrutiny."

A senior White House official who is 
involved in seeking to fulfill President 

Clinton's promise for a more open in­
formation policy said officials were 
seriously considering reducing the 40- 
year time frame.

So far, the process of establishing a 
new policy on Government secrets has 
involved a tug-of-war between the 
groups pressing for greater openness 
and the established order, as repre­
sented by officials of Government 

be Israeli recognition of Syrian sover­
eignty over the Golan Heights, paving 
the way for an eventual withdrawal.

Despite more than two years of talks 
and occasional glimmers of hoped-for 
progress, the two nations have basical­
ly gone nowhere. Syria offers peace, 
but says it first wants Israel to commit 
itself to leaving the Golan, where about 
13,000 Israelis live. Israel says it is 
prepared to pull back, at least partly, 
but first wants to hear what the Syrians 
mean by peace. They have been like 
that, the Alphonse and Gaston of Mid­
dle East diplomacy, for many months.

The question now is whether the 
equation is about to change and, if so.

radical Palestinian groups and its con­
tinued purchases of advanced weapons 
like Scud missiles from North Korea

But the core issue is generally con­
sidered to be the future of the Golan, a 
source of much of Israel’s water and a

plateau that Syria had used before 1967 
to shell northern Israeli settlements.

"I would guess that this Is the time 
for Assad to say publicly, or at least to 
whisper in Mr. Clinton's ear, what he 
means by full peace." said Moshe 
Maoz, a Hebrew University professor 
who specializes in Syrian affairs.

Optimists here have been encour­
aged by signals like reported remarks 
last week by Abdel Halim Khaddam, 
Syria’s Vice President, that "normal­
ization” is a part of talks with Israel.

If the talks in Geneva go well, the 
United Slates is expected to announce a 
resumption of long-suspended peace 
talks in Washington on Jan. 24, not only 
between Israel and Syria but also be­
tween Israel and Jordan, Lebanon and 
the Palestinians. The Palestinian 
track, however, has been overtaken by 
the "declaration of principles” signed 

in September by Israel and the Pales­
tine Liberation Organization, whose ne­
gotiators are still struggling to turn it 
into a workable agreement.

Not all Israelis are sure they will 
hear magic words from Geneva.

Foreign Minister Shimon Peres, nor­
mally a leading optimist, cautioned to­
day that Mr. Assad “keeps the cards > 
very close to his chest” and that while, 
the meeting with Mr. Clinton “Is an - 
opportunity, it is not yet progress.” :

Opinion polls suggest that Israelis 
overwhelmingly oppose a full wlth-» 
drawal from the Golan, many of them • 
convinced that the main reason for’ 
years of quiet on the Syrian border is 
that fact that their tanks command the' 
plateau, 40 miles from Damascus.

whelher it will qualify as a break­
through

Some Israeli officials and academic 
experts see an imminent shift, arguing 
that Mr. Assad will not risk going to 
Geneva empty-handed if he wants lo 
improve relations with the United 
States, especially to get Syria 
scratched from Washington's list of 
countries that sponsor terrorism.

There are other subjects likely to be 
taken up with Mr. Clinton, including the 
fate of several hundred Jews remain­
ing in Syria, the alleged Syrian involve­
ment in Middle East drug trafficking, 
Syria’s links to Iran, its abetment of 

By CLYDE HABERMAN 
Special lo The New York Times

JERUSALEM, Jan. 13 — 
months of being shoved to the side, 
Israel's peace talks with Syria are 
about to regain center stage, but senior 
Israeli officials say they do not know if 
the negotiations can be pulled out of the 
bog they are in.

The key for them is a meeting sched­
uled for Sunday in Geneva between 
President Clinton and President Hafez 
al-Assad of Syria, an encounter that 
has received such a buildup here that 
one could be forgiven an impression 
that the rest of Mr. Clinton’s European 
journey is a mere cover for his appoint­

ment with the Syrian.
Israelis want Mr. Assad to give the 

American President “the magic 
word,” as one official put it: a state­
ment that he is ready to "normalize” 
relations with Israel in return for an 
Israeli withdrawal from the strategi­
cally important Golan Heights, which 
Israel captured from Syria in the 1967 
war and virtually annexed in 1981.

If he raises the prospect of "normal­
ization” — defined by the Israelis as 
diplomatic relations, open borders and 
trade — then "he will find in Israel a 
partner ready to do business with 
him,” Deputy Foreign Minister Yossi 
Beilin said today. The tit for tat would 

agencies that have historically main­
tained national security secrets, like 
the Defense Department and the Cen­
tral Intelligence Agency.

In the middle of the debate is the 
White House, which, one official said, 
“is trying to come up with a plan that 
would fulfill the President’s pledge for 
more openness while protecting really 
sensitive information, and doing it at a 
reasonable cost.”

The official said the draft report had 
been completed by a special panel of 
officials from agencies involved in 
keeping secrets. It has been forwarded 
to the National Security Council, a 
White House agency, which is expected 
to modify its recommendations in the 
next several weeks, including perhaps 
reducing the 40-year time frame.

The nation's policy on how to main­
tain secret information is not contained 



Moving to Revise Head Start
To Still G. O.P. Complaints
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increased financing while no new mto- - 
ey was similarly slated for the Held '■

Senator Edward M. Kennedy, Deme- 
crat of Massachusetts, praised thjfao-

esseu.
He also conceded that past effortsjoy \ 
smocrats in Congress to expand fee >expand jbe 

mblicanad-

“Now the question is, quite frankly, J 
hether we can deal with the bedBra- -

I
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Democrats in Congress r  
program in times when Republican ad­
ministrations were cutting social pro- < 
grams had led to largely uncontrolled • 
growth. . ■ '-

whether  
cracies, because a lot of them are out 
there and, by God, they don’t wanyheir 
ox getting gored," he said.

gram’s outline and intent, but stressed 
that ‘quality issues” had to be ad­
dressed.

Measured Language
Quoting from an Administration^ * 

port, Douglas J. Besharov, a scholfir at 
the American Enterprise Institute Md 
a member of the Head Start advisory 
committee, noted that several low-in­
come programs were earmarked fgr

Start program.
In testimony before the Senate panel, 

he drew attention to the promise of a ( 
"gradual increase" in one progagm , 
and “significant new funding” fortn- — 
other, but then pointed out thamne 
same draft only outlined an intention to 
"facilitate linkages” between Head 
Start and other child care progr^gty < 

.. ........................ " i

last year. Several members of the advi­
sory committee recommended extqUif- ’ 
ing the program to children from birth.

President Clinton last year calleaipr 
a $1.4 billion increase in financingforn 
Head Start to be made up of a $5o0 
million allotment for summer _Qm-_ 
grams and a $874 million request in the

1994 budget. Yet several child welfare 
experts said yesterday that C 
lieved there may be a retreat 
offing from that and other broad  
ises.

By CATHERINE S. MANEGOLD
Special io The New York Times

“What is different about this report 
is that all the appropriate players utere 
brought to the table,” said a Congres­
sional staff member familiar with’the 
committee’s work. "People took -it 
pretty seriously.”

The report promises a revamped 
Federal program that could serve 
some children year-round with all-d^y 
educational and other activities. "

The report notes that existing SRjy- 
ices are uneven across the country_and 
that improvements are needed in sala­
ries, physical facilities and training, of 
teachers. I()1 (<

The report says an improved pro­
gram would reach more, and youpggj-, 
children. About 1.8 million childrenare 
eligible for Head Start services at^.'pf 
those, only 721,000 children between the ., 
ages of 3 and 4 years old participated .

WASHINGTON, Jan. 13 — The Clin­
ton Administration has moved to still 
Republican complaints about one of its 
top domestic priorities — an effort to 
help disadvantaged pre-schoolers get a 
better start in life — by promising to 
improve the quality of the Head Start 

program.
Backers of the $3.3 billion program 

from the Administration and Congress 
have agreed to correct widespread 
flaws before undertaking efforts to ex­
pand the program's reach. That com­
mitment came first in a report made 
public on Wednesday by a Department 
of Health and Human Services adviso­
ry committee, whose members includ­
ed child welfare experts from both 
sides ofihe political divide, and then in 
a Senat? hearing.

The report called for general im­
provements in the quality of individual 
programs, more Federal monitoring, 
increased flexibility at the local level 
and a broadened mission to help chil­
dren under the age of 4.

Donna E. Shalala, the Secretary of 
Health and Human Services, called the 
advisory committee’s work an opening 
to “refocus and re-energize Head 
Start.”

‘Head Start Has to Adapt'

At a news conference on Wednesday, 
she urged careful growth and in a nod 
to Head Start’s critics she cautioned, 
“We don’t want to just pour money” 
into the 28-year-old program.

“At a time when many of this na­
tion’s children and their families face 
poverty and teen pregnancy, jobless­
ness and violence, Head Start has to 
adapt to keep pace,” she said.

Nowhere, however, did the report 
address the cost of changes. And sev­
eral Congressional leaders and child 
welfare experts warned against rais­
ing unrealistic expectations of the pro­
gram’s ultimate scope.

“It is important that on the national 
level we do not over-promise or make 
commitments we can’t keep,” said 
Representative Susan Molinari of Stat­
en Island, the ranking Republican on 
the House Education and Labor Sub­
committee on Human Resources.

But the report and the hearing before 
the Senate Labor and Human Re­
sources Committee seemed to mark a 
compromise over Head Start between 
critics who have long complained of 
quality problems and backers of the 
popular program who have struggled 
to expand Head Start’s mission and 
scope.

The advisory panel that prepared the 
report included staff aides from com­
mittees from both houses of Congress 
and from both parties.
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White House Weighs Plan / 
To Declassify U.S. Secretsy 
By a Wall Street Journal Staff Reporter

WASHINGTON - The Clinton admin­
istration is considering a plan that would 
automatically declassify government se­
crets within 40 years.

The plan being debated in the Na­
tional Security Council, would greatly 
revamp the classification system in place 
since the Reagan administration. It 
would require government officials to 
keep information unclassified, for in­
stance, if they determine that the public 
interest requires it. No such “balancing” 
test currently is required.

The Federation of American Scien­
tists, a liberal advocacy group that ob­
tained and released copies of the plan, 
said the proposal doesn’t go far enough. 
The group said government secrets 
should be declassified within 20 years.

Most ambitious of all, however, is er­
gonomists' program to reach beyond phys­
ical conditions of the workplace to address 
the very terms of employment. Increas­
ingly, ergonomists and their critics are 
finding that employee reports of CTDs- 
which are difficult to verify objectively- 
correlate more strongly with generalized 
job dissatisfaction than with a job’s phys­
ical demands. With admirable persis­
tence, ergonomists are now recommend­
ing changes to the “psycho-social” condi­
tions of the workplace. The research arm 
of OSHA has recommended mandatory er­
gonomics programs to address, among 

' other things, “opportunity for advance­
ment,” worker “feedback,” and “manage­
ment style and climate.”

Perhaps instead, “psycho-social 
causes” ought to occasion some last- 
minute reflections on the doubtful science 
underlying ergonomics. In the words of er­
gonomics guru Don Chaffin, what the field 
lacks is “good evaluations that hold up to 
scientific scrutiny.”

While no one doubts that hard work can 
become tiring and uncomfortable, re­
spected physicians question, first, whether 
CTDs exist as a diagnosable condition 
falling within OSHA’s authority to address 
“illness” and “injury.” While disputing 

I this, ergonomists acknowledge, second 
that an ailment carrying all the symptoms 
of a CTD might have causes other than 
repetition and force, and therefore not be 
a CTD at all-diagnosis is hard in any 
given case.

Third, and perhaps most notable of all, 
ergonomists readily confess not to know 
the levels at which repetition and force be­
come “hazardous.” In other words, while 
commanding business on pain of civil or 
even criminal penalty to reduce repetition 
and force to nonhazardous levels, OSHA 
regulators do not know themselves where 
this line between legal and illegal conduct 
lies. Such a mandate is probably unconsti­
tutional, and is certainly stupid policy

Before parading naked for his country­
men, the emperor who wore no clothes 
paid a hefty sum to clever tailors who as­
sured him they had woven a fine garment 
indeed. Other countries-notably Aus- 
tralia-haye invested small fortunes in 
"ergonomic reform,” only to see their CTD 
"epidemics” wax and wane regardless of 
the measures taken. As ergonomics rises 
to the top of the nation’s labor agenda, pol­
icy makers would do well to take careful 
measure of the science underlying it.

Mr. Scalia, a lawyer in Washington, rep-

operation required no workers at all ill­
ness and injurj’ would disappear. Automa­
tion is, accordingly, a commonly proposed 
^gcmomK measure. This past fall at a job 
safety conference in Chicago, a meat­
packing-plant manager swelled with pride 
at a film of one of his company’s fully au- 
S eidioperatlons’ with nar>’a w°rker in 
sight: We used to have hurt backs, hurt 
shoulders, he commented-but not any­
more. Union members in the audience 
were wise to take note.

OSHA to Business: 
Slow Down, You 
Work Too Fast

By Eugene Scalia U 
Today in Los Angeles, California’s Oc­

cupational Safety and Health Standards 
Board opens hearings to consider requir- 

b^.,iau ’ that employers in the state 
adjust their “work pace.” The “adjust­

ment" Cal-OSHA has in mind is down­
ward.

To th0Se surprised to find the no-longer- 
so-Golden State girding to require its (re­
maining) businesses to do less, welcome to 
the safety and health juggernaut that is 
ergonomics.” Ergonomists define their 

discipline as the study of workers’ relation 
to their environment; “ergonomic mea­
sures are the favored solution to carpal 
tunnel syndrome and other “cumulative 
trauma disorders" (CTDs) purportedly 
caused by repetitive, forceful motions at 
work.

The Cal-OSHA hearings result from the 
state assembly s requirement that an “er- 
Fhon^CS be ad°Pted t0 “minimize 
the instances of injury from repetitive mo­
tion. A similar mandate is pending in , 
Congress, where Labor Secretary Robert i 
Reich has testified that CTDs are the “oc- f 
a^p3” Thff a Se^S °f the informationj 
a^e lt,The federal Occupational Safety and! 
Health Administration already has I 
promised a draft standard by fall, and fori 
several years now it has been prosecuting I 
companies under the federal act’s “gen- 
o'sha1^ ClaUSe'L’ So’ for instance, fed 
OSHA has charged that risk of “death or 
serious physical harm" lurks in the hand

ZKuXp„TSpperl',ge Farms
Ergonomics’ appeal lies in its unques­

tionable premise and its equally unques- 
tionable-and unquestionably attractive- 
conclusion. The premise: Hard work is tir­
ing and sometimes uncomfortable, even 

and
the verj’thing myseif’

Though usually packaged in pseudo-sci­
entific jargon, ergonomists’ remedies re- 
rrn a,>,S1.Tllar rough common sense. 
CTDs. the theory goes, are the product of 
repetition, force and posture. To cure 
them, reduce repetitions-“adjust" the 
u-atv pa5e; hire seven employees to do the 
work of five, give employees frequent 

rest periods." As for force, lessen it bv 
d™PP1?ltbe. Welght of "’hat employees 
« 3nd Carrj'’ ''Redesi&n the work­
station to improve employees’ posture.

All of these measures are either ex­
pressed or implied in the proposed Califor­
nia standard; they 
are to be taken bv 
employers (to an in­
determinate extent) 
on a finding of such 
CTD “symptoms” as 
"pain from movement.” The measures al- 
state^osHA6^6?3"'16'3 by federal and 
state OSHA regulators in cases like that 
against Pepperidge Farm.

even
you’ll feel better. Why,^^experienced
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Letters to the Editor

Here s the Way I Remember It

corrupt Russians. Similarly, there's wide-House Foley, telling a surprised Borisu.c ippuuumeni or a "special counsel” to 
examine the burgeoning Whitewater con-

uic ic-auuiuuzauon ot the Indeoendent havo J- —■ u“1’ uul 111

Russia expert Marshall Goldman, is 
dreadful: More than 70% of all Russian fac-

-JL

na-

„ , George Mitchell and their Republican
The only memory loss in Al Hunt's Jan. tornevs General r riffin Roi. an ■ counterparts. Bob Michel and Bob Dole,

« column is h.s own (''Clinton Allegations Civilehi whom Sve wnmrt h J?mJn the Russian leader noted-almost casually
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would happen. to convert m a \ t,ega 1 system' nom,c "We‘. ill-equipped to receive large

The anecdote is of little ^ convert to a market-based system, amounts of outside aid. Trade is a nrettv

Politics & People
By Albert R. Hunt

meaning that any transition is likely to be 

, - ------------J out- The physi­
cal infrastructure, notes Wellesley College

would happen.
is Of little consequence i..^„„B uallbl

except to show how stunningly naive Mr. “significantly stretched

economically decimated is an imperialistic 
threat, notwithstanding its history. For 
the foreseeable future, Russia may be a 
nuisance, sometimes even a dangerous 
one, to its newly independent immediate

Russian aid last year; the Russians

t a veto over
some security arrangements in Eastern
Europe, and our policy rests almost exclu­
sively on Boris Yeltsin.

Most of the administration talk about

country with no modern history of mar"

S enmtouSXSi auyjs •1“^^
you get is a black, not a free, market. Rus­
sia, as Federal Reserve Chairman Alan

this mess. Most of the $3 billion appropri­
ated in 1993 lies in Umbo. One preliminary 
plan called for 15% of the money ear­
marked for military housing relocation to 
be set aside for local Russian housing offi-

—. there ,s.
ft's „ surprising

the appointment of a “special counsel” ::
ZV V n VM • -« A V- —. t___ _ n ____
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troversy is somehow inconsistent with a 
statement I made last November opposing
the re-authorization of the Independent
■’/Vl I nc’nl A rivi* —. _a_ . — — — r

--------—-—•»*»**. aauill VllCd

as inconsistent is this: “We ought to have 
confidence in our nation’s attorney gen­
eral-confidence that she can conduct

w“lw"

Now, here’s what Mr. Hunt forgot. The
very next sentences of my remarks make
this point: “In fact, the attorney general
already has the authority to appoint spe­
cial counsels in cases that merit an inde­
pendent review. This authority exists with
or without an independent counsel statute
and it has been invoked by past attorneys
general...it didn't fit Mr. Hunt’s argu­
ment, but the fact is I opposed the inde­
pendent counsel statute in part because 
the attorney general already has the au­
thority to appoint special counsels, the
same authority Republicans, Democrats 
and editorial writers for many of the na­
tion s most respected newspapers have
now urged Attorney General Reno to use

Mr Hunt then suggests I would be crit­
ical of any final report “exonerating the
Clintons. In fact, I have provided Attor­
ney General Reno with a list of seven indi­
viduals, including such prominent Democ­
rats as former Carter administration At-

■g

In June 1992 Russian President Boris
Yeltsin, after a sojourn with George Bush alu laal Jcal u

. iSKSh"esl',“
As he was talking with Democratic con­

gressional leaders Thomas Foley and

neighbors, but the possible re-emergence 
of a super power threat is ludicrous. 

Someday Russia, with considerable re­
sources, may be an important country 
again. But that hardly rests solely on Boris 
Yeltsin's success, as the administration 
would have you believe.

The Russian leader is a brave man. He 
thrives on crises. But he shows much less 
talent for the coahtion crafting or con-' 
stituency building essential to gover­
nance; indeed, he seems more like Ameri-. 
can politicians who thrive on running for, 
office but are restless serving. It's dicey to 
so totally base policy on this one man.

— cl Trad. ,s . pSS

weapons. Mr. Talbott, and top Defense 
Department officials, deserve credit for 
negotiating a nuclear pact with Ukraine- 
let’s hope it will stick. It's essential that 
further dismantling and destruction of 
nuclear weapons take place in Russia 
and other former Soviet states. We ought 
to give whatever money it takes to facil­
itate that. The U.S also ought to remove' 
barriers to Russian exports and help' 
fund and launch new businesses as op­
posed to trying to privatize bloated exist­
ing structures. ,

But when President Clinton, as he did 
the other day, predicts that Russia is on ' 
the way to again becoming “a very great' 
nation,” it’s a delusion. In the same ses-' 
sion with columnists, the president sug- 
gested that it would be good to tailor the' 
administration’s Russian policy to a slo­
gan that would fit on a bumper sticker: "I ■ 
think our slogan would be there needs tq be 
more reform and more social service sup­
port-more attempts to build a safety net 
to deal with the consequences of reform, 
u* “ . “ ’ 2—.1.—form
effort. ... Then if you said therapy, then 
you’d have all kinds of other ambiguous 
things you could get in there.”

The president may need not only a bet­
ter slogan but a more realistic policy.

^5

__________________________
Yeltsin is about American politics. More 
significant, however, as President Clinton 

-1 - - _

it just may be that the cifnton administra­

tion has been similarly naive about Russ­
ian politics.

The administration considers its Russ­
ian policy a shining success in a sea of for­
eign policy problems. The strong showing 
of neo-fascists and communists in last 
month's parliamentary elections may 
have shocked the Clintonites, but it didn’t 
change their self-congratulatory posture 
The chief architect of this policy, Russia 
fxv M -J £«.___

Strobe Talbott, newly designated as 
deputy secretary of state, has won fawning 
reviews from most of his former colleagues 
in the diplomatic press corps.

Yet the administration clearly underes­
timated the economic disaster in Russia; 
it s still unsure of how to spend much of the

Drop In the Bucket
U.S. trade with Russia and other selected 

countries in 1992, in billions of dollars 
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decent measure of economic standing and 
the U.S. has more commerce with 38 r.a 
tions; Russia ranks behind Denmark and 
slightly ahead of Costa Rica. While Strobe 
Talbott proclaims Russia as our top for­
eign policy priority, Bill Clinton says eco­
nomics is the pre-eminent international is­
sue; there's a conflict.

lories are models of inefficiency, with 
work forces of more than 1,000 employees. 

The predictable result is rampant infla­
tion and negative growth. The Russians, 
the line goes, are terrific at converting 
steel into scrap. One prominent economist
A /a     ■ V - • .  

• V ------ - — VVIIVIUULU
there s one solution: Send 150 million peo­
ple away for a few years, raze the country 
and start from scratch.

This makes the debate about economic 
shock therapy in Russia-after the parlia­
mentary elections Mr. Talbott was said to 
advocate more therapy and less shock-a 
false choice. The advocates cite Poland as 
a success. But Poland has a history of mar­
kets: More than three-quarters of the 
fa™s there never were collectivized, and 

retail market. The therapy"with-7;s7-sh;>ck 

proponents ignore the example of Ukraine 
which makes Russia look good.

Thus the inescapable conclusion is that 
economically as well as politically, what 
the U.S. does will have, at most,'a mar­
ginal effect, which raises questions about

Clinton s Russia Policy Is No Shining Success
$3 billmn it got Congress to appropriate for why we're pouring billions of dollars into

tations for integrity and competence that 
anas^ailable’ and whose conclusions 

wouldn t be second-guessed by me, or I be­
lieve most Republicans.
• L1J!tll?;_disappoint.AI Hunt. but I'll 

htical inconsistency award-the facts dis­
qualify me.

Sen. Bob Dole (R„ Kan.) 
Senate Republican Leader
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DESIGNATION OF ORIGINAL AND DERIVATIVE CLASSIFIERS

OPTION 1: Do not designate either original or derivative classifiers.

1

ISSUE: Should classifiers be designated and should we distinguish between 
original classifiers and derivative classifiers?

CONS:
• Creates burden of having to designate original classifiers.
• Suggests all original classification decisions are actually made 

by high level officials.
• Foregoes accountability for most classification actions, which are 

derivative.

OPTION 2: Designate original classifiers but not derivative classifiers. 
(Current system.)

PROS:
• Establishes accountability for the original classification process.
• Provides a systemic check on the quality and quantity of

original classification decisions.

CONS:
• Eliminates all personal accountability for classification 

decisions.
• Increases the number of people who can classify to everyone who 

has a clearance.
• Increases training costs tremendously in order for the system to 

function properly.
• Threatens increased classification.
• Fuels criticism that anyone and everyone may classify

information.

PROS:
• Simplifies system by eliminating the need to designate 

classifiers.
• Eliminates the "myth" that original classifiers actually make 

classification determinations.



DECISION:

OPTION 1 

OPTION 2 

OPTION 3 

ALTERNATIVE OPTION:

2

OPTION 3: Designate both original and derivative classification 
authorities. (November 10, 1993 draft.)

PROS:
• Provides full accountability for classification decisions.
• Provides a systemic check on the quality and quantity of 

classification decisions.
• Minimizes costs associated with training nonclassifiers.

CONS:
• Creates burden of having to designate original and derivative 

classifiers.
• Increases costs associated with training derivative classifiers.



THE BALANCING TEST

OPTION 1: No balancing test. (Current system.)

3

OPTION 2: Include discretionary balancing test in the declassification 

process only.

CONS:
• Results in uneven application or avoidance because of 

discretionary language.
• Results in litigation over the application of the balancing test.

ISSUES: Should there be a balancing test; if so, where in the Order; and 
should its application be discretionary or mandatory?

PROS:
• No litigation over application of balancing test.
• Simplifies classification process.

CONS:
• Results in classification of information even though the public 

interest in disclosure may outweigh the need for secrecy.
• Results in a system more regressive than under the Carter 

Order.
• Appears to regress from openness goals of PRD 29 and 

standards set in the leaked August 31 draft.

PROS:
• Introduces the concept of balancing at the phase that most often 

involves the public.
• Minimizes the litigation burden for a system that includes 

balancing.



i
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CONS:
• Results in uneven application or avoidance because of 

discretionary language.
• Results in litigation over the application of the balancing test. 

(Justice Department believes a balancing test at the front end 
will invite more difficult litigation.)

PROS:
• Goes beyond any balancing provision previously used, 

promoting the commitment to openness.
• More likely to result in a greater amount of information being 

declassified.

OPTION 3: Include a discretionary balancing test at both the time of 
original classification and the declassification process. (November 10, 1993 
draft.)

CONS:
• Mandatory balancing will introduce complicated extended 

litigation.
• Likely to increase backlog and costs in responding to access 

requests.
• Adds another step to the declassification process.

PROS:
• Introduces the concept of balancing at both ends of the 

classification process, which has never been done before.
• Minimizes the litigation burden for a system that includes 

balancing.
• Encourages more thoughtful classification decisions, and less 

rote classification.

OPTION 4: Include a mandatory balancing test during the declassification 
process.



• 

• 

• 

OPTION 5: Include a mandatory balancing test at both the time of original 
classification and the declassification process. 

PROS: 

• Goes beyond any balancing provision previously used,
promoting the commitment to openness.

• More likely to result in a greater amount of information being
declassified.

• More likely to result in less information being classified.

CONS: 

• Mandatory balancing will introduce complicated extended
litigation.

• Likely to increase backlog and costs in responding to access
requests.

• Adds another step to the classification and declassification
process.

DECISION: 

OPTION 1 

OPTION2 

OPTION3 

OPTION4 

OPTIONS 

ALTERNATIVE OPTION: 

5 
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• 

SCOPE AND TREATMENT OF FOREIGN GOVERNMENT 
INFORMATION 

ISSUES: What standards define the scope of Foreign Government 
Information and what level of deference should it receive in the 
declassification process? 

OPTION 1: Information expressly or impliedly received in confidence and 
no declassification without the foreign government's consent. (Current 
system.) 

PROS: 
• Least likely to result in controversy with foreign government.
• Will not require retraining.

CONS: 
• Much innocuous information remains classified.
• Prevents bulk or automatic declassification of almost all older

materials.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft.

OPTION 2: Information expressly or impliedly received in confidence but 
declassified in accordance with U.S. standards. 

PROS: 
• Includes all information a foreign government wants

maintained in confidence.
• Does not prevent bulk or automatic declassification of older

information.

CONS: 
• Classifies some innocuous information.
• Automatic declassification may upset foreign government.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft .

6 
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OPTION 3: Information expressly received in confidence and no 
declassification without the foreign government1s consent. 

PROS: 
• Reduces volume of information being classified.
• Declassification actions unlikely to result in controversy with

foreign government.

CONS: 
• May limit sharing of information by a foreign government.
• Prevents bulk or automatic declassification of almost all older

materials.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft.

OPTION 4: Information expressly received in confidence and declassified in 
accordance with U.S. standards. (November 10, 1993 draft.) 

PROS: 
• Reduces volume of information being classified.
• Does not prevent bulk or automatic declassification of older

information.

CONS: 
• May limit sharing of information by a foreign government.
• Automatic declassification may upset foreign government.

DECISION: 

OPTION I 

OPTION2 __ 

OPTION3 __ 

OPTION 4 

ALTERNATIVE OPTION: 

7 



• 

• 

• 

NUMBER OF CLASSIFICATION LEVELS 

ISSUE: How many classification levels should the system include? 

OPTION 1: Retain three levels of classification. (Current system.) 

PROS: 
• Will not require retraining.
• Saves money by enabling lower safeguarding standards for

Confidential.
• Provides greatest compatibility with foreign classification

systems.

CONS: 
• Requires dubious sensitivity distinctions among the various

levels.
• Requires the use of subjective modifiers for Top Secret and

Secret.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft .

OPTION 2: Two level classification system, Top Secret and Secret with 
Secret at current threshold of Confidential (damage to national security). 

PROS: 
• Simplifies the current system.
• Recognizes the large-scale interchangeability of Secret and

Confidential in current system.
• Eliminates use of Confidential level to classify information for

handling purposes rather than national security.
• Creates greater uniformity in safeguarding standards.

CONS: 
• Appears "gimmicky" because the threshold for classification

stays the same.
• Requires the use of subjective modifier for Top Secret.
• Requires retraining on the application of the classification

levels.
• Requires lowering of safeguarding standards for Secret in order

not to increase costs .

8 
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OPTION 3: Two level classification system, Top Secret and Secret with 
Secret at current threshold of Secret (serious damage to national security). 

PROS: 
• Decreases amount of classified information by raising the

threshold.
• Simplifies the current system.
• Creates greater uniformity in safeguarding standards.

CONS: 
• Invites wholesale litigation over the meaning of "serious."
• Requires retraining on the application of the classification

levels.
• Requires lowering of safeguarding standards for Secret in order

not to increase costs.
• Requires the use of subjective modifiers for Top Secret and

Secret.

OPTION 4: Single classification level with two levels of protection. 

PROS: 
• Simplifies current system. 
• Eliminates subjective modifiers.
• Creates greater uniformity in safeguarding standards.
• Reduces safeguarding costs if special access programs are fully

incorporated into "enhanced protection system."

CONS: 
• Appears "gimmicky" because the threshold for classification

stays the same and the two level protection scheme looks like a
two level classification system.

• Increases safeguarding costs because baseline standards will
exceed current standards for protecting Confidential.

• Requires extensive retraining because, on its face, the system is
very different from the current system.

9 
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PORTION MARKING 

ISSUES: Should waivers from the portion marking requirement be allowed? 
If so, who should have the authority to grant such waivers? 

OPTION 1: Allow waivers to be issued by the agency head. (Current 
system.) 

PROS: 

• Retains decision making with the agency of origin.
• Facilitates the issuance of waivers.

CONS: 

• Results in the issuance of questionable waivers.
• Results in overclassification from failure to portion mark. (GAO

has identified failure to portion mark as a major cause of
overclassification.)

• Delays the declassification process.
• Creates confusion when non-portion marked information is

transmitted outside office of origin .

OPTION 2: Allow waivers to be issued by the Director ofISOO. 

PROS: 

• Permits waivers with the perception of greater objectivity.
• Allows non-justified requests to be denied.

CONS: 

• Results in overclassification from failure to portion mark. (GAO
has identified failure to portion mark as a major cause of
overclassification.)

• Delays the declassification process.
• Creates confusion when non-portion marked information is

transmitted outside office of origin.

OPTION 3: No waivers from portion marking requirement. (November 10, 
1993 draft.) 

11 
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PROS: 

• Promotes Government-wide uniformity in classification
decisions.

• Reduces overclassification.
• Facilitates the declassification process.
• Eliminates abuses of portion marking waivers.
• Facilitates the derivative classification process.

CONS: 

• Eliminates flexibility and increases costs in areas in which
waivers are appropriate.

• Slows the original classification process.
• Portion marking, as a process, may result in the disclosure of

sensitive information.

DECISION: 

OPTION! 

OPTION2 

OPTIONS 

ALTERNATIVE OPTION: 

12 
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DURATION OF ORIGINAL CLASSIFICATION DECISIONS

ISSUES: How long should information remain classified from the time of its
original classification? Should there be exceptions from automatic
declassification for specific information?

OPTION 1: Except for information for which the classifier is able to
establish a specific date or event for declassification, information shall
remain classified until reviewed and declassified by the agency of origin.
(Current system, "OADR. 11) 

PROS:
• Allows information to remain classified for as long as sensitivity

continues.
• Avoids arbitrary time frames.
• Assuages concerns of foreign governments about premature

declassification.

CONS:
• Keeps almost all information classified indefinitely.
• Encourages original classifiers to avoid consideration of

duration of sensitivity.
• Undermines credibility of the classification system.
• Requires expenditures to safeguard non-sensitive information.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft.

OPTION 2: Except for information for which the classifier is able to
establish an earlier date or event for declassification, set a short fixed time
frame (5 to 10 years) at which information is automatically declassified. �
However, each agency head may establish specific categories of information �
for which automatic declassification does not apply.

PROS:
• Promotes earlier declassification of information not excepted.
• Gives subject matter experts the opportunity to establish

duration.
• Allows excepted information to remain classified for as long as

sensitivity continues.
• Avoids arbitrary time frames for excepted information .

13



DURATION OF ORIGINAL CLASSIFICATION DECISIONS 

ALTERNATIVE OPTION: 

PROS: 

-THERE SHOULD BE A REBtm ABLE PRESUMPTION TilA T ALL
CLASSIFIED INFORMATION WILL BE DECLASSIFIED NO LATER THAN
10 YEARS FROM THE DATE OF CREATION.

-AGENCY HEADS SHOULD BE GIVEN SIX MONTHS TO IDENTIFY
CATEGORIES OF INFORMATION TilAT ARE UNLIKELY TO BE
DECLASSIFIED IN TEN YEARS AND ALLOWED TO CLASSIFY SUCH
INFORMATION FOR 15 OR20 YEARS. CATEGORIES R

E

VI
E

WED AND 

APPROVED BY SENIOR GOVERNMENT-WIDE DECISION BODY. 

-A DOCUMENT COULD BE EXEMPTED FROM AUTOMATIC

DECLASSIFICATION AT THE END OF 10, 15, OR 20 YEARS ONLY BY

THE HEAD OF THE AGENCY, DEPUTY, OR SENIOR OFFICIAL ON A

CASE-BY -CASE BASIS, UNLESS IT FELL WITHIN ONE OF THE

CATEGORIES OF INFORMATION, ELIGIBLE IN THE DRAFT ORDER, FOR

CONTINUED CLASSIFICATION BEYOND 20 YEARS.

• PROMOTES EARLIER DECLASSIFICATION OF INFORMATION NOT

EXCE'IED. 

• ALLOWS EXCEPI'ED INFORMATION TO BE PROTECrED FOR THE
APPROPRIATE TIME FRAME 

• PROMOTES GREATER WILLINGNESS TO RELEASE INFORMATION WITHOUT

REVIEW OR WTTH A VERY LIMITED REVIEW . 

• Low COST TO GOVERNMENT, HIGH BENEFIT TO THE PUBLIC, AND FEW

RESOURCES DIVERTED FROM REAL FOIA, PRIVACY ACT AND MANDATORY 

DECLASSIFICATION REQUESTS. 

• WILL BE CRITICISM THAT TOO MUCH WILL BE EXEMPTED FOR TOO LONG.

• STILL REQUIRES SOME REVIEW OF DOCUMENTS
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OPTION 3: Except for information for which the classifier is able to 
establish an earlier date or event for declassification, set a short fixed time 
frame (5 to 10 years) at which information is automatically declassified. 
However, a list of specific categories excepted from automatic declassification 
shall be listed in the executive order.

PROS:
• Promotes earlier declassification of information not excepted.
• Allows excepted information to remain classified for as long as 

sensitivity continues.
• Avoids arbitrary time frames for excepted information.
• Diminishes parochial interests and promotes uniformity in the 

establishment of exception categories.

CONS:
• Agencies will insist on exception categories that will virtually 

assure that almost all information can be interpreted as falling 
within an exception.

• Invites inconsistent application of exception categories by 
different agencies.

• Keeps almost all information classified indefinitely.
• Requires expenditures to safeguard non-sensitive information.
• Appears to regress from openness goals of PRD 29 and 

standards set in the leaked August 31 draft.

CONS:
• Historically, virtually assures that almost all information will 

be excepted.
• Invites inconsistent application of exception categories by 

different agencies.
• Keeps almost all information classified indefinitely.
• Requires expenditures to safeguard non-sensitive information.
• Appears to regress from openness goals of PRD 29 and 

standards set in the leaked August 31 draft.

OPTION 4: Except for information for which the classifier is able to 
establish an earlier date or event for declassification, set a short fixed time 
frame (5 to 10 years) at which information is automatically declassified. 
However, agencies may extend classification as information approaches 
declassification date and declassified information may be reclassified 
following an access request.
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OPTION 5: Except for information for which the classifier is able to 
establish an earlier date or event for declassification, set a short fixed time 
frame (5 to 10 years) at which information is automatically declassified. 
However, agencies may extend classification as information approaches 
declassification date, but information may not be classified or reclassified 
following an access request.

CONS:
• Arbitrary automatic declassification at short time frames 

necessitates review before disclosure.
• Sensitive information remaining in files will require agencies to 

commit significant resources to review for extensions if agencies 
are afraid to wait for an access review.

• Allowing reclassification invites criticism from requesters that 
automatic declassification is a gimmick.

• Increases possibility that sensitive information will be disclosed.
• Automatic declassification at short time frames without front- 

end exception categories invokes agency fear and criticism.

PROS:
• Goes farther toward automatic declassification than any prior 

system.
• Places the burden on keeping information classified rather than 

on declassifying information.
• Eliminates inconsistencies associated with the establishment 

and application of exception categories.
• Allows agencies to extend classification on information that 

remains sensitive.

PROS:
• Goes farther toward automatic declassification than any prior 

system.
• Places the burden on keeping information classified rather than 

on declassifying information.
• Eliminates inconsistencies associated with the establishment 

and application of exception categories.
• Allows agencies to extend classification on information that 

remains sensitive.
• Allows agencies to classify previously declassified information 

that remains sensitive as long as it has not been disclosed under 
proper authority.



DECISION:

OPTION 1 

OPTION 2 

OPTION 3 

OPTION 4 

OPTION 5 

ALTERNATIVE OPTION:

16

CONS:
• Classified information that remains sensitive will require 

agencies to commit significant resources to review for extensions 
prior to the date of declassification.

• Information that still meets the standards for classification will 
be declassified and disclosed.

• Automatic declassification at short time frames without front­
end exception categories and without possibility of 
reclassification will invoke intense agency fear and criticism.



DECLASSIFICATION OF OLDER INFORMATION

17

OPTION 1: Rely exclusively on systematic review at 25 or 30 years for 
declassifying older records.

PROS:
• Provides a declassification system that goes beyond any 

previously used.
• Results in the automatic declassification of many millions of 

pages of older records with minimum resource expenditure.
• Allows systematic review to focus on subjects of intense 

researcher interest at an earlier time period.

CONS:
• Systematic review is labor and cost intensive.
• Will never result in declassification of a significant portion of 

the current classified universe.
• Invites continued criticism that the system is no better than 

Cold War systems.
• Results in a system more regressive than under the Nixon and 

Carter Orders.

ISSUES: Should there be a "drop dead" date for declassifying older, 
permanently valuable information? Should there be exceptions? Should 
systematic review for declassification be continued?

OPTION 2: Establish a system with automatic declassification at 
approximately 40 years that includes narrow exceptions while maintaining a 
systematic review program at approximately 20 to 25 years. (November 10, 
1993 draft.)

PROS:
• Least likely to result in declassification of information that 

remains sensitive.
• Allows focusing of resources on information most likely to be of 

interest to researchers.
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CONS: 

• Exceptions may limit volume of automatic declassification.
• Extremely difficult to come up with comprehensive list of

narrow exceptions.
• Reference to 40 years invites criticism from both sides (too long,

too short).
• Automatic declassification may result in the disclosure of

information that remains sensitive.

OPTION 3: Establish a system with automatic declassification of all 
information at approximately 60 years (no exceptions) while maintaining a 
systematic review program at approximately 20 to 25 years. 

PROS: 

• Provides a declassification system that goes beyond any
previously used.

• Results in the automatic declassification of all older records
with minimum resource expenditure.

• Allows systematic review to focus on subjects of intense
researcher interest at an earlier time period.

• Simple system to implement.

CONS: 

• Reference to 60 years will invite strong criticism from openness
advocates, while not assuaging security concerns of the opposing
side.

• Automatic declassification may result in the disclosure of

information that remains sensitive.

DECISION: 

OPTION 1 

OPTION2 

OPTIONS 

ALTERNATIVE OPTION: 

18 
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ESTABLISHMENT OF DECLASSIFICATION DATABASE 

ISSUE: Should a Government-wide database of declassified information be 
established? 

OPTION 1: No database. 

PROS: 

• Avoids the significant costs of establishing a database.
• Avoids the threat to inadvertent disclosure that a database

represents.

CONS: 

• Inconsistent declassification decisions will continue to be made
and information will remain classified unnecessarily.

• Ignores the use of technology to enhance declassification.
• Invites horror stories about inconsistent declassification.
• Continues inefficiency and redundancy in reviews of the same or

similar information.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft .

OPTION 2: Establish database that involves discretionary agency 
participation. 

PROS: 

• Less ex.pensive to establish than a mandatory system.
• Establishes first step toward creation of a more comprehensive

database.

CONS: 

• A discretionary system with limited participation results in an
incomplete system.

• Inconsistent declassification decisions will continue to be made
and information will remain classified unnecessarily.

• Invites horror stories about inconsistent declassification.
• Continues inefficiency and redundancy in reviews of the same or

similar information.
• Appears to regress from openness goals of PRD 29 and

standards set in the leaked August 31 draft .

19 
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OPfION 3: Establish a mandatory database . 

PROS: 
• Declassification decisions will be consistent throughout

Government.
• More information will be declassified.
• Declassification process will be more efficient and less reliant on

human resources.
• Unclassified portions of database may be available for public use.

CONS: 
• Will involve significant start-up costs.
• Poses a threat of inadvertent disclosure.
• Establishment must overcome tremendous agency reluctance.

DECISION: 

OPfION 1 

OPTION2 

OPTION3 

ALTERNATIVE OPTION: 

20 
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SPECIAL ACCESS PROGRAMS 

ISSUES: Should Special Access Programs (SAPs) exist; if so, should we 
eliminate acquisition SAPs? What level of oversight is necessary? 

OPTION 1: Retain SAP system as it currently exists: Any agency head may 
create; no limits on subject; oversight limited to selected agency personnel 
and 1S00 Director only. 

PROS: 
• Maximizes protection of very sensitive or vulnerable programs.
• Retains agency hegemony over information deemed most critical

to that agency.

CONS: 
• Undermines the credibility of the regular classification system.
• Absence of outside oversight invites perception of abuse.
• Programs are generally far more costly than regular programs.
• Invites suspicion, criticism and "horror stories."

OPTION 2: Retain current options for application but increase external 
oversight. 

PROS: 
• Maximizes protection of very sensitive or vulnerable programs.
• Increased oversight should minimize abuses.

CONS: 
• Undermines the credibility of the regular classification system.
• Programs may still be more costly than regular programs.
• Suspicion, criticism and "horror stories" may diminish but will

not go away .
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OPTION 3: Retain current options for application but increase external 
oversight and require outside approval for continuation over an extended 
period. (November 10, 1993 draft.) 

PROS: 

• Maximizes protection of very sensitive or vulnerable programs.
• Increased oversight should minimize abuses.
• Provides an external mechanism to limit SAPs that continue

over an extended period.
• Increases credibility of approved SAPs if outside panel appears

to be objective.

CONS: 

• Undermines the credibility of the regular classification system.
• Programs may still be more costly than regular programs.
• Suspicion, criticism and "horror stories" may diminish but will

not go away.
• Outside scrutiny poses a slightly greater security risk; adds a

layer of bureaucracy; and may be viewed as a gimmick.

OPTION 4: Eliminate acquisition SAPs and increase external oversight for 
other SAPs. 

PROS: 

• Reduces the number ofSAPs.
• Eliminates the SAPs perceived to be the most expensive and the

most susceptible to abuse.
• Increased oversight should minimize abuses.
• Reduces security costs.

CONS: 

• Increases risk of compromise of state of the art technology.
• May shorten or diminish a weapon system's combat

effectiveness.
• Will create intense reaction within the military services . 
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OPTION 5: Eliminate SAPs, incorporate SAPs into specially protected 
programs of a single level classification system with dual levels of protection. 

PROS: 

• Simplifies the system.
• Standardizes levels of protection.
• Reduces costs of some systems.
• Increases credibility of regular classification system.

CONS: 

• Increases risk of compromise of state of the art technology.
• May shorten or diminish a weapon system's combat

effectiveness.
• Will create intense reaction within the military services.
• Necessitates retraining and adoption of new nomenclature.

OPTION 6: Eliminate all SAPs. 

PROS: 

• Reduces criticism of the security classification system.
• Reduces security costs .
• Forces agencies to enforce need-to-know.

CONS: 

• Increases risk of compromise of state of the art technology and
intelligence sources and methods.

• May shorten or diminish a weapon system's combat
effectiveness.

• Will create intense reaction within the military services and
intelligence community .
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DECISION: 

OPTIONl 

OPTION2 

OPTION3 

OPTION 4 

OPTION5 

OPTIONS 

ALTERNATIVE OPTION: 
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INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL 

ISSUES: Should there be an appeals panel to review an agency's actions on 
classification challenges and mandatory review requests? If so, who should 
be on the panel? 

OPTION 1: No panel. 

PROS: 

• Preserves agency discretion regarding agency information.
• Avoids costs associated with additional bureaucratic layers.

CONS: 

• No external mechanism within the executive branch to hear
classification challenges or access appeals.

• Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

• May result in more information remaining classified
unnecessarily

OPTION 2: Establish appeals panel comprised of senior executives within 
the civil service. 

PROS: 

• Establishes an outside entity to hear challenges and appeals.
• Increases possibility of greater openness.
• Increases public's recourse and perception of objectivity in

decisions regarding classification and declassification.
• Keeps participation at level of management more likely to be

familiar with the system and with more time to devote to the
task.

CONS: 

• Panel removes decisions from the agency of origin which is most
likely to have the greatest amount of expertise in the subject
matter.

• Establishing a panel adds a bureaucratic layer.
• Staff work to prepare for panel decisions is expensive and time

consuming.
• Resources devoted to external appeals may increase internal

backlog of individual requests.
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OPTION 3: Establish appeals panel comprised of top management political 
appointees. 

PROS: 

• Establishes an outside entity to hear challenges and appeals.
• Increases possibility of greater openness.
• Increases public's recourse and perception of objectivity in

decisions regarding classification and declassification.
• Participation at level of management perceived to be more

objective than career bureaucrats.

CONS: 

• Panel removes decisions from the agency of origin which is most
likely to have the greatest amount of expertise in the subject
matter.

• Establishing a panel adds a bureaucratic layer.
• Staff work to prepare for panel decisions is expensive and time

consuming.
• Resources devoted to external appeals may increase internal

backlog of individual requests.
• Top management may not have the expertise or time to devote

to this task .

OPTION 4: Establish appeals panel comprised of non-executive branch 
personnel appointed by the President. 

PROS: 

• Establishes an outside entity to hear challenges and appeals.
• Increases possibility of greater openness.
• Increases public's recourse and perception of objectivity in

decisions regarding classification and declassification.
• Participation of non-Government personnel perceived to be the

most objective .
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DECISION:

OPTION 1 

OPTION 2 

OPTION 3 

OPTION 4 

ALTERNATIVE OPTION:

i
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CONS:
Panel removes decisions from executive branch expertise. 
Establishing a panel creates a bureaucratic layer. 
Staff work to prepare for panel decisions is expensive and time 
consuming.
Resources devoted to external appeals may increase internal 
backlog of individual requests.
Lack of expertise more likely to result in poor or delayed 
decisions.
Use of non-Government personnel increases personnel security 
costs and poses greater risk of inadvertent or unauthorized 
disclosure.



INFORMATION SECURITY POLICY ADVISORY COUNCIL

OPTION 1: No council.

28

OPTION 2: Establish a council comprised of Government and non­
Government representatives whose function is solely advisory.

CONS:
• Council may diminish the flexibility of executive branch officials 

to establish policy.
• Establishing a council runs counter to the Administration's 

order to reduce the number of advisory committees.
• Staff work to support the council increases costs.

ISSUES: Should there be an advisory council consisting of Government and 
non-Government representatives to advise on classification matters? What 
should be the extent of the council's function?

PROS:
• Avoids costs associated with creating and supporting a council.
• Keeps responsibility for classification issues within the agencies

that create the information.

PROS:
• Allows non-Government individuals an opportunity to 

participate in classification policy.
• Increases possibility of greater openness.
• Increases public's perception of objectivity in classification 

policy.

CONS:
• No formal mechanism within the executive branch to hear 

recommendations from interested members of the public on the 
classification system.

• Appears to regress from openness goals of PRD 29 and 
standards set in the leaked August 31 draft.



DECISION:

OPTION 1 

OPTION 2 

OPTION 3 

ALTERNATIVE OPTION:
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OPTION 3: Establish a council comprised of Government and non­
Government representatives authorized to establish Government-wide policy 
priorities, e.g., mandate topics for declassification review.

CONS:
• Council may diminish the flexibility of executive branch officials 

to establish policy.
• Council removes decisions from the agency of origin which is 

most likely to have the greatest amount of expertise in the 
subject matter.

• Establishing specific priorities, e.g., declassification topics, 
diverts resources, which delays processing individual requests 
and appeals.

• Staff work to support the council increases costs.
• Establishing a council creates an additional bureaucratic layer.
• Use of non-Government personnel increases personnel security 

costs and poses greater risk of inadvertent or unauthorized 
disclosure.

PROS:
• Increases possibility of greater openness.
• Increases public's recourse and perception of objectivity in 

decisions regarding classification and declassification.
• Allows non-Government individuals an opportunity to 

participate in classification policy.



Section 1.6 Duration of Classification.

(a) At the time of original classification, the original classification authority 

from the date of the original decision, except as provided in paragraph (c), 

below.

could reasonably be expected to:

(1) reveal an intelligence source, or an intelligence method that 

remains active;

(2) reveal information that would clearly assist in the development or 

use of weapons of mass destruction;

(3) reveal information that would clearly impair United States 

cryptologic systems or activities;

(4) reveal information that would clearly impair the development or 

use of state of the art technology within a United States weapon system, 

intelligence gathering system, or counterintelligence system;

DRAFT

shall attempt to establish a specific date or event for declassification based 

upon the duration of the national security sensitivity of the information. The 

date or event shall not exceed the time frames in paragraph (b), below.

(b) If the original classification authority cannot determine an earlier

specific date or event for declassification, information originally classified 

under this Order shall be marked for automatic declassification ten years 

DRAFT
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(c) At the time of original classification, the original classification authority 
r 

may exempt from automatic declassification under paragraph (b), above, 

specific information, the release of which, even after the passage of ten years, 
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(5) reveal foreign government information received by the United

States with the clear expectation that the information would be protected for

a period greater than ten years; or

(6) violate a statute, treaty, or international agreement.

(d) Information marked for an indefinite duration of classification under

predecessor orders, for example, "Originating Agency's Determ.iI}ation

Required," or information classified under predecessor orders that contains

no declassification instructions shall be declassified in accordance with Part

3 of this Order.

* * * * * * 

Section 3.4 Automatic Declassification. 

(a) Information classified under this or any predecessor order shall be

automatically declassified 25 years from the date of its creation. Within

three years from the date of the issuance of this Order, all classified

information more than 25 years old shall be automatically declassified,

subject to paragraph (b), below.

(b) An agency head may exempt from automatic declassification under

paragraph (a), above, specific information, the release of which@ be

expected to:

DRAFT 
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intelligence source or method that remains active;

(2) reveal information^not publicly available that would clearly assi assist

reveal information^not publicly available^hat would clearly impair

the appeal is pending.

DRAFT

in the development or use of weapons of mass destruction;

(3)

United States cryptologic systems or activities;
(4) reveal information not publicly availablejthat would clearly impair 

the application of state of the art technology within a United States weapon 

system, intelligence gathering system, or counterintelligence system; or

(5) violate a statute, treaty, or international agreement.

(c) Any exemption as provided in paragraph (b), above, requires a written 

justification that identifies the specific information, explains why the 

information must remain classified for a longer period of time, and 

establishes a specific date or event for automatic declassification. The agency 

head or senior agency official shall provide the executive secretary of the 

Interagency Security Classification Appeals Panel, established in Section 5.4 

of this Order, with a copy of such a justification at least 180 days before the 

information is otherwise subject to automatic declassification under 

paragraph (a), above. The Panel may direct the agency not to exempt the 

information or to designate the information for automatic declassification at 

an earlier date than recommended. The Panel's decision may be appealed to 

the National Security Council. The information will remain classified while 

(1) identify a confidential human intelligence source 

information 

, orjeveal^

^otjjublicly availableybout a specific application of an

DRAFT
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provisions of this Order.

Section.

Section 3.5 Systematic Declassification Review.

Committee, established in Section 5.5 of this Order, on specific subject areas 

for systematic review concentration.

DRAFT

(d) Information exempted from automatic declassification under this Section 

shall remain subject to the mandatory and systematic declassification review 

declassification upon review; or

(2) recommendations of the Information Security Policy Advisory

(a) Each agency that has originated classified information under this Order 

or its predecessors shall establish and conduct a program for systematic 

declassification review. This program shall apply to historically valuable 

records excepted from automatic declassification under Section 3.4 of this 

Order. Agencies shall prioritize the systematic review of records based upon:

(1) the degree of researcher interest and the likelihood of 

(e) The Secretary of State shall commence negotiations with the appropriate 

officials of a foreign government or international organization of

governments to modify any treaty or international agreement that requires 

the classification of information longer than 25 years from the date of its 

creation, unless the treaty or international agreement pertains to

information that may otherwise remain classified beyond 25 years under this

DRAFT
December 1, 1993
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task was assigned to an interagency committee headed 
by Steven Garfinkel, director of the Information Secu­
rity Oversight Office.

The preliminary draft prepared by the task force—a 
draft that, ironically, was leaked to the public but 
not officially released—is a distinctly mixed bag, 
reflecting the continuing tensions among government 
agencies about the limits and demands of national 
security.

In several respects, the new draft order appears to be 

mass destruction. But painstaking review must become

I
f

x'-'wcholars almost universally agree that the feder- 
al government's current system for classifying 
national-security information is an anachro- 
nism and should be changed. Regrettably, the 

Clinton Administration's first draft of a new executive 
order on classification does not live up to the expecta­
tions of those who had hoped for thoroughgoing re­
form.

Historians studying the cold war—as well as con­
cerned citizens who seek to monitor national-security 
policies—have long criticized both the government’s 
rules for classifying and declassifying documents and 
the arbitrary way in which those, rules have been ap­
plied. At present, myriad regulations and guidelines 
dictate access to classified documents. Most govern­
ment agencies do not even attempt to follow a timetable 
for declassifying material. Innumerable documents 
dating back as far as World War I remain inaccessible 
to members of the public—ostensibly, but implausibly, 
because their disclosure could damage national securi-

■ta

around until they reached 40 years old, when they 
would be automatically declassified.

Considerable money and staff time could be saved if 
the maximum period that a document could remain 
classified were set at 20 years. Reviews of some espe­
cially sensitive documents would still be needed before 
they were declassified, because a few types of informa­
tion might remain sensitive after 20 years. This would 
include the names of confidential sources whose safety 
might be jeopardized if they were identified, or previ­
ously unpublished details of the design of weapons of

THOMAS KERR FOR THE

A Disappointing Draft
the Declassification 

of Federal Documents

ty The National Archives alone hold more than 300 a substantial improvement over the current system. It 
million pages of pre-1960 documents that must be re- ----------=--------
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been repeatedly revised by new Presidents, creating a system, such as requiring each government agency to

been since the early 1980’s, when President Reagan sion or contain unnecessarily expansive exceptions

grow. o
news. The bad news is that systematic declassification permit the disclosure of millions of documents dating

classified material.

provide security for the huge inventories of secret doc­

outside academe believe that the moment has now ar-

^7

viewed before they can be declassified.
The classification system is established by Presiden­

tial executive order, which means that the rules have

hardly the bold departure needed. The provision does 
not even match the maximum of 30 years set by Presi­
dent Nixon’s executive order, let alone President Car­
ter’s maximum of 20 years.

The Nixon and Carter orders were badly written,

may remain classified; it emphasizes automatic declas­
sification procedures; and it creates administrative 
mechanisms that will help improve the operation of the

the exception, limited to narrow categories ot informa­
tion, not the standard practice.

0 Classified documents created after the executive 
order takes effect would remain secret too long. Ac­
cording to the draft order, new classified documents 
would be placed on an automatic declassification 
schedule: New “Secret” documents would be declas­
sified after no more than 10 years and “Top Secret’’ 
documents after no more than 15 years. Again, this 
compares unfavorably with the Nixon schedule for de­
classification of “Top Secret” records after 10 years 
and with Carter’s 6 years.

security-classification system and preparation of a new 
executive order that would conform to "the reality of 
the current, rather than the past, threat potential." The

learn that billions of dollars are spent each year to
provide security for the huge inventories of secret doc­
uments.

With the end of the cold war, many people inside and

rived for a correspondingly dramatic restructuring of m&tsfo'r declassification won’t work'.'Recordt would

carry it out: The net result is a continued expansion of

* •** i^uuvi uiuvn weic Uduiy winivil.
One need not be a frustrated historian spending ever contained gaping loopholes, and were never effectively
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and painful. In contrast, not only did the Carter execu­
tive order direct such review when documents were 20

review, which the new draft order does not. Under the 
draft order, it seems all but inevitable that systematic 
review c' , .
undertaken. Many or most documents would sit

more time petitioning a non-responsive government 
agency to open its records in order to recognize that the 
system is broken. Any taxpayer would be alarmed to

concerns of public consumers of government informa­
tion. The cold war is over; it is time for the Berlin Wall 
of government secrecy to come down too.

confusing and sometimes inconsistent labyrinth. In 
1978, President Carter ordered that “declassification of 
classified information shall be given emphasis compa­
rable to that accorded to classification. ” If that instruc­
tion was ever obeyed in practice, it certainly has not

government-information policy. While no one suggests 
that there are no secrets that deserve protection any 
longer, it is harfl to find anyone who would deny that 
far tpo much information is being withheld under the 
elastic aegis of national security.

these provisions are not modified, we may see very 
little actual automatic declassification.

A revised draft order on secrecy is to be prepared 
this month and forwarded to the National Security 
Council for review. Congress and the general public 
probably will be allowed to comment on the revised 
draft before it takes effect. It is therefore vital that 
scholars, their professional societies, and other con­
cerned members of the public convey their experiences 
and expectations for reform to government officials, 
including Anthony Lake, President Clinton’s National 
Security Adviser.

The authors of the draft executive order have la­
bored in good faith to raise the classification system out 
of its present morass. But the simple fact is that, be­
cause most members of the task force represent agen­
cies concerned with protecting classified materials,

deleted it from hi.s own executive order on classifica­
tion; Declassification has been de-emphasized, and the 
volume of classified information has continued to

Last year, according to government statistics, some 
5.8 million decisions to classify information were 
made. Although this is a vast number, it is a healthy 11-

course, a 15-year declassification schedule 
M B *s actual>y followed would be prefera- 
% ble to a 6-year schedule that was ignored,

but it should be possible to do better. Un­
fortunately, the draft order contains generous provi­
sions allowing classification to be renewed as soon as

provide an accounting of the cost of putting the system 
into effect, periodic audits by the Inspector General, 
and sanctions for negligent classification.

On closer examination, however, the draft does not 
fulfill expectations. Several of its provisions lack preci- 

that could vitiate the impact of the new order. Some of 
the major problems:

a The maximum time that documents may remain 
classified is far too long. The draft would allow existing 
secrets to remain classified for as long as 40 years, after 
which documents would be automatically declassified, 
with some narrow exceptions. Although automatic de-

(m which documents are declassified, upon review, 
after a given period of years) dropped even faster—by 
around 30 per cent. Declassification is simply not a 
priority, especially for agencies with few resources to

. '■ VY VV11V11 UMVUlHClllS WC1 U

Last April, President Clinton issued Presidential Re- - years old; it also set a deadline for completing the
view Directive 29, calling-for a re-evaluation of the r ' ' ' ’ " ' “ ■

on a page-by-page

• Steven Aftergood directs the Project on Secrecy and 
of many classified documents would never be Government at the Federation of American Scientists

----------- ------- „.t in Washington.
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per-cent drop from the previous year. That’s the good classification will be welcome, because it will finally

from the 1950’s and earlier, the 40-year allowance is the date for automatic declassification approaches. If

enforced. No one would suggest that they be reinstat­
ed. But consider that those cold-war Presidents set a 
more ambitious standard than does the current draft.

A consensus has emerged among scholars and con­
cerned citizens that the maximum duration of classifi­
cation should be no more than 20 years, with only the 
narrowest of exceptions allowed.

b The process for systematically reviewing docu-

be subject to systematic review,___ r„o_
basis, when they were 25 years old. Such review is a 
costly, labor-intensive process that is notoriously slow their interests do not fully encompass or mirror the
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INFORMATION

MEMORANDUM FOR THE PRESIDENT

FROM: ANTHONY LAKE

PRD-29 Classification ReviewSUBJECT:

Even

cc: Vice President
Chief of Staff

News stories and commentary appearing in the New York Times and 
Washington Post have misrepresented the substance of our draft 
executive order when compared to the previous efforts of the 
Nixon and Carter administrations.

An initial draft now being circulated among the executive branch 
agencies establishes the commitment to openness of this
Administration regarding the classification process. It 
represents a first attempt at making significant revisions to the 
existing executive order on classification. It is anticipated 
that there will be further improvements in the draft in 
attempting to strike the proper balance between greater openness 
and the need to protect information which is vital to our 
security.

As you are aware, PRD-29 was issued on April 26, 1993, and 
directed a review of the manner in which we protect national 
security information. That review is to be completed by 
November 30, 1993, at which time a draft of a proposed new 
executive order superseding Executive Order 12356 will be 
submitted to the NSC.

The Nixon order required systematic review for all records 30 
years or older that had been classified before its issuance date 
of 1972, and then, only by the Archivist. Automatic 
declassification at 30 years applied only prospectively, to 
documents classified after the effective date of the order, 
then, agency heads could exempt any information deemed by that 
agency head to warrant continued classification.

A number of points require clarification. First, our order 
establishes a 40-year "drop dead" date. Critics have stated that 
both the Nixon and the Carter Executive Orders established 
shorter "drop dead" dates, 30 and 20 years respectively, for the 
automatic declassification of all classified documents. In fact 
neither the Nixon nor the Carter Executive Orders had automatic 
declassification dates that applied to information classified 
before their respective orders came into effect.
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The focus of the effort thus far has been to establish common 
sense procedures and the necessary accountability required to 
break the long-held practice of excessive and costly 
classification. At the same time, we are seeking to protect 
those secrets which truly impact on security.

The Carter order established systematic review for classified 
information for purposes of subsequent declassification at 20 
years. The Carter order contained no "drop dead" date, either 
retrospectively or prospectively.

We have also been criticized for the proposed duration of 
classification periods established at the time of original 
classification currently required in our order. Critics argue 
that both the Nixon and the Carter orders were more favorable. 
Respectively, Nixon established a standard of 10 years for "Top 
Secret" information, 8 years for "Secret" and 6 years for 
"Confidential." The Carter order established a 6-year 
standard for all levels of classification.

Our current draft establishes a 10-year standard for "Secret" and 
a 15-year standard for "Top Secret." The major difference, 
however, is that the current draft provides for no exceptions at 
the time of original classification. Any extension of 
classification will require another classification decision 
shortly before the information is automatically declassified. 
Both the Nixon and the Carter orders permitted exceptions at the 
time information was originally classified. In practice, 
therefore, over 90 percent of all material classified under the 
Nixon and the Carter orders was excepted from automatic 
declassification at the time it was originally classified. 
Our current draft will not permit such exceptions.

The "drop dead" date of 40 years for automatic declassification 
as currently written in our draft will result, literally, in 
millions of pages of classified documents being declassified 
within two years of the effective date of our order. In order to 
protect our most vital secrets we have proposed to exempt four 
narrow categories of information from automatic declassification.

Our proposed Executive Order, if implemented, will be the first 
Order to establish a "drop dead" date for previously classified 
information. Furthermore, our current draft establishes a 
requirement for systematic review after 25 years, splitting the 
difference between the Nixon order (30 years) and the Carter 
order (20 years).
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September 30, 1993

ACTION

MEMORANDUM FOR ANTHONY LAKE

THROUGH: GEORGE J. TENET

FROM: MICHAEL J. WAGUESPACK

SUBJECT: PRD-29 Classification Review

In addition to the changes addressed in the memorandum to the 
President, some of the other major changes to the existing 

The draft that is now being circulated among the executive branch 
agencies establishes the commitment to openness of this
Administration regarding the classification process. It 
represents a first attempt at making significant revisions to the 
existing executive order on classification. It is anticipated 
that there will be further improvements in the draft in 
attempting to strike the proper balance between greater openness 
and the need to protect information which is vital to our 
security.

As you are aware, the New York Times and the Washington Post have 
carried articles which are critical of the first draft of our 
proposed new executive order on the classification system. At 
Tab I is a memorandum to the President which provides him with 
background on the PRD-29 process and which clarifies some 
misstatements and omissions in this morning's articles.

News stories and commentary appearing in the New York Times and 
Washington Post have misrepresented the substance of our draft 
executive order when compared to the previous efforts of the 
Nixon and Carter administrations. A number of misleading points 
made in those stories and commentary require clarification. We 
have attempted to clarify those issues in the memorandum to the 
President at Tab I.

PRD-29 was issued on April 26, 1993, and directed a review of the 
manner in which we protect national security information. That 
review is to be completed by November 30, 1993, at which time a 
draft of a proposed new executive order superseding Executive 
Order 12356 will be submitted to the NSC. An initial draft is 
now being circulated among the various executive branch agencies 
for comment. The comments provided by the executive branch 
agencies will be considered for incorporation into a second draft 
which will then be submitted to the NSC staff. We anticipate 
that we will then circulate that draft for formal coordination 
and comment by relevant Congressional Committees and public 
interest groups.
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Allowing agency heads to declassify information if the 
public interest for the information outweighs the 
national security interest in continued classification, 
even if the information in question continues to meet 
the standards for classification.

Requiring individuals to challenge classification 
decisions they believe to be improper.

executive order (E.O. 12356) that are contained in the first 
draft currently being circulated include:

Instructing original classifiers to use classified 
addenda when national security protected information 
constitutes only a small portion of an otherwise 
unclassified document. As a result, more information 
will be readily available to the public.

Prohibiting classification when there is a reasonable 
doubt about the need to classify. This reinforces the 
openness theme in the preamble and sends a clear 
message to classifiers that classification should be 
done with restraint.

Reducing the levels of classification from three to 
two, "Top Secret" and "Secret," since it is recognized 
that the current levels of "Secret" and "Confidential" 
are largely interchangeable.

Establishing a security classification appeals panel to 
allow for an independent review of final agency 
decisions in the areas of classification challenges and 
declassification reviews.

Introducing a new term "national security protected 
information" in order to clarify that not all 
information related to national defense or foreign 
relations warrants classification.

Eliminating the presumption that any category of 
information is automatically classified, thereby 
eliminating automatic classification of information 
that may not meet classification standards.

Requiring classifiers to identify or describe the 
damage to national security at the time a document is 
classified. The order also requires that the name and 
position of the original classifier be included as one 
of the essential classification markings. These 
provisions are intended to make rote classifying more 
difficult and make classifiers more accountable to 
minimize excessive classification.

The focus of the effort thus far has been to establish common 
sense procedures and the necessary accountability required to 
break the long-held practice of excessive and costly 
classification. At the same time, we are seeking to protect 
those secrets which truly impact on security.
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Concurrence by: Neal Wolin

RECOMMENDATION

That you forward the memorandum to the President at Tab I.

Tab III

Attachments
Tab I
Tab II

Memorandum for the President
Comparison of New Draft with E.O. 12356 (Reagan 
Administration)
Copies of Washington Post and New York Times articles

Attached for your consideration is a side-by-side comparison of 
the provisions of the current Executive Order and our first 
draft.
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By NEIL A. LEWIS
Special 10 The Nf* Yor* Times

WASHINGTON, Sept. 29 - Trying to 
establish a post-cold-war policy for 
classifying Government documents, 
the Clinton Administration is consider­
ing a proposal intended to give the 
public easier access to sensitive infor­
mation but still allow officials consid­
erable discretion to withhold some se­

crets.
The proposal was drafted by a com­

mittee of Government officials ordered 
in April by President Clinton to design 
a new system for the United States to 
keep its secrets. A major part of the 
proposal is to automatically declassify 
virtually all Government documents 

after 40 years.
Steven Garfinkel, director of the In­

formation Security Oversight Office, 
who headed the committee that drafted 
the proposal, said today that if this 
provision was adopted it would be the; 
first time that Government secrets, 
would be automatically disclosed with-, 
out the need to wait for a review.

Mr Garfinkel said that if the provi- 
skxi was included in the final policy put,

good had misunderstood the Nixon and 
Carter executive orders. He said tft|t 
while Mr. Nixon the classified status of 
documents to last 30 years his on^r 
dealt only with documents from the

millions of documents" that have nev­
er been declassified.

“If, for example, this is adopted in 
1994, it would take effect two years 
later in 1996," Mr. Garfinkel said. 
“That would mean that, with few ex-' 
ceptions, any document from 1956 or 
earlier would be automatically dis-' 
closed."

He said the National Archives esti­
mated that it had 300 million to 400 
million classified documents from the 
World War 1 era up to 1956. Other, 
Government agencies also have large! 
numbers of documents, he said.

Mr. Garfinkel said that the proposal

President Jimmy Carter and Presi­
dent Richard M. Nixon before him 
adopted executive orders that they said
would curtail the burgeoning number 
of classified documents. But their ef­
forts were widely deemed by historians
and journalists to have had little effect

The Clinton draft proposal has al­
ready attracted critics. In an article on 
the Op-Ed page of The New York
Times on Thursday, two advocates of
greater Government openness contend
that the proposal does not fulfill the
promise to streamline the Govern­
ment's disclosure process.

Tom Blanton, the executive director
of the National Security Archive, a
private library of Government docu­
ments, and Steven Aftergood of the
Federation of American Scientisu, reviewed for possible declassification.

wrote in the article that the Clinton 
draft proposal did not “even meet the 
formal standards of openness se^by 
President Richard M. Nixon at the 
height of the cold war.”

Mr. Blanton and Mr. Aftergood said 
that the 4O-year period for declassify­
ing virtually al) documents was far too 
long. They said Mr. Nixon set a 30-year 
period and Mr. Carter set 20 year?.

Mr. Garfinkel disputed that view, 
saying that Mr. Blanton and Mr. Afj?r-
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Draft of Secrets Disclosure Order Draws Mixed Reviews

Aftergood
Ma draft ia

cz
which limits *Tbp Secret’ to inftfr-

,z..'f

By George Gardner Jr. 
Washm^ton Row Suft Wn"f

peeled to dadse damage ‘to the na­
tional security."

Under the proposal, all documents 
now legitimately classified as “Con­
fidential* could retain that status for 
six years and then be upgraded to 
“Secret." The only difference would 
be that under the proposed new or­
der, government censors would have 
to place their names or some other 
identifying label on a document 
stamped secret and write down “a 
concise reason" for the secrecy.

Documents could be stamped “Top 
Secret* under the proposal if disclo­
sure could reasonably be expected to 
cause “grave damage to the national 
security.* That is less rigorttts thtni 
the Reagan order no* tn efltfct,

order called for automatic declassi­
fication after 30 years, and the Car­
ter order, after 20 years. The order 
now in effect, issued by President 
Ronald Reagan in 1982, does not 
provide for automatic declassifica­
tion.

The Clinton administration draft 
would eliminate the “Confidential" 
stamp commonly applied to the least 
sensitive documents and permit only 
two levels of classification: Secret 
and Top Secret, according to a copy 
of the draft obtained by The Wash­
ington Post.

But the proposed definition for the 
new “Secret* classification is the 
same as the current definition for 
“Confidential,” information whose 
disclosure "reasonably could be ex­

The 54-page proposal was drawn 
up after interagency consultations by 
the director of the govemmentwide 
Information Security and Oversight 
Office, Steven Garfinkel. and has 
been distributed to U.S. intelligence 
agencies and other affected depart­
ments for comment. It is scheduled 
to be submitted to President Clinton 
and the National Security Council by
Nov. 30.
; “The predicate here is greater

six,* Blanton observed. “So it’s worse 
than Nixon and Carter again."

According to a recent report by 
the General Accounting Office, there 
are an estimated 304,248,500 pages 
of documents awaiting declassifica­
tion review at the National Archives 
dated prior to 1960, including at 
least 23,500 prior to World War II. 
Many documents have remained 
classified not because of White 
House rules but because the sheer 
number of items has overwhelmed 
available staff.

A congressional expert said tha' 
“as an absolutist, I would give th< 
draft a C-minus, but as a realist, an 
A-minus.” He said positive steps in 
the plan include creation of a govern­
mentwide database of declassified 
information and a “public interest' 
test that can be applied in determin­
ing whether a document should be 
declassified even meets the stan­
dards ffert continued secrecy.

mation whose disclosure would edbse spbets than the 1982 Rea| 
‘exceptionally grave damage.’

An executive order on national 
security information, now in draft 
form, would trigger the disclosure of 
millions of aging government secrets 
and require explicit justification for 
the classification of new records.

Critics who have studied the initial 
draft proposal, however, say it rep­
resents less of a change than it might 
seem at first and would still permit 
more government secrecy than or­
ders issued in the 1970s by presi­
dents Richard M. Nixon and Jimmy 
Carter at the height of the Cold War. 

The proposal calls for the auto­
matic declassification, with certain 
exceptions, of all classified informa­
tion that is 40 years old. Tfie Nixon 

i

Longtime entids of government 
secrecy said they were not im­
pressed, although they conceded the 
proposal was “better" in many re­
Jeds than the 1982 Reagan brder. 

“It would be hard to make the cur­
rent system much utorse than it is,’ 
said Steve Aftergood, director of the 
Federation of American Scientists' 
project on government secrecy. “The 
question is. are we moving to a post­
Cold War system or not. The answer 
seems to be not.”

Aftergood said he also feared that 
“this draft is as good as it's going to 
get," adding, “The only pressure on 
this draft [from the intelligence agen- 

— - ---------- ---— „ des and other government offices]
Openness,* asserted a White House will be to make it even weaker.” ’ 
official who asked not to be identi- ■ Tom Blanton, director of the non­
lied. The official emphasised that the profit National Security Archive, 
graft it likely to undergo sevml .res.■ n 

and will be reviewed iwe
by interested members of to retain that status for 15 years. 

Congress and perhaps the “NtaOa SaM 10 years, and Carter said

o isiaformation clawirfied as Top Seci
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Secrets and More Secrets

H
of openness?

By Steven Aftergood 
and Tom Blanton

Steven Aftergood heads the secrecy 
and government project of the Feder­
ation of American Scientists. Tom 
Blanton is executive director of the 
National Security Archive, a non­
governmental research institute.
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ger told a group of historians that 
most secret documents could be re­
leased within 10 years without dam­
aging the national security.

Presidents Nixon and Carter also 
formulated better “sunset” stand­
ards — setting a date at the time of 
classification for the automatic re­

live information with the public's 
need to know.” 

/•

Washington 
istorians and journal­
ists cheered last 
April when Presi­
dent Clinton ordered 
a sweeping review of 
the cold war rules 

for Government secrecy. Headlines 
predicted the imminent release of 
millions of classified documents, 
some dating back to World War 1. But 
in crucial respects, the first draft of 
that review, which leaked out in 
Washington this week, does not even 
meet the formal standards of open­
ness set by President Richard M. 
Nixon at the height of the cold war.

The draft proposal — the work of a 
task force of career secrecy bureau­
crats — is full of rhetorical lip service 
to the idea of openness. For example, 
it claims credit for setting a "maxi­
mum life span" for classified infor­
mation — what the archival world

What happened to 
Clinton’s promise

calls a drop-dead date. But the pro- some valuable improvements. It 
posed implementing language sets would eliminate the presumption that 
that date at 40 years — with excep- any national security information is 

classified; establish a Government­
wide database of declassified docu­
ments; and penalize abuse of classifi-
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~ ' j reform will never fulfill even this
would have sunsets of 15 years (un- draft report's promise: to balance 
less they were granted extensions for "the need to protect critically sensi- 

additional decades).
The draft proposal would make

tions for even longer withholding.
By contrast, in his 1972 executive 

order President Nixon set a drop- 
dead date at 30 years, and in 1978 cation, whether negligent or willful. 
President Jimmy Carter chose 20 But the contradictions overwhelm 
years. And this summer former Sec- the reforms. The draft order would 
retary of State Lawrence Eaglebur- aB0W  but it would not require — 

 Government officials to consider the
public's need to know when they de­
cide whether to classify documents. 
And the order would perpetuate an 
unrealistic aspect of the old system: 
all agencies would be required to 
conduct systematic review of classi­
fied documents older than 25 years — 
something that has never worked in 
the past and will not work today.

It is impractical, perhaps even im­
possible, to review al) of the countless 
documents that are over 25 years old. 
Without real change, taxpayers will 
wind up spending millions of dollars 
for page-by-page reviews and still 
suffer an enormous bottleneck of 
dusty secrets. And without real 

teM* of Qw dOCumML The draft' pro- change in thisdraft proposal,.secrecy 

posal says new top-secret documents >—----- -------- -------- . .
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OR SEVEN YEARS, WHILE I SAT 
chained in a series of secret cells in 
Lebanon, millions of Americans felt 
themselves to be held hostage, too. 
They watched their Government 
stumble, lie, break laws and gener­
ally show itself unable to handle the 
dilemma forced on it by a tiny group

of fanatical, fundamentalist Moslems in one of the 
Middle East's smallest countries.

During that time, the American people took the 
hostages to their hearts in a way difficult to under­
stand. It was very personal, beyond just a vague 
concern for compatriou in trouble. They came to 
care deeply about us. Tens of thousands wore 
bracelets with our names. And they rejoiced with us 
when, one by one, we were restored to freedom.

In the 15 months since my release on Dec. 4,1991, 
I have begun to understand the depth of that feeling. 
But I haven't yet been able co understand why this 
drama gripped so many people so personally — 
among them Ronald Reagan, who risked his Presi­
dency over it Now I'm at work on a book about my 
experience. As part of that effort, I have been trying 
to obtain whatever Government files I can under 
the Federal Freedom of Information Act I have 
never had occasion to use the act before, despite 
some 25 years in journalism. I've worked mostly in 
the field, where facts are what jump up in front of 
you, or behind you, not something you winnow out of 
a pile of dusty Government documents. Nonethe­
less, I was familiar with the act, and with its 
stated purpose: to help people like me gain access 
to Government files concerning us, or major 
public issues.

Like many others before me who have tried, 1 
have found the Freedom of Information Act to be 
badly misnamed — a joke or an insult. I'm not 
sure which. The Government has persistently 
refused me access to records and files about my 
capture and incarceration in Lebanon. Its lack of 
cooperation has been at times comical, at times 
unbelievable.

that my request was "in excess of 9<0 others. 
The Air Force begged forgiveness, blaming “a 
large backlog of initial requests" as well as "lim­
ited personnel resources," and informing me that 
they would be "unable to complete [my] request 
within the statutory time requirements." The 
National Security Council advised that it would 
"make every effort to expedite our response." A 
phone call six months later revealed that my 
request hadn't even begun to be processed. I have 
still heard nothing further.

The second theme was "Where Is It Hiding?" 
When 1 began my search, Freedom of Informa­
tion experts advised me to file the same request 
to several agencies. Each agency might edit dif­
ferent pages, so I might be able to compare the 
same documenu edited by, say, the C.I.A. and the 
National Security Council, and piece together the 
whole thing. The tactic has been useful. It also 
provides another benefit: Very often one agency 
will locate a document in its files that originated 
with another agency whose officers have main­
tained they have nothing. The Army, for example, 
found CX*. documents that the C.I A. itself could­
n't seem to locate. (The documents, under the act 
were sent back to the CIA. for review. That 
agency denied them to me.)

We decided to call the third category "Where 
Did This Come From?" I’ve received a number of 
documents I never asked for and don't want. The 
Air Force, for instance, sent me reports on ter­
rorism in Spain, Turkey, India and Colombia. I 
received as well a great pile of reporU from the 
Foreign Broadcast Information Service. This is 
an agency that monitors foreign news broadcasts 
and distributes summaries to other departments 
(and to the public). Why were they classified in 
the first place?

The largest and most creative theme we la­
beled "You've Got to be Kidding." The Air Force 
sent me SI pages of documents they deemed 
relevant to my request. Twenty-six were totally 
blank, 20 showed only addresses with all text 
redacted, 3 were newspaper reports and 3 were 
reports on terrorism in countries outside the 
Middle Ease

The Army sent me 633 pages in random order. 
What was not edited was innocuous and less 
informative than most (Continued on page S8)

The Freedom of Information Act was con­
ceived in the 1950's by members of Congress 
desperate to gain the release of files on people 
who had come under attack by Senator Joseph 
McCarthy for supposed disloyalty. Approved fi­
nally by Congress In 1966, the act established as 
law the simple belief that Government records 
should be available to the public. The burden of 
proof was to be on the Government to justify 
keeping information classified. It hasn't worked 
out that way.

Presidents from Eisenhower through Carter 
encouraged the declassification of files through 
executive orders. But in 1982. President Reagan 
issued an order that reversed Freedom of Infor­
mation Act advances, eliminated routine declas­
sification and even allowed reclassification of 
documents already released, violating the intent 
and purpose of the act

Last summer, 1 sent requests for information 
under the act to 10 agencies. I wanted files on 
myself, my fiancie, two other hostages (with their 
permission) and the group known as Islamic Jihad 
1 wrote to the C.I.A, the F B I., the State Depart­
ment. the National Security Council, the Justice 
Department, the Drug Enforcement Agency 
(D.EA. agents had been involved with Lieut. Col 
Oliver North in efforts to win our release), the 
Defense Intelligence Agency and the intelligence 
arms of the Army, Navy and Air Force.

My research assistant, Claudia Kalb, began 
clearing out a space in the basement for the files 1 
knew would shortly be forthcoming. It was weeks 
before the replies began trickling in. The first 
were all much the same, and all violated the first 
and most basic requirement of the Freedom of 
Information Act — that requests be responded to 
within 10 days. The GLA's letter was typical: 
"Since we cannot respond within the ten working 
days stipulated by the F.O.l A., you have the right 
to consider this a denial and may appeal.”

Appeal what? We hadn’t even started yet.
Over the next few months, as our correspondence 

began to pile up, several themes developed. All fell 
under the general heading of withholding delaying 
ignoring and redacting — blacking out information 
in documents released in huge bars and blocks.

The first theme Claudia dubbed the "Delayed 
Delay." A Defense Department postcard warned 
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cess your request as soon as
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vacy must be notarized.

At the same time, I can't
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stumble for
years from
crisis to crisis,
neither a
dictatorship
nor a
democracy.

nario of all.
And the hard winters still 

come to the village of Nizh-

 ; \ 2_:_‘ ---- J is that I may have to wail
release I feel as if I've been longer for my files than 1 did

seriously. The one document banging and banging on a

to do We cannot judge them tematic declassification re- 
without information. Could it mains to be created, 
be that they do not wish to be

of Russian ambivalence to­
ward foreign businesses, 
partly because of Western 
reluctance to l 
enough aid to guarantee

> to follow through on re-
Of my 50 requests, I've re- quests — and in so doing, 

,1TO   ceived 20 denials, 9 from the force the Government to
had not been doing and why. agencies to which they were take us seriously.

items, like retreat. Even if democracy 
and the private economic
sector grow, the country 

private businessmen would will find its own particular 

still be involved mostly in cr.i “i

(■Continued from page 35) 

newspaper reports from the

to the West and a xenopho­
bia, an embrace of political 

-.■z—j few individual farm- pluralism and a deep desire
ers would be willing to risk for order and authority. an 
going out on their own. In- i...—------- ------ -y- -----

have the time to push their
_____  requests through to the end —

The F B I 's Freedom of In- especially journalists who 
formation Act officers have work under tight deadlines 

taken to amending the agen­
cy's form letter personally.
The last line reads. "We so-

• !

although officials and for­
mer officials could enrich
themselves by funneling cided for a long time, he 
goods into the private mar- believes, and P ‘*‘_ 

ketplace.
might I

all, Tve received roughly sassination of
1,500 pages. 90 percent of
them from just two agen-

■ -- ", Freedom of Information
judged, and that is why the Act requesters have a re- 
system makes it so hard to sponsibility as well We have 

cause 1 wanted to find out come by that information? I- -------- - - 

both what the Government 
had been doing and what it

—7?* ----- • believes, and Russia's
Entrepreneurs course might very well zig- 

begin producing zag between advance and

some consumer i---------
clothing, furniture, toys.
books and music tapes, but

blend the efficiency of Cohen, the director of Rus­
sian studies at Princeton 
University, takes a long 

cautioning 
2— ‘-J that Russia moves very

and most other heavy man- slowly, usually in gray 
ufacturmg might remain in areas where dichotomies 
the hands of Government, and clear-cut categories do 

not exist. The issues and 
choices can remain unde-

sitive investigations. 1 am would cause "demonstrable 
fully aware that some of the harm" to release it — harm 
information I am seeking that would have to be identi-

cate, obituary or a recog- names intelligence agents
nized reference

and selling them. Russia is caught in com-
Agriculture would re- peting impulses that coexist 

main largely under the ju- with each other: an opening 
risdictlon of collective ' 
farms or state farms, for
very

locked room, only to find, 
when the door is opened a 
crack, that there's nothing 
inside

What should be done’ With 
a new administration in 
Washington, there is renewed 
hope that the classification 
trend of the 80's will be re­
versed and that the F reedom 
of Information Act will redis­
cover its roots. Members of 
Congress, including Senator 
Daniel Patrick Moynihan and 
Representatives Louise M 
Slaughter and Nita M Lowey, 
are pressing the White House 
tor action on the problem 
That might be enough It's not 
the law that has to be 
changed, but the culture of 
noncooperation among bu­
reaucrats. Firm direction 
could do that.

My recommendation is 
that President Clinton 
promptly issue a new execu­
tive order on classification 
that will restore reasonable 
access to information. A poli­
cy paper sent to President 

 Clinton by a group of news­
in such delicate areas, the media organizations recom- 

Government has a right to mends that the President in- 
; — ■- —;-------- , sure that information be with-

I was the focus of highly sen- held only when its release 
sitive investigations. I am t— ------- - ----- 7“^

■ documents is just about 
formation that I haven't had zero. Nearly a fifth of the 

the chance to review? |

formulas and not adopt
stealing state-made goods those of the United Sutes^ 

and selling them. F,—~

Such a Presidential order 
would more fairly balance 
the public’s right to know 

 and the need to maintain na-
believe that much of the Infor- tional security. Authority to 

_J1U  mation in those files poses classify needs to be limited
"Without proof of death or any danger to national securi- and checked It makes no 

, . — _ ________J- I- —tn nartvtit
a notarized authorization, 
the disclosure of law en­
forcement records or infor­
mation 1-------
vate citizen is considered an 
unwarranted invasion of 
personal privacy." 

I filed Freedom of Infor­
mation Act requests be-

; Where lives and national se-
must specifically identify curity are at stake, 1 am 
the person waiving privacy quick to justify caution, 
(including full names. “ " 
dates, and places of birth, 
and present address)

; ; ------- • misuse by requesters con­
quest for information about ducting technological espio- 
the . . individuals will not nage or criminals, 
be processed by the F.B.I.
without either proof of 
death or a notarized autho- national secrets. In my case, 
rization (privacy waiver)
from that person

"Proof of death can be
a copy of a death certifi-

One of my primary goals originally sent, 11 from 

was to determine how well
Government officials were
informed Did they know ty-three of my requests have 
who my captors were? Did not yet been processed In 

they understand their psy­
chology, their philosophy,
their conduct? How much
did they know about me?
Were they in possession of
derogatory or incorrect in­

rapid privatization of the 

economy •

ty. The hostage crisis is over, sense to permit documents 
It is time now to judge our to be reclassified after they 

_  leaders on how well they have have been released to the
about another pri- done the jobs we elected them public. A schedule for sys-

Most likely.
Russia will

Admittedly, we're fortu­
nate even to have a Free­
dom of Information Act. The 

licit your understanding and United States is the only 
assure you that we will pro- country that does But given 
----- —- its existence, shouldn't we 
possible." The last four words expect that the Government 
are crossed out by hand. hold it to reasonable stand-

My favorite response also ards? No doubt there are 
came from the F.B.I. It con- times when withholding in- 
cerned my request on Islam- formation is justified. The 
ic Jihad and nine terrorists act is subject to widespread 

I cited by name: "Your re-

that 1 did receive back on 
appeal from the Defense In­
telligence Agency showed 
that the preliminary review­
er had been too quick to clas- 

Middfe East The Defense sify it. The large paragraphs 

Intelligence Agency was entirely blacked out on my 
more cooperative It said it first request were completely 
had indeed found documents decensored in my appeal, re- 
relevant to my request — vealing information that 
40,000 of them. I knew many should never have been clas- 
would be useless, so I asked sified in the first place. Unfor- 
for an index Impossible, the tunately, very few people 
agency said. The index is 
classified.

:‘-l. ” ' • infatuation with the free
consistent Government pol- market and a revulsion over 
icies would continue to un- its methods and results 
dermine confidence; farm- These uneasy contradictions 
ers permitted to lease land make muddling through 
one year might be thwarted probably the most likely sce- 
by local officials the next ' *”
Only half steps would be
taken toward private land 
ownership — acreage neangarsk. ■

might have to be held at 
least a decade before being 
sold, for example — and 
farmers would have no net­
work of financial institu­
tions from which they can 
get loans.

Politically, in this see- 
nario, Russia would be nei­
ther a dictatorship nor a 
full-fledged democracy but 
would stumble from crisis 
to crisis, along what might 
seem to many Russians the 
brink of anarchy. No new 
Constitution could have 
emerged from the conten­
tious atmosphere; the old. 
Soviet-era charter would 
have been amended into an 
even stranger patchwork 
The legislative and execu­
tive branches would contin­
ue to vie for dominance, but 
their maneuvers might 
bring about a crude balance 

 of power. The economic
eccnemy — demanded by tribulations and the specter 
the International Monetary of political disorder would 
Fund as a condition of as- promote an illiberal mood 
sistance. Western invest- in the public, but the spirit 
ment would still be fitful of open debate would still be 
and uneven, partly because pervasive. The press would 

remain irreverent.
For years, Russia's prob­

lems have boiled up as if 
provide they were volatile chemi- 

  „ ? cals that must eventually
Foans’and stabilizelhe ruble, decay or explode. The no- 

The economy would re- tion that they can endure 
main a mixture of state indefinitely, without resolu- 
ownership and private en- tion, has always seemed 
terprise as authorities try improbable. But Stephen F. 

to I ' ,
the market with the social 
protections of the welfare 
state. Transportation, min- perspective,
ing, the weapons industry

fied at the time of classifica- 
  and sources who cannot, and tion or when an agency re­

Waivers of personal pri- should not, be revealed fuses to declassify.

1 My story is not unusual, 
agencies' whose files had The act also allowed the in­
turned up elsewhere. Twen- ordinate delay of P.O.W.- 

" * M.l.A. documents; of
records relating to the as- 

t President 
John F. Kennedy; of docu­
ments pertaining to the his- 

cies. The sum total of what tory of United States export 
I've learned from released licensing to Iraq prior to the 

Persian Gulf War.
I’ve given up on getting 

« ~  pages are heavily — or to- any substantive information
" All of the responses, from tally - redacted Many oth- in time for my book What I
the most useless to the most ers are press reports Still find more difficult to accept 
absurd, make one thing clear others are dated after my
First requests are not taken
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pleting deriswificarion work begun tknB against North Korea during the 
last year under his predecessor, Rob- Korean W«|nd operations in Laos in 
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War covert actions” more than 30 
years old, including activities in sup-
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genc« SMimates, Woolsey Mid. Such to work hard to disclose as much of

tent with our mission—warts and 
aU,'Woolsey said.

He said he also had ordered declas-

K

^d“ W3^“the"& fo^' s^iet declassifying ita files on Berlin at the

1

R.JA»

hl

b «
L;' •

■ !r.

J I
r

10 29,1993;.

41

i&i..

the end of this year and, at least in 
some cases, reflect significant errors 
by the CIA.

The CIA is taking the wraps off 
national intelligence estimates on the 
Soviet Unionfrom 1947 to 1961 on 
Thursday, along with previously clas­
sified articles from ita quarterly jour­
nal, “Studies in Intelligence."

Woolsey said the declassification of 
records, including embarrassing 
ones, was consistent with President 
Clinton’s goal of changing the way 
classified information is handled and 
was in the interest of better under­
standing the Cold War. But he em­
phasized that some old secrets would 
remain classified to protect intelli­
gence sources and methods—for in­
stance, the names of Cold War spies 
in the East Bloc.

I

height of the Cold War and planned to 
release next year the first unclassi­
fied history of the CIA.

He said the agency expected to 
declassify and release within the next 
month 80 percent to 90 percent of 
the 10,000 or more pages of CIA ma­
terial related to the 1963 assassina­
tion of President John F. Kennedy. It 
initially sought to withhold them last 

month.
Woolsey said he was building on 

moves to greater openness started 
by Gates, who announced plans to 
declassify records on the 1961 Bay of 
Pigs invasion of Cuba, the overthrow 
of the president of Guatemala in 
1954 and the 1953 coup that in­
stalled the late Shah Mohammed 
Reza Pahlavi in Iran. Those docu­
ments are expected to be released by

. Permanent Select Committee on h- 

, exigence, Woolsey said hejiad ap-

WtoOt

tlje veil on

______ _____ w ' cer­
tain information is no longer re­
quired, then we owe it to our citizens

estimates, prepared for the presi- that information as we can, consis-

with those of the other parts (rf the
r U* intelligence community. — --------- .-------- ---  ----

________ Woolsey said documenU relating siflcation review of “significant Cold 
■ara T - Select Committee on In- to the Korean War and deepening Ci “
-- ----------- - “ • U.S. involvanent in Vietnam in the years old, including activities m sup- 
psoved a new “block review" system ear|y 1960« would be among those to port of democracy in France and Italy
for releasing secret analyses on top- be declassified through the new sys- in the 1940s and 1950s, support to
ics of special historical interest 30 tem. He did not say when this mate- anti-Sukamo rebels in Indonesia in
years or older. ' rial would be released. -■ ttMS^to'fibetan guerrillas m

Thia m»anft that for these records But he said the agency was com- the 1950s and early 1960s, opera- 

I
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REVISED 9/28/93

o

o

o

CLASSIFIED.

o

o REDUCES THE LEVELS OF CLASSIFICATION FROM THREE TO TWO, 
"TOP SECRET" AND "SECRET," SINCE IT IS RECOGNIZED THAT

STRESSES IN THE PREAMBLE AND THROUGHOUT THE ORDER THE 
ADMINISTRATION'S COMMITMENT TO OPENNESS PRINCIPALS AND 
BALANCING THE NEED TO PROTECT CRITICALLY SENSITIVE 
INFORMATION WITH THE PUBLIC'S NEED TO KNOW.

INTRODUCES A NEW TERM "NATIONAL SECURITY PROTECTED
INFORMATION" IN ORDER TO CLARIFY THAT NOT ALL
INFORMATION RELATED TO NATIONAL DEFENSE OR FOREIGN 
RELATIONS WARRANTS CLASSIFICATION.

REQUIRES CLASSIFIERS TO IDENTIFY OR DESCRIBE THE DAMAGE 
TO NATIONAL SECURITY AT THE TIME A DOCUMENT IS

THIS IS INTENDED TO MAKE ROTE CLASSIFYING 
MORE DIFFICULT, MAKE CLASSIFIERS MORE ACCOUNTABLE, AND
MINIMIZE EXCESSIVE CLASSIFICATION.

PRESS GUIDANCE FOR PRD-29
REVIEW OF CLASSIFICATION PROCEDURES 

NATIONAL SECURITY INFORMATION

o SOME OF THE MAJOR CHANGES TO THE EXISTING EXECUTIVE ORDER 
(E.O. 12356) CONTAINED IN THIS DRAFT INCLUDE:

PROHIBITS CLASSIFICATION WHEN THERE IS A REASONABLE 
DOUBT ABOUT THE NEED TO CLASSIFY. THIS REINFORCES THE 
OPENNESS THEME IN THE PREAMBLE AND SENDS A CLEAR 
MESSAGE TO CLASSIFIERS THAT CLASSIFICATION SHOULD BE
DONE WITH RESTRAINT.

o THIS FIRST DRAFT ESTABLISHES THE DIRECTION OF THIS
ADMINISTRATION REGARDING THE CLASSIFICATION PROCESS. AT THE SAME 
TIME IT MUST BE REALIZED THAT THIS DRAFT REPRESENTS ONLY THE
FIRST EFFORTS IN THE DEVELOPMENT OF WHAT IS INTENDED TO BE, IN 
THE END, A SIGNIFICANT CHANGE IN THE WAY THE GOVERNMENT
CLASSIFIES AND SAFEGUARDS NATIONAL SECURITY INFORMATION.

o A PRESIDENTIAL REVIEW OF OUR PRESENT CLASSIFICATION SYSTEM 
AND THE WAY WE PROTECT NATIONAL SECURITY INFORMATION WAS DIRECTED 
ON APRIL 26, 1993. THE REVIEW IS TO BE COMPLETED BY NOVEMBER 30, 
1993, AT WHICH TIME A DRAFT OF A PROPOSED NEW EXECUTIVE ORDER 
SUPERSEDING E.O. 12356 IS TO BE PRESENTED BY THE TASK FORCE FOR 
FORMAL COORDINATION UNDER THE PROVISIONS OF E.O. 11030.

o THE COMMENT PERIOD ENVISIONED FOR THE FIRST DRAFT WILL BE 
COMPLETED BY OCTOBER 15, 1993. ANOTHER DRAFT, WHICH WILL 
INCORPORATE COMMENTS ELICITED DURING THIS COMMENT PERIOD WILL 
THEN BE DEVELOPED. THE SECOND DRAFT WILL THEN BE CIRCULATED FOR 
FURTHER COMMENT.

o THE ONGOING REVIEW PROCESS CALLS FOR A SERIES OF PRELIMINARY 
DRAFTS TO BE DEVELOPED AND COMMENTED UPON PRIOR TO SUBMISSION OF 
THE FORMAL DRAFT BY THE TASK FORCE ON NOVEMBER 30, 1993. THE 
FIRST SUCH DRAFT HAS BEEN CIRCULATED TO THE VARIOUS EXECUTIVE 
BRANCH AGENCIES FOR COMMENT.
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o

o

o

o

E.O.

o

DIRECTS AGENCIES TO ESTABLISH PROCEDURES FOR PROCESSING 
CHALLENGES TO CLASSIFICATION AND FOR ENSURING THAT 
CHALLENGERS ARE NOT SUBJECT TO RETRIBUTION.
12356, WHILE ENCOURAGING CHALLENGES TO PERCEIVED
IMPROPER CLASSIFICATION, DOES NOT PROVIDE ANY MECHANISM 
FOR PROCESSING SUCH CHALLENGES, NOR DOES IT PROTECT 
AGAINST RETRIBUTION.

LIMITS THE SCOPE OF "FOREIGN GOVERNMENT INFORMATION" TO 
INFORMATION EXPRESSLY RECEIVED IN CONFIDENCE
RATHER THAN INFORMATION RECEIVED IN IMPLIED OR 
EXPRESSED CONFIDENCE. THIS ELIMINATES THE PRESUMPTION 
THAT ALL INFORMATION OBTAINED ON FOREIGN SOIL OR 
INDIRECTLY TIED TO A FOREIGN OFFICIAL IS "FOREIGN 
GOVERNMENT INFORMATION" WHICH REQUIRES CLASSIFICATION.

ABOLISHES THE INDEFINITE DURATION OF CLASSIFICATION BY 
ELIMINATING THE USE OF "ORIGINATING AGENCY'S
DETERMINATION REQUIRED" (OADR) AND ESTABLISHES A 10
YEAR LIMIT FOR "SECRET" INFORMATION AND A 15-YEAR LIMIT 
FOR "TOP SECRET" INFORMATION. ANY EXTENSION WILL
REQUIRE ANOTHER FORMAL CLASSIFICATION DECISION JUST 
PRIOR TO AUTOMATIC DECLASSIFICATION OF THE INFORMATION. 
THIS CHANGE WILL ELIMINATE OVERCLASSIFICATION THAT HAS 
BEEN ASSOCIATED WITH THE INDISCRIMINATE USE OF THE 
INDEFINITE DURATION OF CLASSIFICATION, I.E. "OADR".

PROHIBITS THE RECLASSIFICATION OF INFORMATION AFTER IT 
HAS BEEN DECLASSIFIED AND RELEASED TO THE PUBLIC UNDER 
PROPER AUTHORITY. THIS REVISION IS DESIGNED TO REMOVE 
THE PROVISION OF E.O. 12356 WHICH ALLOWS FOR
RECLASSIFICATION OF INFORMATION THAT MANY BELIEVE IS 
SUBJECT TO ABUSE.

REQUIRES THE AUTOMATIC DECLASSIFICATIO^ OF INFORMATION 

THAT IS 40-YEARS OLD, THEREBY ESTABLISHING A MAXIMUM 
LIFE SPAN FOR ALL NATIONAL SECURITY PROTECTED 
INFORMATION. IT IS INTENDED THAT THERE WILL ONLY BE 
FOUR NARROW CATEGORIES EXEMPTED FROM THIS PROVISION, 
SUCH AS THE IDENTITY OF A HUMAN INTELLIGENCE SOURCE. 
THE NEW ORDER WILL ALSO REQUIRE ALL NATIONAL SECURITY 
PROTECTED INFORMATION MORE THAN 40-YEARS OLD PRIOR TO 
THE ISSUANCE OF THIS ORDER TO BE DECLASSIFIED WITHIN 
TWO YEARS OF THE EFFECTIVE DATE OF THE ORDER, EXCEPT 
THAT INFORMATION FALLING WITHIN VERY NARROW EXEMPTIONS.

ELIMINATES THE PRESUMPTION THAT ANY CATEGORY OF
INFORMATION IS AUTOMATICALLY CLASSIFIED. THIS WILL
ELIMINATE AUTOMATIC CLASSIFICATION OF INFORMATION THAT 
MAY NOT MEET CLASSIFICATION STANDARDS. THIS WILL ALSO 
ENCOURAGE U.S. OFFICIALS HANDLING FOREIGN GOVERNMENT
INFORMATION TO OBTAIN EXPLICIT INSTRUCTIONS CONCERNING 
THE SENSITIVITY OF THE INFORMATION.

THE CURRENT "SECRET" AND "CONFIDENTIAL" LEVELS ARE
LARGELY INTERCHANGEABLE. THIS ACTION SHOULD ALSO HELP
CURB EXCESSIVE CLASSIFICATION.
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o

THE

o

o
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ESTABLISHES AN INDEPENDENT PANEL TO HEAR APPEALS FOR
CLASSIFICATION CHALLENGES AND MANDATORY REVIEW APPEALS.
E.O. 12356 CONTAINS NO SUCH PROVISION.

INCREASES PERSONAL AND SENIOR MANAGEMENT ACCOUNTABILITY 
FOR CLASSIFICATION DECISIONS. THIS ORDER SEEKS TO
REMEDY A MAJOR SHORTCOMING IN THE CURRENT BY
EMPHASIZING THE ROLE AND RESPONSIBILITY OF SENIOR
MANAGEMENT AND BY TYING ITS EFFECTIVENESS TO THE 
PERFORMANCE PLANS OF ITS IMPLEMENTERS, INCLUDING
ORIGINAL CLASSIFIERS.

REQUIRES THE ARCHIVIST TO ESTABLISH A GOVERNMENT-WIDE 
DECLASSIFICATION DATABASE. THIS PROVISION IS INTENDED 
TO ENHANCE THE DECLASSIFICATION PROCESS THROUGH THE 
AVOIDANCE OF DUPLICATION AND NON-UNIFORM RESULTS. 
CURRENT EXECUTIVE ORDER HAS NO SUCH PROVISION.

REQUIRES A SYSTEMATIC DECLASSIFICATION REVIEW FOR ALL 
PERMANENTLY VALUABLE RECORDS THAT ARE 25 YEARS OLD. 
THIS WILL REDUCE THE TIME FRAME FOR THE COMMENCEMENT OF 
A SYSTEMATIC REVIEW PROGRAM AND WILL SHIFT THE BURDEN 
OF THE PROGRAM FROM THE NATIONAL ARCHIVES TO THE 
ORIGINATING AGENCIES. THE CURRENT ORDER REQUIRES THE 
NATIONAL ARCHIVES TO CONDUCT SUCH REVIEWS ON ARCHIVAL 
RECORDS THAT ARE 30 YEARS OLD, EXCEPT FOR CERTAIN 
INTELLIGENCE OR CRYPTOLOGIC FILES, WHICH ARE REVIEWED 
AS THEY BECOME 50 YEARS OLD.

LIMITS THE ESTABLISHMENT OF SPECIAL ACCESS PROGRAMS 
(SAPS) AND PROVIDES FOR GREATER OVERSIGHT OF SUCH
PROGRAMS. THIS ORDER SEEKS TO REDUCE SIGNIFICANTLY THE 
NUMBER OF SPECIAL ACCESS PROGRAMS BY ESTABLISHING
STANDARDS AND DEFINITIONS THAT LIMIT THEIR
AUTHORIZATION. E.O. 12356 HAS NO SUCH PROVISION. THIS 
ORDER WILL ALSO SIGNIFICANTLY INCREASE THE INTERNAL AND 
EXTERNAL OVERSIGHT OF SAPS.
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As explained in the enclosed policy paper, your
Administration will have an enormous opportunity to fulfill the 
ideal of participatory democracy — as embodied in the First 
Amendment and such legislative enactments as the Freedom of 
Information Act — through its information and access policies. 
We look forward to working with the Administration towards 
reaching that goal. We would appreciate an opportunity to meet 
with appropriate Administration officials at a mutually 
convenient time to discuss these matters.

We represent organizations of publishers, broadcasters, and 
journalists throughout the United States. On behalf of our 
clients, we write to submit to you the enclosed information 
policy paper entitled "Maintaining An Informed Democracy," 
addresses the urgent need for a fundamental alteration of the 
policies and practices governing access to and dissemination of 
information adopted by recent administrations.

Tonda F. Rush, Esq. 
1627 K Street, N.W. 
Suite 400
Washington, D.C.
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The Honorable Albert Gore 
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i



*

20036

N.W.

20036

Counsel for Society of
Professional Journalists

J. Laurent Scharff, Esq. 
Reed, Smith, Shaw & McClay
1200 18th Street, N.W.
Suite 1000
Washington, D.C.

Bruce W. Sanford, Esq. 
Henry S. Hoberman, Esq. 
Robert D. Lystad, Esq. 
Baker & Hostetler
1050 Connecticut Avenue, 
Suite 1100
Washington, D.C.

Counsel for Radio-Television 
News Directors Association



MAINTAINING AN INFORMED DEMOCRACY

AN INFORMATION POLICY PAPER FOR

PRESIDENT WILLIAM CLINTON

AND

VICE PRESIDENT ALBERT GORE

James E. Grossberg, Esq. 
Ross, Dixon & Masback 
Counsel for Newsletter 

Publishers Association

Bruce W. Sanford, Esq. 
Henry S. Hoberman, Esq. 
Robert D. Lystad, Esq. 
Baker & Hostetler 
Counsel for Society of 

Professional Journalists

J. Laurent Scharff, Esq. 
Reed, Smith, Shaw & McClay 
Counsel for Radio-Television 

News Directors Association

Tonda F. Rush, Esq. 
Counsel for National 

Newspaper Association
Jane Kirtley, Esq.
Rebecca Daugherty, Esq. 
Counsel for Reporters Committee 

for Freedom of the Press

Richard M. Schmidt, Jr., Esq. 
Allan R. Adler, Esq. 
Cohn & Marks 
Counsel for American Society 

of Newspaper Editors



»

TABLE OF Ci

I. PERSONNEL PRIORITIES 1

n. A NEW EXECUTIVE ORDER FOR NATIONAL SECURITY INFORMATION 2

m. STRENGTHENING ACCESS LAWS AND POLICIES 2

IV.

3

V. COMPETITIVENESS AND INFORMATION POLICY 4

VI. THE MILITARY AND THE MEDIA 5

vn. GOVERNMENT SUBPOENAS AND THE IMPERSONATION OF JOURNALISTS 5

vm. CONCLUSION 6

i

L»\'»» bl

THE OMB OFFICE OF INFORMATION AND REGULATORY AFFAIRS AND THE 
NATIONAL ARCHIVES



I. PERSONNEL PRIORITIES

To achieve this goal, however.

1

The new President's ability to create an 
informed democracy involves a commitment to this 
goal in his choices of personnel and policy, and this 
commitment must apply to the everyday availability 
of information about the workings of our 
government as well as the extraordinary events of 
war. Through this commitment, the President will 
take a critical step towards fulfilling his Inaugural 
aspiration to ‘give this capital back to the people to 
whom it belongs. *

The 1992 election reflected the 
resurgence of citizen interest in the 
direction of our nation, at home and 
abroad, and a manifest desire to become 
more involved in the future of our country. 
The election, in which all three major 
candidates acknowledged the widening gulf 
between the federal government and the 
American public, can be viewed as 
recognition that in our country, citizens are 
both the governors and the governed. To 
fulfill this mandate it is essential that the 
new President establish policies aimed at 
maintaining m informed democracy. When 
information is withheld from the public, 
the government has necessarily undermined 
the public trust. When government activity 
is conducted in secret, it virtually ensures 
that once mobilized, public opinion will 
greet the activity with suspicion and 

cynicism.

The President’s commitment to open 
government, an informed electorate, and a free 
press should be made known to all presidential 
appointees and government officials. The 
commitment to these beliefs should be assessed in 
the records of presidential appointees and future 
judges. It is of particular importance in areas where 
secrecy is permitted but may be abused. However, 
it is also essential for the President to act in support 
of these policies by moving quickly to appoint new 
key personnel committed to these principles in 

particular positions. These include selecting a new 
Director of the OMB Office of Information and 
Regulatory Affairs, a new Director of the Office of 
Information and Security Oversight, new 
Department of Justice officials with authority over 
the Office of Information and Privacy and a new 
Archivist of the United States.

In his Inaugural Address, 
President Clinton called for a 
reinvigoration of American democracy. 
’To renew America,* he declared, *we 
must revitalize our democracy.* President 
Clinton will have an extraordinary 
opportunity to fulfill the ideal of 
participatory democracy in America 
through his presidential authority over 
policies and practices governing access to 
and dissemination of information to the 
public and the press. This ideal is 
embodied in the First Amendment right of 
citizens to petition and be informed about 
their government, and in a number of 
laws, including the Freedom of 
Information Act, which were enacted in 
the hopes of fostering greater citizen 
involvement and government 
accountability. However, the meaningful 
exercise of these rights requires the 
political will of the President, and his 
continued personal commitment to open 
government, an informed electorate, and a 
free press. The numerous scandals that 
have plagued previous administrations 
provide a telling reminder of the price that 
democracy pays for secret government.

President Clinton must reverse the information 
policies and practices of previous administrations. 
From 1980-1992, those administrations 
systematically reduced public access to information 
about their government. This was accomplished 
through a aeries of stringent controls and practices 
governing the disclosure of information to the 
public and the media including: a secret regulatory 
review process delaying for two years the use of 
warning labels on children’s aspirin concerning 
Reye’s Syndrome; the excessive classification of 
information; requirements for secrecy contracts for 
government employees overriding their rights under 
the Constitution and whistleblower protection laws; 
extensive delays and denials of requests by citizens, 
researchers, and journalists under the Freedom of 
Information Act; the elimination of independent 
reporting during combat; and more.
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A NEW EXECUTIVE ORDER 
FOR NATIONAL SECURITY 
INFORMATION

HI. STRENGTHENING ACCESS LAWS AND
POLICIES

President Clinton should act immediately 
to develop and issue a new executive order on 
classified information that:

Since the days of President 
Franklin D. Roosevelt, it has been the 
prerogative of the President to establish by 
executive order the policy governing 
classified information generated by the 
Executive Branch. Over the years, it has 
been the practice of almost every new 
President to issue his own executive order 
governing the definition and protection of 
classified information. Until recently, it 
was also part of the practice to ensure the 
management, downgrading, 
declassification, and public disclosure of 
such information.

The importance of the personal 
commitment and the political will of the President 
and Cabinet officials to the ideals of open 
government is perhaps most clearly demonstrated 
with regard to The Freedom of Information Act, 
the Government in the Sunshine Act, and related 
provisions found in the Administrative Procedures 
Act and the Federal Advisory Committee Act. 
Recent administrations, as well as many of their 
executive and political appointees, made no secret

institutionalized a return to a classification policy of 
extraordinary scope, unreviewable authority, and 
decreased accountability in the executive branch. It 
did ao by expanding the classification criteria, 
widening the discretionary authority for 
classification, eliminating systematic downgrading 
and declassification of information; and authorizing 
the reclassification of publicly released information. 
Furthermore, throughout recent administrations, 
there haa been virtually no oversight of ’special 
access* activities and projects including the 
military's ‘black budget* which grew from $5 
billion to over $22 billion between 1981 and 1988.

No one can question the need for 
secrecy in areas of weapons technology 
and deployment, diplomatic negotiations, 
or intelligence sources and methods, when 
such secrecy is based on a substantial, 
identifiable harm. However, the system for 
classifying such information must be well 
managed and protected from abuse.

While no classification policy has 
been without its critics. Executive Order 
12356 issued by President Reagan, which 
is still in effect, has been widely viewed as 
reversing a desirable trend away from 
overclassification. Instead, it has

From President Eisenhower 
through President Carter, executive orders 
reflected a trend towards limited 
classification and a system of integrity. 
Policies achieving these goals have 
included:

Balances the public’s interest in access to 
information against the need for classifying 
for national security reasons
Places equal emphasis upon classification 
and declassification
Narrows the criteria for classification 
Reduces the discretionary authority of 
government personnel to classify 
information
Reduces the volume of classified information 
Creates schedules for systematic 
declassification
Eliminates the authority to reclassify 
information in the public domain 
Creates greater accountability and 
information security management standards 
for all classified information including 
compartmentalized and special access 
information.

• Narrowing the criteria for
classification

• Reducing discretionary authority of 
government personnel for 
classification

• Reducing the volume of classified 
information

• Creating schedules for systematic 
declassification.
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Certain changes in the operation of OIRA 

3

the Office of Information and Privacy. 
• Establish standards and schedule for 

resolving and settling all outstanding FOIA 
litigation (see related 1977 Griffin Bell

Certain actions will lend 
immediate credibility to and strengthen the 
Freedom of Information Act, the 
Government in the Sunshine Act, and 

related laws:

THE OMB OFFICE OF
INFORMATION AND REGULATORY 
AFFAIRS AND THE NATIONAL 
ARCHIVES

of their disdain for these laws. The failure 
of these administrations to implement the 
disclosure policy which underlies the 
Freedom of Informabou Act prolonged the 
investigation and declassification of 
millions of pages of documents about the 
POW-MIA efforts of our government; 
blocked access to and required separate 
legislation to release the records related to 
the assassination of President John F. 
Kennedy; prevented former hosUge Terry 
Anderson from gaining access to records 
regarding his own capture and 
interrogation by terrorists; and enabled 
government officials to withhold the 
history of U.S. export licensing to Iraq 
prior to the Persian Gulf War. Recent 
administrations have failed as well to 
respond adequately to the need to provide 

expeditious public access to government 
electronic records.

The Office of Information and Regulatory 
Affairs (OIRA) was created in 1981 with an 
emphasis upon Information Resources Management 
(IRM) in the Federal government, and reducing the 
burden on the public of government information 
collection including, for example, complex forms 
for tax collection, government procurement, and 
benefits programs. However, since the OIRA’s 
creation, recent administrations have ignored the 
statutory mandates of Information Resources 
Management and Paperwork Reduction, and have 
sought to vitiate the information infrastructure 
needs of the Federal government. Instead, they 
politicized OIRA by empowering it through two 
executive orders with an unaccountable and heavy 
handed regulatory review process. This movement 
was carried out by the Deregulation Task Force, 
and then by an entity known as the Council on 
Competitiveness. At no time has the presidentially- 
appointed Administrator of OIRA had any 
experience or background in the statutory mission 
for Information Resources Management.

• Designate Justice Department official 
to review, oversee, and make 
recommendations for change in the 
Office of Information and Privacy.

• Support executive policies and 
legislation to strengthen FOIA 
(including ensuring public access to 
electronic records).

• Designate high level Justice 
Department official to oversee, 
review, and seek recommendations 
for proper implementation of FOIA, 
the Government in the Sunshine Act, 
and the Privacy Act; to stop 
egregious delays and arbitrary 
denials; and to restructure the 
management and mission of the 
Office of Information and Privacy.

• Adopt policy limiting FOIA denials 
and defense of such denials to 
standard of demonstrable harm.

• Separate the functions of FOIA 
appeals and FOIA policy from inside

• Prohibit political abuse, through any means 
(including delay or selective processing), of 
FOIA and related laws.

• Conduct study and seek recommendations 
for needs related to requests for electronic 
and other formats.

• Mandate vigorous enforcement of the 
Government in the Sunshine and Federal 
Advisory Committee acts.

• Ensure that agency public affairs officials, 
including those of the Department of Justice, 
respond promptly and responsibly to all 
inquiries from the press and public.

letter).
• Announce Attorney General’s intent to 

comply with disclosure policy underlying
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V. COMPETITIVENESS AND 
INFORMATION POLICY

Furthermore, the creation of disclosure 
restrictions on "commercially valuable* information 
should not be undertaken. The Freedom of 
Information Act already contains exemptions for 
trade secrets and other proprietary information 
which existed before the information was acquired 

by the government. New proprietary rights in 
government information should not be created.

• The Presidential nominee for OIRA 
Administrator should have 
professional qualifications consistent 
with the statutory mission and 
enumerated functions of OIRA.

• OIRA should be included as a 
separate line item within the budget 
of OMB to ensure greater oversight 
and accountability.

• The OIRA Administrator must give 
balanced emphasis to all its statutory 
and enumerated functions.

It is essential that information policy not be 
used as a broad brush to control access to and 
dissemination of information. It should be applied 
carefully to stated policy objectives. For example, 
the export licensing system should be made more 
accountable and visible to outside scrutiny ; there 
should be more reporting of export data and end­
use information; and specific information about 
non-proprietary licensing information should be 
made available to the public after the license has 
been granted.

The desire to increase the competitiveness 
of the U.S. economy through Federal information 
policy has frequently served to inhibit, if not 
diminish, opportunities for advances in commerce, 
science, and technology. During recent 
administrations, this was pursued through attempts 
to create a new Freedom of Information Act 
exemption for information of "commercial value," 
barring of foreigners from U.S. scientific 
conferences, the review of private scientific papers 
by the Pentagon, and restrictions on the travel of 
foreign scientists and professors in the U.S. In 
other instances, restrictions on disclosure of export 
licenses granted by the Commerce Department 
enabled administration officials to assist Iraq, Syna, 
and other nations without knowledge by the public 
or Congress that law and policy were being violated 
to do so.

will improve the information policies and 
practices of the Federal government, and 
will help to ensure that the statutory goals 
of OIRA are met:

President Clinton should also act to 
appoint a new Archivist of the United States. The 
current administration of the National Archives 
does not have the confidence of the Congress, the 
archival and research community, or journalists. In 
addition, on January 6, 1993, Federal District 
Court Judge Charles R. Richey ruled that "the 
Archivist has breached his statutory duty to prevent 
the unlawful destruction of federal records."

Greater controversy exists with regard 
to the use of OIRA to engage in the review 
of agency rulemaking activities. OIRA is 
not statutorily empowered to pursue these 
activities, but has instead been assigned 
this responsibility under Executive Orders 
12291 and 12498. While the Congress has 
conceded the prerogative of the President 
to authorize the review of rulemaking 
activity, it has objected strenuously to it 
doing so as a substitute for OIRA’s other 
statutory responsibilities, and doing so in 
secret. The result of the regulatory review 
activities of recent administrations is to 
create a two-tier rulemaking process in 
which agencies are governed by the 
Administrative Procedures Act and must 
notify the public of what and why they are 
acting, while OMB has secretly imposed 
its will under the rubric of the Executive 
Order: "consistent with presidential 
policy." To the extent that any White 
House office engages in regulatory review, 
it must be done in accordance with the 
standards of openness, public 
accountability, and timeliness required of 

agencies. This can be achieved by 
supporting enactment of the "Regulatory 
Review in the Sunshine Act’ introduced by 
Senator John Glenn, and in the interim by 
imposing the same standards through an 
executive order.
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VH. GOVERNMENT SUBPOENAS AND THE 
IMPERSONATION OF JOURNALISTS

VI. THE MILITARY AND THE 
MEDIA

Under the Attorney General’s Guidelines, 
in place for nearly 20 years, the Federal 
government may not subpoena the media unless the 
information sought is essential to the case and 
cannot be obtained from other sources. Similar 
strictures apply to government efforts to obtain 
journalists’ toll records from telephone companies.

The President and the Department of 
Defense, together with the head of Central 
Command, and the heads of the service branches

During the years 1983-1992, the 
Pentagon's policy governing media 
coverage of Americans in combat sharply 
curtailed the tradition of independent news 
coverage and civilian control of news 
information during wartime. While the 
differences in the duration and location of 
the conflicts have varied, recent 
administrations executed plans to block or 
reduce media coverage of and public 
accountability for U.S. military activities. 
This occurred despite the media’s record 
of respecting and complying with the rules 
for maintaining military security and 
protecting our fighting troops. This policy 
also served to undermine the credibility, 
public support, and recognition of our 
military’s good deeds made possible 
through independent press coverage.

According to the Reporters Committee for 
Freedom of the Press, only 10 percent of the total 
subpoenas served on the press in 1989 arose in 
Federal cases, and Attorneys General Meese and 
Thornburgh rarely departed from the Attorney 
General’s Guidelines. However, this practice was 
ignored during the tenure of Attorney General 
William P. Barr. During his first few weeks in 
office, Attorney General Barr approved at least 
three subpoenas aimed at uncovering the 
confidential source of a magazine writer, and 
obtaining broadcast video footage or transcripts 
from two networks.

During the invasion of Grenada on 
October 25, 1983, reporters were barred 
from the island until after the invasion was 
complete. During the invasion of Panama 
on December 20, 1989, the President and 
the Pentagon restrained 'in-country’ 
media, delayed the deployment of the 
DOD National Media Pool created in the 
wake of the Grenada press blockade, and 
detoured reporters away from the fighting 
once they arrived in Panama. During the 
Persian Gulf War beginning in August 
1990, the President and the Pentagon 
delayed deploying the DOD National 
Media Pool, and for the first time required 
exclusive coverage by media pools, 
arrested reporters who traveled by 
themselves, required military escorts of 
reporters ’at all times,’ and imposed 
compulsory censorship and prepublication 

review by military officials.

Establish ongoing dialogue and training with 
military officials and media organizations for 
military and media education
Ensure development of a military public 
affairs plan as a primary element of military 
operations plans
Ensure proper training of military public 
affairs officers
Adopt as a mutual military-media objective 
the goal of informing the American public 
with timely, accurate, independent, and 
thorough reporting in a manner consistent 
with preserving military security during 
wartime.

Patent secrecy should not be expanded. It 
undermines the very ’bargain* created in 
the law: inventors gain a limited 
monopoly in return for providing the 
public with the new knowledge behind the 

patent. Adopt the May, 1992 Statement of Principles 
on Military-Media Relations 
Maintain civilian control of press policy 
Rescind the proposed September 1992 
"Eligibility Criteria for News Media 
Membership in the DOD National Media 
Pool"
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The new Attorney General should:

vm. CONCLUSION
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above, Preddent Clinton can take a historic step 
towards fulfilling thia ideal.

In addition to problems involving 
subpoenas of journalists by the Department 
of Justice, the Federal Bureau of 
Investigation in 1987 used a reporter's 
name and credentials as a journalist as a 
subterfuge to gain access to a convicted 
spy who wanted to tell his story to the 
press. An FBI agent posing as the 
reporter’s attorney used his name to enter 
the prison and interview the prisoner. The 
journalist did not become aware of the use 
of his name or credentials for three years, 
and the FBI refused to discuss the use of 
his name and credentials with him.

• Issue a statement to the Department 
of Justice that it will strictly honor 
the standards contained in the 
Attorney General’s Guidelines

• Meet with representatives from the 
media community, along with the 
heads of the Civil and Criminal 
divisions, to understand the basis for 
the policy contained in the guidelines 
and avoid future legal battles over 
confidential sources and information.

In his Inaugural Address and 
campaign for the Presidency, Mr. Clinton 
challenged the American people to join 
him in revitalizing the institutions of 
American democracy. That effort cannot 
succeed, however, without free and 
informed debate — an essential element of 
a strong and vigorous democracy. By 
adopting the recommendations set forth

• Remove authorization from the 
Attorney General’s Guidelines issued 
in 1981 which permits FBI agents to 
pose as members of the news media 
and ask members of the news media 
about professional or confidential 
relationships with others.
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Administration Pledges to Make More Information Available 
By JAMES H. RUBIN=
Associated Press Writer=

WASHINGTON (AP)  The Clinton administration promised to make 
more government information available to the public Monday as it 
revoked a 12-year-old restriction on the Freedom of Information 
Act.

''Federal departments and agencies should handle requests for 
information in a customer-friendly manner,'' President Clinton said 
in a statement. ''Our commitment to openness requires more than 
merely responding to requests from the public.''

At the Justice Department, officials said the administration is 
rescinding a 1981 rule that let federal agencies withhold 
information whenever they could show ''a substantial legal basis.''

The new policy, by contrast, presumes that information should be 
made public, the department said.

From now on the department will only defend an agency sued under 
FOIA if it can show it was ''reasonably foreseeable that disclosure 
would be harmful'' to some legitimate interest.

There are more than 500 such lawsuits pending, and officials 
said there is an additional huge backlog of requests for 
information under FOIA.

Associate Attorney General Webster Hubbell likened the new 
policy to ''a ship that's about to turn in a different direction. 

''This is an important step and a big first step. A responsible 
government is a government that lets people know what it is 
doing,'' Hubbell told a news conference.

To demonstrate the administration's support for open government, 
he said a meeting Tuesday of some 600 FOIA officers throughout the 
government will be open to reporters and the public. The annual 
meeting will examine specific ways of administering the new policy.

Hubbell also said the change could eventually save taxpayers 
money by cutting paperwork and reducing the number of lawsuits 
under FOIA.

He acknowledged that protecting privacy could pose a problem but 
said the first step now will be to see if someone named in a FOIA 
request opposes release of the information. If no privacy claim is 
made, Hubbell said, that would bolster the presumption the 
information should be disclosed.

In a memo to Cabinet officials and other heads of federal 
agencies. Attorney General Janet Reno said it is time to deal with 
the growing backlog of FOIA requests.

''The American public's understanding of the workings of its 
government is a cornerstone of our democracy,'' she said.

APTV-10-04-93 1722EDT 



E.O. 12356 (Reagan)E.O. 12065 (Carter)E.O. 11652 (Nixon)

r, 12356 AND THE DRAFT ORDER 
AUGUST 31,1993

Draft order dated 
August 31,1993

No automatic declassifi­
cation for older material 
classified under prior 
orders or this order. 
Information classified 
under prior orders and 
this order to be reviewed 
for declassification by 
the Archivist when 30 
years old (intelligence 
information when 50 
years old). Other 
agencies encouraged but 
not required to conduct 
systematic review 

programs.

No automatic declassifi­
cation for older 
material classified 
under prior orders or 
this order. 
Information classified 
under prior orders and 
this order to be 
reviewed for declassifi­
cation by the Archivist 
and originating 
agencies when 20 years 
old.

If implemented, would 
be first system to 
authorize automatic 
declassification for older 
material classified both 
under prior orders and 
this order. Automatic 
declassification to take 
place when material is 
40 years old, with four 
narrow exemption 
categories. Also, 
information classified 
under prior orders and 
this order to be reviewed 
for declassification by 
the Archivist and 
originating agencies 
when 25 years old.

No automatic declassifi­
cation for older material 
classified under prior 
orders. Automatic 
declassification for 30 
year old material applied 
only prospectively and 
permitted broad 
exemption. Information 
classified under prior 
orders to be reviewed for 
declassification by the 
Archivist when 30 years 
old.

DECLASSIFYING OLDER MATERIALS: A COMPARISON OF
w^ve oaaMMdMr “ 1
DATED



E.O. 12356 (Reagan)E.O. 12065 (Carter)E.O. 11652 (Nixon)

Unless an earlier date or 
event is specified, Secret 
information to be 
declassified 10 years after 
origination, and Top Secret 
15 years. No exemptions at 
the time of original 
classification. Extensions to 
duration of classification 
require another classification 
action at the end of the 
classification cycle.

DURA TION OF CLASSIFICA TION: A COMPARISON OF
EXECUTIVE ORDERS 11652, 12065, 12356 AND THE DRAFT ORDER 

DATED AUGUST31,1993

Unless exempted, Top 
Secret information to be 
declassified 10 years after 
origination. Secret eight 
years, and Confidential six 
years. Broad exemptions 
permitted at the time of 
original classification. Over 
90% of classification 
decisions were exempted 
from automatic declas­
sification, making the rule 
meaningless.

Draft order dated 
August 31,1993

Information to be classified 
as long as required by the 
national security. If it can 
be determined at the time of 
origination, information to 
be marked with a date or 
event for automatic 
declassification. Otherwise, 
agency review required for 
declassification. Over 90% 
of classified decisions 
marked to require agency 
review.

Unless exempted, all levels 
to be declassified six years 
from origination. Broad 
exemptions permitted at the 
time of original
classification. Over 90% of 
classification decisions 
were exempted from 
automatic declassification, 
making the rule meaning­
less.
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finalized.

DEPARTMENT OF THE AIR FORCE
WASHINGTON DC 20330-1000

LODGING/TRANSPORTATION

The Madison Hotel is in the heart of downtown, close to the 
Visitor's Center, the Capitol (which is a scaled down replica of 
the US Capitol) , and the Civil Rights Memorial. A map is 
provided at atch 2. For those of you with rental vehicles, 
parking should be no problem at the Madison; however, parking is 
virtually unavailable on Maxwell AFB. We have arranged for bus 
transportation to/from Maxwell during the conference. You will 
be given a complete schedule of all transportation/events at 
registration on Tuesday evening. If you will not have a rental 
vehicle and need transportation from the Montgomery airport, 
please notify the ISOO conference committee at (205) 953-2161, 
DSN 493-2161, FAX (205) 953-3780.

CONFERENCE SOCIAL EVENTS

Reaistration and the reception will be in the Ballroom at the 
Madison beqinning at 5:30 PM, with opening remarks at 6:30 PM. 
PLEASE NOTE THE CHANGE IN TIME FROM OUR ORIGINAL LETTER. There 
will be a cash bar and light hors d' oeuvres will be served. The 
restaurant at the Madison is open for dinner from 5-9 PM. The 
Madison will have a breakfast buffet available for the two 
mn-m-ings of the conference. There will be coffee and juice 

available at the conference center.

Due to our luncheon speakers' heavy commitments, our "formal'' 
luncheon was changed to Thursday. We have arranged an additional 
more casual lunch for Wednesday. The cost of this lunch was not 
included in the registration advanced meal fee, and will be 
collected at the registration on Tuesday night. If you have not 
mailed your registration form please add $10.00 for the lunch on 
Wednesday. If you have mailed your registration form, the fee 
will be collected at registration.

ISOO Conference Committee
55 LeMay Plaza South
Maxwell AFB, AL 36112-6335

Dear Conference Attendee:

Plans for the ISOO Declassification Conference are being 
finalized. We wanted to provide you with some additional 
information about the conference and the Montgomery area to help 
facilitate your planning. A copy of the draft agenda is at atch 

1.
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2 Atchs
1. Agenda
2. Map

DRESS/CLIMATE

Attendees are requested to wear appropriate CIVILIAN casual 
business attire for conference activities (coat and tie are not 
required) . As we will be doing some walking on the last day of 
the conference, please bring an umbrella and walking shoes. The 
cruise on the Betsy Ann riverboat will be very casual, again 
comfortable shoes and a light jacket/sweater would be 
appropriate. The climate in Montgomery at the end of October is 
very inconsistent. Rain is not unusual, nor is a sudden drop in 
terrperature (i.e. 65 degrees) .

We are looking forward to a great conference and I hope your stay 
in Montgomery, Alabama will be enjoyable. If there are any 
questions concerning conference administration, please call the 
ISOO Conference Committee at (205) 953-2161, or DSN 493-2161. We 
can also be reached by FAX at (205) 953-3780 or DSN 493-3780.

LINDA L. SMITH, Colonel, USAFR
SAF/7\AZD Team Chief
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□TUESDAY, OCTOBER 26,1993

5:30PM- 7:30PM

c

WEDNESDAY, OCTOBER 27,1998 J
8:30AM

9:00AM

9:15AM

9:40AM

10:30AM BREAK

10:45AM

•»

DRAFT

Welcome
Laura L.S. Kimberly
Information Security Oversight Office

Larry M. Lawrence
MITRE Corporation

Technology: Application to the 
Declassification Process

PRO 29 Update
Steven Garfinkel, Director
Information Security Oversight Office

Opening Address
The Honorable
John D. Podesta
Assistant to the President and 
White House Staff Secretary

Frank M. Machak 
Department of State

Meet and GreeiJRegistration 
The Madison Hotel Ballroom 
Hors d'oeuvres and Cash Bar

RegistrationlRefreshmcnts
Air Force Quality Center, Building 1400A 
Maxwell Air Force Base
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2:00PM 

8:00PM. 

3:15PM 

4:00PM 

6:00PM - 9:00PM 

fL 

8:SOAM - 10:30AM 

DRAFT 
LUNCH 

Critics Corner 

StevenAftergood, Senior Research Analyst 
Federation of American Scientists 

Professor Thomas G. Pa:ter6on 
Department of History, University of Connecticut 

Thomas S. Blan-ton. Ex�utive Di,rector 
National Security Archive 

BREAK 

Critics Corn.er Continued 

Adjournment. 

River'boa.t Dinner Cruise on the Betsy Anne 
Opnonal. Casual Dress 
Tran.$portation. provided 

THURSDAY,OCTOBER2�1993 

&ifreshment:s 
Air Force Quality Center, Building 140QA 
Maxwell Air Force Ba,s2 

Toun 

Air Foree Hi.sf.l:>rical Research Agency 
Building 1405, Ma:tWell Air Force Base 

Air University Library 
Building 1405, Maxwell Air Force Base 

Air Force War Gaming Center 
Building 1406, Maxwell Air Force Ba&e 

DRAFT 



10:30AM 

12.:30PM 

1:45PM 

DRAFT 

Each tour will last appro:rimately 20 minutes and 
will be a walking rour. 

Mandated Declassifi,t!a.tion Projects 

Steven D. Tilley

Jeanne Schauble 
National Archives and Records Administration 

James J. Smith 
Nation.al Security Agency 

John F. Pt?reira 
C€ntro.l Intelligence Agen.:y 

Colonel John A. Brown (USAF) 
Department of Defen&e 

LUNCH 
Speaker 
Dr. Joel Goodman 
Director 
HMR I ENT Project 

Agen,cy Declasttifi.catio.,,_ Programs 

Lt Col Daniel J. Manir (USAFR) 
Department of the Air Force 

Michael J. Kurtz 
Jeanne Schauble 
National Archiueti and Records Adminiatration 

rlohn F. Pereira 
Central Intelligence Agency 

Joseph H. Chaddie 
Department of States 

Miles D. Gray 
Department of Energy 

DRAFT 
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2:45PM 

8:00PM 

3:46PM 

4:16PM 

DRAFT 

James J. Smith 
National Security Agency 

EUB W. Nargele 
Depa.rtmentofthiJNcwy 

Sherry L. Davis 
· Federal Bureau of lrwesti,gation

BREAK

Agency Deckasifioatfon Programs (continued)

Open Forum

A.4journment

Tran.porlation to ond from the airport will be provided. 

DRAFT 
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Security Classification System ReviewRe:

Baker & Hostetler

Suite t100

1050 COMNECTICL'T

Ave., N.W.

Washington,

D. C., 20036

2 0 2*86 1*1500

Fax: 202*8 61*1783

I
A

F O C N O C D 

IN 1909

as Sigma Delta Chi

With the 
a bit

The task force is to be commended for reversing some 
of the egregious provisions of the classification 
order under the Reagan and Bush administrations, and 
for proposing rules that will, to some degree, make 
the system more open and accountable. These include 
provisions to eliminate the presumption that any 
category of information is automatically classified; 
to establish a government-wide database of 
declassified documents; to require monitoring of the 
system; and to penalize both willful and negligent 
abuse of classification.

I testified before the task force in June, and I 
appreciated the opportunity to share the Society's 
views about the new order at that time, 
draft proposal, however, I must say it is 
disturbing that non-governmental organizations were 
not given a formal opportunity to share their views. 
While my comments here have not been solicited by the 
task force, I nevertheless hope they will be 
considered prior to submission of a final draft to the 
National Security Council.

As the National Freedom of Information Chairwoman 
for the Society of Professional Journalists, I am 
writing to comment on the draft of the new executive 
order (E.O. 12356) on classification of national 
security information.

Society of

Professional

Journalists

Dear Mr. Garfinkel:

The draft proposal, however, does not go nearly far 
enough. First, the criteria for classifying 
information is too broad and will not result in any 
significant change in the current practice of 
classifying too much information and withholding 
information crucial to public policy debates. The 
order should require, not just permit, a balancing of

Mr. Steven Garfinkel
Director
Information Security Oversight Office
750 17th Street, N.W., Suite 530
Washington, DC 20006
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cc:

Mr. Steven Garfinkel
November 4, 1993
Page 2 

Mr. Anthony Lake 
Mr. John Podesta

Third, the proposal calls for an excessively lengthy 
schedule for initial classification of documents. The 
maximum time period for classifying information at the 
Top Secret and Secret levels should be 10 and 6 years, 
not the proposed 15 and 10 years. The authority to 
extend classification beyond these dates should be 
limited to a few high-level officials.

As always, we are ready to provide any additional 
information that may help the task force. Please feel 
free to contact me or Henry Hoberman of Baker & 
Hostetler, which serves as the Society's counsel.

the public's interest in disclosure of the information 
at all stages of the classification and 
declassification process.

Because declassification will remain an onerous 
process, the proposed plan would merely exacerbate 
current problems. Review will take so long that 
increasing backlogs will precipitate, rather than 
abate, continued secrecy. Ironically, the draft plan 
does not permit as much government candor as many 
aspects of the Nixon Administration's classification 
rules. The task force can, and should, do better.

Very truly yours,
1

\ /

Lucy Dalglish

Second, the proposal calls for the automatic 
declassification, with certain exceptions, of all 
classified information that is 40 years old. This is 
a grossly excessive time period. The automatic 
declassification date should be 20 years. Certainly 
the Clinton Administration can match or improve on the 
time periods imposed by Presidents Nixon and Carter.
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October 29, 1993

By Hand

Dear John:

Sincerely,

/G*«—<-•—

Kate Martin

Enc:

This Is 100% recycled paper

National Headquarters 
132 West 43rd Street 
New York, NY 10036 
(212) 944 9800

Ira Glasser
EXECUTIVE DIRECTOR

122 Maryland Ave., NE 
Washington, D.C. 20002 
(202) 675-2327 
FAX (202) 546-1440

John Podesta
Staff Secretary to the President
Office of the Staff Secretary
The White House
Washington, DC 20500

I-

Kate Martin 
DIRECTOR

Nadine Strossen 
PRESIDENT

We have prepared written comments concerning the draft 
executive order on classification. Enclosed is a memo we have 
circulated outlining the major outstanding issues in the draft. 
While we believe that the August 31 draft represents some 
progress compared to the existing order, there are several 
important unresolved issues discussed in the attached memo.

We are preparing a more detailed list of comments that we 
will send you shortly. We are also sending these materials to 
Steven Garfinkel and George Tenet.

AMERICAN CIVIL LIBERTIES UNION FOUNDATION

Sheryl Walter
General Counsel
National Security Archive

CENTER FOR NATIONAL SECURITY STUDIES 

Also a project of the Fund for Peace



MEMORANDUM

October 26, 1993

Re:

*

*

To: 
From:

Following is an outline of the major issues that need to be 
addressed in the current draft in order for it to effect a real 
change in the system and restore the public's right to know 
government information.

The public interest balancing test should be included 
at all stages of classification and declassification.

In addition, the classification categories in section 
1.5 of the new order need to be narrowed.

The draft allows for information to be initially classified 
for longer periods of time than did the Carter and Nixon 
orders, although the exceptions for extending classification 
are narrower. Thus, the maximum time period for classifying 
information classified at the Top Secret and Secret levels 
should be 10 and 6 years, respectively, not the suggested 15 
and 10 years. The authority to extend classification beyond 
these periods should be limited to a few high-level 
officials.

Interested Persons
American Civil Liberties Union, National Security 
Archive and Federation of American Scientists
Analysis of Draft Executive Order on Classification 
circulated by PRD 29 Task Force

The criteria for classifying information related to the 
national defense or foreign policy are too broad and will 
not result in any significant change in the current practice 
of classifying too much information and withholding 
information crucial to public policy debates. In order to 
remedy this:

The order should require that in determining whether to 
classify information or declassify it, the public 
interest in knowing the information must be balanced 
with the potential harm to national security from 
disclosure. Such a test would mean, for example, that 
the concept or cost of weapons systems would have to be 
public, although the details could be kept secret.

The Presidential Task Force assigned to draft a new 
executive order on classification of national security 
information to replace President Reagan's E.O. 12356 has 
completed a draft which is now being circulated within the 
Executive Branch for comments.



*
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The provisions in the current draft for declassifying 
historical documents are unlikely to result in signficant 
amounts of information being made public.

For further information, please call Gary Stern or Mark 
Srere at 202-675-2327, or Sheryl Walter at 202-797-0882.

The automatic declassification schedules are longer 
than in the Nixon and Carter orders, although again the 
exceptions are narrower. For the next ten years, there 
would be no automatic declassification of documents 
less than 40 years old. The automatic declassification 
date should be 20 years and not the suggested 40 years.

The proposed reliance on systematic review to 
declassify documents more than 25 years old is 
unrealistic and prohibitively expensive. Automatic 
declassification should be substituted for systematic 
review for documents more than 20 years old. Instead 
of systematic review for more recent documents, the 
order should require block review of files relating to 
important topics with an emphasis on topics of broad 
public interest.
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November 1, 1993

20500

Dear John:

Thanks for considering our views.

Sincerely,

This is 100% recycled paper

i

Kate Martin 
DIRECTOR

Nadine Strossen
PRESIDENT

Ira Glasser
EXECUTIVE DIRECTOR

CENTER FOR NATIONAL SECURITY STUDIES 

Also a project of the Fund for Peace

Enclosed are joint comments on the draft executive order.
Please contact any of us if you have any questions or comments.

Mr. John Podesta
Staff Secretary to the President
Office of the Staff Secretary
The White House
Washington, DC

122 Maryland Ave., NE 
Washington, D.C. 20002 
(202) 675-2327
FAX (202) 546-1440

National Headquarters 
132 West 43rd Street 
New York, NY 10036 
(212) 944 9800

Gary M. Stern
Legislative Counsel
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November 1, 1993

PRD 29 TASK FORCE, INFORMATION SECURITY OVERSIGHT OFFICETO:

FR:

RE:

MAJOR ISSUES

*

Public interest balancing should be included at all 
stages of classification and declassification.

ANALYSIS OF DRAFT EXECUTIVE ORDER ON CLASSIFICATION 
CIRCULATED BY PRD 29 TASK FORCE

AMERICAN CIVIL LIBERTIES UNION, NATIONAL SECURITY ARCHIVE, 
AND FEDERATION OF AMERICAN SCIENTISTS

The following are our comments on the August 31 draft 
Executive Order on classification prepared by the PRD 29 Task 
Force. We first discuss the major issues that we believe need to 
be addressed in the current draft in order for it to effect real 
change in the system and restore the public's right to know 
government information. We then address other substantive 
matters that should be corrected. Finally, we have provided a 
section-by-section commentary of technical changes that we think 
will clear up ambiguities and better ensure that the intent of 
increased openness is achieved with the new order. We appreciate 
your consideration of our views, and hope that you will provide a 
mechanism for further public comment before the final version is 
presented to the President.

The order should require that information may be 
classified only if the potential harm to national 
security from disclosure outweighs the public interest 
in disclosure. The public interest in disclosure 
applies not only to information relevant to public 
debate on foreign policy and national defense matters, 
but also includes the scientific, technological, and 
economic benefits of disclosure. Such a test would 
mean, for example, that the concept or cost of weapons 
systems would have to be public, although the details 
could be kept secret. Consideration should also be 
given to the efficiency costs within the government 
from restricting information and to the monetary costs 
of classification.

The proposed criteria for classifying information related to 
the national defense or foreign policy are too broad and 
will not result in any significant cure of the current 
problem of classifying too much information crucial to 
public policy debates. In order to remedy this:
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In addition, the classification categories in section
1.5 of the new order need to be narrowed.

The provisions in the current draft for declassifying 
historical documents are unlikely to result in significant 
amounts of information being made public.

The proposed reliance on systematic review to 
declassify documents more than 25 years old is 
unrealistic and prohibitively expensive. Automatic 
declassification should be substituted for systematic 
review for documents more than 20 years old. Instead 
of systematic review for more recent documents, the 
order should reguire block review of files relating to 
prioritized topics with an emphasis on issues of broad 
public interest.

The draft allows for information to be initially classified 
for longer periods of time than did the Carter and Nixon 
Executive Orders, although the exceptions for extending 
classification are narrower. Thus, the maximum time periods 
for classifying information at the Top Secret and Secret 
levels should be 10 and 6 years, respectively, not the 
suggested 15 and 10 years. In addition, the authority to 
extend classification beyond these periods should be limited 
to a few high-level officials.

The automatic declassification schedules are longer 
than in the Nixon and Carter orders, although again the 
exceptions are narrower. For the next ten years, there 
would be no automatic declassification of documents 
less than 40 years old. An automatic declassification 
date should be established, but it should be 20 years 
and not the suggested 40 years.

The draft does not go far enough to restrict the use of 
special access programs. Special access programs should 
only be used for intelligence and operations programs. 
Acquisition and other existing special access programs 
should be protected under the standard classification 
system. As is widely acknowledged, the best way to keep 
truly sensitive information secret is to limit the number of 
secrets.
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SUBSTANTIVE ISSUES

PREAMBLE

FOREIGN GOVERNMENT INFORMATION (SEC. 1.1(d))

Thus

3

Foreign government documents should be marked with U.S. 
classification markings. There should be no attempt to 
incorporate a foreign government's system into ours, 
section 1.7(e) should be rewritten.

The claimed need to protect "foreign government information" 
is often invoked and has contributed greatly to the problem of 
overclassification. Foreign government documents, not 
information, should be classified only when the foreign 
government expressly requires that the specific documents be held 
in confidence and the documents relate to the national defense or 
foreign policy of the United States. Oral information received 
from a foreign government should be classified according to the 
usual standards. Most such communications will either relate to 
current diplomatic negotiations or may be classified in order to 
protect the identity of a confidential intelligence source.

U.S. government information generated as a result of a joint 
arrangement with foreign governments fsee section 1.1(d)(2)) may 
be classified if it otherwise meets the standards of the order. 
If information does not meet classification standards, the U.S. 
should not agree to keep it secret. The present draft would 
create a potentially large loophole. See also CLASSIFICATION 
CATEGORIES below.

We commend the recognition in the draft, as set forth in the 
preamble, that the end of the Cold War provides an opportunity to 
"emphasize our commitment to an open Government." We would urge 
you to explain in greater detail the reasons for openness: that 
unless the American people can inform themselves about the 
activities of their government, there can be no democratic 
decision-making. At the same time we are concerned about the 
vagueness of the reference to maintaining information in 
confidence and about the reference to our national priorities. 
The national priority is defending the nation; classifying 
information is simply a means to that end. We suggest that the 
preamble simply refer to the fact that the national interest 
requires that certain critically sensitive information related to 
the national defense be exempted from public disclosure.
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CLASSIFICATION AND DECLASSIFICATION STANDARDS (SEC. 1.2)

1.8(d), 3.2(b), 5.4(c) should also be changed

CLASSIFICATION LEVELS (SEC. 1.3)

4

Sections 1.5, 
accordingly.

Along these same lines, subsection 1.2(c) should also be 
amended by adding to the end of the sentence a phrase such as:

The definition of Secret is virtually identical to the 
definition of Confidential in Executive Order 12356 § 1.1(a)(3). 
Merely establishing two instead of three classification levels 
will not reduce classification because almost everything that was 
formerly classified as Confidential would now likely be 

"but such disclosure must be taken into account in making a 
determination whether to continue to classify the 
information."

(4) the original classification authority determines 
that the release of the information reasonably could be 
expected to result in damage to the national security, 
taking into account what is already publicly known or 
reported about the subject matter of the information, 
and the original classifier is able to identify or 
describe the damage; and 

(5) the original classification authority determines 
that the damage outweighs the public interest in 
disclosure.

Upon receipt of a FOIA request or request for mandatory 
declassification review, the order should require a new 
determination of whether the harm to national security continues 
to outweigh the public interest in disclosure, taking into 
account currently available public information. This provision 
should replace section 3.2(b), which will now be redundant.

As noted above, public interest balancing must be an 
integral part of the process if excessive secrecy is to be ended. 
The public interest in knowing the information should be taken 
into account at the time of the initial and all subsequent 
classification determinations, the declassification stage, and 
during any appeal process. Moreover, classification and 
declassification decisions should always take into account what 
is already publicly known about the subject matter, even if there 
have been no official disclosures. Accordingly, we recommend 
that the following underlined language be included in section 
1.2(a):



CLASSIFICATION CATEGORIES (SEC. 1.5)

Regarding the specific categories:

5

One way of limiting the scope of these categories is to 
require public interest balancing in this section, as suggested 
above. Another way to limit these categories is to require that 
information may be classified only if its unauthorized disclosure 
’•demonstrably" (not "reasonably") could be expected to cause 
serious damage of the types listed.

Section 1.5(b) describes information that would "damage 
relations between the United States and another country or 
international organization of governments; impede current 
diplomatic negotiations; or reveal foreign government 
information." Although the protection for current diplomatic 
negotiations and foreign government documents, not information, 
makes sense, the first clause protecting information that would 
damage foreign relations is too broad. It should be limited to 
information where a specific and significant change in U.S.

The new categories, while fewer in number, do not 
effectively limit the type of information that may be classified 
to information whose disclosure would in fact damage the national 
security. The new categories are too broad and will not achieve 
the Task Force’s stated goal of •’[c]urb[ing] excessive 
classification by reducing the number of classification 
categories and narrowing their range." PRO 29 Task Force, 
Comparison Chart at 3.

Section 1.5(a). It is not clear why section (a)(1) is 
needed, given that section (a)(2) covers information that would 
increase the vulnerability of the United States military, etc. 
As written, section (a)(1) would permit the classification of 
information whose disclosure would be likely to result in U.S. 
public opinion objecting to the U.S. military engaging in armed 
conflict or participating in peacekeeping operations. That is 
precisely the kind of information that the public has a right to 
know. Because section (a)(2) provides the necessary protection 
for military information, section (a)(1) should be deleted.

reclassified as Secret. The new requirement to identify or 
describe the damage is an important addition, but it will not 
reduce classification significantly if the Confidential standard 
is de facto retained by the way in which the definitions are now 
drawn. If the new Executive Order truly is to eliminate the 
category "Confidential" and limit the system to two levels, then 
the current definition of Secret should be maintained: 
information whose disclosure would cause "serious" damage to the 
national security.



The order should also provide that:

The intelligence budget shall not be classified.

UPGRADES and EXTENSIONS (SECS. 1.3(d), 1.6(e))

6

The classification of basic scientific research 
information is prohibited.

Information relating to illegal or unconstitutional 
activity by a official of the Federal Government shall 
not be classified.

Intelligence activities, sources, and methods shall not 
presumptively be classified, and shall be governed by 
the same standards applicable to other national 
security information.

foreign relations can be identified as a likely outcome of 
disclosure. Embarrassment by itself should not be a basis for 
classification and it should be made clear that the older the 
information is, the less likely it is that disclosure would cause 
a significant change in current U.S. foreign relations.

"Upgrades" and "extensions" should be treated as wholly new 
classification decisions, and not a pro forma way to 
unnecessarily prolong secrecy. See sections 1.3(d) and 1.6(e). 
Accordingly, to make it more difficult to accomplish than initial 
classification, upgrades and extensions should require higher 
level review along the following lines: only agency heads and 
senior agency officials, but not delegated original classifiers, 
should be able to upgrade or extend classification; similarly, 
only agency heads should be able to upgrade or extend 
classification a second time. No other original classification 
authorities should be authorized to extend the duration of 
classification. This important limitation was also adopted by 
Presidents Nixon (Executive Order 11652, section 5(B)) and Carter 
(E.O. 12065, section 1-402) in their Orders and it is essential 
that the new order should live up to this past standard by 
incorporating these checks on perpetual secrets.

Section 1.5(e) — which reads "damage the ability of the 
United States to relate or apply critical research or technology 
to the national defense or foreign relations of the United 
States" — should be eliminated as redundant to § 1.5(a)(2). It 
is vague and overbroad and could threaten scientific research.



DURATION OF CLASSIFICATION (SECS. 1.6(d), 1.3(d))

UNCONTROLLED DISSEMINATION (SECS, l.l(i), 1.3(a), 1.5)

AUTOMATIC DECLASSIFICATION (SEC. 3.4(a))

7

As noted above, the duration of classification for Secret 
information should be changed from 10 years to 6 years, and for 
Top Secret information from 15 years to 10 years.

Information that has been declassified but not released to 
the public should only be reclassified if it meets the exemptions 
for automatic declassification under section 3.4(b).

Previously undisclosed information that has been requested 
under the FOIA (subsection 1.8(d)) should only be classified with 
the personal approval of the agency head.

ACTION AFTER PUBLIC DISCLOSURE OR REQUEST FOR INFORMATION (SEC. 
1.8(c) & (d))

The purpose of the Executive Order is to protect against the 
unauthorized disclosure of classified information. References 
throughout the draft order to "uncontrolled dissemination" should 
be deleted because they are at the very least redundant and, at 
worst, they place too much power in the hands of agencies to deny 
other agencies needed information. This new concept seems ill- 
considered and at odds with the effort to make government work 
more efficiently by removing, rather than erecting, new barriers 
to the flow of information between agencies. The concept of 
"need to know" can be maintained, without doing it along agency 
lines.

The new duration periods should apply to the greatest extent 
possible to information marked "OADR" under predecessor orders. 
It is important that declassification of older documents should 
date from the time of the original classification decision. To 
do otherwise would lead to keeping old material secret longer 
than newer material. Subsections 1.6(d)(2) and (3) should 
therefore require that the time for declassification be 
calculated "from the date of original classification," and not 
from the effective date of the new Order.

The automatic declassification date should be changed from
40 to 20 years for all information. Current law already 
establishes a limit of 30 years for State Department and Kennedy 



Exceptions to automatic declassification (Sec. 3.4(b))

Systematic Declassification Review (Sec. 3.5)

[E.O.

8,
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The proposed exceptions are narrowly drafted and reasonable. 
We suggest that the exception for information identifying a 
confidential human intelligence source in subsection (b)(1) be 
amended to provide that in the case of sources now dead, the 
information may be withheld only if its disclosure would cause 
physical harm to persons still living.

3 E.O. 12065, section 3-402 required that except, for the 
specific, limited categories identified by agency heads, all 
remaining classified material "shall be declassified 
automatically at the end of twenty years from the date of 
original classification." (Emphasis added.)

assassination records. See 22 U.S.C. § 4351. The CIA itself has 
committed to declassify some historical materials after 30 years 
and in some cases after ten years. In addition, President Nixon 
required the Archivist to declassify all documents that were more 
than 30 years old and that were not specifically exempted in 
writing by an agency head.1 Moreover, President Nixon initiated 
"an immediate and systematic declassification of World War II 
documents" on August 3, 1971, yielding speedy bulk
declassification of documents even less than 30 years old.2 
Finally, President Carter directed automatic declassification for 
documents that were 20 years old, with the usual allowance for 
exemptions of "specific, limited categories of information."3 
The goal of a 20 year life span for the vast majority of 
"secrets" needs to be a fundamental part of this new order to 
underscore the Administration’s goal of sharply reducing secrecy.

Systematic review should be replaced by automatic 
declassification after 20 years and block review of more recent 
documents in files relating to prioritized topics of broad public 
interest. Systematic review of the type set up in the draft 

1 Strictly speaking, Nixon's 30 year maximum life span 
required systematic review of previously classified documents, 
not automatic declassification. (Automatic declassification at 
30 years was required for any future classified documents that 
might be exempted from prior automatic declassification.) 
However, Nixon directed that no old material remain classified 
after the "30 year deadline" unless it was specifically exempted 
in writing by an agency head. [E.O. 11652, section 5(E); the "30 
year deadline" for declassification of old documents is also 
cited in the President's March 8, 1972 speech.]

2 Statement by the President announcing E.O. 11652, March 
1972.



TRANSFER TO NATIONAL ARCHIVES (SEC. 3.3(d))

DECLASSIFICATION DATABASE (SEC. 3.8)

SPECIAL ACCESS PROGRAMS (SEC. 4.4(b))

9

Although this database sounds good in theory, in practice it 
appears that it is being designed not to aid in the release of 
more information, but rather to limit releases to what has 
previously been declassified. Such a database would be a waste 
of time and money as well as contravening the purpose of the new 
Order to make more, not less, government information available to 
the public. If this provision is retained, it should contain 
stronger language as to the intent of establishing the database.

This section needs to be strengthened so that the Archives 
can require agencies either to declassify records or to transfer 
still-classified records and reimburse the Archives for the 
expense of declassification that the Archives undertakes when the 
agency has not complied with its duty to declassify. Otherwise, 
there is a real danger that agencies will stop forwarding to the 
Archives their historical materials and may use this section as 
the reason why they cannot comply, claiming that they lack the 
money and staff to declassify the material. The result would be 
that the Archives will lose control over important historical 
documents, which will be in danger of being lost or destroyed.

order has historically failed to produce the kinds of results 
that are the aim of this new order. Because it is a labor 
intensive and costly undertaking, systematic review, unlike 
automatic declassification and block review, will never make 
available historical documents.

As noted above, SAPs should be limited only to intelligence 
and operations programs in order to eliminate the most frequently 
abused category of SAPs. In addition, the order should make 
clear that cover stories or other active deception practices 
should not be utilized as a security measure in special access 
programs, except regarding combat operations in time of armed 
conflict. The United States should renounce the use of official 
deception because of the damage to the credibility of the 
government and to the political well-being of the nation. This 
problem is not substantially mitigated by the reporting of 
deception activities to a small group of Members of Congress and 
their staff.
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INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL (SEC. 5.4)

SCOPE OF ORDER (SEC. 6.1(a))

RIGHT OF CONGRESS TO RECEIVE CLASSIFIED INFORMATION (SEC. 4.2)

10

The authority of Congress to demand and receive information 
from the Executive Branch and the President's authority to claim 
executive privileges are constitutional matters not subject to 
change by an Executive Order. Therefore, we do not think that 
section 4.2(d) concerning disseminations of information outside 
the Executive Branch should be included in the Order. If the 
subject of dissemination to Congress is addressed at all, we 
suggest that the order make clear that while there is an 
executive privilege, classification per se is not a basis for 
withholding information from Congress.

Section 6.1(a) — "Nothing in this Order shall supersede any 
requirement made by or under the Atomic Energy Act of 1954, as 
amended, or the National Security Act of 1947" — simply states 
the law. However, the Executive Order should also make clear 
both that the reference in the National Security Act to 
protecting sources and methods means sources and methods that 
qualify for classification under this order and that the 
classification standards for sources and methods are the same as 
for other information.

In order for a new appeals panel to exercise effective 
oversight on declassification decisions, its members should be 
independent of the "user" agencies within the Executive Branch. 
Thus Option Six is the only alternative that provides a truly 
independent review authority. We suggest that this panel also be 
given jurisdiction to hear FOIA appeals, subject to reversal only 
by the President.
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The phrases "or any predecessor order" and "or uncontrolled 
dissemination" are both superfluous and should be deleted.

The effective date of original classification (which may be 
same as the date of the document) should probably be added to 
required markings, since other sections (such as 1.6(b) &

(c)) depend upon it.

Any information "excluded" under this provision should be 
maintained on file for possible inspection by ISOO, the Inspector

Section 1.7(b): "Specific information contained in
paragraph (a), above, shall be excluded if it would 
unnecessarily reveal additional national security protected 
information."

Section 1.1(c): "'National security protected information' 
means information that has been determined pursuant to this 
Order or any predecessor order to require protection against 
unauthorized disclosure or uncontrolled dissemination." 
(Emphasis added.)

Section 1.3(c): "If there is a reasonable doubt about the 
appropriate level of classification, it shall be classified 
at the Secret level." (Emphasis added.)

Section 1.4(c)(4): "Each delegation of original 
classification authority . . . shall identify the official 
by name or position title."

The "position title" should be required in every instance to 
make it clear that classification authority is associated with 
the job as well as the individual. This could be done by 
changing "or" to "and".

To clarify the requirement that the authority has already 
determined that the material requires classification, add to 
beginning of sentence the underlined phrase: "If it is 
determined that information needs to be classified but there is . 
. ." This change also is consistent with section 1.2(b).
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Delete the "to" at the beginning of these three subsections, 
they are redundant.

The "concise reason for classification" required in section
1.7(a)(5) should also be required to be identified in any new 
classification guides for clarity, consistency, and to ensure 
appropriate classification.

In order to most effectively reduce secrecy, this provision 
should be addressed to all producers of classified documents, and 
should apply to any document from which national security 
protected information can reasonably be segregated from the 
unclassified material, not just those with "small portions" of 
classified information.

General, or other authorized personnel, in order to incorporate 
accountability for such exclusion decisions.

Section 1.7(g): "The original classification authority 
shall, whenever practicable, use a classified addendum 
whenever national security protected information constitutes 
a small portion of an otherwise unclassified document."

Section 1.8(b): "Basic scientific research information not 
clearly related to the national security may not be 
classified." (Emphasis added.)

As recommended above under CLASSIFICATION CATEGORIES (pp. 8- 
9), the underlined language should be deleted to make clear that 
basic scientific research information is not classified.

Section 3.2(a): "... Agencies shall coordinate their
[declassification] review of national security protected 
information with other agencies that have a direct interest 
in the subj ect matter."

Declassification authorities at originating agencies should 
be given unrestricted authority to declassify. Further, when 
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originating agencies cannot be located or are unresponsive, the 
agency in possession should be authorized to declassify in order 
to avoid excessive delays and unnecessary continued secrecy.

"The Secretary of State, in the course of modifying treaties 
or agreements in accordance with section 3.4(e) or in 
negotiating new treaties, shall (1) seek to ensure that 
information shall be classified only if it meets the 
requirements of this order and that such information shall 
not be classified beyond 20 years and (2) encourage all 
parties to seek declassification as early as possible.”

Finally, language should be added that directs agencies to 
actually negotiate this issue and refrain from automatically 
inserting into such instruments language that limits access to 
information and then assuming that foreign governments will 
demand its presence as a condition of their agreement and 
participation.

As currently drafted, this provision operates circularly 
with section 3.4(b)(4), which permits information to remain 
classified beyond 40 years "under this Section" if a treaty 
requires it. The underlined words should be deleted to make 
clear that the only treaties that are exempt from renegotiation 
by the Secretary are those that require the secrecy of 
information in categories (l)-(3) of subsection 3.4(b), and not 
category 3.4(b)(4).

Section 3.4(e): "The Secretary of State shall commence 
negotiations with the appropriate officials of a foreign 
government ... to modify any treaty . . . that requires 
the classification of information longer than 40 years . . 
unless the treaty . . . pertains to information that may 
otherwise remain classified beyond 40 years under this 
Section." (Emphasis added.)

Section 4.4(a)(1) Special Access Programs: "... These 
officials shall keep the number of these programs at an 
absolute minimum, and shall establish them only upon a 
specific finding that: (1) The vulnerability of, or threat 

specific information is exceptional; or (2) the normal 
criteria for determining eligibility for access applicable 
to information classified at the same level are not deemed 
sufficient to protect the information from unauthorized 
disclosure."



Special access program' means a program*
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Broaden the definitions to include former government 
employees who have not been Presidential appointees, but who need 
access to their own papers for research and writing purposes 
(such as career diplomats).

Please contact Kate Martin at the ACLU (202-675-2327), 
Sheryl Walter at the National Security Archive (202-797-0882), or 
Steve Aftergood at the Federation of American Scientists (202-
675-1012) for more information.

SAPs must of course be authorized, but authorization should 
be a requirement, not part of the definition. If SAPs are 
authorized by definition, then unauthorized SAPs would not be 
SAPs at all, and could not be in violation of the Order. Section 
4.4(a) makes it sufficiently clear that legitimate SAPs must be 
authorized by agency heads. Accordingly, the phrase "authorized 
by an agency head" should be deleted.

Section 4.1(h): '"Special access program' means a program 
authorized by an agency head for a specific class of 
national security protected information that imposes 
safeguarding and access requirements that exceed those 
normally required for information at the same classification 
level." (Emphasis added.)

Section 4.5 Access by Historical Researches and Former 
Presidential Appointees.

Add a subsection that requires that directives issued by
ISOO be subject to public notice and comment: "Directives issued 
by the Director of the Information Security Oversight Office 
shall be subject to public notice and comment."

To ensure that special access programs are set up only when 
truly needed, they should be established only when both 
requirements are met. Therefore, the "or" between (1) and (2) 
should be changed to "and".
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ANALYSIS OF DRAFT EXECUTIVE ORDER ON CLASSIFICATION 
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Public interest balancing should be included at all 
stages of classification and declassification.

AMERICAN CIVIL LIBERTIES UNION, NATIONAL SECURITY ARCHIVE, 
AND FEDERATION OF AMERICAN SCIENTISTS

The order should require that information may be 
classified only if the potential harm to national 
security from disclosure outweighs the public interest 
in disclosure. The public interest in disclosure 
applies not only to information relevant to public 
debate on foreign policy and national defense matters, 
but also includes the scientific, technological, and 
economic benefits of disclosure. Such a test would 
mean, for example, that the concept or cost of weapons 
systems would have to be public, although the details 
could be kept secret. Consideration should also be 
given to the efficiency costs within the government 
from restricting information and to the monetary costs 
of classification.

The following are our comments on the August 31 draft 
Executive Order on classification prepared by the PRD 29 Task 
Force. We first discuss the major issues that we believe need to 
be addressed in the current draft in order for it to effect real 
change in the system and restore the public's right to know 
government information. We then address other substantive 
matters that should be corrected. Finally, we have provided a 
section-by-section commentary of technical changes that we think 
will clear up ambiguities and better ensure that the intent of 
increased openness is achieved with the new order. We appreciate 
your consideration of our views, and hope that you will provide a 
mechanism for further public comment before the final version is 
presented to the President.

The proposed criteria for classifying information related to 
the national defense or foreign policy are too broad and 
will not result in any significant cure of the current 
problem of classifying too much information crucial to 
public policy debates. In order to remedy this:
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In addition, the classification categories in section
1.5 of the new order need to be narrowed.

The provisions in the current draft for declassifying 
historical documents are unlikely to result in significant 
amounts of information being made public.

The automatic declassification schedules are longer 
than in the Nixon and Carter orders, although again the 
exceptions are narrower. For the next ten years, there 
would be no automatic declassification of documents 
less than 40 years old. An automatic declassification 
date should be established, but it should be 20 years 
and not the suggested 40 years.

The draft allows for information to be initially classified 
for longer periods of time than did the Carter and Nixon 
Executive Orders, although the exceptions for extending 
classification are narrower. Thus, the maximum time periods 
for classifying information at the Top Secret and Secret 
levels should be 10 and 6 years, respectively, not the 
suggested 15 and 10 years. In addition, the authority to 
extend classification beyond these periods should be limited 
to a few high-level officials.

The proposed reliance on systematic review to 
declassify documents more than 25 years old is 
unrealistic and prohibitively expensive. Automatic 
declassification should be substituted for systematic 
review for documents more than 20 years old. Instead 
of systematic review for more recent documents, the 
order should require block review of files relating to 
prioritized topics with an emphasis on issues of broad 
public interest.

The draft does not go far enough to restrict the use of 
special access programs. Special access programs should 
only be used for intelligence and operations programs. 
Acquisition and other existing special access programs 
should be protected under the standard classification 
system. As is widely acknowledged, the best way to keep 
truly sensitive information secret is to limit the number of 
secrets.
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We would urge 
: that

Foreign government documents should be marked with U.S. 
classification markings. There should be no attempt to 
incorporate a foreign government’s system into ours, 
section 1.7(e) should be rewritten.

We commend the recognition in the draft, as set forth in the 
preamble, that the end of the Cold War provides an opportunity to 
"emphasize our commitment to an open Government." T-T- ---
you to explain in greater detail the reasons for openness: 
unless the American people can inform themselves about the 
activities of their government, there can be no democratic 
decision-making. At the same time we are concerned about the 
vagueness of the reference to maintaining information in 
confidence and about the reference to our national priorities. 
The national priority is defending the nation; classifying 
information is simply a means to that end. We suggest that the 
preamble simply refer to the fact that the national interest 
requires that certain critically sensitive information related to 
the national defense be exempted from public disclosure.

The claimed need to protect "foreign government information" 
is often invoked and has contributed greatly to the problem of 
overclassification. Foreign government documents, not 
information, should be classified only when the foreign 
government expressly requires that the specific documents be held 
in confidence and the documents relate to the national defense or 
foreign policy of the United States. Oral information received 
from a foreign government should be classified according to the 
usual standards. Most such communications will either relate to 
current diplomatic negotiations or may be classified in order to 
protect the identity of a confidential intelligence source.

U.S. government information generated as a result of a joint 
arrangement with foreign governments (see section 1.1(d)(2)) may 
be classified if it otherwise meets the standards of the order. 
If information does not meet classification standards, the U.S. 
should not agree to keep it secret. The present draft would 
create a potentially large loophole. See also CLASSIFICATION 
CATEGORIES below.



CLASSIFICATION AND DECLASSIFICATION STANDARDS (SEC. 1.2)

1.8(d), 3.2(b), 5.4(c) should also be changed

CLASSIFICATION LEVELS (SEC. 1.3)
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Sections 1.5, 
accordingly.

Along these same lines, subsection 1.2(c) should also be 
amended by adding to the end of the sentence a phrase such as:

"but such disclosure must be taken into account in making a 
determination whether to continue to classify the 
information."

(4) the original classification authority determines 
that the release of the information reasonably could be 
expected to result in damage to the national security, 
taking into account what is already publicly known or 
reported about the subject matter of the information, 
and the original classifier is able to identify or 
describe the damage; and

(5) the original classification authority determines 
that the damage outweighs the public interest in 
disclosure.

As noted above, public interest balancing must be an 
integral part of the process if excessive secrecy is to be ended. 
The public interest in knowing the information should be taken 
into account at the time of the initial and all subsequent 
classification determinations, the declassification stage, and 
during any appeal process. Moreover, classification and 
declassification decisions should always take into account what 
is already publicly known about the subject matter, even if there 
have been no official disclosures. Accordingly, we recommend 
that the following underlined language be included in section 
1.2(a):

The definition of Secret is virtually identical to the 
definition of Confidential in Executive Order 12356 § 1.1(a)(3). 
Merely establishing two instead of three classification levels 
will not reduce classification because almost everything that was 
formerly classified as Confidential would now likely be 

Upon receipt of a FOIA request or request for mandatory 
declassification review, the order should require a new 
determination of whether the harm to national security continues 
to outweigh the public interest in disclosure, taking into 
account currently available public information. This provision 
should replace section 3.2(b), which will now be redundant.
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Regarding the specific categories:
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Section 1.5(b) describes information that would "damage 
relations between the United States and another country or 
international organization of governments; impede current 
diplomatic negotiations; or reveal foreign government 
information." Although the protection for current diplomatic 
negotiations and foreign government documents, not information, 
makes sense, the first clause protecting information that would 
damage foreign relations is too broad. It should be limited to 
information where a specific and significant change in U.S.

One way of limiting the scope of these categories is to 
require public interest balancing in this section, as suggested 
above. Another way to limit these categories is to require that 
information may be classified only if its unauthorized disclosure 
"demonstrably" (not "reasonably") could be expected to cause 
serious damage of the types listed.

reclassified as Secret. The new requirement to identify or 
describe the damage is an important addition, but it will not 
reduce classification significantly if the Confidential standard 
is de facto retained by the way in which the definitions are now 
drawn. If the new Executive Order truly is to eliminate the 
category "Confidential" and limit the system to two levels, then 
the current definition of Secret should be maintained:
information whose disclosure would cause "serious" damage to the 
national security.

The new categories, while fewer in number, do not 
effectively limit the type of information that may be classified 
to information whose disclosure would in fact damage the national 
security. The new categories are too broad and will not achieve 
the Task Force's stated goal of "[c]urb[ing] excessive 
classification by reducing the number of classification 
categories and narrowing their range." PRD 29 Task Force, 
Comparison Chart at 3.

Section 1.5(a). It is not clear why section (a)(1) is 
needed, given that section (a)(2) covers information that would 
increase the vulnerability of the United States military, etc. 
As written, section (a)(1) would permit the classification of 
information whose disclosure would be likely to result in U.S. 
public opinion objecting to the U.S. military engaging in armed 
conflict or participating in peacekeeping operations. That is 
precisely the kind of information that the public has a right to 
know. Because section (a)(2) provides the necessary protection 
for military information, section (a)(1) should be deleted.



The order should also provide that:

The intelligence budget shall not be classified.

UPGRADES and EXTENSIONS (SECS. 1.3(d), 1.6(e))
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The classification of basic scientific research 
information is prohibited.

Intelligence activities, sources, and methods shall not 
presumptively be classified, and shall be governed by 
the same standards applicable to other national 
security information.

Information relating to illegal or unconstitutional 
activity by a official of the Federal Government shall 
not be classified.

foreign relations can be identified as a likely outcome of 
disclosure. Embarrassment by itself should not be a basis for 
classification and it should be made clear that the older the 
information is, the less likely it is that disclosure would cause 
a significant change in current U.S. foreign relations.

"Upgrades" and "extensions" should be treated as wholly new 
classification decisions, and not a pro forma way to 
unnecessarily prolong secrecy. See sections 1.3(d) and 1.6(e). 
Accordingly, to make it more difficult to accomplish than initial 
classification, upgrades and extensions should require higher 
level review along the following lines: only agency heads and 
senior agency officials, but not delegated original classifiers, 
should be able to upgrade or extend classification; similarly, 
only agency heads should be able to upgrade or extend 
classification a second time. No other original classification 
authorities should be authorized to extend the duration of 
classification. This important limitation was also adopted by 
Presidents Nixon (Executive Order 11652, section 5(B)) and Carter 
(E.O. 12065, section 1-402) in their Orders and it is essential 
that the new order should live up to this past standard by 
incorporating these checks on perpetual secrets.

Section 1.5(e) — which reads "damage the ability of the 
United States to relate or apply critical research or technology 
to the national defense or foreign relations of the United 
States" — should be eliminated as redundant to § 1.5(a)(2). It 
is vague and overbroad and could threaten scientific research.
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As noted above, the duration of classification for Secret 
information should be changed from 10 years to 6 years, and for 
Top Secret information from 15 years to 10 years.

ACTION AFTER PUBLIC DISCLOSURE OR REQUEST FOR INFORMATION (SEC. 
1.8(c) & (d))

Previously undisclosed information that has been requested 
under the FOIA (subsection 1.8(d)) should only be classified with 
the personal approval of the agency head.

The new duration periods should apply to the greatest extent 
possible to information marked "OADR" under predecessor orders. 
It is important that declassification of older documents should 
date from the time of the original classification decision. To 
do otherwise would lead to keeping old material secret longer 
than newer material. Subsections 1.6(d)(2) and (3) should 
therefore require that the time for declassification be 
calculated "from the date of original classification," and not 
from the effective date of the new Order.

The purpose of the Executive Order is to protect against the 
unauthorized disclosure of classified information. References 
throughout the draft order to "uncontrolled dissemination" should 
be deleted because they are at the very least redundant and, at 
worst, they place too much power in the hands of agencies to deny 
other agencies needed information. This new concept seems ill- 
considered and at odds with the effort to make government work 
more efficiently by removing, rather than erecting, new barriers 
to the flow of information between agencies. The concept of 
"need to know" can be maintained, without doing it along agency 
lines.

The automatic declassification date should be changed from
40 to 20 years for all information. Current law already 
establishes a limit of 30 years for State Department and Kennedy

Information that has been declassified but not released to 
the public should only be reclassified if it meets the exemptions 
for automatic declassification under section 3.4(b).



See 22 U.S.C.

Exceptions to automatic declassification (Sec. 3.4(b))

Systematic Declassification Review (Sec. 3.5)
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2 Statement by the President announcing E.O. 11652, March 
1972.

The proposed exceptions are narrowly drafted and reasonable. 
We suggest that the exception for information identifying a 
confidential human intelligence source in subsection (b)(1) be 
amended to provide that in the case of sources now dead, the 
information may be withheld only if its disclosure would cause 
physical harm to persons still living.

assassination records. See 22 U.S.C. § 4351. The CIA itself has 
committed to declassify some historical materials after 30 years 
and in some cases after ten years. In addition, President Nixon 
required the Archivist to declassify all documents that were more 
than 30 years old and that were not specifically exempted in 
writing by an agency head.1 Moreover, President Nixon initiated 
"an immediate and systematic declassification of World War II 
documents" on August 3, 1971, yielding speedy bulk 
declassification of documents even less than 30 years old.2 
Finally, President Carter directed automatic declassification for 
documents that were 20 years old, with the usual allowance for 
exemptions of "specific, limited categories of information."3 
The goal of a 20 year life span for the vast majority of 
"secrets" needs to be a fundamental part of this new order to 
underscore the Administration's goal of sharply reducing secrecy.

3 E.O. 12065, section 3-402 required that except, for the 
specific, limited categories identified by agency heads, all 
remaining classified material "shall be declassified 
automatically at the end of twenty years from the date of 
original classification." (Emphasis added.)

1 Strictly speaking, Nixon's 30 year maximum life span 
required systematic review of previously classified documents, 
not automatic declassification. (Automatic declassification at
30 years was required for any future classified documents that 
might be exempted from prior automatic declassification.) 
However, Nixon directed that no old material remain classified 
after the "30 year deadline" unless it was specifically exempted 
in writing by an agency head. [E.O. 11652, section 5(E); the "30 
year deadline" for declassification of old documents is also 
cited in the President's March 8, 1972 speech.)

Systematic review should be replaced by automatic 
declassification after 20 years and block review of more recent 
documents in files relating to prioritized topics of broad public 
interest. Systematic review of the type set up in the draft 
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Although this database sounds good in theory, in practice it 
appears that it is being designed not to aid in the release of 
more information, but rather to limit releases to what has 
previously been declassified. Such a database would be a waste 
of time and money as well as contravening the purpose of the new 
Order to make more, not less, government information available to 
the public. If this provision is retained, it should contain 
stronger language as to the intent of establishing the database.

This section needs to be strengthened so that the Archives 
can require agencies either to declassify records or to transfer 
still-classified records and reimburse the Archives for the 
expense of declassification that the Archives undertakes when the 
agency has not complied with its duty to declassify. Otherwise, 
there is a real danger that agencies will stop forwarding to the 
Archives their historical materials and may use this section as 
the reason why they cannot comply, claiming that they lack the 
money and staff to declassify the material. The result would be 
that the Archives will lose control over important historical 
documents, which will be in danger of being lost or destroyed.

order has historically failed to produce the kinds of results 
that are the aim of this new order. Because it is a labor 
intensive and costly undertaking, systematic review, unlike 
automatic declassification and block review, will never make 
available historical documents.

As noted above, SAPs should be limited only to intelligence 
and operations programs in order to eliminate the most frequently 
abused category of SAPs. In addition, the order should make 
clear that cover stories or other active deception practices 
should not be utilized as a security measure in special access 
programs, except regarding combat operations in time of armed 
conflict. The United States should renounce the use of official 
deception because of the damage to the credibility of the 
government and to the political well-being of the nation. This 
problem is not substantially mitigated by the reporting of 
deception activities to a small group of Members of Congress and 
their staff.
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Section 6.1(a) — "Nothing in this Order shall supersede any 
requirement made by or under the Atomic Energy Act of 1954, as 
amended, or the National Security Act of 1947" — simply states 
the law. However, the Executive Order should also make clear 
both that the reference in the National Security Act to 
protecting sources and methods means sources and methods that 
qualify for classification under this order and that the 
classification standards for sources and methods are the same as 
for other information.

In order for a new appeals panel to exercise effective 
oversight on declassification decisions, its members should be 
independent of the "user" agencies within the Executive Branch. 
Thus Option Six is the only alternative that provides a truly 
independent review authority. We suggest that this panel also be 
given jurisdiction to hear FOIA appeals, subject to reversal only 
by the President.

The authority of Congress to demand and receive information 
from the Executive Branch and the President's authority to claim 
executive privileges are constitutional matters not subject to 
change by an Executive Order. Therefore, we do not think that 
section 4.2(d) concerning disseminations of information outside 
the Executive Branch should be included in the Order. If the 
subject of dissemination to Congress is addressed at all, we 
suggest that the order make clear that while there is an 
executive privilege, classification per se is not a basis for 
withholding information from Congress.
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Any information "excluded" under this provision should be 
maintained on file for possible inspection by ISOO, the Inspector

The phrases "or any predecessor order" and "or uncontrolled 
dissemination" are both superfluous and should be deleted.

The effective date of original classification (which may be 
the same as the date of the document) should probably be added to 
the required markings, since other sections (such as 1.6(b) & 
(c)) depend upon it.

Section 1.1(c): "'National security protected information' 
means information that has been determined pursuant to this 
Order or any predecessor order to require protection against 
unauthorized disclosure or uncontrolled dissemination." 
(Emphasis added.)

Section 1.3(c): "If there is a reasonable doubt about the 
appropriate level of classification, it shall be classified 
at the Secret level." (Emphasis added.)

Section 1.4(c)(4): "Each delegation of original 
classification authority . . . shall identify the official 
by name or position title."

Section 1.7(b): "Specific information contained in 
paragraph (a), above, shall be excluded if it would 
unnecessarily reveal additional national security protected 
information."

The "position title" should be required in every instance to 
make it clear that classification authority is associated with 
the job as well as the individual. This could be done by 
changing "or" to "and".

To clarify the requirement that the authority has already 
determined that the material requires classification, add to 
beginning of sentence the underlined phrase: "If it is 
determined that information needs to be classified but there is . 
. ." This change also is consistent with section 1.2(b).
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General, or other authorized personnel, in order to incorporate 
accountability for such exclusion decisions.

The "concise reason for classification" required in section
1.7(a)(5) should also be required to be identified in any new 
classification guides for clarity, consistency, and to ensure 
appropriate classification.

In order to most effectively reduce secrecy, this provision 
should be addressed to all producers of classified documents, and 
should apply to any document from which national security 
protected information can reasonably be segregated from the 
unclassified material, not just those with "small portions" of 
classified information.

As recommended above under CLASSIFICATION CATEGORIES (pp. 8- 
9), the underlined language should be deleted to make clear that 
basic scientific research information is not classified.

Section 3.2(a): "... Agencies shall coordinate their
[declassification] review of national security protected 
information with other agencies that have a direct interest 
in the subject matter."

Delete the "to" at the beginning of these three subsections, 
as they are redundant.

Section 1.7(g): "The original classification authority 
shall, whenever practicable, use a classified addendum 
whenever national security protected information constitutes 
a small portion of an otherwise unclassified document."

Section 1.8(b): "Basic scientific research information not 
clearly related to the national security may not be 
classified." (Emphasis added.)

Declassification authorities at originating agencies should 
be given unrestricted authority to declassify. Further, when 
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"The Secretary of State, in the course of modifying treaties 
or agreements in accordance with section 3.4(e) or in 
negotiating new treaties, shall (1) seek to ensure that 
information shall be classified only if it meets the 
requirements of this order and that such information shall 
not be classified beyond 20 years and (2) encourage all 
parties to seek declassification as early as possible."

As currently drafted, this provision operates circularly 
with section 3.4(b)(4), which permits information to remain 
classified beyond 40 years "under this Section" if a treaty 
requires it. The underlined words should be deleted to make 
clear that the only treaties that are exempt from renegotiation 
by the Secretary are those that require the secrecy of 
information in categories (l)-(3) of subsection 3.4(b), and not 
category 3.4(b)(4).

originating agencies cannot be located or are unresponsive, the 
agency in possession should be authorized to declassify in order 
to avoid excessive delays and unnecessary continued secrecy.

Section 3.4(e): "The Secretary of State shall commence 
negotiations with the appropriate officials of a foreign 
government ... to modify any treaty . . . that requires 
the classification of information longer than 40 years . . 
unless the treaty . . . pertains to information that may 
otherwise remain classified beyond 40 years under this 
Section." (Emphasis added.)

Section 4.4(a)(1) Special Access Programs: "... These 
officials shall keep the number of these programs at an 
absolute minimum, and shall establish them only upon a 
specific finding that: (1) The vulnerability of, or threat
to, specific information is exceptional; or (2) the normal 
criteria for determining eligibility for access applicable 
to information classified at the same level are not deemed 
sufficient to protect the information from unauthorized 
disclosure."

Finally, language should be added that directs agencies to 
actually negotiate this issue and refrain from automatically 
inserting into such instruments language that limits access to 
information and then assuming that foreign governments will 
demand its presence as a condition of their agreement and 
participation.
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Broaden the definitions to include former government 
employees who have not been Presidential appointees, but who need 
access to their own papers for research and writing purposes 
(such as career diplomats).

SAPs must of course be authorized, but authorization should 
be a requirement, not part of the definition. If SAPs are 
authorized by definition, then unauthorized SAPs would not be 
SAPs at all, and could not be in violation of the Order. Section 
4.4(a) makes it sufficiently clear that legitimate SAPs must be 
authorized by agency heads. Accordingly, the phrase "authorized 
by an agency head" should be deleted.

Please contact Kate Martin at the ACLU (202-675-2327), 
Sheryl Walter at the National Security Archive (202-797-0882), or 
Steve Aftergood at the Federation of American Scientists (202-
675-1012) for more information.

Section 4.5 Access by Historical Researches and Former 
Presidential Appointees.

Add a subsection that requires that directives issued by
ISOO be subject to public notice and comment: "Directives issued 
by the Director of the Information Security Oversight Office 
shall be subject to public notice and comment."

Section 4.1(h): "’Special access program' means a program 
authorized by an agency head for a specific class of 
national security protected information that imposes 
safeguarding and access requirements that exceed those 
normally required for information at the same classification 
level." (Emphasis added.)

To ensure that special access programs are set up only when 
truly needed, they should be established only when both 
requirements are met. Therefore, the "or" between (1) and (2) 
should be changed to "and".
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Public interest balancing should be included at all 
stages of classification and declassification.

AMERICAN CIVIL LIBERTIES UNION, NATIONAL SECURITY ARCHIVE,
AND FEDERATION OF AMERICAN SCIENTISTS

ANALYSIS OF DRAFT EXECUTIVE ORDER ON CLASSIFICATION 
CIRCULATED BY PRD 29 TASK FORCE

The following are our comments on the August 31 draft 
Executive Order on classification prepared by the PRD 29 Task 
Force. We first discuss the major issues that we believe need to 
be addressed in the current draft in order for it to effect real 
change in the system and restore the public’s right to know 
government information. We then address other substantive 
matters that should be corrected. Finally, we have provided a 
section-by-section commentary of technical changes that we think 
will clear up ambiguities and better ensure that the intent of 
increased openness is achieved with the new order. We appreciate 
your consideration of our views, and hope that you will provide a 
mechanism for further public comment before the final version is 
presented to the President.

The order should require that information may be 
classified only if the potential harm to national 
security from disclosure outweighs the public interest 
in disclosure. The public interest in disclosure 
applies not only to information relevant to public 
debate on foreign policy and national defense matters, 
but also includes the scientific, technological, and 
economic benefits of disclosure. Such a test would 
mean, for example, that the concept or cost of weapons 
systems would have to be public, although the details 
could be kept secret. Consideration should also be 
given to the efficiency costs within the government 
from restricting information and to the monetary costs 
of classification.

The proposed criteria for classifying information related to 
the national defense or foreign policy are too broad and 
will not result in any significant cure of the current 
problem of classifying too much information crucial to 
public policy debates. In order to remedy this:
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In addition, the classification categories in section
1.5 of the new order need to be narrowed.

The provisions in the current draft for declassifying 
historical documents are unlikely to result in significant 
amounts of information being made public.

The proposed reliance on systematic review to 
declassify documents more than 25 years old is 
unrealistic and prohibitively expensive. Automatic 
declassification should be substituted for systematic 
review for documents more than 20 years old. Instead 
of systematic review for more recent documents, the 
order should require block review of files relating to 
prioritized topics with an emphasis on issues of broad 
public interest.

The automatic declassification schedules are longer 
than in the Nixon and Carter orders, although again the 
exceptions are narrower. For the next ten years, there 
would be no automatic declassification of documents 
less than 40 years old. An automatic declassification 
date should be established, but it should be 20 years 
and not the suggested 40 years.

The draft does not go far enough to restrict the use of 
special access programs. Special access programs should 
only be used for intelligence and operations programs. 
Acquisition and other existing special access programs 
should be protected under the standard classification 
system. As is widely acknowledged, the best way to keep 
truly sensitive information secret is to limit the number of 
secrets.

The draft allows for information to be initially classified 
for longer periods of time than did the Carter and Nixon 
Executive Orders, although the exceptions for extending 
classification are narrower. Thus, the maximum time periods 
for classifying information at the Top Secret and Secret 
levels should be 10 and 6 years, respectively, not the 
suggested 15 and 10 years. In addition, the authority to 
extend classification beyond these periods should be limited 
to a few high-level officials.
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FOREIGN GOVERNMENT INFORMATION (SEC. 1.1(d))
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The claimed need to protect "foreign government information" 
is often invoked and has contributed greatly to the problem of 
overclassification. Foreign government documents, not 
information, should be classified only when the foreign 
government expressly requires that the specific documents be held 
in confidence and the documents relate to the national defense or 
foreign policy of the United States. Oral information received 
from a foreign government should be classified according to the 
usual standards. Most such communications will either relate to 
current diplomatic negotiations or may be classified in order to 
protect the identity of a confidential intelligence source.

Foreign government documents should be marked with U.S. 
classification markings. There should be no attempt to 
incorporate a foreign government’s system into ours. Thus 
section 1.7(e) should be rewritten.

U.S. government information generated as a result of a joint 
arrangement with foreign governments (see section 1.1(d)(2)) may 
be classified if it otherwise meets the standards of the order. 
If information does not meet classification standards, the U.S. 
should not agree to keep it secret. The present draft would 
create a potentially large loophole. See also CLASSIFICATION 
CATEGORIES below.

We commend the recognition in the draft, as set forth in the 
preamble, that the end of the Cold War provides an opportunity to 
"emphasize our commitment to an open Government." We would urge 
you to explain in greater detail the reasons for openness: that 
unless the American people can inform themselves about the 
activities of their government, there can be no democratic 
decision-making. At the same time we are concerned about the 
vagueness of the reference to maintaining information in 
confidence and about the reference to our national priorities. 
The national priority is defending the nation; classifying 
information is simply a means to that end. We suggest that the 
preamble simply refer to the fact that the national interest 
requires that certain critically sensitive information related to 
the national defense be exempted from public disclosure.
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Along these same lines, subsection 1.2(c) should also be 
amended by adding to the end of the sentence a phrase such as:

The definition of Secret is virtually identical to the 
definition of Confidential in Executive Order 12356 § 1.1(a)(3). 
Merely establishing two instead of three classification levels 
will not reduce classification because almost everything that was 
formerly classified as Confidential would now likely be 

"but such disclosure must be taken into account in making a 
determination whether to continue to classify the
information."

Sections 1.5, 1.8(d), 3.2(b), 5.4(c) should also be changed 
accordingly.

(4) the original classification authority determines 
that the release of the information reasonably could be 
expected to result in damage to the national security, 
taking into account what is already publicly known or 
reported about the subject matter of the information, 
and the original classifier is able to identify or 
describe the damage; and

(5) the original classification authority determines 
that the damage outweighs the public interest in 
disclosure.

Upon receipt of a FOIA request or request for mandatory 
declassification review, the order should require a new 
determination of whether the harm to national security continues 
to outweigh the public interest in disclosure, taking into 
account currently available public information. This provision 
should replace section 3.2(b), which will now be redundant.

As noted above, public interest balancing must be an 
integral part of the process if excessive secrecy is to be ended. 
The public interest in knowing the information should be taken 
into account at the time of the initial and all subsequent 
classification determinations, the declassification stage, and 
during any appeal process. Moreover, classification and 
declassification decisions should always take into account what 
is already publicly known about the subject matter, even if there 
have been no official disclosures. Accordingly, we recommend 
that the following underlined language be included in section
1.2(a) :



CLASSIFICATION CATEGORIES (SEC. 1.5)
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Section 1.5(b) describes information that would "damage 
relations between the United States and another country or 
international organization of governments; impede current 
diplomatic negotiations; or reveal foreign government 
information." Although the protection for current diplomatic 
negotiations and foreign government documents, not information, 
makes sense, the first clause protecting information that would 
damage foreign relations is too broad. It should be limited to 
information where a specific and significant change in U.S.

One way of limiting the scope of these categories is to 
require public interest balancing in this section, as suggested 
above. Another way to limit these categories is to require that 
information may be classified only if its unauthorized disclosure 
"demonstrably" (not "reasonably") could be expected to cause 
serious damage of the types listed.

reclassified as Secret. The new requirement to identify or 
describe the damage is an important addition, but it will not 
reduce classification significantly if the Confidential standard 
is de facto retained by the way in which the definitions are now 
drawn. If the new Executive Order truly is to eliminate the 
category "Confidential" and limit the system to two levels, then 
the current definition of Secret should be maintained: 
information whose disclosure would cause "serious" damage to the 
national security.

The new categories, while fewer in number, do not 
effectively limit the type of information that may be classified 
to information whose disclosure would in fact damage the national 
security. The new categories are too broad and will not achieve 
the Task Force's stated goal of "[c]urb[ing] excessive 
classification by reducing the number of classification 
categories and narrowing their range." PRD 29 Task Force, 
Comparison Chart at 3.

Section 1.5(a). It is not clear why section (a)(1) is 
needed, given that section (a)(2) covers information that would 
increase the vulnerability of the United States military, etc. 
As written, section (a)(1) would permit the classification of 
information whose disclosure would be likely to result in U.S. 
public opinion objecting to the U.S. military engaging in armed 
conflict or participating in peacekeeping operations. That is 
precisely the kind of information that the public has a right to 
know. Because section (a)(2) provides the necessary protection 
for military information, section (a)(1) should be deleted.
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The order should also provide that:

The intelligence budget shall not be classified.

UPGRADES and EXTENSIONS (SECS. 1.3(d), 1.6(e))

6

The classification of basic scientific research 
information is prohibited.

Information relating to illegal or unconstitutional 
activity by a official of the Federal Government shall 
not be classified.

Intelligence activities, sources, and methods shall not 
presumptively be classified, and shall be governed by 
the same standards applicable to other national 
security information.

foreign relations can be identified as a likely outcome of 
disclosure. Embarrassment by itself should not be a basis for 
classification and it should be made clear that the older the 
information is, the less likely it is that disclosure would cause 
a significant change in current U.S. foreign relations.

"Upgrades" and "extensions" should be treated as wholly new 
classification decisions, and not a pro forma way to 
unnecessarily prolong secrecy. See sections 1.3(d) and 1.6(e). 
Accordingly, to make it more difficult to accomplish than initial 
classification, upgrades and extensions should require higher 
level review along the following lines: only agency heads and 
senior agency officials, but not delegated original classifiers, 
should be able to upgrade or extend classification; similarly, 
only agency heads should be able to upgrade or extend 
classification a second time. No other original classification 
authorities should be authorized to extend the duration of 
classification. This important limitation was also adopted by 
Presidents Nixon (Executive Order 11652, section 5(B)) and Carter 
(E.O. 12065, section 1-402) in their Orders and it is essential 
that the new order should live up to this past standard by 
incorporating these checks on perpetual secrets.

Section 1.5(e) — which reads "damage the ability of the 
United States to relate or apply critical research or technology 
to the national defense or foreign relations of the United 
States" — should be eliminated as redundant to § 1.5(a)(2). It 
is vague and overbroad and could threaten scientific research.
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Information that has been declassified but not released to 
the public should only be reclassified if it meets the exemptions 
for automatic declassification under section 3.4(b).

As noted above, the duration of classification for Secret 
information should be changed from 10 years to 6 years, and for 
Top Secret information from 15 years to 10 years.

Previously undisclosed information that has been requested 
under the FOIA (subsection 1.8(d)) should only be classified with 
the personal approval of the agency head.

ACTION AFTER PUBLIC DISCLOSURE OR REQUEST FOR INFORMATION (SEC. 
1.8(c) & (d))

The new duration periods should apply to the greatest extent 
possible to information marked "OADR” under predecessor orders. 
It is important that declassification of older documents should 
date from the time of the original classification decision. To 
do otherwise would lead to keeping old material secret longer 
than newer material. Subsections 1.6(d)(2) and (3) should 
therefore require that the time for declassification be 
calculated ’’from the date of original classification,” and not 
from the effective date of the new Order.

The purpose of the Executive Order is to protect against the 
unauthorized disclosure of classified information. References 
throughout the draft order to ’’uncontrolled dissemination” should 
be deleted because they are at the very least redundant and, at 
worst, they place too much power in the hands of agencies to deny 
other agencies needed information. This new concept seems ill- 
considered and at odds with the effort to make government work 
more efficiently by removing, rather than erecting, new barriers 
to the flow of information between agencies. The concept of 
"need to know” can be maintained, without doing it along agency 
lines.

The automatic declassification date should be changed from
40 to 20 years for all information. Current law already 
establishes a limit of 30 years for State Department and Kennedy 
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The proposed exceptions are narrowly drafted and reasonable. 
We suggest that the exception for information identifying a 
confidential human intelligence source in subsection (b)(1) be 
amended to provide that in the case of sources now dead, the 
information may be withheld only if its disclosure would cause 
physical harm to persons still living.

Strictly speaking, Nixon's 30 year maximum life span 
required systematic review of previously classified documents, 
not automatic declassification. (Automatic declassification at
30 years was required for any future classified documents that 
might be exempted from prior automatic declassification.) 
However, Nixon directed that no old material remain classified 
after the "30 year deadline" unless it was specifically exempted 
in writing by an agency head. [E.O. 11652, section 5(E); the "30 
year deadline" for declassification of old documents is also 
cited in the President's March 8, 1972 speech.]

assassination records. See 22 U.S.C. § 4351. The CIA itself has 
committed to declassify some historical materials after 30 years 
and in some cases after ten years. In addition. President Nixon 
required the Archivist to declassify all documents that were more 
than 30 years old and that were not specifically exempted in 
writing by an agency head.1 Moreover, President Nixon initiated 
"an immediate and systematic declassification of World War II 
documents" on August 3, 1971, yielding speedy bulk
declassification of documents even less than 30 years old.2 
Finally, President Carter directed automatic declassification for 
documents that were 20 years old, with the usual allowance for 
exemptions of "specific, limited categories of information."3 
The goal of a 20 year life span for the vast majority of 
"secrets" needs to be a fundamental part of this new order to 
underscore the Administration's goal of sharply reducing secrecy.

3 E.O. 12065, section 3-402 required that except, for the 
specific, limited categories identified by agency heads, all 
remaining classified material "shall be declassified 
automatically at the end of twenty years from the date of 
original classification." (Emphasis added.)

Systematic review should be replaced by automatic 
declassification after 20 years and block review of more recent 
documents in files relating to prioritized topics of broad public 
interest. Systematic review of the type set up in the draft 

2 Statement by the President announcing E.O. 11652, March 
8, 1972.
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This section needs to be strengthened so that the Archives 
can require agencies either to declassify records or to transfer 
still-classified records and reimburse the Archives for the 
expense of declassification that the Archives undertakes when the 
agency has not complied with its duty to declassify. Otherwise, 
there is a real danger that agencies will stop forwarding to the 
Archives their historical materials and may use this section as 
the reason why they cannot comply, claiming that they lack the 
money and staff to declassify the material. The result would be 
that the Archives will lose control over important historical 
documents, which will be in danger of being lost or destroyed.

order has historically failed to produce the kinds of results 
that are the aim of this new order. Because it is a labor 
intensive and costly undertaking, systematic review, unlike 
automatic declassification and block review, will never make 
available historical documents.

Although this database sounds good in theory, in practice it 
appears that it is being designed not to aid in the release of 
more information, but rather to limit releases to what has 
previously been declassified. Such a database would be a waste 
of time and money as well as contravening the purpose of the new 
Order to make more, not less, government information available to 
the public. If this provision is retained, it should contain 
stronger language as to the intent of establishing the database.

As noted above, SAPs should be limited only to intelligence 
and operations programs in order to eliminate the most frequently 
abused category of SAPs. In addition, the order should make 
clear that cover stories or other active deception practices 
should not be utilized as a security measure in special access 
programs, except regarding combat operations in time of armed 
conflict. The United States should renounce the use of official 
deception because of the damage to the credibility of the 
government and to the political well-being of the nation. This 
problem is not substantially mitigated by the reporting of 
deception activities to a small group of Members of Congress and 
their staff.
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Section 6.1(a) — "Nothing in this Order shall supersede any 
requirement made by or under the Atomic Energy Act of 1954, as 
amended, or the National Security Act of 1947" — simply states 
the law. However, the Executive Order should also make clear 
both that the reference in the National Security Act to 
protecting sources and methods means sources and methods that 
qualify for classification under this order and that the 
classification standards for sources and methods are the same as 
for other information.

The authority of Congress to demand and receive information 
from the Executive Branch and the President's authority to claim 
executive privileges are constitutional matters not subject to 
change by an Executive Order. Therefore, we do not think that 
section 4.2(d) concerning disseminations of information outside 
the Executive Branch should be included in the Order. If the 
subject of dissemination to Congress is addressed at all, we 
suggest that the order make clear that while there is an 
executive privilege, classification per se is not a basis for 
withholding information from Congress.

In order for a new appeals panel to exercise effective 
oversight on declassification decisions, its members should be 
independent of the "user" agencies within the Executive Branch. 
Thus Option Six is the only alternative that provides a truly 
independent review authority. We suggest that this panel also be 
given jurisdiction to hear FOIA appeals, subject to reversal only 
by the President.
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Section 1.7(a) Identification and Markings*
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The phrases "or any predecessor order" and "or uncontrolled 
dissemination" are both superfluous and should be deleted.

Any information "excluded" under this provision should be 
maintained on file for possible inspection by ISOO, the Inspector

The effective date of original classification (which may be 
the same as the date of the document) should probably be added to 
the required markings, since other sections (such as 1.6(b) & 
(c)) depend upon it.

Section 1.7(b): "Specific information contained in 
paragraph (a), above, shall be excluded if it would 
unnecessarily reveal additional national security protected 
information."

Section 1.3(c): "If there is a reasonable doubt about the 
appropriate level of classification, it shall be classified 
at the Secret level." (Emphasis added.)

The "position title" should be required in every instance to 
make it clear that classification authority is associated with 
the job as well as the individual. This could be done by 
changing "or" to "and".

Section 1.1(c): "'National security protected information' 
means information that has been determined pursuant to this 
Order or any predecessor order to require protection against 
unauthorized disclosure or uncontrolled dissemination." 
(Emphasis added.)

To clarify the requirement that the authority has already 
determined that the material requires classification, add to 
beginning of sentence the underlined phrase: "If it is
determined that information needs to be classified but there is .

II
• •

Section 1.4(c)(4): "Each delegation of original 
classification authority . . . shall identify the official 
by name or position title."
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In order to most effectively reduce secrecy, this provision 
should be addressed to all producers of classified documents, and 
should apply to any document from which national security 
protected information can reasonably be segregated from the 
unclassified material, not just those with "small portions" of 
classified information.

The "concise reason for classification" required in section 
1.7(a)(5) should also be required to be identified in any new 
classification guides for clarity, consistency, and to ensure 
appropriate classification.

As recommended above under CLASSIFICATION CATEGORIES (pp. 8- 
9), the underlined language should be deleted to make clear that 
basic scientific research information is not classified.

Section 3.2(a): "... Agencies shall coordinate their
[declassification] review of national security protected 
information with other agencies that have a direct interest 
in the subject matter."

Delete the "to" at the beginning of these three subsections, 
as they are redundant.

General, or other authorized personnel, in order to incorporate 
accountability for such exclusion decisions.

Section 1.7(g): "The original classification authority 
shall, whenever practicable, use a classified addendum 
whenever national security protected information constitutes 
a small portion of an otherwise unclassified document."

Declassification authorities at originating agencies should 
be given unrestricted authority to declassify. Further, when 

Section 1.8(b): "Basic scientific research information not 
clearly related to the national security may not be 
classified." (Emphasis added.)
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originating agencies cannot be located or are unresponsive, the 
agency in possession should be authorized to declassify in order 
to avoid excessive delays and unnecessary continued secrecy.

"The Secretary of State, in the course of modifying treaties 
or agreements in accordance with section 3.4(e) or in 
negotiating new treaties, shall (1) seek to ensure that 
information shall be classified only if it meets the 
requirements of this order and that such information shall 
not be classified beyond 20 years and (2) encourage all 
parties to seek declassification as early as possible."

Finally, language should be added that directs agencies to 
actually negotiate this issue and refrain from automatically 
inserting into such instruments language that limits access to 
information and then assuming that foreign governments will 
demand its presence as a condition of their agreement and 
participation.

As currently drafted, this provision operates circularly 
with section 3.4(b)(4), which permits information to remain 
classified beyond 40 years "under this Section" if a treaty 
requires it. The underlined words should be deleted to make 
clear that the only treaties that are exempt from renegotiation 
by the Secretary are those that require the secrecy of 
information in categories (l)-(3) of subsection 3.4(b), and not 
category 3.4(b)(4).

Section 3.4(e): "The Secretary of State shall commence 
negotiations with the appropriate officials of a foreign 
government ... to modify any treaty ... that requires 
the classification of information longer than 40 years . . 
unless the treaty . . . pertains to information that may 
otherwise remain classified beyond 40 years under this 
Section." (Emphasis added.)

Section 4.4(a)(1) Special Access Programs: "... These 
officials shall keep the number of these programs at an 
absolute minimum, and shall establish them only upon a 
specific finding that: (1) The vulnerability of, or threat 
to, specific information is exceptional; or (2) the normal 
criteria for determining eligibility for access applicable 
to information classified at the same level are not deemed 
sufficient to protect the information from unauthorized 
disclosure."
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Please contact Kate Martin at the ACLU (202-675-2327),
Sheryl Walter at the National Security Archive (202-797-0882), or 
Steve Aftergood at the Federation of American Scientists (202-
675-1012) for more information.

Broaden the definitions to include former government 
employees who have not been Presidential appointees, but who need 
access to their own papers for research and writing purposes 
(such as career diplomats).

Add a subsection that requires that directives issued by
ISOO be subject to public notice and comment: "Directives issued 
by the Director of the Information Security Oversight Office 
shall be subject to public notice and comment."

SAPs must of course be authorized, but authorization should 
be a requirement, not part of the definition. If SAPs are 
authorized by definition, then unauthorized SAPs would not be 
SAPs at all, and could not be in violation of the Order. Section 
4.4(a) makes it sufficiently clear that legitimate SAPs must be 
authorized by agency heads. Accordingly, the phrase "authorized 
by an agency head" should be deleted.

Section 4.5 Access by Historical Researches and Former 
Presidential Appointees.

To ensure that special access programs are set up only when 
truly needed, they should be established only when both 
requirements are met. Therefore, the "or" between (1) and (2) 
should be changed to "and".

Section 4.1(h): "'Special access program' means a program 
authorized by an agency head for a specific class of 
national security protected information that imposes 
safeguarding and access requirements that exceed those 
normally required for information at the same classification 
level." (Emphasis added.)




