







































































OPTION 5: Include a mandatory balancing test at both the time of original
‘ classification and the declassification process.

PROS:

o Goes beyond any balancing provision previously used,
promoting the commitment to openness.

e More likely to result in a greater amount of information being
declassified.

o More likely to result in less information being classified.

CONS:

e Mandatory balancing will introduce complicated extended
litigation.

o Likely to increase backlog and costs in responding to access
requests.

e Adds another step to the classification and declassification
process.

‘ DECISION:

OPTION1
OPTION 2
OPTION 3
OPTION 4
OPTION 5

ALTERNATIVE OPTION:



SCOPE AND TREATMENT OF FOREIGN GOVERNMENT
INFORMATION

ISSUES: What standards define the scope of Foreign Government
Information and what level of deference should it receive in the
declassification process?

OPTION 1: Information expressly or impliedly received in confidence and
no declassification without the foreign government's consent. (Current
system.)

PROS:

e Least likely to result in controversy with foreign government.
o Will not require retraining.

CONS:

e Much innocuous information remains classified.

e Prevents bulk or automatic declassification of almost all older
materials.

e Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

OPTION 2: Information expressly or impliedly received in confidence but
declassified in accordance with U.S. standards.

PROS:

e Includes all information a foreign government wants
maintained in confidence.

e Does not prevent bulk or automatic declassification of older
information.

CONS:

o (lassifies some innocuous information.

o Automatic declassification may upset foreign government.

e Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.




OPTION 3: Information expressly received in confidence and no
declassification without the foreign government's consent.

PROS:

e Reduces volume of information being classified.

e Declassification actions unlikely to result in controversy with
foreign government.

CONS:

e May limit sharing of information by a foreign government.

e Prevents bulk or automatic declassification of almost all older
materials.

» Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

OPTION 4: Information expressly received in confidence and declassified in
accordance with U.S. standards. (November 10, 1993 draft.)

PROS:
e Reduces volume of information being classified.

e Does not prevent bulk or automatic declassification of older
information.

CONS:
e May limit sharing of information by a foreign government.
o Automatic declassification may upset foreign government.

DECISION:
OPTION1
OPTION 2
OPTION 3
OPTION 4

ALTERNATIVE OPTION:




NUMBER OF CLASSIFICATION LEVELS

ISSUE: How many classification levels should the system include?

OPTION 1: Retain three levels of classification. (Current system.)

PROS:

Will not require retraining.

Saves money by enabling lower safeguarding standards for
Confidential.

Provides greatest compatibility with foreign classification
systems.

CONS:

Requires dubious sensitivity distinctions among the various
levels.

Requires the use of subjective modifiers for Top Secret and
Secret.

Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

OPTION 2: Two level classification system, Top Secret and Secret with
Secret at current threshold of Confidential (damage to national security).

PROS:

Simplifies the current system.

Recognizes the large-scale interchangeability of Secret and
Confidential in current system.

Eliminates use of Confidential level to classify information for
handling purposes rather than national security.

Creates greater uniformity in safeguarding standards.

CONS:

[ ]

Appears "gimmicky" because the threshold for classification
stays the same.

Requires the use of subjective modifier for Top Secret.

Requires retraining on the application of the classification
levels.

Requires lowering of safeguarding standards for Secret in order
not to increase costs.




OPTION 3:

Two level classification system, Top Secret and Secret with

Secret at current threshold of Secret (serious damage to national security).

PROS:

Decreases amount of classified information by raising the
threshold.

Simplifies the current system.

Creates greater uniformity in safeguarding standards.

CONS:

OPTION 4:

Invites wholesale litigation over the meaning of "serious."
Requires retraining on the application of the classification
levels.

Requires lowering of safeguarding standards for Secret in order
not to increase costs.

Requires the use of subjective modifiers for Top Secret and
Secret.

Single classification level with two levels of protection.

PROS:

Simplifies current system.

Eliminates subjective modifiers.

Creates greater uniformity in safeguarding standards.
Reduces safeguarding costs if special access programs are fully
incorporated into "enhanced protection system."

CONS:

Appears "gimmicky" because the threshold for classification
stays the same and the two level protection scheme looks like a
two level classification system.

Increases safeguarding costs because baseline standards will
exceed current standards for protecting Confidential.

Requires extensive retraining because, on its face, the system is
very different from the current system.




DECISION:
OPTION 1
OPTION2
OPTION3 ___
OPTION 4

ALTERNATIVE OPTION:
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‘ PORTION MARKING

ISSUES: Should waivers from the portion marking requirement be allowed?
If so, who should have the authority to grant such waivers?

OPTION 1: Allow waivers to be issued by the agency head. (Current
system.)

PROS:
e Retains decision making with the agency of origin.
e Facilitates the issuance of waivers.

CONS:

e Results in the issuance of questionable waivers.

e Results in overclassification from failure to portion mark. (GAO
has identified failure to portion mark as a major cause of
overclassification.)

e Delays the declassification process.

e Creates confusion when non-portion marked information is
transmitted outside office of origin.

‘ OPTION 2: Allow waivers to be issued by the Director of ISOO.

PROS:
o Permits waivers with the perception of greater objectivity.
o Allows non-justified requests to be denied.

CONS:

e Results in overclassification from failure to portion mark. (GAO
has identified failure to portion mark as a major cause of
overclassification.)

e Delays the declassification process. :

e Creates confusion when non-portion marked information is
transmitted outside office of origin.

OPTION 3: No waivers from portion marking requirement. (November 10,
1993 dratft.)
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PROS:

¢ Promotes Government-wide uniformity in classification
decisions.

e Reduces overclassification.

e Facilitates the declassification process.

e Eliminates abuses of portion marking waivers.

e Facilitates the derivative classification process.

CONS:

« Eliminates flexibility and increases costs in areas in which
waivers are appropriate.

o Slows the original classification process.

« Portion marking, as a process, may result in the disclosure of
sensitive information.

DECISION:

OPTION1 ___
OPTION2
OPTION3

ALTERNATIVE OPTION:
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DURATION OF ORIGINAL CLASSIFICATION DECISIONS

ISSUES: How long should information remain classified from the time of its
original classification? Should there be exceptions from automatic
declassification for specific information?

OPTION 1: Except for information for which the classifier is able to
establish a specific date or event for declassification, information shall

remain classified until reviewed and declassified by the agency of origin.
(Current system, "OADR.")

PROS:
e Allows information to remain classified for as long as sensitivity
continues.

e Avoids arbitrary time frames.
o Assuages concerns of foreign governments about premature
declassification.

CONS:

e Keeps almost all information classified indefinitely.

e Encourages original classifiers to avoid consideration of
duration of sensitivity.

e Undermines credibility of the classification system.

e Requires expenditures to safeguard non-sensitive information.

e Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

OPTION 2: Except for information for which the classifier is able to

establish an earlier date or event for declassification, set a short fixed time
frame (5 to 10 years) at which information is automatically declassified. ‘y\»f"‘/
However, each agency head may establish specific categories of information W
for which automatic declassification does not apply.

PROS:

e Promotes earlier declassification of information not excepted.

e Gives subject matter experts the opportunity to establish
duration.

o Allows excepted information to remain classified for as long as
sensitivity continues.

e Avoids arbitrary time frames for excepted information.
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DURATION

OF ORIGINAL CLASSIFICATION DECISIONS

ALTERNATIVE OPTION:

PROS:

—THERE SHOULD BE A REBUTTABLE PRESUMPTION THAT ALL
CLASSIFIED INFORMATION WILL BE DECLASSIFIED NO LATER THAN
10 YEARS FROM THE DATE OF CREATION.

~AGENCY HEADS SHOULD BE GIVEN SIX MONTHS TO IDENTIFY
CATEGORIES OF INFORMATION THAT ARE UNLIKELY TO BE
DECLASSIFIED IN TEN YEARS AND ALLOWED TO CLASSIFY SUCH

INFORMATION FOR 15 OR 20 YEARS. CATEGORIES REVIEWED AND
APPROVED BY SENIOR GOVERNMENT-WIDE DECISION BODY.

—A DOCUMENT COULD BE EXEMPTED FROM AUTOMATIC
DECLASSIFICATION AT THE END OF 10, 15, OR 20 YEARS ONLY BY
THE HEAD OF THE AGENCY, DEPUTY, OR SENIOR OFFICIAL ON A
CASE-BY-CASE BASIS, UNLESS IT FELL WITHIN ONE OF THE
CATEGORIES OF INFORMATION, ELIGIBLE IN THE DRAFT ORDER, FOR
CONTINUED CLASSIFICATION BEYOND 20 YEARS.

* PROMOTES EARLIER DECLASSIFICATION OF INFORMATION NOT

EXCEPIED.

» ALLOWS EXCEPTED INFORMATION TO BE PROTECTED FOR THE
APPROPRIATE TIME FRAME

* PROMOTES GREATER WILLINGNESS TO RELEASE INFORMATION WITHOUT
REVIEW OR WITH A VERY LIMITED REVIEW.

» LOW COST TO GOVERNMENT, HIGH BENEFIT TO THE PUBLIC, AND FEW
RESOURCES DIVERTED FROM REAL FOIA, PRIVACY ACT AND MANDATORY
DECLASSIFICATION REQUESTS.

CONs

e WILL BE CRITICISM THAT TOO MUCH WILL BE EXEMPTED FOR TOO LONG.

« STILL REQUIRES SOME REVIEW OF DOCUMENTS
















CONS:

Exceptions may limit volume of automatic declassification.
Extremely difficult to come up with comprehensive list of
narrow exceptions.

Reference to 40 years invites criticism from both sides (too long,
too short).

Automatic declassification may result in the disclosure of
information that remains sensitive.

OPTION 3: Establish a system with automatic declassification of all
information at approximately 60 years (no exceptions) while maintaining a
systematic review program at approximately 20 to 25 years.

PROS:

Provides a declassification system that goes beyond any
previously used.

Results in the automatic declassification of all older records
with minimum resource expenditure.

Allows systematic review to focus on subjects of intense
researcher interest at an earlier time period.

Simple system to implement.

CONS:

DECISION:

Reference to 60 years will invite strong criticism from openness
advocates, while not assuaging security concerns of the opposing
side.

Automatic declassification may result in the disclosure of
information that remains sensitive.

OPTION 1

OPTION 2

OPTION 3

ALTERNATIVE OPTION:
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ESTABLISHMENT OF DECLASSIFICATION DATABASE

ISSUE: Should a Government-wide database of declassified information be
established?

OPTION 1: No database.

PROS:

e Avoids the significant costs of establishing a database.

e Avoids the threat to inadvertent disclosure that a database
represents.

CONS:

o Inconsistent declassification decisions will continue to be made
and information will remain classified unnecessarily.

e Ignores the use of technology to enhance declassification.

e Invites horror stories about inconsistent declassification.

e Continues inefficiency and redundancy in reviews of the same or
similar information.

e Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

OPTION 2: Establish database that involves discretionary agency
participation.

PROS:
e Less expensive to establish than a mandatory system.

o KEstablishes first step toward creation of a more comprehensive
database.

CONS:

e A discretionary system with limited participation results in an
incomplete system.

o Inconsistent declassification decisions will continue to be made
and information will remain classified unnecessarily.

o Invites horror stories about inconsistent declassification.

e Continues inefficiency and redundancy in reviews of the same or
similar information.

« Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.
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‘ OPTION 3: Establish a mandatory database.

PROS:

e Declassification decisions will be consistent throughout
Government.

¢ More information will be declassified.

o Declassification process will be more efficient and less reliant on
human resources.

o Unclassified portions of database may be available for public use.
CONS:
« Will involve significant start-up costs.

« Poses a threat of inadvertent disclosure.
« Establishment must overcome tremendous agency reluctance.

DECISION:

OPTION 1

' OPTION 2

OPTION 3

ALTERNATIVE OPTION:
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SPECIAL ACCESS PROGRAMS

ISSUES: Should Special Access Programs (SAPs) exist; if so, should we
eliminate acquisition SAPs? What level of oversight is necessary?

OPTION 1: Retain SAP system as it currently exists: Any agency head may
create; no limits on subject; oversight limited to selected agency personnel
and ISOO Director only.

PROS:
o Maximizes protection of very sensitive or vulnerable programs.

e Retains agency hegemony over information deemed most critical
to that agency.

CONS:

¢ Undermines the credibility of the regular classification system.
o Absence of outside oversight invites perception of abuse.

e Programs are generally far more costly than regular programs.
o Invites suspicion, criticism and "horror stories."

OPTION 2: Retain current options for application but increase external
oversight.

PROS:

o Maximizes protection of very sensitive or vulnerable programs.
e Increased oversight should minimize abuses.

CONS:

e Undermines the credibility of the regular classification system.

e Programs may still be more costly than regular programs.

e Suspicion, criticism and "horror stories" may diminish but will
not go away.
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OPTION 3: Retain current options for application but increase external
oversight and require outside approval for continuation over an extended
period. (November 10, 1993 draft.)

PROS:

Maximizes protection of very sensitive or vulnerable programs.
Increased oversight should minimize abuses.

Provides an external mechanism to limit SAPs that continue
over an extended period.

Increases credibility of approved SAPs if outside panel appears
to be objective.

CONS:

Undermines the credibility of the regular classification system.
Programs may still be more costly than regular programs.
Suspicion, criticism and "horror stories" may diminish but will
not go away.

Outside scrutiny poses a slightly greater security risk; adds a
layer of bureaucracy; and may be viewed as a gimmick.

OPTION 4: Eliminate acquisition SAPs and increase external oversight for

other SAPs.

PROS:

Reduces the number of SAPs.

Eliminates the SAPs perceived to be the most expensive and the
most susceptible to abuse.

Increased oversight should minimize abuses.

Reduces security costs.

CONS:

Increases risk of compromise of state of the art technology.
May shorten or diminish a weapon system's combat
effectiveness.

Will create intense reaction within the military services.
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OPTION 5: Eliminate SAPs, incorporate SAPs into specially protected
‘ programs of a single level classification system with dual levels of protection.

PROS:

o Simplifies the system.

e Standardizes levels of protection.

e Reduces costs of some systems.

e Increases credibility of regular classification system.

CONS:

e Increases risk of compromise of state of the art technology.

e May shorten or diminish a weapon system's combat
effectiveness.

e Will create intense reaction within the military services.

o Necessitates retraining and adoption of new nomenclature.

OPTION 6: Eliminate all SAPs.

PROS:
e Reduces criticism of the security classification system.

¢ Reduces security costs.
‘ o Forces agencies to enforce need-to-know.
CONS:
e Increases risk of compromise of state of the art technology and
intelligence sources and methods.
e May shorten or diminish a weapon system's combat
effectiveness.

o Will create intense reaction within the military services and
intelligence community.
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DECISION:
OPTION1 ___
OPTION 2
OPTION 3
OPTION 4
OPTION 5
OPTION 6

ALTERNATIVE OPTION:
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INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL

ISSUES: Should there be an appeals panel to review an agency's actions on
classification challenges and mandatory review requests? If so, who should
be on the panel?

OPTION 1: No panel.

PROS:
o Preserves agency discretion regarding agency information.
e Avoids costs associated with additional bureaucratic layers.

CONS:

e No external mechanism within the executive branch to hear
classification challenges or access appeals.

e Appears to regress from openness goals of PRD 29 and
standards set in the leaked August 31 draft.

e May result in more information remaining classified
unnecessarily.

OPTION 2: Establish appeals panel comprised of senior executives within
the civil service.

PROS:

o Establishes an outside entity to hear challenges and appeals.

o Increases possibility of greater openness.

e Increases public's recourse and perception of objectivity in
decisions regarding classification and declassification.

o Keeps participation at level of management more likely to be

familiar with the system and with more time to devote to the
task.

CONS:

e Panel removes decisions from the agency of origin which is most
likely to have the greatest amount of expertise in the subject
matter.

o Establishing a panel adds a bureaucratic layer.

o Staff work to prepare for panel decisions is expensive and time
consuming.

e Resources devoted to external appeals may increase internal
backlog of individual requests.
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OPTION 3: Establish appeals panel comprised of top management political
appointees.

PROS:

o [Establishes an outside entity to hear challenges and appeals.

o Increases possibility of greater openness.

e Increases public's recourse and perception of objectivity in
decisions regarding classification and declassification.

e Participation at level of management perceived to be more
objective than career bureaucrats.

CONS:

e Panel removes decisions from the agency of origin which is most
likely to have the greatest amount of expertise in the subject
matter.

o Establishing a panel adds a bureaucratic layer.

e Staff work to prepare for panel decisions is expensive and time
consuming.

» Resources devoted to external appeals may increase internal
backlog of individual requests.

« Top management may not have the expertise or time to devote
to this task.

OPTION 4: Establish appeals panel comprised of non-executive branch
personnel appointed by the President.

PROS:

« [Establishes an outside entity to hear challenges and appeals.

o Increases possibility of greater openness.

e Increases public's recourse and perception of objectivity in
decisions regarding classification and declassification.

e Participation of non-Government personnel perceived to be the
most objective.
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DRAFT
December 1, 1993

(5) reveal foreign government information received by the United
States with the clear expectation that the information would be protected for
a period greater than ten years; or

(6) violate a statute, treaty, or international agreement.

(d) Information marked for an indefinite duration of classification under
predecessor orders, for example, "Originating Agency's Determination
Required," or information classified under predecessor orders that contains

no declassification instructions shall be declassified in accordance with Part

3 of this Order.

Section 3.4 Automatic Declassification.

(a) Information classified under this or any predecessor order shall be
automatically declassified 25 years from the date of its creation. Within
three years from the date of the issuance of this Order, all classified
information more than 25 years old shall be automatically declassified,

subject to paragraph (b), below.

(b) An agency head may exempt from automatic declassification under
paragraph (a), above, specific information, the release of which €hould be
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2:00PM Critics Corner

Steven Aftergood, Senior Research Analyst
Federation of American Scientists

Professor Thomas G. Paterson
Department of History, University of Connecticut

Thomes S. Blanton, Executive Director

National Security Archive

3:00PM BREAK

3:15PM Critics Corner Continued

4:00PM Adjournment

6:00PM - 9:00PM Riverboat Dinner Cruise on the Betsy Anne
Optioncl. Casual Dress
Transportation provided

THURSDAY, OCTOBER 28, 1993

——— e ——
[ —
—

8:00AM Refreshmenis
Asr Force Quality Center, Building 1400A
Maxwell Air Force Base

8:3Q0AM - 10:30AM Tours

Air Force Historical Research Agency
Building 1405, Maxwell Air Force Base

Air University Library
Building 1405, Maxwell Air Force Base

Air Force War Gaming Center
Building 1406, Maxwell Air Force Base

DRAFT



10:30AM

12:30PM

1:45PM

DRAFT

Each tour will last approximately 20 minutes and
will be a walking tour.

Mandated Declassification Projects

Steven D. Tilley
Jeanne Schauble
National Archives and Records Administration

James J. Smith
National Security Agency

John F. Pereira
Central Intelligence Agency

Colonel John A. Brown (USAF)
Department of Defense

LUNCH

Speaker

Dr. Joel Goodman
Director

HMR //ENT Project

Agency Declassification Programs

Lt Col Daniel J. Manix (USAFR)
Department of the Air Force

Michael J. Kurtz
Jeanne Schauble
Nuational Archives and Records Administratz‘on

John F. Pereira
Central Intelligence Agency

Joseph H. Chaddic
Department of States

Miles D. Gray
Department of Energy
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2.*4-5:PM
3:00PM
3:45PM
4:16PM

r

DRAFT

James J. Smith
National Security Agency

Ella W. Nargele
Department of the Navy

Sherry L. Davis

"Federal Bureau of Investigation

BREAK
Agency Declassifscation Progrums (continued)
Open Forum

Adjournment

Transporiation to and from the airport will be provided.
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