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MEMORANDUM

TO: = - BRUCE REED, GENE SPERLING

FROM:  TOM FREEDMAN, JONATHAN KAPLAN

RE: ‘ o AN DPC/NEC STRATEGY FOR DEVELOPING A LONG—TERM
‘ PLANNING AGENDA
DATE: JULY 18, 1997

Both of you have ralsed the fact that as we approach closure on the budget in the coming
months, it will be.critical to lay out a post-budget domestic and economic agenda to serve as the
Administration’s 1998--- or longer-term -- policy blueprmt Already, several memoranda have
‘been circulated, from both external and internal sources, sketchmg some of the broader themes
on which the White House mxght focus : :

The limited purpose of this prehmmary memorandum is two fold: (1) to outline our ongoing

" DPC and NEC policy processes and pro_;ects within a thematic construct, and (2) to lay out a
three-staged strategy for the DPC/NEC to develop new pokcy ideas -- generated by Whlte
House staff, agenc1es and outside groups '

We would very much like to discuss this plan‘uzi'th yoez in the coming ddys.

I. THEMATIC OUTLINE OF ONGOING NEC AND DPC PROCESSES

The outline below-is based on themes artlculated by Mark Penn in hlS memorandum of June 9,
1997. We have listed within this framework some of the key pohcy processes on which our
councils have been or are currently working. ’

b Preparmg our economy to meet the chal[enges of the new g!obal economy and the
, mformatton age :

Opening up new markets (fast track; Africa trade initiative CBl) «
Growth for all communities (commumty empowerment)
- Electricity deregulation :
* Legal reform efforts (products 11ab111ty secuntles lmganon reform patent reform)
" - Worker trammg (Skill Grants) ~ '
e - Protecting Consumers (managed care comrmssmn, pnvacy, food safety)
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& Expanding health care coverage to children
é-‘ . Ensuring greater access to better child care :
. 'K-12 agenda (educational standards; school construction; Amenca Reads;
educational technology, after school expansion, urban and failing schools) -

« . Higher education agenda (higher educatlon reauthonzatlon Pell Grant-Chakah
, Fattah proposal) o :
. Reduce teen pregnancy -~ .
. Protecting our chlldren from smoking.
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Preparing our families and communities for the 21st Centwy

«  Safer commumtles (more 'pohce,,Brady laws/gun control, criminal registries)

.. Welfare reform (welfare to work, training, transportation, child care) ;
. Creating the balance between family and work (FMLA expansion; comp time)
. Expanding health care coverage (workers between jobs, contraceptives)
¢ Caring for our parents and rebuilding families (elder care, adoptxon)

. Safe working conditions:(sweatshop initiative) :

» _ Promoting retirement savings and security (savmg 1mt1at1ves pension reform)
. ‘Making a clean environment consistent with economlc growth (PM/Ozone;
- Global Climate Change; Superfund, right to know) ‘

e . Protecting our values (controlhng the internet, l1quor ads)

:Makmg govemment work agam v

e . . Restoring dlSClpllnC (balanced budget long-terrn entltlement reform)

. Regulatory reform
. Adapting the federal bureaucracy to’ change (REGO reforms F AA overhaul; State
. Department overhaul) .
s . Electoral reform (campaign finance)

"Rec,oncfling the forces of divera;ity and ‘indk_e them our greate&i strength

s ‘Raclal reconc1hat10n :

» - Creating opportunity while demandmg responSIblllty (cemmumty empowerment
‘ agenda; welfare-to-work; housmg) : ,

. District of Columbia
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Maintaining America’s leadership in sciénce and technology

Making technology available to every child, rich or poor (educational technology)
Advancing fight against dread dlseases (mcrease research budget for fighting
leading killers)

Controlling the new dangers/ethlcal dilemnas that science presents (family-
friendly internet; cloning) '

- Preparing for the technology needs of the 21st Century (Next Generatlon Internet)

INTELSAT restructuring
Encouragmg exploration (NASA, genome project)

THREE-STAGED STRATEGY FOR DEVELOPING NEW IDEAS

We would suggest that our policy development effort be divided into three stages.

L4

Stage 1:

-Stage 2:

Taking stock of all ongomg long-term processes and projects and evaluatmg how
they might fit within an overall thematic plan (as described above);

Getting working groups in gear and beginning to develop new ideas; and
Developing and fully vetting new policy ideas, and announcmg them.

Draft Lon g—Term Plannmg Document and Begm to Orzgmate New Ideas (July-
August) ‘

| Draft preliminary lohg-term planning memorandum of ongoing DPC and NEC

processes with a thematic structure (started herein) (late July)

‘Contact other White House offices (V ice President, First Lady, OSTP, CEQ,
ONDCP, NSC) and Cabinet agencies for additional domestic and economic policy
ideas and projects; incorporate these into long-term planning memorandum

(August)

Provxde initial rhemorandum (on NEC and DPC processes and themes) for
comment to Chief of Staff and other senior admlmstratlon officials, mcludmg
several initial pohcy 1deas (August) '

‘ Incorporate senior staff’s comments and ideas into long-term plan

Pull T ogether New Ideas (Augdst-Deceniber) '

Ensure that NEC and DPC workmg groups in key policy areas are up and runmng,
start new groups where necessary (August—September) ‘



£, Workmg groups develop new pohcy ideas after consulting with elected ofﬁc1als
academics, fnends of the Administration, and others (September-December)
Stage 3: | Develop, Fully Vet, and Announce New Ideas. (September-mid 1998)

g Fully vet new ideas through the standard NEC and DPC pfocesses (September-
‘ December)

h. Involve Legislative Affalrs Political Affalrs, and others in the discussions of
“new idea” strategy, as it relates to a 1998 strategy (September-December)

i Schedule events and announcements around new pohcy initiatives (November-
mid 1998)



'MEMORANDUM
TO: BRUCEREED
'ELENA KAGAN

- FROM:  TOM FREEDMAN
| - MARY L. SMITH

- DREW HANSEN
RE: fcan SAFETY IN COMMERCIAL AIRPLANES
.DATE:‘ - JULY 13, 1997

- 'SUMMARY

- An estlmated 10, 000 chlldren each day fly as “1 ap chlldren,” hel d in the laps of an accompanymg
adult instead of being secured in a separate seat by a certified Child Restraint System (CRS).

These children are exposed to serious risk of injury or death.in case of an accident or turbulence.

- Current FAA policy is to “strongly encourage,” but not mandate, the use of a CRS for children
under two years of age: The FAA has opposed a CRS mandate because of fears that the
increased cost of buying an extra seat would lead many families to drive, leading to a net increase
in injury and death, and because there are some technical problems with adapting existing CRS’s
to airplane use. Legislation pending in the House (HR. 754 and 1141) and Senate (S 398)

would require the use of CRS’s for ch11dren under twc years of age. -

PROBLEM

" Children under two years of age have long been permitted to sit in their parent’s laps duting air

- travel. An estimated 10,000 children per day travel in this manner. But safety experts say that an

unrestrained child traveling in an adult’s lap runs a much higher risk of i injury or death in case of -
air turbulence or a plane crash than a child secured by a separate child restraint system (CRS) on
an adjacent seat. From 1978-1994, five children under two died in plane accidents who would.
have lived had they been in child seats. During the same period, ten mjunes to chlldren under two
rmght have been prevented by the use of child seats. .

Several recent incidents involving “lap chlldren have brought the matter to the public’s attention.
On July 19, 1989, United Airlines Flight 232 crashed in Sioux City, Iowa. Of the four .-
unrestrained children on that flight, one was found in an overhead bin 15 rows behind the ongmal
- seat, and one died from smoke inhalation in the ensuing fire. On July 12, 1994, a DC-9 flown by
* US Air crashed in Charlotte, North Carolina. There were 37 fatal injuries on the flight, including
_ a9-month-old unrestrained child who was hurled three rows from her mother’s arms and died of

" massive head injuries. Air turbulence also poses serious risks to the unrestrained child. Ona.
flight in June of 1995, an unrestrained child flew through the air during a patch of turbulence, but
" was caught bya fellow passenger In 1990 a DC~10 encountered turbulence near Puerto Rxco



The only injury on the ﬂlght was sustained by an unrestrained mfant who suffered a fractured o
skull.

The use of child restraint systems has prevented injury or death in several other airline accidents.
On July 6, 1996, the engine of Delta Flight 1288 exploded on the runway in Pensacola, Florida.
Several passengers were killed instantly, but a 15-month-old suffered only a scratch on her neck
because her parents had strapped her into a CRS in a separate seat. On September 6, 1992, a
Piper PA-30 crashed at Broussard, Louisiana. Parts of both wings and both horizontal stabilizers
were torn off before impact. A four-year-old boy and ten-month-old girl who.sat in child restraint
systems in the rear bench seat suffered serious injuries, but survived. Their father was killed.

PROPOSED SOLUTION

‘Many organizations, including the National Transportation Safety Board (NTSB), the Aviation
Consumer Action Project, and the Association of Flight Attendants (AFA), have supported
legislation that would mandate the use of child restraint systems on commercial aircraft. On
February 12, 1997, the White House Commission on Aviation Safety and Security Bills, headed
by Vice President Gore, recommended that “all infants and small childrén below the weight of 40
pounds and under the height of 40 inches be restrained in an appropriate child restraint system,
such as child safety seats, appropriate to their height and weight.” Bills to this effect were
introduced in the 104th Congress by Rep. Lightfoot (R-IA, H.R. 1309) and in the 105th Congress
by Rep. DeFazio (D-OR, HR. 754 and 1141) and Sen. Murray (D-WA, S. 398). Coples of HR.
754 and 1141 and S. 398 are attached.

POSSIBLE DIFFICULTIES WITH MANDATO_RY CRS LEGISLATION
1. Increased injury and death from travel dfversion.

The FAA has refused to issue regulations-mandating the use of child restraint systems because of
fears that the increased cost to families of purchasing an extra seat would cause more of them to
drive to their destination, leading to a net increase in injuries and fatalities.

A study by Apogee Research in 1990 found that the average cost of a trip to each family under
mandatory CRS legislation would be $185, leading to a total additional expenditure of $252
million per year on airfare. Faced with this situation, Apogee predicted that 17% of families
would forgo travel entirely or divert to another mode of travel, leading to a net increase of 1.6
fatalities, 4.8 serious injuries; and 218 minor injuries per year. The conclusions of this study were
supported in broad outline by later studies by Windle and Dresner of the University of Maryland
(1990) and in a briefing paper by McKenzie and Lee that was publlshed by the Cato Institute
(1990). Apogee conducted a second study for the FAA in 1993 coming to essentially the same -
conclusions. In the second study, however, Apogee contended that 95% of the safety gains of

. 'H.R. 754 and S. 398 are almost identical, HR. 1141 adds the provision that airlines
would be prohibited from charging a price for the required additional seat that exceeds the lowest
price charged by the carrier to any other paying passenger on the same flight.



mandatory CRS legislation could be re_:{lized at low additional cost by requiring airlines to reserve
empty seats next to parents with young children until the plane was absolutely ﬁvxll.2

Finally, a DOT-FAA study conducted pursuant to section 522 of the Federal Aviation
Authorization Act of 1994 confirmed the results of earlier studies. The DOT-FAA study found
that a CRS mandate could prevent an estimated five infant fatalities over ten years. But the
additional cost over ten years, assuming that the family pays full fare for every family seat, would
. be about $200 to each family, per family trip, leading to an additional cost to families of $109
million per year. In such a situation, 27% of families would still travel by air, 53% would not
travel at all, and 20% would choose other modes of transportation. The shift to other modes of
transportation would cause 82 more deaths among children and adults over ten years. Even if

_ airlines responded to a mandatory CRS rule by lowering fares for infants or by some other
marketing strategy, some travel diversion would still occur. The DOT-FAA study found that if
carriers charged only 25% of the full fare, some families would still choose other forms of
transportation, leading to a net increase of 17 child and adult deaths over ten years. \

Instead of requiring CRS use, therefore, the FAA has emba.rked ona pubhc educatlon campaign
strongly encouraging their use. In addition, Secretary Pefia has asked carriers to establish
. incentives for parents to purchase seats for infants. Southwest Alrhnes for instance, offers a

~ discounted fare for children under two years of age.

But the results of these studies have been challenged by other organizations. The National
Transportation Safety Board (NTSB), a longtime advocate of mandatory CRS legislation, has
charged that the FAA studies are “based upon incomplete analysis.” The central contention of
the NTSB is that airlines will not risk the revenue loss caused by entire families diverting to other
forms of transportation, and will respond with innovations such as free seats for infants, group
discounts, or special fares for traveling at off-peak times. In testimony before the U.S. House of
Representatives on July 20, 1990, the Vice President of Operations for the Air Transport
Association said that airlines would offer a special fare arrangement for families with infants
“rather than risk the loss of one or more adult fares or perhaps an entire family unit.” Even the
DOT-FAA study concluded that there would be no net increase in infant fatalities if airlines
charged 20% of the full fare, although travel diversion in this scenario would still lead to an
‘additional 12.8 non-infant fatalities over ten years. Of course, if airlines chose not to charge to
provide separate seats for infants in CRS’s, there would be no net increase in deaths or injuries.

In response to the FAA studies, the Association of 'Flight Attendants (AFA) commissioned a
study by Darryl Jenkins, a visiting scholar at the International Institute of Tourism Research at

2According to a July 3, 1997 article in the New York Times, many airlines will often
reserve the seat next to a parent who does not buy a ticket for an infant. But these seats are not
guaranteed on heavily booked flights. .

3Te,stimony of Barry Sweedler, Director of the Office of ‘Safety Reconimendations,
National Transportation Safety Board, before the Subcommittee on Aviation of the House
Committee on Transportation and Infrastructure, August 1, 1996, p. 2.



George Washington University, to re-examine the economic arguments on requiring CRS use.

" The AFA study contended that the FAA studies were based on incorrect modeling assumptlons
According to the AFA study, the FAA studies did not have key data to determine price sensitivity,
used an industry demand curve that unrealistically simplified a complex situation, did not take into
account the price competition generated by low-fare carriers, and did not take into account the
effects of income sensitivity. Basically, the contentions of the AFA study are 1.) that the airline
industry is increasingly dominated by low-cost carriers, especially on frequently traveled routes,
who are forcing prices down, and 2.) that the FAA studies incorrectly used “price elasticity” (who
would choose not to fly if the cost increased) as a surrogate for “cross-elasticity” (who would
switch into other modes of transportation, such as automobiles, if the cost of flying increased).

A key to resolving this dispute seems to be whether or not airlines are willing to follow the lead of
Southwest Airlines and offer specially discounted fares for children under two years of age. The
cuts in fares for children under two announced in the last two weeks seems to indicate that
airlines are willing to cut fares to encourage families to buy a separate seat for their young
child. On July 2, 1997, American Airlines announced that children under two could ride in a
separate seat for a fare of only 50% of the fare of the accompanying adult.* This policy was
quickly ‘adopted by United Airlines, Delta, Northwest, and Continental. Contrary to FAA
assumptions, the new pricing policy would not lead to a loss of airline revenue but could even
lead to a small net gain. Robert W. Baker, the Vice President of Operations of American airlines,
said in the July 3, 1997 New York Times that American expected a modest increase in revenue as a
result of the new fare. ‘ :

2. Technical difficulties with CRS use in airplanes.

The second main argument against mandatory CRS legislation is that there are technical
difficulties with using existing CRS’s in airplanes. But even with these difficulties, children
under two are always safer in an existing CRS than on the lap of an accompanying adult.
The FAA currently recommends that children weighing under 20 pounds be restrained in a
certified, rear-facing CRS, that children weighing between 20 and 40 pounds be restrained in a
certified, forward-facing CRS, and that children weighing over 40 pounds be strapped in a regular
lap belt. Margaret Gilligan, FAA Deputy Associate Administrator for Regulation and
Certification, said last year in testimony before the House Subcommittee on Aviation that ,
although the FAA is continuing their research on CRS design to achieve a greater safety margin,

“no one contests our finding that children are better off in currently-marketed approved CRS’s
[than in the lap of an accompanying adult].”*

“Because the FAA studies are based on full-fare data, a 50% discount from the fare of the
accompanying adult could approach the FAA’s 20% threshold for no net gain in infant fatalities
from travel diversion. If the accompanying adult was traveling on a special reduced-price ticket,
for instance, a 50% discount on such a fare could be a considerable markdown from the pnce ofa
full-fare ticket. : : :

SMargaret Gilligan, Testimony before the Subcommittee on Aviation of the House
Committee on Transportation and Infrastructure, August 1, 1996, p.- 5.



A major study by the Civil Aeromedical Institute (CAMI) in 1994 also found that while current
CRS designs were not perfect, they still provided more protection than sitting on the lap of an
adult. . An infant in a front-facing CRS, although still exposed to serious risks, was found to be
safer than if he or stie were held by an accompanying adult. The use of a rear-facing CRS,
though, was found to be a “definite safety benefit.”® However, both front- and rear-facing CRS’s
were found to be often difficult to install and inconvenient to other passengers and staff. A
forward-facing CRS is sometimes too big to install in seats with fixed arm rests, and airline lap
belts often'do not suitably secure the CRS to the seat. In addition, the lap belt does not always
protect the child from being thrown out of the CRS and hitting his or her head on the forward
row seat. A rear-facing CRS often interferes with passage between seat rows and the reclme
motion of a forward row seat. :

Because of these difficulties, many eﬁ’orts are currently underway to develop a CRS that would be
more suitable for airline use:

. .The Society of Automotive Engineers (SAE), an ad-hoc group, is currently trying

to develop a standard of compatibility between seats for cars and seats for
airplanes. :
. The FAA is working on developing new types of restraints for chlldren and better

ways to secure a conventional CRS to an airplane seat. -

. The FAA is also developing a prototype “platform” for in-seat mstallatlon of a
forward-facing CRS, which in preliminary tests has sngmﬁcantly increased the
effectiveness of forward-facing CRS’s.

. Two projects are currently underway, one in the United States and one in ‘Canada,
to develop an airplane-specific CRS. Both prototypes have been tested at CAMI
in both forward- and rear-facing positions, and both performed much better than
any currently available CRS.

In short, the use of any certified CRS provides better protection than being carried on the lap of
an accompanying adult, although a rear-facing CRS is generally preferable to a forward-facing
one. Advances in technology for an airplane-specific CRS and for better installation of
conventional CRS devices should lead to even greater safety benefits for young children.

CONCLUSION

The recent fare cufs by U.S. airlines for children under two years old, the proven safety record of
existing CRS’s in airplanes, and the ongoing development of better CRS’s seem to remove many
of the problems with mandatory CRS legislation. HR. 754 and 1141 and S. 398 would follow

- the recommendations of the NTSB, the Gore Commission, and many other organizations by

requiring children under two years of age to be restrained in a CRS in a separate seat, potentially
preventing several injuries and fatalities among infants in the next ten years.

SCivil Aeromedical Institute, “The Performance of Child Restraint Devices in Transport
Airplane Passenger Seats,” OAM Report AM-94-19, September, 1994, p. 22.
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HR 754 IH .
105th CONGRESS
1st Session
To amend title 49, United States Code, to require the use of child
safety restraint systems approved by the Secretary of
Transportation on commercial aircraft.
IN THE HOUSE OF REPRESENTATIVES
February 13, 1997 .
Mr. DEFAZIO (for himself, Mr. SHAYS, Mr. CONYERS, Mr. HINCHEY, Mr.
FILNER, Mrs. MORELLA, Mr. ABERCROMBIE, Mr. NADLER, Mr. EVANS,
Mr. HORN, Ms. WOOLSEY, Mr. BLAGOJEVICH, Ms. NORTON, Ms. v '
JACKSON-LEE of Texas, Mr. RAHALL, Mrs. CARSON, Mrs. MALONEY of
New York, Mr. MASCARA, Mr. FLAKE, Mr. GONZALEZ, Mrs. CLAYTON,
Mr. LANTOS, Ms. PELOSI, and Mr. DAN SCHAEFER of Colorado)
introduced the following bill; which was referred to the
Committee on Transportation and Infrastructure
A BILL
To amend title 49, United States Code, to require the use of child
safety restraint systems approved by the Secretary of
Transportation on commercial aircraft.

[Italic->] Be it enacted by the Senate and House of
Representatives. of the United States of America in Congress
assembled, [<- Italic]

SECTION 1. CHILD RESTRAINT SYSTEMS ON COMMERCIAL AIRCRAFT.
(a) IN GENERAL- Chapter 447 of title 49, United States Code, is
amended by adding at the end the following new section:

‘Sec. 44725. Child restraint systems .

*Not later than 90 days after the date of the enactment of this

- section, the Secretary shall issue regulations requiring the use of

child safety restraint systems approved by the Secretary on any
aircraft operated by an air carrier in providing interstate air
transportation, intrastate transportation, or overseas air
transportation. Such regulations -shall establish-age or weight
limits for children who are to use such systems.'.

(b) CLERICAL AMENDMENT- The table of sections at the beginning of
such chapter is amended by addlng at the end the follow1ng new item:

*44725. Child restraint systems.
SEC. 2. INTERNATIONAL STANDARD.

It is the sense of Congress that the Unlted States representatlve
to the International Civil Aviation Organization should seek an
international standard to require that passengers on a civil
aviation aircraft be restrained on takeoff and landing and when
directed by the captain of such aircraft. . ' ' ~

fip-//ftp.loc.gov/pub/thomas/c105/h754.ih.(
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HR 1141 IH
105th CONGRESS
1st Session
To amend title 49, United States Code, to require the use of chzld
safety restraint systems approved by the Secretary of ~
Transportation on commercial aircraft and to restrict the fares
charged by air carriers for air transportation provided to chlldren
under 3 years of age.
. IN THE HOUSE OF REPRESENTATIVES
March 20, 1997

Mr. DEFAZIO introduced the following bill; which was referred to

the Committee on Transportation and Infrastructure

A BILL

To amend title 49, United States Code, to require the use of child

safety restraint systems approved by the Secretary of
Transportation on commercial aircraft and to restrict the fares
charged by air carriers for air transportatlon provxded to children
under 3 years of age.

[Italic~>] Be it enacted by the Senate and House of
Representatives of the United States of America in Congress
assembled, [<~Italic]

SECTION 1. CHILD RESTRAINT SYSTEMS ON COMMERCIAL ATRCRAFT.
{a} IN GENERAL~ Chapter 447 of title 49, United States Code, is
amended by adding at the end the following new section:

“Sec. 44725. Child restraint systems

‘Not later than 90 days after the date of the enactment of this
section, the Secretary shall issue regulations requiring the use of
child safety restraint systems approved by the Secretary on any
aircraft operated by an air carrier in providing interstate air
transportation, intrastate transportation, or overseas air .
transportation. Such regulations shall establish age or weight
limits for children who are to use such systems.'.

{b) CLERICAL AMENDMENT- The table of sections at the begmnning of
such chapter is amended by addlng at the end the feollowing new item:

“44725. Child restraint systems.

SEC 2. AIR TRANSPORTATION PRICES FOR CHILDREN UNDER 3 YEARS OF AGE.

(a) MAXIMUM PRICE~ .

{1) IN GENERAL- Chapter: 415 of title 49, United States Code,
is amended by adding at the end the. following new section:

“Sec. 41512. Air transportation prices for children under 3 years
of _age

“{a) . IN GENERAL- An air carrier providing air transportation to a

. child under 3 years of age on a scheduled flight to any final

destination may not charge a price for such air transportation that
exceeds the lowest price charged by the air carrier for such air
transportation to any other paying passenger on such flight with
the same final destination.

*{b) DEFINITIONS~ In this section, the following definitions apply:

*{1) AIR CARRIER- The term ‘air carrier' includes foreign air
carrxers .

*{2) AIR TRANSPORTATION~- The term “air transportatlon'
includes intrastate air transportation.'.

(2) CLERICAL AMENDMENT- The table of sections at the .
beginning of such chapter is amended by adding at the end the
following new item:

“41512. Air transportation prices for children under 3 years of
age.'
(b) SENSE OF CONGRESS- It is the sense of Congress that air
carriers should provide air transportation to children under 3
years of age at no charge. \

07/11/97 10:48:48
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FILE s398.is .

S 398 18
105th CONGRESS
1st Session
To amend title 49, United States Code, to require the use of child
safety restraint systems approved by the Secretary of ,
Transportation on commercial aircraft, and for other purposes.

IN THE SENATE OF THE UNITED STATES '
- March 5, 1997
- Mrs. MURRAY introduced the following bill; which was read twice and
referred to the Committee on Commerce, Science, and
Transportatlon ‘
A BILL
Te amend title 49, United States Code, to require the use of child
safety restraint systems approved by the Secretary of
Transportation on commercial aircraft, and for other purposes.
[Italic~>] Be it enacted .by the Senate and House of -
Representatives of the United States of America in Congress
assembled, [<-Italic] '
SECTION 1. CHILD SAFETY RESTRAINT SYSTEMS ON COMMERCIAL AIRCRAFT.

{a) IN GENERAL- Chapter 447 of title 49, United States Code, is
amended by adding at the end the following new section: '
“Sec. 44725. Child safety restraint systems

“{a} IN GENERAL- Not later than 90 days after the date of
‘enactment of this section, the Secretary of Transportation shall
issue regulations requiring the use of child safety restraint
systems that have been approved by the Secretary on any aircraft
operated by an air carrier in providing interstate air
transportation, intrastate air transportatlon, or forelgn air
transportatlon.

_ *(b) AGE OR WEIGHT LIMITS~ The regulatlons issued under this
section shall establish age or welght limits for children who use
the child safety restraint systems.'

{b}) CLERICAL AMENDMENT- The chapter analysis for chapter 447 of
title 49, United States Code, is amended by adding at the end the
following new item:

“44725. Child safety restraint systems.'

'SEC. 2. INTERNATIONAL STANDARD. ' -

It is the sense of Congress that the United States representative
to the Internaticnal Civil Aviation Organization should seek an
international standard to require that passengers on a civil
aviation aircraft be restrained--

{1) on takeocff and landing; and
(2) when directed by the captain of such aircraft.
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'MEMORANDUM _

TO:  BRUCE REED, ELENA KAGAN

FROM: - TOM FREEDMAN, MARY L. SMITH

RE: ‘BILL TO MAKE FOOD DONATIONS TAX-DEDUCTIBLE -
DATE: JULY 18, 1997
SUMMARY

The USDA is very mvolved in encouragmg the donatton of food. The Secretary has

- requested Presidential support for the National Summit on Food Recovery and Gleaning to be
‘held in Washington, D.C., in September.’ In-addition, the USDA is seeking support fora
‘proposed bill to permit greater allowability of charitable tax deductions for donation of food, -

particularly by unincorporated businesses. The Congressronal Budget Ofﬁce is prepanng a cost- -
analysis of this bill, whrch is not completed at thlS tlme . :

According to a récent USDA study, 27% of the food produced in 1995 went to waste.
We have attached some background materials, rncludmg a scheduling request to the White House

: for the National Summit on Food Recovery and Gleanmg to be held in September o

-STATISTIC S

. A recent Department of Agnculture study concluded that 27% of the 356 brllron pounds
' of food produced in 1995 went to waste ThlS study did not mclude losses from farms and
- wholesale stores. -
« . Ifeven 5% of the 96 billion pounds were recovered that would represent a day s food for
‘4 million people. "

e If 5% of wasted folod were. recovered it could save $50 mrlhon in solxd-waste-dmposal

. costs for landfills.

e Household losses were blamed on ¢ overpreparatlon preparatron dtscard plate waste,

cookmg losses spoﬂed leﬁovers ‘breakage, sprllage and package failure.”

- BACKGROUND -

Recently, Agnculture Secretary Dan Glickman spoke at the annual meetmg of Second

© Harvest about the results of the USDA study regarding food waste. -Secretary Glickman also -

announced the National Summit on Food Recovery and Gleaning to be held in Washmgton, D.C,
this September: One of the’ summits sponsors, the Congressional Center for Hunger is working

- with Rep. Tony Hall’s.office onal bill that would provrde greater allowabrllty of making food

donations tax-deductlble



b

Glant Foods already collects any penshable and nonpenshable food from its stores and
. warehouses every day and donates any food that is not sellable but safe to the Capital Area
Community Food Bank and the Maryland Food Bank. . :

* . ENCLOSURES

. Copy of memo to Thurgood Marshall, Jr dated July 8, 1997 regardmg the Food
Recovery Summrt in September -

. Copy of memo to Kitty Higgins dated May 12, 1997, regardmg the F ood Recovery
Summrt in September . ‘

. Rou'gh draﬁ of Communications Planfor the Summit

. - New clippings related to USDA—ERS recently released study on food loss/waste
. Talking pomts on Food Loss Study and Natlonal Summxt on Food Recovery
. Background chronology of events related to food recovery and gleamng
'« Copyof letter from Secretary Gllckman to Secretary Rubm regardmg Interagency Food-
' Recovery Efforts with request for possrble review of tax polrcy with respect to food
donations :
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SCHEDULING REQUEST FOR m}:rm:sml-:m
TO: | Stepha.me Stmetz, Assnsrant to the Presxdent and Dxrector of Scbedulmg
THRO_‘U.GVH ‘

- FROM:

SUBJECT: The President’s Pamapauon in Nanonal Sumnut on Food Recovcry

DATE:  September 17- 18, 1997 | |

| ’YSITE:‘  George Wgshingﬁiu’ Conference Centcr, Wa.si;ington,DC
TIME: - | One bour - | o |
BACKGROUND

Hunger has direct and adverse eﬁ'ccts on. the bmlth, educanon, and safety of aH those in need, but
has particularly damaging impacts upon the physical, intellectual, and emotional development of

- children. Additionally, workers who are at risk of hunger have less ability to help America
compete eﬁ'ecuvcly in the global economy In short, the darcn of hunger greatly w&keas '
America. ,

Oue means of making a sxgmﬁmnt impact on hunger in Amcnéa is'to decrease thé amount of
food that is wasted in this country each year through better gleaning and food recovery efforts.
‘Such food recovery efforts will never be a replacement for a strong Federal safety net, but’
recovered food can be a critical and nutnuous addmon to the diets of mﬁhons of low-income
Americans. Lo Lo :

- In response to thc Presxdcnt s November 23 1996 executive ‘memorandum that directd all
"+~ Federal agencxcs to seek to increase the quanuty of excess wholesome' food recovemd and
-2 delivered to hieedy: Ammcans. ‘USDA has takeén a aumber of significant steps to increase food
-+ ‘recovery, In addition to pubhshmg a “Citizen’s Gmdc to Food Recovety” and establishing the
. 800-GLEAN-IT hotline, USDA is helping school districts involve students in food recovery
" volunteer activities, increasing food recovery in Empowerment Zones and Entcrpnsc : |
- communities, and i u:creasmg food recovery at farmas markets.. - :

Thlspastweek,ImieasaiaUSDAStudy.ﬂﬁimdzmthﬁovcroncmbfaﬂthefopd

AN EQUAL OPPORTUNTY EMPLOYER
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produced in the nation goes to waste. With a significant number of American children and adults

going hungry everyday. this a tragic loss in térms of the number of hungry Americans who could

benefit from this food. The announcement of this study -- as well as the simultaneous

announcement of more details about the National Summit on Food Recovcxy received wide-

‘spread national and local media covcrage mcludmg stories on the ABC Evemng News and CNN
. (See attached clips). : -

DISCUSSION:

I wou]d like the President to dehvcr a'brief address at the Natxonal Summit on Food Recovcty,
which will be held in Wa&hmgton on Sep{embcr 17-18, 1997. The President would also have the

- option of participating in a large-scale food recovery service project with Summit pamcxpants at
a farm in nearby Maryland or at the DC Central Kltcben in Washmgton.

The National Summit on Foo‘d Recovery is bcmg spousorcd by a unique public/private
partnership between the United States Departiment of Agriculture and four leading non-profit

~ anti-hunger groups: Second Harvest, Food Chain, the Cougmssxonal Hunger Center, and the Chef
‘and the Child Foundation. Using specific commitments as milestones to mark pmgress, the
‘Summit will help expand the growing national movement to us¢ food recovery in the United
States as an inexpensive means of helping to feed the hungry. The goal of the Summit is to
develop a comprehensive national plan to ~impl.emcn‘t a 33% increase in-the amount of food
recovered and gleaned and distnibuted through various emergency food assistance programs to
Americans in need. This increase would provide an additional 500 million pounds of food a year
"~ enough food to support meals to some 340, 000 Amcncans a day

- Every sector of American society — individuals as well as msnmuans - will be enooumged 0
‘make concrete, measurable commitmeats to do tore to recover excess food. Such efforts
~ include dopating more food; providing more transportation for recovered foods; giving more
~ monetary and in-kiod contributions to food recovery organizations; combining food recovery -

- with job training; ensuring the safety of recovered foods; creanng new food recovery programs;
expanding the capacity of éxisting food recovery programs; increasing the ties between food
recovery and nutrition education; publicizing food recovery efforts; and devotmg more full-tunc
nauonal service and part-time volunteer hours (

DECISION:

" Approve: L _ E ‘Disgii)p;‘os'ei o
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WASHINGTON, D. C. 20280  °

S May 12,1997 . A -«

Memorandum from Secreiary Dan Glickm

For: ' Kitty Higgins, Assistant to the Cabinet Secretary.
Subject: The President's paniCipati‘o'nin'the National Food 'Reco‘vé:y Summit
SUMMARY:

1 would like the Premdent Vtce Presndent First Lady, or Mrs. Gore to jom me
when | convene the National Summit on Food Recovery. L

‘ Announced during the President’s Summit'on America’s Future, the Natfonal
Summit on Food Recovery will be held in Washington during the week of
September 1-7, 1997, under the auspices of the Department of Agnculture
(USDA), the Congressional Hunger Center, and Food Chaln the nanonal
network of food rescue: orgamzauons ‘ S T

BACKGROUND

On November 23 1996 --in conjunction w:th the release of USDA 'S Ctt:zen S
Guide to Food Recovery -- President Clinton signed an executive memorandum
directing Federal agencies to “seek to increase the quantity of excess |
-wholesome food recovered and delivered to needy Americans” and directed me
o cha:r an mteragency workmg group on Food Recovery to Help the Hungry

To fulfill the President’s charge pnor to the Premdent s Summst on Amenca s
Future | announced the followmg new food recovery efforts :

. USDA wrll help school dastncts in the Washlngton DC and chh|ta
. . Kansas areas involve students in commumty sefvice activities -
related to fi fghtmg hunger\ and recovenng food h

.« - USDA wﬂl mcrease food recovery and gieanmg actswtles in mral
-~ Empowerment Zones and Enterprise Commumt&es
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Presndentnai Scheduhng Request from Secretary thkman
\ _ o Natlonal Food Recovery Summit
o May 12, 1997

L. The Washington cafeterias of the Departmé'ﬁt of Justicé the
- Department of Energy, and the Office of Personnel Management
will donate excess food to the DC Centrat Kitchen.

While attending the Presidents’ Summit on America’s Future.in Philadelphia, |
announced the followmg add:tlonal food recovery actzons

s USDA will'sign a Memorandum of Understandmg with the National
- Collaboration of Youth (NCY) — an umbrella group for youth E
organizations including the Boy and Girl Scouts, Big Brothers/Big
Sisters, YMCA of America, and the Boys and Girls Clubs -- that will
- specify how the over 40 million members of NCY member '
organizations will be encouraged to volunteer to recover food

. The Administration wm 'declare a N_atlonat Week of Food Recovery,
during which food recovery volunteer projects will occur nationally.

e More food will be recoVeréd‘from farmers' markets. hatxona!ly,‘
' including farmers' markets held at Federal agenc:es :

'." N Working with the groups Rock & Wrap It Up' and Food Chann
USDA will help students.recover food from the school lunch
program, restaurants, and concerts.

“THE NATIONAL SUMMIT ON Foonnecoveav:

Perhaps the most significant announcement USDA made at the Presidents’
Summit on America's Future was that USDA, the Congressional Hunger Center,
and Food Chain will co-sponsor a National Summit on Food Recovery. Modeled
on the President's Summit on America's Future, all attendees to the National
Food Recovery Summit will be asked to make specific commitments regardmg
food recovery prior to the event. . ,

The Congressxonai Hunger Center co—chaired by Congressman Tony Hall (D-
OH) and Frank Wolf (R-VA), will invite members of Congress of both pames to
the Sumimit;: USDA will invite leaders from stats, county, and cuty govemments. o
Indian tnbes. nonproflt orgamzatzons rehglous groups, |arge corporatlons, and
’small bus nesses. o . :

PRESIDENTIAL !NVOLVEMENT

1 would like tha President, ‘Vice-Presi_dena First Lady, or Ms. Gore to start the
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Presmfenhal Schedu ing Request from Secretary thckman‘
National Food Recovery Summit
| May 12, 1997

Natlonal Food Recovery Summn by giving a bnef speech in Washmgton dunng
the week following Labor Day 1897, September 1 -7

Other Federal agencies, USDA itself, and national non-profit groups and
_ businesses will be able to make significant new food recovery commitments prior
to the Summit, which any White House principal could announce at the Summit,

The precisé'date of the Summit could be based on the availability of any of the
White House principals; however, the date must be set by May 20.

cc:  Stephanie Street, Deputy Assistant to the President and
- Director of Scheduling
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ROUGH DRAF T OF COMMUNICATIONS PLAN F OR
NATIONAL SUMMIT ON FOOD RECOVERY

1. COMMUNICATIONS GOALS FOR THE SUMMIT -

e l To increase pubhc awareness to help achleve the Summxt s overall goal of
mcreasmg food reeovexy by 33% nationally by the year 2000.

2. To make the terms “gleaning” and “food recovery household concepts as commonly
known as the recychng of bottles and cans.

3. To ensure that all five par'tners involved in the Summit -- Second Harvest, Food
~ Chain, USDA, the Congressional Hunger Center, and the Chef and the Child Foundation
-- receive equal credit for t.hezr efforts to sponsor the Surnrmt and boost food recovery. -

1. MESSAGE OF THE SUMMIT .

The National Summit on Food Recovery oﬁfSeptember 17-18, 1997 -- co-sponsored by USDA,
Food Chain, Second Harvest, the Chef and the Child Foundation, and the Congressional Hunger
Center -- will serve as a springboard for a national effort to encourage every sector of society
“to help increase the amount of food recovered and gleaned and distributed to Americans in-
“needs by 33% by the year 2000. This increase will produce an approximately 500 million
. additional pounds of food a year, providing food to an estimated 450, 000 more low-income
‘ people daily. : :

With a 51gn1ﬁeant number of Amencan chlldren in danger of gomg hungry, thc lssue of hunger ‘
. in America-is a cotplex one with innumerable ramifications for all segments of our society. V
Hunger has direct and adversé-effects on the health, education, and safety of all those in need, but
 has pamcularly damaging impacts upon the physxcal intellectual, and emotional development of -
. children:: Hunger also reduces income for American farmers and food-related businesses.
S v_._‘.}.",‘,{__Addmonaliy, ‘workers who are at nsk of hunger I have less: ablhty to help Amenca compete
S eﬁ'ectwely in the” global economy In shon the threat of hunger greatly weakens Amenca

R Yet in Amenca today, over 96 billion pounds of edxble wholesome food -=< more than one’
o quarter of all food produced -- is thrown out. -Not only is this'a traglc [6s$ in termis of the number.
~of hungry Americans who could benefit from this food, but such waste also increases disposal
" costs by an esumated one bﬂlaon dolla:s a year for mumc:lpalmes across Lhe nation.
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. To reach the Summit’s ambitious goal, every sector of American society -- individuals as well as
.institutions -- will be encouraged to make concrete, measurable commitments to do more to
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- One means of méking*a Signiﬁéént impact on hlingf:rhi’n America is to decrease the amount of
' food that is wasted in this country each year through better gleaning and food recovery efforts.
Such food recovery efforts will never be a replacement for a strong Federal safety net, but

recovered food can be a cntlca! and nutritious addmon to the diets of tmlhons of low-
income Amencans

@oos

recover excess food. Such efforts include donating more food; provxdmg more transportation for

recovered foods; giving more monetary and in-kind contributions to food recovery orgamzauons,,
- combining food recovery with job training; ensuring the safety of recovered foods; creating new
food recovery programs; expanding the capacity of existing food recovery programs; increasing .

the ties between food recovery and nutrition education; publicizing food rccovery efforts; and

: devonng more full-time nauonal service and part-txme volunteer hours.

. These new co‘mmitments will be broken down into three broad categorie’s: o

1) Getting the food.
2) Preparing or sorting the fo_od; |

3) Distributing the food.

III USING THE SUMMIT PROGRAM TO COMMUNICATE THE MAIN MESSAGE

All portions of the Summit should be used to cormmunicate its main message detaﬂed above.
The public- commumcatxons from the Summn: will be focused on Wednesday, September 17,
through the three main pomons of the program: 1) the commitment-makers session in the

mormng, 2) the scmce project in the aftemoon 3) and the awards ccrernony m thc evemng

' 1) The commnment-makers session (Wednesday morumg) This sessmn could
'seamlessly mtegratc the use of videotape, still photcgraphs, and very brief prcsenranons

from commitment-makers in ofdet to graphxcally demonstrate rhe problem ‘of hungcr and.’

o wasted food and the SpCClﬁC ways in whlch the Summxt is addrcssmg the problem

R Tradxt:onal keynote speeches oould be ehmmatcd in favor of mcorporatmg prescntanons
_from VIPs into visual presentations of the commxtments ’ :
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T‘ms session could have the look and a feel of a te]ethon -- only instead of ralsmg money,
~we would be counting ways to recover food. The backdrop could be some large photo or
graphic representing food recovery, with two large sets of number toteboards over the -
backdrop-- the toteboard could be:labeled “goal for pounds of food recovered” and could
havc the number “500 rrulhon under it. : o

The second toteboard could be labeled “progress towards the goal” and could have cither
dxgxtal or moveable numbers that increase as the presentatxons progress. ~

The session, which would be broadcast natlonally on live satelhte could last two hour
and a half hours (from 10:00 a.m. - 12:30 p.m.) and be broken down into three sub-
pieces =- a) a five minute long introductory video 10:00 a.m - 10: 05 a.m.; b) national
commitments could last for one hour and 45 minutes (10:05-11:50 a.m.) and <) regional
and local cormmtments whlch could last for 40 minutes (11:50 a. m. - 12:30 p.m. )

a) Introductery video - The s session could start w1th a ﬁve minute video that
explains hunger in America, details the major pomts of food waste, and breaks
down food recovery into its three major steps: “getting the food;” “preparing or
~ sorting the food;” and “distributing the food.” Principal spokespeople for all five
- groups could be featured in this video. The video would end by showing graphlc
, representatlons for each of the three steps (10:00 - 10:05 am. )

. b) Natxonal commltments The session would then be brokcn down into three,
35 minute- Iong, sub-sections rcﬂecnng the major steps: “getting the food”
“(10:05-10:40 a.m.); “preparing or sorting the food (10:40-11:15 a.m?); and
, “dlsmbutmg the food” (11:15 -11:50 p.m.). Each sub-séction would have the
same basic format: short mtroductory video, followed by graphic representation of
sub-section’ prOJected on screen, followed by personal testimony from audience
members involved in that sub-section, followed by making of specific -
commitments to that sub-section that are then tallied on the toteboard. .Each sub-
section (and thus each of the three major food recovéry steps) would have its own -
graphic identification --- either a photograph or a graphic icon.. Atthe startof .
each of the three sub»sectlons the graphic representation for that sub-sections
‘would be pro_;ccted behind the stage and then a five minute v1deo would vxsually
show and narratxvcly detail the major issues regardmg that. pamcular food o
. recovery step. These three sub-section: vidéos would hlghhght the’ specxﬁc tools of
~ food tecovery cmxcal to ¢ach-of the three food recovery steps: pubhc awareness;

- donate; collecy; safety’; transport sort, prepare, and dlsmbute nutnnon, capaclty,
-bamers reduce dependency, and rectplcnts After the video is show at the -
begmnmg of each’sub-section, the lights could come up slighitly and the sub-

A ‘sections” graphxc representatlon could still be projected above the stage as one or
two people from the audience are highlighted to'give personal testimony about
thexr experience m workmg on 1ssues rclated to thc pamcula.r sub-section (food
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recovery step). Then specnﬁc commntmcnt makcrs (mcludmg pnncxpals from the five

sponsoring organizations) make brief (but spcczﬁc) presentations on-about commitments

they are making to that sub-section (food recovery step). To ensure spontaneity and

audience participation, many 'of the commitments would be made by audience members -
 speaking from microphones in the audience (assuming enough cameras are available). As

the commitments are made, the toteboard for progress would add, on a rolling basis, the
‘numbers of pounds commxttcd » :

c). Reglonaland local commitments - This could last 40 minutes (11:50 am.t0 ~
~12:30 a.m.) Each local and regional site watching the Summit by satellite could be .
~ able to call-in, through an audio bridge, to orally announce regional and local
commitments. ‘A map of the United States could be projected next to the stage -
and each site could be visually highlighted on the map when the site is.
announcing its commitments. All the regional and local commitments would also ,
be added to the totcboard as the commitments are announced o

* NOTE: At the end of this session, the “progress” toteboard should have a _
number greater than the 500 million pounds on the “goal” toteboard. However, if
we determine in advance of the Summit that-the progress will be less, than the
toteboard goal will be reduced; we would explain that the precise goal i is to reach

- 500 million by the yea: 2000. :

© 2) The Service project (Wednesday afternoon): Summit participants can physically
collect food from a field, sort food at the Capital Area Community Food Bank, prepare
medls at the DC Central Kitchen, collect food from a hotel kitchen, etc. The service
activities would specifically be focused on highlighting the three key steps to food

' recovery spotlighted in the morning session. This is the part of the Summit in-which the
President, Vice-President, First Lady, or Mrs. Gore will be most likely to personally -
'pammpate Itis possxble that one or two or the services sites can have satellite trucks -
from which the broadcast the activmes live; this would be the tail end of the. nanonal
satclhte t:ansm1531on , : :

3) Awards ceremony (Wednesday evemng} “Heroes of Food Rccovcry Rewards
would be gnven out to corporate leadcrs rel:glous orgamzatxons pnvate cntzzens etc
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Finds Wastmg
Of Food Su

&}s_r__?é-/t;)p

ASHINGTON (Reuter) = In tossmg
away uneaten vegetables, day~old bread
and other pantry itéms, Ameriéans are
wasting one-fourth of the nation's total
‘food supply. the U. S Agriculture Depart-
ment said,

If just 5% of the wasted food that
is nutritious and safe was recovered from
restaurants. grocery stores-and pantry
shelves, it could feed an estimated four
million poor and homeless U.S. citizens,

. the new. UUSDA study sald.

Agriculture Secretary Dan Glickman

" released the study at. a hunger-relief

con{erence in San Diego. Mr. Glickman

said he would hold a national meeting on
food-recovery efforts Sept. 17-18. The meet-
ing In Washington will bfing together

leaders from state and local governments,

religious groups, large corporations and
other groups o share ideas on how o get
“‘unused food to the hungry.

An estimated 96 bijlion pounds of
food. or 27% of thé 356 billion pounds of
edible food available in the U.S., was
wasted in 1995, the USDA study said.

The vast majority of the waste came
from consumers who threw away uneaten’
vegetables, forgot foods in the back of &
refrigerator untit they spoiled. or dis-
carded bread. miik and-other dalry pred
ucts more than & day of two old.

Many consumers also threw out faod
- because they: had trouble interpreting
package-dauag information. such as *'sel

by dates or expiration codes. the study -

satd. Smaller amounts of blemished food,
perishabie iterns and dented cans of food
were discarded by grocery stores. resiay-
rants, food processors and farmers, the
study sald.
+" In 1895, more than 16,000 new food
,products landed on grocery-store shelves,
‘and industry experts estimate. that most
products fail to catch on and are discarded
. by retallers. “"This is really a ‘byproduct of
our fast-food culture.” said Marc:Cohen.'g

researcher with Bread for the World Insti- "}

‘tute. 2 ‘huriger-refief, group. “'At funchtime.

many fast-food restaurants make up-ham- | .
burgers and if 'nobody eats them. they get
1o55ed '3 away because ol smct qual!ty st:m- .

dards.” ,
Anllhunger actmst.s sa:d mey would1
like to-see mote linancial incentives cre-’
ated for restaurants. grocery storeés and
other businesses. to donate food. *The
problem of wss:ed rood atv home coutd be

-~ -a.A

s
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" public and _private schaols

» -—

addressed .much like the USDA has pm
moted its ‘food pyramid of nutrition” in
Mr. Cohen
said.

M. thkman launched 1 food * gfean

‘Ing."” or recovery, program last year to

encourage federal dgencles, private cafe-

terias and others to donate leftover food to .

tocal soup kitchens and food banks.
_Last year, Congress also tried to en-
courage more donations by adopting a
“Good Samam:m law that limits the legal

tiability If sofedne were to become il fmm"
- eating dondted foods.:

.- In additlon to feeding the: nungry re-

‘covenng fiore of the Rdtion’s wasted food .
* would cut down oni the volume of material
" going’iato garbage lanidfills. saving {ens of

millions of dollars in solid- was:e costs
Mr. thkman sald ’ .
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A quarter of the food § produced :

in the United States ends up in the
trash, the Deparunem of Agricul-

" ture found when it counted lefd-

overs, yogurt forgotten in fridges
. and crates of perished nectarines

1 at grocery stores..

The study, which did not mciude
losses from farms and wholesale
stores, concluded that 27 perceént

of the 356 billion pounds of food -

produced in 1995 went 1o waste.
“On average, each of us con-
sumes about 3 pounds of food a

-day. If even § percent of the 96

billion pounds were recovered,
that would represent a day's food
for 4 million people,” Agriculture
Secretary Dan Glickman said.- -

And recovering that 5 percent
could save 350 million in solid-
waste-disposal costs for landfills,
the report said.

Household food losses were
blamed on “overpreparation,
preparation discard, plate waste,

cooking losses, spoiled lefovers,
breakagg spillage, and package

- fajlure”

- Mr. thkman said the study was

motivated by pecple asking him'

“how much food is really wasted”

whenever he spoke about the im-

portance of food recovery. :
The study, the first in 20 years,

- is supposed to help define where .
and how much food is wasted so’

that waste can be reduced..

“By recovering a fraction of this -

lost foad, we could get food to those
in need instead of tossing it into the
Dumpster,” Mr. Glickman said. .

Spealung in San Diego at the an-
nual meeting of Second Harvest, a
nonprofit anti-hunger group, he
also announced the National Sum.
mit on Food Recovery and Glean-
ing, to be held In Washmg'mn in
September.

One .of the sponsors, the Con-
gressiona] Center for Hurnger, .is

.working on a bill that would make

food donations tax-deductible. Ex-
ecutive Director John Merrill said,
“We are going to try to make the

US. food wasted, study finds

‘wotd ‘gleaning’ a. reg'ular kxtchet'é
household word.” -

Jose Meirelles, who manages
Les Halles restaurant in Washing-
ton, said there isn't much food
wasted in his restaurant.

MWe buy all the fresh products
on a daily basis, and we try to use
what’s left over in preparations like
soup bases,” he said.

“But it's true Armericans rmght
waste more than Europeans,” he |-
said. “Trecall, when I was a kid, we
would kill a pig once a year and
nothing would go to waste. We
would even use the blood and the
feet. But here they only keep the |
good parts”

Barry Scher, vice president of
public affairs for Giant Food Inc,,

© said his company deals with the,
problem.

Perishable and nonpenshable .
food is collected from Giant stores

and warehouses every day. “Any

food that is not sellable but safe we
donate to the Capital Area Com-
munity Food Bank and the Mary-
land Food Bank," he said. .
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TALKING POINTS ON FOOD LOSS STUDY
AND NATIONAL SUMMIT ON FOOD RECOVERY

FOOD LOSS STUDY |,

New USDA study estimates that more than one quarter of all food produced in the nation is

wasted. The study by the USDA Economic Research Service, the first of its kind in 20 years to -

~ examine and quantify food loss, found that, in 1995, about 96 billion pounds of food -- or 27

percent of the 356 billion pounds of the food available for human consumption in the United
States -- were lost at the retail, consumer, and food service levels. Fresh fruits and vegctables

fluid milk, grmn products, and sweeteners accounted for two-tmrds of these iosses

The full extent of food loss is probab]y even greater. The study looked only at food loss by
retailers, consumers and food service establishments. - Pre-harvest, on-the-farm, and farm-
to-retail, and wholesale losses were not measured; given that we know sngmﬁcant losses occur at
each of these levels, the actual amount of Ioss is probably far greater than the 96 billion pound
figure. f

Not only is wasted food a tragedy because it couId be eaten by hungry Amencans, but food
waste also harms the environment and increases local taxes. Municipalities across the
country spend. about $1 billion a year in tax dollars to landfill or other\msc dxspose of the 96

~ billion pounds of food waste.

While mdmdual famlhes do waste food, the study made the more important overall point

that food is systematically lost in.every single stage of the food production and distribution

‘system. - While it is true that mdwndual families often throw out large amounts of food, it is~

more significant to understand that vast amounts of food are systematically lost on farms, at
manufacturing plants, during distribution, at wholesale markets, at restaurants, at farmers’

, markets at cafeterias ‘and at supermarkets,

Indnvnduals, compames, government agencies, and orgamzatwns can all do more to recover V

food. USDA is NOT. suggesting that, in order to fight hunger, some Americans ought to eat less.
Rather, individuals can donate canned and boxed goods to food drives and can donate their time

- and money to food Tecovery organizations. Moreover, individuals can work with compames

government agencies, and ‘non-profit orgamzatlons to change the systematic ways in whxch food |

is lost thmughout the productlon and dlstnbutxon system. The Nauonal Smnm:t on Food

,Rccovery wﬂl attempt to: spur such systemat:c changcs o

Evena small boost m food recovery could feed mlllwns of hungry Amencans On average
each Ametrican consumes about 3 pounds of food aday. Ifevens percent of the 96 billion
pounds now wasted wcre recovered, that would represent a day's food for 4 million people. If we
recovered 10 percent or even 25 percent, that would provxde food for 8 Imlhon or 20 million
people, respectlvely : :

l@o14
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NATIONAL SUMMIT ON FOOD RECOVERY

The National Summit on Food Recovery will take place September 17-18 in Washington,
DC and at sites throughout the nation. The main Summit site in Waéhington DC will be’
linked by a live satellite broadcast o cmzens throughout the nation pamcxpatmg in regxonal and
local summits.

‘ 'The Summlt has a.very concrete goal of eventually helpmg to feed 450 000 additional
hungry Americans each day. Using specific commitments as rmlestones to mark progress, the  ~ °
National Summit on Food Recovery will help expand the growing national movement to use

- food recovery in the United States as an inexpensive means of helping to feed the hungry. The
Summit will help-develop a comprehensive national plan to implement,a 33% increase, by the

-, year 2000, of the amount of food recovered and gleaned and distributed through various

emergency food assistance programs to Americans in need. This increase would provide an
additional 500 million pounds of food a year -- enough food to support meals to some 450,000
Americans a day.

The Summit is a umque public/private partnership. USDA is joining with four leadmg
national non-profit anti-hunger groups to sponsor the Summit: Second. Harvest ‘the Chef and the
Child Foundation, F ood Chain, and the Congress;onal Hunger Center ‘

The Summit wxll encourage every sector of Amencan soclet) - mdmduals as well as -
institutions -- to make concrete, measurable commitments to do more to recover excess
food. The Summit is actively seeking the involvement of: large corporations and small
businesses; faith-based organizations and religious groups; labor unions, trade associations, and
professional organizations; Federal cabinet secretaries and Members of Congress; charitable
foundations and non-profit crganizations; state, tribal, and local elected officials; farmers,
ranchers, and orchard growers; shipping, trucking, and railroad concerns; community and youth
service organizations; food manufacturers and distributors; anu-hunger activists and food
recovery practitioners; restaurants, cafeterias, caterers, and food service professionals, etc -- in
short, anyone who is assocxated (or could be assocxated) with feedmg people in thxs country.

~The Summit will sohcnt a w:de variety of means to increase food recovery Commitments are
likely to include donating more food; providing more transportation for recovered foods; giving

. Iore monetary and m-kmd contributions to food recovery organlzauons ‘combining food

" recovery with job training; ensuring the safety. of recovered foods; creatmg new food recovery
programs; expandlng the capacity of existing food recovery programs mcreasmg the ties .
‘between food. recovery.and nutrition ‘education; publicizing food rccovery efforts and devoting

i " more full—nme natlonal servwc and part-nme volunteer hours ‘ L .
Whl!e food recovery efforts wﬂl never be a replacemgnt for a strong Federal safety net
recovered food can bea critical and nutritious addition to the diets of millions of low-

~ income Americans. The Federal government will always have a critical role in helping feed

- low-income Americans, but public/private food recovery partnersmps need to be one teol to help

supplement the tradmonal Federal role. : ~
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USDA G'!eaning/‘Fodd'RecOVery A’ctivities

e December, 1995 G]eamng/F ood Rescue Rourld Table Meetmgs with Secretary Glickman
- commence ‘

@ December, 1995 - Food Safety and Inspectioh Service (FSIS), in coopération with the Chef
and the Child Foundation of the American Culinary Federation, launches zmtmnve to expand
food safety training for people serving donated food to the needy

OApril 1996 - USDA launches a toll-free hot-line -- 1:800- GLEAN-IT --through which callers
will receive up-to-date information about USDA food rescue policies. Assistance in linking
volunteers with local food distribution programs and gmdance regardmg estabhshmg food
recovery opportunmes is also provided :

e Summer, 1996 - USDA AmeriCorps conducts “Summer of Gleaning” projects in 20 States.
Project designs ran the full gamut of gleaning and food rescue operations. 88 AmeriCorps
members in the Summer Program recruited over 1600 noncompensated commumty volunteers
who helped pick, sort, dehvcr and preparc recovered foods - »

e October, 1996 ,-'Pr,eadent Clinton s’i‘gns the Bill Emerson Good Samaritan Food Donation Act
into law. The Act.encourages donation of food and grocery products by limiting the liability of
good-faith donors and by providing for basic nationwide umform deﬁmtlons pertaining to
donation and dlstnbuuon of nutritious: foods N

ONovember, 1996 - President Clinton signs and Executive Memorandum directing federal
agencies to promote gleaning and food recovery activities. The Memorandum designates the
Secretary of Agriculture as the Chmrperson of the Interagency Working Group on Food,
Recovery to Hclp the Hungry ' .- ,

'ONovcmber 1996 - USDA pubhshes A Citizen’s Guide to Food Recovery, to assist volunteers,

- State and local government officials, businesses and nonprofit organizations in establishing or
expanding gleaning and food recovery activities around the country. 15,000 Guides were
distributed. In May, 1997, a second printing of 15,000 copies will be undertaken. -

OJanuary, 1997 - USDA ass:sts voluntecrs in gleamng and food reCOVery activities related to the
Presidential Inauguration ,

- OJanua:y, 1997 USDA estabhshes mtcmal task forcc charged with 1mp1ement1ng the
A ‘Presxdent s November Executwe Memorandum on Food Recovery - ' S

-8March, 1997 USDA announces mmatxve to work mfh District of Columbla and Maryland
" high school students in meeting community service graduation reqmrements by coordmatmg
- volunteer actlvmes at the Capitol Area Community Food Bank - : :
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® April, 1997 - USDA hosts initial meeting of the Interagency Wofkiﬁg G;roup onF oéd Recovery
to Help the Hungry, pursuant to the President’s Executive Memorandum on Food Recovery

e April, 1997 - Secretary Glickman announces initiatives related to the planned September, 1997
- National Food Recovery Summit, including a National Week of Gleaning, and USDA efforts to
- help match student food recovery volunteers interested in performmg commumty service Wxth |
food recovery actmty opportumues oo : :

eMay, 1997 - USDA prcpa.res second pnntmg of 15 000 coples of its: publlcatlon A Cmfen 5.
Guide to Food Recovery , ;

. ®June, 1997 - Secretaxy Glickman announces creation of Usba anti-hunger task force, chaired
by Shirley Watkins, Under Secretary designee for Food, Nutrition and Consumer Services. The
purpose of this task force will be to focus the Department’s efforts in addressing hunger issues in
America, particularly in the context of Welfare Reform implementation -

eJune, 1997 - As a result of the interagency process, USDA works with Department of Energy,
Department of Transportation and Health and Human Services to announce joint efforts at
holding Farmers™ Markets during the Summer and Fall, with food. recovery as an integral part of -
each market. The initia]l market was held on June 27, 1997 thh Secretanes Glickman, Pena,

and Slater partxclpatmg in the openmg ceremomes

OJuly, 1997 - Secretaxy thkman announces release of a USDA Economlc Research Service -
Study examining and quantifying the extent of food losses in the United States. The ERS study, .
the first of its kind in twenty years, found that-in 1995, about 96 billion pounds-of food, o1 27
percent of the 356 billion pounds available for. human consumptlon in the Umred States were lost
at the retail, consumer, and food service Ievcls : S
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OEPARTMENT OF AGRICULTURE
OFFICE OF THE SECRETARY .
WASMINQTON, D.C. 20280

March L1, 1997

Honorable Robert E. Rubin
Secretary of the Treasury

1500 Pennsylvania Avenue, N'W.
‘Washington, D.C. 20220

Dear Bob:

ITam askmg your help in making sure that the millions of pounds of wholesome food which
are thrown away every day are directed to the hung:'y in America. At a time when so many within
our population are without the means to ensure consistent access to nutcitious food and
emergency feeding organizations are struggling to help meet their needs, we should take special

_care to avoid the unnecessary waste of food. Yet, the waste continues day after day—the food
served in restaurants, cafeterias, schools, hospitals, and other institutional settings that is thrown
away because too much was prepared; the fresh fruits and vegetables left in the fields to rot
because they do not meet market specifications; and the non-perishable foods discarded by food
retailers and distributors because labels are damaged or cans are denited. At last report, nearly

.. one-fifth of all food produced for human consumption in this country is lost or. wasted every
year—an amount that, accordmg to the Gencra! Accountmg Ofﬁce would feed ne;arly 49 mﬂhon
people. . -

On November 23, 1996, President Clinton signed an Executive Memorandum directing -
Federal agency involvement in efforts to redirect excess wholesome food from their cafeterias, ‘
commissaries, food vendors, and dther food service facilities to programs providing food services
to those in need.  Agencies are also directed to encourage food recovery among their contractors;
State, local, and non-governmental partners; and grantees to ensure that they understand its
. important role in helpmg to feed ncedy mdmduals 1 have cnclosed a copy of thc Executive
' Memorandum for your resncw : .

I have been selected to head the Interagency Workmg Group on Food Recovcry to Help
the Huagry, established by the Memorandum and I wanted to take this opportunity to share with
you some information regarding the opportumnes available 10 us as we embark on this project. 1.
- am'also plcased to share with you a copy of the Departrncm of Agriculture’s (USDA) “A -
Citizen’s Guide to Food Recovery.” This. puhhcatxon fepresents one of the 1 many eE’oﬂs initiated
by USDA aimied at galvamzmg the commitment and energy of represenitatives from all sectors of -
the nation to help combat hunget in America by chmmatmg the waste of wholesome food

. AN EOUAL OPPORTUNITY EMPLOYER

gLy
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Honorable Robert E. Rubin .~~~ ..~ - 2

, _ Public education about our involvement in food recovery has thus far y1elded some very
positive results. For example, in December 1996, the Secretary of the Navy approved a.

- partnership through which excess food prepared in the cafeteria at the U.S. Naval Academy will
be donated to & local food recovery program. Procurement staff at the Departiment of Commerce
are reviewing food vendor contracts for the purpose of incorporating an excess food donation
clause. In Michigan, a Federal prison has requested information on how it can donate excess food
to a local feeding program These are excmng new ventures and we have onJy begun to scratch

. the surface .

: , : . /

// . One issue of concern to potenual donors of food relates to the deductibility of such - / '
donations as charitabl¢ contributions. Perhaps one important way that the Department of the

Treasury can help enhance food recovery efforts would be to publicize guidance on tax
deductibility issues for potential food donors. ‘This is especially important for smaller and non-

_corporate franchise food outlets donatmg perishable prepared food items and for individual

| farmers who permit gleaning activities in their fields or orchards. I would be most happy to host a

‘ mectmg with you and your staﬁ' and members of the food recovery commumty to discuss thxs
issue. =

: / ( . 1 will be in touch soon to dtscuss these activities and the work of the Interagency Wcrkmg
Group on Food Recovery to Help the Hungry with you further. I believe that if we are creative
and if we exercise the will by forgmg partnerships with the private and non-profit sectors, we can
be successful in redlrectmg to the needy much of the food that now goes to waste

' In'the meantime, 1 hope that you wﬂl review the mformatlon in the publication I have
enclosed. I am interested in hearing your thoughts and ideas on ways that we can advance this
- effort; Kevin Monroe of my'staff and I are available and eager to talk with you or your staff Lf
' you need further information. We can be rcached at' (202) 720-363 1

DANIGLICKMAN
Secretary

Enclosures”



'MEMORANDUM
TO: ' BRUCE REED
ELENA KAGAN
FROM:  TOM FREEDMAN EE
' MARY L. SMITH ' ST B

DREWHANSEN I » : N
RE: | REPORT ON THE FAM[LY o N d mw”&w%ﬁ&“ﬂ*@@;
DATE: JULY 18, 1997 '

A posmble “Report on the Family” could include the followmg statlstlcs

Acﬁ%mt\w

Employment
. avg monthly unemployment rate | §
. " . unemployment rate by age group . N " '
o s V,Jf'thde
B S S Cadearae,
‘ R . divorcerate . .. = . - .. ‘ ]Cdtd/
IWNQ"L t . birth rates . ,
: : «  out-of-wedlock birthrates - ‘ (W\Q)/ ﬂﬂ%ﬁm

number of female- and male-headed households

, 'Péverty
. poverty rate, by family structure . V
e out-of-wedlock births, by income status
, ‘Edzchtz;on
' - - educational enrollment/attainment
e monthly income, by degree earned f :
.. enrollment of 3- to S-year-olds by education and labor force status of mother and
family i mcome «
| Criizze'
{ ‘ . .
| e crimerates
. victims by race/sex:
« arrests by race/sex . ‘
. drug use by arrestees by race/sex
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MEMORANDUM
TO:  BRUCE REED, ELENA KAGAN
FROM: TOM FREEDMAN
.~ MARY SMITH
JULIE MIKUTA
RE: INFORMATION PRIVACY
DATE:  JULY 14, 1997

SUMMARY

This memo summarizes a survey, reports and legislation concerning information privacy. Included
are the five general privacy principles advocated by the Office of Consumer Affairs. Attached is a
list of pending privacy bills, and an overview of federal laws regulating information protection.

I. CONSUMER PRIVACY SURVEY

~ A 1996 Survey (The Equifax/Harris Consumer Privacy Survey) of 1,005 adults found:
* .65% of respondents consider consumer privacy protection “very important” (up from 61% in
1990); ,
¢ 80% believe that consumers have lost “all control” over how personal mformatlon about them
is circulated and used by companies (up from 71% in 1990),
' 67% prefer the present system of privacy protection; 28% say a federal govemment Privacy
Commission would be best to protect the confidentiality of consumer information in the US;
¢ 62% (51% of Internet users, and 64% of non-Internet users) agreed “strongly” or
“somewhat” that the government needs to be able to scan Internet messages and user
- communications in order to prevent fraud and other crimes; '
»  64% of the public (71% of Internet users) disagree that service providers should be able to
~ track the places users go on the Internet in order to send users targeted marketing offers;
. 24% say they have personally experienced a privacy invasion (25% in 1995 and 1978).

Both the 1995 and 1994 polls mdlcated that Americans are more concerned about privacy
intrusions by government than by busmesses

- IL TASK FORCE REPORTS UNI)ER T]IIS ADMINISTRATION
Since 1995, three reports have been written by task forces mvestlgatmg pnvacy protection policy: -
The earliest two came from the OMB. The first developed “Privacy Principles” for information -

users and mdmduals who supply information. The second gives an overview of information
protection policy and recommendations to improve it. The third, released on July 1, and written -

1



- by a task force led by Ira Magaziner, focuses on establishing a market-oriented approach to global
electronic commerce. A Presidential directive to executive and agency heads requires the
Secretary of Commerce and Director of the OMB to work with industry to develop privacy
protection code based on the Privacy Principles.

Repon‘ of Task Force led by Ira Magazmer, “A Framework for Global Electronic Commerce”
[7/1/97]

This report outlines a strategy to ensure a market-oriented approach toward commerce on the
Internet. It limits the role of government to: establishing consumer and copyright protections;
“developing a “predictable legal environment™ for electronic commerce; and negotiating
international agreements on tariffs on electronic commerce. (On this last point, the report opposes
any taxes/ tanffs on e-commerce.) The Vice Presndent will oversee the implementation of these
actions. , 2

A list of directives to executive department and agency heads accompanied the release of the
report. It included: :

1. The Secretary of Commerce and the Director of the OMB will encourage pnvate industry and
~ privacy advocacy-groups to develop and adopt effective rules to protect privacy on the
Internet. These rules will be consistent with the Privacy Principles.

2. The Secretary of Commerce will encourage private industry to develop and adopt a filtering
~ device that wﬂl enable Internet users to screen content not suitable for children.

3. All agencies and departments will promote eﬁ'orts to make the Internet secure for e-
commerce. ‘ - o

OMB Paper: Privacy Optzons [4/28/97]

_This paper was written by the Privacy Working Group for the Information Policy Committee of

. the National Information Infrastructure Task Force. The Administrator of the Office of :
. Information and Regulatory Affairs of the OMB chairs the Committee. The report first describes -

the status of electronic data protection and the Privacy Principles. It provides an overview to

federal legislation concerning: mformatlon privacy, and offers 0pt1ons on how to improve privacy

protectxon

The report recommends these strategles to 1mprove pnvacy protectxon :

1. The government could formally adopt the Privacy Pnncnples. The OMB might direct all
- federal agencies to incorporate the Principles in their information management and
procurement practices. Congress mlght adopt the anaey Principles as part of ommbus
privacy leglslatlen ‘



The government could ensure that government data collection remains consistent with the
Privacy Principles in the face of changing technology. The OMB’s Office of Information and
Regulatory Affairs has statutory responsibility with respect to the privacy legislation and could
review these statutes in light of the Privacy Principles as a model for audits in the private
sector. Recently, the HHS and IRS have estabhshed anacy Advocates,; this practice could be
expanded to. all agencies. - . ,

The government could play a larger role in consumer and business education. Agencies could
act as “bully pulpits” to raise consumer and business awareness of this issue.

Govemment could enhance self-regulation by exploring U. S. competmon law that is blamed
for enforcement deficiencies with industry.

A federal entity with regulatory authority could be created that would drive the development
of Federal data privacy policy, or oversee the various initiatives now underway.

A federal body without regulatory authority could be created that would: coordinate privacy
policy; represent the President’s views both domestically and internationally; advocate the use
of fair information practices by governments and the private sector; play an advisory rolein

. the public and/or private sector, educate consumers and businesses about privacy; involve

itself in the litigation of certain cases where a citizen’s or group’s privacy has been unfairly
invaded. The faxed Memorandum states that the Privacy Options Paper suggested the OCA
could serve this functien; this does not appear to be the case.

- .A non-governmental or advxsory body could be created that would perform an advrsory

function in the public and/ or private sector.

The Privacy Principles
The same Privacy Working Group that wrote “Privacy Options” issued a set of Privacy Principles

~ in June 1995. These are referred to in both reports described above. They are divided into three

groups:

1.

General Principles: Personal information should be acduired; disciosed and used only in ways
that respect an individual’s privacy. It should not be altered or destroyed, and should be

“accurate and relevant for the purpose for which it is provided and used.

Prinéiples fbf'US‘ers of Information: Information users should assess the impact on privacy in
deciding whether or not to acquire, disclose or use personal information. They should inform

. individuals about whom the information is being collected about why they are collecting the

data, what it will be used for, how it will be handled; the consequences of providing or
withholding information; and any rights of redress.



3. Principles for Individuals who Provide Personal Information: Individuals should be have a
means to: remain anonymous when appropriate; obtain and correct their persona.l information;
and use appropriate controls such'as encryption, to protect the confidentiality and integrity of
communications and transactions. (The section below on encryption and law enforcement
gives information about the debate over encryption devices.) Individuals should also have an
appropriate means of redress if harmed by improper disclosure or use of information.

IlI. THE OFFICE OF CONSUMER AFFAIRS’ PRIVACY PROTECTION
PRINCIPLES

These are the 5. general privacy protectron pnncrples advocated by the OCA

1. Tell consumers, in easily understood language when and why certain information is being .
collected, what’s gomg to be done with it, and who will have access to it. Tell them how you
plan to protect their privacy, _and ask for feedback

2. Collect only 1nf0rmat10n apphcable to the transaction at hand. Do not allow the information to |
be used or sold for other incompatible purposes without the individual’s knowledge.

3. Provide consumers a copy of their files upon request, ‘and make it easy for them to correct
errors and use statements of explanatlon

4. Allow consumers to optin to dlrect marketmg or other uses they feel are appropriate for the -
1nformatxon they are providing.

5. Make a concerted effort to educate consumers generally about how mformatron about them is
gathered analyzed grouped mto hsts and rented or sold, or otherque used

IV. THE EUROPEAN COMMISSION

Last week, government officials (including Secretary Daley and Ira Magaziner) visited Bonn,
Brussels and Asia to discuss the future of electronic commerce. Some European governments
want to make Internet service providers liable for the information carried on their networks. The
US approach is to let the private sector develop products that will ensure that personal
information carried over networks cannot be read or tampered with. [Reuters, 7/7/97]

The European Union Data Protection Directive takes effect in the fall of 1998 It is unclear how
the directive will be enforced. Under the Directive, personal data must be collected for speerﬁed
and legitimate reasons and not misused. [Privacy Optlons Paper p. 5]
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Personal Files Via Computer

,~ ByNINABERNSTEIN
< It was past midnight when Beverly

Dennis came home, weary from her-

second-shift tactory job, and found a
letter with a Texas postmark among

the bills and circulars in the day’s.

mail. As she read it in her small
house in Massillon, Ohlo, alone in the

dark stare of the stiding glass doors,.

her carlosity turned to fear.

The letter was from & Stranger
who seemed to know all about her,
from her birthday to the names of

her favorite magazines, from_ the

fact that she was divorced to the kind
of soap she used in the shower. And
he had woven these details of her
private life into 12 handwritten pages
of Intimately threatening sexual {an-
tasy. ’

“It can only be In letters at the
moment,” the man wrote after de-
seribing the sexual acts he planned.
"Maybe later, I can get over to see
you." '

The explanation that eventually
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A Texas woman's answers to this
77-question consumer survey end-
«d up in the. hands of felons,

Offer Money and Pose Threat

LIVES ONFILE
The Erosion of Privacy

A special report.

.emerged deepened Ms, Dennis's

sense of violation -~ and places her
experience at the heart of a far-
reaching national debate over legal

‘protection for privacy in a world

where personal Information is ever
easier to mine and market.

The letter writer was a convicted
rapist'and burglar serving time ina
Texas state prison..He had learned

* Ms, Dennlis’s name, address and oth-
- er personal Information {rom one of

the product questionnalires that she '
and millions of other consumers had .
received in the mail, innocently com-
pleted and sent back to post office
boxes In Nebraska and New York on
the promise of coupons and frec sam-
ples. Their answers were delivered
by the truckload to the Texas prison
system, which was under contract to
handle the surveys for the Metromail
Corporation, a leading seiler of di-

.- rect marketing Information. Hun-

dreds of unpaid inmates, many of
them sex offenders, entered the in-
formation on computer tapes for Me-

" tromail, which.has a detalled data

base on more than 90 percent of
Amerlcan households,
To Ms. Dennis, a woman in her 50's

' who grew up in the coal country of

southern Ohlo, it was as though her
privacy had been strip mined by the
dark side of the information econ-
omy.

Indeed, as the free-flowing ex-

change and exploitation of Informa-

tion Is being celebrated as the maln

“engine of economic prosperity Into
. the next century, individual privacy

1s looking more and more like an

_endangered natural resource.

Hunger for personal information is
now growing explosively in almost
every sector of the natlon's economy
and everyday life, from health care

- to entertainment, from banking to -
‘ supermarket sales. It

fs being

Continued on Page A30



spurred and sharpened by powerful market

-forces and ever moré pervasive computer
technology, Including digital mapplng tools
and so-called “'data-mining" software that
blast commerclal value from newly linked
data bases of unprecedented size.

Yet like the people whose private lives
and public records passed through the fin-
gers of Texas felons, most Americans have
no idea what is happening to the stream of
personal data that they shed just by living in
the modern world. And most businesses that
make money on the collection, recombina-
tion and sale of shards of personal informa-
tion maintain that people need no legal right
to know, and have no gooed reason to object.

The electronic deposits keep growing with

 the pulse of daily life: telephone calls;
checkout counters, A.T.M.'s, and electronic
‘bridge tolls, the street gaze of security cam-

- erag, plastic insurance cards imprinted with
the Social Security numbers that have be.
come identity’s common currency — and its
casy counterfeit, )

The Internet, where every keystroke can
be archived, is now the most dramatjcém-
bodiment of what technology and comimerce
afford In the real world: the pooling of ever
more vast stores of data, and the easy
retrieval of individual specks with no one’'s
say-50. .

This net worked world of information {s an
economic powerhouse that creates new

jobs, new services and astonishing efficien-

cles. It offers a wide range of consumer
benefits, Including easy credit, shopping
con e .and customized goods and
services. It alse turns commenplace trans-
actions into littie revelations.

When a clerk puts a supermarket dis-
count card through the scanner, for exam-
ple, a data base links the shopper’s identity
with the bar code on every !tem bought. A
Iove of rich chocolate cookies not only can
be tracked over time, but matched with an
individual’s address, age, weight and eth-

nicity, with marital status and credit stand- .

- Ing and even with religlous tles, to name just

a few of the personal facts being bought and
" sold wholesale in today's booming informa-
tion market.

A class-action lawsult that Ms. Dennis
filed last year against Metromail and its
. subcontractors is emblematic of the grow-
ing conflict over privacy as people learn
how little they control the use of personal
information that is an increasingly vatuable
corporate assel. L

“‘Privacy will be to the Information econ-
omy what consumer protection and product
safety were to the industrial age,” Marc
Rotenberg, director of the Electronic Pri-
vacy Information Center in Washington,
warned at Federal Trade Commission hear-
ings on electronic consumer privacy last
year, This week, the F.T.C. Is holding an-
other round of hearings on the issue.

But as Ms. Dennls has learned during a
three-year struggle for redress, any battle
for privacy today i5 an uphill fight, and
individuals have an inherent disadvantage.

Ms. Dennis spent sleepless nights trying
to figure out the stranger's identity. She

finally turned to local television news re-

. porters for investigative help, and searched

for more than a year before she found a |

lawyer willing to take on a novel and de-
© manding case without pay. -
= But when Metromail executives wanted
know more about the woman suing ‘the

- company, thelr task was simple:. They .

turned to the company’s own massive con-
sumer data base, and retrleved more than
800 tidbits of Ms. Dennls's life going back to
1987, Lald out on 25 closely printed pages of
spreadsheets were not only her Income,
marital status, hobbles and allments, but
whether she had dentures, the brands of
antacld tablets she had taken, how often she
had used room deodorizers, sleeplng alds
-and hemorrhold remedles. .
“Attached is all we know concerning Bev-
erly Dennis,” Dave Hansen, an Information
techniclogy systems analyst, wrote in a May
3,1996, memorandum ctrculated to top exec-
utives and the chief lawyer for Metromall,
which had $28! milllion In revenues last year
and has budgeted $1.5 million to fight the
case. The memo was one of the Iaternal
documents the company was recently re-
" . quired to turn over to the plalntiffs under
discovery rulings by a state court in Tra
County, Tex. .

" The company dossier on Ms. Dennis Hlus-
trates a central Issue in the privacy debate:

 tnformation collected tn one context ¢an be
. reused in entirely unanticipated and even

hostlle ways without the knowledge or con-
sent of the individuals Involved. United
States law offers them little recourse. .

The Supreme Court has recognized’ an
unwritten right to privacy in the Constitu-
tion, but has essentially limited this right to
the Individual's “reasonable expectation” of
privacy. That approach, pﬁvacy experts
say, means the steep but silent -crosion t_)f
privacy by technological and economic
change keeps narrowing the right to protec-
tlon that an Individual can successfully
claim In court as “‘reasonabie’* — especially
since privacy is weighed against compeling
interests, like law enforcement or freedom
of the press. And like the unwritten constitu-
tional right to privacy, mest of the nation's
patchwork of privacy legislation aims (o
protect individuals {rom government, not
from the actions of private industry.

~ Metromail maintains in court that it did
nothing wrong and that Ms. Dennis has no
reasonable claim to privacy because she
disclosed the information hersell in consum-
er surveys. The company, & leading mem-
ber of the Direct Marketing Association that
.champlons industry self-regulation, calls
the case an aberration, and adds that it no
longer uses prison labor. o

Because of the case, Texas is considering
a complete ban on data entry by prisoners,
but inmates in at least 27 other states handle
public records like motor vehicle registra-
tions, and Federat prisoners do such work
for the Internal Revenue Service, among
other public agencies. Prisons in at least
five states reported contracts to process
information for private businesses.

Public records are part of Metromail’s
Information products. Its offerings include i
“Behaviorbank® line that, for 4 cents to o
quarter a plece, sells names, addresses and
personal characteristics of respondents like
Ms. Dennis to a wide assortment of clients,
from direct marketers, bill collectors and
reporters to politicians. Metromail custom.

- ers include the marketing departments of

major magazings and newspapers, fnclud-
ing The New York Times.

Four new plalntiffs recently joined the
class action by name after their information

‘ showed up in records that the lawsuit forced

from Metromail and its subcontracior,
Computerized Image and Data Systems in
Roslyn Helghts, N.Y,, which sent the work to
the prisoners. Like Ms. Dennis, the new
plaintiffs said they felt tricked by surveys
headlined, “Spending Too Much. You Can

' Save Money At the Supermarket,”” or “No

sweepstakes, no promises, no gimmicks,
Just FREE coupons, samples and other -
special offers.” The outrage they expressed
goes well beyond the prisoners’ access to
such data. i .

One, Edward Boslet, a 36.year-old meat-
cutter turned home health care techpician
in Plattsburgh, N.Y., summarized what to
him is the heart of the matter.

“It's my {nformation, it's not theirs,” Mr.
Boslet, a father of three, said in a telephone
interview. “The bottom line is, | should have
a’right to know. I should have a right to
choose who they're going to sell it to and
what'list I'm going to be on. There should be
some way to govern what they do."

His convictions are not so far from the
principles of fair Information practice
adopted by the European Union. But they
are far from policy or practice in the United
States.

Many people, especially in business, feel
that is all to the good. They credit an unre-
strained market in personal Information as
one reason for the United States' lead in the
information economy. .

“It's beneficial to the economy, It's bene-
ficial to consumers,” said Chet Dalzell, a
spokesman for the Direct Marketing Assoct-
ation, the main trade group that is a long-
time proponent of letting the industry regu-
late itself on privacy issues. Because the
.market can decide how to use personal
information, he sald, consumers get com-
petitive offers of goods and services that are
timely and relevant to their own lives, while
businesses save on marketing costs.

“This isn't a war,” Mr, Daizell added.
“This is the marketplace just trying to be
intelligent.” A recent study that the associa-
tion commisstoned from Ciemax-WEFA, an
economics consulting company, said one of
every 13 Jobs in the United States is the
result of direct marketing sales activity,
including jobs designing and selling adver-
tising, supplying or delivering goods, and
selling other support services, like customer
lists and profiles, to direct-response busi-
nesses. Direct-marketing sales to consum-
ers reached $630 billion last year, up from
$458 billion in 1931. Business-to-business
sales were $540 billion tn 1996, up from $349
billion In 1981, according to the Ciemax-
WEFA report. .

1In other sectors, from health care to wel-
fare, the.ever more Intensive use of personal
information ls being embraced as a way to
cut costs and improve ocutcome, whether -
through employee “‘weliness” plans that

* discourage unhealthy lfe styles, or through

child-support enforcement programs that

‘combine public and private sector data

bases to find parents who are delinquent in
child support payments, - - .
But incidents ke these across the coun-
t?{ offer glimpses of the less visible trade.
offs:
9At a car dealership in northern New
Jersey, 15 employees used the company's

_access to the Big Three credit bureaus — .



t

Equifax Inc, Trans Unlon and-TRW In, — -

. 1o find strangers with good credit histories,
living os far awey us Aluska and Woshing-
ton, They opened c¢redlt accounts In the
tustomeérs’ names, ordered thousands of
dollars In products and left the victims to
struggle to restore thelr credit ratings.
‘“What made the 1993 case unusual was that
the culprits were caught, Quick credit and
resdy access to Social Security numbers
have made “theft of identity” one of the
fastest growing forms of credit {raud, ac-
cording to the U.5. Public Interest Research
Group, a consumer advocacy organization,
Officials at Trans Union said the credit

bureau gets 45,000 to 50,000 calls & month

{rom people complaining that thelr
have been taken over.

A convicied child rapist working at o
Boston area hospital in 1895 wag accused of
using a former employee’s computer pass-
word to rife through nearly 1,000 confiden-
\ial flies of patlents for tetephone numbers
he used to make obscene calls to giris as
young as 8 years old. Like many hospitat
sysiems, this one neither locked out defunct
passwords nor triggered a wamning when
one person called up an unusual aumbet of
files. In an even more startling case, feport-

ed by The New York Times last year, &

convicted pedophlie in a MinneSot2 prison
was accused of compiling o computerized
data base of more than 5,000 children and
bables, annotated with descriptions itke

. Teute, “laichkey kids” and “Liitle Miss
pageant winner.” The lists, apparently
pieced together from items in small-town
newspapers, were stored with child pornog-
raphy obtained over the Internet.

YEarller this year, the Sara Lee Corpora-
tion asked a health maintenance company
0 survey and screen all 500 employees inits
Mesllla Park, N.M., hoslery factory, for
signs of depression that might underlte sick
days and affect job performance. The plan
was for the employees' personal physicians
to consider prescribing antidepressants, ac-
cording to an account In Fortune magazine
that stressed the potential medical cost sav- |

“ Critles  contend  that
~~‘amounts to litde more than public relations,

Ings of the pllot project by Lovelace Health
Systems, a subsidiory of the Cigna Corpori.
tion. Later, Anne Munseon, # spokeswoman
for Loveface, sald the magazine account
caused the project to be put on hald: the
employzes at the nonunion factory were not
supposed 1o Know the true purpose of the
survey. “They didn't want it'to be seenas 2
depression screening,” she sald, “they
wanted it to be seen as a health-risk screen-
ing.” .

According to successive polls conducted
by Louls Harris for Equifax in 1994 and 1995,
4 out of § Americans are concerned ahout
threats to their persons! privacy. This is a
growing public reiations problem for busi-
ness, which has its own brand of privacy
concerns: the ahility 1o keep proprictary
information “private” in a networked worid
competing for a data edge.

But a strong undercurrent dismisses pri-
vacy as “the ultimate subjective, touchy-
feely issue,” as Robert J. Pasch, Jr., & vice
president at Doubleday and marketing law
specialist, put it In the trade magazine
Direct Marketing, he scoffed that privacy
was “Just some notlon of the right to be left

- alone, Spare me""

Both legal scholars and computer sclen-
tists who advocate more privacy rights for
individuals contend that (n the Information
economy, privacy is Jess nbout seclusion
than about power, and the personal autono-
my necessary to democracy,

-~ “Through the use of data banks, the state
and private organizations can transform
themselves into omnipotent parents and the
rest of saciety into heipless children,'* wrote
Paul M. Schwartz ‘and Joel R. Reidenberg,
two American lawyers who were commis-
sloned by the European Union to study
American data privacy law and who pub-
lished thelr critical findings In & book last

year, “Companies take the position that the

use of personal information is In the best
interests of customers. Yet these compani

San Antonlo. Tt was a petition jn a 1991
divarce case asking for child support for u
#irl numoed Megun,

There were patient progress reports from
the Brenham State School for the mentally
disabled in Brenham, Tex, motor vehicle
titles from the Texas Department of Trans.
portation, criminal investigation records
from police and the state auorney general's
office, The tast were stacked high behind 2
speclal wire mesh cage, for fear, Mr. Back- .
ham said, that inmates would steal crime -
scene photographs and seil them.

“U've got murderers, and whatever else
you can imagine,” Mr. Beckham said cheer.
fully, passing a man with tattoos on three
fingers In a group unstapling and sorting
documents at a long tahle, Other prisoners
fed the pages into microfilm machines that
capture as many as 17,000 pages & day. .

Nearby, inmates typed at computer key-
boards, producing camputer tapes from
30,000 applications for the government's
Women, Infants and Children nutrition pro-
gram for low-Income pregnant women and
young children.

This was the data-entry section where,
under the unit’s first and only private sector
contract, (nmates In three -shifts handled
thousands of the Metromall “*Shoppermail”
questionnaires each day in 1593 and 1994, as
well as other Metromall surveys commis-
sloned by Seventeen magazing, L'Oreal, Six
Flags, Days Inns, R.J, Reynolds and Time-
Life. The prison was paid $150,000 for th
work. i

Hal Parfait, the inmate serving seven
years for breaking into 8 woman's house and
raping her after threatening to kill her chil-
dren, was transferred elsewhere after he
wrote letters to at least two women whose
identities and habits he had learned from the
surveys,

But for about three months after his letter
to Beverly Dennis came to light in 1894, the
work inued pretty much the sarne way,

deny consumers the opportunity to judge for
themselves.” | :

The Clinton Administration has called for
@ balance between Individual privacy and
the needs of an Increasingly information.

driven economy, but lke the two previous

administrations, it has made industry self-
regulation the centerplece of its privacy
pollcy. -

self-regulation

and that the titans of Information are de-
spoiling democracy’s inner landscape with
4s little restraint as the coal barons and ofl
trissts showed during laissez-faire industrial
growth.

Ms. Dennis’s case offers a rare look at the
human dimension of the conflict, and pro-
vides a road map to the hidden places ajong
the way where gold is spun from the raw
data of people's fives.

A Prison

In a Growth Industry,
Inmates Process Data

In the heat-soaked shimmer of an August
noon in 1988, in a lleld outside s Texas
penitentiary, prisoners with hoes stood dou-
bie file, before a tone guard on horseback. it
was & tableau from an earller era.

Okrs and cotton are still ralsed by some of
the 138,000 imates serving time In the fifty-
two prisans within the Texag Department of
Criminal Justice, License plates still clatter
from noisy machines manned by convicts
{nside the big Huntsville prison, southeast of
Dalias, where visitors are given a bumper
sticker that reads “Texas ~ It's Like An-
other Country.” - But since 1868, when a
Records Conversion Facility opened at the

© Wynne prison unit in Kuntsville, Information
- has been part.of Texas prison industries.

On this day, thousands of boxes of publtc
records were passing through the vast, fow-
slung steelframe bullding, one of five such

prison operations in the state, and one of.

dozens acress the country. Under hanging
fluorescent lights, an acre of men In dingy
prison whites turned documents from public
agencles Into microfila Images and comput-
er bytes, . .-
“Anything and everything could be In
here,” suid DeeWayne Beckham, the assist-
ant plant manager, At random, he picked up
a record from the Bexar County courts {n

records show. Then the Texas Legislature,
responding to news accounts, barred sex
offenders from record-entry work in prison.
Overnight, Mr. Beckham lost 167 of his 430
inmate employees, and eventually 187 of
them. .

[t was the same in the other Texas prisons, -
said John Benestante, director of state prison
industries. “We lost some ‘damn good pro-
grammers — pedophiles,” he said. “Some of
our best computer operatives were sex of-
fenders."” - :

But ngw Ms. Dennis was suing the Texas
prison, and Mr. Benestante, a 8-foot.d former
air traffic controller, was deep in a review of
all prison industry operations, especially
those handling tnformation for other public
agencies, which pay by shifting public funds
to the Department of Corrections,

Problems In the past had ranged from
shscene “nasty-grams,” inserted at random
by prisoners stuffing envelopes for the Texas
tourism department, to & ring accused of
supplying car thieves with motor vehicle
titles on commission. Well before the Dennis
case, an inmate had used information on a

. motor vehicle title to contact 2 woman, and

in a different department, an inmate man.
aged to memorize a supervisor’s Soclal Secu.
rity number from & time sheet and ruin his
credit rating,

Aside from the risks, he 5ald, there were
signs of shrinking demand, &s more public
agencles kept thelr records computerized
from the start. But private companies were
still eager to extract and complile valuable
information from public retords. :

So Mr. Benestante had found a new high-

tech information field with a promising com= . .
mercial market, and had put the Ferguson -

prison, near Midway, Tex, ahead of the
cutrve. Its former boot factory was a site for

work in Geographic Information Systems, or . -
.G.LS,, a cutting-edge technology putting de- -~

tailed maps and high resolutlon aerlal photo-
graphs into computerized form. -

How detafled? Plat records for Dallas
show the location of the gas meter on each
parcel. Aerlal photographs of the city of
Bryan, Texas, show the exact footprint of
each house. . .

Alter the computer maps leave the prison,
explained Robert Laake, the assistant ad-
ministrator of the Ferguson “automated
mapping-G.1.5.” operation, “the Dallas plan.
ning and development departmént will place
unique Identiflers {n each lot that will give
them all the Information they need = who
lives there, what that block I8 worth”

The Ferguson prison has floor<o-celling




At the Ferguson

technology to put detailed map:

i " i : -F. Carter Smith
.state prison near Midway, Tex., inmates use 3 cutting-edge
s and aerial photographs into computerized form. ’

of public records wefcproccsscd before the busine

el

(ar The New York Times

F. Carter Smich for The New York Times
ss moved to another prison.

. At the Texas prison in Huntsville thousands of boxes



LIVES ON FILE: ‘We Have Information Inisiders and Outsiders’

crash gates and tiers of two-man, 5-by-8-foot
cells. The work site can be reached only by
passing through a shower area lined with
urinals, and walking across a yard where

the men are routinely strip-searched on
their way to and from the job, On the day of
the visit, no inmates were at work because
of 8 “lock-down’ imposed after a rash of
stabbings. -

But inside the bullding, cne could have
been in any office. Supervisors demonstrat.
‘ed the simple computer tasks performed by
the inmates, 120 men with an average sen-
tence of 22 years. The price of their work
was right. The unit was digitizing Van Zandt
County’s maps for $19,880, compared to 2
private sector bid of $60,000.

“I you don’t send this here, the next stop
is India,” said Marilyn Beckham, the plant
manager, referring to “information sweat-
shops™ in Asia, Mexico and the Caribbean
where much data entry is now done.

The strong privacy concerns raised about
G.1.8. have little to do with using prisoners
for the grunt work. This technology is prov-

ing an astonishingly powerful and lucrative, .

commercial tool to crunch Information from
public records and private sector data
banks and to spit out house-by-house infor-
matlon that can include everything from the
tax assessment and the occupant’s driver's
Hcense photograph, to detalls of consumer
heh?vmr collected by the Ilkes of Metro-
mal

But Angela Pugh, a supervisor for the.

G.1S. project at Ferguson, shrugged off the
issue.

“1s the govefnment golng to sacrifice the
money that can be made for a little bit of
prtvacy?" Ms. Pugh asked

A Buslness Technology

Using Compiled Data
To Map Out Profiles

. On an idyllic campus in Orono, Me, a
professor who helped nurture the technology
known as G.1S. now wrestles with Its dan-
gers.

As Harlan Onsrud telis it; G.LS. is a case

" study on the way new technology can change
old stores of information into commercial
gold and social dynamite, The story of its

he said, es that bath tech-
nological advances and sweeping business
mergers have exploded oid boundaries, leav-
ing i the dust the sector-by-sector privacy

“legisiation of the last three decades.

G.1S. started as a way to map land, sea
and sky across space and time. It has had
enormously beneficial social uses, from pin.
pointing the origin of Leglonnaire’s disease
to helping South Florida communities coordl-
nate emergency relief after Hurricane An-
drew,

But “there is no doubt that some uses,
atthough currently legal, would be consid-
ered by mast citizens in the U.S, to be highly
intrusive and Inappropriate.” contended Mr,
Onsrud, chalrman of the University of
Malne’s department of Spatial Information

- Sgtence and Engineering, part of the Nation-
al Center for Geographic Information and
‘Analysis. .

In one G.IS. application, businesses can
feed car licensé numbers from a parking lot
into a program and retrieve a customer's
name, address, census tract information and

demographic characterizations like “Hard-
scrabble,” “Sharecmppers." and “Furs and
Station Wagons,” Another program trans-
forms a telephone number inte a detalled
proflie of sach
calls an 500 num|

Public spaces a:e mcreasms!y mon!tored
electronically — for convenience, safety
traffic planning. But G.1S. allows the results

of this surveillance to be mapped with precl-
sion, Mentified by an individual's name or
vehicle number without their knowledge, and
correlated to a wealth of other Information,
including data culied. from computerized
public records of the kind the Texas prison-
ers have processed for 30 years.

Increasingly, cash-strapped government

‘agencles are selling packaged public (nfor-

.matien to businesses or entering Joint ven-

" tures to make the information more attrac-
tive to marketers,

Only a decade ago, when the Federal Bu- -

reau of Investigation sought clearance to
enter all national databases, Congress sald
no.

customer who

“Now the commercial market has done it
for -them,” Mr. Onsrud sald. Government

-agencies ke the F.B.L “'just have to pay like

anybody else.”

In the last three years or so, G.LS. has
spawned a booming “Geo Business™ indus-
try that applies its power to profile people
and households for data-based marketing,
health care, insurance, real estate and finan-
clal services. All three major credit bureaus

* and other giants in the information field have

acquired or merged with G.1.S. mapping
companies. They have forged new partner-

ships with big suppliers of data and data-

mining software, and bought compantes that
deliver infarmation to deskiop computers on
CD’s or over the Internet. Thelr products

updated and parsed to yield an unprecedem-
ed level of detail on nearly everyone in the
nation.

I information is like money, a company
called the Acxiom Corporation is one of the
merchant bankers of the age. Set In an
industrial park in Conway, Ark. north of
Little Rock, the corporate headquarters has
a cathedral lobby with a facade of glass. But
its heart is behind the tocked doors of what a2
guide calls "the production war rooms,” low-

ceitinged bunkers where six robots inside’

small linked silos match data tapes at 60
miles an hour, while 20 mainframe comput-
‘ers swallow 1.3 billion bytes of data a second.

G.LS. is just part of the information infra- ~

structure.

Acxiom's revenue grew by almost 50 per-
cent in fiscal 1897, to $402 million. Iis top
customers include data kings like the AT&T

Corporation, Wal-Mart Stores, Citibank, a °
* unit of Clticorp, L.B.M., the Allstate Corpora-

tion and Automatic Data - Processing Inc.,

. which handles half the payrolls in America.

The company now crunches all data for

Trans Unlon. And last year R, R: Polk and .

Company, which says it collects and markets
autarnotive and consumer information on 95
percent of the natien’s households, used eight
tractor-tratlers to move its mother lode of
data tapes from Michigan to a spectal ware-
house in Conway.

v

include data bases that are continuously '

This is a place where visitors are Issued -

badges that turn purple If they leave the
bullding — part of the aura of security
Acxiom wants (o convey to customers ner-
vous about leaving their treasured customer
data bases where their competitors also
come 1o buy and barter for more data on
thefr own customers, more names to “popu-
tate” computer models of their best pros

pects. .

Many members of the information Indus-
try say technology s simply recreating the
intimacy of small-town America In the days
when the storekeeper knew all his customers
by name, habit and history. But Mr. Onsrud,
whose village in coastal Maine actuatly em-
bodies that small-town ideal, flatly refects
the anslogy.

“It's not an equal or ‘mutual relationship,’
he said. “*We have information. insiders and
outstders.” |

f

A Life and a Lawsuit

A Woman's Privacy
Invaded By Industry

Beveriy Dennis grew up in almost pre-

“Industrial scarcity In a house her grandfa-

ther bullt himself. It had no electricity, no
running water, and no indoor tollet to the day
he died at 89. He never owned a car.

] was raised very poor,”” Ms, Dennis sald,

sitting at the dining table (n her carefully |

tended home. *“My grandma used to boil her
clothes on a stove, scrub on a washboard (n
the cold of winter. We didn't kave much, but
there was so rhuch love” = -

Now Ms. Dennis has all the creature com-
forts ‘of the industrial revolution, but she
worky standing at a noisy machine, stamping
out 1,500 plastic bobbins an hour for less than
$80 a day, “It's fast-paced work,” sald Ms.
Dennis whose finger was recently mangled
on the fob. I dor't knov. how long I'li be abie
todo it

For a tew months several years ago, she
had happily joined the brave new Informa.
tlon economy at the Canton, Ohlo, office of a
national collection agency, G.E. Capital,
owned by the General Electric Company.
Computers automatically dialed telephone
numbers from a disk, and each debtor's
name, address, and payment history ap-
peared on her computer screen. Ms. Dennls
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Bevu’iy Denris, of Massillon, Ohia, filed & class-action suit against Metromail, a data.
_ marketing company, after an mmace processmg its information used it to harass her.

Byron Mabry works for Acxiom, an information-processing company based in
Conway, Ark., whose clients include AT&T, Allstate, LB.M. and Wal-Mart Stores.

was monttored electronicaily as she followed
a seript demanding payment for everything
from Apple Maclnmsh -computers to chil-
dren's shoes.

She failed to pass probation. “ They told me
1 was too nice to be a collector,” sald Ms.
Demﬂs who raised two daughters on her
own.

But this soft-spoken woman has & stubborn
sense of justice, and It has carried her
through tough times in a lawsuit that Is
trying to break new ground,

Last August, two of Metromall's lawyers
questioned her for almost seven hours during
a deposition in Austin, Tex. They wanted to
know her Soclal Security aumber, her unlist-
" ed telephone number, when she had last
dated and whether she drank. They probed
into her health care and medication history,
and had her name all ber fellow employees,
One of the Cateh-22's of privacy llugat!on is
its sacrifice of privacy. :

Ms. Dennls, whoemmﬂmsmmoa
year, sald after the learned the identity of
- the inmate, she borrowed maney to put-in
security lights, deadboit locks, new windows
and an alarm system in an unsuccessful
effort to allay her pervastve sense of fear.
"Mr. Parfalt, originally due to be released in
1995, s now 10 be'freed next year. '
. “It's made me a different person,” she
said, describing sleepless nights, more fre-
quent migraines and lost wages. I can enly
tell you that I would give everything that §
-have If this would never have happened to
me, because I am scared each and every day
of everything, and | trust nobody after this.™

- Ms. Dennis said she wanted-to warn other
people so they would not make her mistake,

But Shannon H. Ratliff, & lawyer for Metro-

mall, suggested she had shown indifference -
‘to her privacy by giving her unilsted tele-

phone number to Mark DeMarino, an investi-

gative reporter at the Cleveland television
“station WIW-TV who helped her uncover the

Metroma! link, and by appearing with him

on Geraldo Rivers's television show. The .

tawyer even asked why she had not sued the
local station, since information from Its re-

. porter had upset het,

This was a line of attack roated in the
weaknesses of privacy case law, which has
tended to see privacy as a “right to be left
alone,” in Justice Louis D. Brandels's fa
mous phrase — and to fet that right collapse
the moment personal information is surren-
dered for any reason.

- But the critical issue today, privacy law.

experts agree, is usually not whether person-
al data should be coliected and processed,
but how data should and should not be used.

- Preserving privacy in this context Is about. ™
the autonomy necessary to meke dedsions..
mgmhasbemmmmasapmacy .

interest by the Supreme Court — most nota-
bly In its decisions on abortlon and contra-
oeption - but has not been developed much

" beyond decislons involving tamily and sex.

Privacy laws have been 80 narrow and
spotty that the names of the movies rented at
the video store where Mg, Dennls works on
weekends are legally protected, but pay-per-

‘view ovies ordered at home are hot. Medi-

cal and pharmacy records are not protected
either .and though the privacy of credit re-
ports has been a matter of Federal law since

.. 1970, & huge market in the {nformation they

contain has grown through its lnopholes.

“The law of privacy has not kept up with
the modern advances in technology, the mod-
ern rise of data transfer and information
collection,” Michael Lenett, Ms. Dennis's
tawyer at the Cuneo Law Group In Washing-
ton, argued when the sult was filed last year,
“This is the first case squarely to present the
tssue, whe owns your personal and private
{nformation? Who controls it?"

But in April, when Mr: Lenett was still -
battling to get internal company documents,
a judge in Travis County threw out the case’s
claim against the prison; an appeal is
planned. The court ruied in part that misuse
of information did not constitute misuse of
property under the Texas Tort Claims Act,
which makes the state tmmune from most
damage sults.

“She's not complainlng that somebody
took a data-entry machine and whacked her
on the head with it,” explained Lin Hughes of
Austin, Tex., a lawyer for Metromati.

The ruling leaves the clalms against Ma.

" tromall and its former parent, R. R Dot.ct-

ley & Sons: that the company unjustly en-
riched itself, and violated the privacy inter.
ests of the members of the class by fraudu-
lently inducing them to provide personal
{nformation without disclosing how it would

. be processed and sold, and that it recklessly

endangered thetr safety and inflicted emo.
tional distress by negligently allowing felons
to handle the information. The lawsuit seeks
damages t¢ be deterrined later and injunc.
tive relief, including notification to ail whose’
surveys went through the prison.

The company insisted in an unsuccessful
motion to dismiss the case that it had no
tegal duty to tell consumers that the surveys
would be processed by inmates. The facts
consumers disclosed were not “highly inti-
mate or embarrassing,” the company ar-
gued, nor were they disclosed to the public at
large.

Ancther cause of action recegnized nTex-
as Is conduct so “extreme and outrageous”
that it is intolerable, and inflicts severe emo-
tional distress. But, the company argued,
“The mere receipt of a letter in the mall
from an incarcerated inmate is not so ex-
treme as to satisty this standard.”

Outside the courtroom, the company sald
its subcontractor was responsible for the

- prison work, and said that the job was

stopped the same day Metromail learned of
it. Internal documents tell a different story:
Data tapes and surveys at the Texas prison
were among the assets Metremail bought in

- 1893 when it acquired CMT, a marketing list

company, and shipments and letters between
the prison plant and Metromadl continued
until the work was finished, about three
months after the letter came to light, )

Documents gained through discovery also
brought the four additional named plaintiffs
to the case.

*1 know the potential Is out there to abuse
people’s Information, but I reaily never gave
it too much thought until 1 reallzed that my
awn information passed through the hands of
a rapist or murderer,” sald one plaintlff,
Patricia Mendiola, a part-time hospltal lab
techniclan In Wheaton, 1L, who Is marriedto
a systerns anblyst and has two children, “It
made me s¢ mad, the realization that all of
this information ends up in & big data bank.”

Rabert DeSantis, who lives in Sllicon Val

‘ley and was a civillan emplayee of two

California military bases that closed, sald
that as a gay man, he worried about hate
groups that could-use such data bases to
harass minorities,

Frenchie Holmes, a former frand invest-
gator for Pacific Bell in San Jose, Calif, who
is now on disabliity, seld she had been gull-
Ible. “You think they're going to send you

" products and trash that information, but they

selt It. You fill out just one questionnaire and
all of a sudden the whnleworldmwm .
Tim Fmpatrlclg a Metromall spomman, -
sald such sentiments were not common. “We
certainly do not feel there's a class of people
harmed a8 a result of this,' he said. “Milllions
of people every year utilize direct marketing
asawaytogetzhmgsdme.mnﬂomofpeopie

" are benefiting from it

Indeed, Ms, Dennlseomtsherseltasmeor

- therg, wxm two jobs, she shops by mall. A
. new palr of curtains can make me so happy,”

she sald, She does not know why the price
should include her privacy.

“They are making miilions of dollars off
other people’s {ives who don't even know
what they're dolng,” Ms. Dennlg said. “They
have tyrned my whole life upside dosm."



A Day in the Life of Joe Consumer
The typical person leaves electronic fingerprints everywhere, .
.unaware of how such traces can be combined with other data
bases for sale or rent, and used in unexpected ways.

Here are ex p
-day, based on actual practices. NINA
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Yelephoning
[" Joe calls an 800
number to check the
L -polien count.

Joe’s number is caught
through Caller 10; his
name and address are
pulied from a public

| records data base.

[~ Joe is put on a list of
altergy sufferers; itis’
sold to a drug
company marketing

L allergy pilis,

The fist is finked with a
. protile of Joe and he is

sent @ coupon for the

company’s allergy .

L ‘medicalion.

BERNSTEIN 1

Driving

Rushing to work, Joe
inadvertently runs a red
light. :

Though the intersection is
emply, a video camera
captures his license
number.

Joe is sent a traffic tickét

. inthe mail.

Joe's insurance company
finds the viola\ipn inadata
base search and raises his
rales, Ta

Sending E-mall
Al work, Joe criticizes his
boss in E-mail to a friend.

Joe's company reviews
employee Irternet aclivity
and keeps copies of all .
E-maif, ~ ‘

Atfter Joe's boss reads the
E£-mail, Joe is dismissed.

Joe's unsuccessful lawsuit
1o regain his job shows up
when a prospective .
employer uses an Internet
nvestigation service.

Dining

- Joe eats lunch at a restaurant

that records each order on a
computer,

Joe pays by credit card, -
tinking his account number to
his order of a bacon
cheeseburger and fries.

The restawrant checks his
credit standing and sends
him a discount offer, -

The restavrant goes bankrupt
and its fist of men who are
bacon cheeseburger lovers
goes on the information
market,

' Getting Prascriptions

Joe stops at the pharmacy
to fili a ranquilizer
prescription.

His name, the drug and
his doclor become part
of the data base of the
pharmacy chain.

The chain is part of a
pharmaceutical company
that combines the data -
with lisis of magazine
subscribers,

A rival tranquilizer. -
company advertises in
Joe's favorite magazine;
company mailings urge
Joe's doclor to switch.

- Shopping

Al the supemarkel, Joe
uses a discount shopper’s
card. .

The card finks Joe's
identity to every item
he buys. :

The supermarkel chain
uses a data-mining
service (o create profiles
of its most profitable
customers.

Joe is deemed a prized
customer and gets
electronically-generated
discounts; less loyal

‘custorners pay more,

Mall Ordering

Before bed, Joe orders
cufflinks and silk boxer
shorts from a catalogue.

He pays by American
Express, which adds his
name 1o lists of "buyers
of expensive iewary.'

The catalogue company
puts his name on a list of
"male buyers of sexy
lingerie™ and trades it
with other companies.

Within two weeks Joe
will receive four jewelry
catalogues, five lingerie
catalogues and a sex-

‘videotape offer.

Tiw Mew York Times; Hiustration by Megan Inegerman




PENDING PRIVACY BILLS

"Bill No./ Date .

# Cb—Spensors _

| ~ Sponsor Description
=R 52:1/7/97 Rep Cend_it (D- 1 “Establishes a code of fair information préetices for health information
HR. 98:1/7/97 | Rep Vento (D- 12 Prohibits an interactive ‘computer service from disclosing to a third party
| MN) - | any personally identifiable information prov1ded bya subscnber w1thout
_ | the subscriber’s written consent : - '
HR. 537 Rep Maloney 0 Amends Presidential Records Act of 1978 and the Privacy Act to ensure
2/4/97 - (D-NY) ' that FBI records contammg sens1t1ve 1nformat10n are protected for privacy -
' ‘ and secunty
H.R. 695: Rep ,Ge.odlahtte 165} Relaxes export control on encryptlon devices and creates new cnmmal
| 2/12/97 (R-VA) penaltles for using encryptlon to further a criminal act
. 'H.,R.;774: | Rep. Lofgren 27 Requires Internet service, prov1ders to offer filtering software; also amends |
2/13/97 (D-CA) Communications Act of 1934 to repeal provisions prohibiting using '
' » telecommunications device to make or initiate transmission of an obscene
communication or depiction of sexual activities to a minor
H.R. 1180:" Rep. McDade 0 Requlres Inteérnet service prov1ders to offer ﬁltenng software.
.| 3/20/97 - (R-PA) ’ | ' o
H.R. 1226: h Rep A;cher (R- 27 Criminalizes “browsing” of taxpayer files by IRS employees; on Senate
-4/15/97 (Simto | TX) - o Calender as 0of 4/17/97 ' '
S 522 & 523)° ' - .
H.R. 1287: Rep Franks (R- 10 . Prohibits computer services from dlsclosmg a person S SSN w1thout
| 4/10/97 NI) perrnlsswn : : :




PENDING PRIVACY BILLS |

'HR. 1330;

(D-CA)

Rep Kanjorski 18 Prohibits Federal officers and employees from providing access to Soc Sec
4/15/97 (D- PA) ' Acct information, personal earnings and benefits estimate statement
: information, or tax return info through the Internet or without written
| consent of the individual, and to establish a commission to investigate the
A protectlon and pnvacy afforded to certain'Gov’t records
HR 1331: Rep *Kennelly 0 Estabhshes a panel to a551st the Comm1ssmner of Soc Sec in developmg
4/15/97 (D-CT) ‘ .- .| appropriate mechanisms and safeguards to ensure confidentiality and
o 7 o - | integrity of personal’ SS records made accesmble to the public
H:R.1367: | - | Rep Barrett, T. 9 _| Prohibits Fed agencies ﬁom makmg available through the Intemet certain
4/17/97 : confidential records, and providing for remedies in cases in which such .
B . , records are made available through the Internet
H.R. 1972': - |Rep Franks ‘(R- 30 'Prohlblts “list brokers” from sellmg, purchasmg info about chlldren
6/19/97 - Ny ’ without written consent of parent requires marketers to give access about:
C % child to parent, prohibits using prison inmate labor to process.childrens’-
| info; requires marketers to give lists to Natlonal Center for Mlssmg and
- ' » V ' Explmted Children ~ : :
S'144: 1/21/97 | Sen Moymhan ' ; 1 Creates Cormmssmn to look at statlstlcal agencies; it w111 look at pnvacy
: . | (D-NY) ’ 1mp11catlons of collection and use of statistical 1nformat10n ; :
S 376:2/27/97 | Sen Leahy (D- 4 - Relaxes export controls on cryptography Creates new criminal penalties
' ) vT) | for using encryptlon to further a cnmmal act. Encourages key escrow -
o ‘ infrastructure.
S 377: 2/2_’7/97 - | Sen Burns (R- .22 - | Relaxes export controls on cryptography Creates Board fo glve law
‘ MT) - enforcement agenmes spec1al access to development of plans for privacy
. . : ' : enhancing technology ‘ o
S.504:3/20/97 | Sen Feinstein 2 Prohibits sale of personal mformatlon about children without their parents’

BOIISGIIt




PENDING PRIVACY BILLS

S 665: 4/2'9/971: Sen Kerrey (D- Monitors‘the progress of the Telecommunications Act of 1996
S 771: 5/21/97 | Sen Murkowsld : ‘Regulates the transmission of unsolicited commercial e-mail.
o . | (R-AK) ‘ : , ‘
S 875:6/11/97 | Sen Torricelli - Promotes online commerce and communications by regulating
7 |(D-ND transmission of bulk unsolicited e-ma11 4
'$909:6/16/97 | Sen McCéin R- Facilitates national key escrow system; orders networks built with Gov’t
AZy : money to use key escrow. Maintains ex1st1ng restrictions on export on

encryptlon software.




- BACKGROUND PAPERS ON ADOPT(NG THE PRIVACY PRINCIPLES
Leslie L. Byrne

A June 2nd issue of Time magazine summed up the state of privacy in America by

~ saying "snooping on your friends and neighbors has never been easier." Lining up to
“dish out personal information to anyone who asks or pays are a host of government

agencies, credit bureaus, data collection brokers and Internet users. Little regard is

given to the harm the release of this personal information could cause.

The pub!ic has a growing awareness of issues concerning privacy. Four out of five
respondents to a 1995 poll conducted by Louis Harris, expressed concern about their
personal privacy. By 1996, 89% of the public said they are concerned. about threats to
their personal privacy- from both government and business. Every indication is this
number is still on the rise. " :

Fhere is an mterestmg dynamic between the government and industry wishing to
‘encourage electronic commerce or information technology, and the misgivings the
~public states in these polls about privacy. It is my contention that to realize the full -

- potential of the Internet we must give people some assurance that they have control
over their own information. Similarly, to rebuild trust in government, it is imperative that
the Administration state unequrvocal y that rt is our policy to protect personal ’
information. - :

We have much activity from many agencies on privacy( see DOD Tough Cookies
editorial.) What these government efforts lack is context, an umbrella of standards that
gives a government-wide guarantee on how personal privacy will be protected The
Executive Order on the Privacy Principles is such a guarantee

Enclosed are various wrrtmgs about the privacy issue. Privacy and American 8usmess '
Report and its editor Alan Westin are generally considered pro- mdustry Even with that
- caveat, the enclosed pott summary is very interesting: :

I hterally have reams more of mformatxon on this s issue. l would be happy to provrde
additional information or answer any questions you may have.



EXECUTIVE SUMMARY of Interprehve Essay by :
' Dr. Alan F. Westin, Professor of Public Law & Government -
Columb;a Umversuy,' and Academu; Admser to the Survey

, My role in tlus essay is to explore the survey 's fmdmgs from the
perspectives of a political scientist who has been studying privacy issues since
1951, has been the academic advisor to two dozen national public surveys.on
privacy conducted by Louis Harris & Associates and Opinion Research
Corporation, has been an expert witness at government hearings and a
- proponent of state and federal privacy protection laws; and has advised more

than 100 companies and government agencies in developmg innovative
consumer and citizen pnvacy pohmes . :

) The essay puts Internet developments into a larger soaal perspectxve It
reviews some of the most important findings about computer-users’ privacy
- concerns and policy preferences; it analyzes the factors that seem-to be driving

these views; and, finally, it suggests the implications in this _pioneer survey for

‘all the players involved - the online industry, businesses operating on the
Net, the technology commumty, pubhc-mterest groups, government bod,tes, :
and the individual cmzens of cyberspace . : :

-1. The Intemet should be recogmzed as an explosxve new medlum where the
full array of human conduct plays out, and all the traditional tensions in '
~ democratic society over individual privacy, public dxsclosure, and society-
- protecting surveillance Wlll have to be confronted in new settmgs «

¢ Asa powerful new' electromc medium, the Internet is reshapmg

. patterns of communication, information exchanges, and — potentially -

- commerce. It has become a mass media preoccupation, and virtually ‘everyone
-agrees that Internet development holds enormous potennal for new.and
creat:we social, busmess, and poht:cal actmty :

* But the Intemet also replicates all the vices and pathologles of .
contemporary society, from consumer fraud and intrusive advertising to
circulation of hate speech, soliciting obscene materials, _promoting terrorist
~ projects, and cnmmaHy stalking childreri and women. As in the earliest’
_ frontier days in America, the Internet abounds with modern-day cattlemen, .

sheep-herders, farmers, saloon keepers, whores, and hacker-gunmen, with the
influences of the schoolmarm, xmmster, shenff and ]udge also strugglmg to
~ be heard and felt. - ‘ . ,

* The enhne and Net worlds also reproduce all the basic tensions about
- individual privacy, public disclosure, and society-protecting surveillance that-
‘democratic societies’ struggle with in the off-line world — with new dangers
and new opportunities just coming into focus. It is this early stage of pnvacy-
issues development in cyberspace that the Privacy & American Business’ online-
privacy survey was designed to explore. - -



2. This is the first statlstrcally representatxve and reliable survey that
allows us to investigate the experiences, concerns, attitudes, and policy
preferences on privacy issues of the 42 million adult Americans currently: o
. using the Internet. The survey also allows us to compare these privacy - .
views with those of computer users not on the Net, and with past pnvacy
attitudes of the general adult pubhc

- Privacy & American Busmess onlme—pnvacy survey provxdes 1997 data
for comparing the privacy experiences, concerns, attitudes, and pohcy
preferences of four populations:

.* total adult computer users (about 100 million); -

* computer users on the Internet (about 42 rrulhon), . o

* computer users with online servxces but not on the Internet (about 28

million); and ‘

* computer users not.yet online or, using the Net (about 49 mrlhon)

We can also compare these orientations to the results of the surveys
pnvacy-»trend questions from the total adult public (about 190 million), based
-on 1995 and 1996 Harns-Westm privacy surveys Key findings on these
compansons are:

K Demographxcally, computer users are younger, have more educatzon, )
and higher incomes than the general public. Net users are even younger, ‘
- more affluent and better educated than computer users not on-the Net

. Computer users as a group, and the Net and online user sub-groups,
share overall business-privacy concerns at the same high levels as the general
public. In 1995, 80% of the total public felt that “Consumers have lost all .
control over how personal information about them is collected and used by

companies.” An identical 80% of computer users agreed with this statement in .

1997, with 82% of Net users agreemg

: *On the other hand, computer users are less fearful of technology than

- the general public. Where 63% of the general public agreed in 1995 that -

- “technology is almost out of control,” only 55% of 1997 computer users and
36% of Net users shared that- v1ew B

¢ Computer and Net users are Iess distrustful of institutions (measured o

by the Harris-Westin Distrust Index) than the general public. Where the :
- . general public registered 71% in High and Medium distrust in 1995, only 60%
of computer users in 1997 registered such dlstrust with Net users at 56% o

. In another important overall’ companson computer users and the _
general public share a general preference for voluntary over regulatory’
- policies to protect consumer privacy. If businesses and industry associations
adopt good privacy protection policies, 72% of the general public said in 1995 .
* they would prefer that approach; in 1997, 70% of computer users and 72% of
Net users agreed with that view of voluntary being preferable to regulatory as



a general matter (However, as noted below, the pubhc often favors sector-.
specific legrslatlon, when it feels problems are outpacing. voluntary efforts.)

".’3. While only a tlny fraction of 0n1me-Serv1ce and Net users report they
have personally experienced invasions of their privacy while onlme, ‘
majorities of users express concern about threats to their onlme pnvacy

* Only 5% of Net users and 7% of Onlme-Serwce users say they have
personally been the victim of what they thought was an invasion of their -
privacy. Receiving unwanted email advertising and having personal
information required or captured at web sites were the intrusions most -
complained of. This is a low level of direct invasion when compared to the
25% of the public that reported in 1995 that they have had their privacy
invaded in the off-line world, and 35% is some particular consumer-
mformahon sectors :

. Movmg from expenences to percephons, onlme and Net users
- . expressed a wide range of concerns over threats to the pnvacy and secunty of
their actlvmes online. Specrﬁca]ly ‘ : ; "

. - 53% of Net users and 57% of Onhne—Servrce users say they are N
- concerned that information about which sites they visit will be linked to their
e-mail address and disclosed to some other person or organization without -
their knowledge or consent. Not surprisingly, 55% of Net users say the abrhty
- to choose not to grve ‘their real name is 1mportant to thern in using | the
Internet." : o , S
- 59% of Net users who send and receive e-mail are concerned that the ¥
_contents of what they communicate will be obtained by some person or
orgamzatron without theu' knowledge or consent. ‘

- 42% of those recervmg ‘unsolicited e-mail advernsmg say "1t 5 gettmg
to be a real pain” and want “to stop getting these messages.” If there were a _
- procedure for removing their e-mail addresses from unsolicited advertising, .
_over a third (37%) of e-mail users would want their names removed from all .

. solicitations. (This compares with only 17% of computer users who would
remove. the1r names from all regular postal maﬂmgs) '

- 5% feel there are pnvacy problems in puttmg state and local’ ‘K
government's public records with personally-identified information on the
Internet , even though these are available today to anyone in manual form
- and orgamzanons can buy computer tapes of such records for busmess, Iegal
and research purposes

4. There is deep concern over web s1tes collectmg personal mformahon or e-
marl addresses from children.

. Computer users d1V1de about equally on whether there is a 51gmf1cant
drfference between collectmg marketrng mforrnatron from children in the off-



line and online worlds Buit, many prachces generally accepted in marketmg to
children in the off-line world are strongly rejected for online conduct. When
asked to-assume that the purpose for gathering the information cited was. the

- only use that a company would make of various types of information about
children presented in a series of questions, majorities of computer users .
rejected the acceptability of all the types of uses presented

. * 59% of computer users say it is not acceptable to ask chﬂdren for e -
‘mail addresses for the purpose of gathering statistics on site visiting, and 58%
oppose asking for such addresses to unprove a busmess s product ‘ :

* 73% of computer users say it is not acceptable to obtain the real names -
and addresses of ch:ld_ren when they register to use a site, or to purchase .
products. . : ,

e And 90% say it is not acceptable (74% “not at all acceptable”) for
. companies to rent or sell the real names and addresses of their child
- regrstrants or customers to third parties for marketmg

e 75% of computer users are  NOT confident that companies on the net
that are marketing to children would follow the policies they set forth on how
they would handle the chxldrens mformatron they collect. - : A '

5. Reﬂectmg pnvacy concerns, especrally where cluldren are mvolved a :
majority of computer users say they favor legal action. :

. 94% of computer users.say. that companies collectmg mformatron
from children should be held legally hable for vrolatrons of their stated
pohaes . 4

. When asked wh1ch of three roles "government” should take in
' approachmg “Internet privacy issues,” 'a majority — 58% — favor “passing laws
NOW for how personal information can be collected and used on the
. Internet.” 24% favor government recommending standards but not passmg

* laws now, and 15% say government should “let groups develop voluntary -

- privacy standards but not take any action now unless real problems arise.”-
Only 47% of Net users favor enacting government laws now, while those .
computer users not usmg the Net or an onlme service favored government '

' A laws at 65%.

: o It should be noted that the questlon on governrnent approaches came
at the end of a detailed survey explormg potential threats to privacy and
secunty, and especrally after the series on children's' privacy issues. Also to be .
noted is that the question did not specify whether state or federal governments
should be the rule setters; just what kind of controls government would set,
how these would be monitored, and which government agency would act as
~the enforcing agent; and what kinds of penalties and remedies would be -
mstalled We can expect that the: attrtudes of computer users and’ espec1a11y



Net users would be 51gmﬁcantly affected by the alternahves presented on'those
matters. . , . : a

6. The views of computer users. overall and onlme and Net users -
specifically, follow some of the patterns that past privacy surveys have
found to operate as driving factors in the off-line world

‘ e Past Harris-Westin surveys have found that two-tkurds ma]ormes of

" the American public (and computer users as a sub-group) oppose creation of a
- federal regulatory agency covermg the entire private sector (as in the European
data protection commissions’ model). But strong majorities will favor sector-
- specific legislation at the state or federal levels when the perception is that -

~ serious breaches of privacy and confidentiality are taking place and voluntary
controls by industry or private groups are either ineffective or not adopted
widely enough. Examples have included legislation that would forbid

- employers or health insurers to use genetic tests for, employment or

underwriting purposes, and federal laws protecting privacy and conﬁdenhahtyv
of medical records and the increased electronic movement of personally
‘identified health information. Computer-user support for “government”
action on the Net suggests that the Net is seen as a “sector” in Wthh
voluntary pohcxes are not. yet percelved as present ’

¢ In past pnvacy surveys, trust in the prac:tlces of an mdustry in

handling its customers' personal information in a “proper” or "respon51ble
way and “respecting its confidentiality” came through as a major factor in
helping the majority of the public (our 55% “Privacy Pragmatists”) to decide
whether to give their personal information for organizational uses under
privacy-policy promises or whether they would favor passing legislation to
mandate the rules. In the 1997 online privacy survey, with ten industries that
handle consumer information presented for judgment, a majority of :
~ respondents gave high ratings (in the 68-80% ranges) to employers, hospitals,
banks, and companies making computer hardware and software. But online
~companies — those offering Online Services, direct Internet access, and
marketing products on the Net - received low confidence ratings, in the low
40% levels. This placed them alongside credit bureaus and direct-mail -
marketers, two groups that have traditionally recelved low-confidence ratmgs

in privacy surveys ‘ . S

: ‘e The answers to most of the key queshons relating to privacy concerns
- and policy preferences in-our 1997 survey followed exactly the level of -
'~ confidence in the three online businesses -- the lower .the confidence in online
- firms, the more pnvacy-onented the positions. This was true, for example,
with all the questions involving children's privacy; concern about the
confidentiality of e-mail content; concern about putting public records on the
Net; desire to remove their e-mail address from all unsolicited marketing; and
support for passing govemment laws now on Internet pnvacy :

7. Since 70% of computer users generally favor voluntary pohaes over
legislative rules for consumer pnvacy protectwn, the explanatmns for
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favoring govemment achon now for the Intemet he ina combmahon of
factors discussed below. : ; A

In addition to the effects of low conﬁdeﬁcé m'onlme companies, hefe
are factors that seem to be undercutting the traditional support for voluntary
actions as of 1997: '

: ¢ There has been a steady drumbeat of largely alarming stories in both
the mass and online/computer media about privacy and security risks on the
Internet. These often present the situation as one in which no current tools or
pohaes are available to protect users, and that staying off the Net, not using -
one's credit card for purchases, and never volunteermg personal information
* are the sensible ways to proceed. This trend is typified by the June 2, 1997 issue
~of Time (“No Privacy on the Net”); “Cookies a Ha]f-Baked Idea,” Inter@ctive
Week, April 4, 1997; “Cyber Eyes Are Watching,” Family PC, April, 1997, -
“What right to Privacy?,” NetGuide, January 1, 1997; “Easy Now to Keep Tabs
on Users' Internet Postings,” N.Y. Times, January 6, 1997; “There's No .
Guarantee of Privacy on the Net,” N.Y. Times, January 13, 1997; and “Think of
Your Soul as a Market Niche,” N.Y. Times September 11, 1996. Along with
movies and TV programs depicting hackers and privacy ‘invaders trolling the
Net and finding helpless victims, the media coverage has sent a message to
many millions of wewers and readers that Orwell's progeny own the online
world. ; :

¢ Industry association policies and guidelines for collectihg and using
consumer information online and on the Net are in a very early stage of roll
out. Most of them were developed in 1996, and the most important ones are
1997 products, some just issued in late May or early June, and some to be
presented at the Federal Trade Commission's Workshop on Consumer
Privacy Online in mid-June. These include policies from the Direct: Marketing
Association, the Interactive Services Assoaatlon, and others. It is highly
doubtful that respondents to our survey in April of 1997 had heard about
. these, or had any expenences with them with which to decide how well they

o worked

* The survey recorded remarkably low awareness by onlme service
subscribers of the information-handling pohcxes of their current service
provider. Almost three out of four online service users (71% plus 3% don't
know) said they were not aware of “any rules or policies [that their] online
service has as to how it will use the information it maintains or collects about
[their] online usage... '

¢ A series of questions about how web 51te visitors dec1de whether to
give registration-type information when they visit sites documented that most.’
web site visitors are NOT today encountering clear, up—front declarations of
. information policy from most sites they visit. Net users say getting such
information would have a major effect on their decisions whether to provide
personal mformanon, but 79% say they have declined to give information to
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" sites not explammg therr pohaes, and 8% say they have grven false
information.. : 7

* There was also very low awareness of software tools for exercrsmg
mdrwdual control over mformatmn and commumcanon practices.

— 75% of e-marl users said they werent aware of any procedure or
_techmque to remove their e-mail address from companies or
organizations sendmg them adverhsmg materials.

~ 45% of parents with children using the Net said they were not aware
of any software ~ programs that let parents automatically limit the web sites
their children visit or the personal mformatlon they can provrde to .

. srtes

It is also clear that very few members of the computer-usmg pubhc have
- yet heard about new control approaches such as the e-Trust information™
. labeling and mdependent—certrﬁcauon system for designating commercial web
sites, or the privacy policies and preferences program being developed by the
. Center for Democracy and Technology, w1th strong busmess and pubhc- .

- interest group support. : S

Fmally, strong interest was expressed by the pnvacy-concerned
respondents in getting free and easy-to-use software tools that would allow -
them to state their preferences as to how they would wish their personal
- information to be used by business or organizational web sites, and evento
‘conduct dialogues with such sites over just how such uses could be made
acceptable. Similar strong interest was expressed by parents in getting and
using software  that would allow them to control what personal information’
their children could give to Internet sites or in chat rooms. :

. 8. The mtensrty of women's concerns about privacy threats and desired X
K protectlons shows up heavxly in the survey results

* Prior to 1997 within the high levels regrstered for the populatron asa
whole, privacy surveys had shown women to be even more privacy concerned
and regulatory-oriented than men in the off-line world. Our online survey
found women widening their lead even more in the online world. Women .
scored 5-13 percentage points hrgher than men in 16 major questrons here, for
example ' . \

- 11% hrgher in being very concerned that sites visited could get then'
e-mail addresses; — 11% higher’ that children's mformatron should never be
sold to third- -parties; 4

~ 7% hrgher that puttmg pubhc records on the Net would bea pnvacy |
t problem, and ‘ ‘



- 7% hrgher in saymg that bemg able to surf the Net anonymously is
very important to them.

Reflecting those gender~1nten51f1ed views, womeriare a full 18% hxgher
than men in saying that government should enact laws now to protect privacy
on the Internet. :

8. Imphcahons for the onhne and Internet mdustnes, busmesses marketmg‘ .
" online, technologists, public-interest- groups, government bodies, and ,
individual onlme users. L

Some surveys record confuswn and mdec151on on the part of the public

_on controversial issues, or such low levels of knowledge or interest that the

_results offer little help to the public policy-making process. This survey, I
believe, is just the opposite. It offers a clear call to all the communities sharing
responsibility-for the unique entity that is the Internet to hear and respond
effectively to the concerns of Net and online users (and also computer users.
not yet online) that communication, information-exchange, and consumer-.
commerce must be made more privacy-secure than either perceptron or reahty
make it today. .

The results are certamly a summons to mtenszﬁed action by the onlme -
and Internet industries and all companiés hoping to create broad commerce
on the Net. These groups must move guidelines and policies from paper to ,
the daily online world. They must also give strong support to the p
development, distribution, and effectiveness-testing of personal privacy-
enhancing tools: such as personal-information-control software tools; d1g1ta1
_signatures and biometric identifiers to assure more secure personal
1dent1f1cat10n, and easy-to-use encryption programs. - S

The low confidence that the survey results regxstered in the
trustworthiness of online companies means that online business groups will -
" have to engage in major educational programs to demonstrate that the *

policies and tools they support do prowde an effectrve platform for reasonable_ - ‘- B

onhne pnvacy

o ,If - as this survey documents - the growth of Internet use and -
especially Internet communication and commerce depend on mcreasmg user
~confidence in the medium's ablhty to provide reasonable privacy protection,
there is cause for careful optimism. When a mass market and a major societal .
resource of the scope of the Internet depend as much as users say it will on
providing consumer and citizen confidence, the stake for busmess and
government in making that happen is.enormous. .

It will be fascinating to revisit these issues after two to three years, to see
what progress business, government, technologists, and public interest groups
will have made in bringing privacy ethics, standards, and day-to-day good
practice to the Internet frontier. And, we should be able with that next ,
‘snapshot to gauge what the nation's Internet users think of the privacy
balances that will have been mstalled by that time. -



Factors lncreasmg leellhood
of Usmg the Internet

- Louis Harris & Associates, Inc., 1997
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' Guxdelmes for the Collectlon and Tracking of Information from Children. on .-
the GII and in Interactive Media ,
Submitted to the Federal Trade Commission 1996-7

In June 1996, the Center for. Media Education (CME) and Consumer Federatlon of America
(CFA) requested that the Federal Trade Commission (FTC) issue guidelines for permissible "
industry practices regarding the collection and tracking of information from children on the

Global Information Infrastructure and in Interactlve Media. The gu1delmes are founded on.
two basic prmc1ples S ‘ » e

. Personally 1dent1ﬁable 1nfonnat1on may be collected and/or tracked from children
- for commercial marketing purposes only if the collection and tracking practices are

not deceptive, are fully and effectively disclosed; and valrd ‘parental consent is
obtamed o

. Aggregate and anorlyrnous mformatlon may be oollected and/or ‘tracked from

- ¢children for commercial marketing purposes only where the collection and tracking
. pracuces are not deceptive and are fully and effectively disclosed.

Al mformatlon collectors!trackers must comply with four requlrements

1) Disclosure must be full and effectwe The dlsclosure notxce must include:

* what rnforrnatlon is bemg eollected or ~tracl<ed; ‘ M 2 V
* how the information is being collected or tracked; . : T

* how the information will be used; - = PPy PW‘Q
» who is collecting the information; and . o) W
.. who will have access to the lnformation »

2) Parental consent must be: obtamed In order for the consent to be valtd

¢ the cluld -must understand that s/hc needs to get parent perrmssmn before“
proceeding and the parent must receive complete disclosure; '
» access to those areas of the site where information is collected or tracked must be
‘ conditioned on receipt of valid parental consent; and
« the burden is on the collector/tracker to obtain vahd parental consent through'
writing or other electronic mechanisms. -

3) Parents must be able to correct mformatlon already collected about and
from their -children. :

4) Parents must he able to prevent the turther use of their chlldrens
mformatlon after it has been collected. .



, EDITORIAL

Tough cookles

ed by the Defense Technical In-

formation Center, DOD is putting

‘the finishing touches on a policy

that would provide Web site man-

agers with guidance on how to maintain

Web logs and other electronic information

gathered from visitors to its sites. This

policy is expected to direct Web site man-

agers to destroy any such electronic
“records after 60 days. ;

Recent attempts by unknown compa-

: nies to gain access to the information in-

spired DOD to act. While the motive be-

‘hind the request is unclear, the wealth of
the information at stake is unmistakable.

" ‘Through the use of “cookies,” DOD and’

| every other Web site host can capture
information about who visits a particular
site, how they entered;, what files they ac-
_cessed and for how long.
Whlle we applaud DOD’s decision to

‘r”utf/;a ({awf/é«**é’f Weet

create a policy to protect the rights ¢
visitors to its sites, we shudder at th
possibilities of what can be done wit
this and similar electronic data caches
DOD officials were very upset a coupl
of years ago when the department dis

: covered one of the Internet browser com

panies was surveying hard disks an

“sending information to a corporate dat:
- base. We suspect DOD’s primary use fc

the information is bemgn, or better stil
noble in purpose: to garner informatio
that might better serve the viewer. Bu
do the benefits outweigh the risks?
While DOD may be the first agency t
tackle the issue of Web logs and privacy,
will certainly not be the last. We believ
agencies would welcome some guidanc
from the Office of Management and Buc
get as they’ wrestle w1th craftlng the1

‘own policies.«
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