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Subject: law enforcement and action tonight/early a.m. 

I just got the note that the 7:30 p.m. conference call was cancelled. Here is an action issue for ASAP on 
law enforcement. 

I have been talking to people from the privacy community, including Jan Lori Goldman. Strong sentiment 
- an excellent day and past couple of days, with important progress. Overall, say the advocates, 

Biggest complaint is law enforcement, and especially the "exigent circumstances" language. At the 
hearing a couple of weeks ago, reports Jan Lori, Bentivoglio said that current practice in the "rapist's hand 
stuck in the car door" example is to ask hospitals for people fitting the profile, and then get a warrant or 
court order to identify the individual. The bill, by contrast, would allow access without any compulsory 
process. 

Paul Harrington, the staff director for Jeffords, said to Jan Lori this afternoon: if we get a letter from 
Justice acquiescing in this, we will delete the exigent circumstances language from the bill. Such a letter 
would have to go tonight(or perhaps very, very early in the morning). I hope we can consider having such 
a letter go. 

Arguments for cutting the exigent circumstances language: 
(1) Current practice in the rapist case, as testified to at the hearing, is to get compulsory process 

(Bentivoglio's later "10 rapists so no probable cause" was not raised at the hearing, is questionable as a 
matter of law, and extends the hypothetical to highly improbably facts); 

(2) No legislative history on "exigent circumstances" and the language is not nearly so well 
defined as "hot pursuit", especially in the new land of health privacy practices; privacy advocates have a 
plausible claim that we are opening a large loophole to law enforcement access; 

(3) This is the key moment for the Administration not to still be less protective of privacy than 
everyone else - action on this issue now will frame how the issue is treated in the rest of the legislative 
process. 

Arguments for keeping the exigent circumstances language: 
(1) The arguments favoring the Administration's previous position on law enforcement access; 
(2) The district attorneys' lobbyist is apparently strongly supporting the exigent circumstances 

language. 
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OFFICE OF CLINICAL STANDARDS AND QUALITY 
HEALTH CARE FINANCING ADMINISTRATION 

on the 
HOME HEALTH CARE 

OUTCOME & ASSESSMENT INFORMATION SET (OASIS) 
before the 

SENATE SELECT COMMITTEE ON AGING 
MAY 24,1999 

Chairman Grassley, Senator Breaux, distinguished committee members, thank you for inviting us to 

discuss our efforts to improve home health care quality through better patient assessment and 

measurement of the outcomes of care. We are required by law to survey the quality of home health 

care with a "standardized, reproducible" assessment instrument. To improve care and comply with the 

law, we will be using the Outcome and Assessment Infonnation Set (OASIS). 

OASIS helps home health agencies determine what patients need, develop the right plan for their care, 

assess that care over the course of treatment, and leam how to improve the quality of that care. It 

incorporates all the infoimation about patients' health and functional status, health service use, living 

conditions, and social support that are needed to support all the home health agencies' responsibilities. 

In addition to monitoring quality, OASIS also is essential for accurate payment under the new home 

health prospective payment system that the law requires us to use beginning October 1,2000. We will 

be requiring use of OASIS by home health agencies as a Condition of Participation in the Medicare and 

Medicaid programs this year. 

The important benefits of OASIS must be implemented in a way that protects personal 

privacy. At HCFA, we have an excellent historical record of safeguarding sensitive 

beneficiary information. Our agency provides greater protection for personal medical 

information than generally exists in the private sector, and we are actively participating in the 
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Administration's inter-agency process to make Secretary Shalala's recommendations for 

medical privacy work on the operational level. 

In recent months, we have come to realize that stronger privacy protections must be 

built into the structure of our new operations. President Clinton and Vice President Gore 

have both spoken about the paramount importance they attach to medical records privacy. 

This Is why the Administration has been a consistent advocate for effective medical records 

privacy legislation. I am pleased to announce some new steps we are taking to assure the 

privacy of patients while maintaining the legitimate focus of the OASIS program, such as: 

• Careful drafting of a notice that Medicare and Medicaid patients will receive. The 

notice will explain why OASIS data is collected, and inform patients of their right to 

see and request corrections of the data. 

• Limitations on "routine uses" of data under the Privacy Act, so that personally 

identifiable data will only be used where statistical information is not sufficient. 

Among other changes, personally identifiable data will no longer go to accrediting 

organizations such as the Joint Commission for Accreditation of Health Organizations. 

Major changes in the treatment of private-pay patients under OASIS. We have 

decided that information on non-Medicare and non-Medicaid patients will not be 

transmitted to the states or the agency in personally identifiable form. 

Acceleration of efforts to encrypt data during transmission, to provide yet another 

level of protection. Note: David Beier asked whether anything can be said about 

deadlines or goals for implementation ofthis. 
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Wc have taken several steps to addrcaa privacy eoneefna raiaed-by-Vicc President Gore and othcre.-

Ne Adminiatfatton haa been more committed to protecting medical privacy. Our agency haa a aelid 

track record of consistently •safogttafdmg-senaitive bencficiajy information. In fact, wc provide much 

greater protcctk>ft-for such information than ia afforded in the private sector. For QASIS-data, wc arc 

providing even more aeeurity beyond our usual, stringent protections. 

» Wc will explicitly notiiy Medicare and Medicaid patienta-of: 

why OASIS data is collected; 

their right to sec, copy, and request corrections of thc data; 

•• their right to confidentiality and thc specific Privacy Act rales which apply; and 

•• their right to not answer OASIS qucotions. 

* We will have home health agencies remove OASIS data on patient financial factors before 

reporting-iHo Medicare and Medicaid. 

* We will have, home health agencies remove all infonnation that could potentially identify 

individuals who arc not enrolled in Medicare or Medicaid. 

* And we are accelerating efforts to encrypt data to provide yet another layer ofproteetion. 

We are also making special efforts to help home health agencies leam how to use this valuable tool. 

Research conducted by the University of Colorado shows that it takes home health care professionals 

about eight patient assessments to become proficient in using OASIS. 

Once past that learning curve, OASIS actually slightly reduces the total time it takes to conduct a 

thorough patient assessment. Home health care professionals who have used OASIS in demonstration 

projects agree that it takes no longer to use than their previous assessment methods. However, 

because OASIS is structured in a checklist format, home health staff using it spend less of the total 

evaluation time writing out a narrative of their assessment findings and more time with the patient. 
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Efforts to help providers through the OASIS learning curve include: 

• a satellite broadcast training session on August 20,1998 to XX sites across the country 

reaching ?30,000? home health care professionals (tapes ofthis session are also available); 

• numerous presentations at industry trade association meetings; 

• distribution of a free, detailed manual on how to collect OASIS data, use the software, and 

report the data; 

»• manuals, software, updates, and other additional assistance that can be downloaded from the 

Internet at hcfa.gov, and hcfa.gov/medicare/hsqb/oasis/oasishmp,him; 

*• answers to questions on installing OASIS software via a toll-free telephone line at 

1-877-201-4721 and via E-mail ftaven help@ifmc.org, 

*• establishing OASIS Educational Coordinators in all States; 

• a week long conference last September to teach State personnel about OASIS; and 

• a "train the trainer" program last October for all State OASIS Educational Coordinators to 

provide materials and detailed information on how to teach home health care professionals in 

their State how to use OASIS. 

Background 

Home health patients are among the most vulnerable Medicare and Medicaid beneficiaries. They tend 

to have more health problems, and the fact that care is delivered in the home makes monitoring the 

quality of that care more challenging. The Omnibus Budget Reconciliation Act of 1987 mandated that 

Medicare survey the quality of home health care and services with a "standardized, reproducible" 

assessment instrument. The following year we contracted with University of Colorado researchers and 

clinicians to develop such an instrument. We have been working ever since to refine and validate what 

has become OASIS. 

OASIS provides a standardized fonnat for the patient assessments that home health agencies have 

been doing all along. It does not require additional effort for agencies that have been conducting the 



thorough patient assessments that are needed in order to provide appropriate care. OASIS 

incorporates only infonnation needed to support concrete indicators of patient need and quality of care. 

for example, it rocordfl whether a patient is depreased in order to track progrcaa in treating that 

depression, [delete or choose a less controversial example] 

The 79 data elements in OASIS were developed by clinicians and are valid, reliable, and risk adjusted, 

taking into account all characteristics of patient populations. This ensures that assessments done by 

different health care professionals with OASIS consistently yield the same results. It also ensures that 

quality measurement takes into account whether agencies are caring for low income or sicker patients 

and therefore might have what otherwise would appear to be poorer care or outcomes. 

OASIS has been used by 162 home health agencies in various demonstration projects around the 

country. It has been tested in a national Outcome-Based Quality Improvement demonstration involving 

50 home health agencies of all sizes, and in a single-State demonstration project involving 22 agencies. 

A slightly abbreviated form of the OASIS has been used for quality improvement purposes in the 

national Medicare prospective payment demonstration, which includes 90 agencies in five States. 

[Include brief argument as to why abbreviated data set was inadequate] 

OASIS is supported by the American Academy of Home Care Physicians, the National Alliance for 

the Mentally 111, and many home health care providers who are voluntarily using OASIS because of its/ 

unprecedented value in promoting high quality care and comprehensive, accurate, clinical 

record-keeping. Home health care professionals using OASIS report that it is helping them to 

focused on the needs of individual-patients, and to provide better care in fewer visits and with f^er 

subsequent hospitalizations. 

Implementation 



We first published a proposed rule for requiring use of OASIS by all home health agencies participating 

in the Medicare and Medicaid program in the Federal Register on March 10, 1997. Many comments 

on the proposed regulation suggested adding additional questions. However, to keep OASIS at a 

reasonable length, we instead will allow agencies flexibility to expand tailor OASIS te for their own 

patient population. For example, an agency that provides a larger share of mental health services can 

add extra questions related to mental health if it so chooses; however, these data will not be 

transmitted. 

On January 25,1999, we published a final regulation requiring use of OASIS and an interim final rule 

requiring that home health agencies encode and transmit the data to us. We had planned for home 

health agencies to begin mandatory reporting of OASIS data on April 26,1999. However, on April 7 

we announced that we would postpone the requirement in order to conduct a thorough evaluation of 

privacy concerns and to complete the review of OASIS pursuant to the Paperwork Reduction 

Act of 1995. With those Once these concerns now are addressed, we expect to publish a new date 

for the start of mandatory collection and reporting will report it in the Federal Register, soon. 

Once reporting begins, home health agencies will transmit computerized, coded OASIS data to State 

survey agencies using a private network with a direct phone connection. The State will compile the 

data and send it to the Health Care Financing Administration. OASIS system users must enter an ID 

and password at three different checkpoints before access is permitted. And, at every step in thc 

process; the data transmitted to the States and to HCFA is fiilly protected under the federal Privacy 

Act. The Privacy Act has been effective in ensuring confidentiality of Medicare data. 

We will develop a performance report for each home health agency based on its OASIS reports, 

including a comparison of its performance to the State and national average^lfeat-will allow home 

health agencies to identify their own weaknesses and improve the quality of care they provide. It also 

will allow us to compare the quality of care among agencies and thereby increase scrutiny for those that 

6 
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need more oversight and assistance in improving quality. Eventually, we will share results with the 

public so consumers can make informed choices among home health agencies based on the quality of 

care they provide. 

Data that can identify individual Medicare and Medicaid patients are critical to ensuring that we pay 

accurately for care and that we can monitor the quality of care. It allows evaluators to assess whether a 

home health patient's later admission to a hospital or nursing home might be related to gaps or 

problems with the care provided by the home health agency and identify potential areas for 

improvement. It is also essential for ensuring accurate payment under the prospective payment 

system. In particular it links the OASIS data to actual claims data in order to create the 

proper weightings for reimbursement 

As I stated earlier, all infonnation that could be used to identify private pay patients will be removed 

by the home health agencies before OASIS data is reported to HCFA and the State.. , and we will 

not require ageneica to report data on private-pay-patients until systems for removing identifiabi^ t^l 

infonnation arc in place. Ayy****̂  

Data on private patienta ia collected in order to enaure conaiatent quality of care for all padenta. It 

allows ua to eomparc care provided to private pay and Medicare patienta and make sure that incentives 

under thc prospective payment ayatcm to provide care efficiently are not limiting appropriate eare for 

Medicare patients. Collecting data on all patienta, fcgardlcM of payer, ia atandard for all Medicare and 

Medicaid Conditions of Participation for home health agencicsvas well aa for Conditiona of 

Participation for hoapitals and other providers, and for quality assesamcnts by private health care 

accreditation bodies, -sttch as- the' Joint Commission-on Accreditation of Health Care Organizationa. 

OASIS and Prospective Payment 
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OASIS data are critical to development, implementation, and accurate payment under the home health 

prospective payment system that Congress has required we implement in October 2000. We need to 

collect OASIS data as soon as possible in order to develop prospective payment rates and estimate 

their impact based on comprehensive national data. Doing so based on the limited OASIS research 

data available to us now could jeopardize our ability to pay accurately and to understand in advance 

how different types of agencies across the country will be affected 

The comprehensive information in OASIS is necessary to accurately determine the appropriate 

amount of care, and therefore the appropriate amount of payment for that care. This is particularly 

important in the home health environment, which is complicated by confounding factors such 

as patient behavior. Patient diagnosis alone, which is the basis for inpatient hospital prospective 

payment, predicts less than 10 percent of home health patients' need for service. 

Using OASIS to both determine accurate payment and assess quality helps to minimize the burden on 

home health agencies. It also helps fight fraud and abuse, which has been a substantial problem in 

home health care, because it balances incentives. While prospective payment creates an incentive to 

"upcode" and say patients are sicker in order to receive higher payment, doing so with OASIS would 

result in poor quality indicators. That could trigger an investigation, as well as result in a competitive 

disadvantage when OASIS data are eventually shared with the public. 

Using OASIS to monitor quality is even more essential under a prospective payment system. As 

mentioned above, prospective payment creates highly effective incentives to provide care efficiently, but 

those incentives must not be allowed to reduce appropriate care. OASIS will help providers accurately 

assess what the proper level of care is, and it will help us monitor that care to ensure that patients are 

getting all the care they need. 
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CONCLUSION 

OASIS represents a significant advance in home health care. It is proven in rigorous testing to help 

improve the quality of patient care and the outcomes of that care. It allows home health care 

professionals to spend more time with patients and less time writing up assessments. It will help ensure 

accurate payment under the new prospective payment system. It will help ensure that beneficiaries 

receive higb quality care. And it will help protect taxpayer dollars and the integrity of the Medicare and 

Medicaid programs. We are taking extra precautions, beyond our already stringent privacy protections 

for Medicare and Medicaid data, to ensure the confidentiality of OASIS information, and we are 

communicating these precautions to all (Medicare, Medicaid, and private pay) patients before 

they receive home health care. In addition, And we are working to help home health care 

professionals leam how to use this important new clinical advance. I thank you for holding this hearing, 

and I am happy to answer your questions. 

# # # 
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THE WHITE HOUSE 

W A S H I N G T O N 

MEMORANDUM 

TO: John Podesta 
Gene Sperling 
Bruce Reed 

FROM: Chris Jennings 
Sally Katzen 

CC: Karen Tramontano 

DATE: May 17, 1999 

RE: Medical Privacy Legislation 

We wanted to give you a heads up that the medical privacy issue will be heating up. 

As you know, Congress has until August 21 5 1 to make significant headway towards the enactment 
of legislation; i f it doesn't, then HHS gets a green light to issue regulations. The President has 
recently re-committed to this in both the State of the Union and at the Consumer Financial event 
two weeks ago. 

Beginning with the Senate Labor Committee markup on May 25 lh, the Congress is now sorting 
through / marking-up a number of privacy bills, putting us in the position of having to react to a 
wide variety of proposals with several tough issues. Attached is a brief description of four of the 
major issues. We will know in a few weeks if Congress can make significant progress on 
legislation by August; i f it doesn't, we will face many of the same issues in the regulatory 
process. 

The last time serious thought was given to medical privacy issues was two years ago, and a lot 
has changed. There is considerable interest in this topic in OVP, among Congressional 
Democrats, and the elite media. We are launching an interagency process to sort through the 
major issues, and will keep you advised. 

As we reengage in this process, we would like to ask your opinion as to how to proceed on the 
issue of law enforcement access to medical records. The position we articulated two years ago. 
which does not impose any new constraints on the ability of law enforcement officials to access 
lo medical records, is extremely controversial and has been criticized by advocates, members of 
Congress, and the media. This Administration position is less protective of medical records 
privacy than all of the legislative proposals currently being debated, including the legislation 



proposed by Senator Bennett, who represents the most conservative position on this issue. 

At a recent hearing in front of the Senate Labor Committee, Senators from both sides of the aisle, 
including Senator Jeffords, Dodd, Frist, and Kennedy, stated their strong interest in 
implementing new limits on law enforcement officials' current access to medical records, and 
Senator Collins specifically criticized the Administration for not moving independently to 
address this issue. The Committee requested that the Department of Justice report back to them 
with a list of concessions that they would be willing to make on this issue. DOJ recently drafted a 
response that defends the agency's current policy but does not take significant steps towards 
addressing the concerns expressed by the Labor Committee. For example, DOJ is now prepared 
to agree that the agency should be required to destroy or return medical records after they have 
finished using them for law enforcement purposes. However, they still have not indicated that 
they would be willing to accept even the most fundamental provisions included in all three of the 
Senate bills, which would require law enforcement officials to use some type of legal instrument, 
such as a warrant, a subpoena, or a court order, before accessing identifiable health information. 

We are currently holding the DOJ response and are recommending to you that we wait until after 
the Labor Committee mark-up on May 25 in order to ensure that our response is not 
substantively at odds with the current bipartisan Congressional position on this issue. If this 
approach is acceptable to you, we will proceed accordingly. 

After the mark-up, we will want to discuss with you whether it is appropriate to alter our position 
on the law enforcement issue and, if so, how best to proceed. 



Medical Privacy Issues 

• Law enforcement access. In the Shalala report, the Administration supported no change to 
law enforcement's current access to medical records. All of the major Senate bills are more 
protective of patient privacy, requiring subpoenas or warrants before police and other 
officials can see patient records. 

• Preemption of stale laws. The Administration is currently allied with privacy advocates in 
setting a federal floor of privacy protection but allowing states to set stricter standards. The 
business community and Republicans may kill the bill rather than accept that position. A 
compromise may exist, at the proper time, to set the bar high and then accept preemption 
except for carve-outs such as mental health, where stricter state laws would still be allowed. 

• Sharing of research mformation. All of the bills agree that patient records can be shared for 
core medical research approved by investigatory review boards. A complex debate has arisen 
about how far "research" should be extended, and especially how best to protect privacy in 
privately funded research. The Administration may need flexibility on how to reach 
agreement on this issue. 

• Disclosure for "treatment and payment. " Our proposal would not require patient consent 
where disclosures be made for "treatment and payment." Privacy advocates have pushed for 
consent in all instances, while industry is pushing to consider many marketing actions as 
"treatment and payment." There are some tough line-drawing problems here, and again we 
may need flexibility. 
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' r A U.S. Department of Justice 

V Office of the Deputy Attorney General ^ 

Special Counsel for Health Care Fraud Washington, D. C. 20530 

The Honorable James M. Jeffo r d s 
Chairman 
Committee on Health, Education, Labor and Pensions 
United States Senate 
Washington, D.C. 20510-6300 

Dear Mr. Chairman: 

Thank you f o r the opp o r t u n i t y to present the views of the 
Department of Ju s t i c e on behalf of the law enforcement community 
on pending l e g i s l a t i o n t o p r o t e c t the c o n f i d e n t i a l i t y of personal 
medical i n f o r m a t i o n . We look forward t o working w i t h the 
Committee t o p r o t e c t the priv a c y of c o n f i d e n t i a l h e a l t h 
i n f o r m a t i o n , while preserving the a b i l i t y of Federal, s t a t e and 
l o c a l law enforcement agencies t o enforce the laws w i t h i n t h e i r 
j u r i s d i c t i o n s and t o oversee the i n t e g r i t y of the h e a l t h care 
payment system. 

The Department recognizes t h a t a d d i t i o n a l safeguards may be 
necessary t o prevent f u t u r e abuses of medical records p r i v a c y , 
p a r t i c u l a r l y i n response t o the growing use of computers t o 
store, analyze, and d i s t r i b u t e c o n f i d e n t i a l h e a l t h i n f o r m a t i o n . 
Morever, the Department believes i t would be appropriate t o 
e s t a b l i s h reasonable r e s t r i c t i o n s on law enforcement access t o , 
and use of, c o n f i d e n t i a l health i n f o r m a t i o n t h a t r e f l e c t c urrent 
law and p r a c t i c e . The Department o f f e r s the f o l l o w i n g s p e c i f i c 
suggestions on how t o s t r i k e the appropriate balance between the 
need t o p r o t e c t c o n f i d e n t i a l health i n f o r m a t i o n and the need t o 
pr o t e c t p u b l i c h e a l t h and safety and i n v e s t i g a t e and punish 
i l l e g a l a c t i v i t y . 

At a minimum, medical records privacy l e g i s l a t i o n should 
p r o h i b i t Federal, s t a t e and l o c a l law enforcement agencies and 
employees from o b t a i n i n g or using such i n f o r m a t i o n except f o r 
o f f i c i a l law enforcement a c t i v i t i e s . I n a d d i t i o n , as a general 
p r i n c i p l e , we be l i e v e i t would be appropriate to c o d i f y current 
p r a c t i c e by r e q u i r i n g law enforcement t o use l a w f u l compulsory 
process, such as a search warrant, grand j u r y subpoena, summons, 
warrant, j u d i c i a l subpoena, a d m i n i s t r a t i v e subpoena or a c i v i l 
i n v e s t i g a t i v e demand i n order t o obt a i n protected h e a l t h 
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i n f o r m a t i o n ; provided, t h a t the l e g i s l a t i o n include l i m i t e d but 
important exceptions, discussed below, t h a t are necessary t o 
p r o t e c t p u b l i c h e a l t h and safety. 

The Department supports l e g i s l a t i o n t h a t requires law 
enforcement agencies to take appropriate and reasonable steps t o 
minimize the p u b l i c d i s c l o s u r e of i d e n t i f i a b l e h e a l t h 
i n f o r m a t i o n , c o n s i s t e n t w i t h the requirements of due process and 
the needs of law enforcement t o present a complete case. Law 
enforcement should also be required t o destroy or r e t u r n medical 
records t o the o r i g i n a l record-holder when the o f f i c i a l law 
enforcement a c t i v i t y r e q u i r i n g the r e t e n t i o n of those records has 
concluded, and no other applicable law or r e g u l a t i o n requires 
t h a t the medical records be r e t a i n e d . 

We support reasonable r e s t r i c t i o n s on law enforcement access 
to and use of c o n f i d e n t i a l h e alth i n f o r m a t i o n . We also b e l i e v e 
medical records p r i v a c y l e g i s l a t i o n should not unduly hinder the 
a b i l i t y of Federal, s t a t e and l o c a l law enforcement t o 
i n v e s t i g a t e and prosecute i l l e g a l a c t i v i t y and t o p r o t e c t the 
i n t e g r i t y of the h e a l t h care payment system. Thus, we b e l i e v e 
the requirement f o r law enforcement t o use compulsory process, 
discussed above, should not apply i n four circumstances: (1) when 
law enforcement i s performing a health oversight f u n c t i o n 
authorized by law (subject t o the d e r i v a t i v e use l i m i t a t i o n s 
discussed below); (2) pursuant t o Federal, state or l o c a l 
mandatory r e p o r t i n g laws ( i n c l u d i n g laws r e q u i r i n g the r e p o r t i n g 
of gunshot wounds, rapes, abuse of c h i l d r e n or the e l d e r l y , or 
d i v e r s i o n of c o n t r o l l e d substances); (3) i n t i m e - s e n s i t i v e 
circumstances t o prevent threatened or imminent p h y s i c a l harm t o 
any person; and (4) when necessary t o obtain l i m i t e d name or 
other e s s e n t i a l i d e n t i f y i n g i n f o r m a t i o n to enable law enforcement 
to l o c a t e and i d e n t i f y a p a t i e n t who i s a f u g i t i v e , suspect, or 
m a t e r i a l witness. 

With respect t o the issue of d e r i v a t i v e use, there are 
s p e c i a l concerns t h a t may a r i s e when law enforcement obtains 
access t o l a r g e numbers of health records during h e a l t h oversight 
a c t i v i t i e s . Therefore, we recommend t h a t law enforcement should 
not be p e r m i t t e d t o use i n f o r m a t i o n discovered during the 
oversight f u n c t i o n against a p a t i e n t f o r an unrelated, non-health 
care matter, unless authorized by a court under procedures 
s i m i l a r t o those i n 18 U.S.C. 3486(e). However, because these 
concerns are not r e p l i c a t e d when law enforcement obtains health 
records i n non-health oversight law enforcement a c t i v i t i e s 
pursuant t o compulsory process, any l e g i s l a t i o n should r e f l e c t 
c u rrent law which provides no r e s t r i c t i o n on the d e r i v a t i v e use 
of c o n f i d e n t i a l h e a l t h i n f o r m a t i o n obtained by a law enforcement 
agency i n the discharge of i t s general ( i . e . , non-health 
oversight) enforcement r e s p o n s i b i l i t i e s . 
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F i n a l l y , we b e l i e v e j a i l s , prisons and d e t e n t i o n f a c i l i t i e s 
present unique s i t u a t i o n s w i t h respect t o medical records 
p r i v a c y . While the Department supports l e g i s l a t i o n t h a t 
r e s t r i c t s c o r r e c t i o n a l f a c i l i t i e s and employees from d i s c l o s i n g , 
using or o b t a i n i n g medical i n f o r m a t i o n , we b e l i e v e such 
i n s t i t u t i o n s should be exempted from the general o b l i g a t i o n s and 
duties imposed by medical record p r i v a c y l e g i s l a t i o n . These 
f a c i l i t i e s also should be permitted t o exchange prisoner or 
detainee h e a l t h records without p a t i e n t a u t h o r i z a t i o n w i t h 
community h e a l t h care providers p r o v i d i n g h e a l t h care services to 
the p r i s o n e r s or detainees. 

There are other t e c h n i c a l d r a f t i n g issues on which we would 
l i k e t o work w i t h the Committee, i n c l u d i n g issues r e l a t i n g t o 
c e r t a i n d e f i n i t i o n s , the procedures f o r the i m p o s i t i o n of 
p e n a l t i e s f o r v i o l a t i o n s , and government l e g a l department access 
to h e a l t h records from governmental departments and agencies 
while r e p r e s e n t i n g these bodies i n c i v i l matters p r i o r t o the 
i n i t i a t i o n of l e g a l proceedings. 

Sincerely, 

John T. B e n t i v o g l i o 

cc: The Honorable Edward M. Kennedy 
Ranking M i n o r i t y Member 





05/20/99 10:05 © 2 0 2 616 1239 DAG 14)002/004 

U.S. Department of Justice '^[^W 

Office of the Deputy Attorney General 

Special Counsel for Heallh Cart Fraud Washington, D.C. 20530 

The Honorable James M. Jeffords / \f]/\t)Y& 
Chairman . , 
Committee on Health, Education, Labor and Pensions A f 'a^ 
United States Senate 
Washington, D.C. 20510-6300 • , 

J H IA H ' K 7 3 
Dear Mr. Chairman: 

Thank you for the opportunity to present the views of the 
Department of Justice on behalf of the law enforcement community 
on pending legislation to protect the confidentiality of personal 
medical information. Aa I fecBlified on April 27, we look forward 
to working with the Committee to protect the privacy of 
confidential health information, while preserving the ability of 
Federal, state and local law enforcement agencies to enforce the 
laws within their jurisdictions and to oversee the integrity of 
the health care payment system. Wa-bcliove the Dcpagtmcnt -can-
and should play a LUUStguctive role irrr-fcfrHrS' effort,—and • 
Doppgtmcntal reprepOtt-trat-4rVes...a 1 re.ady.—hflVP mpt with Committes 
staff to provide t5chnica"I~T±ra4ting assistange. 

•\ d • 
Efrtioting laws at the Fadcral;—state and l o c a l l e v o l and 

vv*^ ^ i n b e 3 - r n a l p o l i c i n a and p^ucesduibib have boon c u f f i e i o n t to protoot^-
ag-ainct widooproad abaao of modical records pxivacy by. laitf-
enfuicuHtui'ifa agencies-: NOnathyt-g^s, "^he Department recognizes 
t h a t a d d i t i o n a l safeguards may be necessary to prevent f u t u r e 
abuseST, p a r t i c u l a r l y i n response to the growing use of computers 
to s t o r e , analyze, and d i s t r i b u t e c o n f i d e n t i a l health 
i n f o r m a t i o n . Morever, the Department believes t h a t reasonable , 
r e s t r i c t i o n s on law enforcement access t o , and use of, 
c o n f i d e n t i a l h e a l t h i n f o r m a t i o n t h a t o s s o n t i a l l y c o d i f y ^ u r r e n t 
law and p r a c t i c e would not unduly burden law enforcement agencies 
or jeopardize p u b l i c safety. W-rteh thoco gonora^r^JE'liiciplea i n 
miiwl., ̂ pie Department o f f e r s the f o l l o w i n g s p e c i f i c suggestions on 
how t o s t r i k e the appropriate balance between the need t o p r o t e c t 
c o n f i d e n t i a l h e a l t h information and the need to pr o t e c t the 
heal t h and safety of the p u b l i c and i n v e s t i g a t e and punish 
i l l e g a l a c t i v i t y . 
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At a minimum, medical records p r i v a c y l e g i s l a t i o n should 
p r o h i b i t Federal, s t a t e and l o c a l law enforcement agencies and 
employees from o b t a i n i n g or using such/information except f o r 
o f f i c i a l law enforcement a c t i v i t i e s . /In a d d i t i o n , as a general 
p r i n c i p l e , we bel i e v e i t would bejunduly bui-densome-to c o d i f y 
c u r r e n t p r a c t i c e by r e q u i r i n g law enforcement t o use l a w f u l 
compulsory process, such as a search warrant, grand j u r y 
subpoena, summons, warrant, j u d i c i a l subpoena, a d m i n i s t r a t i v e 
subpoena or a c i v i l i n v e s t i g a t i v e demand i n order t o obtain 
p r o t e c t e d h e a l t h i n f o r m a t i o n ; provided, t h a t the l e g i s l a t i o n 
include l i m i t e d but important exceptions, discussed below, t h a t 
r e f l e c t c u r r e n t law and p r a c t i c e and are necessary to p r o t e c t 
p u b l i c h e a l t h and safety. ^ 

The Department alco wouA<* supporl^legislation that requires 
law enforcement agencies to take appropriate and reasonable steps 
to minimize the public disclosure of identifiable health 
information, consistent with the requirements of due process*, a ^ j ^ j h ' 
tho noods of law enf&^e^ment to preaenl a complete cage. Law 
enforcement should also be required to destroy or return medical 
records to the original record-holder when the official law 
enforcement activity requiring the retention of those records has 
concluded, and no other applicable law or regulation requires 
that the medical records be retained. o^LSo 

Wh*±» V4 support reasonable r e s t r i c t i o n s on law enforcement 
access t o and use of c o n f i d e n t i a l health i n f o r m a t i o n ^ vV bel i e v e 
medical records privacy l e g i s l a t i o n should not unduly hinder the 
a b i l i t y of Federal, s t a t e and l o c a l law enforcement t o 
i n v e s t i g a t e and prosecute i l l e g a l a c t i v i t y and to p r o t e c t the 
i n t e g r i t y of the health care payment system. Thus, we believe 
the requirement f o r law enforcement t o use compulsory process, 
discussed above, should not apply i n four circumstances: (1) when 
law enforcement i s performing health oversight f u n c t i o n s ; (2) 
pursuant t o Federal, s t a t e or l o c a l mandatory reporting-^Laws 
( i n c l u d i n g laws r e q u i r i n g the r e p o r t i n g of gunshot^w<5unds, rapes, 
abuse of c h i l d r e n or the e l d e r l y , or d i v e r s i o j u - o f c o n t r o l l e d 
substances); (3) i n t i m e - s e n s i t i v e circu^istrances t o prevent 
threatened or imminent physical harrii--Jto any person; and (4) whon 
ne-oocoa-gy t o obtain limited/vlnf^i-'rti'attion nocossary t o locate and 
i d e n t i f y a p a t i e n t who i s a^JMgitive, suspect, or m a t e r i a l 
witness. I n thase limifcotf cireumstancea,—Federal law shnnLti no4-
undtfrly hindor tho a b i l i t y of re\o»ralii—state and l o c a l lav; 

0 

eftfo-rcement flgpnrvi"ps t o rocpond-
and t o -protogfr-'public health and. 

•umpLly l u i l l e g a l a c t i v i t i e s 

Wit-h respect t o the issue of d e r i v a t i v e use, i n order to 
accommodate special concerns which maV ar i s e when law enforcement 
obtains access to large numbers of hearlsh records during h e a l t h 

\ / 
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oversight activities we believe law enforcement should^jj^t be 
permitted to use information discovered during the oversight 
function against /a. patient for an unrelated, non-health care 
matter, unless a procedure analogous to that created by the -X 
Health Ii\^iix^np4^ko£i^i!lity and AccountM 1 i ry A-*- ~* 1 Q Q C 

(codified at i - l ^ ^ - ^ ^ - ^ r F T T r T - ^ - r - T ^ i ^ , ^ u 

these concerns 
health records 
a c t i v i t i e s , we 

r.t nf_ 1996. 
However, because U.S.C. r~3?ST(e)) i s followed, 

are not replicated when law enforcement obtains 
i n non-health oversight law enforcement 
believe there should be no r e s t r i c t i o n on 

derivative use of confidential health information obtained by a 
law enforcement agency i n the discharge of i t s general ( i . e . , 
non-health oversight) enforcement r e s p o n s i b i l i t i e s . 

F i n a l l y , we believe j a i l s , prisons and detention f a c i l i t i e s 
present unique situations with respect to medical records 
privacy. While the Department supports l e g i s l a t i o n that 
r e s t r i c t s correctional f a c i l i t i e s and employees from disclosing, 
using or obtaining medical information, we believe such 
i n s t i t u t i o n s should be exempted from the general obligations and 
duties imposed by medical record privacy l e g i s l a t i o n . These 
f a c i l i t i e s also should be permitted to exchange prisoner or 
detainee health records without patient authorization with 
community health care providers providing health care services to 
the prisoners or detainees. 

There/other technical d r a f t i n g issues on which would l i k e to 
work with the Committee, including issues r e l a t i n g to certain 
d e f i n i t i o n s , the procedures for the imposition of penalties for 
v i o l a t i o n s , and government legal department access to health 
records from governmental departments and agencies while 
representing these bodies i n c i v i l matters p r i o r to the 
i n i t i a t i o n of legal proceedings. 

Sincerely, 

John T. Bentivoglio 

cc: The Honorable Edward M. Kennedy 
Ranking Minority Member 
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LEGISLATIVE REFERRAL MEMORANDUM 
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FT nt Director for Legislative Reference Jane 

Robert J. Pellicci 
PHONE: (202)395-4871 FAX: (202)395-6148 
JUSTICE Report on SS78 Health Care Personal Information Nondisclosure 
Act of 1999 (Health Care PIN Act) 

NOON Tuesday, May 11,1999 

In accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject 
before advising on its relationship to the program of the President. Please advise us If this item will 
affect direct spending or receipts for purposes of the "Pay-As-You-Go" provisions of Title XIII of 
the Omnibus Budget Reconciliation Act of 1990. 

COMMENTS: Senate Health, Education, Labor and Pensions Committee markup of medical records 
privavcy legislation is scheduled for Tuesday, May 25th. 
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Act of 1999 (Health Care PIN Act) 

RESPONSE TO 
LEGISLATIVE REFERRAL 

MEMORANDUM 

If your response to this request for views Is short (e.g., concur/no comment), we prefer that you respond by 
e-mail or by faxing us this response sheet. If the response Is short and you prefer to call, please call the 
branch-wide line shown below (NOT the analyst's line) to leave a message with a legislative assistant. 

You may also respond by: 
(1) calling the analyst/attorney^ direct line (you will be connected to voice mail If the analyst does 

not answer); or 
(2) sending us a memo or letter 

Please Include the LRM number shown above, and the subject shown below. 

TO: Robert J . Pellicci Phone: 395-4871 Fax: 395-6148 
Office of Management and Budget 
Branch-Wide Une (to reach legislative assistant): 395-7362 

FROM: (Date) 

(Name) 

(Agency) 

(Telephone) 

The following is the response of our agency to your request for views on the above-eaptioned subject: 

Concur 

No Objection 

No Comment 

See proposed edits on pages 

Other: 

FAX RETURN of pages, attached to this response sheet 
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Ofllce of th* Aswam Auonî y Oeoml wutaHffo*, ac, vox 

The Honorable James M. Jeffords 
Chairman 
Committee on Health, Education, Labor and Pensions 
United States Senate 
"Washington, D.C. 20510-6300 

Dear Mr. Chairman: 

Thank you for the opportunity to present the views of the Department of 
Justice on behalf of the law enforcement community on pending legislation to 
protect the confidentiality of personal medical information. As Mr. John 
Bentivoglio, Special Counsel for Health Care Fraud, testified before the 
Committee on April 27, we look forward to working with the you to support this 
important goal, while preserving the ability of the Department of Justice to enforce 
the laws within its jurisdiction, and also to oversee the integrity of the health care 
payment system. We believe that the Department can and should play a 
constructive role in this effort. 

Subsequent to the hearing, wc have reviewed the three primaiy medical 
record proposals pending in the Senate, S. 578, S. 573 and S- 881, with an eye 
toward addressing the concerns voiced by members during our testimony. In 
addition, thc Department has met several times with the Staff of the Committee, to 
further explore these issues. We believe that the Deportment can support a 
number of important principles governing law enforcement access to and use of 
personal medical records, which would advance the protection of medical record 
privacy in a manner that would at the same time preserve the ability of law 
enforcement to obtain important evidence when necessary: 
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Law enforcement agencies and employees should �e permitted to 
obtain and use medical records om," for official law enforcement 
activities. 

• Law enforcement agencies and employee� when pursuing on official
\N lvl,\-- _ @ �might investigation, oz related criminal OI' civil proceeding, should

d!)Qf '7 1-1 be permitted to obtain indiyidually identifiable medical records for 
�V-v\ � 'fv:� 

0 that purpose. · L S't5)'Y\{2.,--l'!M � {!-Wil�+- �rrv,/ \)-- V\f .e..d.-J ·t-o . 

t:3"(fV\,Jr-J-A 'l'--V'j �� o--i ,re u·� v-et�e./4 J VI--O;t_.J J .s+ w/, � C,mA,��

�0)�\Ll_. • ,,,,..-- - -Wlicn law enforcement obtains medical records in the �f1PJ � Ov\..- ·)( administrative, civil or criminal health care fraud oversight activities, 
. law enforcement should be restricted from using those rec.ords against 

�"\J'-A) an individual patient whose record is obtained, except: 1) where the 
\/) I} \, \ G_\.., .V medical record is relevant to an investigation of the patient relating to 
1_ 1• J:� billing for health care; or 2) where the law enforcement agency makc5 
O 

i) 9-:.1 �_}J an application for, and obtains, a judicial disclosure order in an ex-

.-e, ;'<":: :; /V ©
p,trte proceeding analogous to the provisions of 18 U.S,C. § 3486(e), 

\(' r\_Jj,.,,•'" "-9,,.r • Ali a general matter, law enforcement should continue to be permitted 
V \f)fJJ\_ 

to obtain medical records of a patient pursuant to lawful compulsory 
process. including a grand jury subpoena, a warrant, a judicial 
subpoena, an administrative subpoena, an authorized investigative 
demand, or a civil investigative demand. 

rs\AcJ/\� 
• In exigent clrcumstancesJ in order to prevent threatened or imminent

harm to a patient or another person, law enforcement should be
permitted to obtain the:: medical records of that patient, without
compulsory process. Io other exigent circu.mstcnces, not iu.volving 
threatened or imminent hann, law enforcement should be permitted to
obtaiu without compulsory process, limited infonnation contained in 
medical record�, to locate and identify a path.mt who ls a fugitive, a
suspect, or a material witness.

• Medical record privncy legisJatfon should not preempt federal or state
mandatory reporting laws which require the disclosure of limjted
medical infonnation to law enforcement agencies, including the Drug
Enforcement Agency. Such laws includ�, but are not limited to,
mandatory reporting of gunshot wound$� abuse and 11=glt:L,"t of
children, elders, spouses; rape; and diversion of scheduled
ph.amiact.1uti cals. 
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Whistleblowers should be permitted to disclose medical records to 
law entbrcement either directly or in the course of False Claims Act 

^ proceedings, when the disclosure of the medical records is related to 
the reporting potential false claims or fraud, or relevant to an official 
law enforcement activity; 

Law enforcement should be required when it is necessary tu disclose 
medical information in public forums, such as court filings or trials, 
either to redact die medical records to the extent practicable, or to 

:SJBke other appropriate and reasonable steps to minimize the public 
disclosure of identifiable health information, consistent with the 
requirements of due process and the direction of the appropriate 
judicial or administrative hearing officer. 

The provisions governing the procedures for imposing and appealing 
civil penalties should make clear that they envision an administrative 
proceeding to review civil monetary penalties imposed by tlie 
Secretary of Health and Human Services, and do not contemplate a 
civil court proceeding by the Secretary in the United States District 
Courts. If a new cause of action in federal District Court for a civil 
fine is created, the Attorney General should be responsible for 
enforcing such a provision. MrW ^O&S.-tiMj fc#AM' c H 

Any provision that provides for injunctive relief to prevent or 
terminate violations of the statute, should be enforceable by the 
Attorney General. 

Law enforcement should be required to destroy or return medical 
records to the original record-holder when the official law 
enforcement Bctivity requiring thc retention uf those records has 
concluded, and no other applicable law or regulation requires that The 
medical records be retained by law enforcement. 

References to law enforcement should include federal, state and local 
law enforcement 

Special concerns govern the operation of jails, prisons and detention 
facilities. These institutions perform hybrid functions that run from 
law enforcement to actually providing medical care to prisoners and 
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detainees. These special concerns should he addressed by generally 
exempting these institutions from the obligations and duties imposed 
by medical record privacy legislation. However, these institutions 
should be restricted from disclosing, using or obtaining medical 
infoimation, except for an official activity. Also, the final language 
legislative language governing these facilities, must insure that they 
are permitted to exchange prisoner or detainee heallh records, without 
patient authorization, with community health care providers who 
provide health care services to the prisoners or detainees. 

We believe that medical record privacy legislation that incorporates these 
principles would substantially enhance the protection of medical record privacy, 
while preserving the ability uf law enforcement to perform its important duties. 
Many of these principles are already incorporated in one or more of thc bills. The 
Department looks forward to continuing to work with you, the Committee and the 
staff on this important legislation. 

Thank you for the opportunity to present our views on this matter. If we 
may be of additional assistance, we trust that you will not hesitate to call upon us. 
The Office of Management and Budget has advised that there is no objection from 
the standpoint of the Administration's program to the presentation of this report. 

Sincerely, 

Jon P. Jennings, 
Acting Assistant Attorney General 

cc. Thc Honorable Edward M. Kennedy, 
Ranking Minority Member 

TOTAL P.06 
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PHONE: (202)395-4871 FAX: (202)395-6148 
SUBJECT: JUSTICE Report on S578 Health Care Personal Information Nondisclosure 

Act of 1999 (Health Care PIN Act) 

DEADLINE: NOON Tuesday, May 11,1999 
» " — - ^ 
In accordance with OMB Circular A-19, OMB requests the views of your agency on the above subject 
before advising on its relationship to the program of the President. Please advise us If this item will 
affect direct spending or receipts for purposes of the "Pay-As-You-Go" provisions of Title XIII of 
the Omnibus Budget Reconciliation Act of 1990. 

COMMENTS: Senate Health, Education, Labor and Pensions Committee markup of medical records 
privavcy legislation is scheduled for Tuesday, May 25th. 

DISTRIBUTION LIST 

AGENCIES: 
29-DEFENSE - Samuel T. Brick Jr. - (703) 697-1305 
52-H EALTH & HUMAN SERVICES - Sondra S. Wallace - (202) 690-7760 
62-LABOR - Robert A. Shapiro - (202) 219-8201 
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RESPONSE TO 
LEGISLATIVE REFERRAL 

MEMORANDUM 

If your response to this request for views Is short (e.g., concur/no comment), we prefer that you respond by 
e-mail or by faxing us this response sheet If the response Is short and you prefer to call, please call the 
branch-wide line shown below (NOT the analyst's line) to leave a message with a legislative assistant. 

You may also respond by: 
(1) calling the analystfattome/s direct line (you will be connected to voice mail If (he analyst does 

not answer); or 
(2) sending us a memo or letter 

Please Include the LRM number shown above, and the subject shown below. 

TO: Robert J . Pellicci Phone: 395-4571 Fax: 395-614$ 
Office of Management and Budget 
Branch-Wide Une (to reach legislative assistant): 395-7362 

FROM: . (Patel 

(Name) 

(Agency) 

(Telephone) 

The following is the response of our agency to your request for views on the above-eaptioned subject: 

Concur 

No Objection 

No Comment 

See proposed edits on pages 

Other: 

FAX RETURN of pages, attached to this response sheet 
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U.S. Deportment oi Justice 
Office of Legislative Affairs 

Oflta of th* Aaitfwfl ABorti^ Oaoenl Wutaw*. OC 20SX 

The Honorable James M. Jeffords 
Chairman 
Committee on Health, Education, Labor and Pensions 
United States Senate 
Washington, D.C 2O51O-63U0 

Dear Mr. Chairman: 

Thank you for the opportunity to present the views of the Department of 
Justice on behalf of the law enforcement community on pending legislation to 
protect the confidentiality of personal medical mformation, As Mr. John 
Bentivoglio, Special Counsel for Health Care Fraud, testified before the 
Committee on April 27, we look forward to working with die you to support this 
important goal, while preserving the ability of the Department of Justice to enforr e 
the laws within its jurisdiction, and also to oversee the integrity of the health care 
payment system. We believe that the Department can and should play a 
constructive role in this effort. 

Subsequent to the hearing, we have reviewed the three primaiy medical 
record proposals pending in the Senate, S. 57R, S. 573 and 881, with an eye 
toward addressing the concerns voiced by members during our testimony. In 
addition, thc Depaxtmeul has met several times with the Staff of the Committee, to 
further explore these issues. We believe that the Department can support a 
number of important principles governing law enforcement access to and use of 
personal medical records, which would advance the protection of medical record 
privacy in a manner that would at the same time preserve the ability of law 
enforcement to obtain important evidence when necessary: 
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Law enforcement agencies and employees should be permitted to 
obtain and use medical records only for official law enforcement 
activities. 

Law enforcement agencies and employees when pursuing on official 
oversight investigation, or related criminal or civil proceeding, should 
be permitted to obtain individually identifiable medical records for 
that purpose. 

When law enforcement obtains medical records in the course of 
administrative, civil or criminal health care fraud oversight activities, 
law enforcement should be restricted from using those records against 
an individual patient whose record is obtained, except: 1) where the 
medical record is relevant to an investigation of the patient relating to 
billing for health care; or 2) where the law enforcement agency makes 
an application for, and obtains, a judicial disclosure order in an ex-
parte proceeding analogous to the provisions of 18 U.S.C. § 3486(e). 

As a general matter, law enforcement should continue to be permitted 
to obtain medical records of a patient pursuant to lawful compulsory 
process, including a grand jury subpoena, a warrant, a judicial 
subpoena, an administrative subpoena, an authorized investigative 
demand, or a civil investigative demand. 

In exigent circumstances, in order to prevent threatened or imminent 
harm to a patient or another person, law enforcement should be 
permitted to obtain the medical records of that patient, without 
compulsory process. In other exigent circumstances, not involving 
threatened or imminent harm, law enforcement should be permitted to 
obtain without compulsory process, limited information contained in 
medical records, to locate and identify a patient who is a fugitive, a 
suspect, or a material witness. 

Medical record privacy legislation should not preempt federal or state 
mandatory reporting laws which require the disclosure of limited 
medical mformation to law enforcement agencies, including the Drug 
Enforcement Agency, Such laws include, but are not limited to, 
mandatory reporting of gunshot wounds, abuse and neglect of 
children, elders, spouses; rape; and diversion of scheduled 
pharmaceuticals. 
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• Whistleb)owers should be permitted to disclose medfo1d records to
law entorcem.ent either directly or in the course of False Claims Act
proceedings, when the disolosurt: of the medical records is related to
the reporting potential false claims or fr,aud, or relevant to an official
law enforcement activity;

• Law enforce.ment should he required when it is necessary tu disclose
medical information in public forums, such as court filings or trials,
eith�r to redact the medical records to the extent practicable, or to
take other appropriate and reasonable :;tcps to ulinimi2e the public
disclosure of identifiable health infonnation� consistent. with the
requirements of due process and the direction of the appropriate
judicial or administrative hca.riug officer.

• The provisions governing th.e procedures for imposing and appealing
civil penalties should make clear that they envision an administrative
proceeding to review civil monetary penalties imposed by th�
Secretary of Health and Human Services, and do not contemplate a
oivil c.:ourt proceeding by the Secretary in the United States District
Courts. If a new oause of action in federal District Court for a civil
fme is created, the Attomey General should be regponsihle for
enf�rcing such a provision.

• Any provision that provides for injunctive re.lief to prevent or
terminate violations of the statute, should be enforceable by the
Attorney General.

• Law enforcement should be required to destroy or return medical
records to the original record-holder when the official law
er.1forcement activity requiring the .retention ur those records has
concluded, and no other applicable law or regulation requires that the
medical records be retained by law enforcement.

• References to law enforcement .should include federal, state Emd lo�al
law enforcement

• Special concerns go�·cm the operation ofj11ils, prisons a.ml detention
facilities. These institutions perfonn hybrid functions that run from
law enfurcement to actually providing medical care to prisoners and
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detainees. These special concerns should be addressed by generally 
exempting these institutions from the obligations and duties imposed 
by medical ,�curd privacy legislation. However, these institutions 
should be restricted from disclosing, using or obtaining medical 
information, except for an official activity, Also, the final language 
legislative language governing these facilities, must insure that they 
are �m,itted to exchange prisoner or detainee h�tallh records, without 
patient authorization, with community health care provide� who 
provide health care services to the prisoners or detainees. 

We believe that medical record privacy leg;islation that incorporates these 
principles would substantially enhance the protection of medical record privacy, 
while preserving the ability uf law enforcement to perfonn its important duties. 
Many of these principles are already incorporated in one or more of the bills. The 
Department looks forward to continuing t.o work with you, the Committee and the 
staff on this important legislation, 

Thank you for the opportunity to present our views on this matter. If we 
may be of additional assistance, we trust that you will not hesitate to call upon us. 
The Office of Management and Dud.get liil:s Hdvised that mere is no objection from 
the standpoint of the Administration's program to the presentation of this report. 

Sincerely, 

Jon P. Jennings� 
Acting Assistant Attorney Oeneral 

cc. The Honorable Edward M. Kennedy,
Ranking Minority Memher 

TOTAL P.06 
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DRAFT TESTIMONY 
JEFF KANG, M.D., DIRECTOR 

OFFICE OF CLINICAL STANDARDS AND QUALITY 
HEALTH CARE FINANCING ADMINISTRATION 

on the 
HOME HEALTH CARE 

OUTCOME & ASSESSMENT INFORMATION SET (OASIS) 
before the 

SENATE SELECT COMMITTEE ON AGING 
MAY 24,1999 

Chairman Grassley, Senator Breaux, distinguished committee members, thank you for inviting us to 

discuss our efforts to improve home health care quality through better patient assessment and 

measurement of the outcomes of care. We are required by law to survey the quality of home health 

care with a "standardized, reproducible" assessment instrument. To improve care and comply with the 

law, we will be using the Outcome and Assessment Information Set (OASIS). 

OASIS helps home health agencies detennine what patients need, develop the right plan for their care, 

assess that care over the course of treatment, and leam how to improve the quality of that care. It 

incorporates all the infonnation about patients' health and functional status, health service use, living 

conditions, and social support that are needed to support all the home health agencies' responsibilities. 

In addition to monitoring quality, OASIS also is essential for accurate payment under the new home 

health prospective payment system that the law requires us to use beginning October 1,2000. We will 

be requiring use of OASIS by home health agencies as a Condition of Participation in the Medicare and 

Medicaid programs this year. 

The important benefits of OASIS must be implemented in a way that protects personal 

privacy. At HCFA, we have an excellent historical record of safeguarding sensitive 

beneficiary information. Our agency provides greater protection for personal medical 

information than generally exists in the private sector, and we are actively participating in the 
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Administration's inter-agency process to make Secretary Shalala's recommendations for 

medical privacy work on the operational level. 

In recent months, we have come to realize that stronger privacy protections must be 

built into the structure of our new operations. President Clinton and Vice President Gore 

have both spoken about the paramount importance they attach to medical records privacy. 

This is why the Administration has been a consistent advocate for effective medical records 

privacy legislation. I am pleased to announce some new steps we are taking to assure the 

privacy of patients while maintaining the legitimate focus of the OASIS program, such as: 

Careful drafting of a notice that Medicare and Medicaid patients will receive. The 

notice will explain why OASIS data is collected, and inform patients of their right to 

see and request corrections of the data. 

• Limitations on "routine uses" of data under the Privacy Act, so that personally 

identifiable data will only be used where statistical information is not sufficient 

Among other changes, personally identifiable data will no longer go to accrediting 

organizations such as the Joint Commission for Accreditation of Health Organizations. 

Major changes in the treatment of private-pay patients under OASIS. We have 

decided that information on non-Medicare and non-Medicaid patients will not be 

transmitted to the states or the agency in personally identifiable form. 

• Acceleration of efforts to encrypt data during transmission, to provide yet another 

level of protection. Note: David Beier asked whether anything can be said about 

deadlines or goals for implementation ofthis. 
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Wc have taken several stops to addrcaa privacy concemfl raiacd by Vice President Gore and othcrs;-

Ne Adgufliatftttion has been more committed to protecting medical privacy. Our agency haa a solid 

track record of consistently •safeguarding sensitive beneficiary infoimation. In fact, wc provide much 

greater pro tcctiort-for such iflfotmation than is afforded in tho private sector. For QASIS-data, wc arc 

providing even more aeeurity beyond our usual, stringent protections. 

» Wc will explicitly notify Medicare and Medicaid patients-of: 

why OASIS data is collected; 

their right to sec, copy, and request corrections of thc data; 

thcirright-to confidentiality and the specific Privacy Act rules which apply; and 

•- their right to not answer OASIS questions. 

* We will have home health agencies remove OASIS data on patient financial factors before 

rcportmg-it-to- Medicare and Medicaid. 

* We will have, home- health ag&neies remove all mformation that could potentially identify 

individuals who arc not enrolled in Medicare or Medicaid. 

» And we are-accelerating efforts te encrypt data te provide yet another layer ofproteetion. 

We are also making special efforts to help home health agencies leam how to use this valuable tool. 

Research conducted by the University of Colorado shows that it takes home health care professionals 

about eight patient assessments to become proficient in using OASIS. 

Once past that learning curve, OASIS actually slightly reduces the total time it takes to conduct a 

thorough patient assessment. Home health care professionals who have used OASIS in demonstration 

projects agree that it takes no longer to use than their previous assessment methods. However, 

because OASIS is stractured in a checklist fonnat, home health staff using it spend less of the total 

evaluation time writing out a narrative of their assessment findings and more time with the patient. 
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Efforts to help providers through the OASIS learning curve include: 

• a satellite broadcast training session on August 20, 1998 to XX sites across the country 

reaching 730,000? home health care professionals (tapes ofthis session are also available); 

• numerous presentations at industry trade association meetings; 

• distribution of a free, detailed manual on how to collect OASIS data, use the software, and 

report the data; 

• manuals, software, updates, and other additional assistance that can be downloaded from the 

Internet at hcfa.gov, and hcfa.gov/medicare/hsgb/oasis/oasishmp.hm; 

• answers to questions on installing OASIS software via a toll-free telephone line at 

1-877-201-4721 and via E-mail haven help@ifmc.org; 

+ establishing OASIS Educational Coordinators in all States; 

*• a week long conference last September to teach State personnel about OASIS; and 

• a "train the trainer" program last October for all State OASIS Educational Coordinators to 

provide materials and detailed information on how to teach home health care professionals in 

their State how to use OASIS. 

Background 

Home health patients are among the most vulnerable Medicare and Medicaid beneficiaries. They tend 

to have more health problems, and the fact that care is delivered in the home makes monitoring the 

quality of that care more challenging. The Omnibus Budget Reconciliation Act of 1987 mandated that 

Medicare survey the quality of home health care and services with a "standardized, reproducible" 

assessment instrument. The following year we contracted with University of Colorado researchers and 

clinicians to develop such an instrument. We have been working ever since to refine and validate what 

has become OASIS. 

OASIS provides a standardized format for the patient assessments that home health agencies have 

been doing all along. It does not require additional effort for agencies that have been conducting the 
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thorough patient assessments that are needed in order to provide appropriate care. OASIS 

incorporates only information needed to support concrete indicators of patient need and quality of care. 

Tor example, it records whether a patient is dcpreased in order to track pr egress m treating that 

depression, [delete or choose a less controversial example] 

The 79 data elements in OASIS were developed by clinicians and are valid, reliable, and risk adjusted, 

taking into account all characteristics of patient populations. This ensures that assessments done by 

different health care professionals with OASIS consistently yield the same results. It also ensures that 

quality measurement takes into account whether agencies are caring for low income or sicker patients 

and therefore might have what otherwise would appear to be poorer care or outcomes. 

OASIS has been used by 162 home health agencies in various demonstration projects around the 

country. It has been tested in a national Outcome-Based QuaUty Improvement demonstration involving 

50 home health agencies of all sizes, and in a single-State demonstration project involving 22 agencies. 

A slightly abbreviated form of the OASIS has been used for quality improvement purposes in the 

national Medicare prospective payment demonstration, which includes 90 agencies in five States. 

[Include brief argument as to why abbreviated data set was inadequate] 

OASIS is supported by the American Academy of Home Care Physicians, the National Alliance for 

the Mentally 111, and many home health care providers who are voluntarily using OASIS because of its 

unprecedented value in promoting high quality care and comprehensive, accurate, clinical 

record-keeping. Home health care professionals using OASIS report that it is helping them to be more 

focused on the needs of individual patients, and to provide better care in fewer visits and with fewer 

subsequent hospitalizations. 

Implementation 
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We first published a proposed rule for requiring use of OASIS by all home health agencies participating 

in the Medicare and Medicaid program in the Federal Register on March 10,1997. Many comments 

on the proposed regulation suggested adding additional questions. However, to keep OASIS at a 

reasonable length, we instead will allow agencies flexibility to expand tailor OASIS te for their own 

patient population. For example, an agency that provides a larger share of mental health services can 

add extra questions related to mental health if it so chooses; however, these data will not be 

transmitted. 

On January 25,1999, we pubhshed a final regulation requiring use of OASIS and an interim final rule 

requiring that home health agencies encode and transmit the data to us. We had planned for home 

health agencies to begin mandatory reporting of OASIS data on April 26,1999. However, on April 7 

we announced that we would postpone the requirement in order to conduct a thorough evaluation of 

privacy concerns and to complete the review of OASIS pursuant to the Paperwork Reduction 

Act of 1995. With those Once these concerns sew are addressed, we expect to publish a new date 

for the start of mandatory collection and reporting will report it in the Federal Register, soon. 

Once reporting begins, home health agencies will transmit computerized, coded OASIS data to State 

survey agencies using a private network with a direct phone connection. The State will compile the 

data and send it to the Health Care Financing Administration. OASIS system users must enter an ID 

and password at three different checkpoints before access is permitted. And, at every step in thc 

preeess; the data transmitted to the States and to HCFA is fully protected under the federal Privacy 

Act. The Privacy Act has been effective in ensuring confidentiality of Medicare data. 

We will develop a performance report for each home health agency based on its OASIS reports, 

including a comparison of its performance to the State and national average. That will allow home 

health agencies to identify their own weaknesses and improve the quality of care they provide. It also 

will allow us to compare the quality of care among agencies and thereby increase scrutiny for those that 

6 
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need more oversight and assistance in improving quality. Eventually, we will share results with the 

public so consumers can make informed choices among home health agencies based on the quality of 

care they provide. 

Data that can identify individual Medicare and Medicaid patients are critical to ensuring that we pay 

accurately for care and that we can monitor the quahty of care. It allows evaluators to assess whether a 

home health patient's later admission to a hospital or nursing home might be related to gaps or 

problems with the care provided by the home health agency and identify potential areas for 

improvement. It is also essential for ensuring accurate payment under the prospective payment 

system. In particular it links the OASIS data to actual claims data in order to create the 

proper weightings for reimbursement 

As I stated earlier, all infonnation that could be used to identify private pay patients will be removed 

by the home health agencies before OASIS data is reported to HCFA and the State.. , and we will 

not require ageneica to report data on private pay-patients until systems for removing identifiable 

iafbrmatioiraic in place. 

Data on private patienta is collected in order to ensure conaiatent quality of care for all patients. It 

allows us to-eomparc care provided to private pay and Medicare patients and make sure that mccntives 

under thc proapective payment gyatcm to provido eare efficiently arc not limiting appropriate care for 

Medicare patients. Collecting data on all patients, regardless ef payer, is atandmrd foi all Medicare and 

Medicaid Conditions of Participation for home health ageneica j as well aa for Conditiona of 

Participation for hospitals and other providers, and foi quality aasesamcnb by private health care 

accreditation bodies, such as thc Joint Commission-on-Acercditation of Health Care Organiaations. 

OASIS and Prospective Payment 
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OASIS data are critical to development, implementation, and accurate payment under the home health 

prospective payment system that Congress has required we implement in October 2000. We need to 

collect OASIS data as soon as possible in order to develop prospective payment rates and estimate 

their impact based on comprehensive national data. Doing so based on the limited OASIS research 

data available to us now could jeopardize our ability to pay accurately and to understand in advance 

how different types of agencies across the country will be affected. 

The comprehensive infonnation in OASIS is necessary to accurately determine the appropriate 

amount of care, and therefore the appropriate amount of payment for that care. This is particularly 

important in the home health environment, which is complicated by confounding factors such 

as patient behavior. Patient diagnosis alone, which is the basis for inpatient hospital prospective 

. payment, predicts less than 10 percent of home health patients' need for service. 

Using OASIS to both determine accurate payment and assess quality helps to minimize the burden on 

home health agencies. It also helps fight fraud and abuse, which has been a substantial problem in 

home health care, because it balances incentives. While prospective payment creates an incentive to 

"upcode" and say patients are sicker in order to receive higher payment, doing so with OASIS would 

result in poor quality indicators. That could trigger an investigation, as well as result in a competitive 

disadvantage when OASIS data are eventually shared with the public. 

Using OASIS to monitor quality is even more essential under a prospective payment system. As 

mentioned above, prospective payment creates highly effective incentives to provide care efficiently, but 

those incentives must not be allowed to reduce appropriate care. OASIS will help providers accurately 

assess what the proper level of care is, and it will help us monitor that care to ensure that patients are 

getting all the care they need. 
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CONCLUSION 

OASIS represents a significant advance in home health care. It is proven in rigorous testing to help 

improve the quahty of patient care and the outcomes of that care. It allows home health care 

professionals to spend more time with patients and less time writing up assessments. It will help ensure 

accurate payment under the new prospective payment system. It will help ensure that beneficiaries 

receive high quahty care. And it will help protect taxpayer dollars and the integrity of the Medicare and 

Medicaid programs. We are taking extra precautions, beyond our already stringent privacy protections 

for Medicare and Medicaid data, to ensure the confidentiahty of OASIS information, and we are 

communicating these precautions to all (Medicare, Medicaid, and private pay) patients before 

they receive home health care. In addition, And we are working to help home health care 

professionals leam how to use this important new clinical advance. I thank you for holding this hearing, 

and I am happy to answer your questions. 

# # # 

TOTAL P.10 
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The Honorable John Podesta ^ _ 
White House Chief of Staff \ j y / \ ( 
White House 
1600 Penmsylvania Avenue ( 
1st Floor, West Wing 
Washington, DC 20500 

Dear Mr. Podesta; 

On behalf or the American Medical Association, I would like to inform you about the strong 
support of our Association for passage of HR. 354, legislation to prevent database piracy. As an 
organization that both develops and maintains sophisticated databases regarding health care, we 
are strongly supportive of legislation that protects these important resources. Action is needed to 
address domestic concerns as well as issues raised bytbe European Union's directive regarding 
database protections. 

We understand that there are concerns by users of mformation as articulated in the 
Administration's testimony before thc Judiciary Committee on March 18. We would like to 
reiterate, however, that passage of legislative that addresses these concerns is essential to our 
ability to continue to develop and maintain our databases. 

Respec: 

E. Ratcliffe Anderson Jr., MD 

fux; 202.456.2883 
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U.S. Department of Justice ^ ^ ^ 0 * 

Office of the Deputy Attorney General 

Special Counsel for Health Care Fraud Washington, D.C. 20530 

The Honorable James M. Jeffo r d s 
Chairman 
Committee on Health, Education, Labor and Pensions 
United States Senate 
Washington, D.C. 20510-6300 

Dear Mr. Chairman: 

Thank you f o r the oppo r t u n i t y t o present the views of the 
Department of Ju s t i c e on behalf of the law enforcement community 
on pending l e g i s l a t i o n t o p r o t e c t the c o n f i d e n t i a l i t y of personal 
medical i n f o r m a t i o n . As I t e s t i f i e d on A p r i l 27, we look forward 
t o working w i t h the Committee t o p r o t e c t the priv a c y of 
c o n f i d e n t i a l h e a l t h i n f o r m a t i o n , while preserving the a b i l i t y of 
Federal, s t a t e and l o c a l law enforcement agencies t o enforce the 
laws w i t h i n t h e i r j u r i s d i c t i o n s and t o oversee the i n t e g r i t y of 
the h e a l t h care payment system. We believe the Department can 
and should play a c o n s t r u c t i v e r o l e i n t h i s e f f o r t , and 
Departmental representatives already have met w i t h Committee 
s t a f f t o provide t e c h n i c a l d r a f t i n g assistance. 

E x i s t i n g laws at the Federal, state and l o c a l l e v e l and 
i n t e r n a l p o l i c i e s and procedures have been s u f f i c i e n t t o p r o t e c t 
against widespread abuse of medical records pr i v a c y by law 
enforcement agencies. Nonetheless, the Department recognizes 
t h a t a d d i t i o n a l safeguards may be necessary t o prevent f u t u r e 
abuses, p a r t i c u l a r l y i n response t o the growing use of computers 
to s t o r e , analyze, and d i s t r i b u t e c o n f i d e n t i a l h e a l t h 
i n f o r m a t i o n . Morever, the Department believes t h a t reasonable 
r e s t r i c t i o n s on law enforcement access t o , and use of, 
c o n f i d e n t i a l h e a l t h i n f o r m a t i o n t h a t e s s e n t i a l l y c o d i f y current 
law and p r a c t i c e would not unduly burden law enforcement agencies 
or jeopardize p u b l i c s a f e t y . With these general p r i n c i p l e s i n 
mind, the Department o f f e r s the f o l l o w i n g s p e c i f i c suggestions on 
how to s t r i k e the appropriate balance between the need t o p r o t e c t 
c o n f i d e n t i a l h e a l t h i n f o r m a t i o n and the need t o p r o t e c t the 
he a l t h and saf e t y of the p u b l i c and i n v e s t i g a t e and punish 
i l l e g a l a c t i v i t y . 
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At a minimum, medical records pri v a c y l e g i s l a t i o n should 

p r o h i b i t Federal, s t a t e and l o c a l law enforcement agencies and 
employees from o b t a i n i n g or using such i n f o r m a t i o n except f o r 
o f f i c i a l law enforcement a c t i v i t i e s . I n a d d i t i o n , as a general 
p r i n c i p l e , we be l i e v e i t would not be unduly burdensome t o c o d i f y 
c u r r e n t p r a c t i c e by r e q u i r i n g law enforcement t o use l a w f u l 
compulsory process, such as a search warrant, grand j u r y 
subpoena, summons, warrant, j u d i c i a l subpoena, a d m i n i s t r a t i v e 
subpoena or a c i v i l i n v e s t i g a t i v e demand i n order t o ob t a i n 
p r o t e c t e d h e a l t h i n f o r m a t i o n ; provided, t h a t the l e g i s l a t i o n 
include l i m i t e d but important exceptions, discussed below, t h a t 
r e f l e c t c u r r e n t law and p r a c t i c e and are necessary t o p r o t e c t 
p u b l i c h e a l t h and safe t y . 

The Department also would support l e g i s l a t i o n t h a t requires 
law enforcement agencies t o take appropriate and reasonable steps 
t o minimize the p u b l i c d i s c l o s u r e of i d e n t i f i a b l e h e a l t h 
i n f o r m a t i o n , c o n s i s t e n t w i t h the requirements of due process, and 
the needs of law enforcement t o present a complete case. Law 
enforcement should also be required t o destroy or r e t u r n medical 
records t o the o r i g i n a l record-holder when the o f f i c i a l law 
enforcement a c t i v i t y r e q u i r i n g the r e t e n t i o n of those records has 
concluded, and no other a p p l i c a b l e law or r e g u l a t i o n requires 
t h a t the medical records be re t a i n e d . 

While we support reasonable r e s t r i c t i o n s on law enforcement 
access t o and use of c o n f i d e n t i a l h e a l t h i n f o r m a t i o n , we believe 
medical records p r i v a c y l e g i s l a t i o n should not unduly hinder the 
a b i l i t y of Federal, s t a t e and l o c a l law enforcement t o 
i n v e s t i g a t e and prosecute i l l e g a l a c t i v i t y and t o p r o t e c t the 
i n t e g r i t y of the h e a l t h care payment system. Thus, we be l i e v e 
the requirement f o r law enforcement t o use compulsory process, 
discussed above, should not apply i n four circumstances: (1) when 
law enforcement i s performing h e a l t h oversight f u n c t i o n s ; (2) 
pursuant t o Federal, s t a t e or l o c a l mandatory r e p o r t i n g laws 
( i n c l u d i n g laws r e q u i r i n g the r e p o r t i n g of gunshot wounds, rapes, 
abuse of c h i l d r e n or the e l d e r l y , or d i v e r s i o n of c o n t r o l l e d 
substances); (3) i n t i m e - s e n s i t i v e circumstances t o prevent 
threatened or imminent p h y s i c a l harm t o any person; and (4) when 
necessary t o obt a i n l i m i t e d i n f o r m a t i o n necessary t o lo c a t e and 
i d e n t i f y a p a t i e n t who i s a f u g i t i v e , suspect, or m a t e r i a l 
witness. I n these l i m i t e d circumstances. Federal law should not 
unduly hinder the a b i l i t y of Federal, s t a t e and l o c a l law 
enforcement agencies t o respond promptly t o i l l e g a l a c t i v i t i e s 
and t o p r o t e c t p u b l i c health and safety. 

With respect to the issue of d e r i v a t i v e use, i n order t o 
accommodate s p e c i a l concerns which may a r i s e when law enforcement 
obtains access t o large numbers of hea l t h records during h e a l t h 
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o v e r s i g h t a c t i v i t i e s , we believe law enforcement should not be ^^^V 
p e r m i t t e d t o use i n f o r m a t i o n discovered during the o v e r s i g h t 
f u n c t i o n against a p a t i e n t f o r an unrelated, non-health care 
matter, unless a procedure analogous t o t h a t created by the 
Health Insurance P o r t a b i l i t y and A c c o u n t a b i l i t y Act of 1996 
( c o d i f i e d at 18 U.S.C. § 3486(e)) i s followed. However, because 
these concerns are not r e p l i c a t e d when law enforcement obtains 
h e a l t h records i n non-health oversight law enforcement 
a c t i v i t i e s , we b e l i e v e there should be no r e s t r i c t i o n on 
d e r i v a t i v e use of c o n f i d e n t i a l health i n f o r m a t i o n obtained by a 
law enforcement agency i n the discharge of i t s general ( i . e . , 
non-health oversight) enforcement r e s p o n s i b i l i t i e s . 

F i n a l l y , we believe j a i l s , prisons and detention f a c i l i t i e s 
present unique s i t u a t i o n s w i t h respect t o medical records 
p r i v a c y . While the Department supports l e g i s l a t i o n t h a t 
r e s t r i c t s c o r r e c t i o n a l f a c i l i t i e s and employees from d i s c l o s i n g , 
using or o b t a i n i n g medical i n f o r m a t i o n , we b e l i e v e such 
i n s t i t u t i o n s should be exempted from the general o b l i g a t i o n s and 
duties imposed by medical record privacy l e g i s l a t i o n . These 
f a c i l i t i e s also should be permitted t o exchange prisoner or 
detainee h e a l t h records without p a t i e n t a u t h o r i z a t i o n w i t h 
community h e a l t h care providers p r o v i d i n g h e a l t h care services to 
the p r i s o n e r s or detainees. 

There other t e c h n i c a l d r a f t i n g issues on which would l i k e t o 
work w i t h the Committee, i n c l u d i n g issues r e l a t i n g t o c e r t a i n 
d e f i n i t i o n s , the procedures f o r the i m p o s i t i o n of p e n a l t i e s f o r 
v i o l a t i o n s , and government l e g a l department access t o h e a l t h 
records from governmental departments and agencies wh i l e 
r e p r e s e n t i n g these bodies i n c i v i l matters p r i o r t o the 
i n i t i a t i o n of l e g a l proceedings. 

Sincerely, 

John T. B e n t i v o g l i o 

cc: The Honorable Edward M. Kennedy 
Ranking M i n o r i t y Member 
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HELP draft 5/18/99 

Top Issues 

1. Notice oflnformation Practices. The requirements for the Notice of Confidentiality 
Infonnation do not include key mformation eg. actual uses and recipients of the information, 
confidentiality practices empbyed by the holder of the information, how to obtain additional 
infonnation. Also doesn't require that it be given to the individual. 

2. Content and Structure of the Authorizations. The requirements for authorizations provide 
inadequate information and privacy protections, and also appear to be unworkable as a practical 
matter. There is no requirement that the authorization for treatment/payment state that plan 
enrollment is conditioned upon signing the authorization, or inform the person that he can opt-
out and self pay fbr an episode of care. Since this authorizations is ooeroed (the plan may refiosc 
enrollment if the authorization is not signed), failure clearly to limit the authorizations to 
treatment/payment makes many of the protections in the rest of the bill meaningless 

There is no requirement that the authorization for purposes other than treatment/payment stale 
that the person need not sign the authorization in order to get treatment/payment. If this is not 
stated on the face of the autiiorization, the person could easily not understand that signing the 
authorization is voluntary. 

3. Loophole in the Definition of "Health Care Operations." As drafted, this definition 
appears to include activities "implementing thc terms of a contract for health plan benefits." This 
open ended clause is limited only by four broadly phrased provisions describing the universe of 
health care operations. This could make many of the protections in the rest of the bill 
meaningless. We are working with staff to fix this language. Additionally, the definition does 
not limit "Operations" uses / disclosures to those internal to the plan that obtains the information 
from the individual. 

4. Definition of Nonidentifiable Health Information. Under this definition, if the obvious 
identifiers (name, SSN, birthdate) have been removed or encoded, the information is deemed 
nonidentifiable. This oversimplifies identifiability. This definition wrongly assumes that an 
individual cannot be identified even after these types of "identifiers" have been removed or 
coded It assumes that a "key" would be required to reveal the subject's identity. However, 
coded data can still be easily identifiable data. This definition limits the bill's protections to too 
narrow a range of information. 

Tlie definition should focus on whether or not, or how hard it is, to identify thc person — not on 
what has been done to thc information. It should incorporate a concept of reasonableness or 
directness or both, much like the definition in the S.578 as introduced. That is, information 
should be "identifiable" if it is reasonable to believe that predictable recipients of the infotmation 
could, based on the infonnation alone or in combination with other information to which the 
recipienl ia likely lo have access, identify die subject. This (or au even more protective) 
approach is taken by most HHS agencies today. 

1 
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5. Research. "Pure Research." The definition of protected health infonnation (PHI) now 
also includes any banked cells or tissue-this means that any infbrmation derived fiom research 
using tissue/cells will be subject to all of the allowable disclosures in this bill. Research that is 
totally independent of the provision of health care (sand which may have unproven relevance to 
the provision of health care) should not be subject to the same allowable disclosures as health 
care related information. 

Coded Information. Because the definition of PHI excludes infonnation if the obvious 
identifiers have been stripped or coded (see #4 above), a significant amount of mformation that 
today is protected by the Common Rule would no longer have such protection. Coded 
information should be subject to IRB or data review board approval of waiver of authorization 
for disclosure. 

Membership and Operations Rules for the Data Review Boards. Under this draft, the data review 
boards reviewing private sector research establish their own rules for complying with the statute. 
They should be subject to implementing regulations established by the Secretary. 

Other Major Issues a T f { j L y ^ +^Vh^ ^ tf^l?. 

Private Right of Action. Under this draft, the plaintiff must prove an "intentional and willful" 
violation. The standard to prove a basic violation should be "knowing." The statute of 
limitations has also been shortened fiom 3 years to 2. 

Research Purposes - Access to information obtain dining a research study should be denied only 
where a board has approved the denial of access, and the patient has agreed to the denial of 
access when consenting to participate. A patient should be granted access to the information at 
the conclusion of the trial. 

Accounting for Disclosures. The exception for disclosures to employees of the entity that 
maintains the record is over broad. If the employee works in a very different component of a 
large, even multi-national, corporation, the disclosure is more analogous to disclosures outside 
the record-keeper, and there should be an accounting. 

Creation of Non-Identjfiable Infonnation. Under this draft, a holder of PHI may hire someone to 
transform PHI into nonidentifiable health infonnation if they prohibit that person from using the 
PHI for any other purpose. This should not be left to contract, which the holder of PHI may have 
little incentive to enforce. The law should directly prohibit such agents from using the PHI for 
other purposes, so that violations are subject to thc bill's enforcement provisions. 

Deemed Disclosure of PHI. It is not clear from the existing language whether the manipulation 
of nonidentifiable information with intent to create PHI must be successful in order for there to 
be a violation. This should be clarified. We suggest revising this as follows: .. who 
manipulates a nonidentifiable database in an attempt (whether or not successful) to identify an 
individual " 
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Emergency Circumstances — Public health authorities should be explicitly mentioned as entities 
that are permitted to receive protected health infoimation under emergency circumstances. In the 
event of a bioterrorist attack, which would constitute emergency circumstances, there will be 
legitimate reasons for permitting persons to disclose protected health information to health 
officials (e.g., to identify persons who should receive emergency treatment). 

Section 207. Public Health. The language in Section 207 regarding disclosures to public health 
authorities (i.e., "for use in a legally authorized...") may be overly restrictive and not allow for 
various agents and collaborators (such as grantees) to receive the information. The language 
should give public health authorities broader discretion to designate appropriate recipients of the 
mformation consistent wjth current practice. 
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AMENDMENT No. _____ intended to be proposed by. 

Viz: 
1 In section 204, strike subsection (d) and insert the following: 

2 (d) RIGHTS or MINORS.-- The rights of minors under this Act shall be exercised by a 

3 parent, the minor, or other person as provided for under the applicable State law, provided 

4 however that a minor who, acting alone or with legal authorization, may obtain a type of health 

5 care without violating any applicable law, shall exercise all the rights of the individual under this 

6 Act with respect lo protected health information relating to such health care. 

7 

8 In section 401 (a)(4), add "access to protected health infonnation or health care services 

9 or" after "that relates to" on page 83, line 14. 
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1 (d) RIGHTS OF MINORS.—The rights of minors under irxfdt''*0 

2 this Act shaJ] be exercised by a parent, the minor, or other ^ u • 

3 person as provided for under applicable State law. ^ 

4 SEC. 205. EMERGENCY CIRCUMSTANCES. 

5 (a) GENERAL RULE.—In the event of a threat of im-

6 minent physical or mental harm to the subject of protected 

7 health information, any person may, in order to allay or 

8 remedy such threat, disclose protected health information 

9 about such subject to a health care practitioner, health 

10 care facility, law enforcement authority, or emergency 

11 medical personnel. l^fr^A ^ 

12 (b) HARM TO OTHERS.—Any person may disclose 

13 protected health information about the subject of the in-

14 formation where— 

15 (1) such subject has made a direct or indirect 

16 threat of serious injury or death with respect to an 

17 individual or group of individuals: 

18 (2) the subject has the ability to carry out such 

19 threat, or is engaged in earning out the threat; and 

20 (3) the release of such information is necessaiy 

21 to prevent or significantly reduce the possibility of 

22 such threat being carried out. 

23 (c) GOOD F A I T H BELIEF.—No disclosure made in 

24 the good faith belief that the disclosure was necessary to 

25 protect the health or safety of an individual or others from 
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1 TITLE IV—MISCELLANEOUS 
2 SEC. 401. RELATIONSHIP TO OTHER LAWS. 

3 (a) STATE AND FEDERAL LAW.— 

4 (1) STATE LAW ENACTED PRIOR TO DATE OF 

5 ENACTMENT.— 

6 (A) LN GENERAL.—Except as provided in 

7 this section, the provisions of this Act shall pre-

8 empt State laws enacted prior to the date of en-

9 actment of this Act to the following extent: 

10 (i) COPYING, INSPECTION, AND 

11 AME ND ME NT.—The provisions of title I re-

12 lating to the copving or inspection and 

13 amendment of protected health information 

14 shall preempt any such State law to the 

15 extent that such law relates to the right of 

16 an individual to inspect or copy protected 

17 health information pertaining to the indi-

18 vidual, or the right of an individual with 

19 respect to the amendment of protected 

20 health information pertaining to the indi-

21 vidual. 

22 (ii) USE AND DISCLOSURE FOR 

23 TREATMENT, PAYMENT, AND HEALTH 

24 CARE OPERATIONS.—Sections 202 shall 

25 preempt any such State law to the extent 



O:\BAI\BAI99.694 s.L C 

81 

1 that such law relates to the use and disclo-

2 sure of protected health information for 

3 purposes of treatment, payment or health 

4 care operations. 

5 ~ (iii) USE AND DISCLOSURE FOR RE-

6 SEARCH.—Section 208 shall preempt any 

7 such State law to the extent that such law 

8 relates to the use and disclosure of pro-

9 tected health information for purposes of 

10 research. 

11 (B) LIMITATION.— 

12 (i) I N GENERAL.—Nothing in this Act 

13 shall be construed to preempt any provi-

14 sion of State law relating to the confiden-

15 tiality- of health information or health-re-

16 lated information if such provision of State 

17 law is not a law of the type described in 

18 subparagraph (A). 

19 (ii) MORE PROTECTIVE STATE 

20 LAWS.—No provision of this Act described 

21 in subparagraph (A) shall be construed to 

22 preempt any State law enacted prior to the 

23 date of enactment of this Act if such State 

24 law is more protective of the confidentiality 

25 rights of individuals than such provision. 
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1 (2) STATE LAW ENACTED AFTER DATE OF EN-

2 ACTMENT.—Except as provided in subsections (b) 

3 and (c). the provisions of this Act described in para-

4 graph (1)(A) shall preempt any related provisions of 

5 a State law pertaining to the confidentiality of pro-

6 tected health information if such law is enacted after 

7 the date of enactment of this Act. 

8 (3) CONSISTENCY WITH OTHER FEDERAL 

9 LAWS.— 

10 (A) I N GENERAL.—Nothing in this Act 

11 shall be construed as altering, amending, modi-

12 fying, invalidating, impairing or superseding, 

13 explicitly or implicitly, other Federal laws or 

14 regulations relating to protected health infor-

15 mation or relating to an individual's access to 

16 protected health information or health care 

17 services. 

18 (B) OTHER LAWS.—Nothing in this Act' 

19 shall be construed to prevent an employer or its 

y 20 agent from complying with it s rights and re-

21 sponsibility under— 

22 (i) the Americans with Disabilities Act 

23 of 1990 (29 U.S.C. 12101 et seq.) or any 

24 State or local law relating to discrimina-

25 tion on the basis of disabilitv; 
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1 (ii) the Family and Medical Leave Act \ 

2 of 1993 (29 U.S.C. 2601 et seq.) or any 

3 State or local law relating to family and 

4 medical leave: or 

5 (iii) the Occupational Safety and 

6 Health Act of 1970 (29 U.S.C. 651 et 

7 seq.). the Federal Mine Safety and Health 

8 Act of 1977 (30 U.S.C. 801 et seq.), orj 
i 
i 

9 any State or local law relating to work-; 

10 place safety and health. 

11 (4) MINORS.—Nothing in this Act shall be con-

12 strued to preempt, modify, repeal or affect the inter-

13 pretation of a provision of Federal or State law that 

14 [relates f^-tfee disclosure of protected health informa-

15 tion or any other information about a minor [to a 

16 parent or guardian of such minorTj 

17 (b) PRIVILEGES.—Nothing in this section shall be 

18 construed to preempt or modify any provision of State 

19 statutory or common law to the extent that such law con-

20 cems a privilege of a witness or person in a court of that 

21 State. This title shall not be construed to supersede or 

22 modify any provision of Federal statutory or common law 

23 to the extent such law concerns a privilege of a witness 

24 or person in a court of the United States. Authorizations 
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1 pursuant to sections 202 shall not be construed as a waiv-

2 er of any such privilege. 

3 (c) CERT.UX DUTIES UNDER LAW.—Nothing in this 

4 section shall be construed to preempt, supersede, or mod-

5 ify the operation of any State law that relates to— 

6 (1) the use and disclosure of information per-

7 taining to mental health: or 

8 (2) jthe use and disclosure q£jinformation per-

9 taining to public healtlr ooiuutnifc- with- section 207; 

10 to the extent that such State law prevents or otherwise 

11 restricts the use and disclosure of protected health infor-

12 mation otherwise permissible under this Act. 

13 (d) STATE FLEXIBILITY IN LAWS PROTECTING 

14 HEALTH INFORMATION RELATED TO WORKERS COM-

15 PENSATION AND LLABILITY INSURANCE.— 

16 (1) FLEXIBILITY IN GENERAL.— 

17 (A) NONAPPLICATION.—The requirements 

18 of this Act shall not apply to any person in con-

19 nection with providing, administering, support-

20 ing, or coordinating benefits excepted under any 

21 of subparagraphs (B) through (F) and (H) of 

22 section 2791(c)(1) of the Public Health Service 

23 Act (42 U.S.C. 300gg-91(e)(l)(B)-(F) and 

24 (H)), so long as a State is found to be protec-
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1 serious, imminent harm shall be a violation of. or punish-

2 able under, this Act. 

3 (d) EXIGENT CIRCUMSTANCES.— 

4 (1) I N GENERAL.—When exigent circumstances 

5 exist, any person may disclose protected health in-

6 formation upon the request of a law enforcement 

7 agency that is in hot pursuit of, ia. •utpmptincr rq 9-

8 leoate and- identifoTa fugitive, suspect, or material 

9 witness. 

10 (2) GOOD FAITH BELIEF.—NO disclosure made 

11 in the good faith belief that exigent circumstances 

12/ exist, as described in paragraph (1), shall be a viola-

13 tion of, or punishable under, this Act. 

14 SEC 206. OVERSIGHT. 

15 (a) I N GENERAL.—A health care provider, health 

16 plan. health researcher. employer, life insurer, law enforce-
^ ^ 

17 ment official,/public health authoritv, school, or universitv /-OAA 

• ^0* ^V >̂ 
18 shall disclose protected health information to a health a (^00^ 
19 oversight agency for purposes of. or in compliance with, 

20 an oversight function authorized by law. 

21 (b) USE I N ACTION AGAINST INDIVIDUALS.— 

22 (1) LN GENERAL.—Protected health information 

23 about an individual that is disclosed under this sec-

24 tion may not be used in, or disclosed to any person 

o' 



O:\BAI\BAI99.694 s L.C. 

57 

1 (C) specify that such information may not 

2 othenvise be disclosed or used: and 

3 (D) meet any other requirements that the 

4 court determines are needed to protect the con-

5 fidentiality of the information. 

6 (c) APPLICABILITY.—This section shall not apply in 

7 a case in which the protected health information sought 

8 under such discovery request or subpoena— 

9 (1) is nonidentifiable health information; 

10 (2) is related to a party to the litigation whose 

11 medical condition is at issue; or 

12 (3) could be disclosed imder any of sections 202 

13 through 208T 210, and 212. 

14 (d) EFFECT OF SECTION.—This section shall not be 

15 construed to supersede any grounds that may apply under 

16 Federal or State law for objecting to turning over the pro-

17 tected health information. 

18 SEC. 210. DISCLOSURE FOR LAW ENFORCEMENT PUR-

19 POSES. 

20 (a) I N GENERAL.—A health care provider, health 

21 plan, health oversight agency, employer, life insurer, law 

22 enforcement official, school, university, or person who re-

23 ceives protected health information pursuant to sections 

24 203 through 208, may disclose protected health informa-

25 tion under this section to a law enforcement official con-
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1 ducting or supervising a law enforcement inquiry- pursuant 

2 to— 

3 (1) a subpoena issued under the authority of a 

4 grand jury: 

5 (2) an administrative subpoena or summons 

6 pursuant to Federal or State law. or judicial sub-

7 poena: 

8 (3) a civil investigative demand pursuant to 
r 

9 Federal or State law as issued bv the Attomev Gen-

10 eral or a State official as authorized by State law; 

11 (4) a warrant issued on a showing of probable 

12 cause-, 

13 (5) a law requiring the reporting of protected 

14 health information to law enforcement officials, in-

15 eluding laws requiring the reporting of wounds. 

16 rape, or abuse or neglect; 

17 (6) a request othenvise authorized under Fed-

18 eral or State law for the conduct of lawful intel-

19 ligence activities/conducted pursuant to the National 

20 Security Act of 1947 (50 U.S.C. 401 et seq.); 

21 (7) a request made in connection with providing 

22 protective senices to the President or other individ-

23 uals pursuant to section 3056 of title 18. United 

24 States Code; or 

25 (7) any other court order. 
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1 Xothing in this subsection shall be construed to permit 

2 a person to refuse to disclose information on the grounds 

3 that such disclosure is not required under this subsection. 

4 (b) DESTRUCTION OR RETURN OF INFORMATION.— 

5 When the law enforcement need, investigation or proceed-

6 ing for which protected health information was disclosed, 

7 including matters before a grand jury-, has concluded, in-

8 eluding any derivative matters which may have arisen 

9 from the original need, investigation or proceeding, the 

10 law enforcement agency or grand jury- shall either destroy 

11 the protected health information, or return it to the person 

12 from whom it was obtained unless another applicable law 

13 -fep-ttpron the chscrefiurr uf Llie AUumcy GcncraH^requires 

14 that the protected health information be retained by the 

15 law enforcement agency, including DNA database entries 

16 for sexual offenders^This subsection shall not apply to 

17 protected health information disclosed to an entity as pro-

18 vided for under paragraph (6) or (7) of subsection (a). 

19 (c) REDACTIONS.—A law enforcement agency shall. 

20 when necessary- to disclose protected health information in 

21 public forums (such as court filings or trials, or adminis-

22 trative proceedings, where the individual who is the sub-

23 ject of the protected health information has either not con-

24 sented to the disclosure, or not put their health conchtion 

25 at issue)— 

A-<r 

so*-
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1 (1) redact the personally identifiable informa-

2 tion to the extent practicable: or 

3 (2) if not practicable, othenvise minimize, in a 

4 reasonable and appropriate manner, the public dis-

5 closure of protected health information. 

6 (d) USE OF INFORMATION.—Protected health infor-

7 mation obtained by a law enforcement agency pursuant 

8 to this section may only be used for purposes of a legiti-

9 mate law enforcement inquiry. 

10 (e) PRISON AND DETENTION FACILITIES.—A person 

11 or detention or correctional facility, or a law enforcement 

12 agency acting as a detention or correctional facility, that 

13 provides health care senices to detainees, prisoners or in-

14 mates, shall not be subject to the provisions of this Act 

15 with respect to the protected health information that is 

16 created through the provision of such health care senices, 

17 so long as such information is used or disclosed only for — 

18 me purposes of security, safety, corrections, probation. v^juJ^) uj^!' 

19 pardon, and parole or as othenvise authorized by Federal ( ^ ^ ^ J S ^ y 

20 or State law or in order to provide health care senices 

21 for that detainee, prisoner, or inmate. 

22 (f) LIMITATION ON USE AND DISCLOSURE FOR LAW 

23 ENFORCEMENT INQUIRIES.—Protected health informa-

24 tion about an individual that is disclosed under this sec-

25 tion mav not be used in anv administrative, civil, or crimi-
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1 nal action or investigation directed against the individual. 

2 unless the infonnation is relevant to a legitimate law en-

3 forcement inquiry or as permitted under subsection (e). 

4 (g) IDENTIFICATION OF INDIVIDUALS.—Notwith-

5 standing subsections (a) and (b), a health care provider 

6 may. in response to a law enforcement inquiry-, provide 

7 the name, address, social security number, dafe of birth. 

8 place of birth, type of injury, and date and time of treat-

9 ment of an individual who received medical services from 

10 the health care provider if obtaining the identity of such 

11 individual is necessary- for an official law enforcement in-

12 quiry. 

13 (h) EXCEPTIONS.—Nothing in this section shall be 

14 construed to limit the provisions of section 205 that gov-

15 em disclosures to a law enforcement official performing 

16 an official oversight function that is subject to such sec-

17 tion. 

18 SEC. 211. PAYMENT CARD AND ELECTRONIC PAYMENT -— ty&AjL 

19 TRANSACTION. 

20 (a) PAYMENT FOR HEALTH CARE THROUGH CARD 

21 OR ELECTRONIC MEANS.—If an individual pays for health 

22 care by presenting a debit, credit, or other payment card 

23 or account number, or by any other electronic payment 

24 means, the entity receiving payment may disclose to a per-

25 son described in subsection (b) only such protected health 




