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AMENDMENT NO. (Calendar No.

Purpose: To provide for a complete substitute.
IN THE SENATE OF THE UNITED STATES—106th Cong., 1st Sess.

S.

To ensure confidentiality with respect to medical records
and health care-related information, and for other purposes.

Referred to the Committee on
and ordered to be printed

Ordered to lie on the table and to be printed

AMENDMENT IN THE NATURE OF A SUBSTITUTE intended
to he proposed by Mr. JEFFORDS

Viz:
| Strike all after the enacting clause and insert the fol-

lowing:

(v o

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

4 (a) SHORT TiITLE.—This Act may be cited as the
5 ‘“Health Information Confidentiality Act of 1999".
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(1) individuals have a right of confidentiality
with respect to their personal health information and
records;
(2) with respect to information about medical

care and health status, the traditional right of con-

fidentiality is at risk;

(3) an erosion of the right of confidentiality
may reduce the willingness of patients to confide in
phyvsicians and other practitioners, thus jeopardizing
quality health care,

(4) an individual's confidentiality right means
that an individual’s authorization or informed con-
sent is needed to disclose his or her protected health
information, except In rare and limited cir-
cumstances required by the public interest;

(5) any disclosure of protected health informa-
tion should be limited to that information or portion
of the medical record necessary to fulfill the purpose
of the disclosure;

(6) 1ncentives need to be created to use non-
identifiable health information where appropriate;

{7) the availabihity of timely and accurate per-
sonal health data for the delivery of health care serv-

ices throughout the Nation is needed;
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(8) personal health care data may be essential
for selected types of medical research:

(9) public health uses of personal health data
are critical to both personal health as well as public
health;

(10) confidentiality of an individual’s health in-
formation must be assured without jeopardizing the
pursuit of clinical and epidemiological research un-
dertaken to improve health care and health outcomes
and to assure the quality and efficiency of health
care;

(11) there is an imperative need for confidence
and trust between a psychotherapist and a patient
and that such trust can only be established by an as-
surance of confidentiality; and

(12) the assurance described in paragraph (11)
serves the public interest by facilitating the provision
of appropriate treatment for individuals.

3. PURPOSES.
The purpose of this Act is to—

(1) establish strong and effective mechanisms
to protect against the unauthorized and inappropri-
ate use of protected health information that is cre-

ated or maintained as part of health care treatment,
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diagnosis. enrollment, payment, plan administration,
testing. or research processes;

(2) promote the efficiency and security of fche
health information infrastructure so that members

of the health care community may more effectively

exchange and transfer health information in a man-

ner that will ensure the confidentiality of protected
health information without impeding the delivery of
high quality health care;

(3) create incentives to turn personal health in-
formation into nonidentifiable health information for
oversight, health research, public health, law en-
forcement, judicial, and administrative purposes,
where appropriate; and

(4) establish strong and effective remedies for
violations of this Act.

4. DEFINITIONS.
As used in this Act:

(1) ACCREDITING BODY.—The term ‘“accredit-
ing body”’ means a national body, committee, organi-
zation, or institution (such as the Joint Commission
on Accreditation of Health Care Organizations or
the National Committee for Quality- Assurance) that
has been authorized b\ law or is recognized by a

health care regulating authority as an accrediting
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entity or any other entity that has been similarly au-
thorized or recognized by law to perform specific ac-
creditation. Hc-ensing or credentialing activities.
(2) AGENT.—The term “agent” means a per-

son, including a contractor, who represents and acts

for another under the contract or relation of agency,

or whose function is to bring about, modify, affect.
accept performance of, or terminate contractual obli-
gations between the principal and a third person.

(3) CoMMON RULE.—The term ‘“‘common rule”
means the Federal policy for the protection of
human subjects from research risks originally pub-
lished as 56 Federal Register 28.012 (et seq.) (June
13, 1991) as adopted and implemented by a Federal
department or agency.

(4) DISCLOSE AND DISCLOSURE.—

(A) DiscLOSE.—The term ‘‘disclose”
means to release, publish, transfer, provide ac-
cess to, or otherwise divulge protected health
information to any person other than the indi-
vidual who 1s the subject of such information.

(B) DISCLOSURE.—

(1) IN GENERAL.—The term ‘‘disclo-
sure’’ refers to a release, publication,

transfer, provision for access to, or com-
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munication of information described in

subparagraph ().

(i1) USE.—The use of protected health
information by an authorized person and
its agents shall not be considered a disclo-
sure for purposes of this Act if the use is
for the purposes for which the information
was lawfully obtained. Using or providing
access to health information in the form of
nonidentifiable health information shall not
be construed as a disclosure of protected
health information.

(5) EMPLOYER.—The term ‘“‘emplover” has the
meaning given such term under section 3(5) of the
Emplovee Retirement Income Security Act of 1974
(29 U.S.C. 1002(3)). except that such term shall in-
clude only emplovers of 2 or more emplovees.

(6) HEALTH CARE.—The term “health care”
neans—

(A) preventive, diagnostie, therapeutic, re-
habilitative, maintenance, or palliative care, in-
cluding appropriate assistance with disability,
disease of' symptom management and health
maintenance, counseling, service, or proce-

dure—
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(i) with respect to the physical .or
mental condition of an individual; or
(ii) affecting the structure or func-_tion .
of the human body or any part of the
human body, il.leluding the banking of
blood, sperm, organs, or any other tissue;
or
(B) pursuant to a prescription or medical
order any sale or dispensing of a drug, device,
equipment, or other health care related item to
an individual, or for the use of an individual.

(7) HEALTH CARE OPERATIONS.—The term
“health care operations” means, with respect to a
health plan. health care prowvider. or life insurer,
services provided by or on behalf of such health
plan, health care provider, or life insurer for the
purpose of carrving out the management functions
of such health plan, health care provider, or life in-
surer, or carrying out the delivery of health benefits
by such health plan, health care provider, or life in-
surer under the terms of a contract for health plan
or life insurance benefits. Such term means only the
following:

(A) Conducting quality assessment and im-

provement activities, including outcomes evalua-
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tion, and clinical guideline development and im-
provement.

(B) Reviewing the competence or qualifica-
tions of health care professionals, evaluating
provider performance. health plan performance,
and conducting professional or clinical health
care education, accreditation. certification, li-
censing, or credentialing activities.

(C) Rating and insurance activities, includ-
ing underwriting, experience rating, and rein-
surance.

(D) Conducting or arranging for auditing
services, including fraud and abuse detection
and compliance programs.

(E) Such other services as the Secretarv
determines appropriate through regulations
(after notice and comment).

(8) HEALTH CARE PROVIDER.—The term

“health care provider” means (for purposes of this
Act only) a person, who with respect to a specific
item of protected health information, receives, cre-
ates, uses, maintains, or discloses _the information

while acting in whole or in part in the capaci.ty of—

(A) a person who is licensed, certified, reg-

istered, or otherwise authorized by Federal or
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State law to provide an item or service that
constitutes health care in the ordinary course of
business. or practice of a profession, or an offi-
cer, emplovee, or agent of a person described in
this subparagraph that is engaged in the prowi-
sion of health care; or

(B) a Federal, State, or employer spon-
sored program, or a health plan that provides,
or facilitates the provision of items or services
that constitute health care to beneficiaries. |
(9) HEALTH OVERSIGHT AGENCY.—The term

“health oversight agency” means a person who, with
respect to a specific item of protected health infor-
mation, receives, creates, uses, maintains, or dis-
closes the information while acting in whole or in
part in the capacity of—

(A) a person whb performs or oversees the
performance of an assessment, evaluation, de-
termination, or investigation, relating to the li-
censing, accreditation, or credentialing of health
care providers; or

(B) a person who—

(i) performs or oversees the perform-
ance of an éudit, assessment, evaluation,

determination, or investigation, or the ini-
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tiation of administrative, civil or criminal
proceedings, relating to the effectiveness
of, compliance with, applicability of, or en-
forcement of laws or regulations, or legal,
fiscal, medical, or sc_zientific- standards, re-
quirements or aspects of performance re-
lated to the delivery of, or payment for,
health care or related to the use of health
information in the business of insurance,
imcluding complaints, claims, investiga-
tions, underwriting, sales, and managed
care; and
(11) is a public agency, acting on be-
half of a public agency, or a law enforce-
ment agency carrving out activities under
a law or regulation governing the audit, as-
sessment, evaluation. determination, inves-
tigation, or activities related to the initi-
ation of adnumstrative, civil or criminal
proceedings described in clause (i).
(10) HEALTH PLAN.—
(A) IN GENERAL.—The term “‘health plan”
means any health insurance issuer (as ‘such
term is‘ defined in section 2791(b)(2) of the

Public Health Service Act (42 U.S.C. 300gg-
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91(b)(2))) including any provider-sponsored or-

g‘anjzatipn, and anyv group health plan that pro-

vides medical care as defined in section 733(a)

of the Emplovee Retirement Income Security

Act of 1974 (29 U.S.C. 1191b(a)).

(B) BENEFITS.—For purposes of subpara-
graph (A). the term “health plan” includes any
‘benefit for which the delivery of the benefit re-
quires the use or disclosure of protected health
information, including benefits for disability,
dental, vision, long-term care, nursing home
care, and community-based care, and any bene-
fit that involves medical care.

(11) HEALTH RESEARCHER.—The term ‘“health
researcher” means a person, or an officer, employee
or independent contractor of a person, who creates
or receives protected health information as part of a
svstematic investigation, including research develop-
ment, testing and evaluation designed to develop or
contribute to generalizable knowledge.

(12) INFORMATION PROTECTION OFFICER.—
The term “information protection officer” means an
individual (or indhdduals), designated by a person

under this Act who has the authority to establish
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and maintain safeguards to protect the confidential-
itv of protected health information.

(13) INDIVIDUAL REPRESE.\'TAT.I\-'E.——The term
“individual representative”” means a person who Is
desionated by the individual, authorized by law
(based on grounds other than the individual being a
minor), or by an instrument recognized under law,
to act as an agent, attorney, proxy, or other rep-
resentative of a protected individual. Such term in-
cludes a health care power of attorney.

(14) INSTITUTIONAL REVIEW BOARD.—The
term ‘‘institutional review board”’ means a review
panel that is responsible for implementing Federal
human subject protection requirements as stipulated
under the common rule.

(15) KEY.—The term “kev’ means a method
or procedure used to transform nonidentifiable
health information that is in a coded or encrypted
form into protected health information.

(16) LAW ENFORCEMENT INQUIRY AND PRO-
CEEDING.—The term “law enforcement inquiry”’ or
“law enforcement proceeding’”’ means—

(A) an investigation or official proceeding

inquiring into a violation of, or failure to com-
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plv with, any statute. regulation. rule or order;

or

(B) a criminal, civil or administrative j)ro-'
ceeding, arising from a violation of, or failure to
comply with, anyv statute, regulation, rule or
order.

(17) LAW ENFORCEMENT OFFICIAL.—The term
“law enforcement official” means any officer of the
United States or of a State or political subdivision
thereof, who is empowered by law to conduct—

(A) an investigation or official proceeding
Inquiring into a violation of, or failure to com-
ply with. any statute, regulation. rule or order:
or

(B) a criminal, civil or administrative pro-
ceeding, arising from a violation of, or failure to
comply with, any statute, regulation. rule or
order.

For purposes of section 210(e), such term includes
officers or persons engaged in corrections, probation,
pardon, or parole functions.

(18) LIFE INSURER.—The term ‘life insurer”
means a life insurance company as defined in section

816 of the Internal Revenue Code of 1986.
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(19) NONIDENTIFIABLE HEALTH INFORMA-
TIO.\'.—The. term ‘“nonidentifiable health informa-
tion” means protected health information from
which personal identifiers, that either reveal the
identity of the individual who is the subject of such
information or provide a means of identifying the in-
dividual (such as name, address, and social security
number), have been removed, encrypted, or replaced
with a code, such that the identity of the individual
1s not revealed without (in the case of encrypted or
coded information) the use of a key.

(20) ORIGINATING PROVIDER.—The term ‘“orig-
iating provider” means a health care provider who
creates or originates medical information that is or
that becomes protected health imformation.

(21)  PAYMENT.—The term  ‘“‘payment”
nmeans—

(A) the activities undertaken by—

(1) or on behalf of a health plan or a
life insurer to obtain payment or to deter-
mine its responsibility for coverage under
the health plan or life insurance policy and
the actual payment under such health plan

or life insurance policy;
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(ii) a health care provider to obtain

payment for items or services; or
(iii) or on behalf of the Health Care
Financing Administration in determining
pavment for the medicare program under
title XVIII of the Social Security Act (42
U.S.C. 1395 et seq.) or the appropriate
State authority in determining payment for
the medicaid program under title XIX of
such Act (42 U.S.C. 1396 et seq.) or pa)';—
ment for the State children’s health insur-
ance program under title XXI of such Act

(42 U.S.C. 1397aa et seq.); and

(B) activities undertaken as described in

subparagraph (A) including—

(1) billing, claims management, medi-
cal data processing or other administrative
services;

(ii) determinations of coverage, or im-
proving payment methodology or coverage
policies or adjudication or subrogation of
health benefit claims;

(iii) review of health care services with

respect to medical necessity, coverage
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under a health plan, appropriateness of

care. or justification of charges:

(1v) utilization review activities, -
cluding precertification and
preauthorization of services; and

(v) risk adjusting payments based on
enrollee health status and demographic
characteristics.

(22) PERSON.—The term ‘‘person” means a
government, governmental subdivision, agency or au-
thority; corporation: company; association; firm;
partnership; society; estate; trust: joint venture; indi-
vidual: individual representative; tribal government:
and any other legal entity.

(23) PROTECTED HEALTH INFORMATION.—The
term ‘‘protected health information™ with respect to
the individual who 1s the subject of the information,
means any information. whether oral or recorded in
any form or medium, that—

(A) 1s created or received by a health care
provider, health plan, health researcher, health
oversight agency, public health authority, em-
plover, law enforcement official, life insurer,

school or university:
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1 (B) relates to, or is derived from, the past,
2 present or future—
3 (1) physical or mental health or condi-
4 tion of the dividual (iné]uding individual
S cells or their components);
6 (i1) the provision of health care to the
7 individual; or
8 (iii) pavment for the provision of
9 health care to the individual; and
10 (C) that is not nonidentifiable health infor-
11 mation.
12 (24) PUBLIC HEALTH AUTHORITY.—The term
13 “public health authority’ means an authority or in-
14 strunientality of the United States, a tribal govern-
15 nent, a State, or a political subhdivision of a State
16 that 1s—
17 (A) responsible for public health matters;
18 and
19 (B) engaged in activities such as injury re-
20 porting, public health surveillance, and public
21 health investigation or intervention.
22 (25) SCHOOL OR UNIVERSITY.—The term
23 “school or university’”’ means an institution dr place
24 for instruction or education, including an elementary

25 school, secondary school, or institution of higher
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learning, a college, or an assemblage of colleges unit-
ed under one corporate organization or government.

(26) SECRETARY.—The term “‘Secretary”
means the Secretary of Health and Human Services.

(27) SIGNED.—The term ‘‘signed” refers to

" documentation of assent in any medium, whether

ink, digital, or biometric signatures. or tape recorded
oral authorizations.

(28) STATE.—The term “State” includes the
District of Columbia, Puerto Rico, the Virgin Is-
lands, Guam, American Samoa. and the Northern
Mariana Islands.

(29) TREATMENT.—The term ‘“‘treatment”
means the provision of health care by, or the coordi-
nation of health care (including health care manage-
ment of the individual through risk assessment, case
management and disease management) among,
health care providers, or the referral bf a patient
from one prowvider to another, or coordination of
health care or other services among health care pro-
viders and third parties authorized by the health
plan or the individual.

(30) WRITING.—The term “ufiting” means any
form of documentation whether paper, electronie,

digital, biometric, or tape recorded.
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TITLE I—INDIVIDUAL’S RIGHTS
Subtitle A—Review of Protected

Health Information by Subjects

of the Information
SEC. 101. INSPECTION AND COPYING OF PROTECTED

HEALTH INFORMATION.

(a) IN GENERAL.—At the request of an individual
and except as prowvided in subsection (b), a health care
provider, health plan, emplover, life insurer, school, or uni-
versity shall permit an individual who is the subject of pro-
tected health information or the individual's designee, to
mspect and copy protected health information concerning
the individual. including records created under sections
102 and 112, that such person maintains. The person may
set forth appropriate procedures to be followed for such
inspection or copying and may require an individual to pay
reasonable costs associated with such inspection or copy-
ing. Such fees may not be assessed where such an assess-
ment would have the effect of inhibiting an individual from
gaining access to the information described in this section.

(b) EXCEPTIONS.—Unless ordered by a court of com-
petent jurisdiction, a person described in subsection (a)
1s not required to permit the inspection or copyving of -pro-
tected health information if any of the following conditions

are met:
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(1) EXDANGERMENT TO LIFE OR SAFETY.—
The person deterniines that the disclosure of the in-
formation could reasonably be expected to endanger
the life or safety of the individual who is the subject
of the record.

(2) CONFIDENTIAL SOURCE.—The information
identifies, or could reasonably lead to the identifica-
tion of, a person who provided information undér a
promise of confidentiality concerning the individual
who 1s the subject of the information.

(3) INFORMATION COMPILED IN ANTICIPATION
OF LITIGATION.—The information is compiled prin-
cipallv—

(A) m the reasonable anticipation of a
civil, eriminal, or administrative action or pro-
ceeding: or

(B) for use in such action or proceeding.
(4) RESEARCH PURPOSES.—The information

was collected or created solely for a research project.
When protected health information is collected as
part of a clinical trial, or other interventional or
interactive research, inspection and copying of such
information shall b-e governed by the terms of the in-
formed consent agreement of the individual with the

researcher.
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] (¢) INSPECTION AND COPYING OF SEGREGABLE POR-
2 TION.—A person described in subsection (a) shall permjt
3 the inspection and copving under subsection (a) of any
4 reasonably segregable portion of a record after deletion of
5 any portion that is exempt under subsection (b).

6 (d) DENIAL OF A REQUEST FOR INSPECTION OR
7 COPYING.—If a person described in subsection (a) denies
8 a request for inspection or copying pursuant to subsection
9 (b), the person shall inform the individual in writing of—
10 (1) the reasons for the denial of the request fof
11 inspection or copying;
12 (2) any procedures for further review of the de-
13 nial; and
14 (3) the individual's right to file with the person
15 a concise statement setting forth the request for in-
16 spection or copyving.
17 (e) STATEME.\‘T REGARDING REQUEST.—If an indi-

18 widual has filed a statement under subsection (d)(3), the
19 person in any subsequent disclosure of the portion of the

20 information shall include—

21 (1) a copy of the individual’s statement; and
22 (2) a concise statement of the reasons for deny-
23 ing the requeét for inspection or eopying.

24 (f) DEADLINE.—



O:\BAI\BAI99.819

(98] [\

O O ® 9 O N

1
11
12
13

14

23
(1) IN GENERAL.—Except as provided in para-
graph (2), a person described in subsection (a) shall
comply with or deny, in accordance with subsection
(d), a request for inspection or copyving of protected

health information under this section not later than

.30 davs after the date on which the person receives

the request.

-(‘2) OFF PREMISES.—In the case of a requ-est
described in paragraph (1), if the information in-
volved 1s in paper form, film or fiche, located off the
premises of the person involved, and not readily
available, the person shall have 60 dayvs to comply
with or deny such request.

(¢) RULES GOVERNING AGENTS.—An agent of a per-

15 son described in subsection (a) shall not he required to

16 provide for the inspection and copyving of protected health

17 information, except where—

18
19
20
21
22

(1) the protected health information is retained
by the agent; and

(2) the agent has received in writing a request
from the person involved to fulfill the requirements

of this section;

23 at which time such information shall be provided to the

24 requesting person. Such requesting person shall comply

25 with subsection (f) with respeet to any such information.
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1 (h) RULE OF CONSTRUCTION.—This section shall not

2 be construed to require a person described in subsection

3 (a) to conduct a formal, informal, or other hearing or pro-

4 ceeding concerning a request- for inspection or copving of

S protected health information.

6 SEC._ 102. AMENDMENT OF PROTECTED HEALTH INFORMA-

7 TION.,

g (a) REQUIREMENTS.—

9 (1) IN GENERAL.—Except as provided in sub-
10 sections (c¢) and (f). not later than 45 days after_thé
1] date on which a health care provider, health plan,
12 employer, life insurer, school, or university receives
13 from an individual a request in writing to amend in-
14 formation that meets the requirements of paragraph
15 (2). such person shall—

16 (A) make the amendment requested;

17 (B) inform the individual .of the amend-
18 ment that has been made; and

19 (C) make reasonable efforts to inform any
20 person to whom the unamended portion of the
21 information was previously disclosed, of any
22 nontechnical amendment that has been made.
23 (2) INFORMATION.—The requirements of this

24 paragraph are that—
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(A) the information that is the subject of
the requeét 1s in fact inaccurate: and
(B) the person receiving the request cre-
ated the information that 1s at 1ssue.
(b) REQUEST OF ORIGINATING PROVIDER.—

(1) IN GENERAL.—Protected health information
that is created or received by a health plan or health
care provider as part of treatment or payment shall
be subject to amendment as provided for in this sec-
tion upon a written request made to the originating
provider.

(2) SPECIAL CIRCUMSTANCES.—If an originat-

ing provider, its agents, or contractors no longer

maintains the protected health information sought to
be amended by an individual pursuant to paragraph
(1). a health plan or another health care provider
that maintains such information shall arrange for
amendment consistent with this section.

(¢) REFUSAL TO AMEND.—If a person described in

20 subsection (a) refuses to make the amendment requested

2

[

under such subsection, the person shall inform the individ-

22 ual in writing of—

24

(1) the reasons for the refusal to make the

amendment;
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1 " (2) any procedures for further review of the re-
2 fusal; and

3 (3) the individual’s right to file with the per.éon
4 a concise statement setting forth the requested
5 amendment and the individual's reasons for dis-
6 agreeing with the refusal.

7 (d) STATEMENT OF DISAGREEMENT.—If an individ-
8 ual has filed a statement of disagreement under subsection
9 (¢)(3). the person involved, in any subsequent disclosure
10 of the disputed portion of the information—
11 (1) shall include a copy of the individual's
12 statement; and
13 (2) may include a concise statement of the rea-
14 sons for not making the requested amendment.
15 (¢) RULES GOVERNING AGENTS.—The agent of a

16 person described in subsection (a) shall not be required
17 to make amendments to protected health imformation, ex-

18 cept where—

19 (1) the protected health information is retained
20 by the agent; and

21 (2) the agent has been asked, in writing, by
22 such person to fulfill the requirements of this sec-

23 tion.
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If the agent 1s required to comply with this section as pro-
vided for in paragraph (2). such agent shall be subject
to the 45-day deadline described in subsection (a).:

(f) EXTENSION FOR RECORDS OFF PREMISES.—In
the case of a request described in subsection (a), if the
imformation involved is in paper, film, or fiche form, lo-
cated off the premises of the person involved, and not
readily a'\'aila.ble, the person shall have 60 days to complv
with or deny such request.

(z) REPEATED REQUESTS FOR AMENDMENTS.—If a
person described In subsection (a) receives a request for
an amendment of information as provided for in such sub-
section and a statement of disagreement has been filed
pursuant to subsection (d), the person shall inform the
imdiidual of such filing and shall not be required to carr'-y
out the procedures required under this section.

(h) RULES OF CONSTRUCTION.—This section shall
not be construed to—

(1) require that a person described in sub-
section (a) conduct a formal, informal, or other
hearing or proceeding concerning a request for an
amendment to protected health information;

(2) require a provider to amend an individual’s

record as to the type, duration, or quality of treat-
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ment the individual believes he or she should have
been provided: or
(3) I‘E‘(llllil‘e any deletion or alteration of the

original information.

SEC. 103. NOTICE OF CONFIDENTIALITY PRACTICES.

(a) PREPARATION OF WRITTEN NOTICE.—A health

care provider, health plan, health oversight agency, public
health authority, emplover, life insurer, health researcher,
school, or university shall post and provide, in writing and

in a clear and conspicuous manner, notice of the person’s

11 confidentiality practices, that shall include—

13
14
5
16
17
18
19
20
21
22
23
24

(1) a description of the individual’s rights with
respect to protected health information, including
the right to inspect and copy protected health infor-
niation pertaining to the individual:

(2) the types of uses and disclosures of pro-
tected health information authorized under this Act
that the person providing the notice will make and
the categories of persons who will receive protected
health information through such uses and disclo-
sures;

(3) the types of persons authorized to receive
protected health information without authorization

or informed consent as stipulated under this Act;
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(4) the procedures for authorizing disclosures of
protected health information and for revoking such
authorizations;
(5) an explanation of the safeguards that a per-

son uses to maintain the confidentiality of protected

health information;

(6) the procedures established by the person for
the éxercise of the individual’s rights; |

(7) a description of who the individual may con-
tact to obtain more detailed information about the
uses and disclosures of protected health information:

(8) an explanation of the individual’s right to
limit disclosure by choosing to assume financial re-
sponsibility for treatment, as provided for in section
201(h) and the procedures for exercising that righf;
and

(9) the rglit to obtain a copy of the notice of
the confidentiality practices required under this Act.

(b) MODEL NOTICE.—The Secretary, after notice

20 and opportunity for public comment, shall develop and dis-

21 seminate model notices of confidentiality practices, using

22 the advice of the National Committee on Vital Health Sta-

23 tistics. for use under this section. Use of the model notice

24 shall serve as an absolute defense against claims of receiv-

25 ing inappropriate notice.



O:\BAI\BAI99 819 ' SLC.

) N e

S O 00 N3 N W

30

Subtitle B—Establishment of
Safeguards |
SEC. 111. ESTABLISHMENT OF_SAFEGUARDS.

(a) IN GENERAL.—A health care provider, health
plan. health oversight agency, public health authority, em-
plover, life insurer, health researcher, law enforcement of-
ficial. school, or university shall establish and maintain ap-
propriate administrative, technical, and physical safe-
guards to protect the confidentiality, security, accuracy,
and integrity of protected health information created, re-
ceived, obtained, maintained, used, transmitted, or dis-
posed of by such person.

(b) DESIGNATION OF INFORMATION PROTECTION
OFFICER.—

(1) IN GENERAL.—Subject to paragraph (2),
each person to which this section z%pplies shall des-
ignate an information protection officer to establish
and maintain safeguards described in subsection (¢)
to—

(A) protect against threats or hazards to
the security and integrify of protected health
information;

(B) protect against the uhaﬁfhdrized use
or disclosure of protected health information;

and
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(C) otherwise ensure compliance with this
Act by the officers and employees of the person.
(2) HEALTH CARE ENTITIES.—With respect to.
a health care provider that is part of a health care

entity, the entity will be responsible for designating

~ the information protection officer for the entity.

(¢) SAFEGUARDS.—The safeguards described in this

subsection shall address the following factors:

(1) The purposes for which protected health in-
formation is needed and whether such purposes can
be accomplished with nonidentifiable health informa-
tion.

(2) Appropriate procedures for maintaining the
physical security of protected health information and
assuring the appropriate use of anyv key used in cre-
ating nonidentifiable health information.

(3) The cafegories of personnel who will have
access to protected health information and appro-
priate limitations on access to individual identifiers.

(4) A process for documenting the use of pro-
tected health information.

(5) Appropriate training, supervision and sanc-
tioning of personnel who will have access to pro-

tected health information with respect to their use of
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protected health information and adherence to estab-
lished safegi_lards.

(6) Appropriate mechanisms for limiting disclo-
sures of protected health information to the informa-
tion necessary to respond to the request for disclo-
sure.

(7) Procedures for handling requests for pro-
tected health information by persons other than the
individual who is the subject of such information, in-
cluding relatives and affiliates of such individual,
law enforcement officials, parties in civil litigation,
health researchers, health care providers, and health
plans.

(d) REGULATIONS.—The Secretarv shall issue regu-

15 lations to coordinate the requirements under this section

16 with regulations establishing requirements relating to

17 safeguards that are in effect on the effective date of this

18 Act.

19 SEC. 112. ACCOUNTING FOR DISCLOSURES.

(a) IN GENERAL.—
(1) HEALTH RELATED ENTITIES.—Except as
provided in paragraph (3), a health care provider,

health plan, health oversight agency, public health

-authority, emplover, life insurer, health researcher,

law enforcement official, school, or university shall
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establish and maintain. with respect to any protected
health information disclosure, a record of such dis-
closure n accordance with regn]atibns issued by the
Secretary.

(2) AGENT.—Except as provided in paragraph

(3), an agent shall maintain a record of its disclo-

sures made pursuant to sections 205 through 212.

(3) EXCEPTION.—A record of disclosures under
this subsection is not required with respect to disclo-
sures made to officers or emplovees of the person
who maintains the record imvolved and who, in the
performance of their duties. consistent with section
201(c¢), have a need for the protected health infor-
mation.

(b) RECORD OF DISCLOSURE.—A record established

16 under subsection (a) shall be maintained for not less than

17 7 vears.

18
19

TITLE II—-RESTRICTIONS ON
USE AND DISCLOSURE

20 SEC. 201. GENERAL RULES REGARDING USE AND DISCLO-

21
22
23
24
25

SURE.
(a) PROHIBITION.—
(1) GENERAL RULE.—A health care provider,
health plan, health oversight agency, public health

authority, employver, life insurer, health researcher,
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law enforcement official, sc-hoo]., or unversity, or any
agents of such a person. may not use or disclose
protected health information except as authorized
under this Act or as aujchorized by the individual
who is the suhject of such information, or as other-
wise determined under State law to be necessary to
comply with a State law with respect to benefits de-

scribed in section 401(d).

(2) RULE OF CONSTRUCTION.—Use or disclo-
sure of nonidentifiable health information shall not
be construed as a use or disclosure of protected
health information.

(h) USE AND DISCLOSURE BY AGENTS.—An agent
who receives protected health information from a person
described in subsection (a) shall be subject to all rules of
use and disé]osure and safeguard requirements under this
Act.

(¢) SCOPE OF DISCLOSURE.—Use or disclosure of
protected health information by a person under this title
shall be limited to the information and individual (or indi-
viduals) necessary to accomplish the purpose for which the
information is disclosed.

(d) DISCLOSURE FOR PURPOSE ONLY.—A recipient
of information pursuant to an authorization under this

title may use or disclose such information solely to carry
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out the purpose for which the information was authorized
for release.

() NO GENERAL REQUIREMENT TO DISCLOSE.—
Nothing in this title permitting the disclosure of protected
health information shall be construed to require such dis-
closure unless such disclosure is otherwise required by a
Federal or State law requiring the reporting of specific
protec-ted health information (including to law enfox;c-.e-
ment officials).

(f) CREATION OF NONIDENTIFIABLE INFORMA-
TION.—A person described in subsection (a)(1) may dis-
close protected health information to an employee or agent
of the person for purposes of creating nonidentifiable in-
formation. if the person prohibits the emplovee or agent
of the person from using or disclosing the protected health
information for purposes other than the sole purpose of
creating nonidentifiable information as specified by the
person.

(g) DEEMED DISCLOSURE OF PROTECTED HEALTH
INFORMATION.—Any person who, without authorization—

(1) creates protected health information
through the mampulation of nonidentifiable informa-
tion: |

(2) discloses nonidentifiable information to an

individual with actual knowledge that such individual
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intended to manipulate the nonidentifiable informa-
tion in order to create protected health information;
(3) receives protected health information with
actual knowledge that such information has been un-
lawfully created through the manipulation of non-
identifiable information; or
(4) releases, publishes, transfers, prowvides ac-
cess to, or otherwise divulges a key;
shall be deemed to be in violation of this title and to have
disclosed protected health information in violation of sec-
tion 2801 of title 18, United States Code.

(h) SELF-Pay EXEMPTION.—An individual who re-
celves treatment, and assumes financial responsibility for
such treatment with a health care provider, may limit or
prohibit the disclosure of protected health information re-
lated to such episode.

(1) INDIVIDUAL AUTHORIZATION.—To be valid, an
authorization to use or disclose protected health informa-
tion under this title shall—

(1) identify the individual who is the subject of

the protected health information; .

(2) describe the nature of the information to be
disclosed;
(3) 1dentifv the types of persons to whom the

information 1s to be disclosed;
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(4) describe the types of uses and disclosures of
protected health information that the person will
make;
(5) be subject to revocation by the individual

and indicate that the authorization is valid until rev-

‘ocation by the individual;

(6) be in writing. dated, and signed by the indi-
vidual, family member, or other éuthorized rep-
resentative;

(7) a description of the individual’s rights with
respect to proteéted health information: and

(8) indicate whether or not coverage under the
plan or treatment by the provider 1s conditioned
upon the individual signing the authorization.

() MODEL AUTHORIZATIONS.—The Secretary, after

16 notice and opportunity for public comment, shall develop

17 and disseminate model written authorizations of the tyvpe

18 described in subsection (a) that meet the requirements of

19 sections 202 and 203. The Secretary shall consult with

20 the National Committee on Vital and Health Statisties in

21 developing such authorizations. An authorization obtained

22 on a model authorization form developed by the Secretary

23 pursuant to the preceding sentence shall be deemed to

24 meet the authorization requirements of this section.
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1 SEC. 202. PROCUREMENT OF AUTHORIZATIONS FOR DIS-
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CLOSURE OF PROTECTED HEALTH INFORMA-
TION FOR TREATMENT, PAYMENT, AND
HEALTH CARE OPERATIONS.

(a) REQUIREMENTS RELATING TO EMPLOYERS,

HEALTH PLANS, AND UNINSURED INDIVIDUALS.—

(1) IN GENERAL.—To meet the requirements
re]éting to the authorized use or disclosure of bro-
tected health information under section 201, an au-
thorization form must be secured for each individual
in connection with treatment, payment and health
care operations.

(2) CONSOLIDATED AUTHORIZATION.—A single
authorization may be secured for each individual in
connection with treatment, payment, and health cére
operations. |

(3) EMPLOYERS.—Every emplover offering a
health plan to its employees shall, at the time of,
and as a condition of enrollment in the health plan,
obhtain a signed, written authorization that is a legal,
mformed authorization concérning the use and dis-
closure of protected health information for treat-
ment, payment, aﬁd health care operations with re-
spect to each individual who is eligible to receive

care under the health plan.
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(4) HEALTH PLANS.—Every health plan offer-
ing enrollment to individuals or non-employer groups
shall, at the time of, and as a condition of enroll-
nment in the health plan, obtain a signed, written au-

thorization that is a legal. informed authorization

_concerning the use and disclosure of protected health

information for treatment, payment, and health care
operations, with respect to each individual who is eli-
gible to receive care under the plan.

(5) OTHERS.—A provider providing health care
to an individual not seeking services pursuant to an
authorization obtained under paragraphs (3) and
(4). shall obtain a signed. written authorization that
1s a legal. informed authorization concerning the use
and disclosure of protected health information with
respect to such individual for treatment, payment
and health care operations of such provider, and in
arranging for treatment and payment from other
providers.

(6) TRANSITION RULE FOR ENROLLEES ON EF-
FECTIVE DATE.—

(A) Ix GENERAL.—With respect to any in-
dividual who is enrolled in a health plan on the
effectivé date of this Act, the emplover or

health plan responsible for obtaining an author-
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ization for treatment, payvment. or health care
operations, mayv deem such individual to have
furnjshéd the authorization required under
paragraph (3) or (4) if the emplover or health
plan provides notice to the individual that meets
the requirements of this paragraph.

(B) CONTENTS.—An authorization notice
under this paragraph shall contain—

(1) a disclosure of the confidentiality

practices required under section 103;

(11) an authorization form that meets
the requirements of section 202(i); and

(ni) a statement of the need of the
emplover or health plan to obtain a written
authorization from the individual in order
to continue their enrollment in the health
plan.

(C) METHOD OF DELIVERY.—A notice
under this paragraph shall be provided not later
than 30 days after the effective date of this Act
and shall be delivered in a manner that is rea-
sonably determined to ensure actual receipt by
the individual. If the individual is a participant
or beneficiary of an employee welfare benefit

plan, such notice may be provided pursuant to
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the same methods used to provide information
under section 104(h) of the Employvee Retire-
ment Income Security Act of 1974 (29 U.S.C.
1024(h)).

(D) SECOND NOTICE.—If an individual
fails to respond to a notice provided under sub-

paragraph (A), the emplover or health plan

shall, not later than 6 months after the date on

which the initial notice was delivered, provide a
second notice to the individual that meets the
requirements of this paragraph.

(E) RECORDKEEPING.—With respect to an

individual to which this paragraph applies, a
person maintaining records as provided for in
subsection (¢) shall, in leu of maintaining a
record of a signed authorization, maintain a
record that documents the provision of notice to
the individual as provided for in this paragraph.

(F) EFFECT OF FAILURE TO RESPOND.—
During the 2-vear period beginning on the ef-
fective date of this Act, an individual who fails
to respond to a notice provided under this para-
graph may be deemed by the employer of health
plan to have provided the authorization re-

quired under paragraph (3) or (4) for purposes
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of treatment. payment. or health care oper-

ations, so long as such individual is continu-

ously enrolled in the health plan.

(G) FINDING BY SECRETARY.—Not later
than 18 months after the effective date of this
Act, the Secretary shall make a finding as to
whether it is in the public interest to permit
emplovers or health plans to continue to rely on
the authorization process described in this para-
graph for purposes of treatment, pavment, of
health care operations for an indefinite period
so long as the individuals involved are continu-
ouslyv enrolled (from the effective date of this
Act) In a health plan during such period.

(b) REVOCATION OF AUTHORIZATION.—

(1) IN GENERAL.—An individual may revoke in
writing an authorization under this section at any
time, unless the use or disclosure that is the subject
of the authorization is required to complete a course
of treatment, effectuate payment, or conduct health
care operations for health care that has been pro-
vided to the individual.

(2) HEALTH PLANS.—With respect to a health
plan, the authorizationl of an individual is deemed to

be revoked at the time of the cancellation or non-re-
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newal of enrollment in the health plan, except -as
may be necessary to complete health care operations
and pavment requirements related to the individu%_il’s |
period of enrollment.

(3) TERMINATION OF PLAN.—With respect to

the revocation of an authorization under this section

by an enrollee in a health plan, the health plan may,
upon notice to the enrollee and an opportunity to re-
scind the revocation, terminate the coverage of such
enrollee under such plan if the health plan deter-
mines that the revocation has resulted in the inabil-
ity of the plan to provide care for the enrollee or
conduct health care operations.

(¢) RECORD OF INDIVIDUAL'S AUTHORIZATIONS AND

15 REVOCATIONS.—

16
17
18
19
20
21
22
23
24

(1) IN GENERAL.—Each person collecting or
storing protected health information shall maintain
a record for a period of 7 years of each authoriza-
tion of an individual and revocation thereof.

(2) RULE OF CONSTRUCTION.—Records of au-
thorizations and revocations maintained under para-
graph (1) shall not be construed to be: protected
health information under this Act. |

(d) No WAIVER.— Except as provided for in this Aect,

25 an authorization to disclose protected health information




O:\BAI\BAI99.819

SL.C.

44

1 by an individual shall not be construed as a waiver of any

2 rights that the individual has under other Federal or State

3 laws, the rules of evidence, or common law.
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(e) RULES OF C'ONSTRUCTION.—

(1) SINGLF AUTHORIZATIONS.—An employer or
health plan shall be deemed to meet the require-
ments of subsection (a) with respect to a spouse,
c-hiJ.d, or other eligible dependent if, at the timé of
enrollment, a single authorization under subsection
(a) 1s obtained from the emplovee or other individual
who accepts responsibility for health plan enroll-
ment.

(2) SEPARATE AUTHORIZATIONS.—Authoriza-
tions for the use or disclosure of protected health in-
formation for treatment, payment, and health cafe
operations shall not authorize the use or disclosure
of such information by an individual with the intent
to sell or transfer protected health information for
the purpose of marketing a product or service. For
such disclosures a separate authorization is required
under section 203.

(3) LIFE INSURERS.—For purposes of this sec-

tion, a life insurer shall be treated as a health plan..
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SEC. 203. AUTHORIZATIONS FOR DISCLOSURE OF PRO-

TECTED HEALTH INFORMATION OTHER THAN
FOR TREATMENT, PAYMENT, OR HEALTH
CARE OPER.ATIdNS.

(a) WRITTEN AUTHORIZATIONS.—A health care pro-
vider, health plan, health oversight agency, public health
authority, law enforcement official, emplover, life insurer,
school, or university may use or disclose protected health
information, for purposes other than those authorized
under section 202, pursuant to an authorization executed
by the individual who is the subject of the information that
nmeets the requirements of section 201(i). Such an author-
ization shall be separate from an authorization provided
under section 202,

(b) LIMITATION ON AUTHORIZATIONS.—A person de-
scribed 1n section 202 may not condition the delivery of
treatment or pavment for services on the receipt of an au-
thorization described in this section.

(¢) REVOCATION OR AMENDMENT OF AUTHORIZA-
TION.—

(1) IN GENERAL.—An individual may in writing
revoke or amend an authorization described in sub-
section (a).

(2) NOTICE OF REVOCATION.—A person de-
scribed in subsection (a) that discloses protected

health information pursuant to an authorization that
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has been revoked under paragraph (1) shall not be

subject to any liahility or penalty under this title if

that person had no actual or constructive notice of
the revocation.
SEC. 204. NEXT OF KIN AND DIRECTORY INFORMATION.

(a) NEXT OF KiN.—A health care provider, or a per-
son who receives protected health information under sec-
tion 205, may disclose protected health information re-
garding an individual to the individual’s next of kin, an
individual’s representative, or to another person whom the
individual has identified, if—

(1) the individual who is the subject of the in-
formation—

(A) has been notified of the individual’s
richt to ohject to such disclosure and the indi-
vidual has not ohjected to the disclosure; or

(B) 1s in a physical or mental condition
such that the individual is not capablé of ohject-
ing, and there are no prior indications that the
individual would ohject;

(2) the information disclosed relates to health
care currently being provided to that individual; and
(3) the disclosure of the protected health iﬁfor—
mation 1s consistent with good medical or profes-

sional practice.
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1 (b) DIRECTORY INFORMATION.—

2 (1) DISCLOSURE.—

3 (A) IN GENERAL.—Except as provided In
4 paragraph (2), an entity described in subsection
S (a) may disclose the information described in
6 subparagraph (B) to any person if the individ-
7 ual who is the subject of the information—

8 (1) has been notified of the individ-
9 ual’s right to ohject and the individual has
10 not objected to the disclosure; or

11 (i1) 1s in a physical or mental condi-
12 tion such that the indmvidual 1s not capable
13 of objecting, the individual's next of kin
14 has not objected. and there are no prior in-
15 dications that the individual would object.
16 (B) INFORMATION.—Information described
17 in this subparagraph 1s information that con-
18 sists only of 1 or more of the following items:
19 (i) The name of the individual who is
20 the subject of the information.
21 (ii) The general health status of the
22 individual, described as critical, poor, fair,
23 stable, or satisfactory or in terms denoting

24 similar conditions.
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(ii1) The location of the individual on
premises controlled by a provider.
(2) EXCEPTION.—

(A)  LocaTioN.—Paragraph  (1)(B)(ii)
shall not apply if disclosure of the location of
the individual would reveal specific information
about the physical or mental condition of the
individual, unless the individual expressly au-
thorizes such diselosure.

(B) DIRECTORY OR NEXT OF KIN INFOR-
MATION.—A disclosure may not be made under
this section if the health care prowvider involved
has reason to believe that the disclosure of di-
rectory or next of kin information could lead to
the physical or mental harm of the individual,
unless the individual expressly authorizes such
disclosure.

(¢) IDENTIFICATION OF DECEASED INDIVIDUAL.—
An entity described in subsection (a) may disclose pro-
tected health information if such disclosure 1s necessary
to assist in the identification or safe handling of a de-
ceased individual.

(d) RigHTS OF MINORS.—The rights of minors under
this Act shall be exercised by a parent, the minor, or other

person, as provided for under applicable State law.



O:\BAI\BAI99.819 SLC.

(DS N

S O X N N W

12
13
14
15
16
17
18
19
20
21
22
23
24
25

49
SEC. 205. EMERGENCY CIRCUMSTANCES.

(a) GENERAL RULE.—In the event of a threat of im-
minent phyvsical or mental harm to the suhject of protec{ted
health information, any person may, in order to allay or
remedy such threat, disclose protected health information
about such subject to a health care practitioner, health
care facility, law enforcement official, public health au-
thority, or emergency medical personnel.

(b) HARM TO OTHERS.—Any person may disclose
protected health information about the subject of the in-
formation where—

(1) such subject has made a direct or indirect
threat of serious injury or death with respect to an
individual or group of individuals;

(2) the subject has the ability to carry out such
threat, or is engaged in carrying out the threat; and

(3) the release of such information is necessary
to prevent or significantly reduce the possibility of
such threat being carried out.

(¢) Goop FaAITH BELIEF.—No disclosure made in
the good faith belief that the disclosure was necessary to
protect the health or safety of an individual or others from
serious, imminent harm shall be a violation of, or punish-
able under, this Act.

(d) EXIGENT CIRCUMSTANCES.—
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(1) IN GENERAL.—When exigent circumstances
exist, any person may disclose protected health in-
formation upon the request of a law enforcement of-
ficaal that is in hot pursuit of, or is attempting to
locate and identify, a fugitive, suspect, or material
witness.

(2) GOOD FAITH BELIEF.—No disclosure made
in the good faith belief or in reliance on a law en-
forcement official’s representation that exigent cir-
cumstances exist, as described in paragraph (1),
shall be a wviolation of, or punishable under, this Aect.
206. OVERSIGHT.

(a) DISCLOSURE.—

(1) IN GENERAL.—A health care prowider,
health plan, health researcher, emplover, life insurer,
law enforcement official. public health authority,
health oversight agency, school, or umversity may
disclose protected health information to a health
oversight agency for purposes of, or in compliance
with, an oversight function authorized by law.

(2) RULE OF CONSTRUCTION.—Nothing in this
section shall be construed to permut a person to
refuse to disclose information if required or obli-
gated to do so by other statutory, regulatory, or

compulsory processes.
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(b) USE IN ACTION AGAINST INDIVIDUALS.—

(1) I GENERAL.—Protected health information
about an individual that is disclosed under this sec-
tion may not be used In, or disclosed to any person
for use 1n, an admimstrative, civil, or erinunal action
or investigation directed against the individual—

(A) unless the action or investigation
arises out of and is directly related to—
(1) the receipt of health care or pay-
ment for health care;
(11) an action involving a fraudulent
claim related to health; or
(1) qualification for, or receipt of
benefits, payments or services hased on a
fraudulent statement or material misrepre-
sentation of the health of the patient; or
(B) unless authorized by an appropriate
order of a court of competent jurisdiction which
1s granted after application showing good cause
therefore.

(2) PROVISIONS RELATING TO ORDER OF THE

COURT.—For purposes of paragraph (1)(B):
| (A) | GOOD CAUSE.—In assessing good
cause, the court shall weigh the public interest

and the need for disclosure against the injury
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to the patient, to the physician-patient relation-
ship, and-to the treatment services involved.

(B) SAFEGUARDS.—Upon the granting of
an order, the court, in determining the extent
to which any disclosure of all or any part of any
record is necessary, shall impose appropriate

safeguards against unauthorized disclosure.

SEC. 207. PUBLIC HEALTH.
(a) IN GENERAL.—A health care prowvider, health

plan, health researcher, public health authority, employer,

11 life insurer, law enforcement official, school, or university

12 may disclose protected health information to a public

13 health authority or other person authorized by law for use

14 in a legally authorized—

(1) disease or injury report;
(2) public health surveillance;
(3) public health investigation or intervention;

(4) wvital statistics report, such as birth or death

information;

(5) report of abuse or neglect information about

any individual; or

(6) report of information concerning a commu-

nicable disease status.

(b) ADVERSE EVENT REPORTING.—
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1 (1) IN GENERAL.—An adverse event report
2 shall not be prohibited under this Act so long as the
3 adverse event report—

4 (A) is pursuant to, or necessary for, any
5 regulation or program authorized by the Fed-
6 eral Food, Drug, and Cosmetic Act (21 U.S.C.
7 301 et seq.) or other program administered or
8 relied upon by the Food and Drug Administra-
9 tion to discover adverse events, whether vol-
10 untary or required by law;

11 (B) relates to any Food and Drug Admin-
12 istration regulated articles; and

13 (C) 1s to, or by, any person manufacturing,
14 distributing, researching, dispensing, prescrib-
15 ing. using, or regulating articles described in
16 subparagraph (B).

17 (2) NO IDENTIFICATION OF PATIENTS.—Any
18 person required by law or regulation to report ad-
19 verse events to the Food and Drug Administration
20 shall not identify patients by name, address, or so-
21 cial security number in such reports. Such person
22 shall assign a code for each patient in each such re-
23 port referred to in paragraph (1). Nothing in this
24 subsection shall be construed to prohibit the Food

25 and Drug Administration from obtaining identifiable
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1 health information in order to implement or admin-

2 ister any program.
3 (¢) REQUIREMENXT ToO RELEASE PROTECTED

4 HEALTH INFORMATION TO CORONERS AND MEDICAL EX-

S AMINERS.—

6 (1) IN GENERAL.—When a Coroner or Medical
7 Examiner or their duly appointed deputies seek pro-
8 tected health information for the purpose of inquiry
9 into and determination of, the cause, manner, and
10 circamstances of a death. the health care provider,
11 health plan. health oversight agency, public health
12 authority, emplover, life insurer, health researcher,
13 law enforcement official, school, or university in-
14 volved shall provide the protected health information
15 to the Coroner or Medical Examiner or to the duly
16 appointed deputies without undue delay.

17 (2) PRODUCTION OF ADDITIONAL INFORMA-
18 TION.—If a Coroner or Medical Examiner or their
19 duly appointed deputies receives health information
20 from an entity referred to in paragraph (1), such
21 health information shall remain as protected health
22 information unless the health information is at-
23 tached to or otherwise made a part of a Coroner’s
24 or Medical Examiner’s official report, in which case

25 it shall no longer be protected.
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(3) ExeEMPTION.—Health information attached
to or otherwise made a part of a Coroner's or Medi-
cal Examiner’s official report, shall be exempt ffom
the provisions of this Act except as provided for in
this subsection.
(4) REIMBURSEMENT.—A Coroner or Medical
Examiner may require a person to reimburse their
Office for the reasonable costs associated with such
Inspection or copying.
SEC. 208. HEALTH RESEARCH.

(a) RESEARCH SUBJECT TO THE COMMON RULE.—
A health care provider, health plan, health researcher,
public health authority, employer, life insurer, school. or
university may use or disclose protected health informa-
tion to a health researcher if the research involves human
subjects or involves individually identifiable information as
defined under the common rule and the researcher com-
plies with the common rule.

(b) REVIEW OF THE COMMON RULE BY THE SEC-
RETARY.—

(1) In GENERAL.—The Secretary shall review
the requirements of the common rule with respect to
the confidentiality of protected health information
and shall eonsider any necessary amendments to the

common rule to ensure the confidentiality of infor-
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mation that 1s subject to the rule. In conducting

such review the Secretary shall consider—

(A) the extent to which the (-,onfidentiajlit_\,-'
of information is addressed under the common
rule and during the institutional review board
process; and

(B) the risks and benefits of the informed
consent process (including waivers of informed
consent) with respect to the confidentiality of
protected health information.

(2) CONSULTATION.—In determining the ade-
quacy of the common rule regulations with respect
to the confidentiality of protected health informa-
tion, the Secretary shall consult with individuals in
the private sector with appropriate expertise and
with other Federal agencies.

(¢) RESEARCH NOT SUBJECT TO THE COMMON
RULE.—A health care provider, health plan, health re-
searcher, public health authority, employer, life insurer,
school, or university may use or disclose protected health
information to a health researcher if—

(1) the individual who is the subject of the pro-
tected health infohnation, or the individual’s rep-

resentative, provides informed consent;
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] (2) the research proposal i1s reviewed and ap-

2 proved hy an institutional review board: or

3 (3) the requirements of subsection (d) are met.

4 (d) USE OR DISCLOSURE OF PROTECTED HEALTH

5 INFORMATION WITHOUT INFORMED CONSENT.—

6 (1) IN GENERAL.—A health care provider,

7 health plan. health researcher. public health author-

8 ity, emplover, life insurer, school. or university shall

9 formally designate an information protection officer
' 10 pursuant to section 111 to review proposals that re-

11 quest the use or disclosure of protected health infor-

12 mation for health research. Nothing in this sub-

13 section shall be construed as authorizing research in-

14 volving intervention or interaction with a human

15 subject without the explicit informed consent of such

16 individual or the representative of the individual.

17 (2) INFORMATION PROTECTION OFFICER FUNC-

18 TIONS.—

19 (A) IN GENERAL.—An information protec-

20 tion officer shall review research proposals in

21 accordance with paragraphs (3), (4) and (3) to

22 determine—

23 (1) the need for protected health infor-

24 mation; and
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(11) whether the walver of informed
consent to use protected health information
is appropriate.

(B) WAIVER.—Informed consent may be
waived under subparagraph (A)(i1) only if—

(1) the research involves no more than

a minimal risk to the research subject with

respect to the confidentiality of protected

health information:
(1) the waiver will not adversely af‘fec-t-
the rights and welfare of the subject; and
(ii1) the research could not practicably
he carried out without the waiver.

(C) FAILURE TO MEET CRITERIA FOR
WATVER OF INFORMED CONSENT.—If the infor-
mation protection officer determines that any of
the criteria for a waiver of information consent
under subparagraph (B) is not met, the infor-
mation protection officer shall not permit the
use or disclosure of protected health informa-
tion without informed consent by the individual
or review and approval of the research proposal
by an institutional review board.

(D) A'\'OID.—\_\'.CE OF BIASED REVIEWS.—

Anyv compensation received by the information
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protection officer shall not influence, bias, or be
contingent’ on the information protection offi-
cer's determination with respect to the review.
(3) USE OF PROTECTED HEALTH INFORMATION
HEALTH RESEARCH WITHIN AN ENTITY.—

(A) IN GENERAL.—When the person in
possession of protected health information and
the researcher requesting protected health in-
formation are within the same entity, the infor-
mation protection officer of such entity shall
conduct a review of the research proposal pur-
suant to paragraph (2).

(B) INFORMATION IN POSSESSION OF RE-
SEARCHER.—Except with respect to minor
changes in previously approved research propos-
als. additional research uses of protected health
information already in the possession of a re-
searcher described in subparagraph (A) shall
undergo review pursuant to paragraph (2).

(4) DISCLOSURE OF PROTECTED HEALTH IN-

FORMATION FOR HEALTH RESEARCH BETWEEN EN-

TITIES.—When the person in possession of protected

health information and the researcher requesting

protected health information are not within the same

entity, the information protection officer of each en-
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tit'_\' shall each conduct a review of the research pro-
posal pursuant to paragraph (2). If either of the in-
formation protection officers determines that any of
the criteria for a waiver of informed consent under
paragraph (2)(B) is not met, the disclosure of the
protected health information shall be prohibited
without informed consent by the individual or review
and approval of the research proposal by an institu-
tional review board.

(5) INFORMATION PROTECTION OFFICER DU-
TIES.—In additional to the duties required under
section 111, an information protection officer
shall—

(A) prepare and maintain adequate docu-
mentation of all research proposals reviewed,
actions taken and the need for protected health
information, and the basis for waiving or re-
quiring informed consent; and

(B) maintain the confidentiality of any
proprietary information, trade secrets, pro-
grammatic research investments, and other
non-public research plans reviewed.

Nothing in subparagraph (B) shall be construed as
prohibiting the review of information maintained

under subparagraph (A).
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TRATIVE PROCEDURES.

(a) IN GENERAL.—A health care provider, health

plan. public health authority, employver, life insurer. law
enforcement official. school, or universitv may disclose
protected health information pursuant to a discovery re-
quest or subpoena in a civil action brought in a Federal
or State court or a request or subpoena related to a Fed-
eral or State administrative proceeding, but only if the dis-

closure 1s made pursuant to a court order as provided for

11 1n subsection (b).

12
13
14
15
16
17
18
19
20
21
22
23
24

25

(b) COURT ORDERS.—
(1) STANDARD FOR ISSUANCE.—In considering
a request for a court order regarding the disclosure
of protected health information under subsection (a).
the court shall issue such order if the court deter-
mines that without the (iisclosure of such informa-
tion, the person requesting the order would be im-
paired from establishing a claim or defense.
(2) REQUIREMENTS.—An order issued under
paragraph (1) shall—
(A) provide that the protected health infor-
mation involved is subject to court protection;
(B) specify to whom the information may

he disclosed:
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] (C) specify that such .information may not
2 otherwise be disclosed or used: and
3 (D). meet any other requirements that the
4 court determines are needed to protect the con-
5 fidentiality of the information.
6 (¢) APPLICABILITY.—This section shall not apply in
7 a case in which the protected health information sought
8 under such discovery request or subpoena—
9 (1) 1s nonmidentifiable health information;
C 10 (2) is related to a party to the hitigation whose
11 medical condition 1is at issue; or
12 (3) could be disclosed under any of sections 202
I3 through 208, 210, and 211.
14 (d) EFFECT OF SECTION.—This section shall not be

15 construed to supersede any grounds that may apply under
16 Federal or State law for objecting to turning over the pro-
17 tected health information.

18 SEC. 210. DISCLOSURE FOR LAW ENFORCEMENT PUR-
19 POSES.

20 (a) IN GENERAL.—A health care provider, health
21 plan, health oversight agency, emplover, life insurer, law
22 enforcement official, school, university, or person who re-
23 ceives protected health information pursuant to sections
24 203 through 208 (except if section 502(c¢) of the Con-

25 trolled Substances Act (21 U.S.C. 872(c¢)) or section
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301(d) of the Public Health Service Act (42 U.S.C.
241(d)) applies). mayx disclose protected health informa-
tion under this section to a law enforcement official con-
ducting or supervising a law enforcement inquiry pursuant
to—

(1) a subpoena issued under the authority of a
grand jury;

(2) an admumustrative subpoena or sununons
pursuant to Federal or State law, or judicial sub-
poena:

(3) a enl investigative demand pursuant to
Federal or State law as issued by the Attornev Gen-
eral or a State official as authorized by State law;

(4)la warrant 1ssued on a showing of probable
cause;

(2) a law requiring the reporting of protected
health information to law enforcement officials, in-
cluding laws requiring the reporting of wounds,
rape, or abuse or neglect;

(6) a request otherwise authorized under Fed-
eral or State law for the conduct of lawful intel-
ligence activities conducted pursuant to the National
Security Act of 1947 (50 U.S.C. 401 et seq.);

(7) a request made in connection with providing

protective services to the President or other individ-
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uals pursuant to section 3056 of title 18, United
States Code: or
(8) any other court order.

Nothing in this section shall Be construed to permit a per-
son to refuse to disclose protected health information if
required or obligated to do so by other statutory, regu-
latory, or compulsory processes. Nothing in this section
shall be constrﬁed as affecting or altering the provisions
of section 502(c¢) of the Controlled Substances Act (21
U.S.C. 872(c)) or section 301(d) of the Public Health
Service Act (42 T.S.C. 241(d)). Nothing in this section
shall he construed to prevent an audit or lawful investiga-
tion. pursuant to the authority of a governmental depart-
ment or agency. of a research project conducted, sup-
ported, or subject to regulation by such department or
agency.

(b) DESTRUCTION OR RETURN OF INFORMATION.—
When the law enforcement need, investigation or proceed-
ing for which protected health information was disclosed,
including matters before a grand jury, has concluded, in-
cluding any derivative matters which may have arisen
from the original need, investigation or proceeding, the
law enforcement agency or grand jury shall either destroyv
the protected health informafion, or return it to the person

from whom 1t was obtained unless another applicable law
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requires that the protected health information be retained
by the law enforcement agency. including DNA database
entries for sexnal offenders. This subsection shall not
apply to protected health information disclosed to an en-
titv as provided for under paragraph (6) or (7) of sub-
section (a).

(¢) REDACTIONS.—A law enforcement agency shall,
when necessary to disclose protected health information in
public forums (such as court filings or trials, or adminis-
trative proceedings. where the individual who is the sub-
ject of the protected health information has either not con-
sented to the disclosure. or not put their health condition
at issue)—

(1) redact the personally identifiable informa-
tion to the extent practicable: or

(2) if not practicable. otherwise minimize, in a
reasonable and appropriate manner. the public dis-
closure of protected health information.

(d) USE OF INFORMATION.—Protected health infor-
mation obtained by a law enforcement agency pursuant
to this section may only be used for purposes of a legiti-
mate law enforcement inquiry.

(e) PRISON AND DETENTION FACILITIES.—Any per-
son or detention or correctional facility that provides

health care services to detainees, prisoners or inmates, or
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a law enforcement official performing functions related to

detention or correction, shall not be suhject to the provi-

sions of this Act with respect to the protected health infor-
mation that is created through the provision of such health
care services, so long as such information is used or dis-
closed only for the purposes of security, saféty, correc-
tions, probation, pardon, and parole or as otherwise au-
thorized by Federal or State law or in order to provide
health care services for that detainee, prisoner, or inmate.

(f) LIMITATION ON USE AND DISCLOSURE FOR LaAw
ENFORCEMENT INQUIRIES.——Protected health informa-
tion about an individual that is disclosed under this sec-
tion may not be used in any admimstrative, ¢ivil, or crimi-
nal action or investigation directed against the individual,
unless the information is relevant to a legitimate law en-
forcement inquiry or as permitted under subsection (e).

(2) IDENTIFICATION OF INDIVIDUALS.—Notwith-
standing subsections (a) and (b), a health care provider
may, In response to a law enforcement inquiry, provide
the name, address, social security number, date of birth,
place of birth, type of injury, and date and time of treat-
ment of an individual who received medical services from
the health care pro{'ider if obtaining the identity of such
mdividual 1s necessary for an official law enforcement in-

quiry.
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(h) EXCEPTIONS.—Nothing in this section shall be
construed to limit the provisions of section 206 that gov-
ern disclosures to a law enforcement official pefforming
an official oversight function that is subject to such sec-
tion.

SEC. 211. PAYMENT CARD AND ELECTRONIC PAYMENT
TRANSACTION.

(a) PAYMENT FOR HEALTH CARE THROUGH (CARD
OR ELECTRONIC MEANS.—If an individual pays for health
care by presenting a debit, credit, or other payment card
or account number, or by any other electronic payment
means. the entity receiving payment may disclose to a per-
son described in subsection (b) only such protected health
imformation about the individual as is necessary for the
processing of the payment transaction or the hilling or ¢ol-
lection of amounts charged to, debited from, or otherwise
paid by, the individual using the card, number, or other
electronic means.

(b) TRANSACTION PROCESSING.—A person who is a
debit, credit, or other payment card issuer, or is otherwise
directly involved in the processing of payment transactions
imvolving such cards or other electronic payment trans-
actions, or is otherwise directly involved in the billing or
collection of amounts paid through such means, may use

or disclose protected health information about an individ-
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(1) the authorization. settlement, billing or col-
lection of amounts charged to, debited from. or oth-
erwise paid by the individual using a debit, credit,
or other payment card or account number, or by
other electronic pavnent means;

(2) the transfer of receivables, accounts, or in-
terest therein;

(3) the audit of the debit, credit, or other pay-
ment card account information:

(4) compliance with Federal, State, or local law,
or

(5) compliance with a properly authorized civil,
crininal. or regulatory investigation by Federal.
State. or local authorities as governed by the re-
quirements of this section.

212. STANDARDS FOR ELECTRONIC DISCLOSURES.

The Secretary shall promulgate standards for disclos-

ing, authorizing, and authenticating, protected health in-

formation 1n electronic form consistent with this title.

SEC. 213. INDIVIDUAL REPRESENTATIVES.

(a) IN GENERAL.—Except as provided in subsections

(b) and (c), a person who is designated by the individual,

authorized by law (based on grounds other than the indi-
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vidual being a minor), or by an instrument recognized
under law, to act as an agent. attornev. proxy, or other
rebresentative of a protected indnidual, may. to the extent
so authorized, exercise and discharge the rights of the in-
dividual under this Act.

(h) HEALTH CARE POWER OF ATTORNEY.—-A person
who is authorized by law (based on grounds other than
being a minor), or by an instrument recognized under law,
to make decisions about the provision of health care to
an individual who is incapacitated, may exercise and dis-
charge the rights of the individual under this Act to the
extent necessary to effectuate the terms or purposes of
the grant of authority.

(¢) NO COURT DECLARATION.—If a health care pro-
vider determines that an mdividual, who has not heen de-
clared to he legally incompetent, suffers from a medical
condition that prevents the individual from acting know-
ingly or effectively on the individual’s own behalf, the right
of the individual to authorize disclosure under this Act
may be exercised and discharged in the best interest of

the individual by

(1) a person described in subsection (b) with re-
spect to the individual;
(2) a person described in subsection (a) with re-

spect to the individual, but only if a person de-
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seribed In paragraph (1) cannot be contacted after
a reasonable effort;

(3) the next of kin of the individual, but only
if a person described in~paragraph (1) or (2) cannot
be contacted after a reasonable effort; or

(4) the health care providér, but only if a per-
son described in paragraph (1). (2). or (3) cannot be
contacted after a reasonabhle effort.

(d) APPLICATION TO DECEASED INDIVIDUALS.—The

provisions of this Act shall continue to apply to protected

11 health information concerning a deceased individual for a

12 period of 2-vears following the death of that individual.

(e) EXERCISE OF RIGHTS ON BEHALF OF A DE-

14 CEASED INDIVIDUAL.—

15
16
17
18
19
20
21
22

24
25

(1) IN GENERAL.—A pex‘sdn who 1s authorized
by law or by an instrument recognized under law, to
act as an executor of the estate of a deceased indi-
vidual, or otherwise to exercise the richts of the de-
ceased individual, may, to the extent so authorized,
exercise and discharge the rights of such deceased
idividual under this Act for a period of 2-years fol-
lowing the death of that individual. If no such des-
ignee has been authorized, the rights of the. deceased
individual may be exercised as provided for in sub-

section (¢).
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(2) INSURED INDIVIDUALS.—In the case of an
mdnidual who'is deceased and who was the msured
under an insurance policv or policies, the right to |
authorize disclosure of protected health information
may be exercised by the heneficiary or beneficiaries

of such insurance policy or policies.
SEC. 214. LIMITED LIABILITY FOR LAW ENFORCEMENT OF-

FICIALS.

Law enforcement officials when performing oversight
functions or law enforcement inquiries shall not be person-
allv liahle for violations of this Act unless it is shown that
the violation was committed with the intent to sell, trans-
fer, or use protected health information for commercial ad-
vantage. personal gain or purpose. or malicious harm.

SEC. 215. NO LIABILITY FOR PERMISSIBLE DISCLOSURES.

A health care provider, health plan, health oversight
agency, health researcher. public health authority, law en-
forcement official, prosecutor, emplover, life insurer,
school, or university, or an agent of such person, who
makes a disclosure of protected health information about
an individual that is permitted by this Act shall not be
liable to the individual for such disclosure under common

law.
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SEC. 21é. IMMUNITY.

Nothing in this Act shall be construed to waive or
affect the defense of sovereign immunity of the United
States. This Act shall not be construed to limit or super-
sede any immunity of a Federal or State employee except
to the extent expresslyv provided in this Act. Nothing in
this Act shall be construed to supplant the Equal Access
to Justice Act (28 T.S.C. 2412 et seq.).

TITLE III—SANCTIONS
Subtitle A—Criminal Provisions
SEC. 301. WRONGFUL DISCLOSURE OF PROTECTED

HEALTH INFORMATION. |

(a) IN GENERAL.—Part T of title 18, United States

Code, is amended by adding at the end the following:
“CHAPTER 124—WRONGFUL DISCLOSURE
OF PROTECTED HEALTH INFORMATION

" Sec.
#2801, Wrongful disclosure of protected health information.

“§2801. Wrongful disclosure of protected health in-
formation
“(a) OFFENSE.—The penalties described in sub-
section (b) shall apply to a person that knowingly and in-
tentionallv—
“(1) obtains protected health information relat-
ing to an individual in violation of title II of the

Health Information Confidentiality Act of 1999;
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“(2) discloses protected health information to
another person in violation of title II of the Health
Information Confidentiality Act of 1999; or
“(3) uses protected health information in viola-
tion of title IT of the Health Information Confiden-
tiality Act of 1999.

“(b) PENALTIES.—A person described in subsection

(a) shall—

“(1) be fined not more than $50,000, impris-
oned not more than 1 vear, or both:

“(2) if the offense is committed under false pre-
tenses, be fined not more than $250,000, imprisoned
not more than 5 vears, or anyv combination of such
penalties:

“(3) 1f the offense 1s committed with the intent
to sell. transfer. or use protected health information
for commercial advantage, personal gain, or mali-
cious harm. be fined not more than $500,000, im-
prisoned not more than 10 years, excluded from par-
ticipation in any federally funded health care pro-
grams. or any combination of such penalties.

““(¢) SUBSEQUENT OFFENSES.—In the case of a per-

23 son described in subsection (a), the maximum penalties

24 described in subsection (b) shall be doubled for every sub-

25 sequent conviction for an offense arising out of a violation
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or violations related to a set of circumstances that are dif-
ferent from those involved in the previous violation or set
of related violations described in such subsection (a).”.
(b) CLERICAL AMENDMENT.—The table of chapters
for part I of title 18, United States Code, is amended by
inserting after the item relating to chapter 123 the follow-

INg new iteni:

124, Wrongful disclosure of protected health information ... 25017,
Subtitle B—Civil Sanctions
SEC. 311. CIVIL PENALTY.

(a) VIOLATION.—A health care provider, health re-
searcher. health plan, health oversight agency, public
health agency, law enforcement agency, emplover, life in-
surer, S(-}u_)ol.-or university, or the agent of anyv such indi-
vidual or entity, who the Secretarv, in consultation with
the Attornev General, determines has substantially and
materially failed to comply with this Act shall be subject.
in addition to any other penalties that may be prescribed
by law—

(1) in a case in which the violation relates to
title I, to a civil penalty of not more than $500 for
each such violation, but not to exceed $5,000 in the
aggregate for multiple violations;

(2) mm a case in which the violation relates to

title II, to a civil penalty of not more than $10,000
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for each such violation, but not to exceed $50.000
in the ageregate for multiple violations: or
(3) in a case in which the Secretary finds that
such violations have occurred with such frequency as
to constitute a general business practice, to a civil
penalty of not more than $100,000.

(b) PROCEDURES FOR IMPOSITION OF PENALTIES.—

Section 1128A of the Social Security Act, other than sub-
sections (a) and (b) and the second sentence of subsection

(f) of that section, shall apply to the imposition of a civil.

11 monetary. or exclusionary penalty under this section in the

12 same manner as such provisions apply with respect to the

13 1mposition of a penalty under section 1128A of such Act.

14 SEC. 312. PROCEDURES FOR IMPOSITION OF PENALTIES.

(a) INITIATION OF PROCEEDINGS.—

(1) IN GENERAL.—The Secretary may initiate a
proceeding to determine whether to impose a civil
money penalty under section 311 only as authorized
by the Attornev General pursuant to procedures
agreed upon by the Secretarv and the Attorney Gen-
eral. The Secretarv may not initiate an action under
this section with respect to any violation described in
section 311 after the expiration of the 6-yéar period
beginning on the date on which such violation was

alleged to have occurred. The Secretary may initiate
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an action under this section by serving notice of the
action in any manner authorized hv Rule 4 of the
Federal Rules of (ivil Procedure.
(2) NOTICE AND OPPORTUNITY FOR HEAR-

ING.

The Secretary shall not make a determination
adverse to any person under paragraph (1) until the
person has been given written notice and an oppor-
tunity for the determination to be made on the
record after a hearing at which the person is entitled
to he represented by counsel, to present witnesses,
and to cross-examine witnesses against the person.

(3) ESTOPPEL.—In a proceeding under para-
graph (1) that—

(A) 1s against a person who has been con-
victed (whether upon a verdict after trial or
upon a plea of guilty or nolo contendere) of a
crime under section 2801 of title 18, United
States Code; and

(B) mmvolves the same conduct as in the
criminal action;

the person is estopped from denying the essential
elements of the criminal offense.
(4) SANCTIONS FOR FAILURE TO COMPLY.—

The official conducting a hearing under this section

‘may sanction a person, including any party or attor-
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ne:\'. for failing to comply with an order or proce-
dure. failling to defend an action. or other mis-
conduct as would interfere with the speedy. orderly,
or fair conduct of the hearing. Such sanction shall
reasonably relate to the severity and nature of the
failure or misconduct. Such sanction may include—

(A) in the case of refusal to provide or per-
mit discovery. drawing negative factual infer-
ences or treating such refusal as an admission
by deeming the matter, or certain facts, to be
established:

(B) prohibiting a parf_v from introducing
certain evidence or otherwise supporting a par-
ticular claim or defense:

(C') striking pleadings. in whole or in part:

(D) staxing the proceedings:

(E) dismissal of the action:

(F') entering a default judgment;

(G) ordering the party or attornev to pay
attorneys’ fees and other costs caused by the
failure or misconduct; and

(H) refusing to consider anyv motion or
other action which is not filed in a timely man-

ner.
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(h) ScopE OF PENALTY.—In determining the

2 amount or scope of any penalty imposed pursuant to sec-

3 tion 311. the Secretary shall take into account—
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(1) the nature of claims and the circumstances
under which thev were presented:

(2) the degree of culpability, historv of prior of-
fenses, and financial condition of the person present-
ing the claims; and

(3) such other matters as justice may require.
(¢) REVIEW OF DETERMINATION.—

(1) IN GENERAL.—Anyv person adversely af-
fected hy a determination of the Secretary under
this section may obtain a review of such determina-
tion in the United States Court of Appeals for the
circult in which the person resides, or in which the
claim was presented, by filing 1 such court (within
60 dayvs following the date the person is notified of
the determination of the Secretarv) a written peti-
tion requesting that the determination be modified
or set aside.

(2) FILING OF RECORD.—A copy of the petition
filed under paragraph (1) shall be forthwith trans-
mitted by the clerk of the court to the Secretary,
and thereupon the Secretarv shall file in the Court

the record in the proceeding as provided in section
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2112 of title 28, United States Code. Upon such fil-
ing. the court shall have jurisdiction of the proceed-
img and of the question determined therein, aild
shall have the power to make and enter upon the
pleadings, testimony, and proceedings set forth in
such record a decree affirming, modifying, remand-
mg for further consideration. or Set.ting aside, In
whole or mn part, the determination of the Secretary
and enforcing the same to the extent that such order
1s affirmed or modified.

(3) C'ONSIDERATION OF OBJECTIONS.—No ob-
jection that has not been raised before the Secretary
with respect to a determination described in para-
oraph (1) shall be considered by the court. unless
the faillure or neglect to raise such objection shall be
excused because of extraordinary circumstances.

(4) FINDINGS.—The findings of the Secretarv
with respect to questions of fact in an action under
this subsection, if supported by substantial evidence

on the record considered as a whole, shall be conclu-

sive. If any party shall apply to the court for leave

to adduce additional evidence and shall show to the
satisfaction of the court that such additional evi-
dence 1s material and that there were reasonable

grounds for the failure to adduce such evidence in
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the hearing before the Secretary. the court may

order such additional evidence to be taken before the

- Secretary and to be made a part of the record. The

Secretary may modify findings as to the facts, or
make new findings, by reason of additional evidence
so taken and filed, and shall file with the court such
modified or new findings. and such findings with re-
spect to questions of fact, if supported by substan-
tial evidence on the record considered as a whole,
and the recommendations of the Secretary, if any.,
for the modification or setting aside of the original
order, shall be conclusive.

(5) EXCLUSIVE JURISDICTION.—Upon the filing
of the réc-ord with the court under paragraph (2),
the jurisdiction of the court shall be exclusive and its
judgment and decree shall be final, except that the
same shall be subject to review by the Supreme
Court of the United States, as provided for in sec-
tion 1254 of title 28, United States Code.

(d) RECOVERY OF PENALTIES.—

(1) IN GENERAL.—Civil money penalties im-
posed under this subtitle may be compromused by
the Secretary and may be recovered in a civil action
in the name of the United States brought in United

States district court for the district where the claim
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was presented. or where the claimant resides. as de-
termined hy the Secretary. Amounts.re(-overed under
this section shall be paid to the Secretary and depos-
ited as miscellaneous receipts of the Treasury of the
United States.
The

(2) DEDUCTION FROM AMOUNTS OWING.
amount of anyv penalty, when finallv determined
under this section. or the amount agreed upon in
compromise under paragraph (1), may be deducted
from any sum then or later owing by the United
States or a State to the person against whom the
penalty has been assessed.

() DETERMINATION FINAL.—A determination by

14 the Secretary to impose a penalty under section 312 shall

15 be final upon the expiration of the 60-day period referred

16 to in subsection (¢)(1). Matters that were raised or that

17 could have been raised in a hearing before the Secretary

18 or in an appeal pursuant to subsection (¢) may not be

19 raised as a defense to a civil action by the United States

20 to collect a penalty under section 311.

21
22
23
24
25

(f) SUBPOENA AUTHORITY.—

(1) IN GENERAL.—For the purpose of any
hearing, investigation,.or other proceedill;g' author-
ized or directed under this section, the Secretarv

shall have the power to issue subpoenas requiring
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the attendance and testimony of witnesses and th.e
production of any evidence that relates to any mat-
ter under investigation or in question hefore the Sec-
retary. Such attendance of witnesses and production
of evidence at the designated place of such hearing,
investigation, or other proceeding may be required
from any place in the United States or in any Terri-
tory or possession thereof.

(2) SERVICE.—Subpoenas of the Secretary
imder paragraph (1) shall be served by anvone au-
thorized by the Secretary by delivering a copy there-
of to the individual named therein, hyv registered
mail or by certified mail addressed to such individual
at his or her last dwelling place or principal place
of business.

(3) PROOF OF SERVICE.—A verified return by
the individual serving the subpoena under this sub-
section setting forth the manner of service, or in the
case of service by registered mail or by certified
mail, the return post-office receipt therefore signed
by the individual so served, shall be proof of service.

(4) FEES.—Witnesses subpoenaed under this
subsection shall be paid the same fees and mileage
as are paid witnesses in the district court of the

United States.
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(5) REFUSAL TO OBEY.—In case of contumacy
bv. or refusal to obev a dulv served upon. any per-
son. any district court of the United States for the
judicial district i which such person charged with
contumacy or refusal to obey is found or resides or
transacts business, upon application by the Sec-
retary, shall have jurisdiction to issue an order re-
quiring such person to appear and give testimony, or
to appear and produce evidence, or both. Any failure
to obey such order of the court may he punished by
the court as contempt thereof.

(g) INJUNCTIVE RELIEF.—Whenever the Secretarv

13 has reason to bhelieve that any person has engaged, is en-

14 gaging. or is about to engage in any activity which makes

15 the person subject to a civil monetary penalty under sec-

16 tion 311. the Secretary shall request the Attorney General

17 bring an action in an appropriate district court of the

18 United States (or, if applicable, a United States court of

19 any territory) to enjoin such activity, or to enjoin the per-

20 son from concealing, removing, encumbering, or disposing

21 of assets which may be required in order to pay a civil

22 monetary penalty if any such penalty were to be imposed

23 or to seek other appropriate relief.
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(h) AGENCY.—A principal is liable for penalties
under section 311 for the actions of the principal’s agent
acting within the scope of the agency. |
SEC. 313. REPORT ON USE OF EXISTING ENFORCEMENT

MECHANISMS.

In addition to the criminal and civil penalties that
may be applied under this title, the Secretary shall prepare
and submit to Congress a report regarding the use of ex-
isting Federal, State and other licensure, certification and
regulatory mechanisms, including State insurance regula-
tions, for the imposition of sanctions or penalties for the
wrongful disclosure of protected health information.

SEC. 314. CIVIL ACTION BY INDIVIDUALS.

(a) LIABILITY.—Any health care provider, health re-
searcher. health plan, health oversight agency, public
health agency, emplover, life ins_urer, school, or university,
or the agent of any such individual or entity who willfully
and intentionally discloses protected health information in
violation of this Act shall be liable to the individual to
whom such information relates for—

(1) any economic losses sustained by the indi-
vidual as a result of the disclosure;
(2) any non-economic damages sustained by the

individual as a result of the disclosure, but in no
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event shall an award of sﬁc-h damages exceed
£50.000: and
(3) such preliminary and equitahle relief as the
court determines to he appropriate.

(b) LIMITATIONS.—No action may be commenced
under subsection (a) with respect to the disclosure of pro-
tected health information concerning an individual after
the expiration of the 2-vear period beginning on the date
on which the disclosure was or should have reasonably
been discovered by the individual.

(¢) EXCLUSIVE REMEDIEsS.—The remedies and sanc-
tions desceribed in this Act (and the amendments made by
this Act) shall be the only authorized judicial remedies and
sanctions for violations of this Act.

TITLE IV-MISCELLANEOUS
SEC. 401. RELATIONSHIP TO OTHER LAWS.

(a) STATE AND FEDERAL Law.—

(1) STATE LAW ENACTED PRIOR TO DATE OF

ENACTMENT .—

(A) IN GENERAL.—Except as provided in
this section, the provisions of this Act shall pre-
empt State laws enacted prior to the date of en-
actment of this Act to the following extent:

(1)  COPYING, INSPECTION. AND

AMENDMENT.—The provisions of title I re-
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lating to the copying or Inspection and
amendment of protected health information
shall preempt anyv such State law to the
extent that such law relates to the right of
an individual to inspect or copy protected
health information pertaining to the indi-
vidual. or the right of an individual \\jth
respect to the amendment of protected
health intformation pertaining to the indi-
vidual.

(11) USE AND DISCLOSURE FOR
TREATMENT. PAYMENT, AND HEALTH
CARE OPERATIONS.—Section 202 shall pre-
empt any such State law to the extent that
such law relates to the use and disclosure
of protected health information for pur-
poses of treatment, pavment or health care
operations.

(111) USE AND DISCLOSURE FOR RE-
SEARCH.—Section 208 shall preempt any
such State law to the extent that such law
relates to the use and disclosure of pro-
tected health information for purposes of
research.

(B) LIMITATION.—
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(1) IN GENERAL.—Nothing in this Act
shall be construed to preempt anv provi-
sion of State law relating to the confiden-
tiality of protected health information if
such provision of State law is not a law of
the tvpe described in subparagraph (A).
(i1) MORE  PROTECTIVE  STATE
LAWS.—No provision of this Act descnbed
in subparagraph (A) shall be construed to-
preempt any State law enacted prior to the
date of enactment of this Act if such State
law 1s more protective of the confidentiality
richts of individuals than such provision.
(2) STATE LAW ENACTED AFTER DATE OF EN-
ACTMENT.—Except as provided in subsections (b)
and (c). the provisions of this Act described in para-
ograph (1)(A) shall preempt any related provisions of
a State law pertaining to the confidentiality of pro-
tected health information if such law is enacted after
the date of enactment of this Act.
(3) CONSISTENCY WITH OTHER FEDERAL
LAWS.—
(A) IN GENERAL.—Nothing in this Aect
shall be construed as altering, amending, modi-

fving, invalidating, impairing or superseding,
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explicitlv or implicitlv, other Federal laws or
regulations relating to protected health infor-
mation or relating to an mdividual's access to -
protected health infqrmat.ion or health care
services.

(B) OTHER LAWS.—Nothing in this Act
shall be construed to prevent an emplover or its
agent from using or disclosing protected health
information necessary to comply with or con-
sistent with exercising its rights and respon-
sibilities under—

(1) the Americans with Disabilities Act
of 1990 (29 U.S.C. 12101 et seq.) or anyv
State or local law relating to discrimina-
tion on the basis of disability;

(i1) the Family and Medical Leave Act
of 1993 (29 U.S.C. 2601 et seq.) or any
State or local law relating to family and
medical leave; or

(ii1) the Occupational Safety and
Health Act of 1970 (29 U.S.C. 651 et
seq.), the Federal Mine Safety and Health
Act of 1977 (30 U.S.C. 801 et seq.), or
any State or local law relating to work-

place safety and health.
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It shall not be considered a violation of this Act
if an emplover or its agents use or disclosure of
its protected health information is imited to the
purpose of exercising its rights and responsibil-
ities under the laws described n this subpara-
graph.

(4) MINORS.—Nothing in this Act shall be con-
strued to preempt, modify, repeal or affect the inter-
pretation of a provision of Federal or State law that
relates to the disclosure of protected health informa-
tion or any other information about a minor to a
parent or guardian of such minor.

(b) PRIVILEGES.—Nothing in this section shall be
construed to preempt or modifv any provision of State
statutory or common law to the extent that such law con-
cerns a privilege of a witness or person in a court of that
State. This title shall not be construed to supersede or
modify any provision of Federal statutory or common law
to the extent such law concerns a privilege of a witness
or person in a court of the United States. Authorizations
pursuant to sections 202 shall not be construed as a waiv-
er of any such privilege.

(¢) CERTAIN DuTiEs UNDER Law.—Nothing in this
section shall be construed to preempt, supersede, or mod-

ifv the operation of any State law that relates to—
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(1) the use and disclosure of information per-

taining to mental health: or

(2) the use and disclosure of information per-

taining to public health consistent with section 207,
to the extent that such State law prevents or otherwise
restricts the use and disclosure of protected health infor-

mation otherwise permissible under this Act.

STATE FLEXIBILITY IN LawS PROTECTING

HeEALTH INFORMATION RELATED TO PROPERTY-CAS-

UCALTY INSURANCE.—

(1) FLEXIBILITY IN GENERAL.—

(A) NONAPPLICATION.—The requirements
of this Act shall not apply to any person in con-
nection with providing. administering, support-
ig. or coordinating benefits excepted under any
of subparagraphs (B) through (F) and (H) of
section 2791(¢)(1) of .the Public Health Service
Act (42 U.S.C. 300gg-91(c)(1)(B)-(F) and
(H)).

(B) PREEMPTION.—State laws that protect
the confidentiality of health information used or
disclosed in connection with any of the benefits
described in subparagraph (A), shall not be pre-
empted with respect to the application of such

laws to such benefits.
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1 (2) REVIEW OF STATE LAWS.—It is the sense
2 of the Senate that—

3 (A) each State should review its laws :to
4 ensure that the confidentialitv of protected
S health information used or disclosed in connec-
6 tion with any of the benefits described in para-
7 graph (1)(A) is consistent m'th. the purposes of
8 this Act:

9 (B) the review under subparagraph (A)

] 10 should examine—

11 (1) the purposes for which such mmfor-
12 mation 1s collected and used:

13 (11) the extent to which beneficiaries
14 are informed of such uses:

15 (11i1) the feasihility of an authorization
16 process: and

17 (iv) the impact of confidentiality re-
18 strictions on the adnunistration of these
19 benefits;
20 (C) the review under subparagraph (A)
21 should examine the use and disclosures of pro-
22 tected health information pursuant to State
23 public records and freedom of information laws.
24 (3) REPORT.—Not later than 24 months after

25 the date of enactment of this Act, the General Ac-
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counting Office. In consultation with the National
Association of Insurance Commissioners and other
mterested parties, shall submit a report to Congress
concerning the adequacy of State laws in providing
the protections for protected health information de-
scribed in paragraph (2).
(e) FEDERAL PRIVACY ACT.—

(1) MEDICAL EXEMPTIONS.—Sections 552a of
title 5, United States code, is amended by ‘adding at
the end thereof the following: ‘“The head of an agen-
¢v that 1s an entity described in section 311 (a) of
the Health Information Confidentiality Act of 1999
shall promulgate rules, in accordance with the re-
quiremeﬁts (including general notice) of subsections
(h)(1). (b)(2). (b)(3). (¢). and (e) of section 553 of
this title, to exempt a system of records within an
ageney, to the extent that the system of records con-
tains protected health information (as defined in sec-
tion 4(23) of such Act), from all provisions of this
section except subsections (b)(6), (d), (e)(1), (e)(2),
subparagraphs (A) and (C) and (E) through (I) of
subsection (e)(4), and subsections (e)(3), (e)(6),
(e)(9), (e)(12), (1), (n), (o), (p), (r), and (u).”.

(2) TECHNICAL AMENDMENT.—Section

552a(f)(3) of title 5, United States Code, is amend-
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(3

‘pertaining to him.” and all that fol-

lows through the semicolon and inserting “‘pertain-

ing to the idividual.”

(f)

CIES.—

APPLICATION TO CERTAIN FEDERAL AGEN-

(1) DEPARTMENT OF DEFENSE.—

(A) ExcepTiONs.—The Secretary of De-
fense may. by regulation. establish exc-eptions to
the disclosure requirements of this Act to the
extent such Secretarv determines that disclo-
sure of protected health information relating to
members of the armed forces from systems of
records operated hyv the Department of Defense
is necessary under circumstances different from
those permitted under this Act for the proper
conduct of national defense functions by mem-
bers of the armed forces.

(B) APPLICATION TO CIVILIAN EMPLOY-
EES.—The Secretary of Defense may, by regu-
lation, establish for civilian emplovees of the
Department of Defense and employees of De-
partment of Defense contractors, limitations on
the right of such persons to révoke or amend
authorizations for disclosures under section 203

when such authorizations were provided by such
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emplovees as a condition of employment and
the disclosure is determined necessary by the
Secretary of Defense to the proper conduct of
national defense functions by such emplovees.
(2) DEPARTMENT OF TRANSPORTATION.—

(A) ExcepTiONs.—The Secretary  of
Transportation may. with respect to members
of the Coast Guard, exercise the same powers
as the Secretary of Defense may exercise under
paragraph (1)(A).

(B) APPLICATION TO CIVILIAN EMPLOY-
EES.—The Secretary of Transportation may,
with respect to civilian emplovees of the Coast
Guard and Coast Guard contractors, exercise
the same powers as the Secretary of Defense
may exercise under paragraph (1)(B).

(3) DEPARTMENT OF VETERANS AFFAIRS.—

The limitations on use and disclosure of protected
health information under this Act shall not be con-
strued to prevent any exchange of such information
within and among components of the Department of
Veterans Affairs that determine eligibility for or en-
titlement to, or that provide, henefits under laws ad-

ministered by the Secretary of Veteran Affairs.

(4) CENTRAL INTELLIGENCE AGENCY.—
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(A) EXCEPTIONS.—The Director of the
Central Intelligence Agency may. by regulation,
establish exceptions to the disclosure require-
ments of this Act to the extent that the Direc-
tor determines that disclosure of protected
health information, relating to officers and em-
plovees of the Central Intellicence Agency and
contractors of such Agencyv, 1s necessary to the
conduct of lawful intelligence activities con-
ducted pursuant to the National Security Act of
1947 (50 U.S.C. 401 et seq.).

(B) APPLICATION TO .OFFICERS, EMPLOY-
EES AND CONTRACTORS.—The Director of the
Central Intelligence Agency may. hy regulation,
establish. for officers, emplovees and contrac-
tors of the Central Intelligence Agency, limita-
tions on the nghts of such persons to revoke or
amend authorizations for disclosures under sec-
tion 203 when such authorizations were pro-
vided by such officers, emplovees and contrac-
tors as a condition of employment or contract
and the disclosure 1s determined necessary by
the Director to the conduct of lawful intel-

ligence activities conducted pursuant to the Na-
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tional Security Act of 1947 (50 U.S.C. 401 et
seq.).

(2) NO INTERFERENCE WITH STATE AUTHORITY TO
REGULATE INSURANCE.—Except as specifically provided
for in this Act, nothing in this Act, including sections 301,
311, and 312, shall be construed as interfering with the
exclusive authority of a State insurance commissioner (or
similar State official) to regulate an entity engaged in the
business of insurance in the State of such commissioner
(or official) with respect to the business of insurance of
such insurance company.

SEC. 402. RESULTS OF DRUG TESTS.

For purposes of this Act, the results of a test re-
quired by an emplover or its agent to determine the illegal
use of drugs shall not be considered protected health infor-
mation but such results may only be used as otherwise
permitted under Federal or Stat.e law.

SEC. 403. STUDY BY INSTITUTE OF MEDICINE.

Not later than 2 years after the date of enactment
of this Act, the Institute of Medicine of the National Acad-
emy of Sciences shall conduct a study to examine health
care operation activities relating to protected health infor-
mation, such as the need for protected health information
to carry out the functions of the health plan or provider

and the relationship between providing treatment and con-
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ducting internal business functions, as well as current and
proposed protection of health information in relation to
the legitimate needs of health care providers and heé]th
plans. The Institute of Medicine shall prepare and submit
to Congress a report concerning the results of such study.
SEC. 404. EFFECTIVE DATE.

(a) EFFECTIVE DATE.—Except as provided in sub-
section (b), this Act shall take effect on the date that 1s
24 months after the date of enactment of this Act.

(b) REGULATIONS.—The Secretary, in consultation
with other agencies, as appropriate, shall promulgate reg-
ulations implementing this Act not later than 12 months

after the date of enactment of this Act.
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L. Sierra, OMB
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Re: Treasury letter

I received this after the deadline. It’s hard to provide views on this, since
Treasury basically docsn’t identify the provisions on which they are
commenting. Given timing, a disclaimer should be added to the effect that
time did not permit & thorough interagency review.

NB: The language re: protection of health information should be struck. The
provision in this bill (if that’s what they are talking about) that concerns the
protection of health information appears to amount to a new restriction on
law enforcement on access to medical informnation. We are opposing this
kind of thing in a much larger context involving DOJ, HHS, the White
House, and OMB. (In fact medical records privacy legislation is to be
marked up in the Senate on 6/15.) Treasury has not (I think) been a player
in that debate and should not be opining on it here. Bob Pellicci is the LRD
person on this and can fill you in. In any event, HHS would want to be
included in the circulation of any letter on this matter.

I will let you know if I hear from anyone else this afternoon.

Also, we may have comments on other financial privacy aspecls of this
legislation. For example, sec. 179 includes a new criminal provision. We
would want to be sure the FTC doesn’t think it’s going to enforce it.
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U.S. Department of Justice
Office of Legislative Affairs

Office of the Assiarare Aftamey Gomsnl Rashingon, DC. 20530
May 28, 1999

The Honorable James M. Jeffords

Chairman

Comumittee on Health, Education, Labor and Pensions

United States Scnatc

Washington, D.C. 20510
Dear Mr. Chairman:

Thank you for the opporturity to present the views of the Department of Justice on behalf
of the law enforcement community on pending legislation to protect the confldentiality of personal
medical information. We laok forwerd to working with the Committee to protect the privacy of
confidential health information, while preserving the ability of Federal, state and 1ocal law
enforcement agencies to enforce the laws within their jurisdictions and to oversee the integrity of
the health care payment system.

The Department recognizas that additional safeguards are necessary to prevent future
abuses of medical records privacy, parricularly in response to the growing use of computera to
store, analyze, and distribute confidential health infarmation. Morever, the Department believes it
would be appropriate to establish reasouuble restrictions on law enforcement access to, and use
of, confidential health information tha( seflect current law and practice. The Department offers
the following specific suggestions on how to strike the appropriate balance between the need to
protact confidential haaith infdrmation and the need to protect public health and safety and
investigate and punish illegel activity.

At a minimum, medical records privacy legislation should prohibit Faderal, state and local
law enforcement sgencies and employees fom obtaming or using such information except for
official Iaw enforcament activities, In addition, as o gencral principle, we belicve it would be
appropriate to codify current practice by requiring law enforcement to vse lawful compulsary
process, such as a scarch warrant, grand jury subpoena, summons, warrant, judicial subpoena,
administrative subpoena or & civil investigative demand in order ta abtain protected health
information; provided, that the legislation include limited but important exceptions, discussed
below, that are necessary to protect public health and safery.

The Department supports legislation that requires law eaforcement agencies to take
appropriate and reasonable steps to minimize the publie disclosure of identifiable health
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inforaliun, cunsisteut with the requirements of due process and the needs of law enforcement to
present a compicte case. Law enforcement eiso should be required to destroy or return medical
records to the original record holder whea the official law eaforcement ectivity requiring the
retention of those records has con¢luded, and no other applicable law or regulation requites thas
the medical records be retained.

We support reasonable restrictions on law enforcement access to and use of oonfidential
bealth information. We also believe madical records privacy legislation should not urduty hinder
the ability of Federn!, state and Jocal law enforoament to investigate and prossvute illegal activity
and to protect the integrity of the health care payment system. Thus, we believe the requirement
fou lew enforcement to use compulsory pracess, discussed above, should not apply in four
circumstances: (1) when law enforcement is pexforming a health oversight fiinction anthasized by
law (subject to the derivative use limitations discresed below); (2) pursuant to Fexieral, state or
local mandatory reporting lawe (including laws requiring the reporting of gunshot wounds, rapes,
gbuse of children or the eldetly, or diversion of controlled substances); (3) in time-sensitive
circumstances to prevent tirsatened or iraminent physical harm to any person; and (4) to obtain
limited name or other essential identifying informstion, but not the entire medical fle, to ensble
law enforcement to locate and identify a patient who is a fugitive, suspect, or maverial witness.

With respect to the issue of decivative use, thera are special concerns that may erise whea
law eaforcement obtains access to lasge mumbers of health records during health oversight
ectivities. Therefore, we recommend that law enforcement should not be permitted to use
information discovered during the oversight function against a paticat for an unrelated, non-health
care matter, unless suthorizod by a court under procedures similar to those in 18 U.S.C. 3486(c).
However, because these concerns are not replicated when law enforcement obtains health recards
in non-health oversight law enforcement activities pursuant to compulsory process, any legislation
should reflect current law which provides no restriction on the derivative use of coafidentia) health
inforruation obtained by a law enforcement agency in the discharge of its general (e, non-haalth
overzight) enforcoment respoasibilities.

Finally, we believe jails, prisons and detention facilities present unique situations with
respect to medical records privacy. While the Deparzmant supports leglalation that prohibits
corTectional facilities and employees from disclosing, using or obtaining medical information for
non-official purposes, we believe such institutians should be exempted from the general
obligations and duties imposed by medical record privacy legislation. These facifitiea also ghould
be permitted to exchange prisoner or detainee health records without patieat authorization with
community health care providers providing health esre serviocs to tho prisoners ot detainces.

Thero are other technical drafting issues on which we would like to work with the
Comumittee, including issues relating to certain definitions, the procedures for the imposition of
peneltics for violations, and government Jegal department aceess to health records from
govemnmental departments and sgencies while represeoting these bodies in civil maners prior to
the initiation of legal proceedings.
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Thank you for your atteation to this matter. If we may be of additional assistance we trugt

that you will aot hesitate to eall upon us. The Off :
there is no objection from the pen ce of Management and Budget has advised that

this report standpoint of the Administratinn's program to the presentation of

Sincerely,

| jw?ﬂ;,;{)

Jon P. Jennings
Acting Assistant Attorney General

e¢: The I_Ionorable Edward M, Kennedy
Ranking Minority Member

TOTAL P.@4
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THE SECRETARY OF HEALTH AND HUMAN SERVICES
WASHINGTON, D.C. 20201

JIN 15 j999

The Honorable James M. Jeffords

Chairman

Committee on Health, Education, Labor, and Pensions
United States Senate '

Washington, D.C. 20510

-

Dear Chairman Jeffords:

On behalf of the Administration, I want to thank you and the other members of the Committee
for working in a cooperative, bipartisan manner to bring the “Health Information Confidentiality
Act 0f 1999 to markup. While we are unable to support this legislation in its current form, we
hope to continue working with you and your colleagues to resolve our remaining concems prior
to final Committee action. With further improvements, this legislation has the potential to help
us to achieve the goal of so many Americans — the right to privacy for medical and health
mformation.

The President has indicated his strong desirc to sce the Congress enact a comprehensive medical
privacy bill this year. At the same time, we are working hard to make sure the Department is
prepared to go forward with the regulations specified under HIPAA, if Congress is unable to pass
such a bill. As the President said in his State of the Union Address:

“As more of our medical records are stored electronically, the threats to all our privacy
increase. Because Congress has given me the authority to act if it does not do so by
August, one way or another, we can all say to the American people, we will protect the
privacy of medical records and we will do it this year.”

As you know, the Commiittee has made progress in a number of areas, including: limits on the

use and disclosure of health information; providing notice to individuals about how their

information may be used and restricting its use; adding a new standard for how private sector
researchers use identifiable health information; and restricting the usc of information beyond the
entity that originally collected it. However, we continue to have serious concerns about the
following provisions: meaningful enforcement provisions, State preemption, privileges, and the = ~
ability of entities to use personal information for underwriting.

With regard to areas of progress, we are pleased to see that the Chairman’s mark places
important limits oo the ways that health plans, providers and other health care-related
organizations and individuals, as well as employers, use and disclose personal health
information. The mark incorporates changes clarifying that these limits apply both to disclosures
between health care organizations as well as to disclosures and uses within such organizations,
and requiring that protected health care information be provided to and used by only those
individuals necessary to accomplish the purpose for which the information was obtained.
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For example, an employer generally could not disclose protected information gathered for the
purpose of health care treatment and payment by the employer’s group health plan to managers
charged with job performance or job placement functions. These limits are vital if Americans are
to have confidence that they can scek treatment under their health insurance without fear that
their personal information could be used against them in the workplace.

Similarly, we are very encouraged to see the Committee recognize that it should be unlawful for
someone to disclose-information that is not identifiable with the knowledge that the recipient of
the information will wrongly reidentify it. We could not support a bill that includes loopholes
that allow disclosure of information from which identifiers have been stripped or encoded to
people who intend to reidentify that information.

We are also encouraged that the notice and authorization provisions together will provide
consumers with the crucial information they need to understand how their health information will
be used and their rights and responsibilities with respect to that information. While the notice
provisions are vastly improved, we continue to have concerns regarding a provision that would
make use of a model notice an “absolute defense” to a claim of inadequate notice, even if the
information contained in the notice was not accurate for the circumstances in which it was used.
While use of the model should provide some special legal protection, it should only do so if it
accurately reflects the health plan’s actual information practices. We remain concerned that, as a
practical matter, the mark’s framework for obtaining authorizations and revocations could prove
unworkable. In particular, it is not clear how important information about a patient’s
authorization and revocation is communicated among the plans and providers who need that
information in order to make the bill’s protections real.

A
With respect to non-federally funded health research, we are pleased that the Committee has
included a review mechanism for researchers who wish to use medical records without obtaining
a patient’s prior authorization. We believe this section would be strengthened to provide greater
protection for the public if some form of independent oversight were incorporated into this new
process.

We are also pleased that the bill now makes clear that the allowable uses of protected health carc
information for health care opcrations apply only within the health plan or provider (and their
agents) that originally obtains the information. Any sharing beyond that entity requires a
separate authorization. Even within the entity, the allowable uses could not be expanded beyond
those for the purpose of the delivery of health benefits.

In today’s ever expanding, technology-based environment, it is becoming easier and easier to
identify individuals with only tidbits of either demographic or personal information. Because the
Chairman’s mark has a loose definition of “non-identifiable information”, it is imperative that it
be a crime for anyone to transmit the ‘key’ that allows such information to become identifiable.
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Disclosing the key to reidentify such information is no different than disclosing the identified
information itself, and should be just as unlawful. The bill to be considered today reflects your
concern for this issue and we appreciate recognition of this important prohibition.

While the improvements to your legislation have been significant, we have serious concerns and
believe changes are necessary in important areas of the bill. First, we believe that the strength of
any law conveying rights to individuals is their ability to enforce such rights. Our medical
records hold the mast intimate information about us. Yet the framework in the Chairman’s mark
through which individuals could enforce their rights is significantly weaker than the Video
Privacy Protection Act. That statute, passed just one month after introduction and signed by
President Reagan in 1988, includes a better standard of proof for individuals, a wider array of
uncapped damages, as well as attorneys’ fees. I think we would all agree that an individual’s
rights (o medical records privacy should be at least as strong as the privacy protections
governing his or her video rentals.

The current standard in the Chairman’s mark for civil remedies — “willful and intentional”-- is
unprecedented as a condition for liability in a private right of action under any federal statute.
This standard places the bar for a plaintiff so high as to.make the right of action meaningless.
When infoomation about our video rentals is wrongfully disclosed, federal law allows recovery of
damages if that disclosure was “knowing.” Medical records, which hold our most personal
information, should be subject to at least this level of protection.

In addition, the limited remedies available under the bill could severely impair an individual’s
ability to find counsel to assist them in enforcing their rights. Restricting the award of
noneconomic damages to $50,000 is unreasonable, and would have a disproportionate effecton  +»,
those who have been subjected to the greatest harm. Further, not all harms stemming from '
wrongful disclosure of private health information are easily quantifiable. Wrongful disclosure of
medical information can have dramatic effects on a person’s reputation and standing in the
community.

We also have serious concerns with the effect of language included in the Chairman’s mark on
state laws that pertain to minors and their rights to either permit or prevent access to their health
information. We urge that the bill strike a balance and not disrupt any state law currently in
effect. .

Mr. Chajrman, as you know, the Administration’s general view is that federal statutes that
establish new health protections for individuals should set a floor upon which states can build to
address their unique circumstances. While we appreciate your inclusion of provisions to protect
existing and future State Jaws governing public and mental health, we are concemed, in general,
about a statutory design that preempts State laws. We intend to consider this issue carefully as
we work with you to further strengthen the federal protections included in this legislation.
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Finally, we are extremely concerned that this bill would allow unfettered access to and use of
genetic information, under the guise of underwriting, in a way that undermines laws prohibiting
such discrimination. Gtven the Cornmittee’s past interest in addressing such discrimination, we

urge that the language be dropped from the bill, so that no one can misconstrue the intent of the

bill.
In closing, let me reiterate that we appreciate the bipartisan progress that has been made, but
regret that we cannpt support the bill moving forward in Committee at this time. We look
forward to working with you and the other Committee members to address the Administration’s
remaining Concerms.

Sincerely,

BBl

Donna E. Shalala

cc: Senator Edward Kennedy
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Mr. Chairman and Members of the Subcommittee, The National Association of Chain Drug

Stores (NACDS) apprecates the opportunity fo present testimony today regarding the mportant
tssue of protecting the confidentiality of pattent medical records m today’s modem health care

elrvery system.

Founded in 1933 and based in Alexandna, Virgima, the NACDS membershp consist of over 130
refatl chain community pharmacy companies. Collectively, chain community pharmacy comprises
the largest component of pharmacy practice with over 93,000 pharmacists. The chain community
pharmacy mdustry ts comprised of over 19,000 traditional chain drug stores, 7,000 supermarket
pharmacies and nearly 3,000 mass merchant pharmactes. NACDS members operate more than
31,000 retail community pharmacies with anual sales totaling over $135 billion mcluding
prescription drugs, over-the-counter (OTC) medications and health and beauty aids (HBA). Chain

onerated communitv retail nharmacies fill over 60% of the more than 2.73 hillion nrescrintions




dispensed annually n the United Stafes. Additionally, NACDS membership inchudes more than

1,400 suppliers of goods and services fo chain communty pharmacies and 96 tnternational members

from 26 foreign countries,

- Executive Summary. NACDS Supports a Strony National Law

Let me begin by stating that NACDS supports enactment of a strong Federal confidentiality law that
will preempt the patchwork of exxsting state aws and profect patient privacy. We want our patients
to have confidence that thetr personal information s secure, while allowing chaim pharmacies to

appropriately utilize medical mformation as health care providers to matntain and mprove patient

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
032711999

Page ]
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Care,

On this note, ['d like o point out that NACDS has endorsed S. 881, “The Medical Information
Protection Act of 1999, niroduced by Senator Robert Bennett (R-UT). Senator Bennett has been
working to perfect his legislation for over five years and the resulting “Bennett bill” is the most
comprehenstve and thoughtful medical records privacy legislation miroduced m Congress to date.
While the legrslation righttully imposes tough penalties for the misuse of confidential patient
informafion, it 15 carefully balanced to allow providers sufficient flexibility to appropriately utilize
paitent iformation fo optimize patient care. [t would also protect patient data without the

inconvenience of burdensome paperwork on pafients and providers.

NACDS also has worked for vears to take a leading role on protecting patient privacy. Attached to
my statement are ten “Principles to Protect the Confidentiality of Consumer Medical Records™ that

our industry creafed and conimually updates fo ensure chain pharmacies operate with profecting
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patient privacy as a fop priorify.

Key Pharmacy Confidentiality Legislative Issues

Because refail pharmactes process about fifly percent of all health care payment clams, it s
mportant that new Federal requirements for pattent confidentiality not have a disproportionate effect
on the abilty of retail pharmactes to operate effictently or provide imtegrated, comprehiensive patient-
onented prescription services. NACDS supports Federal standardization of pattent confidenttality

safeguards that mcludes:

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
052711999

Page ]
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v Federal Pre-emption of State Laws: There are approximately 31,000 chain community

pharmacies, many of which operate across state lines. However, more and more states have been
enacting thetr own new (and differmng) privacy laws and regulations, making it icreasingly
dufficult for multi-state pharmacies to understand and comply with these laws in an efficient
manner, Addmg another Federal law on top of this or trying to determmne which law 15 stronger,

as some bills calls for, would create even more challenges for multi-state pharmacy operations

Contlicts between Federal and stafe law could be virtually mpossible for health care providers to
identify and resolve on a patient-spectfic basts. Moreover, does the [aw in the state 1n which the
patten restdes prevail, or does the law in the state i which the product or service 15 being
provided gover the transaction? This question 1s particularly mportant for pharmacies located

near state borders.



medicattons because pharmacies will be required to take additional time to determine whether to
follow a spectfic provision of stafe or Federal law. For each patient, the pharmacist must first
tdentrty any contlicts between provistons of Federal and state law and then compare those
provistons fo determing which is the most restrictive. The pharmacist must make these two legal

ecisions while patients. or therr designees, are waiting for their medications

Making legal decistons ts a job for attomeys, NOT for health care providers who are trying to

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
03/27/1999
Page 3



B8:17 MAY 27, 1999 ID: NACDS #1 TEL NO: 783-836-4869 #438286 PRAGE: 6-14

provide medication as effictently and expeditiousty as possible to sick patients. The mpact on
our patents ts our most paramount concern, and, therefore, NACDS supports a comprehensive

Federal standard thaf preempts stafe confidentiality [aws.

» ASingle Consolidated Authorization for the Use and Disclosure of Personally-

\dentifiable Health Information (PHI): NACDS supports the use of a single consolidated

authorization for the purpose of obtating pafient authorization to use and disclose PHI for
payment, reatment and health care operations. Such authorization 1s provided at the time that the
pattent enrolls 1n & health plan, or when an uninsured patient provides an authorization for these
purposes fo an "origmating provider” of a prescription. Under this approach, the patient’s
prescription will be suffictent to use PHI for the purpose of practicing pharmacy as defined i
stafe practice laws and by regulatory boards. This approach also limts the recordkéeping and

reporting burdens of the pattent or the provider,




To maximize patient convenience, any Federal confidentiality law must require employers, health

plans, and ortginating providers fo obtain from the patient a single consolidated authorization to

use and disclose that patient's personally denifiable health care mformation for the purposes of

freatment, payment, and health care operations.

Down-siream health care providers MUST be able to legally assume that the single consolidated

authorization has been obtained, otherwise these providers will be forced to require patients to

Testimony submitted to the Subcommittee on Health and Environment
- House Commerce Committee
Prepared by the National Association of Chain Drug Stores
05/27/1999
Page 4
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fake the fime to fill out an addittonal separate authorization form to protect themselves from

ltigation alleging a breach of the patient's confidentialrty.

Since up to 40% of patients have others pick up or delver both new and refill prescriptions,
obtaming the additional separate authorization from all patients would be next to impossible.
Imposing a requirement that the patient personally pick up a prescription would meonvenience
the patient and could jeopardize the health of the elderly, children, or the infim who can’t
otherwise physically get to the drug store. Under some legislation already mtroduced,
prescriptions could not be refilled until patients have signed the necessary multi-point

authortzation form, causing et another patient nconvenience.

v Recognition of Pharmacy Practice Activities as a "Continuum of Care™ In 1990,

Congress passed the Omntbus Budget Reconctliation Act (OBRA 90), which recognized that




| dehvermg phannacy Sevies ol more Just filling an or1gmal prescnpnon The ol of
the pharmactst, which contimues to evolve, includes enhancing outcomes from medication use.
Pharmacy providers engage in a wide range of activities that use PHI. These melude refl
reminder programs, prospective and refrospective drug use review, disease managemen,

physician-pharmacy collaborative practice agreements, and formulary management.

Moreover, given that over 70 percent of all prescripfions are "managed" by pharmacy providers
for PBMs and thard party payors, pharmactes are offen confracfually obligated to provide some of
these services, o a range private and public plans, including Medicare + Chotce plans, Medicaid

and some Federal Employee Health Benefit (FEHBP) plans. NACDS beligves that any new

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
05/27/1999

Page )
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Federal law should recognize that pharmacy 15 an evolving health profession whose role is fo

enhance appropriate outcomes from medicafion use through a continuum of care approach.

The definifions of health care and treatment tn any confidentiality legislation should melude
compliance programs, refill reminder programs and pharmacy programs recognized by Federal
and state agencies as disease management programs. Any Federal confidentiality law must
tecognize and provide flexibilty for the evolving role of community pharmacy m the health care
system. Most recently, the Health Care Financing Administration 1ssued regulations reimbursing
iabetes education management programs i pharmacies and many states recognize the value of

pharmacy professionals providing educational and counseling services,

Implementation Issues for Retail Pharmacies

There are several mportant issues for chain community pharmacy relating to the mplementation of




e Federdl IIvacy s, Same of the more 1mp011ant Consierafions nelude:

Orgmating Providers. NACDS supports the rights of patients fo mspect, copy and amend their

medical records, and that the orignating provider 1s the appropriate place for these operations to
occur. Origmafing providers are those tha iitially prescribe a course of treatment and creafe the

historical medical record, such as health plans, physictans or emergency rooms.

The origimating provider of the prescription must be the primary source for patients to aceess,

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
052711999
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copy, and amend their health care mformation.

Audit Trail Related fo Disclosures: Some proposals would require pharmacies to mantain

records for seven years and document each and every case in which PHI was disclosed - such as
fhe date, purpose, and description of mformation disclosure - even when PHI 15 used for

freatment or obfaming payment,

Such requirements would create fremendous fime and work burdens on pharmacy providers,
owven that PHI 15 used for multiple operations each day to assure that the patient receves the
appropriate therapy, the pharmacy meefs operational guidelmes of third party payors, and the
pharmacy 1§ retmbursed for providing the service. Such a proposal would result in enormous if
not impossible workload requirements on our pharmacists and disclosure records would number

in the multiple billions. The benefit of an audit trail and how often 1t s used must be weighed

1 PR | 1 14
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' agamst the 1ncreasea COSIS 10 the nealm Care aellvery system

Sufficient Time to Modifty Computer Systems Like most health care providers, cham

pharmactes have mvested tn expensive and sophisticated computer software systems fo help
process claims and help delrver pharmacy services, NACDS believes that a realistic time frame 15
needed fo mplement new uniform confidentiality standards, includmg time to develop software
and hardware, test and distribute new products, and tratn employees in therr use. Refail
pharmacy estimates a mimimum of 18 months would be needed to mplement a new

confidentiality law, once a law 15 passed or regulations are finalized.

Testimony submitted to the Subcommuttee on Health and Environment
House Commerce Commitiee
Prepared by the National Association of Chain Drug Stores
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Use of NCPDP Standards: The entire pharmaceutical mdustry relies on the National Council for

Preseription Drug Programs (NCPDP) fo establish standards for electronic transmission of
prescription payment claims. Any new Federal confidentiality law must recognize the important
tole that NCPDP has and should continue fo have as a standard-setting organization for the

billions of retail pharmacy payment claims.

Other Key Issues

Other 1ssues nof spectfic to phamacies are also extremely important to the enfire health care
confinwum. Expanding or creating new Federal regulatory oversight of health provider operations
must be examined carefully. Patient care must not be compromised n the name of added paperwork;
consumer costs must not be drven up by excessive regulation; and basic common sense protections

for privacy must take precedence.




For mstance, creafing an enfire new right of private action spectfic to privacy should not be
necessary. Consumers currently have legal recourse to sue 1f their medical records are used

mappropriaely.

In additron, espectally when if comes to prescription drugs, falsely obtaming a prescription drug or
controlled substance without a valid sertpt from a physictan can result in severe penalties and
prosecution undzr Federal and stafe law. The penalties mcluded in legslation ifroduced to date are
severe, and would cerfamly deter any effort by a business or entity to illegally use or disclose patient

identifiable mformation.

Testimony submitted to the Subcommitice on Health and Environment
House Commerce Commitfee
Prepared by the National Association of Chain Drug Stores
05/27/1999
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Let me reiterate that the use of electronic records and technology, if carefully coordmated and
protected, results in a much safer and secure system that protects patient confidentiality, while

providing for optimum care. Avording millions of pieces of paperwork that must be filed and

maintained increases the protection of health care records,

Because this 1ssue 15 so complex and so dependent upon the use of technology, defarled attention
must be given fo the coordinatton of technology and health care systems. It1s critical that legislators
and regulafors “get 1t right.” As was seen earlier this year in the state of Maine,  law that may
sound good o consumers, but ts not perfected before implementation, can disrupt the entire health -
care system. The Mame law was suspended by the legislature after being m effect for ust two
weeks and 1 currently under a two-year review.

In conclusion, we applaud you for holding this hearing on this complex but critical 1ssue. With my

1 1" . N ' 1 ot ' 1 n n [ AL |
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about when drafhing provisions with a potential mpact on pharmacy. Thank you for providing me
th the opporfunity o testily today on behalf of Ritzman Pharmacies and NACDS. ['ll be glad to

ANSWer any questions you may have.

Testimony submitted to the Subcommittee on Health and Environment
House Conmerce Commitiee
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Attachment |
NACDS Principles to Protect the Confidentiality of Consumer

Medical Records

1) Patients Have the Right to Know Who May Access, Use, Share, or Further Disclose, Patient
[dentifiable Health Care Information. Insured patients’ mformed consent must be in writing, signed,
and obtamed by etther the employer or the health plan. Uninsured patients’ informed consent must be

in writing, signed, and obtained by the originating provider who prescribes or orders the health care
SCIVICES,

2)  APatient’s Informed Consent Should Authorize... health care providers to access, use, and share of
further disclose pattent dentifiable health care information, to: 1) Provide treatment; 2) Seck
payment; 3) Manage programs which improve outcomes and health care quality or result in reduced
costs to consumers; and, 4) Undertake health care operations and utilize sufficient adminisrative
nformation to support all of the above.

3)  One National Law... must be the product of a national debate to assure confidentality of patient
medical records, while at the same time promoting quality of care and not unnecessarily increasing
health care costs. It will be much easier for both patient and health care provider to understand and
comply with on national law rather than 51 laws... a national law plus 50 different state laws,

4)  Employers Must be Prohibited from Accessing Patient Identifiable Health Care Information...
unless the patient signs a separate informed consent form,

5) Non-Patient Care or Marketing Activities... must be authorized by a separate patient consent for
programs that are outside of the scope of treatment, payment, management of programs which improve
outcomes and health care quality or result 1n reduced costs to consumers, and health care

nneratinne/admintctrative mfnemation




“Treatment”... 1s defined as everything that state boards of pharmacy allow pharmacists to do within
the definition of the practice of pharmacy, including compliance, disease management, outcomes,
and other quality assurance prograrms, from which patients may freely choose to withdraw or opt-out.

Patients Must have the Right to Inspect, Copy, and Amend (but not change) their Medical
Records... at the originating provider, for a fe¢ to cover copying and administrative costs,

Computer Security Must... safeguard patient identifiable health care information that is maintaied
or transmitted for any purpose.

The National Law Must Go into Effect Within a Reasonable Timeframe... to provide patient
confidentality protection as soon ag possible, but also to allow health care providers reasonable time
to develop, test, distribute, and to be trained to usg new software to help them comply with this
lengthy and complex legislation.

Those With Legitimate Access to Patient Identifiable Data Must Commit to Maintain
and Abide by Confidentiality Laws. Penalties and fines should be tmposed if mdrviduals or
entities knowingly and mtentionally break the law.

Attachment 2

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Commitiee
Prepared by the National Association of Chain Drug Stores
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Key Pharmacy Issues with Medical Records Confidentiality
Legislation

May 27, 1999

KEY ISSUES

o Full Federal preemptton of the patchwork of stafe privacy laws, with an allowance for exceptions
for communicable disease reporting, essential health data and vital statistics collection, is critical,
Precedent exxsts in the financtal istitutton sector. Without Federal preemption... pharmacies and
pharmactsts will NOT be able to comply with laws that cannot be readily found or quickly
compared for conflicts between Federal and state law.

o Written authortzations should be obtamed by originating providers, such as health plans and
physicians, but not be required for downstream freatment authorized by those providers.
Pharmactes account for about 30% of all consumer health care payment claims and patients and
pharmacies could not handle additional form requirements for each prescription o iniial visit

o Consolidated authorrzations for reatment and payment must create a “legal presumption” that
allows pharmacies and other downstream health care providers to rely wpon: that individuals,
presenting health insurance cards or a valid prescription, have provided the necessary
authortzation for treatment and payment from thetr emplover or health plan. The same
assumption must be recognized for the non-insured... the originating provider obtained
the necessary authorization.




The definitton of health care or treatment should mclude pharmacy compliance and disease
management programs that are often required by Federal laws and rules and are a continuation of
ispensing the prescription,

Flectronic data collection and data transmisston provisions dealing with payment must not limit
our ability to perform drug uftlzation review (DUR) and other quality enhancement meastures
often required by Federal and stafe aw.

Pharmactsts should not be required to obtam authorizations for counseling patients on OTC
drugs.

The definttion of “indrvidual representative” or next of kin should not imterfere m allowing family
members, friends, caregivers or neighbors fo pick up prescriptions for patients

Attachment 2 Continued

Pharmacy benefit cards must NOT be mcluded in payment and electronic payment transaction

limitations. 1t so, pharmacies which would no longer be allowed to transmit the NCPDP

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
03/27/1999
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payment clam for payment because tts information 15 MUCH broader than that required for
payment. As a result, pharmacy benefit managers and health plans would no longer have access
fo the clmnical mformation confamed on the NCPDP payment claim necessary for DUR.

o Assurances should be made that Federal agencies will not use new penalty authordy as they have
under the False Claims Act or Controlled Substance Act to pursue providers for mnocent and

technical errors. 1f there 15 no harm fo the patient and mistakes are mnocent, providers should not
be unduly puntshed for employee error.

KEY QUESTIONS IN DRAFTING CONFIDENTIALITY LEGISLATION

o Docs the definition of health care mclude over-the-counter (OTC) drugs and medically “related
ttems™? 1t should not, as the workload, confusion and consumer meonvenience would be
prohibitive.

o Will bill language mferfere m the common tradition of allowing relatives, friends, caregrvers and
netghbors pick up preseriptions for pafients?

o [s 1t the mtent of legislation to require separafe, written authorizations for each pharmacy
customer, despite the fact that patients have their choice i deciding where to deliver prescriptions

to pharmacists directly, asking for treatment and granting permission for pharmacists to dispense
and be paid?

v Have members and staff contemplated the mpact of “Administrative Billing Information” and
payment provisions and their posstble impact on the use of the NCPDP prescription payment




______________________________ v_ ____vV_____

cla1m forms and PBM clintcal da fa collection used for ut 1hza flon review!
v Is it clear that pharmacy benefit cards are nof considered a “payment card™?

o Do lawmakers know that sofiware experts have told industry that 18 months is the minimum time
needed to create, test, and train pharmacists m using new software for pharmacy compliance with
anew Federal privacy law and that it 15 unltkely that software can be developed and mplemented
for a bill that does not substantially preempt state laws?

o Is it the itent of Tegrslators to lit the use of prescription information to 1ssue discount coupons
for over-the-counter drugs and products related to the freatment or preseription by requiring a
witten authorization?

Testimony submitted to the Subcommittee on Health and Environment
House Commerce Committee
Prepared by the National Association of Chain Drug Stores
052711999
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June 8, 1999

The White House ”~
Washington, DC 20500

Dear Mr. Ibarra:

As chair of the Southern Governors’ Association (SGA), I am pleased to present to you the SGA policy
statement on healthcare confidentiality. This statement was developed by our Task Force on Medical
Technology and approved by the Southern Governors’ Association. I commend you for your leadership in
this area and respectfully submit our recommendations for your use during your deliberations in Congress
on this most important matter.

As I am sure you would agree, the confidentiality of a patient’s healthcare record is a fundamental right. It
is a right that patients believe exists when they visit their physician in hope of receiving medical treatment
that will improve their daily lives. But due to the surge in the field of information technology, that right
may not exist for everyone. The answer to protecting this right is not to craft laws that ignore a state’s role
in the healthcare system but to create federal standards that allow a state to develop laws that address the
needs of their diverse constituencies.

We understand that pursuant to the August 21 deadline enacted by the Health Insurance Portability and
Accountability Act (HIPAA) of 1996, Congress is required to pass legislation establishing a federal baseline
for healthcare confidentiality or forfeit its authority to the Secretary of the Department of Health and Human
Services to implement safeguards through federal regulations. However, many states in the South and
nationwide have already developed strong, effective laws relating to healthcare confidentiality and we want
to ensure that these and future state laws will not be preempted by this federal baseline. Therefore, we urge
you to consider these recommendations as you draft federal legislation and to recognize the need for each
state to be able to construct laws designed to meet the needs of their populations.

Again, thank you for your valuable leadership on this important issue and consideration of our
recommendations. If you have any questions about this statement or wish to discuss it further, please
contact SGA Policy Analyst Catherine Finley at (202) 624-5897.

Sincerely,

.,

Governor Don Sundquist

HALL OF THE STATES 444 NORTH CAPITOL STREET, NW SUITE 200 WASHINGTON, DC 20001
202/624-5897 FAX 202/624-7797 WWW.SQUTHERNGOVERNORS.ORG

Alabama, Arkansas, Delaware, Florida, Georgia, Kentucky. Louistana, Maryland, Mississippi, Missouri, North Carolina, Oklahoma,
Puerto Rico, South Carolina, Tennessee, Texas, U.S. Virgin Islands, Virginia, West Virginia




The Southern Governors’ Association’s Policy Statement on
Healthcare Confidentiality

The members of the Southern Governors' Association (SGA) believe that confidentiality is one of the
most important health care issues that Congress will debate this year. The decisions that Congress
makes will affect consumers, healthcare providers and medical related industries in every state.
Therefore, we believe that the role of states as regulators of healthcare and consumer advocates should
be built upon and strengthened, not diminished. Additionally, a sound balance must be found that will
protect the rights of consumers, while allowing vital healthcare research to move forward. As southern
governors, we ask that the following principles be incorporated into any federal legislation:

. that states retain the prerogative to enact state safeguards that are stronger than a federal
legislative floor, including those that are established as a part of regional compacts. Further,
this prerogative shall not be subject to a time limit;

. that healthcare consumers be allowed to inspect, copy and, when inaccurate, correct their own
protected health information through the appropriate procedure;

. that confidentiality practices be clearly and concisely provided in writing to consumers;
. that very strong administrative, technical and physical safeguards be required to protect the

confidentiality, security, accuracy and integrity of protected health information, especially with
regard to user authentication and audit trails;

. that healthcare providers be permitted to disclose protected health information when necessary
in emergency circumstances, to the appropriate individual, to protect the health or safety of the
patient; :

. that strong measures are taken to prohibit protected health information disclosure to healthcare

marketing companies and other related businesses without the specific written consent of a
consumer, and that such consent shall not be "bundled" into other consents for treatment or
payment;

. that healthcare providers be permitied to disclose nonidentifiable protected healthcare
information for the purpose of private healthcare research. Further, that healthcare providers
be permitted to disclose protected healthcare information to public health authorities and
researchers to enable states to continue to have access to healthcare data for traditional state
uses; and

. that strong civil and criminal penalties be established to punish those individuals and
institutions who knowingly and willfully disclose protected healthcare information.

May 18, 1999
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NOTE: [Italicized language reflects issues that may be resolved before markup tomorrow.
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Dear Chairman Jeffords, /

On behalf of the Administration, I want to commend you and the other Committee members for
working in a cooperative, bipartisan manner to bring the “Health Information Confidentiality Act
of 1999" to markup. While we continue to have significant concerns that would need to be
addressed before we could support passage of this legislation by the full Senate, we are
encouraged by the bipartisan progress made to date. This is an important piece of legislation that

has the potential to help us to achieve the goal of so many Americans — the right to privacy for
medical and health information.

The President has indicated his strong desire to see the Congress enact a comprehensive medical
privacy bill this year. At the same time, we are working hard to make sure the Department is
prepared to go forward with the regulations specified under HTPAA, if Clongress is unable to
pass such a bill. As the President said in his State of the Union Address:

“As more of our medical records are stored electronically, the threats to all our privacy
increase. Because Congress has given me the authority to act if it docs not do s0 by

August, one way or another, we can all say to the American people, we wxll protect the
privacy of medical records and we will do it this year,”

‘ \.1' 3
'*pﬁ"
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In this regard, we are pleased to see that the Chairman’s mark places impomu?tJ limits on the
ways that health plans provulers and other hmlth care-related organizations and individuals use
and disclose personal health information. The mark mcorporates changes that clarify that these
limits apply both to disclosures between health care organizations as well as to disclosures within
such organizations, requiring that protected health care information be provided to and used by
only those individuals necessary to accomplish the purpose for which the information was
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obtained. For example, an employer generally could not disclose protected information gathered
for the purpose of health care treatment and payment by the employer’s group health plan to
/ mes charged with job performance or job placement functions. These limits are vital if
Americans are to have confidence that they can seek treatment under their health insurance
without fear that their personal information could be uscd against them in the workplace.

imilarly, we are very encouraged to see the Commillec recognize that it should be unlawful Lo, b
semearte to disclose mformatxon that is not identifiable with the knowledge that the rec1p1ent"W1ﬁ
re-identity that-m:tenneaon_ We could not support a bill that includes loopholes that allow
disclosure of information from which identifiers have been stripped or encoded to people who

intend to re-identify that information. FEHT Eaph e | Ve 2o of JeenrTy

We are also encouraged that the notice and authorization provisions together will provide
consumers with the crucial information they need to understand how their health information will
be used and their rights and responsibilities with respect to that information. While the notice
provisions are vastly improved, we continue to have concerns regarding a provision that would
make use of a model notice an “absolute defense” to a claim of inadequate notice, even if the
information contained in the notice was not accurate for the circumstances in which it was used.

While use of the model should provide some special legal protection, it should only do so if it
accurately reflects use of the model.

With respect to non-federally funded heslth research, we are pleased that the Committee has

&7] included a review mechanism for researchers who wish to use medical records without obtaining
s patient’s prior authorization. We believe this section would be strengthened to-previde-groates—

protection-for-the-public if some form of independent oversight were incorporated into this new

process.

We are also pleased that the bill now makes clear that the allowable uses of protected health care
information for health care operations apply only within the health plan or provider (and their
agents) that originally obtains the information. Any sharing beyond that entity requires a
separate authorization. Even within the entity, the allowable uses could not be € ded b

@ fact\beyond those for the purpose of the delivery of health benefits.
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action is too high. . [\ [ g L ; , -
% ¢u(«, N ﬂ beole W A cimd (e,
In the ever expanding, technology-based environment we live in, it is becoming easier and easier

to identify individuals with only tidbits of either demographic ur persvnul information. Because
the Chairman s mark has a loose definition of “non-identifiable information”, it is imperative
that it be a crime for anyone (o transmit the ‘key ' that allows such information to become
identifiable. Absent such a prohibition, the bill would contain a significant loophole through V,,, 1 _
which protected health information could be available to numerous parties for marketing or Q(*OL\MT/
other purposes, all of which would be legal. Disclosing the key to re-identifying such V€ ~°

information is no different than disclosing the identified information itself, and should be just as &1
unlawful.

Tev

We understand that there is a general consensus that this legislation should not affect state laws
that pertain to minors and their rights to either permit or prevent access to their health
information. Unfortunately, it appears that the provision currently in the bill may not achieve
this purpose. The language should be changed to ensure it is consistent with this original

purpose. L_p& i \ch)«v&— Comf\witi. (A OUAnA Lo i

As you know, the Administration’s general view is that federal statutes that estahlish new health
protections for individuals should set a floor upon which states can build to address their unique
circumstances. We are concerned, therefore, about a statutory design that preempts State laws,
and are still analyzing the particular approach taken in your bill, We intend to consider this issue
carefully as we work with you to further strengthen the foderal protections included in this

legislation. Cc»(V/\foAm\ — Mt Lok ( ﬁ.tléﬁ“

for underwriting purposes befvre an individual enrolls in the plan. _
or the plan should not be permitted to use that information to conduct ongoing interpal plan
operations. Allowing access to such information may undermitie State laws prohibiting geneti
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discrimination. Given the Committee’s past interest in addressing such discrimination, we urge
that the language be dropped from the bill, so that no one can misconstrue the intent of the bill.

In closing, let me reiterate that we believe that this bipartisan effort represents a positive step
toward meaningful privacy legislation, and we are very pleased with the progress you have made

in working with us on various issues. We look forward to working with you to strengthen the
bill further prior to Senate floor consideration.

} . L’(
Sincerely, &MJ’/[M

-W*WT

Donna E. Shalala






