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understand that fitfallows transfers of information for "marketing research.” It has no
standards for h W medical research information should be protected, or who might be
able to obtain particularly sensitive information in the name of fresearch’. 1 think all of
the comprehens W privacy bills have some level of protection of this information.

. While the finang¢ial privacy language includes prohibitions on re-use of data, those
prohibitions do ngt apply to medical information. That means |Lompanies receiving
sensitive medical data from insurers are then free to use and scﬂi the data without any

ictions whatsoever.

its on re-disclosure of medical and genetic infqrmation. Not only could a
credit agency recq%ive information from an insurer, but reporting to such entities is
permitted. The fentities can then turn around and give it to anyadne they desired. So, the
results of your latest physical exam could be used to deny your|application for a home
mortgage or credif card. All of this happens without patient without a patient’s consent
or knowledge. The comprehensive privacy bills address include protections for re-
disclosure.

. This language wonld permit life insurers or health insurers to share sensitive medical
information with gnyone purporting to be conducting a research project. This language is
very broad, and|would not be limited to behavioral or biomediadal research. This would
mean that a life|insurer that conducts physical examinations could release medical
information to soimeone conducting market research,

. Basic protections :Pccessary to make health privacy provisions Lork are missing from the
language. Therg are no requirements that a consent for release pf information be limited
to only the mi of information necessary for the particular purpose. This means ifa
health insurer asked your physician for documentation of your blood type, the physician

should not be pqEn nilted to give them every bit of medical information they have about
you. !
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From Chai Feldblum
Re: Subtitle D—Confidentiality Provisions
July 29, 1999

Let me begin by thanking you for your willingness to consider/my comments on your
legislative provisions. |Since I think we share the goals of protecting phtient privacy as much as
possible, I hope these gomments arc useful to you in your work. While these suggestions are my
personal position, 1 angic}pate that if a/l of these changes are made, the language in the
banking bill may be aq:thablc to consumer groups. If, however, thesé changes cannot be made,
then I would say--to hrase your comment-—-that “something is nor{better than nothing,”
because the language wobld result in incredibly weak privacy protection and, thus, would create
the adverse precedent gf such weak protection at the federal level. (Moreover, as long as the non-

preemption of state laws j= not explicit, it woirld also result in fower P ions than are
currently available.) Thus, if all of these changes cannot be made, I would recommend the
language be removed from the bill and that we all continue to work on|a comprehonsive privacy
bill. - : '

At the outset, | emphasize that your language in the banking bil) is quite broad in its
scope. Since it involvep ipsurers, their sibsidiaries, and their affiliates, its reach extends to many
financial institutions, managed care organizations, physicians and othet providers, and medical
suppliers and p atjcal companies. In many ways, although it is in the Banking bill, this
language affects the core of mediocal privacy. :

L In general, the prayisions of paragraphs (a)(l), (2), and (3) should be re-framed into two
... categories: Compelled Authorization and Voluntary Authorization.

A.  Compelled Authorization means tha1 the person whose identifiable information is
at stake agree to allow the company to usc the information in the enumerated
ways or ¢lse not get insurance.

mpelled Autharization Would apply to the activitles necessary for a
ipany to declde to give insurance caverage, to administer the coverage.
rotect against fraud. to meet government requirements, and to deal
mergers and transfers,

s?losure of information under this provision shpuld be limited to the
pose for which the information was first given. I would cxpect this to
r payment for health care services, for treatment of the patient, or for
business necessity of administering the individual account.

B.  Voluntary Authorizatiosi means that the person whose idéntifiable information is
at stzke may decide to allow'the company to use the information in the
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d ways, but that if that person decides not to cio S0, fhe/she will not be
nefits or services. :

funtary Authorization would apply to the actiyities that are not

gessary for the individual insurance contract bt which may be an
propriate use of information if the person consents, including providing
ipfprmation to the person’s physician, research, sharing with other
ihsprance companies, or reporting to consumer rgporting agencies.

Josure of information under this provision should be limited to the
se for which Voluntary Authorization was given;

{I.  Disclosyre of information under both Compelled Autharization and Voluntary
Authorization should be governed by the general principles of “Use Identifiable
Information Only When Needed” and “Use Identifiable [nformation Only to the
Minimum Extent Necessary™ Without these principles, the Compelled
Authorization would peed to be wnttcn must more strictly o delineate lovels of
need-to-kow. : .

A. “Use Identifiable Informauon Only When Needed” allows the company to
digclose ar a business necossity, but requires that the corpany cansider and
idemify the necessity for identifiable--rather than aggregate or blindcd--
informa o‘t For example, it will be rare (if ever) that tHe processing of premium
payments would requite genetic¢ information.

10 discloge(for a business necessity, but requires that the company consider and
identify the amount of identifiable information that is Thus. while it may
be appropriate for a company to disclose identifiable information 10 an employee
administering benefits, it will be rdre (if ever) that the employee will need the
entire medical record of the individual to process 3 dxscrthc claim.

B.  “Use ldentifinble Information Only to the Extent Neer::Uows the company

.  The provisions of *Fubparagraph (aj{B)(E) regarding authorized investigations are too
broad as they ar en and should be deleted. Current law in many situations gives the
patient no noti t his/her records are being sought er discloskd and no rights to
contest the decisjon of the record holder to disclose information There is broad
agreemeni among those working on privacy issues that some form of legal procedure is
necessary befo iglenhf iable health information is released for l%.w enforcement purposes.
This language wpyld not fill that gap
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Instead, I would suggest that you consider the language in Conﬁreasqxan Condit’s bill
(Section 305 of| H.R. 1941).! |

. R |

IV Your intent that your language not preempt State law should bg made explicit. I would
suggest something like: “Nothing in this section shall preempt any State law prohibiting
disclosure of ingdividually identifiable information.” :

v [n addition to State enforcement of thééc provisions, I would urge yoix to include a private
right of action tp allow individuals whose information is wrongly released to bring a suit
to stop further relpase and to get damages While [ would be most supportxve of an
unrestricted priyate right of action, in discussing this issuc wi other Republican
Members, they have offered the following:

A Private actions to produce court-ordered Injunctions to prohibit further
disclosure

B. Private actions for economic damages as well ag non-¢conormic losses

C.  Pupitive damages for knowing violations :

D. Aubomcys fees for acuons '

V. Finally, 1 would Spggest that yoi add a'pr'owsion to your sunset clause making clear that
this language is/npt intended to preempt the authority of the Se¢retary of HHS under the
Health Insurange Partability Act (HIPA) arid that if the Secretaty issyes regulations that
cover these issues, this language would sunset in the same er as|if the Congress acts.
Again, I would prhphasize it is important for all these changes 1 be made to ensure that

this legislation does not weaken the custent effort to achieve strong federal privacy protection. If

I can be of any assi a, please let me know, I would, of course, be Rappy to work with you on

legislative language as well. Thank you again for your intersst. f

CRS
'SEC. 305. Law inforcement _ . ;

(2) In General.t A health information custodian may disclose protected health
information to a law enforcement official for 4 law enforcement inquiry if the law enforcement
official complies with ﬂqFounh Amendmcnt to the Constitution. ;

(b) Constructios. JF" or purposes of subscclion (@), all protected health information shall be
treated as if it were held i T a home over - which the protected individual has exclusive authority.
(c) Relationship|tg Health Oversight Activities.-This section shall not apply to a

disclosurc of protected heglth information for purposes of health oversight.

TOTAL P.0nd
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June 29, 1999

Member of Congress
House of Representatives
Washington, DC 20515

Medical Records Provisions of H.R. 10 Undermine Patient Privacy

Dear Representative:

The undersigned physician, provider, patient, and other national organizations strongly support

medical records confidentiality not only from a personal privacy perspective, but also because of the

critical importance of patient privacy for high quality medical care. We greatly appreciate the well-

intentioned efforts of the many members that have resulted in the medical records privacy

provisions of H.R. 10. Nevertheless, we have both serious procedural and substantive concerns
- about these provisions and urge that they be deleted from the bill.

We are particularly concerned because Section 351 of the bill would allow the use and disclosure of
medical records information without the consent of the patient in extraordinarily broad
circumstances. To give just two examples, law enforcement entities ‘would enjoy virtually
unfettered access to medical records and insurance companies could review individual medical
records in performing marketing studies. The list of entities that could obtain medical records is
also extensive. Why should life insurers, auto insurers, and even insurers providing travel
cancellation insurance be able to routinely access patients’ entire medical records without patient
consent or even knowledge?

To complicate matters further, the legislation establishes no limitations on subsequent disclosures of
medical records to non-affiliated entities. Once a disclosure has occurred, there is no limitation on
the types of disclosures that the recipient of this information may meake. Thus, if an insurer
contracts out a certain authorized service to a bill collection agency or an administrative support
company, nothing in the legislation would prevent these organizations from disclosing or selling the
information for a host of inappropriate purposes far beyond any legitimate health use.

The legislation lacks basic protections included in all the major confidentiality bills before the
Congress. The legislation lacks specific requirements for physical, technical, and administrative
safeguards to prevent unintended disclosures of medical records. Nor does the legislation
encourage the use of deidentified medical records or insure that patients will receive notice of the
confidentiality, use, and disclosure practices of the insurance companies.

Confidentiality between the doctor or other health care professional and the patient is an essential
component of high quality health, and particularly mental health, care. Unfortunately, the medical
records confidentiality provisions in H.R. 10 will deter many patients from seeking necded health
care and deter patients from making a full and frank disclosure of critical information needed for
their treatment.

We also have numerous procedural concerns. Because the Senate HELP Committee has not yct
been able to report out comprehensive medical records privacy provisions, H.R. 10's provisions,
intended as a temporary measure until comprehensive legislation is enacted into law, could now
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become long-lasting. This is extremely troublesome because H.R. 10 is designed to address only
certain narrow aspects of medical records privacy and leaves key issues unresolved. We are deeply
concerned that passage of H.R. 10's current medical records privacy language has the potential to
undermine enactment of comprehensive medical records privacy legislation.

Thank you for considering these important issues. For further information, please contact William
Bruno of the American Psychiatric Association at (202) 682-6194.

Sincerely,

American Psychiatric Association
American College of Occupational and Environmental Medicine
American Academy of Child and Adolescent Psychiatry
American Academy of Family Physicians
American Association of Occupational Health Nurses, Inc
American Association for Psychosocial Rehabilitation
American College of Physicians - American Society of Internal Medicine
American College of Surgeons
American Counseling Association
American Family Foundation
American Federation of State, County, and Municipal Employees
American Lung Association
American Medical Association
American Occupational Therapy Association
American Osteopathic Association
American Psychoanalytic Association
American Psychological Association
American Society for Gastrointestinal Endoscopy
American Society of Clinical Psychopharmacology
American Society of Cataract and Refractive Surgery
American Thoracic Society
Anxiety Disorders Association of America
Association for Ambulatory Behavioral Health
Association for the Advancement of Psychology
- Bazelon Center for Mental Health Law
Corporation for the Advancement of Psychiatry
Federation of Behavioral, Psychological and Cognitive Sciences
Intemational Association of Psychosocial Rehabilitation Services
National Association of Developmental Disabilities Councils
National Association of Psychiatric Treatment Centers for Children
National Association of Social Workers
National Council for Community Behavioral Healthcare
National Depressive and Manic Depressive Association
National Foundation for Depressive [llness
National Mental Health Association
Renal Physicians Association
Service Employees International Union

TOTAL P.B&3
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' YHE HEALTH PRIVACY WORKING GROUP

The Health Privacy Working Group is an initiative of the Health Privacy Project of
Georgetown University’s Institute for Health Care Research and Policy. The Working Group
is funded through a gencrous grant from the Robert Wood Johnson Foundation.

The Working Group is staffed by Janlori Goldman, Director, and Zoc Hudson, Policy
Analyst of the Health Privacy Project. The Project wishes to thank the Robert Wood Johnson
Foundation, in particular Judith Whang, who rccognized the importance of this challenge;
the Glen Eagles Foundalion and the Trelis Fund, most uulably Belsy Fraanplon and Hope
Gleicher, who saw the promise in this Project; Andy Burness, Linda Loranger, and the rest
of the staff of Burness Communications for their guidance throughout the process; Scott
Sanders of High Noon Communications, Audrecy Denson of Denson Design, and Mike
Heffner of 202 Design for their kcen design skills; and our colleagues at the Institute for

Health Care Research and Policy.

Our deep appreciation goes to the individual members of the Working Group, who dedicated
themselves over the past year to this extremely daunting—and we hope just as valuable—
endeavor. As Chair, Dr. Bernard Lo brought to bear his vast knowledge and talents as doctor.
ethicist, teacher, writer, listener and refiner, all of which made this possible.

MEMBERS

Chair

Bernard Lo

Director, Program in Medical Ethics
University of California San Francisco

Paul Clayton

Professor of Medical Informatics

Columbia Presbyterian Medical Center and
Intermmountain Health Care

Jeff Crowley

Chair, Privacy Working Group

Consortium for Citizens with Disabilities and
Deputy Executive Director for Programs
National Association of People with AIDS

John Glaser
Vice President and Chief Information Officer
Partncrs HealthCare System, Inc.

Nan Hunter
Proiessor of Law
Brooklyn Law School

Shannah Koss

Healthcare Security and Government
Programs Executive

IBM Corporation

Chris Koyanagi
Policy Dircctor
Bazelon Center for Mental Health Law

John Nielsen

Scnior Counsel and Director of Government
Rcluuons

Intermountain Health Care

Linda Shelton
Policy Director
National Committee for Quality Assurance

Margaret VanAmringe

Vice President for External Affairs
Joint Commission on Accreditation of
Healthcare Organizations

' Health Privacy Project, July 1999
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HEALTH PRIVACY WORKING GROUP

BEST PRINCIPLES FOR HEALTH PRIVACY
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EXECUTIVE SUMMARY

Privacy and confidentiality have long been recognized as essential
elements of the doctor-patient relationship. Also essential to optimal .
care is the compilation of a complete medical record. But that same Executive
record is used for a wide variety of purposes—including insurance Summary
functions, coordination of care, and research. The long-standing

friction between these two goals—patient privacy and access to

information for legitimate purposes—has been heightened by the

transition to electronic health information and a push toward

integrated information in support of integrated health care delivery

and health data networks. While these developments are intended to

improve health care, they also raise many questions about the role of

privacy in the health care environment.

Recent polls demonstrate that the public has significant concern
about the lack of privacy protection for their medical records and that
it can impact how thcy cngage with health carc providers. In order to
protect their privacy, some patients lie or withhold information from
their providers; pay out-of-pocket for care; see multiple providers to
avoid the creation of a consolidated record; or sometimes avoid care
altogether. Such “privacy-protective” behavior can compromise both
individual care and public health initiatives.

The public has some reason to be concerned. Today, there is little

consistency in approaches to patient confidentiality and no national

standards or policies on patient confidentiality. The 1996 Health

Insurance Portability and Accountability Act provides that if Congress 3
fails to enact comprehensive health privacy legislation by August

1999, the Secretary of Health and Human Services must issue

regulations. Therefore, either through legislation, government

regulation, or self-regulation, there will be significant developments

with regard to health privacy in the next two years.

What has been missing from the debate is a consensus document that
offers policy recommendations regarding how best to protect patient
confidentiality. To fill this void, the Health Privacy Project, with funding
from the Robert Wood Johnson Foundation, created the Health Privacy
Working Group in June 1998. Its mission was to achieve common
ground on “best principles” for health privacy, while identifying a range
of options for putting those principles into practice. The Working Group
is comprised of diverse stakeholders, including: disability and mental
health advocates; health plans; providers; employers; standards and
accreditation representatives; and experts in public health, medical
ethics, information systems, and health policy.

The Working Group spent the past year crafting a consensus
document that reflects “best principles” for health privacy. This report
outhnes the 11 principles to which the Working Group agreed and
details the rationale behind the recommendations.

The principles represent significant compromises between Working Best
Group members and should be seen as a framework that aims to Principles
accommodate the various information needs of diverse interest for Health

groups. The principles are designed to establish a baseline of Privacy
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protections that should be considered when implementing
comprehensive patient privacy policies and practices.

The Working Group adopted the following 11 principles. Because
these principles are intended to establish a comprehensive
framework, they should be read and implernented as a whole.

1. For all uses and disclosures of health information, health care
organizations should remove personal identifiers to the
fullest extent possible, consistent with maintaining the
usefulness of the information.

Generally, the use and disclosure of information that does not identify
individuals does not compromise patient confidentiality. As such, the
use and disclosure of non-identifiable health information should “fall
outside” the scope of policies that govern personally identifiable health
information. Health care organizations will need to take into
consideration the practicality and cost of using and disclosing non-
identifiable information. Ultimately, through the creation and use of
non-identifiable health information, more people can have more
information, without compromising patient confidentiality.

2. Privacy protections should follow the data.

All recipients of health information should be bounid by all the
protections and limitations attached to the data at the initial point of
collection. Recipients of health information can use or disclose
personally identifiable health information only within the limits of
existing authorizations. Any further uses or disclosures require
specific, voluntary patient authorization.

3. An individual should have the right to access his or her own
health information and the right to supplement such information.

All patients should be allowed to copy their records and to
supplement them if necessary. But supplementation should not be
implied to mean “deletion” or “alteration” of the medical record.
Furthermore, data holders may charge a reasonable fee for copying
the records, but they cannot refuse inspection of the records simply
because they are owed money by the individual requesting inspection.

In certain cases, patients may be denied access to their medical
records. Such instances include if the disclosure could endanger the
life or physical safety of an individual; if the information identifies a
confidential source; if the information was compiled in connection
with a fraud or criminal investigation that is not yet complete; or if
the information was collected as part of a clinical trial that is not yet
complete and the patient was notified in advance about his or her
rights to access information.
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4. Individuals shouid be given notice about the use and
disclosure of their health information and their rights with
regard to that information. _

The notice should tell the patient how information will be collected Executive
and compiled, how the collecting organization will use or disclose the Summary
information, what information the patient can inspect and copy,

steps the patient can take to limit access, and any consequences the

patient may face by refusing to authorize disclosure of information.

5. Health care organizations should implement security
safeguards for the storage, use, and disclosure of heaith
information.

Security safeguards consistent with the Secretary of Health and
Human Service'’s standards, whether technological or administrative,
should be developed to protect health information from unauthorized
use or disclosure and should be appropriate for use with electronic
and paper records. Any safeguards should recognize the trade-off.
between availability and confidentiality and should be tailored to
meet needs as organizations adopt more sophisticated technologies.

6. Personally identifiable health information should not be
disclosed without patient authorization, except in limited
circumstances. Health care organizations should provide
patients with c¢ertain choices about the use and disclosure of
their health information.

Patient authorization should be obtained prior to disclosure of any
health information. But, at the same time, some patient information
needs to be shared for treatment, payment, and core business
functions. With this in mind, the Working Group recommends a two-
tiered approach to patient authorization.

The authorization structure allows for a health care organization to
obtain a single, one-time authorization for core activities that are
considered necessary or routine. These activities are directly tied to
treatment, payment, and necessary business functions in keeping with
medical ethics. The health care organization may condition the delivery
of care—identified as Tier One—or payment for care upon receiving
authorization for these activities, which can be obtained at the point of
enrollment or at the time of treatment.

Any activities that fall outside this core group (sometimes commonly
referred to as uses) must be authorized separately by the patient and
fall under Tier Two authorization. The patient can refuse authorization
for these activities without facing any adverse consequences. Activities
in this category include, but are not limited to:
* purposes of marketing,
+ disclosure of psychotherapy notes;
* disclosure of personally identifiable health information to an
employer, except where necessary to provide or pay for care;
= disclosure of personally identifiable health information
outside the health care treatment entity that collected the
information, if other Tier One authorization(s) do not apply;

Best
Principles
for Health
Privacy
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and

» disclosure of personally identifiable health information,
if adequate notice has not been given at the point of the
initial authorization.

Executive . _ ,
Summary The Working Group identified a limited number of circumstances in
which personally identifiable health information may be disclosed
without patient authorization. These include:
» when information is required by law, such as for public
health reporting;
« for gversight purposes, such as in frand and abuse mvestigations;
» when compelled by a court order or warrant; and
« for research, as described in Principle 8 below.

7. Health care organizations should establish policies and
review procedures regarding the collection, use, and
disclosure of health information.

An organization’s confidentiality policies and procedures should be
coherent, tying together authorization requirements, notice given to
patients, safeguards, and procedures for accessing personally identifiable
health information. Organizations should also establish review processes
that ensure a degree of accountability for decisions about the use and
disclosure of personally identifiable health information. During such a
process organizations might, for example, wish to determine routine
procedures and special procedures for some areas of health care where
medical information is considered highly sensitive to the patient.

8. Health care organizations should use an objective and
balanced process to review the use and disclosure of
personally identifiable health information for research.

For some areas of research, it is not always practical to obtain
informed consent and, in some cases, a consent requirement could
bias results. Recognizing this, the Working Group advises that
patient authorization should not always be required for research.
However, any waivers of informed consent should only be granted
through an objective and balanced process.

Currently, any federally funded research is subject to the “Common
Rule,” where an Institutional Review Board (IRB) is required to make a
determination about the need for informed consent. An IRB can choose
to give a rescarcher access to personally identifiable health information
with or without informed consent. But some research falls outside the
scope of federal regulations. In such circumstances, health care
organizations should use a balanced and objective process before
granting researchers access to personally identifiable health information.

9. Health care organizations should not disclose personally
identifiable health information to law enforcement officials,

absent a compulsory legal process, such as a warrant or

court order.
Best

Principles o .
for Health Federal privacy laws generally require that some form of compulsory

Privacy legal process, based on a standard of proof, be presented in order to
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disclose to law enforcement officers. Law enforcement access to
health information should be held to similar standards. In some
instances, however, government officials may access health
information with legal process for the purposes of health care .
oversight. In these instances, the information obtained should not be Executive
used against the individual in an action unrelated to the oversight or Summary
enforcement of law nor should the information be re-disclosed,

including to another law enforcement agency, except in conformance

with the privacy protections that have attached to the data.

10. Health privacy protections should be implemented in
such a way as to enhance existing laws prohibiting
discrimination.

Currently, there are state and federal laws that prohibit discrimination
on the basis of a person’s health status in areas such as employment or
insurance underwriting. Confidentiality policies should be implemented
in such a way as to enhance and complement these protections. In
effect, privacy can serve as the first line of defense against
discrimination, creating a more comprehensive framework of protection.

11. Strong and effective remedies for violations of privacy
protections should be established.

Remedies should be available for internal and external violations of

confidentiality. Health care organizations should also establish

appropriate employee training, sanctions, and disciplinary measures

for employees and contractors who violate confidentiality policies. 7

The 11 principles outlined above focus on information gathered in the
context of providing patient care and are written to establish a broad
framework for the use and disclosure of health information. Although
the Working Group recognizes that the need for privacy protections in
other arcas is no less urgent, this consensus document does not
address the following areas:

» special considerations about the needs of minors;

+ information that locates an individual in a particular health
care organization (sometimes referred to as “directory
information”);

e information provided to spouses, dependents, and
other next of kin;

« public health reporting;

« fraud and abuse investigations; and

» the appropriate relationship between state and federal law.

These 11 principles are designed to serve as a baseline for
establishing patient privacy protections. While we all agree that
health information, used in the right hands and with the right
safeguards, can lead to improved health and advances in research,
this information should not be used with disregard for patient
privacy. Patients need to know that adequate protections are in
place to protect their health information. Our hope is that these

principles will go a long way towards establishing appropriate PrinciBf:;
protections and, in the process, help build public trust and for Hep ith
confidence in our health care system. ° Priv:\cy

TOTAL P.@3
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Marmne Levin-The CRS study might have been requested by Ganske. The conclusions of the study are causing the
House Dems to rethink their position on medical privacy. In other words, iustead of striking medical from financial
modernization, they might be inclined instead to ask for the strongest possible provision. Apparently insurance
would be covered by Ganske but, not by HHS regulations/current authority. House is to appoint conferees on H.R.
10 today and therefore House Dems will do a motion to instruct today that will address medical privacy among
other issues. Given that this differs from our position, HHS and WH need to contact LaFalce staff and Gephardt

- swaff to explain our concerns about their change i position.

. ) o . : B unclassified
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Tuty 29, 1999 - .

Re: HHS authority to issue regulations relating to medical privacy

Anticipating that legislation addressing the confidentiality of medical information might not be
completed by Angust 21 of this year, Congress included in Section 264 (c) of HIPAA (attached)
a requirement for the Sec. of HHS to promulgate regs on medical privacy “in copnection with
the transactions described in section 1173(a) of the Social Security Act” (appeazing in section
262 of HIPAA, attached). Section 1173(a), in tumn, refers to data transactions such as health
clajms, health carc payments, earoliment in a heaith plan, health care payment and remittance
advice, health plan premium payments, health claim status, and “other financisl and
admiinistrative transactions determined appropriate by the Secretary, consistent with the goals of
improving the operation of the health care system and reducing administrative costs.” It should
be noted that lifs insurers, disability insurers and long-term care msurers are not considered to be
part of the health care system.

Section 264 of HIPAA required HHS to issue recommendations on medical information privacy
to Congress. This report, issued September 11, 1997, describes the intended coverage of the
proposed HHS regs on page 11( attached), and goes on to note;

“The definition [of health care providers or payers under the provision] does not
encompass liability insurcrs who reccive health information, 28 needed, pursuant to
claimants’ suthorization. Nor does it include life insurers, who receive information, with
the patient’s authorization, not as part of health care or payment, but to make
underwriting decisions.”

There are several instances since HIPAA was enacted in which the Secretary or other HES
oflicials have wlinucd their inlerpretation that instrers other than health insurers would not be
gubject to the anticipated regulations, We have quotes if you would like them.

It occumred to .. : - that part of the problem the administration may be having with the
Ganske language is that it applics to all instrers, which would include heatth insurers, and that
rusy rdise a question in some peoples minds whather the HHS regs would be preempted with
respect to health insurers. | -
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110 STAT. 2024 PUBLIC LAW 104-191—AUG, 21, 1996

42 USC 1520d-2,

“G) the standard is promulgated in accordance
. with the rolemaking procedures of subchapter III of
chapter § of title 5, United Statee Code.

“(B) NO STANDARD BY STANDARD SETTING ORGANIZA-
TION.—If no standard setling organization has daveloped,
adopted, or modified any standard relating to a standard
ﬂmttha Secxetary is anthorized or xequired to adopt under

“i) ph (1) shall not; d
_&ﬂpmgra B no appl}" an

“«8) CONBUUI‘ATION REQUIREMENT.,—
“(A) IN GENERAL—A standard may not be adopted

wnder this
= Uymfhemaofasmdudbythashasbeendavel-
aped, or ptandard setting
orgamzahgl,%e s

'(iﬂhthamaofmyuthuatmda:dtheSee
retary, in com; with the of sub-
seeﬁqn(ﬂmnl with each of the tions
described

inmhpaxugnph (B) befare ing the

(B) ORGANIZATIONS DESCREED.—The organizations
re&redtninmmhm)mthefonowmg
1) The Natd Unifarm Billing Committee.
“un)'lheNntumnl Uniform Claim Committes,
U3i) The Workgroup for Electronie Data Intar.

) The Ameriean Dental Association.

"(e) PROTECTION OF TRADE SECRETS.—Eicept as otherwise
by law, natnndard adopted undorthupaztshannot
mdmm of irade becrats or confidemtial commercial

Pperaon required to with this part.
mmbgriummm&cxﬁwlnmpf

mwm the S .bhanlgonthem@
! of the National Commi m Vi and'Health

Ant(ﬂU.SC. 24201(k)), apd shall emsultmthw
m&’prxvata orgamizatiops. The
puhhnhmﬂ:aFedar Regisier any recommendation ofﬂm
National Committee.on Vital and Health Statistics regarding the
adoption of a standard under this part
"(5\) APPLICATION TO MDDIFICATIONS OF STANDARDS.—This sec-
all apply to a modification to a standard (including an
addmm t0.a standard) adopted under gection 1174(b) in the same

manner as it applies to an initial standard adopted under section
1174(a).

°STANDARDS FOR INFORMATION TRANSACTIONS AND DATA ELFMENTS

“SEC. 1173. (a) STANDAEDS TO ENABLE ELECTRONIC
EXCHANCE.—

ey —

v

e T AT e
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PUBLIC LAW 104-191—AUG. 21, 1596 110 STAT. 2025

“(1) IN GENERAL.—~The Secretary shall adopt standards for
tragaactiona, and data elements for such transactions, to apable
health information to be exchanged electromically, that are
appropriate for— . '

"(A) the BSnancial and administrative transactions

deseribed in paragraph (2); and

“(B) other ﬁp.nrandnl and administrative transactions
g;tﬁtmineddugpmpn_ate gethe Seg:tmtr_, &mfeﬁ?ﬁ with
e goals of vmpro operation of the care
ayntahnndndudn;ﬁninish-aﬁvp costs, ﬁ

“(2) TRANSACTIONE,—The transactions referred to in para- :
graph (1XA) are transactions with respect to the follawing:
, “(A) Health claims or equivalent encounter informa-

*(B) Health claims attachments.
_ “(C) Enrallment and disenrollment in z bealth plaa.
[ “4(D) Bl ty for a health ¢
' “(B) He caxe payment and remitiance advice.
. “(F) Health plan preminm payments.
{ “E%-‘g Fixst report of .

“(H) Heaith claim atatus,

“I) Referral certification and authorization. —_
i tnn}fgdn ad pt:il obmt‘ggNSec?:tar;P ECEI g Eﬁi—sh'r:ﬁ

5 0] y under paragrap
‘ accommodate the

needs of different types th care provid-

ers.
“(b) UNIQUE HeALTH IDENTIFERS. —

(1) IN GENERAL.—The Secretary shall adopt standards
providing for a standard 'uahnlthidenngerfnrsuh
individual, em . healﬂan. and health care pravider
for use in the th care system. In ing out the preceding
sentence for each health plan and care !prwlder, the
Secretary shall taks into account multiple uges for identafiers
and multiple locations and specialty classifications for health
cEYe

2) USE OF IDENTOMERS.—The standards ado under

ar) (1) shall ify the for whi i
BT e ey TRy ™ P S 2 wmicue
“(¢) Cope SETS.— _
- (1) IN GENBRAL.—The Secretary shall adopt standards

. "(A) select code seta for sppropriate data elements
for the traneactions referred to in subsection (aX1) from
among the cude sets that have been devaloped by private
and public entities; or .

“(B) agtablish code sets for such data elements if no
code sets for the data elements have been develaped,

*(2) DsTrRIBUTION —The Secrotary shall establish efficient
and low-cost adures for distribution (induding electronic
distribution) of code seta and modifications made to sueh code
sets undexr saction 1174(b).

“(d) SECURITY STANDARDS FOR HEALTH INFORMATION. —

*(1) SECURITY STANDARDS.—The Secretary shall adopt secu-

andards that——

rity st
“(A) take into aceount—
“(i) the technical capahiliies of record aystems
used to maintain health information;
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“(D) sball be responsihle generally for advising the Sec-
retary and the Cm;;ms on the status of the implementation
of part C of title XI of the SecuntyAnt. and

(&) by nttheandthefo
“(7) Not later year after the of the egactment

the Health Insurance P ortah:htyandAcmuntabﬂityA:toflsss
gmamd A hn’. report re the tplm th”tecm
, amn implementation

of C of title of the SOCHI-I Sacu:nty Such re shal]
ad th-ﬁnawm;mb_)necs,tutheextentthatthe ormunittes

datermines a

(A) %ﬁ e::tanz to which persons req:u.xtad to comply with
part C of title XI of the Social Security Act are cooperating
n im%emenhng the s\‘.andards adopted under such

which such entities are mesting the

securlty stamdards ndopted under such part and the types
of penaltios assessed for noncemplinnce with such »

“C) wheﬂ'l:tﬁ t'hzf Federal m:llnlisty te Gave

on ent q 0

rz;mv:ng mmch suffici theix respom
, ’(D)Anypmhlemaﬂmtenntmthmapectbnﬂpl&nmh—
tion of such part

v

being met.™.

nmmmmmmacrorm
TAIN BEALTH INFORMATION.

aﬁarthedateufthaqnctmmtofthq!\cﬁ.du&cnﬂryof
Health and Human Services shall submit to the Committee op
memm&ec@mmﬁmmnf
Sennts and the Committee on Commeree agd the Commi
Wmlnde:nfthoﬂnnnnfRnpmmhmdmdsd
recommendations on standards with respect to tbe privacy of

(b) SURIECTS FOR RECOMMENDATIONS.—The recommendations
(1)'11:. “ that d;:t;dual t%eﬁ SubEctofmdl id
anm who fa a vid-

hm‘ on should have y

(B)mgroudmsthatnhmldbeuubﬁahedfurd:em
cise of such nights.
: (S) The uses and disclosures of such information that should
be suthorizad or

uu( Pl'ti;a(ugn —A regulation pramulgated undar
ON. re ta un -
graph (1) hot supercede a contrary provision of m

' 23139 (191) sa—4

“(E) The extant to which timetables under such past are

PUBLIC LAW 104-191—AUG, 21, 1996 - 110 STAT. 20383

uuacumd-z

doo5
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110 STAT. 2034 PUBLIC LAW 104-191—AUG. 21, 1996

law, ﬁfhepmvmmufsmlawxm ¢x requirements, stand-
. uds,m-mplanmtaﬁon specxﬁmhm;’:athatmmm emit
than the requirements, standards, or implementation specifica-
Gpoa mpoaed undr tho romulation, soction, the Secretary
TION.—
of Health and Human Services consult with—
(1) the National Cormmittes on Vital and Health Statistics
estahfished under section 806(k) of the Public Haalth Service
Azt (42 US.C, 24%k(k)); and

(B)ﬂ:leAttnmr.yGen
Subtitle G—Duplication and Coordifiation
of Medicare-Related Plan
BEC. 271, »3!' 3 ON AND COORDINATION OF MEDICARE-RE ED
(a) TREATMENY OF CERTAIN Heurra INAUR/ PoLICES As .
NoNDUPLICATIVE. —Caction 18B2(A)}3XA) (42/U.5.G, 13955a(d)(3)(A))
is amendade
v, (D) in clausd (i), by striking j£lavse ()* and inserting

(@) by adding 1 the end the fallgwing
_“(z? wmuwn t!':s uhp aha)althmsnrax;_oe
oo A s Aol o o iy B g o
regnrdtooﬂmrhexlh tcovntfsuchindwidunliunot
e_annidmdtu'd i any\ hoalth bensfits under thig title, under
or

healt®), inslrang d subclauees
ond (D) b clause 0 do not ap) tomhfm” an @

policy.
For purpaoses of ... a health imsurance
aY) rr A which is not a health
A xea h‘dﬂl hnhhbm
under this title or under Anothe Mgﬁmmﬁqﬂm—
.-,‘..... only for long-taxm e,
nurEing ..... : .nrcmnmumw-basedwe,
coordiniiés against or dxcludes itamns and services
ar paid/for under this 1; orunderznoﬁhnrhaalth

mldnriasonorsﬁerﬂmandaf

the nefriod tha dute of enactment of the
v A u ?.mgfnd ACCOUINTAIIILLY Al:t “ ]
?!]UHEH coordination ar uch]m‘m n the pnhcyﬂ outline
Furpurposes bt tHis claus theterma‘mordinn s' and ‘coordination’
mean, e tnae'uhnymmlnhonto 2nlth benefits uader

i'huhﬂa mntherheaét’hmsmp ,thﬂtth.pnh:y
mdﬂ tum I.! Sm&ry or ml Iral

and & to the extent availabla or pal.d 3 ﬂm titla
or undy annﬂmrhaalthmmmnce

BILEQ) mﬁﬂ hoiﬂ
ing ‘ cgpnh paor:ha-thanapolfcywd ﬂ subclmue(lﬂ))

- ah b a disclosure statement described jn clamse (vil)
for\the type of pulmy being applied for. Such statement shall be
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Recommendaﬁ_ons of the Secretary of Health an... -

. Page | of 47
CE I I K
s cn

CONFH)ENTIALITY OF

INDIV]])UALLY-IDENTIFIABLE IIEALTH
INFORMATION

Recommendations of the Secretary of Health and Human Semces,
pursuant to section 264 of the Health Insurance Portability and
Accountability Act of 1996

Submitted to:
The Committee on Labor and Human Resources and the Committee on Finance of the Senate

The Committee on Commerce and the Committee on Ways and Means of the House of
Representatives .

On September 11, 1997

CONFIDENTIALITY OF INDIVID UALEY—IDENTIFIABLE
HEALTH INFORMATION

Recommendations of the Secretary of Health and Human Services, pursuaat to section 264 of
the Health Insurance Portability and Acconntxbihty Act of 1996

LINTRODUCTION o T
A. Background A
B. Why Federa) Legislation is Needed

C. Recommendation for Esmblishig.gf-“'cdeml Privacy Standapds
D. Princj'gles °

- E. Boundarjes -- Recommended Scope of A Federal Privacy Law

G, Consumer CM!

cca bilj

1, Public Responsihility
J. How Federal Privacy Lepgislation Should Refate to Other Laws

K_ Particulay Classes of Informarion
] COMME

ﬁ. ngcrage

' B, Basic Requirements

C. Patient Awarcness and Confyo)
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ﬁmﬂlﬁﬁons of the Secretary of Health an. : ' Page 11 of 47

COVERAGE = -

"1 PROVIDERS AND PAYERS, AND THOSE WHO RECEIVE INFORMATION FROM THEM

We recom u.und that Federal bealth privacy legislation apply primarily to health care providers
and payers. '

We recommend that persous receiving information under the provisions of such legislation without
patient authorization for health aversight, public heaith, regearch, State data system purposes be
subject to the requirements of the legislation.

Wc.mﬁmmnnd that health care providers be dcﬁned a5 persouns who receive, create, use, or
maintain, health information while providing health care in the ordinary course of business or
practice of a profession, pursuant to license, cerﬁﬁqltion, registration, or other legal anthorization, A n’ l les o

»

v

~ 'We recommend that payers be defined to include persons whbo pay for health care through P ; f,_;
contracts of insuruuce or in connection with employment, and government prozrams that pay for I
care under a beaefit plan. . SEEE

X h-" , P
The legislation we recommend should apply in theBRSEEE L T R e ,})}l\\ _
They are at the heart of health care, and typically receive information directly from patients and generato heaith \7 v

information. They are often one and ke same,

Providers sre persons — individual and institutional — who receive, create, lize, of maintain, health information while
providing health care (including preventive health services) in the ordinary course of business or practice of = profesaion, f:?
purssant to Hicense, certification, registration, of other legal euthorization. )

Health care dpzwm; pay for heatth care purspant to advance agreements or stanitory obligations — the range of entities
commonly described as "plans.” They may inchade licensed insurance companies, hospital or medical service
corporatjons, health maintepance organizations, or other entities leensed or certified by a State to provide health
insurancs or heaith benefits. They mclude employee welfare benefit plans and other mrangements that provids health

* benefits, whether or not fimded through the purchase of insurancg policies or contracts. They Include public programs
that pay for health care under a health benefit plan, such as Medicare, Medicaid, the bealth progranus of the Veterans
Health Service, and the Civilian Bealth and Medical Program of the Uniformed Services (CHAMPUS), The term shoald
not be defined to include individuals and families who pay for their awn care. :

" The definition does not encompass liability insurers wha receive health information, a8 needed, pursuant to claimants
autharization. Nor does it include life insum_s, who re.cg.ive informaﬂon. with the patient's, aqﬂ!oﬁzaﬁon, not as puit of -
health care or payrment, but to joake upderwriting decisions. "} [y, a0 L L LUKS TS P

We are making no recommendations with respect to inciuding workers' compensation under Fedeyal bealth privacy
legislatioft atf this time. Although workers' compensation carrlers recejve health care information in much the same
maaner a3 health plans, the need under workers' compensation systema to coordinate the health benefits provided with
both the Indemnity benefits (e.g., lost wages aud disability payments) provided under the system and the deteymination
of a worker’s ability to return to work raises potential questions about the appropriateness of cartain disclosures of
medical information. We are continuinp to review the need for faderal privacy standards in this area and will inform
Congress of any recommendations that we have in this area when we complete our review.

We do not recommend that employers as such be controlled by the legjslation, But they should be.. considered health care

providers or payers when they actually perform those activities; and obliged to conduct themselves accordingly.
(Controls on employers' use of health information so obtained for other purposes s discussed below in LIMITATIONS
ON USE). :

1. COVERED ACTIVITIES
. We recommend that health care be defined to include .
~ any preveutive, diagnostic, therapeatic, rehabilitative, maintenance, or pslliative care,

counscling, service, or procedure with respect to the physical or mental condition, or functional
status, of a patient or affecting the structure or function of the body;. B

file:C\WINDOWS\TEMP\PVCREC HTM N | 91197




U7/30/99 FRI 08:55 FAX 202 622 0534

00 T0F 8398

- TREAS LEG AFFAIRS @008

OT/28/88 15:41 P 0027007
Order Code RS20282

iperican Lav Div.

( Hb Report for Cungre\s

Cvangresswnial Resedren Service - The oabvars of Comyreess

The Relationship Between the Medical Privacy
Provisions in H.R. 10 and the 'Health Insurance
Portability and Accountability Act (HIPAA)

Gina Marie Stevens
Legislative Attorney
Amencan Law Division

Summary

-——

The Health Insurance Pormmbility md Accountability Act of 1996 (HIPAA)
mandates significant changes in the health insurance industry, and inciudes requirements
for the standardization of electronically transmitted health information for financial and
administrative transactions. HIPAA required the Secretary of Health and Human
- | -Services (FIHS) to make recommendations to the Cangress by August 1997 on standards

with respect to the privacy of “individually identifiable health information," and also

. : provided that if legislation govunmgmdaxdswmhxespectto the privacy of individually

identifiable: health information that is electronically, transmitted were not enacted by

August 21, 1999, the Secretary of HHS must promitlgate final regulations conteining

such standards by February 2000. Although several comprehensive medical recards

confidentizlity bills bave been introduced in the 106® Congress, noae basbeen passed.

The Senato Health Education Labor and Pedsions (HELP) committee has crafted a dragt

bill that n:presents & syuthesis of the three Sepate bills, but attempts to mark up the
Senate HELP committee draft have been unsucwmﬁi

_ The House passed FLR. 10, which is designed to modcrmze the financial industry
: by allowing mergers among insurance companies, banks, securities firms, and other
' , financial insttutions, on July 1st. S. 900, Financial Servicas Modernization, was passed
by the Senate May 6th. Unlike the Semate version, the House bill includes provisions
(section 351) regarding the disclosure of individually identifishle customer health,
i medical, and geactic information held by insurance companies that were introduced by
Represenfative Ganske (R-Iowa). Section 351 of HR. 10 provides that the section will
not take effect, ar will cease 1o be effective if legislation is enacted that sarisfies section
264(c)(1) of HIPAA which requires the Secretary to issue final regulations containing
privacy standards by Fehruary 2000 if legislation governing such standards is not enacted
by Augusit 21, 1999. This report will be updated as events warrant,

L. — -
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TthmlﬁxInﬂumPomhﬂuyandAAmnmhﬂn;cAct of 1996 (HIPAA) mandates
sxgm.ﬁcant changes in the health insurancejindustry,! and includes as part of theoveratl

" insurance reforms, requiremmens for the sm:.\qanﬁmnon ofdactmmrally mansmitted bealth
information for financial and administrative transactians,> All health care payers and
providers who uamnﬁnanqalmqﬂmnhmmm electronically are required
fo use standardized data elements® Ths|Secretary of the Department of Health and
Human Sexvices (HHS) is reqmmd to-davelop and adopt the standards to be used. The

- purpose of these HIPAA requirements is r.P reduce admmistrative costs and paperwork,

improve the efficiency of the health care system, detect fraud and abuse, and facilitate

" access to medical ifoomation  HIPAA also required the Secretary of Health and Human

Scrvices to make detailed mmmmchnom'to the Congress by August 1997 on standards
with respect to the privacy of "individyally identifiable health information"* The

- recommendations were to address the rights that an ‘individual who is a subject of

individually identifiable health information should have, the procedures that should be
estahlished forexercise of those rights, and the uses and disclosures of such information

| that should be authorized or required.

;'
Hcalth Infermation Confidentiality Recnmmendatmns of the Secrctary of HHS

On Sedtember 11, 1997, the Sccretlaxy of Health and Human Secvices delivered
recommendations to the Congress for thtqj establishment of federal privacy legislation to
protect the corfidentinlity of health infonmation.® The Secretary recommended that
Cangress enact national standards that provide fundamental privacy rights for patients and
define rcsponsibﬂrucs-ﬁurrmﬁ-kxpers Specifically, the recommendations suggest that
a federal prevacy law should frqpose newl restrictions on those-who-payand provide for
care, as well as those who receive mtbrmatlon from them; prohibit disclosure of
patient-identifiable mformation except as authorized: by the patient or as explicitly
pa!mt!ed by the legslauon Disclosures ; ut patient consent would be aflowed only
in specified situations: for health care, and for payment for health care; for oversight of

the health care system, including audit! investigation, qualny assurance, and licensuse; for

—
"Pub. L. 104-191, 110 Suat. 1396, ( :
*Pub. L. 104-191, §§ 261-264,42US.C. ff 1320d © 1320d-8.

Sec, CRS Report for Congress, The. Health Disurance 'Ponabiluy and Accountability Acr.

(HIPAA): Summary of the Admiriscrative Simplification Provisions, No. 98-964 EPW by Celinda
Franco (Nov. 18. 1998), ‘

The term “individually idcatifiable bealth mﬁm:anan wmeans any information, including
dmngaph:mﬁmmmnmnecwdﬁmmmdmd\nuha:uaumdormedbyahmhhm
provider, h,amxplan,cmployu,mhmlthmdm@ma and relates to the past, present, or
ﬁmm:phy*acalormtalhuthormndmnnofanindmdual,thcpromonofhmhhmtoan
uﬂtwhanthepastMorﬁ;mrspayMﬁrﬂ\epmwnofhahhm:oanmdmduﬂ
andxdmhimﬁsemdmdual.ormthmpecttowhchtherclsarcasonablc basis to belicve that
mfoummnbeuscdtmdcmfythcmdn%dml 42USC. § 1320d.

SConfidentiality of Individually Idzmzﬁable Health Inﬁmalion Recommendations of the
Secretary of Health and Fwnan Services, pursuant to Section 264 of the Health Isurance
Portability and Accountability Act of, 199{5 Submitted to the Carmittce on Labor and Human
Resources and the Corumittee on Finance of the Scnaxe (Scp L1, 1997). Availablc at
hrp://aspe.os.dbhs govladmnmp/pvctec hom.
o
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. directory information, about presence in an ?sutuqon, to next-of kin, relating to current
treatment if the patient has not objecled, m emergencies affecting life or safety; for public
. " health; for research, under conditions st to th'ose now imposed on such disdosures
under Federal protection of human subjccts requn'ements to state health data systems,
‘ . pursuant to s.ate law; to law mforcement U thonuea, in accord with other law; in court
‘ - proceedings in wh:chthepanentnsap and 1 'courtqmceedmgg pursuant to court
! ~ ordar. Iumortofﬂmednsdommumfn ectpmxts arefto be bound by the restrictions
- onuse and disclosure. The recommendations uldalsopmvtdefnrpwushmentforthose
- who misuse personal health information a:l}d redtj'ess fo people who are harmed by its
misuse; impose criminal penalties for obtaising health information under false pretenses,
and for knowingly disclosing or usmg mc'ghcal mfm'mauan in violation of the Federal
privacy law; znd allow individuals whose rlgﬁts under the jaw bave been violated to bring
an action for damages and equitable rehef ]
- l
The recornmendations cover healthi care prowdus‘ d payers,” service organizations
~ hired by providers and payers to work foxj them, those recavmg information uader the
legislation 'without patient and thosé! receiving information with
authorization of the patient. The recomm danons would! not cover directly information
obtained i in waderwriting life insurance or procmsmg :claims in property and casualty
insurance.* However, insurers are to be bound by the promises made when asking
individuals to suthorize disclosure of informition hyhmhh dare providers and payers. The

Secretary's tecommendations were addrested in/| hearing} held by the Senate Labor and
Human Resources Committee m the I*OS"' Congress. | :
I )
HIPAA provides that if legnslauon g«rvetmng standards with respect to the pnvacy
of individually identifiable health mfornanoq that is electronically transmitted
' connection with financial and administrative mmsacuons’ is not enacted by August 21,
1999 the Secretary of Health and HumJn Services must promulgate final regulations
cnnmmmgsachstxndardsbyFabruaryQOOC "'Thb regulations must address, at punirmurn,
the rights that an individual who is a subject of mdwulually identifiable health information
L
[l r l t
$"Health care providcss” is defined as: who receive, creats, use, or maintain, health
information while providing health care injthe ntdmmy course of business or practice of a

profession, pursuant to license, certification, ror other legal autborization. HHS
Recommendarions, supra note 5, at [L A.

Paycrs” is defined to include persons whnpayforhwlﬂxcanﬂuoughmmm of insurance or

moonmoﬂmwnhemploymcnt,andgavemm}:mpd' thaxpayfmcamundm’abcueﬁtplan
Recommenlations, supra note 5 at IL A.

¥*The definition [of payers) does not mcomﬁss liability insurers who receive health information,
as ueeded, pursuant to claimants’ authommmn. tc:rdawl it inchude life insurexs, who receive
informatior, with the patient's anthorizatis | not as part ofihealth care or payment, but to make
underwriting decisions." Rcconnnenda:gom, upra te 5, at I A

9As described in section §173 of&zSoualScjuunyM( as added by section 262), the transactions
rclate to the followiog: bealth claims &alen: encounter information, health claims
attachmenty, erollment and dissarolimerit in hmlth plan, eligibility for 2 health plan, health care
payment and remittance advice, bealth plan prcmmm payracats, first report of injury, health claim
status, and referral cortification and anthorization {42 U.S.C. § 1320d-2.

‘ 10 pub L. 104-191, 110 Star. 2033 sed. 264(c)(1)][42 U.SC. § 1320d-2 mote.
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. should have, the procedures that shouldbewzhhahed for exercise of those rights, and the
uses and disclosures of such information ﬂm should be authorized or required. The
- regulations prumul,ga!edbymnSecruarYﬂnllnot supcicede a contrary provision of State

law, if the ptovtsxon imposes requirements| standards, of.implementation specifications
that are more stringent than thase mposbd uPder the apphicable regulations. To carry out

* this section |264]), the Secretary is req to consult wlth the National Committee on
: VnalandHadthStaﬁsticsandthsAmi') General. -

| |
Congressional Responses Comprehe'nsiv': Medical Rllécords Privacy Legislation
. Several compreheasive medical recor conﬁde.ntlahty bills have been introduced in
 the 106® Congress: S. 573 (Leahy)/HLR. 1057 (Markey), LR 1941 (Condit), §. 578
 (Jeffords), 5381 (Bemmew), HLR. 2404 (Murtha), LR 2455 (Shays), and HLR. 2470
. (Greenwood). X The Senate Health Educa.umn Labor and Pepsions (HELP) committee has
© crafted a May 19 draft bill, "The Health Information Confidentiality Act of 1999.* that
- represents a synthesis of three Senatep ivacy bills: S. 573 (Leahy), S. 578 (Icﬁ‘ords) S.
881 (Benpett).” ' ‘ ;

The Seonate HELP bill's four txﬂps dress individuals' rights with respect to their
medical records, restrictions on use and disclosure of personally identifiable health
information, sanctions for violating the law preemption of state laws. Under each title,
some specific provisions were takeq froEn existing legislation. The bill would allow
individuals 1> review, copy, and amend medical records; require entities to establish
information protection policies; and! 'reqgiire appomnnmt of an information officer to
oversee the development and enforcement of those policies, Consolidated authorizstion
would allow- for the use of protested h&lth ion for treatment, payment, and health
plan operations. Any activities oumde thls area, inchiding research, would require a

separate acthorization, with few excieptxons Medical records could be released to law
enforcement officers subject ta 2 subpoena Or warrant, jor as required by state or federal
law. Criminal pegalties for violating the la would range from $50,000 to $500,000, and
civil penalties from $500 to $100, 000 bill would allow a civil right of action for
people whose rights have been onlat ' Under the committee's draft bill, federal law
would not pre-empt state laws passed ore the fedcral law and deemed at least as
protective as the federal law. Stazml less protectwe laws would be preempted.

Several attempts to markup thc Senate HELPIcommmee draft bill have been
unsuccessiul because of dwag:eemqms n a mumber of issues. Leglslauve markup was
delayed on June 16th indefinitely to allow more time to reach compromise on the inclusion
of a civil right of action gwmg mdmdua!s the right ta sue for privacy breaches of their
medical records, and on minors’ nghts td privacy from parental notification with respect
to who cin access minors' medical retords (e, whether medical record containing
information on AIDS or pregmancy ean by disclosed to pareuts) Other ourstanding issues

include the preemption of state laws, oversight of ptwately funded research, and law
enforcemsnt access,

V'Seg, Meidical Records Canﬁdennalny, GRS Issue Brief 98002, Coardinated by Gina Marie
Stevens (Yume 20, 1999). |

‘zhrtp://wvm.scnam.gov/-la.bor/legisl'/'1063.51051-111111- k
. _ A |
' i
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Gepetic Information Held by Insurance ICnmplnles l

’ . Section 351 of HR. 10, the Cnnﬂdmnallty of Cusltoml:r Health, Medical, and

l
The House passed ELR. 10, wb;chls deuslgned to mode:mzetheﬁnmal industry by
. anawmgmgusamongmsm'anceco a,banks,seamu es firms, and other financial
| institutions, on July 1st. S. 900, Fmanaai Sérvices Modmmzatlon, was passed by the
Senate May th Unlike the Senate versic the House' bill includes provisions regarding
the disclosure of medical records held by {nsurance coipanies that were introduced by
Representative Ganske (R-Iowa), and appr ved by the Erouse Copmmerce Committee.

Section 351 of HLR, 10, the Fmanaal Services Act of 1999," requires insurance
corapanies and their subsidiaries and affifiatds to protect the confidentiality of individually
identifiable customer health, medwal, and enetic mfoxm:xtmn. The bill does not define
customer health, medical, and genetic information. Indmdually identifiable customer
health, medical, and genetic information held by insurance: Fompam&s may not be disclosed
without the consent of the customer unléss the disclosure falls within one of several
exceptions. Insurance companics are. au onzed to dlsclose suck information without
customer consent far the business of (for putposm of underwmmg, Teinsuring,
account adrainistration, preventing fraud, [admipist enng beneﬁts, efc.), or in connection
with effectuating and enforcing the transaction, transf accounts, auditing payment
information, providing information to the tam::r’s health care ptovider, research project
participatior, to enable the purchase/ sale or‘tmnsfm of any insurance-related business,
compliance with Federal or State law;, credit card! 'processing and other financial
transactions, compliance with gove al mwstxgaubns, fraud detecnon, risk control,
- resolving cugtomer disputes, or tepomng o consuer r,epomng agencies. Enforcement

- would be through existing state law or by|a federal court enforcement action brought by
a State. This provision would go into 'effect February 1, IZOOO State insurance regulatory
authonties, through the National Assocwhon of Insunncc Commissioners, are required
to consult with the Secretary of Hmlth and Human Samws

Section 351 coutains a sunset provnsi a (c)(2), w!nch provides that the section will
not take effect, or will cease to bé effective if leglslauon is enacted that satisfies the
requirements of section 264(c)(1) of W

Propunents of section 351 have said that it is deligned to address concerns that if
banks snd insurance compames metge, fPr example,: ilander could contact its affiliated
health daimis processing entity and yse cal mformzlmon as a basis for offering a loan.
Opponents say it offers little or no real prot for ical records because it addresses
only cenain narrow aspects of mcd.lal records pri |and leaves key issues unresolved.
Propanents have opined that the prov:sm;& wold not mpat:t the Secretery of Healtb and
Human Seyvices' ability to write mgula‘aoTs to protect {pedical information in the abseace
of federal legislation. Some opponents argue that the provision may replace current
congressicnal efforts to pass medical p vacy leguslauon to satisfy the Health Insurance
Portability Act of 1996, frustrate other medical records privacy protections that already
exist or that could be enacted in the ﬁxwreﬂ at the state and federal level, and undermine the
Secretary's authority to issue regula.u}m because lthe provision only sunsets when
| b

13145 Cong;. Rec. H4950-51 (June 24, 1999).

.- | :

‘ UGS fn 10 & accompanying text. | “
I ol

: |
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legislation is enacted to satisfy HIPAA, but dom not address what would happen if
regulations are promulgated to satsfy H[l;’A.A in the abseace of legislation. It is argued

that the Secretary's regulations could be meanmgiam because the provision may supercede
the regulations.

At a July 21 hearing held by the HOuse Banking Subcommittee on Financial
Institutions znd Consumer Credit a Treasury *Departmcnt official testified that the Clinton
Administration strongly opposes the medical pnvacy provisions in ELR. 10. Gary Gensler,
Undersecresary for Domestic Finance, :g:l that atthough the bill requires consumer

conseat before their medical information: can be shared, "these provisions comntain
significant exceptions that would, for e, allow re-use of medical information by
companies with whom themformatmnxsshamd, preempt state law, and allow an insurance
campany to ship information to other comqaamm under the rubric of ‘marketing research’
in circumstances that neither current practice hor, future regulations would likety permit. "

Gensler said that the provisions would "create uncertainty” about the Secretary of Health
and Human Services' ability to write-stro | protechuns

Generzlly accepted principles of stat tory construction may inform congressional
constdemnon of the issue of how the two acts, HIPPA and HLR 10, relate to one another.

If Congress intends one starute repul an earlier statute or scction of a
statute in toto, it usually says so directly in the repealing act. There are other
occasions when Congress intends om's statute to supm'scdc an earlier statute to
the extant of conflict, bmm:dsthemhet statute 10 remain in effect for other
purposes. This too is often spelled ouf, usually in a section captioned "effect on
existingy law," "construction with otherllaws, or the like, "(it] can strongly be
presumed that Congress will Spemﬂ(:?lly address language in the statuts books
that it ‘wishes to change." Not mfrequmﬂy, however, conflicts arise between the
operation of two federal statutes that jare silent as to their relationship. In such
a case, courts will try to harmoni thetwosoﬂaatbothcanbegwcneﬂ’ea.
A cowrt “must read [two allegedly conﬂxctmg] statutes to give effect to eachif
[it] can do so while preserving their sensc and purpose.” Only if the provisions
of two different statutes are 1rcwodmlab1y conﬂmung, or "if the later act
covery the whole subject of the tarlier one and is clearly intended as a

substitute," will courts apply the hule that the later of the two prevails, ¢
(Citations omitted) .

In H.R. 10, Congress did not mdmaia an mtem to repeal section 264 of HIPAA,
enacted in 1996. Nor did Congress indichte an intent for § 351 of FLR_ 10 to supercede
§ 264 of HIPAA. to the extent that there |§ a conflict between the acts. Rather, Congress
directly expressed its intention for § 351 of ELR_ 10 to sunset if legislation is passed that
satisfies the requirements of § 264(c)(1)] ‘However, Congress has not spoken as to the
rela.twnshq) between the operanon of §{351 of HLR_ 10, and the § 264(c)(1) HIPAA
requiremer.t that the Secretary issue finall regulations in the absence of legislation.

|
‘s Privacy Cfficial Says Administration Op;-oses Medical Privacy Provisions in Barking Bill,
BNA Health Carc Daily (7/2399). - | |

16CRS Repart for Congress, Statutory Ci t{z‘an; General Principles and Recent Trends 19-20
No. 97-589A. by George Costello (Ang_ 28, 998?, .
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ADDITIONAL VIEWS

During the consideration of H.R. 10, an amendment was offered
to add a new section 351, entitled “Confidentiality of Health and
Medical Information.” While we support increased protection for
medical information, we opposed this provision, because, unfortu-
nately, the provision weakens existing protections for medical con-
fidentiality, and establishes a number of poor precedents for pri-
vate medical information disclosure.

While the provision at first blush appears to place limits on the
disclosure of medical information, the lengthy list of exceptions to
these limits leaves the consumer-with little, if any protection. In
fact, the provision ends up authorizing disclosure of information
rather than limiting it.

In medicine, the first principle is “Do no harm.” In crafting a
Federal medical privacy law, this principle requires that state laws
providing a greater level of protection be left in place. Yet section
851 could preempt the laws of 21 states that have enacted medical
privacy laws. While we agree that genetic information should also
be protected—in fact, should deserve a higher level of protection—
this provision could also preempt 86 state laws which protect the
confidentiality of genetic information.

The provision also lacks eny right for the individual to inspect
and correct one’s medical records. As a result, an individual has
greater rights to inspect and correct credit information than med-
ical records.

There is no requirement that the customer even be told that his
medical information is being provided fo a third party. Thus there
is no way that the customer could prevent the records from being
disseminated if the customer believed that statutory rights were
being violated.

An individual has no right to seek redress if the rights under
this provision are violated. In fact, the customer is unlikely to even
Imow that the rights were violated. The only enforcement authorit
is given to the states. If the individual is unlikely to have knowl-
edge of the transfer of confidential medical records, it is hard to un-
derstand how the state Attorney General would know to bring an
action as provided in subsection (b) of the provision. Even if the
state brings an action, it can only enjoin further disclosures. The

customer has no right to seek damages.
"~ The provision places absolutely no restrictions on the subsequent .. ...

disclosure of medical records by anycne receiving the records. Once
the records are out the door for any of the myriad exceptions in
this provision, they are fair game for anyone.

We agree that information should be disclosed only with the con-
sent of tomer, as provided in (a}1), but this right is ren-
dered less with the extensive laundry list of exceptions
(336)

issues. This provision does not. In fact, as is the case with er
disclosures in this provision, the consumer would not ev r'-

337

that swallows this simple rule. We shall only discuss a few of these .
exceptions. ) . )

The provision allows financial institutions to provide medical
records, including genetic information, for purposes of under-
writing. As a result, customers could find themaelves bgmg unin-
surable, or facing whopping rate increases for health insurance,
based upon their genetic information, or health records. In addi-
tion, the information may be inaccurate, but the customer cannot
correct it,

The provision allows financial institutions to provide medical
records for “research projects.” This term is undefined, and could
include marketing research, or nearly anything else. For example,
a customer’s: prescription drug information could be provided to a
drug company doing marketing research on candidates for a new
related drug. )

Moreover, the vigion establishes no research protections for
individually identifiable records. The majority of human subject re-
search studies conducted in this country are subject to the Common
Rule, a set of requirements for federally-funded research. Analo-
gous requitements apply to clinical trials conducted pursuant to
the FDA’s product approval procedures. The Common Hule dictates
that a stucgr must be approved by an entity that specifically exam-
ines whether the potential benefits of the study outweigh the po-
tential intrusion into an individual’s private records and whether
the study includes strong safeguards to protect the confidentiality
of thoge records. Two weeks ago at a hearing before the Health and
Environment Subcommittee, witnesses from the National Breast
Cancer Coalition and the National Organization for Rare Disorders
testified that these Federal standards should be extended to all re-

search using individually-identifiable medical records. Extending - o

these protections would strengthen confidence in the integrity of
the research community and encourage more individuals to partici-
pate in studies. Because this provision establishes no protections
for individually-identifiable records, it could actually stifle re-
search. .

The provision allows the disclosure of confidential medical
records Bin connection with” & laundry list of transactions, most of
which have nothing to do with medical records. The provision does
not define who can receive the records, but instead allows disclo-
sure to anyone, 50 long as it is “in connection with” a transaction.
There wes no explanation at the markup why medical records
should be disclosed in connection with “the transfer of receivables,

- aceounts, or interest therein.” There is no definition of “fraud pro-

tection” or “risk control” for which the provision also authorizes
disclosure. The provision gives carte blanche to financial institu-
tions to disclose confidential medi¢al: records for “account adminis-

. tration” or for “reporting, investigating, '.Ot_pmvengz_z_g_ ﬁ-aud_," Re_

orting to whom? inves.tig'a'tidﬁ;bywham?: e
P While most laws protecting medical records provide for disclosure
in compliance with criminal investigations, those laws provide safe-
guards to permit the individual the opportunity to raise legal

formed that the information has been disclosed. Thus, a ¢ 3
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medical records could be disclosed to an opponent in a civil action
without the customer even knowing it.

Within hours of passage of this provision, we began learning
from patient groups and others who have fought to improve the pri-
vacy rights of individuals that this provision is seriously flawed.
These concerns demonstrate why C}:) g8 needs to deal com-
prehensively with the issue of medical confidentiality, not in =a

slapdash amendment that has received no scrutiny. The Health

and Environment Subcommittee of the Commerce Committee has
already held a hearing on medical privacy, and a Senate committee
has held multiple hearings on the subject. We look forward to en-
acting real medical information privacy provisions that will truly
protect individuals. Unfortunately, this premature move by the
Committee will actually set back the health and medical informa-
tion privacy rights of all Americans.

JOHN D. DINGELL.
HENRY A. WAXMAN.
EDWARD J. MARKEY.
RICK BOUCHER.
EpoLPHUS TOWNS.
FRANK PALLONE, Jr.
SHERROD BROWN.
BART GORDON.
PETER DEUTSCH,
BoBEY L. RUSH.
RoON KLINK.

BART STUPAK.

ToM SAWYER.
ALBERT R. WYNN.
GENE GREEN.

TED STRICKLAND.
D1ANA DEGETTE.
THOMAS M. BARRETT.
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Congress of the WUnited States
MWashington, DL 20515

Tuly 22, 1999 s
\/‘3 {
Dear Democratic Colleague:

1

We write to urge your strong support for the Motion to Instruct Conferees on the
Financial Services Act of 1999, or H.R. 10. The Motion to Instruct Conferees listed
below has three elements critical to ensuring a balanced bill which adequately addresses
the important issues of financial privacy, equal and non-discriminatory access to
financial services, and medical privacy.

MOTION TO INSTRUCT CONFEREES ON H.R. 10

Mr. LaFalce moves to instruct the conferees on the part of the House on the
Bill H.R. 10/S. 900 and the House amendment thereto, to ensure, consistent
with the scope of the conference, that:

1. Consumers have the strongest consumer financial privacy protections
possible, including protections against the misuse of confidential information
and inappropriate marketing practices, and ensuring that consumers receive
notice and the right to say “no” when a financial institution wishes to disclose
a consumer’s nonpublic personal information for use in telemarketing, direct
marketing, or other marketing through electronic mail; and

2. Consumers enjoy the benefits of comprehensive financial modernization
legislation that provides robust competition and equal and non-
discriminatory access to financial services and economic opportunities in
their communities; and-

3. Consumers have the strongest medical privacy protections possible, and
thereby prevent financial institutions from disclosing or making unrelated

uses of health and medical and genetic information without the consent of é
their customersﬁxd therefore agree to recede to the Senate on Subtitle E o

Title III of the House amendment. ‘ a-\ '\’WCCES“ N MWM
(’{ C A *Q,\,\
<) AN M»——-/k N

Should you have any questions regarding this important issue, please do n R
hesitate to contact us, or our staff members, Tricia Haisten (Banking Committee) x54248 Pfh(—biﬁﬁv&
or Consuela Washington (Commerce Committee) x53641.

Sincerely,

Gt gt
RUSE— g e

Bruce F. Vénto

Besfat &L

Barney Frank Edward J. Markey
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with information on 39 million Medicare beneficiaries. To discharge irs
mnaAmmmwm'mm |
Mc&m:wﬂ-vﬁm-ﬂwﬂw
received by beneiciarics. This information is used by HCFA for a variety of
perposss, incluing the peymant of spproximately 900 msillion Medicare claims |
amually and the conducs of resesch to cvalume policy, adjust peymeng rates,
iwprove program operations, snd make recommendations for legislative chenges to
the Medicare progomm. |
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MthWMMﬂWAMmMM
huﬁ:mnwbylhehmyh:tofl”‘. This law, which governs the
Mwﬁ&dﬂco{ﬁhﬂmmm&
goverment's need to mainuin informstion about individuals with their rigit to be

)
|
}

protected agsinst “unwarrsnted invasions™ of their privacy. State laws also protect

| mmoraﬁ;mwmmwmmwmm'
myadymwmemdhmdﬁsmm Ta create a move
mndmmwm-nmdmaﬁwm

o '.;,M&HMWWNMM&I%
(mPAM

HBSWWMFM!GMW&:&W&M

hmwmmnammmﬁubnﬁﬁﬁwb}l@xsm
of personally idcatifiable beahth ixfoemation: 1) the need for perscaally
wmm»@ummmmuw
' other purposcs; 2) HCFA's policics and practices reganding disclosare of
infoeruation 0n Medicare beneficiaries; 3) the sdequacy of HCFA's safeguants
for proecting the confidentality of eloctonic infornation and the moivring of
otbary” protection of beneficiary information; and 4) the offect on HCFA of state |
contains 8 discussion of our scope and methodology. We condnetad our work

Page 3 Coafidentiality of Health Infonmation GACVHERS.99. 140
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from April through Yune 1999 in accordance with generally accepied goverment | ;
l. o I ' | l

. RESULTS IN BRIEF

TomyoﬁbWWﬁﬁﬁsH@AMmeﬁﬂmdm

personally identifiablc brealth information on its 39 million Medicarc bacficiarics.
For example, it needs personally ideotifiable information sbows beneficiarics’ |
demographics, caroliment, and utilization of health care services to pay claims, | ;
mhhﬁﬂﬁmhgeﬁﬁhiﬁtyotbmﬁﬁaiﬁmmwmm
muquuyofmbmeﬁcma receive. [n addition, HCFA uses
hmmmmaWMmumnmm

rute-aeiting, segvices provided, and quality of care.

HCFA's policies and practioes reganding disclosure of personally idextifiable
bealth imfonnation are designed to be contistent with the provisions of the Privacy
Act. Fox example, HCFA may disclose information without n individul's
authorized civil and criminal enforcement sctivitics. [n accordancs with the Act,

HCFA officials stempt to balance the information needs of data requestors with

the noed to protect the confidentiality of persomlly identifighle heahth information )
whea desermining whether to disclose information. HCFA acreens requests for

MMhn&m“mmﬁmmHCFA
Paged Confideatialiry of Health Information 140

DRAFT
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e tees moro thosoughly than oen HCFA stff who tod the data 10 conduct.
the agency's business. Fwamh.uq-HCFAmmhaLmhamw
wmmmmw.mufmmmmm
e the dats nd prosect beneficiaries coufidentiality as well as provide detsilson !
mmmamwmmuwofmnm' |
program. me.‘;emmucmdnammmw:ymmﬁa :
beaeficiaries with an accounting of the disclosures it makes, a capability called for
by the Privacy Act. Moreover, HCFA camnot provide oversight sgensies such as
the Office of Manageasest and Budge: (OMB) with complete informstion o its
Privacy Act activities. In addition, HCFA does not always clearly inform
Modicare beneficiaries of the purposes for which their informution maybe |
disclosed to other organizations as required by the Privacy Act. To address theos i
issues, HCFA I established 2 new executive confidentiality board and initiated a

mmotnﬁhmcbhmylmomaimemmmw

review information practices for compliance with the Privacy Act |

Altbough fiew complaints shout Privacy Act violations have been made to dsie, weakriesaes in
the implensentation of BCFA's policics could potestially conspromise the canfideatiabity of
health infaemation aa Medicars beosficaries. Specifically, HHS® Offce of inspecton (Genera
(OIG) cotizues o find valnerabiiis i HCFA's s s comtracions’ mamagemest of
lectronis infomsation that could lead t vnwuthorized individuals reading, diselosing jor
wpering with confidential infrmation. In addifion, becsuse HCFA does not routinely

I
monitor conttactors and others such s reyearchers who use personally ideatifisbic Medicare
Page S Coufidergiakity of Henlth Informarion 99-140
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mmmwmm&m«mmwmmﬂ
corrective action fbr thoso that might occur is not assured. HCFA officials told us tey are i
the process of addreming the OIG findings. However, HCRA’s sbility to make progreds in
ﬁnbwmwmw“ﬂimmdmumhmm
wat&yw&ﬂﬂuum‘ﬁnhmmdmmdﬁm

| msxm@;ﬁaum

Some states prohibit the disclosure of sentitive health relsted information, mr.haslnm |
immunodeficiency viras (HIV) status, except for specified purposes. ucmoﬁehhéuﬁ'
hwmmwwhwﬁmmwmh
mchm HCFA’:pkyu»mmknmdmgmhuhhmm
MmmmwmmmeﬂAmwman
infirmation on HIV a0d scquired immmmodeficiency syndrome (AIDS) &nd sexally -
oranamitted diseeses (STD) for cestain surveys of susing home patienss. However, HCFA
euty change its poticy of alowing states 1o withhold this informtion s the agency maves
toward payment sysiems that depend on diagnostic information. UHCFAth
receiving unifirm heaith infoonation Gom acroes the country, it could sdvesely affici the
m'sabﬂiwnunu.mnd&hqnnﬁq.ndmﬂmmw
tosearch. '

We are making a sumber of recommendations to HCFA to improve the protection of
confidential information on Medicare beneficiaics.
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BACKGROUND

MMMMMWMWMMdImMMW
ucmmwxymnmmmummwssu;om. In
nmmquumdmmumumhmmmim ]
(ESED)nqmdngdidymorhMmlu. Medicare i a combination of two programs,
uﬁmﬁ&mmhﬂ;mwﬁmht—ﬂwﬂm(wmmnﬁmd
narum)aasmunum-dmumm(mlymmamm mnm
MAhhwhmmMMenwmmmlmmmMm
mdwwwm Medurel'mnhlpp:y hmw

mofﬂuudndmwm ummwwmmm
Mammcmmemmmuw
WMWWﬂuMm

'
!

I proteczing the confidegsiality of healih infoxmation of its bencficiaries, HCFA's actiitics,
like those of other federal agencies, re govemod by the Privacy Act of 1974, The Privacy
mmmwwm-rmdmmwm:pm
that are “rel¢vant snd necessery” to sccomplish an ageucy purpose. Fuhnlm'un
personally identifishle information i “systeays of records.” A system of records is 8 group

of records under the control of & federal agency fram which information can be retrievied by
the nae of an isalividual o an identifier sch s s ninber sssigned o the individual | The
Pﬁvuymmllwd-uyilm.mﬂwﬁu.mm&w
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Unwyﬁnmﬂnﬁw lmwmuunfymgmﬁmm. R could
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hata v}

mmmmmﬁmmmmw Undclh:
MMMwummbm:MMmuFM
Register of any establishment or revision of & system of records. Tn the case of HCFA, 62 of

it D

i8] qmofm"mmmmmm‘ HCFA's systms of

mmhwmmmmdmdmdmmmhmm

Mﬁbhhmahiu&mhuwﬁuny ¢ enroilmen and entivicraent t benefits;

_ WMMsmmmw.MWMaﬂm

‘,1

consent. mnmumof;ﬂmmnWsm
under 12 circumstances called mam mhud:mwa&dﬁﬂ
manMmMmﬂhMmmmm Anullu'
condition of discloswre allows ma sgency to esublish “routine uses”. Thmmmucfd:
Munmwhmuummumﬁw@m
ia collected and which are published i the Feders! Register. Persumally idemsifisble "1
infoumation can be discloscd whon the agancy determines tuat te disclosurs s for an
catabliabed routine use. While the Privacy Act pecuits sgancies t discloss information, i
does pot roquire that they do 0; they can, for example, detznnine that in 3 particular casc the

hum«mmmmﬂwmummhmu |
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privacy interest outweighs the public interest in disclosure. Hmnmmw

. l
disclose information maintained sbott an individual to that individual at his roquest. | '

A beneficiary may bring a civil action egainst en agency for alleged Privacy Act violstios.
These violations may include silure to: grant sn individnal acceas o his record, amertd 2
mdurqmd.&popdymahnhnindm'lmﬂ wimdemné;ma
resulting for the individual. Respective remsdies inciude granting eccess to the record,
amending the record, and awarding $1,000 or more in damages. lnaucmmemﬁ'ill
pwdneubeﬂuddmeyﬁsmudgnnmm :

i
{

—— . — — —

aw,pmqés,mmuwmnMom«mw&m:
l)mmwﬂmmmmmwwm\omag 2) :

wiuﬁ.nymm.mofmaﬁmmmmmmmoméma
3)wu'wmymwmmm¢aummm@m

HCFA NEEDS PERSONALLY

IDENTIFIABLE INFORMATION

- ———— —— . —

ON MEDICARE BENEFICIARIES

For HCFA, personslly identifiablec health information is esseatial 10 the dsy-to-day

sdministration of the Medicare progrem. Of most significance, HCFA and its contractors

wmummwmmmmmuw
Page? wurmmmmmibnm
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B-202540 A
received w pay approximately 900 million foe-for-service claims annually ﬁmpmle‘en
sqppliers a0d others. HGFAMMMWI:W»WN

imitial and ougoing eligibility of Medicare bncficiaries, make monthly payments to over 330

HﬁAdmwwmmumwmwyﬂq?ﬁﬁb
MmmmmﬁﬂmMWb&M&ﬁﬂ%
pmﬁa:hﬂuﬁnychiundszofm&tﬁndémd
abuse prevanticn, and isvestigations as well as other purposes. onnucum%en
roy on personaly densifible infortion nchude: cooedinating with inures, enplojer aod
mmmumwmmﬂwm@h
arul paymet rates weed in foo-for-scrviee claims processing; reviewing e access, |
demonstraions which inchude the developmest 1nd implememation of now heaith coh
payment spproaches snd Snsncing policies as well a3 fhe cvahuation of the effect of H
prograns oa bepeficiarics’ health stxus. |

x..

CFA's

. ———— o s g

An example of how HCFA uses personaily identifiable information to improve the of
Medicare beneficiaries is the sgency’s ongoing campaign 10 increase influenza vaceinasi

: {
mmwmpwmmmwmﬁmwh ar
sexvices if that paynessx has been made or cin sessonshly be expaceed w be made from snothes soavor sach as
under s woringen's cospemsaion lew, susumobile ox Lishility imaaaacc palicy, o cevtsia beakh placs. 1a such
cases, Medicus peymects §os bums or services are conditions] paymets, with Medicare egtidedw
reimbyraemasos froms the othey sources for the full xmouns of Medicare peymenss. }
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cues, Using individual idestifirs, HCPA liks the bils it receives i eligiity ek o
mm.m.mdwmdmthmmdihd
infinenzs vaccinstions. MAmm%mmwmmhmhhl’rﬁﬁc
groups and areas with low immunization rafcs. nammwuuﬁsmd
hdpm;hmmbmmm&bqnmofﬂdmunmm
Healthry People 2000 goals for immunization. - |
HCFA DISCLOSES INFORMATION ABOUT .
' MEDICARE RENEFICIARIES FOR AUTHORIZED :

In screening requests for identifiable nformation, HCFA determines whether disclosufe is

suthorized by the Privacy Act. nmu&hm«mmmhw
ammummm H@A’spkydmnmhﬂyw
Timit disclosures b feformation needed to accomplish the requestor’s purposes. chdv!.m
mmhmummmmmmmwhﬁa

l

thw their information could be disclosed have weaknosses. :

i

I

HCFA Scresns Requests for : l

Persvnally Ideatifinbls Information :

|
hmmwwmmmwmmrspmyuﬂmmu

WGM&mumedumoEMmhm
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Act HGAMW&M&WM hmhofmmofmdl

a.bypdmdpumllyldmﬁlbhmﬂmwuubewhm
mmmmammaumm hm
W&MWMQMHGAM%E:
infocmation e ofdata roquesios withthe neod s protect the confidentality of
beneficiaries’ mm HCFAmMWhMWM
mmmpuhhclyndmvadyﬁmmchmdwwbﬁcmwhnu |
' WhﬂmmrohqﬂMﬂhWofVmAﬁmw
"qmmmhmmammmumm |
| mmumwcfwmmwuuamhmm

v v, ol i s e S coontination of bepefit with the Modicase |

wmﬁgum«mmmmmm&u
mnmmd&wdhwm-amgan
beneficiaries.’ :

|
HCFAMMMdWMMhWoEWMl
request for information. Gmaﬂy.mtmmmhmd:mdhé
personally idextifiabie information are placed on HCFA staff. Awadhgnucnpiiey.
HGAmmMMMyWMumhuiim
Mywmhwﬁwmkm»mmotﬁnﬁhhhﬁln

i

i

3 GAO shso seccives pamscaally identifiable infocmation from HCFA. quhnwuﬂ“ﬁw
federal agracics is Dot testricted by the Privacy Act
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!
mammﬂmmmmmmmdmm.%
pamimdmlnsmofmhmum TomaveHCFAdu.dwymm

mmuwmmmwﬂax-mofmm

) mwwmmmdmmwﬂ
dleanacyM-ﬂHCFA' & das relesse policies and procedures. These poliies wnd)

i &mmummmmedaumwﬂmtwbhﬁmmmﬂm

Ohmdmdmmmnmpvmmdhwmfo

___ ——— e ——— =

muﬂmﬁmwh&mmammmmdot
requiranests to gain access. H@Aﬂnumdmwmm i
Whmm:mmummoIMswtyu
Privacy ActL. Unmmmmemnmhmuwwdh
MMWWMQW. Thcylbmmerqmbmrm l.
all Privacy Act requiresnests and HCFA's data reloase polies sre maet. HCFA officils tokd

1
mmmmmhmmmmumm&mmp’
activitics require the pecsonally identifiable information it is secking. To make these | !

mmAmthWMammhw
mumkmmmnmnmamm@mu

project in which the dats will be ussd, the specific files being requested, the critaria fie data
Page 13 . Coafidentiality of Haulth Information GAOVHERS-95- 140
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seloctions or sexrches and, in most cases, @ signed dam usc agreement.* quvtlorcqmml -
law caforcemens activities, HCFA requires 3 written request from the head of the law i
enfrcemens agency or delegated official which references the Liw o be enfirced as will as

|
the civil or criminal court case number. Whmhﬁmuﬁmianumdpummu?m
M,HCFAmﬁusmpyofhwmomwﬁm&mHﬁA’smofﬁmﬂ

1

I

' |

hm;mmhomdemmmHCFAwyamkvdoq
Tequirements. F«mwchnquulsmvad ﬁmmmhmnotfmdndhy anHHSwy

HCFA'M»HUMMmtoﬂymamwwdummdm E |
wouubepmdmmrumymmmqaummmmwwmlmu {
the paposc: I)lqmuuuwotldmﬁbledm.Z)uomeumnnpmmwm E :
umwummwmdmmﬂmmmms)unmm
hmwmﬂuuqeauwyd&pﬁﬁpopdym Fonra '
MMHCFAoMManlaMMwaWm 'n
Wmﬁnﬂd&ubmﬁnﬁ!@ksmmm&mwmw ¥

imowledge of beslth care acccea, cost, quality, service delivery, or fnancing. hlheqnd‘

resesrch funded by other HHS sgencics, HCFA requires, but does not itself review, aéopyof
ﬂnuudymodwwdbymbﬁnmmmmchqmermﬁsof
Health and the Agancy for Haalth Care Policy snd Research.

—— - Y ——— - g— et
———— - ——

!
|
!
i
|
|

b the case of some orpanizations, sach 23 the HES mmmuma-—m'-.umo.
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wwummmumdmmmumm

|
|

- ———

addresses of Medicare bencficiaries from whom they wish 10 collect dats. lfumua{u
Mumdﬁmwadmwawmﬁmmu@dw
the HCFA Administrator, MMH@AummhmwMI
lisofmmﬂmﬁﬂhemdy mmmmmmﬁmamm
mmmﬂnmumhpmjectadeeﬁmbemﬁumumbthypur

e e . —————— R — i e i

decision. smmunmmuuﬂaAmumnd.meMmm#
beneficiarics directly to see if they wish to paticipste. lnlleceutmh.theHCFA!
Aﬁﬁmmdlmwﬁmuuﬁvmhymﬁra‘mudwaiaﬁw
anMbuﬁumuumylvmam&nmﬂyemddwom
Conmunity Members Safe in Their Homes.” This study, ﬁmdedbythestﬂoﬂ’mﬂm
mormmmmmwcmnungmummmunm
mumahmmmwdﬂmmﬂ

mmsmu.mm

|
!
i
HCFA Generally Limis Disclosures to '
Informstion Necded to Accomplish Purposes

o - - —— e ———— W——
—— e ———— — . — P S————— -

—— s =
e . — % = e e o =

HICFA officials told us their practios s to disclose the least amount of pecvorally idemtifisble
mformxtion to & requestor that will accomplish the raquestor’s purpose. HCFAmily
provides requestors one of three types of data files. Thampublicuneﬁki.wﬁehl%e
stripped of identifying information on beneSiciaties; beneficlary-encrypted files, wlid:!alluw
the potential identification of beneficisrias; and files which contain explicitly idemifisble
Page 15 CMG!'MMGAWI‘O
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muum&mmm’ HGAoMmlduM&%y
mmmamxmmp\Wuﬁuawmmméma
rather tham to the fles contzining more identifishle beneficiary information. HCFAdoamt
mﬂlymdmﬂuhymdmhhwﬁcmofmhdsgh

mofmmnylmmmw

thﬂumhhmdbmwmwnamdmfﬂm
wmmmmmmmmmmmemwym |
effoctivensss of health care. mummummunﬁrymmwd~-

M«MdmmMmmsthw
mmmm«m&amuxﬂh F«uauple.dﬁ:ofbnﬁmyhe .

convaerted to an clement comtaining S-yeer age groupe. .

. .
HCFA 2aff s3id that beneficiary-encrypeed files may be sufficient to meet requestors’ neads i
when public usc Gies re not adequate. Beneficiary-encrypted fles arc data sets wherg HCFA
s epcodad ox remaved the health insrance cleim mumbes, daie of service, bencliciafy o,
beneficiary zip code, provider information. or other such clements. For cxampls, 8 i |
W:mwmmwwuwwawm@
mumber, mAmmﬂuu“hqﬁdﬂf.WhmMmﬁndgﬂl

mumumuwmmmxeMmm\jy
deduce 3 bencficiary’s identity. ;.

5 A heelth inmumnce claix comber cousiss of e Social Secutity pumber of the pramsy Medicxe
followed by a imax indicatiog whether the manber belongs © the primary holder or dhe spunse o3 well a3 corain

Page 16 MJMMWW

DRAFT |




JUL-14-19393 208:34 HCFA 10A

ponse  DRAFT |
Ot rogquestors, however, may make & case fo HCFA that they noed fles with “exphikitty”
muhmm:mu.m«mwmm;u

pxationed previously, ncmmmmmmammuh, :
ﬂ“dmmﬁam HCFAMWMMM H
mmmmﬂ:mmmmm qunwh

, H@AMWMmmﬁdmﬁmhsmmw nl
'NMW}MMMWH@AM&N@WM&

wmmmsnn)mcoupmmmmgm Iormald:ng-nda

macmmm«wwmm»mm
nmnymmumbmndumm Byumum t

w»mwmmccuﬁdmmmmmmmmu&mﬁum@&
probibiting subsequnnt use of the data for 2 different purpose, and desooying or returising the.
mm.maﬁmhwwmmycj.:ﬂ
filem). requestors also mwst agree that ey will ot attcmpt to idemmify any specific indivi
whose record is inchuded in the k. Individeals receiving public wse files are ot reqiiired o
cign data use agrecmeuts became these files do ot conain persanally identifisble beblth
S
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H@Auum&lﬁﬁvwmﬁbhm&hbw&ummgof&w
mdmwmmsmﬂwumm huﬂnhn.
tbagmyumﬁhmmomdnamm«mmm-qnm
MA'smammMmﬁmmﬁmwbudnmlm
dmnunhngmmuu]ml”m:dmﬁom%ﬂwhdpﬂm
hcarel mmndnmdudnwquﬁbrmmg
aumofumwhm-ﬂmmumw

MMWA‘lMMuMﬁWMﬁ

information to bencficiavies. mwmmmmmm ;

Mmmmam“uwmumua&euof&
maWbM&e&Mwﬂm HCFAMhumMﬂ
m:mﬂmhmmaammqumﬂy
MMhnmmummmmxw
of reconds. ucsmﬁmmamnmmmm%nm_
miﬁﬁmﬁuw&mdmdmwuﬂxsm#
records. HCFAoﬁciahbldumﬁlymmtmeofuyM&niuhvhdt
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In addition, HCFA officials told us that thoy are trying 10 develop a system that will sjot only
allow them to mee currem OMB requiremsats but also to bewer account for disclosutes of
persomlly identifisble information made o other orgnizations. HCPAonxdimu
amwommmmmmm«m“cymﬁviﬁu
In Souary 1999, OMB issued guidince as a resus of a May 14, 1998, Presidenial
memorsndum directing exch ageucy 1o revicw its infotmation practices to ensuse comipliance
with the Privacy Act. mommwmmmmmwm
wlmim:umofmmqmmmwﬁmum&m
MkMMwbmlﬂumm OMBlnaubd
wswmmmcnlﬂmndmtyofmuyndmﬁabhmfomm
Mmmumdmm mdd:cwmwmg
Justification vo disclose peracnally identifisble information for routine uses. OMBlnulw
atked agencies to review their procedures for sccounting for disclosares to improve ;
w'mnmmuuwmmmuymmmcm
um»mmmwoﬁaahmummymmmum@nud
routine uses peumissible for HCFA's systems of reconds. |

mmxm.uammmm-mqwuwsmuim'
relting t the prosecion of coufidential information, including FICFA's poticies wd
procedures foe disclosing personally identifisblc information.  The Board will consistiof
Mmhsﬁmﬂam'suecuﬁvemundwﬂlwviwww:daiﬁQw
the protection of confidential paticat information. It will focus on balancing the
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mdmm&mmupmmaucw.mwma
rease inividually identifisblc informat

wmhﬂ@a'smmmmhmwm-muméuq
Act activitiex Thrxjvuym:quhuﬁuhddmwmbcmmmhiv:wy
Act activities of the exseutive branch on & bicanial basis. In iosplamenting this provisioa of
the Privacy Act, OMB roquires reports from executive brauch agencics. In the guidande sem
nmiummmommmummmmamm
have requasmed access 1 their Gles or have requested that the ageacy amend the inforiation
Mmﬂuﬁhs However, HCFA officials told us they did not provide such -
m&mmummw»msfmmmﬂmm
OMB. H@AoMmuuMuamhofwwmmmqhvgqu
hmmpﬁthanﬁmmmeﬂe:ﬁvdymmwhiwmﬁvﬁa
in 2000, when the pext bisgnial report is due. |

Notifications to Beaeficiaries that Thelr
Isfermation Could Be Disclosed Are Not
Always Clesr or Comprehensive

MWMWWMNM-JWmmmM
pertaining to him are collected, maintained, used, or disseminused by the ageacies. The Act
mnﬁumambnﬁfyiﬂividu&otmwmmumﬂmw 1) the

amthAmumwumanWf«
Puge 20 CMJMMGAWMO

DRAFT I

P.21742
I .




JuL-14-1393 28:35 _ HCFA I10A 282 698 6262 P.22742

DRAFT

B-252540 ‘ .
which the information is intended o be used, 3) routine uses that may be made of the

inﬁmmdl)whuhuﬂum&wduﬂmrquhdmmmlymﬁnﬁmmdﬂ*cﬁw
oa the individual of not providing the requested information. mwmupuor
ma'swmmmmﬂmmmummu‘uwm
WMWMM&&M

Hcmom'muuummovmmmmmmmuéqu
when collecting mfovmation from beneficiaries, An individual's Sr3t exposure to & Médicare-
mrﬁmymmamnmumommwmmwwmv?
WMWmuamhmemmm&m
nquudby,hrmuym AppmedSwulSecqubeuﬁtqphmqt
anomatically corolicd i Medicare at age 65. HCFAomuahwldulMamtmde
anheun&muhuﬂmmwmwﬁmmmw
collects informaation about them. nhmuumwymunqmrqn.
neawmwmmﬁpmmmcyummwmmmmm}m
delivary or payment system. r«wmmmmmm
wmmmmmwmmmaumuﬂm
of theiy informmation. hhmdﬂnmﬁnumﬂy“&cﬁn&&mh
beneficiary sees the physician, h!haaaof«hqmmchnnhqnm&
notification signature cards are obtxined at sach eacounter. FahlSpde
WMMMlMMPMW,HCFAMw:Mm.M

ﬁhhthmulwdwbm‘w»pmumw
w bk i the agensy™ snﬂ,bmlmﬂdﬁﬁduﬁmawiﬁ
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hwummum mdurﬁwywmm HCFA officials
WmumﬂwmmhMWEMMA
dlﬂ@AdﬂﬂhMMAMBmﬂnﬂm-ﬁem!ﬂﬂs

: mmﬁuﬂﬁhwmm&mum“mmdmhw
um“mmuaomuummmmmm
MnnyhcduclwdmdtofHCFAwdowmmml«rm Fotcllmph a

--mmmmmmmmmmmum

| 'mumwmuwmmwwumu

pa:nllly_. ‘Mthm&mmuﬂvaJ.

m:aamvm hmmummm.mwm
uﬂhnﬂbtﬂdﬂpmh&uﬂﬁmﬂwﬂmmmuﬂMﬂm
mmofmmw_ﬁ.mmﬁapnhm In contrast, we fown
um«ummmumwnnamnmm
cursory at best. mmnmaumum“mmuuﬁdu
beneficiary’s information. Instesd, it provided anly a vague reforence to the Federal Register a3
& source for such infonmation. w»ummﬁw-ﬁq«u
Fedenal Register were sbeet Wehhﬂpﬂhﬁlnammbmwn
end-stage rensl discase beneficiayios. mmunmm-auumm:“
nwmummmm-»mumummm
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INADEQUATE BCFA SAFEGUARDS
COULD COMPROMISE CONFIDENTIALITY

s s e - A ———

H@A’:mtcmhmﬁmnmofmm huhq |
me wmm&wmemlsm(}mmwukm " !
3 mMHCFAuﬁMelmmﬂnmu hMon.HCFAhsmmqu |

L hmﬁmﬁu&gurdsussedby,emesmdﬁwmmmmshaZymnﬂ;
it (él‘“ 0 A e, .

v ndosnntmmnlyyw ok aﬁdmﬂmmmofmmmmmu
. ; _,‘-_.' % .J-_I IIL%kI "[,', ' _' . ..

'inﬁ:mon. Agencyuﬁaahwldunheymuﬂnplm _

< ] welheun

Mwuom uwm emstcdmth

maemwhyom H@Awammnﬂwmuﬁhﬂmw

.wnu@mmmmMW

ECIAMWW
Generally Follows OMB Guldance
For Safcguardiag Electroale Informstion

UﬂuﬁeﬁmMﬂGAwmmwamﬂ

r——r——

physical safoguards 1 ensure the security snd confidentiality of records. OMB Circutar A-

130 provides agencics with guidance for eafguarding federal information resources inclnding |
! .

papes md ejectronic records. Appendix Il of the Circular provides detailod guidance for
|
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Mdmmh This 1996 circular provides guidance on munagement
controls, such a5 assigroucnt of responsibility for security, thsdwdqmemofaucw}:yphn
and ongoing review of sccurity controls. nmulmypln-dmklm |
MMmmmmmAmmmnumMm
or type of access necessary to perform their jobs. Auuu‘typhnhdsomcbdbcinﬂine
tecturiques for safeguarding the securiy of information and 16 establish & formal meckixmism
for respomding to intders or other incidents that can compromise the security of a computer
system. HCFA's systems security manual generally adheres to OMB's guidance for -
safeguarding electronic information. lnnddiﬁon,HCFA'spolicyfuwwuhﬁm
encryption to Frotect Gata. I calls for authenrication o identification proceduzes to etksure
Mmummmmmhammmmumwwmn
and decrym such informstion.

Problems Exist with HCFA Sefeguards
Over Electronic Isformation

HHS" OIG hasidcnkific cootpol weaknesses with BCFA's safegaarding of ccmfdeatial

infocoaation” The fixcal years 1997 and 1998 nancisl isement andits conducied bythe OIG
identtificd & varicty of problems with HCFA's safcguards for clectronic information d HCFA's
cextral office and for selactad Medicars contracirs. The OIG reporte the need for HCFA

A i eem e mn o ————— -

? Fora discussion of the O1G work, sec Infamsion Sccui Py Orisical Pedds ;
W(mormmsmn tsu). hl'dnntylm we designamd information
secarigy as » high risk goveramst apantion. Governnaent oparations have been idextified s “high risk™ became of -
eir vahsenhilitics ty waste, fiagd, sbuse, snd mignanageent  High-Rizk Series, An Updgte (GAO/HR-

reasex
99-1, houmry 1999). : | .
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plcment 20 oveal iy arucur o achiev sty program bjectives et disuseed
weaknesses in the following areas: wmummoh(uﬁmwmmiltqy
Mmmﬁemm).g:pﬁmofdﬁa(ﬂndivﬁmoqm
mmw@»mmmwamwﬂmmw
mty}ndmwemny(theahmywmﬁmamtymmudm
mm»mhmmdufumomem n-om.hmhu
mmmhw«mum»nmmuwimw
and change coatrols. Smnmmhmuﬁdhmmriud:swdls
mm'mfmd;mmumymummnmm{um

access (o gystems programs and files. Apphmdnﬂmadmmhémnm

mw'mummmw.'wmmmmmh
ammmqm,mumumummmdmmw“u&im\y.
|

Aspnofmmtulzudmtemﬁvh&ulm lmwmuimdn.
N'OIG'UMhmmabbbmwlheuunhyudewu;lﬁﬁw .
Modicare data at five Modicare contractors.  The auditors” ability 0 do a0 without using thcir
formal acces privileges is of particular concer because wnsuthorized users can expldit this
security weaknoss snd confidential modical dats tway be compromised in several w
ummthorized individuals could be reading coufidential dats, disclosing it to others,
tamapering withit*
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Amoﬁmhﬂdumuymmhpmofwmwm&m

financial statoment andit findings. wa«,ﬂCFA‘nab:htylomkemuﬂn&ﬂy
affccred by the agoocy’s effonts to mmmaunmﬁu
there will be no interruption of sarvices and claima payments for bensficiarics and praviders,
Hﬁ&mmmmﬂmwmumnm;
mmmwmwmofumnmmﬁm_
requirements. mmemn.wwmmofmmwmmgncu

is able to implernent during its fiscal year 1999 fimancial statement andit.

BCFA Docs Not Systensatically

{
{
Medicare Data 5

Although HCFA bas  process for moitosing systems secarity at its claims administistion
oodtractos—carricrs end iscal intermediaries ~agency officala fold vs that competing

:
' .
l BN
!
:
o

(zn:uz:. 1999) ond Yous 2000 s hror
thmmmn lm ]
i
|
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oopmirations fliow OMB puidamce for protecting the confidentialty of infoemation. /I
sddition. HCFA oficiali told us that they do not check whether organizations outside of
HCPA receiving personally ientifisble heaith information we complying with the

mﬁmﬁ&&-bﬂmmwmhmﬁdﬂﬁ-ﬁwdw :
-’ 'ﬁ Il 3 ﬁ I- ‘

H@A'srcpcnloﬁeuhwmlhmhhtyfnmm M o
oﬁeammurdbmsm&umy&mﬂmwb l)pwvndemﬁm
| mwmumz)mmmmmm

potentially evaluate systemms security through the Coutractor Perforrusnce Evaluation [CPE)
Modicere laws and regulations. |

HCFA officials told us that, othes than OIG reviews, there weve o explicit ou-site rebiews of

comtracton's secarity protections in fiscal years 1997 and 1998 because of resourcy colstraiats
dhmofwﬁwﬂmewpﬂmwﬁ:ywm
COMPULCT FeuiTrCments. HCFAoﬁ:i:hbHuMuvimofMuﬂi!y‘wc;t
mwmmhuu-ﬁmwiumamamcompmu%g

conlraciors.

{
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WMdMAh“mthMhmnyMﬁkm.

information received from the agency. When orpasizations siga data use sgreements yith

HCFA., they agree o establish sppropriste admiristrative, techmical and physical saSeguards
viﬁuukdndweofuuﬁiymnhwmmmekvdddwofmﬁty

- establishied by OMB.. HCFAnhamamemMmmhmm .
,.'.duduu:w

e B
¥ J'l..'. Vo

A ’):A‘“-!Mu il 'f'r

mly “ Wﬁ*ﬂncuwm W'Mauwmwll.mvhmaem

‘;'l'_t_‘\_:ofdau&ndmemm Anmpmpmmoff .

dnmmalbhﬁem«mnomemmqﬂmmofa:h
project. HGAéwbHuh&edeﬁuymhwdﬁeof&m
w.umm_mﬁndwupmﬁuwofhm HCFA officials
m.aummmmmmmofmimwmm
wﬂmmmhﬂwmudbmmﬂmyunmmcdmw

HCFA or destroy it. HCFA officials told us that they pian to reduce the backing by one-half

by September 30, 1999, and continue to make progress on it theresfior. MHG‘Ados '

not systematically monitor camplisnce with its dara use agreements, HCFA. officials told us
Bt they scan Infernet web sites to see if infocmation is being disseminated without HCFA
approval. hadﬁﬁmtheyuidﬂ@&tﬁmﬁwm&jmmhmm:o

determine if researchers have used HCFA dats without sppropriste athorization.  However,

such methods ouly ideatify problems after scasitive data have been insppropriately vsed, sd
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mmwnmofumamm In addition, the Yack of HCFA |
momitoring of contrectors and otbers who usc personally identifisbie Medicare infornisticn
hampers HCFA's ability to prevent the occurrence of problems and provide timely |
identification a0d corrective action for those that have occurred. . :

Few Complaiats of Privacy
Act Violativas Reported

Tﬁmﬁnﬁﬁdmmﬁnﬁofwmﬁdﬁohﬁmdh?ﬁmAaMhh:-
MMﬂWthmlm.Skcfﬁme;
conducting research fur HCFA, health dats organizatious, wul individusl rescarchers., These
complaints were reised by cimilar ocgaaizations or otbes rescarchers tud involved polking
poteotially ideatifible Modicare billing information on an Interoet web ste; using data
obtaineed for oue rescerch project for & second research project without authorization from
HCFA and publishing the result of this stady; aue offering to share Mcdicars fles at s
national research coufirence. In these cases, HCFA provided direction to those involved to
Mummmmmmm,

mmmwuw-ﬁmﬂahﬂmwmw-m : ;
bencficiary. [n this instence, the Secretary of HHS roosived s complaint letter from dn '
atomey representing a Medicare beneficiary who objected to two letters sext to ber by a
rescarciyer from 2 major university medical school. The letters asked her 10 participaie in a !
follow up study of Medicare patients who had undergone a particulsr surgical tretmén. for !
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obﬁgﬁmmpuﬁdpuhthemdyndwamdtohwhowhamdkdbimyuina
stared with the researcher hmmmeyﬂCFA.umww
dats on this beneficisry and others had been released to the rescarcher. While HCFA -
mmmmmmumw_humﬂormm
w-WmmmmmMmbymmmmu;u
warded 100 strangly. In addition, the researcher failed 1o follow ths HCFA notificaion
procedure; instasd of sending out the HCFA Administrator’s lester in advance of his obm
mailing, he merely attached it 1o his first leter to the beneficiary. HCFA scata letier 1o the
bueﬁ'my?smﬂpwm&ckplbdshhwonhqueﬁduy’sé
infrtmation and advised that participation in such reseasch is commpletely volumrary. mm
also indicated that HCFA had taken sueps to ensure that the beneficiary would not be
comtacted for further sdies. HCFA received no farther correspondence Gom the broeficiary
or hex sttorncy on this pratter. |

We found 0o cases related t the Privacy Ast brought by Medicare besieficiaries againt
Hammﬁmmmmﬁﬂ@hoﬁmhmnmdmmsﬂdum
o or during Litigation. swy,weﬁudmmdmofmmlmﬁrm
Act violationz. ;
HCFA repocts that only onc intcmal disciplinary sction hss occurred during the past § years
related to violations of HCFA’s confidentiality policics. mmcimmwwm;éwy

mpmwbwwmbmﬁmyﬁhmﬁqumdydmwmrm
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perforniing his job fimetions. mmpbyudmuwbﬁudhﬁhot'm
mle“ndhemphcdmldmuumuvem Hewamdlyapdumm
mmﬁmummmwmmmmmumwbm

HCFAmmthmhchwmnanmmba
' MWWSMWWMM HCFAdldthm
1997, umvda:qouﬁmmofmmthmhemsdnmdm
‘ pmﬂmmukmaﬁhﬁmﬁewlblmwlhﬂdnwnhhm m |
Maww&emsmofmmmhmdm Theﬁl:m:ad

umveﬁndmvmofmm mwn@mmmma
Motmmmmmmmyssmdhmym L

SOME STATES RESTRICT DISCLOSURE
OF SENSITIVE CONFIDENTIAL INFORMATION

[ its oversight of the Medicare program, HCFA necessrily deals with beneficiaries and
providers from every stue. In addition & the fodaral goverument , the states bave laws
governing the confidentislity of bealth information. Swhwsvuyiwy.mﬂziuia
whh-bunulhda“pltﬂ:w&'symorm Forexnph.inmlhﬂh
mmuww;mwummmm-wh-anw
obtain petieats’ congent has been made, mmmmmmmmuhny
ideatifiable records are necessary, mw:mmdmmmm

rqmnummmmdshmmmmwmm | mental
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B-251540
MMnmumhwwwmwm'b

Vmﬂwmmmondwum’smmndn
caocer morbidity and mortality stadies, is confidential and privilegad and may be used buly for
the purposes of thesc studics. |

m:mmmbhhm:dmotmmnyhﬁomdwmhs
privacy, MMmMMMCmmtwmhm
| mdndafnrd:edmﬂdnnpofmwmxgmﬂ. 1999, th:SmewybeHs
mmmmmn;ummmuromsm mmh |
| Cmnmmmhmmmmmmwmw S

Ry e
e

MnmwAaummmmMMunMM'
MH@A‘;Mof&MMmMMMMWB@A
mmeﬂmmMofuMnmmmMmu
payment. If 3 state law probibited disclosure of information to BCFA thet wes critical for
m«wmdnﬁhﬂm W“MH@AM
told us that it would rely on the Supremacy Clause of the U S. c«uﬁuﬁm"um%&

stanwtory suthority o obtain the necessary records. . 5

:JSMM.V! L2 msnnrmh:'muapnz'cumauus. sk whold
Mmmm W wheee, for example: 1) fhe statx law davctly cooflics with law, 2)
mmwa—mumhmm-nummm with
te perponcs of the foderal legithation.
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mmdmthmMmammﬁrMMwmn é_
otbherwise be roquired by federal law of regulation. melc.wmmemdqnﬁ:m '.
MWWWHCFAMhhmeWmMmmb l
m«rmmmwmmmsmsmmcquem
wmmﬂﬂmmmmmwmmuuw |
mmmwmmwmmsmshmmmm

'- ""..IHC!-‘Aoﬁculstolduslhﬂasmnyas19mhavemndthmopnonbyblmhnqmn |

: mvmms or,sm Mﬁﬁlcmduhqﬁnmmemmwmm«toﬂcl?h | !

am&mmmm”mumumm nu:ynhnm

mmwwmwp‘mmfwmmmnm
MmhmhmﬁnmammWAmSmdSTD:mmhmmmm
bome payment retes. Since H@Abcmpm;mhﬂdm faamymwhve
mmmnm.m,mmmwmnmmm
providers who cxre ﬁrHNlAlDSpm MAMW&&:MM
MuMWhﬁmmMWunnﬁuhmmMﬁr
sﬁﬂdmﬁuﬁdﬁﬁabmumﬂﬁ&mmmsﬁdwuwoim

required and that rxtes are adequate to provids for that care.  Similagly, !!CFAoﬁuﬂlholdvs

muammnmmmmmuunﬁmmmmcqna‘h

"mmnuwncn-uwn—udw of masing u“ ' !
Mmh“ubwmms«m&hm:? e '
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CONCLUSIONS ,
hhmbstmoﬁ&nﬁm‘:MMmH@Aﬁwﬂm
mmmwkuwmmﬁmmormsmﬁuﬁ%ﬂy
operate and manngs the program. In addition, HCFA and others require this information for
Mﬂm:hwﬁvﬁumnmldmimpmwmm:mﬁm'smhhmﬁ;wm
financing and quatity. Asmcmudommwmmm.ncmmugum
privacy concems of its bencficiaries with its need to effectively manage the program. l:uum
keep an udividual’s boalth information safe from inappropriate disclosure. |

In carrying ous this respomsibility, HCFA has implermerned policies and practices that &rc
comsistexs with the Privacy Act and OMB guidince to resuce the liketinood of inappropriate
or inadvertant discloswres. muﬁmkaAfcMmuwbyiﬁm
Wntnwwwduﬁmnukmhm»m
guidance o reevaluate the relevance mud necessity of parsonally identifiable informatian
mattaned on individuals. Hm,auHHSOXGmMHCFAemhh%w
vilnerabilities in its informstion mansgameont systcms. In addition, HCFA has oot .
mmmmaﬁpﬂdﬂhmmm As
2 result, even though few complaints have beea mads to date, confidential medical }
informazion may be at rigk WemoﬂiuMHCFA.eumimwidxpdodﬁsmm#hby
Om,mwmmmmgt&:mewyudiuwmmcml?ﬁm
' with year 2000 computer requirements. Novetheless, we believe that roducing the |
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valnesabilitics in its inforraation systems snd mouitoriag of eoutractors are imporwat |
concerns that HCFA must address. ;

|
HCFA lacks the sbility o provide beoaficiarics with & socounting of what i jop has
been disclosed about them. The agency is also waable to inform oversight agencics ab4
certin Privacy Act activiics. In additios, HCFA does pot have & tymem for mociforisg
ofganizations to whom it discloses personally ideotifiable information. Asa;_uuh.m:frdﬂa
mrﬂendwmmiuﬁm,HCFAhnmblﬁosynemﬁmﬂymtheﬁhﬁhniof
inapprogriase use of the data or ideotify instances of such misuse. ﬂcmmauoauim
job of informing beneficiaries that their information could be disclosed. mmwila

: . i

wmummmmmmm@mom&mm Whm
mwhmmm&mmwmmﬁwo:mmw:um
Privacy Act, some of HCFA's notifications are inadequate becatrse they do not tell Mallicare
Wammmwuawwmuwm«n&Aa
do 50 in an unclear fashion. i

.!

-lfaammma;mmiﬁmmw“mm.nému
It could also affect the ability of sralysts in HCFA, other foderal agencies aod non- |
WMWMWW@WWM%“
the difficulty of complying with varying Sale laws. If the seme dats clements and heakh
Mmmﬁhbhﬁmaﬂmnmywﬂwﬂuﬁﬁtynciwn
research and snalysis to improve Medicare policies. |
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Piease contact me at (312) 220-7600 if you ov your sall have any questions concembog this. | |
roport. Staff coutacts and other contributors are listed in sppendix IL ’ .
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HIPAA PRIVACY REGULATION TIMELINE

As of July 16, slightly over half of the options papers have been reviewed. Many have been sent
back to thc working groups for further policy development. No preamble or regulation text has
been drafted.

Backing up from an August 27* delivery to the Federal Register, the following time line would
be required:

2. DAY

Wedrerdny, July @ - Deputies meeting about the regulation timetable

Friday, July 30 - Drﬁgn%) ) rcgulatioﬁ completed, draft circulated within HHS
DO s

Wednesday, August 4 - Comments due back from HHS components &>O%€C/\U .

Friday, August 6 - Meeting with Secretary Shalala to resolve all disputed issues

Tuesday, August 10 - NPRM sent to federal agencies for clearance

Thursday, August 12 - Comments dlﬁpa&;io HHS from agencies

Tuesday, August 18 - Cabinet-.l’e\'/';l mceting to resolve all outstanding issues

August 18-25 - Revise r-cgulation per outcome of Cabinet meeting

Wednesday, August 25 - Re-write complete, send to Federal Register

Friday, August 27 - Publication in Federal Register

Please note that this schedule is highly ambitious, and will require significant commitment by all
Dcpartments to achieve.
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Subcommittee Roster

Last First Sub Address

Block Abby 3 Chief, Insurance Policy and Information Division,
Office Of Personnel Management

Phone: (202) 606.0004

Email: ALBlock@opm.gov

Bobroff Rochelle |4 Office of the General Counsel

Office of the Secretary

Address: 7500 Security Blvd. C2-05-23
(410) 786-8261

rbobroff@os.dhhs.gov

Braithwaite Bill 1 Office of the Assistant Secretary for Planning and
Evaluation

Address: Humphrey Building, Room 440D
Phone: (202) 260-0546

Email: bbraithw@osaspe.dhhs.gov

Brice Ebony 0 Secretary
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DRAFT

DRAFT FINANCIAL PRIVACY

Statement of the Honorable Gary Gensler
Under Secretary of the Treasury for Domestic Finance
before the
Subcommittee on Financial Institutions and Consumer Credit
Committee on Banking and Financial Services
United States House of Representatives
July 21, 1999

Madam Chairwoman, ranking Member Vento, and members of the
Committee, I am pleased to have this opportunity to present the Administration's
views on the protection of personal financial information. I know that this issue

has been one of great importance to members of this Commiittee.

Privacy has been a cherished right to Americans since the founding of our
nation. Originally, the idea was predominantly one of privacy from governmental
interference: privacy in one’s home and one's person. The citizenry's fear of
governmental intrusions on privacy was rooted partly in American history -- our
rejection of tyranny -- but also in practicality, Businesses had neither the means

nor the incentive to invade one's privacy.

But over time, the notion of privacy has evolved. The right is no less

cherished, but the threats to it are new. When, a century ago, Louis Brandeis

1
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famously enunciated privacy as a ‘right to be let alone,” he was referring to privacy

from the press.

Today many Americans increasingly feel their privacy threatened by those
with whom they do business. In particular, financial institutions are able to
consolidate information about spending and investing habits. Americans want the
ability to earn and spend their money without having to expose their lives to those

who process their transactions. Americans deserve that right.

For much of our history consumers were justifiably confident about their
financial privacy. Most of their day to day transactions were conducted in cash.
They obtained financial services from local firms. Records were kept on paper
ledgers rather than in computers. A small town banker, a local securities broker or
an insurance agent knew the customer's financial circumstances and tolerance for
risk, to best offer a loan or advice. Yet customers were confident that the banker,
broker or insurance agent would not share that information. Doing so would have

been considered a breach of personal trust. That confidence is understandably

lacking today.

The first cracks in that confidence began to appear in the late 1960s, as
unprecedented amounts of credit information were collected in new, national
databases. Congressional hearings revealed that too many credit files contained
inaccurate and damaging information, and that consumers often had no way to

correct errors that could lead to a denial of credit.
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The resulting Fair Credit Reporting Act of 1970 was the first federal law
directed at financial privacy. The Act required customer consent before credit
report information could be distributed, granted individuals access to their credit
histories and the ability to correct errors. And it recognized that customer should
have notice and the ability to opt out of certain information transfers -- be it with
third parties or among affiliates. [Under the Fair Credit Reporting Act, however,
there are no limits on sharing information about consumers’ transactions with a
firm, unless such information is aggregated at a credit bureau. Thus, financial
institutions currently are able to treat what a person buys with checks and credit

cards as information belonging to the institution, and are free to sell it.] move?

Much has changed since the Fair Credit Reporting Act was passed in
response to the mainframe computers of the 1960s. We are in the midst of three
important and significant transitions: a technological revolution, industry

consolidation, and a move away from cash towards electronic transactions.

Today, an ordinary desktop computer is significantly more powerful than the
mainframe of 30 years ago. Vast amounts of information can be stored, sorted,
manipulated, and analyzed at lower and lower costs. Advances in
telecommunications allows for this information to be sent virtually anywhere on
the globe in a fraction of a second. Financial services firms are spending billions

per year to further enhance their technologies.

A second key change is the growing integration and consolidation of

financial services providers. Interstate banking and branching has allowed banks to

3
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grow larger than ever before, and the removal of regulatory restraints have allowed
banking organizations to offer insurance and securities products. Even those
smaller banks that have avoided consolidation often broaden their services by
contracting with other financial services providers. At the same time, insurance
companies are offering deposit products, and investment banks are in the lending

business in a major way.

This consolidation has brought benefits to consumers, in the form of
operating efficiencies, new products, and better prices for customers. But the
desire of large, integrated financial services firms to profit from their scale and
cross-sell their products has created a powerful incentive to mine consumer data for
a competitive advantage -- potentially appropriating personal information as a
business asset. Consolidation and technology have also allowed the relationship
between financial institutions and their customers to become increasingly
impersonal. Fewer customers walk into branches to deal with a personal banker,

as more customers drive up to ATMs or log onto the Internet.

Third, there is an increasing use of electronic means of payments and
receipts. Americans increasing use of credit cards, debit cards and (more recently)
electronic bill payment in lieu of cash now allows financial services companies to
collect a far greater amount of information. Direct deposit now means that a bank

knows not only what you spend but how much you eamn, and from whom.

A generation ago, financial privacy meant keeping secret your salary, your

mortgage and loan balances and your net worth. Today, financial privacy means

4
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keeping secret your entire way of life. The typical credit report in 1970 would have
shown only that a customer had received a total of, say, $5,000 of credit, and had
repaid it on time. The credit card records of 1999, by contrast, can list each and
every purchase ever made by that customer, sorted by date, location, and other
details. Furthermore, if credit card companies work together with merchants, then
the level of detail can become even more refined - each dish ordered at a

restaurant or each book title bought at a store.

Taken together, these three trends -- technology, industry consolidation, and
the movement from a cash to electronic payment and receipt system -- are the
means, motive, and opportunity for financial services firms to mine consumer
information for profit. Our challenge, therefore, is to protect the privacy of

consumers while preserving the benefits of competition and innovation.

On May 4, the President outlined the Administration’s ¥inancial Privacy
and Consumer Protection in the 21" Century”initiative. Protecting financial

privacy led the list of key principles for consumer protection.

. First, the President recommended enactment of legislation to provide

consumers notice and choice before their financial information is shared or

sold -- the right to say “no.”

Central to this policy is the idea that the self-portrait painted by one's

financial information belongs to the consumer, not the financial institution

that processes the transactions.

P 1/17
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[Second, the President stated that consumers should not have to worry that
the results of their latest physical exam will be used to deny them a home
mortgage or credit card. As banks and insurance companies merge, lenders
potentially can gain access to the private medical information contained in
insurance forms. The President therefore recommended legislation that
would impose special restrictions on sharing medical information within
financial conglomerates and with third parties, consistent with the

Administration’s overall plan for protecting medical privacy.]

. Third, the President called for giving regulators broader authority to monitor
compliance with privacy protections. Under the Fair Credit Reporting Act,
for example, banking regulators generally may not examine banks for
compliance with this statute, as they do for other consumer protection
statutes. Surely there is no compelling reason for treating privacy less

seriously than other statutory consumer protections.

When the President announced this agenda in May, some may have viewed
his proposals as ambitious. Only two months later, however, the policy of notice
and choice is gaining momentum. Presidential leadership, and the leadership of
members of this Committee and the House, has sparked a debate on this issue that
has educated policy makers and produced dramatic results. Most recently, the
House of Representatives with overwhelming bipartisan support provided notice
and choice before information can be shared with third parties. The House
provided the enforcement mechanisms sought by the President. It also recognized

the need to protect medical privacy, and generally prohibited the use of so-called

6
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"pretext calling" -- although in these two areas, significant revisions are needed.

Acceptance of the idea of notice and choice is an important step in protecting
financial privacy. For adequate privacy protections, however, consumer choice
over third party sharing must be the floor, not the ceiling. We must move forward
to consider how consumers can exercise choice over sharing within financial
conglomerates -- especially conglomerates which, under HR. 10 and S. 900,
would be able to engage not just in financial activities, but also activities
"incidental" and "complementary"” to such financial activities. And we must
consider how to make any privacy protection regime workable. With that in mind,
I will address five basic issues that we believe the Congress ought to consider as it
moves forward with financial privacy legislation: what information such
legislation should cover; what notice is appropriate; what choice is appropriate;
what exceptions may be appropriate from notice and choice; and how any privacy

regime is to be administered.

Madam Chairwoman, you also requested that I discuss various privacy
issues relating to the privacy practices of state govemnments and the federal
government, and of the Treasury Department itself, I am attaching as an appendix

a discussion of those issues not discussed in my testimony.

Scope

The first issue is what financial information should be protected. For reasons

stated earlier, the limited protections of the Fair Credit Reporting Act are no longer

7
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satisfactory. Transaction and experience data must be protected. [Personal or
customer data protection must be enhanced as well.] Information held by any
company engaging in financial activities, broadly defined should be protected.

H.R. 10 adopts this sound approach. If a credit card company wishes to sell a
customer's data, for example, the customer should have the same rights regardless
of whether the card is issued by their insured depository institution or comes from a

commercial enterprise like a department store or a phone company.

We must consider, though, a future where financial information may be
consolidated -- and potentially mined - at non-financial firms. Many of us already
provide a list of our assets to Internet web sites, where daily performance can be
monitored. Consumers might be surprised to leamn that a list of stocks held at an
Internet brokerage site is considered confidential, but a list of stocks at a portal may

be freely sold without notice or consent.

Eventually, Congress may want to look beyond financial privacy. Like
financial institutions, booksellers and other retailers can build considerable
databases and, under current law, sell them without customer knowledge or
consent. Your on-line bookseller may not only knows what books you read, but
what books you considered buying, where you vacation, what music you listen to.
The Administration continues to support efforts at self-regulation. Industry efforts
over the past year have been impressive, but they still have a long way to go. We

will want to continue scrutiny of these non-financial areas.
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Notice

Notice is fundamental to privacy protection. The Administration believes
that every financial institution should establish and disclose a privacy policy that
encompasses information sharing with both affiliates and third parties. Disclosure
of an institution’s information practices is a precondition to consumers choosing

how their information will be used, or choosing to do business elsewhere.

The Administration believes that a clear and conspicuous notice should be
provided before a customer opens an account and at least annually thereafter. The
contents of the notice must be sufficient to inform the customer of the uses that will

be made of their information and to whom it will be transferred.

That said, the exact contents of a notice may be best left to a rulemaking

process where public comment can be solicited, as provided for in H.R. 10.

Choice

The next issue is that of choice. Under what circumstances should a
customer be able to restrict the uses a company makes of their data. The
Administration believes that consumers should have the choice to opt out, that is
prohibit, the use of their data by both third parties and affiliates. The practicality of
notice and choice has been proven through the implementation of the Fair Credit
Reporting Act. The FCRA has given consumers the right to notice and the

opportunity to opt out before a company shares the consumer’s credit information

9
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with either an affiliate or a third party. We are simply recommending expanding
the scope of the information covered. Financial firms have the ability to make this
change. U.S. Bankcorp, in response to a suit brought by the Minnesota Attorney
General, has agreed to notice and opt out before transaction and experience data
can be shared with affiliates for direct marketing purposes and with unaffiliated
third parties for purposes of marketing financial products or services of the

unaffiliated third party. [ck]

Nonetheless, some have contended that customers need not have choice over
information sharing because they possess the ultimate choice: the ability to take

their business elsewhere.

We believe that the idea that customers will be able to "vote with their feet"
on financial privacy is generally unrealistic. Changing one's bank or broker is not a
simple matter. It requires a considerable investment of effort and time, as one
checking account must be run off as another is created, as direct deposit orders
must be reissued, as checks must be reprinted, as new codes must be memorized, as
stocks must be transferred. It is a change that most of us make only when we are

extremely dissatisfied with our current circumstances.

For that reason, the Administration believes that choice must be guaranteed
by law. In general, we support the notice of "opt out" choice -- that the sharing
may occur so long as the customer is given notice and the opportunity to object. In
some cases, with particularly sensitive information, an ‘bpt in” may be appropriate.

We also believe that these choices should not be circumvented, as H.R. 10 would

10
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allow them to be circumvented, by allowing the financial institution or an affiliate

do the marketing itself, on behalf of the third party.

[Need to make case for affiliate opt-out]

Exceptions

While the Administration is firmly for choice, there is also a need for
balance. There are some types of information sharing where customer choice may
not be appropriate -- where allowing customers to opt out of information sharing is
counterproductive or too costly. The most obvious case is sharing of information
with appropriate law enforcement authorities. . Another example is the sharing of

information in order to facilitate the processing of individual transactions.

Other types of information sharing are more difficult. In approaching any
exceptions and the general policy of choice, we think three questions are

appropriate.

® first, what is the consumer’s reasonable expectation of privacy? This in tum
largely depends on the type and sensitivity of the information. Most people
expect that their finances will be processed efficiently -- even if by third
parties -- but not that anyone processing the data will be able to learn how

they live their lives. They also don't expect that information to be sold

without their consent.

11



JUL-16-1999 10:37 TO:488 ADLER D FROM: HUNTER M | P, 14/17

® Second, what is the purpose of the transfer? Does it directly benefit the
consumer or mostly just the company? Is the company using the
information to directly serve the customer, or is the company primarily using

or sharing the customer's information for another purpose?

® Third, what are the costs of allowing choice? Does it significantly(I) disrupt
the functioning of the enterprise, (ii) raise costs to consumers or (iii) disrupt

markets?

Any decision should be based on a balance of these factors. The Administration
strongly believes that in most cases the balance counsels for choice, whether the

sharing be with a third party or an affiliate.

Perhaps the clearest case for choice is in the area of medical privacy.
Although a company may have economic incentives to share medical information,
no consumer expects that in consenting to a physical examination for an insurance
policy, they are endangering their ability to obtain credit or employment. For that
reason, the Administration favors strong restrictions on the ability of any company,
including insurance companies, to transfer medical information. We strongly
opposed, however, the medical privacy provisions of H.R.. 10. While appearing to
provide greater protections than under current law, those provisions would in fact
create uncertainty about the Department of Health and Human Services authority to
establish stronger protections for customers of financial services companies, and

diminish the chances for comprehensive legislation. H.R. 10 contains significant

e




JUL-16-1999 10:37 TO:488 ADLER D FROM: HUNTER M P, 15/17

exceptions that would, for example, allow re-use of medical information by
companies with whom the information is shared, preempt state law, allow consent
to sharing to be coerced, and allow significantly more sharing under the label of

“research” than current practice allows or future regulations would likely permit.

The sale of marketing information to a third party -- or using such
information on behalf of a third party -- also appears to be a clear case where no
exception is appropriate. A consumer doing business with a financial institution
would not expect the information generated through that relationship be sold for
unrelated, especially non-financial, purposes. In such a case, the financial
institution would be selling the information primarily for its own profit, not the

customers.

In some cases, though, the case for an exception maybe stronger. Financial
services firms may wish to provide customers a consolidated account statement
including accounts from different affiliates within the organization. Here, the case
for an exception from “opt out” appears appropriate. Customers could reasonably
expect to have their financial information presented to them in a comprehensive
way; the consolidated statement is done for the convenience of the customer, and
the customer is able to correct any errors; and the cost of requiring separate

mailings for each account could be considerable.

Other cases present more difficult tradeoffs. For example, with respect to
risk management, one could conclude that a customer who has defaulted on one

loan from a financial organization should not reasonably expect to be able to shield
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that information from an affiliate considering a second loan. Allowing the
information to be shared pfotects the depository institution from loss, and should
result in lower prices for creditworthy borrowers. The same also could be said of
information on the timeliness of a customer's payments to the institution (assuming
that the customer receives notice that such information sharing is occurring and has
access to and the ability to correct such information).

The idea that a sister bank could, however, deny a loan because a consumer's
credit card reveals risk-taking behavior - say, the recent purchase of a skate board
or a sports car -- is far more troublesome. Thus, any information about where a
consumer is spending money, or the purposes for which the consumer is obtaining
credit, should remain subject to notice and opt out. How we live our lives, what we
believe, the choices we make -- all of these very personal pieces of information

should not be shared without our consent.
[Do we need anything on exceptions in H.R. 107]

The Need for Regulatory Flexibility

Each of the issues we have just discussed is complicated, and the answers
may well change as technology and business practices advance. The complexity

and uncertainty of the task at hand suggest two further points.

First, we should allow many of the details to be worked out by the regulators
that know the financial services industry best, after taking into account public
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comment. The agencies that examine financial services firms and follow industry

trends should be responsible for writing and enforcing privacy rules.

Second, a transition period may be appropriate so that financial institutions
can reprogram their systems to take account of customer choices. Any such
transition should extend beyond the end of this year, as programming resources are

currently focused on the Y2K problem.

Conclusion

Thank you for allowing me to appear today on an issue of such importance

to the Administration. I welcome your questions.
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Dear Colleague:

The medical privacy provision in H.R. 10 restricts disclosures of customer health and
medical information by insurers.

Some concerns have been raised about the exceptions to the opt-in policy. I would like to
take this opportunity to define some of the terms found in the exceptions and dispel the
misinformation that is being circulated regarding these provisions.

Under current law, an insurance company obtains medical record information only with
an individual’s authorization. The medical privacy provision in H.R. 10 relates to how an
insurance company shares the data after it has acquired it. The provision states that
insurers can only disclose this information with an individual’s consent except for
limited, legitimate business purposes. These provisions would apply to all insurers who
are currently engaged in the insurance business, and who have millions of contracts in
force right now. Without these exceptions, these insurers would no longer be able to
serve their customers.

The exceptions include ordinary functions that insurance companies are already doing in
their day-to-day business. Such operations include:

Underwriting: Insurers use health information to underwrite. The price someone pays
for insurance is based in part on an individual’s state of health. Insurers gather medical
information about applicants during the application and underwriting process.
Underwriting is fundamental to the business of insurance. During the underwriting
process, an insurer may use third parties, such as labs and health care providers to gather
health information and/or to analyze health information. The insurer may also use third
parties to perform all or part of the underwriting process and must disclose information to
these third parties, such as doctors or third party administrators, so that they can enter
into the contract in the first place.

Reinsuring Policies: Insurance companies sometimes assume a “risk” and then further
spread the risk by “reinsuring” a policy. While often a “reinsurance” arrangement is
made at the initiation of a contract, there are also times when reinsurance occurs after the
policy is issued. The reinsurer needs access to the first insurer’s underwriting practices
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as part of its due diligence. Without this language, the wheels of the reinsurance industry
could literally grind to a halt. ;

Account Administration, Processing Premium Payments, and Processing Insurance
Claims: In order to pay a claim for benefits, the insurer has to process the claim. This is
a basic business function. These activities are the very reasons an individual signs up for
a policy in the first place. Companies may use third party billing agencies and
administrators to process this information. A company that doesn’t today, may
tomorrow; and we need to ensure that they can, so that consumers can be served.

Reporting, Investigating or Preventing Fraud or Material Misrepresentation: There
are certainly times when individuals may not want to disclose all of their health
information for valid reasons. However, there are those that may try to hide health
information relevant to whether a policy would be issued or what would be charged for
that policy. For example, nonsmokers usually pay less for insurance than smokers. On
the other hand, if you have a chronic illness your premium may be higher. If an
individual is engaged in fraud of material misrepresentation, it is highly unlikely that they
would give their consent so that the insurer could disclose this information, for example,
to its law firm to undertake an investigation of the matter or to the insurance
commissioner or other appropriate authorities.

Risk Control: Credit card companies and other financial institutions involved in billing,
conduct internal audits to ensure the integrity of the billing system. During this process,
the company verifies that merchants, credit card holders and transactions are legitimate.
These audits are done on random samples in which transactions dealing with medical
services are not segregated or treated differently from other types of transactions.
However, if this exception were not included, the company would be prevented from
verifying the validity of transactions dealing with medical services. This would open the
door for much fraud and abuse or the inability for consumers to write checks or use credit
cards to pay for medical co-payments.

Research: Insurers do research for many purposes. For example, life insurers will do
research related to health status and mortality to help them more accurately underwrite
and classify risk. This provision is needed so that insurers can continue to do research.

Information to the Customer’s Physician: This exception is necessary to allow insurers
to release information to an individual’s physician. For example, during the underwriting
process, an insurer may conduct blood test on an applicant. If the blood tests indicate that
there may be something wrong, the insurer needs to be able to share the information with
the individual’s designated physician or health care provider so that they, together, can
determine the best course of treatment.

Enabling the Purchase, Transfer, Merger or Sale of Any Insurance Related
Business: No one has a crystal ball. A company does not know in advance when they
will engage in these activities. It would be impractical if not impossible to obtain the tens
of thousands of authorization forms signed and returned to the company so that a



company could purchase, transfer, merge or sell an insurance related business. Without
this language, companies will not be able to serve their customers by forging new
business frontiers. Since the privacy provision covers all insurance companies, the
purchasing company will have to abide by the same restrictions as the original company.

Or as Otherwise Required or Specifically Permitted by Federal or State Law: There
are some states that require or specifically permit the disclosure of medical information
by insurance companies. For example, a company may have to disclose health
information to a state insurance commissioner so that the commissioner can determine if
the company is complying with state law banning unfair trade practices. A company may
have information that would help the police in an investigation where they suspect an
individual has murdered someone in order to collect life insurance benefits. This
language is necessary for these and other important public interests.

I hope that this brief explanation of the exceptions to the strong “opt-in” provisions of the
medical privacy provisions of H.R. 10 clears up some misperceptions. During floor
debate, I said I would work to include explicit language stating that this provision does
not prohibit the secretary of HHS from issuing regulations on medical privacy as
specified by HIPAA.

Furthermore, I hope consensus can be achieved on a comprehensive medical privacy bill.
However, I remain convinced that as new financial services entities that combine
banking, securities and insurance are created by H.R. 10, it is important that personal
health data can be shared inside, or outside, the company only with the patient’s
permission. That is what the Ganske Amendment did.

If you need additional informétion, please contact Heather Eilers at 5-4426.
Sincerely,

/.u, /a““’é‘-’

Greg Ganske
Member of Congress




