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'SEC. 305. Lawj Enforcement 
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June 29, 1999 

Member of Congress 
House of Representatives 
Washington, DC 20515 

Medical Records Provisions of H.R. 10 Undermine Patient Privacy 

Dear Representative: 

The undersigned physician, provider, patient, and other national organizations strongly support 
medical records confidentiality not only from a personal privacy perspective, but also because of the 
critical importance of patient privacy for high quality medical care. We greatly appreciate the well-
intentioned efforts of the many members that have resulted in the medical records privacy 
provisions of H.R. 10. Nevertheless, we have both serious procedural and substantive concerns 
about these provisions and urge that they be deleted from the bill. 

We are particularly concerned because Section 351 of the bill would allow the use and disclosure of 
medical records information without the consent of the patient in extraordinarily broad 
circumstances. To give just two examples, law enforcement entities would enjoy virtually 
unfettered access to medical records and insurance companies could review individual medical 
records in performing marketing studies. The list of entities that could obtain medical records is 
also extensive. Why should life insurers, auto insurers, and even insurers providing travel 
cancellation insurance be able to routinely access patients' entire medical records without patient 
consent or even knowledge? 

To complicate matters further, the legislation establishes no limitations on subsequent disclosures of 
medical records to non-affiliated entities. Once a disclosure has occurred, there is no limitation on 
the types of disclosures that the recipient of this information may make. Thus, i f an insurer 
contracts out a certain authorized service to a bill collection agency or an administrative support 
company, nothing in the legislation would prevent these organizations from disclosing or selling the 
information for a host of inappropriate purposes far beyond any legitimate health use. 

The legislation lacks basic protections included in all the major confidentiality bills before the 
Congress. The legislation lacks specific requirements for physical, technical, and administrative 
safeguards to prevent unintended disclosures of medical records. Nor does the legislation 
encourage the use of deidentified medical records or insure that patients will receive notice of the 
confidentiality, use, and disclosure practices of the insurance companies. 

Confidentiality between the doctor or other health care professional and the patient is an essential 
component of high quality health, and particularly mental health, care. Unfortunately, the medical 
records confidentiality provisions in H.R. 10 will deter many patients from seeking needed health 
care and deter patients from making a full and frank disclosure of critical information needed for 
their treatment. 

We also have numerous procedural concerns. Because the Senate HELP Committee has not yet 
been able to report out comprehensive medical records privacy provisions, H.R. 10's provisions, 
intended as a temporary measure until comprehensive legislation is enacted into law, could now 



become long-lasting. This is extremely troublesome because H.R. 10 is designed to address only 
certain narrow aspects of medical records privacy and leaves key issues unresolved. We are deeply 
concerned that passage of H.R. 10's current medical records privacy language has the potential to 
undermine enactment of comprehensive medical records privacy legislation. 

Thank you for considering these important issues. For further information, please contact William 
Bruno of the American Psychiatric Association at (202) 682-6194. 

Sincerely, 

American Psychiatric Association 
American College of Occupational and Environmental Medicme 
American Academy of Child and Adolescent Psychiatry 
American Academy of Family Physicians 
American Association of Occupational Health Nurses, Inc 
American Association for Psychosocial Rehabilitation 
American CoUege of Physicians - American Society of Internal Medicine 
American College of Surgeons 
American Counseling Association 
American Family Foundation 
American Federation of State, County, and Municipal Employees 
American Lung Association 
American Medical Association 
American Occupational Therapy Association 
American Osteopathic Association 
American Psychoanalytic Association 
American Psychological Association 
American Society for Gastrointestinal Endoscopy 
American Society of Clinical Psychopharmacology 
American Society of Cataract and Refractive Surgery 
American Thoracic Society 
Anxiety Disorders Association of America 
Association for Ambulatory Behavioral Health 
Association for the Advancement of Psychology 
Bazelon Center for Mental Health Law 
Corporation for the Advancement of Psychiatry 
Federation of Behavioral, Psychological and Cognitive Sciences 
International Association of Psychosocial Rehabilitation Services 
National Association of Developmental DisabiUties Councils 
National Association of Psychiatric Treatment Centers for Children 
National Association of Social Workers 
National Council for Community Behavioral Healthcare 
National Depressive and Manic Depressive Association 
National Foundation for Depressive Illness 
National Mental Health Association 
Renal Physicians Association 
Service Employees International Union 
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THE HEALTH P R I V A C Y W O R K I N G G R O U P 

The Health Privacy Working Group is an initiative of the Health Privacy Project of 
Georgetown University's Institute for Health Care Research and Policy. The Working Group 
is funded through a generous grant from the Robert Wood Johnson Foundation. 

The Working Group is staffed by Janlori Goldman, Director, and Zoc Hudson, Policy 
Analyst of the Health Privacy Project. The Project wishes to thank the Robert Wood Johnson 
Foundation, in particular Judith Whang, who recognized the importance of this challenge; 
ihw Glen Eagles FuLiudiiLiuii suid (.he Trellis Fund, musL nuLably BcLsy FituiipLon and Hupe 
Gleicher, who saw the promise in this Project; Andy Burncss, Linda Loranger, and the rest 
of the staff of Burness Communications for their guidance throughout the process; Scott 
Sanders of High Noon Communications, Audrey Dcnson of Denson Design, and Mike 
Heffher of 202 Design for their keen design skills; and our colleagues at the Institute for 
Health Care Research and Policy. 

Our deep appreciation goes to the individual members of the Working Group, who dedicated 
themselves over the past year to this extremely daunting—and we hope just as valuable— 
endeavor. As Chair, Dr. Bernard Lo brought to bear his vast knowledge and talents as doctor, 
ethicist, teacher, writer, listener and refiner, all of which made this possible. 

M E M B E R S 

Chair 
Bernard Lo 
Director, Program in Medical Ethics 
University of California San Francisco 

Paul Clayton 
Professor of Medical Informatics 
Columbia Presbyterian Medical Center and 
Intermountain Health Care 

Jeff Crowley 
Chair, Privacy Working Group 
Consortium for Citizens with Disabilities and 
Deputy Executive Director for Programs 
National Association of People with AIDS 

John Glaser 
Vice President, and Chief Information Officer 
Partners HcalthCare System, Inc. 

Nan Hunter 
Professor of Law 
Brooklyn Law School 

Shannah Koss 
Healthcare Security and Government 
Programs Executive 
IBM Corporation 

Chris Koyanagi 
Policy Director 

Bazelon Center for Mental Health Law 

John Nielsen 
Senior Counsel and Director of Government 
Rckuions 
Intermountain Health Care 
Linda Shelton 
Policy Director 
National Committee for Quality Assurance 

Margaret VanAmringe 
Vice President for External Affairs 
Joint Commission on Accreditation of 
Healthcare Organizations 

'(.'' Health Privacy Project, July 1999 
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E X E C U T I V E S U M M A R Y 

Privacy and confidentiality have long been recognized as essential 
elements of the doctor-patient relationship. Also essential to optimal 
care is the compilation of a complete medical record. But that same 
record is used for a wide variety of purposes— încluding insurance 
functions, coordination of care, and research. The long-standing 
friction between these two goals—patient privacy and access to 
information for legitimate purposes—has been heightened by the 
transition to electronic health information and a push toward 
integrated information in support of integrated health care delivery 
and health data networks. While these developments are intended to 
improve health care, they also raise many questions about the role of 
privacy in the health care environment. 

Recent polls demonstrate that the public has significant concern 
about the lack of privacy protection for their medical records and that 
it can impact how they engage with health care providers. In order to 
protect their privacy, some patients lie or withhold information from 
their providers; pay out-of-pocket for care; see multiple providers to 
avoid the creation of a consolidated record; or sometimes avoid care 
altogether. Such "privacy-protective" behavior can compromise both 
individual care and public health initiatives. 

The public has some reason to be concerned. Today, there is little 
consistency in approaches to patient confidentiality and no national 
standards or policies on patient confidentiality. The 1996 Health 
Insurance Portability and Accountability Act provides that if Congress 
fails to enact comprehensive health privacy legislation by August 
1999, the Secretary of Health and Human Services must issue 
regulations- Therefore, either through legislation, government 
regulation, or self-regulation, there will be significant developments 
with regard to health privacy in the next two years. 

What has been missing from the debate is a consensus document that 
offers policy recommendations regarding how best to protect patient 
confidentiality. To fill this void, the Health Privacy Project, with funding 
from the Robert Wood Johnson Foundation, created the Health Privacy 
Working Group in June 1998. Its mission was to achieve common 
ground on "best principles" for health privacy, while identifying a range 
of options for putting those principles into practice. The Working Group 
is comprised of diverse stakeholders, including: disability and mental 
health advocates; health plans; providers; employers; standards and 
accreditation representatives; and experts in public health, medical 
ethics, information systems, and health policy. 

The Working Group spent the past year crafting a consensus 
document that reflects "best principles" for health privacy. This report 
outlines the 11 principles to which the Working Group agreed and 
details the rationale behind the recommendations. 

The principles represent significant compromises between Working 
Group members and should be seen as a framework that aims to 
accommodate the various information needs of diverse interest 
groups. The principles are designed to establish a baseline of 
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Executive 
Summary 

protections that should be considered when implementing 
comprehensive patient privacy policies and practices. 

The Working Group adopted the following 11 principles. Because 
these principles are intended to establish a comprehensive 
framework, they should be read and implemented as a whole. 

1. For all uses and disclosures of health information, health care 
organizations should remove personal identifiers to the 
fullest extent possible, consistent with maintaining the 
usefulness of the information. 

Generally, the use and disclosure of information that does not identify 
individuals does not compromise patient confidentiality. As such, the 
use and disclosure of non-identifiable health information should "fall 
outside" the scope of policies that govern personally identifiable health 
information. Health care organizations will need to take into 
consideration the practicality and cost of using and disclosing non-
identifiable information. Ultimately, through the creation and use of 
non-identifiable health information, more people can have more 
information, without compromising patient confidentiality. 

2. Privacy protections should follow the data. 

All recipients of health information should be bound by all the 
protections and limitations attached to the data at the initial point of 
collection. Recipients of health information can use or disclose 
personally identifiable health information only within the limits of 
existing authorizations. Any further uses or disclosures require 
specific, voluntary patient authorization. 

3. An individual should have the right to access his or her own 
health information and the right to supplement such information. 

All patients should be allowed to copy their records and to 
supplement them if necessary. But supplementation should not be 
implied to mean "deletion" or "alteration" of the medical record. 
Furthermore, data holders may charge a reasonable fee for copying 
the records, but they cannot refuse inspection of the records simply 
because they are owed money by the individual requesting inspection. 

In certain cases, patients may be denied access to their medical 
records. Such instances include if the disclosure could endanger the 
life or physical safety of an individual; if the information identifies a 
confidential source; if the information was compiled in connection 
with a fraud or criininal investigation that is not yet complete; or if 
the mformation was collected as part of a clinical trial that is not yet 
complete and the patient was notified in advance about his or her 
rights to access information. 

Best 
Principles 
for Health 
Privacy 
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4. Individuals should be given notice about the use and 
disclosure of their health information and their rights with 
regard to that information. 

The notice should tell the patient how information will be collected 
and compiled, how the collecting organization will use or disclose the 
information, what information the patient can inspect and copy, 
steps the patient can take to limit access, and any consequences the 
patient may face by refusing to authorize disclosure of information. 

5. Health care organizations should implement security 
safeguards for the storage, use, and disclosure of health 
information. 

Security safeguards consistent with the Secretary of Health and 
Human Service's standards, whether technological or administrative, 
should be developed to protect health information from unauthorized 
use or disclosure and should be appropriate for use with electronic 
and paper records. Any safeguards should recognize the trade-off 
between availability and confidentiality and should be tailored to 
meet needs as organizations adopt more sophisticated technologies, 

6. Personally identifiable health information should not be 
disclosed without patient authorization, except in limited 
circumstances. Health care organizations should provide 
patients with certain choices about the use and disclosure of 
their health information. 

Patient authorization should be obtained prior to disclosure of any 
health information. But, at the same time, some patient information 
needs to be shared for treatment, payment, and core business 
functions. With this in mind, thc Working Group recommends a two-
tiered approach to patient authorization. 

The authorization structure allows for a health care organization to 
obtain a single, one-time authorization for core activilies that are 
considered necessary or routine. These activities are directly tied to 
treatment, payment, and necessary business functions in keeping with 
medical ethics. The health care organization may condition the delivery 
of care—identified as Tier One—or payment for care upon receiving 
authorization for these activities, which can be obtained at the point of 
enrollment or at the time of treatment. 

Any activities that fall outside this core group (sometimes commonly 
referred to as uses) must be authorized separately by the patient and 
fall under Tier Two authorization. The patient can refuse authorization 
for these activities without facing any adverse consequences. Activities 
in this category include, but are not limited to: 

• purposes of marketing; 
• disclosure of psychotherapy notes; 
• disclosure of personally identifiable health information to an 

employer, except where necessary to provide or pay for care; 
• disclosure of personally identifiable health information 

outside the health care treatment entity that collected the 
information, if other Tier One authorization(s) do not apply; 

Executive 
S u m m a r y 

Best 
Principles 

for Health 
Privacy 
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and 
• disclosure of personally identifiable health information, 

if adequate notice has not been given at the point of the 
initial authorization. 

The Working Group identified a limited number of circumstances in 
which personally identifiable health information may be disclosed 
without patient authorization. These include: 

• when information is required by law, such as for public 
health reporting; 

• for overeigjit purposes, such as in fraud and abuse investigations; 
• when compelled by a court order or warrant; and 
• for research, as described in Principle 8 below. 

7. Health care organizations should establish policies and 
review procedures regarding the collection, use, and 
disclosure of health information. 

An organization's confidentiality policies and procedures should be 
coherent, tying together authorization requirements, notice given to 
patients, safeguards, and procedures for accessing personally identifiable 
health information. Organizations should also establish review processes 
that ensure a degree of accountability for decisions about the use and 
disclosure of personally identifiable health information. During such a 
process organizations might, for example, wish to determine routine 
procedures and special procedures for some areas of health care where 
medical information is considered highly sensitive to the patient. 

8. Health care organizations should use an objective and 
balanced process to review the use and disclosure of 
personally identifiable health information for research. 

For some areas of research, it is not always practical to obtain 
informed consent and, in some cases, a consent requirement could 
bias results. Recognizing this, the Working Group advises that 
patient authorization should not always be required for research. 
However, any waivers of informed consent should only be granted 
through an objective and balanced process. 

Currendy, any federally funded research is subject to the "Common 
Rule," where an Institutional Review Board (IRB) is required to make a 
determination about the need for informed consent. An IRB can choose 
to give a researcher access to personally identifiable health information 
with or without informed consent. But some research falls outside the 
scope of federal regulations. In such circumstances, health care 
organizations should use a balanced and objective process before 
granting researchers access to personally identifiable health information. 

9. Health care organizations should not disclose personally 
identifiable health information to law enforcement officials, 
absent a compulsory legal process, such as a warrant or 
court order 

Federal privacy laws generally require that some form of compulsory 
legal process, based on a standard of proof, be presented in order to 
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disclose to law enforcement officers. Law enforcement access to 
health information should be held to similar standards. In some 
instances, however, government officials may access health 
information with legal process for the purposes of health care 
oversight. In these instances, the information obtained should not be 
used against the individual in an action unrelated to the oversight or 
enforcement of law nor should the information be re-disclosed, 
including to another law enforcement agency, except in conformance 
with the privacy protections that have attached to the data. 

10. Health pr ivacy protections should be implemented in 
such a w a y as to enhance exist ing laws prohibi t ing 
discr iminat ion. 

Currently, there are state and federal laws that prohibit discrimination 
on the basis of a person's health status in areas such as employment or 
insurance underwriting. Confidentiality policies should be implemented 
in such a way as to enhance and complement these protections. In 
effect, privacy can serve as the first line of defense against 
discrimination, creating a more comprehensive framework of protection. 

1 1 . Strong and effective remedies for violat ions o f pr ivacy 
protections should be established. 

Remedies should be available for internal and external violations of 
confidentiality. Health care organizations should also establish 
appropriate employee training, sanctions, and disciplinary measures 
for employees and contractors who violate confidentiality policies. 

The 11 principles outlined above focus on information gathered in the 
context of providing patient care and are written to establish a broad 
framework for the use and disclosure of health information. Although 
the Working Group recognizes that the need for privacy protections in 
other areas is no less urgent, this consensus document does not 
address the following areas: 

• special considerations about the needs of minors; 
• information that locates an individual in a particular health 

care organization (sometimes referred to as "directory 
information"); 

• information provided to spouses, dependents, and 
other next of kin; 

• public health reporting; 
• fraud and abuse investigations; and 
• the appropriate relationship between state and federal law. 

These 11 principles are designed to serve as a baseline for 
establishing patient privacy protections. While we all agree that 
health information, used in the right hands and with the right 
safeguards, can lead to improved health and advances in research, 
this information should not be used with disregard for patient 
privacy. Patients need to know that adequate protections are in 
place to protect their health information. Our hope is that these 
principles will go a long way towards establishing appropriate 
protections and, in the process, help build public trust and 
confidence in our health care system. 
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FROM: UGISLATNB AFFAIRS 622-1900 (office) 622-0534 {:fax) 

Marne Levin-The CRS study might have been requested by Ganske. The conclusions of the study are causing the 
House Dems to rethink their position on medical privacy. In other words, instead of striking medical from financial 
modernization, they might be inclined instead to ask for the strongest possible provision. Apparently inSurance 
would be covered by Ganske but, not by HHS regulations/current authority. House is to appoint conferees on H.R. 
10 today ancl therefore House Dem.swill do a motion to instruct today that will address medical privacy among 
other issues. Given that i:his differs from our position, HHS and WH need to contact LaFalce staff and Gephardt 
staff to explain our concerns about their change in position. 

unclassi.tied 

14)001 
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July 29,1999 

Re: HHS authority to issue regulations relating to medical privacy 

Anticipating that legislation addressing the confidentiality of medical infoimation might not be 
completed by August 21 of this year. Congress mcluded in Section 264 (c) of HEPAA (attached) 
a requirement for the Sec. of HHS to promulgate regs tm medical privacy "in connection with 
the transactions described in section 1173(a) of tlie Social Security Act" (appearing in section 
262 of HIPAA, attached). Section 1173(a), in turn, refers to data transactions such as health 
claims, health cars paymems, enrollment in a health plan, health care payment and remittance 
advice, health plan premium payments, health claim status, and "other financial and 
adnanistrative transactions determined appropriate by the Secretary, consistent with the goals of 
improving the operation of the heallh care system and reducing administrative costs.** It should 
be noted that life insurers, disability insurers and long-term care insurers are not considered to be 
part of fee health care system. 

Section 264 of HIPAA required HHS to issue rrnr>TmngT?^alif>ng on medical information privacy 
to Congress. This report, issued September 11,1997, describes the intended coverage of the 
proposed HHS regs on page 11( attached), and goes on to note: 

"The definition [of health care providers or payers under tide provision] does not 
encompass liability insurorB who receive health infonnalicm, as needed, pursuant to 
claî la^ts, authorization. Nor does it include life insurers, who receive infbrmation, with 
the patient's authorization, not as part of heallh care or payment, but to make 
underwriting decisions.'" 

There are several instances since HIPAA was enacted in which the Secretary or other HHS 
olftci&ls have n (Tinned (heir inUsrpretation thst insurets other titan health insurers would noi be 
subject to the anticipated regulations. We have quotes if you would like them. 

It OCCUrred to that part o f the prr>Klem the gHmnviglTarirm iriay fra ^a^rfj^ ̂ y^» 1̂ ffa^ 

Ganske language is that it applies to all insurers, which would include health insurers, and that 
may raise a. question in some peoples minds whether the HHS regs would be preempted with 
respect to health insurers. 
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UO STAT. 2024 PUBLIC LAW 104-191—AUG. 21, 1996 

"(ii) Hia Btandard is promulgated in accordance 
with the ralea&aking pnoedureB of subchapter III of 
chapter 5 of title 5, United States Code. 
"(B) NO fiTAKDABD BY STANDARD SHTONG ORGANIZA­

TION.—If no Standard Betting organizatioa has dsvtalaped, 
adopted, or modified any standard relating to a standard 
that the Secretary Is auttunised at requixwd to adopt under 
UriBpart— 

"(i) paragraph (D shall not apply; and 
"(H) sohaection (0 ahall apply. 

"(S) CONSULTATION RB^UIHBMENT^ 
"(A) IN GENERAL-—A standard may not lie adopted 

mder this part unless— 
"w in tive case of a standard that has bean devel­

oped, adopted or modified try a standard netting 
organization, the organizatian consulted whh. each of 
the argamxatiana daecrihed in Gabparagraph (B) in 
the course of such, development, adoption, or infxKfica-
tirm; and 

"(U) In tbe case of any other standard, the Sec­
retary, in cwuplyinff with the requirwaienta of sub­
section (f), consaltea with each of the Orgamsatians 
described in subpajagraph (B) before aooptmg the 
standard, 
"CB) ORGANIZATIONS IJE3CIQHED.—The organizations 

referred to in subparagraph (A) are the fblkwing: 
ti) The NatitmafUmferm Billing Committee, 
"(u) The Naticnwl Uniform Cflaim Committee, 
"(iii) Tbe Workgroup ior Electronic Data Intsr-

Tlv) The American Cental Association. 
"(d) iMPtEMBNTAHoN SPKcmcATIONS.—The Secretary aball 

establish si>eciSe«tiia>a for rmplpny-ntrng each cf tha atandarda 
adopted under dns part 

"(e) PBOTECtTON OF TBADE SEC3a£T9^B ĉept aa otherwise 
required by law, a standard adopted undar tins part shall not 
raynra diacbanva of trade aeafata cawfidential comsneredal 
iuuuiuatuin by a parsoD required to complywith this i 

"tf) ASSISTANCE TO ms SECEETAKY.—in complying with the 
rcquxraouids uf this part, the Sacnstaiy shall rely on tlie rec-
OOnwnndaliTttia of the National Committee cm Vital and Health 
Statistics aatabhshed under section 30600 of the Public Health 
Service Act (42 U&C. 242k(k)), and shall consult with appropriate 
Federal and State agencies and pnvata qrgHniaatfapa. The Secretary 
shall puhHah in the Federal Register any recoxmnendxtign of the 
National Committee ̂ on Vital and Health Statistica reganiing the 
adoption of a standard under this part_ 

"te) APFLICATION TO MODIFICATIONS OP STANDABDS—This sec­
tion shall apply to a modification to a standard (including an 
additlnn to a etandard) adopted under section 1174(b) in tin? same 
manner as it applies to an initial standard adopted under section 
U74(a). 

"STANDABIJS FOR INFORMATION TRANSACTIONS AND DATA ELEMENTS 
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PUBLIC LAW 104-191—AUG. 21, 1996 110 STAT. 202S 

"(1) I N GSNERAL^—The Secretary shall adopt standards for 
traaaafitionB, and data dements for such tranaactjona, to enable 
health infonnatian to be exchanged electronically, that on 
appropriate fbr— 

"(A) the financial and administrative tranaactiana 
deaeribed in parMraph (2); and 

"CB) other fuianHgl and administratdve tranaactiona 
detarmined appropriate by the Secretary, conaiatent with 
the goala of unpiDrtos the operation of the health care 
ayateih and reducing acvQinistrativ^ coats, 
"(2) TRANSACTKINB,—The tranaaetianB referred to in para­

graph (1XA) are transactioua with respect to the following: 
"(A) Health claims or aqoivalent enoounter iafcrxna-

tion, 
^B) Health rtmTw attadunants. 

(O BnrnnniMtt and disoiroQmant in a health plan. 
"(D) Eligibility for * health p W * 
"CE) Healih care payment and remittance advice. 
"(F) Health plan premmm payments. 
*XG) First r^xjrt of injury. 
"(H) Health claim atatua. 
"(1) Referral certification and authorization. 

"(3) ACCOMUOBATION OP SPECIFIC FHOVIDERS.—The 
standards adopted by the Secretary under paragraph (1) ahall 
accommodate the needs of different types oThiyiTth care pravid-

"(b) UNKITJB HEALTH IIISNTIKSB3.— 
"(1) IN OE»£tlAL.—Ihe Secretary shall adopt stwadarda 

prvyiding far a standard muaoB health identifier fbr each 
individual, employer, health plan, and health care provider 
fcr use in the health care system. In carrying out the preceding 
Bentaoce for each health plan and haafth care provider, the 
Secretary shall tales into account multiple uses for identifiers 
—* — l o c a t i o n s and specialty dassificationa for health 

USB OF iv mrmfiERs —The standaxda adopted under 
. (1) shall specify the purposes fcr which a unique 
atifiarnwy pie used, 

"(c) CODE S E T S . — 
I D I N GENERAL.—The Secretary shall adopt standards 

that— 
tA) select code seta for appropriate data elements 

for the transactions referred to m subsection (aXD from 
among the code sets that have baen developed by private 
and public entities; or 

"(B) eetabUsh code sets for such data elements if no 
code sets for fhe data elements have been develaped. 
"(2) EtaTRimmoN.—The Secretary ahall establish efficient 

and low-cost procedures far distribution (indudiug electroiuc 
dxatributiDiO of code seta and modifieations made to such code 
sets under section 1174(b). 
"(d) SECUHTTY STANDAHDS SOU HSALTH INFORMATION.— 

"(1) SscUBlTY STANDARDS.—The Secretary ahall adopt secu­
rity standards that— 

"(A) take into account— 
"(i) the technical capabilities of record systems 

uaed to maintain health information; 

"1 
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PUBLIC LAW 104-191—AUG. 21, 1996 110 STAT. 2033 

~W) ahall be nwponaihle generally for advising the Sec­
retary and. the Congress on the status of the implem«itation. 
of partC of tjtis XI rf the Sodal Security Act."; and 

(6) by aAAjn* at the end the following: 
,,"(7) Not latAr than I year after thedata of the enactment 

of the Health Inamanca Portahiljfcy and Acccnntability Act of 1996 
and annually thereafter, the Camsiittee ahull submit to the Con­
gress, and make public, a report regarding the implementation 
of part C of title f l of the SoSal S e ^ t T X c t . S u c h ^ r ^ S l h S l 
address tba fcllowing aubjacte, to the extent that the Committee 
datenainea appropriate: 

"(A} The extent to which persona requited to comply with 
part C of title XI of the Social Security Act are cooperating 
in ittmlemwiting the standarda adopted under anch part. 

u3) Tbe extant ea which such entities are meeting the 
security standards adopted undar such part and the types 
of penalties oflseaBcd for noncompliance with suoh standscnis. 

"(C) Whether the Fedenil and State GavenuftartTaze 
receiimig infoimation of sufficient quality to meet their respem-
•ibilitiss nr1^*^ Auch part. 

tD) Any probkma that exist with respect to inmtementa< 
tion of aucfa part. 

•(E) The extant to which timetables under such part are 
being met". 

fepotta. 

TO PKXVACT OF CER» 43 use lazod-a 
note. 

BKOOMMSNDATIQNB WHH 
TAW HEAXTHBtrOBMAXION. 

(a) IK QBNBRAL.—Not later than the date that is 12 monfha 
after tho date of the enactment of this Act, the Secretary of 
Health and Human Ssmces ahall submit to Ihe Committae on 
Labor and Human Beaoureea and the Committee on Finance of 
the Senata and the Committee on Commerce and the Committee 
on Waym ami Means of the Houaa of Bepresentativea detailed 
neommendatiana on ataodaxda with respect to tbe privacy of 

Cb) SUBJECTS VOB BKCOMMKNDATICWJS.—The recommendatuma 
undar «ibae^oa W ahull addreaa ai least the feDewiag: 

_ (1) Th* nabta that an individual who ia a subjact of individ­
ually identifiabie health information aheold have. 

(2) The procedure* that ahould be established fer the exer-
oaeof suehn^ibi. 

(3) The uses and disdoauras of auch infonnatian that should 
b« authorized or required. 
(c) REGULATIONS.— 

(1) IN ISNS&AL.—If lepalatian governing atandarda with BwUtfaiu. 
reapect to tba privacy of ndmdually identifiable health 
information transmitted in coonection with the transactions 
described in aectum 1178(a) of the Social Security Act (as added 
fay eaction 262) is not enacted by the data that ia 36 months 
after the date of th# enactment of this Act, the Secretary 
of Health and Human Service* shall promulgate final rogula-
tions containing such standards not later than the date that 
is 42 months after the date of the enactment of this Act 
Snch regulatiuoa shall address at least the subjects described 
in subsection (b). 

(2) _ PSSXMTOON.—A regulation promolgated under para­
graph (1) shall not supercede a contrary provision of State ""^ 

23.139(191) 9 8 - 4 
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110 STAT. 2034 PUBLIC LAW 1 0 4 - 1 9 1 - A U a 21,1996 

law, i f the provision of State law imposes requirements, stand­
ards, cor implementation specificaiima that 'are more stringent, 
than the raqtonments, standards, or implenwolatian spedfica-
tiona imposed undar tho regulation. 
(d) CONSULTATIOW-—In carrying out this soctaon, the Secretary 

of Health and Human Services snail consult with— 
(1) the National Cammittee on Vital and Health Statistics 

established under section 80600 of tfte Public Health Service 
Act (42 U.S.C. 242k(k)); and 

(3) the Attorney General 

Subtitle G—Duplication and C 
' Medicare-Belated 

SBC 371. r AND CODSmNAXfON OF 

OP CEBTAWT HEULTH 
1882(dX3XA) (• 

ttion 

AfOMSELAlED 

POLICIES AS 
•S.C, 1396Ba(dX3XA)j 

(a) 
NoHDaPUGATIVK. 
ifi amendad— 

(1) in 
-dauseWOD":™., 

(2) by adifing 4t tba end tho ft 
"(iv) For purposeaNpf tins snbp^graph, a hsalth insurance 

po l i ^ (other wan a Medicare aqpriAnantal pobcy) providing for 
beooflfits wbkb are payable to or on "pehalf of an indiviiuci witoout 

co^oage of such individual ia not 
al^n banafita under this title, under 

ance policy, and subclause^ (I) 
rnndx a pokey. 
paragraph, a health insnrance 

(xii), by striking %bzuse (i)" and inserting 

regard to other 
considered to Munlicsts^ 
titla XPC, or under a 
and (HI) of clause (i) do not 

•^v) For putpoaea of 
policy (or a rider to an ina 
tusarance policy) is not co 
under this titlo qr " f ^ " ^ 

'0) provides 

conteaecwhich ia not a health 
•d to 'duplicata' haalth benefita 

health uisuraxwe policy i f it— 
"la only fin- long-lam e, 

i, or cfYTimmnity-b ased care, 

against or 
under this 

ludea itoms and services 
or under a&otiher health 

sold or 
beginning on tba 
Portability and ' 

on or after ihe end of 
of enactment of the 

, Act of 3 
coordination or eaeehisum^n the policy's outline 

and'coordination' 
benefits under 

>, that th* policy 

tibia title 

this clause, thp; tenrma ' 
; to a policy in relation to 
another health insoxance 

r terms ia aecondazy to, or axebulea 
(eaa to the extent availabla or paid 

• imnthnr health instirance policy. 
individual entitled to benefits under part A or 
part B of this title who is applying fbr a ] h 

policy (other than a policy described in subclause (Ul)) 
be fixnuahad a disclosure atatemsnt described in daose (vii) 

type of policy being applied for. Such atatemant ahall be 



07/30/99 FRI 08:55 FAX 202 622 0534 . TREAS LEG AFFAIRS S 0 0 7 

RecomBiendatiofisofthe Secretary of Health an... •. " ' Page 1 of 47 
1 • •';' t.""'' * 

COlWlDENTtALITY OF 
INBIVroUALLY-roEISrriFIABLE HEALTH 
INFORMATION 
Recommendations of the Secretary of Health and Human Services, 
pursuant to section 264 of the Health Insurance Portability and 
Accountability Act of 1996 
Submitted to: 

The Committee on Labor and Human Resources and the Committee on Finance of the Senate 

The Conunittee on Commerce and the Committee on Ways and Means of the House of 
Representatives 

On September 11,1997 

CONFIDENTlAOTY OF JUNDIVIDUAIX V UIKN IIFIABLE — 
HEALTH INFORMATION 
Reconunendations of the Secretary of Heahh and Human Services, pursuant to section 264 of 
the Heahh Insurance Portability and Accountability Act of 1996 

I . INTRQDXJCTION " 7 7 

B- Why Federal Legfalation is Needed 

C. Recommendation for Establlshingftederal Privacy Standards 

D. Principles „ 

E- Boundaries - Recommended Scope of A Federal Privacy Law 

E. Sccurfty 

G. Consumer Control 

Ht.AccoMmqbjlitY 

1, P>jb|jc Responsibilj^ 

J. How Federal Privacy Legislation Should Relate to Other Laws 

K- Particular Classes of Information 

TI. THE RECOMfrffiNPATIONS 
A-_Covcragc 

B. Basic Reauirements 

C. Patieni Awareness and Control 

filetC:\WTNDOWS\TEMP\PVCREC.HTM 9/11/5" 
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Emendations of the Secretary of Hsalth an.-

C O V E R A G E ' . 

1. PROVIDERS AND PAYERS, AND THOSE WHO RECEIVE INFORMATION FROM THEM 

Page 11 of 47 

We rccoriinirnd that Federal health privacy legislation apply primarily to health care providers 
and payers.' 

Wc recommend that persons receiving information under the provisions of such legislation wfthont 
patient authorization for health oversight, public health, research, State data system purposes be 
subject to the requirements of the legislation. 

We recommend that health care providers be defined as persons who receive, create, use, or 
maintain, health information tvhile providing health care in tbe ordinary course of business or 
practice of a profession, puromnt to license, certKteatiou, registration, or other legal authorization. 

We recommend that payers be defined tn iadwk persons who pay for health care through 
contracts of frisurancc or in connection with employment, and government programs that pay for 
care under a benefit plan. 

The legislation we recmiunaud should apply in the 
They are at die bean of heahh care, and typically receive infonnatian directly from padents and generate health 
information. They are often one and the same. 

In torn, 

The law withouT patient suthomation." 

providers are persons — individual and institutiona] - who receive, 
providing health care (jncluduiE preventive health services) in the 
pursuant to JBcenae, certification, registration, or other legal authorizslion. 

ey are I^SSftoS^^SS^^^S^raSifnSS^tepre^Odas of inu Or 

, health in fonnation while fra 
> course of business or practice of a profeaaion, 

Health care payers pay for health care puniwot to advance agreements or stammry obligations — the range of entities 
commooly described as "plana." They may include licensed msurance companies, hospital or medica] service 
corporations, health maintenance organizations, or other entities licensed or certified by a State to provide health 
insuranc* or heahb benefits. They include employee welfare benefit plans and other arrasgemenis thai provide health 
benefits, whether or not funded through die purchase of insurancf policies or contracts. They Include public programs 
that pay for health care under a health benefit plan, such as Medicare, Medicaid, the health programs of the Veterans 
Health Service, and the Civilian Health and Medical Program of the UnHbnned Services (CHAMFUS). The term should 
not be defined to include individuals and families who pay for their own cvt. 

the definition does not encompass liability Insurers who receive health information, as needed, pursuant to claimants' 
authorization- Nor does ic include life huurers, who receive information, with the patient's, authorization, not as part of 
health care or payment, but to make underwriting decisions- 'i'" ^V, '. .. * fv^. 

Wc are making no recommendations widi respect to including work era' compensation under Federal beaftfc privacy 
legislation si this time. Although workers' compensation carriers receive health care mformation in much the same 
manner as health plans, the need under work erg1 compensation systems to cootdiaate thc health benefits provided with 
both the Indemnity benefits (e.g., lost wages and disability payments) provided under tbe system and the detenaination 
of a worker's ability to return to work raises potential questions about the appropriateness of certain disclosures of 
medical information. We are continuing to review the need for federal privacy standards in this area and will tafbnn 
Congress of any recommendations that we have in diis area when we complete our review. 

We do not recommend that employers as such be controlled by the legislation. But they should be considered health care 
providers or payers when they actually perfomi those activities, and obliged to conduct themselves accordingly. 
(Controls on employers' use of health information so obtained for other purposes Is discussed below in tlMTTATIONS 
ON USE). 

2. COVERED ACTIVrnES 

We recommend that heaKh care be defined to tbclude 

- any preventive, diagnostic, tfierapeutlc, rehabilitative, maintenance, or palliative care, 
counseling, service, or procedure with respect to the physical or mental condition, or functional 
status, of a patient or affecting tbe structure or function of the body; 

filit:CAWl>JDOWS\TEMP\PVCREC.HTM 9/11797 
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American Law Div. 01/l�/�9 15:�I LUU001
Oilier Code RS20282 

The 111.elationship Between the Medical Privacy 
Provisions in R.R. 10 and the !Health Insurance 

Portability and Accountability Act (HIP AA) 
Oma Marie Stevens 
Legislative Attomr:y 

American Law Division. 

Summar)� 

�----·---------- ----, 

The Health Insurance Portability and Accomitabili.ty Act of 1996 (lilPAA) 
mandates significant change, m the health msuiance iooustry, and includes requirements 
for the standardization. of electronic:ally transmitted health infurmatio11. tbr financial and 
administralive transactions. HIP AA required the Secretazy of Health and Human 
.semce:s (HHS) to make recommeodatioPS to the Congress by Aupt 1997 on standards 
with respc:ct to the privacy of "illdividually identifiable health infonna.tion, 11 and also 
provide.d. tliat iflegislatinu govemiug mnd8Ids 'With� to the p� of individually 
identifiable: health uifonoation that is electronically; talnSmittcd. were not enacted by 
August 21, 1999, the Secretary of HHS must promµIgate final regulations contaiPing 
such standards by February 2000. Although several comprehensive DiecUcal records 
oonfidentiaili.ty bills have becu. introduced. in the 1� CoIJ&reS5, none bas been passed. 
The Senat1) Health.Education Labor and Pedsioos (HELP) committee has crafted a draft 
bill that n:presents a synthesis of the three Sena��,· but attempts to mark up the 
Senate HHLP commlncc draft haw been unsuccessful 

I 

The House passed RR. 10, which is designed to modemize the financial industry 
by allowing mergers among insurance companies.,1 banks, seeurities firms, and other 
tioaodaJ ;nstitutiom, on July 1st. S. 900, Fanancial Services Modemization, was passed 
by the Senate :May 6th. Unlike the Senate version,' the House bill includes provisions 
(section '.3Sl) regarding the disclosure of individually identifiable custom« health.

. medical, uod genetic information held by insurance companies that were inu-odu� by 
Reprcse111ative Ganske (R.-lowa). Section 351 ofl:IJl 10 provides that the section will 
not take t'Jfect, or will eease to be effective iflegislation is ena.cted that satisfies section 
264(c)(1) ofHIPAA. which n:quires the Secretary to issue 6nel regulations containing 

( privacy stedards by Febrwuy 2000 iflegislation governing such standards is not enacted 
l���2�-�99����� be��-ai�-��·-----· ---�

QR� 
CBS Reports are prepared for Members and <"ommi.Uees tif Congresa
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The Heabh I:osumnce Portabilil¥ and A�um,bility Act of 1996 (HIP.AA) ·mandates
significant cbaoges in the health insurance jiD.dumy� 1 and includes as part of the overall
Ul$DDCC refbnns, requiremt.nts fhr tbe �n. of �ctronically traDSPnltEd health 
illfomwion tbr financial and Ddmin�st:�r=.�actians.2 All beallh care payers a:od 
prowlen WID transmit :financial and adlDinisnmiYe �ODS electIOnically are required 
to use standardized data elemcnts.3 Tbej Sccretmy of 'the Department of Health. and 
Hwnan Selvices (HHS) is required. to .develop and adopt the standmds to be used. The 
purpose of these HIP AA requirements is f reduce adtaioistrativc costs and paperwork. 
imp.rove the efficiency of the health care $)'Stem, detect fraud and abuse, aad facilitate 
aca:ss to medical infucmation_ HIPAA alsd requited the Secretary of Health and Human
Scrvice.s to make detailed recommmdations � lhe Congress by August I 997 on standards
with respect to the privacy of nindivi� identifiable health infbnnation. 11+ The 
recommendations we,-e to addreg the qghts that .an •individuid who is a subject of
individually identifiable health informa.tiof. should have, the proc;edures that should be 
� for exercise of tliose ri� and the usa; and disclosures of such mfonnation 
that should be authorized or required-

! I 

Rea.Ith lllfci,rmatio11 Conlldentiality Rr:kommembtiom of the Secretary of HHS 
I 

I ; 

On Se:;,tember 11. 1997,. the Secret/uy of Health aod HWlW1 Services delivered
recommendations to the Congress fur thej c.1blblisbment of federal privacy legislation to
protect the confidmtiality of healtJi infomiation. 5 The SCQ"etary reccnmnended that
Congress enad mtiona1 stmdards 1bat pro�e fuadamc:ntal pmiacy rights fur patients and
de6ne re3p0nsibilitics f.i:>r ICCO(d kc::epers. Specifically, the rec:ornroa,dations suggest that
a federal privacy law should impose newl restrictions on tho!le who pay and provide fur 
care, as well as those who receive information from them; prohibit disclosure of
patient-identifiable information �pr � authoru.ed • by the patient or as explicitly 
permitted b-1 the legislation. DiscloSUie$ �ut patient consent would be allowed only 
in specified situations: for health cam. and for payment for health care; for oversight of 
tbc b,alth oare syste'II, indlldiDg •udi� r quality.........,, and ti<emu,,,; for 

I 1Pub. L. 104-191. 110 S13.t. 1396. ! . 
1Pub. L.10.1-191, H 261-264, 42-U.S.C. §J 1320d ro 1320d-8. 
3Sec, CRS Report fur Cougress., The ,Hedlth ./nmrQnCe 

1

Ponability and Ac;c:oMnlabillty Acr.
(HJP M): :il,,nmary o/the .4tfminhD'QJtw S/rripl/Jlaztion Pro�sioM, No. 98-964 EPW by Celinda 
Franco (Nc,v. 18. 1998). 

/ 
· 

'"The term 1tiadivid.ually idcorifiablc health infum:iation� means any information, including
dcrnogtapbic infi:,amticn c:alleci:ed fiont•an � that ii crarcd or received by a health cam
provider, h:alth plan. CIRploycr. or health � �; and relates to the past. present, or
future phy!iical or meis.tal heath OT canditioii of an hulividual, the provision. of health care to an
wii� i)E' the past. prtsetit, or futun: pa.� for the pl'QVision of health c.n to an individual;
and identifies the individual. or with Tespcct to which tbeic is a reasonable basis to believe that
infor:mati011 can be used. to ideatify the indi�. N 42 u,s_c, § 1320d. 
JConjidenlialtry of Individually idl!ntifiJ

le Health lnfonnalion: Recom.mendationr of the
Secretary of Health and Human �rvicrd. pumumt to fecdo,r 264 of the Health Insurance
PorrabililJ' and A.ccDuntability Acr of. 199e, Suh�tn:d to the Cowmittco 011 Labor and Human
Resources and the Committee on Finance of 1he Senate (Sep. l l, 1997). A vailablc at 

' I I I ' http://upe.os.dbm.gov/admnsUJJp/pvcrec.huu. · i! I
I .
j 
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directory infbrmatioa, about presence in an i pstitut on; to next-of-Jdn, rdating to current 
treatment if ths patient has not objected; |in emergencies affecting life or safety; for public 
health; for research, under conditions similar to those now imposed on such disclosures 
under Federal protection of human sutijects requirements; to state health data systems, 
pursuant to s'ate law, to law enforcement authoritiea, in accord with other law; in court 
proceedings in which the patient is a partyj and uj court proceedings, pursuant to court 
order. In most of these disdosuie sftusdjans, jrecipienls are to be bound by the restrictions 
on use and dijxdosure. The reconnnendâ ons' would also provide for punishment for those 
who misuse personal health infonnation and rediess fbrj people who are banned by its 
misuse, impose criminal penalties for obtaining health infonnatian under false pretenses, 
and for knoivingly disclosing or using m l̂iical ipfbnnatipn ui violation of the Federal 
privacy law; end allow individuals whose ri; 
an action for damages and equitable rdief. 

under the (aw .have been violated to bring 

The recommendations cover heallh can providers' and payers,7 service organizations 
hired by providers and payers to work fon them,} those receiving infonnation under the 
legislation without patient audumzatiojn, and those: receiving mformation with 
authorization of the patient The recommendations would! not cover direcdy information 
obtained in underwriting life insurance or fin processing claims in property and casualty 
insurance.* However, insurers are tp bej bouriii by tie promises made when asking 
individuals to authorize disclosure of information by heallh ̂ are providers and payers. The 
Secretary's recommendations were addressed mi(faearingk held by the Senate Labor and 
Human Resources Committee in the iosH 

HIPAA provides that if legislation governing standards with respect to the privacy 
of individually identifiable health information' that is electronically transmitted in 
connection with finanrial and administrative transactions9 is not enacted by August 21, 
1999 the Secretary of Health and Hunujn. Services must promulgate final regulations 
containing soch standards by February 2.000.10 The regulations must address, at romimum, 
the tights that an individual who is a subject of individually identifiable health infonnation 

6"Heahh care providers" is defined as ipers Mis who receive, create, use, or maintain, health 
infbnnaxion while providing heallh care in i L ^ ' " *"" " *" the oxdmary course of business or practice of a 
profession, pursuant to license, certification, reg^ tratiofvar other legal authorization. HHS 
Recommendations, supra note 5* at tt. A, 

r for health care through contracts of insurance or 
: programs that pay for care under a benefit plan. 

'"Payers" is defined to include persons who 
in oonncctioii wilh employment, and 
Reconunendations, supra note 5 at 0. A. 

•"The definition [of payers] does not encompass Uablity insurers who receive heallh infonnation, 
ioo. Nor does: it include life insurers, who receive as needed, pursuant to claimants' 

information, with thc patients authorization! not as part ofihealth care or payment, but to make 
underwriting decisions." Recommendations,Piiu/3«i jnote 5, at II. A-
9 As describud in section 1173 of tbe Social So wily Abt (as added by section 262), the transactions 
relate to the following; health claims or equijaleot' encounter infcnnatina, health claims 
attachmenl!,, enmUmentanddisearollmerit in a healdi1 plan, eiigibilrty for a health plan, health care 
payment and rcmiliatice advice, health plan premium' payments, first report of injury, health claim 
status, and referral certification and aalhorization]142 U.S.C. § 1320d-2. 
, 0 Pub L. 104-191, UO StaL 2033 sec. 264(c)(1), 42 U-Sr. § 1320d-2 note. 
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should have, the procedures that should be established for exercise of those rights, and the 
uses and disdosures of such information that should be authorized or required. The 
regulations promulgaied by the Secretary shall not supercede a contrary provision of State 
law, if the provision imposes requireralentst standards, oj*. implementation specifications 
that are more stringent than those imposed under the applicable regulations. To cany out 
this section [264], the Secretary is required to consult with the National Committee on 
Vital and Hcdth Statistics and the Attorney General ' 

Congressional Response: Comp 

Sevaal comprehensive medical rejco 
the 106* Congress: S. 573 (Leahy)/H.|L 
(Jeffords), 5. 881 (Bennett), H.R. 2404 

Medical Records Privacy Legialation 
i 

confidentiality bQls have been introduced in 
1057 (Markey), K B . 1941 (Condit), S. 578 
(Murtha), 2455 (Shays), and H.R. 2470 

(Greenwooif).11 The Senate Heahh Education Labor and Pensions (HELP) committee has 
crafted a Miiy 19 draft bill, "The Health Infonnation Confidentiality Act of 1999," diat 
rcpresaats a aynthesis of three Senate privafcy bills: S. 573 (Leahy), S. 578 (Jeffords), S. 
881 (Bennett).12 

j 
The Senate HELP bill's four trtips address individuals' rights with respect to their 

medical records, restrictions on use anc disclosure of personally identifiable health 
infonnation, sanctions for violating the law, and preemption of state laws. Under each title, 
some spedEic provisions were taken from existing legislation. The bill would allow 
individuals to review, copy, and amend their medical records, require entities to establish 
information, protection polities; and'require appointment of an information officer to 
oversee the development and enforcement of those policies. Consolidated authorization 
would allow for the use of protected health information fbr treatment, payment, and health 
plan operations. Any activities outside of this area, inchiding research, would require a 
separate authorization, with few exceptions. Medical records could be released to law 
enforcement officers subject to a subpoena or warrant, jor as requimd by state or federal 
law. Criminal penalties for violating the lajv would range from $50,000 to £500,000, and 
civil penalties fiom $500 to $100,000. The bill would allow a civil right of action for 
people whose rights have been violated.' Under the committee's draft bill, federal law 
would not pre-empt state laws passed wfbre the federal law and deemed at least as 
protective .is the federal law. Stales I witl i less protective laws would be preempted. 

Several attempts to markup .tke Senate HELPj committee draft bill have been 
unsuccess;cui because of disagreements < m a number of issues. Legislative markup was 
delayed on June 16th indefinitely to allow mote time to reach compromise on the inclusion 
of a civil right of action giving individuals the right to,sue for privacy breaches of their 
medical records, and on Honors' rights tc i privacy from parental notification with respect 
to who c;m access minors' medical records (te., whether medical record containing 
information on AIDS or pregnancy can be disclosed to parents). Other outstanding issues 
include the preemption of State laws, oversight of privately funded research, and law 
enforcement access. 

1 n̂p://wvw.scnaiB.gov/-Iabor/leEisiy Ota 

"See, MeiUoat Records Confidentfolttŷ  CRS Issue Brief 98002, Coordinated by Gina Marie 
Stevens (June 20, 1999). 
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Section 351 of BLR. 10, the Coofidenturiity of Cuatomer Health, Medical, and 
Genetic Information Hdd by ImunnceljCompuues 

The House passed H-R. 10, -which is designed to modenuze the financial industry by 
allowing mergers among insurance companies, banks, securities firms, and other financial 
institutions, on July 1st S. 900, Frnknciai Services Mcldenrization, was passed by the 
Senate May <5th. Unlike the Senate version̂  the House bill includes provisions regarding 
the disclosure of medical records held by msurance conipanies that were introduced by 
Representative Ganske (EUowa), and approved by the House Commerce Committee. 

Section 351 of H.R. 10, the Knancill Services Act of 1999,19 requires insurance 
companies and their subsidiaries and affiliates to protect the confidentiality of individually 
identifiable customer health, medical! and jgenetic mforination. Hie bill does not define 
customer health, medical, and genetic mtprmafion. Individually identifiable customer 
heahh, medical, and genetic infbrmation held by insurance: companies may not be disclosed 
without the consent of the customer unless,the disclosure fells within one of several 
exceptions. Insurance companies are authorized to disclose such mformation without 
customer consent for the business of insurance (for purposes of underwriting, leinsuiing, 
account adciinistration, preventing fraud. 
with effectuating and enforcing the i 
infonnatian, providing infonnatian to the i 

benefits, etc.), or in connection 
accounts, auditing payment 

s health care provider, research project 
participation, to enable the purchase,' sale, or transfer of any insurance-ielated business, 
compliance with Federal or State, law. credit card 'processing and other fin»tirial 
transactions, compliance with governmental investigations, fraud detection, risk control, 
resolving customer disputes, or reporting to consumer reporting agencies. Enforcement 
would be through existing state law or by ja federal court enforcement action brought by 
a State. HUJ provision would go into iefled February l', kooo. State insurance regulatory 
authorities, through die National Association of Insurance Commissioners, are required 
to consult with the Secretary of Heallth and Human Sewices. 

Section 351 contains a sunset provision (c)(2), wtiich provides that the section will 
not take eifect, or will cease to be effective if legislation is enacted that satisfies the 
requirements of section 264(c)(1) of HIl|AA.w 

Proponents of section 351 have said ttiat it is designed to address concerns that if 
banks and insurance companies merge, far exatnplB,; if lender could contact its affiliated 
health claims processing entity and use medical information as a baas for offering a loan. 
Opponents say it offixs Hide or no real protection for medical records because it addresses 
only cenain narrow aspects of medical records privacy jand leaves key issues unresolved. 
Proponents have opined that the provisioA would not impact the Secretary of Health and 
Human Sauces' ability to write regulations to protect medical information in the absence 
of federal legislation. Some opponents; argue that tlie provision may replace current 
congressional efforts to pass medical privacy Legislation to satisfy the Health Insurance 
Portability Act of 1996, frustrate other medical rcooijds privacy protections that already 
exist or thzit could be enacted in the futurel at the state and federal level, and undennine the 
Secretary's authority to issue regulafiirasi because 'the provision only sunsets when 

n145 Contf Rec. H4950-51 (June 24, 1999). 
lACf. fii 10 & accompanying text 
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legislanon is enacted to satisfy IHPAA, but does not address what would happen if 
regulations are promulgated to satisfy HD̂ AA in the absence of legislation. It Is argued 
that the Secretaiys regulations could be mefjrningi«M because the provision may supercede 
the regulations. 

At a July 21 hearing held by the House Banking Subcommittee on Financial 
Institudans aid Consumer Credit a Treasury Department official testified that the Clinton 
Adiniuirtiatian strongly opposes die medical privacy provisions in H.R. 10. Gary Gensler, 
Undersecre-ary for Domestic Finance, teSt̂ Eied that although the bill requires consumer 
consent bclbre their medical udbrmanaa can be shared, "these provisions contain 
significant exceptions that would, for example, allow re-use of medical infoimation by 
companies vnth whom the infonnation is shared, preempt state law, and allow an insurance 
company to ship information to other companies undo* the rubric of'marketing research1 

in cucumstances that neither cunait practice nor; future regulations would likdy permit.''13 

Gensler said that the provisions would "crc ate uncertainty" about die Secretary of Health 
and Human Services' ability to wril^ stxoi gjar protections. 

GeneniUy accepted principles of sta ujtory construction may inform congressional 
consideratio n of the issue of how the two acts, HIPPA and H.R. 10, relate to one another. 

If Congress intends one statute to: repeal an earlier statute or section of a 
statute in Unto, it usually says sb directly in the repealing act There are other 
occasions when Congress intends one statute to supersede an eariier statute to 
the extan of conflict, but intends the easier statute to remain in effect for other 
purposes. This too is often spelled oui usually in a section captioned "effect on 
easting law," "construction with otherilaws,'1 or the like. "[It] can strongly be 
presumed that Congress will specifically address language in the statute books 
that it 'rishes to change." Not infrequently, however, conflicts arise between the 
operation of two federal statutes that Lie silent as to their relationship. In such 
a case, courts will try to harmonize! the two so that both can be given effect 
A couit "must read [two allegedly conflicting] statutes to give effect to each if 
[it] can do so while preserving their sense and purpose." Only if the provisions 
of two different statutes are "irrecQdialably conflicting," 
coveni the whole subject of the earlier one and is cl 
substitute," will courts apply the jule that the later of the two prevails.1*' 
(Citations omitted) 

i 

In BLR. 10, Congress did not indicate an intent to repeal section 264 of HIPAA, 
enacted in :i996. Nor did Congress indicate an intent for § 351 of H.R. 10 to supercede 
§ 264 of HIPAA to the extent that there a conflict between the acts. Rather, Congress 
directly expressed its intentioa for § 351 of HLEL 10 to sunset if legislation is passed that 
satisfies tba requirements of § 264(c)(1) 
relationship between the operation of § 
requiretnert that the Secretary issue final regulations in the absence of legislation. 

tiowever, Congress has not spoken as to the 
351 of HJL 10, and the § 264(c)a) HEPAA 

*5Privacy Official Soys Admintstration Opfxifes Medical Privacy Provisions in Banking Bill, 
UNA Health Care Daily (7/23/99). 

"tRS Report for Congress, Statutory Constru aton; General Principles and Recent Trends 19-20 
No. 97-589 A by George CosteUo (Aug. 28, J998 

i • 



o 

ADDITIONAL VIEWS 

During the consideration of H.R. 10, an amendment was offered 
to add a new section 351, entitled "Confidentiality of Health and 
Medical Information." While we support increased protection for 
medical infonnation, we opposed this provision, because, unfortu­
nately, the provision weakens existing protections for medical con­
fidentiality, and establishes a number of poor precedents for pri­
vate medical mformation disclosure. 

While the provision at first blush appears to place limits on the 
disclosure of medical information, the lengthy list of exceptions to 
these limits leaves the consumer with little, if any protection. In 
fact, the provision ends up authorizing disclosure of information 
rather than limiting it. 

In medidne, the first principle is "Do no harm." In crafting a 
Federal medical privacy law, this principle requires that state laws 
providing a greater level of protection be left in place. Yet section 
851 could preempt the laws of 21 states that have enacted medical 
privacy laws. While we agree that genetic information should also 
be protected—in fact, should deserve a higher level of protection— 
this provision could also preempt 36 state laws which protect the 
confidentiality of genetic information. 

The provision also lacks any right for the individual to inspect 
and correct one's medical records. As a result, an individual has 
greater rights to inspect and correct credit information than med­
ical records. 

There is no requirement that the customer even be told that his 
medical information is being provided to a third party. Thus there 
is no way that the customer could prevent the records from being 
disseminated if the. customer believed that statutory rights were 
being violated. 

An individual has no right to seek redress if the rights under 
this provision are violated. In fact, the customer is unlikely to even 
know that the rights were violated. The only enforcement authority 
is given to the states. If the individual is unlikely to have knowl­
edge of the transfer of confidential medical records, it is hard to un­
derstand how the state Attorney General would know to bring an 
action as provided in subsection (b) of the provision. Even if the 
state brings an action, it can only ery'oin further disclosures. The 
customer has no right bo seek damages. 

The provision places absolutely no restrictions on the sub sequent 
disclosure of medical records by anyone receiving the records. Once 
the records are out the door for any of the myriad exceptions in 
this provision, they are fair game for anyone. 

We agreejhat information should be disclosed only with the con­
sent of ^^^itomer, as provided in (a)(1), but this right is ren­
dered rr^^H^less with the extensive laundry list of exceptions 

(336> 
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that swallows this simple rule. We shall only discuss a few of these 
exceptions. 

The provision allows financial institutions to provide medical 
records, including genetic information, for purposes of under­
writing. As a result, cuBtomers could find themselves being unin­
surable, or facing whopping rate increases for health insurance, 
based upon their genetic information, or health records. In addi­
tion, the information may be inaccurate, but the customer cannot 
correct it. 

The provision allows financial institutions to provide medical 
records for "research projects." This term is undefined, and could 
include marketing research, or nearly anything else. For example, 
a customer's prescription drug information could be provided to a 
drug company doing marketing research on candidates for a new 
related drug. 

Moreover, the provision estabhshes no research protections for 
individually identifiable records. The majority of human subject re­
search studies conducted in this country are subject to the Common 
Rule, a set of requirements for federally-funded research. Analo­
gous requirements apply to clinical trials conducted pursuant to 
the PDAs product approval procedures. The Conunon Rule dictates 
that a study must be approved by an entity that specifically exam­
ines whether the potential benefits of the study outweigh the po­
tential intrusion into an individual's private records and whether 
the study includes strong safeguards to protect the confidentiality 
of those records. Two weeks ago at a hearing before the Health and 
Environment Suboommittee, witnesses from the National Breast 
Cancer Coalition and the National Organization for Rare Disorders 
testified that these Federal standards should be extended to all re­
search using individually-identifiable medical records. Extending 
these protections would strengthen confidence in the integrity of 
the research community and encourage more individuals to partici­
pate in studies. Because this provision establishes no protections 
for individually-identifiable records, it could actually stifle re­
search. 

The provision allows the disclosure of confidential medical 
records connection with" a laundry list of transactions, most of 
which have nothing to do with medical records. The provision does 
not define who can receive the records, but instead allows disclo­
sure to anyone, so long as it is "in connection with" a transaction. 
There was no explanation at the markup why medical records 
should be disclosed in connection with "the transfer of receivables, 
accounts, or interest therein." There is no definition of 'Traud pro­
tection" or "risk control" ibr which the provision also authorizes 
disclosure. The provision gives carte blanche to financial institu­
tions to disclose confidential medical reeorda for "account adminis­
tration" or for "reporting, investigating, or preventing fraud." Re­
porting to whom? An investigation by whom? 

While most laws protecting medical recotda provide for ftsdmife 
in compliance with criminal mveatigationa, tivoaelaws provide safe­
guards to permit the individual the opportunity to raise legal 
issues. This provision does not. In fact, as is the case with ajtetiier 
diaclosures in this provision, the consumer would not ev^^Bin-
fomed that the information has been disclosed. Thus, a cu^^Hr's 
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medical records could be disclosed to an opponent in a civil action 
without the customer even knowing it. 

Within hours of passage of this provision, we began learning 
from patient groups and others who have fought to improve the pri­
vacy rights of individuals that this provision is seriously flawed. 
These concerns demonstrate why Congress needs to deal com­
prehensively with the issue of medical confidentiality, not in a 
slapdash amendment that has received no scrutiny. The Health 
and Environment Subcommittee of the Commerce Committee has 
already held a hearing on medical privacy, and a Senate committee 
has held multiple hearings on the subject. We look forward to en­
acting real medical information privacy provisions that will truly 
protect individuals. Unfortunately, this premature move by the 
Committee will actually set back the health and medical informa­
tion privacy rights of all Americans. 

JOHN D. DINGELL. 
HENRY A WAXMAN. 
EDWARD J . MASKEY. . 
RICK BOUCHER. 
EDOLPHUS TOWNS. 
FRANK PALLONE, Jr. 
SHERROD BROWN. 
BART GORDON. 
PETER DEUTSCH. 
BOBBY L. RUSH. 
RON KLINK. \ \ 
BART STUPAK. . • 
TOM SAWYER. • \ 
ALBERT R. WYNN. 
GENE GREEN. < 
TED STRICKLAND. • 
DIANA DEGETTE. 
THOMAS M. BARRETT. '. 
Lois CAPPS. 1 
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Congress ot tlje Hmteb states 
Masfjington, 30C 20515 

^ 2 2 , 1999 

Dear Democratic Colleague: 

We write to urge your strong support for the Motion to Instruct Conferees on the 
Financial Services Act of 1999, or H.R. 10. The Motion to Instruct Conferees listed 
below has three elements critical to ensuring a balanced bill which adequately addresses 
the important issues of financial privacy, equal and non-discriminatory access to 
financial services, and medical privacy. 

MOTION TO INSTRUCT C O N F E R E E S ON H.R. 10 

Mr. LaFalce moves to instruct the conferees on the part of the House on the 
Bill H.R. 10/S. 900 and the House amendment thereto, to ensure, consistent 
with the scope of the conference, that: 

1. Consumers have the strongest consumer financial privacy protections 
possible, including protections against the misuse of confidential information 
and inappropriate marketing practices, and ensuring that consumers receive 
notice and the right to say "no" when a financial institution wishes to disclose 
a consumer's nonpublic personal information for use in telemarketing, direct 
marketing, or other marketing through electronic mail; and 

2. Consumers enjoy the benefits of comprehensive financial modernization 
legislation that provides robust competition and equal and non­
discriminatory access to financial services and economic opportunities in 
their communities; and 

3. Consumers have the strongest medical privacy protections possible, and 
thereby prevent financial institutions from disclosing or making unrelated 
uses of health and medical and genetic information without the consent of 
their customersj^d therefore agree to recede to the Senate on Subtitle E o 
Title I I I of the House amendment^ # A ^ ^ 0 ^ ^ * * ^ e^w^Vtw^ vO«r— 

Should you have any questions regarding this important issue, please do not A W W y 
hesitate to contact us, or our staff members, Tricia Haisten (Banking Committee) x54248p^(^-^t*^ 
or Consuela Washington (Commerce Committee) x53641. 

Sincerely, 

ruce F. Vento 

Barney Frank 

John D. Dingell 

^ienry A.Waxman 

Edward J. Markey 

6 
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received by heat fk-min. ThninfhnntfOTiUttwd by HCFA fer a variety of 
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DRAFT 
Much of Ibe pcnonty ideatifiafcb ofrntfiaa thtf HCFA collect* onMedkse 

betKSdmiipniMt̂ bytbcl'dvacyActof 1974. Thitlnr.wbkhgovmdie 1 

coUectioii. wnniii IMDĈ  tui ditclowre of fedcil igensy recort̂  balmfft the 

gOTmuiMJtt'ineedtominMBnwfennrton aboat iiriivid«b with their righi to be 
i 

proiwiwl mimt 'Wmwtcd m m m of thdr privigy. State laws also protect ; 

• 
theprr̂ ofcê peisonaUyklttitifiabtenKdk^ 

v«ype«t^indtfgfoopcandllifl^edfic»tM^ TocccateamMt 

mnfam of protectioia thit TOM affect aB mew of wmfidentirt miwttnd 

^ 3 OMftĵ fatty tfreWi lnfiiMa»uGAO«Baiw.i4d 
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DRAFT 
fiom April dwughJunc 1999 in iceoidance witti gHKnlly axepted govcnnnnit 

RESULTS IN mcr 

To ctoy Mt ta kgistated lapooarifi^ 

penooftUy identifiable batik 'ufiamtikn on taftmiUioiiMedkaiebaicficMtics. 

For eaample, it needs pcnoniiiy ideotifiable iafixnutionabowbcaeficiines' 

(Icoiogfaphiî enzoIInxnuandurUiatioaofbeal̂  

dctemune initul anl ongbing eligibility of beneficiaries, and review tbe 

anBoinammL and ouabtv of care beneucianes receive. In addition, HCFA 

tfcj. ^fwMrinw far xawtUl twtwh ttivMia ftatcm Wad to inipiOVementt In 

HCFA's i 

bedth infiwnatioa are dcsipied to be cooasast with the provitiotu of the Privacy 

Act F« exmnpto, HCFA nuy dbcloae infonnatioci widMtt aa individul's 

audttCQBBd dvil and cmisnal enlbiceuwat •̂ tvioes. In accordance widi the Art, 

the need to peoteet the oonfidenliality of paaonlly idemfiabk beabh infonnation 

'Hifii iMriiiiiiiHti '*'̂ *tfc"*"t" <*"*> '̂N** TnfiwwiMtuwi HCFA acnais requests fbr 

penonaUy idantiflAlc mfixnianon on Medicate beneScianes fitooi ooô HCFA 
ft|c4 OwMrwaliiy af I M A InfanabcB GAOWBHMM40 I 
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tteagcBcy'sbuancss. Fora^te,oc»HCPAieseasdien,8iidiisdwMfiaded 

bypm«te&andtfk>fB,ixii«agreeto»sctDfcon^^ 

UM ihedttwdpcoMttbrtefidwa* umfidwalily » wdl» provide iJcttib on 

hmlhcdgckmatofigfrnniTi™ 
i 

prolan. Hiowm,wetMnlib»HCFAdoGiwithBvcllie«bmtyiopro^ 

bcneficivics wtfh. n Bcooondns nf 4ic disdosoici it nukts* a opAiJity called for 

by the Privacy ACL Moreova, HCFA cannot provide ovemghr agencies such as | 

the Office of Manajemeat sad Budget (OMB) with complete mfonnatton on its 

Privacy Act Ktivitks. hi addition* HCFA does not always ckariyinfiam 

diaclo^tooifaerotgBiatio»asm|iMbyite j 

ianes, HCF̂ A ta estabtisbed a new exeoittve coBfidoiiality bond aod initiated a 

mnnber of acctons in response to Jausy 1999 OMB guidance to all agendo to 

review infiatmanoo practica fcr compliance with the Privacy Act. 

AUkMighfewcomplaizitstfw P̂kiv̂  

the imptenCTUiiuu of HCFA's pobaa ooald potentially coropronriae fhe canfidentia$ty of 

hrahb wfamadnnenMadicaie beneficiapes. Specifically, HHS' OfiSce of Inspector Gencxal 

(OIG) contmues to findvglnifihflitiw in HCFA's ad ita cottzadoss' managrmmt of 

ekettonis mfiwmation that couW lead to mmthorized individiab lending, disetesinfrior 

tupcring ̂ ith confidandal mfnnnnion. In addition, because HCFA does not routindy 

i mni otben such u icvcH ŝm who use penonaUy identifiable Medicare 
ttqtS Caa&latiattT orKabii TwfifiniiMinn QA£yREKS-99>l-«0 
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DRA 
iufiinntfnn iti rtiilir) m ytYmt iimntritni itir' — I — ' A - * : M M i T 

coneciivewtetolbanll^itts^oocarnnattsnrad. HCFAefficiilstoldwQiqrvcm 

tbepiooenofaddiningibaOlOfiDdinss. Hofwcver.HCTA's ability lo make progjfii in 

dw • « it cancatly aflKtnd by die aguc/a efibits to direct rowaceatoaddwaaconipiflet 

nqnumenis te tbe ywr2000 ao tat there will be no ntfennptionofaaryiceai 

Some Hates prohibit the dttcbotte of aanaidvo health rebtod infomation, nxhaaluinwi 

• ^ n ^ A M - v y trft^ jWIV) i fh. . , int^yt for ipeofitdpiipnia. HCF A ofltebb i i d Ul 

peyins clans. HCFA's poHey is to respect state taws rccaidingacnsittve health infĉ atien 

that are more reflricdwa than Menl Nqaitanentt, so HCFA faaa allowed oatas to wid ŝU 

infcnaBtonqDHrVsodtpqiBradiMMModefickDcyqfndwâ  

nmimmiltmA iM—— ^yi i af faff IMUMW tui V*.yt. nf wm îtig hmne paliarts. HotfCVCT, HCtA 

may change its poHey of aUowing mes to withhold this infimnationKtbeagaicymdves 

tow«d payment systems thai depend en diagnostic infonnation. If HCFA were resthdted m 

receiving heaUt Mfeawuiinn fiom tanas the countty, it could adveuely affici the 

agency's ability to act laiei. mniiitor far qnahiy. i d oondnct or export bmlth-relatod! 

i to HCFA to imptnvc thc protection of 

Pip 6 riiMfiihwiilirji iifnumiTuTuiilMrinB niimiTTTn TT HIT 
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i 

HCFAwasia&aUyctfririiilMdtQpc^ b 

(E$R0)m(Qaittg<fiatyuorkidaeytr^ NfedkJreisacombiatoPftwopnfeiin*, 

e f̂a with iss own cnutfanest, coverasc sad finsociag—Hospittl Inswsnce (oonaonlt refined 

teasPartA)^Si9PlniM^MBdicdliisunDce(co0fli0nly Mtdieve 

rut A telpi pay, for t m m hfftr**1"! '^•^r^ p t̂-l̂ cpittii ra** in driDad nuaifttt ' ' , 

; i 

^alitiesMidbyhewbcaWiiwncies, MWiwP»Bb^p>yfbfdKtoiKWiip«i«d 

serimofphysiciliDdaocupatkosltherapisb. In adtition, (he Bslmced Budget Act of 1»7 

; cnofidwtisKty of hrsWi mfrmanon of its bcacficittto, HCFA's ictjwties, 

>KegDva]iBdhytb6FzivncyActofl974. ThcPttwcy 

i of individMUy ideodfiAIe tecocds if> those 

'toermmpliihfPsgaicyinsyMe. Fedenl agrndectooce 

peme^kkntifisbieinfbeniatMoin'^yste^ Asyatemofteootdsisagto^ 

of iccotds mder the oonttol of» federal agency from which mfixxnation can be rctrievWby 

the name of an hrimdual or an identifier snch aa a number easviedtotfaeiiidividu^lThe 

j 
Privacy Act defines a lecwd « y it*o. collection, or gronping of mfbrmadonmiiiHtiBWifri 
P^e7 CnnfttrmMftycrfHrthfi fttkamif nn OAÔ BPy-W-MO 
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j 

frSfj^a^ fteoold 

ii^adciafbimahoneaeducatioiufiaaBcialtn^ ^dcr^e 

Prtvicy Act, 63fcnl«wda nut infam teyMcto^vd*^'******* 

Segittrof any n* * 1 *^*"^ or revision of a systan of rcoosds. In dm case of HCTA, 62 of 

ittSlsysmofieeowfaiclatedii^ HCFA's systems of 

rrnnTh wnitiin infffmrim - " ^ " ^"^.mfe - j p y j fem, HCFA arnrr • pt mwiitv 

^^fiVHT^Hw^MirfmheBefiaary'senmilmem^ 

dcnwgiMdcinton>MionsiiAasage,iac^ettg^ 

f tbe disetenm ofimiividoak, reconb wWiMnthe^ 

Howevei; h iltows tto disdosuie of m f i n i ^ 

uuterl2ciiaiiiiAaraaIIcd~ciMaiitioiiso^ 

a^^nittcnvioycobasedoiidMirneedteieee^iopafntmlbeffdtfais. Anodiw 

cooditianofdiackMalkywsaB agency to e s u b l i ^ 4 ^ ^ The* u t uses qf tbe 

isfonn^kmthatmdetecminedbythcaceni^tobcc^^ 

ctfabliabedrootiDeiue. WhiledttPriwyActpeanitssgeDciestodiaclowinibnnatibn.it 

does not mqunt thai they do oo; Ihey can, fbr eumple, dettmunedminapartcBlarcaieUie 

>l*atmwymmQ(m will minin MWimiiiai eaMiiilii sirt n rinioiii, MIMI ctry»idai,MdMCyA 
îiiiiiijinii. riinfiAiiiinvirr ifniiiftiBriiiwHini "r^i i r i" — vr 

DRAFT 



JUL-14-1999 20=32 HCFfl IOfi 202 690 6262 P.10/42 

DRAFT 
B-282S4Q i 
imvacyiatettfortwtigtefeiMbfcinta^ However, nigencymunwways 

' Ulfijllllt*'^'* mrV^fH"1 A r t ' M iw'lwndual to thai individual «t his requeat i 

A bosfidsy any bring i civil stkn tgaiot m agency fer alleged Mvacy Act viotafi**. 

Tbeseviolatioosnayindtide£ulweto: graaxantndividnalacccB»tohiaiecotd,arnê da 

ncordaiieqaestcd. or propedy maintain an individual's record with advene conseqntaes 

resulting ior tboindividû  Respective temedies include granting access to die itoon& 

amending thenxord, and awarding $1,000 or mote in damages, in aU eases, sooeeasfnl 

rlsinrifff TIf? ̂  ^ ™wtod anamgy fro and Hrigariim ema* 

Criminal ponldes op tp 55,000 may be assessed against an agency offieid or employee who: 
i 

Dwillfatty discloses noterial to an agaicy or it̂ ividual not entitled to receive it, 2) • 
i 

willfiiDy maintains a system of records without meeting the notice reqatianentsofd^ Act, or 

3) knofwingiy and wOUhlly raquesu or obtains agency raconls about an individual ouJer &lse 

HCFA NEEDS PKBSONALLY 

OMTrTTFUBLE INFORMATION 

ON MEDICARE BENEFICIARIES 

For HCFA, pccwnaUy identifiable beabh infbxmation is essential to the dsŷ o-day I 

adimmiitration of tfac Medicare program. Of most wgnifiranrr, HCFA and in tioiaraaors 

needtouaepereonŝ ideniifiabkinfbnnaiiononpneî  
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« 

8412540 i 

sappticsasdothea. HCFA also ust* penooally idoitiiSablc mfimMtion to detannine Ae 

Medicare mmaged care plans, and track whrch msoaged est ptaw tave been sctoetsd by 

over 6 million Medicse benefitiaries. i 

HCFA and its conOKton also nse beneficiary claims data cortsnrineperetanlly 
• 1 

m&ouion to cmy out essendal pregram integrity activities by prefilmg panda ^ 

praviden to idonify inapprapriate claims and inapprepiuto oae of services, fat fraud and 

abnaeprevstMO, and investigafiomasweU as other pnrpaac& Other HCFA actrvitiei that 

rely on pemany identifiable infenulioni^^ 

oftes m «taiinistering the Medicare Secondary Payer pcopam*; developing fee sebekdes 

^paymaantouacdinfce-for-KrrkxcUiinspr^^ 

apptoprissenescmdqnrfiyofcarerecdYalbybenefiriariw;andcMito 

dtukjuaustkmt whkh inrlndc the development snd imptemeatatiop of new health cab 

paymoat approaches and financing policies as well as tbe evaluation of the effect of HCFA's 
j 

An example of bow HCFA uses personally identifiable mftftwdon to improve the hcjahh of 

Medkage beoefidariei ia the agency'1 ongoing qanpaign to increase influenza varrmsrirwr 

• Ww, lumuuliih ut IwbiBty ii—iw 1 pnhry.ocewaahirî pbM-

ifMmnnttnemdeetemneeiteteftdlBmDmiofMadtaei 

DRAFT 
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I 

itttt. Usag iufividuil idmtificn, HCFA liakB thc bilh h mxxws To its ttigibility &les to 

dUMuuoe«y,gCT ,̂ncc«tuigeogtaphich>e«î  

HCFA thai woda with conHnmity gioap* to tachonttothcjpedfic 

iwiditowtmtBwnztficiDiAs. HCFA staff told as that diisou&nchii 
j 

helping the agency toaloe progreas on nKCting thc Depattmest of Health and Huxsan Services 

HnUv People 2000 goala for i 

HCFA DISCLOSES INFORMATION ABOUT 

MEDICARE RKREF1C1ARIES FOR AUTHOR] 

PURPOSES. 

witborizedby thcP&vacyAcL It akonsaadifbraK levels of review 

nf rtrpnAvitirMt twlri*^ M rwyietf fer mfc..Hltum H C F A ' S 

litnit (hs&faum to inliaiiiation needed to acconylMi the requestor's putposcs. 

i 

jhetype 

bgen̂ sttyto 

Howdvn̂  iB 
I its tMicestn 

HCFA 

about whtfber ta dueloat infonnation, HCFA's prianaty cHtarinajU 

whether er not die request is penuned verier one of 12 
hacU CaEfertaltoofltMla 

zndie'Pnvncy 
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Ai± HCFA officiib view the rtiiWid^ 

as a key imitecttfA of eenao^ identifiable i i ^ ^ 

1 

leqaestt fcr pemdfy ider i f i ^ b S x ^ ^ 

infbrmadm weds of data n^testois with tfaeneedtopcMecttecoiifidcotialî of 
i 

beneficiaries'heslth tnfonMtiop HCFA can diacfa»in&niBtimfi*h 

prajKB in publicly and privately funded inseadias ad to public ageooo such as thn 

Agacy for Healthcare Foticy and Research, and the DepettsKflt of Vetenos AfSuxs;'to 
t 

qualified state agencies fbr the puiposes of detenniiiii^evalu^ing, orsssesstngcost, j 

indNtd̂ mtdniar i 

count of the and; md ID congnanonal offices acting on behalf of 

HCFA 

ir<: 

1. 
11' 

personally ukstifi^infixinsCMCi are placed on HCFA staff. Accoeding » HCFA policy, 
i 

HCFA emptoyeca *ooU aeccre poMnally idntifiafele inlban«kaionMedkarebcnejiciari«s 

1 GAP tho wwm FwawMfty tfMdflibk lufcmHua ti wn HTPA. GAO's ngbt ID 
(cdnsl ScreoH is sot maiclBd by Ae Aracy Ad 
ftgeU rniiftitiiiliilhyafHriBhliifaiiBrtQBqAOWEBWW I 
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DRAF 
Ite i b r i n to poo* n m HCF A s r f « vafe 

ii', :•.<• 

HCTApbowaddi&^Mqwxtmaitoon^ 

pcnniB^diK^mireofin&niattoatodKm. To receive HCFA daa, they must latmit 
! : 

VfTTftCTI rodUflffi mif n g H 'tf"-™*"* ̂  wrPA'a nffoe of Infimnetion Service!. 

These ngied •gwaaato indicate their qratenflareting bf thc confidwBiatiTy leyuremente of 

the Privncy Act nd HCFA't dati release policies and procedures. These policies and] 

.•^ proced înbindsa leqinranebi that the dafes user will not publish or release mfhrnufro" that 

could pennitdidpetionof sbenefidary* s idnt 

Other fedoal agendes and organastions such as state goveamcnts and law ienfiaiccndBn 

â ncica that wek intuimation on Medicare beneficiancs mis nets anwhff tevel of 

imuumitnts to grin aoceaa. HCFA staff in the Office of Tirfbrrnsrion Scrnocs Cm d̂ emrinr 
j 

whether the request rdQccti a rautue nse or other cotriitkei ofdisctoswe as allowed l̂ y the 

PtrracyAd. If so, they determine whether the request is oompatiWcwith the pntpoô ftr 

which drinftmnatico wis originally collected. They also review (be request to ensure doc 
1 

aUIUvnyAeiî uinnwattsndHCFA'sdsttfeleaepQBoinarenei HCFA officials told 

• 1 • 

J 

us that they rely on ths remwtfing uigsuiamni to provide the initial PfTTifW*snop thst its 

»mm Wi -fc- A w ^ i i t — H u t Him imajpm^^p^ nrgmrti j M t t ^ w i t » weqMg^ OQ It t lettSlbCad 

providing the purpose for which the data ac needed, edeicripeiott of die methodology or tbe 

ptojeta, in which the datswiU be uaad, the specific fika being requested, the eriUHUftirdata 
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i 

law en&ccoDatf Bainik** HCFA require* a written wjnaifiomtlieJwadoftbelwr 

cnfirara egocy or ddcpud ofBrid whkh reftrenm tbe taw tn be cnSoicedaswdlas 
i 

the civil or aireholoovt eve number. When infianiatianw requeued punium to a cW 

oider, HCFA requiree » copy of tfac court order and guidance fiom HCFA'* OtSce of CSmal 

Couoacl before peaooaUy idonifiabk mfonnaticm ia diadoied 
i 
i 

i 

hi acreening reqocstt fbr ontaide research projects, HCFA imposes yet another level of 

itquirements. For reaesrch requests received fiom twearebcra not funded by an HHS agency. 

HCF A offldala told ns th* they not only oondnct a review to determine whether disdosure 

would be ponntted uodcrJthc Privncy Act, but they also evaluate the requests to deunnme if 

thepopose: I) requires AH use of idatifiable data, 2) is of saffiriafl impottance to wjnam 

tbe risk to die individual that addnkoal exposure of the recortnMghthring,and3)iilikniytn 

be accomplished becauae the projert is joundly designed and properly financed. Fortjiesc 

researchets, HCFA officials review s detailed protocol or study design to evaluate whether the 

proposed research will address the goals of HCFA's own resesRb prognn and thus fiUber 
i 

knowledge ofbeahh care aecoa, cost, quality, service delivery, or fimaag. In the ease of 

it M arch funded by other HHS agencies. HCFA requires, but docs not itself review, a copy of 
i 

the Study protocol ̂ proved by prefect officers in agendes snch as the National Inairtiesof 

Health and tho Agency for Health Care Policy avlReseerch. j 

adOAO, 

OwfttotoUiy or H^lrh Tnftiemrinn QAQ«Ba»e»-t40 
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AppurtbrtlKHCFAAdmmtftetKu 

addioia of Medkwe beneficiaries fiom whom they wish to collect data. lftfaepnqa«|ia 

^wrod. file ieae«diet mwt aeiri lK«nliâ  

llKHCFAAdminiatr»torTiiidkattngthatUC7Aia'coop 

Ini ofpotairialpanidpanB Ibr tbe study. The letter indicates that ibe beneficiaries do dot have 
1 I 

to peiticipate in the tesaith ptoject and their Medicare benefittwffl not be sfifceted by fheir 

deeiaion. Seven to ten days after tbe HCFA letter is mailed, the neearehs can contact ̂ be 
i 

bwdbaaricadireedytoieeifdKywishtopAtioipste. In a recent example, the HCFA] 
i 

Adnunisbaior approved a request fiom a umvroity researcher for a "names and addresses fil^* 
of Medicare boefirimict m two PeoMrfvaiia cities for a study efldtWKeeping Older 

i 
(̂ tmimnityMembeiB Safe in Their Homes." This study, fimded by thc State of Pennŝ vaoia, 

1 

coostsu ofenrveys and in-bome interviews and is being conducted to improve the in-hdme 

health a l safoty of the Medicare baefidary population by developing community action 
t 

programs m (he two dties. 

\ 
1 

1 

HCFA ofiBdals told us their practice is to disclose the least amount of peeacmany ideutij&able 

mfoosationtosreqocsbirthaiwmacoamphsht̂  HCFAgsnarelly 

provides nqunsMxs one ofdiree types of data fiks. Tbcse sre pobtic use fika, which â c 

1 on beneficiaries; benefidary-enoypted files, wbichlallow 

15 
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i 

j n ^ n f ^ r -* - h - 1 * a HCFAofficbltttldufcattey 

dinct requoton whewa pooible to eWjer public use fiki or to bosefictsy-OKayp̂ dfiks 
i 

rflheribiutodieaeiootfuiuiigawieidax^ HCFA dbes not 

geocrallycusiODiizedstt files by lawvingekm^ 
aaouni ofpecsouOytdentifisble infonnuioii disdoeed. 

PiMie «e files include seme of Ibe most fttqwatly requested HOFAdtts for snslyzi^ 

health care spaiding trewls md fonnulsdng pngRms to anpave the quality snd 

efiectiva»sa of heahh c«c. DaU dements that can directly idraiUy an individual ami 

f f r y ^ ~ — J A , t i ^ o f (ihinisili fic liiih •ii iniliwi.lnilW iilrntity rTnhrdrditffri 

have been moved fiom or modified in these files. For example; date of birth may b* 
I 

convatedtoan rlnnrnt rnntainmg S-yterage groups. 

when pubbc use files sre not ̂ leqaate. Benefidary-encrypted files are data sets wĥ e HCFA 

has enewted or (moved the health insmKe claim numbec, date of semen, beneficnfyi 

, provider infieiiiatiun, or olher such eksntsita. Fdrcxasop â j 

bagfidary's teahh insuraoce rlahn number might be nphced by a wadomly aiuma|td 
I 

HCFA defines these files as "impKdty identifiable because they connrin dkta 

ekments th* could be combined or linked whh other avaibble infoamBon to possibly 

deduce a bencfioaty's identity. 

SecUSecwhyas^trers 
«i l l^^kwtadi ia^«tateteartn*MnwistepdflMyhoUer«r«si 

F ^ 1 6 rrif.Jrwi.lity of Ilr dik hfaMliw GACVHE^S^-UO 
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Odwwspeaocs, however 

Ipmvioiiify.HCFAoffidiblisvvvpnvcdtlMdiadom 

»JadA«« of Medicare beiicficiMiea- HCFA bat pwvidBdMtt.C(dwUy fended ! 

Rseschcn with odn data filea ccoiarmog heallh insnancc claim oumben. 

HCFA recetfly approved roeardiio)i»ts fbr data finm die S11nreillaoce.Epideonol9sy.and 

End Recota (SEER) joint projot coufavtcd by HCFA ad die Ntfkmd Cancer Jnstitae; the 

End S f̂e Renal Diâ ae (ESRD) File on padentt receiving Mment for ronal diiaeâ  and a' 
1 

f frflpBd*ly "r ifipBrftly tiHuifiaMf mf!rrrnmti'w* *"' 

UgDinJlyret{ttizta the requesma to si^ a dtfaese agreement. BysiBnnfcareqoê or 

agoca to abide by HCFA's confinkntiality reqoiranenta inchulmg wfeguadmg tho data. 

ŵ̂ jWying mtig«pB«ii uam ftf thg tar »<tifiiM*Bt pnipoie,. and deanoying or intut̂ nig the 

dam within a opacified time period For napKcitly wtaitiDabk dBaQioicficiaiy'Cumfinnl 

filnX roqneston also must agree that they will not attempt to idanily any specific individual 

leoeid is included in tbo fits. Indivifaab receiving public use filasc not teqliiitd. 10 

peroonally identifiable heihh 

140 
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Wi 

BBdcrftbarpasoniUyidcitifuto Inv^oa, 

tbtigfflcywuMbtetogivcovmigttag^^ 

HCFA's qtrtJnhnwai ofm etccutive-kvcl beoefidgy ftwifidritialily btmd m M«y 1999 

nd action it is tskiog in response to Jnwy 1999 guidance fiom OMB may hdp ad4rcss 

these 
'..I •-

ofdisclosuresoflhcirpam 

individttalrecwd̂ HCTA r̂ecoidkeepî  

infonnation on the nature and pmpon of the disclosure and the name and address of the 

pasonoreipaovtiontowhomthedisctamrevaamrie. HCFA staff told os that tĥ  

, fey ̂  im*MA»mi im̂ 4Mm̂  ~, .Wlm,^ mtfa- ftam HCFA'tjewtems 

ofraank. HCFA's ptimafy method of accounting tor diadosnres involves tr^ 

â ecmadk. whkh are filed \» the m s of nqiwstars SMI not by HCFA*» aystemacjf 
i 

reaoxda. HCFA officials told us that they were not aware of ty bcnnWcimrs having 

requcatcd mfannaSiop fiqna HCFA aboot dbclosgres involving than pcffonally i«tan|i|RahU> 
i 
i 

GAO«EHS-W-1«0 
i 

P^elS 
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l us that tboy we tying to devdop a system that will ipt only 

allow then to metf cuxmt OMB leqiinnneots but ebo to better eocount fbr discloeuice of 

peiauually Hnnifi^ir infbonation made to odter otymrrtioiri HCFA ofiSeudsuddina tint 

ac Erected by OMB, tbey have begun reviewing their itcmdkeepitigofPHvacy Act Activities. 

In Xaaiary 1999, OMB issued guidance as a resuh of a May U, 1998. Ptftidmrial 

iiwiiaiiBaduin dmetmg och agency to review its tnfiMBMtioo practices to otsure conipliancc 

with the Privacy Act Tbe OMB guidance stated that agencies can protect individual privacy 

by limiting the amount of tnfbnnarion tbey maintain aboin individuals and ensuring that such 

infî marioa is refavant and nocessaty to accon̂ tlish an agency purpose. OMB has asked 

agencies to reevaluate dic relevmice and necessity of pcreonally identifiable iî bnnaribn 

maintatned on individuals, the apprcfriatera 

justifictfion to diadoae personally identifiable infannatioii fbr routine use*. OMB has also 

adttdagaacts to review their procedures fbr accounting for dtedosares to improve • 

individaals' ability to detennine who has seen their reconls and when they were seen.! HCFA 

has hegm to address OMB guidance and official* told us they expect to reduce the nuinber of 

L'si 

In May 1999. HCFA also established a Bcnefiday ConfirtnifiaKty Board to review 

relatiqg tp the proteaion of confidmrial information, mdoding HCFA's potides md ^ 

procedures for disclosing peworMUyuJô  The Board will coosistjof 

setasad nubere fiom HCFA's executive couBil and will review strategic issues relating to 
! 

the protection of confidonialptficntmanniatkm. It will focus on balancing the priv̂ y 
1 9 r*-.fi li.-.K«» - r U - M . ^-i GA<VBBBS-99> 140 
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rektfo bdividaaUy idotifiiblc mfbmuiioa. 

WdkaoMs b H(7A't nco i tam ate a ^ 

Actactivitia. ThePrivicy Act requii« thc Pitwfenl to report to 

ActachviticaoftbettacinivehreachoDabicimialbaib. InirnplnmfntaigthbproviftOaof 

the Privjey Act, OMB icqmret repon» from executive breach agencies. In the guidance mi 

to ageacic» for ttos report, OMB requites that agencies provide the mnnber of indrviduab who 

have reqnasred access tn their files or have requested that tfac agency amend the mfomation 

maintMMd in their files. However, HCFA officials told us Ihey did not provide such 

information fbr Medicare beoeficiahes in their reports to HHS fcr evonuai submission to 

OMB. HCFA officials told ns that as a result of our discussions wfth them, they have: begun 

to revamp their infoematian system to more eflbctively Ĵ pott on their Ftivncy Act activities 

in 2000. wbsa the next biennial report is due. 

eficb 

The Wvney Act requires federal agencies to pomii m individual to detennine what r̂ wds 

pqtaimng to him •ecoltocted, maintained, used, or djasnronrtrrtbythcagondea. the Act 

requires an agmcyto notify individuals of the following when it collects infonnatiooi l)the 

authority under wtddi the Agency is collecting tfac infonnation, 2) the principal purpose for 
CwtMrBimy of Ihlllli Mmnmkm GAOmS^m-lM) 
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3) 

in&nii*km,ml4)wbcthwt!ieialivkh^ 

co (be individuil of noi ptovidtog the reqosted inftciMtiofl.' AMhoû i we fiMtnd dnt f&Bt of 

HCFA'K Privacy Act igtificotiont provide brn^ 

Privacy Act, we fouadotben to be defictoit. 
1 

: 
T 

HCFA official* told ns there ate ova a dnaen diffowt Priv^ ActaorificationitlMitkey we 

whas coUecting infonoation fifom brrtrfiriHrin, An individual's fest exposme to a M l̂k4rt» 

related Ptfoney Act notice is usuaUy at the time of his application Ibr Social Security ftfnmsrt' 

benefits. T W ^plic«ti receive a multi-pege Privacy Act notice provklingthetnfb0natii» 

antomaDcaDy enrolled inMedicae at age 65. HCFA officials told us that after eorcJhiwntin 

Mcdkarc benefidariea riandd toccive other Privacy Act notifieaiiona whenever tho agency 

eoOectsinlbraunon about then. Thu can be ifthcyeepsrateiyearoUm Medicare Part 8. 

iteeivo nodical care, pariidprte in a smvay or are enrolled in a demoorftatian testinĝ  new 

defivay or payment systan. Fcr benefidariea reeerviog ongoing care, providers nui* :obttm 

Lute 

ofdMirinfioniaaMn. In tbe case ofpbyaieianaarvieae, this isuwaDy done the first tune the 

bnefidaiy sees tbe phyaieian, In tbe ease of other services, such aa ahpapjtaKYatinci.ithc 

notification signature cards m obaaned at each oocoftor. Forthe iSpereertof Medtare 

beneficiaies auolling directly with a maoMged care plan, however, HCFA ofiBciali to}d us that 

*T>«PmMyArtabonqakuafc4ei»l»facytopaiiftaiiBd^^ 
lottstat^accaty sni ili.fclwwmyji mfaol*mnaBA.mdlo . 

Put21 riinniiiniMiiij iriiiiiiih rnfinn̂ ain ̂ nnni^r ' 
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! 

fe^flcydMitfitiequvfeKplfl* immdeiPriv*^Actaotifitrfon. HCFAaflSdiU 

toU « Bnee «fl MadfcnrKaioico bcnafietmni^itobceorolkdmMMica^P^i A 

m E . HCFAidkaot *e bfbdkve Pnti A ndB. 

i about Privacy Act nfsnraan. 

LtnerajiBzoo Wink aooae of tte HCFA Privacy Act uotifiiatioa foam we iwimi 

bfwtaation, wo found othere ft* do ant tell benefidari 

infomriioamaybc diadocedoutade of HCFA or do so tn an 

form for bcnefieaiies receiving services in 

unclear faihioo. For cavnpk, a-. 

inftnnarirei by wlviaing bcneflciarica why the mfoimatfott waa 

• ''.•'•̂ TO'l̂ ^r •̂''''|•'.'.*,,,>• • 

i in 

^vfcy./Vct*i 

Ao qpaKty of care provided by 

a 

I D 

ID 

tePMB 

Tho PartB 

it provided only a vapic reftreaee to the Federal Register as 

a source 
T 

aaetienajoft 

We also found problems in a fonn used to ooilect infî iuadoo on 

bnoefictsies. TUs form did nMincniinn tontine tMsfw the 

collected and did not reftr benefidariea to sources that could provide this mtmnsbod. 

H g . 22 CnnlHiiatitHy sTUnhhtifl Km aAOnWB-99-l*0 
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INADSQUATE HCFA SAFEGUARDS 

COtJUICOMFROBlISECONnDEimAUTY 

HCFA's aftgMfdi ftr protecting tfa» ronfirimtiiHty of Medfcue beacfiderio'.hedth 

infcnnjtowiieinnittiMte. Seveol audits conducted^ the HHS DIG point on 

in how HCFA aafeguods electronic infiamaticm. In addition. HCFA has conducted only 

Umitod reviews of aafiiguards usied ^ 

h does Mt robtmly.aswitDr the oonSdentislity protections of other organiations rtcming 

'pt i9ai^ 'M^Bc^^a^m infiantadon: Agency officials told us they are in the process 

o t i t i i S ^ ideatiified^ the OIG. However, coosistcid with ' 

priorities established by OMB. HCFA has a moratotiinnonaoftwareandhaidwarechiaiges 

until it ia oowpBant with year 2000 f miyntf r rapnwaqits-

i 

Under the Privacy Act. HCFA must establish appropriate administzanve, terhnnTal and 

physical ssftguards to ensure the security and confideenality of reooids. ̂ MB Cumfar A~ 

paper snd decnomc records* Appendix IP of the Circular provides detailed gutdanry fa 
i 

Pace 23 CnwfktwiHihTy af Hi iiii. lufi.iiiihm aAQ«E|g-V»-l40 
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afeguvdu«da*uiw records. This 1996 circulsr provides goidsnceoo 

coatrob, susb is sssipwuwi of rejpoosibaiiy fer socuriiy.ihedevdopiiwoitofssscwiypbB 
j 

^gffiBt l"*'— trinity tMniimk. it notes Aft a secanty plsn sbould include I 
i 

ntMM4̂ toyy pyrinHif txintng in t»n»nputgr ieeurity snii iratridiny uaefS tn thg minhmifri SBCBSS 

or type of ncessneoetsery to perform their jobs. A Keuntyplso is also expected to outline 
t^*"**Tpirt ftf TlfT^r****"^ **** W'""TT **f M & * i * n * t t t * t ^*taKKA a SwiMi mpirl immi 

for respntuftng to irnrndos or ethor incidents that can conpwwnise ihe iccunty of a coiiipufrr 

system. HCFA's systaus security mszuxal generally adheres to OMB's guidance for 

saftguaiding electronic mfbmMtion. In addition, HCFA's policy for hneroet usage re|quitt3 

enoyption to protect data. It calls for iiithfntirjrkm or idfntififstion procedmea to akure 

Oat both the sender sod the recipient are known to each oths and are authorized to receive 

and decrypt such infonnadon. 

HHS* CXG has idcttificd control weakiKSses with HCFA's saftguanhng of am&katial 

inforaiarinn 7 The fiscal yeaa 1997 and 199> finandal stsKwm audits condiirtrrt byjthe OIG j 

idaaifiod a variety ofproblons widi HCFA's safibguads for electronic infoqnarion d HCFA's 

central office and fer adeded Medicare contracton. Tbe OIG reported the need for HCFA tn 
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B4S2540 i 

; aa oraaXL security sttuctote to achieve security ptogitoKHqeclivMiOdi 
i 

wrskacnti in ti* following areas: comptner access coatreb(tccbnqnca to ensore thit only 

diflaan bdividttals to reduce the risk that a single mfividual could cotspreoî e 

security), and acnricecadiniiity (the ability to recover fiom a secnrityviobiion and provide 

ssvicesuffidod tomeettheniinirnalnoedsofiisasofdtesystsol). The OIG also repotted 

ptotilcms with controls over operating system aoftwara integrity and appHcatioD deve|opniait 

and change controls. System aoftware oontrols are critical in preventing unanthorigê  as well as 

authonzed usess fiom rimiwiventing security controls that peuuit an otg&ization to ijiuidm 
i 

m4n to syateuis ptogtams and files. Application development npd change controls enwothat 

only imhmiad programs and modifications are impkmcntoL Withoot proper control *ere is 

a risk thai security tiamres could be omitted or tuned off etttwinadvemmtyordelftjfrtely. 

• 
i 
i 

i 

A« pan of im woik at 12 Medicare coctrecton fin the fiscal year 1998 financial snaancnt audit, 

thc OIG noted diat aoditoss were able to penetrate thc security and obtain acceas to sebsitive . 

Medicare data at five Medicare coniiaclws. Tte auditors' ability to do an without 

fonnal soes privileges is of particular concern because unsuthorized users can exploit this 

iin 

mdtvidnals could be reading confidential data, diactoatog it to 

CnwtMwrtsHty tf Ifcilft hftnaaOw QACVHEHS-y»-140 
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Agency 1 a lhat they an m An proees* of taking ediotts to addren Ac OljQ 

Mdttfindinp. Howew, HCFA's ability to make inogttss is currktfy 

sSectedbytbeageaey'scfSoetsto 

HCFA, 

inriituling software and hardware chagea becanae of the for compliance with yjw 2000 

requamems.* The OIG wiilovahute the effcenveoaa of any cotrecdve actioos thatjHCFA 

is able to nnpleneatdurioghs fiscal year 1999: 

HCFA Poo Wot Sjeleniathnlly 

F w « the Confidentiality of 

Ahhough HCF A has a process tor moetoriog synems security m, i 

•diaries-agency officiala told ns I 

I (GAOa-AIMDJSM14, ISM 22.19f9) ami: 

PS* 26 GA£*HEp-99-140 
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i firtknr QMB gniilmccfbrptottciiBglbeeo!ifiddlttility©f 

addilkn. HCFA offidibtoU us that tbey 4a not 

sie 

to protoct the caafidentiality of penooally j 

HCFA's icpooal offices hsvc ovcm ît naponsibiUty for Medicaco ceoDoelan. 

offices are requirtd to desigeste Systems SecwityOxmliii^ 1) provide 

with t « h r ^ guidance as needed, 2) moi^comp^ • • .• ,, . '• •••• 
romnann^ 3) itportl̂ yatons security problems anl actmtiea to centtal office as needed,. 

^ A y t i i & ^ t ^ findings: Inadditidn.ttgfonaiofficekcould''-'"11 

potanfiaQy evaluate systems security through the Conhactor 

Ito 

Evaluation fcCPE) 

HCF̂ A offieaU told us find, other than OIG teview* tine woe no explicit on-site reviews of 

r'a security proteedona in fiscal years 1997 and 1998 becauae of I 

HCFA offidab told ns that reviewa of network accarity west 

conducted in 1998 for 12 Medicare contracts in place a foor of ita 60 claims pt<w rnwaig 

contractors. 

CwifiHtMitHiyaf 
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HCFA offietab •!» WW «• *«t Aey do not haw • lysumfiw monitoring wWhff 

kve tmyiiA*** tafegmitb fbr pctsonatly idnotifidikhallh 

HCFA. ihey avce to establish ̂ propria* admhuoaihre, todniialBriphyaicalaaftgiwda 

providing a M and «ope of security that ia not loss than the Icvd and scope of seeoiiiy 

estAbsfcrfbyOMk HCTAielksOToig^ 

thc data uc i 

0- ^^ ^^ 

' : l : ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ i d i S ^ ^ P ^ An iapoitam provision of. ^ 

data uae agicentents calls fcr tfac ictnm or destniction of data upon can?Ietiauofcacfc 

pnqcct. HCFAoflkiabtoUusintfaepaatlhatdieytiaclndtheeap^ 

itodetEzmbiewbcihaio follow up on the dnpoadim of the dam. HGFA officials 

; to resource mostramti, there is a backlog of about 1,400 exptrod data use 

ns have md been contacted to establish whether they will return the data to 

HCFAortanoyit HCTAofiBciab told us that they plan to ttduce tbe backtog by tmê alf 

byS<piaBte3̂ l999̂ coBtinuetoinaltoprofcea8onitAeRaAtr. Although HOF A does 

ootsysteaaticaUymintoraarvbsiMwitoitsdamuae 

that they scan Internet web sites to MC if bfocnalion is being diairniinaiwl wMnntt HCFA 

approvaL In addition, they said HCFA staff review mseareh journals and pubhrations to 

detmnhttifreeeareben have used HCFA data without appropriate atnhoaadon. However, 

such methods only identify problems after sensitive data have been inappropriawly used, and 
r*Qfc2s ^iifnl-*Mtiy Mmiiit tnftnnwiiM nfifvimtrT n ntt 
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doootBnocoavcehairiveovmishtoflfaeaseoftlMsadaia. In additioa, thc lack of HCFA 

inointDiiiig ofcontranois and othcn who uae penooally identifiable Medicate nfiandBtion 

hanpecs HCFA'a ability to pcevoit the occunence of fedblens and penvide timely ] 

kleDtificatioa aod cuiecuve action for those that have occmred. 

Act Vioiatiuei Reported 

The'agency identified seven compbonts of potential violations of the Privacy Act that it has 

received and resolved in the past 4 yeas. Six of the complaints involved contracton 

ftondnrring research for HCFA, health data ocganizatkos, and individual rescarchcreJ These 

complainta were raised by similar otganizstions or other researchen and involved po&ng 

itvUMiSHy identifiable Medicare hflltfig mfonnatton on an Internet web site; using data 

obtainwl for one ttmith project for a second research project without antfaui ication from 

HCFA and publishing thc results of this study; and oficring to share Medicsre file? at! a 

national research conference. In these cases, HCFA provided direction to those involved to 

clarify snd Anther sansidze researdns to Priv^y Aa requnariBita. 

•n^ [- i^ — VmghT sgahm HTTft ml m iiaHrMnil rrnairhrr by a Mntii m 

bencfidary. In thia mstance, thc Secretaiy of HHS reoerved a complaint letter fiom aa 

attorney reprcaenting a Medicare beneficiaiy who otycted to two letters sent to bet by a 

racwAer fiom a mqor univenity medical school The letters ssked her to psrticipate ina 

follow 19 study of Medicare patients wt* bad undergone a particular surgical trrancAn for 
i 

rnwridf niiiliiy off HwM> tofrinw ii un OA<VHEH»W-t40 
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heitdbcMe. ThebaieficiaTybclicv«dthitthcUjtt«iinpK^ 

oblipikmtopsTicipsteintiKStudyiDdimted 

stvedwittathcraearcbei- In «n iavg«igabon romhirted by HCFA, it ww dctaminqi lhat 

itea on dm beneficivyni othcn had bun retewed to the icaencher. White HCFA ' 

detennined thai appropnate data use apeanents had baeo ripwd for both sm of data, the 

agency's investigatien also showed that die letten sent hy tbe reacaichcr may have been 

wocded too attrmgly. In addition, the researcher failed to follow the HCFA notification 

pmccdre; instead of aaafing out the HCFA Adnunisnator's letter in advance of his own 

mailing, he merely attached it to his fint letter to the beneficiary. HCFA scats letter to tbe 

i 

infismanon aivl adviacd that participatioa in such research is complrtefy voluntaiy. The letter 

also indicated thai HCFA had tafcoi neps tn ensure that the beneficiary would not be 

cQwiaflmdfer fiwhersmdirs HCFA received no farther conaspondcncc fiom thc brneficisiy 

or hs attmney on this matter. 

i 

We fiwayl no cases related to the Piivacy Act bransht by Medicare I 

HCFA, ocr fona car discnscont wifo HCFA officials are we aware of any < 
i 
I 

toarduniKlitigtfion. Similarly, we foond oo evidence of crhnmal inosecvnom for Ifrivacy 

Act 

HCF̂ A reports that only one httanal disciplinary action has oeewrad dnrĥ  tbe past 5 years 

related lo violations of HCFA'a confidendality policies. Thc incident involved an agency 
! 

employee who was Kcessing bencficiny files rmnr fiequently than speared neccssai7 for 
CMftlnitisHty of Heildi Infemwia. GACVHElte-W-W 
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Pcrfon&ivhBjobfinetbai. Tteanpfeyts admitted to! 

P̂ Vte* md he was placed ca administrative leave. He eventually rigwd an affidavit itahog 

tte the filet had not been sold or shared with ether pasots nd he was allowed to rest^. 

HCFA staff staled tb* the agncy has neva tenninBad or modified a contract in response to a 

claims admmisaatian contractor's breach ofPrivacy Act standatds. HCFA did repoct that in 

1W7, it recdved a npott fiom one of its contractots that the comracte'sdiKctorofMAdicne 

payment safeguaid* had taken a file fiom the wotkplaee aid shared it with hct̂ ouse. a 

«sr^yed by tbe contractor as pan ofitsphvaui bne of bu^ Tbei 

an active fiandinvestigMion of another doctor. According to HCFA, the contractor issued a 

letter of remain in the employee's zceotd far one year 

SOME STATES RESTRICT DISCLOSURE 

OF SENSITIVE CONnDENflAL INFORMATION 

tail 

In addiden to the fbdaal gomnmem»tbe sues have laws; 
i 

ofbeahhm&anation. State laws vaiy significandy, msol^ in 

a "pstcbwvvk" system of pnaecnoos. For example, in lkfimKaota,̂ eakh 

tneoida amy be disdoeed by a provider to an external roearchcroiily after areaaonable eflbnxo 

obtain padeflta'cowcai has bear made The provider must also detennine Am individtWy 

identifiable records are necessary, the researcher's safeguards ate adequate, snd that the; 

^ use î rw>rds for putposcs other than theory fa • in Floods, ment 
GAOHEHsU-MO 

DRAFT 
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io Ibe sage's caaca ttgta^ mtA m 

tnortndityaodawct̂ âdiâ aeoQfidoitialmdpô  

Jn m efibrt BO csubBdi aooc dê ce of aationd ttuftcariiy in tbe ares of medical reooi^s, 

privncy, HIPAA rocpirea thai, uokw the Con̂ eaa cneota a beaUbpnvacy kwcanftliâ ttg 

standaida for the (dccteomc exchange of ofimnabon by Aî net 21» 1999, tbe Stueuuyiof HHS 

must proomlgate health privacyrefalatwna withm the fbHowing 6 months. The piQpo4ris ' '-̂  

Congesa is considwingdiflrr in ihe extern t 

i ' . . . 

i 

and HCFA's 

officials believe aU 

of ibe Medicm program haa not ben hindaed because HQFA 

oc p̂ rmort ymyoeea, and a frdwal ttatute reQuiied snch disctaBire. HCFA offirials 

wldutthMitwouldtclyontheSupK<macyaanwoflheU ,̂Consdt»tkinloaral̂  

an. vi, d 2. IheSapNaKCeanbu 

Ht8t32 
BfeKiaknlWptfaoaa. 

i GACVBEBS 9-140 
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DRAFT 
HCFA officials toU m Hal where tafenutian i* oot critical to HCFA cpmittî HH^pobcx is 

io respect nd abide by state laws That pmvidc greater protection fbr records than would 

odxxwisebemtaixedby fedexallaworreiuladon. For csaqilc, wtaca thc states of Cah&raU 
j 

nd Waddn̂ eQ notified HCFA thai the laws in their respective states did not authoria the 
i 

disclosure of diagnostic infimnsion related to HIV/AIDS and STDs, HCFA changed t̂ e system 

used to collect and nalyze ceortain mining home infixmation by allowing states to widiioM 

diagnostic infonnation collected about HIV/AIDS and STDs to their nursing hrane padents.'1 

HCFA offidab told us that as many as 19 states have exercised this option by blanking; out 

HTWAIPS or STD identifiable codes before suhnrimng the reqaisUc infonnation to HCFA. 

• • •••• •••• ! 
and STDa for nursing bone padcats has not generally affiaSed its operations. They sail that 

when tbe agency developed its prospective payment system for skilled nnning&cilme*,Udid 
! 

not use dtfa on benefidariea with fflV/AIDS and STDa in noising homes in setting nurpg 

home payment rates. Since HCFA begin phasing in d* skilled mnsegteflifypteqpecjtive 

peymatf iystem in 1998, however, the agency has recdved requests for ̂ dttkmalpayr̂ ett fiom 
i 

providers who case for HIV/AIDS patients. HCFA officials acknowledge that the agency sow 

needs so here better fnfbnnatioa on this population aa it refines tte new payment systeakftr 

ddDed nutaing fodhdes to ensue that beneficiaries with HIV/AIDS receive the kvd 't 
reqnirod and that rates aro adcqoate to provided that caro Similarty, HCFA officiala|tokl us 

i 

thai the agency will require diapmstic infonnadon as it refines hs other payment sysmds. 

""KiiiTTel" LiSIa""^^Sg.? 1"'*^to^«Mi«ofagri^bn^«iriten>Tbe 

DRAFT 
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DRAFT 
CONCLUSIONS 

ID in rote « admimtfrator nd wtmec of the nttion'B Medicare prognm, HCFA Vtt̂ coQeei 

nd TTT*'***<''II pcnonatty identifiable mfenwiTn on fwiHintw of beneficiaries n> effectivciy 
l 

cpcntcandtnanfetbepiDgnDn. In additioo, HCFA and others nqntfe Una inlbnnahofl fbr 

essential resetrch activities that can lead to improvements in tfac nation's haalth care aecess. 
i 

fiaaoctDgsndqnalicy. As the steward ofthis confidential inftnnation, HCFA must balance 
i 

privscy concern* of its bcocfidaries with its need to eHectively manage die program. It mutt 

keep a individual's health infbnnatxon safe fiom inappropriate disclosure 

In canyiug out this lesponsibility, HCFA hat implemented pohdes and piacticca that arc 

cmristm with die Privacy Act and OMB guidance to induce die likelihood of inappropnatc 

or inadvertent diselosuics. In addition, HCFA't protections may be sucugthened by ita û oit 

cstablisfameei of a Beneficiary Confidoitiality Board and actions taken in roponsc to OMB 

gaidance to reevaluate the relevance and necessity of personally identifiable mfinmanen 

maintained on indrvi&ials. However, SS thc HHS OIG reported. HCFA contkmes to ĥ ft 

vulnerabilities in is fcifcnttaiionmaoagemsnt systems. In additioo, HCFA has not 

cnnsinenflymonitoted ita imiinliMi' saftgnatds fcrptoteclieg cnnfidential infbimtfipn. As 

a resolt, evax though few coaplaints have been made to date, confidential medical j 

infbnnstton may be at risk. We ttcognize diat HCFA, consisteni with priorities set fotth by 

i 
OMB, has fixueed its resources oo cowring that (he agency and its contractors are con̂ pUant 
with year 2000 comptttff rapnmneDts. Nonetheless, we bdieve that reducing the ', 
rafc34 C/wfirtritfiiHty gf HftWi InfaiMtin GA&H£isi&.l40 

DRAF 
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DRAFT 
'Hrifititt in te iobno$tiion iytffuii tnd mraxtotrng of coolMClutt n snpMlMt 

t that HCF A mat addicts. 

HQFA lacfcs Ihe ability io provide baocfidarics widi en accouidiog of what taftnnatioi t haa 

ham diadosed aboui them. The ageocy U also unabk to in&cm oversight agcxxMab̂ it 

cotain Privacy Act activitica. Inadditioo,HCFAdoesi)0thavcaEystcm CbrosooitDrin̂  
i 

organizrioos to wfaom it discloses petsooaUy idcstifiAlc i&fbnna&oo. As a result, aftjr data 

arc released to an organization, HCFA is unable to systetnnicaUy reduce the hkehhoô  of 

in̂ prapriate use of the data or identify instances of such misuse. HCFA can also do d better 

job of in&oningbaKficiaries dot their in£xmatx^ In additioo, die 

agency Should be better able to track and report on disclosures of Medicare records. Vfhon 
i 

new inftcmation is collected from beneficiaries and they arc notified ofdieirrigfatB under the 

Privacy Act, sOmc of HCFA's notifications sre inadeqnatr because they do no* tdl Mejhcare 

do so in an unclear fednon. 

i 

If HCFA woe restricted in recdving unifbnn health infonnatkmacn» d» country, it |»«ld 

adversely aflfect intcnial operations sndh as i itn anning and monitoring fbr quality aaŝ noc. 

It could atao afibct the ability of analysts in HCFA. other federal agenciea and oon- { 

v̂cuuuwualnr̂ iniTarionsio oondnct polkyanalysU and health services rescareb because of 

the difficulty of comptying with varying swe laws. If the same data demons and healh 

infermatkm woe not available fiom all stale*, it may compcondte HCFA's sbihty to conduct 

research and analysu to m̂ ptovc Medicare polioes. 
Pay 3S Coafiteulity ef Ueshb tirfairttkn GA(MiEiî a»-i40 

DRAFT 
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DRAFT 
RECOMMENDATIONS TO THE ADMINISTRATOR 

OF THE HEALTH CARE FINANCING ADMINISTRATION 

To improve HCFA'i protection of the coofiddittelity of pcaoully ufamaable Medfcue 

bQ>cfiuaymfotmitkio.wemxiiî  

idonififid in te inftnmrtoo rn^e^ 

eoDtttctort' aftputds for protecting confidential infomation; 3) develop • syaan to j 

routindymooitorodBxorgsdzationsdiatbave reoetvedpetaonaUytdauxfiablei 

on Medicare bomfieiaria to bdp ectute thai infonnation is wed only as approved and' 

iden%.in«te» ofmtsttse; 4) ensure that all agency Privacy Act notifications contaii the. 

infinmation mitdred by the Act tn . manner that is clear andinfoonadvetobeaefieiarî aad 

5) impkment a system dnt would pennit HCFA to re^ond in a timely foshtontobencfiewy 

i» othm outside HCF A as well as tJ 
i 

ion Privacy Aa activities to OMB and others. 

As agreed with your office; imlem you pobhety announce its contents enrher, wepladno 

fortherdistribulionofthUreportai^30d«ys fiom its wuedate. Atthattimcwê Uamd 

copies of this irpon to other interested congwssiwBdcommiô thcSecretavofHialdi 

and Human Sendees, the Administrator of the Heslth Cm FWinj A ^ i ^ ^ j ^ 

other interested panie>. WmwiUiimmluwpim available to othcn t̂ onievica. ! 
* * * * C g r d M - ^ o r M W b o n ^ Q A o W 

DRAFT 
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Fkne coquet me tf (312) 220-7600 if you or ygw staff hove ny quatfaMoonccmbgtfais 

Leslie GAiaoovitt 

Associate Otractoc 

Hedib Pmaodiigsod PuMk HcaWt Issoes 

i 

CnwfttniTwttty of H n M lafixmatfam OAO«ElB-99-140 
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APPENDIX I 

S00P6 AND METHODOLOGY 
DRAFT 

WefbcNMdowirakttHCFAQiicaitfnteemfe 

tkminvolviiigMedicatebcaefidades. Wcifitetvicwedagencyoffidtliand' 

ffrflmrifng •wî awfl pwawtiiliy/idqtfifiaMg healtti isfimnatioQ., We abo reviewed 

OMB gaidatte related to the I'liya^AeL We reviewed financial statement sudds of 

tva^- ^ X^ ̂  ^ T̂  and Human ' 

V/:Sm»;^'^B^f6wn^al ""^ET"*"* ̂  ^ status report and reviewed comt 

gaotei,tiona of selected state kws and bberined comments fiom agency officials aboufc thc 

t and feture effect of such lews on HCF A's mnBgnamt of tbe Medfeuie progro. 

We eeodneted ow we* fiom April through June 19» in aensdance with generally 

Caafî BeaihyQcnauk â onrciii-' 
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CAO Cnifrrti MASnff Adaawkdyote 

Uafe G, AnaoYitz (312) 220-7600 

Brace D. Uyton (202) 512-6S37 

bi idtiijcii te Iboee named above, Nancy Donovan, Bonnie L. Btown, Nile G«r«»<Lxio. 

iubaa Kbddn, Maty Reich, and Ciaig Wmalow made k̂ contribctioww This lepô v. 

DRAFT 
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RELATED 

GAO PRODUCTS 
DRAFT 

; (GAO/T-AXMD-99-214, June 22,1999) 

AIMD-99-160, Aw 27,1999) 

Fiiwriil AwtitT 1 m Txtmrii] Rfinnn fif ttr T Imtwl f̂ wa 
G«v*«in«t (GACVAiMD-99-130. Mar. 31.1999) 

•wg^hrti™ (QAQrr-AlMD>99-131, Mar. 31, 

1999) 

:(GACVT-

I (GAattEHS-99-55, Feb. 24,1999) { 

MajgrDfamfana (GAOTT-AIMÎ SO, January 20.1999) j 

:4Q CaefldtniialayotHAhh GAO«BI»49-140 

DRAFT 
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i H (GACYOGC-99-7, Jn. 1999) 

(GACyAIMD^S-284, Sept 28,1998) 

Stt(GACyAIMD-98^2. ScpL 23t 1998) 

(lOlIltf) f , , 
•t; ; ;

, V ;-..y:,.v'--

202 690 6262 P.42/42 

••. 1 i 

CMCMb0*»14(i 

i •:;,v-: 

-TOTAL P.43 

TOTAL P.43 
TOTAL P.42 



HIPAA PRIVACY REGUTATION TIMELINE 

As of July 16, slightly over half of the options papers have been reviewed. Many haye been sent 
back to thc working groups for further policy development. No preamble or regulation text has 
been drafted. 

Backing up from an August 27th delivery to the Federal Register, the following time line would 
be required: 

Wodriecflay, July ̂  - Deputies meeting about the regulation timetable 

- D r ^ n g ^ ^ y ^ ^ ^ ^ ^ ^ ^ circulated within HHS 

- Comments due back from HHS components &OO^ALX-£J<^ 

- Meeting with Secretary Shalala to resolve all disputed issues 

- NPRM sent to federal agencies for clearance 

- Comments due l>adk to HHS from agencies 

- Cabinet-level meeting to resolve all outstanding issues 

- Revise regulation per outcome of Cabinet meeting 

- Re-write complete, send to Federal Register 

- Publication in Federal Register 

Friday, July 30 

Wednesday, August 4 

Friday, August 6 

Tuesday, August 10 

Thursday, August 12 

Tuesday, August 18 

August 18-25 

Wednesday, August 25 

Friday, August 27 

Please note that this schedule is highly ambitious, and will require significant commitment by all 
Departments to achieve. 

znn/zoo'a ?HO# KOI m s 1031 HXIYSH 52*8 069 202 %V-L\ 666T.9T"anf 



HHS DATA COUNCIL 

Working Group on HIPAA Privacy Regulations \ 
Subcommittee Roster 

Last First Sub Address 

Block Abby 3 Chief, Insurance Policy and Information Division, 
Office Of Personnel Management 
Phone: (202) 606.0004 
Email: ALBlock@opm.gov 

Bobroff Rochelle 4 Office of the General Counsel 
Office of the Secretary 
Address: 7500 Security Blvd. C2-05-23 
(410) 786-8261 
rbobrofr@os.dhhs.gov 

Braithwaite Bill 1 Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Room 440D 
Phone: (202) 260-0546 
Email: bbraithw@osaspe.dhhs.gov 

Brice Ebony 0 Secretary 
Office of the Assistant Secretary for Planning and 
Evaluation 
Phone: (202) 690-7100 
Email: ebrice@osaspe.dhhs.gov 

Briggs Aimee 2 Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Room 442-E 
Phone: (202)205-8647 
Email: abriggs@osaspe.dhhs.gov 

Bruening Paula 1 Department of Commerce (NTIA) 
Phone: (202) 482-1816 
Email: PBruemng@ntia.doc.gov 

Brzostowski John 0 Office of Legislative Affairs 
Social Security Administration 
j ohn.brzostowski @ssa. go v 
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Callahan Susan 1,4 Office of the Inspector General 
Phone: (202) 205-0599 
Address: Cohen Bldg. Room 570 
Email: scallaha@os.dhhs.gov 

Chapper Amy 1 Center for Beneficiary Services 
HCFA 
Address: SOUTH Bldg., Rm. SI-04-25 
Phone: (410) 786-0367, 
Email: achapper@hcfa.gov 

Christie Delores 2 Management Analysis Officer 
Office of Program Services 
SAMHSA 
Address: Parklawn, Room 13C-12 
Phone: (301)443-8859 
Fax: (301) 460-7505 
Email: Dchristi@samhsa.gov 

Cirrincione Ross 3,4 Office of the Assistant Secretary for Public Affairs 
Address: Humphrey Building Rm. 645F 
Phone: (202) 690-7453 
Email: rcirrinc@os.dhhs.gov 

Claxton Gary 0 Deputy Assistant Secretary for Planning and Evaluation 
(Health Policy) 
Address: Humphrey Building, Rm. 442E 
Phone: (202) 690-6870 
Email: Gclaxton@osaspe.dhhs.gov 

Conrad Carol 1,4 Office of General Counsel, PH Division 
5600 Fishers Lane, Room 4A-53 
Rockville, MD 20857 
Phone: (301)443-2006 
email: cconrad@psc.gov 

Crank Dena 0 Chief, Professional Relations Branch 
Office of Disability, Division of Disability Process 
Policy 
Social Security Administration 
Phone:(410)966-8198 
Email: Dena.Crank@ssa.gov 

Davis Jeff 2 Office of General Counsel 
Email: jdavis2@os.dhhs.gov 
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Davis Ruwanda 2 Federal Bureau of Prisons 
Freedom oflnformation and Privacy, OGC 
320 First St. NW 
Washington DC 20534 
Phone: (202) 514-6655 
Email: RHDAVIS@BOr.GOV 

Daynard Matt 1 Federal Trade Commission 
mdaynard@ftc.gov 
(202) 326-3291 

Dewaal Ian 3,4 Senior Counsel 
Dept. of Justice - Criminal Division 
Phone: (202)514-0669 
Fax: (202)514-6118 
Email: Ian.DeWaal3@usdoj.gov 

Dorsey James 2 Center for Health Plans and Providers 
HCFA 
Address: CENTRAL Bldg., C4-15-00 
Phone: (410) 786-1143 
Email: jdorseyl@hcfa.gov 

Drew Glen 3 Senior Policy Analyst 
FDA 
Address: Parklawn Bldg., Rm. 1522 (HFY-20) 
Phone: (301) 827-1695 
Email: gdrew@oc.fda.gov 

Eden Donna 1,4 Office of the General Counsel 
Office of the Secretary 
Address: 7500 Security Blvd. C2-05-23 
Phone: (410) 786-8859 
Email: deden@os.dhhs.gov 

Espinosa Diana 0 Office of Management and Budget 
Phone: (202) 395-7790 
Email: Diana_Espinosa@omb.eop.gov 

Fanning John 2,3 Privacy Advocate 
Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Rm. 440D 
Phone: (202) 690-5896 
Email: Jfanning@osaspe.dhhs.gov 
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Fischbach Ruth 3 Senior Advisor for Biomedical Ethics 
NIH - Office of Extramural Research 
Building l,Room 158 
1 Center Drive, MSC 0152 
Bethesda, MD 20892-0152 
Phone: (301)496-141-1 
Fax: (301) 402-7062 
Email: rlfisch@nih.gov 

Fitzmaurice Michael 3 AHCPR 
Address: EOC, Rm. 600 
Phone: (301) 594-3938 
Email: Mfitzmau@AHCPR.GOV 

Friedkin Dawn 1 Department of Commerce 
Phone: (202) 482-0074 
Email: DFriedkin@doc.gov 

Golub Melinda 4 Office of the Inspector General 
Cohen Bldg., Room 5527 
(202) 205-9428 
mgolub@os.dhhs.gov 

Gottfried Kate 3,4 Senior Policy Advisor 
Office of Public Health and Science 
DHHS - Room 738G 
(202) 401-0735 
Email: Kgottfried@osophs.dhhs.gov 

Hastings Bob Social Security Administration 
Email: bob.hastings@ssa.gov 

Heimlich Judith 1,2, 
3,4 

Department of Labor 
Health Care Task Force 
(202)219-7222 ext. 2177 
email: heimlicj@pwba.dol.gov 

Hennessey Dorothy 2 Chief MHSAIS Security Program 
OASD (HA), TMA 
5109 Leesburg Pike, #508A 
Falls Church, VA 
Phone: (703) 681-3983/8787 
Email: Dorothy.Hennessey@tma.osd.mil 
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Hodahkwen Lance 2 IHS 
12300 Twinbrook Pkwy, Suite 450 
Rockville, MD 20837 
Phone: (301)443-5938 
Email: Lhodahkw@hqe.ihs.gov 

Kaneshiro Julie 3 NIH - Office of Science Policy 
Address: Bldg. l,Rm. 218 
Phone: (301) 496-0786 
E-mail: KaneshiJ@od.nih.gov 

Kaszynski Mike 2 Insurance Policy and Information Division, 
Office Of Personnel Management 
Phone: (202) 606-1994 
Email: mwkaszyn@opm.gov 

Kelly Richard 1 Federal Trade Commission 
rkelly@ftc.gov 
(202) 326-3304 

Langer Pamela 3 Office of Inspector General 
Cohen Building, Room 5527 
(202) 205-0563 
planger@os.dhhs.gov 

Lease Ken 4 Insurance Policy and Information Division, 
Office Of Personnel Management 
Phone: (202) 606-0004 
Email: kenlease@opm.gov 

Levario Andrea 1 Office of the Assistant Secretary for Legislation 
Address: Humphrey Building Rm. 405H 
Phone: (202) 690-7538 
E-Mail alevario@os.dhhs.gov 

London Paul 1 Department of Commerce 
14,h & Constitution Ave., NW, Rm 5039 
Email: plondonl@doc.gov 
Phone: (202) 482-4730 
Fax:(202)482-3610 

Mac Arthur Anne 1 Office of the Inspector General 
Phone: (202) 205-9404 
Address: Cohen Bldg, Rm 5570 
E-mail: amacarth@os.dhhs.gov 
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Millas Barbara 0 Assistant Director, VHA Health Information Program 
1 Jefferson Barracks Drive 
St. Louis, MO 63125 
Phone: 314-894-5790 
Fax: 314-845-5099 
Email: Barbara.Mi!bs©med.va.gov 

Morgan Gaylee 0 Office of Management and Budget 
NEOB 7002 
Phone: (202) 395-4908 
Fax: (202) 395-5648 
Email: Gaylee_L._Morgan@omb.eop.gov 

Moushegian Vahan Department of Defense 
Email: moushegv@osd.pentagon.mil 

Oslik Norman 1 Office oflnformation Resources Management 
Office of the Assistant Secretary for Management and 
Budget 
Address: Humphrey Building, Rm. 53IH 
Phone: (202) 690-8685 
Email: noslik@os.dhhs.gov 

Pagels Mike 2 Center for Beneficiary Services 
HCFA 
Address: SOUTH Bldg., SI-04-24 
Phone: (410) 786-5759 
Email: mpagels@hcfa.gov 

Peddicord Joan 2 Social Security Administration 
Office of the Commissioner 
Disability Redesign 
Phone: (410) 966-6491 
Email: joan.peddicord@ssa.gov 

Pepper Michael 0 Office of the Assistant Secretary for Planning and 
Evaluation 
200 Independence Ave. SW, Room 447D 
Phone: (202) 401-7367 
email: mpepper@osaspe.dhhs.gov 

Perry Kim 0 Office of Personnel Management 
Email: kwperry@opm.gov 

Pestaina Kaye 0 Department of Labor 
Email: PestainK@PWBA.DOL.GOV 
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Pirt Nancy 3 FDA 
Address: Parklawn Bldg., Rm. 1522 
Phone: (301)827-1697 
Email: npirt@oc.fda.gov 

Powell Mechelle Office of the Chief Information Officer 
Veterans' Administration 
Phone: (202) 273-6926 
Email: Mechelle.Powell@hq.med.va.gov 

Rose Bonnie 1 Insurance Policy and Information Division, 
Office Of Personnel Management 
Phone: (202) 606-1919 
Email: brrose@opm.gov 

Rovin Lisa 0 Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Room 43IE 
Phone: (202)690-7800 
Email: lrovin@osaspe.(lhhs.gov 

Rumore Joy 2 U.S. Navy Medical Information Management Center 
8901 Wisconsin Ave, Bldg 27 
Bethesda, MD 20889-5605 
Email: Jrumore@us.med.navy.mil 
Email: Joy.Rumore@tma.osd.mil 

Sanches Linda 1 Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Room 442-E 
Phone: (202) 690-7233 
Email: lsanches@osaspe.dhhs.gov 

Scanlon Jim 1 Office of the Assistant Secretary for Planning and 
Evaluation 
Address: Humphrey Building, Room 440D 
Phone: (202) 690-7100 
Email: jscanlon@osaspe.dhhs.gov 

Sheehan Sharon 1 Regulatory Counsel 
FDA 
Address: TW Bldg., Rm.517 
Phone: (301) 827-0412 
Email: ssheehan@ora.fda.gov 
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Slade Shelly 3 USDOJ, Civil Divison 
Room 9030 Patrick Henry Building 
601 D Street N.W. 
Washington, D.C. 20004 
Phone: (202) 307 0264 Voice 
Fax: (202)616 3085 Fax 
Email: Shelley.Slade@usdoj.gov 

Somers Debbie 1 Office of the Commissioner 
Disability Redesign 
Social Security Adminstration 
Phone: (410) 966-8365 
Email: Debbie.Somers@ssa.gov 

Stewart Frances Program Director, Patient Advocacy/ Medical Ethics 
Office of the Assistant Secretary of Defense 
(Health Affairs) 
Phone: (703) 681-1703 ext. 5214 
Fax: (703) 681-3658 

Stockdale Tim 1,2 U.S. Marshals Service - Medical Records 
Bldg CS-3, Suite 200 
600 Army-Navy Drive 
Arlington, VA 22202 
Phone: (703)416-8392 
Fax: (703) 603-9156 
Email: Tim.Stockdale@usdoj.gov 

Stone Walter 1,2 Office oflnformation Services 
HCFA 
Address: NORTH Bldg., N2-20-16 
Phone: (410)786-5357, 
Email: wstone@hcfa.gov 

Sullivan Jeanne 1 Federal Trade Commission 
jsullivan@ftc.gov 
(202) 326-3160 

Townsend Jessica 2 Office of Planning, Evaluation, and Legislation 
HRSA 
Address: Room 14-36, Parklawn 
Phone: (301) 443-0371 
Email: jtownsend@hrsa.dhhs.gov 

July 19, 1999 (10:10AM) 
PageS 



Tress Deborah 3 Office of General Counsel - CDC 
Address: 1600 Clifton Road, NE MS D-53 
Atlanta, GA 30333 
Phone: (404) 639-7206. 
Email: dew3@CDC.GOV 

Turner Amy 1,2, 
3,4 

Department of Labor, Health Care Task Force 
Room N5677 
Phone: (202)219-7222 x2715 
Email: Tumera@pwba.dol.gov 

Waldman Priscilla 2 Center for Health Plans and Providers 
HCFA 
Address: NORTH Bldg., Rm. N2-19-18 
Phone: (410) 786-1936. 
Email: pwaldman@hcfa.gov 

Werner John 2 Privacy Act Officer 
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July 21,1999 

Madam Chairwoman, ranking Member Vento, and members of the 

Committee, I am pleased to have this opportunity to present the Administration's 

views on the protection of personal financial information. I know that this issue 

has been one of great importance to members of this Committee. 

Privacy has been a cherished right to Americans since the founding of our 

nation. Originally, the idea was predominantly one of privacy from governmental 

interference: privacy in one's home and one's person. The citizenry's fear of 

governmental intrusions on privacy was rooted partly in American history — our 

rejection of tyranny - but also in practicality. Businesses had neither the means 

nor the incentive to invade one's privacy. 

But over time, the notion of privacy has evolved. The right is no less 

cherished, but the threats to it are new. When, a century ago, Louis Brandeis 
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famously enunciated privacy as a 'tight to be let alone," he was referring to privacy 

from the press. 

Today many Americans increasingly feel their privacy threatened by those 

with whom they do business. In particular, financial institutions are able to 

consolidate information about spending and investing habits. Americans want the 

ability to earn and spend their money without having to expose their lives to those 

who process their transactions. Americans deserve that right. 

For much of our history consumers were justifiably confident about their 

financial privacy. Most of their day to day transactions were conducted in cash. 

They obtained financial services from local firms. Records were kept on paper 

ledgers rather than in computers. A small town banker, a local securities broker or 

an insurance agent knew the customer's financial circumstances and tolerance for 

risk, to best offer a loan or advice. Yet customers were confident that the banker, 

broker or insurance agent would not share that information. Doing so would have 

been considered a breach of personal trust. That confidence is understandably 

lacking today. 

The first cracks in that confidence began to appear in the late 1960s, as 

unprecedented amounts of credit information were collected in new, national 

databases. Congressional hearings revealed that too many credit files contained 

inaccurate and damaging information, and that consumers often had no way to 

correct errors that could lead to a denial of credit. 
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The resulting Fair Credit Reporting Act of 1970 was the first federal law 

directed at financial privacy. The Act required customer consent before credit 

report information could be distributed, granted individuals access to their credit 

histories and the ability to correct errors. And it recognized that customer should 

have notice and the ability to opt out of certain information transfers — be it with 

third parties or among affiliates. [Under the Fair Credit Reporting Act, however, 

there are no limits on sharing infonnation about consumers' transactions with a 

firm, unless such information is aggregated at a credit bureau. Thus, financial 

institutions currently are able to treat what a person buys with checks and credit 

cards as information belonging to the institution, and are free to sell it.] move? 

Much has changed since the Fair Credit Reporting Act was passed in 

response to the mamframe computers of the 1960s. We are in the midst of three 

important and significant transitions: a technological revolution, industry 

consolidation, and a move away from cash towards electronic transactions. 

Today, an ordinary desktop computer is significantly more powerful than the 

mainframe of 30 years ago. Vast amounts of information can be stored, sorted, 

manipulated, and analyzed at lower and lower costs. Advances in 

telecommunications allows for this mformation to be sent virtually anywhere on 

the globe in a fraction of a second. Financial services firms are spending billions 

per year to further enhance their technologies. 

A second key change is the growing integration and consolidation of 

financial services providers. Interstate banking and branching has allowed banks to 
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grow larger than ever before, and the removal of regulatory restraints have allowed 

banking organizations to offer insurance and securities products. Even those 

smaller banks that have avoided consolidation often broaden their services by 

contracting with other financial services providers. At the same time, insurance 

companies are offering deposit products, and investment banks are in the lending 

business in a major way. 

This consolidation has brought benefits to consumers, in the form of 

operating efficiencies, new products, and better prices for customers. But the 

desire of large, integrated financial services firms to profit from their scale and 

cross-sell their products has created a powerful incentive to mine consumer data for 

a competitive advantage — potentially appropriating personal information as a 

business asset. Consolidation and technology have also allowed the relationship 

between financial institutions and their customers to become increasingly 

impersonal. Fewer customers walk into branches to deal with a personal banker, 

as more customers drive up to ATMs or log onto the Internet. 

Third, there is an increasing use of electronic means of payments and 

receipts. Americans increasing use of credit cards, debit cards and (more recently) 

electronic bill payment in lieu of cash now allows financial services companies to 

collect a far greater amount of infonnation. Direct deposit now means that a bank 

knows not only what you spend but how much you earn, and from whom. 

A generation ago, financial privacy meant keeping secret your salary, your 

mortgage and loan balances and your net worth. Today, financial privacy means 
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keeping secret your entire way of life. The typical credit report in 1970 would have 

shown only that a customer had received a total of, say, $5,000 of credit, and had 

repaid it on time. The credit card records of 1999, by contrast, can list each and 

every purchase ever made by that customer, sorted by date, location, and other 

details. Furthermore, if credit card companies work together with merchants, then 

the level of detail can become even more refined - each dish ordered at a 

restaurant or each book title bought at a store. 

Taken together, these three trends — technology, industry consolidation, and 

the movement from a cash to electronic payment and receipt system ~ are the 

means, motive, and opportunity for financial services firms to mine consumer 

information for profit. Our challenge, therefore, is to protect the privacy of 

consumers while preserving the benefits of competition and innovation. 

On May 4, the President outlined the Administration's Financial Privacy 

and Consumer Protection in the 2r t Century" initiative. Protecting financial 

privacy led the list of key principles for consumer protection. 

• First, the President recommended enactment of legislation to provide 

consumers notice and choice before their financial mformation is shared or 

sold - the right to say "no." 

Central to this policy is the idea that the self-portrait painted by one's 

financial information belongs to the consumer, not the financial institution 

that processes the transactions. 
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[Second, the President stated that consumers should not have to worry that 

the results of their latest physical exam will be used to deny them a home 

mortgage or credit card. As banks and insurance companies merge, lenders 

potentially can gain access to the private medical information contained in 

insurance forms. The President therefore recommended legislation that 

would impose special restrictions on sharing medical information within 

financial conglomerates and with third parties, consistent with the 

Administration's overall plan for protecting medical privacy.] 

• Third, the President called for giving regulators broader authority to monitor 

compliance with privacy protections. Under the Fair Credit Reporting Act, 

for example, banking regulators generally may not examine banks for 

compliance with this statute, as they do for other consumer protection 

statutes. Surely there is no compelling reason for treating privacy less 

seriously than other statutory consumer protections. 

When the President announced this agenda in May, some may have viewed 

his proposals as ambitious. Only two months later, however, the policy of notice 

and choice is gaining momentum. Presidential leadership, and the leadership of 

members of this Committee and the House, has sparked a debate on this issue that 

has educated policy makers and produced dramatic results. Most recently, the 

House of Representatives with overwhelming bipartisan support provided notice 

and choice before infonnation can be shared with third parties. The House 

provided the enforcement mechanisms sought by the President. It also recognized 

the need to protect medical privacy, and generally prohibited the use of so-called 
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"pretext calling" ~ although in these two areas, significant revisions are needed. 

Acceptance of the idea of notice and choice is an important step in protecting 

financial privacy. For adequate privacy protections, however, consumer choice 

over third party sharing must be the floor, not the ceiling. We must move forward 

to consider how consumers can exercise choice over sharing within financial 

conglomerates especially conglomerates which, under H.R. 10 and S. 900, 

would be able to engage not just in financial activities, but also activities 

"incidental" and "complementary" to such financial activities. And we must 

consider how to make any privacy protection regime workable. With that in mind, 

I will address five basic issues that we believe the Congress ought to consider as it 

moves forward with financial privacy legislation: what information such 

legislation should cover; what notice is appropriate; what choice is appropriate; 

what exceptions may be appropriate from notice and choice; and how any privacy 

regime is to be administered. 

Madam Chairwoman, you also requested that I discuss various privacy 

issues relating to the privacy practices of state governments and the federal 

government, and of the Treasury Department itself. I am attaching as an appendix 

a discussion of those issues not discussed in my testimony. 

Scope 

The first issue is what financial infonnation should be protected. For reasons 

stated earlier, the limited protections of the Fair Credit Reporting Act are no longer 
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satisfactory. Transaction and experience data must be protected. [Personal or 

customer data protection must be enhanced as well.] Information held by any 

company engaging in financial activities, broadly defined should be protected. 

H.R. 10 adopts this sound approach. If a credit card company wishes to sell a 

customer's data, for example, the customer should have the same rights regardless 

of whether the card is issued by their insured depository institution or comes from a 

commercial enterprise like a department store or a phone company. 

We must consider, though, a future where financial infonnation may be 

consolidated — and potentially mined - at non-financial firms. Many of us already 

provide a list of our assets to Internet web sites, where daily performance can be 

monitored. Consumers might be surprised to leam that a list of stocks held at an 

Internet brokerage site is considered confidential, but a list of stocks at a portal may 

be freely sold without notice or consent. 

Eventually, Congress may want to look beyond financial privacy. Like 

financial institutions, booksellers and other retailers can build considerable 

databases and, under current law, sell them without customer knowledge or 

consent. Your on-line bookseller may not only knows what books you read, but 

what books you considered buying, where you vacation, what music you listen to. 

The Administration continues to support efforts at self-regulation. Industry efforts 

over the past year have been impressive, but they still have a long way to go. We 

will want to continue scrutiny of these non-financial areas. 
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Notice 

Notice is fundamental to privacy protection. The Administration believes 

that every financial institution should establish and disclose a privacy policy that 

encompasses infonnation sharing with both affiliates and third parties. Disclosure 

of an institution's information practices is a precondition to consumers choosing 

how their information will be used, or choosing to do business elsewhere. 

The Administration believes that a clear and conspicuous notice should be 

provided before a customer opens an account and at least annually thereafter. The 

contents of the notice must be sufficient to inform the customer of the uses that will 

be made of their information and to whom it will be transferred. 

That said, the exact contents of a notice may be best left to a rulemaking 

process where public comment can be solicited, as provided for in H.R. 10. 

Choice 

The next issue is that of choice. Under what circumstances should a 

customer be able to restrict the uses a company makes of their data. The 

Administration believes that consumers should have the choice to opt out, that is 

prohibit, the use of their data by both third parties and affiliates. The practicality of 

notice and choice has been proven through the implementation of the Fair Credit 

Reporting Act. The FCRA has given consumers the right to notice and the 

opportunity to opt out before a company shares the consumer's credit information 
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with either an affiliate or a third party. We are simply recommending expanding 

the scope of the information covered. Financial firms have the ability to make this 

change. U.S. Bankcorp, in response to a suit brought by the Minnesota Attorney 

General, has agreed to notice and opt out before transaction and experience data 

can be shared with affiliates for direct marketing purposes and with unaffiliated 

third parties for purposes of marketing financial products or services of the 

unaffiliated third party, [ck 

Nonetheless, some have contended that customers need not have choice over 

information sharing because they possess the ultimate choice: the ability to take 

their business elsewhere. 

We believe that the idea that customers will be able to "vote with their feet" 

on financial privacy is generally unrealistic. Changing one's bank or broker is not a 

simple matter. It requires a considerable investment of effort and time, as one 

checking account must be run off as another is created, as direct deposit orders 

must be reissued, as checks must be reprinted, as new codes must be memorized, as 

stocks must be transferred. It is a change that most of us make only when we are 

extremely dissatisfied with our current circumstances. 

For that reason, the Administration believes that choice must be guaranteed 

by law. In general, we support the notice of "opt out" choice — that the sharing 

may occur so long as the customer is given notice and the opportunity to object. In 

some cases, with particularly sensitive information, an t>pt in" may be appropriate. 

We also believe that these choices should not be circumvented, as H.R. 10 would 

10 
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allow them to be circumvented, by allowing the financial institution or an affiliate 

do the marketing itself, on behalf of the third party. 

[Need to make case for affiliate opt-out] 

Exceptions 

While the Administration is firmly for choice, there is also a need for 

balance. There are some types of information sharing where customer choice may 

not be appropriate ~ where allowing customers to opt out of information sharing is 

counterproductive or too costly. The most obvious case is sharing of information 

with appropriate law enforcement authorities. Another example is the sharing of 

information in order to facilitate the processing of individual transactions. 

Other types of information sharing are more difficult. In approaching any 

exceptions and the general policy of choice, we think three questions are 

appropriate. 

• First, what is the consumer's reasonable expectation of privacy? This in turn 

largely depends on the type and sensitivity of the information. Most people 

expect that their finances will be processed efficiently - even if by third 

parties - but not that anyone processing the data will be able to leam how 

they live their lives. They also don't expect that infonnation to be sold 

without their consent. 

11 
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• Second, what is the purpose of the transfer? Does it directly benefit the 

consumer or mostly just the company? Is the company using the 

information to directly serve the customer, or is the company primarily using 

or sharing the customer's information for another purpose? 

• Third, what are the costs of allowing choice? Does it significantly(I) disrupt 

the functioning of the enterprise, (ii) raise costs to consumers or (iii) disrupt 

markets? 

Any decision should be based on a balance of these factors. The Administration 

strongly believes that in most cases the balance counsels for choice, whether the 

sharing be with a third party or an affiliate. 

Perhaps the clearest case for choice is in the area of medical privacy. 

Although a company may have economic incentives to share medical infonnation, 

no consumer expects that in consenting to a physical examination for an insurance 

policy, they are endangering their ability to obtain credit or employment. For that 

reason, the Administration favors strong restrictions on the ability of any company, 

including insurance companies, to transfer medical information. We strongly 

opposed, however, the medical privacy provisions of H.R. 10. While appearing to 

provide greater protections than under current law, those provisions would in fact 

create uncertainty about the Department of Health and Human Services authority to 

establish stronger protections for customers of financial services companies, and 

dimmish the chances for comprehensive legislation. H.R. 10 contains significant 
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exceptions that would, for example, allow re-use of medical infonnation by 

companies with whom the information is shared, preempt state law, allow consent 

to sharing to be coerced, and allow significantly more sharing under the label of 

"research" than current practice allows or future regulations would likely permit. 

The sale of marketing information to a third party or using such 

information on behalf of a third party — also appears to be a clear case where no 

exception is appropriate. A consumer doing business with a financial institution 

would not expect the information generated through that relationship be sold for 

unrelated, especially non-financial, purposes. In such a case, the financial 

institution would be selling the information primarily for its own profit, not the 

customers. 

In some cases, though, the case for an exception maybe stronger. Financial 

services firms may wish to provide customers a consolidated account statement 

including accounts from different affiliates within the organization. Here, the case 

for an exception from "opt out" appears appropriate. Customers could reasonably 

expect to have their financial information presented to them in a comprehensive 

way; the consolidated statement is done for the convenience of the customer, and 

the customer is able to correct any errors; and the cost of requiring separate 

mailings for each account could be considerable. 

Other cases present more difficult tradeoffs. For example, with respect to 

risk management, one could conclude that a customer who has defaulted on one 

loan from a financial organization should not reasonably expect to be able to shield 
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that information from an affiliate considering a second loan. Allowing the 

information to be shared protects the depository institution from loss, and should 

result in lower prices for creditworthy borrowers. The same also could be said of 

information on the timeliness of a customer's payments to the institution (assuming 

that the customer receives notice that such infonnation sharing is occurring and has 

access to and the ability to correct such information). 

The idea that a sister bank could, however, deny a loan because a consumer's 

credit card reveals risk-taking behavior — say, the recent purchase of a skate board 

or a sports car — is far more troublesome. Thus, any information about where a 

consumer is spending money, or the puiposes for which the consumer is obtaining 

credit, should remain subject to notice and opt out. How we live our lives, what we 

believe, the choices we make ~ all of these very personal pieces of information 

should not be shared without our consent. 

[Do we need anything on exceptions in H.R. 10?] 

The Need for Regulatory Flexibility 

Each of the issues we have just discussed is complicated, and the answers 

may well change as technology and business practices advance. The complexity 

and uncertainty of the task at hand suggest two further points. 

First, we should allow many of the details to be worked out by the regulators 

that know the financial services industry best, after taking into account public 

14 
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comment. The agencies that examine financial services firms and follow industry 

trends should be responsible for writing and enforcing privacy rules. 

Second, a transition period may be appropriate so that financial institutions 

can reprogram their systems to take account of customer choices. Any such 

transition should extend beyond the end of this year, as programming resources are 

currently focused on the Y2K problem. 

Conclusion 

Thank you for allowing me to appear today on an issue of such importance 

to the Administration. I welcome your questions. 
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Dear Colleague: 

The medical privacy provision in H.R. 10 restricts disclosures of customer health and 
medical information by insurers. 

Some concerns have been raised about the exceptions to the opt-in policy. I would like to 
take this opportunity to define some of the terms found in the exceptions and dispel the 
misinformation that is being circulated regarding these provisions. 

Under current law, an insurance company obtains medical record information only with 
an individual's authorization. The medical privacy provision in H.R. 10 relates to how an 
insurance company shares the data after it has acquired it. The provision states that 
insurers can only disclose this information with an individual's consent except for 
limited, legitimate business purposes. These provisions would apply to all insurers who 
are currently engaged in the insurance business, and who have millions of contracts in 
force right now. Without these exceptions, these insurers would no longer be able to 
serve their customers. 

The exceptions include ordinary functions that insurance companies are already doing in 
their day-to-day business. Such operations include: 

Underwriting: Insurers use health information to underwrite. The price someone pays 
for insurance is based in part on an individual's state of health. Insurers gather medical 
information about applicants during the application and underwriting process. 
Underwriting is fundamental to the business of insurance. During the underwriting 
process, an insurer may use third parties, such as labs and health care providers to gather 
health information and/or to analyze health information. The insurer may also use third 
parties to perform all or part of the underwriting process and must disclose information to 
these third parties, such as doctors or third party administrators, so that they can enter 
into the contract in the first place. 

Reinsuring Policies: Insurance companies sometimes assume a "risk" and then further 
spread the risk by "reinsuring" a policy. While often a "reinsurance" arrangement is 
made at the initiation of a contract, there are also times when reinsurance occurs after the 
policy is issued. The reinsurer needs access to the first insurer's underwriting practices 
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as part of its due diligence. Without this language, the wheels of the reinsurance industry 
could literally grind to a halt. 

Account Administration, Processing Premium Payments, and Processing Insurance 
Claims: In order to pay a claim for benefits, the insurer has to process the claim. This is 
a basic business function. These activities are the very reasons an individual signs up for 
a policy in the first place. Companies may use third party billing agencies and 
administrators to process this information. A company that doesn't today, may 
tomorrow; and we need to ensure that they can, so that consumers can be served. 

Reporting, Investigating or Preventing Fraud or Material Misrepresentation: There 
are certainly times when individuals may not want to disclose all of their health 
information for valid reasons. However, there are those that may try to hide health 
information relevant to whether a policy would be issued or what would be charged for 
that policy. For example, nonsmokers usually pay less for insurance than smokers. On 
the other hand, i f you have a chronic illness your premium may be higher. If an 
individual is engaged in fraud of material misrepresentation, it is highly unlikely that they 
would give their consent so that the insurer could disclose this information, for example, 
to its law firm to undertake an investigation of the matter or to the insurance 
commissioner or other appropriate authorities. 

Risk Control: Credit card companies and other financial institutions involved in billing, 
conduct internal audits to ensure the integrity of the billing system. During this process, 
the company verifies that merchants, credit card holders and transactions are legitimate. 
These audits are done on random samples in which transactions dealing with medical 
services are not segregated or treated differently from other types of transactions. 
However, i f this exception were not included, the company would be prevented from 
verifying the validity of transactions dealing with medical services. This would open the 
door for much fraud and abuse or the inability for consumers to write checks or use credit 
cards to pay for medical co-payments. 

Research: Insurers do research for many purposes. For example, life insurers will do 
research related to health status and mortality to help them more accurately underwrite 
and classify risk. This provision is needed so that insurers can continue to do research. 

Information to the Customer's Physician: This exception is necessary to allow insurers 
to release information to an individual's physician. For example, during the underwriting 
process, an insurer may conduct blood test on an applicant. If the blood tests indicate that 
there may be something wrong, the insurer needs to be able to share the information with 
the individual's designated physician or health care provider so that they, together, can 
determine the best course of treatment. 

Enabling the Purchase, Transfer, Merger or Sale of Any Insurance Related 
Business: No one has a crystal ball. A company does not know in advance when they 
will engage in these activities. It would be impractical i f not impossible to obtain the tens 
of thousands of authorization forms signed and returned to the company so that a 



company could purchase, transfer, merge or sell an insurance related business. Without 
this language, companies will not be able to serve their customers by forging new 
business frontiers. Since the privacy provision covers all insurance companies, the 
purchasing company will have to abide by the same restrictions as the original company. 

Or as Otherwise Required or Speciflcally Permitted by Federal or State Law: There 
are some states that require or specifically permit the disclosure of medical information 
by insurance companies. For example, a company may have to disclose health 
information to a state insurance commissioner so that the commissioner can determine i f 
the company is complying with state law banning unfair trade practices. A company may 
have information that would help the police in an investigation where they suspect an 
individual has murdered someone in order to collect life msurance benefits. This 
language is necessary for these and other important public interests. 

I hope that this brief explanation of the exceptions to the strong "opt-in" provisions of the 
medical privacy provisions of H.R. 10 clears up some misperceptions. During floor 
debate, I said I would work to include explicit language stating that this provision does 
not prohibit the secretary of HHS from issuing regulations on medical privacy as 
specified by HIPAA. 

Furthermore, I hope consensus can be achieved on a comprehensive medical privacy bill. 
However, I remain convinced that as new financial services entities that combine 
banking, securities and insurance are created by H.R. 10, it is important that personal 
health data can be shared inside, or outside, the company only with the patient's 
permission. That is what the Ganske Amendment did. 

I f you need additional information, please contact Heather Eilers at 5-4426. 

Sincerely, 

Greg Ganske 
Member of Congress 


