MAY-B1-2088 15:83 OMB/LRD 282 395 3130 P.81

OFFICE OF MANAGEMENT AND BUDGET ‘

Legislative Reference Division
Labor-Welfare-Personnel Branch

TO: 2’54 lﬂZdZ

7

FROM: Robert J. Pellicci
Phone #: (202) 395-4871

Fax#: = (202)395-6148
_E-Mail:  Robert_J._Pellicci@omb.eop.gov

Number of Pages (including cover page): \/b

Date: 5- // Time: _% 70 M~

Comments:

@L //’) Lyt (\/w% Ny




MAY-@1-2008 15:a3 OMB-LRD 202 39> 3130 P.a2

[GCL DRAFT 4/13/00]

The Honorable J. Dennis Hastert
Speaker of the House of Representatives
Washington, DC 20515

Dear Mr. Speaker:

Enclosed for the consideration of the Congress is the Administration’s draft bill, the “Intemet
Prescription Drug Sales Act of 2000". The bill would amend the Federal Food, Drug, and
Cosmetic Act (the "Act") to enhance the health and safety of consumers purchasing prescription
drugs over the Internet and to provide them the same level of protections enjoyed by customers
of traditional "brick and mortar" pharmacies.

The Administration’s objective in developing this legislation is to provide sufficient safeguards
to protect the public health effectively without hindering the enormous potential benefit of the
Internet. In addition, the bill is designed to enhance the effectiveness of the Federal-State
partnership in the regulation of prescription drugs and recognize the importance of the States'
traditional role in regulating the practice of medicine and pharmacy. Accordingly, the bill would
support and strengthen the States' authority to enforce applicable law within their borders, while
providing enhanced Federal authority to monitor the multistate and interstate aspects of Internet
prescription drug sales. By filling gaps in Federal and State authority, the bill seeks to curb
illegal sales of prescription drugs and to ensure that consumers are receiving safe and effective
drugs prescribed by health care professionals, and dispensed by pharmacies that are properly
licensed, and in compliance with, all applicable State and Federal law.

Specifically, the bill would require online pharmacies to be licensed in each State in which they
operaie or to which they deliver prescription drugs. They would have to comply with all
applicable Federal and State laws governing the practice of pbarmacy which include, among
others, requirements for proper storage and handling of prescription drugs, record keeping, and

other consumer protections including safeguards on patient privacy and confidentiality of
medical records.

The online pharmacy would be required to provide to the Secretary and concerned State boards
of pharmacy, prior to launching an online site (o, if later, by 30 days after enactment), a
notification containing the information required to be posted on the site and assurances of
compliance with the requirements of the bill; it would be required to post on its websitc a
declaration that this notification has been made. If the online pharmacy failed to comply with
any requirement, the Secretary, after providing notice and opportunity for a hearing, could
prohibit the pharmacy from displaying the declaration and from selling drugs online, subject to
substantial civil money penalties. Finally, States would be authorized to bring civil actions
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against online pharmacies for violations of these requirements.

The growth of the Intemet in recent years has vastly expanded patients' options for access to
health-related information, products, and services. The Internet can afford purchasers of
pharmaceuticals convenience and privacy, as well as expanded access to products and the ability
easily to compare prices. The Internet, however, also has provided a new marketplace for sales
that are already illegal (whether on- or off-line), such as sales of unapproved new drugs
(inchading counterfeit drugs), prescription drugs sold without a prescription, drugs imported (or
re-imported) illegally, and products marketed with fraudulent claims. Patients who buy
prescription drugs from websites that engage in such illegal activities are at risk for adverse
effects from inappropriately prescribed medications, dangerous drug interactions, and
contaminated drugs.

As you know, long before the Internet was created, Congress and the State legislatures enacted a
comprehensive system of pre-market approval, prescription drug designation, practitioner
evaluation and pharmacy dispensing to protect patients from injuries resulting from unsafe or
counterfeit drugs and from the illicit practice of medicine and pharmacy. This system has worked
well over the years.

Because the current laws were not enacted with the Internet in mind, however, they do not
provide regulatory and law enforcement agencies with fully effective tools to protect consumers
from operators of online pharmacies that engage in illegal activities. For example, both
consumiers and law enforcement officials may have difficulty identifying the name, location, and
State licensure of physicians, pharmacists, and online pharmacy operators. Even if the parties
can be identified, because the Intemnet is largely unconstrained by State and national boundaries,
States—traditionally the primary regulators of the practice of pharmacy and the practice of
medicine—are undercut in their efforts to regulate online pharmacies. Finally, both State and
Federal agencies are limited in the causes of action that may be brought against illegal on-line
sellers of prescription drugs.

This bill would fill gaps in current consumer protection and enforcement authority, The
compliance and disclosure requirements for online pharmacies would afford substantial public
health benefits and provide enhanced tools for law enforcement. Legitimate online pharmacies
could be much more easily distinguished from illegal online pharmacies. Enactment of this bill
would enhance consumer safety and confidence in the Internet, and level the playing field for
legitimate online pharmacies by reducing their illegal competition.

We therefore urge the Congress 1o give the draft bill its prompt and favorable consideration. The
Office of Management and Budget has advised that there is no objection to the submission of this
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legislative proposal to the Congress, and that its enactment would be in accord with the
President's program.

Sincerely,

Donna E. Shalala

Enclosures
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A BILL

To amend the Federal Food, Drug, and Cosmetic Act to provide for regulation of sales of
prescription drugs on the Internet, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled, That this Act may be cited as the "Internet Preseription Drug Sales Act
of 2000".

SEC. 2. REGULATION OF INTERNET PRESCRIPTION DRUG SALES.

(a) IN GENERAL.—Chapter V of the Federal Food, Drug, and Cosmetic Act is amended
by adding after section 503A the following new section:

"SEC. 503B. INTERNET PRESCRIPTION DRUG SALES.

"(a) DEFINITIONS.—

"(1) INTERNET.— The term 'Internet’ means collectively the myriad of computer
and telecommunications facilities, including equipment and operating software, which
comprise the interconnected world-wide network of networks that employ the
Transmission Control Protocol/Internet Protocol, or any predecessor or successor
protocols to such protocol, to communicate information of all kinds by wire or radio.

"(2) CONSUMER.—The term ‘consumer' means a person (other than a pharmacy
or other entity licensed under state or federal law to purchase prescription drugs for
resale) that purchases or seeks to purchase prescription drugs through the Internet.

"(3) ONLINE PHARMACY .— The term 'online pharmacy' means a person,
whether in the United States or abroad, that engages in, offers to engage in, or causes the
delivery or sale of a prescription drug to a consumer through the Internet in the United
States.

"(4) PRESCRIPTION DRUG.— The term 'prescription drug' has the meaning
given the term in section 503(b)(1).



MAY-B1-2088 15:83 OMB/LRD 282 395 3130 P.@6

"(b) REQUIREMENTS FOR ONLINE PHARMACIES —

"(1) IN GENERAL.—Each online pharmacy shall demonstrate that it complies
with the requirements of this subsection with respect to the delivery or sale of
prescription drugs through the Internet and shall at all times display on the homepage of
its Intemet website a declaration of compliance in accordance with subsection (c).

"(2) LICENSURE.—The online pharmacy shall be licensed to practice pharmacy
in each State in which it operates, and in each State to which it delivers or offers to
deliver prescription drugs ordered on the Internet.

"(3) COMPLIANCE WITH FEDERAL AND STATE LAWS.—The online
pharmacy shall comply with all applicable requirements of Federal and State law
governing the practice of pharmacy.

"(4) WEBSITE DISCLOSURE INFORMATION.—The online pharmacy shall
post in a visible and clear manner (as determined by the Secretary) on the homepage of its
Internet website or on a page directly linked to its homepage the following:

"(A) the name (or names) of the online pharmacy or pharmacies identified
on its license (or licenses) in each State in which it is licensed to engage in the
practice of pharmacy;

"(B) the street address of the online pharmacy's principal place of
business;

"(C) the name, professional degree, and licensure of the pharmacist in
charge;

"(D) a telephone number or numbers at which a licensed pharmacist may
be contacted;

"(E) a list of the States in which the online pharmacy is licensed to
dispense prescription drugs and the applicable license numbers;

"(F) a statement that the online pharmacy will dispense prescription drugs

only upon a valid prescription by a licensed practitioner and only to an individual
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located in a State in which the online pharmacy is licensed to dispense such drugs;
and
"(G) a declaration of compliance in accordance with subsection (c).

"(5) NOTIFICATION.—The online pharmacy shall notify the Secretary and the
applicable State boards of pharmacy 30 days prior to launching any website. Such
notification shall include the information required to be posted on the online pharmacy's
website pursuant to paragraph (4) of this subsection and shall notify the Secretary and the
applicable State boards of pharmacy, under penalty of perjury, that the online pharmacy
complies 1n all respects to the requirements set forth in paragraphs (1) through (4) of this
subsection and that the information disclosed on its website pursuant to paragraph (4) is
truthful. An online pharmacy that is already operational as of the effective date of this
section, shall notify the Secretary and applicable State boards of pharmacy in accordance
with this paragraph within 30 days after the effective date of this section.

"(c) DECLARATION OF COMPLIANCE.— On and after the date of the notification
pursuant to subsection (b)(5), the online pharmacy shall display on the homepage of its Internet
website, in such form as the Secretary may require, a declaration that it has made the required
notification to the Secretary.

"(d) SECRETARIAL REVIEW; WITHDRAWAL OF DECLARATION.—

"(1) Within 90 days after receiving a notification pursuant to subsection (b)(5), the
Secretary shall review the accuracy of such notification and shall notify the online
pharmacy if the Secretary concludes that it is not in compliance with the requirements of
subsection (b).

"(2) The Secretary may order an online pharmacy to cease displaying a
declaration on its website, at any time, if the Secretary determines that an online
pharmacy fails to meet any of the requirements set forth in subsection (b). Such an order
may be issued only after the Secretary has provided notice to the online pharmacy of the

intent of the Secretary to issue the order and has provided an opportunity for a hearing
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with respect to such intent. If the failure of an online pharmacy constitutes a minor

violation of this section, the Secretary shall delay issuing the order and provide the online

pharmacy an opportunity to correct the violation. If the Secretary has prohibited an

online pharmacy from displaying a declaration, it shall be unlawful for the online

pharmacy to engage in, offer to engage in, or cause the delivery or sale of prescription

drugs to a consumer. Nothing in this subsection shall preclude the Attorney General from

bringing an action to enforce any other law, including any other provision of this section.

"(e) DESIGNATION OF EXAMINING ENTITY.—The Secretary may designate one or
more private nonprofit organizations or State agencies to verify licensing information included in
a notification submitted pursuant to subsection (b)(5) and to examine and inspect the records and
facilities of an online pharmacy that has submitted a notification pursuant to subsection (b)(5) to
verify the information submitted in such notification. Any state agency so designated may
accept or reject such designation to conduct these examinations and inspections.

"(f) SUBPOENAS.—

"(1)AUTHORIZATION.—

"(A) For the purpose of any civil or criminal investigation with respect to
this statute, the Attomey General or the Attomey General's designee may issue in
writing and cause to be served a subpoena—

"(1) requiring the production of any records (including any books,
papers, documents, electronic media, or other objects or tangible things),

which may be relevant to an authorized law enforcement inquiry, that a

person or legal entity may possess or have care, custody, or control over,

or
"(11) requiring a custodian of records to give testimony concerning
the production and authentication of such records.

“(B) A subpoena under this subsection shall describe the objects required

to be produced and prescribe a returmn date within a reasonable period of time
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within which the objects can be assembled and made available.

"(C) The production of records shall not be required under this section at
any place more than 500 miles distance from the place where the subpoena for the
production of such records is served.

(D) Witnesses summoned under this section shail be paid the same fees
and mileage that are paid witnesses in the courts of the United States.

"(2) SERVICE.—A subpoena issued under this section may be served by any
person who is at least 18 years of age and is designated in the subpoena to serve it.
Service upon a natural person may be made by personal delivery of the subpoena to him.
Service may be made upon a domestic or foreign corporation or upon a partnership or
other unincorporated association which is subject to suit under 2 common name, by
delivering the subpoena to an officer, to a managing or general agent, or to any other
agent authorized by appointment or by law to receive service of process. The affidavit of
the person serving the subpoena entered on a true copy thereof by the person serving it
shall be proof of the service.

"(3) ENFORCEMENT .~—In the case of contumacy by or refusal to obey a
subpoena issued to any person, the Attorney General may invoke the aid of any court of
the United States within the jurisdiction of which the investigation is carried on or of
which the subpoenaed person is an inhabitant, or in which he carries on business or may
be found, to compel compliance with the subpoena. The court may issue an order
requiring the subpoenaed person to appear before the Attorney General to produce

- records, if so ordered, or to give testimony concerning the production and authentication
of such records. Any failure to obey the order of the court may be punished by the court

as a contempt thereof. All process in any such case may be served in any judicial district

in which such person may be found.
"(4) IMMUNITY FROM CIVIL LIABILITY —Notwithstanding any Federal,

State, or local law, any person, including officers, agents, and employees, receiving a
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summons under this section, who complies in good faith with the summons and thus
produces the materials sought, shall not be liable in any court of any State or the United
States to any customer or other person for such production or for non-disclosure of that
production to the customer.

"(5) LIMITATION ON USE.—

"(A) Health information about an individual that is disclosed under this
section may not be used in, or disclosed to any person for use in, any
administrative, civil, ot criminal action or investigation directed against the
individual who is the subject of the information unless the action or investigation
arises out of and is directly related to receipt of health care or payment for health
care or action involving a fraudulent claim related to health; or if authorized by an
appropriate order of a court of competent jurisdiction, granted after application
showing good cause therefor.

"(B) In assessing good cause, the court shall weigh the public interest and
the need for disclosure against the injury to the patient, to the physician-patient
relationship, and to the treatment services.

"(C) Upon the granting of such order, the court, in determining the extent
to which any disclosure of all or any part of any record is necessary, shall impose
appropriate safeguards against unauthorized disclosure.

"(6) REGULATIONS.—The Secretary is authorized to promulgate such
regulations as necessary to carry out the provisions of this section.
"(h) STATE CAUSE OF ACTION.—

"(1) AUTHORITY OF STATES.—In any case in which the attorney general of a
State has reason to believe that an interest of the residents of that State has been or is
being threatened or adversely affected by the action of a person that violates the
provisions of this section, the attorney general may bring a civil action on behalf of such

residents in a district court of the United States with appropriate jurisdiction—

1@
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"(A) to enjoin such action,

"(B) to enforce compliance with this section,

"(C) to obtain damages, restitution, or other compensation, including civil
money penalties under section 303(h), or

"(D) to obtain such other legal or equitable relief as the
court may find appropriate.

"(2) RIGHTS OF THE ATTORNEY GENERAL.—

"(A) NOTICE TO THE ATTORNEY GENERAL .—The State shall serve
prior written notice of any civil action under paragraph (1) upon the Attorney
General and provide the Attorney General with a copy of its complaint, except in
any case where such prior notice is not feasible, in which case the State shall serve
such notice immediately upon instituting such action.

"(B) The Attorney General shall have the right—

"(i) to intervene in such action,

"(ii) upon so intervening, to be heard in all matters arising therein,
and

"(ii1) to file petitions for appeal.

"(3) CONSTRUCTION.—For purposes of bringing any civil action under
paragraph (1), nothing in this Act shall prevent an attorney general from
exercising the powers conferred on the attomey general by the laws of such State
to conduct investigations or to administer oaths or affirmations or to compel the
attendance of witnesses of the production of documentary or other evidence.

"(4) VENUE; SERVICE OF PROCESS.—Any civil action brought under
paragraph (1) in a district court of the United States may be brought in the district
in which the defendant is found, is an inhabitant, or transacts business or wherever
venue is proper under section 1391 of Title 28, United States Code. Process in

such action may be served in any district in which the defendant is an inhabitant
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or in which the defendant may be found.

"(i) INTERSTATE COMMERCE.—The Internet is an instrumentality of

interstate
commerce, and the use of the Intemnet by an online phanmacy to engage in, offer to engage in,,of
cause the delivery or sale of a prescription drug, affects interstate commerce.".

(b) PROHIBITED ACTS.—Section 301 of the Federal Food, Drug, and Cosmetic Act is
amended by adding at the end the following new subsection:

"(aa) The violation of section 503B by operating an online pharmacy without providing
the notification and all other information required under subsection (b)(1) through (b)(5), or
making a materially false statement in making or displaying the required declaration or
information or operating an online pharmacy without the required evidence of such declaration or
otherwise in violation of the requirements of 503B.".

(c) PENALTIES —Section 303 is amended by adding at the end the following new
subsection:

“(h) Any person who violates the requirements of section 503B, as specified in

section 301(aa), shall be subject to civil money penalties of at least $2,500, but

not more than $15,000, per violation, not to exceed $500,000 for any of such

violations that took place during the same week, measured from Sunday through

Saturday. In determining the amount of such a civil money penalty, the court may

take into account the degree of culpability, the risk of non-monetary harm to the

public, any actual non-monetary harm to the public, benefit to the offender, any

history of prior such conduct, ability to pay, and such other matters as justice may

require."”.

(d) CONFORMING AMENDMENT.—Section 503(b)(2) of the Federal Food,

Drug, and Cosmetic Act is amended by inserting after “or by Internet communication
that is based on an online questionnaire" after "mail".

(e) RULE OF CONSTRUCTION.—The civil and criminal remedies provided in this
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Act are in addition to, and do not displace or modify, any statutes, regulations, or remedies
under existing Federal, state, or local law.
(5 EFFECTIVE DATE.—The amendments made by this Act shall become effective one

year after the date of enactment.

TOTAL P.13
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President of the United States of Anjerica
The White House
-Washington, D.C. 20502
Dcar President Clinton:
As youmuy know, for the past year the Commit; on Commcrec hag been investigutinga .

JAMFR F, DPADENAK, QW 0}“‘.

The Honorable Willizm Joffereon Clinton -

number of issucy relating to the saleiof pharmacoutical products over the Intemet. On Friday, July
30, 1999, the Subcommiittes on Oversight and Tnvstipti',onshcld ahearing on this important issue,
duting which I callod on the Adminigtration to cstahlish & joint Federal-Stute task forcelo coordinatc

‘Fullowing the hearing, on ‘August 5, 1999, you ,udered. via Bxecutive Order 13133, the
cstablishment of a LFederal Workihg Group on unlawfid conduct on the Internet, including

preseription drugs. The Working Group was asked to prepare a report and recommendations foryou

and the Vice Precident within 120 days of the order, or December S, 1999, According to the

- Bxecutive Order, the Working Groug was ardered to undgstake this review in the context of current

Administration Intemet palicy, whi
technology-npeuiral laws and regulati
both domestically and intornations

) includes, “support fpr industry self-regulation where possible,
ns, and an appreciation oftho Intemet a8 an impartant medinm
for commerce and fres speech.”

I zupported the creation of this Working CGroup and the underlying principles that you stated
would guide its work. But becanse the practice of pharmacy and medicine traditionally has been
regulated at the state level, T ugain requested, on September 16, 1999, that you include state
regulutory #nd.enforcement agencies in this offort. Recent enforcement actions against on-line

pharmacies in scveral States — including Kanses, Washington, California, Ohio, Maryland, (finois,

Nevada, Coloruda, Missouri, Wyoming and Ativona — are indicative of incecased scrutiny at the
state level. Unfortunately, the Wotking Gruup wus tcver expanded to include these key state
caforcentent and regulatory agencicy. : . -
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The Honorable William Jefferson (linton '
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On Decetnber 28, 1999, youlannounced a new initistive that would grant the Food and Drug
Administration (FDA) broad new ayjthority over Intemetipharmacies. This proposal would, in part,
nationalizc statc-leve] pharmacy rog lations by requiring pharmacies to abtain cetification from the
FDA before they can sell pharmacauticals on-line. 1 presnme that this new initiative would have
been based, at least in some part, on the final report and re¢ommendations from the Federal Working
Group that you established in August. However, your pq'bﬁc pronouncements on this topic did not
reference any such report or recormendations, wud you|did not relcasc these documents publicly
when you announced this swocping how initistive, Indeed, I was surprised (o leam that you had not
yet cven reecived specific recommmdations or a final feport from the Warking Group prior to
making your December 28, 1999 proposal to regulate ielectronic commerce and federalize the
traditional state furction of phammicy rogulation, T alsp understand that a final report from the

Working Group is not scheduled o be completed until ths end of Junuary, 2 month afler you meds

your proposal und nearly lwo manthig past the deadline g:ivm in the Execulive Order.

As Thave stated previously, | am committed to wiarking with the Administration 1o ensure
that American consumers can reap the obvious benefits of Internet pharmacies, while being protected
from the unscrupulous or illegal venfors peddling dm@t?n-ﬁne—many of which reside in foreim

countries and are beyond the reach gf your recent initiative. But1am concemed thut your current
proposal confljcts with tho guiding principles yon sct farth in creating the Federal Working Gronp -
namely, that the Federal govemment ghould act carefully and thoughsfully before rashing to regulate

this important and efficient new médium. Further, given the fucts outlined above, I must ask -

whether you even relied on any preliminm findings, analysis, ot recommendations of the Working
Group in crafting your December 28 fnitiative — and, ifnof, what other analysis or review motivated
tie Administration to proposs such g sweeping reform without awaiting ar relyiag upon the work
praduct of its own, sclf-appointed !’omc.lalaobclﬂmthat,inoxdatommﬁmmdfair
consideration of your lcgislative pro s. itis imemiqe that you release to this Committee and

to the Amcrican public #ll draft reporis or recorumendations of the Wodking Group regariding _

prescription drug sales, as well as thé fival product of tha;t task force ance it is completed.

I look forward tw hearing ‘you on this inmortam tssuc, Should you have any
questions about this matter, please Gontact me or have your staff contact Lori Wall, Committee
Counsel, a1 (202) 226-2424. %

Sincérely,

Tom ;;Bliloy
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The Honorable William Jefferson Clinton ;
Page 3 |

- cc:  The Honoruble John D. Dingell, Ranking Member
The Honorable Fred Upton, Chai

Subcommittec on

The Honorable Ron Klink,

Subcommittee on

Pood and Drug Administration
The Hanorable Robext Pitofgky, Chairman
Federa) Trade Comntission
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The Honorable Tom Bliley
Committee on Commerce

U.S. House of Representatives
Washington, D.C. 20515-6115

Dear Mr. Chairman:

vano ryvn \’F

]
)

Thank you for your continued intérest in the sale of priescription drugs over the Internet.
I

I have been asked to reply to your| January 24 letter tojPresident Clinton, which expressed

concern that the President’s

drug sales via the Internet had

ber 28 announcement of an initiative to contro] illegal

made without consideration of the states’ role in

regulating pharmacies and withmf coordination by the Federal Working Group on

Unlawful Conduct ot the Internet,

As yon know, the Food and Drug

pharmacecuticals is primarily one ¢

;
|

Administration’s (FDA) respoasibility over

bf ensuring that only safc and effective drugs are

marketed to American consum

pharmacies properly receive,

The principal responsibility for ensuring that
and dispense drygs lies with the individual states in

which pharmacies operate. Howéver, the rapid rise of the Intemet as an avenue 1o sell

prescription drugs and the subseqpent increase in fraydulent activities, demonstrates that

traditional state regulation can be

undercut, thus putting patients at potentially great risk

of receiving unapproved or imprckperly prescribed drqgs
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With this concern in mind, the Admi ‘su-ationhasannblmcedapmposalthatseeksto
curb illegal sales by primarily strepgthening the staxw} ability to ensure that all onlinc
pharmacies that are selling or disppnsing pharmaccutu.%als to their citizens are properly
licensed and operating within the ¢onfines of existing }aw If enacted, the proposal would
authorize FDA 1o establish a proooss by which online pharmacl&s can be certified as
meeting the state requirements they are already re'qmred to meet. The underlying
basis for this proposal is that o:;l pharmacies shoul«jﬁ be licensed and operated under
the same regulatory scheme that Congress and the staﬁes put in place for traditional “brick
and mortar” pharmacies. Online pharmacies opmﬁng without the licensure roquired by
states would b subject to both stte and Federal pemjﬁa, with the primary enforcement
agency being the state. The pmp#:sal also includes di;sclosute requirements and the use
of an idicia or “scal” on legitimate pharmacy websit&q? attesting that they meet the state
licensing requirements that all pharmacies must meet_i Consumers would then be better
able to avoid sites that are not praperly licensed. l
|
Under the Administration’s propqsal, the traditional r%:le of the states in regulating the
practice of medicine and pharmagy would be mnmttm'led Moreover, states would have
additional legal tools to ensure thht their citizens are necewmg safe and effective drugs
from properly licensed prescriberf and pharmacies, Consequently, legitimate online
pharmacies would be allowed to flourish without unnecessary new regulation.

!
We have discussed the concepts ynderlying the propasal with a variety of state officials,
including the National Associatiqn of Attorneys General and the National Association of
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Boards of Pharmacy. They have expressed initial suppcjrt for the proposal'’s reliance on

the traditional state regulation of thq practice of medicixﬁ’e and pharmacy. We believe that

these groups are very interested in working with the jvini ion and Congress on

enacting appropriate legislation to their abilitly to monitor the evolving impact

of the Internet on the practice of mgdicine and phmmacy

Finally, Administration officials have reviewed this profposal and believo that it is

consistent with the upcoming report of the President’s jWorking Group on Unlawful
dIJW that regulatioyfx of the Internet is limited to only

Conduct on the Internet in that it

those instances where it is essentia} to protect the public health,

I hope that this letter is responsive[to your concerns, and we look forward to working
with your committee on this impo#umt public health initiative.

Sinoerely,
Jane E. Henney, M.D.
Commissioner of Food and Drugs

R/D:WHubbard

Cleared:JDupont, TMcGinnis, MDotzel:2/9/00
Cleared:MPlaisier:2/10/00
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A BILL

To amend the Federal Food, Drug, and Cosmetic Act to provide for regulation of sales of
prescription drugs on the Internet, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled, That this Act may be cited as the "Internet Prescription Drug Sales Act
of 2000".

SEC. 2. REGULATION OF INTERNET PRESCRIPTION DRUG SALES.

(a) IN GENERAL.—Chapter V _of the Federal Food, Drug, and Cosmetic Act is amended
by adding after section 503A the following new section:

"SEC. 503B. INTERNET PRESCRIPTION DRUG SALES.

“(a) DEFINITIONS.—

"(1) INTERNET.— The term 'Internet' means collectively the myriad of computer
and telecommunications facilities, including equipment and operating software, which
comprise the interconnected world-wide network of networks that employ the
Transmission Control Protocol/Internet Protocol, or any predecessor or successor
protocols to such protocol, to communicate information of all kinds by wire or radio.

"(2) CONSUMER.—The term 'consumer' means a person (other than a pharmacy
or other entity licensed under state or federal law to purchase prescription drugs for
resale) that purchases or seeks to purchase prescription drugs through the Internet.

"(3) ONLINE PHARMACY.— The term 'online pharmacy' means a person that

engages in, offers to engage in, or causes the delivery or sale of a prescription drug to a



consumer through the Internet.

"(4) PRESCRIPTION DRUG.— The term 'prescription drug' has the meaning

given the term in section 503(b)(1).
"(b) REQUIREMENTS FOR ONLINE PHARMACIES.—
\ % "(1) IN GENERAL.—Each online pharmacy shall demonstrate te~the-Seeretary's
A

satisfactrowr that it complies and will continue to comply with the requirements of this
/
See;e&a&s—dcfermma-t-mn—e-f-eemphﬂn% in such form as the Secretary may require.&d—
- it

iﬂ-el'trc'lilrg suctrseat; bymﬁoi, or otherevidenee-efsuch - oac T

«+ =]
Q
aqggg;y_may_specﬂ.yB:—

o

V_S}\lé)section with respect to the delivery or sale of prescription drugs through the Internet,
 damengtahim
d shall at all times display on the homepage of its Internet website a destaration of the

— mpomplioa,

"(2) LICENSURE.—The online pharmacy must be licensed to practice pharmacy
in each State in which it operates, and in each State to which it delivers or offers to
deliver prescription drugs ordered on the Internet.

"(3) COMPLIANCE WITH FEDERAL AND STATE LAWS.—The online
pharmacy must comply with all applicable requirements of Federal and State law
governing the practice of pharmacy.

"(4) REQUIREMENT OF VALID PRESCRIPTION.—The online pharmacy
must ensure that each prescription drug dispensed to an individual is based on a
prescription—

"(A) that is valid under the laws of the State in which the individual is

located; and



ment concerning the patient’s current condition or
(8" 0T FlLeTion To £ DA 6 m o
"(5) WEBSITE DISCLOSURE INFORMATION.—The online pharmacy must

post on the homepage of its Internet web51te or on a page directly linked to its homepage

the following: AW")"
Wheq

K "(A) the name (or names) of the online pharmacy or pharma01es identified

“VQ(P/ on its license (or licenses) in each State in which it is licensed to engage in the
practice of pharmacy;

"(B) the street address of the online pharmacy's principal place of

business;

"(C) the name, professional degree, and licensure of the pharmacist in
charge;

"(D) a telephone number or numbers at which a licensed pharmacist may
be contacted;

"(E) a list of the States in which the online pharmacy is licensed to

dispense prescription drugs and the applicable license numbers; and

“(F) a declaration that the online pharmacy will dispense prescription
drugs only upon a valid prescription by a licensed practitioner and only to an
individual located in a State in which the online pharmacy is licensed to dispense

such drugs.

Q .
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“(c) EFFECTIVE PERIOD OF DETERMINATION.—

under subsection (b) shal i o1 two years trom the date of the

w

"(2) WIHDRAWAL-OEDETFERMINATON.—The Secretary may withdraw a

determination of compliance under subsection (b) if, at any time, the Secretary finds that

an online pharmacy fails to meet any of the requirements set forth in subsection (b) ﬂw

Upon issuance of such withdrawal of determination, it shall be unlawful for the onlme

pharmacy to engage in, offer’to engage 1nn or causg the delivery or sale of a prescription

t— 0 ST VNP

"(d) FEES.—The Secretary is authorized to assess fees for determinations of compliance 'A/O'BK

of online pharmacies under this section, in amounts not to exceed amounts that the Secretary
finds to be sufficient in the aggregate to cover the costs (including costs for periodic inspections)
of such determinations. A determination of compliance of an online pharmacy shall not be

effective until any applicable fee has been paid in full.

"(¢) DESIGNATION OF EXAMINING ENTITY.-ESecretary may designate one or

more private nonprofit organizations or State agencies to examine and inspect the records and

J I E =y _
facilities of applicants for a de.tej'qt;'_aa&on of compliance under this sectionq_Ee&&a.SSﬂsse.d_Lmde.r

3 /

"(f) SUBPOENAS.—

"(1) COMMISSIONER’S AUTHORITY.— For the purpose of any audit,
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investigation, examination, analysis, review, evaluation, determination of compliance, or
other proceeding with respect to this section, the Commissioner shall have power to sign
and issue subpoenas to any person requiring the production of any books, records, or
other documentary evidence. Subpoenas so issued by the Commissioner shall be served
by anyone authorized by the Commissioner—

"(A) by delivering a copy thereof to the person named therein, or—

"(B) by registered mail or by certified mail addressed to such person at his
or her last dwelling place or principal place of business. A verified return by the
person so serving the subpoena setting forth the manner of service, or, in the case
of service by registered mail or by certified mail, the return post office receipt
therefor signed by the person so served, shall be proof of service.

"(2) JUDICIAL ENFORCEMENT.—In case of contumacy by, or refusal to obey
or fully comply with a subpoena issued pursuant to paragraph (1) and duly served upon,
any person, any district court of the United States for the judicial district in which such
person charged with contumacy or refusal to obey is found or resides or transacts
business, upon application by the Commissioner, shall have jurisdiction to issue an order
requiring such person to produce the books, records, or other documentary evidence
sought by the subpoena; and any failure to obey such order of the court may be punished
by the court as a contempt thereof.

"(g) REGULATIONS.—The Secretary is authorized to promulgate such regulations as
necessary to carry out the provisions of this section.

"(h) STATE CAUSE OF ACTION.—In any case in which the attorney general of a State
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has reason to believe that an interest of the residents of thaéte has been or is threatened or
adversely affected by the action of a person that violates the provisions of this section, the
attorney general may bring a civil action on behalf of such residents in a district court of the
United States with appropriate jurisdiction—

"(A) to enjoin such action;

"(B) to enforce compliance with this section;

"(C) to obtain damages, restitution, or other compensation; or

"(D) to obtain such other legal or equitable relief as the court may find

appropriate.

“(iy INTERSTATE COMMERCE.— The use of the Internet by an online pharmacy to
engage in, offer to engage in, or cause the delivery or sale of a prescription drug is deemed to be
a transaction in interstate commerce.". W\-‘/W
(b) PROHIBITED ACTS.—Section 301 of the Federal Food, Drug, and Cosmetic Act is
amended by adding at the end the following new subsection:

'(aa) The violation of section 503B by—

"(1) operating an online pharmacy without a determination by the Secretary of
compliance with the requirements of such section, without a seal or other required
evidence of such determination, or otherwise in violation of the requirements set forth in
section 503B(b);

"(2) dispensing a prescription drug in violation of section 503B; or

"(3) writing a prescription that is invalid under section 503B.".

(c) PENALTIES.—Section 303 is amended by adding at the end the following new



subsection:

"(h) Any person who violates the requirements of section 503B, as specified in section
301(aa), shall be subject to civil money penalties of up to $500,000 per violation.".

(d) EFFECTIVE DATE.—The amendments made by this Act shall become effective one

year after the date of enactment.
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U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistamt Attorney General Washingion, D.C. 20530

March 15, 2000

=3
The Honorable Jacob J. Lew - - it g
Director @ g
Office of Management and Budget

Washington, D.C. 20503

Dear Mr. Lew:

This letter presents the views of the Department of Justice on the draft legislation
proposed by the Department of Health and Human Services, the "Intemnet Prescription
Drug Sales Act 0f 2000," The Department strongly supports much of this bill,
particularly to the extent it treats online and offline conduct in a consistent manner. See
Report of the President’s Working Group on Unlawful Conduct on the Internet at 11-12
(regulation. of unlawful conduct should "apply in the same way to conduct in the
cyberworld as it does to conduct in the physical world"). However, as we explain in Part
I, the Department strongly oppaoses the administrative subpoena and judicial enforcement
provisions of the proposed bill, which would provide the Food and Drug Administration
(FDA) with. authority that it does not possess with respect to traditiondl, brick-and-mortar
pharmacies. In Part I1, we identify other concerns and offer suggestions on how the bill
may be improved and clarified '

L Subpoena Authority and Enforcement

The Department objects to the administrative subpoena authority and enforcement
provisions in the proposed bill.

Section S03(B)(f) of the bill would give FDA the power to issue subpoenas for
just about any purpose - “for the purpose of any audit, investigation, examination,
analysis, review, evaluation, determination of compliance, or other proceeding with
respect to this section[.]” The Department strongly opposes giving FDA such authority.
As we have informed the FDA, the Department’s longstanding policy is that subpoena
authority should in nearly every instance reside with the prosecuting enforcement |
authority, not the investigative agency. In our long experience, when subpoena authority

e mT AT _C T MHL]
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resides outside the control of the enforcement authority, agencies often proceed without
the involvement, expertise, guidance, and judgment of the prosecutor. Failure to place
subpoena authority with the enforcement authority can also lead to inconsistent, overly
aggressive, and potentially improper investigations and prosecutions. So far as we can

determine, the FDA does not have subpoena authority with respect to other criminal
enforcement matters.

It would be unwise, in our view, to depart from this traditional practice and grant
the FDA subpoena autherity as to online pharmacies, a new technology governed by a
complex statute, the Federal Food, Drug, and Cosmetic Act, 21 U.S.C, § 301 et seq.
With all the new, cutting-edge legal and policy issues raised by the proposed legislation,
subpoena authority should remain with the Department. To the extent that the
Administration seeks to create subpoena authority to assist in the investigation of online
pharmacies, that can be accomplished by placing such authority within the Department.
Moreover, to the extent the FDA seeks additional tools with which to audit and inspect
the boaks and records of online pharmacy operators -~ which we wholehcartedly support
-- that can be achieved short of providing subpoena authority.

There is also a related issue with respect to the enforcement of the subpoenas that
arc to be issued. Section 503B(£)(2), entitled “Tudicial Enforcement,” refers to
enforcement in federal court “upon application by the Commissioner.” It is unclear
whether this provision seeks to divest the Attorney General of her well-established
authority to represent the United States in federal court. If that is the intent of this
provision, we strongly oppose it In any event, we do not believe such language is
sufficient to divest the Department of its litigating authority, but to eliminate any such
uncertainty, we recommend making it explicit that the Attomey General has the authority
to enforce Department-issued subpoenas.

II. DOJ Suggestions for Improving the Bill

The bcparhncnt offers the following suggestions for improving the proposed
legislation.

1. Offshore Online Pharmacies

The proposed legislation should explicitly include pharmacies located overseas,
which currently offer drugs to citizens of the United States. While the definition of
"Online Pharmacy" is not restricted to those operating in the United States, we believe au
explicit reference to extraterritorial application would avoid any uncertainties. For this
reason, we would recoramend adding a section at the end of the bill stating

2
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“Bxtraterritorial jurisdiction shall exist for violations of Section S03B if the online
pharmacy operates, in interstate or foreign commerce or within the special maritime and
territorial jurisdiction of the United States, or otherwise engages in commerce with an,
individual located within the United States."

2. Prohibition on Online Questionnaires

Section 503B(b)(4)(B) prohibits dispensing a prescription drug to an individual if
the prescription is based "primarily on an online questionnaire or a similar document
concerning the patient's current condition or medical history.” The Department agrees
that a prescription should not be based on an online questionnaire, but we believe this
formulation will be easy to evade and is not sufficiently supple to account for advances
in technology. For cxample, by describing what is not a valid prescription in very narrow
terms, the proposed language could be evaded by an exchange of e-mails between a
doctor and someone secking a prescription; in that instance, the physician or other
prescriber could claim that he or she relied "primarily” on the contents of the email rather
than the questionnaire, thus easily defeating the narrow defumtion in the bill.

We leave alternative formulations to others more expert in this arca, although one
alternative may be to state that a prescription is valid only if "based on a legitimate
practitioner-patient relationship." In our view, such a broadly-worded formulation would
encompass changing circumstances and technology hetter than a narrow definition based
on a current problem.

3. . Ioformation Regarding Doctors and Other Prescribers

Section 503B(b)(5) would require online pharmacies to past on their websites
information regarding where it is located and licensed and the “name, professional
degree and licensure of the pharmacist who is in charge.” But no similar information
must be posted for any prescriber who may be writing prescriptions or assisting in
issuing prescriptions for consumers through the website. To the extent that online
pharmacies offer consumers the services of a person authorized by law to write
prescriptions (such as a doctor, dentist, or nurse-practitioner), the website should be
obligated to post information analogous to that required to be posted conceming the
pharmacist.

4 Applicable State Law

Section 503B(b)(3) of the draft bill requires pharmacies to comply with all
“applicable requirements of federal and state law governing the practice of pharmacy.”

3
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The section does not define which states' laws are included — is it the laws o states

where the consumer, website, doctor, and/or pharmacist are located? This should be
clarified,

Simjlarly, section 503B(4)(A) requires an online pharmacy to “ensure” that
prescription drugs are dispensed pursuant to prescriptions that are valid under the laws of
the state "where the individual is located." The draft bill does not identify who the
"individual” is intended to be, though it appears to refer to the individual to whom the
drug is dispensed, that is, the consumer. Again, this should be made more explicit,

5. Delegation of Functions to the States

Section 503B(e) authorizes the Secretary to designate state agencies to perform
certain functions, including examinations and inspections of records, on behalf of the
Secretary. While the langnage is permissive as to the Secretary's power to designate, we
recommend clarifying that State agencies are free to accept or reject any designation to
conduct these examinations and inspections. While this appears to be the intent of the
draft bill, such clarification would be useful to remove any federalism and Tenth
Amendment concems.

6. Civil Enforcement by S

The proposed legislation should also require that States notify the Department of
Justice regarding filing of civil enforcement actions, and the legislation shonld define the
scope of relief available in State-initiated actions.

Section 503B(h) creates a state cause of action by which State attorneys general
could bring civil actions to enforce section S03B. It is essential that the Department of
Justice have notice of the action before it is filed, and the right to participate in the
litigation by intervention and appeal. Such rights are given to the Federal Trade
Commission (an independent agency with its own litigating authority) in analogous
situations by the Telephone Disclosure and Dispute Resolution Act, 15 U.S.C. § 5712(b),
and by the Credit Repair Organizations Act, 15 U.S.C. § 1679h(c)(2). These protections

- would allow the Department to participate in litigation that may be crucial in the

development of case law interpreting the section.
7. ' Use of the Term “interstate commerce”

Section 503B(i) provides “The use of the Internet by an online pharmacy to
engage in, offer to engage in, or cause the delivery or sale of a prescription drug is

4
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deemed to be a transaction in interstate commerce.” Because the term mgs;ﬁ;A F r
commerce” is not refexred 10 elsewhere in the draft bill, it is unclear what purpose this
subsection serves. To the extent that it is included as a justification for Congress'
authority to Iegislate in this area, we recommend that it be mentioned in the beginning of
the bill in a subsection describing Congress' findings. We also recommend that, instead
of using the “deemed" construction, the subsection read as follows: "The Intemnet is an
instrumentality of interstate commerce, and the use of the Internet by an online pharmacy

to engage in, offer to engage in, or cause the delivery or sale of a prescription drug
affects interstate commerce."

8. Civil Penalties

The draft bill provides for a civil penalty of $500,000 per violation. This is an
exceedingly stiff per-violation civil penalty, particularly for a “new” federal civil offense.
We are aware of very few civil penalties in this dollar range. We would recommend a
lower per-violation penalty, at least in the context of this regulatory certification process.

In addition, whatever amount is ultimately selected as the per-violation civil
penalty, we rccommend amending the bill to provide the courts with guidance on what
factors they should consider in determining the amount of the penalty to impose., Other
statutes imposing far less severe civil penalties list such factors, which aid courts or
agencies in determining the appropriate penalty. E.g., 15 U.5.C. § 45@m)(1)(C) (FTC
Act - court to consider degree of culpability, history of such conduct, ability to pay, effect
on business, and other matters as justice may require); 15 U.S.C. § 2069(b) (CPSC Act -
Commission to consider nature of product defect, severity of risk of injury, occurrence of
injury, number of defective products, and size of business of person charged). We

- recommend inserting a similar provision into this bill that could include these and/or
other factors, such as economic benefit to the violator.

9. Tolling the Effective Date 1n the Event of Certification Backlog

The bill provides an cffective date one year after enactment. Due process requires
-some mechanism to ensure that online pharmacies that are operating when the legislation
is enacted and that satisfy statufory and regulatory standards are not exposed to liability
simply because the Secretary is unable to complete the necessary certifications before the
penalties become effective. To address this due process issue, a sentence could be added
to section 2(d) such as, "To the extent that the Secretary requires additional time to
complete the determinations of compliance for online pharmacies operating at the time of
the statute's enactment, the Secretary may postpone the effective date of these
amendments." Alternatively, the bill could provide that proof of compliance with the

5
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statutory and regulatory standards is an affirmative defense for online pharmacies
operating at the time of the statute's enactment and awaiting a determination of
compliance by the Secretary.

10. Harmonization of Penalties Provisions with Existing Law

With respect to the relationship to existing law, a provision should be inserted
stating that "the civil and criminal remedies provided in this section are in addition to,
and do not displace, any statutes, regulations, ot remedies under existing federal, state, or
local law." This would make it clear that onlme pharmacies must continue to comply
with all other federal and state laws.

11. False Statements

Any false statements made in the course of the certification process would
presumably be subject to sanctions under 18 U.S.C. § 1001. Neverthe]ess, it would be
useful to have a separate criminal provision targeted at false statements made in the
certification process. See 18 U.S.C. §§ 1007, 1010, 1011, 1012, and 1014 for cxamples
of statutes prohibiting false statements in particular circumstances.

Thank you for requesting our views. If further assistance on this matter is needed,
please do not hesitate to contact this office.

Sincerely,

DRAFT

Robert Raben.
Assistant Attorney General
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U.S. SMALL BUSINESS ADMINISTRATION
WasHinaToN, D.C, 20418

O¢VICE OF 4nIEr COUNEE- FQR ABVOOACY

1

FEB 29 2000 '

Hon. Jane E, Henney, MD
Office of the Commisaioner ‘
Food and Drug Administration i
5600 Fishers Lane

Rogleville, MD 20857
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Dear Commissioner Henney:

The Office of Advacacy of the U.S. Small Business Administration (SRA) was
~ established by Congress pursuant to Pub. L, No, 94-305 to advocate the views of small

business before federal agencies and Cangress, Advacacy is alse required by section
612(s) of the Regulatary Flexibility Act (RFA)' 1o monitar ageacy compliancs with the
RFA. In addition, the Chief Counsel of Advacacy is authorized ta sppear as amicus
ouriae in regulatary appesls from final agency actiana, and is allowed ta present views
with respect fo0 compliance with the RFA, the adequacy of the rulemaking recard with -
respect o small envities, and the effect of the rule on amajl entities.? On March 28, 1996, °
President Clinton signed the Small RBusiness Regulatery Bnforcement Fairness Act
(SBREFA)’ which made a number of significant changes to the RFA, including the
provision to allow judicial review of aggancies' compliance with the RFA.¢

These comments ass intsnded 10 focus atention on the severc ¢conpmic impact that will
be placed on the drug whalesale industry as a result of the final nule referenced sbove.
Based on this severe impact, and pursurnt to the Administrative Procedure Act (APA),
the Office of Advocacy herehy petitions the Fond and Drug Administration (FDA) 1o

‘ reconsider this final rule, suspend the effective date, and reivaue regulations shas will

effectuate the intent of Congresgs with respect to the Prescription Drug Marketing Act of
1987 (PDMA)*

- lsdu.s.c. § 601 et 5oq. 4
21 |
? Pub. L, Ne. 104-121, 1)0 Star, R57 (1956). |

' : 5U.SC. §61L

“Each agancy shall give an interested persan the right o petition for the issuante, amendment, orrepeal of ‘
amle.” 5§ U.5.C. § 553(c). _
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Hackground

~ OnMarch 14, 1954, FDIA proposed regulationd entitled, “Prescription Dryg Marketing

Act of 1987; Presctiption Drug Amendments of 1992 (PD Amendments); Policies,
Requitements, and Adminisirative Prosedures,”® The proposed regulstiona were
designed to imploment the (then) seven-year-old PDMA and the PD Amendments, The
primagy intent of the PDMA was to combat abuses involved in the distribution of ,
prescription drugs,” The EDMA contains drug padigren requirementa that impase priar
sele documentation obligations on non-suthorized distributors. Central to whether or not
& business would have to comply with the documentation requirements was whether &
business was “an authorized distributor of record” that maintained an “angoing
relationship” to distribute & manufacturer’s products.

Subscquent to passage of the POMA, FDA issued guidance on the meaning of “angoing
relationship” in the context of the manufacturer/wholesale distributer relationship.
Clearly, the 1988 guidance demonstrated that “ongaing relationship” was to be

interpreted broadly so that “autharizad distributors of reeord” vay be interpreted to mean

& continuing busineas relationship in which it is intanded shat the wholessle diaributor
engage in wholessale distribution of 3 manufkerurer’s product, Amang ather eriseria, the
guidance indicated that the existence of two transactions in a twa-yesr period would be
presumptive evidence of & continuing relationship.

The PD Amendmente of 1992 altered the pedigree vequiraments ta increase the amount of
information that had to be provided before each whalesale distribution of s drug, Under
section S03(e) of the PDMA, the statement of priat sale now had to includs the dute of
the transaction and the names and addresses af all parties ta the wransactian,

The most important thing to remember at this paint is that Cangrexs, in passing the PR
Amendments, indicated no intent to alter either the definition of “suthorized distributer of
record” of FDA's guidance on the definition of “ongeing relationahip.”

The 1594 proposad regulations intraduced a reversal of policy some six yesrs after s
standard for industry campliance had been established by FDA. TFor the firat time, FDA
would redefine “ongoing relationship” to mean:

“An association that exists when s manufacturer and a distributar enter
intn & written agreement under which the distribusar is suthorized to sall
the manufacturer's praducts for a pepiod of time or for & sumber of

smergencies; 3) 3 han on the mle, trude or purchasc af drug samples; 4) A han on wamiddny inor
countarfpiting of dsug coupans; 4) mandates an marage, Mndling nad moard kecping requirements for drug
P;lo:t;m Drug Administration, Compllance Palicy Guide 7356.022 (Augus 1, 1588).
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shipments . . . and the name of the authorized dinributor of racord is
entered on the manafacturar's list of suthorized distributors of record.” *

Thus, FDA i2 now requiring & written statement berwean 8 manufacturer and each
authorized distributar, and that distributars appear an the manufacturer's liss of
apthorizad distributors. This may seem like & fairly innocuous change an its face; but in
reality, the changes make it much harder 1o become an authorized distributor and give

manufacturers the sole discretion to determine whom to deaignate as an “awthorized
distributor.” '

FDA's new scheme ignares the reality of the drug dissribution chain that exirt now upder
the statute. Secondary wholesale distributors will have t0 provide information sbout
“each prior sule, purchase or rade of such drug . , ., starting with the manufacsurer?
This means that secondary distributors mpat pravide & fisll pedigree even if that
distributer purchased the drug from an autherized dimributor, and even though the

authorized distributor is under no lags! ta obligation to provide a pedigres to secondary
distributors, How ip the secondary distributor to get the pedigree?

The industry rajsed theas perious concemns described abova in their 1994 comments to
FDA.'! The industry suggested, alternatively, thas FDA revise the proposal ta require that
the pedigree only go back to the last authorized distributor of record——a seemingly
reasonable solution. Thit recommendation was rejested and FDA hes chasen to mave
forward with the final regulation withous substantial chunge.

The Final Rule and Its Impact on Small Businesn

By FDA's own account, &t leagt 4,000 small businesses (94% of the industry) will be
affected by this rulemaking,'* FDA, however, concluded thet the lmpact wald not be
significant. In dismissing the indsuatry's arguments to the camtrary, FDA stated,

“Section S03(e)(1)(A) of the act [PDMA] requires shas, priar to
completion of » wholssale distribution of s prescriprion drug by a peraon
who is nat the manufacturer or an authorized disteibusar of the drug, a
statoment must be provided to the recipient idemifying vach prior sale,
purchase, or trade of the drug, including the date of the tranaaction and the
names and addresses of all parties to the transaction. There is no
indication in FDMA that Congress intended that the atatement includa
only thase sales, purchazes, ar trades since the drug was lnst handled by an
suthorized distributor, Thus, aa unautharized distributar is raquired to
provide a full deug atigin statement in accardance with PDMA and the
final rule whether ar not it has purchased a prescription drug from an

® 40 Fed, Rog, ot 11,86,

1% 64 Fod, Rog. a1 67,747.

! Ser Letter from the Amevican Association of Phsrmacautical Dismributons to the Fand and Drug
Adminisnation May 31, 1994),

1% 64 Fod. Reg. a1 67,753,

. ——————
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autharized distributor of recard. Althaugh the agency encaurages ‘:
witharized distributors to provide & drug origin statement to unauthorized
distributery, they are not required to do s wnder PDMA o the final rule."”

- FDA apparently has not considered the possihility that Congress did not apocifically
prohibit the interpretation praposed hy the industry. Nor has FDA taken into
congideration the impact of abandaning it long standing guidance. In any event, TDA
certainly has not provided s rational esplanation for its reverpal, :

With regard to the wrifien agreement whereby the manufacturer suthorizes the distyibutor
1o distribute some or all of its products, FDA simply staged,

“Given the relative ease with which the agreement required by § 203,3(u)
can be crepsed, the agency believes that it is highly unliksly that a
manufacturer would refuse to enter into a written agreemert with &
distributor with whom jt whishies 1o have & continuing buainess
relationship. Marcover, it is clearly not the agency’s intent in requiring s
written agresment ta confer additional discretion on manufasturers, but
racher to imploment the requirement in the act for an ongoing relationship
in & manner in which it can he efficiently enforeed.” !

Again, this reapanae ignaren the reality of the relationship betwesn secondary drug
wholesalers and maphfacturers. The drug wholesalers are enyirely st the mescy of
manufacturers. The fact that an sgreement is eaqily created ia irrolevans if the
manufacturer chaoses to limit whom it considers sutharized dealers. Moreover, the fact
that FDA does not intend ta confer additional discretion on manufacturers, does nothing
to change the fact that the door is open for manufsctiren to “cherry pick” and creste a

situation where secondary marketers are climinated snd consumer prices mors ensily ;
intreased, .

FDA’s respanses to the industry arc unscoeptable. The final rule was modified {0 remove
| the roquirement fur & catmpleted sale upder the wristen agreement; however, FDA’s
responges largely ignare obvious impacts an the indumry, First, according to industry
experts, atharized wholesalers (even large oncs) are not naw able to and could not, ag
| any reasonable cost, provide pedigrees to shore to whom they dintribute dmgs.
Mareover, becauss they are nuthorized distributors of record, thay are not required 1o do
s0. Second, wholesalers buying fram full line wholesalers that do not provide a pediaree
will not be sble to pass alang to their cuatomers & pedigree describing transactional
informasion back to the manufscturer. And, third, fall line wholesalers who now by
from the secondary market will not be able to do so beesuse the secondary market will ,
net ba abla te provide them with pedigress back ta ths manufacturer. f

~ Al of the above will be exacerbated by FDA's fina!l regulation raquirement that there be :
' a writing from the manufacturer to the distributar indicating that #t is an suthorized -l
digtributor. In the past, FDA aceepted two transactions in two years between 3

. " 64 Fed. Reg. 2t 67,728
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wholesgler and @ manufacturer as evidence that » disributoris autharized, Now, such
transactions will not be sufficient, This will further reattict the secondary market. Even

As the market stands now, some manufucturera refivse to do Businets with whelessler ta L
‘prevent them from claiming “authorized” status. |

In the end, serioup disruption can be expected in the preacription drug distributian
system—rosulting in less campetition, higher prices and lost: johs.

Ununtitipated Impact . ' ‘ ‘

Not even the industry anticipated all of the adverse impacts that would he associted with
\ - implementation of this regulation. Drug products now in the inventory of whalesalers
will have to be clearcd out and new orders will have to cease ot be severely limited in
arder to comply with the December 4, 2000 effective date. Unless distribusors have relief
by this summer, disruptians could begin to appear then. The Office of Advocacy has a !
letter from one Texas manufacturer thas underscores this po Rihility, “we are modifying
our procedures far reviewing pedigress to cnsure we are cloger to following the new
regulations which ke effuct an December 4%, 2000. Boginjing on March 1%, 2000 all

invoices received without 8 complete pedigree will not be paid.” The problem, therefore, |
needs to be addressed immedigtely,

Contlusion

Again, the Office of Adyagacy petitions FDA to regonsider iu decisions underlying this
regulation and to suspend implomentation immediataly until the impacts are mare
carefully studiod and understood by FDA, and adjustments sre made to avaid adverse
disruprions. FDA should reissuic the regulation after s more thorough review of impacts,
Advocacy balieves that this appraach is consistent with cangressional intent and in
cansistent with the agency’s objective to ensury that suspect praducts do not enter the
distribution aymem, Please do not hesitate to contact my office if you have any

, qQuestions, 202-208-6533, J
Sincerely, ' |
’. Yy é ' :
7 . \ |
e A Qoiss lotor 4 S
. Tere W. Glavar Shawme|Cactar McGibben \ ,'
Chief Counsel for Advocacy _ Asst. Chief Counsel for Advocacy !




The Honorable Jacob J. Lew
Director

Office of Management and Budget
Washington, D.C. 20503

Dear Mr. Lew:

This letter presents the views of the Department of Justice on the draft legislation
proposed by the Department of Health and Human Services, the "Internet Prescription
Drug Sales Act of 2000." The Department strongly supports much of this bill,
particularly to the extent it treats online and offline conduct in a consistent manner. See
Report of the President’s Working Group on Unlawful Conduct on the Internet at 11-12
(regulation of unlawful conduct should "apply in the same way to conduct in the
cyberworld as it does to conduct in the physical world"). However, as we explain in Part
I, the Department strongly opposes the administrative subpoena and judicial enforcement
provisions of the proposed bill, which would provide the Food and Drug Administration
(FDA) with authority that it does not possess with respect to traditional, brick-and-mortar
pharmacies. In Part II, we identify other concerns and offer suggestions on how the bill
may be improved and clarified.

L. Subpoena Authority and Enforcement

The Department objects to the administrative subpoena authority and enforcement
provisions in the proposed bill.

Section 503(B)(t) of the bill would give FDA the power to issue subpoenas for just
about any purpose — “for the purpose of any audit, investigation, examination, analysis,
review, evaluation, determination of compliance, or other proceeding with respect to this
section[.]” The Department strongly opposes giving FDA such authority. As we have
informed the FDA. the Department’s longstanding policy is that subpoena authority
should in nearly every instance reside with the prosecuting enforcement authority, not the



investigative agency. In our long experience, when subpoena authority resides outside
the control of the enforcement authority, agencies often proceed without the involvement,
expertise, guidance, and judgment of the prosecutor. Failure to place subpoena authority
with the enforcement authority can also lead to inconsistent, overly aggressive, and
potentially improper investigations and prosecutions. So far as we can determine, the
FDA does not have subpoena authority with respect to other criminal enforcement
matters.

[t would be unwise, in our view, to depart from this traditional practice and grant
the FDA subpoena authority as to online pharmacies, a new technology governed by a
complex statute, the Federal Food, Drug, and Cosmetic Act, 21 U.S.C. § 301 ef seq. With
all the new, cutting-edge legal and policy issues raised by the proposed legislation,
subpoena authority should remain with the Department. To the extent that the
Administration seeks to create subpoena authority to assist in the investigation of online
pharmacies, that can be accomplished by placing such authority within the Department.
Moreover, to the extent the FDA seeks additional tools with which to audit and inspect
the books and records of online pharmacy operators -- which we wholeheartedly support -
- that can be achieved short of providing subpoena authority.

There is also a related issue with respect to the enforcement of the subpoenas that
are to be issued. Section 503B(f)(2), entitled “Judicial Enforcement,” refers to
enforcement in federal court “upon application by the Commissioner.” It is unclear
whether this provision seeks to divest the Attorney General of her well-established
authority to represent the United States in federal court. If that is the intent of this
provision, we strongly oppose it. In any event, we do not believe such language is
sufficient to divest the Department of its litigating authority, but to eliminate any such
uncertainty, we recommend making it explicit that the Attorney General has the authority
to enforce Department-issued subpoenas.

II. DOJ Suggestions for Improving the Bill

The Department offers the following suggestions for improving the proposed
legislation.

1. Offshore Online Pharmacies

The proposed legislation should explicitly include pharmacies located overseas,
which currently offer drugs to citizens of the United States. While the definition of
"Online Pharmacy" is not restricted to those operating in the United States, we believe an
explicit reference to extraterritorial application would avoid any uncertainties. For this
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reason, we would recommend adding a section at the end of the bill stating
“Extraterritorial jurisdiction shall exist for violations of Section 503B if the online
pharmacy operates, in interstate or foreign commerce or within the special maritime and
territorial jurisdiction of the United States, or otherwise engages in commerce with an
individual located within the United States.”

2. Prohibition on Online Questionnaires

Section 503B(b)(4)(B) prohibits dispensing a prescription drug to an individual if
the prescription is based "primarily on-an online questionnaire or a similar document
concerning the patient's current condition or medical history." The Department agrees
that a prescription should not be based on an online questionnaire, but we believe this
formulation will be easy to evade and is not sufficiently supple to account for advances in
technology. For example, by describing what is not a valid prescription in very narrow
terms, the proposed language could be evaded by an exchange of e-mails between a
doctor and someone seeking a prescription; in that instance, the physician or other
prescriber could claim that he or she relied "primarily" on the contents of the email rather
than the questionnaire, thus easily defeating the narrow definition in the bill.

We leave alternative formulations to others more expert in this area, although one
alternative may be to state that a prescription is valid only if "based on a legitimate
practitioner-patient relationship." In our view, such a broadly-worded formulation would
encompass changing circumstances and technology better than a narrow definition based
on a current problem.

3. Information Regarding Doctors and Other Prescribers

Section 5S03B(b)(5) would require online pharmacies to post on their websites
information regarding where it is located and licensed and the “name, professional degree
and licensure of the pharmacist who is in charge.” But no similar information must be
posted for any prescriber who may be writing prescriptions or assisting in issuing
prescriptions for consumers through the website. To the extent that online pharmacies
offer consumers the services of a person authorized by law to write prescriptions (such as
a doctor, dentist, or nurse-practitioner), the website should be obligated to post
information analogous to that required to be posted concerning the pharmacist.

4. Applicable State Law

Section 503B(b)(3) of the draft bill requires pharmacies to comply with all
“applicable requirements of federal and state law governing the practice of pharmacy.”

3



The section does not define which states' laws are included — is it the laws of all states
where the consumer, website, doctor, and/or pharmacist are located? This should be
clarified.

Similarly, section 503B(4)(A) requires an online pharmacy to “ensure” that
prescription drugs are dispensed pursuant to prescriptions that are valid under the laws of
the state "where the individual is located." The draft bill does not identify who the
"individual" is intended to be, though it appears to refer to the individual to whom the
drug is dispensed, that is, the consumer. Again, this should be made more explicit.

5. Delegation of Functions to the States

Section 503B(e) authorizes the Secretary to designate state agencies to perform
certain functions, including examinations and inspections of records, on behalf of the
Secretary. While the language is permissive as to the Secretary's power to designate, we
recommend clarifying that State agencies are free to accept or reject any designation to
conduct these examinations and inspections. While this appears to be the intent of the
draft bill, such clarification would be useful to remove any federalism and Tenth
Amendment concerns.

6. Civil Enforcement by States

The proposed legislation should also require that States notify the Department of
Justice regarding filing of civil enforcement actions, and the legislation should define the
scope of relief available in State-initiated actions.

Section 503B(h) creates a state cause of action by which State attorneys general
could bring civil actions to enforce section 503B. It is essential that the Department of
Justice have notice of the action before it is filed, and the right to participate in the
litigation by intervention and appeal. Such rights are given to the Federal Trade
Commission (an independent agency with its own litigating authority) in analogous
situations by the Telephone Disclosure and Dispute Resolution Act, 15 U.S.C. § 5712(b),
and by the Credit Repair Organizations Act, 15 U.S.C. § 1679h(c)(2). These protections
would allow the Department to participate in litigation that may be crucial in the
development of case law interpreting the section.

7. Use of the Term “interstate commerce”

Section 503B(i) provides “The use of the Internet by an online pharmacy to engage
in, offer to engage in, or cause the delivery or sale of a prescription drug is deemed to be
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a transaction in interstate commerce.” Because the term “interstate commerce” is not
referred to elsewhere in the draft bill, it is unclear what purpose this subsection serves.

To the extent that it is included as a justification for Congress' authority to legislate in this
area, we recommend that it be mentioned in the beginning of the bill in a subsection
describing Congress' findings. We also recommend that, instead of using the "deemed"
construction, the subsection read as follows: "The Internet is an instrumentality of
interstate commerce, and the use of the Internet by an online pharmacy to engage in, offer
to engage in, or cause the delivery or sale of a prescription drug affects interstate
commerce."”

8. Civil Penalties

The draft bill provides for a civil penalty of $500,000 per violation. This is an
exceedingly stiff per-violation civil penalty, particularly for a “new” federal civil offense.
We are aware of very few civil penalties in this dollar range. We would recommend a
lower per-violation penalty, at least in the context of this regulatory certification process.

In addition, whatever amount is ultimately selected as the per-violation civil
penalty, we recommend amending the bill to provide the courts with guidance on what
factors they should consider in determining the amount of the penalty to impose. Other
statutes imposing far less severe civil penalties list such factors, which aid courts or
agencies in determining the appropriate penalty. E.g., 15 U.S.C. § 45(m)(1)(C) (FTC Act
- court to consider degree of culpability, history of such conduct, ability to pay, effect on
business, and other matters as justice may require); 15 U.S.C. § 2069(b) (CPSC Act -
Commission to consider nature of product defect, severity of risk of injury, occurrence of
injury, number of defective products, and size of business of person charged). We
recommend inserting a similar provision into this bill that could include these and/or
other factors, such as economic benefit to the violator.

9. Tolling the Effective Date in the Event of Certification Backlog

The bill provides an effective date one year after enactment. Due process requires
some mechanism to ensure that online pharmacies that are operating when the legislation
is enacted and that satisfy statutory and regulatory standards are not exposed to liability
simply because the Secretary is unable to complete the necessary certifications before the
penalties become effective. To address this due process issue, a sentence could be added
to section 2(d) such as, "To the extent that the Secretary requires additional time to
complete the determinations of compliance for online pharmacies operating at the time of
the statute's enactment, the Secretary may postpone the effective date of these
amendments." Alternatively, the bill could provide that proof of compliance with the

5



statutory and regulatory standards is an affirmative defense for online pharmacies
operating at the time of the statute's enactment and awaiting a determination of
compliance by the Secretary.

10.  Harmonization of Penalties Provisions with Existing Law

With respect to the relationship to existing law, a provision should be inserted
stating that "the civil and criminal remedies provided in this section are in addition to, and
do not displace, any statutes, regulations, or remedies under existing federal, state, or
local law." This would make it clear that online pharmacies must continue to comply
with all other federal and state laws.

11. False Statements

Any false statements made in the course of the certification process would
presumably be subject to sanctions under 18 U.S.C. § 1001. Nevertheless, it would be
useful to have a separate criminal provision targeted at false statements made in the
certification process. See 18 U.S.C. §§ 1007, 1010, 1011, 1012, and 1014 for examples
of statutes prohibiting false statements in particular circumstances.

Thank you for requesting our views. If further assistance on this matter is needed,
please do not hesitate to contact this office.

Sincerely,

Robert Raben
Assistant Attorney General
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Anited States Senate

WASHINGTON, DC 20510
March 14, 2000

The President
The White House
Washington, DC 20500

Dear Mr. President:

We are writing to express our concern about an effort by the state of Arkansas to obtain a
Medicaid waiver that would allow the state to enroll its Medicaid-eligible children in a program
with higher co-payments and-a more restrictive benefit package than regular Medicaid.

Any decision to grant Arkansas such a waiver has national implications. In 1995,
Democrats united to maintain the Medicaid program’s commitment to provide a comprehensive
package of benefits to low-income children. We should not allow states to undermine the
Medicaid program by channeling people into a Medicaid waiver program or separate state
program that imposes cost sharing and provides fewer benefits. If low-income children are
enrolled in a program with co-payments for most doctor visits and without the protection of
Medicaid’s full EPSDT benefit package, those children are less likely to receive the full range of
services they need to stay well or get well quickly. This is a particular concern for disabled
children with chronic health care needs.

If Arkansas is granted this waiver, this precedent could be used to defend similar actions
in Ilinois, New York, and other states, which would put the health of low-incorme and disabled
children in Illinois and elsewhere in jeopardy.

It is our understanding that these and other concems led to an earlier decision to reject
Arkansas’ approach. We urge you to continue the Administration’s stand for children by
reaffirming the importance of full Medicaid coverage for Medicaid-eligible children in Arkansas,
Nlinois, and all across the nation.

Thank you for your longstanding commitment to quality health care for children and for
your consideration of the national implications of this proposed waiver.

Sincerely,

Richard J. Durbin Jack
United States Senator : Uni tates Senator
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Rnited States Senate

WASHINGTON, DC 20510
March 14, 2000

The President
The White House
Washington, DC 20500

Dear Mr. President:

We are writing to express our concern about an effort by the state of Arkansas to obtain a
Medicaid waiver that would allow the state to enroll its Medicaid-eligible children in a program
with bigher co-payments and a more restrictive benefit package than regular Medicaid.

Any decision to grant Arkansas such a waiver has national implications. In 1995,
Democrats united to maintain the Medicaid program’s commitment to provide a comprehensive
package of benefits to low-income children. We should not allow states to undermine the
Medicaid program by channeling people into 2 Medicaid waiver program or separate state
program that imposes cost sharing and provides fewer benefits. If low-income children are
enrolled in a program with co-payments for most doctor visits and without the protection of
Medicaid’s full EPSDT benefit package, those children are less likely to receive the full range of
services they need to stay well or get well quickly. This is a particular concem for disabled
children with chronic health care needs.

If Arkansas is granted this waiver, this precedent could be used to defend similar actions
in Illinois, New York, and other states, which would put the health of low-income and disabled
children in Illinois and elsewhere in jeopardy.

It is our understanding that these and other concerns led to an earlier decision to reject
Arkansas’ approach. We urge you to continue the Administration’s stand for children by
reaffirming the importance of full Medicaid coverage for Medicaid-eligible children in Arkansas
Mlinois, and all across the nation.
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Thank you for your longstanding commitment to quality health care for children and for
your consideration of the national implications of this proposed waiver.

Sincerely,

)

Richard J. Durbin
United States Senator United<Btates Senator




GCL DRAFT 2/23/00

A BILL

To amend the Federal Food, Drug, and Cosmetic Act to provide for regulation of sales of
prescription drugs on the Internet, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled, That this Act may be cited as the "Internet Prescription Drug Sales Act
of 2000".

SEC. 2. REGULATION OF INTERNET PRESCRIPTION DRUG SALES.

(a) IN GENERAL.—Chapter V of the Federal Food, Drug, and Cosmetic Act is amended
by adding after section 503A the following new section:

- "SEC. 503B. INTERNET PRESCRIPTION DRUG SALES.

“(a) DEFINITIONS.—

"(1) INTERNET.— The term 'Internet' means collectively the myriad of computer
and telecommunications facilities, including equipment and operating software, which
comprise the interconnected world-wide network of networks that employ the
Transmission Control Protocol/Internet Protocol, or any predecessor or successor
protocols to such protocol, to communicate information of all kinds by wire or radio.

"(2) CONSUMER.—The term 'consumer' means a person (other than a pharmacy
or other entity licensed under state or federal law to purchase prescription drugs for
resale) that purchases or seeks to purchase prescription drugs through the Internet.

"(3) ONLINE PHARMACY.— The term 'online pharmacy' means a person that

engages in, offers to engage in, or causes the delivery or sale of a prescription drug to a



consumer through the Internet.

"(4) PRESCRIPTION DRUG.— The term 'prescription drug' has the meaning
given the term in section 503(b)(1).
"(b) REQUIREMENTS FOR ONLINE PHARMACIES —

"(1) IN GENERAL.—Each online pharmacy shall demonstrate to-the-Secretary's
satisfaction-that-it-comphes-andwill continue-te-comph-that it complies with the
requirements of this subsection with respect to the delivery or sale of prescription drugs

through the Internet, and shall at all times display on the homepage of its Internet website

a demonstration declarationofthe-Secretarys-detemmination-of compliance, in such form
as the Secretary may require. (and-including-such-seal—symbolorotherevidenceofsuch

"(2) LICENSURE.—The online pharmacy must be licensed to practice pharmacy
in each State in which it operates, and in each State to which it delivers or offers to
deliver prescription drugs ordered on the Internet.

"(3) COMPLIANCE WITH FEDERAL AND STATE LAWS.—The online
pharmacy must comply with all applicable requirements of Federal and State law
governing the practice of pharmacy.

"(4) REQUIREMENT OF VALID PRESCRIPTION.—The online pharmacy
must ensure that each prescription drug dispensed to an individual is based on a-
prescription—

"(A) that is valid under the laws of the State in which the individual is

locateds-and



"(5) WEBSITE DISCLOSURE INFORMATION.—The online pharmacy must

post in a visible and clear manner on the homepage of its Internet website or on a page
directly linked to its homepage the following:

"(A) the name (or names) of the online pharmacy or pharmacies identified
on its license (or licenses) in each State in which it is licensed to engage in the
practice of pharmacy;

"(B) the street address of the online pharmacy's principal place of
business;

"(C) the name, professional degree, and licensure of the pharmacist in
charge;

"(D) a telephone number or numbers at which a licensed pharmacist may
be contacted;

"(E) a list of the States in which the online pharmacy is licensed to
dispense prescription drugs and the applicable license numbers; and

“(F) a declaration that the online pharmacy will dispense prescription
drugs only upon a valid prescription by a licensed practitioner and only to an
individual located in a State in which the online pharmacy is licensed to dispense

such drugs.
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(6) NOTIFICATION: On-line pharmacies must notify the relevant state authorities
and FDA prior to launching any website. On-line pharmacies that are already operational
as of the effective date of this Act, must notify relevant state authorities and the FDA within

six months of the effective date of this act.

“(c) FAILURE TO COMPLY WITH REQUIREMENTS OF ACT ---EEEECIINVE

determination-ofcomphance-undersubsection(b) Lif, at any time, the Secretary finds that

an online pharmacy fails to meet any of the requirements set forth in subsection (b)
following an appropriate administrative process with full regard to the due process
rights of the persons involved, —Upon-issuance-of such-withdrawal-of determinationy it
shall be unlawful for the online pharmacy to engage in, offer to engage in, or cause the
delivery or sale of a prescription drug to a consumer.

[NB --1WOULD BE A LOT MORE COMFORTABLE DELETING THE ABOVE

SECTION ALTOGETHER SINCE IT SUBSTANTIALLY STEPS ON STATE’S RIGHTS

IN THIS AREA]




"(e) DESIGNATION OF EXAMINING ENTITY.—The Secretary may designate one or

more private nonprofit organizations or State agencies to examine and inspect the records and

facilities of applicants for a determination of compliance under this section—Eees-assessed-under

"(f) SUBPOENAS.—

[REWRITE SECTION TO REFLECT TRANSFER OF SUBPOENA AUTHORITY TO
DEPARTMENT OF JUSTICE]

"(1) COMMISSIONER’S AUTHORITY.— For the purpose of any audit,
investigation, examination, analysis, review, evaluation, determination of compliance, or
other proceeding with respect to this section, the Commissioner shall have power to sign
and issue subpoenas to any person requiring the production of any books, records, or
other documentary evidence. Subpoenas so issued by the Commissioner shall be served
by anyone authorized by the Commissioner—

"(A) by delivering a copy thereof to the person named therein, or—

"(B) by registered mail or by certified mail addressed to such person at his
or her last dwelling place or principal place of business. A verified return by the
person so serving the subpoena setting forth the manner of service, or, in the case
of service by registered mail or by certified mail, the return post office receipt

therefor signed by the person so served, shall be proof of service.
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"(2) JUDICIAL ENFORCEMENT.—In case of contumacy by, or refusal to obey
or fully comply with a subpoena issued pursuant to paragraph (1) and duly served upon,
any person, any district court of the United States for the judicial district in which such
person charged with contumacy or refusal to obey is found or resides or transacts
business, upon application by the Commissioner, shall have jurisdiction to issue an order
requiring such person to produce the books, records, or other documentary evidence
sought by the subpoena; and any failure to obey such order of the court may be punished
by the court as a contempt thereof.

"(g) REGULATIONS.—The Secretary is authorized to promulgate such regulations as
necessary to carry out the provisions of this section.

"(h) STATE CAUSE OF ACTION.—In any case in which the attorney general of a State
has reason to believe that an interest of the residents of that State has been or is threatened or
adversely affected by the action of a person that violates the provisions of this section, the
attorney general may bring a civil action on behalf of such residents in a district court of the
United States with appropriate jurisdiction—

"(A) to enjoin such action;

"(B) to enforce compliance with this section;

"(C) to obtain damages, restitution, or other compensation; or

"(D) to obtain such other legal or equitable relief as the court may find
appropriate.

“(1) INTERSTATE COMMERCE.— The use of the Internet by an online pharmacy to

engage in, offer to engage in, or cause the delivery or sale of a prescription drug is deemed to be



a transaction in interstate commerce.".

(b) PROHIBITED ACTS.—Section 301 of the Federal Food, Drug, and Cosmetic Act is
amended by adding at the end the following new subsection:

'(aa) The violation of section 503B by—
[REWRITE SECTION TO REFLECT CHANGES TO DETERMINATION AND SEALS
MADE ABOVE]

"(1) operating an online pharmacy without a determination by the Secretary of
compliance with the requirements of such section, without a seal or other required
evidence of such determination, or otherwise in violation of the requirements set forth in
section 503B(b);

"(2) dispensing a prescription drug in violation of section 503B; or

"(3) writing a prescription that is invalid under section 503B.".

(¢) PENALTIES.—Section 303 is amended by adding at the end the following new
subsection:

"(h) Any person who violates the requirements of section 503B, as specified in section
301(aa), shall be subject to civil money penalties of up to $500,000 per violation.".

(d) EFFECTIVE DATE.—The amendments made by this Act shall become effective one

year after the date of enactment.

|[ADD A PROVISION THAT “directs the Secretary of Health and Human Services and the
Secretary of Commerce to establish a joint process to consult with state authorities on ways

to lessen the burden of requiring separate registration for each state, such as reciprocity or
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mutual recognition, taking into account the states’ traditional regulatory authority over

pharmacies and the practice of medicine.”
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March 15, 2000

=3
The Honorable Jacob J. Lew . « . ¥
Dizector @ S
Office of Management and Budget

Washington, D.C. 20503
Dear Mr. Lew:

This letter presents the views of the Department of Justice on the draft legislation
proposed by the Department of Health and Human Services, the "Internet Prescription
Drug Sales Act 0£2000." The Department strongly supports much of this bill,
particularly to the extent it treats online and offline conduct in a consistent manner. See
Report of the President’s Working Group on Unlawful Conduct on the Intemet at 11-12
(regulation of unlawful conduct should "apply in the same way to conduct in the
cyberworld as it does to conduct in the physical world"). However, as we explain in Part
[, the Department strongly apposes the administrative subpoena and judicial enforcement
provisions of the proposed billﬁiﬁch would provide the Food and Drug Administration
(FDA) with autharity that it do€Shot possess with respect to traditiondl, brick-and-mortar
pharmacies. |In Part I, we identify other concems and offer suggestions on how the bill
may be improved and clarified.

L Subpoena Authority and Enforcement

The Department objects to the administrative subpoena authority and enforcement
provisions in the proposed bill.

Section 503(B)(f) of the bill would give FDA the power to issue subpoenas for
just about any purpose — “for the purpase of any audit, nvestigation, examination,
analysis, review, cvaluation, determination of compliance, or other proceeding with
respect to this section[.]” The Department strongly apposes giving FDA such authority.
As we have informed the FDA, the Department’s longstanding policy is that subpoena
authority should in nearly every instance reside with the prosecuting enforcement
authority, not the investigative agency. In our long experience, when subpoena authority
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resides outside the control of the enforcement authority, agencies often proceed without
the involvement, expertise, gnidance, and yjudgment of the prosecutor. Failure to place
subpoena authority with the enforcement authority can also lead to inconsistent, overly
aggressive, and potentially improper investigations and prosecutions. So far as we can
determine, the FDA does not have subpoena authority with respect to other cniminal
enforcement matters,

It would be unwise, in our view, to depart from this traditional practice and grant
the FDA subpoena authority as to online pharmacies, a new technology governed by a
complex statute, the Federal Food, Drug, and Cosmetic Act, 21 U.S5.C. § 301 et seq.
With all the new, cutting-edge legal and policy issues raised by the proposed legislation,
subpoena authority should remain with the Department]_To the extent that the
Administration seeks to create subpoena authority to assist in the investigation of online
pharmacies, that can be accomplished by placing such authority within the Department.
Moreover, to the extent the FDA seeks additional tools with which to audit and inspe
the books aund records of online pharmacy operators « which we wholeheartedly support
-- that can be achieved short of providing subpoena authonty.

There is also a related issue with respect to the enforcement of the subpoenas that
arc to be issued. Section 503B(£)(2), entitled “Judicial Enforcement,” refers to
enforcement in federal coust “upon application by the Commissioner.” It is unclear
whether this provision seeks to divest the Attorney General of her well-established
authority to represent the United States in federal court. If that is the intent of this
provision, we strongly oppose it In any event, we do not believe such language is
sufficient to divest the Department of its litigating authority, but to eliminate any such
uncertainty, we recommend maldng it explicit that the Attorney General has the authority
to enforce Department-issued subpoenas.

II. DOJ Suggestions for Improving the Bill

The Department offers the following suggestions for improving the proposed
legislation.

1. Offshore Online Pharmacies

The proposed legislation should explicitly include pharmacies located overseas,
which currently offer drugs ta citizens of the United States. While the definition of
"Online Pharmacy" is not restricted to those operating in the United States, we believe an
explicit reference to extraterritorial application would avoid any uncertainties. For this
reason, we would recommend adding a section at the end of the bill stating

2
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"Extraterritorial jurisdiction shall exist for violations of Section 503B if the online
pharmacy operates, in interstate or foreign commerce or within the special maritime and
territorial jurisdiction of the United States, or otherwise engages in commerce with an
individual located within the United States."

2. Prohibition on Online Questionnaires

Section 503B(b)(4)(B) prohibits dispensing a prescription drug to an individual if
the prescription is based "primarily on an online questionnaire or 2 similar document
concerning the patient's current condition or medical history." The Department agrees
that a prescription should not be based on an online questionnaire, but we believe this
formulation will be easy to evade and is not sufficiently supple to account for advances
in technology. For example, by describing what is not a valid prescription in very narrow
terms, the proposed language could be evaded by an exchange of e-mails berween a
doctor and someone seeking a prescription; in that instance, the physician or other
prescriber could claim. that he or she relied "primarily” on the contents of the email xather
than the questionnaire, thus easily defeating the narrow definition in the bill.

We leave alternative formulations to others more expert in this area, although one
alternative may be to state that a prescription is valid only if "based on a legitimate
practitioner-patient relationship.” In our view, such a broadly-worded formnlation would
encompass changing circumstances and technology better than a narrow definition based
on a current problem.

3. Information Regarding Doctors and Other Prescribers

Section 503B(b)(5) would require online pharmacies to post on their websites
information regarding where it is located and licensed and the “name, professional
degree and licensure of the pharmacist who is in charge.” But no similar information
must be posted for any prescriber who may be writing prescriptions or assisting in
issuing prescriptions for consumers through the website. To the extent that online
pharmacies offer consumers the services of a person authorized by law to write
prescriptions (such as a doctor, dentist, or nurse-practitioner), the website should be
obligated to post information analogous to that required to be posted conceming the
pharmacist.

4, Applicable State Law

Section 503B(b)(3) of the draft bill requires pharmacies to comply with all
“applicable requirements of federal and state law governing the practice of pharmacy

3
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The section daes not define which states’ laws are included — is it the laws ofﬁ QEt.eP
where the consumer, website, doctor, and/or pharmacist are located? This should be
clarified.

Sinilarly, section 503B(4)(A) requires an online pharmacy to “ensure” that
prescription dnigs are dispensed pursuant to prescriptions that are valid under the laws of
the state "where the individual 1s located." The draft bill does not identify who the
"individual" is intended to be, though it appears to refer to the individual to whom the
drug is dispensed, that is, the consumer. Again, this should be made more explicit.

5. Deleeation of Functions to the States

Section 503B(e) authorizes the Secretary to designate state agencies to perform
certain functions, including examinations and inspections of records, on behalf of the
Secretary. While the language is permissive as to the Secretary's power to designate, we
recommend clarifying that State agencies are free to accept or reject any designation to
conduct these examinations and inspections. While this appears to be the intent of the
draft bill, such clarification would be useful to remove any federalism and Tenth
Amendment concemns.

6. Civil Enforcement by States

The proposed legislation should also require that States notify the Department of
Justice regarding filing of civil enforcement actions, and the legislation should define the
scope of relief available in State-initiated actions.

Section 503B(h) creates a state cause of action by which State attorneys general
could bring civil actions to cuforce section 503B. It is essential that the Department of
Justice have notice of the action before it is filed, and the right to participate in the
litigation by intervention and appeal. Such rights are given to the Federal Trade
Commission (an independent agency with its own litigating authority) in analogous
situations by the Telephone Disclosure and Dispute Resolution Act, 15 U.S.C. § 5712(b),
and by the Credit Repair Organizations Act, 15 U.S.C. § 1679h(c)(2). These protections
would allow the Department to participate in litigation that may be crucial in the
development of case law interpreting the section.

7. Use of the Term “interstate commerce”

Section 503B(1) provides “The use of the Internet by an online pharmacy to
engage in, offer to engage in, or cause the delivery or sale of a prescription drug is

4
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deemed to be a transaction in intexstate commerce.” Because the texm “interstate
commerce” is not referred to elsewhere in the draft bill, it 1s unclear what purpose this
subsection sexves. To the extent that it is included as a justification for Congress'

authority to legislate in this area, we recommend that it be mentioned 1o the beginning of
the bill in a subsection describing Congress' findings. We also recommend that, instead

of using the "deemed" construction, the subsection read as follows: "The Internet is an
instrumentality of interstate commerce, and the use of the Intemnet by an online pharmacy

to engage in, offer to engage in, or cause the delivery or sale of a prescription drug

affects interstate commerce."

8. Civil Penalties

The draft bill provides for a civil peralty of $500,000 per violation. This is an
exceedingly stiff per-violation civil penalty, particularly for a “new” federal civil offense.
We are aware of very few civil penaltigs in this dollar range. We would recommend 2
lower per-violation penalty, at least in the context of this regulatory certification process.

In addition, whatever amount is ultimately selected as the per-viclation civil
penalty, we recommend amending the bill to provide the courts with guidance on what
factors they should consider in determining the amount of the penalty to impose. Other
statutes imposing far less severe civil penalties list such factors, which aid couxts or
agencies in determining the appropriate penalty. E.g., 15 U.S.C. § 45(m)(1)(C) (FTC
Act - court to consider degree of culpability, history of such conduct, ability to pay, effect
on business, and other matters as justice may require); 15 U.8.C. § 2069(b) (CPSC Act -
Commission to consider nature of product defect, severity of risk of injury, occurrence of
injury, nuraber of defective products, and size of business of person charged). We
recommend inserting a similar provision into this bill that could include these and/ox
other factors, such as economic benefit to the violator.

9, Tolling the Effective Date in the Event of Certification Backlog

The bill provides an cffective date one year aftex enactment. Due process requires
*some mechanism to ensure that online pharmacies that are operating when the legislation
is enacted and that satisfy statutory and regulatory standards are not exposed to liability
simply because the Secretary is unable to complete the necessary certifications before the
penalties become effective. To address this due process issue, a sentence could be added
to section 2(d) such as, "To the extent that the Secretary requires additional tme to
complete the determinations of compliance for online pharmacies operating at the time of
the statute's enactment, the Secretary may postpone the effective date of these
amendments." Alternatively, the bill could provide that proof of compliance with the

5

TOTAL P.V6



\ { -
et pude 2 VW&/L%}(WW,@L{M
"Internet Prescription Drug Sales Act of 2000"

Summary

SEC. 2. REGULATION OF INTERNET PRESCRIPTION DRUG SALES.
IN GENERAL.

Section 2(a) adds to chapter V of the Federal Food, Drug, and Cosmetic Act (the Act) a
new section 503B (Internet Prescription Drug Sales) with the following provisions:

DEFINITIONS.

"non non

Section 503B(a) defines the terms "Internet", "consumer”, "online pharmacy", and

"prescription drug". v W

REQUIREMENTS FOR ONLINE PHARMACIES.
WWV

Subsection (b)(1) requires each online pharmaCy to demonstrate to the Secretary's
satisfaction that it complies with the requ1reme of this subsectlon and to dlsplay on
the homepage of its Internet website a
compliance, in such form as the Secretary may require.

The remaining paragraphs of subsection (b) provide that the online pharmacy
must:

(2) be licensed to practice pharmacy in each State in which it operates, and in each
State to which it delivers or offers to deliver prescription drugs ordered on the Internet;

(3) comply with all applicable requirements of Federal and State law governmg
the practice of pharmacy;

(4) ensure that each prescription drug dispensed to an individual is based on a
prescription that is (A) valid under the laws of the State in which the individual is
located; and (B) based on a practitioner-patient relationship that involves more than use
of an online questionnaire or similar document concerning the patient’s current condition
or medical history;

(5) post on its Internet homepage or a directly linked page: (A) the name (or
names) of the online pharmacy or pharmacies identified on its license (or licenses) in
each State in which it is licensed to engage in the practice of pharmacy; (B) the street
address of its principal place of business; (C) the name, professional degree, and licensure
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of the pharmacist in charge; (D) a telephone number or numbers at which a licensed
pharmacist may be contacted; (E) a list of the States in which it is licensed to dispense
prescription drugs and the applicable license numbers; and (F) a declaration that it will
dispense prescription drugs only upon a valid prescription by a licensed practitioner and
only to an individual located in a State in which it is licensed to dispense such drugs.

EFFECTIVE PERIOD OF DETERMINATION.

Subsection (c) provides that the Secretary's determination of compliance of an
online pharmacy will be effective for a period of two years, except that the Secretary may
withdraw the determination at any time upon finding that the pharmacy fails to meet any
of the requirements of subsection (b).

FEES.

Subsection (d) authorizes the Secretary to assess fees for determinations of
compliance of online pharmacies under this section, in amounts sufficient in the
aggregate to cover the costs (including costs for periodic inspections) of such
determinations. It further provides that a determination of compliance of an online
pharmacy will not be effective until any applicable fee has been paid in full.

DESIGNATION OF EXAMINING ENTITY.

Subsection (e) authorizes the Secretary to designate private nonprofit
organizations or State agencies to examine and inspect the records and facilities of online
pharmacies seeking a determination of compliance. It further provides that fees assessed
under subsection (d) (or a portion thereof) may be used to reimburse the costs of
designated entities.

SUBPOENAS.

Subsection (f) authorizes the Commissioner of Food and Drugs, for the purpose of
any audit, investigation, or other proceeding with respect to this section, to issue
administrative subpoenas to any person requiring the production of any books, records, or
other documentary evidence.

REGULATIONS.

Subsection (g) authorizes the Secretary to promulgate such regulations as
necessary to carry out this section.



STATE CAUSE OF ACTION.

Subsection (h) permits a State attorney general to bring suit in United States
district court, on behalf of residents of that State threatened or adversely affected by an
action that violates this section, to enjoin such action; to enforce compliance with this
section; to obtain damages, restitution, or other compensation; or to obtain such other
relietf as the court may find appropriate.

INTERSTATE COMMERCE.

Subsection (i) declares that the use of the Internet by an online pharmacy to
engage in, offer to engage in, or cause the sale of a prescription drug is deemed to be a
transaction in interstate commerce.

PROHIBITED ACTS.

Section 2(b) of the bill adds to section 301 of the Act a new subsection (aa), making it a
prohibited act within the meaning of that section to violate new section 503B by (1) operating an
online pharmacy without a determination of compliance by the Secretary, without a seal or other
required evidence of the Secretary's determination of compliance, or otherwise in violation of the
requirements set forth in section S03B(b); (2) dispensing a prescription drug in violation of
section 503B; or (3) writing a prescription that is invalid under section 503B.

PENALTIES.

Section 2(c) of the bill adds to section 303 of the Act a new subsection (h), providing that
any person who violates the requirements of section 503B, as specified in section 301 (aa) shall
be subject to civil money penalties of up to $500,000 per violation.

EFFECTIVE DATE.

Section 2(d) provides that the bill's provisions will become effective one year after the
date of enactment.



Medicaid Kids Enroliment: Change from 1996 to 1998

1996 Non- 1997 Non- 1998 Non- 96-97 97-98
Disabled Disabled Disabled 96-97 Percent 97-98 Percent
STATE Children  Children Children Change Change Change Change
ALL JURISDICTIONS 20,490,382 20,386,391 20,099,356  -103,991 1% -287.035 -1.4%
ALABAMA 296,107 324,253 331,073 28,146 10% 6,820 2.1%
ALASKA 49,784 46,242 48,619 -3,542 7% 2,377 51%
ARIZONA 412,013 378,502 366,563  -33,511 -8% -11,939 -3.2%
ARKANSAS 133,189 151,334 189,904 18,145 14% 38,570 25.5%
CALIFORNIA 3,110,773 3,333,143 3,230,432 222,370 7% -102,711 3.1%
COLORADO 175,643 175,416 173,628 -227 0% -1,788 -1.0%
CONNECTICUT 201,085 201,119 207,306 34 0% 6,187 3.1%
DELAWARE 48,566 51,682 51,666 3,116 6% -16 0.0%
DISTRICT OF COLUMBIA 74,079 72,762 68,025 -1,317 2% -4,737 -6.5%
FLORIDA 1,509,686 1,084,914 1,025,156  -424,772 -28% -59,758 -5.5%
GEORGIA 691,067 693,452 695,133 2,385 0% 1,681 0.2%
HAWAII n/a n/a n/a n/a n/a n/a n/a
IDAHO 72,505 65,659 67,466 6,846 -9% 1,807 2.8%
ILLINOIS 937,590 1,029,258 955,011 91,668 10% 74,247 7.2%
INDIANA 344,361 326,722 344153  -17,639 -5% 17,431 5.3%
IOWA 153,117 144,117 147,049 -9,000 6% 2,932 2.0%
KANSAS 143,270 136,365 129,332 -6,905 -5% 7,033 -5.2%
KENTUCKY 304,924 295,442 289,907 -9,482 -3% -5,535 -1.9%
LOUISIANA 387,847 255,097 350,549  -132,750 -34% 95,452 37.4%
MAINE 84,714 89,202 89,248 4,488 5% 46 0.1%
MARYLAND 281,282 187,105 311,850  -94,177 -33% 124,745 66.7%
MASSACHUSETTS 356,014 352,314 464,409 -3,700 1% 112,095 31.8%
MICHIGAN 697,523 706,043 569,400 8,520 1% -136,643 -19.4%
MINNESOTA 350,859 335,862 316,538  -14,997 -4% -19,324 -5.8%
MISSISSIPPI 278,342 263,929 259,140  -14,413 -5% -4,789 -1.8%
MISSOURI 420,058 435736 438,529 15,678 4% 2,793 0.6%
MONTANA 39,045 49,317 47,836 10,272 26% -1,481 -3.0%
NEBRASKA 46,058 118,138 131,015 72,080 156% 12,877 10.9%
NEVADA 82,542 72,569 72,958 9,973 -12% 389 0.5%
NEW HAMPSHIRE 56,829 60,439 58,633 3610 6% -1,806 -3.0%
NEW JERSEY 417,519 409,205 412,723 -8,314 2% 3.518 0.9%
NEW MEXICO 215,370 218,809 223,053 3,439 2% 4,244 1.9%
NEW YORK 1,459,578 1,642,367 1,576,044 182,789 13% 66,323 -4.0%
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THE ELECTRONIC FRONTIER THE CHALLENGE OF
UNLAWFUL CONDUCT INVOLVING THE USE OF THE INTERNET
A Report of the President’s Working Group
on Unlawful Conduct on the Internet
March 2000

EXECUTIVE SUMMARY

It should come as no surprise that the Internet is rapidly transforming the way we
communicate, educate, and buy and sell goods and services. As the Internet’s potential to
provide unparalleled benefits to society continues to expand, however, its potential to serve
as a powerful new medium for those who wish to commit unlawful acts has also grown.

Unlawtful conduct involving the use of the
\Internet is just as intolerable as any other type of
illegal activity. Ensuring the safety and security of
"those who use the Internet is thus a critical element ;
‘of the Administration’s overall policy regarding the |’

Internet and electronic commerce, a policy that :
‘seeks to promote private sector leadershlp,
‘technology-neutral laws and regulation, and an
‘appreciation of the Internet as an important medium
Ifor commerce and communication both domestically
iand internationally. Indeed, the continued growth
:and maturation of this new medium depends on our
taking a balanced approach that ensures that the
Internet does not become a haven for unlawful
(activity.

For these reasons, the President and Vice President established an interagency Working
Group on Unlawful Conduct on the Internet, chaired by the Attorney General, to provide an
initial analysis of legal and policy issues surrounding the use of the Internet to commit
unlawful acts. Specifically, the Working Group considered (1) the extent to which existing
federal laws are sufficient to address unlawful conduct involving the use of the Internet; (2)
the extent to which new tools, capabilities, or legal authorities may be needed for effective
investigation and prosecution of such conduct; and (3) the potential for using education and
empowerment tools to minimize the risks from such conduct.

Consistent with the Administration’s overall policy, the Working Group recommends a
3-part approach for addressing unlawful conduct on the Internet:

« First, any regulation of unlawful conduct involving the use of the Internet
should be analyzed through a policy framework that ensures that online conduct
is treated in a manner consistent with the way offline conduct is treated, in a
technology-neutral manner, and in a manner that takes account of other
important societal interests, such as privacy and protection of civil liberties;

* Second, law enforcement needs and challenges posed by the Internet should
be recognized as significant, particularly in the areas of resources, training, and
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the need for new investigative tools and capabilities, coordination with and
among federal, state, and local law enforcement agencies, and coordination
with and among our international counterparts; and

* Third, there should be continued support for private sector leadership and the
development of methods — such as "cyberethics" curricula, appropriate
technological tools, and media and other outreach efforts — that educate and
empower Internet users to prevent and minimize the risks of unlawful activity.

Prior technological advances — the automobile, the telegraph, and the telephone, for
example — have brought dramatic improvements for society, but have also created new
opportunities for wrongdoing. The same is true of the Internet, which provides unparalleled
opportunities for socially beneficial endeavors — such as education, research, commerce,
entertainment, and discourse on public affairs — in ways that we may not now even be able
to imagine. By the same token, however, individuals who wish to use a computer as a tool
to facilitate unlawful activity may find that the Internet provides a vast, inexpensive, and
potentially anonymous way to commit unlawful acts, such as fraud, the sale or distribution
of child pornography, the sale of guns or drugs or other regulated substances without
regulatory protections, and the unlawful distribution of computer software or other creative
material protected by intellectual property rights.

TV

information

In its analysis of existing federal laws in these and other areas, the Working Group
finds that existing substantive federal laws generally do not distinguish between unlawful
conduct committed through the use of the Internet and the same conduct committed through
the use of other, more traditional means of communication. For example, laws governing
fraud — such as credit card fraud, identity theft, securities fraud, gambling, and unfair and
deceptive trade acts or practices — apply with equal force to both online as well as oftline
conduct. To the extent these existing laws adequately address unlawful conduct in the
offline world, they should, for the most part, adequately cover unlawful conduct on the
Internet. There may be a few instances, however, where relevant federal laws need to be
amended to better reflect the realities of new technologies, such as the Internet.

Despite the general adequacy of laws that define the substance of criminal and other
offenses, the Working Group finds that the Internet presents new and significant
investigatory challenges for law enforcement at all levels. These challenges include: the
need for real-time tracing of Internet communications across traditional jurisdictional
boundaries, both domestically and internationally; the need to track down sophisticated
users who commit unlawful acts on the Internet while hiding their identities; the need for
hand-in-glove coordination among various law enforcement agencies; and the need for
trained and well-equipped personnel — at federal, state, local, and global levels — to gather
evidence, investigate, and prosecute these cases. In some instances, federal procedural and
evidentiary laws may need to be amended to better enable law enforcement to meet these
challenges.

These needs and challenges are neither trivial nor theoretical. Law enforcement
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agencies today, for example, are faced with the need to evaluate and to determine the
source, typically on very short notice, of anonymous e-mails that contain bomb threats
against a given building or threats to cause serious bodily injury. Other scenarios raise
similarly significant concerns: If a hacker uses the Internet to weave communications
through computers in six different countries to break into an online business’ records of
customer credit card information, consumer confidence in the security of e-commerce and
the Internet may be damaged if law enforcement agencies are unable to cooperate and
coordinate rapidly with their counterparts in the other countries to find the perpetrator.

Finally, an essential component of the Working Group’s strategy is continued support
for private sector leadership and the development of methods — such as "cyberethics"
curricula, appropriate technological tools, and media and other outreach efforts — that
educate and empower Internet users so as to minimize the risks of unlawful activity. This
Administration has already initiated numerous efforts to educate consumers, parents,
teachers, and children about ways to ensure safe and enjoyable Internet experiences, and
those efforts should continue. The private sector has also undertaken substantial
self-regulatory efforts — such as voluntary codes of conduct and appropriate cooperation
with law enforcement — that show responsible leadership in preventing and minimizing the
risks of unlawful conduct on the Internet. Those efforts must also continue to grow.
Working together, we can ensure that the Internet and its benefits will continue to grow and
flourish in the years and decades to come.

THE ELECTRONIC FRONTIER: THE CHALLENGE OF
UNLAWFUL CONDUCT INVOLVING THE USE OF THE INTERNET
A Report of the President’s Working Group
on Unlawful Conduct on the Internet
March 2000

On April 7, 1999, visitors to an online financial news message board operated by
Yahoo!, Inc. got a scoop on PairGain, a telecommunications company based in Tustin,
California. An e-mail posted on the message board under the subject line "Buyout News"
said that PairGain was being taken over by an Israeli company. The e-mail also provided a
link to what appeared to be a website of Bloomberg News Service, containing a detailed
story on the takeover. As news of the takeover spread, the company's publicly traded stock
shot up more than 30 percent, and the trading volume grew to nearly seven times its norm.
There was only one problem: the story was false, and the website on which it appeared was
not Bloomberg's site, but a counterfeit site. When news of the hoax spread, the price of the
stock dropped sharply, causing significant financial losses to many investors who
purchased the stock at artificially inflated prices.

Within a week after this hoax appeared, the Federal Bureau of Investigation arrested a
Raleigh, North Carolina man for what was believed to be the first stock manipulation
scheme perpetrated by a fraudulent Internet site. The perpetrator was traced through an
Internet Protocol address that he used, and he was charged with securities fraud for
disseminating false information about a publicly traded stock. The Securities and Exchange
Commission also brought a parallel civil enforcement action against him. In August, he
was sentenced to five years of probation, five months of home detention, and over 393,000
in restitution to the victims of his fraud.

I. INTRODUCTION

The use of new technology to commit traditional crimes, such as securities fraud, is not
new. Advances in technology — the advent of the automobile and the telephone, for instance
— have always given wrongdoers new means for engaging in unlawful conduct. The Internet
is no different: it is simply a new medium through which traditional crimes can now be
committed, albeit through the use of inexpensive and widely available computer and
telecommunications systems, and with unprecedented speed and on a far-reaching scale. At
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the same time, as exemplified by the PairGain case, the tools and capabilities associated
with new technologies can in many instances help law enforcement agencies solve such
crimes.

How should society, and government in particular, respond to the advent of these new
ways of committing traditional crimes? This report responds to a recent Executive Order
from the President and sketches the preliminary contours of a legal and policy answer to
that question. It provides a foundation and offers a framework for further dialogue among
law enforcement officials and policymakers at all levels; members of the business
community, trade associations, and the non-profit sector; and members of the public on one
of the most important issues we face in response to this powerful new communications
medium and our new digital economy.

A. Executive Order 13,133

In August 1999, President Clinton established an interagency Working Group on Unlawful
Conduct on the Internet ("Working Group"). Executive Order 13,133 directed the Working
Group, under the leadership of the Attorney General, to address the issue of unlawful

conduct involving the use of the Internet and to prepare a report with recommendations on:

« The extent to which existing federal laws provide a sufficient basis for
effective investigation and prosecution of unlawful conduct that involves the
use of the Internet, such as the illegal sale of guns, explosives, controlled
substances, and prescription drugs, as well as fraud and child pornography;

* The extent to which new technology tools, capabilities, or legal authorities
may be required for effective investigation and prosecution of unlawful conduct
that involves the use of the Internet; and

* The potential for new or existing tools and capabilities to educate and
empower parents, teachers, and others to prevent or to minimize the risks from
unlawful conduct that involves the use of the Internet.

The Executive Order further directed the Working Group to conduct its review in the
context of current Administration policy concerning the Internet. That policy includes
support for industry self-regulation where possible, support for technology-neutral laws and
regulations, and an appreciation of the Internet as an important medium for commerce and
free speech both domestically and internationally.1 The full text of the Executive Order
appears in Appendix A to this report.

This report responds to the directive of Executive Order 13,133 and sets forth a strategy
for responding to unlawful conduct on the Internet and for ensuring a safe and secure online
environment. As discussed in greater detail below, the Working Group’s proposed strategy
consists of a 3-part approach that includes: (a) a framework of policy principles for
evaluating the need for Internet-specific laws to prohibit unlawful conduct; (b) recognition
of the new and significant investigatory needs and challenges posed by the Internet; and (c)
support for private sector leadership and the development of appropriate technological tools
and outreach efforts to educate and empower Internet users to prevent and minimize the
risks of unlawful acts facilitated by the Internet.

Part II of this report focuses on the first component of the strategy, describing the nature
of unlawful activity on the Internet and proposing a framework for analyzing policy and
legal responses to such activity. Part Il also discusses efforts to promote private-sector
leadership in this area and summarizes the Working Group’s analysis of the adequacy of
existing substantive federal laws, as applied to unlawful conduct on the Internet. Part [1I of
the report then identifies several areas in which new technology tools, capabilities, or legal
authorities may be required for effective evidence-gathering, investigation, and prosecution
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of unlawful conduct that involves the use of the Internet. Part IV of the report focuses on
the third component of the strategy, urging support for expanded educational efforts and
technological tools to empower Internet users. Finally, Part V summarizes the report’s
conclusions and recommendations for further action.

B. The Working Group on Unlawful Conduct on the Internet

Pursuant to Executive Order 13,133, the Working Group included the Attorney General,
who served as chair of the Working Group; the Director of the Office of Management and
Budget; the Secretary of the Treasury; the Secretary of Commerce; the Secretary of
Education; the Director of the Federal Bureau of Investigation; the Director of the Bureau of
Alcohol, Tobacco and Firearms; the Administrator of the Drug Enforcement
Administration; the Chair of the Federal Trade Commission; and the Commissioner of the
Food and Drug Administration. In addition, given their interest and expertise in the subject
matter, representatives from the Consumer Product Safety Commission, the U.S. Customs
Service, the Department of Defense, the Department of State, the National Aeronautics and
Space Administration, the National Commission on Libraries and Information Science, the
Postal Inspection Service, the U.S. Secret Service, and the Securities and Exchange
Commission also participated on the Working Group.

In preparing this report, the Working Group benefitted from the views of representatives
of a variety of entities outside the federal government, including, for example:

» State and local groups, such as the National Association of Attorneys General;
the National District Attorneys Association; the National Association of Boards
of Pharmacies; and the National League of Cities;

* Industry groups, such as the Internet Alliance, the Computer Systems Policy
Project, the Business Software Alliance, and representatives of Internet service
providers and other high-technology companies; and

« Non-profit advocacy and civil liberties groups, such as the National Center for
Missing and Exploited Children, the Center for Democracy and Technology,
and the Electronic Privacy Information Center.

We look forward to continuing our dialogue with these and other groups on the important
and substantial issues raised in this report,

C. Summary of Strategy

The Internet already is and will continue to be a major force for communication and
economic growth in the decades ahead. Consistent with its 1997 Framework for Global
Economic Commerce, the Administration is continuing to work toward providing a
market-oriented policy environment to support the development of this new digital
economy. In developing such an environment, it is essential to address some of the possible
negative side effects associated with this new economy. These goals are not inconsistent;
rather, they are mutually reinforcing: continued growth in economic commerce will require
a stable, predictable legal environment that includes vigorous enforcement of consumer
protections; and focused law enforcement efforts in turn will promote greater consumer
confidence and trust in the Internet as a safe and secure medium of communications and
commerce.

To turther these goals, the Working Group recommends a 3-part approach for addressing
unlawful conduct on the Internet:

» First, evaluating the need for Internet-specific regulation of unlawful conduct
through a framework of general policy principles, including the principle that
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online and offline conduct should be treated consistently and in a
technology-neutral way;

» Second, recognizing the significant law enforcement needs and challenges
posed by the Internet, particularly in the areas of resources, training, and the
need for new investigatory tools and capabilities, coordination with and among
federal, state, and local law enforcement agencies, and coordination with and
among our international counterparts; and

» Third, supporting continued private sector leadership and the development of
methods — such as "cyberethics” curricula, appropriate technological tools, and
media and other outreach efforts — that educate and empower Internet users so
as to prevent and minimize the risks of unlawful activity.

Each of these components is an integral part of our overall proposed strategy and is
discussed in greater detail in the report that follows.

II. POLICY FRAMEWORK AND LEGAL ANALYSIS

There can be little doubt that the Internet — a global electronic network of computer
networks (including the World Wide Web) that connects people and information2 — has
revolutionized and will continue to revolutionize how we communicate, educate ourselves,
and buy and sell goods and services. The Internet has grown from 65 million users in 1998
to over 100 million users in the U.S. in 1999, or half the country’s adult population; the
number of Internet users in the U.S. is projected to reach 177 million by the end of 2003;
and the number of Internet users worldwide is estimated to reach 502 million by 2003.3
Business-to-business electronic commerce totaled over $100 billion in 1999 (more than
doubling from 1998) and is expected to grow to over $1 trillion by 2003.4

There can also be little doubt that the Internet provides immeasurable opportunities for
far-reaching social benefits. Communications over the Internet, for example, permits
unparalleled opportunities for education, research, commerce, entertainment, and discourse
on public affairs. Electronic mail ("e-mail") has become an entirely new medium for
business and personal communications, allowing users a fast and inexpensive way to keep
in touch, to send text, pictures, or sound files to individuals or to groups, and to buy and sell
goods and services. News and other information can be made available to anyone with a
computer and a modem virtually instantaneously, and more information (on an absolute
scale) can be made available to more people, due to the open and decentralized nature of the
Internet (anyone can put up a website and "publish" information for the world to see).
Access to research databases, directories, encyclopedias, and other information sources
previously available only to those with the time, money, and energy to obtain physical
access to print material has opened up a world of information to the average citizen. And by
making transactions of all kinds cheaper, faster, interactive, and hence more efficient,
electrnoic commerce ("e-commerce") is transforming the way businesses operate and the
way consumers work, shop, and play.

The Internet, like most new technologies, is an inherently value-neutral tool: It can be
used in ways that are socially beneficial or socially harmful. New technologies can, of
course, create new forms of socially undesirable behavior. More often, they provide new
ways of committing traditionally undesirable behavior. For example, the advent of the
telephone allowed innovative lawbreakers not only to develop new crimes (e.g.,
long-distance toll fraud), but also to commit traditional crimes in a new manner (e.g.,
harassment through the use of the telephone).

The Internet has fared no better than other technologies against resourceful and

technologically sophisticated individuals who seek to commit unlawful acts. Last year, for
example, tens of thousands of computer users were struck by "Melissa" and
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"Explore.Zip.Worm," e-mail viruses that quickly spread around the world, erasing files,
crashing systems, and costing companies millions of dollars in support and downtime.
More recently, some of the most popular consumer and commercial websites were
temporarily disabled as a result of "distributed denial-of-service" attacks. Other websites
have been the targets of "page-jacking" schemes, in which websites and search engines are
manipulated to drive unsuspecting users to unwanted (usually "adult") websites (see
Appendix B for further discussion of page-jacking).

More generally, individuals who wish to use a computer as a tool to facilitate criminal
activity may find the Internet as appealing, if not more so, as they did the telephone decades
ago or the telegraph before that. Similar to the technologies that have preceded it, the
Internet provides a new tool for wrongdoers to commit crimes, such as fraud, the sale or
distribution of child pornography, the sale of guns or drugs or other regulated substances
without regulatory protections, or the unlawful distribution of computer software or other
creative material protected by intellectual property rights. In the most extreme
circumstances, cyberstalking and other criminal conduct involving the Internet can lead to
physical violence, abductions, and molestation. Although the precise extent of unlawful
conduct involving the use of computers is unclear,5 the rapid growth of the Internet and
e-commerce has made such unlawful conduct a critical priority for legislators,
policymakers, industry, and law enforcement agencies.

A. Understanding the Nature of Unlawful Conduct Involving Computers

Although definitions of computer crime may differ, not every crime committed with a
computer is a computer crime. For example, if someone steals a telephone access code and
makes a long distance call, the code they have stolen is checked by a computer before the
call is processed. Even so, such a case is more appropriately treated as "toll fraud," not
computer crime. Although this example may seem straightforward, many cases cannot be
so neatly categorized. For example, a bank teller who steals a $10 bill from a cash drawer is
embezzling. A bank teller who writes a computer program to steal pennies from many
accounts (at random) and to funnel that money into another bank through the electronic
funds transfer system may also be embezzling, but both committing and prosecuting this
offense may require a working knowledge of the bank’s computer system. Thus, such a
crime may reasonably be characterized as a computer offense.

Broadly speaking, computers can play three distinct roles in a criminal case. First, a
computer can be the target of an offense. This occurs when conduct is designed to take
information without authorization from, or cause damage to, a computer or computer
network. The "Melissa" and "Explore.Zip.Worm" viruses, along with "hacks" into the
White House and other websites, are examples of this type of offense. Second, a computer
can be incidental to an offense, but still significant for law enforcement purposes. For
example, drug traffickers may store transactional data (such as names, dates, and amounts)
on computers, rather than in paper form. Third, computers can be a tool for committing an
offense, such as fraud or the unlawful sale of prescription drugs over the Internet. Each of
these three roles can be and often are present in a single criminal case. Although this report
focuses primarily on this third category of computer crime, it is important to understand the
range of unlawful conduct that involves computers to appreciate the context of law
enforcement needs and challenges relating to such conduct.

1. Computers as Targets

One obvious way in which a computer can be involved in unlawful conduct is when the
confidentiality, integrity, or availability of a computer’s information or services is attacked.
This form of crime targets a computer system, generally to acquire information stored on
that computer system, to control the target system without authorization or payment (theft
of service), or to alter the integrity of data or interfere with the availability of the computer
or server. Many of these violations involve gaining unauthorized access to the target system
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(i.e., "hacking" into 1t).

Offenses involving theft of information may take a variety of forms, depending on the
nature of the system attacked. Sensitive information stored on law enforcement and military
computers offers a tempting target to many parties, including subjects of criminal
investigations, terrorist organizations, and foreign intelligence operatives.

Hackers also target non-governmental systems to obtain proprietary or other valuable
information. For example, a hacker might gain access to a hotel reservation system to steal
credit card numbers. Other cases may fall into the broad category of intellectual property
theft. This includes not only the theft of trade secrets, but also much more common
offenses involving the unauthorized duplication of copyrighted materials, especially
software programs. Other cases may involve a perpetrator who seeks private information
about another individual, whether as a means to an end (e.g., to extort money or to
embarrass the victim through public disclosure), to obtain a commercial advantage,6 or
simply to satisfy personal curiosity. Targets in this category include systems containing
medical records, telephone customer records (such as call records or unlisted directory
information), or consumer credit report information.

Computers can also be the target of an offense in cases where an offender gains
unauthorized access to a system. For instance, an offender may use his computer to break
into a telephone switching system (including a private system, such as a PBX) to steal
long-distance calling services. (This type of telephone equipment manipulation is often
referred to as "phone phreaking" or simply "phreaking.") In some cases, hackers have used
the resources of compromised systems to perform intensive computational tasks such as
cracking encrypted passwords stolen from other sites. The theft-of-service offenses are
often associated with the practice of "weaving," in which a hacker traverses multiple
systems (and possibly multiple telecommunications networks, such as the Internet or
cellular and landline telephone networks) to conceal his true identity and location. In this
scenario, the sole reason for breaking into a given computer may be to use it as a
stepping-stone for attacks on other systems.

A more insidious type of damage takes place in cases where the attacker compromises a
system in furtherance of a larger scheme. The most well-known examples of this type of
attack have involved telephone network computers. In one case, a hacker manipulated
telephone switching equipment to guarantee that he would be the winning caller in several
call-in contests held by local radio stations. The fruits of his scheme included two sports
cars and $30,000 in cash. Internet-connected computers are subject to similar types of
attacks. Routers — which are computers that direct data packets traveling on the Internet —
are analogous to telephone switches and thus are tempting targets for skilled hackers who
are interested in disrupting, or even rerouting, communications traffic on the network.

In the category of attacks known collectively as "denial of service," the objective is to
disable the target system without necessarily gaining access to it. One technically
straightforward method of accomplishing this objective is "mailbombing," the practice of
sending large volumes of e-mail to a single site (or user account) to clog the mail server or
even to cause the target host to crash. Other methods — ranging from simply tying up
incoming phone lines to more sophisticated attacks using low-level data transmission
protocols — may also be used to achieve the same end: rendering the target system
unavailable for normal use. These sorts of denial-of-service attacks recently received much
publicity when several major websites, including Yahoo.com, Amazon.com, eBay.com, and
Buy.com, were temporarily disabled as a result of such attacks.

2. Computers as Storage Devices

A second way in which computers can be used to further unlawful activity involves the use
of a computer or a computer device as a passive storage medium. As noted above, drug
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dealers might use computers to store information regarding their sales and customers.
Another example is a hacker who uses a computer to store stolen password lists, credit card
or calling card numbers, proprietary corporate information, pornographic image files, or
"warez" (pirated commercial software). As discussed in Part Il below, computers often can
provide valuable evidence that may help law enforcement respond to unlawful conduct.

Indeed, computers have made it possible for law enforcement agencies to gather some
information that may not have been previously even maintained in the physical world. For
example, an unsophisticated offender, even after "deleting" computer files (as opposed to
destroying paper records), might leave evidence of unlawful activity that a trained computer
forensic expert could recover. In addition, because an average computer with several
gigabytes of memory can contain millions of pages of information, a law enforcement agent
might, pursuant to lawful authority (such as a warrant), find volumes of information in one
place. Of course, that information is only useful if there are trained computer experts on
hand in a timely fashion, familiar with the relevant computer hardware or software
configuration, to search the computer for specific information and to retrieve it in readable
form (see generally Part I11.B below).

3. Computers as Communications Tools

Another way that a computer can be used in a cybercrime is as a communications tool.
Many of the crimes falling within this category are simply traditional crimes that are
committed online. Indeed, many of the examples in this report deal with unlawful conduct
that exists in the physical, "offline" world — the illegal sale of prescription drugs, controlled
substances, alcohol, and guns; fraud; gambling; and child pornography. These examples
are, of course, only illustrative; online facilities may be used in the furtherance of a broad
range of traditional unlawful activity. E-mail and chat sessions, for example, can be used to
plan or coordinate almost any type of unlawful act, or even to communicate threats or
extortion demands to victims (see cyberstalking box).

Just as legitimate use of the Internet is growing, so too is the Internet increasingly being
used to facilitate traditional offenses. For example, because e-mail allows private
communications between parties, individuals have used the Internet to send threatening
e-mails (including threats to the President). The Internet's one-to-many broadcast capability
has also allowed individuals to falsely advertise goods on the Internet or on a website.

The Internet's file transfer capability also enables the Internet to be used as a product
delivery system. Because large files can be copied and transmitted reliably, quickly, and
cheaply, software companies are now selling software over the Internet: the buyer simply
provides a credit card number and downloads the software from the Internet to his or her
personal computer. This same capability unfortunately allows for the unauthorized
reproduction and distribution of copyrighted software.

Some criminal activities employ both the product delivery and communications features of
the Internet. For example, pedophiles may use the Internet's file transfer utilities to
distribute and receive child pornography, and use its communications features to make
contact with children. Because users need not transmit their voice or appearance, it is easy
for an adult to pose as a child and to gain the confidence of children online.

As noted above, this report’s primary focus is on this third way in which computers can be
used to commit unlawful acts — the use of computers and modern telecommunications
facilities as tools (analogous to the use of telephones as tools) to commit an offense. Many
of the enforcement and investigative challenges associated with unlawful conduct on the
Internet, however, extend to all three ways in which computers can be used for unlawful
activity. Consequently, the recommendations contained in this report, if acted upon, could
assist law enforcement agencies in combating all types of unlawful conduct involving the
use of the Internet.
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B. A Framework for Evaluating Unlawful Conduct on the Internet

In its assessment of the extent to which existing federal laws are sufficient to address
unlawful conduct involving the use of the Internet, the Working Group developed four
general principles to guide its analysis. These principles form the basis for the analytical
framework proposed by the Working Group for evaluating the need, if any, for
Internet-specific regulation of the particular conduct at issue. The principles flow from the
Administration’s overall pursuit of policies that recognize and support the enormous
potential economic and social benefits of the medium, without unintentionally stifling its
growth.

1. Online-Offline Consistency

First, substantive regulation of unlawful conduct (e.g., legislation providing for civil or
criminal penalties for given conduct) should, as a rule, apply in the same way to conduct in
the cyberworld as it does to conduct in the physical world. If an activity is prohibited in the
physical world but not on the Internet, then the Internet becomes a safe haven for that
unlawful activity. Similarly, conduct that is not prohibited in the physical world should not
be subject to prohibition merely because it is carried out in cyberspace.

Thus, the first step in any analysis of unlawful conduct involving the use of the Internet is
to examine how the law treats the same conduct in the offline world. That is, unlawful
conduct involving the use of the Internet should not be treated as a special form of conduct
outside the scope of existing laws. For example, fraud that is perpetrated through the use of
the Internet should not be treated any differently, as a matter of substantive criminal law,
from fraud that is perpetrated through the use of the telephone or the mail. To the extent
existing laws treat online and offline conduct inconsistently, they should be amended to
remove inconsistencies.7 As the discussion below and the detailed analyses of several
examples in the appendices to this report illustrate, however, existing substantive law is
generally sufficient to cover unlawful conduct involving the use of the Internet.

2. Appropriate Investigatory Tools

Second, to enforce substantive laws that apply to online conduct, law enforcement
authorities need appropriate tools for detecting and investigating unlawful conduct
involving the Internet. For example, as discussed in greater detail below, to the extent
existing investigative authority is tied to a particular technology, it may need to be modified
or clarified so that it also applies to the Internet.

Indeed, new technologies may justify new forms of investigative authority. Before the
invention of the telephone, for example, law enforcement had no need for wiretaps, but once
it was clear that the telephone was being used to facilitate illegal activity, that new authority
— circumscribed with protections for civil liberties and other societal interests — became
necessary and appropriate. Similarly, features of the Internet that make it different from
prior technologies may justify the need for changes in laws and procedures that govern the
detection and investigation of computer crimes. These features, highlighted here in
summary form, are discussed in greater detail below:

* The global and boundaryless nature of the Internet means that different law enforcement
agencies in different jurisdictions will have to cooperate and coordinate their activities in
ways that they have probably never before done.

» Anonymity on the Internet can provide social benefits, but misrepresentation of identity
can also facilitate fraud and deception. Misrepresentation of identity can also result in
access by children to inappropriate material and can create law enforcement investigatory
challenges, especially if perpetrated by sophisticated computer users, for it can make
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criminal activity on the Internet more difficult to detect and prove.

* The potential to reach vast audiences easily means that the scale of unlawful conduct
involving the use of the Internet is often much wider than the same conduct in the offline
world. To borrow a military analogy, use of the Internet can be a "force multiplier."

* The routine storage of information that can be linked to an individual can often provide
more information to law enforcement (where an individual has been identified or a
computer lawfully seized) than may be available in the offline world, but only if the
electronic information is handled properly by a trained investigator and if the information
obtained is ultimately available in useable form.

Thus, apart from ensuring that online and offline behavior is treated consistently as a matter
of substantive law, legislators and policymakers should examine whether law enforcement
agencies haye appropriate tools to detect and investigate unlawful conduct involving the
Internet. | That is, even if Internet-specific laws are unnecessary to ensure that criminal and
civil penalties apply to the use of the Internet to facilitate unlawful conduct, it may be
necessary to alter or augment law enforcement’s tools and authorities to meet the new
investigatory challenges that such unlawful conduct present:sj

3. Technology-Neutrality

Third, to the extent specific regulation of online activity may be necessary (in view of the
consistency principle noted above), any such regulation should be drafted in a
technology-neutral way. Regulation tied to a particular technology may quickly become
obsolete and require further amendment. In particular, laws written before the widespread
use of the Internet may be based on assumptions regarding then-current technologies and
thus may need to be clarified or updated to reflect new technological capabilities or
realities. For example, regulation of "wire communications" may not account for the fact
that communications may now occur through wireless means or by satellite.
Technology-specific laws and regulations may also "lock-in" a particular technology,
hindering the development of superior technology.

4. Consideration of Other Societal Interests

Fourth, any gove:nment regulation of conduct involving the use of the Internet requires a
careful consideration of different societal interests. In addition to society’s strong interests
in investigating and prosecuting unlawful conduct, society also has strong interests in
promoting free speech, protecting children, protecting reasonable expectations of privacy,
providing broad access to public information, and supporting legitimate commerce.

As applied to the Internet, consideration of other societal interests can present difficult
issues, in part because the Internet is different in important ways from existing, "traditional”
modes of communication. For example, the Internet is a multi-faceted communications
medium that allows not only point-to-point transmission between two parties (like the
telephone), but also the widespread dissemination of information to a vast audience (like a
newspaper). Internet-specific laws and policies that operate by analogy to those designed
for telephone communications or the press may not fit the new medium. The Internet also
presents new issues relating to online expectations of privacy and confidentiality that may
or may not have analogs in the offline world. Accordingly, rules and regulations designed
to protect the safety and security of Internet users should be carefully tailored to accomplish
their objectives without unintended consequences, such as stifling the growth of the Internet
or chilling its use as a free and open communication medium.

Another aspect of the need to consider different societal interests is to appreciate the need

for an appropriate balance among the roles of the government (whether federal, state, local,
or other) and the role of the private sector in formulating solutions to Internet policy issues.
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For example, because regulation of the practices of medicine and pharmacy has traditionally
been the province of the states, regulation of online pharmacies presents difficult
federal-state jurisdictional and coordination issues (see Appendix D). And, as discussed in
the next section, given the Administration’s support for private-sector leadership and
market-based self-regulation regarding e-commerce, there must be ongoing and regular
dialogue with interested parties and groups to ensure that government policies do not have
unintended consequences.

C. Promoting Private Sector Leadership

Consistent with the Administration’s overall e-commerce policy, the private sector has a
critical role to play in ensuring a safe and secure online environment. The distributed,
networked, and decentralized nature of the Internet now means that the "rules of the road"
must be global, flexible, effective, and readily adaptable to technological change. In
particular, the private sector must take the lead in areas such as the design of new
technologies to protect children online, self-regulatory consumer protection initiatives, and
coordination and cooperation with law enforcement authorities.

In response to the marketplace, for example, there are now many technological options for
shielding children from inappropriate content. As discussed in more detail in Part IV.A
below, these technological developments include filtering and blocking software, outgoing
information blocks, filtered Internet browsers and search engines, filtered Internet service
providers, time blocking mechanisms and monitoring tools. Similarly, child-friendly
websites are now widespread on the Internet. These websites allow parents to limit a child’s
access to sites beyond the web service designated for the child’s use. In July 1999, the
private sector launched the "GetNet Wise" initiative, a new easy-to-access online resource
for parents to help keep their children safe online. "GetNet Wise" is a resource containing
information on Internet safety tips, consumer content filtering products, law enforcement
contacts, and a guide to quality educational and age appropriate online content. Although
none of these tools can guarantee that a child will be shielded at all times from inappropriate
material on the Internet, their use gives parents the ability to restrict a child’s use to the
resources on the Internet that they may deem appropriate.

In addition, in response to challenges issued by Commerce Secretary Daley, industry has
worked with consumer representatives to develop consumer protection practices, codes of
conduct for business-to-consumer e-commerce, and alternative, easy-to-use mechanisms for
consumer resolution, redress, and enforcement.

¢ For example, the Better Business Bureau’s online division, BBBOnLine, is
working with industry, consumer, and government representatives to develop a
voluntary code to provide online merchants with guidelines to implement
consumer protections. The code includes guidance on key consumer
protections such as disclosure of sale terms, data privacy, dispute resolution
mechanisms, and non-deceptive advertising.

 Another group, the Electronic Commerce and Consumer Protection Group,
whose members include America Online, American Express, AT&T, Dell,
IBM, Microsoft, Time Warner, Inc., and Visa, is working with consumer
leaders to develop an innovative approach to jurisdiction as it applies to
consumer protection in a global electronic marketplace. This group is also
developing a voluntary code of conduct. The goal of the group is to formulate
concrete approaches to protect consumers and facilitate e-commerce.

These creative efforts are important to developing effective consumer protection in e-
commerce, because as e-commerce expands to encompass more international
business-to-consumer transactions, the traditional means of protecting consumers solely
through national laws will become more difficult.
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In addition to specific consumer protection initiatives, the private sector’s dedication and
support for a secure Internet system is crucial to curbing unlawful conduct on the Internet.
Not only must industry continue to develop security policies and safeguards for their
networks and systems, but it should also continue its efforts to identity security flaws that
threaten the Internet. For example, computer experts from industry and the Computer
Emergency Response Team Coordination Center of Carnegie-Mellon University recently
warned of a new Internet security threat that wrongdoers could potentially use to place
malicious programs on a victim’s computer and to gather information that a person
volunteers on websites, such as credit card and Social Security numbers.8 The Partnership
for Critical Infrastructure Protection will provide a cross-sectoral forum for the private
sector to address a variety of infrastructure assurance issues, including information sharing,
development of best practices, promotion of needed R&D, and workforce development.
Another example of private sector cooperation in this effort is InfraGard, which is an
information sharing and analysis partnership among the FBI, private sector companies,
academic institutions, and other federal, state, and local agencies. InfraGard serves to
increase the security of the national infrastructure through ongoing exchanges of
infrastructure-protection information and through education, outreach, and other awareness
efforts.

The private sector also has a key role to play in continuing to coordinate and cooperate with
law enforcement authorities as appropriate. Industry trade groups, such as the Internet
Alliance and the Information Technology Association of America ("ITAA"), have been
working to develop public-private cooperative efforts that will mutually benefit law
enforcement, industry, and consumers. The Internet Alliance’s Law Enforcement and
Security Council has been developing parental control software and educational campaigns,
opening channels of communication between industry and law enforcement representatives,
and creating training programs for law enforcement and industry on issues of mutual
interest. ITAA, through its Cybercitzen Project (see Part IV.C below), is working with the
Department of Justice to develop education campaigns, personnel exchange programs, and a
directory of industry contacts.

Although the private sector has taken important steps in the areas of prevention and online
security, there is still much that industry can do to ensure that the Internet is a safe and
secure environment. For example:

* Industry should continue to develop and embrace initiatives to protect
consumers and children online. These may include technological tools (e.g.,
more sophisticated blocking, filtering, and parental control software) as well as
non-technological tools (e.g., educational campaigns). In particular, industry
should continue to be involved in education programs that teach younger
Internet users about online responsibilities and online citizenship.

« Industry should continue to cooperate with law enforcement agencies as
appropriate. This does not mean that industry ought to be a "co-regulator" with
government or that industry needs to be an online police officer. But it does
mean that industry should be a voluntary, responsible partner in society’s fight
against crime, educating its employees on how to recognize unlawful conduct
on the Internet and what to do if they discover such conduct. It means working
with law enforcement agencies to develop reliable and efficient procedures and
channels of communication and cooperation for processing law enforcement
requests and investigative information. As the "Melissa" virus case
demonstrates, industry’s involvement and reporting of information is often
crucial to the investigation and prosecution of online offenders.

* Industry should carefully balance reasonable expectations of customer privacy
with the need to ensure a safe and secure online environment. For example,
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some industry members may not retain certain system data long enough to
permit law enforcement to identify online offenders. This does not mean that
data retention policies need to be uniform or mandatory. To the contrary, in
evaluating the costs and benefits of data retention — which include a wide
variety of considerations, including market needs, protection of consumer
privacy, and public safety — industry should simply give appropriate weight to
the wider value to itself and to society of retaining certain information that,
among other things, may be essential to apprehending a lawbreaker.

* Industry should be encouraged to recognize that meaningful self-regulation is
in its interest as well as in the interests of its customers. Information
technology security programs (that teach employees about computer ethics,
responsible online practices, and security policies), for instance, help protect
computer systems from intruders as well as online offenders. Indeed, as we
noted at the outset of this report (see Part 1.C above), law enforcement and
industry share a common mission in reducing unlawful online conduct, for a
safe and secure online environment is essential to consumer confidence, which
1s in turn essential to ensuring that the Internet continues to grow as a medium
for communications and commerce.

The Working Group looks forward to continuing to work with the private sector and other
interested parties and groups in partnership on these important issues.

D. Sufficiency of Existing Federal Laws

Private sector leadership is, of course, necessary but not sufficient to address unlawful
conduct involving the use of the Internet. Substantive criminal laws represent a societal
determination, expressed through our democratic institutions of government, that certain
conduct is so harmful or morally unacceptable that reliance on self-regulation or the market
to regulate the conduct is inappropriate. There is thus a need to evaluate whether existing
substantive laws apply to unlawful conduct that is committed through the use of the
Internet.

Toward that end, and in the context of the framework of policy principles discussed above,
the Working Group analyzed several examples of unlawful conduct involving the use of the
Internet. The examples, as discussed in detail in appendices to this report, include not only
those specifically mentioned in Executive Order 13,133, but also those taken from our
experience with legislative proposals and from Executive branch agencies that have
jurisdiction to respond to these forms of unlawful conduct.

1. Analysis of Substantive Laws

The Working Group’s analysis reveals that existing substantive federal laws appear to be
generally adequate to protect users from unlawful conduct on the Internet. As listed and
summarized in Table 1 below, such laws generally do not distinguish between unlawful
conduct committed through the use of the Internet and the same conduct committed through
the use of other, more traditional means of communication.

For example, laws governing fraud — such as credit card fraud, identity theft, securities
fraud, and unfair and deceptive trade acts or practices — apply with equal force to both
online as well as offline conduct (see Appendix B). Laws prohibiting the distribution and
possession of child pornography and the luring of minors across state lines for unlawful
sexual activity have been used with success to prosecute and convict those who use the
Internet to distribute such material or to communicate with child victims in violation of
statutory prohibitions (see Appendix C). And laws that prohibit the dispensing of
prescription drugs without a valid prescription from a licensed medical professional can be
applied to online pharmacies that dispense prescription drugs without required regulatory
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safeguards (see Appendix D).

Laws in other areas — the sale of firearms (Appendix E); interstate transmission of
gambling information (Appendix F); sale of alcohol (Appendix G); securities fraud
(Appendix H); and theft of intellectual property (Appendix I) — also generally apply to
online conduct as well as oftline conduct. Although existing federal laws generally prohibit
Internet gambling, technological advances make it prudent to update existing federal laws to
ensure that they are technology-neutral and prohibit gambling activities that did not exist
before the advent of the Internet (see Appendix F). And, in the area of intellectual property
protection, current Sentencing Guidelines pertaining to intellectual property crimes should
be updated to ensure that law enforcement agencies and prosecutors commit the resources to
continue to pursue these cases vigorously (see Appendix I).

Table 1 — Summary of Analysis of Existing Federal Law

Federal Lawss

5 [ e R N ok e o ho 9 < B
[T5 US.C. §§ 45, 52 (unfair or |

|deceptive acts or practices;
|false advertisements) : ;
“Internet Fraud B

: 15 U.S.C. § 1644 (credit card |

[fraud)

118 U.S.C. §§ 1028,1029,1030:
|(fraud in connection with i
lidentification documents and
linformation; fraud in
lconnection with access
1devices; and fraud in
|connection with computers)

18 U.S.C. § 1341 et seq.
(mail, wire, and bank fraud)

{18 U.S.C. § 1345 (injunctions
'lagainst fraud) z
18 U.S.C. § 1956, 1957

T8 US.C. § 2251 et seq.

Online Child

Child Lurine. and Related iI(sexual exploitation and other! :
Activities & |abuse of children) : C i
18 U.S.C. § 2421 et seq. ?

(transportation for illegal
|sexual activity) ‘

115 U.S.C. § 45 et seq. (unfair | |
lor deceptive acts or practices; :

Internet Sale of Prescription |false advertisements) f |
Drugs and Controlled 118 U.S.C. § 545 (smuggling :
Substances 1goods into the United States)

{18 U.S.C. § 1341 et seq.
|(mail, wire, and bank fraud; - D
i {injunctions against fraud)
i 21 U.S.C. § 301 et seq.
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|(Federal Food, Drug, and

Cosmetic Act)

121 U.S.C. §§ 822, 829, 841,
1863, 951-971 (Drug Abuse

Preventlon and Control)
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~[T8US.C. § 921 et seq.
;(frearms)

Internet Gambling

15 US.C §3001 etseq
I(Interstate Horseracing Act)
118 U.S.C. § 1084
|(transmission of wagering
‘linformation)

{18 U.S.C. §§ 1301 et seq.
|(lotteries)

118 U.S.C. § 1952 (interstate
land foreign travel or
iitransportation in aid of
racketeering enterprises)
118 U.S.C. § 1953 (interstate
Jtransportation of wagering
[paraphernalia)

118 U.S.C. § 1955 (proh1b1t10n
lof illegal gambling

businesses)

128 U.S.C. §§ 3701-3704
|(professional and amateur
1sports protectlon)

Internet Sale of Alcohol

[T8US.C. §126l et seq.
(liquor traffic)

127U.S.C. §§ 122,204
i(shipments into states for _
‘possession or sale in v101at10n
‘of state law) =

[3US.C. §77e 77) 77q
77x, 781, 78j, 781, 780, 78ff

(securltles fraud)

Software Piracy and

Intellectual Property Theft

17US.C. § 506 (crlmmal
\copyright infringement)

17 U.S.C. § 1201 et seq.
(copyright protection and

imanagement systems) :
N8 U.S.C. § 545 (smuggling
lgoods into the United States)

118 U.S.C. §§ 1341, 1343
I(frauds and swindles)

118 U.S.C. § 1831 et seq.
J(protection of trade secrets)
118 U.S.C. §§ 2318-2320
I(trafficking in counterfeit
labels for phonorecords,
Icopies of computer programs |
lor computer program '
‘'documentation or packag,mg,

‘and copies of motion pictures :
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2. New Investigatory Challenges

As law enforcement agencies adapt to a more technology-based society, they need to be
aware of the challenges, as well as the benefits, of online investigations. In certain
circumstances, law enforcement agencies have available to them tools and capabilities
created by the Internet and computers that can assist them in their fight against
computer-facilitated unlawful conduct. For example, just as advances in telephone
technology gave law enforcement agents the ability to determine the origin of fraudulent or
threatening calls, the Internet has given law enforcement agencies the ability to find
unsophisticated offenders who leave the equivalent of "fingerprints" as they commit
unlawful acts. Indeed, someone who makes a threat in an Internet chat room to set off a
bomb at a school and who makes little or no effort to hide his or her identity (e.g., where
accurate identifying information exists for a particular "screen name”) can often be traced
and found with relative ease.

At the same time, law enforcement agencies must also acknowledge the growing
sophistication of other computer users, who wear the equivalent of Internet gloves that may
hide their fingerprints and their identity. The following is an overview of investigatory
challenges — taken from actual experiences involving online investigations and discussed in
greater detail in the appendices for each example of Internet-facilitated unlawful conduct —
that law enforcement agencies must consider as they become more proficient with such
investigations.

(a) Jurisdiction

In the physical world, one cannot visit a place without some sense of its geographic
location. Whether a particular street address or an area of the world, human travel is
spatially based. By contrast, because one can access a computer remotely without knowing
where, in physical space, that computer is located, many people have come to think of the
collection of worldwide computer linkages as "cyberspace” (a term coined by science
fiction writer William Gibson). In short, cybercriminals are no longer hampered by the
existence of national or international boundaries, because information and property can be
easily transmitted through communications and data networks.

As a result, a criminal no longer needs to be at the actual scene of the crime (or within
1,000 miles, for that matter) to prey on his or her victims. Just as telephones were (and still
are) used by traditional boiler-room operators to defraud victims from a distance, a
computer server running a webpage designed to defraud senior citizens might be located in
Thailand, and victims of the scam could be scattered throughout numerous different
countries. A child pornographer may distribute photographs or videos via e-mail running
through the communications networks of several countries before reaching the intended
recipients. Likewise, evidence of a crime can be stored a