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July 7, 1994

MEMORANDUM TO JOHN H. GIBBONS AND ALICE RIVLIN

FROM: BRUCE REED

SUBJECT: FY 1996 Research and Development (R&D) Priorities

Thank you very much for the memorandum of May 6, 1994 
regarding R&D priorities. There is no question that it is 
critical to identify and coordinate various initiatives so that 
guidance may be provided to the agencies as they prepare their FY 
1996 budget requests. I feel very strongly, however, that a 
critical segment has not yet been identified -- the area of law 
enforcement technology.

This Administration has made the war against crime a top 
priority and the proposed Crime Bill represents a tremendous 
opportunity to push crime-fighting technology forward at a 
Federal level, and also for the Federal agencies to provide 
guidance and support to states and local entities as they strive 
to enter the 21st century in law enforcement technology.
Attention to this particular area of R&D is critical because the 
nation is demanding more effective and creative methods to fight 
crime.

Furthermore, expansion in this area ties into other stated 
goals such as a healthy citizenry (reduced crime levels means 
fewer associated health costs) and job creation and economic 
growth (defense conversion, as well as a coordinated supply of 
contracts and goods to an ever-growing cottage industry in 
private security). I would suggest the following priorities be 
added with the accompanying text.

GOAL 7: LAW ENFORCEMENT TECHNICAL SUPPORT

The National Institute of Justice (NIJ) estimates that of the $67 
billion the federal government spends on research and development 
only .0007 per cent of those monies goes to assist police work. 
Yet our police forces are the front lines in the war against 
crime and the following priorities have been identified to 
provide them with the technology and tools to do their jobs 
safely and effectively.

Memorandum of understanding between the Department of 
Justice and the Department of the Treasury. The MOU 
established the Federal Law Enforcement Wireless Users Group



(FLEWUG) as a joint agency initiative to share information 
concerning wireless communications issues among federal law 
enforcement agencies and to plan, coordinate and implement 
future shared use wireless telecommunications systems and 
resources. A nation-wide wireless network will have the 
following benefits for the government and its citizens:

♦ Nationally available police access to fingerprints, mug 
shots, stolen vehicle files and weapons files. The 
ability to quickly pass the description of a suspect 
over a common radio channel can result in quick 
apprehension and arrest.

♦ Improved rapid response by public safety officials to 
natural disasters and other national emergencies.

♦ More efficient use of Spectrum, a valuable network that 
provides a wide range of commercial and public 
applications of wireless technologies.

Memorandum of understanding between the Department of 
Defense and the Department of Justice. The MOU was entered 
into on April 20, 1994 and is a five-year agreement to 
jointly develop and share technologies which are necessary 
for both law enforcement and military operations other than 
war. Examples of some of these technologies as they pertain 
to law enforcement technical support are:

♦ Inexpensive night vision goggles;

♦ Virtual reality training, simulation and mission 
planning; and

♦ Devices that can detect bombs, mines, and weapons.

GOAL 8: ENHANCED DOMESTIC AND PERSONAL SECURITY

The random nature of crime and its escalating level of brutality 
has led to a rising tide of fear in the neighboroods, schools and 
homes of the American people. Technology can help to allay some 
of these fears. It has been estimated that if crime were to be 
reduced by just one percent, this would translate to 230 less 
murders, 1,000 fewer rapes, 17,000 fewer assaults, 14,000 fewer 
victims of crime requiring health care, and a $700 million 
reduction in economic costs. The following are areas that have 
been identified for additional emphasis.

Memorandum of understanding between the Department of 
Defense and the Department of Justice. (See reference 
above). In addition to those items already mentioned, the



following are priorities identified under the MOU that 
pertain to domestic and personal security;

♦ Less-than-lethal weapons that use blinding light 
or sticky foam;

♦ "Smart guns" that can only be fired by an 
authorized user (Hundreds of children die every 
year playing with their parents' handguns, and 
one-in-four of the approximately 150 police 
officers killed each year are murdered with their 
own weapons. National Journal. April 16, 1994 at 
891);

Navigation, surveillance and command systems for use by law 
enforcement officers. The Office of National Drug Control 
Policy (ONDCP) through its Counterdrug Technology Assessment 
Center (CTAC) is developing new technologies to improve law 
enforcement response time. This will be done by using 
sophisticated satellite communications and miniaturized 
global positioning systems to instantly pinpoint remote 
locations. (Referenced below).

Increased School Security. The Department of Education and 
CTAC are coordinating efforts to improve school security 
through better and more sophisticated sensor and 
surveillance technology.

GOAL 9: DRUG CONTROL TECHNOLOGY

There is no doubt that there is a strong and tragic link between 
drugs and violent crime. One cannot effectively be combatted 
without due attention to the other. R&D efforts must address the 
growing drug culture in this country. The following items have 
been identified for additional emphasis in FY 1996.

Chemical and biological testing to overcome drug-addiction. 
CTAC is working with Columbia University to develop anti- 
addiction enzymes and brain chemistry at the NIH Addiction 
Research Center. Additionally, using powerful brain 
scanning equipment, CTAC and the Addiction Research Center 
at Johns Hopkins University are attempting to pinpoint where 
and how the brain is affected by cocaine.

Development of video and audio surveillance equipment. CTAC 
is working on an operational prototype system capable of 
detecting conversations in an urban environment at a much 
greater distance. Such a technology, in conjunction with 
improved video surveillance of alleged drug suspects will



make drug undercover work safer for officers while providing 
more reliable evidence for prosecution.

Airborne system for information, navigation and command.
CTAC and the Mayo Foundation in Minnesota, have been working 
on an enhanced system for law enforcement officers to detect 
illegal drug trafficking. Using a radio link and employing 
laptop computers installed in squad cars, surveillance teams 
would be able to conduct operations while they exchange 
critical information with a command center at headquarters. 
From their squad cars, officers would be able to track drug 
traffickers' vehicles, display city street and building 
Information, receive information about the suspects, and 
coordinate mobile surveillance teams. This new technology 
blends satellite communications, advanced homing devices and 
computer-generated maps to identify remote locations.

Similar systems are being looked at in conjunction 
with the Yonkers, New York Police Department, Narcotics 
Branch and with the Department of Defense's Advanced 
Research Projects Agency (ARPA).

DRUGFIRE - The linking of shooting incidents. CTAC and the 
Federal Bureau of Investigation (FBI) is developing an 
enhancement to the existing DRUGFIRE System, which matches 
weapon-specific markings on cartridge cases typically 
recovered from crime scenes. The linking of shooting 
incidents by comparing cartridge cases leads to the 
identification of those individuals involved in serial 
shootings. Further work is needed to assure that as more 
jusrisductions network into the DRUGFIRE system, the 
database is not overwhelmed.
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THE DIRECTOB

M-94-20

memorandum

FROM

;ecutive office of the president
OF management AND BUDGET

WASHINGTON. D.C. 20503

May 12, 1994

HEADS OF DEPARTMENTS AND AGENCIES

Leon E. Panetta
Director

SUBJECT. FY 1996 Research and Development (R&D) Priorities

attached IS a list of NS g y P .. pv 1006 R&D euidance. You should address
you get public inquiries regarding the FY 1996 K«u guioance

my fiirrter queflions you misht have on Ulia memorandum to your ageney a NSTC

representative. ^ ^ . a. v/a f

Attachments

in case
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William M. Wise 
Timothy Wirth 
John Dwtch 
Deborah Knopman 
Richard Rominger 
David Barram 
D. James Baker 
Robert Portman 
D.A. Henderson 
Mortimer Downey 
Charles Curtis 
Madeleine Kunin 
Gary Foley 
John R. Duley 
Neal Lane 
Alice M. Rivlin 
W. Bowman Cutter 
Bruce Reed 
Joseph E. Stiglitz 
James W. Reed 
Harold Varmus 
John Holum

Office of the Vice President
Department of State
Department of Defense
Department of the Interior
Department of Agriculture
Department of Commerce
National Oceanic and Atmospheric Administration
Department of Labor
Department of Health and Human Services
Department of Transportation
Department of Energy
Department of Education
Environmental Protection Agency
National Aeronautics and Space Administration
National Science Foundation
Office of Management and Budget
National Economic Council
Domestic Policy Coundl
Council of Economic Advisers
National Security Council
National Institutes of Health
Arms Control and Disarmament Agency
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May 9, 1994
NATIONAL SCIENCE AND TECHNOLOGY COUNCIL

FY 1996 RESEARCH AND DEVELOPMENT (RAD) PRIORITIES
BACKGROUND

At the becinning of this Administration, President Clinton committed to w integration
of aeency R&D budgets to ensure that tlie Nation’s SAT investments served nanonal go^s as
well as agency missions. The President’s National Science and Ted^logy Counoil. under
the direction of Dr. John H. Gibbons, Assistant to the President for Sciena »d Tannolo^.
was to develop strategic budget guidance for agencies preparing their FY 1996
requests.

This Administration recogniies the contribution that RAD can make to the vitality of
this country as we move closer to the 21st century. The NSTC process is serving as a
pathfinder by providing specific RAD guidance in the form of broad policy principles, goals,
priorities, and evaluation criteria in order to guide the individt^ a^ncy's budget
develt^ment. This guidance reflects a significant paradigm shift in the way the Federal
RAD enterprise is addressed - both from a budget and a policy standpoint. For example,
goals, objectives, and priorities were developed collaboratively in an interagency forum with
private sector input. In addition, this guidance is provided to the Federal agency’s at the
early stages of the budget process so that the budget can be formulated to achieve the short
and long term RAD goals and objectives not vice-versa.

RAD Policy Principles: These principles represent a common set of overarching policies
that will guide the Administration's RAD enterprise.

• emphasize peer review
• invest in human resources
• invest in fundamental science
• integrate civilian and military research programs wherever possible
• integrate environmental objectives into other goals
• encourage cost-shared research parmerships with industry and with state governments
• invest in anticipatory RAD
• promote intemation^ coi^eration
• promote equity and diversity

PAn finals; These goals represent a common characterization of what the Administration
seeks in itt FY 1996 RAD investments.

1.
2.
3.
4.
5.
6.

A Healthy, Educated Citizenry
Job Creation and Economic Growth
World Leadership in Science, Mathemaocs, and Engineering
Improved Environmental Quality
Harnessing Information Technology
Enhanced National Security
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To helD achieve these six goals, priorities were identified by the nine NSTC Committas
(listed below) as needing new or additional emphasis in FY 1996, It is expend the 
Sd^STgeJI^y^dgel will refieci the broad R&D policy principles mid that the agencies
will move funds into the identified R&D priority areas.

TTie NSTC Committees will work with OSTP and 0MB to collea <1**^
metrics, and provide technical suppon and assistance relanve to the strategic guidance and

priorities.

MATinMAT sriENCE AND TECHNOLOGY COUNCIL COMMITTEES

Committee on Fundamental Scioice

Committee on Health, Safety, and Food R&D

Committee on Environment and Natural Resources Research

Committee on Civilian Industrial Technology

Committee on Information and Communication R&D

Committee on Education and Training

Committee on Transportation R&D

Committee on National Security

Committee on International Science, Engineering, and Technology
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THE WHITE HOUSE
WASHINGTON

May 6.1994

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND
AGENCIES J? ^

JOHN H. GIBBcK^ND LEON E. PANETT^^f
FROM:

SUBJECT: FY 1996 Research and Develc^ment (R&D) Priorities

The purpose of this memorandum is to transmit the Administration's FY 1996
Research and Development (R&D) broad policy principles, goals, priorities, md evaluation
criteria so they can guide the development of your FY 1996 budget. This guidance was
developied through the National Science and Technology Council (NSTC) process and we are
grateful for your agency's participation in this important activity. It is expected that your
agency’s budget will reflect the broad R&D policy principles presented in this memorandum.
It is also expected that the agencies will move funds into the identified R&D priority areas
within the budget totals they have received recently from 0MB. Given tte important role
that science and technology play in a broad range of Administration policies and tlw reality
of tight budgets, we believe this guidance can ensure that our R&D resources provide the
maximum return to society and the economy.

In about a mtmth, we intend to provide a structure through OMB’s Circular A-11
R&D Exhibits for reporting agency FY 1996 R&D budgets. This rc^rting structure will be
designed to help our progress in supporting the Administration's highest priority
programs and will be much more extensive than the three R&D reporting categories now
collected (basic research, ^plied research, and development).

ADMINISTRATION R&D POLICY PRINCIPLES

While developing the FY 1996 R&D guidance, it was apparent that there was a
common set of broad R&D policy principles that cut across most of the priority areas. Like
the priorities, it is expected that you will incorporate these policy principles in your FY 1996
budget. Many of the priorities will be used to monitor the implementation of these
principles.
• Emphasize Peer Review. Significantly enhance the utilization of merit review with

peer evaluation and competitive selection in Federal R&D projects. Research not
subject to merit review with peer evaluation is expected to decline and funding in
these areas should be moved into areas of merit reviewed research with peer
evaluation.
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Invot la H-""-" RtwiitcM. Aeeomplilhhi* Uie goaJi » » U;®- *®*f“”*
that hai increaKd level* of edacadoii, knowledge end fleeibihty thei will empower

U.S. citizenry.
Invtft in Fundamental Science. Fundamental iciencc advances the frontiers of
knowledge and provides the foundation for advancing agency missions and 
iSnSSeiion Thli it e high priority invettmem for ell egenciee diet rely on
S&T for accomplishing their missions.
Inteerate Civilian and Milltaiy Research Programs Whwer Possible, V^ilc
thi^remain areas where the U.S. must maintain research in support of a^^fense
industrial base largely uncoupled from the civilian economy, returns on defense
i^h investment are often highest when they support technology that serves civil,
commercial, and defense requirements. Defense wpported
mission requirements. At the same time, every effort must be made to integr^ R&D
funding S military, civil, and commercial applications. Part of this pnnciplc is our
reaffirmation of^ President's commitment to reach a 50% civilian share of federal

R&D by 1998.
Integrate Environmental Objectives Into Other Goals. Programs to foster
adv:^ in industrial technology, transportation, natural resource uUliation, and
energy and food and fiber production and use will be designed to ensure that
enviionmentai objectives are integral to the research plan. R&D programs should
explicitly consider sustainability and strive for advances that will enable synergistic
environmental and economic progress.

Encourage Cost-shared Research Partnerships with Industry and with State
Governments. Joint research projects ensure that feder^ funds are directed to high
priority industrial needs and provide an efficient mechanism for technology
deployment.
Invest in Anticipatory R&D. Increased emphasis should be placed on anticipatory
research-R&D programs designed to prevent problems in health, the environment,
population, crime and the proliferation of weapons of mass destrucuon.

Promote International Cooperation. Promote long-term, effective inteimtional
cooperation, particularly for large-scale, complex S&T programs and global issues.

Promote Equity and Diversity. Use R&D activities to strengthen the achievement of
the goals for women, under-represented minorities, and persons with disabilities.
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FY 1996 RAP PRIORITIES

prioritie. id.ndfi«l b,

for Xffin* <ta Atoinitfndon R4D invamtnu ui the FY 1996 budget.

1 A Healthy, Educated CiUicnry
2 Job Creation And Economic Growth ,
3. World l^a«t*T«hip In Science, Mathemaoci, And Engineering
4 Improved Environmental Quality
5*. Haraeising Information Technology
6. Enhanced National Security

FY 1996 (e.g , Btong wwon for NSF'e end NIH'e bodgeti, epece muon, the Nauonal
Biological Survey, etc.).
GOAL 1: A HEALTHY, EDUCATED cmZENRY

education and training. To help achieve thia goal, the following pnonM were idennfied by
the NSTC Committeee u needing new or additional emphaiia in FY 1996.

BUmeHaa rtsearch. heoM. promotion aid tiiieore oiiti fo/ioy prevention r«eortb. M in
^ 1995. the Administration will continue to strongly «ip^ fondamental _
rase^ and biomedical research directed against ,«iHe diseases. However, for FY 1996.
ipecial emphasis should be placed on:

Research in the revolutionary new ueas of molecular and eellulw biology.
structural biology, and neuroscience which are leading to new discoveries with healih
implications.
Vaccine research to develop new. safer, more effective vaccines to P«^t »«>
eventually eliminate many serious and iife-threatening Aildhood and adult diseases
e.g., a single-dose vaccine for children, an AIDS vaccine, etc.
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____^ in dewloo irote eBeclive inethodi to piCTenl HlV-«OMmi^
<•«»>« <1“ tave toieiMiiowJ »iw<P»ee.

etc.)*
. Human Nutrition Research that is ultimately aimed ai

Sseasc and reducing health care cosu (e.g., nutnent rcqu.remenu «
physiological stages, the role of diet and physical acuvity in disease risk,
gjffp.ff human nutrition status).
Research in the patterns of disease, reproduction, injury and h^th to achieve
maximum public benefit (e.g., environmental and
environmental contamination assessments, and the development of technology to

substances and biomarkers of exposure in human tissue).

RMMidi th»t tetter linla buic iiie«reh, epidemiolojy. ind uidl^yiMil
eaem to effectively pitveiU oommon chr^ diteaMt, Kxually transmlned diseases,
injuries and violence, and tobacco-related illness.

methods of pest control in crops and livestock; and (5) devcl^ment and harmoniiation of
datt bases to support food, safety, and health related research.

Health systems and services research. Health services research on h^th c^e
access md integrated information is needed to support health care reform. Broad l^d
research is neeSlto understand how to effectively integrate and sustain the operatitm of
public health and personal care delivery systems and to more effectively organire and deliver
health care services to vulnerable populations.

Basic rtseanh on leaniiitt tatd eognUve processes. **>'“*'
of the lemlng ptoce» ind how teehaoloBr cm belt nippOT dieleemmg 

proceet (i.e..*en»ble more effecUve mode, fot educuion md tmmng). Thit kim^ge
Lpiirei coniribudoni from field, ai dive« ai anthropology, piychology, education,
computer science, neuroscience and linguistics.
Nw model, to evoltau leanlnt prodtietivity. Serearch and lechnologie, that will lead «, a
richer set of assessment tools to measure learning productivity.

Technology development for high-quality, affordable lea^g wols^ ^ p!'“‘‘
on develOTment of high-quality, affordable learning tools that m^e use of *“**J"*^ “
increase the productivity of learning in all fields by all people. ^
for use in a variety of settings including schools, workplaces, and the home.
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Demonstration o/ ^

tedmologies for advanced model of education and naming.
Svstemk mashematia and science education curricular reform. Continued R&D to
undergird K-12 curricular reform in icience and mathematics education.

GOAL 2: JOB CREATION AND ECONOMIC GROWTH

reedi^ed from industry wd other non-Fedcial entities. To help achieve this goal, *«
following prioriiiei were identified by the NSTC Committees as needing new or i
emphasis in FY 1996:

Comoetitive Cost-Shared RAD Partnerships. These include: 1) the
Advanced Technology Program (ATP), which fcndi “™ “

u toleMn^ »ie technologica tor boih defoue and commercial yplonon, pr^rong
terLdon iploymenl. and improving manuftcniring *•
and 3) lechnolon Iranrfer inilialivei that provide Sinda for
,greemenn between induiny, Federallaboraiorlei, univeraines, and other partners.

Tht Pammhip for a New Cenenuion cf VOides. Thit includes activities in
the prograi^ 1) manulactuting ptoductiviv improv^ts; 2)

m—i .M.:-__...4 mmimeirkn rMfiiction. includins sdoDtion of altcmativc fuels, and

;d.We7Wdi comp^ble characteristics, in a decade. Key technology include;
light-weight materials; energy conversion (e.g. gas turbines a^ foel cells): cMrw TOtag

rl. flvwheels. ultra capacitors, and advanced battenes): and more efficient

electrical systems.
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S^lumdwriring recognition; low^ost integrated packaging; mass

maJStow: infonnaio? iccei. ttdmology. indudin* witdw. oWe ind fiber; idvmced
electronic nuterieb; nnd cnyiromaenally fiiendly teehiiolojiee.

QmsmetumaiidBumng. Acfiyitieethaeupportthereuden^/commer^buUto* .
industry aid iu nipplien to the development of edvei^ lectologies eimed a

increastoj the productivity of cansinictlon, improving pro^ quality (inclutong en^
efficiency and improved todoor air quality), use of renewable reiour^, and increase
wortohealth end safety. Focus aeas will include devdopment and *5™^'
for constructed taciliiies exploiting advanced conitrucnon materials; adviced ^sign, 
mSr^^analysis uSs for concurrent engineering design and for lifecycle monitoring
and maintenance; automated construction methods; and improved building systems such as
sensors and control, fire safety systems, advanced glazing, and lighting systems.

Manufacturing Ii^tructure. Activities that support technologies ttot apply broadly to
many industry sectors, with emphasis on: 1) agile manufacturing; 2) intelligent controls an
sensors; 3) rapid prototj^ing; 4) mMuftcmrlng technology deployment; and
S) manufacturing education and training.
Uaeriah Tedmolety. Emphaw will be ptaced on mulertolr proceming for ^ific industry
lecton. to puticuhr mitomoiive. electronics, construction, environmenul technologiei. end
aeronautics.
Bioudtnologies. This includes any techniques that use living organisms or parts of organisms
to make or modify products to improve plants, animals or human health or to develop micro­
organisms for specific use. New emphasis will be placed on the opportuniues for research
with new applications of biotechnology for agriculture and bioprocessmg.

Transpojiation System Assessment. Activities will include improved data, analyses and
asses^ents of all aspects of transportation system performance, including enviro^ental
impact needed to support policy develi^ment and implementation. These acttvitics should
indude rejcarch to improve our underManding of humen ft^r, toih to dw^^MOfto
....T./.m.inn lystcm »nd in malting the individual choieea that affect use of different parts of
the transportation system.
Phvsical Infrastrucmre for Transportation. Activities will include improved materials,
monitoring instruments, tools, construction methods, and design concepts for the construction
and renewal of the physical infrastructure.
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S5SSC-HH^j='SLwiy -mpcdUv. hi*h-.p.cd civil a»,p««.

En^rtoduaSmaxiVmaSonTcdinao^. Priorityvrilltephi^w^dir^lo
renewAlc «».« of ««rgy. improvio* «ergy efficacy (mclodoi* mdorimi

fner£y ujc), >nd minimiiing wESte,
SpaaFocu.ferip«.tauoehR*p«t: 1)
natm iofncnwaufc. and aippoit aedvitiea tetpnred to enwJe lafc.S^ai toin<Su.S. lecurity, civil, and commercial olgcetiTO;«4

invdenu flat could contribute to a new (cnemoon of mumble hunch

syttemE.
GOAL 3; WORLD LEADERSHIP IN SCIENCE, MATHEMATICS, AND

ENGINEERING
The need to maintain fundamental research, and its aaiociat^ eAication and “*
cu!l a^ nearly every priority area identified by the NSTC Since ^y are » ««^dded
aeneial metrics to measure our overall investment level in fundamental rcie^h difJjcuU
m define However as was done in FY 1995, the Adminisiraaon is committed to continue
strong support for this research as a priority investment To help achieve ^
following priorities were identified by the NSTC Committees as needing new or addiuonal
emphasis in FY 1996:
^mtOuiunt Fundamental Sdtna. Ageneies are itrongly encourapd to m^tiWy
incicL theit abiolute investmem iu (1) fbndameoial (baaic) reaea^ and ®
aupported in academic inatitutiona in the FY 1996 tadget auhraiaaiona.

with peer ^rriuatioo reacaich. wpceially flat rei^ conducted at |^c
inatituUoiu. it of higheat priority. Thua. teteareh not aubjeet to peer reviw “ “

and funding in theae areu ahould be moved into areac of peer reviewed research.

Otman Resources Folky for Sdence and TttiiK^D- All agenciea are encou^ to
maintain their currenttoveatmenu in education, training and re^
generation of acientista and engineera (undergraduate, gre^ leveia. and P®“'j*^“>-
although flrey ahould examine the areas of emphasis to reflect the probable workforce
opportunities.
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GOAL 4: IMPROVED ENVIRONMENTAL QUALITY

avitonnx^tal aiKl »nir.l laourees RAD proti»> i» cnttcJ lo
Environmnta] and natun] reaouroes R&D cover* a range of issue*, global ch»ge,
biodivenity uid «>sy«MU. rewifce UK «im1 man^onent. ^
lolid wMle. lit Qiulity. water reioUB*l and natural diiaaer teducuon. Clobal change
Tcaearch remaina a high Adminimation priori^ with incteaaed enphana on
mitigatioii/adaptation. vulnetabiUty of managed and unmaiaged
reaeardi. and integrated aiseasment (ac diacuaaed below). To help artieve this ^
following prioridet were idenUfied by the NSTC Comimaea as needtng new or uMinonal
emphasis in FY 1996:
Scientific Basis for Integrated Ecosystem Management. We must develop the Imowledge
required for an integrated ecosystem approach that can: (W ^r 
® «store the foncSon and integrity and lead to the sustainable ^gemmt of
(e.g., agriculture, fisheries, torestt. wetlands, and parks), m a ch^ng riohal en«r^^.
Increased research is needed to understand the natural and human foiees dnving the loss of
biodiversity; tl* intetactions among biodiveruty, ecosystem dynamics rnd managa^md
environmatal degradation. A Hmited number of geographically targeted pilot stu^ should
begin in 1996 to develop interdisciplinary approaches for adapnve managOT^ a^
restoration of unhealthy tetieatrial and aquatic ecoayst^ mThe pilot smdies should be linked by interagency eoordinanon and standards (such at those
endorsed by the Federal Geographic Data Committee),

Socioeconomic Dimensions t^f Environmental Change, ^search to ^ increased
understanding of the relationship between human* and their environment shwld be increased.
This include* developing information to help select environmental goals.
perception of risk, and aid in designing policy instrument*. Near-term research W te 
S^JScted on the interaction between societal driver* (populauon change*. a»nomic gro^.
international trade, etc.) and environmental change and degradation. Equally importMt is
research to aid in evaluating the effectiveness of policies in prevenung. managing and
ameliorating environmental problems (i.e.. ex post evaluations and comparanve studies).

8
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k ^ In FY 1996 risk Mjcsinicnl wcthodotopw lot i wide iwigo of
ihwld te enhuictd. The» include ptedkaing k»tet from nuurel

oetervatont. end Inl»r^n <md DaU. Menegemmt. CoUecti™

M SitoBBiding *e aeiui end Bend, of hiodiveriiiy. complenng bmic

Federal Geographic Data Comminee.
Environmental Technologies. Environmental technologies that enable wstainable
develoomeni should be developed and their diffusion into the market place accelerated.
maior challenge is to facilitate the evolution from pollution control and waste management toXti^ol^L^^mootceconmtvmion. wHluconiinuing « P<^ “

infrastructure; 2) evaluating and developing poliuuon prevenuonclean energy; 3) demonstrating and evaluating cost^ffertve innovaUve technologies for site
characteriaation and remediation, including bioremediation; and 4)

,nH ruvelooment of markets for environmental technologies. Specific

the feasibility of
Efforts ^ould
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GOAL 5; HARNESSING INFORMATION TECHNOLOGY

To h^achicve *i* goal. following priorities were identified by the NSTC Committees
as needing new or additional emphasis in FY 1996:

Complaint Syttems. The development of iceleble lyBemi with the mpui/oulput ^iiKlidM,
^Koraje eyeiem., reel-dnie eetvicee. end infomieiloii lecuiity fettitee needed to huild
and fully utilize the Nil should be emphasized. High performance compunng systms capable
of 10‘* operations per second (a teraflop) on technical problems will be achiev^ .
FY 1997 Emphasis should be placed on advances in information storage media for both
high and low end applications; systems integration of clustered workstations and large
parallel systems; development of advanced tools and processes for the design ud prototyping
of fasTfr semiconductor devices; and research cm nanotechnology, photonics, flat panel
displays, and integrated micro-electrical-roechanical devices.

NenvorJdng and Communications, It will be necessary to support the development of the
networking technology required for the deployment of national gigabit speed neworks
incorporating heterogeneous carriers including satellite and wireless capability. This means
serving hundreds of millions of users and demonstrating mobile and wireless capability. It
includes the development of interoperability concepts and technologies and the integranon of
computers, televisions, telephones, wireless telecommunications and satellites.

SoftMTt, AlgorUhms and Basic Research. The U.S. should conduct basic le^ch to
support the computational requirements of new computing paradigms. There is a need for
new methods for data authentication and software verification and validation. The
development of tools and techniques to enable assembly of systems from inexpensive,
versatile, reusable software components is required.

Information Irfrastructurt SerAees. Access to and utilization of the Nil will require
services, tools and interfaces that facilitate a wide range of applications. These include
regisuies, directories, navigation and resource discovery tools, data interchange fomats, and
other information services that help users find arid query services and components in
distributed repositories. There will have to be new types of human-computer access and the
development of improved collaborative software, groupware and authoring ^Is for
multimedia will be important. Equally important arc the development of privacy and security
technologies and integrated information and mcmitoring systems.
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Humn-Convutr ImncHon. Nw product md

storase devices, algorithms, and software tools. Aoaiuonai«!«« - 
transfer of these technologies from the laboratory to the marketplace.

GOAL 6: ENHANCED NATIONAL SECURITY
As we move away from the Cold War era, the concept of national security has broadened to
iMlude the emerging, complex factors that, singularly and in combination. Area^our
f ihii* ceeuritv Our R&D agenda needs to give these areas increased attention because S&T^contribudonT Wetave idendfied four eiees of focu. which

are:

leeurity RiD U lo Bipport the ebBily of U S-

peacekeeping and peace enforcemenL

broader U.S. economy, to iitengdien the applieanon of bro^ te^ical
to our defenie need* and to emure that our defeme tech^or and mduunal mvettment
contribute to our national economic security and competitiveness.
Naiional Security S&T Base. The foundadon for technological superiority is our national
aeeucity investmCTt in StT. Thie core inveeiment muit support wr ability to ^d^ inflor
legioiial eontingenciea, ensure agsinst technological surpnie and ^“Si tJ^rUft
key military systems, such as precision guided mumtions, and mobility sysieins such as airlift
and sealift. Critical technology investments include information technology, interactive
modeling and simulaUon. sensors, microelectronics, materials, and technologies that ensure
that military systems are affordable.
Our national security R&D investments must maintain a balance among u^niversities. Federal
government laboratories, and industry efforts and strengthen their
Militate successful transition from technology concepts to their military applications.
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Our defciue R&D mve«in«« muit ilio be more ctoiely i»iep«e<I into our oveiull iu&»al
RiD actividee by du»l-uae lechnology progianu. aich u the TechnoIo{y P^ieet, that buUd parmetihipa acroia the defenje/civilian boundariM and by inich
nSi^the KIl” to better link SiT orpniiation.. We alio n^ to coordunde d^-uie
R*D into incentives «or commeteiilization of lewlttn* lechrolo^ 2^^ m Pand
Government of an affordable wpply of up-todale teehnolopei. The National Flat Panel
Display Initiative is an example of such a coordinated program.

Industrial Base. The vitality of the industrial base is equally crucial to our n^onal
That base must be righMiicd and technologically modem. To reach ±\$ g^, we
eliminate the historical barriers between defense and civilian sectors of the industrial base (as
well as the technology base).
We also need to give priority attention to investments in manufacturing and other process 
technologies, which a^ key to weapon, affordability. With shrinking budgets and grow,„g
costs, driven by the increased technological sophistication of military *yjtems,
process applications can make a critical contribution to our ability to field adequate numbers
of needed systems.

S&T Aoolications to New Post-Cold War Missions
In addiUon to supporting our core capability to conduct ini«or regional mili^ opemnons.
our defense technSogy investment needs to be applicable to new military missions that »e
growing in importance in the post-Cold War world. Regional, local, and nauonal ^A'cts
VC increasingly common in this period and U.S. defense forces are mcreasmgly ^led upon
to anticipate and cope with the need to assist in restoring stability and separaong hosule
forces. Technology investments can make an important contribution to such missions.

Peacekseping and Peace Er^orcement. Regional conflicts can require separating ^flicting
parties as well as misuring that a peace settlement remains in force. We need to fxus on
technology investments that permit us to anticipate aich conflicts and to react quicUy to
contain and control disorder. Technologies should help us improve our response ume
through intelligence, improved training, and lighter, more mobile milit^ ,
Nonlethal weapons need to have a higher priority, as well as do^abiUues which help us
operate in remote locations with minimal forward basing. Coalition c^rations require
improvements in command and control of forces, intelligence and interopcrabi ity o
communications. In addition, we need to pursue the ability to make land mines self­
neutralizing after a compressed period of time.

Special Operations. Low Intensity Cornet, Counter-Terrorism and Counter-Narcotics. Our
deployment and tasking of the military in the post-Cold War world will slso mvolve uniU in
such different missions as small, low intensity operations, counter-terronsm acnvities Md
counter-narcotics efforts. Such operations require Individual and small unit ope^ioi^
capabilities and special attention to technologies that make such units effective. This includes
intelligence-gathering technologies that improve our ability to anticipate and gather
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infonutlon for luch •> well •> ledino^e. Ihu Wp
----- i.i>. nd collaierel demege. High-priority inverimenB mehii utoMimed «». airfic*.
and wbnirfiee vehidee. end eemor-enluncement padciget for mdmdual penonnel.

Buildin. IntenatioMl Sabililv en<l Preventing Caiflicl
We need to give incieering emntion in the poit-Cold Wer m to out eb^lity to
rnnAW before it requirei the deployment of U.S. mili^ force* InteUigence pthenng aid
Other technology can make a contribution to this objective as well.

Gwiveiiitomi/ Arms Control It is importani to ensure that our alliw are adequately armed
and that our defense forces have maximum interoperability with fnendly and aUied countries.
At the same time, we roust guard against technological surprise from arms OMsfm and
provide strong support for the reduction of regional tensions through convennonal arms
Lntrol regimes. T^ology can contribute to this objective by enhancing the transparency
of arms transfers and the effectiveness of export controls regimes.

Technology Cooperation with Former Adversaries. Scientific and technological alteration
can play an important role in our broader effort to increase our cooperation with former
adversaries in the New Independent States and east central Europe. As part of our bro^r
goal of improved relations, greater stability and the reduction of future military thrwts from
these areas, we should enhance our support for the conversion of defenre tehnologies in

countries and for strong collaborative International S&T partnerships in non-defense
technology programs.
Solving Global Problems. Our ability to avoid the deployment and use of our mili^ forces
is linked to our ability to tackle broader global problems which can increase the nsk of
armed conflict. These include such problems as excessive population growth, the emergence
of large refugee populations and their transnational migration, terrorism and narcoucs
trafficking and environmental degradation.

Weapons of Mass Destruction
Technology has a central role to play in ensuring that we prevent and counter the
proliferation of weapons of mass destruction (WMD) and the means of their delivery, verify
and monitor existing and new arms control agreements, and ensure tiie effectiveness of the
smaller U.S. nuclear research and production capability.

Nonproliferation, Arms Control and Disarmament. Technology is critical to our arms
control, nonproliferation, and counterproliferation programs. We must evaluate existing
programs and ensure our capabilities where we have known operational shortfalls, such as
passive and active defenses to employment of WMDs by adversaries, detection and
characterization of WMD force structure and infrastructure, defeat of hard targets,
enhancement of intelligence, and characterization of regional nuclear, biological and chemical
threats.
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sj^ssxr.ist:!£xsi&^Agency (IAEA) safeguards.
Nudear StockpUe Stewardship. With the current moratorium on underground nuclear ic^ng,
and emphasison attaining a verifiable Comprehensive Test Ban Treaty, the »fety, 
and rel^iUty of the nuclear stockpile will depend on a icicnce-b^ stewardship program
which will use extensive predictive capability, experiments, and simulation to resolve 
stre^ile issues. We must also ensure that our core scientific cadre in this area remains
vital.
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Agenda for Crime-Tech meeting
April 15, 1994

1. Overview of event '

a. Logistics and demonstration

b. Theme/message

’ c. Substantive policy announcements

- MOU on wireless network
MOU on Defense/Justice technology cooperation

2. Paper

a. White House

Press release
1 page description of MOUs

- Vice President remarks

b. Agency

3. Congress

a. Notification/invitation

4. Participation from other Administration officials

5. Support from law enforcement commimity

6. Press:

Background briefing(?)

7. Other



Mas#
Draft 4/11/94

USING DEFENSE TECHNOLOGIES FOR THE WAR AGAINST CRIME

On April 20th, 1994, the Department of Defense GDoD) and the Department 
of Justice (DOJ) will sign a five-year agreement to jointly develop and share 
technologies which are necessary for both law enforcement and military operations 
other than war. ,

1 Under the Memorandum of Understanding, DoD and DOJ will identify 
common needs and share the results of selected technology programs. DoD will 
also share existing equipment with DOJ for evaluation for law enforcement 
applications.

This partnership is the result of findings by DoD's Advanced Research 
Projects Agency and DOJ's National Institute of Justice and Federal Bureau of 
Investigation, which show a growing convergence between the technology 
requirements for law enforcement and for military operations other than war.

Examples of technologies that have both law enforcement and military
applica ions include;

Less-than-lethal weapons that use blinding light or sticky foam; 

Inexpensive night vision goggles;

"Smart guns" that can only be fired by an authorized user; 

Virtual reality training, simulation and mission planning; and 

Devices that can detect bombs, mines, and weapons.



Draft 4/14/94

A NATIONAL LAW ENFORCEMENT WIRELESS NETWORK

On April 20th, 1994, the Department of Justice and the Department of
Treasury will sign an agreement to develop a wireless telecommunications
network for use by federal, state, and local law enforcement officials. A nation­
wide wireless network will give law enforcement officials a powerful new weapon
in the war against crime, while saving taxpayer dollars.

This agreement implements one of the recommendations of the Vice
President’s National Performance Review. Currently, law enforcement officials at
all levels of government have separate wireless networks, many of which can not
communicate with each other. This makes it difficult for them to coordinate law
enforcement actions, to share resources, and to leverage their purchasing power.

The agreement establishes the Federal Law Enforcement Wireless Users
Group (FLEWUG) to accomplish these objectives. In addition to Justice and
Trezisury, entities such as the National Teleconummications and Information
Administration, the National Communications System, the Federal Emergency
Management Agency, the Office of National Drug Control Policy, and the
Department of Defense will join this effort. The President's FY95 budget contains
funding for the necessary staff, research and development, and pilot projects to
jump-start this effort.

A nation-wide wireless network will have the following benefits for the
government and its citizens:

• Police will have electronic access to information such as fingerprints,
mug shots, stolen vehicle files and weapons files — any time, any
where. This can prevent the release of wanted criminals. The ability
to quickly pass the description of a suspect over a common radio
channel can result in quick apprehension and arrest.

• The network can also be used by public safety officials to respond
rapidly and effectively to natural disasters and other nationcd
emergencies.

• Developing a wireless infrastructure that can be used by a wide range
of government users will be much lower than the cost of providing
individual systems for each government entity.

• The network will be moreT'^cietit'difcits use of spectrum. Spectrum
is very valuable because Of the wide range of commercial and public
applications of wireless technologies.
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OFFICE OF NATIONAL DRUG CONTROL POLICY 
EXECUTIVE OFFICE OF THE PRESIDENT 

Washin(ton. D.C. 20500

MAR 24 1994

Dear Jarai,

Thank you for including me in your meeting on the Vice President's
initiative on crime and technology. I would like to assist in any
way possible, I have attached a brief description of several on­
going projects which may be of interest and a copy of our recent
R&D Blueprint. From the Blueprint, you may observe that CTAC's
enabling legislation is explicit on what we can and can't do. Our
mandate addresses counterdrug enforcement technology areas of;

• advanced surveillance, tracking and radar imaging;
• electronic support measures:
• communications;
• data fusion, advanced computer systems and artificial

intelligence; and
• chemical, biological, radiological and other means of

detection of illicit drugs.

On the demand reduction side of the drug abuse equation, our
appropriations language also directs us to pursue substance abuse
addiction and rehabilitation research with the National Institute
of Drug Abuse and Addiction Research Center, as well.

I can relate to what you are up against with this initiative.
When I ccune onboard as Chief Scientist at ONDCP in November 1991,
one of my first steps was to structure the program around three
counterdrug law enforcement thrusts: wide area surveillance,
tactical technologies, and nonintrusive inspection. Each thrust
had a central theme about which proposed prototype technologies
could be evaluated. The tactical technology and nonintrusive
thrusts have criminal investigation support projects. You may
note the Personal Command System, the theme for tactical
technologies, is the cornerstone for the law enforcement project
descriptions attached. I am ready to assist you with think
pieces, etc, to develop a crisp theme for the vice President's
initiative.

Good luck and please contact me if you think I can help.

Sincerely.

Albert E. Brandenstein
Director
Counterdrug Technology Assessment Center
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MEMORANDOM FOR TBE VICE PRESIDB9T 

FRCH: DR. UB P. B 
DIRECTOR
OFFICE OF NATIONAL DRDG OCNIROL POLICI

SUBJECT: LOOT INITIATIVBS

DA!^:

considering technology 
offer ny full support to your efforts.
Additionally, I would like to offer the assistmce of CNDCP staff 
to plan and support your technology demonstrations and media 
events that illustrate our Administration's recognition that new 
and converted technologies can play a key role in reducing drug 
abuse and crime.
Regional Madia Events:
For your consideration, we are suggesting several media events 
that would tie in with Administration initiatives on Information 
Superhighways and defense conversion. We have attached a series 
of options for your consideration.
Vice President's Sumnit:
We reconrnend a national sunmit on technology and criminal 
justice, convened by the Vice President. An unprecedented 
gathering of officials and ccmmmity leaders woi^d examine how 
technology may be employed to fight drugs and violence in 
America. If you wish to consider this opportunity, CNDCP will 
prepare a draft outline of Sumnit topics.
The Sunmit would show how the White House is;

Adapting defense technologies to law enforcement;o
o Transferring technologies to domestic priorities such 

as medical research on addiction;
Building a conputer network to link drug addiction 
research centers across the Nation.
Sponsoring development of Less than Lethal Weapons
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o Pronoting joint efforts of Justice, Defense, Energy and
Health agencies

Team Efforts by this Adninistration:
To demonstrate how various Cabinet agencies are working together,
the Vice President may cite a number of achievements in
technology that have applications to crime and drug abuse. Here
are a few exanples of possible Surrmit topics and projects now
underway :
ONDCP Counterdrug Technology:
Development of anti-addiction enzymes by Columbia University;
adiiction and brain chemistry at the NIH Addiction Research
Center; satellite /geo-locators for police vehicles; and the
National Information Enterprise - Drug Treatment Network, a joint
project with the DoD's Advanced Research Projects Agency, (ARPA).

Department of Defense:
Developed by the defense industry and funded by DoD, Pulsed Fast
Neuron Activation, (PFNA), is the world's most adviced syst©n for
non-intrusive inspection. This technology is now in use at a
state-of-the-art cargo inspection center at the Port of Tacoma.

Department of Justice:
Research on Less than Lethal Weapons; a corputerized drug and
crime mapping system for cities; Hair testing for drug abuse; DNA
identification; a "smart" gun that only works in the hands of
police; and laptop conputers for police cars.

Vice President's Press Address at the Department
of Justice Conference on Less then Lethal Weapons
Announcanent of initiatives, kick-off of Vice
President's planned events; Defense conversion
benefits domestic law enforcement
Actual test dOTonstrations for the Vice President
which may be observed by press.
Ihe Vice President would deliver his initial
address to announce a technology initiative aimed
at drugs and violence. Exanples of White House
efforts would be cited, together with Cabinet
levels partnerships that focus on urban violence.
The cooperation between Justice and Defense serves
as the introduction and setting for this kick-off
event.

EVENT 1:

ISSUE FOCUS;

SITE VISIT:

SETTING:

Page 2
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EVENT 2:

REGION/ CITY:
ISSUE FOCUS:

SITE VISIT:

SETTING:

Vice President's Press oonterence cai Drug
Interdiction at Tacona Testbed
West/Seattle-Tacoraa Area
Conversion of defense technology to inspection of
cargo containers by U.S. Custons
Tour of facility and actual test demonstrations
vAiich may be observed by press.
Accaipanied by Speaker Foley and Congressman Did, 
the vice President would conduct a briefing at the
esqjerimental inspection facility, the first of its
kind in the world.

Page 3
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EVENT 3: Drugs, Crime and Violence: Vice President's
T^ddress at HHS Center for Disease Control (CDC)

REX3IQN/CITY: South/Atlanta, GA
ISSUE FOCUS: Drug-violence prevention and assistance by White

House to Atlanta police and Olynpics

SITE VISIT: Tour by Atlanta police; visit to Olynpic
Headquaorters; address at CC Auditorium

SETTING: Major address on violence, followed by press 
conference; Atlanta visit concluded by private 
meeting with Olyiqpic officials, noting how White
House and DoD are providing technology for 1996
Gaines

EVENT 4: Satellite Oormunications tor police vehicles:
Vice President's Press Conference at Mayo Clinic

RBGICN/CITY: Midwest/Rochester, MN

ISSUE FOCUS: Medical Technology applied to Violence and Drugs,
Partnerships with the Research Cotrrnunity

SITE VISIT: Tour of Mayo Clinic and demonstration of eme^ency
helicopters used in urban settings and adapting 
Satellite technology to police vehicles

SETTING: Demonstration of Global Positioning Satellite
(GPS) technology for police vehicles- 

Announcement followed by press conference regarding major grant funi^ng to the Mayo Clinic
for research in this area.

EVENT 5: Defense Technology Converted to AddictionResearch: Vice President's visit to the Addiction
Research Center

REGICN/CIIY: East/Baltimore, MD or Long Island, NY

ISSUE FOCUS: White House/HHS Initiative on Cocaine Addiction;
Announcement of an Information Si^rhighway for 
Drug Treatment

SITE VISIT; Addiction Research Center in Baltimore, or
Brooklawn Facility in New York

SETTING: Indoor demonstration of brain scanning (PET) 
machine and slides of brain scanning that show how
drugs effect brain chemistry. Exarrple of defense
technology adapted to addiction research.

Page 4



DIRECTOR LEE P. 
TALKING POINTS:

BROWN
TECHNOLCGY MEMORANDUM OF AGREEMENT ANNOUNCEMENT

* AS A POLICE OFFICIAL FOR IHE PAST 30 YEARS, I KNOW ALL TOO 
WELL THE IMPORTANCE OF PROVIDING OFFICERS CN OUR STREETS WITH 
BETTER AND MORE EFFECTIVE TOOLS IN THE FIGHT AGAINST VIOLENCE AND 
DRUG ABUSE. THESE NEW JOINT EFFORTS WILL -- PCJR THE FIRST TIME -- 
COMBINE "THE BEST AND BRIGHIEST" MINDS WE HAVE IN AN EFPCR.T TO 
GET THE BEST TOOLS AVAILABLE INTO THE HANDS OF POLICE OFFICERS 
ACROSS THIS COUNTRY.

* SINCE COMING TO WASHINGTCN AS THE DIRECTOR OF THE OFFICE OF 
NATTCNAL DRUG OCWTROL POLICY, I HAVE JOINED WITH THE VICE 
PRESIDENT AND MY FELLOW CABINET OFFICERS, TO SEE THAT DRUG 
OCNTROL TECHNOLOGY WOUEID BE A TOP FRIORnY. UNDER THE LEADERSHIP 
OF THE PRESIDENT AND THE VICE PRESIDENT, I WILL BE COORDINATING 
ADDITIONAL TECHNOLOGY INmATTVES.
* THROUGH OUR COUNTER-DRUG TECHNOLOGY ASSESSMENT CENTER (CTAC) 
WE HAVE UNDERTAKEN A NUMBER OF JOINT EROOECTS WITH FEDERAL AND 
LOCAL AGENCIES TO DO SUCH THINGS AS:

NG TO IMPROVE LAW ENFORCEMENT RESPCNSE TIME BY USING 
SOPHISTICATED SATELLITE aCMWIGATTCNS AND MINIATURIZED GLOBAL 
POSmONING SYSTEMS TO INSTANTLY PINPOINT REMCTTE LOCATTCNS.

* DEVELOP NEW VIDEO AND AUDIO SURVEILLANCE BQUTEMENT THAT 
WILL MAKE DRUG UNDERCOVER WORK SAFER FOR OFFICERS WHILE PROVIDING 
MORE RELIABLE EVIDENCE FOR PROSECUTION.

* TESTING NEW APPROACHES TO DRUG ADDICITCN TREATMENT WITH 
POWERFUL BRAIN SCANNING EQUIPMENT THAT WILL HELP PINPOINT WHERE 
AND HOW THE BRAIN IS AFFECTED BY COCAINE.
* WITH THE HELP OF THE DEPARTMENT OF EDUCATTCN, WE ARE 
REVIEWING HCW TO IMPROVE SCHOOL SECURITY THROUGH BETTER AND MORE 
SOPHISTICATED SENSOR AND SURVEILLANCE TECHNOLOGY. UNDER THE 
LEADERSHIP OF THE VICE PRESIDED, WE HOPE TO UTIEDIATELY ADDRESS 
THE TRAGIC AND GROWING PROBLai OF SCHOOL VIOLENCE WHICH IS SO 
OFIFN RELATED TO DRUG ABUSE AND DRUG GANG ACTIVITY.
* I AM VERY PROUD TO JOIN WITH THE VICE PRESIDENT AND MY 
CABINET (TJTJFAGUES IN ANNOUNCIMS A NEW LEVEL OF OOOPEEIATTCN IN 
THE PURSUIT OF NEW LAW ENPCRCEMENT TECHNOLOGIES. JUST AS THE 
PRESIDENT'S CRIME BILL WILL PROVIDE ADDITTCNAL RESOURCES FOR MORE 
OOPS AND MORE PROGRAMS, WE MUST ALSO MAKE SURE THAT OFFICERS CN 
THE STREET ARE EQUIPPED WITH THE BEST AVAILABLE TOOLS TO DO THEIR 
JOBS EFFECTIVELY.
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MEMORANDUM OF UNDERSTANDING
BETWEEN THE

DEPARTMENT OF JUSTICE
AND THE

DEPARTMENT OF THE TREASURY
.^oSE: This Menorandun of Understanding (HOU) establishes the

Federal Law Enforcement Wireless Users Group (FLEWUG) as a joint
Agency initiative to share information concerning wireless
communications issues among federal lav enforcement agencies and
to plan, coordinate and Implement future shared use wireless
telecommunications systems and resources.

AUTHORITY: This MOU is established in accordance with
Recommendation IT04 of the National Performance Review and as a
joint Justice-Treasury initiative to plan and coordinate a future
shared wireless telecommunications network for use nationally by
federal, state and local law enforcement agencies.

SCOPE: This initiative will focus on the planning, development,
and subsequent implementation of a National Law Enforcement and
Public Safety Wireless Network that:

a. Meets the functional requirements of all member
agencies.

b. Incorporates spectrally efficient technologies
consistent with the needs of the lav enforcement and
public safety communities.

c. Incorporates security features and mechanisms to assure
the privacy, confidentiality and integrity of
information communicated, processed and stored within
the wireless network.

d. Enhances interoperability between federal, state/local
law enforcement and public safety agencies.

e. Supports the National Security and Emergency
Preparedness missions of the federal law enforcement and
public safety community.

OBJECTIVES: To provide the lav enforcement and public safety
community with a land mobile radio/wireless telecommunications
system that enhances the safety of law enforcement and public 
safety personnel, contributes to improved mission effectiveness,
and maximizes the operational efficiency of communications
systems supporting law enforcement and public safety activities.
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TO achieve these objectives, the FLEWUG will:

a.

b.

c.

d.

create a charter that defines the functioning, goals
and objectives of the FLEWUG.
develop a Program Plan that outlines

defines evaluation methodologies and proposed
milestones.
identify personnel and funding resources required toiee? tS milestones outlined in the FLEWUG Program
Plan.
work closely with other federal organizations and
activities involved in radio spectrum planning and
land mobile radio/wireless standards development.

RESPONSIBILITIES

a.

b.

Establishment of FLEWUG: In consideration of the
magnitude of this effort, eachprovide one full time employee to serve as a Co-chair
of the FLEWUG. Each Department agrees to provide 
other employees and resources as needed to support the
Users Group.
The FLEWUG will provide advice and recommendations from
the Federal law enforcement perspective to 
agencies or committees involved in the development of
policy relative to wireless communications.

The membership of the FLEWUG will consist of one representative
from each of the federal government lawOther representatives from each government Jo the
interests, duties or responsibilities directly related to t
objectives of the FLEWUG may be invited to participate as
required.
These other entities »ey include, the Hational
information Administration, the Hational '
the Federal Emergency Management Agency, the Communications 
T^LtnS^rabilitv Working Group of the Office of Drug Control
policy, the Department of Defense, and others as determined y
the FLEWUG.
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will report progress on this initiative to the

iSfonnation'Systems, to the Associate Deputy
and to the Deputy Assistant Attorney General - Information
Resources Management.
TERMS OF AGREEMENT: This agreement will
indefinitely, subject to an annual review by the signatories.

CONCURRENCES:

Attorney General

DATED:__________

secretary of the Treasury

DATED:___________________
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SECTION II: Treasury Support for Stale, Local and Community Enforcement

TAB Me. TREASURY’S WIRELESS PROGRAM

Overview. The Vice Presideni’s National Performance Review (NPR) Initiative ITW 

proposes establishing a national wireless network lo support the Federal law 
enforcement/public safcty/disasier response community. The network would be avaUablc to 
sure and local law enforcemeni/public aafeiy/disastcr response agencies for joint operations 
with federal agencies, or as needed during limes of natural disasters, civil unrest, or national 
emergency. Eventually, this wouljd lead to a single wireless infrasinjcturc that supports all 
federal, suic and local Uw enfoiccmcni/public safety disaster response needs. The NPR 
recognizes the ad hoc federal Law Enforcemeu Wireless Users Group (FLEWUG) as the 

lead (virtual) organization to undertake this effort.

background. Present federal law cnforcemcni land mobile radio systems (wireless) were 
designed and insulted based on each agency's speciHc mission, the number of radio channels 
allotted to the agency and the availability of funding and personnel. These systems provide 
communications in urban, suburban, and rural areas to a wide variety of mobile users. 
Additionally, federal radio systems are designed lo provide coverage lo a field or district 
office whose law cnforcemem jurisdiction may Include more than one mciropoliun area or 
which may cro.ss sute boundaries. The number of usera in any particular field or district 
office varies with mission requirements. Frequently, the field or dispel office is augmented 
with additional personnel to support special operations such as organized crime usk forces, 
drag inierdiciion, and protective operations. During these types of operations, the field or 
district office radio system is augmented with iransponable equipment to provide the required 
coverage. These systems operate in frequency bands allocated to the federal govcnimcni and 
are peiKfally used by the 'owning' agency. Wireless systems used by the various federal 
agencies arc used primarily for command, control, coordination and officer safety. These 
systems arc u.scd almost exclusively for voice communications.

As a result of a recent National Telecommunications and Information Administration 
(NTIA) rule change, all federal wireless systems must achieve a two to one spectrum 
efficiency improvemern between the years 1995 anl 2003. This will be accomplished by 
reducing the band width of the radio channels from 25 khz to 12.5 khz. New radio 
equipment will be designed based on digiul technology following the idecotninunications 
industry trend toward a completely digital infiasmicturc. The equipment and systems 
cufTcmIy in use cannot be modified to operate in the narrow band digital environment and 
therefore must be replaced. Estimated replacement costs, including additional equipment 
required for the increased number of radio channels made available through narrow banding, 
are approximately W.8 billion. Actual cost figures arc difficult to obuin. since there is no 
federal requirement to report costs associated with land mobile radio systems.



ID. 202 622 2ie2No, 1 984 P. 6/8^ ^

Treasury's wireless systems.
Dunne 1993, the Depanmenu of Justice and Treasury recognized the benefit of

Ehaiing information relating to the changing wireless
the ad hoc federal Law Enforcement Wireless Users Group (FLETOO). To date, the
FLEWUG has been instrumeotal in providing fiinciional user requirements to the standards

Uid svMira. TV FLEWUG is sensUive w ihe proper use of the radio ipectmm
and is aware of the private sector’s demands for additional federal radio spectrum for
commercial use.
R^ngfiK IQ Ihe rfovemment. ThU is an opportune lime for the federal government to
consider innovative approaches to provide a high tech, user friendly law cnforccrnent/public
safety wireless communications network. The primary emphasis of the federal wireless
network is to meet the functional needs of (he user community while;

(1) Reducing cosu through the use of off-the-shelf sundard radio equipment and
technologies.

(2) Benefiting from economies of scale through consolidated systems planning,
developmem. installation, procuremcni and acquisition.

(3) Bcnefiiing from economies of scope, since the cost of providing a wireless
infrasuucturt for all federal users should be lower than the cost of providing
individual systems for each federal entity.

(41 Improving the inieropcrability of the nciwork.

(5) Providing a platform for the introduction of enhanced services, such as data,
fingerprim. Imagery, and other non-voice services.

(6) Encouraging the introduction of more spectrally efficient technologies.

Wireless communications industry executives and the NPR estimate that better
systems planning anl consolidated procurement, acquisitions and installation could result in
a 25 per ceni savings when compared to the cost of each federal agency building separate
wireless sysicms. Cooperation wiih siaie and local govemmems may produce further cosi
reduciions. Significam improvemenis in specuum efficiency, agent/officer safety, systems
capibUiiics. case of user operation, interoperability and security are additional benefits of
such a ruiioTuI system.
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More

.n rt» Citian. Fiehtins ihe war on ciimo require* the pnident applicauon of

quick apprehension and ancst before another crime can be committed.

Electronic access to stored information, such as fingerprints, mug shots, stolen 
vehicle files, and weapons files can improve the efficiency of law enforcement pcrwnncl. 
Access to this rype of information at a crime scene can assist in posUivc ideniificauon of 
individuals without the need to iianspott them to an office for Wentificaiion purposes. W 

imporunily, it may prevent the release of a warned criminal.

Moreover, timely communications are esscntUl for Uw enforcement/public 
safety/disaster officials during civil unrest or in times of natural disaster. Cpmmercjal 
communications systems are not viable or are of limited use during these emergencies 
teause they beewne overloaded, -me federal systems could be used to augment the sute 

and local wireless networks during these emergency events.

Clearly law enforccmcm/public safety wireless communications systems are needed 
,o provide service to the citizen. As the current wireless systems transition to the digital 
environnitm and as these systems ait inteitoiinected to the fued digM iirftasmieiure, many 
applications that were too cosUy to imptemem or are not now Bchiucally feasible will evolve. 
A dynamic fleaible. wireless infrastructure must be in place to provide the viul 
communication.^ link needed by the law enforcemcni/public safety/disasier response
communi(>.

Process The NPR initiative provides the federal government an unprece^nted opportum^v 
to address how future wireless communicaiions capabilities will be provided to this specific 
user community. Innovative in its approach; this initiative must overcome the historical 
opposition in federal community to the use of shared wireless communiMtions. The 
FLEWUG is a first step in this process; it brings together representatives of law enforcement 
agencies to address common wireless eommuniations problems. Another example is a 
program underway involving the sharing of facilities by the U.S. Customs Service and the 
Immigration & Naturalization Service. The NPR initiative requires careful planning, 
documentation of requirements and user needs, study and analysis of emerging wireless 
technologies, involvemem of the federal research and development facilities, the 
telecommunications industry, spectrum managers, and state and local governments.
Prototype development and pilot programs are needed to prove the technologies work and to 
demonstrate and confirm there are no real or pereeived degradations in service when using a 

shared infrastrucnire.
Remm to ihe Federal Covcmrnsnl The wireless program offers direct financial return to the 
federal government, initially through the ceniraliaiion of new wireless technology research, 
development and testing for the federal law enforcement community, and subsequently 
ihrough consolidated procurement, installation and use.
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Cosl The iniUaiive requires a multiyear commitmcni of funds to accomplish ihc pl^ng 
a^tostiog stage and prepare for full scale implemcniation. $15.5 million year for the
STreasuiy WRSS portion of this program over a five year period is required.

Suff: $0.5 million. Seven FTE are required as program management staff
responsible for directing and coordinating research and development, tcchnolop assessment,
prototype system devciopmeiu. acquisition, iasullation, and on-siie operational program
testing of multiple types of law enforcement/public safety wireless communications systems.

Research & Development: $2.5 million. This is a new initiative, and a process that
has never been done in the federal law cnfoicemeni community. Funds are required for
documentation and analysis of requircmeius and applications, and for prototype development.

Efluipmem: $12.5 million. The purchase of wireless communications equipment that
utilizes various access technologies and spectium allocation will be required. Staff will work
closely with industry to develop the Infrasuucture and applications to sup^ri the law
enfonimem mission. Pilot systems will be installed in selected geographical locations to
determine performance of the technologies under actual operational conditions. Users during
the tests will be federal law enforcement agents/officers.



SIMIFF
ORGANIZING PRINCIPLES 

USING TECHNOLOGY TO WIN THE WAR ON CRIME

1. Personal security has fast become one of the most pressing concerns in 
the everyday lives of Americans and their families. People have a right to feel safe, 
and the first duty of government is to keep them safe. It is in that spirit that we will 
seek new ways to use technology to combat crime in America,

2. We are in the midst of an epidemic of violence in this country. It is time 
to put politics and ideology aside and start providing real answers to the real concerns 
of Americans. As President Clinton said during the campaign, "We need to prevent 
crime and punish criminals." Technology can help us do that.

3. We must use every tool at our disposal to stem the tide of violence and 
keep people safe. Technology is an important tool that we haven't been using 
enough; technology can help us prevent crime and catch criminals before they have a 
chance to strike again.

4. Technological advances pose revolutionary possibilities for crime 
prevention and surveillance.

(a) The Information Superhighway will enable government to deploy a 
National Law Enforcement Network:

—> A National Network would save billions of
dollars that are currently spent due to 
inefficient information sharing and duplication 
of law enforcement efforts;

—> The National Network would allow for
cooperation between different federal 
agencies and between federal, state and local 
law enforcement officials;

—> The National Network would provide law
enforcement with shared access to missing 
person files, finger prints (c.f., APIS), mug 
shots, criminal databases, stolen vehicle files, 
and other information.

(b) In addition to a National Network, we will want to consider 
including in our initiative support for research and development of law enforcement 
technologies (see attached discussion of available and forthcoming technologies).



6. It is most important, we will want to coordinate the current efforts of the
departments and efforts of the federal government so as to avoid duplication and 
maximize results. This is the main focus of our meeting today.



THE WHITE HOUSE

WASH IN GTO N

March 14, 1994

MEMORANDUM FOR JOSE CERDA, JAMIE FLOYD, JOHNATHAN PRINCE, 
GREG SIMON

FROM:

SUBJECT:

TOMKALIL

TECHNOLOGY AND THE WAR AGAINST CRIME

1. How could technology help law enforcement officials fight the war 
against crime?

There are a wide range of technologies that could help. Examples include:

r* A national wireless network that would allow law enforcement
officials at all levels of government to have shared access to finger 
prints, mug shots, criminal databases, stolen vehicle files, and other 
information;

Less-than-lethal weapons such as "sticky" guns and pulsed light 
devices;

A communications device with a video link, GPS (global positioning 
system) capability, and "vital signs" monitor;

Smart guns that can only be used by their authorized users;

Inexpensive night vision goggles;

Simulation/virtual reahty technology for training and mission 
planning — possibly in conjunction with the National Guard;

A tagging system for fleeing vehicles;

See through capabilities (X-ray vision) for buildings and structures; 
and

Monitors capable of unobtrusive detection of drugs and firearms.
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What are some potential venues for events?

• National Labs (Sandia, Lawrence Livermore, Idaho National
Engineering Laboratory, Los Alamos, Oak Ridge);

• White House lawn;

• Quantico (FBI lab);

• Company facility (e.g. Westinghouse);

• Police Training Facility in Northern Virginia; and

• Automated Booking Stations (Miami, Los Angeles, New York).

What policy announcements could be tied to such an event?

Defense conversion: There is a large overlap between technology
for defense needs in "low intensity conflict" and law enforcement
requirements. Justice and Defense are currently negotiating a

__Memorandum of Understanding.

• Information highway/reinventing government: A government- 
wide shift from VHF and UHF land mobile radio to narrowband
digital will occur over the next ten years. As opposed to continuing
the status quo (there are dozens of duphcative tactical wireless
networks in Washington alone), the government could deploy a
wireless National Law Enforcement/Public Safety Network. A
nation-wide, secure, interoperable network would save billions of
dollars and allow unprecedented levels of cooperation between
different federal agencies and between federal, state, and local law
enforcement officials. Moving in this direction is one of the
recommendations of the National Performance Review. This would
require appropriations ($10-$ 15 million) to support an existing
"virtual agency."

What are the potential benefits from successful application of this
technology?

• Reducing crime by 1 percent would mean 230 less murders, 1,000
fewer rapes, 17,000 fewer assaults, 14,000 fewer, victims of crime
requiring health care, and a $700 million reduction in economic costs.

Voit:-

(2) —
(3)
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THE WHITE HOUSE

WASHINGTON

February 6, 1994

MEMORANDUM FOR THE VICE PRESIDENT

FROM: Tom

SUBJECT: Law Enforcement and Public Safety applications of the Nil

Background:

At our last meeting, you asked what the Administration could do to promote
the law enforcement/public safety applications of the Nil, given the importance of
the War on Crime. This memo is based on conversations with Jim Flyzik, chair of
the GITS (Gk)vernment Information Technology Services) Working Group, and
officials from the Secret Service and 0MB.

Potential benefits and applications:

As a result of work done by the National Performance Review, a significant
"window of opportunity" for improvements in the law enforcement community's
use of information technology has been identified:

• A government-wide shift from VHF and UHF land mobile radio to
narrowband digital will occur over the next ten years. As opposed to
continuing the status quo (there are dozens of duplicative tactical wireless
networks in Washington alone), the government could deploy a wireless
National Law Enforcement/Public Safety Network.

• A nation-wide, secure, interoperable network would save billions of dollars
and allow unprecedented levels of cooperation between different federal
agencies and between federal, state, and local law enforcement officials.

• Although voice would be the primary application, law enforcement officials
at all levels of government could have shared access to finger prints, mug
shots, criminal databases, stolen vehicle files, and other information.

• This network could also be used for other purposes, such as responses to
natural disasters.
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Action items:

Realizing the potential of this technology will not occur without a great deal
of inter-agency coordination and the creation of a "virtual" agency. To implement
the NP recommendations, the following steps are necessary:

• The Federal Law Enforcement Wireless Users Group (FLEWUG) should be 
tasked with implementing the NPR initiative. Departments and agencies 
with a law enforcement mission would be asked to support and help staff 
the FLEWUG.

• As part of the crime bill, the FLEWUG should be given a budget of $10-15 
million to sponsor pilot projects, evaluate standards, invest in R&D, and 
develop acquisition strategies.

• The FLEWUG would also be responsible for working v^dth state and local 
officials and with the private sector.

Kickoff event:

• A kickoff event might feature a statement by you or the President, an MOU 
signing by Attorney General Reno and Secretary Bentsen, and participation 
from other department heads, Congress, and state and local officials.

Other issues:

im&m

We should work with NTIA and FCC to identify any spectrum 
allocation/efficiency issues.

We should encourage the law enforcement community to use "off-the-shelf 
products and services wherever possible.
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OFFICE OF THE VICE PRESIDENT 

WASHINGTON

March 17, 1994

Dear Colleagues:

Tin.- participation in Wednesday’s crime and technology meeting at the
White House. The meeting highlighted many exciting new prospects for the use of 
tec^ology in the fight against crime and violence in America. Of particular interest were the 
technologies being researched and developed by the Department of the Treasury and the 
Counter Drug Technology Assessment Center at the Office of National Drug Policy. As I 
mentioned on Wednesday, we would be pleased to receive any written materials you may 
have on the work of your agencies in this regard.

Attached you will find the telephone and distribution list. Please discard any copies of 
the list you may already have received.

Thank you once again for sharing your important work with us and for agreeing to 
assist us in the coordination of all that the Adminstration is doing on this front.

Sincerely^

Jami F%d
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March 16, 1994

MEMORANDUM TO THE CRIME AND TECHNOLOGY GROUP

FROM: JAMI FLOYD
OVP/DOMESTIC POLICY

SUBJECT: USING TECHNOLOGY TO WIN THE WAR ON CRIME

Focusing the nation's attention on the ways in which technology can be 
used to stem the tide of crime and violence in America will require a sustained effort 
beyond any single event. I recommend a series of events on technology and crime in 
the coming weeks, beginning with a press conference announcing an Administration 
initiative on this front - i.e., a coordinated Administration effort to research and 
develop the ways in which technology can be used to prevent crime and implement 
technology in the war on crime.

In every instance, these events should demonstrate the ways in which 
the Administration is using technology to fight crime. For example, the Vice President 
might visit the Police Department in Rockville, Maryland, where "Operation Cease 
Fire," an ATF pilot project, is in place. In the pilot project, ATF computer technology 
enables Rockville police officers to link spent bullets other offenses and ultimately to 
trace the ammunition to offenders.

We should also enlist major news organizations that have shown an 
interest in the subject of crime and violence to help us convey the message that we 
are using technology to do something about crime.

I. Purpose of a Crime/Tech Press Conference and Swing

First, we should convene the Vice President, Attorney General, Secretary 
Bentsen, and other relevant cabinet secretaries to announce an Administration 
Initiative. This is an excellent way to capture the nation's attention, as the 
Announcement of the Operation Safe Home Initiative did last month.



Second, we must reinforce the "CrimeTech" message by taking it on the road. 
By itself, a press conference will not be enough to grab the public's attention on this 
issue. Unlike ReGo, crime will not lend itself to props, charts, and graphs. It is an 
emotional issue and Americans want to see the Administration doing something -- they 
don't want to hear us talk about the problem.

Thus, we must move beyond talk. We cannot simply to tell the American 
people that we understand their fears about crime. We must show them that we can 
and will do something about crime. The use of technology in the War on Crime 
provides an excellent opportunity to demonstrate what we are doing on this front. As 
Vice President Gore often reflects from his years on the Hill, for the past decade the 
crime debate has been mired in ideological polarizations that have very little to do with 
the real business of keeping American communities safe. A national discussion about 
the ways in which technology can be used to fight crime will help the Administration 
avoid the posturing by visiting communities and demonstrating the new ways 
technology can be used to fight crime, reduce violence, and offer hope.

II. What a Crime and Technology Tour Might Look Like

The Vice President (should he agree to be the Administration spokesperson on 
this issue) will have several opportunities to set the stage for the unveiling of the 
Administration's crime and technology initiative;

Wednesday March 23rd or Thursday March 24th - Announcement of the 
Administration's Initiative. The Vice President, together with Janet Reno, Lloyd 
Bentsen, and the other relevant members of the Cabinet, should hold a press 
conference to announce the Administration's Initiative to Use Technology in the Fight 
Against Crime and Violence. The Vice President should also use the press 
conference to spell out his plans for touring the country to talk about the Initiative in 
the coming weeks.

Sunday, March 26th or Easter Sunday, April 3rd -- Sermon In Washington,
D.C. The Vice President should deliver a sermon in Washington or Anacostia.
Ideally, he would visit a church with a history of social activism, like All Soul's in 
Adams Morgan. He should not focus on the technology angle, although he should 
reference it. Instead, he could use the occasion to talk broadly about the fight against 
violence to set the stage for his subsequent stops which will focus on the 
Administration's plan to use technology in the fight against crime. At the church he 
might briefly reference the Crime and Technology initiative (e.g., reflection on the Polly 
Klaus story and how technology might have saved her life, had the police had access 
to it at the time of her abduction), but he will want to focus on the most human 
aspects of the event

Thursday March 30th - Memphis (Primary Site: Guardsmark). The Vice 
President is currently scheduled to address the NAACP in Memphis on the evening of 
March 30th. Before that event, he should visit a housing complex, shopping center, or



other area patrolled by Guardsmark, one of the nation's largest private security firms. 
Guardsmark is based in Memphis and on the forefront of using technology to secure 
homes and businesses and to prevent crime. Although an event at Guardmark's 
offices would be dull, an event at one Guardmark's urban sights will present a good 
visual, and will help us demonstrate some of the technologies that are out there to 

help guard against crime.

In his address to the NAACP, the Vice President should briefly talk about what 
he saw that morning and the Administration's "CrimeTech" Initiative.

NOTE: Because we've worked with Guardsmark before, we should be able to 
pull this together in the short period of time available.

Friday, April 8th - New Mexico (Primary Site: BOOT CAMP or COMMUNITY 
CENTER). The Vice President will be in Albuquerque for a fundraiser with Senator Jeff 
Bingaman. Senator Bingaman's office has been pressing us to do a crime event 
before the fundraiser. Also, Senator Bingaman is the leader on technology issues 
(e g., technology transfer) in the Senate. Thus, this site is particularly well-suited for 
our "CrimeTech" message.

EVENT: Boot Camp Ed Tech. Senator Bingaman is a big proponent of Ed 
Tech (Education Technology), a program through which kids in remote rural areas use 
community center computers to participate in classes at New Mexico State University. 
Boot Camp Ed Tech would create an interactive learning system in the Boot Camps.
In order to get out of boot camp each offender must (1) be literate, and (2) have a job 
skill. The boot camp would also help offenders obtain employment before graduation.

The Vice President should talk about his visit to the Boot Camp and the plan to 
educate offenders at the Bingaman fundraiser that night. He should also talk about 
the Administration's Initiative and Senator Bingaman's similar efforts in the State of 
New Mexico.

Friday, April 15, 1994 - Los Angeles (Primary Site: School). The Vice 
President will be in Los Angeles for an 7 p.m. event and a speech the following 
morning. Before the event (on the 15th), he should visit a crime-ridden school in the 
Los Angeles area. He could go to the elementary school, for example, that the 
President and First Lady visited in South Central in 1989 (where 12-year-olds told 
them that their number one fear was getting shot going to and from school). He could 
emphasize the points of the crime bill - anti-gang measures, more cops on the 
streets, banning semi-automatic weapons.

ALTERNATIVE EVENT: Another option is for the Vice President to meet 
with community police officers in Palos Verdes, where two officers were killed last 
January The Vice President can commend the job the police are doing there and 
around the country. He can talk about other officers killed in the line of duty. Then he



can address how more officers' lives will be saved (and that their jobs will be easier) 
as we equip our departments with the most current technology (e g., hand-held 
computers to run searches on motorists and fingerprint computer networking with 
other departments).

Monday, April 18th - New Hampshire (Primary Site: [TBD])

Monday, April 30th - New York (Primary Site: The 34th Precinct, South Bronx).
The Beat cops in this highest crime precinct in New York, don't even have working 
radios, let alone fully equipped patrol cars. One cop nonchalantly told me, when I 
visited the precinct last December, that sometimes his walkie talkie works and 
sometimes it doesn't. When I asked him whether that presented a danger to him, he 
responded, "Its a problem, yeah." The Vice President should talk about the need for 
more state and federal money to give these cops the technology they need to do their 
jobs safely.

Monday, May 4th - Atlanta (Primary Site: [TBD]).

Wednesday, May 11th - Baltimore (Primary Site: [TBD]): The Vice President 
could view Westinghouse Electric Corporation's mulitsensor surveillance aircraft. Like 
other defense contractors struggling to adjust to the post-cold war era, Westinghouse 
is gradually converting much of its military hardware for use by law-enforcement 
agencies to help offset the steady drop in Pentagon spending.
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The Firearms Division is currently initiating a new
firearms enforcement project entitled Ceasefire.
The purpose of Ceasefire is to provide Investigative
support to cities experiencing serious organized
criminal gang and drug-related shooting incidents.
The objective of this project will be to assist State
and local police in the solution of firearms related violent crimes.

The project is based on providing focused investigative assistance to cities through the
integration of our Achilles Program expertise and new forensic technology. The project will
include the need for joint investigations of r^ietidve gang and drug-related shooting
Incidents. We will utilize two new computerized Imaging systems along with investigative
support to improve the efficiency in the examination of ballistic evidence, A computerized
ballistic evidence data base will be maintained by these systems. Investigative support will
be provided by the National Tracing Center, Firearms Technology Branch, and the ATF
Forensic Laboratory. ATF expects this project to significantly contribute to the
identification of homicide and shooting suspects and the linking of shooting incidents.

The Firearms Division is currently formulating a pilot Ceasefire program in conjunction
with the Washington Field Division. The objectives of the pilot program are to provide
investigative support to Washington, DC, which is experiencing numerous gang and
drug-related shooting incidents. The pilot will be utilized to measure the success of the
program and serve as a feasibility test for the program being placed in other areas. Initially,
the focus will be to correlate the program with the Achilles Task Force initiative.

The Washington Field Division will provide special agents to work directly with the
Washington, DC, Metropolitan Police D^jartment. One agent will be designated as the
Ceasefire coordinator to oversee and document the investigative effort. The Chief of Police
has affirmed his desire to initiate the pilot program and has agreed to participate and furnish
police department resources. The Washington Division is currently working with the police
department on the logistics of the program. The pilot will focus on the 5th, 6th, and 7th
police districts.

The firearms data base for the pilot will be maintained at the ATF Rockville Laboratory.
The data base will consist of Drugfire, a computer program initiated by the FBI and
currendy located in the Rockville Laboratory, and Bulletproof, a new technology, which
ATF will be the first law enforcement agency in the United States to use.
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Drugfire is a computer comparison of recovered shell casing head stamj? impressions that 
can identify a casing having been fired in a particular firearm through a process similar to 
toolmark identification. This system can only be used when sheU casings are recove^, 
which often happens when a semiautomatic firearm is used. A number of the computerized 
units have been placed in departments in the Washington metropolitan area. This system in 
dependant on the input of the users. It has not proven effective due to lack of input by the 

various departments.
Bulletproof is a computer comparison of recovered projectiles utilizing laser technology. 
The mechanism utilizes a laser in measuring the land and groove marks made on the 
projectile by the firearm from which It is fired. The system assigns a unique signature in 
the form of a bar chart and a numeric value. This information is entered into a computer 
which will compare it to all the entries in the computer data ba«. It will provide the 
firearm examiner with an instant mechanism to Identify possible similar samples.

It is estimated that countless hours of painstaking examination will be 
avoided in making identifications. The process can also compare 
damaged and fragmented projectiles. The system will match a fireapn 
with the projectile fired from it, thereby aiding investigators by linking 

related shootings.
Bulletproof was first put in operation in Montreal in July 1993. Several law 

H enforcement agencies in the United States are considering its use. The
|H manufacturer, Forensic Technology, is currently devising a statewide system for the 

State of Illinois. ATF has leased the equipment, and it is now located in the 
Rockville Lab. Firearms examiners are receiving training in the use and operation of the 

equipment.
During the Ceasefire pilot, the use of the Bulletproof system will be assessed to determine 
its value to criminal investigations. The system has bew assessed by ATF laboratory 
personnel and shows promise of being successful. Potentially a nationwide network could 
be devised with ATF serving as the link to ballistic evidence for all law enforcement 

agencies in the United States.

This program will be assessed by an analysis of the amount of evidence collected, the 
number of cases solved, the number of criminal prosecutions, and the number of man hours 
saved in making comparisons. The ATF laboratory will arrange for a quaUty assurance for 
the information entered into BuUetproof and Drugfire. The Washington Division wUl be 
responsible for the coUection of evidence and the tracking of criminal investigations and 
prosecutions. The logistics of reporting and monitoring the system are currently bemg 
devised by Firearms Division and Washington Division personnel.
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SENATE QUESTIONS AND ANSWERS FOR THE RECORD
QUESTIONS SUBMITTED BY SENATOR KERREY

QUESTIONJ The CEASEFIRE pilot project being run by
ATF and the Bulletproof system in
operation at the ATF laboratory in
Rockville, Maryland, show great 
potential for identifying homicide
suspects and solving gang-related
shootings. How successful has the
project been? You have stated that you anticipate expanding this project to all
Achilles cities.

ANSWER: The following is a list of shooting
incidents that have been positively
linked as a result of ATF^s CEASEFIRE
pilot project;
* CEASEFIRE first matched two homicides
to an attempted assault with a deadly
weapon as coming from the same firearm. 
Next, it matched an additional homicide
as having taken place with that seuae
firearm.
* The system matched a homicide 
projectile to a test-fired projectile as
coming from a firearm recovered by the
police department. This information
helped link together separate homicide
investigators and Identified an alleged
illegal narcotics network believed to be
responsible for in excess of 10
homicides.
* In early March, the system linked a
test fire from a recovered gun to a 
homicide that was committed in August
1993.
Additional hits continue to be made, and
successful results are anticipated. It
is expected that the use Of this
technology will significantly contribute
to the arrest and conviction of the moat
violent offenders.
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Pending the outcome of this pilot 
initiative, ATF plans to expand the 
CEASEFIRE project to those cities that 
have Achilles task forces. ATF would 
expind the project to the following 
cities: Albuquerque, Atlanta,
Baltimore, Boston, Charleston, Chicago, 
Dallas, Denver, Detroit, Houston, Los 
Angeles, Miami, Milwaukee, New York, 
Omaha, Portland, Philadelphia, Phoenix, 
and san Francisco. The Ceasefire pilot 
is being utilized by ATF's Washington 
Achilles Task Force. The expansion of 
the project within FY 95 is dependent 
upon budget considerations. If the 
pilot project is successful ATF will 
request additional funding for the 
expansion of the program.

QUESTION:

ANSWER:

Another promising initiative that ATF 
has pursued, Project Uptown, is 
currently operating task forces in 
Baltimore, Maryland. This project shows 
promise as a way to increase cooperation 
between the Federal level and the local 
metropolitan and housing au^ority 
police units to target criminals and 
narcotics traffickers and enhance public 
safety. Does ATF have plans to expand 
these task forces to other cities? Has 
the ATF considered the applicability of 
this type of project to a mors rural 
housing authority, such as Omaha, which 
encounters crime and drug problems 
similar to those occurring in larger 
cities.
Project Uptown's goal is to address 
crime in selected public housing 
developments using a formalized task 
force approach. ATF is responsible for 
specifically targeting armed narcotics 
traffickers and armed violent offenders 
in public housing developments. Project 
Uptown originated in ATF's New York 
Field Division in FY 1990 and is a joint 
endeavor by ATF, the New York City 
Housing Authority, and the U.S. 
attorney's office. As a direct result
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QUESTION:

ANSWER;

QUESTION;
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ANSWER:

QUESTION;

ANSWER!

The pilot project is based on providing 
focused investigative assistance to 
cities through the integration of ATF's 
Achilles Program expertise and new 
forensic technology. This new 
technology involves a computerized 
projectile comparison system through 
which firearms technicians can digitize 
and automatically sort bullet 
signatures. Matches can then be made 
provided at a greatly appreciated rates. 
The CEASEFIRE project has been supported 
by $3,2000,000 in FY 1994 funding from 
Treasury Asset Forfeiture fund to 
purchase equipment.
It is estimated that countless hours of 
painstaking examination will be avoided 
in making projectile identifications.
The system will match a firearm with the 
projectile fired from it, thereby aiding 
investigators by linking related 
shootings. To date, 443 projectiles 
have been entered into the system that 
have resulted in 8 positive links.

What was the result of the 
investigations into those positive 
matches?
The following is a list of shooting 
incidents that have been positively 
linked as a result of ATF's CEASEFIRE 
pilot project!
* CEASEFIRE first matched two homicides 
to an attempted assault with a deadly 
weapon as coming from the same firearm. 
Next, it matched an additional homicide 
as having taken place with that same 
firearm.
* The system matched a homicide 
projectile to a test-fired projectile as 
coming from a firearm recovered by the 
police department. This inf oration 
helpd link together separate homicide 
Investiaators and identified an alleged illegal^narootlca network believed to be 
responeible for in excess of 10



* In early March, the system linked a
test fire from a recovered gun to a 
homicide that was committed in August
1993.
Additional hits continue to be made, and
successful results are anticipated. It
is expected that the use of thist.ohnSlo9Y will
to the arrest and conviction of the most
violent offenders.

question:

ANSWERS:

QUESTION:

mat eltUs would RTFin the expansion of the project if it is
found to be effective? Could you also
identify the costs?
ponding the outcome of this pijot
initiative, ATF plans to CEASEFIRE project to those cities that
have Achilles task forces. ATFjould
expand the project to the following
cities: Albuquerque, Atlanta,
Baltimore, Boston, Charleston, Chicago,
Dallas, Denver, Detroit, Houston, Los
Angeles, Miami, Milwaukee, New Vork, 
Omaha, Portland, Philadelphia, Phoenix,
and San Francisco. The Ceasefire pilot
is being utilized by ATF's Washington
Achilles Task Force. At this time, we
are unable to provide a cost for 
expanding this program to all of our 21
Achilles task forces.
Director Magaw, as you may know, l have
long been concerned with issues ^
concerning child victimization .
have been a staunch supporter of efforts
and initiatives made by the law
enforcement community, educational
institutions and private child 
protection resource centers regarding
this issue. I have introduced
legislation in the Crime Bill which 
would create a Task Force consisting of
agents from all major federal law 
enforcement agencies to assist in the
investigation of serious cases related
to child abduction and exploitation.
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Fingerprint Imaging. This system allows fingerprint
images to be forwarded electronically to a central
processing facility for computer-assisted
identification.

Photographs and mug shots. Similar to the fingerprint
imaging program, this applications will allow electronic
transfer of images to a central identification facility.

Access to the National Crime Information Center (NCIC)
database. Will allow rapid cross-referencing of crimes,
criminals, and information between the databases of
various law enforcement organizations.

Automated vehicle (boats, cars, planes) registration.
Will accelerate vehicle registration processing.

Wireless E-mail. Will allow field agents using laptop
computers to send and receive E-mail in real time.

Immigration databases (INS). Will speed border
crossings and improve border controls.

Bar coding for improving control of seized assets. Will
enable law enforcement agencies to monitor the status
and location of seized assets constantly.

Federal Law Enforcement Wireless Users Group. This
interagency group is working to coordinate the use of
digital and other technologies in the wireless medium by
law enforcement agencies.




