Leanne A. Shimabukuro 06/13/97 05:05:58 PM

Record Type: Record

To: Jose Cerda IlI/OPD/EOP

cc:
Subject: gang tracking network

It is my understanding that PERF submitted a preliminary implementation plan for the gang tracking
network to NIJ this week.

I think PERF had committed to submit an implementation plan in June, and upon approval, NIJ
would release a portion of the grant they received to do the network. Can you call Jeremy Travis
to convey our interest and make sure they don't sit on this plan? This may be the draft plan, but |
guess it may be good to know if the plan is totally out of the ballpark (see e.g., tracing initiative) so
PERF can revise and resubmit quickly. The network is way behind schedule and we need to make
sure it doesn't get permanently stalled.

Thanks.



w"(? Christa Robinson
” 06/11/97 05:14:40 PM

Record Type: Record

To: Jose Cerda llI/OPD/EOP

cc:
Subject: Latest info. on Gang Tracking Network

Forwarded by Christa Robinson/OPD/EOP on 06/11/97 05:19 PM

#  Christa Robinson
St 05/16/97 10:44:05 AM

Record Type: Record

To: Michelle Crisci/WHO/EOP

cc: Leanne A. Shimabukuro/OPD/EQOP, Jose Cerda IlI/OPD/EOP, Barry J. Toiv/ WHO/EOP
Subject: Latest info. on Gang Tracking Network

The President announced last year this week in a Gang Event in the East Room that DOJ would
grant $1 million to CT, NY, VT, RIl, MA, MD, and FL to develop a gang tracking network where
information could be shared to track gangs that move from city to city. The grants were to go to
the Police Executive Research Forum (PERF) who is the project manager.

PROGRESS REPORT:

In October, NIJ authorized a grant to PERF of $424,701as a phase | grant -- the money has not
been released to PERF yet b/c NIJ has requested implementation plans before they will release the
money. The implementation plan will be submitted in June, and because it was decided to break
the grant into phases the only states participating and ultimately receiving the phase | grant are:
MA, CT, VT, RIl, and NY.

As soon NIJ releases the money the states will begin to buy the necessary hardware. There are
plans underway to have ONDCP contract out the software and hardware connections because they
have similar technological models which should mean it can be functional rather quickly. The
network is expected to be functioning by the Fall.

(Although MD and FL are not currently working on this project, they are expecting to get involved
in this project in some way after phase | grant is implemented. There is no decision yet by NIJ to
continue the project after phase |, and that is something we will need to clarify.}

We could release the list of equipment that the New England States have agreed to purchase with
the grant money if you think that is helpful. We are still looking into examples of how sharing
information on gangs has been helpful in the past to use as anecdotes.



Leanne A. Shimabukuro 06/13/97 05:05:58 PM

Record Type: Record

To: Jose Cerda IIl/OPD/EOP

cc:
Subject: gang tracking network

It is my understanding that PERF submitted a preliminary implementation plan for the gang tracking
network to NIJ this week.

| think PERF had committed to submit an implementation plan in June, and upon approval, NIJ
would release a portion of the grant they received to do the network. Can you call Jeremy Travis
to convey our interest and make sure they don't sit on this plan? This may be the draft plan, but |
guess it may be good to know if the plan is totally out of the ballpark (see e.g., tracing initiative) so
PERF can revise and resubmit quickly. The network is way behind schedule and we need to make
sure it doesn't get permanently stalled.

Thanks.



Christa Robinson
06/11/97 05:14:40 PM

Record Type: Record

To: - Jose Cerda HII/OPD/EOP

cc:
Subject: Latest info. on Gang Tracking Network

Forwarded by Christa Robinson/OPD/EOP on 06/11/97 05:19 PM

N{ﬁ’ Christa Robinson
" 05/16/97 10:44:05 AM

Record Type: Record

To: Michelie Crisci/WHO/EOP

cc: Leanne A. Shimabukuro/OPD/EOP, Jose Cerda 1lI/OPD/EOP, Barry J. Toiv/WHO/EOP
Subject: Latest info. on Gang Tracking Network ’

The President announced last year this week in a Gang Event in the East Room that DOJ would
grant $1 million to CT, NY, VT, Rl, MA, MD, and FL to develop a gang tracking network where
information could be shared to track gangs that move from city to city. The grants were to go to
the Police Executive Research Forum (PERF) who is the project manager.

PROGRESS REPORT:

In October, NIJ authorized a grant to PERF of $424,701as a phase | grant -- the money has not
been released to PERF yet b/c NIJ has requested implementation plans before they will release the
money. The implementation plan will be submitted in June, and because it was decided to break
the grant into phases the only states participating and ultimately receiving the phase | grant are:
MA, CT, VT, RI, and NY.

As soon NIJ releases the money the states will begin to buy the necessary hardware. There are
plans underway to have ONDCP contract out the software and hardware connections because they
have similar technological models which should mean it can be functional rather quickly. The
network is expected to be functioning by the Fall.

{Although MD and FL are not currently working on this project, they are expecting to get involved
in this project in some way after phase | grant is implemented. There is no decision yet by NIJ to
continue the project after phase I, and that is something we will need to clarify.)

We could release the list of equipment that the New England States have agreed to purchase with
the grant money if you think that is helpful. We are still looking into examples of how sharing
information on gangs has been helpful in the past to use as anecdotes.



"Christa Robinson
05/16/97 10:44:05 AM

Record Type: Record

To: Michelle Crisci/WHO/EQOP

cc: Leanne A. Shimabukuro/OPD/EOP, Jose Cerda I1I/OPD/EOP, Barry J. Toiv/iIWHO/EOP
Subject: Latest info. on Gang Tracking Network

The President announced last year this week in a Gang Event in the East Room that DOJ would
grant $1 million to CT, NY, VT, RI, MA, MD, and FL to develop a gang tracking network where
information could be shared to track gangs that move from city to city. The grants were to go to
the Police Executive Research Forum (PERF) who is the project manager.

PROGRESS REPORT:

In October, NIJ authorized a grant to PERF of $424,701as a phase | grant -- the money has not
been released to PERF yet b/c NIJ has requested implementation plans before they will release the
money. The implementation plan will be submitted in June, and because it was decided to break
the grant into phases the only states participating and ultimately receiving the phase | grant are:
MA, CT, VT, RI, and NY.

As soon NIJ releases the money the states will begin to buy the necessary hardware. There are
plans underway to have ONDCP contract out the software and hardware connections because they
have similar technological models which should mean it can be functional rather quickly. The
network is expected to be functioning by the Fall.

(Although MD and FL are not currently working on this project, they are expecting to get involved
in this project in some way after phase | grant is implemented. There is no decision yet by NIJ to
continue the project after phase I, and that is something we will need to clarify.)

We could release the list of equipment that the New England States have agreed to purchase with
the grant money if you think that is helpful. We are still looking into examples of how sharing
information on gangs has been helpful in the past to use as anecdotes.



/f’ Christa Robinson
’ - 05/16/97 10:44:05 AM

Record Type: Record

To: Michelle Crisci/WHO/EOP

cc: Leanne A. Shimabukuro/OPD/EOP, Jose Cerda Ill/OPD/EOP, Barry J. Toiv/WHO/EOP
Subject: Latest info. on Gang Tracking Network

The President announced last year this week in a Gang Event in the East Room that DOJ would
grant $1 million to CT, NY, VT, RI, MA, MD, and FL to develop a gang tracking network where
information could be shared to track gangs that move from city to city. The grants were to go to
the Police Executive Research Forum (PERF) who is the project manager.

PROGRESS REPORT: .

In October, NIJ authorized a grant to PERF of $424,701as a phase | grant -- the money has not
been released to PERF yet b/c NIJ has requested implementation plans before they will release the
money. The implementation plan will be submitted in June, and because it was decided to break
the grant into phases the only states participating and ultimately receiving the phase | grant are:
MA, CT, VT, Rl, and NY.

As soon NIJ releases the money the states will begin to buy the necessary hardware. There are
plans underway to have ONDCP contract out the software and hardware connections because they
have similar technological models which should mean it can be functional rather quickly. The
network is expected to be functioning by the Fall.

{Although MD and FL are not currently working on this project, they are expecting to get involved
in this project in some way after phase | grant is implemented. There is no decision yet by NIJ to
continue the project after phase |, and that is something we will need to clarify.)

We could release the list of equipment that the New England States have agreed to purchase with
the grant money if you think that is helpful. We are still looking into examples of how sharing
information on gangs has been helpful in the past to use as anecdotes.
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: Progress Report: | Sy
New England Region Gang Information System
Cooperative Agreement No. 96-LB-VX-K007

This report covers the period from the inception of the project concept (which preceded the
actual project award by approximately six months) through the first six months of the project’s
history. The focus on the project’s inception is intended to shed light on the rationale for
proceeding in the manner outlined in the PERF proposal to NIJ, and by so doing, begin to
explain departures from the original concept.

1. Background and Origin of the Project

The origin of the project can be traced to several conversations and meetings in 1996, involving
Massachusetrs State Police (MSP) gang unit personnel, staff from AT&T, and various personnel
from the Department of Justice and White House Office of Domestic Policy. The meetings and
conversations produced consensus on the need for a demonstration that the solution to the basic
problem to be addressed—-the migration of gang members from one jurisdiction to another, and
across state lines--could be addressed best by creation of a proprietary communications network
open only to participating investigators. Furthermore, the parties involved believed that the
foundatdon for the system should be Lotus Notes, as that had already been chosen as the
-reporting medium by the Boston Police and also MSP. A particular feature of Lotus Notes was
the reported ease of conducting test based searches for specific identifiers and other information. -

In the spring of 1996 President Clinton attended a demonstration of the rudimentary MSP system
and announced that there would be a demonstration of the gang information database concept.
On several occasions thereafter, the President either personally stated his commitment to the
information system or it was contained in his remarks-and White House briefing materials on

the Administration’s program to combar violent gangs.

Early in the summer of 1996, PERF began to have discussions with MSP, AT&T swaff and
consultants, and NIJ staff on the basic configuration of the proposed system, and the need to
. treat the effort not just as a demonstration (which conceivably could succeed or fail), but as an
- éxperiment in the definition of a technological solution to a law enforcement problem, where
police personne] (from MSP) undertook to define a considerable portion of the system
architecture and, in effect, bootstrap a version of the proposed system using their own intemnal -
resources and their own (if limited) technological capabilities.

PERF believed that a chronology of this process, and a longer history of ‘the project prepared
as a case study, would provide insights into the dynamics of interaction between police criminal
investigative and non-enforcement technology providers; and that an analysis of this interaction
that could well inform subsequent collaborations by pointing toward better planning and strategy
development processes. It is also possible that when police perform their own technology

l



assessments, pointing toward particular systems and perhaps even vendors they have in mind
beforehand, they commit errors that could call for outside assistance early in the project.

It should be noted that, in this context, all types of organizational and technological problems
are instructive. That is because such problems represent obstacles that police, and only police,
must develop strategies to address if they are to lead their agencies in the investment of
technology and extract maximum benefit from those systems. As. such the processes of
encountering and overcoming problems represent leamning experiences and thus have a positive
benefit that may not be appreciated at the time they occur. )

‘
s

In August 1996, PERF submitted a proposal to NI for a demonstration project that would
provide for a communications infrastructure linking the five core state police agencies, and any
local departments working with them on this project, together in a proprietary gang information
exchange system. The core states were Massachusetts, New York, Vermont, New Hampshire
and Connecticut. Their initial selection was based on the mobility of gang members along the
Interstate 91 (I-91) corridor. '

NU awarded the project to PERF in October, 1996, with a substantial number of special
conditions that are important to note because those conditions raised compliance issues that
directly affected the timing and implementation plans for the project, and add further legal and
administrative requirements to the initial mix of criminal investigation and technology
components. ' "

O. Activities and Progress to Date

Although the official NIJ award was made in October, 1996, in anticipation of a certain award
there were 2 number of preliminary meetings between NIJ and PERF staff on cenural issues
involving special condition compliance. Specifically, the federal regulatiéns goveming the
automated transmission of intellisence and investigative information is covered in 28 CFR 23
et seq. Based on initial questions on whether the central project feature of an investgator
. database could even comply, the preliminary meetings were held to.explore whether DOJ could
find an exception to the compliance requirements, Or in some way grant it an exempton. A
determination was made prior to the NIJ award that no exemption would be sought by NIJ and
that the project would have to comply with 28 CFR. That meant that each project component
that might pose compliance questions would have to be reviewed by the Office of Justice
Programs (OJP) legal counsel in order to determine the exact nature of the compliance issue,
and if it could be determined, what might need to be done of the system architecture in order
1o facilitate compliance. -

Beginning with the grant award initial meeting in October, there were several meetings and
requests by the MSP and PERF for clarification of the compliance issues. General information
~ was provided by the OJP counsel in the form of 2 letter (not an advisory opinion) provided to
MSP. While helpful, that letter left open central questions about the most central and also most
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roublesome features of the system: the invesiigator e-mail and gang investigative databases.

To help promote compliance and ensure that the project stayed on track, NIJ and PERF
requested technical assistance from the Institute for Intergovernmental Research (IIR), a
non-profit technical assistance entity that reviews Justice Department funded programs where 28
CFR issues are involved, and provides training and other assistance to help promote compliance.
In October, NIJ staff traveled to Massachusetts to meet with state police and gang unit officials
to learn specifics of the system and discuss compliance issues { Note: PERF staff did not attend
that meeting and therefore it is not actually a part of this report.)

On November 20, a meeting was held at MSP headquarters in Framingham, attended by IIR,
PERF, NIJ, OJP (counsel) participating state, and other personnel to review compliance issues
and to discuss next steps in the project. The purpose of the meeting was to discuss the issue of
28 CFR compliance and the conditions under which the gang investigation database would
actually function to collect investigative leads. That discussion, led by Paul Kendall of the OJP
legal counsel office, clarified matters considerably. However, it also created an issue not
previously framed about the necessary division of each investigator’s own files into investigative
leads and criminal intelligence, and the further logical issue of how to provide for the purging -
after 90 days of affected text.

Although the OJP counsel’s interpretation of actions to easure compliance were becoming
clearer, the issue presented to participating agencies was the ime and manpower required to
make the distinctions within each investigative or incident report, and the need for some type
of oversight mechanism (not heretofore provided for) to audit information in the system to
_ensure that 1:>aruC1pzmncr agencies were complying. .

The discussion at that meeting was followed up by a ‘November 26 letter from IIR Executive
Vice President Emory. Williams to Paul Kendall, General Counsel of OJP (see Appendix for a
copy of that letter). Noththstandmv the importance of these issues, the clarification provided
by IIR at the N ovember meeting and subsequent letter were probably the most important
milestone in the first six months of this project. In addition to ensuring that this project wold
have the opportunity to cross the legal threshoid toward 1mplementauon, the clarification aiso
stand as important precedent on how other automated information sharing systems can provide
for the sharing of investigative information and still comply with stringent federal safeguards.

One of the prmaple outcomcs of the November 20 meeting was the decision to have IIR provide
training on 28 CFR issues and compliance questions for the personnel from each participating
state. That training was set for January 25 at the MSP headquarters in Framingham. The
session was extremely productive in further clarifying operational issues and refining exactly
what each state’s system administrator and individual investigators pa.nicipatinc in the system
would have to do with different kinds of files and in various situations o comply. When the
training meeting con¢luded, no significant legal or proccdural impediments remained to 28 CFR
compliance, save investigators’ finding time to distinguish what texi in their files would require
compliance after the 90 day period during which subject information is characterized as lead



specific and not intelligence. It should be noted that a discussion followed, led by MSP
personnel, that each investigator would take the time, and would have to find time, to perform
that separation of information in gang files, but that it was possible to effect this.

The January training session was extremely useful in further explaining the 28 CFR issues and
exploring how the compliance requirements would impact information in the gang database. The
proceeding also brought together the key individuals from the five pamicipating states. IIR
distributed a 28 CFR policy manual, Criminal Intelligence Policy: Operations Manual that
covered each 28 CFR compliance issue.

On February 6, project personnel met with MSP staff and representatives from each of the
participating states; by that ime Rhode Island had been added as a sixth state site. The purpose
of that meeting was to develop a list of basic equipment that each state needed that would
constitute an operational system. Each state sent two representatives, one versed in technical
issues and the other a gang investigator who would use the system. That approach worked out
very well, as the technical person would probably become the state system administrator and
needed to interact with personnel from other states on equipment as well as policy (e.g. 28 CFR
issues).

The eventual equipment list consisted of at least one state server, several personal computers and
laptops (the latter in states which had no field computer support for invesugarors), and a minor
assortment of peripherals. PERF and MSP were assisted in the equipment assessment by the
firm XL Connect, which had performed similar work for MSP. XL Connect staff provided a
neutral third party approach to the review of equipment and also began the process of pricing
the equipment to make sure that there were sufficient project funds to support each state’s
infrastructure. XL Connect later prepared an equipment inventory in cooperation with MSP
personnel. : ' :

Following the Massachusetts February meeting, PERF and NU staff met on February 18 to
discuss a realistic schedule for the demonstration, what the demo would entail, and the need for
a schedule of the important events that would bring about the demo as the major project activity.
- At that meeting it was finalized that the demo would involve more than one state, and hopefully
all participating states, and that live information would be exchanged that was in compliance
with 28 CFR. Further, as result of consensus reached among staff at the earlier meeting in
Framingham, a schedule was needed for the equipment acquisition, implementation, and training
of system administrators and others in both policy (28 CFR) and Lotus Notes issues.

Toward the beginning of March, MSP staff drafted a very detailed work plan providing tight but
workable schedules for the equipment purchase, installation, training. etc., but soon thereafter
communication broke down between PERF staff and MSP personnel The gquipment purchase
schedule and other significant project milestones were thrown off track, and in April MSP
notified PERF that a lieutenant then assigned to INTERPOL in Washington would return to
Boston in early May to take over adminsitration of the project and work on implementation on
a full ume basis.



Appendixes:
Correspondence on Compliance with 28 CFR et seq., and

Estimates of Equipment Needs
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470 Womdf:r ﬁaaa[ |
Framingham, Wassadusetts 01701

Seprember 25, 1956

Mr. David Boyd, Director
Office of Science & Technology
- Natonal Institute of Justice :
635 Indiana Avezue, NW
Waspington, DC 20551

- Dear Mz, Boyd:

The purpose of this lexter is to request clarification abous how 28 CFR 23 will be ap_éiicd 10 the geng
nformation sysiem cumently being developed by the Massachuserts State Palice and being considered
for a grant award. The informarion system consists of Sve relaed components built on a securs
elecTenic messaging system. The purpose of this system is % incease the affectiveness of gang
tnvesugators through improved communication and information wanzgement  [n this respect, only a
relatively small percentage of the system focuses on “intelligeace.” If compliance to 28 CFR 23 is
demanded of every component of the system, it would be counter produciive, rendering the system
inefective 2nd remove all incentves for using this eckmology.

[n this iezer [ will desccibe each of the system compozents and the reason I do not believe they are
govermed by 28 CFR 23. ‘The one exception to this is the gang dazbase. However, you must
understand thar this file also contains many documents which ace investigative in pature and are act
contrelled by 28 CFR 23. Our decision to include intelligence informstion in this file was based on our
desire o usc all available information 1o evalume this date. For this componeat of the system, T request
a waiver of 28 CFR Part 23 by authority gramed in section'23.20, subsection (o). However, if a
waiver cacrot be granted, provided you agree with my analysis, the intelligence aspect of the sysiem
could be isolated intwo 2 separate darabasc and made 10 comply with 28 CFR 23. '

The system is built around a messaging system which includes elecyonic mazil (E-Mail). The beacArs
of E-Mail are widely knowm and saves both time and moncy. Almest any type of information can be
quickly seas using E-Madl. In fact, information which can be distibuted by fix, teletype, phone, radio
or in face 1w face communications can be eesily seat by E-Mail and directed w one or many people. 28
CFR 23 does not control the use of facsimile machines, phones, teletypes or radios and it should aot
be used to limit the usefulness of E-Mail. The imsgrated E-mail will enbance the day to day
cormmunicatens of law enforcement officers, as well as w0 provide timely announcements relating 10
availadle training, changes in statute law and other impertant information which may effect officer

safery.

A sccand compeneat of the system is an officer directory. It will provide 9 simple method 1o find and
contact the resources in an area.  Many of these people will be gvailabic on-line through the E-Mail
systzm.  This type of database is clearly not limited by 28 CFR 23.



The ‘:m:d ‘elc:ncnr of the information system is what we refer o as 2 “Discussion Datgbase.” Thus
datzbese is an opea forum which encourages communication and collaboration. The dis.cussion
mfdambax will be used ©© expand the collective knowledge of geng investigators. It may be used 10 post
mc;f:sanos.z and 7o solicit responses from other investgators. 'n the past, it has been used w0 gzst
dang.;o,mumwenmg ;n;d Bonfcrmcc angouncements, rcussmg childrea’s pictures, and articjes concerning
pe.ane Omasrc; . ne investgalor c2n ask a queston or request the idezmty of a person oritemin
o k:; invesugators who know the answers can provide them and every investgators who
zot know the answer will benefit because they can read the responses. This dambase can not &
restriczed by 28 CFR 23 and remain effective. [t is potan intelligence database. It is an impona;:

The fourh caztase is the publicaton darabase. This is an clecronic collestion of gang related matezial
oblaiacs through DEWSPIPLTS, periodicals and professional joumals which can be accessed by gang
investigators. This Ype of information s not governed by 28 CFR 22, ' :

The &7 daabase is the gang dazabase. This dambase contzins botk ivestigative and intelligence §les.
Toe meionity of @ information in the dambase are police reports inciuding arrest 7€DOTTS, CaSC ITOTTS,
and affdavits. As such, much of this information is public record and could be shared with other
ageaciss, via facsimile machime or US mail, withetx reszicions. Tas system provides an gasy way 10
orgenizs these Sles and share them. Because this investgative information s in an elecenic format
it should =ot be subjected ©© 28 CFR 25. -

Ouly a sall percentage of the data in the gang datapasc is “prelligencs”. It is possible that the
elligence aspect of his database could be segregared into 2 separate datbase. This division would
reduce overall system cffectiveness and will place sutstantal admipistrative burdens on everyone '
involved in the project. Therefore, Ibelieve thar the intezest of -iaw eaforcement WarTants a waiver of
98 CFR 23 es autborized by section 23.20 (o). However, with adeguate project support, compliance
with 28 CER 23 could be built o this one aspect of e sysem. This would of course be more
capensive 1o design. develop, implement and mainain

To summariz, the Ste Police gang informarioa system czn best be dascribed asa “communications”
and “information management” sysem whick allows the efficiest wansfer of knowledge from oce
ipvesdgator to others. This techpology can be 2 substandal “force muldplier”. However, if every
componeat is forced 10 comply with 28 CFR 25, the system will be ineffective and in essence will
become & "force reducer.” Privacy protections are a gemire concea of the Massachusexs State Police.
The project recogaizes e ieed of written directives for acosss o and use of this system. However, we
must balanca these needs with our duty 1o protect the public acd 1o that end we must not allow these
out-of-date re —~=Ane w thwart this innovarive law enforcement effort o

me with ' I
Please conta any questons or copcerns that you might pave acd thank vou for your assistance
in the marnter
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November 26, 1996

Paui Kendail, Esquire

Genemai Counse!

OfSce of Justice Programs .
Suite 1243-E :

633 Indiana Aveaue, NW

Wasaington, DC 20351

Dear Paui:

This lerrer is a foilow-up 0 our meeting last week with vou. regresentatives of the
Massacausets State Police. Mike Waldron (Nationai Instinure of Justice, and CHIT
Karchmer {Poiice Executive Research Forum) regarding the impiemeatation and
operanon of the New: England Gang Informadon System. Specificaily, we discussed the

et eoosT s Compliance with 28 CFR Part 23 (Crimipal [nreiligence Svstem

‘Ste'%ng?oﬁcszve?)\ LK s parucipaton in these discussions ¥2S :.’“_I?‘f“m 0 quretioy
Som the Bureau of Justice Assistance as a part of our Statewide Intelligeace Systems
Program technical assistance and aining 2fEorts.

Based on .he vresenmnon and informariop we received cn the New England Gang
Informmadon Svsiem components and operation, we offer the foilowing comments on saca
component: oy

7/

E-Maii Capabilitv.

The New England Gang Information System proposes o provide secure
e-mai] capability for each participaing agency represemative and (o use
the e-mail for exchapge of investgative and imtelligence informaton
between officers and agencies regarding law 2aforcement mamers. The
s-mail messages will be private; will remain in the ownership of the
officers sending/receiving the maii. and will got be aggregared (pooled) in
a cenmai repository for subsequent searching and rewieval. Subsequent
access will be only bv the owner of the message. We Jo gor beileve these
Types of wransacdons are affected oy 28 CFR Part 23.

* Te-=es VMae - 3refit Researer Crganizaticn



Paui Xendail. Esquire
Novembver 26. 1996 _
Page Two ‘ . . y

Discussion Database

The Discussion Database is eavisioned as a capability for postng requests
for information regarding subjects of criminal invesdgations 0 a shared
access electropic bulledn board. in which otber law zaforcement officers
and ageacies are requested 0 respond by postng their responses 0 s
bulledn board. It is andcipated thar this capability wiil also be used for
ropid and general dissemination of ‘investigative informaton. 10 poOSt
invesdgatve questons about law enforcement invesdgatons, and 'O
receive responses 0 each of these. It is possibie for the information oe
maintained for an uniimited pesdod of dme nd searcaed and shared by all
partcipants 1o the bulletn board.

This process borders on being an ‘merjurisGicdonal inteiligence svstem
apd, as such, would not ve in compiiance with the requirements of
28 CER Part 23 without assuring compiiapcs of eaci sosing “and
exchange of informaron on the suilerin board with the recuirements of
28 CER Part 23. The Massachusetts State Poiice or=cials acvised thart
do so would not be consistenr with te intended purpose of this

componeat.

We beileve, however, thar the Discussion Datzpase is actually an
invesdgarive lead index and is ciearly distnguished Fom an imelligencs
database. To clarify marers, we woulé recommend the Discussion
Database be retitled as the [nvesugative L22d index and that it be used
exclusiveiy for asking for and responding to investigave leads in
conjunction with active criminal investigations. In addition. we would
recommend that no information be maintained @ the Index longer than
90 days, after which time that informarion couid be wansferred o the Gang
Darabase (criminal intelligence database), assuring e informanion mes:s
the requirements of 28 CFR Parc 23, or fo the 2gercy case managemeat
fiie of the pardcular case under investganon.

Qfficer Profile Comronent

This component is 2 directory of all officers participating in the
New Epgland Gang Information Sysiem and provides information on
experuise and resources avaijable in a geograpmic area for contact
purposes. Operated as described. we do not believe this component comes
under 28 CFR Part 23 requirements.
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Resource Librarv

This component is planned to be a collecton of garg-reiared publications
obtained through public sources (e.g.. Jewspapers, periodicals, and
professional journals) which can be accessed oy gang investigarors
pardcipatng in the System. We do ot beiieve this componeat would be
governed by 28 CFR Part 23.

Gang Darapase

This cornponent is designed for use in reseiving, storing. and
disseminaring criminai inteiligence information about gangs anc mempers
of gangs. It cleariv must compiy with 28 CFR Parc I3 anc. wirh 2 few
additions 0 the submission data eiements. the design wiil make it suitabie
for compliance assuming all enmies o the daumpase are tested for
compiiance. We are araching a list of dama slements usuaily found in
intesjurisdicdonal inteiligence daabases which we elieve will assist in
prope:ly impiernenting this coroponeat. As discussed at the mesung, we
wouid recommend 2 formal waining program for il pardcipants in the
requirements of 28 CFR Part 25.

.
s

We are impressed with the goals and objectives of the New Ezgland Gang
Informarion Svstem and their use of tecanology for successiti implementation. [f we can
assist vou or the Massachusets State Poiice further, piease fet us Xnow,

Sincererv.

e

g
Emory B. Wiiliams

EBW:ira

eadxlmassgang
Enclosures
cc:  Mr. Mike Waldron, NIJ ) ,

Mr. Jose McLoughiin. BJA
Mr, Cliff Karchmer, PERF



DATA FIELDS TO ASSIST IN COMPLYING
WITH 28 CFR PART 23 REGULATIONS

SOURCE RELIABILITY
CONTENT RELIABILITY

¢ Informadon mainwined must be labeled to0 indicate leveis of sensiuvity and levels of
consSdence (Secdon 23.20 (g), 28 CFR Part 23).

DISSEMINATION RECORD

o Ap andit xail is required when informarion is disseminated Tom the database. A record must
be ept indicaung who has been given information, the date disseminared, and reason for
reizase of the informanion (Secdon 23.20 (g), 28 CER Part 23). This record does not have 1o
be created automarically by the database: poiicies and procecures couid 3¢ implemented two
hardle the audir Tail manuaily. ' :

[

CRIMINAL ACTIVITY

o Informaton on individuals and organizations may be maintzined oply if an individuai or
organizarion is reasonabiy suspected of criminai acavizy and the informanon is relevant to
that criminal acdvity (Secdon 2520 (a) and (b), 28 CER Part 23). This provision applies to
ail aames maintained in the database—primary subjects. associates, gangs, Sroups,
organizarnons. business. smplovers, smplovess, relarives. ancmeys, and so forth. Provisions
shouid be made in the system 1o link 'al]l names entered o 2 crimipai acuvity.

SUBMITT AL DATE or PURGE DATE

o Ail information retained in the svstem must be reviewsec and validated for continuing
compiiance with submission criteria before the expiration of its reteation period, which in no
evext shall be longer than Sve (5) vears (Section 23.20 (h), 28 CFR Part 25). The review,
vaiidaton. and purge process may be a manual process or an zutomated process or a
combination of both. ‘A dara field is nesded so that 2 Jerermination cad be mgde of how long
the ‘nformation has béen in the svstem and when it is due for purge. Toe purge date could be
caiculated (either manually or automatically) based on the sutminai date or the purge date
couid be marmally entered.

e 28 CFR Parz 23 ailows all informarion eatered in the criminai inrelligeace database 1o be
rerzined for up 1o fve years before review and validation or update for continuing reteadon.
Carzin types of updates may occur prior to end of the fve (3) year retention period which
may automarically extend the reteation period. Updares must be substanuve updates of the
criminai acavity of the individual or organizarion in order to 2xtead the reteaton petiod.
Uvcéates to data such as physical desczipton, address, or like data do aot qualify for
exzending the retention peziod.



- wao addidonai items are not required by 28 CFR 2art 23, but are =¢oi i %o
?2:;:123;. ;);:; : a dar:az t'}c.ld .Tor.DISSEMINAT'ION CODE. RISS proje::sm :éli?;: ;I:irs feld
e opmc )v Ste:n.__ alg;:c‘r: Lo: designare any rcsmc:ion; on the release of the informadon they
s men. To e o hmain o e sl st ns
CE : uirements. The reg require that the projec: must 2ither receive suffici
informarion t make a derermination thar reasonable suspicion reguiremeats have bég 4 g
::Z ;h;;;fg‘;);mizr; :'z 123; toet:itamc'a n.l ?'io{aﬁon of appiicable feceral. sware. or 10&:3.’1‘?;;?:;&5
responsibilty Yo gated 1o the submitting agency. _Tne suggested arfirmation couid be a
ey o the hard copy submission form or a data field such as 28 CFR Part 25

LIANCE. or both. i

All of the above discassed data fields are provided for in the RISSNET U intelligence
database, which has Desll implemented at the RISS projects. The dara codes or values being used
pv the RISS projects for these felds are included in the RISSNET I wnitien documentation.

diractori2s and mMOTOT vehicle

Pubiic record darabases, such 25 teieghone roil/subscriver
ined separately irom

Sles. are 2xempt Jom 28 CER Par; 23. Public record les should e mainiz
. criminal intelligence dawbase Fies subjes: © 23 CFR Parr 3. Teiepnons cubscriber narmes, as is
the case with ail names antered in the intelligencs database -eguiaed by =3 CFR Dart 23, may 1ot
be satered and maintained in the inteiligence datapase uniess the subscrizeris reasonaoty '
suspecwed of Aminai actvity and the :nformetion is relevent o Mat crminel 2CTVITY.

el =

Remote werminal ac<ess by systerm partcipants must be approved oy OJP {Secton

23 20(1)(1), 28 CFR Part 23)- Amached are the sySiem protecsion —easures which should be

implemented for o teqninal access (28 CER Part 5. Discussion of Comments, pb 16-18).
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REMOTE TERMINAL ACCESS SYSTEM PROTECTION MMEASURES

Procedures for identification of authorized remote rerminals and security of terminals:

Authorized access officer (remote terminai operator) identificarion and verificagon
procedurss:

Provisions for the levels of disseminaton of information as directed by the submitting
ageacy: |

P-ovisions for the rejection of submissions unless cridcal daa flelds are completed:

7

- Tecanological safeguards on system accsss, use; dissemination, and -eview and purge:

Physical security of the syswem:
Training ard certfication of svstem-participatng agency personme::

Provisions Zor the audit of system-participating 2gencies. 10 inciude: ifile data supporting
submissions w0 the svstem; security of access terminais; and oiicy and procedure

compiiance: and

Documeatation for audit wails of the sntire sysem operation.

Frwordlangic28CFRdamfeids
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GANC IXFORMATION SysTem

POCICE EXECTTIVE RESEARCH FORUM

Equipment Requirements

" Ststzz  Location Qty Description Spedification™
NY Ceotmai 1 Server - File and Print (Novell {0 user) Penrium 166 MHz., 64MB RAM, 2 GB HD
NY Cenral 1 Sexver - Notes (NT) Peat. Pro 200 MHz, 96 MB RAM,
43 GB HD RAID 5 Configurazion.
NY Cenmal 2 Desktop PC's Pcatum 100 Mhz, 24 MB RAM,
. 1 GB HD ‘, »
NY Cenral { Printer - Network Ny
NY 8D 1 Scanner
NY TBD 2 Modems External 28.8 XBs M.
NY TBD 1. Laptop Computer Peatium 100 Mhz, 24 MB RAM,
1 GB HD. Rugged EqpL Recommended
NY TBD t. Portable Printer
NY TBD 1 Mogem PCMCIA 28.3 KBs Min.
loyy Mesiden 1 Server Upgrade
oy TBD 10 Ethernet Caxds 4
CT TBD s Modems Exzmal 28.5 KBs Min. .
CT TBD 6 Laptop Cornputers Pentium 100 Mhz, 24 MB RAM,
1 GB AD. Rugged Eqpt Recommended
CcT TBD 6 Modems - PCMCA Celluiar Fax 28.8 X3s Min. '
b Sciuare SPHQ 1 Server - Nates (NT) Pent. Pro 200 MHz, 96 MB RAM,
4.3 GB HD RAID 5 Coafiguration.
RI Scize SPHQ 2 Scaaners .
RI Providence PD 1T Server - Notes (NT) Pet Pro 200 MHz, 96 MB RAM.
4.3 GB HD RAID 5 Configuration.
Rl TBD 1 Laptop Computer Peadim 100 Mhz, 24 MB RAM,
_ 1 GB HD. Rugged Eqpt. Recommended
RI TBD ! Pormble Printer _ *
RI TBD i Modem PCMCIA 28.3 KBs Min.
YT Wateroury SPHQ ! Server - Notes (NT) Peot. Pro 200 MHz,, 96 MB RaM,
: ' 4.3 GB HD RAID 5 Configuration.
VT Wazrbury SPHQ 1 Scarraer
vT Wareroury SPHQ 1 Printer Network
vT Waterbury SPHQ1 Modem External 28.8 XBs Min. :
VT St Johasbury 1 Deskiop PC Pentum 100 Mhz, 2¢ MB RAM,
1GBHD
vT St. Johnsbury 1 Printer - Color Inkjet
VT  Bramlebars 1 Deskiop PC Pertium 100 Mhz. 24 MB RAM,
’ . IGBHKD
\'2% Bracleboro i1 Printer - Calor lnkjet
vT TBD 1 Laptop Computer Peatizny 100 Mhz, 24 MB RAM,
, 1 GB HD. Rugged Eqpt. Recommended
vT TBD 1 Portabie Printer
VT TBD o1 Modem PCMCIA 28.8 KBs Min.
22597 XL Connect Pxge 7



__ GANG JFORMATION SYSTEM

POLICY EXZCUTIVE RESEARCH Forym

MA  Agswam 1 Server - Notes (NT) Pent. Pro 200 MHz, 36 MB RAM,
43 GB HD RAID S Configuration.

MA  Framingham SPHQ Server - Notes (NT) Pent. Pro 200 MEz, 96 MB RAM,

: 4.3 GB HD RAID S Configuration.
MA TBD 1 Laptop Computer Pecdum 100 Mhbz, 24 MB RAM,

1 GB HD. Rugged Eqpt. Recommended

MA TBD i Portabie Printer
MA  TBD 1 Modem PCMCIA 28.8 KBs Min

* Mingmum recommended specifications.

w8y XLConnex: Page$





