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More than a hundred and fifty years ago, not too far from where we sit today;, Samuel 7;,"/‘5 ot
Morse sent the first telegraph message. With the touch of a finger, he broke down’geographic ’;i,:;‘,
barriers that-had long kept us-apart, opening up a world of possibility that was never even
imagined just a few years before.

Morse’s invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in
the White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give-a-persea’s voice -- not just his words - a way

to travel. M Tre
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Y _I_oday_,_the.great.revolutien-in( y-continues. Just last month, we
announceéd a major breakthro%h in g?@n(_:_@ - the com map oj/ﬂ£ entire human genome.
With"this'map—i»n-hand;~we=e%ir'fﬁwgfiékaa§“é‘r’adfcate-m%" of the'most deadly diseases known to)
marm;—THar map would ave-been-possible-wi information™
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er the In Freﬁ@qu;t(:mﬂ'ﬁI@'les, the Internet is brining millions of "peo/ple
0s geth‘ef giving them new ways to find information and to stg in touch. When it was

ifivented Jugt thirty years ago, there were just two computers exchanginﬂery simple
messages. Now there are almost 50 million households online, all with’same access to a
reservoir of information - from Shakespeare’s first sonnet to the remarkable photos just taken
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%- Xhis TIEW potentialtalse-brings ew=sisks-- Because we are so interconnected, more Ay

people now have easier access to our most personal information - from bank statements to our P,

medical history. International narcotics traffickers can communicate with each other via
o~ .



computer messages. Hackers can destroy cyber-property by defacing homepages and
maliciously manipulating private information. _ Af%(j\/g
Fput
The Internet, like Morse’s telegraph, brings with it new found hope and opporturi
But it also brings new challenges to our I values - and the need for new law
nd new protections to maintain them.-Over the last seven and a half years;
Administration has taken steps to keep our laws and policies in line with the latest advances in
technology. To combat cyber-terrorism, we’ve introduced new legislation, increased law
enforcement efforts, and coordinated public-private partnerships to build security and trust in
online activities. Just this February, in his Cyber Security Summit, the President emphasized
the role and responsibility of the private sector in implementing computer and network
curity. We’ve also worked to develop strong encryption tools - like those implemented in

by the European Union -- to provide tighter security and privacy in election
communications.

Additionally, we’ve taken steps to ensure that the appropriate cyber security measures
are included as part of all government computer systems. Unfortunately, Congress has not
given us the necessary funding the President has requested to take additional steps, such as
funding an internal expert review team. And we’ve taken action to ensure that what should be
private, stays private, including the medical and financial records of our citizens. As Supreme
Court Justice Louis Brandies once said, “Time works changes ... [it] brings into existence new
conditions and purposes.”¥<— APDENTEME Fon (oo T T
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Today I want to talk to you about another step vy@ould take to keep oun\laws_,

caQ 1stent with the latest advances § the updating and-harmoilizatien Of ¢ ng wird tapping
laws. Tefundamental-debateover these laws is rooted jn the-Fourth-Amendment of the
Constitution, Which states}*The right of the people to be secure in their persons, houses,

TV OO T e = fvra o TS md cni ”
_< papers—and-cffects, Agaimyt uMfeasonable Sez ind-seizures, shail not be violated.

In 1787, a person’s most important “papers and effects” -- like diaries and letters --
were almost undoubtedly in their home or place of business. Our “papers and effects” were
thus protected by the requitement of a warrant before the state could enter and search. But
with advances in technology\ people no longer relied solely on paper and pen to communicate
with one another. By the turnof the 20th Century, people were using the telephone for
personal calls and business transactions. And today they’re relying on the Internet. Over the
years, this has forced a debate in Congress-and in the Courts over the application of the Fourth
Amendment — THAT " TUE n IGHT OF TVE  PEAT ) (DM-@_C/

/Z;Vu(/lu )

In the 1928 Olmstead case, the Supreme Court found that conversations over the
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversati
couldSubmitted as evidence. Judge Brandeis disagreed and argued that, “There is, in essence,
no difference between the sealed the letter and private telephone message. X\ Ard-the-Supreme
Court had-heldimi8 hat sealed letters-and-packaged couldn’t be opened By postal inspectors
without a-judieial-warrant. Wiretaps-Brandeis-arguedinvaded-the-privaey-of-people on both
ends of the line exposingfar more-intimate-activity-than-warra i —18th-Cents That,
he ized; ivacy the framers-inte t with the Fourth Amendment.
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The 1968 Court agreed with Brandeis, when it ruled in Katz vs:/the United States tha
an individual’s phone conversation was protected by the Fourth Amendment, and therefore
inadmissible in court proceedings. Later that year, Congress responded to the decision by
passing new legislation with strict standards for all wiretaps. Among other things, Title III of Cp
the Crime Control and Safe Streets Act required a court order and high-level Justice =~ - AW
Department approval for all wiretaps. Its provisions only allowed wiretaps for the most W\LG
serious cries, such espionage, treason, and crimes of violence; and it required detailed annua il
reports on the number and nature of all taps. Most importantly, Title III stated that any o
information attained outside the parameters of the law was inadmissible in court.
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Title III remained relatively untouched until the mid-1980s, when cellular telephone
service, e-mail, and other computer-to-computer communication put new demands on outdate
provisions of the 1968 privacy law. Liy the phone in the 1920s, the new electronic technolog
of the 1980s raised new question% required new solutions. MestTNably, Title III of
the 1968 law only applied to wire and voice communications - not to wireless phone
conversations or e-mail. By , there were more than 7,000 Americans using cell

phones, and more than 400,000 using electronic mail. [rfaet;-by-1984,-the Internet-itselfha
Srowpla-H00-uers.

In response, under the leadership of Senator Leahy, Congress adopted the Electronic
Communications Privacy Act of 1986 -- once again updating its laws to keep pace with
changing technology. Before ECPA, the government could use an electronic wiretap to
monitor an individual’s e-mails with a m subpoena. ECPA changed that, and put in place
many of the protections the courts had delivered to phone conversations two decades earlier.

ECPA did several things: it made clear that wireless voice communications were
he same degree as wireless voice communications. It extended some, but not all,
Pite=HEs-privacy protections to electronic communications intercepted in real-time. It also
set standards for access to stored email and other electronic communications and transactional
records, and adopted the trap and trace statute, governing real-time “interception” of “numbers
dialed on a phone line.” Just as it had been a federal crime to intercept telephone
conversations since enactment of Title III, ECPA made it a federal crime to intercept electronic
mail, data transmission and other electronic communications. This was a big step, and one
that was sorely with the advent of electronic communication.

But ECPA - like its predecessors - has, in many ways, become outdated by new
advances in computer technology and electronic communication. Our.epyatyy;apqhe worlde
is increasingly more digital - increasingly more interactive. Since the passage of ECPA, we’
ve seen themmss development and use of the World Wide Web.,

A (VM NYATON S REvDLUTION w/ THE CBlL PHONe AN THE

Today there are more 360 million cgl,{ phone users, 1a;nd more than 50 million

households onfline in the United States ;‘“afn increase of ever 1250% since 1984 alone. And

more than over 1.4 billion e-mails changeg hands each and every da oreover, computeL‘ _

users today don’t just send message through their external modems, nor do they store ‘;/go\\i/; 0
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information on their computers the way they did in the 1980’s. Now many of them send
e-mail through web sites like Yahoo, or through Internet service providers, like AOL; and they
download files and e-mails on to servers at work and at home. And a growing number of
Americans - 2.2 million - log on to their e-mail through cable modems, a means of connection

that wasn’t even considered in ECPA. 1P3act, until the late . t that
the cable going-into.your home would-be-used-forarnytitfg but-televisionprograms—rF6
protect the privacy-ef- e viewers, tie cabie faws passed M 1930 Tade tappiag-asable line

—even-more-difficili-thantapping a phone 7{1\’0 CAT

ECPA was not devised to address many of the issues related to these newer, faster

means of electronic communication. ECPA does extend full t}q 3k protections to efnail

sitting on the server of an Internet Service Provider - like those in Yahoo’s cqrporate
headquarters in Santa Clara, California. It doesn’t include other protections -\like the scope of
crimes covered, 2ud tHe need for high level Justice-Department approval,-and-judicial + OV
supervisior-And ECPA doesn’t include a statutory suppression rule for government

\&gations, Or a mandate for annual reports.

What does this mean? It means that data stored on networks is not afforded full privacy
protectiongw"l;\lclgtkr&lgn  of gpgwgg(’)/tectg_ions in the wiretap law do not apply to email and other
Internet pmmeééﬂs.filgtuISP cUs\f(S)rEeth;‘ are not entitled to notice when personal information
is subpoenaed in civil lawsuits. And that inconsistent standards apply to government acces&ya
information‘depeﬂding-o:Lngch_oLtechnﬂlngy—usedr. -

A DIFFonstT W d TS

Basically, the same e-mail sent+ia—cable TV, Internet cable modem -and-1SP-areall
subject to different privacy standards. Considering the extent to which our electronic
correspondence contains our most sensitive thoughts and information -- shouldn’t they count as
the “papers and effects” mentioned in the Fourth Amendment? It’s time to adopt legislative
protections that map Fourth Amendment principles onto the latest teCh%ﬂloéz;“hE timfr}&,
update and harmonize our existing laws to give our e-mails, over+SP-servers-and-cabte-wires,
the same legislative protections as our telephone conversations... ] erpIK Ne (-ol-'\ouw-r) sters,

Cu KL

First, some current statutes apply to criminal who use hardware “devices” but not to
identical crimes that use software instead. Such telephone-era laws should be clearly updated
to apply to an Inter\l}ggf\r& where hardware and software are interchangeable. In our proposed
legislation, we strould amend statutes that are hardware-specific or use ‘devices” and other
outmoded language. We-wiMiso continue to study whether any additional legislative
responses are appropriate to distributed denial-of-service or other new threats.

Second, we need to achieve harmonization of how the laws apply to different forms of
communication. As I mentioned, the current law sets stricter standards for law enforcement
access to “wire” communications such as telephone calls than for “‘electronic” communications
such as e-mail.Up our era of rapid technological change, one of the Administration’s central

ficip Heen technology neutrality - the idea that the government and the laws should be

NeA
& o - :
\( \ generally neutral between-different technologies.) The market should play the central role in

:ODN(" picking technological winners and losers, not Congress or the regulators.
-
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In order to achieve this neutrality, we propose to harmonize the legal standards that apply
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30
years, federal law has set a tough, but manageable standard for when law enforcement officers

e

protections S high-level approval within the Department
of Justice,(uga.prly for the most serioys crimes, and suppression of evidence in court if the rules
are not followed. \.&M «\;‘tpo‘ﬂ‘w fr>e.

can listen to the contepts of phone calls. ay-—whememaitand-ather"eleetronic” e "Q'\’o"‘“"\
communications-arefetiet TPy Simitar plione llq) we=heligve-thatrthe same legal

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records -- unless the customer first can contest the issue
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep
confidential the list of shows that a customer has watched. But, when cable systems are used to
access the Internet, we believe the rules should be the tough but manageable standards we also
support for e-mails and telephone calls.

Third, we need to seek balance among crucial goal@cluding the protection of public
safety, the achievement of economic growth and digital op nity, and the preservation of
privacy and civil liberties. That’s a challenge that our forefathers grappled with when they wrote
the Constitution, and one that our government and courts have struggled with ever since. Our
aim should be to enhance law enforcement authorities ability to address unlawful conduct, but
also to enhance privacy and civil liberties on the Internet.

For example, we need to update the longstanding legal rules that govern when law
enforcement can track the identity of those with whom we communicate. Our “trap and trace”
rules come from the era of the traditional telephone network, when one company offered
nationwide phone service. Telephone service today is offered by a bewildering variety of
companies that offer local, long distance, and wireless services. Tracing a phone call often
requiregseparate subpoenas in the various courts where each of the companies operates. The
problem in tracing Internet communications to their source can be even worse. The structure of
the Internet means that communications are routinely shuttled among many nodes, often in
different federal court districts.

Today, we are proposing ways to make these "trap and trace" rules more effective for
law enforcement, while also better assuring privacy and civil liberties. We believe that a
federal court should be able to issue one order to trace a communication to its source, and that
order should be effective nationwide. We also believe that there should be greater judicial
oversight of trap and trace authorities. Federal law should make clear that such orders should
only be issued after a judicial officer has determined that the proper factual showing has been
made.

In the early years of our republic, Thomas Jefferson said, “America’s institutions must
ﬁe forward hand-in-hand with the progress of the human mind.” Today, the progress of the

ANVESONE Cougr:
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human mind is certainly racing forward akbreak-neckspeech. Technology is opening up a new
world of possibility -- but it is also challenging our privacy in ways we might never have
imagined. In the right hands, the computer has become an indispensable tool for education,
business, research and development. But in criminal hands, the same computer becomes a tool
of destruction. As in any era of great progress, we must work together to ensure that our
democracy and our laws keep pace“f- and that we protect our civil liberties, not just the law
enforcement mechanisms that were instituted to preserve them.



Festimony of James Dempsey, May 25, 2000 wysiwyg://186/http://www.cdt.org/testimony/000525dempsey.shtml

person's associations, habits, contacts, interests and activities. (Extending this to email and other
electronic communications can, as we explain below, be even more revealing.)

. In 1986, as cellular telephones service became available and email and other
computer-to-computer communications were developing, this Committee recognized that the
privacy law was woefully out of date. Title IIT anachronistically protected only wire and voice
communications: it did not clearly cover wireless phone conversations or email. In response,
under the leadership of Senator Leahy, Congress adopted the Electronic Communications Privac
Act of 1986 (ECPA). ECPA did several things: it made it clear that wireless voice
communications were covered to the same degree as wireline voice communteatrons. It extende
some, but not all, of Title IIT's privacy protections to electronic communications intercepted in

re@ae( —— .

ECPA also set standards for access to stored email and other electronic communications and
transactional records (subscriber identifying information, logs, toll records). 18 USC § 2701 et
seq. And it adopted the pen register and trap and trace statute, 18 USC § 3121 et seq., governing
real-time interception of "the numbers dialed or otherwise transmitted on a telephone line." (A pen
register collects the "electronic or other impulses"” that identify "the numbers dialed" for outgoing
calls and a trap and trace device collects "the originating number” for incoming calls.) To obtain
such an order, the government need merely certify that "the information likely to be obtained is
relevant to an ongoing criminal investigation." 18 USC §§ 3122-23. (There is no constitutional or
statutory threshold for opening a criminal investigation.) The law states that the judge "shall"
approve any request signed by a prosecutor. 5 2(

!
ECPA did not, however, extend full Title III protections to email sitting on the server of an ISP
Instead, it set up a two-tiered rule: email in "electronic storage" with a service provider for 180 @
days or less may be obtained only pursuant to a search warrant, which requires a finding of @

probable cause, but the additional protection ==limited number of crimes, high lev
approval, judicial supervision -- do not apply. Email in storage for more
stored O a4 “FEMOlE compuling service’ may be obtained with a warrant or a mere subpoena. In no
case is the user entitled to contemporaneous notice. The email portions of ECP A alse-do-net

include a stat ssion rule for government violations and do not require annual reports of
h en and under what government access, which are critical for public or congressional”

oversi ght.\__/—\

Mapping the Fourth Amendment onto Cyk{erspace

Remarkably, ECPA was the last significant update to the privacy standards of the electronic
surveillance laws. Astonishing and unanticipated changes have occurred since 1986:

o the development of the Internet and the World Wide Web as mass media; &\ n
o the convergence of voice, data, video, and fax over wire, cable and wireless systems;

o the proliferation of service providers in a decentralized, competitive communications
market;

o the movement of information out of people's homes or offices and onto networks controlled
by third parties;

o the increasing power of hand-held computers and other mobile devices that access the
Internet and data stored on networks.

. As a result of these changes, personal data is moving out of the desk drawer and off of the desktop

computer and out onto the Internet. Unless Congress responds, the Fourth Amendment protections
would remain available only in the home when increasingly information is not stored there

+of 9 7/3/2000 10:26 AM
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Record Type: Record

To: Joshua S. GottheimerrWHO/EOP@EOP
cc: Peter P. Swire/OMB/EOP@EOP
Subject: Numbers using cable modems for Internet service

Public reports count approximately 2.2 million total subscribers to the Internet using cable modems. I'm
am still trying to find out what share of the market this represents.
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Record Type: Record

To: Joshua S. Gottheimer/ WHO/EOP@EOP

cc:
Subject: acknowledgements for Klink reception

note: Klink is planning on making the acknowledgments, but just to be safe

Rep. Ron Klink (wife: Linda)
Rep. Bob Brady

Rep. Chaka Fattah

Rep. Bob Borski

Rep. Joe Hoeffel

Mayor John Street
former mayor and DNC Chairman Ed Rendell
PA Auditor General Bob Casey, Jr. (Bobby)



Technology is changing so rapidly — key is to keep our laws in synch with our progress
Great potential/ progress/ discovery also brings great responsibility, new challenges. Just last

week discovered human genome — [see genome speech]. That’s something that our country and
our courts have responded to since our founding, and it’s something we will continue to do as we
evolve as a nation. Over the last 7 years, w/ the advances medicine and technology, we’ve done
X, Y, Z.

Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement,
medical privacy, signed eo ... ) ... as judge brandeis said, *“ update our laws”

One area that’s always been at the forefront of concern has been privacy (4" amendment privacy
principles). Particularly true w/ laws that directly relate to our civil liberties — law enforcement
(balance), and wire tapping. Historically been a 4™ amendment issue, which states X. kev has
always been balance: between public good and civil liberties.

Original intent of forefathers

Here of course technology is always changing.
In the 18XX... the threshold for invasion privacy — protection privacy, home, diary ... assume
whether or not in a sphere of privacy. .

Over time 1t has been updated:
In 1920, when first seminal case on tapping heard — olmstead. At that time, only

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there
were websites at the time. Title 111 out of that. Email.

In 1986, ... something I worked on closely ... cell phones ... passed x law to keep up w/ nascent
web ... ECPA. Forward looking at the time.
That law says:

But now — times have indeed changed again. We need to change w/ them, like our forefather
did, and at other seminal moments in our history. Since 1986, x websites have been created.
More than 2.2M cable modem subscribers. Then there were only 50... now over 50M. But the
law still says x. It’s easier today for fed officials to gain access to my grandmother’s cookie
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law
from 1984 says 10 days. Don’tneed x, y, ...

We need to update our law — harmonize them. So that equal laws for electronic tapping as wire
tapping. so we can strike that balance — where cable not too difficult. Email not so easy. Privacy
vs. law enforcement — so if drug, child pom.

We should update our laws so they do: x, y, z

Conclusion
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Record Type: Record

To: Joshua S. Gottheimer/ WHO/EOP

cc:
Subject: Re: DRAFT--Asian Amer Advisory Video.

In a message dated 7/9/00 6:38:04 PM Eastern Daylight Time,
Joshua_S. Gottheimer@who.eop.gov writes:

<< From building the transcontinental railroad
to bringing us the world?s first Pentium chip -- from public service to the
performing arts >>

I might invert this, so that the pub service/arts one comes first, just so
you don't lose the thread of the "from...to..." (since the railroad/Pentium
one is quite long).
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Record Type: Record

To: James A. Streettt WHO/EOP@EOP

cc:
Subject: website.0707

Forwarded by Mara A. Silver/ WHO/EOP on 07/07/2000 12:18 PM
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Record Type: Record
To: See the distribution list at the bottom of this message

cc:
Subject:  EMBARGOED until 7/8 POTUS remarks in webcast

THE WHITE HOUSE

Office of the Press Secretary

Embargoed For Release
Until 10:00 A.M. EDT
Saturday, July 8, 2000

REMARKS BY THE PRESIDENT
IN INTERNET WEBCAST

The Oval Office

THE PRESIDENT: Good morning. Earlier this week, we
launched a new and improved White House website at
www.whitehouse.gov. Today, I want to talk a little about the
website and about our other efforts to use technology to bring
government closer to the people.




House into the digital age. When I became President, there were
just 50 websites on the Worldwide Web. Now, there are 17
million, and almost 50 million households on-line in the United
States alone.

It was just six years ago that we launched the very first
White House website. Our website now has more than 92,000 pages
of information -- and that's not counting the archives. We've
redesigned and updated it to keep pace with its growth and the
rapid changes in technology. The new and improved White House
website is another important step in our efforts to make
government high-speed, high-tech and user-friendly. We're
bringing information that matters into people's homes -- policy
papers, the citizens' handbook, links to federal agencies.

We've also made it easier to find the features that visitors
use most -- like e-mailing the White House, taking an on-line
tour or finding special activities for kids. And we've made the
website a permanent part of the Executive Office of the
President, so that future Presidents will be able to change it to
suit their needs as easily as they can change the furniture here
in the Oval Office.

Under the leadership of Vice President Gore, we've used
information technology to bring government closer to citizens in
many ways. People are now using U.S. government websites to file
their taxes, compare their Medicare options, and find good jobs.
They're tapping into the latest health research, browsing the
vast collections of the Library of Congress, and following along
with NASA's missions in outer space.

And we're in the process of creating a single,
customer-focused website, www.firstgov.gov, where Americans can
find every on-line resource offered by the federal government.

But we must do more to ensure that the benefits of the
information revolution flow to every American. That means
working to close the digital divide, to put computers in every
classroom, to train our teachers to make the most of them. We
must also pay attention to the issues of computer security and
the privacy of our records on computers, so that the newest
technology doesn't undermine our oldest values.

Eighty-one years ago this week, Woodrow Wilson became the
very first President to communicate by radio. On his way home
from Europe, President Wilson used the radio, after several
unsuccessful efforts, to call the then-young Franklin Roosevelt,
who was his Assistant Secretary of the Navy back in Washington.
It wasn't immediately clear how this new technology would be
used, or that in just 15 years Roosevelt, as President, would be



making radio broadcasts that 80 percent of our nation would hear.
But it was clear that a new door to the future had opened.

We're at just such a moment again today, and the new White
House website is just one small step toward bringing government
more fully into the Information Age. We have barely begun to
understand how information technology will change our lives. But
those of us in government have a responsibility to use these new
tools to expand the reach of democracy and give more people a
chance to live their dreams.

I'll see you on line at whitehouse.gov, and thanks for
logging on.

END
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Initial draft for Podesta National Press Club speech on Cyber-Security

[Add introductory paragraphs -- glad to be here today, etc.]

Let me begin today with the text of the Fourth Amendment to the United States
Constitution, ratified 213 years ago:

“The right of the people to be secure in their persons, houses, papers, and effects, against

unreasonable searches and seizures, shall not be violated” //
As you can see, the text of 4" Amendment protects not only your "person" and "house"

but also the right of the people to be secure in their “papers and effects.” In 1787 [or: At the time

of the Framers], a person’s most important “papers and effects” were almost undoubtedly in their

home or place of business. Our “papers and effects” were thus protected by the requirement of a

warrant before the state could enter and search.

Today, as Americans spend more and more time in cyberspace, that is less and less true.
Consider the extent to which our e-mails already contain so much of our sensitive thoughts and
information. Shouldn't these e-mails count as “papers and effects?” Yet these e-mails are held
outside of our houses on computer servers.

. Looking ahead, even more of our “papers and effects” may be kept outside of the home.
Consider the rise of “ASPs” or application service providers. [We have a press quote from April:
"This segment of the IT industry has become one of the fastest growing markets."} Under this
approach, our word processing software and files would also be kept on servers, accessible to us
as we travel through our busy lives, but also possibly accessible to the government or others
outside of the home.

Will the courts automatically protect these "papers and effects” under the 4™
Amendment? The answer seems to be no. Under the 4™ Amendment, the Supreme Court has
said that individuals consent to release of their information when they send data to their bank or
e-mail provider. The government can constitutionally then ask the bank or e-mail provider for
that data, without the need for legal process. Only if there is a statute in place, such as the Right
to Financial Privacy Act for banks, are there legal requirements before the government can seek
the information.

As a matter of constitutional doctrine, the 4" Amendment thus may not protect these
"papers and effects." But as a matter of public policy -- of the choices we make as a democracy -
- shouldn't people's most private "papers and effects" be given significant legal protection? The
genius of the 4™ Amendment is that it protects Americans' homes against unreasonable searches.
But reasonable searches -- those done with the right legal protections -- are allowed.

‘ My topic for today, then, is how to provide the right legal protections for our "papers and
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“vers,

effects" in cyberspace. When so much of our sensitive personal information is kept outside of
our home, what should the rules be for government access to that data? How do we give
continuing vitality to 4" Amendment values when the facts have changed, and "papers and
effects" are kept outside of the home?

In discussing cyber-security and 4™ Amendment values, my talk today is part of the
broader Administration efforts to construct a framework for building trust and security in
cyberspace. Today I am focusing on law enforcement authorities and how they should be
updated to address the new challenges and opportunities of the Internet. The broader framework
however, includes the following major pieces:

ed

February, most computers and networks that we rely upon are owned
d by'the private sector. The private sector bk lgad in
} twork security. The more the public and industry do

. Government model citizen. A key role for the feder is to be a model

for information sedwyity and privacy-praetices, and for building trust in the Digital

Society. We have akﬁx&an@y steps to act as such a model, such as my report on how
agencies have resgonded to Wistributed denial of service attacks and guidance from the

Director of OMB/to assure that appropriate security measures are included as part of the
funding of all government computer systems.

. Public-privategarinefship. The federal government will work in partnership with the
private sector to b security and trust in online activitjes. The National Plan for
Information System ction was issued in January, and we have a number of efforts
underway to build thi i

Preserbe fundamental American values_such as privacy and civil liberties. Crog
security and trust on the Internet must be done with dedication to longstanding/values
including: protection of privacy and civil liberties; improving the quality of lite for all
Americans, such as through the promotion of electronic commerce and eli of the
digital divide; and furthering of the educati potenti/g}/ of the Internet.

Turning more specifically to the law enforcement context, the three themes I wish to
stress today are w@’w‘iﬁiﬁ Historic, recent changes in technology
mean that we must update the rules for law fit access to electronic communications.
The basic rules for law enforcement access to telephone calls were enacted in 1968. The last

major updating of these sorts of rules came in the Electronic Communications Privacy Act
(ECPA) of 1986 -- years before most Americans had even heard of the Internet.
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Foreworc ‘

As the Senate sponsor of the Electronic Communications Privacy Act of 1986
(ECPA), 18 USC 2510 et seq., I was pleased to learn that the Electronic Mail
Association planned to publish a guide to the law—a law that is vital to both the
consumers and providers of electronic information.

The Electronic Communications Privacy Act helps ensure the privacy of commu-
nications transmitted by the most advanced technology, including electronic mail, on-
line computer databases, remote computing systems and sophisticated telecommuni-
cations systems. In 1986, when ECPA was enacted, the need for the law was apparent.
Atthattime, phone calls made over our nation’s telephone lines were protected against
interception and eavesdropping, but electronic communications sent over the very
same telephone lines were afforded no such protection. The privacy of our nation’s
communications was governed by a law (Title III of the Omnibus Crime Control and
Safe Streets Act of 1968) that was hopelessly out of date. That law was passed when
Congress could barely contemplate the new forims of telecommunications and com-
puter technology that would emerge in the last quarter of the 20th century.

Today, Americans have at their fingertips a broad array of telecommunications and
computer technology, including electronic mail, voice mail, electronic bulletin boards
interactive video, and on-line computer access to some of the world’s most valuabl. ‘
databases.

That is why my colleagues in Congress, including Senator Charles Mathias of
Maryland, and Congressmen Robert Kastenmeier of Wisconsin and Carlos Moorhead
of California, worked for two years in the spirit of bipartisan cooperation to fashion a
new law to protect the privacy of communications into the 21st century.

The Electronic Communications Privacy Act ensures the integrity of electronic
communications by making it a federal crime to intercept and disclose electronic
communications, in much the same manner that the wiretap statute prohibits the
interceptions of telephone calls. The law also makes it a crime to gain access, without
permission, to electronic communications in storage.

ECPA not only protects American consumers, but is vital to the continued growth
of the electronic communications and high technology industries in the United States.
The law assures individual Americans and American businesses that their communi-
cations will remain confidential and so encourages consumers to make use of these
exciting new technologies. ECPA also provides law enforcement officials with the
tools to protect our nation’s electronic communications networks, computer systems
and databases from high-tech criminals. For all these reasons, ECPA enjoyed wic
support among industry and consumer groups, privacy advocates such as the Individu‘
Rights and Responsibilities Section of the American Bar Association and the American
Civil Liberties Union, and the Department of Justice.

Protecting Ek ic Messaging: A Guide to ECPA - Electronic Mail Association
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The Electronic Mail Association (EMA) played an important role in the develop-
ment of ECPA. Mike Cavanagh, executive director of EMA, and Phil Walker, vice
president of Sprint International, and one of the founding members of EMA, were able
negotiators who not only represented their industry well, but helped provide a broader
vision of the need to safeguard individual privacy, as well as technology, in an era of
rapid change and innovation. Itis especially appropriate that EMA has published this
important new guide to the Electronic Communications Privacy Act. Congress
intended that ECPA help nurture industries such as the electronic mail industry. Itis
therefore important that members of the industry understand their rights and responsi-
bilities under that law.

Finally, I want to recognize the authors of this guide. John Podesta served me
loyally as my chief counsel on the Senate Judiciary Committee for more than seven
years. During much of 1985 and 1986 he managed the effort to enact ECPA into law.
John directed the negotiations among interested Members of Congress and concerned
parties and drafted the bill that ultimately became law. For these reasons, alone, John
is singularly well-qualified to explain the law.

I also had the pleasure of working with Michael Sher, who co-authored this guide
with John. Michael served as my legislative assistant for economic issues between
1985 and 1989 and during that time worked closely with representatives of the growing
high technology industry in my state of Vermont.

Senator Patrick Leahy
United States Senate

Protecting Electronic Messaging: A Guide to ECPA « Electronic Mail Association
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Introductior

Less than a decade ago, electronic mail technology was used by only a few hundred
thousand Americans, many of whom were advanced research scientists. Today, over
ten million Americans use messaging technology, and the typical profile might be a
salesperson who takes her laptop computer on the road to meet with prospects, or the
designer who needs to gain approvals from appropriate corporate management before
his new product can go into production.

During the 1980s, a range of new electronic communications technologies gained
wide acceptance from the public, and while these new technologies represented great
steps forward, they also inevitably raised public policy and legal issues that required
serious attention by appropriate government institutions. Indeed, in this latter part of
the 20th century, dramatic advances in all aspects of technology have presented a
distinct challenge to our legal entities.

In the case of electronic communications privacy, we perhaps have a blueprint of
the kind of responsible action that can be taken to update laws using centuries-old
principles as the foundation for legislative language that addresses leading-edge
technology. The Electronic Communications Privacy Act of 1986 grew out of an effort
by leading Congressional policymakers, their talented staffs, industry, privacy watch-
dogs like the American Civil Liberties Union, and the Justice Department to resolv.
“high tech” communications issues. The Electronic Mail Association was proud to play
a central role in providing lawmakers with industry data and recommendations during
the drafting process and in leading lobbying efforts in support of passage of the bill.

EMA is now very pleased to make available this detailed guide to the law with
essential information from the Justice Department relating to its interpretations of key
aspects of the legislation. After new laws are enacted, it traditionally takes some time
before various memoranda are issued relating to these interpretations, but we feel a
guide like this one can now be issued, with the understanding thatclarifications, amend-
ments, court rulings, etc., can certainly be expected. This guide is deliberately being
issued in a binder format, and EMA will be committed to updates when appropriate.

As executive director of the association, it was my great pleasure to work with the
guide’s authors, John Podesta and Michael Sher. John served as chief counsel of the
Senate subcommittee responsible for ECPA and is currently a partner in the consulting
firm he founded with his brother, Podesta Associates. John’s service on the Senate
Judiciary and Agriculture committee staffs made him one of the most respected and
well-liked key staff aides on Capitol Hill for many years. Michael Sher, his associate
at Podesta Associates, brought years of Congressional staff experience and particular

to thank Phil Walker, vice president at Sprint International, for his contributions to t

expertise inlegal issuesrelating to wiretap laws and ECPA to thisproject. We also wa'r"

guide. Phil, who served as chairman of EMA during the Congressional deliberation
of ECPA, devoted literally countless hours to passage of ECPA. His extraordinary
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telecommunications regulatory background was demonstrated again and again during
the bill’s successful march to passage.

While ECPA has provided traditional legal protections against outside intrusion to
users of data communications, it is important to note that the subject of workplace
privacy is receiving new scrutiny today in various quarters. Monitoring of telephone
calls, inside mail, and electronic mail has been challenged by employees who have felt
victimized by such practices. '

Although privacy in the workplace has been ill-defined in the past, it would seem
to make good common sense for organizations to review what policies, if any, they
maintain with respect to records management and/or information dissemination,
because Federal laws governing outside interception (postal privacy laws, the wiretap
act, and ECPA) generally do not apply in intra-corporate situations. Organizations
should also carefully scrutinize applicable state workplace privacy laws.

The electronic mail industry, like others involved in communications and informa-
tion storage and retrieval, can perform a valuable service by addressing the myriad of
issues that arise when one examines workplace privacy.

A final note should be made in this introduction relating to the detail that will be
found in this guide. To be sure, our direction to the report’s authors was to provide us
with a comprehensive overview of the key provisions of ECPA. This document
represents the kind of guide that can be referred to in any of a number of circumstances.
Thebasic principles of ECPA are clear and can be understood by all, just as mail privacy
guidelines and wiretap laws are simple in concept.

For attorneys responsible for analyzing the validity of requests presented to them
by a law enforcement officer, we hope that the specific information on “when the
government comes calling” will be helpful. Likewise, we hope that operations staff
seeking clarification of backup storage issues delineated in ECPA will find the guide
informative, as will any individual unaware of ECPA who might think that unauthor-
ized access to someone’s electronic mailbox is a legally ambiguous act.

Michael F. Cavanagh
Executive Director -
Electronic Mail Association
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Preface

Configuration Of Electronic Mail Systems Is
Key To Rights And Responsibilities

A. Purpose

The Electronic Communications Privacy Act has two essential purposes: 1) to
protect all electronic communications systems, including purely internal electronic
mail systems and public systems, from outside intruders; and 2) to protect the privacy
of certain messages sent over public service electronic mail systems just as the privacy
of telephone calls over public telephone systems is protected.

First, the Electronic Communications Privacy Act protects all electronic mail
systems, regardless of whether they are purely internal or public systems, from outside
hackers, intruders and other unauthorized users who break into systems, steal or
manipulate information, or cause damage to the system. The law creates a deterrent
against outside intruders by providing prison terms and criminal fines for offenders
whoillegally access or exceed their authorized access to an electronic communications
system.

Second, the privacy provisions of the new law—the rules concernin g thedisclosure
of electronic mail messages—afford markedly different benefits and impose very

Specifically, the law treats purely internal electronic mail systems differently fron
those public service systems operated for use by outside businesses, the general public,
or to forward messages.

different responsibilities depending on the configuration of an electronic mail systemr .

The privacy provisions of the new law are applicable only to a person or entity
providing an electronic communication service to the public.! Operators of purely
internal systems need generally only be concerned with the protections the new law
provides against outside intruders and electronic wiretappers. Purely internal systems
are not subject to the privacy provisions of ECPA, and the new law does not impose
restrictions on the disclosure of messages sent on purely internal systems, including
electronic mail messages sent by employees of a firm that uses a purely internal
electronic mail system.

In large part, the privacy provisions of ECPA seek to protect the privacy of
communications made on large public service electronic mail systems. These public
service electronic mail firms operate much like public telephone utilities. An outside
individual or company subscribes to the public service and can send messages to other
individuals and firms via the service.

Public service electronic mail firms are experiencing significant growth and are
becoming an important part of the electronic mail industry. ECPA has helped publi-
service firms grow by protecting the privacy of messages sent over these systems
thereby providing businesses and individuals confidence that their messages wi
remain secure. The law protects the privacy of messages by creating a deterrent against
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illegal disclosure: just as telephone customers can sue the phone company for illegally
listening to phone calls, injured parties can bring suit in the event that a public service
electronic mail firm discloses a message without authorization or pursuant to the
exceptions set out in the law.

This preface will help electronic mail systems executives and operators determine
whether their system is subject to the privacy provisions of ECPA. The preface will
explain the distinctions between private and public electronic mail systems, and
hopefully will aid the reader in understanding the rules explained in the following
chapters concerning the different kinds of electronic mail systems.

B. Classifications Of Electronic Mail Systems
1. Purely Internal Systems

By far, the greatest number of electronic mail systems are purely internal and are
not subject to the same stringent rules concerning the disclosure of messages imposed
upon companies that offer electronic mail services to other businesses or to the public.

There are two types of internal electronic mail systems. First, some companies and
organizations acquire their own on-site computer systems with an electronic mail
component. Second, many companies without their own on-site electronic mail
systems contract with large public service electronic mail firms to use portions of the
larger company’s electronic communications system to provide solely internal messag-
ing. Both of these types of electronic mail systems are considered internal, and
messages sent over them are not subject to the restrictions on disclosing and monitor-
ing messages.

Since internal messages are not protected by the privacy provisions of ECPA, and
are treated much like workplace-generated paper memos, they generally may be read
by authorized supervisors, co-workers and systems managers without violating ECPA.
While federal law may not bar authorized personnel fromaccessing another employee's
messages, and indeed, business necessities may require it, managers, as a matter of
sound business practice, should consider informing the users of an internal electronic
mail system of their rights and responsibilities with regard to the confidentiality of
messages senton the system. Most system managers may want to deal with these issues
through normal system training. :

2. Public Electronic Mail Systems

A number of major firms in the electronic mail industry offer electronic mail
services to other businesses and to the public. These firms also forward messages from
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one electronic mail system to another. In most respects, ECPA treats these public
service electronic mail providers just as telephone companies are treated under the
wiretap statute. Public service electronic mail firms may only turn over messages to
law enforcement officials if an appropriate warrant, court order or subpoena is
presented. Furthermore, these firms may expose themselves to litigation if they
improperly disclose or intercept electronic mail messages.

3. Internal Systems That Allow Outside Users

Two situations may arise when a firm with a purely internal messaging system
opens up the system to permit outside individuals to send and receive messages.

First, some businesses with internal messaging systems may permit individuals
outside the business to communicate with the firm by sending and receiving messages
on the firm’s internal system. For instance, a manufacturer with an internal electronic
mail system may permit suppliers to use the electronic mail system to process orders
and invoices. Messages sent on this internal system by the outside supplier may be
disclosed by the manufacturer/system operator under ECPA. ECPA permits either the
sender or recipient to disclose the contents of a message just as a sender or recipient of
first-class mail may make numerous copies of, and distribute, a letter he or she sent 0.
received. Under this example, the manufacturer would be considered the recipient of
any message sent via the internal mail system by the outside supplier and therefore
could disclose the message. The same would be true of any message the manufacturer
sends to the supplier via the system.

A second, and more difficult case arises where a system permits an outsider to use
a company’s internal mail system to send a message to another outsider. For instance,
in our example, the manufacturer may allow numerous outside suppliers to use its
internal electronic mail system to do business with the manufacturer. As long as the
messages are sent to and received by the manufacturer that operates the system, the
system remains internal and none of the rules against disclosure applies. However, if
the system’s operator permits one outside supplier to send messages via the internal
system to another outside supplier, the situation is less certain and may begin to
approximate a public service electronic mail service.

While there is no guidance provided in the legislative history of ECPA and there
has been no litigation in this area, a reasonable interpretation of the law would suggest
that messages sent by outsiders to outsiders via an internal system would not be subject
to the rules against disclosure, as long as the message traffic is incidental and the
electronic mail system provider does not charge for messaging. On the other hand, if
traffic between the outsiders increases substantially or if the electronic mail syste
operator charges for messages between outsiders, the system runs the risk of bein
considered a public service electronic mail provider and may be subject to the rules
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against disclosure.
4. Hybrid Electronic Mail Systems

A special situation arises for a handful of large public service electronic mail
firms that also offer private, in-house electronic mail systems for their employees. In
some cases, these internal and public electronic mail systems are connected, allowing
an employee on the internal system to send a message from the internal system to a party
outside the company over the public electronic mail system. Chapter 1 discusses these
hybrid systems in greater detail and suggests that once a message (even a message
originated on a purely internal system) is sent over a public system, the message may
be subject to ECPA’s rules against disclosure.
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Endnote

Preface
“

1. 18 U.S.C.A. sec. 2702(a) (West Supp. 1988).
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service to federal government agencies, are subject to strict rules concerning the
disclosure of electronic mail messages in the transmission stage.” Failure to comply
with these rules can expose a firm and its employees to civil liability.

Subject to the very logical exceptions discussed below, electronic mail firms
offering service to the public may not intentionally disclose the contents of any
message while in transmission to anyone other than the intended recipient of the
message or his agent.® For example, inadvertent disclosure of electronic mail messages
to a mistaken recipient are not punishable under this section. But where a firm makes
it a conscious objective to disclose electronic mail messages to parties other than the
intended recipient, the firm opens itself up to criminal and civil liability.?

Therule against intentional disclosure clearly applies only to systems offered to the
public. Therefore, if a manager of a purely internal electronic mail system discloses to
a company executive a suspicious message intended for another employee, neither the
firm nor the system's manager would be criminally or civilly liable under ECPA. While
no civil liability may arise under ECPA, arecent case filed in California challenges the
right of employees to read electronic mail messages under California state privacy and
employment law. (Shoars v. Epson America Inc.)

3. Special Rules For Firms With Internal And Public
Components

The situation is less certain for those companies that operate hybrid systems with
both internal messaging and public electronic mail services. Currently, these rules
only apply to a handful of large public electronic mail firms which also have internal
systems for their employees.

A narrow reading of the law suggests that an electronic mail firm offering service
to the public may not intentionally disclose the contents of a message while in
transmission on that service.! Therefore, this way of reading the new law would
suggest that where an electronic mail firm offers separate internal and public services,
the firm could disclose messages sent on the internal service, but would be criminally
and civilly liable if it discloses messages on a public service.

In some cases, however, an electronic mail firm may have an internal messaging
system that also allows employees to access the public system and send messages
originated on the in-house system. Although the legislative history and Justice
Department guidelines offer little guidance on the subject, a reasonable reading of the
law suggests that an electronic mail firm may disclose a message that originated on its
in-house messaging system and was sent out via its public service. The public service
system would be considered the legal owner and thus the originator of the message
under ECPA because it maintained the internal messaging systems for its own business
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While there have been no court interpretations of this provision of the new Act to
provide guidance to electronic mail firms, cases are beginning to arise in which claims
of confidentiality are being made with respect to hybrid systems. Forexample, arecent
controversy has erupted in Colorado Springs, Co., over the disclosure to the city's
mayor of electronic messages between city council members. While the system is
owned and operated by the city, it was designed to be accessible by the public. Firms
should be cautious about intentionally disclosing messages sent on a hybrid, public/
private electronic mail system. These are uncharted legal waters and firms should be
careful about exposing themselves to criminal and civil actions.

C. The Exceptions

1. Exceptions Which Permit Interception Or Disclosure

Congress recognized that there are cases in which an electronic communication
must be intentionally intercepted or disclosed, for instance, in those situations where
one electronic mail firm must pass on a message to another firm for forwarding. This
exception is similar to the exception in the wiretap statute which permits local telephon
companies to forward calls to long distance carriers. Therefore, while it is generally a
felony to intercept an electronic mail message, or disclose or use an electronic mail
message which has been intercepted, the following exceptions apply.

a. It is not illegal to intercept an electronic communication made through an
electronic bulletin board or other communications system thatis configured so that
it is readily accessible 1o the public.'* However, communications sent over the
private element of a computer system that features a separate electronic bulletin
board element continue to be protected against interception.

b. It is not illegal for an employee or agent of an electronic mail firm to intercept,
disclose or use an electronic mail message in the normal course of business, when
engaged in activities necessary to providing services, or to protect the rights or
property of an electronic mail provider.!> Congress recognized that electronic
communications providers may have to monitor a stream of transmissions in order
to properly route, terminate or manage individual messages. This type of monitor-
ing is not prohibited because it does not infringe on the privacy of either the sender
or recipient. On the other hand, phone companies are not permitted to monitor
telephone conversations in order to route them, nor is the Postal Service permitted
to read letters in order to dispatch them.!

c.ltis notillegal to intercept an electronic communication, including an eIectron’

mail message that is harmfully interfering with an operating station or consumer
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electronic equipment, in order to identify the source of the interference. * It is
important to note that interception is only permitted to identify the source of
harmful interference.'® A literal reading of the law would suggest that once an
electronic mail firm has determined the source of the interference, it must stop
intercepting the messages.

d. It is not illegal for an electronic mail firm to record the initiation andl/or
completion of an electronic message.'” The statute permits electronic mail firms to
record the duration of messages just as the phone company is permitted to record
the length of calls for billing purposes and to protect the company and its customers
from fraud and abuse.'® Electronic mail firms may use pen registers and trap and
trace devices for billing purposes or to track down individuals abusing the system.
See the chapter on pen registers and trap and trace devices for greater detail.

e. It is not illegal for the sender or recipient of a message to intercept, disclose or
use an electronic mail message.® For example, this exception allows the sender of
a message to intercept a message before it reaches its intended recipient in order to
make changes or even to prevent the recipient from receiving an unintended
message. In addition, this provision takes the logical step of protecting the right of
the recipient of an electronic mail message to “intercept” or receive a message and
then “disclose” or share that message with other electronic mail users. Forexample,
many times an electronic mail customer willreceive amessage and want to forward
it to other electronic mail users. This type of activity is not illegal under ECPA.

f.Itis also notillegal for athirdparty to intercept, disclose or use the message when
either the sender or recipient gives his or her permission*® For example, if a
reporter asks to monitor an electronic mail message sent by Party A to Party B and
either party gives his or her permission, the reporter could intercept the message,
and disclose and use it in a newspaper article. This exception does not apply,
however, when a message is intercepted for purposes of committing another crime
(such as blackmail) or act which causes tortious injury to another (for example, if
the hypothetical reporter used the intercepted message to commit libel).?

Special Exceptions For Public Electronic Mail Systems

Just as Congress realized that there must be exceptions to the rules against

intentionally intercepting electronic messages (e.g., so that a sender can make correc-
tions in a message), Congress included exceptions to the rule generally prohibiting
electronic mail firms from disclosing the contents of electronic mail messages while in
transmission. While it is generally illegal for an electronic mail firm that offers service
to the public to provide a message to anyone other than the person whom the sender
intended to receive the message, ECPA provides the following practical exceptions:
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a.ltis not illegal for an electronic mail firm to disclose the contents of a message
to third parties with the consent of either the sender or the intended recipient.® For
example, a client who sends a message via an electronic mail service may ask the
electronic mail service to provide an additional copy of a message to a third party
without the consent of the original intended recipient. All that is needed is the
permission of the sender. This rule is similar to the one-party consent exception
to the wiretap statute which allows one party to ask the telephone company to
connect a third party to a phone call.* '

b. It is not illegal for an electronic mail firm to disclose the contents of a message
to individuals or other firms involved in forwarding the message.* For example,
if amessage is being sent through an electronic mail network involving two or more
electronic mail firms, the electronic mail firm responsible for sending the message
may legally pass the message on toa second firm forrouting and delivery. The same
is the case under the wiretap statute, which permits local phone companies to
forward messages to long distance carriers. This section of ECPA was included
specifically to exempt communications intermediaries from the ban on disclosing
the contents of messages.?

c.Anelectronic mail service may disclose the contents of amessage to law enforce ‘
ment officials when the contents were obtained inadvertently and appear to
concern the commission of a crime.”” This exception only applies when an
electronic mail provider obtains the information inadvertently and not when the
“provider purposefully sets out to monitor [messages] toascertain whether criminal
activity has occurred.”® Congress envisioned this circumstance as being excep-
tional.? For example, if an employee of an electronic mail firm is monitoring a
stream of transmissions and accidentally happens to-see a message relating to a
narcotics transaction, the employee and employer may disclose the contents of that
message to the police.

d. Finally, the rule against disclosing the contents of electronic mail in transmis-
sion does not apply to firms that operate purely private, internal messaging
systems. Rather, the restrictions only apply to firms providing *“an electronic
communication service to the public.”*

o

The Penalties (Criminal And Civil)

1. Criminal Penalties For Interception

intercepted electronic mail, is a federal felony punishable by up to five years in prison

Illegally intercepting electronic mail, or illegally disclosing or using illcgall"‘
and/or a fine of up to $250,000 for individuals and $500,000 for organizations.®
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2. Civil Action For lllegal Interception

Just as an individual whose phone has been tapped illegally may sue the wiretapper
under the wiretap statute, any person whose electronic mail is illegally intercepted,
disclosed or used may sue the person or organization that violated the law for damages
in a civil lawsuit.®® A plaintiff may bring a civil action regardless of whether the
defendant has been the subject of a criminal prosecution. But in the absence of a
criminal prosecution, the burden is on the plaintiff to demonstrate that thcre has been
a violation of the law.*

Both actual and punitive damages are available as remedies. In addition, an
electronic mail firm can obtain preliminary and permanent injunctions to stop illegal
interceptions.*® Reasonable attorney’s fees and litigation costs may also be awarded.*
A court may calculate damages by awarding statutory damages of $100 per day or
$10,000, or actual damages, whichever is greater. If actual damages are awarded, a
plaintiff can also receive any profits derived by the violator from any illegal activities.”

3. Injunctions And Civil Fines For lllegal Interception

In addition to the provisions that permit an electronic mail firm to go to court to
obtain aninjunction, wheneveritappears thatapersonis committing a felony oris about
to commit a felony under ECPA (e.g., illegally intercepting, disclosing or using
electronic mail), the U.S. Attorney General is given authority to bring a civil suit to
enjoin the illegal activity.?® The violation must present the threat of a continuing and
substantial injury to the United States or to any person or class seeking protection.®
This provision is similar to the federal statute providing for injunctions against fraud.*
The ability to obtain injunctions and temporary restraining orders in a separate civil
case is important because a prolonged criminal investigation and prosecution would
otherwise permit illegal activities to continue Whllc the case works its way through the
criminal system.-

4. Civil Suit Against Electronic Mail Providers For
Disclosing Contents Of Messages

Justas an individual whoillegally intercepts electronic mail is subject to a civil suit
for damages, so, too, are electronic mail firms which illegally disclose the contents of
electronic mail while in transmission. Firms violating the law may be liable for actual
and punitive damages, along with attorneys fees and litigation costs.*! As is the case
withillegal interceptions, firms thatillegally disclose electronic mail messages in trans-
mission may be liable for damages for each violation equaling the actual damages
suffered by the plaintiff, plus any profits made by the firm fromdisclosing the message,
or statutory damages of up to $10,000, whichever is greater.*?
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The remedies and criminal sanctions for the interception of electronic communica-
tions are the only remedies and sanctions available, except in the case of constitutional
violations. Remedies for constitutional violations (e.g., violations of the Fourth
Amendment by law enforcement officials to be remedied by invoking the exclusionary
rule), however, only apply to the government. Therefore, a customer suing an
electronic mail firm for disclosing a message while in transmission, must sue under the
new rules set out by ECPA, which also establishes defenses for electronic mail firms
that acted in good faith and complied with the statute.*?

5. Exclusivity Of Remedies

E. The Defenses In Criminal And Civil Actions

In the event that an electronic mail firm is sued for disclosing the contents of a
message while in transmission, ECPA sets outa number of defenses toensure thata firm
will not be held liable for properly cooperating with law enforcement officials or for
following the exceptions in the law to the rule against disclosure. (Chapter 2 describes
in detail the procedures a firm should follow in cooperating with law enforcement
officials who want to intercept electronic mail transmissions.)

An electronic mail firm may defend itself in any criminal action or civil suit that.
challenges the disclosure of a message by offering one of the following complete
defenses:

* The disclosure was made in good faith reliance on a court order, warrant or
subpoena.* Thus, an electronic mail provider that has received a court order would
be entitled to a dismissal of a civil suitif it acted within the scope of the court order.*
(See next chapter for greater detail.)

* The disclosure was made in good faith reliance on a statutory or legislative
authorization.*

* The disclosure was made in good faith reliance on a written certification by a
specially authorized law enforcement officer that an emergency situation exists
which made it impossible to obtain a court order before the fact.” (See next chapter
for greater detail.)

* The electronic mail provider disclosed the information based on a good faith
determination that the exceptions to the general rule against disclosure (e.g., the
exception for disclosing the contents of a message to another firm for forwardin

g\
apply.* .. .
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“

Finally, ECPA created a two-year statute of limitations for bringing acivil suit. Any
civil action must be commenced no later than two years after the party bringing the suit
has a reasonable opportunity to discover the violation.
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Chapter Protecting Electronic
‘ 1 Mail In Transmission

A. Purpose

Title I of the Electronic Communications Privacy Act (ECPA) has two purposes:
( 1) to protect electronic communications, including electronic mail, from illegal
";Zntcrccption by unauthorized third parties; and 2) to regulate when electronic commu-
nications firms may divulge the contents of communications while messages are being
transmitted. Although this title protects electronic mail firms from electronic wiretap-
pers and hackers, this section of the law also establishes significant responsibilities on
the part of electronic mail firms that offer service to the public—responsibilities similar
to those imposed on telephone companies of all sizes. Failure to meet these responsi-
bilities, including protecting the privacy of your customers’ electronic mail, can carry
federal prison terms and heavy fines. Therefore, it is important that electronic mail firm
executives and employees become familiar not only with the new protections afforded
by this section of the law, but also with the responsibilities and liabilities imposed.

Firms with purely internal electronic mail systems are not subject to the same
tough standards and criminal penalties as are electronic mail firms that offer
service to the public. Nonetheless, it is important for executives who currently have
responsibility for purely internal systems to become familiar with the rules for public
. systems in the event that a firm decides to open all or part of its system to the public.

In general, E lectronic communications from illegal interception b
7 extending the federal criminal sanctions that apply to telephone wiretapping to elec-
froniccommumications, such as electronic mail. Just as it has been a federal crime to
intereept-telepholie conversations since enactment of Title 11 of the Omnibus Crime
% Confrol and Safe Streets Act of 1968, ECPA makes it a federal crime 1o imercept
5'17&)\/\ .| electroniC mail, data transmissions and other electronic communications. —TFhese
provisions ior onty protect the privacy of users of services such as etectrenic mail, but
also provide the electronic mail industry with a means of safeguarding its systems and

providing clients with a secure, efficient and attractive means of communications.

The Electronic Communications Privacy Act also regulates when electronic mail .
firms may divulge the contents of electronic mail in transmission, generally to ensure
that only the intended recipient of a message will be able to read the message. The law
does, however, provide practical exceptions to the rule against disclosing the contents
of an electronic mail message to allow electronic mail firms to process and forward
messages, which sometimes requires monitoring the flow of messages and passing
messages on toother services. As has always been the case with telephone companies,
failure to comply with the rules concerning the disclosure of customers’ communica-
tions while in transmission can make an electronic mail firm liable for significant civil

. damages.
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B. The Standards

1. Protecting Electronic Mail Systems From lllegal
Eavesdropping

The Electronic Communications Privacy Act affords protection to electronic mail
while itis being transmitted similar to the protection provided to telephone calls by the
federal wiretap statute. This section was intended to protectelectronic communications
systems from individuals with criminal intent who attempt to intercept financial
information and data transmissions, as well as to protect systems from eavesdroppers
who simply want to read others’ electronic mail. While this prohibition generally
applies to outside hackers, it may in certain circumstances apply to employees of an
electronic mail firm who illegally intercept electronic communications.

ECPA makes it a federal felony to intentionally intercept, attempt to intercept or
hire someone to intercept an electronic communication in transmission.! It is further
a federal felony to intentionally disclose or attempt to disclose any electronic mail
communication when the person making the disclosure knew or had reason to know
that the information was obtained by an illegal interception.? Finally, it is a federa’
felony to intentionally use the contents of an electronic mail message when the perso.
using the contents knew or had reason to know that the information was obtained
through an illegal interception.?

Congress stipulated that to be illegal, the interception, disclosure or use of-

electronic mail must be intentional; thus, inadvertent interceptions are not crimes.*
For example, if an electronic mail customer inadvertently receives a message intended
for another customer, the customer who mistakenly received the message would not be
subject to a prosecution. Similarly, an individual who is mistakenly connected to a
telephone call is not in violation of the wiretap law. On the other hand, a hacker or
corporate spy whointentionally attempts to intercept an electronic mail message would
likely be prosecuted under ECPA.

Whether an interception is illegal depends on whether the act was intentional.
Therefore, the definition of “intent” is vital. Congress made clear that the motive for
intercepting, disclosing or using electronic mail is not to be considered in determining
whether an act was intentional, only whether the act was a person’s conscious
objective.> As the Senate Judiciary Committee reported, “People who steal because
they like to or to get more money or to feed the poor, like Robin Hood, all commit the
same crime.”¢

2. Rules For Public Service Electronic Mail Firms .

Electronic mail firms that offer service to the public, including firms that offer

" Protecting Electronic Messaging: A Guide to ECPA - Electronic Mail Association
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Chapter

Interception Of Electronic Mail By Law
Enforcement Officials

A. Purpose

The Electronic Communications Privacy Act (ECPA) of 1986 allows law enforce-
ment officials who are investigating crimes to intercept electronic communications,
such as electronic mail, just as law enforcement officials are permitted, under strict
guidelines, to tap telephones or open first-class mail to gather evidence.

While ECPA tracks the general principles in the wiretap statute concerning govern-
ment monitoring of communications, the procedures for government monitoring of
electronic communications are not as stringent as those which apply to telephone
wiretapping.! These procedural differences were included at the insistence of Justice
Department officials who have long opposed the added procedural burdens contained
in the wiretap act and refused to permit those burdens to be carried over into the new
area of surveillance of electronic communications.?

The law sets out specific rules to guide electronic mail firms in determining when
and how to cooperate with law enforcement authorities. ECPA also requires the
government in certain circumstances to reimburse electronic mail firms for costs
incurred in assisting the government in monitoring messages as part of criminal
investigations. Finally, the law protects electronic mail firms from lawsuits for
disclosing information to law enforcement officers engaged in a duly authorized
investigation. Itis especially important that electronic mail executives and employees
become familiar with this section of the new law because by becoming familiar with
the procedures law enforcement officials must follow and the rules for cooperating with
the authorities, a firm can protect itself from lawsuits by customers alleging that the firm
improperly disclosed the contents of a communication to law enforcement officials.

B. The Standards
1. When Law Enforcement Officials May Intercept Electronic Mail
Law enforcement officials generally must obtain a court order to monitor electronic
‘communications, including electronic mail.* Law enforcement officials must prove

four things to a judge in order to get a court order:

a.There-is probable cause that an individual has committed, is committing, or is
about to commit a felony;*
vourto commit 4,

b.There is probable cause that the electronic mail interception requested by
authorities will produce evidence of the crime being investigated,”

¢. Normal investigative procedures (i.e., normal police work other than electronic
monitoring) have failed or do not appear likely to succeed,® and
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d. There is probable cause that the facilities where electronic mail is to be inter-
cepted are being used or may be used in connection with the commission of a crime
or are leased 10, listed in the name of, or commonly used by a person being
investigated.” The term “facilities” in this context does not normally mean the
facilites of an electronic mail firm; rather, the language is borrowed from the
wiretap act, which refers to telephones. Here “facilities” means the personal
computer or terminal through which anindividual gains access to an electronic mail
system.

C. The Exceptions

1. Court Order Need Not Name Electronic Mail Facility If Suspect
Would Be Tipped Off

In making an application for a court order, law enforcement officials do not have
to identify the specific electronic mail facilities where monitoring is to be carried out
if identifying the facility may tip off suspected criminals and lead them to change to
another electronic mail facility. Here again, the term “facility’’ does not normally refer
to the offices, headquarters or property of an electronic mail firm. Rather, the term
refers to the computer from which illegal activity was originated, such as a personz '
computer. Specifically, law enforcement officials need not show that a particula
personal computer is connected with a crime or used by a suspected criminal if a federal
law enforcement officer with the approval of the Attorney General or other high level
Justice Department officials does the following:

a. Applies for a court order;

b. Identifies the person suspected of committing the crime and whose electronic
mail is to be intercepted; and

c. Shows that the suspected criminal, if put on notice by a court order, may attempt
to thwart interception by changing facilities.®

These so-called “relaxed specificity” orders are meant to allow law enforcement
officials to monitor the activities of criminals who move from computer to computer
to avoid detection while accessing an electronic communications system. This
provision follows a similar section in the wiretap act which allows authorities to
monitor phone calls made by a criminal suspect on numerous public telephones toavoid
surveillance. Relaxed specificity orders are considered extraordinary and require
approval by the highest level officials at the U.S. Department of Justice.” Waiving the
requirement that the government state the exact place where the interception is to occur,
is not meant to give law enforcement officials carte blanche to place intcrceptio'
devices everywhere and “is not considered a substitute for investigative footwork.™
Rather, this provision was intended to prevent sophisticated suspects from discovering
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that interceptions have been ordered, thereby encouraging them to change the elec-
tronic mail service they use.!

2. Expedited Rules For Emergency Situations

Under normal circumstances, law enforcement officials must obtain a court order
before they begin monitoring electronic mail transmissions. Butin certain emergency
situations, such as when an individual’s life is at risk, high-level federal and state
attorneys may authorize monitoring before a court order has been obtained.

Specifically, if specially designated federal and state law enforcement officers!?
determine that an emergency exists—an emergency which poses an immediate threat
of death or injury to an individual, which threatens national security, or which is char-
acteristic of organized crime—the strict rules concerning court orders for monitoring
electronic mail transmissions can be waived.!* In addition to showing that an
emergency exists, law enforcement officials must also show that it is necessary to
intercept an electronic mail transmission immediately, before a court would have time
to rule on a court order.!* Finally, law enforcement officers must conclude that a court
would likely grantan order if time were available because the circumstances of the case
meet the four-part test described above.'® Within 48 hours after the interception occurs,
law enforcement officials must apply for a court order.'¢

D. Procedures

1. Cooperation Of Electronic Mail Firms With Law Enforcement
Officers

Providers of electronic communications, including electronic mail firms, are
required to provide law enforcement officials all information, facilities and technical
assistance necessary to accomplish an interception.!” The firm's obligation to provide
facilities and assistance is limited, however, so that the interception will be unobtrusive
and will only cause a minimum of interference with the services provided by an
electronic mail firm.!* There is also a requirement that any interceptions of electronic
mail messages involved in a criminal investigation will be carried out in such a way as
to minimize interception of electronic mail messages not involved in the investiga-
tion.!?

If an electronic mail firm believes that law enforcement officials are making
unreasonable demands for assistance or that government monitoring is unduly interfer-
ing with the firm’s ability to provide service to its customers, the firm may move to
quash the court order authorizing the interception. The firm must show that it cannot
provide the assistance request in a timely or reasonable fashion.?® The Justice Depart-
ment recognizes the importance of working reasonably with electronic mail and other
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communications firms. Then-Assistant Attorney General William F. Weld, head of the
Criminal Division, wrote in 1986, “The key for all concerned is to approach this
procedure with care and foresight and to be aware of the practical and legal problems
which may arise.”

In certain cases, law enforcement officials may require the assistance of employees
of electronic mail firms in setting, translating and/or decoding interceptions. Under
prior law, it was necessary to deputize non-law enforcement officials who assisted and
helped interpret interceptions.2 Under the new law, there is no need to deputize
assistants, but these assistants must be under contract with the government and be under
the supervision of authorized law enforcement officers.?

Interception orders can run up to 30 days with the possibility of a 30-day extension
under limited circumstances.? The 30-day period begins to run either when the actual
interception begins or not later than 10 days after the court order is entered.® This
leeway in starting the 30-day period is meant to provide a grace period to law
enforcement officials in the event that they encounter technical difficulties in setting up
the interception.?

2. When To Cooperate With Law Enforcement Officers

An electronic mail firm cannot be sued for disclosing the contents of electronic mail
messages or for aiding government interception of electronic mail transmissions, if the
firm relied in good faith on a facially valid court order, warrant or subpoena, or a
request from a law enforcement officer (in those limited emergency situations where
authorities must apply for a court order after the fact).”

Specifically, law enforcement officials must provide an electronic mail firm with
a court order signed by a judge directing the firm to cooperate, or with a written
statement by a specially designated law enforcement officer certifying that an emer-
gency situation exists which did not permit authorities to obtain a court order before the
fact.® The court order or certified statement must specify the amount of time required
for the interception and must also specify the information sought and the assistance
required.?

In order to act in “good faith” and therefore avoid a suit for disclosing electronic
mail while in transmission, representatives of an electronic mail firm must read the
court order or certification.?® There is no need for an electronic mail firm to legally
analyze the court order or certification; the order or certification must only be facially
valid* See the appendices, which include sample court orders. It is important te

underscore that representatives of an electronic mail firm have a positive duty to re’

court orders, subpoenas and statements certifying that an emergency situation exis
before providing assistance to law enforcement officials. Failure to do this can leave
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a firm defenseless against a suit by an aggrieved customer should the order prove to be
defective.

An electronic mail firm must also take care to cooperate with law enforcement
officials only within the confines of the court order. For example, if a court order
authorizes monitoring of electronic mail messages for 30 days, a firm must not allow
police officials to continue monitoring after the thirtieth day unless the police present
the firm with a new court order or certification or an authorized extension. These are
the same types of restrictions which apply to phone companies and to mail carriers.
Similarly, if a court order specifies that law enforcement officials may monitor a
specific individual’s electronic mail, an electronic mail firm must not assist authorities
in any way in monitoring the electronic mail of other customers not mentioned in the
court order or certification, regardless of any argument that law enforcement officials
make. Providing cooperation with authorities outside the scope of a court order or
emergency certificate is illegal and can subject a firm to a lawsuit.

Aslong as electronic mail firms have acted in good faith within the bounds of a court
order or certification and have not colluded with law enforcement officials, nocivil suit
will lie against the firm for disclosing electronic mail messages.

In addition to assisting the authorities only within the bounds of a court order,
electronic mail firms must avoid the appearance of colluding with law enforcement
officials. If collusion is found, a firm may not invoke the good faith defense in a suit
by an aggrieved customer and could therefore expose itself to a damage award.
Therefore, if an electronic mail firm has actual knowledge that law enforcement
officials have not followed the proper procedures in obtaining authorization to monitor
electronic mail transmissions, the firm should not cooperate with law enforcement
officials, orit risks exposing itself to civil liability. While an electronic mail firm does
not have a positive duty to investigate whether or not law enforcement officials are
following correct procedures, if the firm learns that law enforcement officials have
acted incorrectly, it may lose its good faith defense by continuing to cooperate with the
authorities after it has learned of their illegal behavior.

ECPA includes tough provisions for lawsuits against electronic mail firms which
have acted in bad faith.3? A complaint by an aggrieved electronic mail customer must
allege that an electronic mail firm (or one of its employees)

a.Disclosed electronic mail messages to government agents without a facially valid
court order or certification, or

b. Acted beyond the scope of the court order or certification; or

c.Acted in bad faith (i.e., did not read the order or colluded with law enforcement
officials).®®
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The Electronic Communications Privacy Act s very specific about the procedures
a customer must follow to initiate a suit against an electronic mail firm for cooperating
with law enforcement officials. If an allegedly aggrieved customer fails to follow these
procedures, the new law gives electronic mail firms a chance to short-circuit lawsuits,
either by moving for dismissal of the case or through summary judgment against the
customer. If a complaint fails to make any of these allegations, an electronic mail firm
may move to dismiss the complaint for failure to state a claim upon which relief can be
granted.* An electronic mail firm/defendant can also move for summary judgment if,
during pretrial discovery, the plaintiff’s claim proves baseless.3® If a court denies the
summary judgment motion and the case goes to trial, a defendant may move for
dismissal at the end of the plaintiff’s case. If that motion is denied, the defendant then
can present a good faith defense to the jury.>

3. Who Pays For The Costs Incurred By An Electronic Mail Firm In
Cooperating With Government Officials?

Electronic mail firms are to be compensated for reasonable expenses incurred in
providing facilities and technical assistance to law enforcement officials authorized t¢
intercept transmissions.3” Congress intended the term “reasonable expenses” to meai .
“an appropriate amount in light of the work required for a particular activity.”** In
ordinary cases, a flat or general rate may be appropriate, but in unusual cases the law
calls for flexibility to permit reimbursement at higher levels.®

Therefore, electronic mail firms should take care to keep track of the number of

“hours that their employees must devote to assisting law enforcement officials. And to

the extent that government officials require use of your systems, they should be billed
at the general rate which other users must pay for on-line time.

In the event that a dispute with government law enforcement officials arises
concerning the amountof compensation owed to an electronic communications firm for
its cooperation, Title I of ECPA does not specifically provide a means of resolving the
dispute. Certain provisions of Title II of the new law (which governs police access to
electronic communications in storage), however, do provide some instruction for
resolving financial differences. A reasonable argument can be made that this dispute-
resolution mechanism should also be used to resolve disputes concerning the costs of
assisting government efforts to intercept electronic mail in transmission.

The amount of reimbursement due to an electronic mail firm must generally be
agreeable to both law enforcement officials and the firm.* If the firm and governmen,
officials cannot reach an agreement on the amount of compensation due, an elcctron’
mail firm may ask a court to set a “reasonable” fee.*! Normally, the court which issu
the order directing an electronic mail firm to cooperate with law enforcement officials
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will resolve this sortof dispute. Butin those limited cases where no court order has been
issued (e.g., where an emergency situation exists and police obtain an emergency
certification), the court hearing the criminal prosecution may set the fee.> Of course,
a firm should consider the costs associated with litigation concerning the amount of
compensation due before asking a court to settle the firm’s differences with law
enforcement authorities.

E. The Penalties For Disclosing The Existence Of An
Investigation

1. ItIs A Felony For An Electronic Mail Firm To Tell A Customer The
Government Is Intercepting His Or Her Electronic Mail Messages

Electronic mail firms and their employees must not tell customers or any person that
law enforcement officials have applied for acourt order tointercept electronic mail. An
electronic mail firm, employee or any individual who gives notice or attempts to give
notice that the government is intercepting electronic mail is guilty of a federal felony
punishable by up to five years in prison and a fine of up to $250,000 for individuals and
$500,000 for organizations, or both.*3

Specifically, there are three elements of this crime. First, an individual or entity
must have knowledge that a law enforcement officer has applied for an order to
intercept electronic mail or that such an order has been made by a court.* Second, an
individual or firm must give notice of a possible interception to any person who is the
target of the interception.** Finally, an individual or firm must give notice or attempt
to give notice of the interception with the intent to obstruct, impede or prevent the
interception.*
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1. Forexample,under ECPA any attorney for the federal government (i.e., assistant
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Chapter Protecting Electronic Mail In Storage

®
N
A. Purpose

Title II is the core of the Electronic Communications Privacy Act. Title II
establishes entirely new rules specifically designed to protect the privacy and security
of electronic communications systems. These important provisions are divided into
two main parts: 1) those which protect electronic mail systems from hackers and other
individuals who try to break through computer security systems; and 2) those provi-
sions that safeguard stored electronic mail messages from unauthorized government
access.

This chapter describes the provisions of ECPA intended to protect electronic mail
systems from private individuals, whether hackers or high-tech thieves, who attempt
to gain access to information stored in electronic mail systems.

In general, ECPA protects electronic communications systems by making it a
federal felony to access an electronic communications system without authorization
and then steal information or cause damage to the system.! In addition, ECPA makes
it a crime for an individual who is authorized to gain access to certain parts of an

electronic mail system to exceed his or her authorization, enter restricted parts of the
. system, and obtain information or generally cause damage to the system.

It is important to note that the protections afforded to stored communications not
only apply to electronic mail messages in an individual user’s mailbox, but also to
messages stored temporarily prior to forwarding and messages maintained in a backup
system.

Title IT of ECPA protects electronic mail and remote computing systems by creating
a strong deterrent against intruders. Violators can be punished by up to one year in
federal prison and fines of up to $250,000. By helping to safeguard electronic
communications systems, the new law affords electronic mail providers the opportu-
nity to further develop their businesses and to assure customers that their communica-
tions will remain secure.

B. The Standard

1. Intentional Access Of Electronic Mail Systems Without
Authorization

Itis illegal to intentionally access an electronic mail system or electronic commu-
nication service without authorization.? A number of tests must be met to determine

. whether a breach of the law has occurred.

The first test is whether the access was authorized. There is no specific definition
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of authorized access provided in the law. In May of 1989, FBI Director William
Sessions testified before the Senate Subcommittee on Technology and the Law that the
lack of a definition for “authorized access” may impair the efforts of prosecutors to
pursue cases under ECPA and the Computer Fraud and Abuse Act (CFAA) which
similarly lacks a definition of authorized access.> Congress is considering adding a
statutory definition of authorized access for both the CFAA and ECPA. In the
meantime, the case of Robert T. Morris may provide guidance as to how the courts will
interpret the unauthorized access provisions of ECPA.* On January 22, 1990, Morris,
a Comell University computer science graduate student, was convicted in perhaps the
most publicized case of computer crime. Morris planted a computer worm in the
Internet computer network and caused up to $10 million in damage to computers across
the country.’ Valuable information and files were lost and entire systems were forced
to shut down for hours.

While the Morris case was prosecuted under the Computer Fraud and Abuse Act
of 1984, this case will likely have significant implications for Title Il of ECPA. The
CFAA includes protections similar to those in ECPA, and the Morris case, once appeals
are concluded, may offer guidance as to how the courts will handle litigation under both )
laws. The CFAA is largely aimed at protecting federal government, defense, medical
and financial institution computers, while ECPA is designed to protect electronic com- ‘
munications systems from intruders.

A strong argument can be made that industry standards for authorized use of
electronic communications systems should be used to interpret the unauthorized access
test in ECPA. Most electronic mail and other electronic communication service
providers have protections built into their systems such as basic passwords and fees for
usage. Thus, most electronic mail services have a system for identifying customers who
are explicitly authorized to use the system. Those without passwords and those not
paying for the services are generally not permitted to use them, and should generally
be considered unauthorized users in the context of this law.

Congress did not intend, however, to prohibit authorized users from sharing their
passwords with others and thereby explicitly authorizing them to access a system.”

While the legislative history does not define unauthorized access to an electronic
mail system, it does clarify that accessing an electronic bulletin board that is intended
to be open to the public is exempt from the unauthorized access provision.* In thiscase,
Congress clearly sought to acknowledge the industry standard of allowing relatively
free access to electronic bulletin boards.

Until Congress and the courts clarify the definition of authorized access, elcctron€.
mail firms can take certain steps to increase the likelihood that intruders will be
successfully prosecuted. In general, by building security and explicit authorization
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points into an electronic mail system and by making the rules of authorized access
plainly known (as most responsible firms already do), public service electronic mail
firms and managers of internal messaging systems can help federal prosecutors prove
that intruders gained access to a system without authorization.

The second testin the law is that the access must be intentional.® While this section
of the law does not define intent, intent is defined in the legislative history covering
other provisions of the new law. Intent is defined as knowingly committing an act.!
Therefore, in order to prove a case under ECPA, prosecutors must demonstrate that an
individual had the “conscious objective” of gaining access to an electronic mail
system.!! Butit is not necessary to prove that an individual intended a harmful result
—only that the individual intended to gain access. For example, a hacker who makes
a conscious effort to break into an electronic mail system would be considered to have
shown the requisite intent.!?> On the other hand, an individual who gains access to an
electronic communications system by misdialing a telephone number would very
probably not meet the test of intentional access.

2. Intentionally Exceeding Authorization To An Electronic Mail System

It is also illegal under this statute for an individual to exceed the authorization he
or she has been given to an electronic mail facility.!®* This provision is designed to
address two specific types of circumstances.

First, ECPA makesitillegal forauser whois authorized for access to hisor her own
stored electronic mail messages to intentionally exceed that authorization and thereby
gain access to the electronic mail of other users or information maintained by an
electronic mail firm.!* The law is equally applicable to other types of electronic
communications systems. For example, it is illegal for an individual who is authorized
to access an account on a financial services communications system to exceed that
authorization and obtain information from another individual’s account.

Second, this provision is applicable to those electronic communication systems that
have both public and private components. On many systems, individuals have private
electronic mail message boxes, but are also given broad access to electronic bulletin
boards or other public systems in which all users on a system may exchange messages.
The portions with no access barriers or where any user may gain access simply by a self-
assigned password are considered public, and therefore accessing these sections would
not constitute a violation.!> However, accessing any portion of the system not intended
for public disclosure would constitute a violation, provided that the access results in
disclosure.!¢

Under this provision of ECPA, for example, it is illegal for an individual to exceed
his or her authorization to use an electronic bulletin board in order to gain access to other
private electronic mail files or to gain access toinformation stored by the electronic mail
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provider.
3. Unauthorized Access Must Result In Disclosure To Be Considered

A Crime

The third criterion for proving a crime under ECPA is that unlawful access must
result in the intruder obtaining, altering or preventing access to a stored electronic
communication.!? This criterion applies both when an individual accesses an electronic
mail system without authorization and when an individual exceeds his or her authori-
zation.

The first two forms of illegal activity—obtaining or altering information—are
relatively straightforward. If an intruder illegally gains access to an electronic mail
system and obtains information or manipulates information in the system, the intruder
is guilty of a crime.

The third form of illegal activity—preventing access to a stored electronic commu-
nication—may be more difficult to prove. Asinthe case of the Cornell Worm, intruders
who illegally gain access to a computer system may cause the system to slow down or
even to shutdown completely. Asaresult, electronic mail users may be prevented from
accessing theirmessages. This is a relatively straightforward example. It may be mort
difficult to prove that an intruder prevented access to a stored communication, where
the intruder merely slows down the workings of a computer system either by manipu-
lating files or inserting commands that slow the system down. Finally, in some
instances an intruder may intentionally attempt to prevent an electronic mail user from
gaining access to his or her specific electronic mail file. This clearly is the type of
activity that ECPA seeks to outlaw.

C. The Exceptions

The statute provides a number of common sense exceptions to the unlawful access
provisions. These provisions make it possible for electronic mail and electronic
communication services to operate successfully, while ensuring the integrity and
privacy of their systems. '

1. Electronic Mail Systems Generally Available To The Public

The Electronic Communications Privacy Act does not prevent access to public
electronic communication facilities or services. It does not hinder development or use
of such services as electronic bulletin boards and similar services intended for broad
public use.!® These services include those in which interested persons may communi-

services, the sender is generally deemed to have extended authorization to the publi

cate openly to exchange opinions or computer programs in the public domain."? In thejr‘

for access to the communication.?®
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Electronic bulletin boards and other similar services are distinguished by broad
public knowledge of entry to the system. This includes wide knowledge of the
telephone number and other means of access. It also means that the user does not, in the
course of gaining entry to the communication, encounter any warnings, encryptions,
password requests, or other indicators of intended privacy.?!  Authorization to such
systems is considered implicitly provided, and therefore it is not a violation of the law
to use these systems.? In addition, privacy is generally not expected by either the
provider or the user for the communications sent over the system, at least with respect
to messages sent on the open part of the system. As mentioned previously, some
systems have private elements and a public electronic bulletin board element. While
messages sent via the electronic bulletin board are not subject to the rules against
disclosure, messages sent on the private element of the electronic communications
system are subject to the restrictions.

2. Access Authorized By The Service Provider

A common sense exception is provided, under which firms providing electronic
mail or other electronic communication services are entitled to provide authorization
to users of their services.? This provision makes it possible for electronic mail and
electronic communications services to provide customers or subscribers with a private
means of communication. The provider is allowed to construct as many security
barriers as it deems necessary to adequately protect the type of communication service
being offered.

3. Authorization Provided By The Customer

Customers of electronic mail systems may authorize others to access their own
stored communications.?* For example, a business executive who uses an electronic
mail system may authorize an assistant to access the stored communications in his or
her electronic mailbox. The assistant would not be in violation of the law if permission
is given.

4. Authorization Pursuant To A Lawful Court Order Or Warrant

Finally, electronic mail providers may disclose stored communications to law
enforcement authorities who present valid court orders and warrants.® See Chapter
5, which deals exclusively with the extensive procedures created by ECPA concerning
requests by law enforcement officials for stored electronic communications.

D. The Penalties

The statute distinguishes between two classes of violations: 1) those for commer-
cial advantage, malicious destruction, malicious damage or private commercial gain;
and 2) all other forms of violation. Violations of the first class carry a much stiffer
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penalty. This distinction was intended to treat computer hackers who have relatively
less malicious intentions differently from individuals who purposefully gain access to
an electronic mail system to steal or cause destruction.

1. Violation For Private Gain, Malicious Destruction, Etc.

A person who intentionally accesses electronic mail or other electronic communi-
cations systems for private or commercial gain, malicious destruction, or damage of
a communication is subject for a first offense to a maximum fine of $250,000, or a jail
sentence of not more than one year, or both.?* Any subsequent offense under this title
is subject to the same fine provision, and up to a two-year jail term.”’

The stiff penalties under this section of the law make it very clear that commercial
espionage is just as illegal if conducted through computer systems as if it is done
through telephone wiretaps. In addition, this section would apply to disgruntled
employees and any other persons who use illegally obtained electronic communica-
tions for their own gain, or to damage in some way the addressee, sender or system
provider.

2. All Other Violations ‘

Any violation of this statute that is neither for private or commercial gain nor for
malicious destruction or damage carries lesser penalties. This lesser penalty generally
applies to computer hackers who gained access illegally, but did so for the purpose of
gaining access itself, rather than obtain or manipulate the specific documents or stored
communications which were accessed. The maximum penalty is a fine of $5,000, up
to six months in prison, or both.® The statute does not specify stiffer penalties for
multiple offenses.
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Chapter
4

The Rule Against Disclosure Of Contents In
Storage

A. Purpose

While Title IT of the Electronic Communications Privacy Act affords electronic
mail providers substantial benefits by protecting electronic mail systems from outside
intruders, this portion of ECPA also imposes significantlegal responsibilities specifi-
cally on entities that provide electronic mail and remote computer services to the public.
This provision of ECPA creates the potential for legal exposure, and therefore it is
important that electronic mail executives and employees become familiar with the ncw
rules. This chapter explains the responsibilities of electronic mail firms under Title I
of ECPA.

Title II is designed specifically to protect users of electronic communications
systems by generally preventing firms providing electronic mail service to the public
from disclosing the contents of their customers’ messages to third parties, except under
circumstances defined by the law. By preventing the disclosure of messages by
electronic mail providers, ECPA affords privacy protection to electronic communica-
tions similar to that afforded to telephone conversations. These restrictions apply to
electronic mail messages in storage, while other parts of the law protect the privacy of
messages while in transmission. (See Chapter 1.)

Specifically, Title Il of ECPA makes it illegal for a person or entity providing an
electronic communications service to the public to knowingly divulge the contents of
electronic communications in storage.! This chapter will explain this standard,
including what is meant by to “knowingly divulge™ an electronic mail message.

Title II does not impose a complete ban on the disclosure of electronic mail
messages in storage. To ensure that electronic communications providers may
continue to efficiently serve their customers, Congress included a number of common-
sense exceptions to the rule against disclosing contents. The exceptions are discussed
below.

Title IT puts teeth into the new rules by creating a cause of action under which
electronic mail users may sue electronic mail firms for disclosing the contents of
electronic mail messages in violation of the law. In an effort to protect electronic mail
firms from frivolous litigation, however, ECPA sets out a number of legal defenses
under which an electronic mail firm may defend its decision to disclose the contents of
an electronic mail message, as permitted by law.

While the rule against divulging contents would appear to create added burdens on
electronic mail providers, the rule also directly benefits the electronic mail industry. By
guaranteeing the privacy of electronic communications—by ensuring that electronic
mail firms will not disclose commercial information to competitors, for example—
ECPA provides an incentive for businesses and individuals to use electronic mail.
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B. The Standard— To “Knowingly Divulge”

Under the Electronic Communications Privacy Act, it is unlawful for providers of
clectronic communications services or remote computing services to “knowingly
divulge to any person or entity the contents of a communication while in electronic
storage.”? Of course, the law provides certain exceptions, which are discussed below,
but first it is important to understand the tests set out for meeting the standard.

The first test is whether an electronic mail firm “knowingly divulged” a commu-
nication. To knowingly divulge is to act with intention. An electronic mail firm only
exposesitself toa lawsuit by disclosing the contents of amessage when the firmis aware
that it is disclosing the message to a person other than the intended recipient or another
party excepted under the law, such as an-intermediary involved in forwarding mes-
sages.

In legal parlance, an electronic mail firm that exhibits “willful blindness” in
disclosing a message to an inappropriate party is guilty of a violation, while negligently
disclosing a message does not fall within the definition.?

In simple terms, in order to guard against a lawsuit, an electronic mail firm shoul '
take steps to ensure that its employees do not intentionally disclose the contents of
electronic mail messages to anyone other the addressee or the other parties excepted
under the law, such as intermediaries.

The second test is whether an electronic mail firm has disclosed the contents of an
‘electronic communication as defined in ECPA. The contents of an electronic
communication are considered to be the substance of a message or the effect ormeaning
of a communication.* This test is intended to allow electronic mail firms to disclose

- some information to third parties about electronic mail messages, while protecting the
confidentiality of the actual substance of the message or series of messages. For
instance, an electronic mail firm may disclose transactional information or broad,
generalized demographic information about its users as a marketing tool, but is
prohibited under the act from disclosing information about a specific client’s messages
unless the client gives its approval.

1. ECPA Rule Against Disclosure Does Not Interfere With Other
Disclosure Laws

Itis important to note that the new rule against disclosing the contents of electronic
communications does notrelieve providers of either wire or electronic communicationg
from their obligations under other laws, including the Fair Credit Reporting Act.’ .
company’sduties under the Fair Credit Reporting Act, which limits consumerreporting
agencies in disclosing financial information under certain circumstances, are not
affected in any way by this law.
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Companies that provide both electronic communication services and other services
to the public would be governed by separate disclosure laws. If a company provided
both electronic mail and credit rating services, the electronic mail disclosure would be
regulated by the Electronic Communications Privacy Act, while the credit rating
services would be governed by the Fair Credit Reporting Act.” If another law covering
another area of a corporation’s business would not allow disclosure of the information,
non-disclosure would be the appropriate outcome.®?

2. Spécial Standard For Remote Computing Services

Remote computing services are prohibited from “knowingly divulging” the con-
tents of any communication carried or maintained by that service on behalf of a
subscriber or customer.” Therefore a remote computing firm may disclose the contents
of communications that it creates itself, but must not disclose the contents of commu-
nications it receives from customers. Further, remote computing firms are only limited
in their ability to disclose information that is transmitted via electronic communication
from a customer. For example, ECPA would prevent the disclosure of raw data sent
electronically to aremote computing firm by a client for processing and computing. But
if a computer tape is sent through the mail for processing, the disclosure of the contents
of the tape by the remote computing firm would not be a violation of ECPA, but may
be subject to restrictions under other laws.!®

C. The Exceptions

The Electronic Communications Privacy Act sets out numerous exceptions to the
rule against disclosing the contents of communications, under which electronic mail
firms may disclose their customers’ messages without exposing themselves to litiga-
tion.

1. The Obvious Exception

It is, of course, permissible under ECPA to disclose the contents of a stored
electronic communication to the addressee orintended recipient of the communication,
or an agent of that addressee or recipient.!! A person does not need to be individually
identified in order to be an intended recipient of a communication. For example, the
communication could be addressed to the members of a group. Any member of the
group, whether individually named or not, would be considered an intended recipient
of the communication and an electronic mail firm would not be liable under the Act for
making such a disclosure.!?

In the case of operators of electronic bulletin boards, a firm may disclose the
contents of a message to anyone reasonably considered a part of the group addressed
in the communication.!?
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When a customer or subscriber places a communication on the service, but does
not specify the name of the addressee, an electronic mail firm may disclose the
contents of the communication without exposing itself to litigation. This would only
occurin the bulletin board context. On traditional electronic mail systems, unaddressed
messages would not be forwarded to anyone unless an address is given. In the bulletin
board context, the failure to identify the addressee of a message makes an electronic
communications firm the de facto addressee. And since an addressee may give consent
to disclose the contents of a communication, under the law an electronic mail firm may
legally disclose the message.'*

2. Disclosure With Consent

An electronic mail firm may disclose the contents of a message in storage if the
sender, addressee or intended recipient gives consent.!* With the consent of subscrib-
ers, remote computing services may disclose the contents of communications.!
Consent may be obtained either through a formal written document or through an
electronically transmitted grant of consent.!” Electronic mail providers should review
the language of their service contracts and consider amending them to ensure that the
terms for disclosing stored messages are consistent with the provisions of the new law .

Consent need not be explicit, however, and may be inferred in some instances.!®
The legislative history of ECPA identifies a number of circumstances in which consent
may be inferred. It is important to note, however, that the circumstances under which
consent may be inferred depend strongly on the facts of the case.

An electronic communications firm may infer that consent to disclose the contents
of a communication has been given when

a. A history of transactions provides a reasonable basis for inferring that a certain
class of communications may be disclosed.’® For example, if the intended recipient
of the communication is an executive who routinely authorizes his or her secretary
to “pick up” electronic mail messages, it could be inferred that disclosure to the
secretary is consented to, and therefore the disclosure would be lawful.

b. A customer or subscriber may reasonably be expected to understand that disclo-
sure may take place, and acknowledges such circumstances through continued use
of the service, such as an electronic bulletin board.™

C. A customer uses an open access electronic bulletin board, it is implied that the
customer has reasonable knowledge that communication will be freely available to

the public, and therefore consent to disclose the communication is automatical..
implied ®
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d. An electronic mail firm and its customer enter into a contract that contains
provisions making it clear that the firm may disclose the contents of messages.?

3. Disclosure To Those Involved In Forwarding Communications

With the era of interconnection upon us, electronic mail and other electronic
communications must frequently be sent from one service provider to another in order
to reach the intended recipient. In those instances, ECPA permits an electronic mail
firm to disclose the contents of stored communications to persons employed or
authorized by the service provider to receive communications for the sole purpose of
forwarding to the addressee.? '

4. Disclosure If Necessary To Provide Electronic Mail Service

The contents of a communication may be disclosed if itis necessary to the provision
of electronic mail or other electronic communication service, or to protect the rights or
property of the service provider.# Under this exception, an electronic mail firm may
disclose the contents of a communication from one employee computer operator to
another, if this is necessary to provide electronic communications services. In addition,
an electronic mail firm may randomly monitor communications as part of its quality
control operations or to mechanically maintain its system, but is not entitled to
purposefully monitor the communications of a particular customer.? It is therefore
illegal for an electronic mail firm or its employees to regularly read the contents of
communications in storage. Electronic mail providers are responsible for ensuring that
their employees understand the differences between random monitoring necessary to
providing service and regularly monitoring and reading customers’ messages.

5. Disclosure To Law Enforcement Officials

Providers may disclose the contents of a communication to a law enforcement
agency without a warrant only if two conditions are met:

+ The contents were inadvertently obtained by the provider; and

» The contents appear to pertain to the commission of a crime.

Government access to stored communications is dealt with extensively in the next
chapter. It is important to note here, however, that Congress intended this exception
to be read very narrowly. In order to prevent exposing itself to litigation, an electronic
mail firm may not systematically search all the communications stored on its system
to identify incriminating material. Only information that an electronic mail firm finds
inadvertently may be turned over to law enforcement authorities voluntarily. In
essence, this provision of the law suggests that an electronic mail firm need not ignore
incriminating information that it happens upon, and may contact the authorities. For
a further discussion concerning the procedures for turning information over to law
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enforcement authorities, see the next chapter.
D. The Penaities

ECPA does not establish any criminal penalties against an electronic mail firm for
disclosing the contents of stored electronic communications, as opposed to electronic
mail in transmission. (See Chapter 1 for the penalties that apply to the interception of
messages in transmission.) But the law does create a cause of action under which
electronic mail users may sue electronic mail firms for disclosing messages in violation
of ECPA.2

1. Cause Of Action

ECPA provides for civil suits against anyone violating the disclosure provisions of
the Act, including electronic mail and other electronic communication service provid-
ers and the government.? Suits may be brought by service providers, subscribers and
customers. '

This provision can work both ways for electronic mail providers. On one hand, it
affords a service provider an opportunity to protect its system from unlawful disclc
sures, and to recover damages should an illegal disclosure occur. On the other hana,
electronic mail providers can be sued for illegal disclosure of stored communications
unless they are careful to follow the procedures explained above and in the next chapter.

2. Statute Of Limitations

There is a two-year deadline for filing lawsuits under this provision. The action
must be commenced no later than two years after the date upon which the aggrieved
party first discovered or had reasonable opportunity to discover the violation.® In other
words, if a firm discloses the content of a customer’s electronic mail messages, the
customer has up to two years from the time he or she discovered the disclosure to file
suit against the provider.

3. Types Of Relief Available

ECPA provides for three types of relief which an aggrieved party may seek for
violations of the disclosure provisions of the statute:

* Temporary restraining orders and injunctions to prevent the illegal disclosures
from continuing;* '

*» Damages as specified below; and* .

* Reasonable attorney’s fees and other litigation costs.*
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4. Damages Available

An electronic mail customer may seek damages to compensate for losses resulting
from an illegal disclosure by an electronic mail firm. The court may award damages up
to the sum of actual damages suffered by the plaintiff and any profits made by the
violator as a result of the illegal disclosure.**

5. Minimum Statutory Damages

Any plaintiff bringing charges under ECPA who is found by a court to have a valid
claim is entitled to recover at least $1,000 in damages, regardless of the amount of
actual damages incurred.

E. Defenses Against Lawsuits

ECPA provides electronic mail and other electronic communications firms with a
series of defenses against lawsuits by aggrieved customers alleging illegal disclosure
of stored communications.

1. Defense For Cooperating With Law Enforcement Authorities

It is a complete defense that an electronic mail firm disclosed the contents of
communications to law enforcement officials in good faith reliance on a warrant. The
good faith defense is explained in greater detail in the next chapter.

In general, an electronic mail firm may employ the good faith defense when law
enforcement officials present a warrant directing the firm to tumn over the contents of
amessage.*® An electronic mail firm is not required to do an in-depth legal analysis of
the warrant, but it must appear to be facially valid.

In this manner, a firm can protect itself against litigation by invoking the defense
that it relied in good faith on a facially valid request for inforrnation by a law
enforcement officer. Itis important to note, however, that the good faith defense may
not be invoked when an electronic mail firm is shown to have acted in collusion with
the authorities. For example, if a warrant appears to be defective on its face or if the
firm is aware that law enforcement officials are acting improperly, a firm should not
disclose electronic mail messages to the authorities.

2. Defense For Relying On ECPA Exceptions

It is also a complete defense that an electronic mail firm relied in good faith on the
exceptions set out in ECPA that allow the disclosure of communications to certain
parties, including addressees and forwarders of communications. Itis further adefense
that a firm relied on the exception permitting the disclosure of incriminating informa-
tion that was inadvertently obtained by a communications provider.”
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Chapter When The Government
5 | Comes Calling‘

A. Purpose

This section of the Electronic Communications Privacy Act spells out the circum-
stances under which persons or entities providing electronic mail and other electronic
communications services to the public as well as those providing remote computing
services may disclose the contents of stored electronic communications to the govern-
ment. It also discusses to whom and how transactional records may be disclosed.

ECPA makes several distinctions in its treatment of stored communications. The
first distinction is between types of services—those which are primarily electronic
communications in themselves, such as electronic mail, and those services provided by
remote computing services. Within the electronic mail category, a distinction is made
based on length of time in storage.

B. The Standards For Government Access To The Contents
Of Stored Communications

Electronic communications stored less than 180 days are treated differently from
those stored more than 180 days under the Electronic Communications Privacy Act. I |
a communication is in storage for less than 180 days storage by the communication's. |
provider, it is generally considered to be related to the transmission of the communi-
cation.! Such stored communications are treated in a manner similar to first-class mail
and are given a relatively high degree of privacy protection.?

Electronic communications stored more than 180 days are considered a form of
backup document necessary to the integrity of the system,? or for the convenience and
benefit of the system user.* Such records are treated more like business records main-
tained in storage by a third party. Congress thus deemed these communications less
deserving of privacy protection.’

Electronic mail providers were specifically considered in drawing this distinction,
as electronic mail communications are the most like first-class mail.® Electronic mail
communications stored less than 180 days are subject to stiffer disclosure standards
than other types of communications.

1. Electronic Communications — Electronic Mail
a. Contents Stored Less Than 180 Days

A government agency may obtain access to the contents of electronic communica-
tions stored less than 180 days only pursuant to a properly issued federal or sta
warrant.” An electronic mail provider has a responsibility to provide access for go
ernment officials presenting state or federal warrants, but disclosure without being |
presented with a warrant could subject the provider to civil liability. Electronic mail |
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b |
providers, however, are under no obligation to routinely store documents for any
period of time. Service providers need only read the warrant and determine that it

appears to be valid in order to be protected from legal action by complying with the
government request.

This provision is crucial to electronic mail providers since most documents stored
on such systems are only stored for six months or less.

b. Contents Stored More Than 180 Days

Most electronic mail providers do not maintain stored electronic communications
for longer than 180 days. The law does not require that communications be stored for
longer than 180 days. However, if electronic mail providers or providers of other
electronic communication services do store their messages for longer than 180 days, the
government can more easily gain access to these files and need not obtain a federal
warrant. Therefore, in developing electronic mail systems, firms should consider
whether they wish to regularly store messages for longer than 180 days and thereby
potentially make those messages more readily accessible to government officials.

Law enforcement officials seeking access to electronic communications stored
longer than six months must choose whether they want to notify the subscriber or
customer of the request. That decision determines what type of order the agency or
official must obtain in order to gain access to the records.

The government has two options if it does not wish to notify the subscriber or
customer that the government is interested in the contents of the communications: 1)
obtain a search warrant; or 2) delay notice under procedures set out in the law.?

If the government agency does give prior notice to the customer or subscriber, the
agency must

* Obtain an administrative subpoena or grand jury subpoena properly authorized by
state or federal authorities;’ or

» Obtain a court order, provided the requesting agency can show there is reason to
believe the contents of the electronic communication sought pertain to a legitimate
law enforcement inquiry.!®

If a government agency or official requests access to records stored longer than
six months and does not present a search warrant for such access, it is the provider’s
responsibility to ascertain whether notice has been provided to the customer or not.
Therefore, if a law enforcement official asks an electronic mail firm to turn over a
message stored for more than 180 days without producing a warrant, an electronic mail
firm should withhold the stored message until the law enforcement officials verify,
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preferably in writing, that notice has been given or that notice has been delayed. If
notice has not been given, and the procedures for delaying notice discussed below are
not invoked, the provider is not obligated to comply with the government request.

Court orders requested by state government officials from state courts may only be
issued in compliance with state laws.!! If, for example, a state law or constitution
requires a standard of proof other than relevance to a law enforcement inquiry in order
for a state judge to issue a court order, state law enforcement officials must meet the
state standard.'? The opposite is true for federal officials, where the Supremacy Clause
of the U.S. Constitution specifies that federal law supersedes state law when federal
officials are involved.!* Although it is important to be aware of these factors, it is not
the service provider’s responsibility to know whether the court order has been issued
in accordance with the appropriate state or federal law. The order presented need only
appear to be valid and correct for providers to comply and be protected from legal
action.

2. Access To Communications In Remote Computing Services

A government agency may only require access to the contents of information in
remote computing services if the electronic communication maintained on the service

* Was received by means of electronic transmission from the subscriber or cus-
tomer, and/or was created from an electronic transmission by the remote computing
facility;'* and

* Was provided by the customer only for storage or processing purposes to the
computing service, which does not have access to thc contents of the communica-
tions for any other purpose.'®

A plain reading of the law indicates that stored communications in remote
computing services are not subject to the 180-day rule, and therefore government
officials may obtain access to the contents of communications stored at remote
computing services at any time with either a warrant, administrative or grand jury
subpoena, or court order, ' as described above for electronic mail stored longer than 180
days.

The Justice Department, however, points out that the legislative histories are
somewhat contradictory on the 180-day rule and remote computing facilities.'” The
Department notes that the House Committee Report distinguished between the treat-
ment of electronic communications (electronic mail) and communications to remote

the view that since electronic communications to remote compuung services are ng

computing services. Thatreport seems to support, in the Justice Department’s opinion‘

held for purposes of transmission, they are not governed by the 180-day rule.'®
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The controversy arises from the Justice Department’s reading of the Senate
Committee Report, which does not make the clear distinction between electronic mail
and remote computing services and which does not treat these two services separately. !
A court could, therefore, construe the Act to mean that electronic communications
stored in remote computing services are subject to the 180-day rule, which requires the
federal government to obtain a search warrant in order to gain access to communica-
tions stored for less than 180 days. The government need only obtain an administrative
or grand jury subpoenato gain access to communications stored for more than 180 days.

Since a plain reading of the statute, however, indicates that the 180-day rule does
not apply, and because there has been no litigation in this area to guide remote
computing firms, a firm may grant law enforcement officials access tocommunications
in a remote computing service, regardless of the length of storage, if officials present
either a grand jury or administrative subpoena. A remote computing firm need not
demand that a warrant be presented in order to avoid liability under the Act. ECPA
provides for a defense against civil actions when a firm has relied in good faith on the
statute. Clearly, the statute can be read in good faith as not requiring a warrant. (See
below for further discussion of defenses.)

3. Delayed Notice

a. Court Order

A government agency seeking access to electronic communications stored longer
than 180 days or stored in a remote computing facility may, when applying for a court
order, request delaying notification to the customer by up to 90 days. The court is
required to grant such delayed notification if it determines that notification will result
in an adverse consequence.?® Extensions of up to 90 days may be granted by the court
if the agency submits a new application.?! Service providers should request copies of
granted requests for delayed notification, as such documents would be important in
proving a good faith reliance defense in court, should such a need arise.

b. Administrative Or Grand Jury Subpoena

A government agency seeking to use an administrative or grand jury subpoena,
either state or federal, may delay notification for up to 90 days with the written
certification of a supervisory official that notification will result in adverse conse-
quences.”? Under this provision, government certification is sufficient to trigger
delayed notification, unlike under other laws, such as the Right to Financial Privacy
Act,® where more extensive proof is required.

The government agency using this form of delayed notification must maintain a true
copy of the certification.? It would be in the service provider's interest to maintain a
copy of such certification as well.
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The following supervisory officials are authorized to provide such certification:

» Investigative agent in charge;

«Assistant investigative agent in charge or an equivalent of an investigating
agency’s headquarters or regional office; or

« Chief prosecuting attorney or first assistant prosecuting attorney or equivalent.”

Examples of the types of officials who could authorize delayed certification include
the Special Agent in Charge or Assistant Special Agent in Charge of an FBI or DEA
office.2¢

Extensions of the 90-day delay under certification may also be granted with
renewed certification that notice would cause one of the conditions outlined below.?

c. Adverse Results

Adverse results that could trigger delayed notification are delineated in the Act as
well. In order for delayed notification to be granted by a court or properly certified by
a supervisory official of the government agency, the judge or official must be convinced
that notification would result in one of the following five circumstances:

» Endangering the life or physical safety of an individual;

» Flight from prosecution;

» Destruction of or tampering with evidence;

* Intimidation of poteﬁtial witnesses; or

» Otherwise seriously jeopardizing an investigation or unduly delaying a trial.?*

If any of these conditions exist, the government agency may, through the proce-
dures noted above, delay notifying the customer or subscriber that it is interested in the
customer’s stored electronic communications. It is only under these circumstances, or
with a search warrant, that government agencies or officials are not required to notify
electronic mail or remote computing services customers or subscribers that stored
communications have been requested from the service provider.

Again, an electronic communications firm need only determine that a warrant or
court order is facially valid in order to defend against suits for illegally disclosing
communications to the government. In order to invoke this defense, however, a firr
must have acted in good faith. Therefore, where a firm knows that an emergenc
situation does not in fact exist, it may be found to be acting in collusion with law
enforcement officials and may be barred from asserting the good faith defense.
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d. Preclusion Of Notice

Under the Electronic Communications Privacy Act, government agencies may alsc
obtain a court order to prevent providers of electronic communications services or
remote computing services from notifying anyone, including the customer or sub-
scriber who is the subject of the investigation, that the agency has requested access to
contents of or records about stored electronic communications.” Service providers are
then required to comply with such court orders. Although the statute does not spell out
penalties for noncompliance, as with other court orders, if the provider fails to comply,
the provider could be cited for contempt of court.

A preclusion order may only be obtained in cases where the government is not
required to notify the customer or subscriber, such as with a search warrant, or where
the government has obtained the authority for delayed notification.*® A court may grant
such an order if there is reason to believe notification of the inquiry will lead to the
adverse effects noted above.*!

¢. When The Order Expires

When the 90-day delayed notification order or certificate and all extensions granted
under this provision expire, the investigating government agency must notify the
customer or subscriber that the contents of the stored electronic communication have
been disclosed. Such notification must be delivered by registered or first-class mail, or
the notice must be served upon the customer or subscriber.3?

At this point, it would be possible for the customer or subscriber to decide that an
electronic mail or remote computing services provider, or the government, has violated
the law against disclosure. The two-year statute of limitations on bringing a lawsuit
againsta service provider would begin at this point. However, it should be remembered
thatif the service provider disclosed any stored electronic communications in response
to what appeared to be properly issued search warrants, court orders, or grand jury or
administrative subpoenas, the provider may invoke the good faith reliance defense and
would then be protected from such a suit.

The Act delineates specific information that must be included in the notification.
The notification must state, in reasonably specific terms, the nature of the law enforce-
ment inquiry.® It must also inform the customer or subscriber when the electronic com-
munications service provided the information, that the notification was delayed, the
authority under which the notification was delayed, and the provision of the Electronic
Communications Privacy Act under which the government agency requested the
information.*
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C. The Standards For Customer Records And Other
Information

1. Customer Lists And Other Information To Nongovernment Bodies

A provider of electronic mail or other electronic communications services may
release information about customers or subscribers, but not the contents of their com-
munications, to anyone but representatives of a government agency.’® For example,
in the course of normal business transactions, it is perfectly legal for an electronic mail
or remote computing service provider to share customer transaction records as part of
a sales pitch to increase usage of the system, or to sell customer lists.

2. Customer Lists And Other Information To Government Agencies

On the other hand, when government law enforcement officials seek access to
customer or transactional records, rules similar to the 180-day rule for access to stored
electronic mail messages apply. Electronic communications service providers may
disclose customer lists and other information about customers or subscribers to
government agencies or officials only if the government presents the proper authoriza-
tions to obtain such information.*¥ Proper authorization would be one of the followin:

» Administrative subpoena authorized by federal or state statute or federal or state
grand jury subpoena;*’

» Warrant under Federal Rules of Criminal Procedure or the state equivalent;*
» Court order;¥ or

«» Consent of the subscriber or customer.®

Should a government agency obtain customer records, but not the contents of
customer communication, under the first three of the options above, the agency or
official is NOT required to notify the customer or subscriber that such records have
been obtained.*! :

Under these provisions, information about customers' or subscribers' usage of
electronic communication systems, including billing and transactional records, and
information about destination of communications, such as telephone toll records that
include long distance phone numbers and message unit details, may be released.*?
Under no circumstances could contents of stored communications be released unless

the order or subpoena specifically grants access to the contents. .
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D. Objecting To Disclosure

1. Contesting The Validity Of An Order

As noted above, in order to obtain authorization for access to 1) the contents of
electronic communications stored more than 180 days, 2) transactional records about
customers from an electronic mail firm, or 3) similar records from a remote computing
service provider, the government agency or official must prove that it has reason to
believe that the records or content sought are relevant to a legitimate law enforcement
inquiry.*®* A service provider or customer may move to quash the court order and
challenge the government’s assertion that such reason exists. If such a challenge should
prove successful, it would negate the order, warrant or subpoena, thus alleviating the
service provider’s responsibility to comply with the order.

2. Motion To Quash Or Modify Orders If Requests Are Unduly
Burdensome

If the service provider feels a court order for information or records held by the
provider is unusually voluminous or would cause undue burden on the provider, the
provider may, in a timely fashion, make a motion to quash or modify the court order.*
This provision has two purposes. First, itisintended to protect electronic mail and other
electronic communications service providers from unduly burdensome requests.*
Second, it grants the service provider access to an impartial judicial officer to determine
whether the government’s request is appropriate and properly focused.*

3. Customer Rights

'As described above, the government must notify customers or subscribers of
requests for contents orrecords of stored electronic communications in many instances.
When such notice is required, it is primarily to give the customer an opportunity to
object to the disclosure. The customer may do'so with a variety of defenses, including
constitutional claims under the First, Fourth, Fifth or Fourteenth Amendments.*” If the
customer objects, the court will likely order the service provider not to disclose the
communication pending resolution of the customer’s action.

When notice must be given to the customer or subscriber, the electronic mail or
remote computing service provider is doubly protected from civil action for illegal
disclosure of stored communications. First, the provider can rely in good faith on court
orders and subpoenas provided by the government official or agency which requests
disclosure. Second, when the customer is notified in advance, there is an opportunity
for the customer to provide consent or authorization for the government to access the
stored communications. Since either of these conditions provides a defense for the
provider, the provider is doubly protected when the customer is notified in advance and
does not object.
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E. Defenses
1. Disclosure Under Court Order, Warrant Or Subpoena

The Electronic Communications Privacy Act prohibits litigation against any
provider of electronic communications services, including employees of such firms,
that provides information, facilities or assistance to government officials in accordance
with the terms of a court order, warrant, subpoena or certification as specified in the
law.*®* Should anyone bring suit against a service provider, the provider may defend
itself with a good faith reliance on the government order presented which demanded
disclosure of the information released.*® (See Chapter 4 (E)(1) for further information
on the good faith reliance defense.)

F. Covering The Costs Of A Government Request

1. Reimbursement For Direct Costs

The government is responsible for reimbursing electronic communication service
providers for the direct costs involved in complying with a government request for
information. The provider may charge for searching for, assembling, reproducing an/’
performing other activities associated with providing the information. In addition, the
provideris entitled to reimbursement for any necessary disruption of normal operations
caused by the government’s request.®

An electronic mail firm is not entitled to reimbursement for providing records or
other information related to telephone toll records and listings.>® These records are
excluded because the government has long had access to telephone toll records without
reimbursing telephone providers for access to those records.> This exception to the
reimbursement rule is narrowly drawn and applies only to the provision of telephone
toll records. For example, an electronic mail firm is entitled to compensation for
telephone consultations providing technical advice to law enforcement officials, as
well as for any court appearances made by the provider in connection with the
information requested.*® '

Additionally, if such requests for telephone toll records are unusually voluminous
or in some other fashion cause undue burden on the provider, a court may order the
government to pay direct costs for receiving telephone records as well.** The legislative
history notes that the basis for deciding if a request is unusually voluminous or unduly
burdensome would be determined by an examination of past and current practices.*s

2. Who Decides? ’
Payment required for direct costs of providing information to the governmen

should be agreed upon between the government agency and the service provider.
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Should the parties be unable to agree on an appropriate fee, the court which issued the
order should decide the appropriate fee. If no court order was issued for the information
provided, the fee would be determined by the court in which a criminal prosecution
relating to the information was taking place.’

* The House Committee noted in its report that it hoped the Department of Justice
could devise a uniform set of standards that would reduce judicial intervention in

decisions about cost reimbursement.’’

\
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Chapter

When The Government Asks A
Firm To Create Backup Files

A. Purpose

The Electronic Communications Privacy Act provides law enforcement officials
with a valuable new tool to preserve evidence for criminal prosecutions. Under ECPA,
if law enforcement officials believe that a criminal suspect may attempt to alter or .
destroy incriminating information in an electronic communications system, the au-
thorities may direct an electronic mail firm to create duplicate copies of files in order
to preserve them. This new provision will be especially helpful to authorities
investigating financial crimes.

While the new rules requiring the creation of backup files might appear to impose
added burdens on electronic mail firms, they also afford an important benefit. In effect,
the creation of backup files under ECPA allows the government and the customer to
fight out whether or not the government should eventually gain access to the backup
files created, without involving an electronic mail firmin the dispute. The backup file
rules protect a customer’s right to contest the government’s attempt to gain access to
his or her electronic communications. And the creation of a backup file also satisfies
the government’s interest in preserving evidence.

This chapter will explain the procedures that law enforcement officials must follow
in order to direct an electronic mail firm to create backup copies. In addition, this
chapter discusses the steps that electronic mail firms must take in cooperating with the
authorities. Itis crucial that electronic mail executives and employees become familiar
with the rules concerning the creation of backup files, because failure to comply with
the rules can expose a firm to litigation.

In general, the new law allows government officials with valid court orders or
subpoenas to require electronic mail firms to create backup copies without giving
notice to the clients whose files are being duplicated. The theory underlying the law
is that if notice is given, suspected criminals might attempt to alter files before copies
could be created or might even attempt to interfere with the process of creating the
copies. Although the government need not give notice to customers when the copies
are made, before law enforcement authorities can actually obtain the copies, they are
generally required to notify customers. The purpose of this provision is to use new
technology to preserve evidence, not to make it easier for law enforcement officials to
actually obtain it.

Electronic mail firms generally must create duplicate backup files when so directed
by law enforcement officials. But, as this chapter explains, electronic mail firms, as
well as their customers, may challenge government requests to turn over the backup
files once created. Finally, this section discusses the procedures by which electronic
mail firms can obtain reimbursement from law enforcement officials for the costs of
providing assistance in creating backup files.
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B. The Standards '

1. Electronic Mail And Remote Computing Firms Must Create Copies

Government law enforcement officials may require electronic communications
service providers, including electronic mail and remote computing firms, to create a
backup copy of the contents of electronic communications in order to preserve the
communications.! The purpose of this provision is to ensure that records of illegal
activities will be preserved for use as evidence in criminal prosecutions.? Electronic
mail and remote computing firms must create backup files when required to do so by
law enforcement officials. There are other opportunities to challenge government
requests when it is time to actually turn over the copies made.

2. Electronic Mail And Remote Computing Firms Should Only Create
Copies When Law Enforcement Officials Present Them With A
Court Order Or Subpoena

Law enforcement officers must include a demand to make backup copies in a
request for a court order or subpoena.? Electronic mail and remote computing firms
should ask law enforcement officials for a copy of a court order or subpoena before
making the backup copies. Electronic mail and remote computing firms cannot be suec
nor can their officers, employees or agents be sued for providing assistance in
accordance with the terms of a court order or warrant.*

As is the case of cooperating with government efforts to intercept electronic mail
in transmission or in obtaining the contents of an electronic mail message, electronic
mail firms have a positive duty to read court orders requesting the creation of duplicate
backup copies. If representatives of a firm do not read a court order, the firm cannot
defend itself in a suit by an aggrieved customer by claiming that firm relied “in good
faith” on a court order. The duty to read the court order does not require that a firm
legally analyze the validity of the order, only that a representative of the firm read the
court order and that it appeared to be valid.

Similarly, an electronic mail firm must only cooperate with law enforcement
officials within the scope of a court order. Therefore, duplicate backup copies should
be made only of those files specified in the court order and no other files. If the backup
tapes are turned over to government officials, disclosing records outside the scope of
the court order may prevent an electronic mail firm from invoking the good faith
defense and may subject a firm to liability. (See Chapter 4 (E)(1) regarding the good

faith defense.)
@
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3. Electronic Mail And Remote Computing Firms Must Not Notify
Customers That A Court Order Or Subpoena Has Been Issued
Requiring Copies To Be Made

ECPA specifically states that electronic mail and remote computing firms must not
notify customers that a court order or subpoena has been issued requiring the creation
of backup files.> This directive should also be construed as prohibiting electronic mail
and remote computing firms from notifying their customers that they are making
backup copies of their records. While this section of the law does not set out a specific
penalty for informing customers of the request to create backup copies, the legislative
history for other similar provisions in the law suggests that a firm that informs a client
that copies are made may be liable for criminal contempt.®

4. Electronic Mail And Remote Computing Firms Must Create Backup
Copies As Soon As Practicable, But In No More Than Two Business
Days

An electronic mail or remote computing firm must create backup files requested by
law enforcement officials “as soon as practicable consistent with its regular business
practices” after being served with a court order or subpoena.” Therefore, if a firm
maintains backup copies as part of its regular business activities, the firm does not have
to create an entirely new copy.? Whether or not a firm has to create an entirely new copy,
there must be a copy no later than two business days after the firm was served with a
court order or subpoena.’

Therefore, if a firm can create a backup file in less than two business days without
creating an undue burden on its employees or causing interference with the service the
firm provides to its customers, it should do so. If thisis not possible, the firm has a legal
obligation to create the file by the end of business on the second day after the firm is
served with a court order or subpoena. Again, no specific penalty for failure to comply
is provided, but other sections of the law suggest that a firm may be held in contempt
for failure to create the backup files within the two-day limit.

5. Electronic Mail And Remote Computing Firms Must Confirm To Law
Enforcement Officials That A Copy Has Been Made

After the backup copy has been made, an electronic mail and/or remote computing
firm must confirm to the law enforcement agency serving the court order or subpoena
that the backup copy has been made.!® It is unclear whether this confirmation need be
in writing. The legislative history of ECPA only suggests that a firm must “inform” law
enforcement officials that the firm has complied with the request to make a copy.!!

Itis advisable, however, for a firm to confirm the creation of a duplicate backup file
in writing in order to document cooperation with law enforcement officials.
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6. After A Firm Confirms That A Backup File Has Been Created, Law
Enforcement Officials Must Generally Notify Customers That The
Copy Has Been Made

Within three days after an electronic mail orremote computing firm confirms to law
enforcement officials that a backup file has been created, the government is required
in most cases to notify a customer that backup copies of his or her files have been
made.!? :

Unless notice by the government is delayed (as described below), an electronic mail
or remote computing firm is also free to notify a customer that his or her files have been
copied once the routine, three-day deadline for notice by the government has expired.!*
Before providing notice to customers, however, it would be wise to first double-check
with law enforcement officials to ensure that notice is not being delayed by the
government.

~ Ifcertain tests are met, law enforcement officials may delay notice to customers that
1) the government is seeking to obtain copies of their communications; and 2) the
government has requested that an electronic mail firm create a backup file. (See
discussion of these factors in Chapter 5.)

7. Electronic Mail And Remote Computing Firms Must Not Destroy
Backup Copies Until Certain Conditions Are Met

Electronic mail and remote computing firms may not destroy backup files created
pursuant to a request from law enforcement officials until the information sought by
authorities has been delivered, or any legal challenge to a court order or subpoena
requiring copying has been completely resolved.!

A legal challenge to a court order or subpoena is considered to be completely
resolved for purposes of this rule when all appeals have been exhausted.

8. Electronic Mail And Remote Computing Firms Generally Must Turn
Over Backup Copies To Law Enforcement Officials No Sooner Than
14 Days After The Government Notifies A Customer That His Or Her
Files Have Been Copied

No sooner than 14 days after law enforcement officers notify a customer that his or
her files have been copied, an electronic mail or remote computing firm must generally
turn over the copies to law enforcement officials.!® This 14-day period gives a customer
adequate time to contest the government’s request.

First, if a firm has not received written notice from a customer that he or she is‘

challenging the government’s request within the 14-day period, the firm must generally
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turn over the copied files to law enforcement officials.'¢

Second, an electronic mail or remote computing firm need not turn over the backup
files to government officials if, within the 14-day period, the firm itself has initiated a
legal challenge to the government request.!”

C. Challenges By Electronic Mail And Remote Computing
Firms

An electronic mail or remote computing firm has 14 days after law enforcement
agents notify a customer that a backup file has been created to itself initiate a challenge
to the court order requiring the creation and disclosure of the backup copy.!® A provider
may challenge a court order by claiming that the backup copies sought are not relevant
to a legitimate law enforcement inquiry."?

Further, a firm may move to quash or modify a court order if the information
requested is unusually voluminous or if compliance with the order would create an
undue burden on the firm.? Communications service providers are given this special
standing in order to protect electronic mail firms and others from unduly burdensome
requests and to give an impartial judge an opportunity to evaluate the government’s
request.?!

Ifafirmis goingto challenge a court order because compliance with the order would
be unduly burdensome or would interfere with the service provided by an electronic
mail firm, the firm should be prepared to supportits contention with evidence. The firm
should demonstrate, for example, that the amount of computer time required to copy
extraordinarily voluminous files would prevent customers from using the system or
severely slow down and interfere with the system. A firm might also argue that it does
not have a sufficient number of employees to properly manage the system while
providing the extraordinary amount of assistance required by law enforcement offi-
cials. A firm should not argue, however, that the financial costs of creating duplicate
backup files is too great, because the law requires law enforcement officials to
compensate electronic mail firms for costs incurred in creating backup files.

Neither an electronic service provider nor a customer may challenge the decision
by government officials to delay notice of the creation of backup files.”? The decision
to delay notice is left to the sole discretion of law enforcement officials, if the officials
determine that the existence of a court order might alert suspected criminals and result
in the destruction of or tampering with files.?? Backup files are maintained solely to
ensure that evidence will not be tampered with or destroyed. Keeping the mere creation
of the file secret does not interfere with a customer’s privacy interest; thatinterest might
only be harmed when the files are actually turned over to government officials.?*
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D. Challenges By Customers

1. Grounds For A Customer Challenge

A customer must file a sworn affidavit that he or she is a customer of the electronic
mail or remote computing service that law enforcement officials have asked to make
abackup file and that the files sought are his or hers.”® In other words, the customer must
establish that he or she is the “relevant” customer for purposes of making such a
challenge.?®

A customer mustalsoshow 1) that therecords soughtare notrelevant toa legitimate
law enforcement inquiry; 2) that law enforcement officials have not substantially
complied with any other provisions of ECPA;” or 3) that there is some other legal defect
in the court order or subpoena.?®

- 2. Legal Procedures For Customer Challenges

A customer must file a motion to quash a subpoena or vacate a court order within
fourteen days of receiving notice from law enforcement officials that copies of his or
her records are being sought.”? Copies of the motion must be served on the law
enforcement officials who applied for the original order, and a customer must provide
written notice of the challenge to the electronic mail or remote computing firm.3* When
an electronic mail firm receives such anotice, it must not turn over the duplicate backup
copies it has created until the challenge is resolved and a court directs the firm to turn
over the files.

A motion to quash a subpoena must be filed in the appropriate federal district court
or state court.?!

Special rules of service of process are set out for customer challenges. Most
notably, a customer challenging a subpoena or court order is directed to serve the
person, office or department specified in the notice received from law enforcement
officials stating that the government is seeking copies of the customer's records.?

. Congress intended that judicial decisions on customer challenges should occur as
rapidly as possible, within seven calendar days in all but the most unusual circum-
stances.®

3. Procedures Governing The Response Of Law Enforcement Officials
To A Challenge

If a customer challenging an order to create a backup copy meets the procedural
requirements of the new law (i.e., meets deadlines, notice and pleading requirements),
law enforcement officials must file a sworn response to the challenge with the court.®
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The response may be filed in a closed-door, in-camera proceeding if appropriate (for
example, if an open hearing would compromise a law enforcement investigation or
pose a threat to life).>® A court may order additional proceedings if its initial review of
the customer’s challenge and the government’s response does not dispose of the
motion.’ Rulings on challenges to court-ordered backup duplication are not subject to
interlocutory appeal and, therefore, must await a final decision in the entire case to be
appealed.”’

E. Who Pays When The Government Requests Duplicate
Backup Files?

1. Government To Reimburse Direct Costs

When law enforcement officials require an electronic mail or remote computing
firm to create duplicate backup files, ECPA requires law enforcement agencies to
reimburse firms for “reasonably necessary” costs which have been directly incurred
in searching for, assembling, reproducing or otherwise providing such information.
The costs to be reimbursed include costs resulting from the necessary disruption of
normal operations of an electronic mail or remote computing service.*

Therefore, electronic mail firms should carefully keep track of the hours that
employees must devote to creating backup files, and bill law enforcement officials at
the normal hourly rate for such work. In addition, electronic mail firms should measure
the amount of computer time required to create the backup files and bill the government
at the normal rate for computer use. Further, if an electronic mail firm incurs costs
because service to customers is interrupted, it may attempt to collect from the govern-
ment the amount of revenue which the firm would normally receive during the period
of the disruption. Finally, an electronic mail firm should be compensated for any costs
associated with restoring service after an interruption caused by creating duplicate
backup copies.

2. Exact Amount Of Reimbursement To Be Mutually Agreed Upon

Based on the above criteria, the exact amount of reimbursement due an electronic
mail or remote computing firm is to be mutually agreed upon by the firm and law
enforcement officials.® If no agreement can be reached, a court is empowered to set
a “reasonable” fee.® The court which issued the court order directing that copies be
made will normally resolve most disputes. In those cases where no court order was
issued, the court hearing the criminal prosecution may set the fee.*!

As is the case with disputes concerning reimbursement for the costs of assisting
official interceptions of electronic mail, a firm should carefully consider the financial
costs of litigating a dispute with law enforcement officials concerning the amount of
reimbursement due.
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Chapter
7

Pen Registers And Trap And Trace Devices

A. Purpose

Title I of the Electronic Communications Privacy Act regulates the use of pen
registers and trap and trace devices, devices used by law enforcement agencies and
communications providers to determine the destination of an outgoing phone call or
electronic transmission and the origin of incoming calls or transmissions.

ECPA generally prohibits the use of these communications tracking devices, thus
preventing individuals, creditors, government agencies and others from determining
with whom another individual is communicating, and thereby protecting the privacy of
telephone customers and electronic mail users. Important exceptions to the general
prohibition against use of these devices, however, allow electronic mail and other
communications firms to use pen registers and trap and trace devices to record the
initiation and completion of phone calls and electronic communications for billing
purposes, to track down individuals who use a communications system fraudulently,
and where the consent of the user has been obtained.!

Another important exception is provided for the use of pen registers and trap and
trace devices by authorized law enforcement officers as part of criminal investigations.?
The new law sets out procedures under which law enforcement officers must generall
obtain warrants, subpoenas or court orders in order to track the origin and destinatio.
of communications via these technologies. This chapter will explain the rights and
duties of electronic mail firms when law enforcement officials ask for assistance in
installing and monitoring penregisters and trap and trace devices. The responsibilities
of electronic mail firms under ECPA are similar, if not identical, to those imposed on
telephone companies ranging in size from small rural telephone cooperatives to large
regional operating companies. :

Prior to enactment of the new pen register and trap and trace provisions, the U.S.
Supreme Court held that law enforcement officials need not obtain a search warrantin
order to gain assistance from a telephone company or other communications provider
ininstalling a pen register.? The Court reasoned that an individual who uses a telephone
voluntarily discloses the numbers he or she dials (i.e., for billing purposes) and has “no
reasonable expectation of privacy” and, therefore, the Fourth Amendment to the
Constitution does not limit the use of pen registers.*

In response to concerns from phone companies about civil liability for disclosing
information to law enforcement officials derived from these tracking devices, the
Justice Department until 1986 voluntarily adopted a policy of requiring court orders for
the use of pen registers and trap and trace devices.* According to one of the sponsors
of ECPA, while this voluntary policy was welcome, the Supreme Court’s decisions an’,
federal statutes “left federal law enforcement officials with virtually unchecke.
discretion to obtain information through the use of pen registers.”®
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Therefore, Title III of ECPA generally codifies the Justice Department’s practice
of requiring court orders for use of pen registers and trap and trace devices by law
enforcement officials.” The new law also sets out procedures for obtaining court orders
and establishes guidelines for cooperation by communications providers with law
enforcement officials. The law clarifies that the use of pen registers by private
individuals without a court order is illegal except when the individual is an employee
of a communications firm which is using these devices for permissible purposes such
as accounting.

In 1988, Congress made a substantial addition to the original pen register and trap
and trace provisions enacted in 1986. The new provisions create guidelines for
obtaining authorization to install these devices in certain emergency situations,
including when an individual’s life is in danger and there is little or no time to apply for
a court order authorizing use of a pen register or trap and trace mechanism.

B. The Standard: Pen Registers And Trap And Trace
Devices Require Court Order

1. The Standard Generally

No person may install or use a pen register or a trap and trace device without a court
order, subject to the exceptions (including an exception for electronic mail firms that
use these devices for billing and accounting) outlined below.®? This provision alters the
Supreme Court’s decision in Smith v. Maryland, which held that the Fourth Amend-
ment to the Constitution did not limit the use of pen registers nor require law
enforcement officials to obtain court orders for their use.’

2. Definitions: Which Devices Are Regulated By The Act?

ECPA provides expansive definitions of pen registers and trap and trace devices
which include the mechanical devices specifically known by these names and other
technologies which perform similar functions.!® Whether or not the devices an
electronic mail firm uses to record communications are governed by the new law may
depend on whether or not these devices fall within the statutory definitions.

a. Pen Registers

A “penregister” is defined as a device which “records or decodes electronic or other
impulses which identify the numbers dialed or otherwise transmitted on the telephone
line to which such device is attached.”! As the legislative history suggests, pen
registers record only the telephone numbers “dialed out” of a phone line and do not
record the contents of communications.'? A plain reading of the statute and legislative
history suggests that the definition of pen registers, for purposes of the prohibitionon -

. their use, is limited to devices used in conjunction with a telephone line. Therefore, a
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device recording outgoing communications over an internal electronic mail system that
functions through a central processing unit without telephone lines would not be
regulated by the new law. A similar device used on an electronic mail system that
functions over phone lines would be regulated by the Act, subject to the following
exceptions.

The definition of “pen register” specifically excludes certain types of equipment
and certain uses. Any device used by an electronic mail or communications firm or its
customers forrecording communications in order to bill customers is excluded from the
definition and regulation under the Act.!* Devices used for cost accounting by
electronic mail and other communications firms or their customers are also excluded.!
Therefore, electronic mail firms may continue to use pen registers and trap and trace
devices for billing and accounting without being subject to the new restrictions.

In addition, the legislative history clearly states that devices used by some firms to
record billable time for their clients’ accounts are not prohibited by the Act.'® Thus, the
devices used by many law firms to record the length of telephone calls for billing
purposes are not subject to the Act. Neither does the law regulate devices used to
account for computer usage attributable to a client. ‘

b. Trap And Trace Devices .

ECPA defines “trap and trace devices” as devices which capture incoming \
electronic or other impulses which identify the originating number of an instrument
or device from which a wire or electronic communication was transmitted.!® Thus,
while the definition of “pen registers” apparently is limited to devices used in
conjunction with telephones, the use of trap and trace devices is regulated by ECPA
regardless of whether these mechanisms are used in conjunction with a telephone line.
Therefore, devices that monitor incoming communications and can identify their
origin'” are regulated by the Act regardless of whether the communication travels over
an external phone line or an internal computer network. These devices are particularly
valuable to electronic mail and other electronic communications providers in tracking
down hackers and others who break into systems. No exclusions are provided in the
definition of trap and trace devices.

Thus, trap and trace devices used by all electronic mail firms, regardless of whether
the service is connected by telephone lines, may be regulated by the new act. Whether
or not the new rules apply to a specific firm will depend on whether or not the firm uses
trap and trace devices in a manner excluded from regulation by the following statutory

exceptions. ‘
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C. The Exceptions

While ECPA generally prohibits the use of pen registers and trap and trace devices
by any party that does not have a valid court order, the new law sets out certain practical
exceptions to allow electronic mail firms, telephone companies and other communica-
tions providers to monitor the flow of communications on their systems.

1. To Operate, Maintain And Protect Electronic Mail Systems

An electronic mail firm or other wire or electronic communication service may use
pen registers and trap and trace devices to operate, maintain and test their service.!* In
addition, these devices may be used to protect the rights or property of the firm and to
protect customers from abuse of the service or unlawful use of the service.!” For
example, trap and trace devices may be used by electronic communications firms to
identify the telephone numbers of computer hackers or other intruders who threaten
harm to communications systems. This exception will provide some relief to electronic
communications firms that have encountered difficulty in enlisting the support of
telephone companies and law enforcement officials in tracking down intruders.
Overburdened law enforcement officials, for example, may be reluctant to assign
investigators to a computer crime case unless an electronic mail firm performs much
of the technical groundwork needed to locate intruders. This exception will permit
electronic mail firms to install trap and trace devices to identify the location of intruders
and then turn that information over to law enforcement authorities to aid their own
investigations. In addition, pen registers are an effective means of detecting illegal
communications pirating devices, such as so-called “blue boxes,””? and when used for
this purpose are not prohibited by the Act.

2. To Record The Beginning And End Of Messages For Billing And
Accounting

Electronic mail and other communications firms may use pen registers and trap and
trace devices to record the initiation and completion of communications, including
electronic mail messages, in order to protect themselves or other firms involved in
forwarding the message.! In addition, these devices may be used to record the initiation
and completion of communications to protect customers from fraud, unlawful use of
an electronic mail service or abuse.? For example, telephone companies use pen
registers to verify billing information,” and also use these devices to track down
obscene phone callers.® Many electronic mail firms make the same use of these devices
forbilling and accounting. Congress did notintend to prohibitsuch uses of penregisters
and trap and trace devices.
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3. Consent

Finally, a telephone company or electronic communications firm may install pen
registers and trap and trace devices “where the consent of the user of that service has
been obtained.””” While this provision would appear to be relatively straightforward,
a controversy is developing about whether or not this provision allows the use of so-
called “caller identification” systems for telephones. Although this debate largely
concerns telephone companies, electronic mail firms may be interested in the contro-
versy.

Caller identification systems allow a telephone customer to view the telephone
number of an incoming call on a small digital display screen attached to the telephone.
Questions have been raised about whether these devices violate the privacy of callers
placing calls without the knowledge that their phone number is being identified by the
recipient of the call. Specifically, all parties agree that caller identification systems
clearly fall within the definition of trap and trace devices, because they identify the
origin of an incoming call.

Proponents of caller identification systems argue that although these devices fall
within the definition of trap and trace devices, they are legal because individuals who
use caller identification equipment have consented to the installation of such devices
Opponents argue that the language of ECPA specifically limits the consent exception
to an installation by a provider where the consent of the user has been obtained rather
than as a general authorization of caller identification systems. Some state public
utility commissions that have reviewed the legal question have concluded that the
consent language in the statute is sufficient to authorize caller identification systems.
Recently, however, a Pennsylvania court ruled that the language of the Pennsylvania
state statutute, which mirrors ECPA, prohibited the use of a caller I.D. system in that
state. (Barash v. Pennsylvania Public Utility Commission, Commonwealth Court of
Pa., No 2270, May 30, 1990) Bills have been introduced in both Houses of Congress
that, if enacted, would require service providers to provide callers with the ability to
block the transmission of the telephone number from which the call is being made.
California has implemented this policy through legislation.

D. The Penalties

Knowing violations of the prohibition against the use of pen registers and trap and
trace devices are punishable by up to one year in prison or fines of up to $250, 000 for
individuals and $500,000 for organizations, or both.

E. The Procedures For Obtaining A Court Order

Although the procedures for obtaining a court order authorizing the use of pe
registers and trap and trace devices apply solely tolaw enforcementofficials, electronic
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mail firms and users should become familiar with the rules because a firm must not
cooperate with authorities if it is aware that law enforcement officials have violated
these procedures.

For a federal criminal investigation, an attorney for the government must apply for
a court order authorizing the use of pen registers and trap and trace devices.? For state
criminal investigations, the new law only requires that a state investigative or law
enforcement officer, as opposed to an attorney, make the application.?®

In either case, the application for a court order must be sworn and in writing and
submitted to a court of competent jurisdiction.”®

The application must identify the attorney for the federal government or state law
enforcement official seeking the court order and must also identify the law enforcement
agency conducting the criminal investigation.®® The application must certify that the
information likely to be obtained by using pen registers and trap and trace devices is
relevant to an ongoing criminal investigation.® This is a lesser standard of proof than
probable cause or reasonable suspicion, and the Justice Department maintains that this
language was included because individuals do not have a reasonable expectation of
privacy in the numbers dialed to and from a telephone.

Itisimportant to note, however, that ECPA specifically states that the new law does
not preempt state laws governing the use of pen registers and trap and trace devices.®
Where states maintain higher standards of proof, the state law applies to state court
orders. In addition, where state law specifically designates which law enforcement
officials or state attorneys may apply for court orders, state law applies.>* Therefore,
it is important for an electronic mail firm to become aware of the pen register and trap
and trace laws in the states where it is located and conducts business.

F. The Court Order, Its Duration, And Restrictions On
Electronic Mail Firms In Disclosing Existence Of Devices

An electronic mail or communications firm cannot be sued forcooperating with law
enforcement officials if assistance, facilities or information are provided in accordance
with a court order.>

In order to avoid a lawsuit, however, a firm must read a court order and determine
that it is facially valid. In addition, the firm must only provide assistance to law
enforcement officials within the scope of the court order. Therefore, it is important that
electronic mail firms gain some knowledge of the procedures outlined below.

1. The Standard For Issuing Court Orders

A court of competent jurisdiction is directed by the new law to issue an ex parte
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order (without an opportunity for the criminal suspect to be heard) if an attorney for the
federal government or the relevant state law enforcement official certifies that the
information likely to be obtained by use of a pen register or trap and trace device is
relevant to an ongoing criminal investigation.

A court of competent jurisdiction in federal cases refers to any district court of the
United States. Federal magistrates may issue such orders.”’

There is a discrepancy in the legislative history concemning the extent to which a
judge is to review the applicant's certification that use of these devices is relevant to a
criminal investigation. The Senate Committee Report states that “to issue an order, the
court must first be satisfied that the information sought is relevant to an ongoing
criminal investigation.”*® The House Committee Report suggests a less rigorous
standard of review under which a judge shall issue an order if the court simply finds that
a government attorney has certified to the court that the information sought is likely to
be relevant.®

The Senate Committee Report explains, however, that “this provision does not
envision an independent judicial review of whether the application meets the relevance
standard, rather, the court needs only to review the completeness of the certificatior
submitted."® This apparent discrepancy in the Senate report language may give judges
some leeway to review the relevance to criminal investigations of requests to use pen
registers and trap and trace devices. The Department of Justice does not share this view,
however, maintaining that a court “need only review the completeness of the attorney’s
certification.”! The Department claims that there is no need for government attorneys
to substantiate their requests for court orders with factual affidavits, but only for
government attorneys to provide a sworn application with the requisite certification
along with a draft order.?

2. Contents Of Court Orders

A court order authorizing the use of pen registers and trap and trace devices must
specify the name of the person who leases the telephone to be monitored by the devices
or in whose name it is listed.** The court order must also give the name of the person
who is the subject of the criminal investigation, if his or her identify is known.* In
addition, the order must specify the number and physical location of the telephone lines
to which the devices are to be attached.** In other words, a court order should
specifically identify the location of the particular facility maintained by an electronic
mail or communications firm. When trap and trace devices are used, a court order must
specify the geographic limits of the order, rather than identify the specific facility.*

Finally, the court order must state the offense to which the information sought by usr‘

h:
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of the devices relates.*’
3. Court Order Must Contain Directive To Firms To Cooperate

If law enforcement officials request assistance from communications firms in
installing and using pen registers and trap and trace devices, a court order must direct
that a firm furnish information, facilities and technical assistance necessary to install
the device.*® This provision of court orders codifies the former practice of the Justice
Department in cooperating with telephone companies.*® The requirement that a court
order specifically direct an electronic mail or communications firm to provide assis-
tance to law enforcement officials will help firms defend against lawsuits by aggrieved
customers by helping document that the firms acted in good faith reliance on court
orders.

Electronic mail and communications firms should provide no more assistance than
they aredirected to by a court order. While court orders are not likely to specify the step-
by-step assistance to be provided, firms should be careful only to provide assistance
necessary to install and/or monitor the device. Providing assistance beyond what is
necessary, such as suggesting to law enforcement officials that they may wish to
monitor communications other than those specified in the court order, may constitute
collusion with authorities and expose a firm to a civil suit.

4. Electronic Mail Firms May Not Disclose The Existence Of Devices

When a court order is issued authorizing the use of pen registers and trap and trace
devices, ECPA provides that the order contain specific provisions forbidding elec-
tronic mail firms and others from disclosing the existence of these devices to anyone,
including customers, unless the court otherwise directs.®® Specifically, the order will
prohibit the owner or lessor of the phone line that is being monitored or the firm
providing assistance to law enforcement officials from disclosing the existence of pen
registers and trap and trace devices.’!

Individuals or firms that intentionally violate a court order prohibiting disclosure
of the existence of pen registers and trap and trace devices may be punished for
contempt in appropriate circumstances.?

The basic rule is that electronic mail firms and their employees must not tell
anyone, including customers or family members, that a pen register or trap and trace
device has been installed. Failure to follow this rule could result in a prison term.

Finally, unless a judge rules otherwise, a court order authorizing the use of pen
registers and trap and trace devices must be sealed, presumably to prevent tipping off
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criminal suspects of an investigation.*®
5. The Duration Of Court Orders

Law enforcement officials may use pen registers and trap and trace devices for up
to 60 days when authorized by a court order.> Extensions of up to 60 days may be
granted.® This is a doubling of the 30-day period for extensions previously observed
by the Justice Department. The Department suggests that this extended period will
reduce the need for multiple extensions.> Electronic mail and communications firms
should not provide assistance to law enforcement officials beyond the period specified
in the court order or extension. Providing assistance beyond this time period may
expose a firm to civil liability.

G. Assistance With Installation Of Pen Registers And Trap
And Trace Devices

1. Assistance Required In Installing Pen Registers

Providers of wire and electronic communication services, landlords, custodians
and other persons must provide government officials or attorneys with all the informa-
tion, facilities and technical assistance necessary to install a pen register unobtrusively
and with minimal service interference, as long as the officials or attorneys have
obtained a proper court order, as described above.” As is current practice, it is expected
that law enforcement officials will install and maintain the pen register.’®

Therefore, if law enforcement officials present a court order, and representatives of
the firm read the court order and are not aware of any improper activity on the part of
the authorities, an electronic mail firm and its employees must provide

* Access to facilities;

» Technical advice and assistance in installing a pen register (but the law enforce-
ment officials must perform the actual installation); and

* Technical advice and assistance in maintaining the pen register (but law enforce-
ment officials must do the majority of the work in maintaining the pen register).

2. Assistance Required In Installing And Maintaining Trap And Trace
Devices

Providers of wire and electronic communication services, landlords, custodians

when presented with an order to do s0.° In addition, electronic mail and communic.

and other persons must promptly install a trap and trace device on the appropriate linf.

tions firms are responsible for monitoring information collected by trap and trace
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devices. In this case, unlike the case with pen registers, service providers will
generally install the devices themselves.® The provider must also furnish government
officials or investigating authorities with additional pertinent information, facilities
and technical assistance to install the device unobtrusively and with a minimum of
service interference.!

Electronic mail and communications firms must provide information from a trap
and trace device to the government official requesting the information at reasonable
intervals during regular business hours for the duration of the court order, unless
otherwise specified in the order.® The Department of Justice and telephone companies
have agreed that the following technical language be included in applications for
technical assistance involving trap and trace devices:

« The tracing operation must be limited to Electronic Switching Systems or No. 5
cross bar facilities;

» The tracing operation is to be restricted to tracing and recording only calls
originating from a specific city within a certain radius or, in large cities, from
specific sections of the city; and

« The tracing operation is to be restricted to certain specific hours of the day.*
3. Electronic Mail Firms To Be Compensated For Assistance

The Electronic Communications Privacy Act requires the government to reasona-
bly compensate electronic mail and communications firms that furnish information or
assistance relating to pen registers or trap and trace devices for the expenses incurred
in providing such assistance.*# This language is designed to permit maximum
flexibility in compensating providers for the assistance they provide, and to make the
reimbursement appropriate to the amount of work required in carrying out the order.%

Therefore, firms should carefully keep track of the number of hours employees
must devote to assisting law enforcement officials and in monitoring trap and trace
devices and should bill the government for the normal hourly rate. In addition, the
government should be billed for any computer time required.

Finally, while this section of the law does not provide a mechanism to resolve
disputes with the government concerning the amount of compensation due, a good faith
argument can be made that the dispute resolution mechanism set out in other parts of
the new law should apply. Specifically, if an electronic mail firm cannot reach
agreement with law enforcement officials concerning compensation, the firm should
ask the court which issued the court order to settle the dispute by determining a
reasonable amount of compensation.%
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4. Firms Are Immune From Suits When Cooperating With Court
Orders

Electronic mail and communications firms, and their employees and agents, cannot
be sued when they have provided information or assistance in accordance with the
terms of a court order.’” In addition, a good faith reliance on a court order, legislative
authorization or statutory authorization is considered a complete defense against any
civil or criminal action brought under this or any other law.®

Once again, in order to avoid a lawsuit and invoke the good faith defense, a firm
representative must read a court order. In addition, the firm must only offer assistance
to law enforcement officials within the scope of the court order. Finally, a firm must
not cooperate with law enforcement officials if the firm is aware that the authorities
have acted improperly, e.g., if the firm was informed that the police did not obtain a
court order that is actually valid. In short, a firm need not perform a legal analysis of
a court order, but if a firm is aware that a court order is not valid, the firm should not
cooperate with authorities until it is convinced that the court order is valid.

H. New Amendment To ECPA Concerning Emergency
Installation

In 1988 Congress passed a series of relatively minor changes to the Electronic
Communications Privacy Act. Most important among these changes were provisions
allowing law enforcement authorities to install pen registers and trap and trace devices
in those emergency situations where there is little or no time to apply for a court order.

Under the new ECPA amendments, appropriate investigative or law enforcement
officials of the state or federal government may request emergency installation of either
penregisters or trap and trace devices, if they comply with certain requirements. First,
they must reasonably determine that an emergency situation exists and that the
installation must occur before a court order can be obtained.® Emergency situations
include

» Immediate danger of death or serious bodily injury to any person; and

» Conspiratorial activities characteristic of organized crime.”

Second, the authorities must, within 48 hours of the installation of the device, obtain
the appropriate court order authorizing installation and use of the device.” If an order
is not obtained, use of the device must terminate the first time one of the following

conditions occurs: .
* The information sought is obtained;
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» The application for the order is denied; or

» Forty-eight hours have lapsed since the installation of the device.™

Law enforcement officials must receive authorization from top Justice Department
officials or high-level state prosecutors to invoke emergency installation of trap and
trace or pen register devices. Specifically, the officials must be designated by the
Attorney General, the Deputy Attorney General, the Associate Attorney General, any
Assistant Attorney General, any acting Assistant Attorney General, any Deputy
Assistant Attorney General, or the principal prosecuting attorney of any state or
subdivision thereof in accordance with state statutes.”

- Any investigative or law enforcement official who installs or uses a trap and trace
device or pen register on an emergency basis but does not apply for the appropriate
authorizing order within 48 hours will have violated the Electronic Communications
Privacy Act.™ '

In order to protect itself from litigation, an electronic mail firm should not provide
assistance to law enforcement officials when they claim that an emergency situation
exists, unless the officials can confirm, preferably in writing, that they have received
high-level authorization to install the pen register and trap and trace devices withouta
court order in hand. If the officials will not provide any assurance in writing, a firm
should ask for the name of the high-level attorney who authorized the emergency
installation and attempt to contact that individual before cooperating.

Electronic mail and communications firms that assist in the emergency installation
of trap and trace devices or pen registers are entitled to reasonable compensation for
expenses incurred during such assistance.”™
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The Electronic Communications
‘ Privacy Act of 1986

PUBLIC LAW 99-508—OCT. 21, 1986

. ELECTRONIC COMMUNICATIONS PRIVACY
ACT OF 1986



100 STAT. 1848

Communications

.z- V-

PUBLIC LAW 99-508—OCT. 21, 1986

Public Law 99-508
99th Congress
An Act

To amend title 18, United States Code, with respect to the interception of certain
communications, other forma of surveillance, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled,

SECTION t. SHORT TITLE.

This Act may be cited as the “Electronic Communications Privacy
Act of 1986".

TITLE 1—INTERCEPTION OF COMMUNICATIONS AND
RELATED MATTERS

SEC. 101, FEDERAL PENALTIES FOR THE INTERCEPTION OF COMMUNICA-
TIONS.

(a) Demnimions.—(1) Section 2510(1) of title 18, United States
Code, is amended—

(A) by striking out “any communication” and inserting “any
aural transfer” in lieu thereof;

(B) by inserting “(including the use of such connection in a
switching station)” after “reception”.

(C) by striking out “‘as a common carrier” and

(D) by inserting before the semicolon at the end the following:
“or communications affecting interstate or foreign commerce
and such term includes any electronic storage of such commu-
nication, but such term does not include the radio portion of a
cordless telephone communication that is transmitted between
the cordless telephone handset and the base unit".

(2) Section 2510(2) of title 18, United States Code, is amended b‘y;
inserting before the semicolon at the end the following: , but suc
term does not include any electronic communication”.

(3) Section 2510(4) of title 18, United Statea Code, is amended—

(A) by inserting “or other” after “aural”; and
(B) by inserting “, electronic,” after “wire”.

(4) Section 2510(5) of title 18, United States Code, is amended in
clause (aXi) by inserting before the semicolon the following: “or
furnished by such subscriber or user for connection to the facilities
of such service and used in the ordinary course of its businesa”.

(5) Section 2510(8) of title 18, United States Code, is amended by
striking out “identity of the parties to such communication or the
existence,”.

(6) Section 2510 of title 18, United States Code, is amended—

(A) by striking out “and” at the end of paragraph (10

(B) by etriking out the period at the end of paragraph (11) and
inserting a semicolon in lieu thereof; and

(C) by adding at the end the following:

(12) ‘electronic communication’ means any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any

PUBLIC LAW 99-508—OCT. 21, 1986

nature transmitted in whole or in part by a wire, radio, electro-
magnetic, photoelectronic or photooptical system that affects
interstate or foreign commerce, but does not include—

“(A) the radio portion of a cordless telephone communica-
tion that is transmitted between the cordless telephone
handset and the base unit;

*(B) any wire or oral communication;

“C) any communication made ti:rough a toneonly
paging device; or

(D) any communication from a tracking device {as de-
fined in section 3117 of this title);

“(13) ‘user’ means any person or entity who—

“(A) uses an electronic communication service; and

“(B) is duly authorized by the provider of such service to
engage in such use;

*(14) ‘electronic communications system’ means any wire,
radio, electromagnetic, photooptical or photoelectronic facilities
for the transmission of electronic communications, and any
computer facilities or related electronic equipment for the elec-
tronic storage of such communications;

“(15) ‘electronic communication service’ means any service
which provides to users thereof the ability to send or receive
wire or electronic communications;

(16) ‘readily accessible to the general public’ means, with
respect to a radio communication, that suc communication is
not—

“(A) scrambled or encrypted;

“(B) transmitted using modulation techniques whose
essential parameters have been withheld from the public
with the intention of preserving the privacy of such commu-
nication;

“(C) carried on a subcarrier or other signal subsidiary to a
radio transmission;

(D) transmitted over a communication system provided
by a common carrier, unlesa the communication is a tone
only paging system communication; or

‘“{E) transmitted on frequencies allocated under part 25,
subpart D, E, or F of part 74, or part 94 of the Rules of the
Federal Communications Commission, unless, in the case of
a communication transmitted on a frequency allocated
under part 74 that is not exclusively allocated to broadcast
auxiliary services, the communication is a two-way voice
communication by radio;

“(17) ‘electronic storage' means—

“(A) any temporary, intermediate storage of a wire or
electronic communication incidental to the electronic trans-
mission thereof; and

*(B) any storage of such communication by an electronic
communication service for purposes of backup protection of
such communication; and

“(18) ‘aural transfer’ means a transfer containing the human
voice at any point between and including the point of origin and
the point of reception.”.

(b) ExceprioNs Wit RespecT To ELECTRONIC COMMUNICATIONS.—

(1) g:é:tion 2511(2XaXii) of title 18, United States Code, is
amended—

100 STAT. 1849
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100 STAT. 1850

Post, p. 1860.

47 USC 553.

47 USC 605.

(A) by striking out “violation of this subparagraph by a
communication common carrier or an officer, employee, or
agent thereof’ and inserting in lieu thereof “such disclo-
sure'’’;

(B) by striking out “the carrier” and inserting in lieu
thereof “‘such pemon"; and

(C) by striking out "'an order or certification under this
subparagraph’ and inserting in lieu thereof “a court order
or certification under this chapter”.

(2) Section 2511(2Xd) of title 18, United States Code, is amended by
ntri"king out “or for the purpose of committing any other injurious

(3) Section 2511(2XN of title 18, United States Code, is amended—

(A) by inserting “or chapter 121" after “thia chapter”; and

(B) by striking out “by” the second place it appears and
inserting in lieu thereof *, or foreign intelligence activities
conducted in accordance with otherwise applicable Federal
Ia" in}olving a foreign electronic communications system,
utilizing”’.

(4) Section 2511(2) of title 18, United States Code, is amended by
adding at the end the followinf:

“(@ 1t shall not be unlawful under this chapter or chapter 121 of
this title for any person—

“(i) to intercept or access an electronic communication made
through an electronic communication system that is conﬁEured
so that such electronic communication is readily accessible to
the general public;

“(li) to intercept any radio communication which is
transmitted—

“() by any station for the use of the general public,
or that relates to ships, aircraft, vehicles, or persons in
distress;

“(11) by any governmental, law enforcement, civil defense,
private land mobile, or public safety communications
system, including police and fire, readily accessible to the
general public;

“(I11) by a station operating on an authorized frequency
within the bands allocated to the amateur, citizens band, or
general mobile radio services; or

“(IV) by any marine or aeronautical communications
gystem;

*“iii) to engage in any conduct which—

*(I) is prohibited by section 633 of the Communications
Act of 1934; or

“(I) is excepted from the application of section 705(a) of
tAhe Communications Act of 1934 by section 705(b) of that

c‘-

PUBLIC LAW 99-508—OCT. 21, 1986

“(iv) to intercept any wire or electronic communication the
transmission of which is causing harmful interference to any
lawfully operating station or consumer electronic equipment,
to the extent necessary to identify the source of such inter-
ference; or

*(v) for other users of the same frequency to intercept any
radio communication made through a system that utilizes fre-

uencies monitored by individuals engaged in the provision or
the use of such system, if such communication is not scrambled
or encrypted.
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“(h) It shall not be unlawful under this chapter—
*(i) to use a pen register or a trap and trace device (as those
terms are defined for the purposes of chapter 206 (relating to  FPost, p. 1868,
pen registers and trap and trace devices) of this title); or
“(ii) for a provider of electronic communication service to
record the fact that a wire or electronic communication was
initiated or completed in order to protect such provider, another
provider furnishing service toward the completion of the wire or
electronic communication, or a user of that service, from
fraudulent, unlawful or abusive use of such service.”.
(c) TECHNICAL AND CONFORMING AMENDMENTS.—(1) Chapter 119 of
title 18, United States Code, is amended— 18 USC 2510 et
(A) in each of sections 2610(5), 2510(8), 2510(9Xb), 2510(11), and %%
2511 through 2519 (except sections 2515, 2516(1) and 2518(10)),
by striking out “‘wire or oral” each place it appears (includin* in
any section heading) and inserting “wire, oral, or electronic” in
lieu thereof; and
" (B) in section 2511(2Xb), by inserting “or electronic” after
wire”.
(2) The heading of chapter 119 of title 18, United States Code, is
amended by inserting “and electronic communications” after

‘lwim". .

(3) The item relating to chapter 119 in the table of chapters at the
beginning of part I of title 18 of the United States Code is amended
by inserting “and electronic communications” after “Wire”.

(4) Section 2510(5Xa) of title 18, United States Code, is amended by
striking out “communications common carrier” and inserting “pro-
vider of wire or electronic communication service” in lieu thereof.

(5) Section 2511(2XaXi) of title 18, United States Code, is
amended—

. (A) by striking out “any communication common carrier” and
inserting “a provider of wire or electronic communication serv-
ice” in lieu thereof;

(B) by striking out “of the carrier of such communication”
ang inserting “of the provider of that service” in lieu thereof;
an
"~ (C) by striking out “: Provided, That said communication
common carriers” and inserting “, except that a provider of
wire communication service to the public” in lieu thereof.

(6) Section 2511(2XaXii) of title 18, United States Code, is
amended—

(A) by striking out “communication common carriers” and
inserting “providers of wire or electronic communication serv-
ice” in lieu thereof;

(B) by striking out “communication common carrier” each
place it appears and inserting “provider of wire or electronic
communication service” in lieu thereof; and

(C) by striking out “if the common carrier” and inserting “if
such provider” in lieu thereof.

(7) Section 2512(2Xa) of title 18, United States Code, is amended—

(A) by striking out “a communications common carrier” the
first place it appears and inserting “a provider of wire or
electronic communication service” in lieu thereof; and

(B) by striking out “a communications common carrier” the
second place it appears and inserting “‘such a provider” in lieu
thereof; and
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(C) by striking out “communications common carrier's busi.
ness” and inserting ‘business of providing that wire or elec-
tronic communication service” in lieu thereof.

(8) Section 2518(4) of title 18, United States Code, is amended—

(A) by striking out “communication common carrier” in both
places it appears and inserting “provider of wire or electronic
communication service” in lieu thereof; and

(B) by slriking out “carrier’” and inserting in lieu thereof
“service provider”.

(d) Penaimes Mobirication.—(1) Section 2511(1) of title 18
United States Code, is amended by striking out “shall be” and all
that follows through “or both” and inserting in lieu thereof “shall
be punished as provided in subsection (4) or shall be subject to suit
as provided in subeection (5)"".

(2) Section 2511 of title 18, United States Code, is amended by
adding after the material added by section 102 the following:

“(4Xa) Except as provided in paragraph (b) of this subsection or in
subsection (5), whoever violates subsection (1) of this section shall be
&\le':i under this title or imprisoned not more than five years, or

() If the offense is a first offense under paragraph (a) of this
subsection and ig not for a tortious or illegal purpose or for purposes
of direct or indirect commercial advantage or private commercial
gain, and the wire or electronic communication with respect to
which the offense under paragraph (a) is a radio communication
that is not scrambled or encrypted, then—

“(i) if the communication is not the radio portion of a cellular
telephone communication, a public land mobile radio service
communication or a pnw service communication, and the
conduct is not that described in subsection (5), the offender shall
be fined under this title or imprisoned not more than one year,
or both; and

“(ii) if the communication is the radio portion of a cellular
telephone communication, a public land mobile radio service
comrnunication or a paging service communication, the offender
shall be fined not more than $500.

*“(c) Conduct otherwise an offense under this subsection that
consists of or relates to the interception of a satellite transmission
that is not encrypted or scrambled and that is transmitted—

"(i) to a broadcasting station for purposes of retransmission to
the general public; or

“(ii) as an audio subcarrier intended for redistribution to
facilities open to the public, but not including data trans-
missions or telephone calls,

is not an offense under this subsection unless the conduct is for the
urposes of direct or indirect commercial advantage or private
inancial gain.

“(5XaXi) If the communication is—

‘“(A) a private satellite video communication that is not
ecrambled or encrypted and the conduct in violation of this
chapter is the private viewing of that communication and is not
for a tortious or illegal purpose or for purposes of direct or
indirect commercial advantage or private commercial gain; or

*(B) a radio communication that is transmitted on frequencies
allocated under subpart D of part 74 of the rules of the Federal
Communications Commission that is not scrambled or
encrypted and the conduct in violation of this chapter is not for
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a tortious or illegal purpose or for purposes of direct or Indirect

commercial advantage or private commercial gain, )
then the person who engages in such conduct shall be subject to suit
by the Federal Government in a court of competent jurisdiction.

“(ii) In an action under this subsection—

“(A) if the violation of this chapter is a first offense for the

rson under paragraph (a) of su ion (4) and such ;erson

as not been found liable in a civil action under section 2520 of
this title, the Federal Government shall be entitled to appro-
priate injunctive relief; and

“(B) if the violation of this chag:cr is a second or subsequent
offense under paragraph (a) of subsection (4) or such person has
been found liable in any prior civil action under section 2520,
the person shall be subject to a mandatory $500 civil fine.

“(b) The court may use any means within its authority to enforce
an injunction issued under paragraph (iiXA), and shall impose a civil
fine of not less than $5600 for each violation of such an injunction.”.

(e) ExcLusivery or Remepies With Respecr 1o ELeEcTRONIC
CoMMUNICATIONS.—Section 2518(10) of title 18, United States Code,
is amended by adding at the end the following: . .

*(c) The remedies and sanctions described in this chapter with
respect lo the interception of electronic communications are the
only judicial remedies and sanctions for nonconstitutional violations
of this chapter involving such communications.”. _ .

(N StATE o MIND.—Paragraphs (a), (b), (c), and (d) of subsection (1)
of section 2511 of title 18, United States Code, are amended b'y
striking out “willfully” and inserting in lieu thereof “intentionally”.

(2) Subsection (1) of section 2512 of title 18, United States Code, is
amended in the matter before paragraph (a) by striking out “will-
fully” and inserting in lieu thereof “intentionally”.

SFC. 102. REQUIREMENTS FOR CERTAIN DISCLOSURES.

Section 2511 of title 18, United States Code, is amended by adding
at the end the following: ) .
“(3Xa) Except as provided in paragraph (b) of this subsection, a
person or entity providing an electronic communication service to
the public shall not intentionally divulge the contents of any
communication {other than one to such person or entity, or an agent
thereof) while in transmission on that service to any person or
entity other than an addressee or intended recipient of such commu-
nication or an agent of such addressee or intended recipient. =
“(b) A person or entity providing electronic communication
service to the public may divulge the contents of any such
communication— )
“(i) as otherwise authorized in section 2511(2Xa) or 2517 of this
title;
“(ii) with the lawful consent of the originator or any addressee
or intended recipient of such communication; .
“(iii) to a person employed or authorized, or whoee facilities
are used, to forward such communication to its destination; or
*“(iv) which were inadvertently obtained by the service pro-
vider and which appear to pertain to the commission of a crime,
if such divulgence is made to a law enforcement agency.”.

SEC. 10). RECOVERY OF CIVIL DAMAGFS,

Section 2520 of title 18, United States Code, is amended to read as
follows:

100 STAT. 1853
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“§ 2520. Recovery of civil damages authorlzed

“(a) IN GENERAL.—Except as provided in section 2511(2XaXii), ?endy
person whose wire, oral, or electronic communication is intercepted,
disclosed, or intentionally used in violation of this chapter may in a
civil action recover from the person or entity which engaged in that
violation such relief as may be n;:rroprinte.

“(b) Reuier.—In an action under this section, appropriate relief
includes—

“(1) such preliminary and other equitable or deciaratory relief
as may be appropriate;

“(2) damages under subsection (c) and punitive damages in
appropriate cases; and

‘“3) a reasonable attorney’s fee and other litigation costs
reasonably incurred.

“(¢) ComputaTION OF DAMAGES.—(1) In an action under this sec-
tion, if the conduct in violation of this chapter is the private viewing
of a private satellite video communication that is not scrambled or
encrypted or if the communication is a radio communication that is
transmitted on frequencies allocated under subpart D of part 74 of
the rules of the Federal Communications Commission that is not
scrambled or encrypted and the conduct is not for a tortious or
illegal purpose or for purposes of direct or indirect commercial
advantage or private commercial gain, then the court shall assess
damages as follows:

‘“A) If the person who engaged in that conduct has not
previously been enjoined under section 2511(5) and has not been
found liable in a prior civil action under this section, the court
shall assess the greater of the sum of actual damages suffered
by the plaintiff, or statutory damages of not less than $50 and
not more than $500.

“(B) If, on one prior occasion, the person who engaged in that
conduct has been enjoined under section 2511(5) or has been
found liable in a civil action under this section, the court shall
assess the greater of the sum of actual damages suffered by the
plaintiff, or statutory damages of not less than $100 and not
more than $1000.

“(2) In any other action under this section, the court may assess as
damages whichever is the greater of—

“(A) the sum of the actual damages suffered by the plaintiff
and any profits made by the violator as a result of the violation;

or
‘(B) statutory damages of whichever is the greater of $100 a
day for each day of violation or $10,000.

*(d) Derense.—A good faith reliance on—

“(1) a court warrant or order, a grand jury subpoena, a
legislative authorization, or a statutory authorization;
“(2) a request of an investigative or law enforcement officer
under section 2518(7) of this title; or
‘“(3) a good faith determination that section 2511(3) of this
title permitted the conduct complained of;
is a complete defense against any civil or criminal action brought
under this chapter or any other law.

“(e) LIMITATION.—A civil action under this section may not be
commenced later than two years after the date upon which
thel claimant first has a reasonable opportunity to discover the
violation.”.
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SEC. 104. CERTAIN APPROVALS BY JUSTICE DEPARTMENT OFFICIALS,

Section 2516(1) of title 18 of the United States Code is amended by
striking out "or any Assistant Attorney General" and inserting in
lieu thereof “any Assistant Attorney General, any acting Assistant
Attorney General, or any Deputy Assistant Attorney General in the
Criminal Division™.

SEC. 105. ADDITION OF OFFENSES TO CRIMES FOR WHICH INTERCEPTION
iS AUTHORIZED.

(a) Wire AND ORAL INTERCEPTIONS.—Section 2516(1) of title 18 of

the United States Code is amended-—-
(1) in paragraph (c)—

(A) by inserting “section 151 (relating to escape),” after
“wagering information),”;

(B) by striking out “2314” and inserting “2312, 2313,
2314,” in lieu thereol}

(C) by ingerting ‘the second section 2320 (relating to
trafficking in certain motor vehicles or motor vehicle
parts), section 1203 (relating to hostage taking), section 1029
(relating to fraud and related activity in connection with
access devices), section 3146 (relating to penalty for failure
to appear), section 3521(bX3) (relating to witness relocation
and assistance), section 32 (relating to destruction of air-
craft or aircraft facilities),” after "‘stolen property),”;

(D) by inserting “section 1952A (relating to use of inter-
state commerce facilities in the commission of murder for
hire), section 1952B (relating to violent crimes in aid of
racketeering activity),’ after “1952 (interstate and
foreign travel or transportation in aid of racketeering
enterprises),”; :

(E) by inserting “, section 115 (relating to threatening or
retaliating against a Federal official), the section in chapter
65 relating to destruction of an energy facility, and section
1341 (relating to mail fraud),” after “'section 1963 (violations
with respect to racketeer influenced and corrupt organiza-
tions)”; and

(F) by— .

(i) striking out “or” before “section 351" and insert-
ing in lieu thereof a tomma; and
(ii) inserting before the semicolon at the end thereof
the following: ", section 831 (relating to prohibited
transactions involving nuclear materials), section 33
(relating to destruction of motor vehicles or motor
vehicle facilities), or section 1992 (relating to wrecking
trains)”;
(2) by striking out “or" at the end of par: ph g)
(3) by inserting after paragraph (g) the fo"owing: .

“(h) any felony violation of sections 2511 and 2512 (relating to
interception and disclosure of certain communications and to cer-
tain intercepting devices) of this title;

“(i) any violation of section 1679a(cX2) (relating to destruction of a
natural gas pipeline) or subsection (i) or (n) of section 1472 (relating
to aircraft piracy) of title 49, of the United States Code; .

*“(3) any criminal violation of section 2778 of title 22 (relating to
the Arms Export Control Act); or”;

“(k) the location of any fugitive from justice from an offense
described in this section;

100 STAT. 1855
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(4) by redesignating paragraph (h) as paragraph (1); and
5 in Xaragrnph (a) by—

(A) inserting after “Atomic Energy Act of 1954),” the
following: “section 2284 of title 42 of the United States Code
(relating to sabotage of nuclear facilities or fuel),”;

(B) striking out “or” after “(relating to treason),’’; and

(C) inserting before the semicolon at the end thereof the
following: ‘“‘chapter 65 (relating to malicious mischieD,
chapter 111 (relating to destruction of vessels), or chapter
81 (relating to piracy)”.

(b) InTERCEPTION OF ELECTRONIC COMMUNICATIONS.—~Section 2516
of title 18 of the United States Code is amended by adding at the end
the following:

“(3) Any attorney for the Government (as such term is defined for
the purposes of the Federal Rules of Criminal Procedure) may
authorize an application to a Federal judge of competent jurisdiction
for, and such judge may grant, in conformity with section 2518 of
this title, an order authorizing or approving the interception of
electronic communications by an investigative or law enforcement
officer having responsibility for the investigation of the offense as to
which the application is made, when such interception may provide
or has provided evidence of any Federal felony.".

SEC. 106. APPLICATIONS, ORDERS, AND IMPLEMENTATION OF ORDERS.

(a) PLaCE or AUTHORIZED INTERCEPTION.—Section 2518(3) of title
18 of the United States Code is amended by inserting “(and outside
that jurisdiction but within the United States in the case of a mobile
interception device authorized by a Federal court within such juris-
diction)” after “within the territorial jurisdiction of the court in
which the judge is sitting”.

(b) REIMBURSEMENT FOR ABSISTANCE.—Section 2518(4) of title 18 of
the United States Code is amended by striking out “at the prevail-
ing rates” and inserting in lieu thereof “for reasonable expenses
incurred in providing such facilities or assistance".

(c) CoMMENCEMENT OoF THIRTY-DAY PERIOD AND POSTPONEMENT OF
MintMizaTioN.—Section 2518(5) of title 18 of the United States Code
is amended—

(1) by inserting after the first sentence the following: “Such
thirty-day period begine on the earlier of the day on which the
investigative or law enforcement officer first begins to conduct
an interception under the order or ten days after the order is
entered."”; and

(2) by adding at the end the following: “In the event the
intercepted communication is in a code or foreign language, and
an expert in that foreign language or code is not reasonably
available during the interception period, minimization may be
accomplished as soon as practicable after such interception. An
interception under this chapter may be conducted in whole or in
part by Government personnel, or by an individual operating
under a contract with the Government, acting under the super-
vision of an investigative or law enforcement officer authorized
to conduct the interception.”.

(d) ALTERNATIVE TO DeSIGNATING SPECIFIC FAciLmes From WHICH
COMMUNICATIONS ARF. T0 BE INTERCEPTED.—(1) Section 2518(1XbXii)
of title 18 of the United States Code is amended by inserting “‘except
as provided in subsection (11),” before “a particular description’.
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(2) Section 2518(3Xd) of title 18 of the United States Code is
an'\‘ended by inserting “‘except as provided in subsection (11),” before
“there is".

(3) Section 2518 of title 18 of the United States Code is amended by
adding at the end the following:

*“(11) The requirements of subsections (1XbXii) and (3Xd) of this
section relating to the specification of the facilities from which, or
thelpl_afce where, the communication is to be intercepted do not
apply 11—

“(a) in the case of an application with respect to the intercep-
tion of an oral communication—

(i) the application is by a Federal investigative or law
enforcement officer and is approved by the Attorney Gen-
eral, the Deputy Attorney General, the Associate Attorney
General, an Assistant Attorney General, or an acting
Assistant Attorney General;

*“(ii) the application containa a full and complete state-
ment as to why such specification is not practical and
identifies the person committing the offense and whose
communications are to be intercepted; and

*“(iii) the judge finds that such specification is not prac-
tical; and

“(b) in the case of an application with respect to a wire or
electronic communication—

“(i) the application is by a Federal investigative or law
enforcement officer and is approved by the Attorney Gen-
eral, the Deputy Attorney General, the Associate Attorney
General, an Assistant Attorney General, or an acting
Asaistant Attorney General;

*“(ii) the application identifies the person believed to be
committing the offense and whose communications are to
be. intercepted and the applicant makes a showing of a
gurpose. on the part of that person, to thwart interception

y changing facilities; and

“(iii) the judge finds that such purpose has been ade-
quately shown.

“(12) An interception of a communication under an order with
respect to which the requirements of subeections (1XbXii) and (3Xd)
of this section do not apply by reason of subsection (11) shall not
begin until the facilities from which, or the place where, the
communication is to be intercepted is ascertained by the person
implementing the interception order. A provider of wire or elec-
tronic communications service that has received an order as pro-
vided for in subsection (11Xb) may move the court to modify or quash
the order on the ground that its assistance with respect to the
interception cannot be performed in a timely or reasonable fashion.
The court, upon notice to the government, shall decide such a
motion expeditiously.”.

(4) Section 251%(1Xb) of title 18, United States Code, is amended by
inserting “(including whether or not the order was an order with
respect to which the requirements of sections 2518(1XbXii) and
2518(3Xd) of this title did not apply by reason of section 2518(11) of
this title)"”’ after “applied for".

100 STAT. 1857
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SEC. 107. INTELLIGENCE ACTIVITIES,

(a) In GENERAL.~Nothing in this Act or the amendments made by
this Act constitutes authority for the conduct of any intelligence
activity.

) éznnm Acmiviries UNDER PROCEDURES APPROVED BY THER
ATTORNEY GENERAL.—Nothing in chapter 119 or chapter 121 of title
18, United States Code, shall affect the conduct, by officers or
employees of the United States Government in accordance with
other applicable Federal law, under procedures approved by the
Attorney General of activities intended to—
(1) intercept encrypted or other official communications of
United States executive branch entities or United States
Government contractors for communications security purposes;

(2) intercept radio communications transmitted between or
among foreiin powers or agents of a foreign power as defined by
the Foreign Intelligence Surveillance Act of 1978; or

(3) access an electronic communication system used exclu-
sively l;‘y a foreign power or agent of a foreign power as defined
by the Foreign Intelligence Surveillance Act of 1978.

SEC. 108. MORILE TRACKING DEVICES.

{a) IN GeNERAL.—Chapter 205 of title 18, United States Code, is
amended by adding at the end the following:

“§ 3117, Mobile tracking devices

“(a) IN GENERAL.—If a court is empowered to issue a warrant or
other order for the installation of a mobile tracking device, such
order may authorize the use of that device within the Jurisdiction of
the court, and outside that jurisdiction if the device is installed in
that jurisdiction.

“(b) DeriNITION.—AS used in this section, the term ‘tracking
device' means an electronic or mechanical device which permits the
tracking of the movement of a person or object.”.

(b) CLericaL. AMENDMENT.—The table of contents at the beginning
of chapter 205 of title 18, United States Code, is amended by adding
at the end the following:

“3117. Mobile tracking devices.”.
SEC. 109. WARNING SUBJECT OF SURVEILLANCE.

Section 2232 of title 18, United States Code, is amended—

(1) by inserting “(a) PHvstiCAL INTERFERENCE WiTH SEARCH.—"
before **“Whoever" the first place it appears;

{2) by inserting “(b) NoTiCE oF SEARCH.—" before “Whoever"
the second Jalace it appears; and

(3) by adding at the end the following:

“(c) Notice or CERTAIN ELECTRONIC SURVEILLANCE.~—Whoever,
having knowledge that a Federal investigative or law enforcement
officer has been authorized or has applied for authorization under
chapter 119 to intercept a wire, oral, or electronic communication,
in order to obstruct, impede, or Frevent such interception, gives
notice or attempts to give notice of the possible interception to any
person shall be fined under this title or imprisoned not more than
five ‘zears. or both.

“Whoever, having knowledge that a Federal officer has been
authorized or has applied for authorization to conduct electronic
surveillance under the Foreign Intelligence Surveillance Act (50
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U.S.C. 1801, et seq.), in order to obetruct, impede, or prevent such
activity, gives notice or attempts to give notice of the possibie
activity to any person shall be fined under this title or imprisoned
not more than five years, or both.”,

8EC. 110. INJUNCTIVE REMEDY.

(a) In GenErAL.—Chapter 119 of title 18, United States Code, is
amended by adding at the end the following:

“§ 2521. Injunction against illegal interception

“Whenever it shall appear that any person is engaged or is about
to engage in any act which constitutes or will constitute a felony
violation of this chapter, the Attorney General may initiate a civil
action in a district court of the United States to enjoin such viola-
tion. The court shall proceed as soon as practicable to the hearing
and determination of such an action, ang may, at any time before
final determination, enter such a restraining order or prohibition, or
take such other action, as is warranted to prevent a continuing and
substantial injury to the United States or to any person or class of
persons for whose protection the action is brought. A proceeding
under this section is governed by the Federal Rules of Civil Proce-
dure, except that, if an indictment has been returned against the
respondent, discovery is governed by the Federal Rules of Criminal
Procedure.”.

(b) CLericaL AMENDMENT.—The table of sections at the beginning
of chapter 119 of title 18, United States Code, is amended by adding
at the end thereof the following:

**2521. Injunction agsinst illegal interception.”.
SEC. 111. EFFECTIVE DATE.

(a) IN GeNerAL.—Except as provided in subsection (b) or (c), this
title and the amendments made by this title shall take effect 90 days
after the date of the enactment of this Act and shall, in the case of
conduct pursuant to a court order or extension, apply only with
rfTspect to court orders or extensions made after this title takes
effect.

(b} SpecIAL RULE FOR STATE AUTHORIZATIONS OF INTERCEPTIONS.—
Any interception pursuant to section 2516(2) of title 18 of the United
States Code which would be valid and lawful without regard to the
amendments made by this title shall be valid and lawful notwith-
standing such amendments if such interception occurs during the
period beginning on the date such amendments take effect and
ending on the earlier of—

(1) the day before the date of the taking effect of State law
conforming the applicable State statute with chapter 119 of title
18, United States Code, as 8o amended; or

(2) the date two years after the date of the enactment of this
Act.

(c) ErvecTive DATE rOR CERTAIN APPROVALS BY JusTicE DEPART
MENT OrriciaLs.—Section 104 of this Act shall take effect on the
date of enactment of this Act.
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TITLE I1—-STORED WIRE AND ELECTRONIC COMMUNICA-
TIONS AND TRANSACTIONAL RECORDS ACCESS

SFC. 201. TITLE 18 AMENDMENT.

Title 18, United States Code, is amended by inserting after chap-
ter 119 the following:

“CHAPTER 121—STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL
RECORDS ACCESS

Olh‘

*2101. Unlawful access to stored communications.
2102, Disclosure of contents.

*2703. Requirements for governmental access.
“2704. Backup preservation.

“2705. Delayed notice.

“2106. Cost reimbursement.

“2107. Civil action.

“2708. Exclusivity of remedies.

*2709. Counterintelligence access to telephone toll and transactional records.
*2710. Definitions.

“§ 2701. Unlawful access to stored' communications

*(a) OrFENSE.—Except as provided in subsection (c) of this section
whoever—

“(1) intentionally accesses without authorization a facilgr
through which an electronic communication service is provided;
or
; “_(IZ.I intentionally exceeds an authorization to access that

acility;
and therehy obtains, alters, or prevents authorized access to a wire
or electronic communication while it is in electronic storage in such
system shall be punished as provided in subsection (b) of this section.
*“(b) PunisumMeNT.—The punishment for an offense under subsec-
tion (a) of this section is—

“(1) if the offense ie committed for purposes of commercial
a_d\;ant_age. malicious destruction or damage, or private commer-
cial gain—

*“(A) a fine of not more than $250,000 or imprisonment for
not more than one year, or both, in the case of a first
offense under this subpara%raph; and

*(B) a fine under this title or imprisonment for not more
than two years, or both, for any subsequent offense under
this subparagraph; and '

*“2) a fine of not more than $5,000 or imprisonment for not
more than six months, or both, in any other case.

“(c) Exceprions.—Subsection (a) of this section does not apply
with respect to conduct authorized—

“(1) by the person or entity providing a wire or electronic
communications service;

(2) by a user of that service with respect to a communication
of or intended for that user; or

“(3) in section 2703, 2704 or 2518 of this title.

“§ 2702. Disclosure of contents
“(a) PROMBITIONS.—Except as provided in subsection (b)—
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(1) a person or entity rroviding an electronic communication
service to the public shall not knowingl{ divulge to any person
or entity the contents of a communication while in electronic
storage by that service; and

“(2) a person or entity providing remote computing service to
the public shall not knowingly divulge to any person or entity
the contents of any communication which is carried or main-
tained on that service—

“(A) on behalf of, and received by means of electronic
transmission fromn (or created by means of computer
processing of communications received by means of elec-
tronic transmission from), a subscriber or customer of such
service; and

“(B) solely for the purpose of providing storage or com-
puter processing services to such subscriber or customer, if
the provider is not authorized to access the contents of any
such communications for purposes of providing any services
other than storage or computer processinf.

‘“(b) ExcerTIONS.—A person or entity may divulge the contents of
a communication—

“(1) to an addressee or intended recipient of such communica-
tion or an agent of such addressee or intended reci[)ient;

*(2) as otherwise authorized in section 2516, 2511(2Xa), or 2703
of this title;

*(3) with the lawful consent of the originator or an addressee
or intended recipient of such communication, or the subscriber
in the case of remote computing service;

*“(4) to a person employed or authorized or whose facilities are
used to forward such communication to its destination;

“(5) as may be necessarily incident to the rendition of the
service or to the protection of the rights or property of the
provider of that service; or

“(6) to a law enforcement agency, if such contents—

‘;(A) were inadvertently obtained by the service provider;
an
‘“(B) appear to pertain to the commission of a crime.

*§ 2703. Requirements for governmental access

“(a) ContenTs or ELecrronic CommuNiIcATIONS IN ELECTRONIC
StorAGe.—A governmental entity may require the disclosure by a
provider of electronic communication service of the contents of an
electronic communication, that is in electronic storage in an elec-
tronic communications system for one hundred and eighty days or
less, only pursuant to a warrant issued under the Federal Rules of
Criminal Procedure or equivalent State warrant. A governmental
entity may require the disclosure by a provider of electronic commu-
nications services of the contents of an electronic communication
that has been in electronic storage in an electronic communications
system for more than one hundred and eighty days by the means
available under subsection (b) of this section.

“(b) ConTENTS oF ELECTRONIC COMMUNICATIONS IN A REmore
CompPUTING Service.—(1) A governmental entity may require a
provider of remote computing service to disclose the contents of any
electronic communication to which this paragraph is made ap-
plicable by paragraph (2) of this subsection—

“(A) without required notice to the subscriber or customer, if
the governmental entity obtains a warrant issued under the
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Federal Rules of Criminal Procedure or equivalent State war-
rant; or

“(B) with prior notice from the governmental entity to the
subscriber or customer if the governmental entity—

“(i) uses an administrative subpoena authorized by a
Federal or State statute or a Federal or State grand jury
subpoena; or

“(ii) obtaing a court order for such disclosure under
subsection (d) of this section;

except that delayed notice may be given pursuant to section
2705 of this title.

“(2) Paragraph (1) is applicable with respect to any electronic
communication that is held or maintained on that service—

“(A) on behalf of, and received by means of electronic trans-
mission from (or created by means of computer processing of
communications received by means of electronic transmission
from), ; subscriber or customer of such remote computing serv-
ice; an

‘“(B) solely for the purpose of providing storage or computer
processing services to such subscriber or customer, if the pro-
vider is not authorized to access the contents of any such
communications for purposes of providing any services other
than storage or computer processing.

“(c) Recorps CONCERMING ELECTRONIC COMMUNICATION SERVICE
orR Remore CompUTING SERVICE.—~(1XA) Except as provided in
subparagraph (B), a provider of electronic communication service or
remote computing service may disclose a record or other informa-
tion pertaining to a subscriber to or customer of such service (not
including the contents of communications covered by subsection (a)
or (b) of this section) to any person other than a governmental
entity.
"(l!) A provider of electronic communication service or remote
computing service shall disclose a record or other information

rtaining to a subscriber to or customer of such service (not
including the contents of communications covered by subsection (a)
or (b) of this section) to a governmental entity only when the
governmental entity—

‘(i) uses an administrative subpoena authorized by a Federal
or State statute, or a Federal or State grand jury subpoena;

‘(i) obtains a warrant issued under the Federal Rules of
Criminal Procedure or equivalent State warrant;

“(iii) obtains a court order for such disclosure under subsec-
tion (d) of this section; or

“tiv) has the consent of the subscriber or customer to such
disclosure.

‘(2) A governmental entily receiving records or information under
this subsection is not required to provide notice to a subscriber or
customer.

“(d) ReQUIREMENTS POR Court OrDER.—A court order for disclo-
sure under subsection (b) or (c) of this section shall isaue only if the
governmental entity shows that there is reason to believe the
contents of a wire or electronic communication, or the records or
other information sought, are relevant to a legitimate law enforce-
ment inguiry. In the case of a State governmental authority, such a
court order shall not issue if prohibited by the law of such State. A
court issuing an order pursuant to this section, on a motion made
promptly by the service provider, may quash or modify such order, if
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the information or records requested are unusually voluminous In
nature or compliance with such order otherwise would cause an
undue burden on such provider.

e} No Cause or ActioN AcAINST A Provibgr DiscLosing
InrormaTION UnDER THIS CHAPTER.—No cause of action shall lie in
any court against any provider of wire or electronic communication
service, ita officers, employees, agents, or other specified persons for
providing information, facilities, or assistance in accordance with
the terms of a court order, warrant, subpoena, or certification under
this chapter.

“§ 2704. Backup preservation

“(a) Backup PreservaTioN.—(1) A governmental entity acting
under section 2703(bX2) may include in its subpoena or court order a
requirement that the service provider to whom the request is
directed create a backup copy of the contents of the electronic
communications sought in order to preserve those communications.
Without notifying the subecriber or customer of such subpoena or
court order, such service provider shall create such backup copy as
soon as practicable consistent with its regular business practices and
shall confirm to the governmental entity that such backup copy has
been made. Such backup copy shall be created within two business
dgs after receipt by the service provider of the subpoena or court
order.

"(2) Notice to the subscriber or customer shall be made by the
overnmental entity within three days after receipt of such con-
irmation, unless such notice is delayed pursuant to section 2705(a).

*(3) The service provider shall not destroy such backup copy until
the later of—

“(A) the delivery of the information; or

“(B) the resolution of any proceedings (including appeals of
any proceeding) concerning the government’s subpoena or court
order.

“(4) The service provider shall release such backup copy to the
requesting governmental entity no sooner than fourteen days after
the governmental entity’s notice to the subscriber or customer if
such service provider—

“(A) has not received notice from the subscriber or customer
that the subecriber or customer has challenged the govern-
mental entity’s request; and

“(B) has not initiated proceedings to challenge the request of
the governmental entity.

“(5) A governmental entity may seek to require the creation of a

- backup copy under subeection (aX1) of this section if in its sole

discretion such entity determines that there is reason to believe that
notification under section 2703 of this title of the existence of the
aubﬁoona or court order may result in destruction of or tamgering
with evidence. This determination is not subject to challenge by the
subscriber or customer or service provider. .

“(b) CusToMER CHaLLENGES.—(1) Within fourteen days after notice
by the governmental entity to the subscriber or customer under
subsection (aX2) of this section, such subscriber or customer may file
a motion to quash such subpoena or vacate such court order, with
copies served upon the governmental entity and with written notice
of such challenge to the service provider. A motion to vacate a court
order shall be filed in the court which issued such order. A motion to
quash a subpoena shall be filed in the appropriate United States
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district court or State court. Such motion or application shall con-
tain an affidavit or sworn statement—

“(A) stating that the applicant is A customer or subscriber to
the service from which the contents of electronic communica-
tions maintained for him have been sought; and

‘(B) stating the applicant’s reasons for believing that the
records sought are not relevant to a legitimate law enforcement
inquiry or that there has not been substantial compliance with
the provisions of this chapter in some other respect.

*(2) Service shall be made under this section upon a governmental
entity by delivering or mailing by registered or certified mail a coEy
of the papers to the person, office, or department specified in the
notice which the customer has received pursuant to this chapter.
For the purposes of thig section, the term ‘delivery’ has the meaning
given that term in the Federal Rules of Civil Procedure,

“43) If the court finds that the customer has complied with para-
graphs (1) and (2) of this subsection, the court shall order the
governmental entity to file a sworn response, which may be filed in
camera if the governmental entity includes in its response the
reasons which make in camera review appropriate. If the court is
unable to determine the motion or application on the basis of the
parties’ initial allegations and response, the court may conduct such
additional proceedings as it deems appropriate. All such proceedings
shall be completed and the motion or application decided as soon as
practicable after the filing of the governmental entity’'s response.

“(4) If the court finds that the applicant is not the subscriber or
customer for whom the communications sought by the ﬁvern-
mental entity are maintained, or that there is a reason to believe
that the law enforcement inquiry is legitimate and that the commu-
nications sought are relevant to that inquiry, it shall deny the
motion or application and order such process enforced. If the court
finds that the applicant is the subscriber or customer for whom the
communications sought by the governmental entity are maintained,
and that there is not a reason to believe that the communications
snught are relevant to a legitimate law enforcement inquiry, or that
there has not been substantial compliance with the provisions of
this chapter, it shall order the process quashed.

“» A comt mder denying a motion or application under this
section shall not be deemed a finul order and no interlocutory
appeal may b taken thercfrom by the customer.

“§ 2705. Delayed notice

“(a) DetAy or Nomirication.—(1) A governmental entity acting
under section 2703(b) of this title may—
“{A) where a court order is sought, include in the application
a request, which the court shall grant, for an order delaying the
notification required under section 2703(b) of this title for a
period not to exceed ninety days, if the court determines that
there is reason to believe that notification of the existence of the
court order may have an adverse result described in paragraph
(2) of this subsection; or
“({B) where an administrative subpoena authorized by a Fed-
eral or State statute or a Federal or State grand jury subpoena
is obtained, delay the notification required under section 2703(b}
of this title for a period not to exceed ninety dnys upon the
execution of a written certification of a supervisory official that
there ia reason to believe that notification of the existence of the
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subpoena may have an adverse result described in paragraph (2)
of tmsuboection. : P
‘(2) An adverse result for the purposes of paragraph (1) of this
subsection is—
‘“{A) endangering the life or physical safety of an individual;
*“(B) flight from prosecution;
*(C) destruction of or tampering with evidence;
‘(D) intimidation of potential witnesses; or
‘(E) otherwise seriously jeopardizing an investigation or
unduly delaying a trial.

“(3) The governmental entity shall maintain a true copy of certifi-
cation under paragraph (1XB).

‘“(4) Extensions of the delay of notification provided in section
2703 of up to ninety days each may bhe granted by the court upon
application, or by certification b{ a governmental entity, but only in
accordance with subsection (b) of this section.

“(5) Upon expiration of the period of delay of notification under
paragraph (1) or (4) of this subeection, the governmental entity shall
serve upon, or deliver by registered or first-class mail to, the cus-
tomer or subscriber a copy of the process or request together with
notice that—

‘(A) states with reasonable specificity the nature of the law
enforcement inquiry; and
“(B) informs such customer or subacriber—

“(i) that_information maintained for such customer or
subscriber by the service provider named in such process or
request was supﬂlied to or requested by that governmental
mlot{\o?ty and the date on which the supplying or request

place;
d ;‘(iighat notification of such customer or subscriber was
elayed;

“(l’i'i) what governmental entity or court made the certifi-
cation or determination pursuant to which that delay was
made; and

“(iv) which provision of this chapter allowed such delay.

*(6) As used in this subsection, the term ‘supervisory official’
means the investigative agent in charge or assistant investiga-
tive agent in charge or an equivalent of an investigating agen-
cy's headquarters or regional office, or the chiel prosecuting
attorney or the first assistant prosecuting attorney or an
e?lt_nivalent of a prosecuting attorney’s headquarters or regional
office.

i
“(b) PrecLusioN or Norice 10 SuBsecT OF GOVERNMENTAL
Access.—A governmental entity acting under section 2703, when it
is not required to notify the subecriber or customer under section
2703(bX 1), or to the extent that it may delay such notice pursuant to
subeection (a) of this section, may apply to a court for an order
commanding a provider of electronic communications service or
remote computinf service to whom a warrant, subpoena, or court
order is directed, for such period as the court deems appropriate, not
to notify any other person of the existence of the warrant, subpoena,
or court order. The court shall enter such an order if it determines
that there is reason to believe that notification of the existence of
the warrant, subpoena, or court order will result in—
(1) endangering the life or physical safety of an individual;

“(2) flight from prosecution;

“(3) destruction of or tampering with evidence;

100 STAT. 1865



.l'"-v-

100 STAT. 1866

18 USC 2706.

PUBLIC LAW 99-508—OCT. 21, 1986

*(4) intimidation of potential witnesses; or
“(5) otherwise seriously jeopardizing an investigation or
unduly delaying a trial.

“§ 2706. Cost reimbursement

“(a) PAYMENT.—Except as otherwise provided in subsection (c), a
governmental entity obtaining the contents of communications,
records, or other information under section 2702, 2703, or 2704 of
this title shall pay to the person or entity assembling or providing
such information a fee for reimbursement for such costs as are
reasonably necessarg and which have been directly incurred in
searching for, assembling, reproducing, or otherwise providing such
information. Such reimbursable costs shall include any costs due to
necessary disruption of normal operations of any electronic commu-
nication service or remote computing service in which such informa-
tion may be stored.

“(b) AMOUNT.—The amount of the fee provided by subsection (a)
shall be as mutually agreed by the governmental entity and the
person or entity providing the information, or, in the absence of
agreement, shall be as determined by the court which issued the
order for production of such information (or the court before which a
criminal prosecution relating to such information would be brought,
if no court order was issued for production of the information).

“(c) The requirement of subsection (a) of this section does not
apply with respect to records or other information maintained by a
communications common carrier that relate to telezghone toll
records and telephone listings obtained under section 2703 of this
title. The court may, however, order a payment as described in
subsection (a) if the court determines the information required is
unusually voluminous in nature or otherwise caused an undue
burden on the provider.

“§ 2707. Civil action

“(a) Cause or AcCTioN.—Except as provided in section 2703(e), any
provider of electronic communication service, subscriber, or cus-
tomer aggrieved by any violation of this chapter in which the
conduct constituting the violation is engaged in with a knowing or
intentional state of mind may, in a civil action, recover from the
grson or entity which engaged in that violation such relief as may

appropriate.

“(b) Reuer.—In a civil action under this section, appropriate
relief includes—

(1) such preliminary and other equitable or declaratory relief
as may be appropriate;

*(2) damages under subsection (c); and

‘“(3) a reasonable attorney's fee and other litigation costs
reasonably incurred.

*(c) Damaces.—The court may assess as damages in a civil action
under this section the sum of the actual damages suffered by the
plaintiff and any profits made by the violator as a result of the
violation, but in no case shall a person entitled to recover receive
less than the sum of $1,000.

’(d) DerENSE.—A good faith reliance on—

“(1) a court warrant or order, a grand jury subpoena, a
legislative authorization, or a statutory authorization;

*(2) a request of an investigative or law enforcement officer
under section 2518(7) of this title; or

_onl
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"(3) a good faith determination that section 2511(3) of this
title permitted the conduct complained of},
is a complete defense to any civil or criminal action brought under
this chapter or any other law.

“(e) LiMrTATION.—A civil action under this section may not be
commenced later than two years after the date upon which the
claimant first discovered or had a reasonable opportunity to dis-
cover the violation.

“§ 2708. Exclusivity of remedies

“The remedies and sanctions described in this chapter are the
judicial remedies and sanctions for nonconstitutional violations
of this chapter.

“§ 2709. Counterintelligence access to telephone toll and trans-
actional records

. "(a) DuTY 10 PrOVIDE.—A wire or electronic communication serv-
ice provider shall comply with a request for subscriber information
and toll billing reco information, or electronic communication
transactional records in its custody or possession made by the
Director of the Federal Bureau of Investigation under subsection (b)
of this section.

“b) Requirep CrrTincATION.—The Director of the Federal
Bureau of Investigation (or an individual within the Federal Bureau
of Investigation eaifnat.ed for this purpose by the Director) may
request any such information and records if the Director (or the
Director's designee) certifies in writing to the wire or electronic
communication service provider to which the request is made that—

*“(1) the information sought is relevant to an authorized for-
eign counterintelligence investigation; and
‘(2) there are specific and articulable factas giving reason to
believe that the person or entity to whom the information
sought pertains is a foreign power or an agent of a foreign
wer as defined in section 101 of the Foreign Intelligence
urveillance Act of 1978 (50 U.S.C. 1801).

*(c) PromiBimoN or CERTAIN DiscLosure.—No wire or electronic
communication service provider, or officer, employee, or agent
thereof, shall disclose to any person that the Federal Bureau of
Investigation has sought or obtained access to information or
records under this section.

“(d) DissemMINATION BY BUREAU.—The Federal Bureau of Inves-
tigation may disseminate information end records obtained under
this section only as provided in guidelines approved by the Attorne
General for foreign intelligence collection and foreign counterintel-
ligence investigations conducted by the Federal Bureau of Investiga-
tion, and, with respect to dissemination to an agency of the United
States, only if such information is clearly relevant to the authorized
resPonsibilitien of such agency.

“fe) ReQUIREMENT THAT CerTAIN CoNGRESSIONAL Bopizs B In-
rorMeED.—On a semiannual basis the Director of the Federal Bureau
of Investigation shall fully inform the Permanent Select Committee
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on Iritelligence of the House of Representatives and the Select
Committee on Intelligence of the Senate concerning all requests
made under subsection (b) of this section.

8 2710. Definitions for chapter

*As used in this chapter—
“(1) the terms defined in section 2510 of this title have,
rescrectively, the definitions given such terms in that section;
an

*(2) the term ‘remote computing service' means the provision
to the public of computer storage or processing services by
means of an electronic communications system.”,

(b) CLERICAL AMENDMENT.—The table of chapters at the beginning
of part | of title 18, United States Code, is amended by adding at the
end the following:

“12). Stored Wire and Electronic (Communicstions and Transactional
Records Accens 101",

SEC. 202. EFFECTIVE DATE.

This title and the amendments made by this title shall take effect
ninety days after the date of the enactment of this Act and shall, in
the case of conduct pursuant to a court order or extension, apply
only with respect to court orders or extensions made after this title
takes effect.

TITLE HI—PEN REGISTERS AND TRAP AND TRACE
DEVICES

SFEC. 301. TITLE 18 AMENDMENT.
(a) IN GeNeraL.—Title 18 of the United States Code is amended by
inserting after chapter 205 the following new chapter:
“CHAPTER 206—PEN REGISTERS AND TRAP AND
TRACE DEVICES

“3121. General prohibition on pen register and trap and trace device use; exception.

“3122. Application for an order for a pen register or a trap and trace device.

*3123. Issuance of an order for a pen register or a trap or trace device.

3124, A;sis_lance in installation and use of a pen register or a trap and trace
evice.

*3125. Reports concerning pen registers and trap and trace devices.
*3126. Definitions for chapter.

*“8 3121. General prohibition on pen register and trap and trace
device use; exception

“(a) IN GeNerAL.—Except as provided in this section, no person
may install or use a pen register or a trap and trace device without
first obtaining a court order under section 3123 of this title or under
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et

seq.).

“(b) ExceprioN.—The prohibition of subsection (a) does not apply
with respect to the use of a pen register or a trap and trace device by
a provider of electronic or wire communication service—
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“(1) relating to the operation, maintenance, and testing of a
wire or electronic communication service or to the protection of
the rights or property of such provider, or to the protection of
users of that service from abuse of service or unlawful use of
service; or

*(2) to record the fact that a wire or electronic communication
was initiated or completed in order to protect such provider,
another provider furnishing service toward the completion of
the wire communication, or a user of that service, from fraudu-
lent, unlawful or abusive use of service; or (3) where the consent
of the user of that service has been obtained. .

“(c) PENALTY.—Whoever knowingly violates subsection (a) shall be
fined under this title or imprisoned not more than one year, or both.

*§ 3122, Application for an order for a pen register or a teap and
trace device

“(a) APPLICATION.—(1) An attorney for the Government may make
a E’ljication for an order or an extension of an order under section
3123 of this title authorizing or approving the installation and use of
a pen register or a trap and trace device under this chapter, in
writing under oath or equivalent affirmation, to a court of com-
petent jurisdiction.

*(2) Unless prohibited by State law, a State investigative or law
enforcement officer may make application for an order or an exten-
sion of an order under section 3123 of this title authorizing or
approving the installation and use of a pen register or a trap and
trace device under this chapter, in writing under oath or equivalent
aflirmation, to a court of competent jurisdiction of such State.

*(b) CONTENTS or APPLICATION.—An application under subsection
(a) of this section shall include—

“(1) the identity of the attorney for the Government or the
State law enforcement or investizative officer making the ap-
plication and the identity of the law enforcement agency
conducting the investigation; and

*(2) a certification by the applicant that the information
likely to be obtained is relevant to an ongoing criminal inves-
tigation being conducted by that agency.

*“§ 3123. Issuance of an order for a pen register or a trap and trace
device

“(a) In GeneraL.—Upon an application made under section 3122
of this title, the court shall enter an ex parte order authorizing the
installation and use of a pen register or a trap and trace device
within the jurisdiction of the court if the court finds that the
attorney for the Government or the State law enforcement or
investigative officer has certified to the court that the information
likely to be obtained by such installation and use is relevant to an
ongoing criminal investigation. . .

“(b) ConTENTS OF ORDER.—An order issued under this section—

“(1) shall specify— .
“(A) tﬁ:ci&mtity. if known, of the person to whom is
leased or in whose name is listed the telephone line to
which the pen register or trap and trace device is to be
attached; .
“(B) the identity, if known, of the person who is the
subject of the criminal investigation;
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*(C) the number and, if known, physical location of the
telephone line to which the pen register or trap and trace
device is to be attached and, in the case of a trap and trace
dew&ice. the geographic limits of the trap and trace order;
a

n
(D) a statement of the offense to which the information
likely to be obtained by the pen register or trap and trace
device relates; and

“(2) shall direct, upon the request of the applicant, the fur-
nishing of information, facilities, and technical assistance nec-
essary to accomplish the installation of the pen register or trap

and trace device under section 3124 of this title.

“(c) Tyme PERIOD AND EXTENSIONS.—(1) An order issued under this
section shall authorize the installation and use of a pen register or a
trap and trace device for a period not to exceed sixty days.

“42) Extensions of such an order may be granted, but only upon an
application for an order under section 3122 of this title and upon the
judicial finding required by subsection (a) of this section. The period
of extension shall be for a period not to exceed sixty days.

*“(d) NoNDISCLOSURE OF EX1STENCE OF PEN REGISTER OR A TRAP AND
TrACE Device.—An order authorizing or approving the installation
B‘l"ld use of a pen register or a trap and trace device shall direct
that—

‘("(l) the order be sealed until otherwise ordered by the court;

an

*(2) the person owning or leasing the line to which the pen
register or a trap and trace device is attached, or who has been
ordered by the court to provide assistance to the applicant, not
disclose the existence of the pen register or trap and trace
device or the existence of tﬁa investigation to the listed
subscriber, or to any other person, unless or until otherwise
ordered by the court.

“§ 3124. Assistance in installation and use of a pen register or a
trap and trace device

“(a) Pen Recisters.—Upon the request of an attorney for the
Government or an officer of a law enforcement agency authorized to
install and use a pen register under this chapter, a provider of wire
or electronic communication service, landlord, custodian, or other

rson shall furnish such investigative or law enforcement officer
orthwith all information, facilities, and technical assistance nec-
essary to accomplish the installation of the pen register unobtru-
sively and with a minimum of interference with the services that
the person so ordered by the court accords the party with respect to
whom the installation and use is to take place, if such assistance is
dirlected by a court order as provided in section 3123(bX2) of this
title.

*“(b) TrAP AND TRACE DevicE.—Upon the request of an attorney
for the Government or an officer of a law enforcement agency
authorized to receive the resuits of a trap and trace device under
this chapter, a provider of a wire or electronic communication
service, landlord, custodian, or other person shall install such device
forthwith on the appropriate line and shall furnish such investiga-
tive or law enforcement officer all additional information, facilities
and technical assistance including installation and operation of the
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device unobtrusively and with a minimum of interference with the
services that the person so ordered by the court accords the party
with respect to whom the installation and use is to take place, if
such_installation and assistance is directed by a court order as

rovided in section 3123(bX2) of this title. Unless otherwise ordered

y the court, the results of the trap and trace device shall be
furnished to the officer of a law enforcement agency, designated in
the court, at reasonable intervals during regular business hours for
the duration of the order.

“(c) CoMPENSATION.—A provider of a wire or electronic commu-
nication service, landlord, custodian, or other person who furnishes
facilities or technical assistance pursuant to this section shall be
reasonably compensated for such reasonable expenses incurred in
providing such facilities and assistance.

“td) No Causk or ACTION AGAINST A Provipzr DiscLosING
INrorMATION UNDER THis CHAPTER.—No cause of action shall lie in
any court against any provider of a wire or electronic communica-
tion service, its officers, employees, agents, or other specified per-
sons for providing information, facilitiee, or assistance in accordance
with the terms of a court order under this chapter.

*“(e) DevENsE.—A good [aith reliance on a court order, a legislative
authorization, or a statutory authorization is a complete defense
against any civil or criminal action brought under this chapter or
any other law.

“8 3125. Reports concerning pen registers and trap and trace
devices

“The Attorney General shall annually report to Congress on the
number of pen register orders and orders for trap and trace devices

spp:ied for by law enforcement agencies of tgne Department of
ustice.

*§ 3126. Deflinitions for chapter

‘“As used in this chapter— :

_“(1) the terms ‘wire communication’, ‘electronic communica-
tion', and ‘electronic communication service' have the meanings
set forth for such terms in section 2510 of this title;

“(2) the term ‘court of competent jurisdiction’ means—

“4A) a district court of the United States (including a
magistrate of such a court) or a United States Court of
Appeals; or

“(B) a court of general criminal jurisdiction of a State
authorized by the law of that State to enter orders authoriz-
ing the use of a pen ister or a trap and trace device;

“(3) the term ‘pen register means a device which records or
decodes electronic or other impulses which identify the numbers
dialed or otherwise transmitted on the telephone line to which
such device is attached, but such term does not include any
device used by a provider or customer of a wire or electronic
communication service for billing, or recm'dl;:r as an incident to
billing, for communications services provided by such provider
or any device used by a provider or customer of a wire commu-
nication service for cost accounting or other like purposes in the
ordinary course of its business;
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*(4) the term ‘trap and trace device’ means a device which

captures the incoming electronic or other impulses which iden-

tify the originating number of an instrument or device from
which a wire or electronic communication was transmitted;
“(5) the term ‘attorney for the Government' has the meanin
given such term for the purposes of the Federal Rules of Crimi-
nal Procedure; and
*(6) the term ‘State’ means a State, the District of Columbia,
ls’uerto Rico, and any other possession or territory of the United
tates.”.
(b) CLericAL AMENDMENT.—The table of chapters for part Il of
title 18 of the United States Code is amended by inserting after the
item relating to chapter 205 the following new item:

“208. Pen Registern and Trap and Trace Devices 21",
SEC. 302. EFFECTIVE DATE.

(a) IN GENERAL.—Except as provided in subsection (b), this title
and the amendments made by this title shall take effect ninety days
after the date of the enactment of this Act and shall, in the case of
conduct pursuant to a court order or extension, apply only with
r#pect to court orders or extensions made after this title takes
effect.

(b) SpecIAL RULE FOR STATE AUTHORIZATIONS OF INTERCEPTIONS. —
Any pen register or trap and trace device order or installation which
would be valid and lawful without regard to the amendments made
by this title shall be valid and lawful notwithstanding such amend-
ments if such order or installation occurs during the period begin-
ning on the date such amendments take effect and ending on the
earlier of —

(1) the day before the date of the taking effect of changes in
State law required in order to make orders or installations
under Federal law as amended by this title; or

(2} the date two years after the date of the enactment of this
Act.

SEC. 301. INTERFERENCE WITII THE. OPERATION OF A SATELLITE.

(a) OrrENSE.—Chapter 65 of title 18, United States Code, is amend-
ed by inserting at the end the following:

“8 1367. Interference with the operation of a satellite

“(a) Whoever, without the authority of the satellite operator,
intentionally or maliciously interferes with the authorized operation
of a communications or weather satellite or obstructs or hinders any
satellite transmission shall be fined in accordance with this title or
imprisoned not more than ten years or both.

“(b) This section does not prohibit any lawfully authorized inves-
tigative, protective, or intelligence activity of a law enforcement
agency or of an intelligence agency of the United States.”

PUBLIC LAW 99-508—OCT. 21, 1986

(b) CoNrORMING AMENDMENT.—The table of sections for chapter
65 of title 18, United States Code, is amended by adding at the end
the following new item:

*1367. Interference with the operation of a satellite.”.
Approved October 21, 1986.
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ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986

June 19, 1986.—Commiitted to the Committee of the Whole ilouse on the State of
the Union and ordered to be printed

Mr. KASTENMEIER, from the Committee on the Judiciary,
submitted the following

REPORT

[To accompany H.R. 4952}

{Including cost estimate of the Congressional Budget Office)

The Committee on the Judiciary, to whom was referred the bill
(FL.R. 4952) to amend title 18, United States Code, with respect to
the interception of certain communications, other forms of surveil-
lance, and for other purposes, having considered the same, report
favorably thereon with an amendment and recommend that the
bill as amended do pass.

The amendment is as follows:

Strike out all after the enacting clause and insert in lieu thereof
the following:

SECTION 1, SHORT TITLE
This Act may be cited as the “Electronic Communications Privacy Act of 1986".

TITLE I—INTERCEPTION OF COMMUNICATIONS AND RELATED MATTERS

SKEC. 101, FEDERAL PENALTIES FOR TIHE INTERCEPTION OF COMMUNICATIONS,

(a) DeFiNITIONS.—(1) Section 2510(1) of title 18. United States Code, is amended—

(A) by striking out “any communication” and inserting “any aural transler”
in lieu thereof;

(B) by inserting “(including the use of such connection in a switching sta-
tion)” after “reception”.

(C) by striking out “as a common carrier” and

(D) by inserting before the semicolon at the end the following: “or communi-
cations nffecting interstate or foreign commerce, but such term does not include
the radio portion of a cordless telephone communication that is transmitted be-
tween the cordless telephone handset and the base unit™.

(2) Section 25102) of title 18, Uniled Slates Code, is amended by inserting before
the semicolon ot the end the following: *, but such term does not include any elec-
tronic cominunication”.

(3) Section 2510(4) of title 18, United States Code, is amended—

(A) by inserting “or other” after “aural”; and

61-068 O
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lbn(?unrnAmm-mwdmmuuwm-mdchﬂm
of tithe 18, United States Code, amended by adding 81 U end the foliowing:

“3117 Mobile tracking devicea.”. .
R 40 WARING HIRIET OF EYOLLAME
Sextion 2232 of title 18, United Staten Code. i smended— .
11) by inerrting “1a) Puvscas rresrengmcy Wrrn Ssascn.—" before " Whoev-
er” the firet place i 8 re; .
by p-m-u"mm:nnwm-u-'hhvm the swoond place

# sppesre; and
3) by sdding el the end the following.
et Nurecs or Cravain Euscreomsr Susveniancy — Wharver, having hnowledg.
that o Feders! ive or law officer has been authorued or has
opplwd for suthorizstion snder chapter 119 0 intercept & wire. orsl of _vhan-nc
communication. 1 order 1o almtruct. impede, o preveat such intercoption, fives

aotice or attempts 10 ive notice of the pommble misveeption (o aay poreoe I o
Ained under thae tithe or imprs mot more than five years, or both
“Whorver, heving hnow thet & Federsl oﬁ’-n“v o suythoresd o ey

appled for aw w conduct
ligence Survellance Act 150 USC. 1801, ot arq 1. in order 0 sbmtruct, impede. as
Nmﬁmw,r—-ﬂnwalwmuon e of the possidie scireny
un,-n—-MIL ined under Uvis Utle or imprisoned not ore than five yeure
or both.™,
SII 10 MIATIVE REREDY.

t0) in Ganznar —Chei 119 of Utle 18, United Sistas Code. @ emended by
nﬂinum-n‘m-hlc:-" d

1ot Pumsnsriey —The punwhment for an offener under svbsaction (e} of the e
1on w—

f the offense » oe » of matr
Cious drstrurtion or damagr, ot privatr comme sl goin—~

“1A1 & fine of not core than BZ50.00N or imprmonment for not more than

;pv.-mh.i-lh_dn firet offense under Lhw subparagreph,

~1B1 » fine under 1his title or impruonment for ROt More than twe years,
tath. for any subseguent offense under the subpsragraph, and
“(2) u fine of wot more than 35,000 or imprisonment for sot more than o
monthe. or both, in any sther case
“te) Eacermotrs —Subwecuon (et of this section doss aot spply With respert o con-
duct suthonsed —
“111 by Lhe pereon or entity provi a wire o t E

o user of thet service with respact 10 8 communication of ev inlended
for thet weer: or
13! in saction T703 or 2704 of Lhis title.
“§ 2101. Diarlasure of roatents
“ta) Proniarmuows —Except as provided in submection (bé—

“11} » pereon or enrtily iding an electronx communicstion arrvior W the
publsc thail not knowingly divuige 10 any peroon or enlity the contenta of s
whele in storage by that srrvice. and

*12) o pereon e entty provding remote computing servios (o the publ shall
not knowingly divuige to any person er entity Lhe conUnie of ARy COMMUDICE-
tion which @ carried or meiniained on thet esrvice—

“1A) on behalf of, and recesved by menns of electranic Lransmimion from
tor cresied by menne of pr ing of recovved b;
mesre of ion from), & or ol lu"

sarveee,

“18! eoiely for the purpome of pr slorage or [
services W such subscriber o customer. if Uwe provider 18 ol authonasd
accens the of eny sach for of providi
any eervices other Lhan clerage OV COMPULs? protumnng

“tb) Excernone —A permon or enUly mey divuige the consats of @ commens:

1) to an or i dod L of such jon or an agent
of msch addreanes or misnded recipient;

12 otherwme nethoriard in section 2518, 25112TeL or 2703 of thw title;

ith the lawful conerat of the onyg or an or ded re-

- sutmrriber in the case of rewets comput

cipient of such C

fng srrvice;

"4) Lo & pereon ved or ised or whome farili are used W for-
ward euch L 101U de

“15} as may be necramarily incident to the rendition of the arrvice or 1o the
wn of the nghts or property of the provider of that erviar. or
“16) 1o 8 law enforcement egency. if such contents—
"A) were inadveriently obtained by the service provider; and
“1B) spprar 1o periain to the commuwion of o crume.
1 710). Rey for g | areews
“1a) Comvarys 0f ELsrreonsr Commi-wicamnme iw TLACTRONIC Srosa08 —A gov:
ernmental entily mey require the duciaure by @ provider of elertronic communica-
tion service of |L ola ire an ol com-
munication, thet 18 in electronic Slorage 1N Bn HECtroNc COMMUNICILIONS Fysiem for
180 deys or tems. only pursusmt to s warrant issued undee the Federsi Rules of
Crimingl Froredure or equivalent Stete werrent. A governmental entity may re
Quire the diiosure by & prowder of electronic communications eervices of the con
tents of an electronic communicstion thet has been in electronic slorage in an elec
tronst communicatsons system for more than 180 deye by the means oveilable under
submection (b of thwe section
“th} Cowvewrs nw FisrTanmc Comaumcamony 1 a Resors Cowrimne Sean
wcn —i1) A governmental entity mey requiry @ provider of remote compuling sernce
0 duclose the of any 10 which (hwe paragraph »
made spplicable by paragraph (2} of thu subsaction=

-A-17-



required sotics 0 te . i the g -
anuty cbtains s warrant meusd uader the Pederel Ruies of Cimnel Proce
H warrani: er
érern U g oxtity 40 U evhmrder o cup
oality—
admustrauve suthorusd by o Fedornl or State
Buate oubgnana; or
order whder subnecisen W) of thin
@ey o grvan puremst 0 scton 2706 of ths Ute.
wuh respuct o any elartren commaaxniion thel
-rvo—
reowved by s of electrone trassmission frem (or
of ind
freml & - of such remete @

Onomm. —A cowrt erder for disciamre ander subsec-

um (! e ¢} of the mrusn chall wwe enly o Gar anticy shows wat
thary » ramon 0 beleve the ssntents of » Wy & I« CODAUNKBUoD. or Lhe
ramrds or other informalon soughi, are k

inguiry. ls the case of & Srate outherty, such & eourt erder aball ast
e  prehainied by U lsw of such Suate

“§ TToL Burkep prasrvation

“w Bamvr Pu -1 A g is' ealty arung wader swruon
ST00012) may imclude & 8 SubPOROS o CoWt erder & requirement Lhat the ssTvice
mu-‘-m“-wm.u- opy of e contenta of the
elsotropst temsunIaLODs eought 18 order 10 prese e With.
ot be o of mach or court order. such serv-
e provider shall cranie such backy| o saon a9 practicable censsient with ua

12
A8 The eotty shall mamian » true aapy of certficauca ender

days each may be greausd by the court upon applcatsan. or by cwruficstion by &
governmential enuly, but anly in sccordance with sulmectan (b o ! of thus eaction
“(5) Upnn asperstion of the penad of delay of noufication under paregraph 111 or
44) of the ssdwecuon. Lhe sauty shall asrve upon. or deliver e
o salmcrnber & copy of the proomm of re-

PrsuADt W submecuon (8) secuon. may spply o & court for an order com.

Mdmmwumwwuu-ﬂ
- o s warrant or court order @ durercted. for such prrod as Lhe
aurt deame mot o bolfy any cther person of the susience of the war.

|

V3T Com soimbummmend
“Ya) Pavumer —Baceot an atherwi in eubmection c). & gover

a-tity ing ke contents of cammumscations. records, or other taformation
wnder escUon &ﬂu.-mdm-umulpynmmunuy-
:N-:-' ""fu’- hal-h' for euch cass as

Becwsary which have besn directly wncurved i swarchung for.
—-w.s.m-mm-m orme! LBbUres-
e cans I \nclude any coms dus 10 d I?‘ «":.:}T"" of

“Yc) The requirement of eubmecuocn (a1
:."h" ment -dun:’rnnnd-autnhnm:::‘:
t e 0 toll records and wlephone lsungs obluned under sscuion
2103 of thas Utle court may. however.
R s he < :h. o .udnn—n:nl-d‘ngmu_:
Salure or otharwes caussd an usdue burden oo Lhs provader
-3 07 Civil acven
“la) Caumm oF ACTon —Asny of wrve. sub-
- s by any of thas chapier 10 which the caduct

A} staung that the
whach the of for bup heve baen
t, and
-n-.u..“m s rensons for bel .‘lhnal-vﬁ“hluv
L) - onf 0quiry or there not bewn
substastuel comphance with (e previeany of thm i

spect.
“2) Servicw shall be made under Lha sacton upen & governmmmial ents dohv-
ening or maiing by regwiered or certified mal & copy of the gapers 1o t! b’nr-:.

]
i
é

for caensm

governswntal enuty are manuuned, and thet there » not
the communicsLLons sought are relevant W 8 leumse law
the

under

!

['f

! -
2EEEFEeT

b1
£
3
1

that thery has not been J with

wunes that » reasoe 10 belurve that nouficaton of the cxuance of the
amn order may have an sdvers » paragraph -
mcuon, or

B where an sdminwtretive
wie or ¢ Federal or Stewe grand jury subpasna
required under sscon 21030 of the Ltle for o perad ROt 10 excemd 90 dave
upon the of a writian fu -

» remson 0 belwve that fa [l bposcs may have
an adverse result dewcribnd »n paragraph 11 of this sutsecuon
D) An adverss result for Uw of purag iof the -—
A ing the life or physical salety of 5 wdivdual;

“1B) flght from promscuison,
) dastruction of or tampering with evidence,
D of § or
“:‘En otherwws smmously popardiung e won er aoduly &

13

cunstituting the violation w ragewed 1n wuth & knowing or ntentional Kaw of mind
may in 8 Civil actwn. recover (rum (he paTeon of entity whsch engaged n Lhet v
lstwn such relwel an may br spprupriate
“1bs Rewigr —in o cival aflion under the ascyLon. sppropraie relw! includes—
“tl such prejumnsey and other spuadie or daclarstory relwd as may bw ap

propriaie.
“t2i damagen under sutmection «c1. and
“13t a reasonabie stomey’s for and other Litgntion cate reasonabls incurred
“ic) Damaces —The court ma) st a8 domagms . 8 ¢7 acLON wider the e
1on the sum of the mtual demagm eufllersd by the planuff and any profiu made
Iy the voolator as & result of the violatwn, byl in Ao case aball & prrece eoU LD W
recover receive lass than the sum of §1.000
“wi; Derumss — A good {aith reimnos on—
“t)) & court warrant or order. 8 grand Jjury subpusne. 8 ingmlative suthorus-
0N, or & sLAtULOrY Sulhorasteon,
“t2! & requax of an o law
ZB1WT: of e tutle. or
“13' & guod faith dewrmunelon that asctoo 251 13 of thus utle perouties the
mnduct com| .
= & complets defenss W any Ol or ciminal acLOn Wrought under thus chaptar or
any ather law
“r Limrramon =A ernl action under Lhs ascton may ot be commenced laler
than (wo yasry aflar the datr upon which the ciaumast first dsoered or had o
ressonabie opportunity W dwagver Lhe vniolalon
"8 77108 Kaclusrvity of resnedion

“The remedam and sanctions described 18 thes chapter are the caly pedacial rece-
doms and for ] of ths chaptar
“11100. C g arvees o il end J records
“ia) Dury vo Peovios —A G carner or an com
munucslon errvice provuder shall comply with & request made for telephone sub
acnbe wirmauon and toll billing V or
Uon trenmmctonsl records made by the Diractor of the Fedaral Buresu of lovestige-
ton ender makuctson b of tha section
“vb' Requiago Coarnncanon —The Director of Lhe Federal Buresu of [avastye-
tion 1or an individual wrthin the Federal Bureau of Investigation ted for thae
purpose by the Diructor! may request any such information and of Uw Duwc-
wor 1or the Direcior's dasygnen) cerufies 1 wTiLing 0 the carmar or provider
whach the request @ made that—
“101 the ink cought » o an foregn countenatells
gence investigaton. and
"2y there are specific and artsculable facs Iing mmeon (o belwve that the
or enlity 10 whem Lhe informat:on gought perians 8 & lon‘n power or
an agent of & (¢ power as defined 18 sctucn 101 of the Forewn Jotellgenae
Surveillance Act ol 197650 USC 180D
“i¢) Prostarnos o¢ Czatain DuciLosuag —No communications COMMon carmer or
srrvice provides. or officet empioyee. ot agent thersol. shall disciose W any person
that the Federal Buresu of Investigetson has sought o¢ obtained ectms 10 informa.
Uon or records under Lh sectivn
14 Dumassimanion av Buneai —The Fadersi Bursau of Invesigaton may dis
ol snd reco ed under the esxcton only 88 pro "
wielines approved by the Atlorney General for foreign inweiligence collecuion ana
’:n‘n ountrnintrlligencs tnvastigstons conducied by the Federal Buru‘u of Inves
ugation. and. wilh respect W dameminaLon (o an agency of Lhe United Sawm. on::
of such informetion » clearly reievant W the suthorusd reponubiiLes of su:e

offuwr under ssction

-'::’ Requisgmgwy vwar Cuxrarn C Boous e —On o
eemiannual bass the Director of the Federsl Burseu of lnvemigstion shall Ui,
inform the Permanent Select Commitire un Inullg:na of the House of Reprem -.:a
tiven and the Seiect Commitee wn Inwilgenoe of Sensie conorrning all reuests
nade under submmction 1b! of Lhas section
=8 2710. Deflinstions for chapiar
T A 1n the chapter—
112 the terme defined 0 arction 241V of ths Utle have. respacuvely. ww gl
21000S EIVON auch LeTTe 10 thal sacton. and
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“121. Beared Wiro and Dacvosic Com
Besnrds Ascem 101

SEFrE T ety
after this Utls ek affect.
TITLE [11—PEN REGISTERS

EC SR TTLE 4 ARSNDNDT.
(o) In Quwrnas —Title 19 of the Ussad Sissm Code is amendad by wwarung after
chagier 355 the hiloonag aov chaper. by

“CHAPTER 35— PEN RBGISTERS

B

“3121. General prolubition en pen regier We. SRONPLISS.
L2 Appluceton for an order for s pen repster.

“BI8. lesuance of aa arder for ¢ pen repster

3134 Ammstaccs i wstallaten and wn of & pou Fepsiar

“9912]. Conawrnl prodibition on pra registar wmer: raception

) In Govenar —Exoerx @ providad 10 tus escon, 0o prrme may wnetall or wse
& pun ruetar without first ablauning @ courl order under sscuon 3123 of the Litke
-wur-.;‘wms:mu_u._-mumnnusc 130) ot anq 1

o .= ['Y] oot apply wth mepect W
e umals wgamd' or oure oot rvIor—
(1) relaling 1o the eperslion. maintenance. aod westing of 8 wire or electrons
CNRMAICLOD Sarvice or o Le prowection of the or property of euch pro-

m&m:ﬂ_d‘:—w‘ under ths chapter. 1o smung
or & court rusd

Unl-mbyhuh-..hun-—wn-';-M|dh-
eor may make applcauao for an order or an exlenson of an order under saction
_ the wastallatean end use of & pen rewter
wider the chapter. ib onung sl or equivalent affirmaucc. o & oourt of

ConTiorm oF Arvucation —As applention usder subeaction (s} of ths e

ek
) the wenuty of the attorney for the Goverament or the State lsw enforoe
et or vastgative oflumr malung the applicslon and Lhe wentity of the law
enforosment ageacy conduriung the hvestigstion. and

D & coriificatam by the appliant that Uw informson Lihsly 0 be cbiased
i relsvant » m eagung '] g d by that agency

na~

®) Sewriar Ruis 708 Srave AUTORIZATIONS OF ITeacErnons —An ey

or wmallavon whach would be vald and wefu without r--nn’amm-

b thas Utls shall be valdd and lawful atwithelanding such amend-

m-ﬁ.mmﬁmwmw-m“
u‘:‘ondﬁ:ulh--rhord—

talung effect of Supse la:
wnm'-hum-m_'?**“:'.“'p
Ui or

ment access W eloctronically stored communicationa; to esse
osrtain .y for P of wire
by federal law enfor
Husrorvy

When the Framers of the Constitution scted to guard against the
l_l‘b'llrll', use of government power to maintain surveillance over
citizens, there were limited methods of intrusion into the “houses,
pepers and effects” protected by the Fourth Amendment. During
the intarvening 200 years. development of new methods of commu-
nication and devices for surveill has ded drsmatically
the opportunity fo_r such intrusions

telephone is the most obvious exsmple. Ita widespread use

made 1t technologically possible 1o intercept the communicstions of

_c‘n-uurur'nhoul entening homes orrmher private places. When the
ue of government wiretapp: irst came before the Supre

Court in Olmstead v. United S7a‘la, 217 US. 438, the Courr h:l:

that wiretapping did not violate the Fourth Amendment, since

15

“83112. lesuance of on order for & prn reglster
at ln G —=Upun an ude under sarison 3122 of Lha titie.
.

N shall enter an en parie erder suthonung the insallsuon and e of
agwier wihin U ju ctown of the court o ocourt finds Lhat the sttormney fur
e government or the Siawe law or officer has fied
the court thes the wnf libely w = oy mach and ww »
misvant Lo en ongoeng nverugsLon
0F Ovomt —As erder weetd uador U Suctisn—~
“Uli shat) epacdy—
“1Al the wientrty, d bsown. of e 1 whom w leased o 2 whoe
atme o luted vhe Loe 16 which e pas r @ 0 be attached.
1B Ure wdentity, of known, of the perscs who w subyect of Lhe cruns

[T
=2) ahall direct. upon the request of the spplimat. the urnshing of inferns
ten. faci and acasgery o axomplah the slelstns

of Uhe pen regwrer under secton 3124 of thas e
") Na Prasos ans Exviramons —(1) An erder weusd
suthorue the sislletee and we

i
E
gs

H

=8 3124 Amstance in instaliation and wes of & pra regiater
") In Gangsal —Upon the requast of an atlorney for Lhe government or as off.
cer of 8 law enforcement agency authonasd  inslall and usr & pen regsler undec
wrven. landlornd. cusiodan

tha chapier. 8 provader of wire communicaison . or ather
r!wnnhul(m-hn‘h 7 or law enk officer h all sn

[ and | secamery o eaompleh Lhe wnsialls
Gon of Lha pan reguter y and enth s fo with the

arrviem thet the pereon a0 ordered by the court actords Lhe party with respent to
whom the wstalletson ond use » W take place.  such asnsioace w directed by &
caurt order as provaded i ssction 31Z8bali of the Ltk

“1bi Comtreneatoon —A vnmd-uli-_-n comunhunCalIon ssTVaR, Landlord, custods

ah, or ather pereon who fi or v w tus
sscuon shall be bl for much mcurred
provding such faclitvs and asstance

“9 3128 Reporu concerning prn registers
‘!\-Atwyﬂ-md&dlmuﬂlymuw-umnmdrn

regwiar orders applud for by law enforoement agencues of the Degertnent of Jua

e

“8 3128. Deflaitions for chapter
“As used in \hs chapuer—
“(1i the WA COMMUNIKELIONS common carrer” has the thman.ng st forth for
1he lerm ‘common carner 1o eclun Jhi of the Communcauons of 1834147
USC 15ann,
121 the wrm ‘wire > " has the st formd for such tarm
o ascuon 2310 of the tithe.
3! L tarm “court of COmprent nedictos’ MR-
“tA1 8 duery court of the Uniwad Sieme nnciuding 8 magwirets of such &
courti or a Usied Swstas Count of Appusis. or
(B} & court of genersl cruminal jJunedxtion of ¢ State suthorssd ¥y Lthe
low of that State 0 ectsy orders suthonang the we of 8 pee ruguster:

17

there was no searching. no seizure of anything tangible. and no
phgur.nl trespass.*

ut the O d case is re bered not only for ita holding but
for the preacient dimsent of Mr. Justice Brandews. who preds

Ways may some dey be developed by which the Govern-
ment, without removing papers from eecret drawers. can
reproduce them 1n court. and by which 1t will be enabled
1o expose 10 8 jury the most intimate oocurrences of the
home . . . Can it that the Constitution affords no pro-
i inst such invasi of individual escurity? *

Forty years later, the Supreme Court acceptad the ;ggic of Jus
tice Brandew in Katr v. United Siates. 389 U.S 347 (196,11, hoilding
that the Fourth Amendment applies W government interception of
a telephone conversation At the same time. the Court extended
Fourth Amendment protection to electronic uvudg?;fpin‘ on oral
conversations in Berger v Neu: York. 388 U.S. 4) (1967)

Congress responded in & comprehensive fashion by suthoruing
government interception. under carefully subscribed circumstances.
in Thtle L1 of the nibus Crime Control and Safe Streets Act of
1968.* which has come to0 be known es the Wiretap Act. That legu-
lation protected two types of i leph
conversats and fsce-to-face oral agei elec.
tronic dropping. Specifically, the law barred the interception
of wire ications over a carrier unless an appropn-
ate court order had been oblained.* Further. it limited the concept
of interception to the “sural! acquisition” of the of a com-

ication.® "“Oral ications”’ were pr d only in ar-
cumstances where there is a reasonable expsctation of pnvacy *
Nartuaz or me Paosrzm

Although it is still not twenty years old. the Wiretap Act was

written in different technological i ers. C ica-

v J
tions were almost exclusively in the form of transmission of the
human vcice over common cnrri:l ne}_wrh. Moreover, the con-

entw of s tradi ] ph 1 ppeared once the words
transmitted were spoken and there were no records kept. Conse
uently the law primarily protects agsinst the sural ption of
3» human voice over common carrier networks.
legislation did not pt to address the interception of
text, digital or h ication.” This framework
appesrs Lo leave unprotected an umporiant asctor of new com-
munications technologes. )
Many communications today are carried on or through systems
which are not common carmiers. Electronic mail. videotez and simi-
lar services are not common carrier services. Under exusting law

' Qimgiand ¢+ Uassd Saum 277 US s 464 13571 Compare Dow Chamoml Co » Unisam
Ssates ~ US ~ chisy 1Y 190 ceeria) phougraphy TuDest WIAGNL & TEFTRSL dame SN
A ni-. Californua v Ciresio — = iikey 19 1006 annat

:“hI-N- 1007, 30Rh Cong . 2 Sam 90. herewnafier 1968 Swnais Raport *
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the interoeption of these services or the disclasure of the
of aver thase services are probably not regulated or re-

icted. Moreover, totully privete sysicsms are repudly being devel-
opad by private companies for their own use. It 13 not uncommon
hhﬂn—muw_mumzmnmpnyinm
i the long di jes in ion of voice and
data networks. Since these networks are private they are not cov-
ered by existing Federul law. In sddition, dats is tr ittad over
trudional serviom as well as by these servicss Since
data, unlike human woice, cannot be surally intercepted, it is
also largely unregulsted and unrestricted under present law.
Todsy, we have larg Je el ic mail op i Hul
and cord leph aging devices, ministurized tr itters
hwmd.mw,awum&mw
astworks little more concepts two decades .
W;hmh:hndr‘ th.cboldwehpm‘ .f:f
' » the rsk t our communications will be
hhlmlh.:’}' rw-nnm - w:::d' liephun
L eng in more | sur
3 and wiraiaggtng thas in any since 1973.¢ Mereover,
of Technolagy

E
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iretap Act—the tapping of
despite effors by
ta,'! lagal protection against the un-
" of pewer surveillance tachaxques has not kept pace
hivfericoit B vyt Aoy Bl Eongremis

er on~
experts, and mast recent] both the General Accounti
Office and the Office of T ) ol A ' The & un:
A . tnted out ¥

i
:
i
a
]

;
|

age ). Survalisam Act. 0 USC Wl o
.‘.l‘-n-...nm-nmuusc ] ot any
'R Unmad Broum v Torram 151 P20 U715 (Tt Car 10041 eovt dmd ~US— 108 SO
E.';' ) vmart hes sulhery @ e warvael permsung vwes surveulancer. Kots v Unsa
-ul.lﬂu-‘hl'—\hA——u.“!-u o
v Now York. B0 US ¢} 11187) Found Amendsmont appiss o cbarlram

8 S guurnlly. Bigrwess Communsimns Act of 1983 Nearag NER Sefore
-...—.-a..o.u...-.-.’.'.‘ﬂ..“....f,,.s._ﬁ.c..".f'-..

{

Ay B s i T o B vt T T i 10 s e &

[-adr Prames o it Tahaniagys ‘ -
2

The o an inter can be expensive. and

00 F mi N
protected by the plain language of Title 111 e
& Crllular Telephone
In 1981 the Federa) C ications Ci issi d the

wm of cellulsr telephone services.t' This technolqy"um both
nd.n_? tranamissions and wire 1o make “portable” telephone service

: in 8 car, 8 briefc or in rural areas not resched by tele-
pbooe wire.

Ins :" r ‘l leph large service aresas are divid-
ol into honey haped seg or “cells”—each of which is
qmw-d with & low.power tranamitter or base etation which can

. and ! d within ita parameters When a caller
diels » on & cellul leph atr iver sends signal
over the air oo a radio frequency o a cell site. From there the
sigual ravels over phone lines or & microwave 10 8 computerizad
@aobile telephone switching office (“MTSO"™) or station. The MTSO
sutomatically and insudibly switches the conversation from one
bn.-uqnand_uofnqucncywnmhruthewruhhub
p-u }ypnl!y in & mocor vehicle, moves from cell to cell.*?

Cs ogy. bec it is more complex, is more difficult
o pt_than d ] mobil ieph . it is. howewver,
more acomssible than microwave tranamissions. Celluiar nirphone
:lhmm be 'by‘ by either histi d desgoed

L pu . or radio i
-u.l:.m “lrl::e regular scannery modifiad 10 interoepet
lebility of this technology pems a troudling conflict be
tween the technology of surveillsace end new lacl:‘iquuofoon-
munica using radw. lateragmion of cellular calls is illegal
under current federal law ¢ At least ome state has passed a law
specifically aimed at protectiag cetiwier cmlls ?* Notwithstanding
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. In the absence of market discipline. there is no presump
tion that the government will strike an appropriats bal-
ance 1 and fidentiality And the enor-
ous power of the government makes the potential conse-
quences of it sncoping far more ominous than those of
. . . & private individual or firm.'*

This legal uncertainty poses p ial probl h-‘: ber of

" o Ere e

But most important, if Congress doss not act (o protact the prive-
cy of our citisens, we may sse the gradual eromon of a precious
right.*? Privacy canaot be left 1o depend solely oo phynical protec-
tion, or it will gradually erode as technology edvances.!® Addition-

al legal pr ion is Yy W the y of
the Fourth Amendment '¢
The Commitiee believes the bill rep s fair bal be-
tmwen the privacy ezp ions of citi and the legiti Desds
of law enfurorment.
T T ocms Unper Cusamer Law
BADIO TERLEPHONES

When Congress passed the Wiretsp Act in 1968, most telephone
calls were transmitied as they always had been—by wire. Other
technologies, however, were already on the horizon. an inevitability
implicitly recognized by in protecting telephone calls car-
ried “in whale or in part” over wire. 18 US.C. 2510 Today, only a
minecrity of telephone calls are made through wire alone; the ma-
Jjority combine wire with some form of radio technology, usually
micTowave.

o Microwave

Microwave consists of extremely high frequency redio weves
transmitted point-to-point on line-ofwight paths between antennas
|’ d on or building tops (in tervestria) microwave sy
tems) and between satellites and esrth station “diah” entennes fin
satallite-based ms). Like most radio transmissons, the micro-
wave portion of a teleph call is wul ble to in| ption.*®
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these legal proscriptions there remains s real-life conflict as inter-

ception technology catches up wilth communications develop-

ment.** The resolution of these competing interests was carefully
idered by the C ¢

€ Cordliess Telephones

Cordless telephones are another new telephone technology pre-
senting a conflict between communication and interception. A cord-
lesa teleph of a handset end s base unit wvired to a
landline and a h hold/busi electrical current A communi-
cation s transmitted from the handset 1o the base unit by AM or
FM radio signsis. From the base unit the communication @ trans-
mitted over wire, the same as a regular telephone call. The radio
portions of these \elephone calls can be intercepied with relative
ease using standard AM radics *’

The legality of intercepting cordlems telephone calls has been
fully liti na‘vin only two states. The Supreme Courts of Kansas
and Rﬁe lsiand. both construing federal law, have held that evi-
dence obtained by an interce of a cordless telephone call by
law enforcement officials without s warrant can be sdmitted at
trial 9% In each case the court wea convinced that the radio portion
of & conversation was entitled 10 no legal protaction against wnter-

ion.?* This epproach sharply conflicts with the major relevant
federal case *°

These courts were not required, however. o decide the rights of
the other party 1o the conversations in these cases. persons using
conventional landline telephones. While it it possible to argue that
s persoa waing o cordless phooe knows or has resson o know that
the call can b eamly overheard, that argument doss not apply to
the other purty (o the conversation.

DATA TRANEMISMIONS AND KLECTRONIC MAIL
When Congress eoacted the Wiretap Act it specifically excluded

the tranamission of dats from protection against private and gov-
emnmental interceptions.®’ In the i{lummn‘ yoars. dsta tranamis-

sion and p y have a pervasive part of the

buai and home envir .
Comp and teleph hnologies have merged: the r
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video display scresns, and (requently it data over teleph
The array of services include electronic builstin boarda, electron-
ic dets bases, videotexzl services, and remote computing. of

these pew services permit an individual 0 use & heyboard and tele-
pmlpumlchnmmwdluundwnqin

mieractive servioss featuring banking and other fi ial services,
shopping. newa, and od on. Many of these servioes
also record the nature of Lhe (ranasctions engaged 1n by tho uger.
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new technologies represent both en explosion in commu-
as well as surveillance possibilities *8

One h 1r new computer services is electronic
mai, u service which combines (estures of the telephone and -
ic mail can include talez, tefetex, fac-
. systems that electronically tranamit
ad steve mamages. Man)y o-mail usere have found it 8 useful sub
stitute for cmiln, while athary utilize it instead of the gov-
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mail is provided by privete parties asd thus net eub) w -
mduuﬂwmlmu&rhnulhw"'x‘wm
intsrective in wax) cam \nvolve virtually iost ~oan-

[} of the service msy tachoically have access o the
cantents of the mamage md'_n retain capies of Lraasmissions. **
(4

P of current law governing inter-
ths use of email surveillance ina with the
Pourth Amendment, which protects our reasonable expecistion of
privacy. There are no reporied cases ing the acquisition of &
mail by the government, 50 an nrphnl.ien of the Fourth Amend-
ment to the interception of e-mail w epeculative. It appears likely,
bhowever, t.hnth.lhe courts would find m‘m to an email
tra inei ve @ “r bl P 3 4 o
warrant of some kind is required.
Mhmmmm.vhﬂemﬂ?myhmlmium

. R .
ly does oot involve the tranamission of audible lound'.‘
‘Communications Act might have some limited application. ex-
asgting law enforcement officials.?’ The Foreign Intelligence Sur-

- o ehartruma sl for & shart . thad

- Heanags. anpre aste 1} tiemumeny of P Walker' L aal ryusme orv dmguad

et e s Gients and supem of w ome of gvem {guure Mamagm sl
et ast asrmally scowed by e o masl

- - Privary Art may appiy ¥ s cragorss of remeds are weelved

The
wLsC 14%
=S I8 USC 3510 Useed Saws v New Yot Telaphooe Company. 434 US 130, i6a
--huuﬂ-‘nhmmm“n--dm O RO
.—ﬂh_.--—m—h—m--hﬂ_\:ﬂuﬂ:‘—;
Contunumi

u

digital or alphanumeric massage on & display screen A wvoice pager
& psreon who 'ilh-_ to communicate with the user o
ve ¢ recorded memsage which is then transmitted to the user.
The user actually hears the voice message.
The only reported case on this technology, Dorsey v. State.* in-

f

[ ped drug dealer. The court held thaet
thesr mumages are neither wire nor oral communications and
therefore, such interceptions are lawful.**

According to the United Statas Department of Justice, however,
the three typss of ng devices require different levels of statuto
vy protaction.*® The runent reasons that “tone only” pagers
carry no reasonable expectation of privacy and therefore no court
order ia required for s goverament official 1o intercept or monitor
such signals The imevceptios of “duplay ere” is, according Lo
the Departesrnt of Justice, alaw not within the ambit of Title JII;
the Department concedes. however, that becsuse. use of such de

_ a ble expectation of privacy, governmen-
interception of messages over such a system rqzlr‘u use of
ssarch warrant under the Fourth Amendment.*? Finally, the De-
partment of Justice concludes that s “voice pager” is simply the
continuation of an original wire ication, and therefore a
Title 111 court order is required.«*

The privacy of telephone customers can also be affected by the
e of m regiaters or other devices which record the numbers
dialed fr au ** Pen reg s can be used by telephone
companies for internal busineas parposes *° as well as by the gov-

erument for law enforcement pur; S b i Uus govermmenuil
:: 'hxh.!:- posed the most icukt quasbons for

Court of Plorela. © dte et
g @ Usnad Saatcs v Mall ol F e

i
_l
f
:

it oo

. 16). 167 (197Tr. Uniod Siasee

I J . comrurnng 18 gust and dumrniing in part N

-n --:n & venfy long dmance lling nfermatien Fuh.
ond e Nutlifo o G

S o COMPRAME Con VIR JrR fEQWlery (O detert

Slwe besan ﬂl-ul s.-.:u'l.: Y Tel Us ¢34 1'S 189, 170

@ (oanmy L Rav 2 102y 11Y.S Mlm:l:.'n:‘n -u-v.:o:l:‘:.

Aarrmm oty T ;
"rw» ':_" - ‘mnh:-u..: ¢ & Dnass L R Il-'..llh .w-lv?u‘-.‘. Guse &
" aQuue

crtms warrant o0 $ Titte Ul oy oraer Histinia ‘sopre hote 12 rievtimone o,

Habp: Remarts Fres item Cnsunad Divseon. Lanas Staum Dagnniment of Justce Office of
Amsnmes Wertahep. May 7, 10 Sw eiw Fahman. Wamvarem. ano Eaven

tx
[=
%
.
z
?
¢
¢
Ce
s

b
!
i

]
i 7
b
e
E i
]

i
F
.
{
!
:

;
|
g
i

il when e snfercoment officiais wulr Srvom
UP & e WSy phane Ghil h-nm-—.d?nulmu-*nm:‘:

Conunvuy

veillance Act, however, could be read to require federal law en-
fotcement ofTicials to obtain & court order before engaging in “elec-
tronic surveillance™ that acquires the of e-mail

cationa.?* These cnminal prohibitions do not apply o private per-

REMOTE COMPUTING SEAVICED

The use of remote computing servicss has also drumatically in-
creased.** Many persons use the faciliies of thess services to proc-
ame and store their own data.
A subscriber or customer 10 4 remows computing eervice trans-
mita records to a third perty, s service provider, for the purpase of
p pr ing. This pr ing can be done with the custom-
of o7 subscriber using the facilitus of the remote comz-iting service
in essentially a timesharing arrangement. or it can be accom-
cl"uhdb the service provider on the basis of information supplied

the su iber or customer.

Aa with electronic mail, remote computing services are stil] rels-
tively new, and there is no case law di y on point. i
bylndmun‘ucuml law & subscriber or customer probably
has very limited righta to smsert in ion with the diclosure
of rds held or maintained by puting servioss. *° It u

Yikely, b , thet of
dagren of Fourth Amandment protection. !
PACING DEVICED

An increasingly important o the i
systems is the ing system Radic paging is emsentially & one-way
message service. nt estimates indicate that there are over 2.5

i ers in operstion, bers are expactad to double
within five years.**

There are three basic types of paging devices: tone-only. diital,
and voice.** In s L ly pager sy an ide party places s
hlephouullwthem:erviawhkhinm-ndaaw w

t user has a telephone call The user
must then call back s specific phone pumber (often an answering
service). The digital or y pager permits the user to receive s
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The United States Supreme Court hes on two occasions decided
cases involving questions sbout the legality of installation and use
of pen reywters United Siates v. N.Y. Tel. Co*® presented the
question whether an ordinary search warrant was sufficient o au-
thoruze government use of a pen register. The Court held that the
existing federal wiretap law was not implicated by the use of s pen
register,* and that federal district judges have authonily Lo wsue
warrants directing Lelephone company cooperation with the instal-
lation of pen registers **

In Smith v Marland ** the Supreme Court found that law en-
forcement officials need not obtain a search warrant before secur-
ing telephone company cooperation in the installation of a pen reg-
ister ' The Court reasoned that because the person who used the
telephone voluntarily disclosed the numbers dialed there was “no
ressonsble expectation of privacy,” eliminating Fourth Amend-
ment protection.*®

The current practice of federal law enforcement agencies v W
obtain a court order. under Rule 57 of the Federal Rulws of Crimi-
nal Procedures.®® before using s pen _reguster *® This practi. con-
forms with the Foreign Intelligence Surveillance Act.*' whut. cre-
ated 8 requirement for a court order even in & domestic cniminal
case. ¢? Outside the himited context of foreign intelligence. Congrua
has specified no standard for obtaining & pen ister court order.
Thus. current case law and statutes leave federsl law enforcement
officials with virtuslly unchecked discretion to obtain informatios
through the use of pen registers. All the government needs to do s
mahke an application to & federal court; no independent judicia!
review of the facts is required.

RECORDS

El i ication technologies have b 50 pervasive

the! eswensive records sre maintained which reveal a great deal

about bew individusls interact with esch other. For decades. tele-
phose companies have mainiained telephone toll records and tele-
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Unciad Statan. 353 U'S 107 (185°: Lasriment of Titie 1] hae nst affecied U remait Carv. T
u--w:a-mnunuuumnuuﬂumup-

e US 133197

v ) 01 16548

o id o1 171-T8

“ezUS 13

" g . Te8

“#’h-.‘l:“ o} provaded for by ruie. the duirey redgm and

A uie spurifven [n oil comm met rebe. s
@ay TAUISLe 1At PrEcLy (8 Ay anner S IRMSMMELORL SXCA Ut o
et i whuch they st Feo R Caimw Pus 57

.- it v Labwrrt,

i

The o Lauris ] .
@iiier on Lhe Jud<iar) Unied Staum Housr of Wiven Ceoduried & rves 3ot o4
taters! dwtrut @un Chie! Judgem L axcvriain how frequently prn MR 89 wmed The nup
aanmilier reanved U it ngucaiat UL (0 Ui cOurta £ 1AW pID FRNSAe: o dpey
wery Wisined during the (irw ¥ Mwn 1.5

*1 Pubinc Law w311 W U301
gt USC 1N creeum criminas
vodiana. untmss swh ofT i hos eithe! mSrCh SArTent o & UM Order
pwianl prmduton WUSC I, eelinm  elnronx suredlanty 0 wiude W Gdyua
of the tenwents of wire communaaiuns and (wrihes definm  CunwRW 10 inclute any
ation macrrring the weaiity of (he poriws 16 uch COMMUNICALION Of Lhs CLAFOCE Sullh.an..
purpont o mmaniog of st OmMutiation  Thus. the Forege Inuligeny Surveadaar -
covers the ww of pos ragwsers H L Hop Ne 133, 95 Cong 34 Sem 6 u¥'00




companies have kept copies of telegrama There is & body of

w which sddresses the question of government access L this

data ** Similarly there are leget rules which limit tie access 0 in-
formation sbout postal correspondence.®® X

hnologies such as el mail and remote com-

The oewer
puumi_ndnum-lmdm'hkhdonunuu fit
within the legal categories which ezist (or older technologies *'hi-
lagal uncertainty has caused concern within the business communi-
ty for several ressons. First, to the extent that potential customers
heve lem protection when they use an electronic medium than
ith paper, there may be a disincentive to use an electronic serv-
* Second, if p with rds have & choice of mainwining
them “in house™ or with s third party, they may be less inclined to
g0 outside if such & move deprives tham of legal rights (such as

3 an opportunity to contest government acoess). Any

wlhn_lqn:{umru_im_ylhouldfmlwwfnmn

P the lsw with respect 10 more
S iaal technologs
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tion *' The mast frequent use of this investigstive tachnique is by
the Department of Justice *® Requests for telephone toll records
would appesr to easily excesd 100,000 per year.**

AL the state leval, some states have limits en access to
talephone toll records by state and local law enforoement. Colora-
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House Committee on the Judiciary. That legislation grew f
widespread general concern with government nur:e:‘l,lznm." out @

A.hgou(u ;:‘n}:ul: 214 waa not d, Congr K ier
revisi _ in genersl oversight hearings heid in the Y5th
Cuwrw.ann “1984: Civil Libsrties and the Nauonal Security
Aa s result of those hearings. @ bi)l, HR. 6343, was introduced in

$8th by Congremman Kastenmeier that served as o

| ngrem
During the 99th Congress. the Committee. ing th h the
subcommities on Courts, Civil Libertiss, and lhe%in::n‘uon of
Justice—heid four days of heanngs on HR 3375 the bill on which
H.R 4952 is based, introduced by Chairman Kastenmeier and
Cong Carlos J. Moorhesd. ranking minority Member of the Sub-
comroittee. An identical bull, S. 1667, was introduced in the Senate
by Sen. Patrick J. Leahy, ranking minority Member of the Subcom-
mittee on Patents. Copyrights and Trademarks of the Senate Com-
mittae on the Judiciary, and Sen. Charles McC. Mathias, Chairman
of the Subcommittee .
. On September 26, 1985, the Subcommittee heard from the follow-
ing witnesses: Senator Petrick Leahy (United States Senator from
Vermont), Phip M. Walker (general regulstory counsel, GTE Te
lJnn hf.,o:u h-gu.l f:fm l.‘.clh-u.rnmc Mail A:'gci-uo;’u; and Philip
. Quig presiden 1ef executive officer, i
Companies, an behalf of the Celluler Tel i 'md'h‘hblh
Asmsociaton). 4
On October 24, 1985. the subcommitice heard from Fred W.
Wm-mnoripn(nn . ication and hnologi
program. Office of Technology Asesment. United Ststes Con-
El. P. Michael Nugent (government affairs counsel. Edectronic

Systems Corporstion. on behalf of ADAPSO, the compuser
software and services industry sssmonation’, and John Stanton tex-

ocutive vice presid McCaw C i

beha!f of Tehocmter Networt : ey Companies, Inc., on

N?un :m‘:\ 1988, the eub ittee ook i y from
2 won manager for rate security, American

Telo| and Telegraph Company), J W. Kelly Jr. (attorney,

Southwestern Bell Telephone Com ilh

5 3 y), Perry Williama (secretary,
'A:’man Radio Relsy League, Inc.., a group representing h:::
i u_a*r‘ pratiells ng the of Dr. Larry E. Price,
preiden e groupy, George A. Kuhnreich, (vice president for
cur| l::c:c fdhr'}ma n::: ((overngnenul affars. Tandy Corporstion)

oh"if:."‘ > 5_° Sigen ezecutive secretary, Associstion of North

rch 5, 1986, the final day of hesrings. the witnesses

James I K l_(nlpg (Deputy Aasistant Auo:::y Gen:'rnl Crim‘i’::!l
Division, United States De&nmem of Justicet, and Clifford F
Fishman (Professor of Law, Columbus School of Law, Catholic Uni-
versity of Amenca, and author of Wiretapping and Eavesdropping.

N ity Sune,) ¥
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do.™® Californis.’! Pennsylvania,’® and New Jersey.'® have all re
quired that s court order be obtained before accems 1o telephone
created tranaactional information can be granted. The majority
view, however, a rs to conform with federal law, that is to
permit access on any form of legal procass.’¢

Teicgrams

The applicable federa] law would appear to psrmit governmen
accees to copees of telegrame based on the use of a subposna.”*
First cloas mail ssarches and mail covers

One of the mast frequently used forms of private communication
is the government operated first class mail system. Therefore. an
assesament of the limitations which have been placed on goveru-
mental access to the contents of and/or transactional information
concerning first class mail correspond is rel 10 any deter-
mination about what legal rights should exist with respect to
access by the government to newer forms of communicstions.

Under current Fedaral law, a ssarch warrant bassd on probable
uunimdndb'dmlhnmntnnmm-mmud

an investigative technique whereby the postal service the
sames oad eddressm of persons who write t0 an in tive
target or 10 whom such person writes. While the United tos
Postal Service does place Limits (by regulstion) oo the use of this
tachnique, courts have thus far declined to find a Fourth -
ment plicatad by the p "

SraTEMENT

Lagislation amending the Wiretap Act o include new technol-
ogies. HR 214, was first introduced in the 95th m&m-
g Robert W. K ier, Chairman of the ittee
on Courta, Civil Libertias and the Administration of Justice of the

1 Punpie v Sparimtve. 086 p 34 135 (Sup O\ Cole 1983, Chorum o GGCammms. 612 P2 1117
Gup O Cale I‘Lmv Corr. 422 P 24 30 (up x Coln 1904/
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Menans .-M“N‘-’tdﬂﬂluloﬁ 19012 Puageraid «
Suate. 599 p 34 $T2 617 Sup O4 Wy I9TH
. Stam 285 US 470 :1HIw

Plupp TN DNJ 1715: Swe guaaraliy Buraham Kagnag oa B on Smaguri Masl New Yord
fumm March L. 1996 pg B-10

The Subcommitiee took note that the Senate held a hearing on
S. 1667, on November 13, 1985.

After completion of the hesning process in the 99th Congress.
H.R. 3378, the bill on which H R. 4952 u based. went to subcoramit-
tee mark-up on May 14, 1986 Two amendments. offered by Mr.
DeWine, were not pted by the sub ittee. A quorum of
Members being present. the bill, as amended by Chairman Kasten-
merer by an amendment in the nature of a substitute. was passed
by & voice vote and reported in the form of a clean bill HR. 4952
was introduced by Mr K jer on June 5, 1986, cosponsored
by 14 Memb of the sub and 10 other Members: Mr
Moorhesd. Mr Brooks, Mr. Mazzoli. Mr Synar, Mrs Schroeder,
Mr. Frank, Mr Morrison of Connecticut, Mr. Berman. Mr
Bouncher, Mr. Hyde. Mr. Kindness, Mr. Swindail, Mr. Coble. Mr
Edwards of California. Mr. Conyers. Mr. English, Mr Matsui. Mr
Bruce, Mr. Owens, Mr. Mitchell, Mr. Kastmayer, Mr. Nowak. and

Mr. Leland.

On June 10, 1986, the full Committee coasidered H.R 4952 and.
after general debste, and without substantive amendment, ordered
the bill reported favorably by roll call vote, 34-0, 8 quorum of
Members being pressnt.

Surrost roz ™HE LecisLaTION

mmmmmnndmdw\dé:l corporstions named below sup-
} boched in legislati

port the pr P

Organizotions

Electronic Mail Association

ADAPSO (Computer software and ssrvices industry sssociation’

Telocator Network of America

Cellular Tel icaui lndunr{’A-nnwu CTIA)

American Civil Libertsss Union (ACLU)

Naticnal Association of Manufscturers (NAM)

US. Chamber of Commerce .

Naticnal Association of Broadcasters (NAB)

National Cable Tel of Am.l‘l.n: (NCTA)
wona (able te a N , :

1 Radio (NABER:
American Radio Relsy League (ham operators)
CBEMA (Comp and Buai Equi M

sQuip

facturers Amo

ciation)
US. Telephons Association
Videotext Industry Associstion
Information Industry Association
Electronic Funds Transfer Association .
Radio and Television News Directors Aasociation
Amsocistion of American Railroads )
Inatitute of Electrical and Electronics Engineers ([EEE!
Direct Markeung Aassociation
Utihiues Telecommunications
Associated Credit B Inc.
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U.S. Deranrusnt or Justice.
Orncs oF LAGISLATIVE AND INTERGOVEANMENTAL AFTAiRS,

Washington, DC, June 6. 1986.
Bon. Prrez Rooino, Jr.,
Ohasrman, Commutiee on the Judiciary,

House of Representatives. WasAingion, DC.

Deaz Ma. Cuainman: This letter is to advise you of the Depart-
ment of Justice's position with regard to H.R 4952, the Electronic
Communicstions vacy Act of 1986, which we understand is
acheduled for markup on June 10 by the full House Judicisry Com-
mittee. This bill es important changes to the existing wiretap
matuiee end Glls in current laws by creating ions to reg-
ulate interception of and access 1o new forms of electronic commu-
sication such as duta trensTesmons.

The Department of Justice has worked intensively on this legi
Intion ower Lhe past several weeks with the members and stafl of
the Subcommitiee on Courta, Civil Liberties and the Administrs-
Gon of Justice, as well as with interestod representatives of indus-
try and civil libertiea groups. While initial versions of this legusls-
tion did not in our view iy safeguard legitimate and viwal
law enforcement and nstonal security needs for sccess to commu-
nicationa, as & result of the negotiations that have occurred the bill
bas been substanually modified o sccommodate our concerns. In
our judgment the bill as presently drafted fairly balances the inter-
esta of privacy and law enforcement and i enaciment would rep-
resent & m&m}luhutcm gf l.h’e 99th Congress. holding forth

or busi

saforcement alike. privacy. and law

2
l_n_&hemnldu(gho- lution of cellul hnology permits the
? ortr of mobile-t bue sorvice (or mobile-to-
landline service! without the use of wire. cable. or other hike con-
[» ds that celluler icatrons be in-

won”. B cellu-
s tr d over a communicat
currently regarded by the FCC as s common carrier.*? u':n(‘;{n'::?
;hmmmlm » oot be idered “resd-
accummble 0 the general public™ at any time subsequent to the
date of enactment, regardless of how & provider of cellular service
is denominated by any stats or how the may classify any such
provider in the future.
Committee’s intention of providing privacy protection to cel-
lul.,r communications in any event is alsc reflected in the specific
on of penalties for the interception of such

grud‘d within the term “electronic

in the

communications **
Part of the impetus o clarify the illegality of inte: i -
lular communications has been 5 b’ «:?:J::.::r'
scanning receivers (popularly known as “scanners”) specifically
oting eavesdropping on conversations tranamitied over cellu-
systems. Apunnll; after the FOC aliocated frequencies to cel-
lular radio some | . rers of added the capability to
stop et and receive ! ittad on these fr "ha
Committee finds this development troubling. and expects that the
future design and mufnaup‘of ﬂmnltill take into sccount

ata.pnvxy pr phony in this iegisla-

”S_tlli:;l.lmull! ds the definition of “wire ication™
incl “any sural transfer mede in whole or i

the use of fi i for the tr ise) :! "lq’.'"mb';m

aid of wire, cable. or other like ion * * * furnished or oper-

ated by any person engaged in providing or operating such faciii-
Gas for the tranammsion of ¢ ° ° communicalion affecting uu:':
state or foreign commarce * ° °.” Sunilarly, section 10lwx5) defines
._ml_cm‘ Lronic son” to include “any transler of
ds. data n
.

signs, writing, i or of an,

nsture transmitted in whole or i e H
Ay e et foresgn commeree L o) ® " 7 e that of

y inclusion of the element “affecting (sffects) interstate
foreign commerce” in these provisions the Commitwee :l'o- n::
intend that the Act r activities d d de the terri-
torial United States. Thus, insofer ss the Act regulates the “inter-
ception” of iona, for ple, it, like the Omnibus
Crime Conl.ml_.and‘SAfc Str_e‘ehu Al;teof 1968, lates only those
p d within territorial United States.

Stowe v. Devoy, 588 F.2d 336 (2d Cir. 1978), cert. f'}l...d. 4:‘; Us.'S'.
931 (1979), cases cited therein. See also Berlin Democratic Club
v Rumafield. 410 Fszsu‘fp. 144. 157 (D.D.C. 1976), United States v.
Toscanino, 500 F 2d 267, 219-280 (2d Cir. 1974), Unutes States v. Co
trons. 521 F.2d 700 (24 Cir. 1975). Similatly, the controls in section
£0] of the Act regarding access 0 stored wire and electronic com-

0 S Collular Cammunamtumy Symems. 88 POC
AT T e w™

Accordingly. the Department of Justice strongly supporis the en-
aclment of h.ll 4952, Y
Sincerely,
Jonn R. Bortow,
Assistant Atlorney Ge

SacTioN-8Y-52CTION ANALYSS
Section 1 provides the short title for the bill, the Electronic Com-

munications Privacy Act of 1986.
TITLE I—{NTERCEPTION OF COMIMUNICATIONS AND AELATED MATTERS

Section 10! ina five sub C Sub jon (a8} ins the
definiti and d o definits used in this chapter
and in the new chapter 121 of title 18.

Subsecti @ax1) i three subparsgraphs. Subsscuon
(8X1XA) amends the definition of “wire communication” (o include
sural transfers. The term “surul tranafer” is defined is esction
2510 (18) of this title. The term “sural transfer” means s tranafer
mﬂnﬂ&hmw&ntuypﬁnlﬂmﬂm
lhtpinto(wimndpm’nldiampﬁu.ﬁudn
defirilon i L ded o i j leph services %0
Digitized voice ications are included to the extent that the

ication origi with h voice. As & result of this
:h:kng!, s company whase activities affect intersiate commerce and
i its own private taleph or el } A
tion system would have that system covered by the statute.

By amending the definition of “wire communicatuon” in subsec-
tion (aX1x8) to includ cati ilizing wires, cables, or
other like connections within a switching office, the Committee in-
tends that “wire communication” be construed to include commu-
nications mede over cellul Y (as defined in 47 CFR
§22.2)5¢ regardiems of whether the icati are b
Hul lonh or b s cellul laph and &

“landline” telephone.

Existing law, which prohibita interception of wire ics
tions or oral icats was ad prior to the deveiop
ment of cellular ions and does not provide Adqu?h

privacy to ions tr over & cal

system. Department of Justice has taken the position that.
under existing law, icats b a mobile radio tele
phone and & landline telephone are wire communications, but thst
conversations beiween two radio telephones and pot carned in
whole or in part by regular teiephone lu:- are ?ither wire com-

munications nor oral tions as all cellular
communications (whether mobile-to-mobile or mobile-to-landliner
obile teleph itching office. the Com.

must pass through a L w
mittoe bill will reredy this inadequacy and provide esplicit pnva-
¢y protaction to all ications utilising cellular radio.

0 The Wrm “ethev ks cmescuen” &

* Colloiar S; A hagh copanily \and mbue sysem W Shch VS ® 0w
wia dmrrene ¢ whath are umgnad s greups 0 gaagrapha COverag & RO aghe
"nﬁl—w“n“d“_-cﬁ-ﬂ [T
- ares
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munications are intended to spply only to acoess within the termito-
nal United States.

Subsection (a111C) amends the definition of wire cornmunication
10 delete the “common carrier” requirement. lo the current envi-
ronment. numerous enlities provide electronic communications
services beyond the traditional common carrier. Therefore. the
Committee chose Lo extend feders!l jurisdiction to the maximum
permumible constitutional limits by ’nvidin‘ coverage of s person
who provides or operstes facilit or 1ons that sffect
interstate or foreign commerce. See Heart of Atlanta Motel v.
United States. 379 U.S 241, 258-259 11964).

In the present tel ications envir a terminsting
or originating customer or subscriber will often have instailed his
own facilities to swilch or otherwise process his incoming or outgo-
ing traffic. One ple of such equi is the “private branch
exchange”. or PBX. typically owned or leased by the custome: and
located on his premises. and used Lo interconnect the customer’s
tele and date terminals with one another and with the lines
of local exchange carrier, one or more interexchange carriers.
and possibly other service providers To the extent that electronic
and wire communications passing through PBXs and other such
equipment aflect intersiate ree, the Ci i i ds that
those ications the p ed under Section 2511. The inter-
ception of an electronic or wire communication at s point on the
customer's premises 1 thus as much s vialation of Section 2511 a8
if the interception were made through the equipment of & commu-
nxatons carrier. Similarly, where s user has interconnected its
own equipment into & pnivate k. ications carmed on
the network are fully entitled to d!’rvmmm of Section 2511.

Sub ion ax1uD} ds the definition of wire ion
to exclude the radio portion of s cordless telephone communication
that is tranamitted betwoen the cordless lcl.cp;woc handset and the
base unit.

By “cordleas telephone™ we refer aof to & cellular telephone. but
to the type of telephone which uses s short range (s few hundred
feet) io link between the handset and the base unit in place of
the usual wire. Such telephones are regulated under Part 15. sub-
part E of the rules of t ‘ederal Communications Commission
(FCC), and are not i . made on
some cordiess telephones can easily be m_umpud with readily
available technolugies tsuch as AM radiol, it would be inappropn-
ste to make such interception a criminal offense. The absence of
privacy protection has been noted by the FOC. 47 C.F.R. §15.236i8!
(requiring & label stating “PRIVACY OF COMMUNICATIONS MAY NOT BF

EINSURED WHEN USING THia PHONE). This view also comports with
some recent cases See discussion of current law. supra It should be
noted that it is only the radio portion of the communication that
excluded. The wire portion of the communication remains fulle
covered 1n the same sense as & traditiona! wire telephone converss
ton
Subsection (ak2) amends the definition of oral communication t,
exclude electronic communications An orsl communication & ar
utterance by 8 person under circumstances exhibiting an expect.
tion that the communication 8 not subject to interception. undc:

'A'23'-- Rept. ¥-e4? 7



circumstances justifying such an expectation. In emsence. an orel
communication is 0o carried by eound waves, rether than by an
elecironic medium.
The definitions of wire ication and orul icati
are pot mutually exclusive. Accordingly, different as, of the

same communication might be differenty characte: . For sxam-

a parson who overheare one end of a tele; conversation by
b ing in on the oral utiernncm of coe of parties is intercept-
ing an oral If the d d taps into

the talephooe wire, he is intercepting a wire communication. There
have been casss lving radio cat in which the court
baving determined that the redio communication was not a wire
communicstion then analysss it in privacy terme to determine if it
8 an orul 1 The C vi-n.hi-unniurp»
prists considerstion and the amendment W 18 US.C. 2516:2) re

mcts that case analysia See, United Siotes 669
Jacts that case ysia. s u Rowe, F2d 23
Subssction (aX3) d 25104) of tisie L8 w grewnds o

definition for the term “interoept” with respact we electronic oun-
The deli undar current law of “interospt” is w

tained with r-g-enqﬁ'-r”md“wdw'mha.-'

the noo-vaice partion of & wire communication such as the data or
porica of @ voice communication. The term intercept
wnth respect (9 “slectronic " is defined 10 mean
“the of te of that through
*L(nymmnlo&? "
. ds b 1431 0 atnke the words
“idantity of the - smch "
T o s

agns, Is. writing, i ds, deta or intellig of any
Asture Lransmitied io whole or in part by & wire, radio, electro-

a8 the wire standards are followsed & single court order should suf-
Bow o euthorize the interception of both wire and electronic com-
munications involving the same lines or instrurcents.

l.n:_hn_m_d_ the term “'radio” in the definition of “electronic com-
munication™ in Section 251012; reflects the fact that radio commu-
Sications come within the ecope of chapter 119. A aumber of other
provisicas, however, affect Lhe legality of the intercepticn of radio

o tha proviaione diresias specifiml s -t
any of the provisions specifically to radio to affect the a
mp‘yotauu1uummummmulm.:
w0 :L bars of the public.

Subsection (aX5) adds & definition for the term “‘user.”

“User” means any persco or estity who uses an electronic commu-

fication service and s dul )
fio in- y suthorisad by the provider of such

itself would be an electronic ication and i ion of the

E’v,un‘u.l any point without either consent or 8 court order would
in of the By ast, if law enfor offi-

Gials were o install their own camerss and create their own closed
ammultvump'nuanln.}ju.thtu ure of the video
lnu-mldna.hmpmudor statute becasuse
there 00 interception of the contents of an electronic com-

o
:
L 4
8
!
d
é
g
i

probable cause 10 place o clawd circuit television camers i
m—-hn&nuaw-mofpﬁmﬁu‘:
¢ oast. -‘;yn-m. The 'hqhn:‘d:m'dmm tale-
Whmmﬂ_.&u.kuu‘m" Aol
Sanderda o video surveillance) The Committee is aware

E
EE
|
:
4
i
:
t
§

the ( tiee believes this is a wise ure pend-
ing either legislation oa the subject or a final judicial resolution of
Subssction (8X5) also adds & new definition for “slectronic com-
Dunication eystem” Lo mean any wire, radio, electronic photoelec:
tronic or photooptical faculities for the tranamission of electronic
communications. and any computer facilities or related electronic
equipment for the elecironic etorage of such communications.
Bubeaction (aX5) adds & definition for “siectronic communication
to users thervof the

$8Tvice” (0 mean any service which provides

 UVaiod Brosms ™
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ic. ph iectronic or ph ical sy that affects inter-

sate or foreign commerss, bui does not inciude any wire or oral
on.” Excluded (rum the definition of “electronic com-
munication” are: (1) the radio portion of a cordless teiephone com-
munication; (2) any wire or oral » . (3 any P
cation by a tone-only paging device; or (4} any communication from
a tracking device.
term “electronic i e i ded to cover o

broad range of communication activities that affect interstate or
foreign commerce. except that the term doss not include either oral
or wire communications. As a rule, a communication » an electron-
ic icatson Iif it is oeither carmied by sound waves nor can
fairly be characterizad as one containing the human voice icarned
in part by wire) C isting solely of data, I'ovdo.:

smple. and sll nicati itted only by radio
slectronic communications.
A wire ication the whole of & voice tele-

Fho-m'—hnmn if part of the transmission is carried by
ibre-apti ‘_cnbh or by radio—es in the Ccase q{_qﬂuhr_ulephonu

and long: or This result »
menll in sccord with the case law. See United States v. Clegg.
F.2d 605, 611 (5th Cir. 1975) United Siales v. Gregg. 629

Supp. 958, Y63 (W.D. Mo. 1986). Morsover, the conversion of s voxce
signal to digital form for purposes of tranamission doss not. 1n
itself. render the communication non-wire; the provider's chowe of
tranamimion tachnology should not be dispositive. The C

has Jly omitted from the defini any indi that s
wire 10n ot aleo exhibit some of the characienstics
of an electronic communication.

It should be noted that an improperly mechanical reading of the
phrase “in whole or in part * * °* by the eid of wire * * * could
sweep in virtually all voice communications made with the aid of
any slectronic squipment, insamuch as virtually all such equip-
ment includes in its assembly some length of wire or the equiva-
lent. The Committee, however, intends the quoted phrase w refer
0 wire Lhat carries the communication to & significant extent from
the point of origin to the point of receipt. and not W wire that ia
found inside the terminal equipment at either end of the communi-
cation. On the other hand, communications over a length of wire
that connecta two telephones in the same building would be pro-
tected as wire communications. Similarly a cellular wlephone
system which uses either the wire-line system or wires in a switch-
ing siation is covered as 8 wire communication.

A transaction may consist, in parts. of both electronic comrmuni-
cations and wire or oral icati For ple, the trans
mission of dats over the teleph is an el ic ication
but if the parties used the line to speak with one another between
data transmimions, they would then be 8 wire communica-
tion And, indeed, a party’s utterances into telephone mouth-
piece are an oral communication. The rules governing interception
or disclasyre may be different for each type of communication. The
Committee understands that the Department of Justice will apply
for a court order under the “wire” standards in cases where a tap
may intercept mized wire and slectronic commuanications. As long

Ed

ability to send or receive electronic communications or wire com-
munications. These services can be provided through the same fa-
cilities Common carriers like existing telephone companies are
deemed providers of an electronic communication service.

Subsection (a5} sdds a definition for the term “resdily accessible
to the genersl public.” This term is used in secuion 251 142* which
crestes an exception w0 the general prohibitions on interception
The new paragraph (16} states “readily sccemsible to the general
public” means with respect to a radio communication. that such is
not in one of five separsie categories In other words, if a radio
communication fits into one of the five categories then it will have
privacy protection (unless some other exception applies w0 preciude
coverage). The first category of p communications **
radio communications which are scrambied or encrypwed The
terms ecrambled or encrypted ere used in their technicai serwe To
“Enc " or W0 “Scramble” means to convert plaintext into unin-
ullinrn: form by means of equipment intended to protect the con-
tents of & ication from uni ded recipi Equipment
which merely changes the form of s plaintert message. vg.. &
device which converta an anslog signal to s digital strearn. doer not
provide “encryption” within the meaning of this bill. The use uf a
word code, no matter how sophisticated, would not suffice. Exam-
ples of scrambling techniques which are currently available include
the data encryption standard {DES).

The d type of pr d i is spread epectrum
radio communications These radio signals are transmitied uains
modulation techniques whose ial parameters have beer win:
held from the public with the intention of preserving the privacy of
such communication. See 50 Fep Rsc. 25234 (June 18. |98
Spresd spectrum technology usually invoives the transmission of &
sigmal ou different frequencies and the receiving station must pos-
ssmx the necessary algonthm in order to reamemble the signal

The third type of p od ications is redio commu-.ce
tions carried on a subcarrier or other signal subsidiary This .ate-
gory includes, for example. data and background music servicos
carried on FM subcarriers and dsts carvied on the verticai blank.
ing interval (VBD) of & television aignal Under Secticn
25) 12xgniinl), however, it is not unlawful to intercept subvarrier
and VBI jons that are tr itted for the usc of the
general public, eg. the stereo subcarrier used in FM broadcasting.
or data carried on the VBI to provide closed-captioning of teles cion

amming for the hearing-impaired. .

e fourth type of communications 1s those which ere
carried by common carriers. There is an exception for wor.oni)
paging systems Thus. the interception of toneouly paging s:stemn
transmissions will not be prohibited by this law On the «.ner
hand. the unauthorized interception of & displaying paging einal
intended for digital display by the paging receiver twhich in\vives
the t of alph ic charscters over the radio. ar-
ned by & common carrier 18 illegal.

0 Prossried COMMUAKEIS B8 wasd (1 Uus GAETIPUON aRns (At (e CRMIBUEICA ah & & h
orvme ingally quns cmat the of wow At ahe (MIG B b
a8 ene purt)y amm—t
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fifth type of protacted icats ists of certay
redio ls Inciuded in the Yy are Wi qm:'
A broad servioss and privaie mi
esrvices. M_ol_lh.,' ssrvices routinely urr:mw:';::
mﬂmuuumw‘imuumtﬁondﬁvxy.m

are described to certain Rules

of the Federsl C b’ ions Commissi m‘d_?, -

cludes certain com which are ially two-way voice
redio communications.

Part 25 of the FCC's Rules 1 ications made by

mtellita. Such ications sre not defined dily acces-

tion of oertain
251 1@guiaixIl
2 LRLR

types ) by

acuviti d by ion 705(b) of the
x 1 Act, relsting to the i ption or ipt of cer
ain mtellite cable programming for private viewing; accordingly.
such activities are not uclawful under chapter 119. Sectica
2511(4XbXiii) further provides that it is not an offense under Sec-
ticn 2511(4) to i Pt an bied and ypted “pet-
work fesd”"—ie, 8 mtsilite isgian that i isrd O 8
broadcesting ; }

tev-way voioe communications, such as those between stu-

F%Ei i
i

E s

J

E

:

g

3

;5
i
§§
i
3k
o
4
g %

the private i fized microwave service. This service
armies unﬁduudwm Under limited conditions, it may
wsed (o trunsmut csrtain types of television materisl. Trans-
. 4 are generally made with the intent of
mantaining privecy, and it would be inappropriate 1o disrupt ongo-
k thaose ications availabl

o

a,
3
5
&
§
2,
4
t

s,'ab-moa (aX$) also provides a definition for “electronic stor-
age”. That terms means “any lemporary intermediste storage of a
] w the electronic transmission thersof

and any storage of such ion by an electronic communi-
cation service for purposes of backup protection of such communi-
cation.” Section 251017) defines “electronic storage” o mean any
ssmporary, iotermediate age of & ication incud 1w

ute not only provides such a person with 8 right Lo brung suil, but
it aleo makes the actions of the journalwst potentially e criminal of-
fanss under saction 2511, even il the interception was made for the
purpase of committing peither @ criminal act nor 8 tort. The stat-
ute thus presents the purnalist with s hard choice' (o get the news
may him or her to & criminal conviction and/or civil Labil-
ity whether & journalist » convicted in fact may turn. under
Boddw, oo bow ng:y sitting years later assessas the journalust's
subjective untent. Commitlee finds such a threst to be incon-
sistent with the guarantses of the First Amendment Inasmuch s
the ded statute ses to prohibit interceptions made for
the purpase of commitung either a crime or 8 tont (ncluding acta
of defamation). the Cammittee believes that the public will L af-
forded u;gc Protectiod against improper of unscrupulous inter-

P Y ent s ded w0 only the shad
of a finding that ssction 2511 has been viclated by interceptions
made in the course of otherwise responsible news gathering. While
the appeals court decision merely sent the case k for further
t::lun!.dtnlopneng it is clear frlvn;’l.hc facts of the case that the

rm “uUnp r purpose” is overly broad and vague. The deietion
of the hmmﬁm_m place the ouepuogucne rty consent for

torti plions or r ion us, the original

ml ::. the Hart amendment is ps without maintenance
tion-breeding ndment & porwed

the Degartment of Justice. = o P b

Subsection (bX2) amends section 2511(21N to expand the ex
tion applicable to l’mi{n intslligence activities 0 make wnam‘:
provisions of cha) do not adversely affect such ectivities
us-euon :ﬂ(‘bl )of HR. ::.52 .ml'?r section 25112eD of Tade i€

ensure nothmim pLer ar chagter 121 of Title 18 s
amended by H.R. 4952, effecta enmting lega! satbonty for United
&'AI. Government foreign intelligence activities involving foreign

onic ¢ nacs e The provision neither enh
nor diminishes un1 authority for such activities; it simply pre-
ssrves the status quo. It doss not provide authority for the uct
‘;un:'uu the Con “f pects
: r mmities ex that the practice of providi
(h'cﬂmmds_onulnulligeneel‘ it prop $eh n‘i':

ie tive branch procedures and regulations rvv:rni

the conduct of intelligence activities, including those involving elz
tronic surveillance, physical searches. and the minimization of in-
formation ocollected concerning US. persons will be continued. As
in the past. the Committee expecta that any relevant changes in
these procedures and regulations will be provided to the intelli-
gence committees prior to their taking effect.

Finally, ss has n noted before, since Congress last addressed
the imue o[ pr_'lvu:¥ ofmmmpnignia.n,:din 8 comprehensive fashion,

b gies of ion interception have changed
dramatically, and are expected to continue to do so. These fuv:n
have raised serious wsues about the protection of the privacy inter-
ests of US. citizena. which are of great concern to thus Committee
and 1o the American people. For this reason, the Commitiee wishes
to emphaaize the ohligation of the heads of intelligence agencies to

the electronic transmission thereof, and sny atorage of such com-
munication by an electronic communicsison service for purpases of
backup protecon of such communicstion. Under Section 2710.

P storage is defined as an el ¢ of ™ computing
service”. These definitiona are not inlended to limit the terma
“electronic storage” or “computer storage’ to any particular
medium of storage. While storage often takes place within the

dom acceos a . the tert applies equally to
waorage in any other form., including that on magnetic tape. diaks.
or other media Thus, for le, the prohibiti against unsu-
thorised accems (o0 8 wire or electronic communication while it is in
electronic storage. ss set forth in Section 2701, would prohibit un-
suthorized sccess W such a communication while 1t is stored on
magnetic tape or disk. The prohibitions would apply similarly to in-
formation held on magnetic tape or disk pursuant 1o an agresment
w ide remote computing service.

(a15) sdds a new definition for the term “aural trans-
fer”. “Aurs] transfer” means & “transfer containing the human
voice st any point between and including the point of ongan and
the point of reception”. Under this definition voice messages trans-
ferred over 8 paging n are protected. It i i ded that com-

Uvin definution and thus will not be part of a “wire communica-
tion”. They would, however, be part of an “slectronic communics-
tion".

Subsection 10i(b) makes three differeat types of smendments Lo
existing title 18.

Subsection (bi]) amends section 2511(2xd) of title 18 by striking
out "or for the purpose of committing any other injunous act’.
Under current federal law it is permissble for one party Lo consent
to the interception and recording of a conversation. Thia exception
to the general prohibition on i ption. however, conlains an ex-
ception relating to persons who intercept or record communications
for illegal. tortious or other injurious purposes. This exception was
added in 1968 by the late Senstor Hart in an effort to prevent one
party from intercepting or recording s conversation for blackmail
or similar improper pu Unfortunately. that floor amend-
ment was not drafled with precision. As a result, Dumerous court
cases have arusen wherein the term “other injurious pum" has
been construed and misconstrued. Most troubling of cases
heve been sttempts by parties to chill the exercise of First Amend-
ment rights through the use of civil remedies under this chz?ur
For example. in Boddie v. American Broadrasting Co., 181 F.24 333
t6th Cir. 1984), the Bl;imiﬂ'. whose conversations were recorded by
@ journalist, sued pite the consent of the reporter who was a
party to the conversation. the plaintifT claimed that the recordation
was illogal because it was done for an improper purpose -:.?.;n

the

embarrass the plamntifl:. The court'’s opinion suggesis that i
network intended to cause “insult and injury” to plaintiff Boddie.
she might be entitied to recover. This interpretation of the statute
places stumbling block in the path of even the mast scrupulous

Many news stories have been brought w light by record-
ing & converaation with the consent of only one of the partss in-
%vd—oﬂn the journalist himself. Unfortunsiwely, many newes
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continue 10 keep the Permanent Select Committee on Intelligence
fully and currently informed of sll nlelligence scivibies pursuant
w0 Title V of the Natwnal Security Act of 1947.

Section 107 of H.R. 4952 emphasises that nothing in Title | of the
bill or the amendments made by Title I, such as the changes
10 18 US.C. 2511(2KN, provides authority for the conduct of any in-
weiligence activity

Subsection (b4} of jon 101 of the bill amends section 2511t
w provide new exemplions (rom criminal lisbility which are sppro-
pnate o the new types of technologies which are sdded to the pri-
vacy protection of the federnl wiretap law. Thua, the bill lists a
series of types of interceptions which are permissible .

The Commitiee has drafied the present Act with an eye to its
interplay with Section 705a! of the Communications Act of 1934 In
perticular, where this bil provides that “it shall not be unlawful”
for the public to engage in specific conduct with respect 1o radio
tr issi the C i ds that such & provision does
not “suthorize” the conduct for purposes of the first sentence of
Section 705(s) of the Communications Act. Accordingly. the legality
of such cooduct remains subject o inquiry under the Communica-
tions Act. ln contrast, where the bill provides that & specified
person “may” engage io certain cooduct. or uses similar language
i Live, the C ittoe i ds that such e provision
doos “authorize™ the conduct for purposes of Section 705ai. The le
i would be determined under Title 18. In add:-
tion, where judical inlerpretations h:l:‘fmioully determuned

i ivits implicitly authorusd for pur-
poses of Section 705, that interpretation is intended w0 continue in
effoct See. eg.. United Staies v. Freeman, 524 F.2d 337, 340 (1th
Gir 1975), cert. denied, 424 US. 920 (1976).

The first esemption is s generic szception. It is permumsible to
interoept electronic communications made through an electronic
icati y that is figured o0 that such electronic
is readily ible to the general public. The term

»i ded to bliah an objective standard of design
configuration to begio determining whether a system receives pri-
vecy protection. An exam of systems which are readily access::
ble include loud speakers hookad up 1o a telephone oy ;

It should be noted that the term “readily sccemibie o the gener
al public” is & defined term with respect to radio cations
See discussion, st —, supra. Under section 101(bu4} nothing car-
ried by wire is “resdily accemsible to the general public™.

Nothing ia the bill affects the use of radar detectors. becauss the
radar transmissions are readily accessible to the general public
Nothing in the bill, however, affects the authonty of states 10 regu-
late the use of radar detectors. .

The second set of esceptions relate o specific types of radio com-
munications which have traditionally been free from prohibition-
on mere interception. Thua, it is permimible to intercept any rads
communicstion which is tranamitted (1) by any station for the use

" r "
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A radio ications, including those utilizing tele-
i or radio P linked mes T
are certainly not those to which this legislation is aimed. All
i d d oo redic allo-

a8 an ezample, 8 muRiaad vedio receiser Jy &

ahould not eubject the amateur ® crissingl prosscution or herem-

ment in any fashion. A e | resson o

(S 3 de ahe bunde Many amateurs, far in-
ore earelied in the Military Affiinta Radic Systemn and the

Cwil Air Patrel, which wae frequencies o the
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the PCC that in viewing by home
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could in to civil

> o Ciwl and nistration of
Justios, Novemaber 27, 1985, Notiona! Football League v
McBer & Bewno's, — F24— (&b Cir. J 1986) (individual
ion of “clean fesds™ not p “n",“" ,“‘MM“:(‘

coamders Lions).
lsttur fallows )
Penazas C C
Washington, DC. November 27, 1945.

congremsional and C isxion etaff, b uested
affice issue an v on the ,"D.:";",&."Jw 1'}:(“"
Communications (o network television feeds. icall
ware whether Saction 705 prohibits owners of aatellite l’nl.'ﬂ'-
aas from int the networks' television fesds as they are
baing distributed to afliliates via satellite. In geverul, thase

t programming and the naticeal com-
mercial spom adveretising end

Qwurdth_-uuiuum.dunw"ﬁnhm
0t". Ser eg. Movie tema, Inc. v. Heiler, T10 F. 24 492 (8th Cir.
1088} Hoosier Home . Inc. v. Adhins, 685 P. Supp. 889 (5.D.
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the lagality of
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counted as part of the ng Therefore, unsu
interception of the satellite network fesds has the effect of reduc-
ing the ks’ auds and, as 8 g their affiliates’
pereling In it torma, this sppears to be analo-
gous to the horised i pticn of subscription television ng-
oals without pa: t

Bection 705a) expremly judes from its prohibition radio com-

munications transmitiad for the use of the genera! public. Sstellite
tranemissions. like MDS tranamissions, are, however, a common
carrier esrvice provided oo carmier fre s See Movie
Systems, Inc. v. Heller. supro et 495; Home Baz Office. Inc. v. Ad-
mer Tachnology, Movie Antenna, Inc., 549 F. Supp 14,
.N.Y. 1981); CAartwell Communications v. Westdrook,

465 (6th Cir. 1980). Por the reason di above

el
]

HIE
§§‘5§§2‘§
il
ég;é;;
!giiz
5 ;' :
gsgg 1

ELt

, b s ks ble their signals \n
jon 705. See Home Box Office.
.. d C TecAnok Mouwie A Inc., suprg
ot 21-22; Hosier Home Theater, Inc. v. Adking, supra at 396.
Finelly, we recognize that under ocertain conditions, Sectior
705! further excepts from the prohibition of 705s) the intercep.
tion of satellite cable programming for private viewing. The satel.

lite network feeds are not, however, aateilite cable -
anildeﬂndinwmiclnm&mwafb):m
oot otherwise b

H
s
]
]

~
R

sanction the interoeption.
In summation, Section 705(s) appears to encompess the network
satellite feeds. Unauthorized i ption of thase signals by home

owners with satellite antennas or the unauthorised sale of decuders
could lead to civil or criminal actions under Section 705. Ser e ..
Movie Systema, Inc. v. Heller, supra; United States v. Westbrook. 502
F. Supp. 588 (ED. Mich. 1980).

incerely yours,
Y Jacx D. Surmi, General Counsel.
Subsection (gXiv) also exempts from the mmnll prohibitions the
interception of any electronic ication the tr of
which w causing ful interference to any lawfully operating
station, 1o the extent necamary to identify the source of such inter-
ference. This exemption was by the Amociation of Norty
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Finally, thic gavl ption of a redio

Commities noles that interception and disclosure or use may vio-
Inte saction 705 of the Communications Act. See note 9, supro.
The penalty structure that more active participation is
n-—ry'hon.rmn in traditional wi ing or bug-
g:,mfm.u i degree of culpability attaches Lo such con-
Sirpilarty, Itiss are justified for or subee-
t offenders or for offenders who sngage in prohibited conduct
m‘mwvm other hand the Committes recog-

.

tranamissions

ion (s) amends saction 2518(10) to provide that the reme-
dies and senctions described i this chapter with respect o the
i-m?pu:n’dd slectronic qa:?u?'i':thm are the ﬂ':ly_j:)didll
of thin chagler involving such communciations. In the event that
there is & violation of law of & constitutional magnitude the court
involved in a subssquent criminal trial will apply the existing con-
stitutiong| law with respect to the lusi rule. M v. Qhio,
367 US. 643, 652 (1961), Mossachusetts v.

104 S.Ct 3424
(1984, Unted States v. Leon, 104 S.CL 3405 (1964).
Section 101 amends section 2511 of title 18 to add & pew criminal

oa by ad o Dew (SXA). The

new language P des that a p or entit idi
. ) jon ssrvice to the public } sot willfull
y lmrm_nqulo-uc‘
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that one’s state of mind is

tionai &8 to one’s conduct or the result of one’s conduct if such coa-
dugt or result is one’s conacious objective. The intentional state of
mind 0 applicable only to conduct and results. Since one has no
“ tro! over of d one “intend”

The Lorm “intentional” is narrower than the dictionary defini
Hon af i | 1" means more than that one vol
unferly d 1n duct or d & result. Such conduct or the

betw b and traditional voice te
sorvice. The provider of el F ications ssTviom may
bave to itor & i in order properly o
routs, terminate, and otherwise manage the individual messages it
functs which may be oecessary to
the provision of an electronic communication service, do pot in-
volve humans listening in oo voice conversations. Accordingly, they
are ot prohibited In contrest, the traditiooal limits on eervice
- “monitoring” do refer to buman sural
and are ad with 0 voice (“wire”) commu-

ion i youar y. Thus, unless cas of the ez-
L app ap found guilty of willfully violating cae
of the criminal is hapter, 'il.lhﬁlbh' for & fine
under the chapter ** and impva of up to five yesre or both
The firet exception for this general rule is that the interoeption
of redic communications punishable as one year misdemeanors,

i
fE
H
;
|

The

b t ists of or to interenp [
sstellite transmission that is not encrypted or and that
is transmitted to & broadcasting station for of retransmis-

tion d ‘network fesds™ under title
18. The P dose not d beyond 3 " The
18 VAL -mho&-—hbdb_._‘
ﬂ-‘ oladests ee o Gnsl o o SN0 snd ergnamtisun up

In contrest & knowing state of mind is (1) an awarenem of the

nature of the conduct, (2) an awarenem of or & firm belief in the

i of the cir and (3} an swareness of or & firm

belsef in the substantial certainty of the result. .

the distinction between an “intentional” state of mind and

a ing” state of mind is narrow but important As recently
stated by Mr. Justice Rehnquist,

Perhaps the most nigifnm. and most ssoteric, distinc-
tion drawn by {Mode! Penal Code) uul_m'b that between
the mental statee of “purpose” and . As we
anld out in United States v. United Staten m Co.,

US 422, 445 (1978), o person who causes & particular
is said 1o act purposefully (intentionally) “when he
consciously desires that result, whatever the {xhuhood of
t happening from his conduct™; while he is said
to act knowingly if he is awere “that the result is practi-
follow from his conduct, whatever bus

to that result.” [footnote omitted )

portant since ‘there -mm for unp-ly Liability
mired or merely knew of the prac-

_In certain narrow cl of crimes, h r, bag d culps-

term “i ional” doss not require that the act was com-
for a particular purposs or motive. Ser Secate Report #7-

"By the use of the term “wiliful” (throughout chaptar " 119-—end

m.n?rnyiu definition—the C i p PP
tin of civil or ciminal liability for acts of inadvertent interception.

This P ntaing an ptico to the limitats of divul-
gonce. The P pplies o p or entities providing wre
or electronic communication service to the public. Such or
entities are ted to divuige the contents

it d‘n.nz commu-
nicstion if: (1) otherwiss suthorised in ssction 2511(2xA) or 2517 of
title 18; (2) with the consent of ths originator of any eddressse or
i ded recipi of such ication; (3) o apy person em-
Muludnﬁniuvhef-ﬁht'-m_ublmudwch
ication to its destinstion, or (4) which were inadvertently
obtained by the servica provider and which sppear to pertain to
the commission of a crime if such divulgence is mads (0 8 law en-
forcement .
mummwmawk!mhrmnhtinz straightfor.
ward, Obviously providers should be permitted to divulge under
other provisions of the chapter. To be Lent with the one party
consent exception found in the chapter & similar ezception is ap
propriate here It is also logical w0 provide an ezception with re-
apect to activilies pecessary and intnnsic to the communication as-
uvity, therefore it is y pt com 100 interme
diaries. Finally, if & communication provider inadvertently obtains
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permit instalistion in the district W which the wvehicle has been

®) ﬁl&d)b’mﬁh(oul “at reasons-
bis raies” and insarting in lisu th f “for bl P in-
curred in providing such faciliti " " This is deaig
to it reumb to be st an appropriste amount
hmdthwkmwlornmwvity.Whihinm
erdicary case & flat or general rsta may be sppropriate. this

change will permit flazibility to permit reimburssment at a higher
iovel 10 unusual cases.

ey X e

9

ilahl

Subsection (¢) makes two in esction 25168(5) of title 18
Subparegraph (1) s rule for when the 30 days W instail a
tap or bug 0 run. Undar this rule the SO day time period
commencss on the earler of the day on which the officer first
begine to conduct an interception or ten days after the order is en-
tered. Under this rule if an officer took 9 days afler the entry of
the order (o effectuste the tap and bagun to overhoar cooversations
then the 30 doy time rnad would start from oo Lhe 9th da;
Subparsgraph (2) beection (¢) of 106 of the pro-
vides & special minimisation rule. Under this rule when an inter-
ospled communication i in & code or foreign language and an
expert in that foreign language or code is Not reseonably svailable
during that inte: iod, minimization may be accompiished
{nterception. In this regard. it is

238
41!
T

the
the 1
nteroeption and meks ilable to the i
ph (2) of subssction (¢} of esction 106 of the bill also
the monitoring of interceptions under this cha
may be aooducted in whole or in part by Government perscanel. or
by individuals opersting under with the Goveromen

-‘i

(=]
¥
2
H
4]

With respect to “oral ications” & limitad list of federal
officials can apply for & special order sseking relief under this pro-
vimon. The application must contain s (ull and complete statement
as to why the Yy fication requi are pot p .
mnwﬂuuonnuunﬁoid-nufyuwpmumit' the of-
fense and whose communications are baing intercepted. Jjudge
{n turo must find that the ordinary specification rules are not prac-
ical. las of. whare ordinary ification rules

L

i
]

1ot Cir. 19745 oert. cemiad, €13 US 1122

lh.‘-"f"'h l.h'ndu.' of authority will only be made
pursuant to spproval same level of officials es those in-
volved in the approval of applicats for wire i pts. In addi-
tion to this vol y regulatory limitats Department of Jus-
tice has ittad th - 0 sub to the rel Congres-
sional i any proposed ch in thess regulats at
loast 90 days in advance of any change.

S 108 ins (our sub Sub (a) provid

_The rule with respect 10 “wire communications™ is somewhat
similar. An application for relisf from the ordinary ty rules
must be made by a limited List of federal officials. application
mum show that

mmnitu;!_‘mlonﬂ’u-hn.purpn:m

the

i thase casss. the court
must find that the applicant has shown that such a purpose has
been evid by An le of 8 i ion which
phone booth to phone booth pumerous tires to svoid interception.
Alternatively, a psrson whose uhpbomulhminnmu:xo
said that they were planning oo moving from phone to pbooe or to
& pay phone, 10 svoid detaction would have democastrated that pur-

pose.

Both with respect to “wire” and “dral” communications, where
the (ederal goverument has beeo succamful in obtaining this re-
laxed specificity order the government eannot commence the inter-
caption until facilities or place from which the communication
i to be commenced is ascertained by the person implementing the
interosption order. In other words the actual intarowption could not

4 an i

commence until the or evi i
a con 'l:u.it-unﬂ:-inmh_mh
:rnddcmﬁﬂ order to tap & esrims of talephones, interoept
con - phones and then mini

5

versation over such
tions collectad a9 & result. This pr ‘cutho‘ den oo the
investigatory agency 10 ascertain wheso interception to take

the conduct of any intelligence activity. This provision i
102(bX3) are oot read es con-

that the d made in j

stituting any new authority; rather those smeodments t

lawful activities.

Bection 107(bX1) P jcati ity monitoring

from coverage by Chapter 119 or 121 of Title 18, United States

Code. C icati securif are pr i

taken t0 deny unauthorited persons information derived from
. ications and to the

United States Government
henticity of such i C sacurity
Tl s peneraiing. hacding, procemag. v e, aiora-
ical systems genersting, ing. ing, or using informa-
tions the lom hich could adversely affoct national interest.
C 18 security itoring s the i

Part of mun and is ducted p 0 detailed
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Washington, DC., Jonuary 8, 1984.

Lowooas D. Favesa,
Lisssenant General, USAP,
\ , Nationcl Security Agenry,

A George G. Mesde, MD.

Duaz Diacroa Pavnen: The sttached procedures ﬂwnnin(the
wmytmm:unmdm nited States

Order
muh-hmw’.m,mhnbyw

K‘

poreans information derived telecommunications of the US.
lated to o sscurity to ensure the suthen-
} and
ticity of such icati Such p ion results from the ap-
plication of escurity tudi ity, tr

son ualmy and emissmons security) to ohctrlal systems general-
] security or national ee-
i information. ltnhomclud-wcnwzatmdphyu
-lhmnw"‘tg‘cm_ to COMSEC information or materials

‘W&Mdbm.ﬂ\e isition of & bli
ication by el ic means with the ol.plﬂnnvho
s & party W an electronic bci but not the
wse of radio direction-findi j solely to determine the lo-

ention of & trensmitter,

e Priate Co ! A i in which the parties
lh-vu.nth.hnadthnrml\nhmwbr

thn.#&m&mdmm
or
uu_z including the preparation of such infor-
rdnrb, Jactrical, ol o nanicnl
msmmmuumw
Lulh dm!m&wa.lbonforhkv—-,h

b Gwcmnmu Thmlw Tclunmmnmu of any
. officer, contractor, or other entity of the US. Govern-
n-nt'hid_-mnqﬁcul purpose of mment and which

& FoLXCY

a The Government will conduct COMSEC monitoring activities
only as pecsssary to determine the degree of sscurity provided to
Government telecommunications and nd in wumcnng lhelr vl
nerability. Such activities shall be p
with current law, executive orders, and policy.

b. Government
COMSEC moai! by duly authorized dov'rmnenl entities. ‘l'he
ume of such systems Lyunym shall be construed to imply con-

Waiam Prmec Baorry,
Attorney General
Astachmants.
NACH! NO. 4000
GummLnas ros Tuz C or Co Bacuerry
Mosurrornug AcTivimas
1. REFERENCES

d. Naticnal Communications Becurity Directive, dated 20 June
. Exacutive Order 12358, “United States Intellignnce Activitiss,”
hdluwlﬂ
2. DITEODUCTION

The basic purpase of communications security (COMBEC) moni-
toring is to provide unique tmatsrial, oot readily svailable through
other souisas, &5 evaluate the status of US. COMSEC. The infor-

mation collected the OO program is simi-
lar to the iaformatico potentially svailable foreign
dures, & uip and oy based ce tachnical anal
mauunpm.mmmcfw
analyws. QO monitoring is, therefore, used to provide the em-
pirical data 0 d preh y thase
mu-&«d.hhmh
3. PURFOER AND S00FE

L'l'h'-lnn.ruc&npwid-pdiqnnd id. for the blish
meot of COMSEC itori d - with

L It i lmdunﬂluond

Communicstions Securit ﬂum(ld’cm d.)'h:h-ngu
the Director, National responsibility o
b'u lm-hrlhomduad‘ HSEW
m-lpﬂnbbbaﬂ?dn\lml
agencies engaged in or using the resuliys of
.LHSIXIM.RMMWM&-WM

|
5
i
!
i

eent o the moaitoring for COMSEC purposes of communications
carmied over them.** Users of these systems must be properly not-
fied in advance, in accordance with the guidelines in subpsragraph
6.a.. below, that their use of these systems constitutes consent to
nommnn. for COMSEC purposes. The Government shall not mon-

lhupr‘ written approval ofu\ochnfcucuun officer of the
ization tor his designes) and the written opinion of
m&umcmmuldw&wtmmumvh:h-mdm
ing the moaitoring that procedures, such as those contained in sub-
paragraph 8.e., beiow, have been implemented sufficiently w0 afford
dquumwmmzwunnmum-mm
¢. The Goverament shall not monitor for COMSEC purpases the
of any tel son when such monitoring would
constitute electronic surveillance.

d. In accordance with procedures approved by the Attorney Gen-
eral, information acquired m-dcnul&fnm Government tslecom-
munications during the course of suthorized COMSEC monitoring
'hchnhudnmlyloctumfmtm'ﬂ]bnferndhthe
military commander or law enforarment age: having
m;und.ncuon When taking such action, the rdCounn al’

the department or agency which is conducting the COMSEC moni-
toring shall be notified promptly. The results of COMSEC monitor-
ing may not bs used in a praosecution without prior coasul-
tation with the General Counssl of ths department or agency
'hnchpufeﬂndlhelenn(

‘I'he results of COMSEC monitoring shall oot be used (o

fawn 1 or munnlcll a8 defined in

E.‘ e H the Its of OO nombnuofUS
and Allisd military exercise communications may be used for exer-
umull‘mmu&rmmmnpﬂn
bie directives
fNodtpru-nlor
another

t or nnnq tor (DMS&: purposss without
the express prior written approval of s respoasible official of the
bwtmwwhm“w-wﬂdform
subparagraph 8.b.2).

g Itia mqnmd that OOMSEC monitoring operstions conduct-
od in a envir may result in
the temporsry acquisition of private communications COMSEC
nomw shall be mducud in accordance with operstionsl pro-

ures wl ‘u i ibility that the of such

will bt ired. Such procedures shall be con-

liﬂcm with the guidelines contained herein and shall be endoreed

by the General &ml of the department or agency isswng the
procedures.

** Consant » COMSIC suasenag & repured of auly ens purty 60 & SuSvarealus & Uuas
A
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6 CUIDELINTS FOR THE or
COMSEC o be undertak followi
‘Whm:;- in Phl.l;
) dlttc::n‘nd to measure the
dagres of i ing achieved by US. codes,

basis for im the

D Moitor felded Govern ph
. onitor ment y a8

discharge his responaibilits mavmﬂwoousacm
mnw&d&uw?wuhym_h‘imu;b.m_ i

i beepered obj
location, & warrant is required. See FisAman, ic Trocki
Devices and the Fourth Amendment: Knotts, Karo and the 0:
Bons Still Unanswered, 34 Carn. Urav. L. Rev. 277 (1885).
Section 109 adds two new affenses to section 2232 of title 18. The
new offense is to warn or five notice to 8 person that they are
the subject of an act of interception under title 18. The elements of
the offense require that the defendant have knowledge ** that the
federal law enfo; or investigative officer has been suthor-
ised or has applied for an i ion order. The defendant need

4% ne lhowse Regure 03- LB Crtanne! Cuds Asmmnen Acs of /908 s £2-28

Y.
(1) Decals an the ing or ing &
A Botice in the daily buli or L odi

@A i um to users.

s All reports, logs, and material in the course of
OCOMSEC monitoring will be afforded p ale
with the clamsification of the information and the ssusitivity of the
monitored ectivity. Reports or material produced from COMSEC
m'ha:h&au.fly-umy k of

e All OO monitoring recordings and writtan records, logs,
and notes shall be & yed a8 s000 as 0P ionally feasibl
d. Except as provided for in sub 54., above, no infor-

ooted, logged. or filed If within the capabilities of CO
tonag equi any such information that is inadvertently ec-
it sl it e i N e
be d identi ion and espung of extr
information i
disssmination of CO)

ends of departments :
(1) Provide for and conduct COMSEC mounitaring tions
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Secti lldu.,. d .:vwd%ﬂht:::ll.hhm-bc
tion adds to existing y J ivi dies by
suthorizing the Attorney Geoeral to cbtain an injusction o pre-
wvent felony level violats this chapter. This ]

elled after & mimi injunctions aguinst fraud) enacted by
Congrem in the Com, ve Crime Control Act of 1984. Public
Law 98473, sew also Report 97-307 st 1267. This section di-
rects the court to as soon @8 practicable to the hearing

i suthorized under such Because cageing investiga.
ticns may iovolve ) h Pt any oew order or exlen
sion of an order made after the geoeral effective date will be gov:
erned by the new law rules. .

Subssction (b) of 111 provides e | rule for atate su-

) effective date rule is nec.

of chapter 119 before they can authorize their
mate courts to enter such P arders. B of the mas
sive number made in chapter 119 by this title in rale-



the g L

earvice for o tack-up oo of such COmutaLIOn.
Bection Olwml-numwyhu—nw-
eut suthorizstion, or (0 d an suthorization 10 acosm, an elec-
tronic communication service and thereby obtain, alter, or prevent
suthorissd scows to & wire or ek oo while it is
w o i age in such o pe addressss the

§
S

the di of & wire or ¢l j jon during trans-
mission. term knowingly means that the defendant was aware
dm‘mndhmdm.lvmdwp_iunfmhlkfin
the of the requisite ci and an awareness of or
& firm behsef sbout the substantia! cortainty of the result. The con-
duct in question is the act of daciosure. The result is that the con-
tants have been provided to har per or entity. The circum-
stances involved are that the involved provides ehec i
communication servicm to the publi and that the contents relate
ulmucmkmmm.l(mw-w‘dm
cud ful blind Model Fenal Code saction 2.02.
(Tent. DraR No. 4, 1955) United Siates v.
Jewell, 632 F2d 697 (9th Cir.), cert. denied. 426 U.S. 951 {1976). The
| doss however, “recklems”

3

\ purpose
viding storage or computer processing services to such subscriber
or customer, 80 as the provider is not authorized to access the
contents of any such communications for purposes of providing any
services other than storage or computer processing. The prohibi-
tions of this suh are also fied by the pi in sub-

asction
Bection 2702s) protecta communications “received by means of
electronic * * * g subscriber or customer of such

transmission
ssrvice” and kept “solely for the purpme of providing storage or
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computer procemsing services to such subscriber or customer
* 2" In the case of either electronic mail or voice mail. the
sender—ea user of the service—has necessarily suthorized the ad-
dressee’s access to the The add ‘s ini of the

message is therefore clearly within the contemplation of ssction
2701ic) S the add having requested and ived 8
w.eh@mhnilmwmmml’wm

st a later time. The Committee intends that, in leaving the mes-
sage in storage, the addressee should be considered the subacriber
or user from whom the sy d the icauon for

uonge.nnd_lhn such ication should to be cov-
ered by esction 2702ax2).

Section 2702a) generally prohibits the provider of a wire or elec-
tronic communication service to the public from knowingly divulg-
i he ication while in electronic storage
by that service o any person other than the sddressee or intended
recips of such ication. or an agent of such sddressee or
intended recipient. Similarly, section 25113) of title 18, as amend-
od, prohidits such & ider from divulging the contents of a com-
munication while it 18 1n transmismion. Neither provision, however.
nor any other rovison in the Act, is intended to affect any other
provision of federal law that prohibits the disclosure of informauon
on the basis of the content of the information, such as the Faur
Credit Reporting Act.

The ;pphuuon of sections 2701(a) and 2511(3) is limited to pro-
viders of wire or electronic communications services. There are in-
wances however, in which a person or entity both acts as & provid-

services and also offers other services (o the public. In

X i the bill may allow disclosure while another

tederal requirement, -ypliaN to the person or entity in another
of ita roles. prohibita disclosure. The C i ] ds that such
instances be analyeed as though the communication eervices and
the other services were provided by distinct entities. Where & com-

ple of such an instance could arse under the Fair
Credit Reporting Act. 15 US.C. 1681b. which limita the circum-
i reporting iea may disclose cer-
tain information relsting to consumers. An entity may rform &
consumer reporting agency function, and may also &r:v wire or
electronic communication services to the public. h an entit
might provide iwelf with electronic communication services, includ-
ing the storage of dala relating to consumers. Sections 2701(a: and
2511(3) have no effect on the entity’s role as & consumer reporting
agency, and in that role the entity must comply with the disclosure
limitations of the Fair Credit Reporting Act.

Section 2102ax2) prohibits the provider of 8 remote computing
service 1o the public from knowingly divulging the contents of mf
communication carried or maintained on the service on behalf of.
and received by meana of (or created from communications re-
ceived by means, o} electronic transmusion from a subscniber or
customer of the service, and carned or maintained soiely for the
g:rm of providing such service W the subscriber or customer.

provision reflects the rapidly growing importance of informa-

5. Bept. 99647 - 3
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tion storage and procemsing to the Nation's commerce. Today, the
subject matter of commerce increasingly is information in electron-
:J“MUHM' of information itss!f has become & mejor

ustry. The secure storage of electronic information has thus
become as important to the ial ¢ 88 the p jon of
records. Accordingly, where an ication Is
|ﬂdb’lﬂ&.!hfﬁwlﬂ a servics, and is
stored on the subscriber’s behalf solely for the purpase of providing

elorage or computer procesting services 10 the subecriber, the Com-
mittes intends that the hoat h ith the

thon Anoth of implied might be inferred
from asture of the eds k For le, &
subscriber w a ion on & I “el
bulletin board,” with a bie basis for k ing thal
communications are freely made svailable to the public, should be
considered wh-vl;pvenm lolhe‘;h".m”wmd‘
communication. governing di or use are
led out in the rules of an e} ication servico, and
are availsble to users or f o

part of & user to disck o
Su_:uonz_lﬂnlopeciﬁ-l'-trmmmﬁlypmidiunvin
:ﬂu bl Mlnd:h\.o-ilql d'ulnﬂn sater of :
e poblic shs y divul contents of any com-
while in el ag! that service to any
person or entity other than the addresses or intended recipient of
such communication or an t of such addreasee or intended re-
cipient. Under Section 2702b), disclosure 1o any other perwon re-
Quires the consent of the eriginator or any addressee or intended
P of the ication. Under sowe circumstances, howev-
or, 8 customer of or subscriber to a wire or electronic communics-
tion ewrvice u:zmplmn communication on the servios without
pt The C A p Bebiel

da, in that

saction. Under the provisions of chapter 119 of title 18 apply. The
neral rule applies (o electronic communications which have been
electronic storage for 180 days or lem. The government is, how-
ever, pertnitted L0 use alternative means of cblaining sccem if the
communication has been in storage for more than 180 days. For
this sscond category dmndkngonh. the government may use an
d fe | or state law or &

faderel or state grand jury subpoena or 8 court order uader subsec-
tion (d) of this secticn, g t the customer obtaine notice.

tmeans, and that ezoeption is et (orth in proposed section 2704.
Th! Cornmittes required the mment to cbtain a ssarch war-
rant it {uded that ofa age in storage
were protactad by the Fourth A di Thar for such a
conclusion are set forth more completely earlier in Lhis report. The
Committss that electronically stored communications

recognized
can be of two l!p:l;hc first type of m:nld qzmmuniutiom are

tr and . The
sacond type of i of & back-up variety. Back u i
preserves the integrity of the electronic mmunialmmum
and to some axtent preserves the property of the users of such s
eystam. Most—if pot ali—electronic communications systems (such
o8 electronic mail systema), however, only k copies of
for & few months. To the extent that the is kept :ct
point it is closer (o a reguler buai record maintai ‘z;.u\ird
party and, therefore, dessrving of a different standard of protec
Subesction (b) eeta forth the ures the government m
h_ofwgnlanobhhnaph mmudnnyeletmk:lﬁ_w
vication held by o provider of remote computing eervicwo. The gov-
ornm.h:ny pm‘ using an °tf three duur:nliw meane of
access. gove may, 'uzw providi: required netice
hdnulhcnhrwﬂm.obwnnmuh.:wnm.“ﬂle
- ! " :’::

§

!
!
1
g.
E
|
:
i

mous sathonisnd by federal or stede law ot & grand bwen:
mw@rg\:«rmﬁ).m“in‘gn?mtmt
admini

L use of subpoena istre-
Uve summona qu-dmw-?a-um"ma

the parallel req in subsection (d) that a court order be ob-
:l.ndnn&rarmnundudp—mlnhndedh.:zlymnlmm
etandard officials must

records. Thua, to the estent

type of records X :
this chapter, then that law
f.ﬁ. thon:n _thpm:!omoﬂhr:uﬁon with mpc':‘::dn’at
ont offf icullN . Thus, stats laws such as those found in Colo-
‘ndo. Cnhl'imrnu. ew Jersey and Pennsylvanis would remain unef-
c\_“ion p respect to acoses by state government officials. See dis-
ey records acoess, supra. To the extent that such socems is
sought by a federal official under the conditions specified under
lhhuﬂwn.lhumhh-hmrﬁddnbyvinu- the Suprems-

v

o
that the ication ot @ mini be deemed addreseed to the
service provider for purposes of Section 2702b). Becauss an ed-
d may to the disch of a ication o en:
other person, s eervice + or system operstor, as im nl
d . mey disch of an H rl h
tion. -

-y Aad c iamd™

A person maey be en P a icats
for purposss of Section 2702, even if he is not individually identi-
fied by name or . A icetion may be edd d to
thememhuofuqva.fwoumph.lnonuadtnelectmie
bullstin board, for [} icstion might be directed to
all membere of a previously formed interest group” or, al-
temnatively, to all members of the lic who are intsrested in o
particulsr topic of discumion. In such an instancs, the service pro-
vider would not be liable for disclosure to any pereon who meght
reasonably be considered lo fall inﬂnd—Jinhndd recipients.

Sub ®) of proposed i ﬂﬂrwvﬂ-u istinet ox-
ceplions to Lhe general | ti on divulg ined in sub-
section (s). The first sxception '-;itll respect to divulgence to an

[

» aut statutory provisions in either 119
or this chapter. The third exception is divulgence with l.hewl:-ful
t of the origt . wid ! ded recipient (or sub-

limitations spply slong the agent cleim. the second ion ie di-

. y
righta as inteliectual property rights. right to be free from the
theft of services. The term is not intended to be read as to permit »
provider to contract with an unsuthorized party an obligstion to di-

vulge ol mrvdfw. without natice to or sny consent from
o

the orig and then to clairm that such divul-
genvce is to protect the rights in such a contrect. The sixth excep-
tion authorizes i to a law enf

of the were inadvertent! ined and

stored communications to
qualify as inadvertent.

section 270 contains the urel requirements for
the government to obui.n sccees {0 -_u:tn:nic enl_nlnunicl_tiw.h

& oy

storage and tr
2103 contains four subsections. .

Subsection (a) sets forth the requirements which must be met
before the government may obtain sccess to the contents of s non-
woice wire communication or an electronic communication in eter-
age. As 8 general rule the government must obtain e search war-
rant. The contenta of the vorce portion of & wire communication in
storage such as with “voice mail” may ot be obtained under this

¢y Clause. Examples of such federal leyel suthority include sdmin-
istrative summons used by the Drug Enforcement Administration,
2! US.C. 876, and by the Internsl Revenue Service, 26 U.S.C. 7609.
Nothing in this suthorization eliminstes any notice which may be
required under other laws. See. eg. 26 US. 7609. The notice re-
quired under subsection (bX1xB) (it and (ii} may be dispensed with
if the conditions of section 2704 have been met. The type of records
to which the provisions of subsection (b) apply are set forth in sub-
section (bA2)

The type of electronic ' held by o re P
ing service which is protecied from governmental sccess is limited
by certain p diti The jcation must be on behalf of
o subscriber or of a puting service and such
communication must have been given to the remote computer serv-
ice under narrow conditions. The narrow conditions are that the
communication must have been received in a certain form tie by
means of electronic tr ission or simil ). In addition, the
communication must have been surrendered solely for the purpose
of providing etorage or computer processing services to the sub-
scriber or customer, and the provider may not be suthorized to
sccess the contents of any such communications for purposes of
providing sny services other than storage or computer processing

Bubeection (c) sets forth the rules under which the government
may require the provider of electronic communications services or
remote computing services Lo disclose a record or other transaction-
al information concerning & subscriber or customer (other than the

of s ication) The type of records involved are bill-

ing records and teleph toll ds tincluding the record of long
di bers s sange unit detailing information). The
ernment need not provide notice to the subscriber or customer
&!kmhmb&m!mo{m.mmmhnd.
the government must use one of three sets of suthorized proce-
dures. The government can rely on sdministrative subp or
grand jury subpoenas (o the extent that such processes are legally
suthorized. Alternatively, the government can use @ search war-
rant. Finally, the government can seek s court order directing the
disclosure of such records. If & court order is sought then the gov-
ernment must meet the procedural requir of subsection (d).

Subsection (d) provides thet the government shows that there is
reason (0 believe that the contents of an electronic communication,
or the records or other information sought, ere relevant o a legiti-
mate law enforcement inquiry. The only contents which can be
sought using the court order option are, of course. those stored for
more than 180 days.

It should be noted that when the government is required to give
notice to the customer or subscriber that the purpose of such notice
is Lo provide the subscriber or customer with sn opportunity to con-
teat the propriety of such a disclosure. The customer or subscriber
has standing to rsise any legiti defs to such disclosure in-
cluding any constitutional claims under the First, Fourth. Fifth or
Fourteenth Amendments, any claims of privilege. and any svail-
able defenses to imprmperly isaued subpoenss. Whether eny of
these claims are accer ¢4 by the court before whom the spplication
is pending will depen-! -in the facts of e given case and the state of
the law ot the time
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Subsection (a6} provides that upon the expiration of any period
y the governmental antity which obtained the mrn-

!
3
'S
|
I
i
4
L

aleo Wil the customer or subactiber when the informaetion was fur-
mished, that the notification was delayed, who suthorisad the delsy
‘unk'htgtwmdh-.
Mt.l)dﬁmfwmd&immm
! ory efficial”. Such term means the investigative agent or
aEgtAnt investigative nqntmcwumquivdemdr icial in
tigating agency’s headquartars or regional ice. The
tarmn also means the chief prosscuting stiorney or first assistant
attorney or an equivalent official in a regicnal or head-

& proosdure for the govern-
customer

or subscriber in & narrow of ci . A such preciu-

aive mey mybmm-hn&mmmnct

—mwm.wmmwzm‘fwum
dals: a i -y

E.

. ) 02. 2708 and 2704 affect the contents of communics-
muww'h.'n'.. a is being i ‘u':r.
ing facility N

that subscribers and customers be afforded

thase reconds. Tharelore. o provider of el e communice
e a8 an electronic mail service not di

ez0eptions in ) apply. the exceptiona, (bX2), a

where the t m\‘dmu‘d&ruﬂ«m’

‘lhcommtho has sought to add significant protection to the
provision of remote compuling services where the contents of com-

§
]
8
Y
&

are electr lly transs d to such service. In most

e i o o o L parie bave 2o el pr
Y PT Lt tes me

Court has held that an employer's wage records are not llle" o

the oo of interest by an employee. Donaldson v. US. 400
US. 517 (1971). Similarly, in Hnlkr':a‘. m. 425 US. 43%. %,976.. the

" or physical safety of an indi
. i

n

Subsection (b2) sets forth service of procems rules. Service under
this esction may be made by registered or curtified mail to the ap-
propriate governmental entity.

Subsection (b) provides that the government shall be directed 10
file a sworn resp if the chalienger has met the requirements of
this e The gover | resp roay be filed in camera
i u.lfuuw_rn:.monlbc“h.hqhim‘thlmd

:pn the cf then | [ g3 may
ducted Any add sl pr d and s decision on the
Mwunﬂlph‘h.izm‘lwr

y. nothing precludes s or eubscriber who
is later the subject of & cni | ding from raising these
issues again t the sanctions limitation of section Z108.

2705 ia) provides the condi b delay of
any required notification may be achieved. Under subsection axli
e mental entily may requast s delay of ootification for s

court that thers is reason (o believe that such notification will
produce adverse resulls as described in sub son (aX2) of pr d
F44 ively, wi an administrative or ju

3 here

subpoena is obtained. delay may be achieved if 8 supervisory offi-
cial files s written certification that such delay is necessary to
avoid ad ita. In the d case, the delay in notice can

only last initially for a period of up o 90 days.
ion (aX2) seta forth the adverse results which can trigger
the delay of notificstion set out in paragraph (1) of this section.
There are five ad adverse ita: (1) end ing the life
vidual; (2) flight from prosecution; (3)
ith evid (4) intimidation of po-

of or tampering

i i tincluding victims of sny crimaes). and (5) other-

ﬁ_ﬁnﬂymﬁﬁumh‘bﬁuwuﬂdy&ﬁun
trial

mtion' (aX3) requires the government to maintain a true
copy of the certification required under paragraph (1XB) of this sec-
tion.

Subsection (aX4) provides that extensions of up to 90 days may be
made of the notification so long ss the original requirements of this
ssction sre met with respect o the extension.

18

Court held that an individual has no standing to challenge the dis-
clasure o government of records maintained by banks for their
checiing sccount customers. In Donaldson, the records sought were
the wage records of the employer and were Dot kept or mantained
for the employse. In Miller, the bank customer used the bank as an
agent o facil fi ial tr ; The r ds of 8 checking
account were evidence of & public transaction and the disclosure of
them to a grand jury did pot violate any coostitutional rights of
bank customers.
These cases were studied extensively by the United States Priva-
3!‘ ion Study C ission and by the Congrems. The Report
the Privacy Protection Study Commimsion, Prreona! Privacy in
an Information Society (1977). The Privacy Commimion recorn-
mended thst individ have enforceable rights to limit the discio-
sure of records maintsined about them for third parties. The Con-
greas acted upon thase recommendstions in the financial records
nmbyonmin(unmchlwﬁmnchl?ﬂvw[m&nlﬂi 12
SS.C. $400 ot seq. That statute I: -tlncrruling Miller requires feder-
ment agencies to use process o obtain beank records
mmmtmmrmukwthluhp_
Last term the Congress estanded this type of record privecy pro-
o records maintained by cable operstors. In the Cable Corn-

the n
of one-way and two-way ssrvices are restricted in the t of infor-
) i about subscribers. Public Law 98-549.
- ihe gove “nwmmn% l nhr:Pin;m

i T o i only a court

avaoforlan;uﬂwithnwunitymm i [7)
r and contest the diaclasure of the information.

18 Commitiee is convinced that the subscribers and customers

of remote computing services should be afforded s level of confi-

of d intained on their behalf for

mwrymdwwidwmmwmm'ﬂlnothdir
dudorﬁnhdbyhmwmu@paruinumdou
:Lply or if the government used appropriate legal process with
W«mmmnquum
their righta. . )
2706 ins two sub Subs ta)
that a g ] entity obtaining the of com-
munications, records or other i information under sec-
tion 2702, 2103 (with certain exceptions) or 2704 of this title shall
pay the person or entity providing such informstian a fee. The fee
under this ion shall be reimb for such costa as are rea-
sonsbly necessary and which have been directly incurred in search

for, assembly, reproducing or otherwue such informa-
tion. ud-’;l in such e:-‘u are delivery costa. included are
any costs due to the necesaary disruption of the normal operations
of a provider. L

S ion (a) pta from the re pr cer-
n t of records unless the requirement of subsection (c) are
met. type of records involved are telephone wll records and

listings. These records are excluded, because for the most
ﬁ;’m‘mfrnammm haa not traditionally psd for such informs-
tion. Nothing in this excluson, however, affects the goverument’s
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& teisphone to request information “then P

0 be d cloewhere.
Subsection (b) provides thst the amount of the fee provided by
F this section shall be either mutually agreed upon
subsection (s) of rrin sl e _ ipon
be appropriate. 3
Subwection (¢} drwn-d ssction ﬂwh’;wdrbt:-:‘::n“u::
spon the request nmm fortmation, requast
propriats court (o order rei . for pay o ex-

sought without compsnsatioc then the -~
R ot e U0 etaine five subeactioen. Submection @)

mrncr X
#8 (1) & court warrant or order, 8 grand jury subpoens. & tive
suthorisation, or s statutory suthorization, (2) s request of any in-
tigative or law enf officer under jon 25187%;, or (3} &
faith determination that secuon 2511(8) of this title permitied
ined of
(e) provides the of limi Under this sub-
eection & civil action may pot be commenced later than two
after ich the claimant first discovered or res-
the vialstics.

This title one b of the bill
Bection 301a) adde six Dew sactions (o Litle 18 relating 10 pen regus-
tare.

tion JI21 ine thres sub Subs: ta)
containe s general prohibition oo pen use. The sub

¢ of a wire or

0 the protection of the rights or property of such r, or to
the protection of users of that service from abuse of the service or
anlswiu) use of service

The sscond permissible condition for the use of a pen register is
to record the that 8 wire or ek i ication was ini-
tisted or completed in order to pr
vider furnishing service rd the L

Bubssction (c) provides that penalty for knowingly violating sub-
snction (a). The penalty is & fine under this title or imprisonment of
up 1o one year, or beth.
ﬂn&‘:‘udu madrdmhm:
propassd chapier was purpnaciul; tharefore, oo grivate casss
acton should be i l'dund::'-hdi*r for
axtion pTOV the precedures making an ap-
ication for a pen rugimar order. Under subsection () an attorney
the government may make an application for an order or an
exteasion of an order authorising or approving the installstion and
@se of pen registers. The application shall be in writing under cath
or qmv(:l;;,l affirmation to s mndeanp::m jurisdiction. Sub-
P P with res; P~
ents The phrase “. . . unless otherwise prohibited by State
w" in this subsection makes clear that this law doss not preempt
any existing state laws with respect o instatlation snd use of pen
registers by siate officials. To the extent thet state lew currently
provides that s pen register may only be installed or used by a
state official based on some other, higher standard of proof, t
law will continue in effect with reapect 0 such officials. See Prople
v. leder, 666 P. 2d 135 (Colo. Sup. Ct. 1983);, Note, On Privacy.
Pen Registers. and State Constitutions: The Colorsdo Supreme
Court Rejects Smith v. Marylond, 15 Tol L. Rev. 1466 (1984); People
v. McCunes, 51 Cal. App. 3d 487 (1975) Subsection () provides what
factual detsils need to be provided in the application. The applica-
tion shall include the identity of the sttorney for the federal or
#®ate government and the identity of the di king the ap-
plication, and a ocertification by the applicant that the informatian

i
5
g
i
{

¢ f
E

b
j

earvioe pe luding offs and 0

disclose 0 any passon the FBI has sought or cbtained such in-
formation or remwds. . )
Subsection ¢d) provides that the FBl msy dimeminste informe-

of a wire communication service, L
persca | furnish such person 'lt:‘dl information. facilities,
) y o eff r ru

P o s oving ammance wnder thia secton aha]
ides that the ing assistance r section

u‘i‘for such reasonable expenses incurred
in providi ch facilities and assi This 10n pro-
I:nwn am"u nﬂe: that which applies under chapter ll; of
title 18 and is intended to be interpreted




orders applied for by law enforcement agencies of the Department
of Justice. Under a current order of the Attorney General statistics
concerning pen are compiled. M. dum from Asist-
ani A Generul, Cri i Division, Department of Justice,
Mpﬂ.}('yu‘;hdl‘lnv-gbﬁv_cmd’u&nu.
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P . Such term does not include any devios used
communication service for billing, or recording as
. for communications services provided by such
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* ; State, the District of Columbia, Puerto
or territory of the Unitad States.
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New Buocsr Aumoarry
I regard to clause (1X3XB) of rule XI of the Rules of the House of
Representatives, the bill creates no new budget authority or in-
cyeamed tax expenditures for the Federal judiciary.

Based on information from the Department of Justice, we do not
ummmld&huullumultinan'umﬁum change in the
governmant’s law ’_’ x practices or ditures. H.R. 4952
would in

With best wishes,
Y,
Rupowrn G. Penza. Director.

Cuancan ¢ Exooring Law Mape 57 T™ms Bau. as Rerosroo
In compliance with clsuse 3 of rule XIII of the Rules of the
House of Representatives, changes in ezisting law m-de.;y;.lhcbm.
-n_prud.mllho'nufollon(uhuuh-mmdwhomit-
ted is enclosed in black brackets. new matter is printed in italic,
axisting law in which no change is proposed is h i roman)

TITLE 18, UNITED STATES CODE

PART I-CRINES
. . . . . . .
310. Wire end ok ond of
- i B0
. - e . L] - L3
28 Sawei Woe and Elactrons Qe ond Tre
Retords A 70

CHAPTER 108—SEARCHES AND SEI1ZURES

2232, Detruction ar remwvel of property to prevent seizure

(@) Pwvarcar Iwrmnvsrswcs Wrrs Szascn.—Whoever, before,

or afler arizure of any property by any person authorized
to make ssarche and seizures, in order to prevent the seizure or
%y goods, wares, or merchandise by cuch person,
saves, throws overboard, Of removes the same,
MhrmmdeM‘lo.MGinm' more than five

yeoars, or X
@) Norics or Sgarcy.—Whoever, having knowledge that
person suthonzed to make searches and seizures has been nutl::r’-
1sad o1 is otherwise likely to make @ search or seizure, in order to
prevent the suthorized seizing or securing of any person. goods,
wares. merchandise or other property. gives notice or sttempts to
Bred ot more: tham $10.000 ar “ipvisomd” me ioereon shall be
plabros vy X or im oot more five
(cs Norics or Cxstain_ Evzcraonic Suavel -
Aoving Anowiedge that a Federal ! o‘rl-‘ NC“-,’WM"'.

™

Ierianionaay Inpact StaTement

In regard to clause 21x4; of rule X] of the Rules of the House of
Repressntatives, the commitos fesls that the bill will have o fore-

bie inflationary i on prioss or costa in the operstion of
the national economy.

Fexpemar ADvesosy Comanrree ACT oF 1972

Cosgummoonat Busosr Ornce,
Washiagton, DC, Juns 18, 1086.
Hon. Pyraz W. Rooixo, Jr.,

Chairman. Committer on the icvary, House of Reprementotives,
Rayburn Office Building. Woshington. DC.
Ma Chamman: The C 0nai Budget Office has re-

cost 10 sta 8.
R 4952 makes & number of amendments to Title 18 of the
ted States Code concerning access to .lmth- comImunica-

5,
i
]

b

?

g

I

!
|

mhiﬁlbnalhe_dmm.‘l_'h'-uu-mclude
i Mu_fw.u—wmﬂmwnndu-qf
ogi by gover t entities, and Tatls I1 includes & provi-
TR 552 T i to e private
LR 4 requires government entities compenaate pri
parties smembling or providing information concerning stored elec-
troaic unications, or asmsting in the istallation and use of &

r. B suc! jon is currently provided in

i

3!

officer Aas been authorized or Aas applied for authorization under
cAapler 119 to intercept a wire. orol. or electronc communication. tn
order to obstruct. impede, or prevent such inlerceplion. gives nofice
or allempts to give notuce of the possible interception to any person
shall be A:iuudcrthuwkormpw not more five
re. or .

’-Wlumnr. Aaving knowledge that o Federal officer has been au-
thorzed or Aas applied for authorization to conduct electronic sur
veillance under the Foreign Intelligence Surwillance Act (50 USC.
1801, et seq.), in order to obstruct. impede. or prevent such actituty,
fivew notice or atte to give aotice of 1he pomsible octivity to any
pmnhcllhﬁﬂn&rthhtﬂkwﬁwrﬁmdwmm
five yoars, or both.

L]

CHAPTER 118—WIRE AND ELECTRONIC COMMUNICATIONS
::TTESS!SZPI'ION AND INTERCEPTION OF ORAL COMMUNI-

Sec
2510 Definsiane.
2581 Inguncisen aguinst iingn! snseronptaen. :
§ 2810. Definitions
As used in this chapter— L
(1) “wire communication” means sny [communication]
ourul transfer made in whole or in part the use of fa-
cilities for the ission of AL the aid of
wire, cable, or other like connection between point of
origin and the point of reception (including the use of such con-
tcAing jon) furnshed or operatad by any
{as & common carrier] in providing or operat-

pereon ¢
ing such facilities for the tranax of inter or foreig
scations or Wﬂz or for-

ign commerce, but such term does not iacl the rodw portion
o cordless teieph ication that & ted be-

[}
tween (e cordlew telephone Aandaet and the base unit;
(2) “oral communication” means any oral communication ut-
tered by s perwon exhibiting an exp that such commu-
ication is not subject to i ption under . Jus-
tifying such expectation, duf such ierm doss mot include ony
electronic communscation;
. L] L] L L]
4) “intercept” means the aurs! or other acquisition of the
contents of any wire, elecironic, of & comrmunication
through the use of any electronic. mechanical, or other device.
(5) “slectronic, mechanical, or other device” means any
device or spparstus which can be used 0 intarcept & wire Lor
orsl]). oral, or electronic communication other than—
{a) any telephone or telegraph instrument, equipment or
facility. or any component thereof. (i) fi to the sub-
acriber or user by a fcommunications common camer])

B Rmpc. 99647 - 4
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orel or jon, includ
L-num[hmyd‘thpni-b-ﬂm
ﬁd‘i‘nwlh-_ ) | purport, or meaning of
@) “Judge of Jjursidiction”
@) » judge of a United States district court or @ United
BStates court of appasals; and

eay oo icotion from &
in auction 3117 of this titkel
“tser ” means ary pereon or entity whe—
@) is duly outhoriami by the provider or such service o
ongnge in such uss;
w SO0 L m.m“}_’.'""

. » Iy 2 A
» or

ic storage
{15) “electronic communicotion ssrvice™ menns service
MM.QMWWMQD““:MW

commerce; or (B) obtains or is for the purpase of obtaining
:’;“‘"‘W“Qﬂmaq,m_w

u - blish the op of which
vs; or
(v) such acts in tha District of Columbia, the Com-
monwealth of Puerts Ri i
"muuut{&._. Rico, or any territory or posssssion of
y 1 or end: to disc) 10 any othe
perecn the contents of any wire [or oral] arol nrstmau:
camm koowing or he reason Lo know that the in
ponis o obtained through _lnhi:nmdlmu for
; o€

s
I

-mhlhwnHmd‘-.Wl'hhmdi;
aurvics or to the 1 vopers ¢ Srrier
pr mdm wpn::ly of the carrier
*u_ln-;wﬁ-l. ] of the provider _#metwopv
-vnuu m_uymwm.mqu-

Notwithstanding an ather law, providers of wire or electronic
afficers, employess, { - .
$cms, ave suthorised ®o provide information facilities, or technical
—“bmw&mnd_ 1 by law to intercept wire {or aral}
InnAn"d_l:l!aral(th,mm. such provider ita offi-
poreon has nprvvad_'n.h—

(16) “readily acorssible o the general public™ means, with re-
:«u.-mmm-uumhmu

(A} ecrambled or encrypied:

(B) s itted weing modulotion technaiq whost e
amnial parometers Aove been withheld from the publc
qlhqh.mofmanafuhM-

(CJ carrisd on & subcarvier or other signal subsidiary w0 a

) od over a ication syetem provided
lwmuhlkmunhuuz
nuiem communiaalion; or
) ted on freq ias glioraied uader port 25,
.maxu!of_mu.-_gnu the Rules of the
gk St s ey i
s on a uency
under part 74 that is not ezclusively all d (o br
ausiliary ssruices, the communicolion is 8 Lwo-way Coice
ammunicatoa by radio;
(17} “electronse storage ™ meane—
(A) any temporary, iatermediate storage of & wire or elec-
densal 80 the electronic transmus-

(B any storage of such i by an elect
communication service for purposss of backup protection of
such communication; and
l_lll;‘nuu.' .'.—.l_ufq.-"mn::‘ mfnm‘l:'uwmafhumn
Soicw of GRy poinl betiwen inciuding poant of ornigan
and the point of reception.
#3511 L jon and disc of wire or orel commaunica.
tons prohibited
(1) Except o8 otherwise specifically provided in this chapter any
pereon who—
ts) willfully intercepta, endeavors to intercept, or prucures
any other person (o i pt or end to i ™, any
wire [or oral] orul or elertronic communicstion;
(b) willfully uses, endesvors to use, or procures any other
P 0 use or end t0 use any electronic, mechanical, or
other device (o i ,:nﬂ!onl ication when—
(i) such device w affixed to, or otherwise transmits o
: like connecticn used

n
(i) such device i cati by radio. or
interferws with the ission of such icati
or

(iii) such person knows, or has reasoa to know. that such
device or any compooent thereof has been ssnt through
the mail or transported in i or foreigr ce,

or
(iv) such use or endeavor 10 use (A) takes piace on the
permises of sny business or other commercial establish-
ment the operutions of which affect interstate or foreign

electronsc communication service officer. employee. or agent there
of. or landlord, d or other specified person shall disclose
the nmngtkof&:y interception or surveillance or the device used

jon or surveillance with res o

to P
which the person has been furnished an order or certification
under this subparagreph, escept as may otherwiss be required by
lagal process and then only after prior notificstion to the Attorney
General or 10 the princips! prosscuting stiorney of » Suate or any
political subdivision of & State. as may be appropriate. Any viols-
tion of this subparagraph by a [communication common carner]
i & ’ service or an officer,

p . or agent th f. shall render the carrier liabie for the
civil damages provided for in ssction 2520. No cause of action shall
lie in any court agai any icats carrier])
provider of wire or electronc communicalion service its officers,
employees, or agenta. landlord, custodian, or other specified person
for providing information, facilities, or assistance in acoordance
with the terms of an order or certification under this subpars-

greph.

(b) It shall not be unlawful under this chapter for an officer. em-
ployee, or agent of the Federal Communications Commission. in
the normal coures of his employment and in discharge of the moni-
toring responsibilities e the G ission in the enforce-
mldd\nrur.'odl.iuc 47 of the United States Code, to intercept
a wire or ! celion, or oral jcation trans-
ni:::byrd.io.wlod'mlmorulh.hmmu'hydr
tained.

) It shall not be unlawful under this chapter for a person acting
under color of law 10 intercept 8 wre [or oral). oral or electronic
communication, where such person is s party o the communica-
tion or one of the partiss to the communication has givea prior
consent to such interception.

(d) It ahall not be unlswful under this chapter for s oot

ing under color of law to intercept & wire [or orall. orul or
elactronic cormmunication where such person is a ’
munication or where one of the parties to the communication has
given prior to such in! ption unless such communica-
tion is i ptad for the p of itti
tortious act in violation of the Constitution or laws
States or of any State [wfuhwmdmﬁuuymr
injurious act}. . .

{¢) Notwi ing any other provision of this title or section
708 or 706 of the Communicstions Act of 1934, it shall not be un-
lawful for an office, employee, or agent of the United States in the
pormal course of his official duty to_conduct electronic survetl-
lance. as defined in esction 101 of the Foreign Intalligence Surveil-
lance Act of 1978, as authorizsd b{ that Act.

(D Nothi ined in this p or cha 121, or section
705 of the Communications Act of 1934, shall be deemed to affect
the scquisition by the United States Government of foreign intelli-

ence information from international or foreign communication
iby]. or foreign inwlligence aclivities conducted in accordance
wiih otherwise applicable Federal law involving a foreign electronu

’ oetem, "',.mxnrunndcﬂnmc

i
-}
§
5
E
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ourveillance as defined in section 101 of the Foreign Intalli

Surveillancs Act of 1978, and proced inl.h:‘P m
Foreign Intall Surveillance Act of 1978 shall be the exclusive
means by wi electronic surveillance, as defined i H

ons may be d
It shalil not be wader this
oZ s for any ualawful chapier or chapter 181 of
@ 0 intercept or eccam o8 ek ? oo Li
throngh aa siectronic communscotion system tAat is
;Mu&cl-_:auxmhmﬁb (]
) 0 iateroept oay redio ication which is
@) by aay station for the the general! i that
*‘-hc’hp.nuwﬁ:flu:::.w ‘:"5_‘“-'_
al by axy low enfor defi
- . luding poli

i Wlﬂid;hﬂm.
Lronic communication seruice o

not Ly divulge the contents of any communi-
than ane o such person or eatity, or an agent thereof)

I

i
I

communicstions

(i) any other electromic, mechanical, or other device,

where such sdvertissment promotes the use of such device

for the of the surreptiti inter oo of wire

[or orel ], orul or electronic communications,
or

ving reason to know that euch advertisement
will be sent through the mail or transported in inlerstate or

more thea §10,000 or imprisoned oot mare than

!

Gtates, : P subc . to esod
wmm-nduuw mmmuﬁ{ ign com
X P or sell any electron-
ic, mechanical, or other device ] having reason
nmmwm«mnwyu:
ﬂ].adwmuww of e Lo

02518, Cenflacstics of wire oral]), -
i (“"'h.] oral or clsctrenic commy

An mec| %

manufactured, assembled, pomessed, sold, or advertised in vielstinn
of section 2511 or section 2512 of this cha seised
forfeited 10 the United States. All pr "‘:f?::h ] u-i;l)
lb-‘nlnl._n:unmry {nd!udmd E)rfciwn.nndwndemmﬁond
custams laws anuinedinﬁﬂol;n:nhe 'udh&:w‘u“ ol
astcmme Laws n 1 19 United States Code, (2) the

L

while in transmission on that service to any peron or entily other
than an addresare or intended recipunt of’ COmMUuRGlOn or

an O’VM of such addressee or intended recipient.
(BJ A pereon or entity providing electronic communication service
0 the public may divulge the contents of any such communication—
(ias ise authoraed ia section $511(24a) or 2517 of thu

title;
(is) with the lawful consent of the originaior or any addremes
or ded recip of such icats
or authorized, or whose facilities
ication (o its d : or

{uuzwupwuummqm-h&un who-
e e mars oo fros o, o B nler thia
or e or .
(b_llfmolru-,:'a Mnﬂwmwgo{Muub
ssction 8 not for a or purpose purpases
db-lwqdmwm'p_u-u;md :(

is mot an offense under this subsection unlem the conduct 1 the

purposes of direct or indirect vial advantage or private fi-

nancial gain

82512 Manufacture, distribution, possession. and edvertising of
wire or ernl jeation pling devices pro-

(a) sends through the mail, or sends or carries in interstate
or foreign any el i hanical, or other
device, knowing or having reasos to know that the design of
ndmdtviamdcflilpriﬂufi!yu.lulforthwd'bc
surreptits i pticn of wire [or orul], arul or electronic

ous

) fi .., bles, p or sells any electron.
ic. mechanical, or other device, ing or having reason to
know that the design of such device re it primarily useful
for the purpose the surrepitious interception of wire [or

oral]. oral, or electronic communications, and that such device
wnymmlthmfh-hena'dlhnntwm
mail or in intevstate or foreign commerce; or

89
performed with respect to seizure and forfeiture of electronic, me-
hanical, or other pting devices under this section by such

officers, agenta. or other persons as may be suthoriasd or designat
od for that purpose by the Attorney General.

§3515. Prohibition of use = evidence of intercepted wire [or
oral), eral or e & ications

Whenever any wire {or oral], oral or electronic communication
has been in no part of the contents of such communica-
tion end no evi denved therefrom may be received in ewi
o o daparimaat, ffcer apeocy o elatary vody. lou
oourt, jury, department, officer, 8 tory y. leg-
ialative committee, or other suthority of the United States. & State,
qnpﬂitiulnhd_iviipammr:(i!themdMWum-

of wire Lor oranl). erul o

)
petent jurisdiction for, and judge m&o‘nnl in conformity
with eection 2518 of this chapter an order au rinuornpprwi:

Minu:ugbndm«uﬂmumumbym sder
Buresu of mu-rmmﬁu ibility
for the investigation of the offense ss to which the ication
mnndt.;hnmhinm' may provide or has provided evi-
(a} any offense punishable by desth or by i i at for
mdﬂmmuﬁr“ﬂld%ﬁ&
42 of the United States Code (relating to the enforocs of
mAwde)m).uu*r_m{wa.I&

tars of this title: chap (relating to ), chapter 1
chnl- dlg botage), chap 115 (relating to treascn), or
pter 1 (nhuy’ to Tiotsk;

o) a i '

ol 188 or jon 50M(c) of title 29,
United States Code (dealing with restrictions oo pyments and
Joans to labor organisationsl, or any offense which invoives
C i extortion, and which is pun-

C e the;

(c) any offense which is puniahable under the following sections
of this ';iék:(b::.m 201 (bribery of puh%m officials .?d‘l :‘mm-:
soction 224 (bribery in sporting contests), subsection (d). (e). (1), \g).
(h), o:(i) of mug ‘;“ (unlawful use of explosives), section 1&‘

(transmission of ing information), section 751 (relating to
escape), secLions 1513"1??{ and 1513 (influencing or injuring an of-

, juror, iLn rally), section 1510 (obstruction of crimi-
Sr‘;::m):{;n: lSlyl (obstruction of State or local law
enforceroent), jon 1751 (Presid ) and Presidentia] etafl as

instion, kid i I) 1951 (interference

with commerce by throats or violence), section 1952 (interstate and
foreign travel or transportation in aid of racketoening enterprises),

-A-37-
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(1) Each ication for an order authoriring or roving
uﬂumlh'- dnp.ur wire [ot oral], oral or electromic m." unia&
. be made ia writing upon esth or affirma-
and shall state the appli-
lication shall

inchude the fallwing informationr” T LAk 87P

al urmdictl ed e jona wi
J jurisdiction ) court which the i i
oumide that juriadiction but within the Ui ke e sitting ‘M:f
such jurisdiction) by o Pedera! court within

in parcotic drugs. marihuana or ether or

eri mhhb.ﬁnb.uwﬂyud ie by
imprisonment for more than one year, d ia any app i
Biats statute suthorizing such i P or any pracy to
commit any of the offensss.

suthorissd by has obtained knowledge of the
contents of any wire [or oral), oral, or el ;
or ovid dert may disciose such contents o an-
e e o eriats 13 tas peper por{oemaacce of the oAl
is 8 ormance -
anl dutine of Lhe officer ing the discl
@) Any imvesti or law enfi officer who. by any
authoriasd by this L ined k
mmndnym[woﬂﬁ.uﬂcahﬂn&mmm

§
.‘.
2 .
]
j

dutiss.
(_l)Anym'hoh-mind.byuyn-nud\oﬁdby
me.nyhmw-m[wud].ﬂu

" 2 or evid derived therefrom intercepted
in rod with the provisions of this chapter may discl
oD of that ication or such derivalive evidence while
giving testimony under cath or affirmatico i ding held

is an ding
Mw_qum’dmumm'da:yr&lnwpﬁu-

subdivision thersol.
() No otherwiss privileged wire for oral . oral vcl-:ow:c
in g

t
E
|
E
8
:
fe
28
3

E
;
%

court in which lMl'udainumn‘ if the judge determines on the
basis of the (acta itted by the I that—

(a) therv is probable causs for belief that en individual is .

ing. has ittad, or is about to commit a particular
offense enumerated in section 2516 of this chapter.

(b) there is probable cause for brief that particular communi-
m»mmwmzdfurmhmwramch
interception;

tc) normal investigative procedures have been tried and have
Idldormnmbly.ppurlohuﬂhlyh-_di!uudor
Go:tlaod.nnpm; 111 the \

d) xcept as ided in subsection (11} r!ilﬂ&lbc
cause for belief that the faciliies from which, or place
where. the wire [or oral}, orul, or electronic communications
muhhumudmhin‘md.ormnhutwbud.in

ion with the P of such offense, or are leased
. listed in the name of. or commonly ussd by such person.

(4) Each order suthorizing or ing the interception of any
wire [or oral . aral, or electroaic communication under this chap-
ter shall specily—

a) the identity of the , if known, whose communica-
tions mmhinwwﬁ;

(b) the nature and tion of the communications facilities
o which, or the place where, authority to intercept is grant-

(e)nprﬁcuhrdmipﬁoadﬁutypdmuiamn
muuuwu.wxdmmw
fense to which it relates;

(d)mﬂcnﬁlyofth!m-mhuinduhmu'n
communications, and of the person autborizing the epplicaticn;

lo'hpﬁddﬁmdnﬁuvhﬁeﬁu&hhmﬂnh-u-
thorised, including & as to whether or not the inter-

ception shall sutomatically terminate whan the described com-

munication has been first i
An order authorizing the interoeption of a wire [or oral]). oral. or
electronic communication under this chapter shall, upoo request of
the spplicant, direct that a {communication commoo carrier,] pro-
wider of electronic communication eervice. landlord, custodian or
other person shall furnish the applicant forthwith all informaton,
facilities, and technical i . ary to omplsh the
interception unobtrusively and with & minimum of interference
with the services that such carrier. landlord, . or person is
eccording the person whose communications are to be intercepted.
Any communication common carrier, landlord, custodian or other
person furnishing euch facilities or technical assistance shall be
compensated therefor by the applicant [at the prevailing rates b |
for cxpenses incurred in providing such focilites or
asswtance.

(5) No order entered under this section may authorize or approve
the interception of any wire Lor oral], orul. or electronwc communi-
eauon for any period longer than is pecessary to achieve the objec-
tive of the authorization, nor in any event longer than thurty days.
Such thirty-day period begins on the earluer of the day on which the

st 3

=
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arder and of shall 0 - tha

theristion o ot ehall be & pr t the au-
shall be conducted io such s way as to '.-' ﬂ'u'. of
pra inf R ll Py
cheptar, and must ter upon dzqu':

ERELTI AR LT
procticable afler such ) i accompliched o o os

e inferorpiicn  has occurred, or baging to occur. In the absence of
H 4 termi hen the
camm t i nate w

order s ﬂll(h'. y" nrl:hentfnapplnuonlorchc

9

(®) The contenta of any wire [or oral]. orul or electron

T omiamt of sy i Lo S, ol o el oy
hm&-uqt rectived in evidencs or otherwise disclosed
any trial, hearing, or other procesding in & Federa! or State
munhmhpn‘..ubmmdnnhfmmwl
heuring, or procesding, b_-nfun'-h-d'it.h- of the court
erdar, and ing app under which intarception
uMcMﬂ-Myprndmyhmey

;
tiel
E

j
3@
;
i

hearing,
in or before any cou t, officer, reguls
body, or other authority of the Unitad Statas, & State, or & tica)
m.w w.:ymlo:u’puw-l‘h;mt::nudny-ip
bm h ‘._...._ml.h;. l‘ml.!m.— chaptar, or evi-

was
wmm«.umm«w’—n&r ich i
hum) .:mmmﬂ'm t on its face; or which it was
o euthon p.unn“-unan.:d-mnlmy with the
Mmuhuh-deh;mﬂum ing, or procesding
mm-.»mmy&mmmwmmn

was 0ot aware of the gr de of If the s @
od. the the i "inorwdmuni;ﬁnol;
hépos derived om. shall be trasted as heving been ob-

Bt e

o lving such ]

(1) The requiremen & (JXDXii) and (Sxd) .
tion relating to the specification of the facilities from wh‘:fl:.h:rﬁc
rwhn. the communication is to be intercepted do not apply

“:I:fu(w::lﬂlmMﬁMwwthhmup
tration & P ) L
.m A::du:ya adcmlb,mxlr::uu or law en-

imwhuldvithoutmudnhviuh-n'-ud.thmunud
any '::- [or oral). orul, or electronsc communication interce|

shall
ter, and an inventory shail be served as pr ided for in
(d) of this section an the person named in the & ication.
(8Xs) The contents of any wire Lor oral}, or electronic com-
munication in by sny means suthorissd by this chapter
shall, if be recorded on tape or wire or other com,

3 m_dcbmuauduyﬁnsu . oral,
communication ubder this subsaction shall be i

9.
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the
order or m denying shall
cause 10 be served, on the psrecns in the order or the appli
M.Mnﬂmmuhumﬁdmmm-
th.)uk!uuy‘ in his di jon that s in the interest of
justics, an inven which ahall include potice of—
(1) the fact of the entry of the order or the & ication;
wchhudmnwudm-prnddww.
proved or disapp d inf P or the denisl of the app
eoation; and

n
the Deputy Atsorney General, the Amociate At Gener-
al an Assiant Attorney Generol, or an acting istant
A General:
/7] lication contains o full and complete state-

ment os to why such specification 18 not proctical and wden-
tifies the person ‘:mmunu Jlu ‘jn. and whose commu-

are to 7
ailli:‘hjudpﬁada that such specificalion ia mot practi-
@i in Wmnofuuppldnhaum’thmlh.mwch-
tronic communicalion—
(0) the applucation is by o Federal invests ve or law en-
forcement officer ond is approved the

the Deputy Atiorney Genaral, the Associase At Gener-
ol an Assuiant Atorney General, or o umiamt
At General;

(1) the application identifies the pervon Selieved o0 be
committing the offense and whose communicotions are to
b¢ intercepied and the applicont makes o houwing of a pur-
pome, on of thal pereon, io thuart interception by

tAe part
¢Mnri§"fuxluia; and
i judge finds that such purpose Aas boen ode-
Qquately shown .
(12) An i e ion under an order with re-
:rﬂ 10 which the requirements of subsections (100Xi) and (3xd) of
is section do aot apply by reason of subsection (11 shaill not begin
until the facilitves zﬁn which, or & whaere, the communsca-
tion is o be intercepted is ¥ by the pervon implamensing
the inlerception order.
12819. Reports a‘aaetnlu luunqud wire [or oral). erul or
(1) Within thirty days after the expiration of an order (or each
ion therwol) d under jon 2518, or the denial of an

order & ing an interception, the imuing or denying j e shall
report 1o the inistrative Office of the United States
(a) the fact that an order Or extension was & jed for;

) the kind of order or estension ied for Gincluding
whether or not the order was an order with res t to which the
requirements of sections 25181 0Xii) and 2518(3Xd) of this titie
did not y by reason of section 2518(11) of this title);

(c) the mmtmmorum-mudunp

.d {:er"-add.’“w'-“uu;on-dbymw d

) 3 interceptions sul i T, &D

‘m:nd d i ions of the order,

the of any the (

(e) the offense specified in the order or application, or exten-
gion or an order; L

(D) the identity of the applying investigative or law enforce-
ment officer and agency making the spplication and the

person -uthori:.in? the spplication; and

(@) the nature of the facilities from which or the pisce where
communications were o be intercepted. )

(2) In January of each year the Attorne General, an Assistant

Attorney General specially deaignated by Attorney Geoeral, or
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CHAPTER 121—~STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS

790, Qe d oz 19 toinphone wil and ! renerda
2z

#2791, Unlawrlal access to stored commanications

(a) Orranas —Exoxpt as proowded in subsection (c) of this ssction

o i sonall ith thor d

through which an clertronac communication servioe .-."pm.a.i"’-' o

-

@ iatentionally excesds an authorisation to accms that focil-
M:x;-vqobuinn.u_lmcmuwm—bcﬁn
or while it is in electronic @n
such nmtem shall by punished g provided in subsects (hl:llm
& P ~=The punish for on offense under subsec.

(1) if the nee i commutted for purpesss of commercial ad-

:duuc_. icious destruction or age, or private

(A) o fine of mot more thas §250,000 or impri ¢
not more than ane yaor, o buth, in the cast of & fireé of-
fanse under this subparagraph,; and

(B) o fine under this tisie or imprisonment for aot more
Mmmwh‘&hwmqﬁuw

ia
3
:
?
:
:

i case.
wh‘c’nwm—&l-gh(ddlhiucuuduwapﬂyﬁm
(1) by the ; idi ;  com.
a.:'mm?WM¢mvtmm
) 8y o wuser of that ice with ool
of or intondi f:r,lhtm respect 0 & communicotion
(8) in saction 2703 or £704 of this title.
#2782, Discissury of contents

U?})ﬂ.lm;&?'pl as provided in :th O)—

’ @ person or enlity providing an electronic communication

mrvice (o the public ulall not knowingly divulge to any person
or entity the of a ’ while in eLrtmlu'c

@) a p or entity providing remote computing service to
the shall not knowingly divulge 0 any person or entity

(q)nn-qnhhonaruy’nl‘unld&l’n'uﬁ-mm--

y :
A faith relisnce or e court order or lagislative authorization
ﬁn‘lnld i a pists del uuywﬂmm’ insl action
brought under this chapler or under any other lsw.)

§ 2528 Recoosury of civil damages exthorived

ta) In Gawgsar —Any whone wire. oral. or electronic com-
m’:.h&wl:ﬁrl-lwﬂl/wyudhwuof
this chapter may in o cwil action recower from the person or enitity
which engaged i1a that wiolation such relsf as may be
Nﬂm—humwl‘ummnm -

(1) such preliminary aad other apuitable or decl y relief
@ may be . "
[ ages under sub c/) and p damages in ap-
ate canes; and

(3) a recsonable attorney’s fex and other Litigation costs rea-

songbly incurred
tc) Costpurarion or Daxacss —The court moy casems as damages
uummm.:mmammm-

1) the the ectual suffered cnunﬂ‘ 7
-_-(d'wmndcbylhwuldd wola-
hich the g of $100 a

[ /] y demages of "]

day for each day of wolation or $10,000.

« —A foith relionce i
{1} 6 court unurvont or order, a grand jury subposna, o legisle-
Sive authorization, au ;

Gon, or

; Federal Rules of Cruminal
dure
101
the of any ication which i carried or main-

(A on beAalf of. and received by meons of electronsc
\ssion from (or created by means of computer proc-
eing of communicotions received by means of electronc
m:ndmﬁnlnwwmduhm

(B) solely for tAe purpose of providing storuge or computer
processing servicss o such subscriber or customer, if the
prowder s not authorized 10 acoms the contents of any
such communicotions for purposcs of providing any serviom

other than siorage or computer ng.
() Excarrions.—A pereon or entity may divulge the contents of o
(1} to an oddressee or L ded recipient of such

mnwqunlofmﬁoddr_-wr-mddmywng
(1) a8 otharwise authorized in section 3516, $511(3Xal, or 2703

of this titie; .
(J)wilhlhchwﬂlrv;!olllnm&wunddr—nt
- rendod mecioient o

or P suc! the subucriber
in the case of remote compuling serviee;
(Ubn;fmﬂb;dcrqulhuuwﬂpmm

wesd %0 forveard to its desting :

(5) as may be ily incident to the rend, of the serv-

hvb&mo{t&mﬁ.cmdmm
) to ]

f (Aolm' obigined by the srvice provider;

(B) appear to pertain to the commission of G crime.
#2703, Reguls ts for goser sol access

g
o
R
o
)
R
A

]
E
E
i
i
ke

electronic . -

ble by (2) of this subsection— ]
(A) Without required motice to the subscriber or customer. if
wwu:yumqm"-w_.-ummw
Federa! Rulcs of Cnminal Procedure or equivalent Siaie war-
rong or



{ir

(B) with prior motice from the governmenial entity to the sud
aribe or cusiomer if the gouernmenial entity—

() ueew an edministrotive subpoenc by e Fed-

oral or Stase ssaiute or 0 Federol or Siate grond jury sub

fa) Bacxur Prxsgavarion.—(1) A gouernmental entity acting
winder srction 27030X2) may wnclude in is subpoena or court order
@ requiremen! that the servace prouider to whom the request is di-

swms which mobe in camery review iate. If the court is
anable / ’ mmt basis of the
parties’ instial ol lwwm.lhwn‘a conduct such

it deemna appropriate. All such proceed-
sage shall be ¢ leted and the ion or applicats decided as
m-MWWﬁW#WMmaoim

W If the court finde that the applicant is not the subscriber or
cmstomer for whom the communicalions sought by the rmmental
' tAat tAere is o reason to briwve that the
mforoement inquiry is legitimate ond that the communications

ught are relevoat to that inquiry, it shall deny the motion or
mnpda&rw@mtnfantl/thmnﬁndadmuaz
¢ is the subscriber or customer for whom the communica-
sought by the governmenial entity are maintained, and that
reason o beliewr that the communications sought ore
te law enf inquiry, or that there has

! compl with the provisions of this cA
Q

order denying o motion or ication unader this sec-
be deemed o i order Ao wnteriocutory appeal
customer,

!
|

H

i

i
it

§
E
]

(a) Dmiay or Norir -1 4 g l entty octing
(A) whare g court order is asaghi, iaxiude in the
'3

(B) where an administrotive subpoena authorized by o Feder
wSuuuhuheroFdemlek::lmldjuoubpwmh
o « -y 3

s subsection
G[Aqadur-i-uﬁrthmofwulofthhub
SICLION i9—
(A) endangering the life or physical safety of an indundual;
(B) flight from prosecution;
(C) dentruction of or tampering with evidence;
D intimidation of ITIRG ¢ or

(E) otherunse seriously jeopardizing an nvestigot
(:'1"%:" delaying o trial 7 i veslgation o
) tal entity shall maintain a true copy of certifi.
eation unﬁmﬁ (1x8). of certifi
(4) Eztensions of the dclaLo/ notification provided in ion 2703
of up to 50 days each may be gransed ™ the court upon applicution,

Ei i
L 43
i
i
i
i

atg g*
it
E}_

1;
iﬁ
3
g%
HY

éf
14
i
|

i
;
5
5
i
1
3
:

& filed in the approprinte United Siaies

district or State court Such or appli shall contain on
sioloment—

mﬁ)".?:'dul the appli #a or subscriber to

the service from which the contents of electronic communica-

papers 0 purson,
:,oaawluchlh ) Aas pur
the of this section, the term “del

or by certification by a governmental entity, but only in accordance
with subsection (bJ or (c) of this section.

(5) Up,:l ;:pm:‘ti%:} of the perwod of’:rhy of non'fulnlbn un::lrl .
paragraph (1) or (§) of thus su tion. {Ahe governmenial entity o
serue upon, or deliver by rfhnd or firet class mail to, the custom-
or or subscriber ¢ copy of the process or request tagether with notice

thot—
(A) states with reasonable specificity the noture of the law en-
forcement inquiry;
{B) snforms such customers or subacriber—
(i) that information ined for such or sub-

scrber by the service provider aamed in such process or re-
quest was 8 ued (0 or requested by that governmental au-
tAority and the date on which the supplying or request wok

Pl that notification of such or subscriber was
delayed:

(150 what governmental entity or court made tAe certifica-
tion or determination pursuant 0 whicA that delay was
made, and

(iv) which provision of this chap llowed such deloy.

16) As used in this subsection, the term “supervisory officwl”™

mans the investigliie agent in charge or assistant inuestigative

agent in charge or on equivalent an & goting agency’s

riers or regional office. or the cAief prosscuting attorney

or the first assisian( prosecuting altorney or an equivalent of a
{ing attorney s headquarters or regional 2

) Pascivzion or NOTICE TO SUBECT OF VERNMENTAL

AccEss —A governmenial entity acting under section 2708, when it

is_not required lo notify the su or customer under section

27030X 1), or to the extent that it may delay such notice pursuant to
subsection (a) of this section, may apply to a court for an order com-
maading a provider of electronic communicalions service or remote

computing service 10 whom o uarroal, subpoena, or court order u

directed, for such permiod as the court deems appropriate. not Lo

notsfy any other person of the existence of the warrant, subpoena. or
wurlord'tr The court shall enter such an order if it determines

Mmbmwhlh:ﬂal .“17 “ofllu of

the warrant, subpoena, or court order result in=— o

(1} endangening the Lfe or physscal safety of an indivdual;
(2) flight from prosecution, . )
(8) destruction of or tampering ; with cvn::na.-
7Y d. P rapiyl . L
(5) otherwise serously jeopordizing an investigation or
unduly delaying a trial.
#2706, Cost reimburvement

(a) Pavment. —Except as otherwuse provided in subsection (c). a
governmental entity obiaining the contenls .of communicalions.
‘records. or other information under secton I 02, 2700, or 2704 of
thus title shall pay to the person or entily assembling or prouding
such information a ree for reimbursement for such costs as are rea-
sonably necessary or.7 which Aave been directly incurred in asorch-
ing for, gssembling --producing or otheruise providing such infor-

-A-41-



mation Such reimbursable costs shall include aﬁy costs due o Aec-
. essary disruption of normal operations of any electronic communica.

. fion seriace or remole compuling service ia which such iaformation
may be ssored.

o i _mw‘gmfmu-r il ity o the
sholl be as mutually entily
pervon or emtity providing the information, or, in the
agreement, shall be as determined by the court whicA issued the
arder for production of such information (or the court before which
s & ! pr ? loting to such ion would be
broughs, if ao cowrt arder was issued for production of the i
&ionk
&) The requirement of subvection (a) of this ssction does not apply

manuMWmmhwudbiam-

tlift

! ia notwrs or otherwiss cansed an wndlue burden on the pro

e§l
i
gt

¢

E

(llouz:mﬁnimnduhaqum'&lﬂcmuﬁ-f
@ may be appropriote;
% recsonable ‘n;-a:n‘d.‘:thhn‘um
L] atiorney s costs reo-
sonably incurred.
() Dusaces —The court amsems a8 damages in a civil action
-&Mmﬁuwm-o?lkmdcmuffmbylh
7 and any profits made by the violator as @& result of the vio-
dat in a0 case shall 0 person entitiad to recouer receive less

than the sum of $1.002

) Darznss. —A good faith reliance on—
(llumwvuirruaundjwyubp-uchuk

or @ statulory authorisation;
[ /] yative or law enfor officer
nader section 2518(7) of this Ltie: or
d)_o.g-d"huh;‘._. ination that section 2511(3) of this title
p ) Laimad

i-%*ﬁuhuygdlwﬁ;uuh brought unde:
this ¢ or any other low. "

&) Liwrrarron.—A civil action under this section may not be com-
mencad later than uwma/kr.l'hdckupqn which the claimant

¢ i wdor had e opportunity o discouer the vio-
108
PART U—CRININAL PROCEDURE
[
1. Geawnl provwncss
00)
=t P & un

CHMAPTER 36—SEARCHES AND BEIZURES

t 3

3101. Bifecs of ruiss of @urr—fnin
. . . . . . .

$317. Makis Guchug doasm.

. . . - . . .

J3117. Mobile tracking devices

(@) In GewzaaL~If 6 court is empowered 1o issue @ warrant or
other order for the installation of @ mobile tracking device, such
T et o et s 2ot evics within the suridiction of
. tion e is i in
that juradiction. s v led
W Darinrrion.—As used in this section, the Serm “tracking
&ua_”mmcklwruw*uuﬁubm the
tracking of the mouement of a person or object.

CNAPTER 296—PEN REGISTERS
Sae

#3131 Genarel prodibition o pen repistsr uss; exception
(@) In Gawemar—Except os provided in this section, no person
iagtall or use o pen reguter without first oblaining a court
under aection 3123 of this title or under the Foreign Intells-
gence Surueiliance Act of 1978 (50 US.C. 1801 et seq..

) Excerrion.—The prohibition of subsection (a) does mot apply
-I_lhr-p-ﬂlqlhauuof_npm register by a provider of electronic or
wire communication service—

(1) relating to the operation, maintenance, and testing of a
x.w':hculuﬂvnw mpu;auhlm u:zn or to the protection of
or property of such provider. or to the protection o,
:vv.sa.of;hat service from abuse of service or unlowful use o;
(2) to record the fact that ¢ wire or electronic communication
was initiated or completed in order o protect such provider, an-
other provider furnishing service toward (Ae completion of the
nre communication, or a user of that service, from fraudulent,
unlawful or abusive wee of service, or with the consent or the
user of Mal.nr\ua.

b

#2708 Kscissivity of remedics -
_mnwnwmwdtﬁuhwrw“!hmly
el odias and tions for onal viclations of

#2708 Counterinteiliprnce acoess to telephone toll and tra. !
roverds

fa) Dury 10 Po r—A C e ourrier or an
slectronic communication seruice prowder shall comply with g re-
Made for telephone subacriber information and toll bulling in-

n, or electronic troasactional records made

¢ ssction.
2eD CxETIF .—The Director of the Federal
8 J atiga. (or an individeal within the Pederal
igation designaiad for this purpose by the Director)
May reques! ary such information and revords if the (or the
m.wm-uwwhmw.pwhh

the

agn

(@) there are spacific and articulable focts giving reason (© be-

hw_mmcﬂqhmgwmm
an agent of @ " power gs

: Foreign Intelligence lance

fc) Prox:ereson or Caatan Descrosvas.—No communicotions

COMMmon awTier or servies provider, or officer, or '

thereof, shall diaclose to any pervon that the Fadera! Bureay of fn.

vestigation Aos sought or 7 accase 10 information or records

wnder tAis ssction.

g

As used in this chapter—
(1) the terms defined in section 2510 of this title Aave, respec.
tively, the definitions given such terms in that section: and
1) lerm ‘remote computing service” means fAe provusion to
the public of computer storage or processing servicss by means of an

109

(¢} PENALTY.~ Whosver & ingly viol Sesction (a) shall be
finad under this tule or impruoned not mare than ome year, or both
£3122. Application for an erder for & pen register

(a) AppLicaTION.—(]) AR altorney for the Government may make

ion for aa ordsr or an extension of an order under sction

123 of thus title authornzing or approuing the installation and use
of a pen reguter under this chapier, in wrting under math or equiv-
.hntmrmlnn. 0 & court of competent jurudiction.

(2) Uniens ibuted by State law, a State investigative or law en.
forcement officer may make application for an order or an atension

an order under section 3123 of thw title authonzing or approuing

instaligtion and use of a pen register under thus c r,
writing under oath or equivalent affirmation, Lo a court of compe-
tent junadiciion of such Scate. .
. G:wnmocAﬂrurTnon.—An app under
thi tion shall include—
wof u.)'tz .:;mmy of the attorney for the Government or the
te law enfc tori igative officer _Wﬂgpli-
cation aad the identity of the low enfor agency
ing the inuestigation, ) o
"ﬂumzﬁ::mbywwut_hummh:qamhbly
to be obtained is rel ¢ to an OAgOIng cr 7
being conducted by that agency.

#3123. lssnance of an order for & pen repister szt

Cangans.—Uj an application made under section
d(gifnwkmwimllmwuumudﬂulelM
instoliation and use of & pen regater within the juriadiction of the
court if the court Mmum#thm::t

Siate omf ¢t or i 18 er 3§
court that the information likely to be oblained by such wataliation
ond use is rel 0 an ongoing criminal tagataos

(d) CoNTENTS OF ORDER. —AR Order issued under this ssction—

(l)lhn“rzf’—' .

wdentity, if known, of the person to whom is

&ahw&h:“&ukmwu
which the pen regiater is 8o be attached; ]

(B)Wﬂaﬁ.if‘wuqfl&muﬁouﬂcwb

(C) the number and. if hnown. physical Imtm‘of‘t_hj_
:.I?Awh'ulnwlu':ll the pen reg “ o be

(D) a statement of the offense to which the information

.

Ubhely 1o be by tAe pen requater relates. ond .
[+ /] !’lﬂ{l direct, qznshc rq‘:l‘o/‘fh ql:plu:_uu, the ﬁ-mul;
:‘:‘ lsh the install of the pen reg under aection
3124 of thia title. .

Praiod aND EXTENSI0NS. —(1) AR order issued under thu
ac(:}m?‘:h‘nll authorize the installation and use of ¢ pen requter for
openad mm'b c:f-’ ‘h"::’;der may be but only upon an

suc but
(’)'&l:ufwuud-rwndcraczbn 3122 of this titie and upon
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the judicial finding required by sub 1a) of this The

M:Zh:v-rridwwaa-dﬂda;( .

7 sncE OF PEN RaGisTER. —An order

iZing oF the nstaliation oad use of a pen reguaier
shall direct that—

(1) the order de ssaled until otherwise ordered by the court;

(3) the pervon ing or leasing the line 10 which the pen rig-
Mﬁcluﬂ%hhnu&db&mm
oude cani 10 the applicant, not disclose the exi
pen register or the of the i igation to the
‘oubscriber, or to any other person, ualesm or until etisrasas or-
dered by the court
83124 Assistance in instelistion and uss of & pen register
fa) In Camsmai —Upen the repum! of ea far the gooera-
m--mq.um:%wmw
-nduepnujina-udrrthudmpr.apwdzrofwium-
municotion service, londiord, custodian, or other pereon shall fur.
n‘“unhim-w JB{M officer forthwith all in-
! ] y o
uuwwma-armmmuwulywmm.
minimum of i with tAhe servicm that the person o0 or-
dered by the cowrt accords the with respect to whom tAe is-
etollation and uer is o take place, if such asswsiance is directed by &
court order as provided in section 3123(8X2) of thu title.
) CompangsaTION. —A uder of wire on service,
Jaadlord, custodiax, =~ 22k perocn who farmizAes facilisies & ech-
aicol aststonce pursuant to this ion shall be bly com-
pe od for such b incurred in providing such fo-

#2125 Reports concerning pen registere
The Atiorney General shall annually report to Congrems o the
' for b low enf

P

aumber of reghster orders applied orcement agen-
cm of the nt of Justice
#3128 Definitinns for chagter

As wasd in thas chapter—

(1) the term “communacations common carrier ” Aas the mean-
ing art forth for the term “common carrier” in section A of
the Communications Act of 1934 (47 USC I5HAR

(2) the tarm “wire ” has the ing et forth

such Lerm in ssction 2510 of this title;
(3) the torm “court of ¢ jurisdiction ™ means—
(A) a dwstrict court of the United States (including a 'ML
istrate of such o or @ United States Court of Appeais

or
(B’ a court ofﬁml eriminal yunadiction of a State au-
thorioed by the law of that State o enter orders authoru-
iﬁ:h use of a pen register;
[7Y] term “pen mlﬂ" means a device which records or
derodes electronic or r impulees which dentify the numbers
dicled or otherwise tranemitied, with respect Lo wire commun:-

1

cations. on the telephone line to whick such device is attached,
hlmhm_daawinludfuydwiaudbyopwdﬂof
wire communicotion aervice for billing or recording as an nct-
dent io billing for communications errvices provided by such
ider: and

'(‘Iwhu“.‘}l whwqmrﬁ;%dong
given such term for purposss i~
aal Procedure; and

(6) the term “Siate” means a Siose, the District of Columbia.
mﬂnﬂammuduydhap-.mvm' of the United

(o]
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ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986

OcToBer 17 (legislative day, OcToBer 10), 1986.—Ordered to be printed

Mr. THURMOND, from the Committee on the Judiciary,
submitted the following

REPORT

{To accompany S. 2575)

The Committee on the Judiciary, to which was referred the bill
(S. 2575) having considered the same, reports favorably thereon
with an amendment in the nature of a substitute and recommends
that the bill, as amended, do pass.
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I. PUurPoOSE

The Electronic Communications Privacy Act amends title III of
the Omnibus Crime Control and Safe Streets Act of 1968—the Fed-
eral wiretap law—to protect against the unauthorized interception
of electronic communications. The bill amends the 1968 law to
update and clarify Federal privacy protections and standards in
light of dramatic changes in new computer and telecommunica-
tions technologies.

When the Framers of the Constitution acted to guard against the
arbitrary use of Government power to maintain surveillance over
citizens, there were limited methods of intrusion into the “houses,
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papers. and effects” protected by the fourth amendment. During
the intervening 200 years. devel t of new hod n
nication lldnSQv\c- for surveillance has expanded dramatically
the opportunity for such intrusions. .

The is the most obvious example. Its widespresd use
made it tachnologically passible to intercept the communications of
citizens without entering homes or other private placss. When the
issue of Government wiretapping first came before the Supreme
Court in Oimstead v. United States, 277 US. 438 (1928), the Court
held that wiretapping did not violste the fourth amendment, since
there was no sesrching, no seiture of anything tangible, and no

trespass.
wed-y.chmnukudcmioﬂen bered more for Justi
Brandeis’ ient diment than for itsa holding. Justice Brandeis
predicted:

Ways may some day be developed by which the Govern-
ment. without removing papers from secret drawers, can
theninu:::t.undbywhichitvillhe:b:g

to expose to 8 ju most intimate occurrences

thst the Constitution affords no pro-
¥ i jons of individual security?

Fort; re later, the Supreme Court sccepted Justice Brandeis’
lq:n{mv United States, 389 U.S. M7 (1967), holding that the
fourth amendment uxfliu to Government interception of a tele
phone conversation. the same time, the Court extended fourth
amendment protection to electronic eavesdropping on oral conver-
sations in Berger v. New York, 388 U.S. 41 (1967). X

in a comprehensive fashion by euthorizing
Government interception. under carefully subscribed circumstances
in title IT1 of the Omnibus Crime Control and Safe Streets Act of
1968, 18 US.C. 2510 et seq. Title IIl is the primary law protecting
the security and privacy of business and personal communications
in the United States todsy. Its regimen fo‘r‘srvu:'.i.u the privacy
of voice mmuniao:_iom L) upri-ly limi to d\c“umlu'.::nnd
aural interception of wire or ora ieati oni ppli
where the of a ication can be overheard and un-
derstood by the human ear. See United States v. New York Tele-
phone_Company, 434 US. 159, 167 (1977). Furthermore, existing
title Tl applies oniy to interceptions of communications eent via
common carriere 18 USC. 2510010).

As Senator Leshy seid when he introducted S. 2575 with Senator
Mathias. the existing law is “hopelessly out of date.” onal
Record, June 19, 1986. It has not kept pace with the development of

seati and p logy. Nor has it kept pace
writh changes in the structure of the tel icats industry.

Today we have large-scale electn“li«.: mail operations, computer-

P ta tr and cordless tele

paging devices. and video teleconferencing ' A phone cail can be
carried by wire, by microwave or fiber opt:cs. It can be transmitted
in the form of digitized voice, data or video. Since the divestiture of

* Thaw are forus of Wnownaascetmes oud cunpwers Wchasiary orv dusrind w e Gl
wary bwrive

Criminal Division of the Justice Department responded that Feder-
al law protects electronic icati agai horized ac-
isition ooly where a reasonable expectation of privacy exists Un-
mwﬂ.‘ the need for this legislation, the Department concluded:
1n this rupidly developing area of ications which
from lular non-wire teleph 3 w
microwsve-fed computer terminals, distinctions such as
there does or does not exist & reasonable ezpects-
tion of privacy] are not always clear or obvious.

Senstor Leahy's letter and the Justice Department’s response
mark the beginning of this legialstion. The Sub i on Pat-
enta, Copyrights and Tredemarks chaired by Senator Mathias, held
hearings in the 98th Congress. See. Hearing before the Subcommit-
toe on Patents, Copyrights and Trademarks of the Commitiee on
the Judiciary on Privecy and Electronic C icati S
ber 12, 1984, S Hl&. 98-1

The product of that hearing and subsequent discumions with the
Department of Justice and private groups interested in promoting
communications privacy, while protecting legitimste law enforce-
ment r ing technological i ion, was S 1667
the Electronic &mmunic-tium Privacy Act of 1985 Senstors
Leshy and Mathias introduced that bill on September 19, 1985 On
the same day, Congressmen Kastenmeier and Moorhesd, the Chair-
man Ranking Minority Member of the House Judiciary Sub-
ecommittee on Courta, Civil Liberties and the Administration of Jus-
tice introduced an identical bill, H.R. 3378.

In October 1985, the Office of Technol Assemsment issued &
report entitled “Electronic Surveillance and Civil Liberties.” That
study conciuded that current legal protections for electronic mail
are “wesk, ambig or i " and that “electronic mail
remains legally as well as technically vulnersble to unsuthorized
surveillance.” “Federal Government Information Technology- Elec-
tronic Surveillance and Civil Liberties”” (Washington. D.C.. US.
%1-. Office of Technology Assessment, OTA-CIT-293, October

: F Copyrights and Trademarks held
@ hearing on S. 1667 on November 13, 1985. Testimony waa re-
ceived from interested individuals and groups, including represent.
atives of the telephone industry, the electronic mail industry. and
the software and service industries. Representatives of the Depart.
ment of Justice presented their views, and the subcommittee also
received testimony from the American Civil Liberties Union and
J d tech | infor ion from the Institute of Electrical and
Mmsﬂ F‘l‘ e hes
As & result of those rings. S. 1667 was superseded by a new
bill to reflect the concerns raised by some of these muu.’wnicu-
larly Lhe Department of Justice and radio hobbyista On June 19,
;ggg. Senator Leshy. joined by Senator Mathias. introduced S.
On August 12, 1986, the Judiciary Commitiee Subcommitiee on
Patents. Copyrights and Trademarks favorably reported S. 2575, as
amended. to the full Committee by voice vole.

P

Coxky oy »

ATAT and deregulation. many different companie=. not fust
common carriers, offer & wide variety of telephone and other com-
munications services. It does not make sense that s phone call
tr itted via carrier is P d by the current federal
wiretap statute, while the same phone call transmitied via a pri-
vate telephone network such as those used by many major U.S. eor-
porations hd-y.‘-mud‘not be uner'd by the statute.

tr in 1ons P
tachnologies have carried with them comparable tachnological od-
vances in surveillance devices and techniques Electronic hardware

king it 'nnd.“ for oversealous law enfor t agencies, indus-
trial spies private parties to intercept the personal or propne-
tary communications of others are readily available in the Ameri-
can market todn{_

Title | of the El ic C ications Privacy Act sddresses
the interception of wire, orsl and electronic communications It
‘l!!tl'ldl 'ex‘i-tin_a :hupur.l':ds oili'.h 18 to bring it in line with tach-

develop in the otr of the tele-
communications industry.

The C also izes that P are used exten-
sively today for the storage and pr ing of infor 5 With
the sdv of P ized dkeepi Americans have
Jost the ability to lock &

way 8 grest deal of personal and business
information. For le. physicians and hospital intai i-
cal files in offsite dats h-nrl businesses of all sizen transmit their
records to remote computers to obtain sophisti d date pr i

services. These services as well as the providers of electronic mail
correspondence for later refer-
ence. This information is processed for the benefit of the user but

often it is tained for spproxi ly 3 0 ensure sy

integrity. For the person or business whose records are involved,
the privecy or jetary interest in that information should not
change. N iess, because it is subject to control by a third

party computer operator, the information may be subject to no con-
stitutional privacy protection. See United States v. Miller, 425 US.
435 (1976) (customer has no ding to disclosure of his
bank records). Thus, the information may be open to ible
wrongful use and public discl » by law enfor authonities
a8 well as unsuthorized private parties. The provider of these serv-
ices can do little under current law to resist unsuthorimed sccess to
communications.

Title Il of S. 2575 addressen access to stored wire and electronic
communications and transactional records. It is modeied after the
Right to Financia] Privacy Act, 12 US.C. 3401 et seq. to protect pri-
vacy interests in personal and proprietary information, while pro-
tecting the Government’s legitimate law enforcement needa.

_Title 111 of the bill addresses pen registers and trap and trace de-
vices.

11. Hsroay

In 1984, Senator Leahy asked the Attorney Geners! whether he
believed interceptions of electronic mail and computer-to-computer
communications were covered by the Federal wiretap law The

1)

On September 19, 1986, S v Leahy and Mathiss and Chair-
man Thurmond offered an amendment in the nature of & substi-
tute to S. 2575. The C i voted i ly o fasvorably
report the Electronic Communications Privacy Act of 1986, as
amended. to the full Senate.

0O1. Starement

A letter sent by first class mail is afforded a high level of protec-
tion agsinst unsuthorized opening by s combinstion of constitu-
tional provisions, case law, and U.S. Postai Service statutes and

g ions. Voice ications transmitted vis common carrier
are protected b;saitle 111 of the Omnibus Crime Control and Safe
Streets Act of 1 .

But there are no able Federal y dards to pro-
tect the privacy and eecurity of communications transmitted by
new carrier ications services or new forms of

h ications and P hnology This ia so. even
though American citizens and American businesses are using these
new forms of technology in lieu of, or side-by-side with, (irst clam
mail and carner teleph services.

This gap results in legal uncertainty. It may unnecessarily dis-
courage potentisl customers from using innovative communications
systems. It probesbly encourages uneuthorized users to obtain
acoess to communications o which they are not a party. It may dis-
courage Afnen'un businesses from developing ew innovative

forma ions and P h xy. The lack of
clear standards md*ufou law enforcernent officers to liability
and may endanger issibility of evid

Most importantly. the law must advance with the technology to
ensure the continued vitality of the fourth amendment. Pnvacy
be left to & d solely on physical protection. or it wifl
gradually erode as technology advances. Congress must ect to pro-
tect the privacy of our citirens. If we do not, we will promote the
gradual erosion of this precious right. i

The Committee believes that S. 2575, te Electronic Communica-
tions Privacy Act of 1986, representa s fair balance between the
privacy expectations of American cits and the legiti needs
of lsw enforcement agencies.

The Justice Department strongly supports S. 2575 because it
strengthens the current wiretap lew from s law enforcement per-
spective  Specifically, it expands the list of felonies for which a
voice wiretap order may be imued and the list of Justice Depart-
ment officials who may apply for s court order to place a wiretap.
The bill also includes provisions making it easier for law enforce-
ment officials to deal with s target who repestedly changee tele-
phones to thwart interception of his communications and creates
criminal penaities for those who notify s target of a wnretap in
order W oﬁlmcl it. These provisions will be particularly helpful o
the Justice Department in its fight agsinst drug trsfficking.

The ori:niulion- snd individual corporations named below also
support the principles embodied in the legalation.

Organiuzationa- Electronic Mail Assoc; ADAPSO: Telocator Net.
work of America; Celiular Telecommunications Industry Assoc.
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ACLU: National Assccistion of Mumfmur!n (NAM), US. Cham-
ber of C ;N of B (NAB?: N
T of " o

tions: ATAT; General ric; IBM; GTE; EDS; ITT\
m&mﬁnﬁ.fw;m MShackr‘l‘nnln. mr..,

llounoh. mh.ulumuqa.us“m Southwastern Bell;
NYNEX: Pacific Telams: US West; and Associated Credit Serviom,

few points in the development of the Electronic Communics-
icna Privacy At of 1936 should be poted here. After Senators
l.-hyundlhl.hmm introduced unpbmm.lune 1986, S. 2575 was

hta and Trade-

title U of the bill '
ts for orders (0 use “trap and trace”
fn order to underscore that the inadvertent reception of & pro-

al” This ch in the law addresses the concerns of radio ecan-
ners that in course i i Q!

ive public one could inadvertently tune
through & pr d like & cellula

for the certain satellite transmiasions dy
bome viewers. Senators Leahy and Mathias t those con-
esroa would be addressed during Commitiee

: ivacy Act
The Leahy-Mathias Thurmond substitute for S. 2575, which was
effered when the full C ) idered this legislats incor-
ted an amendment offered by Senstor Grassley. Senators
f::.n. McConnell. Simpson and Denton cosponsored Semator

Gr—lqluneodnen
Gn-lcyu d difies the criminal penalties
and civil Liabili i of ch. llSd’ulhl!dl.heUmud
&n-(‘ad--othn there is a two-track, tiered penalty structure
for bome ing of private LLi when the con-
8
use they are handed off cells. The C. i is not con-
nmdmlm-.mmnummumuprmnd
privecy interests.
lth-b-n-uam.dlhnl.hchdenlf‘ * C
[ Lul ',‘ radio
Rnnm‘ squipment :nd pnnuw i n'dood .lhn
y feasibility of requiri t
mL“"m"' that cellul ule
Mmuulm&ﬂumh.poﬂimnddumuni—
cation may be interceptad b ilabk ing i and of
requinng that P be""u)"' that the
i 1 i ,-nno} d i s could be a
Federal criminal violation. i(nnlly the C nnght id
the fosaibility of mumn( those who tr privete lh}
video to periodically it 8 crawl across the
bottom of the screen that such are pro-

IV. GLossazy

For reference, some of the new tel ications and
ar tachnologies referred o in the Electronic Communications Pri-
wecy Act of 1986 and this report are described briefly below. Treat-
ment of these and other technologies under current law is dis-
cussed in the House Rernn 0 its companion measure, HR. 4952,
See House Report 99-64¢'

BLECTRONIC MALL

ﬂmnme nul is a form of communication by which private cor
itted over public and private telephone lines.

1n its most mm form, m-n(- are lzped into a computer ler-
minal, and then tr Lines to & recipient
computer opcnud by an elmmc muj company. If the intended
.ddr-luh-cnh.uthenrvm the message is stored by the
company’s computer “mail box” until the subscriber calls the com-
nnylont:’:velumu vhmhuthenmudmrlheuhphom

. If the add is not & sub
mhruthe-nm.duelmmwmdmm y can put the
nn:eunnpm then depomt it in mmnrupuul
Electronic mail ay be available for public use or may
be proprietary, ouch es oystems opersted by privase companies for
internal cormespondencs.

UTeR TIONS
C x & - : include the
t 2 of fi il ds or funda transfers among finan-
cial i dacal d Is and/or physi-

cians' dﬁt‘.lﬂmmdw among the
various offices of @ company. uuryd.u

SLECTROMIC SULLETIN BOARDS

> e “Belledin b e

ions networks cre
Mbym-nﬁtlhuududmfomuon among com-

1

duct unolfwlwnmornllqnl purpn-orfor purpmuofdann
or indirsct rivate Ciki gain.

In & public action, v, under the Grams ey amendment, s first offend-
er would be subject 0 & suit by the Government for injunctive
relief. If injunctive relief is granted, one who violates the m;unc-

tion would be subject 0 the full ly of enfor
aisms within l.he wun s nuun( nuthom including criminal and
civil d and enacs carry & mandatory

$50 civil fine for each violstion. The term “violation™ in this con-
taxt refers 1o each viewing of & privete video communication.

In & private civil action, a person harmed by the pnnu viewing
of such & satellite communication may sue for damages. If the de-
fendant has not previously been enjoined in 8 government action
as deacribed above, and has not previously been found lisble in a

wbie in & prior private civil action or one who
has been i m s gover suit) is subject to liability for
lhc(murolaﬂull‘ or y d ofll&lto
$1.000. Third and q olfenders are subject o the bill's full
civil penalties.
ﬂncr-le’mmnllbu-uuad'dupndum
sions of the ions Privacy Act, the intercep-
tica of 8 uulhl.e transmission via audio wburner if the tranamus-
sion is d for redistribution to facilities cpen to the
ided that the d is not for the purpose of direct or indi-
n:t commerciai sdvantage or private ﬁnancnl gein. Audio subcar-
riers intended for redistribution to the lic include those for re-
dumbuuan by broadcast stations cable and like facilities.
! include those for redistributions to buildings open to the
n: ic like hospitals and office buildings l.hnlIFump in music which
been transmitied vis subcarrier. As specified in the substitute,
this sudio subcarrier exclusion doss not apply to data transmis
sions or telephone calls.

The substitute amendment also incorporated Senstor Simon’s
amendment. Senator Simon had ex concern that the Elec-
tronic Communications Privacy Act's penalties were too severe for
the first dl'ender 'ho vm.hout an unlawful or financial purpose,

call or certain radic communica-
uom r!hug‘ o mnhenu

a

for -uchnn

L the
interception of u unencrypted, bled
csll o & $500 criminal fine. Unencryplad, umcnmbhd radio com-
munications transmitted on frequencies sllocatad under subpart D
of pert 74 of the FCC rulo are tmud like private satellite video

under S
Scanning enthumuu Inve nr(uod to Jn Committee that the
mere ng of calls shouid not be illega!.
That arl'umcm three important realities. First. Congress.
in passing wiretap law already made willfu! monitonng of

such Lele hone calls illegsl when at least part of the conversation
s urneJ by wire. Second, unlike many lund.l -hxh are more
commonly scanned, the design of the

makes the intentional monitoring ol’npacaﬁcnlhmndaﬂ'muhb&

puters. These may take the form of proprietary sysiems or they
may be noncommercial systems opersting among compuler users
who share special interests. These noncommercial systems my n-
voive fees covering opersting costs and may require special

words” which restrict entry W the system. These bulletin hnud.-
may be public or ssemi-public in Mtun. depending on the degree of
privacy sought by users, ope v of such sy

MICROWAVE

Microwsve consists of extremely high frequency radio waves
transmitted point-to-point an line-ol.sight paths between antennas
located on towers or building Lops (in terrestrial microwave sys
tems! and between satellites and earth station “dish™ antennas (\n
satellite-based systems).

CELLULAR TELEPHONES

In 1981 the Federal Communications Commission spproved the
use of cellular telephone services. Thu Iechnnlogy uses both radic
tranamission and wire to make “porisble” teiephone service avail-
able in a car, a briefcase, or in rural sreas not reached by tele-
phone wire.

In a cellular radiotelephone system, large service areas are divid-
ed into honeycomb-shaped segments or cllln ‘——aach of which is
equipped wu‘ a low-power tranamitter or base station which can
receive and radiste messages vu(hm its parameters. When o nller
dials e ber on a cellul atr sends
over the air on a radio frequency w s cell site. From there the
uc'n-l '-l’lV!h over phone lines or 8 microwave to 8 computerized
switching office ("MTSO") or station The MTSO
u-[ly and inaudibl hes the conversstion {rom one
base station and one frequency to another as the portable tele
phone typwnlly m & motor vehicle, moves from cell to cell.
it is more complex, is more difficult
to mump( than l.uduwnnl maobile telephones; it ia, however,
more accessible than microwave transmissions. Cellular teiephone
calls can be mumgud by either sophisticated scanners designed

for that purpose, or by regular radio to P
cellular calls.
a)nm.ﬂmmonn
A cordless teleph of a handset and a base unit wired

0 a landline and & household/busineas electrical current. A com-
munication is transmitted from the handset to the base unit by
AM or FM radio signals. From the base unit the communication is
transmitted over wire. the same as & regular telephone call. The
radio portions of these telephone calls can be intercepted with rela-
tive ease uming standard AM radios.

ELECTRONIC PAGEAS

Electronic pagers are radio activated devises through which a
user is notified of enother’s attempt to contact the carrier of the
portable paging unit These sre in wide use among persons who sre
awsy from their homes or officea—or, more precisely. away from
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telephooes or two-wey radics—yet still ased to be reachable by

athers.
of three basic forms: “tone only,” “display”
pagern.” The “lone only” device emius o

!
i
¢

Pcnmcnmm that record the telephone numbers to
which have been placed from a particular telechone These
re 8o part of an sctual telephone conversation, but merely
itchi ignals that two teleph The
holds true for trap and trace devices, which record the num-
bers of telephones from which calls have been placed to s particu-
lar telephone.
SLECTREONIC TRACKING DEVICES (TRANSFONDERS)
These are one-way radio communication devices that emit a
signal on 8 specific radio frequency. This signsl can be received by
ial ki i undnllovll.hc?‘frl-p}?;-u\em

P transp . are
wsed by law enforcement personnel to keep track of the physical
erenbouts of the sond migh

P RE equip
binal L H Y

wher ing unit, which might be placed in an suto-
mobile, 00 & persoa, or in some other item.
AEXMOTE COMPUTER CERVICES

In the age of rapid computerization, s basic choice has faced the
wsers of computer technology. That is, whether ervcu data in-
bouse on the user’s own P eron elae’s ip
Over the years, service panies have developed
o provide sophisticated and convenient computing services to sub-
ecribers and customers from remote fecilities. Today businesses of
all sizes—hospitals, banks and many others—use remote computing
services for P P A i ing can be done with
the customer or subscriber using the r..ciliua of the remote com-
:uq service in essentially a time-sharing arrangement. or it can

sccomplished by the service provider on the basis of information

12

of a “wmre ication g recognizes that private
networks and intra y xati y are
today and brings them within the protection of the statute. Howev.
er, th ‘Wﬁ'iﬂx‘aﬂﬂg!"'wtwmﬂmigﬁn
munications Privi applios Lo interce made outas
tesTitorial Uniud‘gum Lh the m;g‘:nEnma Control and
Safe Streets Act of 1968 which it revises, the Electronic Communi-
cations Privacy Act reguistss only those interceptions conducted
within the territorial Un.il:i States.

< Jadies ‘e Sub :

The y i tee on P
Copyrights and Trademarks amended subpsragraph (D) w0 specily
that wire communications in swrage like voice mail, remain wire

icats and are pr od mrdinc'l‘.

The combined efTact of subparagraphs (A) h (D) is to clari-
fy that the term “wire communication” means transfer of &

ication which includes the h voice at some point.

transfer must be made in whole or in part through the use of com-

ication ission facilities by the aid of wire, cable, or
other like connection, including fiber optics. The facilities may be
furnished or operated by any person engaged in providing or oper-
ating such facilities for the transmission of interstate or forei
eommunications or he may provide or operste thase facilities for
the t of i affecting interstate or foreign

commerce.
the whole of a voice

affecting interstate or foreign T:a:l]nem." are within the definition

Thus, & wire i

telephone transmission even if part of the tranamission is carried
iber optic cable or by radio—aes in the csse of cellular tele-
za-_ and distance estellite or micowave facilities The con-
wersion of a voice signal to digital form for purposes of transmis-
sion doss not render the communication non-wire. The term “wire
ication™ ludes existing teleph service, and digitized
communications to the extent that they contain the human voice
at the point of origin, reception, or some point in between. A pri-
vate teleph Y blished by a pany whase activities
affect interstate commerce, would also be covered. :

It ahould be noted that an imp. rly mechanical rudin‘ of the
phrass “in whole or in part * * * the aid of wire * * °" eould
sweep in virtually all voice communications made with the aid of
any electronic equipment, inasmuch as virtually all such equip-
ment includes in its assembly some length of wire or the equiva-
lent. The quoted is intended to refer to wire that carries the com-

' to s eignifi extent from the point of oriin to the
point of reception, even in the same building. It does not refer to
wire that is found inside the terminal equipment at either end of
the communicatson.

Subparagraph (D) specifies that the term “wire communication™
does not include Lhe radio portion of a cordless telephone communi.
cation transmitied between the cordless handset and the base unit
Because communications made on some cordless telephones can be
intercepted easily with readily available technologies. such as an

radio, it would be inappropriate to make the interception of
such a communication s chminal offense. The wire portion of a
cordiess communication remains fully covered, however.

supplied by the subscriber or customer. Data is most ofien trans
mitted between these servioms and thew customers by means of
slectronic communications.

V. SacTion-8Y-Secrion AnaLvens
Section ! provides that the short title of the bill is the “Electron-
ic Communications Privacy Act of 1986."
TITLE |—INTRACEPTION OF COMMUNICATIONS AND RELATED MATTERS

Under current law, the interception of wire and oral communics-
tions ‘",fmmd by chapter 119 of title 18 (18 US.C. 2510 et soq )
Title 1 the Electronic Communications Privecy Act expands
chapter 119 to take into account modern advances in electronic

1 ications and comp hnology.

Section 101—Federal penaltics for the i ption of
tions

Definitions for terms used in chapter 119 and new chapter 121 of
title 18 are set out in section 101 of the bill. This section alsc de-
scribes conduct which is not unlewful under this Act and modifies
the penalties set out in existing section 2511 of tite 18. It provides
that the remedies in chapter 119 are the exclusive statutory reme-
diea for violations of this chapier. Technical d o chap
ter 119 are also included in Section 101 of the bill.

Sub 101ta—Definiti

Subsection 101(a) of the Eiectronic Communications Privacy Act
sets out the definitions and amendments o definitions used io
chapter 119 and new chapter 12} of title 18. Puunph 101axl)
amends the definition of the Lerm “wire communication ’ in subsec-
tion 25)0c1) of title 18.

Subperagraph (A} amends that definition to include aural truns-
fers. As defined in subsection 2510(18) of title 18, “sural
transfers” are those which include the human voice at any point
between and including the points of origin and reception.

Subparagraph (B) specifies that the use of wire, cable or other

similar connections for the tr of jons in-

cludes the use of such connections in a switching ststion. This sub-

paragraph maekes clear Ehll 1l }.‘Iu‘wr
e Tl lonh or b s cel

they are two P
telephone and a “land line” telephone—are inciuded 10 the defini-
tion of “wire communications” and are covered by the statute. As
noted below, the bul distinguishes between and ceilular
teiephones.
izing that since deregulation and the divestiture of AT&T.

many difTerent panies, not just carriers, offer and use

leph: and other ications services, subpargraph (C) de-
letes from the definition of “wire ication” the requirement
that communications must be transmitted via common carrier to
be covered by the federal wiretap statute.

Subparagraph (D) specifies that wire, cable or similar connec-

-tions furnished or operated by any person eu?‘ug in providing or

JIONS

operating such faciliues for the i
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Section 101(an2} of the Electronic Communications Privacy Act
amends the definition of “oral communication” in current section
251021 of title 18 w0 exclude electronic communications. There have
been cases involving radio communications in which the court
having determuined that the radio communication wes not & wire
communication then analyzes it in privacy terms W determmne if it
is an oral communication. The bill rejects that analyus by exclud-
ing electronc communications (rom the definition of oral commu-
nications.

An oral ication is an by a person under ar-
cumstances exhibiting an expectation that the communication is
not subject 10 interception, under circumstances justifying such an
expectation. In an oral P 1 opoe carmed by
sound waves, not by an electronic medium.

Section 10)iax3) of the Electronic Communications Privacy Act
amends the definition of the term “wntercept’” in current section
251004 of title 18 to cover electronic communications The defini-
tion of “intercept” under current law is retained with res 7
wire and oral communications except that the term “or other” is
inserted after “aural.” This amendment clarifies that it is illegal o
intercept the non-voice portion of a wire communication. For exam-
ple, it 13 illegal to intercept the data or digitized portion of a voice
communication. .

Subsection 101tak4) of the Electronic Communications Privacy
Act amends existing section 2510(5) of title 18 1o clarify that tele-
phone equipment provided by the user and coanectad to the facili-
ties of & service rrovider is not an “electronic, mechanical or other
:::ioe."p i that it is used in the ordinary course of the user’s

iness.

The Committee notes that proposed section 2510's definition of
an “electronic, mechanical or other device” includes any combins-.
tion of parts designed or intended for use in converting those parta
into such a device or 8 rnlul and from which such a device or
apparstus ma benljiy bled. The Cor also notes
that section 2512, as amended by'l.he El-ct_ron_lf Communications

an-g . P the scture, poases
and advertising only of devices primarily useful for surreptitious
interception. L )

Subeection 101(ax$) of the Electronic Communications Privecy
Act amends current pection 2510t8) of title 18 W exclude from the
definition of the term “contents,” the identity of the parties or the

i of the ication. It thus disinguishes between the
substance. purport or ing of the ¢ ion and the exist-
ence of the communication or transactional records about it.

The Supreme Court haa clearly indicated that the use of pen re%
isters does not violate either chapter 119 of title 18 or the fourt
amendment. Subsection 101an5) of this legislation makes that

licy clear. 1t should be read in conjunction with Title LIl of the

ectronic Communicstions Privacy Act which adds new chapter
206 on pen registers and trap and trace devices 10 Litle 18. Subsec-
tion 101tax5) of the bill does not affect the installation or use of
pen regters under the Foregn Intelligence Surveillance Act
(FISA), 50 US.C. 180} et. seq Similarly, the omiasion of a conform-
ing amendment to the definition of "contents” in section 705 of

-A-47-



14

title 47 is not intendsd 1o affect the current law under that section:

ith respect to pen regisiers. The use of pen re has been
l::mdu:uvisi‘um'los.snﬂdav. ountains Tel &

Telegraph Co, 555 F.24 254 (9th Cie. 1977).

Subsection 101ax6} of the El ic C icati Privacy
Act adds o ssction 2510 of title 18 definitions for the terwme “elec-
trons P St p P  volec.

tronic communication service.” “readily accemsible W the general
public,” “electroaic storage.” and “a transfer.”
e N ication” is defined i ;

in prop
2510012 of title 18 as “any transfer of eigna. signals. writing,
ds, data intellj of any tr d in

1 i " 1

tronic

, or
'ho]terinpnbyn'in.rdn. mnag P
or a i sysiem that affects foreign or interstate com-
toerce.” The following are cﬂ:lin'uy excluded from the definition:
(A) the radio portion of ! leph ication trans-
mitted b the cordless phone handset and the base unit; (B)
any wire or oral communication; (C) any communication made
through a tonecaly paging device; (D) any communication from e

tracking 3

el Nlﬁn'umu ' il'.“.f ‘“‘.‘.“:‘,‘:.'?'?,
tion wiretap law if it is not '
-Ammmf-irlyhdnm-mmwlh
'S voice. C icats isting solely of data, for exam-
ple, and all icats tr ittad only by redio are electron-
% communications. This term alao includes electronic mail, digi-
tized transmusions, and video teleconferences. Although redio com-
muynications are within the scope of the Act, the i of the
Electronic Communications Privacy Act di mdﬂuuy to
radio do not affect the applicability of section 705 of Communi-
eations Act of 1934, as ded, o0 acti by b the

public.

Under proposed subssction 2510(13), the term “user™ ia defined
&8 any person or entity who (A) uses an electronic communication
.ﬂietlnd@)idulyluthoriudbydnnrviae’miderwdon.

An “electronic icati y ~ s d d in proposed
subsection 2510(14). Such s system encompasses any wire, radio,
electromagoetic, photooptical oz pb } ic facilities for the
tra 100 of ek X ions a8 well a8 any computer

} i for the el ic

Laciliti latad ok

pr P ag
An mmmhﬁu-nia'ihﬁndinm
mﬁlﬂl!ndud.lﬁnnmvhkhpmid-iumn
lhubiﬁky_hnnd:lom-in "ire or&hnmitf.?ﬁmungtm.

servioes can provided through same ties. Existing
teiephoae companies and electronic mail companies are providers
of electrons ication services. Other services like remote
compuling ssrvioms may also provide el i icati
ssrvices. i

n&te‘mum

“readily ible to the general public”
are defined in propased sub ion 2510(16). Redio communications
are idered readily ible to the general public unieas they
fit into cae of five specified catagories.
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The liability incurred under chapter 119 for the interception of
the communications described in paragraph 251011 E)
may be limited. Section 101(b) of Electronic Communications
Privacy Act seta out exceptions from liability under this Act with
respect Lo electronic communications and esection 101(d) establishes
the penaity structure for violations of thia Act.

The tarm “eloctronic storage” is defined in proposed subsection
2510(17) of title 18. Electronic storage means tA) the temporary. in-
termadiate storage of 8 wire or electronic communication inciden-
tal to its transmission as well as (B) the age of such
€ation by an electronic communications service for beckup protec.
tion Mwnmnw-ilhthnndomwmmoryd
8 computer as well as stornge in any other form including sworage
of magnetic tapes, disks or other media. Thus. for ezample. section
2701's prohibitions against unauthorited access to wire or electron-
i communications while they are in electronic storage would pro-
hibit unauthorized access 10 such a communication while it is
stored 0o maguetic tape or disk. The section 2701 prohibitions simi-
larly would apply w information held on magnetic tape or disk
pursuant to an .s;emgn( W provide remote computing services.

The Laat new definition in subsection 101(ak6} of the Electronic
Communications Privacy Act is the definition of an “sural trans

fer” in proposed subsection 251018). An aurs! transfer means any

transfer containing the human voice at any Eoim between end in-
¢cluding the points of origan and reception. Under this definition,
voice messages transferred over a pe:ﬁ:mm are protected. It is
intended that computer-generated or rwise sriificial voices are
oot included in this definition and thus will not be part of a “wire
communication.” would, r, be part of an “electronic
communication.

h-mpnm.ntu, ize that 8 t ion may ist. in
part, of both electronic communications and wire or oral COmMMURI-
cations as those Lerms are defined in section 2510 of title 18, e
; < the E Ce ications Privacy Act. Accord-
ingly, different aspects of the same communication might be char-
acterized differently. For ple, the t ission of data over
the telephone ia an electronic communication. If the parties use the
line 1o speak 1 one another between dats transmissions, those
communications would be wire communications. At the same time,
for a person overhearing one end of the telephone conversation by
listening in on the oral utterances of one of parties, thase utter-
O ATthough this bil doee g

. 0 » 8 not address questions of the application of
title 11l standards to video surveillance and only dupl':h with the
interception of closed circuit television ications to a limited
extent. closed circuit television communications do provide another
example of the importance of, and the interrelationship between,
the definitions contained in this legialation. If & person or entity
tranamits o closed circuit television picture of & meeting using
wires. microwaves or ancther method of transmission, the trans-
Mussion itsell would be an electronic communication. Interception
of the icture st any point without either consent or 8 court order
would be & violation of the statute. By contrast, if law enforcement
officials were to install their own cameras and create their own
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As doscribed below, subsection 101(b! of the Electronic Communi-
eations Privaty Aci provides an excepiion to the genera! prohibi-
tions on interception for electrunic communications which are con-
figured t0 be readily accessible o the general public. Thus, the
radio ications specified in proposed subsection 2510(16) are
aflorded privecy protactions under this legslation unless soother
saception spplics

As specified in paragraph (A} of proposed subsection 25116,
scrambled or encrypled radio communications sre not rosadily ac-
cesible o the general public. The terms are used in their technical
sense. To “encrypt” or 1o “scramble” means to convert the signal
into unintelligible form by means intended to protect the contents
of a ication from uni ded 1ph Methods which
merely change the form of a plaintert memage, ¢.2., & device which
converts an analog signal to a digital stream, doss not provide “en-
cryption” within the meaning of this bill. Nor doos the use of &
word code, no matter how sophisticated, amount to ecrambling or

encryption. Examples of scrambling tachniques which are currently

available include the data encryption standard (DES).
eriﬁcdinprunph(ﬂ)ndjo icati tr itted

throug! dulstion tachni whose ial pas have

ben'ilhheldfmlhtpublirinaﬂhrbmlhpﬁmd
the communication are not readily sccemible to the geperal public.
This paragraph (B) refers o spread spectrum radio communica-
tions. Spresd spectrum technology usually involves the transmis-
sion of ® eigna! on different fr ies whers the ing !

must possess the necessary algorythm in order t0 reassembile the

signal.

As specified in paragraph (C) of proposed subsection 2510016} of
title 18, radio communications carried on s subcarrier or other
signal subsidiary to s radio tr ission are p d by the Elec-
tronic Communications Privacy Act. This category m:ludrz. for ex-

val (VBI) of a television signal.
Radio icati

3

tr i over 8 sy provided by &
common carvier sre not readily sccessible to the general i
with one exception. That exception is for tone-only paging systems.
As a result of that nurbn. the interception of toneonly paging
M Lransmissions will not be prohibited by this law. However,
unauthorized i P of s display paging sy . which in-
vovies the i of alph ic ch over the radio,
carried by 8 common carrier. is illegal.
As specified in proposed paragraph (E), radio communications
tr d on f; i 11 d under parts 25 and 94 and
subparts D. E, an F of part 74 of the FOC rules are protected by the
Electronic Communications Privacy Act. These communicstions in-
clude HN icati iliary broed services and
rivate microwave services, each of which routinely carmes private
:uun' em or personal communications. Two-way voice radio commu-
made on freq with eervices outside part 74
are expressly exciuded (rom this gory of p d
tons.
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closed circuit television picture of & meeting. the capturing of the
video images wuuld not be an interception under Lhe slstute be
cause there would be no interceptiun of the contents of an electron-
ic communication. Intercepting the sudiv portion of the meeting
would be an intercuplion of an oral communicalion, and the statute
would apply W that portion.

Sectwn 101ib)—Excepiions with respect to electronic communuca-
lions

Subsection 251111 of title 18 of the United Statea Code seta out
prohibitions agsinst the interception, disciasure and use of wire or
oral icstions Sub 1on 261 12 specifies conduct which s
not unlawlu! under chapter 119 of title 1.

Subsection 101ibi of the Electronic Communications Privacy Act
amends Subsection 251112, Puragraph 101(b), consstent with other

rovisions of this legislation, deieles references to common carmers
t thus clarifies that sny service provider who discloses the exist-
ence of an interception or surveiliunce or the device used to accom-
plish the interception or surveillance would be liable for cival dam-
ages under Section 2520 of title 18

Paragraph 101dr21 of the Electronic Communications Privecy
Act amends section 2511i21d) of itle 18 by striking out “or for the

rpose of committing anr other injurious act”. Under current
r‘:dernl law it 15 permusible for one party o consent o the inter-
ception of a conversation unless that interception 18 for illegal. tor-
tious or other njurious ﬁ:rpmu such as blackmail. In numerous
court cases the term “other injurious pu " has been muscon-
strued. Maost troubling of these cases have 0 attempts dby parties
w0 chill the exercive of first amendment rights through the use of
civil remedies under this chapter. For example, in e v. Amen
con Broadeasting Co., 731 F.2d 333 «6th Cir. 19841, the plsintiff,
whose conversations were recorded by a journalist. sued. Despite
the consent of the reporter who was & party W the conversation,
the plaintiff claimed that the recording of the conversation was il-
lqlr because it was done for an improper purpose, 10 embarrass
her While the appeals court decision in Boddie merely sent the
case back for further factual development, it is clear from the facts
of the case that the term “improper purpose™ is overly broad snd
vague. The court's opinion suggests that if the network intended Lo
cause “insult and injury” o plaintifT Boddie. she might be entitled
to recover. This interpretation of the statute places a stumbling
biock in the path of even the most ecrupulous journalist Many
news stories have been brought to light by recording a conversation
with the consent of ony one of the parties involved—often the jour-
nalist himself Many news stories are embarrassing o someone.
The present wording of section 251112ad) not only provides such a
person with 8 rght to bring suit. but it also makes the actions of
the )ournalist s polential criminal offense under section 2511, even
if the interception was made in the ordinary course of responsible
news-gathering activities and not for the purpose of committing a
criminal act or a tort Such a threat is inconsistent with the guar-
antees of the first amendment Inasmuch as chapter 119 as amend.
ed by the Electronic Communications Privacy Act continues o pro-
hibit interceptions made for the purpose of committing either &
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crime or & tort (including defamation), the pul;l’i:.-ill be afforded
m& portecuon against im T Of UNSCTU| interception.

on 101(bX3: of u:?-' ic C e in--p(PIriucy
Act amends ssction 2511(2xD of title 18 to clarify that nothing in

chapter 119 as amended or in proposed chapter 121 affects existi
legal authority for US. Government foreign intelligence u.'uv_il_i':

involving foregn P!
S ey e s s s s, Aoty for mch seivh
it aimply status qua. It Bot e aul
B’F{:&: the Setnd b .:hnl u'-:mw.-‘cum'iu- of providing to the

te expects i iding to
House and Senate [nteliigence C i prop h in rel-

evant executive branch procedures end regulations governing the
conduct of intelligence ectivities, including those involving elec-
tronic surveillance, physical hes, and the minimization of in-
formation collected concerning US persons will be continued. As
in the past, the Senate expects that any relevant ¢! s in these

imues about the protection of Lhe privacy interests of U.S. citizens,
which are of grest concern to the Senate and to the American
people. For thie reaecn, the Seaste wishes W eaiphasise the obligs-
tion of the beads of llig ies to i to keep fbe
Co on Intelligence fully and currently informed of

e Mu:l‘?’:r activities pursuant o Utle V of the National Securi-
Subsection 101(bX4) of the Electronic Communications Privacy
Act armends section 2511(2)g) of title 18 of the United States Code.
1t seta out new exempt rom criminal lisbility applicable to the

. nder propased ssction ﬁll(2l{li). it is permissible o intercept

] made ugh an electronic communics-

:i;rm coafigured so that the conmmunication s “resdily ac-

0 the general public.” That term is defined with respect to

emmunications in propased section 210(16) of title 18. The
i 0 Miak

n | an objective standard of
design fig r for determini hethar a sy receives
Under this , it would ot be unlawful (o intercept sub-
carmer aod ] ions that are itted for the use
of the general public. Such ~public’ ications would includ

the VBI to provide clasedcaptioning of TV programming for the
bearing-impaired.

Uoder proposed section 2511l(gii) it is permissible to intercept
any radio ion which is itted (1) by any station

Subsection 101(bX4) of the Electronic Communications Priva
Act amends subsection 2511(2) of tie 18 to edd & new parsgrap
(h} W that subsection. Proposed subparagraph (i} of peragraph (h)
clarifies that the use of pen requsters and trap and trace devices
are oot tod by chapter 119 of utle 18. use of those de-
vices will lated by new ch 206 of title 18 as amended

the i Communications Privecy Act.

Subpersgraph (i) of paragreph (h) states that no violation of this
chapter occurs if & provider of wire or el » ication
ssrvice records the fact that e ication was initiated or com-

ip order W protect such provider, another provider furnish-
ing service toward the completion of the wire or slectronic commu-
Dication or a user of thal service, from fraudulent. unlawful or
abusive use of such a service. This provision permits the electronic
and wire communication providers to protect themselves and their

Subsaction 10lic)—TecAnical and conforming amendments

Subssction (c) seta out technical and conforming amendments to
dupu_r 119 of title 18. Pu-uu&h (cX}) adds “electronic comrouni-
caloa” in appropriate places throughout the chapter. Paragraph
{cx2) ds the heading of the chapter. Paragraph (cx3) amends
the table of chapters 0 add electronic communications to the table.
Puragraphs (4}, (5), (6), (7). and (8} of subsection 101(¢) of the Elec-
tronic unications Privacy Act make appropriste technical
amendments 0 delete the Lerm “common carrier” and substitute
in its place “provider of wire or electronic communication.”

Section 2511(2XaXi), as amended, specifies that it is not unlawful
for the employees of providers of wire or electronic communication
servioms 1o pt, disc) or use icati in
the normal course of loy while aged in any activity
which is a necessary incident to the rendition of the service or to
the protection of the rights or property of the provider, except that
a provider of wire communication service 0 the public shall not
atulize service or random moaitoring except (oi mechani.
<al or service quality chacks.

h.-_pply-nn‘ the second clause only to wire communications, this
provision reflects an important technical distinction between elec-
trocic communications and traditional voice telephone service. The
pr of e X icati services msy have to moni-
tor & siream of transmisuons in order W properly route, terminate,

otherwise manage the individual messages they contain. These
mooitoring functions, which may be necessary to the provision of
4o electronic communication service, do not involve humans listen-
ing in on voxe converaations. Accordingly, they are not prohibited.
In contrast, the tradiuonal limits on service “observing” and
random “monitoring” do refer to human sural interceptions and
are retained with respect to voice or “wire” cornmunications.

Subsection 101(d)—Penalties modification

Subsection 101(d) of the Electronic Communications Privacy Act
modifies the general penalty structure for violations of this chap-
ter. It sets out proposed su ons (4) and (5) of section 2511 of
Litle 18. Subsection {(4) sets out the cruminal penalties for violations

for the use of the generel public. or that relete Lo ships, sircrafl,
vehicles or persons in distress; (1) by any guvernment, law enforce-
ment, civil defense, private land mobile or public safety communi-
cations system lincluding police and fire), that is readily sccessible
o the general public; (I[1) by a sstion opersting on sn authonzed
frequency within the bands sll od to . citd band or
general mobile radiwo services; or V) by any marine or sercaauti-
cal communications system.

Traditionally, these radio communications have been free from

A rmm 3 :

prohibitions on mere plion
including thase utilizing teleph or radio

p linked are certainly not those w0 which -
this legisiation is aimed. All o ications con-
ducted on redio freq ies allocsled 10 the A Radio Serv-

ices are exempt from this bill's prohibitions against the intercep-
tion of electronic communications.

Radio services readily ible to the g ] lic are -3
from this act’s prohibilions against interception the gepenc as-
Qg.ion contained in propused ps ph 251 L2KgKs).

roposed section 1511(2xgKiii) ressem conduct which is either
prohibited or permitted by the C ications Act of 1934, ea
amended. Under clause (1) of sub, ph Lii)) it s oot unlawful
under chapter 119 or 121 of title 18 for any person to engage in

d prohibited by ion 633 of the Commuaications Act of
1934 relating in cable piracy. If ar individual violates the crimunal
prohibitions in section 633 of the Communicastions Act, be cannot
also be charged under chapters 119 or 121 of uitle 18.

Clsuse (1I) exempta from the prohibitions oo inlerception con-
tained in this Act conduct which is excapted from section 703a) of
the Communications Act by virtue of section 705(b) of that Act
Thus. if conduct is permitled under section 705(b) of the Communi-
cations Act, engaging in that conduct wouid not be s crime under
chapters 119 or 121 of title 1K, as amended bLl.he Electronic Com-
tunications Privacy Act. Determination of whether conduct is per-
mitled under section 705(b) must, of course. be the result of an ex-
amination of the statute, reievant legislative history, existing court
interpretations and constructions given the statute by appropriste
feders! regulatory entities.

section 2511(2xghiv) of title 18 exempts from the erimi-
nal prohibition contained in chapters 119 and 121 of that title, the
interception of any wire or electronic ' the tr A
sion of which is causing harmful interference to any lawfully oper-
ating station, to the extent nocessary o identify the source of such
interference.

Finally. proposed section 2511(2XgAv]) exempta interceptions of
radio communication by other users of the same frequency when
such communication is made through s system that utilizes fre-
quencies monitored by individuals engaged in the provision or use
of such a system. This exemption clarifies that it is not unlawful
for users of the same frequency. who must listen to be sure & chan-
nel is clear before using it, o do 80. The exception applies Lo users
of and CArTIer 8y but doss not apply if
the jon \a ac bled or encrypted.

2]

of subsection 2511(1) Subsection (S) outlines the injunctive reliefl
available 10 the federal ﬁmmment in the case of specified conduct
related W private satellite video communications that are aot
scrambled or encrypied and W communications transmitted on [re-
q ies all d under subpart D of part 74 of the FCC rules that
are not scrambled or encrypted.

The general rule as eet out in proposed paragraph 2511(4Ra) is
that & violation is punishable as a 5-year feiony. Unless one of the
exceptions in proposed subsection 25]1(4Xb) or eubsectson 2511(S)
applies, 8 person violating section 2511(1} will be liable for a fine
under this chapter, imprisonment up o 5 years, or both. The fines
under the chapter are set by sectivn 3623 of title 18. That eection
provides for s different maximum fine level for felonies or misde-
meanors resuiting in death. Individusl defendants can be fined up
o $2:4,000 and organizations can be fined up to $500,000.

As stated in proposed paragraph 2511(14Xb), the first exception to
the general rule that violations are Syear felonies, spplies to un-
scrambled. unencrypled radio communications provided that the
conduct s a first offense and is not for a lortious or illegal purpome
or purposes of direct or indirect commerical sdvantage or pnvate
financial gain If the radio communication is scrambled or tncrzr(-
od, if the person violating the statute has been found guilty of a
prior offense, or if his conduct was for one of the enumerated bad
purposes. the duct ins punishable as s 5-year felcny.

As stated in subparagraph i) of proposed paragraph 2511(4xb),
for first offenders whose conduct was not for one of the enumerated
bad purposes. if the comn.unication is not scrambled or encry
and it 1s the radio portion of a cellular telephone, public
mobile radio service or paging service ication, then the vio-
lator will be subject to 8 $500 criminal fine. Otherwise, as stated in
clauae (i) of proposed paragraph 251114Xb), the conduct s punish-
able as a one-year misdemeancr with fines of up to $100.000, 18
US.C. 3623, unleas the conduct is that deacribed in subsection (5).

1t should be noted that the exceptions aet out in proposed pars-
graph 251114abi apply oaly to redio ications. The i P
tion of “wire” icati in punishable as (ive-year feio-
nies. The interception of the wire portion of a celiular telephone
call, for example. ia a five-year felony.

posed paragraph 25114Xc) decriminalizes certawn conduct
unless it is for the purposes of direct or indirect commercial sdvan-
tage or privete financial gain. The terms “direct or indirect corn-
mercisl advantage or private fi ial gain” are ded to have
the same meaning as those terms have when they are used in 47
U.S.C. 70xb). - .

This exception from the criminal provisions of the Electronic
Communications Privacy Act spplies to the interception of an un-
encrypted. unscrambled satellite transmission that s transmitied
(i) to & broadcasting station for purposes of retransmission to the
genera! public; or (ii) as an sudio subcarner intended for redistri-
bution to facilities open to the _Fubhc. but not including data trans-
missions or telephone calls. The conduct described in subpsra-
grapha (i) and (i is not an offense under this chapter and u not
subject to civil liability under this chapter.
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wu (i) decririnsliass l.he interception of “network
Gands” under Lle 18. Such conduct wiii hdmmzd exclusively by
eaction 105 du:. Cunnumuunu An 47 US.C 705.

(ii) decr ion of material
hn-m;nnudnuhumr ndodlhal.l.hcmfmu
intended for redistribution to heahu. open to the public. Audo
m:-unddlormmuhnhuumnuuu

ic i tion

“Nm-hﬂmpnmnwumr

&(uldﬂﬂnﬂjplyhd‘ummuub
of

phone calls. inte i like the inter-
transmissions made for the enumerated bad purpases,

P ADie yoar felo

vate viewing of satellite cable programming. network
&nsmmmmllmunmbhmrndu-
clusively by ssction 705 of the Communics! Act of 1934, s

ated O
from the criminal penal ot out in .
Ita esceptions epply only if the s not bled

uwmmnndmnwfwmdthemumnuhd
purpasss. Clause (A) refers (o the private or home viewing of a pri-
vata ilite video jon. With regard to the home view-
ing of private aalellite video communications, for purposes of this
provision and ropm-d section 2520, the Committee views as
scrambling that type of multiplexing * m-luchthonudwmd
video portions of & communication are split, requiring special
; t to reassemble the whole communication (generally a vid-
feronce) before it can be received in intelligible form.
Qaue (B) refers o radio communications tranamitied on frequen-
s allocated under subpart D of part 74 of the FCC rules.

Under propossed clause ﬁll(snlulAL if the violation is e first
offemss and the person has not previously been found liable in a
privetes avil action underdeude 18, the government
may sus for .ppmpruu uuuncun relief. Under propossd clause

(B) f the Y} d or sub offense or the person
bas previously been found liable under section 2520, he shall be
subject to & mandatory $500 civil fine

Propossd paragraph (b) of subsection 2511(5) clarifies that the
court may use any means within its existing authority, including
civil er cnminal coatempt, o enforoe an injunction wsued to an in-
dividual under this subsection. Paragraph (b aiso requires that the
court impase & civil fine of $500 or more for sach violation of such

* Mmine vudars to U o s of b
g han SIS Paramotirt Sove b whbald (rem (e

term “intentional” is not meant to connote the ex.
ol motive. Lubuhly for mlcnumully engaging in
is not d on an of

t of the motive that led the person W disregard

ln- Emp in orumal citation omitted.} Report of
C i on the J y. United States Senste. to
Sl&:_lowcodehfarmmdl%l

.E;

y

Y )

TE8]

§§§

itiee went on (o point out thet people who steal be-
they like to or o etmonmneyorlofeedlhcpoor.hke
Hood, all commit same crime. ld. The word “intentional™
ibes the d with an act that is being
on purpase. lldo-nuwu-tuuuhem-ummmudfw

tH

,'g

evil purpase.
t this poing, it is important (o note that the crime of intercep-
_under the ronic Gonmunmuou Privacy Act consista of
tion through the use of “.:c:;:.'""‘"h‘;"n‘f;f
communication use of any e ic, mec
or other device. Some groups which engage in lesting were con-
cerned that the picking up of the ofa 100 inci-
dent lhm tests might be considered s crime under title Il as
ame E’i.:lm‘ Com?unuhml Privacy Act.
sought exemptions from ity under proposed para-
112xg). The S B on P Copyrights lnd
marks rejocted this spprosch nolely it feai
tion d'.lhe pnncxple muwry construction of “expressio unius,
age courts W0
- lusia treat similar tests
For ezample, since the early 1960s, motor vehicle wul.clur!n
and odler: have been comumitted o voluntary actions to make their
products gond c-unm u: the ¢l tic environment. That
red the devel of test procedures and
programs mulm‘ in sysiems to help ensure that the electromag-
oelic eoergy radiated from eqmpment such as motor vehicles, agri-

41

fic
55

i’é

ural and construction Y, for portation,
manne, ial and D ions, electronic oqui nt
sod compoaents of the foregoing Jo not interfere with car-
rying video, vow:_ or data tr i Personal, b and en-

for ing test d and technical

:\ﬁuuom by which el-.-tromuneuc radiation from motor vehi-
l.ypually includes an antenna for picking up electromagnetic

ted from the vehicle, and a radio receiver for scanning

the (reque range from 20 or 30 to 1.000 MHz to determine the
ﬁddn of all emimions in that range which the antenna

‘ ““m‘.‘“‘""‘ o being tamied. bt aise
rom oquipment ut any other .la resent
al the antenna louuot:nfndeed to be able to quanul“;‘:‘he srr!nmh
of the emissions Lo be measured, even though additional signals are
present at the frequency on which the measurement is being made,

E )

an injunction. The term “violation” in thic contezt refers W esch
viewing of & private video communication and o -ch reception of
s part 74 D radio communication.

Subsecton 10lte)~ Exclusivity of remedies with respect (o elactronsc
communicalons

Subsection 10)ie) of the Electronic Communications Privacy Act
smends subsection 2518 10; of titie 18 (o add n:{nrunph (€} which

pnvnd- that with r-pt! 0 the inte
lht and » described m this chapter are

the only j I edies and il for itu-
tional vielations of this chapter involving such communications. In
the event that there is a violation of law of & constitutional magni-
tude, the court involved in o subsequent trial will apply the exst
m&nﬂnuml law with reapect to the exclusionsry rule.

purpase of thus provision is o und that, as & result of
decumiona with the Justice Department, the Elsctronk Communi-
cationa Privacy Act does not l%ﬂn statutory esclusionary rule
contained in litle Il of the ibus Crime Control ana Safe
Streeta Act of 1968 to the i P b P i

tions.

Sumilarly, the El ic C Privacy Act doss pot
d the C i mmdlmwmmvﬂnﬁnond

that statute, will continue to be governed by that statute.

Subsection 101tf)—State of mind

Subsection 101D of the Electronic Communications annq Act
changes the state of mind required W violate section 2511 or sec.
tion 2512 of title 13 of the United Sul- Cade fmm “willful” to “in-
tentionsl.” The purpose of this o ¢ that
inadvertent ml-cmptwnlmnumundcrlheﬂclm&n
munications Privacy Act.

As used in the Electronic Communications Privacy Act, the term

“intentional” is narrower than the dictionary definition of “inten.

tionsl.” “Intentional” means more than that one voluntarily en.
gaged in conduct or caused & remuli. Such conduct or the causing of
the result must have been the person’s conacious abjective. An “in-
tentional” state cf mind means that one's stale of mind is wnten-
tiona! as to one’s conduct or the result of one’s conduct if euch con-
duct or mull is one’s conscious objective. The inwentional state of
nmd. licable only to duct and | Smuouh.nno
e I over the of ci ooe cannot “iatend”
th:m indicated he Judi Coe
s indical int icisry mittee’s report to accom,
the Criminal Code Reform Act o( 1981 (S. 1630r pasy
The highest degree of culpability is present if a person
engages in conduct (or causes @ result) munuumlly that
it is his conscious ob,ecuve or desire to engage in the
amduct (or cause the result)” A common means to de-
scribe conduct as intentional, or (o say that one causes the
result intentionally, is to stats that it is done or acrom-
plished “on purpose.”

25

the procedures and& royTame specily initial measurement of these
sddiional ewnals courwe, any radio service operating in the
scanned frequency runge will be picked up snd 1ts ficld strength
meusured during both the baseline and the vehicle teats Although
occasionally a speuker will be used L0 verify that a radio service 18
indeed pruducing a high field strength reading, in virtuslly all of
the testing there is not attempt 0 ascertain the substance. purport
or meaning of the signal.

Similar equipment and prucedures are used Lo measure electro-
magmetic radiation emitied by computing devices In sddition, the
operation of electrunic equipment. and devices equipped wiih elec-
tronic controis, may be susceptible to disruption by electromagnetic
radiation impinying on such equipment or devices For example.
the operstion of electronic engine controls, electronic speed con-
trols. and anti-lock bruke svstems employing electronic controls,
and even the operatiun of heart pacemakers. are potentially sus-

ible to disruptiun by strong electromagnetic radiation.

o help design equipment and devices which are reswstant o
such disruption. such equipment and devices customarily sre irre-
diated during their development with electromagnetic engery st a
variety of radio Irequencies. and the effects, if any. of such 1rradia-
Lion on thesr operation are vbserved. To avoid interference with on-
going radio services, it is ewsential that the test engineer, before
turning on the radio transmitter used for such irradiation. luten
on the transmitter frequency 1o asceriain that there w no other
signal on thut frequency wilth which the test transmission might
interfere

In addition. both the EPA and the FCC have pointed out that
Federal agencies and state and locs! governments are currently ad-
dressing the problem of potentally public exp 7
radio frequency (RF) rudiation emitted by various kinds of equip-
ment. Testing wolely to determine the source of, or to measure, RF
emissions in order 10 comply with or to establish or enforce sppli-
cable (ederal, state or local standards limiting human exposure to
RF radiation w not prohibited by the Electronic Communications
Privacy Act.

This legislation was never intended 1o outlaw such testirg, con-
ducted in the ordinary course of the tester's business or regulatory
activities. However, if one who obusined information in the course
of such & test went beyond the procedures of the test to use any
information cbisined through the tesung process, he could violate
this statute.

Section 102=Requirements for certain disclosures

Section 102 of this legislation amends section 2511 of title 18 of
the United States Code to add s new criminal prohibition on disclo-
sure of electronic communications. It adds s new subsection (3} to
section 2511. This amendment includes the term “to the public.”
The Government is included as part of the public Thua. serv-
ices are covered.

The langusye in parsgraph (s} of proposed subsection 2511¢3) of
title 1% pruvides that a person or enmr providing an electronic
communication service to the public shall not intentionally divulge
the contents of any communication (other than one to such person
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or entity, or an agent thereol) while in tranamission on thst service
0 any person or entity other thar an sddremsee ot intended recipi-
ent of such communication or the agent of such eddressee or in-
tanded recipient.

Proposed paragraph (blp;( new .uh:dtion 25;1(3) of u';le }8 sets
out exceptions (o paragraph (a)'s crimi prohibition on disclasure.
Provaders of electronic communication services 10 the public are
permitied to divulge the contents of any such communication (i) as
otherwise suthorised in ssction 2511(2Xe) or 2517 or title 18; (i}
with the lawful consent of the originator or any addremse or in-
tended recipient; (iii) o any person employed or suthorized, orv

tination, or (iv) which were inadvertently obtained by the service
provider and which sppear 10 pertain lo the commimion of a crime
&f such divu| is made to a law enforcement agency.

The exceptions to the divuigence bar are relauvely straightfor-
ward Providers ahould be permitted to divulge under other provi-
sions of the chap ‘.':ohe 'nt with one party consent

tivities necossery and intrinsic to the communication activity.
Therefore, it is Y o p ication in iaries.
Finally, if an electronic communications service provider inad-
nﬂc::ll blai ofs ication during
sion the communication appesrs to relste to the commission of
8 crime, divulgence is permitied when such divuleence is made w0 a
w enforcement agency. If the provider purposefully sets out to
@onitor converastions to ascertain whether criminal activity has
accurred, this ezception would not apply.

Section 103—R. y of ciwil d

Section 103 of the Electronic Communications Privacy Act
amends existing section 2520 of title 18 of the United States Code
10 incorparate violati involving i ption, disclosure or inten-
tional use of wire, oral, or electronic communications.

subsection 252018) of title 18 suthonzes the commence-

ment of 8 civil suit. There is one exception. A civil action will not

Le where the requirements of section 2511(2XaXii) of title 18 are

toet. With regerd (o that exception, the Commities intends that the
ural standards will nm{:

(1) The complaint must allege :fvin or Tloﬁ.mnk e:m-
munications service provider (or one of its employeear (a) dis-
clomd the existence of & wiretap; (b) acted without s facially
valid court order or centificstion; t¢) acted beyond the scope of
& eourt order or certification or id) acted on bad faith. Acting
in bed {mith would include failing 1o read the order or colly-
sion. If the complaint fails o make any of these allegations.
the defendant can move w diamwss the complaint for (ailure W
staie a claim upon which relief can be granted.

(2 If during the course of pretrial discovery the plaintiff's
claim proves less, the delendant can move for summary

§ €.
131 If the court denies the summary judgment motion, the
case goos o trial. At the close of the plaintifTs case, the de-

Section 104 ~Certarn approvals by justice department officials

Sectiva 104 of the Electronic Communications Privacy Act
amends section 2516111 of title 18 of the United States Code to add
to the list of Federul officials who may make applications for court
orders under chapter 119. Under this amendment, the lst of offi-
cials who mey be specially designsated by the Attorney General to

hori pplicati will include any acting Amistant Attorney
General, or any Deputy Assustant Attorney Genera! in the Crimi-
aal Divimon. The addition of an acting Amistant Attorney General
is oot meant to imply rejection in any other context of the well.
established principle that an acting official ordinarily possesses all
the legal powers of the official for whom he is acting, but (o clarifly
the law under this statute.

As indicated in proposed subsection 11l(c) of the Electronic Co-
munications Privacy Act, this secion 104 shall take effect on the
date of enactment

Section J05—Addition of offenses to crimes for which interception is
authorized

Section 105 of the Electronic Communications Privacy Act
amends existing sectioa 2516 of title 18 to add o the list of (elonies
for which s wiretap or bugging order may be obtained under chap-
tor 119. It also sdds & new subsection (3) W section 2516 which ad-
dresses applications and orders for interceptions of electronic com-
unications.

Subsection 105(a enses for which wire and oral intercept
vect (a)~Offe for wi wire oral interceptions

. Subsaction 105(s} of the legislation amends subsection 2516(1) of
title 18 by edding to the list of predicate elonies for which an ap-
i for iretapping or bugging order may be made. Those
CTimes are set out in the bill.
Subsection 105(5)—Offenses for which interception of electronic com-
muaxalion are authorived

Subsection 105®) of the Electronic Communicstions Privacy Act
smends section 2516 to suthorize the Government to apply for a
court order suthorizing or approving the interception of an elec-
tronic communication by an investigstive or law enforcement offi-
cer when an interception may provide or has provided evidence of
& Federal felony. Thus. for non-wire, non-oral electronic communi-
eationa, s different and leas restrictive list of crimes can be used to
Jjustify an application for interception.

The Department of Justice has advised the Committee on the Ju-
diciary that for the three years which follow the date of enactment
of this leguaslation, this authority will only be exercised pursuant to
the approval of the same leve] of officiais as those involved in the
spproval of applications for wire interceptions. In sddition o this
voluntary regulatory limitation, the Department of Justice has
committed itself to submitting to the relevant congressional com-
mitlees any proposed changes in these regulations at least 90 days
in advance of any change. .
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fendant again can move for dumissal If that motion is denied,
the Geiendant then has the opportunity o present to the jury
ita section 2520 good faith defense.

The plaintifll msy dbring e civil action under section 2520 whether
or not Lthe defendant has boen subject to 8 criminal prasecution for
the acts complaned of, but in the sbuence of such ton and
conviction, it is the plaintifTs burden o establish that the require-
ments of this section are met.

Proposed subsection 25201b) indicates that s riste relief in &
civil action can include: (1) preliminary and equitable or de-
claratory relief as may be appropriste; (2) damages under submec-
tion (c) and punitive damages in appropriate cases, and (3) s rea-
sonabie attomey’s fee and other reaso e litigation casts.

Proposed subsection 2520i¢c) provides s method for the ml::‘puu-
tion of damages The general rule is set out in paragraph (2) of sub-
section (¢). The court may assess damages muuni of whichever
is the greater of (A) the sum of the plantifT's actua! damages and
any profits the viclstor made as a result of the violaton; or (B)
;utulnry damages. of whichever is the grester of $100 & day or

10,000

An exception (rom that general rule is set out in proposed pars-
graph (1) of subsection 252Uic) This exception applies if the viola-
tion consists of the private or home viewing of an unencrypied oe
unacrambied private satellite video communication or if the com-
munication is an unencrypied or unscrambled radio communics-
tion Lhat is trananmutied on frequencies sliocated under subpart D
of part T4 of the FCC ruies, and the conduct is not for one of the
enumerated bad purposes.

Under subparagraph (AL if the violator has not previously been
enjoined in & government action under subsection 2511(5) and has
oot been found liable in & prior civil action, the court shall assces
the greater of the sum of the pluintifTs sctual damages or statuto-
ry damages of $50 to $500. Under subparagraph (B), of the violator
is a second offender {(one who has been fuund liable in s prior pri-
vale civil action under section 2520 or one who has been enjoined
in & government suit), the court shall assess the grester of the sum
of the plainufls actual damages or statulory damages of 310V to
$1000. Third and subsequent offenders are subject W the bill's full
civil penalties as demcribed in the general rule set out in proposed
paragraph 252c2).

Sul ion 2520id) provides a good faith defense for thase who
comply with court QfLI'l or warrants, grand jury subpoenas, legus-
lative or statutory authoruzations. or a uest of an wnvestigative
or law enforcement officer under lmion'gl&'h of title 17 concern-
ing mer{ency situstions. As used in this subsection, the term
“good faith” includes the receipt of a facially valid court order. The
fact that the provider of a wire or electronic communication service
received a facially valid court order means that the provider would
be entitled to a dismissal of a civil action upon 8 showing that he
acted within the acope of that order.

Proposed subsection 252(ne! sets out the statute of limilations for
sctions brought under this section Actions may not be commenced
more than Z years afler the date on which the claimant first has a
reasonable opportunity to discover the violation.

Section 106—Applicalions, orders. and implementation of orders

Section 106 of the Electronic Communications Privacy Act
amends section 2518 of title 1% of the United States Code This sec-
tion addresses the impiementation of interception orders, reim-
bursement for providers who assist law enforcement agencies in
carrying out an interception order and imization requir
Subsection 106«d) of the legislation permius law enflorcement agen- -
ciew 10 request an order for a “roving tsp” under certain limited
circumatances

Telephone companies have, aa & matter of practice. provided in-
formation and technical assistance to law enforcement officuals in
connection with lawfully suthorized wiretaps. They have steadfast-
ly maintained, however, an important dustinction between such
uch?iul amistance and any active participation in the wiretap
itaelf.

Section 25184) of title 18 is a codification of the cooperstuve
working relationship that exista between telephone companies and
law enforcement officials. This section anticipates that these gov-
ermnment officials will, and should, seek the cooperation of teie-

phone ies in p g teleph line intercepuiona
Nevertheiess. weiephone y s have a bl

expectation, tndxu'oncllL h d by teleph pany prec-

':ieu and policies, thet their y will not b in effect. &

of Gover law enfor Accordingly. while tachni-
cal assistance is vided and paid for, the Commitlee wishes o
make clear that ion 251814) is not intended to authoruze and
should not be construed as authorizing, issuance of an order for
land line teleps i which either requires a8
company o actually lcr:ompfhh or perform a wiretap or requires
that lsw enforcement wiretap activity take place on land line tele-
phone company yrecuses.

The C under ds that some service providers
may have coopersted with law enforcement officials 10 establish
wiretap connections on the cellular service provider's premuses.
‘The Commuttee does not intend to alter this specific form of assust-
ance.

The Committee underntands that the practice followed with
regard o land line teleph is t teleph pany ploy
oes do not perform the wiretap itself, and that telephone company
premises are not used for wiretap activity. This procedure is ac-
cepted by both pany and law enfor officials. The Com-
mittee does not ex any departure from current practice. )

To ensure that the practice does not change. absent a compelling
need appropristely .&m..d to Congress. the Corumittee expecis
the Justice Department to include in its United States Attorneys
Manual a statement that no enforcement agency or official shall

pt to pel any teleph pany ployee w perform
any wiretap, ar sttempt to compel any such company to make 1ta
premises svailable for wiretap sctivily Any promnd amendment
to that language should be reported W the Committee well in ad-
vance of dissemination so that the Commitiee has sufficient oppor-
tunity Lo assess both the extent of which such proposed language
comports with 1ta view of the scope of section 25154) as expreased
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sbove and the extent 0 which any amendment of section 25184) to
permit & change in prevailing practice may be warranted by subse- -
quent and pelling changes in hnology- or other circum-

stanome
Subsection 106ia)—Place of cuthorised inserception
Subsection 106(a) of the El ic Ci icats Privacy Act

amends subsection 25183) of tite 18. It provides, that in the case of
& mobile interception device, 8 court can authorize an order within

its juried and ide its jurisdiction but within the United
States. This provision ies to both s listening device installed in
@ wehicle and to & tap on s osllular or other weleph n-

strument installed in & vehicle.

In most cases, courts will suthorize the installetion of a device
and the device will be installed within the court’s jurisdiction, but
the will sub ly move ide that junisdiction. In cer-
tain cases, however, & device authorized for installation in an auto-

cbile may be horizsed in one district and the vehicle might be
moved to another distnct prior to instailstion. Subsection 106(a) of
the bill permits instalistion in the district 1o which the velucle has

i this subsection affe the law with regard

Nd.hlv in thi B ects current law wi "]
the use of such devioes outside the United States.
Subsaction 106(b)—Reimbur

Subsection 106(b) of the Electronic Communications Privacy Act
establishes that service providers that provide amsistance to the
agency carrying out en interceptios order may be compenazt=d for
teasonable expenses incurred in providing such iacilities or assist-
ance. This is designed 10 permit reimb at an ap-
propriste {0 the work required. In most cases, a flat or general rate
will be appropriate, but this change in the existing law will permit
whly by suthoriting reimbursement st a hugher level in un-

cases.

Subsaction ]06ic)—M,
This subsection makes two in section 2518(5) of title 18.
Under iaw, no ion 2518 interception order may extend

bagins 10 run. Under this rule, the 30-day time period commences

on the esrlier of the day on which the officer first begins 10 con-
duct the interception, or 10 days after the order is entered.
Paragraph (2) of this subsection of the El ic C

Act provides a epecial minimization rule for inter-

ununications that are in code or in & foreign language. If

1t in that foreign language or code is not reasonably avail-
that ion period, minimization may

soon as practicable after the interception. In this regard.

plated that the L or decoder will listen to the

of an interception and make available to the investigators

inimised portioos preserving the rest for pomsible court perus-

]
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order must contain & full end complete statement as to why the or-
dinary . ion requir are not practical. The application
must aleo identifly the person committing the offense and whose
communications are W0 intercepted. judge must find that

the ordinary specification rules are not 5-:.1:1:-1 Situstions where
ordmnr{:p-cxﬁum rules would not practical would include
those where a suapect moves (rom room (o room in & hotel to avosd
ubucw-hen-mmupnnmhqvithuuher-umon
@ beach or a field. In such situstiona, the order would indicate au-
tharity to follow the suspect and in the i puon once
the targeted conversation accurs.

_The rule with respect to “wire communicationa” is somewhat
similar. As indicated in paragraph (b). the application must show
that the person commitung the offense has & purpose to thwart
inlerception by eh@mWiM. In these cases, the court muat
ﬁn_c! lh-l‘ the applicant shown that such a purpose has been

ed by the susp An ple of a situation which would
eneet this test would be an allegod terrorist who went from phone

booth to phone booth numerous times to avoid interception. A
s‘mn -P:ue telephone qnlhr-en Pi:oumpud who said that he or

was planning on moving from ne to phone or o hones
$0 avoid detection also would have demonstrated that Puw
Propased subsection 2518:12) of title 18 provides, with res, o
both “wire™ and “oral” communications, that where the f::‘erd
government has been successful in obtaining & relaxed specificity
order, it cannot bequn the interception until the facilities or place
from which the ComIDunication is to be interce is ascertained
by the person unpltp!n::‘lhe interception order. In other words,
the actual interception not begin until the suspect begins or
evidences an intention to begin a conversetion.

It would be improper (0 use this expanded specificity order (o tap
& series of telephones, intercept all conversations over such phones
and then ze the ions collected as a resuit. Thus pro-
wision puts the burden on the tigation agency o ascertain
'm 'e interception is to take place.

n on Copyrighus and Trademarks
added a provision to proposed subsection isxmz: allowing a service
mvderhmﬂnmnwnquyorqush l.hoo:}eron the
grounds that it cannot provide amiatance in a timely or reasonable
manner As indicated, on notice Lo the Government, the court must
decide such s motion expeditiously.

'nmpmvuum, izes that s teleph y may not be
gblg to respond niuunl.?eu-ly 10 an eleventh hour target line
phone mmp-lr:yumm u:l.;e the “:ghe f pl’;:liuli:‘l.ﬂ -y ulb:

. nl of phones that may
covered by the order. and the ¥
lh;_lhmn L uudby'lh -:: ares of the target lines
‘e Committee intends that the coun lock 1o several factors i

considering whether (o isswe #n order pursuant to prc:po::d ;:r:
graph t11ab). The requast for the order. and the order itsell, should
apecify a y tisnitad guagrephic ares, the number of phones
(r::d“phm;ieL by d & o be i pled—e0 as not to

r P mpany ion sechnically infeasibl d
the time within which the seerception s 40 be sccompluhed, Tne

Peragraph (2) also provides that the monitoring of interceptions
under this chapter may be conducted in whole or in part by Gov-
ernment pervonnel, or by individuals operaling under contract with
the Guvernment, os long as such personnel sre acting under the su-
pervisson of an investigative or law enforcement oflicer authoruad
to conduct the interception This change, which was sought by the
Federal Buresu of Investigation, is designed to free field agenta
from the reistively routine sctivity of monitoring interceptions so
that they can engage in other law enforcement activities

The C i ognizes that although the y
for minimizing wire, oral. and electronic communications sre the
same under proposed subsection 25185), the technology used W
either transmit or intercept an electronic message such as electron-
ic mailors P dets Ur ion ordinanly will not make it
poasible o shut down the interception and taping or recording
equipment simuitanecusly in order to minimize in the same
manner as with a wire interception. It is impossible to “lusten” o &
compuler and delermine when (o stop listening and minimize as it
is possible to do in listening to a telephone conversstion For in-
stance, 8 page dusplayed on a ecreen during a computer tranamis-
2100 might have five paragraphs of which socond and third are
relevant to the investigation and the others are not. The pnating
technolog: is such that the whole page including the irrelevant
persgraphs, would have 1o be printed and read, before anything
can be done about minimization

Thus, minimization for p tr would require &
somewhst different procedure than that used to minimize 8 tele-

ca!l. Commen sense would {im:e. and it is the Commiitee’s

4o pe

intention, that the won be d d by the initusl
law enforcement officials who review the tranacript. Those officials
would delete all non-relevant materiais and diseminate (o other
officials only that information whach 18 relevant to the investiga-
uon.

Subsection 108d)—Rouving taps

This subsection of the Electronic Communications Privacy Act
sdds & new subsection (11} 1o section 2518 of title 18. Under current
law, the application and the order for a bug or tap must indicate
the “particular” facility or place in which th.e interception is W
accur. Subsection 106d} of this legislation eets out new rules for
the specificity required in the description of the place where the
inwrceptions of wire and oral communicstions sre to occur. The
Commutiee finds such a provi y o cover cir
under which law enforcement officials may not know, until shortly
before the ication, which teleph line wil! be used by the
persoi under surveill Teleph panies assist law enforoe-
aent officials by providing cable and pair information. or leased
line facilities when requested and feasible. this is the information
which will be provided o law enforcement for roving taps.

In the case of both orel and wire ions, only a 1i
list of Federal officials can apply for s specisl order seeiung relief
under this provision.

With regard to “otal” communications, as eet out in paragraph
(a) of proposed subsection 2518:11), an application for & special
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failure to make such specificationa in the request and/or 1n the
order may be considered evidence of i or imel
ness by e court acting upon a telephone company motion made pur-
suant Lo proposed subsection 112).

The Committee also expecta law enforcement officisls Lo continue
the current practice of consulting with teleph y 1
ees regarding the details of impl ion tsuch as phone num-
bers and the specific locations of the telephonen) in advance of the
time any order for interception is sought.

Finally. subsection 106:d! of the Electronic Communications Pri-
vacy Act provides that reporta to the Administrative OfTice of the
United Stetes Courts under current section 2519 of title 18 on the
kind of order or pplied for include whether or not the
order was one applied for under the relazed specifity provisions of
subsection 251&11).

Section 107—Intelligence activities

Subsection (a) of this section of the bill clarifies that the amend-
ments made in subsection 102:b) of the bill do not provide sny new
authority for inteiligence sctivities but only represent an exemp-
tion from the coverage of thu chapter and chapter 121 of title 13
for activities that are otherwise lawful.

Subsection (bt of this section of the bill exempts communicstions
security monitoring activities of the Federa! Government otherwue
in accordance with US. law and undertaken in accordance with
procedures approved by the Atorney General from coverage under
chapter 119 or 121 of title 18. This subsection provides nc new au-
thority for such activities.

Specifically this subsection exempts from the coverage of this act
the lawful activitics of Federal agencies intended o intercept en-
crypted or ather oflicial ications for ications secu-
nty purposes. C F security es are protective
measures taken to deny unauthorized persons information derived
from US Government telecommunications and to ensure the au-
thenticity of such icati C ications security pro-
tection is the lp:lic‘lion of security messures o electrical systems
generating, handling. processing, or using information the loss of
which could sdversely affect the nationsl interest. Monitoring of
security measures and security protection includes the intentional
interception of executive branch official ications, including
the communications of certain Government contractors. Lo provi
technical material for anslysis to determine the of security
being provided to these transmissions. In addition, the interception,
by authorized Federal of radio ications between
foretgn powers or agents as defined by the Foreign Intelligence
Surveillance Act of 1978, and the accessing of electronic communi-
cations svetems used exclusively by s foreygn power as defined by
the Forewgn Intelligence Surveillance Act of 1978, are exempted
from coverage of this act by this subsection of the bill.

Section 10§—Mobile tracking devices

Subsection a) of this section of the bill sdds & new section to
chapter 205 of title 1 This new code section provides that if &
cour} 1s empowered to wsue a warrant or other order for the instal-
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lation of & mobile tracking device, and the tracking of the object or
" perwon on which the device is installed, such warrant remains valid

oven if the device is moved outside the juriadiction of the court,

oecti (b} adds & new section 3117, “Mobile tracking devices™
1o the table of contents of chapter 205.

Section 109—Warning subject of surveillance
The eaction amends section 2232 of title 18 by adding at the end

8 oew subsection. Proposed subsection 2232c) adds two new of-
fenses 10 title 18. First, it makes it & criminal act punishsbie by &
fine under this title and/or imprisonment for not more than 5
yours to warn any person that s Federal agency or law enforce-
t officer has been authorized or has sought suthorization under
119 of title 18 to intercept & wire, oral, or electronic com-
. S d, the proposed sub ion provides the eame
Ues for warning anyone that a Federal officer has been au-
thorued or has applied for authorization to conduct electronic sur-
hn:Lundcr the provisions of the Foreign Intelligence Surveil-
elements of both new crimes are the same. It 13 required
that the defendent have knowiedge that the Federal law enforce-

|

1

gl

application was made under a particular chapter of federa! law,
rether, only that such application or order was made under foderal
hv._'hn.‘ fendent must in duct of giving notice of the
passible interception to any person who was or is the target of the
interception. Finaily, the defendents action must have been under-
taken with the specific intent o oPstmL impede or prevent the

intercepticn. The offenss also incl an to in the
oflense.

Section 110—Injunctive remedy
This section of the act ssts out a proposed section 2521 of title 18.
Section 2521 adds 10 the existing criminal and civil remedies avail-
able for violstions of this chapter by suthorizing the Attorney Gen-
oral W seek an injunction to prevent felony level violations of this
chapter. Section 2521 also provides that preliminary relief can be
m‘_nud to prevent a continuing and substanual injury to the
ted States or to any person for whose protection the action i
brought. Actions under section 2521 sre governed by the Federal
Rules of Civil Procedure. except that when sn indication has been
returned the respond d Y is governed by the Fed-
eral Rules of Criminal Procedure.

This subsection doss not prevent broad authorizations to the gen-
eral public to access such s tacili?. The bill does not for example
hinder the development or use of “electronic bulleun boards” or
other similar services where the availability of information sbout
the service, and the resdily accessible nature of the service are
widely known and the service does not require any special access
oude or warning to indicste that the information is private. To
ecoam 8 commaunicstion in such a public system is not a violation
of the Act. since the general public has besn “authorized” (o do s0
by the facility provider.

However, the offense of intentionally exceeding an authorization
10 scceas a computer lacility would spply both to public and private
" ofas For ple, a P mail facility author-
izes 8 subscriber 10 access information in their portion of the facili-
ies storage. Accessing the nonﬁe of other subscribers without spe-
cific authoritation  do so would be a violation of this provision.
Saumilarly, s member of the general public suthorized to sccess the
public portion of a computer facility would violate this section by
intentionally exceeding that authorization and sccessing the pri-

i

. Subsection (b of this new section provides punishment for viols-
tion of sub {s). A disti is drewn between offenses com-
gutted for purposes of cial advant lick destruction
or damage, or for private commercisl gain and all other types of
violstion. If the offense is committed for private or commercial
gain or for malicious destruction the subsection provides a fine of
oot more than $250.000 or imprisonment far not more than one
year, or both, for s first offender. S d and subseq offend
are subject to the same fine provision but s jail term up to two
years can be imposed for such violations. In all other cases the fine
8 hmited to not more than $5,000 and imprisonment for not more

€ months or both.

 Submection (¢} of this new section provides exceptions to the viola-
tions contained in subsection (a). It is not a violation of subsection
() if the conduct was suthorized by the person or entity providing
the wire or communications service, or if the conduct was author-
:@ ::y l::‘ }ntru;f that aerv"i_eeu:lgndmped to communications of

T inten or that user or i uct is authorized by new sec-
tions 2703, 2704, or 2518 or title 18. Y

New section 2702—Disclosure of contents

_ Proposed section 2702 is divided between electronic communica-
tion services and remote computing services. The restrictions on
the service provider are the same in each instance. However, as de-
ecribed below, there is different treatment for electronic communi-
cation service providers and remote computing services with regard
10 government access.

ubsection (@) of this new section prohibits the provider of an
fonic communications eervice or the provider of 8 remote com-
puting service from knowingly divulging the contents of any com-
cation e 3" of a nication has the same
meaning in this section as it has in subsection 251081 of title 18 or
the United States Code as amended by section 1011ax5) of this Act.
The req that a viol must “knowingly” divulge the con-
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Section 111—Effective date

Subsection (a) provides that in genern] the amendments made by
this act are -efTective U days after enactment. and that the act ap-
plies only with respect to court orders or extensions made sfter the
effective date. Thus existing court orders would not be nﬂ’ecud"b!
these changes and on-going investigations would not be hindered,
but any ntenl.:n of an ci':u'n‘ court order made 30 days after
passage would be governed by these new provision.

Subsection (b) provides & special rule for the efTective date in the
case of stale authorizations of interceptions- This special efTective
date rule is necessary because the provisions of chapter 119 of title
18 supersede state laws with respect to electronic communications.
Under chapter 119, the states must enact statutes which are at
least as remirictive as the provisions of chapter 119 before they can
authorize their state courts to issue i pion orders. B of
the substantial changes made by this act it is appropriste to grant
the states sufficient time o modify their laws. This special efTective
date rule gives the states two years (0 amend their laws W moet
the new requirements of chapter 119.

Subsection (¢c) provides that section 104 of the act is effective
upon enactment. Section 104 modifies Justice Departoent proce
dures for approval of requesta under this chapter, since section 104
is designed to alleviate management difficulties at the Department
of Justice there is no reason to delay implementation of these

TITLE L—<TGEED WikE AND RELECTRONIC COMMUNICATIONS AND
TRANBACTIONAL RECORDS ACCERS

Section 201 —Title 18 amendment

This section amends title 18 by adding at the end thereof a new
chapter 12] conswsting of ten new secucns. These sections are dis-
cussed below.

New section 270]—Unlawful access o stored communications

Subsection (a) of this new section creates a criminal offense for
either intentionally accessing. without suthorization. s facility
through which an electronic communication service is provided, or
for intentionally exceeding the suthorization for accessing that fs-
cility. Subsection 2701, also provides that the offender must obtain.
alter, or prevent authorized access to 8 wire or electronic communi-
cation while it is in electronic storage in such an electronic storage
system in order to commit a violation under the subsection.
term “eloctronic etorage” is defined in section 251%17) of title 18
and includes both temporary, intermediste storage of & wire or
electronic ication incid | to the tr ission of the
message, and any storage of such a communication by the electron-
ic communication service for purposes of backup protection of the
communication. .

This provision addresses the growing problem of unauthorized
persons deliberately gaining sccess 1o, and somelimes tampering
with, electronic or wire communications that are oot intended Lo
be available to the public.

7

tents is intended Lo make clear that “reckiess” or “negligent” con-
duct is not sufficient Lo constitute & violation of this section.
section (b) of this section provides exceptions to thus general ruie of
non-disciosure.

The application of new code section Z702a) generally prohibita
the provider of a wire or electronic communication service to the
public from knowingly divulging the of any i
tion while in electronic storage by that service Lo any person other
than the addressee or intended recipient. Similarly, section 2511(3)
of title 18, as amended by this Act, prohibits such a provider from
divulging the s jon while it is in transmis-
aion. Neither provision. however, nor any other provaion in the
Act, is intended 0 affect any other provision of Jedera! law that
prohibits the disclosure of information on the basis of the content
of the information, such as the Fair Credit Reportung Act.

The application of sections 2701(a) and 251113) is Limited to pro-
viders of wire or electronic communications services There are in-
stances. however, in which a person or entity both acts as a provid-
or of such services and also offers other services W the public. In
some such situstions, the bill may allow disclosure while another
federal requirement. anliuble to the person or entity in another
of its roles, prohib iscl . C i ds that such
instances be anslyzed as though the communication services and
the other services were provided by distinct entities. Where a com-
bined entity in i non-provider role would not be allowed to dis-
close, the sppropriate would be discl ..

Subeection (b) of this new secuon provides exceptions to the gen-
ersl rule of nondisclosure provided in subsection (a). These excep-
tions permit disclosure: (1) to the addressee or intended recipient of
the communication or the authorizad agent of such addressee or in-
tended recipient; (2} in mnfonm’tis'il.h a court order issued pursu-
ant 0 the procedures in section 2516 of title 18; or in the course of
normal business practice as defined in section 2511(2xa} of this
title; or to the rmment under procedures of new section 2703,
(3) with the lawful consent of the sender or the addreasee or an in-

ded recipi of such ication or with the consent of the
subscriber in the case of & remote computing service, () 10 &
person employed or authorized or whase facilities are used to for-
ward the communication 10 its ultimate destination; (5) as neces-
sary in order to render the service or 1o protect the nghts or prop-
erty of the provider of the service: of (6) to a law enforcement
agency, if the contents were inadvertently obtained by the service
pm:gtr and appear 10 pertain W the commission of a cnme .

The exceptions t0 the general rule of nonduclosure provided in
subsection (b! fall into three ies. The first y are those
disciosures which are suthorized by either the sender or receiver of
the message. Either the sender or the receiver can directly or
through authorized sgenws authorize further disciosures of the con-
tents of their electronic son. The d gory are
disclosures which are neceasary for the eflicient operation of the

ications sy . Such busi ures sre included 1n
the section 2511(2ha} exemption as well the exemptions of this sud-
section relating to the diclosure of the message to forwarding facili-
ties and the exemption for service provider activiies designed to
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protect the system and lorm the ssrvice. The third catagory are

-

disclosures 0 the government. Ir this area there are twe typoe of
disciczures. Those pursuant to a court order under the ures
aactions 2516 and 2703 and those disclowures n at the

3

ve of the service provider in the P cire
when the provider has become aware of the contents of & massage
that relats (o cnguing criminal activity.

Now section 2703 —Requi for gover ! acoms

Subsection ta) of ion 2708 provides requiren for the gov-
emmeat 0 obtain the of an el communication
that bas been in eloctronic storage for 180 days or less. A govern-
mant eotity can only gain sccess to the contents of such an elec-
treaic communicats pursuant 10 & warrant isued under the Fed-
erul Rules of Cri Procedure or an equivalent State warrant.
Subssction (b) of section 2703 provides that for el

scaLs that are intained by & remote computing service and

thet have been in storage in an electronic communication ssrvics
for more than 180 days the Government can gain access in eeveral
weys. If the Government wishes to obtain the contents of & commu-
ficstion without the required notice 1o the subscriber then the gov.

enlity must obtain a warrant issued under the Federa!

ermmental
Rules of Criminal Procedure or an equivalent State warrant. With -

prier potice from the government entity o the subscriber or cus-
tomer, the entity may obtain the contents of the electronic commu-
mdﬁher‘yunuudninmminwbmnuww
al'&ijnlprsui-wuuorlhd-nlwsuumnd)urywbp&
4 or oblAIn & court order pursuant to subsection td) of this secton.
In eddition, ::a ra_nuir;rdosn:(f.ieg u:nl%hdehyd pur:::ntut.hm
quirements of section [ as provided in Act.

Subsoction (b) of new section 2703 of title 18 is made applicable
o all electronic ications held or maintained by the service

pertaining w &
qunprm_quwmn_rvie:._nﬂind_udiuthcmumd

age or ing
Mkimﬁl’n&wm«d\criﬂfmm
subscriber to or of an el C i

i‘nkrmu customer’s use of the service not the coatent
A provider of electronic e ication service or remote com-
puting service must discliose information perlaning to a subscriber

or customer. but not the of any ions of that
customer, to a Goveroment entity only when the Government
entity either ti) uses an sdministrative subpoena suthorized by s
Federal or State statute. or a Feders! or State grand jury subpoe-
Ba: (i) obtains & warrant issusd under the Federal Rules of Crimi-

oal F or an eq sate t; (i) ocblauns 8 court
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cerning the Government’s sub, or court order have been re-
eolved, whichever is later. service provider is required (o
comply with the order and release the copy 10 the requesting Gov-
erament entity no sooner than fourteen days afler the Government
enuty has notfied the subsctiber or customer that it is seeking this
information.

ph 4) ides that the service provider should relesse
x:.mh{uumnmcwunml only if the service ider has
an received notice from ita subscriber or customer that the sub-
scriber or customer has chalienged the Government's request and
if the service provider has not iselfl challenged the request of the
Governmaent entity.

Finally, paragraph (5) provides that when & Government entity
seeks 10 require the crestion of the backup or duplicate copy under
this subsection and the governmental entity further determines
that notification under section 2703 of thus title of the existence of
the subpoena or court order may result in destruction of or tamper-
ing with the evidence this later determination is not subject to
Mlsemeiwrbymwwmtwbymunu

T

’“\,V'hilc this subtitle provides the subscriber or customer, and in
eome circumstances the service provider s right to challenge the
pecessity for or scope of a court order, neither this section or any
other section of this Act provides grounds to challenge the determi-
nation of the Government agency that no notificstion is to be given
to the subscriber or customer of the mere creation of the duplicate
file. The file is created and maintsined by the service provider
eolely for the pu of assuring that rnumial evidence is not
tampered with or destroyed. Keeping the fact of the crestion of this
file secret does not harm any privacy interest since there are ade
xm safeguards included in the bill and in this chapter to control
sctual release of the duplicate file 1o the Government agency.
Subsection (b) of proposed section 2704 provides & procedure for
challenges to & court order by the subscriber or customer. The sub-
ecriber or customer whose records are sought can within 14 days
after notification by the Government under subsection (aX2) of this
-mn_me-mn.m%u:huuchwbmmormumhewn
order in an a riate State or Federal court. The subscriber or
customer chal the subpoens or order must serve a copy of
the motion on the governmental entity and provide written notice

to the service provider that such a lenge been initiated.
The subsection further provides that the epplication or motion
must state that the appl is the or subscriber to the
service from which the contents of electronic tommunications
maintained for him have been sought and state the reasona for be-
Lieving that the records sought are not relevant to o legitimate law
enforcement inquiry or state that there has not been substantial
with the p of this chapter in some other re-

The service required by this subsection shall be made upon the
ernmental nug by delivering or mailing by registered or certi-
ied mail & copy of the papers to the person, or office, or depart-
ment specified in the notice which the customer has received pur-
suant to this chapter. The sermn “delivery” in this sub ion hss

order for such disch e under subsection (d) of thia section; or {iv)
has obisined the consent of tre subschber. A Government entit
which receives customer records pursusnt o one of these four J
ternatives is not required to provide notice to the subacriber or cus-
tomer that it has requested or oblained this information.
Subsection (d) provides that orders requiring access by & Govern-
ment entity 0 the contents of & wire or elecironic communication
or to Lhe records or other information sought shall imue only if the
governmental entity shows there is reason Lo believe the contents
of the wire or electronic scation, or the ds or other in-
formation sought, are relevant o a legitimate law enfor in-
quiry. This section provides no authority for the issuance of & state
lu‘lmt_nnn that is prohibited under the law of such aate.
is subsection also permits the provider of the communications
or remole computing service 10 move W quash or modify any other
ssued under this section if the information or records requested
are lly vol or li with the order would
csuse an undue burden on the provider. Thus specific standing for
the service provider to contest an overly broad order is intended to
protect the service provider from unduly burdensome requirements
and 1o permit an impartisl judicial officer 0 evaluate the appropri-

steness of the government’s request.

Subsection (e/—No cause of action inst & provider diac)
information under this chapter. :

This subsection of the proposed new section provides a defense
for the service provider. ita emplo;reu and officers, from suits aris-
ing because of its disclosure of information pursuant to & warrant
or other court order wmsued under this chapter.

New section 270§ —Backup preservation

Subsection (s) of propased section 2704 of title 18 provides that a
Government entity may include in ita subpoena or court order ob-
tained pursuant to the provisions of new section 270XbK2) & re-
Quirement that the service provider creste and maintain s dupli-
cate copy of the contents of the electronic communications sought
in order to preserve those communications. Without potifying the
customer or subscriber, the service provider must create such a du-
plicate copy as soon as practicable and confirm w0 the Government
entity that the duplicate file has been created. In all cases the serv-
ice provider must creste such a duplicate file within two businems
days after receipt by thet provider of the subpoena or court order
directing that such a duplicate file be created.

Paragraph (2) of this new subsection requires the Government
enuty Lo give notice to the subacriber or customer that such a du-
plicate file has been created and has been ordered 10 be provided to
the Government. This ootificstion to the customer or subscriber
must be given within three days of the receipt of confirmstion from
the service provider (as required by subsection (a) sbove) that the
duplicate file has been created, unless the Government agency has
obtsined permission to delay such notification pursuant o pro-
posed subsection 2705(a).

Paragraph (3) also prohibita the service provider from destroying
the backup copy until the information has been delivered W the
Government entity or any proceedings, including all appeals. con-
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:hemniuﬁmthalkrminthc?denlkul-ofﬁvﬂhm
ure.

If a court determines that the customer or subscriber has com-
plied with the requirements for such s motion including the re
quirements of “delivery” to the Government entity. then the court
shall order the Government entity to file 8 sworn response w0 the
motion or application. Such resp may be in camera if the gov-
or | entity ludes in its resp the reasona which make
such an in camera review appropriste. If the motion and response
provide insufficient information for the court to make & determina-
tion, the court may conduct such sdditional proceedings as it
deems appropriste. Any additions! pr dings and a on
the challenge shall occur as rapidly as feasible, ce. within 7 calen-
dar days in al! but the mast unususl circumstances.

The subsection also provides that the court shall enforce the
proceas if it finds that the spplicant challenging the order or appli-
cation is nat the subscriber or customer for whom the records are
maintsined or if it finds that the law enforcement inquiry is legiti-
mate and that the communications sought are relevant Lo that in-
quiry. If the court finds that the customer or subscriber challeng-
ing the order or application is the subscriber or customer for whom

records are maintained and that the records are not relevant to
a legitimate law enforcement inquiry or that there has not been
substantial compliance with the isions of this chapter in some
other respect. then the court shall order the process quashed

Finally, the subsection provides that s court order denying a
motion or application under ssction 2704 shall not be deemed &
final order and no interlocutory appeal may be taken by the cus-
tomer or subsacriber (rom such a denial.

In the event that there is no indictment then the person whose
records are invoived may move for the return of the records. Obvi-
ously, hing precludes a or subscriber who is later the
subject of & criminal proceeding from raising these imues again

bject to the ions limitation of ion 2708 of title 18.

New section 2705—Delayed notice

This proposed section provides p d and requir  for
implementation for & delay of notice o the customer or subscriber
that his records are being sought or have been provided w a gov-
ernment entity.

Subsection (a) of this section 2705 provides that when a Govern-
ment entity seeks or obtains access o the contents of an electronic
communication by application for s court order notification can be
delayed for an imtial period of up to 90 days. if the Government
entity requesta such s delay and the court determines that there »
reason to believe that the notification of the of the court
order may have an adverse resuit as described in this subsection.
Where an administrative subpoena authorized by & Federal or
State statute or a Federal or State grand jury subpoena is obtained.
@ delay of notification for a period of not more than 90 days can be
obtained upon the execution of a written certification of 8 supervi-
sory official that there is reason to believe that notification of the

i of the subp may have an adverse result.
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For purposes of & delay of notificstion. an adverse result is de-
fined as (A) endangering the life o7 phyuical safety of an individual;
(B) flight from prosection; (C) destruction of or tampering with evi-
deoce; (D) intimidating of potential witnesses; or (E) otherwise seri-
ously jsopardizing an investigation or unduly delaying e trial.
hdumdnﬂnhhmﬂworm“jmwbm.mm
mtﬂmhlyirﬁ:urdbminhhltmmpydﬂnn

0 the certification can only be given by &
“eupervisory oflicial”. The subsection defines such an official as the
investigative agent in charge of an agency's headquarters or re-
gional office, or Lthe amistant to such an agent or the equivalent, or
the chief prosecuting attorney or the first assistant prosecuting at-
:nyﬂum'ohdqumwmiuddﬁm.wthnqu&u—

t.
mm.horwﬂs that extansions of the delsy period
for not more than 90 days each may be granted by the court upon
application or by certification by the government agency provided

g of subsect &)d’mjonﬂﬂ-‘»mnul’u-:h

i 0 the delay period, including any i a8 pro-
vided in this subsection and (b), has expired the govern-
mental entity must serve upon, or deliver by registered or first-
class mail 10 the customer or subscriber, a copy of the procms or
request together with notice that states the nature of the law en-

forcement inquiry and inferms the customer or cuhncﬁb‘::rm that
i the

h r

of requasted; (ii) that notification to the customer of this action was
delayed; tiii) what Government entity or court made the certifica-
ton or deter ion that notification could be delayed; and (iv)
which pror or provi of this chapter allowed the delay
Subsection (b} provides that if 8 governmental entity has delsyed
aatice or has not been required to give notice under the provisions
of mection 2703, then the governmenta! entity may also apply to the
court for an order commanding a provider of electronic communi-
eervice or computing service o whom s warrant,
subpoena, or court order is directed, not to notif; nnﬁrnonnfu‘e

notification of the exzistence of the warrant, subpoena,
or court order will result in any of the five adverse results Listed in
this subssction. The entity must apply to & court for preclusion
under this subsection, even il the underlying process—an adminis-
tretive subp for le—doss not require & court order.
New section 2706—Cast reimbursement
‘h'l'hn proposod section provides that when a governmental entity
. the of ications. records or other informa-
tion under the authority of sections 2702, 2704, or 2704, it shall pay
to the person or entity assembling or p:?vidmg the information &

1‘..;'[:“_ o for the ne y fdirm casts.

ion an exception to this general rule with regard

%0 records or other inl'ormlﬂn intained by a m‘mu
7]

for electronic communicstion transsctional records This ensures
that the FBI has the necemsary suthority with regard to subscriber
information and toll billing information with respect o elecironic
communication esrvices other than ordinsry telephone service.

Section 2709 is a carefully balanced provision that remedies the
delect in current law that FBI cannot gain sccess on & manda-
tory besis 1o teiephone toll records intained i
common carmers, for counterintelligence purposes. As & result, es-
pucially in states where public latory bodies have created ob-
stacles to providing such access, FBI has been prevented from
obtaining these records. which are highly important w0 the success-
ful investigation of counterintelligence cases. .

‘The second difference concerns the standard that the FBI must
meet before it can require & common carrier o service provider to
supply the requested records Section 2709 requires s certification
bys Lmuud FBI official that the information sought is relevant
to an suthorized foreign counterintelligence investigstion and that
there are specific and articulable facls giving reason (o believe that
;l\e person or entity o wh«:;\ u;e information no::'l!ln::r_uim e

foreign er or an agent of a foreign power as defi in eection
101 of xl"mign Intelligence Surveillance Act of 1978. Section
503 of the Intelligence Authorization Act for Fiscal Year 1957, as
reported by the Intelligence Committee, contains a ul‘irhtly differ-
ent “reason o believe” dard requiring ific and articulabl
facts giving resson 1o believe that the target “is or may be” a for
ign power or an agent of a foreign power. .
son 270%a) of this proposed section provides that s wire
or electronic communication service provider must comply with s
request for subscriber informstion end toll billing records in ita
custody or possessiors ade by the Director of the Federal Buresu
of Investigation under subsection (b) of thia eection. It should be
noted that this applies only to transactional records, not to the con-
tant of the electronic messages of & customer or subscriber.

Subsection 2709b) provides that in order for the requirement to

ude information in subsection (a) of this section to apply, the

irector of the Federa) Bureau of Investigation, or a specific person
within the Buresu desiguated for this purpose by the Director,
must certify in vrilinf W the wire or electronic communicstion
service provider that (1) the information sought is relevant to an
suthorized foreign counterintelligence investigation; and (21 that
there are specific, articulable {acts giving reason to believe that the
person or entity to whom the inflormation sought pertains is & for-
eign power or an Afenx of a foreign power as defined in section 101
of the Foreign Intelligence Surveillance Act.

House Judiciary Committee report on the Electronic Com-
munications Privacy Act of 1986 does not discuss the meaning of
the “reason to believe” standard in section 2709 It is essential.
therefore, W clarndy the intent of Lhe Senate with respect W this
item

The “reason to believe” requirement in section 2709 is intended
10 be substantally less stringent than the requirement of “proba-
blecause " It s ded that the application of the “reason to be-
lieve” requirement will be determined by a senior FBI official at

the level of Deputy Assustant Director or above. Jt s intended that

()

common carrier that relsts Lo telephone tol] records and telephone
listings obtained under section 2702 No jee is normally required
for access 0 such records. However, the court may order s pay-
ment if the court determines the information required is unuaun]{y
voluminous. The amount of the foe provided in this subsecton is o
be mutually “Wﬂ by the governmental entity and the
person or entity pi ng the information. If they are unable to
reach an agresment, the court which imued the order for produc.
tion of the information. or the court before which & cniminal pros-
ecution relating to the information would be brought if no court
ordsr was issued, is empowered 10 determine a reasonable fee.

New section 2707—Civil oction

Subsection (a) of this proposed section provides that, escept as
provided in section 2703ie), any provider of electronic communica-
tion service, subscniber, or customer of such eervice aggrieved by
any violstion of this new chapter may recover frcm any parwon or
entity—including gover } entit who knowingly or inten-

i ly violated this chapter.

Under subsection (b). appropriate relief in & civil action under
this ttle includes: (1) such pnhrninlr{. declarstory, or other equi-
tabie relief as may be ap ste; (2] under the section
including the sum of actual es suffered by the plaintuT and
any its made by the violator as the result of the violaticn ss
provided in (c) with mini y d of $1,000; and (3)
reascasbile attorney’s fees and other reasonable litigation costa.

The soction also provides a defense Lo an action under this chap-
ter. If the defendant’s action was based on & good faith reliance on
s ocourt order or warrant, a grand ju°7 subpoena, & legislative or
statutory suthorization; or 8 request of an investigative or law en-
forcement officer under section 25187) of this title, or if it wes
based on n.g::d faith determination that section 1511(3! of this title
permitted conduct complained of, then this good faith reluance
or determination is & ! def 0 any civil or cnminal
action brought under this chapter or under any other law.

This new section also idea that any action under this section
must be commenced not later than 2 years after the date upon
which the claimant first discoversd or had a reasonable opportun-
ty to discover that a violation had occurred.

New section 2708— Exclusivity of remedi

The remedies and sanctions provided in this chapter are the only
judicially ilable r dies and } for ponconstitutional
violations of the chapter.

New section 2709.—C intellig access Lo telephone toll and
transactional records

Section 2709 provides for FBI counterintelligence accems to tele-
phone toll and transactional records This provision is substantially
the same as language recently reported by the Intelligence Com-
mittee as section 503 of the lntelligence Authorization Act for
Fiscal Year 1987. There are two differences. The first u that sec-
tion 2709 applies not only to FBI requesta for telephone subscriber
information and toll billing information, but also to FBI requests

[H

in applying the “reason to believe” standard 1o & specific case. the
FBI official may take into account any facts or circumstances that
a prudent investigalor would consider, 80 long as there ia an objec-
tive, factual basis of the determination.

The Senste Select Commitiee on Intelligence has informed the
Judiciary Commitiee that the language contained in the bill would
not significantly afTect the application of the current FBI investige-
tive standard in this area. Further discussion of the investigatory
standard in particular cases ia contsined in the reporta of the
Senate Select Commitioe on Intelligence and the House Permanent
Select Commitiee on Intelligence on FY 87 Intelligence Authorua.
tion Act (5. 2477 and H R. 47359,

Subsecuon 2709i¢c) prohibits s service provider, or any officer, em-
ployee, or agent of the service provider from disclosing W any
person that the Federal Buresu of Investigation has eought or ob-
tained scceas to information or records under this section

Subsection 2709%d! permits the Federal Bureau of Investigation to
disseminate such informstion only in conformance with guidelines
approved by the Attorney Geners! for foreign intelligence and for-
eign counterintelligence investigations. If the information is w0 be
disseminated o another federal agency, it can only be disseminated
if the information is clearly relevant 1o the authorized responsibil-
ities of such agency.

Subsection Z70%e) further requires that on a semiannusl! basws
the Director of thie Federal Bureau of Investigation full{l inform
the Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of the
s"m';l o(.;):mmiu all requests made by the Bureau under subsec-
tion ).

New section 2710—Definitions for chapter

Terms used in section 2510 retain the definitions given to each
term by that section The term “remote computing service” is de-
fined 0 mean the provision W the public of computer storage. or
computer procassing services by means of an ejectronic communica-
tions system. .

This eection slso provides for the change in the table of chepters
::btlim 18 of the United States Code by adding chapter 121 to the

e.
Section 202—Effective dote

This section provides that the amendments made by Title 1l of
the bill shall be effective 90 days after the date of enactment. It
further provides that changes made by ths title that apply o con-
duct pursuant Lo court order or extension, apply only with respect
to court orders or extensions made after the eflective date of Lhe
title.

TITLE 11i—PEN REGISTERS AND TRAP AND TRACE DEVICES

Title 111 of the Electronic Communicstions Privacy Act proposes

10 add 8 new chapter 206 to title 15 of the United States Code This

chapter will govern the use. application and issuance of orders for
pen registers and trap and trace devices Those terms are defined
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"in propossd section' 3126 of title 18. Briefly. a pen register is &
zvu-hthunhtsluchdwnnk line for the purpose of
and ding the

Subsection 301(s) of the Electronic Communications Privecy Act
mwt&?mpw“ddmumnw
and trap and trace devices.

New aection Jlll—anulvaHliumu.o{pm regiaters ond

trep and trace

Sabsection (a) of prop 3121 of title 18 contains a gen-
aral prohibition against the llation or use of a pen regster or
trap and trace device without & court order. Such & court order
may be obtained under section 3123 of title 18 or under the Foreign

telligence Surveillance Act (FISA)L R
hl’fwd cu:cl.ion 31210) i P 17
wre p 1 aho: ot the

i or property of such provider, oz to the pro-
tection of users of that service from abuse or uniswful use of the
eervice; (2) 10 record the fact that s wire or electronic communics-
i & com order 10 protect the provider, an-
other provider fmhﬁmﬂm toward completion, or & user of
that service from fraudulent, unlawful or abusive use of service; or
(3) where the consent of the user has been obtained

:

Proposed subsection 3121(c) imp ap ‘_fo;nkpo'_iuv_io
lation of subsection (sl The penalty is o fine under this title, im-
prisonment for up to 1 year, or both.

Neme saction 3122—Appli

Propased section 3122 of title 16 sets out the procsdures for ap-
Uﬁu{wnmﬂu&rhnmmrwhpwmm.
nder subsection (a), & nt attorney may apply for an
order, or the extension of an order .luthr\:uwlpmn‘s‘l:c
installation and use of o pen register ov trap trace N h
order must be made in writing under cath or affirmatioa to & court

of competent jurisdiction. . )
Proposed persgraph 3122a12) ins paraliel for
igati orp*lln' ‘..::. officers The yﬁrm “Unl

state investig
prohibited by state law,” makes ciear that this law does not pre-
empt any exiating stale law regulating the installstion and use of
pen registers or trap and trace devices by stawe officials. To the
extant that state law currently provides that a pen register or trap
trace device may only be instalied or by a state official
bassd on some other, higher standard of prool, that law will contin-
ue in effect with respect to such officials.

£

48

Quester with oll information, facilities. and technical assistance
oecemary (o effectuate the pen register order unobtrusively and
with & minimum of interference. The Committee wssumes that the
current p ica of law enft officials installing and main-
ining pen regt will i . .
For trap and trace devices, proposed subsection 3124(b) provides
that upon request of & government attorney or law enforcement of-
ficer suthorized W receive the results, & wire or electronic commu-
aication service provider, landiord, custodian or other person shall
promptly inswall the trap and trace device and furnush the request-
erall itional information, facilities and technical assistance. in-
cluding instalistion and operation of the device unobtrusively and
with & minimum of interference with services, provided that the in-
stalistion and service is ordered under section 3123bi Thus provi-
%00 also requires that the results be furnished to the law enforce-
ment officer demignated by the court. st reasonsble intervals,
during regular business hours for the duration of the order, unless
the court orders otherwine. _
Proposed subsection 3124ic) provides ressonable compensation for
those providing fecilities and assistance under this section. This
compenastion provision is modeled after that which applies under
section 2518 of title 18 and subsection 106b) of this bill It is in-
tended to be interpreted and impl d in 8 similar fash
subsection 3124(d) provides that no cause of action shall
Lie in any court against s wire or electronic communication service
provider, its officers, agents, employees or other specified persons
for providing information, assistance or facilities in accordance
with the terms of s chapter 206 court order.
Proposed subsection 3124ie) establishes a good faith defense
aguinst any civil or criminal action brought under chapter 206 or
any other law.

New eection 3125=Reports
Under a current order of U\c_ ‘Au;';ney General, statistics con-

pen reg are posed section 3125 requires
that this mra_mlwl; ?‘e nfomlihm and submitted to the appro-
of ng t i

priste da such reporting re-
quirements o trap and trace devices.

Specifically, proposed section 3125 requires that the Attorney
General annually report 1o Congress on the number of pen reguter
end trap and trace device orders spplied for by law enforcement
agencies of the Department of Justice. The C i q
that Lhese reports include information as to the nature of the of-
reqc-“f:-r‘vhmhtbcmrqhunmdmpmdmavimm

New section 3126—Definitions

Proposed section 3126 contains definitions for this chapter. The
lerms “wire communication,” “electronic communication.” and
“electronic communication service” have the same meanings as in
eoction 2510 of title 18. The term “court of competent jurwdiction”
means (A} a district court of the United States tincluding 8 magis-
trute of such court) or 8 US. Court of Appeals; or (B) a state court

a

Pro, subsection 3122b) of title 18 eets out the contents re-
qui in sn appication for & court order for a pen regusier or 8
trap end trace device. The application must include the wdentity of
the applicant and the law enforcement agency conducting the in-
vestigstion. Also. the applicant must certify that the information
likzlLlo be oblained is relevant o an cagoing criminal investiga-
tion being conducted by the agency.

New section 3123—lssuance of orders

Subsection ta) of ssction 3123 ides that, upon appli-
cation, s court shal MMumomthhewzl-
lation and use of a pen register or trap and trace device within its
junsdiction. To issue sn order. the court must first be satisfied that
the infor sought is rel w an ing cnminal investi-
gation. This provision does not envision an independent judicial
review of whether the application meews the relevance standard,
rather the court needs oaly to review the completeneas of the certi-
ﬁrla’l.ion submitted. oh 31236 the o

ropased paragra %1) describes contenta of the order
authorizing the use or installstion of & pen regisier or trap and
trace device. The order shall specify (A) the identity, if known. of
the person whose telephone line will receive the pen register; (B)
the identity, if known, of the person who is under criminal investi-
gation; (C) the number and, if known, location of the telephone Line
and, in lheunofnmp-ndmdtvicc.mmphm limits of
the order; an< :D! c statement of the offense to which the informa-
tion likely to be obtained relates.

Under proposed ruunph 3123(bx2), the order. upon request of
the applicant, shall direct a third party to furnish information, fa-
cilities, and technical assi y Lo install the pen reqs-
ter or trap and trace device. This provision of the order relating to
cooperstion is intended to codify the exsting informal practice of
Snog_enuon‘ leph panies and the Department of

ustice. ,

i Undegr::ra:d subsection 3123(c), the time period of suthoriza-

tion of i lation and use of 8 pen register or & trap and trace
device is 60 days, with pomsible extensions of 60 days. An extension
may be granted upon application for & section 3122 order. The
nu_nr:d,"“'" equired by subsection 3123(s} are also re-
Quired.

Proposed subsection 3123d) provides that an order authorizing or
approving the installation and use of a pen register or trap and
trace device shall direct that the order be sealed. until otherwise
ordered by the court. In addition, the order shall bar the disclosure
of the existence of the pen register or trap and trace device and the
disclosure of an investigation to the listed subscriber or to any
other unsuthorized person uniess or until otherwise directed by the
court. Intentionsl violations of the non<duclosure provisions may
be. in appropriate ci punishable ss
New J124—Assi in installation and use

Proposed subsection 312¢(s) provides that upon the request of an
suthorized person. & wire or electronic communicstion service pro-
vider, landlord, custodian, or other person shall furnish such re-

(]

of general criminal jurisdiction authorized to enter pen register or
trap and trace orders

As indicuted in propowed section 3126131, the term “pen register”
meuns » device which records or decodes electronic or other im-
pulses which identify the numbers dialed or otherwise transmitted
for purpases of routing telephone calls, with respect to wire com.
munications. on the telephone line 10 which euch device s st-
tached Pen registers do not record the of a
tion They record only the telephone numbers dialed

Devices used by a provider or customer or wire or electronic com-
munication service incident to bulling or cost accounting. or for any
other similar purposes in the ordinary course of business sre ex-
cluded from the definition of a pen reguster. Thus. devices that
many companies and firms use 1o record billuble time for their ch-
enu’ accounts are outside this bill's prohibilions against the instal-
lation and use of pen regusters.

Trap and trace devices are defined in proposed subsection
J1264) A “trap and trace device” is a device which captures the
incoming electronic or other impulses which dent:fy the originat-
ing number of an incoming wire or electronic communicstion. Trap
and trace devices do not record the s of ions

The term “attorney for the government™ has the meaning given
to that term by the Federal Rules of Criminal Procedure. The term
“State”" means a State, the District of Columbia. Puerto Rico. and
any other possession or territory of the United States.

bsection 301(bs of the bill contains a clerical amendment to the
wable of chapters.

Section JU2—Effective date

Sectivon 302 of the bill contains the effective date for Title Il of
the Electronic Communicstions Privacy Act. Subsection ! pro-
vides that as & general rule. Title LI of the bill shal! take effect 90
days sfter enactment In the case of conduct pursuant to & court
order or i these apply only with respect o
court orders or extensions made after this title takes effect. Subsec-
tion 302ib) of the bill containa special rules which, in essence, give
states two years Lo bring their lawa into conformity with the Elec-
tronic Communications Privecy Act’'s amendments to Federal law

Section Y0I—Interference with the operation of a satellite

This section of the bill adds s new section to chapter 65 of title
18, United States Code

Neu section 13657 —Interference with the operation of o satellite

Subsection a! of this rropnud section provides that anvone who.
without the authority of the satellite operator. intentionally or ma-
liciously interferes with the authorized operation of a satellite or
obetructs or hinders any satellite transmission. including both the
teansmission from the ground to the satellite and the transmussion
from the satelhite to the ground icommonly known as the up-link
and the down-link respectively! is subjected 1o criminal penaities
including a fine of up to $250,000. imprisonment (or not more than
10 years, or both. The subsection does not prohibit any actions by
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-the authorized setellite operator which are designed to protect the
satellite from unauthorized use. o

Subsection (bi of this new section makes it clesr that the crimi-
pal act described in subsection (s) does no:linelude any h"f:;lly l:u-
thorized investigative, protective, or intelligence activity of a law
enforcement or intelligence agency of the United States. This sub-
section doss not provide any new authority for such sctivities.

Finally, this section of the bill provides that the table of sections
hm“dumlsimwuiﬂdwhmw
1361.

VL Acency Visws

On June 25, 1986 and July 29, 1986. the Committee received the
Sallowing letters from the Department of Justice.

usi Deraxraent or .Iun;ct.

or LECISLATIVE AND INTERGOVEANMENTAL APFAIRS,
Ormes or Lac Washingion, DC. June 25, 1986.
Hoa. Steou THurMOND, .

Chairman. & ttee on the Jud. o

US Senate. Washington, DC.

Deas Ma. Crataman: This letter is to advise you of the Depart-
ment of Justice's position with regard to S. 2575. the Electronic
Communications Privecy Act of 1986. This bill. which is identical
t0 HR. 4952 as recently passed by the House of Representatives.
mekes important changes Lo the existing wiretap statules and fills
gaps in current laws by creating provisions o regulate interception
of and sccess 1o new forms of electronic communication such as
data transmissions. . . .

The Department of Justice has worked intensively on this legis-
1ation over the past several weeks with the staff of the Subcommut-
tee on Patents, Copyrighs and Trademarks. as well as with inter-
asted representatives of industry and civil liberties groups. While
initial i of this legislation did not in our view gdequauly
eafeguard legitimate and vital law enforcement and national secu-
ity needs for access Lo communications. as & result of the negotia-
tions that have occurred the bill has been substantially modified to
sccommodate our concerns. In our judgment the bill as presently
drafled fairly balances the interesta of privacy and law enforce-
ment and its enactment would represent 8 major sccomplishment
of the 99th Congress. holding forth the promue of significant bene-
fita for business, privacy, and law enforcement alike.

Accordingly, the Depsrument of Justice strangly supports the en-
eciment of §. 2575,

Sincerely,

Joun R BoLton,
Assistant Atlorney General.

S. 2575 would require government eatilies 10 compensale private
parties assembling or providing information concerning stored elec-
tronic communications, or asssting in the installstion and use of &

g . B such P ion is currently provided in
Enpuuncm of Justice (DOJ) investigstions. CBO doss not expect
the these provisions would result in any significant sddstional cost
to the federal government

Based on information from the DOJ, we do not expect that enact-
went of this bill would result in a significant change in the govern-
ment’s law enforcement practices or expenditures S. 2575 would
spacifically suthorize law enforcement efforts the DOV is currently
undertaking with other suthority.

If you wish further details on this estimate, we will be pleased
provide them. -

With best wishes,

Sincerely,

James Brum
tfor Rudolph G. Penner, Director).

VII. REGULATORY [MPACT STATEMENT

In compliance with paragraph 11(b) of Rule XXV] of the Stand-
ing Rules of the S the C i has luded that no eig-
fi dditionsal regul y impect would be incurred in carrying
out the provisons of this legislation. After due consideration, the
Committee concluded that the changes in existing law ined in
the bill will not i or diminish any pr egul Yy re-
sponsibilities of the U.S. Department of Justice or any other de-
partment or agency affected by the legislation.
IX. Vors or Commrrres

On August 12, 1986, the Sub i on P Copyrights,
and Tredemarks, with s quorum present, reported S. 2575, with an
d in the beti to the C i on the

in of s

Judiciary by voice vota. On September 19, 1986, the Judiciary Com-
mittoe adopted two further changes in the bill as reported by the
Sub ittee. The Judiciary C i with a quorum present,
and without objection heard. approved the amendment in the
aature of a substi The G then favorably reported S.
2575, as ded, by t

X. Cances v Exusmng Law

In compliance with paragraph 12 of Rule XXV, of the Standing
Rules of the Senate, changes in existing law made by S. 2575 as
reported are ehown aa follows (existing law proposed to be omitted
is enclosed in brack new is printed in italic. and existing
law in which no change is proposed is shown in roman).

UNITED STATES CODE

US. Derasruent or Jusnice,
cz or Lecusianive anD
INTERCOVERNMENTAL APPAIRS.
Washington, DC, 20530 July 29, 1986.
Hon. Sraos Twuamonwo,
Chairman, C itter on the Judiciary,
U.S. Senate. Washingion, DC.

Dran Mz. Cruaiaman: This is with further reference to my letter
of June 25, .lssﬁi,upr-ing“mgzn for S. 2575, the Electronic
Communications Privacy Act of 1986. A copy of my earlier le i
enciosed for resdy reference. ’ uer

We continue Lo believe that this measure is 8 well balanced one
which, in addition to modernizing the 1968 electronic surveillance
law, also benefits both law enforcement and individual privecy by
clarifying many aspects of this highly complex ares of the law. As
the 99th Congress s rapidiy drawing to a close, we sincerely hope
thet the Senate will act on g 2575 at an early date.

We would deeply appreciste your consideration of S. 2575 and. if
possible, your (ormal coeponsorship of the bill. Having your name
on the bill would, we believe, be most helpful in efforts o process
this img:nrunl legslation thus year.

incerely,

Joun R. Botron,
Assistant Attorney General.

VII. Cost Estinats

U.S. Concazss,
ConcressionaL Buocer Ornce,
Washington, DC, Sepiember 2J. 1986.
Hon. Strom THuURMOND,
Chairman, Commitiee on the Judicary,
U.S. Senate. Washington, DC.

Drar Mz. Crainman: The Congressional Budget Office has re-
viewed S. 2575, the Electronic Communications Privacy Act of
1986, as ordered reported by the Senste Committee on the Judici-
ary, September 19, 1986. CBO estimstes that enactment of thus leg-
islation would result in no significant cost to the federal govern:
ment snd in no cost Lo state or local governroents.

S. 2575 would make a number of amendments to Title 18 of the
US. Code concerning access to electric communications Title | of
the bill would establish penaities for the unlawful intercepiion or
disclosure of electronic communications. provide for the recovery of
cwvil damages for persons whose communications are interceped,
disclosed or used in violation of this provision, and modify proce-
dures for government interception of communications Title Il
would creale specific penalties for unlawful access Lo stored wire
and electronic communications. while Title [1] would establish a
general prohibition on the use of pen registers These titles would
mandate specific procedures for sccess to stored communications
and use of pen registers by government entities. and Title 1l would
allow for civil actions.

3
TITLE 18—CRIMES AND CRIMINAL
PROCEDURE
PART L. CRIMES
Chaprer Sec
Geoeral e e : : S T
iy Wln.l-d tkl.!vlur . . . and . PLIO ..l
Orn) COMMUNICBIIONS ... oo oo oo e 10

121 Suwred Wire and Elrctrvax Commununtums ead Troamciwno! Records

PART II—CRIMINAL PROCEDURE
2] General provisons . . . ... .

208 Pea Regusers ond Tvop and Droce Devwess oo o L L 2102

CHAPTER 65—MALICIOUS MISCHIEF
Sec
1367 Inwrfsrence ':U\ the opsraLion dl..lllllll

#1367, Iaterfereace with the operation of & satellite

(@) Whoever, without the authonity of the aatellite operator. inten-

tionally or maliciously interferes unth the authorized operution of a

or h llite or obstructs or hinders any sat-

ellue transmusion shall be fined in accordance with thus litle or

imprisoned not more than ten yrars of both.

(b7 This section does not prohibit any lawfully cuthorized invests-

gotive. protective. or intelligence activity of a law enforcement
agency or of an antelligence agency of the United States.

CHAPTER 109—SEARCHES AND SEIZURES

0 2232. Destruction or removal of property Lo prevent seiture

(a) Puysicar Intsarsmence Wit S&arcH.—Whoever, before
during. or after seizure of any property by any person suthorized
to make searches and seizures. 1n order to prevent the seizure or
securing of any goods. wares. or merchandise by such person,
staves, breaks, throws overboard. destroys, or removes the same,
shall be fined not more than $10,000 or unprisoned more than five
years, or both.
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Norice wen.—Whoever, havirg knowledge that any
et aulhorion:ds:mhe searches and seizures has been suthor-
taed o7 is otherwise likely 1o make & search or seizure, in order to
prevent the authorized seizing or escuring of any perosn. goods.
wares, merchandise or other property, gives nolice or atlempts o
ive notioe of the pomsible search or esis to any person shall be
wmthlO.Mcinpr“nﬂmMﬁn
years, or both.

) Norscs or Cxeraiv_Eiscronic Susveiuance.— Whoever,
Aaving knouledge that o Federal investigative or law enforcement
officer Aas been outhonized or Aas opplied for authorzation under
ehapter 119 to intercept @ wire. oral, or electronic communicalion, in
erder 10 obstruct, impede, or prevent such interceplion. gives nolice
or attempts to give notice of the possible interception lo any person
sholl be mdundcrlbiluthwuwmdnumdrnnﬁw

A,

”I"tw' . hawving knowledge that a Federal officer hos been aw-
thorised or Aas wlud for authoruation to conduct electronic sur
erillonce uader Forergn Intelligence Surveillance Act (50 usc
180]. ot 8eq.., 1» order to obstruct, impede. or prevent such actwvity,
i3 aotice or at to gave aotice of the passible activity to any
person shall be fi under thu title or impruoned sol more than
five yeara, or both

PTER 119—WIRE AND ELECTRONIC COMMUNICATIONS
O:I:‘I‘ERCE?TION AND INTERCEPTION OF ORAL COMMUNI-
CATIONS

Bec.
2510 Definstions
. Insarception and duckmure of wire er oral communicatons prohibiled
g}il e dat and sdverumng of wire or orsl commu-

AcaLos wierarplng devioss

2513 Confiacaion of wure [or aral). ernl or

1t ity Tnems

e

818 P 4 of yee & of i d wrre [or arel). erul or sisctrons
omrauncatons . .

2516 Axtherustion for mtercapton of s [or eral). orul or viertronx communi-
aLons.

2517 Amberuston kr diaciosure and wm of imterapted oure [or erul). el or
CCITOR CRMMUNICHLIONS.

2518 Precadure for miercapuon of wue [or eral). eul o slsctone cmmysics-
Lons

2519 Beperis concernuag wiarcepied wire [or ernl]. erel or rlactromc GemuNKe-
uons

2520 Recowery of crenl darnages suthorusd.
2521 Iapuacton aguinet iisgel wiercepian.
§2510. Definitions
As used in this chapter— L
(1) “wire communication” means any [communication])
eural (ransfer made in whole or in part through Lhe use of fa-
ilities for the tr asion of ications by the aid of
wire. cable. or other like connection between the point of
origin and the point of reception ncluding the use of such con-

%

(121 “electronsc communicolion ™ means any traasfer of signs.

ignals, writing. ag ds. data. or wnielligence of any

acture transmitted 1n whole or in part by @ wire. radio, electro-

eagnetic, photoelectronic or photoopiwcal eyeiem that affecta
or foreign ve. but does not include— )

(A) the rodio portwoa of a cordiess telephone communica-
tion thal is transmitted betuwen the cordless lelephone
hondset aad the base unit;

(B any ware or oral communication; ]

(C) any commuascation made through a toneonly paging
device; or

1D) any communicalion from a tracking device tos de-
fined in section 3117 of thus titles,

(13) “user” means any person or entity who—

tA] uses an electronic communascalion service. and

(B u duly authoruzed by the prouvider of such service o

in such use;

114} “electroric communications system”™ means anry wire

0. ele agnetic, photooptical or photoelectronic focilities
for the transmusion of electronic communications. ond any
computer facilities or related elecironic equipment for the elec-
gronic storage of such communications; )

(15) “electronic communicglion service™ means any service
which provides 1o users thereof the ability o send or receive
wnre or elecironw communications:

1161 “readily accessible (o the general public” means. with re-
spect o @ radio communication, that such communicolion is
Al —

(A) scrambled or encrypled.

(B) tr tied using dulation techniques whose es-
senlial parameters have been withheld from the public
wnth the intention of preserving the privacy of such commu-
nication;

(C) carried on a subcarrier or other signal subsidiary to a

radio transmission;
] systern provided by

(D} d over a
a common carrier, unless the communication i a lone only
system tion, or

itted on freq : L d under part 25,

Ju'rrlD. E, or F of part 74, or part 94 of the Rules of the

Federal C ications unless, in the case of

on a frequency allocated
ly

"

[
under part 74 that s not located to broad
euxilary services, the ; s at ly voice
communscation by rodio;

(17 “electronsc storage " means—

(A) any temporuary. intermediate storage of @ wire or elec-
tronic incidental o the electronic transmis-
sion thereof: and

(B) any storage of suchk communication by an electronic
communicalion service for purposes of backup protection of
such communication; and

]

aection 1n o switching sigiion) furnished or operawed by any
P d {as s carrier] in providing or operai-
ing such facilities for the transmission of intersiate or foreign

0 ions or affecting interstate or for-
eign commerce and such term includes any electronic storage of
auch communication, dut such term does not 1aclude the radio
portion of a cordless teleph ’ that t
ted betuwen tAe cordiexs telephone Aandset and the bose unit,

(2) “orsl communication” mesns any oral communication ut.
tered by a person exhibiting an exp ion that such
nication is not subject o interception under circumatances jus-
tifying such expectation, dut such serm does mo! include any
electronic commuawation:

4) “intercept™ means the sural or ofAer acquisition of the
contents of any wire, electroawc, or oral communication
through the use of any electronic, mechanical, or other device.

(3) “electronic mechanical, or other device” means any
device or apparatus which can be used to intercept & wire [or
oral), oral. or electroasc communication other than—

(a) any telephone or telegraph instrument, equipment or
facility, or any component thereof, (i) furnished to the sub-
scriber or user by 8 [communications common carmer)
prrviider of wire or electronic communication service in the
ordinary course of its busineas and being used by the sub-
acriber or user in the ordinary course of its business or fur-
ashed by such subscriber or user for connection to the fa-
cilities of such service and used in the ordinary course of
is business; or (i) being used by s communications
common carrier in the ordinary course of ita businems. or
by an investigative or law enforcement officer in the ordi-
nary course of his duties;

8) “contenta”, when used with respect to any wire [or
oral]. oral. or electronic communication, includes any wnforma-
ticn concerning the [identity of the parties w0 such communi-
cation or the existence,] substance, purport, or meaning of
that communication;

(9 “Judge of com| t jurisdiction” means—

ta) & judge of a United States district court or a United
States court of sppeals; and

(b) a judge of any court of general criminal jurisdiction
of a State who is authorized by a statute of that State w0
enter orders authorizing interceptiona of wire [or oral}.
oral, or electronic communications;

(10} “communication common carrier” shall have the same
meaning which ilr(iven the term “common carrier” by section
15Xh) of title 47 of the United States Code; {and])

(11) “aggrieved person” means s person who was a party w0
sny intercepted wire [or oral]. oral or electronic communica-
tion or & person aganst whom the interception was direct.

(]
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(18) “aurul transfer” means o tronsfer containing the Auman
voice ot any point between and including the point of ongin
and the point of receplion.

2511, late ion and disck of wire or oral communica-

tions prohibited
(l)E:::l_uuher"-mtiﬂullywwiddinthheh-purmy
w

(a) [willfully] intentionally intercepis. endesvors o inter-
OepL, Or prucures any oth::‘rmn to intercept or endeaver o
intercept, any wire [or ) omal or electronw communica-

tion;

(b} [willfully} & ¢ tly usea. end % L0 use. or pro-
cures any other person to use or endeavor Lo use any electron-
ic, mechasical, or other device {0 intercept any oral commuai-
cation when—

(i} such device is affizxed to, or otherwise transmits o
signal through. & wire, cable, or other like connection used
in wire communication; or

(i) such device t i icati by radio. or
interferes with the transmission of such communication,

or

(iii) such person wnows, or has reason to know. that such
device or any component thereof has been sent through
the mail or transported in i or foreign ve;
or

tiv) such use or endeavor to use (A) takes place on the
permises of any business or other commercial establish-
ment the operations of which affect interstate or foregn
commeroe; or (B) obtains or is for the purpose of cblaining
information relating to the operations of any business or
other cial blish operations of which
aflect interstate or (oreign commerce; or

(v) such person acta in_the District of Columbia. the
Commonweaith of Puerto Rico, or any territory or posses-
sion of the United Suates;

) [willfully) nte tly discl or end 1 to dis-
close, to any person the contents of any wire [or oral}
oral, or electronic communication, knowing or have reason to
know that the information was obtsined through the intercep-
tion of & wire for orsl] orul or electronic communication in
violation of this subsection: or

) [wllfully) intentionally uses. or endeavors to use. the
contents of any wire [or oral) oral. or electronic communica-
tion, knowing or having reason to know that the information
was obtained through the interception of 8 wire {or oral}
oral, or electronic communicstion in violation of this subsec-
tion; [shall be fined not more than $10.U00 or imprisoned not
more than five years. or both ]} shail be punished as provided
in subsection (4} or shall be subject to suit as provided in sud
section (5).

(2xaki} It shall not be unlawful under this chapter for an opera-

tor of a switchboard. or an officer. employee. or agent of [any com.
municstion common carrier,] a provider of w:re or electronic com-
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amnication service, whose facilities are used in the transmission of
- wire ication, to pt, disch or unhg{\:l communi-
cation in the normal course of his loyment while en d in
any sctivity which is s necessary incident to the rendition of his
service or Lo the protection of the rights or property {[of the carrier
of such communication: Provided, That said communaication
common carriers] of the provider of that service, «axcepl thal o pro-
wider of wire communicalion service Lo the publu shall oot utilize
“Miuwmmumﬁhmw
service quality control checks. . . )
(i} Notwithstanding any other law, providers of wire or. electronic
icoti (communicuion commmon carriers, Jtheir
officers, employees. and agents, landlords, custodiana, or other per-
sooa, are authorized to provide information {acilities, or lqthmul
sssistance t0 persons suthorized by law to intercept wire Cor
oral], oral, or electronic ications or to conduct electronic
surveillance, as defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978, if [the common carrier,] such provider
i‘l:ﬂ'mu. employees, or sgents, landlord, custodian, or other spec-

e, or

B a lcation in writing by & person epecified in section
2518T) of this title or the Auorney General of the United
States that no warrant or court order is required by law. that
all statutory requirements have been met, and that the speci-

fied assistance is required. . X .
-nh(fmhunprhddumdmvhnhupmdthe
nhnllmmhal;u. or technical emsistance is suthorized and
opecilyi information, [acilities, or tech | re
quilJ.%o {communication common carrier provuder of wire or
¢ectronic communicotion service oflicer, employee. ar agent there

of, or landlord, or other sp d pereon shall duclose
the exs of any ir ption or surveill. or the device used
to sccomplish the interceplion or surveill with w

which the person has been furnished an order or aniﬁuuon
wnder this subparagraph. escept as may otherwise be required by
legnl process and then only after prior notfication to the Atlorney
General or to the principal prosecy! attorney of s State or any
political subdivsion of a State, as may be appropnate. Any {viola-
oo of this subperagraph by s communication common camer or
an officer, employee, or agent thcml? such disclasure. shail
vrender [the enrner! ‘“hl‘f'm lisbie for the civil damages pro-
wided for in esction . No cause of action shall lie in any court
against any [ scats carrier] prousder of wire or
electronic communication service ila officers, employees, or agents,

. custodian, or other specified person for wviding infor-
mation, [aclities, or assistance in sccordance with the terms of
[an order of certification under this subperagraph] @ court order
or certification under thus chapler.

@' 1t shall not be unlawful under this chapter for an officer. em-
ployee. or agent of the Feders! C ications C in
the norroa! course of his emploIment and in discharge of the moni-
tonng ponsibilitics ¢! X by the C jon 1n the enforce

i1V) by any mannae or ae
auiem;

Gii) (o engage in any conduct which— o

th u 1bsted by section 633 of the Commuaications
Act of 1334, or . )

i) s pled from the appli of 7050’ of
the Communications Act of 1934 by section 705(b) of that
Act;

@) to intervept any wire or electronic communscalion the
transmission of which is causing Aarmful interference to any

dawfully operating or electroaic equip (7
the exient necessary to identify the source of such interference;
or

{v! for olher users of the same [requency Lo intercept any radio
communicalion made through a system ihat ulilizes frequencues
montiored by individuals ¢ in the provision or the use of
such system, 1f such communuation is Aot scrumbled or encrypt-

od.

€A) It shall not be unlowful under this chapier—

(i) to use o pen register or ¢ trup and trace device (as (Aose
terms are defined for the of ehapter 206 (relating to
pen registers and trap and troce devices) of this title): or

(1} for a provider of electronic communicotion service (o

the fact thot a wire a electronic communicaton wos ini-
tiated or completed in order lo protect such provider, another
provider furnshing service touard the completion of the wire or
electronic communwation, or a user of that service. from fraud-
slent, unlowful or abusive use of such eervice.

Sha) Except as pn:udcd in paragraph (b} of this subsection o
person or enlity provuding an electronic communicalion service W
mwum?:m ' lly divuige the of any com-
munication (other than one (0 such persom or enlity, or an agent
thereof) while in transmussion on that service lo Mi person or entsty
other than an addressee or i ded recip of suci 7
or an agent of such addressee or intended recipiuent.

(b} A person or entity providing electronic icotion service
40 the public may divulge the contents of any such communication—

(37 as otheruise au: ized in seclion 251)(2Xa) or 2517 of thus

ttle;
(i) with the lawful consent of the origanator or any addressee
or intended recipient of such communication;
tiis) to @ person cmpl?'d or authonzed. or whose facilities
are used. to forward suc to its o ion; or
() which uere inaduvertently obtained by the service pruvider
end which appear to pertain to the commussion of a crime. f
such divuigence s m to a law enforcement agency.
Ukal E:c?l as provided in parograph (b) of (his subsection or in
r (5, wh lat & (1) of this section shall be
fined under this title or impruoned mot more than five year. or

both.

(b If the offense is o first offense under paragraph (a) of this sub-
eection and s not for a (ortious or illegal purpose or for purposes of
direct or indirect commertial advantage or private commercial gain.
aad the wire or eleciroaic communication with respect to which the

ment of chapter § of title 57 of the Unitad States Code, W intercept
8 wire or electronic 1 won, or oral ication trans-
mun:byrdn.wud‘heumlhemformuon thereby ob-

(c) It shall not be unlawful under this chapter for @ person acting
under color of law Lo intercept a wire [or oral], orul, or elecirunic
communication, where such person s a party to the communica-
mnw:nd?nmbhmnunhduhuginn prior

(d) it shall not be unlawful under this chapter for s person not
scting under color of law W intercept o wire [or oral). oral or
electronic, communication where such person is a party to the com-
munication or where one of the parties o the communication has
given prior consent to such inlerceplion unless such communica-
Uon is intercepted for the purpose of committing any criminal or
tortious sct in violation of the Constitution or laws of the United
States or of any State [or for the purpose of committing any other
injurious act).

(e} Notwithstanding any other provision of this title er section
705 or 706 of the Communications Act of 1934, it shall not be un-
lawful for an office, employee, or ageot of the United States in the
normal course of his official duty to conduct electronic surveil-
lance, as defined in section 101 of the Foreign Intelligence Surveil-
lance Act of 1974, as suthorized by that Act.

(f) Nothing ined in this 121, or eection
705 of the Communications Act of 1934, shall be deemed to affect
the acquisition by the United States Government of foreign intelli-

ence information (rom international or foreign communication
by), or joregn iatelig ducted n acvordance
with otherwisr applicable Federal law involuing a foreign electronic
' swtem, utilizing 3 means other than slectronic
surveillance as deflined in section 101 of the Foreign Intelligence
Surveillance Act of 1978, and procedures in this chapter and the
Foreign Inteiligence Surveillance Act of 1978 shall be the exclusive
means by which electronic surveilance. as defined in section 101 of
such Act, and the ifurcipﬁon of domestic wire and oral communi-

may be
@ It shall not be unlowful under this chapier or chapter 121 of
thus title for any pereon—

() t0 intercept or access an electronic communication made
through an clectronic communication system thatl u mnﬁgurvd
20 tAal such electromic communication is readily acoessible to

the general public:
‘-lliulompluymdb tion which is tr t

(1) by any station for the use of the general public, or that
relaies to cAips, aircrafl. vehcles, or persons ia distress.

(I} by any governmental, law enforcement. ciuil defense
private land mobile, or public safety communwations
oystem. including police and fire, readily accessible to the
general public;

am a station operating on an guthorzed frequency
within the bands aliocated to the amaleur, citizens band,
or generol mobile rodio services; or

Ao,
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offense under paragraph (a/ ¢ radw communicalon that s aot
acrombied or encrypied, then—

ti) If the cummunication 18 not the radio portion of a cellular
teleph a public land mobile radio service
communication or @ paging service communication. and them
conduct ot that descrided in subsection (5), the offender
shall be fined under this title or imprisoned Aot more than one
year, or both, and

(117 1f the communication is the rodio portion of o cellular
teleph cation, ¢ public land mobile radio service
communicalion or a paging service communication, the offender
shull be fined not more than 500

(¢! Conduct otherwise an offense under this subsection that con-
sists of or relaies to the interception of a satellite transmusion that
is not encrypled or scrambled and that is tranamitted—

(1) 1o a brodcasting station for purposes of retransmission lo
the general public: or

(1) as an audio subcarrier intended for redistribution w fo-
cilities open 1o the public, but not including data tronsmissions
or telephone calls.

18 not an offense under this subsection unless the conduct is for the
purposes of direct or indirect commercial odvaniage or pnuate fi-
nancal gatn

tSXaks) If the communtcation is—

(A} g private liite video com ion that is ot scrom-
bled or encrypied and the conduct in violation of this chapter v
the private viewing of that ication and is not for a tor-
tious or illegal purpose or for purposes of direct or indirect com-
mercial advantage or private commercial gain. or

(B! a radio communication that s transmitted on frequencies
allocated under subpart D of part 74 of the rules of the Federal
C ications C ission that is not ecrambled or encrypt-
od ond the duct in viol of this chapter is not for a tor-
tious or illegal purpose or for purposes of direct or indirect com-
mercial advantage or private commercial gain,

tAen the person who engages in such conduct shall be subpect to suit
by the Federnl Government in 6 court of competent junsdiction.

(it) In an action under this subsection—

(A) if the violation of this chapter is a first offense for the
person under paragraph (a) of subsection (4) and such person
has not been found liable in a civil action under section 2520 of
thus title, the Federal Government shall be entitled to appropri-
ate inyunctive relief: and

(B) of the violation of this chapter is o second or subsequent
offense under paragraph (a’ of subsection (4) or such person has
been found liable in any prior civil action under section 2520,
the person shall be subject to a mandatory $300 cavil fine.

(b) The court may use any means within its aufhority to enforce
an injunction issued under paragraph (1iXA), and shall impuse o
c1vil fine of not less than $500 for each violation of such an injunc-
tion,

-A-59-



. 3812, Manuf, e, distributl [ ion, and advertising of
wire or oral ication ‘| pting devices pro-
hibited

1) Except as otherwise specifically provided in this chapter, any
person who (-illfully{ intentionally—

(a) srnds through the mail, or sends or carriers in interstate
or [oreign commerce. any electronic, mechanical, or other
device, knowing or having resson Lo know that the design of
such device renders it primarily useful for the purpose of the
surreptitious interception of wire [or oral], orul or electroawc

L] fa re, bl or sells any electron.
ic, mechanical, or other device, knowing or having reason to
inow that the design of such device renders it primarily useful
for the purpose of the surreptitious interception of wire Lor
oral]. oral, or electruaic communications, and that such device
or any component thereof has been or will be sent through the

mail or transported in int or foreign ree; or
(c) plasces in any newspaper, magazine, handbill, or other
publication any advertisement of —

@) sny electronic, mechanical, or other device knowing
or having resson W know that the design of such device
renders it primarily useful for the purpose of the surrepti-
tious interception of wire [or orsl], orsl or electronic

communications; or
tii) any ather elec’-oric, mechenical, o ihir device,
where such advertisement promotes the use of such device
for the purpose of the surreptitious interception of wire
Lor oral]). oral or electronic communications,
knowing or having reason to know that such advertisement
will be sent through the mail or transported in interstate or
foreign commerce,
shall be fined not more than $10,000 or imprisoned oot more than
five years, or both.
(2 It shall aot be unlawful under this section for—

() [a communications common carrier] o provider of wire
or electroaic communication service or an ofTicer, agent. or em-
ployee of, or & person under contract with, [a communications
common carrier] such a provider, in the normal course of the
fcorumunications common carrier's business] business of pro-
wuding that wire or electronic communication service, or

(b) an officer, agent. or mplog« of. o7 a person under con-
tract with, the United Stetes, 8 State, or a political subdivision
thereol, in the pormal course of the activities of the United
States. a State, or & political subdivision thereof, to send
through he mail, send or carry in interstate or foreign com-
merce, or n facture, ble, p or sell any electron-
ic. mechanical, or other device knowing or having reason to
know that the deaign of such device renders it primarily useful
for the purpose of the surreptitious interception of wire for
oral]. oral, or electronic communications.

the Atomc Energy Act of 19541, srction 2234 of title 42 of the
United States Cude irelating 1o sabotuge of nucleur faciliiies or
fuel), or under the following chaptens of thus title chapter 37
irelating to espionage), chupter 1U5 trelating to sabotage!. chup
ter 115 treluting to tremson), [or] chapter 192 trelating to
ricts), cAapier 65 trelating (o malicious matter mischief), chap-
ter 11} (relating o dastruction of vessels). or chapter 81 irclut-
ing tv purocyt )

ol a violation of section 186 or section 50lic) of title 29,
United States Code (dealing with restrictions on payments and
loans to labor orgunizations), or sny oflensc which u_u'olvel
murders, kidnapping, robbery, or estortion, and which is pun-
ishable under this title; . )

(¢) any offense which s punshable under the following sections
of this title. section 201 (bribery of public officials and witnesses),
aection 224 (bridery in sporting contests!. subsection (d), (e, WD, (g).
thl, or it of section 844 tunlawful use of explusives), sectson 1084
(transmimion of wagering informationl, section 75! trelating tv
exnpel sections 1503, 1512, and 1513 tinfluencing or injuring an of-
ficer, juror, or witness generally), section 15190 tobstruction of crimi-
nsl investigations), section 1511 tobstruction of Stute or locsl law
enforcement), section 1751 (Presidential und Presidential stall as-

tion, kid ing. and It), section 1951 dinterference
with commerce by thrests or violence), section 1952 (inlersiate and
foreign travel or transporation in aid of racketeering enterprises).
section 1952A (relsting to use of interstate commerce facilities in
the commimion of murder for hire), section 1952B (reiating to vio-
fent crimes in aid of recketeering sctivity), section 1954 (offer oc-

P or soli ion to i operstions of employee benefit
plan, 1955 iprobubition of b enterprises of gambling),
esction 659 itheft from intersiate shipment), section 664 tembezzle-
ment from pension and welfare fundas), section 1343 (fraud by wire,
radio, or television), section 2252 or 2253 sexual exploitation of
children). Section 2251 and 2252 sexual expioitation of chuldren),
secuon [2314] 2312 2317, 2414, and 2315 tintersiate transporta-
tion of stolen property), the second section 2330 (relating to traffick-
ing 1 certain motor vehicles or motor vehicle parts) section 1203
(relating to hostage taking) ion 1029 (relating to fraud and re-

activity in connection with acoess devices), section J146 (relat-
ang 10 penalty for failure G0 appear), section $521(b43) (relating to
location and assi 3 32 (relating to destruction
of aircraft or aircroft facilities), section 1963 violations with respect
to racketeer influenced and corrupt organuzations), section /5 tre-
lating o Mmmwf or retaluting against o Federal offical)_the
erction in chapter 65 relating o destruction of an energy facility,
and section 1241 (relating to mail fraud), {or] section 331 (vols-
tons with respect 1o congressional, Cabinet, or Supreme Court ss-
. 1on. kud ing, and It), section 831 (relating to prohib-
ited tr lving lear materials), section JJ (relating to
dratruction of motor vehicles or motor vehicle facilities), or section
1992 irelating to wrecking trains?
_(d) any offense involving counterfeiting punishable under section
471, 472, or 473 of thus title;

$2513. Confisestion of wire Lor orat}. erel or electreaic commu-
Rication tntereeptive doned o

Any electronic, mechansal, or other device used. sent, carried
mnulpcl.u‘nd. assembled. posseased. s0ld, or sdvertised in violation
of section 2511 or ®oction 2512 of this chapler may be seized and
forfeited to the United States. All wions of law relating to (1)
the seizure, summary {nd in_ndm:'l“ orfeiture, and condemnation of

la, mer h-‘{ for wiolats
customs laws contained in title 19 of the .lfleu States G:::. :lfl m
dispasition of such veasels, vehicles, merchandise, and baggage or
the praceeds from the sale thereof, (3) the remission or mitigation
of such forfeiture, (4) the compromise of claims, and (5) the award
of compensation o informers in respect of such forfeitures, ghall
apply to seizures and forfeituren incurred. or alleged to have been
far as I

incurred, under the pr of this i bi
and not inconsistent with the provisions of thia section: except that
mh‘umnpnnmpmdumthemﬂmrdmwor.ny
other person with respect (o the seizure and forfeiture of veasels
vehicles, merchandise, and baggage under the provisions of the cus.
toms laws contained in title 19 of the United States Code shall be
performed with respect to seirure and forfeiture of electronic. me-
mu:l or :h: inlercepting devices ull;.der :’h‘: section by such
agen other persons as ma authorised or k -
od {or that purpose of the Attorney thyenl designat

82515, Prohibition of wse ss evidence of in
oral), erul or clectroaic communications rona T4 wire Lo
Whenever any wire [or oral). tron icati
has been mtercopied. o pors of the contems of < o munication
tion and no evidence derived therefrom may be received in ev.
dence in any trial, hearing. or other prmnad‘;nc in or before any
court, grand jury, depariment, officer, agency. regulatory body. leg-
;Ia.t.n\;lcz:lmnﬁ or yﬂ\elu:;od}or;lyh:f‘l: United States, a State,
" i subdivision if 1 C i -
ton would be in viola l.ionoﬁ.hinc;npur. fosure of that informa

82516, Authori ion for inter eplion of wire [or oral], erel or
reaic communications

(1) The Attorney General, Deputy Attorney General, Assoicate
Attorney General, [or] any Asswstant Attorney General, any
ocling Assustan! Attorney General, or any szuly Assistant Atiorney
General in the Cr I D pecially desig d by the Attor-
ney General, may suthorize an u;phauon 0 o Federal judge of
competent ju‘rudu.'uon for. and such judge may grant 1n conformity
with section 2518 of this chapter an order authorizing or approvi
gun';n:mptwn of wire of o;_n&o:’nmunmt.iom by the Feders

of Investigation, or a agency having responsibilit
for the investigation of the offense as to which u:f npp'chnlIno.nluz
m;‘vhen such interception may provide or has provided evi-
(a) any offense punishable by death or by imprsonment for
more than one year under sections 227¢ through 2277 of title
42 of the United States Code (relating to the enforcement of

(e) any offense involving fraud connected with a case under title
11 or the manufacture, importation, receiving. concealment,
buying, selling, or otherwise deahn* n narcotic drugs. marihuana,
ors“othcr‘ ng drugs, p hable under any law of the United

Les;

(N any offense including extortionate credit transactions under
sections BYZ, BYY, or 894 of Lhis Litle;

(g) & violation of section 5322 of title 31, United States Code
(dealing with the reporting of currency transactionsr, sor]

(A) any felony violation of sections 25/1 and 2512 (relating 0
! plion and disclosure of certain communications and o cer-
$ain ntervepiing devices) of thuw title:

(1) any violation of section 167%ci2! (relating 1o destruction of o
natural gas pipeline) or subsection (i) or (n! of the United States

U/ any er { viol of 2778 of title 22 (relating o
the Arma Export Control Act’: or

(k) the location of any fugrtive from justice from an offense de-
scribed in tAus section. or

gh‘li{l‘ll any conspiracy o0 commit any of the foregoing offenses.

@ principal prosecuting attorney of any State, or the princi-
pal prosecuting stlorney of any political subdivision thereof. if such
sttorney is suthorized by a statute of that State to make applica-
tion Lo 8 State court judge of competent jurisdiction for an order
suthoriung or approving the interception of wire [or oral], oral
or electronic communications. may apply to such judge for, and
such judge may grant in conformity with section 2518 of this chap-
ter and with the applicable State statute an order authoruing, or
approving the interception of wire [or oral). oral, or electronuc
communications by investigstive or law enforcement of officers
having responsibility for -investigation of the offense a3 o
which the application is made, when such interception may provide
or has grovidcd id of the ission of the offense of

der, kidnapping bling. robbery, bribery, extortion. or deal-

ing in narcotic drugs, marihuana or other dangerous drugs. or
other erime dangerous to life, limb, or property, and punishable by
imprisonment (or more than one year. d in any applicabl

State statute authoriung euch 1 plion, or any piracy to
commit any of the foregoing offenses.
(3) Any ati for the ernment (as such term is defined for

the purposes of the Federol Rules of Criminal Procedure! ma> au-
thorute an opplication (o a Federol jn? of competent junadiction
for. and such judge may grant. in conformuty with section 2515 of
thus litle. an order authoruzing or approving the interception of elec.
tronic communications by an 1nvestigative or lou enforcement offi-
cer Aaving responsitbulity for the investigation of the offense as to
which the application s made. when such interception may provide
or Aas proiided evidence of any Federal feiony.

0 2517. Authorization for disclosure and use of intercepted wire

[or orut]. oral or electronic communicstion

{1) Any investigative or law enforcement officer who. by any
means authorized by this chapter. has obltained knowledge of the
contents of any wire for oral]. orol, or electronic communication,
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or evidence derived therefrom may disclose such contents o sn-
other investigative or law enf officer o the extent thsat
such disclosure is appropriste 1o the proper performance of the offi-
aal duties of the officer making or receiving the disclasure.

2) Any investigative or law enforcement officer who, by any
means suthorizad by this chapter, has obtained knowledge of the
contents of any wire [or oral}, orul or electronic communication
or evidence derived therefrom any use such contents Lo the extent
-:h_i.mrhuulh.pnprpdmdhndﬁ:nl
duten.

3 Any person -Po has received, by any mcim nuv.m tz

¥ information concerning & wire [or orsl]. ,
:‘,“' chapter. any informatica concerning & =it Lo rom Ihtercept.
od in accordance with the provisi of this chapter may disci
the contents of that communication of such derivelive evidence
while giving testimony under oath or afTirmation in any proceeding
held under the suthority of the United States or of any State or

T herwise privileged wire [or oral]. oral or electronic
. N°'“-nn' P"' ‘inmrd[.nneem . or in violation of,
the provisions of this chapter shall lose its privileged character.

5) When an investigative or law enforcement officer, while en-
gaged in intercepting wire oe orsl in the >
suthorized herein. intercepts wire [or oral]). ovul, or electronic
communications relating to offenses other than those specified in
the order of suthonzation o approvel, the contents thereof, and
evidence derived therefrom, may be disclosed or used ss provided
in subsections 11) and (2! of this section. Such contents and any evi-
dence derived therefrom may be used under subsection (3) of this
section when authorized or approved by s judge of competent juris-
diction where such judge finds on subsequent spplicstion that the
contents were otherwise inum‘wed in sccordance with the provi-
sions of this chap Scch icstion shall be made as scOn as

icable.

82518, Procedure for interception of wire [or eral}, srul or elec-
tronic communications

(1) Each application for an order sutherizing or spproving the

interception J. wire [or oral). oral, or electronic communication

under this chapter shall be in writing upon oath or effirma-

tion 10 & judge of competent Lurhdic(iot_! and shall state the appli-

cant’s authonty to make such appli Each | shall

include the foliowing information: .

) the identity of the i igative or law enforce offi-

eer making the applicaton, and the officer suthonzing the ap-

ication; - .

(bt & full and complete statement of the facts and circum-
stances relwed upon by the applicant. o justify his belief that
an order should be issued. including (i) detaiis as Lo the par-
ticular offense that has been, is being. or is about LW be com-
mitted, (ii) except as provided in subsection (114, a particular de
scripuion of the nature and location of the facilities from which
or ;ﬁ: place where the communication is to be intercepted. thi!
s particular deacription of the type of communications sought

) the nature and ion of the wcati facilitios
as to which, or the place where, authority o intercept is grant-
od:

{c) a particular description of the type of communicstion
sought to be intercepted, and s statement of the particular of-
fense to which it relates;

wd) the identity of the agency suthorized to intercept the
communicationa, and of the person suthorizing the application;

and
te! the period of time during which such interception is su-
thorized. including a a8 to whether or not the inter-
ception shall sutomatically terminate when the described com-
munication has been first obtained.
An order authorizing the interception of a wire for oral). oval. or
electronic communication under this chapter shall, upon request of
the applicant, direct that a [communication comamon casrier]). pro-
wuder of wire or electronic service, landlord, di
an or other person shall furnish the applicant forthwith all in‘fol:

mation, facilities, and techni y W

the interception unobtrusively and with 8 minimum of interference
with the services thet such [carrier] service provider. landiord.
custodian, or person is according the person whose communications
are to be i pted. Any [ ication carrier] pro-
vider of wire or electronic ication service, landlord, cusio-
dian or other person furnishing such (acilities or technical assust-
ance shall be compensated therefor by the applicant [at the pre-
vailing rates.) for apress incurred in iding such fa-
alities or assistance.

(5) No order entered under this section may authoriae or approve
the interception of any wire [or oral). oral, or electroaic communi-
cation for any period longer than 18 necessary 10 achieve the objec-
tive of the suthorization, nor in any event longer than thirty days.
Such thirty-day period begins on the earlier of the day on which the
Y tgative or low enfor officer first begins to conduct an
interveption under the order or ten doys afier the order u entered.
Extensions of an order may be granted, but only upon spplication
for an made in d with subsection (1) of this sec-
tion and the court making the findings required by subsection (3) of
thus section. The period of extension shall be no longer than the au-
thorizing judge deems necessary 10 schieve the purposes for which
it was granied and in no event for longer than thirty days. Every
order and extension thereof shall contain s provision that the au-
thorization o intercept shall be ezecuted as soon as practicable.
shall be conducted in such & wey as to minimize the interception of
communications not otherwise, subject o interception under this
chapter, and must ter upon att t of the authorized ob-
jective, or in any event in thurty days. /n the event (Ae intercepted
COMMuUNLGLIONs i 1n & code or foreign languoge. and an expert in
that foreygn language or code s not reasonably available dunag the
intercep period, m may be plished as soon as
practicable after such interception. An inierception under thus chap-
ter may be conducted in whole or in part by Goverment personnel. or
by aa individual operating under a contract with the Government.
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to be intercepted, (iv) the identity of the person, il known, com-
mitting the offense and whose communicauons are o be inter-

oepted;

_ ‘c) a full and complete statement ss to whether or not other
investigative PmJ:u- have been tried and failed or why
they bly app 0 be likely to e i .

if tried or to
be too dangerous;
_{d) a statement of the period of time for which the intercep-
tion is roquired L0 be maintained. If the nature of the investi-
gation is such that the authornzation for interception should
not sutomatically terminate when the described type of com-
munication has been first obtained. s particular description of
facts establishing probable cause to believe that additional
communications of the same type will accur Lthereafler;

{e) o full and complete statement of the facts concerning all
previous applications known (o the individual suthorzing and
making the application. made to any judge for authorization w0
i pt, or for app L of i pU of, wire for oral]),
oral, or electronic communications involving any of the same
persons, facilities or places opecified in the lication; and

{f) where the lication s for the of an order, a
statement setting forth the results thus far obtained from the
i PLi or & bi pl ion of the fail ©w
abtain such resulta.

(2) The judge may require the li to furnish additional tes-
timony or documenlary evidence in support of the application

(3) Upon such application the judge may enter an ex parte order,
as requested or as modified, suthorizing or approving interception
of wire [or oral). oral or electronwc communications withun the
urri(orinJ:ridnclion of the court in which the judge s sitting
tand outside that juriadiction but within the United States in the
case of a mobile interception device authorred by a Federal court
within such jurisdiction} if the judge determines on the basis of the
facts sub d by the li that—

(a) there is probable cause for belief that an individual is
ing, has itted. or is about to commit a particular
offense enumersted 1n section 2516 of this chapter.

{b) there is probable cause for brief that particulsr communi-
cations conoerning that offense will be obtained through such
interception;

(c) normal investigative procedures have been tried and have
failed or reasonably appear o be unlikely to succesd if tned or
to be too dangerous;

(d) except u:dpnmdcd in subsection (11), there is ble
cause for belief that the facilities from which, or place
where the wire [or oral). orul or electronc communications
are W be intercepted are being used, or are about to be used. n
connection with the commission of such offense. or are leased
o, listed in the name of. or commonly used by such person.

(4) Each order authorizing or approving the interception of sny
wire [or oral). ol or electronuc communication under this chap-
ter ahall specily—

(a} the identity of the n, if known, whose communica-
tions ere 1o be interce| N

acling under the superviswn of an i tigative or law enfor
officer authorued lo conduct the intercepison.

16) Whenever an order authorining interception is entered pursu-
ant to this chapter, the order may require reports to be made W0
the judge who wsued the order l‘WiM whal progreas has been
made toward achievement of the authorued objective and the need
for continued interception. Such reports shall made at such w-
tervals as the judge may require.

(1) Notwithstanding any other provision of this chapter, any in-
vestigative or law enforcement officer, specially designated by the
Auorney General, the Deputy Attorney General, the Associste At-
torney General, or :l‘(he principal prosecuting attorney of any
Suwite or subdivision thereo! acting pursuant of that State, who rea-
sooably determines that—

{a) an emeryency situation exists thst involves—
(i) unmedisile danger of death or serous physical injury
10 any person.
(ii) conspiratorial activiies threstening the national ee-
curity intereat, or
(iii) conspiratonal activities characteristic of organised

crime,
that uires 8 wire [or oral}. orsl. or electronic communics-
ton to interce| before an order authorizing such inter-
ception can, with due diligence, be oblined. and
(b) there are grounds upon which an order could be entered
under this chapier to authorize such interception.
may intercept euch wire [or oral], oral, or electronic communica-
tion if an applicstion f(or sn order approving the interception is
in accordance with this ssction within forty-eight hours after
the interception has occurred, or begins W occur. In the absence of
an order, such inter shall & distely termi when the
ication ht is ob d or when the application for the
order is denied, whichever is earlier. In the event such spplication
for approval is denied, or in any other case where Lhe interception
is terminated without an order having been issued, the contenws of
any wire [or oral), oral, or electroni communication intercepted
shall be treated as having been obtained in violation of this chap-
ter, and an inventory shall be served as provided for in subsection
(d) of this esction on the person named in the application.

(BXa) The contents of any wire [or oral]. oral. or electronic com-
munication intercepted by any means suthorized by this chapter
shall, if ible, be recorded on tape or wire or other comparable
device. recording of the contents of sny wire [or oral]. oral
or electronic communication under this subsection shall be done 1n
such & way as will protect the recording from editing or other al-
teralions. Immedistely upon the expiration of the period of the
order, or extensions thereof. such recordings shall be made avail-
able 10 the judge issuing such order and sealed under this direc-
tions. Custy of the recordings shall be wherever the judge orders
They shall not be destroyed except upon an order of the wsuing or
denying judge and in any event shal be kept for ten years Dupl-
cate recordings may be made for use or disclosure pursuant to the

visions of subsections (1) and (2) of section 2517 of this chapter
or invesLigations. The presence of the seal provided for by this sub-
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™
isfi for the ab thereol, shall
ore y on |

be s uisite for the use or d v of the nts of any
wire [or oral). oral. or electromic communication or evidence de-

rived therefrom under subsection (3 of 511 )
(b Applicutions made and orders granted wnder this chapter
shall be sealed by the j - Custody of the spplicutions and orders
shall be wherever the j m&xhnpphulmnndudeu

u I showing of good cause before a judge
:ﬂwlhd‘lu_nd_on_y UMM.:‘ .hll'lunot be destroyed except on
u&rdhhﬁuudﬂmm.lﬂmnymtwlh

this sub jon may be pun-

td) Within a reasonable Lime but
the filing of an application (or an order of spproval under section
251674b} which is dened or the termination of the period of an
order or C hereof, the i or denying judge shall

4

pr Qapp P

cavon; and

during the vod wire
"G)mfmlhu. uring p:wd oy Sl "
mme.nmmﬁlmofnm' . may in his discretion mske
o7 the iater

such person or his counael for mnpct.-:: such m

jodge mﬁ-whinlheinur-'{djuub:o_n_mupm
d'ao:i‘_ra‘:lgmduuuugjud:edm t jurisdiction the serv.
ing

inven uired by this ion may be postponed.
(9 The ennuu:rzf'::y wire for oral]. oral, or electronwc commu-
pication interceptad p 1o this chapt derived

or e
therefrom shall not be received in evidence or otherwise disclosed
in any trial, hearing, or other proceeding in a Federal or State

hearing. or ing. ' .
odtrnuand mpm.;‘;::w spplication, under which Lhe interception
was authorized or spproved This tenday period may be waived by
the judge if he finds that it was not pomsible W fumnish the party
wnth the sbove information ten days before the trial, hum}. or
Wlumm.tm”yv;umhpnpdndbym lay
18 recerving such information. ) . _
(10ns} Any aggrieved person in any trial, hearing. or proceeding

in or before any court, department. officer, agency, regulatory
bady, or other suthority of the United States, & State, or & political
subdivision thereof. may move to suppreas the contents of any wire
oc oral communication intercepted pursuant to this chapter, or evi-
dence derived therefrom. on the grounds that—

(i) the communication was unlawfully interce L

(ii) the order of authoriation or spproval which it was
interceptad is insufficient on its (acs; or

12
tiii) the judge finds that such purpase Aas bren adeyuate-
by shoun

€121 An anterveption of @ icalion under an order unth re-
sprct (o which the requirements of subsections ([1bRii) and (Jad! of
this section do not apply by reason of subsection (J1) shell not begin
watil the facilities from which. or the plare where. the communica-
Lioa u to be interrepied is ascertained by the implementing
the p er. A provider of wire or electron communica-
taons servsce that Aas received an order as proculed for in subsection
(11151 may mowe the court fo mwdify or quash the order on the
ground that 1ts assustance with respect W the interceplion cannwl be
performed 1a @ umely or reasonable fashion. The court, & notice
o the government. shall decide such o motion expeditiously.

12519, Reporta concerning intercepled wire [or oral], ersl or
electreaic communications

(1) Within thirty days after the expirstion of an order (or each
thereu d under section 2518, or Lhe denisl of an
erder approving an interceptson, the issuing or denying judge shall
report to the Administrative Office of the United Stutes Courts—
ta) the fuct that an order or extension was applied for;
tb) the kind of order or extension applied for (including
whether or not the order was an order with respect w whuch the
requirements of sections 2518 14bksi) and 2331144d) of the title
dud st npag by reason of section 2518111 of tutles.
tc) the that the order or extension was granted as ap-
plied for, was modified, or was denied,
(d) the period of interceptions authorized by the order. and
the number and duration of any ezwnsioas of the order;
(e} the offense apecified in the order or application, or exlen-
%0 the Ldeatity of the applying i law enf
( ntity applying iavestigative or law enforve-
ment oflicer and agency making the application snd the
person authoriting the application; and
(g) the nature of the facilities (rom which or the place where
communications were to be inte X
2} In January of each year the Attorney General, an Amistant
Attorney General specially deaignsted by the Attorney General, or
the principal prosecuting attorney of 8 State, or the principal pros-
ecuting attorney for any political subdivision of a State, shall
report to the Administrative Office of the United States Courta—
(2) the information required by paragrsphs (a) through (g) of
subsection (1) of this section with respect to each application
for an order or extension made during the preceding calendar

year:

(b) & general description of the interceptions made under
such order or extenmon, including (i) the approzimate nature
and frequency of incriminating communicslons intercepted.
(ii} the approzimate nature and freq y of other ‘
tions intercepiled. (iii) the approxi ber of p
whose tions were intercepted. and (iv) the approxi-
mate nature, amount, and cost of the manpower and other re-
sources used in the interceptions;

n
{iii} the inwerception was not made in conformity with the
order of authorization or a val.

Such motion shall be made before the trial, hesring, or proceeding
uniem there was no opporiunity o make such motion or the person
was not sware of the grounds of the motion. If the motion is grant-
od, te the i d wire or orsl communication, or
mmmﬁm.mhwwnhviMan
tained in violstion of this chapter. The judge, upon the filing of
such motion by the aggrieved person, may in his discretion make
svailable (o the aggrieved person or his counse! for inspection such
portions of the od tion or evid derived
Ihnfrunlhjuﬁ!&tcrﬂnphhlnmmumuo{jm
y other right to appesl, the United Staies
appeal from an order grantiag s motion o
supprems made under paragraph (s) of this subection, or the denal
of an & utm.hmomydnppmd.ifdl:_nUniudSuu»

- . )

2
;
§
§
3]

purpases of delay. Such appeal shall be taken within thirty days
afler the date the order was entered and shall be diligently pros-

(11) The requi of subs (1xbXis) and (3xd) of ths sec-
tion relating to the apecification of the facilitues from which, or the
place where, the communsation  to be intercepied do mot apply

(a) in the case of an application with respect to the intercep-
tion of an oral communication—

(1) the application w by a Federa!l investigative or law en-
forcement officer and is approved by the Atiormey General,
the Deputy Attorney General, the Associate Attorney Gener-
al, an Assistant Atiorney General, or an acting Assistant

Alkmﬂ‘ﬁmk

(7] epplication contsins o full and complete state-

ment as 40 why such specification u not practical and den-

lfuen the m;upmmw wuﬂ‘m. and whose commu-
o by

ore P
“24:::‘& Judge finds that such specification is aot practi-
(b 1n (Ae case of ar application with respect to @ wire or elec-
tronue

communicalion—

(i) the application is by a Federol investigative or law en-
forcement officer and u approved by the Attorney General,
tAhe Deputy Atiorney General, the Assocwate Attorney Gener-
al an Assisiant Attorney General, or an acting Azsistant
At General;

(i) the application identifies the person believed to be
committing the offense and whose communicalions are o
be intercepted and the appl t makes a sh g of 6 pur-
pase. on tAe part of that pereon, to thwart interception by
changing facuities; and
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tc) the number of arrests resulting from interceptions made
under such order or ion, and the ofl for which ar-
rests were made;

(d) the number of trials resulting from such interceptions.

te) the number of motions to suppress made with respect to
such interceptions, and the number granted or denied;

(D the number of convictions resuiing from such intercep-
tions and the offenses for which the convictions were obtained
and a general assemment of the importance of the intercep
tions; and

(g) the information required by parsgraphs (b through 10 of
this subsection with respect L0 orders or extensions oblawned in

-rndin‘ calendar year.

(3) In April of each year the Director of the Administrative
Office of the Unitod States Courts shall tranamit to the Congress s
full and complete report concerning the number of applications for
orders suthorizing or spproving the interception of wire [or oral).
oral, or electronic communications pursusnt (o this chapter and the
number of orders and extensions granted or denied pursusnt to
this chapter during the preceding calendar year. Such report shall
include 8 summary and analysia of the data required 10 be filed
wnth the Adminutrative Office by subsections (1) and {2) of this sec-
tion. The Director of the Administrative Office of the United States
Courts is authorited W issue binding iations dealing with the
content and form of the reports required to be filed by subsections
(1) and (2) of this section.

8 2520. Recovery of civil damages authorized

_[Any person whose wire or oral ication is intercepted
disclosed, or used in violation of this chapter shall (1) have & civil
cause of action agsinst any person who intercepts, discloses. or
uses, or procures any other :non to intercept, disclose. or use
such communications, and (2] be entitled W recover from any such
person—

{(a) sctusl damages but not less than liquidated damages
coc:&-ud at the rate of $100 & day for each day of violation or
$1.000. whichever is higher;

[cb) punitive damages. and

1c) s ressonable stiorney's fee and other litigation costs
reasonably incurred.
A good faith reliance on e court order or legulative suthoruation
shall constitute & compiete defense Lo any civil or criminal action
brought under this chapter or under any other law.
ta) In Gangrar.—Except as proided in section 231 li2xatu), any
person whase unre. oral, or electrunic communication is intercepled.
dwuclosed. or 1ntentionally used 1n ciolation of this chapter mas in a
cwvil action recocver from the person or entity which engaged in that
violation such reluef as may be appropriate.
llb' Retigr.—In an action under this section. appropriate relief in-
cludes—

(11 such preliminary and other equitable or declaratory relief
as may be appropriate.

t2} damages under subsection (¢! and punitive damages in ap-
propriate cases. and
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(4) a reasonable pitorney’s for and other litigation costs rea-
sonably incurred. ) .
&) Couputation or Damacas —ii} In an action under this sec-
tiom, if the conduct is in violativn of thws chapier is the private
ing of a private {lite video 4nico that is mot
mdnrmWwi(lemnieulmuamdwmm-
: " o frequencies allocaled under subpart
D of part 74 of the rules of the Federal C w C
o b e e O e aes sl dareet o sndireet com.
Sortious or i or wrect or -
ol advantage or private ial goin, then the court shall
omass as follows: i
(A) If the person engaged in that conduct Aas Aot previ-
ously enjoined under section 2511t5) and has mot been
found liable in a prior nu;xl:lwa uofndfr lha;mlhc:;
shall assess the ter of the sum of aciua u,
by the plai ":'fr” y d dwhm“gu\d
uﬂ if. i« ion, the Ao engaged in that
(B} If, on one prior accasion, pereon [}
1 n enjoined

conduct has bee -
fouad liable wa o civil action under this section, the court shall

—.r_-_l'éfpnkrnflhzuno/:;tﬂmu ered by the

P or y ag 100 and mot
more than $1,000. ] )
@) In any other action under this section, the court may aseess os
whichever is the greater of — L
(A) the sum of the actual imncﬂ suffered by the rtif?
.ndanypv/iunndcbythu’damrunmho{ viola-

tion; or
B) damages of which o the g of §100 a
day for each day of uiolation or §10.000.
o) Dxranss.—A good faith reliance on—
(1) a court warrant or order, a grand jury subpoena. ¢ legulo-
Live authorization, or a stalutory authorization;
2) @ req of an & igative or low enfor 1 officer
ander section 2518:7} of this title; or L
(3) a good faith determination that section 2511(3) of this title
permitted the conduct complained 5[ . .
is & complete defense against any civil or ecriminal action brought
uader thu chapier or any other law.
te) Lisarration.—A civil action under this section may not be com-
menced later than two yeors ofter the date upon whick the claimant
first has a reasonable opportunity to discover the wolation.
#2521, Inj i inst lliegal i pli
Whenever it shall appear that any person s engaged or is aboul o
engage 1n any act which itutes or will te a felony viola-
twoa of this chapter. the At General may initiate a civil action
7 istrict court of the United States Lo enjoin such violation. The
court shall a8 soon a practicable to the heanng ond deter-
munalion of such an action, and may. at any time before final deter-
munation, enter such a restraining order or prohibition. or take such
other action, as w warranied o pr ta ] a bsian-

&al injury o the United States or to any person or class of persoas

k{3

(1] ¢ pereon or etity providing an electronic communication
service lo the public shall not knowingly divulge to any person
or enlity the tents of & 7 while in ek ;
storage by that service. and

(2) a person or enlity providing remole computing service o the
pudlic shall not knowingly divuige o any pervon or entity the
& of any whicA s carred or mawntained

an that servece—
(A) on behalf of, and received by means of electronic
transmussion from (or created by means of computer proc-
essing of communications received by means of electronsc
una::udmm from. a subscriber or customer of such eerv-

ace;

(B) solely for the purpose of providing storage or computer
processing aervices (o such subscriber or customer, of the
provider 18 not authoruzed to access the conlents of any
such communucations for purposes of providing any services
otAer than storage or compuler processing.

(b) ExCEPTIONS.—A person or entity may divuige the contents of o
communicalion—

(1) to an addressee or intended recipient of such communica-
Sion or an agent of such addressee or intended recipient;

12) as otherwise guthorued in section 2516, 2511(2xa), or 2703
of this title;

{3 with the lowful consent of the onginator or an addressee
or i ded recipient of such on, or the subscriber
in the case of remote computing service;

41 to o person cm[lo;vd or authorized or whaose facilities are
ward to forward suc icativn to its destination,

{5/ as moy be ily incident to the readition of the serv-
4t or 1o the protection o/(hc nghts or property of the provider
of that service: or

(6) to a law enforcement agency, if such contents~—

J;Imhndwmnlynbh&ndbywmm

(B) appear to pertain o the commission of a crime.
#2702 Regui for pocer { access

(a) ConTsnts or Erscraonic Communications in ELscraonic
Srorace.—A governmental entity may require the disclosure by o
prousder of electronic communication service of the coatents of an
@ communicafion, that i in electronic storage in an elec
troaic communications system for one Aundred ond eghty days or
dess. only pursuant to a warranf issued under the Federal Rules of
Crimingl Procedure or equivalent State warrant. A governmental
entity may require the disclosure by a provider of electronc commau-
nuwcalons services of the contents of an elecironc communcalon
that has been in electronic storage in on elecironic communualions
system for more than one hundred and eghty days by the means

lable under sub b1 of this section.

b/ CONTENTS OF ELECTRONIC COMMUNICATIONS IN A REMOTE
CouptTInG Service. =11) A governmental entity may require a pro-
suder of remote computing service to diusclose the contents of any

w
under aection 2511(5) or Aas been .

kH)

for whase protection the action is brought. A ing under thu
section is governed by the Federal Rules of Civil Procedure, eacept
tAat. of on indiciment Aas been returned ins! the respondent,
discovery w governed by the federvi Rules of inal Procedure.

CHAPTER 121—STURED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS

Sar
5701. Uninusful arcem to ctored comauncoslenns.
2702 Diacicsnre' of conirnis

£ 2701. Uniawlal access to stored commanications
(a) Ovraxss. —Ezcept as provided in subsection (c) of thws section
whoeouer—

(1) intentionally ithout authorization a facili
through which an electronic communication service & prov :
or
_ {2) intentionally excesds an quthorizatioa to access that focil-

and‘xcnby obiains, aliers. or prevents authorized access 10 a wire
or electronsc communication while it is in electronic siorage in such
system shall be punished as provided in subsection () of thu sec-
ton

@ P T.—The punish t for an offense under subsec-
ton (a/ of this section uw—
(1) of the offense is commitied for of commercial ad-
waniage, wious destruction or . O privale commer-
n—

(A} a fine of not more than $250.000 or imprisonment for
aot more than oae yeor, or both. in the case of a first of-
fense under this subparagraph; end

(B} a fine under thus title or imprisonment for not more
than two years. or both, for any subsequent offense under
tAis subparagraph. and

(2) a fine of not more than 85,000 or imprsonment for not
more than sis months or both, in any other case.

(c) Excarrions —Subsection (a) of this section does not apply with

t Lo conduct authonzed —

(1) by the person or entity prouviding @ wire or electronic com.
MUNICOILORS SeTUVICE,

(2) by g user of that service with respect (o 6 communcation
of or intended for that user; or

(3) 1n section 2703, 2704 or 2518 of this title.

#2702 Discloasre of conteats
(a) Pronisarrions —Except as provided in subsection (bi—

k1)

electroaic communication to which this paragraph u made applica-
ble by "'"'ﬂ‘ (2 of this subsection—

{A) Without utred notice o the subscniber or customer. if
the governmental entity obtains a uoarron! wsued under the
Federal Rules of Cnniminal Procedure or equivglent State war-
raat; or

(B} with prior notice from the governmental entity to the sub-

Lber or if the gover tal entity—

{1} uses an adminustrative subpoena authorured by o Fed-
eral or Siate statute or @ Federal or State grand jury subd
poena; or

(13 obtains @ court order for such disclosure under subsec-
tion (d! of this section;

except thot delayed notice may be given pursuant o section
2705 of thas title.
(2} Parograph (1) is applicable with respect 0 any electronic com.
munwcotion that u held or maintained on that service—

(A} on behalf of. and received by means of electron irans-
mission from (or crealed by means of compuler processing of
communucations received by means of electronic transmission
{rom), a subscriber or customer of such remote computing sert-

e, @
(B) solely for the purpose of providing storage or computer
ing services (0 such subscriber or customer. if the provd-
er is not authorized 1o access the contents of any such communi.
cations for purposes of providing any services other than storuge
or computer ing.

(c) Rxcoaps &nrcnnma ELscTRONIC COMMUNICATION SERVICE
oa Remors ComrtrinG SErvICE.—(1XA) Except as provided in sud-
paragraph (Bl & prouvider of electronic communication servwe or
remote computing service may disclose a record or other information
pertaining o @ subscriber to or customer of such service (not includ-
ing the of oo i d by subsection ta) or (b!

this section) to any person other than a governmental entsty.

(B) A provider or electronic communication service or remoie com-
puting service shall disclose a record or other information rrwm-
ing 10 a subscriber Lo or customer of such service (not including the

of ica fi covered by subsection (a/ or (bt of thu
section) io o governmental entity only when the governmental
enti
"7) wses an administrative subpoenal authorized by a Federal
or State statute, or a Federul or State grand jury subpoena;
(ii) obtains a warran! usued u. the Federol Rules of
Onminal Procedure or equivalent State uarrant;
(isn) obtaing a court order for such disclosure under subsection
(d) of thus section: or
(ivt has the consent of the subscriber or customer to such dus-
closure.

(2} A governmental enlity receiving records or information under
this subsection is not required Lo prouide nofice (0 a subscriber or
cuslomer .

(d) REQuIrEmMENnTS ror Court ORDER.—A court order for duclo-
sure under subsection (b1 or (¢c) of thus section shall wsue only if the
governmenial entity shous that there 1w reason o belweve the con-
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k1)

tents of @ ware or electronse icali arw.,‘crotlu_cr
information suught, are rel 0 a leg law enf tin -
quiry. In the case of a State gouernmenial ausihorits. suck < court

arder shall aot wsse if prohibiiec by the low of swch Siate. A
: an order purs 40 this onan made pro
y by the servwce provider, may quash or modify uacll’nrd_or, ift
information or records requesied are iy

noture or compliance with such order otherwist would couse an
sadue burden on such provider.

e/ No Causs oF ACTION AGAINST A Provipas Drscrosine Inroa.
savion Unoss Twis Cuarrsn —No cause of action shall lie in any
court against gay prowvids wire or ek . serv-
ice. its officers, employees. agents. or other specified persons for pro-
wding information, facililes, or assislance ia accordance with (he
serms of a court arder, warveal, subposna, or arrtificotion wnder
this chapter.

43704. Beckup pressroation

ta) Bacxur PRESERvATION.~(]}) A governmenial emtily acting

wnder section 27040X2) may iaclude in s subpoena or court order ¢

i

4

p copy

Lions At in order 0 preserve those communicalions. Without mo-
tifying subscriber or customer of such eubporaa or court order,
such servece provider shall create such backup copy as soon as
ticable ? with its regular b procices aad shall con-
firm to the ntal mnzchal such bockup copy Aos been
u&&dﬂhpunmu creoted withia two dusiness doys
Jmmwbw-miamdmnruwmnm

(2) Notice 10 the subscriber or customer shall be made by the gov-
eramental entity within three daye afier receipt of such confirma-
Gon, unless such notice is delayed pursuant o section 2705a).
“Jwrinw&rmumdauwmhblupmwd

(A) the delivery of the information; or
(B) the resol, of any dings (i g o
Mymw&wbuhpaunumﬂ

() The service provider shall release such bockup t0 the re-
Questing governmenial entity ao sooner than fourteen day after the
governmenial entity’s actice (0 the subscriber or cusiomer if such
service

(A) has not received aotice from the subscriber or customer
that the subscriber or customer Aas challenged the governmen-
&l entity's request; and

(B) Aas not inttioted proceedings to cAallenge the request of
the governmenial eniity.

3) A governmentol entity may seek 0 require the eration of a
backup copy under subsection (aXl) of this section if ia its sole dus-
cretion such entity determines that there s reason (o delaeve that
notification under section 2708 of thws title of the existence of the
na or court order may result in destruction of or tampering
i evid This decer on is Aot subject to lenge by the
aubscriber or cusiomer or service provider.

Leardi )

(A} where o court order is sought, include in the application o
request, which the court shall ;mnl.[or an order delaying the
aolification required under section 27031b) of this mb“for e
penod aot to exceed minety days, if the court determines that
there is reason o belweve that notification of the exi of the
w

court order may Acue an aduverse result described in poragraph
of this subsection, or
(B} where an adminisirative subpoeno authorized by a Feder-
ol or State statute or a Federal or State grand jury subpoena is
ebtained. delay the notification required under section 2703d)
of thus title for a period Aot 1o exceed ninety doys upon the exe-
culion of a wniten certification of o supervisory officual that
there is reason to beluve that notification of the exwtence of the
subpoena may Aaue an eduverse resull described in paragraph (2)
of thus subsection.
2) An adueree result for the purposes of paragraph (1) of this sud-
section is—
(A} end ing the life or phyical safety of an individual:
(B flght ’mq prosecution:
lgl destruction of or tampering with evidence;
(D) intimud of p I wi or
(E) otherwise serously jeoparduing an investigation or
au;_:uly delaying a ‘trial. whall o f
) The mental entity mainioin ¢ true copy of certifi-
eotion um ph (12B1
(4) Extensions of the delay of notification provided in section 2703
of up to ninety doys each may be gronted by the murl"urm applica-
@on, or by certification by a governmental entity, dut only 1a accord-
aace with subsection (b of thus section
(5) Upon expirotion tAe period of delay of motification uader
paragraph (1) or (4) of this su on, the governmenial entity shall
aerve upon, or delsver by regi or firstclass mail Lo, the custom-
!‘z:‘rubnhraennof process or request logether with notice

(A) stales with reasonable specificity the nature of the low en-

forcement inquiry: and
(B) informs such customer or subscriber—
i) that information intained for such or sud-

scriber by the service provider named in such process or re-
Quest was u‘zlud 40 or requested by that gouernmental au-

thority and the date on which the supplying or request took
d:':;:‘h.u ification of such or subscriber was

(1) what governmental entity or court made the certifica-
Mfrnskm;mmwubwhkhlhldchym

(1) whach prouvi of this chap biowed such delav.

(6) As used in thu subsection, the term “supervaory official”

means the invesigative agent in charge or ossusiant investigalive

agent :n charge or an lent of an g agency s head-

}uarxcn or regional office. or the chi f prosecuting attorney or the

U8l aasulant prosecultng atlorney or an equivalent of a prosecuting
altorney s uarters or regional office.

”

) Cuzromss CuarLiswces. —(1) Within fourteen daye after notice
by the governmental entity to the subscriber or customer under sub-
orction (ahZi of thix section. such subscriber or cusiomer may file a
modion o quash such subpuena or vocate such court order, with

served upon the governmenial entity and with wniten notice

such challe 0 the service provider. A motion (o vacale @ court
order shall be filed in the court which issued such order. A motion
o quash a subpoena shall be filed in the approprate United States
district court or State court. A motion or application shall con-
tain an offidavit or sworn sialement—

(A) \g tAat the appli isa or subscrber to
tAe service from which (he contents of electronic communica-
Uions mainiained for Aim Aave been sought; and

(B! stating the applicant’s for belwving that the
luw\_‘llw‘iumnol e ta leg w enfc
"A:'quuy or lhn:;hzu Aas aot been ubl:.::u'cl compluance with

provisions of thus chapier 1n some ot reapect

(2) Service shall be made under this section upon o ntal
entity by delivering or mailing by registered or uru'fuJ mauil a copy
of the papers io the person, uwdcpuﬂmlfuﬁdmlhc
aotice which the customer Aas received pursuant to this chapter. For
the purposes of this eection, the term “delivery” Aas the meaning
#iven that term in the Federal Rules of Civil Procedure

(31 If the court finds that the customer Aas complued with para-
graphe (1) and (2) of thus subsection. the court shall order the
ernmenial entity o file o sworn response, which may be fi n
camerg i ihe gouernmental eatity includes in its res the rea-

20as wAich make in comera review If the court is
mbbto_d_rkmwt_lummorapﬂmumm basis of the

additional ings as it deems appropriate. All such proceed-
inge shall be leted and the motion or eppli decuded as
s00n as practicable afler the filing of the gowernmental entity's re-

aponase.

4) If the court finds that the applicant is not the subscriber or
cusiomer for whom the communications sought by the mental
enlutly are maintained, or that (Aere is o recson 10 believe that the
law enforcement inquiry is leprtimate and that tAe communicotions
sought are relevant o that inquiry, it shall deny the motwon or
plication and order such process enforced. If the court finds that 3:
applicant is the subscriber or cusiomer for whom the communuca-
lwons sought by the gouernmental entity are maintained. and that
there is Aot a reason to believe that the communications sought are

k 0 a leg law enfc t inquiry, or that there Aas
not been substantial compli with the provisions of this chap
it shall order the process quashed. ’

(5) A court order denysing a motion or application under this sec-
tion shall not be deemed a final order enfm interlocutory appeal
may be tahen tAerefrom by the customer.

82785 Delayed astice

(a) Deray or Noriricarion.—(1) A governmental entity acti
under ssction 270%b) of thus litie moy— hd

81

(b) Pagciusion or NOTICE 1O SUBJIECT OF GOVERNMENTAL
Accass —A governmental entity octing under section 2703, when it
i not required o nolify the subscriber or customer under section
2703541, or to the extent that il may delay such notwe pursuant to
subsection (a) of tAis section, may apply (o a court for an order com-
manding a provider of electronic communications seruice or remote
compuling service to whom a warrant, subpoena. or court order u
durected, for such penod os the court deems appropriate. not to
nolify any other person of the existence of the warrant, subpoena. or
court r. The court shall enter such an order if it determines
that there is reason to brlieve that nolification of the axwience of
the warrunt, subpoena, or court order unll result in—

(11 endangering the life or physwal safety or an individual

@ ﬂnclun’:wn prosecution;

(3; destruction of or tampering witA evidence;

(4) sntimud of potential or

(5} otherwise seriously seopardizing an investigation or
unduly deloying a tnal

§2706. Cout reimbursement

(a) PAYMENT.—Except as otherwise provided in subsection fc), @
governmental entity obiaining the contents of communications.
records. or other infor ton under 2702, 220, or 2704 of
tAis title shall pay to the person or entity assembling or providing
such information a fee for b t for such costs as are rea-
sonably necessary ond which have been directly incurred in search.
ing for, assembling. reproducing. or otheruise providing such infor-
mation. Such reimbursable costs shall include any costs due Lo nec-
essary disruption of normal operations of any electronic communica-
ton service or remole compulting servue in which such information
moy be stored. .

(gl AMOUNT.—The t of the fee provided by subsection (a’
shall be as mutually agreed the governmental entity and the
person or entity providing the information. or, in the absence of
agreement, shall be ax determined by the court which wsued the
order for production of such information (or the court before which
a cnminal prosecution relating to such afor uould
brought. if no court order was wsued for production of the informa-
tion).

(c) The requirement of subsection (a’ of thus section does not apply
with respect to revords or other information maintained by a com.
munications common carrier that relate to telephone toll records
and telephone lisnings obtained under section 2705 of thus tstle. The
court may. Aouever, order a payment as described 1n subsection 1a/
tf the court determines the informanion reqyuired 18 unusually volu-
ln“i’:oul in nature or otherwise caused an undue burden on the pro-
vider.

£2702. Cicil action

ta) Cause oF ActioNy —Except as provided n section 270tel any
pruvider of electronic communicalion service, subscriber, or customer
aggneved by any viwlation of thu chapier in uhich the conduct con-
stituting the violation u engaged 1a uith a knouing or intentional
state of mind may. ta a ciid action, recover from the person or
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82
entity which engaged in that violation such relief as may be appro-
) Rxugr.~In a civil action under this section, approprate relief

[ wt‘.h preliminary and other equitable or declaratry relief
as ma, appropriaie:
o pf ages under subsection (ck and
€3) o reasonable atiorney's fee and other litigation costs rea-
sonably incurred. .
i) Dasnacss —The court may cssess as domages in ¢ civil action
mnder thu section the sum the actual damages suffered by the
ﬁmnﬂud any profils made by the vwolator as o result of the vio-
ion, but ia no case shall a persoa entitied (o recover receive less
than the sum of $1.000.
«) Dgranss. —A good faith reliance on—
(1) & court wnrrant or order, a grand jury subpona, s legisla-
tivr authorization, or a statulory outhorization;
(2) o req of an tigative or low enfc t officer
ander srction 25187) of this title; or
e good faith determination that section 2511(3) of this title
permitied the conduct complained of:
&8 a compiete defease to any civil or cnminal action brought under
this chapier or any other law.
@) Linrrarion.—A cind action under this section may not be com-
menced later than two years afier the date upon which the claimant
firt d dor Aod o ble aoportunity to discover the o~

#2708 Exciusivity of remedics
mmduwnmwda’z:bdm llli_nchpb‘rnn'lhlonz

Judwcial edies and .
thus cAapter.
42708, Coanteriatelligence access to tciephone toll and trussectionc!

40/ Dury 10 PrOvIiDE. —A wire or clectronic communicalion serv-
e uder shall comply wnth ¢ request for subscriber information
twil dlling records information, or electronic communication
transactwono! records 1n its cusiody or possession made by the Direc-
4or of the Federal B of 1 igation under subsection (b)

srction.
) RKequiasp Csarirscarion.—The Director of the Federal
I tor an individual within the Federal
v desg d for this purpose by the Durector)
may request any such iaformation and records if the tor (or the
Durecior s designee) certifien in wniting (o the wire or electronwc com-
service provider o which the reques! is made that—
) the mformgtion sought nkmnldh on guthorized for-

Y P}

g w 14 . a

121 there are specific and ariculable focts gruing reason o be-
Lieve that the fprrm or entily o whom lllcf mfronnanon sought
pertains 8 ¢ foreign pouer or on agent of o foreygn power os
defined in section 101 of the Foreign Inullwnalgnmlhm
Act of 1978150 US.C 18015

215 Repurn concerning pos ragraters sad trep end trace devecm.

HN astens fur chapier.

102 prohiinien ea pra regwie ead trap end trere devam war GCiceptum
ta) In Gangaar—Except as provided in thu seclion, ao person

may install or uer 0 pen register or a trap and irace devwe without

ﬁ:uduwramﬂadcrm-tumﬂﬂa thia title or under

.the Foreygn Inseligence Surveillance Act of 1978 (50 USC 180] et

..}

(&) Excarrion.—The prohibition of subsection (a) does not apply
wth respect Lo the use of a pea reguier or a trap and trace device by
@ provider of electronic or wire COMMuUAKGLION serVICe—

(1) relating to the operation, mainrienance. and lesting of a
wire or electronic communication servioe or (0 the protection of
the nghts or property of such provider, or to the protection of
users of that servioce from abuse or service or unlowful use of

aservace: or

2] to record the fact that a ware or electronic communication
was initiated or compileted in order L proiect such provider, an-
other provider furnishing service toward the completion of the
wire communication, or a user of that seruice, from froudulent,
unlowful or abusive use of service, or with the consent of the

waer of that service.
) Pxnarry.— Whoever & ingly veol beection fa) shall be
ﬁndunhrmumkuwdmmlhanwmwbdt

§2122. Application for an order for a pen regisier or a trap and
trace device

d8) APpLICATION.—(]) An attorney for the Government may moke

?luvnon_ for an order or an extension of an order under section

123 of this Litle authorizing or approving the installation and use
of o pen register or a trap oad trace device under this v, in
writng | catA or equivalent affirmation, 10 a court of compe-
aenl jurisdiction.

(2} Unless prohibited by State law. a Stole investigative or law en.
forcerment officer moy make application for an order or an extension
mon order under section J123 of this title cuthonzing or approving

installation and use of a pen register or a trap and trace device
uader 1his chapter, sn writing under oath or equivalent affirmation,
40 @ court of competent jurisdication of such State.

[ ] OF APPLICATION.—AR appli under gubr

S of this section shall include—
s‘:‘l‘l‘llu dc[nmy of the attorney for the Government or the

enfor or tgative officer making the apph-
cation and the Adcnmyd the law enfor agency d;
ing the investigation; o
(2) @ certifi by the appl t that the tnfor ton likely

to be obtained is relevant to an ongoing criminal investigation
besng conducied by that agency. e

#3123 lu::n_rf of an erder for a pen register or a trop and trace
oice

(0! In Generar.—Upon an applicotion made under section 3122
of this tule, the court shall enter an ex parte order authoruing the
snstsllaton and use of a pen reguster or o trap and trace device

(c) Pronisrrion or Caarain DiscLosuss.—No unre or electronic
communication service provider, or officer. employes. or agent there-
of. shall disclose to any person that the Federal Bureou of Invest:-
#9tion Aas sought or azmud arcess 10 information or
under this section

(d) Dessgminatrion 8y Buasav.—The Federal Bureau of Inuestiga-
tioa may duseminate informctwon and records oblained under thu
section only as provided in guidelines approved by the Attorney Gen-
erul for foreign intelligence coliection and foreign counterntelli-
gence investigations conducted by the Federal Bureau of Investiga-
tion, and, with respect to dissemination o an agency of the United
States, o:‘l{v if such infor w clearly rel ! 0 the authorued

ibilities of such agency. -

¢) ReQuinamasnT Toat Caxrain Cowcazssionar Booiss Br In-
POaMED.~On a semiannual basu the Director of the Federal
Bureau of Investigation shall fully inform the Permanent Select
C . on Intellig of the l{'oun of Representatives and the
Select C tiee on Intellig of the Senale concerning all re-
Quests mode under subsection (&) of this section.
£2716. DefNlnitions for chapier

As uaed in thu chapter—

(1) the termas defined in section 2510 of thas title Aave, respec-
Guvely, the definitions gruen such terms in that section, and
(2) the term “remote compuling service”™ means the provision
to the public of computer siorage or procersing services by
menns of on electronic communications system.
L] L ] ° L] L] L] L]

CHAPTER 205—SEARCHES AND SEIZURES

Sec.

3101. Bffect of ruies of court—Rule
. . . - . . .

$112. Mable tracking dewcm.

#3117, Mebile trecking devices

(@) In GenerarL —If o court is em, to issue a warront or
other order for the installation of a mobile tracking device. such
order may authorize the use of that device within the jurisdiction of
the court, and outside that jurisdiction if the device s installed 1n
that jurisdiction. .

(b) Derinirion.—As used in this section, the term “tracking
device” means an electronic or mechanical device which permits the
trocking of the mowement of a person or object.

CHAPTER 206—PEN REGISTERS AND TRAP AND TRACE
DEVICES

Sec

Ji21 Genaval prohibitcon on prm reguser end trop ead troce devay uie cxcepton
2122 Applwation for an arder for 0 pen regracer or 0 irap aad troce devece

2123, isswcnce of an order for ¢ prn reguier or @ irap aad trace devwe

16 Assuignce \n insioliaiwn aad uae of & pra reguser or 6 Lrap enad (roce deviee.

within the jurisdiction of the court if the court finds that the attor.
ney for the Government or the Siate lau enforcement or investiga-
Live officer Aas certified Lo the court that the information likely to
be oblained by such wnatallation and use ia rel { to an ongoing
cnminal investigalion ) )
(®) ConTents 0F Ozo&s.—An order issued under this section—
(1) shall :Cnfy—

(A} wudentity, if hnown. of the person to whom is
leased or in whuse name s lated the telephone line o
which the pen regusier or trap and troce device is to be at-

tached,

(B! the identity, if known. of the pereon who is the sub
Ject of the cnminal investigation;

(C) the number and. if know. pAysical lacation of the tele-
phone line to which the pen reguster or trop and truce
device ws o be attached and. in the case of @ trap and trace
::wt. the geagraphic limits of the trap and troce order;

(D) a statement of the offense to which the information
likely 10 be obizined by the pen register or trop and troce
device relates; and

(2) shall direct. upon the request of the applicant, the furnish-
ing of informatwon. facilities, and tecAnical assusiance necessary
0 plush the installat the pen reguter or trap ond
troce device under section 312§ of 1Au title.

(c) T\ Pxriop and EXTENSIONS —(1) An order issued under this
section shall quthorze the installation and use of a pen regusier or
a trap and trace device for a periad not 1o exceed sixty days.

(21 Extensions of such an order may be granted, but only upon an
uﬁlimliul for an order under section 3122 of this title and upon
the judicial finding required by subsection (a/ of thus section The
period of extension shall be for a penod aot to exceed sixty dayve.

(d) NowpiscLosurs or Existance oF Pxn Rscister oz A Trar
AND Tracs DEvics.—AR order authonzing or approving the instol.
lation and use of ¢ pen reguster or a trap trace deuice shall
direct that—

“(é) the order be sealed until otherwise ordered by the court;

(2) the person owning or leasing the line to whuch the pen reg-

isler or o trap and device u attached, or who has been ordered

tAe court to provide assistance o the applicant, not disclose

aistence o/"u pen register or trap and troce detice or the

] of the i 18 to the listed subscriber, or to any
othAer person, unless or until otherwise ordered by the court.

£2124. Assistance in installation and use of a pen reyister or e trop
aad trace decvice

(a) Prn Recistens.—Upon the request of an attorney for the Gou-
ernment or an officer of o low enforcement agency authoruzed 1o in.
stall and use o pen reguster under this chapter. a provider of utre or
electronic communication service. . custodian, or other

reon shall furnush such investigalive or lauw enforcement officer
forthunth all information. factlities, and tecAnical assistance neces-
sary to plush the installstion of the pen reguster unobtrusively
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wstallation and use is to take place. if such assuslance is
darected by o court order as ia ssction JI25bA2) of this
Ltle.

5) Thar ano Tracs Devics.—Upon the request of an atiorney for
the Government or an officer of a law enforcement agency author
ised (0 receive the results of o trap and trace device under this chap
e, @ prowider of o wire or electronic communication service, land.
dard, custadian, or other pervon shall install such devwee forthwith
on the appropriate line and shall furnush such investigative or low
onforcement oﬂ’u:.r all dda'h'n',al "n ion, focilitsien and techai-

’ e 1
section 312316X2) of this title. Unless otherwise ordered by the court,
the results of the trap and troce device shall be furnwshed to the of-
ficer of a law enforvement agency. designated in the court, at rea-
sonable intervals during regulor busincss Aours for the duration of
the order.

(c) COMPENSATION.—A provider of a wire or electronic communica-
tion service. landlord, custodian, or other persorn who furnishes fa-
cilities or technical ossistance pursuant to this section shall be rea-
sonably compensaled for such reasondle expenaes incurved in provid-
ing such facilities and assistance.

(d) No Causs oF ACTION AGAINST A Provioss DiscLosine Invon-
sarron Unogr Twis Cuarrea.—No cause of action shall lie in ony
court agains! any provider of @ wire or electronic communication
service, its officers, employees, agents, or other specified persons for
providing infor lon, facilities, or it ia accordance with
the termas of a court order under this chapter.

(e) DErEnss.—A good faith reliance or a court order, a legislative
authorizotion, or ¢ stalutory euthorization is o complete defense
apn'u’l”:ny civil or eriminal action brought under this chapter or
any ol 3

#3125 Reports concerning pen registers and trap and trece devices

The Attorney General shall annually report o Congress on the
aumber of pen register orders and orders for trap and trace devices
applied for by law enforcement agencias of the Department of Jus-
fice.

#3126 Dellnitions for chapter

As used in this chapler—

(1) the terms ‘wire communication’, ‘electronic communica-
tion . and ‘electronic communication service' have the meanings
oel forth for such terma wn section 2510 of this title;

(2) the term ‘court of tent junadiction” means—

(A) a distrct court of the United States (including a
istrate of such a cowrt) or @ Ulu'ldSlalcCourlolAppnt'
or
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(B) a court of general criminal jurisdiction of a State au-

wawdlw&nkbmmu&nulha::-

ing tAe wuse of a pen reguster or o trup and trace devce;
(.Ylthz‘km_m Iw;:n'm;ndcumwhmhwdcordo-
codes elecironic or ot tmpu which udentify the
dialed or otherwise itied on the teleph lf’l' o

(4 the term ‘trap and trace device’ means a device which cap-
tures (Ae incoming electronic or other impulses which dentify
the originating aumber of an instrument or device from which
@ wire or electronsc 0N was ¢ d

5 lhlmc;hm: for the Gowcrnt' Aas the meaning
given suc for the purpases of ¢ ‘ederal R -
-nl‘hr:dun; and / ules of Crmi

6] the term ‘State’ means a State, the Dustrict of Columbua,
Puerto Rico, and any other possession or territory of the United

(o]



Memorandum

FDH:mkf:tmb

Subject Dete
The Electronic Communications Privacy .Ec
Act of 1986 1560
£\
To From W
All United States Attorneys William F. Weld
and Strike Force Chiefs Assistant Attorney General

Criminal Division

Public Law 99-508, the Electronic Communications Privacy
Act of 1986, was signed into law on October 21, 1986 by
President Rezgan. It is the most far reaching revision of the
law on electronic surveillance enacted since passage of Title
IIT of the Omnibus Crime Control and Safe Streets Act of 1968.
Attached is a memorandum describing the new Act with emphasis on
its effect on existing federal law and practice as well &s a
copy of the statute.

Most of the features of the Electronic Communications
Privacy Act go into effect 90 days after enactment which will
occur on January 20, 1987. It is important that each federal
prosecutosr become fully aware of its provisions, many of which
are beneficial to law enforcement interests. In summary, these
are the highlights of the legislation, all of which are mcre
fully discusseé in the attached descriptive memorandum:

- - maintaining the current basic definitions of wire
and oral communications thus preserving 18 years of
legal precedent;

- - creating statutory coverage for a wide range

of communications within the defined term "electronic
communications" that will iné¢lude non-aural
communications such as electronic mail, computer
transmissions and video teleconferencing;

- - requiring court orders for government
interception of electronic communications and
providing criminal sanctions for ‘third party
interceptions;
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- - includinc cellular telephone communications

and digital display and voice pagers within the
coverage of the statute and excluding handheld

or cordless telephones, tone only beepers and tracking
devices from the statute;

- - permitting a form of "roving tap" that will
enable law enforcement officers to target a person
and intercept his oral, wire or electronic
communications without the need to specify the exact
location or telephone in advance in the court order;

- - establishing a statutory method governing
government access to stored electronic communications,
such as copies of electronic mail held by a service
provider or computer data held by a third party

data processing company;

- - creating a statutory court order or subpoena
requirement for government access to telephone toll
records based on a standard of relevance to an ongoing
law enforcement investigation;

- - creating a statutory requirement of a court order

for government access to pen register and trap and trace
data based on a stancard of relevance to an ongoing law
enforcement investigation and basically following existing
Department of Justice practice;

- - permitting ordinary government personnel or
contract employees to monitor ongoing electronic
surveillance under the direction of law enforcement
personnel;

- - permitting after the fact minimization in the
case of foreign languages or coded conversations where
translators are not readily available;

- - increasing the number of predicate offenses
for oral or wire interceptions by several dozen
specific felonies;

- - permitting interception of electronic
communications based on any federal felony;

- - permitting authorization of electronic
communication interceptions by a law enforcement
official in the field instead of requiring
Washington approval; however, for the first three
years Washington approval will be required; and

-~ - allowing up to ten days to install an oral,
wire or electronic communications interception device
prior to the start of the 30 day interception period.

The above 1ist reflects but a few of the more important
changes and innovations set forth in the Act and described in
the attached memorandum. I urge you and your staff to study the
memorandum and the Act carefully. An even fuller description of
the Act and it$9 provisions and policy implications will be
forthcoming in the future in a full revision of Chapter 7 of
Title 9 of the United States Attorneys' Manual. 1In addition,
draft applications, orders and other pleadings will be prepared
and distributed for a number of the requirements of the Act.

Any questions you have on this subject should be directed
to the Office of Enforcement Operations in the Criminal
Division. FTS: 633-36€4 or 633-2869

Attachment
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ANALYSIS OF THE ELECTRONIC
COMMUNICATIONS PRIVACY ACT OF 196¢,
PUBLIC LAW NC, 99-508

Prepared by the Office of
Enforcement Operations,
Criminal Division, United
States Department of Justice

0T i 8 geg

On October 21, 1986, President Reagan signed into law the
Electronic Communications Privacy Act of 1986, Public Law No.
99-508. This legislation is primarily a comprehensive revision
of Title I1I of the Omnibus Crime Control and Safe #treets Act of
1968. It provides coverage for the technological advances
developed in the area of electronic communicatiens since the
passage of the original act. The 1968 act governed only the
aural acquisition of the contents of a wire Or oral
communication. Thus, if the intercepted conversation could not
be heard or understood by the human ear, the existing law did not
apply. The new legislation encompasses hot only the interception
of wire and oral communications as defined irn the original act,
but virtually all forms cf non-aural electronic communications
during both the transmission stage and the period when such
communications are maintained in electronic storage. Included
within the concept of electronic communication are such new and
increasingly utilized communication methods a» electronic mail,
computer data transmissions and video teleconferencing. The
principal purpose of the new statute is to regulate the use of
these dramatically improved communications technologies that have
been developed since 1968 and to protect the transmission of all
forms of information, including voice, Aats and some forms of
video, from improper interception, The overall thrust of the
legislation is to expand privacy protection in the new areas of
electronic communication while recognizihg and preserving the
interests of effective law enforcement. The purpose of this
memorandum is to provide a broad overview of the new Act and
acquaint you with those provisions that have special significance
for federal law enforcement.

Initially, it should be noted that most of the provisions of
the new Act become effective on January 20, 1987, which is 90
days from the date the Act was signed. There is, however, one
provision of the Act which takes effect immediately. The new
provisions of 18 U.S.C. 2516 extend authority to authorize a
request for an electronic surveillance order to any Acting
Assistant Attorney General or Deputy Assistant Attorney General
in the Criminal Division, as well as to an Assistant Attorney
General, once those officials are so designated by the Attorney
General. This provision of the Act will be implemented by a new
Attorney General delegation order.

It should also be noted at the outset that while the intent
of the new statute is to cover all known electronic
communications technologies to which an expectation of privacy
can reasonably attach, several exceptions were made tc exclude
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forms of communications where privacy interests were deemed to be
relatively weak le.g., handheld or cordless telephones, tone only
pagers) or nonexistent (e.g., many forms of radio
communications). These exceptions will be discussed in detail
later 'in this memorandum.

The Electronic Communications Privacy Act of 1986 is divided
into three separate, but closely related, titles: Title I -
Interception of Communications and Related Matters; Title 11 -
Stored Wire and Electronic Communications and Transactional
Records Access; and Title II1 - Pen Registers and Trap and Trace
Devices.

TITLE I-THE INTERCEPTION OF COMMUNICATIONS AND RELATED
MATTERS :

The first portion of the new Act is comprised of amendments
to Title III of the 1968 act. The amendments establish a new
category denominated "electronic communications”™ in addition to
the wire and oral communications coverecd under the original act
and address some of the difficulties perceived by law enforcement
officials in utilizing the former Title 1II. 18 U.S.C. 2510-2520.

The new statute defineg anc regulates three types of
communications: (1) wire; (2) oral; and (1) electronic
communications. The last type, in essence, is any form of
communication using electronics in which the human voice is not
utilized. 1In addition, in one transmission there may be more
than one type of communication, such as a voice telephone
conversatior followed by a computer transmission on the same line
utilizing modems. All forms of communications will now be covered
with the limited exceptions noted below. Thus, coverage of
transmission of electronic communications both from the
perspective of protecting the individual communication from third
party interception and regulating governmental interception will
be virtually all-inclusive.

1n actuality, the new Act mandates little change in the
substantive or procedural requirements for obtaining an order to
intercept a traditional wire or oral communication. For the most
part, with respect to wire and oral communications, the United
States Attorneys will proceed in precisely the same
manner as they have in the past. With respect to electronic
communications, the substantive provisions of the law are
primarily the same as those governing oral and wire
communications, but the procedural provisions are somewhat
different. The Act treats electronic communications in two
different categories. Title I of the Act regulates interception
of electronic communications during the transmission stage and,
accordingly, treats them much as a wire or oral interception,
although, as noted, with several lessened procedural
requirements. Title I1 of the Act, discussed infra, is directed
to electronic records that are temporarily in storage before or

after the actual transmission. Many of the changes to the wire
or oral communications provisjions noted below are quite
beneficial to law enforcement, and many of these were made at the
Department's suggestion.

The new Act's most significant changes, additions and
exceptions set forth in Title I are the following:

(1) Wire Communications

The definition of "wire communication”™ under the old statute
has been redrafted to include cnly "aural transfers,” which are
defined as communications that involve the human voice at some
point in the transmission. 18 U.5.C, 2510(1)(18). Wire
communications are specifically excluded from the new definition
of electronic communications, 18 U.,S.C. 2510(12)(B). The
Department insisted on keeping the distinction between wire and
electronic communications in order to ensure that the case law in
this area, built up over 18 year6, would continue to be
applicable and the courts would not be called upon to reinterpret
established electronic surveillance principles.

The new law eliminates the diatinction contained in the
originel Title 111 between common carrier and non-common
carrier electronic communication systems where the system is
designed to carry private communications not readily accessible
to the public. The new Act applies to any person (as defined
in 18 U.S.C. 2510(6)) engaged in providing facilities for the
transmission of interstate or foreign communications or
communications affecting interstate or foreign commerce.

18 U.S.C. 2510(1). This amendment was added to provide coverage
of private communications systems where the affecting commerce
jurisdictional basis is present. This change is in recognition
of the fact that some major corporations and professional firms
that are not traditional common carriers are installing their owr
private communications systems.

{2) Oral Communications

The definition of oral communication remains the same but is
specifically excluded from the definition of electronic
communication. 18 U.S.C. Section 2510(2). The effect of the
exclusion is to make it clear that an oral communication under
the statute can never be a radio communication. See, United
States v. Rose, 669 F.2d 23, 25-26 (lst Cir.) cert. denied, 459
U.S5. 828 (1982)

(3) Electronic Communications

An “"electronic communication” under the new statute is any
transfer of signs, signals, writing, images, sounds, data or
intelligence of any nature transmitted in whole or in part by 2
wire, radio, electromagnetic, photoelectronic or photo-optical
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system that affects interstate or foreign commerce., "Electronic
communication™ is also specifically defined to exclude a wire or
oral communication. 18 U.S.C. 2510(12)(B). The effect of the
breadth of this definition is that any and all forms of
electronic communications, unless specifically exempted, are now
subject to the provisions of the statute just as wire
communications have bean covered since 1968.

The term "intercept”™ under the new Act has been broadened to
mean the aural "or other" acquisition of the contents of wire,
electronic or oral communications. The "or other"™ was added to
accommodate the non-aurél acquisition of electronic
communications. 18 U.S.C. 2510(4)

(4) Exceptions

Because the definition of electronic communication is so
broad and all-inclusive it became necessary to carve out some
forms of electronic communications that either appeared patently
not to be deserving of privacy protection or where a policy
decision was made by the Congress not to include a specific form
of electronic communication. Those exceptions appear in the
legislation either as exceptions to defined terms in 18 U.S.C.
2510 or as exceptions to the section that penalizes certain
activity as unlawfyl, 18 U.S.C. 2511, The exceptions are as
follows:

(a) The radio portion of handheld or cordless telephone
conversations. These utilize a radio transmission over a
limited distance to. a base station at a regular telephone.
They are so easily intercepted, often over an ordinary AM
radio, that the decision was made that there is no
reasonable expectation of privacy in these communications.
Such handheld, cordless, telephones should be distinguished
from cellular telephones, which are covered under the Act.
18 U.S.C. 2510(12) (A)

(b} Tone only paging devices. It has been the Department's
position that intercepting only tone beeps or vibrations
from a pager is not a search and, therefore, such
interceptions raise no Fourth Amendment implications; the
Act endorses this policy. By contrast, digital display and
voice paging devices are covered by the new legislation.

18 U.S.C. 2510(12) (C)

(c) Communications from tracking devices (beepers) placed in
automobiles or packages to trace their location. 18 U.S.C.
2510(12) (D). These are specifically excluded from this
legislation because of the manner in which they function
and the limited privacy implications related to their use.
This area is being left to case law development. However,
the new legislation adds a new 18 U.S.C. 3117 to
specifically solve one problem that arises in the use of

(d)

(e)

(f)

mobile tracking devices. These devices, by their nature,
can easily be transported across jurisdictional lines.
However, a court order, in those circumstsnces where one is
required under case law, might well be limited to one
judicial district. This new section provides extra-
jurisdictional effect to a court order that authorizes the
installation of a mobile tracking device. It should be
noted that the authorization outside the jurisdiction of
the court is not limited to the territorial jurisdiction
of the United States for & mobile tracking device.

A partial exception for video interceptions exists.
new Act covers and criminalizes the unauthorized
interception of a closed circuit television broadcast
between two points. For erxample, a business competitor
breaking into the wire tr&nsmission 0f a teleconference
violates the law, and a law enforceament interception of
that communication by tapping into the lines requires a
court order under the statute. The Act, however, does not
cover the government's use of its own video equipment to
surreptitiously intercept and televise a meeting without
the consent of a party because there is no interception of
an electronic communication occurring as no wires are
tapped. (See H. Rep. No. 99-647, 99th Cong., 2d Sess,

p.- 36 (1986)) The latter does require a search warrant
issued pursuant to Rule 4] of the Federal Rules of

Criminal Procedure and, accordingly, the law in this area
has been left to the courts to develop. See, United States
v. Biasucci, 786 F.2d 506 (2nd Cir. 1986); United States v.

The

Torres, 751 F.2d 875 (7th Cir. 1984), cert. denied, 105 S.
Ct. 1853 (1985).
Pen registers and trap ancd trace devices. These

irvestigative tools qualify as electronic communications as
that term 1s broadly defired. Since the privacy interests
involved are so limited with these techniques, they have
both been excluded from the coverage of Title 1 of the Act.
18 U.S.C. 2511(h)(i). However, Title II1 of the Act
specifically regulates these techniques. By and large
that Title, to be discussed infra, merely codifies existing
Department policy and practices on pen registers and trap
and trace devices. 18 U.S.C. 3121 - 3125,

Certain radio communications. The definition of electronic
communication is so broad that it sweeps in all forms of
radio communications. Thus, it was necessary for the
statute to specifically exclude various forms of radio
communications that patently should not be subject to
protection from interception such as electronic
communications that are broadcast so as to be readily
accessible to the public (AM and FM radio station
broadcasts), ship to shore general public type
communications, public safety communications, citizen band
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radio, general mobile radio services and the like,

18 U.S.C. 2511(2){g). This subsection of the Act also
contains other specific exceptions relating to interaction
with the Federal Communications Act or where there is a
necessity to service the system or locate interference.
1d.

(5) Hybrid Communications

To cure the ambiguities that exist relating to conversations
that are in part wire and in part radio communications, the Act
had to address handheld or cordless telephone conversations,
cellular telephone conversations and paging devices. All of
these combine wire and @lectronic communications. See, United
States v. Hall, 488 F.2d 193 (9th Cir, 1973). As noted, the
radio portion of a handheld or cordless telephone communication
is specifically excluded from the Act. 18 U.S.C. 2510(1). This
is in recognition of the fact that such "backyard" phones are so
easily intercepted within their very short range from the base
station phone that no true privacy interests can be deemed
present. An interception of the wire portion of such a
conversation, however, is ccvered by the Act as long as the
interception is made on the wire portion as opposed to listening
to the radio portion.

Both the wire and radio portions of a cellular telephone
conversation are specifically covered by the Act. A reference to
connections in switching stations in 18 U.S.C. 2510(1) is
included so that even radic to radio cellular communications that
would occur in a conversation between persons utilizing two
cellular car phones will come within the proscriptions of the
statute. Including cellular communications within the statute is
a Congressional recogniticn that persons using car phones or
briefcase phones that are fully mobile expect that their
conversations are private, much as conversations on traditional
telephones are private. The mobility of these phones, as opposed
to the very limited mobility of a handheld, cordless phone, and
the difficulty of intercepting cellular conversations also argue
for their privacy protection.

Another problem addressed by the statute is the potential
for combining both wire and electronic communications into one
conversation over the same telaphone line. For instance, two
parties can converse in a normal voice conversation, then, using
modems, send data to computer terminals and/or exchange written
messages on their terminals, and later return to the voice
communication method before terminating the conversation. The
legislative history makes it clear that if any part of the
conversation is a wire communication, then for purposes of the
statute, Congress expects that the conversation will be deemed a
wire communication. H. Rep. No. 99-647, supra, at p. 35. This
has only a limited practical effect because only certain of the

procedural aspects of the statute are different for wire
communications than they are for electronic communications.

(6) Penalties

The basic penalty provisions Of the existing statute are
retained and anyone who intentionally discloses or endeavors to
disclose the contents of any wire, oral or electronic
communication having reason to know the information was obtained
through an unlawful interception is subject to both criminal and
civil penalties. Thus, the penalty provisions that apply to the
illegal tapping of wire communications are extended to
interceptions of electronic communications.

Several of the existing penalty provisions have been
modified. For instance, the culpability standard for all wire,
oral or electronic communications interception offenses has been
changed from "willfully® to "intentienally.” 18 U.S.C. 2511l.
Initial research indicates that thig change will be of little
practical effect.

In addition, the penalty provision for the interception of
the radio portion of a cellular telephone conversation required
careful handling because of the preseénce of radio scanners on the
market. These scanners, which are currently in the hands of
amateur radio hobbyists, are designed so that they can intercept
cellular calls as long as the callular phone and the radio °
interceptee are in the same cell and on the same frequency. A
first offense for such an interception, if the interception is
not for a tortious or illegal purpose or for commercial gain,
carries only a $500 fine. 18 U.S.C. 2511(4)(b) (ii). Subsequent
offenses or an offense for a tortious or illegal purpose or for
commercial gain can carry up to & five year prison term. 18
U.s.C. 2511(4) (a).

Finally, the bill also sets up a reduced penalty structure
for a private home television viewer who, using a satellite dish,
intercepts specified unscrambled satellite transmissions for
private, non-commercial use. For a first offense under these
circumstances the only sanction available will be & civil suit by
the federal government seeking injunctive relief. 18 U.S.C.
2511(5) (a) {ii).

A full discussion of the penalty provisions of the statute
will appear later in an amended United States Attorneys' Manual
section.

The legislation also adds a new provision to Title 18 that
criminalizes the disclosure of a court approved electronic
surveillance application. This new statute, added as a
subsection (c) to 18 U.S.C. 2232, provides a five year penalty
and a fine for warning, or attempting to warn, the subject of ar
electronic surveillance application "in order to obstruct,
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impede, or prevent such interception.” The provision applies to
both interceptions under the new Act and those authorized under
the Foreign Intelligence Surveillance Act (50 U.S.C. 1801, et
seq.). Disclosure of existing wiretap orders has been an ——
occasjonal problem in recent years, since not all cases fit
within the less specific obstruction of justice and contempt
statutes. A specific offense will close this gap.

{(7) New Crimes

A large number Of new crimes have been added to the list of
crimes enumerated in 18 U.S.C. Section 2516 for which a wire or
oral interception order ¢an be obtained. Expansion of the lise
of wiretap predicate offenses was a major goal of the Department
in the drafting of the Act and should work to make this
investigative technique more useful. These additional crimes
are: 18 U.5.C. 751 (escape), 18 U.S.C. 1952A (use of interstate
commerce facilities in the commission of murder for hire),

18 U.S.C. 1952B (violent crimes in aid of racketeering activity),
18 U.s.C. 2312, 2313, 2314, (interstate transportation or receipt
of stolen vehicles), the second section 2320 of Title 18
(trafficking in certain motor vehicles or motor vehicle parts),
18 U.S.C. 1203 (hostage taking), 18 U.S.C. 1029 (fraud and
related activity in connection with access devices), 18 U.S.cC.
J146 (penalty for failure to appear), 18 U.S.C. 3521 (b) (3)
(witness relocation and assistance), 18 U.S.C. 32 (destruction of
aircraft or aircraft facilities), 18 U.S.C. 115 (threatening or
retaliating against a federal official), 18 U.S.C. 1365
(destruction of an energy facility), 18 U.S.C. 1341 (mail fraud),
18 U.S5.C. 2511, 2512 (interception and disclosure of certain
communications and use of certain interception devices), 16
U.S.C. 831 (prohibited transactions involving nuclear materials),
18 U.S.C. 33 (destruction of motor vehicles or motor vehicle
facilities), 18 U.S.C. 199z {wrecking trains), 22 U.S.C. 2778
(relating to the Arms Export Control Act), 42 U.S.C. 2284
(sabotage of nuclear facilities or fuel), 49 U.S.C. 1679(c) (2)
(destruction of natural gas pipeline), 49 U.S.C. 1472(i} or

(n) (aircraft piracy), and any felony violations of Chapter 65
(malicious mischief), Chapter 111 (destruction of vessels), and
Chapter B1 (piracy) of Title 18, United States Code. 1In addi-
tion, a new subsection was added that authorizes interception to
ascertain the location of any fugitive from justice from an
offense described in 18 U.S.C. 2516(1).

(8) Procedural Changes

Section 2518 of Title 18, which describes the procedure for
intercepting wire, oral, and now electronic communications
remains substantially the same under the new law. There are,
however, some significant changes designed, for the most part, to
ease certain procedural requirements for the interception of such
communications by federal law enforcement officers. Some oOf
these new procedural provisions are as follows:

{a} Interception of electronic communications. 18 U.s.c.
2516(3) allows any attorney for the government to make an
application for an electronic communications interception order
in connection with any federal felony. This is in contrast to
the enumerated crimes that limit requests for wire or oral
interception orders. Moreover, the new law does not require
approval from Washington as a prerequisite to £iling an
application for an electronic communications interception order.
However, although Washington approval for this type of
interception order is not required by the Act, the Department of
Justice has agreed with Congress to administratively require
Washington approval for the first three years to insure that the
Act is properly implemented. See, H. Rep. No. 99-647, supra, at
P. 51. Accordingly, for the initial three year Period, requests
to intercept electronic comnunications must be authorized by the
same officials in Washington that authorize the interception of
wire communications.

It is also important .0 note that the provisions of the
legislation regulating the .interception of electronic
communications do not include a statutory exclusionary rule such
as exists in 18 U.S.C. 2515, which prohibits the evidentiary use
of illegally intercepted wire and oral communications. Instead,
the Act provides that the sanctions set forth in the statute for
an unauthorized interception of an electronic communication shall
be the "only judicial remedies and sanctions for nonconstitu-
tional violations” of the provisions governing electronic
communications, 18 U.S.C. 2518(10) (c).

(b) Mobile interception devices. Under the prior wiretap
statute, a law enforcement agency wishing to install an oral
interception device in an automobile had to obtain an order
authorizing the interception from a court in every district that
the automobile was expected to enter or forego intercepting
conversations in districts in which no order had been obtained.
The new statute amends 18 U.S.C. 2518(3) by providing that court
orders for mobile interception devices need only be obtained in
one district. Thus, there will no longer be a need to secure
separate court orders in each jurisdiction that the vehicle
passes through; an order in any jurisdiction within the United
States will authorize the requested interception. This provision
should be available not only for oral bugging devices installed
in vehicles, but for court orders authorizing interception of
cellular phone conversations over car telephones. Note that in
contrast with the provision on mobile tracking devices, 18 U.S.C.
3117, the authorization under 18 U.S.C. 2518(3) for mobile
interception devices is valid only within the United States.

fc) Commencement of the thirty day period. 18 U.S.C. 2518
(5) has been amended to provide that the thirty day period for an
order authorizing the interception of a wire, oral or electronic i
communication begins on the earlier of the day on which the
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interception begins or ten days after the order is entered. This
latter provision allows a grace period in case of difficulties in
setting up equipment or other technical or operational problems,
Thus, investigative agents will have up to ten days in which to
place a listening device, often a difficult job, before the
thirty day time limit begins to run on the order. This provision
makes it more likely that a full interception period will take
place before an extension order has to be sought.

(d) After the fact minimization. 18 U.S.C. 2518(5) has
also been amended to specifically authorize after the fact
minimization in cases where codes or foreign languages are used
by the interceptees and there is no expert reasonably available
to translate the conversations during the interception period.
This amendment provides statutory authorization for what is
becoming a more frequent practice as interceptees use complex
codes and foreign languages in an attempt to ensure the secrecy
of their conversations. Often, the codes and languages used are
so obscure that it is impossible to find a translator until the
interception period is well under way or over.

{e} The use of support personnel. One of the most frequent
problems encountered by agencies conducting electronic
surveillance pursuant to the original statute has been the need
to use "law enforcement officers,” as that term is defined in 18
U.S.C. 2510(7)., to monitor intercepted conversations. This
regquirement necessitated that non-agent translators, state and
local investigators, or any other individuals needed to aid in
the monitoring, who were not federal law enforcement officers
under the specific statutory definitions, be deputized as United
States Marshals before conducting the interceptions. The
deputation requirement often resulted in disputes over the
meaning of "law enforcement officer” and delays in the
authorization process. The problem has been eliminated by the
new law, which provides that an interception may be conducted by
"Government personnel, or by an individual operating under a
contract with the Government, acting under the supervision of an
investigative or law enforcement officer authorized to conduct
the interception.” 18 U.S.C. 2518(5). This change is designed
to substantially reduce the deputation procedure as well as free
field agents from the need to monitor interceptions so that they
can engage in other law enforcement activities. The key to the
provision is that the government or contract personnel must be
working under the supervision of an appropriate investigative or
law enforcement official,

(f) Roving interceptions. One of the most significant
additions to 18 U.S.C. 2518 concerns the specificity required in
the description of the place to be bugged or the telephone to be
tapped. The original law required that the application for, and
the order authorizing, an electronic surveillance request
indicate the "particular" facility or place in which the
interception was to occur. The new law contains an exception to
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the particularity requirement and, in effect, allows an
interception order to target a specific person rather than the
specific telephone or premises that that person might use. The
amandments establish two similar rules to govern the interception
of "oral communications®” and “wire or e¢lectronic communications"
where the target facility need not be identified with specificity
before the interception order is obtained. 18 U.5.C. 2518(11),

With respect to "oral comrunications,” the application must
contain a full and complete atatement as to why the ordinary
specification requirements are not practical. The application
must also identify the person committing the offense and whose
communications are to be intercepted. The judge must then make a
specific finding that the ordinary specification rules are not
practical under the circumstances. 18 U.S.C. 2518(11) (a).
Examples of situations where ordinary specification rules would
not be practical include casos in which suspects meet in parking
lots or fields or move from hotel room to hotel room in an
attempt to avoid electronic surveillance. 1In such cases, the
order would allow law enforcement officers to follow the targeted
individual and engage in the interception once the conversation
occurs. 1B U.S.C. 2518(12).

The provision concerning "wire or electronic communications®
is similar to that governing oral communications. The
application must specifically identify the person committing the
offense whose communications are to be intercepted. The
application must also show, however., that the person committing
the offense has demonstrated a purpose to thwart interception by
changing facilities. 1In these cases, the court must specifically
find that such a purpose has been evidenced by the suspect. An
example of a situation that would meet this test would be the
subject who moves from phone booth to phone booth numerous times
to avoid interception. 18 U.S.C. Section 2518(11) (b).

With respect to both oral and wire or electronic
communications, the approval of the Attorney General, Deputy
Attorney General, Associate Attorney General, Assistant Attorney
General or an Acting Assistant Attorney General is required
before a relaxed specificity order is sought. Approval by a
Deputy Assistant Attorney General in the Criminal Division, which
is authorized for all other interceptions, is not sufficient for
this type of application.

The government cannot begin the interception until the
facilities from which, or the place where, the communication is
to be intercepted is determined by the agency implementing the
order. 18 U.S.C. 2518(12). Congress also intended that the
actual interception not commence until the targeted individual
begins, or evidences an intention to begin, a conversation. It
was not intended that the relaxed specificity order be used to
tap a series of telephones, intercept all conversations over
those phones, and then minimize the conversations recorded as &
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result. This provision puts the burden on the investigatory
agency to determine when and where the interception is to
commence. See, H. Rep. No. 99-647, supra, at p. 53. There is no
requirement of notification to the court once the premises or
gpecific phone is identified prior to making the interception;
however a specific place or phone must be identified, Limiting
interceptions to specific places once they are determined should
satisfy the specificity requirement of the Fourth Amendment.

Obviously, this provision will be a valuable tool in
criminal investigations as sophisticated suspects have been quite
effective in avoiding electronic surveillance by frequently
changing their meeting pléces and telephones. However, the
Fourth Amendment implications involved in this procedure should
not be ignored. This in an extraordinary provision and it is the
intention of the Department of Justice that it be used sparingly
and only in clearly appropriate cases. This provision is not a
substitute for investigative footwork; it is not intended that
the ordinary showing o{ Probable cause with respect to a specific
telephone or location be dispensed with on the theory that the
subject is a criminal who engages in criminal conversations
wherever he goes.

A further consideration, especially in wire or electronic
interceptions, is the practical problems faced by the telephone
company or other provider of electronic communication services in
effecting the interception, complete with leased lines to the
?'government listening post, on extremely short notice. Care has
to be exercised to work with the telecommunication companies and
to provide them with as much information and notice as possible
as far in advance as possible. Telephone companies in particular
have expressed great concern about their ability to comply with
such orders, which may require action on their part that will
strain their ability to assist law enforcement officials in these
cases. Congress, at the request of the telephone companies,
included a provision in the Act allowing the companies to move
the court that has issued a reduced specificity order for the
interception of wire or electronic communications to modify or
quash the order if the interception cannot be performed in a
timely or reasonable manner. 18 U.S.C. 2518(12). The key for
all concerned is to approach this procedure with care and
foresight and to be aware of the practical and legal problems
that may arise.

(g) Reporting requirements. 18 U.S.C. 2519, which requires
judicial reports to the Administrative Office of the United
States Courts, has been amended to require reports on wire, oral,
or electronic communication surveillance orders issued under the
relaxed specificity provisions noted above. 18 U.S.C.

2519(1) (b). Otherwise the reporting section is unchanged.
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9) Recovery of Civil Damages

18 U.S.C. 2520 relating to civil demages has been largely
rewritten. The new section provides for equitable relief,
compensatory and punjtive damages, and attorneys' fees for a
violation of the chapter. Added to @ection 2520 are statutory
provisions for the computation of damages and a two year statute
of limitations on actions brought under the section. Finally, 18
U.S.C. 2520(d) provides a good faith defense to actions brought
under the section and specifically ineludes reliance on a
facially valid court order within the meaning of “good faith.®

(10) 1Injunctive Remedy

A new section, 18 U.5.C., 2521, has been added to the law,
This section enables the Attorney General to initiate civil
proceedings to enjoin a felony violation of the chapter that
presents a continuing and substantial injury to the United States
or to any person or class for whose protection the actior is
brought.

TITLE 11 ~ STORED WIRE AND ELECTRONIC COMMUNICATIONS AND
TRANSACTIONAL RECORDS ACCESS

Title II1 of the Act is conmpletely new and is designed to
protect the privacy of stored clectronic communications, either
before such a communication is transmitted to the recipient or,
if a copy of the message is kept, after it is delivered. 1In
developing legislation to cover new communications technologies,
now identified by the statute as "electronic communications,” it
became apparent that entirely different problems exist with
reference to such methods as electronic mail and computer
transmissions than are present in the case of wire or oral
communications. 1In the former, copies, whether backup to guard
against computer failure or stored copies in a remote computing
system, are a central feature of the new technology: in the
latter, preserved copies of spoken telephone messages are
virtually unknown. Businesses and companies that provide
communications services urged Congress to establish appropriate
methods for government access to these new stored records to
protect their customers' interests and to bring certainty to this
developing communications industry. In addition, privacy
interests were recognized by making it a federal offense to
improperly access or disclose the contents of stored electronic
communications. 1In developing the legislation these new
electronic communications were divided into two categories: a)
communications during the transmission stage, and b) communi-
cations in "storage.” Electronic storage is defined in 18 v.s.C.
2510(17) as both any temporary, intermediate storage of a wire or
electronic communication incidental to the electronic
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<y m2il since it enjoys Fourth Amendment protection.

transmission thereof and the storage of such communication by an
electronic communication service for purposes of backup
protection of such communication.

There was generdl recognition that the interception of
communications during the transmission stage is more intrusive
than of those in storage and, accordingly, those communications
were given almost the kame protection as that provided for wire
and oral communications, However, as noted earlier in this
memorandum, it is somewhat easier to obtain an interception order
for an electronic communication in transmission than it is to
obtain a wire or oral interception order. The provisions
governing electronic communications during the transmission stage
are set forth in Title I of the Act and are discussed in detail

at p. 9, supra.

With respect to stored communications, the Department
originally urged that these communications should be treated as
third party records and should be available by administrative or
grand jury subpoena or by & court order. The various concerned
segments of the communications industry had contiderable
difficulty with this concept, arguing that in the business
community clients would not use electronic communications
services if the records being transmitted were readily available
to law enforcement agencics. These communications were likened
to regular mail being handled by the Post Office. Under present
day standards, a search warrant would be required to intercept
Congress
ultimately decided that electronic mail in storage incident to
transmission should be accorded the same protection. 18 U.S.C.
2703{a).

The same principle applies to "backup" copies made by the
providers of electronic communications services to protect the
communications from loss when the system has a malfunction and
records are inadvertently lost, a not infrequent occurrence. As
these copies are kept to protect the owner, the argument was made
that since their existence is for the owner's benefit, a search
warrant should be required to obtain them just as it would be
needed to seek the records if possessed at the owner's
headquarters. Similar protection was requested for records
maintained by providers of remote computing services that were
simply performing processing functions and did not have access to
the contents of the communications. Without the right to
actually access the records, the claim was made that the remote
computing service provider was not truly a third party custodian.
An example of a remote computing service would be a firm that
takes time and salary records from a large firm, applies
established computer programs to the records, and returns pay
checks with appropriate tax deductions made.

The consensus that was reached was to accord Fourth

. Amendment type protection to the stored data for the first 180
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days, requiring a search warrant under Rule 41 of the Federal
Rules of Criminal Procedure for government access. After the
180~day period expired, any records still retained would revert
to the status of third party records and would be available by
administrative or grand jury subpoena or by & specially created
court order procedure. The Act's provisions also permit the
government to ask a computer storage company to create a copy of
existing records as they exist on a specific day and hold them
pending court order access. This provision, to be discussed
infra, should be quite beneficial in certain large scale fraud
investigations where remote computing facilities are used as it
will eliminate the danger of a computer command to destroy the
records when the perpetrator suspects law anforcement interest in
his activities.

The most important provisions of Title II are the following:

(1) UuUnlawful Access to Stored Communications

18 U.S.C. 270) makes it on offense to (a) intentionally
access, without authorization, a facility through which an
electronic communication service is provided; or (b)
intentionally exceed the authorization of such facility; and as a
result of this conduct, obtain, alter or prevent authorized
access to a wire or electronic communication while it is in
electronic storage in such a system. 18 U.S.C. 2701(a). An
"electronic mail"® service, which permits a sender to transmit a
digital message to the service's facility, where it is held in
storage until the addressee requests it, would be subject to 18
U.S.C. 2701. A "voice mail® service operates in much the same
way, except that the stored message takes the form of the
sender's voice, usually in digital code. 1t would likewise be
subject to this section, Moreover, a remote computing service
provided through an electronic communication service is also
protected.

This provision is intended to address the increasing problem
of both unauthorized "computer hackers®™ and corporate spies who
deliberately gain access to, and sometimes tamper with,
electronic communications that are not available to the public.
The provision is not intended to criminalize access to
"electronic bulletin boards,” which are generally open to the
public so that interested persons may communicate on specific
topics. Where communications are readily accessible to the
general public, the sender has, for purposes of 18 U.S.C.

2701 (a), extended an "authorization® to the public to access
those communications. A communication will be found to be
readily accessible to the general public if the telephone number
of the system and other means of access are widely known, and if
a person does not, in the course of gaining access, encounter any
warnings, encryptions, password requests, or other indiciez of
intended privacy. To access a communication on such a system is
not a violation of the law. 18 U.S.C. 2701(a}.
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1f a violation of 18 U,8.C, 2701(a) was committed for
commercial advantage, malicious destruction or damage, or private
financial gain, the Violator could receive up to a year in prison
and a $250,000 fine for the first offense and up to two years
imprisonment and a fine as provided by Title 18, United States
Code, for a second or subsegquent offense. 1In all other cases, a
jail term of up to six months and a fine of $5,000, or both,
could be imposed. 18 U.S.C. 2701(b) (2).

(2) Disclosure of the Contents of a Stored Communication

18 U.S5.C. 2702 governs disclosure of the contents of a
stored communication. 18 U,S.C. 2702(a) generally prohibits the
provider of a wire or electronic communication service from
knowingly divulging the contents of any communication while in
electronic storage by that service to any person other than the
addressee or intended recipient of the communication. Similarly,
18 U.S.C. 2511(3), as amended, prohibits such a provider from
divulging the contents of a communication while it is in the
transmission stage. Neither provision, however, nor any other
provision of the Act, is intended to affect any other provision
of federal law that prohibits the disclosure of information on
the basis of the content of the information, such as the Fair
Credit Reporting Act, 15 U.S.C, 1681(b), which limits the
circumstances under which consumer reporting agencies may
disclose certain information relating to consumers.

18 U.S.C. 2702(a) (1) states that a provider of anr electronic
communication service shall not knowingly divulge the contents of
a communication while in electronic storage. ’

18 U.S.C. 2702 (a) (2) prohibits the provider of a remote
computing service from disclosing the contents of any
communication that is maintained by the service if certain
conditions are met. The first condition is that the
communication must be on behalf of and received by means of
electronic transmission from (or created by means of computer
processing of communications received by means of transmission
from) a subscriber or customer of such service. 18 U.S.C.
2702(a) (2) (A) . The second condition is that the communication
must be solely for the purpose 0f providing storage or computer
processing services to the subscriber or customer if the provider
is not authorized to access the contents of any such
communications for purposes of providing services other than
storage or computer processing. 18 U.S.C. 2702(a)(2)(B). The
practical purpose of this provision was set forth in the Report
of the House of Representatives Committee on the Judiciary as
follows:

This provision reflects the rapidly
growing importance of information
storage and processing to the Nation's
commerce. Today, the subject matter of
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commerce increasingly is information in
electronic form and the processing of
information itself has become a major
industry. The secure storage of
electronic information has thus

become as important to the commercial
system as the protection of paper
records. Accordingly, where an
electronic communication is transmitted
by a subscriber or customer to such a
service, and is stored on the
subscriber‘s behalf solely for the
purpose of providing storage or computer
processing services to the subscriber,
the Committee intends that the
communication - - together with

the products of any processing that the
service performs for the customer - -
remain available only to the subscriber
and to the persons he denignates, with
certain exceptions enumerated in Section
2702(b). H. Rep. No. 99--647, supra,
pPp. 65-66.

16 U.S.C. 2702(b) provides six distinct exceptions that

modify the general prohibitions against disclosure contained
in 2702(a). Accordingly, the contents of a communication
may be disclosed under the following circumstances:

a. to an adéresse¢ or intended recipient cf the
communication or his agent;

b. as otherwise authorized in 18 U.S.C, 2517
(the basic wire and electronic communications
disclosure provisions); 18 U.S.C. 2511(2) (a)
(disclosure to suitable switchboard operators
and telephone company personnel in the
ordinaery course of business); or the new 1¢
V.S.C. 2703 (access by the government to the
contents of electronic communications);

c. with the consent of the originator,
addressee, or intended recipient, or the
subscriber in the case of a remote computing
service;

d. to an employee or other person whose
facilities are used to transmit the
communication to its destination;

e. as may be necessary in order to provide the
service or to protect the property or rights
of the provider of the service;
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f. to a law enforcement agency, if the contents
were:

(i) inadvertently obtained by the
service provider; and

(ii) appear to pertain to the commission
of a crime.

The final exception is intended to be read narrowly, 1t is
not intended to be a substitute for fulfilling the
procedural requirements contained in 18 U,S§.C. 2703, which
govern government access to stored communications. A
service provider's systematic practice of reviewing these
communications to look for evidence of a crime would not
qualify as inadvertent. H. Rep. No. 99-647, supra, at

p. 67.

It should be noted that the penalty for improper
disclosure by a service provider of stored communications is
civil in nature since this section provides no criminal
penalty. A provision for a civil action for violation of
most of the provisions of Title II of the bill is set out in
the new 18 U.S5.C. 2707,

(3) Requirements for Governmental Access to Stored
Communications

(a) Procedures for access to the contents of a stored
communication. 18 U.5.C. 2703 sets forth the procedural
requirements that the government must meet in order to
obtain access to electronic communications in storage and
related transactional records. The statute draws a
distinction between contents of electronic communications
that have been in storage for 180 days or less and those
that have been stored for a longer period of time. Thus,
the section provides that a governmental entity may only
obtain access to the contents of an electronic communication
that has been in storage for 180 days or less pursuant to a
search warrant issued under the Federal Rules of Criminal
Procedure or an equivalent state warrant. If the message
has been stored for more than 180 days the government can,
as discussed below, obtain the information by a variety of
procedures including a search warrant, grand jury subpoena,
administrative subpoena, or a court order, depending on the
type of notification the government wishes to provide the
subscriber. The distinction results from Congress's
conclusion that while the contents of a message in storage
should be protected by Fourth Amendment standards as are the
contents of a regularly mailed letter, to the extent that
the record is kept beyond six months, it is closer to a
business record maintained by a third party for its own
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benefit and, therefore, deserving of a lessened standard of
protection, The above provision clearly applies to the new
communication concept generally referred to as electronic
mail in which messages are sent between parties much like
traditional mail except that an electronic communications
system is utilized instead of a postal service. As noted
below, the provision, with its search warrant requirement,
may not apply in the case of a remote computing service in
which a data base may be held hy the service for less than
or more than 180 days and can be modified and updated on a
weekly or even a daily basis.

16 U.S.C. 2703(b) mets forth the procedures that the
government may use to obtain access to electronic
communications held for more than 180 days or to such
communications held by a provider of a remote computing
service. That subsection provides that the government may
proceed using any of three alternative means of access. The
government may, without providing any notice to the
subscriber, obtain a state or federal search warrant based
upon probable cause. 18 U.S8.C. 2703(b)(A). If the
government chooses to give notice to the subscriber, it may
obtain access to the records by using either a grand jury or
administrative subpoena, 18 U.S.C. 2703 (b) (B) (i), or a new
statutory court order based upon a finding that the records
are relevant to a legitimate law enforcement inguiry. 18
U.S.C. 2703(d). Please note that the required notification
to the subscriber may be delayed pursuant to 18 U.S.C. 2705,
as discussed below,

As noted, 18 U.S.C. 2703(a), which governs the
procedures for governmental access to the contents of
records in electronic storage, requires that a search
warrant based on probable cause be obtained for access to
the contents of an electronic communication held for less
than 180 days. Such communication contents held for more
than 180 days can be obtained by the methods set forth in 18
U.S5.C. 2703(b), which, along with search warrants, include a
specially created court order and grand jury and
administrative subpoenas. 18 U.§.C. 2703(b) relates
specifically to records held in remote computing systems and
such records are not mentioned anywhere in 18:0.S.C.
2703(a). The question arises as to whether the 180 day
provision in 18 U.5.C. 2703 (a) applies as well to records
held in remote computing systems as it clearly does to
communications during transmission such as those utilized by
an electronic mail company. I8 access to records held by
remote computing systems limited during the first 180 days
in the system to situations where search warrants can be
obtained, or can those records be accessed by the
government, regardless of their length of time in the
system, simply by use of a grand jury or administrative
subpoena or the new statutory court order?
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The Act is clearly disjunctive in its treatment of
"Elcctronic Communications in Electronic Storage® under 18
U.S.C. 2703 (a) and "Electronic Communications in a Remote
Computing Service” under 18 U.S.C., 2703(b). It would
appear, therefore, that Congress intended that access to
communications in & remote computing service be governed
only by the provisions of 2703(b), which maket a search
warrant optional to a subpoena or court order. Since no
time limit is set forth in 2703(b), it seems that the
government could obtain records in a remote computing
service at any time by issuing an administrative or grand
jury subpoena or obtaining a court order based upon a simple
showing of relevancy. The legislative histories of the Act,
however, make this proposition far from clear.

The House Report treats communications in electronic
storage and communications in a remote computing system in
the disjunctive, as the Act itself does. Thus, the House
Report states that 18 U.S.C. 2703(a) deals with the contents
of an electronic communication in storage, noting that such
records can only be obtained through a search warrant during
the first 180 days in storage. H. Rep. No. 99-647, supra,
at pp. 67-68, The House Report also notes that
"electronically stored communications can be of two types.
The first type of stored communications are those associated
with transmission and incident thereto. The second type of
storage is of a back-up variety.” 1d. at p. 68. This
statement, and the fact that remote computing service
records are discussed under a separate subsection in the
House Report, supports the view that records given to a
remote computing service are neither given over for, nor
held incidentally to, purposes of transmission and,
therefore, are not governed by the 180 day provisions set
forth in 18 U.S.C. 2703(a).

The Senate Report, however, appears to treat the two
types of records in the same manner in stating. that 18
U.S.C. 2703 (b) "provides that for electronic communications
that are maintained by a remote computing service and that
have been in storage in an electronic communication service
for more than 180 days the Government can gain access in
several ways.” S. Rep. No. 99-541, 99th Cong., 2d Sess. at
p. 38 (1986). The Senate Report contains no independent
discussion of remote computing service records in storage
for less than 180 days. The argument can be made that the
Senate Report is incorrect as it does not reflect the plain
meaning of the statute as set forth in 18 U.S.C. 2703(a) and
(b). Moreover, since the language was originally drafted by
the House, the House Report should be the more authoritative
as the Senate made no changes in this language,

Although it does not appear in either Report, an
argument can be made that because a remote computing company
has little access to the records themselves, they are
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nothing more than a mere extension of the record originator
and should stand in the originator's place in the face of a
government request for access to the records. If a search
warrant would be required to obtain the originator's records
in his own office, then, similarly, 8 search warrant should
be necessary to obtain the same records from a remote
computing service possessing the records under circumstences
in which the service cannot access the records except for
purposes of storage or to run a computer program. Without
independent access to the records, the remote computing
service should not be deemed an ordinary third party
custodian of records who must respond to a subpoena. This
is the argument the remote computing industry is sure to
raise.

Ultimately, the courts will have to determine the
correct legislative meaning and intent on this issue.
Initially, United States attorneys are urged to argue that
government access to the contents of an electronic
communication held by a remote computing service does not
require a search warrant during the first 180 days. All
those implementing this statute for the government should be
aware, however, that this ambiguity exists and be prepared
for a court challenge to a subpoena or the more limited
statutory court order for such records.

As just referred to abnve, the type of electronic
communication held by a remote computing service that is
subject to these provisions on governmental access is
limited. The communication must be on behalf of a
subscriber of a remote computing service and must have been
given to the remote computing service under narrow
conditions. The communication must have been received in a
certain form {(i.e., by means of electronic transmission or
similar means). 18 U.S.C. 2703(b) (2)(A). 1In addition, the
communication must have been surrendered solely for the
purpose of providing storagc or computer processing services
to the subscriber, and the provider may not be authorized to
access the contents of any such communication for purposes
of providing any services other than storage or computer
processing. 18 U.S.C. 2703(b) (2} (B). A computer storage
company that does not meet these requirements would
certainly be deemed an ordinary third party custodian of
records regardless of the ultimate decision as to the remote
computing service.

(b) Procedures for access to transactional information
inciuding telephone toll records. 18 U.S.C. 2703(c) sets
forth the rules under which the government may obtain access
to transactional records. These are records that pertain to
the subscriber to, or customer of, an electronic
communication service or remotc computing service and which
do not involve the contents of a communication. 1Ir
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electronic communications these are the records that are the
equivalent of the traditional telephone toll records
maintained by a telephone company. As drafted, this
provision covers not only transactional records of an
electronic mail company or a computer data processor, but
also, in fact, covers and regulates governmental access to
traditional telephone toll records themselves. It is
important to note at the outset that the statute's
provisions in the area of telephone toll records impose no
greater burden on the government than the previous
Department policy of obtaining such records by way of
subpoena or administrative summons. 1In fact, in some cases,
the statute will actually make it easier for an
investigative agency to obtain and use such records.
Nevertheless, as part of the general intent of the Act to
cover all forms of wire and electronic communications,
telephone toll records, like pen registers, will now be
covered by a federal statute,

As discussed below, the government will be able to
obtain such transactional records by grand jury subpoens,
administrative subpoena, Or court order based upon a finding
of relevancy. In the past, the Federal Bureau of
Investigation could only obtain these records pursuant to a
grand jury subpoena with such a subpoena‘'s attendant Rule
6(e) disclosure and storage restrictions and problems.

Under 18 U.5.C. 2703 (c), the Bureau, and other investigative
agencies lacking administrative subpoena powers, will now be
able to obtain transactional records, including telephone
toll records, pursuant to a court order based on a readily
available standard and telephone toll records available
solely as grand jury records will no longer be a problem.

18 U.S.C. 2703(c) (1) (B) and 18 U,.S.C. 2703(c) (2} allow
the government to obtain transactional records without
notice to the subscriber by obtaining (1) an administrative
or grand jury subpoena; (2) a search warrant pursuant to
state or federal law; or (J) a court order pursuant to 18
U.S.C. 2703(d) based upon a finding that the information is
relevant to a legitimate law enforcement inquiry. Granted
that pen register data (regulated in Title 111 of the Act)
and telephone toll records provide identical type data, that
court process of some nature is now required under
Department policy for such records, and that the Act's
intent is to regulate all forms of wire and electronic
communications, this provision with its relevancy standard
both effectuates the Congressional purpose and protects
legitimate law enforcement interests in obtaining the
necessary information. The government may also, of course,
obtain such records from the service provider when the
customer consents to the disclosure. 18 U.S.C.
27C3(c) (1) (B) (iv).
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(c) Court orders for disclosure of the contents of
communications or transactional records. 18 U.S.C. 2703(d)
governs court orders issued pursuant to 18 U.s.C.
2703 (b) (B) (1i) relating to the contents of stored
communications and 18 U.S.C. 2703(c) (1) (B) (i1i) relating to
transactional records. 18 U.S5.C. 2703(d) provides that to
obtain such an order the government must demonstrate that
there is reason to believe that the contents of an
electronic communication, or the records or other
information sought, are relevant to a legitimate law
enforcement inquiry. The only contantpg that can be sought
using the court order option are those stored for more than
180 days. Thus, the standard for tha order for contents of
records stored more than 180 days i3 the same as for
transactional records. However, for contents, as opposed to
transactional records, notice to the subscriber is also '
required unless it can be delayed under 18 U.S.C. 2705; no
notice is required to the subscriber for access to
transactional records,

(d) Cause of action barred. 18 U.S.C. 2703 (e)
provides that no cause of action shall lie against the
provider of a wire or electronic communications service, or
its officers and employees, for providing information,
facilities, or assistance to the government pursuant to a
court order, subpoena, warrant or certification.

(4) Backup Preservation of Information in Storage

(a} Government access. 18 U.S5.C. 2704 sets forth the
procedures that apply to backup copy preservation. This is
the provision that will permit law enforcement officials to
have a copy, in the nature of a picture of the records that
exist on a given day, made of records of illegal activities
in which a computer storage or remote processing firm is
utilized in the criminal activity. 1t is an innovation that
should be of major value to law enforcement in coming years.
18 U.S.C. 2704(a) (1) provides that when the government seeks
records that are being held by a remote computing storage
company pursuant to 18 U.S.C. 2703(b) (2), the government may
include in its subpoena or court order a requirement that
the service provider create a backup copy of the
communication in order to preserve the communication. The
provider is directed to create the requested backup copy as
soon as practicable consistent with its regular business
practices, but in any event within two business days of the
receipt of the order or subpoena and then notify the
government that the copy has been made. The provider is
also directed not to notify the subscriber of the order or
subpoena.

18 U.S.C. 2704 (a) (2) provides that the governmert is
required to notify the subscriber of the subpoenz or court
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order within three days after the receipt of the service
provider's confirmation of the creation of the backup copy.
This notice can be delayed pursuant to 18 U.S5.C. 270%5{a),
18 U.S.C. 2704(a) (3) states that the provider may not
destroy the backup copy until the later of (1) the delivery
of the information to the government; or (2) the resolution
of any legal proceedings related to the government's order
or subpoena. '

Under 18 U.S.C. 2704 (a) (4) the service provider is
required to release the backup copy to the government no
sooner than 14 days after the government provides notice to
the subscriber if (1) the provider has not received notice
that the subscriber has challenged the government's request;
and (2) the provider has hot initiated proceedings to
challenge the subpoena ar court order.

18 U.S.C. 2704 (e} (5) provides that a government agency
may require the creation of a backup copy under 2701 (a) (1)
if in its sole discretion the agency determines that there
is reason to believe that notification pursuant to 18 U.S.C.
2703 of the existence of a subpoena or court order for the
production of stored communications may result in the
destruction of or tamperino with the evidence sought. 1t is
of special significance that this determination is not
subject to challenge by the subscriber or service provider.
The key to this provision is that the government can make
certain that a copy of the relevant records is created prior
to any litigation or notice and before any attenpt to alter
or destroy the records electronically can be made.

(b) Customer challenges. 18 U.S.C. 2704(b) (1) provides
that within 14 days after notice by the government that a
backup copy has been requested, the subscriber may move to
vacate the court order or quash the subpoena ordering that
the backup copy be made, The subsection then sets forth the
procedural details governing proceedings to quash or vacate.
The challenger must serve the government with notice and
provide written notice to the service provider. The
challenger must then establish that he is the relevant
customer or subscriber and that the records sought are not
relevant to a legitimate law enforcement inquiry or that the
government failed to comply with the statutory requirements
for access to the records.

If the court finds that the challenger has met the
requirements of 2704(b) (1), the government must file a sworn
response, in camera if appropriate. 10 U.S.C. 2704(b)(3).
1f the court determines that the challenger has failed to
mcet these requirements, it will order the process enforced.
On the other hand, if the challenger has standing and can
show either lack of relevance or noncompliance with the
procedural requirements, the court can vacate the order or
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quash the subpoena. 18 U.S5.C. 2704(b) (4). Thus, once the
backup copy is created, the government can enforce access to
it by complying with the procedural provisions of this
section and by merely establishing relevancy to a legitimate
law enforcement inquiry.

18 U.S.C. 2704 (b) (5) provides that a court order
denying a motion or application shall not be deemed a final
order and, therefore, no interlocutory appoal may be taken
from the denial. Of course, nothing precludes a subscriber
from raising these issues again during @& subsequent hearing
or trial,

(5) Delayed Notice

(a) Procedure. 18 U.S.C. 2705 governs delay of
notification to the customer cr subscriber. Where the
government seeks the contents of a stored electronic
communication pursuant to the provisions of 18 U.S.C.
2703(b) by way of a court order, it may include in its
application a request for delayed notification of 90 days or
less. The court is to grant this request if it determines
that there is reason to believe that notification might have
an adverse result as described in 2705(a)(2). 18 U.S.C.
2705{a) (1) (A). Where the government seeks the contents of a
communication governed by 18 U.S.C. 2703 (b) by way of an
administrative or grand jury subpoena, it may obtain a delay
of notification for a period cf up to 90 days upon the
certification of a supervisory official that there is reason
to believe that notification c¢f the existence of the
subpoena may have an adverse result described in 2705(a) (2).
18 U.S.C. 2705(a) (1) (B). 1t should be noted that under this
latter provision, the government need provide only the
written certification; it is not necessary for the
government to obtain a court order based upon a finding of
adverse results. Thus, this provision, unlike similar
delayed notification provisions in statutes such as the
Right to Financial Privacy Act, 12 U.S.C. 3409, requires
nothing more than a government certification to trigger
delayed notification.

A "supervisory official® for purposes of this provision
includes the investigative agent or assistant investigative
agent in charge of a field office or an equivalent official
in the investigating agency's headquarters or regional
office. Thus, for instance, it will require the
certification of a supervisory agent such as the Special
Agent in Charge or the Assistant Special Agent in charge of
an FBI or DEA office to comply with this provision. A
certification by the agent in charge of an investigation
would not suffice. The term also means the chief
prosecuting attorney, the first assistant or an equivalent




-c8-v-

- 26 =

official in a regional or headguarters office, 18 U,S.C,
2705 (a) (6).

18 U.S5.C. 2705(a) (4) provides that extensions of up to
90 days may be made of the delayed notification as long as
the original requirements of the section are met with
respect to ‘the extension,

(b) Adverse results. An adverse result that can
trigger delayed notification is one of the following: (1)
endangering the life or physical safety of an individual;
(2) flight from prosecution; (3) destruction of, or
tampering with, evidence; (4) intimidation of potential
witnesses (including victims of any crimes); and (5)
otherwise seriously jeopardizing an investigation or unduly
delaying an ongoing trial, 18 U.S.C. 2705(a) (2).

{c) Preclusion of notification. 18 U.S.C. 2705(b)
provides a procedure for the government to preclude the
service provider from notifying its customer or subscriber
of the existence of 8 warrant, subpoena, or court order.
That section states that such preclusion may only be
obtained in cases where the government is not required to
notify, or where the government has obtained the authority
to delay notification. -A preclusicn of notification must be
granted by a court of competent jurisdiction that finds that
there is reason to believe that adverse results set forth in
18 U.S.C. 2705(a)(2) will occur if notification is given.

(6) Cost Reimbursement

(a) Payment. 18 U,.S.C. 2706(a) provides that the
government, when seeking records pursuant to 18 U.S.C. 2702,
2703, or 2704, must reimburse the person or entity
assembling or providing the records for all reasonable costs
that have been incurred in providing the information. Note
that 16 U.S.C. 2706(c) exempts telephone toll records and
telephone listings from the reimbursement requirement.

These records are excluded primarily because the government
has not traditionally paid the telephone companies for
providing this type of information. The court can, however,
order the government to reimburse the provider of telephone
toll records where the information sought is unusually
voluminous or causes an undue burden on the provider. 18
U.S5.C. 2706 (c).

{b) Amount. Under 18 U.S.C. 2706(b), the amount of
the reimbursement payment will be as mutually agreed by the
government and the provider or, in the absence of such an
agreement, as determined by the court.

{(7) Civil Action
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(a) Cause of action, 18 U.S.C., 2707 (a) provides a
civil cause of action for a provider of an electronic
communication service, or its customer or subscriber who is
aggrieved by an intentional violation of the statute.
However, this provision and 18 U.S.C. 27013(e) specifically
preclude any cause of action against a provider of an
electronic communication service that discloses information
pursuant to a court order, warrant, subpoena or
certification.

(b) Relief. 18 U.S.C. 2707(b) defines the relief that
may be appropriate in civil actions to include preliminary
or other equitable or declaratory relief, damages,
attorneys' fees, and other reasonably incurred litigation
costs. Damages include actual damages and any profits made
by the violator as a result of the violation, but in no case
less than §1,000, 18 U.S.C. 2707(c). h

(c) Defenses. 18 U.S.C. 2707(d) sets forth the
defenses to actions brought under the statute. This
subsection provides a complete defense to any civil or
criminal action brought under Title 18, United States Code,
or any other law where the defendant demonstrates a good
faith reliance on a court order, warrant, subpoena, or
legislative or statutory authorization, or in good faith
complies with a request from a law enforcement officer.

18 U.S.C. 2707(d) also provides a complete defense to
defendants who rely upon a good faith determination that 18
U.S.C. 2511(3) permitted the conduct complained of.

(d) Statute of limitations. 18 U,S.C. 2707(e) provides
that a civil action may not be commenced later than two
years after the date upon which the claimant first
discovered or had reasonable opportunity to discover the
violation.

(8) Exclusivity of Remedies

18 U.S.C. 2708 provides that the remedies and sanctions
described in the statute are the only judicial remedies and
sanctions avajilable for nonconstitutional violations of the
Act. When a viclation of constitutional magnitude is
involved, the trial court will apply the existing
constitutional law with respect to the exclusionary rule.
United States v. Leon, 468 U.,S. 897 (1984).

{(9) Counterintelligence Access to Telephone Toll and
Transactional Records

(a) Duty to provide. 18 U.S.C. 2709 sets forth the
rules governing counterintelligence access to telephone toll
and transactional records. 18 U.S.C. 2709(a) provides that
a communications common carrier or the provider of au
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electronic communication service shall provide such
subscriber information or telephone toll records pursuant to
a request from the Director of the Federal Bureau of
Investigation under 18 U.S5.C., 2709(b).

(b) Certification. 18 U.S.C. 2709(b) contains the
conditions under which the Director of the FBI, or his
designee, may request these records. This section states
that the Director or his designee must certify in writing
that the information sought is relevant to an authorized
foreign counterintelligence investigation; and that there
are specific, articulable facts giving reason to beljeve
that the person or entity to whom the information sought
pertains is a foreign power or an agent of a foreign power
as defined in the Foreign Intelligence Surveillance Act of
1978, 50 U.S.C. 1801 et seq.

(c) Disclosure prohibition. 18 U.S.C. 2709(c)
prohibits the service provider from disclosing to any person
that the FBl1 has sought or obtained transactional records
under the provisions of 18 U.S.C. 2709.

(8) Dissemination by the FBI. 18 U.S.C. 2709(d)
provides that the FBl may disseminate records obtained under
this section only as provided in guidelines approved by the
Attorney General for foreign counterintelligence collection
and foreign counterintelligence investigations conducted by
the FBI, and with respect to dissemination to an agency of
the United States the dissemination can only be made if the
information is clearly relevant to the authorized
responsibilities of such agency.

(e) Congressional consultation. 18 U.S.C. 2709(e)
provides that the Director of the FB1 shall fully inform the
House and Senate intelligence committees concerning all
requests made under this section.

TITLE I11 - PEN REGISTER AND
TRAP_AND TRACE DEVICES

The final Title of the legislation adds a new Chapter
206 to Title 16 of the United States Code, Section 3121 et
seq., which regulates the use of pen registers and trap and
trace devices. The title begins with a general prohibition
against the use of a pen register or a trap and trace device
without first obtaining a court order pursuant to 18 U.S5.C.
3123 or the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801 et seq.). Although the courts have clearly
held that pen registers werc not within the reach of the
wiretap statute anc that the Fourth Amendment does not
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require a warrant for this procedure, (Unjted States v. New
York Teleghone Co., 434 U.S. 159 (1977} Bmith v. Maryland,
442 U.S. 5 (1979)), the telephone companies have insisted
on court orders for fear of civil liability before they
would assist in placing a pen register. The same principle
has applied to trap and trace devices. MAccordingly, for a
number of years Department policy has required the use of a
court order issued under Rules 41 or 57 of the Federal Rules
of Criminal Procedure for pen registers and trap and trace
devices. USAM 9-7.014; 7.231. Thus, this new chapter in
Title 18 in essence codifies the existing Department policy
of obtaining a court order to authorjize the installation of
a pen register or a trap and trace device and sets forth the
procedure for seeking such an order. It is important to
note that the chapter places no new restrictions on law
enforcement in this regard in that it applies basically the
same standards required now. In addition, it has certain
procedural changes that are advantageocus to law enforcement.
Moreover, codifying the pen register and trap and trace
procedures should eliminate the risk of more restrictive
legislation, such as that contained in the original bills in
this area, from being enacted in the future.

The statute contains provisions excepting the use of
pen registers and trap and trace devices from the court
order requirement in certain circumstances. Thus, a service
provider need not obtain a court order before using a pen
register or trap and trace device in order to test, operate,
or maintain its equipment and services, or to protect the
property rights of its customers., 18 U.S.C. 3121(b)(1).

The service provider may also use a pen register or trap and
trace device without first securing a court order to record
the fact that a wire or electronic communication wag
initiated or completed in order to protect itself, or
another provider, or a customer from fraud or abuse. 18
U.S.C. 3121(b)(2). Finally, it is not necessary to obtain a
court order when the telephon® user consents to the
installation of the pen register or trap and trace device.
18 U.S.C. 3121(b)(2).

(1) Procedure

(a) The application. 1B U.S5.C. 3122(a) (1) provides
that any attorney for the government may apply for a pen
register or trap and trace order or an extension of such an
order under 18 U.S.C. 3123. The application must be in
writing and under oath. It must identify the agency
conducting the investigation and the person making the
application and must contain a certification that the
information likely to be obtained is relevant to an ongoing
criminal investigation.
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Please note that the standard for obtaining the order
is relevancy to an ongoing criminal investigation, not
probable cause or reasonable suspicion. This lesser
standard reflects that while Congress wished to provide some
protection against the random use of these devices, it
recognized that an individual does not have a reasonable
expectation of privacy in the numbers dialed to or from his
telephone and, therefore, that the installation and use of a
pen register or trap and trace device is not a "search*
within the meaning of the Fourth Amendment requiring the
protection of a warrant based upon probable cause. See,
Smith v, Maryland, 442 U.S, at 743-44. -

18 U.S.C. 3122(a) (2) provides that a state
investigative or law enforcement officer may apply for a pen
register or trap and trace order "[u)nless prohibited by
State law.” This phrase was included in the section to make
it clear that the new law does not preempt any existing
state laws governing the inestallation and use of pen
registers and trap and trace devices by state officials.
Thus, a state law requiring a higher standard of proof as a
prerequisite to a pen register or trap and trace order will
continue in effect with respect to that state's officials.

(b} The order. 18 U.S.C. 3122 provides that a pen
register or trap and trace order may be issued by "a court
of competent jurisdiction.” The definition of court of
competent jurisdiction includes any "district court of the
United States (including a magistrate of such a court).” 18
U.S.C. 3126(2)(A). This definition, and, indeed this title,
finally provides the magistrates with unquestioned auvthority
to issue pen register and trap and trace orders. The
problem prior to this provision wag that although
magistrates have authority under Rule 41 of the Federal
Rules of Criminal Procedure to authorize the use of pen
registers, there are no statutes, rules, or reported case
law indicating whether magistrates could issue the ancillary
technical assistance orders, and the telephone companies
have refused to honor such an order issued by a magistrate.
It was therefore the Department's policy that pen register
and trap and trace orders be obtained only from district
court judges. As noted, the definition of "court of
competent jurisdiction™ in section 3126 now makes it clear
that a magistrate may issue enforceable pen register and
trap and trace orders. See 18 U.S.C. 3124,

18 U.S.C. 3123 sets forth the procedure that must be
followed by the court in issuing a pen register or trap and
trace order. The section contains four subsections as
follows:

Subsection (a) states thet upon an application the
court shall issue an ex parte order authorizing the
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installation and use of a pen register or trap and trace
device within the jurisdiction of the court if the court
finds that the government attorney has certified that
information likely to be obtained through the pen register
or trap and trace is relevant to an ongoing criminal
investigation. This provision does not authorize the court
to conduct an independent judicial review of whether the
application meets the relevance standard; it need only
review the completeness of the attorndy‘'s certification.
Accordingly, there will be no need for an affidavit to
establish a factual basig; all that will be required is a
sworn application containing the requisite certification and .
a draft order for the court to issua. This, too, comports
with current practice.

Subsection (b) sets forth the contents of the pen
register or trap and trace order. The order is required to
specify (1) the identity, if known, of the person to whom is
leased, or in whose name is listed, the telephone line to
which the device is to be attached; (2) the identity, if
known, of the person who is the subject of the criminal
investigation; (3) the number and, if known, physical
location of the telephone line to which the pen register
or trap and trace is to be attached; and (4) a statement
of the offense to which the information likely to be
obtained by the device relates. In addition, the order
is to direct, upon request, the furnishing of information,
facilities and technical assistance necessary to accomplish
the installation of the device from the service provider.
The content of the order relating to cooperation is intended
to codify the existing informal practice of cooperation
between the telephone companies and the Department. The
subsection on the required order contains largely the same
requirements now imposed on federal prosecutors for a pen
register order as set forth in the United States Attorneys’
Manual. USAM 9-7,014, 9-7.925 and 9-7.926.

Subsection (c) provides that an order may
authorize the use of a pen register or trap and trace device
for a 60 day period, with possible extensions of 60 days.
This is a doubling of the 30 day period now set out in the
existing Department policy and should serve to limit the
number of such repetitive orders.

Subsection (d) directs that the order be sealed
until otherwise ordered by the court. This subsection also
prohibits the disclosure of the existence of either the
order or the underlying investigation to any unauthorized
person unless or until otherwise ordered by the court.
Violations of this provision will be punishable as a
contempt of court.




-58-v-

- 32 -

{c) Technical assistance. 18 U.5.C., 3124 governs
technical assistance orders. 18 U.S.C. 3124(a), which
relates to pen register technical assistance orders,
provides that upon the request of an authorized person a
provider of a wire communication service, landlord,
custodian, or other person shall furnish all the
information, facilities, and technical assistance necessary
to effectuate the order unobtrusively and with a minimum of
interference. This is patterned on the same provision in 18
U.S.C. 2518 for assistance in the installation of a wiretap.

18 U.S.C. 3124(b) xegulates technical assistance orders
for trap and trace devices. The installation of these
devices requires more in the way of telephone company
assistance than does the installation of a pen register,
Thus, this subsection states that the provider of a wire
communication service, landlord, custodian, or other person
shall install the trap and trace device on the appropriate
line and provide all other necessary technical assistance.
The subsection also requires that the third party furnish
the results of the trap and trace device to the designated
law enforcement agency at reasonable intervals during
regular business hours for the duration of the order.

It should be noted that the telephone companies have
requested, and the Department has agreed, that trap and
trace technical assistsnce applications contain the
following language that reflects the technical and business
hour requirements unique to trap and trace orders:

i. the tracing operation is to be limited to
Electronic Switching System (ESS) or No. 5
cross-bar facilities;

ii. the tracing operation is to be restricted to
tracing and recording only those calle
originating from a specific city withir &
certain mileage radius or, in the case of a
large city, from a specific section or
sections of that city; and

1id. the tracing operation is to be restricted to
certain specific hours daily.

This specific language is currently required by
Department policy, and, although not included in the
statute, Department policy will be to continue this
practice until changing technology requires modification.
USAM 9-7.927 and 7.928.

18 U.S.C. 3124(c) states that the persons providing
technical assistance shall be reasonably compensated for
reasonable expenses incurred in providing technical
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facilities and other assistance. This compensation
provision is also modeled after the provision that applies
in Chapter 119 of Title 18 concerning wiretap orders and is
intended to be interpreted and implemented in a similar
fashion.

18 U.S5.C. 3124(d) provides that no cause of action
shall lie against the provider of a wire or electronic
communication service or its employees for providing
technical assistance as required by a court order issued
pursuant to this section.

Finally, 18 U.S.C. 3124 (e) provides that a good faith
reliance upon a court order or a legislative or statutory
authorization is a complete defense to any civil or criminal
action brought under this chapter or any other law.

(2) Pen Register and Trap arc Trace Reports

18 U.S.C. 3125 requires the Attorney General to make an
annval report to Congress or. the number of pen register and
trap and trace orders applied for by law enforcement
agencies of the Department of Justice. Current Department
policy already requires that the Department's agencies
compile quarterly statistics concerning their pen register
usage. (Memorandum of September 24, 1979, to investigative
agencies from Philip B. Heymann, Assistant Attorney General,
Criminal Division.) This section merely requires that this
information be reformulated, with the added trap and trace
data, and submitted to Congress. As there are relatively
few trap ané trace orders there should be little added
burden caused by this reporting requirement.



UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES FOR AN ORDER )
AUTHORIZING THE INTERCEPTION OF )
ELECTRONIC COMMUNICATIONS )

APPLICATION

4

an attorney of the United States Department of

Justice, states:

A. Applicant is an "investigative or law enforcement
officer of the United States" within the meaning of Section
2510(7) of Title 18, United States Code, that is, an attorney
authorized by law to prosecute or participate in the prosecution

of all violations of federal law.

E. Applicant is also an "attorney for the Government" as
defined in Rule 54(c) of the Federal ﬁules of Criminal Procedure,
and, therefore, pursuant to Section 2516 (3) of Title 18, United
States Code is authorized to make an application to a Federal
judge of competent jurisdiction for an order authorizing or

approving the interception of an electronic communication.

C. This application seeks authorization to intercept

electronic communications of and

FORM 3
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others as yet unknown, concerning felony violations of federal

law, that is violations of (charactize offenses)

, which have been committed and

are being committed by | and others as

yet unknown.

D. Applicant has discussed all the circumstances of the

above offenses with Special Agent of the

(investigative agency) who has directed and participated in

the conduct of the investigation herein, and has examined the

affidavit of Special Acent (attached

to this application as Exhibit and which in its entirety is
incorporated by reference herein) which alleges the facts therein

to show that:

1. There is probable cause to believe that

and others as yet unknown, have committed and

are committing felony offenses in violation of Section(s)

of Title : of the United States

Code.

2. There_is probable cause to believe that particular

electronic communications of and

others as yet unknown, concerning these offenses will be obtained

through the interception for which authorization is herewith
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cortinue until communications are intercepted that reveal the

manner in which and others as yet unknown

participate in the specified offenses and that reveal the
identities of (his) (her) (their) coconspirators, their places of
operation, and the nature of the conspiracy involved therein, or

for a period of (not to exceed 30) days, whichever is earlier;

pursuant to Section 2518(5) of Title 18, United States Code, the
time set forth in the order shall run from the earlier of the day
on which the investigative or law enforcement officer first
begins to conduct the interception or ten days from the date cf

this order.

(It is further ordered that special agents of the

(investigative agency) are authorized to enter the foregoing

premises surreptitiously for the purposes of installing,
maintaining, and remcoving any electronic oral interception
devices utilized pursuant to the authority granted by this

order.)

PROVIDING THAT, this authorization to intercept (wire)
(oral) communications shall be executed as soon as practicable
after the signing of this order and shall be conducted in such a
way as to minimize the interception of communications not
otherwise subject to interception under Chapter 119 of Title 18
of the United States Code, and must terminate upon attainment of

the authorized objective or, in any event, at the end of (not tc

exceed 30) days measured from the earlier of the day on which the. }
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investigative or law enforcement officer first begins to conduct

the interception or ten days €rom the date of this order.

PROVIDING ALSO, that (agglicant) shall provide the court

with a report on or about (such intervals as the court may

require) days following the date of this order showing what

progress has been made toward achievement of the authorized

objective and the need for continued interception.

JUDGE

Date
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UNITED STATES DISTRICT COURT
DISTRICT OF

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES FOR AN ORDER )
AUTHORIZING THE INTERCEPTION OF )
ELECTRONIC COMMUNICATIONS )

ORDER

AUTHORIZING INTERCEPTION OF ELECTRONIC COMMUNICATIONS

aApplication under penalty of perjury having been made before
me by , an "'Investigative or Law Enforcement Officer" as
defined in Section 2510(7) of Title 18, United States Code, and
an "attorney for the Government"” as defined in Rule 34(c) of the

Federal Rules of Criminal Procedure, for an order authorizing the

interception of electronic communications pursuant to Section ‘

2518 of Title 18, United States Code, and full consideration
having been giveri to the matters set forth therein, the court

finds:

A. There is probable cause to believe that

and others as yet unknown, have committed and are

committing felony offenses in violation of Section(s)

of Title of the United States Code.

B. There is probable cause to believe that particular
electronic communications concerning the offenses listed herein
will be obtained through the interception for which authorization
is herewith applied. 1In particular, these electronic .

FORM 4
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communications will concern the (characterize offenses) 1In

addition, the communications are expected to constitute

" admissible evidence of the commission of the aforementioned

offenses.

C. Normal investigative procedures either have been tried
without success, reasonably appear unlikely to succeed if tried,

or would be too dangerous.

D. There is probable cause to believe that the electronics

communications facilit(ies) (y),

owned or leased and operated by

and located in the premises known as

(has), (have) been and (is) (are) being used by

and others as yet unknown in connection with

the commission of the above stated offenses.

WHEREFORE, IT 1S HEREBY ORDERED that the (investigative

acency) is authorized, pursuant to an application authorized by

(name of applicant) pursuant to the authcrity vested in him by

Section 2516 (3) of Title 18, United States Code: to intercept

electronic communications of and others as yet

unknown, concerning the above described offenses to and from

and located in the premises

known as : . Such interception shall

not automatically terminate when the type of communications
|
|

described above in paragraph (B) have first been obtained but
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shall continue until communications are intercepted that reveal

the manner in which and others as yet unknown,

participate in the specified offenses and that reveal the
identities of (his) (her) (their) co-conspirators, their places
of operation, and the nature of the conspiracy involved therein,

or for a period of (not to exceed 30) days, whichever is earlier:

pursuant to Section 2518(5) of Title 18, United States Code, the
time set forth in this order shall run from the earlier of the
day on which the investigative or law enforcement officer first

begins to conduct the interception or ten days from the date of

this order.

Providing that, this authocrization to intercept electronic
communications shall be executed as soon as practicable after the
signing of this order and shall be conducteéd in such a way as to
minimize the interception of communications not otherwise subject
to interception under Chapter 119 of Title 18 of the United
States Code, and must terminate upon attainment of the authorized

objective or, in any event, at the end of (not to exceed 30) days

measured from the earlier of the day on which the investigative
or law enforcement officer first begins to conduct the
interception or ten days from the date of the order, whichever is

earlier.

Providing also, that applicant shall provide the court with

a report on or about (such intervals as the court may require) ‘
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days following the date of this order showing what progress has . |
been made toward achievement of the authorized objecﬁive and the

need for continued interception.

Judge ‘
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WIRE OR ELECTRONIC COMMUNICATION SERVICE PROVIDER

ORDER

This matter having come before the Court pursuant to the
application of the United States for the interception of
(wire) (electronic) communications on (facilities) (telephone

numbers) and subscribed to by

IT APPEARING that the Court, having reviewed the application
and having found that it conforms in all respects to the

requirements of Title 18, United States Code, Sections 2516 and

‘ 2518, has this day of . 19 ’

signed an Order conforming to the provisions of Title 18, United

States Code, Section 2518, authorizing special agents of the

{investigative agency) to accomplish the aforesaid interception,

and

IT FURTHER APPEARING THAT (name of wire or electronic

communication service provider) is a provider of electronic
" “communication services within the meaning” of Title 18, United

States Code, Section 2510(15), and - 2%

* - . - -
- . Lo L

IT FURTHER APPEARING that the applicant has requested that

""“(hame of wire or electronic communication service provider)

-~ R . N .
e e e T ‘ W

FORM 9
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Subject: thanks!
Date: Mon, 10 Jul 2000 21:36:06 -0400
From: Joshua_S. Gottheimer(@who.eop.gov
To: aedmonds1(@home.com

Draft 07/10/00 S:30pm
Gottheimer/ Swire
CHIEF OF STAFF JOHN PODESTA
REMARKS TO PRESS CLUB ON ELECTRONIC WIRETAPPING
WASHINGTON, DC
July 14, 2000

More than a hundred and fifty years ago, not too far from where we sit
today, Samuel Morse sent the first telegraph message. With the touch of a
finger, he shattered barriers of time and space, opening up a world of
pcssibility that wasn?t even imagined just a few years before.

Morse?s invention set in a motion a technological revolution that
would forever change the way man would communicate. Only a few years later,
in 1858, Queen Victoria bridged the waters of the Atlantic, when she sent
the first transatlantic telegraph to President Buchanan i1n the White House.
Just two decades later, using a funnel, a cup of acid, and some copper

wlire, Alexander Graham Bell invented a device tg give volce -- not just
words 2 a way to travel. ,%%1&1}'//" //(Q»4~\

Today, the great revolution in commyrication techno
>From small towns to big cities, the Intlernet is bringxhg millions of people
closer together, giving them new ways/to find informdtion and to stay in
touch. When it was 1nvented thirty/years ago, re were Just two
computers exchanging very simple pessages. Now” there are almost 50 million
households online, all with samefaccess to a feservoir of information ?
from Shakespeare?s first sonnet to the remarkable photos just taken of
Mars.

gy continues.

The Internet, like Morse?s telegraph, brings with it new found hope
and opportunity. But it also brings new challenges to our most fundamental
values ? and the need for new laws and new protections to maintain them.
Because we are so interconnected, more people now have easier access to our
mcst personal information ? from bank statements to our medical history.
international narcotics traffickers can communicate with each other via
ccemputer messages. Hackers can destroy cyber-property by defacing homepages
and maliciously manipulating private information.

Over the last seven and a half years, our Administration has taken
steps to keep our laws and policies in line with the latest advances in
technology. To combat cyber-terrorism, we?ve introduced new legislation,
increased law enforcement efforts, and coordinated public-private
partnerships to build security and trust in online activities. Ju%E’Ebgﬁ,h
February, in his Cyber Security Summit, the President emphasi i e role
and responsibility of the private sector in ;mpéeﬁ@ﬂﬁiﬁé’ﬁ6ﬁgii§;t2nd
network securify.c Wepve glso worked to develop strong encryption tools ?
like those o Yy the European Union -- to provide tighter
security and privacy 1in election communications.

Additionally, we?ve taken steps to ensure that the appropriate cyber
security measures are included as part of all government computer systems.
Unfortunately, Congress has not given us the necessary funding the

President has requested to take itional steps, such as funding an
internal expert review team. e?ve taken action to ensure that what

should be private’ stays privatey”including the medical and financial
records of our citizens.

oty
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Supreme Court Jugkfce Louls Brandies once said, ?Time works changes ?
fit] brings into exjdtence new conditiocns and purposes.? Todav I want to
talk tc you abkout Another step we should take to keep our laws consistent
with the latest &dvances: the updating of existing wiretap laws. At the
neart of the IS$sue is the Fourth Amendment, which states that, ?The right
of the people( be secure in their persons, houses, papers, and efifects,
agalnst unreasonable searches and seizures.?

In 1787, a person?s most important ?papers and effects? -- like
diaries and letters -- were almost undoubtedly in their home or place of
pusiness. These papers were protected by the reguirement of a warrant
before the state could enter and search. But over time, with advances in
technology, people no longer relied solely on paper and pen to communicate
with one another. By the turn of the 20th Century, people were using the
telephone for personal calls and business transactions. By the 1580s,
Americans were using e-mail. These advances in technology have forced an
ongolng debate 1n Congress and in the Courts over the application of the
Fourth Amendment.

In the 1928 Olmstead case, the Supreme Court found that conversations
over the telephone were not protected by the Fourth Amendment, and
therefore wiretapped conversation could submitted as evidence. Judge
Brandeis disagreed and argued that, ?There 1s, in essence, no difference
between the sealed the letter and private telephone message.? Wiretaps of
phones, Brandels argued, invaded the privacy of people on poth ends of the
line ? the same privacy the framers intended to protect with the Fourth
Amendment.

The 1968 Court agreed with Brandeils, when 1t ruled in Katz vs. the
United States that an 1individual?s phone conversation was protected by the
Fourth Amendment, and therefore inadmissible 1n court proceedings. Later

that year, Congress responded to the Court?s decisicn by passing new
legislation with strict standards for all wiretaps.

Title IITI of the 1568 Crime Control and Safe Streets Act required a
court order and high-level Justice Department approval for all phone
wliretaps. It cnly allowed wlretaps in the most serious crimes, such
espicnage, treason, and crimes of violence. And, in those cases, 1t
required detailed annual reports on the number and nature of all taps.
Most significantly, Title III ruled that any information attained outside
the parameters of the law was ilnadmissible in court.

Title TII remalned relatively untouched until the mid-1580s, when
cellular telephone service, e-mail, and other computer-to-computer
communication put new demands on the 1968 law. Title III of the 1968 law
only applied tc wire and voice communications ? not te wireless phone
conversations or e-mali. But by 1984, there were more than 7,000 Americans
using cellular phones, and more than 400,000 logging onto electronic mail.

In response, under the leadership of Senator Leahy, Congress adopted
the Electronic Communications Privacy Act of 1986 -- once again updating
1its laws to keep pace with changing technology. Before ECPA, the
government could use an electronic wiretap to monitor an individual?s
e-malls with a mere subpoena. ECPA changed that, and put in place many of
the protections the courts had given to phone conversations two decades
earlier.

ECPA did several things: 1t made clear that wireless voice
communications were covered to the same degree as wireless volce
communications. It extended some, but not all, privacy protections to
electronic communications intercepted 1n real-time. It set standards for
access to stored e-mail and other electronic communications, and 1t adopted
the trap and trace statute, governing real-time ?interception? of 7?numbers
dialed on a phone line.? ECPA also made it a federal crime to intercept
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electronic mai1l, data transmission and other electronic communications.
Tnis legislation was a big step, and one that was sorely needed with the
advent of electronic communication.

Today, ECPAR ? like 1ts predecessors ? has, 1n many ways, become
outdated by new advances in computer technology and electronic
communication. Our country, and the world, is 1ncreasingly more digital 2
increasingly mere interactive. Since the passage of ECPA, we?ve seen a
communications revolution with the rise of the cell phone and the
development and use of the World Wide Web.

Today there are more 360 million cell phone users, and more than 50

miilion households online in the United States. That?s an increase of more
than 1250% since 1984 alone. More than over 1.4 billion e-mails changes
hands each and every day. Computer users today send e-mail from their home

phone lines through Internet Service Providers, and they download files and
e-malls onto shared servers at work. A growing number of Americans ? 2.2
million ? log on to the Internet and send e-mail through cable modems -- a
means of connection that wasn?t even considered when ECPA was written.

ECPR was not devised to address many of the issues related to these
newer, faster means of electronic communication. It doesn?t extend Title
III protections to email sitting on the server of an Internet Service
Provider ? like those 1in Yahoo?s corporate headquarters in Santa Clara,
California. It doesn?t include other essential provisions ? like the scope
¢t crimes covered ... and the need for Justice Department approval. And
ECPA doesn?t include a statutory suppression rule for government
viclations, ¢r a mandate for annual reports.

What does this mean? It means that data stored on networks is not
afforded full privacy protection. That many of the protections in the
wiretap law do not apply to email and other Internet services Americans
often use. It means that ISP customers are not entitled to notice when
personal information is subpoenaed 1n civil lawsults. And 1t means that
inconsistent standards apply to government access to information.

Basically, the same e-mail sent different ways ? through cable, phone

ilines, or an ISP -- 1s subject to different privacy standards. Considering
the extent to which our electronic correspondence contains our most
sensitive thoughts and information -- shouldn?t they count as the ?papers

and effects? mentioned 1in the Fourth Amendment? It?s time to adopt
lecislative protections that map Fourth Amendment principles onto the
ilatest technology. It?s time to update and harmonlze our exlsting laws to
give all forms of technology the same legislative protections as our
telephone conversations.

I propose the following legislative actions:

First, some current statutes apply to crlm1na4;:ho use hardware
?devices? but not to identical crimes that use scftware instead. Such
telephone-era laws should be clearly updated to apply to an Internet era
where hardware and software are interchangeable. One of our
Administration?s central principles has been technology neutrality -- the
i1dea that the government and the laws should be generally neutral between
different technologies. In our proposed legislation, we would amend
statutes that are hardware-specific or use ?deuvi and other outmoded
language. We would also continue to stud
legislative responses are appropriate
other new threats.

Second, we need to achiev wv the laws apply to
different forms of communication. As I mentioned, the current law sets
stricter standards for law enforcement access to ?wire? communications such
as telephone calls than for ?electronic? communications such as e-mail. The
market should play the central role in picking technological winners and

7710700 9:33 PM



thanks'

¥

Jofs

losers, not Congress or the regulators
In order to achieve this neutrzlity, we propose to harmonize the legal
standards that apply to law enforgément access to e-mails, telephone calls,
and cable services. For more thdn 30 years, federal law has set a tough,
but manageable standard for whgn law enforcement officers can listen to the
contents of phone calls. Togdy, the same legal protections should apply o
electronic communication as/telephone communication. These protections
inciude thigh-level approval within the Department of Justice,
the most rious crimes,* and suppression of evidence in court Af the rules

are not folld h NL(.Q V\Q\P\ a M‘U;

At the same time, we propose to change the standards that apply to
cable services. Under the current Cab'~ Act, even where there 1s clear
proof of serious crimes, law enforceme.. fficials cannot gain access to
subscriber records -- unless the customer first can contest the 1ssue 1n
court. With our proposal, we would retain the underlying purpose of the
Cable Act to %eep confidential the list of shows that a customer has
watched. Buft, when cable systems are used to access the Internet, we
pelieve the rules should be the tough but manageable standards we also
support for e-mails and telephone calls.

Third, we need to seek balance among crucial goals -- 1including the
protection of public safety, the achievement of economic growth and digital
opportunity, and the preservation of privacy and civil liberties. That?s a

challenge that our forefathers grappled °th when they wrote the
Constitution, and one that our governmel. and courts have struggled with
ever since. Our aim should be to enhance law enforcement authorities

ab1lity to address unlawful conduct, but ailso to enhance privacy and civil
liberties on the Internet.

For example, we need to update the longstanding legal rules that
govern when law enforcement can track the identity of those with whom we
communicate. Our ?trap and trace? rules come from the era of the
traditional telephone network, when one company offered nationwide phone
service. Telephone service today is offered by a bewildering variety of
companies that offer local, long distance, and wireless services. Tracing
a phone call often requiré¥separate subpoenas 1in the various courts where
cach of the companies opgrates. The problem in tracing Internet
communications to their source can be even worse. The structure of the
Internet means that communications are routinely shuttled among many nodes,
often in different federal court districts.

Today, we are proposing ways to make these "trap and trace" rules more
effective for law enforcement, while also better assuring privacy and civil
liberties. We believe that a federal court should be able to issue one
crder to trace a communication to its source, and that order should be
effective nationwide. We also believe that there should be greater judicial
oversight of trap and trace authorities. Federal law should make clear
that such orders should only be issued after a judicial officer has
determined that the proper factual showlng has been made.

In the early years of our republic, Thomas Jefferson said, ?America?s
institutions must move forward hand-in-hand with the progress of the numan
mind.? Today, the progress of the human mind is certainly racing forward
at break-neck speech. Technology is cpening up a new world of possibility
-~ but it 1s also challenging our privacy in ways we might never have
imagined. 1In the right hands, the computer has become an indispensable
tool for education, business, research and development. But in criminal
hands, the same computer becomes a tool of destruction. As in any era of
great progress, we must work together to ensure that our democracy and our
laws keep pace with our minds -- and that we protect our civil liberties,
nct just the law enforcement mechanisms that were instituted to preserve
them.

[
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defacing homepages and maliciously

messages. Hackers can destroy cyber-property
manipulating private information.

Over the last seven and a half yeafs, our Administration has taken steps to keep our
laws and policies in line with the lates¥ advances in technology. To combat cyber-terrorism,
we’ve introduced new legislation, ip€reased law enforcement efforts, and coordinated
public-private partnerships to build security and trust in online activities. Just this February,
in his Cyber Security Summit, the President emphasized the role and responsibility of the
private sector in ensuring computer and network security. We’ve also worked to develop
strong encryption tools - lik¢ those put in place by the European Union -- to provide tighter

security and privacy in elegtion communicatiors.

Additionally, we’ve taken action to ensure that what should be private, stays private,
including the medical and financial records of our citizens. And we’ve taken steps to ensure
that the appropriate cyber security measures are included as part of all government computer
systems. Unfortunately, Congress has not given us the necessary funding the President has
requested to take additional steps, such as funding an internal expert review team.

Supreme Court Justice Louis Bra.@s once said, “Time works changes ... [it] brings
into existence new conditions and purposes.” Today I want to talk to you about another step
we should take to keep our laws consistent with the latest advances: the updating of existing
wiretap laws. At the heart of the issue is the Fourth Amendment. which states that, “The right

of the people be secure in their persons, houses, papers, and effects, against unreasonable
searches and seizures.”

In 1787, a person’s most important “papers and effects” -- like diaries and letters --
were almost undoubtedly in their home or place of business. These papers were protected by
the requirement of a warrant before the state could enter and search. But over time, with
advances in technology, people no longer relied solely on paper and pen to communicate with
one another. By the turn of the 20th Century, people were using the telephone for personal
calls and business transactions. By the 1980s, Americans were using e-mail. These advances
in technology have forced an ongoing debate in Congress and in the Courts over the
application of the Fourth Amendment.

In the 1928 Olmstead case, the Supreme Court fi
telephone were not pratected by the Fourth Amend
conversation could gibmitted as evidence. Judge Brandeis disagreed and argued that, “There
is, In essence, no difference between the sealed letter and private telephone message.”
Wiretaps of phones, Brandeis argued, invaded the privacy of people on both ends of the line -
the same privacy the framers intended to protect with the Fourth Amendment.

d that conversations over the
t, and therefore wiretapped

The 1968 Court agreed with Brandeis, when it ruled in Karz vs. the United States that
an individual’s phone conversation was protected by the Fourth Amendment, and therefore
inadmissible in court proceedings. Later that year, Congress responded to the Court’s
decision by passing new legislation with strict standards for all wiretaps.

15:680 ©@ac-11-TNC

VT v B |



Sa'd 1ol

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records -- unless the customer first can contest the issue
in court. With our proposal, we would retain the underlying purpose of the Cable Act 1o keep
confidential the list of shows that a customer has watched. But, when cable systems are used to
access the Internet, we believe the rules should be the tough but manageable standards we also
support for e-mails and telephone calls.

Third, we need to seek balance among crucial goals -- including the protection of public
safety, the achievement of economic growth and digital opportunity, and the preservation of
privacy and civil liberties. That’s a challenge that our forefathers grappled with when they wrote
the Constitution, and one that our government and courts have struggled with ever since. Our
aim should be to enhance law enforcement authorities ability to address unlawful conduct, but
also to enhance privacy and civil liberties on the Internet.

For example, we need to update the longstanding legal rules that govern when law
enforcement can track the identity of those with whom we communicate. Our “trap and trace”
rules come from the era of the traditional telephone network, when one company offered
nationwide phone service. Telephone service today is offered by a bewildering variety of
companies that offer local, long distance, and wireless services. Tracing a phone call often
requires separate subpoenas in the various courts where each of the companies operates. The
problem in tracing Internet communications to their source can be even worse. The structure of
the Internet means that communications are routinely shuttled among many nodes, often in
different federal court districts.

Today, we are proposing ways to make these "trap and trace” rules more effective for
law enforcement, while also better assuring privacy and civil liberties. We believe that a
federal court should be able to issue one order to trace a communication to its source, and that
order should be effective nationwide. We also believe that there should be greater judicial
oversight of trap and trace authorities. Federal law should make clear that such orders should
only be issued after a judicial officer has determined that the proper factual showing has been
made.

In the early years of our republic, Thomas Jefferson said, “America’s institutions must
move forward hand-in-hand with the progress of the human mind.” Today, the progress of
the human mind is certainly racing forward at break-neck speech. Technology is opening up a
new world of possibility -- but it is also challenging our privacy in ways we might never have
imagined. In the right hands, the computer has become an indispensable tool for education,
business, research and development. But in criminal hands, the same computer becomes a tool
of destruction. As in any era of great progress, we must work together to ensure that our
democracy and our laws keep pace with our minds -- and that we protect our civil liberties,
not just the law enforcement mechanisms that were instituted to preserve them. Thank you .
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Samsung Electronics has developed an advanced thin-film-transistor liquid crystal display
(TFT-LCD) for cellular phones.

The company announced on April 23 that it has developed the new TFT-LCD for IMT-2000, designed
to provide ultra-high resolution for moving or still images.

The new product has 720 (horizontal) by 240 (vertical) pixels, making its resolution four times higher
than that of Japanese competitors. In addition, its power consumption stands at a third of existing
displays because of a built-in reflecting plate.

Samsung will begin to mass-produce the TFT-LCDs for IMT-2000 in the latter half of this year and
begin exports to oversea markets by the year's end.

The number of cellular phone users throughout the world is estimated to reach 360 million this
year and rise to 1.6 billion by 2005, an official of Samsung Electronics forecast.

The number of hand-held terminals with TFT-LCD panels is estimated to reach 3.57 million this year
and to dramatically rise to 375 million by 2005, accounting for 23 percent of the total hand-held
telephonic devices of the world, he added.
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During the intervening years, both the benefits and risks from widespread use of
electronic communications have fundamentally changed. On the benefit side, we have seen all
the many advantages that come from having information flows become global, instantaneous,
and far less expensive. The Internet has become an engine for education, entertainment, and
economic growth. Individuals and businesses now entrust a much greater portion of their most
sensitive information to e-mail and other electronic communications.

On the risk side, however, there is no doubt that criminal, terrorist, and other unlawful
activity is increasingly moving to the Net. As law enforcement and national security agencies
confront these threats, some of the old statutory language simply does not apply to new
technology. For example, some current statutes apply to criminals who use hardware “devices”
but not to identical crimes that use software instead. Such telephone-era laws should clearly be
updated to apply to an Internet era where hardware and software are often interchangeable. In
proposed legislation, we should amend statutes that are hardware-specific or use "devices" and
other outmoded language. We will also continue to study whether any additional legislative
responses are appropriate to distributed denial-of-service or other new threats.

A second theme is to achieve harmonization of how the laws apply to different forms of
communication. Current law, for instance, sets stricter standards for law enforcement access to
“wire” communications such as telephone calls than for “electronic” communications such as e-
mail. Whether or not such a difference made sense when it was enacted in 1986, the separate
standards are much harder to justify today when industries have converged and many telephone
calls are actually completed through the Internet. Similarly, for Internet communications, the
rules may differ substantially depending on whether homeowners get to the Internet via a dial-up
phone service, a cable provider, or a satellite service. In our era of rapid technological change,
one of the Administration’s central principles has been technology neutrality -- the idea that the
government and the laws should be generally neutral between different technologies such as
different sorts of Internet service providers. The market should play the central role in picking
technological winners and losers, not Congress or the regulators.

Nm I\.\

In order to achieve this neutrality, we propose to harmonize the legal stan s that apply
to law enforcement access to e-mails, telephone calls, and cable services. For dérag) years,
federal law has set a tough but manageable standard for when law enforcement officers can listen
to the contents of phone calls. Today, when e-mail and other "electronic" communications are
relied upon similarly to phone calls, we believe that the same legal protections should apply.
These protections include high-level approval within the Department of Justice, use only for the
most serious crimes, and suppression of evidence in court if the rules are not followed.

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records unless the customer first can contest the issue in
court. We would retain the underlying purpose of the Cable Act to keep confidential the list of
shows that a customer has watched. But, when cable systems are used to access the Internet, we
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believe the rules should be the tough but manageable standards we also support for e-mails and
telephone calls.

The third theme for law enforcement authorities is to seek balance among crucial goals
including protection of public safety, achievement of economic growth and digital opportunity,
and preservation of privacy and civil liberties. The President emphasized this need for balance in
his remarks at the February Cyber Security Summit. [Perhaps add quotes from POTUS or
Podesta at that event.] Our aim should be to enhance law enforcement authorities to address
unlawful conduct and also to enhance privacy and civil liberties on the Internet.

An example of how to achieve all of these goals concerns the longstanding legal rules
that govern when law enforcement can track the identity of those with whom we communicate.
Today, we are proposing ways to make these "trap and trace" rules more effective for law
enforcement while also better assuring privacy and civil liberties.

Our “trap and trace” rules come from the era of the traditional telephone network, when
one company offered nationwide phone service. In that setting, a federal subpoena to determine
a caller’s identity could be served on the one company and have effect nationwide. By contrast,
telephone service today is offered by a bewildering variety of companies that offer local, long
distance, and wireless services. Tracing a phone call may require separate subpoenas in the
various courts where each of the companies operates. The problem 1n tracing Internet
communications to their source can be even worse. The structure of the Internet means that
communications are routinely shuttled among many nodes, often in different federal court
districts.

To update the “trap and trace” rules for these changed circumstances, the Administration
believes that a federal court should be able to issue one order to trace a communication to its
source, and that order should be effective nationwide. At the same time that we make nationwide
enforcement more effective, we also should provide greater judicial oversight of trap and trace
authorities. Federal law should make clear that such orders should issue only have after a
judicial officer has determined that the proper factual showing has been made.

[Developing options for additional issues that may be included.]

[Closing paragraphs. Here are some free quotes on privacy and civil liberties that we
could use if appropriate:

“Civil liberties had their origin and must find their ultimate guaranty in the faith of the people.”
Justice Robert Jackson, Douglas v. Jeannette, 319 U.S 157 182 (1943). This quote could bolster
the idea that we need statutory implementation of 4" Amendment values when the Constitution
itself does not apply.

“The right to be alone -- the most comprehensive of rights, and the right most valued by civilized
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history of the past."
-- Letter, John Adams, 1816
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-- Letter, Abbe Arnond, 1789
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Record Type: Record

To: Joshua S. Gottheimer/WHO/EOP@EOP

cc: Seth J. Applebaum/WHO/EOP@EOP, Zina C. Pierre/ WHO/EOP@EOP
Subject: Re: DRAFT--NACO Video. Comments pls to Gottheimer ASAP 62554. |

Josh, these remarks are good. Only two changes | suggest in the firs paragraph. Please add an
acknowledgment of Vernon Gray, president of NACo. He is a proven friend of our Administration. Also,

rather than saying "As the only organization," | suggest "As an organization dedicated to representing"”.

(The County Executives of America would argue that they also represent counties.) Thanks.
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To: See the distribution list at the bottom of this message

cc:
Subject: genome -- 7:00pm

Draft 6/25/00 7:00pm
Lowell Weiss
PRESIDENT WILLIAM J. CLINTON
REMARKS ON MILESTONE IN HUMAN GENOMICS
THE EAST ROOM
June 26, 2000

Acknowledge: P.M. Blair, who will join us via live teleconference in a moment;
Ambassadors from [the U.K.], Japan, [Germany], France, [China] — whose scientists have
contributed mightily to the vast international consortium that is the Human Genome Project;
Sec. Shalala, who could not be here today, Sec. Richardson, Dr. Ruth Kirschstein, Dr. Ari
Patrinos, and the scientists of the Dept. of Health and Human Services and the Dept. of
Energy who have played such an important part of the Human Genome Project since its
inception; Dr. Neal Lane; Dr. Francis Collins, the director of the international Human
Genome Project; Celera [sa-LAIR-ah] Pres. Dr. Craig Venter; Sens. Domenici, Harkin,
Sarbanes; other distinguished guests.

Nearly two centuries ago, Thomas Jefferson and a trusted aide spread out a magnificent
map upon this very floor - a map that Jefferson had long prayed he would behold within his
lifetime. The aide was Meriwether Lewis - and the map was the product of Lewis’s
courageous expedition across the young American nation. It was a map that defined the
contours of a continent and forever expanded the frontiers of our imagination.

Today, the world is joining us here in the East Room to behold a map of even greater
significance: We are here to celebrate the completion of the first survey of the entire human
genome. Without a doubt, this is the most important, most wondrous map ever produced by
humankind. It is the map of life itself.

This moment we are here to witness was brought about through the brilliant and
painstaking work of scientists all over the world, including many of the men and women who
are here today. It was not even 50 years ago that a young Englishman by the name of Crick
and a brash, even younger American named Watson first discovered the elegant helical
structure of our genetic code. Dr. Watson [present in the audience), from this vantage point,



the way you announced your discovery in the journal Narure seems almost quaint: “This
structure has novel features which are of considerable biological interest.” That was one of
the greatest understatements of all time.

How extraordinarily far we have traveled since that day of fundamental discovery. In
the intervening years, we have pooled the combined wisdom of biology, chemistry, physics,
engineering, mathematics, and computer science. We have tapped the great strengths and
insights of the public and private sectors. More than a thousand researchers across six
nations have revealed nearly all 3 billion letters of our miraculous genetic code. I congratulate
all of you on your stunning, humbling achievement.

I believe today’s announcement represents more than just an epoch-making triumph of
science and reason. After all, when Galileo discovered that he could use the tools of
mathematics and mechanics to understand the motion of celestial bodies, he felt, in the words
of one eminent researcher, that he had learned “the language in which God created the
universe.” Today, we are learning the language in which God created life. We are gaining
ever more awe for the complexity, the beauty, the wonder of God’s most divine and sacred
gift.

With this profound new knowledge, humankind is on the verge of gaining immense
new power to heal. Genome science will have a real impact on all our lives. It will
revolutionize the diagnosis, prevention, and treatment of most, if not all, human disease. In
the coming years, doctors will increasingly be able to cure diseases like Alzheimer’s,
Parkinson’s, diabetes, and cancer by attacking their genetic roots. Just to offer one example,
patients with some forms of leukemia and breast cancer are already being treated in clinical
trials with sophisticated new drugs that precisely target the faulty genes in cancer cells, with
little or no risk to healthy cells. In fact, it is now conceivable that our children’s children will
know the term “cancer” only as a constellation of stars.

But today’s historic achievement is only a marvelous starting point. There is much
hard work that remains to be done. And that is why I am so pleased to announce that from
this moment forward, the robust and healthy competition that has led us to this day - and is
always essential to the progress of science - will be coupled with an enhanced spirit of
public-private cooperation.

Public and private research teams are committed to publishing their genomic data
simultaneously later this year, for the benefit of researchers in every corner of the globe. And
after publication, both sets of teams will join together for an historic sequence-analysis
conference. Together, they will examine what scientific insights have been gleaned from both
efforts — and how we can most judiciously proceed toward the next majestic horizons.

And what are those next horizons? Well, first, we will complete a virtually-error-free
final draft of the human genome before the 50th anniversary of the discovery of the double
helix, less than three years from now. Second, through sustained and vigorous support for
public and private research, we must sort through this trove of genomic data to identify every



human gene; we must discover the function of these genes and their protein products; and then
we must rapidly convert that knowledge into treatments that can lengthen and enrich our lives.

I want to emphasize that the biotechnology and pharmaceutical industries are absolutely
essential to this endeavor. For it is they who will bring to market the life-enhancing
applications of the information from the human genome. And for that reason, this
Administration is committed to helping them to make the kind of long-term investments that
will change the face of medicine forever.

The third horizon that lies before us is one that science cannot approach alone. It is the
horizon that represents the ethical, moral, and spiritual dimension of the power we now
possess. We must not shrink from exploring the far frontiers of science. But as we consider
how to use new discoveries, we must also not retreat from our oldest and most cherished
human values.

We must ensure that new genome science and its benefits will be directed toward
making life better for all citizens of the world - never just a privileged few. As we unlock the
secrets of the human genome, we must work simultaneously to ensure that new discoveries
never pry open the protective doors of privacy. And we must guarantee that genetic
information cannot be used to stigmatize or discriminate against any individual or group.
Increasing knowledge of the human genome must never change the basic belief upon which
our ethics, our government, our society are founded: All of us are created equal, entitled to
equal treatment under the law.

After all, I believe that one of the great truths to emerge from this triumphant
expedition inside the human genome is that in genetic terms all human beings, regardless of
race, are more than 99.9 percent the same. What that means, my friends, is that modern
science has confirmed what we always learned from ancient faiths: the most important fact of
life on this Earth is our common humanity. My greatest wish on this day for the ages is that
this incandescent truth will always guide our actions as we continue to march forth into this,
the greatest age of discovery ever known.

And now, it is my great pleasure to turn to my good friend Prime Minister Tony Blair,
who is joined in the State Dining Room at 10 Downing Street by Dr. Fred Sanger and other
world-renowned scientists. With the generous support of the Wellcome Trust, British
scientists have played an invaluable role in reaching this milestone. On behalf of the
American people, I would like to thank the British nation for the brilliant work that you have
brought to this international effort.

And Mr. Prime Minister, I would like to salute not only your unwavering support for
genome research but also your visionary commitment to sparking ever-greater innovation
across the full spectrum of science and technology. On a personal note, I can’t help but think
that the year of your son’s birth will always be remembered for the remarkable achievements
we are announcing today.



[YOU should remain at the lectern while P.M. Blair makes his remarks. After he
completes his formal remarks, YOU will briefly converse with him.]

[Proposed brief, conversational remarks to P.M. Blair:]

Tony, I would like to pick up on your last remark — about safeguarding our shared
values in this new age. I believe that the Human Genome Project is the single most important
international scientific expedition ever undertaken. And as we move forward, I would like to
see the U.S., the U.K., and many other nations join together in the same focused way to
broaden our dialogue on the ethical, legal, and social implications of this expedition. After
all, these implications cross every possible discipline and every possible divide.

[At the conclusion of your brief conversation with P.M. Blair, YOU will say a brief
word about Dr. Craig Venter and introduce Dr. Francis Collins.]

In a few moments we will hear from Celera Pres. Dr. Craig Venter, who shares in the
glory of this day thanks to his visionary pursuit of innovative strategies to sequence the human
genome as rapidly as possible.

But before we do, I would like invite Dr. Francis Collins to the lectern and
congratulate him on his remarkable accomplishments. From his development of some of the
central methods for finding human disease genes, to his successful application of those
methods to the discovery of the cystic fibrosis gene in 1989, to his current leadership of the
international Human Genome Project, he has combined talents in rigorous science and a
profound sensitivity to ethical, legal, and social issues. He is a physician-scientist of great
faith, compassion, energy, and integrity. And more than any other American, he has helped
us to understand how the marvels of genome science will improve human health. Dr.
Collins...

[After Dr. Collins and Dr. Venter conclude their remarks, YOU will return to the

lectern to make brief closing remarks.]
#HH
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More than a hundred and fifty years a%ot too far from where we sit today, Samuel
Morse sent the first telegraph message. Withtouch of a finger, he broke down geographic
barriers that had long kept us apart, opening up a world of a possiblity that was never even
imagined just a few years before.

Morse’s invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the
White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give a person’s voice -- not just his words - a way
to travel.

Today, the great American revolution in technology continues. From small towns to big
cities, the Internet is brining millions of people closer, giving them new ways to find information
and to stay in touch. When it was }fl(/ented just thirty years ago, there were just two computers
exhanging very simple messages. Now there are almost 50 million households online, all with
the access to the same information.

%ﬁﬁs now grown But like Morse invention did more than a century a half

ago, advances in science and technology bring w/ them a host of new and exciting challenges
the invention of the telegraph also posed/ introduced a world of new challenges to the way we
lived, and the to laws we lived by. We have sought to live w/ these challenges.

Most importantly, he set in a motion a technological revolution that would lead to first

the first he changed the way man would communicate for the rest of time. While — changing
the way man would communicate for the ropening the gates to a world of communication from
This is a great time to be alive in America. The Internet is ... arevolution in technology is
underway. It’s more than a time of innovation, it’s a time of fundamental transformation, the
kind that happens, at most, every hundred years. Last month, we celebrated the completion of the
first survey of the entire human genome/ Last month, we announced a major breakthrough in
human genome research which could eradicate many of the most deadly diseases. Last month,
the President signed into law the Electronic Signatures Act, which gives online contracts the
same legal force as equivalent paper contracts.

Technology is changing so rapidly — key is to keep our laws and our government in synch with
our progress

Great potential/ progress/ discovery also brings great responsibility, new challenges. Just last
week discovered human genome — [see genome speech]. That’s something that our country and
our courts have responded to since our founding, and it’s something we will continue to do as we
evolve as a nation. Over the last 7 years, w/ the advances medicine and technology, we’ve done
X, Y, Z.




Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement,
medical privacy, signed eo ... ) ... as judge brandeis said, *“ update our laws”

We know that we have to make cyberspace open and free. We have to make, at the same time,
computer networks more secure and resilient, and we have to do more to protect privacy and
civil liberties.

One area that’s always been at the forefront of concern has been privacy (4™ amendment privacy
principles). Particularly true w/ laws that directly relate to our civil liberties — law enforcement
(balance), and wire tapping. Historically been a 4™ amendment issue, which states X. key has
always been balance: between public good and civil liberties.

In updating enduring constitutional values for the computer age, we need to assure that our
citizens’ personal data and communications are appropriately protected.

We recognize that information technology is changing rapidly and constantly providing both new
security capabilities and challenges. We will never reach a “perfect solution.”

Original intent of forefathers

Here of course technology is always changing.
In the 18XX... the threshold for invasion privacy — protection privacy, home, diary ... assume
whether or not in a sphere of privacy.

Over time it has been updated:
In 1920, when first seminal case on tapping heard — olmstead. At that time, only

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there
were websites at the time. Title IIT out of that. Email.

In 1986, ... something | worked on closely ... cell phones ... passed x law to keep up w/ nascent
web ... ECPA. Forward looking at the time.
That law says: '

But now — times have indeed changed again. We need to change w/ them, like our forefather
did, and at other seminal moments in our history. Since 1986, x websites have been created.
More than 2.2M cable modem subscribers. Then there were only 50... now over SOM. But the
law still says x. It’s easier today for fed officials to gain access to my grandmother’s cookie
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law
from 1984 says 10 days. Don’t need x, y, ...

Law enfrocment may obtain the legal authority to access a suspects’ communications or dta

We need to update our law — harmonize them. So that equal laws for electronic tapping as wire
tapping. so we can strike that balance — where cable not too difficult. Email not so easy. Privacy
vs. law enforcement — so if drug, child pomn.



We should update our laws so they do: x, y, z
Conclusion

In the early years of our republic, Thomas Jefferson said, “America’s institutions must move
forward hand-in-hand with the progress of the human mind.” Today, the progress of the human
mind is certainly racing forward at break-neck speech. We must work together to ensure that our
democracy/ and our laws keep pace. *
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Each of these examples was & pivotal episode in American history in
which complex social, economic, and technological forces came together.
Facing the challenges of the day, America's governmental, societal and
technical leaders crafted a new vision of the future, and in the process
became pioneers on a new frontier of opportunity and promise.

Mmerica now faces a new time of pivotal change, enormous

opportunity, and promise. This time, technology itself presents both an
opportunity and a threat to global society increasingly dependent on,
and connected by, advanced computing and communications. Continuing a

balanced strateqy that advances our national interests is the challenge
of our day.

2. Cyber Rmerica: Great Promise and Serious Risks

“merica rnow stands on the brink of revolution fueled by machines -
computers - and networks of computers that facilitate the instant
exchange of and access to ideas and information. The computer has and
will continue to revolutionize virtually all aspects of American
society, just as electricity, the power grid and the railroad changed
our forefathers' society.

The Computer as an Economic Engine. It is well known that the
computer, and its application in business, commerce, education and
recreation has transformed the American economy. America is becoming a
country of "knowledge workers," with the ubiguitous application of
computer technology at its core. ARmerica's productivity today is
grounded in computer applications and networks. Barcodes speed us
tnrough shopping lines and simultaneously facilitate store manager
recordkeeping and reordering. Alrline reservations can be booked from
home computers. Everything from clothes to books to software can be
purchased over the Internet. American companies are discarding their
proprietary computer systems and using the Internet and the Web to
increase productivity, network their entire chain of suppliers, and
deliver "just-in-time" training to their employees. Rmerican students
can conduct original research with colleagues on machines around the
world with but a few keystrokes. Travelers can monitor current weather
conditions in another country. Scientists can "conference"
electronically and transmit astounding volumes of information in seconds
to colleagues on other continents.

As remarkable as today's innovations are, the years ahead hold even
greater promise. Computers will become virtual partners in all aspects
of our lives. Homes will be centrally wired to allow integrated alarms,
electronics, appliances, telephones, and computers to simplify our
lives. Education will become more adaptive to the routines of
individual students, and banking, finance, and shopping will
increasingly migrate to the home and portable computing devices.

and in this process and through networking, computers have created
the well-known "cyberspace" that eliminates the traditional boundaries
of time and place and links governments, businesses, and individuals in
the same electronic environment.

The Dangers of Cyberspace. Like any new tool in previous eras,

computers can be used by those who prey on the innocent. International

narcotics traffickers now routinely communicate with each other via
computer messages. Hostile governments and even some transnational
organizations are establishing cyber-warfare efforts, assigned the
mission of crippling America's domestic infrastructure through computer

attacks. Hackers destroy cyber-property by defacing homepages and
maliciously manipulating private information. Pedophiles stalk
unsuspecting children in computer chat rooms. Individuals post

homepages with instructions to manufacture pipebombs, chemical weapons,

6/30/2000 6:38 PM
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THE WHITE HOUSE
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Office of the Press Secretary

or Immediate Releese February 15, 2000

REMARKS BY THE PRESIDENT

IN PHOTO OPPORTUNITY WITH LEADERS
OF HIGH-TECH INDUSTRY

AND EXPERTS ON COMPUTER SECURITY

The Cabinet Room

THE PRESIDENT: The room is smaller than it looks on
television. (Leughter.) Usually I don't get so many of them coming in,
except you guys are -- (laughter.)

high-tech industry and experts on computer security to this meeting at
the White House to talk about how to maximize the promise and minimize
the risks to the Internet.

Weli, first of all, I want to welcome the leaders of the

The disruptions at several websites last week highlight how
important the Internet has become to our whole way of life in America,
2nd how vulnerabilities at one place on the Net can create risks for
all. Our administration has been working for years now to reduce
vulnerabilities in government computers and to encourage the private

sector toc do more.

d
I

We know that we have to keep cyberspace open and free. We
have to make, at the same time, computer networks more secure and
resilient, and we have to do more to protect privacy and civil
liperties. And we're here to work together.

Last month I released a draft plan to help do our part to meet
these challenges. And in the budget I asked Congress for $2 billion for
cyber security, to safeguard government networks, to detect attacks, to
nire and train more security experts, to increase cooperation with the
private sector. I want to jump-start this effort by providing $9
million right away to begin some of these key initiatives. And so we'll
do what we can.

I understand that many leading industry members, including the
companies represented here today, have agreed to create a mechanism to
share cyber security information, and I applaud that. I am asking
Secretary Daley and my Science Advisor, Dr. Neal Lane, and Richard
Clarke from the White House, to work with these companies to accelerate
our efforts with the private sector.

Now, having said that, and before we open the floor for
questions, I'd like to ask Peter Solvik, who is to my right, the senior
Vice President and chief information officer of CISCO Systems, to say a
few words on behalf of the private sector people who are here today.

Perter.
MR. SOLVIK: Thank you, Mr. President. It is an honor for me
to be hare to discuss this important issue. First, I want to thank you

and your team for working cooperatively with industry to pursue and

6/30/2000 6:36 PM
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d even biological agents. Crooks break into business computers,
ither stealing funds directly or extorting payments from companies
anxious to avoid more expensive disruption. Disgruntled employees, with
valid access to their companies' system, can take steps to disrupt the
- ~usiness operations or steal proprietary, sensitive, and financial
information. And our personal data is at risk of being unlawfully

accessed and read by malicious individuals, without our knowledge, as it
resides on or traverses communications and computer networks.

These concerns are not hypothetical. We have seen these types of
zctivities, and other equally dangerous activity, in past and on-going
cases. The danger posed by evil individuals using these powerful new
tools grows by the day. Just as other technologies have the risk of
besing abused, it is necessary for us to evaluate how to respond.
Without protective action, we will not be safe. hmerica must take
responsiple steps to ensure that this promising electronic environment
is safe for law abiding citizens and businesses.

3. Balancing America's Bedrock Values

While these problems seem unprecedented, in fact they represent a
return to the bedrock problems faced by America's constitutional
founders. American democracy became and remains a new experiment in
government--balancing the rights of individuals against the imperatives
of society and limiting the reach of government into personal, private
lives, while mandating a government responsibility for public safety and
security for all citizens.

Computers are now at the cénter of competing Bmerican values. In
honest, law abiding citizens' hands, the computer becomes an
indispensable tool for education, personal and commercial business,
research and development, and communications. In criminal hands, the
same computer becomes a tool of destruction and criminality.

Enter encryption. Over the past decade, another information
technology has emerged that amplifies this tension - encryption.
Encryption includes special instructions that scramble a clear readable
message in complex ways that make it unreadable. For the strongest
forms of encryption, only the intended recipient can unscramble the
message and read the original plain text, unless someone else has gained
access to the corresponding decoding software and decryption key.

Originally only available and used by military agencies, strong
encryption is now available to many and has become a building block for
the new digital economy. It is essential to provide security and
privacy for electronic commerce and e-business. Encryption is critical
because it allows individuals, businesses, and other organizations to
share information privately without it being unlawfully intercepted or
accessed by a third party, to establish their identities, and to
maintain the integrity of information. Without the use of encryption,
it is difficult to establish the trust that people and firms need to do
business with each other, or to have confidence to run their business
electronically. With the use of encryption:

- Individuals and consumers can securely conduct their finances and
communicate with each other over the Web.

- Firms can transmit their software, music, movies, reports and other
forms of intellectual property over the Internet while minimizing the
risks of widespread piracy.

- Rusinesses can protect their company proprietary information over
the Internet, with confidence that the information is secure from prying
eves.

4 0f 10 6/30/2000 6:38 PM
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THE WHITEZ HOUSE

Office of the Press Secretary

ror Immediate Release February 15, 2000

Fact Sheet
Strengthening Cyber Security through Public-Private Partnership

e President and members of his Cabinet met with leaders of

and e-commerce companies, civil liberties organizations, and
ity experts to jointly announce actions strengthening Internet and
mputer network security. This meeting follows last month's release by
Lhe Pre51dent of the National Plan for Information Systems Protection,
which establishes the first-ever national strategy for protecting the
nation's computer networks from deliberate attacks.

s
o
[mael

During today's meeting, industry executives announced their intention to
join others to create an Internet industry mechanism to share
information on cyber attacks, vulnerapilities and security practices o
better respond to cyber-attacks and deliberate intrusions into computer
networks. Recently, other industries such as banking and finance, and
major telecommunications carriers, have created industry partnerships
for cyber-security.

The President also announced immediate steps the government will take to
strength security for our nation's computer systems:

ccelerated Spending on Cyber Security - A $9 million budget
supolemeﬁual for Fiscel Year 2000, jump-starting key initiatives for
cyber-security contained in the President's FY2001 $2 billion budget
request for cyber-security. The request will accelerate new programs to
educate EAmericans for cyber-security careers, build a system for
protecting Federal government computers, and create a new Institute for
Information Infrastructure Protection.

Research and Technology Development for Information Infrastructure
Development - President Clinton supports federal government research and
technology oevolooment for information infrastructure protection that
the private sector does not have sufficient market incentives to
generate on its own. The centerpiece of the federal government's
efforts in this area will be the Institute for Information
Tnfrastructure Protection (I3P), for which the President has requested
$50 million in his Fiscal Year 2001 budget. The President has also
requested & supplemental appropriation of 34 million for Fiscal Year
2000 to jumpstart the Institute's preparations. Science Advisor Neal
Lane and NSC National COOldlﬂatOI Dick Clarke will meet this Friday with
members of the President's Committee of Advisors on Science and
Technology and other computer security experts, research specialists,
and industry leaders in an effort to help fill the gaps in the nation's
research agenda for computer network security.

Partnership for Critical Infrastructure Security - Secretary Daley will
participate in the first meeting of the Partnership for Criticel
Infrastructure Security next week to max ;imize cooperation between
government and private sector initiatives for cyber-security. Since the
vast majority of the United States' critical infrastructures are owned
and operated by private industry, the Partnership recognizes and
acknowledges that the Federal government alone cannot protect these
infrastructures or assure the delivery of services over them. The
Partnership will explore ways in which industrv and government can
jointly address the risks to tne nation's critical infrastructures. It
will provide & forum in which the various infrastructure sectors can
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meet to address issues relating to cross-sector interdependencies,
explore common approaches and experiences, and engage other key
professional and business communities that have an interest in
infrastructure assurance. By doing so, the Partnership hopes to raise
wareness, promote understanding, and, when appropriate, serve as a
catelyst for action.

Private sector membership in the Partnership is open to infrastructure
owners and operators; providers of infrastructure hardware, software,
and services; riskX management and investment orofessionals; and other
members of t

;
he business community who are stakeholders in the critical
infrastructurss. Government representation will include state and local
governments as well &s Federal agencies and departments responsiple Ior
working with the critical infrastructure sectors and for providing

functional support for the protection of tnose infrastructures.

e
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PRESIDENT WILLIAM J. CLINTON
INTERNET WEBCAST
WASHINGTON, DC
July 7, 2000

Good morning. Earlier this week, we launched a new and improved White House web
site at www.whitehouse.gov. Today I want to talk a little about that website — and about our
other efforts to use technology to bring government closer to the American people .

[’m proud to have been the President who brought the White House into the digital age.
When I became President, there were just 50 websites on the worldwide web. Now there are 17
million, and almost 50 million households on-line in the United States alone. It was only seven
years ago that we began to use e-mail at the White House, and six years ago that we launched the
very first White House web site. Our website now has more than 9,000 pages of information —
and that’s not counting the archives. We’ve redesigned and updated it, to keep pace with its
growth and the rapid changes in technology.

The new and improved White House website is another important step in our efforts to
make government high-speed, high-tech, and user-friendly. We’re bringing information that
matters into people’s homes — policy papers, a citizens’ handbook, links to federal agencies.
We’ve also made it easier to find the features that visitors use most - like e-mailing the White
House, taking an on-line tour, or finding special activities for kids. And we’ve made the website
a permanent part of the Executive Office of the President, so that future Presidents will be able to
change it to suit their needs as easily as they can change the furniture in the Oval Office.

Under the leadership of Vice President Gore, we have used information technology to
bring government closer to citizens in many other ways. People are now using U.S. government
websites to file their taxes, compare their Medicare options, and find good jobs. They’re tapping
into the latest health research, browsing the vast collections of the Library of Congress, and
following along with NASA’s missions in outer space. And we’re in the process of creating a
single, customer-focused website — www firstgov.gov -- where Americans can find every on-line
resource offered by the federal government.

But we must do more to ensure that the benefits of the information revolution flow to
every American. That means working to close the digital divide, to put computers in every
classroom, and to train our teachers to make the most of them. We must also pay attention to the
issues of computer security and privacy, so that the newest technology doesn’t undermine our
oldest values.

Eighty-one years ago this week, Woodrow Wilson became the first President to
communicate by radio. On his way home from Europe, President Wilson used the radio, after
several unsuccessful efforts, to call the young Franklin Roosevelt, then Assistant Secretary of the



Navy back in Washington. It wasn’t immediately clear how this new technology would be used,
or that in 15 years, Roosevelt as President would be making radio broadcasts that 80 percent of
the nation would hear. But it was clear that a new door to the future had opened.

We are at just such a moment again today — and the new White House website is just one
small step toward bringing government more fully into the Information Age. We have barely
begun to understand how information technology will change our lives. But those of us in
government have a responsibility to use these new tools to expand the reach of democracy and
give more people a chance to live out their dreams.

I’ll see you online at whitehouse.gov. And thanks for logging on.

#HH
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So, anyway, we’ve come a long way. And I'd like to give you some sense of history about this,

because interestingly enough, this gathering at the White House, which I think is truly historic, is in a

line of such developments in this house that has shaped our country’s history of communications and
networking. One hundred and thirty-nine years ago, here at the White House, America celebrated our

first technological re_y__olutlon here in communications. That was the year Queen Victoria sent the very

first transatlantic telegraph transmission to President Buchanan, right here. And later, the first \&Y
telephone in Washington, DC, was located in a room upstairs, the same room in which Woodrow — —
Wilson managed the conduct of America’s involvement in World War I. So we’ve seen a lot of

interesting technological developments over time in the White House.

Now we celebrate the incredible potential of the Internet and the World Wide Web. When I first
became President, which wasn’t so long ago, only physicists were using the World Wide Web. Today,
as Lou said, there are about 50 million people in 150 countries connected to the information
superhighway. There will be 5 times as many by the year 2000, perhaps more, doing everything
conceivable. We cannot imagine exactly what the 21st century will look like, but we know that its
science and technology and its unprecedented fusions of cultures and economies will be shaped in
large measure by the Internet.

We are very fortunate to have with us today, together for the very first time at the White House, the
four individuals who gave birth to the Internet: Vincent Cerf and Bob Kahn, who were critical to the
development of the Internet in the 1970’s; Tim Berners-Lee, who invented the World Wide Web,
which brought the Internet into our homes, offices, and schools; and David Duke, who headed the
team that invented the fiber optic cable which made high-speed Internet connections possible. Their
groundbreaking work has done more to shape and create the world our children will inherit than
virtually any invention since the printing press. And I would like to ask all four of them to stand and
be recognized now. [Applause]

The report which is being released and work that has been done is our effort to meet the challenge to
make the Internet work for all of our people. Within a generation, we can make it so that every book
ever written, every symphony ever composed, every movie ever made, every painting ever painted, is
within reach of all of our children within seconds with the click of a mouse—which was "black eye"
in the crossword puzzle yesterday. [Laughter]

Now, this potential is nothing short of revolutionary. The Vice President and I are working to connect
every classroom and school library to the Internet by the year 2000 so that for the first time, all the
children, without regard to their personal circumstances, economic or geographical, can have access
to the same knowledge in the same time at the same level of quality. It could revolutionize education
in America. And many of you are helping on that, and we are grateful.

We've also included $300 million in our new balanced budget plan to help build the next generation
Internet so that leading universities and national labs can communicate in speeds 1,000 times faster
than today, to develop new medical treatments, new sources of energy, new ways of working
together.

But as has already been said, one of the most revolutionary uses of the Internet is in the world of
commerce. Already we can buy books and clothing, obtain business advice, purchase everything from
garden tools to hot sauce to high-tech communications equipment over the Internet. But we know it is
just the beginning. Trade on the Internet is doubling or tripling every single year. In just a few years,
it will generate hundreds of billions of dollars in goods and services.
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If we establish an environment in which electronic commerce can grow and flourish, then every
computer will be a window open to every business, large and small, every [p.1005] where in the world.
Not only will industry leaders such as IBM be able to tap in to new markets, but the smallest start-up
company will have an unlimited network of sales and distribution at its fingertips. It will literally be
possible to start a company tomorrow and next week do business in Japan and Germany and Chile,
all without leaving your home, something that used to take years and years and years to do. In this
way, the Internet can be and should be a truly empowering force for large- and small-business people
alike.

But today, we know electronic commerce carries also a number of significant risks that could block
the extraordinary growth and progress from taking place. There are almost no international
agreements or understanding about electronic commerce. Many of the most basic consumer and
copyright protections are missing from cyberspace. In many ways, electronic commerce is like the
Wild West of the global economy. Our task is to make sure that it’s safe and stable terrain for those
who wish to trade on it. And we must do so by working with other nations now, while electronic
commerce is still in its infancy.

To meet this challenge, I’'m pleased to announce the release of our new framework for global
electronic commerce, a report that lays out principles we will advocate as we seek to establish basic
rules for international electronic commerce with minimal regulations and no new discriminatory
taxes. Because the Internet has such explosive potential for prosperity, it should be a global free-trade
zone. It should be a place where Government makes every effort first, as the Vice President said, not
to stand in the way, to do no harm.

We want to encourage the private sector to regulate itself as much as possible. We want to encourage
all nations to refrain from imposing discriminatory taxes, tariffs, unnecessary regulations,
cumbersome bureaucracies on electronic commerce.

Where Government involvement is necessary, its aim should be to support a predictable, consistent,
legal environment for trade and commerce to flourish on fair and understandable terms. And we
should do our best to revise any existing laws or rules that could inhibit electronic commerce. We
want to put these principles into practice by January Ist of the year 2000.

Today I am taking three specific actions toward that goal and asking the Vice President to oversee our
progress in meeting it.

First, I'm directing all Federal department and agency heads to review their policies that affect global
electronic commerce and to make sure that they are consistent with the five core principles of this
report.
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Second, I’'m directing members of my Cabinet to work to achieve some of our key objectives within
the next year. I'm directing the Treasury Secretary, Bob Rubin, to negotiate agreements where
necessary to prevent new discriminatory taxes on electronic commerce. I'm directing our Ambassador
of Trade, Charlene Barshefsky, to work within the WTO, the World Trade Organization, to turn the
Internet into a free-trade zone within the next 12 months, building on the progress of our landmark
information technology agreement and our global telecommunications agreement, which eliminated
tariffs and reduced trade barriers on more than one trillion dollars in products and services. I'm
directing Commerce Secretary Daley to work to establish basic consumer and copyright protections
for the Internet, to help to create the predictable legal environment for electronic commerce that we
need and to coordinate our outreach to the private sector on a strategy to achieve this. I'm also
directing the relevant agencies to work with Congress, industry, and law enforcement to make sure
Americans can conduct their affairs in a secure electronic environment that will maintain their full
trust and confidence. Next week, Secretary Daley and Ira Magaziner will lead a delegation to Europe
to present our vision for electronic commerce to our European trading partners.

Third, I call on the private sector to help us meet one of the greatest challenges of electronic
commerce, ensuring that we develop effective methods of protecting the privacy of every American,
especially children who use the Internet. Many of you have already begun working with Chairman
Pitofsky and Commissioner Varney at the Federal Trade Commission on this issue. I urge you to
continue that work and to find new ways p.1006] to safeguard our most basic rights and liberties so that
we can trade and learn and communicate in safety and security.

Finally, it is especially important, as I said last week, to give parents and teachers the tools they need
to make the Internet safe for children. A hands-off approach to electronic commerce must not mean
indifference when it comes to raising and protecting children. I ask the industry leaders here today to
join with us in developing a solution for the Internet as powerful for the computer as the V-chip will
be for television, to protect children in ways that are consistent with the first amendment.

Later this month, I will convene a meeting with industry leaders and groups representing Internet
users, teachers, parents, and librarians to help parents protect their children from objectionable
content in cyberspace. Today we act to ensure that international trade on the Internet remains free of
new discriminatory taxes, free of tariffs, free from burdensome regulations, and safe from piracy.

In the 21st century, we can build much of our prosperity on innovations in cyberspace in ways that
most of us cannot even imagine. This vision contemplates an America in which every American,
consumers, small-business people, corporate CEO’s, will be able to extend our trade to the farthest
reaches of the planet. If we do the right things now, in the right way, we can lead our economy into an
area where our innovation, our flexibility, and our creativity yield tremendous benefits for all of our
people, in which we can keep opportunity alive, bring our people closer to each other, and bring
America closer to the world. I feel very hopeful about this, and I assure you that we will do our part
to implement the principles we advocate today.

Thank you very much.

Note: The President spoke at 3:08 p.m. in the East Room at the White House. In his remarks, he
referred to Louis Gerstner, chairman and chief executive officer, IBM; and Macadara MacColl,
managing director, Parent Soup.

Source: United States. Executive Office of the President, Weekly Compilation of Presidential Documents, Week Ending Friday, July 4,

1997 (Washington, D.C.: U.S. Government Printing Office, 1997), 33:1003-1006
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Remarks Announcing the Electronic Commerce Initiative,
July 1, 1997

Thank you very much, Mr. Vice President. For those of you who did not know what he was talking
about, we went to a Broadway show last night, and there were three guys in the show who did the
Macarena in the show. So after it was over, I thought it only fair when the Vice President spoke they
come up and do the Macarena while—it was sort of background music, you know. [Laughter]

Lou Gerstner, thank you for being here. That was a remarkable statement, and the Vice President
gave you a remarkable introduction. I never before thought of you as a gazelle, but I always will now.
[Laughter]

Thank you, Macadara MacColl, for the work you do and for the fine words you spoke. To the
members of the Cabinet and the administration and people here from industry and consumer groups, I
thank all of you. I especially want to thank for this remarkable report all the agencies who worked on
it and, in particular Ira Magaziner, who did a brilliant job in bringing everybody together and working
this out over a very long period of time. And we thank you for what you did on that. Thank you all. 1
thank the Members of Congress for being here, Congressmen Gejdenson, Gordon, Markey, and
Flake, and for their interest in these issues.

I had two disparate experiences in the last few days that would convince a person of limited
technological proficiency, like myself, that the world is changing rather dramatically. You have to
remember now, the Vice President coined the term information superhighway 20 years ago, back
when I didn't even have an electric typewriter. [Laughter] But anyway, I had these two experiences
which were very interesting to me. It's sort of a mark of how our world is changing.

As you may have seen in the press, the oldest living member of my family, my great uncle, passed
away a few days ago, and so I went back to this little town in Arkansas where [ was born. And when 1
got there late at night, I drove out in the country for a few miles to my cousin's house where the
family was gathering. And she has a son who is in his mid-thirties now who lives in another small
town in Arkansas, who, after we talked for 5 minutes, proceeded to tell me that he played golf on the
Internet several times a month from his small town in Arkansas with an elderly man in Australia who
unfailingly beat him. [Laughter] An unheard of experience just a few years ago. He knows this guy.
He's explaining to me how he finds this man.

Then he says, "My brother likes to play backgammon on the Internet, and it got so I couldn't talk to

him. But now I know how I can go get him out of his game, and he can go find a place to come have
a visit with me, and they can hold the game while we have an emergency talk." I mean, these whole
conversations, the way people—it was just totally unthinkable a few years ago.

And then Sunday, the New York Times crossword puzzle—I don't know if you saw it, but it was for
people like me. It was entitled "Technophobes.” [Laughter] And I'm really trying to overcome my
limitations. I'm technologically challenged, and I'm learning how to do all kinds of things on the
computer because Chelsea is going off to school, and I need to be more literate. But you ought(p.1004)
to go back and pull this, all of you who are now into cyberspace, and see if you can work your way
back to another world because they had high-tech clues with common answers. Like floppy disk was
a clue; the answer was frisbee. [Laughter] Hard drive was a clue; the answer was Tiger's tee shot.
[Laughter] Digital monitor was the clue; the answer was manicurist. [Laughter]
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Proclamation 7164—National Consumer Protection Week, 1999,
January 29, 1999

By the President of the United States
of America
A Proclamation

Consumers are too often the target of unfair, deceptive, or fraudulent practices. Modern advances in
telecommunications and marketing technology have dramatically increased both the sophistication
and the potential threat of such practices. Perpetrators of fraud can reach consumers across the
country through the Internet, on television, the telephone, or by direct mail, misrepresenting
themselves as legitimate business people. Because their proposals appear legitimate, these
unscrupulous operators frequently succeed in cheating vulnerable consumers out of hard-earned
dollars.

One of the most damaging fraudulent practices is credit fraud. Credit fraud—stealing credit cards or
credit identities and cheating consumers through deceptive or abusive lending practices—can be
difficult to recognize. Fraudulent credit transactions are often complicated and can occur when
perpetrators hide or fail to disclose essential information to consumers. By stealing consumers’ credit
identities, criminals can run up huge debts and ruin their victims' credit records. And credit fraud
costs all of us in higher interest rates and fees.

The best defense we have against credit fraud is education. The Federal Trade Commission (FTC),
the National Association of Consumer Agency Administrators, the U.S. Postal Inspection Service, the
American Association of Retired Persons, the National Consumers League, the Consumer Federation
of America, and the National Association of Attorneys General are working in partnership to inform ~
Americans about the dangers of credit fraud. As part of this effort, the FTC and its partners offer
information on-line, by telephone, and in writing to alert consumers about the warning signs of credit
fraud and how to protect themselves against it. The FTC, in cooperation with State Attorneys General
and the Internal Revenue Service, is also actively prosecuting credit fraud cases that target some of
our most vulnerable citizens.

I encourage all Americans to learn more about credit fraud, to read their credit reports carefully, to
protect such personal information as their bank account, credit card, and Social Security numbers,
and to know how to recognize the characteristics of fraudulent proposals. By using credit wisely and
remaining alert to the possibility of credit fraud, we can better protect the well-being of our families
and preserve our financial health and security.

Now, Therefore, I, William J. Clinton, President of the United States of America, by virtue of the
authority vested in me by the Constitution and the laws of the United States, do hereby proclaim
January 31 through February 6, 1999, as National Consumer Protection Week. I call upon
government officials, industry leaders, consumer advocates, and the American people to participate in
programs that foster credit literacy and raise public awareness about the dangers of credit fraud and
other deceptive and fraudulent practices.

In Witness Whereof, I have hereunto set my hand this twenty-ninth day of January,[p.152] in the year
of our Lord nineteen hundred and ninety-nine, and of the Independence of the United States of
America the two hundred and twenty-third.

William J. Clinton
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On July 26, 1775, members of the Second Continental Congress, meeting in
. Philadelphia, agreed ". .. that a Postmaster General be appointed for the
z United States, who shall hold his office at Philadelphia, and shall be allowed a
salary of 1,000 dollars per annum . ..."

That simple statement signaled the birth of the Post Office Department, the
predecessor of the United States Postal Service and the second oldest department or
agency of the present United States of America.

Click Here to Return to the Table of Contents

%folonial Times U
n early colonial times, correspondents depended on friends, merchants, and Native

Americans to carry messages between the colonies. However, most correspondence
ran between the colonists and England, their mother country. It was largely to handle
this mail that, in 1639, the first official notice of a postal service in the colonies

. appeared. The General Court of Massachusetts designated Richard Fairbanks' tavern
in Boston as the official repository of mail brought from or sent overseas, in line
with the practice in England and other nations to use coffee houses and taverns as
mail drops.

Il

Local authorities operated post routes within the colonies. Then, in 1673, Governor
Francis Lovelace of New York set up a monthly post between New York and

. Boston. The service was of short duration, but the post rider's trail became known as
the Old Boston Post Road, part of today's U.S. Route 1.

William Penn established Pennsylvania's first post office in 1683. In the South,
private messengers, usually slaves, connected the huge plantations; a hogs head of
tobacco was the penalty for failing to relay mail to the next plantation.

Central postal organization came to the colonies only after 1691 when Thomas
Neale received a 21-year grant from the British Crown for a North American postal
service. Neale never visited America. Instead, he appointed Governor Andrew
Hamilton of New Jersey as his Deputy Postmaster General. Neale's franchise cost
him only 80 cents a year but was no bargain; he died heavily in debt, in 1699, after
assigning his interests in America to Andrew Hamilton and another Englishman, R.
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Record Type: Non-Record
To: Joshua S. Gottheimer/WHO/EOP@EOP
cc: Peter P. Swire/OMB/EOP@EOP, Glenn R. Schlarman/OMB/EOP@EOQP, Richard A.

Clarke/NSC/EOP@EOP, Jeffrey A. Hunker/NSC/EOP@EOP
Subject: Suggestion that Podesta Describe Critical Infrastructure Funding Issues in Wiretap Remarks

Additionally, we’ve taken action to ensure that what should be private, stays private,
including the medical and financial records of our citizens. And we’ve taken steps to ensure
that the appropriate cyber security measures are included as part of all government computer
systems. Unfortunately, Congress has thus far denied funding for some important additional
steps requested by the President, such as an internal expert review team or an intrusion
detection system for the non-defense agencies or programs to attract computer security
experts to Federal service.

Forwarded by Joshua Gotbaum/OMB/EOP on 07/11/2000 01:27 PM

JOSHUA

As we discussed, what about a paragraph noting that the Congress hasn't always funded our
cyber-security requests? Both Sylvia and | think it should be considered by John.

Peter P. Swire

. Peter P. Swire
- 07/11/2000 10:19:556 AM
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To: See the distribution list at the bottom of this message

cc: Lauren B. Steinfeld/ OMB/EOP@EOP, Stephen J. FuzesiiOMB/EOP@EOP, Maria Pope/OMB/EOP@EOP,
Charlotte Knepper/NSC/EOP@EOP
Subject: DRAFT--Podesta Wiretap Remarks. Comments pls to Gottheimer 62554.

Attached is the first draft back from the speechwriter for John Podesta's speech at the National
Press Club on Friday on wiretapping and updating law enforcement authorities for the Intermet age.

The speech will likely include a longer discussion of encryption, if the clearance process on
encryption has a deliverable policy in time for Friday. The current likely position seems to be to match the
recent E.U. announcement, so that there would be a "free trade" zone for encryption products for the E.U.
plus 8 countries, with: (1) no continued distinction between government and non-government users; (2) no




continued distinction between retail and non-retail products; and (3) an ability to ship immediately rather
than after a 30 day delay.

We are working on a fact sheet/press paper to accompany the speech.

Also attached is the legislative package that just went into inter-agency clearance this morning.
The package reflects considerable discussion in the inter-agency working group over the past several
months, as well as John's guidance on what elements from that larger proposal should be in the
Administration bill. The plan is to get comments by this Thursday, but not to expect transmittal until

sometime next week.

K

doj-cybersecurity. wp
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More than a hundred and fifty years ago, not too far from where we sit today, Samuel
Morse sent the first telegraph message. With the touch of a finger, he broke down geographic
barriers that had long kept us apart, opening up a world of possibility that was never even
imagined just a few years before.

Morse’s invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the
White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give a person’s voice -- not just his words — a way
to travel.

Today, the great revolution in science and technology continues. Just last month, we
announced a major breakthrough in science — the completed map of the entire human genome.
With this map in hand, we could one day eradicate many of the most deadly diseases known to
man. That map wouldn’t have been possible without the computers and shared information over
the Internet. From small towns to big cities, the Internet is brining millions of people closer
together, giving them new ways to find information and to stay in touch. When it was invented
just thirty years ago, there were just two computers exchanging very simple messages. Now
there are almost 50 million households online, all with same access t0 a reservoir of information
_ from Shakespeare’s first sonnet to the remarkable photos just taken of Mars.

This new potential also brings new risks. Because we are so interconnected, more people
now have easier access to our most personal information — from bank statements to our medical
history. International narcotics traffickers can communicate with each other via computer
messages. Hackers can destroy cyber-property by defacing homepages and maliciously

manipulating private information.

The Internet, like Morse’s telegraph, brings with it new found hope and opportunity. But
with this opportunity comes new challenges to our most fundamental values — and the need for
new laws and new protections to maintain them. Over the last seven and a half years, our
Administration has taken steps to keep our laws and policies in line with the latest advances in
technology. To combat cyber-terrorism, we’ve introduced new legislation, coordinated public-
private partnerships, and increased law enforcement efforts. We’ve also taken action to ensure
that what should be private, stays private, including the medical and financial records of our
citizens. As Supreme Court William Taft once said, “Time works changes ... [it] brings into
existence new conditions and purposes.”

Today I want to talk to you about another step we should take to keep our laws consistent
with the latest advances — the updating and harmonization of existing wire tapping laws. The
fundamental debate over these laws is rooted in the Fourth Amendment of the Constitution,
which states: “The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated.” In 1787, a person’s most
important “papers and effects” -- like diaries and letters -- were almost undoubtedly in their
home or place of business. Our “papers and effects” were thus protected by the requirement ofa



warrant before the state could enter and search. But with advances in technology, people no
longer relied solely on paper and pen to communicate with one another. By the turn of the 20"
Century, people were using the telephone for personal calls and business transactions. [And
today they’re relying on the Internet.] Over the years, this has forced a debate in Congress and in
the Courts over the application of the Fourth Amendment. In the 1928 Olmstead case, the
Supreme Court found that conversations over the telephone were not protected by the Fourth
Amendment, and therefore wiretapped conversation could submitted as evidence. Judge
Brandeis disagreed and argued that, “There 1s, in essence, no difference between the sealed the
letter and private telephone message.” The 1968 Court agreed with Brandeis, when it ruled in
Katz vs. the United States that an individual’s phone conversation was protected by the Fourth
Admendment, and therefore inadmissable in court proceedings. The Katz precedent is still

The court overruled because the began utilizing the telephone As With the invention
fthat These laws were first debated before the Supreme Court, soon after the invention of the
telephone in the 1928 Olmstead case. In their opinion, the Court ruled that there was no
assumption of privacy over a telephone line. when the majority of the Court

While the debate over these laws dates back to the early part of the 20" Century, the
fundamental question is rooted in the Constitution. The debate over these laws is rooted are
laws that have been debate over these laws is rooted in the constitution.

At the heart of the debate/ question is 4™ amendment laws is the 4" Amendment of

history

One of the greatest challenges of any era of progress is to strike a balance between
protecting privacy and civil liberties — while, simultaneously, ensuring that government and law
enforcement have the tools they need to safeguard that privacy. That’s a challenge that our
forefathers grappled with when they wrote the Constitution, and one that our government and
courts have struggled with ever since.

But circumstances require us to rise to the challenge of each new era. a And the real
challenge is achieve that equilibrium without standing in the way of progress. At the heart of
this issue stand the 4" AmendemThe balance — 4" amendment ... today I’m here to talk to you
about a step that crucial in that balance — wiretapping issue. That’s a law that needs to be
updated. Go by different cases.
to keep our laws and our government in synch with our progress

In the right hands, the computer has become an indispensible tool for education, personal
and commercial business, research and development. But in criminal hands, the same computer
becomes a tool of destruction.. Advances in technology also gives new tools to criminals and
terrorists to get info and spread it and ...



Technology is opening up a new world of possibility, but it is also challenging our
privacy in ways we might never have imagined just a few years ago. That is why, over the last
seven and a half years, our Administration has taken steps to protect the privacy of all
Americans: We challenged the Internet industry to work with us to raise privacy standards,
including steps to protect the privacy of children on-line. President Clinton proposed the first set
of national standards to protect the privacy of on-line medical records. And the President
proposed legislation to protect the privacy of Americans’ financial records.

Today I want to talk to you about

— and a host of new challenges and new questions. And in many cases, they for new
laws and for new protections, and to the laws we live by. Privacy and balance

Most importantly, he set in a motion a technological revolution that would lead to first

Technology is changing so rapidly — key is Great potential/ progress/ discovery also brings great
responsibility, new challenges. Just last week discovered human genome — [see genome speech].
That’s something that our country and our courts have responded to since our founding, and it’s
something we will continue to do as we evolve as a nation. Over the last 7 years, w/ the
advances medicine and technology, we’ve done x, vy, z.

Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement,
medical privacy, signed eo ... ) ... as judge brandeis said, ** update our laws”

We know that we have to make cyberspace open and free. We have to make, at the same time,
computer networks more secure and resilient, and we have to do more to protect privacy and
civil liberties.

One area that’s always been at the forefront of concern has been privacy (4™ amendment privacy
principles). Particularly true w/ laws that directly relate to our civil liberties — law enforcement
(balance), and wire tapping. Historically been a 4™ amendment issue, which states X. key has
always been balance: between public good and civil liberties.

In updating enduring constitutional values for the computer age, we need to assure that our
citizens’ personal data and communications are appropriately protected.

We recognize that information technology is changing rapidly and constantly providing both new
security capabilities and challenges. We will never reach a *“perfect solution.”

Original intent of forefathers

Here of course technology is always changing.



In the 18XX... the threshold for invasion privacy — protection privacy, home, diary ... assume
whether or not in a sphere of privacy.

Over time it has been updated:
In 1920, when first seminal case on tapping heard — olmstead. At that time, only

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there
were websites at the time. Title III out of that. Email.

In 1986, ... something I worked on closely ... cell phones ... passed x law to keep up w/ nascent
web ... ECPA. Forward looking at the time.
That law says:

But now — times have indeed changed again. We need to change w/ them, like our forefather
did, and at other seminal moments in our history. Since 1986, x websites have been created.
More than 2.2M cable modem subscribers. Then there were only 50... now over 5S0M. But the
law still says x. It’s easier today for fed officials to gain access to my grandmother’s cookie
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law
from 1984 says 10 days. Don’tneed x, v, ...

Law enfrocment may obtain the legal authority to access a suspects’ communications or dta

We need to update our law — harmonize them. So that equal laws for electronic tapping as wire
tapping. so we can strike that balance — where cable not too difficult. Email not so easy. Privacy
vs. law enforcement — so if drug, child porn.

We should update our laws so they do: x, y, z

Conclusion

In the early years of our republic, Thomas Jefferson said, “America’s institutions must move
forward hand-in-hand with the progress of the human mind.” Today, the progress of the human

mind is certainly racing forward at break-neck speech. We must work together to ensure that our
democracy/ and our laws keep pace. “
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Thank you for that kind introduction. On several occasions I've had the oppormmty to
address gatherings of the National Italian American Foundation. Whether in Washington DC or
Rome, I always feel right at home.

It obviously wasn’t a tough sell to get me over here. Of course, I wanted to see all of you
. tour Rome in its millennial splendor, and bask in the Italian sun. But, to be honest, this trip
was really an excuse to spend a few waking hours with my wife, Mary Podesta, who you’ll get to
hear from later.

It’s always nice to have an opportunity to get back to your roots. My grandfather,
Antonio Podesta, was born in N¢, a small town near Genoa. He labored in the shipyards of
Genoa, until he moved to America in the late 1890s. It was near Genoa where my grandmother,
— Francesca, perfected her pesto, cima, and ravioli. And where my grandparents learncd the
importance of family and of community, the benefits of tradition and culture, and the meaning of
hard work.

These are values that were passed on to me, and to many Italians, in cities across the
globe — from the Northwest Side of Chicago... to right here in Rome. They are the values that
organizations like NIAF were built on and that many of us hope to pass on to our children. They
have not only led to Italy’s progress, but have contributed to its role as a world leader and
innovator.

Time and again Italy has been out in front. During the 15™ Century, in the face of doubts
and danger, the Italian explorer Christopher Columbus set sail across vast oceans for the riches
of the New World. Even then, international trade playcd a fundamental role in Italy’s economy.
Two centuries later, the Italian astronomer and inventor, Galileo Galilei, advanced the laws of
mathematics and phys1cs over the teachings of the church. And, in the early 20" Century, the
Nobel Prize-winning physicist, Guglilelmo Marconi, defied all odds when he sent the first ever
short wave wireless radio transmission.

Today, in the dawn of the 21™ Century, that innovative spirit still shines brightly on Italy.
But, from the coast of Genoa... to the lagoon of Venice, from the mountains of the Alps to the
hills of Sicily, both the pace of that progress and the nature of those challenges have changed.
Moderm advances in science and technology have erased borders, bringing people from all
nations closer together, forming an interconnected, global community. This afternoon, I want to
S talk to you about the opportunities, impact, and responsibilities that come with this change — not
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just here in Italy, but all over the world. I can’t compete with Mario Gabelli and the last panel on
tips to make money, but I do hope I can add a few thoughts about how we build not only a new
economy, but one that respects our old values.

We are all part of this new economy;, in this new world: an economy in which wealth
derives not only from the ore in the ground or the might of our factories, but from the power of
our minds. A world in which nations are linked through luminous ties of commerce and
communications. A world in which hall a million airline passengers, 1.4 billion e-mail
messages, and $1.5 trillion dollars cross national borders every single day.

Globalization is tearing down barriers between nations, economies, and cultures — and
building nctworks that link our fates togethcr. It is revolutionizing the way we work, live, and
relate to each other across national boundaries. Communications technology and the Internet are
opening trade in services and ideas and transmitting knowledge to the most remote reaches of the
planet.

What is at stake for us in the 21* Century is whether we can have an intcrnational
economy that works for all of us — that spurs growth, lifts lives, and sustains the environment.
We must forge a trading system that honors the values we hold so dear. We can neither resist
economiic change — nor simply tell people to fend for themselves. We must build a global
economy with a human face. We need to ensure that working people everywhere feel that they
have a stake in global trade, a place for decent work, and a chance at a better life. To get there,
Jeaders from business, government and civil society are going to have to come together —and
recognize that globalization and information technology have made us all interdependent.

A strong global trading system is good for all the nations of the world. It is certainly _
good for America, where our surging exports create millions of new jobs. The United States has
4 percent of the world’s people and 22 percent of its wealth. Our cutting edge industries, from
software to aerospace to biotech to motion pictures, lead the world.

But it cannot be that a few of us live on the cutting edge while too many live on the bare
edge of survival. Right now, 6 billion people livc on our planct. 3 billion live on lcss than $2a
day, 1.3 billion people survive on $1 a day or less, which the UN defines as absolute poverty.
125 million children of grammar school age don’t attend school. Thce global community cannot
survive as a tale of two cities: one modern and integrated, a cell phone in every hand and a
McDonalds on every comer, the other mircd in poverty and increasingly resentful of the world
passing by. That’s why we must work together to ensure that developing countries have the
capability to take advantage of the explosion of technology and the growth of international trade.

We need a global economic system that tcars down barricrs of trade, builds new
opportunities, invests in cducation and health care, spreads information technology to villages as
well as villas, raises prosperity, and lifts lives in every country on every continent. That’s why
President Clinton worked to pass the Trade and Development Act, which will expand our access
to Sub-Saharan Africa, and to the Caribbean Basin. And why we are fighting so hard to bring
China into the WTO and to pass Permanent Normal Trade Relations for China. And why we are
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grow stronger. But the very forces that makec this a time of hope also carry the portent of risk

and division. We must not be so dazzled by the bright promise of technology, and the velocity of
prosperity, that we lose sight of our fundamental values: to strengthen work and family at

home... to foster peace, freedom, and prosperily abroad... to enhance opportunity for all pcople.
These are values that many of us share — native Italian, or Italian-American. They have
contributed to Italy’s success ... they have led to America’s prosperity... and they are helping to
build a stronger, more interconnected world. Thank you.
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This week millions of Americans are waiting in line to buy a hotly anticipated book. No
it’s not Harry Potter. [hold up book] 1t’s actually Protecting Electronic Messaging by John
Podesta -- a book I wrote when I was on the Hill a few years ago. I’ll be signing copies after the
speech. Buy one for each of your children.

More than a hundred and fifty years ago, not too far from where we sit today, Samuel
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time
and space, opening up a world of possibility that wasn’t even imagined just a few years before.

Morse’s invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the
White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give voice -- not just words — a way to travel.

Today, the great revolution in communication technology continues. From small towns to
big cities, the Internet is bringing millions of people closer together, giving them new ways to
find information and to stay in touch. When it was invented thirty years ago, there were just two
computers exchanging very simple messages. Now there are almost 50 million households
online, all with the same access to a remarkable reservoir of information — from Shakespeare’s
first sonnet to the remarkable photos just taken of Mars.

The Internet, like Morse’s telegraph, brings with it new found hope and opportunity. But
it also brings new challenges to our most fundamental values — and the need for new laws and
new protections to maintain them. Because we are so interconnected, more people now have
easier access to our most personal information — from bank statements to our medical history.
International narcotics traffickers can communicate with each other via computer messages.
Hackers can destroy cyber-property by defacing homepages and maliciously manipulating
private information.

Over the last seven and a half years, our Administration has worked to buid a framework
for trust and security in this new world of electronic networks. We recognize that it is the private
sector, that must lead in implementing network and cyber secirity. We know that the
governments needs to taken-stepsto-keep our laws and policies in line with the latest advances in
technology. Privacy and civil liberties much be strengthened by all our actions.

The framework we are building has many parts. To combat cyber-terrorism, we’ve
introduced new legislation; increased law enforcement efforts, and coordinated public-private
partnerships to build security and trust in online activities. Just this February, in his Cyber
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This week millions of Americans are waiting in line to buy a hotly anticipated book. No
it’s not Harry Potter. [hold up book] 1t’s actually Protecting Electronic Messaging by John
Podesta -- a book I wrote when I was on the Hill a few years ago. I’ll be signing copies after the
speech. Buy one for each of your children.

Today I want to return to some of the topics from my not-quite best-selling book —
particularly the issue of how to protect privacy and civil liberties, while also protecting public
safety in an electronic age. There are three prevailing themes in this discussion: The first is how
to update our laws and practices in the face of changing technology. The second is how to
harmonize and bring consistency to the rules for law enforcement access to our different forms
of communication. Finally, is how to both protect privacy and civil liberties online, while also
protecting public safety.

To understand what these themes mean today we have to go back to the history.

More than a hundred and fifty years ago, not too far from where we sit today, Samuel
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time
and space, opening up a world of possibility that wasn’t even imagined just a few years before.

[Morse'’s invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in
the White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give voice -- not just words — a way to travel.]

Today, the great revolution in communication technology continues. From small towns to
big cities, the Internet is bringing millions of people closer together, giving them new ways to
find information and to stay in touch. When it was invented thirty years ago, there were just two
computers exchanging very simple messages. Now there are almost 50 million households
online, all with the same access to a remarkable reservoir of information — from Shakespeare’s
first sonnet to the photos just taken of Mars.

The Internet, like Morse’s telegraph, brings with it new found hope and opportunity. But
it also brings new challenges to our most fundamental values — and the need for new laws and
new protections to maintain them. Because we are so interconnected, more people now have
easier access to our most personal information — from bank statements to our medical history.
International narcotics traffickers can communicate with each other via computer messages.



Hackers can destroy cyber-property by defacing homepages and maliciously manipulating
private information.

Over the last seven and a half years, our Administration has worked to build a framework
for trust and security in this new world of electronic networks. We’ve taken action to ensure that
what should be private, stays private, including the medical and financial records of our citizens.
And to combat cyber-terrorism, we’ve introduced new legislation, increased law enforcement
efforts, and coordinated public-private partnerships to build security and trust in online activities.
This February, in his Cyber Security Summit, the President emphasized the primary role and
responsibility of the private sector in ensuring computer and network security. As you know,
most computers and networks that we rely upon every day are owned and operated by the private
sector. It’s only right that they — not the government -- take the leading role in making security a
standard part of the Intemnet.

The private sector is also taking a leading role in using strong encryption to guarantee the
security and privacy in electronic messages. Our Administration has already moved to liberalize
our export controls on encryption, allowing more companies to export the technology to more
end users. And we’ve done so while maintaining the structure necessary to protect our national
secunty.

Today we are taking a significant new step to update our export controls. Under new
government regulations, we’re taking down the barriers that prevent corporations from exporting
encryption to governments and businesses in the European Union and eight other trading
partners. We're also speeding up the time-to-market, by eliminating the thirty-day waiting
period for exporting encryption goods.

But the private sector can’t do it alone. The government also needs to protect its own
systems from security risks, such as hacker attacks and computer viruses. Our Administration
has already taken action to ensure that the appropriate cyber security measures are included as
part of all government computer systems. For one thing, we will not authorize one dime of
spending on government computer systems unless good security measures are in place.
Moreover, the President has asked Congress for additional funding, to detect computer attacks, to
hire and train more security experts, and to create an internal expert review team. Unfortunately,
Congress is standing in the way of our efforts, by refusing to supply the critical funds needed to
put these initiatives in place. If Congress is preparing for the 21 Century, they’re doing it at a
19" Century pace. We think Congress should pick up the pace and provide the protections that
are essential to America’s cyber security.

Supreme Court Justice Louis Brandeis once said, “Time works changes ... [it] brings into
existence new conditions and purposes.” I want to talk to you about another step we should take
to build the framework of cyber security and trust: keeping our laws consistent with the latest
advances by the updating of existing wiretap laws. At the heart of the issue 1s the Fourth
Amendment, which states that, “The right of the people be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures.”
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In 1787, a person’s most important “papers and effects” -- like diaries and letters -- were
almost undoubtedly in their home or place of business. These papers were protected by the
requirement of a warrant before the state could enter and search. But over time, with advances in
technology, people no longer rely solely on paper and pen to communicate with one another. By
the turn of the 20" Century, people were using the telephone for personal calls and business
transactions. By the 1980s, Americans were using e-mail. Looking ahead, even more of our
“papers and effects,” like word processing software and files, may be kept outside of the home.
These advances in technology have forced an ongoing debate in Congress and in the Courts over
the application of the Fourth Amendment.

In the 1928 Olmstead case, the Supreme Court found that conversations over the
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation
could be submitted as evidence. [Judge Brandeis disagreed and argued that, “‘There is, in
essence, no difference between the sealed letter and private telephone message.” Wiretaps of
phones, Brandeis argued, invaded the privacy of people on both ends of the line — the same
privacy the framers intended to protect with the Fourth Amendment.)

The 1968 Court agreed with Brandeis, when it ruled in Katz vs. the United States that an
individual’s phone conversation was protected by the Fourth Amendment, and therefore
inadmissible in court proceedings. Later that year, Congress responded to the Court’s decision
by passing new legislation with strict standards for all wiretaps.

Title I1I of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it
required detailed annual reports on the number and nature of all taps. Most significantly, Title
I11 ruled that any information attained outside the parameters of the law was inadmissible in
court.

Title III remained relatively untouched until the 1980s, when cellular telephone service,
e-mail, and other computer-to-computer communication began to put new demands on the 1968
law. Title III of the 1968 law only applied to wire and voice communications — not to wireless
phone conversations or e-mail. But by 1984, there were more than 7,000 Americans using
cellular phones, and more than 400,000 logging onto electronic mail.

In response, under the leadership of Senator Leahy, Congress once again updated its laws
to keep pace with changing technology. Before the 1968 Electronic Communications Privacy,
ECPA, the government could use an electronic wiretap to monitor an individual’s e-mails with a
mere subpoena. ECPA changed that, and put in place many of the protections the courts had
given to phone conversations two decades earlier.

ECPA did several things: it made clear that wireless voice communications were covered
to the same degree as wire voice communications. [/t extended some, but not all, privacy
protections to electronic communications intercepted in real-time. It set standards for access to
stored e-mail and other electronic communications, and it adopted the trap and trace statute,
governing real-time “interception” of “numbers dialed on a phone line.” ECPA also made it a
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federal crime to intercept electronic mail, data transmission and other electronic
communications.] This legislation was a big step, and one that was sorely needed with the
advent of electronic communication.

Today, ECPA - like its predecessors — has, in many ways, become outdated by new
advances in computer technology and electronic communication. Our country, and the world, 1s
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we’ve
seen a communications revolution with the rise of the cell phone and the development and use of
the World Wide Web.

Today there are more 360 million cell phone users, and more than 50 million households
online in the United States. That’s an increase of more than 1250% since 1984 alone. More than
1.4 billion e-mails change hands each and every day. Computer users today send e-mail from
their home phone lines through Internet Service Providers, and they download files and e-mails
onto shared servers at work. A growing number of Americans — 2.2 million — log on to the
Internet and send e-mail through cable modems -- a means of connection that wasn’t even
considered when ECPA was written.

ECPA was not devised to address many of the issues related to these newer, faster means
of electronic communication. It doesn’t extend Title III protections to the interception of e-mail
that you send to your friend or business partner. It doesn’t include other essential provisions —
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA
doesn’t include a statutory suppression rule for government violations.

What does this mean? It means that data transmitted over networks is not afforded full
privacy protection. It means that many of the protections in the wiretap law do not apply to
email and other Internet services Americans often use. And it means that inconsistent standards
apply to government access to information.

Basically, the same e-mail, if sent different ways — through cable, phone lines, or an ISP -
- is subject to different privacy standards. Considering the extent to which our electronic
correspondence contains our most sensitive thoughts and information -- shouldn’t they count as
the “papers and effects” mentioned in the Fourth Amendment? It’s time to adopt legislative
protections that map Fourth Amendment principles onto the latest technology. It’s time to
update and harmonize our existing laws to give all forms of technology the same legislative
protections as our telephone conversations.

Today I would like to discuss several legislative proposals that would make this happen.
Congress is already considering some of those proposals, and we believe that we can work with
them to get them done this year.

First, some current statutes apply to criminals who use hardware “devices” but not
to those who commit identical crimes using software instead. Such telephone-era laws should
be clearly updated to apply to the Internet era where hardware and software are interchangeable.
One of our Administration’s central principles has been technology neutrality -- the idea that the
government and the laws should be generally neutral between different technologies. In our




proposed legislation, we would amend statutes that are hardware-specific or use ‘devices” and
other outmoded language. We would also continue to study whether any additional legislative
responses are appropriate to distributed denial-of-service or other new threats.

Second, we need to achieve parity in the way the laws apply to different forms of
communication. As I mentioned, the current law sets stricter standards for law enforcement
access to “wire” communications such as telephone calls than for “electronic”” communications
such as e-mail. The market should play the central role in picking technological winners and
losers, not Congress or the regulators.

In order to achieve this neutrality, we propose to harmonize the legal standards that apply
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30
years, federal law has set a tough, but manageable standard for when law enforcement officers
can listen to the contents of phone calls. Today, the same legal protections should apply equally
to electronic communication and to telephone communication. [ These protections include: the
need for high-level approval within the Department of Justice; authorize use for only the most
serious crimes, and the suppression of evidence in court if the rules are not followed.]

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records, unless the customer first can contest the issue
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep
confidential the list of shows that a customer has watched. But, when cable systems are used to
access the Internet, we believe the rules should be the tough but manageable standards we also
support for e-mails and telephone calls.

Third, we need to seek balance among crucial goals -- including the protection of
public safety, the achievement of economic growth and digital opportunity, and the
preservation of privacy and civil liberties. That’s a challenge that our forefathers grappled
with when they wrote the Constitution, and one that our government and courts have struggled
with ever since. Our aim should be to enhance law enforcement authorities ability to address
unlawful conduct, but also to enhance privacy and civil liberties on the Internet.

For example, we need to update the longstanding legal rules that govern when law
enforcement can track the identity of those with whom we communicate. Our “trap and trace”
rules come from the era of the traditional telephone network, when one company offered
nationwide phone service. [Telephone service today is offered by a wide variety of companies
that offer local, long distance, and wireless services. Tracing a phone call often requires
separate subpoenas in the various courts where each of the companies operates. The problem in
tracing Internet communications to their source can be even worse. The structure of the Internet
means that communications are routinely shuttled among many nodes, often in different federal
court districts.]

Today, we are proposing ways to make these "trap and trace" rules more effective for law
enforcement, while also assuring privacy and civil liberties. We believe that a federal court
should be able to issue one order to trace a communication to its source, and that order should be



effective nationwide. We also believe that there should be greater judicial oversight of trap and
trace authorities. Federal law should make clear that such orders should only be issued after a
judicial officer has determined that the proper factual showing has been made.

[These are all steps that we can take this year to update and harmonize our laws so that
they protect privacy and civil liberties online, and protect the public safety.)

In the early years of our republic, Thomas Jefferson said, “America’s institutions must
move forward hand-in-hand with the progress of the human mind.” Today, the progress of the
human mind is certainly racing forward at an extraordinary pace. Technology is opening up a
new world of possibility -- but it is also challenging our privacy in ways we might never have
imagined. As in any era of great progress, we must work together to ensure that our democracy
and our laws keep pace with our technology -- and that we protect our civil liberties, not just the
law enforcement mechanisms that were instituted to preserve them.

Thank you.
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This week millions of Americans are waiting in line to buy a hotly anticipated book. No
it’s not Harry Potter. [hold up book] It’s actually Protecting Electronic Messaging by John
Podesta -- a book I wrote when I was on the Hill a few years ago. I’ll be signing copies after the
speech. Buy one for each of your children.

Today I want to return to some of the topics from my not-quite best-selling book —
particularly the issue of how to protect privacy and civil liberties, while also protecting public
safety in an electronic age. There are three prevailing themes in this discussion: The first is how
to update our laws and practices in the face of changing technology. The second is how to
harmonize and bring consistency to the rules for law enforcement access to our different forms
of communication. Finally, is how to both protect privacy and civil liberties online, while also
protecting public safety.

To understand what these themes mean today we have to go back to the history.

More than a hundred and fifty years ago, not too far from where we sit today, Samuel
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time
and space, opening up a world of possibility that wasn’t even imagined just a few years before.

[Morse's invention set in a motion a technological revolution that would forever change
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in
the White House. Just two decades later, using a funnel, a cup of acid, and some copper wire,
Alexander Graham Bell invented a device to give voice -- not just words — a way to travel.]

Today, the great revolution in communication technology continues. From small towns to
big cities, the Internet is bringing millions of people closer together, giving them new ways to
find information and to stay in touch. When it was invented thirty years ago, there were just two
computers exchanging very simple messages. Now there are almost 50 million households
online, all with the same access to a remarkable reservoir of information — from Shakespeare’s
first sonnet to the photos just taken of Mars.

The Internet, like Morse’s telegraph, brings with it new found hope and opportunity. But
it also brings new challenges to our most fundamental values — and the need for new laws and
new protections to maintain them. Because we are so interconnected, more people now have
easier access to our most personal information — from bank statements to our medical history.
International narcotics traffickers can communicate with each other via computer messages.



Hackers can destroy cyber-property by defacing homepages and maliciously manipulating
private information.

Over the last seven and a half years, our Administration has worked to build a framework
for trust and security in this new world of electronic networks. We’ve taken action to ensure that
what should be private, stays private, including the medical and financial records of our citizens.
And to combat cyber-terrorism, we’ve introduced new legislation, increased law enforcement
efforts, and coordinated public-private partnerships to build security and trust in online activities.
This February, in his Cyber Security Summit, the President emphasized the primary role and
responsibility of the private sector in ensuring computer and network security. As you know,
most computers and networks that we rely upon every day are owned and operated by the private
sector. It’s only right that they — not the government -- take the leading role in making security a
standard part of the Internet.

The private sector is also taking a leading role in using strong encryption to guarantee the
security and privacy in electronic messages. Our Administration has already moved to liberalize
our export controls on encryption, allowing more companies to export the technology to more
end users. And we’ve done so while maintaining the structure necessary to protect our national
security.

Today we are taking a significant new step to update our export controls. Under new
government regulations, we’re taking down the barriers that prevent corporations from exporting
encryption to governments and businesses in the European Union and eight other trading
partners. We’re also speeding up the time-to-market, by eliminating the thirty-day waiting
period for exporting encryption goods.

But the private sector can’t do it alone. The government also needs to protect its own
systems from security risks, such as hacker attacks and computer viruses. Our Administration
has already taken action to ensure that the appropriate cyber security measures are included as
part of all government computer systems. For one thing, we will not authorize one dime of
spending on government computer systems unless good security measures are in place.
Moreover, the President has asked Congress for additional funding, to detect computer attacks, to
hire and train more security experts, and to create an internal expert review team. Unfortunately,
Congress is standing in the way of our efforts, by refusing to supply the critical funds needed to
put these initiatives in place. If Congress is preparing for the 21* Century, they’re doing it at a
19" Century pace. We think Congress should pick up the pace and provide the protections that
are essential to America’s cyber security.

Supreme Court Justice Louis Brandeis once said, “Time works changes ... [it] brings into
existence new conditions and purposes.” I want to talk to you about another step we should take
to build the framework of cyber security and trust: keeping our laws consistent with the latest
advances by the updating of existing wiretap laws. At the heart of the issue is the Fourth
Amendment, which states that, “The right of the people be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures.”

[\



In 1787, a person’s most important “papers and effects’ -- like diaries and letters -- were
almost undoubtedly in their home or place of business. These papers were protected by the
requirement of a warrant before the state could enter and search. But over time, with advances in
technology, people no longer rely solely on paper and pen to communicate with one another. By
the turn of the 20™ Century, people were using the telephone for personal calls and business
transactions. By the 1980s, Americans were using e-mail. Looking ahead, even more of our
“papers and effects,” like word processing software and files, may be kept outside of the home.
These advances in technology have forced an ongoing debate in Congress and in the Courts over
the application of the Fourth Amendment.

In the 1928 Olmstead case, the Supreme Court found that conversations over the
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation
could be submitted as evidence. [Judge Brandeis disagreed and argued that, “'There is, in
essence, no difference between the sealed letter and private telephone message.” Wiretaps of
phones, Brandeis argued, invaded the privacy of people on both ends of the line — the same
privacy the framers intended to protect with the Fourth Amendment.]

The 1968 Court agreed with Brandeis, when it ruled in Katz vs. the United States that an
individual’s phone conversation was protected by the Fourth Amendment, and therefore
inadmissible in court proceedings. Later that year, Congress responded to the Court’s decision
by passing new legislation with strict standards for all wiretaps.

Title III of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it
required detailed annual reports on the number and nature of all taps. Most significantly, Title
[11 ruled that any information attained outside the parameters of the law was inadmissible in
court.

Title III remained relatively untouched until the 1980s, when cellular telephone service,
e-mail, and other computer-to-computer communication began to put new demands on the 1968
law. Title III of the 1968 law only applied to wire and voice communications — not to wireless
phone conversations or e-mail. But by 1984, there were more than 7,000 Americans using
cellular phones, and more than 400,000 logging onto electronic mail.

In response, under the leadership of Senator Leahy, Congress once again updated its laws
to keep pace with changing technology. Before the 1968 Electronic Communications Privacy,
ECPA, the government could use an electronic wiretap to monitor an individual’s e-mails with a
mere subpoena. ECPA changed that, and put in place many of the protections the courts had
given to phone conversations two decades earlier.

ECPA did several things: it made clear that wireless voice communications were covered
to the same degree as wire voice communications. [/t extended some, but not all, privacy
protections to electronic communications intercepted in real-time. It set standards for access to
stored e-mail and other electronic communications, and it adopted the trap and trace statute,
governing real-time “interception’’ of “‘numbers dialed on a phone line.”” ECPA also made it a
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federal crime to intercept electronic mail, data transmission and other electronic
communications.] This legislation was a big step, and one that was sorely needed with the
advent of electronic communication.

Today, ECPA - like its predecessors — has, in many ways, become outdated by new
advances in computer technology and electronic communication. Our country, and the world, is
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we’ve
seen a communications revolution with the rise of the cell phone and the development and use of
the World Wide Web.

Today there are more 360 million cell phone users, and more than 50 million households
online in the United States. That’s an increase of more than 1250% since 1984 alone. More than
1.4 billion e-mails change hands each and every day. Computer users today send e-mail from
their home phone lines through Internet Service Providers, and they download files and e-mails
onto shared servers at work. A growing number of Americans — 2.2 million — log on to the
Internet and send e-mail through cable modems -- a means of connection that wasn’t even
considered when ECPA was written.

ECPA was not devised to address many of the issues related to these newer, faster means
of electronic communication. It doesn’t extend Title III protections to the interception of e-mail
that you send to your friend or business partner. It doesn’t include other essential provisions —
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA
doesn’t include a statutory suppression rule for government violations.

What does this mean? It means that data transmitted over networks is not afforded full
privacy protection. It means that many of the protections in the wiretap law do not apply to
email and other Internet services Americans often use. And it means that inconsistent standards
apply to government access to information.

Basically, the same e-mail, if sent different ways — through cable, phone lines, or an ISP -
- 1s subject to different privacy standards. Considering the extent to which our electronic
correspondence contains our most sensitive thoughts and information -- shouldn’t they count as
the “papers and effects” mentioned in the Fourth Amendment? It’s time to adopt legislative
protections that map Fourth Amendment principles onto the latest technology. It’s time to
update and harmonize our existing laws to give all forms of technology the same legislative
protections as our telephone conversations.

Today I would like to discuss several legislative proposals that would make this happen.
Congress is already considering some of those proposals, and we believe that we can work with
them to get them done this year.

First, some current statutes apply to criminals who use hardware “devices” but not
to those who commit identical crimes using software instead. Such telephone-era laws should
be clearly updated to apply to the Internet era where hardware and software are interchangeable.
One of our Administration’s central principles has been technology neutrality -- the idea that the
government and the laws should be generally neutral between different technologies. In our



proposed legislation, we would amend statutes that are hardware-specific or use ‘devices” and
other outmoded language. We would also continue to study whether any additional legislative
responses are appropriate to distributed denial-of-service or other new threats.

Second, we need to achieve parity in the way the laws apply to different forms of
communication. As I mentioned, the current law sets stricter standards for law enforcement
access to “wire” communications such as telephone calls than for “electronic” communications
such as e-mail. The market should play the central role in picking technolog1ca1 winners and
losers, not Congress or the regulators.

In order to achieve this neutrality, we propose to harmonize the legal standards that apply
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30
years, federal law has set a tough, but manageable standard for when law enforcement officers
can listen to the contents of phone calls. Today, the same legal protections should apply equally
to electronic communication and to telephone communication. [ These protections include: the
need for high-level approval within the Department of Justice; authorize use for only the most
serious crimes, and the suppression of evidence in court if the rules are not followed.]

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records, unless the customer first can contest the issue
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep
confidential the list of shows that a customer has watched. But, when cable systems are used to
access the Internet, we believe the rules should be the tough but manageable standards we also
support for e-matls and telephone calls.

Third, we need to seek balance among crucial goals -- including the protection of
public safety, the achievement of economic growth and digital opportunity, and the
preservation of privacy and civil liberties. That’s a challenge that our forefathers grappled
with when they wrote the Constitution, and one that our government and courts have struggled
with ever since. Our aim should be to enhance law enforcement authorities ability to address
unlawful conduct, but also to enhance privacy and civil liberties on the Internet.

For example, we need to update the longstanding legal rules that govern when law
enforcement can track the identity of those with whom we communicate. Our “trap and trace”
rules come from the era of the traditional telephone network, when one company offered
nationwide phone service. [Telephone service today is offered by a wide variety of companies
that offer local, long distance, and wireless services. Tracing a phone call often requires
separate subpoenas in the various courts where each of the companies operates. The problem in
tracing Internet communications to their source can be even worse. The structure of the Internet

_means that communications are routinely shuttled among many nodes, often in different federal
court districts.]

Today, we are proposing ways to make these "trap and trace"” rules more effective for law
enforcement, while also assuring privacy and civil liberties. We believe that a federal court
should be able to issue one order to trace a communication to its source, and that order should be



effective nationwide. We also believe that there should be greater judicial oversight of trap and
trace authorities. Federal law should make clear that such orders should only be issued after a
judicial officer has determined that the proper factual showing has been made.

[These are all steps that we can take this year to update and harmonize our laws so that
they protect privacy and civil liberties online, and protect the public safety.)

In the early years of our republic, Thomas Jefferson said, “America’s institutions must
move forward hand-in-hand with the progress of the human mind.” Today, the progress of the
human mind 1s certainly racing forward at an extraordinary pace. Technology is opening up a
new world of possibility -- but 1t is also challenging our privacy in ways we might never have
imagined. As in any era of great progress, we must work together to ensure that our democracy
and our laws keep pace with our technology -- and that we protect our civil liberties, not just the
law enforcement mechanisms that were instituted to preserve them.

Thank you.



Title III remained relatively untouched until the mid-1980s, when cellular telephone
service, e-mail, and other computer-to-computer communication put new demands on the 1968
law. Title III of the 1968 law only applied to wire and voice communications — not to wireless
phone conversations or e-mail. But by 1984, there were more than 7,000 Amencans using
cellular phones, and more than 400,000 logging onto electronic mail.

In response, under the leadership of Senator Leahy, Congress adopted the Electronic
Communications Privacy Act of 1986 -- once again updating its laws to keep pace with changing
technology. Before ECPA, the government could use an electronic wiretap to monitor an
individual’s e-mails with a mere subpoena. ECPA changed that, and put in place many of the
protections the courts had given to phone conversations two decades earlier.

ECPA did several things: it made clear that wireless voice communications were covered
to the same degree as wire voice communications. It extended some, but not all, privacy
protections to electronic communications intercepted in real-time. It set standards for access to
stored e-mail and other electronic communications, and it adopted the trap and trace statute,
governing real-time “interception” of “numbers dialed on a phone line.” ECPA also made it a
federal crime to intercept electronic mail, data transmission and other electronic
communications. This legislation was a big step, and one that was sorely needed with the advent
of electronic communication.

Today, ECPA — like its predecessors — has, in many ways, become outdated by new
advances in computer technology and electronic communication. Our country, and the world, 1s
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we’ve
seen a communications revolution with the rise of the cell phone and the development and use of
the World Wide Web.

Today there are more 360 million cell phone users, and more than 50 million households
online in the United States. That’s an increase of more than 1250% since 1984 alone. More than
over 1.4 billion e-mails change hands each and every day. Computer users today send e-mail
from their home phone lines through Internet Service Providers, and they download files and e-
mails onto shared servers at work. A growing number of Americans — 2.2 million — log on to the
Internet and send e-mail through cable modems -- a means of connection that wasn’t even
considered when ECPA was written.

ECPA was not devised to address many of the issues related to these newer, faster means
of electronic communication. It doesn’t extend Title I1I protections to the interception of e-mail
that you send to your friend or business partner. It doesn’t include other essential provisions —
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA
doesn’t include a statutory suppression rule for government violations.

What does this mean? It means that data transmitted over networks is not afforded full
privacy protection. It means that many of the protections in the wiretap law do not apply to
email and other Internet services Americans often use. And it means that inconsistent standards
apply to government access to information.



Basically, the same e-mail sent different ways — through cable, phone lines, or an ISP --
is subject to different privacy standards. Considering the extent to which our electronic
correspondence contains our most sensitive thoughts and information -- shouldn’t they count as
the “papers and effects” mentioned in the Fourth Amendment? It’s time to adopt legislative
protections that map Fourth Amendment principles onto the latest technology. It’s time to
update and harmonize our existing laws to give all forms of technology the same legislative
protections as our telephone conversations.

[ propose the following legislative actions:

First, some current statutes apply to criminals who use hardware “devices” but not to
identical crimes that use software instead. Such telephone-era laws should be clearly updated to
apply to an Internet era where hardware and software are interchangeable. One of our
Administration’s central principles has been fechnology neutrality -- the idea that the government
and the laws should be generally neutral between different technologies. In our proposed
legislation, we would amend statutes that are hardware-specific or use ‘devices” and other
outmoded language. We would also continue to study whether any additional legislative
responses are appropriate to distributed denial-of-service or other new threats.

Second, we need to achieve parity in the way the laws apply to different forms of
communication. As I mentioned, the current law sets stricter standards for law enforcement
access to “wire” communications such as telephone calls than for “electronic” communications
such as e-mail. The market should play the central role in picking technological winners and
losers, not Congress or the regulators.

In order to achieve this neutrality, we propose to harmonize the legal standards that apply
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30
years, federal law has set a tough, but manageable standard for when law enforcement officers
can listen to the contents of phone calls. Today, the same legal protections should apply equally
to electronic communication as they do to telephone communication. These protections include:
the need for high-level approval within the Department of Justice; authorize use for only the
most serious crimes, and the suppression of evidence in court if the rules are not followed.

At the same time, we propose to change the standards that apply to cable services. Under
the current Cable Act, even where there is clear proof of serious crimes, law enforcement
officials cannot gain access to subscriber records -- unless the customer first can contest the issue
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep
confidential the list of shows that a customer has watched. But, when cable systems are used to
access the Internet, we believe the rules should be the tough but manageable standards we also
support for e-mails and telephone calls.

Third, we need to seek balance among crucial goals -- including the protection of public
safety, the achievement of economic growth and digital opportunity, and the preservation of
privacy and civil liberties. That’s a challenge that our forefathers grappled with when they wrote
the Constitution, and one that our government and courts have struggled with ever since. Our



Security Summit, the President emphasized the role and responsibility of the private sector in
ensuring computer and network security. We’ve also worked to develop strong encryption tools
— like those put in place by the European Union -- to provide tighter security and privacy in
electronic communications.

Additionally, we’ve taken action to ensure that what should be private, stays private,
including the medical and financial records of our citizens. And we’ve taken steps to ensure that
the appropriate cyber security measures are included as part of all government computer systems.
Unfortunately, Congress has not given us the necessary funding the President has requested to
take additional steps, such as funding an internal expert review team.

Supreme Court Justice Louis Brandeis once said, “Time works changes ... [it] brings into
existence new conditions and purposes.” Today I want to talk to you about another step we
should take to build the framework of cyber security and trust : keeping our laws consistent with
the latest advances: by the updating of existing wiretap laws. At the heart of the issue is the
Fourth Amendment, which states that, “The right of the people be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures.”

In 1787, a person’s most important “papers and effects” -- like diaries and letters -- were
almost undoubtedly in their home or place of business. These papers were protected by the
requirement of a warrant before the state could enter and search. But over time, with advances in
technology, people no longer relied solely on paper and pen to communicate with one another.
By the turn of the 20" Century, people were using the telephone for personal calls and business
transactions. By the 1980s, Americans were using e-mail. These advances in technology have
forced an ongoing debate in Congress and in the Courts over the application of the Fourth
Amendment.

In the 1928 Olmstead case, the Supreme Court found that conversations over the
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation
could be submitted as evidence. Judge Brandeis disagreed and argued that, “There is, in essence,
no difference between the sealed letter and private telephone message.” Wiretaps of phones,
Brandeis argued, invaded the privacy of people on both ends of the line — the same privacy the
framers intended to protect with the Fourth Amendment.

The 1968 Court agreed with Brandeis, when it ruled in Katz vs. the United States that an
individual’s phone conversation was protected by the Fourth Amendment, and therefore
inadmissible in court proceedings. Later that year, Congress responded to the Court’s decision
by passing new legislation with strict standards for all wiretaps.

Title III of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it
required detailed annual reports on the number and nature of all taps. Most significantly, Title
III ruled that any information attained outside the parameters of the law was inadmissible in
court.
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