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More than a hundred and fifty years ago, not too far from where we sit todav; Samuel 
Morse sent the first telegraph message. With the touch of a finger, he broke down geographic 
barriers that-had lon^ kept us>gpart. opening up a world of possibility that was never even 
imagined just a few years before. 
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Morse's invention set in a motion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in 
the White House. Just two decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give-a person's voice ~ not just his words - a way 
to travel. 

J-Q-day ,_tlie-̂ great- rev^hitien-i 
4 r ^ 
-continues, Justjast month, we 1 

announced a major breakthrough injcience^-^he coinpfaed ma^^fejflje entire human genome, 
With this Tiiap-in-hand7-we=î rf&^ne'̂ a^^adicate-iî  of tbê îost deadly diseases known td) 1 map-
manr That map WOiHgTrt-havc bccn-poBaiblo vyithettt1fe<6mputerTand shared^fofniatjon 
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lili;tM50uy!idl{Iw..ii|i,ka. Because we are so interconnected, more f̂i/B<r 
people now have easier access to our most personal information - from bank statements to our ) 
medical history. International narcotics traffickers can communicate with each other via 

\̂ ^fvxrfirth higmries, th?ln"ternet is'bnmng nTillions of people 
ways to find information and to stay in touch. When it was 

wented ĵtt̂  thirty years ago, there were just two computers exchanging very simple 
messages. Now there are almost 50 million households online, all with same access to a 
reservoir of information - from Shakespearê s first sonnet to the remarkable photos just taken 
of Mars. 



computer messages. Hackers can destroy cyber-property by defacing homepages and 
maliciousbLrnanipulating private information. 

The Internet, like Morse's telegraph, brings with it new found hope and opportunit 
But it also brings new challenges to niir rn̂ st fiindampntaLv l̂"^^ - and the need for new law^ 
md new protections to maintain them. dOver the last seven and a halt year!*; uur 
Administration has taken steps to keep our laws and policies in line with the latest advances in 
technology. To combat cyber-terrorism, we've introduced new legislation, increased law 
enforcement efforts, and coordinated public-private partnerships to build security and trust in 
online activities. Just this February, in his Cyber Security Summit, the President emphasized 
the role and responsibility of the private sector in implementing computer and network 

—security. We've also worked to develop strong encryption tools - like those implemented in 
\tfie by the European Union ~ to provide tighter security and privacy in election 

communications. 
Additionally, we've taken steps to ensure that the appropriate cyber security measures 

are included as part of all government computer systems. Unfortunately, Congress has not 
given us the necessary funding the President has requested to take additional steps, such as 
funding an internal expert review team. And we've taken action to ensure that what should be 
private, stays private,'Including the medical and financial records of our citizens. As Supreme 
Court Justice Louis Brandies once said, "Time works changes ... [it] brings into existence new 
conditions and purposes."''T^ ApDiet̂ GN/HS f,.̂  ĉ "̂̂ -̂ T' 

\cd>-' 
Today I want to talk to you about another step \ye^ould take to keep outlaws J 

CQiSsistent with the latest advances |lhe~updating and hamioiftzatw^^f'CT4stm^^ 
ieiife^rty^ these laws is rooted inJhe FourtlrAmendment of the laws. lUEfamdamcntal-de 

Constitution, wnicn states 
ldtficLrs,'igahii 

In 1787, a person' 
were almost undoubtedly 

right of the people to be secure in theiiipersons, houses, 
•ifeasottablc iicaiuhts aud-stozures, shall not be violated." 

' 3 most important "papers and effects" ~ like diaries and letters -
n their home or place of business. Our "papers and effectŝ ^̂ were_ 

I thus protected by the requrrement of a warrant before the state could enter and search. But 
J with advances in technology\people no longer relied solely on paper and pen to communicate 

with one another. By the turntsHhe 20th Century, people were using the telephone for 
\ | personal calls and business transacttcm .̂ And today they're relying on the Internet. Over the 
\ years, this has forced a debate in Congr^S-au^hi the Courts over the application of the Fourth 
A Amendment;—THAT "TUf /) itHr of T«e 

\ In the 1928 Olmstead case, tne Supreme Court found that conversations over the 
\ telephone were not protected by the Fourth Amendment, and therefore wiretapped conversatt ̂  
3 could^bmitted as evidence. Judge Brandeis disagreed and argued that, "There is, in essence, 
\ \ no difference between the sealed the letter and private telephone message. \ And the Gupi=€nie 

\ <"^"" ' - tha** '*^^171-TTr4jm-that gPalpH I p t f p r t anH parJragpH r n i i l H n ' t ppf^ppH h y png ta l ingppf - tnrg 

without a judicial wanant. Wiretap̂ -, Biandeis argued, invaded the privacy of peoĝ g on both 
ends of theJina^xposing far more intimate activity than waiiaiiis in lhe lOih Ccnlttfy—That, 
he lecc^Haedi-was-pqvacy the framgrs-iliteiided-taT^fO^^ the Fourth^Ameiî nipnt. 



The 1968 Court agreed with Brandeis, when it ruled in Katz vs.Jhe United States thk 
an individual's phone conversation was protected by the Fourth Amendment, and therefore \ 
inadmissible in court proceedings. Later that year. Congress responded to the decision by \ ^̂ .̂̂  
passing new legislation with strict standards for all wiretaps. Among other things, Title_III ofl(̂ (;Hf̂  
the Crime Control and Safe Streets Act required a court order and high-level Justice A 
Department approval for all wiretaps. Its provisions only allowed wiretaps for the most / yj^\i^ 
serious cries, such espionage, treason, and crimes of violence; and it required detailed annual' ^^^^t»i^ 
reports on the number and nature of all taps. Most importantly, Title III stated that any 
informafion attained outside the parameters of the law was inadmissible in court. 

Title III remained relatively untouched until the mid-1980s, when cellular telephonê  
service, e-mail, and other computer-to-computer communication put new demands on outdatê J; 
provisions of the 1968 privacy lawA îke the phone in the 1920s, the new electronic technology 
of the 1980s raised new questions<4mieh required new solutions. J4osCiniIably, Title III of 
the 1968 law only applied to wire and voice communications - not to wireless phone" 
conversafions or e-mail. By that'year, there were more than 7,000 Americans using cell 
phones, and more than 400,000 using electronic mail. Hrfact, by 198 ,̂ the Internet itself-ha( 
.gisw^e 1 Ofifl 

In response, under the leadership of Senator Leahy, Congress adopted the Electronic 
Communications Privacy Act of 1986 ~ once again updating its laws to keep pace with 
changing technology. Before ECPA, the government could use an electronic wiretap to 
monitor an individual's e-mails with a jusi2a'subpoena. ECPA changed that, and put in place 
many of the protections the courts had delivered to phone conversations two decades earlier. 

ECTA did several things: it made clear that wireless voice communications were 
covered^yhe same degree as wireless voice communications. It extended some, but not all, 

.HE.Tillt IIIJ-privacy protections to electronic communicafions intercepted in real-time. It also 
set standards for access to stored email and other electronic communications and transactional 
records, and adopted the trap and trace statute, governing real-time "interception" of "numbers 
dialed on a phone line." Just as it had been a federal crime to intercept telephone 
conversations since enactment of Title III, ECPA made it a federal crime to intercept electronic 
mail, data transmission and other electronic communications. This was a big step, and one 
that was sorely with the advent of electronic communication. 

But ECPA - like its predecessors - has, in many ways, become outdated by new 
advances in computer technology and electronic communication. OUTjs:̂ }fjXtî ŷ ^̂ î /(\;/e world̂ j-
is increasingly more digital - increasingly more interactive. Since the passage of ECPA, we' 
ve seen theTHass development and use of the World Wide^^^^^ 

Today there are more 360 million cel| phone user̂  and more than 50 million 
households on/line in the United States ,^an increase of-ever' 1250% since 1984 alone. And. 
more than over 1.4 billion e-mails changd̂  hands each and every day^^^oreover, computet • 
users today don't just send message through their external modems, nor do they store ^ y ^ ^ "T^ 

0^ ( 



information on their computers the way they did in the 1980's. Now many of them send 
e-mail through web sites like Yahoo, or through Internet service providers, like AOL; and they 
download files and e-mails on to servers at work and at home. And a growing number of 
Americans - 2.2 million - log on to their e-mail through cable modems, a means of coimection 
that wasn't even considered in ECPA. -tS^a, until the late î SOs, no one even thougliLthat 
the_cable-fioing mto-ygyrJifimfc-JMWut̂ -feê u&Ld fui aiivthina but television programs 
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ECPA was not devised to address many of the issues related to these newer, faster 
means of electronic conmiunication. ECPA does extend full J i | t l ^ ^ protections to efiiail 
sitting on the server of an Internet Service Provider - like those m Yahoo's corporate 
headquarters m Santa Clara, California. It doesn't include other protecfions -\,Iike the scope of 
crimes covered,*Sffl̂  t ^ need for high level Juoticc Departmcat approval,^nd judicial V Ov^fry^ 
supcrvision^^^ncTfeCPA doesn't include a statutory suppression mle for government 
^^ations, or a mandate for annual reports. 

What does this mean? It means that data stored on networks is not afforded full privacy 
protection. That many of the protections in the wiretap law do not apply to email and other 
Internet pioteGtiefis. .J?|lmt̂ lSP customers are not entitled to notice when personal information 
is subpoenaed in civil lawsuits. And that inconsistent standards apply to government acces^^ 
information depending .on the typp nf tech nol ogy-ttsed̂ . 

Basically, the same e-mail -nnt vin rnhlr TV, Internet cable jnndpm-^d T.SP nrr-ffTT 
subject to different privacy standards. Considering the extent to which our electronic 
correspondence contains our most sensitive thoughts and information - shouldn't they count as ^ 
the "papers and effects" mentioned in the Fourth Amendment? It's tune to adopt legislative 
protections that map Fourth Amendment principles onto the latest technology. It's time to^ ^________\ 
update and harmonize our existmg laws to give our g^aiJs, over tSP.cervefc'aR^^caKle wir^ 
the same legislative protections as our telephone conversations, t]. ('f'^f ^llouun^ S^S,' 

First, some current statutes apply to criminal who use hardware "devices" but not to 
identical crunes that use software mstead. Such telephone-era laws should be clearly updated 
to apply to an Internet er^ where hardware and software are interchangeable. In our proposed 
legislation, we stonitf^end statutes that are hardware-specific or use 'devices" and other 
outmoded language. We-wSĴ also continue to smdy whether any additional legislative 
responses are appropriate to distributed denial-of-service or other new threats. 

Second, we need to achieve harmonization of how the laws apply to different forms of 
communication. As I mentioned, the current law sets stricter standards for law enforcement 
access to "wire" communications such as telephone calls than forV^ectronic" communicafions 
such as e-mail.(5-our era of rapid technological change, one of tfieAdministration's central 

'^v - ^ ĵrincipTeŝ iaŝ ieen technology neutrality the idea that the govemment and the laws should be 
'^^6 \ generallyjieutraU)£tw-een-dtf?ere^^ The market should play the central role in 

^\0^^/v^ pickihglechnologi'cal winners and losers, not Congress or the regulators. 
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In order to achieve this neutrality, we propose to harmonize the legal standards that apply 
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30 
years, federal law has set a tough, but manageable standard for when law enforcement officers 
can listen to the cont^s ofphone calls. TQi;\aŷ -v̂ ^̂ r̂fv.uvA\] nrwi other 'Vjgetrnnic" Q.f-uKj cii-lP-ML^ 
rnninyml/-atipnQ=afgjptied Ifpeî -SiiiTtlady <^^ f̂̂ ^^e-eallj)̂  wgJaoU^^ that^e same legal 
protections'̂ i4iuiild-upply. Theseprotecfions include high-level approval within the Department 
of Justice,(uSiObnly forlhe nipst serious crimes, and suppression of evidence in court i f the mles 
are not followed. V < ^ ^ i ^ ^ ^ r ^ ^ ^ ^ • 

At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act, even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records — unless the customer first can contest the issue 
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep 
confidential the list of shows that a customer has watched. But, when cable systems are used to 
access the Intemet, we believe the mles should be the tough but manageable standards we also 
support for e-mails and telephone calls. 

Third, we need to seek balance among cmcial goals —Jhcluding the protection of public 
safety, the achievement of economic growth and digital oppoftunity, and the preservation of 
privacy and civil liberties. That's a challenge that our forefathers grappled with when they wrote 
the Constitution, and one that our govemment and courts have stmggled with ever since. Our 
aim should be to enhance law enforcement authorities ability to address unlawfijl conduct, but 
also to enhance privacy and civil liberties on the Intemet. 

For example, we need to update the longstanding legal mles that govem when law 
enforcement can track the identity of those with whom we communicate. Our "trap and trace" 
mles come from the era of the traditional telephone network, when one company offered 
nationwide phone service. Telephone service today is offered by a bewildering variety of 
companies that offer local, long distance, and wireless services. Tracing a phone call often 
requir^eparate subpoenas in the various courts where each of the companies operates. The 
problem in tracing Intemet communications to their source can be even worse. The stmcture of 
the Intemet means that communications are routinely shuttled among many nodes, often in 
different federal court districts. 

Today, we are proposing ways to make these "trap and trace" rules more effective for 
law enforcement, while also better assuring privacy and civil liberties. We believe that a 
federal court should be able to issue one order to trace a communication to its source, and that 
order should be effective nationwide. We also believe that there should be greater judicial 
oversight of trap and trace authorities. Federal law should make clear that such orders should 
only be issued after a judicial officer has determined that the proper facmal showing has been 
made. 

In the early years of our republic, Thomas Jefferson said, "America's insfimtions must 
e forward hand-in-hand with the progress of the human mind." Today, the progress of the 



human mind is certainly racing forward aî reak-neclp^peech. Technology is opening up a new 
world of possibility ~ but it is also challenging our privacy in ways we might never have 
imagined. In the right hands, the computer has become an indispensable tool for education, 
business, research and development. But in criminal hands, the same computer becomes a tool 
of destmction. As in any era of great progress, we must work together to ensure that our 
democracy and our laws keep pace'̂ -̂'̂ and tnat'we protect our civil liberties, not just the law 
enforcement mechamsms that were mstituted to preserve them. 



restimony of James Dempsey, May 25, 2000 Wysiwyg://! 86/http://www.cdt.org/testimony/000525dempsey.shtml 

person's associations, habits, contacts, interests and activities. (Extending this to email and other 
electronic communications can, as we explain below, be even more revealing.) 

In 1986, as cellular telephones service became available and email and other 
computer-to-computer communications were developing, this Committee recognized that the 
privacy law was woefiilly out of date. Title III anachronisfically protected only wire and voice 
communications: it did not clearly cover wireless phone conversations or email. In response, 
under the leadership of Senator Leahy, Congress adopted the Electronic Communications PrivacV 
Act of 1986 (ECPA). ECPA did several things: it made it clear that wireless voice / 
communications were covered to the same degree as wireline voice comnHinications. It extended 
some, but not all j ^ f Titlp TTT'<̂  privacy protections to electronic communications intercepted in / 
reaizli53je»- • \ 

ECPA also set standards for access to stored email and other electronic communications and 
transacfional records (subscriber idenfifying information, logs, toll records). 18 USC § 2701 et 
seq. And it adopted the pen register and trap and trace statute, 18 USC § 3121 et seq., goveming 
real-time interception of "the numbers dialed or otherwise transmitted on a telephone line." (A pen 
register collects the "electronic or other impulses" that identify "the numbers dialed" for outgoing 
calls and a trap and trace device collects "the originating number" for incoming calls.) To obtain 
such an order, the govenmient need merely certify that "the information likely to be obtained is 
relevant to an ongoing criminal invesfigafion." 18 USC §§ 3122-23. (There is no constitufional or 
statutory threshold for opening a criminal investigation.) The law states that the judge "shall" 
approve any request signed by a prosecutor. ^̂ f\5̂ >'2-Ĵ (r ^ C ^ V ^ 

ECPA did not, however, extend full Title III protections to email sitting on the server of an ISP 
Instead, it set up a two-fiered mle: email in "electronic storage" with a service provider for 180 
days or less may be obtained only pursuant to a search warrant, which requires a finding of i ^^^-^ 
probable cause, but the additional protections of Titlf TTT - liniited number of crimes, high levir"SO 
approval, judicial supervision — do not applv.,Email in storage tor more thail 180 days and daTa^—i 
stoTcd"C)n a "remote computing service" may be obtained with a warrant or a mere subpoena. In no 
case is the user entitled to contemporaneous notice. The email portions nf FCP^ '^'^ ""^ 
includea statatoPi' Fiipptsssion mle for govemment vi'olafions and do not require armual reports of 
how-crffeh andunder what govemment access, which are critical for public or congressional 
oversightT^-^^ . 

. > 

Mapping the Fourth Amendment onto Cyl̂ erspace 

Remarkably, ECPA was the last significant update to the privacy standards of the electronic 
surveillance laws. Astonishing and unanticipated changes have occurred since 1986: 

o the development of the Intemet and the World Wide Web as mass media; I 

o the convergence of voice, data, video, and fax over wire, cable and wireless systems; 

o the proliferation of service providers in a decentralized, competitive communications 
market; 

o the movement of information out of people's homes or offices and onto networks controlled 
by third parties; 

o the increasing power of hand-held computers and other mobile devices that access the 
Intemet and data stored on networks. 

As a result of these changes, personal data is moving out of the desk drawer and off of the desktop 
computer and out onto the Intemet. Unless Congress responds, the Fourth Amendment protections 
would remain available only in the home when increasingly information is not stored there 

7/3/2000 10:26 AM 
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Lauren B. Steinfeld 
07/06/2000 12:54:47 PM 

Record Type: Record 

To: Joshua S. Gottheimer/WHO/EOP@EOP 

cc: Peter P. Swire/OMB/EOP@EOP 
Subject: Numbers using cable modems for Internet service 

Public reports count approximately 2.2 million total subscribers to the Internet using cable modems. I'm 
am still trying to find out what share of the market this represents. 



Joseph B. Trahern 
" 07/09/2000 04:25:04 PM 

Record Type: Record 

To: Joshua S. GottheimerAWHO/EOP@EOP 

cc: 
Subject: acknowledgements for Klink reception 

note: Klink is planning on making the acknowledgments, but just to be safe; 

Rep. Ron Klink (wife: Linda) 
Rep. Bob Brady 
Rep. Chaka Fattah 
Rep. Bob Borski 
Rep. Joe Hoeffel 

Mayor John Street 
former mayor and DNC Chairman Ed Rendell 
PA Auditor General Bob Casey, Jr. (Bobby) 



Technology is changing so rapidly - key is to keep our laws in synch with our progress 
Great potential/ progress/ discovery also brings great responsibility, new challenges. Just last 
week discovered human genome - [see genome speech]. That's something that our country and 
our courts have responded to since our founding, and it's something we will continue to do as we 
evolve as a nation. Over the last 7 years, w/ the advances medicine and technology, we've done 
X, y, z. 

Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement, 
medical privacy, signed eo ... ) ... as judge brandeis said, " update our laws" 

One area that's always been at the forefront of concem has been privacy (4*̂  amendment privacy 
principles). Particularly tme w/ laws that directly relate to our civil liberties - law enforcement 
(balance), and wire tapping. Historically been a 4"̂  amendment issue, which states X. key has 
always been balance: between public good and civil liberties. 

Original intent of forefathers 

Here of course technology is always changing. 
In the 18XX... the threshold for invasion privacy - protection privacy, home, diary ... assume 
whether or not in a sphere of privacy. 

Over time it has been updated: 
In 1920, when first seminal case on tapping heard - olmstead. At that time, only 

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there 
were websites at the time. Title III out of that. Email. 

In 1986, ... something I worked on closely ... cell phones ... passed x law to keep up w/ nascent 
web ... ECPA. Forward looking at the time. 
That law says: 

But now - times have indeed changed again. We need to change w/ them, like our forefather 
did, and at other seminal moments in our history. Since 1986, x websites have been created. 
More than 2.2M cable modem subscribers. Then there were only 50... now over 50M. But the 
law still says x. It's easier today for fed officials to gain access to my grandmother's cookie 
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law 
from 1984 says 10 days. Don't need x, y, ... 

We need to update our law - harmonize them. So that equal laws for electronic tapping as wire 
tapping, so we can strike that balance - where cable not too difficult. Email not so easy. Privacy 
vs. law enforcement - so if dmg, child pom. 

We should update our laws so they do: x, y, z 

Conclusion 



Shesol@aol.com 
07/09/2000 10:19:32 PM 

Record Type: Record 

To: Joshua S. Gottheimer/WHO/EOP 

cc: 
Subject: Re: DRAFT—Asian Amer Advisory Video. 

In a message dated 7/9/00 6:38:04 PM Eastern Daylight Time, 
Joshua_S._Gottheimer@who.eop.gov writes: 

« From building the transcontinental railroad 
to bringing us the world?s first Pentium chip - from public service to the 
performing arts » 

I might invert this, so that the pub service/arts one comes first, just so 
you don't lose the thread of the "from...to..." (since the railroad/Pentium 
one is quite long). 



. ' ^ Mara A. Silver 
07/07/2000 12:19:27 PM 

Record Type: Record 

To; 

cc: 

James A. Streett/WHO/EOP@EOP 

Subject: website.0707 

Forwarded by Mara A. Silver/WHO/EOP on 07/07/2000 12:18 PM • 

^ Ellen E. Olcott 
07/07/2000 12:00:23 PM 

Record Type: Record 

To: 

cc: 

See the distribution list at the bottom of this message 

Subject: EMBARGOED until 7/8 POTUS remarks in webcast 

THE WHITE HOUSE 

O f f i c e of the Press Secretary 

Embargoed For Release 
U n t i l 10:00 A.M. EDT 
Saturday, J u l y 8, 2 00 0 

REMARKS BY THE PRESIDENT 
IN INTERNET WEBCAST 

The Oval O f f i c e 

THE PRESIDENT: Good morning. E a r l i e r t h i s week, we 
launched a new and improved White House website at 
www.whitehouse.gov. Today, I want t o t a l k a l i t t l e about the 
website and about our other e f f o r t s t o use technology t o b r i n g 
government c l o s e r t o the people. 

esident who brought the White 



House i n t o the d i g i t a l age. When I became President, there were 
j u s t 50 websites on the Worldwide Web. Now, there are 17 
m i l l i o n , and almost 50 m i l l i o n households o n - l i n e i n the United 
States alone. 

I t was j u s t s i x years ago t h a t we launched the very f i r s t 
White House website. Our website now has more than 9,000 pages 
of i n f o r m a t i o n -- and t h a t ' s not counting the archives. We've 
redesigned and updated i t t o keep pace w i t h i t s growth and the 
r a p i d changes i n technology. The new and improved White House 
website i s another important step i n our e f f o r t s t o make 
government high-speed, high-tech and u s e r - f r i e n d l y . We're 
b r i n g i n g i n f o r m a t i o n t h a t matters i n t o people's homes -- p o l i c y 
papers, the c i t i z e n s ' handbook, l i n k s t o f e d e r a l agencies. 

We've also made i t easier t o f i n d the f e a t u r e s t h a t v i s i t o r s 
use most -- l i k e e-mailing the White House, t a k i n g an o n - l i n e 
t o u r or f i n d i n g s p e c i a l a c t i v i t i e s f o r k i d s . And we've made the 
website a permanent p a r t of the Executive O f f i c e of the 
President, so t h a t f u t u r e Presidents w i l l be able t o change i t t o 
s u i t t h e i r needs as e a s i l y as they can change the f u r n i t u r e here 
i n the Oval O f f i c e . 

Under the l e a d e r s h i p of Vice President Gore, we've used 
i n f o r m a t i o n technology t o b r i n g government c l o s e r t o c i t i z e n s i n 
many ways. People are now using U.S. government websites t o f i l e 
t h e i r taxes, compare t h e i r Medicare o p t i o n s , and f i n d good jobs. 
They're tapping i n t o the l a t e s t h e a l t h research, browsing the 
vast c o l l e c t i o n s of the L i b r a r y of Congress, and f o l l o w i n g along 
w i t h NASA's missions i n outer space. 

And we're i n the process of c r e a t i n g a s i n g l e , 
customer-focused website, www.firstgov.gov, where Americans can 
f i n d every o n - l i n e resource o f f e r e d by the f e d e r a l government. 

But we must do more t o ensure t h a t the b e n e f i t s of the 
i n f o r m a t i o n r e v o l u t i o n f l o w t o every American. That means 
working t o close the d i g i t a l d i v i d e , t o put computers i n every 
classroom, t o t r a i n our teachers t o make the most of. them. We 
must also pay a t t e n t i o n t o the issues of computer s e c u r i t y and 
the p r i v a c y of our records on computers, so t h a t the newest 
technology doesn't undermine our o l d e s t values. 

Eighty-one years ago t h i s week, Woodrow Wilson became the 
very f i r s t President t o communicate by r a d i o . On h i s way home 
from Europe, President Wilson used the r a d i o , a f t e r several 
unsuccessful e f f o r t s , t o c a l l the then-young F r a n k l i n Roosevelt, 
who was h i s A s s i s t a n t Secretary of the Navy back i n Washington. 
I t wasn't immediately c l e a r how t h i s new technology would be 
used, or t h a t i n j u s t 15 years Roosevelt, as President, would be 



making r a d i o broadcasts t h a t 80 percent of our n a t i o n would hear. 
But i t was c l e a r t h a t a new door t o the f u t u r e had opened. 

We're at j u s t such a moment again today, and the new White 
House website i s j u s t one small step toward b r i n g i n g government 
more f u l l y i n t o the I n f o r m a t i o n Age. We have b a r e l y begun t o 
understand how i n f o r m a t i o n technology w i l l change our l i v e s . But 
those of us i n government have a r e s p o n s i b i l i t y t o use these new 
t o o l s t o expand the reach of democracy and give more people a 
chance t o l i v e t h e i r dreams. 

I ' l l see you on l i n e at whitehouse.gov, and thanks f o r 
log g i n g on. 

END 
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Initial draft for Podesta National Press Club speech on Cyber-Security 

[Add introductory paragraphs ~ glad to be here today, etc.] 

Let me begin today with the text of the Fourth Amendment to the United States 
Constitution, ratified 213 years ago: 

"The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated" , 

As you can see, the text of 4* Amendment protects not only your "person" and "house" 
but also the right of the people to be secure in their "papers and effects." In 1787 [or: At the time 
of the Framers], a person's most important "papers and effects" were almost undoubtedly in their 
home or place of business. Our "papers and effects" were thus protected by the requirement of a 
warrant before the state could enter and search. 

Today, as Americans spend more and more time in cyberspace, that is less and less tme. 
Consider the extent to which our e-mails already contain so much of our sensitive thoughts and 
infonnation. Shouldn't these e-mails count as "papers and effects?" Yet these e-mails are held 
outside of our houses on computer servers. 

Looking ahead, even more of our "papers and effects" may be kept outside of the home. 
Consider the rise of "ASPs" or application service providers. [We have a press quote from April: 
"This segment of the IT industry has become one of the fastest growing markets."] Under this 
approach, our word processing software and files would also be kept on servers, accessible to us 
as we travel through our busy lives, but also possibly accessible to the govemment or others 
outside of the home. 

Will the courts automatically protect these "papers and effects" under the 4* 
Amendment? The answer seems to be no. Under the 4"* Amendment, the Supreme Court has 
said that individuals consent to release of their information when they send data to their bank or 
e-mail provider. The govemment can constitutionally then ask the bank or e-mail provider for 
that data, without the need for legal process. Only if there is a statute in place, such as the Right 
to Financial Privacy Act for banks, are there legal requirements before the government can seek 
the information. 

As a matter of constitutional doctrine, the 4* Amendment thus may not protect these 
"papers and effects." But as a matter of public policy ~ of the choices we make as a democracy -
- shouldn't people's most private "papers and effects" be given significant legal protection? The 
genius of the 4* Amendment is that it protects Americans' homes against unreasonable searches. 
But reasonable searches ~ those done with the right legal protections — are allowed. 

My topic for today, then, is how to provide the right legal protections for our "papers and 



I effects" in cyberspace. When so much of our sensitive personal information is kept outside of 
our home, what should the mles be for govemment access to that data? How do we give 
continuing vitality to 4* Amendment values when the facts have changed, and "papers and 
effects" are kept outside of the home? 

> In discussing cyber-security and 4"" Amendment values, my talk today is part of the 
broader Administration efforts to constmct a framework for building tmst and security in 
cyberspace. Today I am focusing on law enforcement authorities and how they should be 
updated to address the new challenges and opportunities of the Inte?net. The broader framework, 
however, includes the following major pieces: 

qvate sector leadership. As emphasized at the President's Cyber Security Summit with 
indu^t(y leaders in Febmary, most computers and networks that we rely upon are owned 
and operated by the private sector.The private sector thus has a r'^'fip^n'iibility t" Iffad in 
implementaheri nfmrnpnter and network security. The more the public and industry do 
oil theii oWnftnb^s need we will have for law enforcement to handle problems through 
criminal enflbrceme 

Government ds>nmodel_cilizen. A kev role for the federal govemmRnt is |r> he a model 
for information sebyitv """j pP''̂ '̂'Y p^^ti^pg and for building tmst in the Digital 
Society. We have ifak^hsmany steps to act as such a model, such as my report on how 
agencies have responded toliistributed denial of service attacks and guidance from the 
Director of OMB/to assure that appropriate security measures are included as part of the 
funding of all govemment computer systems. 

Public-ptryaw^fiarp^ership. The federal govemment will work in partnership with the 
private sector to bbUj^security'and tmst in online activitjes. The National Plan for 
Informafion System^ Protection was issued in January, and we have a number of efforts 
underway to buil^jnis partnership. 

Preserve fimdamental American yaliie£ j i jch as privacy and civil liberties. Creating 
security and tmst on the Internet must be done with dedication to longstandina'values 
including: protection of privacy and civil liberties, improving the qualtty^f Ufe for all 
Americans, such as through the promotion of electronic commerce and eligmiatt^ of the 

.digital divide; and fijrthering of the educatioftal-tniJ flee speech potenfiaKoftHemterne 

Tuming more specifically to the law enforcement context, the three themes I wish to 
stress today are i^dating, harmonization, and balance. Historic, recent changes in technology 
mean that we must update the mles forlaw"enfi9FGement access to electronic communications. 
The basic mles for law enforcement access to telephone calls were enacted in 1968. The last 
major updating of these sorts of mles came in the Electronic Communications Privacy Act 
(ECPA) of 1986 — years before most Americans had even heard of the Internet. 
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Foreworc 

As the Senate sponsor of the Electronic Communications Privacy Act of 1986 
(ECPA), 18 USC 2510 et seq., I was pleased to learn that the Electronic Mail 
Association planned to publish a guide to the law-a law that is vital to both· the 
consumers and providers of electronic information. 

The Electronic Communications Privacy Act helps ensure the privacy of commu­
nications transmitted by the most advanced technology, including electronic mail, on­
line computer databases, remote computing systems and sophisticated telecommuni­
cations systems. In 1986, when ECP A was enacted, the need for the law was apparent 
At that time, phone calls made over our nation's telephone lines were protected against 
interception and eavesdropping, but electronic communications sent over the very 
same telephone lines were afforded no such protection. The privacy of our nation's 
communications was governed by a law (Title m of the Omnibus Crime Control and 
Safe Streets Act of 1968) that was hopelessly out of date. That law was passed when 
Congress could barely contemplate the new forins of telecommunications and com­
puter technology that would emerge in the last quarter of the 20th century. 

Today, Americans have at their fingertips a broad array of telecommunications and 
computer technology, including electronic m_ail, voice mail, electronic bulletin board~ • 
interactive video, and on-line computer access to some of the world's most valuabl1. 
databases. . 

That is why my colleagues in Congress, including Senator Charles Mathias of 
Maryland, and Congressmen Robert KastenmeierofWisconsin and Carlos Moorhead 
of California, worked for two years in the spirit of bipartisan cooperation to fashion a 
new law to protect the privacy of communications into the 21st century. 

The Electronic Communications Privacy Act ensures the integrity of electronic 
communications by making it a federal crime to intercept and disclose electronic 
communications, in much the same manner that the wiretap statute prohibits the 
interceptions of telephone calls. The law also makes it a crime to gain access, without 
permission, to electronic communications in storage. 

ECPA not only protects American consumers, but is vital to the continued growth 
of the electronic communications and high technology industries in the United States. 
The law assures individual Americans and American businesses that their communi­
cations will remain confidential and so encourages consumers to make use of these 
exciting new technologies. ECPA also provides law enforcement officials with the 
tools to protect our nation's electronic communications networks, computer systems 
and databases from high-tech criminals. For all these reasons, ECPA enjoyed wir 
support among industry and consumer groups, privacy advocates such as the lndividu 
Rights and Responsibilities Section of the American Bar Association and the American 
Civil Liberties Union, and the Department of Justice. 
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• 
The Electronic Mail Association (EMA) played an important role in the develop­

ment of ECPA. Mike Cavanagh, executive director of EMA, and Phil Walker, vice 
president of Sprint International, and one of the founding members of EMA, were able 
negotiators who not only represented their industry well, but helped provide a broader 
vision of the need to safeguard individual privacy, as well as technology, in an era of 
rapid change and innovation. It is especially appropriate that EMA has published this 
important new guide to the Electronic Communications Privacy Act. Congress 
intended that ECPA help nurture industries such as the electronic mail industry. It is 
therefore important that members of the industry understand their rights and responsi­
bilities under that law. 

Finally, I want to recognize the authors of this guide. John Podesta served me 
loyally as my chief counsel on the Senate Judiciary Committee for more than seven 
years. During much of 1985 and 1986 he managed the effort to enact ECPA into law. 
John directed the negotiations among interested Members of Congress and concerned 
parties and drafted the bill that ultimately became law. For these reasons, alone, John 
is singularly well-qualified to explain the law. 

I also had the pleasure of working with Michael Sher, who co-authored this guide 
with John. Michael served as my legislative assistant for economic issues between 
1985 and 1989 and during that time worked closely with representatives of the growing 
high technology industry in my state of Vermont. 

Senator Patrick Leahy 
United States Senate 
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lntroductior 

Less than a decade ago, electronic mail technology was used by only a few hundred 
thousand Americans, many of whom were advanced research scientists. Today, over 
ten million Americans use messaging technology, and the typical profile might be a 
salesperson who takes her laptop computer on the road to meet with prospects, or the 
designer who needs to gain approvals from appropriate corporate management before 
his new product can go into production. 

During the 1980s, a range of new electronic communications technologies gained 
wide acceptance from the public, and while these new technologies represented great 
steps forward, they also inevitably raised public policy and legal issues that required 
serious attention by appropriate government institutions. Indeed, in this latter part of 
the 20th century, dramatic advances in all aspects of technology have presented a 
distinct challenge to our legal entities. 

In the case of electronic communications privacy, we perhaps have a blueprint of 
the kind of responsible action that can be taken to update laws using centuries-old 
principles as the foundation for legislative language that addresses leading-edge 
technology. The Electronic Communications Privacy Act of 1986 grew out of an effort 
by leading Congressional policymakers, their talented staffs, industry, privacy watch·· • 
dogs like the American Civil Liberties Union, and the Justice Department to resolv, 
"high tech" communications issues. The El~ctronic Mail Association was proud to play 
a central role in providing lawmakers with industry data and recommendations during 
the drafting process and in leading lobbying efforts in support of passage of the bill. 

EMA is now very pleased to make available this detailed guide to the law with 
essential information from the Justice Department relating to its interpretations of key 
aspects of the legislation. After new laws are enacted, it traditionally takes some time 
before various memoranda are issued relating to these interpretations, but we feel a 
guide like this one can now be issued, with the understanding that clarifications, amend­
ments, court rulings, etc., can certainly be expected. This guide is deliberately being 
issued in a binder format, and EMA will be committed to updates when appropriate. 

As executive director of the association, it was my great pleasure to work with the 
guide's authors, John Podesta and Michael Sher. John seived as chief counsel of the 
Senate subcommittee responsible for ECPA and is currently a partner in the consulting 
firm he founded with his brother, Podesta Associates. John's seivice on the Senate 
Judiciary and Agriculture committee staffs made him one of the most respected and 
well-liked key staff aides on Capitol Hill for many years. Michael Sher, his associate 
at Podesta Associates, brought years of Congressional staff experience and particular 
expertise in legal issues relating to wiretap laws and ECP A to thisproject. We also wa-· 
to thank Phil Walker, vice president at Sprint International, for his contributions tot 
guide. Phil, who seived as chairman of EMA during the Congressional deliberation 
of ECPA, devoted literally countless hours to passage of ECPA. His extraordinary 
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telecommunications regulatory background was demonstrated again and again during 
the bill's successful march to passage. 

While ECP A has provided traditional legal protections against outside intrusion to 
users of data communications, it is important to note that the subject of workplace 
privacy is receiving new scrutiny today in various quarters. Monitoring of telephone 
calls, inside mail, and electronic mail has been challenged by employees who have felt 
victimized by such practices. 

Although privacy in the workplace has been ill-defined in the past, it would seem 
to make good common sense for organizations to review what policies, if any, they 
maintain with respect to records management and/or information dissemination, 
because Federal laws governing outside interception (postal privacy laws, the wiretap 
act, and ECP A) generally do not apply in intra-corporate situations. Organizations 
should also carefully scrutinize applicable state workplace privacy laws. 

The electronic mail industry, like others involved in communications and informa­
tion storage and retrieval, can perform a valuable service by addressing the myriad of 
issues that arise when one examines workplace privacy. 

A final note should be made in this introduction relating to the detail that will be 
found in this guide. To be sure, our direction to the report's authors was to provide us 
with a comprehensive overview of the key provisions of ECPA. This document 
represents the kind of guide that can be referred to in any of a number of circumstances. 
The basic principles ofECPA are clear and can be understood by all, just as mail privacy 
guidelines and wiretap laws are simple in concept. 

For attorneys responsible for analyzing the validity of requests presented to them 
by a law enforcement officer, we hope that the specific information on ·~when the 
government comes calling" will be helpful. Likewise, we hope that operations staff 
seeking clarification of backup storage issues delineated in ECPA will find the guide 
informative, as will any individual unaware ofECPA who might think that unauthor­
ized access to someone's electronic mailbox is a legally ambiguous act. 

Michael F. Cavanagh 
Executive Director . 
Electronic Mail Association 
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Preface Configuration Of Electronic Mail Systems Is 
Key To Rights And Responsibilities 

A. Purpose 

The Electronic Communications Privacy Act has two essential purposes: 1) to 
protect all electronic communications systems, including purely internal electronic 
mail systems and public systems, from outside intruders; and 2) to protect the privacy 
of cenain messages sent over public service electronic mail systems just as the privacy 
of telephone calls over public telephone systems is protected. 

First, the Electronic Communications Privacy Act protects all electronic mail 
systems, regardless of whether they are purely internal or public systems, from outside 
hackers, intruders and other unauthorized users who break into systems, steal or 
manipulate information, or cause damage to the system. The law creates a deterrent 
against outside intruders by providing prison terms and criminal fines for offenders 
who illegally access or exceed their authorized access to an electronic communications 
system. 

Second, the privacy provisions of the new law-the rules concerning the disclosure 
of electronic mail messages-afford markedly different benefits and impose very 
different responsibilities depending on the configuration of an electronic mail systerr 
Specifically, the law treats purely internal electronic mail systems differently fror. 
those public service systems operated for use by outside businesses, the general public, 
or to forward messages. 

The privacy provisions of the new law are applicable only to a person or entity 
providing an electronic communication service to the public.1 Operators of purely 
internal systems need generally only be concerned with the protections the new law 
provides against outside intruders and electronic wiretappers. Purely internal systems 
are not subject to the privacy provisions of ECPA, and the new law does not impose 
restrictions on the disclosure of messages sent on purely internal systems, including 
electronic mail messages sent by employees of a finn that uses a purely internal 
electronic mail system. 

In large part, the privacy provisions of ECPA seek to protect the privacy of 
communications made on large public service electronic mail systems. These public 
service electronic mail firms operate much like public telephone utilities. An outside 
individual or company subscribes to the public service and can send messages to other 
individuals and firms via the service. 

Public service electronic mail firms are experiencing significant growth and are 
becoming an important part of the electronic mail industry. ECP A has helped pubU -
service firms grow by protecting the privacy of messages sent over these systems 
thereby providing businesses and individuals confidence that their ~essages wi 
remain secure. The law protects the privacy of messages by creating a deterrent against 
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~legal disclosure: just as telephone cusromers can sue the phone company for illegally ( I ::stening lO phone calls, injured parties can bring suit in the event that a public service 
\ electronic mail firm discloses a message without authorization or pursuant to the 

'\_, exceptions set out in the law. 

This preface will help electronic mail systems executives and operators determine 
whether their system is subject to the privacy provisions of ECP A. The preface will 
explain the distinctions between private and public electronic mail systems, and 
hopefully will aid the reader in understanding the rules explained in the· following 
chapters concerning the different kinds of electronic mail systems. 

B. Classifications Of Electroni_c Mail Systems 

1. Purely Internal Systems 

By far, the greatest number of electronic mail systems are purely internal and are 
not subject to the same stringent rules concerning the disclosure of messages imposed 
upon companies that off er electronic mail services to other businesses or to the public. 

There are two types of internal electronic mail systems. First, some companies and 
organizations acquire their own on-site computer systems with an electronic mail 
component. Second, many companies without their own on-site electronic mail 
systems contract with large public service electronic mail firms to use portions of the 
larger company's electronic communications system to provide solely internal messag­
ing. Both of these types of electronic mail systems are considered internal, and 
messages sent over them are not subject to the restrictions on disclosing and monitor­
ing messages. 

Since internal messages are not protected by the privacy provisions of ECPA, and 
are treated much like workplace-generated paper memos, they generally may be read 
by authorized supervisors, co-workers and systems managers without violating ECPA. 
While federal law may not bar authorized personnel from accessing another employee's 
messages, and indeed, business necessities may require it, managers, as a matter of 
sound business practice, should consider informing the users of an internal electronic 
mail system of their rights and responsibilities with regard to the confidentiality of 
messages sent on the system. Most system managers may want to deal with these issues 
through normal system training. 

2. Public Electronic Mail Systems 

A number of major firms in the electronic mail industry offer electronic mail 
services to other businesses and to the public. These firms also forward messages from 
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one electronic mail system to another. In most respects, ECPA treats these public 
service electronic mail providers just as telephone companies are treated under the 
wiretap statute. Public service electronic mail firms may only tum over messages to 
law enforcement officials if an appropriate warrant, court order or subpoena is 
presented. Furthermore, these firms may expose themselves to litigation if they 
improperly disclose or intercept electronic mail messages. 

3. Internal Systems That Allow Outside Users 

Two situations may arise when a firm with a purely internal messaging system 
opens up the system to permit outside individuals to send and receive messages. 

First, some businesses with internal messaging systems may pennit individuals 
outside the business to communicate with the firm by sending and receiving messages 
on the firm's internal system. For instance, a manufacturer with an internal electronic 
mail system may permit suppliers to use the electronic mail system to process orders 
and invoices. Messages sent on this internal system by the outside supplier may be 
disclosed by the manufacturer/system operator under ECPA. ECPA pennits either the 
sender or recipient to disclose the contents of a message just as a sender or recipient of 
first-class mail may make numerous copies of, and distribute, a letter he or she sent o 
received. Under this example, the manufacturer would be considered the recipient of 
any message sent via the internal mail system by the outside supplier and therefore 
could disclose the message. The same would be true of any message the manufacturer 
sends to the supplier via the system. 

A second, and more difficult case arises where a system permits an outsider to use 
a company's internal mail system to send a message to another outsider. For instance, 
in our example, the manufacturer may allow numerous outside suppliers to use its 
internal electronic mail system to do business with the manufacturer. As long as the 
messages are sent to and received by the manufacturer that operates the system, the 
sy~tem remains internal and none of the rules against disclosure applies. However, if 
the system's operator permits one outside supplier to send messages via the internal 
system to another outside supplier, the situation is less certain and may begin to 
approximate a public service electronic mail service. 

While there is no guidance provided in the legislative history of ECP A and there 
has been no litigation in this area, a reasonable interpretation of the law would suggest 
that messages sent by outsiders to outsiders via an internal system would not be subject 
to the rules against disclosure, as long as the message traffic is incidental and the 
electronic mail system provider does not charge for messaging. On the other hand, if 
traffic between the outsiders increases substantially or if the electronic mail syste 
operator charges for messages between outsiders, the system runs the risk of bein 
considered a public service electronic mail provider and may be subject to the rules 
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• 

against disclosure. 

4. Hybrid Electronic Mail Systems 

A special situation arises for a handful of large public service electronic mail 
firrm that also offer private, in-house electronic mail systems for their employees. In 
some cases, these internal and public electronic mail systems are connected, allowing 
an employee on the internal system to send a message from the internal system to a party 
outside the company over the public electronic mail system. Chapter 1 discusses these 
hybrid systems in greater detail and suggests that once a message (even a message 
originated on a purely internal system) is sent over a public system, the message may 
be subject to ECPA's rules against disclosure . 
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1. 18 U.S.C.A. sec. 2702(a) (West Supp. 1988). 
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service to federal government agencies, are subject to strict rules concerning the 
disclosure of electronic mail messages in the transmission stage.7 Failure to comply 
with these rules can expose a firm and its employees to civil liability. 

Subject to the very logical exceptions discussed below, electronic mail firms 
offering service to the public may not intentionally disclose the contents of any 
message while in transmission to anyone other than the intended recipient of the 
message or his agent 8 For example, inadvertent disclosure of electronic mail messages 
to a mistaken recipient are not punishable under this section. But where a finn makes 
it a conscious objective to disclose electronic mail messages to parties other than the 
intended recipient, the firm opens itself up to criminal and civil liability.9 

The rule against intentional disclosure clearly applies only to systems offered to the 
public. Therefore, if a manager of a purely internal electronic mail system discloses to 
a company executive a suspicious message intended for another employee, neither the 
firm nor the system's manager would be criminally or civilly liable under ECPA. While 
no civil liability may arise under ECPA, a recent case filed in California challenges the 
right of employees to read electronic mail messages under California state privacy and 
employment law. (Shoars v. Epson America Inc.) 

3. Special Rules For Firms With Internal And Public 
Components 

The situation is less certain for those companies that operate hybrid systems with 
both internal messaging and public electronic mail services. Currently, these rules 
only apply to a handful of large public electronic mail firms which also have internal 
systems for their employees. 

A narrow reading of the law suggests that an electronic mail finn offering service 
to the public may not intentionally disclose the contents of a message while in 
transmission on that service.10 Therefore, this way of reading the new law would 
suggest that where an electronic mail firm offers separate internal and public services, 
the firm could disclose messages sent on the internal service, but would be criminally 
and civilly liable if it discloses messages on a public service. 

In some cases, however, an electronic mail firm may have an internal messaging 
system that also allows employees to access the public system and send messages 
originated on the in-house system. Although the legislative history and Justice 
Department guidelines offer little guidance on the subject, a reasonable reading of the 
law suggests that an electronic mail firm may disclose a message that originated on its 
in-house messaging system and was sent out via its public service. The public service 
system would be considered the legal owner and thus the originator of the message 
under ECPA because it maintained the internal messaging systems for its own business 
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While there have been no court interpretations of this provision of the new Act to 
provide guidance to electronic mail firms, cases are beginning to arise in which claims 
of confidentiality are being made with respect to hybrid systems. For example, a recent 
controversy has erupted in Colorado Springs, Co., over the disclosure to the city's 
mayor of electronic messages between city council members. While the system is 
owned and operated by the city, it was designed to be accessible by the public. Firms 
should be cautious about intentionally disclosing messages sent on a hybrid, public/ 
private electronic mail system. These are uncharted legal waters and firms should be 
careful about exposing themselves to criminal and civil actions. 

C. The Exceptions 

1. Exceptions Which Permit Interception Or Disclosure 

Congress recognized that there are cases in which an electronic communication 
must be intentionally intercepted or disclosed, for instance, in those situations where 
one electronic mail firm must pass on a message to another firm for forwarding. Thi~, 
exception is similar to the exception in the wiretap statute which permits local telephon 
companies to forward calls to long distance carriers. Therefore, while it is generally a 
felony to intercept an electronic mail message, or disclose or use an electronic mail 
message which has been intercepted, the following exceptions apply. 

a. It is not illegal to intercept an electronic communication made through an 
electronic bulletin board or other communications system that is configured so that 
it is readily accessible to the public.12 However, communications sent over the 
private element of a computer system that features a separate electronic bulletin 
board element continue to be protected against interception. 

b. It is not illegal/or an employee or agent of an electronic mail firm to intercept, 
disclose or use an electronic mail message in the normal course of business, when 
engaged in activities necessary to providing services, or to protect the rights or 
property of an electronic mail provider.13 Congress recognized that electronic 
communications providers may have to monitor a stream of transmissions in order 
to properly route, terminate or manage individual messages. This type of monitor­
ing is not prohibited because it does not infringe on the privacy of either the sender 
or recipient. On the other hand, phone companies are not permitted to monitor 
telephone conversations in order to route them, nor is the Postal Service permitted 
to read letters in order to dispatch them.14 

c. It is not illegal to intercept an electronic communication, including an electron 
mail message that is harmfully interfering with an operating station or consumer 
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electronic equipment, in order to identify the source of the interference. 15 It is 
important to note that interception is only permitted to identify the source of 
hannful interference.16 A literal reading of the law would suggest that once an 
electronic mail firm has determined the source of the interference, it must stop 
intercepting the messages. 

d. It is not illegal for an electronic mail jinn to record the initiation and/or 
completion of an electronic message.11 The statute permits electronic mail firms to 
record the duration of messages just as the phone company is permitted to record 
the length of calls for billing purposes and to protect the company and its customers 
from fraud and abuse. 18 Electronic mail firms may use pen registers and trap and 
trace devices for billing purposes or to track down individuals abusing the system.19 

See the chapter on pen registers and trap and trace devices for greater detail. 

e. It is not illegal for the sender or recipient of a message to intercept, disclose or 
use an electronic mail message.20 For example, this exception allows the sender of 
a message to intercept a message before it reaches its intended recipient in order to 
make changes or even to prevent the recipient from receiving an unintended 
message. In addition, this provision takes the logical step of protecting the right of 
the recipient of an electronic mail message to "intercept" or receive a message and 
then "disclose" or share that message with other electronic mail users. For example, 
many times an electronic mail customer will receive a message and want to forward 
it to other electronic mail users. This type of activity is not illegal under ECP A. 

f. It is also not illegal/or a third party to intercept, disclose or use the message when 
either the sender or recipient gives his or her pennission.21 For example, if a 
reporter asks to monitor an electronic mail message sent by Party A to Party B and 
either party gives his or her permission, the reporter could intercept the message, 
and disclose and use it in a newspaper article. This exception does not apply, 
however, when a message is intercepted for purposes of committing another crime 
(such as blackmail) or act which causes tortious injury to another (for example, if 
the hypothetical reporter used the intercepted message to commit libel).22 

2. Special Exceptions For Public Electronic Mail Systems 

Just as Congress realized that there must be exceptions to the rules against 
intentionally intercepting electronic messages (e.g., so that a sender can make correc­
tions in a message), Congress included exceptions to the rule generally prohibiting 
electronic mail firms from disclosing the contents of electronic mail messages while in 
transmission. While it is generally illegal for an electronic mail firm that offers service 
to the public to provide a message to anyone other than the person whom the sender 
intended to receive the message, ECPA provides the following practical exceptions: 

Ptoteaing El«bonic ~: A GAW ID ECPA • E1«:tronlc 111111 A6aodaJion 

-~-



a. It is not illegal for an electronic mail firm to disclose the contents of a message 
to third parties with the consent of either the sender or the intended recipient.13 For 
example, a client who sends a message via an electronic mail service may ask the 
electronic mail service to provide an additional copy of a message to a third pany 
without the consent of the original intended_ recipient. All that is needed is the 
permission of the sender. This rule is similar to the one-party consent exception 
to the wiretap statute which allows one party to ask the telephone company to 
connect a third party to a phone call.24 

b. It is not illegal for an electronic mail/inn to disclose the contents of a message 
to individuals or other firms involved in forwarding the message.25 For example, 
if a message is being sent through an electronic mail network involving two or more 
electronic mail firms, the electronic mail firm responsible for sending the message 
may legally pass the message on to a second firm for routing and delivery. The same 
is the case under the wiretap statute, which permits local phone companies to 
forward messages to long distance carriers. This section of ECPA was included 
specifically to exempt communications intermediaries from the ban on disclosing 
the contents of messages.26 · 

c. An electronic mail service may disclose the contents of a message to law enforce 
ment officials when the contents were obtained inadvertently and appear to 
concern the commission of a crime.n This exception only applies when an 
electronic mail provider obtains the information inadvertently and not when the 
"provider purpose fully sets out to monitor [messages] to ascertain whether criminal 
activity has occurred. •>21 Congress envisioned this circumstance as being excep­
tional. 29 For example, if an employee of an electronic mail firm is monitoring a 
stream of transmissions and accidentally happens to see a message relating to a 
narcotics transaction, the employee and employer may disclose the contents of that 
message to the police. 

d. Finally, the rule against disclosing the contents of electronic mail in transmis­
sion does not apply to firms that operate purely private, internal messaging 
systems. Rather, the restrictions only apply to firms providing "an electronic 
communication service to the public."30 

D. The Penalties (Criminal And Civil) 

1. Criminal Penalties For Interception 

Illegally intercepting electronic mail, or illegally disclosing or using illegall··· 
intercepted electronic mail, is a federal felony punishable by up to five years in prison 
and/or a fine of up to $250,000 for individuals and $500,000 for organizations.32 
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• 2. Civil Action For Illegal Interception 

Just as an individual whose phone has been tapped illegally may sue the wiretapper 
under the wiretap statute, any person whose electronic mail is illegally intercepted, 
disclosed or used may sue the person or organization that violated the law for damages 
in a civil lawsuit 33 A plaintiff may bring a civil action regardless of whether the 
defendant has been the subject of a criminal prosecution. But in the absence of a 
criminal prosecution, the burden is on the plaintiff to demonstrate that there has been 
a violation of the law.34 

Both actual and punitive damages are available as remedies. In addition, an 
electronic mail firm can obtain preliminary and permanent injunctions to stop illegal 
interceptions.35 Reasonable attorney's fees and litigation costs may also be awarded.36 

A court may calculate damages by awarding statutory damages of $100 per day or 
$10,000, or actual damages, whichever is greater. If actual damages are awarded, a 
plaintiff can also receive any profits derived by the violator from any illegal activities. 37 

3. Injunctions And Civil Fines For Illegal Interception 

In addition to the provisions that permit an electronic mail firm to go to court to 
obtain an injunction, whenever it appears that a person is committing a felony or is about 
to commit a felony under ECPA (e.g., illegally intercepting, disclosing or using 
electronic mail), the U.S. Attorney General is given authority to bring a civil suit to 
enjoin the illegal activity.38 The violation must present the threat of a continuing and 
substantial injury to the United States or to any person or class seeking protection.39 

This provision is similar to the federal statute providing for injunctions against fraud.40 

The ability to obtain injunctions and temporary restraining orders in a separate civil 
case is important because a prolonged criminal investigation and prosecution would 
otherwise permit illegal activities to continue while the case works its way through the 
criminal system: 

4. Civil Suit Against Electronic Mail Providers For 
Disclosing Contents Of Messages 

Just as an individual who illegally intercepts electronic mail is subject to a civil ~uit 
for damages, so, too, are electronic mail firms which illegally disclose the contents of 
electronic mail while in transmission. Firms violating the law may be liable for actual 
and punitive damages, along with attorneys fees and litigation costs.41 As is the case 
with illegal interceptions, firms that illegally disclose electronic mail messages in trans­
mission may be liable for damages for each violation equaling the actual damages 
suffered by the plaintiff, plus any profits made by the firm from disclosing the message, 
or statutory damages of up to $10,000, whichever is greater.42 
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5. Exclusivity Of Remedies 

The remedies and criminal sanctions for the interception of electronic communica­
tions are the only remedies and sanctions available, except in the case of constitutional 
violations. Remedies for constitutional violations (e.g., violations of the Fourth 
Amendment by law enforcement officials to be remedied by invoking the exclusionary 
rule), however, only apply to the government Therefore, a customer suing an 
electronic mail firm for disclosing a message while in transmission, must sue under the 
new rules set out by ECPA, which also establishes defenses for electronic mail firms 
that acted in good faith and complied with the statute.43 

E. The Defenses In Criminal And Civil Actions 

In the event that an electronic mail firm is sued for disclosing the contents of a 
message while in transmission, ECPA sets out a number of defenses to ensure that a finn 
will not be held liable for properly cooperating with law enforcement officials or for 
following the exceptions in the law to the rule against disclosure. (Chapter 2 describes 
in detail the procedures a firm should follow in cooperating with law enforcement 
officials who want to intercept electronic mail transmissions.) 

An electronic mail !inn may defend itself in any criminal action or civil suit that. 
challenges the disclosure of ·a message by offering one of the following complete 
defenses: 

• The disclosure was made in good faith reliance on a court order, warrant or 
subpoena.44 Thus, an electronic mail provider that has received a court order would 
be entitled to a dismissal of a civil suit ifit acted within the scope of the court order.45 

(See next chapter for greater detail.) 

• The disclosure was made in good faith reliance on a statutory or legislative 
authorization. 46 

• The disclosure was made in good faith reliance on a written certification by a 
specially authorized law enforcement officer that an emergency situation exists 
which made it impossible to obtain a court order before the fact.47 (See next chapter 
for greater detail.) 

• The electronic mail provider disclosed the information based on a good faith 
determination that the exceptions to the general rule against disclosure (e.g., the 
exception for disclosing the contents of a message to another firm for forwardin.g' 
apply.41 .· 
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Finally, ECPA created a two-year statute oflimitations for bringing a civil suiL Any 
civil action must be commenced no later than two years after the party bringing the suit 
has a reasonable opportunity to discover the violation.49 
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Chapter 

1 
Protecting Electronic 
Mail In Transmission 

~--------------------------------------------------------·---A. Purpose 

Title I of the Electronic Communications Privacy Act (ECPA) has two purposes: 
1) to protect electronic communications, including electronic mail, from illegal 

terception by unauthorized third parties; and 2) to regulate when electronic conunu­
nications firms may divulge the contents of communications while messages are being 
transmitted. Although this title protects electronic mail firms from electronic wiretap­
pers and hackers, this section of the law also establishes significant responsibilities on 
the part of electronic mail firms that off er service to the public-responsibilities similar 
to those imposed on telephone companies of all sizes. Failure to meet these responsi­
bilities, including protecting the privacy of your customers' electronic mail, can carry 
federal prison terms and heavy fines. Therefore, it is important that electronic mail firm 
executives and employees become familiar not only with the new protections afforded 
by this section of the law, but also with the responsibilities and liabilities imposed. 

Firms with purely internal electronic mail systems are not subject to the same 
tough standards and criminal penalties as are electronic mail firms that off er 
service to the public. Nonetheless, it is important for executives who currently have 
responsibility for purely internal systems to become familiar with the rules for public 
systems in the event that a firm decides to open all or part of its system to the public. 

In general. ECPA protects electronic communications from ille~al interception bx 
extending the federal criminal sanctions that apply to telephone wiretapping to elec­
tronic connnamcanons, such as electronic mail. Just as it has been a federal crime to 
mtersept telephone conversations since enacnnent of Thie III of the Omnibus Crime 
Control and Safe Streets Act of 1968, ECPA makes it a federal cnme to intercept 
electronic mail, data transmiss1ons and other electronic commumcanons. 'fhese 
prov1s1ons nOt only protect the pnvacy of users of services such as eleclt'ORic mail, but 
also provide the electronic mailindustry with a means of safeguarding its systems and 
providing clients with a secure, efficient and attractive means of communications. 

The Electronic Communications Privacy Act also regulates when electronic mail . 
firms may divulge the contents of electronic mail in transmission, generally to ensure 
that only the intended recipient of a message will be able to read the message. The law 
does, however, provide practical exceptions to the rule against disclosing the contents 
of an electronic mail message to allow electronic mail firms to process and forward 
messages, which sometimes requires monitoring the flow of messages and passing 
messages on to other services. As has al ways been the case with telephone co~panies, 
failure to comply with the rules concerning the disclosure of customers' communica­
tions while in transmission can make an electronic mail firm liable for significant civil 
damages. 
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B. The Standards 

1. Protecting Electronic Mail Systems From Illegal 
Eavesdropping 

The Electronic Communications Privacy Act affords protection to electronic mail 
while it is being transmitted similar to the protection provided to telephone calls by the 
federal wiretap statute. This section was intended to protect electronic communications 
systems from individuals with criminal intent who attempt to intercept financial 
information and data transmissions, as well as to protect systems from eavesdroppers 
who simply want to read others' electronic mail. While this prohibition generally 
applies to outside hackers, it may in certain circumstances apply to employees of an 
electronic mail firm who illegally intercept electronic communications. 

ECP A makes it a federal felony to intentionally intercept, attempt to intercept or 
hire someone to intercept an electronic communication in transmission.1 It is further 
a federal felony to intentionally disclose or attempt to disclose any electronic mail 
communication when the person making the disclosure knew or had reason to know 
that the information was obtained by an illegal interception.2 Finally, it is a federa 1

• 

felony to intentionally use the contents of an electronic mail message when the perso. 
using the contents knew or had reason to know that the information was obtained 
through an illegal interception.3 

Congress stipulated that to be illegal, the interception, disclosure or use of 
electronic mail must be intentional; thus, inadvertent interceptions are not crimes.4 

For example, if an electronic mail customer inadvertently receives a message intended 
for another customer, the customer who mistakenly received the message would not be 
subject to a prosecution. Similarly, an individual who is mistakenly connected to a 
telephone call is not in violation of the wiretap law. On the other hand, a hacker or 
corporate spy who intentionally attempts to intercept an electronic mail message would 
likely be prosecuted under ECPA. 

Whether an interception is illegal depends on whether the act was intentional. 
Therefore, the definition of "intent" is vital. Congress made clear that the motive for 
intercepting, disclosing or using electronic mail is not to be considered in determining 
whether an act was intentional, only whether the act was a person's conscious 
objective. s As the Senate Judiciary Committee reported, "People who steal because 
they like to or to get more money or to feed the poor, like Robin Hood, all commit the 
same crime. ' 96 

2. Rules For Public Service Electronic Mail Firms 

Electronic mail firms that offer service to the public, including firms that off er 
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Chapter 

2 
A. Purpose 

Interception Of Electronic Mail By Law 
Enforcement Officials 

The Electronic Communications Privacy Act (ECPA) of 1986 allows law enforce­
ment officials who are investigating crimes to intercept electronic communications, 
such as electronic mail, just as law enforcement officials are permitted, under strict 
guidelines, to tap telephones or open first-class mail to gather evidence. 

While ECPA tracks the general principles in the wiretap statute concerning govern­
ment monitoring of communications, the procedures for government monitoring of 
electronic communications are not as stringent as those which apply to telephone 
wiretapping.1 These procedural differences were included at the insistence of Justice 
Deparunent officials who have long opposed the added procedural burdens contained 
in the wiretap act and refused to permit those burdens to be carried over into the new 
area of surveillance of electronic communications. 2 

The law sets out specific rules to guide electronic mail firms in determining when 
and how to cooperate with law enforcement authorities. ECPA also requires the 
government in certain circumstances to reimburse electronic mail firms for costs 
incurred in assisting the government in monitoring messages as pan of criminal 
investigations. Finally, the law protects electronic mail firms from lawsuits for 
disclosing information to law enforcement officers engaged in a duly authorized 
investigation. It is especially important that electronic mail executives and employees 
become familiar with this section of the new law because by becoming familiar with 
the procedures law enforcement officials must follow and the rules for cooperating with 
the authorities, a firm can protect itselffrom lawsuits by customers alleging that the firm 
improperly disclosed the contents of a communication to law enforcement officials. 

B. The Standards 

1. When Law Enforcement Officials May Intercept Electronic Mail 

Law enforcement officials generally must obtain a court order to monitor electronic 
'communications, including electronic mail.3 Law enforcement officials must prove 
four things to a judge in order to get a court order: 

a.There is probable cause that an individual has committed, is committing, or is 
about to commit afelony;4 °' -------b.There is probable cause that the electronic mail interception requested by 
authorities will produce evidence of the crime being investigated,.s 

c. Nonna/ investigative procedures (i.e., normal police work other than electronic 
monitoring) have failed or do not appear likely to succeed,.6 and 
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d. There is probable cause that the facilities where electronic mail is to be inter­
cepted are being used or may be used in connection with the commission of a crime 
or are leased to, listed in the name of, or commonly used by a person being 
investigated.1 The term "facilities" in this context does not normally mean the 
facilities of an electronic mail firm; rather, the language is borrowed from the 
wiretap act, which refers to telephones. Here "facilities" means the personal 
computer or terminal through which an individual gains access to an electronic mail 
system. 

C. The Exceptions 

1. Court Order Need Not Name Electronic Mail Facility If Suspect 
Would Be Tipped Off 

In making an application for a court order, law enforcement officials do not have 
to identify the specific electronic mail facilities where monitoring is to be carried out 
if identifying the facility may tip off suspected criminals and lead them to change to 
another electronic mail facility. Here again, the term "facility" does not normally refer 
to the offices, headquarters or property of an electronic mail firm. Rather, the term 
refers to the computer from which illegal activity was originated, such as a personz 
computer. Specifically, law enforcement officials need not show that a particula. 
personal computer is connected with a crime or used by a suspected criminal if a federal 
law enforcement officer with the approval of the Attorney General or other high level 
Justice Department officials does the following: 

a. Applies for a court order; 

b. Identifies the person suspected of committing the crime and whose electronic 
mail is to be intercepted; and 

c. Shows that the suspected criminal, if put on notice by a court order, may attempt 
to thwart interception by changing facilities.' 

These so-called "relaxed specificity" orders are meant to allow law enforcement 
officials to monitor the activities of criminals who move from computer to computer 
to avoid detection while accessing an . electronic communications system. This 
provision follows a similar section in the wiretap act which allows authorities to 
monitor phone calls made by a criminal suspect on numerous public telephones to avoid 
surveillance. Relaxed specificity orders are considered extraordinary and require 
approval by the highest level officials at the U.S. Department ofJustice.9 Waiving the 
requirement that the government state the exact place where the interception is to occu .. 
is not meant to give law enforcement officials carte blanche to place intercepti 
devices everywhere and "is not considered a substitute for investigative footwork. "1 

Rather, this provision was intended to prevent sophisticated su.spects from discovering 
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that interceptions have been ordered, thereby encouraging them to change the elec­
tronic mail service they use.11 

2. Expedited Rules For Emergency Situations 

Under normal circumstances, law enforcement officials must obtain a court order 
before they begin monitoring electronic mail transmissions. But in certain emergency 
situations, such as when an individual's life is at risk, high-level federal and state 
attorneys may authorize monitoring before a court order has been obtained. 

Specifically, if specially designated federal and state law enforcement officers12 

determine that an emergency exists-an emergency which poses an immediate threat 
of death or injury to an individual, which threatens national security, or which is char­
acteristic of organized crime-the strict rules concerning court orders for monitoring 
electronic mail transmissions can be waived.13 In addition to showing that an 
emergency exists, law enforcement officials must also show that it is necessary to 
intercept an electronic mail transmission immediately, before a court would have time 
to rule on a court order.14 Finally, law enforcement officers must conclude that a court 
would likely grant an orderif time were available because the circumstances of the case 
meet the four-part test described above.1s Within 48 hours after the interception occurs, 
law enforcement officials must apply for a court order.16 

D. Procedures 

1. Cooperation Of Electronic Mail Firms With Law Enforcement 
Officers 

Providers of electronic communications, including electronic mail firms, are 
required to provide law enforcement officials all information, facilities and technical 
assistance necessary to accomplish an interception.17 The firm's obligation to provide 
facilities and assistance is limited, however, so that the interception will be unobtrusive 
and will only cause a minimum of interference with the seivices provided by an 
electronic mail firm. 11 There is also a requirement that any interceptions of electronic 
mail messages involved in a criminal investigation will be carried out in such a way as 
to minimize interception of electronic mail messages not involved in the investiga­
tion.19 

If an electronic mail firm believes that law enforcement officials are making 
unreasonable demands for assistance or that government monitoring is unduly interfer­
ing with the firm's ability to provide service to its customers, the firm may move to 
quash the court order authorizing the interception. The firm must show that it cannot 
provide the assistance request in a timely or reasonable fashion.20 The Justice Depart­
ment recognizes the importance of working reasonably with electronic mail and other 

Ptutealng EleanJnlc 11..aging: A ~·IO ECPA • EJIK1rotW: Mail Aaocialt1tl 

• 15· 



communications firms. Then-Assistant Attorney General William F. Weld, head of the 
Criminal Division, wrote in 1986, ''The key for all concerned is to approach this 
procedure with care and foresight and to be aware of the practical and legal problems 
which may arise.'721 

In certain cases, law enforcement officials may require the assistance of employees 
of electronic mail firms in setting, translating and/or decoding interceptions. Under 
prior law, it was necessary to deputize non-law enforcement officials who assisted and 
helped interpret interceptions.22 Under the new law, there is no need to deputize 
assistants, but these assistants must be under contract with the government and be under 
the supervision of authorized law enforcement officers.23 

Interception orders can run up to 30 days with the possibility of a 30-day extension 
under limited circumstances.24 The 30-day period begins to run either when the actual 
interception begins or not later than 10 days after the court order is entered. 25 This 
leeway in starting the 30-day period is meant to provide a grace period to law 
enforcement officials in the event that they encounter technical difficulties in setting up 
the interception. 26 

2. When To Cooperate With Law Enforcement Officers 

An electronic mail firm cannot be sued for disclosing the contents of electronic mail 
messages or for aiding government interception of electronic mail transmissions, if the 
firm relied in good faith on a facially valid court order, warrant or subpoena, or a 
request from a law enforcement officer (in those limited emergency situations where 
authorities must apply for a court order after the fact).27 

Specifically, law enforcement officials must provide an electronic mail firm with 
a court order signed by a judge directing the firm. to cooperate, or with a written 
statement by a specially designated law enforcement officer certifying that an emer­
gency situation exists which did not permit authorities to obtain a court order before the 
fact.21 The court order or certified statement must specify the amount of time required 
for the interception and must also specify the information sought and the assistance 
required. 29 

In order to act in "good faith" and therefore avoid a suit for disclosing electronic 
mail while in transmission, representatives of an electronic mail firm must read the 
court order or certification.30 There is no need for an electronic mail firm to legally 
analyze the court order or certification; the order or certification must only be facially 
valid. 31 See the appendices, which include sample court orders. It is important t0 
underscore that representatives of an electronic mail firm have a positive duty to re 
court orders, subpoenas and statements certifying that an emergency situation exis 
before providing assistance to law enforcement officials. Failure to do this can leave 
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a firm defenseless against a suit by an aggrieved customer should the order prove to be 
defective. 

An electronic mail firm must also take care to cooperate with law enforcement 
officials only within the confines of the court order. For example, if a court order 
authorizes monitoring of electronic mail messages for 30 days, a firm must not allow 
police officials to continue monitoring after the thirtieth day unless the police present 
the firm with a new court order or certification or an authorized extension. These are 
the same types of restrictions which apply to phone companies and to mail carriers. 
Similarly, if a court order specifies that law enforcement officials may monitor a 
specific individual's electronic mail, an electronic mail firm must not assist authorities 
in any way in monitoring the electronic mail of other customers not mentioned in the 
court order or certification, regardless of any argument that law enforcement officials 
make. Providing cooperation with authorities outside the scope of a court order or 
emergency certificate is illegal and can subject a firm to a lawsuit 

As long as electronic mail firms have acted in good faith within the bounds of a court 
order or certification and have not colluded with law enforcement officials, no civil suit 
will lie against the firm for disclosing electronic mail messages. 

In addition to assisting the authorities only within the bounds of a court order, 
electronic mail firms must avoid the appearance of colluding with law enforcement 
officials. If collusion is found, a firm may not invoke the good faith defense in a suit 
by an aggrieved customer and could therefore expose itself to a damage award. 
Therefore, if an electronic mail firm has actual knowledge that law enforcement 
officials have not followed the proper procedures in obtaining authorization to monitor 
electronic mail transmissions, the firm should not cooperate with law enforcement 
officials, or it risks exposing itself to civil liability. While an electronic mail firm does 
not have a positive duty to investigate whether or not law enforcement officials are 
following correct procedures, if the firm learns that law enforcement officials have 
acted incorrectly, it may lose its good faith defense by continuing to cooperate with the 
authorities after it has learned of their illegal behavior. 

ECP A includes tough provisions for lawsuits against electronic mail firms which 
have acted in bad faith.32 A complaint by an aggrieved electronic mail customer must 
allege that an electronic mail firm (or one of its employees) 

a. Disclosed electronic mail messages to government agents without a facially valid 
court order or certification; or 

b. Acted beyond the scope of the court order or certification; or 

c. Acted in bad faith (i.e., did not read the order or colluded with law enforcement 
officials). 33 
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The Electronic Communications Privacy Act is very specific about the procedures 
a customer must follow to initiate a suit against an electronic mail firm for cooperating 
with law enforcement officials. If an allegedly aggrieved customer fails to follow these 
procedures, the new law gives electronic mail firms a chance to short-circuit lawsuits, 
either by moving for dismissal of the case or through summary judgment against the 
customer. If a complaint fails to make any of these allegations, an electronic mail firm 
may move to dismiss the complaint for failure to state a claim upon which relief can be 
granted. 34 An electronic mail firm/defendant can also move for summary judgment if, 
during pretrial discovery, the plaintifrs claim proves baseless.35 If a court denies the 
summary judgment motion and the case goes to trial, a defendant may move for 
dismissal at the end of the plaintiffs case. If that motion is denied, the defendant then 
can present a good faith defense to the jury .36 

3. Who Pays For The Costs Incurred By An Electronic Mail Firm In 
Cooperating With Government Officials? 

Electronic mail firms are to be compensated for reasonable expenses incurred in 
providing facilities and technical assistance to law enforcement officials authorized tc-. 
intercept transmissions. 37 Congress intended the term "reasonable expenses" to meru 
"an appropriate amount in light of the work required for a particular activity."38 In 
ordinary cases, a flat or general rate may be appropriate, but in unusual cases the law 
calls for flexibility to permit reimbursement at higher levels. 39 

Therefore, electronic mail firms should take care to keep track of the number of 
·hours that their employees must devote to assisting law enforcement officials. And to 
the extent that government officials require use of your systems, they should be billed 
at the general rate which other users must pay for on-line time. 

In the event that a dispute with government law enforcement officials arises 
concerning the amount of compensation owed to an electronic communications firm for 
its cooperation, Title I of ECP A does not specifically provide a means of resolving the 
dispute. Certain provisions of Title II of the new law (which governs police access to 
electronic communications in storage), however, do provide some instruction for 
resolving financial differences. A reasonable argument can be made that this dispute­
resolution mechanism should also be used to resolve disputes concerning the costs of 
assisting government efforts to intercept electronic mail in transmission. 

The amount of reimbursement due to an electronic mail firm must generally be 
agreeable to both law enforcement officials and the firm.40 If the firm and government 
officials cannot reach an agreement on the amount of compensation due, an electror 
mail firm may ask a court to set a "reasonable" fee.41 Normally, the court which issu 
the ·order directing an electronic mail firm to cooperate with law enforcement officials 
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will resolve this son of dispute. But in those limited cases where no court order has been 
issued (e.g., where an emergency situation exists and police obtain an emergency 
certification), the coun hearing the criminal prosecution may set the fee.42 Of course, 
a firm should consider the costs associated with litigation concerning the amount of 
compensation due before asking a court to settle the firm's differences with law 
enforcement authorities. 

E. The Penalties For Disclosing The Existence Of An 
Investigation 

1. It Is A Felony For An Electronic Mall Firm To Tell A Customer The 
Government Is Intercepting His Or Her Electronic Mail Messages 

Electronic mail firms and their employees must not tell customers or any person that 
law enforcement officials have applied for a court order to intercept electronic mail. An 
electronic mail finn, employee or any individual who gives notice or attempts to give 
notice that the government is intercepting electronic mail is guilty of a federal felony 
punishable by up to five years in prison and a fine of up to $250,000 for individuals and 
$500,000 for organizations, or both. 43 

Specifically, there are three elements of this crime. First, an individual or entity 
must have knowledge that a law enforcement officer has applied for an order to 
intercept electronic mail or that such an order has been made by a court.44 Second, an 
individual or firm must give notice of a possible interception to any person who is the 
target of the interception.45 Finally, an individual or firm must give notice or attempt 
to give notice of the interception with the intent to obstruct, impede or prevent the 
interception. 46 
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Chapter 2 

1. For example, under ECP A any attorney for the federal government (i.e., assistant 
U.S. attorneys all the way up to the Attorney General) may apply for a federal 
court order to monitor electronic communications. 18 U.S.C.A. sec. 2516(3). 
Under the wiretap statute, however, only high level Justice Department officials 
may apply for a court order to tap a telephone. S. Rep. No. 541 99th Cong., 2nd 
Sess., 28 ( 1986). Further, a court order authorizing the interception of electronic 
communications can be issued if a judge finds that the proposed interception 
would produce evidence of any federal felony. Telephone wiretapping can only 
be authorized to investigate a specific list of the most serious federal felonies. Id. 

2. William F. Weld, Assistant Attorney General, Criminal Division, Memorandum 
to All States Attorneys and Strike Force Chiefs, December 15, 1986, 8. 

3. 18 U.S.C.A. sec. 2518 (West Supp. 1988). 

4. 18 U.S.C.A. sec. 2518(3)(a) (1970). 

5. 18 U.S.C.A. sec. 2518(3)(b). 

6. 18 U.S.C.A. sec. 2518(3)(c). 

7. 18 U.S.C.A. sec. 2518(3)(d) (West Supp. 1988). 

8. 18 U.S.C.A. sec. 2518(1 l)(b) (West Supp. 1988). 

9. For example, the approval of an Assistant Attorney General is required and 
approval by a Deputy Assistant Attorney General is unacceptable. William F. 
Weld, Assistant Attorney General, Criminal Division, Memorandum to All 
States Attorneys and Strike Force Chiefs, December 15, 1986, 11, 12. On the 
other hand, routine applications for coun orders authorizing the interception of 
electronic communications can be made by any attorney for the government. 18 
U.S.C.A. sec. 2516(3). 

10. William Weld at 12. 

11. Id. 

12. To be specially designated, law enforcement officials must have the approval of 
the U.S. Attorney General, the Deputy Attorney General, the Associate Attorney 
General, or an Assistant Attorney General. William F. Weld, Memorandum to 
All U.S. Attorneys and Strike Force Chiefs, December 15, 1986, 11, 12. 

13. 18 U.S.C.A. sec. 2518)(7)(a) (West Supp. 1988). 
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Chapter 

3 

• 

Protecting Electronic Mail In Storage 

A. Purpose 

Title II is the core of the Electronic Communications Privacy AcL Title II 
establishes entirely new rules specifically designed to protect the privacy and security 
of electronic communications systems. These important provisions are divided into 
two main parts: 1) those which protect electronic mail systems from hackers and other 
individuals who try to break through computer security systems; and 2) those provi­
sions that safeguard stored electronic mail messages from unauthorized government 
access. 

This chapter describes the provisions of ECP A intended to protect electronic mail 
systems from private individuals, whether hackers or high-tech thieves, who attempt 
to gain access to information stored in electronic mail systems. 

In general, ECPA protects electronic communications systems by making it a 
federal felony to access an electronic communications system without authorization 
and then steal information or cause damage to the system.1 In addition, ECPA makes 
it a crime for an individual who is authorized to gain access to certain parts of an 
electronic mail system to exceed his or her authorization, enter restricted parts of the 
system, and obtain information or generally cause damage to the system. 

It is important to note that the protections afforded to stored communications not 
only apply to electronic mail messages ~ an individual user's mailbox, but also to 
messages stored temporarily prior to forwarding and messages maintained in a backup 
system. 

Title IT of ECPA protects electronic mail and remote computing systems by creating 
a strong deterrent against intruders. Violators can be punished by up to one year in 
federal prison and fines of up to $250,000. By helping to safeguard electronic 
communications systems, the new law affords electronic mail providers the opportu­
nity to further develop their businesses and to assure customers that their communica­
tions will remain secure. 

B. The Standard 

1. Intentional Access Of Electronic Mail Systems Without 
Authorization 

It is illegal to intentionally access an electronic mail system or electronic commu­
nication service without authorization.2 A number of tests must be met to determine 
whether a breach of the law has occurred. 

The first test is whether the access was authorized. There is no specific definition 
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of authorized access provided in the law. In May of 1989, FBI Director William 
Sessions testified before the Senate Subcommittee on Technology and the Law that the 
lack of a definition for "authorized access" may impair the efforts of prosecutors to 
pursue cases under ECPA and the Computer Fraud and Abuse Act (CFAA) which 
similarly lacks a definition of authorized access.3 Congress is considering adding a 
statutory definition of authorized access for both the CF AA and ECPA. In the 
meantime, the case of Robert T. Morris may provide guidance as to how the courts will 
interpret the unauthorized access provisions of ECP A.4 On January 22, 1990, Morris, 
a Cornell University computer science graduate student, was convicted in perhaps the 
most publicized case of computer crime. Morris planted a computer worm in the 
Internet computer network and caused up to $10 million in damage to computers across 
the country.5 Valuable information and files were lost and entire systems were forced 
to shut down for hours. 

While the Morris case was prosecuted under the Computer Fraud and Abuse Act 
of 1984, 6 this case will likely have significant implications for Title II of ECPA. The 
CF AA includes protections similar to those in ECP A, and the Morris case, once appeals 
are concluded, may offer guidance as to how the courts will handle litigation under both 
laws. The CF AA is largely aimed at protecting federal government, defense, medical 
and financial institution computers, while ECPA is designed to protect electronic com· 
munications systems from intruders. 

A strong argument can be made that industry standards for authorized use of 
electronic communications systems should be used to interpret the unauthorized access 
test in ECP A. Most electronic mail and other electronic communication service 
providers have protections built into their systems such as basic passwords and fees for 
usage. Thus, most electronic mail services have a system for identifying customers who 
are explicitly authorized to use the system. Those without passwords and those not 
paying for the services are generally not permitted to use them, and should generally 
be considered unauthorized users in the context of this law. 

Congress did not intend, however, to prohibit authorized users from sharing their 
passwords with others and thereby explicitly authorizing them to access a system.7 

While the legislative history does not define unauthorized access to an electronic 
mail system, it does clarify that accessing an electronic bulletin board that is intended 
to be open to the public is exempt from the unauthorized access provision.1 In this case, 
Congress clearly sought to acknowledge the industry standard of allowing relatively 
free access to electronic bulletin boards. 

Until Congress and the courts clarify the definition of authorized access, electron· 
mail finns can take certain steps to increase the likelihood that intruders will bt.: 
successfully prosecuted. In general, by building security and explicit authorization 
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• 
points into an electronic mail system and by making the rules of authorized access 
plainly known (as most responsible firms already do), public service electronic mail 
firms and managers of internal messaging systems can help federal prosecutors prove 
that intruders gained access to a system without· authorization. 

The second test in the law is that the access must be intentional. 9 While this section 
of the law does not define intent, intent is defined in the legislative history covering 
other provisions of the new law. Intent is defined as knowingly committing an act 10 

Therefore, in order to prove a case under ECPA, prosecutors must demonstrate that an 
individual had the "conscious objective" of gaining access to an electronic mail 
system.11 But it is not necessary to prove that an individual intended a harmful result 
-only that the individual intended to gain access. For example, a hacker who makes 
a conscious effort to break into an electronic mail system would be considered to have 
shown the requisite intent 12 On the other hand, an individual who gains access to an 
electronic communications system by misdialing a telephone number would very 
probably not meet the test of intentional access. 

2. Intentionally Exceeding Authorization To An Electronic Mail System 

It is also illegal under this statute for an individual to exceed the authorization he 
or she has been given to an electronic mail facility .13 This provision is designed to 
address two specific types of circumstances. 

First, ECPA makes it illegal for a user who is authorized for access to his or her own 
stored electronic mail messages to intentionally exceed that authorization and thereby 
gain access to the electronic mail of other users or information maintained by an 
electronic mail firm. 14 The law is equally applicable to other types of electronic 
communications systems. For example, it is illegal for an individual who is authorized 
to access an account on a financial services communications system to exceed that 
authorization and obtain information from another individual's account. 

Second, this provision is applicable to those electronic communication systems that 
have both public and private components. On many systems, individuals have private 
electronic mail message boxes, but are also given broad access to electronic bulletin 
boards or other public systems in which all users on a system may exchange messages. 
The portions with no access barriers or where any user may gain access simply by a self­
assigned password are considered public, and therefore accessing these sections would 
not constitute a violation.1s However, accessing any portion of the system not intended 
for public disclosure would constitute a violation, provided that the access results in 
disclosure.16 

Under this provision of ECPA, for example, it is illegal for an individual to exceed 
his or her authorization to use an electronic bulletin board in order to gain access to other 
private electronic mail files or to gain access to information stored by the electronic mail 
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provider. 
3. Unauthorized Access Must Result In Disclosure To Be Considered 

A Crime 

The third criterion for proving a crime under ECPA is that unlawful access must 
result in the intruder obtaining, altering or preventing ace~ to a stored electronic 
communication.17This criterion applies both when an individual accesses an electronic 
mail system without authorization and when an individual exceeds his or her authori­
zation. 

The first two forms of illegal activity-obtaining or altering information-are 
relatively straightforward. If an intruder illegally gains access to an electronic mail 
system and obtains information or manipulates information in the system, the i~truder 
is guilty of a crime. 

The third form of illegal activity-preventing access to a stored electronic commu­
nication-may be more difficult to prove. As in the case of the Cornell Worm, intruders 
who illegally gain access to a computer system may cause the system to slow down or 

• 

even to shutdown completely. As a result, electronic mail users may be prevented from 
accessing their messages. This is a relatively straightforward example. It may be mon • 
difficult to prove that an intruder prevented access to a stored communication, where 
the intrUder merely slows down the workings of a computer system either by manipu-
lating files or inserting commands that slow the system down. Finally, in some 
instances an intrUder may intentionally attempt to prevent an electronic mail user from 
gaining access to his or her specific electronic mail file. This clearly is the type of 
activity that ECPA seeks to outlaw. 

C. The Exceptions 

The statute provides a number of common sense exceptions to the unlawful access 
provisions. These provisions make it possible for electronic mail and electronic 
communication services to operate successfully, while ensuring the integrity and 
privacy of their systems. 

1. Electronic Mail Systems Generally Available To The Public 

The Electronic Communications Privacy Act does not prevent access to public 
electronic communication facilities or services. It does not hinder development or use 
of such services as electronic bulletin boards and similar services intended for broad 
public use.11 These services include those in which interested persons may communi­
cate openly to exchange opinions or computer programs in the public domain.19 In thes,. 
services, the sender is generally deemed to have extended authorization to the pubr 
for access to the communication.20 

Ptot«ling Elet:tJonic 11-.ging: A GuidB 10 ECPA • Eltlcltonic Ila/I Asaot:iallott 

-26-



Electronic bulletin boards and other similar services are distinguished by broad 
public knowledge of entry to the system. This includes wide knowledge of the 
telephone number and other means of access. It also means that the user does not, in the 
course of gaining entry to the communication, encounter any warnings, encryptions, 
password requests, or other indicators of intended privacy.21 Authorization to such 
systems is considered implicitly provided, and therefore it is not a violation of the law 
to use these systems.22 In addition, privacy is generally not expected by either the 
provider or the user for the communications sent over the system, at least with respect 
to messages sent on the open part of the system. As mentioned previously, some 
systems have private elements and a public electronic bulletin board element. While 
messages sent via the electronic bulletin board are not subject to the rules against 
disclosure, messages sent on the private element of the electronic communications 
system are subject to the restrictions. 

2. Access Authorized By The Service Provider 

A common sense exception is provided, under which firms providing electronic 
mail or other electronic communication services are entitled to provide authorization 
to users of their services.23 This provision makes it possible for electronic mail and 
electronic communications services to provide customers or subscribers with a private 
means of communication. The provider is allowed to construct as many security 
barriers as it deems necessary to adequately protect the type of communication service 
being offered. 

3" Authorization Provided By The Customer 

Customers of electronic mail systems may authorize others to access their own 
stored communications.24 For example, a business executive who uses an electronic 
mail system may authorize an assistant to access the stored communications in his or 
her electronic mailbox. The assistant would not be in violation of the law if permission 
is given. 

4. Authorization Pursuant To A Lawful Court Order Or Warrant 

Finally, electronic mail providers may disclose stored communications to law 
enforcement authorities who present valid court orders and warrants.2!5 See Chapter 
5, which deals exclusively with the extensive procedures created by ECPA concerning 
requests by law enforcement officials for stored electronic communications. 

D. The Penalties 

The statute distinguishes between two classes of violations: 1) those for commer­
cial advantage, malicious destruction, malicious damage or private commercial gain; 
and 2) all other forms of violation. Violations of the first class carry a much stiffer 

Pralllcling Elsdmnic "-"f1'lg: A Gui1e to ECPA • Eleclmnic lilaR A.ssocialilll 

·27-



penalty. This distinction was intended to treat computer hackers who have relatively 
less malicious intentions differently from individuals who purposefully gain access to 
an electronic mail system to steal or cause destruction. 

1. Violation For Private Gain, Malicious Destruction, Etc. 

A person who intentionally accesses electronic mail or other electronic communi­
cations systems for private or commercial gain, malicious destruction, or damage of 
a communication is subject for a first offense to a maximum fine of $250,000, or a jail 
sentence of not more than one year, or both. 26 Any subsequent offense under this title 
is subject to the same fine provision, and up to a two-year jail term.27 

The stiff penalties under this section of the law make it very clear that commercial 
espionage is just as illegal if conducted through computer systems as if it is done 
through telephone wiretaps. In addition, this section would apply to disgruntled 
employees and any other persons who use illegally obtained electronic communica­
tions for their own gain, or to damage in some way the addressee, sender or system 
provider. 

2. All Other Violations 

Any violation of this statute that is neither for private or commercial gain nor for 
malicious destruction or damage carries lesser penalties. This lesser penalty generally 
applies to computer hackers who gained access illegally, but did so for the purpose of 
gaining access itself, rather than obtain or manipulate the specific documents or stored 
communications which were accessed. The maximum penalty is a fine of $5,000, up 
to six months in prison, or both.28 The statute does not specify stiffer penalties for 
multiple offenses. 
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Chapter 

4 
The Rule Against Disclosure Of Contents In 

Storage 

A. Purpose 

While Title II of the Electronic Communications Privacy Act affords electronic 
mail providers substantial benefits by protecting electronic mail systems from outside 
intruders, this portion ofECPA also imposes significant legal responsibilities specifi­
cally on entities that provide electronic mail and remote computer services to the public. 
This provision of ECP A creates the potential for legal exposure, and therefore it is 
important that electronic mail executives and employees become familiar with the new 
rules. This chapter explains the responsibilities of electronic mail firms under Title II 
ofECPA. 

Title II is designed specifically to protect users of electronic communications 
systems by generally preventing firms providing electronic mail service to the public 
from disclosing the contents of their customers' messages to third parties, except under 
circumstances defined by the law. By preventing the disclosure of messages by 
electronic mail providers, ECPA affords privacy protection to electronic communica­
tions similar to that afforded to telephone conversations. These restrictions apply to 
electronic mail messages in storage, while other parts of the law protect the privacy of 
messages while in transmission. (See Chapter 1.) 

Specifically, Title II of ECPA makes it illegal for a person or entity providing an 
electronic communications service to the public to knowingly divulge the contents of 
electronic communications in storage. 1 This chapter will explain this standard, 
including what is meant by to "knowingly divulge" an electronic mail message. 

Title II does not impose a complete ban on the disclosure of electronic mail 
messages in storage. To ensure that electronic communications providers may 
continue to efficiently serve their customers, Congress included a number of common­
sense exceptions to the rule against disclosing contents. The exceptions are discussed 
below. 

Title II puts teeth into the new rules by creating a cause of action under which 
electronic mail users may sue electronic mail firms for disclosing the contents of 
electronic mail messages in violation of the law. In an effort to protect electronic mail 
firms from frivolous litigation, however, ECPA sets out a number of legal defenses 
under which an electronic mail firm may defend its decision to disclose the contents of 
an electronic mail message, as permitted by law. 

While the rule against divulging contents would appear to create added burdens on 
electronic mail providers, the rule also directly benefits the electronic mail industry. By 
guaranteeing the privacy of electronic communications-by ensuring that electronic 
mail firms will not disclose commercial information to competitors, for example­
ECPA provides an incentive for businesses and individuals to use electronic mail. 
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B. The Standard- To "Knowingly Divulge" 

Under the Electronic Communications Privacy Act, it is unlawful for providers of 
electronic communications services or remote computing services to "knowingly 
divulge to any person or entity the contents of a communication while in electronic 
storage. "2 Of course, the law provides cenain exceptions, which are discussed below, 
but first it is important to understand the tests set out for meeting the standard. 

The first test is whether an electronic mail firm "knowingly divulged" a commu­
nication. To knowingly divulge is to act with intention. An electronic mail firm only 
exposes itself to a lawsuit by disclosing the contents of a message when the firm is aware 
that it is disclosing the message to a person other than the intended recipient or another 
party excepted under the law, such as an·intermediary involved in forwarding mes­
sages. 

In legal parlance, an electronic mail firm that exhibits "willful blindness" in 
disclosing a message to an inappropriate party is guilty of a violation, while negligently 
disclosing a message does not fall within the definition.3 

In simple terms, in order to guard against a lawsuit, an electronic mail firm shoul 
take steps to ensure that its employees do not intentionally disclose the contents of 
electronic mail messages to anyone other the addressee or the other parties excepted 
under the law, such as intermediaries. 

The second test is whether an electronic mail firm has disclosed the contents of an 
·electronic communication as defined in ECPA. The contents of an electronic 
communication are considered to be the substance of a message or the effect or meaning 
of a communication.4 This test is intended to allow electronic mail firms to disclose 

· some information to third parties about electronic mail messages, while protecting the 
confidentiality of the actual substance of the message or series of messages. For 
instance, an electronic mail firm may disclose transactional information or broad, 
generalized demographic information about its users as a marketing tool, but is 
prohibited under the act from disclosing information about a specific client's messages 
unless the client gives its approval. 

1. ECPA Rule Against Disclosure Does Not Interfere With Other 
Disclosure Laws 

It is important to note that the new rule against disclosing the contents of electronic 
communications does not relieve providers of either wire or electronic communication~ 
from their obligations under other laws, including the Fair Credit Reporting Act5 

company's duties under the Fair Credit Reporting Act, which limits consumerreportin!;; 
agencies in disclosing financial information under cenain circumstances, are not 
affected in any way by this law.6 
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Companies that provide both electronic communication services and other services 
to the public would be governed by separate disclosure laws. If a company provided 
both electronic mail and credit rating services, the electronic mail disclosure would be 
regulated by the Electronic Communications Privacy Act, while the credit rating 
services would be governed by the Fair Credit Reporting Act. 7 If another law covering 
another area of a corporation's business would not allow disclosure of the information, 
non-disclosure would be the appropriate outcome. 8 

2. Special Standard For Remote Computing Services 

Remote computing services are prohibited from "knowingly divulging" the con­
tents of any communication carried or maintained by that service on behalf of a 
subscriber orcustomer.9 Therefore a remote computing firm may disclose the contents 
of communications that it creates itself, but must not disclose the contents of commu­
nications it receives from customers. Further, remote computing firms are only limited 
in their ability to disclose information that is transmitted via electronic communication 
from a customer. For example, ECPA would prevent the disclosure of raw data sent 
electronically to a remote computing firm by a client for processing and computing. But 
if a computer tape is sent through the mail for processing, the disclosure of the contents 
of the tape by the remote computing firm would not be a violation of ECPA, but may 
be subject to restrictions under other laws.10 

C. The Exceptions 

The Electronic Communications Privacy Act sets out numerous exceptions to the 
rule against disclosing the contents of communications, under which electronic mail 
firms may disclose their customers' messages without exposing themselves to litiga­
tion. 

1. The Obvious Exception 

It is, of course, permissible under ECP A to disclose the contents of a stored 
electronic communication to the addressee or intended recipient of the communication, 
or an agent of that addressee orrecipient.11 A person does not need to be individually 
identified in order to be an intended recipient of a communication. For example, the 
communication could be addressed to the members of a group. Any member of the 
group, whether individually named or not, would be considered an intended recipient 
of the communication and an electronic mail firm would not be liable under the Act for 
making such a disclosure.12 

In the case of operators of electronic bulletin boards, a fiim may disclose the 
contents of a message to anyone reasonably considered a part of the group addressed 
in the communication. 13 
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When a customer or subscriber places a communication-on the service, but does 
not specify the name of the addressee, an electronic mail firm may disclose the 
contents of the communication without exposing itself to litigation. This would only 
occur in the bulletin board context. On traditional electronic mail systems, unaddressed 
messages would not be forwarded to anyone unless an address is given. In the bulletin 
board context, the failure to identify the addressee of a message makes an electronic 
communications firm the de facto addressee. And since an addressee may give consent 
to disclose the contents of a communication, under the law an electronic mail firm may 
legally disclose the message.14 

2. Disclosure With Consent 

An electronic mail firm may disclose the contents of a message in storage if the 
sender, addressee or intended recipient gives consent.15 With the consent of subscrib­
ers, remote computing services may disclose the contents of communications.16 

Consent may be obtained either through a formal written document or through an 
electronically transmitted grant of consent.17 Electronic mail providers should review 
the language of their service contracts and consider amending them to ensure that the 
terms for disclosing stored messages are consistent with the provisions of the new law 

Consent need not be explicit, however, and may be inferred in some instances.18 

The legislative history of ECPA identifies a number of circumstances in which consent 
may be inferred. It is important to note, however, that the circumstances under which 
consent may be inferred depend strongly on the facts of the case. 

An electronic communications firm may infer that consent to disclose the contents 
of a communication has been given when 

a. A history of transactions provides a reasonable basis for inferring that a certain 
class of communications may be disclosed.19 For example, if the intended recipient 
of the communication is an executive who routinely authorizes his or her secretary 
to "pick up" electronic mail messages, it could be inferred that disclosure to the 
secretary is consented to, and therefore the disclosure would be lawful. 

b. A customer or subscriber may reasonably be expected to understand that disclo­
sure may take place, and acknowledges such circumstances through continued use 
of the service, such as an electronic bulletin board.20 

c. A customer uses an open access electronic bulletin board, it is implied that the 
customer has reasonable knowledge that communication will be freely available to 
the public, and therefore consent to disclose the communication is automatical. 
implied.21 
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• 
d. An electronic mail firm and its customer enter into a contract that contains 
provisions making it clear that the firm may disclose the contents of messages.22 

3. Disclosure To Those Involved In Forwarding Communications 

With the era of interconnection upon us, electronic mail and other electronic 
communications must frequently be sent from one service provider to another in order 
to reach the intended recipient In those instances, ECPA pennits an electronic mail 
firm to disclose the contents of stored communications to persons employed or 
authorized by the service provider to receive communications for the sole purpose of 
forwarding to the addressee. 23 · 

4. Disclosure If Necessary To Provide Electronic Mail Service 

The contents of a communication may be disclosed if it is necessary to the provision 
of electronic mail or other electronic communication service, or to protect the rights or 
property of the service provider.24 Under this exception, an electronic mail firm may 
disclose the contents of a communication from one employee computer operator to 
another, if this is necessary to provide electronic communications services. In addition, 
an electronic mail firm may randomly monitor communications as part of its quality 
control operations or to mechanically maintain its system, but is not entitled to 
purposefully monitor the communications of a particular customer.25 It is therefore 
illegal for an electronic mail firm or its employees to regularly read the contents of 
communications in storage. Electronic mail providers are responsible for ensuring that 
their employees understand the differences between random monitoring necessary to 
providing service and regularly monitoring and reading customers' messages. 

5. Disclosure To Law Enforcement Officials 

Providers may disclose the contents of a communication to a law enforcement 
agency without a warrant only if two conditions are met: 

• The contents were inadvertently obtained by the provider; and 

• The contents appear to pertain to the commission of a crime. 

Government access to stored communications is dealt with extensively in the next 
chapter. It is important to note here. however, that Congress intended this exception 
to be read very narrowly. In order to prevent exposing itself to litigation, an electronic 
mail firm may not systematically search all the communications stored on its system 
to identify incriminating material. Only information that an electronic mail firm finds 
inadvertently may be turned over to law enforcement authorities voluntarily. In 
essence, this provision of the law suggests that an electronic mail firm need not ignore 
incriminating information that it happens upon, and may contact the authorities. For 
a funher discussion concerning the procedures for turning information over to law 
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enforcement authorities, see the next chapter. 

D. The Penalties 

ECP A does not establish any criminal penalties against an electronic mail firm for 
disclosing the contents of stored electronic communications, as oppo~ed to electronic 
mail in transmission. (See Chapter 1 for the penalties that apply to the interception of 
messages in transmission.) But the law does create a cause of action under which 
electronic mail users may sue electronic mail firms for disclosing messages in violation 
ofECPA.21 

1. Cause Of Action 

ECP A provides for civil suits against anyone violating the disclosure provisions of 
the Act, including electronic mail and other electronic communication service provid­
ers and the govemment.29 Suits may be brought by service providers, subscribers and 
customers. 

This provision can work both ways for electronic mail providers. On one hand, it 
affords a service provider an opportunity to protect its system from unlawful disck 
sures, and to recover damages should an illegal disclosure occur. On the other hana, 
electronic mail providers can be sued for illegal disclosure of stored communications 
unless they are careful to follow the procedures explained above and in the next chapter. 

2. Statute Of Limitations 

There is a two-year deadline for filing lawsuits under this provision. The action 
must be commenced no later than two years after the date upon which the aggrieved 
party first discovered or had reasonable opportunity to discover the violation.30 In other 
words, if a firm discloses the content of a customer's electronic mail messages, the 
customer has up to two years from the time he or she discovered the disclosure to file 
suit against the provider. 

3. Types Of Relief Available 

ECP A provides for three types of relief which an aggrieved party may seek for 
violations of the disclosure provisions of the statute: 

• Temporary restraining orders and injunctions to prevent the illegal disclosures 
from continuing;31 

• Damages as specified below; and32 

•Reasonable attorney's fees and other litigation costs.33 
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4. Damages Available 

An electronic mail customer may seek damages to compensate for losses resulting 
from an illegal disclosure by an electronic mail firm. The court may award damages up 
to the sum of actual damages suffered by the plaintiff and any profits made by the 
violator as a result of the illegal disclosure. 34 

5. Minimum Statutory Damages 

Any plaintiff bringing charges under ECPA who is found by a court to have a valid 
claim is entitled to recover at least $1,000 in damages, 35 regardless of the amount of 
actual damages incurred. 

E. Defenses Against Lawsuits 

ECP A provides electronic mail and other electronic communications firms with a 
series of defenses against lawsuits by aggrieved customers alleging illegal disclosure 
of stored communications . 

1. Defense For Cooperating With Law Enforcement Authorities 

It is a complete defense that an electronic mail firm disclosed the contents of 
communications to law enforcement officials in good faith reliance on a warrant. The 
good faith defense is explained in greater detail in the next chapter. 

In general, an electronic mail firm may employ the good faith defense when law 
enforcement officials present a warrant directing the firm to tum over the contents of 
a message. 36 An electronic mail firm is not required to do an in-depth legal analysis of 
the warrant, but it must appear to be facially valid. 

In this manner, a firm can protect itself against litigation by invoking the defense 
that it relied in good faith on a facially valid request for information by a law 
enforcement officer. It is important to note, however, that the good faith defense may 
not be invoked when an electronic mail finn is shown to have acted in collusion with 
the authorities. For example, if a warrant appears to be defective on its face or if the 
firm is aware that law enforcement officials are acting improperly, a firm should not 
disclose electronic mail messages to the authorities. 

2. Defense For Relying On ECPA Exceptions 

It is also a complete defense that an electronic mail firm relied in good faith on the 
exceptions set out in ECP A that allow the disclosure of communications to certain 
parties, including addressees and forwarders of communications. It is further a defense 
that a firm relied on the exception permitting the disclosure of incriminating informa­
tion that was inadvertently obtained by a communications provider.37 
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Chapter 
5 

A. Purpose 

When The Government 
Comes Calling 

This section of the Electronic Communications Privacy Act spells out the circum­
stances under which persons or entities providing electronic mail and other electronic 
communications services to the public as well as those providing remote computing 
services may disclose the contents of stored electronic communications to the govern­
ment. It also discusses to whom and how transactional records may be disclosed. 

ECP A makes several distinctions in its treatment of stored communications. The 
first distinction is between types of services-those which are primarily electronic 
communications in themselves, such as electronic mail, and those services provided by 
remote computing services. Within the electronic mail category, a distinction is made 
based on length of time in storage. 

B. The Standards For Government Access To The Contents 
Of Stored Communications 

Electronic communications stored less than 180 days are treated differently from 
those stored more than 180 days under the Electronic Communications Privacy Act. If 
a communication is in storage for less than 180 days storage by the communication'l. 
provider, it is generally considered to be related to the transmission of the communi­
cation.1 Such stored communications are treated in a manner similar to first-class mail 
and are given a relatively high degree of privacy protection.2 

Electronic communications stored more than 180 days are considered a form of 
backup document necessary to the integrity of the system, 3 or for the convenience and 
benefit of the system user.4 Such records are treated more like business records main­
tained in storage by a third party. Congress thus deemed these communications less 
deserving of privacy protection. 5 

Electronic mail providers were specifically considered in drawing this distinction, 
as electronic mail communications are the most like first-class mail.6 Electronic mail 
communications stored less than 180 days are subject to stiffer disclosure standards 
than other types of communications. 

1. Electronic Communications - Electronic Mail 

a. Contents Stored Less Than 180 Days 

A government agency may obtain access to the contents of electronic communica­
tions stored less than 180 days only pursuant to a properly issued federal or sta 
warrant.7 An electronic mail provider has a responsibility to provide access for go 
emment officials presenting state or federal warrants, but disclosure without being 
presented with a warrant could subject the provider to civil liability. Electronic mail 
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providers, however, are under no obligation to routinely store documents for any 
period of time. Service providers need only read the warrant and detennine that it 
appears to be valid in order to be protected from legal action by complying with the 
government request. 

This provision is crucial to electronic mail providers since most documents stored 
on such systems are only stored for six months or less. 

b. Contents Stored More Than 180 Days 

Most electronic mail providers do not maintain stored electronic communications 
for longer than 180 days. The law does not require that communications be stored for 
longer than 180 days. However, if electronic mail providers or providers of other 
electronic communication services do store their messages for longer than 180 days, the 
government can more easily gain access to these files and need not obtain a federal 
warrant. Therefore, in developing electronic mail systems, firms should consider 
whether they wish to regularly store messages for longer than 180 days and thereby 
potentially make those messages more readily accessible to government officials. 

Law enforcement officials seeking access to electronic communications stored 
longer than six months must choose whether they want to notify the subscriber or 
customer of the request. That decision determines what type of order the agency or 
official must obtain in order to gain access to the records. 

The government has two options if it does not wish to notify the subscriber or 
customer that the government is interested in the contents of the communications: 1) 
obtain a search warrant; or 2) delay notice under procedures set out in the law.1 

If the government agency does give prior notice to the customer or subscriber, the 
agency must 

•Obtain an administrative subpoena or grandjury subpoena properly authorized by 
state or federal authorities;9 or 

•Obtain a court order, provided the requesting agency can show there is reason to 
believe the contents of the electronic communication sought pertain to a legitimate 
law enforcement inquiry .10 

If a government agency or official requests access to records stored longer than 
six months and does not present a search warrant for such access, it is the provider's 
responsibility to ascertain whether notice has been provided to the customer or not. 
'IJlerefore, if a law enforcement official asks an electronic mail firm to tum over a 
message stored for more than 180 days without producing a warrant, an electronic mail 
firm should withhold the stored message until the law enforcement officials verify, 
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preferably in writing, that notice has been given or that notice has been delayed. If 
notice has not been given, and the procedures for delaying notice discussed below are 
not invoked, the provider is not obligated to comply with the government request 

Court orders requested by state government officials from state courts may only be 
issued in compliance with state laws.11 If, for example, a state law or constitution 
requires a standard of proof other than relevance to a law enforcement inquiry in order 
for a state judge to issue a court order, state law enforcement officials must meet the 
state standard. 12 The opposite is true for federal officials, where the Supremacy Clause 
of the U.S. Constitution specifies that federal law supersedes state law when federal 
officials are involved.13 Although it is important to be aware of these factors, it is not 
the service provider's responsibility to know whether the court order has been issued 
in a~cordance with the appropriate state or federal law. The order presented need only 
appear to be valid and correct for providers to comply and be protected from legal 
action. 

2. Access To Communications In Remote Computing Services 

A government agency may only require access to the contents of information in 
remote computing services if the electronic corrununication maintained on the service 

• Was received by means of electronic transmission from the subscriber or cus­
tomer, and/or was created from an electronic transmission by the remote computing 
facility; 14 and 

•Was provided by the customer only for storage or processing purposes to the 
computing service, which does not have access to the contents of the corrununica­
tions for any other purpose.1s 

A plain reading of the law indicates that stored communications in remote 
computing services are not subject to the 180-day rule, and therefore government 
officials may obtain access to the contents of corrununications stored at remote 
computing services at any time with either a warrant, administrative or grand jury 
subpoena, or court order, 16 as described above for electronic mail stored longer than 180 
days. 

The Justice Department, however, points out that the legislative histories are 
somewhat contradictory on the 180-day rule and remote computing facilities.17 The 
Department notes that the House Committee Report distinguished between the treat­
ment of electronic communications (electronic mail) and communications to remote 
computing services. That report seems to support, in the Justice Department's opinion 
the view that since electronic communications to remote computing services are n< 

held for purposes of transmission, they are not governed by the 180-day rule.18 
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The controversy arises from the Justice Department's reading of the Senate 
Committee Repon, which does not make the clear distinction between electronic mail 
and remote computing services and which does not treat these two services separately.19 

A court could, therefore, construe the Act to mean that electronic communications 
stored in remote computing services are subject to the 180-day rule, which requires the 
federal government to obtain a search warrant in order· to gain access to communica­
tions stored for less than 180 days. The government need only obtain an administrative 
or grand jury subpoena to gain access to communications stored for more than 180 days. 

Since a plain reading of the statute, however, indicates that the 180-day rule does 
not apply, and because there has been no litigation in this area to guide remote 
computing firms, a firm may grant law enforcement officials access to communications 
in a remote computing service, regardless of the length of storage, if officials present 
either a grand jury or administrative subpoena. A remote computing firm need not 
demand that a warrant be presented in order"to avoid liability under the Act. ECPA 
provides for a defense against civil actions when a firm has relied in good faith on the 
statute. Clearly, the statute can be read in good faith as not requiring a warrant. (See 
below for further discussion of defenses.) 

3. Delayed Notice 

a. Court Order 

A government agency seeking access to electronic communications stored longer 
than 180 days or stored in a remote computing facility may, when applying for a coun 
order, request delaying notification to the customer by up to 90 days. The court is 
required to grant such delayed notification if it determines that notification will result 
in an adverse consequence.20 Extensions of up to 90 days may be granted by the coun 
if the agency submits a new application.21 Service providers should request copies of 
granted requests for delayed notification, as such documents would be imponant in 
proving a good faith reliance defense in coun, should such a need arise. 

b. Administrative Or Grand Jury Subpoena 

A government agency seeking to use an administrative or grand jury sµbpoena, 
either state or federal, may delay notification for up to 90 days with the written 
certification of a supervisory official that notification will result in adverse conse­
quences. 22 Under this provision, government certification is sufficient to nigger 
delayed notification, unlike under other laws, such as the Right to Financial Privacy 
Act,23 where more extensive proof is required. 

The government agency using this form of delayed notification must maintain a true 
copy of the certification. 24 It would be in the service provider's interest to maintain a 
copy of such certification as well. 
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The following supervisory officials are authorized to provide such certification: 

• Investigative agent in charge; 
•Assistant investigative agent in charge or an equivalent of an investigating 
agency's headquarters or regional office; or 
• Chief prosecuting attorney or first assistant prosecuting attorney or equivalent. 2S 

Examples of the types of officials who could authorize delayed certification include 
the Special Agent in Charge or Assistant Special Agent in Charge of an FBI or DEA 
office.26 

Extensions of the 90-day delay under certification may also be granted with 
renewed certification that notice would cause one of the conditions outlined below.27 

c. Adverse Results 

Adverse results that could trigger delayed notification are delineated in the Act as 
well. In order for delayed notification to be granted by a court or properly certified by 
a supervisory official of the government agency, the judge or official must be convinced 
that notification would result in one of the following five circumstances: 

• Endangering the life or physical safety of an individual; 

• Flight from prosecution; 

• Destruction of or tampering with evidence; 

• Intimidation of potential witnesses; or 

•Otherwise seriously jeopardizing an investigation or unduly delaying a trial.21 

If any of these conditions exist, the government agency may, through the proce­
dures noted above, delay notifying the customer or subscriber that it is interested in the 
customer's stored electronic communications. It is only under these circumstances, or 
with a search warrant, that government agencies or officials are not required to notify 
electronic mail or remote computing services customers or subscribers that stored 
communications have been requested from the service provider. 

Again, an electronic communications firm need only determine that a warrant or 
court order is facially valid in order to defend against suits for illegally disclosing 
communications to the government. In order to invoke this defense, however, a fur 
must have acted in good faith. Therefore, where a firm knows that an emergenc 
situation does not in fact exist, it may be found to be acting in collusion with law 
enforcement officials and may be barred from asserting the good faith defense. 
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d. Preclusion Of Notice 

Under the Electronic Conununications Privacy Act, government agencies may also 
obtain a coun order to prevent providers of electronic conununications services or 
remote computing services from notifying anyone, including the customer or sub­
scriber who is the subject of the investigation, that the agency has requested access to 
contents of orrecords about stored electronic communications.29 Service providers are 
then required to comply with such coun orders. Although the statute does not spell out 
penalties for noncompliance, as with other court orders, if the provider fails to comply, 
the provider could be cited for contempt of court. 

A preclusion order may only be obtained in cases where the government is not 
required to notify the customer or subscriber, such as with a search warrant, or where 
the government has obtained the authority for delayed notification. 30 A court may grant 
such an order if there is reason to believe notification of the inquiry will lead to the 
adverse effects noted above. 31 

e. When The Order Expires 

When the 90-day delayed notification order or certificate and all extensions granted 
under this provision expire, the investigating government agency must notify the 
customer or subscriber that the contents of the stored electronic communication have 
been disclosed. Such notification must be delivered by registered or first-class mail, or 
the notice must be served upon the customer or subscriber.32 

At this point, it would be possible for the customer or subscriber to decide that an 
electronic mail or remote computing services provider, or the government, has violated 
the law against disclosure. The two-year statute of limitations on bringing a lawsuit 
againsta service provider would begin at this point. However, it should be remembered 
that if the service provider disclosed any stored electronic communications in response 
to what appeared to be properly issued search warrants, court orders, or grand jury or 
administrative subpoenas, the provider may invoke the gOOd faith reliance defense and 
would then be protected from such a suit. 

The Act delineates specific information that must be included in the notification. 
The notification must state, in reasonably specific terms, the nature of the law enforce­
ment inquiry. 33 It must also inform the customer or subscriber when the electronic com­
munications service provided the information, that the notification was delayed, the 
authority under which the notification was delayed, and the provision of the Electronic 
Communications Privacy Act under which the government agency requested the 
information. 34 
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C. The Standards For Customer Records And Other 
Information 

1. Customer Lists And Other Information To Nongovernment Bodies 

A provider of electronic mail or other electronic communications services may 
release information about customers or subscribers, but not the contents of their com­
munications, to anyone but representatives of a government agency.35 For example, 
in the course of normal business transactions, it is perfectly legal for an electronic mail 
or remote computing service provider to share customer transaction records as part of 
a sales pitch to increase usage of the system, or to sell customer lists. 

2. Customer Lists And Other Information To Government Agencies 

On the other hand, when government law enforcement officials seek access to 
customer or transactional records, rules similar to the 180-day rule for access to stored 
electronic mail messages apply. Electronic communications service providers may 
disclose customer lists and other information about customers or subscribers to 
government agencies or officials only if the government presents the proper authoriza­
tions to obtain such information.36 Proper authorization would be one of the followin.· 

• Administrative subpoena authorized by federal or state statute or federal or state 
grand jury subpoena;37 

•Warrant under Federal Rules of Criminal Procedure or the state equivalent;38 

• Court order,39 or 

• Consent of the subscriber or customer.40 

Should a government agency obtain customer records, but not the contents of 
customer communication, under the first three of the options above, the agency or 
official is NOT required to notify the customer or subscriber that such records have 
been obtained.41 

Under these provisions, information about customers' or subscribers' usage of 
electronic communication systems, including billing and transactional records, and 
information about destination of communications, such as telephone toll records that 
include long distance phone numbers and message unit details, may be released.42 

Under no circumstances could contents of stored communications be released unless 
the order or subpoena specifically grants access to the contents. 
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D. Objecting To Disclosure 

1. Contesting The Validity Of An Order 

As noted above, in order to obtain authorization for access to 1) the contents of 
electronic communications stored more than 180 days, 2) transactional records about 
customers from an electronic mail firm, or 3) similar records from a remote computing 
service provider, the government agency or official must prove that it has reason to 
believe that the records or content sought are relevant to a legitimate law enforcement 
inquiry.43 A service provider or customer may move to quash the court order and 
challenge the government's assertion that such reason exists. If such a challenge should 
prove successful, it would negate the order, warrant or subpoena, thus alleviating the 
service provider's responsibility to comply with the order. 

2. Motion To Quash Or Modify Orders If Requests Are Unduly 
Burdensome 

If the service provider feels a court order for information or records held by the 
provider is unusually voluminous or would cause undue burden on the provider, the 
provider may, in a timely fashion, make a motion to quash or modify the court order.44 

This provision has two purposes. First, it is intended to protect electronic mail and other 
electronic ·communications service providers from unduly burdensome requests.45 

Second, it grants the service provider access to an impartial judicial officer to determine 
whether the government's request is appropriate and properly focused. 46 

3. Customer Rights 

As described above, the government must notify customers or subscribers of 
requests for contents or records of stored electronic communications in many instances. 
When such notice is required, it is primarily to give the customer an opportunity to 
object to the disclosure. The customer may do· so with a variety of defenses, including 
constitutional claims under the First, Fourth, Fifth or Fourteenth Amendments.47 If the 
customer objects, the court will likely order the service provider not to disclose the 
communication pending resolution of the customer's action. 

When notice must be given to the customer or subscriber, the electronic mail or 
remote computing service provider is doubly protected from civil action for illegal 
disclosure of stored communications. First, the provider can rely in good faith on court 
orders and subpoenas provided by the government official or agency which requests 
disclosure. Second, when the customer is notified in advance, there is an opportunity 
for the customer to provide consent or authorization for the government to access the 
stored communications. Since either of these conditions provides a defense for the 
provider, the provider is doubly protected when the customer is notified in advance and 
does not ~bject. 
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E. Defenses 

1. Disclosure Under Court Order, Warrant Or Subpoena 

The Electronic Communications Privacy Act prohibits litigation against any 
provider of electronic communications services, including employees of such firms, 
that provides information, facilities or assistance to government officials in accordance 
with the terms of a court order, warrant, subpoena or certification as specified in the 
law.48 Should anyone bring suit against a service provider, the provider may defend 
itself with a good faith reliance on the government order presented which demanded 
disclosure of the information released.49 (See Chapter 4 (E)(l) for further information 
on the good faith reliance defense.) 

F. Covering The Costs Of A Government Request 

1. Reimbursement For Direct Costs 

The government is responsible for reimbursing electronic communication service 
providers for the direct costs involved in complying with a government request for 
information. The provider may charge for searching for, assembling, reproducing an,· • 
performing other activities associated with providing the information. In addition, tht. 
provider is entitled to reimbursement for any necessary disruption of normal operations 
caused by the government's request.so 

An electronic mail firm is not entitled to reimbursement for providing records or 
other information related to telephone toll records and listings.s1 These records are 
excluded because the government has long had access to telephone toll records without 
reimbursing telephone providers for access to those records. s2 This exception to the 
reimbursement rule is narrowly drawn and applies only to the provision of telephone 
toll records. For example, an electronic mail firm is entitled to compensation for 
telephone consultations providing technical advice to law enforcement officials, as 
well as for any court appearances made by the provider in connection with the 
information requested.s3 

Additionally, if such requests for telephone toll records arc unusually voluminous 
or in some other fashion cause undue burden on the provider, a court may order the 
government to pay direct costs for receiving telephone records as well. 54 The legislative 
history notes that the basis for deciding if a request is unusually voluminous or unduly 
burdensome would be determined by an examination of past and current practices.ss 

2. Who Decides? 

Payment required for direct costs of providing information to the governmen 
should be agreed upon between the government agency and the service provider. 
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Should the parties be unable to agree on an appropriate fee, the court which issued the 
order should decide the appropriate fee. If no court order was issued for the information 
provided, the fee would be determined by the court in which a criminal prosecution 
relating to the information was talcing place.56 

·The House Committee noted in its report that it hoped the Department of Justice 
could devise a uniform set of standards that would reduce judicial intervention in 
decisions about cost reimbursement.57 
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Chapter 

6 
A. Purpose 

When The Government Asks A 
Firm To Create Backup Files 

The Electronic Communications Privacy Act provides law enforcement officials 
with a valuable new tool to preserve evidence for criminal prosecutions. Under ECPA, 
if law enforcement officials believe that a criminal suspect may attempt to alter or 
destroy incriminating information in an electronic communications system, the au­
thorities may direct an electronic mail firm to create duplicate copies of files in order 
to preserve them. This new provision will be especially helpful to authorities 
investigating financial crimes. 

While the new rules requiring the creation of backup files might appear to impose 
added burdens on electronic mail firms, they also afford an important benefit. In effect, 
the creation of backup files under ECPA allows the government and the customer to 
fight out whether or not the government should eventually gain access to the backup 
files created, without involving an electronic mail firm in the dispute, The backup file 
rules protect a customer's right to contest the government's attempt to gain access to 
his or her electronic communications. And the creation of a backup file also satisfies 
the government's interest in preserving evidence. 

This chapter will explain the procedures that law enforcement officials must follow 
in order to direct an electronic mail firm to create backup copies. In addition, this 
chapter discusses the steps that electronic mail finns must take in cooperating with the 
authorities. It is crucial that electronic mail executives and employees become familiar 
with the rules concerning the creation of backup files, because failure to comply with 
the rules can expose a firm to litigation. 

In general, the new law allows government officials with valid court orders or 
subpoenas to require electronic mail firms to create backup copies without giving 
notice to the clients whose files are being duplicated. The theory underlying the law 
is that if notice is given, suspected criminals might attempt to alter files before copies 
could be created or might even attempt to interfere with the process of creating the 
copies. Although the government need not give notice to customers when the copies 
are made, before law enforcement authorities can actually obtain the copies, they are 
generally required to notify customers. The purpose of this provision is to use new 
technology to preserve evidence, not to make it easier for law enforcement officials to 
actually obtain it. 

Electronic mail firms generally must create duplicate backup files when so directed 
by law enforcement officials. But, as this chapter explains, electronic mail firms, as 
well as their customers, may challenge government requests to turn over the backup 
files once created. Finally, this section discusses the procedures by which electronic 
mail firms can obtain reimbursement from law enforcement officials for the costs of 
providing assistance in creating backup files. 
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B. The Standards 

1. Electronic Mail And Remote Computing Firms Must Create Copies 

Government law enforcement officials may require electronic communications 
service providers, including electronic mail and remote computing firms, to create a 
backup copy of the contents of electronic communications in order to preserve the 
communications.1 The purpose of this provision is to ensure that records of illegal 
activities will be preserved for use as evidence in criminal prosecutions.2 Electronic 
mail and remote computing firms must create backup files when required to do so by 
law enforcement officials. There are other opportunities to challenge government 
requests when it is time to actually tum over the copies made. 

2. Electronic Mail And Remote Computing Firms Should Only Create 
Copies When Lilw Enforcement Officials Present Them With A 
Court Order Or Subpoena 

Law enforcement officers must include a demand to make backup copies in a 
request for a court order or subpoena.3 Electronic mail and remote computing firms 
should ask law enforcement officials for a copy of a court order or subpoena befor<" 
making the backup copies. Electronic mail and remote computing firms cannot be suCC. 
nor can their officers, employees or agents be sued for providing assistance in 
accordance with the terms of a court order or warrant.4 

As is the case of cooperating with government efforts to intercept electronic mail 
in transmission or in obtaining the contents of an electronic mail message, electronic 
mail firms have a positive duty to read court orders requesting the creation of duplicate 
backup copies. If representatives of a firm do not read a court order, the firm cannot 
defend itself in a suit by an aggrieved customer by claiming that firm relied "in good 
faith" on a cou~ order. The duty to read the court order does not require that a firm 
legally analyze the validity of the order, only that a representative of the firm read the 
court order and that it appeared to be valid. 

Similarly, an electronic mail firm must only cooperate with law enforcement 
officials within the scope of a court order. Therefore, duplicate backup copies should 
be made only of those files specified in the court order and no other files. If the backup 
tapes are turned over to government officials, disclosing records outside the scope of 
the court order may prevent an electronic mail firm from invoking the good faith 
defense and may subject a firm to liability. (See Chapter 4 (E)(l) regarding the good 
faith defense.) 
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3. Electronic Mail And Remote Computing Firms Must Not Notify 
Customers That A Court Order Or Subpoena Has Been Issued 
Requiring Copies To Be Made 

ECPA specifically states that electronic mail and remote computing firms must not 
notify customers that a court order or subpoena has been issued requiring the creation 
of backup files.5 This directive should also be construed as prohibiting electronic mail 
and remote computing firms from notifying their customers that they are making 
backup copies of their records. While this section of the law does not set out a specific 
penalty for informing customers of the request to create backup copies, the legislative 
history for other similar provisions in the law suggests that a firm that informs a client 
that copies are made may be liable for criminal contempt.6 

4. Electronic Mail And Remote Computing Firms Must Create Backup 
Copies As Soon As Practicable, But In No More Than Two Business 
Days 

An electronic mail or remote computing firm must create backup files requested by 
law enforcement officials "as soon as practicable consistent with its regular business 
practices" after being served with a court order or subpoena.7 Therefore, if a firm 
maintains backup copies as part of its regular business activities, the firm does not have 
to create an entirely new copy. 8 Whether or not a finn has to create an entirely new copy. 
there must be a copy no later than two business days after the firm was served with a 
court order or subpoena. 9 

Therefore, if a firm can create a backup file in less than two business days without 
creating an undue burden on its employees or causing interference with the service the 
firm provides to its customers, it should do so. ff this is not possible, the firm has a legal 
obligation to create the file by the end of business on the second day after the firm is 
served with a court order or subpoena. Again, no specific penalty for failure to comply 
is provided, but other sections of the law suggest that a firm may be held in contempt 
for failure to create the backup files within the two-day limit. 

5. Electronic Mail And Remote Computing Firms Must Confirm To Law 
Enforcement Officials That A Copy Has Been Made 

After the backup copy has been made, an electronic mail and/or remote computing 
firm must confirm to the law enforcement agency serving the court order or subpoena 
that the backup copy has been made.10 It is unclear whether this confirmation need be 
in writing. The legislative history ofECPA only suggests that a firm must "inform" law 
enforcement officials that the firm has complied with the request to make a copy.11 

It is advisable, however, for a firm to confirm the creation of a duplicate backup file 
in writing in order to document cooperation with law enforcement officials. 
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6. After A Firm Confirms That A Backup File Has Been Created, Law 
Enforcement Officials Must Generally Notify Customers That The 
Copy Has Been Made 

Within three days after an electronic mail or remote computing firm confirms to law 
enforcement officials that a backup file has been created, the government is required 
in most cases to notify a customer that backup copies of his or her files have been 
made.12 

Unless notice by the government is delayed (as described below), an electronic mail 
or remote computing firm is also free to notify a customer that his or her files have been 
copied once the routine, three-day deadline for notice by the government has expired.13 

Before providing notice to customers, however, it would be wise to first double-check 
with law enforcement officials to ensure that notice is not being delayed by the 
government 

. If certain tests are met, law enforcement officials may delay notice to customers that 
1) the government is seeking to obtain copies of their communications; and 2) the 
government has requested that an electronic mail firm create a backup file. (See 
discussion of these factors in Chapter 5.) • 

7. Electronic Mail And Remote Computing Firms Must Not Destroy 
Backup Copies Until Certain Conditions Are Met 

Electronic mail and remote computing firms may not destroy backup files created 
pursuant to a request from law enforcement officials until the information sought by 
authorities has been delivered, or any legal challenge to a court order or subpoena 
requiring copying has been completely resolved.14 

A legal challenge to a court order or subpoena is considered to be completely 
resolved for purposes of this rule when all appeals have been exhausted. 

8. Electronic Mail And Remote Computing Firms Generally Must Turn 
Over Backup Copies To Law Enforcement Officials No Sooner Than 
14 Days After The Government Notifies A Customer That His Or Her 
Files Have Been Copied 

No sooner than 14 days after law enforcement officers notify a customer that his or 
her files have been copied, an electronic mail or remote computing firm must generally 
tum over the copies to law enforcement officials.15 This 14-day period gives a customer 
adequate time to contest the government's request. 

First, if a firm has not received written notice from a customer that he or she is 
challenging the government's request within the 14-day period, the firm must generally 
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turn over the copied files to law enforcement officials.16 

Second, an electronic mail or remote computing firm need not tum over the backup 
files to government officials if, within the 14-day period, the finn itself has initiated a 
legal challenge to the government request.17 . 

C. Challenges By Electronic Mail And Remote Computing 
Firms 

An electronic mail or remote computing firm has 14 days after law enforcement 
agents notify a customer that a backup file has been created to itself initiate a challenge 
to the court order requiring the creation and disclosure of the backup copy .18 A provider 
may challenge a court order by claiming that the backup copies sought are not relevant 
to a legitimate law enforcement inquiry.19 

Further, a firm may move to quash or modify a court order if the information 
requested is unusually voluminous or if compliance with the order would create an 
undue burden on the firm.20 Communications service providers are given this special 
standing in order to protect electronic mail firms and others from unduly burdensome 
requests and to give an impartial judge an opportunity to evaluate the government's 
request.21 

If a firm is going to challenge a court order because compliance with the order would 
be unduly burdensome or would interfere with. the service provided by an electronic 
mail firm, the firm should be prepared to support its contention with evidence. The firm 
should demonstrate, for example, that the amount of computer time required to copy 
extraordinarily voluminous files would prevent customers from using the system or 
severely slow down and interfere with the system. A firm might also argue that it does 
not have a sufficient number of employees to properly manage the system while 
providing the extraordinary amount of assistance required by law enforcement offi­
cials. A firm should not argue, however, that the financial costs of creating duplicate 
backup files is too great, because the law requires law enforcement officials to 
compensate electronic mail firms for costs incurred in creating backup files. 

Neither an electronic service provider nor a customer may challenge the decision 
by government officials to delay notice of the creation of backup files. 22 The decision 
to delay notice is left to the sole discretion of law enforcement officials, if the officials 
detennine that the existence of a court order might alert suspected criminals and result 
in the destruction of or tampering with files.23 Backup files are maintained solely to 
ensure that evidence will not be tampered with or destroyed. Keeping the mere creation 
of the file secret does not interfere with a customer's privacy interest; that interest might 
only be harmed when the files are actually turned over to government officials.24 
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D. Challenges By Customers 

1. Grounds For A Customer Challenge 

A customer must file a sworn affidavit that he or she is a customer of the electronic 
mail or remote computing service that law enforcement officials have asked to make 
a backup file and that the files sought are his or hers.25 In other words, the customer must 
establish that he or she is the "relevant" customer for purposes of making such a 
challenge.26 · 

A customer must also show 1) that the records sought are notrelevantto a legitimate 
law enforcement inquiry; 2) that law enforcement officials have not substantially 
complied with any other provisions ofECP A;27 or 3) that there is some other legal defect 
in the court order or subpoena.28 

· 2. Legal Procedures For Customer Challenges 

A customer must file a motion to quash a subpoena or vacate a court order within 
fourteen days of receiving notice from law enforcement officials that copies of his or 
her records are being sought.29 Copies of the motion must be served on the law 
enforcement officials who applied for the original order, and a customer must provide 
written notice of the challenge to the electronic mail or remote computing firm. 30 When 
an electronic mail firm receives such a notice, it must not tum over the duplicate backup 
copies it has created until the challenge is resolved and a court directs the firm to tum 
over the files. 

A motion to quash a subpoena must be filed in the appropriate federal district court 
or state court.31 

Special rules of service of process are set out for customer challenges. Most 
notably, a customer challenging a subpoena or court order is directed to serve the 
person, office or department specified in the notice received from law enforcement 
officials stating that the government is seeking copies of the customer's records.32 

. Congress intended that judicial decisions on customer challenges should occur as 
rapidly as possible, within seven calendar days in all but the most unusual circum­
stances. 33 

3. Procedures Governing The Response Of Law Enforcement Officials 
To A Challenge 

If a customer challenging an order to create a backup copy meets the procedural 
requirements of the new law (i.e., meets deadlines, notice and pleading requirements), 
law enforcement officials must file a sworn response to the challenge with the court.34 
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The response may be filed in a closed-door, in-camera proceeding if appropriate (for 
example, if an open hearing would compromise a law enforcement investigation or 
pose a threat to life).3s A court may order additional proceedings if its initial review of 
the customer's challenge and the government's response does not dispose of the 
motion. 36 Rulings on challenges to court-ordered backup duplication arc not subject to 
interlocutory appeal and, therefore, must await a final decision in the entire case to be 
appealed. 37 

E. Who· Pays When The Government Re.quests Duplicate 
Backup Files? 

1. Government To Reimburse Direct Costs 

When law enforcement officials require an electronic mail or remote computing 
firm to create duplicate backup files, ECPA requires law enforcement agencies to 
reimburse firms for "reasonably necessary" costs which have been directly incurred 
in searching for, assembling, reproducing or otherwise providing such information. 
The costs to be reimbursed include costs resulting from the necessary disruption of 
normal operations of an electronic mail or remote computing service. 31 

Therefore, electronic mail firms should carefully keep track of the hours that 
employees must devote to creating backup files, and bill law enforcement officials at 
the normal hourly rate for such work. In addition, electronic mail firms should measure 
the amount of computer time required to create the backup files and bill the government 
at the normal rate for computer use. Further, if an electronic mail firm incurs costs 
because service to customers is interrupted, it may attempt to collect from the govern­
ment the amount of revenue which the firm would normally receive during the period 
of the disruption. Finally, an electronic mail firm should be compensated for any costs 
associated with restoring service after an interruption caused by creating duplicate 
backup copies. 

2. Exact Amount Of Reimbursement To Be Mutually Agreed Upon 

Based on the above criteria, the exact amount of reimbursement due an electronic 
mail or remote computing firm is to be mutually agreed upon by the firm and law 
enforcement officials. 39 If no agreement can be reached, a court is empowered to set 
a "reasonable" fee.40 The court which issued the court order directing that copies be 
made will normally resolve most disputes. In those cases where no court order was 
issued, the court hearing the criminal prosecution may set the fee.41 

As is the case with disputes concerning reimbursement for the costs of assisting 
official interceptions of electronic mail, a firm should carefully. consider the financial 
costs of litigating a dispute with law enforcement officials concerning the amount of 
reimbursement due. 
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Chapter 

7 
Pen Registers And Trap And Trace Devices 

A. Purpose 

Title III of the Electronic Communications Privacy Act regulates the use of pen 
registers and trap and trace devices, devices used by law enforcement agencies and 
communications providers to determine the destination of an outgoing phone call or 
electronic transmission and the origin of incoming calls or transmissions. . 

ECP A generally prohibits the use of these communications tracking devices, thus 
preventing individuals, creditors, government agencies and others from determining 
with whom another individual is communicating, and thereby protecting the privacy of 
telephone customers and electronic mail users. Important exceptions to the general 
prohibition against use of these devices, however, allow electronic mail and other 
communications firms to use pen registers and trap and trace devices to record the 
initiation and completion of phone calls and electronic communications for billing 
purposes, to track down individuals who use a communications system fraudulently, 
and where the consent of the user has been obtained.1 

Another important exception is provided for the use of pen registers and trap and 
trace devices by authorized law enforcement officers as part of criminal investigations.2 

The new law sets out procedures under which law enforcement officers must generall· 
obtain warrants, subpoenas or court orders in order to track the origin and destinati01. 
of communications via these technologies. This chapter will explain the rights and 
duties of electronic mail firms when law enforcement officials ask for assistance in 
installing and monitoring pen registers and trap and trace devices. The responsibilities 
of electronic mail firms under ECPA are similar, if not identical, to those imposed on 
telephone companies ranging in size from small rural telephone cooperatives to large 
regional operating companies. 

Prior to enactment of the new pen register and trap and trace provisions, the U.S. 
Supreme Court held that law enforcement officials need not obtain a search warrant in 
order to gain assistance from a telephone company or other communications provider 
in installing a pen register.3 The Court reasoned that an individual who uses a telephone 
voluntarily discloses the numbers he or she dials (i.e., for billing purposes) and has "no 
reasonable expectation of privacy" and, therefore, the Fourth Amendment to the 
Constitution does not limit the use of pen registers.4 

In response to concerns from phone companies about civil liability for disclosing 
information to law enforcement officials derived from these tracking devices, the 
Justice Department until 1986 voluntarily adopted a policy of requiring court orders for 
the use of pen registers and trap and trace devices.5 According to one of the sponsors 
ofECPA, while this voluntary policy was welcome, the Supreme Court's decisions aD' · 
federal statutes "left federal law enforcement officials with virtually unchecke. 
discretion to obtain information through the use of pen registers.'96 
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Therefore, Title III of ECPA generally codifies the Justice Department's practice 
of requiring court orders for use of pen registers and trap and trace devices by law 
enforcement officials.' The new law also sets out procedures for obtaining court orders 
and establishes guidelines for cooperation by communications providers with law 
enforcement officials. The law clarifies that the use of pen registers by private 
individuals without a court order is illegal except when the individual is an employee 
of a communications firm which is using these devices for permissible purposes such 
as accounting. 

In 1988, Congress made a substantial addition to the original pen register and trap 
and trace provisions enacted in 1986. The new provisions create guidelines for 
obtaining authorization to install these devices in certain emergency situations, 
including when an individual's life is in danger and there is little or no time to apply for 
a court order authorizing use of a pen register or trap and trace mechanism. 

B. The Standard: Pen Registers And Trap And Trace 
Devices Require Court Order 

1. The Standard Generally 

No person may install or use a pen register or a trap and trace device withouta court 
order, subject to the exceptions (including an exception for electronic mail firms that 
use these devices for billing and accounting) outlined below. 8 This provision alters the 
Supreme Court's decision in Smith v. Maryland, which held that the Founh Amend­
ment to the Constitution did not limit the use of pen registers nor require law 
enforcement officials to obtain court orders for their use.9 

2. Definitions: Which Devices Are Regulated By The Act? 

ECPA provides expansive definitions of pen registers and trap and trace devices 
which include the mechanical devices specifically known by these names and other 
technologies which perform similar functions.10 Whether or not the devices an 
electronic mail firm uses to record communications are governed by the new law may 
depend on whether or not these devices fall within the statutory definitions. 

a. Pen Registers 

A "pen register'' is defined as a device which "records or decodes electronic or other 
impulses which identify the numbers dialed or otherwise transmitted on the telephone 
line to which such device is attached."11 As the legislative history suggests, pen 
registers record only the telephone numbers "dialed out" of a phone line and do not 
record the contents of communications.12 A plain reading of the statute and legislative 
history suggests that the definition of pen registers, for purposes of the prohibition on 

. their use, is limited to devices used in conjunction with a telephone line. Therefore, a 
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device recording outgoing communications over an internal electronic mail system that 
functions through a central processing unit without telephone lines would not be 
regulated by the new law. A similar device used on an electronic mail system that 
functions over phone lines would be regulated by the Act, subject to the following 
exceptions. 

The definition of "pen register" specifically excludes certain types of equipment 
and certain uses. Any device used by an electronic mail or communications firm or its 
customers for recording communications in order to bill customers is excluded from the 
definition and regulation under the Act.13 Devices used for cost accounting by 
electronic mail and other communications firms or their customers are also excluded.14 

Therefore, electronic mail firms may continue to use pen registers and trap and trace 
devices for billing and accounting without being subject to the new restrictions. 

In addition, the legislative history clearly states that devices used by some firms to 
record billable time for their clients' accounts are not prohibited by the Act.15 Thus, the 
devices used by many law firms to record the length of telephone calls for billing 
purposes are not subject to the Act Neither does the law regulate devices used to 
account for computer usage attributable to a client. 

b. Trap And Trace Devices 

ECPA defines "trap and trace devices" as devices which capture incoming 
electronic or other impulses which identify the originating number of an instrument 
or device from which a wire or electronic communication was transmitted.16 Thus, 
while the definition of "pen registers" apparently is limited to devices used in 
conjunction with telephones, the use of trap and trace devices is regulated by ECPA 
regardless of whether these mechanisms are used in conjunction with a telephone line. 
Therefore, devices that monitor incoming communications and can identify their 
origin17 are regulated by the Act regardless of whether the communication travels over 
an external phone line or an internal computer network. These devices are particularly 
valuable to electronic mail and other electronic communications providers in tracking 
down hackers and others who break into systems. No exclusions are provided in the 
definition of trap and trace devices. 

Thus, trap and trace devices used by all electronic mail firms, regardless of whether 
the service is connected by telephone lines, may be regulated by the new act: Whether 
or not the new rules apply to a specific firm will depend on whether or not the firm uses 
trap and trace devices in a manner excluded from regulation by the following statutory 
exceptions. . 
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C. The Exceptions 

While ECPA generally prohibits the use of pen registers and trap and trace devices 
by any party that does not have a valid court order, the new law sets out certain practical 
exceptions to allow electronic mail firms, telephone companies and other communica­
tions providers to monitor the flow of communications on their systems. 

1. To Operate, Maintain And Protect Electronic Mall Systems 

An electronic mail firm or other wire or electronic communication service may use 
pen registers and trap and trace devices to operate, maintain and test their service.11 In 
addition, these devices may be used to protect the rights or property of the firm and to 
protect customers from abuse of the service or unlawful use of the service.19 For 
example, trap and trace devices may be used by electronic communications firms to 
identify the telephone numbers of computer hackers or other intruders who threaten 
harm to communications systems. This exception will provide some relief to electronic 
communications finns that have encountered difficulty in enlisting the support of 
telephone companies and law enforcement officials in tracking down intruders. 
Overburdened law enforcement officials, for example, may be reluctant to assign 
investigators to a computer crime case unless an electronic mail firm performs much 
of the technical groundwork needed to locate intruders. This exception will permit 
electronic mail firms to install trap and trace devices to identify the location of intruders 
and then tum that information over to law enforcement authorities to aid their own 
investigations. In addition, pen registers are an effective means of detecting illegal 
communications pirating devices, such as so-called "blue boxes,''20 and when used for 
this purpose are not prohibited by the Act. 

2. To Record The Beginning And End Of Messages For Billing And 
Accounting 

Electronic mail and other communications finns may use pen registers and trap and 
trace devices to record the initiation and completion of communications, including 
electronic mail messages, in order to protect themselves or other finns involved in 
forwarding the message. 21 In addition, these devices may be used to record the initiation 
and completion of communications to protect customers from fraud, unlawful use of 
an electronic mail service or abuse. 22 For example, telephone companies use pen 
registers to verify billing information,23 and also use these devices to track down 
obscene phone callers. 24 Many electronic mail firms make the same use of these devices 
for billing and accounting. Congress did not intend to prohibit such uses of pen registers 
and trap and trace devices. 
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3. Consent 

Finally, a telephone company or electronic communications firm may install pen 
registers and trap and trace devices "where the consent of the user of that service has 
been obtained.''25 While this provision would appear to be relatively straightforward, 
a controversy is developing about whether or not this provision allows the use of so­
called "caller identification" systems for telephones. Although this debate largely 
concerns telephone companies, electronic mail firms may be interested in the contro­
versy. 

Caller identification systems allow a telephone customer to view the telephone 
number of an incoming call on a small digital display screen attached to the telephone. 
Questions have been raised about whether these devices violate the privacy of callers 
placing calls without the knowledge that their phone number is being identified by the 
recipient of the call. Specifically, all parties agree that caller identification systems 
clearly fall within the definition of trap and trace devices, because they identify the 
origin of an incoming can. 

Proponents of caller identification systems argue that although these devices fall 
within the definition of trap and trace devices, they are legal because individuals who 
use caller identification equipment have consented to the installation of such devices 
Opponents argue that the language ofECPA specifically limits the consent exception 
to an installation by a provider where the consent of the user has been obtained rather 
than as a general authorization of caller identification systems. Some state public 
utility commissions that have reviewed the legal question have concluded that the 
consent language in the statute is sufficient to authorize caller identification systems. 
Recently, however, a Pennsylvania coun ruled that the language of the Pennsylvania 
state statutute, which mirrors ECPA, prohibited the use of a caller I.D. system in that 
state. (Barash v. Pennsylvania Public Utility Commission, Commonwealth Court of 
Pa., No 2270, May 30, 1990) Bills have been introduced in both Houses of Congress 
that, if enacted, would require service providers to provide callers with the ability to 
block the transmission of the telephone number from which the call is being made. 
California has implemented this policy through legislation. 

D. The Penalties 

Knowing violations of the prohibition against the use of pen registers and trap and 
trace devices are punishable by up to one year in prison or fines of up to $250,000 for 
individuals and $500,000 for organizations, or both.26 · 

E. The Procedures For Obtaining A Court Order 

_Although the procedures for obtaining a coun order authorizing the use of pc. 
registers and trap and trace devices apply solely to law enforcement officials, electronic 
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mail finns and users should become familiar with the rules because a firm must not 
cooperate with authorities if it is aware that law enforcement officials have violated 
these procedures. 

For a federal criminal investigation, an attorney for the government must apply for 
a court order authorizing the use of pen registers and trap and trace devices.27 For state 
criminal investigations, the new law only requires that a state investigative or law 
enforcement officer, as opposed to an attorney, make the application. 28 

In either case, the application for a court order must be sworn and in writing and 
submitted to a court of competentjurisdiction.29 

The application must identify the attorney for the federal government or state law 
enforcement official seeking the court order and must also identify the law enforcement 
agency conducting the criminal investigation.30 The application must certify that the 
information likely to be obtained by using pen registers and trap and trace devices is 
relevant to an ongoing criminal investigation. 31 This is a lesser standard of proof than 
probable cause or reasonable suspicion, and the Justice Departtiient maintains that this 
language was included because individuals do not have a reasonable expectation of 
privacy in the numbers dialed to and from a telephone. 32 

It is important to note, however, that ECPA specifically states that the new law does 
not preempt state laws governing the use of pen registers and trap and trace devices.33 

Where states maintain higher standards of proof, the state law applies to state court 
orders. In addition, where state law specifically designates which law enforcement 
officials or state attorneys may apply for court orders, state law applies.34 Therefore, 
it is important for an electronic mail firm to become aware of the pen register and trap 
and trace laws in the states where it is located and conducts business. 

F. The Court Order, Its Duration, And Restrictions On 
Electronic Mail Firms In Disclosing Existence Of Devices 

An electronic mail or communications firm cannot be sued for cooperating with law 
enforcement officials if assistance, facilities or information are provided in accordance 
with a court order.35 

In order to avoid a lawsuit, however, a firm must read a court order and determine 
that it is facially valid. In addition, the firm must only provide assistance to law 
enforcement officials within the scope of the court order. Therefore, it is important that 
electronic mail firms gain some knowledge of the procedures outlined below . 

1. The Standard For Issuing Court Orders 

A court of competent jurisdiction is directed by the new law to issue an ex parte 
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order (without an opportunity for the criminal suspect to be heard) if an attorney for the 
federal government or the relevant state law enforcement official certifies that the 
information likely to be obtained by use of a pen register or trap and trace device is 
relevant to an ongoing criminal investigation.36 

A coun of competent jurisdiction in federal cases refers to any district coun of the 
United States. Federal magistrates may issue such orders.37 

There is a discrepancy in the legislative history concerning the extent to which a 
judge is to review the applicant's certification that use of these devices is relevant to a 
criminal investigation. The Senate Committee Report states that "to issue an order, the 
coun must first be satisfied that the information sought is relevant to an ongoing 
criminal investigation. "31 The House Committee Report suggests a less rigorous 
standard ofreview under which a judge shall issue an order if the coun simply finds that 
a government attorney has certified to the court that the information sought is likely to 
be relevant. 39 

The Senate Committee Report explains, however, that "this provision does not 
envision an independent judicial review of whether the application meets the relevance 
standard, rather, the court needs only to review the completeness of the certificatior 
submitted. "40 This apparent discrepancy in the Senate report language may give judge~ 
some leeway to review the relevance to criminal investigations of requests to use pen 
registers and trap and trace devices. The Department of Justice does not share this view, 
however, maintaining that a court "need only review the completeness of the attorney's 
certification."41 The Department claims that there is no need for government attorneys 
to substantiate their requests for court orders with factual affidavits, but only for 
government attorneys to provide a sworn application with_the requisite certification 
along with a draft order.42 

2. Contents Of Court Orders 

A court order authorizing the use of pen registers and trap and trace devices must 
specify the name of the person who leases the telephone to be monitored by the devices 
or in whose name it is listed.43 The court order must also give the name of the person 
who is the subject of the criminal investigation, if his or her identify is known.44 In 
addition, the order must specify the number and physical location of the telephone lines 
to which the devices are to be attached.45 In other words, a court order should 
specifically identify the location of the particular facility maintained by an electronic 
mail or communications firm. When trap and trace devices are used, a coun order must 
specify the geographic limits of the order, rather than identify the specific facility.46 

Finally, the court order must state the offense to which the information sought by us,. 
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• of the devices relates.47 

3. Court Order Must Contain Directive To Firms To Cooperate 

If law enforcement officials request assistance from communications firms in 
installing and using pen registers and trap and trace devices, a court order must direct 
that a firm furnish information, facilities and technical assistance necessary to install 
the device.41 This provision of coun orders codifies the former practice of the Justice 
Department in cooperating with telephone companies.49 The requirement that a court 
order specifically direct an electronic mail or communications firm to provide assis­
tance to law enforcement officials will help finns defend against lawsuits by aggrieved 
customers by helping document that the firms acted in good faith reliance on coun 
orders. 

Electronic mail and communications firms should provide no more assistance than 
they are directed to by a court order. While coun orders are not likely to specify the step­
by-step assistance to be provided, firms should be careful only to provide assistance 
necessary to install and/or monitor the device. Providing assistance beyond what is 
necessary, such as suggesting to law enforcement officials that they may wish to 
monitor communications other than those specified in the coun order, may constitute 
collusion with authorities and expose a firm to a civil suit. 

4. Electronic Mail Firms May Not Disclose The Existence Of Devices 

When a court order is issued authorizing the use of pen registers and trap and trace 
devices, ECPA provides that the order contain specific provisions forbidding elec­
tronic mail firms and others from disclosing the existence of these devices to anyone, 
including customers, unless the court otherwise directs.so Specifically, the order will 
prohibit the owner or lessor of the phone line that is being monitored or the firm 
providing assistance to law enforcement officials from disclosing the existence of pen 
registers and trap and trace devices.s1 

Individuals or firms that intentionally violate a court order prohibiting disclosure 
of the existence of pen registers and trap and trace devices may be punished for 
contempt in appropriate circumstances.s2 

The basic rule is that electronic mail firms and their employees must not tell 
anyone, including customers or family members, that a pen register or trap and trace 
device has been installed. Failure to follow this rule could result in a prison term. 

Finally, unless a judge rules otherwise, a court order authorizing the use of pen 
registers and trap and trace devices must be sealed, presumably to prevent tipping off 
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criminal suspects of an investigation. s3 

5. The Duration Of Court Orders 

Law enforcement officials may use pen registers and trap and trace devices for up 
to 60 days when authorized by a court order.54 Extensions of up to 60 days may be 
granted.ss This is a doubling of the 30-day period for extensions previously observed 
by the Justice Department. The Department suggests that this extended period will 
reduce the need for multiple extensions.s6 Electronic mail and communications finns 
should not provide assistance to law enforcement officials beyond the period specified 
in the court order or extension. Providing assistance beyond this time period may 
expose a firm to civil liability. 

G. Assistance With Installation Of Pen Registers And Trap 
And Trace Devices 

1. Assistance Required In Installing Pen Registers 

Providers of wire and electronic communication services, landlords, custodians 
and other persons must provide government officials or attorneys with all the informa­
tion, facilities and technical assistance necessary to install a pen register unobtrusive!) 
and with minimal service interference, as long as the officials or attorneys have 
obtained a proper court order, as described above. 57 As is current practice, it is expected 
that law enforcement officials will install and maintain the pen register.ss 

Therefore, iflaw enforcement officials present a court order, and representatives of 
the firm read the court order and are not aware of any improper activity on the part of 
the authorities, an electronic mail firm and its employees must provide 

• Access to facilities; 

•Technical advice and assistance in installing a pen register (but the law enforce­
ment officials must perform the actual installation); and 

•Technical advice and assistance in maintaining the pen register (but law enforce­
ment officials must do the majority of the work in maintaining the pen register). 

2. Assistance Required In Installing And Maintaining Trap And Trace 
Devices · 

Providers of wire and electronic communication services, landlords, custodians 
and other persons must promptly install a trap and trace device on the appropriate lin. 
when presented with an order to do so. s9 In addition, electronic mail and communic• 
tions firms are responsible for monitoring information collected by trap and trace 
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devices. In this case, unlike the case with pen registers, service providers will 
generally install the devices themselves.60 The provider must also furnish government 
officials or investigating authorities with additional pertinent information, facilities 
and technical assistance to install the device unobtrusively and with a minimum of 
service interference.61 

Electronic mail and communications firms must provide inf ormadon from a trap 
and trace device to the government official requesting the information at reasonable 
intervals during regular business hours for the duration of the court order, unless 
otherwise specified in the order.62 The Department of Justice and telephone companies 
have agreed that the following technical language be included in applications for 
technical assistance involving trap and trace devices: 

•The tracing operation must be limited to Electronic Switching Systems or No. 5 
cross bar facilities; 

• The tracing operation is to be restricted to tracing and recording only calls 
originating from a specific city within a certain radius or, in large cities, from 
specific sections of the city; and 

•The tracing operation is to be restricted to certain specific hours of the day.63 

3. Electronic Mail Firms To Be Compensated For Assistance 

The Electronic Communications Privacy Act requires the government to reasona­
bly compensate electronic mail and communications firms that furnish information or 
assistance relating to pen registers or trap and trace devices for the expenses incurred 
in providing such assistance. 64 This language is designed to permit maximum 
flexibility in compensating providers for the assistance they provide, and to make the 
reimbursement appropriate to the amount of work required in carrying out the order. 65 

Therefore, firms should carefully keep track of the number of hours employees 
must devote to assisting law enforcement officials and in monitoring trap and trace 
devices and should bill the government for the normal hourly rate. In addition, the 
government should be billed for any computer time required. 

Finally, while this section of the law does not provide a mechanism to resolve 
disputes with the government concerning the amount of compensation due, a good faith 
argument can be made that the dispute resolution mechanism set out in other parts of 
the new law should apply. Specifically, if an electronic mail firm cannot reach 
agreement with law enforcement officials concerning compensation, the firm should 
ask the court which issued the court order to settle the dispute by determining a 
reasonable amount of compensation.66 
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4. Firms Are Immune From Suits When Cooperating With Court 
Orders 

Electronic mail and communications firms, and their employees and agents, cannot 
be sued when they have provided information or assistance in accordance with the 
terms of a court order.67 In addition, a good faith reliance on a court order, legislative 
authorization or statutory authorization is considered a complete defense against any 
civil or criminal action brought under this or any other law.61 

Once again, in order to avoid a lawsuit and invoke the good faith defense, a firm 
representative must read a court order. In addition, the firm must only offer assistance 
to law enforcement officials within the scope of the court order. Finally, a firm must 
not cooperate with law enforcement officials if the firm is aware that the authorities 
have acted improperly, e.g., if the firm was informed that the police did not obtain a 
court order that is actually valid. In short, a firm need not perform a legal analysis of 
a court order, but if a firm is aware that a court order is not valid, the firm should not 
cooperate with authorities until it is convinced that the court order is valid. 

H. New Amendment To ECPA Concerning Emergency 
Installation 

In 1988 Congress passed a series of relatively minor changes to the Electronic 
Communications Privacy Act. Most important among these changes were provisions 
allowing law enforcement authorities to install pen registers and trap and trace devices 
in those emergency situations where there is little or no time to apply for a court order. 

Under the new ECP A amendments, appropriate investigative or law enforcement 
officials of the state or federal government may request emergency installation of either 
pen registers or trap and trace devices, if they comply with certain requirements. First, 
they must reasonably determine that an emergency situation exists and that the 
installation must occur before a court order can be obtained.69 Emergency situations 
include 

• Immediate danger of death or serious bodily injury to any ·person; and 

• Conspiratorial activities characteristic of organized crime.70 

Second, the authorities must, within 48 hours of the installation of the device, obtain 
the appropriate court order authorizing installation and use of the device.71 If an order 
is not obtained, use of the device must terminate the first time one of the following 
conditions occurs: 

• The information sought is obtained; 
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• The application for the order is denied; or 

•Forty-eight hours have lapsed since the installation of the device.72 

Law enforcement officials must receive authorization from top Justice Department 
officials or high-level state prosecutors to invoke emergency installation of trap and 
trace or pen register devices. Specifically, the officials must be designated by the 
Attorney General, the Deputy Attorney General, the Associate Attorney General, any 
Assistant Attorney General, any acting Assistant Attorney General, any Deputy 
Assistant Attorney General, or the principal prosecuting attorney of any state or 
subdivision thereof in accordance with state statutes.73 

. Any investigative or law enforcement official who installs or uses a trap and trace 
device or pen register on an emergency basis but does not apply for the appropriate 
authorizing order within 48 hours will have violated the Electronic Communications 
Privacy Act 74 · 

In order to protect itself from litigation, an electronic mail firm should not provide 
assistance to law enforcement officials when they claim that an emergency situation 
exists, unless the officials can confirm, preferably in writing, that they have received 
high-level authorization to install the pen register and trap and trace devices without a 
court order in hand. If the officials will not provide any assurance in writing, a firm 
should ask for the name of the high-level attorney who authorized the emergency 
installation and attempt to contact that individual before cooperating. 

Electronic mail and communications firms that assist in the emergency installation 
of trap and trace devices or pen registers are entitled to reasonable compensation for 
expenses incurred during such assistance.75 
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Public Law 99-508 
99th Congress 

An Act 

Oct. 21. 1986 
(H.R 49f>2| 

Electronic 
Communicaliona 
Privacy Act of 
1986. 
18 USC 2510 
nots. 

Ik 
I 

To amend title 18, United SUtea Code, with reapect to the interception of certain 
oommunlcationa, other rormi ol aurveillance, and for other purpoaea. 

Be il enacted by the Senate and House of Representatives of tfie 
United Slates of America in Congress assembled, 

SECnON I. SHORT Tm.E. 
This Act may be cited as the "Electronic Communications Privacy 

Actofl986". 

TITLE I-INTERCEPTION OF COMMUNICATIONS AND 
RELATED MATTERS 

SEC 191. FEDERAL PENALTIES FOR THE INTERCEPTION OF COMMUNICA-
TIONS. 

(a) DOTNITIONB.—(1) Section 2510(1) of title 18, United Statea 
Coide, is amended— „ , . . . 

(A) by striking out "any communication and mserting any 
aural transfer" m lieu thereof; 

(B) by inserting "(including the use of such connection in a 
switching station)" after "reception". 

(C) by striking out "as a common carrier" and 
(D) by inserting before the semicolon at the end the following: 

"or communications affecting interstate or foreign commerce 
and such term includes any electronic storage of such commu­
nication, but such term does not include the radio portion of a 
cordleas telephone communication that is transmitted between 
the cordless telephone handset and the base unit". 

(2) Section 2510(2) of title 18. United States Code, is amended by 
inserting before the semicolon at the end the following: ", but such 
term does not include any electronic communication". 

(3) Section 2510(4) of title 18, United States Code, is amended— 
(A) by inserting "or other" after "aural"; and 
(B) by inserting ", electronic." after "wire". 

(4) Section 2510(5) of title 18. United States Code, is amended in 
clause (aXi) by inserting before the semicolon the following: |or 
furnished by such subscriber or user for connection to the facilitiM 
of such service and used in the ordinary course of its business . 

(5) Section 2510(8) of title 18, United States Code, is amended by 
striking out "identity of the parties to such communication or the 
existence,". . . , , 

(6) Section 2510 of title 18, United States Code, is amended— 
(A) by striking out "and" at the end of paragraph (10); 
(B) by striking out the period at the end of paragraph (11) and 

inserting a semicolon in lieu thereof; and 
(C) by adding at the end the following: . 
"(12) 'electronic communication' means any transfer of signs, 

signals, writing, images, sounds, data, or intelligence of any 

nature transmitted in whole or in part by a wire, radio, electro­
magnetic, photoelectronic or photooptical system that affecta 
interstate or foreign commerce, but does not include— 

"(A) the radio portion of a cordless telephone communica­
tion that is transmitted between the cordless telephone 
handset and the base unit; 

"(B) any wire or oral communication: 
"(C) any communication made through a tone-only 

paging device; or . , , . ... j i , j 
"(D) any communication from a tracking device (aa de­

fined in section 3117 of this title); " USC 3117. 
"(13) 'user' means any person or entity who— 

"(A) uses an electronic communication service; and 
"(B) is duly authorized by the provider of such service to 

engage in such use; 
"(14) 'electronic communications system' means any wire, 

radio, electromagnetic, photooptical or photoelectronic facilities 
for the transmission of electronic communications, and any 
computer facilities or related electronic equipment for the elec­
tronic storage of such communications; 

"(15) 'electronic communication service' means any service 
which provides to users thereof the ability to send or receive 
wire or electronic communications; 

"(16) 'readily accessible to the general public means, with 
respect to a radio communication, that sucn communication is 
not— 

"(A) scrambled or encrypted; 
"(B) transmitted using modulation techniques whose 

essential parameters have been withheld from the public 
wilh the intention of preserving the privacy of such commu­
nication; 

"(C) carried on a subcarrier or other signal subsidiary to a 
radio transmission; 

"(D) transmitted over a communication system provided 
by a common carrier, unless the communication ia a tone 
only paging sjrstem communication; or 

"(E) transmitted on frequencies allocated under part 25, 
subpart D, E, or F of part 74, or part 94 of the Rules of the 
Federal Communications Commission, unless, in the case of 
a communication transmitted on a frequency allocated 
under part 74 that is not exclusively allocated to broadcast 
auxiliary services, the communication is a two-way voice 
communication by radio; 

"(17)'electronic storage'means— 
"(A) any temporary, intermediate storage of a wire or 

electronic communication incidental to the electronic trans­
mission thereof; and 

"(B) any storage of such communication by an electronic 
communication service for purposes of backup protection of 
such communication; and 

"(18) 'aural transfer' means a transfer containing the human 
voice nt any point between and including the point of origin and 
the point of reception.", 

(b) EXCEPTIONS WITH RESPBCT TO ELECTRONIC COMMUNICATIONS.— 
(I) Section 2511(2XnXii) of title 18, United States Code, is 

amended— 
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(A) by striking out "violation of this subparagraph by a 
communication common carrier or an officer employee, or 
agent thereof' and inserting in lieu thereof "such disclo­
sure"; 

(B) by striking out "the carrier" and inserting in lieu 
thereof "such person"; and 

(C) by strikmg out "an order or certification under this 
subpara^aph" and inserting in lieu thereof "a court order 
or certification under this chapter". 

(2) Section 251 l(2Xd) of title 18, United States Code, is amended by 
striking out "or for the purpose of committing any other ii\jurious 
act". 

(3) Section 2511(2X0 of title 18. United States Code, is amended— 
(A) by inserting "or chapter 121" after "this chapter"; and 
(B) by striking out "by the second place it appears and 

inserting in lieu thereof ", or foreign intelligence activities 
conducted in accordance with otherwise applicable Federal 
law involving a foreign electronic communications system, 
utilizing". 

(4) Section 2511(2) of title 18, United States Code, is amended by 
adding at the end the following: 

"(g) It shall not be unlawful under this chapter or chapter 121 of 
Pbsi, p. I860. this title for any person— 

"(i) to intercept or access an electronic communication made 
through an electronic communication system that is configured 
so that such electronic communication is readily accessible to 
the general public; 

"(li) to intercept any radio communication which is 
transmitted— 

"(I) by any station for the use of the general public, 
or that relates to ships, aircraft, vehicles, or persons in 
distress; 

"(ID by any governmental, law enforcement, civil defense, 
private land mobile, or public safety communications 
system, including police and fire, readily accessible to the 
general public; 

"(III) by a station operating on an authorized frequency 
within the bands allocated to the amateur, citizens band, or 
general mobile radio services; or 

"(IV) by any marine or aeronautical communications 
system; 

"(iii) to engage in any conduct which— 
"(I) is prohibited by section 633 of the (Communications 

i l USC 5.S.I. Act of 1934; or 
"(II) is excepted from the application of section 70S(a) of 

47 u.sc eo."! the Communications Act of 1934 by section 705(b) of that 
Act; 

"(iv) to intercept any wire or electronic communication the 
transmission of which is causing harmful interference^ to any 
lawfully operating station or consumer electronic equipment, 
to the extent necessary to identify the source of such inter­
ference; or 

"(v) for other users of the same frequency to intercept any 
radio communication made through a system that utilizes fre­
quencies monitored by individuals engaged in the provision or 
the use of such system, if such communication is not scrambled 
or encrypted. 
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"(h) It shall not be unlawful under this chapter— 
"(i) to use a pen register or a trap and trace device (as those 

terms are defined for the purposes of chapter 206 (relating to Po§i, p. 1868. 
pen registers and trap and trace devices) of this title); or 

"(ii) for a provider of electronic communication service to 
record the fact that a wire or electronic communication was 
initiated or completed in order to protect such provider, another 
provider furnishing service towara the completion of the wire or 
electronic communication, or a user of that service, from 
fraudulent, unlawful or abusive use of such service.", 

(c) TECHNICAL AND (CoNrORMiNO AMENDMSN'ra.—(D CHiapter 119 of 
title 18, United States Code, is amended— 18 USC 2510 « 

(A) in each of sections 2510(5), 2510(8), 2510(9Xb), 2510(11), and '"r 
2511 through 2519 (except sections 2515, 2516(1) and 2518(10)), 
by striking out "wire or oral" each place it appears (including in 
any section heading) and inserting "wire, oral, or electronic in 
lieu thereof; and 

(B) in section 2511(2Kb), by inserting "or electronic" after 
"wire". 

(2) The heading of chapter 119 of title 18, United Statea Code, ia 
amended by inserting "and electronic communications" after 
"wire". 

(3) The item relating to chapter 119 in the table of chapters at the 
beginning of part I of title 18 of the United States Ckide ia amended 
by inserting ' and electronic communications" after "Wire". 

(4) Section 2510(5Xa) of title 18, United States Code, is amended by 
striking out "communications common carrier" and inserting "pro­
vider of wire or electronic communication service" in lieu thereof. 

(5) Section 2511(2XaXi) of title 18, United States Code, is 
amended— 

(A) by striking out "any communication common carrier" and 
inserting "a provider of wire or electronic communication serv­
ice" in lieu thereof; 

(B) by striking out "of the carrier of such communication" 
and inserting "of the provider of that service" in lieu thereof; 
and 

(C^ by striking out ": Provided, That said communication 
common carriers" and inserting ", except that a provider of 
wire communication service to the public" in lieu thereof. 

(6) Section 2511(2XaXii) of title 18, United Statea Code, is 
amended— 

(A) by striking out "communication common carriers" and 
inserting "providers of wire or electronic communication serv­
ice" in lieu thereof; 

(B) by striking out "communication common carrier" each 
place it appears and inserting "provider of wire or electronic 
communication service" in lieu thereof; and 

(C) by striking out "if the common carrier" and inserting "if 
such provider" in lieu thereof. 

(7) Section 2512(2Xa) of title 18, United States Code, is amended— 
(A) by striking out "a communications common carrier" the 

first place it appears and inserting "a provider of wire or 
electronic communication service" in lieu thereof; and 

(B) by striking out "a communications common carrier" the 
second place it appears and inserting "such a provider" in lieu 
thereof: and 
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(C) by striking out "communications common carrier's busi­
ness" and inserting "business of providing that wire or elec­
tronic communication service" in lieu thereof 

(8) Section 2518(4) of title 18, United States Code, is amended— 
(A) by striking out "communication common carrier" in both 

places it appears and inserting "provider of wire or electronic 
communication service" in lieu thereof; and 

(B) by striking out "carrier" and inserting in lieu thereof 
"service provider'. 

(d) PENALTIES MooincATioN.—(1) Section 2511(1) of title 18, 
United States Code, is amended by striking out "shall be" and all 
that follows through "or both" and inserting in lieu thereof "shall 
be punished aa provided in subsection (4) or shall be subject to suit 
as provided in subsection (5)". 

(2) Section 2511 of title 18, United States Code, is amended by 
adding after the material added by section 102 the following: 

"(4Xa) Except as provided in paragraph (b) of this subsection or in 
subsection (5), whoever violates subsection (1) of this section shall be 
fined under this title or imprisoned not more than five years, or 
both. 

"(b) If the offense is a first offense under paragraph (a) of thia 
subsection and is not for a tortious or illegal purpose or for purposes 
of direct or indirect commercial advantage or private commercial 
gain, and the wire or electronic communication with respect to 
which the offense under paragraph (a) is a radio communication 
that is not scrambled or encrypted, then— 

"(i) if the communication is not the radio portion of a cellular 
telephone communication, a public land mobile radio service 
communication or a paging service communication, and the 
conduct is not that described in subsection (5), the offender shall 
be fined under this title or imprisoned not more than one year, 
or both; and 

"(ii) if the communication ia the radio portion of a cellular 
telephone communication, a public land mobile radio service 
communication or a paging service communication, the offender 
shall be fined not more than $500. 

"(c) Conduct otherwise an offense under this subsection that 
oonsisto of or relates to the interception of a satellite transmission 
that is not encrypted or scrambled and that is transmitted-

"(i) to a broadcasting station for purposes of retransmission to 
the general public; or 

"(ii) as an audio subcarrier intended for redistribution to 
facilities open to the public, but not including data trans­
missions or telephone calls, 

is not an offense under this subsection unless the conduct is for the 
purposes of direct or indirect commercial advantage or private 
financial gain. 

"(.'SXaXi) If the communication is— 
"(A) a private satellite video communication that is not 

scrambled or encrypted and the conduct in violation of this 
chapter is the private viewing of that communication and is not 
for a tortious or illegal purpose or for purposes of direct or 
indirect commercial advantage or private commercial gain; or 

"(B) a radio communication that is transmitted on frequencies 
allocated under subpart D of part 74 of the rules of the Federal 
Communications Commission that is not scrambled or 
encrypted and the conduct in violation of this chapter is not for 

a tortious or illegal purpose or for purposes of direct or Indirect 
commercial advantage or private commercial gain, 

then the person who engages in such conduct shall be subject to suit 
by the Federal Government in a court of competent jurisdiction, 

"(ii) In an action under this subsection— 
"(A) if the violation of this chapter is a first offense for the 

person under paragraph (a) of subsection (4) and such person 
has not been found liable in a civil action under section 2520 of 
this title, the Federal Govemment shall be entitled to appro- Infm. 
priate injunctive relief; and 

"(B) if the violation of thia chapter is a second or subsequent 
offense under paragraph (a) of subsection (4) or such person has 
been found liable in any prior civil action under section *2'520, 
the person shall be subject to a mandatory $500 civil fine. 

"(b) The court may use any means within its authority to enforce 
an injunction issued under paragraph (iiXA), and shall impose a civil 
fine of not less than $500 for each violation of such an injunction.". 

(e) ExcLUSivrrv or REMEDIES WITH RESPECT TO ELECTRONIC 
COMMUNICATIONS.—Section 2518(10) of title 18, United States Code, 
is amended by adding at the end the following: 

"(c) The remedies and sanctions described in this chapter with 
respect to the interception of electronic communications are the 
only judicial remedies and sanctions for nonconstitutional violations 
of this chapter involving such communications.". 

If) STATE OP MIND.—Paragraphs (a), (b), (c), and (d) of subsection (1) 
of section 2511 of title 18, United Statea Code, are amended by 
striking out "willfully" and inserting in lieu thereof "intentionally'. 

(2) Subsection (1) of section '2512 of title 18, United States Code, ia 
amended in the matter before paragraph (a) by striking out "will* 
fully" and inserting in lieu thereof "intentionally". 

SRC. 102. REQUIREMENTS FOR CERTAIN DISCLOSURES. 

Section 2511 of title 18, United Statea Code, is amended by adding 
at the end the following: 

"(3Xa) Except as provided in paragraph (b) of this subsection, a 
person or entity providing an electronic communication service to 
the public shall not intentionally divulge the contenta of any 
communication (other than one to such person or entity, or an agent 
thereof) while in transmission on that service to any person or 
entity other than an addressee or intended recipient of such commu­
nication or an agent of such addressee or intended recipient. 

"(b) A person or entity providing electronic communication 
service to the public may divulge the contenta of any such 
communication— 

"(i) aa otherwise authorized in section 2511(2Xa) or 2517 of this 
title; 

"(ii) with the lawful consent of the originator or any addressee 
or intended recipient of such communication; 

"(iii) to a person employed or authorized, or whose facilities 
are used, to forward such communication to ita destination; or 

"(iv) which were inadvertently obtained by the service pro­
vider and which appear to pertain to the commission of a crime, 
if such divulgence is made to a law enforcement agency.". 

SKC. 101. RRCOVF.RV OF CIVIL DAMACRS. 

Section 2.'>20 of title 18, United States Code, is amended to read as 
follows: 
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"B 2520. Recovery of civil damages authorized 
"(a) IN GENERAL.—Except as provided in section 251 l(2NaXii). any 

person whose wire, oral, or electronic communication is intercepted, 
disclosed, or intentionally used in violation of this chapter may in a 
civil action recover from the person or entity which engaged in that 
violation such relief as may be appropriate. 

"(b) REUEP.—In an action under this section, appropriate relief 
includes— 

"(1) such preliminary and other equitable or declaratory relief 
as may be appropriate; 

"(2) damages under subsection (c) and punitive damages in 
appropriate cases; and 

"(3) a reasonable attorney's fee and other litigation costs 
reasonably incurred. 

"(c) (COMPUTATION OP DAMAGES.—(1) In an action under this sec­
tion, if the conduct in violation of this chapter is the private viewing 
of a private satellite video communication that is not scrambled or 
encrypted or if the communication is a radio communication that is 
transmitted on frequencies allocated under subpart D of part 74 of 
the rules of the Federal Communications Commission that is not 
scrambled or encrypted and the conduct is not for a tortious or 
illegal purpose or for purposes of direct or indirect commercial 
advantage or private commercial gain, then the court shall assess 
damages as follows: 

"(A) If the person who engaged in that conduct haa not 
previously been enjoined under section 2511(5) and has not been 
found liable in a prior civil action under this section, the court 
shall assess the greater of the sum of actual damages suffered 
by the plaintiff, or statutory damages of not less than $50 and 
not more than $500. 

"(B) If, on one prior occasion, the person who engaged in that 
conduct has been enjoined under section 2511(5) or has been 
found liable in a civil action under this section, the court shall 
assess the greater of the sum of actual damages suffered by the 
plaintiff, or statutory damages of not less than $100 and not 
more than $1000. 

"(2) In any other action under this section, the court may assess as 
damages whichever is the greater of— 

"(A) the sum of the actual damages suffered by the plaintiff 
and any profite made by the violator as a result of the violation; 
or 

"(B) statutory damages of whichever is the greater of $100 a 
day for each day of violation or $10,000. 

"(d) DEPENSE.-A good faith reliance on— 
"(1) a court warrant or order, a grand jury subpoena, a 

legislative authorization, or a statutory authorization; 
"(2) a request of an investigative or law enforcement officer 

under section 2518(7) of this title; or 
"(3) a good faith determination that section 2511(3) of this 

title permitted the conduct complained of; 
is a complete defense against any civil or criminal action brought 
under this chapter or any other law. 

"(c) LIMITATION.—A civil action under this section may not be 
commenced later than two years after the date upon which 
the claimant first has a reasonable opportunity lo discover the 
violation.". 

SF.C. 104. CERTAIN APPROVALS BY JUSTICE DEPARTMENT OFFICIALS. 

Section 2516(1) of title 18 of the United Statea Code is amended by 
striking out "or any Assistant Attomey General" and inserting In 
lieu thereof "any Assistant Attomey General, any acting Assistant 
Attorney General, or any Deputy Assistant Attomey General in the 
Criminal Division". 
SEC. IDS. ADOmON OF OFFENSES TO CRIMES FOR WHICH INTERCEPTION 

IS AUTHORIZED. 

(a) WIRE AND ORAL INTERCEPTIONS.—Section 2516(1) of title 18 of 
the United States Code is amended— 

(1) in paragraph {ch-
(A) by inserting "section 751 (relating to escape)," after 

"wagering information),": 
(B) by striking out "2314" and inserting "2312, 2313. 

2314." in lieu thereof: 
(C) by inserting ' the second section 2320 (relating to 

trafTicking in certain motor vehicles or motor vehicle 
parts), section 1203 (relating to hostage taking), section 1029 
(relating to fraud and related activity in connection with 
access devices), section 3146 (relating to penalty for failure 
to appear), section 3521(bX3) (relating to witness relocation 
and assistance), section 32 (relating to destruction of air­
craft or aircraft facilities)," after "stolen property),"; 

(D) by inserting "section 1952A (relating to use of inter­
state commerce facilities in the commission of murder for 
hire), section 1952B (relating to violent crimes in aid of 
racketeering activity)," after "1952 (interstate and 
foreign travel or transportation in aid of racketeering 
enterpriaes),"; 

(E) by inserting ", section 115 (relating to threatening or 
retaliating against a Federal official), the section in chapter 
65 relating to destruction of an energy facility, and section 
1341 (relating to mail fraud)," after "section 1963 (violations 
with respect to racketeer influenced and corrupt organiza­
tions)"; and 

(F) b y -
(i) striking out "or" before "section 351" and insert­

ing in lieu thereof a comma; and 
(ii) inserting before the semicolon at the end thereof 

the following: ", section 831 (relating to prohibited 
transactions involving nuclear materials), section 33 
(relating to destruction of motor vehicles or motor 
vehicle facilities), or section 1992 (relating to wrecking 
trains)"; 

(2) by striking out "or" at the end of paragraph (g); 
(3) by inserting after paragraph (g) the following: 

"(h) any felony violation of sections 2511 and 2512 (relating to 
interception and disclosure of certain communications and to cer­
tain intercepting devices) of this title; 

"(i) any violation of section 1679a(cX2) (relating to destruction of a 
natural gas pipeline) or subsection (i) or (n) of section 1472 (relating 
to aircraft piracy) of title 49, of the United States Code; 

"(j) any criminal violation of section 2778 of title 22 (relating to 
the Arms Export Control Act); or"; 

"(k) the location of any fugitive from justice from an offense 
described in this section; 

Motor vehicles. 
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air carrier!. 
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(4) by redesignating paragraph (h) as paragraph (I); and 
(5) in paragraph (a) by— 

(A) inserting after "Atomic Energy Act of 1954)," the 
following: "section 2284 of title 42 of the United States Code 
(relating to sabotage of nuclear facilities or fuel),"; 

(B) striking out "or" after "(relating to treason),"; and 
(C) inserting before the semicolon at the end thereof the 

following: "chapter 65 (relating to malicious mischief), 
chapter 111 (relating to destruction of vessels), or chapter 
81 (relating to piracy)". 

(b) INTERCEPTION OP ELECFRONIC COMMUNICATIONS.—Section 2516 
of title 18 of the United States Code is amended by adding at the end 
the following: 

"(3) Any attomey for the Govemment (as such term is defined for 
the purpoaea of the Federal Rules of Criminal Procedure) may 
authorize an application to a Federal judge of competent jurisdiction 
for, and such judge may grant, in conformity with section 2518 of 
this title, an order authorizing or approving the interception of 
electronic communications by an investigative or law enforcement 
officer having responsibility tor the investigation of the offense as to 
which the application ia made, when such interception may provide 
or has provided evidence of any Federal felony.". 

SEC lOS. APPLICATIONS. ORDERS. AND IMPLEMENTATION OF ORDERS. 

(a) PLACE OF AUTHORIZED INTERCEPTION.—Section 2518(3) of title 
18 of the United States Code is amended by inserting "(and outside 
that jurisdiction but within the United States in the case of a mobile 
interception device authorized by a Federal court within such juris­
diction) afler "within the territorial jurisdiction of the court in 
which the judge is sitting". 

(b) REIMBURSEMENT FOR ASSOTANCK.-Section 2518(4) of title 18 of 
the United States Code is amended by striking out "at the prevail­
ing rates" and inserting in lieu thereof "for reasonable expenses 
incurred in providing such facilities or assistance". 

(c) COMMENCEMENT OP THIRTY-DAY PERIOD AND POSTPONEMENT OP 
MINIMIZATION.—Section 2518(5) of title 18 of the United States Code 
is amended— 

(1) by inserting after the first sentence the following: "Such 
thirty-day period begins on the earlier of the day on which the 
investigative or law enforcement officer first begins to conduct 
an interception under the order or ten days after the order is 
entered."; and 

(2) by adding at the end the following: "In the event the 
intercepted communication is in a code or foreign language, and 
an expert in that foreign language or code is not reasonably 
available during the interception period, minimization may be 
accomplished as soon as practicable after such interception. An 
interception under this chapter may be conducted in whole or in 
part by Government personnel, or by an individual operating 
under a contract wilh the Govemment, acting under the super­
vision of an investigative or law enforcement officer authorized 
to conduct the interception.". 

(d) ALTERNATIVE TO DESIGNATING SpECinc FACiLmES FROM WHICH 
COMMUNICATIONS ARE TO BE INTERCEPTF.D.—(1) Section 2518(lXbXii) 
of title IK of the United States Code ia amended by inserting "except 
as provided in subsection (11)," before "a particular description'. 

(2) Section 2518(3Xd) of title 18 of the United States Code ia 
amended by inserting "except aa provided in subsection (11)," before 
"there is". 

(3) Section 2518 of title 18 of the United States Code is amended by 
adding at the end the following: 

"(11) The requirementa of subsections (IXbXii) and (3Xd) of this 
section relating to the specification of the facilities from which, or 
the place where, the communication is to be intercepted do not 
apply if— 

"(a) in the case of an application with respect to the intercep­
tion of an oral communication— 

"(i) the application ia by a Federal investigative or law 
enforcement officer and is approved by the Attorney Gen­
eral, the Deputy Attomey (Seneral. the Associate Attomey 
General, an Assistant Attomey General, or an acting 
Assistant Attorney General; 

"(ii) the application contains a full and complete state­
ment as to why such specification is not practical and 
identifies the person committing the offense and whose 
communications are to be intercepted; and 

"(iii) the judge finds that such specification is not prac­
tical; and 

"(b) in the caae of an application with respect to a wire or 
electronic communication— 

"(i) the application is by a Federal investigative or law 
enforcement officer and is approved by the Attorney Gen­
eral, the Deputy Attorney General, the Associate Attomey 
General, an Assistant Attorney General, or an acting 
Assistant Attomey General; 

"(ii) the application identifies the person believed to be 
committing the offense and whose communications are to 
be intercepted and the applicant makes a showing of a 
purpose, on the part of that person, to thwart interception 
by changing facilities; and 

"(iii) the judge finds that such purpose has been ade­
quately shown. 

"(12) An interception of a communication under an order with 
respect to which the requirementa of subsections (IXbXii) and (3Xd) 
of this section do not apply by reason of subsection (11) shall not 
begin until the facilities from which, or the place where, the 
communication is to be intercepted is ascertained by the person 
implementing the interception order. A provider of wire or elec­
tronic communications service that has received an order as pro­
vided for in subsection (1 IXb) may move the court to modify or quash 
the order on the ground that ita assistance with respect to the 
interception cannot be performed in a timely or reaaonaole fashion. 
The court, upon notice to the government, shall decide such a 
motion expeditiously.". 

(4) Section 2519(lXb) of title 18, United States Code, is amended by 
inserting "(including whether or not the order was an order with 
respect to which the requirementa of sections 2518(IXbXii) and 
251H(3Xd) of this title did not apply by reason of section '2518(11) of 
this title)" after "applied for". 
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SEC. lOT. INTELLIGENCE ACTIVITIES, 
(a) IN GENERAU—Nothing in this Act or the amendmenta made by 

this Act constitutes authority for the conduct of any intelligence 
activity. 

(b) CERTAIN AcnvmES UNDER PROCEDURES APPROVED BY THE 
ATTORNEY GENERAL.—Nothing in chapter 119 or chapter 121 of title 
18, United States Code, shall affect the conduct, by officers or 
employees of the United States Government in accordance with 
other applicable Federal law, under procedures approved by the 
Attorney General of activities intended to— 

(1) intercept encrypted or other official communications of 
United States executive branch entities or United States 
Government contractors for communications security purposes; 

(2) intercept radio communications transmitted between or 
among foreign powers or agenta of a foreign power as defined by 
the Foreign Intelligence Surveillance Act of 1978; or 

(3) access an electronic communication system used exclu­
sively by a foreign power or agent of a foreign power as defined 
by the Foreign Intelligence Surveillance Act of 1978. 

SEC. lOR. MOBILE TRACKING DEVICES. 

(a) IN GENERAL.—Chapter 205 of title 18, United States Code, is 
amended by adding at the end the following: 
"fl 3117. Mobile tracking devices 

"(a) IN GENERAL.—If a court is empowered to issue a warrant or 
other order for the installation of a mobile tracking device, such 
order may authorize the use of that device within the jurisdiction of 
the court, and outside that jurisdiction if the device is installed in 
that jurisdiction. 

"(b) DEFINITION.-As used in this section, the term 'tracking 
device' means an electronic or mechanical device which permita the 
tracking of the movement of a person or object.". 

(b) CLERICAL AMENDMENT.—The table of contenta at the beginning 
of chapter 205 of title 18, United States Code, is amended by adding 
at the end the following: 
"3117. Mobile Irackinc devices.". 

SEC. 109. WARNING SUBJECT OF SURVEILLANCE. 

Section 2232 of title 18, United States Code, is amended— 
(1) by inserting "(a) PHYSICAL INTERFERENCE WITH SEARCH.—" 

before "Whoever" the first place it appears; 
(2) by inserting "(b) NOTICE OF SEARCH.—" before "Whoever" 

the second place it appears; and 
(3) by adding at the end the following: 

"(c) NOTICE OP CERTAIN ELECTRONIC SURVEILLANCE.—Whoever, 
having knowledge that a Federal investigative or law enforcement 
officer has been authorized or has applied for authorization under 
chapter 119 to intercept a wire, oral, or electronic communication, 
in order to obstruct, impede, or prevent such interception, gives 
notice or attempU to give notice or the possible interception to any 
person shall be fined under this title or imprisoned not more than 
five years, or both. 

"Whoever, having knowledge that a Federal officer has been 
authorized or haa applied for authorization to conduct electronic 
surveillance under the Foreign Intelligence Surveillance Act (50 

18 USC 2521. 

u s e. 1801, et seq.), in order to obstruct, impede, or prevent such 
activity, gives notice or attempta to give notice of the poaeible 
activity to any person shall be fined under this title or imprisoned 
not more than five years, or both.". 
SEC. lie. INJUNCriVE REMEDY. 

(a) IN GENERAL.—Chapter 119 of title 18, United Statea Code, ia 
amended by adding at the end the following: 

"fl 2521. liOunctlon against illegal Interception 
"Whenever it shall appear that any person ia engaged or is about 

to engage in any act which constitutes or will constitute a felony 
violation of this chapter, the Attorney General may initiate a civil 
action in a district court of the United States to ef̂ join such viola­
tion. The court shall proceed as soon as practicable to the hearing 
and determination of such an action, and may, at any time before 
final determination, enter such a restraining order or prohibition, or 
take such other action, as is warranted to prevent a continuing and 
substantial injury to the United States or to any person or class of 
persons for whose protection the action is brought. A proceeding 
under this section is governed by the Federal Rules of Civil Proce­
dure, except that, if an indictment has been retumed against the 28 use app. 
respondent, discovery is govemed by the Federal Rules of Criminal 
Procedure.". is usC app. 

(b) CLERICAL AMENDMENT.—The table of sections at the beginning 
of chapter 119 of title 18, United States Code, is amended by adding 
at the end thereof the following: 
"2.521. Injunction against illegal interception.". 

SEC. III . EFFECTIVE DATE. 

(a) IN GENERAL.—Except aa provided in subsection (b) or (c), this 
title and the amendmenta made by this title shall take effect 90 days 
after the date of the enactment of this Act and shall, in the case of 
conduct pursuant to a court order or extension, apply only with 
respect to court orders or extensions made after thia title takes 
effect. 

(b) SPECIAL RULE POR STATE AUTHORIZATIONS OF INTERCEPTIONS.-
Any interception pursuant to section 2516(2) of title 18 of the United 
States 0>de which would be valid and lawful without regard to the 
amendmenta made by this title shall be valid and lawful notwith­
standing such amendmenta if such interception occurs during the 
period beginning on the date such amendmenta take effect and 
ending on the earlier of— 

(1) the day before the date of the taking effect of State law 
conforming the applicable State statute with chapter 119 of title 
18, United States Code, as so amended; or 18 USC 2510 rt 

(2) the date two years after the date of the enactment of this "<f 
Act. 

(c) EFFECTIVE DATE FOR CEXTAIN APPROVALS BY Jumcs DEPART­
MENT OFFICIALS.—Section 104 of this Act shall take effect on the 
date of enactment of this Act. 

18 USC 2510 
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TITLE f l -STORED WIRE AND ELECTRONIC COMMUNICA-
TIONS AND TRANSACTIONAL RECORDS ACCESS 

SEC. 2111. TITLE 18 AMENDMENT. 

Title 18, United States Code, is amended by inserting after chap­
ter 119 the following: 

"CHAPTER 121—STORED WIRE AND ELECTRONIC 
COMMUNICATIONS AND TRANSACTIONAL 
RECORDS ACCESS 

"Sec. 
"2701. Unlawful access to stored communications. 
"2702. Disclosure of contents. 
"270;i, Requiremrnla for governmental access. 
"2704. Backup preservajlion. 
"270.5. Delayed notice. 
"2706. Cost reimbursement. 
"2707. Civil action. 
"2708. Exclusivity of remedies. 
"2709. Counterintelligence access to telephone toll and transactional records. 
"2710. DeHnitions. 

USC 2701. "6 2701. Unlawful access to stored communications 
"(a) OFFENSE.-Except as provided in subsection (c) of this section 

whoever— 
"(1) intentionally accesses without authorization a facility 

through which an electronic communication service is provided; 
or 

"(2) intentionally exceeds an authorization to access that 
facility; 

and thereby obtains, alters, or preventa authorized access to a wire 
or electronic communication while it is in electronic storage in such 
system shall be punished as provided in subsection (b) of this section. 

"(b) PUNISHMENT.—The punishment for an offense under subsec­
tion (a) of this section is— 

"(1) if the offense is committed for purposes of commercial 
advantage, malicious destruction or damage, or private commer­
cial gain— 

"(A) a fine of not more than $250,000 or imprisonment for 
not more than one year, or both, in the case of a first 
offense under this subparagraph; and 

"(B) a fine under this title or imprisonment for not more 
than two years, or both, for any subsequent offense under 
this subparagraph; and i 

"(2) a fine of not more than $5,000 or imprisonment for not 
more than six months, or bolh, in any other case. 

"(c) EXCEPTIONS.—Subsection (a) of this section does not apply 
with respect to conduct authorized— 

"(1) by the person or entity providing a wire or electronic 
communications service; 

"(2) by a user of that service with respect to a communication 
of or intended for that user; or 

"(3) in section 2703,2704 or 2518 of this title. 

18 use 2702 "fi 2702. Disclosure of contents 
"(a) PROIIIRITIONS.—Except as provided in subsection (b)— 

"(1) a person or entity providing an electronic communication 
service to the public shall not knowingly divulge to any person 
or entity the contenta of a communication while in electronic 
storage by that service; and 

"(2) a person or entity providing remote computing service to 
the public shall not knowingly divulge to any person or entity 
the contenta of any communication which is carried or main­
tained on that service— 

"(A) on behalf of, and received by means of electronic 
transmission from (or created by means of computer 
processing of communicaliona received by means of elec­
tronic transmission from), a subscriber or customer of such 
service; and 

"(B) solely for the purpose of providing storage or com­
puter processing services to such subscriber or customer, if 
the provider is not authorized to access the contenta of any 
such communications for purposes of providing any services 
other than storage or computer processing. 

"(b) EXCEPTIONS.—A person or entity may divulge the contenta of 
a communication— 

"(1) to an addressee or intended recipient of such communica­
tion or an agent of such addressee or intended recipient; 

"(2) as otherwise authorized in section 2516,251 i(2Xa), or 2703 
ofthis title; 

"(3) with the lawful consent of the originator or an addressee 
or intended recipient of such communication, or the subscriber 
in the case of remote computing service; 

"(4) to a person employed or authorized or whose facilities are 
used to forward such communication to ita destination; 

"(5) as may be necessarily incident to the rendition of the 
service or to the protection of the righta or property of the 
provider of that service; or 

"(6) to a law enforcement agency, if such contenta— 
"(A) were inadvertently obtained by the service provider, 

and 
"(B) appear to pertain to the commission of a crime, 

"fi 2703. Requirements for governmental access 
"(a) CONTENTS OF ELECTRONIC COMMUNICATIONS IN ELECTRONIC 

STORAGE.—A governmental entity may retjuire the disclosure by a 
provider of electronic communication service of the contenta of an 
electronic communication, that is in electronic storage in an elec­
tronic communications system for one hundred and eighty days or 
less, only pursuant to a warrant issued under the Federal Rules of 
Criminnl Procedure or equivalent Slate warrant. A governmental 
enlily may require the disclosure by a provider of electronic commu­
nications services of the contenta of an electronic communication 
that has been in electronic storage in an electronic communications 
system for more than one hundred and eighty days by the means 
available under subsection (b) of this section. 

"(b) CONTENTS OP ELECTRONIC COMMUNICATIONS IN A REMOTE 
COMPUTING SERVICE.—(I) A governmental entity may require a 
provider of remote computing service to disclose the contenta of any 
electronic communication to which this paragraph is made ap­
plicable by paragraph (21 ofthis subsection— 

"(A) without required notice to the subscriber or customer, if 
the governmental entity obtains a warrant issued under the 

18 USC 2516. 
KW.infm. 
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18 USC app. Federal Rules of Criminal Procedure or equivalent State war­
rant; or 

"(B) with prior notice from the governmental entity to the 
subscriber or customer if the governmental entity— 

"(i) uses an administrative subpoena authorized by a 
Federal or State statute or a Federal or State grand jury 
subpoena; or 

"(ii) obtains a court order for such disclosure under 
subsection (d) of this section; 

except that delayed notice may be given pursuant to section 
Pott, p. 1864. 2705 of this title. 

"(2) Paragraph (1) is applicable with respect to any electronic 
communication that is hela or maintained on that service— 

"(A) on behalf of. and received by means of electronic trans­
mission from (or created by means of computer processing of 
communications received by means of electronic transmission 
from), a subscriber or customer of such remote computing serv­
ice; and 

"(B) solely for the purpose of providing storage or computer 
processing services to such subscriber or customer, if the pro­
vider is not authorized to access the contenta of any such 
communications for purposes of providing any services other 
than storage or computer processing. 

"(c) RECORDS CONCERNING ELECTRONIC COMMUNICATION SERVICE 
OR REMOTE COMPUTING SERVICE.—<1XA) Except as provided in 
subparagraph (B), a provider of electronic communication service or 
remote computing service may disclose a record or other informa­
tion pertaining to a subscriber to or customer of such service (not 
including the contenta of communications covered by subsection (a) 
or (b) of this section) to any person other than a govemmental 
entity. 

"(B) A provider of electronic communication service or remote 
computing service shall disclose a record or other information 
pertaining to a subscriber to or customer of such service (not 
including the contenta of communications covered by subsection (a) 
or (b) of this section) to a governmental entity only when the 
govemmental entity— 

"(i) uses an administrative subpoena authorized by a Federal 
or State statute, or a Federal or State grand jury subpoena; 

"(ii) obtains a warrant issued under the F^eral Rules of 
Criminal Procedure or equivalent State warrant; 

"(iii) obtains a court order for such disclosure under subsec­
tion (d) of this section; or 

"(iv) has the consent of the subscriber or customer to such 
disclosure. 

"(2) A governmental entity receiving records or information under 
this subsection is not required to provide notice to a subscriber or 
customer. 

Records "(d) REquiREMENTS POR 0}URT ORDER.—A court Order for disclo­
sure under subsection (b) or (c) of this section shall issue only if the 
governmental entity shows that there is reason to believe the 
contenta of a wire or electronic communication, or the records or 
other information sought, are relevant to a legitimate law enforce­
ment inauiry. In the case of a State governmental authority, such a 
court order shall not issue if prohibited by the law of such State. A 
court issuing an order pursuant to this section, on a motion made 
promptly by the service provider, may quash or modify such order, if 

the information or records requested are unusually voluminous In 
nature or compliance with such order otherwise would cause an 
undue burden on such provider. 

"(e) No CAUSE OP ACTION AGAINST A PROVIDER DISCLOSINQ 
INFORMATION UNDER THIS CHAPTER.—No cause of action shall lie in 
any court against any provider of wire or electronic communication 
service, ita officers, employees, agenta, or other specified persons for 
providing information, facilities, or aasistance in accordance with 
the terms of a court order, warrant, subpoena, or certification under 
this chapter. 

"9 2704. Backup preservation 
"(a) BACKUP PRESERVATION.—(1) A govemmental entity acting 

under section 2703(bX2) may include in ita subpoena or court order a 
requirement that the service provider to whom the request is 
directed create a backup copy of the contenta of the electronic 
communications sought in order to preserve those communications. 
Without notifying the subscriber or customer of such subpoena or 
court order, such service provider shall create such backup copy as 
soon as practicable consistent with ita regular business practices and 
shall confirm to the governmental entity that such backup copy has 
been made. Such backup copy shall be created within two business 
days after receipt by the service provider of the subpoena or court 
order. 

"(2) Notice to the subscriber or ctistomer shall be made by the 

f:overnmental entity within three days after receipt of such con-
irmation, unless such notice is delayed pursuant to section 270S(a). 

"(3) The service provider shall not destroy such backup copy until 
the later of— 

"(A) the delivery of the information; or 
"(B) the resolution of any proceedings (including appeals of 

any proceeding) conceming the government's subpoena or court 
order. 

"(4) The service provider shall release such backup copy to the 
requesting governmental entity no sooner than fourteen days after 
the govemmental entity's notice to the subscriber or customer if 
such service provider— 

"(A) has not received notice from the subscriber or customer 
that the subscriber or customer has challenged the govern­
mental entity's request: and 

"(B) has not initiated proceedings to challenge the request of 
the govemmental entity. 

"(5) A govemmental entity may seek to require the creation of a 
backup copy under subsection (aXD of this section if in ita sole 
discretion such entity determines that there is reason to believe that 
notification under section 2703 of this title of the existence of the 
subpoena or court order may result in destruction of or tampering 
with evidence. This determination is not subject to challenge by the 
subscriber or customer or service provider. 

"(b) CUSTOMER CHALLENGES.—(1) Within fourteen days after notice 
by the govemmental entity to the subscriber or customer under 
subsection (aX2) of this section, such subscriber or customer may file 
a motion to quash such subpoena or vacate such court order, with 
copies served upon the governmental entity and with written notice 
of such challenge to the service provider. A motion to vacate a court 
order shall be filed in the court which issued such order. A motion to 
quash a subpoena shall be filed in the appropriate United States 

18 USC 2704. 
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district court or State court. Such motion or application shall con­
tain an affidavit or sworn statement— 

"(A) stating that the applicant is a customer or subscriber to 
the service from which the contenta of electronic communica­
tions maintained for him have been sought; and 

"(B) stating the applicant's reasons for believing that the 
records sought are not relevant to a legitimate law enforcement 
inquiry or that there has not been substantial compliance with 
the provisions ofthis chapter in some other respect. 

"(2) Service shall be made under this section upon a governmental 
entity by delivering or mailing by registered or certified mail a copy 
of the papers to the person, office, or department specified in the 
notice which the customer has received pursuant to this chapter. 
For the purposes of this section, the term 'delivery' has the meaning 

28 USC app. given that term in the Federal Rules of Civil Procedure. 
"(3) If the court finds that the customer has complied with para­

graphs (1) and (2) of this subsection, the court shall order the 
governmental entity to file a sworn response, which may be filed in 
camera if the governmental entity includes in ita response the 
reasons which make in camera review appropriate. If the court is 
unable to determine the motion or application on the basis of the 
parties' initial allegations and response, the court may conduct such 
additional proceedings as it deems appropriate. All such proceedings 
shall be completed and the motion or application decided as soon aa 
practicable after the filing of the governmental entity's response. 

"(41 If the court finds that the applicant is not the subscriber or 
customer for whom the communications sought by the govern­
mental entity are maintained, or that there is a reason to oelieve 
that the law enforcement inquiry is legitimate and that the commu­
nications sought are relevant to that inquiry, it shall deny the 
motion or application and order such process enforced. If the court 
finds that the applicant is the subscriber or customer for whom the 
communications sought by the governmental entity are maintained, 
.-ind that there is not a reason to believe that the communications 
sought are relevant to a legitimate law enforcement inquiry, or that 
llicrc has not been substantial compliance with the provisions of 
this chaplvr, il shall order tho process quashed. 

"i.'il A cuuil 'IIdor denying n motion or application under this 
:M"-lion shall n'<t he d<>pnir:l .i fmul order and no interlocutory 
;<ppcal may b'' lukcn then-from by llic ciislomor. 

18 use 270.5 "fi 270.'i. Delayed notice 
"(a) DEI.AY OF NOTIFICATION.—(1) A govnrnmental entity acting 

under section 2703(b) of this litle may— 
"(A) where a court order is sought, include in the application 

a request, which the court shall grant, for an order delaying the 
notification required under section 270.1(b) of this title for a 
period not to exceed ninety days, if the court determines lhat 
there is reason to believe lhat notification of the existence of the 
court order may have an adverse result described in paragraph 
(21 of this subsection; or 

.Slate and local "(B) where an administrative subpoena authorized by a Fed-
Kovernmcnm Slate statute or a Federal or Stale grand jury subpoena 

is obtained, delay the notification required under section '27031b) 
of this title for a period not to exceed ninety days upon the 
execution of a written certification of a supervisory official lhat 
there is reason lo believe that notification of the existence of the 

subpoena may have an adverse result described in paragraph (2) 
of this subsection. 

"(2) An adverse result for the purpoaea of paragraph (1) of this 
subsection is— 

"(A) endangering the life or physical safety of an individual; 
"(B) night from proaecution; 
"(C) destruction of or tampering with evidence; 
"(D) intimidation of potential witnesses; or 
"(E) otherwise seriously jeopardizing an investigation or 

unduly delaying a trial. 
"(3) The govemmental entity shall maintain a true copy of certifi­

cation under paragraph (IXB). 
"(4) Extensions of the delay of notification provided in aectlon 

2703 of up to ninety days each may l>e granted by the court upon 
application, or by certification by a govemmentcd entity, but only in 
accordance with subsection (b) of this section. 

"(5) Upon expiration of the period of delay of notification under 
paragraph (1) or (4) of this subsection, the govemmental entity shall 
serve upon, or deliver by registered or first-class mail to, the cus­
tomer or subacriber a copy of the process or request together with 
notice that— 

"(A) states with reasonable apecUicity the nature of the law 
enforcement inquiry; and 

"(B) informs such customer or subacriber— 
"(i) that information maintained for such customer or 

subscriber by the service provider named in such process or 
request waa supplied to or requested by that govemmental 
authority and the date on which the supplying or request 
look place; 

"(ii) that notification of such customer or subacriber waa 
delayed; 

"(lii) what governmental entity or court made the certifi­
cation or determination pursuant to which that delay was 
made; and 

"(iv) which proviaion of thia chapter allowed such delay. 
"(6) As used in tnis subsection, the term 'supervisory official' 

means the investigative agent in charge or assistant investiga­
tive agent in charge or an equivalent of an investigating agen-
cy'a headquarters or regional office, or the chief prosecuting 
attomey or the first assistant prosecuting attomey or an 
equivalent of a prosecuting attomey'a headquarters or regional 
ollice. 

"(b) PRBCLUBION OF Nones TO SUBJICT OP GOVERNMENTAL 
A(3CE88.—A govemmental entity acting under aection 2703, when it 
is not required to notify the subscriber or customer under section 
270.'KbXl). or to the extent that it may delay auch notice pursuant to 
subsection (a) of this section, may apply to a court for an order 
commanding a provider of electronic communications service or 
remote computing service to whom a warrant, subpoena, or court 
order is directed, for such period as the court deems appropriate, not 
to notify any other person of the existence of the warrant, subpoena, 
or court order. The court shall enter such an order if it determines 
that there is reason to believe that notification of the existence of 
the warrant, subpoena, or court order will result in— 

"(1) endangering the life or physical safety of an individual; 
"(2) night from proaecution; 
"(3) destruction of or tampering with evidence; 
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"(4) intimidation of potential witnesses; or 
"(5) otherwise seriously jeopardizing an investigation or 

unduly delaying a trial. 

18 USC 2706. "fi 2706. Cost reimbursement 
"(a) PAYMENT.—Except as otherwise provided in subsection (c), a 

govemmental entity obtaining the contenta of communications, 
records, or other information under section 2702, 2703. or 2704 of 
this title shall pay to the person or entity assembling or providing 
such information a fee for reimbursement for such costa as are 
reasonably necessary and which have been directly incurred in 
searching for. assembling, reproducing, or otherwise providing such 
informalion. Such reimbursable costa shall include any costa due lo 
necessary disruption uf normal operations of any electronic commu­
nication service or remote computing service in which such informa­
tion may be stored. 

"(b) AMOUNT.—The amount of the fee provided by subsection (a) 
shall be as mutually a^eed by the governmental enlily and the 
person or entity providing the informalion, or, in the absence of 
agreement, shall De as determined by the court which issued the 
order for production of such information (or the court before which a 
criminal prosecution relating to such information would be brought, 
if no court order was issued for production of the informalion). 

"(c) The requirement of subsection (a) of this section does not 
apply with respect to records or olher information maintained by a 
communications common carrier that relate to telephone toll 
records and telephone listings obtained under section 2703 of this 
title. The court may, however, order a payment as described in 
subsection (a) if the court determines the information required is 
unusually voluminous in nature or otherwise caused an undue 
burden on the provider. 

"fi 2707. Civil action 
"(a) CAUSE OP ACTION.—Except as provided in section 2703(e), any 

provider of electronic communication service, subscriber, or cus­
tomer aggrieved by any violation of this chapter in which the 
conduct constituting the violation is engaged in wilh a knowing or 
intentional state of mind may. in a civil action, recover from the 
person or entity which engaged in that violation such relief as may 
Be appropriate. 

"(b) REUEP.—In a civil action under this section, appropriate 
relief includes— 

"(1) such preliminary and other equitable or declaratory relief 
aa may be appropriate; 

"(2) damages under subsection (c); and 
"(3) a reasonable attorney's fee and other litigation costa 

reasonably incurred. 
"(c) DAMAGES.—The court may assess as damages in a civil action 

under this section the sum of the actual damages suffered by the 
plaintiff and any profita made by the violator as a result of the 
violation, but in no case shall a person entitled to recover receive 
less than the sum of $1,000. 

"(dl DEFENSE.—A good faith reliance on— 
"(I) a court warrant or order, a grand jury subpoena, a 

legislative authorization, or a statutory authorization; 
"(2) a request of an investigative or low enforcement officer 

under section 2518(7) of this title; or 
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"(3) a good faith determination that section 2511(3) of this 
title permitted the conduct complained of: 

Is a complete defense to any civil or criminal action brought under 
thia chapter or any other law. 

"(e) LiMrrATiON.—A civil action under thia section may not be 
commenced later than two yeare after the date upon which the 
claimant first diacovered or had a reasonable opportunity to dis­
cover the violation. 

"fi 2708. Exclusivity of remedies 
"The remedies and sanctions described in thia chapter are the 

only judicial remedies and sanctions for nonconstitutional violations 
of this chapter. 

"9 2709. Counterintelligence access to telephone toll and trans­
actional records 

"(a) Dirrv TO PROVIDE.—A wire or electronic communication serv­
ice provider shall comply with a request for subscriber information 
and toll billing records information, or electronic communication 
transactional records in ita custody or possession made by the 
Director of the Federal Bureau of Investigation under subsection (b) 
of this section. 

"(b) RE4)UIRBD CERTincATiON.—The Director of the Federal 
Bureau of Investigation (or an individual within the Federal Bureau 
of Investigation designated for this purpose by the Director) may 
request any such information and records if the Director (or the 
Director's designee) certifies in writing to the wire or electronic 
communication service provider to which the request is made that— 

"(1) the information sought is relevant to an authorized for­
eign counterintelligence investigation; and 

(2) there are specific and articulable facta giving reaaon to 
believe that the person or entity to whom the information 
sought pertains is a foreign power or an agent of a foreign 
power as defined in section 101 of the Foreign Intelligence 
Surveillance Act of 1978 (50 U.S.C 1801). 

"(c) PROHismoN OF CERTAIN DISCLOBURB.-No wire or electronic 
communication service provider, or officer, employee, or agent 
thereof, shall disclose to any person that the Federal Bureau of 
Investigation has sought or obtained access to information or 
records under this section. 

"(d) DISSEMINATION BY BUREAU.-The Federal Bureau of Inves­
tigation may disseminate information and records obtained under 
this section only aa provided in guidelines approved by the Attorney 
General for forei^ intelligence collection and foreign counterintel­
ligence investigations conducted by the Federal Bureau of Investiga­
tion, and, with respect to dissemination to an agency of the United 
States, only if such informalion is clearly relevant to the authorized 
responsibilities of such agency. 

''(e) REquiREMENT THAT CERTAIN CONGRESBIONAL BODIES B E IN­
FORMED.—On a semiannual basis the Director of the Federal Bureau 
of Investigation shall fully inform the Permanent Select Committee 

18 USC 2708. 

18 USC 2709. 
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18 USC 2710. 

18 USC 2701 
note. 

Ik 
I 

18 USC 3121. 

on Intelligence of the House of Representatives and the Select 
U)mmitlee on Intelligence of the Senate concerning all requesta 
made under subsection (b) of this section. 

"9 2710. Dennitions for chapter 
"As used in this chapter— 

"(1) the terms defined in section 2510 of this title have, 
respectively, the definitions given such terms in that section: 
and 

"(2) the term 'remote computing service' means the provision 
to ttie public of computer storage or processing services by 
means of an electronic communications system." 

(b) CLERICAL AMENDMENT—The table of chapters at the beginning 
of part I of title 18, United States Code, is amended by adding at the 
end the following: 
"121. Stored Wire and Electronic Communlrallnns and Transarllonal 

Kernrds Arcem 2701". 
SEC. 202. EFFECTIVE DATE. 

This title and the amendmenta made by this title shall take effect 
ninety days after the dale of the enactment of this Act and shall, in 
the case of conduct pursuant lo a court order or extension, apply 
only with respect to court orders or extensions made after this title 
takes effect. 

TITLE l l l - P E N REGISTERS AND TRAP AND TRACE 
DEVICES 

SEC. 301. TITLE 18 AMENDMENT. 

(a) IN GENERAL-Title 18 of the United States Code is amended by 
inserting after chapter 205 the following new chapter: 

"CHAPTER 206—PEN REGISTERS AND TRAP AND 
TRACE DEVICES 

;;sec. 
"•V,V> prohibition on pen regiiiler and trap and trace device use: eiceplion. 

"PPl'tation for an order for a pen register or a trap and trace device. 
||3I2:I. Issuance of an order for a pen register or a trap or trace device. 
";H24. Assisiance in installation nnd use of a pen register or a trap and trace 

device. 
5*'"'''* «»"<*''»'''>8 pen registers and trap and trace devices. 

3126. Dennitions for chapter. 

"9 3121. General prohibition on pen register and (rap and trace 
device use; exception 

"(a) IN GENERAL.—Except as provided in this section, no person 
may install or use a pen register or a trap and trace device without 
first obtaining a court order under section 3123 ofthis title or under 
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et 
seq.). 

"(b) EXCEPTION.—The prohibition of subsection (a) does not apply 
with respect to the use of a pen register or a trap and trace device by 
a provider of electronic or wire communication service— 
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(1) relating to the operation, maintenance, and testing of a 
wire or electronic communication service or to the protection of 
the righta or property of such provider, or to the protection of 
users of that service from abuse of service or unlawl̂ ul use of 
service; or 

"(2) to record the fact that a wire or electronic communication 
was initiated or completed in order to protect such provider, 
another provider furnishing service toward the completion of 
the wire communication, or a user of that service, from fraudu­
lent, unlawful or abusive use of service; or (3) where the consent 
of the user of that aervice has been obtained. 

"(c) PENALTY—Whoever knowingly violates subeection (a) shall be 
fined under this title or imprisoned not more than one year, or both. 

"9 3122. Application for an order for a pen register or a trap and 18 USC 3122 
trace device 

"(a) APPUCATION.—(1) An attomey for the Government may make 
application for an order or an extension of an order under section 
3123 ofthis title authorizing or approving the installation and use of 
a pen register or a trap and trace device under this chapter, in 
writing under oath or equivalent affirmation, to a court of com­
petent iurisdiction. 

'•(2) Unless prohibited by State law, a State investigative or law sute and local 
enforcement officer may make application for an order or an exten- governments, 
sion of an order under section 3123 of this title authorizing or 
approving the installation and use of a pen register or a trap and 
trace device under this chapter, in writing under oath or equivalent 
alTirmation, to a court or competent jurisdiction of such State. 

"(b) CONTENIB OF APPUCATION.—An application under subsection 
(a) of this section shall include— 

"(I) the identity of the attomey for the Government or the 
State law enforcement or investigative officer making the ap­
plication and the identity of the law enforcement agency 
conducting the investigation; and 

"(2) a certification by the applicant that the information 
likely to be obtained is relevant to an ongoing criminal inves­
tigation being conducted by that agency. 

"9 3123. Issuance of an order for a pen register or a trap and trace 
device 

"(a) IN GENERAL.-Upon an application made under section 3122 
of this title, the court snail enter an ex parte order authorizing the 
installation and use of a pen register or a trap and trace device 
within the jurisdiction of the court if the court finds that the 
attorney for the Government or the State law enforcement or 
investigative officer has certified to the court that the information 
likely to be obtained by such installation and use is relevant to an 
ongoing criminal investigation. 

' (b) CONTENTS OP ORDER.—An order issued under this section— 
"(I)shall specify— 

"(A) the identity, if known, of the person to whom is 
leased or in whose name is listed the telephone line to 
which the pen register or trap and trace device is to be 
attached; 

"(Bl the identity, if known, of the person who is the 
subject of the criminal investigation; 
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"(C) the number and. if known, physical location of the 
telephone line to which the pen register or trap and trace 
device is to be attached and, in the case of a trap and trace 
device, the geographic limita of the trap and trace order; 
and 

"(D) a statement of the offense to which the information 
likely to be obtained by the pen register or trap and trace 
device relates; and 

"(2) shall direct, upon the request of the applicant, the fur­
nishing of information, facilities, and technical assistance nec­
essary to accomplish the installation of the pen register or trap 
and trace device under section 3124 of this title. 

"(c) TIME PERIOD AND EXTENSIONS.—(I) An order issued under this 
section shall authorize the installation and use of a pen register or a 
trap and trace device for a period not to exceed sixty days. 

' (2) Extensions of such an order may be granted, but only upon an 
application for an order under section 3122 of this title and upon the 
judicial finding required by subsection (a) of this section. The period 
of extension shall be for a period not to exceed sixty days. 

"(d) NONDISCLOSURE OF EXISTENCE OF PEN REGISTER OR A TRAP AND 
TRACE DEVICE.—An order authorizing or approving the installation 
and use of a pen register or a trap and trace device shall direct 
that— 

"(1) the order be sealed until otherwise ordered by the court; 
and 

"(2) the person owning or leasing the line to which the pen 
register or a trap and trace device is attached, or who has been 
ordered by the court to provide assistance to the applicant, not 
disclose the existence of the pen register or trap and trace 
device or the existence of tne investigation to the listed 
subscriber, or to any other person, unless or until otherwise 
ordered by the court. 

"fi3l24. Assistance in installation and use of a pen register or a 
trap and trace device 

"(a) PEN REGISTERS.—Upon the request of an attorney for the 
Govemment or an officer of a law enforcement agency authorized to 
install and use a pen register under this chapter, a provider of wire 
or electronic communication service, landlord, custodian, or other 
person shall furnish such investigative or law enforcement officer 
forthwith all information, facilities, and technical assistance nec­
essary to accomplish the installation of the pen register unobtru­
sively and with a minimum of interference with the services that 
the person so ordered by the court accords the party with respect to 
whom the installation and use is to take place, if such assistance is 
directed by a court order as provided in section 3123(bX2) of this 
title. 

"(b) TRAP AND TRACE DEVICE.—Upon the request of an attorney 
for the Government or an officer of a law enforcement agency 
authorized to receive the resulta of a trap and trace device under 
this chapter, a provider of a wire or electronic communication 
service, landlord, custodian, or other person shall install such device 
forthwith on the appropriate line and shall furnish such investiga­
tive or law enforcement officer all additional information, facilities 
and technical assistance including installation and operation of the 

device unobtrusively and with a minimum of interference with the 
services that the person so ordered by the court accords the party 
with respect to whom the installation and use ia to take place, if 
such installation and assistance is directed by a court order aa 

Erovided in section 3123(bX2) of this title. Unless otherwise ordered 
y the court, the resulta of the trap and trace device shall be 

furnished to the officer of a law enforcement agency, designated in 
the court, at reasonable intervals during regular business hours for 
the duration of the order. 

"(c) (COMPENSATION.—A provider of a wire or electronic commu­
nication service, landlord, custodian, or other person who furnishes 
facilities or technicar assistance pursuant to this section shall be 
reasonably compensated for such reasonable expenses incurred in 
providing such facilities and assistance. 

"(d) No CAUSE OF ACTION AGAINST A PROVIDER DISCLOSING 
INFORMATION UNDER THIS CHAPTER.—NO cause of action shall lie in 
any court against any provider of a wire or electronic communica­
tion service, ita officers, employees, agenta, or other specified per­
sons for providing information, facilities, or assistance in accordance 
with the terms of a court order under this chapter. 

"(e) DEFENSE.—A good faith reliance on a court order, a legislative 
authorization, or a statutory authorization is a complete defense 
against any civil or criminal action brought under this chapter or 
any other law. 

"9 3125. Rcporta concerning pen registers and trap and trace 18USC312S. 
devices 

"The Attorney General shall annually report to (Congress on the 
number of pen register orders and orders for trap and trace devices 
applied for by law enforcement agencies of tlte Department of 
Justice. 

"fi 3126. Dennitions for chapter 
"As used in this chapter— 

"(1) the terms 'wire communication', 'electronic communica­
tion', and 'electronic communication service' have the meanings 
set forth for such terms in section 2510 of this title; 

"(2) the term 'court of competent jurisdiction' means— 
"(A) a district court of the United States (including a 

magistrate of such a court) or a United States Court of 
Appeals; or 

' (B) a court of general criminal jurisdiction of a State 
authorized by the law of that State to enter orders authoriz­
ing the use of a pen register or a trap and trace device; 

"(3) the term 'pen register means a device which records or 
decodes electronic or other impulses which identify the numbers 
dialed or otherwise transmitted on the telephone line to which 
such device is attached, but such term does not include any 
device used by a provider or customer of a wire or electronic 
communication service for billing, or recording as an incident to 
billing, for communications services provided by such provider 
or any device used by a provider or customer of a wire commu­
nication service for cost accounting or other like purposes in the 
ordinary course of ita business; 
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'(4) the term 'trap and trace device' means a device which 
captures the incoming electronic or olher impulses which iden­
tify the originating number of an instrument or device from 
which a wire or electronic communication was transmitted; 

"(5) the term 'attorney for the Government' has the meaning 
given such term for the purposes of the Federal Rules of Crimi­
nal Procedure; and 

"(6) the term 'State' means a Slate, the District of Columbia, 
Puerto Rico, and any olher possession or territory of the United 
States.". J 

(b) CLERICAL AMENDMENT.—The table of chapters for part II of 
title 18 of the United States Code is amended by inserting after the 
item relating to chapter 205 the following new item: 

"206. Pen Reglnlen and Trap and Trace Devices 1121". 

SEC. 302. EFFECTIVE DATE. 

(a) IN GENERAL.—Except as provided in subsection (b), this title 
and the amendmenta made by this title shall take effect ninety days 
after the dale of the enactment of this Act and shall, in the case of 
conduct pursuant to a court order or extension, apply only with 
respect to court orders or extensions made after this title takes 
effect. 

(b) SPECIAL RULE FOR STATE AUTHORIZATIONS OP INTERCEPTIONS.— 
Any pen register or trap and trace device order or installation which 
would be valid and lawful without regard to the amendmenta made 
by this title shall be valid and lawful notwithstanding such amend­
ments if such order or installation occurs during the period begin­
ning on the date such amendmenta take effect and ending on the 
earlier of— 

(1) the day before the date of the taking effect of changes in 
Slate law required in order lo make orders or installations 
under Federal law as amended by this title; or 

(2) the date two years after the date of the enactment of this 
Act. 

SK<:. 303. INTERFERENCE WITII THE OPERATION OF A SATELLITE. 

(a) OFFENSE.—Chapter 65 of title 18, United States Code, is amend­
ed by inserting at the end the following: 

"fi 1.767. Interference with the operation of a satellite 
"(a) Whoever, without the authority of the satellite operator, 

intentionally or maliciously interferes with the authorized operation 
of a communications or weather satellite or obstructa or hinders any 
satellite transmission shall be fined in accordance with this title or 
imprisoned not more than ten years or both. 

"(b) This section does not prohibit any lawfully authorized inves­
tigative, protective, or intelligence activity of a law enforcement 
agency or of an intelligence agency of the United Stales." 

(b) CoNPORMiNQ AMKNDMRNT.—The table of aections for chapter 
65 of title 18. United Statea Code, is amended by adding at the end 
the following new item: 
"1367. Interference with the operation of a satellite.". 

Approved October 21,1986. 
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House of Representatives 
Report Number 99-647 

"^rfSro""^) HOUSE OF REPRESENTATIVES j 

ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986 

JuNF 19, 1980.—Commilted lo the Commilloe of lhe Whole Mouse on the State of 
the Union and ordered lo be printed 

Mr. KASTENMEIF.R, from the Committee on the Judiciary, 
submitted the following 

R E P O R T 

(To occompnny H.R. 4952J 

(Including cost cslimnte of the Congressionnl DudRcl Office) 

The Committee on the Judiciary, to whom was referred the bill 
(H.R. 4952) to amend title 18. United Stales Code, with respect to 
the interception of certain communications, other forms of surveil­
lance, and for other purposes, having considered the same, report 
favorably thereon wilh an amendinent nnd recommend that the 
bill as amended do pass. 

The amendment is ns follows: 
Strike out all after the enacting clause and insert in lieu thereof 

the following: 
SKtTKIN 1. aiHIRT TITI .E . 

This Act may be cited as the "Eicclronic Communicnlions Privacy Act of 198(5". 

TITI.K I—INTEKCKI'TION OF COMMUNICATIONS AND IIEI.ATEI) MATTEIW 
S W . ISI. FF.IIKItAI. rF.NAI.TI»-S FIIK T I I F INTF.ni:ErTHlN I I F <?<>MM|INH;ATIONS. 

(a) DFFINITIONS.—<I) Section a.'ilOd) of title 18. United States Code, la amended-^ 
(A) by atrikini; out "any communicalion" and inserting "any aurnl transler 

in lieu thereof; •• i.. . 
(H) by inscrlinR "(including the use of such connection in a switching sta­

tion)" after "reception". _ 
(C) by atrikine out "B.<I n common carrier' nnd 
(D) by inserting before the semicolon nl the end the following: or commiini-

cntions nffecling inlcrsUle or foreign commerce, bul such term does not include 
the radio portion of a cordless telephone communication lhal is transmitted t>e-
Iween lhe cordless telephone handset and the hose unit". . 

(Z) Section 2.'>1(X2) of title 18. United Stales Code, is amended hy inserting before 
the semicolon at the end the following: ". bul such term does not include any elec­
tronic cominunicnlion". 

(3) Section 25I(X4) of title 18, United States Code, is amended— 
(A) by inserting "or other" after "aural"; and 

61-m>8 0 
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Cada a . a n . l . i * j i a a a n l a ( ' a i e e p l ae f r v r i d a d l a a t e u e a I I I I . - batoae " e eer . 

' ' o i l i M l a a S l l i i l d l rf UUa l i rf t h a U a « a d S u t a C a d . I . u m a i l i l b r i aae r t i aa 
- » e ~ l a a > n l l . i ta a a t a a a i a a l l l f b a t o r . T h a r , l a " . 

K l t a M a ttli rf t i l l . I I rf t h . U a i i a d l u u a Cede to i n I i i b r • 

- I I I I The . a a a i m a a a l a rf l i l l i i n l n . l l l b i i i l a a d H i d ) rf I h i . M l a a n l a l i a ( l a 
•ha . a a r f k a l i a a rf l h a f a c i U l l a ( ra ta a U A er Ihe f l e e e a h e n . Ihe l e a t a . a i . e l a a 
la ta l a i a ie raav lad da a ta w v i r V— . , ,. , , 

- I U ta l h a ceae rf ea . t > l i r a l l n a a H h l a i i . i l u t h e b M e n a ^ n a rf aa e r a l 

^ " - ? > U w " a f « / i e M t v a to b r a Fadar r f b i i a t a i c e U r a e r l e a aa to rcama iH rfn. 
• r e n d ta^vra.^ by l h a A l t a r a a f O a a a r a l . l h a D r p u t r A t l a m a r G a a a t a l . 
l b . A a a a i a u A e a m r r O a a a n l aa H a i a i M A l t a r a « | O a a a r a l . e r a a 
eauae A a a a l a a l A u a r a r r G a a a r a l : 

n S > t h a a p a l i r a l a a eaala iaa a M l a a d taaplai M a U t a m i aa ta a h r 
each apac i f i ea l aa a ae l p r a c u a l a a d i d r a t i r a a l h a p r taaa c a t a a u t u t i U a 
rftow aad a t a n i . i a a i a a a a l i i a i . era u ba i a a i a a H r d : a a d 

- I f U l t i a M f a A a * t i a l each .a ta^ r fka l iaa a ne t p f a c t a a l ; e a d 
rftai . j ^ i i i a l a a a i d . i a p t a t ta e a l t a e r e l a u e a i i e 

" " n i l l h a a p p l i c a l a a a b r a r . d m l ta-alieatira a r taa r a f a u i i a . i l W i t 
s r a a d a aP9ra .ad by t h a A t l e r a a ; G a a a r a l . l h a O r p a t y A l t e c a n p a a m l . 
t h e A e t a u . l . A l t e r a . , U w a r a l . e a A j i a i a l A l l a r a e p Oaaara l . er e a 

l j » ' ' J ^ ' a a u « r X » l i r a . t i a p r r a a . b a l i r r e d ta ba e a a f a H l i a * l h a 
e f f e i ae and a h e t a a a a a i a n i c a l i e M e r * l a ba i M * f « « p l a d aad l h a a p p l K a n l 
e a k a a a h a a i a f rf a p a r j a a a . aa l h a p a r t rf t h a i p a n e a . ta U r a a n talar. 
aapHfia by r h e n r n * f a c i l i l w aad 

S m i l h a i i • - • • 

-1121 Aa nrtrmplMa rf a t 
t h r f w a i r w a w a l a W a i h a ^ m n r I I . K . t i i . . i d f j i d i rf l h a w r i a n ae l app ly by 
M M rfailaartwa ( I I I . h a l l M l b a n n a a l i l t h . l ac i l d iaa f rea . a h x h . er l h a piaca 
a h r r * . I h r coa ia i a f iKM lHa a to ba i n t o n a p l a d ia ^ w r t j i a i l l by t h * l a i a i . i n p i a 
e a a l i M I h r i a i r w r p l a i a o H a r " 

l i . S a n a a £ ^ 1 * l > b i rf t i l l . IP. U a a a d S l a l M Cedr . ie e e i i i i d . d by H a r r t i f i a I i a -
c M i M a h r t h . . a . aa i I h * a r d r r a a . . a a f d r r a i i h m p m ta a b a h I h * r a i u t r a . 
a . i i i i ^ " • • S M i i b a i i i and B l a ) r d i rf t h a m t o d i d e r f app ly by n e e e a rf 
aacttaa X S I W I I I rf l h a I M l * r a i t o r " app l i ed far". 

tai l a G o i e e a L - K e t h i a c a i t h ie Ac t e r l h a e a M i i d i i a w t a a tad * by t h i a Ac t n a r f r 
l a t M e a l h a r i t y for I h * ( a a d u n rf a n y i a t a l l i g . i a . e c t i n l y 

I b l CT»T* .a i h . i . i i i i p U a e a * P a i . a i w A . . a m e e r r a * A t y n e a t * u c a i a -
. L - N a ) h i a f ta cfcaptar l l » e r chap la r I t l rf l i t t o l » . U n i t e d M a i e a Oeda. ahaU 
e l l « t t h . caad iK t . by rfr«»f* er r a i p l a y a r a rf I h r U n i t e d k a l a O a w n i a r a l a i ac. 
aardeaee a M h e t h * r e p p l k a b l * r a d r r a l tea. aade r p i a i i d i i i i i I by Uta A | . 
a a a e . C a . . a l rf a c t i r i t i t a i i i l . . d . d l a — 

i l l b M n t a p l n a r r p u d e r e l h * . rfllcta) l e — l a a h a t h a a rf U e i l a d » a w aaee 
a l i . * b r a n c h n l i l i r a e r U a H a d Statea O u n m a a a t e e a u a c l a r . h r n a a a a a a a 

rtl I n t e r a r p l r a d a 
• p w a i a a r a f t a te rf a 
«a t l l aaer A r t rf I t i t : 

power a a « r n t rf a ferrfta | 
- a A c t r f l V T S 

r M daAnad by t h a Poa«cn I n t r f t l c a a a Swr 

l i c a t i o a ayatam aaed , , 
r m daAaad by t h e P a r a i p t l » l e l l « o « a a ! 

•*ly by a fer»t**i 
l a te l l i t awea Swr 

I I H C v n a a i . - O w e i a r 2D 
a l t h a and tha falbwnir 

n rf l i l l e I t . U a i i a d B le tae C a d * , i * ( a l 
addi i 

t H I T . M a M b I n r h l a c d r * l r a a 
n e t l a 0 « u i m * u - l f a r a a H ia a m p e - w W l e iaaar a w a r r a n t a o t h e r a * r for 

tho MMta l la t ion rf a a ^ l * t r a r b i M d r w . a u r h o r d r r may o w t h e n a * " * ^ 
t h o t d a w w r t h m t h a j a r a d i r t w n a l t h * w a r t , a a d e a t a r f r l h a l j e r i a d i A w n i f l h a 
d r * v w a ina taUrd l a t h a t | u n a l a i w n . ^ • _ 

• t b i D m a m a M - A a aaad i n t h a a a t t o n . t ha t e r m 1 raek in« d a ^ ..b^ana an 
a l a c t m i r e r a a c h a a a a l d a « a - h a h p a r m i t t t h * t r a c k i n f rf t h * r 
paraon a obfact . " 

i b i r L t a K " * ! A l 
rf l i t l a 11. U n i t a d S l a t a 

>nl rf a 

•ear - T ! w t ^ rf r e a t r a t a * i t h * ba«mn ina rf c h a ^ B » 
a O i d a . a _ i i l i i by a d d i f « M t h * a i d l h a M l a w t a f : 

" H I T M o h t l r i rachHia 
w * a B a a m M t i a - a m T o r M i a r O L U n r c . 

Saetion m 2 rf I r t i a I t . U n i l a d Stataa Coda, a a m a n d a d -
I I I by H i w r t t M " l a ) P w r e i c * ! . i K T W r a n i a c i W r t w SaaacM.-

e r " t l w Tirol p(ae* i t apeaar* ; ^ 
i 2 i by i w n m t " ( b l N e w s o r S c * a e » . — I 

f t appaof* : e r r f 
t J i hy a d d i r a e t l h e and t h r W I e w t n t . 

t h a i a r a d r r a l m * a a » a l i w a l a w m f o r r r m a a i o f f W r haa b ran o w t h e r a r d a ha r 
a p p l a d f a a a t h e r u e t a a a a d r r chap te r 119 l a i n t a r r » p t a w ^ a . a a t 

b r f o r a - W h o * . -

* t h * a e e n d p U o r 

a p p l a d fb r N i h o r t ^ t i a i t o a M d a c i a t r r t r a n i c a a r » « l l a n e a andat t h a r o r y . f n I n t ^ i 
f 5 5 a . S w r w i l U n c . A r t i W U 5 C . l « l . at a , I. I n a d a r le a b N r ^ . m p a j r . ^ 
p ! ^ aaeh a r t m l r . r * a a o i a * o r • ^ W ^ ! • f » » * n a t i d i rf t h r J ^ - * ' 
teanTpmai aha l l b * f inad a a d a th ia b t l a o r i m p r a e n o d a m mora t h a a ftwa y w r . 
a b o t h " . 
V . l a m n m m r p 

(a) I M < 
a d d i n « * t 

l a ) I M G a a a u i . — O w f l t a r 11 
lha a a d t h a faUowinr 

119 rf t i t l e I d . U n i t e d Stataa Code, ia a m aw d a ) b j 

n i l . l o i a a m a a a j a l a a t W r t a l l a l r r r v p l l e a 
" W l a i w i i i rt aha l l appaar t t w i aay p M o a I* a n a a ^ r d a a about l e m t a « a m 

a n y a t w h a h c a M U i u l a a wUI t a a t r i a i e a ( r l a n y * m l * l i e n rf t h a c h e p i r r . I he 
A t i e m a y CavMral n a y i a a i a i * a o v t l e c i m n m a d i a r w l cowH rf t ha U a f i # d S u t M 
a anpan a a h n a l a l M n . T>a cewrt aha l l p i a a d a* a a n m p r a r t a a M a a t h a haar^ 
h ^ aad fctarminatiea rf auch M ac t ion , and m a y . at any b a a bafura f i f w l d r t r r m t 
M i l — , a a t a auch a r w t r a i a i n f a d a r a p r r f u b i t a n . a l a k e awch o the r a r t i o n . a a 
a a o m a l r f to p»a iaa t a c e a b a a H ^ and aafaaUnlml t r i fwry l e t h r U n i t e d S t a t a a l e 
a i . M i l l a r d M rf p a r w i a f a w h o a p r o l e r t m n Ihe o n i o n a b r a u f h i . A p i i a a o d 

m i i r t h a a a t i o n a ga»rrwad by l h a F i d a r o l R a l a rf C n l P r a o r f u r a . aaearf 
t h a t , i f M m d i r t a m n t l a a baaa r o t a t a a d a t n t n a t t h e raepeadant . diaaewary ia f a r -
a raad by t h a Fodar r f R u l a rf C r i m i n a l Praoadura 

(b l O B K A L A a B t B M B r r —TK* t a U a rf a e i i o a o at t h e b a t i n n i n « rf c h a f e r I T t 
rf l i U a I t , U a i i a d Stataa Cade, l i O M ^ a d by a d d a « a t t h a and l h a r a r f l h a f b l l ea -

-2S2I favuartM a 

• a r . Ml v * t m * « a a n . 
la t I u C a w C B A U - r a r r p i a prav idad i n aohaar t ion i b i . t h a i H l a and t h a • 

a a a l a r a i i h by l h a t i l l * ahal l u k a afTart 90 d a y * a f le r t h * d a u rf l h a a n a r t m m i rf 
l h a Ac t a i r f aha l l . i n tha M * rf eandwrt pa rauas t a a c a a n ordar a a t u n a w m . 

pty a a l y w i t h raapart l e e e w t or4ara a oateneioaB aiada a f te r t h a b t l a t a k a 

fti l i a i i i R v u a<M S r a n A u M i o e i i . i w n i i a oa I w m c m p n e w a — A n y i n l * f « * B t i e a 
p u r a u a a a aor t ion 2SI<kZi rf U i l * I I rf t h a U n i t e d S t a t a Coda w h a h wewld ba 
va l id a n d l o w f o l a i t h a o t r ^ a r d l o tha a a a n d a a n f amda by l h a l i t l a aha l l b* va l i d 
a n d lawfwl i M i w H t a t a n d i i v auch a e a n d m a n t a rf awrh I n i a r r a p t i e n e m m d u n n f t h e 
par iod k ^ i a e t m aa t i a tea each a a a n d m a n t a t aka e f f o r t a n d aad inp aa I h e aer i l -
w r f — 

t l ) t h o day bafera t h a tee rf t h * l e k i M ^Wmn rf S ta te l a w eaafcirmiwc t h * 
epp lwaWr S i a U a u t a l a w«th r h e p t a 119 rf b t k l i . U a i t e d S t e t m Coda, a* ae 

IZ I t ha tea t a a yaare a f te r tho d e w rf t h e o n e r t m a a t rf t h i e A d . 

T l t U I I - O T O R E D W I U A N D . C L C C n t O N I C r O H I I | : ! « I C A T 1 0 N 8 A N D 
n U J I S A C n O K A L B C C O K D S ACCESS 

TWO I I . U a i t e d S t e l a Cade, la a r a f t a p a r t l « t h a M l e a -

"CHAPTCK 111—STORCD VrRC AKH Cl.CCTKONIC COMMU­
NICATIONS AND TRATiftKCTIONAL RECORDS ACCRSS 

- I T O I . U n f o w A d 0 
' 7 1 0 2 O a c k a a t v rf o o n t a n u 

a l a l a laphona t a l l and I r a n a a r t w a a l r a r e r ^ 

* 7 T M B a r k w p p r a a a r M l i a a . 
TTOS D e U y e d a o t a a 
r r m O m r a m b u i a i B i i n l . 
"TTW Chr i l a r t w n . 
* m i C a r l u e i r i t y rf r a a a d i i 
~7109 C o u n i e n n i a l l i c * " a a 
"7110 O r f ' ^ i t i o a e 
^ m i . I t n l a w f B l M r e a l a • 

0 * * « a a i — r a r e p t a p t m i d r d i n aubaar tw i i (c) rf l h a 
" t | ) t n l e n t i o n a l l y 

e l r r i f w n i c c o m m w n a e t i o n t r m e t a p r a n o r e . a 
" •7 i *n ten ( iona l l y r i c a o d i an e w l h o n x a i i e n l e e n w a l h a t f a i l r t y : 

ond lh rp * f r y o b l e i t a . a l i e n , a p r r v e n U a u l h e r u r d a r r r a l e a w i r * a 
m m m u L ^ u o n w h i l r i t a h i a l a r t r a n t f a t a r a f * 1 " ayalem ahe l l ba p 
p i n i i i l i J IB aubaart ina ( b i r f t h a aact jen. 

I w i i he t r i a u t h e r i t a i l e n a f o n l i l y t h r a u g h w h i c h aa 

- f b i P u a a a w a w T — T W p u n a h m m l h r an e f f e f a r under a i fcaat iaw la) rf t h a aoc^ 
l i e n a — 

' I D i f t h e o f f r t a e a r a m m f i l e d t a purpoaro rf c o m r w w m l a d * a n l a « o . mat»-
C«e«a d a t r a r t w n a d a m a a * . a p r m t e c a m m e m a l f * t n — 

I A I a T i i a rf not o n n t h a n l i M . V H * a i m p r a o n m a n t fo r not mora t h a n 
one yoer . a bo th , i a t h e c a a rf a Arot o f f o n a a a d a l h a awbparac raph , 
a n d 

~ tB i a Tine a n d r r i h i a I r t i r a i m p n a a n n t m i fbr not mora t h a n | w a yoer* . 
o r b o t h , for eey aubaaquani o f f e n a anda r t h a aubporaf f raph. a a d 

"(21 a f i ne rf net mora t h a n tA.OOO a i a p r i a e a m o n i f a ae t mora t h a n a a 
a w n i h a . a b o t h , i n any a the r c a a 

"(Cl EaccPTWKra —Swbaactaa l o i r f th ia aar t iea deee na t apply « « t h r w p a r t l e een-
d a r t a u t h e r u e d — 

- I I I by U a pa mon a a n t r t y p r a v i d w v a » t r a a i l w U e n a ( 

1 2 i by 0 l a e r rf t h a t aar* ica w i t h raapert t e e o e m a a a i o a t i e a rf a w t a n d a d 
Ea l h a l aaar: o r 

I S ) in a r t t e n TT ia a r 0 4 rf th ia t i l l * 

~ t n n . D ia r l aaa ra rf r oa tea ta 
• ^ 1 pBOMiamuM* — E i c r p t a p i o n d a d In aubeartiaw (b*— 

I a e n t i t y p r a e i d i n f an a l e r t r a n a e e m m w n i r a l i a n a r v u e l e the " I I I a I 
p w M a aha l l not k n v « - t r « ^ d i * u l f l e l e any peraon a c n i i i y l h a e o n i M U rf a 
o o m m u n w a t i o a wh i le i n e ler t ronw- e t a a c * by i h a l a r r * i a . and 

' T t t a pamon a a m r i y p r a v r f i n g raomla o o m p u t i n c a a m a l a t h e pub lw aha l l 
not k n e w t n g l y d i v o l p * l a a n y peraon a a M i l y t h e eeniaala rf any oomaHinMa-
t i en w h i r h a ca r r i ed a m a u i i a i n a d on l h a t aer« i re— 

" l A i an bahair rf. a n d m a « « * d by meana rf a l r r t n n i c b w a m i a i e n f r o m 
l e r c u a u d by n M o i a rf eampwtar p r w a a i n c rf e a m m u a a a i M n a racmrod bv 
a a a n e rf e lee t raMc t t a n a m a a t o n f r a m l . a eabar^har o r n a a e a r r rf • • f h 

e iea te rf a eeaiotaai 

" i B i aelety l a I h e |WHpoa rf p r w I d i M • 
a r v i c r a l e au rh a u l a i i ^ i a cuatomer . i f t * 
a e r a a i h * c n n t e n U rf a a y a w h carati 
any a r n i c a « h a r t h a n a a r e # r m r o r * . 

" f b l b c v n e n a — A pomoa o r e n t i t y a a y d i v a l p t h e a 

' i n t o o n a J i r i a r a e r t n t endad m r l p i e n l rf each c 
rf euch a l d n a a a t n teaded roc ip ien t ; ^ 

- l 2 i a a h e r w a e e a t h e r i a d i n a r r t w n t S l t . S I K f l e i . a r HOS rf t h a IHW; 
"111 w i t h t h * U w f a l c a n a n t rf I h * * n r M t o ' aJdi — ' « m i « » d a d ra-

r i p i e n t rf euch c a m m a n i e a b o a . a r t h e o a b a v i b a i a tha m a e rf r e m e w e e m p u i . 

* * ' l i ) ' t e " ^ a p a e o n a n p l o y a d a a u t h e r i w d m a h a * fbct l i t iee a r * weed l e fa*-
w a r d each c e m m u n i c a l w n t e l U d t o t i n e t M n ; 

- i 5 l a mey be n e r r M n l y i n r i d e n i t o the r m d i t i o n rf t h e ar r *»re a t e I h o 
p r a t e r t a n rf I h e r ^ h t * a p r o p e r t y rf t he p r a v t d r f rf l h a l a r r i v . a 

" i t l l e e law e n f o r v e m r n l a f lenry . rf auch c e n l e n u — 
" ( A ) were i n a d v e r t e n t l y o b t a i M d by t h * a p * i a pro« idar . a a d 
n S t appear l e p e r t a i n t e l h a t a m m a a i e a rf e c r w a . 

- f n t j . I b ^ a l r e a t c a u f a r f a v a r a m e a t r f aacaw 

• t a ) O a a v a w m o * E t a r w w M - r a a M r H K a T w a a ^ ^ " ^ y * ! ! ^ ^ ^ * * " ~ * * V 
e m n a n U l e n l i l y a m y r o q a i r * t h * d a r l n n i r * by e pree idet rf e l o r l r a n i r r e m m u n x a -
l i o n aervieo rf l h e cantanta rf a non vewe w i r e a o m m u n i c a i a n e r an e l o r t r an i c com 
m u n i e a t i o n . t h a t a i n e l r r t r a n i c atera«e m en r l r r t r e n w r ' S ' T ' t l 
\ » day* a I r a . o n l y p u r o u o n i to a - a r r a n t aaued a n d r r i h * P r d r r e l R u l a rf 
C r i m i n a l P ro redu re a equ iva len t 5 u w w a r r a n l A | o v * m m » n u l •««««y • " • T 
o u i r * I he d a c h a u r r by a p r « n d « r rf r l r r t r a n i c e a m m o n k a l i o r a a r « i c r o of t he con 
tonta rf o n r l r r t r a n i c m m m u n i e o l i e n tha t h a b « a i n e i n r l r a n a etora«» m an r ^ 
t r a n < « u n n . u n i r . « « « a a v . t e m f a a - r a t h e n I M d a y * by tha maana o v o i l a b k u n d r r 

eufaarr iMn »bl rf t h a e r r l i e n _ « 
•Ibl Cowv«»»m o r E i a r - r a n a i c C e n - i - « » r * " « » " « " « • J ' « » « ^ C r i a r t T i w r . Saa« 

• r e — l l ) A c a v e m m e n i a l e n l . l y may t r q u i r * a pravtder o f r rm i r te e n r - p u l i n f a r n e r 
to d a r k w e the conten ia rf a n ) e l - n r a n K e o m m u n a a i i a i l a - h a h l h a p a r a c r o p h a 
B i ^ app l icab le by p a r ^ r a p h l 2 t rf l h a au faae r t i en -

-A-17-
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^ i ) a n n p n a aauee rfram 
T r f U a p u i a r a a a n l e l o a i 

^ ) a H a ae a d a i a a l r a i M a ae a d m i n a t r a b v a e u h a a a M e a t h a r a a d by a Fodaml a S M * 
• a a M a r a ! a r S t a l e c r a o d MTV eahpoeaa: o r 
o h i a M a o e a f i e r t e far a a A ^ a d w r a M t e a u k H C M Id l rf l h a 

' ^ S f a a W j T f b r ^ p u n P * ^ p K i i d i w g a to ru fa a r e a m ^ t e r p r v 
J i i i I i i a i i i i r f — - — -

» a p r o i r i a M S M t o a a n ^ ; « r ^ j j ^ ^ M d v 

L - A coen m4m I 
M M (bJ « r «*> rf i f as a a i a a A a U M U O oa iy i f tfa M i a n i a a a i a i a 

aealet iM rf e a a a m m a r t w a a a e a a 
eeuchu a ra ra teaaat to • l ^ i i m a M law a 

_ T a l S a a u p P t a e o v a n e a w l l A t i i i a i i i a e i i i • ' a a b t y a n u i c m d a a a r u e n 
f T O K b i Z ) m a * i a d a d a l a i ia aubpeeoa a r e e a r i e a t e a t a q u i r a m o a t t h a t t h e aervwe 

i duac tod c n a u a bacfcas eopy rf t ha eoaienia rf t he 
Iht l a e r t e to p i m a r ^ a thaoa e a a a w n i a a t i e r a W i t h -
e w u m a rf auch aubpeana o r e a u n o r d a . euch aerv-

iae p a v a t d a aha l l c raeto a u d i beefcwe oepv a eoea ae p r a w i n a h l i e a a e a a a t w i i h aa 
l a j a l a i b a a a a a e r a A m a a a d eha l l a o o A r m to tho l e i e m o a a i a l a n b i y t h a t auch 
I B I * I aapy haee m ^ . Such b K h w p aeey a lm l l be o a a i e d w u h i a t a e ^ a i r t a 
tea a A a r r w a i p l by l h a eorvtee p i u i i i i i rf i k e lubpneaa o r e a t m order . 
^ C D N a w a to l h a e a i m i d i a m n a l n m a r tfmU be m a d * by I h o j i i i i i i i B i a i l i l 
a a t f t y v M h m A a a a 4 a f a a f t e r f aea ip i rf aaeh c o t t f l m a i a a . n a i a B ouch aouee ia d » 
( B ^ m u m w a t toactMaffWie) 

^ « T W a a r m p r a v r f a ^ a l l a m daauay « u * b a ^ ^ oepy a a n l I h e I B H T rf-
* U i t he da l ivary rftfaa c 
* n ) t h e m e e h a i M rf aay paai • rf«V i m i i i i l i i t J 

T h a aervwe p r o n d a e ^ l a l a a M awah hachup copy w tha m n n i i g f e i a m 
aaa ta l a a n t y ae a e e a a t h a a 14 daya aAar t h e f f f i amraa t i t o l a a W y ' a aebee to the 
• t e n f a a a cwatem*f i f such a m o r p r a i i d a 

"^A) te ae t raonwod a o t j e * f i a o t h * a i h e r h h a r a c w e i e m a t h a i t he aufe 
M i h a a ramema te cha i laoeod tha i p v o m m e a i a l a a b t y a regaaet. and 

" C B J te aoc m i u a t a d pi i i n i i i r i n p to r h e l l a n f e t h e faqaaat rf l ha f a a m m a n 
l a l « b t y 

I t l A a e a a m n a e t a l a a u t y may aaak to r e q u i m the c raa t ien rf a barkwp copy 
M t e e a t e c u u o l a l h rf t h a e e n m n i f la i ia aola d a e r e t a n awch e n u i y da te rmuMa 
i t e Ifama a raaaoe to ba laaa t h a t a o t i f a a t i e n u a d a a e u o a 2703 rf t h a b t l a rf t he 

B r f f l 

n a w w T ^ ^ r J ! ? * * * | J J J ^ ' * " * * * • ' I ' M w to r b a l l a i ^ by t i a au tacnba r o r 

- i b i C i a r o a a e C a a n * m . a - « h W i t h i a 14 dayo oAer a o t m r by t i a f a a m m e n t a l 

e n t i t y t h o a i i a i i f l H i a c i ^ n a i r wader aubaor tmn <aa;fi rf i h a e e c t a n . auch aub-

a n b * r o r c i a t o m o r m a y fllr a m a w n M auaoh awrh a u b p a n e a w a t * a a h c o u n 

, m r > 9 A ^ ^ B t t \ ¥ m g a v a r a a a n t o ) a n u t y a n d w i t h w r u t a n a a i c * rf 

r aha l l be 

I ehal l be 
r OMirf a h a h i 

lUad i n t h a a p p r a p n a a U a i 
a p v l i c a t n a ahe l l eon ta ia a a a fTr fav i t a r * 

~ l A ) a t a u n c t h a t t he a p p t a a n i i 
a h a h t h e eoa ien ia rf a l e r t r e a a e I f o r h i m h e v * been 
aaucht . a n d 

*XBi e t a b o f t h e a p p l a a n t ' a f 
aet re levan t to a l a f t t i m a t o U w a n f a t a m a i i l t a ^ m t j a t t e t i m m te n o t " b a ^ 
i h a a B i m l WMip l ian ia w i t h the p n a ieaa rf l h a chap te r m mmm ether ra-
ever t 

-111 S o m a * M l be m a * a n t e l h a ae r tma apaa a p i i i a — n l a a b t y by dafiv-
• n n i o r aaai lu ic by m i a a r a d a e e f u r a d B w i i a aepy rf t he papara to the pereon 
o fTa* . a d e p a r t m e a t apaciTad m l h e net a * w h a h the n a t o n a r te r a o v i v ^ puraw 
aat to l h a chap te r F a t h * p w r p e a a rf t h a a e r t m n . t h * l e r a ' t e i v a r y te t i a 
• a a A i n a m v a n t h a t l e r m m t h * Federa i R t i l a rf C m l Praeada ia . 

" I D i T i h * oour t r u d e t h a t i h * o a t e a a te e e m p i a d a a h p a r ^ r a p t a i l i a n d iZ i 
rf t h a aabeer t iea . l h a cou r t aha l l o r d a r t h a i i e e i i a i a l a a t d y to fOr a e - o m re-
epeaae. w h a h m a y be filed i a camera i f t h e p e v o r t i m a a u l e a l A * m c l u t e l a aa m-
^ M e e t h e l a a m a w h a h m a k e t n camera m e a w a p p m p r m t o IT U a o m n a w n a b i * 
to d a i a i i u M a t h a n e u a a a r e p p l r a t a n a n t h e b a a a rf t ha p a n a a i a i t i a l a i k « a b o n a 

r a v a e a a . the o o u n a a y n n d u R each o d d i u o n a l p i a c a e d u i ^ ae a daema eppra-
p n e t e AJ) auch p i i i a a i l i a p aha l l be i i iM i ip la la l a n d the m o u o a a a p p i a t i o n ^ n d ^ 
• d aa M B a p r a r t i m b l i aAar t h e filta* rf t h e j o i i m m a a i a l ea t t t y ' e i M p i e u i 

*n4i I f I h e e n m f iada t h a t t h e a p p l a a a i ie ae t t h a a d a r i i h e i a r n a t o n a i far 
a h « t h e o n m m w a a a i i e n a a o u f h t by l h a ( o w n m a a t a l a a t u y a r « a a t n i a i n o d a 
t t e t h e r e a a r a a e : ^ u b a l a v c t h a i t h * l a w cn fa raamant i D m i r y a ^ u m a u aod 
I t e t h * eemmua ica t i ene a e u f h t a r * f « i * « a 0 t to t f m i i i ^ i r y . i t aha l l deny t i a 
m o i a n o r a p n i i r a i a n a n d o r d r r awch p r a a m e n f a r v d I f I h * eour t t h a i i h a 
a p p l a a a t a t h * autaecnber a c u a u a a r far w t e a t » a w n f e a w a a i t w a * O i « h l by i i a 
( o w n a a a t a J e n t i t y a m m a i n t o i a a d . a a d t h a i Ihe ra a ae t • ra 
the commun i ca i j ena e o w f h i a r * ra lavan i to a l a f i u m a u law ea/ t 
t t e t h e m te net been eutartaniiaJ c e a p t e M e w u h t i a p r a w 

*^St A o r d a d a n y i a c a m o b e a a a p p l a a t i o n unde r t h j * 
* w t o o d a f iaaJ e r d a a a d ae u u a r h K u u r y i p p i i J M y he toko 

- f n t t . De layad a a t a * 

~ ia i D u > r o» N o n n c a y i o a - 4 1 ) A f m e r a m e a t o l e a t i i y a e t i M e a m e a 
m A b i rf t h a t i t l e m a y — 

~LAi w h a f * a caur t o rder a a u c h l . tn r iwda l e t h * a j i p i a a l o w • l a i i i a e i a h a h 
l h e c m r t eha l l f r a n t . fo r an order d e l a y u « t h * a e u n a t a m faqu i rad u ^ » r aar 
l i o n T T U i b i rf t h a b t l a for a per ied ae t w * M M d 90 i f t h * e o u n d r te r -

B b a n J I h e o a a t e M rf t i a 
I l a p a r a p e p h i 2 i rf t h a a i f r 

i B i whe re a a a d m i a a u a u v * auhpeana a i o h o n a a d by a F o d r r r f a S u a ata i -
a t * o r a FodaraJ a S t a t * c r a n d > i r y auhpoona a o M a i n a d . dala> t h * nMiTwa i ia i i 
n q w i r a d under aon iea Z l U b i rf t h a iH la b r a per iod M I to e u a e d 90 d a * * 
upon t h * * s a u i w n rf a w n t i e n c a i t t r a a i i o n rf a awparvaery o f f i c i a l t h a i tfwrv-
ia roaaen to bel ieve t h a i n o t i A c a t a n rf t he e i a t a n a rf t he aubpoeaa may h a t * 
aa a d v e r w raauh daacribad la p a r ^ r a p h rf t h a auheecuen 

A n adveraa raeul t (or i h * p w r p m a of p a r a f r a p h i l l rf t h a M b e e R j a a a — 
* * i A > * n d a n c * r u v tha l i fe a phyaaa i a i / e t y o f aa l a d i v r f u a l ; 
*^B i f l i t h t f r a m p r o a c u i a n . 
"iC> d a e t r u n w n rf a t a m p a n n g w i t h evr fanoe. 
" i D i m t i m i d a i i o n rf p o i e a i i a l w n n a a a e . a 
~ iE i o t h e r w a e aerwualy j e n p a w l i i i n t aa m v a a t ^ t M i a a a d u l y d e l a y u « a 

12 
*1S) The a i i r w m a a l r f a a t i l y aha l l m a m i a w • i r \ a aapy rf flenifkatwe a a d a 

p e r a m p h i l i B i 
'141 Eaienaiona rf t h * d* tay rf aat iT icatMn p r a i i d a d in aact ien r o j rf u p u 90 

deya each amy ba f r a m e d by t h * c o u n upon a p p l a a t w n . a by cefXi f ice i ion h» a 
n i a l e n b t y . te a l l y tn aooordanca w i t h a i t e r i i i m (b< a t o rf t h a aaction 

i S i Upon o a p i r a t M n rf t h * p * f M d rf de lay rf n o b f i c a t m n u n d * r p a r M n p h i h a 
44) rf t h a aaheart jea. t he i a v a n u a * a t a l a a b t y aha l l a a r m upan . a de l iver by rape-
toad a Ara l d a m m a i l to. l h a n a l o m a a P i h a c n b a a eepy rf l h a p ronaa a ra-
• t e l ^ a i b 

• m i l 

M 

copy rfiha I 

rflbe \ 

g m a i m a i a t a J a u l h a n t y aad I h e da to o n w h i c h t i a eupply-

ia l t t e a a t i A m i i a B t i awch c u a e n a a a i l m i i t i i i w « de leyod. 
' \m. i w t e • m a r a m a a i a l a n u i y a e e u n amda tha o e r W a a b a a o r deter-

• i n a l e w i p u m u a a l to w h a h t h a t de lay wee made: aad 
I n r i w h a h p r a n a o n rf l h a chapter a l t eaod a««rh d a l a r 

^ t l Ae uaad ut l h a a u t e c t i a n . t ha t e r m " a w p e r v r ^ o m n a l ' a a a r a t h a MV-
v t « a b « e M a t t a c h a r i * a aaaa taa i u i v a e t « a t i v * a f o n i m c h a r f e a an 
a ^ i t v a l a a t rf aa i a i t n a t u n e a a a n ' a haadqwartora a l a f i a n a l of f ioa. a t h e 
A a f a m e n u i a g e u e r a e y a the firot aaaa ton t p n a a n i t t M a u e r a e y a r a n 
aqwiwaloat rf a p r a a c u t i o f a t t e n w y ' a h t e q w a r i e m a r a f i n n a l af f iea 

t b > P t e m a a n o * N o n c i t o S u a i a c r a * G o v w a m r r A i , h s a m — A geva raman -
tol a a b t y a o i a c a a t e e a t m n r o s . a t e i t a aet r a q u i n r i to ao t t f y l ha a u f a a c n t e 
a n a t o m i r a a d a a o a a a Z T O t i b a U a u t h a a a u a t t t e a mey delay aucti l a i r a 
^ i f m i a s i to auhaert iaa UJ rf t h a aec twa . may app ly to a e e u n f a m i o r d a cam-
• a a d w i a p t w n d e r rf a f a e t r a s a n r m m n n i f B i M n a m r ma a l a i M l a m m p u b r ^ a r * -
i a to a h e m a a a r r n a L aubpeaaa. a n u r t o a ^ r a d u a r t a d . f a auch pened m t h e 
M l deoam app rap rm ia . a a t u ae t t f y e a y o i t e p e r — i rf t h e OMoienm rf t h a war -

L a - oaar t e t e r I b e eaur t aha i i a a t a auch aa a r t e 4 i t d a u r m i D a e 
I rflhaaumeMrfihe a w m c a u b -

^ f n t . C B m 

l a ) P a v M B i T 

M t i t y t * « e i B i M te M t a a i a rf eamra l i a ioa tuaa . r a a a r * . o r ' e t h e r ' H U f a m a U o n 
a a d a e a r t w a Z T f t , H O I , o r n O l rf t h a b t l a aha l l pay to t i a petaea a r a a b t y M -
e e m h b a « a a a v i d i a c M c h l a f o m a b e e a f a * far f a i m t o u f m a a i ( r f a u r h C M m 
a re raaaoaaUy aaoaaeary a n d a h i c h have beea d i m r t l y m c u r r a d l a e a a f c h i M far. 

» " t W a a e p n m d i a f each l a f o r a a t m a S u c h r o i m t e o a -

* * ^ * . * ™ " d>M w aomeaary d a r a p o e n rf e e r m a l eparat ioaa rf 

' ™ « ~ - - r ^ r i a . t « h a a h 

" U ) A j a o u a r — 7 W a n a u a t rf i l m fee i i i i i i d a l by a a l a i aha l l be aa m i r t u -
«Uy a c T w d by the l a v a r a m e a t a l o a t i t y aad the p a m i e r e a u i y o r v v i d i M t h e lafor* 

e t r a e m a a t . ehaU be m d e t e r m i n e d V tbe a w n w h i c h 
M m d t h e e r d a f a p roduc t i on rf euch i n f a m a t M n fo r the « n b r f a r v a h a h a 
g " M O * l praaecwliun f a l a u i « to ouch i n f i 
• t e woe M i a d f a p r a d w r t m n rf t he t n f a 

^ c l T W r o q u r a m o n i rf owbeectMa l e i rf 
to mcorda a o i h a r i n f o r m a t i o n m a i n t a i n a 
l h a t r a i a i * u tol*Bhen* toll r a e e e ^ and I 
2103 rf t h a b t l e " H a o a u r i a m y . h e a a m i . 
l a a l a i t f i h * oeur t teiimiiim t i a l a f o rma 

• • ^ . , . - ^ m f o r m a t i o n a e u l d be b rowch l . i f no oou r t 
i ^ i r f for p r a d w r t m n rf t h * i n f o r B i a u o n i 

n c ) T i a r o q u r a m a n i rf owbeectioa l e i rf t h a eecimn deee aet app ly w i t h i w p o c i 
» m n r d a a m h « r i n f o r m a t i o n m a i n t a i n o d by a e o r a m u m e e t w i a e a m o a n a m o r 
t h a t r a U i * to l e l i p h e n * toll r a e e e ^ and tolephone l a i t n p eb leuMd uBd*r aan ran 

. h e a a i a i . o rder a p a v m a n t a * d a a c n t e l a a u t e r -
he l a f o r m a b o n r o q u i m d a i tauaua l ly Tnlu i i i i rM»» >» 

Uwra ^ ' — - — - a — 

-9 9**7. QvU ante 
" b u CauBB o * A e n a n — A a y p r w w t e rf a l a c t i a a a eemmwi 

v w a , a o a t a m a a n r M « a d by a a y ewdabna rf t h a r h e p t a m a h a h te « 
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c a a t a u t m c t h r v a d a i w n a m c a « a d in - i i h a k n e w t n c a i n i e n t i a n a l a u w rf m t n d 
a w y in a r i « i l e n w n . r v c a w r f r v m I h r paraon a a a t u y w lueh ange tao m t h a i 
l o lHm awch r e l t r f m may bv Bppr\«priate 

~ib> R u i c r —In a c i * J o r t a n under t h a a a r t m n . a p p r o p n a t e m l a f mcludae— 
"• l l awch p ra l tm iAa ry a n d e the r a i n n a n l a a telafaiery m l a f a may b* ap-

i m unde r l u t e r t i a n ict. a n d 
" • S I a rvaaonaMe a i i e m e y ' a fae aad o the r l i l i c a t i o a a a U l a e a i n i h l j i n r u r t a d 

" i d O A a A C B — T i a cour t aiay a a a M aa dam eg m ir. e c m l act*on ^nder t h a aat 
l i e n the aum rf l h a at-tual d a m a c m awflerad by the p t o i n b f f a a d a a r p r r f i u made 
by the vm la i o r m a roawK rf t )w v ie l e t i on . bu t i n ae eam aha l l a paraea a a b u a a w 
raeevef r a w v * te t h a n the aum rfll.OUO 

~idf O v m a a e — A f e e d f a i t h r v i i a n a o n — 
" t i l * cour t w a r r a n t a order a g raad j u r y a ihpnana . a t apa la i i va a u t l M n i a -

" i l f i a raquam rf an m i t n a i i v * a I 
ttlHTTtrfthatitla. a 

1J> a (ood f a i t h 4 
oendur t o a i e l a i n o d rf. 

r d e f a o m to a 

9 1 l iS i rf l h a u t l * p e r m i t i a a t h * 

a a c o m p l * ! * d r f e o m to any o n i a c n m i a a l a c t a n b r a u f h t uodei 
a n y m h a r l e « 

" M l LiarTATfOM — A c m l e r t i o a unde r t h a o e n i o a a a y a m be i 

t t e ) t w o y w * afker t i a d a a upon w h a h t h * d a i m a a t A m < 

i i i i n i i i l i l i appenuAJ ty todaoever t h * w a t o t w a 

~ t n n Ca r faa t v i t y rf m a a d i e e 

T h e m e i a d M aad a a n r t a n a d e a n t e m t h a chap te r a m t h e e o l y j udaaa l r 

4am a a d MOCtJorw far aoaoaaab tu t i ona l v a l e i a n a rf t h a chap te r 

- f n M . C a a a i a r t a t a U i f a a c o aeeaa 

" l a • D i m TO P a o v i a e — A Comm 
mply w i t h a 

r o r an « l * n r o a i r earn 
r for tolepheee oub-

• r r i t e i i i f t a m e i aad t e l l b i l l i n c raeefda t a f o r m e i w n . a a i e n r a n i c e D n n u a i c a ' 
b o n i i B i n m n a l racerda o m d r by the D i f a r t e r rf t he Federa l B u r a a u rf levaet i«a-
b e n e a d a a a h a e r t a n i b i rf t h a eer t ion 

" l b ' Raavriaaa C v n n c a n o H — T t a O t ra r t e r rf t h * Fadara l Bwraan rf I n v m t t f a 
l i e n l a a n i n d i v i d u a l w n h i n Ihe Fadara l B u r a a u rf InwemiCBben daaicnaied for t h a 
purpeae by the D i r a c t o r i s tay r a q w a i any euch u i f o m a t i e n a a d raoerda J the Duac-
tor l a t h * Ot fac iDr 'a daet f f iae i aen tTaa m a n u a g to 
w h a h t h * raqi 

- t i l t h * 
pence i n v m t i Q t w n . a n d 

" i 2 i t t e * a m e p e n r v a n d a r t a u l a b l * facto p v i n c ' a l a 

ir u 

i tenAtoiJ i -

p tha t i h * 
p*men e r e n t i t y to w h a m tha i n f o n M i m a a o i ^ i por ia tne a e f e m a n power a 
an i « e n t rf a f e r e a n p e - « r m d r f i n * d ta a a t j a a 101 rf I h * F o r a i f n l a i e l l i f e n f l * 
S u r v e i l l a n o r A r t of 1978150 U S C l « 0 | l 

"ICl PaoM iamoM o * C I B T A J H DteCLoauat — N o c a 
e e r v K * p rov ide r , a efTioer r m p l a j a . a a c * n t t he ra r f . aha l l d a c l e a u> afi« p e r w n 
t t e t h e Federa l Bwraay rf l n « m a « a t M n te aat i f fht a ah ia i fwr t aeoam to i n f o m a -
b o n a racorda unde r t h a aeciMin 

aiwATWM av B v e a A i —The Federa l Bu raau rf t n « m i « c a i « m m a ^ da -
r i n f o r m r t h a 

i i « m i « ( a i « m ma» da -
_ » o n l y M a r o v t o r f ir. 

Ci de l i raa a p p r w a d by the A i i e m e « tirneraf f a f e r v i f n i n ieH ice fwe c e l l e n i o n ana 
v t ( n oaun tenn te l l i cence i n v m t « a i i e n a cDnduned by tha Fodara l Bu raau rf I f i v m 

l ^ a i i o n . and . w i t h raapaci to d M e m i n e t w n to an a f e n r y rf the U n i t e d Staiea. o(i:v 
J awrh l a f o r m a t i e n a c lea r l y m i e v a n t to the au thenaod r m p e n a i b t i i t a e rf * w : ^ 

* * " i T 7 R B H t a e a e u T T W « T C U T A I M C o a c a m a i o n A i . B o e i m ea i H P o a a D —On * 
a r m i a n n u a l b w a i h * D i rec tor rf t h r I ' t 4e r« l Buraow rf I n t m i i c a t i o n ahal l Tai: . 
i n f o r n i t h * Pe rmanen t Select C w m m i i t a un I n i e l l a e n e r rf t he Houae of B rp f»p . 
b v m o n d l h e Selar t C a m m i i i e a mn l n i e l l i ( * n a rf l ha S*neto ooaOTni iac a l l n s i M 
Biadr under k u f a a E t a n i b i rf l h a oan ioa 
- i n i O t M i e i t i a a a f a r 

' A * weed i n t h a chap te r— 
" I I i t he te rma de f inad \ a«rtMin l i l U rf t h a b t i a have, i m p e c b v a l y . u . r d r f . 
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(kJ r i M B - a i A a e w B a t w T — T W l a M e rf f<ap ie ra a t t he b a p a n i w rf p a r t I rf 

H f a 1 4 U a t t o d S u i a e Cbde. i i a m a a M by a d d i i « a t l h e a r f teUteiar 

nn. itefld vm Md 

Tkm blia aad tha f^aadmam»m mad* by tha btla ahall lake efbrt 90 ^|B rfia 
te tee rf the HI PI Pint rf thie Art and ahaU. m lha CM* rf aeadurt puauMi to a 

. ^ ——* —• -aanni mt^ 

- S l t l G a a » r f p a ^ 
t i a A p H t e w a far an a r t e far a pea r 
t i n . I m a a a m rf a a a r t e fb r a pea f a f i a t o r 
t l t t . A M B U a e * m B a i a i l a b e a a n d a m rfa aea « 
m a S ^ o r w a 

m a r " 

3123 rf t h a t i t l e 
m B a t e t l H P o r a w i I s t a l h f o a m Su rve i i l aace A r t rf i n l U U S C IHiJ et a q i 

t h ) b a v f f t o n . - T t e a a t e i t M n rf eubeeciMe ta l d o m aet app fy w u h meper t to 
I t e te rf a aaa m g i e i a by a p r a i i d a i rf a f a a r t a a r w t m — i r - r - i n t f a a r v a e -

t l ) r t e l t a f to l h a a p a i e u i a i . m a i n i e n a n m . aad l a a t a g rf a i * m a a i a n r o a a 
» l h e pemacuon rf te n c h t a a p tape r t y rf euch pee-

' o M r a rf I t e a e m o B 6 a m afcme rf ea r vae a a a -

I i a i l i a t a d 
• auch p f o v i t e . a a a t t e p r a e i t e f u r a a h i M 

toaard t h e aampfa ima rf te a w a i w m m i i w a a i i n n . e r a a m r rf t t e mrV^ 
te fans terfulanL i i e l a i f t i l a * l i M i wee rfaaaam^ a * w r t h te a o M a t e r 
te w a r r f l t e a e a v a 

t d P t o w ^ n . — W h a a w a b e i a i i n l j i 

- l a k e a p p l a a l w n fb r 
s rf a n o r t e u a t e a c t i o a 3123 rf l h a b i i a a u t t e i u ^ a 

u p i n r i a g I h * l a a a l U i a n and nee rf a pea r a « a t e r u a t e l h a chap te r , m a r r u i ^ 
• a t e teh o r oqutva lont a f l i r u a b o a . to • cou r t rf m m i a i e u i j u r « d a t a n . 

t t i U a l e a p e e h t e e d by S la to law. e S t o u i a v a a « a b v e a lew a n f b r m e w a l o f f i -
•e r a a y m a k e o p p l c e b o a far an o r t e a aa eaienaien rf a n ora»r u n t e a a n » n 
2 i a rf I t e b t k a u t h e n a i a c a a p p r v n a g tha i i a i e l l a l i n o end l a a rf e pea r a f w t o r 

[_ IB war o a t h a a q a i r a t e t a f T i r m a t w e . to a oeur t rf 

eabeecuea t a i rf t t e aec-

r t h a chapter , i e o n u a c • 
a m p a t e n t p n a i l i i i a 

*1>i C o n T M i e <» A/PUCafwn —Aa t 

I U t h e Iden t i t y rf t he a i t o m e y far t he G o v a a a a a t a t h e Sta to l e a a n f b r a ^ 
mea t a laeaat igat ivo e f f i m r m e k i r « t t a o p p l i c a i w n and t h e i den t i t y rf t i a faw 
teeraameat e g m n e e a d t r u n i the t a v a m ^ a t i e n . a n d 

t Z ) a e e r t i f i n U M by t i a a p p l a a t t h a t l h a l a f a m a t i o n L ikr fy to ba - * - e i na r i 
l » m t e a n i to aa a a j w i n c n m i a a l l a i m i n a n n n hetac m n d M t e by i t e a i a i i j , 

"141 the t e r m 'pen r ^ p a t e r ' i _ _ 

a a m h * r i m p u t e w h i c h rfenufy t h * a u m b * ^ d ieted* u r a h a r e i a i' 
tevilh r m p i c t to w i r * m m m u a a a l i o n a . ea the l e i e p h e r a l i ae u w h 

* inc lude any dev ic r uaad by i 
• f a h i l l i n g , e r racord ing i 

d b y i • 
l i t I h e l e r m e t i e m o y for the C a e o r a e a n i te Urn n a a m i w m v a a 

far te p u r p m a rf t he Fodarml R u f a e r f C n m t a a l P r a t e u r e , a n d 

K l t h a w r m - ^ t o ' m a a n a e S to le l he O w i n n rfColusdim Pue r to 
• a y m t e | a m a r l e m t e r y rf t h e U o i i e d Stoiee " 

, , i L S T ^ r ^ ^ J r ^ ^ l Z T Z " t * ^ far p e n n rf b t l a 1 . rf t he tie^ r-— ^ I, nil, ^ft^ ^ rteu^ le chepier Vii U a a a d S t a u p C t e m i 

a n d lha a m e n d 
e n a r t m e n t rf 

o rde r a ea iaea ion . 

IB) l a C m n a a i a - E a e e p t « prov ided ia awbHcuon (b i . t h a b t l a a n 
m a a t t m t e by t h a b t l a aha l l t ake e f f a n 90 daya e f U r t i a d a u rf t he 
^ A r t a a d aha l l . I B t h e ceee rf ooadur t pumwan i to a cou r t o r t e 
g r f y ter v u h m a p e a to flBwn o t e r o a - T l a a i r r i a m t e 

(b l S m * L RuLB raa S T A T B A i m r a a a a T i e a a oe I w n a c i F i i o a a - A n * p a i l a a t a i 
a r t e e r l a a r f t e o n w h a h w a u M be v a b d a n d fawful w i t h e u i ra«a rd to t h * a m e n d 
* * * * * ^ * ^ M » » t e a a d 4 i w auch amend-
— t e *• M c h o r t e a l aa i a l f aban a e n t n d u n a g tha pa n n d faagmaiBg ea te d e w 
« B h a m a a d m o a u take a f f a n a n d e e d u « ee te a a r i a r rf— 

(ll te day brfen te dato rf te lakiac <Mbn rf — a-| « SUM law t*. 
tpar^ m orta to m t e ordaae er iMallaiwM uate Federal lew M ] 

i r f l t e Art 

The ptfpotc of the t t ^ U t i o n m t iMnr i t i t le IS of the United 
S u t « Code to prohite the micrcepiion o( ccrtun eldctronic coin-
mmucRtkom; to provide proccduna for tntorwpcion of doctronic 
communicatmm by M c n J la«i enforcement ofTicerv: to provide 
praadufm for i r r i a to commuaicetiona raoords by federai Uw en-
feroememomoera; to provide praoodurva for fatieral law enforcc-
Bont acoaaa to electrontcaJly stored communicationa; and to t i e r 
certam prooadural raquimDenia for interaeptioo of wire oommuiu-
catMQB by federsl IAW eaforoement oflioera. 

HtfTOBT 

When the Framen of the Constitution acted to guard affairiat the 
erbitrery uae of govemment power to maintain aurveillance over 
cilueoa, there were limitod method* of intrtiaion into the "houaea 
paper* and cfTecu" protected by the Fourth Amendment. During 
the intervening 200 year*, development of new methods of commu-
mcauon and devioea for surveillence has cspanded dramatically 
the opportunity for such uitrusiona 

The telephone is the moat obvious eaample l u widespread use 
made it terhnotogicmlly ptMsiblc to intrrcepl the communications of 
atuens without entenng homea or other private places. When the 
laaue of govemment anreiepping rir»i came before the Supreme 
Coun in Oimsuod v Umiad Siaua. 277 U S. 438. the Court held 
that wiraupping did oot violau the Fourth Amendment, since 
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" ^ J i a taeaaare rf e n o r t e far e pea r e g t o u r 

*na> I n t i o M B a u . — U ^ an a p r f n t w n n t e e u i r f a ea r tmn 3 t Q rf i h a l i i l * . t h * 
C M r t ahal l en ter e n »a p a r w a r t e a w t h o r u i o g the i n o t o l l a t m n and u a rf a pea 
m g w i a i w K l t M t in - j u r a J a t u m rf i l w cou r t i f te oeur t fite tha t t he a i i a m e y for 
te p v o m m o a t a the Sta te tow o n f a r a n m n t a • n v m b g a u v * e f f n e r te e a r u f a d to 
te cowrt t t e te m f a m a i a a l i ke l y to bo i f n a i r r r ^ by a 

ear rf a l a - • 

" I h ) C D c n a a m o r O U M — A a a r t e 
t l i a t e l a p a c i f y -

" l A i te teniity. rf k a e o a . rf te eemea to a h e m a b a t e a m w h o a 
B B « a a teed the M f a e h a a i l i aa to w h a h te pea r a g i e u r a to be a i i a h a d , 

~ iB i te teibty. rf h n o w B . rf te peraoa w h o a t h e a u b ^ rf te c n m i -
te invmt igatMMi. 

~iC) te BuBthar a a d . rf b n e w a . p h | M e l leeauea rf te l a i a p h e M Lne to 
a h a h te pan r a g a t o r a to be e i i a f h a d . a n d 

" i D l a a ta temeat rf t h * e n * a a * to a h a h te a r f a r a a i i e a h b r f y to af r 
ta tned b r tha pan roga to r re le iaa. a n d 

t Z ) tell d i r a c i . open the ragwaa rf te a p r f i a a t . te A i r a a h r a g rf m f u m a 
t a n . fac i l r t aa . a n d l e r h n a a l e m a i a i i r e a a a m a r y I 
o f te pan ragwtor under a a c t a n 3124 rf t h a tA to 

t c i T i a a P i B i a e * H O l ^ r B a a o w a A B a r t e a i 
• u t h o r t a * te u H l a l l a t M a a a d aa* rf a pea m f a w r I 

^ 2 * Cataameaa rf e t a h an o r t e m a j be f i m i i e d . te te* apaa aa ap 
• a e r t e u a t e m c t m n S I H rf l h a u t i o ead wpoa te j u m a a l A t e o g roqwuad by 
•Bhaoct ion ia> rf t t e e e c t e i T t e p t r m d rf i n i i i i i i i teU be far a p a r w d a m to 
• • c t e A d a v * 

" I d l N o P M B c i M u u « p Camrawcs ee P n K a B a n a — A a a a t e a u i h a r M B C s r a ^ 
te ina to t la t ioa a n d l a a rf a pea rag imar eha l l d i r a A t t e — 
l i t e o r t e ba aoalad u n t i l e t h e r « M ofdarad by the cou r t , and 

t 2 > te p i r a w e w a i a g w leaauig te l ine to w h a h te pen r a g a t o r a at 
tachad. a w h o te ten e r d t r a d by te ceur t to p r a v t e aaaaianea to U a a p p i . 
can t , te d a c l m a t h e e i a i e n o e rf te pea l a f a t e r a te e i i a e a n r rf the lavaa 
t a a u o n to te l a t e e w t e n t e . a to aay o t t e p a f e e ^ a a l s a u a t J e t e r -
w a a o rda tad by te oeur t 

- 13114 . A m a t a e w l a h w t r f f a i l a a M d a m rfa pea w g f a u r 

"nai I M G S N C B A I . — U p o a te r a i i M i rf M a t t o m e y f a te g e w i t a a i t a w e f f i 
in foa temeai agency a u t h e r u e d to ine to l l a n d uB* a pen r a g w U f undet 
I p rov ider rf w i r e r o m m u n a a t w n a a m m . l a n d l o r d , cua ied ian . a m h a r 

B*moa aha l l f u r a a h auch i n « o « « a t i v e a law o a ( o r e * m * a i o A a a r f o r t h w i t h a l l u i 
• • i i i e i M i i i Cecaliiae. a a d u r h n a a J aaaatanee aaeeaaary to e « a m p J a n U a laataJla 
Uae rf te pan r a g a t o r u n t e r w v e l y a n d w i t h a m i n i m u m rf tn to i fa renee v t t h the 
e e r v w m i t e the peraoa ao e r t e a d by the eour t aoBarda te par ty w i t h r m v a n to 
a h e m te i n a t a l U t m n and uae a to take p t e * . d euch aMBIeaea a d t f a r t e d by « 
eaur t o r t e ae p r a r r f e d w e e n w n J l Z h b i i i r f t h a b t l a 

I b l Coar«Me«tH>M — A p rov r fa r rf w i r e eommua ica t ieB m r v . U n d l o r d . n a t e d i 
w h o f u m a t e f a c i l i t a a a l a h B a a J a a M t a a a purouaat u i h a 
H n a W y e 

p rae id ing auch f e c U i t i m aad a a e a t a n m 

3 i a Bapar ta l e a r a r a l a g p M ragfatara 
" T t e A t t o r r a y C a w r a l aha l l aAnwa l t * rapert u Ceac rem oa t t e n u m t e rf ear. 

r a g a t o r e r d e n a p p l a d far by law ea fb raemeat egencae rf te O e p a r t m a n i rf Jua 
Uee 

* | 3 t a De f l a iUeee f a r chap la r 

" A e u t e m t h a c h a p w r — 
"111 the l e r m c o m m u n a a t i o r a c o m m o n m r r a r ' haa 

te l e r m c n m a o a o a r r w r ' i n eeci iun 3 i h i rf t h * C o m a 
U . S C l U h i i . 

~ l2 i t t e l e r m ' w i r e c o m m u n i c a t m n ' haa I t e 0 
m m c b o n 2&I0 rf t h a lU le . 

" i l l l ha t e r m cou r t rf eompeton i f u n ^ a i a n ' • 
" l A i a d a a r a i e e u n rf t he U n i i a d S t o M i i a t f u d i a ^ e m ^ a i r a t o r f auch a 

e e u m a a U a i t e d S u t a e C e u n rf A p p e a b . a 
"xBi a c e u n rf gonera l m m m a l junadiCTion rf e S i a t o e u u i o r u e d by te 

l a a rf t t e S i a u to eater oedata a u t h e r a i a g te m * rf a pea m g a t e r ; 
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there was no searching, no aeaure of anything tangible, and no 
physical treapaas.' 

But the Otmattad caae is remembered not only for its holding but 
for lhe praacicnt dteeni of Mr. Juatice Brandeis. who predicted 

Wsys may some day be developed by which the Govern­
ment, without removing pepcrs from secret drawers, can 
reproduce Ihem in court, and by which it wi l l be enabled 
to eipoae lo a jurv the moat intimsie oocurrences of the 
home . . . Can it oe that the Constitution affords no pn> 
taction against such invaaions of individual aacuriiy^ " 

Forty yean later, the Supreme CtHin accepted the loric of Jus­
tice Brandeis in K a u v. United Siata. 389 U S 347 (1967). holding 
that the Fourth Amendment appliea to government interception of 
a telephone converaation At the same time, the Court extended 
Fourth Amendment protection to electronic eaveadropping on oral 
oonveraetions in B*rgrr v Nru- York. 388 U S 41 (1967) 

Congisaa reaponded in a comprehensive fashion by authorizing 
^ e m m e n l interception, under carefully subscribed circumstances, 
in Title I I I of the Omnibus Crime Control and Safe Streeu Act of 
1968.* which has come to be known as the Wiretap Act. That legis­
lation protected two common types of communication—telephone 
oonveraatitma and face-t»face oral communications—against elec-
tnmic eaveadropping. Specifically, the law barred the interception 
oX wire communications over a common carrier unleaa an appropri­
ate court order had been obtained.* Further, i t limited the concept 
o i interception to the "aural acquisition" of the oontents of a com­
munication.* "Oral communications" were protected only in nr-
cumatanoaa where there ia a rcaaonable eipectatton of pnvacy * 

N A T V B I o r TMB PsoaLUi 

Althotigh it is sti l l not twenty years old. the Wiretap A a was 
written in different technological and regulatory era. Communica­
tions were almost exclusively in the form of traaamission of the 
human voice over common carrier networks. Moreover, the oon-
tento of a traditional telephone call disappeared once the words 
transmitted were spoken and there were no records kept Conae-
ouently the law primarily protecu against the aural ioteroeption of 
Uke human voice over common carrier networka. 

The legislation did not attempt to addreaa the inUroeption of 
test, digital or machine communication.* This atatutorv framework 
appears to leave unprotected an important aactor of the new com­
munications technologies. 

Many communications today are carried on or through systems 
which sre not common carriers. Electronic mail, videotcs and simi 
lar services are not common carrier aemcas. Under existing Is«k 

> t> l—i—a * L 'Mud S t a i a 
b a l m - U'S - ' * U j IV IWM. ' • • r iA j a h o t ^ a p r i ) •**•< 
v n t a u r e » n n A w t W w m - . CaJi fem^ * O r w o - U S - i 

•rrr CS al t:4.ac( 
* I* usr mitMam 
• l e L ' S C v , \ \ 
' l e u s e U l O 

nUMu i a —anrnai torn a«i 

• te te Na l o r . tout C o ^ . I d te I 
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UM tnlorapcion of thtm mrneee or the duclaur* of the eontenu 
ti mmmgm over 0mm Mrvion an probably not r«guUt«d or r*> 
•bided. Moraovor, totiJly privaia ajrcuma ar* rapidly faatng dcvel-
apad by private eanpaniea for their own uaa. It ia not unoofflmon 
far buaiaaaaM now not lo uaa the local letephone comepny in aome 
ioetaDflaa the lenf diaUnoe nompaniaa in the creation of voice and 
dau aetwarta Suae thaa* network* are private they era not cov­
eted by eiietin« Federal law. lo addition, dau ia tranamitied over 
Iradiaaal laUplioo* airvinei aa wall ae by thev aervioa. Since 
dau. unlike the human voioe. cannot be aurally inUroepcad, it ia 
• I M larialy unregulated and unnatrictad under preeent law. 

IWay, wa have Una Kali electronic mail operationa. cellular 
aod ODidlMa Ulephonaa. pacing devicee, miniaturiied trenamiiur* 
tar tadio aurvaillanne. and a '*—'•»* amy of digitiaad infonnation 

th* Aitur* ake 
iuarcepud 1%-Mtbar 
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nor* than eoocepu two decadae i 
hnologtea that bold mtch ptomiae for 

th* rialc wet our eoaununicat*ona will be 
•d ll' Mtbar phvate pnrliM or the goveramenL 
I the Fe*aa<y iiaaiiiii engaged in more lelephone aur-

vaiiMniw and wirMfpau the* in any yaar aince 1973.* Mamii ii, 
aaanfding to a lasaat inidy by Ihr OMor ef Technology Aemm-
wmBt, Federal agcaciea ar« ilaain'iit u «•• or aliiifi ua* tadio 

I (2B ageneiea), arifeilar telepMoe ineiiainimi it agiiirnMi. -
I US ttmtmt. pan ragiaut* (U ^eociea).^rtar 

lit a^maatl.' 
n u iacreaaad Me a( a laric^ of daareine lui uiWaina dmew 

aloDa ia nat caua* hr alara. Thai* era inaianraa when a paitkular 
•Iwimnir aurveiUane* lecfaoique ia juatiTiad in a criminal invaati-
•aiioa. Oaugi— hae racogaiaad thia by permitting—under careful-
If limitad circumalanec under the Wiratap Act—the upsing of 
laliphoni call* or tha bugging of room* However, deapite tfforu by 
both Crmrimm and th* eouita. • • legal preiaction againat th* un-
rmiinilil* mt at ummm avMillance tedujquee haa not kept pace 

n * atacotory defidancy ia Title m arith reapect lo non-voiee 
eaBmuaieetien* hea been eriticiaed by eommenuisia, Coogneuon-
tl axparta, aad mat leoently by both the General Accounting 
Office and thr Oflioa of Technology Aaaaaament.'* The dancer ie 
aloquantly pointed out by Piufiui Richard Poanar (now United 
aatae Circuit Ceun Judge): 
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. In the afaaence of market dieciplin*. tiMr* ie no preeum^ 
tion that the govenimeet will itrik* an approprialt bal­
ance between diecloeur* and conftdtntiality And the enor-
moue power of the govemment makaa the pountiaJ mnat 
quannaa of ita anooping far mor* t̂nimnM than thaa* of 
. . . a privau individual or firm.** 

Thia legal uncertainty poaae potential prahlema in a number of 
•rae*. Firat. it may unnaceaiarily diaoourage potantiai cualomen 
form uaing auch •yatama. and eneourage unauthoriaod uaera to 
cbiain acoaaa lo oommuaicaliona to which they ar* not party '< 
Lack of clear nandarda may alao ezpoe* law enforoement ofTioer* 
la liability •* and endanger tha admiaaibility of evidence.'* 

But moat important, if Cengnae doea oot act u protect the prive-
cy of our dtiaene, we may aae the gradual eroaioa of a pracioua 
tight." Privacy cannot be l*fl u d*pend adely oa phyaieal proiac-
tian. or it will gradually erode aa technology ftdvaneaa.** Addition­
al legal protection ia neoeaMry to eoaute the vitabty of 
the Fourth Amendment •• 

The Commiuae believea the bill ripiaaanta a bir fa^ 
taaoii the privacy eapecutioae of citiaaaa aod tha letiliiiiiii need* 
ertawaafmeaeot. 

TamomMvtncmoMs TacMMibaam UHon CinuMT b t » 

When Cengrem peeaed the Wireup Aet in 1*68. meet Ulephone 
call* war* tranamitted aa they alwayi had been by wire. Other 
lachnologiee. however, were already en the horinn. ao inevitability 
implicitly recognimd by Congiaee in protecting uUphone calla car­
ried "in whole or in part" ever arir*. 18 U.S.C. ZSIO Today, ooly a 
minority of ukphotie calla ar* made through wire alona; the ma­
jority nwnhine wire arith aome form et radio lachaology, uwally 

a. aicmtaui 
Microwave conaiau of extrwnely high frequency radio wavea 

traaamitted pointHo-point on linfr<f-aight path* between anunoaa 
located an tower* or building top* Un mnatrial mkn>wav« ly*. 
tame) and between aatallitea and eerth lUtion "dieh" enuanaa fin 
aauUit* baaed eyauma). Like meet radio traoamiuioa*. the micro­
wave portion of a ulephooe call ia vulnerable lo tnieroeptioo.'* 
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Th* *quipa>cnt to cempktc an interception can be eipeniiv*. and 
the laek dtlTicull. however, th* practicr i* aufTiciently well knoan 
aa to ba an option lor lauUite duh owner* and for foreign intclli-
geoc* agencie*. flri^ti Ifte e>aiiability of th* lachnieal meen* of 
mlaioeptjon of nuCTVaavc Irananiiaeiona. auch tranamiMMna are 
proiecMd by the plain language of Title Ul. 
k OilUtlar Ttltpluxit 

la IWl the Federal CommunieeUona Comraiaaion approved the 
•at of cellular ulephone aenricea " Thi* technokwy uaee both 
radio tranimiaaioni and wire to make "ponable" ulephone •*rvice 
available in a oar, a btiefcaae. or in rural areaa not reached by ule­
phooe wire. 

lo e cellular radioulephone eyeum, large aervice aiaaa ar* divid­
ed iau honeycombahaped aagmeou or "cella"—«ech of which ia 
equipped with a low-power tranamitur or bee* eution which can 
Piouv* aod radiau mmaagui within iu parameuia When e caller 
dial* a number ao a cellular ulephone. a traoaceivcr eend* aignala 
ever the air ao a radio frequency u a ccU aiu From there th* 
•goal travel* ovar phon* line* or a microwav* to * compuuriiad 
mofeil* ulephoo* ewiuhing office ("MTSO") or eution. The MTSO 
automatically aod ioaudibly •witcha* the conveiaatioo from one 
beee Motion and one frequency u another •• the portable Ule-
^ane, typically in a motor vehicle, move* from cell to 0*11." 

Callular larhnology. becauae it ia mere compWi. • owre difTicult 
to muroept than traditional oiobile ulephenet. it ii. however, 
mora aeoaaaible than microwave tranamiaaiona CcUntor Mbphonc 
«lla can be inuicepud by either eophiaticaud ecannei* dnigsnl 
far that purpoae. or by regular radio acaooer* modili^ lo murow* 
.aii»i». ealla.** 
. The aviilahility of ihii technali^ frnm m Xrmtlli^ conflict be­
tween the Uehnslagy of eurveiOaase tmd new lechaiquee of cooi. 
Buaication uautg radio bueraqeinii nf oelluler call* ia illegal 
under current federal law.'* K\ Icaat aw auu haa paeeed elew 
^aoTically aimed at prataa^ oelMv «o(k.'* Notwitfaetandiag 
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theee legal proacriptions there renuins a real-life conflict as inur-
eeptton technoltigy catches up with communications develop­
ment.** llie reeolution of theee oompeung ioierasu was carefully 
oonaiilervd by the Committee. 
c CordUm TrUphomtt 

Cordleea utephonea are another new telephone technology pre-
aenting a conflict between communication and interception- A cord-
leaa lelephone conaiau of a handset and a base unit wired to a 
landlinc and a houaehold/businesa electrical current A communi­
cation ta trafvmittad from the handaet to the baae unit by AM or 
FM radio signals. From the baae unit the communication la trans­
mitted over wire, the same as a regular telephone call The radio 
portions of theee telephone calls can be ioteroepced with relative 
aaee uaing standard AM radioa ** 

"HM legality of intercepting oordleas telephone calls haa been 
fully litigatetl in only two states- The Supreme Courts of Kansas 
and Rhode Island, both construing federai law. have held that evi­
dence obtained by an inurception of a oordleas ulephone call by 
taw enforcement ofTicials without a warrant can be admitted at 
trial.** In each CMe the court waa convinced that the radio portion 
of a eenveraatton waa enutJed u no legal pracactioo against uiur-
oeption.** This approach aharply ooonicu with the n«ior relevaat 
federal caae 

ThMe oouru were not required, however, to decide the hghu of 
the other party to the converaationa in thaae caaea. peraons using 
ODovanCiooal landline ulephonea. While it it poaaible to argue that 
a peraoa mtr^ e cordleea phooe kaowa or haa reaeos lo kaow that 
the call OB be OMily overheard, that aigumcDt doaa not apply to 
the oClMr faity lo Ihe oonveraation. 

DATA TmAwniiMiniii AMD iLKraoinc MAIL 
When Congreaa enacted the Wiivup Act it apaciTieaily excluded 

the tranamiasion ef dau from protection against privaU aad gov-
emDeotal inuroepciona *' In the inurvening yeaia. dau transm is-
aion and eompuur aynema have become a pervasive part of the 
buaineas and hooke cnvironmenu. 

Compuur and ulephooe technologies have mergad: the raaulting 
new f « n * r M " t e c h n i q u e a utilise eompuur terminals and 

* * S w a M a « naLai i iM e M A J i l M i B J I W i . l u M « H a m C W I U a » . r t P U » 
titsai 

• • M S A M « l 8 . Z U I U a m . m r u m T W « a * » - - r t a « e l i r f j j l ihai i a a - « i « w i t . a 

«a A aa ai M 2U M 

M ' f ^ ^ m W a «s«Kiaw« af p^*ao S U M • OBLAIAI 

hai M AM f«a» • M • «»w •^Uua *^ e | rf II USC Blftii. tSafrfara M. 
i i in - - rf le^iml aaMn^a «•» A jg ai « M . . ^ 

UaiMe eiaim » HaU F M IM (MM Or iei»* tiaia iiia • rf (Briw rf m^te 
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video display atieens. aad freqitently transmit dau over ulephone 

atituu for \ 

The array of servieea include electronic bulletin boaraa, electron­
ic deu beaea, videouzt aervioee. and remou computing. Some of 
tiMae new eefricee permit an individual u use a keyboard and Ule-
ebooe to Iranemil electronic meaaagee and daU and to receive 
aateiractive aervioaa featuring banking and other financial aervioea. 
tfc*pp«"g news, oieasagea. and education. Many of theee services 
alM raoBfd the nature ef the transactitms engaged m by the user. 
Ib iM, the new lechnologMa rrpreeent both an exploaion in eooimu-
»»*i»*MM» epportuniliaa as well ea aurveillanoe paeaibiiitioa** 

O M ef uie most popular new eompuur aervioss ia electronic 
mmi, a aarvice which oooibinee featuraa of the Ulephone and regu-
W I t e daaa mai/. Electronic mail can include uUz . u leua . lac-

I na i l and mtaed ayetems that electnmically tranamit 
n / a-mail uaera have found it a uaeful aub-

r is i tahi i is rallfc w^ihr oc^aarv utilise i t instead of the gov-
pwtaf aarv ice. 

Dectronic n a i l d A n f iom rovidBr aa i ) ia three waya. Firat, e-
M i l ia provided bf jmi partiee aad thua net wfrject u govem-
•ea la l eootrol or MguleiUDfi iMder tha poatal laws Sccmd. it is 
iBlaractive in oatura anJ can involve niriually iosHurtaueuus "aw-
Ttraations" o w n like a ulephone call ttwi vaail. Viaally. e-mail • 
diSerant from regular mail becarae the electronic oommunicatoan 
provider m part of the aervice a»y UcKsically ten acoaes to & e 
eantenu of uie meesefte and ne^ retain oofiies of transmiesfena.** 

Any diecussioa of the appUcatMm of current law mvemm^ inter-
etption of e-Okail or ths uee of c-m&u surveillance begins wiui the 
Feufih Amendment, which protects our reasonable expectation of 
pr ivvy. Thi tn are no reported caeee yovenung the acquiaitian of e-
nmil by Ihe yovt i i i imnt. ao an application or the Fourth Amend­
ment to the mUrception of e-mail la speculative. I t appeara likely, 
however, thet the oouru would find tnat the parties to an e-mail 
toansajaaioB have a "reeaanahle i pe r te t i np ef prrvacy** and that a 
varraat ef aome kind ie raquirad. 

Aa for aututofy pracactun, while there may be eoroe l im iu oa 
guiemmint aoeeaa U e-BuiJ msaeagra from an e-mail provider. 
l>wfe do oot appeer ta be any federal aututes which directly ad-
d r « i tluB iaaue."* Title Ul would not apply, siace it is limited to 
Ihe "aural aoouiaitioo** of the contenu « a communication, and e-
mail UBually ooea not involve the tranamiasion of audible sound.'* 
n m Cooununicatiens Act might have sonte limited application, e i -
ogfUBC law aaieraamaBt officials.*^ The Foraign Inulligeooe Sur-
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veillanoe Act, however, eould be reed U require federal law en-
folcement ofTicials to obtain a court order before engaging in "elec* 
Uonic surveillance" that aoquiree the oonunU of e-mail eommuni-
cationa** 'Dkese criminal prohihitiooe do oot apply to pr ivau per-

aaaion oufptmNO n a v i c M 

The use of rameu computing aervicaa haa alao dramatically in-
craaaad.** Hany peraons uae the facilitiee of theee eerrioea to proc 
aas and atora their own dau . 

A subacriber er customer U a remoU computing eervioc trane-
m i u records to e third party, a service provider, for the purpose of 
eompuur proooeaing- Thia prooeaaing can be done with the custom­
er or subKriber using the facilitMe of the remou O M C ^ U M eervice 
in eaaentially a timesharing arrmngcment. or it can be aooom-
pliahed bv the aervice provider en the baaia ef information auppUed 
by the subscriber or customer. 

As with electronic mail, remou computing servioes are still rala-
tively new, and thera ia no caae law directly oo point Proceeding 
by aaalon, under current law a oufaeehber or customer probably 
hM veryumited hghu to aeaert in connection arith the diacloaura 
of raoofda held er mainuined by remoU oomputiog eerviosa «* It la 
takciy, however, that oonunU of customer daU e^iey a higher 
dapoe ef Feorth Amendment procactieo.*^ 

An iiii isMiiiglji important adjunct lo the telecommunications 
ayaums is the paging sysum Radio paging ia eeaeDtially a one-way 

I aarrioe. Recent eetimatea indicau that there are over 2.6 
million pagera in operation, tbasa numben a n expected to double 
within five yeata.*' 

Thera era three haaic typee of paging devioea: lone-only, digitali 
and voioe.** In a tone«nly pager ayaun an outside party placee s 
Ulephone call U the paging service which in t u n sends s signal to 
the user indicating l i u t the ueer haa a Ulephone call The uaer 
must then call back a speciTic phone oumber (often an answering 
servioe). The digital or display pager parmiu the ueer to receive a 
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d ig iu l er alphanumeric raoMag* on a diiplay icrven A voice pager 
MUUU a peraon who wiaha* to communiou wilh the ueer to 
leave a r e o o i M meaaag* which ia then tranamitted to the ueer 
Uke ueer actually hean the voice OMaaage. 

The only reported ceee oo thia technology. Dortty v S l a u . " in-
vahna e voice pegcr In the Dorwey caae. the court upheld the uae of 
a aaoner by the police U inurcept voice meeaegce tranamitted 
• • • r a paging ayawm U an alleged dnig dealer. The court held thei 
th * * * m^Mgoe era neither wire nor oral oomfflunicationa and, 
therafor*. auch intereeptmoa are lewful.-i 

Acoordiog U the Unilad Suue Depertmenl of Junice, however, 
the three type* of paging d*vio«* raquir* dilTcrent level* of eutulo-
ry protection.** The Drpertment reaaon* thai "tone only" pager* 
carry oo raeeonable eipecution of privacv and therefor* no court 
order t i required b r a govcranirnt officiel to inurcept or monitor 
euch aignah. The M O I I I ipi ion of ' di ipUy pegera" ia. according to 
the Orpartaeni of Juauc*. aleu not within the ambit of Title 111: 
the Deimrtment ffnnneriee. however, thai becaua*. uae of iuch de-
vioa enoompeeeee a reaaonable eipecution of privecy, governmen­
tal iauroeption of m i m i g i i over auch a eyeum requirte uee of a 
eeerch warrant under the Fourth Amendment * ' Finally, the De­
partment ef Juatioe conclude* thei e "voice peger" i* l imply the 
eootinuation ef an origi iul wire oommunication, and therefore a 
TUe m oourt order ie required.** 

1>« pnvacy of telephone euatomen can alao be affected by the 
•ae ef pen ragieiera or other device* which record the numben 

1 nom e I " • I Ulephone.*' Pen regiiura can b* uaad by ulephone 
•ompaniai for inlemal buaineae parpoaee ** aa wrU t t bv the fov-
emment (or lew enforoemenl purpoaae.*' b i> Uua gsvcvamnuil 
uae which haa pneed tb* moet dif l iatft i i i f i b r Congre* and 
Ihaeouna.** 
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The United S U I A Supreme Court hae on two occaeions decided 

caaea involving queeiiuna eboul the legalitv of inaullation and u n 
ot pen ragialers Unttnl S la la v. N.Y. TrI C o " presented the 
quewion whether an ordinary acarch warrent wee iufTicienl u> eu 
thoruc govemmenl uee of a pen regiaur The Court held thai (hr 
eiiating federal wireup lew wea not implicated by the uae of • pen 
r^iater.* ' and lhat federal dialrict judgee have authonly lo laeue 
warranu directing ulephone company oooperation with lhe inaial-
lation of pen regiaur* ** 

In SmilA v Afoo'ond •• the Supreme Coun found that U » en­
forcement ofTicial* need nol obtain e eeerch werranl before iecur-
ing ulephone compeny cooperation in the iiutallation of a pen reg­
iaur " The Court reaaoned that beceuee the peraon who u*ed th * 
Ulephone volunuri ly diecloeed the number* dialed there wet "no 
reaaonable eipecution of privacy." eliminating Fourth Amend­
ment protection.** 

The current practice of federal law enforcement agencic* u to 
obuin a court ord»r. under Rule S7 of the Federal Kulae of Crimi­
nal Proceduree." befor* uaing a pen ragiaur * • Th i i practit. con-
forma with thr Foreign Inulligence Surveillance Act.*' which cre­
ated a requirement for a court order even in a domestic criminal 
caae •• OuUide th* limited conu i t of foreign inulligence. Congr.na 
hae apecified no lundard for obtaining a pen renaur court ordrr. 
Thu* current caae lew and lUtutaa leave federal law enforcement 
ofTiciale with virtuelly unchecked diecretion to obtain infarmatioi. 
through the uae of pen regiaur*. Al l the govemment need* u do w 
make an application u a federal oourt; no independent judma! 
review of the facu ia required. 

Electnnic communication technologiea have become w perMaivr 
that c iune i t« reeorda ere maintained which reveal a great deal 
about taw ladrviduala interact with each other. For d«cade*. ule-
phomt oorapaaHe have maintained Ulephone lol l raoordi and ule-

mtt er.a_ kaaa. t l O. tm. 
VmOM S u t a . l U L ' l i r . i l U : 
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graph oompaniea have kept copiea of letegrama Therr ia a body of 
few which edJiuRoe the queetioa ef government eeceea U thia 
data.*' Similarly there ar* lege! rulee which l imit t-he esseas U irn 
hrmation about poatal oorTUepondence.** 

JY^ newer technolflgiee auch aa electroiuc mail and remoU com­
puting aervioee maintain a type of recorde which do not neatly f i t 
within the legal a t ^ o r i ae which eaiat for older technologiee Thie 
l ^a l uooertaioty hm eaitfed u imain within the hi i i in iai communi­
ty Ibr eevml I O M I I M Firat, u the ezunt that potential cuatomer* 
bove lorn proteetioa when they uae an electreoie niedium than 
with paper, t hen nwy be a diaincentive to uae an electronic eerv. 
tee.** Second, i f peraona with reeorda have a choice of mainuining 
them " in houae" or with a third party, they may be lee* inclined to 
f t outaide i f auch a move deprivee them of legal r ighu lauch aa 
ootioa aod an opportunity U oeoteet govemment aooaeel. Any 
eflbrt u leeefvr t hu legal uncertainty ahould Arat proceed from e 
oamplate uiidef«taiiding of Ihe eaiat ing law with reapect to more 

niiplttm loll itcordt 
At a ffneral matur u le fAme nmpanim 

oiUs nlKod from a telephone fiat bilUac |iiii|iiieie Theae buaineae 
n o o i ^ are primarily laad by th * ulephone rnnipMi) for i u own 
puipama. At the federal level I h * government <an legally obtain 
atama u euch racorda baaed on a graod jury er t r ia l eubpoma er 
through the uae of an adminiatraiive awmniorie authoriiing a ap^ 
cifK federal agency to ebtain recarifa ** Such govemment eeoom ia 
uaually in eoooaction with an angotng cr imi iu l or civil iovaatiga-
tiao.*' The moM frequent uaa of Ihia iovaatigative lachnique ia by 
the Department of Juaticc.** Requeau for ulephooe toll 
wauld appear u eaaily eioeed 100,000 per vear.** 

At the l U U level, aooie lUtaa have plaoed l im iu on acciai to 
Ulephone u l l laoords by aUU aod local Uw aofofoeioent. Colora-

J * l S t a e i n i l , a . a w n mt t t tmt a ( 
>. W : U 3 t t f u r * , l e a i a a i . m f t m l , t t a 

L M U J t r . T S i W I t M -

I W w . rf a a i I 
a a i fekw e ^ a a a | r f mimmmtt^ tmtbmt a thmm — _ _ a a a i a _ e ^ k . y i i a n ^ ^ i t m a i a 

do.'* Cali fornia." PenMylvania." and New Jeraey.** have all re­
quired that a court order be obtained before ecoeee to ulephone-
craated traiHaciional information can be (ranted The m ^ r i t y 
view, however, eppeara U oonfora with federal law, that ia to 
permit aeoaa* b M * j ao aay form of legal peeoaaa.'* 

TVitgium* 
Tt t t applicable federal law would appear to permit governmental 

I t t to eopiae of ulegrama baaed oa the uee of a aubpoena.'* 

first rloas au t f eewcAei and mai l too tn 
One of the moat frequently uaad forme of priveU oommunication 

• the government operated firat claaa mail lyaum Therefore, an 
Miaemeot of the l imiut ione erhich have been placed en govern, 
mental taomt to the oontanu of and/or tranaartinnal information 
conceming f i r u CIMO mail umeepondenee ia relevant u any deur. 
^^i.^.|ina about what legal r ighu ahould eaiat with reepect u 
aoceee by the government U newer forma of mmmiinirationa 

Under current Federal Uw, a eearch warrant baaed on probable 
auae ia raquirad bafof* the govaromeot can eblaia the oaotanu of 
a firat claee letter.'* 

A lower aUndard is uaad for government aeem* to mail ooven, 
an i i i ieei i iar im technique whervby the poetal aervice records the 
m i t tm a i ^ MliliRmaR ef piienns who w r i u to ao iovaetigative 
target or to whom auch person writoe While the United Suiee 
Poetal Service doM place l im iu (by regulation! oo tha uae of t hu 
lachnique, oouru have thu* far declined to find a Fourth Amend­
ment iouraat implicated by the practiea." 

Srani ixHT 

b^ialat ion amending the Wireup Act to include new lachnol­
ogiee. H.R 214. wa* firat iotroducad in the 95th Cocuram by Con-
• i M i i i a n Robert W. Kaaunmeier, Chairman of the Subconuniiiee 
oo Courta, Civil Libartaa aod Ihe Adminiatratioo of Justiea of the 

• r .• « S w M a . Mt t st l i s OM* O Crf» llOli. Pfcava a O C a H 
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Z T u a t t L u t a H B-ie 

Hmee Committee on the Judiriery. That legiiletion grew out of 
erideeprcad general concern with govemment surveillence ' * 

Although H R. 214 woe not enacted. Congreeeman Kjuunmeier 
reviaitad the eubiect in general oversight hearings held in Ihe HIMi 

I entitled "1S84: Qv i l Libertiee and the National Security 

Aa a raeult of thoae hearings, a bil l . H R 6343. sraa introduced in 
the Mth Congrea by Cone ••* man Kaaunmeier that served aa a 
model for ItguUtioo in the 99th Congres 

Ikir ing the 99th Cengleee. the Committee, ecting through the 
subcommittee on Couna, Dv i l Libertiee, and the Adminiatralion of 
Juetice—held four days of hearings on H.R 337H the bil l on which 
H.R 49S2 is baaed, introduced by Chairman Kaaunmeier end 
Ceng Carloa J Moorhead. rankiiut minority Member of the Sub. 
eemmiiue. An identical bil l , S ISeT, waa introduced in the Seneu 
by Sen. Pelrick J. Leahy, ranking minority Member of the Subcom-
mitue on Paunta. Copyrighu and Trademarka of the Seneu Com­
mittee on the Judiciary, and Sen. Charlee McC. Mathiaa. Chairman 
of the Subcommittee . 

On Sepumber 26, 198S. the Subcommittee heard fitrni the follow, 
ing witnemee: Seneur Petriek Leehy (United Suue Senator from 
VemontI : Philip M. Walker (general regulaury ceuneel, CTE Te­
lenet Inc , on behalf of the Electronic Meil Aaeociauoni: and Philip 
l l . Quigley (president and chief eiecutive oflioer, Pecul Mobile 
Cempaniae, oo behalf of the Cellular Taleoommunication* Industry 
AaRorialion). 

CNi October 24. I9SS. the subcommittee heard from Fred W. 
Weiagerunipragraffl manager, communication and technologiee 
progiam. Office of Technology Aaaeeemcnt. United Suice Gm-

Casi: P. Michael Nugent (governmenl a/bira caunaei. Oectraiuc 
u Sy«*m* Corporation, on behalf of ADAPSO. t l u computer 

aoAware and aervioee industry aaaoaaiioni. and Joha Stantoo t t i -
S ' " ? I ? ? . ' ' " * " ' " ' - MeCew rntnmi ia i t t iooa Cooipaniae. Inc.. ao 
behalf of Tilacmer Nt twer t ef Americal 

On J i l l aai J 90, ISSK. the eubcommittce look teetimeny from 
£}•• ' linitauin manager for corporau eecurity, American 
Telenhau and Telegreph Company); Jokn W Kelly J r la tumey, 
Soothweeurn Bell Telephone Comnenyl; Perry Williama leecreUry, 
Amencan Radio Reley League, Inc., a group repreeenting ham 
radio opereura. preeenting the euument of Dr. Lerry E. Price, 
pimident of the gnupr. George A. Kuhnreich. (vice preeident for 
' " ' r t i ' f govemmental affairs. Tandy Corporation)-, 
aad Bichanl T Colaan (eiecutive eecreury. Aeeociation of North 
Amrnean Radio Guhai 

On Ma>;ch S, 1986, the fuial day of hearings, the witnewe were 
Jamea I K Knapp (Deputy Aieiaunt Attorney CWneral. Criminal 
Division. United Sutes Depanmeni of Justice), and ClifTord F 
Fiehman (Profeeeor of Law. Columbua School of Uw. Catholic Uni-
veniiy of America, and author of Wirtiopping and Eavadroppinf. 

M t-dUt^ l.««ia~. Ik. S.aa>a.». ?a,.a7w7,lr.,— mmd I, 
4 " ~ " ~ f ^ - ^ t l I t t M - a C a i a i k . J ^ . r , M i k l a a l a Saa 
« I t ^ a - w " . S a a I t o n w t t l t n i t , I . . k . . a i » . . 
« • J , rf J k ^ » M U l a . , l a M Saa ISS-Uk 
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The Subcommittee took nou thet the Seneu held a hearing on 
S. 1667. on November 13. ISMS 

After completion of the hearing pis rues in the 99th Congrcee. 
H.R. 3376. the bill on which H R 49S2 u baaed, awnt u subcommit­
tee mark-up on May 14. 1966 Two amendmenu. offered by Mr. 
DeWine. were not accepted by the subcommittee. A quorum of 
Members being preeent. the bi l l , aa amended by Chairman Kasten. 
meier by an amendment in the nature of a sufaautuu. was pasaed 
by a voice vou and reported in the form ef a dean bil l H R 4962 
was introduced by Mr Kaaunmeier on June 5, 1986. cneponaored 
by 14 Members of the eubcommittee and 10 other Members: Mr 
Moorhead. Mr Brooks. Mr. Manol i . Mr Synar. Mr* Schroeder. 
Mr Frank. Mr Morriaon of Connecticut. Mr. Herman. Mr 
Bouncher, Mr. Hyde. Mr. Kindneee. Mr. Swindell. Mr Coble. Mr 
Edwards of California. Mr Conyers. M r English. Mr Meuui. Mr 
Bruce. Mr Owene. Mr Mitchell, Mr Koetmeyer, Mr. Nowak. and 
Mr. Leland. 

On June 10, 1986. the full Coounittee oooaidered H.R 4962 and. 
after general debeu. and without aubatantive amendment, ordered 
the bill raported fevorably by roll caU vou. S4-0. a quorum of 
Members being preeeot. 

S m r o r r f t n n t t LtcifLaTiON 

H e ofgaoisationa and individual eorporatioaa named below sup­
port the priodplee embodied in the legiaUtioo. 

Orsojiuotions 
Electronic Mail Aaaociatioa 
ADAPSO (Computer eoflware aod aervicaa ioduatry aaaociatien> 
Telocaier Network of America 
Cellular Telecommunicationa loduativ Aaaociatioa (CTIA) 
Americao Civil Libertiee Union (ACLUl 
National Aaaociatioa of Manufacturers (NAM) 
U.S. Chamber of Commerce 
Natioaal Amociaiioa of Braadcaaura (NAB) 
Natioaal Cable Telaviaion Aaaonation iNCTA) 
National Aaaociation of Buainam A Educational Radio (NABER: 
American Radio Relay League (ham operauis) 
CBEMA (Compuur aiod fiiiaiiism Equipment Manufacturers AIMO-

MS. Telephone Aaaociation 
Vidaotext Induatry Asaociation 
lofomul ion Induatry Aaeociation 
Electronic FWida Tranefer Aaeocution 
Radio and Televiaion News Directors Aaeocution 
Aaeociation of American Railroada 
Inautuu of Electrical and Electronim Engineers iIZEEi 
Direct Marketing Aeeociation 
Utilitiee TelecommunieatiofU Council 
Asaociatad Credit Bureaus. loc. 
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Ctrparaliomt 
ATAT 
General Electric 
DM 
CTE 
ITT 
ua 
CBS 
Cbpital d t i t t /ABC. loc. 
tht ieoal Braadcaating Co., Inc. (NBO 
Ikndy Corporation (Radio Shack) 
EDS, a eubeidiary of Gaoeral Motors T r i n u i 

flauroe Telecomputing Corporation 

MetaraU 

Bell Atlantic 
•eU South 
Seuthii mlsi i i Bell 
NTNEX 
FteificTeleau 
US West 
4mnriaisi1 Oadit Servieea, loc. 

AcuiCT View* 

U S DtPkaTMtNT or Juenct. 
Omcs ot l^uaumvs AMD IxnacoviANHCrrrAi. ArrAiaa, 

H'asAug'on. DC J>^ 
Boo. PsiLt RooiNO. Jr., 
Ckatrman. Comnutut on Ihr Judiciary. 
i lstiar of JUpmrnlaltiHs. tfosAiiiglaB. DC 

Daaa Ma. CsuiaMAn: Thia letur ia to adviae you of the Depart, 
• s n t of Juetice'* poeition with regard U H.R 49S2, the Electronic 
Cbmmunicatiolu Privacy Act of 1986. which we understand ia 
acheduled for markup on June 10 by the ful l Houae Judiciary Com­
mittee. Thu bil l makaa important changee u the eaieting wi reup 
r " " " * end fills gape to current laws by creating provuiona u reg. 
a lau inurception ef ood siYiet u new Carme of electronic eommu-
oieetiBn ouch aa Atfa trsneneminiu. 

The Oepertment of Juetice haa worked inteneively en thia Icgie-
lolton over the paat eeveral week* with the members end e u f f of 
Ihe Sufaoemmitiee on Courte, Civil Libertiee and the Adminisira. 
tioo of Juetice, ea well aa with inureeted rtpreeenutivee of indue-
t fy and av i l liberties groupe. While initial veraiofu of t hu legule-
tsoa did not w our view aaequalely aafeguard legittmeu and v i u l 
law enforcement and iwtional eecurity neede for acceae to commu-
Bicationa, as e reeud of the negotiatioiw that heve occurred the bil l 
bae been eubeianually modified to accommodau our concenu. In 
our judgment the bill ee preeently drafted fairly balancee the inur . 
eau of privacy end law enforcement end i u enactment would rap. 
fseent a lna>or aocompliahment of the 99th Congreea. holding forth 
the proffliee of significant benenia for buaineee. privecy. aod Uw 
aaforoameni alike. 
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lo the event that the evolution of celluUr technology permiu the 
switching or tranamieaion of mobile-u>.inobiie eervice (or inobile.to. 
landline eervicei without the uae of wirv. ceble. or other like con-
oection. the Committee inunda that cellular communicalioru be in. 
duded within the term "electronic comrounicetion". fieceuae cellu. 
lar oommunication ie tranemitud over e communication sysum 
cnrteotJy regarded by the FCC aa a common carrier.*' the Commit-
See abu mtMds that such communication not be conaidered "road­
i e eeoamibje to the general public" at any time subeequent u the 
dose of etiactount, regardleee of how e provider of cellular service 
ia denominated by any e u u or how the FOC may claaaify any euch 
provider in t h * future. 

The Committee's inuntion of preriding privacy prolection to eel-
lular oomaiunicatione in any event ia also raffected in the specific 
ioclueion ia the legietation of penaltiee for the inurception of euch 

Part of the impetus u cUrify the illegality of inurception of cel­
lular oemmunicalioiu has been provided bv the advertisement of 
scanning receivers (popularly known aa scanners") specifically 
promoting eeveedropping on converaatioiu tranamitted over cellu. 
lar sysuma. Apparantly a/Ur the F IX allocated fraquenciee to cel. 
hilar radio some manufacturera of acannere added the capability u 
aup at and receive aignala tranamitted on theee frequenciee. The 
Committee finds this development troubling, and expecu thai the 
f i i t i m deeign and manufacture of ecanoers wi l l take into account 
the pnvacy prateetions accorded cellular ulephony in thia legiala-
tion. 

Section lOI(al l ) amends the definition of "erira communication" 
lo include "any aural traiufer made in whole or in pan through 
the uee of fecilitiee for the traiumiaaion of rommuntoationa by t k t 
aid of eoR, cable, or other like conntrtion * ' * furnished or oper. 
aud by any person engaged in proriding er opentiag sudi facili­
tiee for the tranenusaion of * * * eemmunicorions o ^ - l i n g sntrr-
elair or fortum c o m m m • • • . ' Similarly, aection lOlURSi dsTinee 
a new u r m electronic commuairslion" to include "eny tranefer of 
eigne, aignela, writing, imqeaa, aounda. dau or inulligence of any 
aatuR tranamitted in whole or in part by a * * * extern (Aal af-
gtclM inlrr t tair or forrtgn commerce ' * *. 

By the inclusion of the element "effecting (effecu) i n u r a u u or 
foreign commerce" in theee proyieions the Committee doee not 
iound that the Act r w u l a u activitiee conducted oulaide the U r r i . 
lerial United Sutee. Inus, ineofar aa the Act rcgulatee the " i nu r ­
ception" of communicaliona, for eaample, it, like the Omnibus 
Clime Control and Safe Streeu Act of 1968. reguletae only thoee 
" inuroeptioiu" conducted within the Urri torial United Suue Ste 
5iau« V. Divoy. S88 F2d 336 (2d C i r 1978), c m drntrd. 442 U S. 
931 (1979). end casre cited therein Srr also & r / i a DemocmUc Club 
V Rumtftcld. 410 FSupp 144. 1S7 (D D.C. 1976). Un iud S l a m v 
Tbaeonino. hOO F i d 267. 279-280 (2d Cir. 19741; Uniut Stout v Co-
troni. 327 F.2d 70tt (2d Cir. 19751 SimiUrly. the controla in aection 
tOl of the Act regarding ecoees to eured w i n and electronic com. 
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Aooordinglv. the Depertmenl of Juetice strongly eupporu tha ea-
actment of H.R. 4962 

Siooeraly. . _ 
JOHN R. BOLTON. 

Amitlaal Auomty GrittraL 

SacnoM-aT-SacnoM AMALTSU 
Sfctioa I pnvidee the short Utle for the bil l , the Eleetronic Com-

munieatisaa Privacy Act of 1986. 

m a I—nmacspnoN or eosustnucATKm* AKD a u n o U A r m a 
S^i ioa 101 contains five subeeetiona. Subaectioo (a) oontains the 

definitiooa, aod amendmenu u derinitiooa, used to thia chapur 
aod in the new chapur 121 of t it le 18. . ,̂  

Subeection (aXII eontaiiu three subparagrapha. Subeection 
la(IKAI amende the definition of "enra oommunication U include 
aural traMfers. The u r m "aural traaafer" ia defined io eection 
2610 (18) of this tit le. The larm "aural traaafer maaoa e transfer 
oenlainiag the human voice at any poiot batweeo aod including 
Ihe point of origin aad point of interoeption. 'Hiua. the amended 
dafuiittso ia inundMl to enoompaaa ei ietug telephone servicae •* 
Digitimd voice oommunicationa era iodunad u the azunt that the 
, ^ . ^ . f - i > . f i , a . origiiutee with human voice. Aa a raeult of thia 
cfaaaga. a company whoae activities affect i o te tsuu commerce aad 
which iiutalla i u otra pr ivau ulephone or electnnic oommu 
tioo sysum would have that eystem covered by the s u t u u . 

By amending the definition of " ir i ra cnmmiinifeiinn lo i 
tioa (al lK8l u include oommiinirations utilizing wine, ablee. or 
other like connectioiu within a ewitchiog office, the Committee in­
unda that " w i n communication" be eonatnied to include oommu­
nicationa made over cellular eysuffls (as defined u 47 C.F.R 
I22 2I,* ' regardleee of whether the nnmmiiniretioiu a n between 
two cellular ulephooea er between a oaUular takphooa aod a 
"landlioe" ulephooe. . . . 

Exiating law. which prohibiu ioteroeption of w i n communics 
tione or oral communicatioaa, waa enacted prior to lhe develop-
ment of cellular ulaoommunicationa aod doaa not provide •naquate 
privacy protection u convarsaiiona tnnamiued over e ceUular 
iyeuio- The Department of Juatica ha* Ukan the poaition that, 
under esiating Uw. communicaliona between a oMbile radio lelt-
phone and a landline ulephone a n er in cnmmunimiiona, but thai 
ooovcrsationa between two radio ulephonee and not carrud iri 
whole or in part by reguUr ulephone linee a n neither « « -
municauone nor oral communications Inaamuch ae aU cellular 
communication* (whether mobile-te-mobile or mobi le- io-^dl i . i . i 
muet pam through a mobile ulephone eeritching ofTioe. the Cum. 
m i t t e e ^ l will remedy this inadequacy and provide e ip l ia t pnva­
cy protection U al l ffrnnmuni-t'^' utilising cellular ratlio 
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municalions are inunded u epply only u t 
nal United Sutee , . 

Subeection lelUCI emends the definition of wire oommunicetion 
to deleu the "common carrier" requirement lo the current envi. 
ronment. numerous enlilits provide electronic commu nice none 
servicee beyond the tredilional common earner. Therefore, in* 
Committee choee lo esund federel juriediction lo the maiimum 
permimible cnnelilutional limiu by oroviding coverage of e P*™"" 
who providee or operalae facilitiae lor communieetions Dial allect 
inursuu or foreign commerce. Ser Heart of Allanla Moul v 
UmudSiair: i7)V.S Ul. ii»-ii»iim> 

In the preeent ulecommunicalions environment, e urminet ing 
or origineting customer or subecriber will often heve insulled hu 
own facilitiee to switch or olherwiee proceee hu incoming or oulg» 
ing traffic One r iample of auch equipment u the "privele brench 
emchange". or PBX. typically owned or leeeed by the customer end 
located on his premieee. and used u inurconneci the cuaiornrr t 
Ulephonee and dau urminals with one enother and with the linee 
of tlie local eichange carrier, one or more inureichange carriers, 
and pomibly other eervice providere To ihe ei tenl lhal electronic 
and wire communications paaeing through PBX* and other such 
equipment affect i n u r e u u commerce, the Commi tu . munds that 
those communicaliona ibe protected under Section 2611 The mier-
ception of an electronic or wire communicetion et e point oii the 
cuetomer's premieee u thua aa much a vioUtion of Seaion l i U ea 
if lhe inurception were mode through the equipment of e commu-
nicationa earner. Similarly, where a uaer hae inureonnected lU 
own equipment i n u a pr ivau network, communicetion* carried on 
the network ere fully entitled to the protectuins of Section 2S11. 

Subeection ( a i l i D i amende the definition of enre communication 
to exclude the radio portion of a cordleu ulephone oommunication 
i L l L tranamitud bitween the oonllem u l e p W handaet and the 

' X ^ ^ H r d l e m Ulephone" we refer aer u a oellutar ulephone. but 
to the type of ulephone which ueee a short range le few hundreo 
feet) , . l i i " l . n k between the handaet and the baae unit in plao, ô  
the uaual wire. Such Ulephonee are raguUiad under Part 15. sub­
part E of the rulee of the Federal Communications Commueion 
(TbC). and are not liceneed Beceuae the eommuniMUons mode on 
eonii cordlme ulephonee can eaaily be inurcepud with reedily 
" : i ! a b l e u c h n o l o ^ .such, to AM rad»|. ' ^ ^ ^ a t 
a u to make such inurcepuon » J [ * ^ > . ? ; sTs ^ 6 , . , 
orivacy protection hes been noted by the FOC. 47 C F R i '5 - « " • ' 
( • ^ S ^ l i T l T b s l a U l i n g • " • V A C T . O , » M M U H . C A n O « M A Y N 

u I J u a i D W H E N U S I N G T H U F H O N I ' ) . T h U v i e w " 7 , P » " » * 
l om* recent caeee Sir ducumion of current Uw. tupru It should U. 
n o ^ T K l l ^ n i r T h . radio portion of t h , communication that u. 
« c l u d r f -The w i r i portion of the communication remain, fu l l . 
" « r J d m the seme unse a. a tr«l i t ionsl wire ulephone convere,. 

'"s'ubeection (e«2> emend, lhe definition of oral communicalion i „ 
eicludTelK^ronic communication. An oral communication u a,. 
uluronce by a peraon under circumsuncee eihibi l ing en eipect.. 
Uon Uut the communication u not subject to murception. undc 
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l i ulaiiiae Juatifyiag auch an expectation. In eeaenoe. an oral 
oammunication ia one oarriad by aouod wavea, ratlwr theo by an 
eAecironic medium. 

The defwitione of srtra oooimunieetioa and oral eommuniation 
a n oot mutually axcluaiva. Aooor^ngly, different eepecu of the 
same eommunieattoa might be differaotly characuriaed. For eiam-
ala. a parsoo who ov*rh*an oo* aod of a telephone oonversetion by 
tutening ia ea Ihe oral uluraocaa of ooe of the partiee ie inurcept-
ing an oral oommunication. I f tha eaveedropper inateail upa i n u 
Ibe lelephoaa er in, he ia inuroeptiog a wire oommunicatioa. Then 
knv* been caeee involving radio oommunicatioaa in which the oourt 
kaviog datermioed lhat the radio (wmmiiniraiion W M not e w i n 
mmmiiniratinn Ihaa analyiaa it io privacy temu u daurmiru i f i t 
is ao eral mmmiiniralirm. The Committee viewe thie aa an ioappr». 
pr iau eooaidaraiiaa and tha amendment u 18 US.C 2S10i2i i * . 
jecu that caae aoalysia Sac a#, Uautd Slous ii. Kott. 669 F.2d 23 
llat Cir. 19821. 

Subeection la>3) amaade aedaaa I S I M ) of liafo U ta ^aeufe a 
dsfiiiiliwi for tha term " in tenapl* wi th raapea ea alectrooic asm-
niniral inoa. The deCnitioa u o ^ cmrreol b w t i " 
taiaed with ranset to ~SPUP~ and ' 
earetesaa The rommillea siMirl the u r m "or ather" afVat "aural". 
A i a rbiBfs ia iauodad u make clear that K ia illegal to ioiercept 
the nao.veica partioo of a er in mmmnnireiien euch m the d a u or 
digitiaart ponaao of a voice wmmuniratieo. The lerm ioiercept 
wuh raapeet u 'alaetraair eommunicesieM" ia defined u mean 
t h e ioUroeptiaa of Ha eamenu of thai cammunkatioa I b i c i ^ 
Ike uae of aoy elarlionir. merhaniral or othm device '. 

Subssetion <aJI4) smeisds ascxas 2Slft3i to atnbc the worda 
*idaotiqr af the partiee lo each eemmunieatioa or the exiatence". 
This S M i i l u i i i f evoida any ambiguity about the legality of the uee 
ef ^ e a legiatan". The Supram* Court haa dearly i~f,~—il that 
Ibe uae of pea ragieUre doee not v io lau either t h u chapur or the 
Fourth Amendment Thie ameodmeot makaa that policy dear l o 
•dditioo, Ihia aasaodment ehould be nad io eaiiiunction with the 
n a w ^ o p u r oa naa regiaura. chapter 206 of t it le 18. It doaa not. 
bewewer, affect the laatalUtioo ea uee of aen ragiaun under the 
Fseaiga loieUigeooe SurvaUUaoa Act. 60 iTs.C 1801 ef. etp This 
imenifmanf aiao makaa dear the distinctien between eoounu of 
eammuoioatieoa aad traneectioaol reoorda The omieeioa of a con-
•sTBing ameodmeot u the defiitition of "oontanu" in eection 70S 
ef title 41 ia oot intended u affect the enrrent lew u i ^ thet asc-
tao with reepect u pea ragiaure. The uee ef pen ragiatcn be* bean 
found oot to n o U u aectioo 705. Stc Hodl t v. i fouaiaias TtL a 
M r q p * Co.. S S i F M t a (19th Cir. I97TI " " • « « • i t • 

BjilMetion (a>6) adds aix new deTuiiiiona to the chapur Saetion 
BIO • amsnded by addina a new eubeection (12) to defuw "elec-
Mtuc oommunicationa". IVia expanaion permiu the incluaion in 
a a general wuMepping and bugging tew of many new forme of 
eommiiBication For example, dirt ised tranamiaaiona and electron-
lemai l will be provided with protection againat inurception The 
•snnitloo of electronic oommunication meana "aoy tranefer of 
m^a. eignala. emtiog, imagee, eouade. dau or inuUigenoe of any 
• a t u n traaamitted io whete er io pan by a w i n . radio. eUctro-
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megnetic. photeeiectranic or photooptical eyetem that effecu inur-
e u u or foreign conimerce. but does not include any wire or oral 
communication." Excluded from the definition of "electronic oom­
munication" are: (1) the radio portion of a oordleee ulephone com­
munication; f i t any wire or oral communication; (3) any oommuni­
cation by a lone only paging device; or 14) any oommunication from 
a tracking device. 

The u r m "electronic communication" ia intended U cover a 
broad range of communication activitiee that affect i n u r a u u or 
foreign commerce, except that the term doee not include either oral 
or w i n oommunicatiotu. Aa a rate, a oommunication u an electron­
ic communication if it ia oeither carried by oouod wevee nor can 
llsirly be characuriaed aa one eontaining ths human voice (eamed 
in part by wirei Communicationa oooaiating aolely of deu , for ex­
ample, and all communieatioiu traoamitled ooly by radio trauld be 
electronic oommunicationa 

A w i n communication encompeeeea tise whote of a voioe ute-
phoH ttaeemieBton even i f pert of the tranemiaeion ie carried by 
ribn<iptit caMe or by tartin ee in the eaae of oelluUr ulephonee 
and lorn dialance aau l l i u er mtctowave ferililiae Thie reeult u 
generally in eeeord with the caae tew. Ser Uautd Sutes v. Cleg*. 
609 F i d 606. 611 (Sth Qr. 1976); Umiltd Sloi t t v. Cnsgg. 6 » T 
Supp 968, 963 IW.D. Mo. 1986). Moreover, the eonvctsion of a voica 
signal u d ig iu l form for purpoaee of tranemiaeion doee not. in 
ileelf. render the communication non-erire; the prwider's choice of 
tranemimion technology should not be diepoeitive. The Committee 
hee uunt ional ly emitted from the definitione any indication that a 
w i n communicauon cannot alao exhibil eome of the characunatica 
of an electronic communication. 

It should be noted that an impnperly mechanical reading of the 
phrase " in whole or in part * * * by the aid of wire • • • ' oould 
eweep in virtually all voice oommunicationa made eriih the aid of 
any electnnic equipment, inaamuch aa virtually all auch equip­
ment indudee in i u aaaembly aome length of enre or the equive-
lent. The Committee, hotvever, intende the quoted phraae to refer 
u wire that carriee the oommunicetion to e significant e i u n i from 
the point of origin to the point of receipt, and not to erire that ia 
found inaide the termi iu l equipment at either end of the communi­
cation. On the other hand, communicatioaa over e tength of wire 
that oonnecu two ulephonee in the eame building would be p r ^ 
tectad ae wire eommunicetiona. Simiterly a oelTuter ulephone 
eyeum which uaee either the wirw-line system or wires u s switch­
ing sui ion is wivaied aa a erire communication. 

A tranaaction may conaiat. in paru. of both electronic communi­
caliona and wire or oral communicationa. For example, the iran*. 
mi«i<m of dau ovar the ulephocw ie an electronic oommunication. 
but if the pertiee lued the line to apeak wi lh one enother between 
deu tranamuaioru. they would then be making a wire oommunica­
tioa And. indeed, a party'e uturanoee i n u the ulephone mouth­
piece ere en oral communication. The rulee governing inurception 
or diacloeure mey be different for each type of communication. The 
Committee understands that the Department of Juelice wil l epply 
for a court order under the "erire" standards in caeee where a u p 
may inurcept mixed wire and electronic oooununicatiofu. As long 

aa the w m standards a n foUowad a eingle court order should suf-
B a to euthoriae the inurception of both w i n and electnnic com­
municationa uvolving the eame linee or inatruiaanu. 

ucluaioo of the Urm "radio" in the definition of "electrrwie com­
munication" in Section 2S10il2i n f lecu the (act that radio commu­
nicatioaa come within the ecope of chapur 119. A number of ether 
^vnaiaaa, heaaiei . affect the legality of the iautcepiioa of radio 
laii imiii i i iaiiuiH under chepur 119. The Committee doee not intend 
aay of the praviaiooa directed epacifioally u radio u affect the ep-
piicabiliiy ef Section 70S of the CosomunieatioM Aet of 1934 aa 
amended, lo acuooe bv mambecs of the public. 

Subeection (aXS) alao adds a definition for the u r m " t u e r " 
^Jtmt meaas aoy parsoo or entity who uaee an electranic oommu-
ucauoa aervice aad i* duly authoriMd by Ihe pravider of auch 
aarviae to et^age in such use. 

lasaica^ion of closed circuit ulevieion oommuaicatioiu u only 
iadudsd m ths bill ia a limitsd faahion. I f a paraon or enUty tran» 
• i t a a doaed d m i i t ulevieion pictura ef e meeling uaing w i r « . 
•icrowavae or ether method of tranamiaBion. the tranamimioo 

r would be an electronic oommunication aod inuraaption of the 
i n et aay poiot without either oooeent or e court order would 
I vwtetMa af the a u t u u . By eootraat, i f tew anfoicemeot off-i-

oel t wan to laatall their own cameraa aod eraau their own cloeed 
arcuit talevieieo p ic tun of a meeling, the captun of the video 
Imegee would ooc be an ioteraaptiea under the s u t u u becauae 
then would be no interoeptioo of Ibe oanunu of 

paetun i 
be in vis 

^ ~ if the tew onfarcenunt agency 
•tuiaad the winog w the praaiiaee to ineall the c 
mit the images Intaroaptiog the audio portion of tha meeting 
would of OMiee be ao ioUroeptien of ao oiml ~a—,,—i—ti—, 

I law io lha I 
lha s u t u u would snply to that portioo. 

Under the Fourth Ameadmeal aod r u _ . . . . . .aa .a _ . . ^ 
law aoforoement authoritiae are bound to aeak a court o t t e baaed 
en probable eauae to plaoe a dmml ctrcvit televuioo cmrnra ia 
pnmiaas whera Ihera a a r a e g i M l l i eipeneCsoD ef privacy with-
eutat Uaat onepv ty oaaeem The whole area ef cUMd circuit ute-
Ttaon u suitabte lor Oaiieesiueial anion and ia a likely eubjen af 
legielauoa m the ftiUn Sm H.R 34SS (Kaaunmeier) (apVlying 
T^tle m i r s i i f i l s u video suneiUaooe) Tlie Commitue ia awarS 
that tha Dapanmant of Juatioe follows tha rulee eetabliahed by the 

! 2 l i l I * . . * r ! T . i i ; r . ' ' ^ j " . television 
f " ' ^ * .''>* fVwnmuue believea thu ia a wiae prooedun pend­
ing eilber legiatetiaa oa the aubjact or a final judicial reaolutuaof 
theer Imuaa. 

Subeection M S ) alao adda a new definition for "electranic oom­
munication eyetem to mean any vr in . radio, etenronic photoelec-
trooic or photooptical facilitiee for the tranemimion of electronic 
oomaunieetiona. and any compuur faciUtiaa or rateied electronic 
equipment for the electronic eurage of euch oommunicationa 

Butaeetion (a(S) adde a defmiUon for "electronic oommunicetion 
to mean aay eervice which providee to uaera thereof the 

Twitfc TII rat eri rru or. l u t i ^ v t . ^ j 
rS tSka iMOr llaSL 
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ability to aend or receive electronic eommunicetiona or wire com­
municalioru. Theee aervicee can br provided through the same fe­
cilitiee Common earriera like eiiating ulephone compeniee ere 
deemed providers of sn electronic communicetion service. 

Subeection (el6t sdds s definilion for the u r m "readily ecceeeiblr 
to the general public." Thi* u r m ia uaed in section 2511(2* which 
creatae an exception to the general prohibitions on inurception 
The new paragreph (16) eutee "reedily acceeeible to the grnrral 
public" means with reepect U a radio communication, thai such is 
not in one of five separau caugorice In other worda. if a radio 
oommunicalion file i n u one of the five ceugonee then i l wil l have 
privacy protection lunleae eome other exception appliee u preclude 
coverage). The firat category of protected communical ioru" u 
radio communicalioru which are ecrambted or encrypted The 
Urma ecrambled or encrypted ere ueed in their technical eener To 
"Encrvpt" or to "Scramble" mearu to convert n l a i n u i l into unin* 
Ulligibfe form by meana af equipment inunded to protect the con. 
u n u of a communication from uninunded lecipienu Equipment 
which merely changee the form of a p la inu i t meeeage. r g., e 
device which converu an analog eignal to a digital aireem. doev not 
provide "encryption" within the meaning of this bill The uae uf a 
word code, no matur how eophiaticated. would not eufTice. Exam, 
ptee of acrambling teehniquee which a n cumn t l y available include 
the deu encryption etandaid (DES). 

The aecond type of protected communicationa is spread cpe-.nrum 
radio communieatioru Theee radio aignala a n tranamitted uain,: 
modutetion teehniquee whoee eeeential paramrura have been witr. 
held from the public arith the inunt ion of prceerving the p r i \ . c . ol 
euch communication. & r 50 F lo Rac 25234 (June 18. IDHSi 
Screed spectrum technology ueually invotvae the trarumiMi.->» of a 
aigaol on different frequenciee and the receiving sut ion mupt poa-
aeae lhe neoeeeary algonthm in order to raamrmole the aignal 

The third type of protected communicalioru ia radio commur.ica 
tiona carried on a subcarrier or other signal subsidiary Thik . a u -
gory includee. for example, d a u aod background muaic arnrices 
carried on FM eubearriera and d a u carried on the vertical blank 
ing inurval (VBl) of a uleviaion aignal Under Section 
2511i2iig<iilili. however, it ie not untewful to inurcept sub.arTirr 
and VBl commumcatioiu that are tranamitted for the usr „ l ihv 
general public, e.g.. the sureo subcarrier ueed in FM braadcA..|in*. 
or dau carried on the VBl u provide cloeed-captioning of u l * . .tivn 
programming for the hearing-impaired. 

The fourth type of protected communicalioru u thoee which ere 
carried by common earners There ie an exception for uri '.onl> 
paging sysums l l ius . the interception of tont-<iiily peglng i .^ lrrn 
trsnamieaione wil l not be prohibited by thia laa On the i.,ner 
hand, the unaulhorued inurception of a diaplayinr paginK .i...nal 
inunded for digital duplay by the peging receiver iwhich miuivee 
the transmiseion of alphanumeric characun over the radio> -.-ar-
ned by a common carrier u illegal. 
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7W fifth tjrpe of protected oommunieetione oonsisu of certain 
Cypee of radio atfaala- laduded ia thia oatavory are aaiallite com* 
Buakations. atutliary breadcaet aervioee and private microweve 
eervioM. Each of theee aervioaa raitanely cerries buaineas or per-
•eaal eammuaicatioBS mads with an eapeetatioa of privacy. iSeee 
naleanriea a i * ilaai lihirf referenoa to certain paru of the Rulee 
ef lAa Federal CoauBuajcatioos rnmmiaaioa. ^ l i a relegnry ea* 
dudaa oanaia wimmnnifatinna arhicb are aaaaatially ta^way veioa 
radio caotmuaieacioaa. 

Fart 26 ef the POCa Rules rafulatee eominunieationa made by 
eataUita. Sttch eommunicatiocia are not deTioed to be readily s i r i i 
aihle to the faneral ptiblic INeo other proviaioQa of thia A d . bowev* 
efe liBut the liability ineurrad under chapter 119 by the iaiercep-
tioo ef eertain typee of aateUite oommunicationB. Section 
X6U<cXiiiJ(II) aiafflptt activitiee covered by eection lOUhi of the 
f^^ • l ln i ^a l ions AA, relacia^ to the interception or receipt of oar* 
Ima « te l l i t s cable proframauoff for private viewinf, aooordinffly. 
• M h activities are not unlavftal uader chapter 119. Sectioo 
SfillCiXbKiii) furtlMT provides that i t is not an oflenae uader Sec-
tioa t611<4> 10 ialefoapc aa anacrambled and unencrypted "net* 
vork bad"—tkC, a aaiaUite tranamisaisn chat is cnasouuad a 
biiMihaaliiH statioo far purpoaee of rannamisaiea aa the f e a n i 
• i M i r an loaf aa tha cendact ia net for the pmwamm e i da t t or 
^ M c t iMiiii isii lal advanla^t or private financial «BaL 

Ataa — f r a m the c a l ^ i i i j ef raadity aoaaeaiUe tadio eom-
munioatMua are thoae tfaaamcied oo freay wte iaa aUocaied under 
ou tmr t t O. Eb and P af ftvt 14 of the POCa RtUea. Under the 
ICCa Rulee, theee frequenciee may be liceneed ooJy to broadcast-
aim. 47 CF.R. H 74 4S2. 14.632. 74 632. Each of the subparts raffu-
lacee n r r " " " " ' ' ^ * " ^ that are entirely internal to a broadcast op> 
eratioa. They iadude, for eaample, ndeo and audio transmissions 
from a newa team in the field to the attidio. and transmiauoD frtim 
the atudio to the Iraaamitter aite. Part 74 tranamiaaiona may alee 
iDduds ta«>way voice ooomiunieetiooe, aucb ae thoee between stu-
dloa and remote crewa; but thia Act nitw idsa an eaoeptMm for auch 
t«o>«ay voioe eommun ice tiona made en ffeqiMociea shared with 
aarviom outaide Part 74. 7 ^ interception ef oommunications ea 
•iKh aharad fraqueaciea is not iwlawful uader chapur 119-

Tfie final earviea aacluded f n m the cetegory of readily aooeesible 
radio r "—"•^ '^"•^ io that regtilated under Part 94 M the FOCs 
Rules, the priveu operational fUed microwave aervice- l l i i a aervice 
narriai eoafidantial atiainaaB data. Under limited conditions, it may 
also be imed to tiaaamit eertain typee of Uleviaion maurial- Trana-
miminns under Part 94 ar« feneraJly made with the inUnt of 
T"! ' '**^ '**"! privacy, and it would be inappn»pnau to diarupt ong^ 
iDf h -™*— practiosa by making thoee eommunications evailable 
lo competitors anid U other members of the public-

Biihaanion lakS) alao providee a definiiion for "electronic olor-
a(e". H u t urma means "any temporary inurmediau etorafc of s 
commuucetioa incidental U the elenronic transmission thereof 
and aay s to res of such oommunication by an clectnmic communi-
OBtioa eervice for purposss of beckup prouction of such eommuni-
tttwo-" Section 2610117) defines "electronic storage" to mean any 
Mnparary. iatermadiau atoraffe of a communication incidapial lo 
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atoriea arc emberraminc to sometme- The presvnt form of the stet-
B U nol imly provides such s peraon with a righl to bring suit, bui 
it alao makaa the actions of the iounul ist pouniially a criminal of-
fenee under aaction 2511. even i f the inurception wea made for the 
ptirpeee of committing oeither a criminal ect nor a tort- The sut-
oU thus preacnu the joumaliat with a hard choicr to get the newa 
may a m a e him or her U a criminal conviction and/or civil liabil­
ity And whether a journaliat m convicted in fact may tum. under 
Jaddu. eo bow a jury aitt inf years U u r aaaeaeee the ioumaiist's 
euhjsrtin inteoL The Commitue finds such s thrrst to be incon­
sistent with the guaranteee of the Firat Amendment Inasmuch as 
ths ip**-***^ s u t u u continues to prohibit inurceptions made for 
the purpmt of coounitting either e crime or s tort iincluding acu 
of defamation), the Committee believea that the public wil l be af­
forded ample prouction against improper or unscrupulous inur* 
oeptioB Tne amendment ia inunded lo remove only the shadow 
of a finding that section 2511 has been violated by iaurcaptiona 
oude ID the cotiree of otherwiae reaponsibls news gsthering. While 
the appaala court deciaion merely aeni the ceee back for further 
factual development, it ia clear from the facU of the caae that the 
u m "improper purpoae" ia trverly broad and vague- The deletion 
of the lerm leavea in place the exception to one perty oooeent for 
Ulegal or tortious inuneptioas or recordation. Inus. the original 
pttrpoaa of the Hart amendment ispcseerved wichotu maiounance 
of the litigation-braeding phraae. Thia amendment ia aupponed by 
the Department of Justice. 

Stiheection (bK2l amends section 25]l(2lf) to expand the cscep' 
tion sfplicable u foreign intelligence activities to make sure the 
pitwiatuua ef chapter 121 do not adversely affect atirh activities 

Section 101(b») of H.R- 4952 amends section 2SI J(2kr of Tltl*; 19 
teonaura that nothing in chapter 129 or chapur U l of Title 16 a* 
amended by H.R 4 9 K . aiTecu a a t i o g legal aatfaent^ Ibr United 
Stataa Government f o r e i ^ i nuP ' 
alactnmic commuoKatiBns ^aaea 
aor riiminishea ei ia iaa authority lor atich activitiee: i t aimply pre-
aervea the status que. i t doee not provide authority for the oonduct 
ef any iaunigence activity. 

Further the Committee expecU that the practice ef providing to 
the Houee and SanaU Inulligence Committeae propoaed changee in 
relevant executive branch proceduree and reguletiona goveming 
the conduct ef inulligence activitiee. including thoee involving elec* 
tno ic eurveillanoe. physical aearchea, and the minimization of in­
formation ooUectad conceming U ^ . peraona will be continued- Aa 
ia the paat. the Committee expecu that any relevant chanjgee in 
thaae praoedurea and regulationa wi l l be provided to the inu l l i ­
gence committeee prior to their taking effect-

Finally, as has Deen noted before, since Congrees last addreesed 
the tsaue of pnvacy of communications in a comprehensive fashion, 
the technologies of commtmication and inurception have changed 
dramatically, and are expected to continue to do ao. Theae factora 
have raised aeriotis tasuae about the protection of the privecy inur-
eau of U.S- dtixena. which are of great concem to this Committee 
and to the Americeui people. For this reason, the Committee wishes 
to emphasiTe the »h l lg * " " " of the heads of inulligence agenciee to 

involving foreign 
The provision rteither enhances 

the electronic tranemimion thereof, and any storage of such com-
muntcation bjr an eisaronic communicalton a e n m f o r p u r p t ^ of 
backup protection of such communicslion. Under Section Z710. 
compuur Storage is defined es an element of "remou computing 
eervKeTheee definitions are not inunded to l imit the terms 
"electronic storegc" or "compuur storsge to any perticuler 
medium ef storage While etorage ofUn takea place within the 
random aoeem memon of a compuur. the term appltea equaJly to 
etorage in any other form, including that on magnetic upe. diaka. 
or other media Thus, for example, the prohibitiona against unau 
thoriaed aocea to a wire or electrwiic oommunication while it la in 
electronic atorage. aa set forth in Section 2701. would prohibit un­
authorised acccee to such a communication whiw it is stored oo 
oiagnetic Upe or disk The prohibitions would epply similariy to in­
formation held on magnetic upe or disk purauant to an agreement 
to provide remoU computing aervice. « . 

Suteection U i5 t adda a new definition for the term "aural trana-
for" "Aural tranafer" meana a "transfer containing the human 
voice at any point between and including the point of engin and 
the point of reception". Under this definitiom voice wsmsgra trans­
ferred over a paging evst*ra are protected. It la utended t*ut « " " -
puur-generalad or otJherwiae artificial voicao • n o M ucluded in 
S m definition and thiM wiU not be part of a "wire communica­
tion". Tlwy would, bewever. be part ef aa "elactrouc communica­
t ion" 

Subeection 101(b) makaa three difTereat typee of amendmenu to 
eaieting title IV. 

Subeection i b l l l amende eection 251l(2ldl of utle 11 by atr ik i i i f 
out "er for the purpoee of committing any other iojunoue act 
Under current federal law it is permissible for one perty u eoneent 
U the inurception and recording of a conversation. This ciception 
u the general prohibition on inurception. however, conuine an e i -
ception reUting u persotu who intercept or record oommunicatioiu 
for illegal, tortious or other injurious purposee Thia exception was 
addedin IS68 by the U U Senaur Hart in an effort to prevent one 
party fram inuicepting or recording a conversation for blackmail 
or similar improper purpoeea Unlonunauly. that floor amend­
ment WM not dralUd with preciaion. As a reeult. numeroua court 
ceaee have anaen wherein the Urm "other injurioua purpoaee haa 
been construed end mieeonstrusd. Most troubling of theee caeee 
have been attempu by partiee lo chill the exerciae of Pirst Amend­
ment r ighu through the uae of civil remodiee under this c l u o u r 
For eiample. in Boddir v. Amenran BraadcaiUnt Co. ISI 
I6th Cir 19841. the pleinlifT. whoee oooversstions were recorded by 
e journalist, sued DeepiU the eoneent of the reporter who was a 
perty to the converselioii. the plaintiff claimed that the recortUtuin 
wee illegal becauae it fcaa done for an improper purpoee le | . to 
emberreaa the plaintilT^ The court's opinion suggteu that if the 
network inunded u cause "inault and injury U pUintdT Boddie. 
she might be entitled u recover. This inurpreut ion of the e u t u u 
pUree a stumbli«« block in the peth of even the iDoet scnjpuloue 
loumaliat. Many news stories have been brought lo light by record-
•inii « eonveraalion with the eoneent of only one of the pertiee in-
vo1v«l—often the jounu l t t i himeelf Unfortunauly. many aewa 
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continue lo keep the Permanent Select Commitue on Inulligence 
fully and curreoUy informed of al l uulligenoe activuiae pureuanl 
u T l t l e V of the Notional Security Act of 1»47. 

Section lOT of H.R. 4S« empheaisaa thet aothuig in Title I of the 
bill or the amendmenu made by TiUe 1, euch ee the changee mode 
u 18 u s e. ZS l l lZ ta providee authority for the eandua of any in-

'' jkSbMKLon'lbMI of eection 101 of the bill amends eection 2 i \ hZ i 
u provide new eiemplione from criminal liability which ere eppro-
p r u u u the new typee of technologiee which ere edded lo the pri­
vecy proucuon of the federal wireup Uw Thus, the bill l u u a 
eenee of types of inUrceptioiu which ere permuaible 

The Committee hae drafted the praeenl Act with an eye u lU 
inurpley wi lh Section lOSiel of the Communieetions Act of 193t In 
perticuler. where this bUI provides that "it shall not be unlewful 
for the public U engage in specific conduct erith reepect lo radio 
tranamiaaiona. the Committee intende thai such a provuion doca 
nol "euthoriae" the oondun for purpoeee of the first senunce of 
Section 70Slai of the Communications Act. Accordingly, the legality 
of such conduct remains subject lo inquiry under the Communica­
tions Act. In contrast, where the bUl providee that a specified 
oerson "msy" engage in certain conduct, or ueee eimilar language 
in the afTirmative. the Commitue inunda Out such s provuion 
does "author i» ' the conduct for purpoeee of S«t ion lOi jal Thele-
eaUty of euch CMiduct would be detarmuied under TiUe 18 In addi. 
Uon where juduaal iaurpretatioos have prrvioualy dctermmed 
uSTl e t r ^ a typaa af actiiiitiea are impiidtly authonsad for pur­
poaee of Seetiao 10S. that inlarptaution ia i n t e n j d to opniiiiue in 
S £ t S ^ a T f « ' « ' * « u s V. Flmrnon. S24 T3d SSi, 340 l7th 
O r 197&), o i r t dcnitd. 424 US. »201197SI. 

The first eiemption ia a generic eicepoon^ It u pennueible to 
inurcept eUctronic mmmiiniraiinna made through an e ectronic 
communication sysum that ia amTigursd ao that euch • l « t ro r i « 
communication ia reedUy acceeeible lo «»« n ' * ™ ' P - S ' - ^ ^ J ^ " ™ 
"configure" m intended to esubUah an objecuve etandard of deeign 
oonfiguratioa to begin deurmining whether e eyeum rece"** P"-
vacy prouction An eiample of ey««me which are readily aoosas. 
ble include loud epeakere hooked up u a telephone syeum^ 

II^SouW benoSd lha t the u n n "readily acceeeible to the gener 
al public" ia a defined u n n with r»pect U radio communicalion. 
S U ^ l ^ " . at — . supoL Under eection ip i (b.4 i nothing car-
rUd bv wire ie "readily acoe»ble to the general public 

NtShiM^n the bUl i f fecu the uee of r«Ur deuctore. " « « " • • • ' ; 
raAiV^^SiimisaiMU ere readily eceeesible u the generel public 
U S l l ^ ^ i i T S T b T h o w e v e r , affecu the authon.y of suue lo regu 

' '¥h'e'"e.rnd°'s:nrf e f c ^ S ^ i « reUU u specific type, of redio com-
mJ^rce^rS w t c ^ have'traditionally been free rom P~hi'..non.-
^ n»r i inuroeot ion Tliue, it ia pennueible lo inurcept an> red., 
S S t ^ L S ^ T C S ^ h ê t r « - » i S a d .1) by eny «a t i . n for the ue. 
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r t lha gsDsral pofalae.** ar that rslaU ta lUpa. aircnft. vahiciss or 
aaiasiH io dMt rw 12) by aay govaramental. Uw aniaieameat. a n l 
isf ia i i . ar public aafet. -eaomuaicatienB eystsa, iadudins police 
•Bd Are. laadilv imiaasibli u the tatiaral public 131 by a station 
apantiag oa a naqiisnrr aangaad U amalaiir. cttiaeaa T 
seal meWla radio sai'iiaaa. ar (4) bf any marine or i 

i aat siihjin ths amaUur»cr iBH 
in aay tsahinti Amateur, base lac 
mdas autaida iha amalaiir k a A s 

lagiiiniala naaan ta i 
Many amatauis, tm ia-

^ t te Military MRsaCa Kadte SysUm tnd the ' 
saaigied so the Depenment 

e f l l u Coast Ottairi Auailian 
a r i ^ flei|i m les in the MaritiiBa Banrioa allocation Soma 30,000 
ameltiirt a n pan af Skywan, a ayslaa opsiatad by ths Natiaoal 
Weather Sarviea tor tnckiag and waning ef eeiets weelhai eoodi-

L »g., taraadaa; at timaa it may he required that they B e s i u r 
nt ftaqueBCBse ia eaaaeaaaa erith thia work. In short, 

nt which 

_ radio sanrioea 
pi fram the bar ea ialaresntseaa, but ra)ecud thai 

lieiaima it wotild have beea euamaraama, i ^' I, poaaiblv radius-
. Wbsa ths CoB-dsBt, and would have had a built.iB ataaoiaeoease. 

•Utea aakad tha Fadaial Coomuaioaliona Coomiasioa for a liat af 
radio aarvinaa which wea* eurrsatlv rsgulatad bv the PCC af the 
lama kiad aa thaae lasiad ia lha ball, tbsy pseiiJed a list of mora 
ttea 40 auch S S I I S M Such a list is astiamely leagtby aod tha ao-
• a a d a l a n uaad • hwqueatly changing. Thaiafuta, iaalaad of liat-
iDg an af thaae eervioee the rnmmrflee liatad aome af Ihe mora 
—-—** radio sai-viesa In addition, the bill iadudm a "generic" 
aaoeptioa relating to radio aei.iias which a n "readily aoomaihie to aaoeptua relating to radio eeivuas wbica a n readily s 
the faaeral publte." Thua, b r aaample, privaU laaa i 
ipm (cunently lieanaad uader Part 90 ef the FOC Bulaa) 

H U M . if an iadirtdual violalaa Ihe ariminal prohihitiMW ia aection 
O S Iralatiog to oahie piraeyl Ihey caanoi alee ba charged under 
thia caaplar of utle It. 

The aiheerlinn alao aiempta esadiaet which ia aaoeplad from oec-
Isea 706(al ef the Ceamuaicstiaaa Act by virtue ef eection TOifti of 
that Act. n u K if oaoduct ia permitiad uadar eection TOS<bl it 
would aet ba a crime uader thia chapter af litle 18. Determination 
rt srbathsr aeeduci ts psraittod oadsr aaettoa 706(bi miut, of 
eauisa. b* tha raeult af aa aeawiinatinn af tha sut i iu. relevant leg-
ialaUv* hiataey, aiisling csurt iatsiiastsliisu, aad eoaatructiaaa 
fivan tha ataUiU by apprspriato fsderal lagulataiy entitiee 

With reapect to lha iaIaitapliMsi af ladie nnmmiiniratinns by 
hoeae eauUiu diahea, the Cnmrninee daea aat iataad u auke 
criouaal any type ct ciaidiirt that ia cumatly lawftil under Seciioo 
706 af Ihe Cbmmiiniratinna Aet aad Ihe ptseaat Wireup Aet. To 
rsmovs say dsubu about i u impact an baaa aaull iu diah owners, 
H.R 4S62 imntaina a ptwaiaiuu aapramly s u t i u that it ia not un-
lawAii under Title IS to iatoi«ept aaaoamhleif aetwork program­
ming feade to aflllialee i s eaamuaiatioaa **tnaamittad to a 

publjc" I'mism the aaadurt • ' far Ihe pm i i i — ef diisct er uSrect 
'1 advantage or pcivBU Knanrial gain. Aeeoidingly H.R 

Mt cnala a aaw daaa af oimiaal aoaduet eaooeraiag 
I ef radio nwimimjralimia br bssae ealalliu diahea la 

ardor to violate TUle 18, iiiuiauiai. aa latatveptasa muat ba "trill. 
All", laesdaatal ar iiiaitianent iaianaptisa of a procactad video 
aigaal srfaich doss not baaafU a hoau duh owner would oot eeaati. 
hue a criminal etolataoa af tha alatuta. H A 4182, ia abort, is cai» 
fUiy drafUd to isniaiii aa aautial aa poasibis with rsspert to the 
uweiags of both fun inn 708 aad Title 18 ea to iatareepliaa cf radio 

' I by home ealaUito diah uaiisis. " f t ivau gaia** ia a term d^ 
I 706(b) aad tha iiisaiiiin (ieaa thara is intended to 

r to thia aecttoa ea well. 
. 4KZ adda a aaw Saetioa 2SIl(4(e) which eiempta from Title 

18 the raeeplioa by hooa earth slatiea oirDen af eertain unacraa. 
Uad eatallite traiaiiiiaii la aa loaf aa euch reeeptioa ie not Ibr 
eotamercsal advantage er privau pun (iadisdiag aoy use b^ a eom. 
merdal sstabiishmenU. while the bill does not make crimiaal any 
type ef copdurt with rsspsd to iataroeptioa ef radio eommuaica-
Uoaa by home ealalliu diahae lhat ia cutraatly lawful under section 
706 of the Communiralinna Aet aad the ptoviaioBa of (3iapur I I * 
ef Title 18, the apecifk asamptioa ia thie siiluei liiiii deee aot apply 
to tha iatatcaptioa ef privau msnmiiniratinne v u aaulliu euch aa 
sporting eranu whan they are aot the fiaal output ef a aatiooal 
laleviaioti uatwuik to a nrnarlraating aatioa far pui fam sf 
tranamiaaiea to Ihe gsaerml public 

Howwver, evan tlw unanramhled aateUiU tranamiasion which ia 
aot protected uader Title 18 becauae it eomee within Seaion 
25II(4KbIiii) may in fact ba a privau mmmiiniratinn. and H R 
4962 ia not inunded to esempt auch aotKomiaorcial inurception 
from Uability, if aay, uader Sectioo 705 sf Title 47 or otherkue 
"euthoriae" uteroeptioa ef uim leiiihlal tranamiaaiofu for noncum-
nardal ptirpoaea Rather, Ihe iaieatioa ef the Committee ie lhat 
lha k^l i ty ef iiiaeiBiiiiien ial iatasvapCsoa tt thia type of unscram-

Wad aaulliu Uaaamiaeian will he decided under SeeUon 706 ef the 
rnnimiins-aliona Act. rtimmitiee aipramm no view on thia 
Jswe. Tlu Committee noUe. however, that it • the view of Uu 
Oeaeral Couaael of lha FOC that ialateaptiaa and viewing by home 
earth aauoo m a n af teleiieiiiii aecwort eaulliu tmU to local 
•ffilulad ulevuHe MaUoaa eould eubject Ihe inuroeptor to civil 

' • h ^ ^ nnmmiinicatione Act. Sat; Latur 
ef D Smith to Ho;«.ble Robnt Kaaunauier, O i i i S S . 

f i ' ° ™ ! 2 f ? - ' 5 _ ' ^ S ^ 9 ^ " ' ' ^ ^ «*• Adminietiauan af 
Juagoe, Hoiember r , 1(86 Omaare Noborul Faorbatl L a o ~ v. 
i f c a a r * BmMo-t. — F J d - (8ih CSr. June 4, 1986) (iadmdual 

iTj^nfa^iltfiTii.^" »-~-
iTbalaiasr fails an ) 

P B O U . CosfstintttUTiotm CoMMnaraN. 
VosAiagton, i>C MMotbar S7. IStS. 

ttbattoa tfJutlor. IfaaAuwIiiti, i X : 
I C . a i w s s . i n At a recant meeting between 

eaagnaBMaal aad Owimiaainti etafT, David Beier rsqueeted that my 
eOee iseue aa Ofaaioa aa the applieability af SacUon 706 of the 
^ ^ ^ S ^ i i f ^ r ^ ' " ^ tolevinon'faada Speeifieally. ™ 

h S j ^ ^ E S S r S ' S J f " 5 ! r ~ ^ Aeds ee Uuy a n batag dsKnbuted to thetr aflilusas v a eaul l iu la genera], thoe 
I and the * ^ " - i com-

— ^ J ^ l i a f u ' S f r L S i * " '*"f^ iauraaptiag the ael-
i ^ ' i i ^ ^ t ^ J T ^ ara eemng eaeeaUally the eame pro-

tafansiiiu eiawan but without aanaia lals 
706 pawndea, ia paniaaat pan lhat 

No patsea aet batag aalitlad thereto shall laeaiiw or 
ia noanruig aay iatan«au er fersaan iialiiiii bv 
ndm aad use ni± eommitaliea <ar aay iafonastaii 

itauad) far baasni beaaflt m the beae& ot 
therein ( 

ily to Ihe i«ee>eit« dieii^;i^, p..i.| 
I ceataatt ef aay radio nommiinkaliiiii 

oiittad by aay atatioa for Ihe use of Ihe gaaaral public 

• a r y latetptstera ef Sectioa 705. UnfortuaaUly. aaaw of Uu dackl-
*" directly oa point ia that they do aet aaalv to tlM i^tlr. 

g-peSL^U^uSSSSSTinS^ 

the t r ^ r of the aateUiU a n U a i r f ^ S T ^ ' ^ ' S ^ ' . i , ' ^ 

i n t h ifooaur ifaipe ttmutr. lac. v. Adiuat. 696 F. Supp; 889 (SJ> 

bid 1984). The networka and their local alTiliatae liind their oper­
ationa fram advenuing revenuee, which, in lum, are a function of 
Ihe aiae ef the vieering audience. Becauae eome local oommerciaia 
are oot oarriad oo tha network faeda, owaen ef aaulliu anunnas 
would not eee thoee eommerciala aad henoe would aot geiwrally be 
cetiatad aa pan ef the viewing audience Tberefote. unauihoriaed 
iauroeplion of the ealalliu netwoik feede hee the effect of redur-
i ^ the networka' audianre and, aa a cnoeequence. their afliliatee' 
operating reteiiuee. In tarma, thia appaan to be anal» 
gous to liw unauihoriaed ialafeeptiea ef eubacriptiea leleiiaiiin aig­
nala without payauat 

Section 70Sle) expreraly eir l i idf ftom iU prohibition radio oom­
municationa tranemitud for the uee of the general public Saul l iu 
tranamiaaiooa, like MD6 tranamieeioaa, era. however, e eommoo 
earlier eerviee provided ee enmmnn eenier fraquenciee. Stv ifovie 
Slieimu. / a c v. Hrlltr. supra et 495; Homit Bex Offiet. lac. v. it<f. 
oaaoarf Cbasamrr Tteltmeloty. ifovie Aalmaa, /nc, 649 F. Supp 14, 
24 (S.D.N-Y- m i t , Otartwcll Oomauuiieatioat Group v Wcalbrooi. 
CS7 F.2d 46S, 4«6 (6th Or. 19a0X For lha reaaon ilia iiawil above 
eoaoeming advartiaing lewenuaa, they a n aot iatanded to be 
Slewed by the general public in tho farm they are tranamitted from 
aaullitaa. Addilionally, ia delarmiaing the applieability of thia ei-
cluaion, tha critical faetor ie Ihe intent of the party tranamitting 
the rndLio eommitnicationa Sar CKartmrU Commuaieatiomt Group v. 
Wselbtvo^ tupra at 464-465. Hae uetmaka are ef ooutse the ulti-
mau authority ea their iaiaaL U appaan that itetwuik eeulliu 
faeda a n asUy inlanderi for reeeptioa \if their alTiliataa. We believe 
that the aatwarks a n coniideriiig ecrambliag thaae traaemiaaiana 
ia order to preclude Iheir intarveptioa. R r ^ ' V case precedent 
deee net raquira, hottever, lhat networka ecramble their aignala in 
order to he snrnnipeaeeil irithin Section 706. Stc Horat Box Offiet. 
Inc. V. Arfiueisif raaeewtrr Tit ftaiilsp. Uovit Amitatta. I n c aapra 
at 21-22; Hottitr Htmr Thtaltr. Ime. v Adkiai, tupra at 396 

Ftaally, as laoogniae that uader eertain eondlliona, SecUon 
70i(bl ftirther excepu from the prehibitioa af 70iu) the intern^ 
tioa of satelliu cable progrmmmiiv far ptivaU viewing. Tho eaUl-
Uu aetwuik faeda a n not, however, aatalliu cable pregrammine u 
that term ie defined ia Sectioa 705(cXl>. I W . Section 70S(bl doM 
aot other wiee sanction Ihe inUroeptioa. 

In euaunation. Section 70Slal appeara to snivmipees the network 
eaull iu feeds. Unauthoriaed iataroeptioo of thoee aignala by hume 
eeraen with eaull iu aaicnaaa or the tioauthoritad sale of deoudera 
oould lead to civil or criaainal actieoa under Sectioa 705. Ser 
ifoi-ir SytUmt. Inc. v. Hrlltr. tupra: Uailtd Sutes u. Wmtbrook. S)t 
r. Supp 588 ( E D Mich. 1980). 

Sincerely youim, 
i t c t D. StUTH, Gmrral Counaml 

Inlaw liiMi (gUiv) alao eiempU from the cnminal prohibiuons the 
interoeption of any electimic communication the tranemiieion of 
which ie cauaing harmful interference u eny Uwftilly operaiing 
eution, u the eiunt neoemary U identily the eouroe of euch inu-r-
ferenoe. Thie eiempiion mm aii||WI<«l by the Amociation of Nenh 
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Radia Quba lANAXCl aad i i t h a i lef IheFbder^ 

FSaally, this aiheartirei. igivl, arample the laUiiapUeii af a radio 
esBmimieation which ia made far otbisr ueen ef the aama frequen­
cy whea such aemmuaieatioa ia aaada through a eemmna carrier 
tftstm lhat Kliliaaa fteqiiaiii iaa maaitaiad by iadividuak aiigagal 
ia lha piuviaiuu ar uaa ef euch a system, sa kag aa ths 
HOB U aot a laiiililail ar eaorpted. Thia airewimi will permit tha 
•aaltoriag ef ahaiad ehaaaak CB mariae radte which uttliaas aa 
aashers operatar. 

Siihaerliiiii (b)(4) also amends eeelaeo 2511(2) to edd a new subsse-
tfaa (U. Piupoaed subssetion (hXU dariflss that Ihia chanter doee 
aol lagulato the uee af pea legist sis. Tha new aihesn (hxii) 
•ales lhat ao violatioa ef thie chapter acnm if a piuvidei ef win 
ar efactroate eesamuaieattoo ssrvioe neorde the fact that a oommu-

* ^ waa initialed or nnmpleteri ia order to niotect eueh provid­
er, aaether ptuvidei Asniehing eervice towara tha cempletson of 
tha win or elerlranif eoatsuiaicatioa er ueer ef lhat aarvioe, ftom 
frauduleat, oalawftil gr ahimiva uee ef such a aarviee. Hiie ptvri-
aiaa paraiU the elactroaic aad win aaaamuaieatioe ptuvideia to 
psalact IhaitiielwB aad their rilnnissa. Tbue. Ihe riaiiiiiilim aeo-
tiatua lha cuneat law aad piactiea srith rsspsct to activitiee tt 
tifaphaaa rvnpaniss to pnlaet thaneelvaa agauaet fraud, abuee sr 
•ahnrftil wa Ser Umiltd SloUt v. Aaitr, SSS F.2d 642 (7ih Or. 
mo, een dtmitd. 429 US. 1J04 (U77li IMkrfSUM e. Oaldbiria, 
832 r.ad 1806 (9th Cir ), tmt dmiii saii asm. giilii • e. Vaiud 
aittm, 429 US. 9(0 imtk tJUmdSialmt. fVeemoa. O i F.M 837 
<7lh Or 1976X otrt draiaf gM U-Sl 9Ki (1976): Uttiad Stoia v 
a « K 609 F.2d 606 (Sth Or. lyTSI; UaiW SUM e. SbaA, 371 F. 
Sapp. 1170 (W J>fa. 19741. 

Ptsfoaed •ihesitlnn (KXiii) eutaa that it ia aat ualawfttl u uae a 
trap aad Iraoe' device. Ser JficAUoa Bttl 7Vf Oa v. UmHid 
Statit. 686 FJd 886 (6th Or. 19771 (uphaldina the we of trap and 
Maee derioes uadar Federal Rule af CHmiaal Praeadun. Rule 41) 

(e) piutidee lerhnid and aoaformiag aaaDdmenta. 
I (cXl) adds "alaeuaaic eotamaaicatioa** ia appropriaU 

alaem tbrai«faout lha Aaplor." Biiheertisn (cX2) eiiunite Ihe bead-
lac ef Ibe chapur nid—tiiin (cRI amende the tabte sf cfaapure to 
add ilti tl wmiiaaaliiiiis to the table. Subeection (cl (41, (5), 
tS) aad tn mekat appnpriaU larhniral amsniimsnU to deleu Ihe 

aad aubsUUiU ia Ua plaoa "piueiifai of 

1 2611(2)(aXiJ, aa ameaded, spsdfiss lhat it ia aot unlawful 
far tha emplayaea ef |au»i»laia of win er electraeic 

•Dane af empioymeat while eagaged ia aay acUrity which ia a nac-

Cammittae noue that interception and diedoeun er uee mey vio­
lau eeetioa 706 of the Communieatioiu Act. Srr noU 9, supra. 

n e penalty structure amiimm that laera acUve participation u 
aaoeeaaiy when a peraoa eng^ee in traditional erircupping or bug-
Uar. therafora, a higher degree of culpability attachee to euch coo-
iuo. Similarly, higher penaltiee era justified for eeeond or suhee 
auani offenden or far atfeodera who engege in prohibiud oooduct 
far improper purpoeee On the ether band the Clammittee reoog-
abmd taat although the crimiaal previaioaa ef the chapter require 
*%illAJ vioUtioM", iatoroepiian of radio tranamiasiotu can be 
mon etuily athierad. Therafora, the Oimmirtaa laduoed the penal­
tiee for the iniaioeptioB ef radio tranamisaiona. 

Subaaetion (el amanda section 2518(101 to provide that the reme. 
diee and aanetioiu daa iihwl ia thia chapter erith reepect to the 
iatareeption ef electranic eommuaieationa are the only judicial 
imiisilus and sanclioiH avnileMe for noiMonaUtutional vioUtioiu 
ef lh> rlupitr invoiviag euch eommuncutiona In the event thet 
thsra u a vioUtion of law of a coneututional magnitude the oourt 
involved in a subeequent criiainal trial will apply the esiating oon-
etitulioiwl law with reapect to Ihe eicliiaionary rule. Uopp v. Oliio, 
887 VS. 643. 652 (1961); ifoaeacAuartls v SKmrrd. 104 S(X 8424 
(19841; tUtud Staitt v. Ltoa. 104 S-Cl. 8405 (19841. 

Smltom 101 amende eection 2511 of title 18 to add a new enaiinal 
pnhibttlsn oo disclosure by adding a aaw aufaaection (3KA). The 
Mw laagusge pievides thet a peisoe or enUty pravidiag wire or 
sisiliiaiii eesamunication eervioe to the public ehall aot erillfullv 
divulgB lha eoatoaU sf aay communiralinn lother than oiM to euch 
pofsoa er entity, er aa egant theiaof) while in transmissirw oa that 
ssrrics to aay psteoa or aauty other than an addraaeee er iatoaded 
radpieat of euch —i~ti~. „ tho egeiil of eueh addraeeee or 
iatwded racipient. The ameadmeal to eeetioa 2611 made by 1102 
iMludee the urm ~U the public" and hereby iacludea Ihe gsvcrn-
Bset m fan et the public. Thusi FTS eemoee ara iarliided. Tha 
lara "willfuliv" ia uaed eo aa to eanfatm Ihia erimtaal (eshiMtson 
with theee in Cbe laet ef the chapter. 

The torm "wuiful" aa aaad aa Ihia cbaptar hea beea eeaatniad— 
aad _ j Ull lilt liji the osurta. Nou, An Analyeis of the Term 
Wuifull in Federal Criatnal Eututee, 51 Noras Oasss Lawna 786 
llfrg' BT retaining the eame tarminolccy the Cemautue doea aot 

i w perpetuau the coafueion whia hee emerged ia Ihe caae 
_ Jee C. Fiahaaan, tVirtlappiiiM amd Bauttdroppint, Cum. Suppl. 
1(16 eection 7.15 pagee 37-41. Iliua, tha Committee iaiaads that 
Ihe term have the mmt "***"'"g aa the term inleatiaaal. An ' 
laational" suu cf aiind msans thet ooe's etau of mind is iatan-
tioeti as to one's oaaduct or the reeult of ooe'e oenduct if euch con­
duct or raeult ia oae'e conerioiu objecuve. The iaUatioeal suu of 
aaad is applicable oiUy to cooduct and reeulu Since one haa oo 
•antra! over the aiHtenn of circumalaaoae, one caaaot "iaund" 
drcumatanoae. 

t>it urm "inUntional" ia narrower than the dictionary defini-
tlOA of "inunuoiial". "Iniantional" meena more than that one uol-
aafanfy engaged in oonduct or eauaed a raeult. Such conduct or the 
eauUag of lha raeult muat ban been Ihe paraoa'a xmsriwu objsc-
tive. 
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asaary iacideat to Ihe readitioB ef tha eervioe er to lha protection 
ef the righu er piupeiiy ef the prwvidor. eaoept that a ptovider ef 
erire oommuaicesjoe eei lii a to tha ptiblic ahall net utilice eervice 
uhenriing er random metutoriî  asaept for merhaniral er eervioe 
quality aaefca In epplyii^ the eeeond dauae only to wire eoaimu-

, thie previeion leflecu aa important urhniral dielinnmn 
alert ran ic eoamunioetieaa and traditiosial votee ulephone 
The pimidei ef eleiliiaiir nanmiiniratinna eervioee may 

bavs to aaaitar a auaam af transmiaaiims ia mdar properly to 
rauu, UrminaU, aad atharwiee manege the individual miaeegta it 
—«*'•— Tbott mstutariag ftiaetiona, which may be ninsssiry to 
lha pioviaion ef aa alectraaic winmiiniralinn aerrioe. do not in-
mlve humane "-*—'-g in ea voice ceavessettoaa. Aceordiagly, Ihey 
an aot psahibitad la oaatraat, Ihe tfaditioaal liauu aa eervioe 
-ebeerriag" aod random "mnniMring" da lafar to human aural 
iataroeptioa aad ara retained srith iseiiirt to eesca ("sr 

Subssclisa (d) audiTiee Ihe geiisisl peaalty atrucaira far criminal 
eialattoM ef Ih^ dupur. The fsaaral tide is that a willful viala-
tsan • p——i.»i.i« ss a fiva year faltmy. HUH, ualess eae of the ex-
laiKlista appliee to a petaoa fauad guilty sf erillfullv violatiag oiw 
ef the crimiaal ratirtTf ia ttu chaplar. tasy will be liabie far a fine 
aader Ihe Kapler ** aad impriaoameat of up to Asa yean or both. 

The fiist eaoeptioa far thia gaaaral rule ia thai Ihe iatanaptioa 
rf rrl— «——-j—«i— — [••-••h.hU imm vwer mmiameanore. 
wkh tiam al up to 8100,000 18 V S C 3823. Ttan ara Ihiae eicep-
Imm to this (saerai ruse. If Ihe effeader haa beea pisiiuualy fouad 
to haes beea guilty af an oOeaae of iaiaraepling radio eommunica-
lisiu. thsa Uu falaay piuviaiutu apply. Siaularly, if tha wtereep-
Isee is dsos far iUsgaL tartioua or ooaimercial gaia aorpoaea. then 
Iba sAeoder » [---t-i.L. under the feloay penalty. Tbs aeoond as. 
eeptiea m lhat fust affsaden who iateroept the radio portioa of a 
•aUular lelsjAntis call (aad who act without etie of the eaumeratad 
bad puiIIUIII) auy oaly ba aubiset to puaiahmaat of up to aii 
asatlH u prtsao ar a toOO fiat or both. 

la the eveat lhat aa elfeadar iaureepu Ihe wira pertiaa af a 
talenhnns call auch oooduct ramaioe a five year faleay. 

The third eaoeptioa is lhat oaaduct. elherwiee aa effenee under 
tt.;. siilaeiliiiii that ceaaisu af ar reUtea to tha iatsreaptioa of e 
aaulliu liaiuiiiiminn lhat ia aot aaciyptad er ecrambled and that 
is tiBMauttsd to a braadcaaliac atotion far purpoaee of tatranamie-
•aa to Ihe general public ia not aa afTenee under thie chapter and 
• not suMsct to dvil liability, tinlim Ihe esaduet is far the pur­
poaee ef duact er iadiract uaiuueiiual advantage er privau finan­
cial gaia. Ttm tarau "diraet er iadireel eemaiarcial advantage or 
privau n—"-I gain" an intended to heve lha eeme meening sa 
Ihaa tarau beve when ueed in 47 U.&C. 1060,1 Thie third eioep-
tioa ile< liniiiisliM the iauroeptioe of "aecwork feeds" uader utle 
18. The eiceplieo doee not astead beyoad "aMwork Cseda." The 

In eeatreet e knoering euu of mind ie (11 aa awarenaes of the 
aacun ef lhe conduct, (2) an aweisnsm ef or a firm baluf m the 
existenoe of the arcumetanee and (31 an awareaees af sr s firm 
bslwf in the eubetantial oertainty of the reeult. 

TtuM, Ihe distinction between an "iauntional" suu ef mind and 
a "knowing" auu of mind ie aanaw but importaot- Aa recently 
auied by Mr. Juatioe Rahnquiet, 

Psrhape the moat significant, and meat aaolaric. distinc­
tion dnwn by (Model Penal Coda) analvau ia thai between 
the mental eutee of "purpoee" and "knowledge". Aa we 
pointed out in Uniitd Stoics v Uniud Sutes Oyptum Co., 
438 U.S 422. 446 (1978), a person who cauaee a particular 
leeiili ia eaid u act purpoaefully (intentionally) when he 
eonecioualy iliniiee that raeult. whatever the likelihood of 
that reeult happening from bis oonduct"; while he ie eaid 
to act knowingly if he ia awan "that the laault ia practi-
eally certain to follow ftwn his conduct, whetaver hie 
deeire may be w to that reeult" Ifootnou omitud ) 

In the tmt ot BMOI mmaa "the limited dierinciion bw* 
taeeii kaowladge aod purpoee haa not been ooaeidered im­
portant ainee there ie mod reaaon for impoaiag liability 
ivhather the defendant deeired or merely knew of Ihe prac-
tkalcanaiatysf lherasults,'"(ciutioaSBinadl* * * 

la eertain narrow claaeea of criiaee, however, haighunail culpe-
bility hM been thought to aurit eprcial atlaniinn Umuid Ssetes v. 
aioitcy, 444 U-& 394 (1980). 

The tern "iataatioaal" doee not require that tha act waa oom-
mitted far a particular purpoae er owUve. Ses Benels Rapon 97-
3(17 at 87. 

By the ime af the larm "willful" (thraughout chapter 119)—end 
iu aconmpanyiag daTiaition—the Commitue pcsdudee the appliea-
tin ef avu er crimiaal liability for ecu of iaadvartaat inuroeption. 

TUa section i—'-'— an aifeption to Ihe limitalinns of divul-
gaacc. The eiception appliee to persons or eaUtiee providing wtra 
ar eleetrooic ooaimunieaUon servioe to the public Such persons or 

c permitiad to divulge the oooteau of sav sua eommu-
ation if: (1) othenirue euthorised in eection 2511(ZIAI or 2517 of 

eaUtiee an i 
aication if: (1) otherwiee ei 
Utle 18; (2) with the eoeeeat of Ihe erigineiar of any i 
intended racipient of euch oommunication; (S) to aay . 
ployed ar autheriied, or whoee fadlitiee era ueed. to forward such 
rswnmiinifsl"** to iu ilaelinelinn cr (4) which were iaadveruaUy 
obtained by the ssrvies pravidsr and which appaar to peitau to 
the commiuiaa of a criate if euch divulgeaee ie made to a law en-

Tbe eiaeptioiie to the divulgence har are relaUvcly straightfoî  
ward. Obvioualy pravidera ehould be permiuad to divulge under 
other prtivisione of the chapter. To be oonauunt with the one party 
oonaenl eloepUon found in the chapter a similar eiception u sp 
pnpriau here, ll ia also logical u provide an eiception with r.̂  
.p.^ to activitiee neceeeery end intniuic to the ooaimunieaUon tc-
unty. therefore il is neceeeery to exempt communicauoo uuriae. 
diarisa. Finally if a communicauon provider madveruntly obtain. 
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the asalmiu ef a eeamuoieauen dunag ttanemusmn w h i ^ a p -
M n to lolau to Ihe nii^ian of a cnme, d-vulgenoe u pmait. 
Udwben auch divulgeaee is made to a uw eafaraeeient egascy. If 

ptwrider purpoeeftiUy eeU out to m« 
£ a whether oimiaal activity haa 

I lOI eiiienda laigaly by laeadiiyiac-
K30 of titie 18 to Inmrpmsls vis'atiwia iavolvi 
dMun sr willhil • • uae af win , oral er e 
riumaiil eubeerlien (al aathuriam the • 
-.It" 1 ^ plaintifT may bring a dvil actioa uader ; 
wbethersrMt Ihe dafaadant haa been wbject tone 

fgt the acts —1.1-i-—I ef; but ia Ihe ahaenra cs auch praa-
r r t i . . . aad coavktiea, ft • the plaialiirs burdea to eelabliah that 
Ihe laqnireBMnU ef thk eection are mat. Subaaetion (b) iadicalae 
t t e apprapriau lalief can include: (1) praliaiinary aad ether equi-
M e crdeclaraury raiief ee may be apprapriau: 12) demepe aad 

' aad (3) teaaosuble attorney s feee and ether hti-
^Uen ceau iismrshly iacurrad autissrtiaa (d) af ersfossd i 
E o piwvbim a Biethad far the eempiilelirei of dauagae. Uadar 
ailisiiliiiii (c) tha ooun may eeaem damagee eonai^iag efwhi r« w 
er to mator cf lha sum sf the actual ilamagaa w A s r a d ^ tfir 
BbM&Taad aay prsfUe made by Ihe eulator as a rsmilt aftte n » 
E S T t s ^ i a n i J i l a n i ^ m itT - • ' ' *- (—— «un . .t.^ 
far CMh day ef ei^atioa or 110.000. 

SuteacUon (dJ pravidee a good faiih dafeaae to eclieas biaughl 
amfar thu eeetioa. The farm "good t toh' ea ueed m uua eeetioa 
iadudae the raceipt ef a facially valid eoiut Older. Thua, the fact that 

r eieiliiMiif asonuaicatiae set lira alee hae received 
each a eeun eider, asaaaa the pravider would bs eoUtled to a 
ila I af a dvil eouise ef ectien upoa a ahowiag that auch 
psuiider acud withia Ihe ecope of the eourt order. 

' I Ul ef arepoaad eeetioa 2620 piiiiidm a etatuU af limi-
1 trsBCht tetmr tlsis sseisaa. T te subasctioa p i » 

a asav aot be i iil later Ihaa two yean 
which the daimaat Rial haa rasannatils oppor- • 

violatioa. 
Ihe list of fsdsial effldala wha may make ap. 

chapter. Section 2516(1) la 
I to add to lha liat af eAciala who may be spsrifmslly dss-

Igns'-I by lbs All iasj (General to authociaa applieauoaa to iadude 
My Mliag Aaaiaiaat Attorney GeaeraL er aay Deputjr Aaaiataal 
Attoraay Geaeial ia Ihe Crtmiaal Diviaiaa. The additinn af an 
actii« Aasiatant Attorasy Geacral is aot msant to imply lejsctioa 
ia aay other eoaUA of the well eatabliehed priaeipte that an acting 
eBae l eidinarily paaaeaaea all the legal uuetia of the ofTicial far 
wbcaa ha • aeUag. aar Kryttr ». Mtt, 133 H.S. 138 (1890), but 
ralte to daiify the law uader thie slatau ia light of i u unique 

• - . . . . " '«rilS hislnry smd iatarpra aa- Cba^arK S^L. (Attsed SlaUa U. Aetm. i 
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paraut iwlallatiaa ia the diatrid to which Ihe vahicfa haa beea 

I (b) amanda eeetioa 251814) bv etiikiag out "at riainna-
Ue rataa" and inaerting in lieu thereof "lor reeaonable eipeneee in-
cumd in providing auch facilitiee or eeeiataiioe." This ia daaigned 
to permit raimburssmeat to be evailable at an appiapruu amount 
m of tte work required for a particular acUvity While ia the 
• iliiiaij eaae a fiat er geaetal rau may be eppropriau. thie 
Ttnrg- will penait flaaibility to peraut reimbufaament at a higher 
level m uauaual caaea 

Subeection Ic) mafcae two changee in eecUon 2518(5) of Utle 18. 
Subparagraph (I) piotidee e rule for when the 30 deys to install a 
lap sr bug oegina to riin. Uader thie rule the SO dey time period 
eemmeaeee oa the earlier ef the day en which the officer fust 
begiiu to oonduct aa iatoiaeption er ten daye afler the order ie en­
ured Under thie rufa if an afTteer took 9 days after the entr^ of 
Ihe order to effeetuau the u p and began to overhear coavernatioaa 
Ihaa ths SO day time period would elan from oa the 9th day. 

SubpaiWraph (21 of eubeeetioe (cl of eeetioa 106 af the bill pro-
«idm a special minimisalioa rule. Uader thie itile when an inter­
cepted — — « i ~ i i ~ . ie in a code or foreigB language and an 
aipert ia that foreign lengiiege er code ie net reeeooably available 
daring that iatoraaptiao period, may be acoompliehed 
aa aooa et prectioeble after the iatareeptiaa. Ia thie regard, it ia 
asatempUted that Ihe traaalalor ar dinidii will liaua to the lapaa 
ef aa iataroeptioa aad make available to l iu ia setigatora the 

[the net far later | ' ' 

Bubnaryaph 12) af eubeection (c) of eeetioa 108 sf the bill eleo 
psiwijm that the taooitoring cf iatoteaptiona under Ihia chapter 
may be eoaducted ia whole or ia pan by (Sotemaunt petaoaneL or 
by iadividuale epantiag uader eealraet with the Gaveratacat, aa 
lang ae such peraoaiul ara a c t i ^ uader the amanrieien. of an ia-
etaligative ar law aoforaemeat affiorr aolhsiiasd u une Hurt tba 
talaitaptiiiu. Thia change, whiob wea aooght by the Federal Bureau 
af lavasUgatina, ia imijiiiil to trot field eipau ftom lha raUuvaly 
raatina ecuvity ef •siiiiiiiing iauaeevcieBa ao that Ihey oaa 
eogage ia ether law eafareeensac accieitiaa. 

Butaettinn U) af aeeciM MK amen^ 2618 ef title 18 to aiovide 
aew nilee wth laepect to the epedfidty required ia Ihe aeeenp-
liaae ef the pUoe to be liimwl ar tapped. Uader current law, the 
avplioatioo sind Ihe order muet indicau tha "particular" facility or 
alaea in whicfa tha iaUiaeptioa ie to occur. The aawndmenu oMab-
liah two largely aimiUr nilaa, tha epectTidtv with which Ihe locale 
ef aa iataroeptioo ef "oral csBmuaioatioaa' aad "win eommuaica-

With reepect to "oral mmmiinifslinns" a limited liat of federal 
officials can apply for a spedel order eethiiif nlief under this pro. 
•iaioa. 17M epplieatioa muat contain a full and oompleu eutcment 
ee to why the ordinary epecificeiion requiremenU are not practical. 
Tho appticauon must also identify the peraon committing the of-
faoae end whoee are being inUroepted- 'lne judge 
In turn muet find thet the ordinary sperifiraiion rulee are aot prac­
tical. Ftamplee ef. eituationa whan ordinary apedficalioe rulee 
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P.2d 513 (3d Or- 1(75). with Vmilod Suiea ti PtlUtd, (04 F.2d 1106 
(lat Or. 19741, tart dtmitd. 413 V S 1122. 

Sbccion lOS amaade eeetioa 2616(1) by adding new cnmee which 
eaa ba uaed to justify aa applieatiea far wiraupping or bugging 
order. The new ciimee iadude violatioa ef the toliowing UUe 18 
UUI iai U f (1) aeetiea 761 (talatiag to aeoapa); (21 aactioae 2312 and 
2813 (ralating to aulnmnbils thsft): (3) Ihs sseeod ssetioa 2320 (re-
laliag to Iraflicking ia eertain mater vshirlm er motor vehicle 
f u w , (4) eeetioa 1203 (talatiag to fraud aad raleiad activiuee in 
aenaaetiae with acoaas devicee): (6) faioey vieiatiaoa ef eeetiona 
1611 aad 2612 (talatiag to iatarosptiaa aad diedaeura ef certaia 
aBomitaicatiaaa aad to certaia iateiueptiui davioee): (6) eeetioa 
8146 (lalaling to peaalty far failura to appear); fl) eeetioa 8621 (rw-
l^iag to violationa of the i 

E (ralaUag to deetnictsea i 
I 1962A Iralal i^ to uae sf ia iarsuu neiiiiuiie facilitiee ia 

ths uaiiniiminn sf murder far hink (10) eeeUoo 1962B (reUting to 
violent crimee in aid ef nckataering actirinr): (111 aection 115 Irw-
latiag to threaU waiwt a fadeial official): (12) tha eeetioa ia chap-
tortt talatiag to Jisstnsniim ef aa eneray fadlitr, (18) aeetiea 1341 
(niatiac to mail fraud); and (14) aajr Waav violatioa ef eeeiioae 
1611 aad 2612 Irslating to iaunea lua sad diarinaura ef certaia 
iatafaapciag dsriessl la additinn. this ssetsea authsriasa lha appli-
aatioa tar orden under this diaptar for Ihe liiiatiim ef a ftwura 
htm aa offanee ilseiiiliiil ia thia eeetioa. 

(leiliiei 106(b) anisiiils eeetioa 2616 to aatharias ths |utsiumsat 
to apply far a eeun order authorising or appiaviag Ihe lataroe^ioa 
af aa alenmnir by aa inveatigaUve ar law i 

irity af proieeiiag srftaaeeeer, (8) eee-
I or aitoaft ar aircraft facilitieei; (9) 

y aa inveatigaU' 
I may pswvide s< evidauee ef e fader-

al feloay. U n a , for aoa.wire,'aaa4ral electrsuic i 
dUfetaat aad lam laeliirlive liat ef erioMO can ba uaad to justify an 
t r r * ^ * " far intatoeptioa. Sectioe 106(b) permiu tha guieiument 
to make applieatioaa wr Ihe iatereeptioa ef elecoaaic aommunica-

Tha Cemminae haa beea iaforiaed by Iba Depai luieal ef J i » 
lice lhal for Ihe three yaara which fallow the data ef enartment of 

_ I sf Butbori^ will only be 
pursuant to lha approval of the same laval of^offidala ee thoee ia-
t t l t t i ia the approval of applieatioaa tor wira iataiaepu. tn addi-
tua to Ihia voluatary ragulatory ' ~ ' * - ' ™ the Departmeat of Jua-
tme hM iTTrmm'***̂  Iheiaeelvea to eubaiit to the leleiant Coagraa-
sisaal iieiiiiiiileeii aay piiipnaed chaagea ia Iheea regulatioas at 
laeat 90 days ia advaaea of aay cfaaags. 

Seerien lOt faur subssctions. Hiihasrrinn (a) piu«idee 
lhat a eourt caa authoriae an order erithin the coun's junedictioo 
aad outaide that juriadietioa but within tlie Uaitod Siaua in the 
CMC of a aiabile mteraeptioa device euthoriaed within eueh juri» 
diction. In the usual ceee the coun will euthoriae the iaetallation 
ef a Arvioe, the device will be inatalled trithin the noun's juriedie-
tiea ead ths suspect will then move ouieide the eeun'e juried in ion, 
f^gching in thie sectioa affaeu the currant Uw witb reapect u the 
lue of euch devicee outaide the United Sutee. In oertau caeee e 
device auihoritad for installation, far inerenre. ia an eutomobile 
may be euthoriaed ia cae dietriet and tha vehicle might be moved 
to aaotbar district prior to iaatallatioa. The aathorialioa erill 

would not be practical would be a suspect erho movee fram room to 
raom ia a hotel to avoid a bug and erho asu up s ineeiiiig with an­
other euepect far a beech or field In that ceee. the aider oould indi- ' 
cau authierity to fdlow the euapect aad engage ia lha iataroeptioa 
oooe the targeted eeavereatioa oceun. 

The rule with reepect to "wire communicatioaa" ia eomewhat 
aimilar. An applicetion for relief from the ordinary epedficity rulee 
muet be mode by a limited liat ef federal officiais. 1 I M application 
muat ahow that the neraon oommitung the offenee baa a purprue to 
thwart inuroeption by changing fadliuee. In theee oeaea. the oourt 
muat find that Ihe applicant hae shotvn that euch e purpoee hae 
been evidenced by the eunect- An T*smptt of e eiuiation which 
would meet thia last would be en alleged Uiiutiat who went from 
phone booth to phone booth ouaieroue timee to evbid inurcaptioa. 
AlUnuUrely, e peraon whoee ulephone calla were inuroepted who 
said that they wen planning on moving from phoae to phooe or to 
a pay phosM, to avoid datectjoa would hara deaaeaatratad that pur-

Both trith raspact to "wira' 
Ihe federal government 

"dial" 
hee beee sueoewful in - ' " - ' - ' - r this r»-

epecifieity order the government cannot rranimmrw the inter-
a until the fadlitiee or place from which Ihe communication 

ia to be cooiaienoed is eaoartainad by the peraoa implementing the 
Iatereeptioa order. Ia ather words the actual intaraaptioa could not 
cemmenoe until Ihe euspsct er eruienrae aa intention 
to i—r—^^ a osavanatiosL Thua, il would be improper to uae Ihia 
anaadad epedfidty order to top a sariee of leliphnnm, iateroept 
alTesavarsatiaa oeer eueh pbeaea aad than minimtae Ihe ceatetaa 
tieaa cellectad as a raeult- l l i ia piiwiaiusi puu Ihe burdea aa the 

to aaoerlaia whea the iuleiasptiwi to lake 

Sectioa 107 snbssctina (a) providss lhal — * * (alotfaiag in this 
Act or the amandmaau made by thia Act luueHtMlm authonly for 
the eoaduct of aay iauUigeaoa acUrity. TUa praviaica elarifiee 
that tlie ameadmeatt made ia eeetioa llofbllSI a n aot read ee coa-
sUtuling say aew authoritr; rather thoee aiaeadmaaU reeieeent 
aa eiamptioo ftma Ihia rnaplar aad chapter 121 far otherwiee 
lawful BcUvitiea 

Beetiaa 107(bKl) eieuipU rranmiiniratioiu eecurity mooitoring 
ftom covorege by (3upur 119 er 121 cf Title 18, Uaiud Sutee 
Code. Cotamunicatioas eecurity maeeiiies a n protacUve mtuures 
taken to deny imaulheriaed panona iaformatioo derived from 
Uaited Sutoe Covemment ' - i»~—.•—i—"—.* and to aneun the 
authantidty of euch ceramuaicationa. Communieatioiu eecurity 
protectioo reeulu fram the application of eecurity meaaurae to elec-
Irieal eysums generating, handling, piittaamg. er uaing inferma-
lica the lom of which could adveiseljr effect the national iatareot. 
Communicatioaa eecurity moaitoring ie the eystcmatic ezamiiutien 
ef ulaooflsmunieaUona carried out to determine the edequacv of 

lUnicaUons eecurity deficienciee, to provide deu from which 
to predict the effecuvenem of ui apoeial communicationa security 
meesures, and to confirm the ^eqiiery of euch meeauria after im-
ptoaaentoiion. Commuxiicatiooa security mooitoring ie an amentia] 
port of eueh — • - • - " ™ - aad ia ooaductad pireuaat to detailed 
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guidaliaee appioted by Ihe Aturaey General. Supra. aoU II . 
I h a v proceduree geiwrally est farth an elaborau proeadura to 
aasura lbs lis iialaau eecurity mogiinring ef privau eemmu-
•walinsM Im dafiaad ia para. 4.a.) ia beeed ea aoaeeat. Ssr para. 6.h. 
aod to. at NAStX 4aOOA. Cwnmuniratinna eecurity moaitoring ia 
tha act af lialeaing to, eapyiag, er leiwiiling Iraiumiminna of the 
twni l i is B r a a ^ ofBdal Islaie aaiimu liwHuding the aam-
•i i i iaali af eartaia eeatractara. to provide techaical material 
Im aMlysa ia esder to determiae the dagiaa ef eecurity bsiag pf» 
eUed to theee liaiuiiiiaaiiiiu Thia sscurity. iadudsa. far aumpte, 
tbtt psuiiJed by cnrptographie oquipmeaL For pirpoem ef eommu-
akatloH eecurity moaitoriag, gotemment Islsi is niratlnae ara 
lefaeemmunicatioaa ef aay empleyee, effioer, cealracter, or ether 
aa t i^ of the Uaited Btalee Oevsrameal which eoaoera aa official 
aiiiiiias ef govesameat aad which ara tinaamitiad ever e telecom-
g r - : — i . . - . system owBsd er lowed by the Uaiiad Btalw (Jovera-
w a t er e (ievsrameal iiaiU actor, 

nii^il i i i i i (ll) uf awliiai 107 |»iiiiifae that Ihia Aet daw aat aflact 
eaadact by sffiesn aad amployaw of tha Uaited Su tw (^evam-

msul absu siii ll iiaiiliirt Is in anrrrdanrs irilh rthtr Ifrr- I*- ' -
a n l faw aad if caaductod ia ammdanra wilh praeadurm aporevad 
by lha Attaraey GoottaL Sm a « . Lattar ftam William Fraadi 
M t h , Attoraay Psiisial to Liaeola D. Fauiar, Diiactor, Natioaal 
iaiiiislj A^ocy, daiad January 9, 1984 (ralating to Cuideliam For 
tte OwdiW ef f^wauaieatiwa Seewtcy Moaitoriag Aeuvitiae, 
N A C a Na 4((M). Tte qrpe eTactiviQ saTarrad to in Ihia 
lefaua tt OBs er mora Ihraa eaugoiim ef ectivitiw (11 a 
tsOB ef eaonted or aiei it lei l er other official commuaiesl 

|uil I or eaUtiw sr Uaited Sutw gotatnatent oaauaetora• 
(D iaieraeptiea ef radio T — — - " * ^ ~ trananiinsrt betwwn or 

poaen or egeau of faraign puaeia, or 18) eooeemng 
Buaicatisa syslame need SMiiwisly by a faiaigB 

laaar ar aa ageat of a faieiga 
P t e l s t u r t i l l i i s s i 

Oliii 1 or THE A n o a i t n ODinAi . 
WImllimglam. DC, Jotmtry t, ItU. 

I D. F a u a o . 
sar Gmrral USAF. 

Di/tcmr. NaUomat Smurity Aftatyi, 
AGte rgeC . Maada JfZ>. 

Daaa Dtaacroa Fatfaw: TTie enacted praeedum govcraing tte 
isa iieliieu eecurity (OOMSEO acUritiw ef tte Unilad Sutw 

nt meet tte requiremenu of EiacuUve Order 12333 and 
a n albarwiw lawftil. Accsrdingly, they ara tereby approved. 

(Faragraph ragarding 
faaf^iliiam ef tte prawdu 

intenial policy 

Famcsi BSSTTM, 
tirtenity Gawral 

a. Ceoimuaieatiaae Aet ef 1(84, Poblic Lav 71-418 tm amended). 
b. Omaibiu Criaw Coatrol aad Safa Busam Aai <f 19(8. Pablk 

law 90-861 (M amaaded). 
c Flossie lataUigsaa SurvaiUaaos Act sf 1(78, Pablie Law 96-

611. 
d. Natfaaal i 

tm. 
a. faaeativa Ordar I2S31. "Uaiiad 8 M W I n t i l l ^ n i Actiritiea,-

I Bacority Dfaacliea, dated 20 June 

n a basic purpew af asentity (OOMSBQ meni-
toriag ia to prwide unique aulerial, aot readily evailable through 
ather so:»sc to svaluau I te s u t w ef U.S. (DM.SW Tte iafor-
mating onllanad thraugh Ite OOMSEC meoitariBg program ie eimi­
lar to Ite iafbrmatioa potaatially available to faraign powera 
through their oem signals inulligcaw (SIGINT) ^— Hypo-
thotieel prajectioiw ef tte vtUnerability of Islaiiiiiiiiiiiiii eiiiiiu pr» 
eeduraa, equipwwt, and systaasa, baaed w «»»i.-i~i aaaljwa and 
ainilelii^ do aot always pravids a oompreteaaive dau tew for 
aaalyma OOMSEC '"-^-t ia, Iteiefnis, assd to provids Ite sm-
pirieal daU aaeeaaai^ to eoaduct cempnfaaadra aaalyaw of thaw 
eulaerabsliliw aad aflbid a baaia for canacUag Item. 

a. Thia Inatructioa piwidw policy aad guidaaw far tte aatablish-
meat ef OOM.SEC moaitoriag prooeduiw neuieteiil with applioable 
low sad tagulatioaa.' It iniplsmsnu ttet portioa of Ite Netional 
Oammuiuoatiow Security Directive (Refaraaw d.) which eeaigw 
Ite Director, Natioaal Security Agency (NSA), reepoamhUity to 
iasw miilelinw far tte conduct of OOMSEC moaitaiiag. 

b. 'niie laauuctioa is applieable to all Federal Govenmeai de-
partmenu aad aginrim sngsgad ia or wing Ite reeulu of 
OOMSEC mnailnring. It bw been appiuied by tte Aturaey Oaaor' 
oL 

c. Itehnical eunreillanw eountermeeeuraa. electraaic etra 
QUI veillaiiw ef aoa-ceauaunicetioae emiminns te.g., radar l, 
T m P B T —*--g a n not within tte aeope af thia laatruction. 

m i K i y PratacUva mswiirm token to deny unauUioriiad 
atsw derirad fram leleoommuniwtioM of tte V S . 

t raleled to naiinnal eecurity and to eneure tte euihen-
tidty ef eadb — — — ' ™ * Such praieetien reeulu from tte ep-
pfiralinn ef eecurity niewiiiee linduding cryptoeecurity. tranamia. 
•aaaacurity. and iiiiiainilf security) to eloArical eyeUme general-
iag, '^•."•"g piooeesing. or uaing aalional eecurity or national ee. 
eurity-ralatad infermatioo. It aUo includw tte application of phyai­
eal eecurity mwsiirw to OOMSEC iaformation or auuriala. 

b. COMSSC Uomiiorimt. Tte act ef listaning to. eopying. or re-
irrHing tnaeaumioae of oae'e owa official t^i*i.n«.|p»«iwii««« u 
feavids material far aaaiyiie in order to deumioe tte degies ef 
aecanty bemg pivrided to t t en tranamiaaioaa 

c CtaaStiua whea uaad with reepect to e eommuaiwtion, it in. 
dadw aay iaformatiea eoaoeming Ite idenUty of tte partiw thai» 
ta, er Ite aiislsnns er meaning of Jut oommuaiation. 

d. Mtm.ln/mk' SurvtittaiKt. l n e acquisition of a aoapuUie ceaunu-
ajratina by eiectrsaie meaw without tte eoaaant of a peraoa wte 
is s panv to an alectraaic wanmiinicaliea, but not including tte 
aw of radio directica-fiadiag equipaaat aoMy to ilalsiiiiiiis lha !»-

a. Muosr Oaewuiatattoa. A cemauaicBtsea in which tte peiTiw 
thereto, ia tte ahwiira <f Iteir eonaant to te aHaitoiad far 
OOM.SilC piiipium, teva a raswnahii axpeeutioa of privacy. 

L Mitommunimlieat Tte traaamisaion, mmmiiniratinn, ar 
I of iofarmatioa, iadudiag tte praparatioa of euch infor-
srefar, hy s la i i i ia l , elsrtiiaiiafiielif, ete liwiiei liaiiael 
eptiof weaaa. 

g. TUanmmtuuealiotu Syataei. I t e deviow uaad <• taaoamtC Mdr' 
er laeeive t.̂ .m.ii.tî .̂ tiM.m prooem uleoomnwucatia^a, mchid. 
iag tte BRparatioa of inforautioa, therefor; Au devfaw may te 
elartrirei. electramagnetic, eleetroiaertunifel, or electi»«pticai. 

h. Goutrammt TrlteommomiBatiomt. Telaoammetticationa of any 
employw. officer, oontracur, or ether cnUty ef the U.S. (jovem-
aieat which conwra aa official purpew of Government end which 
a n traaatnittad over a taleoommunicationa eystem owned or lettaed 
by tte U.S. Gnvenimenl or s (jovsmment oontrsctor. (Sw Tsiscain-
maaiastteas and Tsfaesramuaicatiaae Bystam, ate is.) 

6- roucy 

a. Tte Gorarnmant will conduct OOMSEC monitoring ectivitiw 
only m neceeeery to determine tte degrw of eecurity provided to 
GevemoMnt teleoommunicatione end aid in eountenng tteir vul-
iwrahilily. Such acUvitiw ahall be conducted in etrict compliance 
arith current Uw, execuUve orders, and policy. 

b. Govemment teleoommunieetioiu avetems are subject to 
OOMSEC moaitoriag by duly euthoriaed Govemmenl enutiw. Tte 
um of euch oystoma by aay panea shall te oooatrued to imply ooo-

67 

cent to tte monitoring for OOMSEC purpoew of communieetions 
csnied over I tem." Uwre of them eysteme must be properly noti­
fied in edvance. in eooordance with the guidelinw in eubperagraph 
6.e., telow, ttet tteir uw of thew eyeteme oonaUtutm oonwnt to 
monitoring for OOMSEC purpueea The (jovemment ehall not mon­
itor taleoommunicetione eysteme which are otmad or leaeed by 
(jovemment oontractore for their own u n erithout firet obtaining 
Ite exprem written epproval of tte chief execuUve officer of tlie 
contractor onaniiation tor hie deeignw) end tte trritun opinion of 
Ite General Counwl of tte department or egency which is oooduct-
ing tte mooitoring ttet prooedurse, such w thaw oootained in sub-
paragraph 6.e., telow, teve been implemented eufTiciently u afford 
adequeu notiw to tte eootractor erganiietioo's employem. 

c Tte (government ahall not monitor for OOMSEC purpoew tlie 
ooauaU of any ulecommunicatioa when euch monitoring would 
cooatituU electjwiic aurveillanoe. 

d. In eooordaiwe with prooedurw eppraved by tte Attomey Gen­
eral, informauon acquired incidentally from (Govemment uleoom-
munieetiooe during tte oourw of autiiorixed OOMSEC siooitoring 
which raUtw directly to e significant crime will te referred to tte 
miUtary commander or law enforoement scenn teving eppropri­
a u juriediction. When taking eueh action, tte General Counwl of 
Ite department or agency which ia ooaducting tte OOMSEC moni. 
taring ahall te notiTied promptly. I t e reeulu of fDMStlT mooitor-
iog auy not te ueed in e criminal praeeeution erithout prior oonaul-
toUon erith Ite (General Counaal ef Ite depanaset er agency 
which pet fui mod tte monitoring. 

e. Tte reeulu of CX>MSEC maaitoriag shall aot te ueed to 
produw foraign intelligenw or ootmterintellifenw. w defmed in 
Rsferenw e. Hotvever, tte laeulte of OOMSEC moaitoring of U S . 
aad Allied military exerciw mmmuniratimu may te uaed for eier-
d w iatelligeaw piirpoam under praeedurw pneci^ed in applica­
ble direcUvw 

f. No department or agency auy asoaitor tte talaeommiiaiwtiofu 
af aaotter department or agency for OOMSEC purpoeea witteut 
tte eiprem prior written epprwal ef a nepnnsihie official of tte 
departinent or egency to be monitored, except w provided for in 
subparagraph 8.b.l2). 

g It ia raoogniiad ttet OOMSEC monitoring operations oonduet-
ed in a crowded teleeommunicatioaa anviranment auy rwuli in 
Ite temporary acquiaiUon of privete oommuniwtioiu OOMSEC 
monitoring shall te oonductad in eooordance erith operaUonal pro-
eedurw which minimise tte poeeibiliiy ttet tte contenu of such 
ulecommunicalions will te acquired. Such proeadum shall te con­
sistent with tte ruidelinw contained terein end shall te endoreed 
by tte Genera] Counwl of tte department or agency imuing the 
prooedurw. 

i rvewrtS tl mki mm mmty tt t 
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a. OOMSEC mooitoii^ may te aadertakea far tte following rea-
—— eaoaepriau to tte purpew deeeribed ia paragraph 2., atete: 

0 ) % eoUect opera!imal aigaak aeeded to m re Ite 
teiw ef eecurity beii« echieved by U.& codee, eryptagraphic 
^ i | ^ r r — aad dsefasa, OOMSEC Isrhniipf, aad raleled aaa-

(t) Ta provide a bade ftom which to aaaaw Ite typw aad 
ealua ef Infiiiinsliiei eubiect to low Ihrwigh latorsept aad n -
plirtti*'—• af Oeverameat lelaimmiiniratiwia 

(I) Ts preride aa empirical baaia far impromni tte i 
Oerarameat Islaia instinns a^iaai SIGINT a 

(4) To WBSt ia ildsi iiiiiiiii| tte effisctiwaew ef Bectraaic 
Cbuui ss i i iesT la l ir Qeuator-Cotmleiaiseeuim (ECU/ 
K X a i ) and cover and deception mseeurw 

(6) Tb Mentify OoeemaMnt ulemmmuoiwtioo aigaale that 
I axtaraal signal paieiiielsis, dcaal sinicturss, 
NamsB, radio naga^riala, e t c that oouM piuvide 

8X>INT Wemeau ef faraign powera Ite capability to ideati^r 
iatgau tm sahaaqaeBt (Wfiwtinniin aad eiidiiilaliiMi 

(8)1^ train peieoutel aad to teat tte capataity af OOMSEC 
moaitoriag aquipmeat-

h. I t e fiilbiaiiii catagoriw ef leliwranmiiniratinna a n aet ooaeid­
ered privau far pui'pram ef thia laatruction Aceordiagly, aoquisi-
tsea af Ite esutwu sf aay — — * ' ~ ' ^ ~ * ia thaw wtagonw 
which may accur ia Ite aourw of brating or eeamining Coram-

(I)Commescial hraadcaas radio i 
a> Pohlic ssfaiy, rir i i i i baad, 

- by tta Pi III I far puMie uw or 

I la peniooa of tte efaelramagaetic 
I by tte fiiiieMiiiisiil far iU owa 

c Ne inridenlelly snqiilrsd privau mmmiiniratinn may te msoi-
larad baysod tte pesat wbera a deteraiaatioa caa iweniishly te 
•ade lhat tt is privau. A record of tte armiiailiim Buy te kept for 
signal idsntifiwtioa and atiitdeiire puipium, such a rsoord auy de-
scrite tte signal paramaten (frequency, mnrlulatinn, type, and 
ttmiM) but may net identify tte coouau ef Ite communntion. 

dTCoassau of aay privau eommuaication auy aot te daliterata-
ly eequirad w pan of̂ a pracadura for Inrating. ideali^rioc, < 
faring a Gotemment c 

0. Noliw I I ef tte eiietinm ef (TOMSHT aioaMcring m eoaformaaw 
with mibparMraph ahow. caa te eooompliehed by any of Uu 

• I tharscf which tte Isgal ooua-

lateiaiiiiM with Ite Diraelw, NSA. Such prseaduiw shall te 
appiuied by tte Attaraey GeaeraL 

b. tlie Dim Director, NSA shaU: 
(1) Adviw aad awiet otter departmeau and 

tahliehing Iheir epmatiiig preeaduiw to ipiement Ihia In-

Cb Monitw fielded (joverament cryptography w neceeeery to 
nchaiae hie reepeaaibilitiw under the NeU I under the Netiooal OOMSEC Di-

ncUim, ptirvidad lhat pnw aetim will te givea to tte organiia-
tisa whas sociyptad tolamiiununiralioaa ara to te mooitorad. 
Ne moutaring will te eandueied which reeulu in or affonfa a 
eiilmanliel likelihood that tte plaintext of a eommuniation, 
other than ahoit-diiratioa plainuxt operatar eonverwUow w 
aadatad trith eetehliahing a eecun modiiioa, will te acquired 
witheut Ite prior approval of Ite anUly whew talacommunia-
Ifaw ara to te mawtond. 

Lmooui D. FAUBSB. 
Utultmaml Gtmtrai USAf. Dtrmlor. 

Saetion 101 ooolaina Ihrw auhwniaiie fliibeei liiiii (a) aman^ 
cteptw 205 af utla 18 to add a now eection 8117. This ssetioB pro. 
vidw lhat if a coun ia authorised to ieeue a warraat or other order 
for tte indellatinn of a aabifa tracking deviw. such aa order auy 
authoriw tte uw ef that devia withia tte juriadietioa cf tte court, 
aad outaide that juriadietioa if tte deviw • iiuulled ia that juria. 
dmiaa. It should te aelad ttet. unlite a mobile iatareepUon 
device, a tracking deviw may te utiliaad outaide tte United Staiw 
e a a tte devia ie metalled withia tte coun'a juriadicliCB. Subaec-
tioa (bl ef tte prnpiueil eeetioa — « - ' — a defbutioB. "Tracking 
devia" is dsflnsd to msan an eleetronic ar —*—" I devia 
which peimitt tte tracking of Ite movemaat of a peraoa er subject. 

^iilaertieii (bl ef eection 108 a technical aaaeadiaent to 
amend tte table af ctepiara 

Tte praeiaiaiia of thia asction a n iatoaded to aarxnit tte laralle 
tian ef" tracking deviow " h x i may maw fram diatrict to d m i 
Tte eeetioa dow aot affect tte lagai aundaid for tte tewiii i of 
ordere authorixiiu tha inalalteion af each deviee. &v gntrally 
Vautd Sialm u. Kauk 104 S a . 3296 (J984I to ssanh warrant nM 
^^"irad where tte owner coneenu u inetaUaUon); Uailmt SlaUt v. 
Kaaitt. 460 U S 276 (1983) (inetellatiwi of a bwper on a container 
to foUsw ea e public roadway dow aot violate the Fourth Amend-
mentl Tte Court in Kara, tupru, i id find ttet if invcatigatora used 
• beeper to determine whether tte beepered obiact u in e private 
facaiion, a warrant is required Sar PitAmam. LtcOomic Ttockino 
DtiHcm amd Ihr Fourth AmttmdmmL- Kmotlt. Kara amd tilt CUm-
hons Still Umamtuitrtd, S4 C*n i . Uiov. I. R n . 277 (1986) 

SsriuM lot odds two new offenea to aection 2232 of UUe 18. Tte 
first new offenw ie to warn or give notia to e peraon ttet they ere 
tte eubject of an act of interapUon under Utle 18. Tte elemenu of 
tte offenw require ttet tte defendant teve knowledge ttet the 
federal Uw eSLforoement or inveeiigeUve offiar tee ban euthor­
iaed or hw epplied for aa inuraeption order. Tte defendant need 

ealef tteoffecud 
to echieva prapw 
avedfldty. 

(1) Cecals plaeed ea t t e « — - — f ' - g a 
(2) A aatiw ia tte daily bulls 
(81A sped/k maweradum to uaeia. 
(4) A Btslsment oa tte esvw sf Ite official 

_ . . . ia Ite aourw of 
OOMSEC msaitoriag erill te afrordsa piatectica manmetuiirau 
arith Ite rleaifirelinn cf tte iafonaatioa aad tte saoaiUrity ef tte 
•aaitared ecUvity. RaporU a malarial praduoed fram COMSEC 
maaitoriag which idaotify eecurity waakaaaw ef Ite meoitoied ec-
livity will te daaairiad et laaat ooaTidaalial aad dawafradsd to ua-
llswified erhw eecurity weakasaswan uwisi'Isil 

b. laUrim aad fiaal reosiu may te diaaamiaaiad ealy to tte 
oxiaat aecaaaary far OOMSBT puipam aicapc w piuiiifail far ia 
sabpsragraph i d , ahnis. T tew lapocu eball act eaotaia aay iafar-
• a s a w esliMWW to OOMSBT pii i | i iaw.-« aaaaw tt iadindaala 
or —SB-i—• date to ideati/jr tte aoura t 
ky: a^., "tte radio operata ea watch-" 
should be expreoBly Blatad ea each i ^ o r L 

c iUI fDMSRT: moaitoriag aad wriltaa raearia, i o ^ 
aad aatw ehall te destiiijsd w sooa w iipsislinaslly faaeibla. 

d. Except w piiiiiilal for j a aubpaiagraph 5.d., abora, ao iafai^ 
matioa extraaeow to OOMSBT piiiiiiaM inll te raeordedrapnrtad, 
aaad. legged, a filed. If erithia tte repahililiw ef OOMSEC maai-
toiiag equipuaal, aay auch iaforaialion that ia iaadvonaaUy ac-
miired ahall te asnuaged upoa racogaitioa. All mooitoring reeords 
^ a l l te letieaed nr ideatiCatieo ead cxpuagameat of extraaeous 
iafermatiae withia e reaesaable time after t h n ara uwled 

a. Aeeaa to aad ilisaeiiiiiisliiiii of OOMSEC asaaitofiag rawrd-
UMS tt wriltaa lacards, rsports. lop, aad aolw ahall te limiud to 
lhat which ia aacaaaty far OOMSBC puiaww No accam to, a die-

«f, such — . 1 . beyood OOMSEC eperatinoel ele. 
: te alleaed uaUl such malerial ia isrisaad to deter-

to OOMSEC pur-

ohaU te safaguardad I. OOMSEC asaitariag eqnipuiint ay 
I piwvsat unsuthwissd seoaa aod uaa. 

t Haaifaofd 
(1) P r e v ^ for and ceoduet OOMSEC mooitariag eoeraUotu 

w ttey deem apprapriau, subjset to tte ptwaiaiMaa af Uw, a -
scuUve cidere, policy, aod thia laatruetioa. 

(2) Develop pracedura tor tte oonduct cf OOMSEC aKmitor-
. with tte policy aad guidaliaa haraiB, ia col-
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aot knew ttet such an appliatioa srw under e particular ctepter 
ef federal faw, rather, only ttet such eppliation or order ww 
under federal law. Tte defendant muet engage ia eoaduct of giving 
aotia of tte pewibfa intaraption to tte person wte ww or ia tte 

d ef tte inuraeption. S ^ Houw Rapon 96-1396 al 82-86. Fi­
lly, tte defeadaat muat te ahotra to teve eagaged ia such eoo-

subieel < 
aallyTui 
duct with a spsdfic meUve euch w to ebetruct, impede a prevent 
tte interception. Finally, Ite sffaaw alw inrhiilm Bit em pis to 

• ^ p e n a l t y f a a violatioa of thie aat effenw ie a poaeible 
prieoo term of up to five years, a fine uada thie titfa. a both. 

The eeeond new offenw eet forth in eection 109 is to wam tte 
aubjed ef aa act of electranic eurveillaaw unda tte Foraign Inul-
ligeaa Surveillsna Act (F1SAI T>ie elemenu of tte offena are 
uentioal exapt ttet ttet type of eurveiUana order ie governed bv 
a different etatuU (FISA) and ttet s u t u u sutteriaa a slighUy dif-
farant type ef eurvatUana acUrity. Tte peaaltia for thia ofieaa 
ara tte eame w tte aforeaiantioaed offena. 

Sbrcioa 110 providw e aew eeetioa 2521 ia Ulfa 18. This aew ew-
tioa a d ^ to tte —^-"g panoply of criiaiaal and civil remediw by 
authorising tte Attoraay General to obtain an iajuaetioa to pre­
vent feloay level violatieoe cf Ihia ctepta- Thia nroviaioa ie aiod-
elled afka a aiaular eututo (iajuncUoaa against fraud) eaacud by 
Osagna ia tte C:saprd>swiva CMme Coatrol Act sf 1(84. Public 
Law (8-473, s a aho Btualo Report 97-807 at 1267. Thia eeetioa dt-
n c u tte coun to proceed w BOOB w practacahfa to U M hearing and 
ifalsi iiiiiialiiBi of tte malta. Thia eeetioa alw piuvidw ttet prelim-
iaary lalief caa te graatod to praesat iajurjr during tte paodeaey 
ef tte actica. A laiiiisiiliiii uada this aactioo is aiitsiusd by Ite 
Fsdstal Rulw sf Civil Pncsdura (particularly Ruto 66). tn tte 
evsat, tewetet, ttet aa indictment tea been istuiaad againd Ite 
nepoadeot then dkcaverv by both sidw is limitad to lhat parmissi-
Us uada tte Fsdersl Rulw of Oiai iaal Praesdun. 

Stelioa 111 prmridw Ite sffecUva dato far lha ameedaseate aude 
te lha titfa. Tiil—iiiiii (a) ef thie escttea piiitiila tte general rule, 
that a iapt w piwvided ia subeertiim (bl Ite easendmenu made ia 
thfa UUe tote efTed 90 days af ta Ite dau of aaactmant. Ia tte 
c a a of condud ntitsuant to a coun orda a I 
maoU only apply with reaped to i 
after Ihu UUe taka effecL I t e except iwi faund la eubascUon (el u 
wriuan to penait tte coatiauatica uada tte aid faw liifaa of iaur-
eeptiow authoriasd uada such n i lw B s a u a sagoing invosUgs-
tieas n y iavaira leagtby iauiaeptiooa, aay aew orda a axun-
sioa of aa a i d a made ef ta Ite csaeral effacUve dau will te gov-
eraed by tte aaw Uw rulw . . . 

SubaecUon (b) ef eection 111 piovidw e wedal rufa f a a u u au-
tteriwUon of interaptiona. This inecial aflecuve dau riue is nec-
BMry bewua tte prevuiow of chapta 119 ef Utfa 18 aupereede 
previous e u u Uws. to tte exunt ttet they exist, with rwpect to 
mlaetnoie —i~ti.- , . Under tte prwisiow of ctepter 119 the 
varioiu eutee must enect sutulw which a n at leeet tt reetrieuve 
w Ite proviaiona of ctepter 119 tefore Ihey can euthoriae tteir 
e u u eouru to ea ta euch inuroeption orden. Becaua of tte maa-
• v e Bumba ef changa made in chapur 119 by Ihia Utfa in rala-

-A-30-



iaUan. K eeemed eppropruu to grant 
Ite stata auffieient time to mndify Uiair fatn eeeordiagly. Tte epe-
«m; tufa, ia e a e e a . givw Ite e u t a two y w n to bring their fawe 
into iiaifiaiiiiti with I t e a ameadmente ef ctepta 119 of titfa 18. 
It • iiiwihli that SUU fawa will tut aeed te rhenged to accommo-

iataroptioaa ef trira a eral mmmiiniratiote 
wauld afao bcMflt tkna Ite l a a yaw dafayad af-

u m c a n o i a a i n 

new crimiaal effeaa I t e ef-
I of either (f) iateatioaally aecawiag. without autteri-

a tei^y thraugh which aa efactraoic mmmiiniretino eerv-
• ^ •!,, III I er (2) iaeatinrully exceeding tte auUiaiwiion of 
— ^ M i i y la ^ d i a w Ite edfaaa requirw that Ite offanda 
m ^ L T m t i e ^ ^ ot S K A am^ocL Asaio, a l i a sr piavaat uiuu-

i loasm* a 
. I a . 

to Miaad ia acUea 2610mv el titfa n . B 

whifa it ia ia 

I arith-

aay Ismnnrafy, laiauiBiliBIs s l a n * of a ^ < 
^ . - • — . L — . im eteilal to tte e f a c i r ^ t 
Ite atnrwe ef Buet uuma ii acion b> s a i 
aarfae far purpww of back-up piiaectiw sf eueh cooii 

SecUan 2701(al makw it aa enena uuatioaally to i 
aot autbaMlioa, a to aaoaed an autteriwtioo to acoeea, aa elec-

. i — eerr ia aad tharaby obtaia, a h a , a prwvaat 
to a wira a eUctrnnir mmmiiniratinn whifa it is 

Jge ia such ^atem Thie pravieioa iilil tte 
•aiiilsiii sf uaouthoriasd paraaos dstibenuly piaing 

aocea to, aad eoMtiwa lamperii^ with, eleemnic a vim aom-
. ma aet iataadad to te availabfa to tte pibhc. 

^he Csmmicue i 
aiialiai esrvica c f fa specific faatuiee, i 
a a t a "efaeuaaic biilH*"* boaidB," Ihreugh which 
•wa may usi iials epsaly with Ite public to exehaage oomput-
a I—I—— in tte pubiic deaaia aad a tha typa cf informatioa 
ttet may te dislrihiited without legal mnetraini 

It • ael Ite Comminw'e inteat to binda Ite devalepaient a u a 
sf "sill I il bullstin boards" a stter cempsrabfa eervicw Tte 
C„n,—1..— believw ttet when eommuaiesUoas ara readily scoeeei-
(fa tt tte general publie, tte eeada hea, f a iiuipium af Section 
fTOKa), extended aa "aotheriaation" to tte public to aocea thew 
_nauBiwt ie iu. A peraoa may raeeonably eonclude ttet e commu-
aicetion • isodily sm asilili to tte general public if tte tefaphoae 
aumter of tte sysum aad otha meana of aooea a n widely known, 
aad if a person doa oot, in tte oourw of gaining sir iw, encounter 
•ay w a m i a ^ eacnrptioaa, psm I nqueeta, a otter mdieia of 
iaisiiileil pnvecy. To aeoea e OOOL 
^ M l d aot te a rinlalinn ef Ite law. 

nuaicatioa oa such • system 

liilusiliiai <c) ef piopoeed eeetioa 2701 pravidw ttet this eection 
daw B« apvty with reepect u oooduct which ie euthoriied by: (11 
Ite wiii Bfai eC tte eervia: 12) tte uea of tte eerria; a (3) tte pro-
efaiow ef eediow Z70S a 2704 of thie aew ctepur. 

n ^ t m d trcnat t W piuvidw general prohibitioaa on tte dialo-
a a n et eootenu Thie ptupuaed eection previda ttet e person a 
oatity praviding efaetnoic ooauounicstioo servica to tte public 
Aol l a o l ' " g'y dieulge to any peraon a entitv tte contenu of 
a IIS iiBiiiai whifa in electronic atorage by that eervia Thia 
J—KiKi .— to BmiUr to ttet found ia chapta 119 with rwpect to 
tte divulgena of a wira a eledtonic coaimunicatian during trane-

iooTfte term knowingly meaw ttet tte defendant «rw awere 
ef Ite aature of tte conduct, eware of a poaeewing a firm telief in 
tte axtotana of the requiaiu omimaiaooa and an awerenea of a 
a firm beitef ebout tte eubetantial certainty of tte reeult. Tte eon-
duet in queetwn to tte a d of diecloeun. Tte raeult u ttet tte con­
tenu teve been pmvidsd to eneiha peraon a enuty. Tte drcum-
aianiw involvad ara that Ite pssow involwd pi a i d a efactnnic 
^ — . . . . i ^ t i ^ serviom to tte public and ttet tte eoiitoau relate 
to a wira a electronic communication- Knowledge w to a eircum-
etoaw isdudw wiUAil bUndnees. Uodtl final Code ssetion 202. 
ComoMnl Bt 129-30 (Tent. Draft No. 4, 1965); Umiltd Slatm v. 
JtwtU. 6S2 F.2d 697 (9th dr.). otrt dtmitd. 428 US . 961 (1976). I t e 
oaooept of "kiueringly" dow not indttde. I w a i i i i . "racklea" a 

conduct. Sm HouSK Rxsow 96-1896 at 03-34 (tm a drf-
ttttiOO of I 
Bura of atorad wira 
eeotaiw Ite wceptioM to thtou 

^ j — ^ i . . . tmtil at piopnwrf e a B M ZHO. isuaida lhat a p e m 
a oatity providing ramwr. aunpataaa aafriow tt tte pablic shall 
Mt kaewiagly divulae thr maaeenot any coaimuaiwuon wkicfa to 
carried a Msaaawed oa that aivitx. il eertain conditiena are mot. 
Tte «am *^mMau' w aaad in aection 2702 to intended to enesm-

purpat. effed a mwninf of tte communica-
iw provider to allowed to di-Uoa Uader ihu iaurpreution. . I provider 

eulge mai l i^ liau ttet Uanlify peraone fitting brood demographic 
aitaria. Ualea olherwia euthonasd, aarvia providere may aot di­
vulge u third partiw iaforiMlion that prafilw tte acuvitiw of ia-
divWual Bubaeribera through tte divulgena of tte contenu of a 

Tte first condition to ttet tte afrectad communiw-
tfaa muat te oa behalf of and received by m a w of eleetronic 
*—-ir~'~— from ( a craatad by sssaiu of eompuur piui'iwing of 
communialiow reaivad by meaiu of electronic tranamiasion from) 
a eubacriba a customer of euch eervia. Tte eaoond condition is 
ttet tte affscud communicatioa te aofaly for Ite purpoa of pro­
viding atorage a compuur prooeaaing arviow to euch subscnter 
a customer. M long w Ite provider to not euUioriied to ecoea tte 
contenu ef eny aucn nrmmiinife^i^.nr f a purpoew of proriding any 
eervicw otter then etorage a mmpuur prooewing. Tte prohibi* 
tiooa of thto aiil— liiwi ara alw mooified by tte eiaptions in eub-
asction (bl. 

fttrUfto 27021a) protecu fffmmunirf*i*nt "rewived by meana of 
elecuooK tranemiaeion from * ' * e eubeeriter or customer of euch 
eervia" aad tept "aofaly f a Ite purpoa of providing storage a 

itottegen-
aral public whifa others—euch w' electranic" mail—may te inteod-
ed to te coaTidontial. Such a eyetem typically bw two a mora dia-
l iad faveb of eacurity. A uaa amy te abfa to acoaa afactronic bul­
letin beards aad tte Ute merely witb a |iaw I te awipe to him­
self, whifa aceea to such faalurw w elednaic mail erdiaanly ea-
loifa a higha level of eecurity U.e., I te maU muet te aJilitaad to 
tte w a to te MoaaBibfa eperrfirally). Badinn 2701 would apply dif-
fanaUy to tte diffaraot eervicw Tbow trin a aleiliieiir eemmu-
- i — w h i c h Ite esrr ia laiiiiifai attampu to keep eaofidantial 

te utidaned. whifa tte statuu would impew M liabibty for 
to faaturw oeafigttiad to te readily sfriaaitili to Ite (soaral 

I 2701(a) generally prehibite My psiasi ft« iateatieaally 
a w in a sfailinair aemmuaiealiw sjslsiii sritfaout su-

IteriwtioB a la s s c s a of ratboriwlioa, aad tbeiwby .Tjajiri - ; 
w c M to a w in a slalnaiii comauaicatioa whifa h to ia efactrao­
ic a t o r ^ ia Ite systsm. An "sfaetnoic mail" eervice, which pa-
Bifa a aaada to Irawmit a digital Baaaage to tte aerriw'e facility, 
wtera it fa hsld ia d o r ^ uaU tte adihmaa isquMa it. oould te 
•ubssd to Ssctica 2701. A "iiiiia mail" Bsrriw oparalw m much 
t l — . way, eoaept lhat tte etored meaage takw tte farm ef Ite 
^ ^ W ' e SMB. wually ia d«ilal code. It wauld likairiw te subjset 

TML awter ly , to Ite sxtMt thst a l anou coraputiBg 

A peraoa fouiad guilty'of thto new effaaw fa aubjad to a maxi­
mum peaalty w spsdffad ia suhsactiM (b) ef paopoasd sscuoo 2701. 
Oulasi lifsi (bl pievida a gaoeral nifa that auch M offsaw to pia-
tobabfa by a fiw of I6,0I» a impriaanmMt of n a mora than u 
Bwtte , a both. I tera ara two axoatiiioae to thia Haeral rufa. If 
Ite effeada hw adad for pui|iiua or commerdal advMtaga, mali-
cfaw daatiuctiM a t l a m ^ a privau Anancial B i n . tte poaaible 
pmuhy • w slslsil to a fiM ef up to 8260.000 and a priaoa torm of 
i p to OM ywr a both. Tte aaceitd erwaptina to to i n m i i i Ite pe-
^ t i a l jail torn far aseond a w h a q i i H aOeadan ap to two yuan 

' " f u S t af Ite iBportaaa of rwenmnnimtionB gonarally to inur-
BlaU aad faraigB uuuiuieita, tte preveatiM ef unauthonaad eceea 
to tte aislaiiu lusd far siuh iia iralinn to a lagitimala faderel 
onoera. In sows . .i i < eocea to wira a afaetron-
^ commuaieatfaM to uaderlakM br purpoea ef malia a finan. 
dal advantage Otter i i - * — — bueeiai. ar ia ftom tte acUritiw 
ef compuur amatauis, often called "hackers." whow goal to pri­
marily Ite BOOM itaelf. SUll, "baking" caaaot te iliamimi^ w a 
harmfam prank; a hacka B U T stumbfa aenae saaaiUve oreooimer-
dally weful inforawtion, end ia u y eveat uvadw tte privacy of 
tiami wbcw communialiow ara etorod It to thw important to 
nrahibit UMuthoriad eccaa evan if undertakM erithout a aiali-
aow purpoa a moUve. Sectioa 2701(b<l) dow howeva, epedly 
hfaha penaltia f a uMuthoriaed eeoew mmmitud f a purpoew of 
n u n e r d a l advuts«a, — 1 ~ - dwrniftinn a ilsmage. a pnvau 
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compuur proosssing servica to euch subeeriba a cuetomer 
* • *." In tte c e a of eitha electronic meil or voia auil. lhe 
ander e u a r of tte eervioe—ha ninwiri ly euthoriaed the ad-
dreww'e aeoea u tte meeeege. Tte addreesw's ecquiaition of Ite 
masaage ie therefore dearly irithin tte conumpUtioa of section 
270IICI SomeUmw tte eiJJisai i . teving requeeiad and raaived e 
meseage, chooea to faeve il in atorage on tte eervia f a i i emss 
Bt a fata Uiae Tte Committee inUnde ttet. in faeving tte mee. 
ewe in staagc, tte sililisai i should te considered tte subscnter 
a u a r from whom tte system rsaived tte communication for 
eurage. and ttet euch communication ahould continue to te cov­
ered by eection 2702IBI2). . . . 

Saetion 2702ia) generally prohibiu tte provider of e wire or e la -
tronic cammuniation eervia to tte public from knowingly divulg­
ing tte contenu of any communication while in electronic storegc 
by ttet eervia to any person otter than tte additii i i or intended 
recipient of auch communication, or an agent of euch addiiiaai i or 
inunded redpient. SimiUrly, eecUon 251li3l of UUe 18, w emend­
ed prohibiu auch a provider from divulging tte contenu of e wm-
munieation while it u ui tranamuBion. NeiUur provuion. however, 
nor eny otter provuKm in Uie Act. is intended to affect any otter 
piovtoion of federal faw Uut prohibiu tte ducloeura of mformauon 
on tte basto of tte C M I W I of tte inforaiBtion. such a tte Feir 

'^Tte uppl^iUon^ eeetiau 2T01(a) and 2511(3) is limitad to pro-
eiden oTwire a efadronie communicaUow wnricw Ttere ere in-
1 howeva. in which epereon aenUty both ecu w e pnrvid-
a ef sadi arrrirw and afao effete otha eervica to tte public. In 
sane euch w - — ^ ~ tte bill mey allow dialoaure whifa enoiter 
faderal raaaireount. applicable to tte person a enUty in anoiter 
cf IU rofaa. prahibiu dialoeure. Tte Committw inlands Uut such 
n i i i s - ~ * te analyiad w though tte communicaUon arviow and 
tte otter a r v i c a were provided by dieiind enUtiw Wtere a com-
btnad entity in iU non-provider rofa would oot te allowed to du-
clew, tte eppropriau outcome would te nofrdwflneiire. 

Ons exampfa of such an inatana could anw under tte Fair 
Credit Reporting Ad . 15 U S C . 1681b. which limite the ctrcum-
stancw under Which cnnsuma reporting sgcnciw auy duclow ar -
tain information tcfating to consuaura An snuty may perform e 
coMumer reporting egency function, and may afao provide wire or 
electronic communicauon a r v i c a to Uie publie. Such an anUiv 
might provide italf with electnnic eoaimunication amoaa. inclua-
ing tte Storage of dau releting to conaumen. Sections ZTOliei end 
2511(3) teve no effort on tte enUty s rofa a e ooosumer reporting 
agency, and in Uut role tte enUiy muet comply wiUi tte dieclaore 
limiuUons of tte Fsir Credit Reporting ACT. 

SecUon 2702iei2i prohibiu tte provider of s remote computing 
a r v i a to Uie public from knowingly divulging the content* of any 
oommunicetion carried or auinuined on tte a m a on tehalf of. 
and rewived by mean, of lor creaud from communications re-
aived bv meana. oO eleetronic Iransmusion from a subecnber or 
cuetomer of tte a r v i a . and earned or maintained alely for the 
pumoa of proriding such a r r i a to Uw subecnter or customer. 
KiTprevtoion reflacu tte rapidly growing importana of mfonna-
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Uon etorage end prooeeeing to tte Notion e cemmera. Todey, tte 
eubjert metier of eommera IIILI weingly to information In efactrati-
fe form end the prooeeeing of Infomution itwif hw become e meja 
faiduetry. Tte secure eum«* of efaetronic infonnation hw lha 
teoetne w important to tte eommerciel syetcm w tte protection ef 
papa record Accordingly, when en efadronie eommuniation to 
baWmlttad by a eubeeriter a cuetoma to eueh a aervice. end fa 
Blared en tte nbeeriber'e tehalf sotely for tte purpoa ef praviding 
etorwe a eompuur piuesaing servica w tte eubeeriter, tte CW 
minw faitends ttet tte oommuntceben—logetha with Ite prod-
aeto of eny iiiis eaiilg that tte eervia performe fa tte castomsr— 
rsmala aveileble only to tte eubecriba and to Uu peramte dedg-
aataa, with certain eiceptiona enumeratod la Ssetwa ZimOH. 

Ssetion 1702 spedAa Itet a paraea a wUt^ praviding wira a 
efactreafe eemmuniatiaa eerr ia to Ite public may divulge tte 
eoatenu of a oommoniation whifa In e led rook storega ht Itet 

• • " r a My addra I with Ite fawftil cooBMI of tte originala a My i 
a fatended ndpieni of each eemmuniatioa. Tte amoUttw em-
it 11 I ttet "fawful cofMnt." In Uito context, need aat late tte 
farm af a formal wriltea deeuauot of eotueat. A m n l of eonemi 
stetiiadrrtlf would prelert tte eervia provida from liability b r 
Jiwliawt aiiil.l Saxttea (702. Under varioiu cireamaUneee, eon­
eent aright te ia failed to have ariara fram a coaaw of ifwiiag be-
Iwew the eerefaa proriAr ead tte iiMieaue a eaberxiber— 
when a hiatasy e< t m a a i a n a hawwea tte g a l f a effan e baato 
tor a n a e o a M anihiafanding * a c a eaoaaat M dieefasun at. 
lacha to a panicula dam of ii wili^esia. Cooaeat may alw 
flow from a nan teviag tad a itwiatshb beam far kiMwing ttet 

I a u a mey bis made erilh naped to a eommunioatien, 
-i ttet evidenew aequii a i to awch diafa. 

a n a ase—eg, wntinued u a of such M efactranic i 
tfao aystam. Aaa lha tvpe ef implied oooarnl might te tafened 
tram uw veiv aetun of Om efattionfa IraneectiaL F a example, e 
eubecriba wno alaow e wuimunieation M a cemputer "efactioiuc 
balletiB board, with a iswniialils beefa f a knowing Itet euch 
eeamMialione e n freely aude evailabfa to tte public eteuM te 
ounsidsied to heve given eoneent to tte dialoeura a u a ef tte 
eemmunicetion. If conditiena governing discfasura a n a e n 
welled out In tte l i i l a ef tn eleetrooic commoniwtien eerricn, end 
tlioa ritfae ere available to uerra a In eeoltacte f a (te provtoioa 
af euch eei^iiiaB, il would te approprUte to imply eoneent oa Ite 
pan of e w a to d iakaura a aaw caaeietsail wak thaa rula . 

flection Z70&el epecifia Aat e perew a cntily providing B tnra 
a elertreofa communicatfaa a i m a a remote eemputing a i v i a e 
to tte pablic ahall aet knowingly divulge Ite eonteau of My eom-
BumtcaUoa whifa ia efactraoic etorage by ttet eervia to My 
perwn a enUty otter thM Ite eilili laaa a inteaded recipfant of 
such oaoimuniwtiM a s j i a i M t sf such addieaew a intended re-
dptMt. Umfar Sectim 2702ID), diaeleaure to My e tha peraon r » 
qulne lha caiaent of Ite originator a My aililiinBta a lalanded 
redpint ef tte ceauaMfaation. Unda some drcumstaness, bewev. 
er. a cuatimwi of a eubecriba to e wire a aledranic communica­
tion servia mey plea a eemmuniatioa en tte servia without 
specifying M Biidrassw Tte Commitue intende. In Itet dtuation. 
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ttet tte eommuniation et e minimum te dttnied eililieeail to tte 
eervia piotidtr f a purpnea of Section t lmhl . Bewua M ed-
draeaa mey niiuenl to tte diadeeure of e eommuniation to Mv 
otiier peteon, e arvfae oiutidei a eyetem operetor, a Imputed ea-
dreeea, mey iliei line tne OMUnU of M uneilili aeail eommunin-
lim. 

A peteM auy te M "intended recipient of a eetnmuniatjon. 
for purpwa ef Sectioa 2702, even if te to net Individually identi­
fied by nemo a etherwiw. A eommuniation mey te adiliieeiij to 
tte memtere of e group, l a exampfa. In tte c a a of ttt electronic 
telleUn bwrd, f a IneUnee, a eommuaiwtion might te directed to 
all memtere ef e previoiuly formed "apaciel inUreet group" a , el-
UrruUvely, to all memtere of tte public wte are intereetad in a 
particular topic of diecuaiM. In such M Instance, tte eervia pro* 
vida would not te liebfa f a diedeeura to My person wte might 
rewonebly te coneidered to fall in tte claw ef inunded raipfanU 

SubeertiMi (b) of piupaad aedion 2702 provida eix dieUod « -
aptioiu to tte gensval limiutione OT divulgena eentained In eob-
eertion (el. The first eiaption to with raped to divulgena to en 
Bililiiwun a intended laipfant ef e commMiwtian a M egenl 
thereof. SaetiM 2702lbl which pleca limiU OT diakeura. In a n -
nectiOT erith dialoeurw made pureuanl to aectsOT 2702(bM4), thew 
limiutione apply along tte egml eleim. tte eeeond exeeaim to di-

• aulnerard br eUtutory pioviaioiu la eftter cnepter 119 
a (hfa ctepter. Tte third eaerptiM fa divulgena trith tte fawful 
oonant ef tte originator, aJ i i im is . a Inlandad ledpiOTt ( a wb-
acriba in tte eaa ef remote computa eerria) Tte fourth exeep-
UOT to to permit divulgena to e pereOT wte u favolved in farwerd-
i iu tte eommuniwUOT to ifa dedinatiOT. Tte fifth nee^iOT pei^ 
miu divulgena neossaarily incidnt to tte renditiOT ef eueh eerv-
ion a to the protoetiOT of Ite righto a property of tte provida of 
tte eervicw. Tte tenw "righu" and "nraperty here refa to euch 
righu w inulierttial property righta. Uw right to te frae from tte 
theft ef eervicw. Tte Urm to net intended to te reed w to permit e 
piutider to cmlrad erith M uneuthoriud party M oMigatiOT to di-
vulgs all stored nitssagli. without notia to a snv oonamt from 
tte originetor of tte mraage. and tten to claim that euch divul­
gena u to prated tte righu in euch e COTtrecL Tte eixth e iap-
UOT Bothoriam tte divulgena to a faw enforcement egeitcy if tte 
COTtenU of tte communiatiOT were inedvertentlv ebuined and 
appeer to pertain to tte eemmiaion of e crime. Thu exaptfan to 
intended to te read nerrowly. A eyetenutic predia ef reviewing 
etorod communiwtione to leek far evidena of a ctinw eould not 
quelify a inadvertMt. 

f^epuenf srctioa tTOS COTtoine tte prooedural raquiremenu f a 
tte govemment to obtain B c n a to elertranic eemmuniatione in 
etorege end Iranwdional reoorda raUUng thereto. Ptepoeed eecliOT 
2703 COTtoine four eubeeetiona. 

SubeertiOT lel eete forth tte raqulrcmmU ivhich mutt te met 
tefore tte government mey obtain aocea to tte COTtenu of e non-
voia wira ammuniwtlOT a M elertrOTie mmmuniatiOT In s i a -
age. As a general rufa tte govemment mint obuin e awrch war­
rant. Tte COTtmU of tte voia portira of a trin oommunicaUOT bi 
euwege such a wilh "voia mail" auy not te obtained unda thu 

eeetim. Under tte piotuioiu of ctepUr 119 of Utfa IB epply. Tte 

Eiwrel rule eppliw to electrmic eommuniationa which teve been 
electimic etorege f a 180 deye a lem. Tte govemnwnt to. how­

eva , permitted to u a eltomaUve meene ef ebuining eocew if tte 
eommuniwUOT hw bom in etorage f a more tten 180 deye. F a 
thto eeoond wUgory of stored reoorde. tte govemment mey uw M 
edminietraUve eubpoOTo eutteriaad by federal a e u u law a a 
faderal a eUU grand jury eubpwna a a eourt orda unda wbac-
liM (d) ef Ihu sectiOT, niotided ttet tte cuetoma obtain notia. 
Thera fa M exaptiOT f a tte notia required f a thto altemeUn 
mssw, and Itet oxcepliOT to eel forth in prnpowd eectiOT 2704. 

Tte Committw required Ite govemmmt to obtain e awreh war­
raat bewua it wmrliided ttet the COTIOTU of e meeeege in etorage 
were protected by tte Fourth Amendmmt. Tte reeeona f a eueh e 
eonduaiOT ere eet forth mora completely earl ia in thu report. Tte 
ComauUw racogniaad ttet electmieally etored oommuniwtione 
CM te of two tvpw Tte first lyps of etorod oommuniatione sre 
thew ssweuled wilh Irsnsmiaim Md incident ttereto. Tte 
second type of etorage u of e bak.up variety. B a k up pratecUoa 
preeerva tte integrity of tte electronic eommuniwtioiu eystem 
and te aome axlMl p r e a n a tte property ef tte ueere of euch a 
eystem. Moet—if aot all—elertrOTie oommuniwUoru eyetenu (siKh 
a electmic mail eyeteou). however, only keep eopia of mtiia 
for e few awnUw. To Ite eitent ttet tte reoord to kept beyond tiul 
point H to doea to e regufar fauinaa record mainUinad by a third 
party and. tharafora, deesrvii^ ef a differmt etandard of protoe-

SubeeetiOT (b) eete forth Ite prowdurw Ite govemmmt mia« we 
before it can obtain aooew to the COTtMie of My efactroofe eooimu-
aKBtiOT teld by e piutiJei ef ramote computing wrr ien. Tte gov-
emaunt auy proceed using Mv of Ihrw altemativo meena ef 
ecoew Tha govemmmt auy, without providii« tte roquirad aetia 
to tte eubecriba or cuetoma. obtain e oearch warrant. 7*e aevera-
maelmay afao d u e a to dblaia aocea \jy givatf notia to die tub-
« " • " or eiwomer. esid using sidnr (al M adnrinistratrre sum-
a e a snlliuiMid br Ibdmal a mate faw a a grand jury aub paaa; 
a (H a (oart order undnr abwiLUuii (d). Tte requiremMt ttet tte 
mma tew lulbar ia tte u a of a grand Jury eubpoima a edmintotra-
Uve tuauBOTe f a purpoea of obtaining aocea to such rscords-Md 
the parallel requirement bi eubeecUm Id) ttet a ooun a d a te ob-
Ulaad under oertau euadarde-ara intended to apply tte ralevMt 
aeto > » « » h raped to Uw fagal elaadaH audi oflidab mud 
w a l with raped to eceea to Uwa reoorda Thue, to Uw mUnt 
ttet e d a u lew or S u u ConeUtuUOT raquirw Uut e court order 
tead OT a etandard otter Uun relevana te obtained by e eUU 
goveramoniontaal tefore auch ofTicial C M obtain su iw to tte 
•TP* "f raoonfa Droteetad br thfa ctepUr, Uwn ttet faw would pre-
clude tte u a _ ^ U w provtoione of Uiu SSCUOT with reaped to stoto 
goverunwnt oflicufa. Thua, eteu fawa auch a thaw found in Cblo-
red* ( i j i fo rau^ew Jereey and Pennaylvanfa would remain unef-

J I ! ! I S r - I i : f ~ '''' •!?«<>»«nimenl oflieiala Srr du-
cuuMii ot reinrde aooea, supra. To tte extmt ttet eueh ecoea to 
^ ^ L . * tOTdiUmu epaified under 

en a u u faw u ovenidden by virtue o/the Supn 
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cy Cleiue. Ciempla of such federal legel eulhaily include edmin-
ietrelivc eummone ueed by Ite Drug Enforcemeni Administration. 
21 US.C 876, end bv Ite Inumel Revenue Servia, 26 U.S.C. 7S09. 
Nahing in thto eutnoriutiOT elimirutee eny notia which mey te 
required under Mha fawa. Srr. rg.. 26 U.S. 7M9. Tte notia re­
quired under eubeallon (bllsBl (il end (iil mey te dupenad with 
if tte conditions of ssrtiOT 2704 teve bem met Tte type of rewnfa 
to which tte previeiena of subeectiOT (bl epply ere sM forth in sub-
ssdiOT thto. 

Tte t y a of elertrOTie communiatiOT teld by e remote comput­
ing a r v i a which • prolacted from goitrnmenul aeeaa to limited 
by cerUin preCOTditiofu. Tte communiatiOT mint te OT tehelf of 
a eubecriba a eustana of e romou computing servia end euch 
communiatiOT muet teve ban given to the remote computer serv­
i a under nerrow conditions. The nerrow conditione ere thet tte 
communiatiOT mud hsve bem rcaivrd In e a r u i n form ti.e by 
mwns of elertrmic tranemiaiM a eimiler meanel In eddition. the 
communiatiOT must have been surrendered wiely f a tte nirpoa 
of providing etorege a computer proaaing a r v i c a to tte sub. 
eeriter a cuaunwr. and tte piutidei mey not te euthoriied to 
a c t a tte COTtente of eny euch eommunicatiem f a purpoea of 
proriding any a r v i c n otter tten atorage er computer proceaing 

SubeertiOT (c) erte forth tte r u l a under which tte govemment 
mey require the provitfar of elertnnic eommunicetiona a r v i c a er 
remote nmpuling a r v i c a to d ia loa e record or otter tranaartim-
al infermetiOT eonaming a eubecriba er cuatomer (otter then the 
COTtmU of B communiwtiOTi Tte type of reeorda involved ere bill. 
Ing recorde end telephoiw toll reeorda linduding the record of fang 
duunrr namtera end meeeage unit deuiling inforautiOTl. Tte 
govemment nerd net provide n a i a to tte auhariter a cuatoma 
brfcn it aaka aooea to thea typa of records. On tte otha tend, 
the governmCTl must u a one of Ihrw eeU of euthoriied proee-
dura. Tte govemmmt a n rely OT edminidrative subpanw a 
grand Jury eubpoenw to Uw eitenl ttet euch iiiuctmre ere Icgelly 
Buthaiad. AltemaUvely. tte government a n u a e aaaich war­
rant. Finally, Ite govemnwnt wn oak a eourt orda direrting tte 
dialaure of such records. If s court orda to Bought tten tte gov­
emment must meet tte procedural requiremente of sabartiOT Idl. 

SubeertiOT (dl provida thet tte govanment ehowe ttet ttere u 
reoBOT to telievc ttet tte C O T I M U of en elertrOTie communicetion, 
a Ite rerarda or otter informetiOT wught, sre relevant to a legiti. 
mate lew enforament inquiry. Tte OTiy COTtenU which a n te 
Bought uaing tte court order optiOT are. of oourw. ttew etiMod for 
more tten 180 deye. 

It ahould te noted ttet when Ite gaeranwnl to required to pve 
notia to the cuetomer a euhariter thet tte purpew of euch notia 
u to provide Ite eubecriba or cuatomer with en opportunity to eon-
in t the propriety of auch e dialaure. Tte customer a auhariter 
hw aUnding to raia eny legitimate defena to auch duclaure in. 
eluding any conatitulional cleima under the Firet, Fourth. Fifth or 
Fourlanlh AnwndmenU. any cleima of privilege, end eny eveil-
able drfenan to impmperly iaurd aubpana Whetter any of 
thea claima are accrr'rl by Ihe court tefore whom the appliealion 
to pending will deprn-! m ttw facU of a given c e a and tte etete of 
tte lew et tte Umr 
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tfOi aau forth fa four when Uuw tte proee-
i'gevaraing beck-up copy pieai lelinn. 
eectiOT laXl) piutida Itet wbM tte gevaamOTt to eseking 
I to raawte ooaputiag esrvia iafscmaiiOT OT recorde unda 
1 Z703(bt2) thet tte govaramnt C M aaak aad obtain tte w-
a af the piaidei ia pi awning Ite infomaliOT a recada 
. Tte gaoraaMl may, aada Uua nihairiiiiii iadude with 

aeaa a eaurt erda a leqiisd lhat Ite maidai create a 
1 a back-up espy ef Ite isqusdsd raeads a infamatiOT. 

to dincted to crsato a Back-up copy a BOOT a praeti-
at with ifa lagular buaiaaa praetiow Ttiue, if a aerv-

faa iBismaui maintaiw back-up copia w pan of ito regular buai­
aaa acUvitias, it dow aot ten to ciwto a aaw eepy. Tte piuviifai 
fadimcud a d to ioCarm tte custcaa a eubseiiba cf thto acUrity. 
Alter lha copy hw bew made Ite pimidai to directed to inform 
tte guamnaiHiisf eatit|-aaaking Ite eopy lhat it hw mmplied with 
tte rsqaast Finally, Ihu subsseiiM s s u w M niitsidi limit far Ite 

1 rfa back-up eepy ef two hi sis s a daya-
I tel providw thnt cow A e I 

1 thet it ahaU maUfy tte t 
I thna days, uaiaw such aatiw m itsfajsif unda tte taram af 

fseasaed ssctiOT 2704(c). At thfa paiat Ite ptaiefai to afao fiw to 
aauiy tte Bubatiiba a r iwouia oafaw prahilad a a d a aubssctiM 
t s f isupmiil sactiOT 2706 

lliilMi liiiii (alS) piuiida lhat Ite praeida ahall aot dsstray a 
back-up eepy generatod uada thu aactwa uatil Ite latta rf tte de-
Ihaiy rf the iaforaatiOT a tte rssniiitiM rf aoy f witiiigs refai-
•d to the accaa quastiOT. If tte govaamsntal eatity bw aotified 
tte I lali mil a anfaaoriba aad that peraOT hw aot chalieaged tte 
loquaalad BCOBB Uwn af ta Ite paaaage rf feuitaM days tte previd-
m aay mate tte dieeleetire. Iiilaenion tal5) piut iJa thst a gov-
ammsatal wtity may only esek to require tte crwtiOT rf e back-
op espy taada siihssrtinn toXl) if ia iu sofa discrstiM thera to 
saaaw to belfate Itet nntifirslinn uada ssctiOT 2703 may reeult ia 
AatrudBOT a laaiBBiing with Ite iafaraatiM sought Thto deta-
— ^ t i — that aotificatiM uada asctiOT 2103 Buy result ia ham-
aariag with a dastnietiOT rf svideoa OT simila advera raaulte 
Wf Ite iiiiaiiiiiisiilal raUtf to aot subject to chalfaags by tte sub-

I A i l ) rf itnpssiJ aertiOT 2704 pimida that withia 
faarttn ^ y a rfter aaaaipt rf aottw by I te gutaiiiawnt ttet a 
bsch-up CBpy bw bsM reqMwtod Ite suBBCriter a cnstflmer auy 
a e w to qawh a vsrats. Thu siihssrtina sstt forth tte proosdural 
4 B U A ef auch paoeaadia^ I t e chalfaava mud esrvia Ite gov-
aoBsala l « U t y aad piovide writtn lutiw to Ite piaidei at tte 
chalfaafB- A BMtiOT to vacate ahall te made ia the coun which 
tensd tte origiaal orda. Similariy. a motiOT to quaah shall te 
aada ia tte appropriato alau a faderal court. Tte motiOT or ep-
pliwtsOT uada thto siihaartinn mud aatabliah Itet tte diallenger 
m tte rsfavMl cuetoma a eubacriba. I t e challenger miut alw 
asl farth rasaow why tte reoorda being eought ara oot ralaMt to 
a fagitiiiiale faw eaaraem»t iaquiry a ttet eome otha legal 

' I euch w failura by tte govaraaeat to comply with tte 
sr f lhtoctepla. 

71 

fhilwitinn (bl2) eete forth eervia rf pinrea rula. Servia under 
thto eertiOT mey te made by regtotarad a eertified mail to Ite ap. 
proprUU govemmmtei mlity. 

SubeertiOT (bl pruvidw ttet tte govemmmi siiall te directed to 
file a awom raeponw if tte chalfanger hw BWt tte raquiremenu rf 
this SubeertiOT. TTw goverammtal iwpotue may te fifad in mmrra 
if appropriate. If tte COTrt caniwt OT tte baato rf tte imtUI art rf 
papen aetarmuw tte ehalfange. tlwn addniOTal procwdings Buy 
bs conducted Any additional praoeedina and a dadaiM OT tte 
challenge shall accur w rapidly w fawibfa, i t withia 7 calendar 
days in sll but tte mod MusuaJ drcumatoaow 

SubeertiOT (bat) piotida that if tte coun determina ttet tte 
challenger u not the subseriba a Ite cuetoma affected doa n a 
teve legal etanding to CMUd tte diadsaura thw tte oourt shall 
dmy tte motiOT a appUwIiM. Deeial is siw diraeisd if tte ooun 
flnU ttet tte informaliOT eought to rolevMl to tte legitinuu faw 
aiforcemmt inquiry. On tte otha hand, if tte chalfanga hw 
•uading and e u show sitter lack rf relevana a aoa-compliana 
with Uw procedural requinmmu rf thto sort inn tten Ite coun 
mmr vawte Ite orda a quaah tte aubpwaa. 

h tte event that then fa no ind irt ment tten tte pasOT wboa 
I involvsd may move far tte rntura rf Ite reoorde. 
OT (bXSl iiiiiiifaa lhat a coun a d a drayiag a motiOT a 

appliwUOT uada thto eectiOT ahall a a te iaimiil a fiaal a d a 
aad therrfon no iatarioeutory appeal may te lakM from eucta a 
deaial. Obviowly, aothing pracluda a cuetoma a subscnter wte 
to fata tte subjsrt rf s criminal proossding fram raising t h s a 
issuw again aubiea u tte wnriinna limitotiOT rf eectiOT 2708. 

Propmtd tmiion tTOS ia) pravidw tte condiiiane whenu defay rf 
My raquirad notifiwtiOT may te adiieved. Unda eubeectiOT ie«li 
a goveraBwntal OTUty may requed a defay rf notiTicaliOT f a e 
period rf up to 90 days if tte govereawnul mUty oOTvuioa tte 
court lhat t ten to ii i ion to believe that such aotifimiww will 
pradua advera raeulu a j M iiliiti in subeectiOT (al2l rf proowed 
ssctiOT 2704. AltemaUvely. whera H admin tol raUve a grand j u n 
subpoena to obtained, defay Buy te whieved if e eupervieory offi­
cial f i la a writtOT aniTwatfan ttet such defay to neceeeery to 
avoid adverw reeulu In tte eeeond caa. Ite defay ia aotia C M 
aoly Iwt initially far a period rf up to 90 daya. 

&ibeectiOT U)l2) eeu forth tte advera reeulu which c u Irigga 
Ite defay rf aotifiatiOT ed out ia peregraph (1) rf thto eection 
Then ere fire MUBwrated advera reeulu ll) endangering tte life 
a idiyeical safety rf M iadividual; i2) flight from proaecutiOT; (3) 
destriiciiOT rf a tampering with a idena; (4) intimidaiiOT at po-
tMtial witneeea (including vietime rf My crima); and IS) otter-
wtoe eerioiuly j — i — " " - f M iniedigelinn a unduly dafaying M 
ongoing trul. 

SubactiOT (a>3) requirw tte government to maintain a true 
eopy rf tte certifiatiOT required uada paragraph (IKBI rfthto s a -
tiOT. 

SubeectiOT (e>4l piutida ttet extenaioiu rf up to 90 daya auy te 
Blade rf tte notifiaUoo w long a tte original requiremenu rf thu 
eectiOT ara met with raepert to Ite extoaaiOT. 

n 
I laX6) piutiJa Itet upOT tte expiratiOT rf M * period 

rf defay tte goranuoOTUl MUty which bw obtained tte mlorma-
" eerva upOT tte cuetoma a eubecriba a copy rf tte proe-

" • " r iKe 1 • e a uasd to ebuu Ite iaformatiOT Servia unda 
CM te by first c laa a registersd mail. Ia addiliOT. tte govemnwnt 
entity mud alw iadude a a a i w that stotw trith isssiiiistili speci-
BtUf I te aature rf tte faw onfarremOTt inquiry Such notia shall 
ofaa fail I te ciwmwr a auherritei whra the iaformatira w a hir-
aariad: dUI tte naificatiM ww dafayed. wte autterisad tte defay 
amd aada trtet proviaiOT rf faw. 

fliitantiiiii I ttt l drfinee, f a p i i r raa rf thfa aiitnali tte term 
•^upervieay iflicial". Such term meana tte inveetigeUve egenl a 
•osieiMt invesbgetiv* agOTt in charge a M equivafani omcial w 
A t iaiserigsting egency's beedquarten a regioael offue Tte 
term afao mean tte durf piuesiuting ettoraey a first saisisiil 
psoeeeuting ettoraey a u equivafaat official ia a ragioiial a haad-
^aanan o A a . 

fliilan iiiei (b) rf thto eectiOT provida a praesdure f a tte govcra-
SSMI to podude tte a r v i a provider from aotiftring tte eiutoawr 
a eubecriba in a narrow a t rf cimimatanca. Pir«, auch pralu-
asOT may only te obtained in iaatancw wtera tte govemment to 
a d required to noUiy, a whera tte govonuaMI h a obtained tte 
aothonty to defay aotifiatiOT. Sacoad, a pracluaiw rf aotifiation 
a u d te gTMUd by a coun rf competent juriadiction. Tte final re-
yiremMt to Itet tte oourt te cOTvinced that thera to rewOT to te 
have ttet adverw reaulte eM forth in nilnn liisi (bl will occur if no-
tMcatiOT to givea. 

fiaoans 2702. 2703 aad 2704 affert tte eoateau rf communici 
UoM in staega a wtera informaliOT to being maintained for a 
•iharnliai a euaioaa in a rameu computing laility New uch. 
aefagim teve ciwied capacitia far •uiegi. rf commuaieatfaM and 
tte augfa prahibitiOT of iaieroeptma fa Mt sufliaeat to uitei thfa 
lenadlype aepert rf oommunioatioa. A paisOT wte subaeribw to 
M elenrnnif mail aerviw auy a a nal iw it. bul ttet a r v i a litely 
•einiaina a record rf all eyetem tianaactiow f a a period rf tiaw. 
asaally aix moette uada c u r m t iaduatry praetia. E v n if tte 
aabsgiter taada Ite msssugs aad diacarda a deletw it, tte eystem 
aaa ta iw it w a backup copy fbr eystem mainUMna and integri­
ty piuiwam Thea records are rstrievshls end tte (>ommitiw in-
•aada ttet subecritera and euatomen te afforded eoaw protoetiOT 
w to Ihaa reards. Tterofon, a provida rf eienronic oommunica-
liaas to Ite public aucb w M eleclroaiie mail eerria auy n « die-
cfaa tte COTlOTte rf etorod eommuniaticne iiiilsa one of tlw eut. 
atoiy a a p t i o w in 2702(bi epply. O w rf tte exceptiona, (bx2). ap-
ptea when tte goveramMt aaa raqiteaiad accaa u t h a unda aec-
ten 2703 a 2516! 

Tte Committa h a eought to add dgniTioMI proteeUOT to tte 
piovisiOT rf remote computing servica wtera the cmtenu of »m-
muiations are elertiOTicallv traiumitud to such a r v i a . In mat 
indanrw, records mainuined by third partiw heve no epwial pri­
vacy or OOTfidentiality protenim. Tte Umted Sutw Supreme 
Oaun hw held ttet u employer's wage rawrds are nM eubjert to 
tte eaertinn rf inured by u employa. Donaidton u. U.S. 400 
U S . 617 (19711. Similarly, in ifiUir v. US.. 426 U S . 435, 1976, Uw 
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Coun teld that M individual hw no etMding to ehalfange tte die-
doeure to govannwnl rf recorde Biaintained by buka for tteir 
ducking account custsraers. In Donaidton. tte raoords sought were 
tte wegc records of tte employer and erere net kept a mainuined 
for tte employa. In Miller, tte hank custonwr uaed tte bMk a M 
^ n t to feciliute fuuncial traneartioiu. Tte recorde rf e chaking 
account tvere evidena rf a public traruertinn and tte dialaure of 
Item to a grMd jury did not violau My omwiiiiiliOTal righu rf 
bank eustomere 

T t e a caoa were Kudied exunaively by tte Uniud S u t a Priva-

3 ProtoetiOT Study Comaiiasian and by tte Coograa. Tte Repon 
tte Privacy ProiartiOT Study CoBuniasfan, Ptroonai Pniacy in 

am Informalion Socirlr (1977). Tte Privacy Coramuaira reeom-
metided ttet individuale teve enforoeabfa righu to liaiit tte diaclo. 
Bure rf reeorda maintained aboul item for third partia Tte Con-
gram acted upon thea reamnwndationa in tte ruuncial records 
arw by enacting tte Right to Fituncial Privacv A n in 1976 12 
U.S.C. 3400 M seq Ttet s u t u u in ovemiliag Uil l tr requira feder­
al govemmnt agencia to u a fagal pracea to obtain bank reonrds 
•ad allow tte bMk cusunwr to s a k to quaah such r 

appear 
Thu 

Lwt Urm Ite Congraa exunded thu type rf record privacy pro. 
lartiOT to rawrds maintained by cable operatan. In tte Cebfa Com-
muniatioiw Privacy Art rf 1984, cebfa mmpania in tte proviaion 
rf one-wey aad two-way servica are rostrictod in tte tvpe rf infor­
maliOT they Buy dfaeloa about eubecritem Public Law 98-649 
Moroova. the legiafaUon. lite tte Right to Financial Privacy A n . 
requira tte goveramMt to obtain reoorda OTiy through a coun 
orda or l eg j prooea with M opportunity to tte eubecriba to 

and crauat tte disclosure of tte infomution. 
Committw to COTvinced ttet Ite subscriten snd eustomere 

rf lemete eempuUr« eervicw should te afforded a level rf wnfi. 
dena ttet tte cOTUnte rf raoords mainuined OT tteir tetelf for 
tte purpew rf providing remou eomputing eervicw will nM te die-
doeed or obtained by tte govenunMI. unlea certam exoepuona 
apply or if Ite gotemment hw uasd eppropruu legal pnoew wiUi 
the eubeeriben a OHtamen being givM M opponumty to protart 
their righu 

/Vopoenf satiOT tfOt CMtaiw two siiheertiOTS Subeection lal 
providattel a goveraawntal wUty obtaining tte COTIOTU of com-
muBiatiotu raaida a otha traaaactional iafomutiOT Mder s a -
UOT 2702. 2703 IwiUi certain excepUaul or 2704 of Uiie uUe shall 
pay Uw perera a MUty praviding such uiformaliooa f a Tte f a 
Imder Uito aeniOT ahall te reimteraauat f a eueh ooMsw ere rw^ 
naably ncceesary and which teve ban direcUy mcunod in ewrch 
f a , aaembly, reproducing or o«h«"na ^ovidin* such informa-
Um. Included in^nich eoeu ere delivery owu. Afao included are 
2 ^ cmru due to Uw neceeeery dfanipUOT rf Uw nomul opereuoos 
of e orovider 

SuUertion u ) eiempu from tte reimburament provuion. a r ­
u m typa rf record, unlea the requirement rf suhwcuontc) are 
^ t • f h T t v a of roconfa involved are tefaptene uU records and 
SlepiSlTe i S a records ere eicluded. b w . u a for Uw mat 
pan Uw government h u nol tradiuonally paid for such mforaia. 
tfao. Nothing in thu excluaioB, however, a f fau tte govemmenl s 
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^igaliOT to pay br iaformatiOT through otha requeeu li e. rs-
siiMs otter Uun unda thto ctepta). Thue. if a govemmmt egml 
w a a tefaptione to requed informetiOT aatoirinre tlwn oompensn-
UOT will te due. Similarly My caurt appwranew in CMnectiOT 
with ouch M inferautiOT raqued would te covered etoewhera. 

BubaectiOT (bl piovidw ttet tte aomint rf tte Iw provided by 
•dwil inn U) rf thto eectiOT shall te aitha mutually agreed upOT 
a determined bv Ite apprapriau coun I t e nihaatiuii spscifia 
which eoun wouU te appropnate. 

SiiheertiM (c> rf pupaeed eeetiM 2703 previda that a caurt auy, 
apOT Ite requed ef a persOT providing inforiHtiOT, requed M ap­
prapriau eoun to orda roiffiburaeiBMt f a pajramt ralatad to ex-

1 iacurxod ia caaaeetiOT wilh tte ewrrhing f a . ropradudng, 
' k papers, locada, a a l b a informatira a dato 

^ J toC praducad. Sss; a ^ 12 V S C . 3415. Tte 
ay ebtain such raimterssmsnl if Ite iaformatiOT re-

^uiiad fa voluBuaow a olherwia oauaa M uadw burden OT tte 
IsDi i i i i . Tte Conuaittw u p e c u that Ite Oepanawat rf Justiw 
aaii, br rtfulttioa (subjsrt to aotiw and esmawat). 
vtiOOT nitexu to Bsadr dte p s n i a snd tte oouru with reepert to 
tte II rf tte te«-IIIM • mW "indue b u f d n \ Tte 
fVeiiiBilla Tinpa ttel Ite aiifaiM sptl'raiiaa rf rsgulaliow wi> 
ndua Ite aaad to lafy OT judicial utmi mu^oa to raadra imm. 

Mtura rf cuiraat aad paat practiw ia thfa area. To tte exteat ttet 
tte requed exceeds the netura and ecope rf iaformatiOT wuaMy 
eought without imiipsnwlinr IhM tte laimfauiseawi psoeaaeM 
would a a e iato pfay. 

niisiBof Srttiom tfOT COTIaiw five siifairriiiw Wiihartinn U) 
mueida a dri l w u a rf actiOT for My suhacriter a customa erte 
aw bow aggrieved by a tnnwing or ialMtienal violatiOT rf thu 
dupur . Hanieni may te had asafar Ihfa aediOT egaind a patoOT 
a enUty wte viofaiod tte piorisiau rf thfa chapta. Thto includa 
fowraiaaatal eautiw wte teve violated tte pioviaiooe rf thu 
chapia. Ralirf w auy te appropriate may te awarded uada thto 
aecUOT but includa pralimiMry and otha equitabfa ralfaf, dedara- -
leiy ralirf, daBaa#a aad raeennahls attorney s faa aad otha litige-
liOT oeda raeeonably iacurrad RiiheeniM (e) artivida tte meeeun 
tt damagw unda thto aediOT. Paiiiaga iaclisda actual damngae, 
H v fad piofiu but in M c e a lea IhM 81,000. 

niilnn liiwi Id) asu forth dafsnaa to dvil actieaa. Thia siihan'liisi 
psuviifaa that good faith raliaaa on a fawful orda ehall te a oom-
pfaM defaaa to My dvil a criaiiaal actiOT brought unda Uito 
chapter a My otha faw. Tho typa rf fawful erden ara tot forth 
M (1) a court sraiTMt a a d a , a grand jury eubpoeiu. a laislstive 
autteriwtiOT, a a aututory euthoriatiOT. (2) e requed of My in-
tedigarive a faw nfaoexnenl olTica unda aectiOT 251817); a (3) e 
feed faith dsterminatiOT ttet een aw 2SIU3) rf thu titfa permitted 
tte ooadurt complained rf. 

fllllnn liiwi le) provida tte autuu rf limiutione. Unda thto eub-
ssctiOT a dvil actiOT B U Y n a te coaawneed fata IhM ttto yean 
af ta Ite daU upoa trfaicn tte claimMt first diemieiisl a bad rsa-
ssaabfa spponuaity to discova Ite vialatioa-
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Propottd ttciiem tTOS |wiiiiila ttet tte reaedfas end esncUeoe 
deeeribed in thu ctepur ara tte ooly judicial raaiedia aad eenc-
lione l a noncooaUtutionai vwUtjotw of thto ctepta. Sw .ii—..tr** 
rf eectiOT lOllel rf tte bill, supra 

r i iifiustif ttrtiom trot OOTUiw praviaiolu rafating to oounurin-
toUigena aoeaw to talephooe toll and ireiun iiieial laoor^ Stib-

1 (a) piovida that a mmmiiniraiione eerria a M 
aerviw provida ahall comply trith e re­

made f a ufaphone subseriba infomatun aad toll billing 
iaformatiOT a aiectioaic coauuiaiatiOT Irawertional 

WbM euch a nqiiad to made by tte Direeta rf tte Federal 
Burwu rf lavsatigatiOT uada subasdiOT (b) rf thto eactiOT. Subeec­
tiOT (b) prnrida thet Ite D i n c t a rf ite FBI lor tn iadividual 
withia Ite FBI dafanalad far lhat purpaa by Ite Direcia) may 

eh ianrButiOT aad r-^— • - -l H y auch iaforButiOT aad reoorda if I t e n to a ceniffaatiOT 
tte iaformatiOT eought to nfavMt to M Mtfaoriaad foraign 

aBuntoriatalligena iaialigeliiei and Itet than a n epedfVc and a -
linilahle facu giving naoOT to believe lhat Ite pasOT a aUty to 
whom tte iafonaaUOT sought partoiaa fa a foreigB powa a M 
agMt rf a fereiga powa (w thew tome am dafiaad ia Ite ForeigB 
latolligeaw Surveillaaw A d rf 1978). 

fluhen liiin <cl provida ttet a eowaaaiealiau * — — - tonrt-r mr 
aanria piiiiiite (iadudiag officers, tmfloyma aad agMte) a 

Ito My paaaw lhat I te FBI tea aaught a i' 

UNU .iwi I « s 3 r w oBtoumu Ht tua 
(UideliBa approved by the iUtas 
Ulligeaa edIeniOT and femigB i 
cendiieted by tte FBI, with reepe 

I FBI may dioemiaato iafbrma-
eliw eoljr w piaiifad ia 

t Attorney Geaaal f a fara^a eouaterin-
oraigB ceuatariaialligena invesUgatioaa 

I by tte FBI, with reepert to iliaaiiiiiialiiiii to M agency 
rf Ite Uaitod S u t w Aay diedeeura to a Uaiud Slatw agency C M 
caUv te aude if tte iafarmatiOT fa cfaarly lefaiMt to Ite authar-
iaad rwpoaaibilitiw rf each agency. 

SubaeetiM (el piovida lhat Ite Ditactor rf tte FBI ahall ftilly 
taiform tte Hoiwe and Saaato iatallifsaa iisiimillsa esaseraiag 
all requeeu made uada thto eecUca-

Propoeed eectiOT 1910 wmtoins dsfiaitiom aaad ia thto chapta. 
Aa a general rtifa, tte terme ueed fa Ihia aew chapta have tte 
eame drfmitiow w euch terau tew whm uasd ia ctepta 119. Tte 
Urm "nmnta eomputiag eerria" mians "tte piuviaiui to tte 
public rf computa dorags a piis'aaiiig a i t iuw By a s a w rf My 
efaetioaic sommunicatiM syataa." naiiiiUs computing eeitiiw to 
DM intended to epply to computa eerviea offerad by tte varioua 
tofaphene cnmpeny COTtral cfTicw ia COTnertiOT enth tte routing rf 
lafaphoae ealfa touch w epeed dialiag, call ferwaiding, aad three-
way dialiagl- Cemptita ataage meaw all typw rf aiedraaie a 
magnetic etorage, tnrliiding aincsgi ia tte meuiory rf a oompuUr. 

SactiOT 201(b) OOTIaiw a cfarical ameadmwt to amend tte labfa 
rfcteptore to add a aew Utfa f a ctepur 121. 

Sertun rf tte bill rOTIeiw tte effeeUn dau. F a thto Utfa 
and tte amendmOTte ssade by thto Utfa, tte effecUve date to 90 
days af ta tte date rf eaactiaent. In tte c e a of cnodurt pursuMt 
to a court orda a extmsinn. it trill apply onlv trith reepert to 
eoun a d e n a ertanainrie aude afta thto Ulfa toiw effect-
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Thm titfa COTloiw a w eectiOT end two siihaoiow rf tte bill. 
SectiOT SOlia) adds aix new eectiow to Utfa 18 relating to p H r ^ u 

Ktwm i l i l COTtoioe t h r a siihaniuiu. Subeectfan U) 
moleiw a general prohibitiOT OT POT rsgisur u a . Tte eubeectiOT 
provida Itet M pereOT shall inetoll a uw a pan regisUr without 
Bsat obieining a eeun orda uada eectiOT 3123 a uirfa tte For-

I l id rf piohibi-
a a a latalligenw Surveilfanw Act-

SufaeectiOT (bl eaeeptiooe to tte general 1 
tiaaa. Tte siihaerlioii pravidw ttet tte prahibitiotu do act apply 
with napert u tte uw rf a p H regiaur by a provider rf elertrOTie 
a win communicatiOT a r v i a if eitter rf two coodiUooe a n met. 
The firat eonditiOT to ttet eueh uw nfatw to tte operatiOT, main-
toaaiwe, and laating rf a win a aleclTOTic eommuniwUOT a r v i a a 
to tte protectiOT rf tte righu a property rf eueh provider, or to 
Ite ptelecUw rf ueen rf that eerria from abiua ef Ite a r v i a a 
OBlawftJ u a rf eervia. 

Tte eeeond wrmiaaihfa ocnditiOT for Ite u a rf s pM regiaur fa 
to nesrd tte urt ttet a w i n a elertrOTie coBuauniwtiOT ww ini-
Ifaud a completed in orda to proton such provida, aaotha pre­
vida AuBiahing aerviw toward Ite completim rf Ite wira commu-
aicelioa, a uar rf ttet eerviw, from ftauduleat, unlawful a abu-
• v e u a rf eervia, a with tte coaaat rf tte uea rf that eervia. 

BiibMliiiii (e) p i a i d a ttet penalty f a kaariagly vielaliag eub­
eectiOT fa) Tte peaalty to a Sao aa i t r thto Utfa a iapriaoauMl rf 
op to oat yaw. a bath. 

I t e abeena rf u y apedCi: dr i l mum r t acttm tm vfakalioM rf 
propoeed ctepta I K WW pnrpaarful; tharsfers. aa prsaae anew rf 
acten ahould ba iairftsd uoda dtoe I I I M U I 

^ p e e r f oicsiom X tU proN-ida Ite praeedurw for nuking M a ^ 
aUeslMa for a pni ragiaUT a d a . Unda eubeectiOT (e) M ettaney 
( a Ite •nveramnt may mate M appliwtiOT f a M orda a M 
oxlaaBOT rf M orda authorixing a approving tte iwtallaUOT and 
aw rf pOT ragiatera Tte appliatira ahall te in writing under oath 
a equivafaat aflirmatiOT to a coun rf cempetMt jurfadictiOT. Sub­
eectiOT (aI2l COTIaiw parallel proviaiow with rapert to etaU ap-
ft^nluna Tte phraa ". . . unfaa otterwfae prohibiud by S u u 
faw u thto subssctiOT iwkw dear ttet thto faw dow B M preempt 
My exiating e u u fawe with rapert to and u a rf pen 
regieure by stau oflieiafa To tte extmt ttet s lau faw curranUy 
provida ttet a p n ragiaur may OTiy te iwulled a wed by a 
s u u official baaed OT eome otter, higter etandard of prorf. that 
faw will enunue ia effort with rwpert to euch officiafa. Sir Ptopit 
t Sperlodtr. 666 P 2d 136 (Cofa Sup C t 1983); Nou. On Privacy. 
POn Registers, and Sute ConsUtutions: Tte Colorado Supreme 
Court Rejccu SmitA v. Itaryland. 15 Tol L. Rev. 1466 119841; People 
V. i fcOiaa. 51 Cal. App 3d 487 11975) SubeertiOT (bi providw what 
factual deuifa need u te provided in tte appliwtion. Tte appliw­
UOT ehell udude tte idenUty rf tte altoraey for tte federal a 
e u u govemmnt and tte idmUtv rf tte appl^Mt making tte ap. 
pliatira, and a oatificeUOT by the appUcMI that tte infonutim 

likely to te obtained to ralevMt to M engeing criaiinal iaveatiga-
UOT wing conductad by tte egency. 

Propotrd ttctum S l i S cOTtaiw four eiihealiuiu Tiilat tiitii lei 
piotida ttet upOT M applicatiOT tte coun ahall iaue M a pant 
orda authorixing tte inatalfatim and u a rf e pm reguur eriUiin 
tte juriedictim of tte court if tte eoun fiods ttel the govemawoi 
attonwy hw eertified to tte coun that Ite iafonaatiOT litely to te 
eblained by euch insieHetim aad uw to ivfavMl to M ongoing 
criminal invedigatiOT Hue proviaiOT dow iMt mviaiOT M inde-
peodml judicial review rf whetter tte appliatim uaeu tte rel-
•vanw standard ratha Ite eoun needs ooly to review tte oom-
plslinsm rf tte suboiitted certifiatiOT 

Su hem ion (b) sou forth tte OOTtente rf tte orda f a s pm regis­
ter, euthoriuUOT a instalfation. Tte orda to rsquired to specify 
(1) Ite idOTUty, if known, rf tte persOT to whom to faseed a in 
whoa name a lieted tte tefapteiw line to which tte pen regiaur u 
attached; (2) Ite idenUty. if knotm, rf tte perem wte to tte subjsrt 
rf tte criBuiul inveetigetiOT; (3) tlw numba and. if known, physi­
cal laatiOT rf tte ufaphone liae to which Ite pm register to et-
lached; aad (4) a otatemMt rf tte nffena to wtiich tte tn/oRMtion 
litely to te - ' — ' " ^ by Ite pM regida lafatee. In addiliOT, tte 
orda shall direct, upOT redueet. Ite funushing rf iaformatiOT fo-
eilitia and tahniral aaiatsnns naceaaary to aimmpltoh tte iastal-
lalim rf tte pm regida H u OOTtoat rf tte orda relating to coop-
eratira to iatoaded to codify Ite ** '^ '"g iafonaal prartia rf coop-
aratim list a a n Ite tolapteaa minpanwa aad Ite OepanaMl rf 
Juatiw. 

giihesrtinn (c) piueida thai Ite time pasod rf aathoriwtim rf 
M inwallatiOT aod uw rf a pm ragidsr fa 60 day^ with pnesihfa 
wfaiiiiiiiia iiflift iliijs 

SiiheerliOT (d) piuilda lhal M e rda aulhaixiag a amroviag 
tte inwallatiOT and u a rf a pm regida ahall dirert thet tte order 
te eealed. uatil mlaiwia adend by Ite oourL la additfan. tte 
e rda ehall bar tte dialoaun rf tte * * ^ * * — rf a pm register a 
M iaiewigalinn to tte listed subseriba, a to My atha uuutter-
faed PersOT, iinlam a Mtil otterwia dincted by tte court. laun-
tieosu violatiau rf tte nco-dialeeun provtoinna may be, in appr» 
priato eiicumataaose, puniahable w cmtoapt. 

" ted McfiOT S l t i nwtoiw two aiihwuiiwii Subssrtim (s) 
I ttet upOT tte raqued rf M euthoriaed perara a provider 

of a w in ccaimiiniatiOT aervice, faadlord, cuatodiM, or otter 
p e n n ehall furaiah such persOT witb all infonMtiOT. fa i l iUa , 
aad tahaical awistenrs aaceeaery to effort uate tte order unobtru­
sively and erith a rf iaterfenna. Tte Committa aa-
•umw that tlw currmi praetia rf faw enfuoeiaeot officiafa insull-
iag and ".-•"**'*'"g tte pm regiata trill OOTiinue. Subeection (b) 
provida ttet tte peraow giving saielsnw under thto SOCUOT ehall 
Be reawnably compenwtad f a such reaaonable expeaea incurred 
in providing euch uci l i t ia and a a i s i M a . Thu oompeiueuon pro-
viaim to modeled after ttet which applia under clupur 119 of 
UUe 18 Md to intended to te iniarpraud Md impfanwnLod u a 
similar faehiOT. 

Piupattd tttlion Si ts provida that tte Attaney (WiwraJ shall 
auual ly ropon to tte Cuugiea OT Ite numba rf pm regieur 
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aden applied f a by law mferoaawnt eg. a i a rf tte Departmmt 
rf Juetia Under a curmt erder rf tte Attomey (>neral eutistia 
aeneemiBg pen regidcn an commled Memorandum from Aaeid-
Mi Attomey General, Criminai iNviaiOT, Drpartawnt rf Juetia. 
niillip B. HeyuM to all lavoatigaUve Agencia daiod Sept. 24, 
1979 (fttmdii^ Ite namha rf mtaiigetiow, Biimba rf perenru 
a/faded aad Mtura rf the offenea). Thto sectim meraly requirw 
lhat thto iafonmatira te rrformulatad aad eubmitiad to tte appro­
priate rwiiiiiiiliia rf tte Cuiigi ea Obvioualy Ite grwUr tte detail 
waitaineH ia thea reporu tte lea need thera erill te for eupple-
aaatal acUritiw Tteirfoie, it would te telrful to tte Committw 
ytfu . . . . _ 

I M t coweiw deflaitioM f a thto ctepta. Sub-
eertiOT fal mnuins tte ^fiatttow. The lerm "cmnmMKatione 
comBBOT CBTfar" hw Aa aama aaaaisig w to (oued in eectiOT Sth) 
rf tte CaaimuiiicatiCNa Act rf B M TTai sera '̂ rire nsaeiiinica-
tfaa" hw Ite manini wl forth ia esilfao 1510 rf thfa tiifa. Tte 
farm "aeun rf compsseat jiumdictiM" msans sdiauicteBartrflte 
Unitad Siasw (iadudiag a aagfafaaw rf auch aourti a a Uafaad 
gtelw Ceun rfilppaafa a a eeun rf gwiial jafadsT.n rfa Blate 
aiil'iiiiiaeil to m l a erden aulhaiiiiig tte an and iiwallaliiMi rf 
pm nglauia. Tte lais "pm ragidsr" misw a devia which 
ncaids a deceda elacumK a atha imciilea which idratily Ite 
Bumban diolad a ntluiwia traaamitted br purpoaw rf rauling 
laieptem calla, with roapad to trira cammunicatioaa, m tte tafa-
ptene liw to eriiich nsca aaim to Tte term dow oM ia-
elade tte coatmte rf a oawwuaiaatian, rater tt lacads Ite a u » 
ben dialed. Such term dow nM iadude my deviw uead by a pro­
vida of erin communicatiOT servia f a bilUng, a recording w in-
^daat to bsUing. br rvwnmiinimliniu arvicw providad by such pro­
vida. Ite term "attorney fa tte goveramMt" hw tte meening 

Kn to ttet term by Ite Federal Rulw rf Criminal Pracadura. 
larm "elate" mans a State, tte Diatrin rf Columbia, Pwru 

Rico, and otha poeaaaiOT a larriioty rf Ite United Suta. 
Bi*esrtiOT (b) rf thu ssctim —-'*'" a darieal amendmmt 

aauAaf thr tthit tt cteptera. 
SteOtm Mt ceatawa du rfaeu've date. Siihaalinii U) provida 

lhat w a general nfa tte aawodmmte aude by thto UUe ahall 
late effort (0 days after enenrtwat. la eddiUOT. u tte eew rf oon-
dad puisuMI to a eoun orda a sitswinn. ttew aaBendmmte 
apply only with iwpecl to ceun erden a axtceaiaa made after 
Ite Utfa u k a effect-

Wiibanian dw contaira apacial rufas a exceptions. Thu subsse-
tian. in ssssaa. (ivw sutw two ysara to bring their fawa into cnn-
farmity with ttew amandaunu to faderal faw. 

Nnr BvacxT Airmoamr 
la ragaid to cfauw (1X3X8) rf rufa XI rf tte Rula of ite Houa rf 

Repteauialina. tte bill crwUe no new budget euthority a in-
1 tax wpenditura for tte Federal judiciary. 

InnATiOMAaT IisraCT STATUSBIT 
In regard to daua lllltl rf rufa XI rf Uw Rufaa rf Uw Houa rf 

uuvee. tte oammitw foefa ttet tte bill will teve no fore-
nflaliaury impart m pricw a ceau in tte operatim rf 

Ite Mtional eosaeay. 

F B M A I . î BnsMv Coaasamn or 1(72 
Tte Committw fiads ttet thfa lagiafatiOT dow BM eraau My 

imiiiiittaw withia tte maning rf tte Fadaral Adri-
1 Ad rf 1972. 

Oivr EnnaATB 
In compliana trith clawe 7 rf tufa XIH rf Ite Rula rf tte 

Houw rf Repiawiiuiita. tte nnmmiltai edimaia that tte eoau 
trhich will te ucunod in canriag out tte piovieioM rf tte rapon-
ad bill an wcurauly raflactod ia Ite risigiaaiiinal Budget Ofliat 

Iti. Btnoar O m c i B m s t a n 

U-S. OOStOBIBB. 
JHAL BuBon Oseux, 

IFasMgtoi^ DC, Jumt IS. lift. 
Hm. Paraa W. ROOIMO, Jr., . , » 
Otairmam. Commitim am Um Judiciary. Houm of jf^eaiefiiniw, 

ilayteraOfTia&uidia* IFasAiagaM, IX: 
Daaa Ma. CkuunAjt: Ite Cutuisainnsi Budget Oflfae hw n-

ifaasd HJL 49SZ, tte Elaetrie rommiinirationa Privacy Art rf 
J986, a erdsrsd rsportod by tte Houa Commitlw OT UW Judia-
aiy, June 10, 1986. CBO eatiautw ttet eaactmmt rf thu fagiafa-
tim will raeult ia no significut ooet to tte faderal goverammt and 
BO cod to suu a local govsmmmu 

H.R- 4952 Bukw a auaiba rf ameadmmu to TiUe 18 rf Uw 
United Suta Code ooaceming aooea to electroaic communia-
lioiw. Titfa I rf tte bill eetabliaha peaaltia fa tte unfatrful iaur-
captim a diafaeure rf sluiiiaiir mmmunimlinna, piovida for tte 
lawvery rf dvil ilsiiiaga f a pereone whea commuaiatiou ere 
iateiwpud. dtodceed a need ia violatiOT rf thu provimra, Md 
modifia prooedurw f a goverammt iaterwptiOT rf communiea-
tione- Titfa II ciwue speeific panaltiw fa unfawful aocea to eured 
trire and elertrOTie mmmiinr-*'—wtiifa TiUe Ul eetabliatee e 
general prahibiUOT m tte ua rf pm ragtoun. Ttew UUa indude 
snacirie prooedurw f a aeoea to stored communicaUow and ua rf 
pm regiaicn by goverammt mUtiee, and Titfa II induda e pron-
eiOT fa dvil actiooa. 

H.R 4962 roquirw governmmt OTUUW to oompeiueu pnvau 
partia aaembling a providing iafoniulfao eonaming stored elw-
mnic communiatiooe. a anaating in tte iBdallatinn and ua rf a 
POT iwisur. Bewua such compeneatiOT to currraUy provided in 
Department of Justiw iaveetigetiona, CBO dow nM apart thew 
provufau to involve My eigniVant additimal ood for tte faderal 
govemnwnt. 

I OT informaUOT from tte Department of Justin, wc do not 
wpert enactnwnt rf thu bill u reeult in e eigniTicMl ctenye in the 
govemmOTt'a faw adbrammt practiea or upendilura H R. 4952 
would provide e epedfic foundetiOT ia tte code f a currmi faw ea-
fareewmt efforu tte Dapartamt to uadertakiag under otter au­
thority. 

If jou triah Ihirtha delaifa m thu -T'lrilt. we will te piewed to 

With fa 
Siaeerely, 

Rtiaoun C. PBHNsa. A n r t a . 

Cmtmnm m Bsmniio Ltm MAW * T T U B I U . tt Itsiiiaiaii 
la compliana with cfaua 3 rf rtifa XIII rf tte Rula rf tte 

Houa rf RepraintoUvw changw in wisting faw made by the bill, 
w rsporlad. are ahotm w follotre lexieting faw |iiii|«ail to te omit­
ted to wrlnaj in black brackeu. new autur to printed in italic, 

; faw in which ao change to propoeed to ahown in romMh 

TITLE 18. UNITED STATES CODE 
rtwi nmw 

l i t . Win W tfa II . tn I 

BW mmt SItrotmte 

CHAPTER 10»—SEARCHES AND SEIZURES 

12232.1 
(a) PtnrsKAi AmranxMS l*lT>r SxAOor —Whocva, tefora, 

duriac a after aeinira rf My property by My perwn euthoriaed 
to maw aearchw and wixuree. ia erda to prevmt tte ainira a 
eecuiiag rf My goode, traree. a iwrchandia by such perwn, 
euvne. breaks, throvrs overboard, deetroys. a rsmovw tte ssme 
siiall te fined nM mora Uun 110,000 a imprieoned mora Uun five 
yaara. a both. 

IhJ Nonet or Suacw —Whoeva. taring knowledge ttet My 
pasOT autteniad to make eeercha Md aiiura tea ban eutter­
iaad a to ottertria likely to make e awreh or aiiure, in order to 
pravOTi tte euthoriied aixing a acuring rf My perwn. gooda, 
warae. awrchmdia or otter property, giva iwtia or ettempu to 
five notia rf tte poeaible aeareh or aiiura to My perwn shall te 
fined aM mora U I M 810,000 a impriwned nM more tlun five 
yaara, a both. 

IcJ NtmcE or CLTAIM ELtcrtomc SuavsiujiMct — Whorvrr 
Awring kanMiiedfr <Aal a Ftderal uiiMtlifaluit or lau> enforament 
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offietr .hot httn aulhoriitd or hm applied for aulhoriiation under 
chapter lit to uttercrpt a wire. oral, or rieetromtc communioation. tn 
ordrr lo otttnicl. impede, or pmmt tuch inlereeplion. giva notice 
tr ollempU to glut aotia of Iht poasiMr ialrraprua lo ant peraon 
thail bt Knod under Out tule tr impntomtd mol mort than fur 
ywrv. tr oolh. 

Whotvtr. hoBimf kmomltdft lhat a Federal offietr hm bmn au­
lhoriitd or hm applied for authonxaliOH to eonduel rioctronic lur-
teillanet under Iht Foreign Inulligence Surveillance Act ISO U S C. 
ISOI. el itq.l. im order lo otttruel. impede, or pm*nl inch aclwily. 
givm metier or atumolt lo give nolicr of Ihe pamible activity lo any 
ptrwom thail be flood under thit Htlt or impritomtd mot mon than 
fim yton, or both. 

CHAPTER 119-WlRE ASD ELECTROfilC C O U U V S I C A T I O S S 
INTERCEPTION ANO INTERCEPTION OF ORAL COMMUNI­
CATIONS 

MV [communiaUon] 
whofa a ia pan Uirougta tte ua rf fe-
aim of — — b y tte aid of 
ite coanaetiOT batvem uw point rf 

Jiri ImfuM. aaiw '11^ • I»' " 
i 3619. DeflalUoM 

As ueed in Ihu ctepter— 
(1) "trire communiatiOT" 

aural Iramfrr mode in wb 
dlitia fa tte tranaaiiesim < 
wire, cabfa. a etha lite coanaetiOT batvem tte point 
origin and tte point at reoeptiM luteludimg thtumof tuch com-
mactum im a meilchimg tiationi fumuted a operated by My 
peiBOT sncagsd [w s ~—carrwr] in providing or operat-
lat auch laolitiw fa tte tranamiaaim rf inteaUte a foraign 
eommuaiaUoM ar tommumimiiotm affmiiag imttrmiaie tr for. 
tign unueisne. fail tuch (rrm doa ao< utcludt Iht radio portion 
of a eordltm Ukphom* eomtmumieatiom lhal it tiammitltd 6r-
<uam Iht eordltm Itlephone hamdmt amd the bam umit 

(2) "oral communiaUm" mans my eral ammunuaUOT ut­
tered by a perwn exhibiting M expeetetiOT Uut such commu­
niaUm to nM subjert to interceptim under diciinwlanrw jua-
Ufying euch expecutim. bul eucA farm doa not uicludr any 
eitciroatc oomiiutaiwlian,' 

14) "inlerapt" meana Ite aurnl cr other aequtoiUon of the 
COTUnU rf My wire. rJaironic. or oral eommuniation 
Uirough tte ua rf My efaetronic. BwehMical. or otter devia. 

(5) •efacuooic, mechMieel. a oUwr dena means any 
devia or epparatw which CM te ueed u uiUrapt e wire [or 
orall orai a riirlronif oommunialion otter thM— 

(a) My ulephone or telegraph instrument, eouiptnent or 
facility or tny component Uwreof. HI funusted to tte sub­

er a uar by e (coaununiatiow mm mon earner J 
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frouidtr of mirt tr tftdromie tommumicaliom ttrtnm ia tte 
ordiaary eoufw rf tta fauinaa and being ueed by tte eub-
saifaa a lua ia Ite ordiaary eouiw rf ite buaiiwa; a (ii) 
beisg uaed by a itsniiiiiiiitaliiMU nrwnmnn carria in Ite or­
diaary oourw rf ia busiaaeB, a by M iavastiotive a faw 
•ifiaiaiiieiil cffioa ia Ito ordiaary couiw rf hfa dutiee: 

«) •iudtt ol 
tola judge 

It juraididiOT" mtuaa— 
Uaited Statea diatrid eoun a a Uaited 

tu a judge rf aay eeun rf geaeial oiauaal juriedictiOT 
t ta Butt < ^ fa atKbnriaad i f a detida rf tha Stew u 

' I rf wira [ a orall 

(10) -scmBaafaatfan aoaaM'aniet^ tftnli tew too saaa 
•aaalM which fa givm Ite term "iisiiiisw larrier" by eedim 
lia(h) of Ulfa 47 rf Ite Uaiud States (Me: [aadj 

(11) "aggrievad pcnm" ewene a paroOT wto ww a party to 
•ay iateitapted win ( a oral], tral tr efaetronic cowmuaica-

any fiasati ef signs, 
_ _ r iattUigtmm of amy 

inewifterf ia'tsAofa tr im part by a uirt. radio, tmetro-
pAolmlmlTamic or pAnmnptiral tytltm thai afftcm 

tr /braUa ijumaiiiua, but dom mot imrlurit 
tirt radio porHoa t fa etrdltm itlqiAeai waaiaatne. 
thai « bowasitfad ttlaeia Ue nnrtffsa falWAoae 

lifal 
oral Wl 

I made Ihromgh a Um only paging-
dkeaw a 

dk aay nwweiiiaimliw /tan a UaeUmg dteim let do. 
IbmtimttctiomSlltoftkmlititt 

o a "tea" www MypensOT aeaiiiy mte 
(A) mm ea lianmii nusaseaimifiiia eeroiê - and 
fSI it duly oMlktritod by tho pmiUm tr suck arota to 

•ngng* in attcA ass; 
tW "efacftoair maataeinetiow rjettei" meaw my wii^ 

mdiiK efarfnieti^iifii. pAiKniyrimf tr pholmltctramic fttilitim 
/(r Ite frawatimfaa c/ efaetronic aometiMjcaliona; and my 
aaa^iiSir /bcililia or related efactraoic sqiiymtwl /br lAe efae. 
aoaic ato'^v of tuch metHtueimrioaii-

(ISJ "efartraaic coaMuaieolion arvia" atwes My arvia 
•AacA /aieiiifss to aesra lAtrtof the abiliiy to tmd tr netiut 

eimrinws; 

(Itl -readily uiiaaiMr lo Iht gtimralpublic' mmnt. leilh rt-
tpecl to a radto tammumieaiieit. thai tuch > 
aol— 

(At temoMed tr tmcrypltd: 
IBI tramtmilted attng moriulatiom Itchniqim 

ttmlml paramtltrt have bttn wilhhtid fiom the public 
teilA <Ar ielwtioa tf pitmn/ing Iht pnutry of tuch etmotu-

paguigrrtitm 
IS) tr 

tuipan 
FtJtral 

ledfrr 
r tmfy 

tOtarritdom a taboarrmr a otAa sjgae/ wftairfinry to a 
fodfa tmosmiaaioa,-

fi>/ tiwmmiiltd ootr a enmmmmimtifm ijaltiii provtderf I 
I lAe waeteaiwIiOT u a faw t 

trumtmillod em frtqutmcim e/hmlitf aadrr part 25. 
A £ or Fof part fl, tr pari t4 tf Iht Halm ef the 

' ' " aeliea. in lAe t 
My I 
Ifa l 

a eDetmanialiM tramemiued OT a frô ueney allaealed 
aader part H lhal it mot aclutimly efliauaf I ' 
eutiliary aarvicaa, lAr wmmiiaioaliOT fa a 
coeimuAfaariM by radio; 

ll71 -tUcuoruc tioregt" aaew 
IA) amy Itmpomrf. imltrmmdiam tttrtgi of a min tr tlte-

Iromic eammMmioaaom imriiltmlal lo the tleeoamie Bnossue-
Ston tktrotf:ead 

IB) aay storage of sacA eoaeteaintliOT by am efaetronic 
1 arrvia for piiipimm of bacbup proioctiam of 

lit) -aural -ramtftr" stwas a Iraotfer eoalaimimg Iht humom 
•afar al amy paiat fafiiwa aad imrluditg iht pmmt tf trigui 
ead Iht poimi of rtetptiom. 

12611. tatefceptim aad (torlssari ot win a eeni rammaalra. 
tiam prahibitsd 

(I) Exoept w etherwiw spsdfically providsd ia Ihfa chapta My 

ervria Iransmiu a 

Ul tvillfully inurapta. eodwvae te interoepi, a pneurw 
My oUwr pereOT to interoepi a sndwvnr to intorae^ my 
wira [ a oral] oral a titetromic cammuniatiOT: 

Ibl willfully uew siidwtuie to uw, a procura any etter 
paam to ua a siiifaainr to uw My electroiuc merhsniral, a 

' a devia to interoepi any oral communiatiOT whm— 
li) eueh devia • affixed to, a etten 

signal thraugh, a wira. eabfa, a otha 1 
la erira cooimuniatiOT: a 

(ii) euch deviw traneaiite cammuniationa by radio, a 
iatarfens with tte transmtosim rf such mmmiiniraliOT; 
a 

(iii) such pasm knows, a hw risinn to know, ttet such 
devia or My comporwnt ttermf hw bwn emt through 
Ite mail a tranaponad in interstau a foreign ccaunera, 
a 

Itvl eueh ua a endwva to ua IAI taka plea oo tte 
permiaa rf My hiisiiiiw a otter commercial oetabluh-
mMt tte eperatioH rf trhich affert iautstou a foreign 

caamra; a (B) obtaiw a to Ibr Ite purpaa rf -Vising 
iaformatiOT ralatiag to tte npareliiuu rf my bwiaM a 
ctba mmmerrial edahltohment tte unialiisie rf which 
•fled iaianteto a foreign caameroe: a 

(VI euch perem eete in tte Distria of Crfumbu, tte Cow-
•oawealth rf Puerto Rioah a My tarilary a iiiimiaiiiii rf 
Ite Uaitod Suue: ' 

fc) wiimaiy iltorlraa. a eadwvon to discfaw, to My otter 
paam tte emtmte rf my win C a oral] oraiL a efaclroaic 
mmmimsaHOT, kaowing a teving reawn to know ttet tte ia-
farmaUOT ww nhlained Uirough the ialaroeptim rfe wira [ a 
•sal] trai tr efartraaic — — — — — ia naiatim cf thu rpb-
aaetim;a 

Id) wiilfuUy aaee, a eodwvae to ua, tte cmtonu rf My 
wm C a oral] mal, a efaetranir mmmuniraliM. kaowing or 
teviag raaoOT to know that tte iafonaatim ww cbUioad 
thrwgh tte ialaroeptim rf a wira C a ersi] oral a timtromic 
nwnmiinimliOT ia violatiOT rf thu aubeectim: Cahall te fined 
" * . ^ ? ! » ^ , » " ' . « » or imprieoaed BM mora than fiva yaaia, 
a both.] sAafl a pummhtd m prooidtd im siifao fiiw (IX 

(2XaXi) It ahall aM te uafawfij uoda Ihfa chaptor fa M opara-
««r of a owiiebboard, a M offica, employee, a w u t of [my cow-
muaieatim oomBuo carria,] a ^ i S a q^uMr a efaetXuic com-
•aeimrina esnita whoa fadlilaa ara used ia Ite — • • sf 
a wira crminiinirariOT, to iaUiTapt. diaeloa, a ua that communi-
catim lo tte aoraul coutw rf hfa etaployamt whifa engwed ia 
aay ecmty which to a aaeeeaary iaddMt to tte raadilim rf hfa 
wrnw a totte pretecUm oftte r i ^ ^ 
rf weh eewmuaieatua: Aotiid«L That wM caamuantiOT 
asaaaa earrims] c< lAe provider ê  <Aa< eenaet, exempt Ma/a aw-
udar t f m n eommmueaiiom asruer to the puUic A d a a utttae 
otnrtcm stalling a raadoa niiwiiaiai aMslfar macfaaaioJar 
aarriw qualUy omtral cteeka. 
JtUNawiihdaBdinganyaiharfaw.j»o«id„«^Mre or siedranir 
wmweaimfKie awatê  CsHmwwatam -pTmnmi earriera, Itheir 
I 2 ? i . * ' " ! ) 2 ~ t . * ^ * ^ - ''""•"•fc eustodfans, a tlh,^ per-
Ote*-.— aiilhuiMg to piovids "<«»—«'— f->iii«;^ Q, technical 
"Itefa" te psaaow mihoriaeil by faw to iataiwpt win C a oral] 
.oral orefartnutccommiiniretioMa to eoadud elactroase eurvei-
hS2-JC rf^«"f*fS° iBtoUigma s!S^. uaw Art rf 1978, if Cite commm cama.leue* erevidar iu offi-

Sia'T£nC?^;^':riib=?^ -
(A) a ceun orda diiaclii^ such assfauaw i n s d te Ite au. 

' =— judge, a " . t mmmmur 
7 V f ° ^ " •7**^ • opecified ia OOCUOT 

Mian) rf Uu. UUe a UwAuamey Gmeral rf Uu Uaiud 
Biatw ttet ao warrMt a CMrt order fa required by faw ttet 
aU eteuitory requiraawnu tave baM mat, md Uut Uw aWia-
fied eesisisna to raquirad ' 

wning forth tte period rf.time during whicfa tte BrovisiOT rf tte 
mformaun fadnuaa. a todmicalllstoiS. to ^IShSSid ind 
•paanriBf the iaformatiOT, facilitiee, a i.-i~i MfatMW re-
quiruL No CcoamuaicaUOT coauam earna] praoidm-tf win or 
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titetromic eommumicaliom arrvia ofTiar. employw. a egenl there, 
rf. a landlord, cuaiodian, or etha spaiffad persOT stell dialoa 
tte nisuna rf My uteraptiOT a eurveillana a tte devia ueed . 
to accompliah tte intorwptiOT a eumillana with reepert to 
which tte persOT hw been fumiahed M order er artifiatiOT 
under thto wbparagraph. exapt w may etherwiw te required by 
1 ^ proeaw and tten oaly efta pria aetificatim to tte Attonwy 
General a u tte principel proeecuung ettomey rf e Suu a My 
politfaal aubdivisim rf s Suu, a may te eppropruu. Any viofa-
liOT rf thu eubpan^raph by a CoommunicaiiOT mmmm wmer] 
provider of win or electromic tommunicoliom arvia or M offiar. 
anploya. or egml Uwtorf. ehall lender tte carrwr liabfa l a tte 
dvil damaga provided f a in eection 2520. No wua rf ectim dull 
te in My court gainst my CoommuniwUm commOT earner] 
provider ef wm a rfacirwic rammuaiosliOT arvia ite offiara. 
employea. or agenu landlord. cuatodiM, a otter tpedried peraOT 
for providing inforiwUOT, fecilitia. a eaidenna in ecoordana 
with tte tom rf M orda a cartiTicaiiOT under thu eubpara-

I 

^ 1 It ehall BM te unfatrful unda thto chapta fa m offiar. em­
ployw, a egml rf tte Federal Communiatiow Commiaeion. in 
Ite normal courw rf hto emplovment and in duehar^ rf tte moni­
toring reeponaibilitia eurcwed by tte CommissiOT u tte enforoe-
Bwnt rf ctepur 5 rf UUe 47 rf tte Unital Suta Code, to utarapt 
a win tr tlmtrmtic eemmuniatioa, a oral comauatatim trana­
mitted by radio, a to diadoa a ua Ite iafomatim thereby ob­
tained. 

lel It ehall aM te mfawful uada thfa etapta f a a perem ecting 
under cola rf law to inuroept a enn Cor oral], oral or tieeironic 
eommuniwUOT, wten euch pasm fa a party to tte communia­
tiOT or tat of Ite partia to tte oommuaicatin bw givm pnor 
CMiant to such intcrceptiOT. 

(d) It shall nM te unfawful unda thto dupia fa a nersra nM 
acting under cofar rf faw to iataroept a win lor oral], oral er 
titetromic communiatiOT when euch persOT to a pany to tte com-
munfaatiOT a wten caw rf tte partia to Ite cammuniatiOT hw 
givm pria oonant to such inlarwpcion unfaa such oommuniw-
UOT to inlaosplad fa tte pupoa rf committing my cnmuul or 
tortiow art in riofaUOT rf tte C ôoaUwtim a fawe rf tte Uniud 
Butea a rf my Slau Cor f a Ite purpaa rf mmmitUng my otter 

'̂ (erNot̂ ritSitanding My otha provtoim rf Uito title a nrtim 
705 a 706 rf Uw CommuniaUau Art rf 1934 it stell nM be un­
fawful f a M rffia, employa, or egml rf Uw United Suta ui Uw 
normal eoura rf hto rfficial duty to condurt efaeUOTie sunreil 
Una a defmed in eectiOT 101 of tte Foreign InuUigenw Surveil­
fanw Art rf 1978. w autteriiad bv Uut Art-

ttt NoUiiiu amuined in Uiu chapter e^'^fPt'T'' '^, 
705 rf Uw Gimmuniauons Art rf 1934. shall be dwmed to affat 
tte acquuition by the Uuud Suue Govemment of foreign wuiii-

fena informetion from intemational or foreign communicalion 
byl or foreign inulligrnct activitim conducted in aczordancr 

wiihothermim applicable Federal law involving a fonign tUctronic 
oommunieatiom eytitm. utilituig a meaw otter UIM efaetronic 
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nil idllenfa w dsflaed ia eecuOT 101 rf tte Foreign IBU 
Survailfaaa itet rf 1978. and praeedurw in thto ctepta and tte 
Pere«B latelligeoa Surveillaaw Art rf 1978 ahall te tte axduaira 
meaw by whiw sinliieiii eurvaillaBoe, w defined ia actiOT 101 rf 
auch AO. aai tte iateioaptim rf demaslic win aad oral — — — 
satiew iwy te conducted 

(0) ll thail aot bt aefaisfW aada iMit thaptu a eAeplm Itl tf 
Ikm aUt ^ amy ptreta— 

til tt imitrotpl tr ettmt em efactroate wwueimhw asadr 
Huaagh am ifaifiuaic nuaaiMairanw sjatoa t*a< it eomfigurod 
m thai tuch efaetnaotc uwasMaiitiliiw fa rtadily aeotattolt to 
Iht ftamat patliK 

(W fa isliiispf aay radfa uunstaitinifius whirh m traotaul. 
mi— 

fV by emy tialiom fm Iht am tf the gtatml publie. mthat 
mitim lo thipt. aircraft imhielm, tr aaraow im ifisliam 

law tm/oretmtnt, i 

ayi by aay 
eiS^ongagr ia any tnmrlarl which— 

tv it prohibiltd by tmaom Ot tf Iht O 
AeltflSU;tr 

tW_it iiiaplsrf /torn lAe apfilimitom tf « TOSiaJef 
ACT of (tti hy taettoK ?OS(i! sf -Jial 

' harwtfitl imterftrmmm to am' I to amr 
uUmtify 

tf whiJL it oaatimg I 
itwfiiUy optrntimg stoXion, to tne < 
Ite aaara tf tuch ialsi|>i'iei'a, tr 

lo) fir other tusre of the mmr frmimaey to inSarDtpt my radfa 
tametaaiiufine aude tArat̂ A a eawatOT carrier tytttm that 
atilitm fitqutmdm monitored by imditmdualt tmgtitd ia Iht 
piieiuiue tr Iht am of tueh sjalsii^ if oucA mantiiaicotiOT fa 
arfecraasbfarf eacrypSed 

th/ll timll met bt amlamful aadar lAfa lAî Wi 
(U fa Ita a pm regit fa fw lAoi farm fa dtfimed for Iht par. 

fotttfthopiertotfnialimglopem rtgititrt) tf thii tilUt 
Hi) fir a praader ef efattruasc nwietueieaiiOT aervta to 

fswrd lAe /fact Umt a owe a sitrrriiair metmeatcaiiOT i 
ordar fa ptulnl eucA prvoider. anolher 

fimmhimg ttrvtm toward Iht rompltliom of thr win or 
t oommumitatiea. or a umr of thai aarvice fiom fraud-

afatt, aoJaufW or abmiie um tf taeh tmviet; tr 
(iiij to em a dtoim thai oafturm Iht iwiiwiiig eiafiOTic or 

atAa iatfafam leAicA irfm tify the auaibrre of am imttrtuatmi 
fiom whwh a win eemmmniealtom wm tramtmtllod. 

tVCAJ Msetpl m jmmmltil in lubparagraph IB) af thu paragraph, a 
pmoem er wuily prooiUtrm am emctronie eommunieutiom eervice to 
the pubiic thail mot wdlfuUy divulge the eomttmit of any eommumi-
oatoa (alkm thaa mm fa aacA ptraom tr whiy. a m agtmt iKtrtoO 

whilt im tramtmittion on thai trrvict lo any peraon or enlily other 
than an addrmtte cr intended iwcipieni of tuch uwiisiiulins or 
em ogenl of tuch nifid'tasti or inttndtd rtcipimt. 

(Bl A peroom a citiilv ppovtduig rfactrontc aamewimrioii arrvia 
to lAr paWic asoy divulge tlw comltmu of amy tuch eommunieolion— 

li) m olhtrwim aalhonotd im eedim MSIIItMa) m till of ihit 
title; 

(iil wilh Iht lawful etatemt of Ihe originator a My oddreeea 
tr imiemtitd rweipmml tf tuch rem at a a ication,-

(iiiy fa a psrsOT tmpla/td tr eulhoriiod. er whom focilitim 
on attd. to forward tuck etmoiumieaiiom to itt dmtimalioa: or 

Ho) which tare taadvtntmlly tbiaintd by Ihe arvta prooidtr 
mituom tf a avnt, if aa^ BAICA appanr to partaia to lAe eaaatia 

eucA diM<|e<ia i« atodi to a fair en/brantteiU 

. lAm-

(41a) Except m pmiideri im paragraph Ib) of thit wbeacliw, wA». 
eoa viafafai suAartiOT ( / ) tf thit ttetiom thail bt fined uader thu 
Udt or imprwomed mol mon tham /ia yaara, a both. 

(b) If Iht offtmm it a fint tfftnm under paragraph (a) tf Ihu tub. 
ttetiom amd u mot for a tortiout or illtgal purpom a fir purpota of 
direct a iadiract nwiat<u int nrlmmuim er anuale eammwmoi tain, 
amd Ihe win a efactrooir 
afltasrawfarpa/HgrBpAia/uoradfaewtataai 

fUiflht eematuaicniina u mol the radio Ptrtiem of a mllular 
tolifiiiii ll coatataaiwIiOT, tAe tftimdtr thail bt fSmod under Ihu 
Utfa a iainrisnnnf aM aton lAoa ow year, tr botit; and 

Iti) if Iht eeetmaaimlina it Iht radio portion of a mllulaf 
Itltphomi lommumieatita. Iht offtnder titall bt pmod mol mon 
than tSOO or r lainaif nf atore thorn ta imomlht, or both. 

It) Comduci tlhtrunm am offtnm under Ihu tubttetion that con-
titta of a refata to lAe loiraptiOT of a wfaififa iraasmieaun that 
it mol tmerypled or ecrambled and lhal it Iramtmitltd lo o broad-
tatting etalion for purpoea of refraiiemiHiOT to the general mtblic 
it mm am offtnm under thit tubtmliom unfaa <A« OOTducf u for the 
pmrpeam of diraet or indirect otmmtrtial admntagl tr privau fi­
nancial gain. 

12612. MMrfactare, dfatribotlm, pnatwlnn. aad advatiaiag rf 
wire a eral i 

(1) Except w otherwfae specifically praided ia tha c h a ^ . My 
persm wte willfully— . . 

fa) een^ through tte mail, a eeads a eama la wiatsuu 
a foraign uiuuusiia. My sfaetiOTic. Btarhsniml. a etter 
deviw. knetring a teving raasnn to knew ttet tte deeign rf 
such devia raoden it primarily uerful for tte purpaa rf tte 
surTspUtieus iatonsptim rf trira Cor sral], orsi a riaiRKiic 

(b) mMufsrturss, i . a aUs My eleetrra-
ic, BwchMical, or otha devia, knowing a teving iiisiiiii u> 
know ttet tte deeign rfsucb devia rendere it primarily uaful 
Ibr tte purpaa of tte eurreptitiow iaurce^Ma of wire (or 
oral], oral or electronic communications, and ttet such devia 
a My cnmpoomt Itererf hw hem a inll te aot through tte 
w.m;i er traaaportad io iataisieu a foraign mm maw; a 

(d pfaca ia My aewepaper. —g"-" handbill, a otter 
pafaiioatim my advertieemmt of— 

(i) my electraaic, medunical, a Mha devia knowing 
a teviog raeem u know ttet tte deeign rf eueh devia 
•miifais it primarily uaeful fa tte purpoa rf tte surrapti-
liow iataisaptfaa rf erira Cnr oral], oral, or electromic 

IO) soy Mha simiiaiii, mahaaical. a otha devia, 
srten euch adieniaiiieut prnmiea tte ua rf such devia 
far tte purpoa rf tte wrrapUtious interoeptiOT rf trira 
Caoral], oral, ortloctromic i..i.»ti—^ 

kaewiag a having raeoOT to kaow thai eueh adverUamaat 
will te OHt through Ite mail a traaaportad ia iaterstato a 
fetoigB CM 

ill belUrf I I thM 810,000 a ehall te 1 
AwyearB,abMK 

Oi It ehall BM te unfatrful uada thfa eectiOT for— 
(a) Cx *"""rr"^*"™ ^^—.w^..^^ earria] a provider of win 

tr titetromic eommumicaliom esrvia a M offioa, egenl. a em­
ployw rf, a B persm uoda COTtrart srith. CB eommuniationa 
com mm carrwr) eucA a provider, ia the normal oourw rf tte 
CeommunioatMuw eommon carriar's buaiiwa] fiiisiiim of pro. 
tiding that unn tr tleeOomie eommuniealiom ttrviot. or 

(b) M offioa. BgMt. a smplcyw rf, a a peraOT under con-
tnrt with, tte Unilad Suta. a Suu. or a political subdivisiOT 
Iborarf. in tte asraal oourw rf tte ecUviua rf tte Unitad 
Stataa, a State, a a political eubdiviaiOT tterwf. to emd 
thraugh tte auiL ssad a earn ia iaUrstaU a foreign com-
matra, a maniifartura, asambfa. passsss, a all My slertrm-
ic iiin liBiiiisI, a etha deviw kaoariag a tevii« reaara to 

•via rsadsra it ' I it primarily uarful kaow lhat tte daafaa rf such deviw I 
far tte pirpaw of tte aumputiaua fatoroepltoa rf wira Cor 
oral], oral, ar timlioaic osBamisalBaM. 

. . . . . ^ J J • - ' 
alrallns faieraepUag daicw 

Aay electroaic, nwrheniral, or otha deviw ueed, wnt, laiteil, 
nofecturad. amamtilsil, pomweed, wld, a advertissd in i^iaiii 

rf ssctim 2611 a ssctim 2512 rf thto ctepta may te seised sad 
farfsilsd to tte Uaitod Slatw. All nrovfaiow rf faw rafating to (1) 
Ite adsura, summary and judicial lorfsiturs, snd condemnstiOT of 
eesedh vehiclee, merchaadiw, aad bagnge fbr viofatiom of tte 
ntnsw fawa mnlsined in UUe 19 rf thcUniiad Sutw Code, (21 tte 
diepoeitim rf such vaawfa, vehiclw, mardundiw, and baggage a 
tte proceeds from tte safa thererf, (3) the remiasfan or autigaiira 
rf euch forfeiture. (4) tte oompromia of cfaimB. and |5) tte award 
rf companwtwn to informen in rwpert rf euch forfeiturw, ahall 
apply to eeixura aad forfeiturw incurred, or alleged u teve ban 
incurred, under tte prorieiow rf thu aecuon. inerfer a epplicable 
aad BM incnosistent erith tte proviaiow of thu eertiOT; exapt ttet 
eueh duUw w era impoeed upm tte alleeur rf cuetoma or my 
Mha perem with raepert to tte aiiure and forfeiture of vwala. 

lea, marrtandia. and baenge under tte proviaioiu of tte eua-
faws cmteinsd in titfa 19 rf tte Unitad Stelw Code ahall te 

performed trith rewert te aiiure and foifeiuire rf elertrOTie. me­
dunical. a otha uiteroepting deviow unda Uifa ssctiOT by such 
ofTiars, agmu a otha persons a may te authoriasd a dssigaai-
ed fa ttet purpaa by tte Attomey General. 
12618. ProhlbHiOT rf aw w aideoee of lalefcepted win Cor 

eral], era! tr ifaefreair communicaUaw 
Wtenever any wire lor oral], oral or titetromic wmmuniwtiOT 

hw bem interoapud. oo part of tte COTtenu of such ammunia-
UOT and no erideaa denved tterrfrom may te raaivad in evi­
dena in my trial, hearing, a otter proceeding in a brfore my 
eourt. grand jury, depanamt. offioa, awncy, reguletory body, leg-
tofaUve wmmittw, a otter Mthority of tte Uutad Suue. e Suu. 
a e pditical aubdiriaim ttererf if tte diecloeure of that informa­
liOT would te in violatiOT rf thto chapta. 

(2616. AuUtoriiotiOT fa loteRepliM rf win Co» enlj. oral tr 

(1) Tte Auemey CeneraL Deputy Anomey General. Aawcute 
Attomey General, Cor] My AsaistMt Attomey Geoeral. any 
mtimg Aasuunr Aliomry Ccaeral or any Dnuty Attutami Attomey 
Gmera; ia tAe Oiminal Dieitwm apecially dadgnsud by the Attor­
ney General, may aulhoria M amliaUM to a Federal judge rf 
competent juriedictiOT fa, and auch judge mav grut ID OOTformity 
trith eectiOT 2518 rf thfa ctepta M orda mtteriiing a approving 
tte interoptim rf trira a oral mmmiiniraliniw by tte Federal Uw interecpUOT rf vrira a oral mmmiinirattooe oy me rwem 
Burem rf (nvwUgaUoa, a a Federal agencv teviag reenoaaibility 
fbr Uw invaeUgalMn rf Uw offena a to which tte appltauon u 

I, wbra euch iaterceptiOT may preride a hw provided evi-
irf— 

te) My offenw pimtotehfa by death a by imaiamment for 
mora tten OM year uada actsom 2274 throagh 2277 rf uUe 
42 rf tte Uaited Sutw Code (rafating te tte eoforammt rf 
Uw Atomic Energv Art rf 1954), a under Uw fojkrjing ctaR 
tan rf thto titfa: chapta 37 (reUting to saptooags), ctepter 106 
(lefatiBg to wbotege), chapta 116 (lafatiag te trsann), a 
ctepta 102 (nlatinf to netoK „„ , ^ .., mo 

(b)a vioUUOT <7 eaUOT 186 a saeUOT 501(e) rf uUe 29 
Unilad Sutw Code (dealing with rsdrictiooe m ssynwnu and 
Icons to later organiutiowl, a My offena which UVOKW 
murda, kidnapping, rabbery, a extonion. and which u pun-
iaUmKlw under thia tltla: 

(ô rff̂ which fa 'punfaĥ  
^ '•'-: aeeUOT 201 (bribery rf public otficuh and wiineaeai. (hi. or (il rf 
(tranamiaemn 

rf thu titfa: wocutm tt*i w....^.^ — • / j i / - i in i«i 
eaUon 224 (britery in 1 ^ ™ loli 
Ihi. or (il rf eeeum 844 (unfawful ua of •«P'""«''j " S , " 

miamn rf wegering infomuUOT). tectum TSl Inlating lo 
I) eectione 1503 15ll md 1513 (influencing a uyunng an of. 

fiaf juiSnrilnai geiwrally), SWUOT 1510 (oErtrurtiOT rf cnmi-
ii,aui«ion.). alJion 1511 (obdnirtion rfSuu or local fa-

mforwmeSu, artim 1751 ^'l:'^';^^ 
BMinauon kidnapping, and aswull), sertion 1951 (inuriermce 
n n S ^ ^ e b y A r S u or rirfena). aatoMi 1952 (mtereuu md 
ford^uSwl a trmwportaUm u aid rf rackrtwnng enurpnea). 
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plaaX aortfao 1966 (prahibiUm 
1 (66 (UwA from iataslau 

artfaa IIStA trtleting fa aa ef iafaretolr aaaeree Aac«fi«fas •« «*e 
liaiaiileiili ef murder f » hutl. eartwa ISStE tntatum tt wolemt 
crima in aid tf racArfaarug ortutiy.! eecUm 1964 (cffa. ocoept-
Moe, a anikiiatim to iafltssna opaatioM rf emptovw beaefit 
-1—1 aectim 1966 (pr^ibiUm rf buaiaew mlai pi iaeerfgamfaliayl, 

Sim 1848 (fraud by wire. 
_ , 2262 a 2268 faexual expfailetfaa rf 

AUdisiU, 2281 and S82 (eexual mploitatim rf childraaX 
mi lilllli [2314] tSlS, tSlS. tSli. aad 2816 (lataielau tiaaapena-
awrfdrfm piapawyllAr 11 iiif eetfim ttU(niatitg to troffiek-
aw ia im faia aiiKii eeAicto a mala seAicfa partil eectim ItOS 
jiefania fa lua luge lakiagi aadwa lOtt fnlatimg lo fiand end rf 
hmd eeHoity in swnartiw with atom daienal aectim Jli* (rwtat-
ing fa penait fir fbilnn m effoarl tttlion tStllUJ) (rtlating to 
1 lafianniw aad nmitfneal aeetiOT JS (relating to dairactim 
tfeieaafi or airtrafi fecilitiatX aectim 19(3 (viofatiCM with ta-
wsd to rakdssr Inniwimsd and earrupt wgaiiialiiaul CKtim 
Its ftelaHtg to IhrtaUning er ntafiafiV ^aiad a Ftdoral offt-

ia tAiipfar ti rtlnting fa ifaatrttrfim qf en ***^ 

46) any rffoaw tevolviag o 
471. «7& a m rf thfa Utfa; 

WsBy oBsaw lavaiviag fraud 
11 a Ite 

a dsaliag ia aanatac diiifB, maiihuaaa, 
paaiabaata uada aay law it Ito Uatiad 

I ladudiM I 
J t K , 693, a (94 as thto Utfac 

(g) a vinlatinn rf eectim 6S22 rf Utfa 31. Uaiiad Slatw Osda 
(dsaliag with Ito rsperUag rf curraacy traaaactiona): Cor] 

- - U l l (re' (hi eny fileny 
end diteiatan i f lai Mia w 

faia dttotm) tf thit tilfar 
OJ Iht fata fiw of my fbgiUm firm > 

t S l l I 

nhJJOV my aatopiiary to cacaatt My rf Ito feiagoi^ affswa 
(D Tae priadpal leinn iiling attorney rfMy Stoto, a Ito priad-

pal pawaciiliiw attoiMt rf My pnliliral eubdiviaiOT Itorarf, if such 
sllia iisy fa autbariaad bv a sututo rf lhal Stete u mate apfdfaa-
Uea to a SUU eoun judge rf oompetmt juriedictim br M a d a 
•athoriiiag a appioviag Ito laterceptim rf wira lot oral], teal, 
tr efaeeoofa mmmanimtioiis, auy apply to such judge fa, aad 
•uch jadge iwv grmt in conformity with eectim 2Si8 rf thto ctep­
ter sad with the epplimhlr Stoto aututo m a d a Mthaiiing, a 
aiqaueiiia Ite ialaroeptim rf trira Cor eral], oral tr titetromic 
mmmiinraliOTa b̂  mialigaliie a faw aafotoeiBeat efficen 
teviag twiasiaihility lor tte in i adigatim rf tte offeaa w to 
which Ite applicatim to made, whm such ialarnaptim mey provide 
a hw MUI tiled evideaa rf Ite •—™ rf tte offenw rf 
•a ida, kidaapfiag, gambling. robba7, briber?, extortioo, a deal-

(S> 
Iht 

. , .-A srrm u dtfuied for 
Cnmimal Proetdun) may r" 

Bit my rf tte foragoiag offenow 
Aay atltrmej fer Iht Ooatrmnwml (m 

lat JllllJIinai ef tar Ftdtral Hulm of Oimtttmt rrjmmmmrm, wrmj 
lAata m Mpfimtimi to a Ftdml Jadgt tf etmptiemt Juritdieiion 
fm. ertd san >a4pt awy fooA ia otnfirmity utiA eertiOT tSlt tf 
thit title, an order aatlmnting a opprootng lAe ielBneprim ef riec-
«oair iiwtwMaeiHinne ty M iauaiiyHia tr law tnferotmml effi-
eer Aawag lapoaeifafity fir Iht inmttigalum of Iht offtmm m te 
which the applieatiom u asod^ whea taeh islti'iivifiiw mcyprotsdc 
mhmpreuHtdteidenmofeayratmalf^j. 

(1817, Aathadxallm f a lliiliisri and a a rf falir t wira 
Caaral] . arat a ahffraslr nun islmlliai 

(1) Aay iavaatigaUvo a law aaforcsmsiit offioa who, by my 
Beam authoriad by thfa chapia. tea obtoioad knnwiarige rf tte 
cmlmu rf My wira Cor eral], arat a efacfrantc esmauniwUOT. 
a avideaw dsrivad tSarafiow. tmy dfadwe wch watmu to an-
•ttor iiiiatigsliTB a faw anforoawMl afffaa to Ito aximt Itet 
•uch dfacleeura to saprapriato to Uw prapa paforuaaa rf Uw offi-
sfaldutfaarfUwoffica Buhioga racavuiglhadtorkaira 

(2) ikai intsdigslils a faw eafoiosmmt ofTioa who. My 
aeaBawttorSby Ihfa ctoator. hw sbuiaad kaarfadge rf Uw 
CMtrau rf My wu« C a oral], orai a efartraoic wmmuniaiioo 
a evideaa derivad Uwirfrom my aw auch aoiMHU ths aunt 
such uw to apprapriau to tto psopa psrfonaaa rf ha official 

(3) Aay param wto hw raeaivad. by My maana eattonBad by 
thto ctepta. My iafomatim cancaming a wira Ca cml]. troL or 
electronic eemmuaication. a avidaoa derivad tterrfrom murccpied 
in B1-—'--~ trith Uw proriaaoM rf Uito chaiaa say ducloa Uw 
•sntmte rf that ———j-^'j— a Buch deriraUra endaoa while 
giving teatimmy uada oath a affiriHIim ia my proceeding teld 
Zader Ihe auUiority rf Uw Uaiiad Sutw a rf My Suu a poUu-
cal subdiriaim therarf. _ 

(4) No etherwtos privilagad wira f a oral], oral or eleetronie 
communiatiOT intarwplad in acmrdanra witK a m eiolatim rf. 
Ite provuiow rf Ihfa chapta ahaU faa ite privileged character. 

16) Wteo M iotedigaUve a tow aaforaemral offioa. while en-
Mged in intercepting win a oral mmmnniraUnw m Ite mmner 
auihorisad teraui, interaepte win Cor eral], orai a rfacfreeir 
^ p , . - i > . i u » . refating to offanaa Mha IhM Uwa epedfted in 
Uw orda rf mthoriwUOT a approval, tte watmu Uwrorf. and 
avidena derived Uwrrfram. may te dtocloeed a uenl a provided 
in subsBctiow (1) and (2) rf Uua asetim. Such cmlmu and anv evi­
dena derived tterrfrom auy te used uada eubssctiOT (31 rf Uiu 
eactiOT wten authoriad a approved by a judge rf com petmt juna-
dicUm whera such judge finde m subeaqumt appbation ttet Uw 
cmlmu wen otherwia inuroepted in accordana with tte provi-
siow rf thu chapta. Such appliratinn shaU te made w moo w 
praclicabfa. 
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•3818. PracadareforlalenepliOT rf w in C«r oralX a a t a efae. 

HI toA apBliratim tor ta order authoriiiag a approving Ite 
4ereeptMn rf a win Tot oral], oral a riarraaic communiatiOT 

this duftar ahaU te made ia erriUng upm wUi a aflirau-
r timtromic CommuniatiOT 
ting upm wth a affimu-

. ,—ml junadietiOT and aboil suu tte appli-
caats Mthonty to mate audi appliatioa- Each -rrJTsiittii -K»II 
' luds tto follotriag iaformatiOT: 

la) Uw idOTUty rf tto fataligsUve a faw snforasmmt sffi-
aa jaa^V tto apfiliralim, aad tto offioa wtbaisBg tto ap-

(b) a ftiU aad mmpliii auiMaOTt rf dw foda aod dicum-
•oaaa rated tipoo by Ito applicut, to juMify hto betef Uut —- —m •n i .wwi iH IW j w t u y DW DOUei U U I 

te uBiied. including (i) deuifa w to tte par-
Sat hw baaa. fa teiog, a to about to te oaa-
w provided in tubtmiion (111 a particular de-

latura aad loeatiOT rf U 
— — r — ™ ^ Ite mmmuniatiOT a 
a Buticufar ifaariiiiiiiai rf tte type rf i 
tote iatoreepled. a.) Uw rfwUty rf tte 
•ittiag Ite offaaw aad wtow eowauai 

toular effai 
totttod, (ii) t f — f -It « inr. a parucuiar a^ 
amaim rf tto aatura aad locatim of Ite facilitia from which 

r ' ^ . P ' ^ tlu BBminiinicaUoB to to te iatorwptod. (iiii 
- eommuaiaations Bought 

I peraoa. if kaewu, eom-
Buaieaiiam an to te ialar-

(e) a ftill •ad osapfau dataamt w to vfaaiha a aM otha 
J « d j g u » e nrooedurw tera bem bied aad faifad or why 
they nwnnahly appaa to te aalikrfy to siiiiasil if triad a to 

M) a •aTamiBI af tfw paiod rfUaa far whfah tte iautwp. 
ttoa fa laquind to te -naintainnl If tte aatun at tte iavwti-
•uwa to auch Uut Uw auUwrixaUOT far iatoroepUm ^ t e S 
aMMJaaauaUj^^ 

SSfSuSSdS? Xifa^il 'toTSSSTuTtCSâ  
mmmimiraiims rfitoaams type wiU occur Uwiaafter; 

tol a ftill aad nnailifa datomml rf Uw boa omearaing all 
pneiwa apiiliratiMw kaowa to tto iadividual outharidaBO^ 
J ! ! ^ ^ * ^ y ^ ^ ' ' ^ T ^ * ' » ' r t a i n t m a , ^ : ^ S L a t o 
iatawp^afar approval of utorotptiom rf. wira f a oral], 

ô  nrenmnniralions iaeolviag my cTlto — ~ 
panoaa, foabua a pboa apadfied ia Uw b ^ 

"St{±"t& '̂ ir**' «»^^^ BppSSSSriSd 
. . H ' - T ^ npplicaum fa for Uu extoaafaa rf M ada . a 
"Jfawaatalttog forth Uw raulte thw for ebuined from Uu 
S S T S r t r s L l ^ .BpfaaaUOT rf Uu failura to 

t«£j!I .^I!fP " ^ " ^ the appliCMI to ftirafah addiUaial Iw-
a iwuStedS^w^SSSS^ J " * * • • i ' • » onlor. 
I r i i T F T a l l l " Bppraving intecepUm rf 
farUI SrtoSrtirrf ttr^SfS'" "";"""'ratioM wiUiin Uw tarri-

^!!^^^^iSViilSn'^'u:S!U^^ 
eacA yanarfirrua,' afim usiAia <Ae Urritorial juntdtcHon of lAe 

OMirt in which Ihe Judge il tiitimg. if tte judge determina m Uw 
bwto rf tte facte eubmitud by tte applioMt Uut— 

lal thera to probable wwe for telirf ttet M uidividual u 
eommiiUng. hw committed, a to eboul u commit e panicuUr 
affena enumerated in aeetiOT 2516 rf thto eta^r 

(b) thera to probable wua fa brirf ttet penicufar oommuni-
caliona eonaming Itet offawe trill te obtained through euch 
Intaraption' 

Id normal inveetigaUve prooodura teve hem tried end have 
failed or raeeonably appear to te uolikely to auceaad if tried or 
to te Iw dangeroue: 

(dl cuept a providtd im tubtectiom (111 Uwre to piobebfa 
a u a fa telwf ttet tte facilitia from which, or tte plea 
where, tte wire Cor oral], oral, or elmtronic wmmunialiaiu 
are to te iauroepted are tetng uaed. er ere abml u he uaedMn 
COTnectim with tte eomminiOT rf eueh offena. or are faeeed 
to luted in tte naaw rf. a commOTly ueed by weh perem. 

(4) Eah orda eutheriiing a approving tte utarcepuon rf my 
win Cor oral], oral a rfaclraoic cnmmiinimtim uada Uw ctep­
ta ahall aaadiy-

U) tte idmUty rf Uw wram. If kaowa, whoa oommuaiea-
tioM ara to te intaroarfed. . - , -, 

(b) Uw aatura aad fawUm rf tte mmmumratww facUiUa 
w to which, a Ite plaw where, authority to iatarae^ to grmt-
""ic) a particutor daacripUm rf Ite typa rf osmmuaieaUon 
wi«ht iTte iotoraepud. aad a suuamt rf Uw panicufar rf-
fena to which it lalalaa: . - . . .u 

(d) Uw idmUty rf Uw egency auUwniad to murerpt Ow 
communiwUooe. aad rflte param mthoniiag Ite applteaum; 
and 

lel Uw period rf tiaw duriag which auch iaterwpuon u eu-
tboriasd. UKluding a eutemmt w to whetha a nM tte wter-
eeptim shall autooutically larmisiau whm Ite dascnbsd com-
muniwtim hw bwn first obtained. . 

An orda auUwriiing Uw inienaptim rf a enra Cor oral]. oral, or 
efaormie oommuniaUm unda thu ctepta ahall. upn raqueal of 
tte aoolicMt. dirart ttet a CcoaimuiiiwtiOT eommoo carrwr.] pro-
^SdJ^^t^cmnmuiicalmm anria tondlord eudodun or 
Mha persm shrfl fumfah Uw applicMt forthwiUi all uiforauuon^ 
fodlitiw. and tahnical aaBUtaaa ooeassary to aocompluh tte 
iotorccpUOT unobtrudvely and wilh a aununum rf murferena 
SiliJu?«rriaa Uut sucS oma. faadfard, n-x^-". "TJ^"? 
according Uw pereOT whoa eaamMtcnuoos ae to be murceptad_ 
A^^odinuni^UOT canmon arrier, fandlord. outodun or other 
^i^i^fornuhing eudi fariUUa a uchnical aauuna sha^l be 
Smpenwud UwJefa by Uw applicMl C"! «he prevaUing rata 1 
^rwssonoWr aprnem incurretf «« promding tuch facilitia or 

"(Sl NTirder enured unda Uito aertiOT Buy euUioria or approve 
Uw inurwption rf anv wire Ca oral], orai oi- ttectronic ""muni-
SJiOT foTiny period longer tW to neoaeary to ochie« the objec-
Uw of Uw auuSoriwtion. na in any event fanger Uun Uuijy days 
SucA «Ainy<fay period begin, OT lAr wr/ur of lAr day on which ihe 
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Ihfa eeetiM. I t e period c 

I'aswfignfii r a low tnfirttmtnt officer firm befint lo eomduci an 
iaanajifiiw aadsr tAe order or Sm daye afitr tat order it tmttnd 
— ' I rf M orda may te giMled. bill OTiy upm applicatwn 

Bade u accordana with nihantim (1) of thto sa-
l •.•fc:«e tte findings ranuirsd by siilun liiiii (3) rf 
mriod ot wtswiOT shall be M looga tten Ite eu-

. . . .r to achievB Ite purpnea for trhich 
It am grmtad aad ia M ewat tm faa^ Uun thirty deya. Every 
a d a aad axtanstm therarf shall osetain a proviaiOT ttet tte au-
thariwtfaa to fafiapt ahall te ewrtitad w sooa w praclicabfa, 
Aall te timduftad ia such a tray w to minimia Ite iatorospiim rf 

aa uooa thi . to ialaroeptim i 
I lermiaato upm attaiamml rf tha authaiiaad oh-

r ia My aaeat io thirty da^a. In thi total the iaUrtepted 
mstow fa ia a cede er jbrajpe faegiis^r. aad an ttpen la 

I lanfuem fade it am rt^ttmily eoailthU dmtng the 
I parted mieiaiimfioa stay fa oeeeapfitArd w BOOT W 

^rartieabfa aflm tuch inurvtption An iawiaitius uada lAfa cA^ 
tr as^y tr raadiirlsrf ia uAofa tr in pan by Govtmmint pinomatL 
m by am iadioidaal tptrating under a ttia<iiii.t leitA liw tSoutrn-

hjeelive aoi 
Ite model 

I toward ahtoteiiistil rf Ite aulhaissd abj 
far asaliaaad ialerosptim Such reperts 
farvab a tte judge auy raquira. 

17) NeciPithdaadiag my otha iiiiiifaiiai at thfa chapta. My ia* 
I a law eaforcemmt effica, SMdally daignstad by tte 

ly Geoeral, aaoeral. Ite Deptuy Attaraey ( At-
a by tte aiadpol piinn'iiliiig altoraey rf My 

thersu aetiag puisuMt to a atotuto rf that 
tiaw that-

that ramiiiw a win f a eralX trol a efartreair ~ — — . - i — 
tim to m iataraepiaa befora M orda wthaixiBg auch iator-
wwfaa caa. with dm dilitsiins, te nhtsinsd, and 

wl Itera an gnuada upm which M erda oould te mtorsd 
aada thfa chaptor to suttoriw such iatatosptioo, 

•BT iatoroapl such win C a sral], trot, a elsctraoir »———1>--
U M if M sppliratim for M a d a approving tte iatoraeptiOT to 
made ia armrifanm erith thto BBCUOT tnthin fony-vight hours sfUr 
Ite iotaroeptim ha aceumd, a bagias to occur In tte BIBIIIII of 
aa orda, euch iatareeptiOT shall immedfaulv termituu wten tte 
nmniiniraliOT Bought to nhtained a whra the appliatim fa the 
eada to daoiad, whieheva to ealia. In tte evmt auch appliatfan 

' ' ' ' '. a ia aay otha caw whan tte iatarceptim 

to lermiMted withmt M a d a tering bem mued. tte emunu of 
my win Cor oral], traL tr efartraaic eommuniwliOT mUraptod 
diall te traaiad w teving hew obtained in viofatinn rf thu ctep­
ta and M uvenury ehall te aerved w provided fa u wfaeectim 
(d) of thu BsctiOT OT tte psrsOT oamad ia Uw aprfiratimi. 

I81al 'Tte oooimfa rf My wira C a orrf]. orai trtlmuomw com-
-uokoliM iotarcapiad by My meaw mUionaad by Uua duMer 
Tt..ti if iiiwitili te raeorded M upe a win a Mha emaparabfa 

deriw. Ar;~*-«of.«h.~ -̂ijju-j'ĵ î auch a way w WiU prated Uw racadiog from edmog a a h a rf-
teraUoM Waadfaulv apm tte mpiraUm rf the penod rf Uw 
^SlTor axuoaiow iWaf , mdi recordiaga duU be made evail­
abfa to Ite judfac touiog such a d a aad eaalad uada thu dira-
tiooa Ciwo^rf tte reoordioa shell te wherwrer Ite judge aden 
They dull nM te dealroyed exce|« uwo aa a d a rf the uwing or 
dmrinc juke aad fa my svmt shall te tept far tm yaare Du|Ui-
w t o m S ^ may te made for uw a dfadaun p^suMtto Uw 
= l ^ ^ r f V i t e s M i o M (1) and (2) rf •seUm 2617 rf Uiu ctepur 
C t S S S ^ t t S r S T p n - M w e rf Uw wrf prov^ 
J^tSj^^^^Sfafado^ipfanaUOT far tto abwew Uwrarf shaU 
teTaorwatoito far Ite uw a dfadaaura rf Uw •oatoaurf any 

riead flwirfiuM uada subsscum (3) rfsseuoa 26ir 
(b) ABolieaUem made aad adera aiMtad uada Uua chapta 

dull te^mfad by Uw judge Cudody rf the applfaaUma end aden 
SaU te wterevi Uw judge dirsrta. Sudi appliaUow aad o ^ 
stell te dfaelossd ooly upOT a ahowiag rf good auabrfora a judge 
rf^peteot iarinlirtiOT aad shall aM te dadroyad sxwpi « 
a d a rflte touing a dmyiag judge, aad ia My evmt dull te 
^ i S y ' ^ d l S i rf Uw praridoM rf Ihfa Buteadim may te pun-
^ s d w oootampi rf Ite issuing a dsnying judgs. 

(d) Within B iwsnnalilT Uma tot aM lata Ihu auwty days after 
Ite filiag rf M appliatiOT fa u a d a rf approval underartun 
2S18(7)S) which u dsnfad a Uw unaimUm rf Uw penod rf an 
.Bieiiw _ — . — faauing a dmying judge shall 

I DAnMo il I to ba'esrvad. m Ite ps'rsom aamad in tte order a Uw appli-
a, and auch otha partia to iatoroepted mmmuniratinna a 

t t e ^ i 
tin*I— M mvOTwry wucn i . n w i ^ . * " • — ^ ( 1 ) Uw fart o/Uw muy rf Uw orda a Uw apphwum: 

ei Uw dau rf Uw muy aad Uw P ^ of auttojjad, ap­
p i ^ a dfaapprovnl ialaraaptioa. a Uw dmul rf Uw appli-
saiion; aad _ ,^ , 

(3) tte (art lhat duriag tte period win f a aai ] oral er 
mlmvomie oommuaicntioei tnra a tnra aM uurcepiad 

Tte iudn, upm Uw filiag rf a motioo, may fa hto ducretion make 
iviillbfato inch wram a hto counal for iwpertioo "Shpon'o™ 
rfU^teniepudmmmiinimtione. eppliatiaw and onfare a Uw 
i«Ue delriSaw to te in Uw intorea rf jusuw. On M a pone 
iSring rf good wuw toe judge rf oomoMOTt j u n n l i r t - o U ^ ^ 
S J r f S w iSvStory raquirad by Uiu suSwrtwo may te poMpmed 

STliâ  
eada. aad armmpanying appbcatim. unda whii 
WW aotfasriaad a apptuisu Tlifa tm day period 
(te judge if te fiods lhat tt ww oM pcwibfa to 

<9) Tto mntanfa rf my trire C a oral], oral tr tlietronic commu-
sieatiw iotorcepiad pursuant to thto chapta a evidena derived 
lha eft uu ehall OM be raeeivod in evidena a otterwia dialoeed 
fa My trial, haariag. a otha piwaediiig in e Federal a Suto 

BM lea IhM ton daye brfora tte tiial, 
I baM furaiated trith a copy rf tte ooun 

ahich the inuroeptfan 
iod mey te eraived by 

. . , I u fumiah tte pany 
with the above infermatiM tM days brfora tte trial, hearing, a 
poaeediag aad Itet Ite perty will B « te pî udioed by tte wfay 
la loeeiviBg auch iaformatiOT. 

(lOXa) Any eggriaved peraOT in My trial, hearing, a proceeding 
m a brfiiie My cmrt. departmmt. offioa, agency, regufatory 
body, a otha authority rf tte United Sutea, a Suu, a a political 
whdiviaiOT theiorf, may move to nppraa the emtmu rf My trira 
a eral oommuoiaiim mterwpud pursuut to thto duptor, a evi-
dww ifariied tharrfrom. m this grounds ttet— 

(i) Ite oammuaioatiOT ww uafaarfislly iato 
iii) tte a d a rfeuthoriiatiOT a approval uada which tt i ^ 

iBtoiiaiiiad fa iaauificsmt m itt Caa; a 
(iii) uw intawptim ww oM made ia asnforButy erith tte 

a d a rf authoriiatim a approval. 
ahall te aude baton tte trial, haariag, a iiiiaanliiii 
wa oo opponuoity to aiate auch motim a tte parwo 

WW OM Bwon rf tte giouada rf tte mMjm. If tte loetim to grmt-
adL tte COTtmtt rf tte ialaroaptad trin a aral oommunicatiOT. or 
evidena derived therrfreai. ehall te trwied a tevii^ bem eb-
laiaed fa viefatiw at thfa chapta. Ite jtrfge. upw tte fding rf 
auch matin by tte agnfanad p nana, may fa hfa diaraum mate 
aiailalilt to tte a^tiii'sd peraOT a hto oouoeel f a iiupectiOT auch 
ponioM rf Ite niiaiiautod mmmunirelim a evideoa derived 

I w tte judge detanniaw I _ _̂  I to te in tte inureeu rf juatiw. 
(bl In addiliOT to my otha right to appaal. tte Uaiiad Statw 

dull teva tte right to appaal from M order grMling a motiOT to 
wppiaa made uader peregraph la) rf thto aubaacUon. a tte dmial 
rf M applicatiOT f a M orda rf approval, if tte Uniud Sutw at­
toraay shall certify to tte judge or other official giuting euch 
•etim a dmyii^ such appliatim ttet tte appeal to nM taten f a 
purpoea rf defay. Such appeal shall te takm erithin thirty daya 
after tte date tto orda ww mterad and ahall te diligenUy praa-
ecuted. 

(e) Tht nmtdim and tanetiom dteenbed in thit ehapltr with rt-
sped to Iht inuretptiom of titetromic communieatioiu an the only 
judicial remedies and soacrions for moncoiutiluliomat violatioiu of 
Ihit chapter imvoluimg tuch commumiealioni. 

(11) iTie raquiremenu of tubttetiomi IlKbKii) and (SKd) of thu tec-
lion niating to lAr tptciftealion of the focilitim from which, or Iht 
pioa urAers; tAr oomnuMialiOT is fa tr inttrvtpled do not apply 
if— 

(i) im the eom of an appliealion with ntptct to Iht inlereep-
Um of an oral communication— 

(I) the application it by a Ftdtral imvmtigative or taw en-
firoemenl offiem and it approutd by tht Xtlomey General. 
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lAe Deputy Attorney GemeraL the AmociaU Atumej Gener­
al an Amulont Attorney GemeraL a M ortug i4asi«OTl 

^'aTUu applieatiom eonmim a fuU aad oompirtr stolr-
•leat a teZSiy tuch ipKifuatiom u mot procttcal amd ufan-
lifue lA« prrsOT oommiKing lAe tfftmm aad whom commu-
micationt an to bt imUrmpud: amd 

(Ull the Judge findt that tueh tpteifieaimm u mot practi­
cal; and I 

(ii) in the eam of an applicatim with rmpeet la a w n er elm-
Ironic eommunication— 

(I) Ihe applwation it by a Ftderal wweluatiw or law m-
fimmeni officer and it approved by tht Aitomey GerwroL 
^Deputy^Atumey GeniraL the AtmcmU Attomey Gener-
al onAmuunl Attorney General, or an mung Attuuuit 
*'(W^ mUcalion idrndfia Iht ptroon believed lo be 
eommitluig Ihe offenm and whom ammunwaluM an lo 
1. ... T.w >L. mmiUicanI moket a thowaiM of a pur-
commuting Ihe offenm and whom eommunwaluMi an w 
be interoepud ond Ihe applicant euta a sAaivuig of o pu'-
j OT the part tf that perton. lo tiiwart uUmtplun by 

'*Sff'i3fa>w5Sr*/i«fa tAot sue* purpom hm bttn ade-

llt) Am'uiumlion'of a eommumicaliom umdtran order with re-
ej^tuwhl^nquirememu of tubmctiane "'^'•^"^'^r 
tXi. acliOT do not apply by reaam oftubtmuon (111 thail mol begin 

Uon it to bt imUreepud u oeterlaumd by Iht ptrton impUmemtimg 
Iht inUrotpHon order. 
(Ul t . Rcperte cooceralag taiterecpled wfat Its oral], arat tr 

ifaineair rnmaiiirlrr"— 
(1) Withia Uiirty daya afta Uw expiration rf • " , ^ ^ . < " •ff'' 

edeawiM Uwrarf) mtered under BBCUOT 2518. a tha dmul of an 
S t̂oTsppraving M interwpom, Uw toauuig a denijng judfe shall 
S S k toUwitlmintotraul«^^ rf tte Unitod Su iwCiuna-

' to) Uw fart Uut M onfar a extenaun ww amljed for; 
ft) Uw kind rf onfar a axtaaaim aoplfatf fa rt»f'«''V 

uitelAer a aM (Ar oniir ww an ordrr wilA nauiar fa which the 

S '̂̂ SnS;rrf2cS^«;*;mii)Md 
drf not apply by naton ofmctwn „ . . . 

IC) theJefl Uut Uw orda or wtenaim ww grutod w ap-
for WW mflriirinl a ww dmwd; . , ^ j 

' M Ite- p^^Srf i n t e r a ^ - ' ^ ? ^ j 7 K ? ? , d ^ " ' 
tte numter and duraUm rf my extenaiow of "w order, 

(e) tteoffena spwifwd in tte ader a appbaum, a exten-
UiMfaSir; rf Uw epplying invwUgaUv. a faw mforoe 

ml2i rfr«r i id ag.ncy"lS2.ng the appbaUOT Md Uie 

'*5's:''.i?u'i?̂  s: jŝ r̂î ^ «uw pua wte™ 
A^riiy S^SSu .piSird-«naud by the Anomey G«eral, or 
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Ite prindpol piiaai iiUnf attoraay rf a Slate, a Ite priadprf prw 
acutug atterney for My pdiiimi eubdivieim rf a Suu, shall -
lepert to tte AdmiaiatiaUve Offia rf tte Uaited Siatw Couna— 

(a) tte iafomatim required by paiagiapto Ui thraugh Ig) rf 
•utaactim (11 rf Ihu eectim with reepert to eech appliwtim 
far M orda a aataaaiM made duriag Ito |weimling ralemlar 

'TS)' a gaaaral ilasrriplinn rf Ito latoiasptioH aada uadar 
such aaar a aslmuion iadudiag li) Ito appraaiauto aatura 
airf fteqiunfy rf lacriaiineting mmmiinirelintu ioieraepiad. 
Ui) the apprsaiaiau aatura and IVaquenqr rf etha coauauaica-
Ifam mtawptsd. OH) tto aiqiiiisiiiials aumba rf peraow 
vtoa asmauaawUeM wara iatoroepted. aad liv) Ito aaproxi-
Mto aature. amoiul, aad ood rf tha iiisii|>iam aod other ra-
•SBTsa ussd to tto iolsraptians: 

ic) tto aumba rf amatt raaiilling hom intoreaptiCM made 
aada euch onfar a artenainn, aad Ito cflmaa far which or* 
lasu wera made; 

id) tto auiaharf triah iwiiltiiig ftom auch iataroaptieoa; 
to) tto aumba rf mrfiene to suppram saads trith raspsn to 

•adb iBtansptictu, aad tto auiaba gisntad a daoied: 
tf) Ito Buaba rf emvicUau iwiilling fram eueh iateroe^ 

I for trteA t̂to^WBiirtimê tPwo ^ 

ad " " ^ 
i(b)lhrei«h (Srf 

a b ^ iaci 

((I tto 

(8) C^AaS'l ikpril rf each yea Ito Dtooewr rf Ite iUmiaistiatiw 
Oflfae rf tto Uaiiad Slatea Gauite ehall transmit to tto riiii|iaa a 
Ihill aad eaapfato report emceraiag tto aumba rf eppliratiow for 
osdera auttorisag a approving tto utoroeptim rf win C a oral], 
traL tr efartraaic cemmuoiatioM purauMl to thto chapta aad tte 
aumba rf ardam aad extenairew grMlod a denied pursuMt to 
thto chapter duiiog Ito prsosding rafandsr ysor. Stich npon dull 
Induds a summary aad Malysto rf tto daU raquirad to te filed 
with Ite Admiaiatfaliw OAa by nihsali (I) aad (21 rf thto ew-
tfaa. Tto DiiaetarftteiUmiBiatraUve Offia rf tte Uaitod Stotw 
Cboite fa aulhaiaed to iaiM biadiag regulatiCM ifaeliin arith tte 
cmlaat aad farm rf tte npoctt laqiuad to te filed by cut 
(Uaad(2)rflhfasscli 
• 3838. Bsoarsrr of dvU I 

CAay param whow win a sral i 
° aad, a uaed ia violatim rf thto chapia ehall 111 teve a'dvij 

I rf actim *g-'*^ my perem wto iauraepta, ilia lina. a 
, a pracura aay alter perem to iaieraoept, diecloa, a ua 

, and (2) te mlitfad to remiei from my auch 

8100 a day far each dey rf violatim a tlfiOO. 

A good faith raliaow m e ceurt erda a fafiafative autberiwtim 
ahall coaatiiuu a eompiato dafoiue to my avil a crimiaal actim 
hrat̂ ht uada Ihfa chaipla a uada my Mha faw ] 
tSSM. B 1 rfefatf dsesapa asftsrfsad 

(a) Itt Oarrtan^-Any Persm aiAca wire, oral a efactimir cem-
asoaioatim fa inuro^mi if in fiunt tr willfully uead in violation of 
Ihil chapur amy in a ewil edwn neovm fiom tht persm tr tnitty 
which lajujnt u lAot aiefaltm sucA reiitf w auy ts appivtiiiata 

(b) Ksuar.—ln an actim aarfir lAfa ascnm ^pnipriafa reliaf M-
c l a ^ ^ 

fl) tuch pnlieunnry end acta staifatis a dWornSsry reliaf 
m may tr apprapariati: 

ftldamagm under aiifanfiiw fe)eadpunilim damagm in e^ 
proerieU eomt; and 

li) a rtatonabit affamiyb fm ead alhtr UHgatiea assfa nw-
tonahly incurred, 

(e) ComraTATtoa or flssitms—TV aeart esoy asams w rfnatngw 
aa m artim aodir tAfa aadm sitirtrar fa <Ae groaUr of— 

(I) Ihe tum tf the eetaal damagm toff tret bf tht plaintiff 
ead eay profile madt by ths oiolaur m a remit tf Iht viola-
tioa; tr 

(t) atolefary dfaea^a of itAieAetar fa lhe yniisr «f tlOO a 
day fir taeh day af vmlation or tlO,000. 

fdlOsmits-A good faith rtlianm on— 
(Da oourt warrani m ordtr, a giand Jury tutpamta. a ltgiila-

tia aoiAoruatioi^ er a ttalulory OMlhoneation; 
It) a fauiiul of m iniwngofia a lam infiniaminl offiatr 

aadsr eairn tSIKtlofOiii utit; a 
(V a good fdith dtlermination thai tteHaa tSlKU of thit Utle 

ptimiltal tht conduct mmplaintd of; 
it a emnpitu dtftnm egaintt any eiuif tr criminal action brought 
andm tAfa chapur a eny olher prooition of law. 

(e) Lutmnoa —A civil action uader thu eectim awy orf tr ooa-
ewattd laur than two yean after the dau upon which the rlaimnnt 
fint hm a rtatonabit opportunity lo ditetutr tht tenfafiOT 

t t a i . /a/hac«faa apalarf Kfaprf lahiispflsa 
r to 
ola-

action 
engage in any ad whuh eonttitutm cr wilt masiifiifr o fitany viola-
tea of thit cimpter, Ite Allonuy Gtnmul may iniiiaU a civil action 
ia a aistrsrt eaurt of lAr Uniud Slatm fa nvoin sucA etofatioa. Tht 

r Gtntrat amy initiaU i 
Statm u tnfoin tuch VI 

t praeeed w aom w proelicatfa to lAr taariiw aad drier. 
•iafaflOT ef aucA en action, end may. et aay Umt befon final de-
lanaiMtioa. ealir eucA a rasiraiau^ erdsr tr proAitXioa. tr lahe 
taeh other eetian. m it wananted to prevent a eenlinuing and tub-
s*"*"'' injury lo the Umiltd Slatm tr to any ptnon er clam of per­
oom fm wnom proUeHon the action it broughL A mvemding under 
Ihu tmiion u govemed by Uu Federal Rulm tf Cuiil Proetdun. 
mcept lAot if an indictment hm been returned egainet the rttpond-
tnl, ditoovtry it gmamal by tht Ftdtral Rulm tf Oinunal Proot-
dun. 
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commvNiCATtONS AND TRANSACTIONAL RECORDS ACCESS 

tm UmUmfml 
flat Wii I 

(1) inlemtionally ... ——-. ,. leilAmt oulAoriwIiOT o facility 
through wAicA an eiectrontc rcimmuniealion eervim it providei 

O) iamnlionally mamdt en aulhoriiation to acosa lAal fmil-

end'Smety eblaint, elitrt. m prtvtnu aulherimd oeetm to a win 
or cfacOBoie nnmeiueimfiow wAifa it fa ta rfartrOTic slorngr ia 

1 _ . ^ ., . . ^ (bitfthii 
IM 1,1 w i i i M •w.ii^ tt m tm mtm i n . i i c t 
tr puouAed a provided ia tuhmdion i 

«*fa autporogrv*. end 
fUe fint tf not mon lham tS.0OO a ia 

nere ttoa eu eiaaiAa a hsdk ta MV esAar 

(b) PvtnsaMstrr.-The puaithmtnt fir an ^tnm andtr wtsac-
tiw fa) of tAfa satiOT ie— 

(1) if Iht tfftnm it commuted fm purpomt tfeommeraal ad-
eanUigt, wnliriniis dasvuctiOT a ifoasMt, or privau eommtr 
mal gain-

tAJ a fine tf not mon titan StSHOOO er impriamment for 
em man thaa oat year, a tocA. in tiu tmt tf a firm of-
finm aadrr lAfa eutponagrapA,' and 

(B> a fine under thit tufa or imprimm^ii for aat mon 
^Jteo^ymra or both, fm aay islmianit ofltnm uader 

— •-•••i^. aaawv tn aay otinTwa"""'"' ^ 
<cl£reamoNB—jfatsartton (e/tflhit melion dom nol apply witii 

letptmitaandaetauiharimd-
(I) by tht ptrton a eotiQr prouidiag a win a rfartrooir eea-

maeiratiow arrvKc; 
It) by a USR- of lAa( arvia uttA raapert fa a coaeuMicaiiOT 

of a Mtnided f a (Aar ueer: er 
lt)inttciiont70Sert7IUofthittitlt. 

ttttt. XNecfaean ef ceatsafa 

^ 'j!?"'*™!* —^serpt at provided in tubttetion (bi­
ll) a ptrton m tntity providing an eleetronie eommunieatioH 

mrvme to the putfie thail not knowingly divulge to any prrton 
or tniity Iht cmlmu of o eomeuuucatiOT uAilr ia efarbooic 
tierage by thai anw and 

.or *'tily providing nmoU computing arvia to 
Iht putZic sAoU OM knowingly divulge to u y ptraOT tr mlity 
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the contenu tf any eommunieolion which it tarriid a etain-
(nieerf OT that trrvim— 

IA) on bthalf of. and received by mmm of tlietronic 
Irammimion fiom Im crwied ty meow ef computer proc-
ttting of eommuniratumi reerivtd by mmm ef timlroruc 
Uantmimion froatl a lubmribtr m emltmtr tf tuch ttrv-
iw and 

(B) mllly for Iht purpom tf providing ttorogt tr eompulcr 
proetming ttrviem fa sucA wtamtrr tr euttomir, if lhe 
provtdir u not eulhorimd fa aeoas (Ar emiratt of any 
tuch eommuniealttat for purposes of providing any ttrviem 
other than tloragt a eeapulrr petering 

(b) E*e*mons-—A ptrton a wli<y may diu>^ Iht cm Mars of a 
smetuaimfine— 

(1) fa an ilidf iMii a iaimded racipiroi ef sucA coMauiuw-
lion a u qgcnr of tueh iiifrfrissir a Mfanded rmiptent, 

W m olhtrwim authmittd in eeetim tSlt. tSlUSta). a tTOS 
of thit tUlt; 

(S) with liu lawful eoneent of Iht cn«inafar a u nrfifrrm.! 
a iolmdsd rscipieai af sucA oomeiiisimriOT. a tAe eutecritrr 
ia tAr eaa tfrtmau compuluig arvia; 

(Utoe ptraom tmployed tr authortmd or whom focilitim en 
amd W forward sue* aoouiaaioatim to ifa dm(iiia(iaii,' 

(S) a auy tr mmmtarily incidtnt fa (Ae leodifuii of tht ttrv 
mt m to Iht proueuam tf tht hghu m proptrty of tht prouidir 
ef that mrvioK er 

(t) to a law tnfirmmint agtaey, 
(A) win inadumUnUy etc 

(B) ̂ ipear to pvtatR to 
#27U Aapalrsmeafa/br 

(a) aawTBvn or ELsmomc CtaacsnmscnoMi m Sucramic 
BioaAaa.—A wtaiaasiatol encily esoy rtquin tht dimlotun by a 
jsiseidi ef tlietronic eeaasMsienfing esrvia of the eonunu of a 
irm-n^ win eeeumuuealion a an timlrtaic semetasimrim, that 
fa ia efartreofa stor^ in m rfaetraoie aeweiiiaimrims sjairn for 
110 dayt or ltm. only punuant to e warrant issued uadar (Ar Adrr-
of itufas <f Owtioaf Aoeedure a sDuwoJmf Stow warrant. A gov-

nial tntily may neuin Iht dimlotun by a providtr ef efae. 
cotiow ttrviem of Ihi emfaafa of M efactroate oom-
I Aw ten M rialronir sierate ia m eialroaic com-

„_Bieal>ow tyium /br more than ItO dayt by tht mmnt eimitaUt 
ai^m tabteclion (b) of Ihil mctian. 

(b) ConTwm oe Ajcraoivir QasrsnimuTKMa or A RMUOTS 
Oommvro StavK*.—(l) A governmental entity may rtquin a pro­
vidtr of rmnoU eomputing arvia to dialoa (Ae amtmls of any 
eleetronic eommuniealton to which thii paragraph u modi apptieo-
bit by paragraph (t) of thii tubimtion— 

(AJWilhoui nquirtd notice to the sute'ritrr or cuilomer. if 
Iht govtmmtnuJ tniity otsoiiu o warraju issued uidrr the 
Federal Rulm of Otminal Proetdun a efuiiafant Slau iwr-
raal;er 

-A-40-



IBI wilh prior Mfire from the govtmmenlal tniity to Iht tub-
evita a mtreetir if lAc jueriiwreto/entity— 

li) mm an edmintttrative wtponw outhenmd by a Fed. 
mal a Slau maluu a a Adsrof a Sufa grood >ti>y tuh-

fS) ^r^paah (I) it applieohti wilh rmptd to any efactrooir oem-
aaeimd'iie Imal fa htid or maintained on I' 

tfthitUlla 
" ' I applieabU with ran 

(Aoil 
(A) on bthalf tf. and reetivtd by mtnni of tttdronie trane-

miaim from (or iinilaf ty einies of cnapitter proetming of 
tT—~tnirr''r-T reetivtd ty atwes of timlroaic aantmimion 
fieetl a eutserita a rasloaur af wet leaefa rswyaiiisg mrth 
•a-aad . 

(Bl afafy fir tht purpaa of protadiog esorngr a owipetoa 
proetming ttrviem to tueh eubteriber a cwtonser, i f the peemid-
m i l tat ouiherited to aoeem the eontenU of aay met taramiiai-
oaaiew fm purpomt of pravidiag eny tmviemeikm dwo ttaragir 
m eompuur proetming. 

(ei Rmooaas fiisaiMivusa Ajcrantt ir Cbaassoivscanasa S s a n c * 
ea Rsmotw OossPtmstB S C S V K B . - A goarmnrato/ miily atoy re-
gsore a prsoidsraf sfaiduait camataaimfines a r v t a a rsaulr cea-
pating areea to ilia liw a retted a esAcr ia^WittaiiOT a n o i o u g to 
a wftniifai to a cwloetrr qf eucA aarvia (not itrludimg the eon-
Una ef commanmalteni tovtrtd by siitserrine »el er /hi of Ihu ete-
Hoa) witheul rtquirtd netim to the aataeritsr m ataseesa i f lAe 

f l ) mm an adminiitralim siifawsM authorieed by e Ftdtral 
m StaU ttatuU. m a Ftdtral m Slau gr 

ft) 
tau grand Jun tubpotna; 
undrr Iht Federal Rulm of 

Oiminal Praeadun a eeaiiwirar SlaU warrant; or 
It) obiaim a eourt tram fir eueh dimlotun under an tear (iae 

ld;V<Aiieer(iOT 
td) Jtaawasatsam poa COvar Oaoaa.—A ooun order for dimlo-

tdir aehtaeamt (hi or (c) of thu tmiion thail imut only i f the. 
jlMiaaiteul oaAly aAoia tAal tfcsit fa reoem fa btiuve the con-
UnU ef e win or titetronic eemmuniealion, ar the reeordt or other 
in/orwmlion taught, an nttvani to a legilimaU law enforoemenl in­
quiry. In the tarn af a Slau gmeimtumuit aalhorily, tuch a eoun 
aidar thail eel imat if praAituad ty lAe fats efeach StoU. 

ttrt*. Btrtappimiitallim 
(a) Bncaur PsMStavAnoa—d) A governmental entity acting 

aiadm eection tTOSfbxt) may include in lU tubpoena or eoun order 
a roquirwment lhal the ttrvtee provider to whom the nqumt it di-
raeted craofa e backup copy of the eonunu of the eleetronic commu-
gimliOTS S M ^ I in order to pnterve thorn eommumiealioiu. Without 
notifying Ihe tuberibm or cmlomer of tuch tubpoena a rourr ordrr. 
eucA sarvta provider thail crtau tuch backup eopy m toon m proc-
Uealbt eontituru with ifa reguiar faisinret proctiem aad thail con­
firm to tht giMminminlot tnlrtly that tuck backup eopy Aw t a e 
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awdc. SucA backup eepy thail tr created within two tusi.f deje 
afUr nmipt by tlw ttrvtm provider of tht tubpmna a coun ordar. 

(t) Notim to lAe suteeritrr a ctutoeur sAofl tr aiodr ty (Ar gov-
tmnunlal enlily within thrm dayt afler nodpt of eueh eonfirma-

ucn 
\ 

tlauref-
(S) T V 

arfia it dtlayid'puriuarU to asction l70Sta) ' 
thail am dmiroy tueh backup eopy ualil 

(AJ Ihe delivery of the inftrmalvm;m 
(B) Ihe rtmlutinn tf any preettdin^ finel 

I tht govtmmmli I 

tuch bockup eofn to tht rw 
lhan 14 daye afim Iht gov 
im a caeMna i f sucA aert̂  

~M7AW nrf rtmiutd notim fiom Ihe nitnrihi m cwfamer 
lhat the tuhteribtr a raalemtr Aw challmigtd Iht gtvmnmtn-
lal tntity^ requmk and 

(B) hm nat iniliaud je iaanf i i^ fa thelltngt the nqumt ef 
tte geeenseacn/ wtity-

(S) A jii I ' tatity may mtt to lequin Iht trtation of a 
tertiiji cow uadar SIIUMKIH (atl) of lAfa aectim if M ifa eefa die-
crrfim aacA aatily ihaumioa lAal lAsra fa lawne to btlieia that 
Mfi/iwriOT oodar aactsOT ITOS ef thit htii ef Ihe afafanw ef (Ae 
ssittwiiiu a court oiditf' esoy ntult in dmaneHen i 
with evidtnet- Thie dtui wiuadiig fa orf euhjeatst 
mbmhlmr or cmlomer tr tmvim prooidtr. 

(b) O m a i a M CmALiMitasa.—(l) WUhin l i dayt eflm notim by 
tlw juieiaetieiui' nKiiy a the tubmribtr a fasinmrr uader ii Msr-
l im (aXt) ef that ttcUon. each eutteriker a ratfoetir may file a 
tmtian to qumh each siitpianii a aeoofa sucA cmrl ordar, leuA 

ef a torn 
Aallentr bythe 

emue airued apm tht govtmmtnlal tatity I 
o f tuch ehallenat to tht esrvia provider. A motion to vaeau a eoun 
erder thail bt fiUd in thi eoun which issued sucA ordsr. A motion 
to quath a tubpmna thaU bt filed in tiu approfrtaU United Slatm 
dietriet a Sfafa eeun SucA • d i m a efpltmnon thail etaiaui an 
aflUavtt er enom dalotiaat^ 

(AJ mating that Iht applicant it a ftisfaatir er luiemibm to 
the tmvia from which Ihe etnUnU tf tlietronic ecaetiieinn-
liew stniafaiaerf fir him ham been taught; and 

(B) mating Iht applieaiU't natem for believing that Ihe 
"a tougkl an nol nievani to o Itgllimau law tnferotment 
y m lhat ttere Aa orf tem tulitomtial t inquiry 

efthu ehapler in term olher rmpat 
bt made under Ihit 

wUh 

(i) Sanaa sAolf tr otadr under Ihit tteUon upon a ^mammmtal 
tniity by diliotring m mailing by rtgttitrtd or mnified mail e copy 
ef the papen to (Ar prraon. offwe, a dtpartawnt taeeified in the 
aotia wAicA Ihe cuetomer hm received pureuanl to Ihit chapter. For 
Ihe purpmm of thu tmiion. tiu Urm "dtlivtry" hm Ihe mmning 
given that term in Ihe Federal Rulm af Civil Procedure. 

()) If the coun findl that Ihi cmlomer had eomplwri with para-
graphi (I) and (t) of thit tubmctiom. the coun thail order Iht gov-
tmmentol mlity to fill a twom rttpontt. which may be filed in 
aamera if the gouenimenlal entity includm in ifa rttponm tht rm-
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wAtcA note w 
to 

'initial alligationi and iii^.iiist. (Ar court sta­
ll^ w i( derm, apprapriau. Alf 

conduct tuch 

Mge staff a tomplittd and thi mtolion a applicatione deeidid m 
aeon m jamriintsi ofim tht filing ef Ihe guusiaaui 

eye 
!l siicA proceed' 

tu dendad w 
guteiaatagfii/ tntity't rw-

' 14) If thi man /loA lAor (Ae epplimml it not thi tubtenber or 
etaUmtr fir whom the eommuniealiom taught by the fovemmental 
mlily an etniemiaerf. a lhal then it a roaoon to believe lhat Ihe 
law enforermmt inquiry it ligitimau and that tht eommunieationi 
ttitghl an nIevanI to lhal inquiry, il thail deny Ihe motion er ap­
pliealion and order tuch proeem enforced If the coun finde lhat tne 
applicant ie the tukmribir m euttnmtr fer whom Ihe communico-
bam eought by tht govtmmaual entity an rmintnirtwY. ooid (Aa/ 
then u nol a roaton to belwm lhal ttr attitjnuaiw(ioas aougtf ore 
nievani to a legitimaU law enforcement inquiry, a that then hm 
nol bttn tubtlanlial compliance with the pravisiew cf Ihu chapur, 
il thail ordtr tht proeem quathed 

(S) A eoun erder denying a motion a apelication under Ihit me­
lion thail not bt dereied a final eider and no inlerloculory appeal 
amy be taken Ihtrtfiom by Iht amtoemr. 

ItTSt. 
(a) Dmtjir or NonncAttoir.—d) A 

andtr mclwa tTOKh) of tkil l u l l e m 
(AlwArre a wan ordar fa 00.^64 arhidi m the epplioetien a 

raqumt, which lAr oaurt tkati gioat, fm an ordtr dtlaying tht 
notification wqiii oil aadar eatim S70S(b) of Ihu Ulli for a 
pmiod nat fa aeaed SO dayt; if tiu eoun dnerminm that thin 
it mam to triiea lhal nolifiealion of Ihe aistroa cf (Ae coun 
erdm may have an adverm rmull dimribtd in paragraph (t) of 
thit suterrfion,- er 

(B) when an adminiitralim tubpoino authorieed by a Ftdir. 
al a Slau tialuu a a Ftdtral a Slau grand Jury tubpoina it 
nt(ei»srf. drfay Ihi notification required undir mction STOStb) 
ef thu tillt for a ptriod not to exeeed tO dayt upon thi etau-
too a uirillm art^faaliOT of o eivarviaory official that then u 
naton to triirw thai nolifiealion of the exutenm of Ihe tubpoe­
na may have an adverm rmull ifwnfail ia ponvropA It) of 
thit tubttetion. 

(I) An odvtrm rmul fir the purpmm of paragraph (1) ef thit tub-

(A) tndangrring tiu lifi or phytieal taftly af an iviiiidual: 
(B) flight from protteution; 
(C) dminiclion of or tampering with emdmee; 
(D) intimidation of potential witnettet; or 
(E) othrrunm mrioutly Jtoparditing an invmligatwn er 

unduly delaying a trial 
(S) The geuemmmtal entity thail maintain a true copy ofcertifi. 

ealion under paragraph IIXB) 
(4) ExUruioni of lAr drfav of notification provided in eection tTOS 

of up to to day eech may be graaud (Ar oiurf upm a^'rruiion. 
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a ty eeriification by a govemmental entity, bul only in aeeordanee 
with tubttetion (bl or Ic) of thii teclion. 

(S) Upon mpiralion of the pinod of drfay of notification under 
paragraph (ll or U) of inu tueteetion. the govemmentol entity thail 
mrvt upon, a deliver by rtgitund or fint clam mail to. the eutlom. 
m or tubtcribtr a copy of IHI/ri.ael or nqumt togttlur wilh nonce 
lhal— 

IA) stoto with rtmonahli ^paci/ictly tht aature of tiu law tn-
firorminl inquiry; and 

(B) tnfbrmt tuch cuilomm m tubtenber— 
(i) that information mainlained for tuch customer or tub­

tenber by tne arrvia provider named in tueh proeat or n-
qumt uim tupalud to or requmled by llial govrmnuntal au-
Ihority and Ine dau en which Ihe tupplying or nqumt look 
place; 

(tl) thai nolifiealion of tuch emtomir a tubmribtr wm 
dilaytd 

(III) whal govemmental enlily or court made the cenifico-
tion or determination pureuanl to which thai delay uot 
made, and 

(iv) which provieion of thit chapter allowed tuch delay, 
(tl At umd in thit tubtmtioa. Ihl Urm -tuptrvilory official" 

mam tht invmligtua agent in charge a nwiilonl invmtigatiue 
agent in charge or an equivalent of an inveUigating agency'i 
headqearun or regional office, m the chief proeeeuling attorney 
a the fint amiilant promculing allomiy or an teuivalinl of a 
protteulmg altomty't luodquarUn or regional office, 

(b) Paaewsion or Nones TO Svajtcr or (JOVSMNUSHTAI. 
Accsas—A govemmentol entity mling under mction STOS. whin it 
il not nquirtd to notify Iht tubtenber a emtomir undir mction 
ITOnjfll, or to the mieni lhal il may delay tuch notice punuant to 
siifteirdnfi la) of Ihit tmiion, may apply to a eoun for an order com-
nmnding a provider ef elmtronic eommuniealiom arvia a rrmolr 
computing arvia to whom a warrunl, tubpmna, a court ordrr u 
dirsriad. fm tuch period m the eeun dmmt appropriau. not lo 
notify any olhir ptnon of Ihi txitume* of tht warrant, tubporna. or 
court ordtr. The eoun ihall enter each an order if il deUrminm 
lhal Ihm it naton to triirw Itet nolifiealion of Ihe mitUnce of 
tht warrant, tubpmna. a oourr order will ntult ut— , ^ , 

lU tndanatnng Iht lift or phytieal ttfity of en individuaL 
(t) flight from protteution; 
ISI detlruclion of a lomprriv with tvidince; 
Ul uuimidatum ef pountial wUnmtm. a 
(S) othinvim ttnomly Jtoparditing an uumiigatum or 

unduly dtlaying a trial 
liTtg. Ctet rtimiarmminl 

la) PAraurr —EtcepI m ttherwim provultd in lubiecluin Id. a 
govemmentol entity obuining Ihe conunl. of nmmuni^licnt. 
%eonil. or other information under teetion t.Oi.J-OJ. or i70i of 
lha titU lhall pa', lo lhe perton or entity atmmbling or prouuting 
ucA informolion a itt for nimburmminl for tuch cotUai an rra-
tonably nicemary o'.i which have bmn directly incumd in morrh-
Ug /br oarmWin*- -ipnducing, or otiuniae provuiing tuch infor-
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. Such nimburmble eafa thalt inrlude any eoeU due to me-
j ditruplion of normal operatiom ef any tledronic communico-

. Hen arrvia a rtmou eomfuting arvia in which tueh information 
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Ib) AteouMT.-Thi amount tf Ihi fm provided by tubttetion lal 
thail bt a mutually agreed by Ihi govtmmtntal mlity and tht 
pmetn a tniity praeidtng thi mformalitn, m. in tiu aktence of 
agnemenL thai! bt m diUrmined by tht eoun which ittutd the 
eridar fir prtdaclian ef tuch infirmalian far the eoun btfon which 
a eriiainal /a inn iiliiie relating to taeh infirmalian would be 
treught, if ao eoun erdm mm ittuid fir production of Ihe uifirma-

felThetequirtmmttfiuimetianieJef thie etclion dam nal epply 
sfalA ntpmt to raeards er other information mainlained by a com-
wMaimlinns eoetmm carrwr that refafa to falnAottr Irf/ reew^ 
end ultpham liuingt etminarf aadar aactim tTOS t f thu tillt. Tht 
man may, hawtvm. order a payment m diui ibal in tubemtion la) 
i f Ihe etan lUlu miitm the information leqeiieif fa iiiiamafi'j w ^ 

t t l t . Chril Aeiaa 

f t ) Citms or Aenoa.—Any prooidtr of efartraaic eoasmaaiatim 
tmuim. tattcnbm. a nufaeier ^grirwd ty any melalian of (Au 
aa^iar u wAicA the eonduel eenetilutuig tiu oialatien is eag^erf 
•a mlA a lamiiag a inunliunul atofa of mind may, in a avil 
eelien laeeum fiom Ihe pmeon m tniity which o^agerf ig lAot vto-
lahOT eucA reliaf w may tr appropriati. 
^J^uar.—In a tiud action uader lAfa asctfai^ aypiwttiaii nlief 

(I) tuch preliminary aad other tquilabU m dmtaratory ntiif 
m may be eppropruu; 

(i) damagm undm tubemtion (SU and 
fS) a reoeonablt aUomtyt fm and elhm litigation emu na-

tonably incurred 
fe) CattAOSs—Thi eoun m n ammt m damagm ig e eivU action 

undm Ihit tmiion tiu tum of the actual damagm tuffired by iht 
tiaiati/r end eny profiu made by tht violator m a nauli of Ihr vio-
fatsaa, tor a no earn thail a ptnon tatiUal to reeevm neeim ltm 
Ihaa the tum of tl.Ota 

fd)DartMSS.—A good faith refiooa OT— 
tl) a eoun warrant er order, a grand Jury eii(l|«Bgii. a laufa-

faa aattnriwfioa, a a tiatuiary aoMonaaliea, 
f t ) a rtquml ofea inveaigativi a faar tnfbretmtnl tfTwtr 

under itelionISlSr7) of Ihu tula er 
fS) e gted foiih dturminalion lhat eedim tSlKS) of Ihu (i (fa 

pmiiarf lAr eendud metplaimtd of; 
it e owipfaar di^oa fa My cuif a eriasiaaf atim tratuAl ondrr 
tAfa thapUr a my othir low. 

le) LluiTAnOH —A civil action under thie eection may not be com-
mmced later tiian two yean afler lhe dau upon which tiu claimant 
fint rfienniemf a Aod a reaamabit tfportuniiy to dimavm the wo-

StTtS. ttrfmloUg tl 
TV nmedwe aad aoorti 

Judicial nmntim ai^ 
Ihu chapter. 

tS7ttL CeanlertnteWm 

•iom durntal in Ihu chaour or- 'ht only 
tciioni fm anamgslKiiliiiiM/ violaliom of 

la) Oirr TO Psovtaa—A Communieatimu common earner m an 
i ! f f r ! 2 L ! T ! V r ! f f ^ em,ta pro««far eAoff wmpfy «,i<A a re-
aud made fiir ulephmu lutmnbm uiftrmation and toll Ulling in. 
ftrmaltOH. m eleetronic meiasueiiuriw aaneacHonal reeordi madm 
^ tiu DinelmtfUu Falmal Burma, tfuZStSa^!S?tSa^ 
Iton (h) ef Ihit mctien. ~ 

( i) RsQUiaaa f k a r r n c n a r r — T V Airaeta ef tiu Ftdtral 
Bureau ef InvtMigation (or an indinidual witiun tiu Federal 
Bureau ef Invetligatun deeignaled fir tilii purpom by tiu Dirmtor) 
mey nqumt eny tueh information and reeordt i f (Ar Dirmtor (m Ihi 
Ortetor t detignm) ttni/im m writing to tiu tarrim m providtr to 
mhuh Ihe requtti u made tint— fovumr » 

f l ) Iht informaUm taught it nitvant to m Tv*^imiarf fir-
eign teumunnulliginm imimliaatiem; end 

(t) then en tptcifSc and arimulable fbcU giving naeon to tr-
iww lhal lhe perton a muity to whom tiu utfennatioH taught 
fartauu u a fireign peotm a u egml e f e firwign power m 
defined u sahOT lOl of tiu Fhrtign InUtliginmSunmllanct 
Act ofll7t (SO US.C ItOlX aurveumnce 

(O Paosiamou or CaaTAiit ZtoaoavBx:-Ab wateuuiwtiow 
a offiar. rmpioja, a wear 

that tht Fidtral Bureau of In-
-m • • w a> mmt uwam fm WWM—i, 

thereof, thalt d ia loa to u y param 
w a l ^ t i m Aw lought a nniiiiiiaf < I to iofonnatiOT a raoonfa 

(d) DtsssMiMATna a r B v u i i / — T V Adrraf Bureau eflnvmtiga-
Han may ifieawimlr ig^nnatim aod raoords obtauud undir thu 
taction oaly m provided in guidrlioa opprawd ty tiu Aitomey Gen­
eral for fireign inuUigenee celtectien and fonign eounlerviuUi-
gtnm inamtigotiem eoaducted ly tAe fedarsf Burmu ef Invmtiga-
Hon, and, until ntpmt to rfieaiaiigiitiiiii to u agency of (Ae Uniud 
Slalit, only i f tuch inftrmatian fa cfaorfy reiaiwC fa (Ae outAorisad 
rauowitti i i ia of eucA agency. 

ft) RaautaMMStrr TUAT f^aTAUi rv.—-—n Booias Bs la-
Poausa—On a mmiannual twia the Dirmtor of tht Ftdtral 
Bureau af Invmtigalion thail fully inform Iht Pmnaninl Silml 
tiommitut on InUlliginm of thi Home ef Reprtmntativm and thi 
Ssfac( Cammiua m InUlUgtnm of tht SenaU tonttmutg all rt-

iMeftitiai 

$S71S. DtnalHtat tm tbepttr 

At umd in Ihit chapur— 
(1/ tiu terme defimd ut emtion SSlOofthie litle have, rmpec-

Hveh. Ihe definiliom given tuch terme in that mction; and 
(S) the lerm "remoU computing aarvia' euona (Ar prwuion to 

Iht public tf eompuUr tloragt or proetming ttrviem by euent of an 
tledronic communieatiom tytum. 
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CHAPTEB 3tfr-SKAIICHCS AND S E I Z U R E S 

•Ml. Mw. a luw - — rifit 
. • . . . 

Jiir. tti 

I SUT. JfoMfa f r n r t i ^ drains 

fo; brGttisaAt.-ir e coun it tmpowered to ietue a aam»( or 
other order fir tiu uulallalion of a mobili tracking devwe. tuch 
erda euy aulAoria thtumof lhat drvia uiitAig (Ar juriidiclion of 
iJLyllJSdKlir*^ Jurialutum if tiu devut u inttollid in 

fb) DanHmoa - A t umd in lAu aartiog, <Ar fami "tractiiig 
! S I T r'orlrogtc a ataAooico/druia oiAicA wnoits (Ar 
««et ig (e f (Aeisawntc«(r f 'apcraOTaot>sct 

CtUFTEM MS-PEN REGISTERS 

tm Imi ttmtfmmmrltr^mfml^uar 

I S I t l . i f j .1 > m pen npfater oear aaapMm 

" P"""^ '« thu melton, ne ptnon 
Z 3 J ^ 'mff." W f a ' WI(AOT( firei ottoiaiiig a eoun 
i t S**" '>f or iigdrr ihi Fonign Inulli-
groa Sunmltanm Act of lITt ISO U.&C 1101 tl ao.' ^ 
w^ ^ ^ ^ . r ^ proAiii(iOT of .atea(iOT ,a) dom not apply 
2 . iSST J!^ ' P'««dir oftltctrar^ir 
m n eommunication ttnncr— 

(1) niating to tiu operalun, maintmaoa, ood faengg of a 
yf-T.*.'*"'""' "r^iMicaiton arrvia m to Ihr proUdun of 
Uu nghu m proptrty of tuch prowler, m to Ihe moleclion of 
men of tiiat aniia fiom abum qf amia a unlil^W wJ if 
atrviet; or 

S 7 ^ '** ' " i " r*"^'™"^ eommu««i/ ioe 
S I , ii^Si a com/^(«f in ordrr to prouci tuch provuier. on 
^ i ^ ^ ' ^t""*^"^ mniwe louani Ihe eemplelion of Ihe 
wire communicalun. or a umr of lhal mrvice, from fraudulent 
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(c) PtSAlTT —Whoever knowingly violatm tubemtion la) thail be 
fined uader thu tule m impneonea not man than om year, m bodL 

tttSt- AppUceden fm ea erdm fmepm rtgUUr 
lal ArruCATiOM.-^l) An atumry for tht Government may moke 

appliealion fm an order a u afansim of u ordrr undir tmiion 
Jits of thu tillt authorixing a opprocigg (Ar iMtoiiatim and ua 
of a pre raguirr undir thu chapur, in wriling under mth m equiv­
alent affirmation, to a ooun of competent jurwdietion-

(t) Unlem prohibiud by Stole faui, a State iiuwli#aliw or law tn. 
firmeuni offiorr may maht application fm an order m an etuntion 
afan order under tmtiOH SltS of thu tillt aulhoniing m approving 
(Ar i«u/fa(iOT and um of a pin rtgitur under thu chapur, in 
writing under oath m equivalent affirmation, to a eoun of eompe-
lent Juntdiclum of tuch StoU. 

(b> Corrrsm or ArruCAnou —An appliealion under tubeecUon 
(a) of Ihu tmiion thail include— 

(1) the idmUty af tht allomiy fm the Goveryunmt or the 
Slau law enforoemenl m invmiigativi officer making tiu appli-
mtion and the identity of thi law tnfercemttu tgmey conduct­
ing the invmligatian; and . . . - , 

aia ceruficaaon by tiu applicant (Aai (Ar uifermation Ukely 
to be obtained u nlivani to an ongoing criminal inimligalujn 
bting oondueud by lhat agency. 

ttltS. Ittaaam etea order tme pea rspfafar 
(e) br CtMBAl.-t/pOT u oPpJiwriOT atodr luidar eertua SItt 

ef thit title, thi eoun thail tnUr an tx paru ordtr aulhorituig Ihe 
i^i^iuti^ omd ua of a pm rqgielrr ivilAin (Ar jumdiclion of Iht 
eoun if tht ceun findt thai tiu attorney fm tht Coumuarni a (Ar 
Stott faw mfaremml a iniwat^ue offietr Aw mnifimi to tht 
eoun lhat the informalion likely to bt attoiged ty sucA lastoUaiwn 
and um fa relnoM to u aa#oing criminal invmtigatien. 

(b) Corrrsim or Oaoaa —An order ittued uedm thit mction-
(VthaUtpmify— 

(A) tht identity, if known, cf tht pmeon to whom u 
Immd m in wham nanu u lilUd tht ukphom luu to 
which Iht am itguur u to bt ailmhid; 

(B) tiu ufaniuy. if tgown, ef tht ptrton who u tht tub 
itet of the erimuiat iruvetligalion; 

(O the aumter and if known, phytieal locatum of the 
faiyAOTT liw to wAicA the pen ngittm u to bt attached; 

(Dl a ttotement of the offenm to which the information 
likely to be obuuned by the pen nguier niaiet. and 

(t) thail dirart upm (Ar r«qua( of Ihe applieanl. Ihe fiimuh-
u>g ef information, facililiet and Uchnical amulanei nieemary 
to aeeemplah the imtallalion ef the pen reguur under teclwn 
S l t i o f S i i t litii. . J J 1 

(e) Ttat Psaioa AMD ErrEtfSiOMS.—(l) An ordtr latued under thu 
tmiion thai! aulhoria tiu imtallalion and um of a pin reguur for 
a period not to aeeed 10 dayt. , 

(t) EiUntiom of tuch an order may bt granted but only upon an 
application for an ordtr under mction Slit of Uut tillt and upon 
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<Ar Judicial finding nquirtd by tubmctton la) of thiimclton- Thi 
amSofmtintum than btjm a ptriod mm to acted to dajm-

Id) NoMPtacuevMS or Eusrsfcs or PSM RsciSTsa.-An order 
euthoriiing or epproving tht uuullaiuin and um af a pm nguUr 
timll direct timt— 

11) Ihe mder be eealed until alhmwim ordered by Iht court: 
m^ 

IS) Uu ptnon owningm liming tiu Um to which theptn rig-
fatsr u attaehmL a who hm bmn ordered by tiu mmt to ore-
tide ossisfaOT to the applicant, not dimlom the aitUaa of (Ar 
SOT iwisfar a lAr awUnm of tiu invmtigatien la thi Umd 
nilfaiihi. a fa uy atiur ptrton, uafam m until mhmtmm or-

Ibythteourt 
I faifaffafhiT aad aa af a pra rtgfum 
Upm ste ratewfafMafaantay^tArriecre-

etw/amrfTfcerefe ietean/brormee/Mwr; authtrimd to uulaU 
mad um a pin rtguUi aidrr lAu chapur, a provider of win com­
municatioa servies, landlmd. cuetodian, a other perton thail fur-
auA aucA iniir'tr"''" or fate tnfiretminl officer fdnhwilh all in-
firmalien. fbcilitue, and Uchnical oaislaocr aaoaaory to ooeom. 
alieh tiu imtollalion tf Ihe pm register agettriuia/y u d wiiA a 
Zofaiut tf iaurftrmm witii tiu ttrviem thet Uu ptnon to er-
dmtd by tiu man eecordt the party with nepeel to whom tiuin-
-̂ 11-K— ua fa to (otr pfaca, if surA aaittiiare u duecud by a 
caurt order a provided in eection SltSlblt) of (Au (Kfa. 

(b> QmrettSATtOM —A provider af win eommunuatwn mrvut, 
Undlord. emlodian, :.- f»cr perezn who fiimi^hm facilitiee sr Uch-
aieal aetutanm pureuanl to thit tmiion thail bt naionably com-
penmled far tuch nsosooatfa apnea iacurrad ia providing tuch ft-

Ul 

caiwnt. on the ulephmu Une to which tueh devia is attached, 
but tueh urm dom not inctvdi any devia umd by a provider of 
win eommunieolion arrvia fa billing m recording w an met. 
dent to billing fm eommuniealiom arvica provided ty aucA 
provider and 

(S) the lerm ~altomey fir Ihe Govemmmt" hm the meaning 
gum tuch lerm fm the purpmm of tiu Federal Rulm of Oimi­
nal Procedure; and 

(t) the urm SlaU" meam a Slau. tiu Dutrict of (Mumbia. 
Puerto Rico, and any etiur pomemion m tmritory of tiu United 

ttlU.1 
Tht Allomiy Central thaU annuaUy npon to Qtagrmt OT the 

aumbirofmn r^iitir ordrre appUed fm 1^ law tnfercemeni agtn-
eaee efllu Departmtent of Juiliet. 

tint. 
At aad ta ( A a t . - , — 

(I) Iht urm "oommunicatiam comatm carrwr Aw (Ar stmn-
iOf ml fenh for the term "common earrier" in eectim Slh) ef 
tiu eommuniealiom Aet ef lISi UT USC ISJlhH 

It) the urm "win eommunication " hm the mmning tH fenh 
fir tueh term in eection tSlO of Ihit Ulli: 

Wlhiimm "coun of cempeUHl Juriediction" meane— 
IA) a dutrict eoun of the United Staue lineluding a mag-

ietrafa eftueh a court) m a United Slatm Coun ef Appealt. 
m 

(Bla eoun ofgtneml criminal juritdietion of a Stole ou-
Ihonxed by the Taw of that Stau to mIer erden authom-
uig thrum of apm regitter 

Ul the Urm "pm reguur meam a devwe which neordt m 
dmadm elmtrenu m otiier impulmt which uUnlify Ihi numbert 
diafad a olhtrwim Irammiltid. with retptet to win eommuni-
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REPORT 

[To accompany S. 2575] 

The Committee on the Judiciary, to which was referred the bill 
(S. 2575) having considered the same, reports favorably thereon 
with an smiendment in the nature of a substitute and recommends 
that the bill, as amended, do pass. 
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I . PURPOSE 

The Electronic Communications Privacy Act amends title I I I of 
the Omnibus Crime Control and Safe Streets Act of 1968—the Fed­
eral wiretap law—to protect against the unauthorized interception 
of electronic communications. The bill amends the 1968 law to 
update and clarify Federal privacy protections and standards in 
light of dramatic changes in new computer and telecommunica­
tions technologies. 

When the Framers of the Constitution acted to guard against the 
arbitrary use of Government power to maintain surveillance over 
citizens, there were limited methods of intrusion into the "houses, 

91-010 O 
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oapara. and efTeefa" orotected by t.he foortk aiwndment IXirinc 
the tntortMine 200 yeere. derelopmenl of new methods of comnu-
oieetim and dericw fa eumilfana hw expanded dramatically 
the eppatunity for such intruaions. . . . 

The tefaphone fa the moot otrrioua eumple Ifa widwpread na 
Bade K fachnolc(ieallT poeeibic to intercept tiie eornmunicetiora of 
liliiiiis without enlennf homw a otha priveu pfaca. Whm the 
faew cf (̂ oraromnt wireuppinc firal wme befora the Supreme 
Coort in CUmtuod t. Uniud Stout. 277 US. 438 (19281, the Cwrt 
held that wiretopping did not riofato the fwrth amendment, eina 
tlicre WW no swrching. ao aeinira of anything tangibfa, and no 
•JijMii ml tieapaw 

'Tadey, the OlmtUad cea • OAOT miieiiibcied mora f a Juatia 
Biandefa' preeeient iliaiiil than f a ifa holding. Juatia Brandefa 
pradidad: 

Weye mey eeme day be deteloped by which the Gorern-
ment. trithout reoionnf pepera from eecret drawera, can 
lepiodiia them in court, and by which it trill be enabled 
to opea to a jury the aioet intimeto oocurmcw of the 
hewe . . . Caa it be tiwt the ConatitutiOT affords no pro­
toetiOT a^iwt Bitch invtoiew of individual security? 

Forty ywn tetor, the Suprome Cwrt accepted Juatia Brandefa' 
1 ^ in K i t V. Uniitd Stotw 389 US. 347 (19671, holding that the 
fourth afflendnwnt applia to Coeemment intoneptiOT of e tole-
ptane eaoverwtiOT. At the wme time, the Court extended fourth 
aiandmtnt protoetiOT to electrmic wveednpping a ami oOTvâ  
al ien in Berger v. New York. 388 U-S 41 (19671. 

Coiignm iwponded in e cemprehenaive fwhiOT by authormng 
Cuteiiiiiieiit interception, under wrefully eubecribed circumstanoa 
m titfa m of the Omnibus Crime Ckmtrtri and Safe Streefa Act of 
1968. 18 US C. 2S10 et at). TiUe III fa the primary faw protecting 
the security end privacy of buainea ttii perwnal oommuniwtiofia 
in the United Suta todey.' Ifa regimen fa orotecting the privecy 
ef voia eemmuniatione n aprealy limitod to the uneuthorised 
aural inlereeptiOT of trira a oral eommuniationa. It miy applia 
whera the COTtnU of a communicatiOT can be overheard and un-
deietood by the human wr. S a Uniud StoUi v. Niw York TtU-
phom Company. 434 US. 159. 167 (1977). Furthermora, exiating 
titfa m applia OTiy to intaeeptiona of communiwtiaia emt vfa 
ceamOT wrrien 18 USC ZSIOilOI. 

Aa Senetor Lwhy aid whm he introductad S. 2S7S trith Sonata 
Mathiaa. the nfaUng faw fa "hopelewly Ml of dau." Congreseionel 
Record. June 19, 1986. It hw not kept pea with the develofimml of 
cetnmuniatiow ud computa tahnology. Nor hw il kept poa 
with chooga in the atructura of the Ulecommunicetiona induatry. 

Todey we heve fargi arefa electronic meil operationa, eompuur-
towmputa daU tranamiaions. altular end cordlea Ulepnotiee. 
peging devioa. ud vid.« Ulccmferancing ' A phone a l l cm be 
oarrwd by wire, b̂  microwave or fiber optia. Il c u be traramitted 
in the fonn of digitised voia, dau or video. Sina the dtveetiture of 

ATAT and deregufatioL a u y different canpanic:. R « .hot 
commm earriera. offer a wide variety of tolephone and other eom­
muniationa arricw. It doa iwt make eena thet e phone call 
tranamitted vfa commOT carria fa protected by the currmt federal 
wircUp stotuta, while the wme phone call tranamitted vfa a pri­
vau ulephone neterwk euch a thea uaed by muy najor VS. eot-
poratiow todey, tmuld not be uiteied by the atotuu. 

Thea tramendoua advanoa in uleoommuniwliora and eomputa 
Iwhnologiw heve wrried with them comparable Uehnologieal ad-
voncw in eurveilUna devica and tahniquw ElcctrOTie herdwera 
meking it poaible fa overxwloue faw mfoiLeiiienl egmdee. indua-
trfal epia end priveu pertia to interapt the pereonel a proprie­
tory communiwtfane ol othera era readily avaifabte in the Ameri-
eu market today. 

Title 1 of the ElectrOTic CommtmiatioM Privacy Act adiliiwia 
the inUreeptiOT of trire, oral and electrOTie eommuniwtiana It 
amenda existing cheptrr 119 of titfa 18 to bring it in line with ueh­
nologieal dcvelopmenu and changw ia the itnietura of the Ufa-
communiwtione induatry. 

The OmmitUe afao rooognfaa that cerapiitcn ara uaed extcn-
eively todey fa the etorege end piuuoeing of informetiOT With 
the edvml of oompuUriatd reeordkaping syetemo. Americone have 
kat the ebility to lock away a grwt deel of peteonal and biisiiiiw 
information, for example, nhyeicfaw and hwpitofa maintain medi­
cal nia in offsiu daU buka. buaincaaa of all aiia tranemil their 
reeorda to remou compuura to obuin eophfatiatod dato proceaing 
anica. Thea aervicw w well w the pioviden of eleetronic meil 
crwU elertrmic copia ot priveU correepondena f a fata lofa-
ena. Thia informetim fa pinrialii fa the benefit of the uea but 
oiUn it fa mainuined for eppraximauly 3 mmthe to eneure ayeum 
inugrity. F a the pcram a buainea whow recorde ere involved, 
tlie privecy a proprieUry inUreet in that informetiOT ahould not 
change. Nevcrthelew, bewua it fa subject to omtral by e third 
party computer operator, the informaliOT may be eub|cct to no cm-
etitutional privecy protectiOT. S a Ueilad Stofaa v. tfiller. AZi US. 
435 (19761 (cuatomer ha no aUnding to omuat dialaura of hfa 
buk recordai. Thus, the informetim may be open u ooaible 
trrongful ua and public dfacloaure by faw enforcemmt autnonlia 
a well w uneuthoriad priveu partia The provider of thea arn­
ica wn do little unda currant faw to laisi unauthoriaed aeoea to 
communiwtiotie-

Title II of S. 2575 eilJitoeia oceea to stored trire and electrOTie 
oommuniwliona end traneectimal reeorda- It fa medelid aAer the 
Right to Finanefal Privacy Act, 12 US.C 3401 M eeq to protect pri­
vacy inUreeU in pereonel end proprietary informetim. while pro­
tecting thr Govemment a Icgitimeu lew enfofoemrat needa 

Title III of the bill oddreeea pen regiaten and trap and troa de> 
vioa. 

n. HtmtMT 
In 1984, Senela Uahy aeked the Attorney General whether he 

believed inurcrptiora of eirctranic mail end compuUr^ocompuUr 
cofflmunicationa ttere altered by the Federal wirvup lew The 

Criminal DiviaiOT of the Juetia DepartmOTt reepmded thet Feder­
al faw protocfa eleetronie communiwlion. egainet unagthorizad mc-
oufaitim OTiy where e reeeonable expecution of privecy exfau Un-
tfaiauiiii^ the need fa thfa legialalim, the Department concluded: 

la thfa rapidlv developing erw of eommuniwtiom which 
range from allufar iMxi-trire Ufaphone cmnections to 
micTotrave-fed computa Urminela, diatinctione euch w 
(whetliei there doa a dow not nist a reannabfa npecu-
tiOT af privacy] are nM altraye clwr a obvioua. 

Seneta Uahy'a letta u d the Juetia Departmmt'a lapena 
mak the beginning of thu legisfation. The Subcommitta on Pei-
OTta. Copyrighfa u d Trademarks chaired by Senetor Methiw, held 
hearings in the 98lh Congrea Sa. Hwring befon the Subcommit­
t a on Felenla. Copyrighu end Trademerka of tlie Onnmida OT 
the Judicfary OT Privecy and Electronic Communiwtione, Sepum-
bal2. 1984, S Hrg 98-1266 

The product of thet hearing and aufaeequmt diacuaions with the 
Depertmmt of Juetia ud priveu groupe interceted in promoting 
eommuniwtiom privacy, while protecting Icgitimeu faw enforce­
mmt needs end^romoting technological innoration, ww S 1667. 
the ElectrOTie Communiwtions Privecy Act of 1985. Senetora 
Leehy end Methiw introduced thet bill m Sepumber 19. 1985 On 
the eeiM dey. Ĉ ongrewmen Kaaunmeier end Mwrheed, the Chair-
B U and Ranking Minority Member of the Houa Judicfary Sub­
committa on Cmrla. Civil Libertia end the Adminietretim of Jua­
tia introduced en idmtiwi bill, H.R. 3378. 

In Octoba 1985. the OfTia of Tahnology Aaeeeement ieeued a 
nport OTtitled "Electrmic Sur^ilfana end Civil Libertia." That 
etudy concluded that currmt hgel protectiow for electrmic mail 
ara "wwtu ambiguow, a non-cxfaunt," and that "electrmic meil 
•emaim legally a trcll w techniwlly vulnerable to uneuthorised 
ourveillana." "Federal Govemmmt Informetim Tahnology- Efac-
trmic Surveillua ud Civil Libertia" (Wahingtm. DC.: U.S. 
Oaigitw. OfTia of Tahnology Aaaewmmt. OTA-Crr-293, Octoba 
1985). 

The Subcommitta OT Patmta. Copyrighfa and Trodemerke held 
a heering m S. 1667 OT November 13, 1985. Tcetimmy ww re­
ceived from inuroated individuala u d groupe, including rcpreemt-
etivw of the ulephone industry, the electronic mail induatry. and 
the eofttrare ond arvia induetria. Repreantotiva of the Efapert-
somt of Juetia preantcd their viette. end the eubcommitta elw 
rcaivfld teetimmy from the Americen Civil Libertia Union end 
elicited tahnical informetim from the InetituU of Electrical and 
Elcctrmia Engineera. 

As e reeult of thaa hwrings. S. 1667 trw eupereetled by e new 
bill to redect the cmarns rataed by wme of thea groua. particu­
larly the Department of Juetice and radio hobbrfata (>n June 19. 
19B6. Senator Leehy, joined by Senetor MelhiH. introduced S. 
2S75 

On Aiiguat 12, 1986. the Judiciary Commitue Subcommittee on 
Petmu. Copynghta end Trademark, fevorebly reported S. 2.'i7.'>, w 
emended, to the full Commillee by voice voU. 

On September 19. 1986. Seneton Leahy and Methiw and Oair-
men Thurmond offered en emendment in tiie nature of a substi-
tuU to S- 2575. The Commitue voted unuimously to fevorably 
report the Electrmic Communiwtima Privacy Act of 1986. w 
ammded. to the full Seneu. 

CI. SranitCKT 
A letur emt by firat claa mail fa afforded e high level of prouc­

tion against unauthorised opening by a ambinelion of wnetitu-
timel provisions, caa law, and U S Paul Servia sutuue u d 
regulations. Voice communicationa transmiiud vfa commm wrricr 
are proucud by title III of the Omnibus Crime Cmtrol u d Sate 
Streeu Act of 1968. 

But there ere no nmperable Federal aututory atuderda to pro-
ted the privecy end eecurity of communicationa tranamitted by 
new noncommon wrrirr communications arvica a new forms of 
ulecommunications u d compuur Uchnology Thu u w. even 
though Ameriwn citiuns and Americu busineeea ere uaing lhae 
new form, of technology in lieu of. a .ide-by4ide trith. first claa 
mail and common earner Ulephone arvicw. 

Thu gep rwulu in legel unaruiniy. It may unni nwerily dia­
oourage poUnlfal eustomere from using innovetive communiwtions 
eyeums. It probebly encouregw uneuthorised uan to obuin 
ecoea to communiwtions to which they ere not e party. It may dia-
nurage iUnericu bwineesa from developing new innovetive 
fonra of ulrcofflmuniwtione and compuur Uchnology. The lack of 
cfaar etudards mav expos* lew enforcemmt ofTiara to Ifability 
and may endanger the eomiaibilily of evidena. 

Moet importantly, the lew muet advana erith the tahnology to 
enaura the cmtinued viulity of the fourth ammdmcnL Pnvacv 
wnnot be fafl to depend wlely OT physical protection, a it will 
gradually erode w tachnology advancw. Congrew must ect to pro­
tect the privecy of our citiieiu. If we do not tra will promoU the 
gradual erwion of thu precious right. 

The Committw believa thei S. 2575. U Electrmic Communia-
tfam Privacy Act of 1986. repiianfa e feir balana betwem the 
privecy expactotiona of Ameriwn dtikm end the Icgitimeu needa 
of lew enforcement egencia. 

The Juatia Drpertment etrongly wpporU S. 2575 bewua it 
etrengthena the current tnreup lew from e faw mforament per-
epectivc Specifiwlly. it espende the list of felmia fa which e 
voia wireup order mey be iaued u d the Iut of Juatia Depart­
ment olTiciels who may apply for a court ordrr to plan a wireup. 
The bill alw includa proviaions making it ewier for law enforce­
ment officiala to dral wilh a Urfrt who repmudly chengn Ule-
phonn to thwert inurception of hu communialiow u d ereeue 
criminel prnellia for thea who notify e Urgct of a wireup in 
ordrr to obetruct it Thea proviaions will be particularly helpful to 
thr JustiCT Drpertmrnl in iu fight egainst drug traHicking. 

Thr oreeniulions end individuel corporations nemed below also 
eupport the principira embodied in the legislation. 

Orgentialion. Elrcironic Mail Aaoc: ADAPSO: Telowwr Net­
work of America: Crilular Triecommunicalions Industry * 
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ACUI; Nations AamocimiMm of M«ttf«rtunef»fNAM); Ouun-

tieea^ TaWvuioo AMOC. ' . N C T A ) ; Nsuonal AMociatwn of 
B w ^ M T E d u c a u o n a l R M I M ( N A B E R ) ; CBEMA; U.S TolcphoiM 
A M . ; VidaotMl Induatiy A«oc.; Infonnation Indurtry Aawc.; 
Qactraaic Puo^ Truafor A J M C : Radw and TaUnaton N««i Dt-
racM Aaaoe.; A«ociatioii of Amenoin ^ n i o i b : IwtituU of Eloc-
tricAl and Elactnmioi EnciBom (1E£E^. Direct Markctinc AMOCU-
tion; UtilitMO IWaeonmuaintiow Couadl; and A«ocialaH Cradit 

""SlSabSna: ATAT: G o i i « l B j c t n c DBM; CTC; E K ; n T , 
I i a . O K ; ABC; NBC; Tandy Corp. (Radio Tnnl«i; &iuifai; 
TRW; Sourat Toiaeooiputing Corporalioo;a»aK Manhattan Bank; 
Uoiorola; Amcritoch; W i Atlantic; BeU South; Southw«>t*ra BoU; 
NYNEX; PKifie T o l w US Wast; aod AModaiad Crodit Strvioa, 

A t&w pointa a the dmlopmcnt of the Elactroaic OoDmunica-
UoM Privacy Act of 1986 ahould be ooiad here After Snuton 
Leahy and Mathiae iatniducad the bOl in June 1986. & 2575 * a i 
lefined le the Suboommittae on Patcnta. Copyrichu and Trade-
nark*. Durinc the eubcooimittae markup eeeaion iwld on Augxiet 
U , 1986. the bdl waa hirther emended to clarify certain proviaiooa. 

At tlw raquHt cf the FOC, in reeponee to the recent Ceptain Mid-
ftigfat inddent. in ertkich an iodindual in Florida intcHered with 

on ef an HBO procram beinf relayed by aatelliie. the 
included in the bill language to addriet deliberate er 

gmlLpi*^ iaterfoenoe with aateUite tranamiaiona. It mimt added io 
title n i ef the bill rdatad to inaullatioa and uae of pea rcffiacera. 
praoedural lequireoieaU for orden to uee **trap aad traoe" Acvieea. 

ID o r ^ te undeieueie that the inadvertent reoeptioo of a pro-
iBcied eemmuaication M aot a crime, the eubcommittee changed 
the atate of mind requirement under title HI of the Omnibue Crime 
Caotrol and Sale Streeu Act of 1968 from "willful" to **intcntion-
aL" Thk chaue in the law eddiimM the eonoenio of radio ecan-
Dere that inthe eourae of t r v n i * ^ radio frequenciee in order to 
m i v e public eoouaunicationa, ooe oould inadvertently tune 
thmi^h a erotedad oommunication like a cellular Ulephooe call. 
Thm pHwkaoD makea clear that the inadvertent inUrveptua ef a 
pncacud m f t i p y n i T * ^ i i not unlawful under thii Act. 

Duriag eubcommittee eoaaideratioa. Senaion Laxalt. Grnadey. 
|w*«s.iwi aad Simpeon expremed oooeema about the biU'e penalty 
atrueture fer the inuroeption of certain aauIJiU trmaamieaione tiy 
fern Tiewem. Senaura Leahy and Mathiaa agreed that thoae con-
c e r a would be eddiaeeed during Cnmminae oooeideratioa ef the 
Slectnaic Cooaunkationa Privacy Act-

The Uahy-Mathiaa-Tburmond eubetituu for S. 2S75. which wee 
eflerad whea the full Committee conaidered Ihia Iccialation, inoor-
peraud an amendment oAered by Senator Greealey Senator* 
LaaaJt, UcCooaell. Simpeoa aad Denton ffwponenred Senator 
Ciieeli ji'i amendmcnL 

Senator GraMlcy's amendment modiTwe the criminaJ penaltiee 
aad civil liability provMione of chapter 119 of title 18 of the Uniud 
Siaua Code eo thai there ie a two-track, tiered penalty etructure 
for teme vwwiag of privau aeuUiU tranamiaaiooa when the con­

duct ia not for a tortioue or illegal purpoae or for purpoeee of direct 
or iitdirect oommercia! adventagc sr crivau eom(ncrcia« gain-

In a public ection. under the Craoiley amendment, e firwt ofTend-
er would be eubject to e euit by the Govemnkent for injunctive 
relief. If injunctive relief ia granted, one who violaUi the injunc­
tion erould be eubject (o the full panoply of enforcement skccha-
aiama within the couit'e esiatir^ authontv. including criminal and 
civil conumpt- Second and eubaaquenl oneneee carry a mandatory 
S50 dvil fine for each violation. The urm "violation" in thia oon-
UxC refer* to each viewing of a privau video communication. 

In a privau dvil action, a peraon harmed by (he privau viewing 
cf auch a iaUUiU communication may sue for damagca- If the de­
fendant haa not previoualy been enjoined in a government action 
aa deeeribed above, and hae not previoualy been found liable in a 
dvil euit, the plaintifT mey recover the greaur of hie actual dam-
Mee or autuury damagee of t50 to (SOU. A eeeond ofTcndcr tone 
wno haa been found liable in a prior privau dvil action or one who 
haa been enjoined in a government euit) ie eubject ta Uabiliiv for 
the greater of actual damagee or lUtutory damagae of $100 to 
81.000. Third aad eubaequent ofTcoden are eubject to the bill'e full 
civil penaltiee. 

The Graaaiev amendment alao takee outaide the penalty provi­
aiooa of the Electronic Communicationa Privacy Act. the iatercep' 
tioa of a aaull iu tranamieaion via audio aubcarrier if the tranamia-
aioa ia inUitded for redietribution to facilitiee open to the public. 
provided that the conduct ie not for the purpoee of direct or indi-
net commercial advanuge or privaU financial gain. Audio subcar-
riera inunded for redistribution to the public include thoee for re-
dietribution by broadcaat tutiona ano cable and like fadiitiee-
Thcy alao iiKlude thoee for redistributtona to buildinga open to the 

Kbiic like hoepiula and office buildinga that pump in muaic which 
I been tranamitted via subcarrier. Aa apeci/ied m the sutastituu. 

thia audio subcarrier ezclueioa does not apply to dau transmie-
siona or Ulephone calls. 

The substituU amendment also incorporated Senator Simon's 
amendment. Senator Simon had espreeeed concem that the Elec­
tronic Communicatiorts Privacy Aet s penaltiee were too severe for 
the firet oAcnder. who without an unlewful or financial purpoee, 
inurcepu e cellular Ulephone call er eertaia radio eommun ice-
tiona related to acw»f athcring. 

Senator SinMn's amendment reducee the penalty for such an 
inuroeption of an unencrypted, unscrambled cellular ulephone 
call to a S500 crimiital fine. Unencrypted, unscrambled radio com­
municationa tranamitted on frequenctes allocated under aubpert D 
of pert 74 of the FCC rulee are treated like privaU aeulliu vtdeo 
oommunieetione are under Seiwior Graealev's amendment-

Scanning enthusiasu have argued to the Committee that the 
mere monitoring of cellular ulepnone cells should oot be illegal. 
That argument icnorce three important reelities. First. Congreaa. 
in paaeing the 1968 wireup law already made willful monitoring of 
euch ulephone calb illegal when at lesat part of the converseiion 
ia cameo by wire. Second, unlike many signals which arc more 
commonly scanned, the design of the cellular Ulepnone system 
makee the intentional mooitoring of apecific calla nKire difficult be­

ceuee they are hor^^ off among eeUa- The Committee ia not con­
vinced that theee arpimenU overcome the aeed for protection of 

It haa beea suggested that the Federal Communicatiooe Commia-
aioo eonaidir labeling requiremenu on cellular ulephnonce. radio 
scanning equipment and pnvaU saul l iu video oommunications. 
Thm Commieaion might consider the feaeibility of requiriitg that 
ediular ulephooea oe labeled to indicau that cellular calla are 
radiB haeed communicaliona. aad ae such, portioos of the oommuni-
catioo may be intercepted by available scanning equipment and of 
requiring that ecaaning eouipment be labeled to indicau that Ihe 
inUntional inurception of protected communicationa could be a 
Federal crinunaJ violatioa. finally, the Commiaeion might conaider 
the feeeifaility ef requiring thoee who tranamit priveu aeUlliu 
video pnmmunirationa to periodically transmit a crawl across the 
bottom of the ecnea lodicating that such communicatioaa are pro-

IV. GLoatAAT 

For reference, aooie of the aew ulecommuntcattona aad comput­
er technologiee referred to in the Electronic Communications Pri­
vacy Act of 1986 and thia report are deeeribed briefly below. Treat­
ment of theee and other technologies under current law is dis-
cueeed in the House Report to iU companion measure, HJL 4952. 
Sm House Repwt 99-647. 

Electronic mail ia a form of communication by which privaU cor̂  
raapoodeooe ia transmitted ever public and privau Ulephone linee. 
In Ita meet common form, meeaagee arc typed into a compuur ur-
minal. and then tranamitted over ulephone Unea to a recipient 
computer operated by an electronic maJ company. If the inUnded 
ediirmaw aubecribeo to the eervioe. the meeeege ia etorvd by the 
oompany'a computer "mail boi" until the sufaecnber calls the com­
pany to retrieve iu mail, which ia then routed over the telephone 
eyrtcm to the redpient's computer. If the eddreesee is not a sub­
scriber to the eervice, the electronic ouil company can put the 
meseage ooto paper aod then depoeit it in the aormal poetal 
vyeUm. 

Electronic mail eysUiuB may be available for public use or may 
be proprictafy. euca sn eyal . . 
inlemel rnnaspninliiiie 

operated by privau companies for 

(<ommoo coomiiier'4ev 
tranamieateo fiimwml 
cial inatitutieaa. ••MMIMIWI 
ciana' oAWm. and tte — 
varioua ofTicae cf a >v>i»>|>t-y 

OOMM imiCATIOHS 

communicationa include the 
or funds tranafcrs among finan-
betwecn hoepiuls and/or phyai-

ef proprietary dau among the 

aucnoauc B U L U T I N BOABDS 

puters. Hieee may take the form of proprietory sysums or they 
msy be noncommercial systems operating among compuur ueers 
who share special murest«. Theae fwnccmmcrcial aysuma may in­
volve fiaee covering opereting coeu and may require special "peae-
words" which reetrict entry to the system. Theee bulletin boards 
may be public er semi-public in nature, depending on the degree of 
privacy eought by ueera, operators or orgaDitera of euch eyauma. 

MICaOWAVl 

Microwave consisu of extremely high frequency radio wavea 
transmitted point-io-point on lineof-eight paths between anunnas 
located on towera or building tops (in Urreetrial microwave aye-
Unut and between aaulUiee aod earth sution "dish** anunnas (in 
eeUlUte-baaed sysumsi. 

CXlXULAt TBLITHONa 

In 1981 the Federal Communications Commission approved the 
uee of cellular ulephone eerviceo- This technology usee both radio 
transmission and wire to make "portable" ulephone eervice avail­
able in a car, a briefcase, or in rural areas not reached by tele­
phone wire. 

In e cellular radioulephoiw system, large eervioe areas are divid­
ed into honeycomb-shaped segmenu or "cells"- eech of which is 
equipped with a low-power tranamitur or base stotion which can 
receive and radiau miessgss within iU parameurs- When e caller 
dials a oumber on a cellular ulephone, a transceiver eends signals 
over the air on a radio frequency to a cell s iu. From there the 
signal travela over phone linee or a microwave to a oomputerixcd 
mobile Ulephone switching office ("MTSO") or sution The MTSO 
automatically and inaudibly switchee the conversation from one 
base sution and one frequency to anolher aa the portable ule­
phone. typically in a motor vehicle, moves from cell to cell-

Cellular uchnology. becauae it ia more complei, ia owre difficult 
to inurcept than traditional otnbile Ulephonea: it ia. however, 
more acceasible lhan microwave transmissions. Cellular ulephone 
calls can be inUrcepted by either aophiaticated ecanaers designed 
for that purpoae. or by regular radio ecanoers mndified to inurcept 
cellular calla. 

OOKOU iTn .BPHOKia 

' are communicationa networks cre-
I te the trooper of information among com-

A cordleea Ulephone consisu of a handaet and a base unit wired 
to a landline ana a household/businees electrical current- A com­
municetion is transffliticd from the handaet to the baae unit by 
AM or FM radio signals. From the baae unit the communicalion is 
trsnsmiited over wire, the same as s regulsr ulephone call- The 
radio portions of theee ulephone calls can be iourcepted with rela­
tive eaae using standard AM radios. 

•LtcraoNic r AC caa 

Electronic pagers are redio activated devisee through which a 
uaer ia notified of enothcr'i etumpt to conuci the carrier of the 
portable paging unit Theee ere in wide uae among pereoni who ere 
away from their homee or officee—or. more preciael>. away from 
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toltphwa a tw»way radia yet still aeed to be reechable by 
atheie. 

Peaera lake oo erw ef thrae baaic Ibnw: l a n e only." "diepley" 
and tone and raia pafora." The "tone only" devia emiu a 
l i a i r a other eifnal to inform the u a r that a meaafe ia wait-
b « and whera tbel meaeofe w n be ratriend by the uar'a makinf 
• photM eall to a aedeurmined numba luaually u o f f ia a en-
aweriaf eerr ial . 'Tiepley" pagm a n equipped with acrecw thet 

vieual meeeeaee. usuallv the tolephone aumba of the 
j i ^ to raerh lhe pereoo betof paced Tlie party aeekinf 

to aeke eontoet erith the uea ie inetructad to provide e meeaace, 
wually by puahinf the battow of e touch-tone telephoM; thia m w 
a i ^ ia etored by tha pacing compuy'a eompuur until i t c u be 
tranemitted to the uaa's peger, whera the msasge c u then be 
read directly by the uar , oovieting the need f a the uea to make e 
tolephone eall to rctrieee the meeeege. The meet eophistiwted tvpe 
at peger ia the "tone and v o i a " Bodel It c u receive a apoken 
n i i a s i i that tha paging ooapu^ 'a oomputa h w taken f rnn the 
party aiiek i i n to oootaet the unit's ua r . A f t a the b a p tone ie 
nede. the devia "rapeau" the leeaded neeeege. This requirw 
t l u t e radio eignal eoauiaing voiw oonununicatiocw ba aent from 

'law to the i 

cuetomer. Dato ie moet often trana. 
and thsir cualomer. by oiaaxis of 

rm aacterus/TaA^ am rmnes amcaa 

f t a I agists rs ara deviow thet record the Ulephone numben to 
erbich cella have beea plaoed from a particuUr uleohone Thew 
w p t u n ao part of u actual ulephone eoaverwlion. but nseraly 
the electtoiue ewitching signals that oonnect two ulephonw The 
aasa holds tnie for trap and t r a a deviow which reoord the num-
taere ef Ulephooa f roa which calla hara been plaoed to a particu-

BJKTmoNic TucuMC D«vicw inA i ia roNoas i 

Thaa a n aae-way radio oonimuniwtion devioa thet emit a 
aignal on a apaeiric radio frequency Thia eignel e u be raaived by 
epeeiel tracking equipment, and allows the uea to t r a a the geo-
graphical lowtion of the tranaponda Such "beming" devica are 
wad by law enforwnent pereonnel to kwp track of the physical 
whereabouu of the sending unit, which might be placed ia u auto-

' ' I, oa a pereoo, a ia eome o t h a itatn. 

b the ege et rapid eompuUriutioai. a baaic choia hw faced the 
w e n af ooaputa technology. That ia, whetha to pracea dau in-
haue ou the uea's own w m p u l a a oo someone ela's eouipment. 
O v a the ywre, remoU computa a r v i a oompenia have developed 
te provide eophistireted and convenient computing a r v i c a to eub-
eenben and euatomen from ramou faci l i t ia. Today busineeaa of 
all siifa hnepilels buka and many ahera—ua remou computing 
oervioa f a ooaputa proceaeing. Tnis p roaa ing w n be done with 
the euatotwr a eubeeriber uaing the leeilit iw of the remou com. 
puling a r v i a in eeantially a timeaharing arrangemeni. or it c u 
be aooapliahad by the a r v i w provider oa the beaia of information 
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afTacting ia terauu a Coreijni eomroerw." a n within the definition 
of e " w i n eoramuniwtion. This language recognita that pr ivau 
networka and intra-eompany wmmuniw l iow syeume are eommon 
today and brings them within the prouction of the a u t u u . Howev-
a , thet language is not m e u t to suggeet thet the Electronic Com-
a u n i a t i o w Pnvacy Act appl ia to inurwpti ims made outaide the 
tofTiiohal United S u t w Like the Omnibw Crime Conlrol end 
Safe Straeu Act of 1K8 which i l revieaa, the Electronic Communi-
catiom Privacy Act raguleiw only thow iatoiwptiona conducted 
wit iun the l e m tonal Uaited Su tw. 

The Senato Judiciary Conunitta's Subcommittw on PeUnla. 
Copyrighu aad Trademerka amended subperegreph (Dl to spwify 
thet wire eommunicetioM in etorage like vo ia mail, remain wire 
aenmuniuliona, u d a n protected aocordinglv. 

The T—^^..-.i effect of eubparagrepha (Al through (Dl is to clari­
fy that the Urm "wire communiwlion" meaw tne transfer of a 
oommuniwtioa which includa the h u m u vo ia al some point. The 
transfer must be mode in whole or in pert through the u a of com­
muniwlion trawmiseion faci l i t ia by the aid of wire, cable, or 
other tike ooonection. including fiber optia. The f a i l i t i a may be 
furaiahsd a opereled by u y pereon engaged in providing or oper­
ating such faci l i t ia f a the tranamieaion of inUraUU or foreign 
oommuniwliona or he mey provide or opcrau thoa f a i l i t i a lor 
the transmiesioa ef commiinicaliona affecting i n u r a u u or foreign 

trananiaion is carried 
the caa of a l l u la r ule-

Thua, a wire communication encompaaew the whole of a vo ia 
lalephaiie tranamiaaiea even i f part at the tj 
bv f i ba optic cable a by radio— 
pnona and leaf d i a u n a w t o l l i u a micowave faci l i t ia The con-
eeteion of e v m a eignal to digital form for purpoea of traramia-
eion doa n a render the eommuniwtion non-wire. The u r m "wire 
eemmuniwiion" includa eaiating tolephone a r v i a , and digitiaad 
ooamuniwtiora to the extent that they eontain the human vo ia 
at the point ef origin, reaption. or eome point in betwan. A pri­
vau ulephone ayeum eetabliahed by a oompuy whoa activiiwe 
affect i n u n t o U commerw, would elao be covered. 

I t should be noted that u improperly m a h u i c a ] reading of the 
phraa " in whole or ia part *- * * by the aid of wire * * * eould 
awwp in virtuelly all vo ia oommuniwtiow made with the aid of 
•ay electronic equiprwnt, ineemuch a virtually all such equip-
toent includa in i u aaambly ame length of wire or the equive-
knt . The quoted ie inunded to refer to wire that w r r i w the com-
Buniwt ion to a aignif icut exUnt from the point of origin to the 
point of reaption. even in the eame building. It doa not refa to 
wire thet is Iound inaide the Urminal equipment et either end of 
the eommuniation. 

Subperegreph (Dl epecifia that the Urm "wire communiwlion" 
doa not include the radio portion of a oordlea ulephone eommuni­
a t ion transmitted betwan the cordlea h u d a l u d the boa unit 
Becaua communiwliow made on some cordlea ulephona c u be 
inurapled cwily wilh readily eveileble Uchnologiw such a u 
AM radio, it would be ineppropriau to make the inurception of 
euch e coDununiwlion a criminal offena. The wire portion of e 
wrd lea oommunicalion rcmauis fully covered, however. 

eupplied by the eubarifaer a 
B i t u d betwan thea eervua 
electraaic ""i iniratinna 

V. SacnoH-eY-SacTiON Aiiat-Tia 

Srcrioe / pravida that the short t it le ef the bil l ie the "Electron­
ic CommuniwtioM Privacy Aet af 1986." 

TTTLi I—iMnacamoH or ootaiauMicaTiom ano tMLiT 

Under current law, the iatcrwptioo of wire aod oral eoomunioa-
iOM are governed by chapur 119 of t i t 

Title I of the Dectronic Communiwliow Privecy Act expands 
ruUe 18(lgU.S.C. 2 S I 0 a s 

chepur 119 to take into account modera edvaooa in electrecuc 
ulecasmunicatiow and computa tahnology. 

Saetion 101—Federal penaltia for Ihe inurception of oommuniea­
tiom 

DeTmitiow f a Urma ueed in chapur 119 and new chapur 121 of 
title 18 are a t out in aection 101 of the b i l l This eection alw de-
Kribee conduct which ia not unlawful under this Act and mndifiw 
the penalt ia eet out in exiating eection 2S11 of t it le 18. It provida 
thet the n m e d i a in chapur 119 are the exdueive eututory reme. 
d i a f a violatioM of thia chaptor. Tahnical aaieodmaoto to chap­
t a 119 are a lw included in Section 101 of the bil l . 

SubsariioR lOllal—Definitiom 
Subeection lOliel of the Electronic Communiwliow Privecy Act 

a u out the definit iow end amendmenu to definitiona ueed ia 
chapur 119 and new chepur 121 of l i l le 18. Paragraph lOIUKll 
amends the definition of the Urm " w i n r rmm- i - ' ' ' " ' " ' " ' in siiheer-
tion 2SI0i l lof Utle 18. 

Subperegreph (At amenda that definition to include aural trmoa-
fen. Aa defined in propoeed subeection 2SI0I18I of title 18, "eural 
trenafere" era thoa which include the h u m u voiw at u y point 
bMwan and including the poinu of origin and rewption. 

Subperagraph (Bl spaciTia that the u a ef wira, cable a e t h a 
aimilar ooonectiow lor the trmnamiaaion of eommuniwtiOM in­
c luda the u a of such connections in a swiiching eutioo. Thu eub­
peragraph maka clear that a l l u l a r eommuiwiiona—whether 
they are betwwn two a l lu la r tolephena a betwwn a aUular 
tolephone and a "land l i w " ulephone—are included la the deTiai-
tion of "wire eooununiwtions" and ara ooverod bv the etatuU Aa 
noted below, the bi l l dietinguiahw betwwn oordlea aad a l l u l v 
u lephonw 

Recognising thet e ina dereguUtion u d the diveetiture of AT4T. 
meny aifferenl compu iw. not jusl common earriera. offer u d u a 
ulephone u d Mher communiwtions servicae, subparvraph (C> de-
l e l a from the definition of "wire communiwlion" the requirement 
that eommunicalioM must be t ra iumi tud vU common carrier to 
be covered by the federal wireup s u l u u . 

Subperegreph (Di s p a i f i a that wire, cable a aimiUr mnnec-
tions luraished or opereled by eny perwn engeged in providmg or 
opereting such faci l i t ia for the tranemjamn of "cooimuoiwtiona 
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Section 10l(el2l of the Electronic CommuniwtioM Pnvecy Aet 
amenda the definition of "oral nmmun iw l i on " in current aection 
251(1(21 of title IB to esclude electronic oommuniwliona. There heve 
b a n raaie involving radio communiwliow in which the court 
having deurmincd that the radio wmmuniwl ion ww nol a wire 
communiwlion then analysw it in privacy U n w to deurmuie if i l 
ia en oral Mmmuniwuan. The bil l rejecu lhal aoalnia by exclud-
iiig electronic communiwliow from the definition of oral oommu­
niwt iow. 

An Orel wmmuniwl ion is u u t t e r u a by e peiuon under ar-
cumaunca exhibiting en expecution that the communicalion ie 
not subject to inurwpt ion. under circumsunow justifying such u 
expecution. In esance. u a e l oommuniwlioo la ooe earned by 
eound wevw. nol by u electronic medium. 

Seaion lQlia>3i of the Electronic Communiwuow Privecy A a 
amends the definition of the u r m " i n u r a p l ' in current section 
2SI0(4I of l i t le 18 to cover elearonic communiwliow The defini­
tion of " inurcept" under current Uw ie retained with iwpea u 
wira u d Orel communiwtions e i a p t that the Urm "or other" ia 
inarted a fur "aural " This amendment cleriTia lha l it is illegal u 
inurcept the non-voia portion of a wire communiwlion. F a exam­
ple, it ia illegal u i n u r w p t the deU a digitised portioo of e vo ia 
wmmuniwl ion. 

Subeeaion 10IieI4l of the Elearanic Cemmuniwuaw Pnvecy 
A a amenda existing aection 2S10(ii of title 18 u clarify that ule-
[dione equipment provided by the u a r and oonnected to the f a i l i ­
t i a of a arviee pravider ia not u "elearanic. loechanieal or other 
devia," provide)! that i t ia uaed in the ordinary oourae of the uar 'e 

l l i c ^ i M n m i t t a notw that propoeed eection 2S10'a defiaition of 
an "eleanmic. mahanieal or Mher dev ia" includa u y combina­
tion of paru daigned or inunded for u a in oonverting thoa paru 
into such a devia or epparatw and fram which euch a deviw or 
appantua may be reedily eaambled. The Commitue a lw notw 
that aeaion 2S12, w amended by the Bearanic Communiwl iow 
Privacy A a , prohibiu the muu feaure , diatribution. poaiwion, 
u d advertising only of devioa primarily u a f u l for eurreptitiow 
inurwpt ion. ^ „^ 

Subeeaion lOKeHSI of the Electronic Communiwl iow Pnvecy 
A a amends current aection 2S10t8l of title 18 to exclude from the 
definition of the term "contenta," the idcntitjr of the par t ia or the 
ex iaunn of the eommuniwtion It t h w diaunguiahw betwan the 
aufaeuna. purport or meu ing of the communiwlion u d the eusl-
e n a of the communiwlion or ireneeaional records aboul it. 

The Supreme Court hw c lwr ly ind iwud lhat the u a of pen reg­
iaura doa not violeU either chapwr 119 of l i l le 18 or the fourth 
amendment. Subsertion lOllasSi of this legislation maka t h . l 
poliry deer. I l should be read in conjunaion with Title Ul of the 
ElKtronic Communieetions Privacy A a which adds new chapur 
206 on pen regiswra and trap and t r a n devica to utle 18 Subeec­
tion lOllatSi of the bill doa nol a f f a l the msullat ion or u a of 
pen regiaura under the Foreign Inu l l igena S u r v e i l l u a A a 
(TISAI SO V S C . 1801 et erq Similarly, the omiaion of a conform­
ing amendment to the defmition of ' 'eonunu ' in eection "05 of 

-A-47-



u 
title 47 ie mt intended to affea the currant lew under that aection 
with raepea to pen regieure. The ua of pen ragiaUre he- bwn 
bund net to viciau aeclion 706. E a Hodge v. Siounlaim Tel A 
Ttlegraph Ox. U i F.2d 264 (Mi Cr. 19771 

Subeectiw lOlUXCI ef the Electronic Communiwliow Privecy 
Aa adda to aection 2610 ef title 18 doTuiitiom fa the urme "ela-
tionic eeMuniratjon." "eleetrooic oommuniwtiow eystem," "ela-
Konie eowBuniatian eerviw." "raedily enwaibla to the general 
publie." "eleetraaic atorage." and "aural tranafa." 

Aa "etortranie mmmiiniratien" ie defined in propoeed aubagiun 
S10(12) of title 18 w "uy trawfa et eigne, eignah. writing, 
imagea, eouade, dau, a iatelligenw of u y natura tranamittad in 
»hole a in part by a wira. radio. eleetroiBecnetic, photwlectronic 
a e photooptical eyetem thet affaeu foraign a inurauu com-
laerw." The fellawing ara wplicitly excluded from the defmition: 
(Al the redio portion of a oordlea ulephone eommuniwtion trana-
aittad bMwen the wrdlea phone handaet and the baa unit; (Bl 
uy wira a eral oomrauiwtion; (Cl u y eommuniwtion made 
through a tonaooly pagiag deviw: (D) any mmmiiniration from a 
tiacking deviw. 

Aa a general rale, a mmmiiniration ia ta eleetronie communica­
tiOT aolactad by the (sderal wireup lew if it ia not carried by 
•Mnd wavw and caaaot fairly be characteriaad w containing the 
humu voia. Commuaiatiou oooaiating aoiely of dela, for exam­
ple, aad all tnmmiiniratiow tranamittad only bif radio ara electrm­
ic eommuaiwtiooa Tliia term alw iadudw eleetrooic »ul , digi-
tiasd transmissinoe. and vidw toieooefeTcoow Although radio eom-
Bunicatiaw are erithia the ecope of the AO. the proviaiOM of the 
Eleetrooic Commuaieation Privacy Aa directed epeeiTically to 
lodio do OM affea the applicability of aectioo 706 of the r.~.—r-i-
eatiow Aa ef 1934. w amended, to actiow by atemben of the 
publie. 

Uoda prapoeed euheertioo 2510(13), the lem "wa" • defuied 
w uy perwn a entity who (Al uea u eleetrooic eoounuaiwlion 
aervia_aiid (Bl ia duly authorised by the arvia provider to do w. 

An "electroaie oosnmuaiwtion eyetem" ia denned ia prapoeed 
wheeaiOT 2610(141 Such e eyetem enoompaaaw u y wira, radio, 
alenrnmagaatic, photooptical a pboiwlaetronic facilitia fa the 
tranaBiaaioo of electrOTie mmmuniretifiw w well w uy compuur 
facihtiw a ralatad electranic equipment Im the eleetrooic etorege 
ar euch ^-^^nr"-—".— 

Aa "electronic rranmiiniratiOT aarvia* ia delined ia prat 
wbeeetiOT 2610(161 of btle 18 w e eervia which pravidw iu i 
ue abihty to aend a to rewive enn a elearmic oommuniwliona 
Such aenioa wn be provided through the eame feciktia. Eiietuig 
Mephooe eompuia and electronic auil mmpenia are providere 
et eleetnoie wimmuniratiOT aerviow. Other arvica like nmou 
ooaputiag eervioa mey alw provide eleetrooic oomauaiwliOT 

Radio nnmmiiniratioM "readily eeceeeible to the general public" 
are defined in propoeed eubeectiw 2610(161. Radio eoaununiwtiow 
an oooaidered readily sirswilile to the gewral public unlaw they 
fit mto ooe of five epaaTiad wtegortoe. 
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Ae dearibad below, subeection lOKbl of the Elearonic Communi. 
wtiasf PriviiC) Art provida en napiim to the general pnihibi-
tiow u murwption for elearonic communiwlKMU which ere ou-
figured to be reedily eocewible to the general publie. Thu tlw 
radui oommuniwliona spaiTiad in propoeed subeection 26l0il6i era 
efforded privecy praiactiow uada thie " - g — ^ ualaa aaotha 
oxoeptiOT eppliw. 

Ae fpeeilMd in paragraph '.Al af pra pneed eubeeetiu 2610(161, 
ecrambled or encrypted radio eommunicaiiow ere nM readily a-
eaeaible to the general public. Tiu Urme ara ueed in their UchniwI 
eenw. To "encrypt" a to "ecramble" mww to oMven the aignal 
wto unintolligible form by mww intended to protaa the anunu 
of a eommuniwiim from uninunded recipienu Methoda which 
meraly chenge the form of a plaintext meeeage, ig., a devia which 
converu u analog eignel to e digital atream, dow nM provide "en­
cryption" within the meuing of thie bill. Na doa Ihe ua of a 
word code, no metia how eophietiwted, amount to acrambling a 
ancryptiOT. Examplw of arambling tahniquw which an eurrutly 
available include the dau encryptiw etandard (OESl. 

Ae eneciTied ia paragraph (Bi radio eoououoieatiom traaamitted 
through modulatiOT uchniquw whow aaaiilisi parameun heve 
beu withheld from the public in orda to preaiis the privacy of 
the eommuniwtion an oM readily eocewible to the gewral public 
Thia peregraph (Bl refera to apread epectrum radu eemmuiw-
tiona. Spread apeetrum technology ueually iavelvw the tranemia-
eiOT of • signal oa differant frequenciw whera the rawiving autioa 
muet poaeea the oeeeeeary algorythm ia order to lawaniiilili the 
aignaL 
• ^* 'Pi^fud in paragraph (O of propoaed subeectiOT 2510(1<1 of 

title 18. radio oommuniwliona oarriad oo a aubcajria a otha 
aignal eubeidiary to a radio traasmiaiOT ara protected by the Ela-
trraic Communiwliow Privacy Aet This wugory includee, fa ex­
ample, dau ud background mwic arvicw carried OT FM eubear­
riera It alao includw dau carried oa the Vertical m—tj— laur-
val (VBll of a UleviaiOT eignal 

Radio eommiinirationa tranemitted over a syeum provided by a 
commu earrier ara nM reedily acceeeible to the general public 
erith one cxaplim. Tlut waptiOT is f a lOTeonly paging syetoma 
As a reeult of that esaption. the inUrwptiOT of toneaily peging rem tranamiaaioM will nM be prohibited by thia law. Howeva. 

unauthorised inurwption of a dispUy paging syaum. which ia-
vovlw the transmiaion of alphanumeric charatcn ova the r^io, 
wrried by a commu earria, ia illegal. 

Aa specifled in propoeed peregraph (E), radio oomauaiwtioa 
tranamitted OT frequenciw allowiad under paru 26 ud 94 and 
eubparu D. E, u F of pan 74 of the TCC rulw are protactad by the 
Elearonic Communiwliow Privay Act. Thea oommuiwtiou in­
clude wulliu wmmuniwtiow, euxiliery broadceet arvica u d 
privau microwave arvicw, each of which routinely wmw pnveu 
bueinea a perwnal communiwtions. Tw»way voue radio nmmu. 
oiwtiow made OT frequenciw shared with arvica outside part 74 
are expressly excluded from thia wugory of ptotecud commu 
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The liability incurred under chapter 119 for the inurception of 
the communiwtions dearibed in nropoetd peregraph 26IOil6iEl 
mey be luniied. Seaiu lOKbl of die ElearOTie CVmrnuniwliou 
rtiyacy Aa eeu out exceptiow from liability under this Aa with 
rapaa to elearOTic oommuniwtiow end eeaion lOKdl eaubliaha 
the penalty struaura f a vioUiiow of thie Aa. 
~75!,'"7' 7 ' * ? ^ * etorage" is defuied in prapoead aubeeaion 
2610(171 of utle 18. ElectrOTie atorage meaw (A) the umporary. in-
tormadiau atorage of e erire a elearOTic eommuniwUOT inciden­
tal to lU lianamiaeiOT w well w iBi the etorege of such communi-
wtiOT by u electrOTie ooaununiwtiou wrvia for backup prota-
UOT The torm ooven storage withu the random toema memory of 
a nmpuur w well a etorage in u y other form including storage 
ef magnetic upee. iitki or other media Thus, for example, eeaion 
270rs prahibiUow egainet unauthorised aceea to wire or elearon­
ic eommuniwuow while they are ia electronic etorege would pro­
hibit uneuthorised ecoea to euch a wmmuniwlion while it a 
stored OT megneUe tape or disk. The eection 2701 prohibiUow eimi-
larly would apply u wforauiiOT held OT megnetic Upe or diak 
punuant to u acrwment to provide remou compuUng eervicw. 

The leal new deTinitiOT io subeectiOT I01ui6i of the Elearonic 
Communiwliow Pnvecy Aa ie the defmition of u "eural irane-
isr m propoeed subeectiOT 2510(181. An eural transfer meens eny 
tranafa wntaining the humu voia et u y point betwan end in-
eludmg Uie pouiie of origu and reaptiu. Under diie definitiOT, 
voKe meeaega trawferred over a paging syeum are protected II ia 
uundad that oompuur-genereied or otherwia artiflcial voicw are 
DM uicluded in this defuiUOT and thw will nM be nan of a "win 
eommumcaiMn - Tliey would, however, be part of u "electronic 
cooimunicatiOT. 

h la imporlaat to recognia that a tranaaaiOT may coaaiat, in 
part, M both elearmic communiwliow u d wire or oral nmmuni-
S ^ I ^ J J - T i i ^ ! f i ^ " f̂*""* " 2610 of UUe 18, w 
•mended by the EUctronic CommuniwUoM Privecy Aa Aeconl-
S5 " l ^ " ' »™« cotnmuniwUOT kight be char-
i S f r ^ i Z ' ^ " " " i ^ " **eaiplt. the tranamiaiOT of dau over 
Uie Ulephone le u elearmic wmmuniwUon. If Uic peniw ua the 
luie to speak to Me uotha between dau tranamiasions Uioa 
communiwliOTs would be wire communicaUona. At Uie same Urae 
l u J n f ^ n r ^ i i ^ ! * . ? ^ " ' t^ Ulephone COTveneUon by 
liauning in on Uw oral uturanoa of one of the partiee, Uuia utur-
aiKW ere oral communiwliow 
Ut*.'m"£LS5?,l'''.??^ """Tt appUcation of 
fl. - l i L ' ^ ^ T f ^ J f '""^eiHaia u d only deele with the 
« 5 S ^ l ' X d c f ^ i ' i ' i S i ' "mmuniwiio^rli Tl miSd 
exunt cloeed nrcuit Uleviaion rammuniwUow do orovide another 
wampi, of the unponua of. and the i n u i S l i u i X p b^ "an 
Uie definitiaia COTlained in thie legialaUon If a amon a enMiv 
^'"m'lc i . ' l l^: ' televiai^S^iaure of a'^SSrt.S w 'l^ 
miSin i S r i ^ M h.*""*".' '™~n.i.«OT. th? Iran? 
Tf u!?ni^^!l r. •'•«""»« communiatiOT. Inurception 
of the piaure el u y point without either COTant or e court order 
oOicials were to inelall Uwir own camera end crwu their own 
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cloeed circuit uleviuon piaure of e mevling. thr wpturinc of the 
video imaga wuuld nM be an inwraplion under lhe eutuu be­
wua there would be no inurwpliun of the eonunu of en elearon­
ic communiwiKin Inurcepting the audio poniOT of the mating 
would be en inurctptiOT ol u oral eommuniwliOT, and the suiuu 
would epply to that portwn. 

Section lOltbf—Etceptiom wilh raped to elmtronic communiea­
tioiu 

SubMsaion 2511(1) of title 18 of the Unilad Suue Code a u out 
prohibition. aKeirul Ihe inurception. disclwure end uw of wire or 
oral communiclionit Suheerfion 2511i2t specifia oondua which is 
not unlawful under chapur 119 of title IH. 

Subeeaion lUlibi of the Elearonic Communiwliow Privacy Aa 
emend. Subeeaion 'i^Drli. Pkragraph lUllbi. ronaiauni with other 

firovisions ol Ihis Icgislslion. dvlvla referencw u common wmen 
I thus clarifia that any arvic provider who disclose, the eiul-

cncc of u inurceptiun or .urveill.nc* or the device uetd to eocom-
plish the inurci-ption or surv.illana would be liable for civil dem-
ega under SKtion iltM ol title 18 

Paragraph I01ib>2i of the Elearmic (Communiwliow Pnvecy 
Aa amends saiion 25lli2ldi of utle 18 by striking out "or for the 

Purpaa of commuting any olher injunou aa". Under current 
ederal law il is prrmiaiblr for me perty to oonant to the inur­

wption of a converwtim unlene thet inurception u for illegal, tor* 
iMus or other injurious purpoew such w blakmail. In numerow 
court casa the urm "Mner injuriow purpoea" 
strued Mat troubling of thea caaw have Been etumpu by pertiee 

hu ban miacon-

to chill the exercia of fint emendment righu through the ua of 
civil remedin under this chapter. For exemple. in Buddie v. Amen-
ran Broadcmling Co.. 731 F.;!d 'iS3 t6th dir. 19841, the pleinliff, 
whoa conversetioM were raorded by e journalist, eued. DnpiU 
the ronant of the reporur who ww a party to the converwtian. 
the plaintiff cleimad that the recording of the wnverwtion ww il­
legal baaua il ww done fur en improper purpoa. to emberrea 
her While the eppeelt eourt decision in Boddie merely ant the 
caa back for further faaual development, it is clwr from the facU 
of the caa lhal the urm "improper purpow" ia overly brwd and 
vague The court e opinion euggau that if the network inunded u 
wua "iwult and injury" to plaintiff Boddie. ehe might be entitled 
to recover. This inurpreution of the sutuu pleca e stumbling 
btak in the peth of even the mat arupulow journalist Many 
new. .toria have ban brought to light by recording e converwtion 
with the conanl of ony one of the pertia involved—ofUn the jOur-
neliet hinuelf Many new. storia ere emberreseing to someone. 
The prcant wording of seaion J5lli2kdl nol only provida such . 
perwn with a nght to bring .uil. but it alw maka the eaions of 
the journelist e pountial criminal offenw under eeaion 2511. even 
if the inuraption was made in the ordinary courw of rapon.ible 
news-gathering aaivilia and not for the purpoa of committing a 
crimiruil ea or e ton Such a threat is incon.i.tent with the guar-
anlve. of the firvt amendment Inasmuch as chapter IIH a amend. 
«d by the Electronic (Communication. Privacy Act continue, to pro-
hibit intercvplioM made for the purpoa of committing either e 
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crime or a tort (including defamationl, the public wil l be afforded 
empie porteclion egainal improper er unecrupulous inUrception. 

*iiiheefliim lOlCbMU) of the Electronic Communications Privacy 
Act amenda aection 2511(2x0 of title 18 to clarify lhat nothing in 
chaptor 119 ae amended or in propoeed chepter 121 aflccu esiating 
kgal authority for US. Government foreign inulligence activitiee 
involving foreign electronic communicationa aysums. The proviaion 
neither eshanose nor diminiahea eaialinf autiiorily for auch activi­
t im; i t aimply pi ami I M the autua quo. Tt doea net provide author 
ity for the conduct of any intelligence activity. 

FVuther the SenaU especu that the practice ef providing to the 
Houae and SenaU Inulligence Committeea prop nan rt changee in rel­
evant eaecutivc branch prooedurea and regulationa governing the 
cooduct of inulligence activitiee. including thoee involving elec­
tronic aurveillanoe, physical sf srrhae. and the minimisation of in-
Csraation collected concerning persons wi l l be continued- As 
ia the peet, the SeiuU cipeeu that any relevant changee in these 
praeeduree and rsgulatiens wil l be provided to the SenaU and 
Houae Intelligence Committees prior to their taking effect 

Finally, aince Congrees last srirtrassad the issue of privacy eom-
munioatione ia a comprehensive feahioo, the technologiee « com* 
munieation and interception have changed drmmaticariy, and ar* 
especud to continue to do so. llieee factors have rmiaed serious 
imiisa about the prouction of the privacy ioUresu of U.S. dtiacns. 
which are ef great eoncem to the SenaU and to che American 
people. For thie fweesn. the SenaU wiseSes Ut emplurtiae the obliga-
tioe of the heeds of inulligence agenciee to continue to keep the 
Select rnmmitlee on Intelligence fully and currently informed of 
all inUUigeooe activitiee puieuaot to title V of the Natioaal Securi­
ty Act of 1»47. 

Siiheertinn 101(bK4} of the Electranic Communieetions Privacy 
Act amends section 2511(2)(g) of Utle 18 of the United Sutes Code, 
k eeU out aew exemptions from cnminal liability applicable to the 
Uchnoloriee which this legislation adds to the privacy protections 
of the federal wireUp law, Piotmaetl section 2Sll(2Kg) providee that 
i t shall not be unlawful under chaptere 119 or 121 of title 16 for 

ay penoo to engage in the cotkduct dmcrihad in iU five eubpara-

I 2311(2KgKi), it is permiaaible to inurcept 
nunicationa made through an electronic oommunica* 

I eooTigured eo that the conmmunication is "readily ac-
t to the general publ ic" That Urm ia defined with respect to 

radio mmmiiniraiinns in nrnpiMiil aection 210(16) of title 18- The 
lerm "oonTyure** ie inunded to eetablish an objective standard of 
deaiga eonfiguratioo for deu rm in i i ^ whether a system receives 
pnvacy protectioo. 

Under this provision, i t would not be unlswful to inUrcept eub> 
cnmer aod UBI communications thai arc transmitted for the uee 
of the geiurml public. Such "public" communicationa would include 
ihe BUreo aubcarrier ueed in FM broadcasting or dau carried on 
the VBl to provide claaad<aptionuig ef TV prograouning for the 
bearing-impaired. 

Under proposed eection 2SlllgKii) it te permiaaible to inurcept 
eny radio eommunication which ie tranamitud (IJ by any aution 
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101(bK4) of the Electronic Communicetione Privecy 
Act amends subsection 251U2) of title 18 to edd a new peragrspn 
Oil to that •uhsection. Propoeed eubperagraph l i ; of paragraph (hi 
darifiee lhat the use of pen regisUrs and trap and trace devicm 
•re not regulated by chapur 119 of Utle 18 The use of thoae de-
vicm wil l be regulated by new chapter 206 of title 18 ea 
by the Electraaic Communicationa Privacy Act. 

Subparagraph (i i l of paragraph (h> stales thst no violation of thia 
chapter eccun i f a provider of wire or electronic oommunicetion 
eervice raoords ths fact lha l a communication waa initiated or com­
pleted to order to protect such provider, another provider furnish* 
«Bg servioe toward the completion of the wire or electronic commu-
Dicstioo or a user of lhal service, from freudulent. unlewful or 
abusive uee of euch a eervice. This provision permiu the electronic 
and wira ' ^ ^ " " " ^ ' ^ providera to protect themselvee a i ^ their 

Sllftaerfine SOKO—Tmchiueat and conforming omtndmentt 
Sufaeection (c) eeu out technical and conforming amendmenu to 

chapur 119 of title 18. Paragraph (cKl) adds "electronic oomrouni-
catMO** in apprapriau placee tnroughout the chapur. Paragraph 
CcJ(2) amende the heeding of the chapur. Peregraph (cx3) amends 
the table of chapure to sdd electronic communicationa to the Uble. 
hracrapha (4). (Si. (6). H i and (8) of aubeectioo 101(c) of the Elec­
tranic Communications Privacy Act make apprapriau technical 
amendmenu to delcU the lerm ''common carrier' and sufastituu 
IB i u pleos "provider of wira or electranic communicetion." 

SecUoa 2Sll(2KaKi), aa amended, apeciftee that t l ia not unlawful 
fer the employeea of providers of wire or electronic communication 
asrvieaa to intercept, dieclose or use customer communicalioru in 
the normal oouree of employment while engaged in any activity 
which is a neoaesaiy incident to the rendition of the eervice or to 
the pratection of the r ighu or property of the provider, except that 
• pravider of wire communicauon eervice to the public shsll not 
otiliae eervioe ofaeerving or random mooitoring eicept for mechani* 
«al or servioe quality chacka. 

la app ly iu the aeoood clause only to wire communications, this 
pravisun reilecU an important technical distinction between elee­
trooic communications and traditional voice telephone aervice. The 
provider of dectronic oommunications servicee mey have to moni­
tor a elraam of tranamissions in order to praperlv route, terminate, 
u d otherwiae manage the individual meeaegce they conuin. These 
mooitoring functiona, which may be neceessry to the provision of 
eo electronic communication aervice, do not involve humans listen­
ing m on voiot converastioru. Accordingly, they are not prohibited, 
l a contrast, the tradi l io iul l imiU on eervice "obeerving" and 
random "monitoring" do refer to human aural intercepciona and 
are retained with reepect to voice or "wire" communicattoiu-

Sutmvtton 101(d)—Ptnaltm eudi/icalion 
Subeection 101(d) of the Electronic Communicaliona Privacy Act 

oiodjfiee the general perultv structure for violations of this chap­
ter. Jt aeu out propoetd aufaeectiona <4) and (5i of aeaion 2511 of 
title 18. Subeection {Ai eeU out the criminal penaltiee fer violationa 
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for th« uae ef the general public, or thai relate to ahips. airrrmfU 
vehiclea or persona in diaireM: (III by any guvemment, law enforce^ 
ment. civil deferu«. pr ivnu land mobile or public aafety communi­
cations system (including police and fire), that is reedily aooeesible 
to the general public; ( I i l l by a sUlion operating on en suthorued 
frequency within the bands allocated to amateur, dliaenB band or 
general mobile radio eervioea; er UV) by any marine or aerooauti< 
cal communications system. 

Traditionally, theae radio communicatiooe have been free from 
prohibitions en mere interception. Amateur radio communicauons. 
including thoae utilizing telephone iateroocuwct or amateur radio 
computer linked meeeage aystema ara esrtainly net those to which 
this legislation is aimed. Al l amateur radio oommunications coo-
ducted on radio frequencies sllocated to the Amateur Radio Serv­
ices are exempt from this bill's prohibtlioos egainsl the intercep­
tion of electronic communicationa. 

Radio eervioee readily acceeible to the gefwrsJ public are exempt 
from thie act's prohibitions against interception by the geoenc ex-
ception conuined io propuacd peregraph 251l(2J|gXi). 

Propoeed section 151 l(2i(gj(iii) adidressss conduct which is cither 
prohibited or permitted by the Communicationa Act of 1934, aa 
amertded- Under dauae (I) of subparagraph (iii) it is oot unlawful 
under chapter 119 or 121 of t it le 18 for any person to engage ia 
conduct prohibited by eection 633 of the Coounuoications Act of 
1934 relating t^ cabl^ piracy- L** ar individual violates the criminal 
prohibiiions in section 633 of the Communications Act* be cannot 
also be charged under chapiere 119 or 121 of utle 18. 

Clause (II) exempu from the prohibiiiona oo interception con­
tained in this Act conduct which is excepted from eection 705ist of 
the Communicaliotu Act by virtue of sectioo 705(bi of that Act. 
Thus, if conduct is permilled under section 705<b) of lhe Communi-
cstioru Act. engaging m lhal oonduct would not be a crime under 
chapters 119 or 121 of title 18. as amended bv the Electronic Com­
munications Privacy Act. Detormiiutioo of whether conduct is per­
muted under eection 705(bi must, of course, be the result of an ex­
amination of the sUtuto. relevsnt legislsuve history, existing coun 
interpreutiotu aiul constructions given the stotuU by sppropriau 
federal regulatory enUtiee 

Propoeed section 25n(2Ji<J(iv) of title 18 exempU from the crimi­
nal prohibition cootained in chapure 119 aod 121 of that l i t le. the 
inurception of any wire er electronic communicetmo the transmie-
sion of which is causing harmful interference to any lawfully oper­
ating sution, to the extent neoeeeary to identify the eouroe of such 
interference. 

Finslly. prnpnsirt section 2511l2KfJ(v) exempu inurceptions of 
radio communication by other usere of the same frequency when 
such communication is made through e system that uUlixas fre­
quencies monitored by individuals engaged in the provision or use 
of such s system. This exemption clarifies that it is not unlawful 
for usere of the sanw frequency, who muat liaten to be aura a chan­
nel ia clear before using it. to do ao. The exception appliea to uaere 
of common and non-common carrier sysums. but does oot spply i f 
the communicslion la ecrambled or encrypied-
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of eubeection 251lrl) Subeection (Si outlinee the injunctive relief 
eveileble to the federal giyvcmment in the case of specified conduct 
reletcd to privste satellite video communications lhal sre not 
scrambled or encryptrd and to communications transmitted on fre­
quenciee ellocsted under subpert D of part 74 of the FOC rulee that 
are not ecrambled or encryptcd-

The general rule as set out in proposed paragraph 2Sll(4la) is 
that a violation is punishable as s &-yesr felony. Unices one of the 
exceptions in prapoeed eubeection 2Sll(4lb) or eubeection 251 KSl 
epplics, s person violsting section 2511(1) wil l be lisble for s fine 
under this chspur. imprisonment up to 5 yeare. or bolh- The fmee 
under the chapter are eet by eeaiun 3623 of liUe 18, That eection 
provides for s different maximum fine level for felonies or misde-
meanore raeulting in death- Irwlividual defendanu can be fined up 
to S2JO.UO0 and organizations can be fined up to 8500,000. 

As suted in propoeed peregraph 2511(UKb). the first exception to 
the general rule that violations are S>yesr felonies, spplies to un­
scrambled, unencrypted radio communieetions provided that the 
oonduct IS a firet offenee and is nol for s tortious or illegal purpoae 
or purpoaee of direct or indirect commehcal advantage or pnvate 
financial gain If the radio communicauon is scrambled or encrypt­
ed, if the pereon violating the sutute has been found guilty of s 
prior offense, or i f his conduct waa for one of the enumerated bed 
purposes, the conduct remaina punishable aa a S-year felcoy. 

Aa s u u d in subparagraph (ii) of propoaed paragraph 2511(4iibl, 
for firei ofTendere whoee conduct was not for one of the enumerated 
bad purposes, i f the comiuunicaiion is not ecrambled or encrypted 
end it is the redio portion of a cellular Ulephone, public land 
mobile radio service or pagii\g eervice communication, then Ihe vio­
lator wil l be subject to a tSOO criminal fine. Otherwiee, as suted in 
dauae (i) of propoeed paragraph 2511(4in». the conduct is punish­
able as a one-year miademeenor with fmee of up to 1100.000, 18 
US.C- 3623. unices the conduct is that deeeribed in subsection (Sl­

i t should be noud that the exceptions aet out ia propoeed para­
graph 2511(4iibi apply only to radio eooununications. The inurcep­
tion of "wire" communications remain puniahable as five-year felo-
niee. The inurception of the wire portion of a cellular Ulephooe 
call, for example, is a five-year felony. 

rropoei<1 paragraph 2511(4Mc) decriminalises certam oonduct 
unless i l is for the purpoeee of direct or indirect commercial advan­
tage or pr ivau financial gain- The Urms "direct or indirect oora-
mercisl advantage or private financial gain" are intended to have 
the ssme meaning as those terras hsve when they are used in 47 
U.S.C. 703tbi. 

Thia exception from the criminal proviaiona of the Electronic 
Communicationa Privacy Art appliee to lhe interception of en un­
encrypted, unscrambled satellite transmission that is transmitted 
(i) to s broadcasting sution for purpoaea of retransmission to the 
genersl public; or (ii) ss sn sudio subcsmer intended for redistri­
bution to fscilities open to the public, but not including deu trans­
missions or telephone calls t he condurt deeeribed m subpara­
graphs (il snd (ii) ia nol sn offense under this chapter and is not 
eubjert to civil liability under this chapter. 
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Sdlaiei^iaph (il decriminaliaae the interception of "network 
fae^under tilie 18. Such cooduct will bv governed escluaiwiy by 
aactioo 705 of the Communicatioaa Act (47 U.S.C 7051. 

Suhperagraph Ui) decriminaliaae the interoepiion of material 
t iai^i i ten m aa audio aubcarrier provided that the iaformation ia 
ini ir ihi Ibr ledietributioo to facilitiee opeo to the public. Audio 
• i i l r T i e i s in tended Cur redietribution to Cacililiea open to the 
Mblic indude thoee for redistribution by broedcaat atal ions, ceble 
^ syetooM and like fwHIi l^ l^ey alao indude thoae for rsdislri-
butM to buildings opeo to the public, and thua. it would oot be 
oolewful to intercept mtuic transmitferi via an audio subcarrier if 
it • iaiended for redistribution to buildings like boepiuls and 
^Ree tniimngf which pump muaic iato their lobbiee aad other 

Subparagraph (iil does not apply to dato tranamiaaiooa er tole-
^ooe ealla. lne interoeptioo or thoee tranamiasions. like the inUr-
eepcioo of tnaamiaaioos oude for the enumerated bed purpoaea, 
would be punishshle as 5-year felonies. 

Tim pnvaU viewing «f saul l iu cable pragramming. network 
Ibeda aad eertain audio eubcarrien sail continue to be governed ea-
dtmively by aectioo 705 of the Communications Act of 1934. os 

, aod am by chapter 119 of titie 18 ef ths Uaited Stataa 

A new geeerameot action fer iiyuactive relief is set out ia pr» 
posed euhesflinn 2511(5) of title 18- Tliis new suber tion was cre­
eled to uadsretora that this public iniunctiv* r JOO s disuoct 
from the crimiaal penaltiee aet out in subsection (4). 

he exceptions epply ooly if the communicalion is not ecrambled 
er eocrypted and the oonduct b aot for one of the enumerated bed 
puipieea CUuee (A) refera to the priveU or home viewing of a pri­
vaU aaulliu video communication. With regard to the home view­
ing ef privaU eaulliu video communicationa, for purpoaea of this 
piueisiuu aad piopossd section 2520, the Comauttee views as 
aeranbliag that type of multiplexing * ia which the audio and 
video portieoe of a oommunication a n split, requiring specid 
equipment to roaesemble tho whole eommunication (generally s vid-
eoteLeonferoncei before it can be received in inulligible form. 
Q e u u (Bi refera to radio communieetions transmitted on hoquen-
dm alloeaUd under eubpart D ef part 74 ef the PCC rulee. 

Uadar propoeed daime 2511(5haKiiKA). if the vielaUon is a firat 
efTcoae aad the pereoo has aot previoudy been found liable in a 
priveu avil actioa uader eection 2520 of title 18, the government 
mey aue for eppropriau iajuactive relief- Under prapoeed dauae 
(B) the violation is a eeoond or subsequent offense or the pereon 
hee previoudy been found liable under sectioa 2520. be shall bo 
aubfaet to a mandatory 8500 civil fine 

Pmpuead paragraph (b) of eubeection 2511(5) elarifiee that the 
caurt amy uee any mtens enihin i u exieting authority, including 
civil er crimind conumpt, to enforce an injunction leetM to an in-
dividud under this subsection- Paragraph (o) aiao requires thst the 
court impoee a dvil fiae of 8500 or mora for eech violatioo of such 

en injunctioR. The Urm "violation" in thx contest refers to eech 
viewing of e privau video communieetioo aad to each reception ot 
a pert 74 D radio oommunicaiioo. 

SmboKUtm fO//r>— £icfusiviiy of rwmtdim MtUh imapaet lo «Ucttwue 
eommumiealiomt 

Subeection lOKei ef the Electronic Communications Privacy Act 
amends subsertion X518(10) of Utle IV to edd s paragraph (c) which 
pravidee lhat with reepect to the inuroeption of dectronic commu­
nicationa, the remedies and sanctions deacnbed in thie chapur ara 
the only judicial remedice and eancuons available for nonconslitu-
tiond vidaiions of this chapur involving such communicauons. In 
the event lhal ihera ie a violatioa of law of a eonatiiutiond magni­
tude, the oourt involved in a subsequent trid will apply the exist-
ingCorutituiional law with reepect to theesduaiooary rule. 

The purpoae ef this provisioo is to underscore that, as a rsault of 
dwcumions wilh the Juetice Depertirtent, the Elertronic Communi­
eeUona Privacy Act doee not apply the sututory esdueionary rule 
conuined ia Utle Ul ef the Omnibue Criaw Conird ano Safe 
Streeu Act of 1968 to the interoeptioo ef doctraoic '**~""fTi^ 

Similarly, the Electronic Communications Privacy Aet deee aot 
amend the CommoniealionB Act ef 1934. Conduct in violatioa of 
that sutuu. will continue to be go»smeJ by that statute. 

SubsccfioA iOUp—Stata of mind 

Subsertion lOUn of the Eiectrontc Cemmunicatioos Privacy Act 
changee the s U U of mind required to violate eection 2511 or sse­
tion 2512 of title 18 of the United Sutes Code from "willful" u "in-
Untionel." The purpoee of this amendouni is to uodcracore thet 
iiudvertent interceptions are aot crinMB under the Eleetrooic Com­
munications Privacy Art-

Aa uaed in the Elertronic Communications Privacy Act, the term 
"inuntiond" ia narrower than the dictionary definition of "inun-
tional." "Intentiond" meana more than lhat one voluntarily en­
gaged in condurt or cauaed a reauli. Such condurt or the causing of 
the reeult must heve been the person's conaeieua objective. An "in-
tcntionar e u u cf mind meana that one a a u u of mind ia uteo-
tiorud aa to one'a condurt or the reeult of one'a condurt if such con­
durt or result ia one's conscious objective. The inteotiood e u u of 
mind is applicable only to condurt and reeulu. Since one has no 
central o^er the existence of drcumstences, ooe cannot " 
them 

A« indicated in the Judiciary Committee's report to ao 
the Crimuid Code Reform Art of 1981 (S. 1630r 

The higheat degree of culpability ie preeent if e y 
engagee in condurt (or cauaee a reeult) uiUntuMatiy. that 
ia. "if it ia hia conacioua objertive or dmtre to engage in the 
condurt (or cauae the reeult)." A common meana to de-
ecnbe condurt aa inuniional. or to ssy that one cauaee the 
reeult intontionally, is to stoU that it ia done or ecoom-
plished "on purpoee." 

npany 
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l l ie term "intentiond" is not meant to connote the ex­
istence of s BMUve Liability for intenliondly engaging in 
prohibited condurt is not dependent on an aassssmenl of 
the eierit ef the motive that led the person to disregsrd 
the lew. (Emphaais in original; ciution omitted ! Report of 
ths Committee on the Judiciary. United Sutes Sensu. to 

Dpany S 1630, Crimind Code Reform Art ef 1981. 
197-307 at 67. 

I W Committee went on to punt out that people who steel be-
ceuse they like to or to get mora moikey or to feed the poor, like 
Robin Hood, d l commit the same eriote. Id. The word "intentional" 
daariihie the mentd atUtude aaaociated with an art that ia being 
done on purpoee. I l doea oot suggest that the art was oommitled for 
a particular evil purpoee-

At this poiot, it is important to nou lhal the crime of inUroep-
tioo uoder the Elertronic Communications Privacy Art oonsisu of 
Ibe inientiood ecquiaition of the conunu of a wire, elertronic or 
oral communicaUon through the uee of any electronic, mechaoicd. 
er other device. Some groups which engage in testing were con-
csread that the picking up of the conunu of a communication inci-
dcot to thoae teeu might be considered a crime under title Ul M 
ameaded by the Electronic Communicaticna Privacy Art-

They then eought exemptions from liability under propoeed pora-
m p h 25ll(2Kg) The Subcommittee eo Paunta. Copyrighu and 
Trademarka rejected this approach solely becaiMe it feared appliea­
tiea of the principle of sututory construction of "expremio unius. 
est excluaio dterius" would encourage courts to treat similar teeu 
ae unlawful. 

For exampU. aiaoe the early 196as. motor vehicle maaufarturen 
aad othera have been mmmiturl to voluntary actions to make their 
pradueu "good eitixens" in the dectromegneiic environment. That 
oomnulmeat has fosured the development of lest procedures and 
pregrama resulUog in systems to help ensura that the elertromag-
oelic eoergy radiated fram equipoaent such as oiotor vehicke, agri-
aitturd and construction machinerv. enginee for transportation, 
marine, iodustrid and consuaier applications, elertronic equipment 
aad ampooenu of the foregoing do not inurfere with signals ear­
ning video, voice or daU trenamiMions. Personal, businem and en-
torteinment radio, uleviaion. digitol dau communicaUona. and 
radio navigation aervicee are examplee of aervicee benefited by 
Men teet proceduree and programa. 

The equipment for mcaauring the teet proceduree and technical rJicaiions by which elertromegnetic radiation from motor vehi-
lypically includee an antenna for picking up clertromagneiic 

radiated from the vehicle, and a radio receiver for acanning 
the frequenev range from 20 or 30 to 1.000 MHz to determine the 
fieU etrvngth of ali emiasions in thai range which the antenna 
picks up. 

The antenna picks up oot only the elertromegnetic emiasions 
from the equipment beine leeted. but also any other signals preeent 
el the antenna location. Indeed, to be able to quentify the strength 
ofthc emissions to be measured, even though addiliorul eignals sre 
present et the frequency on which the measurement m being made. 
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the procedures and proi;rams specify inilisl meaauremcnt of theee 
eddilional sucnsls Of eourae. sny radio service opereting in the 
acannvd freuurncy raiutr will Ur picked up end lU field rtrvnifth 
meuhured during both the baseline end the vehicle usU Although 
ocea»ianaliy s kpenker will be uhsd to verify lhat s radio service is 
indeed pruducing s high field strength reading, in virtuelly d l of 
the testing there ik not stumpt to aaceruin the substance, purport 
or mesning of the signal. 

Similar equipment snd procedures sre ueed to measure elertro-
maifnetic rediaiion emitted by computing devices In additton. the 
operation of electronic equipment, and devKee equipped wuh elec­
tronic controls, msy be susceptible to disruption by elertromagneUc 
radistion impiniring on such equipment or devices For cssmpte. 
the operstiun of electronic enfiine controls, elertronic speed con­
trola. snd snti-lock brake systems employing elertronic controls, 
end even the operstiun of hean pacemakera. are potentially suê  
ceptible to disruption by strong elertromagneUc radiation. 

To help design equipment and devices which are resistant to 
such disruption, such equipment and devices customarily are irra­
diated dunnK their development with elertromegnetic engery st s 
variety of radio Ircquencies. snd the effecu, if sny. of such irrsdia-
Uon on their operation are observed. To avoid interference with on­
going radio service*, it is esseniisl thst the teet engineer, before 
tuming on the radio transmitter used for such irradiation, liaten 
on the transmitter frequency to ascertoin that there is no other 
signal on that frequency with which the teet transmimion mifiht 
interfere 

In addition, bmh the EPA and the FCC have pointed out that 
Federal aitencies and slate and local govemmenu are currently ad­
dressing the problem of potentially excesdve public exposure to 
radio frequency iRFi radiation emitted by vsrious kinds of equip­
ment- Testing solely to determine the source of. or to measure. R F 
emiiMions in order to comply with or to eeUblish or enforce eppli* 
csble federal, stote or locsl aundardi limiting human expoaure to 
RK radiation la not prohibited by the Elertronic CommunicaUona 
Privacy Art. 

Thia legislation waa never inunded to outlaw such Udirtg. con­
ducted in the ordinary course of the tcsur's businees or regulstory 
artivitiee. However, if one who obuined information in the course 
of such s test vrent beyond the proceduree of the leel to use sny 
infornuiion obuincd through the testing pnosss, he could violate 
this sUtuU. 

Srctton WJ—Rrquirtmenu for crrtom </uc/o«iires 
Sertion 102 of this legislstion amends sertion 2511 of title 18 of 

the United Sutes Code to add e new criminsl prohibition on disclo­
sure of electronic commu meat tons. Jt adds s new subsection \ i \ to 
sertion 2511. This amendment includes the term "to thepublic-" 
The Government is included as part of the public Thus. FTS serv­
ices sre covered. 

The lon»,'ua>;e in paragraph (a* of proposed subsection 2511i3l of 
title IH provides that a pereon or entitv providing sn elertranic 
communicstiun service to the public shall not intentionslly divul̂ fe 
the contenu of any communication (other than one to such person 
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er entity, or en ageni thereof) while in transmission on thst service 
to any pereon or enUty other than an sildramsi or intended recipi­
ent of euch communicatioa or the ageot of such eddreesee or in­
Unded racipient. 

Piupuaed paragraph (bl ef new subeection 2511(3) of Utle 18 eeu 
out eaceptiona to paragraph U)'s crimind prohibition oo diacloeure. 
Pravdere ef dertronic oommunication services to the publie are 
permitiad to divulge the conunU of any euch eommunication (i) as 
etherwies suihoriaed in ssetion 2511(2U) or 2517 er UUe 18; (ii) 
erith tiu lawful eoneent of the originator or any addresass or in­
Unded racipient; (iii) to any pereon employed or auihoriaed or* 
whoae Cadliiiee are used, to torward such communicalion to iU dee-
tination, or (iv) which were inedverunily obtained by the service 
pravider and which appeer to peruin to the eommiasion of a crime 
if such divulgence ie oiade to a law enforcement egency. 

l>ie cxoeplions to the divulgence bar are relauvely straightfor­
ward- Providers ahould be permitted to divulge under other provi-
aioM of the chapur. To be conaiaienl with the one party eoneent 
exoeptioo found in the chapter, a similar exception ie appropriate 
here It ie also logicd to provide an exeeptioo with reepert to ac­
tivitiee aeoeaaery and iairinaic to the communicalion ecuvity. 
Therefore, it ia neceaaary to exempt oommunication inlermediarira. 

Findly. if an elertronic communicaliona aervice provider inad-
wtcnllv oblaina the oootonu of a communieetioo during tranaous-
aioo and the oommunication appeara to ralato to the conunimion of 
a crime, divulgence ia permiltea when auch divuleence ia made to a 
law enforcement egency. If the provider purpoaefully aeu out to 
monitor oonvcrasiions to asoerum whether a-imind activity haa 
oocurrad, thia etceptioo amuld not apply. 

Seclwm lOS—Rtcoutry of ctvil damagtt 
Sectioo 103 of the Electronic Communicationa Privacy Art 

amenda exiating aection 2520 of title 18 of the United Sutea Code 
to incorporaU violationa invdving inurception. diacloaura or mten-
tiond uee of wira. ord, or dertranic communications. 

Prnpnaad subsertion 2520le) of title 18 authorucs the commence-
Blent efe dvil suit. There ie ooe exception- A dvil artion will not 
lie where the requiremenu of section 2511(2laXii) of title 18 sre 
met. With regsrd to that exception, the Committee intends that the 
faUoeriog prooedurd stoodarda will apply: 

U) The complaint must dicge tnat a wire or dectronic com-
muoications service provider (or one of iU em ploy eee): (ai die-
dosed the existence of a erircup; (bl acted without a facially 
valid coun order or eertificeUon; (c) ected beyond the ecope of 
e eourt order or eertifieetion or (d) acted on bad faith. Arting 
in bed foith would include failing to reed the order or eollu-
eioo- If the eompldnl foils to nuke any of these diegstions. 
the defendant can move to dismiss the compldnt for Cdlura to 
Btau a claim upon which relief can be granted. 

(2) If during the course of pretrial discovery the plainlifTi 
ddm provce osselem. the defendant can move for summary 
judgment. 

131 If the oourt denies the summary judgment motion, the 
ceee goee to trid. At the doee of the piainufTs caae. the de­

fendant again can move for dismisssl If that motion ie denied, 
the deiendant then has the opportunity to preeent to the jury 
iu scrtiun 252U good fsith defense. 

The pUintiff msy oring e civil action under section 2520 whether 
or not the defendant has been subjert to s crimind prosecution for 
the acu complained of. but in the absence of auch proeucuUon and 
conviction, it ta the pldnUfTs burden to establish that the require­
menu of this sertion ere met. 

Proposed sufasecUon 2520ibi indicstee that appropriate relief in a 
dvil artion can include: (1) preliminary and otner equitable or de­
claratory relief as may be appropriate. (2l damagee under subsec­
tion (c) and punitive osmagee in appropriate caaea, and (3) a ree­
eonable attomey'a fee and other reaaoruwe htigation cosU 

Propoeed subsertion 2520icl providee e method for the compuU-
tion of damages The general rule is set out in paragraph r2l or swb-
eertion (ci. 'The court may asaess damages coruisUng of whichever 
is the greater of (Al the eum of the plaintiff s artual damagas and 
any profiu the vidator made aa a reeult of the violation: or (B) 
sututory damagestof whichever is the greater ef 8100 a day or 
IIO.OUO 

An exception from that general rule ia set out in pfnp'eeil para­
graph (ll of subeection 2.̂ 2Uic) This exception appliee if the viola­
tion oonsisu of the private or home viewing of an unencrypted or 
unecrambted pnvate eetellite video communication or if the com­
munication is an unencrypted or unscrambled radio eommunica­
tion lhat is tranamitted on frequencies sllocated under subpart O 
d pert 74 of the FCC rules, end the oondun is aoi for ooe d the 
enumersted bed purposes. 

Under subpsrsgraph lAi. if the vtotetor hse not previoudy been 
enjoined in a government artion under subsertion 2511(5) and haa 
not been found liable in a prior civil artion. the oourt shdl easees 
the greater d the sum of the pIsintifTs artud damagee or sututo­
ry damages of $50 to S500. Under subpsragrsph (BJ. if the vioUlor 
is s second ofTetKler (one who has been found liable in e prior pri­
vate civil acuon under eertion 2521) or one who has been enjoined 
in s government suit^ the court shall ssssm the greater d the sum 
of the pldntifTs artual damages or sututory damages d 810u to 
SlOOO, Third and subsequent ofTendere are subjert to the bill's full 
civil pendiies as docribed in the geoerd rule sel out io proposed 
paragraph 252Uic«2i-

Subeert ion 252Udi provides e good faith defense for thoee who 
comply with court oroere or warrants, grand jury subpoenss. legis­
lative or stotutory authorixstions. or s request of an mvcstigstive 
or law enforcement officer under eertion 2518(71 d Ulle 17 concern­
ing emergency utualions. As used in this subsertion, the term 
"good faith" includes the receipt of s facially vdid court order. The 
fart lhal the provider of a wire or electronic communication service 
received s facially valid court order means that the provider would 
be entitled to s (dismissal of s civil srtion upon a showing thst he 
acted within the ecope of that order. 

Propoeed subsertion 252Uiei seU out the sutuU of limiutions for 
Brtions brought under this lection Artions msy not be commenced 
more then 2 yesra afler the date on which lhe claimant first has a 

oruble opportunity to discover the violaUon. 

Seeiiom /(U—'Crrtoie approt«i« byjuMttct dtpartmtnt offtctaU 

Sertaoo 104 of the Elertronic Communiralions Pnvacy Art 
aawndssBrtion 2516ill d title 18 d the United Sutee Code to add 
to the liet of Federal ofTiciab who may make applicaiwns for court 
ordere under chapter 119 Uitder thia amendment, the Itat of offi­
ciala who Biay be apecially deeignaled by the Attomey General to 
euthoriae eppltcations will include any arting Assisunt Attorney 
Gencrd, or any Deputy Amisiant Attorney General in the Crimi-
od Divmo- Tlie addition d an acting Aaaistani Attomey Generd 
is not meant to imply rejertion in any other conust d the wdl-
establishsd prindple that an acung ofTicid ordinarily rn i i i i i r i d l 
the legd powen of the ofTicial for whom he is acting, but to clarify 
the law under this sutuu. 

As indicated io propoaed subssetion IlUc) of the Elertronic Co-
municetions Privacy Act, this section 104 shdl lake effort on the 
dau d enactment 

Stctioa JOS^Addition of offtnoa to cnmea for which intcretption is 
oiiiAoriieif 

Sectioo 105 of the Elertronic Communications Privacy Art 
amends existmg ssrtioo 2516 d Utle 18 to add to the list of feloniee 
for which s wiretop or bugging order may be obidiwd uoder chap­
ter 119. It alao adds a new subeection (3) to section 2516 which ad-
dressss applicatiocis aad ordere for mtoroepUona d electronic coot* 

Siiftetcfiow IftSfaf-'Offenato for which wire and ont inUrreptiont 
arwauthorutd 

Subeection 105(a) of the legislstion amends subsertion 2516(1) of 
titie 18 by adding to the list of predicau feloniee for which an ap-
dicatioo fbr a snreupping or bugging order auy be aude. Thoee 
erimee are aet out ia ths bUl. 

J0S(h}-~Offtnaa for which intcretption of eiectrontc com-
\tion art authorieed 

Igiiheurtioii 105(bl of the Elertronic Communications Privecy Art 
emends ssrtion 2516 to suthoriie the Govemment to apply for a 
eourt order authorizing or approving the interception of en elec­
tranic oommunication by an investigative or law enforcement offi-
eer when an inurception may provide er has provided evidence of 
e Federd felony. Thus, for non-wire, non-oral elertronic communi­
cationa. a different and leas reetrirtive Ust d crimee can be used to 
justify an application for mterccpUon-

The Department of Justice has sdvised the Committee on the Ju­
diciary lhat for the three yeare which follow the date of enactment 
d this tcgulation, this authority will only be exercised purauant to 
the spprovd of the same level of officisls ss those involved in the 
spprovd d sppltcations for wire interceptions In additton to this 
volunury rsgulsury limiuiion. the Department of Justice has 
committed itself to submitting to the relevsnt eongroHional com­
mittees sny propoeed changee in theee regulations st leaat 9U dsys 
in advance d any change. 

Seclum tOS—Appticatuyu, ordtrt, and implementation of orden 
Sertion 106 d the Electronic Communications Privacy Art 

amends eertion 2518 of title iX of the United Sutee Code TTus sec­
tion addreeses the implemenUlion of inurceptwn ordere, reim­
bursement for providere who aasist Isw enforcetrtent agencies in 
carrying out an inurception order and mmimizaiion requiremenu. 
Subsertion 106idi of the legislalion permiu law enforcement agen­
ciee to request an order for a "roving Up" under certain liautod 
circumstances 

Telephone companica have, as s mstter d practice, provided in­
formation end technical assisunce to law enforoement ofTicials in 
conncrtion with lewfully suthorited wiretops They have steadfast­
ly mdnlained. however, an important disunction between such 
technical assisUnoe and any active partidpation in the wireup 
iUelf 

Sertion 2518(41 of Ulle 18 is s codification d the oooperauve 
working raielionship that exisu between telephone companies and 
law enforcemeni ofTicials. This sertion anticipates that theee gov­
emment officials will, and should, seek the cooperstion of lele­
phone compeniee in accomplishing telephone line interceptions 

Neverthelem. telephone company eustomere have e reaaonable 
expecution, trediUonally enhanced by Ulephone company prac­
tices and policica, that their company will not become in effect, a 
branch of Government law enforoemenl- Accordingly, while techni­
cal assistance is provided and paid for. the Committee wiahee to 
Buke clear that Section 2518i4) is not inUnded to suthoruc and 
should imt be construed as auiherixing. issuance d an order for 
land line Ulep!ione company aasisUnce which either requiree a 
company to artudly accomplish or perform a erireUp or requiraa 
that law enforcemeni wireup acUvity take place on land liae ule­
phone company premises. 

The Committee undereiands lhat some oellular aervice providere 
nuy heve cooperated with law enforcement officials to eetablish 
wireup connections on the eellulsr service provider's premises-
The Comimttee doee not intend to d U r this speeific form oS smist-
ance. 

The Committee underatands that the practice followed erith 
regard to land line Ulephonee is lhal telephone company employ­
ees do not perform the wireup itedf, and that ulephone company 
premises ara not used for wiretop artivity This procedure is sc-
oepted by both compsny and law enforcement ofTicials. The Com­
mittee doee not expert any departure from current pracUoe 

To ensure that the prartice does not change, abaent a compelling 
need eppropriately atidressed to Congress, the Committee expecu 
the Justice Depsrtment to include in iu United Sutee Aiioraeys 
MsnusI s sutement thst no enforcement sgency or officiaJ shdl 
stumpt to compel any telephone company employee to perform 
any wireup, or attempt to compel any such company to make lU 
premises svailable for wireup activity Any proposed amendment 
to that language should be reported to the Committee well in ad­
vance d dissemination so thst the Cx)mmitiee has BufTicieni oppor­
tunity to assess both the extent of which such propoeed longusge 
comports with lU view of ihe scope of sertion 251H(4J as cxpreeeed 
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above aod the extent to which any amendment d ssrtion 25IH(4i to 
pormil a change in pcwdling practice auy be warranted by aubee- -
quent aad compelling cfaaagee in technology or other drcum-

Smheectwm tOfia^Place of autkoriMcd interception 
Suheertinn 106(al d the Eleetrooic Communicationfl Privacy Art 

Mwnda subsertion 2518(3) d title 18. It providee. thet in the ceee d 
e Bwbile iauroeptioa device, e court can authoriae an erder within 
i u juriadictien and oulaide iU jurisdiction but within the United 
Slatea This provision applies to both a liatening device instdled in 
a vehicle and to a lap placed on a oellular or other ulephooe la-
•irumeot inslslted ia a vehicle. 

la meet caasa. courta wil l authorise the insul lsi ion d e device 
aad the device srill be inatdled erithin the court's juriadicUon. bul 
tbs suspert wi l l subasquenily move outeide thai juriediction- In cer­
tain caeea, however, a deviee authorized for insullation in an auio-
•ubi le may be autherissd ta one distrirt aod the vehicle might be 
noved to aooiher distnrt prior to instdlatioa- Subeection 106(at d 
the bill permiu iasuUalioo io the distrirt to which the vehide has 

Nothing in thia sutwslinii afTerta the current law erith ragord to 
the uee of such devices outside the United Sutea. 

Safeerfina 20ttb)-~Reimtmrmment 
Yiihesrtiiw 106(b) d the Elertronic Communications Privacy Ar t 

edehlishee that aerviee provtdera that provide assistance to the 
agency carrying out aa interceptioe order auy be oompenaclcd for 
raaeonshli espensss tncurred in providii^g such fecilitiee or assist­
ance- This is designed to permit reimbureement at on amount ap­
propriau to the siork required. In most eaees, a fiat or generd rau 
wil l be appropriau. but this change in Ihe existing law will permit 
flexibility by euthorinag reimbureement at a higher level in un-
ooud aaee. 

Sefeecfioe / f l t tcA-i f ie iwi inrtmi 
I t i ia suheectieo makee two changes in ssrtion 2518(5) d tit le IS. 

Under existtng law, ao aection 2518 inuroeption order may extend 
longer than 30 days. I^racraph (1) d subsertion 106(c) providee a 
rule fer eatabliahiag when the 30 days to insuU a U p er a bug 
begins to run. Under thie rule, the 3 0 ^ y Ume period commences 
eo the earlier d the day en which the efTicer first begms to oon-
rinrt the inuroeption. er 10 daya after the erder is enured. 

hragraph (2) d this subssetion d the Elertronic Cemmuotea-
tieos Privacy Art ptovides a spscid minimitsiion rule for mur -
eepsed eommuntcatiooe that are in oode or in a foreign language- If 
oo expert io that forcicn language or code is oot ressnnsbly svail-
eble duriag that interception period, minimization nuy be accom­
plished as soon as pracueable d ter the interception. In this regsrd. 
U is oootemplated lhat the trmoalator or decoder wil l liaten to the 
lapea d an inurception and make evdlable to the invcetigaure 
the minimised portieaa preaerving the real for poesible court perua-
d later. 

I I 

Peregraph (2) eleo providee thet the monitoring d interceptions 
under th i* chapter mav be conducted in whule or in part by Gov­
ernment perwHinel. or by individuals opersling under cuntrert wilh 
the Government, as long aa such pereonnel ere arting under the su­
pervision d an inveetigetive ur law enforoemenl ofTicer authorued 
to condurt the interception This change, which was sought by the 
Federal Bureau d InveetigsUon, is dosigned to free field ^ n u 
from the raletively routine artivity d monitoring interceptions so 
that they can engage in other law enforcemeni artivities 

l ike Committee recogniaee lhal although the stotutory sUndsrds 
for minimizing wire. oral, and elertronic eommunications sre the 
aame under proposed subsertion 251b(5i, the technology ueed to 
either transmit or intorcepi an elertronic message such es elertron­
ic meil or e computer deto irartsmusion ordinarily wil l not make it 
poedble to shut down the interception end Uping or recording 
equipment simuluncously in order to minimise in the seme 
nunner as with s wire interception. It is impossible to "l isten" to a 
computer and determine when to stop listening and minimise as i l 
is passible to do in l isuning to a tolephone eonveraetion For in-
eunce. a page displayed on e ecreen during a oimiputer transmie-
sion might luve five parapephs d wfajch the aeoood snd third are 
relevant to the investigsiion end t i u othere are not. The pnnung 
tochnologj* is such that the whole page including the irrelevant 
paragraphs, would have to be pnnied aad read, odora anything 
can be done aboul minimization 

Thus, minimization for computer transmissions would require a 
somewhat different procedure than that uaed to minimise a tele­
phone caM- Comtrwn sense would d i c u u . and it is the Commiaee's 
munt ion. thst the mmimtzaiion should be conducted by the in i iu l 
lew enforcement officials who review the transcript. Thoae officiala 
would deleu all non-relevant materials and disaemiiute to other 
officials only lhal informalion which is relevant to the investigs-
tion. 

Subeection J06(d}—Roving tape 
Thia suhaection d the Dectronic Communicauons Privacy Art 

adda a new subsection (11) to eection 2518 of Utle 18. Under current 
law. the application and the order for a bug or Up must indicsu 
the "particular" facility or place in which the inurcepuon is to 
occur. Subsertion 106(d) of tnis Icgislaiioo ssU out new rales for 
the specificity required in the description d the place where the 
inti.rceptioiu d wire and oral communications ara to occur- The 
Committee finds such a proviaion nnnressry to cover circumstances 
under which law enforcement officisls mey not know, until shortly 
before the eommunicsUon, which Ulephone line wil l be used by the 
person under surveillance. Telephone compeniee assist law enforoe­
ment officials by provding cable end pair information, or leased 
line facilities when requested snd feasible, this is the information 
which wil l be provided to law enforcement for roving tops. 

In the esse d boch oral and wire communications, only s limited 
list d Federel ofTicials con spply for s specid order seeking relid 
under this proviaion. 

With regsrd to "o ts l " eommunicstions, ss set out in paragraph 
(a) of propoeed subsection 25l6 i l l ) . an application for a specid 

erder must contain a ful l and eompleu suumen i as to why the or-
dinsry speciftcstion requiremenu sre nol prsrticsl. The spplicstion 
must also identify the pereon commitUru the offense and whose 
eommunications are to be intercepted. Tne judge must find that 
the ordinary specirwation rulee are not prart icd- SituaUons where 
ordmarv specirieation rules would not be practical would include 
thoee where e suspert moves from room to room in a hotel to avoid 
a bug er where a suspert eeu up s meeting with another suspert on 
e beech or e field, la ouch situationa, the order would indicau au-
Ibonty to follow the euspert and engage in the interception once 
Ibe urgeted converaatioo occwo. 

The rule wi lh rsepact to "wire eommuniealtons" ia eomewhat 
similar. Aa indicated in paragraph (b). the appluration muat ahow 
that the pereoo oommiiung the offenee hae e purpoee to thwart 
mUroepiion by changing Cseiliiiea. In these caeee. the eourt must 
find lhal the applicant haa shown that such s purpose has been 
evidenced by the suspect. An example d s situation which would 
meei this test would be an dleged Urroriei who went from phone 
booth to phone booth numerous times to avod interception- A 
person whoee telephone cdls were intercepted who ssid that he or 
she was planning on moving from phone to phone or to pay phonee 
to svoid detection also would have demonstrated thai purpoae 

'!f<»P>^J~*'««*«» 2518(12) d title 18 providee. a-uh reepert to 
both wire and " o r d " communicationa. that where the federd 
government haa been successful in obuining s relaxed specificity 
order, it cannot begu the inUrcepUon until the fecilitiee or place 
from which the communication is to be inurcepied is asceruimd 
by the person impleownting the interception order- In other words, 
the sciud mterceptieo «ouU not begin unti l the suspert begins or 
evidences en intentioo to bcym a eonveraetion-

It would be unproper to uae this expanded specificity onler to U p 
• f ""f" ™ **«Pn«»«^ mUToept d l conversations over such phonee 
end then mwimize the cenvefoations cdlccted as a reaull. This pro-
ewon puis the burden oo the investigsiion agency to ascertain 
when the inuroeption • to take place. 

The Subcoinmitiee oo Patents. Copyrighu and Trademarks 
added a prevision to ptoposed aubaertion 251bil2) diowing a eervice 
provider to move the caurt to modify or quash lhe order on the 
grounds that it cannot provide assisunce in a Umely or ressonable 
msnner As indicaud. on nocios to the Govemmenu the court must 
decide euch e aioiioo cxpeditioudy. 

This proviaion reoognisea thet a Ulephone company may not be 
able to reepond instaataneoudy to on eleventh hour Urget line 
designation- It ts dsugned to eooount for the prarticalitiee of tele-
phoncoompeny response time, the auaibcr of phonee that msy be 
covered bjr the order, and the gcocraphic area of the Urget lines 
that rna;r be used by the pasaaa w d e r surveillance. 

The Committee mtcads that che eeun look to seversi factore in 
considering whether to iemme as order pureusnt to proposed para­
graph i l U b i The reeossi far the order, aad the order itself ahould 
specify s reaaonably l ineud ^segrephic area, the number of phone* 
(and phone numben) tf b i isei i , to be intercepied-eo ss not to 
remler telephone eompeay awipiiBliiin technically infeasible-snd 
the time wuhm which Ihe •a t i r t i i i i i i i i ie to be accomplished The 
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failure to make such specifications in the rcoueet and/or in the 
order may be considered evidence of unreasonsotcnem or untimcli-
ness by s court acting upon a telephone company owiion made pur­
suant to proposed subsection (12i-

The Committee elso experts law enforcement officials to continue 
the current prartice of consulting with ulephone company employ­
ees regsrding the deu ib of implemcnUtton (such ss phone num­
ben and the specific locatioiu of the ulephonea) in advenes of the 
time any order for inurception is sought. 

Firulfy, subsertion 106idi of the Elertronic Communicstions Pri­
vacy Art provides thst reports to the Administrative Office of the 
United States CourU under current eertion 2519 of t it le 18 on the 
kind d order or ezunsion spplied for include whether or not the 
order was one applied for under the relaxed specifity provisions of 
subsection 2518(11) 

Secfion JOT—fntetitgence activitiee 
Subsertion (ei of this sertion of the bill clarifies that the amend­

menu made in subsection 102ibf of the bill do not provide sny new 
suthorily for intelligence sctivitics but only represent sn eiemp­
tion from the coverage of this chspter and chapter 121 of title 18 
for artivitiee that are otherwise lawful. 

Subeertion (bi of this sertion of the bill esempu communieetions 
security monitoring artivitiee of the Federd Govemment otherwise 
in accordsnce with U.S. law and underuken in accordance with 
procedures spproved by the Attorney Genersl from coverage under 
chspter 119 or 121 of title 18- This subsection provides no new eu­
thority for such srtivitics. 

Specifically thia aubaertion exempu from the coverage of this srt 
the lawful artivitiee of Federd agencies inunded to intercept en­
crypted or olher ofTicid communieetions for communications secu­
nty purposes. Communieetions security measures sre protertive 
measures token to deny unauthorized persoiu information derived 
from KJS Govemment telecommunicetions and to ensure lhe su-
theniicity of such communications Communications security pn>-
tortion is the spplication of security measures to elertricsl lystems 
gcnersling. handling, processing, or using infonnstion the loss of 
which could adversely affert the national intereei Monitoring of 
eecurity measures snd security protertion includes the intentional 
interception of executive branch off icid communicatiofu. including 
the communications of ceruin Govemment conlrartore. to provide 
technical material for analysis to determine the degree of eecurity 
being provided to theee transmimions. In addition, the interception, 
by authorized Federal agencies, of radio communieatioru between 
foreign powen or agenu ss defined by the Foreign Intelligence 
Surveillence Art of 1978. and the accessing of elertronic communi-
cstions systems used exclusively by a foreign power as defined by 
the Foreign Intelligence Sur\-eillsnce Art of 19Tb. are exempted 
from coversge of this act by this subsertion of the bill-

Stction ICS—Mobile tracking dei icet 
Subeertion tai of this section of the bill sdds s new sertion to 

chspter 205 of title \S This new code section provides thst if s 
cour) IS empowered to issue a warrant or other order for the instol-
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letiea of e mobih trackiltg deviee, end the tracking of the object or 
pereon on which the device ie inelelled, euch werranl remain, velid 
etea if the device ie moved ouieide the juriediction of the court, 
eeen outeide the juriediction of the United Suiee, provided that the 
deviee area inatalled within the juriediction of the oeurt. in eon-
Carmay with the court order. Thia clariricatioo doee not effect eur-
not legal etandarda for the iaeuanoe of auch an order. 

A treckiag deviee ia deTined aa an electronic er mechanical 
deviee whicfa permita Ihe tracking of the movement of e pereon or 

"̂ îherrtioB (bl adde a new eection 3II7, ~Uobile tracking davioee" 
la lite table of eoatcnta of chapter 20S. 
Stctiea 109—Waming tubjtel ef turveiltance 

Tha eection amenda eection 2232 of title 18 by edding et the end 
Propoeed iiiheection 2232icl edda two new of-

1 to title 18. FifU, it makee il a criminal act puniahable by e 
fine under thia title and/or impriaonment for nol more than 5 
yeare to wam aoy pereon that a Federal agency or law enforee-
ment officer hee been autfaoriied or haa eought euthorixaiion under 
ohapicr 119 of title 18 lo inurcept a wire, oral, or electranic oom-
muaicetieo. Second, the piii|»iietd eubeection providee the eame 
penellira for waming anyone thet a Federal officer hm been au­
thorued or hee applied for aulhoriiation to oonduct electronic eur­
veillanoe under the provieiooa of the Foreign IniclligeiMe Surveil-
Jance Act. 

n e elefnenta of both new crimee are tiie eeme It la required 
that Ihe defendent heve knowledge that the Federal law enforce-
Bent or inveMigetive ofTicer haa been euthoriied or haa applied for 
aa interception order. The defendent need not know that euch an 
appUcation waa made under e particular chapter of federal law, 
rather, only thet auch epplication or order waa made under federel 
law. Hie defendent muat engage in conduct of giving notice of the 
poeaible inlereeplion to any peraon who wee or ie the target of the 
interoeption. Finally, the defendenu ection muat have been under­
taken with the .peciTic intent lo obetruct, impede or prevent the 
iatereeptioa. Ibe offeoee alao includee ao atumpt to eogage in the 
eOmee. 

SKtioa tlf>—lnjunelive remedy 
Hue eection of the aet eeu out a propoeed eection 2S21 of title 18. 

Section 2S21 adda to the eaieting criminal and civil remediee eveil­
eble fbr vMileiiona of thia chapur by euthoriiing the Aitomey Gen-
acal ta ieek an injunction to prevent felony level violelione of thie 
efaepter. Section 2S2I alao providee that preliminary relief con be 
•rented to prevent e oontinuing and eubetantial injury lo the 
Unled Slalee or u any perwn for whoee protKlion the action ie 
braught Actione under Mction 2S21 ere govemed by the Fwlerel 
Bulea of Civil Procedure, cicepl thet when en indication haa been 
returned egainet the reepondent, diacovery ia govemed by the Fed­
erel Rulee of Criminal Procedure. 

Section Ul—Effective daU 
Subeection (e) pravidee that in general the emendmenu mode by 

thi. act arc .effective M deya efur enactment, and lhat the ect ep. 
pliee only with reepect to oourt ordere or eaUnaiona made afur the 
effective deu. Thue eaieting oourt ordere would aot be affected bv 
theee changee and on-going inveetigetione would not be hindered, 
but any eitention of an eiiating court order made 90 daya efUr 
paeeege would be govei ned by theee new proviaion. 

Subeection Ibl pravidee e apecial rule for the effective deu in the 
ceee of itau aulhoriiaiiona of inuroepciona- l>iia apecial effective 
dau rule ia nrrieeiry becauae the provieiona of chapur 119 of title 
18 aupereede auu lew* with reepect to electranic communicationa. 
Under chepier 119, the eUtee muat enKt atatutee which are at 
leeat aa reethctive aa the proviaiona ef ehapur 119 before they can 
authorixe their MaU eouru to ieeue inuroeption ordere. Beraii.. of 
the aubatantial changee mode by thia act it ia apprapriau to grani 
the auue eufficient time ta modify their lawe. Thia apecial effective 
dau rule givee the eutee two yeeie u aownd their law. to meet 
the new requiremenu of chapter 119. 

Subeection (el providee that aection 104 of the act ia efTective 
upon eneetmenl. Section 104 modifiei Juetice Oepertment proce­
duree for approval of lequeeu under thia chapur, oinoe MCtion 104 
ie deeigned to alleviau management difTtculliee at the Department 
of Juetice there ia no reaeon to delay implementation of theee 
chengea 

r r u li—siCMBi cr.ac HHJ n-amoMic oomiuMiCA'noMi AND 
nANaACnoHAL taooan Aocna 

Serfion tOl—Tult It amtndmeni 
Thia aection emenda title 18 by adding at the end thereof a new 

chepter 121 oonaiating of ten new eeetiona. Theee aectiona are dia-
cuaeed below. 
Ntw tmiion tTOI—Unlawful aeeem to tiered communicatiom 

Subeection lal of thia new eection creatae a criminal offenee for 
either intentionally acceeeing. without aulhoriiation. a feciiity 
through which an electronic eommunication lervioe ia provided, or 
for inuntionally eaceeding the euthorixaiion for acceeeing thet fe. 
cilily. Subeection 2701, alao providee that the offender muat obtain, 
alter, or prevent euthoriaed am— to a wire or electronic communi­
cation while it ie in electranic fUrage in eueh an electronic etorage 
ayeum in order to commit a violation under the eubeection. The 
urm "electronic etorege" it defined in iection 2S10I17| of title 18 
end includee both umporar>, inurmediau Morage of a wire or 
electronic communicetion incidenul to the tranamieaion of the 
meeeege. end eny atorage of auch a communication by the electran­
ic communieetioo eervice for purpoee. of beckup protection of the 
communication. 

Thia proviaion addreeeee the growing problem of unauthoriied 
pereon. deliberauly gaining acceae lo. and aomelimce umpering 
with, electronic or wire eommunieationi tiiai arc not inunded to 
be evailable to the publie. 

SC 

Thie iiiheiirtiiin doee not prevent broed autlwritatioiu ta the gen­
eral public u acoee. euch a Cacililv. The bill doee not for eiample 
hinder the development or uee ol "electronic buUcun boerd." or 
other aimilar aervicee where the availability of informalion aboul 
the eervioe. aod the readily ecoewible neiurc of the Krvioe ara 
widely known end the eervice doee not require any apecial aiiie. 
cade or warning to indicau that the information b privau To 
aeoMa a wwnmunication in euch a public eyatem ia not a vioUljon 
of the Act. aince the general public haa been "autlioniad" U do eo 
by the facility provider. 

However, the offtnm ot inuntionally eieeeding an authoriieiion 
to acccee e compuur fecUity would apply both to publie and priveu 
eepecu of e .yelem. For eiemple, e oompuur mail facility author-
ilaa a aubachber to accee. information in their portion of the facili-
tiee uorngc Ameeing the itorage of other lubecribere without ape­
cific euthorilation U do » would be e vioUtion of thi. proviaion. 
Sunilerly. e member of the general public euthoriied to ecceoe the 
public portion of e eompuUr facility would violau thia MCtion by 
aunlionally eaceeding lhat authoriieiion and aoeeeaing the pn-
eeu portiona of the feciiity. 

Subeection (bl of thia new eection providee puniihment for viola­
tion of eubeection (al. A diatinaion ia drawn between offenaca com­
mitted for purpoeee of commercial adventage, malicioui deetruction 
or demege. or for privau oommereiel gam and all other typee of 
violatioo If the offenee ia committed for priveu or commercial 
gain or for malicioui deetruction the eubeection providee e fine of 
not more than S2S0.000 or impriaonment for not mon than oiu 
year, or both, for a nm offender Second and eubaequent olTendera 
era iubject to the eame Tme proviaion but a jail Urm up to two 
ftan can be impoeed for auch violationa In all other eeeee the fine 
la limited to not more then 15.000 and ifflpnaonment for not mora 
tfaan 6 moniha er both. 

SubMction lel of thi. new eection providee eiceptiona to the viola­
tiona contained in aubeeaion la). Il ia not a violation of aubaiction 
Ul if the oonduct waa authorued by the peraon or entity praviding 
the wire or eommunicetiona eervice. or if the oonduct wea author 
sad by the ueer of that Mrvice with reepect to communicationa of 
er inunded for that uaer or if the csnduet ia authorixed by new eee­
tiona 2703, 2704, or 2S18 or tiUe 18. 
Ma. tmlum STOt-DimUaun ofconUnu 
_ Propoeed eection 2702 ia divided between electranic communica­

tion aervicee end remou computing wrvicce. The reetrictiona on 
the wrvioe provider ere the ume in eech inauncc. However, ee de-
•C"bed below, there ia diflerrnl irceimeni for electranic communi­
cetion umce provider! and ramou eomputing aervicee wilh rcgerd 
to government afiiee 

Subeection lel of thia new nction prahibiu the provider of an 
electronic eommunicetiona Mrvice or tne provider of e remou com­
puUng aervice from knowin|(ly divulging the conunu of eny com­
munication. The "conunu of a communication haa the tame 
meaning in thia Mction a. it haa in aubecct'ion 2S10l8i of title 18 or 
the United Suiee Code M emended by eection lOllanSl of thi. Act. 
Tne requirement that a violaur muat "knowingly" divulge the con-

37 

Unu ie inunded to make cleer that "recklcea" or "negligent" eon-
duct ie not auffieient u eonatituu a vioUtion of thia aection. Sub­
eection (bl of thie eeetioa providee eiceptiona to thia general rule of 
non-diecloeura. 

The epplication of new code eection 2702la) generally prahibiu 
the pravider of e wire or electronic communicetion eervioe to the 
public from knowingly divulging the oonunU of any communica­
tion while in electronic eurage by thet Mrvice to any pereon other 
than the oriHrroMr or inUnded recipient. Similarly. Mction 2Sllt3) 
of title 18. m emended Inr thie Act, prohibiu eueh a provider from 
divulging the contenu or a communication while it ia in tranemia­
eion. Neither proviaion. however, nor any other proviaion in the 
Act. ia inunded to affect any other provieion of federal Uw that 
prohibiu the diacloeure of infomulioB en the beaia of the oontenl 
of the informetion, auch ae the Fair Credit Reporung Act. 

The epplication of eeetiona 2701<el end 251 h3i ie limiud to pro* 
vidcie of wire or electronic oommuniceliona MrvioM There are in-
itanoee. however, in which a pereon or entity both acu aa a provid. 
er of auch Mrvicae and alao often other Mrvicn lo the public. In 
eome eueh eituationa, the bill may allow diacloaun while enother 
federal requinment. epplicable u the pereon or enlily in anolher 
of iu rolee. prohibiu diacloeura. The (}omraiiue inunda that .uch 
inauncee be analyied m though the oommunication MrvioM and 
the other Mrvicee were pravidcd by dialinct entitiee. Where e com­
bined entity in iu non-provider rale would nol be allowed to i ia 
cloM, the eppropriau outcome would be non-diacloaura. 

Subeection (bl of thie new eecuon pravidee eieeptione u the gen­
eral rule of noodiacloaure provided in subeection (a). TheM eioe^ 
tiona permit diecloeure: (1) lo the addrcMce or inunded recipient of 
the communication or the euthoriied agent of auch eddrieerr or in­
tended recipient: (2l in confonniiy with e eourt order ieeued punu­
ant to the proceduree in eection 2516 of title 18: er in the courM of 
nonoal buaineM practice aa defined in Mction 2Sll(2iel of tiiii 
title: or to the govemment under praeeduree of new eection 2703: 
(31 with the lawful conMnt of the Mnder or the aiiilrveur or an in­
tended lecipieni of tuch communication or with the oonMnl of the 
eubeeriber in the COM of a remou computing Mrvice. (41 to a 
pereon employed or euthoriied or whoM fecilitiM ere uaed to for-
werd the communicetion U iU ultinuu deetiiution: ISI m neoee­
eary in order to render the Mrvice or w protect the nghu or prap-
erty of the pravider of the eervioe: of (6) u e Uw enforoement 
egenev, if the conunu were inadvertently obtained by the Mrvioe 
provwer end eppeer to pertain U the commiMion of e cnme 

The exccptioni to the general rule of nondiacloaure provided in 
eutaoKtion (bl fell inu three calegoriM. The fint category are thoM 
diacloeurae which ere euthoriied by either the Mnder or receiver of 
the meeeege Either the Mnder or the receiver can directly or 
thraugh euthoriied egcnu euthorixe further diecloeuree of the con­
unu of their electronic communicauon. The Mcond category are 
diacloeurce which ere neoeeeary for the efficient operation of lhe 
communicaliona tytum. Such buaineM proceduree ere included in 
the eection 2511(2llal eiemption ea well the eiemption. of thu .ub-
eection releling u the didnure of the meeeege to forwarding facili­
tiee end the eiemption for Mmoe pravider ectiviuM daigned to 
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protect the tyetem and perform the aerrioe. The third category ere 
dierioeiiree u the geverament. Ir this ana thera are twc typM dt 
diarliiiiiiM. ThoM purauant to a court order under the prooedurM 
ef Mctione 2516 end 2703 and thOM diecloeurat undertaken at the 
initiative of the eervioe provider in the eaoeptional dmimatancM 
•iieu the piovidet haa beoome ewara at the eeoteau of a meeeege 
thet i«lau la ongning ariminal actinty. 
MM ttclien tTOt—RequineunU fm gouemeuntol aeetm 

Siiheertinii lal of eeetioa tTOS piiwidee requiremenu for the gov-
emmeot ta ebtain the eootenu at an electronic eommunication 
tkat bee been ia electronic etorage for 180 daya er leea A govem-
•ent entity ean only gain OCOOM ta the oontanu of euch an elec-
toeeic eommunication purauant ta a warrant itatied under the Fed­
eral RUIM ef CMminal Procedure or an equivalent StaU warraaL 

Subeection Ibl of teetion 2703 providM that for eleetronic csmmu-
Mrarinoa that ara iiuinlained by a remou eomputing eervice and 
that have been in tterage in an electranic communication eervioe 
tm mora thaa 180 daya the Geverament can gain acotM in eeveral 
waya. If the Goveraaient enehee ta obtain the oonUnU et a OMnmu. 
amation without tha raquirad aotioa to the eubeeriber then the gov. 
arameatal entity muet etataio a warrant iaaued uader the Federel 
BOIM ef Criminal Praoadura er ao aquivaleat StaU warraaL With 
prier DMiee freia the government entity ts the eubeeriber er cua-
Hmm, the eatitv maj; obtaia the conunu at the electranic commu-
amUMa eithCT by ueaag an adminiatrative eubpoena euthoriaed by 
a Federal or Staim eiatuu er e Federal or StaU grand jury eubpoe-
aa er oniaia a ooun order purauaiu te tiihtenion IdJ of thia atctioti. 
la edditian. the required notice amy be delayed punuant u the r» 
^memenu ef eection flOS of title 18 m provided ia the Act. 

Subeection ibl of new eection 2703 of title 18 ie mode applicable 
to all electraaic oommunicationa held or oiainuiaed by the Mrvice 
pravidM on behalf ef a cuatomer er eubeeriber and received by 
•eena tt electronic tranamiaaion m well m electranic oommunica-
tieaein etarage or eompuur prooeeeing if the provider • net eu-
thnrued to neatm the oonuau of any eommunicationt (or purpoeee 
«aer than tinregt or compuur prooeeeing. 

SiiheeniMi (cl providM br aootM ta racorda or other information 
peilauuBg to a eubeeriber te er cuetomer of an eUctranic communi-
Mone or remou oompuier eervioe. not including the ctmunt of 
emaroaic ODmmuaieationa Thie eection permiu the pravider of the 
eemoe u divulge, in the normal eourM of liiiainnM auch informa-
Hon M cuatomer Uttt̂ and paymenu la anyone eioept e Covem­
ment egency. It ehould be noted that the information involvad ia 
Biarautioo about the cuetemer't UM of the eervice not the content 
af the cuatomer a communicationa 

* provider of electronic eommunication terviee or remou com-
pating Mrvice muet diacloM informetion pertaining to a tubecriber 
m eueioauT. but not the eonunu of any eommunicetioni of thet 
ontomer. to a Govemmenl entity only when the Govemment 
«tity Mther ul UOM an adminiatrative eubpoena euthoriied by a 
Faderal or Suu eutuu, or a Federal or Suu grand jury aubpoe-
aa: tu) obuina e warrant imued under the Federal RUIM of Crimî  
aai nooedura or aa aquivaleat euu warraat; (iiii obiaint a eourt 

order for eueh diecloaura uader eubeection Id) of thia eection or (iv) 
haa ebUined the oonMnI of the tufaeenber. A Govemment entity 
which receivM cuttonier reeorda pureuanl u one of UMM four al-
UnuuvM it not required U provide notice u the lubeenber or cua­
tomer thet il hM requeetsd or ebuined thit informetion 

Subeection Idl providM that orden requiring eccCM by e Gonm-
meni entity u the eonunu of e wire or eleetronic communication 
er u the record! or ether informetion eought thail imuc only if the 
govemmental entity ehowe thera ie reaaon u believe the conunu 
of the wire or electronic communication, or tiu reeordi or other in­
formation eought. ara relevant ta a le^tiraau law enforcement in­
quiry. Thit teetion providee no authonly for Uie Muance of a ttau 
tubpoena lhal ia prohibiud under the law of auch euu 

Thit tubecctien alto permiu the provider of the communicationa 
or remou eomputing Mrvice U move U quaah or modify any other 
•eued under thia aection if the information or racorda requMled 
era unuaually voluminoua or eemplianoe with the order would 
ceuM an undue burden on the provider. Thia apeciTic Handing for 
the terviee provider u oonuet an overly brood order ia inunded la 
protect the eervioe provider from unduly burdenaome requiremenu 
and u permit an impartial judicial ofTicer to evaluau the apprapri-
ateiMH of the govemment'e requeet. 

Subetction let—No cauM of action agaiaet a pravider 'H-'i—.-g 
information under thia ehapur. 

Thia eubeection of the propoeed new eection providM a defenM 
for the eervice provider lu employeee and ofTicem. from tuiu aria-
ing becauM of lU diacloeure of informalion punuant la a warrant 
ar other court erder ieeued under thit chapter. 
Ntw tmiion iTOl—Backup prtmrvalion 

Subeection (ei of prapoeed teetion 2704 of title 18 providM that a 
Government entity mey include in iu tubpoena or ooun order ob­
tained purauant ta the proviaiont of new aection 2703<b«2) e re­
quirement that the Mmoe pravider creeu and maintain a dupli-
eau copy of the conunu of the elearonic communicetiont wught 
•n erder to prcMrve thoM communicaliona Without noufying the 
cuttemer or tubecriber, the Mrvice provider muat creeu tuch t du-
pliceu copy m toon m practicable and eanfirm u the Cioveramcnt 
entity that the duplicaU file hM been created. In all caam the Mrv-
ne provider muat ercau auch a duplicau file within two buaineM 
dayt after receipt by thet provider of the tubpoeiu or eoun order 
directing that auch a duplicau file be creeled. 

Paragraph (2) of thia new eubeection requira the Govemment 
enbty la give notice to the eubeeriber or cuaumer that tuch a du­
plicate file hM been crMUd and haa been ordered u be provided to 
the Govemment. Thia notification to the cuaumer or tubtenber 
muet be given within thrM dey. of the receipt of eonfirmetion from 
the Mrvice provider (M required by tubeeaion lel aboveJ that the 
duplicau file hu been creaud, unleM the Govemment egency hM 
obuined permiieion to delay auch netificatioo purauant to pro. 
poaed tubaection 2705la). 

Paragraph (3) alao prohibiu the Mrvice pravider from datroying 
the beckup copy until the information hm bttn delivered lo the 
tjovemment entity or aay pun.wiiliina including all appcala. oon-

neraing the Goveramenl'e eubpoena er eourt erder have been re-
eolved, whichever ia laur. The Mrvice provider it required to 
comply wilh the order and releaM the copy u the requMiinn Gov. 
eramenl entity no tooner then fourteen dayt afUr the (iovemmrnt 
entity hu notified the eubeeriber or cuttomer that it ia aMking thia 
lafumation. 

hragnph 141 provida that the eervioe provider ahould nleoM 
the tafarmelion ta the (Severnment only if the terviee provider hu 
•Bt leoeived notice from iu eubeeriber or cuttomer that the tub-
enifaer or cutumer hu challenged the Govemment'. requMI end 
if the Mrvioe pravider hu not iuelf challenged the requMi of the 
Govemment enuty. 

Finally, peregraph I5l provida thet when a Govemmenl entity 
OMka u requira the crcation of the beckup or dupliceu copy under 
thia euboKlion and the govemmenul entity further deurminM 
that notification under eeaion 2703 of thu title of the ciiiUnce of 
the Mibpocna or court order may rMult in datruaion of or umper* 
ing with the evidence thit laur deUrmination ia not tubjea to 
challenge either by the eubeeriber or cuatomer or by the Mrvioe 
pravider. 

While thia tubtitle provida the tubecriber or cuatomer, and in 
eome circumaunca the Mrvice provider e right u challenge the 
aeooaily for or icope of e eoun order, neither thit teaion or eny 
other eeaion of thu Aa pravida grounda to challenge lhe deurmi-
netion of the Government egency that no notification it u be given 
U the eubeeriber or cualomer of the mere crution of the dupliceu 
file. The file ie erceud end mainlained by the terviee provider 
eoMy for the purpoM ef tMuring that potential evidence ia not 
tampered with er datroyed. iUeping the faa of the crcation of thia 
file eecret doa not harm any privacy inurcet aince then ara ade-

re eaftguarde included in the bill and in thia chapur to eontral 
anual releaM of the duplicau file to the Govemmenl agency. 

Subeeaion (b) of prapoeed eeaion 2704 provida a procedure for 
ehellengM u a oourt order by the eubeeriber er cuaumer The aub-
ember or cuatomer whOM reoorda are eought can erithin 14 daye 
aAer notiricalion by the Government under Mibeeclion (aK2i of thia 
eection file e motion u ouaah auch eubpoena or vaeau auch court 
order in en appropriau Suu or Federal eourt. The tubecriber or 
cuaemer challenging the aubpoene or order muat Mrve a eopy of 
the motion on the govemmental enUiy and pravide written notice 
*ethe Mrvice pravider that auch a challenge hu been initialed 

The aubeeaion further provida that the epplicelion or motion 
mutt tuu thet tfae applicant ia the cuetomer or eubeeriber to the 
ternct frmn which the ceauou of elearonic communicetiont 
maintained «»r him have beea eought and euu the reaaona for be­
lieving that Ihe recnrda eought are nol ralevant to a Icgitimeu Uw 
enforcemeni laquiry or euu thet thera hu net been tubeunual 
compliance with the piiiniaiwit of thia chapur io eome other rc-
tpea. 

The serriee requir^ by thia subseeUon ehall be made upon the 
fovernmenlal enui^ by delieering or maUing by registered or certi­
fied mail a copy of the papen to the pereon. or ofTice. or depart-
ment specifMd in the notice which the customer hM received pur­
suant to ihia chaptor. The seen "delieery" ia this subsection has 
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the meaniog peen that term io the Federal Rulso of Gvil Proce­
dure. 

If 0 oourt detorminee that lhe customer or eubeeriber has com­
plied with the requiremenu for such a motion including the re­
quiremenu of "delivery" to the Govemment entity, then the court 
shall order the Government entity to TUe o swom rssponse to the 
motion or spplication. Such reeponee may be in camere if the gov­
emmentol entity includes in iu response the reMOtu which make 
euch an in camera review eppropriate If the motion and reeponee 
provide insufTicicnt informsiion lor the court to make s determina­
tion, the court may conduct such additional proceedings as it 
deems appropnate- Any additional proceedings and a decision on 
the challenge shall occur as repidly as feasible, ue- within 7 calen­
dar days in all bul the most unusual circumstonces-

The subsection alao provides thet the court shall enforce the 
piocees if it finds lhal the applicant challenging the order or appli* 
cation is not the eubecnber or customer for whom the records sre 
maintoined or if it finds thst the law enforcement inquiry is legiti­
mate and that the communieetions sought an relevent to that m-
quiry. If the oourt flnds that the customer er subscnber challeng* 
ing the order or application is the subscriber or customer for whom 
the records are maintained and that the records ere not relevant to 
a legitimato law enforoement inquiry or that there has not been 
substontial compliance with the provisions of this chapter in some 
other respect, then the eourt shall order the prooees quashed 

Finally, the subsection provides thst a court order denying a 
motion or application imder section 2704 shall not be deemed s 
Anal order and no interlocutory appeal may be token by the cua­
tomer or subscnber from such a denial. 

In the event thai there is no indictment then the person whoee 
records are involved may a»ove for the return of the ivcords- Obvi­
ously, aothing precludee a customer or subscriber who is later the 
subject of a criminal proceeding from raising theee issues again 
subject to the oaactions limitolion of section 2708 of title 16. 
Uew eection VOS~Delayed notice 

This pro pom d eection providee procedures and rsquiremenu for 
implementotion for a delay of notice to the customer or subscriber 
that his records are being sought or have been provided to a gov* 
ernmeni entity. 

Subeection tat of this section 2705 provides that when a Govem­
ment entity eeeks or obtains access to the contenu of an electronic 
communicalion by application for a coun order notiricetion can be 
delayed for an initial period of up to 90 days, if the Government 
entity requeeu such e delay and the coun determines that there is 
reaeon to believe that the notincaiion of the existence of the coun 
order may have an adverse reeult as deeeribed in this subeection. 
Where an administrative subpoene euthorised by s Federsl or 
Stote itotute or s Federsl or Stete grsnd jury subpoena is obteined. 
e delsy of notification for s period of not more than 90 dsys can be 
obtoined upon the execution of a written ceniflcation of a lupervi-
sory ofTicisl that there is resson to believe thet notincstion of the 
existence of the subpoene msy have sn adverse rmull. 

-A-54-



42 

For purlins BS of a delay of notiTication. an advcree reeult is ds-
fiiMd ss (Al endangering the life or physics! safety of an individual; 
(BJ flight from proeection; tC> deetruction of or tempering with evi-
deoee; lOl intimidatinf of potential wiineesee; or tE) otherwia* wri-
ouely jeopardizing an mvestigaiioa or unduly delaying a trial. 

In tae case of an administrative or grand jury subpoena, the gor-
emmentol entity is rsoured to maintain a true copy of the rv-
quired oertification. and the cenilkation caa only be given by a 
eupervieory ofTicial". The siihsartinn defines such an ofncial as the 

laissrigsiive agent in charge of an agency's hesdquartere er re-
giaaal ofTwe, or the aaiatant to auch an ageot or the equivalent, or 
the chief proeeeuling attorney or the rini assisisnt prosecuting ai-
laraey of an agency's baadquarten or rsgiooal ofTioe. or the equiva-

The subeection alao 
fer net more than 90 

lhal extenaions of the delay period 
:h may be granted by the court upon 

applicaiioa or by certification by the govemmenl egency provided 
the requirameau of siihasrfion w of aaction 2705 are met for each 

When the delay period, including any extensions thereof, as pr»> 
sided in this subsection aad subeection (bl, has expired the govem­
mentol eatity muat serve upon, or deliver by registored or first-
dam mail to the customer or subscriber, a e^y of the pus ess er 
requeet togelher with notice that stoles the nature of the law en-
faveement inquiry and informs the customer or subscriber (i) thst 
the mformstioa mainlained for such customer or subscriber by the 
eervice provider was supplied or requested by the Government 
agency and stoling the date oa which the informalion was supplied 
er requested: (ii) thai notification to the customer of this action was 
delsyed: (iii) what Government entity or court made the ccnifica-
tioB or determination that notification could be delsyed; end tiv) 
which provision or provtsions of this chapter allowed the delay 

Siiheertioii (b) providee lhat if a govemmental entity has delayed 
ooiioe or has not been required to give notice under the provisions 
of ssetion Z703. then lhe govemmentol entity mey slso spply to the 
oourt for aa order commanding a provider of electronic communi­
cationa aervice or rerooto computing service to whom a warrant, 
subpoena, or court order is dirvctod, net to notify any person of the 
exatenee of the warrant, eubpoena, or eourt order. The coun is re­
quired to enter euch aa order to prevent diecloeure by the service 
provider if notification of the eaistence of the warrant, eubpoena, 
or eourt order sail result ia any of the five adverse reeulu listed in 
this subsection. The entity must apply to a oourt for preclusion 
under this subssetion. even if the underlying proceee—an adminia-
trauve subpoena, for example doee not require a court order. 

Nne sscfwn S?06~Coet ntmbur^ement 

This prnposud section provides Ihst when s govemmentol entity 
obtains the contenu of communicstions. records or other informa­
tion under the suthorily of seaions 2702. 2703. or 2704. it shall pay 
to the person or entity aaeembling or providing the informetion a 
fee for reimbureement for the reasonsbly neceessry direct coeu. 
The section provides an exception to this general rule with regard 
to records er ether informaiioa maintoined by e communicauons 
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fer eSaetronic eommunication tranaectional records This ensures 
that lhe FBI has the neceseery euthority with regard to subecriber 
iaformetioa and toll billing information with respect to electronic 
oommunicetion sei^ices other lhan ordinary telephone eervice. 

Section 2709 is e carefullv balanced provision thst remedice the 
defoct in current law that tne FBI cannot yain acccee on a manda­
tory basis to telephone toll records maintained by omimunica lions 

camera, for counterintelligence purpossa As a reeult. ee-
paoally in stotos where public ivguletory bodies have created ob> 
•Tefke to providing such access, toe FBI has been prevented from 
obtaining these records, which are highly important to the success 
fill investigsiion of counterintelligence eaees. 

The second difference concerns the stondsrd thst the FBI must 
t before it can require s eommoo carrier or service provider to 

ipplv the requested records Section 2709 requires s certincslion 
by s ossignated FBI official that the information eought is relevant 
to an authorised foreign counterintelligence inveeiigation and that 
there are specific and articulable facu giving reaaon to believe lhat 
the person or entity to whom the information eought pertains is a 
foreign power or an agent of e foreign power as ^fined in section 
101 of tiie Foreign Intelligence Surveillance Act of 1978. Section 
503 of the Intelligence Authorization Aet for Fiscal Yesr 1987. as 
reported by the Intelligence Commiitoe, contoins s slightly difter-
eni "reason to believe* stondsrd requiring specific ana articulable 
fecu giving reason to believe that the target "is or may be" a for* 
«tgn power or an agent of a foreign power. 

Subsection 2709(el of this proposed eection provides that s srire 
or electronic communication aervice provider muai comply with a 
requeet for subscriber iaformation and toll billing records in i u 
custody or possemion m«de by the Director of the Federal Bureau 
of Inveetigeiion under subeection (b> of this section. It should be 
noted thst this appliee only to tranaectional records, not to the con­
tent of the electronic messages of a customer or eufaecriber-

Subeection 270ftb) provides that in order for the requirement to 
provide information in subsection (a) of this section to apply, the 
Director of the Federal Bureau of Inveetigeiion. or a specific person 
within the Bureau designated for this purpose by the Director, 
must certify in writing to the wire or electronic communication 
aervice provider that (I) the information sought is relevant to an 
authorized foreign counterintelligence investigation, and (2> lhat 
there are specific, aniculabic facu giving reason to believe that the 
peraon or entity to whom the information eought pertains is a for­
eign power or an agent of a foreign power as ^frned in section 101 
of the Foreign Intelligence Surveillance Act. 

The House Judiciary Committee repon on the Electronic Com­
municstions Pnvscy Act of 1986 doee not discuss the mesning of 
the "reason to believe" stondard in section 2709 It is essentisl. 
therefore, to clarify the intont of the Senate with respect to this 
item 

The "resson to believe" requirement in section 2709 is intended 
to be substantially less stringent than the requirement of "proba­
ble cause " It u intended that the application of the "reason to be­
lieve" requirement will be determined by a senior FBI ofPicisl at 
the level of Deputy Assistant Director or above It is intended that 
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common carrier thai relate to telephone toll records and telephone 
listings obtained under eection 270J No fee is normally required 
fer scceee to such records- However, lhe court may order e pev-
ment if the court detorminee the informalion reouired is unusually 
voluminous- The amount of the fee provided in tnis subsection is to 
be mutually agreed upon hy the govemmentol entity aitd the 
pereon or entity providing the information. If ihcy are unable to 
reach an agreement, the ooun which imuod the order for produc­
tion of the information, or the eourt before which a cnminal proa­
ecution ralating to the iaformatioo would be brought if no ooun 
e r t e wea ieeued. is empowered to determiae a leasnnshls fee. 

New eection 2707—Civil action 
Subeection (a) of this propoaed section providee that, except as 

provided in section 2703(e). any prwider « electronic communice­
tion servioe. subscnber. or customer ef such servioe aggrieved by 
any violatioa of this new chapter may recover from any pereon or 
entity—iacluding govemmental ealitim who knoeringly or inten­
tionally violated tius chapter. 

Under subsection (bl. appropriato relief in a dvil action ondcr 
this title indudes: (11 such preliminary, dsdaratory, or other equi­
table relief as may be appropriate; (2) damagee under the eection 
including the sum of actual damagm suffered by the plaintiff and 
any pronU oude by the vioUlor as ths result of the violatioo as 
provided in (cl with minimum stotutory damages of 11,000; and (3) 
psasonsble attorney's feee and other reasons Me litigation ooate. 

The eection alao provides a defenee to an action under this chap­
ter. If the defendant's action was baaed oo a good faith reliance on 
a oourt order or werrant. a grand jurv subpoena, a legislative or 
stotutory authorization; or a request of an investigative or law en­
forcement officer under eection 2518(7) of this tilie. er if tt wss 
baasd on a good faiih determination that section 1511(3 > of this lille 
permitted tne conduct complained of. then this good faith reliance 
er dctermiiution is a complete defense to any civil or cnminal 
action brought uader this chaptor or under any other law. 

Thie new section also providee that any action under this eection 
must be commenced not later than 2 yean after the date upon 
which the claimant first discovered or had a reaaonable opptuxuni-
ty to discover that a vioUtion had occurred. 

New eection t7f)$—Exclusivity of remediee 
The remedice and sanetiona provided in this chapter are the only 

judicially available remediee and aanctiona for aoncoosiitutional 
violations of the chapter. 

A^UF eection t709. —CounterinteUigenee t 
transactional records 

I to lelephone toll and 

Section 2709 providee for FBI counterintelligence accees to tele­
phone toll and transactional records This provision is subsuntially 
the same as language recently reported by the Intelligence Com­
mittee as section 503 of the Intelligence Authorization Act for 
Fiacal Year 1987. There are two di/Terencee The firet is that sec­
tion 2709 spplies not only to FBI requesu for telephone subscriber 
informaiKm and toll billing informLauon, but also to FBI requesu 
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in spplying the "reaaon to believe" stondsrd to s specific eaae. the 
FBI official may take into account any facu or circumstancee that 
a prudent invesiigstor would consider, so long as there is an objec­
tive, factual basis of the determinaiion-

The Senate Select Committee on Intelligence has informed the 
Judiciary Committee that the language contained in the bill would 
not significantly affect the application of the current FBI mvcstigs­
tive stondsrd in this sres. runher discumion of the investigsiory 
stondsrd in particular caeee ie contoined in the reporu of the 
Senate Select Committae on Intelligence and the House Permanent 
Select (^mmitiee on Intelligence on FY 87 Intelligence Authoriza­
tion Act <S. 2477 and H R. 4769». 

Subeection 2709(c) prohibiu s service provider, or any ofTicer. em­
ployee, or agent of the eervice provider fram disclosing to any 
person that the Federel Bureeu of Investigsiion has sought or ot>> 
toined accees to informalion or records under this section 

Subeection 2709tdi permiu the Federsl Bureau of Investigation to 
diescminste such informsiion only in conformance with guidelince 
approved by the Attorney General for foreign intelligence and for­
eign counterintelligence inveetigations. If the information is to be 
diaaeminaied to anolher federal agency, it can only be dissemiiuted 
if the information ie clearly relevant to the authorized responsibil­
ities of such agency. 

Subeection 2709ie) further requires that on a semiannual basis 
the Director of the Federal Bureau of Investigsiion fully inform 
the Permanent Select Committee on Intelligence of the House of 
Re preae n tot ives and the Select Committee on Intelligence of the 
Senate conceming all requeeu made by the Buraau under subsec­
tion 2709(b). 

New eection 17JO—Definitions for chapter 
Terms used in section 2510 retain the definitions given to each 

term by that eection The term "remou computing service" is de­
fined to mean the provision to the public of computer storage, or 
computer processing servicee by means of an electronic communica­
tions system. 

This section slso provides for the change in the toble of cheptera 
ef title 18 of the Unitod Stotes Code by adding chapter 121 to the 
table. 

Section iOi—Effective date 
This section provides thst the amendmenu made by Title II of 

the bill shall be effective 90 dsys sfier the dste of ensctment It 
funher provides thst chsnges msde by thu title thst spply to con­
duct purauant to coun order or cxtenston, sppty only with reepect 
to court ordere or extensions made after the effective date of the 
title. 

t n u 111—PEN Rxcmxiia AND TSAP ANO raACC DEVICIS 

Title III of the Electronic Cliommunicstioru Pnvscy Act proposes 
to add a new chaptor 206 to title lb of the United Stotes Code This 
chapter will govern the use. spplicstion snd issuance of orders for 
pen registera snd trap and trace devices Those terms sre defined 

-A-55-



4T 

in proooeed eection SI2C of title 18. Briefly, a pen regieur le a 
irnar which can be attached U e ulephRne line hr the purpom ot 
decoding and imiding the numben dialed fram that line. A trap 
and trace deviee • uaed u identify the origineting number ef en 
(—-—'ng wira or electronic oommunication. Theu dtvwu de not 
identify er record the aenianu of the oommunaation. 
SiCtaiM SOl—Pn r^itun end oap and tract dtvicm 

T i ^ n i m i SOIUI of the Eleetionic Oammunicatione Privaey Act 
aau out the eia piopoeed eeetiona ef t it le 18 goieming pen ragiaara 
t ad trap and traoe denicee 

Neu mction SItl-Ctneral prohibition on um af pm rtgitUn end 
Oap nnd Iraadiviem 

f M r n - ^ j ^ . U l of pio|weeil eection SlZl of title 18 eontaina a gen­
eral prohibition againat the inetallelinn er u u of e pen ragieur or 
trap and trace device without a eourt order. Such e court order 
mey be obtained under eection 3123 ef t it le 18 or under the Foreign 
latelliceaca SurratUanoe A n IFISAI. 

n i m n t i l eubeection SIZllbl eontaina eioeptioM te tubeertien 
ta/e general prohibition againat the u u ef pen regiaten aad trap 
and I r a u deviou. Piiwideit of electronic er wira eommunication 
U l l a u may u u pen m i e i i u or trap and trace deviou i f one of 
t h r u eonditioia ara met- The provider may u u a pen regitUr er 
I n n end traoe device 111 i f i t rc la tu to the operation. mainUnance. 
aao teeting ot a wira or eleeronie eommunication eervioe. er ta the 
ptouction at the r ighu or property of tuch pravider. or u the pro­
tection af ueen of that oerviu fram ebuu er unlewful u u of the 
eernra; (21 u record the bet that a w i n or eleetrenie oommuoice-
lioa w u initialed or eompleied in order u p n i a a the provider, an­
other provider furaiahing te rv iu loweid oompletion. or e u u r of 
Out mr r im from fraudulent, unlawful or abuaive u u of eervwe; or 
(31 whera the eoneent ef the u u r h u b u n obtained. 

Piopoeed eubeection 3121(cl impoeu e penalty for a knowing v i » 
lalien of eubeection Ul . The penalty ia a nna under thia t i t le, im-
prieenment for up W 1 year, er both-

Mae teetiea Sltt—AppUcaliom 
Pli ipMiJ eection 3122 of title 18 ecu out the praoeduru for ep-

' I for e eourt onier b r a pen regiaur er trap and trace deviu. 

PiuuueeO eubeeaion 3122lbl of title 18 u u out the eonunu re-
lircd in en epplicelion for e eoun order for e pen regiaur or e 

ta), a lovcniment aturtiey may apply for an 
erder. or the eztenaion at an order, euthorinng er approving the 
inetalUtion and u u of a pen regieur er trap and t r u e device. Such 
Older muet be made in writing under oath or affirmation to a oourt 
ef competent juriadiction. 

PioyueeJ paragraph 312aa(2l conuint perallel pravitione for 
eteu inveetigetive or Uw enforcemeni ofTieen The pnrau "Un leu 
prohibited by e u u lew," meku c l u r thet thia law dou not pre­
empt any exieting t u u lew rcguleiing the in iu lUt ion and u u of 
pen regiaura or trap and trace devicu by e u u ofTiciali To the 
extent thet t u u Uw currently providu that a pen regieur or trap 
and t rwe device mey only be inatalled or ueed by a t u u ofTicial 
beeed on eome ether, higher tiandard of prooC that law wil l oontin-
ua ia affea witb raapeet u euch oiTiciala. 

Prap 
Quin 
trap and trace device. The epplication muat include the'identity of 
the epplieent and the Uw enforoement agency eonducting the in­
veetigeiion. A lw. the applicant muat u r t i f y lhal the information 
likelv to be obtained ie ralevant u aa engifing criminal inveeiiga­
tion being ooaductad by the egency. 

Ntw tmtioa SlSS—tttuaam ef erden 
Suheertinn tai of ninpiieiil teetion 3123 providu that, upon appli­

cation, a court ahall iaaue an ex paru order authorixing the ineul-
lation and u u of a pen regieur or trap and traoe device within i u 
junedietion. To iaaue an order, the court mutt firat be utitTied that 
the informetion teught i t relevent ta an nwgniwg cnmiiial invu i i -
getion. Thit provieion dou not enviaion an ineependcni judicul 
review of whether the application m u u the ralevanoe itandard. 
rather the eourt needa only to review the eomplcteneu of the u r t i -
fication tubmitud. 

Propoeed peregraph 3123(blll dmrr ihu the eonunu of the order 
authoriiing the u u or iiutallation of a pen regieur or trap aod 
trace deviu. The order thail apuifv IA) the identity, if known, of 
the perton whou ulephone line wil l reoeivc the pen regi iur; (Bl 
the identity, i f known, of the peraon who i t under criminal inveeti­
geiion; (Cl the number and, if known, location of the ulephone line 
and. in the cau ef a trap and trace device, the geographic l im iu of 
the order, ar.d '.St s suument of the offenu u which the infonna­
tion likely u be obtained n U t u 

Under propoud paragraph 3123(b(2). the order, upon raqueet of 
Ihe applicant, ahall d i raa a third party to furnith inrormation. b-
eilitiea. and technical euittanoe neoeeury u inttall the pen regia­
u r or trap and trace device Thit provition of the order ralating lo 
cooperation ia inunded U codify the exitting informal praaice of 
oooperation betwun ulephone eompaoiu and the Ocperuneol of 
Juetice.. 

Under piopoeed tubieaion 31231c). the time period of t u tho r iu -
tion of inetalUtion and u u of a pen regiaur or a trap and trace 
device i t 60 deye, with pouible e iun t ion t of 60 dayt An exunaion 
may be granted upon epplicelion for a teclion 3122 order The 
eame judicial Gndiogt required by tubeeaion 3123(ai ara a l u re­
quired. 

Piiitmeid tubeeaion 3123(dl providu that an order authorizing er 
approving the inetalUtion and u u of e pen regiaur or trap and 
trace device ehall diraa that the order be euled. until otherwiu 
ordered by the court In addition, the order thail bar the diteluura 
of the exitunce of the pen regitter or trap end trace device and the 
diecloeUR of an inveetigeiion to the lilted tubecriber or to eny 
other uneulhorixcd peraon unleu or until otherwiu directed by the 
court. Inuntionel vioUliont of the non.diieloeuR pravitione may 
be. in apprapruu eircuinetanou. puniahable u conumpt 

Ntw tmtion Slit—Atfitunce in imtottation and um 
Prnpnetil tubeeaion 3l2tlel providu lhat upon the requul of an 

euthoriied pereon. e wira or elKtranic communication urvice pro. 
vider. landlord, cuetodian. er other peraon ehall furruah tuch re-
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qauter wi lh all information, fui l i t iee, and tuhnical auietance 
neouury to effeaueu the pen regieler order unoblrulively and 
with a minimum of interference. The Committee umtimm that the 
current praetiu of Uw etiforeemeni ofTiculi in iu l l i ng and main­
taining pen regiaura wil l ooBtinue. 

Fer trap end trace devicee. pi opened eubeection 3124(b) providu 
that upon requeet ef a geverament ettoraey or Uw enforceinent of­
ficer euthltfiied to receive the naulta, e wire or elearanic commu­
nicetion eervice provider, landlord, euttodian or other peraon thail 
promptly i n t u l l the trap end trece device end furaiah the rcquut-
er ell eeditional information, f u i l i l t u and technical ateiiuncc. in­
cluding inatallation and operation of the (Uvice unoblnitively end 
with e minimum of interference wilh u r v i c u . provided that the in-
eialleiion and urvice ia ordered under teawn 312Jibi Thit provi­
tion eleo requiru lhal the reeulu be furniahed to the Uw enforce­
ment ofTicer deugiuted by the court, e l reeaonable inurvei t . 
duriag rcguUr bu i in tu boun for the duration of the order, unleu 
the eoun orden otherwiu. 

Pinpoeed tubeeaion 3124(e) providu reaaonable oompenution for 
thou providing faci l i t iu end euiaunce under th i i aeaion. Thit 
eompetiuiion provition ie modeled a fu r lhat which appl iu under 
eection 2518 of title 18 and aubeeaion 106(b) of th i t bill l l i l in­
Unded to be inurpreted end implemented in a aimilar faahion. 

Piupiie<d eubeeaion 3124(d) pravidu that no eauu of eaion ehall 
lie in any coun ageintt a w i n or electronic communication urvice 
pfwider, i u ofTioera. agenta, employeu or other tpccified peraone 
for providing informatioa, tmittanfT or faci l i t iu in eccordance 
with the terma ef a chepter 206 ooun order. 

Piupuetil eubeeaion 3124(e) ceubl iahu a good faith defenu 
egaintt any civil or criminal aaion brought under chapur 206 or 
aay other law. 

Aineaiciiaa SltS-Riperu 
Under e current order of the Attorney General, eutitt iee eon-

eereing pen regiaura ara compiled. PropuetJ aeaion 3125 requi ru 
that thit information be raformulalcd and eubmitied to the eppr» 
pr iau committeu of Congreu It a l u extcnde auch reporting r«. 
quircmenu u trap and trace devicu. 

Specificelly, propoud teaion 3125 requi ru that the Attomey 
General annually rapon to Congnu on the number of pen reguur 
and trap aad trace deviu ordera applied for by lew enforcement 
egcnciu of the Depertmenl of Juetice. The Commit tu requeeu 
that theu reporu include information u to the lu tura of the of-
fcnau for which the pen r e g i i u n ead trap aod I r a n devicu ara 

I uaed. 

New melton Sltt—Dtfinitiom 
^»V»etil teetion 3126 oonlaint deHnititmi for thia chapur The 

Jfrmi "wire oommunicalion," "elearonic communicetion." and 
"elearonic communication urvioe" heve the ume meaningt u in 
etclion 2510 of l it le 18. The Urm "oourt of competent junediaion" 
meant (Al a diatria ooun of the United S u l u (including a magia-
t r au of euch ooun) or a VS. Coun of Appeala; or iBl a t u u ceurt 

4} 

of gencrel cr imi iu l jur i td iaion euthoriied to enur pen regieur or 
trap and trace ordere 

Aa indicated in propoeed teaion 312013). the u r m "pen regiaur" 
meene e device which reeordt or dModu elearanic or other im. 
pulee. which identify the numben dielcd or otherwiu trantmil led 
for purpoeee of routing ulephone coll., with r upea to wire com­
municetione. on the Ulephone line to which euch device i t t l -
uchcd Pen reg i t un do not record the conunu of e commumca-
tion They rKord only the Ulephone numben dUlcd 

l ^ v i c u ueed by a provider or cuatomer or wire or elearonic com­
munication urvice incident to billing or cu t accounting, or for any 
other t imi lar purpou. in the ordinery courie of butinea. ere e i ­
cluded from the definilion of a pen reguur. Thu.. device* that 
nuny companic. and firmc u u to record bill.ble lime (or their cl|. 
enu ' eccounu ere ouuidr thie b i l l ' , prohibilioot tgai iut the inaul . 
lation and u u of pen r c y u u n . 

Trep end trace devicu are defined in propoeed tubeeaion 
J126i4) A "trap and trace device" i t a device which ceptures the 
incoming elearonic or olher impuUes which identify the originat­
ing number of en incoming wira or elearonic communication. Trap 
and tracr devicH do not record the conunu of communications 

The u r m "attorney for the govemmenl" h u the meaning given 
to that u r m by the Federal Rulee of Criminal Procedure. The u r m 
"Slatr" meant e S u u , lhe Dutrict of Columbia. Puerto Rico, and 
any other pocaeuion or Urritory of the United S u i u . 

Su herd ion 301(bi of the bill conu i iu a clerical amendment to the 
uble of chapura. 

SrrtuHi JOJ—Effective daU 
Seaiun SOJ of the bill conuint Ihe elTeaive dau for Title I I I of 

the Elearonic Communieatioiu Privacy Aet. Subeeaion le ' pro­
v idu lhal u a general rule. Title UI of the bill thai l u k e efTra 90 
daya a fu r enaameni In the eau of eondua punuant to a coun 
order or e iun t ion . t heu amendmenu apply only with r n p e n to 
court ordere or exunsiont mtde e fur th i i title u k u efTca. Subeec­
tion 302ib) of the bill conuint tpecial r u i n which, in etunce. give 
t u u e two yean to bring their lewa into conformity with the Elec­
tronic Communicationa Privacy A a ' t amendmenu to Federal Uw 

Section JOJ—lnUrfennce with the apemlion of a mulltu 
Thia teaion of the bill edda a new teaion to chapur 65 of title 

18. Uniud Suue Code 
Neu- tmtion UST—Interfennce with the operation of a tattllite 

Subeeaion ie> of l h i . propoud teclion providu lhat anyone who. 
without the authority of the u u l l i t r operetor. intentionally or ma-
licioucly inu r f r r rs with thr authorized operation of a ute l l i te or 
obbtrucu or hindrre any u u l l i t e trensmiuion. including tMth thr 
trensmiwion from the ground to the satellite and the transmitfion 
from thr u te l l i t r to thr ground icommunly known as the up-link 
and thr down-link rnpeaivr ly i is subjected lo criminal penattiu 
including a fine of up to S25U,0dU. impruonmenl for not more than 
10 yeare. or bolh. The tubteaion doe. nol prohibit tny actions by 
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to 
the auihoritad u u l l i u operator which era deeigned to proua the 
u u l l i u from unauthoriied uu. ,. 

Subeeaion (bi of thit new teaion maku it c l u r that the cnmi-
ael e a deeeribed in eubeection (el dou not include eny Uwfully eu­
thoriaed inveetigetive. prolecuvc, or inulligence eaivily of e Uw 
enforument or inulligenu egency of the Uniud S U l u Thu eub­
eeaion dou not provide any new euthority for tuch octivitiu. 

Finally, this eecUon of the bUI providu that the labU of eecuone 
ler -*•-[-— C i of Utle 18 • amended to include the new eeetum 
UCI-

V I ACSNCT Vigwa 
On June 25. 1986 and July 29, 1986. the Commitue reuived the 

Ulewing letun fram the Department of Jumce. 
V S Dcr . rrHurror Juenct. 

Oencs or U c i a u i n v i AMD IirraacovaaNUUjTAL ArrAiaa 
Wmhingioa. DC Jum ii, IHC. 

Hon. 9nam TMuaMOND, 
CkoinBoa. Commillee on the Judiciary, 
US Senate. Wmhington, DC 

Dcaa Ma. O U I U I A N : Thia k t u r ia te adviu you of the Depart­
ment of Juiticc e puition wilh rcgerd to S 2575 the Deartmie 
Communicationt Privacy A a of 1986 Thit bill, which » identual 
to H K 4952 u recently paaaed by the Houu of Reprceenutivu. 
u e k u imporunt changu u t-hc exitting wireup eutuue and filU 
gape in current lawt by cruting proviaiona to rcgulaU inurception 
of and aeecu to new forma of elearonic communication tuch u 
dau tranamiuioiu. . • . 

The Depertmenl of Juetice h u worked inuneively on thu legie­
tation over the put uveral wuks with the tuff of the Subcommil-
t u oo Paunta. Copyrighu and Trademarka. u well u with mUr-
eetcd icprcunui ivn of indueiry and civil libertiu groupe While 
initial vcraioni of thii legiiletion did not in our view adequeuly 
aafeguard legitimeu aod viul law enforcement end netionel ucu-
hty needa for eeoeu to communicationa. u a reeult of the negotu-
tiena that have occurred the bUl h u bun tubetanlUlly modified u 
accommodau our concema. In our judgment the bill u preunily 
draOad fairly balancu the inUieeu of privacy and law enforce­
ment and i u eneetmenl would repreeent a major accompluhmenl 
ef the 99th Coagnm. holding forth the promue of tigniricani bene-
Gu for biuijieu. privacy, and law enforcemeni elike. 

Accordingly, the Department of Jui t iu ttrongly eupporu the en­
eetmenl of S. 2575. 

Sinoenly. _ „ 
JOHN R BOLTON. 

AtaiflOJlf Attorney General 
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U.S DVAeTHiMT or Juencc 
O m c s or I X C U U I T I V B AND 

iNTUCOVCaNMCNTAL APTAItt . 
Wathuiglon. DC tOiSO July iS. I tit. 

Hon. SraoM TMuaMOHo. 
Cliairmaa. Commitue on Ihe Judiciary, 
US SenaU. Wathingun. DC 

DsAa Ma. C H A U M A N : Thia ia with further refercoa to my letur 
of June 25. 1986. eiprcuing eupport for S. 2575, the Elearonic 
Communicaliona Privacy A a of 1986. A oopy ef my earlier letUr ia 
eneloeed for ready referance. 

We continue to believe thet thit meuure it e well belenccd one 
which, in eddition to modemiling the 1968 elearonic lurveillanu 
lew. a l u bencfiu both lew enforoement and individual privacy by 
clarifying meny upecU of thit highly complex erea of the law. Aa 
the 99lh (Congreu it rapidly drawing to a clou, we tinoerely hope 
thet the SenaU will a a on S 2575 at an early dau. 

We would deeply epprccuu your oontideration of S. 2575 and. if 
poaaible. your formal co-eporuorahip ef the bill. Heving your name 
en the bill would, we believe, be moot helpful in efforu to prrir.u 
thu itnporunt leguUlion thu year. 

Sinoeraly, 
JOHN R. BOLTON. 

Attittont Allomiy Gtniral 

VII. COST E R I M A T X 

V S . C O N C X B S . 
CONCBDSIONAL BuDCCT O m C X . 
Wmhinglon, DC Sepumber iJ. ISIS 

Hon. SraoM THuauoNO. 
CAoirman. (Committee on the Judicury, 
US. Senate. Wmhington. DC. 

DxAt Ml. CHAIXMAN: The Congreeaional Budget OfTicc h u re­
viewed S 2575. the Elearanic Communicetiont Privacy A n of 
1986. u ordered reported by the Seneu Committee on the Judici-
ary, Sepumber 19, 1986. CBO cetimatu lhal eneetmenl of thu leg-
ialaiion would ruuli in no tigniflcani coat to the federal govern­
ment end in no coot to t u u or locel govemmenu. 

S. 2575 would meke e number of emendmenu to Title 18 of the 
U.S. Code conceming ecccu to elearic communicationt Title 1 of 
the bill would eeublith penalliu for the unlawful inurception or 
diacloeure of elearonic communicationt. provide for the recovery of 
civil damagu for peraona whou communicationa are inurcepud. 
diacloocd or uaed in violation of thit provition. and modify proce-
duru for govemment inurception of communications Title 11 
would creeu specific penalliu for unUwfal ecccu to stored wire 
end elearonic communications, while Title 111 would c«ubli .h a 
general prohibition on the u u of pen regisura Thew titlu would 
mandau specific procedurM for eccees to storcd communicationa 
and u u of pen regieure by govemmenl enliliet. and Title II would 
allow for civil aaiona. 
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S. 2575 would require government enlitiu to eompenuu privaU 
anrtiu ueembling or providing information conceming stored elec­
tronic oommunicaliant, or ueieting in the ineullelion and u u of a 
pen ruutar Beceuu eueh oompenution u currently provided in 
Depertmenl of Juelice (DOJl invuiigeiiont. CBO dou not eipea 
the thue provuioni would reeult in any aigniCcant additional ooet 
lo the federal govereount-

Beeed on wformeiion fram the DOJ, we de not expea that enact-
Bent of thu bill would ruult ia e aignificant change in the govern-
ment'e bw enforoement practiou or eipendituru S. 2575 would 
epuifically authoriu lew enforcemeni efforU the DOJ ia currantly 
undertaking with other euthority 

If you wuh further detailt on thit tetimau, wc wiU be pleaeed to 
uovide Ihem. 

With bul wiahee, 
Sinoeraly, 

J A M B B L U U 
(for Rudolph C. Penner, Diractori. 

Vin . RccutATOBT IMPACT S T A T S U I H T 
In eomplianu with paragraph 11(b) of Rule XXVI of the Stand-

it^ Rulu of the SenaU. the Commitue h u concluded lhal no tig-
niTmnt additional rcguUury impaa would be incurred in carrying 
out the proviaiont of thit kcialaiion. AfUr due conaidcration. the 
Committu concluded that the changu ia exitting lew conuined in 
the bill will not incraeu or diminiah any prcunt rccuUtory re-
tponaibilitiu of the U.S Deportment of Juttiu or any other de-
peruunt v agency affected by the legieUtion. 

DC. V O T « or CoMMrrm 

On AugiM 12, 1986, the Subeommittu on Palcnu. Copyrighu. 
and Trademarka. with a quorum preeent. raported S. 2575, with an 
amendment in the netura of a eubetituu. to the Committu on the 
Judiciery by voiu vou. On Sepumber 19, 1986. the Judicury Com­
mitue adopted two further changu in the bill u raported by the 
Subcommitue. T>ie Judiciery Committu, with e quorum preunt, 
and without objeaion hurd, approved the amendment m the 
nature of a eubetituu. The Committu then bvorably raported S. 
2575, u amended, by unenimwu oonunL 

X. C H A N G U IN E X K T I N C LAW 

In eomplianu with paragraph 12 of Rule XXVI, of the Stending 
Rulu of the Seneu, changu in eiiating Uw made by S 2575 u 
raported ara ahown u follow, (exitting lew propoeed to be omitted 
ie cndoeed in brukela, new matur ia printed in iulic. and exitting 
Uw in which no change it propoeed ia thown in roman): 

UNITED STATES CODE 

S3 

TITLE 18—CRI.MES AND CRIMINAL 
PROCEDURE 

PAKT I. CRIMES 

CmvreJ fnnwtanM _ ~ - I 

uy Wira Mrf fiM-inMtr rannMicalMM laurapiMn aad iai«mpuon ef 

PART I I - C R I M I . N A L PROCEDURE 

ni Cmvml p 

iOt ^ /Ue****^ '^vw TWr Drvt^ 

CHAPTER 6 S - M A U C I O U S MISCHIEF 

S K 

13(1 l a M r f i i i i w with th t of • Mie l l i l * 

0IS$7. inierferemct mth the operation efe eatellite 
tat Whoever, without the authority of the satellite operator, inun­

tionally or maliciously interferes with the authorieed operation of a 
eommunications or weather satellite or obstructs or hinderg any eat-
elUte transmission ehall be fined in accordance with this title or 
imprisoned nol more than ten yeare of both. 

(bf This section does not prohibit any lawfully authorued inveett-
gattve. protective, or intelligence acttoitv of a law enforcement 
agency or of an intelligence agency of the United States. 

CHAPTER I0»-SEARCHE5 ANO S E I Z U R E S 

0 2232. Destruction or rcfnoval of property to prevent seixure 
tat PHYSICAL lNT£Mr£M£NCt WITH St4«r«—Whoever, before 

duriT\g. or sfter seizure of any property by any person suthorued 
to mske sesrches snd seuures. in order to prevent the seuure or 
•ecuring of sny goods, wares, or merchandise by such person. 
Stoves, bresks, throws overbosrd. destroys, or removes the same, 
shsll be fined not more than tlO.OOO or impriaoned more than five 
yaarm, or bolh. 
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Ih) Nonet or Smarii —Whoever, havir* knowledge thet eny 
• J i u n i S S r S I d to make uanrhu and uixune h u been euthor-
S d Z " i h S w i u likJiy to make . uarch or u « u r e . in ord«_to 
r̂ wmmnt tiu eutheriud Ulling or eecuring of eny perun. gooda. 
! ^ « 2 ^ r 3 r ? r - l h l ^ ^ gives «* ice or attempt, to 
r^ToeCios of the pomibk eearch or eeisure to any per«)n shall be 
S s i ^ m l more thar$l0.000 er impri^mad noc mere than five 

r S T ^ M w i r t or CKTAUt ELMCnoMC S v » w U A > t c t - W h o e v e r 
kaoing knowledge lhat a Federal investigative or faw enforcement 
ofnttrhas beeerouthonsed or has applied for authoruatum under 
ehoDler 11$ to intercept a wire. oral, or eiectrontc communico fum. tn 
mrdeTto obetrvct, impedê  or prevent such interception, gives notice 
«- ollempcs to give noitee af the poesibU interception to any pereon 
shall ^ • ^ • ^ 

'Tlwier having knowledge that a Federal ofTu^ has been aw 
ekarised ar has aapfied for authorualion lo conduct electronic ear' 
««a^^«Sr tSiForeign Intelligence Surveillance Act tiO USC 
itOi elmq.Ktn order to obetruct. impede, or prevent euch activity, 
gitm notice or attempU lo gtve notice of the passibie octtvtty to any 
perwon ekotl be fined under ihts tuk or impnooned not more than 
fim yean, or both. 

• • • • • • • 
CHAPTER 11»-WtRE AND E L E C T R O M C COMNVNICATIONS 

I I J T E R C E P T I O N A N D I N T E R C E P T I O N O F O R A L COMMUNI­
CATIONS 

S K . 

fill liuMepino wirf e«ctaBfe rfwv er onl «m«iMMeeuoM prahibiud 
ttil Wm-\' dtfinbwuea. poMMon. tad advefiMuis « *w« «* vnmu-

FVUns d 

f 2Slt. DcAaUleas 
As ussd in this chapter— 

(1) "wire eommunication" means anv toommunicaUonj 
aural transfer made in whole or in pari through the use of fs­
cilities for the transmission of communicstions by the aid of 
wire, cable, or other like connection between the point of 
ohgio and the point of recepiion {including the usr of tuch con* 

S6 

fUt "electranic communication " means any transfer of tigns. 
aignals. wnting, images, sounds, data, or intelligence of any 
nature transmitted in whole or in part by a wire, radio, electro-
mtagnetic. photoelectronic or photooptical eyeirm that affects 
snuretate or foreign commerce, but does not include— 

(Af the radio portion of a cordless telephone communica­
lion thai is transmitted between the cordless telephone 
handset and the base unit: 

tBi any wue or oral communication: 
lO any eommuntcation made through a lone^ly paging 

devtce^ or 
(D> any communication from a tracking device tas de­

fined in section J!l7 ofthis titleK 
(W "user*' means any pereon or entity who— 

tAi uses on electronic communication service; and 
(Bf IS duly authomed A|y (Ae provider of stich service to 

engage in such use: 
(Ut '^electronic communications eyetem" means any wire, 

tndio. eiectromagnetic photooptical or photoelectronic facilitiee 
for the transmission of electronic eommunications. and any 
computer facilities or related electronic equipment for the elec­
tronic storage of tuch eommuniealtons: 

(ISi "electronic eommunication terviee" means any service 
which providee to usere thereof the ability lo eend or receive 
wire or electronic communications: 

(JS/ "readily aceessibie to the general public" means, with re­
epect lo a radio communieaiiont that such eommuntcation ts 
e^— 

(Af scrambled or encrypted: 
iBl transmitted using modulation lecAni^ucs whose ea-

eential parameters have been withheld from the public 
unth the intention of prwserving the pnvacy of such commu-
mication: 

tCf carried on a subcarrier or other eignal subsidiary to a 
radio transmission; 

(Dl transmitted over a communication eyetem provided by 
a common carrier, unless the communication is a tone only 
paging system communication: or 

(Ef transmitted on frequenciee allocated under part ItS. 
subpart D. E, or F of part 74. or part 94 of the Rule* of the 
Federal Communications Commission, unless, tn the case of 
a communication transmitted on a frequency allocated 
under part 74 that is not exclusively allocated to broadcast 
auxiliary sen-ices. Ihe communicattiM is a two-way voice 
communication by radio; 

iJ?) "electronic itorage" means— 
(AJ any temporary, intermediate etorage of a wire or elec­

tronic communication incidental to the electronic transmis­
eion thereof; and 

(Bf any storage of tuch communication by an electronic 
eommunication eerviee for purpoeee of backup protection of 
eueh communication; and 
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nection IM U twitching eiaiioni furnished or opersted by any 
person engeged (as e common carrier] in providing or operal-
Mg such tecililies for the transmimion of mtersute or foreign 
eommunications or commwnicelions affecting mteretate or for­
eign commerce and such term includee any dectronic ttorugr of 
such eommuntcation, but such lerm doet nol include ihe radio 
portion of a cordless telephone communication that is transmit­
ted between the cordtees telephone handset and the base unit, 

(2) "oral communication" oteaiu any oral communicalion ut* 
tared by a pereon eihibiling an expectoiion that such commu­
nicslion is not subject to intorcepiion under circumstances ju»-
tifying such expectation. 6iil sucA lerm does not include any 
electronic eommuniealton; 

(4) "interoepc" meana the aural or other acquisition of the 
eontenU of any wire, electronic, or oral communication 
through the uae of any electronic, oiechaoical. or other device. 

(5i "electronic otechanical, er other device" meaiu any 
device er apparatus which can be used to intorcepi a wire [or 
oral] , oral, or electronic communication other than*-

toi any telephone or telegraph instrument, cquipmeai or 
facility, or any component thereof, (il furnished to the sub> 
scriber er user by a (rommanicafions common cemer] 
prpAtide* 9f Hr*>* or electronic communication eervice in the 
ordinary oouree of i u busiitsss snd being used by the sub* 
scriber or user in the ordiiury oourae of ito businem or fur-
mished by tuch tubecriber or user for connection te the fa­
cilities of such eervice and used in the ordinary course ef 
iu business: or (ii) being used by s communications 
common earrier in the ordinary course of iU businsm. or 
by an inveetigetive or law enforoemenl ofTicer in the wdi-
nary couree of his dutiee; 

• • * • • • • 
(8) "oontento". when used with reepect to any wire (or 

oral], orof. or electronic communication, includes any mforma­
tion concerning the (identity of the partiee to such communi­
cation or the eiistenoe,] substance, purport, or m^pi"g of 
that eommuntcation; 

<9i "Judge of oompetent jurisdiction" oieana— 
to) a judge or a United Stotoe district eourt or a Unitod 

Stoles court ef appeals: aitd 
(bt a judge of any oourt of general criminal jurisdiction 

of a Stoto who ii authorised by a stotuto of ihst Stote to 
enter orders authorizing interceptions of wire [or oral]. 
oral or electronic communications: 

llOi "communicalion common carrier" shall have the i 
meening which is given the term "common csrricr" by i 
lS3(h> of title 47 of Lhe United Stotee Code; C«nd] 

<Ul "eggrieved person" means s person who was s party to 
sny intercepted wire [or oral], onof. or electronic communica­
tion or a pereon againei whom the interception was direct' 
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tISf "aural transfer" means a transfer containing the human 
voice at any point between and including the point of ongin 
and the point of reeeptton, 

I Z S I l . iBtereeptioa and disclosure of wire or eral cooLauinica-

(I) Esoepc aa otherwiae specifically provided in this chapter any 
pereoo who— 

(a) [willfully] intentionally interoepte. endeavors to inter-
oept, or procuree any other person to intercept or endesver to 
iateroept, aay wire [or oraJ] oral, or electronic eommunica­
tion; 

(b) [willfully] intentionally uaee. endeavors to use. or pro­
cures any other person to use or endeevor to uae any electron­
ic, mechanical, er other device to intorcept any oral oommuni­
caiioo when— 

(i) such device is afTued to. t»r otherwiae traiumiu a 
aignal through, a wire, cable, or other Uke connection uaed 
ia wire communication; or 

(ii) such device transmiu oommunications by radio, or 
interferes with the traasmimioo of such oommunicatioa. 
or 

(iii) such peraon knoers. er has reaaon to know, that such 
device or aoy component thereof has been sent through 
the mail or tranaporiad in intorstoto or foreign commerce; 
or 

(iv) such use or endeavor to use (Al takee place on the 
ptrmiaee ef any buaineas or other commercial esublish-
ment the operations of which affect inurvtote or foreign 
commerce, or iB) obtains or is for the purpoee of obuining 
informalion relating to the operations of any businees or 
other commercial establishment the operations of which 
affect interstote er foreign commerce; or 

(v) such pereon acu in the Dietriet of Columbia, the 
Commonwealth of Puerto Rico, er any torritory or pnaife 
sion of the United Stoics; 

(c) [willfully] tntentionalty discloses, or endeevors to dis­
close, to any other pereon the oontonte of any wire [or oral] 
oraf, or electronic communication, knowing or have reason to 
krww that the information was obtoined through the intercep­
tion of a wire [or oral] oraL or eiectrontc communication in 
violation of this subsection: or 

td) [willfully] intentionally uses, or endeevors lo use. the 
contenu of sny wire [or orsj] oral, or electronic communics-
tion. knowing or having reason to know that the information 
was obtoirted through the interception of s wire [or oral] 
oral or electronic communicetion in violation of this subsec­
tion; [shell be fined not more than tlU.MM) or imprisoned not 
more than five yeare. or both ] ahall be punuhrd as prondrd 
in tubsertivn t4f or thail be suojtct to tutt as provided in tub-
teclion tSl 

(2kaii> It shall not be unlawful under this chspter for sn opera­
tor of s swiLchbosrd. or an officer, employee, or agent of [sny com­
munication common csrrter.] o providtr of uire or electronic com-
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aueucolion vrvice. whou fecilitiu ere ueed in the tranamuaion of 
a wire communicetion. to mtorupl, diactou. or uu that oommuni-
catien in the normal oouru of hia employment while engeged in 
any activiiy which ia a neceeury irKitlenI to the rendiljon of hu 
u m e or the protectioo of the nghu or property Cof the carrerr 
of euch eemmuniealion: Prtvidid That eeid commuiueauon 
1,^ uiriaml of thi crovtdir of that eermct. eteepi lhat a pro. 

Z ^ i ^ n ^ f l S r S ^ l i ^ lo the public ahallnot . uTiu 
euviu obeerving or random moeilaring eiupt Cor mechanical u 
aerviu quality control chacka. . 

(iil Notwithataî ding any ether law. provid of wue or elertroeie 
HIM iinfr 11 wrvire. tcommuniealion common carriera,jlheir 
^«ere, employeee. and agenta. landlorda. euatodiana. or other per-
eeu, ara euthoriied to provide informetion facilitiee. oe technicel 
imuieiiie to pereone euthoriied by lew to inurcept wire [or 
orall. Orel, or elerinaic communicationa er to oonduct electronic 
eu4illanu. u defined in eection 101 of the Foreign Intolligenee 
Surwillanu Act of 197». if Ilhe eommon eamer.l tueh provuier 
ite ofTicera. employeee. er wcnu. landlord, euaodian, or ether apu-
ifiid pereon hu been provided with— . . . 

Ukl a court ortler directing euch auutuMC a«i>ed by Ihe au-

""uBl^onruiioiSn in writing by a penion epecified in ooctien 
tSlSiTl of thie title or the Attamcy General of the United 
Statu that oo warrant er court order ie required by law. that 
all etaiutory requiremenu heve been out, ead that the apui-
tied amitianre ia required. . . . . ^ .1. 

aetung forth the period of time durini which the praviaion 01 tne 
i^braaaiion. facilitiee. or technical auiatanu ia euthoriied and 
aeacifying the information, bcilitiee. or technical uaiMaKC re­
quired. No [communication oommon carrier] p.-cvidtr of wire or 
tleeironu eommunication aervice ofTicer. employee, or agent there­
of, u landlord, cuaiedian. or other epecified pereon ehall duelue 
tte eaietcnu of any inurception ar eurveillanoe or the device uaed 
to aeeofflpliah the inurception or eurveillanu wilh nepect to 
whkh the perun hu bun fumiahed ao order or oenificelion 
a^er thia eubperagraph. eiapt u mey otherwiu be required by 
lual iiii.iu and then only afUr prior notifuation to the Attorney 
Ceaeral or to the principel preeuuting attorney of a Suu or any 
political aubdiveion of a Suu. u may >e appropriau. Any [vwU-
tMe of thia eubperagraph by a communicetion eommon carrier or 
ea officer, employw. or agent thereoll tuch ditcUwurt. ahall 
mder [the earner] iiicA ptrton liable tor the avil damagu pro­
vided fv in eection TUB. No uuu of ection ehall lie in any coun 
^einat any [communication common urrier] providtr of wirt cr 
tUelronu eemmuniealion terviee iu ofTioera. employeu. or egcnu. 
leadlerd. cuatodian. or other epeciTied pereon for providing infor-
^.i^ lacililiu or MiiiTanrr in ecxordance with the urmi of 
[M order of unificelion under thu wbperegraph] o court order 
er certification under Ihu chapur. 

fbl ll ehall not be unlawful under thia chapUr for an ofTiccr. em­
pleyee. or agent of the Federal Communicationa Commiuion. in 
the normal eouru of hu employment and in diacharge of the moni-
lecing rupoaubililiu eurcieed by the Commueion u< the cnforec-

ment of chapter S of title 57 of the Unitad Sutu Code, to inurcept 
a wire er tieetronu eommunication, or oral communicalion Irana-
milled by radio, oe to diuku or uu the mformauon thereby ob-

(cl It ehall not be unlewful under thi. chepur for e perun acung 
under eoler of law to inUroept e wira [or oral], oral, or electronic 
oommunication. where euch pereon ia a perty to the communice­
tion u one of the partiu to the communicatiee hu given prior 
eoneent to eueh inuraeption. 

tdl It ehall not be unlawful under thia chapur for e peraon not 
actii^ under color of law to intcroept e wira [or oral], orai. or 
electronic oommunicatioa where euch peraon ia a perty to the oom­
munication oe whera one of the pertiu to the communicauon hu 
given prior oonunt to euch interception unleu auch oommunica­
tion ia interoepud for the purpou of eommitting eny criminel or 
tortioua act in violation ef the Coneutulion or law, of the United 
Statu or of any Slau [or for the purpou of pnmmitiing any other 
illiurioua ect]. 

(el Notwiihetanding any other prwiaion of thia title or eection 
70& or 706 of the Coaununiealiocu Act of 1934. it ahall not be un. 
lawful fu an ofTioe. employee, or agent ef the United Suue in the 
iwrmal eouru of hie official duty to oonduct electronic eurveil­
lanu. u defined in eection 101 of the Foreign tnuUigenu Surveil-
lana Act of 1978, u euthoriud by that Act. 

If) Nothing eentained in thia cnapur or chapter Itl. or aeaion 
70S of the Communicationa Act of 1934. ahall be deemed to affect 
the acifuiaition by the Unilad Sutu Govemmenl of fonign inulli­
gence informetion frem inumatienal or foreign oommunication 
[by], er foreign inulligence mtivitut eonducud tn eecordanct 
with oUurwim opplicabli Ftderal law involving a foreign ttictroruc 
eommuniealiom tytUm, uliliting a meana other than electronic 
eurveillanu u defined in eection 101 of the Foraign Inulligence 
Surveillance Act of 1978. and procaduru in thia chapur and the 
Foreign InuUigena Surveillance Act of 1978 ahall be the cicluaive 
mune by which electronic eurveillanu. u defined in eection 101 of 
auch Act, and the inuruptioo of dooeatic wira and oral ummuni-
catione may be oondueud. 

Ig) It thail not tt unlawful under Ihu ehapler tr chapur I t l of 
Ihu tillt for any pereon— 

IU lo inUretpl or aeeem an electronic eommunication made 
through an electroaic eemmuniealion tyetem thai u eonngurtd 
u <Aef aiicA rfectreaic oowmuniwiion ie readily ocoettibli to 
the general pubiu; 

till lo interoepi any radio comntunication which u trammit. 
led— 

(I) by eny tialion for the uu of the general publie, or lhal 
retaUt lo eAipa aircraft, tiehiela, or eertam in dutrwm. 

(Ill by any governmental, law enfortemint. etvtl defenu 
privau ieiuf eio^lr. or public taftly communicationt 
tytum. including police and fire, readily acceuible 10 the 
general public: 

lllll hy a tialion operating on an authorued frequency 
within the bandt allocated 10 the amaUur, cituent band, 
or gemral mobili radio tervieet; or 

to 
itVI by any marim or aeronauUcal eommuniealiom 

liiil lo engage in any conduct wnuh— 
111 u prohibiud by teetion t U of Iht Communicalumt 

Ael of l i i i . or ,oc . , 
lUI u excepted from Ihe appliealion of mction TOSlal of 

tiu Communualiem Act ef im by teclion TOSib) of that 
Act ,. 

Ito; <o inUretpl any wirt or tieeironic communicalion Ihe 
Uanimittion e/ which it earning harmful inurfermce lo any 
kwfully operating nation or coiuumer electronic equipment, to 
Uu aunt nuxmary lo idinlify Ihi tourot ef tuck inurftrence: 
or 

Id f» other veert of the tome frwqumcy lo inUreept ony radio 
eemmuniealion made through a tytum lhal uliliia frtqueneui 
moniurtd by individualt engaged in the provuion or Ihe ute of 
euch eytunu if tuch eommunication u not tcrambled or encrypt­
ed. 

IkJ ll lhall not be unlawful under thii chapter^ 
li) lo uu a pen rrgiiur or a trap and trace device Im them 

lermt art defined for lhe purpotet of chapUr tOf Irtlaling to 
pen rwguurt and trap and trace device!) of Ihii lilliK or 

(III for a providtr of eleetronu communication urvice to 
rtmrd tht fact lhal a wire a ileclronu communicalion unt ini­
tialed or eomplelld m order lo prouct tueh provider, another 
provider fumithing mrvwe toward the eompUuon of the win or 
electronic eommunicalwn. or a umr of lhal terviee. frem fraud­
ulent, unlawful or abuiivi utt of tuch ttrvice. 

iSIa) Eictpt m provided in paragraph Ibl of thu tubuclion a 
ptrton or mlily providing an tleeironu communication eervice 10 
Ihe public tholl not inuntionally divulgt the conunu of any eom­
munication lother lhan om lo tuch pereon or entity, or an agent 
tlureoP whiU in Irammution on that urvice to any perton ar enlily 
other lhan an oddrettit ar inUndid neiptnl of tuch eommuniealion 
V an agent af tuch addrmeee or inunded rteipunl. 

Ibl A perton or enlily providing electronic communication mrvice 
to tiu publu may divulge the eonunu of any tueh eommunieolion— 

li) m olherwue aulhoriitd in mction tSllftMal or tS17 of Ihu 
Ulle; 

lii) with Ihe lawful eonmni of the originator or any addretttt 
er intendid rteipunl of tueh eommunieetien; 

nil) lo a perton employed or authonzed or wham facilitia 
art uted. lo forward tuck eommuniouiion lo iU detlination; or 

liv) which um inodveruntly obtauud by Ihe mrvice provider 
and which appear to pertain to Ihe commiuion of a crime, if 
tuch divulgence u made to a law enforcement agency. 

Uta) Eteept m provided in paragraph (b) of Ihit tubtection or in 
tutiection tS). whoever violalet tubttetion 11) of thu teetion thail be 
fined under thu title or impntoned not mort than five year, or 
buh 

Ibl If Ihe offrnie it a firtt offenu under paragraph ta) of Ihit tub-
tmian and a nol for a tortiom or illegal purpoee or for purpom of 
direct or indirect commercial advantage or pnvate commervial gain, 
and the wirt or electronic communication with rmpecl lo whic/t the 
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offenee under paragraph ial u a radio communication Uiat u not 
ecrambled or encrypteil. then— 

til If liu evmmunieation u not the radio portion of a cellular 
Ulephone tommunication. a public land mobile radio urvice 
communicatiun or a paging urvice communicalion. and them 
conduct u not that dmcribed in tubtection tS), the offender 
thalt bl fimd undir thu tillt or impritonid not mort than one 
yeor. or botli. and 

till if tht eommunication it Iht radio portion of a cellular 
Ulephone communication, a publu land mobile radio urvice 
eommunication or a paging urvice communicalion. Iht offtnder 
thail be fined not mon than SOO 

(cl Conduct olherwue an offenee under thit tubttetion tliat eon. 
titU of or nlatet to the inurception of a mulliu lranimutu}n that 
it nol encrypted or tcrambled and that u tranimittid— 

Id) to a bradcmting tialion for purpomt of niraiumittion lo 
Ihe gemral public: or 

III) m on audio subcarrier inunded for redietribution to fa-
eilitiet open lo tiu public bul not including dato trarumimiom 
or Ulephoru colli, 

u not an offtiut undir ihu tubttetion unleu the conduct u for the 
purpomt of direct or indirect commercial advantage or pnvate fi­
nancial gain. 

tStatil If Ihe eommuntcation u— 
tA)a pnvau mulltu video communication lhat it nol uram-

bled or encrypted and Ihe conduct in violation of thu chapur u 
the privau vuwing of that communication and it not for a tor. 
tiout or illegal purpom or for purpotet of direct or indirect com. 
nurcial advantage or privaU commercial gain: or 

iBl a radio communication that u trammitled on fnquencut 
allocated under tubpart D of part Ti of the rulee of Ihe Federal 
Communicatiom Commiuion that it nol tcrambled or encrypt, 
ed and Ihe conduct in violation of Ihu ehapler u nol for a tor­
tiom or illegal purpou or for purpota of direct or indirect com-
imnial advantage or pnvaU eommenial gain, 

then tfu person who engaga in tuch conduct thalt be subject to suit 
by the Fneral Govemmenl in a court cf compeUnI Jurudiclion. 

Ilil In an action under thit tubttetion— 
lAI if Ihe violatum of lha chapter u a finl offenit for Ihe 

perton under paragraph lal af tubtection U) and such perton 
hm nol been found liable in a civil action under teclion SiiO of 
thu title. Ihe Federal Govemment thail bt tnlilled lo appropri­
au injunctivt nluf: and 

IB) if the violatum of this chapter a a second or subiequent 
offente under paragraph la) of subeection III or such person has 
tuen found liable in any pnor civil action undrr section iSiO. 
the perton shall be subject to a mandatory tSOO eivil fine, 

tbl The court may ute any meant u-ilhin lU authonly to enforce 
an injunction usu^d under paragraph liilAK and slioll impiMr a 
civil fine of nol lat lhan tSOO for each violation of tuch an injunc­
tion. 
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• S I Z . Memfectura, dtetributlen. poauuien, and advertiung ef 
wire or oral comuunireliea lalerveptleg device, prv-

<ll Except u otherwiu apeeirKelly ptuided in Ihia ehapUr, any 
peraon who [willfully] inuntionally— 

U l amda through the meil. u undl or urriera in inurauu 
u foreign commerce, eny electronic, muhenicel. or other 
deviu. knowing or heving reeeon to know that the deeign of 
euch device rendere it primarily uaeful for the purpou of the 
eurrcptitioua interception of wira [or eral] , eral, er eUclronu 
oommunieetione; 

(bl oMaufeeturera. eeumUce, poeeeuu. er ulla any electron­
ic, mechanical, w other device, knowing er heving rceeoo to 
know thet the deeign of euch deviu rendere it primarily uuful 
(or the purpou of the aurreptitioua inumption of wire [ u 
oral], oral, or elecirunic eommunicationa, and that euch deviu 
ae any component thereof hu bun or will br unl through the 
ouil u trenaporud in inUnuu or foreign commeroe: oe 

lel pleeu in any newepepcr. megerine, handbill, u other 
leihlirelion any advertiumenl ef— 

li) tny electronic muhanical, or other deviu knowing 
u heving raeeon to kaow that the dee«n of auch device 
redden it primerily uuful for the purpou of the eurrepti-
tieua inuruptiun of wire [er oral], oral. «• electronic 
ff^f^Tjvntraltons', oe 

(iil eny other elec?-oeic. RMChenieel, sr stt.ir deviu, 
when euch adnrtiument promotu the u u of euch deviu 
tor the purpou of the eumptitioue inumption of wira 
( u Orel], aral ar eleetronu communicationa. 

knowing or heving reaun to knew that auch advertiumenl 
will be aenl through the mail or tranaponad in inurauu u 
wreign oommerce, 

ehall be lined not u o n than tlO.OOO or impriaoned aot mon than 
Cve yeara. or both. 

(2) l l ahall not be unlawful under thia eection for— 
(el [a communicationa eommon earrier] e provider of win 

or electranic communication urvice ar an otTicer, agent, or em. 
ployu of, or e pereon under eontract with, [a communicationa 
eommee carrier] tueh e pravider. in the normal eouru of the 
[communiutioru common carrier'e bueineu] tutiruat af frv-
mding lhal win er electronic eommunication urvice, or 

(bl an ofTicer, agent or employu of, at a pereon under con­
tract witb. the United Suue. a S u u . er a political aubdivuion 
^reof , in the eermal eouru of the eetivitiu of the United 
Sutea, a S u u . or e political aubdiviaion thereof, to und 
thraugh the mail, und or carry in i n u r a u u or foreign com-

manufacture, aaumble. pouua, er u l l eny elearon­
ic. mechanical, or other device knowing or having reaun to 
know that the duign of euch deviu rendere it primarily uuful 
for the purpou of the lurreptiliou. inuruption of wire [or 
oral], oral, or eleetronu oommunicaiioiu. 
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• 2313. Cenriuatiwi of wire [or orai] , eral er eleetranic ceounu-
lUcaUwi Inlerecpting devicu 

Any electronic, mccheniCMl. or other deviu ueed. un l . eareied 

of eeaion i i l l or eection 2S12 ot thu chapur may be uiied end 
forfeiud to the Uniud S u u e All pravuioiTof leJ, releuSTto ri) 
the eeuure eummary and iudicul forfeiture, end condemnation of 
veuela. vehiclce, merchanaue, and baggage for noUuone of t l» 
cuetoma lew, contained in Ulle 19 of t C T l n i u d S u u e Code « , the 
dupuiuoo of euch veeula, vehiclu, merehandiu, w d b a L u , w 
15* " T T ? r ' * ^ wmiuion o r ^ i g i u M 
of weh forfeiture. (41 the compromiu of cleime. end (Si the lwir t 
ofoompenuuon to informcre in raapea of euch forfeiluree ehall 
applyto u u u r u and forfeiluree incurred, or alleged to hait been 
mcurred. under the pravuiona of thi. eection. inMTer u appliuble 
and not inconauUnt with the provuMna of thi. aection: except that 
u ^ duuu u are unpoeed upon the coUeoor of cuetoma i r any 
other perun with reepea to the uiiure and forfeiture of veeuU 
vehiclee, merehendue. end beggege under the proviaiona of the cue-' 
tome law, contained ui tiUe 19 ef the Uniud S u t u Code ahalihe 

S I S I S T L * - ' " f " ' " " " cl-sronic. me. 
rtunieal, or other mtercepting devKu under thu en^ion by weh 
oflicera. egcnu, er other pereon. u may be authoriasl or dciignat-
ad fer that purpou of the Atterney General i—vont 

l l S l i - PrehiMiiea of «ae u evideaec ef inurcepud win [er 
eral J , eral er eterfreair coeuBiuucatjeae 

l i 2 f ^ 2 r ^ , ^ ^ J ^ " 'l^tronie oommunicetion 
h u been mURupud. no pert of the oonunU of auch ummunice-
Uon and no evidence denved therefrom may be reuived in evi-

" ^ J " * " " * - " « h e r proceeding in or before eny 
court, pand jury, depenment, ofTiur. agency, regulatory body lee-
ulauve commitue. or other euthority of the Uniud Suiee e State 
u a political aubdiviaion thereof if the dueluun of that infonna­
tion would be in violation of thia chapur. 

I t S l i . Aulhoriiation for Inumption ef win [or oral] eral er 
elerfreair ceauBunieatioaa 

^ f i " " ™ ? ' 9 " ; « l . Otvuty Attomey General. Auoicau 
Attomey General, [ o r ] any Aaautani Aitomey General, oey 
ecting AautanlAtlemrifCemml er any Deputy Amulont Atlomry 
Gemral tn the Criminal Diuuum apecially ifaeignalad by the Attor­
ney (jcneral. Buy euthoriu an application to a Federal judge of 
T H I F V ^ * '".'J?!*.'"'"? • « » ' J""*** "Uf greni in confonniiy 
with uction ZS18 of thu chapur an order euthoriiing or epproving 
uie murception of win of oral communicationa by the Federal 

? f ' ^ • " " • • ' • • n - or a Federal agencv having neponaibiUty 
for the inveeligetum of the offenu u to which the epplication u 
made, when auch inuruption may provide or h u providad evi-
denu of— 

lal any offenu puniehable b> duth ar by unpruonment for 
more than one y u r under uction. 2274 through 2 r T of utle 
42 of the Uniud S u u e Code (relating to the enforument of 

the Atomic Energy Act of 19S4I, teetion /iU of litU 4.' uf the 
Untied Slairt Code inlating tu mbolate of nuclear fonliliet or 
fueli. ae under the following chapter, of thu litir chaptrr 37 
ireUtmg to ..pionagel, chapur lUS irelaling to uboUiirl. ch4i;> 
Ur US (reluting to trcauni, [or] chepur Hi (relating lo 
rioul, chapter SS inlating to malicutu. matter muchitfl. chap­
ter III Inlaung to dettmclion of vetetU). or ehapltr II Inlul. 
ing tepuocyt 

(bl a violation of eiction IRC or uction SOlici of title 29. 
United Slain Code (dealing wilh rulrirtiona on paymenu and 
loans to labor orgMniiational. or eny offciuc which involvu 
murderc kidnapping, rabbery, er extortion, and which ie pun­
iahable under thi. title; 

(cl any olTenu which ia punuhablr under th* following eeaioru 
of thii title. MCtion 201 (bribery uf public ofTicul. and wilncne,!. 
uction 224 (bridery in .porting conuaui. aubuction (dl. (rl. iti. Igl. 
(hi. or (il of uann 844 (unlewful tue of cipluiveai. uaion 1084 
(tranamuaion of wagering informulionl. uction TSl inlating to 
ttcapn eKtieni 1S03, 1S12. and 1513 (influencing or injuring an of. 
fioer. juror, or wilneu gcnerallyi, uaion ISIU (obstruaion of crimi­
nal inveuigalionii, aeaion 1511 lobeiruction of Suu or locel law 
eofarccmentl. union 17S1 (Pruidential and Pmidential auff ae-
oaMnaliun, kidnapping, and auuatti, uaion 1951 linurference 
with commerce by ihreeu or violencel. eection 1952 (inurauu end 
fonign travel or treniporetion in eid of rackeUcring enUrpriuei. 
uction 19S2A tralaltng to uu of inUreUU commem fecililie. in 
the commiaeion of murder for hirel, eection 1952B Ireleling to vi» 
lent crinM in aid of rackeuering acuvityi. uaion 1954 loffer ac-
ecpuncc. er uliciuiion to influenn operatiom of employu benefit 
pleni. ecawe 1955 (prohibition of biumcu enurpriau of g.mblingi, 
aecuon 659 (theft from inurauu ahipmenti, eection 66* (embeule-
mcnt from penaion and welfara fundil, uction 1343 (fraud by wira, 
radio, or uleviaioni, eection 2252 or 2253 (uxual exploiuiiun of 
chiUrcni. Seaion 2251 and 2252 taexual exploiution of childreni, 
eection [2314] iJli. UU, iJU, and 2315 (inurauu tran<poru. 
tian of atolen prapcnyl, (Ar ueorid eection iJiO Inlating lo traffick­
ing in certain motor vehicla ar motor vehUle parul. uction liOJ 
Inlating to hmiagt taking), teclion lOil Inlating lo fraud and re­
lated aclivity in connection with eeoeu devica'. urlion JUS inlat­
ing to penalty for failun lo appear), eection SSillbtJl Inlating to 
witnem niacation and auiilancti, uction JJ Inlating to destructun 
af ainrafi or ainrafi facilitutl. uaion 1963 violationa with rupea 
to rocketeer influenced end corrupt organuational, urlion US in­
lating lo thnaleiunf ar ntaluiling agaiml a Federal official) Ihe 
eeelion in chapter tS niating te datruclian of an energy facility, 
and tectum Uil Inlating to mail fraud) [or] eeaion 351 (vole-
tion. wilh rupea w ungremionel. Cabinet, or Supreme Coun aa-
aiuinauon. kidnapping, end uuulli. wriion Ul Inlating to prohib­
ited trantaction involving nuclear maurialtl, teetion JJ Inlating lo 
desiructton of motor lehicla or motor vehicle fmilitut), or teetion 
IDfJ Inlating lo urtcking iraimt 

(d) any offtnu involving counurfeiting punieheble under ua ion 
471. 472. or 473 of thu tiUe; 
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(e) any ofTenu involving fraud oonnected with e eau under title 
11 or the menufaaura. imporuiien. receiving, conculmeni. 
buying, ulling, or otherwiu dealing in turootic drug,, marihuana, 
er other dangeroui druga, puniahable under any law of the United 
Suue; 

(0 eny ofTenu including eitortioruu credit traneutiooe under 
eeaiena 892, 893, or 894 of thii title: 

Igl a violation of aeaion &322 of title 31, United S u t u Code 
(dealing with the reporting of currancy Iraneectioiur. [or] 

Ih) any felony violation of tectiom tSll and tSli Inlating to 
inurorplion and ditclotun of certain communieatioru and lo cer­
tain inurcepting deviewsl of Ihu title: 

tl) any violation of uction ISTSieMil Inlating to dettruetton ef a 
natural gm pipelim) or tubmelion li) or in) of the United Stata 
Code, 

0) any rnminal violation of tielian tTTS of litle tt Inlating to 
Ihe Armt Ezporl Conlrol Ael): or 

tkl Ihe location of any fugitive from Jmliee from an offenm de­
eeribed in thu uction: or 

[ (hij i f l any conapiracy to commit any of the foregoing offenue. 
(21 Tne pnncipel proeeeuling ettorney of eny S u u . or the princi­

pal proauuting atumev of any political aubdiviaion thereof, if euch 
ettomey is euthoriaed oy a s u l u u of lhal S u u to make epplica­
tion to a S u u court judge of compeunt juriadiaion for an order 
euthoriiing or approving the inumption of wire [or oral], oral 
or eleetronu communicaUona. may apply to eueh judge for, and 
euch judge mey grant in conformity with aeaion 2518 of this chap­
u r and with the applicable S u u s u t u u an order euihoniing. or 
epproving the inumption of wire [or oral] , oral or electronic 
oommuniceliona by inveetigetive or law enfomment of ofncen 
having raponaibility for the - inveeiigation of the offenu u to 
which the application is made, when euch inumption may pravide 
or h u provided evidcnu ef the eommiasion of the offenu of 
murder. Kidnapping, gambling, robbery, briberv, extortion, or deal­
ing in narcotic druga, marihuane or other oangcrou. drugs, or 
other crime dangerous to life. limb, er property, end punishable by 
impriunmenl for more lhan one yeer. onignatad in any applicable 
Sute eutuu euthoriiing euch inuroeption, or any conapiracy to 
oooimit any of the foregoing offensu. 

IJI Any aitomey for t)u Gotemment im tueh urm u defined for 
Ihe purpota of tht Federal Hula of Criminal Proceduni may au-
Ihorue an appliealion to a Ftderal Judge of eompetent juntdiction 
for, and suen judge may grant, m conformity wilh teclion JSli of 
Ihu title, an order authoruing or approving the interception of rlrr-
Ironic communicalioru by an inualigative or tow enforrrmrnt offi­
cer having mpomtbility for thr iniettigation of the offenu as lo 
whuh the application u rnade. when such interception may provide 
ar hm proi'Mrd evidence of any Federal felony. 

0 2517. Authoriieiion for diKlu.urr end u.r of in(crrrp(«d wire 
[ur oral] , oral or eleclnnir communicaliun 

(11 Any invutigutive or law enfomment ofncrr who. by any 
mean, euthoriied by thu chapur. h u obuincd kno..ledgr of th. 
oonUnU of any wire [or oral], oral or electronic communication. 
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u evMerm derived therefrom mey diulou such eonunu to en­
other invutigative or lew enforcement olTiur to the exUnt thet 
eueh dioclwure ia appropriau to the proper prrformenu of the ofFi-
aal dutiu of the officer nuking or reuiving the duekaura. 

(21 Any inveetigetive or lew enforcement officer who. by eny 
moans authorind by thu chapter, h u obtained knowledge of the 
eonunu of any wira (or oral], oral ar tliclronu oommunicatioa 
u evideau derived therafrom eny u u euch eonunu to the eiUnt 

• appropriau to the proper penormanu of hu onicial 

(31 Any peraon who h u received, by eny meana eutheriud by 
this chepur. any informauoo coMcnung e wira [or oral], oral or 
tltetroaie communiution. or evidenu denved therefrom inurccpt-
ed in eecerdanu with the proviaiona ef thia chapur may diulou 
tlw ooatenu of that cemmunicatien or auch derivelivc evidenu 
while giving teetimeny under Mth or efTirmetion in eny proceeding 
held under the authority of the Unitad S u u e u of eny S u u or 
political eubdiviaion thenof. . . . . 

141 No otherwiu privileged w i n [or oral] , aral or elerlronie 
eommuoicauon inumpted in eceordancc with, u in violation of, 
the ptevieiene of this chepur ehall lou i u privileged characur. 

tSI When an inveetigetive u lew enforcement oiTwer, while en-
g-g-it in intercepting wira u oral eommuniutione in the menncr 
aothoriaed herain. inuroepu wira [or u e l ] . oral or tttetroaU 
eommunicationa raUling to offeneu other than thou specified in 
the ordu dt auihoniaiior. er apprcre!, the contenu thereof, end 
evidenu derived therafrom, mey be diackaed oe uasd u provided 
in subuctionsilland (2i of thia aection. Such conUnU and any evi­
denu derived therafrom may br uaed under subeeaion (31 of thu 
eution when euthoriied or epproved by e judge of compeunt juria­
diaion whera euch judge finds on subeequent eppliution that the 
eonunu wen otherwiu inumptad in eccortiann wilh the provi­
aions of this ehapur. Si:ch application ahall be mode u eoon u 
pncticable. 

12518. Prendun fer iMcrccpliea ef w i n [or era l ] , teal er etec-
trenu cemmuniral ione 

(11 Each appliution for an order authoriiing or approving the 
inumption ol e w i n (or orell. oral or eleetronu communicetion 
undu thia chapwr shall be made in writing upon u l h or afTirme. 
tme to a j u ^ ef eompetent juriadiaion and slull s u u the eppli-
um's euthenty to make euch application. Each appliealion shall 
iadude the following informetion: 

u l the identity of the investigetive or lew enforeement ofTi-
ecr making the applicatioa, and^the ofTinr authoruing the ap­
pliution; 

(bl a full and umpleu auument of the fecu end circum-
s u n c n relied upon by the epplieent, to justify his belief thet 
en order should be iuued. including Iil details u to the per-
liculsr offenu lhat h u bun. is being, or is about to be com. 
milted, (iil empi m prot uled in ivAurlion IIH. a perticuler de­
scription of the neture and location of tJie facilitiu from which 
er the plan where th* communicetion is to be inumpted. liiii 
a particular ilisi lifliiiii of the type of oommunicationa eought 

(bl the neture and location of the eommunicetione fu i l iUu 
m ta which, or the plan where, authority to i n u m p l ia grant­
ed. 

(el e particular daeeription of the type of oommunicetion 
eought to be inumpied. and a auument of the perticuler of­
fenu to which il relelee; 

(dl the identity of the agency euthoriaed to intempi the 
eommuoiutiona. and of the pereon authoriiing the epplication, 

(el the period of time during which ouch inumption ia au-
thoriiad. including e auument u to wh*th*r or not th* inur­
uption shall automaticelly UrminaU when the deeeribed com-
munieation h u been first obuined. 

An order euthoriiing the inumption of a wire [or oral], oral or 
eiectrontc communication under this chapter ahari, upon requul of 
the epplieent, dirca thet e [communication common carrier], pro­
vider of win or electronic eommunication terviee. landlord, ctulodi-
en or other pcraon shall fumish the epplieent forthwith all infor­
nuiion. facilitiu. and technicel auisunc* neceeury to accomplish 
th* inumption unobtrusively and with a minimum of inUrference 
with the urv icu thet such [carrier] urvicr provider, landlord, 
custodun, or perwn ia according the peraon whou communicaliona 
are to b* inumpted. Any [communication eommon carrier] pro. 
vider of wire or electronic eommuniealion urvice. landlord, cuato. 
dian ot other perwn furaiahing auch facilitiu or uchnical assist-
a i m ahall be_compenuied therefor by the applieanl [at the pre-

I pravidiag tuch fa-
etluut or attittanee. 
veiling rain ] for reaeonable exprem uuurred in j 

tSl No order enured under thia aeaion may authoriu er approve 
the interception ef any win (or oral], oral or eleetronu communi­
cation for any period longer than u neceeaary to achieve the objec* 
live of the aulhoriiation. nor in any event longer than thirty days. 
SucA thirtyday period begins on the earlier of the day on which the 
investigative or taw enforcement officer first bef^ins to conduct an 
interception under the order or ten daye afler the order is entered. 
Extenaions of an order may be granted, but only upon application 
for an cstenaion made in accordance with subsection (I) of this sec­
tion end the oourt making the findings required by eubeection i3> of 
this section. The period of estension shall be no longer lhan the au­
thorizing judge deema neceeeery to achieve the purposes for which 
il was granted and in no event for longer lhan thirty days. Every 
order and estension thereof shall contoin a proviaion lhat the eu­
thorixaiion to intercept shall be esocuted as soon as practicable, 
shsll be conducted in such s way as to minimize the intorcepiion of 
communications not otherwiae. subject to interception under this 
chspter, and must terminste upon attoinment of the authorixed ob­
jective, or in any event in thirty days- /n the event the mtrrcrptrd 
communieatioru u in a code or foreign tanguo^te. and an expert m 
that foreign language or code is not reasonably available dunna thr 
iniercrption penod, mintmuatton may be accomplahed at toon at 
practicable after tuch interception. An interrepiion under this chap­
ter may be conducted in whole or in part by Goiterment pereonnel. or 
by an individual operating under a eontract with the Government. 
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to be intercepted, (ivi the identity of the person, if known, com­
mitting the offenee and whoee oammunicauens sre to be inter-
eepied; 

4c> e full and complete stotoment sa to whether or not other 
investigslive proceduree have been tried and failed or why 
they reaaonably appear to be unlikely to succeed if tried or to 
be too dangerous; 

(d) a stotement of the period of time for which the interoep> 
tion is required to be mainlained. If the nature of the inveeii­
gation ia such that the authorization for interception should 
not eutomatically terminate when the described type of com* 
munieation has been first obtained, a particular description of 
Cscto sstoblishing probable cauae to believe lhal additional 
eommunications of the same type will occur thereaftor; 

<e) a full and complete stotement of the facto concerning all 
previous spplicatioru known to lhe individual authorizing and 
making the application, made to any judge for euthorixaiion to 
intercept, er fer approval of interosptions of, wire [or oral] , 
oral, or electronic communications involving any of the same 
persona, facilitiee or placsss opecified in the application; and 

if) where the application is fer the extension ef an order, a 
•totcmeni eetting terth the reeulu thus far obtained from the 
interception, or a reaaonable asplanation ef the failura to 
obtoin such resulto. 

(2) The judge may require the applicant to fumish additional tes­
timony or documentory evidence in eupport of the application 

(3) Upon euch epplication the judge mey enter an ex parte order, 
aa requested or ss modified, authorixing or approving mierception 
of wire [or oral], aral. or electronic communicatioos within the 
territorial iurtediction of the court in which the judge is sitting 
(and oulsiae that jurisdiction but within the United Statee in the 
case of a mobile interceptutn device authorised by a Federal court 
Ufithin such jurisdictioni if the judge detorminee oo the basis of the 
Cscto eubmitied by the applicant that— 

(e) thera ie probable cauae for belief that an individual is 
eommitting. hse oommitled. or is shout to commit a particular 
offenee enumerated in ssetion 2516 of this chspter. 

(b> thera ie probable ceuae for brief lhat particular communi­
cations conosming that offenee will be obtained through auch 
interoeption; 

(c) normal investigative procedures have been tried and have 
(ailed er reasonably appear to be unlikely to lucceed if tried or 
to be loo dangeroua; 

(d) czcepr at provided in subsection (JlJ, there is probable 
CBuee for belief thai the fecilitiee from which, or the place 
where the wira [or oral], oraL or electronic communicalioru 
are to be intorcepted are being uaed. or are about to be uaed. in 
connecuon with the oommusion of luch offense, or sre leased 
to, listed in the name of. or commonly ueed by such person 

(4) Csch order suthorizing or spproving the interception of eny 
srire [or orsi] . oral, or electronic communicslion under this chsp­
ter shall specify— 

(s) the ide 
liens are to bs intereei 

Lhe person 
pied; 

acting under Ihe supervision of an investigative or law enforcement 
officrr authorued to conduct tne interception. 

(6» Whenever an order euthoriiing interception is entered pureu­
anl to this chaptor. ths order mav require reporu to be made to 
the judge who issued the order snowing whal progress has been 
made toward achievement of the authorued obiective and the need 
fer continued intorcepiion- Such reporu shall oe made at such u -
torvals ss the judge may requira. 

(7) Notwithstanding any other provision of this chapter, any in-
veetigslive or Isw enforoemenl ofiicer, specially designated by the 
Altorrtey General, the Deputy Aitomey General, the Aeeocute At­
tomey General, or by the principal praeecuting attomey of any 
Stote or subdivision ihereof acting pureuanl of that Stote, who rea­
sonably determiiMS tha t -

to) an emcrgertcy situslion exisU thst involvee— 
li) immediate danger of death or eenous physical iAjury 

to any person. 
(iil conspiratorial activitiee threatening the natioaaJ se­

curity interest, or 
(iii) conspiratorial activities characteristic of organiiad 

crime, 
that tvouireo a wire [or oral], oral, or electronic communica­
tion to oe interceptoo before an order authorixing such inter­
ception can. with due diligence, be obtained, and 

(b) thera are grounda upon which sn order could be entered 
under thie chapter to authorixe such interception, 

may intercept such wire [or oral], oral, or electronic communica­
tion if an application for an order approving the mteroepiion is 
made in accordance with this ssetion within forty-eight houre a/tor 
the interception has occurrad, or begins to occur. In the absence of 
an erder. euch intoroeption shall iinmedistelv torminsto when the 
communication eought is obtainsd or when the application for the 
order io denied, whichever is earlier, lo the event such spplicstion 
for approval is denied, or in any olher caae whera the intorception 
is termtneled without an order having been iasued, the contenu of 
any erire [or oral], oral, or electronic communicalion intercepted 
shall be treated as having been obtained in violation of this chap­
ter, and an inventory shall be eerved as provided for in subsection 
(d) of this ssetion on the person named in the application. 

(Bka) The contonU of any wire [or oral], oral, or electronic oom­
munication tnteroeptod by any means authorixed by this chapter 
shall, if poaaible. be recorded on tope or wire or other comparable 
device The recording of the contente of sny wire [or oral]. oraL 
ar electronic communication under this subsection shall be done in 
such s way as will protect the recording from editing or other al-
toraliocu Immediatoly upon the expirstion of the period of ihe 
order, or extensions thereof, such recordings shsll be made avail­
able to the judge imuing such order snd sesled under this direc­
tions. Custody of the recordings shall be wherever the ludge ordere 
They shall not be dmtroyed except upon an order of the usuing or 
denying judge and in any event shsll be kept for ten yesrs Dupli­
cate recordings may be made for uae or disclosure punuant to the 
proviaions of subsections (1) snd (2) of section 2617 of thu chspter 
lor investigsliOQS- The preeenoe of the ssal provided for by thu sub-
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aartimi. er a sstisfactenr espianatwn for • » 5 « « „ * J ^ 
be a prerequisite for the uee or dieclueure of the * ^ ^ * f ^ ^ 

lor oral], « / . or eiwtrwtic eommunicatwn or evidence oe-
enre ^w. _ , 
rived therefrom under subeection (3» ef an. 

r i^t^So^^usuT^ ordera .ranted umler this c h ^ 
Jell beimSd by the judge Custody of the appl«.irtns and ordere 
SSi £ the^jOe directo. ^ ^ ^ H ^ i ^ ^ J ^ ^ 
M I be disctesd only upon a ahowing ef good cause befora a judge 

Z J S r S t S i i i H ^ o e dsoying judge, w d in any mmnt shall be 

S i y ' ^ i i S S a of lhe pnmsiens ef this s ^ ^ 
« i e d ss contempt ef the issuing er denying judge 

4dl Within e reaaonable lime but not later lhan ninHy days afler 
tbs filing ef an applicaiioa fer an order of approval under sortwn 
2S18(7Xb) which w denied or the lerminaUon of the period ef an 
order er •siensions thereof, the issuutf or denying judge shall 
cwMS to be served, eo the pereons named in the order or the appli­
catioa, aad such other parties to intotcepced eommunications aa 
the j u t e may determine in hie diacration lhat • m the ulersat of 
j M i t r r r - inventory which shall include notice of— 

(I) the fact of the entry of the order er the •PPl'catmn; 
Itl the dato of the entry and the permd of euthoriied, ap* 

proved or dMappcoved iatcroeplien. er the deaml of the appli-

tai the fact that duriag the period wire (or oral], ofvl or 
e^ertrmiic communications wera er wera not intercepted-

l h e judge, open the filing of a motion, may m h a ducretion make 
available to such person or his counsel for inepection *^*52_f^'^'^ 
ef the intorceptedcommunicationa, applications and ordere as the 
judge determinee to be in the interest of juetice- On an ex perte 
K w i n g of good cauae to e judge ef oompetenl jurimlietmn the serv* 
ing of UM inventory required by this suboection may be postponed. 

(9) The contenu of any wire (or oral] . oral, or electronic commu* 
oieatiaii intercepted pursuant to thia chapter er evidence derived 
thereffom shall not be f«ceiv«| in evidenee or othei^ias ductosed 
in any trial, hearing, or ether proceeding in a Federal or Stote 
court unices each party, not lees then iaa days before the tnal. 
hearing, er proceeding, has been furnished with a copy of the court 
erder. and accompanying application, under which the mtorceptmn 
was authorued er approveJ This ton-day period may be weived by 
the judge if he fmda lhal U waa not poeaible to fumish the party 
with the above infermatioo ten days before the trial, bearing, or 
proceeding and that the party wiU net be prejudiced by the deUy 
u receiving such information. 

(lOla) Any aggrieved penon in any trial, hearing, er proceeding 
in or before any court, department. ofTiccr. agency, regulatory 
body, or other euthority ef the Unitod Stotee. a Suto, or a political 
aubdiviaion thereof, may move to eupprces the conunte of sny wire 
er oral communication intercepted pureuanl to thia chaptor. or evi-
^nce derived therafrom. en the grounds that— 

(i) the communication waa unlawfully intorcepted. 
(ii) the order of euthorixaiion or approval under which it was 

intercepted is iaaufTicient oo iU face; er 
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fill' Ihe Judge finds that tuch purpose has been adequate-
h thown 

ita An tnteneption of a eammuniralton under an order with re­
epect lo M-hich thr requiremenu of eubsrrtions (ItbSii* and iJtJt vf 
Ihis seciien da not ojtplr br reason of eubsection (III ehall nut bentn 
mntd the facilities from which, or the place u^ere. the rommunu^a 
bos u to inlercepied is ascertained by the pereon implementing 
the interception order. A proL-ider of wire ar electronic eommuniea­
ltons service that has nceived an order as prot-uted for tn subeection 
(Jlibt may moi« the court lo modify or quash the order on the 
ground that its assutance with respett tu the interception cannot be 
performed tn a timely or reasonable fashion. The court, upon notice 
to the government, thail decide tueh a motion espeditiously 

1X519. Kcporu concerning intercepted wire [or oral] , eraC er 
electronic rommunkations 

II) Within thirty days aAer the expiration ef an order (or each 
extension lhereuf> entered under section 251H. or Lhe denial of sn 
erder spproving an interception, the issuing or denying judge shall 
report to the Administrative OfTice of the United Stotes CourU— 

tel the fact that an order or extension was applied for; 
tb) the kind ef order or extenaion applied for {including 

whether or not the order was an order with respect tu which the 
requiremenu of sections iSJAUbMtiJ and iSshJMdi of this title 
did Kut oppty 6v reoson of section tSllUH/of tiliei. 

tc) the fact that the order or catetuuen wee granted as ap* 
plied for. was modifisd. or wsa denied, 

(dl the period of intercepiioiu authorixed by the erder. and 
the number and duration ^ any cxtenaiocu of the order; 

(c) the offense speciTied in the order er application, or exten­
aion or an order; 

(0 the identity of the applying investigative or lew enforce­
ment ofTicer and agency making the appliealion and the 
person suthorizing the spplication; and 

(g) the natura of the facilitiee from which er the place whera 
communicalioru erera to be intorcepted. 

I2i In January of each year the Attomey General, an Aasistont 
Attomey General specially dceignated by the Attorney General, or 
the principal praeecuting attomey of a Stoto. or the principal pros­
ecuting siwmey for any political subdivision of a Stoto. shall 
report to the Administrative OfTice of the Unitod Stoise CourU— 

(el the information required by paragrapha (a) through (gl of 
subsection (1) of thu eection erith respect to each application 
for an erder er estenaion made during the preceding calendar 
year. 

(b) a general deecrtption of the intoroepttoru made under 
such order or estonsion. including (il the epproximste nsture 
snd frequency of incrimineting communications intercepted, 
(ii) the epproximste nature and frequency of other communica­
tions intercepted, (iii) the approximate number of persoru 
whoee communicationa were intercepted, end (iv) the epproii-
mete nature, emount, and cost of the manpower and eincr re­
sources used in the interceptions; 
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<iii> the inierception was oot made in conformity with the 
order of euthorixaiion or approval. 

Such owtion ehall be made brfore the trial, hearing, or proceeding 
unUos there wea no opportunity to make such motion or the person 
wee not awara of the grounds of the motion- If the motion is grant­
ed, the contenu ef the intercepted wire er eral communication, or 
evidenee derived therafrom. viall be treated as having been oh> 
tained in vielatien ef this chapter. The judge, upon the Tiling of 
such motion by the aggrieved pereon. may in his discretion make 
evailable to the aggrieved pereon or his eounsci for irupection such 
portiona of the intercepted oommunication er evidence derived 
Iherefrom ea the judge eeterminee to be in the intoreeu of justice 

(b> In addition to any ether right to appeal, the United Stotee 
•hall have the right to appeal from an order granting a motion to 
suppress made under paragraph (a) of thia subectaon. or the denial 
of an appliealion for an erder of apprmral, if the United Stotoe st̂  
torney snail certify to the judfe er ether ofTicial granting such 
motion or denying such application that the appeal is not taken for 
purpoeee ef detoy. Such appeal ehall be token within thirty days 
oAar the dato tha erder waa eatered ond shall be diligently prQer 
•culed. 

Ic) The remsrfim aad tanetioms described in this chapter with re­
spect to Ihe intereeptian af eiaetronie eommuiucatioiu are the only 
Jmdiciat rvmediee and sanctions for nonconstituttanai vtotatioeu of 
this chapter invoiving such eommunications. 

Uli Tne raquiremenu of subasctions (iMbKitl and (SMdt of ths sec­
tion relating to the tpectflcatton of Ihe facilities from which, or the 
piaee where, ike oommunioaiiom is la be intercepted do not apply 
if— 

(a) ut <JW eoer of an appltcution with ratpecl to the intereep-
tion af an oral eommunication-

(ti the application ubya Federal investigative or taw en-
foeeemeni officer and is approved by the Attomey General, 
Ihe Deputy Attomey General the Associate Attomey Gener-
at en Assistant Attorney Gerierai. or an acting Assistant 
Attorney Generot; 

(ii) ute application cootoiiu a fiill and complete state­
ment as to tohy such spsctfieatian u not practical and iden­
tifies Ihe person commtumg Uie offense and whoee commu-
ateations arw lo be intercepted: ana 

(iii) Ihe Judge finds tkat such specification is aof praeti-
eaJi and 

fb) Ul f Ae case of an application wUh respect to a wtre or eiec­
trontc communication— 

(i) Ihe application is by a Federal investigative or law en­
forcement officer and u approved by the Attorney GeneraL 
the Deputy Attomey General, the Associote Attoriiey Gener-
ai, an Assistant Attorney General, or an acting Auistant 
Attomey General; 

(Uf the appiieation identifies the person believed to be 
eommitting the offense and whose communications are to 
be intercepted and the applicant makes a thawing of a pur­
poae. on the part of Dial person, to thwart murception by 
changing faciUties; and 
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(cl the number ef arresu resulting from interceptions made 
under auch order or extension, and the ofTensee for which ar-
reete wera mode; 

(d) the number of trials resulting from such tntoroeptions: 
(e) the number ef molioiu to supprsm made with respect to 

such interceptions, snd the number granted or denied: 
If) the number of convictioiu resulting from such interce(^ 

tioiu and the ofTcneee for which the convictMTU wera obtoined 
and a general ossemment of the importance of the intercep­
tions; and 

ig) the information required by paragraphs ib> through lO of 
this subsection wilh respect to ordere er extensioru obtained in 
apraoading calendar year. 

(3) In Apnl of each year the Director of the Administrstive 
OfTioe of the United Stotee CourU shall transmit to the Congress s 
full and oomplete repon conceming the number of epplicstions for 
ordere authorizing or approving the interception of wire [or oral], 
ami. or electronic communicalioru pureuanl to this chapter and the 
number of ordere and exteruioru granted or denied pureusnt to 
this chapter during the precediiig celender year. Such repon shall 
include a eummary and analjrsis of the dsto required to be Tiled 
with the Administrative OTTice by subsections iD snd (2) of this sec­
tion. The Director of the Administraiive Office of the United Stotes 
CourU is authorixed to issue binding regulatieiu dealing with the 
oonient and form of the reporu required to be filed by subsections 
(1) and (2) ef thia asction. 

IXS2S. Recevery ef civil doomges oulberised 
[Any pereon whose wire or oral communicetion is intercepted, 

discloesd, or used in vietotien of this chapter shsll (D hsve a civil 
cause of oction against any person who intercepu. discloses, or 
uses, er procures any other person to intercept, disclose, or use 
such oommiinicotiena. and (2) ee entitled to recover from any such 

[(al actual damagee but oot less than liouidated damages 
oomputed at the rate of SlOO a day for each day of violation or 
11.000. whichever is higher; 

[lb) punitive damages; and 
[ lO a reasonsble sitomey'e fee and other litigation cosu 

reaaonably incurred 
A good faith reliance on a coun order or Icgulative authorization 
shsll constituto a complete defense to any civil or criminal anion 
brought under this chapter or under any other law.^ 

lal IN GLNgOAL.-Except as proi ided in teetion J^UiJiatiii, onv 
pereon whose wire. oral, or electrunic communicatton u intercrptea. 
disclosed, or intentionally used in i iolaiion of this chapter mo> in a 
civil action rrcoier from the perton or entity u hich engaged tn that 
violation tuch relief as may be appropriate. 

(b' RxuKF.—ln an action under this section, appropriate relief in­
cludee— 

(li such preliminary and other equitable or declaratory relief 
as may be appropriate. 

tii damages under subsection rr' and punttne damages m ap-
proprtau eases, and 
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Iil a reamnable aitomey t fm and other liligatian oools ree-
tonabiy incurred 

UJ CounnnnoM or Dnuictx—il) In an mtion andtr thu srr-
tise, if Uu conduct is ui Moteliun af Ihu chapur it the private 
vuwing ef a privau mtei " 
ecrambled ar encrypted or i 

ef a privau eaulliu video communication thai u eat 
' or if the eommuniealion it a radio eommu-

nieatian that it trontmitlid on freqmncia allocated ander eubpart 
Dtfpan ti of the rulm of tht Fidirat tiimmunieatiam Commu­
nion lhat it not tcrambled ar encrypted and thi conduct u not far a 
unum er illegal purpom ar far purpoea of direct or indirect eam-
mureial advanlagi or privaU eemmerdal gain, then the oourt thail 
aastat damages as follows' 

tAi i f the pereon who engaged in that conduct has not previ­
ously been enfoined under section tSJItS) and has not been 
/bund liable in a prior ciutt action under thu section, the court 
shall assess the greater of the sum of actual damages suffered 
by Ihe plaintiff, or statutory damages of nat laa than SSO and 
aot nwrw than SSOO. 

(Bi If an one prior oceasioA, Ihe person who engagsd in that 
cmfuc/ Aos been enjoined under section tSlKS) or has been 
found liabie tm a civil action under thu section, the court siiall 
assess Ihe greater of Die sum of actual damages suffered by the 
plaiatiff. v statutory damages af nol less than SlOO and mot 
mote than tl.OOO 

W In any ather action under this ssetion, Ike court mtay assess os 
dtmngfi whichever is the greater of— 

(Af the sum of the actuai damagee s u f f t ^ f« lA- plaintiff 
and any profiU made by the violator as e rasuu of the viola-
tion; or 

(Bf statutory damages of whichever is the greater of SlOO a 
day for each aay of violation or SlO.000. 

4d) Dv£MSS —A good faith reliance on— 
(I) a court warrant or order, a grand Jury subpoena, a tegula-

live authorisation, or a statutory authorisation; 
(if a re^usst of an investigative or taw enforeement officer 

mnder section tSIStTt of this title: or 
(Sf a good faith determination Dial ssetion UIKS) af Ihis title 

permitted f Ar conduct complained of: 
is a campteu defense against any civil or criminal action brought 
ander thu chapter or any other law. 

tef LiuiTATtOfi.-A civil action under this section may not be com­
menced later titan two years after the daU upon which the claimant 
first kas a reasonable opportunity lo discover tlte ifiolalioa. 

gU2t i^iunetisn against lUepal Iatereeptioa 
Whenever it ehall appear that any pereon u engaged or u about to 

engage tn any act which constitutes or will constitute a felony viola­
tioa of thu chapter, the Attomey General may initiaU a cioit action 
in a autrict court of the United States to enjoin tuch vioiation. The 
court ehall proceed as soon a practicable to the hearing and deUr­
mination of auch an action, and may. at any time before final deter­
mination, enter sucA o restraining order or prohibition, or lahe tuch 
etJter actton. at u tuarranted to prevent a continuing and substan­
tial injury to tfie United States or to any person or clam of pereons 
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r protection the action is brought. A proceeding under this 
ssetion is govemed by the Federal Rules of Civil Procedure, except 
that, tf an indictment has been retumed against the respondent, 
discovery ts govemed by the fedeml Rulet of Cnminal Procedure. 

CHAPTER Itt—STORED WIRE AND ELECTROSIC 
COMMVMCATIOMS AND TRANSACTIONAL RECORDS ACCESS 

tnt.lM^mim _ 
tUK ftwh—>vV w i r o U 
t n S Rmtmfv^mU far earn 
trot Bmrkme fmmmlism. 
rrm OHmyad MM* 
IfOt Cmt ffmbmfumtmt 
fTOT t^mlmttom 
tfOS Ktrlmtmity a 
tTOS ComM 
17/0 

iX79L Valamfmt ateeas la siarad rammMmteatisnt 
JMjOmit$£.—Except as prwided in subsection (ef of this section 

It) inlentianally orreMes without authorisation a facility 
Ikraugh which an electronic communication service u provided, 
ar 

(t) intentionatty exceeds an autltoritation to aoooi tliat facil-

l*3Ln ereby obtains, alure. or prevenU authorised accese tc a wire 
or electronic eommunication while it is in electronic ttorage m such 
system shall be punuhed as provided tn subsection (bf of this sec­
tion. 

(h) Puuauutfer.^The punuhment for an offense under tubsec-
tton (a) of thu section u— 

(I) tf tiu offense u committed for purposes of commercial ad-
oantage, maliciotu deetruction or damage, or private commer­
cial gatn-

(Af a fine of not more than SiSO.OtX) or impriaonment for 
not more Dian one year, or botfi. m tiu ease of a first of­
fense under thu subparagrapfi; and 

(Bf a fine under this title or imprisonment for not more 
tlian two years, ar both, for any tubsequent offense under 
thu subparagraph; and 

(tf a fine af not more lhan SS.OOO or impnsonmeni for not 
more tlian sis months, or both, in any other case, 

(c) EMCEfTtOMS-—Subsection (a) af thu section does not apply with 
impact to conduct authonsed— 

(If by the pereon or entity providing a wire or electronic com­
munications service: 

(if by a user of Dial eervice with respect to a communication 
af or inunded for i Aa/ user; or 

(Sf in section i70J. i70i or tSlS of this title. 

i Z79t Disclosure of contents 
(a) PaoMtmrrtONS-—Except as provided in subsection (bf— 
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(If a peraon or entity providing an electronic eommuniealion 
aervice lo tiu pubiic shall not hnounngly divulge to any person 
ar entity the conunu of a eammunteaiian lohtle in eleetronic 
storage by that service, and 
(If a person or entity providing remoU computing service lo the 

public shall not knowingly divulge to any person or entity the 
eemlenu of any eommuntcattan which u eeiened sr maintained 

(A) an behalf af. and received by mearu of electronic 
transmission from (or created by means of computer pror-
essing of communieatioru received by means of eleetronu 
transmission fromK a subscriber ar customer of such mrv­
ice; and 

(Bf solely for the purpose of providing storage or compuUr 
processing mrvicee to tuch tubtenber ar customer, ^ the 
provider u nol authorised lo acceu the content* of any 
such communuatioiu for purposes of providing any servicee 
other than ttorage or compuur processing, 

(bf ExCEmoN%.—A person or entity may divulge Ihe eanUnU af a 
oommunication— 

(If to an addressee or inunded recipient of tuch communica­
tion or an agent of tuch addressee or inUnded recipient; 

lif as otherwise authorued in section fSI6, XSlKUa). or S70S 
af thu title; 

iSf with the lawful consent of the originator or an addressee 
er intended recipient of tuch communiMion, or tlte subscriber 
in the case of remote computing service; 

(41 to a person employed or authoriad or whose focilitim are 
used lo forward sucn communication lo iU destination, 

iSf as may be necessarily incident to the rendition of tiu ser%h 
ice or to the protection of the nghu or property of Du pravider 
of tiiat service: or 

(S) to a law enforcement agency, if such eontenU— 
(Af were inadvertently obtauied by liu service provider: 

and 
(Bf appear to pertain lo Ihe eammimion of a criaw. 

0t7»t Me^aireaunts far §9vefnaunlst aettss 
(af Cowrrvn of EISCTMONIC COUMVMICATIOMS IJV Etscrawic 

Stx>MAtt£.—A govemmental entity may require the disclosure by a 
provider of electronic communicatton service of the conUnU af an 
electronic communication, that u in eleetronu storage in an elec­
tronic communications system for one hundred and eighty days or 
less, only pureuanl to a warrant imued under tfie Federal Rula of 
Cnminal Procedure or equivalent State warrant, A goi^mmental 
entity may require tfie disclosure by a provider of electronic eommu­
niealtons services of the contenu of an electronic communication 
that has been in electronic storage m an electronic communieatioru 
eystem for more than one hundred and eighty daye by tfie means 
available under eubeection (bf of thU teclion 

(bf CoffT£nn or EUCTMO.VIC COUUVNICATIONS IH A R£UOTS 
Conmisc S£Kvicc —^If A governmental entity may raquire a pro­
vider of remote computing terviee to disclose the eonUnU of any 
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electranic communication to which this paragraph is made applica­
ble by paragraph lif of ihu subsection-

(Af Without reauired notice to the tubscnber or customer, if 
the govemmental entity obtains a warrant issued under the 
Federal Rulm of Cnminal Procedure or equivalent $taU war­
rant; or 

(Bf with prior notice from the govemmental entity to tiie sub­
scriber or customer if the govemmental entity— 

(if uses an administrative subpoena autfiorued by a Fed­
eral or StaU etatuU or a Federal or StaU grand jury tulh 
poena: or 

(lif obtains a court order for tuch disclosure under lubeee-
lion (dtof this section; 

excrpt that delayed notice may be givm pursuant to ssetion 
t70Softhis titU 

(tl ^ n g m p h (If if applicable with respect to any electranic com­
munication tnat u held or maintained on /Ao/ service— 

(Af on behalf of. and received by meant of electronic trans­
mimion from (or crwated by meant of compuUr processing of 
communications received by means of electronic transmission 
from), a subscriber or customer of euch remote computing sen--
ice; and 

(Bf solely for the purpose of providing ttorage or computer 
processing servica to euch subscnber or customer, if the proiid 
er if not authorixed to occest (Ae eonUnu of any tuch communi­
cations for purposes of providing any services otfur tfian storage 
or compuur processing, 

(cf RMCOMDS CONCCBNINC ELECnOHIC COMttVSICATIOS Stitvict 
oa Raton CounTtHC StttviCK.—iUAf Except as pnn ided m tub-
paragraph (Bf. a provider of electronic communication ten-iee or 
remoU eomputing service may disclose a record or other informalion 
pertaining to a eubecnber to or customer of tuch service (not includ-
ing Du conUnU of communieatioiu covered by tubsection (a> or ihf 
of ihis secttonf lo any person tnher than a govemmental entity. 

(Bf A provuier or electronic communication service or remou com­
puting service thalt ducloee a record or other inforynatton pertain­
ing lo a subscriber to or customer of such service (not inctudine the 
eonUnU of communications covered by subsection (af or (ht of this 
ssctionf io a govemmental entity only when the govemmental 
entity— 

(if uea an administrative subpoenal authorieed by a Federal 
or Stau ttatuU. or a Federal or StaU gmnd Jurv tubpoena: 

(iif obtains a warrant issued under the Federal Rula of 
Criminal Procedure or equivalent Stau warrant; 

(itO obtains a court order for such disclosure under tubsection 
(df of thu section: or 

(iv* luu the consent of Du subecriber or customer to tuch da 
cloture. 

(tf A govemmental entity receiving records or information under 
thu suieeiton u not required to provide notice to a tubscnber or 
customer 

(df RxQvistutNTS roe COVMT OSDCS.—A court onier for disclo­
sure under tubsection tb' or (ct of this teetion thail issue only if the 
govemmental entity shows that tfure u reason to beluve the con 
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Unu of a uirw or titetronic eemmuniealion, or the reeordt or other 
information eought, art relevant lo a legilimau law enfarcteuni in­
quiry. In the COM of a Slau. govemmuntal aulhority. tueh s eourt 
uder sAa// not utm if prohibiud by tht law uf tuch Slau. A court 
ittuing an ordtr punuant lo Ihil ttdiaa, an a eution modi prompt, 
lyby tht urvut providtr. may quath tr nudify tueh order, if the 
la/iewMllMMi or records itneutid ere anutualty veluminiout in 
nature u ceetpfiaau with tueh erder oiKtrwiet would muu an 
andm butdin an tueh prouidir. 

U) No Ciutt or AenoH ABAIMXT A Peovioee DtecuuiHO birtm-
unnON VnotM Tkit CuAmtL—So eaiut of aetwn thail tu in any 
eourt egaintt any provider af win ar electronic communication ttrv 
ue. iu offieen, tmplenea. ogtnli. tr other tpecified pertone for pro­
viding information, faeitiliet, or auulanee in accordance unth the 
lermt of a eaurt order, warrant, luipaena. tr terlifieatiaa under 

I XTU- Betkep preemeOta 
to) Biaiur ftcxuKtnoM.—f/; A goutmmtnlal tniity acting 

under teclion ifUlbti) may include in tu tubpoena ar court order a 
teeuinmeni that Ihe ttrvice provider lo wham the reqiutt it dirtet-
ed ereaU a backup eopy af the contenu of Ihe electronic eommuniea-
tiemt toughl in order la prettrvt thou communieaiiont Without no­
tifying tAe tubicribtr er euttomir ef tueh eubpoena ar eourt erder, 
euch ttrvtet providtr thail ertaU tuch backup copy ae loan at prac-
Heebie eentituni with iU regular butiiutt practicee and thail eon-
firm lo thr govemminlat entity lhat tuch backup oopy hat bttn 
mudt Such backup eopy thalt ee created within two hiiiien dayt 
efur netipt by tht urvice pravider ef the tubaaena er eeun order-

It) Hotice lo the tubecriber or cuttomer ehall be made by the gov-
emmtnlal tniity within thret dayt afUr reotipt of tuch eonfirma-
ttun. unleu tuck notice is delayed pureuanl lo sectioa STOUai. 

IS) Tht ttrviot pravidir thail nol dteirey tueh backup topy until 
11^ later of— 

IA) the delivery of the infarmation: ar 
IBI the retalutun of any proettdingt lineluding apptalt af 

any pmeeedingl teneeming Ine govemmenl't tukpotiu or eoun 
ordtr. 

Ul The ttrviot providtr thail nieoet tuch backup copy lo the n-
^umling govemmental entity mo tooner lhan fourteen dayt afUr Ihe 
governmental entity't natiet la the tubtenbtr er euttomir if tueh 
auviet protnder— 

lAI hat not reetivtd notice fram the eubecriier er cuttomer 
lhat Ihe tubtcribtr or cmlomer hat thalUnged Ihi govtmeun-
tal tntily'. requetU and 

(B) hot not iniliaud praeeedingt la challenge the requetl ef 
Ihe governmental entity. 

131 A govemmentol entity muy euk lo requin the creation af a 
backup copy under tubuclun loll) of thu mction if in iu toll du 
erelion tuch tntily deurminet that thin is reason to beluve thai 
notification under uction VOS of thu title af the esuunce of the 
eubpoena er court order may ruult in dettniction of or tampering 
with evidence. Thu dturminalion is not tub/eel lo challenge by the 
eukteriker er emtomir ar urviet providtr. 

tb) CtOTOutl CiiALLfrett.—<ll Within fourteen dayt after nolict 
by the govemmental entity lo the eubteriber or cmlomer under tub­
ttetion taixi of thit teclion, tuch uibtcnber or emiomer may file a 
molion lo quaih tmh tubpoena or vacaU tuch eoun order, with 
eoput ttrved upon Ihe governmental entity and wilh wntun notice 
of tueh ehatlengi lo Ihe ttrvice provider. A molion lo vacaU a eoun 
order thalt be filed in Ihe eourt whuh ietuid tmh order A motion 
lo quaeh a saipune ehall bt filtd in Ihe appropriau United Slaut 
dittrici eourt or StaU eoun. Smh eielian ar appliealion thail con­
tain an affidavit or twom tialmunl— 

(A) staling lAa( lAe applieanl is e customer or tubeenbtr lo 
Iht urvut fram which Ihi eontenU of eleetronu eommuniea-
liant mainlained for him have been taught; and 

IB) Hating the applicanft rtaiont for btluving lhal Iht 
reeordt toughl an not nIevanI to a ligilimau law infarcemeni 
inquiry or that then hm not been tubtlanlial eomplvince unth 
the prouuiom efthu ehapur in tome other ntpecL 

(t) Service thail be made under Ihit section upon o govemmental 
enlily by delimring er mailing by ngitured ar certified mail a eopy 
of Ihe papert lo tht ptnon, affiee. or department tfeeifud m Iht 
natiei erhuh Ihe cutianur hm reotivtd punuant la thu chapur. for 
Ihi jiiir;«aie af thu teetion, the term "delivery- hm Ihe meaning 
given lhal lerm in Ihe Federal Rulet of Civil Proetdun 

IS) If the court findl that thi cmlomer hm complied with para-
graphl ll) end It) af thu tubttetion. the eourt thail erder Uu gov­
ernmental enlily la file a twom ntponit, which may be filed in 
oanura if liu govtmmenlal enlily includee in ils rupoau the rta-
seas leAicA make in camera review aapropriati. tf the eoun is 
unable lo determine the eution ar application on the basis of Ihi 
parum' initial allegaliom and retponii, thi court may eondmt tmh 
addUienal proeeedingt m it deemi appropriau. All tmh proceed­
ing thail bt eomnliud and thi molion or appliealion decided m 

' m practicable afler the filing af thi gommminial entity t rr-

U) tf Ihi eoun findl lhal tht applicant u not the tubtenber or 
emtomir for whom Ihe eommuniealiom toughl by Ihi govemmental 
enUlly an mainlained er lhat then it a rtaion lo btiuve lhat the 
law tnforetimni inquiry it UgttimaU and lhal the eommuniealiom 
eought an nIevanI lo lhat inquiry, it thail deny Ihe malum or ap-
ptieation and order tmh proceu tnfortid If tht caurt findl lhal the 
applicant it liu tubtcnbir or cuttomer for whom Ihi eommuniea­
liom eought by the govemmental entity an maintained, and lhat 
then unota naton lo believe that the eommuniealiom eought an 
nIevanI la a ItgitimaU law enforcermnt inquiry, or that tlun hm 
not been tubtlanlial compliance with the provisions sf lAi< chapur. 
il thail ordtr the process qumhid. 

(S) A court order dinytng a molion er application under ihu uc­
tion thail not bt deemed a final order and no interlocutory appeal 
may be taken Iherefrom by the emiomer 

intS. tMagtd nedel 

la) Dtijir or NoTineiTtm—(ll A govemmental entity mling 
-J tJOSIbiofthu title i 
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tAI when a eaurt order u taught, imludt in the appliealion a 
tequal, which thi court sAof/ grant, for an erder delaying thi 
notification required undrr teclion XTOJtb) of Ihu title for a 
penod not lo eteeed ninety dayt, if Ihe court deUrminet that 
Ihm it reason to beluve that notification of tiu exilUnce of the 
eourt order mey have en edverm retuU dtecribtd in paragraph 
(i) of Ihu tubttetion; or 

iBl when an adminutratiue tubpmna aulhoriitd by a Feder­
a l m StaU elatuU or a Federal er StaU grand jury tubpoena ie 
eblained. delay Iht notifieation required urvder teclion i703lb) 
of thu title for a penod not to exrmf nimty daye upon the tie. 
eution af a ueilUn nrtifieatun of a tupervieory official that 
then u rtaton lo beluve lhal notification of tiu exuUncr of the 
tubpoena may have an advene retult dmcnbed in paragraph tt) 
of Ihu tubtection. 

Itl An odvtrm retult for the purpotet of paragraph It) af Ihu tuh 
aertun is— 

lAi rndangrrtng the life or phytieal taftly of an individuaL 
iBi flight from prauculion: 
lO dettmclion of or tampering with evideme: 
ID) intimtdation of pountial witruttn: or 
t£l olheruHU ttnomly ytoparduing an invetligatian ar 

unduly delaying a trial 
IS) The gevemrmntal entity thail mainlain a true eopy of eertifi­

eetion under paragraph lltBl 
14) £ t u m m u of the delay of notification provided in eection tTOS 

efupio nimty dayt eocA may Ar granttd by the court upon applica-
Han, or by certification by a gtvemnunlal entity, but only in aeeord­
anee with tubttetion tb) of Ihu srrtion. 

15) Upon txpiralian of the mnod of deley af notiricalion under 
I tuieteiu rtion. thi govtmnuntat tntily thail 

ecrvr upon, ar dilivtr by rtgitund or finl-clam mail la. Ihe emiom-
f lne praoeos or raqmll together with notice 

paiagraph III ar li) oflkis 
seme upon, ar deliver by r 
er or subscnber a eopy of 
timt— 

(Af ttata wilh reasonable specificity Ihe notore afUu law en-
fiiecement inquiry; and 

(BJ in forms tuch ciutomer or subscriber— 
(if t/iat information maintained for such customer ar sub­

scriber by the service provider named in such proems or re-
qua( une supplied to or requated by that govemmental au­
thonly and tne date an whtch the supplying ar raqumt took 
place: 

(iif that motifieatiom of such customer or subscriber ums 
delayed; 

(lit) what governmental entity ar eourt made the certifica­
tion or deUrmtnatton pursuant lo which that delay was 
made; and 

(ivf whtch provUton o/* lAti chapter allowed such drlov 
(Sf At used in this subsection, the term "eupervieory offuiai" 

nieans tfie invaiigative agent in charge or amistant invmttgative 
agent tn charge or an equivalent of an tnvatigaling agency't head-
quarure or regional office, or the chief prosecuting aitomey or Ihe 
first amistant prosecuting attomey or an equivalent of a prosecuting 
atiomey 't headquarters or regional offwe. 
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(bf PucLVSiott or Sorter TO S V M J K T or GovnuuKNTAL 
A c c a s —A governmental entity acting under section i70J. u-hen it 
is not rsquired lo notify the tubecriber or customer under section 
t70AbMll, or to Ihe exten/ that tt may delay tuch notice purauant to 
subsection (af of this section, may apply to a court for an order com­
manding a provider of eleetronu eommunications mrvice or remou 
computing service lo whom a warrant, tubpoena. or court order is 
directed, for tuch penod as tfu eoun deems appropriau. not to 
notify any other pereon of tfu aisience of the warrant, tubpoena or 
eoun order. Tfu court shall enter eurA an order if tt deurmtnes 
that there U reason to believe that notification of the exisUnce of 
the warrant, tubpoena, or court order will rault in— 

//' endangenng the life or physteal safety or an individual 
(tf flight from prosecution; 
(Ji datruction of or tampering with evidenee; 
(if intimidation of poUnttot witnessa: or 
(Sf otherwise mriotuly jeoparduing an invatigation or 

unduly delaying a inaL 

§27§€. Cost rwiaOarsememl 

(af PArMC*rT.—Except as atfurwim provided tn subsection (cK a 
govemmental entity oblatning Ihe contente of communicaliotu. 
reeords. or other information under section i70^, 270J. or tTCU ef 
thU title thail pay to the person or entity assembling or providing 
such information a fee for reimbureement for tuch eotU as are rea­
sonably necessary and which have been directly incurred in search­
ing for, assembling, reproducing, or otherwise prwtding tuch infor­
mation. Such reimbureabie cosu shall include any cosu due to nec­
essary disruption of normal operations of any electronic communica­
tion service or remote eomputtng service tn which such information 
may be stored. 

(of AMOUNT.—The emounf of the fee proinded by tubsection (at 
shall be at mutually agreed oy the govemmental entity and the 
person or entity providing the information, or. in the absence of 
agreement, ehall be as determined by the eourt which utued the 
order for production of tuch information lor the court before which 
a cnminal prosecution relating to tuch information would be 
brought, if no court order was issued for production of tfu informa­
tion I 

(cf The requirement of tubsection lafef thu section doa not apply 
with respect to rn-ords or other information maintained by a com­
munications common earner that relaU to Ulephone toll records 
and ulephone lutings obtained under section i70J of this title. The 
court may. Aou^ivr order a payment as described in tubsection lo' 
if the eoun determina the information required u unusually volu­
minous in nature or otfurwise caused an undue burxien on the pro­
vuier. 

§t707. Civil action 
(ai CAUSE or ACTIOS —Except as provided in teetion i?(XJ>e'. any 

provider of electronic communication ten-ue. tubscnber or customer 
aggneved by any viulation of thit c/iapler in which the conduct con­
stituting the violation is engaged in with a knowing or intentional 
StaU of mind may. tn a cit-il action, recover from the person or 
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enUty u/hich engaged in that violation such relief as may be appro-

tbf REU£r.—In a civil action uader this ssetion^ apprapnaU relief 
iaduda-

til such preliminary ami other equitable or declaratory raiief 
as may be appropnale: 

Waamaga under eubssclion (ck and 
(Jf a reasonable attorney's fm and ather litigation caste ree-

eoaably incurred 
tel Dnmscn -'The court may aeeem as damaga in a civil action 

•Mi^er thu section the sum of the actual damaga suffered by the 
plaintiff and any profiU made by the violalor as a result of the vtO' 
lation. but in no ease shall a peraon entitled lo recover reeetve lem 
than Ihe sum of SI.000. 

td) Dcrawir —A good faith reliance on— 
(II a couri warrant or order, a grand Jury suApoeno. a legisla­

tive amthori^tion. or a statutory authorisation; 
(if a requat of an invatigatiue ar law enforoement officer 

mnder section iSI8l7f ofthis title; or 
(dia good faith determinatton lhat section tSJKSf af Ihis title 

perenitted the conduct eamplainsd of; 
ss a eompleU defenee to any ctvil ar mmiaal action beuught under 
this chapter or any other law. 

(ef LiMtTATtott.—A civil action under this ssetion may not be com­
menced later than two years afUr Ihe date upon which the claimant 
first dteeauered or had a eansnnnhle oooartunity to diseouer the wo-

i27$8. Exciusioitg afremwdtn 

The remedia and sanctions described in this chapter are the only 
Judicial remedus and sanelions for noncanstitultanal violattons of 
Ihu chapter. 

St70$L Coanterintelllgeace orcess <e telephaae loll and Irmssartiasttt 

taf Dvrr TO PnoviDm.—A wire ar electronic communication srrv-
ice provider shall comply tvith a rmqumi for subscnber information 
ana toll billing records information, or electronic communication 
tiansactional records tn iU custody or possemion made by the Direc-
sar of Ihe federal Bureau of Intusligatian under subsection (b) of 
ihu section. 

(bf MsqviMKa Curmcsnofv.-TAe Otrector of the Fedeml 
Bureau ef Investigation (or an individual mnthin Ihe Fedeml 
Bureau of Investigation dmignated for thU purpom by tfu Dtrectorf 
stay reqisat any such information and records if the tkrector lor tfu 
Dtrector's dmigneef cenifus in wnting to the wire er eleetronu eom-
municatten service provider to which the requat u made that— 

(ll the information eought is reUvant to an authorised for­
eign eounurinulligenee invatigation; and 

(tf there are specific and articulable facu giving reason to be­
lieve that the pereon or entity lo whom the information sought 
pertains u a foreign power or an agent of a foreign power as 
defined in section lOI of the Foreign Inulligence Surveillance 
Act afl$7S (SO U.S.C 18011 

StJS Arpww ruMWwue rsfulan m d Um^ m d Owe rfw inw 
J / .V Dtftmttmm ft^ rSaptof. 
$Sttt a&^mi ftviukumm m ^ me»U' emd Ome md frw* ^ n w MM. 

to) IM GsNSMAim—Except as protnded in Ihu section, no person 
amy install or um a pen register or a trap and trace deviee without 
first ubiatntng a eourt order under ssetion Slid of this titU ar under 
the F^mgn Jntelligence Survaiilanm Aet of 1978 (iO US.C 1801 el 
asql 

tbJ ExCEfTioei.—The prohibition of tubsection (af doa not apply 
unth rasaect to the um of a pen register or e trap and tram deviee by 
aproviaer of eleetronu or wire eommuntcation service— 

(If niating lo the qpero/wm, jnaietenonce. and lating of a 
wire or electronic communication mrvioe or to the protection of 
Ihe nghu or property of tuch provider, or to tfu prolection of 
users of that servioe from abttm or service ar ttnlawfut use <^ 

lif lo record lAe fact lhal a unre or eleetronu communication 
«MU initiated or completed in order to prolect tuch provider, an­
other provider furnishing mrvice toward the completion of the 
wtre communicatton, or a user of that mrvue, from fraudulent, 
unlawful or abustve um af aervtee, or with the eoneent of the 
user of that service, 

tci PKMALTV —Whoever knoufingty violatm subsection (af shall be 
fined under thu title er imprieoned not more lhan one year, or both. 

91122. Applieatiam far ma aeder far a pem re$ister ae a trap aad 

ml ApfUCAnoM.—df An aitomey fer lhe Govemment may make 
application for an order or an extension ef an order under section 
Jits af this title authonsing or approving Ihe installation and um 
af a pen register or a trap and trace device under this chapUr. in 
tenting under oath ar i ' ' " 
tent juriedution. 

' equivalent affirmation, lo a eourt of eompe-

(if Unlem prohibited by StaU taw. a StaU invatigatiue or law en­
forcement officer may make aquation for an order or an esUnsion 
of an order under section JliJ ef thu tule authonsing or a^>roving 
the iastaltation and um of a pen reguUr or a imp and trace device 
under this chapter, in wnting under oath or equivalent affirmation, 
to a court of compeUnt junsdtcation of tuch StaU. 

(hi Cotmten Of ArruCATiOM.—An application under subsection 
l a ) ^ this section thail include— 

(If the identity of the attomey for the Govemment or the 
StaU law enforcemeni or invaiigative officer making the appli­
cation and the identity of the law enforeement agency conduct­
ing the investigation; ana 

(i> a certification by tfte applicant that the information likely 
to be obtained is relevant to an ongoing cnminal invatigation 
being conducted by tliat agency. 

§31tZ. Issuance of an erder for a pen reguter or e trap amd trace 
deeice 

(a* IN GsstitAL.—Upon an application made under section Jlii 
of thu title, the court thail enter an ex parte order authonsinji the 
ituiallatwn and um of a pen register or a trap and trace aeviee 
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(eJ PaoMimmoM or CMMTAIM DISCLOSUSS —NO wire or electronic 
eommunication mrvice provider, or offu^r. employee, or agent there­
of, thail dieclom to any perton that the Federal Bureau of Invati­
gation has sought or oetain 
under thU section. 

lined aeeem to information or records 

(d) DtsatuiMATiOM ar BvMXAV —The Fedeml Bureau of Invatiga­
tion may dumminaU informetion and records obtained under tha 
ssrtion only as provided in guidelina approved by the Attomey Gen-
ent far foreign inulligence collection and foreign eoununnulli-
genm investigations conducted by the Federal Bureau of Invatiga­
tion. and. With respect to dissemination to an agency of tfu United 
States, only if such information u clearly relevant to the autfiorued 
nsponsibiiitus of tucn agency. 

(ef RsfQViSEstKMT THAT CkmTAtn COMCMISMIOMAL SOP/CS Br IN-
FOajfSP.—0*1 a mmiannual basu the Director of the Federal 
Bureau of Invatigation shall fully inform the Permanent Select 
Committm on Inulligence of the Houm of Repremntattvm and the 
Select Committee on Inulligence of the SenaU eoaoemtng alt re-
^ucste made under subsection (bf of Ihis section. 

§1718. Deflmitiams for chapter 

As used in thu chapter— 
(If the terms defined in section tSIO of thu Utle have, respec­

tively, the definitions given such Urms tn that section; and 
lit the term "remote computing mrvice" mearu tfu provuion 

lo the public of eoatputer storagr er pmcasing serviom by 
means of an elmtronic 'eommumeatioiu sysum. 

CHAPTER 305—SEARCHES AND SEIZURES 

be. 
SIOl BfartiTnlHatf floun—Buka 

i j i r . J 

02117. Mobile trackti^ drakes 
(af In CtMKMAL.—lf a court is empowered to imue a wamnt or 

other order for the instaUation of a mobile tracking device, tuch 
order may authorise Ihe um of tfiat deviee within the Juriediction of 
the court and outside that Juriediction if the device u installed in 
that Jurisdiction. 

(bt Dtn/tmoM —As used in this section, the Urm "tracking 
device" means an eleetronu or mechanical device which permiu the 
tracking of ttie movement of a person or object. 

CHAPTER tm -PES KECISTEKS AND TRAP AND TRACE 
DEVICES 

tlTS Apeltaitom far mn fof a 
j;Xf. Imm»»n of M /wr « ^ 
9iU 

Imp MmJ trarr drvett mm. I 
put fveuwr or a trap tme* S^tn 
r^imur or • tme * ' U tmcw dn-MV 
tmt of m po» nguur er • unp mmd m 

85 

witAtii tAe juriedution of the court if the eourt finds tliat the attor­
ney for tlte Govemment or tfu Stete iou- enforcement or invaiiga­
tive officer /las certified lu tfu court ttiat tfie information likely to 
be obtained by tuch installation and um is relevant lo an ongoing 
criminal invatigation 

(bfCotfTSNTS or Osama.-An order issued under this section— 
(I) thail taecify— 

(Al the identity, if known, of the person to whom u 
leased or in wfiam name u luted tfu Ulepfione tine to 
whtch the pen reguter or trap and trace device is to be at­
tached. 

(Bf tfu identity, if known, of the person w/io is the sub­
ject of the cnminal invatigation; 

(Cf tfu number and. if know, phytieal location of the Uie-
phone line to which tfie pen reguter or trap and trace 
device u to be attacfied ana, in tfu aue of a trap arid trace 
device. Itu geographic timiU of tfu trap and trace order, 
and 

(Df a ttaUment of Ihe offenm to whuh tfu information 
likely lo be obtained by Itie pen reguur or trap and trace 
device relates; and 

(tf thalt direct, upon the requat of tfu applicant. tAe fumuh-
ing of information, facilities, and technical amuianoe neceatary 
to accomptah the installation of the pen rwguUr or trap and 
trace device under section JJt4 of thu title, 

(ef 7iu£ PKMIOD AMO ExTEituoMy—(lf An order iuued under thu 
eection thalt authonte tfu installation and um ttf a pen reguUr or 
a trap and trace device for a penod not to exceed sixty days. 

(il ExUnsioru of such an order may be granted, but only upon an 
application for an order under section Slti of Ihis title and upon 
the Judicial finding required by subsection (al of thu teetion The 
period of exUnsion thail be for a penod not to exeeed sixty days. 

(dl NoMDisCLOsvMS OT EMimttCK or PtM R£CiST£M OS A Tiur 
AMD T»ACS DEVICE—An order auttiansing or approving tfie instal­
lation and um of a pen rtguUr or a trap and trace device tfiall 
direct lhat— 

(I) tiu order be sealed until atfurwim ordered by Ihe court: 
and 

(tf Itu person owning or leasing the line to which tfie pen reg-
liter or a trap and device it attached, or who fias been ordered 
by Itu eourt lo provide amutance to tAe applicant, not duclote 
the misUnce of ttie pen register or trap and trace device or tfu 
exisUnce of tfu invatigation to l/ie listed tubtenber. or to any 
otfur person, unlem or until otherwiee ordered by tfie court. 

82IS4- Auistance in instatlaliem and mm of a pen regitUr or s trap 
and trace deciee 

(at PEM R£CtSTtas.—Upon the requat of an attomey for the Gov­
emment or an officer of a taw mforcement agency authomed to in­
ttall and use a pen regisUr under thu chapur. a provider of wire or 
electronic communication mrvice. landlord, custodian, or other 
person ttialt fumish tuch invaiigative or law enforcement officer 
forthwith all information, facilitia. and technical assutance neces 
sary to accomplish the installation of tfu pen reguur unobtrusively 
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and wilh a minimum ef inlerftrenee wilh Ihe eeniieet that the 
perton et ordiied hy the euurt aeeordi Iht party wilh nepect lo 
wham the uulallalion and uet u to tahi plaet. if tmh aititlanei is 
dirteud hy a eaurt order m prooidtd in mction tltSibJIi) of thit 
lute. 

Ibl Te*r IMO Tena Dtna.—1/pon tht rmiiutt tf an attemer far 
Ihi Couemment or an offuer of a law enforeement agency author-
ietd le rteeiie Ihe retulu ef a Imp and Iraei dtuiee under thu ehap. 
Ur. a prouder ef a wire tr tieetronir eommuniealion urvice, land-
lord, emiodian. ee ather perton thalt inilall tmh dume forthwith 
en the eppropriau fine end that! fumuh tmh iniuttigatiie er law 
enftreemeni offuer all additional informalion, faeilHut and leehni-
eal aetitlanee imluding imtattalion nnd optralian af tht dtvut an-
eblrmimly end wilh a minimum of interferenet unth Ihi ttrwett 
that tht perton ts aijtiej by tht eourt oeeoidi tht parly with re­
tptet ta wham the imtattalion and um u la lahe elme. if tmh in-
ttallatian and auulanee is dirteud by a eoun ordrr m provided in 
itetion Jliilblil of IhU title- Unleu olherwiee ordered by Ihe eourt 
lhe results of Iht trap and met divici thatt be fumuhed lo Ihe of­
ficer of e law enforeement agency, dmignaud in Ihe court, al rea­
eonable intervale during regular ftimaiu haurt far the durulion of 
Ihe order. 

tel CoufgMtATlON.—A prouidir of a wire or titetronic eommuniea­
lion ttrvice. landlord, euttodian, or ather pereon who furniihm fa-
eililiet or uchnical amutance pureuanl lo thit secfion sAelf Ar nra-
eonabty eompeiualid for tmh reoeonble mpenett imurred in provid­
ing tmh fmililiet and oasisiaeu. 

Idl No CAUU or Aerton AGIIHTT A PeoviotM DacLOtiMO tnroe-
ttinoM UnDtM Tka Oumt.—No eame of action ihall lu in any 
eourt agatml any provider tf a wirt ar eleetronie eommuniealion 
ttrvice, Ils ofTierrt. employeee. agenlt. er ether tptcifiid perwom for 
providing information, fmililiet, or nsiiifnan in eooordoau IMIA 
tAr Irrms of a eourt order under Ihil ehapur. 

tel DertMSC—A good faith reliance an a eourt order, a legiilatim 
authorualion. or a ttalulory authoritalion is a complrlr difenie 
agaiml any eivil ar criminal mtion brought under Ihu chepur or 
any other taw. 
ttltS. Kepertt feemaiaf pra repMliis end trap end truce deticet 

The Aitomey General thalt annually report lo Congrttt on Ihe 
number of pen reguur ordtrt and ardirt for trap and tract devicee 
applied for by law enfortteunt agimim of the Department af Jm­
liee 

l i l t* . DenniUem fm chepter 
At umd in thit cAopIrr— 

tu Iht Urmi 'wue eommuniealion', 'tlietronic eommuniea­
lion '. and 'eteetranu eommuntcation urvice' have the mtaningt 
mt forth for tmh unu in ttetion tSIO of thu tiller 

li) tht lerm 'oourt of eompeunt Jurudution' meam— 
IA)a ditlnci eourl tf thi Uniud Slaut limluding a mag-

itirau af tmh a court) ar a Uniud Statu Court ofAppeaU: 

(Bla eourt of general criminal juriediction of a StaU au­
thorued by Ihe law of that SlaU lo enter order, authoru­
ing the um of a pen reguur m a trap and trace device 

ISI the term 'pen reguUr' meam a deviee whuh reeordt or de-
eodm eleetronu er other unpuliu whuh uUntify the numbert 
dialed or otherwue trammitled an the uliphom lim lo whuh 
tmh deuur is attached, bul tmh term dou not uutude any 
devue umd by a providtr or cuttomer af a wire ar tliclronu 
eammunuation urvut for billing, er reeordtng m an imideni 
lo billing, far eommuniealiom ttrviem providtd by tmh provid­
tr m any devue uird by a providtr er eutlamer of a wire eom­
muniealion eervue fm caet accounting or olAer tihe purpoea in 
Ihi ordinary eourm ef iu bminiu: 

U) Ihi Urm trap and trace device' euam a devicr which eap-
turu Ihi incoming elietronie or other impulta which identify 
the originating number tf an imtrumint or diuiee fnm whuh 
a win or eleetronu eommunication wm Irantmilted 

ISI Ihi term 'attorney for Ihe CovmmenI' hm ihe mmning 
fiwesucA Irrm for the purpoeee of Ihe Federal Rulu cf Cnmi­
nal Procedun: and 

IS) the Urm 'Slau' meam a Slau. the DutncI of Columbu. 
nie* and any olher pomtttian or umtory of ihi Uniud 
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Memorandum 

FDHrmkf:tmb 

Subject Date 

The E lec tron ic Communications Privacy B i s n 
Act of 1986 

B i s n 

To From 
A l l United States Attorneys William F. Weld 

and Strike Force Chiefs Assistant Attorney General 
Criminal Division 

Public Law 99-508, the Electronic Communications Privacy 
Act of 1986, was signed into law on October 21, 1986 by 
President Reagan. I t i s the most far reaching revision of the 
law on electronic surveillance enacted since passage of T i t l e 
I I I of the Omnibus Crime Control and Safe Streets Act of 1968. 
Attached i s a memorandum describing the nev; Act with emphasis on 
i t s effect on existing federal law and practice as well as a 
copy of the statute. 

Most of the features of the Electronic Communications 
Privacy Act go into effect 90 days after enactment which w i l l 
occur on January 20, 1987. I t i s important that each federal 
prosecutor become f u l l y aware of i t s provisions, many of which 
are beneficial to law enforcement i n t e r e s t s . In summary, these 
are the highlights of the l e g i s l a t i o n , a l l of which are more 
f u l l y discussed in the attached descriptive memorandum: 

- - maintaining the current basic definitions of wire 
and oral communications thus preserving 18 years of 
legal precedent; 

- - creating statutory coverage for a wide range 
of communications within the defined term "electronic 
communications" that w i l l include non-aural 
communications such.as electronic mail, computer 
transmissions and video teleconferencing; 

- - requiring court orders for government 
interception of ele c t r o n i c communications and 
providing criminal sanctions for third party 
interceptions; 
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- - including cellular telephone communications 
and digital display and voice pagers within the 
coverage of the statute and excluding handheld 
or cordlesb telephones, tone only beepers and tracking 
devices from the statute; 

- - permitting a form of "roving tap" that w i l l 
enable law enforcement officers to target a person 
and intercept his oral, wire or electronic 
communications without the need to specify the exact 
location or telephone in advance in the court order; 

- - establishing a statutory method governing 
government access to stored electronic communications, 
such as copies of electronic mail held by a service 
provider or computer data held by a third party 
data processing company; 

- - creating a statutory court order or subpoena 
requirement for government access to telephone toll 
records based on a standard of relevance to an ongoing 
law enforcement investigation; 

- - creating a statutory requirement of a court order 
for government access to pen register and trap and trace 
data based on a standard of relevance to an ongoing law 
enforcement investigation and basically following existing 
Department of Justice practice; 

- - permitting ordinary government personnel or 
contract employees to monitor ongoing electronic 
surveillance under the direction of law enforcement 
personnel; 

- - permitting after the fact minimization in the 
case of foreign languages or coded conversations where 
translators are not readily available; 

- - increasing the number of predicate offenses 
for oral or wire interceptions by several dozen 
specific felonies; 

- - permitting interception of electronic 
communications based on any federal felony; 

- - permitting authorization of electronic 
communication interceptions by a law enforcement 
official in the field instead of requiring 
Washington approval; however, for the f i r s t three 
years Washington approval will be required; and 

- - allowing up to ten days to install an oral, 
wire or electronic communications interception device 
prior to the start of the 30 day interception period. 

The above l i s t reflect 
changes and innovations set 
the attached m«morandum. I 
memorandum and the Act care 
the Act and i t s provisions 
forthcoming in the future i 
Title 9 of the United State 
draft applications, orders 
and distributed for a numbe 

B but a few of the more important 
forth in the Act and described in 
urge you and your staff to study the 

fully. An even fuller description of 
and policy implications will be 
n a f u l l revision of Chapter 7 of 
s Attorneys* Manual. In addition, 
and other pleadings will be prepared 
r of the requirements of the Act. 

Any questions you have on this subject should be directed 
to the Office of Enforcement Operations in the Criminal 
Division. FTS: 633-3684 or 633-2869 

Attachment 



ANALYSIS OF THE ELECTRONIC 
COMMUNICATIONS PRIVACV ACT OF 196C, 

PUDLlC" LAW NC. 99-508 

9> 

On October 21, 1966, President Reagan signed Into law the 
Electronic Conununications Privacy Act of 19B6, Public Lav No. 
99-506. This legislation i s primarily a comprehansive revision 
of T i t l e I I I of the Omnibus Crime Control and Safe Vtreets Act of 
1968. I t provides coverage for the technological advances 
developed in the area of electronic communica^iens since the 
passage of the original act. The 1966 act gov«rn«d only the 
aural acquisition of the contents of a wire or oral 
conununication. Thus, i f the intercepted convarsation could not 
be heard or understood by the human ear, the existing law did not 
apply. The new legislation encompasses not only the interception 
of wire and oral communications as defined in the original act, 
but virtually a l l forms cf non-aural elaCtronic communications 
during both the transmission stage and th* period when such 
communications are maintained in electronic storage. Included 
within the concept of electronic communication are auch new and 
increasingly utilized communication method! as electronic mail, 
computer data transmissions and video teleconferencing. The 
principal purpose of the new statute i s to regulate the use of 
these dramatically improved communications technologies that have 
been developed since 1968 and to protect th* transmission of a l l 
forms of information, including voice, dat* and some forms of 
video, from improper interception. The overall thrust of the 
legislation i s to expand privacy protection in the new areas of 
electronic communication while recognizing and preserving the 
interests of effective law enforcement. The purpose of this 
memorandum i s to provide a broad overview of the new Act and 
acquaint you with those provisions that have special significance 
for federal law enforcement. 

Prepared by the Office ol 
Enforcement Operations, 
Criminal Division, United 
States Department of Justice 

OS 16 066 

I n i t i a l l y , i t should be noted that most of the provisions of 
the new Act become effective on January 20, 1967, which i s 90 
days from the date the Act was signed. Thvre i s , however, one 
provision of the Act which takes effect immediately. The new 
provisions of 16 U.S.C. 2516 extend authority to authorize a 
request for an electronic surveillance order to any Acting 
Assistant Attorney General or Deputy Assistant Attorney General 
in the Criminal Division, as well as to an Assistant Attorney 
General, once those o f f i c i a l s are so designated by the Attorney 
General. This provision of the Act w i l l be inplemented by a new 
Attorney General delegation order. 

I t should also be noted at the outset that while the intent 
of the new statute i s to cover a l l known electronic 
communications technologies to which an expectation of privacy 
can reasonably attach, several exceptions were made tc exclude 
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forms of communications where privacy interests were deemed to be 
relatively weak (e.g., handheld or cordless telephones, tone only 
pagers) or nonexistent (e.g., many forms of radio 
conununications). These exceptions w i l l be discussed in detail 
later in this memorandum. 

The Electronic Communications Privacy Act of 1966 i s divided 
into three separate, but closely related, t i t l e s : T i t l e I -
Interception of Communications and Related Hatters; T i t l e I I -
Stored Wire and Electrottic Communications and Transactional 
Records Access; and T i t l e I I I - Pen Registers and Trap and Trace 
Devices. 

TITLE I-THE INTERCEPTION OF COMMUNICATIONS AND RELATED 
MATTERS 

The f i r s t portion of the new Act i s comprised of amendments 
to T i t l e I I I of the 1968 act. The amendments establish a new 
category denominated "electronic communications" in addition to 
the wire and oral conununications covered under the original act 
and address some of the d i f f i c u l t i e s perceived by law enforcement 
o f f i c i a l s in u t i l i z i n g the former T i t l e I I I . 18 U.S.C. 2510-2520. 

The new statute defines and regulates three types of 
communications: (1) wire; (2) oral; and (3) electronic 
conununications. The last type, in essence, i s any form of 

^communication using electronics in which the human voice i s not 
• u t i l i z e d . In addition, in one transmission there may be more 
«than one type of communication, such as a voice telephone 

conversation followed by a computer transmission on the same line 
u t i l i z i n g modems. A l l forms of conuriunications w i l l now be covered 
with the limited exceptions noted below. Thus, coverage of 
transmission of electronic communications both from the 
perspective of protecting the individual communication from third 
party interception and regulating governmental interception wi l l 
be virtually a l l - i n c l u s i v e . 

In actuality, the new Act mandates l i t t l e change in the 
substantive or procedural requirements for obtaining an order to 
intercept a traditional wire or oral communication. For the most 
part, with respect to wire and oral communications, the United 
States Attorneys w i l l proceed in precisely the same 
manner as they have in the past. With respect to electronic 
communications, the substantive provisions of the law are 
primarily the same as those governing oral and wire 
communications, but the procedural provisions are somewhat 
different. The Act treats electronic communications in two 
different categories. T i t l e I of the Act regulates interception 
of electronic communications during the transmission stage and, 
accordingly, treats them much as a wire or oral interception, 
although, as noted, with several lessened procedural 
requirements. T i t l e I I of the Act, discussed infra, i s directed 
_to electronic records that are temporarily in storage before or 

after the actual transmission. Many of the changes to the wire 
or oral communications provisions noted below are quite 
beneficial to law enforcement, and many of these were made at the 
Department's suggestion. 

The new Act's most significant changes, additions and 
exceptions set forth in T i t l e I are the following! 

(1) Wire Coimnunications 

The definition of "wire conununication" under the old statute 
has been redrafted to Include only "aural transfers," which are 
defined as communications that Involve the human voice at some 
point in the transmission. 18 U.S.C. 2510(1) (18). Wire 
communications are specifically excluded from the new definition 
of electronic communications. 16 U.S.C. 2510(12)(B). The 
Department Insisted on keeping the distinction between wire and 
electronic communications in order to ensure that the case law in 
this area, built up over 16 years, would continue to be 
applicable and the courts would not be called upon to reinterpret 
established electronic surveillance principles. 

The new law eliminates the distinction contained in the 
original T i t l e I I I between common carrier and non-common 
carrier electronic communication systems where the system i s 
designed to carry private communications not readily accessible 
to the public. The new Act applies to any person (as defined 
in 16 U.S.C. 2510(6)) engaged in providing f a c i l i t i e s for the 
transmission of interstate cr foreign communications or 
communications affecting interstate or foreign commerce. 
18 U.S.C. 2510(1). This amendment was added to provide coverage 
of private communications systems where the affecting commerce 
jurisdictional basis i s present. This change i s in recognition 
of the fact that some major corporations and professional firms 
that are not traditional common carriers are Installing their own 
private communications systems. 

(2) Oral Communications 

The definition of oral communication remains the same but i s 
specifically excluded from the definition of electronic 
communication. IB U.S.C. Section 2510(2). The effect of the 
exclusion i s to make i t clear that an oral communication under 
the statute can never be a radio communication. See, United 
States V, Rose, 669 F.2d 23, 25-26 (1st Cir.) cert, denied, 459 
U.S. 828 (1962) 

(3) Electronic Communications 

An "electronic communication" under the new statute i s any 
transfer of signs, signals, writing, images, sounds, data or 
intelligence of any nature transmitted in whole or in part by a 
wire, radio, electromagnetic, photoelectronic or photo-optical 



Ik 
I 

N 

system that affects interstate or foreign commerce. "Electronic 
communication" i s also specifically defined to exclude a wire or 
oral communication. 16 U.S.C. 2510(12)(B). The effect of the 
breadth of this definition i s that any and a l l forms of 
electronic communications, unless s p e c i f i c a l l y exempted, are now 
subject to the provisions of the statute just as wire 
communications have be«n covered since 1968. 

The term "Intercept" under the new Act has been broadened to 
mean the aural "or other" acquisition of the contents of wire, 
electronic or oral communications. The "or other' was added to 
accommodate the non-aural acquisition of electronic 
communications. 18 U.S.C. 2510(4) 

(4) Exceptions 

Because the definition of electronic communication i s so 
broad and all-inclusive i t became necessary to carve out some 
forms of electronic communications that cither appeared patently 
not to be deserving of privacy protection or where a policy 
decision was made by the Congress not to include a specific form 
of electronic conununication. Those exceptions appear in the 
legislation either as exceptions to defined terms in 16 U.S.C. 
2510 or as exceptions to the section that penalizes certain 
activity as unlawful, 18 U.S.C. 2511. The exceptions are as 
follows: 

(a) The radio portion of handheld or cordless telephone 
conversations. These u t i l i z e a radio transmission over a 
limited distance to.a base station at a regular telephone. 
They are so easily intercepted, often over an ordinary AM 
radio, that the decision was made that there i s no 
reasonable expectation of privacy in these communications. 
Such handheld, cordless, telephones should be distinguished 
from cellular telephones, which are covered under the Act. 
IB U.S.C. 2510 (12) (A) 

(b) Tone only paging devices. I t has been the Department's 
position that intercepting only tone beeps or vibrations 
from a pager i s not a search and, therefore, such 
interceptions raise no Fourth Amendment implications; the 
Act endorses this policy. By contrast, digital display and 
voice paging devices are covered by the new legislation. 
18 U.S.C. 2510(12)(C) 

(c) Communications from tracking devices (beepers) placed in 
automobiles or packages to trace their location. 18 U.S.C. 
2510(12)(D). These are s p e c i f i c a l l y excluded from this 
legislation because of the manner in which they function 
and the limited privacy implications related to their use. 
This area i s being l e f t to case law development. However, 
the new legislation adds a new 16 U.S.C. 3117 to 
specifically solve one problem that arises in the use of 

mobile tracking devices. These devices, by their nature, 
can easily be transported across jurisdictional lines. 
However, a court order, in those circumstances where one i s 
required under case law, might well be limited to one 
judicial d i s t r i c t . This new section provides extra­
jurisdictional effect to a court order that authorizes the 
installation of a mobile tracking device. I t ahould be 
noted that the authorization outside the jurisdiction of 
the court I s not limited to the t e r r i t o r i a l jurisdiction 
of the United States for (i mobile tracking device. 

(d) A partial exception for video interceptions exists. The 
new Act covers and criminfilizes the unauthorized 
interception of a closed c i r c u i t television broadcast 
between two points. For example, a business competitor 
breaking Into the wire trr.nsmission of a teleconference 
violates the law, and a law enforcement Interception of 
that communication by tapping into the lines requires a 
court order under the statute. Tha Act, however, does not 
cover the government's use of i t s own video equipment to 
surreptitiously intercept and telavite a meeting without 
the consent of a party because there i s no interception of 
an electronic communication occurring as no wires are 
tapped. (See H. Rep. No. 99-647, 99th Cong., 2d Sess. 
p. 36 (1986)) The latter does require a search warrant 
issued pursuant to Rule 41 of the Federal Rules of 
Criminal Procedure and, accordingly, the law in this area 
has been l e f t to the courts to develop. See, United States 
V. Biasucci, 786 F.2d 506 (2nd Cir. 1966); United States v. 
Torres, 751 F.2d 675 (7th Cir. 1964), cert."agnied, 105 "s. 
Ct. 1653 (1985). 

(e) Pen registers and trap and trace devices. These 
investigative tools qualify as electronic communications as 
that term i s broadly defined. Since the privacy Interests 
involved are so limited with these techniques, they have 
both been excluded from the coverage of T i t l e I of the Act. 
IB U.S.C. 2511(h)(i). However, T i t l e I I I of the Act 
specifically regulates these techniques. By and large 
that T i t l e , to be discussed infra, merely codifies existing 
Department policy and practices on pen registers and trap 
and trace devices. IB U.S.C. 3121 - 3125. 

(f) Certain radio communications. The definition of electronic 
communication i s so broad that I t sweeps in a l l forms of 
radio communications. Thus, i t was necessary for the 
statute to specifically exclude various forms of radio 
communications that patently should not be subject to 
protection from Interception such as electronic 
communications that are broadcast so as to be readily 
accessible to the public (AM and FM radio station 
broadcasts), ship to shore general public type 
communications, public safety communications, citizen band 



- 6 
7 -

radio, general mobile radio services and the like. 
18 U.S.C. 2511(2)(g). This subsection of the Act also 
contains other specific exceptions relating to interaction 
with the Federal Communications Act or where there is a 
necessity to service the system or locate interference. 
Id. 

(5) Hybrid Communications 

To cure the ambiguities that exist relating to conversations 
that are in part wire and in part radio communications, the Act 
had to address handheld or cordless telephone conversations, 
cellular telephone conversations arid paging devices. All of 
these combine wire and alectronic communications. See, United 
States V. Hall, 488 F.2d 193 (9th Cir. 1973). As noted, the 
radio portion of a handheld or cordless telephone communication 
is specifically excluded from the Act. 18 U.S.C. 2510(1). This 
is in recognition of the fact that such "backyard" phones are so 
easily intercepted within their very short range from the base 
station phone that no true privacy interests can be deemed 
present. An interception of the wire portion of such a 
conversation, however, is covered by the Act as long as the 
Interception is made on the wire portion as opposed to listening 
to the radio portion. 

Both the wire and radio portions of a cellular telephone 
conversation are specifically covered by the Act. A reference to 
connections in switching stations in 18 U.S.C. 2510(1) is 
included so that even radio to radio cellular communications that 
would occur in a conversation between persons utilizing two 
cellular car phones will come within the proscriptions of the 
statute. Including cellular communications within the statute is 
a Congressional recognition that persons using car phones or 
briefcase phones that are fully mobile expect that their 
conversations are private, much as conversations on traditional 
telephones are private. The mobility of these phones, as opposed 
to the very limited mobility of a handheld, cordless phone, and 
the difficulty of intercepting cellular conversations also argue 
for their privacy protection. 

Another problem addressed by the statute is the potential 
for combining both wire and electronic communications into one 
conversation over the same telephone line. For instance, two 
parties can converse In a normal voice conversation, then, using 
modems, send data to computer terminals and/or exchange written 
messages on their terminals, and later return to the voice 
communication method before terminating the conversation. The 
legislative history makes I t clear that if any part of the 
conversation is a wire communication, then for purposes of the 
statute. Congress expects that the conversation will be deemed a 
wire communication. H. Rep. No. 99-647, supra, at p. 35. This 
has only a limited practical effect because only certain of the 

procedural aspects of the statute are different for wire 
communications than they are for electronic communications. 

(6) Penalties 

The basic penalty provisions of the existing statute are 
retained and anyone who intentionally discloses or endeavors to 
disclose the contents of any wire, oral or electronic 
communication having reason to know the information was obtained 
through an unlawful interception is subject to both criminal and 
c i v i l penalties. Thus, the penalty provisions that apply to the 
illegal tapping of wire communications are extended to 
interceptions of electronic communications. 

Several of the existing panalty provisions have been 
modified. For Instance, the culpability standard for a l l wire, 
oral or electronic communications interception offenses has been 
changed from "willfully" to "intentionally." 18 U.S.C. 2511. 
Initial research indicates that this change will be of little 
practical effect. 

In addition, the penalty provision for the Interception of 
the radio portion of a cellular telephone conversation required 
careful handling because of the presence of radio scanners on the 
market. These scanners, whicJi are currently in the hands of 
amateur radio hobbyists, are designed so that they can intercept 
cellular calls as long as the cellular phone and the radio 
interceptee are in the same cell and on the same frequency. A 
first offense for such an interception, if the interception is 
not for a tortious or illegal purpose or for commercial gain, 
carries only a $500 fine. 18 U.S.C. 2511(4)(b)(ii). Subsequent 
offenses or an offense for a tortious or Illegal purpose or for 
commercial gain can carry up to a five year prison term. 18 
U.S.C. 2511(4)(a). 

Finally, the b i l l also sets up a reduced penalty structure 
for a private home television viewer who, using a satellite dish, 
intercepts specified unscrambled satellite transmissions for 
private, non-commercial use. For a fi r s t offense under these 
circumstances the only sanction available will be e c i v i l suit by 
the federal government seeking Injunctive relief. 18 U.S.C. 
2511(5)(a)(11). 

A full discussion of the penalty provisions of the statute 
will appear later In an amended United States Attorneys' Manual 
section. 

The legislation also adds a new provision to Title IB that 
criminalizes the disclosure of a court approved electronic 
surveillance application. This new statute, added as a 
subsection (c) to 18 U.S.C. 2232, provides a five year penalty 
and a fine for warning, or attempting to warn, the subject of ar. 
electronic surveillance application "in order to obstruct. 
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impede, or prevent such interception." The provision applies to 
both interceptions under the new Act and those authorized under 
the Foreign Intelligence Surveillance Act (50 U.S.C. 1801, et 
seg.). Disclosure of existing wiretap orders has been an — 
occasional problem in recent years, since not all cases f i t 
within the less specific obstruction of justice and contempt 
statutes. A specific offense will close this gap. 

(7) New Crimes 

A large number of new crimes have been added to the l i s t of 
crimes enumerated in 18 O.S.C. Section 2516 for which a wire or 
oral interception order can be obtained. Expansion of the l i s t 
of wiretap predicate offenses was a major goal of the Department 
in the drafting of the Act and should work to make this 
investigative technique more useful. These additional crimes 
are: 18 U.S.C. 751 (escape), 18 U.S.C. 1952A (use of interstate 
commerce facilities in the commission of murder for hire), 
18 U.S.C. 1952B (violent crimes in aid of racketeering activity), 
18 U.S.C. 2312, 2313, 2314, (interstate transportation or receipt 
of stolen vehicles), the second section 2320 of Title 18 
(trafficking in certain motor vehicles or motor vehicle parts) 
18 U.S.C. 1203 (hostage taking), 18 U.S.C. 1029 (fraud and 
related activity in connection with access devices), 18 U.S.C. 
3146 (penalty for failure to appear), 18 U.S.C. 3S21(b)(3) 
(Witness relocation and aasistance), 18 U.S.C. 32 (destruction of 
aircraft or aircraft facilities), 18 U.S.C. 115 (threateninc or 
retaliating against a federal official), 18 U.S.C. 1365 
(destruction of an energy facility), 18 U.S.C. 1341 (mail fraud), 
18 U.S.C. 2511, 2512 (interception and disclosure of certain 
communications and use of certain interception devices), 16 
U.S.C. 831 (prohibited transactions involving nuclear materials), 
18 U.S.C. 33 (destruction of motor vehicles or motor vehicle 
fa c i l i t i e s ) , 18 U.S.C. 1992 (wrecking trains), 22 U.S.C. 2778 
(relating to the Arms Export Control Act), 42 U.S.C. 2284 
(sabotage of nuclear facilities or fuel), 49 U.S.C. 1679(c)(21 
(destruction of natural gas pipeline), 49 U.S.C. 1472(i) or 
(n)(aircraft piracy), and any felony violations of Chapter 65 
(malicious mischief). Chapter 111 (destruction of vessels), and 
Chapter 81 (piracy) of Title 18, United States Code. In addi­
tion, a new subsection was added that authorizes interception to 
ascertain the location of any fugitive from justice from an 
offense described in 18 U.S.C. 2516(1). 

(8) Procedural Changes 

Section 2518 of Title 18, which describes the procedure for 
intercepting wire, oral, and now electronic communications 
remains substantially the same under the new law. There are, 
however, some significant changes designed, for the most part, to 
ease certain procedural requirements for the interception of such 
communications by federal law enforcement officers. Some of 
these new procedural provisions are as follows: 

(a) Interception of electronic communications. 18 U.S.C. 
2516(3) allows any attorney for the government to make an 
application for an electronic communications Interception order 
in connection with an^ federal felony. This is in contrast to 
the enumerated crimes that limit requests for wire or oral 
interception orders. Moreover, the new law dees not require 
approval from Washington as a prerequisite to filing an 
application for an electronic communications interception order. 
However, although Washington approval for this type of 
Interception order is not required by the Act, the Department of 
Justice has agreed with Congress to administratively require 
Washington approval for the first three yeara to insure that the 
Act is properly implemented. See. H. Rep. No. 99-647, supra, at 
p. 51. Accordingly, for the Initial three year period, requests 
to intercept electronic conununications must, be authorized by the 
same officials in Washington that authorize the interception of 
wire communications. 

It is also important »:o note that the provisions of the 
legislation regulating the ;interception of electronic 
communications do not include a statutory exclusionary rule such 
as exists in 18 U.S.C. 2515, which prohibits the evidentiary use 
of illegally Intercepted wire and oral communications. Instead, 
the Act provides that the sanctions set forth in the statute for 
an unauthorized interception of an electronic communication shall 
be the "only judicial remedies and sanctions for nonconstitu­
tional violations' of the provisions governing electronic 
communications. 18 U.S.C. 2518(10)(c). 

(b) Mobile interception devices. Under the prior wiretap 
statute, a law enforcement agency wishing to install an oral 
interception device in an automobile had to obtain an order 
authorizing the interception from a court in every district that 
the automobile was expected to enter or forego intercepting 
conversations in districts in which no order had been obtained. 
The new statute amends 18 U.S.C. 2518(3) by providing that court 
orders for mobile interception devices need only be obtained in 
one district. Thus, there will no longer be a need to secure 
separate court orders in each jurisdiction that tha vehicle 
passes through; an order in any jurisdiction within the United 
States will authorize the requested interception. This provision 
should be available not only for oral bugging devices installed 
in vehicles, but for court orders authorizing Interception of 
cellular phone conversations over car telephones. Mote that in 
contrast with the provision on mobile tracking devices, 18 U.S.C. 
3117, the authorization under 18 U.S.C. 2518(3) for mobile 
interception devices is valid only within the United States. 

(c) Commencement of tho thirty day period. 18 U.S.C. 2518 
(5) has been amended to provide that the thirty day period for an 
order authorizing the interception of a wire, oral or electronic 
communication begins on the earlier of the day on which the 
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interception begins or ten days after the order i s entered. This 
latter provision allows a grace period in case of d i f f i c u l t i e s in 
setting up equipment or other technical or operational problems. 
Thus, investigative agents w i l l have up to ten days in which to 
place a listening device, often a d i f f i c u l t job, before the 
thirty day time limit begins to run on the order. This provision 
makes i t more likely that a f u l l interception period w i l l take 
place before an extension order has to be sought. 

(d) After the fact minimization. 1 
also been amended to specifically authori 
minimization in cases where codes or fore 
by the interceptees and there i s no exper 
to translate the conversations during the 
This amendment provides statutory authori 
becoming a more frequent practice as inte 
codes and foreign languages in an attempt 
of their conversations. Often, the codes 
so obscure that i t i s impossible to find 
interception period i s well under way or 

U.S.C. 2518(5) has 
ze after the fact 
ign languages are used 
t reasonably available 
Interception period, 

zation for what i s 
rceptees use complex 
to ensure the secrecy 
and languages used are 

a translator until the 
over. 

(e) The use of support personnel. One of the most frequent 
problems encountered by agencies conducting electronic 
surveillance pursuant to the original statute has been the need 
to use "law enforcement officers," as that term i s defined in 18 

, U.S.C. 2510(7), to monitor Intercepted conversations. This 
A requirement necessitated that non-agent translators, state and 

local investigators, or any other individuals needed to aid in 
the monitoring, who were not federal law enforcement officers 
under the specific statutory definitions, be deputized as United 
States Marshals before conducting the interceptions. The 
deputation requirement often resulted in disputes over the 
meaning of 'law enforcement officer" and delays in the 
authorization process. The problem has been eliminated by the 
new law, which provides that an interception may be conducted by 
"Government personnel, or by an individual operating under a 
contract with the Government, acting under the supervision of an 
investigative or law enforcement officer authorized to conduct 
the interception." 18 U.S.C. 2518(5). This change i s designed 
to substantially reduce the deputation procedure as well as free 
fie l d agents from the need to monitor Interceptions so that they 
can engage in other law enforcement a c t i v i t i e s . The key to the 
provision i s that the government or contract personnel must be 
working under the supervision of an appropriate Investigative or 
law enforcement o f f i c i a l . 

(f) Roving interceptions. One of the most significant 
additions to 18 U.S.C, 2518 concerns the specificity required in 
the description of the place to be bugged or the telephone to be 
tapped. The original law required that the application for, and 
the order authorizing, an electronic surveillance request 
indicate the "particular" f a c i l i t y or place in which the 
interception was to occur. The new law contains an exception to 

the particularity requirement and, In effect, allows an 
Interception order to target a specific person rather than the 
specific telephone or premises that that person night use. The 
amendments establish two similar rules to govern the interception 
of "oral communications" and "wire or electronic communications' 
where the target f a c i l i t y need not be identified with apeciflcity 
before the interception order l a obtained. 18 U.S.C. 2518(11). 

With respect to "oral conununications," the application nust 
contain a f u l l and complete atatement as to why the ordinary 
specification requirements are not practical. The application 
must also identify the person committing the offense and whose 
communications are to be Intercepted. The judge must then make a 
specific finding that the ordinary apecification rules are not 
practical under the circumstance*. 18 U.S.C. 2518(11)(a). 
Examples of situations where ordinary specification rules would 
not be practical include cases in which suspects meet in parking 
lots or fields or move from hotel room to hotel room in an 
attempt to avoid electronic surveillance. In such cases, the 
order would allow law enforcement officers to follow the targeted 
individual and engage in the interception once the conversation 
occurs. 18 U.S.C. 2518(12). 

The provision concerning "wira or electronic communications" 
i s similar to that governing oral communications. The 
application must specifically identify the person committing the 
offense whose conununications are to be intercepted. The 
application must also show, however, that the person committing 
the offense has demonstrated a purpose to thwart interception by 
changing f a c i l i t i e s . In these cases, the court must specifically 
find that such a purpose has been evidenced by the suspect. An 
example of a situation that would meet this test would be the 
subject who moves from phone booth to phone booth numerous times 
to avoid interception. 18 U.S.C. Section 2518(11)(b). 

With respect to both oral and wire or electronic 
communications, the approval of the Attorney General, Deputy 
Attorney General, Associate Attorney General, Assistant Attorney 
General or an Acting Assistant Attorney General i s required 
before a relaxed specificity order I s sought. Approval by a 
Deputy Assistant Attorney General in the Criminal Division, which 
i s authorized for a l l other interceptions, i s not sufficient for 
this type of application. 

The government cannot begin the interception until the 
f a c i l i t i e s from which, or the place where, the conununication i s 
to be intercepted i s determined by the agency Implementing the 
order. 18 U.S.C. 2518(12). Congress also intended that the 
actual interception not commence until the targeted Individual 
begins, or evidences an intention to begin, a conversation. I t 
was not intended that the relaxed s p e c i f i c i t y order be used to 
tap a series of telephones, intercept a l l conversations over 
those phones, and then minimize the conversations recorded as a 
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result. This provinlon puts the burden on the investigatory 
agency to determine when and where the interception i s to 
commence. See, H. Rep. No. 99-647, supra, at p. 53. There i s no 
requirement of notification to the court once the premises or 
specific phone i s identified prior to making the interception; 
however a specific place or phone must be identified. Limiting 
interceptions to specific places once they are determined should 
satisfy the specificity requirement of the Fourth Amendment. 

Obviously, this provision w i l l be a valuable tool in 
criminal investigations a* sophisticated suspects have been quite 
effective in avoiding electronic surveillance by frequently 
changing their meeting places and telephones. However, the 
Fourth Amendment implications Involved in this procedure should 
not be ignored. This i s an extraordinary provision and i t i s the 
intention of the Department of Justice that i t be used sparingly 
and only in clearly appropriate cases. This provision i s not a 
substitute for investig»tlve footwork; i t i s not intended that 
the ordinary showing oi probable cause with respect to a specific 
telephone or location be dispensed with on the theory that the 
subject i s a criminal who engages in criminal conversations 
wherever he goes. 

A further consideration, especially in wire or electronic 
I interceptions, i s the practical problems faced by the telephone 
company or other provider ol electronic communication services in 

N effecting the interception, complete with leased lines to the 
government listening post, on extremely short notice. Care has 
to be exercised to work with the telecommunication companies and 
to provide them with as much information and notice as possible 
as far in advance as possible. Telephone companies in particular 
have expressed great concern about their a b i l i t y to comply with 
such orders, which may require action on their part that w i l l 
strain their a b i l i t y to a s s i s t law enforcement o f f i c i a l s in these 
cases. Congress, at the request of the telephone companies, 
included a provision in the Act allowing the companies to move 
the court that has issued a reduced specificity order for the 
interception of wire or electronic communications to modify or 
quash the order i f the Interception cannot be performed in a 
timely or reasonable manner. 18 U.S.C. 2518(12). The key for 
a l l concerned i s to approach this procedure with care and 
foresight and to be aware of the practical and legal problems 
that may arise. 

(g) Reporting requirements. IB U.S.C. 2519, which requires 
Judicial reports to the Administrative Office of the United 
States Courts, has been amended to require reports on wire, oral, 
or electronic communication surveillance orders issued under the 
relaxed specificity provisions noted above. 16 U.S.C. 
2519(1)(b). Otherwise the reporting section i s unchanged. 

9) Recovery of C i v i l Damages 

16 U.S.C. 2520 relating to c i v i l damages has been largely 
rewritten. The new section provide* for equitable r e l i e f , 
compensatory and punitive damages, and attorneys' fees for a 
violation of the chepter. Added to taction 2520 are statutory 
provisions for the computation of damages and a two year statute 
of limitations on actions brought under the section. Finally, 16 
U.S.C. 2520(d) provides a good faith defense to actions brought 
under the section and spccificnlly ineludes reliance on a 
f a c i a l l y valid court order within the meaning of "good faith." 

(10) Injunctive Remedy 

A new section, IB U.S.C. 3521, haa been added to the law. 
This section enables the Attorney General to i n i t i a t e c i v i l 
proceedings to enjoin a felony violation of the chapter that 
presents a continuing and subsi:antial injury to the United States 
or to any person or class for whose protection the action i s 
brought. 

TITLE I I - STORED WIRE AND ELtCTBOWlC COMMUNICATIONS AND 
TRANSACTIONAL RECORDS ACCESS 

T i t l e I I of the Act i s conpletely new and i s designed to 
protect the privocy of stored iilectronlc communications, either 
before such a communication i s transmitted to the recipient or, 
i f a copy of the message i s kept, after i t i s delivered. In 
developing legislation to cover new communications technologies, 
now identified by the statute as "electronic communications." i t 
became apparent that entirely different problems exist with 
reference to such methods as electronic mail and computer 
transmissions than are present in the case of wire or oral 
communications. In the former, copies, whether backup to guard 
against computer failure or stored copies in a remote computing 
system, are a central feature of the new technology; in the 
latter, preserved copies of spoken telephone messages are 
vir t u a l l y unknown. Businesses and companies that provide 
communications services urged Congress to establish appropriate 
methods for government access to these new stored records to 
protect their customers' interests and to bring certainty to this 
developing communications industry. In addition, privacy 
Interests were recognized by making I t a federal offense to 
improperly access or disclose the contents of stored electronic 
communications. In developing the legislation these new 
electronic communications were divided Into two categories: a) 
communications during the transmission stage, end b) communi­
cations in "storage." Electronic storage i s defined in 18 U.S.C. 
2510(17) as both any temporary, intermediate storage of a wire or 
electronic communication incidental to the electronic 
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transmission thereof and the storage of such conununication by an 
electronic communication service for purposes of backup 
protection of such communication. 

There was general recognition that the interception of 
conununications during the transmission stage is more Intrusive 
than of those in storage and, accordingly, those coBonunications 
were given almost the same protection as that provided for wire 
and oral communications. However, as noted earlier in this 
memorandum, i t is somewhat easier to obtain an interception order 
for an electronic communication in transmission than i t is to 
obtain a wire or oral Interception order. The provisions 
governing electronic communications during the transmission stage 
are set forth in Title I of the Act and are discussed in detail 
at p, 9, supra. 

With respect to stored communications, the Department 
originally urged that theso communications should be treated as 
third party records and should be available by administrative or 
grand jury subpoena or by a court order. The various concerned 
segments of the communications industry had considerable 
difficulty with this concept, arguing that in the business 
community clients would not use electronic communications 
services if the records being transmitted were readily available 
to law enforcement agencies. These communications were likened 

, to regular mail being handled by the Post Office. Under present 
b day standards, a search warrant would be required to Intercept 
VI mail since it enjoys Fourth Amendment protection. Congress 
9> ultimately decided that electronic mail in storage incident to 

transmission should be accorded the same protection. 18 U.S.C. 
2703(a) . 

The same principle applies to "backup" copies made by the 
providers of electronic communications services to protect the 
conununications from loss when the system has a malfunction and 
records are inadvertently lost, a not infrequent occurrence. As 
these copies arc kept to protect the owner, the argument was made 
that since their existence is for the owner's benefit, a search 
warrant should be required to obtain them just as i t would be 
needed to seek the records i f possessed et the owner's 
headquarters. Similar protection was requested for records 
maintained by providers of remote computing services that were 
simply performing processing functions and did not have access to 
the contents of the communications. Without the right to 
actually access the records, the claim was made that the remote 
computing service provider was not truly a third party custodian. 
An example of a remote computing service would be a firm that 
takes time and salary records from a large firm, applies 
established computer programs to the records, and returns pay 
checks with appropriate tax deductions made. 

The consensus that was reached was to accord Fourth 
• Amendment type protection to the stored data for the first 180 

days, requiring a search warrant under Rule 41 of the Federal 
Rules of Criminal Procedure for government access. After the 
180-day period expired, any records a t i l l retained would revert 
to the status of third party records and would be available by 
administrative or grand jury subpoena or by a specially created 
court order procedure. The Act's provision* alao permit the 
government to ask a computer storage company to create a copy of 
existing records as they exist on a specific day and hold them 
pending court order access. This provision, to be discussed 
infra, should be quite beneficial in certain large acale fraud 
investigations where remote computing facilities are used as i t 
will eliminate the danger of a computer command to destroy the 
records when the perpetrator suspects law enforcement Interest in 
his activities. 

The most important provisions of Title I I are the following: 

(1) Unlawful Access to Stored Communications 

18 U.S.C. 2701 makes i t on offense to (a) Intentionally 
access, without authorization, a facility through which an 
electronic communication service is provided; or (b) 
intentionally exceed the authorization of such facility; and as a 
result of this conduct, obtain, alter or prevent authorized 
access to a wire or electronic communication while i t is in 
electronic storage in such a system. 18 U.S.C. 2701(a). An 
"electronic mail" service, which permits a sender to transmit a 
digital message to the service's facility, where i t is held in 
storage until the addressee requests I t , would be subject to 18 
U.S.C. 2701. A "voice mail" service operates in much the same 
way, except that the stored message takes the form of the 
sender's voice, usually in digital code. It would likewise be 
subject to this section. Moreover, a remote computing service 
provided through an electronic communication service is also 
protected. 

This provision is intended to address the Increasing problem 
of both unauthorized "computer hackers" and corporate spies who 
deliberately gain access to, and sometimes tamper with, 
electronic communications that are not available to the public. 
The provision is not Intended to criminalize access to 
"electronic bulletin boards," which are generally open to the 
public so that Interested persons nay communicate on specific 
topics. Where communications are readily accessible to the 
general public, the sender has, for purposes of 16 U.S.C. 
2701(a), extended an "authorization" to the public to access 
those communications. A communication will be found to be 
readily accessible to the general public If the telephone number 
of the system and other means of access are widely known, and if 
a person does not, in the course of gaining access, encounter any 
warnings, encryptions, password requests, or other Indicia of 
intended privacy. To access a communication on such a system is 
not a violation of the law. 18 U.S.C. 2701(a), 
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I f a violation of IB U.S.C. 2701(a) was committed for 
commercial advantage, malicious destruction or damage, or private 
financial gain, the violator could receive up to a year in prison 
and a $250,000 fine for the f i r s t offense and up to two years 
imprisonment and a fine as provided by T i t l e 18, United States 
Code, for a second or subsequent offense. In a l l other cases, a 
j a i l term of up to six months and a fine of $5,000, or both, 
could be imposed. 18 U.S.C. 2701(b)(2). 

(2) Disclosure of the Contents of a Stored Communication 

18 U.S.C. 2702 governs disclosure of the contents of a 
stored conununication. 18 U,S,C, 2702(a) generally prohibits the 
provider of a wire or electronic communication service from 
knowingly divulging the contents of any communication while in 
electronic storage by that service to any person other than the 
addressee or intended recipient of the communication. Similarly, 
18 U.S.C. 2511(3), as amended, prohibits such a provider from 
divulging the contents of a communication while i t i s in the 
transmission stage. Neither provision, however, nor any other 
provision of the Act, i s intended to affect any other provision 
of federal law that prohibits the disclosure of information on 
the basis of the content of the information, such as the Fair 
Credit Reporting Act, 15 U.S.C. 1681(b), which limits the 
circumstances under which consumer reporting agencies may 
disclose certain information relating to consumers. 

]^ 
I 18 U.S.C. 2702(a)(1) states that a provider of an electronic 
^communication service shall not knowingly divulge the contents of 
' a conununication while in electronic storage. 

18 U.S.C. 2702(a)(2) prohibits the provider of a remote 
computing service from disclosing the contents of any 
communication that i s maintained by the service i f certain 
conditions are met. The f i r s t condition i s that the 
communication must be on behalf of and received by means of 
electronic transmission from (or created by means of computer 
processing of conununications received by means of transmission 
from) a subscriber or customer of such service. 18 U.S.C. 
2702(a)(2)(A). The second condition i s that the conununication 
must be solely for the purpose of providing storage or computer 
processing services to the subscriber or customer i f the provider 
i s not authorized to access the contents of any such 
communications for purposes of providing services other than 
storage or computer processing. 16 U.S.C. 2702(a)(2)(B), The 
practical purpose of this provision was set forth in the Report 
of the House of Representatives Committee on the Judiciary as 
foilows: 

This provision reflects the rapidly 
growing importance of information 
storage and processing to the Nation's 
commerce. Today, the subject matter of 

commerce increasingly i s information in 
electronic form and the processing of 
information i t s e l f has become a major 
Industry. The secure storage of 
electronic information hns thus 
become as important to tlie commercial 
system as the protection of paper 
records. Accordingly, where an 
electronic communication i s tranamitted 
by a subscriber or customer to such a 
service, and i s stored on the 
subscriber's behalf solely for the 
purpose of providing storage or computer 
processing services to tlie subscriber, 
the Committee intends that the 
communication - - together with 
the products of any procossinq that the 
service performs for the customer - -
remain available only to the subscriber 
and to the persons he denignates, with 
certain exceptions enumerated in Section 
2702(b), H, Rep, No. 99"647, supra. 
pp. 65-66. 

16 U.S.C. 2702(b) provides six distinct exceptions that 
modify the general prohibitions against disclosure contained 
in 2702(a). Accordingly, the contents of a communication 
may be disclosed under the following circumstances: 

a. to an addressee or intended recipient cf the 
conununication or his agent; 

b. as otherwise authorized in 16 U.S.C. 2517 
(the basic wire and electronic communications 
disclosure provisions); 18 U.S.C. 2511(21(a) 
(disclosure to suitable switchboard operators 
and telephone company personnel in the 
ordinary.course of business); or the new 18 
U.S.C. 2703 (access by the government to the 
contents of electronic communications); 

c. with the consent of the originator, 
addressee, or Intended recipient, or the 
subscriber In the case of a remote computing 
service; 

d. to an employee or other person whose 
f a c i l i t i e s are used to transmit the 
communication to i t s destination; 

e. as may be necessary in order to provide the 
service or to protect the property or rights 
of the provider of the service; 
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f. to a law enforcement agency, i_f the contents 
were; 

(I) Inadvertently obtained by the 
service provider; and 

( I I ) appear to pertain to the commission 
of a crime. 

The final exception i s Intended to be read narrowly, i t i s 
not intended to be a substitute for f u l f i l l i n g tha 
procedural requirements contained in 16 U.S.C. 2703, which 
govern government access to stored communications. A 
service provider's systematic practice of reviewing these 
communications to look for evidence of a crime would not 
qualify as inadvertent. H. Rep. No, 99-647, supra, at 
p. 67. 

It should be noted that the penalty for improper 
disclosure by a service provider of stored communications i s 
c i v i l in nature since this section provides no criminal 
penalty. A provision for a c i v i l action for violation of 
most of the provisions of T i t l e I I of the b i l l i s set out in 
the new 18 U.S.C. 2707. 

(3) Requirements for Governmental Access to Stored 
Communications 

(a) Procedures for access to the contents of a stored 
communication. 16 U.S.C. 2703 sets forth the procedural 
requirements that the government must meet in order to 
obtain access to electronic communications in storage and 
related transactional records. The statute draws a 
distinction between contents of electronic communications 
that have been in storage for 180 days or less and those 
that have been stored for a longer period of time. Thus, 
the section provides that a governmental entity may only 
obtain access to the contents of an electronic communication 
that has been in storage for 160 days or less pursuant to a 
search warrant Issued under the Federal Rules of Criminal 
Procedure or an equivalent state warrant. I f the message 
has been stored for more than 180 days the government can, 
as discussed below, obtain the Information by a variety of 
procedures Including a search warrant, grand jury subpoena, 
administrative subpoena, or a court order, depending on the 
type of notification the government wishes to provide the 
subscriber. The distinction results from Congress's 
conclusion that while the contents of a message in storage 
should be protected by Fourth Amendment standards as are the 
contents of a regularly mailed letter, to the extent that 
the record i s kept beyond six months, i t i s closer to a 
business record maintained by a third party for i t s own 

benefit and, therefore, deserving of a lessened standard of 
protection. The above provision clearly applies to the new 
communication concept generally referred to as electronic 
mail in which messages are sent between parties nuch like 
traditional mail except that an electronic communications 
system i s utilized instead of a postal service. As noted 
below, the provision, with I t s search warrant requirement, 
may not apply in the case of a remote computing service in 
which a data base may \>e held by the aervice for less than 
or more than 160 days and can be modified and updated on s 
weekly or even a dally basis. 

16 U.S.C. 2703(b) sets forth the procedures that the 
government may use to obtain access to electronic 
communications held for more than 180 days or to such 
communications held by a provider of a remote computing 
service. That subsection provides that the government may 
proceed using any of three alternative means of access. The 
government may, without providing any notice to the 
subscriber, obtain a state or federal search warrant based 
upon probable cause. 16 U.S.C. 2703(b)(A). I f the 
government chooses to give notice to the subscriber, i t may 
obtain access to the records by using either a grand jury or 
administrative subpoena, 18 U.S.C. 2703(b)(B)(1), or a new 
statutory court order based upon a finding that the records 
are relevant to a legitimate law enforcement inquiry. 18 
U.S.C. 2703(d). Please note that the required notification 
to the subscriber may be delayed pursuant to 18 U.S.C. 2705, 
as discussed below. 

As noted, 18 U.S.C. 2703(a), which governs the 
procedures for governmental access to the contents of 
records in electronic storage, requires that a search 
warrant based on probable cause be obtained for access to 
the contents of an electronic communication held for less 
than 180 days. Such communication contents held for more 
than 180 days can be obtained by the methods set forth in 18 
U.S.C. 2703(b), which, along with search warrants. Include a 
specially created court order and grand jury and 
administrative subpoenas. 18 U.S.C. 2703(b| relates 
specifically to records held In remote computing systems and 
such records are not mentioned anywhere in 18-U.S.C. 
2703(a). The question arises as to whether the 180 day 
provision in 18 U.S.C. 2703(a) applies as well to records 
held in remote computing systems as i t clearly does to 
communications during transmission such as those utilized by 
an electronic mail company. I s access to records held by 
remote computing systems limited during the f i r s t 180 days 
in the system to situations where search warrants can be 
obtained, or can those records be accessed by the 
government, regardless of their length of time in the 
system, simply by use of a grand jury or administrative 
subpoena or the new statutory court order? 
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The Act i s clearly disjunctive in i t s treatment of 
"Electronic Communications in Electronic Storage" under IB 
U.S.C. 2703(a) and "Electronic Communications in a Remote 
Computing Service" under IB U.S.C. 2703(b). I t would 
appear, therefore, that Congress intended that access to 
communications in a remote computing service be governed 
only by the provisions of 2703(b), which makee a aeareh 
warrant optional to a subpoena or court order. Since no 
time limit i s set forth in 2703(b), i t seems that the 
government could obtain records in a remote computing 
service at any time by issuing an administrative or grand 
jury subpoena or obtaining a court order based upon a simple 
showing of relevancy. The legislative histories of the Act, 
however, make this proposition far from clear. 

The House Report treats communications in electronic 
storage and communications in a remote computing system in 
the disjunctive, as the Act i t s e l f does. Thus, the House 
Report states that 18 U.S.C. 2703(a) deals with the contents 
of an electronic communication in storage, noting that such 
records can only be obtained through a search warrant during 
the f i r s t 160 days in storage. H. Rep. No. 99-647, supra, 
at pp. 67-68. The House Report also notes that 
"electronically stored communications can be of two types. 
The f i r s t type of stored communications are those associated 
with transmission and incident thereto. The second type of 
storage i s of a back-up variety." Id. at p. 68. This 
statement, and the fact that remote computing service 
records are discussed under a separate subsection in the 
House Report, supports tha view that records given to a 
remote computing service are neither given over for, nor 
held incidentally to, purposes of transmission and, 
therefore, are not governed by the 180 day provisions set 
forth in 18 U.S.C. 2703(a). 

The Senate Report, however, appears to treat the two 
types of records in the same manner in stating that 18 
U.S.C. 2703(b) "provides that for electronic conununications 
that are maintained by a remote computing service and that 
have been in storage in an electronic communication service 
for more than 160 days the Government can gain access in 
several ways." S. Rep. No. 99-541, 99th Cong., 2d Sess. at 
p. 38 (1966). The Senate Report contains no Independent 
discussion of remote computing service records in storage 
for less than 180 days. The argument can be made that the 
Senate Report i s Incorrect as i t does not reflect the plain 
meaning of the statute as set forth in 16 U.S.C. 2703(a) and 
(b). Moreover, since the language was originally drafted by 
the House, the House Report should be the more authoritative 
as the Senate made no changes in this language. 

Although i t does not appear in either Report, an 
argument can be made that because a remote computing company 
has l i t t l e access to the records themselves, they arc 

nothing more than a mere extension of the record originator 
and should stand in the originator's place in the face of a 
government request for access to the records. I f a search 
warrant would be required to obtain the originator's records 
in his own office, then, similarly, a search warrant should 
be necessary to obtain the aame records from a remote 
computing service possessing the records under clrcunstances 
in which the service cannot access th* records except for 
purposes of storage or to run a computer program. Without 
Independent access to the records, the remote computing 
service should not be deemed an ordinary third party 
custodian of records who must respond to a subpoena. This 
i s the argument the remote computing industry i s sure to 
raise. 

Ultimately, the courts w i l l have to determine the 
correct legislative meaning and Intent on this issue. 
I n i t i a l l y . United States attorneys are urged to argue that 
government access to the contents of an electronic 
communication held by a remote computing service does not 
require a search warrant during the f i r s t 180 days. All 
those implementing this statute for the goveriunent should be 
aware, however, that this ambiguity exists and be prepared 
for a court challenge to a subpoena or the more limited 
statutory court order for such records. 

As just referred to above, the type of electronic 
communication held by a remote computing service that i s 
subject to these provisions on governmental access i s 
limited. The communication must be on behalf of a 
subscriber of a remote computing service and must have been 
given to the remote computing service under narrow 
conditions. The communication must have been received in a 
certain form ( i . e . , by mean;; of electronic transmission or 
similar means). 18 U.S.C. 2703(b)(2)(A). In addition, the 
communication must have been surrendered solely for the 
purpose of providing storage or computer processing services 
to the subscriber, and the provider may not be authorized to 
access the contents of any such communication for purposes 
of providing any services other than storage or computer 
processing. 18 U.S.C. 2703(b)(2)(B). A computer storage 
company that does not meet these requirements would 
certainly be deemed an ordinary third party custodian of 
records regardless of the ultimate decision as to the remote 
computing service. 

(b) Procedures for access to transactional Information 
including telephone t o l l records. 18 U.S.C. 2703(c) sets 
forth the rules under which the government may obtain access 
to transactional records. These are records that pertain to 
the subscriber to, or customer of, an electronic 
conununication service or remote computing service and which 
do not involve the contents of a conununication. In 
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electronic communications these are the records that are the 
equivalent of the traditional telephone t o l l records 
maintained by a telephone company. As drafted, this 
provision covers not only transactional records of an 
electronic mail con̂ pany or a computer data processor, but 
also, in fact, covers and regulates governmental access to 
traditional telephone t o l l records themselves. I t i s 
Important to note at the outset that the statute's 
provisions in the area of telephone t o l l records impose no 
greater burden on the government than the previous 
Department policy of obtaining such records by way of 
subpoena or administrative summons. In fact, in some cases, 
the statute w i l l actually make i t easier for an 
investigative agency to obtain and use such records. 
Nevertheless, as part of the general intent of the Act to 
cover a l l forms of wire and electronic communications, 
telephone t o l l recorde, like pen registers, w i l l now be 
covered by a federal statute. 

As discussed below, the government w i l l be able to 
obtain such transactional records by grand jury subpoena, 
administrative subpoena, or court order based upon a finding 
of relevancy. In the past, the Federal Bureau of 
Investigation could only obtain these records pursuant to a 
grand jury subpoena with such a subpoena's attendant Rule 

, 6(e) disclosure and storage restrictions and problems. 
3̂  Under 18 U.S.C. 2703(c), the Bureau, and other investigative 
09 agencies lacking administrative subpoena powers, w i l l now be 
9* able to obtain transactional records, including telephone 

t o l l records, pursuant to a court order based on a readily 
available standard and telephone t o l l records available 
solely as grand jury records w i l l no longer be a problem. 

18 U.S.C. 2703(c)(1)(B) and IB U.S.C. 2703(c)(2) allow 
the government to obtain transactional records without 
notice to the subscriber by obtaining (1) an administrative 
or grand jury subpoena; (2) a search warrant pursuant to 
state or federal law; or (3) a court order pursuant to 18 
U.S.C. 2703(d) based upon a finding that the information i s 
relevant to a legitimate law enforcement Inquiry. Granted 
that pen register data (regulated in T i t l e I I I of the Act) 
and'telephone t o l l records provide identical type data, that 
court process of some nature i s now required under 
Department policy for such records, and that the Act's 
intent i s to regulate a l l forms of wire and electronic 
communications, this provision with i t s relevancy standard 
both effectuates the Congressional purpose and protects 
legitimate law enforcement interests in obtaining the 
necessary information. The government may also, of course, 
obtain such records from the service provider when the 
customer consents to the disclosure. 18 U.S.C. 
27C3(c)(1)(B)(iv). 

(c) Court orders for disclosure of the contents of 
communications or transactional records. 18 U.S.C, 2703(d) 
governs court orders Issued pursuant to 18 U.S.C. 
2703(b)(B)(11) relating to the contents of stored 
communications and 18 U.S.C. 2703(c)(1)(B)(ill) relating to 
transactional records. 18 U.S.C. 2703(d) provides that to 
obtain such an order the government must deBK>nstrate that 
there I s reason to believe that the contents of an 
electronic communication, or the record* Or other 
Information sought, are relevant to a legitimate law 
enforcement inquiry. The only content* that can be sought 
using the court order option are those stored for more than 
180 days. Thus, the standard for tha order for contents of 
records stored more than 180 days i s the same as for 
transactional records. However, for contents, as opposed to 
transactional records, notice to the subscriber I s also 
required unless i t can be delayed under 18 U.S.C. 2705; no 
notice i s required to the subscriber tor access to 
transactional records. 

(d) Cause of action barred. 18 U.S.C. 2703(e) 
provides that no cause of action shall l i e against the 
provider of a wire or electronic communications service, or 
i t s officers and employees, for providing information, 
f a c i l i t i e s , or assistance to the government pursuant to a 
court order, subpoena, warrant or cer t i f i c a t i o n . 

(4) Backup Preservation of Information in Storage 

(a) Government access. 18 U.S.C. 2704 sets forth the 
procedures that apply to backup copy preservation. This is 
the provision that w i l l permit law enforcement o f f i c i a l s to 
have a copy, in the nature of a picture of the records that 
exist on a given day, made of records of I l l e g a l a c t i v i t i e s 
in which a computer storage or remote processing firm i s 
utilized in the criminal a c t i v i t y . I t i s an innovation that 
should be of major value to law enforcement in coming years. 
16 U.S.C. 2704(a)(1) provides that when the government seeks 
records that are being held by a remote computing storage 
company pursuant to 18 U.S.C. 2703(b)(2), the government may 
Include in i t s subpoena or court order a requirement that 
the service provider create a backup copy of the 
communication in order to preserve the comunicatlon. The 
provider i s directed to create the requested backup copy as 
soon as practicable consistent with i t s regular business 
practices, but in any event within two business days of the 
receipt of the order or subpoena and then notify the 
government that the copy has been made. The provider i s 
also directed not to notify the subscriber of the order or 
subpoena. 

16 U.S.C. 2704(a)(2) provides that the government i s 
required to notify the subscriber of the subpoena or court 
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order within three days after the receipt of the service 
provider's confirmation of the creation of the backup copy. 
This notice can b« delayed pursuant to 18 U.S.C. 270^ (a), 
16 U,S.C. 2704(a)(3) states that the provider may not 
destroy the backup copy until the later of (1) the delivery 
of the information to the government; or (2) the resolution 
of any legal proceedings related to the government's order 
or subpoena. 

Under 18 U.S.C. 2704(a)(4) the service provider i s 
required to release the backup copy to the government no 
sooner than 14 days after the government provides notice to 
the subscriber i f (1) the provider has not received notice 
that the subscriber has challenged the government's request; 
and (2) the provider has not Initiated proceedings to 
challenge the subpoena or court order. 

18 U.S.C. 2704(e)(5) provides that a government agency 
may require the creation of a backup copy under 2701 ( a i d ) 
i f in i t s sole discretion the agency determines that there 
i s reason to believe that notification pursuant to 18 U.S.C. 
2703 of the existence of a subpoena or court order for the 
production of stored conununications may result in the 
destruction of or tampering with the evidence sought. I t i s 
of special significance that this determination i s not 
subject to challenge by the subscriber or service provider. 

]^ The kiey to this provision i s that the government can make 
certain that a copy of the relevant records i s created prior 
to any litigation or notice and before any attempt to alter 
or destroy the records electronically can be made. 

(b) Customer challenges. 18 U.S.C. 2704(b)(1) provides 
that within 14 days after notice by the government that a 
backup copy has been requested, the subscriber may move to 
vacate the court order or quash the subpoena ordering that 
the backup copy be made. The subsection then sets forth the 
procedural details governing proceedings to quash or vacate. 
The challenger must serve the government with notice and 
provide written notice to the service provider. The 
challenger must then establish that he i s the relevant 
customer or subscriber and that the records sought are not 
relevant to a legitimate law enforcement inquiry or that the 
government failed to comply with the statutory requirements 
for access to the records. 

I f the court finds that the challenger has met the 
requirements of 2704(b)(1), the government nust f i l e a sworn 
response, in camera i f appropriate. 18 U.S.C. 2704(b)(3). 
If the court determines that the challenger has failed to 
meet these requirements, i t w i l l order the process enforced. 
On the other hand, i f the challenger has standing and can 
show either lack of relevance or noncompliance with the 
procedural requirements, the court can vacate the order or 

quash the subpoena. 18 U.S.C. 2704(b)(4). Thus, once the 
backup copy i s created, the government can enforce access to 
i t by complying with the procedural provisions of this 
section and by merely establishing relevancy to a legitimate 
law enforcement inquiry. 

18 U.S.C. 2704(b)(5) provides that a court order 
denying a motion or application shall not be deemed a final 
order and, therefore, no Interlocutory appeal may be taken 
from the denial. Of course, nothing precludes a subscriber 
from raising these issues again during a subsequent hearing 
or t r i a l , 

(5) Delayed Notice 

(a) Procedure, 18 l',S,C, 2705 governs delay of 
notification to the customer CT subscriber. Where the 
government seeks the contents of a stored electronic 
communication pursuant to the provisions of 18 U.S.C. 
2703(b) by way of a court order, i t may Include in I t s 
application a request for delayed notifieation of 90 days or 
less. The court i s to grant this request i f i t determines 
that there i s reason to believe that notification might have 
an adverse result as described in 2706(a)(2). 18 U.S.C. 
2705(a)(1)(A). Where the government seeks the contents of a 
communication governed by 18 U.S.C. 2703(b) by way of an 
administrative or grand jury subpoena, i t may obtain a delay 
of notification for a period cf up to 90 days upon the 
certification of a supervisory o f f i c i a l that there i s reason 
to believe that notification cf the exiatence of the 
subpoena may have an adverse result described in 2705(a)(2). 
18 U.S.C. 2705(a)(1)(B). I t should be noted that under this 
latter provision, the government need provide only the 
written certification; i t i s not necessary for the 
government to obtain a court order based upon a finding of 
adverse results. Thus, this provision, unlike similar 
delayed notification provisions in statutes such as the 
Right to Financial Privacy Act, 12 U.S.C. 3409, requires 
nothing more than a government cert i f i c a t i o n to trigger 
delayed notification, 

A "supervisory o f f i c i a l " for purposes of this provision 
Includes the investigative agent or assistant investigative 
agent in charge of a fi e l d office or an equivalent o f f i c i a l 
in the investigating agency's headquarters or regional 
office. Thus, for instance, i t w i l l require the 
certification of a supervisory agent such as the Special 
Agent in Charge or the Assistant Special Agent in charge of 
an FBI or DEA office to comply with this provision, A 
certification by the agent in charge of an investigation 
would not suffice. The term also means the chief 
prosecuting attorney, the f i r s t assistant or an equivalent 
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o f f i c i a l in a regional or headquarters office. 
2705 (a) (6) . 

18 U.S.C. 

18 U.S.C. 2705(a)(4) provides that extensions of up to 
90 days may be made of the delayed notification as long as 
the original requirements of the section are met with 
respect to'the extension, 

(b) Adverse results. An adverse result that can 
trigger delayed notification i s one of the following: (1) 
endangering the l i f e or physical safety of an individual; 
(2) flight from prosecution; (3) destruction of, or 
tampering with, evidence; (4) intimidation of potential 
witnesses (including victims of any crimes); and (5) 
otherwise seriously jeopardizing an investigation or unduly 
delaying an ongoing t r i a l , 18 U,S,C, 2705(a)(2), 

(c) Preclusion of notification. 18 U.S.C. 2705(b) 
provides a procedure for the government to preclude the 
service provider from notifying i t s customer or subscriber 
of the existence of a warrant, subpoena, or court order. 
That section states that such preclusion may only be 
obtained in cases where the government i s not required to 
notify, or where the government has obtained the authority 
to delay notification. A preclusion of notification must be 
granted by a court of competent jurisdiction that finds that 
there i s reason to believe that adverse results set forth in 
18 U.S.C. 2705(a)(2) w i l l occur i f notification i s given. 

(61 Cost Reimbursement 

(a) Payment. 18 U.S.C. 2706(a) provides that the 
government, when seeking records pursuant to 18 U.S.C. 2702, 
2703, or 2704, must reimburse the person or entity 
assembling or providing the records for a l l reasonable costs 
that have been incurred in providing the information. Note 
that IE U.S.C. 2706(c) exempts telephone t o l l records and 
telephone l i s t i n g s from the reimbursement requirement. 
These records are excluded primarily because the government 
has not traditionally paid the telephone companies for 
providing this type of Information. The court can, however, 
order the government to reimburse the provider of telephone 
t o l l records where the Information sought i s unusually 
voluminous or causes an undue burden on the provider. 18 
U.S.C. 2706(c). 

(b) Amount. Under 18 U.S.C. 2706(b), the amount of 
the reimbursement payment w i l l be as mutually agreed by the 
government and the provider or, in the absence of such an 
agreement, as determined by the court. 

(7) C i v i l Action 

(a) Cause of action. IB U.S.C. 2707(a) provides a 
c i v i l cause of action for a provider of an electronic 
communication service, or i t s customer or subscriber who i s 
aggrieved by an intentional violation of the statute. 
However, this provision and 16 U.S.C. 2703(e) specifically 
preclude any cause of action against a provider of an 
electronic communication service that discloses Information 
pursuant to a court order, warrant, subpoena or 
cer t i f i c a t i o n . 

(b) Relief. 16 U.S.C. 2707(b) defines the r e l i e f that 
may be appropriate in c i v i l actions to include preliminary 
or other equitable or declaratory r e l i e f , damages, 
attorneys' fees, and other reasonably incurred litigation 
costs. Damages include actual damages and any profits made 
by the violator as a result of the violation, but in no case 
less than $1,000, 16 U,S.C, 2707(c), 

(c) Defenses. 16 U.S.C. 2707(d) sets forth the 
defenses to actions brought under the statute. This 
subsection provides a complete defense to any c i v i l or 
criminal action brought under T i t l e 16, United States Code, 
or any other law where the defendant demonstrates a good 
faith reliance on a court order, warrant, subpoena, or 
legislative or statutory authorization, or in good faith 
complies with a request from a law enforcement officer. 
18 U.S.C. 2707(d) also provides a complete defense to 
defendants who rely upon a good faith determination that 18 
U.S.C. 2511(3) permitted the conduct complained of. 

(d) Statute of limitations. 16 U.S.C. 2707(e) provides 
that a c i v i l action may not be commenced later than two 
years after the date upon which the claimant f i r s t 
discovered or had reasonable opportunity to discover the 
violation. 

(8) Exclusivity of Remedies 

18 U.S.C. 2708 provides that the remedies and sanctions 
described in the statute are the only j u d i c i a l remedies and 
sanctions available for nonconstitutional violations of the 
Act. When a violation of constitutional magnitude i s 
involved, the t r i a l court w i l l apply the existing 
constitutional law with respect to the exclusionary rule. 
United States v. Leon, 468 U.S. 897 (1984), 

(9) Counterintelligence Access to Telephone Toll and 
Transactional Records 

(a) Duty to provide. 18 U.S.C. 2709 sets forth the 
rules governing counterintelligence access to telephone t o l l 
and transactional records. 18 U.S.C. 2709(al provides that 
a communications common carrier or the provider of aii 
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electronic communication service shall provide such 
subscriber information or telephone t o l l records pursuant to 
a request from the Director of the Federal Bureau of 
Investigation under 18 U.S.C. 2709(b). 

(b) Certification. 18 U.S.C. 2709(b) contains the 
conditions under which the Director of the FBI, or his 
designee, may request these records. This section states 
that the Director or his designee must certify in writing 
that the Information sought i s relevant to an authorized 
foreign counterintelligence Investigation; and that there 
are specific, articulable facts giving reason to believe 
that the person or entity to whom the information sought 
pertains i s a foreign power or an agent of a foreign power 
as defined in the Foreign Intelligence Surveillance Act of 
1978, 50 U.S.C. 1601 et seg^ 

(c) Disclosure prohibition. 18 U.S.C. 2709(c) 
prohibits the service provider from disclosing to any person 
that the FBI has sought or obtained transactional records 
under the provisions of 16 U.S.C. 2709. 

(d) Dissemination by the FBI. 1 
provides that the FBI may disseminate 
this section only as provided in guide 
Attorney General for foreign counterin 
and foreign counterintelligence invest 
the FBI, and with respect to dissemina 
the United States the dissemination ca 
information i s clearly relevant to the 
responsibilities of such agency. 

8 U.S.C. 2709(d) 
records obtained under 
lines approved by the 
telligence collection 
igations conducted by 
tion to an agency of 
n only be made if the 
authorized 

(e) Congressional consultation. 18 U.S.C. 2709(c) 
provides that the Director of the FBI shall fully inform the 
House and Senate intelligence committees concerning a l l 
requests made under this section. 

TITLE I I I PEN REGISTER AND 
TRAP AND TRACE DEVICES 

The final T i t l e of the legislation adds a new Chapter 
206 to T i t l e 16 of the United States Code, Section 3121 et 
seq., which regulates the use of pen registers and trap and 
trace devices. The t i t l e begins with a general prohibition 
against the use of a pen register or a trap and trace device 
without f i r s t obtaining a court order pursuant to 18 U.S.C. 
3123 or the Foreign Intelligence Surveillance Act of 1978 
(50 U.S.C. 1601 et seq.). Although the courts have clearly 
held that pen registers were not within the reach of tho 
wiretap statute and that the Fourth Amendment does nol 

require a warrant for this procedure, (United States v. New 
York Telephone Co. . 434 U.S. 159 (1977)"r~Bniith v. Tiaryland. 
442 U.S. 735 (1979)), the telephone companies have insisted 
on court orders for fear of c i v i l l i a b i l i t y before they 
would assist in placing a pen register. The same principle 
has applied to trap and trace devices. Accordingly, for a 
number of years Department policy has required the use of a 
court order Issued under Rules 41 or 57 of the Federal Rules 
of Criminal Procedure for pen registera and trap and trace 
devices. USAM 9-7.014; 7.231. Thus, this new chapter in 
T i t l e 16 in essence codifies the existing Department policy 
of obtaining a court order to authorize the installation of 
a pen register or a trap and trace device and sets forth the 
procedure for seeking such an order. I t i s important to 
note that the chapter places no new restrictions on law 
enforcement in this regard in that i t applies basically the 
same standards required now. In addition, i t has certain 
procedural changes that are advantageous to law enforcement. 
Moreover, codifying the pen register and trap and trace 
procedures should eliminate the risk of more restrictive 
legislation, such as that contained in the original b i l l s in 
this area, from being enacted in the future. 

The statute contains provisions excepting the use of 
pen registers and trap and trace devices from the court 
order requirement in certain circumstances. Thus, a service 
provider need not obtain a court order before using a pen 
register or trap and trace device in order to test, operate, 
or maintain i t s equipment and services, or to protect the 
property rights of i t s customers. 18 U.S.C. 3121(b)(1). 
The service provider may also use a pen register or trap and 
trace device without f i r s t securing a court order to record 
the fact that a wire or electronic conununication was 
initiated or completed in order to protect i t s e l f , or 
another provider, or a customer from fraud or abuse. 18 
U.S.C. 3121(b)(2). Finally, i t i s not necessary to obtain a 
court order when the telephon<; user consents to the 
installation of the pen register or trap and trace device. 
18 U.S.C. 3121(b)(2). 

(1) Procedure 

(a) The application, IB U,S.C. 3122(a)(1) provides 
that any attorney for the government nay apply for a pen 
register or trap and trace order or an extension of such an 
order under 16 U,S,C, 3123. The application nust be in 
writing and under oath. I t must identify the agency 
conducting the investigation and the person making the 
application and must contain a certification that the 
information likely to be obtained i s relevant to an ongoing 
criminal investigation. 



- 30 -

Please note that the standard for obtaining the order 
is relevancy to an ongoing criminal investigation, not 
probable cause or reasonable suspicion. This lesser 
standard reflects that while Congress wished to provide some 
protection against the random use of these devices, i t 
recognized that an individual does not have a reasonable 
expectation of privacy in the numbers dialed to or from his 
telephone and, therefore, that the Installation and use of a 
pen register or trap and trace device i s not a "search" 
within the meaning of the Fourth Amendment requiring the 
protection of a warrant based upon probable cause. See, 
Smith V. Maryland, 442 U.S, at 743-44, 

16 U,S,C. 3122(a)(2) provides that a state 
investigative or law enforcement officer may apply for a pen 
register or trap and trace order "fulnless prohibited by 
State law," This phrase was Included in the section to make 
i t clear that the new law does not preempt any existing 
state laws governing the inetallation and use of pen 
registers and trap and trace devices by state o f f i c i a l s . 
Thus, a state law requiring a higher standard of proof as a 
prerequisite to a pen register or trap and trace order w i l l 
continue in effect with respect to that state's o f f i c i a l s , 

(b) The order, 16 U.S.C. 3122 provides that a pen 
register or trap and trace order may be issued by "a court 
of competent jurisdiction." The definition of court of 
competent jurisdiction includes any " d i s t r i c t court of the 
United States (including a magistrate of such a court)." 18 
U.S.C. 3126(2) (A). This definition, and, indeed this t i t l e , 
f i n a l l y provides the magistrates with unquestioned authority 
to issue pen register and trap and trace orders. The 
problem prior to this provision was that although 
magistrates have authority under Rule 41 of the Federal 
Rules of Criminal Procedure to authorize the use of pen 
registers, there are no statutes, rules, or reported case 
law indicating whether magistrates could issue the ancillary 
technical assistance orders, and the telephone companies 
have refused to honor such an order issued by a magistrate. 
I t was therefore the Department's policy that pen register 
and trap and trace orders be obtained only from d i s t r i c t 
court judges. As noted, the definition of "court of 
competent jurisdiction" in section 3126 now makes i t clear 
that a magistrate may Issue enforceable pen register and 
trap and trace orders. See IB U.S.C. 3124. 

16 U.S.C. 3123 sets forth the procedure that must be 
followed by the court in Issuing a pen register or trap and 
trace order. The section contains four subsections as 
foilows: 

Subsection (a) states thet upon an application the 
court shall issue an ex parte order authorizing the 

31 

installation and use of a pen register or trap and trace 
device within the jurisdiction of the court i f the court 
finds that the government attorney has certified that 
information likely to be obtained through the pen register 
or trap and trace i s relevant to an ongoing criminal 
investigation. This provision does not authorize the court 
to conduct an Independent j u d i c i a l review of whether the 
application meets the relevance standard; I t need only 
review the completeness of the attorney'a certification. 
Accordingly, there w i l l be no need for an affidavit to 
establish a factual basis; a l l that w i l l be required i s a 
sworn application containing the requisite certification and 
a draft order for the court to issue. This, too, comports 
with current practice. 

Subsection (b) sets forth the contents of the pen 
register or trap and trace order. The order i s required to 
specify (1) the identity, i f known, of the person to whom is 
leased, or in whose name i s l i s t e d , the telephone line to 
which the device i s to be attached; (2) the identity, i f 
known, of the person who i s the subject of the criminal 
investigation; (3) the number and, i f known, physical 
location of the telephone line to which the pen register 
or trap and trace i s to be attached; and (4) a statement 
of the offense to which the information likely to be 
obtained by the device relates. In addition, the order 
i s to direct, upon request, the furnishing of Information, 
f a c i l i t i e s and technical assistance necessary to accomplish 
the installation of the device from the service provider. 
The content of the order relating to cooperation i s intended 
to codify the existing informal practice of cooperation 
between the telephone companies and the Department. The 
subsection on the required order contains largely the same 
requirements now imposed on federal prosecutors for a pen 
register order as set forth in the United States Attorneys' 
Manual. USAM 9-7.014, 9-7.925 and 9-7,926, 

Subsection (c) provides that an order may 
authorize the use of a pen register or trap and trace device 
for a 60 day period, with possible extensions of 60 days. 
This i s a doubling of the 30 day period now aet out in the 
existing Department policy and should serve to U n i t the 
number of auch repetitive ordera. 

Subsection (d) directs that the order be sealed 
until otherwise ordered by the court. This subsection also 
prohibits the disclosure of the existence of either the 
order or the underlying investigation to any unauthorized 
person unless or until otherwise ordered by the court. 
Violations of this provision w i l l be punishable as a 
contempt of court. 
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(c) Technical assistance. 18 U.S.C. 3124 governs 
technical assistance orders, 16 U.S.C. 3124(a), which 
relates to pen register technical assistance orders, 
provides that upon the request of an authorized person a 
provider of a wire communication service, landlord, 
custodian, or other person Shall furnish a l l the 
information, f a c i l i t i e s , and technical assistance necessary 
to effectuate the order unobtrusively and with a minimum of 
interference. This i s patterned on the same provision in 16 
U.S.C. 2518 for assistance in the installation of a wiretap. 

18 U.S.C. 3124(b) regulates technical assistance orders 
for trap and trace devices. The installation of these 
devices requires more in the way of telephone company 
assistance than does the installation of a pen register. 
Thus, this subsection states that the provider of a wire 
communication service, landlord, custodian, or other person 
shall i n s t a l l the trap and trace device on the appropriate 
line and provide a l l other necessary technical assistance. 
The subsection also requires that the third party furnish 
the results of the trap and trace device to the designated 
law enforcement agency at reasonable intervals during 
regular business hours for the duration of the order. 

I t should be noted that the telephone companies have 
, requested, and the Department has agreed, that trap and 
^ trace technical assistance applications contain the 
d) following language that reflects the technical and business 
V hour requirements unique to trap and trace orders: 

1. the tracing operation i s to be limited to 
Electronic Switching System (ESS) or No. 5 
cross-bar f a c i l i t i e s ; 

i i . the tracing operation i s to be restricted to 
tracing and recording only those c a l l s 
originating from a specific city within a 
certain mileage radius or, in the case of a 
large city, from a specific section or 
sections of that city; and 

i i i . the tracing operation i s to be restricted to 
certain specific hours daily. 

This specific language i s currently required by 
Department policy, and, although not Included in the 
statute. Department policy w i l l be to continue this 
practice until changing technology requires modification. 
USAM 9-7.927 and 7.928. 

18 U.S.C. 3124(c) states that the persons providing 
technical assistance shall be reasonably compensated for 
reasonable expenses incurred in providing technical 

f a c i l i t i e s and other assistance. This compensation 
provision i s also modeled after the provision that applies 
in Chapter 119 of T i t l e 16 concerning wiretap orders and i s 
intended to be interpreted and implemented in a aimilar 
fashion. 

16 U.S.C. 3124(d) provides that no eauae of action 
shall l i e against the provider of a wire or electronic 
communication service or i t s employees for providing 
technical assistance as required by a court order Issued 
pursuant to this section. 

Finally, 18 U,S,C, 3124(c) provides that a good faith 
reliance upon a court order or a legislative or statutory 
authorization i s a complete defense to any c i v i l or criminal 
action brought under this chapter or any other law. 

(2) Pen Register and Trap and Trace Reports 

18 U.S,C, 3125 requires the Attorney General to make an 
annual report to Congress or the number of pen register and 
trap and trace orders applied for by law enforcement 
agencies of the Department of Justice, Current Department 
policy already requires that the Department's agencies 
compile quarterly statistics, concerning their pen register 
usage. (Memorandum of September 24, 1979, to Investigative 
agencies from Philip B. Heymann, Assistant Attorney General, 
Criminal Division.) This section merely requires that this 
information be reformulated, with the added trap and trace 
data, and submitted to Congress. As there are relatively 
few trap and trace orders there should be l i t t l e added 
burden caused by this reporting requirement. 



UNITED STATES DISTRICT COURT 
DISTRICT OF . 

IN THE MATTER OF THE APPLICATION ) 
OF THE UNITED STATES FOR AN ORDER ) 
AUTHORIZING THE INTERCEPTION OF ) 
ELECTRONIC COMMUNICATIONS ) 

Ju s t i c e , s t a t e s : 

APPLICATION 

, an attorney of the United States Department of 

A. Applicant i s an " i n v e s t i g a t i v e or law enforcement 

o f f i c e r of the United States" w i t h i n the meaning of Section 

2510(7) of T i t l e 18, United States Code, t h a t i s , an attorney 

authorized by law t o prosecute or p a r t i c i p a t e i n the prosecution 

of a l l v i o l a t i o n s of fe d e r a l law. 

B. Applicant i s also an "attorney f o r the Government" as 

defined i n Rule 54(c) of the Federal Rules of Criminal Procedure, 

and, t h e r e f o r e , pursuant t o Section 2516(3) of T i t l e 18, United 

States Code i s authorized t o make an a p p l i c a t i o n t o a Federal 

judge of competent j u r i s d i c t i o n f o r an order a u t h o r i z i n g or 

approving the i n t e r c e p t i o n of an e l e c t r o n i c communication. 

C. This a p p l i c a t i o n seeks a u t h o r i z a t i o n t o i n t e r c e p t 

e l e c t r o n i c communications of . 

FORM 3 
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others as yet unknown, concerning felony v i o l a t i o n s of f e d e r a l 

law, t h a t i s v i o l a t i o n s of (charactize offenses) 

, which have been committed and 

are being committed by and others as 

yet unknown. 

D. Applicant has discussed a l l the circumstances of the 

above offenses w i t h Special Agent of the 

( i n v e s t i g a t i v e agency) who has d i r e c t e d and p a r t i c i p a t e d i n 

the conduct of the i n v e s t i g a t i o n h e r e i n , and has examined the 

a f f i d a v i t of Special Agent (attached 

to t h i s a p p l i c a t i o n as E x h i b i t and which i n i t s e n t i r e t y i s 

incorporated by reference herein) which alleges the f a c t s t h e r e i n 

t o show t h a t : 

1. There i s probable cause t o b e l i e v e t h a t , 

and others as y e t unknown, have committed and 

are committing felony offenses i n v i o l a t i o n of Section(s) 

of T i t l e • of the United States 

Code. 

2. There i s probable cause to believe that particular 

electronic communications of ^ 

others as yet unknown, concerning these offenses w i l l be obtained 

through the i n t e r c e p t i o n f o r which a u t h o r i z a t i o n i s herev/ith 
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continue u n t i l communications are intercepted that reveal the 

manner in which , ând others as yet unknown 

participate in the specified offenses and that reveal the 

id e n t i t i e s of (his) (her) (their) coconspirators, their places of 

operation, and the nature of the conspiracy involved therein, or 

for a period of (not to exceed 30) days, whichever i s e a r l i e r ; 

pursuant to Section 2518(5) of T i t l e 18, United States Code, the 

time set forth in the order s h a l l run from the e a r l i e r of the day 

on which the investigative or law enforcement o f f i c e r f i r s t 

begins to conduct the interception or ten days from the date cf 

th i s order. 

( I t i s further ordered that special agents of the 

(investigative agency) are authorized to enter the foregoing 

premises surreptitiously for the purposes of i n s t a l l i n g , 

maintaining, and removing any electronic oral interception 

devices u t i l i z e d pursuant to the authority granted by thi s 

order.) 

PROVIDING THAT, this authorization to intercept (wire) 

(oral) communications s h a l l be executed as soon as practicable 

after the signing of this order and s h a l l be conducted in such a 

way as to minimize the interception of communications not 

otherwise subject to interception under Chapter 119 of T i t l e 18 

of the United States Code, and must terminate upon attainment of 

the authorized objective or, in any event, at the end of (not tc 

exceed 30) days measured from the e a r l i e r of the day on which the 
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i n v e s t i g a t i v e or law enforcement o f f i c e r f i r s t begins to conduct 

the i n t e r c e p t i o n or ten days from the date of t h i s order. 

PROVIDING ALSO, t h a t ( a p p l i c a n t ) s h a l l provide the court 

w i t h a re p o r t on or about (such i n t e r v a l s as the court may 

require) days f o l l o w i n g the date of t h i s order showing what 

progress has been made toward achievement of the authorized 

o b j e c t i v e and the need f o r continued i n t e r c e p t i o n . 

JUDGE 

Date 
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UNITED STATES DISTRICT COURT 
DISTRICT OF 

IN THE MATTER OF THE APPLICATION ) 
OF THE UNITED STATES FOR AN ORDER ) 
AUTHORIZING THE INTERCEPTION OF ) 
ELECTRONIC COMMUNICATIONS ) 

ORDER 

AUTHORIZING INTERCEPTION OF ELECTRONIC COMMUNICATIONS 

Ap p l i c a t i o n under penalty of p e r j u r y having been made before 

roe by , an " I n v e s t i g a t i v e or Law Enforcement O f f i c e r " as 

defined i n Section 2510(7) of T i t l e 18, United States Code, and 

an "attorney f o r the Government" as defined i n Rule 54(c) of the 

Federal Rules of Criminal Procedure, f o r an order a u t h o r i z i n g the 

i n t e r c e p t i o n of e l e c t r o n i c communications pursuant t o Section 

2518 of T i t l e 18, United States Code, and f u l l consideration 

having been given to the matters set f o r t h t h e r e i n , the court 

f i n d s : 

A. There i s probable cause t o believe t h a t 

and others as yet unknown, have committed and are 

committing felony offenses i n v i o l a t i o n of Section(s) 

of T i t l e of the United States Code. 

B. There i s probable cause t o bel i e v e t h a t p a r t i c u l a r 

e l e c t r o n i c communications concerning the offenses l i s t e d herein 

w i l l be obtained through the i n t e r c e p t i o n f o r which a u t h o r i z a t i o n 

i s herewith applied. I n p a r t i c u l a r , these e l e c t r o n i c 

FOR^^ 4 
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communications w i l l concern the (characterize offenses) In 

addition, the communications are expected to constitute 

admissible evidence of the commission of the aforementioned 

offenses. 

C. Normal investigative procedures either have been t r i e d 

without success, reasonably appear unlikely to succeed i f t r i e d , 

or would be too dangerous. 

D. There i s probable cause to believe that the electronics 

communications f a c i l i t ( i e s ) (y) , .—_ 

owned or leased and operated by 

and located i n the preraises known as 

(has), (have) been and (is) (are) being used by 

and others as yet unknown i n connection with 

the commission of the above stated offenses. 

WHEREFORE, IT IS HEREBY ORDERED that the (investigative 

agency) i s authorized, pursuant to an application authorized by 

(name of applicant) pursuant to the authority vested i n him by 

Section 2516(3) of T i t l e 18, United States Code: to intercept 

electronic communications of and others as yet 

unknown, concerning the above described offenses to and from 

and located i n the premises 

known as , • Such interception s h a l l 

not automatically terminate when the type of communications 

described above i n paragraph (B) have f i r s t been obtained but 
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s h a l l continue u n t i l communications are intercepted that reveal 

the manner in which and others as yet unknown, 

participate in the specified offenses and that reveal the 

i d e n t i t i e s of (his) (her) (their) co-conspirators, their places 

of operation, and the nature of the conspiracy involved therein, 

or for a period of (not to exceed 30) days, whichever i s e a r l i e r ; 

pursuant to Section 2518(5) of T i t l e 18, United States Code, the 

time set forth in this order s h a l l run from the e a r l i e r of the 

day on which the investigative or law enforcement officer f i r s t 

begins to conduct the interception or ten days from the date of 

th i s order. 

Providing that, th i s authorization to intercept electronic 

communications s h a l l be executed as soon as practicable after the 

signing of this order and s h a l l be conducted in such a way as to 

minimize the interception of communications not otherwise subject 

to interception under Chapter 119 of T i t l e 18 of the United 

States Code, and must terminate upon attainment of the authorized 

objective or, in any event, at the end of (not to exceed 30) days 

measured from the e a r l i e r of the day on which the investigative 

or law enforcement o f f i c e r f i r s t begins to conduct the 

interception or ten days from the date of the order, whichever i s 

e a r l i e r . 

Providing also, that applicant s h a l l provide the court with 

a report on or about (such i n t e r v a l s as the court mav require) 
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days f o l l o w i n g the date of t h i s order showing what progress has 

been made toward achievement of the authorized o b j e c t i v e and the 

need f o r continued i n t e r c e p t i o n . 

Judge 

Date 
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WIRE OR ELECTRONIC COMMUNICATION SERVICE PROVIDER 

ORDER 

This matter having come before the Court pursuant to the 

application of the United States for the interception of 

(wire) (electronic) communications on (facilities) (telephone 

numbers) and subscribed to by ---
at 

\ 
\. 

(· 

IT APPEARING that the Court, having reviewed the application 

and having found that it conforms in all respects to the 

requirements of Title 18, United States Code, Sections 2516 and 

2518, has this day of 

signed an Order conforming to the provisions of Title 18, United 

States Code, Section 2518, authorizing special agents of the 

(investigative agency) to accomplish the aforesaid interception, 

and 

IT FURTHER APPEARING THAT (name of wire or electronic 

communication "service provider) is a provider of electronic 

::_-:-______ communica'tion ~erV"ihe~ within the meaning·'..-of Title 18, United 
. .:: . 

State·s code, Section· 2510 (15), and :;. ' .. 

. , 
.. -'. ; . 

IT FURTHER APPEARING that the applicant has requested that 
,-~ -
---rrianie of wire or electronic communication service provider) 

···-.--:,- :-
. ~_,, -

FORM 9 
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Subject: thanks! 
Date: Mon, 10 Jul 2000 21:36:06 -0400 

From: Joshua S._Gottheimer@who. eop.gov 
To: aedmondsl@home.com 

D r a f t 07/10/00 9:30pm 
Go t t h e i m e r / Swire 

CHIEF OF STAFF JOHN PODESTA 
REMARKS TO PRESS CLUB ON ELECTRONIC VJIRETAPPING 

WASHINGTON, DC 
J u l y 14, 2000 

More t h a n a hundred and f i f t y y e a rs ago, n o t t o o f a r f r o m where we s i t 
Lodav, Samuel Morse s e n t t h e f i r s t t e l e g r a p h message. VJith t h e t o u c h o f a 
f i n g e r , he s h a t t e r e d b a r r i e r s o f t i m e and space, opening up a w o r l d o f 
p o s s i b i l i t y t h a t wasn?t even i m a g i n e d ] u s t a few years b e f o r e . 

Morse?s i n v e n t i o n s e t i n a m o t i o n a t e c h n o l o g i c a l r e v o l u t i o n t h a t 
would f o r e v e r change t h e way man would communicate. Only a few years l a t e r , 
i n 1858, Queen V i c t o r i a b r i d g e d t h e wa t e r s o f t h e A t l a n t i c , when she sent 
t h e f i r s t t r a n s a t l a n t i c t e l e g r a p h t o P r e s i d e n t Buchanan i n t h e White House. 
J u s t two decades l a t e r , u s i n g a f u n n e l , a cup o f a c i d , and some copper 
w i r e , A l e x a n d e r Graham B e l l i n v e n t e d a d e v i c e t o g i v e v o i c e -- n o t j u s t 
words ? a way t o t r a v e l . 

Today, che g r e a t r e v o l u t i o n m commuj^cation i:echnoJ,«igy c o n t i n u e s . 
>From s m a l l towns t o b i g c i t i e s , t h e I n t e r n e t i s bring,ar1ig m i l l i o n s o f p e o p l e 
c l o s e r t o g e t h e r , g i v i n g them new ways/to f i n d i n f o r p t ^ i o n and t o s t a y i n 
t o u c h . When i t was i n v e n t e d t h i r t y / y e a r s ago, t h ^ e were nust two 
computers exchanging v e r y s i m p l e ofessages. Now/there a re almos t 50 m i l l i o n 
households o n l i n e , a l l w i t h same/access t o a -i f e s e r v o i r o f i n f o r m a t i o n ? 
from Shakespeare?s f i r s t sonnet t o t h e rema r k a b l e photos j u s t t a k e n o f 
Mars. 

The I n t e r n e t , l i k e Morse?s t e l e g r a p h , b r i n g s w i t h i t new foun d hope 
and o p p o r t u n i t y . But i t a l s o b r i n g s new c h a l l e n g e s t o our most f u n d a m e n t a l 
v a l u e s ? and t h e need f o r new laws and new p r o t e c t i o n s t o m a i n t a i n them. 
Because we are so i n t e r c o n n e c t e d , more p e o p l e now have e a s i e r access t o our 
most p e r s o n a l i n f o r m a t i o n ? from bank s t a t e m e n t s t o our m e d i c a l h i s t o r y . 
I n t e r n a t i o n a l n a r c o t i c s t r a f f i c k e r s can communicate w i t h each o t h e r v i a 
computer messages. Hackers can d e s t r o y c y b e r - p r o p e r t y by d e f a c i n g homepages 
and m a l i c i o u s l y m a n i p u l a t i n g p r i v a t e i n f o r m a t i o n . 

Over t h e l a s t seven and a h a l f y e a r s , our A d m i n i s t r a t i o n has t a k e n 
s t e p s t o keep our laws and p o l i c i e s i n l i n e w i t h t h e l a t e s t advances i n 
t e c h n o l o g y . To combat c y b e r - t e r r o r i s m , we?ve i n t r o d u c e d new l e g i s l a t i o n , 
i n c r e a s e d law enf o r c e m e n t e f f o r t s , and c o o r d i n a t e d p u b l i c - p r i v a t e 
p a r t n e r s h i p s t o b u i l d s e c u r i t y and t r u s t i n o n l i n e a c t i v i t i e s . J u s t t h i 
F ebruary, i n h i s Cyber S e c u r i t y Summit, t h e P r e s i d e n t emphasized—ttie r o l e 
and r e s p o n s i b i l i t y o f t h e p r i v a t e s e c t o r i n vnipi«PH^S^j.^''"^oniputer and 
network securiiLy.c W^ve a l s o worked t o d e v e l o p s t r o n g e n c r y p t i o n t o o l s ? 
l i k e t h o s e p^tS^meijft-O^AT^y t h e European Union t o p r o v i d e t i g h t e r 
s e c u r i t y and p r i v a c y m e l e c t i o n communications. 

A d d i t i o n a l l y , we?ve t a k e n s t e p s t o ensure t h a t t h e a p p r o p r i a t e cyber 
s e c u r i t y measures are i n c l u d e d as p a r t o f a l l government computer systems. 

/ / ^ U n f o r t u n a t e l y , Congress has n o t g i v e n us t h e necessary f u n d i n g t h e 
( J y P r e s i d e n t has r e q u e s t e d t o t a k e a d t ^ t i o n a l s t e p s , such as f u n d i n g an 

i n t e r n a l e x p e r t r e v j ^ w . team. (/pW^ye?ve t a k e n a c t i o n t o ensure t h a t what 
s h o u l d be p r i v a t e , s t a y s p r i v a t e V ^ i n c l u d i n g t h e m e d i c a l and f i n a n c i a l 
r e c o r d s o f our c i t i z e n s . 
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Supreme Court Jus,6rlce Louis Brandies once said, ?Time works changes ? 
[ i t ] brings i n t o exy4zence new co n d i t i o n s and purposes.? Today I want to 
calk to you about/another step we should take to keep our laws consistent 
with the latest/advances: the updating of e x i s t i n g wiretap laws. At the 
heart of the i-ssue i s the Fourth Amendment, which states t h a t , ?The r i g h t 
of the people( be secure i n t h e i r persons, houses, papers, and e f f e c t s , 
against unreasonable searches and seizures.? 

In 1787, a person?s most important ?papers and e f f e c t s ? -- l i k e 
d i a r i e s and l e t t e r s -- were almost undoubtedly m t h e i r home or place of 
business. These papers were p r o t e c t e d by the requirement of a warrant 
before the s t a t e could enter and search. But over time, w i t h advances i n 
cechnology, people no longer r e l i e d s o l e l y on paper and pen to communicate 
wich one another. By the t u r n of the 20th Century, people were using the 
telephone f o r personal c a l l s and business t r a n s a c t i o n s . By the ISSOs, 
.Qjnericans were using e-mail. These advances m technology have forced an 
ongoing debate m Congress and m the Courts over the a p p l i c a t i o n of the 
Fourth Amendment. 

In the 1S28 Olmstead case, the Supreme Court found t h a t conversations 
over the telephone were not protected by the Fourth Amendment, and 
the r e f o r e wiretapped conversation could submitted as evidence. Judge 
Brandeis disagreed and argued t h a t , ?There i s , i n essence, no d i f f e r e n c e 
between the sealed the l e t t e r and p r i v a t e telephone message.? Wiretaps of 
phones, Brandeis argued, invaded the p r i v a c y of people on both ends of the 
l i n e ? the same p r i v a c y the framers intended to p r o t e c t w i t h the Fourth 
.Amendment. 

The 1963 Court agreed w i t h Brandeis, when i t r u l e d i n Katz vs. the 
United States t h a t an i n d i v i d u a l ? s phone conversation was pr o t e c t e d by the 
Fourth Amendment, and th e r e f o r e inadmissible i n court proceedings. Later 
th a t year. Congress responded t o the Court?s d e c i s i o n by passing new 
l e g i s l a t i o n w i t h s t r i c t standards f o r a l l wiretaps. 

T i t l e I I I of the 1968 Crime Control and Safe Streets Act required a 
court order and h i g h - l e v e l J u s t i c e Department approval f o r a l l phone 
wiretaps. I t only allowed wiretaps i n the most serious crimes, such ^ - ^ ^ — ^ 
espionage, treason, and crimes of violence. And, i n those cases, i t 
required d e t a i l e d annual reports on the number and nature of a l l taps. 
Most s i g n i f i c a n t l y . T i t l e I I I r u l e d t h a t any i n f o r m a t i o n a t t a i n e d outside 
the parameters of the law was inadmissible i n court. 

T i t l e I I I remained r e l a t i v e l y untouched u n t i l the mid-1980s, when 
c e l l u l a r telephone service, e-mail, and other computer-to-computer 
communication put new demands on the 1968 law. T i t l e I I I of the 1968 law 
only applied t o wire and voice communications ? not to wire l e s s phone 
conv^ersations or e-mail. But by 1984, there were more than 7,000 Americans 
using c e l l u l a r phones, and more than 400,000 logging onto e l e c t r o n i c m a i l . 

I n response, under the leadership of Senator Leahy, Congress adopted 
the E l e c t r o n i c Communications Privacy Act of 1986 -- once again updating 
I t s laws t o keep pace w i t h changing technology. Before ECPA, the 
government could use an e l e c t r o n i c wiretap t o monitor an i n d i v i d u a l ? s 
e-mails w i t h a mere subpoena. ECPA changed t h a t , and put i n place many of 
che p r o t e c t i o n s the courts had given t o phone conversations two decades 
e a r l i e r . 

ECPA d i d several t h i n g s : i t made clear t h a t w i r e l e s s voice 
communications were covered to the same degree as wir e l e s s voice 
communications. I t extended some, but not a l l , p r i v a c y p r o t e c t i o n s to 
e l e c t r o n i c communications i n t e r c e p t e d i n r e a l - t i m e . I t set standards f o r 
access to stored e-mail and other e l e c t r o n i c communications, and i t adopted 
the t r a p and trace s t a t u t e , governing r e a l - t i m e ? i n t e r c e p t i o n ? of ?numbers 
d i a l e d on a phone l i n e . ? ECPA also made i t a f e d e r a l crime t o i n t e r c e p t 
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e l e c t r o n i c m a i l , data transmission and other e l e c t r o n i c communications. 
This l e g i s l a t i o n was a b i g step, and one t h a t was sorely needed w i t h the 
advent of e l e c t r o n i c communication. 

Today, ECPA ? l i k e i t s predecessors ? has, i n many ways, become 
outdated by new advances i n computer technology and e l e c t r o n i c 
communication. Our country, and the world, i s i n c r e a s i n g l y more d i g i t a l ? 
i n c r e a s i n g l y more i n t e r a c t i v e . Since the passage of ECPA, we?ve seen a 
co.mmunications r e v o l u t i o n w i t h the r i s e of the c e l l phone and the 
development and use of the World Wide Web. 

Today there are more 360 m i l l i o n c e l l phone users, and more than 50 
m i l l i o n households o n l i n e i n the United States. That?s an increase of more 
than 1250% since 1984 alone. More than over 1.4 b i l l i o n e-mails changes 
hands each and every day. Computer users today send e-mail from, t h e i r home 
phone l i n e s through I n t e r n e t Service Providers, and they download f i l e s and 
e-mails onto shared servers at work. A growing number of Americans ? 2.2 
m i l l i o n ? log on t o the I n t e r n e t and send e-mail through cable modems -- a 
means of connection t h a t wasn?t even considered when ECPA was w r i t t e n . 

ECF.". was not devised t o address many of the issues r e l a t e d to these 
nevver, f a s t e r means of e l e c t r o n i c communication. I t doesn?t extend T i t l e 
I I I p r o t e c t i o n s t o email s i t t i n g on the server of an I n t e r n e t Service 
Provider ? l i k e those m Yahoo?s corporate headquarters i n Santa Clara, 
C a l i f o r n i a . I t doesn?t include other e s s e n t i a l p r o v i s i o n s ? l i k e the scope 
of crimes covered ... and the need f o r J u s t i c e Department approval. .And 
ECPA doesn?t include a s t a t u t o r y suppression r u l e f o r government 
v i o l a t i o n s , or a mandate f o r annual r e p o r t s . 

What does t h i s mean? I t means t h a t data stored on networks i s not 
afforded f u l l p r i v a c y p r o t e c t i o n . That many of the p r o t e c t i o n s i n the 
wiretap law do not apply t o email and other I n t e r n e t services -Anericans 
o f t e n use. I t means t h a t ISP customers are not e n t i t l e d to n o t i c e when 
personal i n f o r m a t i o n i s subpoenaed i n c i v i l l a w s u i t s . And i t means t h a t 
i n c o n s i s t e n t standards apply to government access to i n f o r m a t i o n . 

B a s i c a l l y , the same e-mail sent d i f f e r e n t ways ? through cable, phone 
l i n e s , or an ISP -- i s subject t o d i f f e r e n t p r i v a c y standards. Considering 
the extent to which our e l e c t r o n i c correspondence contains our most 
s e n s i t i v e thoughts and i n f o r m a t i o n -- shouldn?t they count as the ?papers 
and e f f e c t s ? mentioned i n the Fourth Amendment? I t ? s time to adopt 
l e g i s l a t i v e p r o t e c t i o n s t h a t map Fourth Amendment p r i n c i p l e s onto the 
l a t e s t technology. I t ? s time t o update and harmonize our e x i s t i n g laws to 
give a l l forms of technology the same l e g i s l a t i v e p r o t e c t i o n s as our 
celephone conversations. 

I propose the f o l l o w i n g l e g i s l a t i v e a c t i o n s : 

F i r s t , some c u r r e n t s t a t u t e s apply to crimina^-^ho use hardware 
?devices? but not t o i d e n t i c a l crimes t h a t use software instead. Such 
telephone-era laws should be c l e a r l y updated t o apply to an I n t e r n e t era 
where hardware and software are interchangeable. One of our 
Administration?s c e n t r a l p r i n c i p l e s has been technology n e u t r a l i t y -- the 
idea t h a t the government and the laws should be ge n e r a l l y n e u t r a l between 
d i f f e r e n t technologies. I n our proposed l e g i s l a t i o n , we would amend 
st a t u t e s t h a t are hardware-specific or use ?de\ji&es-?—and other outmoded 
language. VJe would also continue t o stud^<!S^netheT~^ny a d d i t i o n a l 
l e g i s l a t i v e responses are appropriate t x J ^ i s t r i b u t e d der>£al-of-service or 
other new t h r e a t s . — 

Second, we need t o achieve* h^aimuMiLi>n uf liuk/ the laws apply to 
d i f f e r e n t forms of communication. As I mentioned, the c u r r e n t law sets 
s t r i c t e r standards f o r law enforcement access t o ?wire? communications such 
as telephone c a l l s than f o r ? e l e c t r o n i c ? communications such as e-mail. The 
market should play the c e n t r a l r o l e i n p i c k i n g t e c h n o l o g i c a l winners and 
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l o s e r s , not Congress or the reg u l a t o r s " 

I n order t o achieve t h i s n e u t r a l i t y , we propose t o harmonize the l e g a l 
standards t h a t apply t o law enforoement access t o e-mails, telephone c a l l s , 
and cable services. For more than 30 years, f e d e r a l law has set a cough, 
but manageable standard f o r whem law enforcement o f f i c e r s can l i s c e n t o the 
contents of phone c a l l s . Tockay, the same l e g a l p r o t e c t i o n s should apply -err 
eleccronic communication as/telephone communication. These p r o t e c t i o n 
1 nclude j h i g h - l e v e l approval w i t h i n the Department of J u s t i c e , ufie <a^^ f o r 

V^v^the most Serious crimes,* and su^press1 on of evidence i n c o u r t / I f the r u l e s / 
lare not f o f W ^ ^ ^ ^//W'lU ^ 

At the same time, we propose to change the standards t h a t apply t o 
cable services. Under the curr e n t Cab"'-- Ac t , even where there i s clear 
proof of serious crimes, law enforceme.. f f i c i a l s cannot gain access to 
subscriber records -- unless the customer f i r s t can contest the issue i n 
court. With our proposal, we would r e t a i n the underlying purpose of the 
Cable Act to keep c o n f i d e n t i a l the l i s t of shows t h a t a customer has 
watched. But, when cable systems are used to access the I n t e r n e t , vje 
believe the r u l e s should be the tough but manageable standards we also 
support f o r e-mails and telephone c a l l s . 

T h i r d , we need t o seek balance among c r u c i a l goals -- i n c l u d i n g the 
p r o t e c t i o n of p u b l i c s a f e t y , the achievement of economic growth and d i g i t a l 
o p p o r t unity, and the pr e s e r v a t i o n of pri v a c y and c i v i l l i b e r t i e s . That?s a 
challenge t h a t our f o r e f a t h e r s grappled 'th when they wrote the 
C o n s t i t u t i o n , and one t h a t our governmei. jnd courts have st r u g g l e d w i t h 
ever since. Our aim should be t o enhance law enforcement a u t h o r i t i e s 
a b i l i t y to address unlawful conduct, but also to enhance pr i v a c y and c i v i l 
l i b e r t i e s on the I n t e r n e t . 

For example, we need t o update the longstanding l e g a l rules that 
govern when law enforcement can t r a c k the i d e n t i t y of those w i t h whom we 
communicate. Our ?trap and trace? r u l e s come from the era of the 
t r a d i t i o n a l telephone network, when one company o f f e r e d nationwide phone 
service. Telephone s e r v i c e today i s o f f e r e d by a bew i l d e r i n g v a r i e t y of 
companies t h a t o f f e r l o c a l , long distance, and wir e l e s s services. Tracing 
a phone c a l l o f t e n r e q u i r ^ j s e p a r a t e subpoenas i n the various courts where 
each of the companies operates. The problem i n t r a c i n g I n t e r n e t 
communications t o t h e i r source can be even worse. The s t r u c t u r e of che 
I n t e r n e t means t h a t communications are r o u t i n e l y s h u t t l e d among many nodes, 
o f t e n m d i f f e r e n t f e d e r a l court d i s t r i c t s . 

Today, we are proposing ways t o make these " t r a p and t r a c e " rules more 
e f f e c t i v e f o r law enforcement, while also b e t t e r assuring p r i v a c y and c i v i l 
l i b e r t i e s . We be l i e v e t h a t a f e d e r a l court should be able to issue one 
order t o trace a communication t o i t s source, and tha t order should be 
e f f e c t i v e nationwide. We also b e l i e v e t h a t there should be greater j u d i c i a l 
oversight of t r a p and trace a u t h o r i t i e s . Federal law should make cle a r 
t h a t such orders should only be issued a f t e r a j u d i c i a l o f f i c e r has 
determined t h a t the proper f a c t u a l showing has been made. 

In the e a r l y years of our r e p u b l i c , Thomas J e f f e r s o n said, ?America?s 
i n s t i t u t i o n s must move forward hand-in-hand w i t h the progress of the human 
mind.? Today, the progress of the human mind i s c e r t a i n l y racing forward 
at break-neck speech. Technology i s opening up a new world of p o s s i b i l i t y 
-- but i t i s also c h a l l e n g i n g our p r i v a c y i n ways we might never have 
imagined. In the r i g h t hands, the computer has become an indispensable 
t o o l f o r education, business, research and development. But i n c r i m i n a l 
hands, the same computer becomes a t o o l of d e s t r u c t i o n . As i n any era of 
great progress, we must work together to ensure t h a t our democracy and our 
laws keep pace w i t h our minds -- and t h a t we p r o t e c t our c i v i l l i b e r t i e s , 
not j u s t the law enforcement mechanisms t h a t were i n s t i t u t e d t o preserve 
them. 
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messages. Hackers can destroy cyber-property defacing homepages and maliciously 
manipulating private information. 

Over rhe last seven and a half ye s, our Administration has taken steps to keep our 
laws and policies in line with the late advances in technology. To combat cyber-terrorism, 
we've introduced new legislation, i reased law enforcemenr efforts, and coordinated 
public-private partnerships to bui security and trust in oliline activities. Just this February, 
in his Cyber Security Summit, e President emphasized the role and responsibility of the 
private sector in ensuring co uter and network security. We've also worked to develop 
strong encryption tools - r those put in place by the European Union -- to provide tighter 
security and privacy in ele on corrununications. 

Additionally, we've taken action to ensure that what should be private, stays private, 
including the medical and financial records of our citizens. And we've taken steps to ensure 
that the appropriate cyber security measures are included as part of all government computer 
systems. Unfortunately, Congress has not given us the necessary funding the President has 
requested to take additional steps, such as funding an internal expert review team. 

Supreme Court Justice Louis Bra.r@s once said, "Time works changes ... [it] brings 
into existence new conditions and purposes." Today I want to talk to you about another step 
we should talce to keep our laws consistent with the latest advances: the updating of exisring 
wiretap laws. At the heart of the issue is the Fourth Amendment, which states that, "The right 
of the people be secure in their persons, houses, papers, and effects, against unreasonable 
searches and seizures. " 

In 1787, a person's most important "papers and effects" -- like diaries and letters -­
were almost undoubtedly in their home or place of business. These papers were protected by 
the requirement of a warrant before the state could enter and search. But over time. with 
advances in technology, people no longer relied solely on paper and pen to communicate with 
one another. By the tum of the 20th Century, people were using the telephone for personal 
ca11s and business transactions. By the 1980s, Americans were using e-mail. These advances 
in cecbnology have forced an ongoing debate in Congress and in the Courts over the 
application of the Fourth Amendment. 

case, the Supreme Court ti d that conversations over the 
telephone were not pr ected by the Fourth Amend t, and therefore wiretapped 
conversation coul bmitted as evidence. Judge andeis disagreed and argued that, "There 
is, in essence, no difference between the sealed letter and private telephone message." 
Wiretaps of phones, Brandeis argued, invaded the privacy of people on both ends of the line -
the same privacy the framers intended to protect with the Fourth Amendment. 

The 1968 Court agreed with Brandeis, when it ruled in Katz vs. the United States that 
an individual's phone conversation was protected by the Fourth Amendment, and therefore 
inadmissible in court proceedings. Later that year, Congress responded to the Court's 
decision by passing new legislation with strict standards for all wiretaps. 
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At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act. even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records -- unless the customer first can contest the issue 
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep 
confidential the list of shows that a customer has watched. But, when cable systems are used to 
access the Internet, we believe the rules should be the tough but manageable standards we also 
support for e-mails and telephone calls. 

Third, we need to seek balance among crucial goals -- including the protection of pub11c 
safety, the achievement of economic growth and digital opportunity, and the preservation of 
privacy and civil liberties. That's a cha.Henge that our forefathers grappled with when they wrote 
the Constitution, and one that our government and courts have struggled with ever since. Our 
aim should be to enhance law enforcement authorities ability to address unlawful conduct, but 
also to enhance privacy and civil liberties on the Internet. 

For example, we need to update the longstanding legal rules that govern when law 
enforcement can track the identity of those with whom we communicate. Our "trap and trace" 
rules come from the era of the traditional telephone network, when one company offered 
nationwide phone service. Telephone service today is offered by a bewildering variety of 
companies that offer local, long distance, and wireless services. Tracing a phone call often 
requires separate subpoenas in the various courts where each of the companies operates. The 
problem in tracing Internet communications to their source can be even worse. The structure of 
the Internet means that communications are routinely shuttled among many nodes, often in 
different federal court districts. 

Today, we are proposing ways to make these "trap and trace" rules more effective for 
law enforcement, while also better assuring privacy and civil liberties. We believe that a 
federal court should be able to issue one order to trace a communication to its source, and that 
order should be effective nationwide. We also believe that there should be greater judicial 
oversight of trap and trace authorities. Federal law should make clear that such orders should 
only be issued after a judicial officer has determined that the proper factual showing has been 
made. 

In the early years of our republic, Thomas Jefferson said, "America's institutions must 
move forward hand-in-hand with the progress of the human mind." Today, the progress of 
the human mind is certainly racing forward at break-neck speech. Technology is opening up a 
new world of possibility -- but it is also challenging our privacy in ways we might never have 
imagined. In the right hands, the computer has become an indispensable tool for education, 
business, research and development. But in criminal bands, the same computer becomes a tool 
of destruction. As in any era of great progress, we must work together to ensure that our 
democracy and our laws keep pace with our minds ·- and that we protect our civil liberties, 
not just the law enforcement mechanisms that were instituted to preserve them. Thank you . 
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HEADLINE: Samsung develops advanced TFT-LCD for cellular phones 

BODY: 

Samsung Electronics has developed an advanced thin-fi lm-transistor liquid crystal display 
(TFT-LCD) for cellular phones. 

The company announced on April 23 that It has developed the new TFT-LCD for IMT-2000, designed 
to provide ultra-high resolution for moving or still images. 

The new product has 720 (horizontal) by 240 (vertical) pixels, making Its resolution four times higher 
than that of Japanese competitors. In addition, its power consumption stands at a third of existing 
displays because of a built-in reflecting plate. 

Samsung will begin to mass-produce the TFT-LCDs for IMT-2000 in the latter half of this year and 
begin exports to oversea markets by the year's end. 

The number o f ce l lu lar phone users throughout the world Is estimated to reach 360 million this 
year and rise to 1.6 billion by 2005, an official of Samsung Electronics forecast. 

The number of hand-held terminals with TFT-LCD panels Is estimated to reach 3.57 million this year 
and to dramatically rise to 375 million by 2005, accounting for 23 percent of the total hand-held 
telephonic devices of the world, he added. 
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During the intervening years, both the benefits and risks from widespread use of 
electronic communications have fundamentally changed. On the benefit side, we have seen all 
the many advantages that come from having infomiation flows become global, instantaneous, 
and far less expensive. The Internet has become an engine for education, entertainment, and 
economic growth. Individuals and businesses now entmst a much greater portion of their most 
sensitive information to e-mail and other electronic communications. 

On the risk side, however, there is no doubt that criminal, terrorist, and other unlawful 
activity is increasingly moving to the Net. As law enforcement and national security agencies 
confront these threats, some of the old statutory language simply does not apply to new 
technology. For example, some current statutes apply to criminals who use hardware "devices" 
but not to identical crimes that use software instead. Such telephone-era laws should clearly be 
updated to apply to an Internet era where hardware and software are often interchangeable. In 
proposed legislation, we should amend statutes that are hardware-specific or use "devices" and 
other outmoded language. We will also continue to study whether any additional legislative 
responses are appropriate to distributed denial-of-service or other new threats. 

A second theme is to achieve harmonization of how the laws apply to different forms of 
communication. Current law, for instance, sets stricter standards for law enforcement access to 
"wire" communications such as telephone calls than for "electronic" communications such as e-
mail. Whether or not such a difference made sense when it was enacted in 1986, the separate 
standards are much harder to justify today when industries have converged and many telephone 
calls are actually completed through the Internet. Similarly, for Intemet communications, the 
rules may differ substantially depending on whether homeowners get to the Internet via a dial-up 
phone service, a cable provider, or a satellite service. In our era of rapid technological change, 
one of the Administration's central principles has been technology neutrality — the idea that the 
government and the laws should be generally neutral between different technologies such as 
different sorts of Intemet service providers. The market should play the central role in picking 
technological winners and losers, not Congress or the regulators. 

In order to achieve this neutrality, we propose to harmonize the legal stan^aî s that apply 
to law enforcement access to e-mails, telephone calls, and cable services. For Ojer 30 years, 
federal law has set a tough but manageable standard for when law enforcement officers can listen 
to the contents of phone calls. Today, when e-mail and other "electronic" communications are 
relied upon similarly to phone calls, we believe that the same legal protections should apply. 
These protections include high-level approval within the Department of Justice, use only for the 
most serious crimes, and suppression of evidence in court if the mles are not followed. 

At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act, even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records unless the customer first can contest the issue in 
court. We would retain the underlying purpose of the Cable Act to keep confidential the list of 
shows that a customer has watched. But, when cable systems are used to access the Internet, we 
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4 believe the rules should be the tough but manageable standards we also support for e-mails and 
telephone calls. 

The third theme for law enforcement authorities is to seek balance among crucial goals 
including protection of public safety, achievement of economic growth and digital opportunity, 
and preservation of privacy and civil liberties. The President emphasized this need for balance in 
his remarks at the February Cyber Security Summit. [Perhaps add quotes from POTUS or 
Podesta at that event.] Our aim should be to enhance law enforcement authorities to address 
unlawful conduct and also to enhance privacy and civil liberties on the Internet. 

An example of how to achieve all of these goals concerns the longstanding legal mles 
that govem when law enforcement can track the identity of those with whom we communicate. 
Today, we are proposing ways to make these "trap and trace" rules more effective for law 
enforcement while also better assuring privacy and civil liberties. 

Our "trap and trace" mles come from the era of the traditional telephone network, when 
one company offered nationwide phone service. In that setting, a federal subpoena to determine 
a caller's identity could be served on the one company and have effect nationwide. By contrast, 
telephone service today is offered by a bewildering variety of companies that offer local, long 
distance, and wireless services. Tracing a phone call may require separate subpoenas in the 
various courts where each of the companies operates. The problem in tracing Intemet 
communications to their source can be even worse. The stmcture of the Internet means that 
communications are routinely shuttled among many nodes, often in different federal court 
districts. 

To update the "trap and trace" rules for these changed circumstances, the Administration 
believes that a federal court should be able to issue one order to trace a communication to its 
source, and that order should be effective nationwide. At the same time that we make nationwide 
enforcement more effective, we also should provide greater judicial oversight of trap and trace 
authorities. Federal law should make clear that such orders should issue only have after a 
judicial officer has determined that the proper factual showing has been made. 

[Developing options for additional issues that may be included.] 

[Closing paragraphs. Here are some free quotes on privacy and civil liberties that we 
could use if appropriate: 

"Civil liberties had their origin and must find their ultimate guaranty in the faith of the people." 
Justice Robert Jackson, Douglas v. Jeannette, 319 U.S 157 182 (1943). This quote could bolster 
the idea that we need statutory implementation of 4* Amendment values when the Constitution 
itself does not apply. 

"The right to be alone ~ the most comprehensive of rights, and the right most valued by civilized 
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Record Type: Record 

To: Joshua S. GottheimerA/VHO/EOP@EOP 

cc: Seth J. Applebaum/WHO/EOP@EOP, Zina C. Pierre/WHO/EOP@EOP 
Subject: Re: DRAFT-NACO Video. Comments pis to Gottheimer ASAP 62554. 

Josh, these remarks are good. Only two changes I suggest in the firs paragraph. Please add an 
acknowledgment of Vernon Gray, president of NACo. He is a proven friend of our Administration. Also, 
rather than saying "As the only organization," I suggest "As an organization dedicated to representing". 
(The County Executives of America would argue that they also represent counties.) Thanks. 
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PRESIDENT WILLIAM J . CLINTON 
REMARKS ON MILESTONE IN HUMAN GENOMICS 

THE EAST ROOM 
June 26, 2000 

Acknowledge: P.M. Blair, who will join us via live teleconference in a moment; 
Ambassadors from [the U.K.], Japan, [Germany], France, [China] - whose scientists have 
contributed mightily to the vast international consortium that is the Human Genome Project; 
Sec. Shalala, who could not be here today. Sec. Richardson, Dr. Ruth Kirschstein, Dr. Ari 
Patrinos, and the scientists of the Dept. of Health and Human Services and the Dept. of 
Energy who have played such an important part of the Human Genome Project since its 
inception; Dr. Neal Lane; Dr. Francis Collins, the director of the international Human 
Genome Project; Celera [sa-LAIR-ah] Pres. Dr. Craig Venter; Sens. Domenici, Harkin, 
Sarbanes; other distinguished guests. 

Nearly two centuries ago, Thomas Jefferson and a trusted aide spread out a magnificent 
map upon this very floor - a map that Jefferson had long prayed he would behold within his 
lifetime. The aide was Meriwether Lewis - and the map was the product of Lewis's 
courageous expedition across the young American nation. It was a map that defmed the 
contours of a continent and forever expanded the frontiers of our imagination. 

Today, the world is joining us here in the East Room to behold a map of even greater 
significance: We are here to celebrate the completion of the first survey of the entire human 
genome. Without a doubt, this is the most important, most wondrous map ever produced by 
humankind. It is the map of life itself. 

This moment we are here to witness was brought about through the brilliant and 
painstaking work of scientists all over the world, including many of the men and women who 
are here today. It was not even 50 years ago that a young Englishman by the name of Crick 
and a brash, even younger American named Watson first discovered the elegant helical 
structure of our genetic code. Dr. Watson [present in the audience], from this vantage point. 



the way you announced your discovery in the journal Nature seems almost quaint: "This 
structure has novel features which are of considerable biological interest." That was one of 
the greatest understatements of all time. 

How extraordinarily far we have traveled since that day of fundamental discovery. In 
the intervening years, we have pooled the combined wisdom of biology, chemistry, physics, 
engineering, mathematics, and computer science. We have tapped the great strengths and 
insights of the public and private sectors. More than a thousand researchers across six 
nations have revealed nearly all 3 billion letters of our miraculous genetic code. I congratulate 
all of you on your smnning, humbling achievement. 

I believe today's announcement represents more than just an epoch-making triumph of 
science and reason. After all, when Galileo discovered that he could use the tools of 
mathematics and mechanics to understand the motion of celestial bodies, he felt, in the words 
of one eminent researcher, that he had learned "the language in which God created the 
universe." Today, we are learning the language in which God created life. We are gaining 
ever more awe for the complexity, the beauty, the wonder of God's most divine and sacred 
gift. 

With this profound new knowledge, humankind is on the verge of gaining immense 
new power to heal. Genome science will have a real impact on all our lives. It will 
revolutionize the diagnosis, prevention, and treatment of most, if not all, human disease. In 
the coming years, doctors will increasingly be able to cure diseases like Alzheimer's, 
Parkinson's, diabetes, and cancer by attacking their genetic roots. Just to offer one example, 
patients with some forms of leukemia and breast cancer are already being treated in clinical 
trials with sophisticated new drugs that precisely target the faulty genes in cancer cells, with 
little or no risk to healthy cells. In fact, it is now conceivable that our children's children will 
know the term "cancer" only as a constellation of stars. 

But today's historic achievement is only a marvelous starting point. There is much 
hard work that remains to be done. And that is why 1 am so pleased to announce that from 
this moment forward, the robust and healthy competition that has led us to this day - and is 
always essential to the progress of science - will be coupled with an enhanced spirit of 
public-private cooperation. 

Public and private research teams are committed to publishing their genomic data 
simultaneously later this year, for the benefit of researchers in every corner of the globe. And 
after publication, both sets of teams will join together for an historic sequence-analysis 
conference. Together, they will examine what scientific insights have been gleaned from both 
efforts - and how we can most judiciously proceed toward the next majestic horizons. 

And what are those next horizons? Well, first, we will complete a virtually-error-free 
final draft of the human genome before the 50th anniversary of the discovery of the double 
helix, less than three years from now. Second, through sustained and vigorous support for 
public and private research, we must sort through this trove of genomic data to identify every 



human gene; we must discover the function of these genes and their protein products; and then 
we must rapidly convert that knowledge into treatments that can lengthen and enrich our lives. 

I want to emphasize that the biotechnology and pharmaceutical industries are absolutely 
essential to this endeavor. For it is they who will bring to market the life-enhancing 
applications of the information from the human genome. And for that reason, this 
Administration is committed to helping them to make the kind of long-term investments that 
will change the face of medicine forever. 

The third horizon that lies before us is one that science cannot approach alone. It is the 
horizon that represents the ethical, moral, and spiritual dimension of the power we now 
possess. We must not shrink from exploring the far frontiers of science. But as we consider 
how to use new discoveries, we must also not retreat from our oldest and most cherished 
human values. 

We must ensure that new genome science and its benefits will be directed toward 
making life better for all citizens of the world - never just a privileged few. As we unlock the 
secrets of the human genome, we must work simultaneously to ensure that new discoveries 
never pry open the protective doors of privacy. And we must guarantee that genetic 
information cannot be used to stigmatize or discriminate against any individual or group. 
Increasing knowledge of the human genome must never change the basic belief upon which 
our ethics, our government, our society are founded: All of us are created equal, entitled to 
equal treatment under the law. 

After all, I believe that one of the great truths to emerge from this triumphant 
expedition inside the human genome is that in genetic terms all human beings, regardless of 
race, are more than 99.9 percent the same. What that means, my friends, is that modern 
science has confirmed what we always learned from ancient faiths: the most important fact of 
life on this Earth is our common humanity. My greatest wish on this day for the ages is that 
this incandescent truth will always guide our actions as we continue to march forth into this, 
the greatest age of discovery ever known. 

And now, it is my great pleasure to mrn to my good friend Prime Minister Tony Blair, 
who is joined in the State Dining Room at 10 Downing Street by Dr. Fred Sanger and other 
world-renowned scientists. With the generous support of the Wellcome Trust, British 
scientists have played an invaluable role in reaching this milestone. On behalf of the 
American people, I would like to thank the British nation for the brilliant work that you have 
brought to this international effort. 

And Mr. Prune Minister, I would like to salute not only your unwavering support for 
genome research but also your visionary commitment to sparking ever-greater innovation 
across the full spectrum of science and technology. On a personal note, 1 can't help but think 
that the year of your son's birth will always be remembered for the remarkable achievements 
we are announcing today. 



[YOU should remain at the lectern while P.M. Blair makes his remarks. After he 
completes his formal remarks, YOU will briefly converse with him.] 

[Proposed brief, conversational remarks to P.M. Blair:] 

Tony, I would like to pick up on your last remark - about safeguarding our shared 
values in this new age. I believe that the Human Genome Project is the single most important 
international scientific expedition ever undertaken. And as we move forward, 1 would like to 
see the U.S., the U.K., and many other nations join together in the same focused way to 
broaden our dialogue on the ethical, legal, and social implications of this expedition. After 
all, these implications cross every possible discipline and every possible divide. 

[At the conclusion of your brief conversation with P.M. Blair, YOU will say a brief 
word about Dr. Craig Venter and introduce Dr. Francis Collins.] 

In a few moments we will hear from Celera Pres. Dr. Craig Venter, who shares in the 
glory of this day thanks to his visionary pursuit of innovative strategies to sequence the human 
genome as rapidly as possible. 

But before we do, 1 would like invite Dr. Francis Collins to the lectern and 
congratulate him on his remarkable accomplishments. From his development of some of the 
central methods for finding human disease genes, to his successful application of those 
methods to the discovery of the cystic fibrosis gene in 1989, to his current leadership of the 
international Human Genome Project, he has combined talents in rigorous science and a 
profound sensitivity to ethical, legal, and social issues. He is a physician-scientist of great 
faith, compassion, energy, and integrity. And more than any other American, he has helped 
us to understand how the marvels of genome science will improve human health. Dr. 
Collins... 

[After Dr. Collins and Dr. Venter conclude their remarks, YOU will retum to the 
lectern to make brief closing remarks.] 
# # # 
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More than a hundred and fifty years ag^not too far from where we sit today, Samuel 
Morse sent the first telegraph message. With^ouch of a finger, he broke down geographic 
barriers that had long kept us apart, opening up a world of a possiblity that was never even 
imagined just a few years before. 

Morse's invention set in a motion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the 
White House. Just two decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give a person's voice — not just his words - a way 
to travel. 

Today, the great American revolution in technology continues. From small towns to big 
cities, the Intemet is brining millions of people closer, giving them new ways to find infonnation 
and to stay in touch. When it was^tented just thirty years ago, there were just two computers 
exhanging very simple messages. Now there are almost 50 million households online, all with 
the access to the same information. 

computers, it has now grown But like Morse invention did more than a century a half 
ago, advances in science and technology bring w/ them a host of new and exciting challenges 
the invention of the telegraph also posed/ introduced a world of new challenges to the way we 
lived, and the to laws we lived by. We have sought to live w/ these challenges. 

Most importantly, he set in a motion a technological revolution that would lead to first 

the first he changed the way man would communicate for the rest of time. While - changing 
the way man would communicate for the ropening the gates to a world of communication from 
This is a great time to be alive in America. The Intemet is ... a revolution in technology is 
underway. It's more than a time of innovation, it's a time of fundamental transformation, the 
kind that happens, at most, every hundred years. Last month, we celebrated the completion of the 
first survey of the entire human genome/ Last month, we announced a major breakthrough in 
human genome research which could eradicate many of the most deadly diseases. Last month, 
the President signed into law the Electronic Signatures Act, which gives online contracts the 
same legal force as equivalent paper contracts. 

Technology is changing so rapidly - key is to keep our laws and our govemment in synch with 
our progress 
Great potential/ progress/ discovery also brings great responsibility, new challenges. Just last 
week discovered human genome - [see genome speech]. That's something that our country and 
our courts have responded to since our founding, and it's something we will continue to do as we 
evolve as a nation. Over the last 7 years, w/ the advances medicine and technology, we've done 
X, y, z. 



Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement, 
medical privacy, signed eo ... ) ... as judge brandeis said, " update our laws" 

We know that we have to make cyberspace open and free. We have to make, at the same time, 
computer networks more secure and resilient, and we have to do more to protect privacy and 
civil liberties. 

One area that's always been at the forefront of concem has been privacy (4"̂  amendment privacy 
principles). Particularly true w/ laws that directly relate to our civil liberties - law enforcement 
(balance), and wire tapping. Historically been a 4"̂  amendment issue, which states X. key has 
always been balance: between public good and civil liberties. 

In updating enduring constitutional values for the computer age, we need to assure that our 
citizens' personal data and communications are appropriately protected. 

We recognize that infonnation technology is changing rapidly and constantly providing both new 
security capabilities and challenges. We will never reach a "perfect solution." 

Original intent of forefathers 

Here of course technology is always changing. 
In the 18XX... the threshold for invasion privacy - protection privacy, home, diary ... assume 
whether or not in a sphere of privacy. 

Over time it has been updated: 
In 1920, when first seminal case on tapping heard - olmstead. At that time, only 

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there 
were websites at the time. Title III out of that. Email. 

In 1986, ... something I worked on closely ... cell phones ... passed x law to keep up w/ nascent 
web ... ECPA. Forward looking at the time. 
That law says: 

But now - times have indeed changed again. We need to change w/ them, like our forefather 
did, and at other seminal moments in our history. Since 1986, x websites have been created. 
More than 2.2M cable modem subscribers. Then there were only 50... now over 50M. But the 
law still says x. It's easier today for fed officials to gain access to my grandmother's cookie 
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law 
from 1984 says 10 days. Don't need x, y, ... 

Law enfrocment may obtain the legal authority to access a suspects' communications or dta 
We need to update our law - harmonize them. So that equal laws for electronic tapping as wire 
tapping, so we can strike that balance - where cable not too difficult. Email not so easy. Privacy 
vs. law enforcement - so if drug, child pom. 



We should update our laws so they do: x, y, z 

Conclusion 

In the early years of our republic, Thomas Jefferson said, "America's institutions must move 
forward hand-in-hand with the progress of the human mind." Today, the progress of the human 
mind is certainly racing forward at break-neck speech. We must work together to ensure that our 
democracy/ and our laws keep pace. " 
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Each of these examples was a p i v o t a l episode i n Psnerican h i s t o r y i n 

which complex s o c i a l , economic, and t e c h n o l o g i c a l forces came together. 
Facing the challenges of the day, America's governmental, s o c i e t a l and 
t e c h n i c a l leaders c r a f t e d a new v i s i o n of the f u t u r e , and i n the process 
became pioneers on a new f r o n t i e r of o p p o r t u n i t y and promise. 

.z^jnerica now faces a new time of p i v o t a l change, enormous 
op p o r t u n i t y , and promise. This time, technology i t s e l f presents both an 
op p o r t u n i t y and a t h r e a t t o g l o b a l s o c i e t y i n c r e a s i n g l y dependent on, 
and connected by, advanced computing and communications. Continuing a 
balanced s t r a t e g y t h a t advances our n a t i o n a l i n t e r e s t s i s the challenge 
of our day. 

2. Cyber America: Great Promise and Serious Risks 

Pjnerica now stands on the b r i n k of r e v o l u t i o n f u e l e d by machines -
computers - and networks of computers t h a t f a c i l i t a t e the i n s t a n t 
exchange of and access to ideas and i n f o r m a t i o n . The computer has and 
w i l l continue t o r e v o l u t i o n i z e v i r t u a l l y a l l aspects of American 
so c i e t y , j u s t as e l e c t r i c i t y , the power g r i d and the r a i l r o a d changed 
our f o r e f a t h e r s ' s o c i e t y . 

The Computer as an Economic Engine. I t i s w e l l known t h a t the 
computer, and i t s a p p l i c a t i o n i n business, commerce, education and 
r e c r e a t i o n has transformed the American economy. America i s becoming a 
country of "knowledge workers," w i t h the ubiquitous a p p l i c a t i o n of 
computer technology at i t s core. .ajnerica's p r o d u c t i v i t y today i s 
grounded i n computer a p p l i c a t i o n s and networks. Barcodes speed us 
iihrough shopping l i n e s and simultaneously f a c i l i t a t e s t o r e manager 
recordkeeping and r e o r d e r i n g . .Airline r e s e r v a t i o n s can be booked from 
home computers. Everything from clothes t o books t o software can be 
purchased over the I n t e r n e t . American companies are d i s c a r d i n g t h e i r 
p r o p r i e t a r y computer systems and using the I n t e r n e t and the Web t o 
increase p r o d u c t i v i t y , network t h e i r e n t i r e chain of s u p p l i e r s , and 
d e l i v e r " j u s t - i n - t i m e " t r a i n i n g to t h e i r employees. Ajnerican students 
can conduct o r i g i n a l research w i t h colleagues on machines around the 
world w i t h but a few keystrokes. Travelers can monitor c u r r e n t weather 
co n d i t i o n s i n another country. S c i e n t i s t s can "conference" 
e l e c t r o n i c a l l y and tr a n s m i t astounding volumes of i n f o r m a t i o n i n seconds 
to colleagues on other c o n t i n e n t s . 

As remarkable as today's innovations are, the years ahead hold even 
greater promise. Computers w i l l become v i r t u a l p a rtners i n a l l aspects 
of our l i v e s . Homes w i l l be c e n t r a l l y wired t o allow i n t e g r a t e d alarms, 
e l e c t r o n i c s , appliances, telephones, and computers t o s i m p l i f y our 
l i v e s . Education w i l l become more adaptive t o the r o u t i n e s of 
i n d i v i d u a l students, and banking, finance, and shopping w i l l 
i n c r e a s i n g l y migrate t o the home and por t a b l e computing devices. 

And i n t h i s process and through networking, computers have created 
the well-known "cyberspace" t h a t e l i m i n a t e s the t r a d i t i o n a l boundaries 
of time and place and l i n k s governments, businesses, and i n d i v i d u a l s i n 
the same e l e c t r o n i c environment. 

The Dangers of Cyberspace. Like any new t o o l i n previous eras, 
computers can be used by those who prey on the innocent. I n t e r n a t i o n a l 
n a r c o t i c s t r a f f i c k e r s now r o u t i n e l y communicate w i t h each other v i a 
computer messages. H o s t i l e governments and even some t r a n s n a t i o n a l 
organizations are e s t a b l i s h i n g cyber-warfare e f f o r t s , assigned the 
mission of c r i p p l i n g America's domestic i n f r a s t r u c t u r e through computer 
atta c k s . Hackers destroy cyber-property by defacing homepages and 
m a l i c i o u s l y manipulating p r i v a t e i n f o r m a t i o n . Pedophiles s t a l k 
unsuspecting c h i l d r e n i n computer chat rooms. I n d i v i d u a l s post 
homepages w i t h i n s t r u c t i o n s t o manufacture pipebombs, chemical weapons. 
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THE WHITE HOUSE 

O f f i c e of the Press Secretary 

or I.mm.ediate Release February 15, 2000 

REMARKS BY THE PRESIDENT 
IM PHOTO OPPORTUNITY WITH LEADERS 

OF HIGH-TECH INDUSTRY 
AND EXPERTS ON COMPUTER SECURITY 

The Cabinet Room 

11:57 A.M. EST 

THE PRESIDENT: The room i s smaller tnan i t looks on 
t e l e v i s i o n . (Laughter.) Usually I don't get so many of them coming i n , 
except you guys are -- (lau g h t e r . ) 

Well, f i r s t of a l l , I want to vjelcom.e the leaders of the 
high-tech i n d u s t r y and experts on com.puter s e c u r i t y t o t h i s meeting at 
the Whine House t o t a l k about how to maxim.ize the promise and minimize 
the r i s k s to the I n t e r n e t . 

The d i s r u p t i o n s at several websites l a s t week h i g h l i g h t how 
important the I n t e r n e t has become t o our whole way of l i f e i n T^jnerica, 
and how v u l n e r a b i l i t i e s at one place on the Net can create r i s k s f o r 
a l l . Our adm.inistration has been working f o r years now t o reduce 
v u l n e r a b i l i t i e s i n governmenL computers and to encourage the p r i v a t e 
sector to do more. 

We know t h a t we have t o keep cyberspace open and f r e e . We 
have to make, at the same time, computer networks more secure and 
r e s i l i e n t , and we have t o do more to p r o t e c t p r i v a c y and c i v i l 
l i b e r t i e s . And we're here t o work together. 

Last month I released a d r a f t plan t o help do our p a r t t o meet 
these challenges. And i n the budget I asked Congress f o r $2 b i l l i o n f o r 
cyber s e c u r i t y , t o safeguard government networks, t o detect a t t a c k s , to 
h i r e and t r a i n more s e c u r i t y experts, t o increase cooperation w i t h the 
p r i v a t e sector. I want t o ju.mp-start t h i s e f f o r t by p r o v i d i n g $9 
m i l l i o n r i g h t away to begin some of these key i n i t i a t i v e s . And so w e ' l l 
do what we can. 

I understand t h a t many leading i n d u s t r y members, i n c l u d i n g the 
companies represented here today, have agreed t o create a mechanism to 
share cyber s e c u r i t y i n f o r m a t i o n , and I applaud t h a t . I am asking 
Secretary Daley and my Science Advisor, Dr. Neal Lane, and Richard 
Clarke from the White House, t o work w i t h these companies t o accelerate 
our e f f o r t s w i t h the p r i v a t e sector. 

Now, having said t h a t , and before we open the f l o o r f o r 
questions, I'd l i k e t o ask Peter Solvik, who i s t o my r i g h t , the senior 
Vice President and c h i e f i n f o r m a t i o n o f f i c e r of CISCO Systems, t o say a 
few words on behalf of the p r i v a t e sector people who are here today. 

Peter. 

MR. SOLVIK: Thank you, Mr. President. I t i s an honor f o r me 
'to be here to discuss t h i s important issue. F i r s t , I want t o thank you 
and your team f o r working c o o p e r a t i v e l y w i t h i n d u s t r y t o pursue and 
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.d even b i o l o g i c a l agents. Crooks break i n t o business computers, 
i t h e r s t e a l i n g funds d i r e c t l y or e x t o r t i n g payments from companies 

anxious t o avoid more expensive d i s r u p t i o n . D i s g r u n t l e d employees, w i t h 
v a l i d access t o t h e i r companies' system, can take steps t o d i s r u p t the 
usiness operations or s t e a l p r o p r i e t a r y , s e n s i t i v e , and f i n a n c i a l 

i n f o r m a t i o n . And our personal data i s at r i s k of being u n l a w f u l l y 
ccessed and read by malicious i n d i v i d u a l s , without our knowledge, as i t 

resides on or trav e r s e s communications and computer networks. 

These concerns are not h y p o t h e t i c a l . We have seen these types of 
a c t i v i t i e s , and other e q u a l l y dangerous a c t i v i t y , i n past and on-going 
cases. The danger posed by e v i l i n d i v i d u a l s using these powerful new 
t o o l s grows by the day. Just as other technologies have the r i s k of 
being abused, i t i s necessary f o r us t o evaluate how to respond. 
Without p r o t e c t i v e a c t i o n , we w i l l not be safe. .z^jnerica must take 
responsible steps t o ensure t h a t t h i s promising e l e c t r o n i c environment 
i s safe f o r law abi d i n g c i t i z e n s and businesses. 

3. Balancing .Ajnerica's Bedrock Values 

While these problems seem unprecedented, i n f a c t they represent a 
r e t u r n to the bedrock problems faced by America's c o n s t i t u t i o n a l 
founders. American democracy became and remains a new experiment i n 
government—balancing the r i g h t s of i n d i v i d u a l s against the imperatives 
of s o c i e t y and l i m i t i n g the reach of government i n t o personal, p r i v a t e 
l i v e s , while mandating a government r e s p o n s i b i l i t y f o r p u b l i c s a f e t y and 
s e c u r i t y f o r a l l c i t i z e n s . 

Computers are now at the center of competing American values. I n 
honest, law abi d i n g c i t i z e n s ' hands, the computer becomes an 
indispensable t o o l f o r education, personal and commercial business, 
research and development, and commiunications. I n c r i m i n a l hands, the 
same computer becomes a t o o l of d e s t r u c t i o n and c r i m i n a l i t y . 

Enter e n c r y p t i o n . Over the past decade, another i n f o r m a t i o n 
technology has emerged t h a t a m p l i f i e s t h i s tension - en c r y p t i o n . 
Encryption includes s p e c i a l i n s t r u c t i o n s t h a t scramble a c l e a r readable 
message i n complex ways t h a t make i t unreadable. For the strongest 
forms of enc r y p t i o n , only the intended r e c i p i e n t can unscramble the 
message and read the o r i g i n a l p l a i n t e x t , unless someone else has gained 
access to the corresponding decoding software and dec r y p t i o n key. 

O r i g i n a l l y only a v a i l a b l e and used by m i l i t a r y agencies, strong 
encryption i s now a v a i l a b l e to many and has become a b u i l d i n g block f o r 
the new d i g i t a l economy. I t i s e s s e n t i a l t o provide s e c u r i t y and^ 
privacy f o r e l e c t r o n i c commerce and e-business. Encryption i s c r i t i c a l 
because i t allows i n d i v i d u a l s , businesses, and other o r g a n i z a t i o n s t o 
share i n f o r m a t i o n p r i v a t e l y without i t being u n l a w f u l l y i n t e r c e p t e d or 
accessed by a t h i r d p a r t y , to e s t a b l i s h t h e i r i d e n t i t i e s , and t o 
maintain the i n t e g r i t y of i n f o r m a t i o n . Without the use of en c r y p t i o n , 
i t i s d i f f i c u l t t o e s t a b l i s h the t r u s t t h a t people and fi r m s need t o do 
business w i t h each other, or t o have confidence t o run t h e i r business 
e l e c t r o n i c a l l y . With the use of encryp t i o n : 

I n d i v i d u a l s and consumers can securely conduct t h e i r finances and 
communicate w i t h each other over the Web. 

Firms can tr a n s m i t t h e i r software, music, movies, r e p o r t s and other 
forms of i n t e l l e c t u a l p r o p e r t y over the I n t e r n e t while minimizing the 
r i s k s of widespread p i r a c y . 

Businesses can p r o t e c t t h e i r company p r o p r i e t a r y i n f o r m a t i o n over 
the I n t e r n e t , w i t h confidence t h a t the i n f o r m a t i o n i s secure from p r y i n g 
eves . 

4 of 10 6/30/2000 6:38 PM 



hllp://\v\v\v.pub. whilehouse.gov/uri-res/l2...:pdi://oma.eop.gov.us/2000/2/15/3.text. 

THE WHITE HOUSE 

O f f i c e of the Press Secretary 

For Immediate Release February 15, 2000 

Fact Sheet 

Strengthening Cyber S e c u r i t y through P u b l i c - P r i v a t e Partnership 

Today tne President and members of his Cabinet met w i t h leaders of 
I n t e r n e t and e-commerce companies, c i v i l l i b e r t i e s o r g a n i z a t i o n s , and 
s e c u r i t y experts t o j o i n t l y announce actions strengthening I n t e r n e t and 
computer network s e c u r i t y . This meeting f o l l o w s l a s t month's release by 
the' President of the National Plan f o r I n f o r m a t i o n Systems P r o t e c t i o n , 
which e s t a b l i s h e s the f i r s t - e v e r n a t i o n a l s t r a t e g y f o r p r o t e c t i n g the 
nation's computer networks from d e l i b e r a t e a t t a c k s . 

During today's meeting, i n d u s t r y executives announced t h e i r i n t e n t i o n t o 
j o i n others t o create an I n t e r n e t i n d u s t r y mechanism t o share 
i n f o r m a t i o n on cyber a t t a c k s , v u l n e r a b i l i t i e s and s e c u r i t y p r a c t i c e s to 
b e t t e r respond t o cyber-attacks and d e l i b e r a t e i n t r u s i o n s i n t o com.puter 
networks. Recently, other i n d u s t r i e s such as banking and finance, and 
major telecomimunications c a r r i e r s , have created i n d u s t r y p a r t n e r s h i p s 
f o r c y b e r - s e c u r i t y . 

The President also announced immediate steps the government w i l l take to 
str e n g t h s e c u r i t y f o r our nation's computer systems: 

Accelerated Spending on Cyber S e c u r i t y - A 59 m i l l i o n budget 
supplemental f o r F i s c a l Year 2000, j u m p - s t a r t i n g key i n i t i a t i v e s f o r 
c y b e r - s e c u r i t y contained i n the President's FY2001 $2 b i l l i o n budget 
request f o r c y b e r - s e c u r i t y . The request w i l l accelerate new programs t o 
educate .z^jnericans f o r c y b e r - s e c u r i t y careers, b u i l d a system f o r 
p r o t e c t i n g Federal governm.ent comiouters, and create a new I n s t i t u t e f o r 
I n f o r m a t i o n I n f r a s t r u c t u r e P r o t e c t i o n . 

Research and Technology Development f o r Informiation I n f r a s t r u c t u r e 
Development - President C l i n t o n supports f e d e r a l government research and 
technology development f o r i n f o r m a t i o n i n f r a s t r u c t u r e p r o t e c t i o n t h a t 
the p r i v a t e sector does not have s u f f i c i e n t market i n c e n t i v e s t o 
generate on i t s own. The centerpiece of the f e d e r a l government's 
e f f o r t s i n t h i s area w i l l be the I n s t i t u t e f o r I n f o r m a t i o n 
I n f r a s t r u c t u r e P r o t e c t i o n (I3P), f o r which the President has requested 
$50 m i l l i o n i n h i s F i s c a l Year 2001 budget. The President has also 
requested a supplemental a p p r o p r i a t i o n of $4 m i l l i o n f o r F i s c a l Year 
2000 to jumpstart the I n s t i t u t e ' s p r e p a r a t i o n s . Science Advisor Neal 
Lane and NSC National Coordinator Dick Clarke w i l l meet t h i s Friday w i t h 
members of the President's Committee of Advisors on Science and 
Technology and other computer s e c u r i t y experts, research s p e c i a l i s t s , 
and i n d u s t r y leaders i n an e f f o r t t o help f i l l the gaps i n the nation's 
research agenda f o r computer network s e c u r i t y . 

Partnership f o r C r i t i c a l I n f r a s t r u c t u r e S e c u r i t y - Secretary Daley w i l l 
p a r t i c i p a t e i n the f i r s t meeting of the Partnership f o r C r i t i c a l 
" i n f r a s t r u c t u r e S e c u r i t y next week t o maximize cooperation between 
government and p r i v a t e sector i n i t i a t i v e s f o r c y b e r - s e c u r i t y . Since the 
vast m a j o r i t y of the United States' c r i t i c a l i n f r a s t r u c t u r e s are owned 
and operated by p r i v a t e i n d u s t r y , the Partnership recognizes and 
acknowledges t h a t the Federal government alone cannot p r o t e c t these 
i n f r a s t r u c t u r e s or assure the d e l i v e r y of services over them. The 
Partnership w i l l explore ways i n which i n d u s t r y and government can 
j o i n t l y address the r i s k s t o the nation's c r i t i c a l i n f r a s t r u c t u r e s . I t 
w i l l provide a forum i n which the various i n f r a s t r u c t u r e sectors can 
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meet t o address issues r e l a t i n g t o cross-sector interdependencies, 
explore co.mmon approaches and experiences, and engage other key 
pr o f e s s i o n a l and business communities t h a t have an i n t e r e s t i n 
i n f r a s t r u c t u r e assurance. By doing so, the Partnership hopes t o r a i s e 
wareness, promote understanding, and, when appropriate, serve as a 

c a t a l y s t f o r a c t i o n . 

Private sector membership i n the Partnership i s open t o i n f r a s t r u c t u r e 
owners and operators; providers of i n f r a s t r u c t u r e hardware, software, 
and services; r i s k m.anagement and investment p r o f e s s i o n a l s ; and other 
raem.bers of the business co.mmunity who are stakeholders i n the c r i t i c a l 
i n f r a s t r u c t u r e s . Government r e p r e s e n t a t i o n w i l l include s t a t e and l o c a l 
governments as w e l l as Federal agencies and depart.ments responsible f o r 
working w i t h the c r i t i c a l i n f r a s t r u c t u r e sectors and f o r p r o v i d i n g 
f u n c t i o n a l support f o r the p r o t e c t i o n of those i n f r a s t r u c t u r e s . 
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PRESIDENT WILLIAM J. CLINTON 
INTERNET WEBCAST 

WASHINGTON, DC 
July 7, 2000 

Good moming. Earlier this week, we launched a new and improved White House web 
site at www.whitehouse.gov. Today I want to talk a little about that website - and about our 
other efforts to use technology to bring govemment closer to the American people . 

I'm proud to have been the President who brought the White House into the digital age. 
When I became President, there were just 50 websites on the worldwide web. Now there are 17 
million, and almost 50 million households on-line in the United States alone. It was only seven 
years ago that we began to use e-mail at the White House, and six years ago that we launched the 
very first White House web site. Our website now has more than 9,000 pages of information -
and that's not counting the archives. We've redesigned and updated it, to keep pace with its 
growth and the rapid changes in technology. 

The new and improved White House website is another important step in our efforts to 
make govemment high-speed, high-tech, and user-friendly. We're bringing information that 
matters into people's homes - policy papers, a citizens' handbook, links to federal agencies. 
We've also made it easier to find the features that visitors use most - like e-mailing the Wbite 
House, taking an on-line tour, or finding special activities for kids. And we've made the website 
a permanent part of the Executive Office of the President, so that future Presidents will be able to 
change it to suit their needs as easily as they can change the fumiture in the Oval Office. 

Under the leadership of Vice President Gore, we have used information technology to 
bring govemment closer to citizens in many other ways. People are now using U.S. govemment 
websites to file their taxes, compare their Medicare options, and find good jobs. They're tapping 
into the latest health research, browsing the vast collections of the Library of Congress, and 
following along with NASA's missions in outer space. And we're in the process of creafing a 
single, customer-focused website - www.firstgov.gov ~ where Americans can find every on-line 
resource offered by the federal govemment. 

But we must do more to ensure that the benefits of the information revolution flow to 
every American. That means working to close the digital divide, to put computers in every 
classroom, and to train our teachers to make the most of them. We must also pay attention to the 
issues of computer security and privacy, so that the newest technology doesn't undermine our 
oldest values. 

Eighty-one years ago this week, Woodrow Wilson became the first President to 
communicate by radio. On his way home from Europe, President Wilson used the radio, after 
several unsuccessful efforts, to call the young Franklin Roosevelt, then Assistant Secretary of the 



Navy back in Washington. It wasn't immediately clear how this new technology would be used, 
or that in 15 years, Roosevelt as President would be making radio broadcasts that 80 percent of 
the nation would hear. But it was clear that a new door to the future had opened. 

We are at just such a moment again today - and the new White House website is just one 
small step toward bringing govemment more fully into the Information Age. We have barely 
begun to understand how information technology will change our lives. But those of us in 
govemment have a responsibility to use these new tools to expand the reach of democracy and 
give more people a chance to live out their dreams. 

I ' l l see you online at whitehouse.gov. And thanks for logging on. 

# # # 
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So, anyway, we've come a long way. And I'd like to give you some sense of history about this, 
because interestingly enough, this gathering at the White House, which I think is tmly historic, is in a 
line of such developments in this house that has shaped our country's history of communications and 
networking. One hundred and thirty-nine years ago, here at the White House, America celebrated our 
first technological revolution here in communicauons. That was the year Queen Victoria sent the very 
first transatlanfic 'teleg||pj| transmission to President Buchanan, right here. And later, the first I ^ f~p" 
telephone in Washington, DC, was located in a room upstairs, the same room in which Woodrow - " 
Wilson managed the conduct of America's involvement in World War I . So we've seen a lot of 
interesting technological developments over time in the White House. 

Now we celebrate the incredible potential of the Intemet and the World Wide Web. When I first 
became President, which wasn't so long ago, only physicists were using the World Wide Web. Today, 
as Lou said, there are about 50 million people in 150 countries connected to the information 
superhighway. There will be 5 times as many by the year 2000, perhaps more, doing everything 
conceivable. We cannot imagine exactly what the 21st century will look like, but we know that its 
science and technology and its unprecedented fusions of cultures and economies will be shaped in 
large measure by the Intemet. 

We are very fortunate to have with us today, together for the very first time at the White House, the 
four individuals who gave birth to the Intemet: Vincent Cerf and Bob Kahn, who were critical to the 
development of the Intemet in the 1970's; Tim Bemers-Lee, who invented the Worid Wide Web, 
which brought the Intemet into our homes, offices, and schools; and David Duke, who headed the 
team that invented the fiber optic cable which made high-speed Intemet connecfions possible. Their 
groundbreaking work has done more to shape and create the worid our children will inherit than 
virtually any invenfion since the printing press. And I would like to ask all four of them to stand and 
be recognized now. [Applause] 

The report which is being released and work that has been done is our effort to meet the challenge to 
make the Intemet work for all of our people. Within a generation, we can make it so that every book 
ever written, every symphony ever composed, every movie ever made, every painfing ever painted, is 
within reach of all of our children within seconds with the click of a mouse—which was "black eye" 
in the crossword puzzle yesterday. [Laughter] 

Now, this potential is nothing short of revolutionary. The Vice President and I are working to connect 
every classroom and school library to the Intemet by the year 2000 so that for the first time, all the 
children, without regard to their personal circumstances, economic or geographical, can have access 
to the same knowledge in the same time at the same level of quality. It could revolutionize education 
in America. And many of you are helping on that, and we are grateful. 

We've also included $300 million in our new balanced budget plan to help build the next generation 
Intemet so that leading universifies and nadonal labs can communicate in speeds 1,000 times faster 
than today, to develop new medical treatments, new sources of energy, new ways of working 
together. 

But as has already been said, one of the most revolutionary uses of the Intemet is in the world of 
commerce. Already we can buy books and clothing, obtain business advice, purchase everything from 
garden tools to hot sauce to high-tech communicafions equipment over the Intemet. But we know it is 
just the beginning. Trade on the Intemet is doubling or tripling every single year. In just a few years, 
it will generate hundreds of billions of dollars in goods and services. 
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If we establish an environment in which electronic commerce can grow and flourish, then every 
computer will be a window open to every business, large and small, every [p.iocs] where in the world. 
Not only will industry leaders such as IBM be able to tap in to new markets, but the smallest start-up 
company will have an unlimited network of sales and distribution at its fingertips. It will literally be 
possible to start a company tomorrow and next week do business in Japan and Germany and Chile, 
all without leaving your home, something that used to take years and years and years to do. In this 
way, the Intemet can be and should be a tmly empowering force for large- and small-business people 
alike. 

But today, we know electronic commerce carries also a number of significant risks that could block 
the extraordinary growth and progress from taking place. There are almost no intemational 
agreements or understanding about electronic commerce. Many of the most basic consumer and 
copyright protecfions are missing from cyberspace. In many ways, electronic commerce is like the 
Wild West of the global economy. Our task is to make sure that it's safe and stable terrain for those 
who wish to trade on it. And we must do so by working with other nations now, while electronic 
commerce is still in its infancy. 

To meet this challenge, I'm pleased to announce the release of our new framework for global 
electronic commerce, a report that lays out principles we will advocate as we seek to establish basic 
mles for intemafional electronic commerce with minimal regulations and no new discriminatory 
taxes. Because the Intemet has such explosive potential for prosperity, it should be a global free-trade 
zone. It should be a place where Govemment makes every effort first, as the Vice President said, not 
to stand in the way, to do no harm. 

We want to encourage the private sector to regulate itself as much as possible. We want to encourage 
all nations to refrain from imposing discriminatory taxes, tariffs, unnecessary regulafions, 
cumbersome bureaucracies on electronic commerce. 

Where Govemment involvement is necessary, its aim should be to support a predictable, consistent, 
legal environment for trade and commerce to flourish on fair and understandable terms. And we 
should do our best to revise any existing laws or mles that could inhibit electronic commerce. We 
want to put these principles into practice by January 1st of the year 2000. 

Today I am taking three specific actions toward that goal and asking the Vice President to oversee our 
progress in meeting it. 

First, I'm directing all Federal department and agency heads to review their policies that affect global 
electronic commerce and to make sure that they are consistent with the five core principles of this 
report. 
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Second, I'm directing members of my Cabinet to work to achieve some of our key objectives within 
the next year. I'm direcfing the Treasury Secretary, Bob Rubin, to negofiate agreements where 
necessary to prevent new discriminatory taxes on electronic commerce. I'm directing our Ambassador 
of Trade, Charlene Barshefsky, to work within the WTO, the Worid Trade Organization, to tum the 
Intemet into a free-trade zone within the next 12 months, building on the progress of our landmark 
information technology agreement and our global telecommunicafions agreement, which eliminated 
tariffs and reduced trade barriers on more than one trillion dollars in products and services. I'm 
directing Commerce Secretary Daley to work to establish basic consumer and copyright protections 
for the Intemet, to help to create the predictable legal environment for electronic commerce that we 
need and to coordinate our outreach to the private sector on a strategy to achieve this. I'm also 
direcfing the relevant agencies to work with Congress, industry, and law enforcement to make sure 
Americans can conduct their affairs in a secure electronic environment that will maintain their full 
tmst and confidence. Next week. Secretary Daley and Ira Magaziner will lead a delegation to Europe 
to present our vision for electronic commerce to our European trading partners. 

Third, I call on the private sector to help us meet one of the greatest challenges of electronic 
commerce, ensuring that we develop effecfive methods of protecfing the privacy of every American, 
especially children who use the Intemet. Many of you have already begun working with Chairman 
Pitofsky and Commissioner Vamey at the Federal Trade Commission on this issue. I urge you to 
confinue that work and to find new ways [p.iooe] to safeguard our most basic rights and liberties so that 
we can trade and leam and communicate in safety and security. 

Finally, it is especially important, as I said last week, to give parents and teachers the tools they need 
to make the Intemet safe for children. A hands-off approach to electronic commerce must not mean 
indifference when it comes to raising and protecfing children. 1 ask the industry leaders here today to 
join with us in developing a solution for the Intemet as powerful for the computer as the V-chip will 
be for television, to protect children in ways that are consistent with the first amendment. 

Later this month, I will convene a meeting with industry leaders and groups represenfing Intemet 
users, teachers, parents, and librarians to help parents protect their children from objectionable 
content in cyberspace. Today we act to ensure that intemational trade on the Intemet remains free of 
new discriminatory taxes, free of tariffs, free from burdensome regulations, and safe from piracy. 

In the 21st century, we can build much of our prosperity on innovations in cyberspace in ways that 
most of us cannot even imagine. This vision contemplates an America in which every American, 
consumers, small-business people, corporate CEO's, will be able to extend our trade to the farthest 
reaches of the planet. If we do the right things now, in the right way, we can lead our economy into an 
area where our innovafion, our flexibility, and our creativity yield tremendous benefits for all of our 
people, in which we can keep opportunity alive, bring our people closer to each other, and bring 
America closer to the world. I feel very hopeful about this, and I assure you that we will do our part 
to implement the principles we advocate today. 

Thank you very much. 

Note: The President spoke at 3:08 p.m. in the East Room at the White House. In his remarks, he 
referred to Louis Gerstner, chairman and chief executive officer, IBM; and Macadara MacColl, 
managing director, Parent Soup. 

Source: United States. Executive Office of the President, Weekly Compilation of Presidential Documents, Weei< Ending Friday, July 4, 
1997 (Wastiington, D.C: U.S. Govemment Printing Office, 1997), 33:1003-1006 
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Remarks Announcing the Electronic Commerce Initiative, 
July 1, 1997 
Thank you very much, Mr. Vice President. For those of you who did not know what he was talking 
about, we went to a Broadway show last night, and there were three guys in the show who did the 
Macarena in the show. So after it was over, I thought it only fair when the Vice President spoke they 
come up and do the Macarena while—it was sort of background music, you know. [Laughter] 

Lou Gerstner, thank you for being here. That was a remarkable statement, and the Vice President 
gave you a remarkable introducfion. I never before thought of you as a gazelle, but I always will now. 
[Laughter] 

Thank you, Macadara MacColl, for the work you do and for the fine words you spoke. To the 
members of the Cabinet and the administration and people here from industry and consumer groups, I 
thank all of you. 1 especially want to thank for this remarkable report all the agencies who worked on 
it and, in particular Ira Magaziner, who did a brilliant job in bringing everybody together and working 
this out over a very long period of fime. And we thank you for what you did on that. Thank you all. I 
thank the Members of Congress for being here, Congressmen Gejdenson, Gordon, Markey, and 
Flake, and for their interest in these issues. 

I had two disparate experiences in the last few days that would convince a person of limited 
technological proficiency, like myself, that the worid is changing rather dramatically. You have to 
remember now, the Vice President coined the term information superhighway 20 years ago, back 
when I didn't even have an electric typewriter. [Laughter] But anyway, I had these two experiences 
which were very interesfing to me. It's sort of a mark of how our world is changing. 

As you may have seen in the press, the oldest living member of my family, my great uncle, passed 
away a few days ago, and so I went back to this little town in Arkansas where I was bom. And when I 
got there late at night, I drove out in the country for a few miles to my cousin's house where the 
family was gathering. And she has a son who is in his mid-thirties now who lives in another small 
town in Arkansas, who, after we talked for 5 minutes, proceeded to tell me that he played golf on the 
Intemet several times a month from his small town in Arkansas with an elderiy man in Australia who 
unfailingly beat him. [Laughter] An unheard of experience just a few years ago. He knows this guy. 
He's explaining to me how he finds this man. 

Then he says, "My brother likes to play backgammon on the Intemet, and it got so I couldn't talk to 
him. But now I know how I can go get him out of his game, and he can go find a place to come have 
a visit with me, and they can hold the game while we have an emergency talk." I mean, these whole 
conversations, the way people—it was just totally unthinkable a few years ago. 

And then Sunday, the New York Times crossword puzzle—I don't know if you saw it, but it was for 
people like me. It was entified "Technophobes." [Laughter] And I'm really trying to overcome my 
limitafions. I'm technologically challenged, and I'm leaming how to do all kinds of things on the 
computer because Chelsea is going off to school, and I need to be more literate. But you ought [p.ioo4] 
to go back and pull this, all of you who are now into cyberspace, and see if you can work your way 
back to another world because they had high-tech clues with common answers. Like floppy disk was 
a clue; the answer was frisbee. [Laughter] Hard drive was a clue; the answer was Tiger's tee shot. 
[Laughter] Digital monitor was the clue; the answer was manicurist. [Laughter] 
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Proclamation 7164—National Consumer Protection Week, 1999, 
January 29, 1999 

By the President of the United States 
of America 

A Proclamation 

Consumers are too often the target of unfair, deceptive, or fraudulent practices. Modem advances in 
telecommunications and marketing technology have dramatically increased both the sophisfication 
and the potential threat of such practices. Perpetrators of fraud can reach consumers across the 
country through the Intemet, on television, the telephone, or by direct mail, misrepresenfing 
themselves as legitimate business people. Because their proposals appear legifimate, these 
unscmpulous operators frequently succeed in cheafing vulnerable consumers out of hard-eamed 
dollars. 

One of the most damaging fraudulent practices is credit fraud. Credit fraud—stealing credit cards or 
credit identities and cheafing consumers through deceptive or abusive lending practices—can be 
difficult to recognize. Fraudulent credit transactions are often complicated and can occur when 
perpetrators hide or fail to disclose essential informafion to consumers. By stealing consumers' credit 
identities, criminals can run up huge debts and ruin their vicfims' credit records. And credit fraud 
costs all of us in higher interest rates and fees. 

The best defense we have against credit fraud is education. The Federal Trade Commission (FTC), 
the Nafional Associafion of Consumer Agency Administrators, the U.S. Postal Inspection Service, the 
American Associafion of Refired Persons, the Nafional Consumers League, the Consumer Federafion 
of America, and the National Association of Attomeys General are working in partnership to inform 
Americans about the dangers of credit fraud. As part of this effort, the FTC and its partners offer 
informafion on-line, by telephone, and in writing to alert consumers about the waming signs of credit 
fraud and how to protect themselves against it. The FTC, in cooperafion with State Attomeys General 
and the Intemal Revenue Service, is also actively prosecufing credit fraud cases that target some of 
our most vulnerable citizens. 

I encourage all Americans to leam more about credit fraud, to read their credit reports carefully, to 
protect such personal information as their bank account, credit card, and Social Security numbers, 
and to know how to recognize the characteristics of fraudulent proposals. By using credit wisely and 
remaining alert to the possibility of credit fraud, we can better protect the well-being of our families 
and preserve our financial health and security. 

Now, Therefore, I , William J. Clinton, President of the United States of America, by virtue of the 
authority vested in me by the Consfitufion and the laws of the United States, do hereby proclaim 
January 31 through Febmary 6, 1999, as National Consumer Protection Week. I call upon 
govemment officials, industry leaders, consumer advocates, and the American people to participate in 
programs that foster credit literacy and raise public awareness about the dangers of credit fraud and 
other deceptive and fraudulent practices. 

In Witness Whereof, I have hereunto set my hand this twenty-ninth day of January,[p.i52] in the year 
of our Lord nineteen hundred and ninety-nine, and of the Independence of the United States of 
America the two hundred and twenty-third. 

William J. Clinton 
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On July 26,1775, members of the Second Continental Congress, meeting in 
Philadelphia, agreed . . that a Postmaster General be appointed for the 
United States, who shall hold his office at Philadelphia, and shall be allowed a 
salary of 1,000 dollars per annum " 

That simple statement signaled the birth of the Post Office Department, the 
predecessor of the United States Postal Service and the second oldest department or 
agency of the present United States of America. 

Click Here to Return to the Table of Contents 

Colonial Times ^ 

early colonial times, correspondents depended on friends, merchants, and Native 
Americans to carry messages between the colonies. However, most correspondence 
ran between the colonists and England, their mother country. It was largely to handle 

, . this mail that, in 1639, the first official notice of a postal service in the colonies 
, appeared. The General Court of Massachusetts designated Richard Fairbanks' tavern 

in Boston as the official repository of mail brought from or sent overseas, in line 
with the practice in England and other nations to use coffee houses and taverns as 
mail drops. 

Local authorities operated post routes within the colonies. Then, in 1673, Govemor 
Francis Lovelace of New York set up a monthly post between New York and 
Boston. The service was of short duration, but the post rider's trail became known as 
the Old Boston Post Road, part of today's U.S. Route 1. 

William Penn established Pennsylvania's first post office in 1683. In the South, 
private messengers, usually slaves, connected the huge plantations; a hogs head of 
tobacco was the penalty for failing to relay mail to the next plantation. 

Central postal organization came to the colonies only after 1691 when Thomas 
Neale received a 21 -year grant from the British Crown for a North American postal 
service. Neale never visited America. Instead, he appointed Govemor Andrew 
Hamilton of New Jersey as his Deputy Postmaster General. Neale's franchise cost 
him only 80 cents a year but was no bargain; he died heavily in debt, in 1699, after 
assigning his interests in America to Andrew Hamilton and another Englishman, R. 
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To; Joshua S. Gottheimer/WHO/EOP@EOP 

cc: Peter P. Swire/OMB/EOP@EOP, Glenn R. Schlarman/OMB/EOP@EOP, Richard A. 
Clarke/NSC/EOP@EOP, Jeffrey A. Hunker/NSC/EOP@EOP 

Subject: Suggestion that Podesta Describe Critical Infrastructure Funding Issues in Wiretap Remarks 

Additionally, we've taken action to ensure that what should be private, stays private, 
including the medical and financial records of our citizens. And we've taken steps to ensure 
that the appropriate cyber security measures are included as part of all government computer 
systems. Unformnately, Congress has thus far denied funding for some important additional 
steps requested by the President, such as an internal expert review team or an intrusion 
detection system for the non-defense agencies or programs to attract computer security 
experts to Federal service. 

Forwarded by Joshua Gotbaum/OMB/EOP on 07/11/2000 01:27 PM • 

JOSHUA 

As we discussed, what about a paragraph noting that the Congress hasn't always funded our 
cyber-security requests? Both Sylvia and I think it should be considered by John. 

Peter P. Swire 
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cc: Lauren B. Steinfeld/OMB/EOP@EOP, Stephen J. Fuzesi/OMB/EOP@EOP, Maria Pope/OMB/EOP@EOP, 
Charlotte Knepper/NSC/EOP@EOP 

Subject; DRAFT-Podesta Wiretap Remarks. Comments pis to Gottheimer 62554. 

Attached is the first draft back from the speechwriter for John Podesta's speech at the National 
Press Club on Friday on wiretapping and updating law enforcement authorities for the Internet age. 

The speech will likely include a longer discussion of encryption, if the clearance process on 
encryption has a deliverable policy in time for Friday. The current likely position seems to be to match the 
recent E.U. announcement, so that there would be a "free trade" zone for encryption products for the E.U. 
plus 8 countries, with: (1) no continued distinction between government and non-government users; (2) no 



continued distinction between retail and non-retail products; and (3) an ability to ship immediately rather 
than after a 30 day delay. 

We are working on a fact sheet/press paper to accompany the speech. 

Also attached is the legislative package that just went into inter-agency clearance this morning. 
The package reflects considerable discussion in the inter-agency working group over the past several 
months, as well as John's guidance on what elements from that larger proposal should be in the 
Administration bill. The plan is to get comments by this Thursday, but not to expect transmittal until 
sometime next week. 

doj-cybersecurity.wp 
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More than a hundred and fifty years ago, not too far from where we sit today, Samuel 
Morse sent the first telegraph message. With the touch of a finger, he broke down geographic 
bamers that had long kept us apart, opemng up a worid of possibility that was never even 
imagined just a few years before. 

Morse's invention set in a mofion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bndged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the 
White House Just two decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give a person's voice - not just his words - a way 
to travel. 

Today the great revolution in science and technology continues. Just last month, we 
amiounced a major breakthrough in science - the completed map of the entire human genome. 
With this map in hand, we could one day eradicate many of the most deadly diseases known to 
man That map wouldn't have been possible without the computers and shared information over 
the Intemet From small towns to big cities, the Intemet is brining millions of people closer 
together giving them new ways to find information and to stay in touch. When it was invented 
just thirty years ago, there were just two computers exchanging very simple messages. Now 
there are almost 50 million households online, all with same access to a reservoir of information 
- from Shakespeare's first sonnet to the remarkable photos just taken of Mars. 

This new potential also brings new risks. Because we are so interconnected, more people 
now have easier access to our most personal information - from bank statements to our medical 
history Intemational narcotics traffickers can communicate with each other via computer 
messages. Hackers can destroy cyber-property by defacing homepages and maliciously 
manipulating private information. 

The Intemet, like Morse's telegraph, brings with it new found hope and opportunity. But 
with this opportunity comes new challenges to our most fundamental values - and the need for 
new laws and new protections to maintain them. Over the last seven and a half years, our 
Admmistration has taken steps to keep our laws and policies in line with the latest advances in 
technology To combat cyber-terrorism, we've introduced new legislation, coordinated public-
private partnerships, and increased law enforcement efforts. We've also taken action to ensure 
that what should be private, stays pnvate, including the medical and financial records of our 
cifizens. As Supreme Court William Taft once said, "Time works changes ... [it] bnngs into 
existence new conditions and purposes." 

Today I want to talk to you about another step we should take to keep our laws consistent 
with the latest advances - the updating and harmonization of existing wire tapping laws. The 
ftmdamental debate over these laws is rooted in the Fourth Amendment of the Constitution, 
which states: "The right of the people to be secure in their persons, houses, papers, and ettects, 
against unreasonable searches and seizures, shall not be violated." In 1787, a person s most 
important "papers and effects" - like diaries and letters - were almost undoubtedly m their 
home or place of business. Our "papers and effects" were thus protected by the requirement of a 



warrant before the state could enter and search. But with advances in technology, people no 
longer relied solely on paper and pen to communicate with one another. By the tum of the 20"̂  
Century, people were using the telephone for personal calls and business transactions. [And 
today they're relying on the Internet.] Over the years, this has forced a debate in Congress and in 
the Courts over the applicafion of the Fourth Amendment. In the 1928 Olmstead case, the 
Supreme Court found that conversations over the telephone were not protected by the Fourth 
Amendment, and therefore wiretapped conversation could submitted as evidence. Judge 
Brandeis disagreed and argued that, "There is, in essence, no difference between the sealed the 
letter and private telephone message." The 1968 Court agreed with Brandeis, when it ruled in 
Katz vs. the United States that an individual's phone conversation was protected by the Fourth 
Admendment, and therefore inadmissable in court proceedings. The Katz precedent is still 

The court overmled because the began utilizing the telephone As With the invention 
fthat These laws were first debated before the Supreme Court, soon after the invention of the 
telephone in the 1928 Olmstead case. In their opinion, the Court mled that there was no 
assumption of privacy over a telephone line, when the majority of the Court 

While the debate over these laws dates back to the early part of the 20'*̂  Century, the 
fundamental question is rooted in the Constitution. The debate over these laws is rooted are 
laws that have been debate over these laws is rooted in the constitution. 

At the heart of the debate/ question is 4'*̂  amendment laws is the 4'*̂  Amendment of 
history 

One of the greatest challenges of any era of progress is to strike a balance between 
protecting privacy and civil liberties - while, simultaneously, ensuring that govemment and law 
enforcement have the tools they need to safeguard that privacy. That's a challenge that our 
forefathers grappled with when they wrote the Constitution, and one that our govemment and 
courts have stmggled with ever since. 

But circumstances require us to rise to the challenge of each new era. a And the real 
challenge is achieve that equilibrium without standing in the way of progress. At the heart of 
this issue stand the 4"̂  AmendemThe balance — 4'̂  amendment ... today I'm here to talk to you 
about a step that cmcial in that balance - wiretapping issue. That's a law that needs to be 
updated. Go by different cases. 
to keep our laws and our govemment in synch with our progress 

In the right hands, the computer has become an indispensible tool for education, personal 
and commercial business, research and development. But in criminal hands, the same computer 
becomes a tool of destmction.. Advances in technology also gives new tools to criminals and 
terrorists to get info and spread it and ... 



Technology is opening up a new world of possibility, but it is also challenging our 
privacy in ways we might never have imagined just a few years ago. That is why, over the last 
seven and a half years, our Administration has taken steps to protect the privacy of all 
Americans: We challenged the Intemet industry to work with us to raise privacy standards, 
including steps to protect the privacy of children on-line. President Clinton proposed the first set 
of national standards to protect the privacy of on-line medical records. And the President 
proposed legislation to protect the privacy of Americans' financial records. 

Today 1 want to talk to you about 

- and a host of new challenges and new questions. And in many cases, they for new 
laws and for new protections, and to the laws we live by. Privacy and balance 

Most importantly, he set in a motion a technological revolution that would lead to first 

Technology is changing so rapidly - key is Great potential/ progress/ discovery also brings great 
responsibility, new challenges. Just last week discovered human genome - [see genome speech]. 
That's something that our country and our courts have responded to since our founding, and it's 
something we will continue to do as we evolve as a nation. Over the last 7 years, w/ the 
advances medicine and technology, we've done x, y, z. 

Our admin has worked hard to keep up w/ our progress (in may ... ea michigan commencement, 
medical privacy, signed eo ... ) ... as judge brandeis said, " update our laws" 

We know that we have to make cyberspace open and free. We have to make, at the same time, 
computer networks more secure and resilient, and we have to do more to protect privacy and 
civil liberties. 

One area that's always been at the forefront of concem has been privacy (4"̂  amendment privacy 
principles). Particularly tme w/ laws that directly relate to our civil liberties - law enforcement 
(balance), and wire tapping. Historically been a 4'*̂  amendment issue, which states X. key has 
always been balance: between public good and civil liberties. 

In updating enduring constitutional values for the computer age, we need to assure that our 
citizens' personal data and communications are appropriately protected. 

We recognize that information technology is changing rapidly and constantly providing both new 
security capabilities and challenges. We will never reach a "perfect solution." 

Original intent of forefathers 

Here of course technology is always changing. 



In the 18XX... the threshold for invasion privacy - protection privacy, home, diary ... assume 
whether or not in a sphere of privacy. 

Over time it has been updated: 
In 1920, when first seminal case on tapping heard - olmstead. At that time, only 

In 1968, ... time of the case ... law changed. Katz said x ... Focused on phone, although there 
were websites at the time. Title III out of that. Email. 

In 1986, ... something 1 worked on closely ... cell phones ... passed x law to keep up w/ nascent 
web ... ECPA. Forward looking at the time. 
That law says: 

But now - times have indeed changed again. We need to change w/ them, like our forefather 
did, and at other seminal moments in our history. Since 1986, x websites have been created. 
More than 2.2M cable modem subscribers. Then there were only 50... now over 50M. But the 
law sfill says x. It's easier today for fed officials to gain access to my grandmother's cookie 
recipe she sent me on aol, than a terrorists master mind plan sent on his cable modem. Cable law 
from 1984 says 10 days. Don't need x, y, ... 

Law enfrocment may obtain the legal authority to access a suspects' communicafions or dta 
We need to update our law - harmonize them. So that equal laws for electronic tapping as wire 
tapping, so we can strike that balance - where cable not too difficult. Email not so easy. Privacy 
vs. law enforcement - so if dmg, child pom. 

We should update our laws so they do: x, y, z 

Conclusion 

In the early years of our republic, Thomas Jefferson said, "America's institutions must move 
forward hand-in-hand with the progress of the human mind." Today, the progress of the human 
mind is certainly racing forward at break-neck speech. We must work together to ensure that our 
democracy/ and our laws keep pace. " 
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CHIEF OF STAFF JOHN D. PODESTA 
REMARKS FOR NATIONAL ITALIAN AMERICAN FOUNDATION 

ROME, ITALY 
As Delivered 
Jane 6,2000 

Ack: NIAF President Joe CerreU; Mayor RuteUi; Elisa Gabrella Wilson; Justice Scalia; 
Ambassador Foglietta; Frank Guarini; Joe DelRasso. 

Thank you for that kind introduction. On several occasions I've had the opportunity to 
address gatherings of the National Italian American Foundation. Whether in Washington DC or 
Rome, I always feel right at home. 

It obviously wasn't a tough sell to get me over here. Of course, I wanted to see all of you 
... tour Rome in its millennial splendor, and bask in the Italian sun. But, to be honest, this trip 
was really an excuse to spend a few waking hours with my wife, Mary Podesta, who you'll get to 
hear £:om later. 

It's always nice to have an opportunity to get back to your roots. My grandfather, 
Antonio Podesta, was bom in N6, a small town near Genoa. He labored in the shipyards of 
Genoa, imtil he moved to America in flie late 1890s. It was near Genoa where my grandmother, 
Francesca, perfected her pesto, cima, and ravioli. And where my grandparents learned the 
importance of family and of community, the benefits of tradition and culture, and the meaning of 
hard work. 

These are values that were passed on to me, and to many Italians, in cities across the 
globe - from the Northwest Side of Chicago... to right here in Rome. They are the values that 
organizations like NIAF were built on and that many of us hope to pass on to our children. They 
have not only led to Italy's progress, but have contributed to its role as a world leader and 
innovator. 

Time and again Italy has been out in front. During the 15* Century, in the face of doubts 
and danger, the Italian explorer Christopher Columbus set sail across vast oceans for the riches 
of the New World, Even then, intemational trade played a fundamental role in Italy's economy. 
Two centuries later, the Italian asfronomer and inventor, Galileo Gahlei, advanced the laws of 
mathematics and physics over the teachings of the church. And, in the early 20* Century, the 
Nobel Prize-wimiing physicist, Guglilelmo Marconi, defied all odds when he sent the first ever 
short wave wireless radio transmission. 

Today, in the dawn of the 21"̂  Century, tfiat innovative spirit still shines brightly on Italy. 
But, from flie coast of Genoa... to the lagoon o f Venice, from the mountains of the Alps to the 
hills of Sicily, both the pace of that progress and the nature of those challenges have changed. 
Modem advances in science and technology have erased borders, bringing people from all 
nations closer together, forming an interconnected, global community. This aftemoon, I want to 
talk to you about the opportunities, impact, and responsibilities that come with this change - not 
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just here in Italy, but all over the world. I can't compete with Mario Gabelli and the last panel on 
tips to make money, but I do hope I can add a few thoughts about how we build not only a new 
economy, but one that respects our old values. 

We are all part ofthis new economy, in this new world: an economy in which wealth 
derives not only from the ore in the ground or the might of our factories, but from the power of 
our minds. A world in which nations are linked through luminous ties of commerce and 
communications. A world in which half a million airline passengers, 1.4 billion e-mail 
messages, and SI.5 trillion dollars cross national borders every single day. 

Globalization is tearing down barriers between nations, economies, and cultures - and 
building networks that link our fates together. It is revolutionizing the way we work, Uvc, and 
relate to each other across national boundaries. Commimications technology and the Intemet are 
opening trade in services and ideas and transnoitting knowledge to the most remote reaches of the 
planet 

What is at stake for us in flic 21" Century is whether wc can have an international 
economy that works for all of us - that spurs growth, Hfts lives, and sustains the environment 
We must forge a frading system that honors the values we hold so dear. We can neither resist 
economic change - nor simply tell people to fend for themselves. We must build a global 
economy with a human face. We need to ensure that working people everywhere feel fliat ttiey 
have a stake in global trade, a place for decent work, and a chance at a better life. To get there, 
leaders from business, government and civil society are going to have to come together — and 
recognize that globalization and infonnation technology have made us all interdependent. 

A strong global trading system is good for all the nations ofthc world. It is certainly 
good for America, where our surging exports create millions of new jobs. The United States has 
4 percent of the world's people and 22 percent of its wealth. Our cutting edge industries, from 
software to aerospace to biotech to motion pictures, lead the world. 

But it carmot be that a few of us Uve on the cutting edge while too many live on the bare 
edge of siurvival. Right now, 6 billion people live on our planet. 3 billion live on less than $2 a 
day, 1.3 billion people survive on $1 a day or less, which the UN defines as absolute poverty. 
125 million children of grammar school age don't attend school. The global community cannot 
survive as a tale of two cities: one modem and integrated, a cell phone in every hand and a 
McDonalds on every comer, fhe other mired in poverty and increasingly resentfiil of the world 
passing by. That's why we must work together to ensure that developing countries have the 
capability to take advantage of the explosion of tiechnology and the growth of intemational trade. 

We need a global economic system that tears down barriers of trade, builds new 
opportunities, invests in education and health care, spreads infonnation technology to villages as 
well as villas, raises prosperity, and hfts Uves in every country on every continent. That's why 
President Clinton worked to pass the Trade and Development Act, which will expand our access 
to Sub-Saharan Africa, and to the Caribbean Basin. And why we are fighting so hard to bring 
China into the WTO and to pass Permanent Normal Trade Relations for China. And why we are 
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grow stronger. But the very forces that make this a time ofhope also carry the portent of risk 
and division. We must not be so dazzled by the bright promise of technology, and flie velocity of 
prosperity, that we lose sight of our fundamental values: to strengthen work and family at 
home... to foster peace, freedom, and prosperity abroad... to enhance opportunity for aU people. 
These are values that many of us share - native ItaUan, or Italian-American. They have 
contributed to Italy's success ... fliey have led to America's prosperity... and they are helping to 
build a stronger, more interconnected world. Thank you. 
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CHIEF OF STAFF JOHN PODESTA 
REMARKS TO PRESS CLUB ON ELECTRONIC WIRETAPPING 

WASHINGTON, DC 
July 14, 2000 

This week millions of Americans are waiting in line to buy a hotly anticipated book. No 
it's not Harry Potter, [hold up book] It's actually Protecting Electronic Messaging by John 
Podesta ~ a book I wrote when 1 was on the Hill a few years ago. I ' l l be signing copies after the 
speech. Buy one for each of your children. 

More than a hundred and fifty years ago, not too far from where we sit today, Samuel 
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time 
and space, opening up a world of possibility that wasn't even imagined just a few years before. 

Morse's invention set in a motion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in the 
White House. Just two decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give voice ~ not just words - a way to travel. 

Today, the great revolution in communication technology continues. From small towns to 
big cities, the Intemet is bringing millions of people closer together, giving them new ways to 
find information and to stay in touch. When it was invented thirty years ago, there were just two 
computers exchanging very simple messages. Now there are almost 50 million households 
online, all with the same access to a remarkable reservoir of information - from Shakespeare's 
first sonnet to the remarkable photos just taken of Mars. 

The Intemet, like Morse's telegraph, brings with it new found hope and opportunity. But 
it also brings new challenges to our most fimdamental values - and the need for new laws and 
new protections to maintain them. Because we are so interconnected, more people now have 
easier access to our most personal information - from bank statements to our medical history. 
Intemational narcotics traffickers can communicate with each other via computer messages. 
Hackers can destroy cyber-property by defacing homepages and maliciously manipulating 
private information. 

Over the last seven and a half years, our Administration has worked to buid a framework 
for tmst and security in this new world of electronic networks. We recognize that it is the private 
sector, that must lead in implementing network and cyber secirity. We know that the 
govemments needs to taken steps to keep our laws and policies in line with the latest advances in 
technology. Privacy and civil liberties much be strengthened by all our actions. 

The framework we are building has many parts. To combat cyber-terrorism, we've 
introduced new legislation, ihcreased law enforcement efforts, and coordinated public-private 
partnerships to build security and tmst in online activities. Just this Febmary, in his Cyber 
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WASHINGTON, DC 

July 14, 2000 

This week millions of Americans are waifing in line to buy a hotly anticipated book. No 
it's not Harry Potter, [hold up book] It's actually Protecting Electromc Messaging by John 
Podesta ~ a book 1 wrote when 1 was on the Hill a few years ago. I ' l l be signing copies after the 
speech. Buy one for each of your children. 

Today 1 want to retum to some of the topics from my not-quite best-selling book -
particularly the issue of how to protect privacy and civil liberties, while also protecfing public 
safety in an electronic age. There are three prevailing themes in this discussion: The first is how 
to update our laws and practices in the face of changing technology. The second is how to 
harmonize and bring consistency to the mles for law enforcement access to our different forms 
of communication. Finally, is how to both protect privacy and civil liberties online, while also 
protecting public safety. 

To understand what these themes mean today we have to go back to the history. 

More than a hundred and fifty years ago, not too far from where we sit today, Samuel 
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time 
and space, opening up a world of possibility that wasn't even imagined just a few years before. 

[Morse's invention set in a motion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in 
the White House. Just rw'o decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give voice -- not just words - a way to travel.] 

Today, the great revolution in communication technology continues. From small towns to 
big cities, the Intemet is bringing millions of people closer together, giving them new ways to 
find information and to stay in touch. When it was invented thirty years ago, there were just two 
computers exchanging very simple messages. Now there are almost 50 million households 
online, all with the same access to a remarkable reservoir of information - from Shakespeare's 
first sonnet to the photos just taken of Mars. 

The Intemet, like Morse's telegraph, brings with it new found hope and opportunity. But 
it also brings new challenges to our most fundamental values - and the need for new laws and 
new protections to maintain them. Because we are so interconnected, more people now have 
easier access to our most personal information - from bank statements to our medical history. 
Intemational narcotics traffickers can communicate with each other via computer messages. 



Hackers can destroy cyber-property by defacing homepages and maliciously manipulating 
private information. 

Over the last seven and a half years, our Administration has worked to build a framework 
for tmst and security in this new world of electronic networks. We've taken action to ensure that 
what should be private, stays private, including the medical and financial records of our citizens. 
And to combat cyber-terrorism, we've introduced new legislation, increased law enforcement 
efforts, and coordinated public-private partnerships to build security and tmst in online activities. 
This Febmary, in his Cyber Security Summit, the President emphasized the primary role and 
responsibility of the private sector in ensuring computer and network security. As you know, 
most computers and networks that we rely upon every day are owned and operated by the private 
sector. It's only right that they - not the govemment — take the leading role in making security a 
standard part of the Intemet. 

The private sector is also taking a leading role in using strong encryption to guarantee the 
security and privacy in electronic messages. Our Administration has already moved to liberalize 
our export controls on encryption, allowing more companies to export the technology to more 
end users. And we've done so while maintaining the stmcture necessary to protect our national 
security. 

Today we are taking a significant new step to update our export controls. Under new 
govemment regulations, we're taking down the barriers that prevent corporations from exporting 
encryption to govemments and businesses in the European Union and eight other trading 
partners. We're also speeding up the time-to-market, by eliminating the thirty-day waiting 
period for exporting encryption goods. 

But the private sector can't do it alone. The govemment also needs to protect its own 
systems from security risks, such as hacker attacks and computer vimses. Our Administration 
has already taken action to ensure that the appropriate cyber security measures are included as 
part of all govemment computer systems. For one thing, we will not authorize one dime of 
spending on govemment computer systems unless good security measures are in place. 
Moreover, the President has asked Congress for additional funding, to detect computer attacks, to 
hire and train more security experts, and to create an intemal expert review team. Unfortunately, 
Congress is standing in the way of our efforts, by refusing to supply the critical fiinds needed to 
put these initiatives in place. If Congress is preparing for the 21^' Century, they're doing it at a 
19'*̂  Century pace. We think Congress should pick up the pace and provide the protections that 
are essential to America's cyber security. 

Supreme Court Justice Louis Brandeis once said, "Time works changes ... [it] brings into 
existence new conditions and purposes." I want to talk to you about another step we should take 
to build the framework of cyber security and tmst: keeping our laws consistent with the latest 
advances by the updating of existing wiretap laws. At the heart of the issue is the Fourth 
Amendment, which states that, "The right of the people be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures." 



In 1787, a person's most important "papers and effects" ~ like diaries and letters ~ were 
almost undoubtedly in their home or place of business. These papers were protected by the 
requirement of a warrant before the state could enter and search. But over time, with advances in 
technology, people no longer rely solely on paper and pen to communicate with one another. By 
the tum of the 20* Century, people were using the telephone for personal calls and business 
transactions. By the 1980s, Americans were using e-mail. Looking ahead, even more of our 
"papers and effects," like word processing software and files, may be kept outside of the home. 
These advances in technology have forced an ongoing debate in Congress and in the Courts over 
the application of the Fourth Amendment. 

In the 1928 Olmstead case, the Supreme Court found that conversations over the 
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation 
could be submitted as evidence. [Judge Brandeis disagreed and argued that, "There is, in 
essence, no difference between the sealed letter and private telephone message. " Wiretaps of 
phones, Brandeis argued, invaded the privacy ofpeople on both ends of the line - the same 
privacy the framers intended to protect with the Fourth Amendment.] 

The 1968 Court agreed with Brandeis, when it mled in Katz vs. the United States that an 
individual's phone conversation was protected by the Fourth Amendment, and therefore 
inadmissible in court proceedings. Later that year. Congress responded to the Court's decision 
by passing new legislation with strict standards for all wiretaps. 

Title III of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most 
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it 
required detailed annual reports on the number and nature of all taps. Most significantly. Title 
III mled that any information attained outside the parameters of the law was inadmissible in 
court. 

Title 111 remained relatively untouched until the 1980s, when cellular telephone service, 
e-mail, and other computer-to-computer communication began to put new demands on the 1968 
law. Title III of the 1968 law only applied to wire and voice communications - not to wireless 
phone conversations or e-mail. But by 1984, there were more than 7,000 Americans using 
cellular phones, and more than 400,000 logging onto electronic mail. 

In response, under the leadership of Senator Leahy, Congress once again updated its laws 
to keep pace with changing technology. Before the 1968 Electronic Communications Privacy, 
ECPA, the govemment could use an electronic wiretap to monitor an individual's e-mails with a 
mere subpoena. ECPA changed that, and put in place many of the protections the courts had 
given to phone conversations two decades earlier. 

ECPA did several things: it made clear that wireless voice communications were covered 
to the same degree as wire voice communications. [It extended some, but not all, privacy 
protections to electronic communications intercepted in real-time. It set standards for access to 
stored e-mail and other electronic commimications, and it adopted the trap and trace statute, 
governing real-time "interception " of "numbers dialed on a phone line. " ECPA also made it a 



federal crime to intercept electronic mail, data transmission and other electronic 
communications.] This legislation was a big step, and one that was sorely needed with the 
advent of electronic communication. 

Today, ECPA - like its predecessors - has, in many ways, become outdated by new 
advances in computer technology and electronic communication. Our country, and the world, is 
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we've 
seen a communications revolution with the rise of the cell phone and the development and use of 
the Worid Wide Web. 

Today there are more 360 million cell phone users, and more than 50 million households 
online in the United States. That's an increase of more than 1250% since 1984 alone. More than 
1.4 billion e-mails change hands each and every day. Computer users today send e-mail from 
their home phone lines through Intemet Service Providers, and they download files and e-mails 
onto shared servers at work. A growing number of Americans - 2.2 million - log on to the 
Intemet and send e-mail through cable modems — a means of connection that wasn't even 
considered when ECPA was written. 

ECPA was not devised to address many of the issues related to these newer, faster means 
of electronic communication. It doesn't extend Title 111 protections to the interception of e-mail 
that you send to your friend or business partner. It doesn't include other essential provisions -
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA 
doesn't include a statutory suppression mle for govemment violations. 

What does this mean? It means that data transmitted over networks is not afforded full 
privacy protection. It means that many of the protections in the wiretap law do not apply to 
email and other Intemet services Americans often use. And it means that inconsistent standards 
apply to govemment access to information. 

Basically, the same e-mail, i f sent different ways - through cable, phone lines, or an ISP -
- is subject to different privacy standards. Considering the extent to which our electronic 
correspondence contains our most sensitive thoughts and information ~ shouldn't they count as 
the "papers and effects" mentioned in the Fourth Amendment? It's time to adopt legislative 
protections that map Fourth Amendment principles onto the latest technology. It's time to 
update and harmonize our existing laws to give all forms of technology the same legislative 
protections as our telephone conversations. 

Today I would like to discuss several legislative proposals that would make this happen. 
Congress is already considering some of those proposals, and we believe that we can work with 
them to get them done this year. 

First, some current statutes apply to criminals who use hardware "devices" but not 
to those who commit identical crimes using software instead. Such telephone-era laws should 
be clearly updated to apply to the Intemet era where hardware and software are interchangeable. 
One of our Administration's central principles has been technology neutrality — the idea that the 
govemment and the laws should be generally neutral between different technologies. In our 



proposed legislation, we would amend statutes that are hardware-specific or use 'devices" and 
other outmoded language. We would also continue to study whether any additional legislative 
responses are appropriate to distributed denial-of-service or other new threats. 

Second, we need to achieve parity in the way the laws apply to different forms of 
communication. As 1 mentioned, the current law sets stricter standards for law enforcement 
access to "wire" communications such as telephone calls than for "electronic" communications 
such as e-mail. The market should play the central role in picking technological winners and 
losers, not Congress or the regulators. 

In order to achieve this neutrality, we propose to harmonize the legal standards that apply 
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30 
years, federal law has set a tough, but manageable standard for when law enforcement officers 
can listen to the contents of phone calls. Today, the same legal protections should apply equally 
to electronic communication and to telephone communication. [Theseprotections include: the 
need for high-level approval within the Department of Justice; authorize use for only the most 
serious crimes, and the suppression of evidence in court if the rules are not followed.] 

At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act, even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records, unless the customer first can contest the issue 
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep 
confidential the list of shows that a customer has watched. But, when cable systems are used to 
access the Intemet, we believe the mles should be the tough but manageable standards we also 
support for e-mails and telephone calls. 

Third, we need to seek balance among crucial goals — including the protection of 
public safety, the achievement of economic growth and digital opportunity, and the 
preservation of privacy and civil liberties. That's a challenge that our forefathers grappled 
with when they wrote the Constitution, and one that our govemment and courts have stmggled 
with ever since. Our aim should be to enhance law enforcement authorities ability to address 
unlawful conduct, but also to enhance privacy and civil liberties on the Intemet. 

For example, we need to update the longstanding legal mles that govem when law 
enforcement can track the identity of those with whom we communicate. Our "trap and trace" 
mles come from the era of the traditional telephone network, when one company offered 
nationwide phone service. [Telephone service today is offered by a wide variety of companies 
that offer local, long distance, and wireless services. Tracing a phone call often requires 
separate subpoenas in the various courts where each of the companies operates. The problem in 
tracing Internet communications to their source can be even worse. The structure of the Internet 
means that communications are routinely shuttled among many nodes, often in different federal 
court districts.] 

Today, we are proposing ways to make these "trap and trace" mles more effective for law 
enforcement, while also assuring privacy and civil liberties. We believe that a federal court 
should be able to issue one order to trace a communication to its source, and that order should be 



effective nationwide. We also believe that there should be greater judicial oversight of trap and 
trace authorities. Federal law should make clear that such orders should only be issued after a 
judicial officer has determined that the proper factual showing has been made. 

[These are all steps that we can take this year to update and harmonize our laws so that 
they protect privacy and civil liberties online, and protect the public safety.] 

In the early years of our republic, Thomas Jefferson said, "America's institutions must 
move forward hand-in-hand with the progress of the human mind." Today, the progress of the 
human mind is certainly racing forward at an extraordinary pace. Technology is opening up a 
new world of possibility ~ but it is also challenging our privacy in ways we might never have 
imagined. As in any era of great progress, we must work together to ensure that our democracy 
and our laws keep pace with our technology ~ and that we protect our civil liberties, not just the 
law enforcement mechanisms that were instituted to preserve them. 

Thank you. 
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This week millions of Americans are waiting in line to buy a hotly anticipated book. No 
it's not Harry Potter, [hold up book] It's actually Protecting Electronic Messaging by John 
Podesta ~ a book 1 wrote when I was on the Hill a few years ago. I ' l l be signing copies after the 
speech. Buy one for each of your children. 

Today 1 want to retum to some of the topics from my not-quite best-selling book -
particularly the issue of how to protect privacy and civil liberties, while also protecfing public 
safety in an electronic age. There are three prevailing themes in this discussion: The first is how 
to update our laws and practices in the face of changing technology. The second is how to 
harmonize and bring consistency to the mles for law enforcement access to our different forms 
of communication. Finally, is how to both protect privacy and civil liberties online, while also 
protecting public safety. 

To understand what these themes mean today we have to go back to the history. 

More than a hundred and fifty years ago, not too far from where we sit today, Samuel 
Morse sent the first telegraph message. With the touch of a finger, he shattered barriers of time 
and space, opening up a world of possibility that wasn't even imagined just a few years before. 

[Morse's invention set in a motion a technological revolution that would forever change 
the way man would communicate. Only a few years later, in 1858, Queen Victoria bridged the 
waters of the Atlantic, when she sent the first transatlantic telegraph to President Buchanan in 
the White House. Just two decades later, using a funnel, a cup of acid, and some copper wire, 
Alexander Graham Bell invented a device to give voice — not just words - a way to travel.] 

Today, the great revolution in communication technology continues. From small towns to 
big cities, the Intemet is bringing millions of people closer together, giving them new ways to 
find information and to stay in touch. When it was invented thirty years ago, there were just two 
computers exchanging very simple messages. Now there are almost 50 million households 
online, all with the same access to a remarkable reservoir of information - from Shakespeare's 
first sonnet to the photos just taken of Mars. 

The Intemet, like Morse's telegraph, brings with it new found hope and opportunity. But 
it also brings new challenges to our most fimdamental values - and the need for new laws and 
new protections to maintain them. Because we are so interconnected, more people now have 
easier access to our most personal information - from bank statements to our medical history. 
Intemational narcotics traffickers can communicate with each other via computer messages. 



Hackers can destroy cyber-property by defacing homepages and maliciously manipulating 
private infonnation. 

Over the last seven and a half years, our Administration has worked to build a framework 
for tmst and security in this new world of electronic networks. We've taken action to ensure that 
what should be private, stays private, including the medical and financial records of our citizens. 
And to combat cyber-terrorism, we've introduced new legislation, increased law enforcement 
efforts, and coordinated public-private partnerships to build security and tmst in online activities. 
This Febmary, in his Cyber Security Summit, the President emphasized the primary role and 
responsibility of the private sector in ensuring computer and network security. As you know, 
most computers and networks that we rely upon every day are owned and operated by the private 
sector. It's only right that they - not the govemment — take the leading role in making security a 
standard part of the Intemet. 

The private sector is also taking a leading role in using strong encryption to guarantee the 
security and privacy in electronic messages. Our Administration has already moved to liberalize 
our export controls on encryption, allowing more companies to export the technology to more 
end users. And we've done so while maintaining the stmcture necessary to protect our national 
security. 

Today we are taking a significant new step to update our export controls. Under new 
govemment regulations, we're taking down the barriers that prevent corporations from exporting 
encryption to govemments and businesses in the European Union and eight other trading 
partners. We're also speeding up the time-to-market, by eliminating the thirty-day waiting 
period for exporting encryption goods. 

But the private sector can't do it alone. The govemment also needs to protect its own 
systems from security risks, such as hacker attacks and computer viruses. Our Administration 
has already taken action to ensure that the appropriate cyber security measures are included as 
part of all govemment computer systems. For one thing, we will not authorize one dime of 
spending on govemment computer systems unless good security measures are in place. 
Moreover, the President has asked Congress for additional funding, to detect computer attacks, to 
hire and train more security experts, and to create an intemal expert review team. Unfortunately, 
Congress is standing in the way of our efforts, by reftising to supply the critical funds needed to 
put these initiatives in place. If Congress is preparing for the 21^' Century, they're doing it at a 
19"̂  Century pace. We think Congress should pick up the pace and provide the protections that 
are essential to America's cyber security. 

Supreme Court Justice Louis Brandeis once said, "Time works changes ... [it] brings into 
existence new conditions and purposes." 1 want to talk to you about another step we should take 
to build the framework of cyber security and tmst: keeping our laws consistent with the latest 
advances by the updating of existing wiretap laws. At the heart of the issue is the Fourth 
Amendment, which states that, "The right of the people be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures." 



In 1787, a person's most important "papers and effects" — like diaries and letters — were 
almost undoubtedly in their home or place of business. These papers were protected by the 
requirement of a warrant before the state could enter and search. But over time, with advances in 
technology, people no longer rely solely on paper and pen to communicate with one another. By 
the tum of the 20'̂  Century, people were using the telephone for personal calls and business 
transactions. By the 1980s, Americans were using e-mail. Looking ahead, even more of our 
"papers and effects," like word processing software and files, may be kept outside of the home. 
These advances in technology have forced an ongoing debate in Congress and in the Courts over 
the application of the Fourth Amendment. 

In the 1928 Olmstead case, the Supreme Court found that conversations over the 
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation 
could be submitted as evidence. [Judge Brandeis disagreed and argued that, "There is, in 
essence, no difference between the sealed letter and private telephone message. " Wiretaps of 
phones, Brandeis argued, invaded the privacy ofpeople on both ends of the line - the same 
privacy the framers intended to protect with the Fourth Amendment.] 

The 1968 Court agreed with Brandeis, when it mled in Katz vs. the United States that an 
individual's phone conversation was protected by the Fourth Amendment, and therefore 
inadmissible in court proceedings. Later that year. Congress responded to the Court's decision 
by passing new legislation with strict standards for all wiretaps. 

Title 111 of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most 
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it 
required detailed annual reports on the number and nature of all taps. Most significantly. Title 
111 mled that any information attained outside the parameters of the law was inadmissible in 
court. 

Title III remained relatively untouched unfil the 1980s, when cellular telephone service, 
e-mail, and other computer-to-computer communication began to put new demands on the 1968 
law. Title III of the 1968 law only applied to wire and voice communications - not to wireless 
phone conversations or e-mail. But by 1984, there were more than 7,000 Americans using 
cellular phones, and more than 400,000 logging onto electronic mail. 

In response, under the leadership of Senator Leahy, Congress once again updated its laws 
to keep pace with changing technology. Before the 1968 Electronic Communications Privacy, 
ECPA, the govemment could use an electronic wiretap to monitor an individual's e-mails with a 
mere subpoena. ECPA changed that, and put in place many of the protections the courts had 
given to phone conversations two decades earlier. 

ECPA did several things: it made clear that wireless voice communications were covered 
to the same degree as wire voice communications. [// extended some, but not all, privacy 
protections to electronic communications intercepted in real-time. It set standards for access to 
stored e-mail and other electronic communications, and it adopted the trap and trace statute, 
governing real-time "interception " of "numbers dialed on a phone line. " ECPA also made ii a 



federal crime to intercept electronic mail, data transmission and other electronic 
communications.] This legislation was a big step, and one that was sorely needed with the 
advent of electronic communication. 

Today, ECPA - like its predecessors - has, in many ways, become outdated by new 
advances in computer technology and electronic communication. Our country, and the world, is 
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we've 
seen a communicafions revolution with the rise of the cell phone and the development and use of 
the World Wide Web. 

Today there are more 360 million cell phone users, and more than 50 million households 
online in the United States. That's an increase of more than 1250% since 1984 alone. More than 
1.4 billion e-mails change hands each and every day. Computer users today send e-mail from 
their home phone lines through Intemet Service Providers, and they download files and e-mails 
onto shared servers at work. A growing number of Americans - 2.2 million - log on to the 
Intemet and send e-mail through cable modems — a means of connection that wasn't even 
considered when ECPA was written. 

ECPA was not devised to address many of the issues related to these newer, faster means 
of electronic communication. It doesn't extend Title 111 protecfions to the interception of e-mail 
that you send to your friend or business partner. It doesn't include other essential provisions -
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA 
doesn't include a statutory suppression mle for govemment violations. 

What does this mean? It means that data transmitted over networks is not afforded fijil 
privacy protection. It means that many of the protections in the wiretap law do not apply to 
email and other Intemet services Americans often use. And it means that inconsistent standards 
apply to govemment access to information. 

Basically, the same e-mail, i f sent different ways - through cable, phone lines, or an ISP -
- is subject to different privacy standards. Considering the extent to which our electronic 
correspondence contains our most sensitive thoughts and information ~ shouldn't they count as 
the "papers and effects" mentioned in the Fourth Amendment? It's time to adopt legislative 
protections that map Fourth Amendment principles onto the latest technology. It's time to 
update and harmonize our existing laws to give all forms of technology the same legislative 
protections as our telephone conversations. 

Today I would like to discuss several legislative proposals that would make this happen. 
Congress is already considering some of those proposals, and we believe that we can work with 
them to get them done this year. 

First, some current statutes apply to criminals who use hardware "devices" but not 
to those who commit identical crimes using software instead. Such telephone-era laws should 
be clearly updated to apply to the Intemet era where hardware and software are interchangeable. 
One of our Administration's central principles has been technology neutrality — the idea that the 
govemment and the laws should be generally neutral between different technologies. In our 



proposed legislation, we would amend statutes that are hardware-specific or use 'devices" and 
other outmoded language. We would also continue to study whether any additional legislative 
responses are appropriate to distributed denial-of-service or other new threats. 

Second, we need to achieve parity in the way the laws apply to different forms of 
communication. As I mentioned, the current law sets stricter standards for law enforcement 
access to "wire" communications such as telephone calls than for "electronic" communications 
such as e-mail. The market should play the central role in picking technological winners and 
losers, not Congress or the regulators. 

In order to achieve this neutrality, we propose to harmonize the legal standards that apply 
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30 
years, federal law has set a tough, but manageable standard for when law enforcement officers 
can listen to the contents of phone calls. Today, the same legal protections should apply equally 
to electronic communication and to telephone communication. [These protections include: the 
need for high-level approval within the Department of Justice; authorize use for only the most 
serious crimes, and the suppression of evidence in court if the rules are not followed.] 

At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act, even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records, unless the customer first can contest the issue 
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep 
confidential the list of shows that a customer has watched. But, when cable systems are used to 
access the Intemet, we believe the mles should be the tough but manageable standards we also 
support for e-mails and telephone calls. 

Third, we need to seek balance among crucial goals — including the protection of 
public safety, the achievement of economic growth and digital opportunity, and the 
preservation of privacy and civil liberties. That's a challenge that our forefathers grappled 
with when they wrote the Constitution, and one that our govemment and courts have stmggled 
with ever since. Our aim should be to enhance law enforcement authorities ability to address 
unlawfiil conduct, but also to enhance privacy and civil liberties on the Intemet. 

For example, we need to update the longstanding legal rules that govem when law 
enforcement can track the identity of those with whom we communicate. Our "trap and trace" 
mles come from the era of the traditional telephone network, when one company offered 
nationwide phone service. [Telephone service today is offered by a wide variety of compames 
that offer local, long distance, and wireless services. Tracing a phone call often requires 
separate subpoenas in the various courts where each of the companies operates. The problem in 
tracing Internet communications to their source can be even worse. The structure of the Internet 
means that communications are routinely shuttled among many nodes, often in different federal 
court districts.] 

Today, we are proposing ways to make these "trap and trace" mles more effective for law 
enforcement, while also assuring privacy and civil liberties. We believe that a federal court 
should be able to issue one order to trace a communication to its source, and that order should be 



effective nationwide. We also believe that there should be greater judicial oversight of trap and 
trace authorities. Federal law should make clear that such orders should only be issued after a 
judicial officer has determined that the proper factual showing has been made. 

[These are all steps that we can take this year to update and harmonize our laws so that 
they protect privacy and civil liberties online, and protect the public safety.] 

In the early years of our republic, Thomas Jefferson said, "America's institutions must 
move forward hand-in-hand with the progress of the human mind." Today, the progress of the 
human mind is certainly racing forward at an extraordinary pace. Technology is opening up a 
new world of possibility — but it is also challenging our privacy in ways we might never have 
imagined. As in any era of great progress, we must work together to ensure that our democracy 
and our laws keep pace with our technology — and that we protect our civil liberties, not just the 
law enforcement mechanisms that were instituted to preserve them. 

Thank you. 



Title 111 remained relatively untouched until the mid-1980s, when cellular telephone 
service, e-mail, and other computer-to-computer communication put new demands on the 1968 
law. Title 111 of the 1968 law only applied to wire and voice communications - not to wireless 
phone conversations or e-mail. But by 1984, there were more than 7,000 Americans using 
cellular phones, and more than 400,000 logging onto electronic mail. 

In response, under the leadership of Senator Leahy, Congress adopted the Electronic 
Communications Privacy Act of 1986 ~ once again updating its laws to keep pace with changing 
technology. Before ECPA, the govemment could use an electronic wiretap to monitor an 
individual's e-mails with a mere subpoena. ECPA changed that, and put in place many of the 
protections the courts had given to phone conversations two decades earlier. 

ECPA did several things: it made clear that wireless voice communications were covered 
to the same degree as wire voice communications. It extended some, but not all, privacy 
protections to electronic communications intercepted in real-time. It set standards for access to 
stored e-mail and other electronic communications, and it adopted the trap and trace statute, 
goveming real-time "interception" of "numbers dialed on a phone line." ECPA also made it a 
federal crime to intercept electronic mail, data transmission and other electronic 
communications. This legislation was a big step, and one that was sorely needed with the advent 
of electronic communication. 

Today, ECPA - like its predecessors - has, in many ways, become outdated by new 
advances in computer technology and electronic communication. Our country, and the world, is 
increasingly more digital ... increasingly more interactive. Since the passage of ECPA, we've 
seen a communications revolution with the rise of the cell phone and the development and use of 
the World Wide Web. 

Today there are more 360 million cell phone users, and more than 50 million households 
online in the United States. That's an increase of more than 1250% since 1984 alone. More than 
over 1.4 billion e-mails change hands each and every day. Computer users today send e-mail 
from their home phone lines through Intemet Service Providers, and they download files and e-
mails onto shared servers at work. A growing number of Americans - 2.2 million - log on to the 
Intemet and send e-mail through cable modems ~ a means of connection that wasn't even 
considered when ECPA was written. 

ECPA was not devised to address many of the issues related to these newer, faster means 
of electronic communication. It doesn't extend Title 111 protections to the interception of e-mail 
that you send to your fiiend or business partner. It doesn't include other essential provisions -
like the scope of crimes covered ... and the need for Justice Department approval. And ECPA 
doesn't include a statutory suppression mle for govemment violations. 

What does this mean? It means that data transmitted over networks is not afforded full 
privacy protection. It means that many of the protections in the wiretap law do not apply to 
email and other Intemet services Americans often use. And it means that inconsistent standards 
apply to govemment access to information. 



Basically, the same e-mail sent different ways - through cable, phone lines, or an ISP — 
is subject to different privacy standards. Considering the extent to which our electronic 
correspondence contains our most sensitive thoughts and information — shouldn't they count as 
the "papers and effects" mentioned in the Fourth Amendment? It's time to adopt legislative 
protections that map Fourth Amendment principles onto the latest technology. It's time to 
update and harmonize our existing laws to give all forms of technology the same legislative 
protections as our telephone conversations. 

I propose the following legislative actions: 

First, some current statutes apply to criminals who use hardware "devices" but not to 
identical crimes that use software instead. Such telephone-era laws should be clearly updated to 
apply to an Intemet era where hardware and software are interchangeable. One of our 
Administration's central principles has been technology neutrcdity — the idea that the govemment 
and the laws should be generally neutral between different technologies. In our proposed 
legislation, we would amend statutes that are hardware-specific or use 'devices" and other 
outmoded language. We would also continue to study whether any additional legislative 
responses are appropriate to distributed denial-of-service or other new threats. 

Second, we need to achieve parity in the way the laws apply to different forms of 
communication. As 1 mentioned, the current law sets stricter standards for law enforcement 
access to "wire" communications such as telephone calls than for "electronic" communications 
such as e-mail. The market should play the central role in picking technological winners and 
losers, not Congress or the regulators. 

In order to achieve this neutrality, we propose to harmonize the legal standards that apply 
to law enforcement access to e-mails, telephone calls, and cable services. For more than 30 
years, federal law has set a tough, but manageable standard for when law enforcement officers 
can listen to the contents of phone calls. Today, the same legal protections should apply equally 
to electronic communication as they do to telephone communication. These protections include: 
the need for high-level approval within the Department of Justice; authorize use for only the 
most serious crimes, and the suppression of evidence in court if the mles are not followed. 

At the same time, we propose to change the standards that apply to cable services. Under 
the current Cable Act, even where there is clear proof of serious crimes, law enforcement 
officials cannot gain access to subscriber records — unless the customer first can contest the issue 
in court. With our proposal, we would retain the underlying purpose of the Cable Act to keep 
confidential the list of shows that a customer has watched. But, when cable systems are used to 
access the Intemet, we believe the mles should be the tough but manageable standards we also 
support for e-mails and telephone calls. 

Third, we need to seek balance among cmcial goals ~ including the protection of public 
safety, the achievement of economic growth and digital opportunity, and the preservation of 
privacy and civil liberties. That's a challenge that our forefathers grappled with when they wrote 
the Constitution, and one that our govemment and courts have stmggled with ever since. Our 



Security Summit, the President emphasized the role and responsibility of the private sector in 
ensuring computer and network security. We've also worked to develop strong encryption tools 
- like those put in place by the European Union ~ to provide tighter security and privacy in 
electronic communications. 

Additionally, we've taken action to ensure that what should be private, stays private, 
including the medical and financial records of our citizens. And we've taken steps to ensure that 
the appropriate cyber security measures are included as part of all govemment computer systems. 
Unfortunately, Congress has not given us the necessary funding the President has requested to 
take additional steps, such as fiinding an intemal expert review team. 

Supreme Court Justice Louis Brandeis once said, "Time works changes ... [it] brings into 
existence new conditions and purposes." Today I want to talk to you about another step we 
should take to build the framework of cyber security and tmst : keeping our laws consistent with 
the latest advanceŝ  by the updating of existing wiretap laws. At the heart of the issue is the 
Fourth Amendment, which states that, "The right of the people be secure in their persons, 
houses, papers, and effects, against unreasonable searches and seizures." 

In 1787, a person's most important "papers and effects" — like diaries and letters ~ were 
almost undoubtedly in their home or place of business. These papers were protected by the 
requirement of a warrant before the state could enter and search. But over time, with advances in 
technology, people no longer relied solely on paper and pen to communicate with one another. 
By the tum of the 20'̂  Century, people were using the telephone for personal calls and business 
transactions. By the 1980s, Americans were using e-mail. These advances in technology have 
forced an ongoing debate in Congress and in the Courts over the application of the Fourth 
Amendment. 

In the 1928 Olmstead case, the Supreme Court found that conversations over the 
telephone were not protected by the Fourth Amendment, and therefore wiretapped conversation 
could be submitted as evidence. Judge Brandeis disagreed and argued that, "There is, in essence, 
no difference between the sealed letter and private telephone message." Wiretaps of phones, 
Brandeis argued, invaded the privacy of people on both ends of the line - the same privacy the 
framers intended to protect with the Fourth Amendment. 

The 1968 Court agreed with Brandeis, when it mled in Katz vs. the United States that an 
individual's phone conversation was protected by the Fourth Amendment, and therefore 
inadmissible in court proceedings. Later that year. Congress responded to the Court's decision 
by passing new legislation with strict standards for all wiretaps. 

Title III of the 1968 Crime Control and Safe Streets Act required a court order and high-
level Justice Department approval for all phone wiretaps. It only allowed wiretaps in the most 
serious crimes, such as espionage, treason, and crimes of violence. And, in those cases, it 
required detailed annual reports on the number and nature of all taps. Most significantly. Title 
III mled that any information attained outside the parameters of the law was inadmissible in 
court. 


