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THE WHITE HOUSE 

W A S H I N G T O N 

July 1, 1998 

MEMORANDUM FOR NEC/DPC DEPUTIES 

FROM: Sally Katzen, Tom Kalil 

RE: July Stli Deputies meeting on 

Attached is a paper on a set of policy options to address privacy issues that has been 
prepared by the NEC/DPC Working Group on Privacy. This package is designed to: 

• Addiess "cross-cutting" issues that affect a range of privacy concems (privacy entity, 
privacy online, dialogue with state and local government, and public education); 

• Target sectors or users that are particularly sensitive (children, medical records, financial 
records, profiling, identity theft, social security numbers); 

• Address both "offline" and "online" privacy; 

• Encourage self-regulation where possible and identify the need for legislation where 
necessary; and 

• Maintain a balanced approach that recognizes the values associated with the free flow of 
information and with giving individuals greater control over their personally identifiable 
information. 

We would like to use the meeting tomorrow to determine where we have consensus and 
whre there may be areas of disagreement. It is our intent to schedule a Principals meeting on 
privacy as soon as possible. 

Smnmarv of nolicv option*! 

Cross-cutting 

1. Privacy entity; Designate a White House policy council or OMB to increase 
coordination on privacy issues. 

2. Online privacy: Continue to press for industry self-regulation - with the option for a 
legislative solution i f self-regulation proves to be inadequate. 
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3. Privacy dialogue with state and local governments: Initiate a "privacy dialogue" with 
state and local governments about the privacy of personal infonnation collected by 
governments. Discussion could include: state privacy laws, use of Social Security 
numbers, impact of new technology on defmition of "pubUc records." 

4. Public education: Work with the private sector and non-profits to develop an advertising 
campaign to infomi individuals about how to exercise choice with respect to the 
collection and dissemination of their personally identifiable information. 

Areas of particular sensitivity 

1. Information about children: Call for legislation that would specify a set of fair 
information pnnciples applicable to the collection of data fi-om children (e.g. no 
collection of data from children under 13 without prior parental consent). 

Medical records: Call for legislation on privacy of medical records consistent with HHS 
report. 

3. Financial records: 

Call for amendments to Fair Credit Reporting Act to limit tlie "affiliate sharing 
excepnon." Businesses could share consumer infonnation for marketing 
purposes, but not for busmess decisions. For example, consumer information 
provided to an insurance affiliate could not be used to deny a person a loan 
without FCRA protection. 

Authorize the Fed to write enforceable rules on inter-affiliate information sliaring. 

Determine whether Justice and FTC have adequate jurisdiction and penalties to 
punish tlieft of personal financial information. 

4. Profiling: Call for legislation that would give tlie FTC the authority to require "profilers" 
to comply with a set of fair information practices. Profilers are in the business of 
compiling and distributing electronic dossiers on individually identifiable consumers. 

5. Identity theft 

Endorse Kyi bill on identity theft, provided it addresses concems of Treasiuy and 
Justice. 

5. Social Security Numbers: Conduct a study that looks backward to discern "lessons 
learned" fi-om social security experience and looks forward to avoid the same resuh with 
respect to new identification teclmologies (e.g. biometrics). 



07/07/98 21:20 
ICJ l o t FROM : 

DOMESTIC POLICY 

I D I 

I S U U 4 / U 1 0 

P A G E 2 / 1 

TO: 

FROM: 

DATE: 

RE: 

MEMORANDUM 

Sally Katasn 
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Privacy - Legislative and Other Options 

Creation of a Federal Privacy Entity 
Medical Records 
Profiling 
On-line Infonnation About Children 
Government Information 
Credit Reporting 
Financial Industry 
Identity Theft 
Theft of Personal Infonnation 
Public Education 
Social Security Numbeis 
Commercial Marketing 
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th<« issues > ^ t e e o m e i , ^ i ^ " , ^ ^ ? ^ ' ^ ' ^ " ' ° P ^ ^ " ^ 

fl« flow rfinfonnaaoa " " ^ """^"^ ««1 commardal knefiK come from 4e ^ 

areas: 

^ t ^ T " ^ A '• ^ ^ Admimstation's privacy policy 

^^^^7^c,.««zrio«-Inc^easepubhca^varenesso^ 
responsibilm^ of consumers, industry, and govermnent Use the "buUy S t ^ o ^ ' - ^ ^ ^ 
encourage best practices and criticize bad actors. t^ypuipit to y 

• Coordmation ^ Ensure that agencies aie addressing emerging privacy issues and en.m» 
greater consistency of Admimstration positions and p o S 

Option 

the ^ d ^ ^ ^ ' ' ' ' '̂ "̂ "̂  ^ ̂ ' '^^ ^^^^ ̂  Executive Office of 

There are advantages and disadvantages to putting it in OMB, making it a new White House 
office, or pumng « under one ofthe existing White House policy o « S Sin^sh^^^^ 
pnvacy pohcy requires accommodating different interests, ̂ woLd be b ^ r w^̂ '̂̂ ated in 
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HEALTH I>npOKMATioN 

TheoonfidentiaHtyofhealthinformaticnî  

^ Shalala recommended that C o T S s ^ i 
l o s T t ^ I T ^ ' ^ coofidentiaHty of health information by impZg d ^ o n 

addition, provide stronger protections. pwuattea lo, m 

Under the recommended legislation, health care providers, those who pay for health care and 
^sewho get mfor^tion fiom those entities wod^ ^-*e^o^ 

pemnt patients to file proposals for correction of erroneous records. All entities collectke or 

Disclosure would be limited to tiiose authorized by the patient, or those specifically 
pramned m the legislation, including disclosures for important public purposes, such as 
^ e n t and payment, research, public health, ovatsigbt ofthe health care system, and use in 
law fflfbrcemrat or other legal proceedings if permitted by other law. There would be strict 

^ T i T ^ ^ ^ organization, infomiation 
coî d be used only for purposes reasonably related to the purposes for which it was gathered, and 

^ S " ^ ^ ^^"^ '° " ^ ' ^ ""'"'"^ accomplish the pujo i of 

Entities receiving information pursuant to patient authorization would have to give patients a 
statement of their mtended use ofthe information, and would be civUly liable for iSes in 
violation of Thai statement. 

There would be civil and criminal sanctions for violations, such as improper disclosure and 

obtaining mformation under false pretenses-

Congress is now considering the recommendations. 
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PROFILING ' \ \ \ J 

Commercial -̂profilers" build dossiers about individuals by aaereaatin̂  inform t̂i. A« ̂  ^ 
^cty of database soiuces, including public and non-pub^ ̂ ^ S ' d ^ X ^ n c ^ " ' 

ĝ gt Praciĵ uâ  Model - rndividtl̂ l Prferenê  S^rvj.^ r^,^p ^^^•'^0^3^^'^ 

1 ? ^ ^ " ? ° ' ^ ^ * ^ ^ ^ ^ ^ Services (the Individual 
^ ^ ^ ^ ^ "^'"^^^ 0° P r i ^ practices with the 
Federal Trade CommissioiL Tlie IRSG program is based on compliance with cert^ , V 
mcludmgnoticc,disclosure,choice, security.andpublic^^^^ I R S G m e ^ a K f 

data collected is accurate, complete and timely for the purpose for which it ̂ ill te used, to ^ 
S ' ^ ^ T ^ " ^ v l " ^ * ^ appropriate, and to limit distribution of non-public information ^ 
to subscnbers with appropriate intended uses. ^^-^^^ 

The IRSG committed to implement a rigorous enforcement compliance method The 
enforcement p r o j ^ has two prologs. First, signatories' practices are subject to review by a 
•^nably qualified independent professional service." On the basis of established criteria that 
entity determmes v̂ ether a signatory is in compliance with IRSG principles. The results ofthe 
armual review arc made public. Second, signatories who are information suppliers may not sell 
mfonnaHon to look-iqj services that do not comply with the IRSG principles. 

The IRSG members agreed to provide individuals with access to information contained in 
services and products that specificaUy identify them, unless the information comes &om a public 
r^rd, m wMch case thc companies will provide the individuals with guidance on how they can 
obtam the mfoimalion from the original source. FTC staff strongly disagreed with the access 
provisions of tiic IRSG jiractices, and the Commission and IRSG agreed to allow 18 months 
before revisiting the access issue. On the basis ofthe IRSG program and the commitment to 
review access issues, the FTC advised the Congress that legislation on individual reference 
services was premature. 

Le^slativft O p t l ^ 

The Administration could embrace the IRSG approach and apply it more broadly by 
supporting legislation giving the FTC authority under Section 5 ofthe FTC Act to require those 
m the business of compiling and distributing (or re-using for marketing purposes) electronic 
dossiers on individually identifiable consumers to comply with a specified set of fair information 
practices. The giant of aathorily to the FTC could include a "safe harbor" provision -- profiler 
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On-Um iNTcnauTioN ABOUT CBiuutEN 

d u l ^ ^ ^ r b ^ l ' ^ t " , * " " " ^ ^ r ^ ' " ^ " ^ Unlike «iul,s 

M « y S ^ $ : ^ J ^ i S ^ ' « ^ ^ > ' ' t ^ ' = ^ ° ^ -
co^Ba a clnW to variiy t I ^ 7 ^ T ^ T ^ ? ^ ^ ' * of reasons - to 

OI toe sites said tbey would notifr parents of their infoiraation pisctices, and less than lo % 
p^™k&rpan=«al control over the coUeetion and/or «se of irfonnaSokfemTh^-^^e 
Comnusstott recommended that Congress adopt legislation p«,.=c,in8 = l u l d ™ - s ^ y S l L . 

Bea Practirns Modal - Opiinr. p î̂ ^y Alllimrn 

^ S n v l r i v - a l f l ^ ^ ^ ^ 

AUiance membere that operate sites directed at children under 13 have agreed (1) not to 
coUect onhne contact mfonnation fiom a chUd under 13 without prior par^XconseaTor ^cct 
p^ntolnonficatzon ofthe namre and intended use of this mforrnktion, includix^optiL^^^ 
flie parent to prevent the use of the infonnation and participation in S activ^(2) t̂  J s ^ L t 
mformation coUcrted will only be used to directly respondVthe child's re^StSd^I^t T 
used to x^on^t the child for other purposes without prior parental consSTs) tTcoS^t 
individually identifiable offline contact information from c£ldi«a under 13 .̂ îout Sior 

^ . ^ r ^ . a Child under 13 without prior paimtal consent; (5) not to give childmi under 13 
^ c f ^ S r " " otherwise distribute individually idcrxtifiable'contactlUrinati^rthrut 
l ^ Z ^ " ' ^ ' ^ *° "^^^ 15 ^ best efforts to prohiSt a 
child from postmg contact inforoiation; and (6) not to entice a child under 13 by the ^re^ctof a 
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The Administration has endor̂ sd the FTC CBII fn, - L / X 
Privacyonline. 11= A<l .n i .ds«t ,W«^™ foSS 
- ^ c . p t ^ a p p l i c a b . c t o t . ^ o c l . S o t ' . S r n . ' ^ ^ X ^ 

c h i . a r e n » o u l d . « p t e s . n „ « i , S b e i n c o S S S r ? , S ^ ^ ^ 

OP GOVERNMENT lOTOBMATION 

S ^ ^ i ^ ^ " ^ ^ '̂irth and death certificates, driving records 

<=^^^-^<^ss records, voter registration records, bankruptoy ^nTlien re^' 
ĉorporation records, worker's compensation claims, political cor^butior^ rec^ ^ ^ T ^ ' 

^ l ^ T ^ T r filings pursuant to the Unif^,;: C ^ ^ L t S T v,wr«(̂  ouu mings wim tne :»ecunties and Exchange 
Commission. 

. ^ ' ^ ^ ' ' ^ ^ ^ ' ^ ^ ^ ' ' ^ ^ ^ ' ' ^ ^ ^ l ^ i ^ ^ gender Social 

S b i ^ r ^ ^ ^ " T ^ " ^ '̂̂ ^ ^ ' ' ^ ^ of govemment entities, such ^ r ' 
vehicle bureaus -> many dnver's hccnse records make the individual's SSN as well as their 

^ i S h ^ ^ " S ; ' " ^ \ r 1 ? ^ r and date of birth aviabb iTolfpL^^^^^ 
voter registration records, and l ^ T L o T 

J^ically mclude dates of sales, prices, size of mortgage amounts, and the pr;perty^d^^d 
descnption, as well as the seller's and purtiaser's names. 

TUe U.S. Privacy Aci, 5 U.S.C. Section 552a (1988) proiects individuals from non̂  
ô nsensual govemment disclosure of confidential mformation. The Memorandî  fo^Heads of 

headsto take specific action to assure that use of new information technologies Sustain privacv 

m a i S l f j T ^.f'^^"^ ^ 1 ° ^ Of personal information collected and 
mamtained by the Fedeml government, many States do not have analogous privacy laws Not 
" ^ U l ^ " ' " ^ T ' l °^,!^°T^^» -̂ Î t̂ed and maintained by State govlnmen";; go!^ed by 
an uneven patchwork of laws, but State freedom of information and public record laws enacted 



•07/07/98 21:23 S 
J U I . - 0 7 - 3 8 1 5 = 4 0 P R O M 

I D . P A G E e y 1 • 

b^re powerfiJ information technology made coUcction and dissamimrtion of information easy 
and efficient, allow many States to seU personal infonnation. 

c o ™ ^ ^ . ^ ^ collection, sharing and sale of personal information gathered by Stares are 
comphcated by raqmremcnts under Federal law that Stares collect and provide certain 
mformation to the Federal govemment Hiese laws mclude transfer of infonnation for tax 
pulses to l o ^ par^te delinquent in their child support payments, and to determine food 
stamp and welfere ebgjbility. 

Any effort to restrict State coUection and sharing of personal information will raise 
s e c a n t federalism questions. For exan^le, two states have successfully challenged the 
Drivers Pnvacy Protection Act on federalism grounds. 

The Administration has already begun to address tha issue of sharing of data by Federal 
^enciea ^^State, local, and tribal governments in the President's Memorandum to Heads of 
Executive jPepartments and Agencies, signed on May 14,1998. 

TKe Admimstranon could create a Federal-Stale Task Force to initiate a "privacy dialogue-
to analyze the pnvacy of personal infonnation collected by govamments. The dialogue could 
mclude a study of the State laws that require the collection of personal information and the 
Federal laws that require States to collect personal uxfonnation and consider the desirability of 

I . State enactment of laws «̂ Tn;T<n- to the Privacy Act 

2. Extension ofthe Privacy Act protections to Social Security numbers collected by State 
governments. 

3. Re-evaluatico of the meaning of "public records" in light of new technology. 

4. A requirement that States redact Social Security aumbere and other personally 
identifiable infonnation fiom documents before they are placed in flie public domain. 

5. An Executive Memorandum to public schools rerterating obligations imposed by the 
Family Educational Rights and Privacy Act of 1974 under which public schools 4at 
accept federal funds arc prohibited from disclosing a student's Social Security number 
and personal information without the smdent's request 

6- An Executive Memorandum to State aitoroeys geaieral reiterating obligations imposed by 
§7 ofthe Privacy Act with regard to tiie protections afforded the collection of Social 
Security numbers and the requisite notice requirements. 
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CREDIT REPOKUNG 

r ^ l t ^ ^ ^ ^ ^ . T ' ' of "get^ies .hat fittnish cr^^ 

. r ^ T ^ ^ ^ consmner infomiation with their afSIiates are not subject to the 
Contois ofthe FCRA. Based on the above definitions, these compames are n « ^ n ^ d ^ ^ 
credit reponmg agencies" because they are not providing the reports to 7 ^ ^ ^ 

toth^elves. Addrtiondly,theinformafionshi«^ 
Aeî ormanon is not^mpil^ Hie FCRA. morSt^ 
specificaUy excludes aifiliate sharing from the definition of "credit report" 

th. Z 5 i « « ^ ^ f <>f sharing fiom the credit report definition and fijrther regulation by 
JeFCRAwasdebateddtirmgthel996AmcndmentstotheFCRA. TTie FTC s t r 4 | S ^ ^ 
^ confer mfonnation shared by affiliates shod^ 

1 ^ t " ^ ^ °PP̂ ^̂ -̂ '^^ won; Z FCRT^ed^cSv 
excludes the mfomiation shared by affiliates fiom the definitioYof co;sumer ^ 

r ^ ^ l ^ l Z T ^ ^ cross-indiistry corporate mergers r^e important privacy concems wi.. 
^ 2 ^ ! ^̂ atrnent of consumer information shared by affiliated companies. Such mergers 
Z ^ l t ^ ^ f f " T " ^ " ' infom^on about consmners, including m e S l a.c 
financial da^ to be shared among neurly related companies with relativdy few restrictions In 
f ^ J ^ J ^ " " merger of Citicorp and Travelers, for example, consumers might not ' 
anticipate that providmg infomiation for insmance underwriting purposes to one entity might 
later be used by the financial institution that is or becomes an a^ate. ^ 

Legislative Oprî nff 

. m L '̂ u ^'^^^^^^^ for legislation repealing the FCRA previsions that exempt 
affihate sharing from fiie protections ofthe FCRA. Given the intensity ofthe debate on this 
issue durmg the negotiations over the 1996 Amendments and the banking industry's cuirem 
oppoation to this issue, this proposal may be extiemely difficult to effectuate. The FTC would 
probably, however, support repeal ofthe affiliate sharing exemption. 

b. The Administration could support amendments to the FCRA to limit the affiliate sharing 
exception for marketing purposes only and expand the protections ofthe FCRA to cover 
consumer information shared with affiliates when making business decisions. For example 
busmesses could share consumer information among affiliates in connection witii a marketino 
campaign, but consumer information provided for insurance underwriting purposes to one entity 
could not bo used by anoflier entity to deny a person a loan without the protections ofthe FCRA 
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hnplic^. Tliis proposal may appease the banking industry, which uses the infonnation mainly 
^n^eting purposes, whUe stiU protecting thc consumers. TTie FTC probably would support 

Study Optiffl] 

As more databases are available directiy to companies, and companies diemselves share 
mformation directiy, there is some conccm that tiie FCRA may become omdated and obsolete 
Compames. for example, will no longer purchase caedit reports from a central bureau, but ratiier 
will obtain mformation directiy from tiie individual sources and created their own internal credit 
reporite- In tiie absence of oraditional credit reporting agencies, the protections of tiie FCRA 
would evaporate. The Administration could undertake a stiidy to determine whether tiie FCRA 
contains the protections needed in the electronic age. 

FINANCIAL INDUSTRY 

On June 12.1998, tiie Acting Comptroller of tiie Cunency announced tiiat she directed the 
Office of tiie Comp&oller of tiie Currency's (OCC) Privacy Working group to develop guidance 
for national banks addressmg a number of consumer privacy issues, including web site 
disclosures of bank privacy policies, sharing of consumer hifoimation, customer infonnation 
secunty and the problem of identity theft: 

Sharing of Confidential Information with Third Parties (e.g. Direct Marketers) 

Financial services finns represent tiiat tiiey do not generally share confidential customer 
infonnation witii tiiird parties (except service providers). Privacy advocates have not 
conttadicted tills assertion. Financial finns have tiiree primary reasons for retaining this 
infonnation: (1) tfie most likely purchasers of such infonnation are tiie finn's competitors- (2) 
fmancial finns fear tiiat tiieir customers would react badly if tiicy learned tiiat tiieir infonnation 
was being sold; and (3) sale of such infonnation is generally prohibited by State common law 
(i.e., tiie financial histitation. acting as tiie agent of tiie customer, owes tiie customer a fiduciary 
duty and is prohibited fiom misusing infonnation obtained fi\>m tiie customer in connection witii 
the agency). 

The NASD-R recentiy proposed a new confidentiality rule for securities firms-

In tiie area of direct marketing by the financial institiition itself; tiie FCRA requires tiiat 
customers of finandal institutions be allowed to opt out of receiving pre-approved offers of 
credit cards or otiier credit, NASD and tiie FTC mles restrict tiie ability of securities brokers to 
cold call customers by, among other things, requiring the maintenance of "do-not-call" lists. 
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^nct a stiuiy to detemiine exactiy what tiie financial services industiy's practices are in tiiis 

Sharing of Irtformation mth Affiliated Compc 
•jonies 

Each of the nations' largest 25 banks has a securities affiliate, and banks of aU sizes sell 
msffiam .̂ Affihato infonnation sharing already includes not only sharing of information for 
fort^ ^ T ' " " ^ ^"^'^^ ̂  affiliate broker-dealer's best customers 
for a new platinum card) but also for security purposes (e.g.. tracking a credit card holder's 
^ d m g pattems m order to detect immediately any unusual activity tiiat might indicate fiaud or 
Aeft) and mcreasmgly for nsk-management purposes (e.g.. a customer's record of payment on a 
^ c a r d apparentiy is quite usefiil in detemiining whctiier tiiat customer is a good S for auto 
msurance). Such practices can be expected to continue, as tiie lines between various types of 
financial services finns continue to blur and tiie finns continue to merge. 

Under tiie 1996 Amendments to tiie FCRA. customers have an expUcit right to opt out of 
affiliate mformation sharing of personal infonnation otiier tiian "experience" or * Wactional" 
mfonuation (which may be shared not only witfi affiliates but also tiiird parties). For example, a 
cus^er can prevent personal infonnation contained in an account application from being 
sha«i. As a result, customers can genetaUy avoid use of tiieir confidential infonnation for 
marketingpurposes but not for fiaud prevention or risk management purposes. TWs limited right 
was also brokered as pjirt of tiie 1996 Amendments to tiie FCRA. 

The FCRA also contains an odd provision prohibiting tiie banking agencies fiom examining 
for compliance witii tiie Act; ratiier. tiiey must await a complaint or other indication of trouble 
Tlie bmkmg regulatory agencies also are prevented from issuing regulations under tiie Act but 
ttie Federal Reserve may promulgate "interpretative" opinions in consultation witii tiie otiier 
agencies. These provisions were included in 1996 because of banking industiy concems about 
regulatory burden, as part of tiie delicate compromise ttiat moved tiie biU forward. 

The Fed expects to issue an interpretation sometime tiiis summer which likely would clarify 
what mfonnation can be shared witii affihates and how specific opt out notices should be. 

Options 

a. Autiiori2E tiie Fed, in consultation witii tiie otiier banking agencies, to write enforceable 
rules m tiiis area. Alternatively, give tiiis autiiority to each of tiie agencies, to be exercised 
jointiy. 

10 
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b (^ider eliminating tiie restriction on examinations. We may wish to talk to privacy 
groups n«t week to see wheflier tills step, which would certainly anger the banking m E 7 
would achieve greater protection for consumers. oanxmg maustry, 

ATore: Consultations with tiiose on tiie Hfll should precede any action in tiiis area, as tiiey may not 
wish to revisit tiie compromise tiiat it took tiiem years to reach in 1996. ^ 

Studv Op̂ OT 

inch^r^"^^"^"" "̂̂ "̂  "^""^ ^"^^^^ reviewprocess for mergers should 
mclude a consumer protection analysis. For example, in addition to Justice Departi^ re^ew 

detennme whettier tiiemergernegatively affects consumers'privacy. merger to 

On-Line Disclosures 

^To^nH ^ ^ T f l " ^ ^ ^ P^^y principles promulgated by tiie banking tiade X > > 

^•dSn^r"^^^ of the Cunency has announced tiiat it will consider promulgating voluntary^ 
gmdehnes for national banks to use in constiucting web sites, and tiie FDIC's E-bante Task nr 

smaller state banks - - ' - ^ — « u « y r c i i e c i s me pracnccs or tiie nation's 

Main T r c ^ met with each of tiie federal banking agencies (OCC. FT>IC. Fed. and OTS) to 
discuss p ^ e l action m tiie privacy area by all regulators. Each banking agency h i accorded a 
high pnonly to tiie pnvacy issue and is looking at possible areas for strengttiening regulatory 
practices and encouraging improved policies and procedures by regulated instimtions ITie 
bantang agencies agreed to coordinate infonnally tiieir previously independent efibrts at 
e ^ ^ g guidelines and examiner guidance witii respect to banking industiy on-line privacy 

Option 

The Administration could officially encourage continued consultative efforts, while 
recommending more fonnal coordination efforts. 

Hi 

11 
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iDEamrjr THEFT 

Tte tarn -identity tiieft» generally refers to tiie fiaudulent use of anotiier person's identity to 

ci^gati^^ormationaboutapersonandtiienuses^ 

;H J ! ^ " ^ ? " ^ "̂ ^̂  " " ^ ^ ^ P ^ « i to tiie extent fiat tiiey include 
"ST" ^lf^f^^(^-^- ^ documents) and an intent to def i^ tiie United 

Statê ^ Yet exzstir̂ g law does not reach identity tiieft tint makes use of otiier means of 
Identification, such as a social security number or a motiier's maiden name. 

couldl'Sn!r^i- ' T'^'^ ^ ^""^^^ "^^^ ^ Potential hann tiiat 
could be done by ofFend̂ s .^o commit identity tiieft witii means of identification, and to 
^ e s s otiier problems tiiat have emerged as a result of a dramatic increase in cases of identity 

At tiie same time, legislation to criminalize identity tiieft must be carefiiUy crafted to avoid 
problems tiiat could arise from tiie federalization of a large new class of crimes. 

Senator Kyi is m tiie process of marking up S. 512. tiie Identity Theft and Assumption 
Detenence Act of 1997. After raising initial technical concrms about tiiis bill. Departinents of 
Treasury and Justice have worked to provide amendments (to be considered during markup) tiiat 
would address any outstanding concems. f j ^ i 

Legislative OprinT̂ f. 

a. The Administiation could endorse tiie Kyi bill and woric witii him toward passage 
provided that tiie reported version adequately address concems of tiie Treasury and Justiĉ  
Departments. 

b. ̂  Merchants require check-writers to provide proper identification, which often includes a 
dnver s hcense or otiusr identification card witii a social security number. Usually a merchant 
wai record tiie identifying number onto tiie check to provide proof of tiie verification activity 
This smiple acuon can create a ream of problems. As aresult of tiiis activity, a person's check, 
which contams a person's name, address, and bank account number, now also contains tiia 
mdividual's social secuiity number. By linking tiiese pieces of personal information togetiier on 
a smgle check a merchant has made tills customer an even better target for identity tiieft. 

The Administration could seek legislation tiiat makes it illegal to record social security 
numbers on a check tiiat is being approved for a purchase. This would minor a law tiiat was 
passed several years ago tiiat prohibited the recording of a credit card number onto a check when 
the credit card was used as a piece of identification. Such legislation would neitiier make it 
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illegal for a merchant to ask for tiie identification, nor indicate that such a check occurred Th. 
law would merely prohibit writing flie actual social security n u X ^ t S e ^ 4 S S f " 
however, that modem "iKlecheft" tM<hY„xî »., ^ •* 7 ^ ' ^ ^ wu me cnecK. Note. 
is good ̂ A o m ^ i j t ^ a ! ^ ^ «. casur, a a t , 

THEFT OF PERSONAL INFORMATION 

In tiiis case, which is tiie muror hnage of identity tiieft. tiie offender obtains infonnation 

^ C h a i i m a n l ^ has publicized tins problem and is sirori^^ His 
staS, however, is havmg a difficult time trying to do so. ThS^have a p p a r e n t i y ^ ^ S 

" ° bank security or greater cxSnal p e n ^ L T t i T S t r ^ b t a i n 
^ f ^ S u t y . that tiiey speak to tiie FTC about whetiier civil enfor^ent 

Recommqin'JiflT''^?. 

The Administration could explore whether tiie FTC and DOJ have adequate jurisdiction or 
penalties to punish those who obtain infonnation by fraudulent means. uoii or 

o f S d s ^ ^ o i " ° ' ' ^ ' ' ' ^ «"fo««--nt is a primary consumer 

PuBuc EDUCATION 

The U.S. approach to privacy focuses on choice - individuals should have the choice to 
protect or disclose most personal infonnation. Many Americans are unaware of how tiieir 
person^ infonnation is used, and tiiey do not understand how to protect tiiemselves or exercise 
mear ability to choose. Likewise, many businesses are unaware of consumer concerns about 
pnvacy and have not tfiought tinough tiieir information handling practices hi light of tiiis 
concem. 

"Die Adxninistiation could identify private sector partoers to develop an advertising campaign 
to mfoim mdividuals about how to exercise choice witii respect to the collection and 
dissemination of tiieir personally identifiable infonnation. Such a campaign could include all 
advertismg mediums - radio, television, print, and electronic. 
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Some Policy and Planning Projects 
For the State Union 

SOTU TOPIC" ^ ^ " K ^ 
Roemer Electronic university 

Relgious Freedom • (^•(y^'l>(J'^^ 

Native American Initiative —-

DOJ Debt collection [ ^^'h^. / 

Public/private partners 

Internet/media responsibility 

Pagers for DV 

WTW new goals 

L i " 

FY '99 

Hate Crime 

EEOC reform (civil rights gen'll) 

Native American education 

Food Safety ($24 m.) 
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TOM BROKAW, anchor (Seattle): 
These are prosperous times in the state of Washington and across 

America, maybe the most prosperous ever, but tonight there are some 
stark warnings about that time almost everyone looks forward to, 

* retirement. It is going to be very expensive, and the current 
safety nets sunply carmot keep pace. All of this came out today 
when the Social Security Administration had some jarring news for 
senior citizens: their Social Security cost of living increases will 
amount to peanuts this year, just 2.1 percent. That's a lowest in a 

* decade. More on the retirement cmnch from NBC's Lisa Myers 
tonight. 

LISA MYERS reporting: 
When photographer Constance Brown looks through her viewfinder at 

* retirement, she doesn't like what she sees. 
Ms. CONSTANCE BROWN: As a freelancer and as a child ofthe '60s, 

* I didn't join up with a company that had a retirement plan. I 
didn't think about it at all. 

MYERS: Now at age 50 she's confronting the harsh reality that she 
hasn't saved nearly enough. 

Ms. BROWN: I think that I'll be working well into my 70s 
supporting myself 

* MYERS: Today a new study by bankers and retirement groups finds 
that Brown may have lots of company. Americans are saving more, and 

* are more confident of a comfortable retirement, but in many cases 
that is a false confidence. About 20 percent of workers in their 
50s have saved less than $10,000. Despite concems about Social 
Security, 30 percent of Americans still have saved nothing at all, 
and only 15 percent have done any serious planning. 

Unidentified Man: The bulk of Americans are prepared to just sort 
of retire. And then sort of roll the dice afterwards, and to me 
that's quite shocking. 

Source: NBC Nightly News, October 16,1997 
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MYERS: How much you will need to retire depends on what age you 
retire, lifestyle, health, and gender. Because women usually live 
longer, they need to save more than men. Financial planners say 
that whatever amount you think you need, is probably way too low. 

Man: Generally spealdng they don't anticipate what inflation is 
going to do, and they don't give themselves enough time. They need 
to be saving generally two times as much as they're putting away 

* today to meet their retirement goals. 
MYERS: The real numbers are downright scary. If you're a middle 

income couple, 55 years old, planning to retire at 65, experts 
estimate you'll need to save an astonishing $1.5 million to maintain 
your current lifestyle. A 40-year-old middle income couple needs 
$2.5 million. A 25-year-old couple, $2.6 million. 

Ms. BROWN: Every young woman that helps me here in this studio 
and that I get to know, I grab them by the shoulders and I shake them 
and I say, at 25, even if it's $100, stick it in an IRA. 

MYERS: And Brown warns that's just if you want to get by. Baby 
boomers dreaming of living out their golden years in luxury better 
think again. You'll need more than $7 million. Lisa Myers, NBC 
News, Washington. 
Program Time: 6:30-7:00 PM 
Nielson Rating 13097620 
Reference: 971016 

10607 * End of document. 

Source: NBC NighUy News, October 16,1997 
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TOM BROKAW, anchor (Seattle): 
These are prosperous times in the state of Washington and across 

America, maybe the most prosperous ever, but tonight there are some 
stark warnings about that time almost everyone looks forward to, 

* retirement. It is going to be very expensive, and the current 
safety nets simply cannot keep pace. All of this came out today 
when the Social Security Administration had some jarring news for 
senior citizens: their Social Security cost of living increases will 
amount to peanuts this year, just 2.1 percent. That's a lowest in a 

* decade. More on the retirement cmnch from NBC's Lisa Myers 
tonight. 

LISA MYERS reporting: 
When photographer Constance Brown looks through her viewfinder at 

* retirement, she doesn't like what she sees. 
Ms. CONSTANCE BROWN: As a freelancer and as a child ofthe '60s, 

* I didn't join up with a company that had a retirement plan. I 
didn't think about it at all. 

MYERS: Now at age 50 she's confronting the harsh reality that she 
hasn't saved nearly enough. 

Ms. BROWN: I think that I'll be working well into my 70s 
supporting myself 

* MYERS: Today a new study by bankers and retirement groups finds 
that Brown may have lots of company. Americans are saving more, and 
are more confident of a comfortable retirement, but in many cases 
that is a false confidence. About 20 percent of workers in their 
50s have saved less than $10,000. Despite concems about Social 
Security, 30 percent of Americans still have saved nothing at all, 
and only 15 percent have done any serious planning. 

Unidentified Man: The bulk of Americans are prepared to just sort 
of retire. And then sort of roll the dice afterwards, and to me 
that's quite shocking. 

Source: NBC Nightly News, October 16.1997 
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MYERS: How much you will need to retire depends on what age you 
retire, lifestyle, health, and gender. Because women usually live 
longer, they need to save more than men. Financial planners say 
that whatever amount you think you need, is probably way too low. 

Man: Generally speaking they don't anticipate what inflation is 
going to do, and they don't give themselves enough time. They need 
to be saving generally two times as much as they're putting away 

* today to meet their retirement goals. 
MYERS: The real numbers are dowruight scary. If you're a middle 

income couple, 55 years old, planning to retire at 65, experts 
estimate you'll need to save an astonishing $1.5 million to maintain 
your current lifestyle. A 40-year-oId middle income couple needs 
$2.5 million. A 25-year-oId couple, $2.6 million. 

Ms. BROWN: Every young woman that helps me here in this studio 
and that I get to know, I grab them by the shoulders and I shake them 
and I say, at 25, even if it's $100, stick it in an IRA. 

MYERS: And Brown wams that's just if you want to get by. Baby 
boomers dreaming of living out their golden years in luxury better 
think again. You'll need more than $7 million. Lisa Myers, NBC 
News, Washington. 
Program Time: 6:30-7:00 PM 
Nielson Rating 13097620 
Reference: 971016 

10607 * End of document. 
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