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THE WHITE HOUSE

WASHINGTON

May 11, 1998

MEMORANDUM FOR DISTRIBUTION
FROM: Gay Joshlyn, National Economic Council

SUBJECT: Privacy Meeting

Tom Kalil will chair a meeting this afternoon at 4:30 pm in OEOB Room 239 to discuss a
draft Executive Memorandum on privacy. Enclosed is a copy of the memorandum. Please give
me a call at 456-2801 for clearance into the building or if you are not able to attend.
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DRAFTMAY 8 1998

PRESIDENTIAL MEMORANDUM TO AGENCY HEADS

Privacy is a cherished American value, closely linked to our concepts of personal
freedom and well-being. At the same time, fundamental and cherished principles like the First
Amendment, perhaps the most important hallmark of American democracy, protect the free flow
of information in our society.

In support of its Constitutional mandate, the Federal Government maintains volumes of
records on its activities and on the activities of its citizens. Long mindful of the potential for
misuse of Federal records on individuals, the United States has adopted a comprehensive

approach to limiting the Government's collection, usc and distribution of personally identifiable
information.

As we embark on our journey into the information economy of the 21* Century, however,
it is appropriate to reexamine the Federal Government’s contribution to maintaining the proper
balance between the competing values of personal privacy and the free flow of information in a
democratic society. Increased computerization of Federal records permits this data to be used and
analyzed in new ways that could diminish individua! privacy in the absence of data protection
safeguards.

Accordingly, I hereby direct executive agency heads, as follows:
Section 1. Policy. (a) It shall be the policy of the executive branch that agencies shall:

(1) take into account the effects and implications of rapidly changing technologies when
implementing the Privacy Act of 1974, the Computer Matching and Privacy Protection Act of
1988, the Paperwork Reduction Act, and all other statutes relatmg to agency use of personally
identifiable data;

(a) As used in this order, *“agency” and “agencies” shall be defined in
accordance with the definition set forth in the Privacy Act of 1974
U.S.C. 552(f).

(2) assure that all personally identifiable information be handled in full éomplia;nce with
fair information practices as set out in Section x of the Privacy Act of 1974;

(3) assure that all personally identifiable information not covered by the Privacy Act be
bandled in a2 manner consistent with the Principles for Providing and Using Personal
Information (“the Privacy Principles’) to the extent permitted by law;

(4) design and evaluate new legislation and legislative proposals involving federal
records to assure their compliance with the Privacy Act;
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(5) design and evaluate new legislation aud legislative proposals involving the collection
and use of personally identifiable data not covered by the Privacy Act to assure that such data is
handled in a manner consistent with the Privacy Principles.

Section 2. Responsibilities of Agency Heads. All agency heads shall:

(1) within 30 days, designate & senior official with primary responsibility for privacy
policy. This individual shal] disseminate infortnation and advise agencies heads on these
matters. ‘This indjvidiial shall also serve as the agency’s representative and shall review
legislation and privacy policy proposals to assure consistency with the Privacy Act and the
Privacy Principles.

(2) within 90 days, any agency that has not conducted a thorough review of its Privacy
Act systems of records notices in accordance with Office of Management and Budget Circular A-
130, Appendix I, shall conduct such a review. In particular, agencies shall particularly:

a. Review all systemn of record notices for accuracy and completeness,
paying special attention to changes in technology, function, and
organization that may have made the notices out-of-date;

b. Identify auy systems of records that have not been described in a published
notice, paying special attention to Internet activities that may involve the
collection of personal informatiop;

c. Review routine uses for all systems of records to make sure that they are
necessary and compatible with the purpose for which the information was
collected;

(i) “Routine use™ shall be defined in a manner consistent with the
definition set forth in the Privacy Act of 1974, 5 U.S.C. $52(a)(®)(3).

(3) if eppropriate, republish by December 31, 1998, a revised set of system of records
notices. :

(4) report to the Office of Management and Budget on agency use of the “routine use”
provisions of the Privacy Act of 1974, and on agency practices regarding procurement and data
sharing with State local and tribal governments in accordance with instructions to be issued.

Section 3. Responsibilities of the Office of Management and Budget. The Director of
the Office of Management and Budget shall:

[(1) within 180 days issue a report on Federal implementation of the Privacy
Principles. This report shall include: .

(a) an assessiment of agency implementation of the Privacy Act and the
Privacy Principles;
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(b) an analysis of agency reliance on the “routine use" provision of the
Privacy Act of 1974 in light of the rapidly changing technology;

(c) an analysis of agency practices involving data sharing with State, local
and tribal governments in light of the Privacy Act, the Privacy Principles
and rapidly changing technology.] _

(2) within 180[270] days, issue guidance on agency routine uses, paying particular
attention to sharing of data by agencies with state, local and tribal govemments.

Section 4. Judicial Review. This Executive order is intended only to improve the
internal management of the executive branch and does not create any right or benefit, subsiantive
or procedural, enforceable at law or equity by a party against the United States, its agencies, or
instrumentalities, its officers or employees, or any other person.

William J. Clinton

THE WHITE HOUSE
May 14, 1998
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MEMORANDUM

4/7/98

TO: Tom Kalil

FROM: Becky Burr

RE: Legislative/Regulatory A‘pproachcs to Privacy

We belicve that public concern with respect to privacy is focused on three arcas:
medical information, financial information, and “prafiling” or “datamining” — the practice of
creating detailed electronic dossicrs by bringing together an array of facts from scattered database
sources.

At your request, 1 havo reviewed privacy related legislative proposals introduced in the
105% Congress. In addition, the Department of Commerce has several recommendations
regarding regulatory and/or executive steps that could be undertaken to enhance privacy
protection.

LEGISLATIVE APPROACHES

Legislative proposals fall into one of several broad categories: 1) medical records. 2)
genetic privacy and non-discrimination, 3) use of social security numbers by povernment and
business, 4) information relating to children, and 5) online privacy. Many of the propasals
address important issues. For the most part, however, the legislative proposals have been
introduced in reaction 1o a particular high-profile privacy horror story. They tend to be reactive,
and not particularly well though out. As aresult, the Administration would want to seek at lcast
some modification of any of the proposals prior to endorsing them.

This memo does not address privacy proposals related to encryption policy.

Medical Records

The Clinton Administration has called for legislation to protect the privacy of medical
records, and may want to enforce this position by supporting specific legislation.

Senators Leahy and Kennedy introduced 8.1368, the Medical Information Privacy and
Security Act, in November. This is a general medical privacy bill. and is viewed positively by
the advocacy community. The bill outlines certain individual rights to medical records, including
access rights. S 1368 requires specified parties to establish safeguards to ensure the



* confidentiality, security;-accuracy and integrity of protected health information based on model
safepuard guidelines. The legislation would prohibit the unauthorizcd release of protected
medical records except under limited circumstances. The bill would also establish an Office of
Health Information Privacy at HHS to investigate complaints and conduct audits. This
Jegislation generally follows the HHS recommendations, but provides more limited law
enforcement access (requires court order). The research community has concerns about some
aspects of this bill, but the sponsors have indicated flexibility in this area,

Senator Jeffords has also introduced medical records legislation, which is viewed with
less enthusiasm in the advocacy community but may be more acceptable to the pharmaceutical
industry. This is designed to be much less onerous than the HHS recommendations. Sepator
Boxer has introduced S. 1499, the Health Insurance Consumer’s Bill of Rights Act of 1997,
designed to enhance medical records privacy in the managed care industry. In the House, Rep.
Condit introduced HR 52, the Fair Health Information Practices Act, to establish a code of fair
information practices for hcalth information.

Several bills have been introduced to limit disclosure of and prohibit discrimination on
the basis of genetic information. See HR 306 (Slaughter), HR 341 (Stearnes), HR 1815
(McDermott), HR 2216 (Kennedy), R 2275 (Lowery), HR 3442 (Smith), S 89 (Snowe), and S
422 (Domenici). The Administration may also want to consider legislative propasals to limit the
secondary using of biometric information. Legislation to protect biometric information is under
consideration in California, but has not yet been introduced in Congress.

cial Sgcurit

The Admipistration may want to undertake a study of or consider supporting legislation
that would limit the non-governmental use of social security numbers for identification purposes.

HR 1287, introduced by Rep. Franks, would prohibit interactive computer services from
disclosing sacial security pumbers without the holder’s consent. Rep. Kenelly’s proposal, HR
1331, requires the Commissioner of Social Security to create an experts pane] to advise the
Social Security Administration on how to ensure the confidentiality and integrity of SSA records
made available to the public. Other proposals include HR 1813 (Kleczka). HR 2404 (Filner), HR
2581 (Campbell, T.) Rep. Kanjorski’s bill, HR 1330, would prohibit federal employees from
making social security information available through the Internet, and would establish a
cammission to investigate the protection and privacy afforded to certain government records.

Senator Feinstein has introduced S 600 (companion bill to HR 1813, Kleczka) to prohibit
the commercial acquisition or distribution of an individual’s social sccurity number as well as its
use as a personal identification number without the individual’s written consent. The Act would
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also require that State DMV use of social security numbers be consistent with the uses authorized
by the Social Security Act, the Privacy Act, and any other statutes explicitly authorizing their use.
The Bill would prohibit the usc of social security numbers by marketing companics. The
business community already uses social security numbers extensively, so this legislation is quite
controversial.

Children

Bob Franks has introduced HR 1972, which prohibits list brokers from selling or

" purchasing information about children without written parental consent. Senator Femstein

inroduced the companion bill in the Senate (8 504). The bill also prohibits the use of prison
inmnate labor for data processing personal information about children.

QOnlinc Privacy
A number of legislative proposals address online privacy in general.

HR 2368 (Tauzin), the Data Privacy Act, provides for the establishment of a computer
interactive services industry working group to establish voluntary guidelines relating to data
collection and spamming. The bill prohibits display of social security numbers online, and limits
the marketing of certain government information obtained online without the data subject’s
consent. '

HR 98 (Vento), the Consumer Internet Privacy Protection Act, prohibits computer
services from disclosing personally identifiable information about a subscriber without the
subscriber's prior informed written consent. The proposal authorizes the FTC to investigate
violations as well as providing an individual cause of action for subscribers aggrieved by
prohibited disclosures.

HR 1964 (Markey), the Communications Privacy and Consumer Empowerment Act,
requires the FTC to investigate whether consumers have adequatce notice about information
being collected from them and a means to exercisc control over and stop unauthorized use of
such information. The FTC is further called up to propose changes in FTC regulations and/or
recommend legislation to correct defects in privacy rights and remedies. The bill also directs the
FCC to undertake a similar proceeding. The legislation does, however, prohibit the government
from restricting the sale of strong encryption.

REGULATORY/EXECUTIVE APPROACHES

The information used to create a data profile has been available for muany years. Only in
recent years, has it become technologically and economically feasible to combine information
from many databascs. As a result, markcters can access detailed information about an
individual’s personal nceds, lifestyle and spending habits. Because networked communication
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technology facilitates datamining and seamlessly creates transactional records, privacy concems
often surface in connection with the Internet. We should keep in mind, however, that cxisting
statutory protections and regulatory obligations already apply to personally identifiable
information on the Internet.

Keeping in mind that the Internet is often simply a conduit, the nature of the medium
makes legislative solutions less likely to provide real privacy benefits. Given this situation, the
President challenged the privatc sector to develop and implement effective self regulation for
privacy, including codes of conduct, industry developed rules, and technological solutions to
protect privacy on the Internet. Industry is beginning to take up this challenge (see memo on
“Alliance”™ proposal).

Nonetheless. the government could act to enhance privacy in a nctworked cnvirontment,
especially with respect to concerns about “profiling.”

An enarmous amount of information used 1o create individual profiles comes from
“public” data sources. The Clinton Administration could address concern about public
information on a numbecr of levels.

First, the Administration could issuc an executive order or executive memorandum that
ensures full compliance with the Privacy Act. OMB could provide guidance for federal agencics
on appropriate use of the “routine use” exemption. In addition, States receive information from
the federal government (for matching purposes to identify, for example, child support cheats)
pursuant to MOUSs in which the States promise to maintain confidentiality. The Administration
could direct agencies to conduct audits and investigate allegations that some States don’t abide

by this requiremecnt.

Sceond, the Administration could investigate State compliance with statutes like the
Driver’s Privacy Protection Act of 1994, under which States must afford motor vehicle
registrants the opportunity to choose not to make their data publically available.

Third, the Administration could undertake a re-evaluation of the appropriate use of
“public” information in general. Does the government need all of the information it collects and
discloses, or should the Administration begin an initiative to reduce data collection (and thereby
disclosure) and urge States to follow the same course? Should some types of public information
be made available only in paper form (and not in searchable databases)? Can/should the
government prohibit the use of government databases (or databases compiled from public
records) for profiling purposes? (Note, however, that this will raise significant open
government/First Amendment issues.)

Fourth, the Administration could undertake a study of non-governmental use of social
security numbers for identification purposes, looking toward some sort of enhanced prohibition

on their use.



Fifth, the Administration could consider proposing legislative or regulatory restrictions on
“profiling” businesses (and profiling activities by other types of businesses) similar to the Fair
-Credit Reporting Act that would give consumers choice. or information at a minimum, about use
of their personal data for this purpose.
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April 20, 1998
MEMORANDUM FOR NEC/DPC DEPUTIES
FROM: SALLY KATZEN
RE: NEC/DPC DEPUTIES MEETING ON PRIVACY
The next NEC/DPC meeting on privacy will be on April 24, 1998 11:00AM in Room
472, Old Executive Office Building. To RSVP, please provide your clearance information to
Shannon Mason at (202) 456-2800.

The meeting will have the following agenda:

1. Agency views on legislative and administrative solutions for specific sectors or types
of data.

We did not have an opportunity at the last meeting to discuss the legal and regulatory
options outlined in the April 7th Department of Commerce memo by Becky Burr. This memo
discusses not only legislative proposals, but also steps the Administration could take to
strengthen the protection of public data about individuals. Agencies should fax or e-mail their
views or comments on the options discussed in the memo by COB Wednesday, April 22nd to
Tom Kalil (fax: 456-2223, e-mail: kalil_t@al.eop.gov).

Agencies that are not familiar with the Administration’s existing privacy principles can
find them on the World Wide Web at:

http://www iitf.nist.gov/ipc/ipc/ipe-pubs/niiprivprin_final.html.
2. Discussion of privacy entity
By Tuesday. we will circulate an OMB analysis of the agency comments on the “privacy
entity” paper.
3. Discussion of proposal for self-regulation

By Tuesday, we will circulate a Commerce analysis of the IBM-led proposal for self-
regulation.
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What is the Representational function? In performing the representational function, a federal
entity would explain and promote the U.S. government position on privacy policy domestically
and internationally, advancing the Administration’s privacy message, and providing coherence to
Administration testimony and public positions.

REPRESENTATIONAL FUNCTION

For what areas is there now a representational function for privacy? The Commerce
Department has taken the lead in representing the federal government position on privacy to
private industry and the commercial sector generally. Until it was disbanded in 1997, the Office
of the Assistant to the President for Consumer Affairs fulfilled this role with respect to
consumers and consumer advocacy groups. The Office of Management and Budget is
responsible for giving Federal agencies guidance on implementation of the Federal Privacy Act,
but has only occasionally addressed public audiences. Each of these offices has represented the
government’s position in testimony before Congress relevant to its constituent sector. A number
of government offices represent the U.S. position on privacy before our international trading
partners, including NTIA/DOC, ITA/DOC, OMB, the Office of Policy Development in the
White House, and the State Department, although Commerce is most active in this role.

What were the group’s thoughts on the Representation function? Participants agreed that
presentation of Administration views on privacy-related policy matters to industry, to members
of the public, to Congress, and to our international trading partners should be better coordinated
and enhanced.

ADVISORY FUNCTION

What is the Advisory function? The advisory role is one in which experts are available to
respond to privacy policy questions raised by government agencies (e.g., when considering
legislation or drafting regulations) and by private sector entities (e.g., when developing personnel
practices or new information products).

For what areas is there now an advisory role? The Department of Commerce is working
with the private sector (commercial and public interest representatives) to develop effective self-
regulation for privacy protection pursuant to the President’s directive of July 1, 1997. The OMB
provides guidance to federal agencies as to how to implement their responsibilities under the
Privacy Act, resolves disputes among agencies about data sharing in its traditional mediating
role, and responds to inquiries from the Congress about the Privacy Act when appropriate. In
conducting their particular regulatory roles, other federal agencies may provide privacy policy
advice to their constituents. For example, HHS provides information to health care providers and
payers, and Treasury has a close relationship with the banking community.



Attachment to Memorandum to Privacy Contacts

What were the group’s thoughts on the Advisory function? There seemed to be agreement
that an available body of expertise is useful, and tentative agreement that an advisory function
might be better coordinated and enhanced.

COORDINATION FUNCTION

What is the Coordination function? A federal privacy entity could apprise appropriate
government agencies of emerging privacy issues and ensure that these issues are addressed. It
could also ensure that the views of appropriate agencies are represented on privacy policy issues,
both domestically and internationally.

For what areas is there now a coordination role being carried out? OMB coordinates
Administration positions on legislation, testimony, and reports submitted to Congress.
Otherwise, coordination is ad hoc and sporadic.

What were the group’s thoughts on the Coordination function?
There was agreement that coordination is an essential function that should be significantly
enhanced.

REGULATORY/ENFORCEMENT FUNCTION

What is the regulatory function? The regulatory function involves the creation and
administration of legally enforceable regimes of fair information practices including the use of
some combination of inspection, registration, reporting, civil or criminal action, adjudication,
and penalties.

For what sectors is there now a regulatory regime for privacy? No omnibus law regulates
private sector use of information. However, certain kinds of information are subject to sector-
specific law. The Federal government’s management of records about individuals is governed by
the Privacy Act; the Office of Management and Budget is assigned in the law to prescribe
guidelines and regulations and provide continuing oversight of the Act’s implementation.
Consumer credit information is substantially regulated by the Fair Credit Reporting Act with
enforcement authority resting in the Federal Trade Commission. The banking and financial
sector is governed in part by the Right to Financial Privacy Act, but enforcement is by private
right of action. Student records maintained by recipients of federal funding are governed by the
Family Educational Rights and Privacy Act (Buckley Amendment, FERPA). While the
Department of Education does not directly regulate student records, it does advise educational
institutions about their obligations under FERPA. The Electronic Communications Privacy Act
as well as other wiretap statutes, governs records transmitted electronically, by telephone,
electronic, or wireless communication. The Federal Communication Commission has regulatory
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authority over private telephonic communications, and to the extent that these laws create
criminal penalties, the law enforcement community is responsible for their implementation.
There is no comprehensive national legal framework for the protection of medical records in the
hands of private care providers, insurance companies, pharmacies, or manufacturers of devices or
drugs, although such a framework was proposed by the Secretary of HHS on behalf of the
Administration in 1997.

What were the group’s thoughts on the Regulatory function? There was general agreement
in the group that, consistent with the President’s memorandum of July 1, 1997, a sectoral
approach continues to be appropriate, and a comprehensive regulatory role across all sectors
would be inappropriate.

OMBUDSMAN FUNCTION

What is the Ombudsman Role? This role involves providing case-by-case assistance to
consumers or businesses in resolving in response to their particular problems or complaints. An
ombudsman could act on behalf of aggrieved parties whose privacy has been unfairly or
unreasonably compromised, press individual cases, and help individuals navigate the
bureaucracy, either directly or by referral to an appropriate party. It could advise parties on how
to resolve their disputes, or serve as decision-maker in dispute resolution.

For what sectors is there an Ombudsman now? With respect to federal information, HHS and
IRS have created formal Privacy Advocates, but those offices do not have staff to handle “retail”
requests. A few other agencies have offices that assist citizens, and occasionally citizens seek
help from OMB, but OMB has no investigative or enforcement authority with which to assist
citizens directly. No single agency has authority or resources to pursue individual cases for the
government, and often individuals request assistance via Members of Congress. Although
individual companies may provide ombudsmen, in general the commercial sector does not
provide an administrative avenue of redress for aggrieved parties.

What were the group’s thoughts on the Ombudsman function? There was general agreement
that such a function, while commendable, would swamp the resources of any office that took it
on in a centralized way. There was some discussion as to whether it would be appropriate for
each agency to create its own Office of Consumer Affairs to assist its constituencies.

CONSUMER ADVOCACY FUNCTION

What is the Consumer Advocacy function? This role involves monitoring privacy policies that
affect consumers and promoting improvements through public appearances, media presence,
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writing to organizations about whom complaints are received, and involvement in litigation,
either on behalf of groups that have been harmed or as amicus curiae.

Is there any Consumer Advocacy activity now? Within the Federal government, each agency
handles its own privacy policy issues. Some agencies have created formal Privacy Advocates,
such as at HHS and IRS, whose roles are, in part, to monitor and promote privacy policy within
their agencies. Since the Office of Consumer Affairs was disbanded in 1997, there is no federal
office whose mission is to advocate the interests of consumers in the private sector. Private
sector not-for-profit privacy advocacy organizations promote the cause of consumer privacy
rights in the federal government, private industry, and overseas.

What were the group’s thoughts on the Consumer Advocacy function? Participants
disagreed as to whether a consumer-oriented privacy advocate would be useful. The majority
thought it would be viewed unfavorably by the business community and therefore
counterproductive, but a few thought it had a possibility of enhancing credibility for good actors,
in a manner similar to the Better Business Bureau.

EDUCATION FUNCTION

What is the Education function? The entity could provide privacy information (including
model practices and “rights and responsibilities”) to citizens, industry, and government. With
respect to business, the entity could publicize new techniques and technologies to promote
privacy as an enhanced customer service. This function would encourage consumers to learn
about their rights in, and responsibilities for, their information. The entity could conduct or fund
research to support this role. :

What types of privacy education are going on now? In the federal sector each agency is
responsible for ensuring training of agency officials who carry out the dictates of the Privacy Act
or privacy-related statutes. The Legal Education Institute of the Department of Justice runs a
program at least twice a year for agency attorneys and analysts on the Privacy Act in which OMB
participates. The Congressional subcommittees with responsibility for privacy publish a
consumers guide to the Privacy Act, and the FTC has begun more activity in the area of private
sector consumer issues. Since the Office of Consumer Affairs was disbanded, however, little
privacy-related eduication is carried out by the federal government about consumers’ rights in the
private sector. Some private sector public interest groups have initiated activities in this area.

What were the group’s thoughts on the Education function? There seemed to be no strong
feelings about this role—neither objection nor a sense of urgency. This is an area that may merit
further discussion given the importance of educated consumers in creating a “market” for
privacy.
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EVALUATION FUNCTION

What is the Evaluation function? This function would be a policy advocacy role (as contrasted
with the consumer advocacy or ombudsman roles) to give opinions, promote good ideas and
practices, and scrutinize less good ones. The function would include providing technical and
policy assistance at the early stages of new ideas, products, technologies, or services either upon
request from a government or private sector organization, or independently. A government
imprimatur on the basis of this evaluation could provide an indication of industry good actors.

Is there any Evaluation being carried out now? Where federal government programs are
concerned, OMB has the authority to réview new or revised systems of records (which are also
published for public comment in the Federal Register), oversee new technology development
and purchase, and promote best practices. However, due to limitations on OMB’s resources, it
takes an active role only for very large or visible programs. Regulated entities, such as banks or
consumer reporting agencies, are reviewed by their regulating entities (e.g. Treasury. FTC), but
no federal agency comprehensively evaluates private or overseas activities across sectors.
Industry and advocacy groups are significantly increasing their evaluative activities.

What were the group’s thoughts on the Evaluation function? The participants agreed such a
role would be controversial and thought that it was unlikely to be productive. Although, in
theory, issuing opinions about private sector products and services might promote good privacy
practices in industry, such a function could easily evolve into a quasi-regulatory standards-settmg
role or be viewed as “picking winners and losers.”
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April 7, 1998
MEMORANDUM FOR NEC/DPC DEPUTIES
FROM SALLY KATZEN, TOM KALIL
RE: PRIVACY IN THE INFORMATION AGE
I. What's the problem?

In recent years, Americans have become increasingly concerned about their privacy. Ina
recent Louis Harris poll, eight out of ten Americans surveyed agreed that "consumers have lost
all control over how personal information about them is circulated and used by companies."
Earlier this year, a three-part, front page Washington Post series highlighted a number of
examples of the growing erosion of personal privacy, including sales by state governments of
personal information.

Clearly, new technologies have made it easier to create, manipulate, store, transmit, and
link digital personally identifiable information. People may disclose personal information about
themselves as they travel, fill a prescription at the drug store, visit a Web site, call a 1-800
number, send an e-mail, use a credit card, or purchase groceries using a discount card.
Information about these individual transactions may be bought and sold - and companies are now
assembling giant "data warehouses" that contain electronic dossiers on the needs, lifestyles, and
spending habits of millions of Americans.

Concerns about the loss of privacy are not just hypothetical:

u Early this year, the Navy began discharge proceedings against a sailor (McVeigh) on the
basis of personal information he disclosed on America Online. The Navy investigator
was able to get AOL to disclose information that linked Mr.McVeigh's screen name to his
real identity.

u The drug store CVS and Giant Food recently admitted that they were disclosing patient
prescription records to a direct mail and pharmaceutical company to track customers who
don't refill prescriptions.

u Beverly Dennis, a women in Massillion, Ohio, received a 12-page letter containing an
intimately threatening sexual fantasy from a stranger who knew her birthday, the names
of her favorite magazines, the fact that she was divorced, and the kind of soap she used in
the shower. The letter was written by a convicted rapist serving time in a Texas state

1



prison, who had been entering information for Metromail, a direct marketing firm with
detailed databases on more than 90 percent of American households. Dennis' suit
disclosed that Metromail had 900 pieces of information on her going back to 1987,
including not only her income, marital status, hobbies, ailments, but whether she had
dentures, the brands of antacid tablets she had taken, and how often she had used room
deodorizers, sleeping aids, and hemorrhoid remedies.

Privacy concerns often have to be balanced against other competing values - such as
prevention of crime, prosecution of criminals, cracking down on “deadbeat dads,” free
expression, and an investigatory press. For example:

u When information is true and obtained lawfully, the Supreme Court has repeatedly ruled
that the state may not restrict its publication without showing a narrowly tailored and
compelling governmental interest.

u Although the widespread adoption of strong encryption would increase privacy, the U.S.
has maintained export controls against unbreakable encryption because of national
security and law enforcement concerns. '

u While the Administration believes that it is critical to protect the confidentiality of
medical records, law enforcement often needs access to these records to solve crimes.

u There are significant commercial advantages that flow from the collection of personally
identifiable information. As privacy expert Fred Cate put it, "Instant credit, better
targeted mass mailings, lower insurance rates, faster service when ordering merchandise
by telephone, special recognition for frequent travelers, and countless other benefits come
only at the expense of some degree of privacy."

II. What is the current U.S. legal regime?

The U.S. has no comprehensive privacy law. Instead, the United States has a series of
laws that often cover a specific industry or economic sector, or a specific use of some class of
data. Many of these laws are significantly qualified by exemptions. Current statutes cover areas
such as: the federal government's collection of personal information; "matching" of
computerized federal records; consumer credit reports; driver's records; interception and
disclosure of electronic communications; video tape rentals and sales; telecommunications
services; and educational records. There are in addition a variety of state laws that take very
different approaches on privacy.

Critics of the U.S. approach believe that it results in a "patchwork of uneven,
inconsistent, and often irrational privacy protection ... information about a person's video rentals
receives considerable statutory protection; information about medical condition and treatment
does not." Defenders believe that a sectoral approach makes sense because it is difficult to
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develop a “one size fits all” policy -- given the different risks involved in the disclosure of
personal information and the different interests that need to be balanced.

III. What is current Administration policy?

Privacy principles

In 1995, the Administration, as part of its "National Information Infrastructure” initiative,
released its "Principles for Providing and Using Personal Information." The Privacy Principles
are designed to apply to the collection and use of information by both government and industry,
and draw on existing international fair information practices such as the OECD guidelines.

The Privacy Principles call on those who gather and use personal information to
recognize and respect the privacy interest that individuals have in personal information by (1)
assessing the impact on privacy in deciding whether to obtain or use personal information; and,
(2) obtaining and keeping only information that could be reasonably expected to support current
or planned activities. Data gatherers should use the information only for those current or planned
activities or for compatible purposes.

Because individuals need to be able to make informed decisions about providing personal
information, the organizations that collect information should disclose: (1) why they are '
collecting the information; (2) for what purposes they expect to use the information; (3) what
steps will be taken to protect the confidentiality, quality and integrity of information collected;
(4) the consequences of providing or withholding information; and (5) any rights of redress that
are available to individuals for wrongful or inaccurate disclosure of their information.

In July 1997, the President released the Administration’s “Framework for Global
Electronic Commerce.” The Framework stated that the “private efforts of industry working in
cooperation with consumer groups are preferable to government regulation, but if effective
privacy protection cannot be provided in this way, we will reevaluate this policy.” The Secretary
of Commerce must report to the President in July 1998 on the progress that has been made on
industry self-regulation to protect privacy.

Sectoral policy

It is not the Administration’s position that industry self-regulation is adequate in all
instances. For example, on September 1997, HHS Secretary Shalala called for federal legislation
on medical records consistent with the following principles:

u A prohibition on the disclosure of patient-identifiable information except
as authorized by the patient or as explicitly permitted by the legislation (exceptions for
public health, research, law enforcement, and oversight of the health care system).



Provide consumers with significant new rights to be informed about how their health
information will be used and who has seen that information.

Punishment for those who misuse personal health information and redress for
people who are harmed by its misuse.

In 1996, the President signed legislation that strengthened the Fair Credit Reporting Act.

This legislation requires banks or other entities that report information to credit reporting
agencies to:

Not furnish information that it knows, or consciously avoids knowing, is inaccurate;
Not furnish information whose accuracy has been disputed by a consumer;

Promptly notify the credit reporting agency if it has provided inaccurate information and
supply the needed corrections;

In the event that there is a dispute between a consumer and a credit reporting agency with
regard to the completeness or accuracy of any information furnished by the bank or other
entity, conduct an investigation, review information submitted by the consumer, and
report the results of the investigation to the relevant agency and, if the furnished
information proved to be inaccurate, any other agency that received the information.

IV. What is the U.S.-EU dimension of the privacy issue?

The EU has adopted a Directive on Data Protection, which becomes effective in October

1998. One provision of the Directive prohibits transfer of personal information to other countries
that lack “adequate” protection of privacy. If the EU were to rule that the U.S. does not provide
“adequate protection” of privacy - it could significantly reduce the flow of data between the U.S.
and Burope and disrupt trade and the operations of U.S. firms doing business in Europe.

The EU Directive is different from the U.S. approach because it:
Covers all sectors and is extraordinarily broad;

Requires that anyone that is processing personal data register with national authorities
before beginning any data processing; and

Requires member states to establish an independent public authority that can wield
investigatory powers, hear complaints, order the cessation of data processing activities,
block the transfer of data to third parties, and impose penalties.

Some analysts believe that the EU Directive is so broad that it will make routine behavior
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illegal (e.g. a salesperson who enters names on a laptop without someone’s unambiguous consent
and leaves the country) -- and that the EU can not possibly enforce the letter of the law.

It is not yet clear whether the EU would regard a U.S. industry-led initiative to strengthen
privacy protection as “adequate.” One of the common European criticisms of the U.S. approach
of relying on self-regulation is that is “lacks teeth.”

V. What are some potential .options to strengthen the privacy of Americans?

Option A. Define what effective industry self-regulation is - promote efforts by the private
sector to achieve effective self-regulation.

The Commerce Department has developed a set of criteria for judging whether or not a
self-regulatory regime is effective that it plans to publish in the Federal Register for comment.
These criteria include support for the key fair information principles discussed above, and
enforcement mechanisms, including:

u Consumer recourse for resolution of disputes.

L Verification that the assertions businesses make about their privacy practices are true and
that privacy practices have been implemented as represented.

. Consequences. For self-regulation to be effective, failure to comply with fair information
practices should have consequences (e.g. cancellation of the right to use a certifying seal
or logo, posting the name of the non-complier on a publicly available "bad-actor" list,
disqualification from membership in an industry trade association, liability for fraud).

A coalition of U.S. businesses, lead by IBM, proposes to create a self-regulatory umbrella
group to promote compliance with fair information practices on the Internet that the Commerce
Department believes is consistent with its principles. The group intends to “preview” the
initiative in May (at the DOC privacy event), with a commitment to begin operations in
September, 1998. At this point, the composition of the alliance has not gelled. We understand
that AT&T, EDS, Hewlett-Packard, and a number of other businesses are in discussion with
IBM. '

A longer description of the private sector initiative is attached.
Option B. Establish a “privacy entity” within the federal government.
One criticism of the U.S. privacy policy is that there is no part of the government that has

privacy as its primary mission. A privacy entity within the federal government could have a
number of functions, including:



L Representational: Explain.and promote the U.S. government position on privacy
policy domestically and internationally.

u Advisory: Provide technical assistance to privacy policy questions raised by government
agencies and by private sector entities.

u Coordination: Apprise appropriate government agencies of emerging privacy issues
and ensure that these issues are addressed

u Regulatory/enforcement: Create and administer legally enforceable regimes of fair
information practices including the use of some combination of inspection, registration,
reporting, civil or criminal action, adjudication, and penalties. [Note that this would be
inconsistent with Administration policy to date.]

u Ombudsman: Case-by-case assistance to consumers or businesses in resolving in
response to their particular problems or complaints.

u Education: Provide privacy information (including model practices and “rights and
responsibilities”) to citizens, industry, and government.

u Consumer Advocacy: Monitor privacy policies that affect consumers and promoting
improvements through public appearances, media presence, writing to organizations
about whom complaints are received, and involvement in litigation.

u Evaluation: A policy advocacy role (as contrasted with a consumer advocacy or
ombudsman role) to give opinions, promote good ideas and practices, and scrutinize
less good ones.

After deciding what functions the “privacy entity” would carry out -- the Administration
would have to decide where to put it. A meeting was held earlier this year to discuss the
functions of a privacy entity - and a memo that is also being sent to the privacy contacts of
agencies is attached.

OPTION C. Pursue legislative and administrative solutions for specific sectors or types of
data.

[Information to be supplied.]
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DRAFT MAY 8 1998

PRESIDENTIAL MEMORANDUM TO AGENCY HEADS

Privacy is a cherished American value, closely linked to our concepts of personal
freedom and well-being. At the same time, fundamental and cherished principles like the First
Amcnd;ﬁent, perhaps the most important hallmark of American democracy, protect the free flow
of information in our society.

Tn support of its Constitutional mandate, the Federal Government mdintaing volumes-of
records on-its-activities-and-on the activities of its citizens. Long mindful of the potential for
misuse of Federal records on individuals, the United States has adopted a comprehensive >
approach to limiting the Government's collection, use and distribution of personally identifiable
information.

As we embark on our joumey into the information economy of the 21* Century, however,
it is appropriate to reexamine the Federal Government's contribution to maintaining the proper
balance between the competing values of personal privacy and the free flow of information in a
democratic society. Increased computerization of Federal records permits this data to be used and
analyzed in new ways that could diminish individual privacy in the absence of data protection

safeguards. | , \gg o VD('“C‘

Accordingly, I hereby direct executive agency heads, as follows:

T
)/CNL/ Section 1. Policy. (a) It shall be the policy of the executive branch that agencies shall:

, "/implemenﬁﬁg. the Privacy Act of/1974, the Computer Matching and Privacy Protection Act of

7 (1)fake into account the effects and implications of rapidly changing technologies wh Cecolks

1988, the Paperwork Reduction Act, and all other statutes relating to agency use of personally % \f*:%
i~ v

/[ identifiable data; b
[ . L] prie s
=~ , () As used in this order, “agency” and “agencies” shall be defined in
- N@ accordance with the definition set forth in the Privacy Act of 1974
QY U.S.C. 552(f).

(2) assure that all personally identifiable information be handled in full bompﬁance with
fair information practices as set out in Section x of the Privacy Act of 1974;
il aor
(3) assure that all personally identifiable information not covered by the Privacy Act be el \
handled in a manner consistent with the Principles for Providing and Using Personal &b "
Information (“the Privacy Principles”) to the extent permitted by law; W

(4) design and evaluate new legislation and legislative proposals involving federal
~

' records to assure their compliance with the Privacy Act; 5 W\N\(‘V

okt

I
U

A\SE



(5) design and evaluate new' legislation and legislative proposals involving the collection
and use of personally identifiable data not covered by the Privacy Act to assure that such data is
handled in a manner consistent with the Privacy Principles.

e

Section 2. Responsibilities of Agency Heads. All agency heads shall: 2 \bw\”{w

(1) within 30 days, designate a senior official with primary responsibility for privacy é@}v\ M
policy. This individual shall disseminate information and advise agencies heads on these
matters., This individiial shall also serve as the agency’s representative and shall review
legislation and privacy policy proposals to assure consistency with the Privacy Act and the
Privacy Principles. N e
| o0 w7, )
(2) within 90 days, any agency that has not conducted a thorough review of its Privacy ~ ( (\>
Act systems of records notices in accordance with Office of Management and Budget Circular A-
130, Appendix I, shall conduct such a review. In particular, agencies shall particularly: v
a. Review all system of record notices for accuracy and completeness, ( L v
paying special attention to changes in technology, function, and
organization that may have made the notices out-of-date; ' ‘%(d
b. Identify any systems of records that have not been described in a published E J\
potice, paying special attention to Internet activities that may involve the
collection of personal information;

C. Review routine uses for all systems of records to make sure that they are.
necessary and compatible with the purpose for which the information was
collected,;

(i) “Routine use” shall be defined in a manner consistent with the
definition set forth in the Privacy Act of 1974, S U.S.C. 552(a)(b)(3).
_ N
(3) if appropriate, republish by December 31, 1998, a revised set of system of records Q/\) " ng

notices. _ ) @(

(4) report to the Office of Management and Budget on agency use of the “routine use”
provisions of the Privacy Act of 1974, and on agency practices regarding procurement and data
sharing with State local and tribal governments in accordance with instructions to be issued.

Section 3. Responsibilities of the Office of Management and Budget. The Director of U
the Office of Management and Budget shall:

((1) within 180 days issue a report on Federal implementation of the Privacy
Principles. This report shall include: . V}\

(8) an assessment of agency implementation of the Privacy Act and the (=¥
Privacy Principles;




(b) an analysié. of agency reliance on the “routine use” provision of the
Privacy Act of 1974 in light of the rapidly changing technology;

(c) an analysis of agency practices involving data sharing with State, local
and tribal governments in light of the Privacy Act, the Privacy Principles
and rapidly changing technology.] :

(2) within 180[{270] days, issue guidance on agency routine uses, paying particular
attention to sharing of data by agencies with state, local and tribal governments.

Section 4. Judicial Review. This Executive order is intended only to improve the
internal management of the executive branch and does not create any right or benefit, substantive
or procedural, enforceable at law or equity by a party against the United States, its agencies, or
instrumentalities, its officers or employees, or any other person.

William J. Clinton

THE WHITE HOUSE
May 14, 1998



tine, iNational Journal's LDally brieting on Politics . http://cloakroom.com/pubs/hotline/h980513.htm

5 ASHCROFT: Trying to Snuff Out Tobacco Pact

Sen. John Ashcroft (R-MO) "is joining the movement to kill" the tobacco bill
"because, he says, it contradicts the conservative principles on which the GOP won control
of Congress." Ashcroft: "This bill is nothing more than a big government boondoggle
cloaked in the language of 'protecting children." Ashcroft's announcement "was the latest
in a series of increasing attacks" on the bill (Kellman, AP, 5/13).

Introduces Bill to Protect Privacy

/ An "unusual coalition of civil libertarians, conservatives and business interests teamed

/ up” 5/12 "to support new legislation that would limit the government's ability to pry into

/ personal computers." Ashcroft and Sen. Patrick Leahy (D-VT) introduced a bill "they said
would protect people's privacy, permit increased exports of American made software and
give law enforcement the tools it needs to combat computer-assisted crimes" (Poor, St.
Louis Post- Dispatch, 5/13). (Back to Contents)

6 FORBES: Reno & Vegas; Keynote At Keystone In Land Of Keno

During a 5/12 Las Vegas speech to the conservative group Keystone, Steve Forbes
said AG Janet Reno is "using" investigations into Pres. Clinton's admin. to "shield
Clinton and Al Gore from a much needed probe into campaign finance violations." Forbes:
"It's known as a peripheral strategy. Keep them away from the big one, and hope they eat
the small fish and not the big one ... She is still ducking the 800-pound gorilla in not
appointing a special investigator for campaign violations. She is determined not to do it. I
think that's because they know that's the one area where they know they're most
vulnerable" (Morrison, Las Vegas Review-Journal, 5/13).

Blasts Clinton on India Nuclear Blasts

Forbes, on India's testing of a nuclear device: "We should apply sanctions against India
to show there are consequences when you take a step like that. You have to take a hard line
or it's a signal to others there are no consequences if you break the barrier" (Morrison, Las
Vegas Review-Journal, 5/13). More Forbes: "The Clinton-Gore administration is culpable
here ... The White House's 1930s-style drift-and-dithering diplomacy is already beginning
to beget what will become an increasingly bitter harvest" (AHGO release, 5/12). (Back to

Contents)

7 GIULIANI: Domestic-Partners Proposal Prompts Critics

NYC Mayor Rudy Giuliani (R), on his new domestic-partners bill (see Hotline, 5/12)
that would extend the benefits city agencies must grant to gay and lesbian couples: "I really
haven't thought about what the impact is on Republican politics or national politics or
Democratic politics." Giuliani, on the bill: "I'm proud of it. I think it puts New York City
ahead of other places in the country” (Lombardi, New York Daily News, 5/13). But New
York Times' Allen writes, Giuliani "critics issued an obituary for his hopes for national
office." FRC dir. of cultural studies Robert Knight: "By doing this, Giuliani has sealed his
fate to remain, at best, a regional political figure" (5/13). Christian Coalition spokesperson
Arne Owens "said such legislation sanctions the gay lifestyle and undermines 'the message
of morality that parents are trying to instill in their children™ (New York Daily News,
5/13).

Log Cabin GOPers exec. dir. Richard Tafel "said the move could increase the Mayor's
appeal" to young GOPers: "He can say, 'I did this because it's what I believe.' That's a
revolutionary concept. He could be a refreshing voice for individual rights." NYC
councilman Walter McCaffrey (D) "said he took the bill as an indication" that Giuliani
was running for gov. or Sen. rather than the WH: "This gives an indication that he is trying
to keep the broad base he used for his re-election and expand that to the state. This may not
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Attachment to Memorandum to Privacy Contacts /

REPRESENTATIONAL FUNCTION

\/ .
What is the Representational function? In performing the representational function, a
federal entity would explain and promote the U.S. government position on privacy policy
domestically and internationally, advancing the Administration’s privacy message, and
providing coherence to Administration testimony and public positions.

For what areas is there now a representational function for privacy? The Commerce
Department has taken the lead in representing the federal government position on privacy to
private industry and the commercial sector generally. Until it was disbanded in 1997, the
Office of the Assistant to the President for Consumer Affairs fulfilled this role with respect to
consumers and consumer advocacy groups. The Office of Management and Budget is
responsible for giving Federal agencies guidance on implementation of the@ual—Priva‘cy
Act. Each of these offices has represented the government’s posmon in-teStimony before
Congress relevant to its constituent sector A number of government offices represent the
U.S. position on privacy before our 1nternat10na1 trading,‘including NTIA/DOC, ITA/DOC,
OMB, the Office of Policy Development in the White House, and the State Department,
although Commerce is most active in this Tole.

What were the group’s thoughts on the Representation function? Participants agreed that
presentation of Administration views on privacy-related policy matters to industry, to members
of the public, to Congress, and to our international trading partners should be better
coordinated and enhanced.

ADVISORY FUNCTION

PR

What is the Advisory function? The advisory role is one in which experts are available to
respond to privacy policy questions raised by government agencies (e.g., when considering
legislation or drafting regulations) and by private sector entities (e.g., when developing
personnel practices or new information products).

For what areas is there now an advisory role? The OMB provides guidance to federal
agencies as to how to implement their responsibilities under the Privacy Act, resolves disputes
among agencies about data sharing in its traditional neutral mediating role, and responds to
inquiries from the Congress about federal privacy policy when appropriate. The Department
of Commerce is working with the private sector (commercial and public interest
representatives) to develop effective self-regulation for privacy protection pursuant to the
President’s directive of July 1, 1997. In conducting their particular regulatory roles, other
federal agencies (e.g. HHS) may occasionally provide privacy policy advice to their
constituents on request.

What were the group’s thoughts on the Advisory function? There seemed to be agreement
that an available body of expertise is useful, and tentative agreement that an advisory function
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METHODOLOGY

I. SAMPLE SELECTION

The survey drew samples of Web sites from six different target populations — all
commercial U.S. sites “likely to be of interest to consumers” (group A), all such sites in the
health, retail, and financial sectors (groups B, C, and D, respectively), all commercial U.S. sites
“primarily directed to children aged fifteen or younger” (group E), and the most popular U.S.
commercial sites (group F). The process of creating representative samples for these target

populations was as follows:

1. The best available listings of sites that could be used to represent each of
the six target populations were identified. These lists constituted the
“sampling frames.”

2. A systematic sampling procedure was used to randomly select sites from
within each sampling frame. These sites constituted the “sampling pools.”

3. Sites in each sampling pool were randomly examined until the number of
examined sites qualifying for inclusion in the survey in each group met or
exceeded the target sample sizes. The examined qualifying sites constitute
the six “samples,” which were surveyed for information collection

practices and information practice disclosures.

The procedures used to identify sampling frames, create sampling pools, and create the final
samples for the six target groups are described in the following sections. Figure A presents
information about the number of sites in the sampling frame, sampling pool, and final sample for

each of the six target populations.



FIGURE A

Sampling Frames, Sampling Pools, and Sample Sizes

Sample Sampling Frame | | Sampling Pool Sample Size
Comprehensive (A) 226,644 2,408 674
Health (B) 4,140 407 137
Retail (C) 24,393 398 142
Financial (D) 6,884 398 125
Children (E) 1,483 1,483 212
Most Popular (F) 134 134 111

A. SELECTION OF SAMPLING FRAMES

1. GROUPS A-D

The Dun & Bradstreet Corporation’s (“D&B”) Electronic Commerce Registry database

served as the starting point for creating the sampling frames for groups A through D. The

database matches names and addresses registered by InterNIC, the register of domain names that

is operated as a collaborative project by AT&T, Network Solutions, Inc., and the National

Science Foundation, with D&B’s database of 49 million businesses worldwide, and provides a

comprehensive listing of commercial Web sites.'

As of March, 1998 there were 2,036,649 domain names registered by InterNIC in the

generic or top level domains. Of these, D&B had matched over 763,499 domain names to its

database of business entities in the U.S. alone.? Those Web sites were located in the “.com,”

13 ”

.net,” “.org” and “.edu” generic top level domains. D&B then identified over 382,000 active

commercial Web sites from those domain names. For the purpose of this study, the sampling

frame for group A was restricted to 235,212 “.com” domains with active Web sites. Out of these

235,212 commercial sites, 8,568 were excluded for other reasons,’ leaving a total of 226,644

sites in the sampling frame for group A.

Commission staff chose sites for the Health, Retail, and Financial sector sampling frames

by drawing sites from the Electronic Commerce Registry based upon selected Standard Industrial
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Code (SIC) classifications, which identify businesses according to their primary source of
revenue. This resulted in sampling frames comprising 4,140 health sector sites (group B);

24,393 retail sector sites (group C); and 6,884 financial sector sites (group D).’
2. GROUPE

The sampling frame for group E (children’s sites) was drawn from Web sites in the
Yahooligans! Directory, an online directory for child_ren compiled by Yahoo! and located at
http://www.yahooligans.com. Commission staff selected this directory because it is the largest
and most diverse compilation of children’s sites and provides a wide variety of commercial
(“.com”) sites, ranging from large, corporate-sponsored sites, to small sites operated by
individuals.® At the request of Commission staff, Yahooligans! provided a master list of 1,483
commercial U.S. Web sites in its database. This list served as the sampling frame for group E.

3.  GROUPF

A sampling frame for group F (the most popular sites on the Web) was selected from
three sources: Media Metrix, The PC Meter Company;’ RelevantKnowledge;® and Web21's
“100-Hot.com.”® These three sources were chosen because of the diverse methodologies they
employ to measure traffic at Web sites. Three separate lists of the one hundred most popular
sites — one from each of the sources — served as the starting point for creating the group F
sampling frame. The lists were combined into one master list, to ensure that the sampling frame
represented the most popular sites on the Web. From this combined list of 300 sites,
Commission staff eliminated all sites that did not have a “.com” domain name, as well as
pornographic sites. Seventy sites were eliminated in this process. Duplicates were then
eliminated.”® The resulting list of 134 discrete URL’s, representing any qualifying URL that
appeared on at least one of the three source lists, constituted the sampling frame for group E."!

Finally, complete listings of all sites in the sampling frames for groups A through F were created.

B. CREATION OF SAMPLING POOLS

A systematic sampling procedure was then used to create randomly-selected sampling

pools from each of the sampling frames in the following manner. First, the target sample size for



each group was established. Staff set out to sample approximately 600 sites in group A, 100 sites
each for groups B, C, and D, 200 sites in group E, and 100 sites in group F.

Second, a target sampling-pool size was calculated for each group. Based on a pre-test, it
was estimated that approximately twenty-five percent of all sites examined in groups A through
D would actually be qualifying sites for the final samples. Thus, it was estimated that four times
the target sample size, or approximately 2,400 sites, would need to be examined in group A to
achieve a final sample of 600 sites, and approximater 400 sites would need to be examined in
groups B through D, respectively, to achieve final sample sizes of 100 sites for each group.
These numbers are the target sampling-pool sizes for groups A through D. For groups E and F,
the entire sampling frame was included in the sampling pool (i.e., no random sampling was done
of the sampling frame), resulting in target sampling-pool sizes of 1,483 and 134 respectively.'?

Once the target sampling-pool sizes for groups A through D were determined, the actual
sites for inclusion in the sampling pools were randomly selected.”> A “sampling interval” was
determined for each group by dividing the size of the sampling frame by the target sampling-pool
size. For example, for group A the sampling interval was calculated to be 94 (226,644 divided
by 2400, rounded off). Similarly, the sampling intervals for group B, C, and D were 10, 61, and
17, respectively.

The sampling interval was then used to randomly select sites from each sampling frame
for inclusion in each group’s respective sampling pool." The resulting sampling pool in group A
contained 2,408 sites, the sampling pool in group B contained 407 sites, the sampling pool in
group C contained 398 sites, and the sampling pool in group D contained 398 sites. As noted
above, the sampling pool in group E constituted all 1,483 sites in the group E sampling frame

and the sampling pool in group F contained all 134 sites in the group F sampling frame.

C. FINAL SAMPLES

Once the sampling pools were created, the final samples were determined as follows.
Sites in each of the six sampling pools were randomly examined until the number of qualifying

_sites in each group met or exceeded the target sample sizes stated in the previous section. Sites



were deemed to “qualify” for inclusion in the samples if they were “likely to be of interest to
consumers” (groups A-D and F) or were “primarily directed to children” (group E)."* Non-
qualifying sites were not included in the samples. Those URL'’s that could not be accessed for
technical reasons were also not included in the samples.'® Sites that were not included in the
samples were not surveyed for information collection practices or information practice
disclosures. The final sample sizes were 674 sites for the Comprehensive Sample (group A), 137
sites in the Health Sample (group B), 142 sites in the Retail Sample (group C), 125 sites in the
Financial Sample (group D), 212 sites in the Children’s Sample (group E), and 111 sites in the
Most Popular Sample (group F)."” Figure B shows the total number of sites examined in each
group and the number of sites included in each of the final samples (final sample size), the
number of sites excluded for technical reasons, and the number of sites excluded because they

did not meet the qualifying definitions.

FIGURE B
Sampling Pool Disposition Table

Sample Sites Qualifying Non-Qualifying Excluded

Examined Sites Sites Technical
Comprehensive (A) 1,743 674 760 309
Health (B) 223 137 46 40
Retail (C) 234 142 35 57
Financial (D) 214 125 45 44
Children (E) 1,011 212 721 78
Most Popular (F) 134 111 16 7

II. THE SURVEY

A. DATA COLLECTION

Forty Commission staff members, including attorneys, legal assistants and investigators

[hereinafter “surfers”], surveyed the sites in each of the samples in the two-week period from



March 9-20, 1998. The surfers were not involved.in designing the survey, or in the subsequent
data analysis or drafting of this report. Each surfer underwent a full day’s training in the
technical skills of visiting and reviewing Web sites and in the use of the survey forms.'8 Surfers
conducted the survey in two survey rooms on computers using Pentium processors, minimum 90
MHz, with 32 megabytes of memory. All machines were running Windows NT 4.0 Workstation.
The computers were connected to the Internet via a dedicated T1 connection. Surfers used either
the Netscape Communicator 4.0 or Microsoft Internet Explorer 4.0 browser, depending on
individual preference and the ease with which sites could be viewed. Computers were also
equipped with the following plug-in software to maximize the number of sites that could be
viewed in their entirety: Macromedia, Inc.’s Shockwave Flash 2.0 and Shockwave for Director
6.0; RealNetwork, Inc.’s RealPlayer 5.0; and ichat, Inc.’s ichat plug-in 2.22. Staff attorneys
serving as supervisory proctors were present in the rooms at all times during the survey to handle
any technical difficulties and answer questions.

Surfers were randomly assigned URL’s from each of the sampling pools.'”” Once a URL
was accessed, surfers were first required to determine whether the site qualified for inclusion in
the sample — i.e., whether the site was “likely to be of interest to consumers,” or, in the case of
the children’s sample, whether the site was “primarily directed” to children aged 15 or under. A
site was deemed “likely to be of interest to consumers” if it marketed or advertised consumer
goods or services AND it met one of the following two conditions:

A. it provided information of interest to consumers (e.g., weather, sports, stocks,

research, health); or

B. it collected personal information from consumers.

To decide whether a site was “primarily directed” to children aged 15 or under, surfers
were instructed to determine: whether the site used language or graphics directed to children;
whether the content of the site was directed to children (e.g., topics, activities, contests, pen pals,
chat rooms, posting winners’ home pages or art work); or whether the site collected information
from children. Where surfers found that a site in the group E sampling pool appealed to an adult
audience but designated an area specifically for children, the site was included in the group E

sample and the survey form was completed solely with respect to the children’s area.



Once a surfer concluded that a site qualified for inclusion in one of the samples, the surfer
searched the site to determine whether it collects personal information from online consumers
and, if so, to ascertain the kinds of information it collects, and to determine whether it discloses
its information practices.”® The data collection process is described in further detail in the body
of the report.?! |

Wherever possible, surfers viewed every page of each site being surveyed. Surfers were
instructed to spend up to one-half hour surveying each site and filling out its survey form. They
were also instructed to print each site’s home page and to print every page on which an

information practice disclosure was located.

B. VALIDATION

Numerous measures were taken to ensure the quality and accuracy of the data collected
by the surfers. Each site was surveyed by a second surfer who revisited the site to ensure the
accuracy of the information reported on the survey form for that site.> Changes in answers on a
site’s survey form proposed by the second surfer were made only with the approval of a proctor.
The completed survey forms for sites found to be posting an information practice disclosure,
along with the print-outs of those disclosures, were then reviewed for errors a third time by a
group of four proctors. Any suspected errors were brought to the attention of at least two
proctors who jointly authorized any corrections to the survey form.

In the case of the Children’s Sample, a supplemental survey form was used to review sites
after the primary survey was completed.”> A small group of surfers reviewed the initial survey
forms and printouts for sites in the Children’s Sample to analyze whether and how those sites
addressed notice and choice for parents. In addition, the supplemental analysis required surfers
to revisit these sites to distinguish between information collected from adults/parents and
information collected from children, by determining the types of information collected in
association with a form of payment (e.g., check, money order, or credit card) which arguably
required parental involvement. Information collected in any context not involving a payment

form (such as contests, site or club registration, guest books, or feedback) was deemed collection



of personal information from children.

Once the survey forms for all samples had undergone the multiple levels of review
described above, the same data were entered into two separate databases by separate data entry '
personnel. The two databases were electronically compared, the survey forms of those sites with
discrepancies were reviewed again, and appropriate corrections made, to ensure the accuracy of
the data. A set of queries was then run on the data to ensure that the data was internally
consistent, i.e., that all conditional questions were answered or left blank, as appropriate. Any
errors in data entry were corrected, based on the questionnaires, prior to the substantive analysis
of the data.

The data analysis itself was also conducted twice, by separate individuals utilizing
different analytic tools. The results of these analyses were compared to ensure uniformity and
accuracy. Finally, every surveyed site was also archived to the extent possible, using Anaserve,
Inc.’s Anawave Websnake 1.23 software. Due to time constraints, not all sites were archived on
the same date they were surveyed; but all were archived as soon as possible after the survey was

completed.



ENDNOTES

1. The process of matching the InterNIC records to D&B’s databases consists of both automated
and manual quality reviews. Specifically, once the domain names are linked to businesses in the
D&B database, D&B confirms that an active Web site exists behind the domain name. This
confirmation is in addition to routine manual quality reviews to verify ongoing commercial
activity at those Web sites.

2. The difference between the matched domain names and the total registered domain names (a
total 1,273,150 domains) represents the following: domains registered outside of the U.S. (and
therefore outside the scope of this project), individuals not engaged in business operations (as
defined by the D&B database), or potential matched domains that did not meet minimum
requirements for match confidence.

3. Insurance sites were excluded from the sampling frame for group A because of the restrictions
concerning the “business of insurance” contained in the final proviso of Section 6 of the Federal
Trade Commission Act, 15 U.S.C. § 46.

4. Executive Office of the President, Office of Management and Budget, Standard Industrial
Classification Manual (1987). Sites chosen for the Comprehensive Sample were drawn
randomly from all SIC Codes with the exception of those for Insurance Carriers, and Insurance
Agents, Brokers and Service (Codes 6311-6411). See note 3 supra.

5. Health sector sites were selected from those sites associated with a business whose primary
SIC code was 2833 (Medicinals and Botanicals), 2834 (Pharmaceutical Preparations) or in the
8011-8099 range (Health Services). Retail sector sites were selected from those sites associated
with a business whose primary SIC code was in the 5211-5999 range (Retail Trade). Financial
sector sites were selected from those sites associated with a business whose primary SIC code
was in the 6011-6289 range (Depository Institutions, Nondepository Institutions, Security and
Commodity Brokers) or in the 6712-6799 range (Holding and Other Investment Offices).

6. Yahooligans!’ selection criteria are quite broad. Yahooligans! includes commercial sites that
are directed to children, as well as sites not intended for children but of interest and appropriate
for children, such as sites offering information about summer camp programs or family
vacations. Yahooligans! applies the criteria adopted by the American Library Association, see
http://www.ala.org/parentspage/greatsites/criteria.html, and excludes sites that offer adult
content, such as sites that promote alcohol or tobacco products. Yahooligans! surveys the Web to
identify sites for its directory and also receives referrals for sites requesting to be listed. No
payment is received for listing a site.

7. Media Metrix compiles its list by using “PC Meter,” tracking software installed on the
computers of a representative sample of computer users. PC Meter tracks computer usage,
including online usage. For more information, see http:/www.mediametrix.com. The Media



Metrix list used in this report reflects online usage in January 1998.

8. RelevantKnowledge compiles its list by using a representative panel of computer users, whose
online experience is then projected onto the Web universe. For more information, see '
http://www.relevantknowledge.com. The RelevantKnowledge list used in this report comprises
findings from the period February 2 - March 1, 1998.

9. Web21 compiles its list by using logs from proxy servers placed at strategic points on the
Internet throughout the world. The proxy server logs show surfing patterns for over 100,000 end-
users. The survey includes university, business and home users, but does not include America
Online, Prodigy or Compuserve members. For more information, see http://www.100hot.com.
The “100-Hot.com” list used in this report was downloaded from www.100hot.com on March 9,
1998. The list is based on Web 21's “research” file and is different from the generic *“100hot” list
published by Web21 in the following respects: it is calculated based on all visits to a site (not just
home-page visits) and it is based on visits to individual Uniform Resource Locators (“URL’s™),
as opposed to meta-sites (large Web sites that are made up of multiple servers).

10. 62 discrete URL'’s appeared on more than one list. As some of the sites appeared on all three
lists, a total of 96 duplicate listings were eliminated from the combined master list.

11. Together, these sites represent approximately 35% of daily Internet traffic. This number is
based on the sites appearing on Web21's list of 100 most popular sites. See
http://www.100hot.com.

12. All sites were included in these sampling pools for the following reasons. Staff felt that a
sampling pool approximately the size of the entire sampling frame in group E was needed to
produce a sample of 200 sites primarily directed to children aged 15 or younger. The entire
sampling frame in group F was used because unlike the other groups, group F was not intended
to represent a random sample of sites. Rather, it reflects all of the most popular sites on the
World Wide Web.

13. Because all of the sites in the sampling frames for groups E and F were included in those
groups’ sampling pool, no random sampling was necessary.

14. Each sampling-frame list was first numbered. For each group, a random number was then
generated. The site appearing in the random-number’s slot on that group’s sampling-frame list
was selected for inclusion in the sampling pool, as was each site appearing on the list at the
interval of one sampling interval.

To illustrate, for group A, a random number table was used to choose a number between
1 and 94 (the length of the sampling interval). The number 8 was selected using this approach.
Thus, the 8th site from the sampling-frame list was included in the sampling pool. Next, the
sampling interval (94) was added to the random number (8) to determine the next site for
inclusion, i.e., the 102nd site. Repeating this procedure yielded a sampling pool of 2,400 sites
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that were the 8th, 102nd, 196th, 290th, etc. sites on the sampling-frame list. This process was
repeated to determine sites for inclusion in the sampling pools for groups B, C and D.

15. These terms are discussed in greater detail below.

16. Sites were eliminated on technical grounds if, for example, staff found an “Under
Construction,” or “Inactive” message at the assigned URL, if specialized software was required
to view a site, or if the URL itself could not be accessed because the URL was not recognized.

17. The following sites appear in both the Comprehensive and Retail Samples:

http://www .clubmaker.com; http://haddadauto.com; and http://www.qaudio.com. In addition,
the following sites also appear in more than one sample: http://www.cdnow.com appears in both
the Retail and Most Popular Samples and http://www.disney.com, http://www .pathfinder.com,
and http://sony.com all appear in both the Children’s and Most Popular Samples.

18. Copies of the instructions and survey forms used by staff are included in Appendix B.

19. Because the survey form for children’s sites was unique to that sampling pool, one group of
specially-trained surfers examined only sites from the group E sampling pool.

20. As noted in Section II.B of the report, staff did not ascertain whether sites in the survey use
cookies, or other hidden electronic means, to collect personal information, but instead looked to
information practices disclosures to reveal such practices.

21. See Section V.A.

22. Findings for 99% of the sites in the Comprehensive Sample and 100% of the sites in the
Health, Retail, Financial, Children’s and Most Popular Samples were verified in this manner.
Seven sites in the Comprehensive Sample could not be verified for technical reasons.

23. A copy of the Children’s Supplemental Survey Form is included in Appendix C.
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APPENDIX B: SURFER INSTRUCTIONS
(GENERAL AND CHILDREN’S SURVEYS)



INSTRUCTIONS - GENERAL SURVEY FORM

A. DETERMINING SITE ELIGIBILITY

(D

)

3)

¢y

2

3)

First determine whether a site is likely to be of interest to consumers

A site is likely to be of interest to consumers if it markets or advertises consumer
goods or services AND it meets one of the following two conditions:

a. it provides information of interest to consumers (e.g., weather, sports, stocks,
research, health)
b. it collects personal information from consumers.

Where possible, determine eligibility by looking at the home page. Look at the
buttons, indices, hypertext, or site map. If the home page does not provide enough
information about the site to determine eligibility, skim the site looking for consumer-
oriented content or instances of information collection from consumers.

If the site is not likely to be of interest to consumers, record “NON?’ to the left of the
ID Number at the top of page one of the Survey Form and move on to the next URL
on your list.

KEY TERMS

“Personal information” is defined to include any of the following: identifying
information, such as name, postal address, e-mail address, telephone number, etc;
demographic information (e.g., age, gender, education level, income); and preference
information (e.g., hobbies, interests).

A “Privacy Policy Notice” is defined as a comprehensive description of the site’s
information practices -- what the site does with the personal information it collects
from visitors to the site. It is located in one place and may be reached by clicking on
an icon or hyperlink.

An “Information Practice Statement” is a discrete statement that describes a
particular use or practice regarding consumers’ personal information and/or a choice
offered to consumers about their personal information. Examples:

. We keep all information confidential.

. We reserve the right to do whatever we want with the information we collect.
. We don’t share your information with anyone.

. If you no longer want to be on our mailing list, send us an e-mail at ......



. We only use the information to process your order
. Click here if you want to be on our mailing list. We don’t share this information.

C. Guidelines for Completing the Survey Form

PartI:  Enter the sites’s ID Number and ID Letter in the spaces provided on page one of the
Survey Form and on the tab on the site folder.

PartII: Include all personal information collected, regardless of whether it is mandatory for
moving through the site or optional.

Remember that language such as “Click here to be included on our mailing list” may
itself be a means of collecting an e-mail address. Click on the hypertext or adjacent
button to determine whether this is the case, or whether either leads you to an
information-collection form. In either case, record the type of information being
collected (e.g., e-mail address, name, etc).

For purposes of this survey, an e-mail link to the Webmaster is not information
collection.

Part III and IV:

To look for a Privacy Policy Notice or an Information Practice Statement(s), try to
view every screen on the site. If the site is extremely large, look for screens where
personal information collection is likely to occur and where privacy disclosures are
likely to be posted. Look at such areas as the home page, registration form, ordering
form, survey form, membership page, site’s terms of agreement, legal notice,
guestbooks, FAQs, contest registration, HELP.

If the site has a SEARCH tool, type in such terms as “privacy,” “security,” “mailing
list,” or “order form” as an additional means of locating a Privacy Policy Notice or
Information Practice Statement(s).

NB: Questions 20, 21, and 24 ask you to indicate whether a Privacy Policy Notice
(Qs 20, 21) or an Information Practice Statement(s) (Q24) appears on a site’s “home
page.” It is possible that one or more of your assigned URLSs, when entered into the
computer, will take you to a Web page bearing only a company’s logo (i.e., no other
text or graphics). In the event this occurs, click on the logo (there may be a button to
click on) and enter the site. The Web page you are sent to by clicking on the logo (or
button) is considered the “home page” in this situation. Therefore, answer Questions
20, 21, and 24 based upon whether a Privacy Policy Notice (Q20, Q21) or an
Information Practice Statement(s) (Q24) appears on that page.



Part V:

Q26:

Q27:

Q29:

The following are examples of things a site might say to indicate that NONE of
the personal information collected will be disclosed to other entities:

“We do not release any of your information to anybody.”

“We want you to know that we will keep the information you give us confidential.”
The following are examples of things a site might say to indicate that AT
LEAST SOME of the personal information collected may/will be disclosed to
other entities:

“We may release information about our visitors’ interests to other reputable

companies, but only in aggregate form. We won’t disclose your name or e-mail

address.”

“We won’t share your information with other companies unless you click here [or
unless you give us your permission to do so].”

The following are examples of things a site might say to give consumers choices
about how their personal information could be used:

“If you do not wish to receive special offers from us, please let us know by sending us
an e-mail.”

“We will not share your personal information with any other companies without your
permission.”

In General:

If you cannot answer a question on the Survey Form, call a proctor.

Surfing Rules

1. Begin surfing at the top of your URL list and continue through the list in the order that the
URLSs appear.

2. Complete Part I of the Survey Form, to the extent you can, for every URL on your list.



If the site forwards you to a new URL, record the new URL on the Survey Form on the line
titled "URL" and proceed with your survey of this site. Otherwise, do not pursue links to
other sites; be sure to stay within the URL you are assigned. Check the URL at the top of
the screen to be sure you have not left that site.

If an entire site is “under construction,” complete Part I of the Survey Form and record
“UC” to the left of the ID Number on page one of the Survey Form and go to the next URL
on your list. If only a small area of the site is “under construction,” view the remaining
areas of the site and complete the Survey Form. Use the “Notes” section of the Survey
Form to indicate that the site is partially under construction.

If it is necessary for you to input personal information in order to completely review a site,
use the following:

Name: Surf Week

E-mail address: sweek @ftc.gov

Postal address: 6th Street and Penn. Ave, N.-W.
Washington, D.C. 20580

If, while in a site, you receive an error message (“the site is not available” or 404 error”),
call a proctor.

Due to certain technical limitations, it may become necessary to eliminate some URLs.
Reasons for eliminating a URL due to technical limitations are as follows:

a.  the site requires software “downloads/plug-ins” in order to view the site;

b.  the proctor informs you that the site cannot be viewed due to “technological
limitations”; or

c. the URL is “inactive.”

If you experience any one of these conditions, contact a proctor. Only a proctor can make
the final determination that a site is “Eliminated.” If the proctor designates a URL for
elimination, record “ELIMINATED?” to the left of the ID Number at the top of page one
of the Survey Form. Be sure to complete Part I of the Survey Form to the extent you can,
even if the URL is eliminated.

Printing Tips

After the screen has stopped loading and the bottom tool bar states “Document Done,” click
the “Stop” button at the top of the screen and then print the screen. (Animated banners may
appear to be loading/refreshing even though the document is done.)



If you have difficulty printing, try the following:

a.

€.

Save the Web page, then Open the saved file, and Print. (In some cases, saving a
Web page strips out the graphics - both static and moving - from the saved version.
In other cases, saving strips out some graphics, but doesn’t remove or suppress a
graphic, so that it still may not print.)

If the banners or graphics on the screen interfere with printing the text of the Privacy
Policy Notice or the Information Practice Statement(s), block the text area using your
mouse (click and hold the left mouse button and scroll down) and then hit Ctrl-C to
copy the text to the clipboard. Then go to Word Perfect 8 and hit Ctrl-V to paste the
copied text to a blank page. Then print from Word Perfect. If the printed copy does
not record the URL page, write the URL that appears at the top of your screen on the
bottom of the printed copy.

If you cannot print the entire screen and the text you want to print appears in a
“Frame,” print just the frame by clicking on the frame and then clicking File on the
tool bar and *“Print Frame.” You may also need to block the frame text as described
above. If the page still will not print, try displaying and printing in “no frames” mode,
assuming the site or page offers a “no frames” option.

Try to first click on “Print Preview” and then Print from the Preview window.

Print using the color printer.

If you are unable to print the screen, contact a proctor.



Instructions - Children’s Survey Form

A. DETERMINING SITE ELIGIBILITY

(D

()

3)

4)

First determine whether a site is primarily directed to children. For purposes of the
Survey, children are defined as ages 15 or under.

A site is primarily directed to children if it has one or more of the following
characteristics:

(1) it uses language directed to children;

(11) it uses graphics directed to children,;

(iii) its content is directed to children (e.g., topics, activities, contests, pen pals, chat
rooms, posting winners’ home pages or art work);

(iv) it collects information from children.

Where possible, determine eligibility by looking at the entry page as well as the
home page. Note that the entry page may not be the site’s home page, but rather the
site’s children’s area. Look at the buttons, indices, hypertext, or site map. If the entry
page and the home page do not provide enough information to determine the site’s
eligibility, skim the site looking for child-directed content, language or graphics, or
instances of information collection from children.

If a site is directed to a mixed audience, adults and children, but has a designated
children’s/kids area, complete the survey form with regard to the children’s area.
Record “CA” to the left of the ID Number at the top of page one of the Survey Form
and complete the Survey Form based on the children’s/kids area.

If the site is not directed to children, record “NC” to the left of the ID Number at the
top of page one of the Survey Form and move on to the next URL on your list.

B. KEY TERMS

(1

)

“Personal information” is defined to include any of the following: identifying
information such as name, postal address, e-mail address, telephone number, etc.;
demographic information (e.g., age, gender, education level, income); and preference
information (e.g., hobbies, interests).

A “Privacy Policy Notice” is defined as a comprehensive description of the site’s
information practices -- what the site does with the personal information it collects
from visitors to the site. It is located in one place and may be reached by clicking on



3)

an icon or hyperlink.

An “Information Practice Statement” is a discrete statement that describes a _
particular use or practice regarding consumers’ personal information and/or a choice
offered to consumers about their personal information. Examples:

. We keep all information confidential.

. We reserve the right to do whatever we want with the information we collect.

. We don’t share your information with anyone.

. If you no longer want to be on our mailing list, send us an e-mail at ......

. We only use the information to process your order.

. Click here if you want to be on our mailing list. We don’t share this information.

C. Guidelines for Completing the Survey Form

PartI:

Part I1:

Enter the sites’s ID Number and ID Letter in the spaces provided on page one of
the Survey Form and on the tab on the site folder. Enter the assigned URL.

NB: the assigned URL may not be the home page for the site.

You will need to identify the company name. Note that the company name may not
be the same as the name in the URL. Scroll to the bottom of the home page and look
for a copyright.

Include all personal information collected, regardless of whether it is mandatory for
moving through the site or optional.

Remember that language such as “Click here to be included on our mailing list” may
itself be a means of collecting an e-mail address. Click on the hypertext or adjacent
button to determine whether this is the case, or whether either leads you to an
information-collection form. In either case, record the type of information being
collected (e.g., e-mail address, name, etc).

For purposes of this survey, an e-mail link to the Webmaster is not information
collection.

PartIIl and IV:

To look for a Privacy Policy Notice or an Information Practice Statement(s), try to
view every screen on the site. If the site is extremely large, look for screens where
personal information collection is likely to occur and where privacy disclosures are
likely to be posted. Look at such areas as the home page, registration form, ordering
form, survey form, membership page, site’s terms of agreement, legal notice, guest



Part V:

Q26:

Q27:

Q29:

books, FAQs, contest registration, HELP.

If the site has a SEARCH tool, type in such terms as “privacy,” “security,” “mailing
list,” or “order form” as an additional means of locating a Privacy Policy Notice or
Information Practice Statement(s).

NB: Questions 20, 21, and 24 ask you to indicate whether a Privacy Policy Notice
(Qs 20, 21) or an Information Practice Statement(s) (Q24) appears on a site’s “home
page.” It is possible that one or more of your assigned URLSs, when entered into the
computer, will take you to a Web page bearing only a company’s logo (i.e., no other
text or graphics). In the event this occurs, click on the logo (there may be a button to
click on) and enter the site. The Web page you are sent to by clicking on the logo (or
button) is considered the “home page” in this situation. Therefore, answer Questions
20, 21, and 24 based upon whether a Privacy Policy Notice (Qs 20, 21) or an
Information Practice Statement(s) (Q24) appears on that page.

The following are examples of what a site might say to indicate that NONE of
the personal information collected will be disclosed to other entities:

“We do not release any of your information to anybody.”

“We want you to know that we will keep the information you give us confidential.”
The following are examples of what a site might say to indicate that AT
LEAST SOME of the personal information collected may/will be disclosed to
other entities:

“We may release information about our visitors’ interests to other reputable

companies, but only in aggregate form. We won’t disclose your name or e-mail

address.”

“We won’t share your information with other companies unless you click here [or

unless you give us your permission to do so].”

The following are examples of what a site might say to give parents choices

about how the personal information could be used:

“If you would like your child’s name to be taken off our mailing list, please let us
know by sending us an e-mail.”



“We will not share your or your child’s personal information with any other
companies without your permission.”

In General:

If you cannot answer a question on the Survey Form, call a proctor.

Surfing Rules

1. Begin surfing at the top of your URL list and continue through the list in the order that the
URLs appear.

2. Complete Part I of the Survey Form, to the extent you can, for every URL on your list.

3. If the site forwards you to a new URL, record the new URL on the Survey Form on the line
titled "URL" and proceed with your survey of this site. Otherwise, do not pursue links to
other sites; be sure to stay within the URL you are assigned. Check the URL at the top of
the screen to be sure you have not left that site.

4.  If an entire site is “under construction,” complete Part I of the Survey Form and record
“UC” to the left of the ID Number on page one of the Survey Form and go to the next URL
on your list. If only a small area of the site is “under construction,” view the remaining
areas of the site and complete the Survey Form. Use the “Notes” section of the Survey
Form to indicate that the site is partially under construction.

5. Ifitis necessary for you to input personal information in order to completely review a site,
use the following:

Name: Surf Week

E-mail address: sweek @ftc.gov

Postal address: 6th Street and Penn. Ave, N.W.
- Washington, D.C. 20580

6.  If while in a site you receive an error message (“the site is not available” or “404 error”),
call a proctor.

7. Due to certain technical limitations, it may become necessary to eliminate some URLs.
Reasons for eliminating a URL due to technical limitations are as follows:

a.  the site requires software “downloads/plug-ins” in order to view the site;

b.  the proctor informs you that the site cannot be viewed due to “technological



10

C.

limitations”; or

the URL is “inactive.”

If you experience any one of these conditions, contact a proctor. Only a proctor can make
the final determination that a site is “Eliminated.” If the proctor designates a URL for
elimination, record “ELIMINATED” to the left of the ID Number at the top of page one
of the Survey Form. Be sure to complete Part I of the Survey Form to the extent you can,
even if the URL is eliminated.

Printing Tips

After the screen has stopped loading and the bottom tool bar states “Document Done,” click
the “Stop” button at the top of the screen and then print the screen. (Animated banners may
appear to be loading/refreshing even though the document is done.)

If you have difficulty printing, try the following:

a.

c.

Save the Web page, then Open the saved file, and Print. (In some cases, Saving a
Web page strips out the graphics - both static and moving - from the saved version.
In other cases, Saving strips out some graphics, but doesn’t remove or suppress a
graphic, so that it still may not print.)

If the banners or graphics on the screen interfere with printing the text of the Privacy
Policy Notice or the Information Practice Statement(s), block the text area using your
mouse (click and hold the left mouse button and scroll down) and then hit Ctrl-C to
copy the text to the clipboard. Then go to Word Perfect 8 and hit Ctrl-V to paste the
copied text to a blank page. Then print from Word Perfect. If the printed copy does
not record the URL page, write the URL that appears at the top of your screen on the
bottom of the printed copy.

If you cannot print the entire screen and the text you want to print appears in a
“Frame,” print just the frame by clicking on the frame and then clicking File on the
tool bar and “Print Frame.” You may also need to block the frame text as described
above. If the page still will not print, try displaying and printing in “no frames” mode,
assuming the site or page offers a “no frames” option.

Try to first click on “Print Preview” and then Print from the Preview window.

Print using the color printer.

If you are unable to print the screen, contact a proctor.



APPENDIX C: SURVEY SAMPLES AND RESULTS



COMPREHENSIVE SAMPLE SITE LIST & SURVEY FORM

dixienet.com
floridalottery.com
ptek.com

sandkey.com
scheduledexpress.comschedule.htm
thews.com
www.1800lawline.com
www.1856.com
www.1firstl.com

www. 1stloan.com

www. lstmoneysource.com
www.4lipo.com
www.4mdogbook.com
www.5955900.com
www.784web.com
www.al-termpaper.com
www.altravel.com
www.aabcs.com
www.aair.com
www.abargainauto.com
www.abbemae.com
www.aborigine.com
WWwWw.accessansweringservice.com
www.ace-hardware.com
www.aceseminars.com
www.action-figures.com
www.actionproperties.com
www.actionsportsct.com
www.adamswells.com
www.adkinsresume.com
www.advancedpestcontrol.com
www.adventuredirect.com
www.agdirect.com
www.aimncom.com
www.airgun.com
www.aksa.com
www.allinbloom.com
www.allritetowing.com
www.allsetcorp.com
www.aloha-lestweforget.com
www.alphabetcity.com

www.altoawning.com
www.alva-amco.com
www.ambungalow.com
www.americanauto.com
www.americandrape.com
www.americanliftaids.com
www.americanvisioncenters.com
www.americareality.com
www.americaswines.com
www.amgconst.com
WWW.ancsuz.com
www.andantex.com
www.andriana.com
wWww.anewjeep.com
www.ankenytractors.com
www.anntech.com
www.antiqueplazaonline.com
www.arche-shoes.com
www.armstrongfloors.com
www.artcolors.com
www.artistsvision.com
www.artshirt.com
www.assetprotectionsys.com
www.athletic-club.com
www.atlantagyn.com
www.atlanticcredit.com
www atlanticrealtyinc.com
www.auctionx.com
www.auto-plaza.com
www.autofxnw.com
www.avcar.com
www.azcigar.com
www.b92.com
www.b93.com
www.badon.com
www.bahamafunclub.com
www.baltsun.com
www.bamajammer.com
www.bankwmass.com
www.barnesbooks.com
www barringtonproperties.com



www.bartending-school.com
www.basketballamerica.com
www.bbyacht.com
www.beafish.com
www.belcon.com

www .bellypleasers.com
www.belmontmanor.com
www.benedict-optical.com
www.berlinerpen.com
www.berninausa.com
www.berrocal.com
www.berrymusic.com
www.best-trans.com
www.bevbank.com
www.beverlyforeigncar.com
www.bgibson.com
www.bhlm.com
www.bhsportszone.com
www.bibletruths.com
www.bigl2conf.com
www.bigbear.com
www.bigbearchamber.com
www.bigtimebrewery.com
www.bilinkco.com

www .bindlestiff.com
www.bioearth.com
www.biowater.com
www.birthdaychocolates.com
www_birthflowers.com
www.bksource.com
www.bluebonnetart.com
www.bluediamondauto.com
www.boat-transportation.com
www.bombsite.com
www.bonfattos.com

www .bostonmagazine.com
www.breastcare.com
www.brewerquilt.com
www.bricker.com
www.brio-thomas.com
www.britishexpress.com
www.broadwaybanner.com
www btetag.com

www.btprod.com
www.buffalopartyrental.com
www.bugjar.com
www.bullriderstickets.com
www.buyahorse.com
www.bwh.com
www.c21-howe.com
www.c2lalnorth.com

‘www.c21bigm.com

www.c2leden.com
www.cabaja.com
www.cabinetrestyling.com
www.cablevision.com
www.caminocarpets.com
www.cantonautomall.com
www.careers-unlimited.com
www.careersltd.com
www.caribbeancreatures.com
www.carlsonsmotors.com
www _carpaltunnel.com
www.carterkelly.com
wWww.cartronic.com
www.cascobayweekly.com
www.casketdirect.com
www.catalina.com
www.catalogfinder.com
www cavalryconstruction.com
www.ccgolf.com
WWWw.cci-training.com
WWWw.cecconi.com
www.celebritymerch.com
www.centercpa.com
www.centier.com
www.centralogic.com
www.cfsb.com
www.ch-cpa.com

www .charcrust.com
www.charterjets.com
www.chase.com
www.chefjocks.com
www.chelsea-art.com
www.chrisjen.com
www.christinecolumbus.com



www.cityconnection.com
www.civilsolutions.com
www.classic-chevrolet.com
www.classiccamera.com
www.classicmovieposters.com
www.clevelandent.com
www.cligcollege.com
www.clubmaker.com
www.collectibles-etc.com
www.coloradoclassified.com
www.colorhouse.com
www.commandcom.com
www.commercesoftware.com
www.comphouse.com
www.computeradvisors.com
www.computerland1.com
www.comtv.com
www.conchrepublicdivers.com

www.concord-communications.com

www.concordwireless.com
www.consoli.com
www.conway-heaton.com
www.cookscents.com
www.cottman.com
www.cottontex.com
www.couplesplace.com
www.courtneylaw.com
www.craftusa.com
www.creatacard.com
WWW.crownacura.com
www.crownandanchor.com
www.crystalgate.com
www.csbank.com
www.ctlaw-prt.com
www.cubatrucks.com
www.customhomeacc.com
www.cyberw.com
www.cyberx.com
www.cycle-recycle.com
WWWw.Cypress-computer.com
www.dailybulletin.com
www.dalelabs.com
www.dandm.com

www.dauphin-seating.com
www.dcaccommodations.com
www.dcs-nwe.com
www.decoraind.com
www.deerfieldflorist.com
www.deltabooks.com
www.dentamed.com
www.dhpcares.com
www.diamondconnection.com
www.dianasbearden.com
www.digitcomtech.com
www.digmagazine.com
www.diversoutlet.com
www.diwks.com
www.dollsusa.com
www.donbelmanhomes.com
www.dorman-const.com
www.dorr.com
www.drdanielman.com
www.dupagecvb.com
www.duplexx.com
www.dynamiclaser.com
www.eagleflight.com

www .eagles-nest.com

www .eagletribune.com
www.eaki.com
www.eccola.com
www.educationalimages.com
www.emarksman.com
www.embassy-resorts.com
www.emilysgifts.com
www.enact.com
www.estwing.com

www .evorecords.com

www .excalibur-casino.com
WWWw.expmusic.com
www.eyegaze.com
www.facrealty.com
www.fairfieldinn.com
www.familybank.com
www.familyhealthnews.com
www.fansonline.com
www.tather.com



www.fedhillgazette.com
www.ferracci.com
www.finaid.com

www fireplacetech.com
www.firstname.com
www.fishpiratescove.com
www.flexbaths.com
www.flowersstlouis.com
www.foutz.com
www.fox35.com
www.foxgal.com
www.fppf.com
www.fragomen.com
www.frantzcon.com
www.frascona.com
www.freebornpeters.com

www.freemanmarketing.com

www.frenchtoast.com
www.frigc.com
www.frompitrow.com
www.fswarchitects.com
www.ftlod.com
www.funcoast.com
www.galeind.com
www_gallery-1.com
www.gamelan.com
www.garydimauro.com
www.gemc.com
www.gghorse.com
www.gliderrocker.com
www.globalhomeloans.com
WWW.gmre.com
WWW.gnosports.com
www.goldenomega.com
www.goodbeer.com
www.gorhino.com
www.gourmet-shop.com
WWwWw.gpu.com

www.granadamoviegrill.com

www.greenkeefe.com
WWW.grey-goose.com
www griffinvideo.com
www.gsmall.com

WwWWw.gtcr.com
www.gymkids.com .
www.gyrenet.com
www.haddadauto.com
www.hartselle-enquirer.com
www.hawgpen.com
www.hcsnet.com

www heartland-bank.com
www.henintheholly.com
www.herzog-meier.com
www.hhbrown.com
www.hhk.com
www.hialeahpark.com
www.hildy.com
www.hill-lindley.com
www.hillwoodinc.com
www_hipart.com
www.hiteco.com
www.hmoabuse.com
www.hollywdtropicana.com
www.homecareproducts.com
www.hookersresort.com
www.hooleon.com
www.hope-pub.com
www.hormelfoods.com
www.hostelweb.com
www.hotcong.com

www hotelwalk.com
www housemusic.com
www.idmp.com
www.leway.com
www.imotion.com
www.impactgolf.com
WWwWw.imposters.com
WWW.in-vermont.com
www.indians.com
www.indigenous.com
www.insidechina.com
www.insulatorsofmaryland.com
www.integra-net.com
www.intrepidinc.com
www.intrmx.com
www.ipo-fund.com



www.ipre.com
www.ishaya.com
WWW.is0-max.com
www.itvcorp.com
www.itvisus.com
www.iwa.com
www.jachomes.com
www.jamaicatravel.com
WWW.jamesiii.com
www.jansport.com

www jaycounty.com
www.jbrandt.com

www jcbradford.com
www.jclarke.com

www jekyllisland.com
www jofinvest.com
WWW.jsmc.com
www.junkster.com

WwWw _jupiter-air.com
www.kalama.com

www kansascityguide.com
www karatenet.com

www kelsen-us.com

www kfdx.com

www kingrentals.com
www kirklandpontiac.com
www .klay.com

www .kneebraces.com
www.knoxvillehomes.com
www.koambramiami.com
www.kool-toyota-atlantic.com
www.korea.com
www.krty.com
www.ksqp.com
www.ladderpros.com ,
www.laketahoerealestate.com
www.lakeviewestates.com
www.lancearmstrong.com
www.landmarkhomes.com
www.laoferta.com
www.laserexcellence.com
www.]awyernsy.com
www.lcrh.com

www.leerowan.com
www.leonianj.com
www.lexjim.com

www lib-tech.com
www.lindsay-co.com
www lionspacific.com
www.lipo.com

www literatetraveller.com
www.]lodm.com
www.loftus.com
www.lwnews.com
www.lynchburgapartments.com
www.madison-marathon.com
WWW.Mmagnussen.com
www.makoche.com
www.manhattanny.com
www.markssupply.com
www.marxlayne.com
www.mason-oh.com
www.maxracks.com
www.mayorsjewelers.com
www.mbswc.com
www.mcicenter.com
www.mcstain.com
www.medallionrug.com
www.menufinder.com
WwWw.mercuri.com
www.metb.com
www.metrotainment.com
www.microalarm.com
www.microxl.com
www.midwest-sleuth.com
www.milkmkt.com
www.milliairewinery.com
WWW.mmcomics.com
WWW.Mmnscreen.com
www.mobileation.com
www.moca-la.com
www.montanacherries.com
www.mosherco.com
www.moviecritic.com
www.movingandstorage.com
www.mpbf.com



www.mrshowbiz.com
www.mud.com
www.musallah.com
WWW.Mmvo.com
www.mwave.com
www.namedical.com
www.nationalaviation.com
www.nationaltravel.com
www.netrev.com
www.newlyweb.com
WWW.NEws.com
www.newsjobs.com
www.ngsociety.com
www.nkr.com
www.nmbt.com
www.nofleas.com
www.noppermarine.com
www.nordys.com
www.nptc.com
www.nque.com
WWW.ntss.com
www.number27.com
www.nwkayaks.com
WWW.0asispro.com
www.oddballz.com
www.offshoremarine.com
www.oldlamp.com
www.omni-flexor.com
www.orajel.com
www.oralb.com
www.ormart.com
www.outlawpress.com
www.oxford-bank.com
www.packerproshop.com
www.pagehouseinc.com
WWW.pampa.com
www.pandb.com
www.paralab.com
www.pasobeat.com
www.passportdesigns.com
www.passporttonewengland.com
www.pattersontoy.com
www.paylesscar.com

www.pccenter-chicago.com
www.pcheiden.com .
www.penederm.com
www.pentaxtech.com
WWW.percomser.com
WWW.perryracing.com
www.perryville.com
www.pharmanex.com
www.photo-1.com
www.photodistrict.com
www.photographywest.com
www.piggyland.com
www.pinnaclesys.com
www.pioneeringthewest.com
www.pipetrakker.com
www.planthouse.com
www.platinumaudio.com
www.point5k.com
WWW.pomonagm.com
www.portersofracine.com
www.portjeffcc.com
www.ppandco.com

www .premierbanks.com
www.premiergolf.com
www.prestone.com
www.printjobs.com
WWW.printworx.com
www.pro-counseling.com
WWW.pro-optics.com
WWW.pspromotions.com
www.ptechbr.com
www.ptownres.com
WWW.pura.com
www.qaudio.com
www.r-pal.com
www.racecals.com
www.realestate-fla.com
www.reallyquick.com
www.red-creek.com
www.redding-bookstore.com
www.redhousebooks.com

www.rehobothoutletcenter.com

WWW.I‘CIO-CXpCl’(.COlTl



WWW.remax-premiere.com
www.replica3d.com
www.rescenter.com
www.researchbooks.com
www.rgvharley.com
www.ricohdms.com
www.riconnect.com
www.riverfrontrealty.com
www.rjwalsh.com
www.rkchevy.com
www.rockdreams.com
www.rodgerschevrolet.com
www.romefinance.com
www.rosenfeld.com
www.rpcworks.com
www.rpinet.com
wWwWw.rtrp.com
www.sancarloshotel.com
www.sb-property.com
www.scosche.com
www.sealpress.com
www.securitydoors.com
www.selncc.com
www.sentryinc.com
WwWw.serviceexpressinc.com
www.shallowshaft.com
www.shambhala.com
www.shaw-powerhouse.com
www.shawsantiques.com
www.sherco-auto.com
www.shiki-japan.com
www.shoptilludrop.com
www.silverforest.com
www.siouxhoneyassn.com
www.sjarch.com
www.sjlegal.com
www.skeptic.com
www.ski-travel.com
www.skinnews.com
www.slate.com
www.slimline.com
www.smtk.com
www.snowsquall.com

www.socalnewhomes.com
www._softbytelabs.com
www.softekpc.com
www.softstore.com
www.sparrowhawk.com
www.special-kids.com
www.sports-plus.com
www.sportscards-swfl.com
www.spurwinksigns.com
www.startrek96.com
www.startrekcomics.com
www.statetheater.com
www.stautzen.com
www.stlcu.com
www.stock-tracker.com
www.storm-larsen.com
www.stutter.com
www.suburbanav.com

www.suburbanboatworks.com

www.sumind.com
www.sun-publishing.com
www.sunbeltauto.com
www.suncatcher.com
www.sunharbor.com
www.sunheating.com
www.sunriver-resort.com
www.sunvillage.com
www . surefoot.com

www surfnetinc.com
www.sutherlands.com
www.sylmar.com
www.tandg.com
www.tdscpa.com
www.ten-four.com
WWW.texas-services.com
www.tgvacations.com
www.the-perfect-gift.com
www.theadvocate.com
www.thecrystal.com
www .thelakeshore.com

www.thermalvinylwindows.com

www.thewingman.com
www thorpreed.com



www.tigerdirect.com
www.timberpeg.com
www.tmrmce.com
www.tnnoutdoors.com
www.toms-of-maine.com
www.tonytiger.com
www.tortillaflats.com
www.totalwell.com
www.townsendgallery.com
WWwWw.toyotaiowacity.com
www.tradeway.com
www.travelbelize.com
www.travelbookstore.com
www.travelearn.com
www.travelersjournal.com
www.triprod.com
www.tryloncorp.com
www.tsumedia.com
www.tvheaven.com
www.twinetworks.com
www.twinrocks.com
www.twistergymnastics.com
www.txlaw.com
www.tynetinc.com
www.ultimatesolutions.com
www.ultra-clean.com
www.uncpu.com
www.uniformguide.com
www.unwiredcom.com
www.urbanco.com
www.urbanhabitats.com
www.urbanretreat.com
www.urprofit.com
www.us96radio.com
www.ussb.com
www.uvas.com
wWww.vegasproperty.com
WWW.vegassweeps.com

www.vgmarketplace.com
www.villamontalvo.com

‘www.visalia-realestate.com

www.wacorealestate.com
www.walterdyer.com
WWW.wangrow.com
www.warbreeds.com
www.warnertv.com

‘www.warwickrealty.com

www.waterhouse.com

www . watthaidc.com
www.wbap.com
WWww.weaverauto.com
www.web-coupon.com
www.webberrealty.com
www.webpagel.com
www.weldweb.com
www.westboromotors.com
www.westchester-group.com
www.wetware.com
www.wfmt.com
www.whatyouneed.com
www.wiaa.com
www.wideninghorizons.com
WWW.Wjz.com
www.wkpttv.com
www.wlkf.com
www.wmyl.com
www.wnywaiter.com
www.worldofwonders.com
www.worldwidegames.com
www.xworld.com
www.xxvphotographers.com
www.yankeecandle.com
www.yankeesite.com
www.yatesfurniture.com
www.ymcarockies.com
www.zonetv.com



ID NUMBER: | ID LETTER: A

GENERAL WEB SITE SURVEY FORM

[COMPREHENSIVE SAMPLE]

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

b e
Instruction: Is the site likely to be of interest to consumers?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to Part II.

If NO, STOP HERE. RECORD “NON?” to left of
ID Number.
Then GO to your next assigned URL.

L



Circle 0 for NO and 1 for YES for each question below.

PART I; i
Types of Information Collected

Instruction: This Part requires you to look for the kinds of personal information that the
site asks for in order forms, survey forms, registration pages, chat rooms,
contests, electronic postcards or anywhere else on the site.

QI:  Does the site collect any personal information? NO YES

53 621
If NO, GO to Q18.
If YES, which of the following does the site collect? Circle all that you find.

NO YES NO YES
Name (2).ccccvvvveeercieeeeen 196 425 Gender (10)................ 589 32
E-mail address (3).................. 14 607 Education (11)............ 606 15
Postal Address (4).................. 261 360 Occupation (12).......... 581 40
Telephone Number (5)............ 287 334 Income (13)................ 593 28
Fax Number (6)...................... 457 164 Hobbies (14)............... 620 1
Credit Card Number (7)......... 504 117 Interests (15)............... 607 14
Social Security Number (8).... 603 18 Type of Hardware/
Age/ Date of Birth (9)............ 573 48 Software Using (16).... 598 23
Other (17)......c.ccoo...... 384 237
specify
PART II1 Privacy Policy Notice
NO YES
Q18: Isa Privacy Policy Notice posted on this site? 663 11

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes”). RECORD the URL(s) that identifies the
screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV,

Q19: Is the Privacy Policy Notice easy to find? 3 8
Q20: Does the Privacy Policy Notice appear on the
site’s home page? 11 0
(If YES, GO to Q22. IfNO, GO to Q21.)
Q21: Is there a link to the Privacy Policy Notice on the site’s home page? 4 7

Q22:  Is there a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? S 6

2-



NO YES
PART IV Information Practice Statements

Q23: Is one or more Information Practice Statement(s) posted on this site? - 585 89
L
Instruction:
If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Then GO to Q24.
If you cannot print the Information Practice Statement, COPY it in its entirety

in Part VI (“Notes”). RECORD the URL(s) that identifies the screen(s) on which it
appears. Then GO to Q24.

If the answer to Q23 is NO and the answer to Q18 is YES, GO to Part V.
If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS?” to the left of the

ID Number. Immediately RETURN this Survey Form to a proctor.
Then Go to your next assigned URL.

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 85 4
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 15 74

PART V  Content of Disclosures

L
Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

If the answer to Q1 is YES, then Go to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice
Statement(s) you have found.

| i
7

Uses of Information

Q26: Does the site say that NONE of the personal information
collected will be disclosed to other entities? 63 31
(If YES, GO to Q29. IfNO, GO to Q27))

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 29 34
(If YES, GO Q28. IfNO, GO to Q29.)

Q28:  Does the site identify the type(s) or name(s) of entities to whom
the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 17 17

-3-



NO YES
Choice
Q29:  Does the site say that it gives consumers choices
about how the personal information collected will be used? 63 31

Access and Security
Q30:  Does the site say that it allows consumers to review
the personal information that the site has collected? 86 8

Q31:  Does the site say that it allows consumers to correct
inaccuracies about the personal information that the site
has collected? 86 8

Q32: Does the site say that it takes steps to provide security

for the personal information after the site has received it?
(i.e., not during transmission, but after collection) 80 14

PART VI NOTES



HEALTH SAMPLE SITE LIST & SURVEY FORM

ubtl.com
www.987smile.com
www.absorbine.com
www.acidrelief.com
www.aidstest.com
www.allergy-cold.com
www.allergycare.com
www.allergyresearch.com
www.ambush-fan.com
www.anesth.com
WWWw.aoms.com
www.amoldeye.com
www.artmanhome.com
www.baysideobgyn.com
www.biocybernaut.com
www.bodysystem.com
www.burreschiropractic.com
www.cancersolutions.com
WWW.capmc.com
www.cardiology-wmich.com
www.carolinashospital.com
www.casafiesta.com
www.ccent.com
www.ccgh.com
www.cchospital.com
www.cdlp.com
www.cellulitecenter.com
www.centerbrain.com
www.cerec-dallas.com
WWW.cgvme.com

www .chartergreensboro.com
www.chcnetwork.com
www.childrenshospital.com
www.clearcarc.com
www.click-clec.com
www.cmclungctr.com
WWWw.coin-neuro.com
www.columbia-stmarys.com
www.columbiaok.com
www.contemporaryobgyn.com
www.cstick.com

www.deaconess-hospital.com
www.detar.com
www.dr-souser.com
www.drgallo.com
www.drsmesh.com
www.drsvisionctr.com
www.elanps.com

www electric-med.com
www.facial-plastics-miami.com
www firstatnursingservices.com
www.footspecialist.com
www.for-men.com
www.galichia.com
www.gcrehab.com
www.geltec.com
www.givf.com
www.glassmanmd.com
www.gluckms.com
www.gnld.com
www.heartcenter.com
www.hechler.com
www.homehealthcare.com
www.hyperhidrosis.com
www.hypnovision.com
www.igenex.com
www.inovnatprod.com
WWW.jamesrippe.com
www.johnkenyon.com

www karrington.com

www kessler-rehab.com
www killiandental.com
www.lcca.com

www lexingtonhealth.com
www_ livingstonmedcentr.com
www.mckenziemethod.com
www.medrehab.com
www.mellody.com
www.mental-health.com
www.methhosp.com
www.milfordeye.com
www.modeye.com



www.monmouthmedical.com
www.morehair.com
www.mri-atl.com
www.msit.com
www.mtsterling-ky.com
www.netdentist.com
www.nice-teeth.com
WWW.nmmc.com
www.nshsleep.com
WWWw.nypsa.com
WWwWw.oats-sports.com
www.oralimplants.com
www.orthoaoc.com
www.painmd.com
www.paperchase.com
www.penobgyn.com
www.plassurg.com
www.pnuaids.com
www.poplarsurgery.com
www.psychiatry.com
www.rchcommunity.com
WWW.ICImg.com
www.reproductivescience.com
www retinopathy.com
www riceclinic.com
www.rireds.com
www.rockcreek-hosp.com
www.sciatica.com

www.seattle-implants.com
WWWw.semc.com

~www.shuteye.com

www.sinusnasalcenter.com
www.sitrin.com
www.sleh.com
www.southwood-care.com
www.stfran.com
www.summitmed.com
wWwWw.supg.com
www.tendercorp.com
www.thinline.com
www.tickedoff.com
www.tmspt.com
www.twhh.com
www.twtalley.com
www.uaslabs.com
www.universal-zone.com
WWW.USCIyo.com
www.vhcn.com
WWWw.visionassoc.com
www.weightmanagement.com
WWW.Wemac.com
www.westwoodcardio.com
www.wkhs.com
www.womanschoice.com
WWW.wrapc.com



ID NUMBER: | ID LETTER: B

GENERAL WEB SITE SURVEY FORM

[HEALTH SAMPLE)

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

e |
Instruction: Is the site likely to be of interest to consumers?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to Part II.

If NO, STOP HERE. RECORD “NON?” to left of
ID Number.
Then GO to your next assigned URL.



Circle 0 for NO and 1 for YES for each question below.

PART I

Types 0} Information Collected

Instruction: This Part requires you to look for the kinds of personal information that the
site asks for in order forms, survey fc:ms, registration pages, chat rooms,
contests, electronic postcards or anywhere else on the site.

QI:  Does the site collect any personal information?

If NO, GO to Q18.

If YES, which of the following does the site collect? Circle all that you find.

Name (2)..ccocvvriireeeeeenn,
E-mail address (3)..................
Postal Address (4)..................
Telephone Number (5)............
Fax Number (6)......................

Credit Card Number (7)

Social Security Number (8)....
Age/ Date of Birth (9)............

PART III Privacy Policy Notice

YES

70
120
61
56
16
10
3
14

Q18: Isa Privacy Policy Notice posted on this site?

NO YES
17 120

NO
Gender (10)................ 111
Education (11)............ 118
Occupation (12).......... 116
Income (13)................ 120
Hobbies (14)............... 119
Interests (15)............... 116

Type of Hardware/
Software Using (16).... 117
Other (17).....ocenenee. 78

specify

5

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes”). RECORD the URL(s) that identifies the

screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV.

Q19:  Is the Privacy Policy Notice easy to find? 0
Q20:  Does the Privacy Policy Notice appear on the
site’s home page? 2
(If YES, GO to Q22. IfNO, GO to Q21.)
Q21:  Isthere a link to the Privacy Policy Notice on the site’s home page? 1
Q22:  Is there a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? 0

2-



NO YES
PART IV Information Practice Statements

Q23: Is one or more Information Practice Statement(s) posted on this site? _ 118 19
L.
Instruction: _
If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Then GO to Q24.
If you cannot print the Information Practice Statement, COPY it in its entirety

in Part VI (“Notes”). RECORD the URL(s) that identifies the screen(s) on which it
appears. Then GO to Q24.

If the answer to Q23 is NO and the answer to Q18 is YES, GO to Part V.
If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS?” to the left of the

ID Number. Immediately RETURN this Survey Form to a proctor.
Then Go to your next assigned URL.

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 17 2
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 6 13

PART V  Content of Disclosures

Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

If the answer to Q1 is YES, then Go to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice
Statement(s) you have found.

|
E

Uses of Information

Q26:  Does the site say that NONE of the personal information
collected will be disclosed to other entities? 13 6
(If YES, GO to Q29. IfNO, GO to Q27.)

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 8 5
(If YES, GO Q28. If NO, GO to Q29.)

Q28:  Does the site identify the type(s) or name(s) of entities to whom
the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 4 1

3-



Choice
Q29:  Does the site say that it gives consumers choices
about how the personal information collected will be used?

Access and Security
Q30: Does the site say that it allows consumers to review
the personal information that the site has collected?

Q31:  Does the site say that it allows consumers to correct
inaccuracies about the personal information that the site
has collected?

Q32:  Does the site say that it takes steps to provide security

for the personal information after the site has received it?
(i.e., not during transmission, but after collection)

PART VI NOTES

13

19

19

19

E



RETAIL SAMPLE SITE LIST & SURVEY FORM

www. 1forthearts.com
www.72marketst.com
www.aaasunglass.com
www.abyssbooks.com
www.adfarrow.com
WWW.aeon.com
www.akronmusic.com
www.ambercoffee.com
www.anglersmarine.com
www.associatedradio.com
www.audiooptions.com
www.audiounlimited.com
www.bartels-hd.com

www.baskinrobbinsicecream.com

www_bass-station.com
www.bethsfarmkitchen.com
www.bibliofind.com
www.bigbrand.com
www.bookman.com
www.brashop.com

www .broadwaycafe.com
www.broncobelle.com
www .bronzeart.com
www.brunoscipioni.com
wWWww.caccess.com
www.cafedumonde.com
www.camerashopinc.com
www.campbelldrugstore.com
WWW.capetowncorp.com
www.capitaltoyota.com
www.car-quote.com
www.cartron.com
www.cdnow.com
www.cherrys.com
www.chess-shop.com
www.chutneys.com
www.clair.com
www.cleveland-trucks.com
www.clubmaker.com
www.comedycellar.com
WWWw.comp-u-tec.com

www.compoundman.com
www.compustuff-inc.com
www.computersfree.com
www.computertown.com
WWW.CONncessions.com
www.country2000.com
www.crafters-showcase.com
www.creaturesneeds.com
www.cutcat.com
www.cyberrodeo.com
www.davannis.com
www.davecroft.com
www.delon.com
www.discover-texas.com
www.diversdiscount.com
www.ebom.com
www.ecitydepot.com
www.emrickchevy.com
WWwWw.espressovivace.com
www.everettchevy.com
www.famous-smoke.com
www.fowlertoyota.com
www.foxsgem.com
www.foxsjewelers.com

www.fredmartinsuperstore.com

www.frontierhonda.com
www.ftmyerstoyota.com
www.furntogo.com
www.fxsystems.com
WwWww.gamemasters.com
www.girlscafe.com
www.gomobile.com
www.green4jeans.com
www.gregellious.com
www.gundepot.com
www.haddadauto.com
www.historyactive.com
www.homebase.com
www.hspan.com
www.hsyacht.com
wWWww _jetstreamcat.com



www jhhomebrew.com
www.kccustom.com
www.kitchendesign.com
www.laptopdepot.com
www.lasvegasinformation.com
www.levinehat.com

www lorick.com
www.lupos.com
www.macgalaxy.com
WWwWw.marysmusic.com
WWW.MiCroserv.com
www.moorecadillac.com
www.morrowshallmark.com
www.mplanet.com
www.musicbx.com
www.mvpathletics.com
www.napatraditions.com
www.natures-remedy.com
www.necparts.com
www.newsalemsaab.com
www.nfm.com
www.nobrainerblinds.com
WWW.NONonsense.com
www.northlandcars.com
www.northsidewine.com
www.ocbtp.com
www.oldcolonydodge.com
www.onthelightside.com
www.pdirealty.com
www.pharmacy-rx.com

www.philaprintshop.com
www pilates-studio.com
WWW.pimages.com
www.powersportsknox.com
www.prairieangels.com
www.productsofmaine.com
www.qaudio.com

www redblack.com

‘www.ronsworld.com

www.rosenthalhonda.com
www.rvwarchouse.com
www.santacruzonline.com
www.sbhonda.com
www.squatters.com
www.ss-autocenter.com
www.ssenterprises.com
www.stoners.com
www.sundayfunnies.com
www.suziehotsauce.com
www.thegolfshoppe.com
www.thewineclub.com
www toyotaofmarshall.com
www.treadwellford.com
Www.uptownmotors.com
WWW.ussmag.com
www.vacationlakes.com
www.woodflooringwarehouse.com
www.woodysarchery.com
www.xamisflm.com
WWW.yourmovegames.com



ID NUMBER: | ID LETTER: C

GENERAL WEB SITE SURVEY FORM

[RETAIL SAMPLE]

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

L - ___________________________]
Instruction: Is the site likely to be of interest to consumers?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to - Part II.

If NO, STOP HERE. RECORD “NON?” to left of
ID Number.
Then GO to your next assigned URL.



Circle 0 for NO and 1 for YES for each question below.

PART I} )
Types of Information Collected

Instruction: This Part requires you to look for the kinds of personal information that the
site asks for in order forms, survey forms, registration pages, chat rooms,
contests, electronic postcards or anywhere else on the site.

Q1:  Does the site collect any personal information? NO YES
19 123

If NO, GO to Q18.
If YES, which of the following does the site collect? Circle all that you find.

NO YES NO YES
Name 2)...cccoevvevienieiecrenen, 28 95 Gender (10)................ 120 3
E-mail address (3).................. 0 123 Education (11)............ 118 5
Postal Address (4).................. 37 8¢ Occupation (12).......... 117 6
Telephone Number (5)............ 4] 82 Income (13).....cc........ 119 4
Fax Number (6)...................... 85 38 Hobbies (14)............... 123 0
Credit Card Number (7)......... 85 38 Interests (15)............... 117 6
Social Security Number (8).... 116 7 Type of Hardware/
Age/ Date of Birth (9)............ 114 9 Software Using (16).... 120 3
Other (17).eceveveeeenne. 69 54
specify
PART III Privacy Policy Notice
NO YES
Q18: Is a Privacy Policy Notice posted on this site? 140 2

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes””). RECORD the URL(s) that identifies the
screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV,

Q19: Isthe Privacy Policy Notice easy to find? 0 2
Q20: Does the Privacy Policy Notice appear on the
site’s home page? _ 2 , 0
(If YES, GO to Q22. If NO, GO t0 Q21.)
Q21:  Is there a link to the Privacy Policy Notice on the site’s home page? 2 0

Q22: Isthere a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? 0 2

2.



NO YES
PART IV Information Practice Statements

Q23:  Is one or more Information Practice Statement(s) posted on this site? - 126 16

‘
Instruction:
If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Then GO to Q24.
If you cannot print the Information Practice Statement, COPY it in its entirety
in Part VI (“Notes”). RECORD the URL(s) that identifies the screen(s) on which it
appears. Then GO to Q24.

If the answer to Q23 is NO and the answer to Q18 is YES, GO to Part V.

If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS” to the left of the
ID Number. Immediately RETURN this Survey Form to a proctor.
Then Go to your next assigned URL.

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 14 2
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 1 15

PART V  Content of Disclosures

Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

If the answer to Q1 is YES, then Go to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice
Statement(s) you have found.

Uses of Information

Q26:  Does the site say that NONE of the personal information
collected will be disclosed to other entities? 14 4
(If YES, GO to Q29. If NO, GO to Q27.)

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 8 6
(If YES, GO Q28. IfNO, GO to Q29.)

Q28:  Does the site identify the type(s) or name(s) of entities to whom
the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 0 6

3-



Choice
Q29: Does the site say that it gives consumers choices
about how the personal information collected will be used?

Access and Security
Q30: Does the site say that it allows consumers to review
the personal information that the site has collected?

Q31: Does the site say that it allows consumers to correct
inaccuracies about the personal information that the site
“has collected?

Q32:  Does the site say that it takes steps to provide security

for the personal information after the site has received it?
(i.e., not during transmission, but after collection)

PART VI NOTES

12

15

15

17



FINANCIAL SAMPLE SITE LIST & SURVEY FORM

swst.com
www.222film.com
www.abfinancial.com
www.abnequity.com
www.advisoryresearch.com
www.aegonrealty.com
www.afcmortgage.com
www.agmec.com
www.aicinvestmentadvisors.com
www.aimfunds.com
www.autoleje.com
www.bancstockexchange.com
www.banknewport.com
www.barclaymortgage.com
www.bedco.com
www.bfcu.com
www.billeje.com
www.cabarrusbank.com
www.calwst.com
www.carldomino.com
www.carolinafirst.com
www.carr-commodities.com
www.centralandsouthern.com
www.cfbdecorah.com
www.cfpprint.com
www.cfprint.com
www.chartermortgage.com
www.chateau-mortgage.com
www.chicagostockex.com
www.choiceone.com
www.citizensnb.com
www.citylst.com
www.cliffman.com
www.collectorsden.com
www.comtrst.com
www.conleysmith.com
www.cordelebank.com
WWW.cornasec.com
www.countryclutter.com
www.countrywide.com
www.crownloans.com

WWWw.custom-mortgage.com
www.ddcmtufinancial.com
www.discountbroker.com
www.e-mortgagel.com
www.easternbank.com
www.easywayhome.com
www.evander.com

WWwWw evergreeninsurance.com
www.fandmbank.com
www.farwestmortgage.com
www.federalfunding.com
www.firstequityfunding.com
www.firsthawaiianbank.com
www. firstindiana com
www.firstindustrial.com
www. fissell-laidlaw.com
www.fla-mortgage.com
www.fmb.com
www.franklinsavings.com
www.freefutures.com
www.frontiercap.com
www.gdvs.com
www.gjhb.com
www.gulfinancial.com
wWww.gvrc.com
www.hbss.com
www.hcfcu.com
www.inlandmortgage.com
www.investguide.com
www.kbro.com

www kennebunksavings.com
www.law-enforcement.com
www.leooppenheim.com
www.ls-bank.com
www.medfordbank.com
www.merchantsandfarmers.com
www.midlandfederal.com
www.midsouthbank.com
www.milfordbank.com
WWWw.mitusmortgage.com
www.money95.com



www.montgomery.com
www.mortgagediscounters.com
www.mortgagemartmbb.com
www.mtgplus.com '
WWWw.mugar.com
www.natpennbank.com
www.nbbank.com
www.nekbank.com
www.netloans.com
www.ntrs.com
www.ofcu.com
www.omnibank.com
www.omnifidelity.com
WWwWw.pacemortgage.com
www.pacthrift.com
www.parkvale.com
www.pfcu.com
www.pinnbanc.com
www.pnbwt.com
www.priority-mort.com
www.referralrealty.com
www.remaxrealty.com

www.rentacar.com
www.rockwoodfund.com
WWW.rogerscasey.com
WWW.Irvim.com
www.simpsonmortgage.com
www.sitinvest.com
www.sivb.com
www.southdale.com

- WWW.SSSC.com

www.sunlife-usa.com
www.symfin.com
www.the-church.com

www .thefsb.com
www.thewellingtoncompanies.com
www.tucsonfcu.com
www.ulg.com
www.vigilasset.com
www.wconnect.com
www.wellsfederalbank.com
www.wstreet.com
www.yourcreditunion.com



ID NUMBER: ID LETTER: D

GENERAL WEB SITE SURVEY FORM

[FINANCIAL SAMPLE]

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

—
Instruction: Is the site likely to be of interest to consumers?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to Part II.

If NO, STOP HERE. RECORD “NON? to left of
ID Number.
Then GO to your next assigned URL.

e



Circle 0 for NO and 1 for YES for each question below.

%ART I} )
ypes of Information Collected

Instruction: This Part requires you to look for the kinds of personal information that the
site asks for in order forms, survey forms, registration pages, chat rooms,
contests, electronic postcards or anywhere else on the site.

QI:  Does the site collect any personal information? NO YES

4 121
If NO, GO to Q18.
If YES, which of the following does the site collect? Circle all that you find.

NO YES NO YES
Name (2)...cccceivevireeeriieienn, 33 88 Gender (10)................ 116 5
E-mail address (3).................. 9 112 Education (11)............ 114 7
Postal Address (4).................. 42 79 Occupation (12).......... 95 26
Telephone Number (5)............ 50 71 Income (13)................ 97 24
Fax Number (6)...................... 88 33 Hobbies (14)............... 120 1
Credit Card Number (7)......... 113 8 Interests (15)............... 120 ]
Social Security Number (8).... 97 24 Type of Hardware/
Age/ Date of Birth (9)............ 100 21 Software Using (16).... 119 2
Other (17)..ccccevvenenen. 58 63
specify
PART III Privacy Policy Notice
NO YES
Q18: s a Privacy Policy Notice posted on this site? 123 2

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes”). RECORD the URL(s) that identifies the
screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV.

Q19:  Is the Privacy Policy Notice easy to find? 0 2
Q20:  Does the Privacy Policy Notice appear on the
site’s home page? 2 0
(If YES, GO to Q22. If NO, GO to Q21.)

Q21: Is there a link to the Privacy Policy Notice on the site’s home page? 1 1

Q22: s there a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? 1 1

2-



NO YES
PART IV Information Practice Statements

Q23: Is one or more Information Practice Statement(s) posted on this site? = 107 18

—
Instruction:
If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Then GO to Q24.
If you cannot print the Information Practice Statement, COPY it in its entirety
in Part VI (“Notes”). RECORD the URL(s) that identifies the screen(s) on which it
appears. Then GO to Q24.

If the answer to Q23 is NO and the answer to Q18 is YES, GO to Part V.

If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS?” to the left of the
ID Number. Immediately RETURN this Survey Form to a proctor.
Then Go to your next assigned URL.
L ]

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 18 0
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 2 16

PART V  Content of Disclosures

L
Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

If the answer to Q1 is YES, then Go to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice
Statement(s) you have found.

L ]
NO YES

Uses of Information

Q26: Does the site say that NONE of the personal information
collected will be disclosed to other entities? 16 4
(If YES, GO to Q29. IfNO, GO to Q27.)

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 8 8
(If YES, GO Q28. IfNO, GO to Q29.)

Q28:  Does the site identify the type(s) or name(s) of entities to whom

the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 4 4

3-



Choice
Q29:  Does the site say that it gives consumers choices
about how the personal information collected will be used?

Access and Security
Q30:  Does the site say that it allows consumers to review
the personal information that the site has collected?

Q31:  Does the site say that it allows consumers to correct
inaccuracies about the personal information that the site
has collected?

Q32:  Does the site say that it takes steps to provide security

for the personal information after the site has received it?
(i.e., not during transmission, but after collection)

PART VI NOTES

20

20

19



MOST POPULAR SAMPLE SITE LIST & SURVEY FORM

www.100hot.com
www.abcnews.com
www.adobe.com
www.altavista.digital.com
WWW.amazon.com
www.angelfire.com
www.aol.com
www.apple.com
www.audionet.com
www.barnesandnoble.com
www.beseen.com
www.best.com
www.bianca.com
www.bloomberg.com
www.bluemountain.com
www.bonzi.com
www.cdnow.com
www.classifieds2000.com
www.cmpnet.com
www.cnet.com
wWWwWw.cnn.com
www.cnnsi.com
www.columbiahouse.com
WWW.COmpuUSserve.com
www.creaf.com
www.dejanews.com
www.disney.com
www.djmarkets.com
www.download.com
www.ebay.com
www.eonline.com

www .erols.com
www.espn.com
www.excite.com
www.fortunecity.com
www.fourll.com
www.freestats.com
www.freeyellow.com
WWW.gamespot.com
www.geocities.com

www . hallmarkconnections.com

www.hotbot.com
www.hotfiles.com
www.hotmail.com
www.hotwired.com
www.hp.com
www.ibm.com
www.icq.com
www.imagine-inc.com
www.imaginegames.com
www.infobeat.com
www.infoseek.com
www.infospace.com
www.intel.com
www.intellicast.com
www.intuit.com

www korealink.com
www.looksmart.com
www.lycos.com
www.macromedia.com
www.mapquest.com
WWwWw.merc.com
www.microsoft.com
www.mindspring.com
WWwWw.miningco.com
www.msnbc.com
www.mtv.com
www.musicblvd.com
WWwWw.nascar.com
www.netcom.com
www.netscape.com
www.newsworks.com
www.nytimes.com
www.paralogic.com
www.pathfinder.com
www.pcworld.com
www.planetdirect.com
www .pointcast.com
Www.primenet.com
www.prodigy.com
www.quicken.com
www.real.com



www.search.com
WWW.serve.com

www .shareware.com
www.simplenet.com
www.sony.com
www.sportsline.com
www.sportszone.com
WWW.Sprynet.com
www.stattrax.com
www.switchboard.com
www talkcity.com
www.teleport.com
www.the-park.com

www.titanicmovie.com

www.tm.com

www.travelocity.com
www.tripod.com
wWWwWw.tucows.com
www.tvguide.com
www.ty.com
www.ual.com
www.usatoday.com

www.washingtonpost.com

www.weather.com
www.webcrawler.com
www.whowhere.com
www.winfiles.com
WWW.X00m.com
www.yahoo.com
www.zdnet.com



ID NUMBER: | ID LETTER: F

GENERAL WEB SITE SURVEY FORM

[MOST POPULAR SAMPLE]

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

L]
Instruction: Is the site likely to be of interest to consumers?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to Part II.

If NO, STOP HERE. RECORD “NON? to left of
ID Number.
Then GO to your next assigned URL.



Circle 0 for NO and 1 for YES for each question below.

PART I} )
Types ot Information Collected

Instruction: This Part requires you to look for the kinds of personal information that the
site asks for in order forms, survey forms, registration pages, chat rooms,
contests, electronic postcards or anywhere else on the site.

QI:  Does the site collect any personal information? NO YES

3 109
If NO, GO to Q18.
If YES, which of the following does the site collect? Circle all that you find.

NO YES NO YES
Name (2)..cocvvvvveeeceeieenenn, 8§ 101 Gender (10)................ 72 37
E-mail address (3).................. 3 106 Education (11)............ 97 12
Postal Address (4).................. 21 88 Occupation (12).......... 85 24
Telephone Number (5)............ 42 67 Income (13)................ 97 12
Fax Number (6)...................... 81 28 Hobbies (14)............... 102 7
Credit Card Number (7)......... 62 47 Interests (15)............... 90 19
Social Security Number (8).... 106 3 Type of Hardware/
Age/ Date of Birth (9)............ 69 40 Software Using (16).... 88 2]
Other (17)..ccceveveeee. 53 56
specify
PART III Privacy Policy Notice
NO YES
Q18:  Isa Privacy Policy Notice posted on this site? 64 48

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes”). RECORD the URL(s) that identifies the
screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV,

Q19:  Is the Privacy Policy Notice easy to find? 11 37
Q20:  Does the Privacy Policy Notice appear on the
site’s home page? 48 0
(If YES, GO to Q22. IfNO, GO to Q21.)
Q21: s there a link to the Privacy Policy Notice on the site’s home page? 13 35

Q22: s there a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? 23 25

2-



NO YES
PART IV Information Practice Statements

Q23:  Is one or more Information Practice Statement(s) posted on this site? - 46 66

—
Instruction:
If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Then GO to Q24.
If you cannot print the Information Practice Statement, COPY it in its entirety
in Part VI (“Notes”). RECORD the URL(s) that identifies the screen(s) on which it
appears. Then GO to Q24.

If the answer to Q23 is NO and the answer to Q18is YES, GO to Part V.
If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS” to the left of the

ID Number. Immediately RETURN this Survey Form to a proctor.
Then Go to your next assigned URL.

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 66 0
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 15 51

PART V  Content of Disclosures

Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

If the answer to Q1 is YES, then Go to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice
Statement(s) you have found.

Uses of Information

Q26:  Does the site say that NONE of the personal information
collected will be disclosed to other entities? 69 11
(IfYES, GO to Q29. If NO, GO t0 Q27.)

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 6 63
(I YES, GO Q28. IfNO, GO to Q29.)

Q28:  Does the site identify the type(s) or name(s) of entities to whom
the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 35 28

-3-



Choice
Q29:  Does the site say that it gives consumers choices
about how the personal information collected will be used?

Access and Security
Q30: Does the site say that it allows consumers to review
the personal information that the site has collected?

Q31: Does the site say that it allows consumers to correct
inaccuracies about the personal information that the site
has collected?

Q32:  Does the site say that it takes steps to provide security

for the personal information after the site has received it?
(i.e., not during transmission, but after collection)

PART VI NOTES

25

52

51

67

29



CHILDREN’S SAMPLE SITE LIST & SURVEY FORM

cnbcesst.mci.com
cyber.kdz.com
energizer.com
family.starwave.com
gamespot.com
happypuppy.com
horsefun.com
journals1.riven.com
mentor.external.hp.com
roarmouse.com
soccerpatch.com
syndicate.com
tbssuperstation.com
thebradybunch.com
web.headbone.com
www.4adventure.com
www.4kidz.com
www.acekids.com
www.activision.com
www.adventure.com
www.adventureonline.com
www.africaonline.com
www.agirlsworld.com
www.alligatorfarm.com
www.americangirl.com
www.anya.com
www.apadventures.com
www.apexmall.com
www.applejacks.com
www.atlantabraves.com
www.azcentral.com
www.backstreetboys.com
www.batman-robin.com
www.beaniebabies.com
www.bennygoodsport.com
www.berenstainbears.com
www.bigtop.com
www.birminghamzoo.com
www.bonnebell.com
www.bonus.com
www.campbellsoup.com

www.candlelightstories.com
www.candystand.com
www.cbs.com

www celebritysightings.com
www.chemd4kids.com

‘www.codybj.com

www.colgate.com
WWW.comicspage.com
www.commtouch.com
www .contestclub.com
www.coolbee.com
www.coolcamps.com
www._creativekids.com
www.davisfarmland.com
www.dccomics.com
www.deere.com
www.disney.com
www.doleSaday.com
www .earthdog.com
www.eat.com
www.eb.com
www.edbydesign.com
www.eduplace.com
www.edven.com
www.eint.com
www.elijahwood.com
WWWw .encarta.msn.com
www.enchantedlearning.com
www.eskimopie.com
www.findwaldo.com
www.five-star.com
www.foxkids.com
www. fritolay.com
www.funster.com
www.galoob.com
www.garfield.com
www.ghostplanet.com
www.girltech.com
www.girlzone.com
www.golf.com
www.granthill.com



www.grolier.com
www.grossologygames.com
www.gtbicycles.com
www.hansonline.com
www_harriet.com
www.harvey.com
www.healthypet.com
www.highrocks.com
www.holoworld.com
www.hukilau.com
www.id4movie.com
www.inkspot.com
WWWw.jamz.com

www jason8.eds.com
wwWw.jayjay.com
www jlbmag.com
www.jumbo.com
www justdgirls.com
www .kcroyals.com
www kelloggs.com
www kidbiz.com
www kidland.com
www kidscom.com
www klutz.com
www.ks-connection.com
www larrysworld.com
www.lego.com

www littlefingers.com
www.longlakecamp.com
www.lost-world.com
www.lpga.com
www.macscouter.com

www.majorleaguebaseball.com

www.makvideo.com
www.matchboxtoys.com
www.mcdonalds.com
WWWw.mootown.com
WWW.music.sony.com
www.nabisco.com
www.nabiscokids.com
WWwWw.nature-npet.com
www.newsforkids.com
www.nickweb.com

www.ninjaturtles.com
www.nintendo.com.
‘www.nonstick.com
www.noodlehead.com
www.northpole.com
www.origin.ea.com
www.pack-o-fun.com
www.pathfinder.com

‘WWW.pause.com

www.period.com
www.pfmagic.com
www.pilkey.com
www.pirateball.com
www.planetxmagazine.com
www.planetzoom.com
www.playsite.com
www.playstation.com
www.ponyshow.com
www.popsicle.com
www.powerrangersturbo.com
www.puzzlemaker.com
www.quartermidgets.com
www.raiders.com
www.realkids.com
WwwWw.runoia.com
www.salsgiver.com
www.santaland.com
www.scholastic.com
www.scienceacademy.com
www.scifi.com
WWwWWw.sega.com
www.segasages.com
www.sfgiants.com
wwWw.snpp.com
www.soleil.com
www.sony.com
www.sonywonder.com
WWWw.spacecamp.com
www.spaceday.com
WWwWw.spacejam.com
WWW.spaceportusa.com
www.sparksmag.com
WWwWw.spe.sony.com



www.starnews.com
www.stlcardinals.com
WWwWw.stonesoup.com
www.storycraft.com
www.suntimes.com
www.supersurf.com
www.tbyte.com
www.teilhard.com
Www.terraquest.com
www.theatrix.com
www.themoffatts.com
www.tonys.com
www.toontalk.com
www.tossed-salad.com
Www.toymania.com
WWwWw.toysrus.com
www.troll.com
www.twinkies.com

www.underwaterworld.com

www.unitedmedia.com

www.videogamespot.com

wWwWw.vie.com

www.virginiahamilton.com
www.vocabulary.com
WWW.Vsv.com
www.warriorsofvirtue.com
www.wbanimation.com
www.webtimestories.com
www.wildamerica.com
WWW.Wizzywygs.com
www.world-of-nintendo.com
www.worldvillage.com
www.worldwidetreasurehunt.com
WWW.wowusa.com
www.wwinfo.com
www.wwwishbone.com
WWW.wyoming.com
www.yahooligans.com
www.yakscomner.com
www.yam.regulus.com
www.yankees.com
www.yellowstone-natl-park.com
wWww.younginvestor.com
www.youruleschool.com



ID NUMBER: IDLETTER: _E

CHILDREN’S WEB SITE SURVEY FORM

PART 1 Surfer Information / Site Identification

Surfer’s Name Date

Assigned URL

Name of Company

L |
Instruction: Is the site primarily directed to children?

If YES, GO to home page and PRINT home page.
ATTACH home page to this Survey Form.
Then GO to Part II.

If NO, STOP HERE. RECORD “NC” to left of
ID Number.
Then Go to your next assigned URL.



Circle 0 for NO and 1 for YES for each question below.

PART 11
Types of Information Collected from Children

Instruction: This Part requires you to look for the kinds of personal information that
the site asks for in order forms, survey forms, registration pages, chat
rooms, contests, electronic postcards or anywhere else on the site.

Ql: Does the site collect any personal information? NQ YES

19 193
If NO, GO to Q18.

If YES, which of the following does the site collect? Circle all that you find.

NO YES NO YES
Name (2)..ccovvicviiieceecieee, 35 158 Gender (10)................. 139 54
E-mail address (3)................... 6 187 Education (11)............. 179 14
Postal Address (4).................. 63 130 Occupation (12).......... 187 6
Telephone Number (5)............ 100 93 Income (13)................ 188 5
Fax Number (6)...................... 174 19 Hobbies (14)............... 177 16
Credit Card Number (7)......... 125 68 Interests (15)............... 158 35
Social Security Number (8).... 192 1 Type of Hardware/
Age/ Date of Birth (9)............ 99 94 Software Using (16).... 167 26
Other (17)..cccccvvveennn, 64 129
specify
PART III Privacy Policy Notice
NO YES
Q18: Isa Privacy Policy Notice posted on this site? 161 1

Instruction: If the answer to Q18 is YES, PRINT the Privacy Policy Notice and
ATTACH it to this Survey Form. Then GO to Q19. If you cannot print the
Notice, ASK a proctor for assistance. If the Notice cannot be printed, COPY it
in its entirety in Part VI (“Notes™). RECORD the URL(s) that identifies the
screen(s) on which the Privacy Policy Notice appears. Then GO to Q19.

If the answer to Q18 is NO, GO to Part IV.

Q19: Is the Privacy Policy Notice easy to find? 7 44

Q20:  Does the Privacy Policy Notice appear on the site’s home page? 51 0
(If YES, GO to Q22. If NO, Go to Q21.)

Q21:  Is there a link to the Privacy Policy Notice on the site’s home page? 7 44

Q22: Is there a link to the Privacy Policy Notice on at least
one Web page where personal information is collected? 20 31

2-



PART IV Information Practice Statements

NO YES
Q23: Is one or more Information Practice Statement(s) posted on this site? 115 97

L

Instruction: .

If the answer to Q23 is YES, PRINT EACH Information Practice Statement and ATTACH
to this Survey Form. Be sure to include all statements regarding parental issues such as
notice to parents and parental consent. Then GO to Q24.
If you cannot print an Information Practice Statement, COPY it in its entirety in Part VI
(“Notes”). RECORD the URL(s) that identifies the screen(s) on which it appears. Then GO
to Q24.

If the answer to Q23 is NO and the answer to Q18 is YES, GO to Part V.

If the answer to both Q18 and Q23 is NO, STOP and RECORD “WS?” to the left of the ID
Number. Immediately RETURN this Survey Form to a proctor.
Then GO to your next assigned URL.

NO YES
Q24:  Does any Information Practice Statement appear on the home page? 94 3
Q25:  Does any Information Practice Statement appear on
at least one Web page where personal information is collected? 19 78

PART V  Content of Disclosures

Instruction:  If the answer to Q1 is NO, STOP and GO to your next assigned URL.

I1f the answer to Q1 is YES, then GO to Q26. Answer the questions in Part V
based upon the content of the Privacy Policy Notice and/or Information Practice

Uses of Information

Q26: Does the site say that NONE of the personal information
collected will be disclosed to other entities? 76 39
(If YES, Go to Q29. IfNO, GO to Q27))

Q27:  Does the site say that AT LEAST SOME of the personal information
collected may/will be disclosed to other entities? 22 54
(If YES, GO to Q28. IfNO, GO to Q29.)

" Q28: Does the site identify the type(s) or name(s) of entities to whom
the personal information collected will be disclosed?
(advertisers, list brokers, ABC Corporation, etc.) 34 20



Choice _
Q29:  Does the site say that it gives consumers/parents choices
about how the personal information collected will be used?

Access and Security

Q30: Does the site say that it allows consumers/parents to review
personal information that the site has collected?

Q31: Does the site say that it allows consumers/parents to correct
inaccuracies about their personal information that the site
has collected?

Q32:  Does the site say that it takes steps to provide security
for the personal information after the site has received it?
(i.e., not during transmission, but after collection)

Parental Notification and Consent

Q33:  Does the site ask for the parents’ e-mail or postal mail address?

PART VI NOTES

69

106

103

106

98

46

17



ID NUMBER: __ IDLETTER: _E___

CHILDREN’S SUPPLEMENTAL SURVEY FORM

Surfer’s Name Date

Answer the questions in Part VII based upon the content
of the Privacy Policy Notice and/or Information Practice
Statement(s) found on the site.

Instruction: If the answer to Q1 is YES, GO to Part VII.

If the answer to Q1 is NO, STOP HERE.

PART VII PARENTAL INVOLVEMENT

NO YES

Q34: Does the site tell children to ask their parents

for permission before providing information to the site? 66 48
Q35: Does the site say it will notify parents

of the site’s information practices? 100 14
Q36: Does the site say that it requires parental consent

before it collects and/or uses a child’s personal

information? [opt-in] 112 3

Q37: Does the site say that the parent can request
that the site remove and/or not use any personal
information it has collected from the child?
|opt-out] 98 17



PART VIII Types of Information Collected from Children

Instruction: If the answer to Q7 is YES, GO to Q38

If the answer to Q7 is NO, STOP HERE.

Q38: Does the site collect any personal information on a payment form, i.e., a form that requires
payment such as a credit card, check or money order? NO YES
116 90
(If YES, GO to Q39. If NO, GO to Q56.)

Q39: Which of the following items does the site collect on a payment form? Circle YES or NO
for each item.

NO YES NO YES

Name (40)......cccorivereiereennnne 1 89 Gender (48)................ 82 8

E-mail address (41)................... 25 65 Education (49)............ 89 ]

Postal Address (42).....cccceuvueee 1 89 Occupation (50).......... 90 0

Telephone Number (43)............ 22 68 Income (51)....cccuenueneee. 90 0

Fax Number (44)........cceeuenen. 79 11 Hobbies (52)............... 88 2

Social Security Number (45).... 90 0 Interests (53)......ccccc.... 89 1

Age/ Date of Birth (46)............ 75 15 Type of Hardware/

Credit Card (47)....ccevvveereenen. 22 68 Software Using (54) 87 3
Other (55)..cccvcverinnne. 4] 49
specify

Q56: Does the site use locations and activities other than a payment form to collect any personal
information? NO YES
18 188

(If YES, GO to Q57. If NO, STOP HERE))

Q57: Which of the following items does the site collect at locations or activities other than a
payment form? Circle YES or NO for each item.

NO YES NO YES

Name (58).......ccoovvicvrevieeccennn. 49 139 Gender (66)................ 141 47
E-mail address (59)......ccccceeeee. 8 180 Education (67)............ 174 14
Postal Address (60).................. 96 92 Occupation (68).......... 182 6
Telephone Number (61)............ 142 46 Income (69)................. 183 5
Fax Number (62).......cccecceenuen. 177 11 Hobbies (70)............... 172 16
Social Security Number (63).... 187 1 Interests (71)............... 154 34
Age/ Date of Birth (64)............ 102 86 Type of Hardware/
Credit Card (65).......ccceeevevnenne 188 0 Software Using (72).... 163 25

' Other (73) .coceevveenene, 74 114

Specify




APPENDIX D: SUPPORTING DATA TABLES



TABLE 1

Company Size Distribution,

Samples A - D!
Sample Large Medium Small
Percent Number Percent Number Percent Number
Comprehensive (A) 20% 135/674 40% 268/674 37% 247/674
Health (B) 31% 42/137 35% 48/137 32% 44/137
Retail (C) 21% 30/142 37% 52/142 40% 57/142
Financial (D) 39% 49/125 41% 52/125 18% 23/125

! Based upon annual sales figures provided by Dunn & Bradstreet Corporation. Figures do not total
100% because approximately 3% of the sites in all the samples are not classified by size, due to

unavailability of sales figures.



TABLE 2

Web Sites with an Information Practice Disclosure,’
By Sample and Company Size

Sample Total Large Medium Small
Percent Number Percent Number Percent Number Percent Number

Comprehensive (A) 14% 94/674 27% 36/135 12% 33/268 10% 257247
(11.4%-16.8%)° (19.4%-35.0%) (8.6%-16.9%) (6.7%-14.6%)

Health (B) 14% 19/137 17% 7/42 17% 8/48 9% 4/44
(8.6%-20.8%) (7.0%-31.4%) (7.5%-30.2%) (2.5%-21.7%)

Retail (C) 13% 18/142 7% 2/30 17% 9/52 9% 5/57
(7.7%-19.3%) {0.8%-22.1%) (8.2%-30.3%) (2.9%-19.3%)

Financial (D) 16% 20/125 27% 13/49 10% 5/52 9% 2/23
(10.1%-23.6%) (14.9%-41.1%) (3.2%21.0%) (1.1%-28.0%)

Most Popular (F) 71% 79/111 — —_ — —_ — —_
(81.8%-78.4%)

Children (E) 54% | 115/212 — — — — — —
(47.3%-61.1%)

' An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined

as a discrete statement that describes a particular use or practice regarding consumers’ personal

information and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).

? Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.




TABLE 3

Web Sites Collecting Personal Information,'
By Sample and Company Size

Sample Total Large Medium Small
Percent Number Percent Number Percent Number Percent Number

Comprehensive (A) 92% | 621/674| 93% |125/135| 90% |241/268| 95% | 235/247
(89.8%-94.1%)" (86.8%-96.4%) (85.7%-93.3%) (91.7%-97.5%)

Health (B) 88% |120/137| 83% 35/42 92% 44/48 91% 40/44
(80.9%-92.6%) (68.6%-93.0%) (80.0%-97.7%) (78.3%-97.5%)

Retail (C) 87% |123/142| 90% 27/30 85% 44/52 88% 50/57
(79.8%-81.7%) (73.5%-97.9%) (71.9%-93.1%) (76.3%-94.9%)

Financial (D) 97% | 121/125| 100% | 49/49 94% 49/52 100% 23/23
(92.0%-99.1%) (92.7%-100%) (84.1%-98.8%) (85.2%-100%)

Most Popular (F) 97% |108/111 —_ —_ —_ —_ —_ —
(62.3%-99.4%)

Children (E)? 89% | 188/212 — —_ — — — —
(83.6%-92.6%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

> For the Children’s Sample only, the data reflect personal information collected from children.




TABLE 4

Of those Web Sites that Collect Personal Information,’
Percent that Collect Personal Identifying Information,’ By Sample

Sample Collect Personal Identifying Information
Percent Number

Comprehensive (A) 100% 620/621
(99.1%-100%)°

Health (B) 100% 120/120
(97.0%-100%)

Retail (o)) 100% 123/123
{87.0%-100%}

Financial (D) 99% 120/121
(95.5%-100%)

Most Popular (F) 100% 108/108
(96.8%-100%)

Children (E)* 99% 186/188
(96.2%-99.9%})

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? “Personal Identifying Information” is defined as information that can be used to identify consumers and
includes name, postal address, e-mail address, telephone number, fax number, credit card number, and
Social Security number.

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

* For the Children’s Sample only, the data reflect personal information collected from children.



TABLE 5

Percent of Web Sites Collecting Various Types of Personal Information,' By Sample
(Expressed as Percent of Web Sites Collecting Any Personal Information)

Sample ! p
P - _g §
¢ g « | 2| @ &
S| s | g 3 81 o £ | © D)

0 =1 p— .0: p— .-
IR
Zlwmigl e &S| 3| <|0!RF|ISIE| 2| E|L
Comprehensive (A) |68% |98% | 58% |54% (26% (19% | 3% | 8% | 5% | 2% | 6% | 5% | 0% | 2% | 4%
Health (B) 58% |100%| 51% |47% { 13% | 8% | 3% |12%| 8% | 2% | 3% | 0% | 1% | 3% | 3%
Retail (C) 77% (100%| 70% | 67% |31% |31%| 6% | 7% | 2% | 4% | 5% | 3% | 0% | 5% | 2%
Financial (D) 73% 193% | 65% | 59% |27% | 7% |20% | 17% | 4% | 6% |21%(20% | 1% | 1% | 2%
Most Popular (F) 93% |97% |81% | 61% | 26% 44% | 3% |36% |33% |11% |22% |11% | 6% |18% | 19%
Children (E)* 74% | 96% 149% |24% | 6% | 0% | 1% |46% |25% | 7% | 3% | 3% | 9% |18% | 13%

! “Personal Information” is defined to include any of the following: personal identifying information

(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? For the Children’s Sample only, the data reflect personal information collected from children.




TABLE 6

Of those Web Sites that Collect Name and/or E-Mail Address,
Percent that Collect One or More Additional Type(s) of Personal Information,' By Sample

Sample 1 or More 2 or More 3 or More 4 or More 5 or More
Comprehensive (A) 66% 58% 48% 30% 14%
Health (B) 57% 53% : 36% 24% 12%
Retail (C) 76% 70% 60% 39% 19%
Financial (D) 73% 68% 53% 42% 26%
Most Popular (F) 90% 83% 74% 60% 48%
Children (E)? T77% 61% 48% 35% 21%

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? For the Children’s Sample only, the data reflect personal information collected from children.



TABLE 7

Of those Web Sites that Collect Personal Information,’
* Percent with an Information Practice Disclosure, By Sample and Company Size

Sample Total Large Medium Small
Percent Number Percent Number Percent Number Percent Number

Comprehensive (A) 15% | 94/621 29% | 36/125 14% | 33/241 11% 25/235
(12.4%-18.2%)" (21.1%-37.6%) (9.6%-18.7%) (7.0%-15.3%)

Health (B) 16% 19/120 | 20% 7/35 18% 8/44 10% 4/40
(9.8%-23.6%) (8.4%-36.9%) (8.2%-32.7%) (2.8%-23.7%)

Retail (C) 15% 18/123 7% 2/27 20% 9/44 10% 5/50
(8.9%-22.1%) (0.9%-24.3%) (9.8%-35.3%) (3.3%-21.8%)

Financial (D) 17% | 20/121 27% 13/49 10% 5/49 9% 2/23
(10.4%-24.4%) (14.9%-41.1%) (3.4%-22.2%) (1.1%-28.0%)

Most Popular (F) 73% | 79/108 — — — — — —
(63.8%-81.2%)

Children (E)* 58% | 109/188 — — — — — —
(50.6%-65.1%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined
as a discrete statement that describes a particular use or practice regarding consumers’ personal
information and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

* For the Children’s Sample only, the data reflect personal information collected from children.



TABLE 8

Of those Web Sites that Collect Personal Information,’
Percent with a Privacy Policy Notice,2 By Sample

Sample Privacy Policy Notice
Percent Number

Comprehensive (A) 2% 11/621
(0.8%-3.1%)’

Health (B) 2% 2/120
{0.2%-5.9%)

Retail (C) 2% 2/123
(0.2%-5.8%)

Financial (D) 2% 2/121
(0.2%-5.8%)

Most Popular (F) 44% 47/108
(34.0%-53.4%)

Children (E)* 24% 46/188
(18.5%-31.3%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

2 A “Privacy Policy Notice” is defined as a comprehensive description of a Web site’s information
practices that is located in one place on the site and may be reached by clicking on an icon or hyperlink.

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

* For the Children’s Sample only, the data reflect personal information collected from children.



TABLE 9

Of those Web Sites that Collect Personal Information,’
Percent with an Information Practice Statement,’ By Sample

Sample Information Practice Statement

Percent Number

Comprehensive (A) 14% 89/621
(11.7%-17.3%)?

Health (B) 16% 19/120
(9.8%-23.6%)

Retail (C) 13% 16/123
(7.6%-20.3%)

Financial (D) 15% 18/121
(9.1%-22.5%)

Most Popular (F) 61% 66/108
{51.3%-70.3%)

Children (E)* 50% 94/188
(42.6%-57.4%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? An “Information Practice Statement” is defined as a discrete statement that describes a particular use or
practice regarding consumers’ personal information and/or choice offered to consumers about their
personal information.

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

* For the Children’s Sample only, the data reflect personal information collected from children.




TABLE 10

Of those Web Sites that Collect Personal Information’
and Have an Information Practice Disclosure,’
Percent that Say They Offer Choice, Access, or Security, By Sample

Sample Choice Access Security

Percent Number Percent Number Percent Number

Comprehensive (A) 33% 31/94 10% 9/94 15% 14/94
(23.6%-43.4%)° (4.5%17.4%) (8.4%-23.7%)

Health (B) 32% 6/19 0% 0/19 0% 0/19
(12.6%-56.6%) (0%-17.6%) (0%-17.6%)

Retail (C) 33% 6/18 17% 3/18 6% 1718
(13.3%-59.0%) (3.6%41.4%) {0.1%-27.3%)

Financial (D) 35% 7/20 0% 0/20 5% 1720
(15.4%-59.2%) (0%-16.8%) (0.1%-24.9%)

Most Popular (F) 68% 54/79 38% 30/79 16% 13/79
(56.9%-78.4%) (27.3%-49.6%) (9.1%-26.5%)

Children (E)* 39% 43/109 12% 13/109 8% 9/109
(30.2-49.3%) (6.5%-19.5%) (3.8%-15.1%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

2 An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined
as a discrete statement that describes a particular use or practice regarding consumers’ personal
information and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).

> Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

4 For the Children’s Sample only, the data reflect personal information collected from children.
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TABLE 11

Of those Web Sites that Collect Personal Information'
and Have an Information Practice Disclosure,’
Percent that Say They Release None or Some Information to Third Parties, By Sample

Sample None Some
Percent . Number Percent Number
Comprehensive (A) 33% 31/94 36% 34/94
(23.6%-43.4%)° (26.3%46.1%)
Health (B) 32% 6/19 26% 5/19
(12.6%-56.6%) (4.5%-48.1%)
Retail (C) 22% 4/18 33% 6/18
(6.4%-47.6%) (9.2%-57.5%)
Financial (D) 20% 4/20 40% 8/20
(5.7%43.7%) (16.5%-83.5%)
Most Popular (F) 14% 11/79 78% 62/79
(7.2%-23.6%) (67.8%-86.9%)
Children (E)* 33% 36/109 49% 53/109
(24.3%-42.7%) (39.1%-58.2%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined
as a discrete statement that describes a particular use or practice regarding consumers’ personal
information and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

¢ For the Children’s Sample only, the data reflect personal information collected from children.
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TABLE 12

Of those Web Sites that Collect Personal Information’
and Have an Information Practice Disclosure,’
Percent that Say They Offer Choice, Access, and Security and Address
Whether They Release Information to Third Parties, By Sample

Sample Offer Choice, Access, and Security
and Address Third Party Disclosure
Percent Number
Comprehensive (A) 1% 1/94
(0%-5.8%)°
Health (B) 0% 0/19
(0%-17.6%)
Retail (C) 0% 0/18
{0%-18.5%)
Financial (D) 0% 0/20
(0%-16.8%)
Most Popular (F) 6% SI79
(2.1%-14.2%)
Children (E)* 0% 0/109
(0%-3.3%)

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined
as a discrete statement that describes a particular use or practice regarding consumers’ personal
information and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).

* Figures in parentheses represent the 95% binomial confidence interval for each calculated percentage.

* For the Children’s Sample only, the data reflect personal information collected from children.

12



TABLE 13

Children’s Sample (E)
Personal Information Collection from Children
Percent Number 95% Binomial
Confidence Interval
Web sites collecting personal information’ from children 89% 188/212 | (83.6%-92.6%)
Web sites collecting personal identifying information? from 88% 186/212 | (82.5%-91.8%)
children
Of those Web sites that collect personal information, 99% 186/188 | (96.2%-99.9%)
percent that collect personal identifying information from
children
Frequency of Disclosures
Percent Number 95% Binomial

" | Confidence Interval
Web sites with an Information Practice Disclosure® 54% 115/212 | (47.3%-61.1%)
Of those Web sites that collect personal information, 58% 109/188 | (50.6%-65.1%)
percent with an Information Practice Disclosure
Of those Web sites that collect personal information, 24% 46/188 | (18.5%-31.3%)
percent with a Privacy Policy Notice®
Of those Web sites that collect personal information, 50% 94/188 (42.6%-57.4%)
percent with an Information Practice Statement’

Data reflect personal information collected from children.

Base: The data in these tables is calculated using two different bases — all sites in the Children’s Sample

(212) and those sites that collect personal information from children (188).
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TABLE 13

Children’s Sample (E)

Nature of Disclosures

Percent Number 95% Binomial
Confidence Interval

Of those Web sites that collect personal information and 39% 43/109 | (30.2%-49.3%)
have an Information Practice Disclosure,
percent that say they offer choice

Of those Web sites that collect personal information and 12% 13/109 (6.5%-19.5%)
have an Information Practice Disclosure,
percent that say they offer access

Of those Web sites that collect personal information and 8% 9/109 (3.8%-15.1%)
have an Information Practice Disclosure,
percent that say they offer security

Disclosures Regarding Transfer of Personal Information to Third Parties

Percent Number 95% Binomial

Confidence Interval
Of those Web sites that collect personal information and 33% 36/109 | (24.3%-42.7%)
have an Information Practice Disclosure, percent that say
that none of the information collected will be released to
third parties
Of those Web sites that collect personal information and 49% 53/109 | (39.1%-58.2%)
have an Information Practice Disclosure, percent that say
that at least some of the information collected may be
released to third parties

Data reflect personal information collected from children.

Base: Web sites in Children’s Sample that collect personal information from children and have an
Information Practice Disclosure (109).
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TABLE 13

Children’s Sample (E)

Web Sites With Parental Involvement

Percent Number 95% Binomial
Confidence Interval

Percent of Web sites that tell children to ask their parents 23% 48/212 (17.2%-28.9%)
before providing personal information online '

Percent of Web sites that say they will notify parents of 7% 14/212 (3.7%-10.8%)
their information practices

Percent of Web sites that say they offer parents opt-out 8% 17/212 (4.7%-12.5%)
Percent of Web sites that say they offer parents opt-in 1% 371212 (0.3%-4.1%)

Data reflect personal information collected from children.
Base: All Web sites in Children’s Sample (212).

! “Personal Information” is defined to include any of the following: personal identifying information
(e.g., name, postal address, e-mail address, telephone number); demographic information (e.g., age,
gender, education level, income); and preference information (e.g., hobbies, interests).

? “Personal Identifying Information” is defined as information that can be used to identify consumers and
includes name, postal address, e-mail address, telephone number, fax number, credit card number, and
Social Security number.

* An “Information Practice Disclosure” can be either a Privacy Policy Notice, defined as a
comprehensive description of a Web site’s information practices that is located in one place on the site
and may be reached by clicking on an icon or hyperlink, or an Information Practice Statement, defined
as a discrete statement that describes a particular use or practice regarding consumers’ personal
informatton and/or choice offered to consumers about their personal information. In some cases, Web
sites have both a Privacy Policy Notice and one or more Information Practice Statement(s).
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APPENDIX E: INDUSTRY GUIDELINES



BANKING
INDUSTRY
TECHNOLOQGY
SECRETARIAT

THE BANKZERS ROUNDTABLE

PRIVACY PRINCIPLES IMPLEMENTATION PLAN

ADOPTING A PLAN FOR IMPLEMENTING PRIVACY PRINCIPLES
Each bank will approve a plan for implementing The Banking Industry Privacy
Principles at the leve!l of the Board of Direczors or the Office of the Chair, with
subsequent notification of this action to the Board.

COMMUNICATING WITH BANK CUSTOMERS

It 1s important to communicate the bank’s policies related to customer privacy to the
bank’s customers. How that is done should be left to each bank to decide and may
include use of existing channels.

ADVISING AND TRAINING EMPLOYEES
All employess should be informed and educated about the bank’s plan for
implementing The Banking Industry Privacy Principles. How this is done will be

decided by each bank.

ESTABLISHING A PRIVACY MARK

There may be need and value in having a banking industry privacy mark that assures
the public that certain safeguards have been met. The Banking Industry Technology
Secretariar will explore this possibility and make recommendations to the BITS Board
of Directors.
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CONTRACTING WITH THIRD PARTY VENDORS
Each bank will obtain agreement from third party vendors, on a case-by-case basis, to

comply with the bank’s privacy principles.

INFORMING CUSTOMERS OF THIRD PARTY OPT-OUT

Where a bank provides information to unrelated and unaffiliated third parties for their
independent use for marketing or similar purposes, the bank will noufy customers of
their right to opt-out from the bank providing customer information to those third

parties.

COMPLYING WITH PRIVACY PRINCIPLES

Banks will apply their own internal process to assure compliance with the bank’s

privacy principles.

ADDRESSING BREACHES OF POLICY
Breaches of policy will be addressed internally on a case-by-case basis by each bank.

MAINTAINING ACCURATE CUSTOMER DATA
Each bank will establish and maintain procedures by which customers can correct

Inaccurate customer information.

Approved September 11%, BITS Board of Directors
Agproved Septermber 12%, The Bankers Roundtabie Board of Direczors



PRIVACY PRINCIPLES

Recognition of a Customer’s Expectation of Privacy.

Financial institutions should recognize and respect the privacy expectations of their
customers and explain principles of financial privacy to their customers in an appropriate
fashion. This could be accomplished, for example, by making available privacy guidelines
and/or providing a series of questions and answers about financial privacy to those
customers.

Use, Collection and Retention of Customer Information

Financial instirutions should collect, rerain and use information about ndividual customers
only where the institution reasonably believes it would be useful (acd allowed by law) to
administering that organization's business and to provice products, services and other
OppOrTurLities to its customers.

Maintenance of Accurate Information

Financal insurutions should establish proceduras so that 2 custormer's financial information
1s accurate, current and complere in accordancs with reascrable commerdial standards.
Financial institutions should also respond to requests to correct inaccurate information in 4
umely manner,

Limiting Employee Access to Information

Financial institutions should limit employes access to pessenally ideatifiable information to
those with a business reason for knowing such information. Finandal instirutions should
ecucate their employess so that thev will understand the umportance of conHeatiality and
customer privacy. Finandal instrutions should also take approprate disciplinary measures
to eaforce employes privacy responsibilities.

Protection of Information via Established Security Procedures
Finanaal institutions should maintain appropriate security standards and procedures
regarding unauthorized access to customer information.

Restrictions on the Disclosure of Account Information

Finanaal insttutions should no reveal specific information about customer accouats or
other personally idenrifiable dara to unaffiliated third parties for their independent use,
except for the exchange of information with reputable information reporting agendes to
maximize the accuracy and security of such information or in the performance of bona fide
corporate due diligence, unless 1) the information is provided to help complete a customer
initiated transaction; 2) the customer requests it; 3) the disclosure is required by/or allowed
by law (e.g., subpoena, investigation of fraudulent activiry, etc.); or 4) the customer has been
informed about the possibility of disclosure for marketing or similar purposes through a
prior communication and is given the opportuaity to decline (L., “opt out”).



Maintaining Customer Privacy in Business Relationships with Third Parties

If personally identifiable customer information is provided 1o a third party, the finandial
instirutions should insist that the third party adhere to similar privacy principles that provide
for keeping such information confidendal

Disclosure of Privacy Principles to Customers

Financial instrutions should devise methods of providing a customer with an understanding
of their privacy polices. Customers that are concerned about finandial privacy will want to
know about an institution's treatment of this important issue. Each finandal instirution
should create a method for making available its privacy policies.
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he Direct Marketing Association’s
l Guidelines for E:hical Business Practice are
intended to provide individuals and organi-
zations involved in direct marketing in all media with
generally accepted principles of conduct. These
guidelines reflect The DMA' long-standing policy of
high levels of ethics and the responsibility of the
Association, its members, and all marketers to main-
tain consumer and community relationships thar are
based on fair and ethical principles. In addition to
providing general guidance to the industry, the
Guidelines for Ethical Business Practice are used by
The DMA’s Committee on Ethical Business Practice,
an industry peer review commirtee, as the standard to
which direct marketing promotions that are the sub-
ject of complaint to The DMA are compared.

hese self-regulatory guidelines are intended
to be honored in light of their aims and
principles. All marketers should support

the guidelines in spirit and not treat their provisions
as obstacles to be circumvented by legal ingenuity.

hese guidelines also represent The DMA’s
general philosophy that self-regulatory
‘measures are preferable to governmental
mandates. Self-regulatory actions are more readily
adaprable to changing techniques and economic and

social conditions. They encourage widespread use of
sound business practices.

ecause dishonest, misleading or offensive

communications discredit all means of

advertising and marketing, including
direct marketing, observance of these guidelines by
all concerned is expected. All persons involved in
direct marketing should take reasonable steps to
encourage other industry members to follow these
guidelines as well.
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The Terms of
the Offer

HONESTY AND CLARITY OF OFFER
Article #1

All offers should be clear, honest and complete so that -

the consumer may know the exact nature of what is
being offered, the price, the terms of payment
(including all extra charges) and the commitment
involved in the placing of an order. Before publica-
tion of an offer, marketers should be prepared to sub-
stantiate any claims or offers made. Advertisements
or specific claims which are untrue, misleading,
deceptive or fraudulent should not be used.

ACCURACY AND CONSISTENCY

Article #2

Simple and consistent statements or representations
of all the essential points of the offer should appear
in the promotional material. The overall impression
of an offer should not be contradicted by individual
statements, representations or disclaimers.

CLARITY OF REPRESENTATIONS

Article #3

Representations which, by their size, placement,
duration or other characteristics are unlikely to be
noticed or are difficult to understand should not be
used if they are material to the offer.

ACTUAL CONDITIONS

Article #4

All descriprions, promises and claims of limitation
should be in accordance with actual conditions, situ-
ations and circumstances existing at the time of the
promotion.

DISPARAGEMENT

Arzicle #5

Disparagement of any person or group on grounds
addressed by federal or state laws that prohibit
discrimination is unacceptable.

- DECENCY

Article #6

Solicitations should not be sent to consumers who
have indicated to the marketer that they consider
those solicitations to be vulgar, immoral, profane,

pornographic or offensive in any way and who do not

want to receive them.

PHOTOGRAPHS AND ART WORK

Article #7

Photographs, illustrations, artwork and the situarions
they describe should be accurate portrayals and cur-
rent reproductions of the products, services or other
subjects they represent.

DISCLOSURE OF SPONSOR AND INTENT
Article #8

All marketing contacts should disclose the name of
the sponsor and each purpose of the contact. No
one should make offers or solicitations in the guise of
one purpose when the intent is a different purpose.

ACCESSIBILITY

Article #9

Every offer and shipment should clearly identify the
marketer’s name and postal address or telephone
number, or both, at which the consumer may obrain
service. If an offer is made online, an e-mail address

should also be identified.



SOLICITATION IN THE GUISE OF AN
INVOICE OR GOVERNMENTAL
NOTIFICATION

Article #10
Offers that are likely to be mistaken for bills, invoices

or notices from public utilities or governmenta
agencies should not be used. '

POSTAGE, SHIPPING OR HANDLING
CHARGES

Article #11

Postage, shipping or handling charges, if any, should
bear a reasonable relationship to actual costs
incurred.

Marketing to Children

MARKETING TO CHILDREN

Article #12
Offers and the manner in which they are presented

thar are suitable for adults only should not be made
to children. In determining the suitability of a com-
munication with children online or in any other
media, marketers should address the age range,
knowledge, sophistication and maturity of their
intended audience.

PARENTAL RESPONSIBILITY AND CHOICE
Article #13

Marketers should provide notice and an opportunity
to opt out of the marketing process so that parents
have the ability to limit the collection, use and dis-
~ closure of their children’s names, addresses or other
personally identifiable information.

INFORMATION FROM OR ABOUT
CHILDREN
Article #14

Marketers should take into account the age range,
knowledge, sophistication and maturity of children
when collecting information from them. Marketers
should limit the collection, use and dissemination of
information collected from or about children to
information required for the promotion, sale and
delivery of goods and services, provision of customer
services, conducting market research and engaging in
other appropriate marketing activities.

Marketers should effectively explain that the informa-
tion is being requested for marketing purposes.
Information not appropriate for marketing purposes
should not be collected.

Upon request from a parent, marketers should
promptly provide the source and general nature of
information maintained about a child. Marketers
should implement strict security measures to ensure
against unauthorized access, alteration or dissemina-
tion of the data collected from or about children.

- Special Offers and Claim;

USE OF THE WORD “FREE” AND OTHER
SIMILAR REPRESENTATIONS

Article #15

A product or service which is offered without cost or
obligation to the recipient may be unqualifiedly

described as “free.”

If a product or service is offered as “free,” all qualifi-
cations and conditions should be clearly and con-
spicuously disclosed, in close conjunction with the
use of the term “free” or other similar phrase.



When the term “free” or other similar representations
are made (for example, 2-for-1, half-price or 1-cent
offers), the product or service required to be pur-
chased should not have been increased in price or
decreased in quality or quantity.

PRICE COMPARISONS

Article #16

Price comparisons including those between a marketer’s
current price and a former, future or suggested price, or
between a marketer's price and the price of a competi-
tor's comparable product should be fair and accurate.

In each case of comparison to a former, manufacrur-
er’s suggested or competitor’s comparable product
price, recent substantial sales should have been made
at thar price in the same trade area.

For comparisons with a future price, there should be
a reasonable expectation that the new price will be
charged in the foreseeable future.

GUARANTEES

Article #17
If a product or service is offered with a guarantee or a

warranty, either the terms and conditions should be set
forth in full in the promotion, or the promotion should
state how the consumer may obtain a copy. The guar-
antee should clearly state the name and address of the
guarantor and the duration of the guarantee.

Any requests for repair, replacement or refund under
the terms of a guarantee or warranty should be honored
prompdy. In an unqualified offer of refund, repair or

replacement, the customer’s preference shall prevail.

USE OF TEST OR SURVEY DATA

Article #18
All test or survey data referred to in advertising

should be valid and reliable as to source and method-
ology, and should support the specific claim for
which it is cited. Advertising claims should nor dis-
tort test or survey results or take them out of context.

S weepstakes

TESTIMONIALS AND ENDORSEMENTS
Article #19

Testimonials and endorsements should be used only
if they are:

Authorized by the person quoted;

b.  Genuine and related to the experience of the
person giving them both ar the time made and at
the time of the promotion; and

¢ Nort taken out of context so as to distort the
endorser’s opinion or experience with the product.

USE OF THE TERM “SWEEPSTAKES”

Article #20

Sweepstakes are promotional devices by which items
of value (prizes) are awarded to participants by chance
without the promoter’s requiring the participants to
render something of value (consideration) to be eligi-
ble to participate. The co-existence of all three ele-
ments — prize, chance and consideration — in the
same promotion constitutes a lottery. It is illegal for
any private enterprise to run a lottery without specific
governmental authorization.

When skill replaces chance, the promotion becomes
a skill contest. When gifts (premiums or other items
of value) are given to all participants independent of
the element of chance, the promotion is not a sweep-
stakes. Promotions that are not sweepstakes should
not be held out as such.

Only those promotional devices which satisfy the
definition stated above should be calied or held out
to be a sweepstakes.



NO-PURCHASE OPTION

Article #21

Promotions should clearly state that no purchase is
required to win sweepstakes prizes. They should not
represent that those who make a purchase or other-
wise render consideration with their entry will have a
better chance of winning or will be eligible to win
more or larger prizes than those who do not make a
purchase or otherwise render consideration. The
method for entering withour ordering should be easy
to find, read and understand. When response devices
used only for entering the sweepstakes are provided,
they should be as easy to find as those utilized for
ordering the product or service.

CHANCES OF WINNING

Article #22

No sweepstakes promotion, or any of its parts,
should represent thart a recipient or entrant has won
a prize or that any entry stands a greater chance of
winning a prize than any other entry when this is not
the case. Winners should be selected in a manner
that ensures fair application of the laws of chance.

PRIZES

Article #23

Sweepstakes prizes should be advertised in a manner
that is clear, honest and complete so that the con-
sumer may know the exact nature of what is being
offered. For prizes paid over time, the annual pay-
ment schedule and number of years should be clearly
disclosed.

Photographs, illustrations, artwork and the situations
they represent should be accurate portrayals of the
prizes listed in the promotion.

No award or prize should be held forth directly or by
implication as having substantial monetary value if it
is of nominal worth. The value of a non-cash prize
should be stated at regular retail value, whether actu-
al cost to the sponsor is greater or less.
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All prizes should be awarded and delivered without
cost to the participant. If there are certain condi-
tions under which a prize or prizes will not be award-
ed, thart fact should be disclosed in a manner thar is
easy to find, read and understand.

PREMIUMS

Article #24

Premiums should be advertised in a2 manner that is
clear, honest and complete so that the consumer may
know the exact nature of what is being offered.

A premium, gift or item should not be called or held
out to be a “prize” if it is offered to every recipient of
or participant in a promotion. If all participants will
receive a premium, gift or item, that fact should be
clearly disclosed.

DISCLOSURE OF RULES

Article #25

All terms and conditions of the sweepstakes, includ-
ing entry procedures and rules, should be easy to
find, read and understand. Disclosures set out in the
rules section concerning no-purchase option, prizes
and chances of winning should not contradict the
overall impression created by the promotion.

The following should be set forth clearly in the rules:

* No purchase of the advertised product or service is
required in order to win a prize.

* Procedures for entry.

* If applicable, disclosure that a facsimile of the entry
blank or other alternate means (such as a 3"x5" card)
may be used to enter th. .wzepstakes.

* The termination date for eligibility in the sweepstakes.
The termination date should specify whether it is a
date of mailing or receipt of entry deadline.

* The number, retail value (of non-cash prizes) and com-
plete description of all prizes offered, and whether cash
may be awarded instead of merchandise. If a cash prize
is to be awarded by installment payments, that fact
should be clearly disclosed, along with the nature and
timing of the payments.



* The approximate odds of winning each prize or a state-
ment that such odds depend on number of entrants.

 The method by which winners will be selected.

* The geographic area covered by the sweepstakes and
those areas in which the offer is void.

* All eligibility requirements, if any.

* Approximate dates when winners will be selected and
notified.

* Publicity rights regarding the use of winner’s name.

» Taxes are the responsibility of the winner.

e Provision of a mailing address to allow consumers to
receive a list of winners of prizes over $25.00 in value.

Fulfillment

UNORDERED MERCHANDISE

Article #26

Merchandise should not be shipped without having
first received the customer’s permission. The excep-
tions are samples or gifts clearly marked as such, and
merchandise mailed by a charitable organization
soliciting contributions, as long as all items are sent
with a clear and conspicuous statement informing
the recipient of an unqualified right to treat the
product as a gift and to do with it as the recipient
sees fit, at no cost or obligation to the recipient.

PRODUCT AVAILABILITY AND SHIPMENT
Article #27

Direct marketers should offer merchandise only
when it is on hand or when there is a reasonable
expectation of its timely receipt.

Direct marketers should ship all orders according to
the terms of the offer or within 30 days where there
1s no promised shipping date, unless otherwise
directed by the consumer, and should promptly noti-
fy consumers of any delays.
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DRY TESTING

Article #28

Direct marketers should engage in dry testing only
when the special nature of the offer is made clear in the
promotion.

Collection, Use and Maintenance
of Marketing Data

COLLECTION, USE AND TRANSFER OF
PERSONALLY IDENTIFIABLE DATA

Article #29

Consumers who provide data that may be rented,
sold or exchanged for marketing purposes should be
informed periodically by markerers of their policy
concerning the rental, sale or exchange of such data
and of the opportunity to opt out of the marketing
process.  Should that policy substantially change,
marketers have an obligation to inform consumers of
that change prior to the rental, sale or exchange of
such data, and to offer consumers an opportunity to
opt out of the marketing process at that time. All
individual opt-out requests should be honored.
Marketers should maintain and use their own sys-
tems, policies and procedures, and at no cost to con-
sumers refrain from using or transferring such dara,

as the case may be, as requested by consumers.

List compilers should maintain and use their own
systems, policies and procedures, and at no cost to
consumers refrain from using or transferring data, as
the case may be, as requested by consumers.

For each list that is rented, sold or exchanged, the
applicable DMA Preference Service name removal
list (e.g., Mail Preference Service, Telephone
Preference Service) should be employed prior to use.

Data about consumers who have opted out of use
or transfer should not, per their requests, be used,
rented, sold or exchanged.

13



Upon request by a consumer, marketers should dis-
close the source from which they obrained personally
identifiable data about that consumer.

PERSONAL DATA

Article #30

Marketers should be sensitive to the issue of con-
sumer privacy and should only collect, combine,
rent, sell, exchange or use marketing data.
Marketing data should be used only for marketing

purposes.

Data and selection criteria that by reasonable stan-
dards may be considered sensitive and/or intimate
should not be disclosed, displayed or provide the
basis for lists made available for rental, sale or
exchange when there is a reasonable expectation by
the consumer thar the information will be kept con-

fidential.

PROMOTION OF MARKETING LISTS
Article #31

Any advertising or promotion for marketing lists
being offered for rental, sale or exchange should
reflect the fact that a marketing list is an aggregate
collection of marketing data. Such promotions
should also reflect a sensitivity for the consumers on
those lists.

MARKETING LIST USAGE

Article #32

List owners, brokers, managers, compilers and users
of marketing lists should ascertain the nature of the
list’s intended usage for each materially different
marketing use prior to rental, sale, exchange, transfer
or use of the list. List owners, brokers, managers and
compilers should not permit the rental, sale,
exchange or transfer of their marketing lists, nor
should users use any marketing lists for an offer that
is in violation of these guidelines.

1elephone Marketing

REASONABLE HOURS

Article #33

Telephone contacts should be made during reason-
able hours as specified by federal and state laws and
regulations.

TAPING OF CONVERSATIONS
Article #34
Taping of telephone conversations by telemarketers

-should only be conducted with notice to or consent of

all parties, or the use of a beeping device, as required
by applicable federal and state laws and regulations.

RESTRICTED CONTACTS

Aricle #35

A telephone marketer should not knowingly call a
consumer who has an unlisted or unpublished tele-
phone number, or a telephone number for which the
called party must pay the charges, except in instances
where the number was provided by the consumer to
that marketer.

Random dialing techniques, whether manual or
automated, in which those parties to be called are
left 1o chance should not be used in sales and mar-
keting solicitations.

Sequential dialing techniques, whether a manual or
automated process, in which selection of those par-
ties to be called is based on the location of their tele-
phone numbers in a sequence of telephone numbers
should not be used.

USE OF AUTOMATED DIALING
EQUIPMENT

Article #36

When using automated dialing equipment for any rea-
son, telephone marketers should only use equipment
which allows the telephone to immediately release the
line when the called party terminates the connection.

15



ADRMPS (Automatic Dialers and Recorded
Message Players) and prerecorded messages should
be used only in accordance with tariffs, federal, state,
and local laws, FCC regulations and these guidelines.
Telephone marketers should use a live operator to
obtain a consumer’s permission before delivering a
recorded message. '

When using any automated dialing equipment to
reach a multi-line location, the equipment should
release each line used before connecting to another.

USE OF TELEPHONE FACSIMILE MACHINES
Article #37

Unless there is a prior business relationship with the
recipient, or unless the recipient has given prior per-
mission, unsolicited advertisements should not be
transmitted by facsimile. Each permitted transmission
to a fax machine must clearly contain on each page or
on the first page, the date and time the transmission
is sent, the identity of the sender and the telephone
number of the sender or the sending machine.

PROMOTIONS FOR RESPONSE BY TOLL-
FREE AND PAY-PER-CALL NUMBERS

Article #38

Promotions for response by 800 or other toll-free
numbers should be used only when there is no charge
to the consumer for the call itself and when there is
no transfer from a toll-free number to a pay call.

Promotions for response by using 900 numbers or
any other type of pay-per-call programs should clear-
ly and conspicuously disclose all charges for the call.
A preamble at the beginning of the 900 or other pay-
per-call should include the nature of the service or
program, charge per minute and the total estimated
charge for the call, as well as the name, address and
telephone number of the sponsor. The caller should
be given the option to disconnect the call at any time
during the preamble without incurring any charge.
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The 900 number or other pay-per-call should only use
equipment that ceases accrmulating time and charges
immediarely upon disconnection by the caller.

DISCLOSURE AND TACTICS
Article #39

~ Prior to asking consumers for payment authorization,

telephone marketers should disclose the cost of the
merchandise or service and all terms and conditions,
including payment plans, whether or not there is a no
refund or a no cancellation policy in place, limita-
tions, and the amount or existence of any extra

~ charges such as shipping and handling and insurance.

At no time should high pressure tactics be utilized.

Fund-Raising

Article #40

In addition to compliance with these guidelines,
fund-raisers and other charitable solicitors should,
whenever requested by donors or potential donors,
provide financial information regarding use of funds.

Laws, Codes, and Regulations __

Article #41

Direct marketers should operate in accordance with
laws and regulations of the United States Postal
Service, the Federal Trade Commission, the Federal
Communications Commission, the Federal Reserve
Board, and other applicable federal, state and local
laws governing advertising, marketing practices and
the transaction of business.
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Appendix 1
Other DMA Resources

Guidelines for Mailing List Practices

Guidelines for Personal Information Protection

* Guidelines for Marketing By Telephone

Guidelines for Acceptance of Direct Response
Broadcast Advertising

Guidelines for Acceptance of Print Mail Order
Advertising

. Fair Information Practices Manual - includes

comprehensive Checklist of Fair
Information Practices

Marketing Online Privacy Principles and Guidance
Privacy Action Now kit

Mail Preference Service and Telephone Preference
Service Subscriber Brochures

The DMA can also provide your company with
information on the following Federal Trade
Commission (FTC) and Federal Communications
Commission (FCC) regulations and rules affecting
direct marketers:

FTC:

Mail or Telephone Order Merchandise Rule
Telemarketing Sales Rule

Negative Option Rule

Guides Against Deceptive Pricing
Guarantees and Warranties

Equal Credit Opportuniry Act

Fair Debt Collection Practices Act
Telephone Disclosure and Dispute Resolution Act
FCC:

Telephone Consumer Protection Act

Other DMA and government titles are available, as
well as a variety of consumer education brochures.
Contact the Ethics and Consumer Affairs Department
in Washington, D.C. for more information.
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Appendix 2 - Introduction

DMA INTERPRETATIONS UNDER THE
ETHICAL GUIDELINES

The Direct Marketing Association’s Guidelines for
Ethical Business Practice are principles that direct
marketers should follow to ensure that they are con-
ducting their business in an ethical manner.
Guidelines, by their very nature, are meant to be
general tenets. However, sometimes more specific
guidance is needed to address various marketing
practices. When such situations arise, The DMA
issues specific guidance which expands on the ethical
guidelines.

“Interpretations” are used to respond to consumer
and regulatory concerns regarding specific issues and
to educate industry members on acceptable industry
practice.

As other interpretations of the guidelines are issued,
they will be included herein.
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Appendix 2 - #1

INTERPRETATION ON USE OF AUTOMATIC
NUMBER IDENTIFICATION AND CALLER
ID UNDER ETHICAL GUIDELINE #35

"The Direct Marketing Association (The DMA)

recognizes that the proper use of technology such as
automatic number identification (ANI) and Caller
ID benefits consumers. The DMA also acknowl-
edges the privacy concerns that may arise with the

use of such technology.

The DMA Guidelines for Marketing by Telephone
require that telephone marketers who receive or
collect consumer data as a result of a telephone mar-
keting contact, and who intend to rent, sell or
exchange those data for direct marketing purposes
should notify the consumer of that fact. Consumer
requests regarding restrictions on the collection,
rental, sale or exchange of data relating to them
should be honored. Telephone marketers using
Automartic Number Identification (ANI) should not
rent, sell, transfer or exchange, without customer
consent, telephone numbers gained from ANI except
where a prior business relationship exists for the sale
of directly related goods or services.
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Appendix 2 - #2

INTERPRETATION ON USE OF FINANCIAL
INFORMATION BY DIRECT MARKETERS
UNDER ETHICAL GUIDELINES #29 AND #30

The DMA considers credit card numbers, checking
account numbers and debit account numbers to be
personal information and therefore should not be
transferred, rented, sold or exchanged when there is a
reasonable expectation by the consumer that the
information will be kepr confidential. Because of the
confidential nature of such personally identifying
numbers, they should not be publicly displayed on
direct marketing promotions or otherwise made
public by direct marketers.
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Appendix 2 - #3

INTERPRETATION ON DISCLOSURE OF
HEALTH AND MEDICAL DATA UNDER
ETHICAL GUIDELINES #29 AND #30

Direct marketers understand the sensitivity of col-
lecting and using certain types of data, including
health-related data. In the management of health-
related data, fair information principles outlined in
The DMA’s Guidelines for Personal Information
Protection would apply.

Information derived from the relationship between
a patient and a medical care provider should never be
disclosed or used for marketing purposes.

Health and medical data not derived from the
provider-patient relationship should nonetheless be
considered sensitive and personal in nature and should
be rented, sold, transferred or exchanged only where
appropriate privacy safeguards are in place. Such dara
may include, but are not limited to, data voluntarily
provided by the consumer and compiled by way of
questionnaires and/or compiled list methods and mar-

keted with the knowledge of the consumer.

Consumers who provide health and medical infor-
mation that may be rented, sold, transferred or
exchanged for marketing purposes should be
informed at the point of providing the informarion
of the potential for the rental, sale, transfer or
exchange of such data. Marketers should offer an
opportunity to have a consumer’s name deleted or
suppressed upon request.

Marketers should ensure that safeguards are built
into their systems to protect health and medical dara
from abuse, theft or misappropriation. The text and
nature of solicitations directed to consumers on the
basis of health-related data should take into account
the sensitive nature of such dara.
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The DMA Ethics and Consumer Affairs
Department

In its continuing efforts to improve the practices of
direct marketing and the marketer’s relationship with
customers, The DMA sponsors several activities in its
Ethics and Consumer Affairs Department.

Ethical guidelines are maintained, updated periodical-
ly, and distributed to the direct marketing industry.

The Committee on Ethical Business Practice investi-
gates and examines mailings and offerings made
throughout the direct marketing field which are
brought to its attention.

The Ethics Policy Committee revises the guidelines
as needed, and initiates programs and projects direct-
ed toward improved ethical awareness in the direct
marketing area.

“Dialogue™ meetings berween direct marketing profes-
sionals and consumer affairs and regulatory representa-
tives facilitate increased communication between the
industry and its customers.

MOAL (Mail Order Action Line) assists consumers in
resolving direct response complaints. MPS (Mail
Preference Service) offers consumers assistance in
decreasing the volume of national advertising mail they
receive at home. TPS (Telephone Preference Service)
offers a decrease in national telephone sales calls
received at home.

For additional information contact The DMA’s
Washington, D.C. office.

1111 19th Street, NW, Suite 1100
Washington, D.C. 20036-3603
202.955.5030
fax: 202.955.0085

e-mail: consumer@the-dma.org
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Direct Marketing Association, Inc.
Headquarters:

1120 Avenue of the Americas
New York, New York 10036-6700
212.768.7277
Fax: 212.302.6714

www.the-dma.org

Washington, D.C. office:
1111 19th Street, NW, Suite 1100
Washington, D.C. 20036-3603
212.955.5030
Fax: 212.955.0085

www.the-dma.org
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T he Committee on Ethical Business Practice, combriscd of 15 executives from
DMA member companies, investigates and examines mailings and offerings
made throughout the direct marketing ficld, based on complaints and inquiries
reccived. The Committee, which meets ten times a year, works with both member
and non-member companies to gain voluntary cooperation in adhering to the associ-
ation’s self-regulatory guidelines. This is done in an effort to increase good business
practices for the industry and to increase consumer protection and confidence in the

marketplace.

This report is issued to inform and educate DMA members and other companies about
practices that are considered contrary to The DMA's ethical business practice guide-
lines. The report’s purpose is also to inform regulators and others interested in con-
sumer protection issues of The DMA's self-regulatory guidelines and specific actions

taken to gain compliance with these guidelines.

The first volume of the ethics case report, dated February 1997, covered cases
reviewed from April - November 1996. Volume 1, No. 2, dated April 1997, covered
cases reviewed by the Committee on Ethical Business Practice and Committee staff in
January, February and March 1997. Volume 1, No. 3, dated August 1997, covered
cascs reviewed in April, May, June and July. This report (Volume 1, No. 4) covers
cases reviewed in September, October and November. Beginning in 1998, reports will

be issued three times a year: in April, August and December.

For more information about The DMA’s Committee on Ethical Business Practice,
and other cthics and consumer aﬁ'airs-dcpar(mcnt programs, or to submit a case for
review, please contact Marsha Goldberger, Director, Ethics and Consumer Affairs, or
Pat Faley, Vice President, Consumer Affairs, in The DMA's Washington office, 1111
19th Street, NW, Suite 1100, Washington, D.C. 20036 (telephone: 202.955.5030;
fax: 202 955-0085; e-mail: consumer@the-dma.org). B



Lqontents_____________ |
During this period, 23 cases were handled. Direct marketing promotions and
practices of 15 companies were reviewed by the Committee on Ethical Business
Practice for potential violation of The DMA's voluntary self-regulatory Guidelines
for Ethical Business Practice. In addition to complaints reviewed by the
Committee, eight more inquiries were initiated by Committee staff. Some of these
cases had been discussed in the previous case report, but their outcomes were pend-
ing at the time that report was published. (In order to more easily allow readers to
follow outcomes of previously reported cases, cases are being numbered, beginning
with this report.)

In addition, The DMA's Mail Order Action Line (MOAL), which acts as an inter-
mediary between consumers and companies to resolve complaints, handled 220
complaints over this three-month period. The majority of these complaints con-
cerned non-delivery of promised merchandise or refunds, or receipt of unordered
merchandise, and were resolved to the consumer’s satisfaction.

The 23 complaints reviewed by The DMA Ethics Committee and staff required an

cxamination of company practices in the following areas:

Data Collection and List Rental Practices.....c.ccooveuvmveernnen.. page 1

* 13 cases
(1 case also included sweepstakes issues; 2 cases also
included general advertising issues)

Solicitation in the Guise of an Invoice or........ccccvveererrreennnne page 5
Governmental Notification
* 4 cases

General Advertising Issues..........ccocevervinineisniccnniscninscnnienn page 7
* 8 cases

Sweepstakes and Prize Promotions......cccovcerireecriennneinncnsnns page 9
* I case

Data Collection and List Rental Practices

Case Issues

Nine cases reviewed by the Committee during this period were related to data col-
lection, list rental practices, and/or personal information. Three of the cases had

. been pending further action at the time of the last ethics case report.

The issues raised were: non-compliance with a consumer’s name-removal
request (Case #1); the use of Social Security numbers on a sweepstakes mail-
ing piece (Case #2); the use of marketing data for non-marketing purposes
(Case #3); the use of health-related data for marketing purposes (Case #4);
marketing credit card and weight reduction offers to minors (Cases #5 and
#6); whether consumers were offered the opportunity to opt out of receiving
unsolicited offers (Cases #7 and #8); and misuse of The DMA’s Mail
Preference Service (MPS) file (Case #9).

(The Committee decided that the last matter be initially investigated by staff,
with a report made back to the Committee. The MPS subscriber explained an
internal error that occurred, causing mailings to be sent to some consumers on
the suppression file, and described actions taken to avoid such a future occur-
rence. Based on this report, Case #9 was closed.)

The relevant DMA guidelines generally state that consumers should be -
informed about a company’s information gathering and usage practices and be
given the opportunity to opt out of the marketing process; in addition, The
DMA'’s Mail and/or Telephone Preference Service should be used. Only those
data appropriate for marketing purposes should be used for direct marketing;
marketing data should not be used for non-marketing purposes; and offers
suitable for adults should not be promoted to minors (Articles #7 —
Adpvertising to Children; #32 - Data Collection and List Rental Practices; #33
Personal Information; #34 — List Usage Agreements; Appendix 2 — #3 —
Interpretation on Disclosure of Health and Mcdical Data Under Ethical
Guidelines #32 and #33)

DMA Action

The Committee contacted eight of the companies in writing with its concerns and
questions as to whether and how consumers were informed about the ability to opt
out of the marketing process; the use of personally identifying and sensitive infor-
mation on direct marketing promotions; the use of marketing data, such as



changes of address reported to magazine and publishing companies, for reference or
individual look-up services; and the inappropriate mailing of direct marketing pro-

motions to minors.

Regarding the first matter, which had been previously pending (Case #1), the com-
pany had responded by explaining why consumers who had opted out were subse-
quently contacted: the company believed consumers opted out without full knowl-
edge of what they were opt out of, and it wished to test consumer response for a
new service. The Committee asked again for the source of the opt out to which
the company replied that the source was not known, but since the company had a
customer relationship with the complainant it should be able to promote new
products. The Committee reminded the company that promotional advertising

copy should be sensitive to consumers’ privacy concerns.

Case #2, which concerned the display of Social Security numbers on sweepstakes
promotions, had been pending a further company response as of the date of the
last report. Based on the information that Social Security numbers were supplied
by consumers themselves and were no longer visible through a window envelope,
the Committee agreed that the case had been satisfactorily resolved.

The case alleging the use of marketing data for non-marketing purposes (Case #3)
caused the Committec to analyze scveral essential questions; for example, the defini-
tion of “marketing data,” the source of information used for reference purposes, con-
sumers’ expectations regarding the use of marketing information, and the means used
to assure separation of data for marketing and reference uses. The company stated
that its promotions contained out-of-date marketing materials that arc no longer
being used. The Committce subsequently reviewed new promotional materials, and
based on the content of these materials, closed the case. The materials indicate that

public (non-marketing) information is used for reference services.

Case #4 concerned a promotional mailing which contained reference to a health-
related condition. The Committee questioned the companies involved as to the
source of the health-related information and whether the consumer was offered the
opportunity to opt out of the marketing process, pointing out the special sensitivity
of medical or health-related information. In addition, the Committec questioned
the wisdom of using a self-mailer for this kind of promotion rather than a sealed
envelope, which would afford a greater degree of privacy. The companies respond-
ed that the information was supplied by the consumer in a survey which contained
an opt-out notice. The mailing list source concluded, as a result of this Committee
inquiry, that such potentially sensitive promotions should, in the future, be con-

tained in sealed envelopes.

‘Iwo cases concerned promotional mailings reccived by minors, one for a credit
card and the other for a weight loss program (Cases #5 and #6). The Committee
qucs(ioned' the companies involved as to the source of these mailings and pointed
out that promotions appropriate for adults should not be sent to children. In
addition, the Committee questioned the veracity of the claims made in the weight
loss promotion. As of the date this report was published, these cases were pending

company responscs.

The Committee reviewed an online promotion (Case #7) which claimed that it
had a listing of millions of e-mail addresses which were available for others to mar-
ket their products and services. The company was questioned as to the ability of
the persons on the list 1o opt out of having their addresses collected and trans-
ferred. The Committee also questioned the veracity of some of the claims made,
specifically in regard to the large number of available non-duplicate e-mail address-
es and the amount of money that could be made advertising to the addresses on
the list. The company’s response and further Committee action was pending at the
time this report was published.

During this time period, the Committee also questioned a list broker’s data promo-
tions, which claimed availability of consumer names and addresses based on the
consumers’ fesponses to previous promotions (Case #8). These business-to-business
promotions were for “get-rich-quick” and business opportunity promotions that are
often the subject of consumer protection agency inquiries and actions. The compa-
ny was questioned as to consumers’ abilities to opt out of having their names col-
lected and transferred, and advised that the promotions themselves did not seem to
portray the consumers on the lists in a sensitive fashion. The company’s responsc and
further Committee action was pending at the time this report was published.

Four other inquiries were also initiated by Committee staff in relation to data col-
lection and privacy issues, three of which had been pending at the time of the last
case report (#10, #11, #12). Two of the inquiries were regarding companies not
honoring requests for name suppression, resulting in numerous unsolicited mail-
ings being received by the consumer. The other matter concerned sweepstakes
mailings received by a young child instead of an adult in the household, which
raised questions about how the name was obtained. Since responses had not been
reccived, the companies were reminded once again of the complaints received
against them. The other newer inquiry (#13) concerned marketing a database of
fax numbers. The company was informed that promotional faxes are prohibited by
law, unless there is a prior business relationship with the recipient or express con-
sent is given. )



Discussion

The DMA guidelines relating to privacy protection are routinely cited by the
Committee. How consumer data should be collected and used is one of the
most important issues direct marketers face, and The DMA encourages all
companies to use information responsibly, according to the guidelines. This
involves ensuring that companies disclose data gathering and use practices,
give consumers the opportunity to opt out, honor such requests and use The
DMA’s name-removal services (Mail and Telephone Preference Services).

As The DMA recently announced, such privacy protection measures will be
mandatory for DMA members as of July 1999. Members are given the inter-
vening year between now and then to ensure that their privacy policies are in
place, that notice and opt out options are given and that the association’s
name-removal services are used by all companies using consumer data.

As noted in the previous case report, the case regarding use of marketing data
for non-marketing uses emphasized that there must be a clear separation
between marketing and non-marketing data and that reference services, such
as people-finders, skip tracing, or individual look-ups, should never use data
obtained through marketing transactions.

Personal information, such as health-related data, should not be made avail-
able to other marketers when there is a reasonable expectation by the con-
sumer that it will remain confidential. When certain health-related data are
provided by consumers themselves, they should have the opportunity to not
have such information transferred to other marketers. When potentially
sensitive information is used by marketers, mailing promotions in sealed
envelopes provides a measure of privacy, rather than having such promotions

be self-mailers.

Marketing to children is an issue that has gained increasing attention, in part
due to Federal Trade Commission workshops on privacy and cyberspace, and
the recent White House Summit: Focus on Children, held in Washington, D.C.
The Committee vicws inappropriate marketing to children, online or in tradi-
tional media, as a serious matter. Minors should not be the recipients of pro-
motions that are not appropriate for them, and age appropriate promotions
should be directed to the parents of minors. Marketers who operate Web sites
directed to children should have clear notice about their information collection
and use practices. (Ethical business practice guidelines regarding marketing to
children have been expanded and strengthened by the ethics committees and
are being presented to The DMA's Board for review and approval.) B

Solicitation in the Guise of an Invoice or
Governmental Notification

Case Issues

The Committee reviewed four complaints of this nature during this time period,
three relating to promotions designed to look like “official” government docu-
ments, and one case concerning a solicitation for a new or renewed magazine sub-
scription which had the appearance of an invoice. One of the government look-
alike mailings and the case concerning the magazine subscription solicitation were
pending company responses at the time of the last ethics case report.

The issues raised by three of the cases (Cases #14, #15 and #16) were that the
solicitations, by specific wording on the outer envelope and overall appear-
ance, appeared to be government “audits” or notices, either for jury duty or in
regard to upcoming official elections. (Case #16, which contained the word
“audit” on the envelope was not viewed as violating the guidelines.) The
other promotions were fund-raising solicitations, one of which asked recipi-
ents to complete and return a “jury verdict” against certain organizations.

The fourth promotion (Case #17), by its overall appearance and reference to
amounts owed and account numbers, appeared to be an invoice. Upon close
examination and a review of fine print disclosures, the “invoice” was actually a
solicitation for a subscription or a renewal for a specific magazine. The
Committee also was concerned about the use of specific magazine names in
this promotion and if there was any relationship between the company and
the magazines being promoted.

The relevant DMA guideline states that offers likely to be mistaken for
invoices or notices from government agencies should not be used. (Article #11
- Solicitation in the Guise of an Invoice or Governmental Notification)

DMA Action

The Committee wrote to three of the companies. also citing Article #43 (Laws,
Codes, and Regulations) because of federal regulations prohibiting the use of
deceptive government look-alike envelopes and postal requirements concerning
specific disclosures that need to appear on solicitations that are in the guise of

invoices.

As noted in the last case report, the Commirtee employed further attempts to con-
tact the company using the “jury duty” promotion (Case #14). A representative
for the company responded that it did not believe there was anything misleading
about the promotion, but that the envelope copy was being changed to clarify that
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the promotion was not from the government. The Committee asked to review
revised copy; however, the company did not provide any revisions. Because the
Committee believed there may be violations of law as well as of ethical guidelines,

the case was referred to the U.S. Postal Inspection Service for review.

The Committee contacted the company regarding the government “look-alike”
mailing piece that involved alleged “election” documents (Case #15) to. point out
that such language on the outer envelope was potentially misleading to recipients.
That company's response was pending at the time of this report. Case #18, which
involved the magazine subscription/renewal service, had been pending a response
when the previous case report was published. The solicitation, which appeared to
be an invoice, used the names of specific well-known magazines in its promotions.
One of these magazines advised the Committee that it did not have any relation-
ship with the company in question and did not give it authorization to collect sub-
scription fees on its behalf. The case was referred to state Attorneys General and
the U.S. Postal Inspection Service because the company failed to respond to the
Committee’s inquiries and the Committee believed violations of law may also be

involved.

Discussion

The DMA continues to sce misleading government look-alike mailings where-
in consumers frequently assume the mailing is from a government entity. The
outer envelope generally has “official”-sounding language regarding mail
deiivery, contains certain symbols often associated with a government agency,
or urges the consumer to take action by statements such as “Important - Do
Not Delay” and “Registered Documents Enclosed.” In some cases, it is clear
once the envelope is opened that the promotion is actually a solicitation, but
that is not always the case. Cases brought to the Committee’s attention in
recent months involved political groups engaged in fund raising which were
using this type of marketing tactic.

The Committee on Ethical Business Practice and Committee staff have also in
the past reviewed numerous misleading business directory publications and
“invoices” for unordered magazines and newsletters that are really solicita-
tions. Recipicnts frequently assume such invoices are for an ongoing business
directory listing or subscription, when that is not the case. Because this type
of promotion is directed to businesses or other types of organizations, the
DMA has been advising its members to be on the alert for invoices for services
and products not rendered by the sender of the “invoice”.

The “invoice” promotion discussed herein contains an element unseen by the
Committee previously. Specifically, the promotion indicates a specific well-
known magazine, which raised issues about whether the magazine publisher is
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aware that the magazine is promoted this way and whether any subscriptions
are, in fact, processed. The Committee’s inquiry revealed that the magazine
publisher in this case was also victimized by this promotion. The publisher,
however, credited consumers who had paid for bogus subscriptions and subse-
quently called the publisher wondering when their pre-paid subscriptions
would begin.

Complainants who realize these solicitations are not invoices for ordered ser-
vices or merchandise state that such tactics reflect poorly on the direct market-
ing industry. Companies should be aware of The DMA's guidelines, and
postal regulations which specify disclosures that must be made on such solici-
tations. Many such mailings received by The DMA in the past were forward-
ed to postal authorities for law enforcement action. B

General Advertising Issues

Case Issues

The Committee reviewed four cases during this period involving general advertis-
ing practices, two of which also concerned data issues.

The issues concerned the accuracy of claims made for a weight loss promotion
(Case #6, discussed earlier); the truthfulness of an online promotion for mil-
lions of e-mail addresses and the money that could be made via rental of such
addresses to other marketers (Case #7, discussed carlier); mailing what
appeared to be an advertisement torn from a publi -ation, with a personalized
note addressed to the recipient (Case #18); and an offer made for a continuity
program in which material details of the offer were not as conspicuous as
other parts of the offer (Case #19). (The Committee did not view Case #18 as
misleading and therefore did not contact the company.)

The relevant DMA guidelines, which are among the most frequently cited by
the Committee, state in general that all offers should be clear, honest, and
complete so that the consumer knows the exact nature of what js being
offered; misleading or deceptive offers should not be used; marketers should
be able to substantiate claims made, including weight loss and earnings
claims; and all descriptions and promises should be in accordance with actual

conditions existing at the time the offer is made. (Articles #1 - Honesty and
#4 - Actual Conditions)



DMA Action

The Committee contacted three of the companies in writing with its concerns and
requests for substantiation of the offers. As noted earlier, two of the cases also
involved information practices concerns. It was pointed out to the company offer-
ing the continuity program that the small print disclosures seemed to contradict
the overall impression given by the mailing, and that consumers were often con-
fused by their obligations when responding to the mailing. Responses to all three
cases and further Committee action were pending at the time of this report.

Four other inquiries regarding general advertising practices were initiated by
Committee staff, one of which was pending at the time of the last reporr (#20).
Case #20 concerned a mailing in which the company asked consumers if their
Social Security records are accurate. As of the date of this report, a response still
had nort been received; therefore, the mailing was forwarded to the Social Security
Administration for its review. The other three inquiries (#21, #22 and #23) con-
cerned mailings which were apparently solicitations for loan applications and which

featured non-negotiable checks.

Discussion

As stated before, direct marketing offers should be clear, honest and complete,
and the actual product or service received should meet the consumer’s expecta-
tion, so that the company will establish and maintain a long-standing buyer-
seller relaﬁonship with the consumer. A consumer misled by a direct market-
ing promotion may be reluctant to try the medium in the future.

According to The DMA'’s ethical guidelines, print which by its small size,
placement or other visual characteristics is likely to substantially affect the
clarity of an offer should not be used. Consumers are often offended by
prominent claims of “free,” “no obligation” and the like when asterisks or
small print serve to contradict that main message. They question marketing
techniques in which all material information is not stated cleasly and up-

front.

Likewise, exaggerated claims of the ability to earn or win great sums of money
or lose large amounts of weight are seen in a negative light by many con-
sumers. Unfortunately, too many consumers want to believe the truthfulness
of such claims or erronecously believe that these claims could not be made in

print if they were not legitimate.

Though the use of non-negotiable “checks” is legal if the nature of the
“check” is clearly disclosed, consumers have indicated a level of confusion

about some promotions which use them. g

8

, Sweepstakes and Prize Promotions

Case Issues

The Committee reviewed one case relating to sweepstakes and prize promotions dur-
ing this period. The case, which also involved data collection and privacy issues, had
been pending further action at the time the last ethics case report was published.

The sweepstakes issues under review included a lack of clarity regarding entry
procedures and ways to win the sweepstakes and the use of small print disclo-
sures which seem to contradict overall statements of winning.

The relevant DMA guidelines state in summary that offers must be clear, hon-
est, and complete so that they will be easily understood by consumers, and
that all promises should be in keeping with the actual conditions of the pro-
motions. Sweepstakes promotions should clearly state that no purchase is
required and the chances of winning should not be misrepresented. (Articles
#1 - Honesty; #2 - Clarity; #4 - Actual Conditions; #15 - Use of the Term
“Sweepstakes”; #16 - No Purchase Option; #17 - Prizes; #18 - Premiums; and
#19 - Chances of Winning)

DMA Action

As noted in the previous case report, the Committee contacted the company
regarding its concerns and reviewed the company's explanations of how the sweep-
stakes promotion works (Case #2). The company notified the Committee that it
had changed an aspect of the promotion dealing with privacy issues of concern.
After further review of the promotion and the company’s explanation, the
Committee agreed that the sweepstakes-related disclosures were clear.

Discussion

Although the majority of the Committee’s cases during this reporting period
were related to data collection and list rental practices, sweepstakes and prize
offers that misrepresent to consumers the chance that they have to win a
major prize are still an ongoing Committec concern. They are also a promi-
nent concern of government authorities and other consumer protection agen-
cies, which have conducted several “stings” in recent months of companies
promoting sweepstakes and prize offers. Those companies engaged in such
promotions should consult The DMA’s ethical business practice guidelines,
which are extensive in the area of sweepstakes, and should consule legal coun-
sel about the various state requirements.



Legitimate sweepstakes offers do  t require that consumers make any purchase
in order to be eligible for a prize,:  sweepstakes promotions should clearly
state that no purct s required. The chances of winning should be stated
du'rly and should not be misrepresented or disguised by an “official” appear-
ance of the promotion. In addition, disclosures in the rules section or elsewhere
in a promotion should not serve to contradict the overall impression made. B
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THE COMMITTEE ON ETHICAL BUSINESS PRACTICE
PROCEDURES FOR CASE HANDLING

Backeround

The Committee on Ethical Business Practice was established by the Direct Marketing
Association ("The DMA") to investigate and examine mailings and offerings made
throughout the direct marketing field based on complaints and inquiries received.
These efforts are made in order to increase good business practices for direct
marketers. The Committee examines such offerings in relation to The DMA self-
regulatory Guidelines for Ethical Business Practice.

The Committee consists of 15 executives from DMA member companies, one of whom
serves as liaison to The DMA Board of Directors. Each year new Committee members
representing a portion of the Committee are nominated and elected by the existing
Committee and approved by the Board or its Executive Committee.

History and Purpose

The DMA's self-regulatory guidelines and procedures are meant to help individual
companies and the industry as a whole maintain high ethical standards. Oftentimes
companies are not aware that a particular promotion has the potential for causing
consumer confusion or contributing to a negative image of direct marketing. Bringing
patential guidelines violations to companies' attention can often prevent unwanted

‘attention from regulators or legislators. Although cooperation with the Committee is

voluntary, it is in everyone's best interest to work together to ensure that high
standards are maintained and consumer confidence in direct marketing is enhanced.

Since its inception in 1960, the Committee has applied The DMA Guidelines for
Ethical Business Practice to hundreds of direct marketing cases concerning deception,
unfair business practices, personal information protection, and other ethics issues. In
this way, the Committee works to counter promotions that detract from direct
marketing's image. In order to educate marketing professionals on acceptable
marketing practices, a case report is regularly issued which summarizes questioned
direct marketing promotions and how cases were administered. The report also is



used to educate regulators and others interested in consumer protection issues about
The DMA's self-regulatory guidelines and how they are implemented.

The Committee is also responsible, along with the Ethics Policy Committee, for
reviewing and revising The DMA Guidelines for Ethical Business Practice as
necessary to keep the guidelines timely, specific, and meaningful in relation to the
Direct Marketing Association's stated broad ethics objectives.

Procedures/Cohﬁdentia]jg Policy

Cases involved are against both DMA members and non-members alike. The
Committee receives promotions for review in a number of ways: from consumers,
member companies, non-members, or, sometimes, consumer protection agencies. Once
the Committee reviews a particular promotion and believes the promotion may violate
the ethical business practice guidelines, the company is contacted for its response. If
the Committee does not believe the promotion violates the ethical guidelines, the case
is closed and there is no need to contact the company. Cases closed without the
company being contacted are handled confidentially.

Company Response:

If the Committee contacts the company with its concerns, the company at this point
may provide a written explanation, or if it desires, give an in-person presentation at an
upcoming meeting. By creating an open dialogue about the particular promotion, the
Committee and the company usually will come to agreement about what, if anything,
should be done to correct the situation. Pending cases while under discussion are
handled confidentially. The DMA does not confirm that a case was received or is being
reviewed by the Committee, except where the complainant, or the company which is
the subject of the complaint, has already made public the fact that a complaint was
filed.

The majority of the time, cases are resolved successfully, either by the company
modifying or discontinuing the promotion in question or by explaining the promotion to
the Committee's satisfaction. If the company states that its promotion is being revised,
the Committee asks to review the revised promotion before closing the case. Cases
closed with a satisfactory resolution are kept confidential. Any cases closed where the
Committee believes there is continued violation of the Guidelines for Ethical Business
Practice will be made public, including the name of the company and the facts of the
case.



Referral to Law Enforcement Agency/DMA Board of Directors

In cases where the company does not cooperate with the Committee's inquiry and the
Committee believes a violation of law may have occurred in addition to a violation of
the ethical guidelines, the case is forwarded to an appropriate law enforcement agency
for its review, and such referral will be made public.

In those rare instances when a member company does not cooperate with the
Committee's inquiry and/or the Committee believes the guidelines are being violated, a
case may be referred to The DMA's Board of Directors for further action. Cases
referred to the Board of Directors are made public by the Committee. Board action
could include censure, suspension, or expulsion of a member and/or issuing a press
release regarding the guidelines violation and company's lack of cooperation. If a case
is closed without a satisfactory resolution and the company in question subsequently
applies for DMA membership, the membership will not be accepted. In cases where
the outcome was not satisfactory and a member company seeks to renew its
membership, the membership will be held in abeyance until the matter is satisfactorily
resolved with the Committee.



Direct Marketing Association

THE COMMITTEE ON ETHICAL BUSINESS PRACTICE

The Committee on Ethical Business Practice was established by the
Direct Marketing Association (The DMA) to investigate and examine
mailings and offerings made throughout the direct marketing field

based on complaints and inquiries received. These efforts are
made in order to increase gocd business practices for direct
marketers and to provide consumer education programs. The

Committee examines such offerings in relation to The DMA’s self-
regulatory Guidelines for Ethical Business Practice.

The Committee consists of 15 executives from DMA member
companies, one of whom serves as 1liaison to The DMA Board of
Directors. New Committee members are nominated and elected by
the existing Committee and approved by the Board.

Since its inception in 1960, the Committee has applied The DMA’s
Guidelines for Ethical Business Practice to more than 800 direct
marketing cases concerning deception, unfair business practices,
personal information protection, and other ethics issues. In
this way, the Committee works to counter techniques that detract
from direct marketing's image. Case reports are regularly issued
to educate The DMA’s members and other companies about practices
that are considered contrary to The DMA’'s ethical guidelines, and
to inform regulators and others interested in consumer protection
issues about specific actions taken to gain compliance with these

guidelines.

The Committee is also responsible, along with the Ethics Policy
Committee, for reviewing and revising The DMA Guidelines for
Ethical Business Practice series as necessary to keep the
guidelines timely, specific, and meaningful in relation to the
Direct Marketing Association's stated broad ethics objectives.
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ETHICS POLICY COMMITTEE

The Ethics Policy Committee was established in 1979 by the Direct Marketing
Asgociation's (The DMA) Board of Directors to initiate programs that seek to
increase customer confidence in the direct marketing industry. The Committee
is responsible for keeping the association’s self-regulatory industry
guidelines timely, specific, and meaningful in relation to technology and
industry changes and The DMA’'s stated broad ethics objectives.

The Committee consists of 11 executives from DMA member firms, one of whom
serves as liaison to the Board. New members are elected by the existing
Committee members and approved by the Board.

In the past few years, the Committee devoted its efforts to several projects,
for example:

. The Committee works with The DMA Privacy Task Force and consumer and
regulatory officials influential in privacy issues toward developing a greater
understanding of privacy as it relates to the use of information for marketing
purposes. The comprehensive Fair Information Practices Manual was produced to
assist marketers in developing and promoting name-removal options and list
security practices. The Committee developed principles for online privacy and
marketing to children, and interpretations which clarify The DMA’s gquidelines
concerning personal information protection.

. The Committee continues to promote increased visibility with govermment
agencies by engaging in cooperative efforts to educate both consumers and the
industry in ethical business practices. For example, the Committee developed,
with the U.S. Postal Inspection Service, consumer tips regarding sweepstakes
advertising, and it continues joint efforts to educate industry members about
preventing consumer fraud. The Committee also worked with the Federal Trade
Commission to produce industry compliance guides and consumer education’
materials about the Mail or Telephone Order Merchandise Rule and other issues.

. The Ethics Policy Committee hosts twice-yearly "Dialogue" meetings with
local and state consumer officials in selected cities throughout the country.
Co-sponsored by the U.S. Office of Consumer Affairs, the Council of Better
Business Bureaus, and the National Association of Consumer Agency
Administrators, Dialogue meetings, which began in 1985, foster increased
communication and visibility between consumer affairs representatives and
direct marketing professionals. Educational projects and guidelines revisions
often result from Dialogue discussions.

May 1997



®

.

. . . b i
TS . .... .-" -M ..”.s. .
oo | S R
. AT B T




MARKETING ONLINE |
PRIVACY PRINCIPLES AND GUIDANCE

While The DMA's Guidelines apply to marketing in all media, the following principles and illustrations
highlight issues unique to online and Interner marketing. Thev cover online notice and opt out. unsolicited
marketing e-mail, and online data collection from or about children.

Online Notice and Opt Out

All marketers operating online sites, whether or not they collect personal
information online from individuals, should make available their information
practices to consumers in a prominent place. Marketers sharing personal
information that is collected online should furnish individuals with an opportunity

to prohibit the disclosure of such information.

The Online Notice
The notice should be easy to find, easy
to read, and easy to understand.

* A marketer should post its notice e T
so as to readily enable the For additional information about our
consumer to learn about the information practices, click here
marketer’s information practices in
a manner that permits a consumer
effective choice over the collection
and disclosure of personal
information.

I e |

For example:

A marketer operating a World Wide Web
site that collects personal information from
individuals who visit it could post notice of

The notice should identify the marketer,
disclose an e-mail and postal address at
its information practices on its home page which it can be contacted, and state

or on the page where information is whether the marketer collects personal
collected (e.g.. survey questionnaire), information online from individuals. If
the marketer collects personal
information online, the notice should
contain disclosures about:

A marketer could provide an icon on its

home page that, when clicked. will fumish

the consumer with access to additional

screens disclosing the marketer’s * The nature of personal information

information practices. collected with respect to individual
consumers.



Depending on the circumstances, information
collected about a consumer may include:

* contact or locator informatiori (such as
name, postal, and e-mail addresses),

* billing information (such as financial
account and credit card number),

* transactional information (such as data on
purchases a consumer makes),

* navigational information (such as data
revealing consumers’ preferences or the
choices they make among the range of
products, services, or sites, and the times
of day they are made), and

* the content of correspondence or
messages directed to a marketer.

For example, a marketer could include
language such as:

“We keep the information you provide in
responding to our questionnaire.”

““We maintain your name, postal, and e-
mail addresses, telephone number, and
payment and order processing information.
We also may keep information on your
communications with our customer service
representatives.”

“We collect information on the times and
ways you use our Web site.”

We collect information on the times and
ways you use our Web site.

* The nature of uses of such
information.

The information may be used, for
example, to ensure that a consumer is
properly billed, for marketing by e-mail,
or for evaluating and understanding
consumer reactions to content, services,
or merchandise offered online. It also
may include using the consumer’s name
and address for marketing by mail or
other media.

We will use your e-mail address only to
contact you about merchandise or services
you have indicated are of interest to you.

For example, a marketer could include
language such as:

“We will use your e-mail address only
to contact you about merchandise or
services you have indicated are of
interest to you.”

“We use information for billing
purposes and to measure consumer
interest in our various services or
pages.”

* The nature and purpose of
disclosures of such information,
and the types of persons to which
disclosures may be made.

This may include disclosure of names and
postal and e-matl addresses to other
merchants for marketing purposes or to




firms that conduct market research for the * Marketers" notices should clearly and

marketer. or disclosure of additional accurately inform consumers of their opt-out
information for bill collection purposes. choices (e.g., transfer of all information to
' third parties, contact by third parties in a
* The mechanism by which the particular medium, re-contact by the
individual may limit the disclosure marketer. etc.)

of such information.

Marketers should suppress in a timely fashion
the personal information of individuals who
request that their personal information not be
rented, sold, or exchanged.

An opt out will traditionally be the means
offered to consumers to limit the
disclosure of information collected about

them. * Whenever possible. marketers should provide
consumers with the opportunity to opt out via

The Means of Opting Out e-mail.
All marketers sharing personal * In opting out from lists used for online
information that is collected online solicitation purposes, consumers may also
should furnish consumers with the seek to opt out from solicitations in other
opportunity to opt out from the media, such as mail or telemarketing.
disclosure of such information. The Marketers should honor these consumer
notice and opt-out process should requests for opt outs from solicitations in
enable consumers to request that their other media.

personal information not be rented,
sold, or exchanged.

I do not want (please check all that apply):

C Transfer of information to third parties
® Contact by third parties

 Future offers from us

click here to register your preferences




As an illustration, The DMA’s present notice of its Web site practices
and opt out is reprinted below. The DMA's notice is limited because
the type of consumer information collected at the site is limited. If,
for example, sales were transacted or a chat room were sponsored
at the site, then the notice would require additional disclosures.

The DMA Web Site Privacy Policy

For years the The DMA has developed guidelines and programs to meet consumer privacy
expectations through notice of its information practices to consumers and by offering
consumers the ability to remove their names from marketing lists. As interactive media
evolve, The DMA renews its commitment 1o notice and opt out in this new medium.

The DMA's Web site is maintained by the Direct Marketing Association. Inc.. 1120 Avenue
of the Americas. New York, NY 10036-6700. You can reach us by phone at 212 768-7277.

This site recognizes the home server of visitors, but not their e-mail addresses. Therefore.
individually identifiable e-mail addresses are not captured or stored for future use. unless
you provide them by posting a message 1o The DMA. Data on visitors' home servers are
aggregated for internal review and then discarded.

Persons who communicate with The DMA. and therefore supply The DMA with an e-
mail address will receive future communications from the Association by e-mail. Persons
who do not wish to receive e-mail messages from The DMA may notify the membership
department by e-mail (dma@the-dma.org). E-mail addresses will NOT be disclosed or
sold to other parties.

Persons who request information about The DMA. its services or educational events. and
who supply the Association with their name and postal address will be added to our
database to receive tuture Association mailings related to Association programs and events.

The DMA occasionally makes the lists of postal addresses volunteered on its Web site
available to other carefully screened associations or companies whose products or
services you may find of interest. If you no longer wish to receive such mailings, please
copy your mailing label exactly (or clip it out) and send your request to The DMA's
membership department at the above address, or you may contact the Association by
e-mail (dma@the-dma.org).

To help marketers and other organizations create their own Privacy Policy
Statements, consistent with The DMA’s Marketing Online Privacy Principles, The
DMA created a special section on its Web site. The site enables Webmasters and
administrators to draft and post a privacy policy online, tailored to the specific
practices of the company or organization. When marketers respond to several
questions based on their site information policies, the resource tool automatically
takes the answers and creates a privacy policy document, which can be edited and
posted directly to a Web site. The address of The DMA’s privacy policy tool is:
(http://www.the-dma.org/policy.html).




Unsolicited Marketing E-Mail

1. Online solicitations should be posted
to newsgroups, bulletin boards, and
chat rooms only when consistent with
the forum’s stated policies.

* To facilitate adherence to this principle, forum
operators should publicize their policies _,
regarding solicitations in their forums, for A Mingy How were the Holidays? 1/5/97
example, “We would like to send offers for !
valuable services and products that may be of
interest to consumers.”

Promotions End of Season Sale 1/5/97

* Marketers should inquire about the forum's
policies before directing online e-mail
solicitations to the forum.

* Marketers should have systems in place that

2. Online e-mail solicitations should be will honor consumer requests to not receive

clearly identified as solicitations and future online solicitations or. in the case of
should disclose the marketer's consumers with whom they have an
identity. Marketers using e-mail established business relationship. to have their
should furnish consumers with whom e-mail addresses removed from their lists or
they do not have an established data bases that are made available for rental.
business relationship with notice and sale. or exchange for online solicitation

a mechanism through which they can purposes.

notify the marketer that they do not
wish to receive future online
solicitations. Marketers using e-mail opt out of receiving further e-mail
should fumnish consumers with whom advertisements, let us know. To get on our
they have an established business opt-out list, all you have to do is send an
relationship with notice and a “unsubscribe” message to ..."
mechanism through which they can
request that the marketer suppress
their e-mail addresses from lists or
databases rented, sold, or exchanged
for online solicitation purposes.

For example. a marketer could say. *We value
our relationship with you-and if you wish to

* Online solicitations should be identified in a

way that allows recipients to readily recognize Please unsubscribe me from your e-mailings.
them as solicitations.
Thank you.
For example. a marketer should use clear
language. such as “End-of-Season Sale.” that
ensures that—without reading more than the : o
first paragraph—a consumer will recognize

the e-mail message as a solicitation.




« The identifying information in the solicitation
should include the name of the marketer
making the solicitation and an e-mail address.
postal address, and telephone number at
which it can be contacted.

For example, a marketer could say.
“Here’s how you can reach us ... (name,
address, etc.).”

Whenever possible, consumers should be
provided with the opportunity to opt out
via e-mail. Marketers should identify
where consumers are invited 1o send such
opt-out e-mail requests, particularly if the
e-mail address is different than the one
from which the marketing e-mail
solicitation is sent.

Because of the unique characteristics of
automnated mailing lists (e.g.. listservs),
subscribers to such lists cannot individually
opt out if the list manager permits online
solicitations to be directed to its subscribers.
This prevents a marketer from suppressing
online solicitations to some subscribers of a
listserv but not to others. Consequently, a
marketer directing online solicitations to
subscribers of an automnated mailing list
should honor the list manager’s stated
policies regarding online solicitations. To
facilitate adherence to this principle,
managers of automated mailing lists should
identify themselves and make their policies
known to marketers and their agents prior to
a solicitation. Marketers should also ask
about policies that affect them.

3. Any person who uses for online
solicitation purposes e-mail
addresses or screen names collected
from the online activities of
individuals in public or private spaces
should see to it that those individuals
have been offered an opportunity to
have this information suppressed.

« Ideally. marketers using e-mail addresses and
related information they have harvested

should provide consumers with an opportunity

to opt out prior to using the information for
online solicitations.

For example, a marketer could say. “We see
that you frequent the () site — we'd like to
send you offers of (computer equipment). If
you don’t want to receive these offers, just let
us know.”

From: Promotions
Subject: Special Offers from us
Date: 1/12/97

i wed ke to send you our special offers. If you don't want to
receive these ofters, just let us know.

* When using lists of e-mail addresses
harvested by others. marketers should ensure
that consumers have already been offered an
opportunity to have their e-mail addresses
and related information removed. Marketers
should contractually require the seliers of
harvested lists to contain the e-mail addresses
of only persons who did not respond to a
notice and opportunity to opt out.

. Marketers who operate chat areas,

newsgroups, and other public forums
should inform individuals using these
spaces that information they
voluntarily disclose’in these areas
may result in unsolicited messages to
those individuals by others.

« For example, a marketer may inform visitors
to a Web site with a message board that:
“You should be aware that when vou
voluntarily disclose personal information
(such as your screen name) in our message
boards or other public areas. vour information
can be collected and used by others.”




* Marketers should also support industry and
other efforts to help educate consumers about
ways to protect their privacy online.

5. All persons involved in the use, rental,
sale or exchange of lists and data for
online solicitation purposes shouid
take reasonable steps to ensure that
such sharing of lists and data adheres

to these industry principles. Industry
groups should take appropriate steps
to encourage their members to follow
these principles.

* For example, marketers should incorporate
these principles into their list rental contracts
and shoulid furnish these third parties with a
copy of The DMA's Guidelines for Ethical
Business Practice.

=] 63

Promotions
Mary

Paul

Lisa

others.
<Paul>: Hi Lisa!
<Lisa>: Hi Paull

<Promotions>: You should be aware that when you
voluntarily disclose personal information (such as your
screen name) in our message boards or other public
areas, your information can be collected and used by

LSpeak ||




Online Data Collection from
or about Children

2. Marketers should be sensitive to

This section contains additional
principles that apply to online activities
that are directed primarily at children
who, more so than adults, may not
understand the nature of information
elicited from them nor the uses to which
the information may be put. Because of
this difference in maturity, marketers
operating online or Internet sites
directed primarily at children should
encourage parents to share in and
monitor their children’s online
experiences.

1. In making decisions whether to
collect data from or communicate
with children online, marketers should
take into account the age, knowledge,
sophistication, and maturity of their
intended audience.

For example, marketers should encourage
voung children to obtain their parents’
permission, using language such as **Your
mom or dad should say it's okay for you to
answer these questions.”

Your mom or dad should say it's okay for you
to answer these questions:

Who is your favorite sports star?
> Dennis Rodman

® Wayne Gretzky
_ Andre Agassi

click lieie to register your choices

For Parents

parents’ concerns about the
collection of their children’s names,
addresses, or other similar
information, and should support the
ability of parents to limit the
collection of such data for marketing
purposes through notice and opt out.

* Marketers should encourage children to
consult with their parents before fumishing
data.

Although the Internet offers consumers many new
and exciting opportunities. some parents would
like more control over what their children view
and do on-line To assist parents in providing a kid-
friendly Internet for their children, there are
several software packages available. These
programs let parents take a more active role in

* Marketers should also support industry and
other efforts to help educate parents about
ways to protect their children’s privacy online,
including informing them about software tools
and parental access controls that prevent their
children from disclosing their name, address,
or other personal information.

The DMA's Web site, for example, hosts a
special “For Parents™ section on its
“Consumer Assistance™ page, which informs
parents of the various software packages
available for helping parents provide a kid-
friendly Intemnet for their children. Marketers
could hyperlink to this page.




3. In conjunction with supporting the * For example. a toy manufacturer’s disclosure

ability of parents to limit the to young children might state: “If you give us
collection of such data online, your e-mail address, we will tell you when
marketers should limit the use of data new ___ amive at the stores. but it’s ‘
collected from children in the course important that you ask your parents if that's
of their online activities to the okay.

promotion, sale, and delivery of goods * The same toy manufacturer’s disclosure to
and services, the provision of all parents might say: “Information collected
necessary customer services, the from children at this site is used only to

understand their preferences among products

performance of market research, and : . .
and to notify the children of new toys.

other appropriate marketing activities.

4. Marketers should also effectively 5. Marketers should implement strict
explain that the information is being security measures to ensure against

requested for marketing purposes. unauthorized access, alteration, or

: dissemination of the data collected
online from children. [Marketers
should consult Articles 7, 8, and 9 of
the The DMA's Guidelines for Personal
Information Protection for suggested
measures that should be taken to
ensure security. These articles lay
out the guidelines direct marketers
should follow for the security of
personal data; for authorization of
visitors to areas where personal data
are processed znd stored; and for

A secure transfer of data.]

ad

Notice to Parents

Information collected from children at this site
i1s used only to understand their preferences
among products and to notify the children of
new toys.

For additional information contact:

Ethics and Consumer Affairs Department
Direct Marketing Association, Inc.
1111 19th Street, N.W., Suite 1100

Washington, DC 20036-3603
tel: 202.955.5030
e-mail: consumer@the-dma.org
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Mr. Robert Pitofsky t\ BA S_;ﬁ 3 2000 | yi
Chairman \\ STt I ,/
Federal Trade Commission i

6% Street and Pennsylvania Avenue, N.W.
Washington, D.C. 20580

Re: Privacy Guidelines 1998-P954807
Response to Request for Guidelines and Principles
Regarding Online Information Practices

The Electronic Messaging Association (“EMA”) welcomes the opportunity to
participate in the Federal Trade Commission’s (“FTC” or “Commission™) exploration of the
effectiveness of self-regulation as a means of protecting consumer privacy interests online. !
EMA commends the Commission for seeking the input of the organizations and companies that
depend on online communications and the Internet to accomplish their business goals and looks
forward to continued cooperation between industry and government in formulating industry
guidelines regarding online information practices.

EMA'’s Unique Perspective

EMA is a trade organization that represents almost 500 corporate “users” and
“providers” of electronic messaging and commerce. “User” members of EMA participate in a
wide variety of electronic messaging and electronic commerce and represent a number of
industries including the aerospace, finance, health care, and petroleum industries. “Provider”
members offer a wide range of telecommunications and computing services including electronic
mail, networks, directories, computer facsimile, electronic data interchange, paging, groupware,
voice mail, software development, and mainframe and mini computer manufacturing.

! " EMA submits these comments in response to the Federal Trade Commission’s Request
for Industry Guidelines that was published on March 5, 1998, in the Federal Register.

1655 North Fort Mver Drive, Suite 850 * Arlingron, VA 22209 USA = 703/524-5550 « Fax 703/524-5558




On behalf of its members, EMA promotes electronic messaging and electronic commerce
services in three primary ways: first, EMA assists in the definition, endorsement, development,
demonstration, and implementation of all messaging standards, related operating conventions, and
practices for electronic messaging and electronic commerce; second, EMA serves as an advocate
for public policies that are favorable to electronic messaging and electronic commerce
development; and third, EMA develops and hosts programs that promote a greater understanding
and appreciation for all electronic messaging and electronic commerce services and technologies.

EMA has been a long-time advocate for the development of industry privacy guidelines in
cooperation with its members, other user and provider groups, and government. In developing
policies, EMA has found itself to be in a unique position because its “user” and “provider”
members typically fall on both sides of any privacy issue. Drawing on the experiences and
knowledge of its diverse membership, EMA has found that industry self-regulation is the most
effective way to ensure a proper balance between individual and industry interests, so that
privacy interests are met without compromising the benefits of online technologies and services
for consumers.

EMA hopes to develop model privacy principles for its members. As a first step in this
process, privacy will be a topic at EMA’s April 1998 Annual Meeting where EMA’s staff and
member-company representatives will join together to discuss industry issues. Later in its
Government Affairs Committee, EMA will examine surveys regarding members’ current privacy
rules, develop positions on what privacy protections and disclosures should be included in new
and updated privacy guidelines, and determine how EMA can best help its members develop
privacy practices that achieve consumer protection.

This process will address what EMA currently considers the five most important issues
in developing privacy guidelines: self-regulation, notice and opt-out provisions for consumers,
special considerations regarding children, the use of privacy-enhancing technologies, and
international concerns.

EMA'’s Development of Model Privacy Guidelines

Self-Regulation Is Preferable to New Legislation or Regulation

EMA believes that the Commission should allow companies and trade associations to
develop privacy guidelines in lieu of mandated rules. Government regulation in this area is likely
to be ineffective, given the ever-evolving nature of the computer marketplace. In fact, it could be
counterproductive - stifling the development of new technologies.

As has been demonstrated in past FTC hearings and workshops, the online community
strongly supports privacy protection for various forms of personal information. Although the
problem of protecting consumer privacy interests while conducting business online is challenging,
EMA believes that industry has both the incentive and ability to meet this challenge. The online



industry has a history of creatively solving complex problems by rapidly assessing consumer
demands and utilizing evolving technologies to meet these demands. Companies that fail to be
responsive to consumer needs will not be able to remain competitive.- EMA believes that the
online industry will answer the call to protect consumer interests by using its knowledge of the
online marketplace and harnessing the “creativity and innovation that have marked the
development of interactive media to date.”?

The numerous efforts of various companies and trade organizations to develop privacy
rules and guidelines, and educate the online community about privacy issues, demonstrate that
industry is already headed in the right direction. The Direct Marketing Association, Interactive
Services Association, Coalition for Advertising Supported Information & Entertainment,
Information Industry Association, Ingenius, and others, have already developed self-regulation
policy examples.> With the help of the Commission and privacy and consumer organizations,
industry can build on these first efforts and create workable and effective standards for online
information practices.

In addition to industry, the FTC will continue to play an important role in ensuring that
consumers’ needs are met. Although “command and control” style privacy rules could never
keep up with technological developments or adapt to the constantly evolving online marketplace
as rapidly or efficiently as industry self-regulation, the Commission has, and should retain, the
authority to intervene where online data collection is found to be fraudulent or deceptive. Online
practices that violate the Federal Trade Commission Act and the FTC’s regulations should be
investigated by the FTC, and parties should be sanctioned, where appropriate.

Notice and Opt-Out Mechanisms for Consumers

EMA believes that the comerstones of any privacy policy are notice and opt-out
provisions. Companies that collect information online should notify consumers of their activities
and describe how they intend to use gathered information. Currently, all EMA members are
encouraged to develop and use corporate email and computer system policies that notify
employees if employers will monitor employee activities and use the information gathered
through monitoring. Notice allows users to make individual choices about what email or
computer activities they should undertake on the system. Similarly, EMA believes that
consumers should be informed of online information collection practices and uses when
conducting businecs or communicating online so that they can make informed choices about their
online practices.

2 Staff Report, “Public Workshop on Consumer Privacy on the Global Information
Infrastructure,” p. 27 (Dec. 1996).

3 EMA recognizes these efforts as preliminary and does not necessarily support their
provisions. As we discussed above, EMA’s positions on these and other proposals will be part
of an ongoing initiative that will begin at our Annual Meeting in April.



In addition to providing notice, EMA supports the development of industry guidelines
that incorporate an “opt-out” mechanism. Opt-out mechanisms enable personal information to
be collected online and used, unless consumers specify otherwise. Opt-out mechanisms, when
coupled with adequate notice, best enable consumers to make choices regarding their personal
information, while at the same time allowing for the development and use of emerging
technologies and services that benefit these consumers. As such, notice and opt-out mechanisms
should be the method by which consumers are both informed of their rights and empowered to
make choices regarding their personal information.

EMA believes, however, that the key to the success of notice and opt-out procedures is
ensuring that consumers have been adequately informed of their rights and educated as to how to
use the opt-out mechanisms. Accordingly, EMA supports the development of privacy
guidelines that discuss ways in which such education will take place.

Special Considerations Regarding Children

EMA also believes that industry should be particularly sensitive to the privacy interests
of children and that the relevant industry should develop policies and guidelines that address
specifically online information practices that affect children. EMA believes that guidelines
should help ensure that parents are provided with the information that they need to protect their
children. Industry guidelines should incorporate specific requirements for Web sites that are
geared toward children. For instance, minors should be encouraged in language that is easily
understandable to obtain parental approval before providing any personal information to a Web
site geared to children. As discussed further below, EMA also supports the development and
use of technology to protect children’s privacy.

Technical Solutions

EMA strongly supports the development and use of technology to provide
privacy solutions. Existing technologies such as the Intemet Profiles Corporation’s
(“I/PRO”) I/CODE system and other anonymity enhancing systems enable consumers to
make personal choices regarding whether their personal information can be collected
online. Similarly, “cookie” technology has been adapted to store a consumer’s privacy
preferences for any given Web site on that consumer’s hard drive, and the Platform for
Internet Content Selection (“PICS”) technology could be modified to help consumers
assess a given Web site’s privacy protection. These technological solutions demonstrate
that industry is quite capable of meeting consumer demands for privacy, and EMA
supports continued innovation in this area.

International Issues

Industry guidelines must take into account the global nature of the Internet. As other
nations begin to address online privacy, U.S. industry must take into consideration these



developments. For instance, the European Union’s Personal Data Directive, 95/46/EC,*
scheduled to come into effect in October 1998, requires that the United States have “adequate
protection” in place before personal data may be exported from European Union member states
to the U.S. Hong Kong has developed a similar law. New international laws and policies can
provide guidance as U.S. industry formulates its own policies and, in some situations, may
affirmatively shape the end result.

Conclusion

Although the issues surrounding privacy and the online collection of data are complex, the
online industry, through the cooperative efforts of EMA and other trade associations, consumer
and privacy groups, and government, is poised and ready to answer the challenges. Indeed,
industry has already demonstrated its ability to address privacy concerns by developing first-
generation policies and technologies that provide workable solutions for both consumers and
industry. EMA looks forward to contributing to the solution in the upcoming months as it seeks
online information privacy guidelines, by capitalizing on its experience with electronic message
privacy policies, that address the interests of consumers and industry alike.

If EMA can be of any assistance to the Commission or its staff as it strives to find
effective ways to provide consumers with a reasonable expectation of privacy in their use of the
Internet, please do not hesitate to contact me.

Regpectfully Sybm

Kegfy C. Stackpole,
President & Chief Executive Officer
Electronic Messaging Association

4 Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995, on the protection of individuals with regard to the processing of personal data
and on the free movement of such data.
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PREAMBLE:

The following principles were developed by members of the individual reference services
industry to respond, as an industry, to heightened interest in the industry's practices. The
principles represent good practices that the undersigned companies agree to support as part of
their operating practices. While it may take up to a year for some principles to be implemented
fully, other principles are already part of the operating practices of the undersigned companies.

SCOPE:

These principles apply to individual reference services, which are commercial services that
directly or as suppliers to others provide information that assists users in identifying individuals,
verifying identities and locating individuals for various purposes.

DEFINITIONS:

e Public Record Information: Information about or related to an individual which has
been obtained originally from the records of a federal, state, or local governmental entity
that are open for public inspection.

e Publicly Available Information: Information about an individual that is available to the
general public from non-governmental sources such as telephone directories, classified
ads, newspaper reports, publications, or other forms of information.

e Non-Public Information: Information about an individual that is of a private nature and
neither available to the general public nor obtained from a public record.

e Appropriate or Appropriately: Describes actions or uses that are reasonable under the
circumstances reflecting a balance between the interests of individual privacy and
legitimate business, governmental, and personal uses of information, including
prevention and detection of fraud.
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PRINCIPLES:

L. Education: Individual reference services shall individually and through their industry groups
make reasonable efforts to educate users and the public about privacy issues associated with their
services, the types of services they offer, these principles, and the benefits of the responsible flow
of information.

II. Reputable Sources: Individually identifiable information shall be acquired from only sources
known as reputable in the government and private sectors.

A. Reasonable measures shall be employed to understand an information source's data
collection practices and policies before accepting information from that source.

B. Individually identifiable information that is collected for marketing purposes shall not
knowingly be purchased, sold or retained for creating or inclusion in individual
reference services, unless it is PUBLIC RECORD INFORMATION or PUBLICLY AVAILABLE
INFORMATION; its use is specifically permitted by law; or it is collected with notice to
the individual that such information will be used for inclusion in individual reference
service products.

III. Accuracy: Reasonable steps shall be taken to help assure the accuracy of the information in
individual reference services. The goal of individual reference service products is to furnish
customers with accurate reproductions of information.

A. When contacted by an individual concerning an alleged inaccuracy about that
individual, the individual reference service, as APPROPRIATE, shall either correct any
inaccuracy or inform the individual of the source of the information and, if reasonably
available, where a request for correction may be directed.

B. The individual reference service's commitment to furnish users with reasonably
accurate reproduction of information in PUBLIC RECORD INFORMATION systems does not
permit alteration of the substantive content of PUBLIC RECORD INFORMATION products or
services.

IV. Public Record and Publicly Available Information: PUBLIC RECORD INFORMATION and
PUBLICLY AVAILABLE INFORMATION shall be usable without restriction unless legally prohibited.

V. Distribution of Non-Public Information: Except as provided in section IX, NON-PUBLIC
INFORMATION will be distributed only according to the criteria set forth below. The nature of
NON-PUBLIC INFORMATION being requested and the intended uses of such information shall
determine the level of review of the subscriber. Companies who supply information covered by
this section to individual reference services shall provide such information only to individual
reference services that adopt or comply with these principles.

108934:1
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A. Selective and Limited Distribution of Non-Public Information: Individual reference
services may distribute NON-PUBLIC INFORMATION without restriction of its contents
only to qualified subscribers.

1. Qualified subscribers for the selective and limited distribution of NON-PUBLIC
INFORMATION must satisfy the following conditions:

a. The subscribers must state their APPROPRIATE uses for such information.

b. The subscribers must agree to limit their use and redissemination of such

information to such APPROPRIATE uses.

The subscribers shall be reasonably identified and meet qualification
requirements that establish them as APPROPRIATE users of the
information and agree to terms and conditions consistent with these
principles prior to accessing the information.

2. Each individual reference service shall take reasonable steps to protect against
misuse of NON-PUBLIC INFORMATION distributed pursuant to this subsection
which will include:

Each individual reference service shall make available upon request an
explanation of what uses of its information are APPROPRIATE and to
which types of qualified subscribers such information is available.

Individual reference services shall conduct a reasonable review of the
subscriber and its intended uses of the information prior to making NON-
PUBLIC INFORMATION available to the subscriber.

Individual reference services shall maintain a record of the identity of
subscribers, the types of uses, and the terms and conditions agreed to by
the subscriber for three years after termination of each subscriber's
relationship with the individual reference service.

Reasonable measures shall be employed to help assure that qualified
subscribers use NON-PUBLIC INFORMATION APPROPRIATELY.

Individual reference services shall implement reasonable mechanisms to
remedy subscriber abuses of the information.

B. Commercial and Professional Distribution of Non-Public Information: Individual
reference services, when they limit the NON-PUBLIC INFORMATION content of their

-3
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products or services as set forth below, may distribute such products or services only to
established professional and commercial users who use the information in the normal
course and scope of their business or profession and the use is APPROPRIATE for such -

activities.

1. NON-PUBLIC INFORMATION products or services distributed pursuant to this
subsection shall not include:

a.

Information that reflects credit history, financial history, medical
records, mother's maiden name identified as such, or similar
information;

Certain information like social security number and birth information
unless truncated in an APPROPRIATE and industry consistent manner.

2. Users shall agree to terms and conditions consistent with these principles prior
to accessing the NON-PUBLIC INFORMATION, shall agree to use such information
solely in the normal course and scope of their business or profession and that the
use is APPROPRIATE for such activities and that they shall limit their use and
redissemination of such information to such uses and in accordance with these
principles.

3. Individual reference services shall take reasonable steps to protect against
misuse of the NON-PUBLIC INFORMATION distributed pursuant to this subsection
which will include:

a.

[f not previously established, the individual reference service shall take
reasonable steps to identify the user and to establish the user as an
established professional or commercial entity.

Reasonable measures shall be employed to help assure that commercial
and professional customers use NON-PUBLIC INFORMATION
APPROPRIATELY.

Individual reference services shall implement reasonable mechanisms to
remedy subscriber abuses of the information.

Individual reference services shall maintain a record of the identity of
subscribers and the terms and conditions agreed to by the subscriber for
three years after termination of each subscriber's relationship with the
individual reference service.
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C. General Distribution of Non-Public Information: Individual reference services, when
they limit the NON-PUBLIC INFORMATION content of their products or services as set
forth in this subparagraph, may distribute such products or services to any person.

1. NON-PUBLIC INFORMATION distributed pursuant to this subparagraph shall not
knowingly include information that reflects social security number, mother's
maiden name identified as such, non-published telephone number, or non-
published address information obtained from telephone companies, birth
information, credit history, financial history, medical records, or similar
information, nor will the service be retrievable by a social security number.

2. The individual reference service shall take reasonable steps to protect against
the misuse of NON-PUBLIC INFORMATION.

V1. Security: Individual reference services shall maintain facilities and systems to protect
information from unauthorized access and persons who may exceed their authorization. In
addition to physical and electronic security, individual reference services shall reasonably
implement:

A. Employee and contractor supervision—Employees and contractors shall be required to
sign confidentiality agreements and be subject to supervision.

B. Reviews—System reviews shall be made at APPROPRIATE intervals to assure that
employees are complying with policies.

VII. Openness: Each individual reference service shall have an information practices policy -
statement that describes what types of information it has, from what types of sources, how it is
collected, the type of entities to whom it may be disclosed and the type of uses to which it is put,
and shall make its policy statement available upon request. Consumers shall be notified about
these practices in various ways such as:

1. Web sites;
2. Advertisements; or
3. Company or industry-initiated educational efforts.

VIII. Choice: Each individual reference service shall upon request inform individuals of the
choices, if any, available to limit access or use of information about them in its data base,
provided, however, that in the case of NON-PUBLIC INFORMATION distributed to the general
public (section V.C of these principles), an individual reference service shall provide an
opportunity for an individual to limit the general public's access or usc of such NON-PUBLIC
INFORMATION.

108934:1
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IX. Access: Upon request and reasonable terms, ar. individual reference service shall:

A. Inform an individual about the nature of PUBLIC RECORD and PUBLICLY AVAILABLE
INFORMATION that it makes available in its products and services and the sources of

such information;

B. Provide individuals with NON-PUBLIC INFORMATION contained in products and services
that specifically identifies them and that are distributed as part of an individual
reference service to users under section V. of these Principles unless the information
was obtained on a limited use basis from a governmental agency or if its disclosure is
limited by law or legally recognized privilege; and

C. Direct individuals to a consumer reporting agency regulated by the Fair Credit
Reporting Act where such agency is the source of the information about the individual.

X. Children: Where an individual is identified in the product or service as being under the age
of 18, no NON-PUBLIC INFORMATION about that individual shall be provided for other than
selective and limited distribution purposes or for the purposes of locating missing children.

X1. Assurance of Compliance: The signers of these principles shall have completed within 15
months of the effective date of these principles, and on a periodic basis thereafter, at least once
every year, an assurance review done by a reasonably qualified independent professional service.
The independent professional service shall apply assurance criteria consistent with these
principles and approved by the signers as a group. Individual referenceservices shall have a
reasonable opportunity to respond to any concerns expressed in such assurance review. A
summary reflecting both the report and any subsequent actions taken or response made by the
company shall be publicly available.

108934:1
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PLEDGE:

The undersigned companies pledge to introduce and follow the above iﬁdustry principles at the
earliest practicable opportunity or by December 31, 1998, whichever is sooner.

Acxiom Corporation
CDB Infotek, a ChoicePoint Company
DCS Information Systems
Database Technologies, Inc.
Equifax Credit Information Services, Inc.
Experian
First Data Solutions Inc.
Information America, Inc.
IRSC, Inc.
LEXIS-NEXIS
Metromail Corporation
National Fraud Center
Online Professional Electronic Network
Trans Union Corporation

1089341



Interaclive Sarvices Asscciaon

Prirncicles on Notice and Choice Frecadures for Jnline Infarmation CollecsSenr and
Cistrigution by Online Orerators

For purseses ¢f these guicelines, the definiticn =f Onlice Ceerators (Conline cpearaters”)
(s anyere ogerating a worlcwice web site for commerzis! ar nen-ssmreercial purscsas,
inclucing antities offering products and services for sale. All criine operators whether cr
nct thev ccllect persong! imformation crline frem maividuals, should inform ccnsumers
accut their informaticn praciices in a3 preminent placs.  Oniine oceraters sharing
perscral imiermaton that is ccllectzd orline shoule fumish individusls with an
nsportunity o prenibit the disclesura ¢f such information to third pardes for commercal
purecsas.

The Elemermrss cf the Notice

An criline creratars’ notice of their imfermaticn zractizes should te sasy te nc, easy to
reac, and 2asy ic uncersiand. It shculd icentify the oniine ocerster, disclosz an e-mail
anc costal addrass at which tha cnline cgerater can be contactad, and stz whsther
anc thrsugh what mechanisms e online operater ceilects sersenal infermatcn cnline
frem indivicduals. in partcular, 7 fhe crline ogeraizr coilects perscnal information online,
he nctce shcuid coman discicsures acout

1) The naturz cf personal infermatior coilected with respect to individual
consumers.

erzanal infermation is that which can idendfy an incividual cerscrally. Ferscnal

d

! crai infermaticn can include ar 2~-maii adcrass. that enacles an online Scearater
to coritact an incividua! even if that e-mail zdcrass hears no relaticn tc a serson's
acuzi neme. Informaticr i net corsicerad puerscnal 7 it is coliectad, usad andier
disclcsec in tha agcoregaie. Al cniine  cg2rators’ ncices shculd csntizin @ clear
exgianaticn 97 tha Yypes of perscnal infermaticn scllected eniine.

2} The manrer in which such informaten is ccllected and nature cof the usas of
such informzten.
Ir adsitcn ‘e the tyzes of infermatcr coilaciad, cnilna creraters sheouic make clear
Rcw sersaral informatier is coilaciz2. For exampie, disclesuras sheuld &= macde as
o wheiner ne infsrmaticr is coilested actemaucaliy S anirnatively.

The srline cgeratsr shculd 3lsc ciscigsa in gererai arms, the intandec uses cf the
cerscnal imfeomaticn callaced. Usas of such infermation might include, fo- 2xample:

susiam acminisTarcn, rasearch and oracuct develecomant cniine site custcmizaticn,

Sirace Tiarvating and completicon of :ncdividual Fansacdicns



3) The natura and ocurpcses of disclesures of such infarmation and the types of

4)

persons to whaom disclasures may be made.

Oriine cparaters should also disclcse the nature and purceses of such disclosure
and {ypes of persons to whem being disclased, For example, such disclosures may
be made to cther ccmmerciai entides for markatng purgcses. The online cperator
should also describe any practices it engages ir to ensure that the recipients of such
persanal infermation use the informaticn in agreed upon ways.

The mechanism by which the individual may [imit the disclosure of such
information.

An online operater siould clearly descrire its infecrmaticn disclosure pelices,
cfiaring consumers an easy-to-use mechanism to ask that perscnal informaton nct
be disclosad to third parties.

Means of Exercising Choice

All cnline operaters that discicse for commercial purpese garsonal infermation,  sheuld
furmish consumers with the opportunity to recuest that their perscnal information not be
rented, scid, or exchanged, and all such cniine cperators should suppress, in a timely
fasnicn, the perscnai information of individuals who have made such requests.

Whers gerscnal imcrmaticn has been ceilecad online from consumers, oniine cperatars
chcica mechanism should include a way for cornsumers to axarcise their choices via
elecronic means.
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Princioles on Notice and Chaoica Procadures for Online Information Collection and
Distribution by Internet and Online Service Providers

Irtemet and Ornline Service Providers maintain  unique relationships witk their
subscribers. They may offer memcers the CEFOnunity to communicate privaiely or
putlicly with others online, as well as previde members with direct services that can
often invelve infermation regarcing ceriain gocds and services. The aasa of ccllecton of
perscnal infermaticn online and the seamless natura of the online experience make it
crical that cornsumers are made awara of infermation ccllection, use and disclcsure
polictes of [ntamet and Online Servica Precviders.

1) Imternet and Online Service Froviders siould act responsibly with the perscnal
information they callect about their subscriters. '

Intemet ard Cnline Service Frovicers ccilect informzticn in order to provide
sutscribers with cniine accouns, including name, acdress. teleshone numkbers and
cracit card informaticn. Such Providars ars uriqualy positfoned te provide the best
Fcssible memkeer cniine experience By collecing data about the subscribers cnline
aciviiies ard using it thoughtiully o evaiuate the services' offerings and make
improvements based cn aggregaie member usage rates.

Civen the infarmaticn ccllectad by [ntemet anc Online Service Froviders, e2ch must
te rescansibie for the perscnal infermaieon under its control and should sTve o
ersure its accuracy anc i{o provice approcnate access and the cpportunity to

CcSect.

2) Internet and Online Service Providers should provide subscriters to_ their
services with an easy to find, easy to read, and easy to understand notice of
their infcrmation ccllecticn, use and disclosure eclicies:

< Th2 netice shculd indicats = nawre of the cersgnal infermeticr ccilected
and whether such infermaiion is coliaciad autam tcally, such as navigaticnal
cr tansaciena! infermalicn, cr upen affirmative reguest from or disclosura by
the cansumer.

e Tne& notica sheule indicate the nature of the usas of perscnal ir:.‘cma’ti;n. Fer
exampie, the Ornline Sersice Previdar sheulc state whethar transacticnal or
navigatcnal informaticn is used oy the cniins sarvics for individually targeted
markating purscsas or in gn aggregate form. for intsmal crecramming and
resasrch.

= Zach Imemer and Online Sarsice Provider shculc aisa clezrly Jdisclese
wihether any gerscnai infermaticn abewt indivicual users is scle. rented or



otherwise discicsed to third panies, anc e circuiivw nss wiiae. annoe . o
disdosuras are made. '

3) Internet and Online Service Providers that disclose personal mfarmat:on about -
subscribers to third parties, should furmish subscribers with means for

exercising choice about such disclesures.’

4) Irmternet and Online Service Providers should not, (except where required by
law or to protect property, or when it is believed to be necessary for health or
safety reasons), disclese to third parties any information that could connec:
the online identity (or screen name) of a subscriber to that subscriber’s true

identity, without subscriber permission.

Intemet and Online Service Froviders should offer all subscribers a mechanism
through which the subscriber can chocse whether personal information can ke

disclesed to third parties.

"' A means cf giving consumears a mechanism fr exercising ~hoice may invelve notice ¢f a
service provider's information gractices before a subscriter st 515 up ‘cr service, therazy giving
comsumars the cooartunity o sue another Intemet er onl'me servce if ey so c"ccse



S/ET
Intaractive Services Asscciation
Anigracuve services Asscceiation

Statement on Children’s Marketing Issues

The online medium has a tremendous potential for engaging the imagination of children
and has opened up a veritabie world of infermation and educaticn resources to them.
Children of all ages have found the computer and the varisty of preducts and services
available cnlire o be 2ngaging, infermational, amusing, fur and educational.

The ISA believes that the variety of groups that werk with children, including , parents,
educatars, the Intemet and Cnline industry. and government, should werk {cgether to
help build an conline commurnity environment that will nuture chiidren and aflow them to

Rave a pcsitive axperience cniine as the medium continues to grow and exsand and
delight users.

1) Markaters cperating online or Intemet sitas for children should be familiar with the

2)

1867 adverdsing guidelines of the Chiidran’s Adveriising Revisw Unit (CARU) of the
Ccuncii cf Better Eusiness Buraaus.

Ir making dscisicns whethar to ccllact data from or communicate with chiidren,
oniine cpersicrs operating sitss or intemet sites directad primarily at chiidren should:

Take inte asccount the ace, knowledge, sophistication, and maturity of their
intencded audiance.

Be sensiiive t0 pareris’ concems absut the ccllection of perscnal imformation
frem their chiidren  inclucing names, addresses anc cther simiilar  information
adout them cr their chiidren ancd supper: for the atility of parers ¢ limit the
ccllecsen of such cata.

£nccurags and nctiiv  carents and/cr respensisie adults akout the availakility of
current technclcgy and softwars tccls availakie aillewing parants to contrel what
informaticn their chiidren can share onlire.

Encourace parants and/cr rescensicie acdulls to take advantage of availablg
ecttwnara tcols and parental access conrols. as gvailabie, to restrict their
children's access to pgarticular sites.

Racognize the sansitivity of information atcut childran ard limit the use of da:‘ta
ccllectad from childran in the course cf their onlire acivitias, in corjuncicn wrth_
suszert for the ability of parents and/cr.raspensitia adult to limit the ccllection of
such data.

Impieme sifict security measures to ensurs agzinst unauthcerzed access,
alteratcn. cr disseminaticn i the cata.



e [Encourage parants and/or resgensible aculis 0 snare It ang mwnice: uien
childran’s online experiencss.

« Explain cleady tc parents and/or resgponsible acdults that the information being
requested is for marketing purpesas.

While the ISA Ebelieves online operatars cught to be responsibie for notilying viewers
how they may be callecting and using any infarmaticn they gather, the ISA telieves that
parents can also play an imgortant role. As with all of their children’s activities, narents
sheuid take an active role in how their children interact online and monitor their
childrer's usage of the [ntamet and online services.

it is impertant to note that unilke talevision where a child may be axpased o advertising
messages simply by tuming a &al, the online ard Intermnet medium generally regquires a
password for access as wall as interaction in the farm of decision-malking and typing or
clicking a mouse. The decision t5 give 3 password to a child is the parent’s first
oppcrtunity to shape and share in the child's anline experience.

Farents, educaters and cthers wic work regulasly with children are enccuraged to
ecucate themseives abcut the Intamet and to work with children to help them leam how
tc distinguish between "commerciai” content and other forms of ccntent on the Intemet.

Together, we can all werk to Jdevelcp and follow guiceiines for online markating to

children, in an effert to safeguard our children and heig ensure their online excerience is
an enriching and enjoyable cne.

8/ST



DONALD D. KUMMERFELD

President

(212)872-3710
Fax 223-6375

March 31, 1998

Mr. Donald Clark beu g 047 ».\‘

Secretary
Federal Trade Commission

Room H-159 P;ag 561 32200005
Sixth Street & Pennsylvania Ave., N.W. N deiths St S

Ten. e e

Washington, D.C. 20580 STt

Re:  Privacy Guidelines 1998 - P954807

Dear Mr. Clark:

The Magazine Publishers of America (MPA) is pleased to respond to the Federal Trade
Commission (FTC) Notice requesting industry guidelines and principles regarding online
information practices. We share your interest in promoting an online environment that
protects the privacy and security of consumers’ personal information. As expressed by
many in the online industry during your 1996 and 1997 privacy workshops and as we
stated in our 1997 comments on the Administration’s Framework for Global Electronic

Commerce, we advocate the development of self-regulatory approaches to privacy
protection online.

MPA’s membership includes approximately 200 consumer magazine publishing companies
in the United States, publishing over 800 magazines. Our membership also includes over
50 international magazine companies. Our member magazines range from well-known,
nationally distributed publications such as Time, The Reader’s Digest and National
Geographic to smaller-circulation and local publications such as Harvard Business
Review, The Net and Milwaukee magazines. Many of our members are involved in new
media magazine endeavors in addition to their traditional print offerings.

MPA has a long-standing interest in promoting business practices that are respectful of
our subscribers and readers. For many years, we have recommended the Direct Marketing
Association’s (DMA) Guidelines for Ethical Business Practices to our members as an
approvriate way to enhance customer relations. We have kept our members apprised as
DMA developed additional publications dealing with specific marketing practices, such as
Guidelines for Marketing by Telephone and Guidelines for Mailing List Practices. After
DMA published its online self-regulatory guidelines, Privacy Principles and Guidance for

MAGAZINE PUBLISHERS OF AMERICA
919 THIRD AVENUE NEW YoRrk, NY 10022 = (212)872-3700 Fax (212)888-4217

Qo



Marketing Online at the end of 1996, in May of 1997, we provided copies of that
publication and DMA’s Guidelines for Personal Information Protection to all our
members. '

In our transmittal memorandum, we suggested that our members take note of the DMA’s
recommendations on online Notice and Opt Out and that members with online sites that
cater to children pay particular attention to the guidance on parents sharing in their
children’s online experiences. We expressed to our members our support for the efforts
of DMA and others in the industry to develop effective self-regulatory approaches that
appropriately balance consumer protection and market development needs.

Our member education efforts continued and expanded early this year. In January, we
wrote to our Board of Directors, members of our New Media Committee, and our general
membership informing them of the FTC’s continuing review of industry’s self-regulatory
efforts and reiterating the importance for MPA member companies of developing and
posting privacy policies on their Web sites. To help our members develop privacy
policies, we provided information on the DMA privacy policy creation tool, as well as
information on privacy policies developed by Time Warner and The McGraw-Hill
Companies, two MPA member companies.

As our members developed and reviewed their online privacy policies, we urged them to
keep in mind the following three key elements extracted from the DMA Guidelines :

1. All Web sites should have a posted statement about information practices. This
statement should be easily accessible, for example, on a screen linked to the Web site’s
home page, or posted directly on the page where information is collected. The statement
should indicate whether the company collects personal information online. If it does, the
statement should identify the type of personal information collected and describe how and
by whom such information may be used.

2. All Web sites should offer consumers an opportunity to restrict use or disclosure
of personal information by “opting out.” Consumers should be able to request that
their personal information not be rented, sold, or exchanged, or that they not receive any
future solicitations from the company.

3. In addition to the privacy notice and opt-out that should be part of every Web site, sites
directed primarily at children should also contain a statement explaining that
information may be collected for marketing purposes and encouraging children to
consult with their parents before furnishing information.

Subsequent to sending this information to our members, we made follow-up phone calls to
members of the Board of Directors and a number of other MPA members to offer
assistance in developing or posting privacy policies. To further help our membership in
this endeavor, in March we were one of four associations cosponsoring a multi-industry
forum with The McGraw-Hill Companies on customer privacy on the Web. The



informative and useful meeting, which brought together magazine companies, book
publishers, and information companies, included an overview of industry self-regulation
policies and several company case studies in privacy policy development. The day-long
session also included workshops where companies could learn how to develop and
implement a workable online privacy policy.

MPA remains committed to educating our members regarding online privacy protection
issues and providing assistance to our members as they develop and upgrade their online
information practices. We continue to believe that the DMA’s Privacy Principles and
Guidance for Marketing Online provide a sound basis for industry self-regulatory efforts. -

MPA is also participating in the information content subgroup working with the
Department of Commerce to implement self-regulatory policies for privacy protection and
intends to attend upcoming workshops dealing with NTIA’s Discussion Draft of Elements
of Effective Self-Regulation for Protection of Privacy. We hope that both government
and industry recognize that developing effective self-regulatory policies is an ongoing
process that will evolve as we gain experience with consumer reaction to posted
information policies. We look forward to working with the FTC and other government
agencies in successfully implementing self-regulation that balances consumer protection
and market development needs.

Sincerely,

Bl B Koo

Donald D. Kummerfeld
President

cc:
Martha Landesberg
Attorney

Division of Credit Practices

Toby Milgrom Levin
Attorney
Division of Advertising Practices
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Secretary L e Toh
Federal Trade Commission \‘\B D*S\S 9 BZGC(/-/ O/ /’
Room H-159 R A

3 3 T ;7 ! "‘l-.u--"-a‘
Sixth Street and Pennsylvania Avenue, N.W.

Washington, D.C. 20580

Re: Privacy Guidelines 1998 - P954807

Dear Secretary:

On behalf of the National Association of Federal Credit Unions (NAFCU), the onlv trade
association that exclusively represents the nation’s federally chartered credit unions, 1 appreciate this
opportunity to share the Internet privacy guidelines we recommend that our members adopt.

Credit unions recognize that financial institutions and other commercial organizations should
post their consumer privacy policies on their web sites to assuage consumer concerns about misuse
of information. Protecting members’ privacy is an important principle for federal credit unions. In
fact, the standard bylaws for federal credit unions require that the officers, directors, committee
members and employees of the credit union hold the transactions between the credit union and its
members, as well as information about members’ personal affaifs, in confidence. However, NAFCU
does recommend that its members post privacy policies on their web sites.

Again, thank you for this opportunity to share our recommended Intemnet privacy policv.
Please do not hesitate to contact me or Dea Whayland-Daly, NAFCU's Associate Director of
Agency Relations, if vou have any questions or require additional information.

Sincerely,

Kenneth L. Robinson
President

Enclosures

KLR'DWD/nh
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NAFCU

NATIONAL ASSOCIATION OF _FEDERAL CREDIT UNIONS
P.O. Box 3769 ¢ WASHINGTON, DC ¢ 20007-0269
(703) 522-4770 ¢ (800) 336-4644 ¢ Fax (703) 524-1082

Recommended Privacy Policy

Our credit union is committed to keeping information about members, their accounts, and their
transactions confidential, as required by state and federal laws and Article XIX, § 2 of our
bylaws. On occasion, we release information about our members if such release is necessary to
serve our members. For example, we release information te consumer reporting agencies so that
we can use consumer reports in evaluating loan applications. We do not collect or maintain
information about our members that is not essential for prudent business purposes. Our web site
includes security measures to prevent unauthorized access.
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Smart Card Forum

Consumer Privacy and Smart Cards — A Challenge and an
Opportunity

Introduction

The Smart Card Forum was created in 1993 to promote the widespread acceptance of
smart card technology in North America. Central to the Forum's mission are: (i) providing
education in the marketplace about the benefits of smart card technology, (i) helping its members
identify viable business propositions and (iii) providing policymakers with the information they
need to develop sound public policy positions on relevant issues. The issue of consumer privacy
brings all of these elements into sharp focus. Indeed. in the arenas of consumer acceptance and
policy development. no issue is more visible or perhaps more important than privacy. As a
result. smart card business propositions will cnly be successful if consumers, policymakers and
Forum members understand the role this technology can play in protecting privacy while
efficiently and securely delivering services and benefits.

1. Privacy In The Consumer Context

While privacy has many meanings. privacy in the consumer context is commonly defined
as the consumer’s interest in knowing how personal information will be used by a business or
government agency, the benefits which will accrue to the consumer for such use and how the
consumer can choose to limit or prevent that use. Smart card technology, if properly designed
and implemented. can enhance both the fact and the perception of the consumer's ability to
exercise a much greater degree of control over personal information than is the case with any
comparable delivery system. The Smart Card Forum strongly believes that an understanding of
the benefits that can be provided and how privacy can be protected by smart card technology will
lead to greater consumer acceptance and a heaithier business environment for the development of
this technology.

The following discussion of issues. educational opportunities and suggested business

Consumer Privacy & Smart Cards - -A Challenge and an Opportunity
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Smart Card Forum

practices is intended as a guide for our members. It is based on the simple premise that consumer
oriented design and implementation of this technology. coupled with education of consumers and
policymakers, make good business sense.

II. Consumer Issues And Educational Opportunities

g

The consumer should be educated about what a smart card is. A brief description
of how smart cards work may be helpful in dealing with consumers. The following
may be useful general information in doing that. There are two basic kinds of smart
cards. An “intelligent smart card™ contains a microprocessor that actually stores and
secures information and “makes decisions™ as required by the card issuer's specific
application needs. New information can be added to these cards and processed by the
microprocessing unit. Monetary value, for example. can be added or debited as
required. The second type of card is better described as a memory card. These cards
are primarily information storage cards that contain stored value which the consumer
can "spend” in a pay phone. retail. vending or related transaction. Many of today's
prepaid telephone cards are memory cards. In both types of cards, the integrated
circuit chip allows the stored information to be protected from damage or theft. As
the storage capacity of cards increases and their costs decline, smart cards will have
enhanced processing and other capabilities. making them the equivalent of portable
computers, the “computer in the pocket. ™

The smart card can be a consumer empowerment tool. Smart cards in general can
provide consumers with a high degree of information control. The smart card
microprocessor chip functions much like a miniature computer. To a greater extent
than possible through other technologies. the consumer can play a role in determining
what information, or value. is placed on that chip and deciding who receives access to
it and when. In the future. the microprocessor chip will provide the consumer with a
much broader array of choices with respect to applications placed on a card. It is
important that consumers understand the large role they can play in choosing
applications and managing the disclosure of personal information to issuers of the
cards. merchants and other third parties.

Smart card technology is not a product but an efficient and secure deliverv
system for consumer products and services. Smart card technology is an enabling
tool which provides access to products. services or value. Current industry
regulations and privacy safeguards will continue to apply to the services. products or

Consumer Privacy & Smart Cards - -A Challenge and an Opportunity B
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Smart Card Forum

value being accessed or the business transactions being conducted by use of this
technology. However, as this is a new technology for consumers. there is a rezl need
for industry members to ensure that its applications are responsibly implemented.

Consumer Privacy & Smart Cards - -A Challenge and an Opportunity 4
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Smart Card Forum

Industry self-regulation and prompt and clear responses to consumer questions will go
a long way toward demystifying the technology and ensuring consumer acceptance of
its various applications.

# The security provided by smart card technology is unequaled in the context of
broad-based consumer access devices for services, products and value. While
security issues will always pose challenges to any technology, it is imperative for the
smart card industry to effectively communicate to consumers the very high level of
security and protection provided by smart card technology. No broad-based system is
ever totally secure. However, successful unauthorized attempts to access or alter data
in a smart card system are unlikely because of the prohibitive cost of those efforts. In
addition, the technology can support various forms of cardholder identification
including identification (such as PINS and biometrics) that can be verified on the card
itself,

# Smart card technology permits higher levels of protection over consumer
information. Not only can smart card technology be designed to allow consumers to
determine who receives access to sensitive or confidential data. the technology can
also be designed 10 securely compartmentalize information storage so that access to
one application on a multi-application card will not allow access to other applications
which may exist on the same card. In fact. the greatly increased levels of security
possible in smart card designs should remove consumer concerns that access 10 a
financial function, for example. could provide access to a health care function. This
technical capacity to securely segregate functions on the card itself can be
supplemented by ensuring that the device which reads the card is programmed only to
perform the particular function being used. Depending on the application and the
level of privacy protection appropriate for that application. the consumer will be able
to further protect data on the card by personal passwords or PINs unique to each
compartmentalized application.

[1l. Suggested Business Practices

" Members of the Smart Card Forum are encouraged to adopt consumer privacy
principles and make them known to their customers. The strength of the Smart
Card Forum is the diversity and breadth of its membership. Some of its members are
in regulated industries. others are not. Some of its members have adopted a code of
responsible information practices. consumer privacy principles or similar guidelines.

Consumer Privacy & Smart Cards - -A Chailenge and an Opportunity 2
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others have not. THE SMART CARD FORUM STRONGLY ENCOURAGES
RESPONSIBLE CONSUMER PRACTICES BY SMART CARD APPLICATION
PROVIDERS AND ENDORSES INDUSTRY SELF-REGULATION. THE
FORUM ENCOURAGES ITS MEMBERS TO INCORPORATE INTO SMART
CARD APPLICATION DESIGNS THE CONSUMER PRIVACY PROTECTIONS
AND CHOICES THIS TECHNOLOGY PERMITS AND TO ADOPT A CODE OF
RESPONSIBLE INFORMATION PRACTICES OR SIMILAR POLICIES
COVERING THE USE OF CONSUMER DATA THAT MAY BE OBTAINED
THROUGH THESE APPLICATIONS. Because of the diverse membership of the
Smart Card Forum, it is not possible for the Forum to provide a guide for all
represented industries. However, the Forum has attached a Guide to Responsible
Consumer Information Practices as a suggested framework around which each
member should develop a policy which takes into account the realities of the industry
that member represents. The guiding principle should be to give the consumer a
comfortable and reasonable level of knowledge and control over personal information
used to achieve the economic or other benefit the member provides.

#* The Smart Card Forum has established a Privacy Task Force to assist its
members, consumers and policymakers in understanding consumer and policy
concerns relating to smart card technology. The Smart Card Forum Privacy Task
Force will support Forum members in developing policies which educate consumers
and policymakers about the technology. In particular, its ongoing role will be to
educate members about which types of information and value can be stored on smart
cards. how access to that information or value is achieved and protected. and how
consumers can make informed decisions regarding disclosure of personal information
in exchange for the benefits offered.

Summary

For smart card technology to be successful, it must be embraced by consumers and it must
not be unnecessarily or unwisely regulated by policymakers. In some ways, the very designation
of this technology as “smart” has become a barrier 1o acceptance. The industry and its members
must forcefully make the point that the technology does nothing by itself. What makes this
technology “smart” is the empowerment it provides to the consumer to access benefits, services
or information in a highly personalized. efficient and secure environment. It is the intention of
the Smart Card Forum to continue to work closely with other industry groups. governmental
agencies and consumer groups to assist consumers in achieving the levels of disclosure and
information necessary to use this technology effectively with maximum privacy protection.
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Guide To Responsible Consumer Information Practices

#"  Identify, recognize and respect the privacy expectations of consumers and make applicable
privacy guidelines available to them.

#  Establish procedures to ensure that consumer data -- information directly related to the
consumer's use of the card -- is as accurate. up to date and complete as possible.
Promptly honor requests from consumers for information the company has about them as
a result of the consumers’ use of their cards and provide a procedure for them to correct
inaccurate personally identifiable information.

#  Limit the use. collection and retention of information about consumers to what is
necessary to administer their accounts. provide superior service and offer consumers new
opportunities.

4 It personally identifiable consumer information is to be provided to unaffiliated third
parties for marketing or similar purposes. inform the consumer of that purpose and
provide the consumer the opportunity to decline (i.e. “opt out”). If personally identifiable
consumer information is provided to a third party. require the third party to adhere to
equivalent privacy standards with respect to that information. This would not apply to
situations where information is disclosed in order to complete a transaction or pursuant to
legal process, including the investigation of fraud or criminal activity.

+" Provide a means for consumers to remove their names from the company's telemarketing,
online. mailing and other solicitation lists.

d Maintain appropriate security standards and procedures regarding access to personally
identifiable consumer information.

Implement policies and procedures to limit employee access to personally identifiable
consumer information to a need-to-know basis.  Educate employees about privacy
standards and employees’ responsibilities to protect consumer privacy and monitor
employee compliance. and take appropriate disciplinary measures with employees who fail
to adhere 1o such standards.
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SELF-REGULATORY GUIDELINES FOR CHILDREN'S ADVERTISING ™7™~

GUIDELINES FOR INTERACTIVE ELECTRONIC MEDIA (E.G., INTERNET AND ONLINE
SERVICES)

The guidelines contained in this section highlight issues unique to Internet and online
advertising to children under 12. They are to be read within the broader context of the
overall Guidelines, which apply to advertising in all media. They are intended to provide
minimum, voluntary standards for the protection of children and their parents, and are to
be taken as an interim approach to a new and unfamiliar marketing venue.

Just as these new media are rapidly evolving, so in all likelihood will this section of the
Guidelines. Advances in technology, increased understanding of children’s use of the
medium, and the means by which these current guidelines are implemented will all
contribute 1o the evolution of the “Interactive Electronic Media” section. CARU’s aim is
that the Guidelines will always reflect the latest developments in technology and its
application to children’s advertising.

Further, these children’s Guidelines must be overlaid on the broader, and still developing
industry standards for protecting and respecting privacy preferences. These industry
standards include disclosure of what information is being collected and its intended uses,
and the opportunity for the consumer to withhold consent for its collection for marketing
purposes. Thus, in the case of data collection from children, reasonable efforts should be
made to establish that notice is offered to, and choice exercised by a parent or guardian.

The availability of hyperlinks between sites can allow a child to move seamlessly from
one to another. However there is no way to predict where the use of successive links on
successive pages will lead. Therefore, advertisers who maintain sites for children should
not knowingly link their sites to pages of other sites which do not comply with CARU’s
Guidelines.

In keeping with CARU’s Principle regarding respecting and fostering the parents role in
providing guidance for their children, advertisers who cormunicate with children
through e-mail should remind and encourage parents to check and monitor their
children’s use of e-mail and other online activities regularly.

The following guidelines apply to online activities which are intentionally targeted to
children under 12, or which appear within online areas specifically designated as
children’s areas. For purposes of this section, these activities include making a sale or
collecting data, and do not include the use of “spokescharacters” or branded environments



for informational or entertainment purposes, which are addressed in the “Endorsement”
and "Disclosure™ sections of the Guidelines. '
Making a Sale

Advertisers who transact sales with children online should make reasonable eftorts in
light of all available technologies to provide the person responsible for the costs of the
transaction with the means to exercise control over the transaction. If there is no
reasonable means provided to avoid unauthorized purchases of goods and services by
children, the advertiser should enable the person responsible to cance! the order and
receive full credit without incurring any charges. Advertisers should keep in mind that
under existing state laws, parents may not be obligated to fulfill sales contracts entered
into by their young children.

1. Children should always be told when they are being targeted for a sale.

2. If a site offers the opportunity to order or purchase any product or service, either
through the use of a “click here to order” button or other on-screen means, the ordering
instructions must clearly and prominently state that a child must have a parent’s
permission to order.

3. In the case of an online means of ordering, there should be a clear mechanism after the

order 1s placed allowing the child or parent to cance! the order.

Data Collection

The ability to gather information, for marketing purposes, to tailor a site to a specific
interest, etc., is part of the appeal of the interactive media to both the advertiser and the
user. Young children however, may not understand the nature of the information being
sought, nor its intended uses. The solicitation of personally identifiable information from
children (e.g., full names, addresses, e-mail addresses, phone numbers) triggers special
privacy and security concerns.

Therefore, in collecting information from children, advertisers should adhere to the
following guidelines:

1. Before asking children for information about themselves or others, advertisérs should
remind children to ask a parent for permission to answer the information gathering
questions (e.g., “You must ask your Mom or Dad if you can answer these questions’™).

2. The advertiser should disclose, in language easily understood by a child, why the
information is being requested (e.g., “We'll use your name and e-mail to enter you in this
contest and also add it to our mailing list.”’) and whether the information is intended to be
shared. sold or distributed outside of the collecting advertiser company. Reasonable
efforts should be made 10 offer parents the opportunity to exercise choice and control.



3. If information is collected from children tarough passive means (e.g., navigational
tracking tools, browser files, etc.) this should be disclosed to the child and the parent
along with what information is being collected.

4. Advertisers to children who collect identifiable information online should make
reasonable efforts, in light of the latest available technology, to ensure that parental
permission is obtained.

5. Even if a child is asked to register at a site using his or her full name, advertisers
should encourage the child to use a “screen name” (e.g., “Bookworm™, “Skater”, etc.),
first name, initials, or other alternative to full names for any activities which will involve
public posting.

6. If the information is optional, and not required to engage in an activity, that fact should
be clearly disclosed in language easily understood by a child (e.g., “Tell us your name if
you want to”, or “You don’t have to answer to play thec game”). The advertiser should
clearly disclose what use it will make of this information, if provided, as in #2 above.

7. Since e-mail addresses can be used to learn other, personally identifiable information
about the owner, e-mail addresses should be solicited on secure sites, when available. If a
secure site is not yet available, an advertiser who solicits an e-mail address from a child
should make reasonable efforts in light of the latest available technology, to ensure that
parental permission is obtained.

8. The interactivity of the medium offers the opportunity to communicate with children
through electronic mail. While this is part of the appeal of the medium., it creates the
potential for a child to receive unmanageable amounts of unsolicited e ..ail. If an
advertiser communicates with a child by e-mail, there should be an opportunity with each
mailing for the child or parent to choose by return ¢-mail to discontinue receiving
mailings.
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CARU’S REASONABLE EFFORTS STANDARD

CARU’s Guidelines for Interactive Electronic Media require that “reasonable efforts” be

made to provide notice and choice to parents when information is collected from children
onlinc. CARU currently interprets these reasonable efforts as follows, depending on the
type and sensitivity of the information collected:



In all cases, the information collection or tracking practices must be clearly disclosed.
along with the means of correcting or removing the information. "The disclosure notice
should be prominent and readily accessible before any information is collected. For
instance, in the casc of passive tracking, the notice should be on the page where the child

enters the site.

O For real world, personally identifiable information, which would enable the recipient
to directly contact the child offline, the company must obtain prior parental consent,
regardless of the intended use.

0 When personally identifiable information (such as email addresses, screen names)
will be publicly posted so as to enable others to communicate directly with the child
online, or shared with third parties, the company must obtain prior parental consent.

0 For other identifiable information, such as email addresses, first names. hometowns.
the company must directly notify the parent of the nature and intended uses and offer
the opportunity to remove or correct the information.

0 For all other anonymous or aggregate information, whether gathered directly or
through passive means, the company must clearly disclose the nature and intended

uses of the information.
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