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Abstract

The goal of the Smart Gun Technology project is to eliminate the capability of an
unauthorized user from firing a law enforcement officer’s firearm by implementing user-
recognizing-and-authorizing (or “smart”) surety technologies. This project was funded by
the National Institute of Justice which is the research and development agency for the U.S.
Department of Justice. This report lists the findings and results of the project’s three primary
- objectives. First, to find and document the requirements for a smart firearm technology that
law enforcement officers will value. Second, to investigate, evaluate, and prioritize
technologies that meet the requirements for a law enforcement officer’s smart firearm. Third,

to demonstrate and document the most promising technology’s usefulness in models of a
smart firearm.
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Reader Feedback

This report is the final documentation for the Smart Gun Technology Project. Even though this is
the final report for this project there is still much work to do before a smart gun system can be
fielded for use. We are constantly looking for ways to improve the information and the processes
documented in this report. Readers can provide the best suggestions for improvement. The reader
is encouraged to submit any comments, criticisms, and ideas to be considered for future research to

the following address.

Douglas Weiss

Smart Gun Technology Project
Sandia National Laboratories
P.O. Box 5800
Albuquerque, NM §7185-0537

Fax: 505-845-9888

E-mail: drweiss@sandia.gov
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Preface

The following guide is to assist those readers that have read the projects previously released
preliminary reports.

With the following exceptions all of the material presented in this final report is new:

Chapters 1, 2, 4, 5, and Appendices A, B, and C are from the project’s first report: Smart Gun
Technology Requirements Preliminary Report. There are no significant changes to the content of
these chapters.

Chapters 1, 3, 6-12, and Appendix D are from the project’s second report: Evaluation of Smart Gun
Technologies Preliminary Report. There are no significant changes to the content of these chapters.
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to evaluate various existing
technologies by comparison with
requirements  obtained  from
officers; third, to develop models
to demonstrate how a technology
might operate in a smart gun
system. All of these objectives
are focused on meeting the
project goal of eliminating the
capability of an unauthorized user
from firing a law enforcement

officer’s firearm by
implementing user-recognizing-
and-authorizing, or “smart”,
technologies.

Gathering Requirements

Information was needed on the
occurrence of takeaways to prove
the need for smart gun
technologies to officers (see “Is
There A Takeaway Problem?”).

Actual takeaway data was used to
show officers that takeaway
incidents occur. When officers
realized that an average of 16%
of the all the officers killed in the
line of duty are killed by an
adversary with a service firearm,
either their own or another
officer’s, they were more
interested in looking for a
possible solution to the takeaway

Is there a takeaway problem?

Most officers underestimate the
number of officers who have
been killed with a service
weapon, either their own or their
partner’s, because it was obtained
by an adversary. Officers that
have been through the experience
often do not like to talk about it.
It is said that some may not even
report the incidents. It needs to
be remembered that whenever an
officer enters a situation there is a
firearm present.

From survey results, only a few
fficers offered that weapon
akeaways are not a problem and,
sther more critical topics should
e studied. The majority of
fficers have never seen the
tatistics surrounding takeaways.
there are also false rumors
irculated, such as the only time
n officer is killed with his own
irearm is when the firearm was
urrendered to the suspect.

ome indirect evidence that there
i a takeaway . problem can be
een by the amount of emphasis
laced on firearm retention
aining - at police training
sademies, the wide selection of
:curity holsters available, and

the Federal Bureau of Investiga-
tions (FBI) continued interest in
tallying the number of these
deaths.

The FBI gathers information on
officers killed in the line of duty.
One of the items that is tracked is
the number of off:lccrs killed with
their own weapon. The total is
published in the FBI's Law
Enforcement Officers Killed and
Assaulted report. A box is
checked if an officer is killed
with his own gun, and the tally of
these boxes gives the official
number of takeaways for the
United States. If an officer is
killed with another officer’s
service firearm it is not included.

FBI reports from 1979 to 1992
were  analyzed to  extract
information conceming officers
killed with service weapons.
Officers deaths were reviewed to
include other officers, such as
partners, that were killed with a
service fircarm by an adversary.
Since the FBI's tally does not
include these other deaths, their
number is conservative. Deaths
that neither calculation includes

- are non-law enforcement person--

nel that are killed when an
officer’s firearm is taken. (While
the FBI tracks officers that are
killed during takeaways inci-
dents, much less information is
known about the number of
takeaways that do not result in a
death.)

Research revealed that-during this
time frame an average of 16% of
the officers killed were killed
with a service firearm, either the
officer’s own or another officer’s,
in the hands of an adversary.
This totaled 182 officers killed in
178 separate incidents during the
fourteen year period.

Fortunately the number of these
deaths has been decreasing since
a peak in 1986 (as seen in Figure
1). Some possible reasons for the
decline in deaths may be
increased awareness of the
problem, the more frequent use of

-security holsters, changing from

revolvers to semiautomatics, and
the increased use of body armor
among officers.

Over half of the total number of
takeaway incidents resulting in an

“officer death have occurred in the




Executive Summary

Issues and Findings

Discussed: A research and
evaluation project was completed
to determine if technologles are
available that could meet law
enforcement officers’
requirements for a user
authorized firearm.

Key Issues: The questions

researched during this project

include: ‘

s What are the law enforce-
ment officers’ requirements
for a smart gun?

¢ Do technologies already exist
that can meet the officers’
requirements?

e How would a smart gun
operate?

Key findings: The results of this

project include: _

¢ Numerous officers have been
killed by adversaries who
obtained an officer's firearm
(See Figure 1).

e Officers have very idealistic
requirements for a smart gun
technology.

o Many technologies have
favorable attributes to meeta
subset of the officer's
requirements, but there is not
currently a perfect smart gun
technology.

= Demonstration models
illustrated operational
concepts and validated both
the officers’ requirements
and technology evaluations.

The Smart Gun Technology Project

By Dougl.as R. Weiss

“It will never happen to me,” and
“The only officers that are killed
with their own guns are those
who give them away” are the
types of comments that were
sometimes heard from law
enforcement  officers  when
research on firearm takeaways in
law enforcement began. When
the records are studied it is seen
that numerous officers have been
killed in the line of duty with
their own service firearm, as
many as nineteen in a single year
(See Figure 1). A smart gun

120

technology, one that could enable
a firearm only after identifying an
authorized firearm user, is one
method of eliminating or
reducing the number of these
deaths.

The Smart Gun Technology
Project was funded by the
National Institute of Justice (NLJ)
in April 1994. The research that
the NIJ requested was organized
into three primary objectives:
first, to find the requirements that
a law enforcement officer has for
a smart gun technology; second,

40 4
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Figure 1. Number Of Officers Killed With A Service Firearm




problem. The percentage could
be made to look worse if the
officers that are killed in non-
fircarm related incidents
(accidental deaths) are removed
from the calculations.

To understand the attitudes of the
officers toward smart gun
technologies a survey was
developed. The survey questions

South region as defined by the
FBI. Following the South (56%),
in order, are the Midwest (19%),
West (14%), and Northeast
(10%). The reason that the South
region has had more than twice
the takeaways resulting in death
than the next closest region is not
known. When compared to other
regions the answer is not directly
related to population or the
number of officers.

Other takéaway facts:

e Incidents occur in various
locations, mainly along &
roadway after a traffic stop.
Quite a few occur while
transporting prisoners, and at
police departments.

e . The most common motive for
' an attack on an officer is to
escape from the officerl.

e A struggle usually ensues
prior to a takeaway. " In only
8% of the documented
incidents were the firearms
taken by another means such
as by surprise, or stolen.

« The physical condition of the
victim officers are average or
above average2.

were designed to understand the
conditions that influence officers’
thinking and actions when
dealing with their fircarms. The
responses were characterized to
determine the types and number
of concerns of officers (See
“Survey -of Officer’s Concems).
The concems found in the
surveys were combined and
validated with information from
other sources such as live
interviews and periodicals. The
principal result of this process
was a list of officers’ concerns
about smart gun technologies.

Officer’s Requirements

For each of the officers’ concemns
a deductive approach was used to
document the reasons behind
their viewpoint. This approach
allowed requirements for the
smart gun technologies to be
extracted from their concems.
While the set of smart gun
technologies  describes  the
idealistic  “wants” of law
enforcement officers, it is
understood that the actual
“needs” are a subset of the wants.
These wants set a target for the
optimum smart gun technology.

Although it may or may not be
possible to meet the officers’
ideal, this sets a standard that can
be wused to rank various
implementations of technologies.

Figure 2 shows the officers’
concerns relating to smart gun
technologies compared to the
number of survey responses. The
primary concern that officers
expressed was the effect of a
smart gun technology on the
reliability of the firearm system.
To the officer the firearm is
another tool that is available to be
used. The difference is that the
firearm is only used when the
circumstances of the officer’s
work demand that lethal force be
used. Then the firearm must
work because the officer’s or
another person’s life is at stake.

The second most frequently listed
concern by officers requires that
the smart gun technology be able
to operate in all the
circumstances and environments
in which an officer could
conceivably find himself. The
officer’s firearm must operate in
the worst possible environments
the officer may face.

Number of Response

Conceras

Treining

o

K

Powesr Follure

Figure 2. Officer’s Concerns Relating to Smart Gun Technologies




Gaining an officer’'s trust in a
smart gun technology is a hurdle
that must be overcome. The
technology must be able to
separate the authorized users
from unauthorized users.
Officers want the capability to
use another officer's weapon if
the need arises. They also want
to be able to use a weapon with

either hand. The technology
must be simple and affordable.
The encompassing desire that
officers have is that a smart gun
technology does not interfere
with the manner in which current
fircarms operate, except by
limiting the use to an authorized
individual.

Survey of officers’ concemns

A survey was used to obtain
information “from law
enforcement officers. - Questions
were designed to draw out
officer’s attitudes about smart
-gun technologies. Surveys were
mailed to police departments,
distributed at law enforcement
conferences and published in the
American Society of Law
Enforcement Trainers Journal.
The method of distribution was
not intended to give a scientific
sampling of law enforcement,
but did result in & broad sample.

Analysis of the information
included both the interpretation
of the open ended questions, and
calculation of statistics from the
closed ended numerical
responses. Follow-up interviews
were conducted in person and by
telephone until the trends of the
answers were repeating. The
interviews sought to check the
interpretation of the questions.to
validate . the survey, to
understand the importance of the
answers, and understand any
extenuating circumstances that

Responses were reccived from
across the country, with the returns
generally matching the population
characteristics of the regions. The
exception was the greater retum
from the South region (58%) as
defined by the FB]. This is also the
region that had the greatest
percentage of officers killed in
takeaway incidents. The majority
of the returned surveys were from
city, or municipal, police
departments (63%), the next largest
percentages of respondents were
from county agencies (11%). These
two types of agencies jointly
provide most of the law
enforcement service in the Nation.
Surveys were also received from
training academies, Federal, State,
Tribal, University, and unknown
agencies.

A wide range of personnel
responded to the survey, from
management positions, to trainers,
to patrol officers. The majority of
the responses cage from officers
having field duties, and over a
quarter came from officers involved
in training. The officers also had a

may have influenced the wide range of experience. Over half

answers. of the officers were in the range of
11-25 years experience in law
enforcement.

4

Evaluating Technologies

An evaluation
needed that could trace the
officers’ requirements as the
determinate  factor in the
rankings. A process called
quality functional deployment
(QFD) was used to transform the
officers’  sometimes  general
requirements into the more
definite requirements needed for
the evaluations. After the
specific requirements were listed,
each technology was ranked
against each requirement to
determine a final ranking
between all the technologies.
Since many of the officers’
requirements relate to the final
implementation of a product, as
opposed to a technology that may
be included into a product, some
of the requirements could not be
used for ranking purposes. The
ranking that was completed,
therefore, focuses on the basic
operational aspects of the
technology in a smart gun
system.

method was

Three categories of technologies
were investigated: Automatic
Identification, Biometrics, and
Miscellaneous. Automatic identi-
fication is a broad classification
of technologies for devices that
can be used to track items
without human involvement.
Generally speaking these are
electronic devices that use some
type of code for their unique key.
Biometric technologies are those
that base their uniqueness on
some characteristic of the human
body. These are also electronic

- devices that can sense the unique

human property and use that
information to lock or unlock a
firearm.  Other devices were




Demonstration M'o-del Evaluations

The third objective of the smart
gun technology project was to
demonstrate the usefulness of
promising technologies in models.
Five models were developed to
show the  strengths  and
weaknesses of various technolo-
gies. The purpose of the models
was to illustrate the principles
showing how a smart gun
technology would operate, and
provide a visual aid when
discussing the project with law
enforcement officers and others.
Five models were fabricated:
Touch Memory, Remote Control,
RF Teg, Fingerprint, and Speech
Recognition.

The breadboard models are not
functional prototypes, although
‘they  have.  features  that
approximate those of a final
product. Each of the models were
built into an identically sized box
that held any  eadditional
electronics necessary to show how
the technology would recognize
an individual. The models
performed an ecnabling operation
that was displayed for the user.

The breadboard models were built
from existing  commercial

equipment that was modified into
configurations to emulate a smart
gun. Even though the models
were not functional firearms, they
had to give the impression to a
professional firearm user that the
device was acting like a smart
would operate. :

Technologies were selected not
only to show how a particular
implementation of a technology
would operyte, but also to show
how a class' of technologies with
similar  characteristics = might
operate.

By proper selection of

the technologies to be modeled,
the comments that officers made

during reviews could be
extrapolated to different
technologies with similar
characteristics.

What the models could not
demonstrate to the officers were
non-tangible items like the
technology’s cost, reliability, and
adversarial strengths. Items like
these will remain a concern for
officers until a fieldable prototype
is thoroughly tested.

grouped into the miscellaneous
~ technologies category. Many of
these devices are mechanical and
have the benefit of not
necessarily requiring & power
source like the electronic devices.

Demonstration models: were
fabricated after the initial
evaluations were complete. The
models were chosen to highlight

the strengths and weaknesses of

selected  technologies  (See
“Demonstration Models™). The
models were demonstrated to law

enforcement personnel to obtain
comments. In this way both the
officer’s requirements, and the
ongoing evaluations could be
validated.

The Results

Fifteen implementations of
fourteen = technologies  were
evaluated in . detail. The

. implementation of the

technologies can affect the
ranking. What was considered to
be the most appropriate
implementations were ranked for




cach of the technologies, each
maintaining the basic building
blocks of a smart gun system (see
“Smart Gun Analogy”). Each
implementation was  scored
according to how well it met each
of the requirements.  These
scores were summed to determine
a final ranking. The scores were
also multiplied by the importance
ratings found in the QFD process
to weight the requirements by
what was important to both the
law enforcement officer and the
designer. Done in & style similar
to popular consumer magazines,
Figure 3 shows the rankings for
the technologies (without
importances)  compared  to
specific categories of require-

ments. The category headings
are self evident descriptors of the
requirements contained within
that category. In this case the
renkings are shown without the
importances so that the readers
can decide for themselves what is
important. The symbols used in
the rankings are shown in the
figure.

Figure 4 shows that there is no
perfect technology: one that will
meet all the officer’s require-
ments. Existing technologies that
have been optimized for other
commercial applications were
. evaluated. The companies who
develop these technologies have
not targeted a firearm application

shows that the highest grade that
any of the technologies received
was a “B”. The grades were
obtained from the numerical
scores for all the ranked require-
ments. More work needs to be
done to all the technologies to
bring them to a level that a law
enforcement officer will value.

The top four technologies all are
radio frequency devices. One
reason for this is that radio waves
travel through most substances so
they are not hindered by the same
environments as some of the
other technologies. Another
reason is that these electrical
devices use a code that can be
quickly transmitted and checked
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accepting authorized users. The
biggest concern of the radio
frequency  devices is
electromagnetic interference that
would prevent the - normal
communication from occurring.
Officers reviewing th¢ radio
frequency models liked that there
was not critical alignment, or any
contact, between the model's key
and the discriminator. The radio
frequency models could also be
operated while wearing gloves.
For the remote control model, a
few officers liked the control of
manually turning the firearm on
or off, even though this
contradicted their own
requirement of not requiring an
action.

Touch memory technology
scored rather high even though it

has practical problems to
overcome. This means that the
qualities that it does have are
important to the user, and the
strengths outweighed its
weaknesses. Again, an electrical
device ¢+ allows a repeatable
communication of a unique code.
A drawback is the alignment of
the key. Officers evaluating the
touch memory model were
concerned about the ealignment
necessary between the key and
the discriminator, and that
contaminants could interfere with
the communication channel.
Many officers also are concerned
about any technology that
requires them to wear an item
such as a ring, or a watchband,
that they could forget.

Fingerprinting technology ranked
as high as it did because of the
uniqueness of its key
(fingerprint). The key is always
available to the officer: it cannot
be forgotten. The problems have
to do with the time it takes to
obtain a completed reading of the
fingerprint, and ~ with
contaminants interfering with the
reading between the key and the
discriminator. Officers trying the
fingerprint model were primarily
concerned with the size and speed
of the technology. Also, an
injured finger, with simple cuts,
scrapes, or blood, may not be
recognized by the firearm.

The magnetic technologies can
use magnetic forces to tum the
firearm on and off. This would
alleviate the need for some type




of on/off switch that would help
conserve battery life. ~ While
implementation A has a better
discriminator making it less
orientation critical, implementa-
tion B may not require the use of
any power source. The concem
is the alignment of the key with
the discriminator.

Voice recognition is another
biometric technology, but in this
case the key cannot be
discriminated as well as a

fingerprint. The goal of voice
recognition is to detect the vocal
tract, but today most systems are
based on detecting phonemes (the
smallest units of speech). As the
voice changes due to various
reasons including sickness, stress,
or age, a person may have a
difficult time being recognized.
If the system is implemented with
a spoken password as a key it
means the activation requires a
memorized action.

The next three technologies
(finger  length, bar codes,
capacitive proximity) all have
limited potential as a smart gun
technology. They either lack a
basic building block of a smart
gun system, or lack a good
implementation.

The three final devices, the
lanyard, the key lock, and the
combination lock came in last as
meeting the requirements for a
law enforcement officer’s

Smart Gun Analogy

A smart gun system may be
viewed as & type of security
system for a firearm. As an
analogy, it is described in terms
of a key operated padlock. The
analogy is organized into three
pieces: a2 key, a discriminator,
and a latching mechanism.

The key does not have to be a
metal key like that of the
padlock. The key can be any
item that has some unique
property that can be sensed.
Items like a fingerprint, an
electronic code, or & combination
can all be considered a key.

e Unique
e Non-changing
e Not easily copied
e Convenient

DISCRIMINATOR

Must be:

e Compatible with the key

The discriminator is the device
that distinguishes the
characteristics that make one key
different from another. Each key
has some associated technology
that can distinguish its properties.

The latching mechanism is like
the shackle on the padlock; the
latch physically locks the firearm
and prevents it from being fired.
When a smart gun system is
made up of these three pieces,
each piece can be evaluated
against its particular
requirements. )

* Able to distinguish between keys

The Smart Gun Technology
project  focused on the
evaluations of potential
combinations of keys and
discriminators. The. design and
implementation of a latching
mechanism is left to the firearm
manufacturers. This makes sense
because this is their expertise:
each firearm’s mechanism has
been optimally designed, and this
limits the reliability and liability
concerns of having a mechanism
being put into the firearm.

LATCHING

MECHANISM

o Must be able to disable
the firing mechanism




firearm. These devices are less
expensive than the other
technologies and they may not
require any power source. The
problem these technologies have
is that they do not automatically
enable the firearm for the user but
require the user to perform an
action. This may not be able to
be accomplished by an officer
. during a takeaway situation.

Conclusions

The National Institute of Justice
was correct when they recognized
that a number of officers are
being killed each year with their
own service firearms. The
research validated the problem of
takeaways and revealed that up to
19 officers a year have been
killed during takeaway incidents.
The number of deaths may not be
as large as some other categories
of officer deaths, but at an
average of 16% of all the officers
killed it is a significant
percentage.

Officers have a very difficult set
of requirements for a smart gun
technology. One reason that the
officers’ requirements are so
difficult is that the documented
set of requirements contain the
idealistic wants of the officers,
~which is suspected to be greater
than their actual needs.

Officers want their firearm to
operate predictably: the firearm
must remain reliable in all the
environments and circumstances
that an officer may encounter.
This summarizes the most
important requirements that need
to be satisfied. It is expected that
if these items can be met, then the
other requirements  become

negotiable.

The requirements led to an
analogy for a smart gun system.
The system can be viewed as a
lock and key for a firearm. The
key is any unique item that the
firearm can recognize. The lock
is divided into a discriminator
and a latching mechanism. The
discriminator recognizes the key,
while the latching mechanism
physically enables or disables the
firearm.

The officers often gave very
qualitative  requirements that
made evaluation of technologies
difficult.  Using quality tech-
niques a quantitative set of
requirements was formed that
could .be used to score each
technology. '

Evaluations of fourteen technolo-
gies showed that each technology
had characteristics that scored
high in individual categories.
Mechanical technologies ranked
high for low power consumption
and being less expensive.
Electronic technologies scored

high for their ability to
discriminate  digital  codes.
Biometric technologies scored

high for being unique as a key.
However, the evaluation revealed
that no technology curently
meets all the officers’ idealistic
requirements.

Demonstration models were vital
for showing officers how smart
gun technologies operate. The
models stimulated comments that
were used to validate the
requirements and learn other
insights from the officer. Officers
generally liked the particular
characteristics of each of the
technologies that ranked high in

the evaluations.

Many of the rankings are so close
that a small change in a
technology’s capabilities, or in
the ranking algorithms, could tilt
the scales in favor of another
technology. Many of the
technologies discussed did not
exist even a few years ago as
marketable products. Even
during the evaluation period new
advances were made in some of
the technologies, with more being
expected within the next few
years. As technologies become
mature the documented weak-
nesses may be overcome.

The consensus among law
enforcement officers is that a
smart gun is a good idea and
could be very beneficial to their
work, if it will meet their
requirements. There is a desire
by many to have a more secure
firearm available for use by law
enforcement officers.  Others
would like to have more secure
firearms available to the general
public. The information obtained
during this project is based solely
on the law  enforcement
requirements for a smart gun.

Developing a smart gun that
meets law enforcement officers’
idealistic requirements is a very
difficult task. It may take a
generation of smart gun systems
to come and go before a smart
gun is not only common but is
favored over a non-smart gun;
this is much as it is with other
new technologies. To accomplish
this goal a great deal of time and
resources will have to be
expended to optimize the
technologies for the smart gun
application.
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Chapter 1

The Smart Gun Technology Project

Firearms are used by assailants in most of the
attacks on law enforcement officers that result
in serious injury or death. In some of these
attacks the officer is killed by his or her own
firearm. While the total number nationwide
killed in this manner may not be large, the
potential threat is present for every officer
facing violent and unpredictable subjects. In
research back to 1979, as many as 19 deaths
per year have occurred from an assailant’s use
of an officer’s firearm. '

The National Institute of Justice

As the research and development agency of the
U.S. Department of Justice, the National
Institute of Justice (N1J) pursues a wide range
of programs to prevent crime and improve_ the
criminal justice system. NIJ is authorized to:
sponsor research and development programs,
and special projects; evalunate the effectiveness
of new and promising crime control programs;
support technological advances applicable to
fighting crime and improving criminal justice;
disseminate information from research,
development, demonstrations and evaluations.

For more than 20 years, NIJ has had oversight
for developing performance standards for law
enforcement products including hand-held
radios, metallic =~ handcuffs, firearms,
surveillance devices and body ammor. With the
development of tools and technologies aimed at
improving the effectiveness of law enforcement
being: under NIJ's jurisdiction, NIJ is
supporting a “smart gun” technology research
and development proposal. The Smart Gun
Technology project is an effort to define a user

recognizing and authorizing firearm surety
system as well as investigate, evaluate and
prioritize existing technologies for potential use
in a “smart gun.” The results of this project
will be used to further the goal of eliminating
the capability of an unauthorized user from
firing a law enforcement officer’s firearm,

Sandia National Laboratories

Sandia National Laboratories (SNL), one of the
Department of Energy’s multiprogram
laboratories, has for over four decades applied
its talents, tools, and techniques to solving
technical problems of national scale.
Established in the 1940s as the engineering arm
of the nuclear weapon development system,
Sandia has since grown into one of the
country’s largest technical resources, now
working in areas as diverse as environmental
remediation, healthcare, transportation,
manufacturing, and criminal justice.

During its more than 40 years of existence,
Sandia has maintained an abiding commitment
to technical and scientific excellence in
meeting the Department of Energy’s and the
nation’s  needs. Sandia’s  industrial
management heritage brings to the Laboratories
an emphasis on developing theoretical concepts
into useful solutions. The ability to transform
knowledge from research laboratory to factory
floor, from vision to application, is a Sandia
strength3.

The Smart Gun Technology project is a project
for the Department of Justice. Since Sandia is
not in competition with private industry, an
unbiased look at the problem of firearm
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takeaways and technologies to address the
problem can be conducted by Sandia. A,
separate goal of Sandia is technology transfer:
the results of this project will be disseminated
to private industry to direct the realization of a
“smart gun.”

Smart Gun Technologies Project
Description [

The goal of the Smart Gun Technology project
is to eliminate the capability of an unauthorized
user from firing a law enforcement officer’s
firearm by implementing user-recognizing-and-
authorizing surety technologies. The project
intent is not to produce a firearm, but to
evaluate technologies capable of being used in
a firearm that can recognize a user, as well as
be highly reliable, very safe, very secure and
meet stringent law enforcement requirements.
The focus on law enforcement firearms dictates
that authorized users must always be able to
operate the fircarm and unauthorized users.
should never be able to operate the firearm.

This approximately 22 month, $620,000 project
has multiple objectives. The first objective is
to find and document the requirements for a
user-recognizing-and-authorizing firearm
technology that law enforcement officers will
value.

The second project objective is to investigate,
evaluate, and prioritize technologies that may
meet the requirements for a user-recognizing-
and-authorizing firearm. Various technologies
are evaluated regarding their potential to satisfy
the requirements. These technologies are
ranked and the process documented.

The third project objective is to demonstrate
and document various technology’s strengths
and weaknesses in models of a user-
recognizing-and-authorizing firearm. Models
were fabricated to illustrate “identification,
principles as well as demonstrate proof of
concept of the most promising technologies.
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initial Comments for the Reader

The following are a set of miscellaneous
comments to assist the reader:

e The requirements are given from the view-
point of the end user, the law enforcement
officer. The end user requirements stated
are for the technologies used in a smart
gun, not for the firearm itself. Sometimes
the boundaries between the technology and
the smart gun system are not evident. It
should be understood that the technology is
only one part of the total system along with
the officer and the firearm, and that the
technology may only meet a requirement in
combination with the entire system. It is
expected that technologists are able to
extract the necessary information to meet
their particular needs.

o This report often describes the idealistic

“wants” of law enforcement officers; it is
understood that the actual “needs™ are a
subset of the wants. These wants set a
target for the optimum smart gun
technology. Although it may or may not be
possible to meet the ideal, a standard can
be set to rank various implementations of
technologies.

e The masculine pronoun will be used

throughout the report for ease of reading.
This is not intended to overlook the role of
the female police officer in law
enforcement.

o The geographic regions and divisions of the

United States used in this report follow
those used by the Federal Bureau of
Investigation (FBI).

e The report uses phrases such as “officers
killed with service weapons™ to include
both an officer killed by an adversary using
his own firearm, as well as an officer killed
by an adversary using another officer’s
firearm. Deaths due to friendly fire,
unintentional discharges, etc. are not
included by these phrases.




It is realized that it is easy to offer
suggestions to particular instances in
hindsight. In any comments about actual
incidents of law enforcement officers we
are not attempting to second guess their
actions.

Round off error may be detected in some of
the figures throughout the report. All
calculations were completed before

rounding.

Although rifles, shotguns, and other
weapons may be candidates for using smart
gun technologies, they will not be
specifically addressed in this report.

Although the potential exists for smart gun
technologies to be used in all firearms, the
focus of this report will be for law
enforcement handguns.
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Chapter 2

Firearm Takeaways :

The Need For Investigation

Are officers being killed with their own
weapons? Are there enough officers being
killed with their own weapons to consider it a
problem? The answer to the first question is
definitely yes. Not only are officers being
killed with their own weapons, other officers
and even citizens are being killed with officer’s
service weapons. The answer to the second
question is largely a manner of opinion. Some
consider a single officer being killed in any
manner a problem; others look at the problem
statistically for an answer.

From the survey results, only a few officers
stated concems that weapon takeaways are not
a problem and other more critical topics should
be studied. The majority of officers have never
seen the statistics surrounding takeaways.
There are also false rumors circulated, such as
the only time an officer is killed with his own
firearm is when the firearm was surrendered to
the suspect. Some officers who have not been
involved in a struggle for their firearms believe
that training alone can solve the problem.
Officers who have been in fierce struggles for
their firearms seem to believe that even though
training is important, in these situations
survival takes over where the training leaves
‘off. If officers being killed with their own
weapons were not a problem, there would not
be as much emphasis on gun retention training
as exists today, and there would not be the
availability of products like security retention
holsters for the officers. - Awareness training of
the problem can reveal to officers the extent of
the problem of weapon takeaways.
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Available Data

The annual report titled Law Enforcement
Officers Killed and Assaulted, published by the
Federal Bureau of Investigation (FBI), contains
the best documented information in the area of
takeaways. One problem with this report is
that it is a difficult source from which to extract
information; the report is sometimes lacking in
details or completely fails to include incidents.
The process in which the FBI obtains its
information depends on the processes of the
individual states that are required to supply
accurate information on a timely basis. These
processes may be lacking, and could affect the
accuracy of the report. Information received
directly from the FBI data base did not exactly
match their own reports; for this document the
information was extracted only from the FBI
reports. Examples of text from the FBI reports
follow (warning: these are not pleasant
reading):

Florida, 1991. On January 18 at
approximately 8:10 p.m., a 29-year-old
patrolman with the Ft. Pierce Police
Department for nearly 4 years was shot
and killed. After stopping a vehicle
going the wrong direction on a one-way
street, the patrolman ran record checks
on the driver who had given several
false names. Since no driver’s license
could be identified, the patrolman
arrested the driver and had him exit the
vehicle. While attempting to handcuff
him, a struggle ensued during which the
driver obtained the patrolman’s Sigarms
Model P226 9-millimeter semiauto-




matic service weapon. The patrolman
was shot once and collapsed on the
street. Allegedly, the driver then stood
over the patrolman and shot him 12
more times. Although the patrolman
was wearing body armor, many of the
shots were below his vest. A total of
nine rounds entered the patrolman’s
body; his vest stopped four. An 18-
year-old suspect on probation for
burglary charges was apprehended
about an hour later and charged with
Murder.4

Illinois, 1990. Two 20-year veteran
officers from the Chicago Police
Department, ages 43 and 46, were shot
and killed at 9:10 p.m. on'May 13. The
two responded to a domestic quarrel
between a grandmother and her
grandson at her residence. A struggle
ensued when the officers confronted the
grandson in the residential garage.
During the struggle, the offender
managed to obtain one of the victim’s
service weapons, a Colt Trooper .38-
caliber revolver, and shot both in the
head, back, and chest. Neither victim
was wearing body armor, and both were
pronounced dead at the scene. A 23-
year-old male was apprehended and
charged with two counts of murder.S

It can be seen from these examples, some are
more descriptive than others. The information
in this report reflects our interpretation of the
information contained in summaries such as
these. This information was later compared to
the data extracted from the FBI’s database.

In collecting and entering information into their
database, the FBI uses the forms submitted by
the individual states. - One of the pieces of
information included is whether the officer was
killed with his own service weapon. The FBI
data does not reflect if an officer was killed by
another officer’s firearm (as was one of the
officers in the second example). It also does
not present data on the number of takeaway
attempts, or assaults on officers involving their

own service weapons. Only when an officer
was killed with his own service weapon was it
included in the FBI data; this means the FBI
reports contain the most conservative numbers.
In reviewing the FBI data we included the
number of other officers killed, but did not
include deaths due to officers’ firearms when
turned on others. It is not unusual for a suspect
to use the firearm taken from an officer, and
used to kill that officer, to wound or kill others,
such as innocent citizens, or to take his own
life.

There are many cases where the officer's
firearm is stolen after he is killed with the
suspect's firearm. A smart gun technology may
also help eliminate the value in stealing
officers’ weapons.

Time Frame of Study

FBI reports were analyzed to extract
information concerning officers killed with
service weapons. Data available from 1979 to
1992 was used for this study. The 1993
detailed FBI report was not yet available, but
the information that was available was used
where appropriate. This represented a 14-15
year time history to be reviewed. This was
considered a sufficient time frame to be
reviewed. Included within this time period is
the introduction of the security retention holster
to law enforcement, and the publishing of other
studies that may have increased the awareness
of retention problems.

Securify Retention Holsters

Various companies that supply duty gear to law
enforcement agencies include retention, or
grab-resistant, holsters in their product line.
The exact year of introduction of these holsters
was not determined, although it is known that
the holsters grew in popularity during the early
to mid 1980°s. As with most new equipment it
has taken a few years for the retention holsters
to become accepted and to fit into police
department purchasing cycles, but now many
larger departments are changing to retention
holsters. Retention holsters are not a panacea.
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There is not an industry standard for retention
holster operation; this means that any company
can name their retention levels any way they
like. Holster suppliers state the importance of
‘taking necessary precautions to keep from
losing control of a firearm. No holster can
completely secure a firearm - from being
removed by another person or from coming out
during vigorous activity. The officer is still
responsible for keeping his weapon secure.6 A
few officers complain that retention holsters
slow down the natural draw of the holstered
weapon, but others say that after some training
and practice there is no difference. Retention
holsters, with proper training, appear to be the -
best product available for use today as a
preventive measure against firearm takeaways.

Other Studies

Also within the time frame investigated in this
study there were reports written documenting
the problem of firearm takeaways. One of
these reports was released by the California
Commission of Peace Officer Standards and
Training (POST).7 This report covered data
from 1980 through 1986, and stated in its
summary of findings of California officers
killed, that the officer’s weapon was used by
suspects in 15% of the killings; this included
both the victim officer or another officer’s
firearm. They also stated that of those officers
assaulted but not killed, 7% were assaulted
with their own or another officer’s firearm. In
their analysis they found that even though the
method by which the suspect obtained the.
officer’s firearm varies, the majority of the
officers killed or assaulted lost their firearms
during & “physical altercation” with the
suspect. It is also important to note that the
physical condition of the victim officers were
average or above average. In the Kkilling
incidents, 50% were above average, and the
remainder were average physical condition. In
the assault cases: 21% were above average,
76% were average, -and 3% were below
average. One of the training guidelines for
officers, resulting from this study, was that
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each officer should be required to demonstrate
proficiency in techniques to prevent the
handgun from being taken by the suspect.8

In a follow up study, POST investigated the
three year period between 1987 and 1989.9
This report documented many facts concerning
incidents where California officers were killed
or assaulted. After takeaway incidents
agencies often changed training on gun
retention, and recommended changes to a more
secure holster, ones that impede weapon
takeaways. They stated that the most common
motive for the felonious killing attacks was to
facilitate an escape from the officer. In
comparing data to the previous report, they
found that the frequency of weapon takeaways
resulting in deaths was nearly identical for the
two studies: 15 percent for the previous study
and 16 percent for this study.

In a special report published by the FBI in
1992, the issue of weapon retention was also
addressed.10  Of the 762 law enforcement
officers killed from 1981 through 1990, 110, or
14 percent, were killed with their own
weapons. The question was asked, ‘How much
time is provided for teaching officers weapon
retention techniques?’ No answer was given.

Takeaways In San Francisco

The San Francisco Police Academy is one of
the few agencies that could be found that keeps
excellent statistics on -weapon retention.!l
These statistics are then used for developing
training programs for the officers.  The
information that is gathered includes the
number of attempted and successful takeaways,
as well as information on the officer, suspect,
and circumstances. An attempt, for the San
Francisco data, is defined as anyone making an
effort to gain control of an officer's firearm. A
success is defined as the officer losing primary
control of his weapon. Neither number
includes facts about killed or assaulted officers,
although 5% of the assaults result in weapon
takeaway attempts.
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Figure 5. Takeaway Attempts in San Francisco

In Figure 5, numerous things can be observed.
Note that for 1988 only 8 months of data was
available. If the monthly average of takeaways
for that year stayed constant, it would have
been worse than 1989. The first thing that is
noticed is that in 1990 there was a significant
decrease in both the total number of attempts,
and the percentage of successful attempts.
Since 1990 the pumber of attempts have
remained relatively constant but the percentage
- of successful takeaways have returned to their
original levels and is possibly on an increase.

During 1988-89 there was a 2 hour block of
weapon retention training added for the San
Francisco officers. It is possible that this
training was the cause of the decrease, although
if it was the reason, the results were short lived.
Califonia POST requires some retention
training, but individual agencies decide what
and how much to implement. Three hours of
retention training has again been added to the
current training cycle, with an optional three
day coursc available which officers say helps
because of the additional training and practice

they receive. In-hand retention is also being -

taught to the officers, suggesting they use the
firearms external safeties. Many adversaries are
not proficient with firearms and, if the officer
knows he is about to lose his weapon,*the

simple act of pressing the magazine release or
safety may save the officer.

Some of the firearm takeaway trends being
found in San Francisco follow. While these
trends for attempts in San Francisco do not
necessarily match the typical scenario for
officers killed around the United States, some
valuable information can be obtained.

e Some suspects have practiced weapon
takeaways. '

This alarming trend may indicate why
successes are increasing. Officers have
reported suspects using the same
maneuvers they have been taught at the
police academies. Other takeaway

" techniques are taught in magazines and
self defense classes for the general
public. - ~ '

e Suspects have typically used alcohol or
narcotics. _
Alcohol or narcotics use is indicative
of the majority of assaults on officers,
and not only for firearm retention. The
FBI reports that 76% of cop killers
interviewed stated they were engaged-
in drug or alcohol activity at the time
of the killing of the law officer.12
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e There are typically multiple officers.
present.

e Successful suspects are typically the
same size or smaller than the officer.

e Officers typically have 6-10 years
experience.

e Officers are slow to detect that the
suspect has turned from a defensive to
an offensive role.

These last four trends could suggest
that officers let down their guard at
certain times or in  certain
circumstances.  Proper tactics must
always be used by the officers to
eliminate the possibility of takeaways
occurring. )

Separate statistics on attempted takeaways
come from the survey respondents. One of the
survey questions asked if a suspect had ever,
taken, or attempted to take, their firearm. Over
one third (38%) of the respondents at some
time during their career had been a part of a
weapon takeaway attempt. :

Typical Takeaway Incidents in the
United States

From the data researched for the last 14 years
of officers killed, the following information has
been charted to wunderstand the typical
takeaway incident that resulted in death of an
officer.

How many Officers are Killed with
a Service Weapon?

The percentage of the officers killed with a
service weapon compared to officers killed by
any other means varies year to year. Figure 6
shows the number of officers killed with a
service weapon as extracted from the FBI
reports. These numbers include an officer
killed by a suspect using his or another
officer’s firearm. The number for 1993 is the
FBI stated number because the 1993 detailed
information was not yet available.

This information reveals that an average of
16% of the officers killed in the line of duty are
killed by a suspect armed with a service
firearm, either the officer's own or another
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Figure 6. Officers Killed With Service Weapons
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Figure 7. Percent of Total Takeaway Incidents (1979-1992) by Region and Division

officer’s. Since a peak in 1986 there has been a
downward trend in the percentage of officers
killed with a service weapon. While this chart
displays the number of officers killed, it says
nothing about either the number of assaults on
officers with service weapons, or the number of
attempted takeaways. Some possible reasons
for the decline in deaths may be increased
awareness of the problem, the introduction of
security retention holsters, a transition. from
revolvers to pistols, and the increased use of
body armor among officers.

In the 14 years of data reviewed, a total of 178
takeaway incidents resulting in an officer’s
death were reviewed. The number of officers
killed in these incidents was 182, giving an
average of just over one officer killed per
incident where a death occurs. Only seven
takeaway incidents occurred which had greater
than one officer killed with a service weapon.
In all of these incidents two officers were
killed; sometimes with one service weapon and
sometimes with two. Of the seven incidents
where two officers were killed, all were in the
South and Midwest regions, with two being in
Chicago. -

Where do takeaways occur?

Over half of the total number of takeaway
incidents resulting in an officer death have
occurred in the South region. Following the
South, in order, are the Midwest, West, and
Northeast regions. Figure 7, shows the
percentage of the total incidents for each
region, this is then broken down into individual
divisions. The reason the South region has had
more than twice the takeaways resulting in
death than the next closest region is not known.
The South does have the largest population of
citizens, and ranks second in officer to
population ratio. The Northeast, ranked last in
takeaways, has the second greatest population
and ranks first in ratio of officers.13

Showing more detail, Figure 8 displays the
takeaway incidents resulting in death by State.
While this shows the total number of takeaway
incidents during the time period studied it does
not show a relationship to the number of
officers in that state. Figure 9 shows the
number of takeaway incidents per region
normalized by the number of full time officers
in that division.14 In this view again the South
region stands out as having the most officers
killed during takeaways.
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Figure 8. Location of Takeaways Incidents by State, Division, and Region

A typical [ncident

The typical takeaway incident starts as a typical
call, either to someone’s home or a traffic stop.
The person is going to be placed under arrest
and starts in some manner to resist the arrest.
At this time a struggle occurs and at some point
in the struggle the suspect realizes he may be
able to take control of the officer’s firearm and .
the takeaway attempt begins.

Many variations of this ecxample exist, but
some common facts can be seen. Since officers
carry firearms, there is a firearm in every
situation that the officer enters. Most of the
time the firearm is never used, but it is always
available to the officer and possibly to the
adversary. Most of the incidents occur along a
roadway or in a residence, although quite a few
occur in transporting prisoners and at police
departments. The most common motive for an

Normafized incidents per O'ficer |
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Figure 9. Officers killed in takeaways normalized by the number of officers
empldyed in the division
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attack on an officer is to escape from ‘the
officer.!5  This attack may result in an
attempted takeaway.

A majority of the officers involved in
takeaways resulting in their death were killed
after a struggle. From the data analyzed, 79%
of the incidents involved a struggle, in 13% it
is unknown if a struggle occurred. It is not
known if the officer was able to draw his
firearm in these incidents. Officers
relinquishing a firearm to an adversary is not a
major cause of takeaway deaths. In the 8%
with no struggle, various approaches were
taken. These methods include stealing officers’
weapons, removing them from their holsters by
surprise, or taking officers’ weapons after they
have been wounded by some means other than
a struggle.

The majority of the officers and suspects
involved in takeaways are male. Ninety-four
percent of the takeaway deaths involved male
officers, and 6% were female. The most likely
reason for this is that there are more male
officers than female. Females make up 8% of
the sworn officers in the Nation.16 Also in the
FBI's interviews with offenders they found that
some offenders, all males who had killed male
officers, stated that they would not have
committed the act had the officer been female,
The average killer of a law enforcement officer
may or may not receive higher status in the
prison society for his or her crime, but the one

individual interviewed who had killed & female

officer found little to boast about within the
prison setting. He was even reluctant to talk
about the fact that he killed a female.17

Officers that are killed with a service weapon
are usually killed with their own weapons
(86%) rather than another officer’s (14%).
They are usually in & one on one situation with
the suspect. Figure 10 shows the ratio of
officers to offenders in the incidents studied.
In 78% of the incidents the officer killed was
older than the suspect, which is typical for a
crime of any type.18

The information also shows that the less
experienced officer is more likely to be killed
with a service weapon.. This data is shown in
Figure 11, one should note that this is not
normalized by the number of officers in each
age category. This trend is similar to the
historical FBI data for officers slain.!9 This is
different from the San Francisco data on
attempted takeaways that finds that most
takeaway attempts occur to officers in their
mid-career years. This may indicate that while
more takeaway attempts are made on
experienced officers, their experience enables
them to remain in control of their firearm.

A takeaway attempt can occur at anytime.
Figure 12 shows the known times of takeaway
incidents, the greatest percentage or takeaways -
occur during swing shift hours. This is similar
to the historical FBI data for all officers
slain20,

Offenders > Officers
25%

Figure 10. Ratio of Officers to Offenders During Takeaway Incidents -
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Chapter 3

A Smart Gun System

The generic smart gun technology
system.

There is no one method of developing & smart
gun system. There are many ingenious
variations of smart gun systems possible and
for the most part the system will contain the
same building blocks. The three basic system
building blocks can be explained through the
analogy of a key operated padlock. The
building blocks of a smart gun technology
system are the key, the discriminator, and the
latch. The framework of this report and the
requirements are based off this generic
concept. This is not to say that other concepts
are not valid, if the user’s requirements are
met.

e Unique

e Non-changing

e Not easily copied
e Convenient

DISCRIMINATOR
Must be:

e Compatible with the key

e Able to distinguish between keys

The smart gun system analogy

The analogy of a key operated padlock is
beneficial to describe the concept of a smart
gun technology system. The analogy works
because both are security devices that allow
authorized users access to protected items.
The key is the item that allows the authorized
user access by unlocking the lock. The
protected items are secured (to the
capabilities of the lock) from any user that
does not have the correct key. The lock can
be divided into two pieces, the discriminator
and the Jatch. The discriminator is matched
to the key. It will read the key and make the
appropriate decision on whether the latch
should be allowed to open. The latch is the
object, the shackle in this analogy, which is
used to physically secure the protected item.

LATCHING

MECHANISM

e Must be able to disable
the firing mechanism

Figure 13 Sinart Gun System Analogy

23




Each of these building blocks will be
discussed in reference to their application in a
smart gun technology.

The Key

The firearm must somehow identify a user;
this is accomplished by the use of a key. The
key is the unique identifier that characterizes
the user. The key can be a variety of objects.
such a fingerprint or an electronic tag. The!
key must be unique to the individual or group
of authorized users. The firearm may allow
access by only a single key, or allow multiple
keys. Thus multiple authorized people can
use a single firearm, or a single user may be
authorized on multiple firearms. Some types
of keys can be re-keyed (the uniqueness can
be re-coded) while others cannot be easily
changed. The key is the crux of the smart gun
system; various types of keys were evaluated
during this project.

The Discriminator

The discriminator distinguishes between
different keys and enables the latch for
authorized vsers. The discriminator stores the
information needed to remember which keys
are authorized. It then receives keys to
acquire new readings. These readings are
compared with the previously stored readings
of authorized users. If a recognized key is
detected then the discriminator enables the
latch.

The Latch .

The latch is the mechanism that physically
disables the firearm. It must receive
information from the discriminator to know
the proper state of the firearm. The latch ina
firearm will depend on the actual mechanical
operation of the firearm. For this reason the
implementation of the latch is left to the

firearm manufactures to incorporate as each

particular circumstance dictates. This project
did not address the implementation of the
latch, but did cover the latch requirements,
and possible methods and devices that could
be used.
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The smart gun system

The smart gun system is an interdependent
grouping of these three blocks to form a
secure firearm. Each block alone must have a
level of security commensurate with the
needs of the system as a whole. This security
level is one that will protect an officer from
having his firearm taken and used against
him, and at the same time not hinder the
normal operation of the firearm.

The practical operation of the
generic smart gun system.

Today, when an officer is in a circumstance
that requires the use of his firearm, he simply
draws the firearm from his holster, pulls the
trigger, and the firearm fires. This is how
officers desire a smart gun technology system
to operate also. The following describes how
the practical smart gun system might operate
during each of these steps and the activities
that may happen in the background.

An officer is enrolied

Before an officer is able to use a smart gun
technology system he must train the firearm
to recognize his key. This first step is
referred to as enrollment. Enroliment means
that a key is associated with the officer, and
with the firearm. It is possible that the officer
would enroll himself directly on his firearm,
or he could use a separate enroliment
machine located at the police department.

If the firearm is cquipp¢d'with__ﬁ\e special
enrollment features, the officer presents his
key to the fircarm and goes through the
programming sequence. In this case each
firearm is a stand alone system: it does not
need an external programming device. This
convenience does have some drawbacks, one
is that each firearm must have all the circuitry
and capabilities as an enrollment machine as
well as its normal function. These could
include buttons or keypad, indicators or
alphanumeric display, and additional logic to
perform the function. Because of the extra
buttons and functions the firearm contains,
the cost could increase and the reliability




decrease for each firearm. It also has a
drawback that the firearm must be given to
every person that will need to be enrolled;
each of these users has to enroll themselves
into every gun that they may ever want to use.
Another problem is how permission is
granted to enroll a new user. Typically
someone (such as the owner) is assigned as
the enrollment manager. This person has to
be present to allow anyone else to enroll.
Otherwise, anyone that picked up the firearm
could enroll themselves.

A more likely approach is to have the officer
use an enrollment machine. The downside of
an enrollment machine is that now a separate
piece of equipment is used to store all the
templates, and there needs to-be a method of
communication between the machine and the
firearm. Each police department would have
to have access to an enrollment machine. The
enroliment machine would store the unique
characteristic of each user in a database that is
maintained by the officer’s department. Each
user would only need to be enrolled one time
at the machine and then this information
could be downloaded into the appropriate
firearms. This would insist that the biometric
readers are standardized so that any reader
produces the same resultant template, so
templates would be transferable. To do this
the officer takes his smart gun system to the
station and plugs the firearm into the interface
box. The database operator then programs
the firearm with the officer’s key. As officers
join or leave the department the enrollment
machine is updated, and then at some time
each firearm needs to be brought to the
.enrollment machine to be updated. The
enrollment machine’s data base could easily
track what users -are authorized for any
fircarm. Once an officer is authorized he is
able to use the firearm whenever the firearm
has access to the key. The additional
circuitry that the firearm needs is some means
of talking to the programmer: a connector, an
infra-red link, or some other interface.
Although an officer could operate the
machine himself, additional security can be

obtained if a separate enrollment manager for
the department does the programming. The
skill involved to program the firearm should
be no more than that associated with making
a withdrawal from an Automated Teller
Machine (ATM), using equipment as simple
as an interface box attached to a personal
computer.

An officer goes on duty

Before an officer starts his duty shift he will
want to make sure that he has all of his
equipment. During this check he will make
sure that his firearm is operational. To do this
he will place his hand on the grip the firearm
and check the indicator(s). There will be an
indicator to show that the firearm recognizes
the person holding it. If the smart gun system
contains a battery there will also be a low
battery warning indicator. This will show if
the batteries need to be replaced. By
checking these indicators the officer can be
sure that the system is operational. The
indicators need to meet the requirements
stated in this report.

An officer needs to use his weapon.

Now that the officer is authorized, an