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NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

September 15, 1995

MEMORANDUM FOR PETER SADERHOLM
Director, Security Policy Board Staff

SUBJECT: Guidelines and Standards Recommended by the
Security Policy Board, Per EO 12968

Thank you for the opportunity to suggest the appropriate
mechanism for handling the SPB’s recommendations to the President
pursuant to EO 12968, Access to Classified Information, as well
as some preliminary edits of the draft Adjudicative Guidelines
for Clearances endorsed by the Security Policy Forum on July 28,
1995.

As you know, Section 6.3 of E.O. 12968 provides that the SPB
shall make recommendations on implementing guidelines to the
President through the Assistant to the President for National
Security Affairs. I was concerned that some drafts I have
reviewed might suggest otherwise, or suggest that the guidelines
were not appropriate for Presidential attention. The order and
the President’s intent, however, are clear. No guidelines shall
be issued unless they have first been approved by the President.

Therefore, I recommend that we proceed along the following lines.
Simultaneous with SPB consideration of draft guidelines and
standards (after SPF recommendation of the drafts to the SPB), I
propose that you provide the drafts to me, and I will arrange '
their publication in the Federal Register, with a short comment
period. After the expiration of the comment period, the SPB can
transmit the finalized draft to the Assistant to the President
for National Security Affairs, noting the public comments and
identifying which ones have been incorporated. This will afford



Mr. Lake a full range of public and interagency views before
recommending that the President endorse the guidelines. This
would likely be accomplished by memorandum from Mr. Lake to the
Chairman of the SPB conveying the President’s approval, although
the specific modality for accomplishing this has yet to be
resolved.

My view is that Forum approval of a draft and referral to the NSC
for publication in the Federal Register meets the EO's deadline,
if it is within 180 days of the Executive Order. I think that it
is premature to suggest a new kind of directive, to implement
PDD-29 and EO 12968, particularly in light of Section 6.3. The
President did not delegate authority to direct security policies
to the SPB, and it is doubtful that he could do so with respect
to agencies that do not sit on the SPB. Of course, the SPB is
free to make recommendations to the President, however, I think
such a recommendation at this time is premature.

In line with these comments, I would suggest the following edits
to the Hall/Clark memo:

At p. 1, 2.b.:

b. The Order requires the Board to submit its
recommendations regarding the guidelines to the President through
the Assistant to the President for National Security Affairs
(APNSA) . Based on discussions with NSC staff, we recommend that
the draft be submitted to the NSC staff, who will arrange
publication of the draft in the Federal Register, with a short
deadline for response. Upon consideration of any comments and
final edits, the Board would submit the guidelines to the NSC
staff for Presidential approval.

‘Regarding the Deutch/White draft memo, I suggest you may wish to
edit paragraph #3. While there is nothing wrong with coining the
term “Security Policy Directive,” it would be premature to
suggest that the SPB should issue directives, before the
President has reviewed the guidelines and considered their
implementation.



Please let me know if you have any questions regarding this
memorandum. I appreciate the work you and your staff have put
into this effort and look forward to working with you on the
guidelines, consistent with Section 6.3.

~Fwmd s S

Edward J. Appel
Director, Counterlntelllgence

Programs

cc: Randy Beers
James Baker
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

October 19, 1995

Dear Dr. Lake:

Under Executive Order 12958, "Classified National Security
Information," the Director of the Information Security Oversight Office
(ISOO) is responsible for overseeing agency actions to ensure compliance
with this Order and its implementing directives. Critical to the Order's
implementation are initial actions which executive branch agencies should be
completing. In order that we conduct a thorough evaluation of agency
progress, ISOO has developed a status report as an attachment for agencies
to complete.

Upon request, a copy of the status report is available on a 3.5"
diskette (Microsoft Word version 2.0b). Also, we have included, as a second
attachment, a copy of the Order of October 13, 1995, in which the President
has designated agency heads and White House officials as original
classification authorities.

Please provide the status report to ISOO by November 8, 1995. ISOO's
fax number is (202) 395-7460. If you have any questions, please call your
ISOO liaison.

Sincerely,

ARG R Neae s

Steven Garfinkel
Director
Information Security Oversight Office

The Honorable Anthony Lake
Assistant to the President for
National Security Affairs
The White House
Washington, DC 20500

Attachments



Attachment 1

Executive Order 12958, "Classified National Security Information"
Initial Implementing Actions for Agencies
With Original Classification Authority

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
{See below)

1. Has a Senior Agency Official been designated
to implement the requirements of the Order?

Section 5.6(c)

please provide an estimated date of completion.)

(If yes, please indicate the date of designation and the name, title, mailing address and phone number. If no,

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

2. Has original classification authority been
delegated in writing to subordinate officials with
a need to exercise this authority?

Section 1.4(c)

of completion.)

(If yes, please indicate the completion date of the implementing action. If no, pl

ease provide an estimated date

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

3. Has an Agency Declassification Plan been
submitted to the Director of ISOQ?

Section 3.4(e)

tatu

(If yes, ple
completion date.)

ase indicate the completion date of the implementing action. If no, please provide an estimated




Attachment 1

IMPLEMENTING ACTION

AUTHORITY

' YES
(See below)

NO
(See below)

4. Has the President been notified of any file
series proposed for exemption from automatic
declassification?

Section 3.4(c)

tat

(If yes, please indicate the date of the notification. If no, please pr.ovide an estimat

ed date of notification.)

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

5. Have internal regulations been developed and
issued? Have those portions of the regulations
which affect members of the public, e.g.,
mandatory review requests and appeals, been
published in the Federal Register?

Section 5.6(c)(2)

Sta

completion.)

(If yes, please indicate the date the 1ntemai r.e.gﬁlatl.ox.l“s w.e.re issued and fhe .(.latemof bublication of those
portions of the regulations that affect members of the public. If no, please provide estimated dates of

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

6. Have procedures been established for
challenging the classification of information?

Section 1.9(b)

Status

of completion.)

(If yes, piease indicaté the completion date of the implementing action. If no, please provide an estimated date

A-2




Attachment 1

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

7. Have on-going self-inspection and security
education and training programs been
established to reflect the provisions of the Order?

Section 5.6(c)(4)

tat

completion for each program.)

.(If yes, please indicate the date of establishment for e.ach.p.rogram. If no, please proﬁde an estimated date of

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

8. Has a system been established for accounting
for Special Access Programs?

Section 4.4(b)(2)

date of completion.)

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

9. Have all existing Special Access Programs
been reviewed to determine continuing need and
authority? '

Section 4.4

Status

(If yes, please indicate the date of review. If no, please pfovide an

A-3




Attachment 1

IMPLEMENTING ACTION

AUTHORITY

YES
(See below)

NO
(See below)

Appeals Panel?”

10. Has a senior level official been appointed to
serve on the Interagency Security Classification

Section 5.4(a)(1)

an estimated date of appointment.)

* Applies to only the Secretaries of State and Defense, the Attorney General, Director of Central Intelligence, the
Archivist, and the Assistant to the President for National Security Affairs. '

A-4
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_Attachment 2
Federal Register / Vol. 60, No. 200 / Tuesday October 17, 1995 / Presidential Documents 53845

Presndentlal Documents

. Order of October 13, 1995

National Securify Information |

Pursuant to the provisions of Section 1.4 of Executive Order No. 12958

of April 17, 1995, entitled “Classified National Security Information,” I

hereby designate the followmg officials to classify information ongmany
as “Top Secret”, ““Secret”’, or ‘Conﬁdential"

TOP SECRET

{Executive Office of the medent.
.The Vice President

The Chief of Staff to the President ' R
The Director, Office of Management and Budget '
The Assistant to the President for National Security Affairs
The Director, Office of National Drug Control Policy .

~ The Chairman, President’s Foreign Intelligence Advisory Board
Departments and Agencies: co.
. The Secretary of State

The Seéretary of the Tmasury
The Secretary of Defense

The Secretary of the Army
The Secretary of the Navy =
The Secretary of the Air Force .
_ The Attorney General '
The Secretary of Energy _

. The Chairman, Nuclear Regulatory Com:mssmn _

The Director, United States Arms Control and Disarmament Agency
The Director of Central Intelhgence
The Administrator, National Aeronautics and Space Adxmmstranon
The Director, Federal Emergency Management Agency :

SECRET .

Executive Office of the- Prendent: _

“The United States Trade Representanve

The Chairman, Councxl of Economic Advisers ..
The Director, Office of Smence and Teéhnology Pohcy
-Departments and Agencxee. ,' o : _ o
-The Secretary ofCGmmerce - Tl S
“The Secreta-l'y ofTransportauon . N . .
“The Admunstrator, Agency for Imernauonal Development - D Y
The Du'ector Umted States Informanon Agency o B

- N '.' o N
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Attachment 2

[FR Doc. 95-23922

Flied 10-16-95: 11:14 am]
Billing code 3198-01-F

CONFIDENTIAL

. The President, Export-Import Bank of the United States

The President, Overseas Private Investment Corporation

Any delegation of this authority shall be in accordance with Section 1. 4(c)
of Executive Order No. 12958.

This Order shall be pubhshed in the I-'ederal Regxster

Vs

THE WHITE HOUSE,
Washington, October 13, 1995.
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These deferrals affect the International
Security Assistance program, and the De-
partments of Health and Human Services
and State.

William J. Clinton

The White House,
October 19, 1995.

Letter to Senator Edward M.
Kennedy on the “Employment Non-
Discrimination Act”

October 19, 1995

Dear Ted: :

I am writing in regard to the Employment
Non-Discrimination Act, which you and Sen-
ator Jeffords have reintroduced in the cur-
rent session of Congress.

As you know, discrimination in employ-
ment on the basis of sexual orientation is cur-
rently legal in 41 states. Men and women
in those states may be fired from their jobs
solely because of their sexual orientation,
even when it has no bearing on their job per-
formance. Those who face this kinc{ of job
discrimination have no legal recourse, in ei-
ther our state or federal courts. This is wrong.

Individuals should not be denied a job on
the basis of something that has no relation-
ship to their ability to perform their work.
Sa(ﬁy, as the Labor and Human Resources
Committee documented last year, this kind
of job discrimination is not rare. Cases of job
discrimination on the basis of sexual orienta-
tion are seen in every area of our country.

The Employment Non-Discrimination
Act, however, is careful to apply some ex-
emptions in certain areas. I understand that
your bill provides an exemption for small
businesses, the Armed Forces, and religious
organizations, including schools and other
educational institutions that are substantially
controlled or supported by religious organi-
zations. This provision, which I believe is es-
sential, respects the deeply held religious be-
liefs of many Americans.

Moreover, your bill specifically prohibits
preferential treatment on the basis of sexual
orientation, including quotas. It also does not
require employers to provide special bene-
fits.

The bill, therefore, appears to answer all
the legitimate objections previously raised
against it, while ensuring that Americans, re-
gardless of their sexual orientation, can find
and keep their jobs based on their ability and
the quality of their work. The Employment
Non-Discrimination Act is designed to pro-
tect the rights of all Americans to participate
in the job market without fear of unfair dis-
crimination. [ support it.

Sincerely,

Bill Clinton

Executive Order 12977—
Interagency Security Committee

October 19, 1995

By the authority vested in me as President
by the Constitution and the laws of the Unit-
ed States of America, and in order to en-
hance the quality and effectiveness of secu-
rity in and protection of buildings and facili-
ties in the United States occupied by Federal
employees for nonmilitary activities (“Fed-
eral facilities”), and to provide a permanent
body to address continuing government-wide
security for Federal facilities, it is hereby or-
dered as follows:

Section 1. Establishment. There is hereby
established within the executive branch the
Interagency Security Committee (“Commit-
tee”). The Committee shall consist of: (a) the
Administrator of General Services (“Admin-
istrator”);

(b) representatives from the following
agencies, appointed by the agency heads:

(1) Department of State;

(2) Department of the Treasury;

(3) Department of Defense;

(4) Department of Justice;

(5) Department of the Interior;

(6) Department of Agriculture;

(7) Department of Commerce;

(8) Department of Labor;

(9) Department of Health and Human
Services;

(10) Department of Housing and Urban
Development;

(11) Department of Transportation;

(12) Department of Energy; '

(13) Department of Education;

(14) Department of Veterans Affairs;
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(15) Environmental Protection Agency; els or missions that require blast resistant
(16) Central Intelligence Agency; and structures or other specialized security re-
(17 quirements;

(

) Office of Management and Budget;
c) the following individuals or their c%es-
ignees:

(1) the Director, United States Marshals
Service;

(2) the Assistant Commissioner of the Fed-
eral Protective Service of the Public Build-
ings Service, General Services Administra-
tion (“Assistant Commissioner”);

(3) the Assistant to the President for Na-
tional Security Affairs; and

(4) the Director, Security Policy Board;
and

(d) such other Federal employees.as the
President shall appoint. )

Sec. 2. Chair. The Committee shall be
chaired by the Administrator, or the designee
of the Administrator.

Sec. 3. Working Groups. The Committee
is authorized to establish interagency work-
ing groups to perform such tasks as may be
directed by the Committee.

Sec. 4. Consultation. The Committee mzy

consult with other parties, including the A

ministrative Office of the United States
Courts, to perform its responsibilities under
this order, and, at the discretion of the Com-
mittee, such other parties may participate in
the working groups.”

Sec. 5. Duties and Responsibilities. (a) The
Committee shall: (1) establish policies for se-
curity in and protection of Federal facilities;

(2) develop and evaluate security standards
for Federal facilities, develop a strategy for
ensuring compliance with such standards,
and oversee the implementation of appro-
priate security measures in Federal faciﬁties;
and

(3) take such actions as may be necessary
to enhance the quality and effectiveness of
security and protection of Federal facilities,
including but not limited to:

(A) encouraging agencies with security re-
sponsibilities to share security-related intel-
ligence in a timely and cooperative manner;

(B) assessing technology and information
systems as a means of providing cost-effec-
tive improvements to security in Federal fa-
cilities;

(C) developing long-term construction
standards for those locations with threat lev-

(D) evaluating standards for the location
of, and special security related to, day care
centers in Federal facilities; and

(E) assisting the Administrator in develop-
ing and maintaining a centralized security
data base of all Federal facilities.

Sec. 6. Agency Support and Cooperation.

. (a) Administrative Support. To the extent
permitted by law and subject to the availabil-
ity of appropriations, the Administrator, act-
ing by and through the Assistant Commis-
sioner, shall provide the Committee such ad-
ministrative services, funds, facilities, staff
and other support services as may be nec-
essary for the performance of its functions
under this order.

(b) Cooperation. Each executive agency
and department shall cooperate and comply
with the policies and recommendations of
the Committee issued pursuant to this order,
except where the Director of Central Intel-
ligence determines that compliance would
jeopardize intelligence sources and methods.
To the extent permitted by law and subject
to the availability of appropriations, executive
agencies and departments shall provide such
support as may be necessary to enable the
Committee to perform its duties and respon-
sibilities under this order.

(c) Compliance. The Administrator, acting
by and through the Assistant Commissioner,
shall be responsible for monitoring Federal
agency compliance with the policies and rec-
ommendations of the Committee.

Sec. 7. Judicial Review. This order is in-
tended only to improve the internal manage-
ment of the Federal Government, and is not
intended, and should not be construed, to
create any right or benefit, substantive or
procedural, enforceable at law by a party
against the United States, its agencies, its of-
ficers, or its employees.

William J. Clinton
The White House,
October 19, 1995.

[Filed with the Office of the Federal Register,
2:55 p.m., October 20, 1995]
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SENATE SELRCT COMMITTEE ON INTELLIGENCE
COMMENTS - ON EXECUTIVE ORDER ON ACCESS TO CLASSIFIED INFORMATION

Agency Discretion

SSCI Comment: Draft order leaves too much discretion with agency
heads, particularly with regard to designating employees with

access to sensitive information and requiring annual financial
disclosure statements.

SSCTI_Proposal:

> Periodic agency implementing reports to the Security Policy
Board should be provided to the congressional oversight
committees. '

> SSCI also requests notification of SPB development of

standard financial disclosure form, adjudicative guidelines,
and investigative standards.

inis i Resg

> E.O0. 1s not an appropriate vehicle to mandate reports to
oversight committees.

> ‘Administration will work with the intelligence committees to
provide information they need for oversight.

> E.O. amended to specifically require implementation of
financial disclosure requirements in periodic reports to the
Security Policy Board.

Security vs. Suitability

SSCI Comment:; If a security decision can be hidden within a
suitability determination, employees will not receive appeal
procedures set ocut in the order.

SSCL Proposal;

> Amend definition of "applicant" to include a specific
reference to the Standard Form 86.

> Make it clear that any determination based in whole or in
part on security will trigger the appeal procedures.

Administration Regpopnge:

> Can’t include a specific reference to the SF-86 because
conditional offers can be withdrawn for reasons other than
gecurity, e,g, misrepresentation of employment
qualifications.
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> Welhavg included a specific prohibition against using a
suitability decision to deny appeal procedures where there
has been a denial or revocation of a security clearance.

Use of Polygraphs _
SSCI Comment: The order does not adequately address the use of

polygraphs to ensure uniformity and reciprocity.
SSCI Propogal:
> Security Policy Board should develop a common set of

counterintelligence issues to be used by agencies using the
polygraph as a tool in adjudicating access to classified
information.
inistratj Res
> SPB will do this.

Financial Disclosure

SSCL Comment: Categories of information triggering financial
disclosure obligations appear to cover a contractor who has
access to commercial cryptographic information.

SSCI Exogosai;
> Limit application of this section to employees and

contractors who have access to the listed categories of
sensitive information by virtue of their employment with the
government.

Adminigtration Response;
> Order amended so that categories of sensitive information

are limited to "classified" information, which by definition
can be only information owned by or produced for the U.S.

government .
Non-U.8. Citizen Access
SSCI_Comment: Order does not adequately address classified

information that is regularly shared with non-U.S. citizens
pursuant to bilateral and multilateral agreements.

SSCI Propogal:

> Order must recognize and address this issue.
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Adminigtration Regponge :

>

Order addresses only employees, including non-U.S. citizens,
who receive security clearances.

Clearances are not given by the U.S. to employees of allied
governments who receive classified information pursuant to
bilateral and multilateral agreemente -- the allied
governments grant those clearances.

These arrangemente are governed by the National Disclosure
Policy, which already provides a framework for approval or
denial of disclosure of claseified information to foreign
governments and international organizations.



Sexual Orientation and Access E.O.

Points

The President’s executive order provides that no inference
concerning the standards for granting and keeping security
clearances may be raised solely on the basis of the sexual
orientation of the employee.

The order also requires that the goverhment-wide guidelines

that the Security Policy Board will develop to implement the
Order shall be consistent with the guidelines and policy on

sexual orientation adopted by the FBI in March 1994.

The Security Policy Board has 180 days to develop these
guldelines before submitting them to the White House for
review and approval. The President’s directive that no
inference may be drawn solely on the basis of sexual
orientation, however, is effective immediately.

The FBI’s approach has been endorsed by the Joint Security
Commission and is supported by Representative Frank.

Question: What do the FBI guidelines say?

The FBI’s guidelines include guidance to interviewers
regarding what questions are appropriate to ask candidates
for clearances as well as how to appropriately respond to
particular scenarios. (An example is attached.)

Question: Why didn’t the President simply write the FBI’s

guidelines into the Order?

The FBI’s guidelines provide a series of question and answer
scenarios. As such, they do not lend themselves to
incorporation per se into an executive order.

The President wants to ensure that the government’s
guidelines reflect the spirit of the FBI guidelines and
address all the scenarios that might come up at agencies
other than the FBI.

Question: Does the Order permit agencies to investigate anything

other than conduct?



In determining eligibility for access, agencies may
investigate and consider any matter that relates to the
determination of whether access is clearly consistent with
the interests of national security.

If an employee’s conduct, or any other matter, could
credibly serve as a basis for coercion, then the order would
permit agencies to assess the risk of coercion as well as
the employee’s willingness to address that risk. As noted
above, however, no inference may be raised regarding the
potential for coercion, or any other matter, solely on the
basis of sexual orientation.

The FBI guidelines, for example, include a series of
questions to assess the risk of coercion involving an
employee whose sexual orientation is concealed.



POINTS TO BE MADE
Sexual Orientation and Access E.O.

The President’s executive order provides that no inference
concerning the standards for granting and keeping security
clearances may be raised solely on the basis of the sexual
orientation of the employee.

The order also requires that the government-wide guidelines

that the Security Policy Board will develop to implement the
Order shall be consistent with the guidelines and policy on

sexual orientation adopted by the FBI in March 1994.

The Security Policy Board has 180 days to develop these
guidelines before submitting them to the White House for
review and approval. The President’s directive that no
inference may be drawn solely on the basis of sexual
orientation, however, is effective immediately.

The FBI’s approach has been endorsed by the Joint Security
Commission and is supported by Representative Frank.

Question: What do the FBI guidelines say?

The FBI’s guidelines include guidance to interviewers
regarding what questions are appropriate to ask candidates
for clearances as well as how to appropriately respond to
particular scenarios. (An example is attached.)

Question: Why didn’t the President simply write the FBI's

guidelines into the Order?

As I noted, the FBI's guidelines provide a series of
question and answer scenarios. As such, they do not lend
themselves to incorporation per se into an executive order.

In addition, the President wants to make sure that the
government’s guidelines address all the scenarios that might
come up at agencies other than the FBI. Moreover, while the
FBI guidelines are widely praised, if there is room to even
better reflect the President’s directive then we want to
find it.



Question: Does the Order permit agencies to investigate anything
other than conduct?

-= In determining eligibility for access, agencies may
investigate and consider any matter that relates to the
determination of whether access is clearly consistent with
the interests of national security.

-= If an employee’s conduct, or any other matter, could
credibly serve as a basis for coercion, then the order would
permit agencilies to assess the risk of coercion as well as
the employee’s willingness to address that risk. As noted
above, however, no inference may be raised regarding the
potential for coercion, or any other matter, solely on the
basis of sexual orientation.

-- The FBI guidelines, for example, include a series of
questions to assess the risk of coercion involving an
employee whose sexual orientation is concealed.



_ Scenario 4
(Interview of a Concealed Homosexual)

During the ‘initial interview, an applicant/candidate is
asked if there is any concealed activity or conduct in her/his
background that, if discovered, might be used to attempt to
influence, coerce, or compromise her/him in the official
performance of duty. In response, the applicant/candidate
replies, "I am gay. I suppose someone who found out could
threaten to tell others."

The interviewing Agents should ask the applicant/
candidate how "open" she/he is concerning her/his sexual
orientation. If the applicant/candidate replies that she/he has
told no one, and to her/his knowledge, no one other than her/his
partner is aware, she/he should be asked to assess her/his
reaction if someone discovered her/his homosexuality and
threatened to disclose it to others. If the applicant/candidate
replies that she/he would not be compromised and would face the
disclosure of the information rather than be influenced or
coerced in the performance of duty, no further inguiry is needed
on that issue. (Vulnerability to compromise will, however, be
discussed with other persons contacted in the course of the
complete background investigation ) Such FBI applicants should
also be told that if she/he is hired, she/he has a contlnuing and
affirmative obligation to 1mmed1ately notify the: FBI in writing
of any attempt by any person, organization, or entity to exert
influence or pressure, directly or indirectly.

If the applicant/candidate replies that the worst
possible thing she/he could imagine would be to be disclosed as a
homosexual, such information should be forwarded to FBIHQ
immediately. Such information should also be accurately and
precisely included in the investigative report(s) provided.to
FBIHQ. FBI applicants who admit to such a vulnerability should
be told that their desire that the information not be revealed
- may be a significant factor in the FBI employment decision and
will be reported to FBIHQ, and that if she/he is hired, she/he"
has a contlnulng and affirmative obligation to 1mmed1ate1y notify
the FBI in writing of any attempt by any person, organization, or
entity to exert influence or pressure, directly or indirectly.



TALKING POINTS
EXECUTIVE ORDER ON
ACCESS TO CLASSIFIED INFORMATION

This Executive Order is:
e The first to require uniform government security standards

¢ Designed to correct flaws which could lead to such cases as
the Aldrich Ames espionage case

e Fair for government and contractor employees with clearances:
- forbids discrimination (including sexual orientation)
- establishes a fair revocation/denial process, including:
" appeal, representation, access to files, a hearing,

a three-member appeal panel

- reciprocal acceptance of clearances by all agencies

Under the Order:

e Uniform investigative standards and adjudicative guidelines
will be drafted within 180 days by the Security Policy Board

e Facilities and employee clearances will be recognized by all
agencies (which will save expensive reinvestigations)

e C(Clearances may be reinstated within five years, without
additional investigation

e Only those with a need for access will get clearances

e Financial disclosure and access forms will enable security to
spot unexplained wealth or indebtedness

- required by FY 95 Intelligence Authorization Act

- forms and guidelines will be designed by the Security
Policy Board and reviewed by the White House

e Drafts were reviewed, and comments incorporated, from all
government agencies, the Congress, the American Bar
Association, government employee unions and industry
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20506

July 31, 1995
ACTION

MEMORANDUM FOR ANTHONY LAKE

R. RAJS@EERS
FROM: EDWARD J@&Uz

SUBRJECT: Executive Order on Access to Classified
Information

THROUGH:

Attached at Tab A is a memorandum for the President, recommending
that he sign the Executive Order on Access to Classified
Information.

As you are aware, the Security Policy Board and National Security
Council staff have been drafting this order since October, 1994.
Since March, 1995, additional refinements have been added to
address due process concerns. The draft was produced with the
collaboration of the government’s security intelligentsia, vetted
by all relevant agencies and reviewed by the Intelligence
Committees, Secrecy Commission, American Bar Association,
government unions, industry assoclations and OMB.

While industry is still worried about the financial disclosure
provisions (and agencies about the cost of implementation), they
have been consulted throughout the process. Industry comments
will also be sought as the Security Policy Board prepares 1ts
recommendations, as required by the order. Those
recommendations, including draft financial disclosure forms,
standards and guidelines, will be sent to the White House for
approval, priocr to being promulgated.

The order is summarized in the attached memo to the President.
Oy D8

Concurrence by: Alan Kreczko

RECOMMENDATION :

That you sign the memo to the President, recommending that he
sign the Executive Order on Access to Classified Information.

Attachments
Tab T Memo for the President
Tab A Executive Order



TAB 1




THE WHITE HOUSE

WASHINGTON
ACTION

MEMORANDUM FOR THE PRESIDENT

FROM: ANTHONY LAKE

SUBJECT: Executive Order on Access to Classified
Information

Purpose

To recommend that you sign the attached Executive Order.

Background

In the wake of the Ames case and with the support of the
Administration, the FY 95 Intelligence Authorization Act required
the executive branch to establish minimum, uniform standards for
access to classified information. It also required that
employees with access to particularly sensitive classified
information furnish financial and foreign travel information as
directed by the President.

Twenty-six executive agencles, industry representatives, the
American Bar Association, US Government employee unions, and the
Congressional intelligence committees actively participated in
the drafting and review of the attached order. Judge Mikva and
the Deputy Attorney General took particular care to ensure the
order reflects this Administration’s views on due process and
sexual orientation in the clearance process.

Among other things, the order:

-= establishes, for the first time, uniform standards for
granting clearances throughout the government and requires,
with narrow exception, agencies to accept clearances on a
reciprocal basis.

-- provides that no inference concerning the standards for
granting and keeping clearances may be raised solely on the
basis of sexual orientation and requires implementing
guidelines that are consistent with the FBI’'s guidelines,
which are supported by Barney Frank. Likewise, no negative
inference may be raised solely on the basis of mental health
counseling, although additional inquiry may be considered
where it directly relates to the standards for access.

cc: Vice President
Chief of Staff



-= provides due process protections for persons whose
clearances are denied or revoked. (Previous efforts to
rewrite the 1950's agency-specific guidelines have failed
for lack of consensus over due process provisions.) Your
order would require, among other things, a written
explanation of the reasons for revocation; an opportunity to
request the investigative files without waiting in the FOIA
queue, but subject to FOIA privileges; and the right to
appeal to a panel comprised of at least three persons, two
from outside the security field. Agency heads or their
deputies, however, would retain authority to exempt
procedures 1f they personally certify that their use could
damage national security.

The order also establishes parameters for the submission and
review of financial information from employees with regular
access to particularly sensitive information (i.e., information
on sources and methods, nuclear weapons design, or special
programs.) Agency heads are given discretion to determine which
employees are covered; we anticipate this will range from
virtually all employees at CIA to a relative handful at State,
Defense and Energy. The order requires financial reports at the
time of investigation and reinvestigation (i.e., every five
yvears) and on an annual basis as determined by the head of each
agency. Agency heads may use this additional authority as a
random check, or require it on a wider basis.

The financial disclosure provisions have been a particular
concern to contractors, who are covered by the order. While
industry associations would clearly prefer to be exempt from the
requirement, they were included in the Congressional definition
of employee, and we feel many of theilr concerns can be addressed
as they continue to participate in the Security Policy Board’s
drafting of implementing guidelines and forms. These forms,
along with the other guidelines called for by the order, require
my concurrence on your behalf.

The order is supported by all participating government agencies,
the Office of Management and Budget and by interested members of
Congress, industry, the American Bar Assoclation and the
government unions and industry representatives who reviewed 1t.

RECOMMENDATION :

That you sign the Executive Order on Access to Classified
Information at Tab A.

Attachment
Tab A Executive Order on Access to Classified Information



TAB A



NATIONAL SECURITY COUNCIL

August 29, 1995

NOTE FOR ANDREW

FROM : CATHY (/&/

I’'ve received a call from Joan Vail,
former Staff Assistant at the NSC, and
now Counsel for Security Policy at the
“Commission for Protecting and Reducing
Government Secrecy”. Joan and several
members of the Commission (staff
Director, Deputy Staff Director and
maybe one other) would like to schedule
a meeting with you. They are also i
attempting to schedule a meeting with

\Randy Beers and possibly Alan Kreczko.

ﬂf‘bl think it would make more sense to

ScheduTe a joint meeting with The Thiee

P

of vou (yourseli, Alan and Randy) .
Also, should Bili—LﬁaL¥—b§-EEXQEX§9 in )

meetings with this group?

Let me know how you’d like to handle.
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TO: 4 J71 1 50— FROM: Joan Vail

Exethve Seclre /QD L Policy
-~ .
N fiveal Jeduw /C) Podrei ! Commission for Protecting

/_ e, Counsel for Security

and Reducing
Government Secrecy

2201 C Strest NW
Phone . Roor 225, SA-44
Fax Phone &5y - 7560 Washington, OC 20008

Phone (202)776-8781
Fax Phone (202)776-8773

CC:

REMARKS: [1 Urgent Foryourreview [ ] Reply ASAP [ Please Comment

/45 /d/yom [50("/ .
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fanL Pataiex Mavnsian, ClarMan
Laray ConrgesT, VicE CraRedan

Jarn M. DeuTcH
Mantin C. PAGA
Auson B, FoRTIER

CoMMISSION
ON

Ricnano K. Fox, Ja. PROTECTING AND REDUCING

Lee H. Hamttas
JEssE HELMS
Euten Huwe

Samuet P BUNTINGTON

Joun D. Pooesta

MAURICE SQNNENBERG

GOVERNMENT SECRECY
WASHINGTON, DC

Tuly 1995

On January 21, 1993, Senator Daniel Patrick Moynihan (D-NY) introcuced legislation to
establish 2 Commission on Protecting and Reducing Government Secrecy. The legislation
was sizned into law by President Clinton on April 30, 1694 as Title TX of the Foreign
Relations Authorizaticn Act for Fiscal Years 1994 and 1993 (Public Law 103-236). It
calls for “comprebensive proposals for reform” that are designed “to reduce te volume of
information classified and thereby to strengthen the protection of legitimately classified
information” and to improve current procedures for the granting of security clearances.

The bipartisan Comumission consists of twelve members, four selected by the President and
eight by the Republican and Democratic leadcrahip of the House and Senate. Four are
Members of Congress, one is a senicr Fxecutive Branch official, and seven are in the
private scctor. On Jaruary 10, 1995, the Commissionars met for the first tirae and
selected Senatar Moynihan as Chairman and Representative Larry Combest (R-TX) as
Vice Chairman. The Commission staff includes specialists detailed from the Department
of Stale, the Department of Defense, the Central Inteliigence Agency, and the National
Secunty Agency.

Since the initial meeting, the Commission has met four times to discuss the development
of U.S. clasgification, declassification, and personnel secunity policies and Executive
Branch activities concermung these palicies.  All of the meetings have been open to the
public and were announced in the Federal Register and over the Internet system.

Beginning in September and contining through spring 1996, the Comumission intends Lo
hold several public hearings on classification, declassification, and personnel securnty
issues and on haw new information technologies will affect the protection and reduction
of secrecy for the rest of this decade and into the Z1st century. The staff is currently
investigating these issues and soliciting views from a vAdc range of government officials,
industry representatives, scientists, histarians and archivists, journalists, and other
interssted persons. Consistent with the two-year timeframe provided in the statute, the
Commission plans to begin developing a report by mid-1956 and release a final report in
early 1997 containing its findings and recommendations. An expectad timetable for
Commission activities is attached.

The Commission office is located on Navy FIll, next to the old Naval Observatery and
across from the State Department. The ghone number is (202) 857-0002 and tke fax
number is (202) 776-8773. Edc R. Biel is the Staff Director and Jacques A. Rondeau 1s
(he Deputy Staff Director. Inquiries and suggestions are welcome.
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Darnicl Parrick MavNisan, CHaRMan

Larny ComaesT, Vice CHAIRMAN
 Jown M DruteH ' : CoMMISSION
Mannin C. Faga
ON
AuLisca B. ForTien
Rucwann . Fax, Ja. PROTECTING AND REDUCING

Lee H. Hamnron
Jegsm g
Evien Hume

SamycL P HunTINGTON

GOVERMMENT SECRECY
WASHINGTQON, DC

Jouw D. Pocesma
MaURrICE SOMNENBERG

Appointed by President Clinlon:

The Honorahle John M. Deutch

The Hoporable John D. Podesta

The Honorable Richard K. Fox, Jr.

Ms. Ellen Hume

Appointed by then Speaker of the House of Representatives Thomas Foley:
Representative Lee H. Hamilton

Mr. Maurice Sonnenberg

Appointed by then Minority Leader of the House of Representatives Robert Michzl:
Representative Larry Combest

The Honorable Martin C. Faga

Appointzd by then Majority Leader of the Senate Gevrge Mitchell:
Senator Daniel Patrick Moynihan

Professor Samucl P. Huntington

Appointed by then Minority Leader of the Senate Robert Dole: .

Senalor Jesse Helms
Ms. Alison B. Fortier
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DasneL Parmicy Movwikan, Chunman
Laary Comgésy. Vicg Cradruan

COMMISSION

Jorm M. Daurcw

Maarin G, Faga onl

Auson B, ForTiea -

Richart X. Fox, JA PROTECT‘NG AND REDUC]NG
Lt H oo GOVERNMENT SECRECY
Euen Hume WASHINGTON, DC

SamueL P HUNTINGTON
Joun D, Pzoesta
MAURKCE SGHNENBERG

Timetable
Jan. - Aug. Sept. 1995 - Junpe - Aug. Sept. - Dec. | Jan.-March
1995 June 1596 1996 1996 1997
Convene Commission Begin dratfting Submit final report to
meetings and initiate report and Congress. Complete
staff work with holding follow-up work and elose

government agencies. ' meetings. Commission.

Hold hearings, convene Begin writing final

additional meetings, report. Exchange of
conduct investigations drafts.

and research.
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PUBLIC L.AW 102-236 [HLR. 2333]; April 30, 1984

FISCAL YEARS 1994 AND 1995

TITLE IX—COMMISSION ON PROTECT-

ING AND REDUCING GOVERNMENT
SECRECY

SZC. WL SHOBRT TITLE

Thig Htle may ke ddied as the “Profechon and BeducHon of

Guvernment Secrecy Act”.
SZC. 902, FTNDINGE.

The Céngresa makeas the follewing Hndings:

(1) During the Cold War an extengive secrscy aystem deval.
oped which Imitad public acess to infoowmativa 2ad reluced
the abilicy of the public to participate with full kncwledge
in the procsss of governmental deciwonmaking.

(2) In 1992 alome 6,342,332 documents were casgiled and
glppmﬁ.mately threa million perscns held gome form ¢f security

e3rance.

(3) The busder of mansging more than 6 million newly
¢lasgified docuiments every yeer has led to tremendous adminis.
trabive expense, reduced communication within the government
and within tha sdentific covamunity, reduced communicalon
between the government and the people of the Urited States,
ard the gelecive and ureauthori public disclosure of classi-
fled information.

(4) It hes beer estimated that private buginesses specd
more thsn $14 bhillion each yesr implementing govezmroeut
mendated regnlatons for protecting classified informabtico.

(%) If & gmmaller amount of ¥ seoridve infarmalon ware
classified the information could be held more securely.

(6) In 1970 & Task Force prganixed by the Defense Science
Board and headed by Dr. Frederick Seitz concluded that “more
might be geined thaz loat if our Natian were to adapt—unilatec-
ally, if necessary—2 policy of complete openness in all arese
of luformation”.

(7) The procedures for granHng security ¢learances have
themselves become 2n expenaive and inefBrient part of the

secrecy syotem and ghould be clegely examined

FOREIGN RELATIONS AUTHORIZATION ACT,

Frotec=ion and
Seduction of
Government
Secrecy Ac,
Casifed
iciormatrco.

50 USC 481 mere,

B VY
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108 STAT. 526 PUBLIC LAW 103-236—AFR. 30, 1984

President

(8) A bipartisan study commission specially constiteted

for the e of examining the consequences of the secrecy

system will be ahle to offer comprehensive propesals fer reform.
SEC. 903, FURPOSE.

It is the purpose of this ttle to establish for a tworyear peticd

a Commiesian oa Protecting and Reducing Covernmeat Sececy—

(1) to examine the implications of the extensive classifica-
tion of information and to make recommendations to reduce
the volume of information classified and thereby 3 strengtben
the protecsen of legitimately classified information; and
{2) to examine and make recommendalions concerning cus-
rent procedures relatng to the graaiing of security clearan¢ss.
SEC. 864, COMPOSITION OF THE COMBUASS1CON.

(2) EsTazLmmENT—To carry out the purpose of this dtle,
thers is established a Cormmission on Proteciny and Redudzg
Covernment Secrecy (In this title referred 0 a3 the “Commisgicz"h

(b) CarzosrioN.—The Commission shall be enmpesed of twelve
mambers, ag follows: . .

(1) Four members appointed by the President, of whom
two shall he appointed from the executive branch of the Covern-
ment and twa siall be appeinted from private Life.

(2) Two members appointed by the Majovity Leader of -

the Senate, of whem one shall be a Meambar of the Senats

and one shall be appointed from private Life.

(3) Two memkers appointed by the Minority Leader of
the Senate, of wham one shall he a Member of the Senauls
and ene shall be appointad from privata life.

(4) Two me appointed by the Speaker of the House
of Representatives, of whom ocae shall be a2 Member of the
TTaqzse and one shall be appainted from private life.

~ (5) Two members appainted by the Minority Lesder of
the House of Representatives, of whom one shall be 2 Member
of the House and one shall be appointed from private Life

(¢) CramMAN.—The Commission sha!l eleet g Chzirman from
among its members. :

(d} OQuoausy VACANCIES.—After its mitial meelng,. the
Coroooission aball mest upon the call ¢f the Chajrman or 2 majerity
of its mmembers. Seven mecaber? ¢f the Commission shall copstitute
8 quorum. Apy vacancy in the Commission shall net affect its
powezg but shzil be filled in the same manner in which the criginal
appointment wag made.

(e) AFFOINTMENT OF MEMBEERS; el MeEzTmie.—(1) It 1s
the sense of the Congress that members of the Commission should
be appointed mot later than 60 days after the date of eaactmaent

. of this title.

(@) If 2fter 60 days from the date of enactment of this Act
seven or more members of the Commission have been appointed,
those members who have been appointed may meet and select
& Chajrman who thereafter shall have antharity to begin the oper-
=Hons of the Comimission, including the hiring of staff.

SEC. 805, FUNCTIONS OF TEE COMMISSION.

The funcions of the Camrmission shall be—

(1) to conduct, for a pericd of 2 years [rom tha date cf
its Arst reeting, an investigation ints all matiers in any way
related ta any legislation, executive order, regulation, pracice,

REI VML
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PUBLIC L.AW 103-236—APR. 30, 1934 108 STAT. 527

cr procedmre relating to classified information or granting secu-

i Elzﬁmﬁ; T to the O ngress taining
ts submit to 0 a final repert contairm

such recommendations concerping the classification of natiops
gecurity mformation and the granting of security clesrmnares
as the Commission ghall detarmine, including proposing naw
procedires, rules, regulations, or legialation.

9EC. 308, POWZES OF TEE COMMISSION.

(a) In G=NzrAL—(1) The Cemrmisaicn or, on the anthorizaBen
of the Comrriesicn, any subcgromities or member thereof, may,
far the purpese of caxrying out the provisions of this Hile—

{A) hold such hearings aod sit aad act at gwch Himes
and placzs, take such testimeny, receive such eviderce, admin-
ister such oaeths, and

(B) require, by subpoena or otherwise, the attendanca azd
testimony of such witnesses srd the producton of such books,
rocords, correspondence, memoranda, papers, and docwments,

as the Commission or such designated subcormmittee or designated

' memker may deem advisable.

{2) Subpoensas imszed wnder ph (IXB) may be issued
under the signature of the Chatrman o? the Commissien, the chair-
man of sny designated subcommittee, or any desigpated member,
and maayv be sexved by any person designated by such i
subcommitizs chairman, or member. The provisions of sections 102
through 104 of the Revised Statutes of the United States (2 U.S.C.
132194} shall apply in the case of any faithie of any wrtnegs
to comply with any subpoena or to testify when summoncd under
euthority of this section.

(b} CONTRACTING.—The Commissicn may, to such extapnt and
in such amounts as are gzmrided in approprintion Acts, eater into
mmm to enshle the Commiasion to discharge its dubes onder

ig title.

(c) DorarxaTroN Froar FEneErar. AcENcies.—The Commizsion
is anthorized to secure directly from any executive department,
bureau, agency, boaxd, ission, office, indepandent egtablisk-
ment, or strumentality of the Government information, sugges-
tions, estimates, and statistics for the gé‘xrmaes of this titla. Each
such department, bweau, =agency, urd, commizsion, offce,
establishment, or instrumentality ghall, to the extegt authorized
by law, furpish such informstion, suggesticns, eatimates, aod statis-
tics directly to the Commission, opon request rade by the

{d) AssisTANCE FroM FEDERAL AGENCIES.—(1) The Secretary
of State is authorized on a reimbursable or non-reimburseble basis
to pruvide the Corxmaission with administyalive mervices, fuxds,
facilitieg, staff, and other support services for the performance
of the Commisamion’s functions.

(2) The Administrator of General Setrvices sball provide to
the Commisgion oo & reimbursable basis such administrative aup-

services ad the Commisaion may request. .

(3) In addition to the assistance seb forth in parsgraphs (1)
and (2), departments and agencies of the United States are anthor-
ized to provide to the Coamrrirsion such services, funda, facilities,
staff, and other support services as they may deem advisable and
as may be anthorized by law. :

Hagorts.
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108 STAT. 528 PUBLIC LAW 103-236—APR. 30, 199<

(e) GIFTS.—The Commisgion Ipay accept, use, and dispese of
gifts ar donations of services or pruperty.

() PosTtat Sravices.—The Commission may use the Uritad
Stetas msils in the game manner and under the same ccnditcns
as departments and agencies of the United States.

_ SEC. $07. $TATF OF TEE COMBOSSION.

(a} Iv G=N=rAL.—The Chairman, in accordarnce with niles
agreed upon by the Commission, may apyaint and £x the compensa-
Hon of a staf director and such other personnel e3 may be necessary
to easble the Commission to carry out its fiumctions, witheut regard
to the provisiens of title 5, United States Cede, governing appoint-
ments m the competive service, and without regard to the provi-
slops of ckapter 51 and subchapter II of chapter 53 of such Htle
relating to classification ead Gen2sal Schedule pay rates, excapt
that no rate of pay fixed under this subsecticn may excesd toe
gguivalent of that payable tv a person accupying a position at
Jevel V of the Fxecutive Schedule under sechion 5316 of &itle 5,
Urited States Code. Ady Federal Governmernt employze may oo
detailed ts the Commission without reirbursemment fivm the
Commission, and such dstailee shall retain the rights, stah:s, axd
privileges of his or her regular employment without interruptioa.

{b) CONSULTANT SERVICES.—The Commission 1s authorized to

cure the services of & snd covsultants in accordazes with
section 3109 cof title 5, United States Code, bul al rates not to
exceed the daily rate paid a person ccenpying a position gt leval
IV of the Executive Scrneduwle under saction §315 of title §, United
States Code.

SEC, 908 COMPENSATION AND TRAVEL EXPENSES.

{2) CoMPENSATION.—{1) Except as provided in paragraph (2),
each member of the Commission may be compensated at not to
exceed the daily eguivalent of the annual rate of basic pay in
effect for a position at level IV of the Executive Schedule under
section 5315 of title 5, United States Code, for each day during
which that member i3 cngaged in the actuwal performance of the

.dutiesg of the Comraigsion.

(2) Members af the Commission who are officers or employues
of the Unitad States or Members of Cengress shall receive 1o
additicn=l pay on accourt of thefr service oo the Commissicn.

(b) TRAVEL EXPENSES. —While away from their homeas or regulax
places of business in the pexformance of services for the Commis-
gion, members of the Commission shall be wliowed travel expenses,
including per diem in lieu of subsistence, in the same manner
as persons employed iotermittantly in the Government service are
ellowed expenses under section 5703(b) of Htle §, United States

. Code.-

SEC. 806, SECURITY CLEARANCES FOR COMMISSION MEMBERS AND
STAFF.

The eppropriate executive departmgnts and agenciea shall
cooperate with the Commissicn i expeditiously providing to the
Comrnission members and stafi appropriate security clearances in
a manner consistent with existing procedures arnd requiremeats,
except that no perton shall be provided with access to dassified
joformation purscant to this section who would not ctherwise qual-
ify for auch security clearance.

Ky vvo
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SEC. B10. FINAL REPORT OF COMMISSION; TERMDTNATION.

(2) FvarL ReeorT.~Not later thon two yeors efter the data
of the first meeting of the Commission, the Cordimission shall suhmit
bo the Congress its final repert, &5 described in gection S05(2).

(b) TEra27ATION. —(1) The Commission, and all the antherities
aof thig title, shall terminates on the dats which is 60 d=ys after
tie date on which a fasl report is required to be trapsmitted
under subsection ().

(2) The Cammission msay use the 60-day pericd refarred to
in paragraph (1) for the purpose af concluding its sctivifies, includ-
Ing providing testimoeny to committess of Congrass concerning it3
final report and disseminating that repart.

Approvad April 39, 1994,

LEGISLATIVE BISTORY—HR 2333 (S. 1231

HQUSE REZF0ORTS: Nos. ].03—1?].-5 {Comum. an Forsign Affadr) and 103-422 (Comm of
Confarance
SENATE REPORTS: No. 103-10T accompanying §. 1231 (Cormm. on Fureign
- Relations).
CONGRESSICNAL RECORD: . .
Vol 1892 (1593) June 15 16, 22, considered and passed Feuse
Vol. 140 (19941 Jan. 25-22, 81, Feb, 1, 2, S. 1281 considersd iz Seaats;
HR 31, amended. passed (o lan,
Apr. 24, House agreed Lo conference mpert
Apr. 23, Senata agreed to conference report.
WEELY” CO\(PELATIST\ QOF PRESIDENTIAL DCCTMN’IES: VoL 30 (1894x
Apr. 30, Prusidental sintement.
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COMMISSION ON PROTECTING AND REDUCING
GOVERNMENT SECRECY

WORK PLAN AND TIMETABLE

July 1995

A. Introduction

Over the past few weeks, the Commission staff has had the epportunity to
meet on an individual basis with most of the Commissioners in order to develop 2
better understanding of what each of you views as the Commission’s objectives and
priorities. This “work plan™ document is based in large part on the suggestions of
the Commissioners in those meetings.

Based on thuse sessions, as well as the Commission mectings to date and the
staff’s background work, it appears that the Commission supports examining how
best to promote greater openness and less secrecy while, at the same time, ensuring
that such measures are consistent with U.S. national security interests. Put another
way, you are interested in exploring ways to make the system more efficient by
focusing on which sccrets genuinely merit protection, thus avoiding averclassifica-
tion and excessive secrecy — tosvard the end of achieving greater access to
information without breaching legitimate security concerns.

There is broad interest among the Commissioners in analyzing the costs -
both qualitative and quantitative — of elassification and declassification, and the
cost effectiveness of personnel sccurity. Muny Commissioners also emphasized that
they see a “cultare” within the bureaucracy that has proven unyielding in its
resistance to measures inlended to reduce excessive secrecy and promote greater
public confidence in the institutions and operations of the federal government.
Finding ways to promote greater “accountability” has been a recurring theme of
our discussions. Finally, several of you have reminded us not to assume that there
are agreed-upon definitions of key terms such as “national sccurity information™.

_ Our individual meetings with you during this initial planning stage have
been very helpful and productive. While the bulk of the staff’s attention now turns
toward the field and investigative work that we will be undertaking in the months
ahead, as well as organizing and preparing for Commission hearings and additional
meetings beginning in September, we hope to bave the opportunity to continue to
speak with you regularly on an individaal basis as our work proceeds. We invite
each of you to contact us whenever you wish to provide suggestions or seek
information.
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B.  Genperal Objectives and Timetable

The principal objectives of this Commission are set forth in the authorizing
legislation, Title IX of the Foreign Relations Anthorization Act for Fiseal Years 1994
and 1995. (A copy of the statute is attacked.) Based on the findings therein, which
address the extent of classification, consequences of overclassification, costs and
other burdens of managing the classification system, and costs agd inefficiencies of
existing security clearance procedures, the Commission is tasked with making
“comprebensive proposals for reform” of the system so as “to reduce the volume of
information classified and thereby to sirengthen the protection of legitimately
classified information.” (Sections 902 and 903 of Title IX, Public Law 103-236.)

In exploring how -- and for how long -- national security information is
classified and secunity clearances are granted, and recommending changes to the
current system, the Commission also is confronted with several broader issues.
These include: (1) How the classification system relates to other methods utilized by
the federal government to protect various “sensitive” information and to ensure
access to informatioan that no longer is sensitive; (2) How security clearance
procedures rclate to other methods used for safeguarding such information; and (3)
How the development of new technologies, and the increasing reliance on electronic
means to create, record, store, and disseminate national security information, is

.forcing a reassessment of traditional approaches to protecting such information.

The Commission staff will conduct research and investigations, organize
hearings, and convene additional meetings of the Commissioners with a vision of
subniitting a final report to the Congress and the Administration in early 1997 -
two years from the date of the first Commission meeting. In certain respects, that
date for completion of the Commission’s work is fortunate, for it ensures that the
report will be drafted without knowing who will be in cantrol of the Congress and
the White House at the time the final report is submitted.

A tentative timetable for the Commission’s wark follows.
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Jan. - Aug. Sept. 1995 - June - Ang. Sept. -~ Dec. | Jan. - March
15895 June 1826 | 1996 1996 1997

|

Convene Commuission Begiu drafting Submit final report to
meetings and iaitiale report and Congress. Complete
staff work with bolding follow-up work and close

government agencies. meetings. Commission.

Hold hearings. coovene Begin writing final
additional meetings, repart. Exchange of
conduct investigations drafts.
and research.

C.  Staff Wark Organization

We propose dividing the Commission staff inte three “work teams™
organized along the three broad subject areas of classification, declassification, aud
personnel security clearances. Thesc teumns will consist of the following staff
mcmbers:

Classification: Joan Vail, John Hancock, Terry Szuplat
Declassification: Sheryl Walter, Mike White, Pauline Treviso
Personnel Security: Tom Becherer, Gary Gower, Maureen Lenihan

Eric Biel and Jacques Rondeau will have averall responsibility for coordinating the
Commission’s staff work and the hearings (described below).

These work tcams will be structured fairly loesely so as to ensure that issues
that overlap (such as how a particular agency or department is implementing the
new Executive Order) can be addressed by staffers from more than one team.
Moreover, we intend to rotate the Research Associates, and perhaps some of the
other staff members, among the three work teams during the course of our field and
investigative work. Ir addition, some of these work assignments may change once
additional “detailees” from the Central Intelligence Agency and National Security
Agency, and perhaps the Federal Burcau of Investigation, begin work with the
Commission. Firally, a fourth team may be organized to discuss issues raised by
new technologies, i.e., the threats presented to protection of mational security
information disseminated across electronic information systems; Jacques Rondeau
will coordinate any work in that area,
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D. Key Elements of the Work Plan

Below, we list key elements of the proposed staff Work Plan. Rather than
simply organizing this along the lines of the three work teams established, we have
attempted fo structure it consistent with what we believe might be the organization
of the Commission’s final report.

Thus, we begin with a review of how current classification, declassification,
and personnel security systems evolved and an analysis of scveral key concepts on
which these systems are based. We tnrm next ta an examination of existing policies
and procedures: their organization, the bureaucratic “calture,” and the costs
atiributable to them. We conclude with a review of new issues affecting the
protection and rclease of government information. At this stage, we envision
inclading the Commission’s recommeandations at the end of each chapter, rather
than grouping all recommendations in a separate concluding section of the report.

We have organized the Work Plan as follows:

L Historical Context

. Evolution of the Classification and Declassification System: Review of the
Governing Statutes and Executive Orders

) Evolution of the Personnel Security System

. Findings of Previous Commissions and Task Forces

i d Defining the Issues

] ‘What Are “Secrets™?

. What Is “National Security Information™?
. Why JIs Certain Information Classified?
. What Is the “Public Interest” In Protecting and Obtaining Information?

. Have These Definitions Changed Over Time, and If So, How?

III.  Organizing to Protect Secrets-and Provide Access

. How Is the Government Organized to Protect Secrets?
How Is the Government Organized to Provide Access?
. What Is the Role of Industry?
. Who Classifies and Who Reviews?
- What Guidelines Exist For the Duration and Level of Classification?

Ro1s
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Are Procedures Standardized? Are There Redundancies in Classification
and Persannel Security?

Who Oversees Within the Executive Branch, and What Roles Do Congress
and the Courts Play?

How Is The “Reinventing Government” Process Likely to Affect Existing
Organizational Structures?
Recommendations for Change

Examining the “Culture” of Secreey

What Motivates Decisivns to Classify?

How Do Classifiers Assess Risk?

How Does This Affect the Amoant of Information Classified?
How Does It Affect the Duration and Level of Classification?
What Efforts Have Been Made tv Counter the “Cultare™?
Recommendations for Change

Evaluating the Costs of Protecting and Reduciog Sccrecy

YWhat Are the Costs to Government of Classification?

What Are the Costs to Industry?

‘What Are the Costs to the Public?

What Arc the Costs to Government of Declassification?

What Costs Are Associated With Personnel Secnrity?

Will New Approaches to Budgeting -- As Part of the “Rcinventing
Government” Process -- Affect These Costs?

How Should The Government Fand Classification and Declassification
Activities?

Recommendations for Change

The Impact of New Technologies on Protecting and Reducing Secrecy

How Do New Technologies Affect the Scope and Cost of Protecting Secrets?
How Can These Technologies Be Used to Reduce Secrecy?
How Do New Techonologies Affect the Ability to Protect Secrets?

Ao14
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E. Proposed Hearings (September 1995-June 1996)

The staff proposes holding approximately six Commission hearings in the
nine-menth period from September 1995 through June 1996. At this stage, we
woald anticipate that each of these would be an open hearing, at which the
Commissioners would hear from both government and private sector witnesses with
a broad range of perspectives and interests. The hope is that these hearings will
complement the ongoing field and investigative work of the siail.

Howecver, anticipating that certain issues (such as the intelligence
community’s application of the “sources and methods™ language in the National
Security Act of 1947) will arise that warrant discussion among the Commissigners
and with government and private sector officials on a non-public basis, we also
expect to schedule oae or mere closed meetings of the Commission interspersed
among the public hearings listed below. In addition, certain of the hearings listed
below (in particular, the fourth one on different meaxns of protecting and reducing
secrecy) may well involve issues that necessitate separate sessions, which might be
held immediately prior to or after the public hearing.

Cousistent with the timetable set out above, the staff anticipates that,
beginning in June 1996, the Commissien’s focus will turn from these hearings to the
beginning of deliberations on the contents of a Commission report. Those
deliberations may be held in closed sessions, consistent with the Commission’s legal
status as a legislative branch entity not subject to certain statutory requirements
pertaining to the conduct of official deliberations.

The staff envisions the six hearings organized as follows:

(1)  An Overview of Government Secrecy: What Are “Secrets”, Which Secrets
Warrant Which Form of Protection and For How Leng, and How Does
“National Security” Information Relate to Other Sensitive Materials Held by
the Government?

(Witnesses to include current and former senior governmenl officials and
high-level officials from business, science, academia, and journalism)

(2) Industry Perspectives on Protecting and Reducing Secrecy: The Views of
Private Sector Officials on the Effects of the Classification System and
Personnel Security Procedurces

(Witnesses to include officials from major defense contractors and other
firms which deal extensively with classified information and require
significant numbers of clearances for their employees)
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Assessing the Costs of Protecting and Reducing Secrecy: Approaches to
Defining the Costs of Classification, Dreclassification, and Personnel Security
Measures

(Witnesses to include officials from the Office of Management and Budget
and other executive hrauch agencies, the Gencral Accounting Office, the
private sector, and Members of Congress, who have attempted to delineatc
the costs of classification, declassification, and clearance procedures)

Approaches to Prutecting and Reducing Secrecy: How Different
Federal Agencies and Departments Implement Classification and
Declassification Policies, Including Those Specified in Executive Order
12938, As Well as Other Methods for Trotecting Sensitive Information

(Witnesses to mclude senior officials from several Executive Branch agencies
and departments, and private sector officials familiar with the opcrations of
those agencies, addressing issues such as the structare of classitying
authority within each agency, automatic declassification of older documents,
other means for declassifying large volumes of information, use of the
Freedom of Information Act, and means of protecting information other than
the classification system)

Improving Clearance Procedures and Other Functions of Personnel

Security: Assessing Past Failures, Froposals to Reorganize the Personnel
Security System, and Whether Security and Privacy Interests Conflict

(Witnesses to include senior Exceutive Branch and private sector officials
involved in formulating and implementing personnel security procedures,
and in promoting the interests of government employees subject to such
procedures)

Toward A New Paradigm: Protecting and Reducing Government Secrecy iu
the 21st Century: Evaluating How the Increasing Use of Computers and

Other Electronic Systems to Create, Process, and Distribute Information
Mandates A Reassessment of Threats, the Means to Protect Against Such
Threats, and Ways of Releasing Information

(Witnesses to include senior governmeatal and industry officials invelved in
assessing threats to classified and other sensitive information, developing
policies to protect against and counter such threats, and developiag policies
for the release of information; also one or more persons -- such as a Soviet
defector -- who participated in efforts to gain unwarranted access )

igo18
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STAFF MEMBERS OF THE

COMMISSION ON PROTECTING AND REDUCTING GOVERNMENT SECRECY

Eric R. Biel, Staff Director

International Trade Counsel, Senatc Committee on Finance,

1990-95 (working for Senaters Moynihan and Bentsen): private

law practice in Washington (Mayer, Brown & Flatt; Arnold ¢
Porter), 19685-%0: Yzle Law School (J.n. 1985), Princaston
University/Woodrow Wilscn School (M.P.A. 1983), Johns
Hopkins University (B.A. 1981)

Jacques A. Rondean, Deputy Staff Director

United States Air Force, 15€68-94 (career pPilot, retired as
Colonel, various responsibilities including Executive &

Military Assistant to the Asgsistant Secretary of Defense for

Internaticnal Security Affairs, 1991-94; other operations,
management, and intelligence positions); Naval Postgraduatc
School (M.A. 1977), Boslon College (B.S. 1966)

Sheryl L. Walter, General Counsel

Joan

General Counsel, Assassination Records Review Board, 1994-
95; General Couns=21, National Security Archive, 1389-94;
private law pracltice in Washington (Mayer, Brown s Platt),
1587-89; Federal Judicial Clerkships, Minnesota 1984-827;
University of Minnesota (J.D. 1984), Grinnell College (B.A.
1978)

R. Vail, Counsel for Security Policy

Private law practice in Washington (Dunaway & Cross), 1993-
55; Federal Judicial Clerkship, Greensboro, N.C., 1992-93;
Office of National Drug Control Policy, 1989-92; National
Security Council, 1986-89; Washington College of
Law/Arerican University (J.D. 18822), UCLA (B.A. 1985)

Thomas L. Becherer, Research and Policy Director

John

Special Assistant to the Under Secretary and Deputy Under
Secretary for Policy, Department of Defenss, 1993-95;
Defense Fellow, 1993: Legislative Assistant, Akin, Gump,
Strauss, Hauer & Feld, 1990-93; Office of Senator David
Pryor, 1988-50; Office of Sanator Alan Dixon, 1986-§8;
Uriversity of Mississippi (B.A. 1985)

R. Hancock, Senior Professional Staff (State Deparxtment)
Over 25 ysars experience in classification and industrial
security matters, including with the Department of State,
Defense Inveatigative Service, and Defense Security
Institute; also private industry and consulting experience;
North Central College, IL (BE.A. 1%67)
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Gaxy H. Gower, Senior Profassional Staff {State Department)
24 years expericnce in security and intelligence matters at
the Defenss Logistics Agsncy, 1571-835, and Department of
State, 1985-present; University of Washington (B.A. 19869)

Michael J. White, Senior Professional Staff (Defense Department)
Over 30 years experiencs in counterintelligencse, security,
and investigative operations, including with the Department
of Defense and the White House Military Office; Southern
I1linols University (M.S. 1990), University of Maryland
(B.S. 1974)

Paul Stratton, Administrative Officer (State Department)
17 years experience in administrativas and persornel matlbzrs
at the Department of State, including the Foreign Service
Institute, Office of the Under Secrelary for Managemert, and
Office of Cperations, Bureau of Administraticn: Northarn
Virginia Community College (A.S. 1975)

Maureen Lenihan, Research Associate
Researcher, Henry L. Slimson Center, 1994-95; Tufts
University (B.A., 19%2)

Terence P. Szuplat, Research Associite
The American University (B.&., 1995)

Pauline M. Treviso, Research Associate
Princeton University (B.A., 1995)

RKaren Smith, BExecutive Assistant (June-August, 1985)

(Hote: The Commission also Plans to add detailees in the near
future from the Central Intelligence Agency and National Secnrity
Agency, and possibly the Federal Burean of Investigation)

g o1s



Baker, James E.

From: Sens, Andrew D.

To: Baker, James E.; Millison, Cathy L.

Cc: /R, Record at A1; Appel, Edward J.; Beers, Rand R; Danvers, William C.; Kreczko, Alan
J.; Leary, William H.

Subject: RE Meeting with Secrecy Commission Staff [UNCLASSIFIED]

Date: Thursday, August 31, 1995 3:33PM

Jamie - That's fine. Will you contact Vail and set up a meeting including Leary if he wants to be there? |
agree | don't need to be involved. Thanks

From: Baker, James E.

To: Millison, Cathy L.; Sens, Andrew D,

CC: /R, Record at A1; Appel, Edward J.; Beers, Rand R; Danvers, William C.; Kreczko, Alan J.; Leary,
William H.

Subject: Meeting with Secrecy Commission Staff [UNCLASSIFIED]

Date: Thursday, August 31, 1995 03:11 PM

You asked for our recommendation on how you should respond to Joan Vail's request that you and
possibly Randy and Alan meet with the staff and/or members of the "Secrecy Commission." We
recommend that NSC staff do so; it also makes more sense that they do so in one sitting as Cathy
suggests. Among other things, such a meeting will offer NSC staff an opportunity to describe the steps
the President has already taken to address the sorts of concerns the Commission is looking at.

Based on the topics presented in the background materials, i.e., classification of national security
information and personnel security, Alan would recommend that | meet with the Staff/Commission in his
place given my prior affiliation with Sen. Moynihan and work on the two relevant executive orders. | also
agree that Bill Leary should be involved in any discussion of the classification process. Randy may want
Ed to participate or go in his place, but that is up to them. As long as the Commission is satisfied, we see
no reason why you should have to participate, unless your schedule permits you to and you would like to
do so.

| hope this responds to your inquiry. Thank you.
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