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) 5901

THE WHITE HOUSE

WASHINGT
éEIEQE Augus hi, ?Egs
MEMORANDUM FOR THE PRESIDENT
THROUGH : THE EXECUTIVE CLERK Fecaldentezd par i, g \5]':/:‘7/
Teasuea Gk t~—
FROM: ANTHONY u\@/
SUBJ=CT: Exacutive Order on Access to Classified

Information
Purpose
To recommend that vou sign the attached Executive Order.

Background

In the wake of the Rmes case and with the support of the
Administration, the FY95 Intelligence Authorization Act required
the executive branch to establish minimum, uniform standards for
access to classified information. It also required that
employees with access to particularly sensitive classified
information furnish financial and foreign travel information as
directed by the President.

Twenty-six executive agencies, industry representatives, the
American Bar Association, U.S. Government employee unions and the
Congressional intelligence committees actively participated in
the drafting and review of the attached order. Judge Mikva and
the Deputy Attorney General took particular care to ensure the
order reflects this Administration’s views on due process and
sexual orientation in the clearance process.

Dmong other things, the order:

- establishes, for thes first time, uniform standards for
granting clearances throughout the government and recuires,
with narrow exception, agsncies to accept clearances on &

reciprocal basis.

-- provides that no inference concerning the standards for
granting and keeping clearances may be raised solely on the
basis of sexual orientation and requires implementing
guidelines that are consistent with the FBI's guidelines,
which are supported by Barney Frank. Likewise, no negative
inference may be raised solely on the basis of mental health
counseling, although additional inquiry may b2 considered
where it directly relates to the standards for access.

]

cc: Vice Presids
Chief of Stas
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- provides due process prctections for parsons whose
clearances are denied or revoked. (Previous efforts to
rewrite the 1950’s agancy-specific guidelines have failzsd
for lack of consensus over dus process provisions.) Your
order would reguire, among other things, a written
explanation of the reasons for revocation; an opportunity
request ths investigative files without waiting in the FOIA
qusue, but subject to FOIR privileges; and the right to
appeal to a panel comprising at least three persons, TwO
from outside the sscurity field. Agency hesads or their

T

deputies, howaver, would retain authority to exsmpt
procadurses if thev psrsonzlly certify that their uss couzld
damag2 national sacurity

The order also establishes par ters for the submission anc
review of financial informaztion from employses with regular
access to particularly sensitive information (i.e., informztion
on sources and methods, nuclear weapons design or special
programs.) Agency heads are givan discretion to determine which
emplovees are covered; we anticipate this will range from
virtually all employees at CIA to a relative handful at State,
Defense and Energy. The order requires financial reports at the
time of investigation and reinvestigation (i.e., every five
years) and on an annual basis as determined by the head of each
agency. Agency heads may use this additional authority as a
random check or reguire it on a wider basis.

The financial disclosure provisions have been a particuler
concern to contractors, who are covered by the order. While
industry associations would clearly prefer to be exempt from ths
requirement, they were included in the Congressional definition
of employee, and we feel many of their concerns can be addressed
as they continue to participate in the Security Policy Board’s
drafting of implementing guidelines and forms. These forms,
along with the other guidelines called for by the order, reguirs
my concurrence on your behalf.

The order is supported by all participvating government agsnciles,
the Office of Managsmsnt and Budget and by interested membsrs oF
Congress, industry, the Amsrican Bar Associetion and ths=
government unions and industry representatives who reviewsd it.

RECOMMENDATION:

That you sign the Executive Order on Access to Classified
Information at Teb A.

Attachment
Tab A Executive Ordsr on REccess to Classified Information
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

THE DIRECTOR July 31, 19895 -
g3JL3l P8: 33
MEMORANDUM FOR THE PRESIDENT DQ@__
FROM: Alice M. Rivlin AV
Director \
SUBJECT: Proposed Exacutive Order Entitled "Access to

Classified Information"

SUMMARY: This memorandum forwards for your consideration a
proposed Executive order that was prepared by the National
Security Council ("NSC"). The proposed order would establish a
uniform Federal personnel security program for employees who
would be considered for access to classified information.

BACKGROUND: As a result of the Aldrich Ames case, this
Administration has taken several actions to strengthen the
government’s counterintelligence and personnel security programs.
On May 3, 1994, you signed Presidential Decision Directive
("PDD") number 24 on Counterintelligence Effectiveness and on
September 16, 1994, you signed PDD-29 on Security Policy
Coordination. The Intelligence Authorization Act for Fiscal Year
1995 (FY 95) ("Act"), which contained the Administration’s
legislative proposal to enhance the government’s
counterintelligence capabilities, became law on October 14, 1994.

Simultaneous with our efforts to seek legislation and take
direct Presidential actions through PDD’s, NSC began a working
group to draft an Executive order to address specific personnel
security concerns raised by the Ames case. One such concern was
the need for a requirement for government employees with access
. to particularly sensitive classified information, including the
identities of covert U.S. assets, to submit financial disclosure
statements. Further, NSC identified the need for such employeess
to provids their written consent for government access to their
financial and consumer information when a valid predicate, such
as allegations of espionage, existed.

Congress supported the initial drafts of the proposed order
but then legislated through the Act that the President provide a
broader order. The broader order would govern access to
classified information genzsrally, include uniform minimum
requirements governing the scopes and frequency of background
- investigations, and include appeal rights for persons whose
access 1s denied or revoked.



The proposed order would address NSC's original

concerns as well as Congress’ broader mandate. Initially,
employees would not be granted access to classified information
unless they: (1) were determined to be eligible for access to
classified information based upon an appropriate background
investigation; (2) had a demonstrated need-to-know the :
information (to perform the task); and (3) had signed an approved
nondisclosure agreament. For employees that had access to
particularly sensitive information such as: (a) the identity of
covert agents; (b) technical or specialized national intelligenca
collection systems; (c) the details or design of code or
cryptographic systems; (d) particularly sensitive special access
programs; or (e) especially sensitive nuclear weapons dasign
information, th= employe2 could not be granted access to tne
information unless the employez: (&) filed a financial
disclosure raport, including information with respect to the
spouse and dependent children, as part of the background
investigation; (b) agreed to be subject to annual financial
disclosure requirements; and (c) filed relevant information
concerning foreign travel.

The order would provide that employees who are eligible for
access to classified information would be subject to psriodic
reinvestigations. It would grant appeal rights and minimum
adjudicative standards for applicants or employees whose access
to classified information was denied or revoked. It would
provide reciprocity of clearances among the various agencies.

- The SPB, which is given responsibility in the order to
develop: (a) a standard financial disclosure form for employees
who are given access to particularly sensitive information, (b) a
common set of adjudicative guidelines for determining eligibility
for access to classified information, (c¢) a common set of
investigative standards for background investigations for access
to classified information, (d) minimum investigative standards
for granting temporary access to classified information, and (e)
a common set of reinvestigation standards, would make their
recommendations concerning these responsibilities to ths
President through the Assistant to the President for National
Security Affairs. In developing the standard financial
disclosure report for employess who are given access to
particularly sensitive information, the SPB would obtain thsa
concurrence of the Director of the Office of Management and
Budget.

This order has been carefully drafted and is the product of
long and thorough vetting process. None of the affected agencies
objects to the proposed Executive order.

RECOMMENDATION: I recommend that you sign the proposed
‘Executive order.

Attachment



lLS.DeparnnentofJusﬁce'

Office of Legal Counsel

Office of the Washington, DC 20530
Deputy Assistmnt Atorney Geaeral

July 31, 1995

The President, '

The White House.
My dear Mr. President:

I am herewith transmitting a proposed Executive order
entitled "Access to Classified Information.” This proposed
Executive order was prepared by the National Security Council.
The Office of Management and Budget, with the approval of the
Director, forwarded it to £his Department for review with
respect to form and legality.

The proposed Executive order is approved with respect to

form and legality.

Respectflly,

Ve f—

Richard L. Shiffrin
Deputy Assistant Attorney General



U.S. Department of Justice
Office of Legal Counsel

Office of the Washington, D.C. 20530
Deputy Assistant Attorney General

July 31, 1995

MEMORANDUM

Re: Proposed Executive Order Entitled
"Access to Classified Information”

The attached proposed Executive order was prepared by the
National Security Council (”NSC”). The Office of Management and
Budget, with the approval of the Director, forwarded it to this
Department for review with respect to form and legality. The
proposed order would establish a uniform federal personnel

security program for employees who would be considered for access
to classified information.

Under the direction of the NSC, a working group was convened
to draft an Executive order to address specific security
concerns. Among those concerns was the need for a requirement
for government employees with access to particularly sensitive
classified information to submit financial disclosure statements.
This order would address that problem and, more broadly, would
govern access to classified information generally, to include
uniform minimum requirements governing the scope and frequency of
background investigations and appeals rights for persons whose
access is denied or revoked. It would also provide for
reciprocity of clearances among the various agencies.

The proposed order is approved with respect to form and

legality. -

Richard L. Shiffrin
Deputy Assistant Attorney General



Executive Order

Access to Classified Information

The national interest requires that certain information be

maintainad-in confidence through a system of classification in
ordar to protect our citizens, our democrarzic institutions, and

our parcicipation within the community of nations. The

1~

asgifiad in the naticnal

unautrorizad disclosurs of information C
interasz can cause irraparable damage to rhe naticnal security
and loss of human lif=.

Security policies dasigned to protect clasgified information

must ensure consiscent, cost effective, and efficlient protection
of our nation’s classified information, while providing fair and
equitable treatment LO those Americans upon whom we rely to guard
our national security.

fhis order establishes a uniform federal personnel security
program for employees who will be considered for initial or

continued access to classified information.

NOW, by the authority vested in me as President by the
Constitution and the laws of the United States of America, it is

hereby ordered as follows:

Part 1

Definitions, Access to Clasaified Information, Firancilal

Disclosure, and Other Items
t

Secrion 1.1. pDefinitions. For the purposes of this order:

(a) "Agency" means any "Executive agency," as defined in S E.::.T
U.S.C. 105, the "military departments," as defined in 5 U.S.C.
102, and any'étﬁer entity within the exacutive branch that comes
into the possassion of classified information, including the
“‘pefense Intelligence Agency, National Security Agency, and the

Natiocnal Reconnaissance Office.




(b) “"Applicant" means a person other than an employee who has
raceived an authorized conditicnal offer of employment for a

position that reguires access to classified information.

(c) vAuthorized investigative agency" means an agency authorizad
by law or regulation to conduct a counterintelligence
invastigation or investigation of persons who are proposed for

ieé¢ information to ascertain whether such

(I}

access to classi
persons satisiy ths criteria for obraining and rataining access

ro such informazion.

(d) "Classifi

({7

d information" means informa:iog that has been
determined pursuant to Exacutive Order No. 12958, or an

successor ordar, Exacutive Ordar No. 12951, or any successor
order, or the Atomic Energy Act of 1954 (42 U.S.C. 2011), to
require protection against unauthorizad disclosure.

(2) v"Employse" means a person, other than the President and Vice
President, employed by, detailed or assigned to, an agency,
including members of the Armed Forces; an expert or consultant to
an agency; an industrial or commercial contraétor, licensee,
certificate holdar, or grantee of an agency, including all
subcontractors; a personal services contractor; or any other
category of person who acté for or on behalf of an agency as

dazterminad by ths appropriate agsancy head.

(f) "Foreign power" and "agznt of a forsign power" have the

(g) “Mead for access" means a determination that an employee
requires access to a particular level of classified information
o S - : . .

in order to parlorm or assist in a lawful and authorized

governmencal function.




(h) "Need-to-know" means a cetermination made by an authorized
holder of classified information that a prospective recipient
requirass access to specific classified information in order to

erform or assist in a lawful and authorized governmental

g

function.

(i) "Overseas Sacurity Policy Board" means tha Board establishad
by the Presidentc to consider, dsvelop, coordirate and promote
policiss, standards and agr2ements on overseis sacuricy

operations, programs and projacts thaz affzact all U.S. Government

mn

agencies undsr the authority of a Chief of Missicn.

(j) "Security Policy Board" means the Board established by the
president to consider, coordinate, and recommend policy
directives for Unitad States security policies, procedures, and

practices.

(k) "Special Access Program" has the meaning provided in section

4.1 of Exacutive Order No. 12958, or any successor order.

Sec. 1.2. BAccess to Classified Information. (a) No employes

shall be granted access to classified information unless that
employee has besn determired to be eligible in accordance with

this ordsr and to possess a nea2d-to-Xnow.

(b) Agency hzads shall be responsible for establishing and

maintaining an effective program to ensure that access to

classified information by each employee is clearly consistent

with the interests of the national security.

(c) Employees shall not be granted access to classified
information uAl2ss they:
(1) have been detarmined to be eligible for access undar

“sactior 3.1 of this ordar by agency hzads or designated officials




based upon a favorable adjudication of an appropriate
investigation of the employee’s background;

(2) hava a demonstrated need-to-know; and

(3) have signed an approved rondisclosure agreement.
(d) All employees shall be subject to investigation by an
appropriate governmaat authority prior to being granted access to
classified information and at any time during the period of

access to ascertain whether they continue to meet the

(2) (1} All employ=2s granted access toO classified information
shall be reguired as a condition of such access to provide to the
emploving agency written consent permitting access by an
aurhorized investigative agency, for such time as access to
classified informarion is maintained and for a period of thres
years thereafrer, to:

iA) relevant financial records that are mainéained by a
financial institution as defined in 31 U.S.C. 5312{a) or by a
holding company as defined in section 1101(6) of the Right to
Financial Privacy Act of 1978 (12 U.S.C. 3401);

(8) consumer reports pertéining to the employee under the
Fair Credit Reporting Act (15 U.s.C. 1681a); and

(<) fecords maintained by commérciai entities within the
United States pertaining té any travel by the employee outside
the United States.

(2) 1Informarion may be requested pﬁrsuant to employee
conseﬁt-under this section where:

(%) thare are reascnable grounds to believe, based orn
credible infcormation, that the employee or former employee is, or
may be, disclosing classified information in an unauthorized
manner to a foreign power or agent of a foreign power;

(B) infdrmation the employing agency deems credible
indicates the employee or former employee has incurred excessive
‘:indabtedn=ss or has acquired a level of affluence that cannot be

explained by other information; or




(C) circumstances indicate the employeé or former employee
had the capability and opportunity to disclose classified
information that is known to have been lost or compromisad to a
foreign power or an agent of a foreign powar.

(3) Nothing in this section shall be construed to affect o ;ﬁ
the authority of an investigating agsncy to obtain information
pursuant to the Right to Firancial privacy Act, the Falr Credit

Raporting Act or any other applicable law.

1€2]
1

s
(W]

c. Firancial Disclosura. (a) Not later than 180 cays

s1]
n

frer the effectiva date of this order, the h=ad of each agsncy
that originates, hancdles, transmits, or.possesses classifiad
information shall dasignate each employee, by position or
category whers possible, who has a rsgular need for access to
classified information that, in the discretion of the agency
head, would reveal:

‘(1) the identity of covert agents as défined in the
Intglligence Identities Protection Act of 1982 (50 U.S.C. 421);
(2) technical or spacialized national intelligence

collection and processing systems that, if disclosed in an
unauthorized manner, would substantially negate or impair the
effectiveness of the system;

(3) the details of (A) the nature, contents, algorithm,
preparation, or usz2 of any.code, cipher, or cryptographic system
or (B) the dasign, construction, funciioning, maintenancs, Or
repair of any cryotographic eguipment; but not including
inforﬁaﬁion concerning tha use of cryprograghic equipment and
sarvicsas; ,

(4) particularly sensitive special access programs, the
disclosure of which would substantially negate or impair th=
effactivenass of ths information or activity involved; or

(5) espdclally sensitive nuclear weapons design information

(put only for thoss positions that have been certified as being

"of a high dagr2e of importance or sensitivity, as describad in

section 145(f) of the Atomic Energy Act of 1954, as amended).




(b) An employee may not be grantedlaccess, or hold a position
designated as requiring access, to information described in
subsection (a) unless, as a condition of access to such
information, the employee:

(1) files with ths head of the agency a financial
disclosure repert, including information with respect to the
spouse and dependant children of the employee, as part of all
background invastigations or reinvestigations;

(2) is subjact to annual financial disclosure resguirsmants,
if selacted by thé agency head; and

(3) files ralsvarnt information concerning forsign traval,

as derarminsd by the Security Policy Board.

(c¢) Not later than 180 days afcer the effective date of this
ordar, the Security Policy Board shall develop procedures for the
implementation of this section, including a standard financial
disclésure form for use by employees under subsection (b) of this
section, and agency heads shall jdentify certain employees, by
position or category, who are subject to annual financial

disclosure.

Sec. 1.4. Use of Automated Financial Record Data Bages. As part

of all investigations and reinvestigations described in section
1.2(d) of this order, agenéies may request thz Department of the
Treasury, under terms and conditions prescribed by the BSecretary
of the Treasury, to search automated data bases consisting of
repo:is of currency transactions Dby financial institutions,
iprarracional transportation of currency or monefary instrumants,
foreign bank and financial accounts, transactions under $10,000
that are reported as possible money laundering violations, and
records of foreign traval.

.

Gesc. 1.5. Employee Education and Assistance.




The head of each agency that granté accesas to classified.
information shall establish a program for employees with access
to classified information to:

(a) educate employees about individual reéponsibilities
under this order; and

(b} inform employees about guidance and assistance
available concerning issuas that may affect their eligibility for
access to classified information, including sources of assistance
for employ=es who havz guastions or concerns about financial

ma-tars, mantal h=alch, or substance abusa.

Part 2

Access Eligibility Policy and Procecdure

Sec. 2.1. Eligibilitv Determinations. (a) Determinations of

eligibility for access to classified information shall be based
on criteria established under this order. Such determinations

are separate from suitability determinations with respect to the
hiring or retention of persons for employment by the government

or any other personnel actions.

(b) The numper of emplo?ees that each agency determines are
eligible for access to classified information shall be kept to
the minimum reqguired for the conduct of agency functions.

(1) Eligibility for access to classified information shall
rot be reguasted or granted solely to permit entry to, or ease of
rovemen:t within, controlled areas when tha employee has no need
for access and access to classified informatiocn may r=aasonably be
prevented. Where circumstances indicate employees may be
inadvertently exposed to classified information in the course of
their duries, agencies are authorized to grant or deny, in their
discretion, facllity access approvals to such employees bas=zd on
an appropriate level of investigation as determined by each

LAgency.




(2) Except in agencies where eligibility for access is a
mandatory condition of employment, eligibility for access to
classified information shall only.be requested or granted based
on a demonstrated, foreseeable need for access. Requesting or
approving eligibility in excess of actual regquirements is
prohibited.

(3) Eligibility for access to classified information may be
granted whars there is a temporary n=ad for access, such as ona-
time participation in a classified project, provided the
investigarive standards astablishad undar this order have been
satisfiad. 1In such cases, a fixsd date or event for expiration
shall be idsntified and access to classifisd information shall be
limited ro information related to the particular project or
assignment,

(4) Access to classified information shall be terminated

when an employes no longer has a need for access.

Sec. 2.2. Level of Access Approval. (a) The level at which an

access approval is granted for an employee shall be limited, and
relate directly, to the level of classified information for which
there is a need for access. Eligibility for access to a higher
level of classified information includes eligibility for access

to information classified at a lower level.

(b) Access to classified information relating to a Special
Access Program shall be granted in accordance with procedures
established by tha head of the agency that created tha program
or, for programs psrtaining to intelligance actiyities (including
special activities but not including military operational,
strategic, and tactical programs) or intelligence sources and
methods, by the Director of Central Intelligence. To the extent
possible and Zodsistent with.the national security interests of
the United States, such procedures shall be consistent with the

" standards and procedures established by and under this ordar.




"

gec. 2.3 Temporary Access to Higher Levels. (a) An employee

who has been determined to be'eligible for access to classified
information based on favorable adjudication of a completed
investigation may be granted temporary access to a higher level
where security personnel authorized by the agency head to make
access eligibility daterminations find that such access:

‘(1) is necessary to mest operational or contractual
exigancies not expectad to be of a recurring nature;

(2) will not excesd 130 days; and

(3) is limirzed to specific, jdantifiapla information that

is mada tha subjact of a written access racord.

(p) Where the access granted undar subsaction (@) of this
section involvas another agency's classified information, that

agancy must concur before access to its information is granted.

ec. 2.4. Reciprocal Acceptance of Access Eligibility

|

Determinationg. {a) Except whan an agancy has substantial

information indicating that an employee may not satisfy the
standards in seccion 3.1 of this order, background investigations
and eligibility.dete:minations conducted under this order shall

pe mutually and reciprocally accepted by all agencies.

(n) Except whare there is.substantial information indicatingl
that the employee may not satisfy the standards in section 3.1 of
this order, an employee with existing access to a Special Access
P*og:ém-shall roz be danied eligibility for access to arnother
Spacial Access Program at tha same sansitivity lavsl as
determinad personally by thz agency read or deputy agency head,
or have an existing accass eligibility readjudicated, so long as
the employ=e has a need for access to the information involved.

s

(¢) This section shall not preclude agency heads from

“iasrablishing additional, bur not duplicative, investigative ox

adjudicative procedures for a Special Access Program or for




candidates for detail or assignment to their agencies, where such
procedures are required in exceptional circumstances to protect

the rational security.

(d) Where temporary eligibility for access is granted under
section 2.3 or 3.3 of rhis order or where the determination of
eligibility for access is condizional, the fact of such temporary

or conditional azcess shall be conveyed to any other agency that

9]
n

onsiders affording the emplovyes access to its information.

ac. 2.5. Specific Access Requirement. (a) Employees who have

pasn darermined to be eligible for accass to classified
information shall be given access to classified information only

whers there is a n22d-to-know that information.

(b) ft is the responsibility.of employees who are authorized
holders of classified information to verify that a prospective
racipient’s eligibility for access has been granted by an
aurhorized agency official and to ensure that a need-to-know
exists prior to allowing such access, and to challenge requests

for access that do not appear well-founded.

%}

ec. 2.6. MAhccess bv Mon-United States Citizens. (a) Where

|

thera are compelling reasons in furtherance of an agency mission,
immigrant alisn and foreign national employe=s who possess a
speciél expertis2 may, in the discretion of thas agency, be
granted limited acc2ss to classifizd information, only for
specific programs, projects, contracts, licenses, certificates,
or grants for which there is é nsed for access. Such individuals
shall not be eligible for access to any greater level of
classified info?mation than the United States government has
determinad may b= releasable to the country of which the subject
“is currently a citizen, and such limited access may be approvad

only if the prior ten y=2ars of the subject’'s life can be

10




appropriately investigated. 1If there are any doubts concerning
granting access, additional lawful investigative procedures shall

be fully pursued.

(b) Exceptions to these requirements may be permitted only by
the agancy head or the senior agency official designated under
section 6.1 of this order to further substantial national

security interests.

Part 3

Access Eligibility Standards

Sec. i;;. Standards. (a) No employee shall be deemed to be
eligible for access to classified information merely by reason of
federal service or contraccing; licensee, certif;cate holder, or
grantee status, or as a matter of right or privilege, or as a

result of any particular title, rank, position, or affiliation.

{(b) Except as provided in section 3.3 and 2.6 of this order,
eligibility for access to élassified information shall be granted
only to employees who are United States citizens for whom an
appropriate investigation has been completed and whose personal
and p}ofessional history affirmatively indicates loyalty to ths=
United States, szrength of charactar, trustworthiness, honesty,
reliability, discretion, and sound judgment, as well as freedom
from conflicting allegiances and potential for coercion, and
willingness and ability to abide by regulations governing the
us=, handlingf'énd protection of classified'information. A
dstermination of eligibility for access to such inéormation is a
discretionary sacurity decision pased on judgments by

appropriately traired adjudicative personnel. Eligibility shall

11




be granted only where facts and circumstances indicate access to
classified information is clearly consistent with the national
sacurity interests of the United States, and any doubt shall be

resolvad in favor of the national security.

(c) The United Statess government does not discriminate on the
basis of race, colocr, religion, sex, national origin, disability,
or saxual orientation in granting access to classified

informazion.

(¢) In detarminirg eligibility for access undar this order,
agenciss may investigate and consider any matter that relares to
tne determination of whether access is clearly consistent with
the interasts of national security. No inference concerning the
standards in this section may be raised solely on the basis of
the sexual orientation of the employee.

(e) No negative inference concerning the standards in this
section may be raised solely on the basis of mental health
counseling. Such counseling can be a positive factor in
eligibility determinations. However, mental health counszaling,
wheré relevant to the adjudication of access to classified
information, may justify further inquiry to determine whether the
standards of subsection (bi of this section are satisfied, and
mental health may be considered where it directly relates to
those standards.

() Not later than 180 days after the effective, date of this
order, the Security Policy Board shall develop a common set of
adjudicative guidelines for determining eligibility for access to
classified information, including access to Special Access

Y

Programs.

.Sec. 3.2. Basis for Eligibility Aoproval. (a) Eligibility

daterminations for access to classified information shall be

12




based on information concerning the applicant or employee that is
acquired through the investigation conducted pursuant to this
order or otherwise available to security officials and shall be
made part of the applicants or employee’s security record.
Applicants or employees shall be required to provide felevant
information pertaining to their background and character for use

in investcigating and adjudicating their eligibility for access.

(p) Not lacesr than 130 days afrer the effactive date of this

ordar, tha Sacurity Policy Board shall davalop a common Set of
investigative srandards for background investigations for access

to classified information. These standards may vary for the

various lavals of access.

(c) Nothing in this order shall prohibit an agency from
utilizing any lawful investigative procedure in addition to the
invesﬁigative requirements set forth in this order and its
implemanting regulaticns to resolve issues that may arise during

the course of a background invegtigation or reinvestigation.

Sac. 3.3. Special Circumstances. (a) In exceptional

circumstances where official functions must be performed prior to
the completion of the investigative and adjudication process,
temporary eligibility for access to classified information may be
granted to an employes while the initial investigation is
undarway. When such eligibility is granted, the initial
invesiiéa:ion shall be expedited.

(1) Temporary eligibility for access under, this section
shall include a justification, and the employee must be notified
in writing that further access is expressly conditioned on the
favorable completion of the investigation and issuance of an
access eligib{ltty approval. Access will be immediately

terminated, along with any assignment requiring an access

~eligibility aporoval, if such approval is not granted.

13




(2) Temporary eligibility for access may be granted only by
security personnel authorized by the agency head to make access
eligibilicy determinations and shall be basaed on minimum
investigative standards developed by the Security Policy Board
not later than 180 days after the effective date of this order.

(3) Temporary eligibility for access may be granted only to
particular, jdentified categories of classified information
necessary to perform the lawful and authorizad functions that are

che basis for the granting of temporary access.

(b) Nothing irn subsection {a) shall ba construad as alrering the
authority of an agency h=ad to waive reguiraments for granting

access to classified informazion pursuant to statutory authority.

(c) Qhere acéess has been terminated under section 2.1(b) (4) of
this order and a new need for access arises, access eligibility
up to the same level shall be reapproved without further
inv;stigation as to employees who were determined to be eligible
based on a favorable adjudication of an investigation completad
"within the prior five years, provided they have remained employed
by the same employer during the periocd in question, the employee
certifies in writing that Ehere has been rno change in the
relevant information provided by the employze for the last
background invesrigation, and there is no information that would
tend Eo.indicate the employes may no longar satisfy the standards

establishad by this order for access o classifiad information.

(d) BAccess eligibility shall be reapproved for individuals whe
wera determinad to be eligible based on a favorable adjudication
of an investidation completed within the prior five y=zars and who
hava been retired or othearwise separéted from United States
*government employment for not more than two years; providad thare

is po indication the individual may no longer satisfy the
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standards of this order, the individual certifies in writing that
thera has been no change in the relevant information provided by
the individual for the last background investigation, and an

aporopriate record check reveals no unfavorable information.

Sac. 3.4. Reinvestigation Reguirements. (a} Because

circumstances and characteristics may chang2 dramatically over
time and thereby alter the eligibility of employees for continu2d
accass to classifiad information, reinvestigations shall be
conductaed wizh tha same priority and care as initial

invastigations.

(o) Employ=es who are eligible for access to classified
information shall be the subjecﬁ of periodic reinvestigations and
may also be rainvestigated if, at any time, there is reason to
believe that they may no longer meet the standards for access

estabiished in this order.

(¢) Not later than 180 days after the effective date of this
ordar, the Sacurity Policy Board shall develop a commod set of
rainvestigative standards, including the frequency of

rainvestigations.

Part 4

Investigations for Foreign Governments

Se

9]

_a4.1. 2Authority. Agencies that conduct background

investigations, includiné the Federal Bureau of Investigation and
the Department of State, are authorized to conduct personrel

security investigations in the United States when requested by a
foreign govefﬁmént as part of its own personnel security program

and with the consent of the individuél.
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Review of Access Determinations

wn

ac. 5.1. Determinations of Need for Access. A determination

|

under section 2.1(b)(4) of this order that an employee does not

rava, or no longer has, a need for access is a discretionary

determination and shall be conclusive.

Sec. 2. Raview Proceadings for Denials cr Ravocations of

Tlicibility for Access. (a) Applicants and employe=s who are

detarmined to not me2t tha standards for access to classified
information establisned in section 3.1 of this order shall be: ' o 5o
(1) providad as comprehensive and detailesd a written

explanation of the basis for that conclusion as the national

security interests of the United States and other applicable law
parmit; -

(2) providad within 30 days, upon request and to the extent
the documents would be providéd if requested under the Freedom of
Information Act (5 U.S.C. 552) or Privacy Act (3 U.S.C. 5S2A) as
apolicable, any documents, records, and reports upon which a
denial or revocation is based;

(3) informed of their right to be represenﬁed by counsel or

other representative at their own expense; to request any

documents, records, and reports as described in section 5.2(a) (2)
upon which a denial or rev&cation is based; and to request the
entire investigative file, as permitted by the national security
and other applicable law, which, if requested, shall be promptly
proviaea prior to the time sat for a written reply;

(4) providad a reasonable opportunity to reply in writing

to, and to request a review of, the determination;

(5} provided written rotice of and reasons for the results
of the review, thes identity of the deciding authority, and
written noticéd df the right to appeal;

(6) provided an opportunity to appeal in writing to a high

“javel panel, appointed by the agency head, which shall

comprise aﬁ ieast three members, two of whom shall be
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selected from outside the.security field. Decisicns of the panel
shall be in writing, and final except as provided in section (b);
and
(7) provided an opportunity to appear personally and to

present relevant documents, materials, and information at some
point in the process before an adjudicative or other authority,
ochar than the investigating entirty, as determined by the agency
head. A written summary or recording of such appearance shall be
mads part of the applicant or employee’s security record, unless

'rs in tha presence of the apreals panel
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(b) Nothing in this section shall prohibit an agency head from
personally exsrcising the appeal authority in section (a) (6)
based upcn reccmmendations from an appeals panel. In such case,

the decision of tha agency head shall be final.

(c) Agency heads shall promulgate regulations to implement this
ection and, at their sole discretion and as resources and
national security considerations éermit, may provide additional
review proceedings beyond those required by section (a). This
section does not require additional proceedings, however, and

creates no procedural or substantive rights.

(d) When the head of an agency or principal deputy personally

certifies that a procedure set forth in this saction cannot be

made available in a particular case without damaging the national
security interests of the United States by revealing classified
information, the particular procedure shall not be made

available. This certification shall be conclusive.

() This sec?itn shall not be deemed to limit or affect the
responsibility and power of an agency head pursuant to any law or
~_other Exécutive ordar to deny or terminate access to classifiad

information in the interests of national security. The power and
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responsibility to deny or terminate access to classified
information pursuant to any law or other Executive order may be
exarcised only whers the agency head determines that the
procedures prescribed in section (a) cannot be invoked in a
manner that is consistent with natioral security. This

determination shall be conclusive.

(£) (1) This section shall not be deemed to limit or affect the
responsibility and power of an ag=ncy head to mak2 determinations
of suitability for employment.

(2) MNothing in this s=ction shall raguire that an agancy
provide the proceaduras prescribed in section (a) to an applicant
whara a conditional offer of employment is withdrawn for reasons
of suitability or any other reason other than d=nial of
eligibility for access to classified info;mation.

(3) ﬁ)suitability determination shall not be used for the
purpoée of denying an applicant or employee the review
proceedings of this section where there has been a denial or

revocation of eligibility for access to classified information.

Part 6
Implementation
Sec. 6.1. Agency Implementing Resoonsibilities. Heads of

agencies that grant employees access to classified information
shall:

(a) dasignate a sanior agency official to direct and
administer tha agancy’'s personnel sacurity program established by
this order. All such programs shall include active oversight and
“continuing security education and awareness programs to ensursa
effective implementation of this order;

{(b) cooperate, under the guidance of the Security Policy
Bqa:d, with other agencies to achieﬁe pfactical, consistent, and

effective adjudicative training and guidslines; and
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(¢c) conduct periodic evaluations of the agency’s
implementation and administration of this order, including the
implementation of section 1.3(a) of this order. Copies of each

report shall be providad to the Security Policy Board.

c. 6.2. Emplovee Rasponsibilities. (a) Employeses who are

1¢9]
i}

|

grantced eligibility for access to classified information shall:
(1) protect classified information in their custody from
unavthorizaed disclosure;

(2) regorct all contacts with persons, including foraign

. rarionals, who se2k in any way to obtain unauthorizad access O

‘.

classified information;

(3) report all violations of security regulations to the
appropriate security officials; and

(4) comply with all other security reqﬁirements set forth

in this order and its implementing regulations.

(p) Employees are encouragaed and expected to report any
information that raises doubts as to whether another employee’s
continuad eligibility for access to classified information is

clearly consistent with the national security.

Sec. 6.3. Securityv Policv Board Responsibilities and

Imolementation. (a) With respect to actions taken by the

'Security Policy Board pursuant to sections 1.3(c), 3.1(f),

3.2(b), 3.3(a)(2), and 3.4(c) of this ordar, the Board shall make
recommendations to the President through the Assistant to tha

prasidant for National Sacurity Affairs for implementation.

(U

(b) Any guidelines, standards, or procedures devaloped by the
Security Policy Board pursuant to this order shall be consistent
with thoss guid2lines issued by the Federal Bureau of

Inyestigation in March 1994 on Background Invastigations

‘Policy/Cuidslines Regarding Sexual Orientation.
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(¢) In carrying out its responsibilities under this order, the
Security Policy Board shall consult whare appropriate with the
Overseas Security Policy Board. 1In carrying out its
responsibilitiés under section 1.3{c) of this order, the Security
Policy Board shall obtain the concurrence of the Director-of the

Office of Managasment and Budget.

ac. 6.4. Sancrions. Employ=es shall be subject to appropriate

(92}

|

sancrions if thev knowingly and willfully grant eligibility for,
or allow access to, classified information in violation cf this
ordsr or its implamenting ragulations. Sanctions may include
reprimand, suspension without pay, removal, and other actions in

accordance with applicable law and agency raguldtions.

Part 7

General Provisions

Sec. 7.1. Classified Information Procedures Act. Nothing in

this order is intended to alter the procedures established under

the Classified Information Procedures Act (18 U.S.C. Apﬁ. 1).

Sac. 7.2. General. (a) Information obtained by an agency undar

.

sections 1.2(e) or 1.3 of this order mav not be disseminated
outsidea the agesncy, except to: v

(1) the agency employing the employee who is the subject of
the records or information;

(2) the Department of Justice for law enforcement or

. =1
counterlntelllg’ence purooses; Or

(3) any agency if such information is clearly relevant to

“rha authorized resvonsibilities of such agency.
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(p) The Attorney General, at the request of the head of an
agency, shall render an interpratation of this order with respect

to any question arising in the course of its administration.

(¢} No prior Exscutive orders are repealed by this oxrder. To

the extent that this order is inconsistent with any provision of

any prior Exacutive order, this order shall control, except that
this ordar shall not diminish or otherwise affect the
requirsments of Executivs Ordar No. 10450, the denial and
revccation procedures providad to individuals covered by
Exacutive Order No. 108585, as amendad, or access by historical
researchers and former prasidential appointeas under Executiva

Ordar No. 129538 or any successor ordar.

(&) If any provision of this order or the application of such
provision is held to be invalid, the remainder of this oxder

shall not be affected.

(e) This Executive order is intended only to improve the
irternal management of the exacutive branch and is not intended
to, and does not, create any right to admihistrative or judicial
review, or any other right or benefit or trust responsibility,
substantive or procedural, enforceable by a party against the

United States, its agencies or instrumentalities, its officers or

employses, or any other person.

(£) This ordar shall become effective upon publication in ths

Fedaral Reagister.

ToUTHE WHITE EOUSE,
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Executive Order

Access to Classified Information

The national interest requires that certain information be
maintained rin confidence through a system of classification in
order to protect -our citizens, our democratic institutions, and
our participation within the community cof nations. The
unauthorized disclosure of information classified in the national
interest can cause irreparable damage to the national security
and loss of human life.

Security policies designed to protect classified information
must ensure consistent, cost effective, and efficient protection
of our nation’s classified information, while providing fair and
equitable treatment to those Americans upon whom we rely to guard
our national security.

This order establishes a uniform federal personnel security
program for employees who will be considered for initial or

continued access to classified information.

NOW, by the authority vested in me as President by the
Constitution and the laws of the United States of America, it is

hereby ordered as follows:

Part 1
Definitiona, Access to Classified Information, Financial
Disclésﬁre, and Other Items

,
Section 1.1. Definitions. For the purposes of this order:
(a) "Agency" means any "Executive agency," as defined in 5
U.S.C. 105, the "military departments," as defined in 5 U.S.C.
102, and any'ather entity within the executive branch that comes
into the possession of classified information, including the
Defense Intelligence Agency, National Security Agency, and the

National Reconnaissance Office.



(b) "Applicant" means a person other than an employee who has
received an authorized conditional offer of employment for a

position that requires access to classified information.

(c) "Authorized investigative agency" means an agency authorized
by law or regulation to conduct a counterintelligence
investigation or investigation of persons whe are proposed for
access to classified information to ascertain whether such
persons satisfy the criteria for obtaining and retaining access

to such information.

(d) "Classified information" means informatiop that has been
determined pursuant to Executive Order No. 12958, or any
successor order, Executive Order No. 12551, or any successor
order, or the Atomic Energy Act of 1954 (42 U.S.C. 2011), to

require protection against unauthorized disclosure.

{e) "Employee" means a person, other than the President and Vice
President, employed by, detailed or assigned to, an agency,
including members of the Armed Forces; an expert or consultant to
an agency; an industrial or commercial contraétor, licensee,
certificate holder, or grantee of an agency, including all
subcontractors; a personal services contractor; or any other
category of person who acté for or on behalf of an agency as
determined by the appropriate agency head.

(£) ;Foreign power" and "agent of a foreign power" have the

meaning provided in 50 U.S.C. 1801. !

(g) "Need for access" means a determination that an employee
requires access to a particular level of classified information
in order to péfform or assist in a lawful and authorized

governmental function.



(h) "Need-to-know" means a determination made by an authorized
holder of classified information that a prospective recipient
requires access to specific classified information in order to
perform or assist in a lawful and authorized governmental

function.

(i) "Overseas Security Policy Board" means the Board established
by the President to consider, dasvelop, coordinate and promote
policies, standards and agreements on overseas security
operations, programs and projects that affect all U.S. Government

agencies under the authority of a Chief of Mission.

(j) "Security Policy Board" means the Board established by the
President to consider, coordinate, and recommend policy
directives for United States security policies, procedures, and

practices.

(k) rSpecial Access Program" has the meaning provided in section

4.1 of Executive Order No. 12958, or any successor order.

Sec. 1.2. Access to Classified Information. (a) No employee

shall be granted access to classified information unless that
employee has been determined to be eligible in accordance with

this order and to possess a need-to-know.

(b} Agency heads shall be responsible for establishing and
maintaining an effective program to ensure that access to
classified information by each employee is clear)ly consistent

with the interests of the national security.

(c) Employees shall not be granted access to classified
information ufl2ss they:
(1) have been determined to be eligible for access under

section 3.1 of this order by agency heads or designated officials



based upon a favorable adjudication of an appropriate
investigation of the employee’s background;

(2) have a demonstrated need-to-know; and

(3) have signéd an approved nondisclosure agreement.
(d) All employees shall be subject to investigation by an
appropriate government authority prior to being granted access to
classified information and at any time during the period of
access to ascertain whether they continue to meet the

requirements for access.

(e) (1) All employees granted access to classified information
shall be required as a condition of such access to provide to the
employing agency written consent permitting access by an
authorized investigative agency, for such time as access to
classified information is maintained and for a period of three
years thereafter, to:

(A) relevant financial records that are mainﬁained by a
financial institution as defined in 31 U.S.C. 5312(a) or by a
holding company as defined in section 1101(6) of the Right to
Financial Privacy Act of 1978 (12 U.S.C. 3401);

(B) consumer reports pertaining to the employee under the
Fair Credit Reporting Act (15 U.S.C. 168la); and

(C) records maintained by commercial entities within the
United States pertaining to any travel by the employee outside
the United States.

(2) Information may be requested pursuant to employee
conseﬁt-under this section where:

(A} there are reasonable grounds to believe, basad on
credible information, that the employee or former employee is, or
may be, disclosing classified information in an unauthorized
manner to a foreign power or agent of a foreign power;

(B) infdrhation the employing agency deems credible
indicates the employee or former employee has incurred excessive
indebtedness or has acquired a level of affluence that cannot be

explained by other information; cor



(C) circumstances indicate the employee or former employee
had the capability and opportunity to disclose classified
information that is known to have been lost or compromised to a
foreign power or an agent of a foreign power.

(3) Nothing in this section shall be construed to affect
the authority of an investigating agency to obtain information
pursuant to the Right to Financial Privacy Act, the Fair Credit

Reporting Act or any other applicable law.

Sec. 1.3. Financial Disclosure. (a) Not later than 180 days

after the effective date of this order, the head of each agency
that originates, handles, transmits, or possesses classified
information shall designate each employee, by position or
category where possible, who has a regular need for access to
classified information that, in the discretion of the agency
head, would reveal:

(1) the identity of covert agents as defined in the
Intelligence Identities Protection Act of 1982 (50 U.S.C. 421);

(2) technical or specialized national intelligence
collection and processing systems that, if disclosed in an
unauthorized manner, would substantially negate or impair the
effectiveness of the system;

(3) the details of (A) the nature, contents, algorithm,
preparation, or use of any code, cipher, or cryptographic system
or (B) the design, construction, functioning, maintenance, or
repair of any cryptographic equipment; but not including
inforﬁaﬁion concerning the use of cryptographic equipment and
servicsas; '

(4) particularly sensitive special access programs, the
disclosure of which would substantially negate or impair the
effectiveness of the information or activity involved; or

(5) es?édially sensitive nuclear weapons design information
(but only for those positions that have been certified as being
of a high degree of importance or sensitivity, as described in

section 145(f) of the Atomic Energy Act of 1954, as amended).



(b) An employee may not be granted access, or hold a position
designated as requiring access, to information described in
subsection (a) unless, as a condition of access tc such
information, the employee:

(1) files with the head of the agency a financial
disclosure report, including information with respect to the
spouse and dependent children of the employee, as part of all
background investigations or reinvestigations;

(2) is subject to annual financial disclosure requirements,
if selected by the agency head; and

(3) files relevant information concerning foreign travel,

as determined by the Security Policy Board.

(c) Not later than 180 days after the effective date of this
order, the Security Policy Board shall develop procedures for the
implementation of this section, including a standard financial
disclosure form for use by employees under subsection (b) of this
section, and agency heads shall identify certain employees, by
position or category, who are subject to annual financial

disclosure.

ec. 1.4. Use of Automated Financial Record Data Bases. As part

(N

of all investigations and reinvestigations described in secticn
1.2(d) of this order, agencies may request the Department of the
Treasury, under terms and conditions prescribed by the Secretary
of the Treasury, to search automated data bases consisting of
reporﬁs of currency transactions by financial institutions,
international transportation of currency or monefary instruments,
foreign bank and financial accounts, transactions under $10,000
that are reported as possible money laundering violations, and

records of foreign travel.
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The head of each agency that grants access to classified
information shall establish a program for employees with access
te classified information to:

(a) educate employees about individual responsibilities
under this order; and

(b) inform employees about guidance and assistance
available concerning issues that may affect their eligibility for
access to classified information, including sources of assistance
for employees who have questions or concerns about financial

matters, mental health, or substance abuse.

Part 2

Access Eligibility Policy and Procedure

Sec. 2.1. Eligibility Determinations. {(a) Determinations of

eligibility for access to classified information shall be based
on criteria established under this order. Such determinations

are separate from suitability determinations with respect to the
hiring or retention of persons for employment by the government

or any other personnel actions.

(b) The number of employees that each agency determines are
eligible for access to classified information shall be keét to
the minimum required for the conduct of agency functions.

(1) Eligibility for access to classified information shall
not be requested or granted solely to permit entry to, or ease of
moveménﬁ within, controlled areas when the employee has no need
for access and access to classified information may reasonably be
prevented. Where circumstances indicate employees may be
inadvertently exposed to classified information in the course of
their duties, agencies are authorized to grant or deny, in their
discretion, facility access approvals to such employees based on
an appropriate level of investigation as determined by each

agency.



(2) Except in agencies where eligibility for access is a
mandatory condition of employment, eligibility for access to
classified information shall only be requested or granted based
on a demonstrated, foreseeable need for access. Requesting or
approving eligibility in excess of actual requirements is
prohibited.

(3) Eligibility for access to classified information may be
granted where there is a temporary need for access, such as cne-
time participation in a classified project, provided the
investigative standards established under this order have been
satisfied. In such cases, a fixed date or event for expiration
shall be identified and access to classified information shall be
limited to information related to the particular project or
assignment.

(4) Access to classified information shall be terminated

when an employee no lenger has a need for access.

Sec. 2.2. Level of Access Approval. (a) The level at which an

access approval is granted for an employee shall be limited, and
relate directly, to the level of classified information for which
there is a need for access. Eligibility for access to a higher
level of classified information includes eligibility for access

to information classified at a lower level.

(b) Access to classified information relating to a Special
Access Program shall be granted in accordance with procedures
estabiiéhed by the head of the agency that created the program
or, for programs pertaining to intelligesnce actiyities (including
special activities but not including military operational,
strategic, and tactical programs) or intelligence sources and
methods, by the Director of Central Intelligence. To the extent
possible and Zofsistent with the national security interests of
the United States, such procedures shall be consistent with the

standards and procedures established by and under this order.



Sec. 2.3 Temporary Access to Higher Levels. (a) An employee

who has been determined to be'eligible for access to classified
information based on favorable adjudication of a completed
investigation may be granted temporary access to a higher level
where security personnel authorized by the agency head to make
_access eligibility determinations find that such access:

(1) is necessary to meet operational or contractual
exigencies not expected to be of a recurring nature;

(2) will not exceed 180 days; and

(3) is limited to specific, identifiable information that

is made the subject of a written access record.
(b) Where the access granted under subsection (a) of this
section involves another agency’s classified information, that

agency must concur before access to its information is granted.

Sec. 2.4. Reciprocal Acceptance of Access Eligibility

Determinations. (a) Except when an agency has substantial

information indicating that an employee may not satisfy the
standards in section 3.1 of this order, background investigations
and eligibility .determinations conducted under this order shall

be mutually and reciprocally accepted by all agencies.

(b) Except where there is'substantial information indicating
that the employee may not satisfy the standards in section 3.1 of
this order, an employee with existing access to a Special Access
Progrém.shall not be denied eligibility for access to another
Special Access Program at the same sensitivity level as
determined personally by the agency head or deputy agency head,
or have an existing access eligibility readjudicated, so long as
the employee has a need for access to the information involved.
(c) This section shall not preclude agency heads from
establishing additional, but not duplicative, investigative or

adjudicative procedures for a Special Access Program or for



candidates for detail or assignment to their agencies, where such
procedures are required in exceptional circumstances to protect

the naticnal security.

(d) Where temporary eligibility for access is granted under
section 2.3 or 3.3 of this order or where the determination of
eligibility for access is conditional, the fact of such temporary
or conditional access shall be conveyed to any other agency that

considers affording the employee access to its information.

Sec. 2.5. Specific Access Reguirement. (a) Employees who have

been determined to be eligible for access to classified
information shall be given access to classified information only

where there is a need-to-know that information.

(b) It is the responsibility of employees who are authorized
holders of classified information to verify that a prospective
recipient’s eligibility for access has been granted by an
authorized agency official and to ensure that a need-to-know
exists prior to allowing such access, and to challenge requests

for access that do not appear well-founded.

ec. 2.6. Access by Non-United States Citizens. (a) Where

N

there are compelling reasons in furtherance of an agency mission,
immigrant alien and foreign national employees who possess a
speciél.expertise may, in the discretion of the agency, be
granted limited access to classified information,only for
specific programs, projects, contracts, licenses, certificates,
or grants for which there is é need for access. Such individuals
shall not be eligible for access to any greater level of
classified info?mation than the United States government has
determined may be releasable to the country of which the subject
is currently a citizen, and such limited access may be approved

only if the prior ten years of the subject’s life can be
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appropriately investigated. If there are any doubts concerning
granting access, additional lawful investigative procedures shall

be fully pursued.

(b) Exceptions to these requirements may be permitted only by
the agency head or the senior agency official designated under
section 6.1 of this order tc further substantial national

security interests.

Part 3

Access Eligibility Standards

Sec. 3.1. Standards. (a) No employee shall be deemed to be
eligible for access to classified information merely by reason of
federal service or contracting, licensee, certif;cate holder, or
grantee status, or as a matter of right or privilege, or as a

result of any particular title, rank, position, or affiliation.

(b) Except as provided in section 3.3 and 2.6 of this order,
eligibility for access to élassified information shall be granted
only to employees who are United States citizens for whom an
appropriate investigation has been completed and whose personal
and p}ofessional history affirmatively indicates loyalty to the
United States, strength of character, trustworthiness, honesty,
reliability, discretion, and sound judgment, as well as freedom
from conflicting allegiances and potential for coercion, and
willingness and ability to abide by regulations governing the
use, handlingflénd protection of classified information. A
determination of eligibility for access to such information is a
discretionary security decision based on judgments by

appropriately trained adjudicative personnel. Eligibility shall
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be granted only where facts and circumstances indicate access to
classified information is clearly consistent with the national
security interests of the United States, and any doubt shall be

resolved in favor of the national security.

(¢) The United States government does not discriminate on the
basis of race, color, religion, sex, national origin, disability,
or sexual orientation in granting access to classified

information.

(d) In determining eligibility for access under this order,
agencies may investigate and consider any matter that relates to
the determination of whether access is clearly consistent with
the interests of national security. No inference concerning the
standards in this section may be raised solely on the basis of

the sexual orientation of the employee.

(e) No negative inference concerning the standards in this
section may be raised solely on the basis of mental health
counseling. Such counseling can be a positive factor in
eligibility determinations. However, mental health counseling,
where relevant to the adjudication of access to classified
information, may justify further'inquiry to determine whether the
standards of subsection (bi of this section are satisfied, and
mental health may be considered where it directly relates to
those standards.

(£) Not later than 180 days after the effective, date of this
order, the Security Policy Board shall develop a common set of
adjudicative guidelines for determining eligibility for access to
classified information, including access to Special Access

P

Programs.

Sec. 3.2. Basis for Eligibility Approval. (a) Eligibility

determinations for access to classified information shall be
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based on information concerning the applicant or employee that is
acquired through the investigation conducted pursuant to this
order or otherwise available to security officials and shall be
made part of the applicants or employee’s security record.
Applicants or employees shall be required to provide relevant
information pertaining to their background'and character for use

in investigating and adjudicating their eligibility for access.

(b) ©Not later than 180 days after the effective date of this
order, the Security Policy Board shall develop a common set of
investigative standards for background investigations for access
to classified information. These standards may vary for the

various levels of access.

(c) Nothing in this order shall prohibit an agency from
uﬁilizing any lawful investigative procedure in addition to the
investigative requirements set forth in this order and its
implementing regulations to resolve issues that may arise during

the course of a background investigation or reinvestigation.

Sec. 3.3. Special Circumstances. (a) In exceptional

circumstances where official functions must be.performed prior to
the completion of the investigative and adjudication process,
tempo;;ry eligibility for éccess to classified information may be
granted to an employee while the initial investigation is
underway. When such eligibility is granted, the initial
invesiiéation shall be expedited.

(1) Temporary eligibility for access under, this section
shall include a justification, and the employee must be notified
in writing that further access is expressly conditioned on the
favorable completion of the investigation and issuance of an
access eligibiflity approval. Access will be immediately
terminated, along with any assignment requiring an access

eligibility approvai, if such approval is not granted.
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(2) Temporary eligibility for access may be granted only by
security personnel authorized by the agency head to make access
eligibility determinations and shall be based on minimum
investigative standards developed by the Security Policy. Board
not later than 180 days after the effective date of this order.

(3) Temporary eligibility for access may be granted only to
particular, identified categories of classified information
necessary to perform the lawful and authorized functions that are

the basis for the granting of temporary access.

(b) Nothing in subsection (a) shall be construed as altering the
authority of an agency head to waive requirements for granting

access to classified information pursuant to statutory authority.

(c) Where access has been terminated under section 2.1(b) (4) of -
this order and a new need for access arises, access eligibility
up to the same level shall be reapproved without further
investigation as to employees who were determined to be eligible
based on a favorable adjudication of an investigation completed
within the prior five years, provided they have remained employed
by the same employer during the period in question, the employee
certifies in writing that ﬁhere has been no change in the
relevant information provided by the employee for the last
background investigation, and there is no information that would
tend Eo.indicate the employee may no longer satisfy the standards

established by this order for access to classified information.

(d) Access eligibility shall be reapproved for individuals who
were determined to be eligible based on a favorable adjudication
of an investidation completed within the prior five years and who
have been retired or otherwise separated from ﬁnited States
government employment for not more than two years; provided there

is no indication the individual may no longer satisfy the
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standards of this order, the individual certifies in writing that
there has been no change in the relevant information provided by
the individual for the last background investigation, and an

appropriate record check reveals no unfavorable information.

Sec. 3.4. Reinvestigation Requirements. (a) Because
circumstances and characteristics may change dramatically over
time and thereby alter the eligibility of employees for continued
access to classified information, reinvestigations shall be
conducted with the same priority and care as initial

investigations.

(b) Employees who are eligible for access to classified
information shall be the subject of periodic reinvestigations and
may also be reinvestigated if, at any time, there is reason to
believe that they may no longer meet the standards for access

established in this order.

(c) Not later than 180 days after the effective date of this
order, the Security Policy Board shall develop a common set of
reinvestigative standards, including the frequency of

reinvestigations.

Part 4

Investigations for Foreign Governments

Sec. 4.1. Authority. Agencies that conauct background
investigations, including the Federal Bureau of Investigation and
the Department of State, are authorized to conduct personnel
security investigations in the United States when requested by a
foreign govefﬁmént as part of its own personnel security program

and with the consent of the individual.

Part 5
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Review of Access Determinations

Sec. 5.1. Determinations of Need for Access. A determination

under section 2.1(b) (4) of this order that an employee does not
have, or no longer has, a need for access is a discretionary

determination and shall be conclusive.

Sec. 5.2. Review Proceedings for Denials or Revocations of

Eligibility for Access. (a) Applicants and employees who are

determined to not meet the standards for access to classified
information established in section 3.1 of this order shall be:

(1) provided as comprehensive and detailed a written
explanation of the basis for that conclusion as the national
security interests of the United States and other applicable law
permit;

(2) provided within 30 days, upon request and to the extent
the documents would be provided if requested under the Freedom of
Information Act (5 U.S.C. 552) or Privacy Act (3 U.S.C. 552A) as
applicable, any documents, reccrds, and reports upon which a
denial or revocation is based;

(3) informed of their right to be represented by counsel or
other representative at their own expense; to request any
documents, records, and reports as described in section 5.2(a) (2)
upon which a denial or revocation is based; and to request the
entire investigative file, as permitted by the national security
and other applicable law, which, if requested, shall be promptly
proviaed prior to the time set for a written reply;

(4) provided a reasonable opportunity to reply in writing
to, and to request a review of, the determination;

(5) provided written notice of and reasons for the results
of the review, the identity of the deciding authority, and
written noticd df the right to appeal;

(6) provided an opportunity to appeal in writing to a high
level panel, appointed by the agency head, which shall be

comprised of at least three members, two of whom shall be
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selected from outside the security field. Decisions of the panel
shall be in writing, and final except as provided in section (b);
and

(7) provided an opportunity to appear personally.and to
present relevant documents, materials, and information at some
point in the process before an adjudicative or other authority,
other than the investigating entity, as determined by the agency
head. A written summary or recording of such appearance shall be
made part of the applicant or employee’s security record, unless
such appearance occurs in ﬁhe presence of the appeals panel

described in section (a) (6).

(b) Nothing in this section shall prohibit an agency head from
personally exercising the appeal authority in section (a) (6)
based upon recommendations from an appeals panel. 1In such case,

the decision of the agency head shall be final.

(c) Agency heads shall promulgate regulations to implement this
section and, at their sole discretion and as resources and
national security considerations permit, may proQide additional
review proceedings beyond those required by section (a). This
section does not require additional proceedings, however, and

creates no procedural or substantive rights.

(d) When the head of an agency or principal deputy persqnally
certifies that a procedure set forth in this section cannot be
made évéilable in a particular case without damaging the national
security interests of the United States by revealing classified
information, the particular procedure shall not be made

available. This certification shall be conclusive.

(e} This sectfidn shall not be deemed to limit or affect the
responsibility and power of an agency head pursuant to any law or
other Executive order to deny or terminate access to classified

information in the interests of national security. The power and
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responsibility to deny or terminate access to classified
information pursuant to any law or other Executive order may be
exercised only where the agency head determines that the
procedures prescribed in section {a) cannot be invoked in a
manner that is consistent with national security. This

determination shall be conclusive.

(£} (1) This section shall not be deemed to limit or affect the
responsibility and power of an agency head to make determinations
of suitability for employment.

(2) Nothing in this section shall require that an agency
provide the procedures prescribed in section (a) to an applicant
where a conditional offer of employment is withdrawn for reasons
of suitability or any other reason other than denial of
eligibility for access to classified information.

(3) A suitability determination shall not be used for the
purpose of denying an applicant or employee the review
proceedings of this section where there has been a denial or

revocation of eligibility for access to classified information.

Part 6

Implementation

Sec. 6.1. BAgency Implementing Responsibilities. Heads of

agencies that grant employees access to classified information
shall:

ka) designate a senior agency official to direct and
administer the agency’s personnel security program established by
this order. All such programs shall include active oversight and
continuing security education and awareness programs to ensure
effective implementation of this order;

(b) cooperate, under the guidance of the Security Policy

Board, with other agencies to achieve pfactical, consistent, and

effective adjudicative training and guidelines; and
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{c} conduct periodic evaluations of the agency's
implementation and administration of this order, including the
implementation of secticn 1.3(a) of this order. Copies of each

report shall be provided to the Security Policy Bocard.

Sec. 6.2. Emplovee Responsibilities. (a) Employees who are
granted eligibility for access to classified information shall:

(1) protect classified information in their custody from
unauthorized disclosure;

(2) report all contacts with persons, including foreign
nationals, who seek in any way to obtain unauthorized access to
classified information;

(3) report all violations of security regulations to the
appropriate security officials; and

(4) comply with all other security reqﬁirements set forﬁh

in this order and its implementing regulations.

(b) Employees are encouraged and expected to report any
information that raises doubts as to whether ancther employee’s
continued eligibility for access to classified information is

clearly consistent with the national security.

Sec. 6.3. Security Policy Board Resvonsibilities and

Implementation. (a) With respect to actions taken by the
Security Policy Board pursuant to sections 1.3(c), 3.1(f),
3.2(b), 3.3(a)(2), and 3.4(c) of this order, the Board shall make
recommendations to the President through the Assistant to the

President for National Security Affairs for implementation.

(b)' Any guidelines, standards, or procedures developed by the
Security Policy Board pursuant to this order shall be consistent
with those guid®lines issued by the Federal Bureau of
Investigation in March 1994 on Background Investigations

Policy/Guidelines Regarding Sexual Orientation.
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{(¢) In carrying out its responsibilities under this order, the
Security Policy Beard shall consult where appropriate with the
Overseas Security Policy Board. In carrying out its
responsibilitiés under section 1.3(c) of this order, the Security
Policy Board shall obtain the concurrence of the Director of the

Office of Management and Budget.

Sec. 6.4. Sanctions. Employees shall be subject to appropriate
sanctions if they knowingly and willfully grant eligibility for,
or allow access to, classified information in violation of this
order or its implementing regulations. Sanctions may include
reprimand, suspension without pay, removal, and other actions in

accordance with applicable law and agency reguldtions.

Part 7

General Provisions

(%p]

ec. 7.1. Classified Information Procedures Act. Nothing in

this order is intended to alter the procedures established under

the Classified Information Procedures Act (18 U.S.C. App. 1).

Sec. 7.2. General. (a) Information obtained by an agency under
sectibns 1.2(e) or 1.3 of this order may not be disseminated
outside the agency, except to: )

(1) the agency emplcying the employee who is the subject of
the records or information;

(2) the Department of Justice for law enforcement or
counterinteliigénce purposes; or

(3) any agency if such information is clearly relevant to

the authorized responsibilities of such agency.
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(b) The Attorney General, at the request of the head of an
agency, shall render an interpretation of this order with respect

to any question arising in the course of its administration.

(c) No prior Executive orders are repealed by this order. To
the extent that this order is inconsistent with any provision of
any prior Executive order, this order shall control, except that
this order shall not diminish or otherwise affect the
requirements of Executive Order No. 10430, the denial and
revocation procedures provided to individuals covered by
Executive Order No. 10865, as amended, or access by historical
researchers and former presidential appointees under Executive

Order No. 12958 or any successor order.

(d) 1If any provision of this order or the application of such
provision is held to be invalid, the remainder of this order

shall not be affected.

(e} This Executive order is intended only to improve the
internal management of the executive branch and is not intended
to, and does not, create any right to administrative or judicial
review, or any other right or benefit or trust responsibility,
substantive or procedural, enforceable by a party against the
Uﬁited States, its agencieé or instrumentalities, its officers or

employees, or any other person.

(f) This order shall become effective upon publication in the

Federal Register. ,

THE WHITE HOUSE,
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5901
NATIONAL SECURITY COUNCIL

WASHINGTON. D.C. 20506
July 31, 1995

ACTION

MEMORANDUM FOR ANTHONY LAKE

THROUGH : R. RAB@EERS
FROM: EDWARD J(\@&ET/

SUBJECT: Executive Order on Rccess to Classified
Information

Attached at Tab A is a memorandum for the President, recommending
that he sign the Executive Order on Access to Classified
Information.

2s you are aware, the Security Policy Board and National Security
Council staff have been drafting this order since October, 19394.
Since March, 1995, additional refinements have been added to
address due process concerns. The draft was produced with the
collaboration of the government’s security intelligentsia, vetted
by all relevant agencies and reviewed by the Intelligence
Committees, Secrecy Commission, American Bar Association,
government unions, industry associations and OMB.

While industry is still worried about the financial disclosure
provisions (and agencies about the cost of implementation), they

have been consulted throughout the process. Industry comments
will also be sought as the Security Policy Board prepares its
recommendations, as required by the order. Those

recommendations, including draft financial disclosure forms,
standards and guidelines, will be sent to the White House Tor
approval, prior to being promulgated.

The order is summarized in the attached memo to the President.
O D5

Concurrence by: Alan Kreczko

RECOMMENDATION:

That you sign the memo to the President, recommending that he
sign the Executive Order on Rccess to Classified Information.

Attachments
Tab I Memo for the President
Tab A Executive Order



