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3369 
N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N . D . C . 2 0 5 0 4 

December 27, 1996 

ACTION 

MEMORANDUM FOR ANTHONY LAKE 

THROUGH: RAND BE^S, 

FROM: EDW7VRD J. APPELf,. 

SUBJECT: Implementation of Executive Order 12968 

Background 

Executive Order 12968 required the Se,curity Policy Board to 
formulate A d j u d i c a t i v e Guidelines, Temporary E l i g i b i l i t y 
I n v e s t i g a t i v e Standards and I n v e s t i g a t i v e Standards f o r 
Background I n v e s t i g a t i o n s f o r Access to C l a s s i f i e d I n f o r m a t i o n . 

The Board developed a d r a f t of the A d j u d i c a t i v e Guidelines and 
c i r c u l a t e d i t to selected Congressional s t a f f , the American Bar 
Associ a t i o n , government unions, p r o f e s s i o n a l s e c u r i t y and 
c l a s s i f i c a t i o n organizations and others. The d r a f t was then 
reviewed and edi t e d f u r t h e r w i t h s i g n i f i c a n t improvements p r i o r 
to the Board's f i n a l approval. 

The two sets of I n v e s t i g a t i v e Standards were not c i r c u l a t e d 
outside government, to prevent exposure of techniques through 
wide dissemination. They were, however, e x t e n s i v e l y discussed 
w i t h m interagency f o r a . The Security Policy Board approved a l l 
three d r a f t s on March 25, 1996 and t h - Co-Chairs of the Board 
forw rded them to you f o r the President on May 28, 1996 
(Tab I I I ) . 

Following review of a l l three d r a f t s by NSC s t a f f and White 
House Counsel Jack Quinn, a d d i t i o n a l changes were made. The 
changes made m the d r a f t s were f o r c l a r i t y , to strengthen checks 
on subjects who were arrested, to improve handling of drug and 
mental h e a l t h issues, to conform more c l o s e l y to language i n 
Executive Order 12968 and to achieve greater p r e c i s i o n . The 
f i n a l versions of the three d r a f t s , at Tabs A, B and C, are now 
ready f o r P r e s i d e n t i a l approval. 

Upon the President's approval, your memorandum at Tab I I 
tr a n s m i t s the three f i n a l documents back to the Sec u r i t y P o l i c y 
Board and asks the Board to c i r c u l a t e them. Withm one year, the 
Board i s i n s t r u c t e d to report on the e f f i c i e n c y , e f f e c t i v e n e s s . 



compliance and adjustments needed to the Guidelines and 
Standards. 

In a d d i t i o n , your t r a n s m i t t a l memorandum provides guidance 
concerning the SF-86 form (background a p p l i c a t i o n form f o r a 
cleara n c e ) . The I n v e s t i g a t i v e Standards approved by the Board 
have v a r i a b l e i n v e s t i g a t i v e scopes f o r checks made on a subject's 
residence, employment, a r r e s t records, etc. The scopes approved 
were designed f o r maximum e f f e c t i v e n e s s and p r o d u c t i v i t y . For 
example, checking w i t h neighbors f o r residences over f i v e years 
o l d has been found to be of n e g l i g i b l e value. On the other hand, 
the separate SF-86 form need not be l i m i t e d to the i n v e s t i g a t i v e 
scope. Since most a p p l i c a n t s f u r n i s h t r u t h f u l and complete 
i n f o r m a t i o n on t h e i r SF-86 forms, we gain added e f f i c i e n c y and 
more evidence of e l i g i b i l i t y by r e q u i r i n g f u l l a d u l t l i f e span 
data on t h a t form f o r f i r s t time a p p l i c a n t s , even though most of 
the data w i l l not re q u i r e i n v e s t i g a t i v e v e r i f i c a t i o n f o r o l d e r 
i n i t i a l a p p l i c a n t s . 

m • ' -31 
The SF-86 was rev i s e d w e l l over a year ago, p r i o r to completion 
of Executive Order 12968 and i t s implementing g u i d e l i n e s . I n 
a d d i t i o n to the scope discrepancies which w i l l be c o r r e c t e d i n 
the r e v i s e d SF-86, an interagency group has noted several other 
d e s i r a b l e changes such as f u l l a d u lt l i f e span data f o r f i r s t 
time a p p l i c a n t s . The guidance provided i n Tab I I concerning the 
SF-86 i s designed to encourage i n c l u s i o n of data u s e f u l f o r the 
a d j u d i c a t o r , which could provide i n d i c a t o r s of issues r e q u i r i n g 
a d d i t i o n a l i n v e s t i g a t i o n or a d d i t i o n a l proof of e l i g i b i l i t y . 

A d d i t i o n a l guidance i s ' i n c l u d e d i n your memorandum t r a n s m i t t i n g 
the Guidelines and Standards to stress t h a t agencies' budgets 
should be c o n s i s t e n t w i t h them and w i t h lessons learned from 
recent cases. This guidance i s designed to f o r e s t a l l u n i l a t e r a l 
attempts to a l t e r the Guidelines and Standards to save money, as 
i s the case i n a recent Defense I n v e s t i g a t i v e Service e f f o r t . 
Any amendments can be considered in. due course, but they should 
be f u l l y v e t t e d by the interagency mechanism and approved i n the 
same manner used f o r the attached Guidelines and Standards, 
Furthermore, the language r e l a t i n g to budget i n your t r a n s m i t t a l 
memorandum suggests t h a t a d d i t i o n a l funds should be provided, as 
app r o p r i a t e , i n agency budgets to ensure t h a t we do not under 
fund t h i s important area. 

Concurrence by: Jame!^^^a4<er 



RECOMMENDATIONS 

1 That you sign the memorandum to the President at Tab I , 
recommending t h a t he approve the Guidelines and Standards. 

2 That upon the President's approval, you sign the memorandum 
at Tab I I , communicating the President's approval and forwarding 
the Guidelines and Standards, attached at Tabs A, B and C, and 
your i n s t r u c t i o n s f o r implementation to the Security P o l i c y 
Board. 

Attachments 
Tab I Memorandum to the President 

Tab A A d j u d i c a t i v e Guidelines 
Tab B Temporary E l i g l S f ^ i l i t y I n v e s t i g a t i v e Standards 
Tab C I n v e s t i g a t i v e Standards f o r Background I n v e s t i g a t i o n s 

Tab I I Memorandum to Co-Chairs 
Tab I I I Incoming Correspondence 





3869 

THE WHITE HOUSE 

WAS H IN GTO N 

ACTION 

MEMORANDUM FOR THE PRESIDENT 

FROM: ANTHONY LAKE 

SUBJECT: .Implementation of Executive Order 12968 

Purpose 

To o b t a i n your approval f o r adoption of s e c u r i t y p o l i c i e s 
r e l a t i n g to background i n v e s t i g a t i o n s , g r a n t i n g of clearances and 
temporary e l i g i b i l i t y , rs redSmmended by the Se c u r i t y P o l i c y 
Board. 
Background 

Based on E.O. 12968, Access to C l a s s i f i e d I n f o r m a t i o n , an 
interagency group, working under the Sec u r i t y P o l i c y Board, has 
composed, and the Board has recommended t h a t you adopt, the 
f o l l o w i n g , r e l a t i n g to access to c l a s s i f i e d i n f o r m a t i o n : 

• A d j u d i c a t i v e Guidelines ( f o r g r a n t i n g clearances) 

• Temporary E l i g i b i l i t y Standards 
• Background I n v e s t i g a t i o n s Standards 

During the process, the Board sought the views c f i n t e r e s t e d 
p a r t i e s outside and i n s i d e government, i n c l u d i n g the American Bar 
Ass o c i a t i o n , p r o f e s s i o n a l s e c u r i t y o r g a n i z a t i o n s , Congressional, 
s t a f f and government unions. Based on input from l e g a l and 
p o l i c y advisors at the NSC and the White House, i n c l u d i n g Counsel 
Jack Quinn, f u r t h e r e d i t s were made, to c l a r i f y and improve the 
t e x t . 

Upon your approval, I w i l l t r a n s m i t the approved Guidelines and 
Standards t o the Sec u r i t y P o l i c y Board w i t h i n s t r u c t i o n s t o 
promulgate them and re p o r t back i n one year through the Na t i o n a l 
S e c u r i t y Advisor to you on t h e i r e f f i c i e n c y , e f f e c t i v e n e s s , 
compliance and any adjustments needed. 

cc: Vice President 
Chief of S t a f f 



R-ecent espionage cases make t h i s an e x c e l l e n t time f o r immediate 
implementation of these Guidelines and Standards. They can, ot 
course, be amended as appropriate. 

RECOMMENDATION 

That you approve the Guidelines and Standards. Upon your 
approval, I w i l l t r a n s m i t them to the Se c u r i t y P o l i c y Board 

Approve 

Disapprove 

Attachments 
Tab A A d j u d i c a t i v e Guidelines 
Tab B Temporary E l i g i b i l i t y I n v e s t i g a t i v e Standards 
Tab C I n v e s t i g a t i v e Standards f o r Background I n v e s t i g a t i o n 



Adjudicative Guidelines for Determining E l i g i b i l i t y for 

Access to C l a s s i f i e d Information 

1. I n t r o d u c t i o n . The f o l l o w i n g a d j u d i c a t i v e 

g u i d e l i n e s are est a b l i s h e d f o r a l l United States Government 

c i v i l i a n and m i l i t a r y personnel, consultants, c o n t r a c t o r s , 

employees of c o n t r a c t o r s , licensees, c e r t i f i c a t e holders or 

grantees and t h e i r employees and other i n d i v i d u a l s who 

re q u i r e access to c^:-a.-sif l e d i n f o r m a t i o n . They apply t o 

persons being considered f o r i n i t i a l or continued 

e l i g i b i l i t y f o r access to c l a s s i f i e d i n f o r m a t i o n , to inc l u d e 

s e n s i t i v e compartmented i n f o r m a t i o n and sp e c i a l access 

programs and are t o be used by government departments and 

agencies i n a l l f i n a l clearance determinations. 

2. The A d j u d i c a t i v e Process. (a) The a d j u d i c a t i v e 

process i s an examination of a s u f f i c i e n t p e r i o d of a 

person's l i f e to make an a f f i r m a t i v e determination t h a t the 

person i s e l i g i b l e f o r a s e c u r i t y clearance. E l i g i b i l i t y 

f o r access to c l a s s i f i e d i n f o r m a t i o n i s predicated upon the 

i n d i v i d u a l meeting these personnel s e c u r i t y g u i d e l i n e s . The 

a d j u d i c a t i v e process i s the c a r e f u l weighing of a number of 

v a r i a b l e s known as the whole person concept. A v a i l a b l e , 

r e l i a b l e i n f o r m a t i o n about the person, past and present, 

favorable and unfavorable, should be considered i n reaching 

a d e t e r m i n a t i o n . I n e v a l u a t i n g the relevance of an 

i n d i v i d u a l ' s conduct, the a d j u d i c a t o r should consider the 



Adjudicative Guidelines 

f o l l o w i n g f a c t o r s : (1) The nature, extent, and seriousness 

of the conduct; 

(2) the circumstances surrounding the conduct, to 

include knowledgeable p a r t i c i p a t i o n ; 

(3) the frequency and recency of the conduct; 

(4) the i n d i v i d u a l ' s age and m a t u r i t y at the time of 

the conduct; 

(5) the v o l u n t a r i n e s s of p a r t i c i p a t i o n ; 

(6) the presence or absence of r e h a b i l i t a t i o n and other 

p e r t i n e n t b e h a v i o r a l changes; 

(7) the m o t i v a t i o n f o r the conduct; 

(8) the p o t e n t i a l f o r pressure, coercion, e x p l o i t a t i o n , 

or duress; and 

(9) the l i k e l i h o o d of c o n t i n u a t i o n or recurrence. 

(b) Each case must be judged on i t s own m e r i t s , and 

f i n a l d e t e r m i n a t i o n remains the r e s p o n s i b i l i t y of the 

s p e c i f i c department or agency. Any doubt as to whether 

access to c l a s s i f i e d i n f o r m a t i o n i s c l e a r l y c o n s i s t e n t w i t h 

n a t i o n a l s e c u r i t y w i l l be resolved i n . favor of the n a t i o n a l 

s e c u r i t y . 

(c) The u l t i m a t e determination of whether the g r a n t i n g 

or c o n t i n u i n g of e l i g i b i l i t y f o r a s e c u r i t y clearance i s 

c l e a r l y c o n s i s t e n t w i t h the i n t e r e s t s of n a t i o n a l s e c u r i t y 

must be an o v e r a l l common sense det e r m i n a t i o n based upon 

c a r e f u l c o n s i d e r a t i o n of the f o l l o w i n g , each of which i s to 

be evaluated i n the context of the whole person, as 

explained f u r t h e r below: 
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1) GUIDELINE A: Allegiance to the United States; 

(2) GUIDELINE B: Foreign i n f l u e n c e ; 

(3) GUIDELINE C: Foreign preference; 

(4) GUIDELINE D: Sexual behavior; 

(5) GUIDELINE E : Personal conduct; 

(6) GUIDELINE F: Fin a n c i a l c onsiderations; 

(7) GUIDELINE G: Alcohol consumption; 

(8) GUIDELINE H: Drug involvement; 

(9) GUIDELINE I : Emotional, mental, and p e r s o n a l i t y 

d i s o r d e r s ; '® 

(10) GUIDELINE J: Criminal conduct; 

(11) GUIDELINE K: Security v i o l a t i o n s ; 

(12) GUIDELINE L: Outside a c t i v i t i e s ; 

(13) GUIDELINE M: Misuse of In f o r m a t i o n Technology 

Systems. 

(d) Although adverse i n f o r m a t i o n concerning a s i n g l e 

c r i t e r i o n may not be s u f f i c i e n t f o r an unfavorable 

d e t e r m i n a t i o n , the i n d i v i d u a l may be d i s q u a l i f i e d i f 

a v a i l a b l e i n f o r m a t i o n r e f l e c t s a recent or r e c u r r i n g p a t t e r n 

of questionable judgment, i r r e s p o n s i b i l i t y , or em o t i o n a l l y 

unstable behavior. Notwithstanding, the whole person 

concept, p u r s u i t of f u r t h e r i n v e s t i g a t i o n may be terminated 

by an ap p r o p r i a t e a d j u d i c a t i v e agency i n the face of 

r e l i a b l e , s i g n i f i c a n t , d i s q u a l i f y i n g , adverse i n f o r m a t i o n , 

(e) When i n f o r m a t i o n of s e c u r i t y concern becomes known 

about an i n d i v i d u a l who i s c u r r e n t l y e l i g i b l e f o r access to 

c l a s s i f i e d i n f o r m a t i o n , the a d j u d i c a t o r should consider 
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whether the person: (1) V o l u n t a r i l y r e p o r t e d the 

i n f o r m a t i o n ; 

(2) was t r u t h f u l and complete i n responding to 

questions; 

(3) sought assistance and followed p r o f e s s i o n a l 

guidance, where app r o p r i a t e ; 

(4) resolved or appears l i k e l y to fa v o r a b l y resolve the 

s e c u r i t y concern; 
(5) has demonstrated p o s i t i v e changes i n behavior and 

employment; 'y-

(6) should have h i s or her access t e m p o r a r i l y suspended 

pending f i n a l a d j u d i c a t i o n of the i n f o r m a t i o n . 

(f) I f a f t e r e v a l u a t i n g i n f o r m a t i o n of s e c u r i t y 

concern, the a d j u d i c a t o r decides t h a t the i n f o r m a t i o n i s not 

serious enough to warrant a recommendation of disapproval or 

rev o c a t i o n of the s e c u r i t y clearance, i t may be appropriate 

to recommend approval w i t h a warning t h a t f u t u r e i n c i d e n t s 

of a s i m i l a r nature may r e s u l t i n revocation of access. 

GUIDELINE A 

Allegiance to the United States 

3. The Concern. An i n d i v i d u a l must be of unquestioned 

a l l e g i a n c e to the United States. The w i l l i n g n e s s to 

safeguard c l a s s i f i e d i n f o r m a t i o n i s i n doubt i f there i s any 

reason to suspect'an i n d i v i d u a l ' s a l l e g i a n c e to the United 

States. 

4. C o n d i t i o n s t h a t c o u l d r a i s e a s e c u r i t y c o n c e r n and 

may be d i s q u a l i f y i n g i n c l u d e : (a) In v o l v e m e n t i n any a c t o f 
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sabotage, espionage, treason, t e r r o r i s m , s e d i t i o n , or other 

act whose aim i s to overthrow the Government of the United 

States or a l t e r the form of government by u n c o n s t i t u t i o n a l 

means; 

(b) a s s o c i a t i o n or sympathy w i t h persons who are 

attempting to commit, or who are committing, any of the 

above acts; 

(c) a s s o c i a t i o n or sympathy w i t h persons or 

org a n i z a t i o n s t h a t advocate the overthrow of the United 

States Government, or any ̂ state or s u b d i v i s i o n , by force or 

violence or by other u n c o n s t i t u t i o n a l means; 

(d) involvement i n a c t i v i t i e s which u n l a w f u l l y advocate 

or p r a c t i c e the commission of acts of force or violence to 

prevent others from e x e r c i s i n g t h e i r r i g h t s under the 

C o n s t i t u t i o n or laws of the United States or of any s t a t e . 

5. Conditions' t h a t cou ld m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The i n d i v i d u a l was unaware of the unlawful 

aims of the i n d i v i d u a l or o r g a n i z a t i o n and severed t i e s upon 

l e a r n i n g of these; 

(b) the i n d i v i d u a l ' s involvement was only w i t h the 

l a w f u l or humanitarian aspects of such an o r g a n i z a t i o n ; 

(c) involvement i n the above a c t i v i t i e s occurred f o r 

only a short p e r i o d of time and was a t t r i b u t a b l e to 

c u r i o s i t y or academic i n t e r e s t ; 

(d) the person has had no recent involvement or 

a s s o c i a t i o n w i t h such a c t i v i t i e s . 
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GUIDELINE B 

Foreign Influence 

6. The Concern. A s e c u r i t y r i s k may e x i s t when an 

i n d i v i d u a l ' s immediate f a m i l y , i n c l u d i n g cohabitants and 

other persons to whom he or she may be bound by a f f e c t i o n , 

i n f l u e n c e , or o b l i g a t i o n are not c i t i z e n s of the United 

States or may be subject to duress. These s i t u a t i o n s could 

create the p o t e n t i a l f o r f o r e i g n i n f l u e n c e t h a t could r e s u l t 

i n the compromise of class5.fied i n f o r m a t i o n . Contacts w i t h 

c i t i z e n s of other c o u n t r i e s or f i n a n c i a l i n t e r e s t s i n other 

c o u n t r i e s are also r e l e v a n t to s e c u r i t y determinations i f 

they make an i n d i v i d u a l p o t e n t i a l l y vulnerable to coercion, 

e x p l o i t a t i o n , or pressure. 

7. Conditions t h a t couJd r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g i n c l u d e : (a) An iimnediate f a m i l y 

member, or a person to whom the i n d i v i d u a l has close t i e s of 

a f f e c t i o n or o b l i g a t i o n , i s a c i t i z e n of, or r e s i d e n t or 

present i n , a f o r e i g n country; 

(b) sharing l i v i n g quarters w i t h a person or persons, 

regardless of t h e i r c i t i z e n s h i p s t a t u s , i f the p o t e n t i a l f o r 

adverse f o r e i g n i n f l u e n c e or duress e x i s t s ; 

(c) r e l a t i v e s , cohabitants, or associates who are 

connected w i t h any f o r e i g n government; 

(d) f a i l i n g t o r e p o r t , where required, a s s o c i a t i o n s 

w i t h f o r e i g n n a t i o n a l s ; 
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(e) unauthorized a s s o c i a t i o n w i t h a suspected or known 

c o l l a b o r a t o r or employee of a f o r e i g n i n t e l l i g e n c e s e r v i c e ; 

( f ) conduct which may make the i n d i v i d u a l v u l n e r a b l e to 

coercion, e x p l o i t a t i o n , or pressure by a f o r e i g n government; 

(g) i n d i c a t i o n s t h a t representatives or n a t i o n a l s from 

a f o r e i g n country are a c t i n g to increase the v u l n e r a b i l i t y 

of the i n d i v i d u a l to possible f u t u r e e x p l o i t a t i o n , coercion 

or pressure; 

(h) a s u b s t a n t i a l f i n a n c i a l i n t e r e s t i n a country, or 

i n any f o r e i g n owned or operated business t h a t could make 

the i n d i v i d u a l vulnerable to f o r e i g n i n f l u e n c e . 

8. Conditions t h a t couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) A determination t h a t the immediate f a m i l y 

member (s) (spouse, f a t h e r , mother, sons, daughters, 

br o t h e r s , s i s t e r s ) , cohabitant, or associate (s) i n question 

are not agents of a f o r e i g n power or i n a p o s i t i o n to be 

e x p l o i t e d by a f o r e i g n power i n a way t h a t could for c e the 

i n d i v i d u a l to choose between l o y a l t y to the person(s) 

i n v o l v e d and the United States; 

(b) contacts w i t h f o r e i g n c i t i z e n s are the r e s u l t of 

o f f i c i a l United States Government business; 

(c) contact and correspondence w i t h f o r e i g n c i t i z e n s 

are casual and i n f r e q u e n t ; 

(d) the i n d i v i d u a l has promptly complied w i t h e x i s t i n g 

agency requirements regarding the r e p o r t i n g of contacts, 

requests, or t h r e a t s from persons or or g a n i z a t i o n s from a 

f o r e i g n country; 
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(e) f o r e i g n f i n a n c i a l i n t e r e s t s are minimal and not 

s u f f i c i e n t . to a f f e c t the i n d i v i d u a l ' s s e c u r i t y 

r e s p o n s i b i l i t i e s . 

GUIDELINE C 

Foreign Preference 

9. The Concern. When an i n d i v i d u a l acts i n such a way 

as t o i n d i c a t e a preference f o r a f o r e i g n country over the 

United States, then he or she may be prone t o provide 

i n f o r m a t i o n or make decisions t h a t are harmful to the 

i n t e r e s t s of the United States. 

10. Condi t ions tha t cou ld r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g i n c l u d e : (a) The exercise of dual 

c i t i z e n s h i p ; 

(b) possession and/or use of a f o r e i g n passport; 

(c) m i l i t a r y service or a w i l l i n g n e s s to bear arms f o r 

a f o r e i g n country; 

(d) accepting educational, medical, or other b e n e f i t s , 

such as ret i r e m e n t and s o c i a l welfare, from a f o r e i g n 

country; 

(e) residence i n a f o r e i g n country to meet c i t i z e n s h i p 

requirements; 

( f ) using f o r e i g n c i t i z e n s h i p to p r o t e c t f i n a n c i a l or 

business i n t e r e s t s ' i n another country; 

(g) seeking or holding p o l i t i c a l o f f i c e i n the f o r e i g n 

country; 
(h) v o t i n g i n f o r e i g n e l e c t i o n s ; and 

8 
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( i ) performing or attempting to perform d u t i e s , or 

otherwise a c t i n g , so as to serve the i n t e r e s t s of another 

government i n preference to the i n t e r e s t s of the United 

States. 

11. Conditions t h a t could m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) Dual c i t i z e n s h i p i s based s o l e l y on parents' 

c i t i z e n s h i p or b i r t h i n a f o r e i g n country; 

(b) i n d i c a t o r s of possible f o r e i g n preference (e.g., 

f o r e i g n m i l i t a r y service) occurred before o b t a i n i n g United 

States c i t i z e n s h i p ; 

(c) a c t i v i t y i s sanctioned by the United States; 

(d) i n d i v i d u a l has expressed a w i l l i n g n e s s t o renounce 

dual c i t i z e n s h i p . 

GUIDELINE D 

Sexual Behavior 

12. The Concern. Sexual behavior i s a s e c u r i t y 

concern i f i t involves a c r i m i n a l offense, i n d i c a t e s a 

p e r s o n a l i t y or emotional disorder, may subject the 

i n d i v i d u a l to coercion, e x p l o i t a t i o n , or duress, or r e f l e c t s 

lack of judgment or d i s c r e t i o n . ' Sexual o r i e n t a t i o n or 

preference may not be used as a basis f o r or a d i s q u a l i f y i n g 

f a c t o r i n determining a person's e l i g i b i l i t y f o r a s e c u r i t y 

clearance. 

' The adjudicator should also consider guidelines pertaining to criminal conduct (Guideline J) 
and emotional, mental, and personality disorders (Guideline 1) in determining how to resolve 
the security concerns raised by sexual behavior. 
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13. Conditions that couid r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g i n c l u d e : (a) Sexual behavior of a 

c r i m i n a l nature, whether or not the i n d i v i d u a l has been 

prosecuted; 

(b) compulsive or a d d i c t i v e sexual behavior when the 

person i s unable to stop a p a t t e r n of s e l f - d e s t r u c t i v e or 

h i g h - r i s k behavior or t h a t which i s symptomatic of a 

p e r s o n a l i t y d i s o r d e r ; 

(c) sexual behavior t h a t causes an i n d i v i d u a l to be 

vulnerable to coercion, e x p l o i t a t i o n , or duress; 

(d) sexual behavior of a p u b l i c nature and/or t h a t 

which r e f l e c t s lack of d i s c r e t i o n or judgment. 

14. Conditions t h a t couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The behavior occurred during or p r i o r t o 

adolescence and there i s no evidence of subsequent conduct 

of a s i m i l a r nature; 

(b) the behavior was not recent and there i s no 

evidence of subsequent conduct of a s i m i l a r nature; 

(c) there i s no other evidence of questionable 

judgment, i r r e s p o n s i b i l i t y , or emotional i n s t a b i l i t y ; 

(d) the behavior no longer serves as a basis f o r 

coercion, e x p l o i t a t i o n , or duress. 

10 
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GUIDELINE E 

Personal Conduct 

15. The Concern, Conduct i n v o l v i n g questionable 

judgment, unt r u s t w o r t h i n e s s , u n r e l i a b i l i t y , lack of candor, 

dishonesty, or unwillingness to comply w i t h r u l e s and 

r e g u l a t i o n s could i n d i c a t e t h a t the person may not p r o p e r l y 

safeguard c l a s s i f i e d i n f o r m a t i o n . The f o l l o w i n g w i l l 

normally r e s u l t i n an unfavorable clearance a c t i o n or 

a d m i n i s t r a t i v e t e r m i n a t i o n of f u r t h e r processing f o r 

clearance e l i g i b i l i t y ( a ) Refusal to undergo or cooperate sr. 

w i t h r e q u i r e d s e c u r i t y processing, i n c l u d i n g medical and 

psy c h o l o g i c a l t e s t i n g ; or 

(b) r e f u s a l to complete required s e c u r i t y forms, 

releases, or provide f u l l , frank and t r u t h f u l answers to 

l a w f u l questions of i n v e s t i g a t o r s , s e c u r i t y o f f i c i a l s or 

other o f f i c i a l r e p r e s e n t a t i v e s i n connection w i t h a 

personnel s e c u r i t y or t r u s t w o r t h i n e s s determination. 

16. Conditions t h a t couid r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g a lso i n c l u d e : (a) r e l i a b l e , unfa^/orable 

i n f o r m a t i o n provided by associates, employers, coworkers, 

neighbors, and other acquaintances; 

(b) the d e l i b e r a t e omission, concealment, or 

f a l s i f i c a t i o n of re l e v a n t and m a t e r i a l f a c t s from any 

personnel s e c u r i t y questionnaire, personal h i s t o r y 

statement, or s i m i l a r form used to conduct i n v e s t i g a t i o n s , 

determine employment q u a l i f i c a t i o n s , award b e n e f i t s or 

II 
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s t a t u s , determine s e c u r i t y clearance e l i g i b i l i t y or 

t r u s t w o r t h i n e s s , or award f i d u c i a r y r e s p o n s i b i l i t i e s ; 

(c) d e l i b e r a t e l y p r o v i d i n g f a l s e or misleading 

i n f o r m a t i o n concerning relevant and m a t e r i a l matters t o an 

i n v e s t i g a t o r , s e c u r i t y o f f i c i a l , competent medical 

a u t h o r i t y , or other o f f i c i a l r e p r e s e n t a t i v e i n connection 

w i t h a personnel s e c u r i t y or t r u s t w o r t h i n e s s d e t e r m i n a t i o n ; 

(d) personal conduct or concealment of i n f o r m a t i o n t h a t 

may increase an i n d i v i d u a l ' s v u l n e r a b i l i t y to coercion, 

e x p l o i t a t i o n , or dur^^s, such as engaging i n a c t i v i t i e s 

which, i f known, may a f f e c t the person's personal, 

p r o f e s s i o n a l , or community standing or render the person 

su s c e p t i b l e to b l a c k m a i l ; 

(e) a p a t t e r n of dishonesty or r u l e v i o l a t i o n s , 

i n c l u d i n g v i o l a t i o n of any w r i t t e n or recorded agreement 

made between the i n d i v i d u a l and the agency; 

(f) a s s o c i a t i o n w i t h persons in v o l v e d i n c r i m i n a l 

a c t i v i t y . 

17. Conditions that couJd m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The i n f o r m a t i o n was unsubstantiated or not 

p e r t i n e n t t o a determination of judgment, t r u s t w o r t h i n e s s , 

or r e l i a b i l i t y ; 

(b) the f a l s i f i c a t i o n was an i s o l a t e d i n c i d e n t , was not 

recent, and the i n d i v i d u a l has subsequently provided c o r r e c t 

i n f o r m a t i o n v o l u n t a r i l y ; 

12 
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(c) the i n d i v i d u a l made prompt, g o o d - f a i t h e f f o r t s to 

c o r r e c t the f a l s i f i c a t i o n before being confronted w i t h the 

f a c t s ; 

(d) omission of m a t e r i a l f a c t s was caused or 

s i g n i f i c a n t l y c o n t r i b u t e d to by improper or inadequate 

advice of authorized personnel, and the p r e v i o u s l y omitted 

i n f o r m a t i o n was promptly and f u l l y provided; 

(e) the i n d i v i d u a l has taken p o s i t i v e steps to 

s i g n i f i c a n t l y reduce or e l i m i n a t e v u l n e r a b i l i t y to coercion, 

e x p l o i t a t i o n , or auress; 

(f ) a r e f u s a l to cooperate was based on advice from 

l e g a l counsel or other o f f i c i a l s t h a t the i n d i v i d u a l was not 

re q u i r e d to comply w i t h s e c u r i t y processing requirements 

and, upon being made aware of the requirement, f u l l y and 

t r u t h f u l l y provided the requested i n f o r m a t i o n ; 

(g) a s s o c i a t i o n w i t h persons involved i n c r i m i n a l 

a c t i v i t i e s has ceased. 

GUIDELINE F 

Financial Considerations 

18. The Concern. An i n d i v i d u a l who i s f i n a n c i a l l y 

overextended i s at r i s k of having to engage i n i l l e g a l acts 

to generate funds. Unexplained a f f l u e n c e i s o f t e n l i n k e d to 

proceeds from f i n a n c i a l l y p r o f i t a b l e c r i m i n a l acts. 

19. Conditions that couid raise a security concern and 

may be disqualifying include: 

(a) A h i s t o r y of not meeting f i n a n c i a l o b l i g a t i o n s ; 

13 
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(b) deceptive or i l l e g a l f i n a n c i a l p r a c t i c e s such as 

embezzlement, employee t h e f t , check fraud, income tax 

evasion, expense account fraud, f i l i n g deceptive loan 

statements, and other i n t e n t i o n a l f i n a n c i a l breaches of 

t r u s t ; 

(c) i n a b i l i t y or unwillingness to s a t i s f y debts; 

(d) unexplained a f f l u e n c e ; 

(e) f i n a n c i a l problems t h a t are l i n k e d to gambling, 

drug abuse, alcoholism, or other issues of s e c u r i t y concern. 

20. Conditions that-^could m i t i g a t e s e c u r i t y concern^ 

i n c l u d e : (a) the behavior was not recent; 

(b) i t was an i s o l a t e d i n c i d e n t ; 

(c) the c o n d i t i o n s t h a t r e s u l t e d i n the behavior were 

l a r g e l y beyond the person's c o n t r o l (e.g., loss of 

employment, a business downturn, unexpected medical 

emergency, or a death, divorce or separation) ; • 

(d) the person has received or i s r e c e i v i n g counseling 

f o r the problem and there are clear i n d i c a t i o n s t h a t the 

problem i s being resolved or i s under c o n t r o l ; 

(e) the a f f l u e n c e r e s u l t e d from a l e g a l source; and 

(f) the i n d i v i d u a l i n i t i a t e d a g o o d - f a i t h e f f o r t to 

repay overdue c r e d i t o r s or otherwise resolve debts, 

GUIDELINE G 

Alcohol Consumption 

21. The Concern. Excessive a l c o h o l consumption o f t e n 

leads to the exercise of questionable judgment, 

14 
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u n r e l i a b i l i t y , f a i l u r e to c o n t r o l impulses, and increases 

the r i s k • of unauthorized d i s c l o s u r e of c l a s s i f i e d 

i n f o r m a t i o n due to carelessness. 

22. Conditions that could raise a security concern and 

may be disqualifying include: 

(a) A l c o h o l - r e l a t e d i n c i d e n t s away from work, such as 

d r i v i n g w h i l e under the i n f l u e n c e , f i g h t i n g , c h i l d or spouse 

abuse, or other c r i m i n a l i n c i d e n t s r e l a t e d to alcohol use; 

(b) a l c o h o l - r e l a t e d i n c i d e n t s at work, such as 

r e p o r t i n g f o r work or duty i n an i n t o x i c a t e d or impaired 

c o n d i t i o n , or d r i n k i n g on the j o b ; 

(c) diagnosis by a c r e d e n t i a l e d medical p r o f e s s i o n a l 

(e.g., p h y s i c i a n , c l i n i c a l p s y chologist, or p s y c h i a t r i s t ) of 

alc o h o l abuse or alco h o l dependence; 

(d) e v a l u a t i o n of alcohol abuse or alcohol dependence 

by a l i c e n s e d c l i n i c a l s o c i a l worker who i s a s t a f f member 

of a recognized al c o h o l treatment program; 

(e) h a b i t u a l or binge consumption of alco h o l to the 

p o i n t of impaired judgment; 

(f) consumption of al c o h o l , subsequent to a diagnosis 

of alcoholism by a c r e d e n t i a l e d medical p r o f e s s i o n a l and 

f o l l o w i n g completion of an alcohol r e h a b i l i t a t i o n program. 

23. Conditions that couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The alco h o l r e l a t e d i n c i d e n t s do not i n d i c a t e 

a p a t t e r n ; 

(b) the problem occurred a number of years ago and 

there i s no i n d i c a t i o n of a recent problem; 

15 
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(c) p o s i t i v e changes i n behavior supportive of 

s o b r i e t y ; 

(d) f o l l o w i n g diagnosis of alcohol abuse or a l c o h o l 

dependence, the i n d i v i d u a l has s u c c e s s f u l l y completed 

i n p a t i e n t or o u t p a t i e n t r e h a b i l i t a t i o n along w i t h a f t e r c a r e 

requirements, p a r t i c i p a t e d f r e q u e n t l y i n meetings of 

A l c o h o l i c s Anonymous or a s i m i l a r o r g a n i z a t i o n , has 

abstained from a l c o h o l f o r a p e r i o d of at l e a s t 12 months, 

and received a favorable prognosis by a c r e d e n t i a l e d medical 

p r o f e s s i o n a l or a l i c e n s e d c l i n i c a l s o c i a l worker who i s a 

s t a f f member of a recognized alcohol treatment program. 

GUIDELINE H 

Drug Involvement 

24. The Concern. (a) Improper or i l l e g a l involvement 

w i t h drugs raises questions regarding an i n d i v i d u a l ' s 

w i l l i n g n e s s or a b i l i t y to p r o t e c t c l a s s i f i e d i n f o r m a t i o n . 

Drug abuse or dependence may impair s o c i a l or occupational 

f u n c t i o n i n g , i n c r e a s i n g the r i s k of an unauthorized 

d i s c l o s u r e of c l a s s i f i e d i n f o r m a t i o n , 

(b) Drugs are defined as mood and behavior a l t e r i n g 

substances, and i n c l u d e : (1) drugs, m a t e r i a l s , and other 

chemical compounds i d e n t i f i e d and l i s t e d i n the C o n t r o l l e d 

Substances Act of 1970, as amended (e,g,, marijuana or 

cannabis, depressants, n a r c o t i c s , s t i m u l a n t s , and 

h a l l u c i n o g e n s ) , and (2) i n h a l a n t s and other s i m i l a r 

substances. 
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(c) Drug abuse i s the i l l e g a l use of a drug or use of a 

l e g a l drug i n a manner t h a t deviates from approved medical 

d i r e c t i o n . 

25. Conditions that could raise a security concern and 

may be disqualifying include: 

(a) Any drug abuse (see above d e f i n i t i o n ) ; 

(b) i l l e g a l drug possession, i n c l u d i n g c u l t i v a t i o n , 

processing, manufacture, purchase, sale, or d i s t r i b u t i o n ; 

(c) diagnosis by a c r e d e n t i a l e d medical p r o f e s s i o n a l 

(e.g., p h y s i c i a n , c l i . - i c a l p s y c h c l o g i s t , or p s y c h i a t r i s t ) of 

drug abuse or drug dependence; 

(d) e v a l u a t i o n of drug abuse or drug dependence by a 

lic e n s e d c l i n i c a l s o c i a l worker who i s a s t a f f member of a 

recognized drug treatment program; 

(e) f a i l u r e to s u c c e s s f u l l y complete a drug treatment 

program p r e s c r i b e d by a c r e d e n t i a l e d medical p r o f e s s i o n a l . 

Recent drug involvement, e s p e c i a l l y f o l l o w i n g the g r a n t i n g 

of a s e c u r i t y clearance, or an expressed i n t e n t not t o 

disc o n t i n u e use, w i l l almost i n v a r i a b l y r e s u l t i n an 

unfavorable d e t e r m i n a t i o n . 

26, Conditions th a t could m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The drug involvement was not recent; 

(b) the drug involvement was an i s o l a t e d or 

a b e r r a t i o n a l event; 
(c) a demonstrated i n t e n t not to abuse any drugs i n the 

f u t u r e ; 
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(d) s a t i s f a c t o r y completion of a p r e s c r i b e d drug 

treatment program, i n c l u d i n g r e h a b i l i t a t i o n and a f t e r c a r e 

requirements, without recurrence of abuse, and a favorable 

prognosis by a c r e d e n t i a l e d medical p r o f e s s i o n a l . 

GUIDELINE I 

Emotional, Mental, and Personality Disorders 

27. The Concern. Emotional, mental, and p e r s o n a l i t y 

d i s o r d e r s can cause a s i g n i f i c a n t d e f i c i t i n an i n d i v i d u a l ' s 

p s y c h o l o g i c a l , s o c i a l and occupational f u n c t i o n i n g . These 

disorde r s are of s e c u r i t y concern because they may i n d i c a t e 

a defect i n judgment, r e l i a b i l i t y , or s t a b i l i t y , A 

c r e d e n t i a l e d mental h e a l t h p r o f e s s i o n a l (e,g,, c l i n i c a l 

p s y c h o l o g i s t or p s y c h i a t r i s t ) , employed by, acceptable to or 

approved by the government, should be u t i l i z e d i n e v a l u a t i n g 

p o t e n t i a l l y d i s q u a l i f y i n g and m i t i g a t i n g i n f o r m a t i o n f u l l y 

and p r o p e r l y , and p a r t i c u l a r l y f o r c o n s u l t a t i o n w i t h the 

i n d i v i d u a l ' s mental h e a l t h care p r o v i d e r , 

28, Conditions that could raise a security concern and 

may be disqualifying include: 

(a) An opinio n by a c r e d e n t i a l e d mental h e a l t h 

p r o f e s s i o n a l t h a t the i n d i v i d u a l has a c o n d i t i o n or 

treatment t h a t may i n d i c a t e a defect i n judgment, 

r e l i a b i l i t y , or s t a b i l i t y ; 

(b) i n f o r m a t i o n t h a t suggests t h a t an i n d i v i d u a l has 

f a i l e d to f o l l o w appropriate medical advice r e l a t i n g to 
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treatment of a c o n d i t i o n , e.g., f a i l u r e to take p r e s c r i b e d 

medication; 

(c) a p a t t e r n of h i g h - r i s k , i r r e s p o n s i b l e , aggressive, 

a n t i - s o c i a l or emotionally unstable behavior; 

(d) i n f o r m a t i o n t h a t suggests t h a t the i n d i v i d u a l ' s 

c u r r e n t behavior i n d i c a t e s a defect i n h i s or her judgment 

or r e l i a b i l i t y . 

29. Conditions t h a t could m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) There i s no i n d i c a t i o n of a c u r r e n t problem; 

(b) recent opin^Dn by a c r e d e n t i a l e d mental h e a l t h 

p r o f e s s i o n a l t h a t an i n d i v i d u a l ' s previous emotional, 

mental, or p e r s o n a l i t y disorder i s cured, under c o n t r o l or 

i n remission and has a low p r o b a b i l i t y of recurrence or 

exacerbation; 

(c) the past emotional i n s t a b i l i t y was a temporary 

c o n d i t i o n (e,g., one caused by a death, i l l n e s s , or m a r i t a l 

breakup), the s i t u a t i o n has been resolved, and the 

i n d i v i d u a l i s no longer emotionally unstable, 

GUIDELINE J 

Criminal Conduct 

30, The Concern. A h i s t o r y or p a t t e r n of c r i m i n a l 

a c t i v i t y creates doubt about a person's judgment, 

r e l i a b i l i t y and t r u s t w o r t h i n e s s . 

31. Conditions that could raise a security concern and 

may be disqualifying include: 
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(a) A l l e g a t i o n s or admissions of c r i m i n a l conduct, 

regardless of whether the person was f o r m a l l y charged; 

(b) a s i n g l e serious crime or m u l t i p l e lesser offenses. 

32, Conditions t h a t could m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) the c r i m i n a l behavior was not recent; 

(b) the crime was an i s o l a t e d i n c i d e n t ; 

(c) the person was pressured or coerced i n t o committing 

the act and those pressures are no longer present i n t h a t 

person's l i f e ; 

(d) the person -sid not v o l u n t a r i l y commit -the >-^t 

and/or the f a c t o r s leading to the v i o l a t i o n are not l i k e l y 

to recur; 

(e) a c q u i t t a l ; 

( f ) there i s c l e a r evidence of successful 

r e h a b i l i t a t i o n . 

GUIDELINE K 

Security Violations 

33, The Concern, Noncompliance w i t h s e c u r i t y 

r e g u l a t i o n s raises doubt about an i n d i v i d u a l ' s 

t r u s t w o r t h i n e s s , w i l l i n g n e s s , and a b i l i t y t o safeguard 

c l a s s i f i e d i n f o r m a t i o n , 

34, Conditions that could raise a security concern and 

may be disqualifying include: 

(a) unauthorized d i s c l o s u r e of c l a s s i f i e d i n f o r m a t i o n ; 

(b) v i o l a t i o n s t h a t are d e l i b e r a t e or m u l t i p l e or due 

to negligence, 
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35, Conditions that could m i t i g a t e s e c u r i t y concerns 

i n c l u d e ac t i ons t h a t : (a) Were in a d v e r t e n t ; 

(b) were i s o l a t e d or in f r e q u e n t ; 

(c) were due t o improper or inadequate t r a i n i n g ; 

(d) demonstrate a p o s i t i v e a t t i t u d e towards the 

discharge of s e c u r i t y r e s p o n s i b i l i t i e s , 

GUIDELINE L 

Outside A c t i v i t i e s 

36, The Concern. -Involvement i n c e r t a i n types of 

outside employment or a c t i v i t i e s i s of s e c u r i t y concern i f 

i t poses a c o n f l i c t w i t h an i n d i v i d u a l ' s s e c u r i t y 

r e s p o n s i b i l i t i e s and could create an increased r i s k of 

unauthorized d i s c l o s u r e of c l a s s i f i e d i n f o r m a t i o n . 

37. Conditions t h a t could r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g i n c l u d e any ser v i c e , whether 

compensated, volunteer, or employment w i t h : (a) a f o r e i g n 

country; 

(b) any f o r e i g n n a t i o n a l ; 

(c) a r e p r e s e n t a t i v e of any f o r e i g n i n t e r e s t ; 

(d) any f o r e i g n , domestic, or i n t e r n a t i o n a l ' 

o r g a n i z a t i o n or person engaged i n an a l y s i s , d i s c u s s i o n , or 

p u b l i c a t i o n of m a t e r i a l on i n t e l l i g e n c e , defense, f o r e i g n 

a f f a i r s , or p r o t e c t e d technology. 

38. Conditions t h a t could m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) Evalua t i o n of the outside employment or 
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a c t i v i t y i n d i c a t e s t h a t i t does not pose a c o n f l i c t w i t h an 

indivi d u a l ' . s s e c u r i t y r e s p o n s i b i l i t i e s ; 

(b) the i n d i v i d u a l terminates the employment or 

disconti n u e s the a c t i v i t y upon being n o t i f i e d t h a t i t i s i n 

c o n f l i c t w i t h h i s or her s e c u r i t y r e s p o n s i b i l i t i e s , 

GUIDELINE M 

Misuse of Information Technology Systems 

39, The Concern, Noncompliance w i t h r u l e s , 

procedures, g u i d e l i n e s , or r e g u l a t i o n s p e r t a i n i n g to 

i n f o r m a t i o n technology syss:ems may r a i s e s e c u r i t y concerns 

about an i n d i v i d u a l ' s t r u s t w o r t h i n e s s , w i l l i n g n e s s , and 

a b i l i t y t o p r o p e r l y p r o t e c t c l a s s i f i e d systems, networks, 

and i n f o r m a t i o n . I n f o r m a t i o n Technology Systems include a l l 

r e l a t e d equipment used f o r the communication, transmission, 

processing, manipulation, and storage of c l a s s i f i e d or 

s e n s i t i v e i n f o r m a t i o n , 

40, Conditions that could raise a security concern and 

may be disqualifying include: 

(a) I l l e g a l or unauthorized, entry i n t o any i n f o r m a t i o n 

technology system; 

(b) i l l e g a l or unauthorized m o d i f i c a t i o n , d e s t r u c t i o n , 

m a n i p u l a t i o n or d e n i a l of access to i n f o r m a t i o n r e s i d i n g on 

an i n f o r m a t i o n technology system; 

(c) removal (or use) of hardware, software, or media 

from any i n f o r m a t i o n technology system w i t h o u t 

a u t h o r i z a t i o n , when s p e c i f i c a l l y p r o h i b i t e d by r u l e s , 

procedures, guidelines or r e g u l a t i o n s ; 
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(d) introduction of hardware, software, or media i n t o 

any information technology system without authorization, 

when s p e c i f i c a l l y prohibited by rules, procedures, 

guidelines or regulations, 

41, Condi t ions t ha t cou ld m i t i g a t e s e c u r i t y concerns 

include: (a) The misuse was not recent or s i g n i f i c a n t ; 

(b) the conduct was unintentional or inadvertent; 

(c) the introduction or removal of media was 

authorized; 

(d) the misuse was an isolated event; 

(e) the misuse was followed by a prompt, good f a i t h 

e f f o r t to correct the s i t u a t i o n . 
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Investigative Standards for Temporary E l i g i b i l i t y for Access 

1. I n t r o d u c t i o n . The f o l l o w i n g minimum i n v e s t i g a t i v e 

standards, implementing section 3.3 of Executive Order 

12968, Access to C l a s s i f i e d I n f o r m a t i o n , are established f o r 

a l l United States Government and m i l i t a r y personnel, 

consultants, c o n t r a c t o r s , subcontractors, employees of 

co n t r a c t o r s , licensees, c e r t i f i c a t e holders or grantees and 

t h e i r employees and other i n d i v i d u a l s who require access to 

c l a s s i f i e d i n f o r m a t i o n before the appropriate i n v e s t i g a t i o n 

can be completed and a f i n a l determination made. 

2. Temporary E l i g i b i l i t y f o r Access. Based on a 

j u s t i f i e d need meeting the requirements of sect. 3.3 of 

Executive Order 12968, temporary e l i g i b i l i t y f o r access may 

be granted before i n v e s t i g a t i o n s are complete and favorably 

ad]udicated, where o f i i c i a l functions must be performed 

p r i o r t j completion of the i n v e s t i g a t i o n and a d j u d i c a t i o n 

process. The temporary e l i g i b i l i t y w i l l be v a l i d u n t i l 

completion of the i n v e s t i g a t i o n and a d j u d i c a t i o n ; however, 

the agency g r a n t i n g i t may revoke i t at any time based on 

unfavorable i n f o r m a t i o n i d e n t i f i e d m the course of the 

i n v e s t i g a t i o n . 

3. Temporary E l i g i b i l i t y f o r Access at the CONFIDENTIAL 

and SECRET Levels and Temporary E l i g i b i l i t y f o r " L " Access 

A u t h o r i z a t i o n . As a minimum, such temporary e l i g i b i l i t y 
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requires completion of the Standard Form 86, i n c l u d i n g any 

ap p l i c a b l e supporting documentation, favorable review of the 

form by the appropriate a d j u d i c a t i n g a u t h o r i t y , and 

submission of a request f o r an expedited National Agency 

Check w i t h Local Agency Checks and Credit (NACLC). 

4. Temporary E l i g i b i l i t y f o r Access at the TOP SECRET 

and SCI Levels and Temporary E l i g i b i l i t y f o r "Q" Access 

A u t h o r i z a t i o n : For Someone Who Is the Subject o f a 

Favorable I n v e s t i g a t i o n Not Meeting the I n v e s t i g a t i v e 

Standards f o r Access a i Those Levels . As a minimum, such 

temporary e l i g i b i l i t y requires completion of the Standard 

Form 86, i n c l u d i n g any applicable supporting documentation, 

favorable review of the form by the appropriate a d j u d i c a t i n g 

a u t h o r i t y , and expedited submission of a request f o r a 

Single Scope Background I n v e s t i g a t i o n (SSBI). 

5. Temporary E l i g i b i l i t y f o r Access at the TOP SECRET 

and SCI Levels and Temporary E l i g i b i l i t y f o r "Q" Access 

A u z h o r i z a t i o n : For Someone VJro I s Not tha Subject o f a 

Cur ren t , Favorable Personnel or Personne l -Secur i ty 

I n v e s t i g a t i o n o f Any Kind. As a minimum, such temporary 

e l i g i b i l i t y requires completion of the Standard Form 86, 

i n c l u d i n g any applicable supporting documentation, favorable 

review of the form by the appropriate a d j u d i c a t i n g 

a u t h o r i t y , immediate submission of a request f o r an 

expedited Single Scope Background I n v e s t i g a t i o n (SSBI), and 

completion and favorable review by the appropriate 
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a d j u d i c a t i n g a u t h o r i t y of relevant c r i m i n a l h i s t o r y and 

i n v e s t i g a t i v e records of the Federal Bureau of I n v e s t i g a t i o n 

and of inf o r m a t i o n i n the S e c u r i t y / S u i t a b i l i t y 

I n v e s t i g a t i o n s Index (SII) and the Defense Clearance and 

I n v e s t i g a t i o n s Index (DCII). 

6. Additional Requirements by Agencies. Temporary 

eligibility for access must satisfy these minimum 

investigative standards, but agency heads may establish 

additional requirements based on the sensitivity of the 

particular, identified categories .of classified information 

necessary to perform the lawful and authorized functions 

that are the basis for granting temporary eligibility for 

access. However, no additional requirements shall exceed 

the common standards for background investigations developed 

under section 3.2(b) of Executive Order 12968. Temporary 

eligibility for access is valid only at the agency granting 

it and at other agencies who expressly agree to accept it 

-rd acknowledge understanding of its investigative basis. 

It is further subject to limitations specified in sections 

2.4(d) and 3.3 of Executive Order 12968, Access to 

Classified Information. 



Investigative Standards for Background Investigations for 

Access to C l a s s i f i e d Information 

1. I n t r o d u c t i o n . The f o l l o w i n g i n v e s t i g a t i v e 

standards are established f o r a l l United States Government 

c i v i l i a n and m i l i t a r y personnel, consultants, c o n t r a c t o r s , 

employees of c o n t r a c t o r s , licensees, c e r t i f i c a t e holders or 

grantees and th°^r emplo,N/ees and. other i n d i v i d u a l s who 

r e q u i r e access to c l a s s i f i e d i n f o r m a t i o n , to include 

S e n s i t i v e Compartmented Information and Special Access 

Programs, and are to be used by government departments and 

agencies as the i n v e s t i g a t i v e basis f o r f i n a l clearance 

determinations. However, nothing i n these standards 

p r o h i b i t s an agency from using any l a w f u l i n v e s t i g a t i v e 

procedures m a d d i t i o n to these requirements m order to 

resolve any issue i d e n t i f i e d i n the course of a background 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

2. The Three Standards. There are three standards 

(Table 1 m the Appendix summarizes when to use each one) : 

(a) The i n v e s t i g a t i o n and r e i n v e s t i g a t i o n standards f o r "L" 

access a u t h o r i z a t i o n s and f o r access to CONFIDENTIAL and SECRET 

( i n c l u d i n g a l l SECRET-level Special Access Programs not 

s p e c i f i c a l l y approved f o r enhanced i n v e s t i g a t i v e 

requirements by an o f f i c i a l authorized to e s t a b l i s h Special 

Access Programs by sect. 4.4 of Executive Order 12958); 
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(b) The i n v e s t i g a t i o n standard f o r "Q" access 

a u t h o r i z a t i o n s and f o r access to TOP SECRET ( i n c l u d i n g TOP 

SECRET Special Access Programs) and Sensitive Compartmented 

In f o r m a t i o n ; and 

(c) The r e i n v e s t i g a t i o n standard f o r continued access 

to the l e v e l s l i s t e d i n para. 2 ( b ) . 

3. E x c e p t i o n t o P e r i o d s o f Coverage. Some elements o f 

standards s p e c i f y a period of coverage (e.g., seven years). 

Where appropriate, such coverage may be shortened to the 
-ft, 

period from the subject's eighteenth b i r t h d a y to the presen 

or to two years, whichever i s longer. 

4. Expand ing I n v e s t i g a t i o n s . I n v e s t i g a t i o n s and 

r e i n v e s t i g a t i o n s may be expanded under the pr o v i s i o n s of 

Executive Order 12968 and other applicable s t a t u t e s and 

Executive Orders. 

5. T r a n s f e r a b i l i t y . I n v e s t i g a t i o n s t h a t s a t i s f y the 

requirements of a given standard and are current meet the 

ix.\7c-:tigative requirements f o r a l l l e v e l s s p e c i f i e d f o r the 

standard. They s h a l l be mutually and r e c i p r o c a l l y accepted 

by a l l agencies. 

6. Breaks m Service . I f a person who requires access 

has been r e t i r e d or separated from US government employment 

f o r less than two years and i s the subject of an 

i n v e s t i g a t i o n t h a t i s otherwise c u r r e n t , the agency 

r e g r a n t i n g the access w i l l , as a minimum, review an updated 

Standard Form 85 and applicable records. A r e i n v e s t i g a t i o n 

i s not required unless the review i n d i c a t e s the person may 
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no longer s a t i s f y the standards of Executive Order 12968 

(see Table 2) . 

7. The Na t iona l Agency Check. The National Agency 

Check i s a p a r t of a l l i n v e s t i g a t i o n s and r e i n v e s t i g a t i o n s . 

I t c onsists of a review of (a) i n v e s t i g a t i v e and c r i m i n a l 

h i s t o r y f i l e s of the FBI, i n c l u d i n g a t e c h n i c a l f i n g e r p r i n t 

search; 

(b) OPM's S e c u r i t y / S u i t a b i l i t y I n v e s t i g a t i o n s Index; 

(c) DoD's Defense Clearance and I n v e s t i g a t i o n s Index; 

and 

(d) such other n a t i o n a l agencies (e.g., CIA, INS) as 

appropriate to the i n d i v i d u a l ' s background. 

STANDARD A 

National Agency Check with Local Agency Checks and Credit 

Check (NACLC) 

3. A p p l i c a b i l i t y . Standard A applies to 

il-v e s t i c i a t i o n s and r e i n v e s t i g a t i o n s f o r (a) access to 

CONFIDENTIAL and SECRET ( i n c l u d i n g a l l sECRET-level Special 

Access Programs not s p e c i f i c a l l y approved f o r enhanced 

i n v e s t i g a t i v e requirements by an o f f i c i a l authorized to 

e s t a b l i s h Special Access Programs by sect. 4.4 of Executive 

Order 12958;, and 

(b) "L" access a u t h o r i z a t i o n s . 

9. For i^emvestjgations; When to Re inves t iga t e . The 

r e i n v e s t i g a t i o n may be i n i t i a t e d at any time f o l l o w i n g 

completion of, but not l a t e r than ten years ( f i f t e e n years 
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f o r CONFIDENTIAL) from the date of, the previous i n v e s t i g a t i o n 

or r e i n v e s t i g a t i o n . (Table 2 r e f l e c t s the s p e c i f i c 

requirements f o r when to request a r e i n v e s t i g a t i o n , 

i n c l u d i n g when there has been a break m service.) 

10. I n v e s t i g a t i v e iReguirements. I n v e s t i g a t i v e 

requirements are as fo l l o w s : la) Completion o f Forms: 

Completion of Standard Form 86, i n c l u d i n g a p p l i c a b l e 

releases and supporting documentation. 

(b) National Agency Checic; Completion of a National 

Agency Check. 

(c) F i n a n c i a l Review: V e r i f i c a t i o n of the subject's 

f i n a n c i a l status, i n c l u d i n g c r e d i t bureau checks covering 

a l l l o c a t i o n s where the subject has resided, been employed, 

or attended school f o r s i x months or more f o r the past seven 

years. 

(d) Date and Place o f B i r t h : Corroboration of date and 

place of b i r t h through a check of appropriate documentation, 

i f not completed m any previous i n v e s t i g a t i o n ; a check of 

Bureau of V i t a l S t a t i s t i c s records when any discrepancy i s 
found to e x i s t . 

(e) Local Agency ChecA's: As a minimum, a l l 

i n v e s t i g a t i o n s w i l l mcl-de checks of law enforcement 

agencies having j u r i s d i c t i o n where the subject has l i v e d , 

worked, and/or attended school w i t h m the l a s t f i v e years, 

and, i f applicable, of the appropriate agency f o r any 

i d e n t i f i e d a r r e s t s . 
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11. Expanding the I n v e s t i g a t i o n . The i n v e s t i g a t i o n 

may be expanded i f necessary to determine i f access i s 

c l e a r l y consistent w i t h the n a t i o n a l s e c u r i t y . 

STANDARD B 

Single Scope Background Investigation (SSBI) 

12. A p p l i c a b i l i t y . Standard B applies to i n i t i a l 

i n v e s t i g a t i o n s f o r (a) access to TOP SECRET ( i n c l u d i n g TOP 

SECRET sp e c i a l Access Programs) and Sensitive Compartmented 

In f o r m a t i o n ; and 

(b) "Q"access a u t h o r i z a t i o n s . 

13. I n v e s t i g a t i v e Requirements. I n v e s t i g a t i v e 

requirements are as f o l l o w s : (a) Completion o f Forms: 

Completion of Standard Form 86, i n c l u d i n g a p p l i c a b l e 

releases and supporting documentation. 

(b) Na t iona l Agency Check: Completion of a National 

Agency Check. 

(c) Na t iona l Agency Check f o r the Spouse cr Cohabitant 

( i f a p p l i c a b l e ) : Completion of a National Agency Check, 

without f i n g e r p r i n t cards, f o r the spouse or cohabitant. 

(d) Date and Place o f B i r t h : Corroboration of date and 

place of b i r t h through a check of appropriate documentation; 

a check of Bureau of V i t a l S t a t i s t i c s records when any 

discrepancy i s found to e x i s t . 

(e) C i t i z e n s h i p : For i n d i v i d u a l s born outside the 

United States, v e r i f i c a t i o n cf US c i t i z e n s h i p d i r e c t l y from 

the appropriate r e g i s t r a t i o n a u t h o r i t y ; v e r i f i c a t i o n of US 
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c i t i z e n s h i p or l e g a l status of foreign-born immediate f a m i l y 

members (spouse, cohabitant, f a t h e r , mother, sons, 

daughters, brothers, s i s t e r s ) . 

( f ) Educa t ion : Corroboration of most recent or most 

s i g n i f i c a n t claimed attendance, degree, or diploma. 

Interviews of appropriate educational sources i f education 

i s a primary a c t i v i t y of the subject during the most recent 

three years. 

(g) Employi-nent: V e r i f i c a t i o n of a l l employments f o r 

the past seven years. personal 'interviews of sources 

(supervisors, coworkers, or both) f o r each employment of s i x 

months or more; cor r o b o r a t i o n through records or sources of 

a l l periods of unemployment exceeding s i x t y days; 

v e r i f i c a t i o n of a l l p r i o r f e d e r a l and m i l i t a r y service, 

i n c l u d i n g discharge type. For m i l i t a r y members, a l l service 

w i t h i n one branch of the armed forces w i l l be considered as 

one employment, regardless of assignments. 

(h; References: Four references, of whom at l e a s t two 

are developed; to the extent p r a c t i c a b l e , a l l should have 

s o c i a l knowledge of the subject and c o l l e c t i v e l y span at 

le a s t the l a s t seven years. 

( i ) Former Spouse: An i n t e r v i e w of any former, spouse 

divorced w i t h i n the l a s t ten years. 

( j ) Neighborhoods: Confirmation of a l l residences f o r 

the l a s t three years through appropriate i n t e r v i e w s w i t h 

neighbors and through records reviews. 
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(k) F i n a n c i a l Review: V e r i f i c a t i o n of the subject's 

f i n a n c i a l s t a t u s , i n c l u d i n g c r e d i t bureau checks covering 

a l l l o c a t i o n s where subject has resided, been employed, 

and/or attended school f o r s i x months or more f o r the l a s t 

seven years. 

(1) Local Agency Checks: A check of appropriate 

c r i m i n a l h i s t o r y records covering a l l l o c a t i o n s where, f o r 

the l a s t ten years, the subject has resided, been employed, 

and/or attended school f o r s i x months or more, i n c l u d i n g 

c u r r e n t residence regardless of' du r a t i o n . (NOTE: lo.' no '̂'̂  

residence, employment, or education exceeds s i x months, 

l o c a l agency checks should be performed as deemed 

appropriate. ) 

(m) Publ ic Records: V e r i f i c a t i o n of divorces, 

bankruptcies, and other court actions, whether c i v i l or 

c r i m i n a l , i n v o l v i n g the subject. 

(n) Subject I n t e r v i e w : A subject i n t e r v i e w , conducted 

h' t r a i n e d s e c u r i t y , i n v e s t i g a t i v e , cr c o u n t e r i n t e l l i g e n c e 

personnel. During the i n v e s t i g a t i o n , a d d i t i o n a l subject 

i n t e r v i e w s may be conducted to c o l l e c t relevant i n f o r m a t i o n , 

to resolve s i g n i f i c a n t i nconsistencies, or both. Sworn 

statements and unsworn declarations may be taken whenever 

appr o p r i a t e . 

(o) Polygraph ronly m agencies w i th approved personnel 

s e c u r i t y polygraph programs): In departments or agencies 

w i t h p o l i c i e s sanctioning the use of the polygraph f o r 

personnel s e c u r i t y purposes, the i n v e s t i g a t i o n may include a 

7 
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polygraph examination, conducted by a q u a l i f i e d polygraph 

examiner. 

14. Expand ing the I n v e s t i g a t i o n . The i n v e s t i g a t i o n 

may be expanded as necessary. As appropriate, i n t e r v i e w s 

w i t h anyone able to provide i n f o r m a t i o n or to resolve 

issues, i n c l u d i n g but not l i m i t e o to cohabitants, r e l a t i v e s , 

p s y c h i a t r i s t s , psychologists, other medical p r o f e s s i o n a l s , 

and law enforcement professionals may be conducted. 

STANDARD C 

Single-Scope Background Investigation—Periodic 

Reinvestigation (SSBI-PR) 

15. A p p l i c a b i l i t y . Standard C applies to 

r e i n v e s t i g a t i o n s f o r (a) access to TOP SECRET ( i n c l u d i n g TOP 

SECRET Special Access Programs) and Sensitive Compartmented 

Inf o r m a t i o n ; and 

(b) "Q" access a u t h o r i z a t i o n s . 

16. When to Fem^^estica te. The remve-^tigation may be 

i n i t i a t e d at any time f o l l o w i n g completion of, but not l a t e r 

than f i v e years from the date of, the previous i n v e s t i g a t i o n 

(see Table 2 ) . 

17. F e m v e s t i g a t i ve Feguirements. R e i n v e s t i g a t i v e 

requirements are as f o l l o w s : (a) Completion o f Forms: 

Completion of Standard Form 86, i n c l u d i n g a p p l i c a b l e 

releases and supporting documentation. 
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(b) National Agency Check: Completion of a National 

Agency Check ( f i n g e r p r i n t cards are required only i f there 

has not been a previous v a l i d t e c h n i c a l check of the FBI). 

(c) N a t i o n a l Agency Check f o r the Spouse o r C o h a b i t a n t 

( i f a p p l i c a b l e ) : Completion of a National Agency Check, 

without f i n g e r p r i n t cards, f o r the spouse or cohabitant. The 

National Agency Check f o r the spouse or cohabitant i s not 

required i f already completed m conjunction w i t h a previous 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

(d) Employment: V e r i f i c a t i o n of a l l employments since 

the l a s t i n v e s t i g a t i o n . Attempts to i n t e r v i e w a s u f f i c i e n t 

number of sources (supervisors, coworkers, or both) at a l l 

employments of s i x months or more. For m i l i t a r y members, 

a l l service w i t h i n one branch of the armed forces w i l l be 

considered as one employment, regardless of assignments. 

(e) References: Interviews w i t h two character 

references who are knowledgeable of the subject; at l e a s t 

one v / i l l be a developed referenL;e. To the extent p r a c t i c a l , 

both should have s o c i a l knowledge of the subject and 

c o l l e c t i v e l y span the e n t i r e period of the r e i n v e s t i g a t i o n . 

As appropriate, a d d i t i o n a l interviews may be conducted, 

i n c l u d i n g w i t h cohabitants and r e l a t i v e s . 

(f) Neighborhoods: Interviews of two neighbors i n the 

v i c i n i t y of the subject's most recent residence of s i x 

months or more. Confirmation of current residence 

regardless of length. 
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(g) F i n a n c i a l Review: (1) Fi n a n c i a l Status: 

V e r i f i c a t i o n of the subject's f i n a n c i a l s t atus, i n c l u d i n g 

c r e d i t bureau checks covering a l l l o c a t i o n s where subject 

has resided, been employed, and/or attended school f o r s i x 

months or more f o r the period covered by the 

r e i n v e s t i g a t i o n ; 

(2) ChecA' o f T r e a s u r y ' s F i n a n c i a l Data Base: Agencies 

may request the Department of the Treasury, under terms and 

cond i t i o n s prescribed by the Secretary of the Treasury, to 

search automated uata bases c o n s i s t i n g of reports o 

currency transactions by f i n a n c i a l i n s t i t u t i o n s , 

i n t e r n a t i o n a l t r a n s p o r t a t i o n of currency or monetary 

instruments, f o r e i g n bank and f i n a n c i a l accounts, and 

tran s a c t i o n s under $10,000 t h a t are reported as possible 

money laundering v i o l a t i o n s . 

(h) Local Agency ChecAs: A check of appropriate 

c r i m i n a l h i s t o r y records covering a l l l o c a t i o n s where, 

duri-.g the period covered by the r e i n v e s t i r - a t i o n , the 

subject has resided, been employed, and/or attended school 

f o r s i x months or more, i n c l u d i n g current residence 

regardless of du r a t i o n . (NOTE: I f no residence, employment, 

or education exceeds s i x months, l o c a l agency checks should 

be performed as deemed appropriate.) 

( i ) Former Spouse: ?ii i n t e r v i e w w i t h any former spouse 

unless the divorce took place before the date of the l a s t 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

10 
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( j ) Pub l i c Records: V e r i f i c a t i o n of divorces, 

bankruptcies, and other court actions, whether c i v i l or 

c r i m i n a l , i n v o l v i n g the subject since the date of the l a s t 

i n v e s t i g a t i o n . 

(k) Subject I n t e r v i e w : A subject i n t e r v i e w , conducted 

by t r a i n e d s e c u r i t y , i n v e s t i g a t i v e , or c o u n t e r i n t e l l i g e n c e 

personnel. During the r e i n v e s t i g a t i o n , a d d i t i o n a l subject 

i n t e r v i e w s may be conducted to c o l l e c t relevant i n f o r m a t i o n , 

to resolve s i g n i f i c a n t inconsistencies, or both. Sworn 

statements and uns o.n declarations may be taken whenever 

appropriate. 

18. Expanding the R e i n v e s t i g a t i o n . The 

r e i n v e s t i g a t i o n may be expanded as necessary. As 

appropriate, interviews w i t h anyone able to provide 

i n f o r m a t i o n or to resolve issues, i n c l u d i n g but not l i m i t e d 

to cohabitants, r e l a t i v e s , p s y c h i a t r i s t s , psychologists, 

other medical professionals, and law enforcement 

ofessionals may be conducted. 
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A p p e n d i x 

D e c i s i o n Tab les 

TABLE 1: WHICH INVESTIGATION TO R E Q U E S T 

If the 
require­
ment is for 

And the person 
has this access 

Based on this 
investigation 

Then the 
investigation 
required is 

Using 
standard 

CONFIDENTIAL 

SECRET; "L" 

none 

CoNF, SEC; "L" 

none 
out of date NACLC or 
SSBI 

NACLC A 

TOP 

SECRET, 

SCI; "Q" 

none none SSBI B TOP 

SECRET, 

SCI; "Q" none; CONF, 
SEC; "L" 

current or out of date 
NACLC 
out of date SSBI 

SSBI B TOP 

SECRET, 

SCI; "Q" 

TS, SCI; "Q" 

current or out of date 
NACLC 
out of date SSBI 

SSBI-PR C 

TABLE 2: REINVESTIGAT ON REQUIREMENTS 

If the require­
ment is for 

And the age of 
the 
investigation is 

Type required if there has 
been a break in service of 

If the require­
ment is for 

And the age of 
the 
investigation is 

0-23 
months 

24 months or 
more 

CONFIDENTIAL 0 to 14 yrs. 11 
mos. 

none(NOT E 

1) 
NACLC CONFIDENTIAL 

15 yrs. or more NACLC 

NACLC 

SECRET; "L" 0 to 9 yrs. 11 
mos. 

none (NOTE 

1) 

NACLC 

SECRET; "L" 

10 yrs. or more NACLC 

NACLC 

TOP SECRET, 

SCI; 
"Q" 

0 to 4 yrs. 11 
mos. 

none (NOTE 

1) 
SSBI TOP SECRET, 

SCI; 
"Q" 5 yrs. or more SSBI-PR 

SSBI 

NOTE 1; As a minimum, review an updated Standard Form 86 and 
applicable records. A reinvestigation (NACLC or SSBI-PR) is not 
required unless tine review indicates the person may no longer satisfy 
the standards of Executive Order 12968. 
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THE WHITE HOUSE 

WAS H IN GTO N 

MEMORANDUM FOR GEORGE J. TENET 
JOHN P. WHITE 

Co-Chairmen, Security Policy Board 

SUBJECT: Implementation of Executive Order 12968 

The President has approved the A d j u d i c a t i v e Guidelines, Temporary 
E l i g i b i l i t y Standards and I n v e s t i g a t i v e Standards r e q u i r e d by 
Executive Order 12958, which you submitted i n d r a f t May 28, 19'^6. 
Attached are the ij . n a l documents. 

The S e c u r i t y Policy Board i s requested to c i r c u l a t e the approved 
Guidelines and Standards f o r immediate implementation, w i t h t h i s 
memorandum attached. Within one year of c i r c u l a t i o n , the Board 
should f u r n i s h to the President, through the National S e c u r i t y 
Advisor, a rep o r t on the effectiv e n e s s and e f f i c i e n c y of these 
Guidelines and Standards, compliance by departments and agencies 
w i t h them and any adjustments needed. 

Since a p p l i c a t i o n of the "whole person concept" i n a d j u d i c a t i n g 
persons e l i g i b l e f o r n a t i o n a l s e c u r i t y clearances depends on both 
i n f o r m a t i o n the subject furnishes i n the SF-86 background form 
and the separate i n v e s t i g a t i o n to v e r i f y p o r t i o n s of th a t 
i n f o r m a t i o n , i t i s important that the scope of both provide a 
s u f f i c i e n t basis f o r decision. Your work m modifying the 
mv e o c i g a t i v e scope to f i t the most c o s t - e f f e " f i v e model can have 
the desired e f f e c t , provided we do not also unnecessarily l i m i t 
the scope of the SF-86 form and personal i n t e r v i e w . The SF-86 
provided by f i r s t time applicants should cover the e n t i r e a d u l t 
l i f e , f u l l y documenting the e s s e n t i a l f a c t o r s on which an 
a d j u d i c a t i o n w i l l be made. The separate i n v e s t i g a t i o n 
independently confirms selected evidence of e l i g i b i l i t y , 
g e n e r a l l y from the most recent time frame. Therefore, the SF-86 
scope should be as broad as possible, while the i n v e s t i g a t i o n ' s 
scope complies w i t h the Standards f o r e f f i c i e n c y . 

In r e d r a f t i n g the SF-06 to f i t the new Guidelines and Standards, 
you should include relevant data from the e n t i r e a d u l t l i f e span 
f o r f i r s t time a p p l i c a n t s , to ensure a s u f f i c i e n t l y documented 
baseline f o r a d j u d i c a t i o n . 



While I understand t h a t the A d j u d i c a t i v e Guidelines have been 
c i r c u l a t e d widely, the I n v e s t i g a t i v e Standards have not, because 
t h a t might f a c i l i t a t e attempts to evade d e t e c t i o n of 
d i s q u a l i f y i n g f a c t o r s . The Standards are not c l a s s i f i e d , but 
should have l i m i t e d dissemination, consistent w i t h background 
i n v e s t i g a t i v e p r a c t i c e . 

Since the President approved Executive Order 12968, i t has been 
brought to my a t t e n t i o n t h a t some departments and agencies have 
continued reducing resources devoted to c o u n t e r i n t e l l i g e n c e and 
s e c u r i t y a c t i v i t i e s . I n some cases, the downsizing of these 
fu n c t i o n s may be d i s p r o p o r t i o n a l to the t h r e a t and the workload. 
These new Guidelines and Standards, i n c o r p o r a t i n g the lessons 
learned from the Ames, Nicholson and P i t t s espionage cases, 
should be f u l l y implemented, which cannot occur w i t h inadequate 
resources. I believe t h a t s e c u r i t y programs are not, i n t o t a l , a 
very expensive p a r t of our n a t i o n a l s e c u r i t y budget. Therefore, 
m imp.lementirg these ne^ Guidelines, and Standards, you should 
ensure t h a t s u f f i c i e n t a t t e n t i o n i s given to budgeting f o r the 
requirements contained t h e r e i n . 

I also wish to reemphasize the importance of r e c i p r o c i t y i n 
government-wide s e c u r i t y p r a c t i c e s ( i n c l u d i n g c l a s s i f i e d 
c o n t r a c t o r s ) . While the provisions of the Guidelines and 
Standards should be continuously reviewed f o r e f f i c i e n c y , 
lowering them i n the name of monetary savings could be f a l s e 
economy. 

Thank you, the Board, the Security Policy Forum and the 
Committees, f o r your hard work i n formulating the f i r s t uniform 
Guidelines and Standards f o r government-wide s e c u r i t y background 
i n v e s t i g a t i o n s . 

Anthony Lake 
Assi s t a n t to the President 

f o r National Security A f f a i r s 

Attachments 
Tab A F i n a l A d j u d i c a t i v e Guidelines 
Tab B F i n a l Temporary E l i g i b i l i t y Standards 
Tab C F i n a l I n v e s t i g a t i v e Standards 



SECURITY POLICY BOARD 
Arlington, Virginia 22202 

2 8 Mav 1996 

MEMORANDUM FOR: 

FROM; 

SUBJECT; 

The Honorable Anthony Lake 
Assistant t o the President f o r National 

Security A f f a i r s 
National Security Council 

The Honorable John M. Deutoh 
Cochairman, Security Policy Board 

The Honorable John P. White 
Cochairman, Security Policy Board 

Imnlementataon of Executive Order 12968 

This memorandum transmits t o you the attached 

Adjudicative Guidelines, Temporary E l i g i b i l i t y Standards, and 

I n v e s t i g a t i v e Standards required by Executive Order 12968, 

Access to C l a s s i f i e d Information, as approved by the Security 

Policy Board on 25 March 1996. The Order d i r e c t s us t o 

forward them to the President through you f o r f i n a l approval. 

John M. Deutoh 

hments: 
Adj Guidelines 
Inv Stds 
Temp E l i g i b i l i t y 

John 



Attachments w i l l be held i n 
Intelligence Directorate 




