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approaches that tnaximize net benefits 
(including potential economic, 
environmental, public health and safety, 
and other advantages; distributive 
impacts; and equity). The agency 
believes that the final rule is consistent 
with regulatory philosophy and 
principles identified in the Executive 
Older. In addition, the &nal rule is not 
a significant regulatory action as defined 
by toe Executive Order arid so is not 
subject to review under the Executive 
Order. 

The Regulatory FlexibiHty Act 
requires agencies to analyze regulatory 
options that would minimize any 
significant impact of a rule on small 
entities. Because the final rule involves 
a minor procedural change that 
primarily affects FDA and has no direct 
effect on small companies, the agency 
certifies that the final rule will not have 
a significant economic impact on a 
substantial number of small entities. 
Therefore, under the Regulatory 
Flexibility Act. no further analysis is 
required. 
V. Paperwork Reduction Act of 1995 

This final rule contains no additional 
information collection requirements 
which are subject lo review by the 
Office of Management and Budget imder 
the Paperwork Reduction Act of 1995 
(Pub. L. 104-13). 
List of Subjects in 21 CFR Part B14 

Administrative practice and 
procedure. Confidential business 
information. Medical devices. Medical 
research. Reporting and rocordkeeping 
requirements. 

Therefore, under the Federal Food, 
Drug, and Cosmetic Act and under 
authority delegated to the Commissioner 
of Food and Drugs, 21 CFR part 814 is 
amended as follows: 

PART 814-PREMARKET APPROVAL 
OF MEDICAL DEVICES 

1. The authority citation for 21 CFR 
part 814 continues to read as follows: 

Authority: 21 U.S.C. 351, 3S2,353, 360. 
360c-360j, 371. 372, 373. 374, 375, 379. 379e. 
381. 

2. Section 814.44 is amended by 
revising paragraph (d) to read as 
follows: 

§ 814.44 Procedures lor review ot a PMA. 

(d)(1) FDA will issue to the applicant 
•an order approving a PMA if none of the 
reasons in § 814.45 for denying approval 
of the application applies. FDA vrill 
approve an application on the basis of 
draft finai labeling if the only 
deficiencies in the application concern 
editorial or similar minor deficiencies in 

the draft final labeling. Such approval 
will be conditioned upon the applicant 
incorporatinfthe specified labeling 
changes exactly as directed and upon 
the applicant submitting to FDA a copy 
of the final printed labeling before 
mariceting. FDA will also give the public 
notice of the order, including notice of 
and opportunity for any interested 
persons to request review under section 
515(d)(3) of the act. The notice of, 
approval will be placed on FDA's home 
page on tlie Internet (http:// 
www.fda.gbv), and it will state that a 
detailed summary of informadon 
respecting the safety and effectiveness 
of me device, which was the basis for 
the order approving the PMA, including 
information about any adverse effects of 
the device on health, is available on the 
Internet and has been placed on pubhc 
display, and that copies are available 
upon request- FDA w;ill publish in the 
Federal Register after each quarter a fist 
of the approvals announced in that 
quarter. When a notice of approval is 
published, data and information in the 
PMA file will be available for public 
disclosure in accordance with § 814.9. 

(2) A request for copies of the current 
PMA approvals and denials document 
and for copies of summaries of safety 
and effectiveness shall be sent in 
writing lo the Dockets Management 
Branch (HFA-305), Food and Drug 
Administration, 12420 ParklawnDr,, 
nn. 1-23, Rockville. MD 20857. 

3. Section 814.45 is amended by 
revising paragraph (d) to read as 
follows: 
§ 814.45 Denial of approval of a PMA. 
« • » • * 

(d)(1) FDA will give the public notice 
of an order denying approval of the 
PMA. The notice will be placed on the 
FDA's home page on the Internet (http:/ 
/www.fda.gov), and it will state that a 
detailed summary of information 
respecting the safety and effectiveness 
of uie device, including information 
about any adverse effects of the device 
on health, is available on the Internet 
and has been placed on public display 
and that copies are available upon 
request. FDA will publish in the Federal 
Register after each quarter a list of the 
denials announced in that quarter. 
When a notice of denial of approval is 
made publicly available, data and 
information in the PMA file will be 
available for public disclosure in 
accordance with § 814.9. 

(2) A request for copies of the current 
PMA approvals and denials document 
and copies of summaries of safety and 
effectiveness shall be sent in writing to 
the Freedom of Information Staff (HFI-

35), Food and Drug Administration, 
5600 Fishers Lane. Rockville, MD 
20857. 
• • • • • 

Dated: January 22.1998. 
William B.SchuItz. 
Deputy Commissioner for Policy. 
[FR Doc 98-2263 Filed 1-29-98; 8:45 aro) 
BILUNQ CODE 4180-01-F 

DEPARTMENT OF DEFENSE 

Office of the Secretary 

32 CFR Part 147 

RIN 0790-AG54 

Personnel Security Policies for 
Granting Access to Classified 
Information 

AGENCY: Department of Defense: 
ACTION: Interim final nilê  

SUMMARY: This rule is published to 
streamline security practices throughout 
the government, uniform adjudicative 
guidehnes, invesdgative standards and 
guidelines for temporary access are 
Ijeing established. This initiative will 
simplify security processing and allow 
tho deserving public to obtain a security 
clearance in a faster, more enicient 
manner. 
DATES: This rule is effective March 24, 
1997. Comments must be received by 
March 31,1998. 
ADDRESSES: Forward comments to the 
Security Policy Board Staff, 1215 
Jefferson Davis Highway, Suite 1101. 
Arlington. VA 22202. 
FOR FURTHER INFOrtMATlON CONTACT: 
Mr. T. Thompson, 703-602-9969. 
SUPPLEMENTARY INFORMATION: 

Executive Order 12866, Regulatory 
Planning and Review 

It has been determined that this 
interim rule (32 CFR part 147) is not a 
significant regulatory action. The rule 
does not: 

(1) Have an aimual effect to the 
economy of SlOO million or more or 
adversely affea in a materiel way the 
economy; a section of the economy; 
productivity; competition; jobs; the 
environment; public health or safety; or 
State, local, or tribal governments or 
communities; 

(2) Create a serious inconsistency or 
otherwise interfere with an action taken 
or planned by another Agency; 

(3) Materially alter the budgetary 
impact of entitlements, grants, user fees, 
or loan programs, or the rights and 
obligations of recipients thereof; or 
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(4) Raise novel legal or policy issues 
K arising out of legal mandates, the 
f President's priorities, or the principles 

set forth in this Executive Order. 

Public Law 98-354. Regulatory 
Flexibility Act (5 U,S.C. 601) 

It has been certified that this rule is 
not subject to the Regulatory Flexibility 
Act (5 U.S.C. 601) because it would not. 
if promulgated, have a significant 
economic impact on a substantial 
number of small entities. This part wi l l 
streamline personnel security clearance 
procedures and make the process more 
efficient, 

Public Law 96-511, Paperwork 
Reduction Act (44 U.S.C. Chapter 35) 

It has been certified that this pan does 
not impose any reporting or 
recordkeeping requirements under the 
Paperwork Reduction Act of 1995. 

List of Subjects in 32 CFR Part 147 

Classified information, Investigations. 
Security measures. 

Accordingly. Title 32 of the Code of 
Federal Regulations. Chapter I , 
subchapter C is amended to add part 
147 to read as follows: 

PART 147—ADJUDICATIVE GUIDELINES 
FOR DETERMINING EUGIBILITY FOR 
ACCESS TO CLASSIFIED INFORMATION 

Subpart A—Adjudicative Guidelines 
Sec, 
147.1 Introduction, 
147.2 AdjudlcativB process. 
147.3 Guideline A—Allegiance to the 

United Statea. 
147.4 Guideline B—Foreign influence, 
147.5 Guideline C—^Foreî  preference. 
147.6 Guideline D—Sexual behavior. 
147.7 Guideline E—Personal conduct, 
147.8 Guideline F—Financial 

considerations. 
147.9 Guideline G—Alcohol consumption. 
147.10 Guideline H—Drug involvpmcnL 
147.11 Guideline I—Emotional, mental, and 

personality disorders, 
147.12 Guideline J—Criminal conduct, 
147.13 Guideline K—Security violations. 
147.14 Guideline L—Outside activities. 
147.15 Guideline M—Misuse of information 

tochttology systems. 

Subpart B—Investigative Standards 
147.18 Introduction. 
147.19 The three standards. 
147.20 Exception to periods of coverage. 
147.21 Expanding investigations-
147.22 Transferability. 
147.23 Breaks in service. 
147.24 The national agency check. 
Subpart C^uldel lnes for Temporary 
Access 

147.28 hitroduction. 
147.29 Temporary eligibility for access. 

147.30 Temporary eligibility for access at 
the CONFIDENTIAL AND SECRET levels 
and temporary eligibility for "L" access 
authorization, 

147.31 Temporary eligibility for access at 
the TOP SECRET levels and temporary 
eligibility for "Q" access authorlzatioiL 
For someone who is the subject of a 
favorable investigation not meeting the 
investigative standards for access at 
those levels, 

147.32 Temporary eligibility for access at 
the TOP SECRET and SCI levels and 
temporary eligibility for "Q" access 
authorization: For someone who is not 
the subject of a^cuirent, favorable 
personnel or personnel-security 
investigation of any kind, 

147.33 Additional requirements by 
agencies. 

Authority: E.O-12968 (60 FR 40245. 3 CFR 
1995 Comp., p 391). 

Subpart A—Adjudication 

§147.1 introduction. 

The following adjudicative guidelines 
are established for all United States 
Government civilian and military 
personnel, consultants, contractors, 
employees of contractors, licensees, 
certificate holders or grantees and their 
employees and other individuals who 
require access to classified information. 
They apply to persons being considered 
for initial or continued eligibility for 
access to classified information, to 
include sensitive compartmented 
inforination and special access programs 
and are to be used by govemmeiit 
departments and agencies in all final 
clearance determinations. 

§147.2 Adjudicative process. 
(a) The adjudicative process is an 

examination of a sufficient period of a 
person's life to make an affiimative 
determination that the person is eligible 
for a security clearance. Eligibility for 
access to classified information is 
predicated upon the individual meeting 
these personnel security guidelines. The 
adjudicative process is the careful 
weighing of a number of variables 
known as the whole person concept. 
Available, reliable information about the 
person, past and present, favorable and 
unfavorable, should be considered in 
reaching a determination. In evaluating 
the relevance of an individual's 
conduct, the adjudicator should 
consider the following actors: 

(1) The nature, extent, and 
seriousness of the conduct; 

(2) The circumstances surrounding 
the conduct, to include knowledgeable 
participaUon; 

(3) Tlio frequency and recency of the 
conduct: 

(4) The individual's age and maturity 
at the time of the conduct; 

(5) The voluntariness of participation; 
(6) Tho presence or absence of 

rehabilitation and other pertinent 
behavioral changes; 

(7) The motivation for tho conduct; 
(8) The potential for pressure, 

coercion, exploitation, or duress; 
(9) The likelihood olf continuation of 

recurrence. 
(b) Each case must bo judged on its 

own merits, and final deterrhination 
remains the responsibility of the 
specific department or agency. Any 
doubt as to whether access to classified 
information is clearly consistent with 
national security w i l l be resolved in 
favor of the national security, 

(c) The ultimate determination of 
whether the granting or continuing of 
eligibility for a security clearance is 
clearly consistent with the interests of 
national security must be an overall 
common sense determination based 
upon careful consideration of the 
following, each of which is to be 
evaluated in tlie context of the whole 
person, as explained further below: 

(1) Guideline A: Allegiance to the 
United States. 

(2) Guideline B: Foreign influence. 
(3) Guideline C: Foreign preference. 
(4) Guideline D: Sexiial behavior. 
(5) Guideline E: Personal conduct. 
(6) Guideline F: Financial 

considerations. 
(7) Guideline G: Alcohol 

consumption. 
(8) Guideline H: Drug involvement. 
(9) Guideline I : Emotional, mental, 

and personality disorders. 
(10) Guideline J: Criminal conduct, 
(11) Guideline K: Security violations. 
(12) Guideline L: Outside activities. 
(13) Guideline M: Misuse of 

Information Technology Systems, 
(d) Although adverse information 

concerning a single criterion may not be 
sufficient for an imfavorable 
determination, the individual may be 
disqualified i f available information 
reflects a recent or recurring pattern of 
questionable judgment, irresponsibility, 
or emotionally unstable behavior. 
Notwithstanding, the whole person 
concept, pursuit of further 
investigations may be terminated by an 
appropriate adjudicative agency in the 
face of reliable, significant, 
disqualifying, adverse information. 

(e) When infonnation of security 
concern becomes known about an 
individual who is currently eligible for 
access to classified information, the 
adjudicator should consider whether the 
person. 

(1) Voluntarily reported the 
information; 

(2) Was truthful and complete in 
responding to quesUons; 
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(3) Sought assistance and followed 
professional guidance, where 
appropriate; 

(4) Resolved or appears likely to 
favorably resolve the security conaim; 

(5) Has demonstrated positive changes 
in behavior and employment; 

(6) Should have his or her access 
temporarily suspended pending final 
adjudication of the information. 

(f) If after evaluating information of 
security concern, the adjudicator 
decides that tho information is not 
serious enough to warrant a 
recommendation of disapproval or 
revocation of the security clearance, it 
may be appropriate to recommend 
approval with a warning that future 
incidents of a similar nature may reisuh 
in revocation of access. 

§ 147.3 Guideline A—Allegiance to the 
United States. 

(a) The concern. An individual must 
be of unquestioned allegiance to the 
United States, The willingness to 
safeguard classified infonnation is in 
doubt if there is any reason to suspect 
an individual'? allegiance to the Untied 
States. 

(b) Contfjuons that could raise a 
security concern and may hie 
disqualifying inc}ude:.{l) Involvement 
in any act of sabotage, espionage, 
treason, terrorism, sedition, or other act 
whose aim is to overthrow the 
Government of the United States or alter 
the form of government by 
imconstitutional means; 

(2) Association or sympathy with 
persons who are attempting to commit, 
or who are committing, any of the above 
acts; , 

(3) Association or sympathy with 
persons or organizations that advocate 
the overthrow of the United States 
Government, or any state or subdivision, 
by force or violence or by other 
imconstituiional means; 

(4) Involvement in activities which 
unlawfully advocate or practice the 
commission of acts of force or violence 
to prevent otbere from exercising their 
rights under the Constitution or laws of 
the United States or of any state. 

(c) Conditions that could mitigate 
security concerns include: (l) The 
individual was unaware of the unlawful 
aims of the individual or organization 
and severed ties upon learning of these; 

(2) The individual's involvement was 
only with the lawful or humanitarian 
aspects of such an organization; 

(3) Involvement in the abdve activities 
occurred for only a short period of time 
and was attributable to curiosity or 
academic interest: 

(4) "The person has had no recent 
involvement or association with such 
activities. 

§ 147.4 Guideline B—Foreign Influence. 

(a) The concern. A security risk may 
exist when an individual's immediate 
family, including cohabitants and other 
persons to whpm he or she may be 
bound by affection, influence, or 
obligation are not citizens of the Untied 
States or may be subject to duress. 
These situations could create the 
potential for foreign influence that 
could result in the compromise of 
classified infonnation. Contacts with 
citizens of other countries or financial 
interests in other coimtries are also 
relevant to security determinations if 
they make an individual potentially 
vulnerable to coercion, exploitation, or 
pressure. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: {1) An immediate 
family member, or a person to whom the 
individual has close ties of affection or 
obligation, is a citizen of, or resident or 
present in. a foreign country; 

(2) Sharing living quarters with a 
person or persons, regardless of their 
citizenship status, if the potential for 
adverse foreign influence or duress 
exists; 

(3) Relatives, cohabitants, or 
associates who are connected with any 
foreign government; 

(4) Failing to report, where required, 
associations with foreign nationals; 

(5) Unauthorized association with a 
suspected or knovm collaborator or 
employee of a foreign intelligence 
service; 

(6) Conduct which may make the 
individual vulnerable to coeicion. 
exploitation, or pressure by a foreign 
government; 

(7) Indications that representatives or 
nationals from a foreign country are 
acting to increase the vulnerability of 
the individual to possible future 
exploitation, coercion or pressure; 

(8) A substantial financial interest in 
a country, or in any foreign owned or 
operated business that could make the 
individual vulnerable to foreign 
influence. 

(c) Conditions that could mitigate 
security concerns include: (1) A 
determination that the immediate family 
memberCs) (spouse, father, mother, sons, 
daughters, brothers, sistere). cohabitant, 
or associatels) in question are not agents 
of a foreign power or in a position to be 
exploited by a foreign oower in a way 
that could force the individual to choose 
between loyalty to the person(s) 
involved and the United States; 

(2) Contacts with foreign citizens are 
the result of official United States 
Government business; 

(3) Contact and correspondence with 
foreign citizens are casual and 

^^^['niB individual has promptly 
complied with existing agency 
requirements regarding the reporting of 
contacts, requests, or threats from 
persons or organizations from a foreign 
country; 

(5) Foreign financial interests are 
minimal and not sufficient to affect the 
individual's security responsibilities. 
§ 147.5 Guideline G—Foreign preterance. 

(a) The concern. When an individual 
acts in such a way as to indicate a 
preference for a foreign country over the 
United States, then he or she may be 
prone to provide infonnation or make 
decisions that are harmful to the 
interests of the United States. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: 

(1) The exercise of dual citizenship: 
(2) Possession and/or use of a foreign 

passport; 
(3) Military service or a willingness tc 

bear arms for a foreign country; 
(4) Accepting educational, medical, o; 

other benefits, such as retirement and 
social welfare, fi-om a foreign country; 

(5) Residence in a foreign country to 
meet citizenship requirements; 

(6) Using foreign citizenship to 
protect financial or business interests ii 
another country; . , tc 

(7) Seeking or holding political office 
in the foreign country; 

(8) Voting in foreign elections; 
(9) Performing or attempting to 

perform duties, or otherwise acting, so 
as to serve the interests of another 
government in preference to the 
interests of the United Slates. 

(c) Conditions that could mitigate 
security concerns include: (1) Dual 
citizenship is based solely on parents" 
citizenship or birth in a foreign counti 

(2) Indicators of possible foreign 
preference (e.g.. foreign military servic 
occurred before obtaining United Statt 
citizenship; 

(3) Activity is sanctioned by the 
United States; 

(4) Individual has expressed a 
willingness to renounce dual 
citizenship. 
§ 147.6 Guidance O-Sexual behavior. 

(a) The concern. Sexual behavior is 
security concern if it involves a crimi 
offense, indicates a personality or 
emotional disorder, may subject the 
individual to coercion, exploitation, > 
duress, or reflects lack of iudgment o 
discretion.! Sexual orientation or 

> Tha adjudicator should also consider guide] 
panaining to «lmln«l conduct (Guidsllne J) an 
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prefeience may not be used as a basis 
for or a disqualifying factor in 
determining a person's eligibility for a 
security clearance. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: (1) Sexual 
behavior of a criminal nature, whether 
or not the individual has been 
prosecuted; 

(2) Compulsive or addictive sexual 
behavior when the person is unable to 
stop a pattern or seff-destnictive or 
high-risk behavior or that which is 
symptomatic of a personally disorder; 

(3) Sexual behavior that causes an 
individual to be vulnerable to coercion, 
exploitation, or duress; 

[4] Sexual behavior of a public nature 
and/or that which reflects lack of 
discretion or judgment. 

(c) Conditions that could mitigate 
security concerns include: (l) The 
behavior occurred during or prior to 
adolescence and there is no evidence of 
subsequent condua of a similar nature; 

(2) "The behavior was not recent and 
there is no evidence of subsequent 
conduct of a similar nature; 

(3) There is no other evidence of 
questionable judgment, irresponsibility, 
or emotional instability: 

(4) The behavior no longer serves as 
a basis for coercion, exploitation, or 
duress. 

§ 147,7 Quidenne E—Personal conduct. 
(a) The concern. Conduct involving 

questionable judgment, 
untrustworthiness. unreliability, lack of 
candor, dishonesty, or unwillingness to 
comply with rules and regulations could 
indicate that the person may not 
properly safeguard classified 
information. The following will 
normally result in an unfavorable 
clearance action or administrative 
termination of further processing for 
clearance eligibility: * 

(1) Refusal to imdeigo or cooperate 
with required security processing, 
including medical and psychological 
testing; 

(2) Kefusal to complete required 
security forms, releases, or provide full. 
&ank_and truthful answers to lawfiil 
questions of investigators, security 
officials or other representatives ia 
connection with a personnel security or 
tnistworthiness determination. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying also include: (i) Reliable, 
unfavorable information provided by 
associates, employers, coworkers, 
neighbors, and other acquaintances; 

DMntal uid per»on»llty disordsn 
(Cuidaline I) in detatmlning how to retolvB tho 
"curity coocmns tabed by MXUBI behavior. 

(2) The deliberate omission, 
concealment, or falsification of relevant 
and material facts &t>m any personnel 
security questionnaire, personal histoiy 
statement, or similar form used to 
conduct investigations, determine 
employment qualifications, award 
benefits or status, determine security 
clearance eligibility or trustworthiness, 
or award fiduciary responsibilities; 

(3) Deliberately providing false or 
misleading information concerning 
relevant and material matters to an 
investigator, security official, competent 
medical authority, or other 
representative in coimection with a 
persormel security or trustworthiness 
determination; 

(4) Personal conduct or concealment 
of information that may increase an 
individual's vulnerability to coercion, 
exploitation, or duties, such as eiigaging 
in activities which, if known, may affect 
the person's personal, professional, or 
commimity standing or render the 
person susceptible to blackmail; 

(5) A pattern of dishonesty or rule 
violations, including violation of any 
written or recorded agreement made 
between the individual and the agency; 

(6) Association with persons involved 
in criminal activitv. 

(c) Conditions that could mitigate 
security concerns include: (1) The 
information was unsubstantiated or not 
pertinent to a determination of 
judgment, trustworthiness, or reliability; 

(2) The falsification was an isolated 
incident, was not recent, and the 
individual has subsequently provided 
correct information voluntarily; 

(3) The individual made prompt, good 
faith efforts to correct the falsification 
before bein^ confronted with the facts: 

(4) Omission of material facts was 
caused or significantly contributed to by 
improper or inadequate advice of 
autnorized personnel, and the 
previously omitted information was 
promptly and fully provided: 

(5) The individual has taken positive 
steps to significantly reduce or 
eUininate vulnerability to coercion, 
exploitation, or duress: 

(6) A refusal to cooperate was based 
on advice from legal counsel or other 
officials that the individual was not 
required to comply with security 
processing requirements and, upon , 
being made aware of the requirement, 
fully and truthfully provided the 
requested information; 

17) Association with persons involved 
in criminal activities has ceased. 

$147.8 Guideline r^inaneial 
considerations. 

(a) The concern. An individual who is 
financially overextended is at risk of 

having to engage in illegal acts to 
generate funds. Unexplained affluence 
is often linked to proceeds from 
financially profitable criminal acts. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: (1) A history of 
not meeting financial obligations; 

(2) Deceptive or illegalfinancial 
practices such as embezzlement, 
employee theit, check fraud, income tax 
evasion, expense account fraud, filing 
deceptive loan statements, and other 
intentional financial breaches of trust: 

(3) InabiUty or unwillingness to 
satisfy debts; 

(4) Unexplained affluence; 
(5) Financial problems that are linked 

to gambling, drug abuse, alcoholism, or 
ot^r issues of security concern. 

(c) Conditions that-could mitigate 
security concerns include: (1) The 
behavior was not recent; 

(2) It was an isolated incident; 
(3) The conditions that resulted in the 

behavior were largely beyond the 
person's control (e.g., loss of 
employment, a business downtrun, 
imexpected medical emergency, or a 
death, divorce or'separation); 

(4) The person has received or is 
receiving counseling for the problem 
and there are clear indications that the 
problem is being resolved or is under 
control; 

(5) The affluence resulted from a legal 
source; 

(6) The individual initiated a good-
faith effort to repay overdue creditors or 
otherwise resolve debts. 

§147.9 Guideline O-^lcohol 
consumption. 

- (a) The concern. Excessive alcohol 
consumption often leads to the exercise 
of questionable judgment, unreliability, 
failure to control impulses, and-
increases the risk of imauthorized 
disclosure of classified information due 
to carelessness, 

(b) Conditions that could raise a 
secunty concern and may be 
disqualifyiiig include: {i) Alcohol-
related incidents away from work, such 
as driving while under the influence, 
fighting, child or spouse abuse, or other 
criminal incidents related to alcohol 
use; 

(2) Alcohol-related incidents at work, 
such as reporting for work or duty in an 
intoxicated or impaired condition, or 
drinking on the job; 

(3) Diagnosis by ^ credentialed 
medical professional (e.g., physician, 
clinical psychologist, or psychiatrist) of 
alcohol abuse or alcohol dependence; 

(4) Evaluation of alcohol abuse or 
alcohol dependence by a licensed 
clinical social worker who is a staff 
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member of a recognized alcohol 
treatment program; 

(5) Habituator binge consumption of 
alcohol to the point of impaired 
judjpent; 

(6j Consumption of alcohol, 
subsequent to a diagnosis of alcohohsm 
by a credentialed medical professional 
and following completion of an alcohol 
rehabilitation program. 

(c) Conditions mat could mitigate 
security concerns include: (1) "The 
alcohol related incidents do not indicate 
a pattern; 

(2) The problem occurred a number of 
years ago and there is no indication of 
a recent problem; 

(3) Positive changes in behavior 
supportive of sobriety; 

(4) Following diagnosis of alcohol 
abuse or alcohol dependence, the 
individual has successfully completed 
impatient oroutpatient rehabilitation 
along with aftercare requirements, 
participates frequently in meetings of 
Alcoholics Anonymous or a similar 
organization, has abstained from alcohol 
for a period of at least 12 months, and 
received a favorable prognosis by a 
credentialed medicafprofessional or a 
licensed clinical social worker who is a 
staff member of a recognized alcohol 
treatment program. 

§ 174.10 Guideline H—Dmg involvement 
(a) The concern, (l) Improper pr 

illegal involvement with drugs raises 
questions regarding an individual's 
willingness or ability to protect 
classified information. Drug abuse or 
dependence may impair social or 
occupational functioning, increasing the 
risk of ah unauthorized disclosure of 
classified information. 

(2) Drugs are defined as mood and 
behavior altering substances, and 
include: 

(1) Drugs, materials, and other 
chemical compounds identified and 
listed in the Controlled Substances Act 
of 1970, as amended (e.g., marijuana or 
cannabis, depressants, narcotics, 
stimulants, and hallucinogens), 

(ii) Inhalants and other similar 
substances. 

(3) Drug abuse is the illegal use of a 
drag or use of a legal drug in a manner 
that deviates from approved medical 
direction. 

(b) Conditions that could raise a 
security concern an<̂  may be 
disqualifying include: (1) Any drug 
abuse (see above definition); 

(2) Illegal drug possession, including 
cultivation, processing, manufaaure. 
purchase, sale, or distribution; 

(3) Diagnosis by a credentialed 
medical professional (e.g., physician, 
clinical psychologist, or psychiatrist) of 
drug abuse or drug dependence; 

(4) Evaluation of drug abuse or drug 
dependence by a licensed clinical social 
worker who is a staff member of a 
recognized drug treatment program; 

(5j Failure to successfully complete a 
drug treatment program prescribed by a 
credentialed medical professional. 
Recent drug involvement, especially 
folloviring tiie granting of a security 
clearance, or an expressed intent not to 
discontinue use, will aliAost invariably 
result in an imfavorable determination. 

(c) Conditions that could mitigate 
security concerns include: (1) The drug 
involvement was not recent; 

(2} The drug involvement was an 
isolated or aberration event; 

(3) A demonstrated intent not to abuse 
anv drugs in the fiiture; 

(4) Satisfactory completion of a 
prescribed drug treatment program, 
including rehabilitation and anercare 
requirements, without recurrence of 
abuse, and a favorable prognosis by a 
credentialed medical professional. 

S 147.11 Guideline I—Emotional, mental, 
and personality disorders. 

(a) The concern: Emotional, mental, 
and personality disorders can cause a 
signifiicant deficit in an individual's 
psychological, social and occupation 
functioning. These disorders are of 
security concern because they may 
indicate a defect in judgment, 
reliability, or stability. A credentialed 
mental health professional (e.g., clinical 

Esychologist or psychiatrist), employed 
y. acceptable to or approved by the 

government, should be utilized in 
evaluating potentially disqualifying and 
mitigating information fully and 
properly, and particularly for 
consultation with the individual's 
mental health care provider. 
' (b) Conditions that could raise a 

security concern and may be 
disquaJifying include: (1) An opinion by 
a credentialed mental health 
professional that the individual has a 
condition or treatment that may indicate 
a defect in judgment, reliability, or 
stability; 

(2) IiiuormaUon that suggests that an 
individual has failed to follow 
appropriate medical advice relating to 
treatment of a condition, e.g., failure to 
take prescribed medication; 

(3) A pattern of high-risk, 
irresponsible, aggressive, anti-sodal or 
emotionally unstable behavior; 

(4) Informatioii that suggests that the 
individual's current behavior indicates a 
defect in his or her judgment or 
reliability. 

(c) Conditions that could mitigate 
security concerns include: (1) There is 
no indication of a current problem; 

(2) Recant opinion by a credentialed 
mental health professional that an 

individual's previous emotional, 
mental, or personality disorder is cured, 
imder control or in remission and has a 
low probability of recurrence or 
exacerbation; 

(3) The past emotional instabihty was 
a temporary condition (e.g., one caused 
by a death, illness, or marital breakup), 
the situation has been resolved, and the 
individual is no longer emotionally 
unstable. 

§ 147.12 Guideline J—Criminal conduct 
(a) The concern, A history or pattern 

of criminal activity creates doubt about 
a person's judgment, reliability and 
trustworthiness. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: (l) Allegations or 
admissions of criminal conduct, 
regardless of whether the person was 
formally charged; 

(2) A single serious crime or multiple 
lesser offenses, 

(c) Conditions that could mitigate 
security concerns include: (l) The 
criminal behavior was not recent; 

(2) The crime was an isolated 
incident; 

(3) The person was pressured or 
coerced into committing the act and 
those pressures are no longer present in 
that person's life: 

(4) The person did not voluntarily 
commit the act and/or the factors 
leading to the violation are not Ukely to 
recur; 

(5) Acquittal; 
(6) There is clear evidence of 

successful rehabilitation. 

§ 147.13 Guideline K—Security violaUons. 
(a) The concern. Noncompliance with 

security regulations raises doubt about 
an individual's trustworthiness, 
willingness, and ability to safeguard 
classified ioformation. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include. (1) Unauthorized 
disclosure of classified information: 

(2) Violations that are deliberate or 
multiple or due to negligence. 

(c) Conditions that could mitigate 
security concerns include actions that: 
(1) Were inadvertent; 

(2) Were isolated or infrequent; 
(3) Were due to improper or 

inadequate training; 
(4) Demonstrate a positive attitude 

towards the discharge of security 
responsibilities, 

5147.14 Quidelfne L—Outside activities. 
(a) The concern. Involvement in 

certain types of outside employment or 
activities is of security concern if it 
poses a conflict with an individual's 
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security responsibilities and could 
create an increased risk of unauthorized 
disclosure of classified information, 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include any sendee, 
whether compensated, volunteer, or 
employment with: (1) A foreign country; 

(2) Any foreign national; 
(3) A representative of any foreign 

interest: 
(4) Any foreign, domestic, or 

international organization or person 
engaged in analysis, discussion, or 

Sublication of material on intelligence, 
efense, foreign affairs, or protected 

technology, 
(c) Conditions that could mitigate 

security concerns include: (1) 
Evaluation of the outside employment 
or activity indicates that it does not pose 
a conflict with an individual's security 
responsibilities: 

(2) The individual terminates the 
employment or discontinues the activity 
upon being notified that it is in conflict 
with his or her security responsibilities. 

$147.15 Guideline M—Misuse of 
Information technology systems. 

(a) The concern. Noncompliance with 
rules, procedures, guidelines, or 
regulations pertaining to information 
technology systems may raise security 
concerns about an individual's 
trustworthiness, willingness, and ability 
to property protect classified systems, 
networks, and information. Information 
Technology Systems include all related 
equipment used for the communication, 
transmission, processing, manipulation, 
and storage of classified or sensitive 
information. 

(b) Conditions that could raise a 
security concern and may be 
disqualifying include: (1) Illegal or 
unauthorized entry into any information 
technology system: 

(2) lUegal or unauthorized 
modification, destruction, manipulation 
or denial of access to information 
residing on an information tedinology 
system; 

(3) Removal (or use) of hardware, 
software, or media from any information 
technology system without 
authorization, when specifically 
prohibited by rules, procedures, 
guidelines or regulations: 

(4) Introductioii of hardware, 
software, or media into any information 
technology system without 
authorization, when specifically 
prohibited by rules, procedures, 
guidelines or regulations. 

(c) Conditions that could mitigate 
security concerns include: (l) The 
misuse was not recent or significant; 

(2) The conduct was imintentional or 
inadvertent; 

(3) The introduction or removal of 
media was authorized: 

(4) The misuse was an isolated event; 
(5) The inisuse was followed by a 

prompt, good faith effort to correct the 
situation. 

Subpart B—Investigative Standards 

§147.18 Introduction. 
The following investigative standards 

are established for all United States 
Government civilian and military 
personnel, consultants, contractors, 
employees of contractors, licensees, 
certificate holders or grantees and their 
employees and other individuals who 
require access to classified Information, 
to include Sensitive Compartmented 
Information and Special Access 
Programs, and are to be used by 
government departments and agencies 
as the investigative basis for final 
clearance determinations. However, 
nothing in these standards prohibits en 
agency from using any lawfiil 
investigative procedures in addition to 
these requirements in order to resolve 
any issue identified in the course of a 
background investigation or 
reinvestigation. 

§ 147.19 The three standards. 
There are three standards (Attachment 

D to this subpart part simimarizes when 
to use each one): 

(a) The investigation and 
reinvestigation standards for "L" access 
authorizations and for access to 
confidential and secret (including all 
secret-level Special Access Programs not 
specifically approved for enhanced 
investigative requirements by an official 
authorized to establish Special Access 
Programs by section in 4.4 of Executive 
Order 12958) (60 FR 19825, 3 CFR 1995 
Comp., p, 33); 

(b) The investigation standard for"Q" 
access authorizations and for access to 
top secret (including top secret Special 
Access Programs) and Sensitive 
Compartmented Information; 

(c) The reinvestigation standard for 
continued access to the levels listed in 
paragraph (b) of this section. 
fi 147.20 Exception to periods o( coverage. 

Some elements of standards specify a 
period of coverage (e.g. seven years). 
Where appropriate, such coverage may 
be shortened to the period from the 
subject 's eighteenth birthday to the 
present or to two years, whichever is 
longer, 

§ 147,21 expanding investigations. 
Investigations and reinvestigations 

may be expanded under the provisions 

of Executive Order 12968 (60 FR 40245, 
3 CFR 1995 Comp., p. 391) and other 
applicable statutes and Executive 
Orderis. 

§147.22 Transferabinty. 
Investigations that satisfy the 

requirements of a given standard and 
are current meet the investigative 
requirements for all levels specified for 
the standard. They shall be mutually 
and reciprocally accepted by all 

. agencies. 

§147.23 Breaks In service. 
If a person who requires access has 

been retired or separated from U.S. 
government employment for less than 
two years and is the subject of an 
investigation that is otherwise current, 
the agency regranting the access will, as 
a minimum, review an updated 
Standard Form 86 and applicable 
records. A reinvestigation is not 
required unless the review indicates the 
person may no longer satisfy the 
standards of Executive Order 12968 (60 
FR 40245, 3 CFR 1995 Comp., p. 391); 
(Attachment D to dus subpart. Table 2). 
§ 147.24 The national agency check. 

The National Agency Check is a part 
of all investigations and 
reinvestigations. It consists of a review 
of; 

(a) Investigative and criminal histoiy 
files of the FBI, including a technical 
fingerprint search; 

(b) OPM's Security/Suitability 
Investigations Index; 

(c) DoD's Defense Clearance and 
Investigations Index: 

(d) Such other national agencies (e.g., 
CIA, INS) 8s appropriate to the 
individual's background. 
Attachment A to Subpart B—Standard A— 
National Agency Check With Local Agency 
Checks and Credit Check (NACLC) 

(a) Applicability. Standard A applies to 
investigations and icinvestigations for; 

(1) Access to CONFIDENTIAL and SECRET 
(including all SECRET-lovuI Special Access 
Programs not specifically approved fiir 
enhanced investigative rtiquitements by an 
official authorized to establish Special 
Access Programs by sect. 4.4 of Executive 
Order 12958) (60 FR 10825, 3 CFR 1995 
Comp., p, 333); 

(2) "L" access authorizations. 
(b) For Beinvestigation: When to 

Reinvestigate. The reinvestigation may be 
initiated at any time following completioD of, 
but not later than ten years (fifteen years for 
CONFIDEN-nAL) from the date of, the 
previous investigation or ruinvestigation. 
(Attachment D to this :iubpart. Table 2. 
reflects the specific "roquirfmcnts for when to 
request a njinveotigation, including when 
tliert has been a break in service,] 

(c) Investigative Requirements. 
Investigative requirements ere as follows: 
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(1) Completion of Farms: Completion of 
Standard Fonn 86, including applicable 
releases and supporting documentation, 

(2) ATatio/io/Agency CAecJc; Completion of 
a National Agency Check. 

(3) Financial Review: Verification of the 
subject s financial status, including credit 
bureau checks covering all locations where 
the subject has resided, been employed, or 
attended school for six months or more for 
the past seven years. 

(4) Date and Place of Birth: Conoboiation 
of date and place of birth through a check of 
appropriate documentation, if not completed 
in any previous investigation; a check of 
Bureau of Vital Statistics records when any 
discrepancy is found to exist. 

(5) Local Agency Checks: Asa minimum, 
all investigations will inchide checks of law 
enforcement agencies having jurisdiction 
where the subject has lived, worked, and/or 
attended school within the last five years, 
and, if applicable, of the appropriate agency 
for any Identified arrests. 

(d) Expanding the Investigation: The 
investigation may be expanded if necessary 
to determine if access is clearly consistent 
with the national security. 
Attachment B to Subpart B-^tandard B— 
Single Scope Background Investigation 
(SSBI) 

(a) Applicability. Standard B applies to 
initial investigations for: 

(1) Access to TOP SECRET (including TOP 
SECRET Special Access Programs) and 
SensitivB Compartment Information; 

(2) "Q" access authoriMtions. 
(b) Investigative Requirements. 

Investigative requirements are as follows; 
(1) Completion of Forms: Completion of 

Standard Form 86. Including applicable 
releases and supporting documentation. 

(2) National Agency Checir; Completion of 
a National Agency Check. 

(3) National Agency Check for the Spouse 
or Cohabitant (if applicable): Completion of 
a National Agency Check, without fingerprint 
cards, for the spouse or cohabitant, 

(4) Date and Place of Birth: Corroboration 
of date and place of birOi through a check of 
spptopriate documentation; a check of 
Bureau of Vital Statistics records when any 
discrepancy is found to exist. 

(5) Citizenship: For individuals born 
outside the United States, verification of US 
citizenship directly from the appropriate 
registration authority: verification of US 
citizenship or legal status of foreign-bom 
immediate family membeis (spouse, 
cohabitant, father, mother, sons, daughters, 
brothers, sisters). 

(6) Education: Corroboration of most recent 
or most significant claimed attendance, 
degree, or diploma. Interviews of appropriate 
educational sources if education is a primary 
activity of the subject during the most recent 
three years. 

(7) fmpteyment; Verification of all 
employments for the past seven years; 
personal interviews of sources (supervisors, 
coworkers, or both) for each employment of 
six months or more; corroboration through 
records or sources of alt periods of 
unemployment exceeding sixty days;_ 
verification of all prior federal and military 

service, including discharge type. For 
military members, all service within one 
branch of the armed forces will be considered 
as one employment, regardless of 
assignments, 

(8) References: Four references, of whom at 
least two are developed; to ihe extent 
practicable, all should have social knowledge 
of the subject and collectively span at least 
the last seven years. 

(9) Former Spouse: An interview of any 
former spouse divorced within the last ten. 
years. 

(10) Neighborhoods: Confirmation of all 
residences for die last three years through 
appropriate interviews with neighbors and 
through records reviews. 

(11) Financial Review: Verification of the 
subject's financial status, including credit 
bureau checks covering all locations where 
subject has resided, been employed, and/or 
attended school for six montlis or mora for 
the last seven years. 

(12) Local Agency Checks: A check of 
appropriate criminal history records covering 
all location* where, for die last ten years, the 
subject has resided, been employed, and/or 
attended school for six months or more, 
including current residence regardless of 
duration. 

Note: If no residence, employment, or 
education exceeds six months, local agency 
checks should be performed as deemed 
appropriate. 

(13) PUWJC Accords; Verification of 
divorces, bankruptcies, and other court 
actions, whether civil or criminal, involving 
the subject. 

(14) Subjea Interview: A subject interview, 
conducted by trained security, investigative, 
or counterintelligence personnel. During the 
investigation, additional subject interviews 
may be conducted to collect relevant 
information, to resolve significant 
inconsistencies, or both. Sworn statements 
and unsworn declarations may be taken 
whenever appropriate, 

(15) Polygraph (only in agencies witJi 
approved personnel security polygraph 
programs): In departments or agencies with 
policies sanctioning the use of the polygraph 
for personnel security purposes, the 
investigation may include a polygraph 
examination, conducted by a qualified 
polygraph examiner, 

(c) Expanding the Investigation. The 
investigation may be expanded as necessary. 
As appropriate, interviews with anyone able 
to provide information or to resolve issues, 
including but not limited to cohabitants, 
relatives, psychiatrists, psychologists, other 
medical professionals, and law enforcement 
professionals may be conducted. 

Attachment C to Subpart B—Standard C— 
Single Scope Background Investigation 
Periodic Beinvestigatiott.(SSBI-PK) 

[a) Applicability. Standard C applies to 
reinvestigation for; 

11) Access to TOP SECRET (Including TOP 
SECRET Special Access Programs) and 
Sensitive Compartmented Information: 

(2) "Q" access authorizations. 
(b) When to Reinvestisoie. The 

reinvestigation may bo initiated at any time 
following completion of, but not later than 

five years from the dale of, the^revious 
investigation (see Attachment D to this 
subpart, Table 2), 

(c) HeinvBStigatJ've Reijuirements. 
Reinvestigative requirements are as follows; 

(1) Completion of Forms: Completion of 
Standard Form 86, including applicable 
releases and supporting doaimentation. 

(2) National Agency Check: Completion of 
a National Agency Check (fingerprint cards 
arc required only if there has not been a 
previous valid technical check of the FBI). 

(3) National Agency Check for the Spouse 
or Cohabitant (if applicable): Completion of 
a National Agency Check, without fingerprint 
cards, for the spouse or cohabitant. Tha 
National Agency Check for the spouse or 
cohabitant is not required if already 
completed in conjunction with a previous 
investigation or relnvestigaiioh. 

(4) EmpJoyment; Verification of all 
employments since the last investigation. 
Attempts to interview a sufficient number of 
sources (supervisors, coworkers, or both) at 
all employments of six months or more. For 
military members, all services within one 
branch of the armed forces will be considered 
as one employment, regardless of 
assignments, ^ 

(5) References: Interviews with two 
character referencos who arc knowledgeable 
of the siibject; at least one will be a 
developed reference. To the extent practical, 
both should have social knowledge of the 
subject and collectively span the entire 
period of the reinvestigation. As appropriate, 
additional interviews may bo conducted, 
including with cohabitants and relatives. 

(6) Neighborhoods: Intervievirs of nwo 
neighbors in the vicinity of the subject's most 
recent residence of six months or more. 
Confirmutioh of current residence regardless 
of length. 

(7) Financial Review:—Financial Status: 
Verification of the subject's financial status, 
including credit bureau checks covering all 
locations where subject has resided, been 
employed, and/or attended school for six 
months or more for the period covered by the 
reinvestigation; 

(ii) Check of Tt^sury's Financial Data 
Base: Agencies may request the Department 
of the Treasury, under terms and conditions 
prescribed by the Secretary of the Treasury, 
to search automated data bases consisting of 
reports of currency transactions by financial 
institutions, international transportation of 
currency or monetary instruments, foreign 
bank and financial accounts, and transactions 
under 510,000 that are reported as possible 
money laundering violations. 

(8) Locol Agency Checks: A check of 
appropriate criminal history records covering 
all locations where, during the period 
covered by the reinvestigation, the subject 
has resided, been employed, and/or attended 
school for six months or more, including 
current residence regardless of duration. 
(Note; If no residence, employment, or 
education exceeds six months, local agency 
checks should be performed as deemed 
appropriate.) 

(9) Former Spouse: An interview with any 
fonner spouse unless the divorce took place 
before the date of the last investigation or 
reinvestigation. 
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(10) Public Records: Verification of 
divorces, baokruptdes, and other court 
actions, wbethn- civil or criminal, involving 
the subject since the date of the last 
investigation, 

(11) Subject Interyiew:.A subject interview, 
conducted by trained security, investigative, 
or counterintelligence personnel. During the 

reinvestigation, additional subject interviews 
may be conducted to collect relevant 
information, to resolve sigziificant 
inconsistencies, or both. Sworn statements 
and unsworn declarations may be taken 
whenever appropriate. 

(d) Expanding the Reinvestigadon: The 
reinvestigation may be expanded as 

nooessaiy. As appropriate, interviews with 
anyone able to provide infonnaUoa or to 
resolve issues, including but not bmited to 
cohabitants, ralatives, psychiatrists, 
psychologists, other medical professionals, 
and law enforcement professionals may be 
conducted. 

Attachment D to Subpart B—Decision Tables 

TABLE 1 .—WHICH INVESTIGATION TO REQUEST 

If ttie requirement is for And the person has ttiis 
access Based on this Investigation 

Then the inves­
tigation required 

is 
Using 

standard 

None None . NACLC A 

Outof dateNACLCor 
n 

SSBI. 
Corn. Sec: •'L" 

Top Secret, SCI; "Q" „.. None None . SSBI B 
None; Cont, Sec; "L" Current or out of date 

B 

NACLC 
Out of date SSBI 

TS, SCI; "Q" SSBI-PR C 

TABLE 2.—REINVESTIGATION REQUIREMENTS 

If the requirement Is for 

Coniidentlal 

Secret; "L" 

Top Secret, SCI; "Q" 

And the age of the Investigation is 

0 to 14 years. 11 mos 
15 yrs. or more 
Oto 9 yrs 11 mos 
10 yrs. or more 
0 to 4 yrs. 11 mos 
5 yrs or mofe 

Type reouired if there has been a 
break In service ot 

0-23 months 

None (note 1) 
NACLC. 
None (note 1). 
NACLC 
None (note 1) 
SSBI-PR. 

- 24 
month's 
or more. 

NACLC 

SSBI 

Note: As a minimum, review an updated Standard Fom> 84 and applicat>la records. A reinvestigation (NACLC or SS8(-PR) Is not required un­
less ine review Indicates the person may no longer saHsty the standards ol Executive Order 12968. 

Subpiart C—Guidelines for Temporary 

§ 147.28 introduction. 
The following minimum investigative 

standards, implementing section 3.3 of 
Execvitive Order 12968. Access to 
Classified Information, are established 
for all United States Government and 
military personnel, consultants, 
contractors, subcontractors, employees 
of contractors, Ucensaes, certificate 
holders or grantees and their employees 
and other individuals who require 
access to classified infonnation before 
the appropriate investieatioii can be 
completed and a final determination 
made. 

5147.29 Temporary eHglblllty for access. 
Based on a justified need meeting the 

requirements of section 3.3 of Executive 
Order 12968, temporary eligibility for 
access may be granted before 
investigations are complete and 

vorably adjudicated, where official 
functions must be performed prior to 
completion of the investigation and 

adjudication process. The temporary 
eligibility will be valid undl completion 
of the investigaUon and adjudication; 
however, tha agency granting it may 
revoke it at any time based 
unfavorable information identified in 
the course of the investigation. 

{147.30 Temporary eligibility for access, at 
the confidential and secret levels and 
temporary eligibility for " L " access 
authorization. 

As a minimum, such temporary 
eligibility requires completion of the 
Standard Form 86, including any 
applicable supporting documentation, 
favorable review of the form by the 
appropriate adjudicating authority, and 
submission of a request for an expedited 
National Agency Chock with Local 
Agency Checks and Ĉ redit (NACLC). 

i 147.31 Temporary eligibility for accsss at 
tha top secret levels and temporary 
eligibility Tor "Q" access authorization: For 
someone wtio la the subject of a favorable 
Investigation not meeting the Investigative 
standards (or access at those levels. 

As a minimum, such temporary 
eligibility requires completion of the 
Standard Form 86, including any 
applicable supporting documentation, 
favorable review of the form by the 
appropriate adjudicatinc authority, and 
expedited submission of a request for a 
Single Scope Background Investigation 
(SSBI). 

§ 147.32 Temporary eligibility for access at 
the top secret and levels and temporary 
eligibility for "Q" access autnorization: For 
someone who Is not the siibjact of a 
current, favorable personnel or personnol-
aecurliy investigation of any kind. 

As a minimum, such temporary 
eligibility requires completion of the 
Standard Form 86, including any 
applicable supporting documentation, 
favorable review of the form by the 
appropriate adjudicating authority, 
immediate submission of a request for 
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immediate submission of a request for 
an expedited Single Scope Background 
Investigation (SSBI). and completion 
and favorable review by the appropriate 
adjudicating authority of relevant 
criminal history and investigative 
records of the Federal Bureau of 
Investigation and of information in the 
Security/Suitability Investigations Index 
(SII) and the Defense Clearance and 
Investigations Index (DQI). 

§ 147.33 Additional requirements by 
agencies. 

Temporary eligibility for access must 
satisfy these minimum investigative 
standards, but agency heads may 
establish additional requirements based 
on the sensitivity of the particular, 
identified categories of classified 
information necessary to perform the 
lawful and authorized functions that are 
the basis for granting temporary 
eligibility for access. However, no 
additional requirements shall exceed 
the corhmon standards for background 
investigations developed under section 
3.2(b) of Executive Order 12968. 
Temporary eligibility for access is valid 
only at the agency granting it and at 
other agencies who expressly agree to 
accept it and acknowledge 
understanding of its investigative basis. 
It is fiirtlier subject to limitations 
specified in sections 2,4(d) and 3,3 of 
Executive Order 12968, Aciess to 
Classified Information. 

Dated: January 22.1998. 
L.M. Bynun, 
i4/lernate OSD Federal Register Liaison 
Officer, Department of Defense. 
[FR Doc. 98-1955 Filed 1-29-98: 8:45 am) 
BILUNQ COOE 6000 V-t* 

DEPARTMENT OF DEFENSE 

Office of the Secretary 

32 CFR Part 148 

RIN0700-AG55 

National Policy on Reciprocity of 
Facilities and Guidelines for 
Implementation of Reciprocity 

AGENCY: Department of Defense. 
ACTION: Interim final rule. 

SUMMARY: This rule is published to 
make physical facilities available for 
reciprocal use in the storage of classified 
information. Once a facility has been 
certified as suitable for classified use by 
one organization, it may also be used by 
another for like purposes. No impact on 
the public is foreseen. 

DATES: This rule is effective September 
16,1997. Comments must be received 
by March 31,1998. 

ADORE&SES: Forward comments to the 
Security Policy Board Staff, 1215 
Jefferson Davis Highway, Suite llOl, 
Arlington, VA 22202. 
FOR FURTHER INFORMATION CONTACT: 
Mr. T. Thompson, 703-€02-fl969. 
SUPPl.EMB(TARY INFORMATION: 

Executive Order 12866, Regulatory 
Planning and Review 

It has been determined that this 
interim rule (32 CFR part 148) is not a 
significant regulatory action. The rule 
does not: 

(1) Have an annual effect to this 
economy of $100 million or more or 
adversely affect in a material way the 
economy; a section of the economy; 
productivity; competition; jobs the 
environment; public health or safety; or 
State, local, or tribal governments or 
communities; 

(2) Create a serious inconsistency or 
otherwise interfere with an action taken 
or planned by anotlier Agency; 

(3) Materially alter the budgetary 
impact of entitlements, grants, user fees, 
or loan programs, or the rights and 
obligations of recipients thereof; or 

(4) Raise novel legal or policy issues 
arising out of legal mandates, the 
President's priorities, or the principles 
set forth in this Executive Order. 

Public Law 96-354. Regulatory 
Flexibility Act (5 U.S.C. 601) 

It has been certified that this rule is 
- not subject to the Regulatory Flexibility 

Act (5 U.S.C, 601) because it would not, 
if promulgated, have a significant 
economic Impact on a substantial 
number of small entities. This pan will 
streamline personnel security clearance 
procedures and make the process more 
efficient: 

Public Law 96-511. Paperwork 
Reduction Act (44 U.S.C. Oiapter 35) 

It has been certified that this part does 
not impose any reporting or 
recordkeeping requirements under the 
Paperwork Reduction Act of li995. 

List of Subjects in 32 CFR Part 148 

Classified information. Investigations, 
Security measures. 

Accordingly, Tide 32 of the Code of 
Federal Regulations, Chapter I, 
subchapter C is amended to add part 
148 to read as follows: 

PART 148—NATIONAL POUCY AND 
IMPLEMENTATION OF RECIPROCITY 
OF FACILITIES 

Subpart Ar-Natlonal Policy on Reciprocity 
of Use and inspections of Facilities 
148.1 Interagency reciprocal acceptance 
145.2 Gassified programs. 
148.3 Security review. 
148.4 Policy documentation. 
148.5 Identification of the security policy 

board. 
148.6 Agency review. 
Subpart B—Guidelines for the 
Implementation and Oversight of the Policy 
on Reciprocity of Use and Inspections of 
Facilities 
148.10 General. 
148.11 Policy, 
148.12 Definitions. 
148.13 Responsibilities. 
148.14 Procedures. 

Authority: E.O, 12968 (60 FR 40245, 3 CFR 
1995 Comp , p. 391.) 

Subpart A—National Policy on 
Reciprocity of Use and Inspections of 
Facilities 

§ 148.1 Intergency reciprocal acceptance. 
Interagency reciprocal acceptance of 

security policies and procedures for 
approving, accrediting, and maintaining 
the secure posture of shared facilities 
will reduce aggregate costs, promote 
interoperability of agency security 
systems, preserve vitality of the U.S, 
industrial base, and advance national 
security objectives. 

§ 148.2 Classified programs-
Once a facility is authorized, 

approved, certified, or accredited, all 
U,S. Government organizations desiring 
to conduct classified programs at the 
facility at the same security level shall 
accept the authorization, approval, 
certification, or accreditation without 
change, enhancements, or upgrades. 
Executive Order. Safeguarding 
Direaives, National Industrial Security 
Program Operating Manual (NISPOM), 
the NISPOM Supplement, the Director 
of Centi-al Intelligence DiiBCtives, 
interagency agreements, sua»ssor 
documents, or other mutually agreed 
upon methods shall be the basis for 
such acceptance. 

§ 148.3 Security review. 
After initial security authorization, 

approval, certification, or accreditation, 
subsequent security reviews shall 
normally be conducted no more 
frequently tlian annually. 

Additionally, such reviews !;hall be 
aperiodic or random, and be based upon 
risk management principles..Security 
reviews may be conducted "for cause", 
to follow up on previous findings, or to 
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its antecedent orders, and the Atomic 
Energy Aa of 19S4, as amended. 

Cognizant Security Agency (CSA). 
Those agencies that nave been 
authorized by Executive Order 12829 to 
establish an industrial security program 
for the purpose of safeguarding 
classified information disclosed or 
released to industry. 

Cognizant Security Office (CSO). The 
office or offices delegated by the head of 
a CSA to administer industrial security 
in a contractor's facility on behalf of the 
CSA. 

Facility. An activity of a government 
agency or cleared contractor authorized 
by appropriate authority to conduct 
Classified operations or to perform 
classified work. 

Industry. Contractors. Ucensees. 
grantees, and certificate holders 
obligated by contiract or other written 
agreement to protect classified 
information under the National 
Industrial Security Program. 

National Security. The national 
defense and foreign relations of tho 
United States. 

Senior Agency Official. Those 
officials, pursuant to Executive Order 
12958. designated by the agency head 
who are assigned the responsibility to 
direct and administer the agency's 
information security program. 

accomplish close-out actions. Visits may 
be made to a facility to conduct security 
support actions, adininistrative 
inquiries, program reviews, and 
approvals as deemed appropriate by the 
cognizant security authority or agency. 

{148.4 Policy documentation. 
Agency heads shall ensure that any 

policy documents their agency issues 
setting out facilities security policies 
and procedures incorporate the policy 
set out herein, and that such policies are 
reasonable, effective, efficient, and 
enable and promote interagency 
reciprocity. 

% 148.fi IdenflfIcatlon of the security policy 
tiooid. 

Agencies which authorize, approve, 
certify, or accredit facilities shall 
provide to the Security Policy Board 
Staff a points of contact Ibt to include 
names and telephone numbers of 
personnel to be contacted for 
verification of authorized, approved, 
certified, or accredited facility status. 
The Security Policy Board Staff will 
publish a comprehensive directory of 
points of contact, -

5148.6 Agency review. 
Agencies will continue to review and 

assess the potential value added to the 
process of co-use of facilities by 
development of electronic data retrieval 
across government. As this review 
continues, agencies aeating or 
modifying facilities databases will do so 
in a manner which facilitates 
community data sharing, interest of 
national defense or foreign policy. 

Subpart B—Guidelines for the 
Implementation and Oversight of the 
Policy on Reciprocity of use and 
inspections of Facilities 

§14aiO General. 
(a) Redundant, overlapping, and 

duplicative policies and praaices that 
govern the co-use of facilities for 
classified purposes have resulted in 
excessive protection and unnecessary 
expenditure of funds. Lack of 
reciprocity has also impeded 
achievement of national security 
objectives and adversely affected 
*̂ ?̂ on̂ ic and technological interest. 

(b) Interagency reciprocal acceptance 
of security policies and procedures for 
approving, accrediting, and maintaining 
the secure posture of shared facilities 
will reduce the aggregate costs, promote 
interoperability of agency security 
systems, preserve the vitality of the U,S. 
industrial base, and advance national 
security objectives. 

(c) Agency heads, or their designee, 
are encouraged to periodically issue 

written affirmations in support of the 

Eolicies and procedures prescribed 
erein and in the Security Policy Board 

(SPB) policy, entitled ''Reciprocity of 
Use and Inspections of Facilities." 

(d) The policies and procedures 
prescribed herein shall be applicable to 
all agencies. This document does not 
supersede the authority of the Secretary 
of Defense under Executive Order 12829 
(58 FR 3479, 3 CFR 1993 Comp., p. 570); 
the Secretary of Energy or the Chairman 
of the Nuclear Regulatory Commission 
under the Atomic Energy Act of 1954, 
as amended; the Secretary of State 
under the Omnibus Diplomatic Security 
and Anti-TeiTorism Act of 1986; the 
Secretaries of the military departments 
and military department installation 
Commanders under the Internal 
Security Act of 1950; the Director of 
Central Intelligence under the National 
Security Act of 1847, as amended, or 
Executive Order 12333; the Director of 
the Information Security Oversight 
Office under Executive Order 12829 or 
Executive Order 12958 (60 FR 19825. 3 
CFR 1995 Comp., p, 333); or 
substantially similar authority 
instruments assigned to any other 
agency head, 

§148.11 Policy. 
(a) Agency heads, or their designee, 

shall ensure that security policies and 
procedures for which they are 
responsible are reasonable, effective, 
and efficient, and that those policies 
and procedures enable and promote 
interagency reciprocity. 

(b) To the extent reasonable and 
practical, and consistent with US law. 
Presidential decree, and bilateral and 
international obligations of the United 
States, the security requirements, 
restrictions, and safeguards applicable 
to industry shall be equivalent to those 
applicable within the Executive Branch 
of government, * 

(c) Once a facility is authorized 
approved, certified, or accredited, all 
government organizations desiring to 
conduct classified programs at the 
facility at tho same.security level shall 
accept the authorization, approval, 
certification, or accreditation without 
change, enhancements, or upgrades. 

S 148.12 Definitions. 
Agency. Any "executive agency." as 

defined in 5 U,S,C; 105: any "Military 
department" as defined in 5 U.S.C. 102; 
and any other entity within the 
Executive Branch that comes into 
possession of classified information. 

Classified Information. All 
infonnation that requires protection 
under Executive Order 12958, or any of 

§148.13 Responsibilities. 
(a) Each Senior Agency Official shall 

ensure that adequate reciprocity 
provisions â e incorporated within his 
or her regulatory issuances that 
prescribe agency safeguards for 
protecting classified information. 

(b) Each Senior Agency Official shall 
develop, implement, and oversee a 
program Uiat ensures agency personnel 
adhere to the policies and procedures 
prescribed herein and the reciprocity 
provisions of the National Industrial 
Security Program Operating Manual 
(NISPOM). 

(c) Each Senior Agency Official must 
ensure that implementation encourages 
reporting of instances of non­
compliance, without fear of reprisal, 
and each reported instance is 
aggressively acted upon. 

Id) The Director, Information Security 
Oversight Office (ISOO), consistent with 
his assigned responsibilities under 
Executive Order 12829, serves as the 
central point of contact within 
Government to consider and take action 
on complaints and suggestions from 
industry concerning alleged violations 
of the reciprocity provisions of the 
NISPOM. 

(e) The Director. Security Policy 
Board Staff (D/SPBS) or his/her 
designee, shall serve a.<; the central point 
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of contact within Government to receive 
from Federal Government employees 
alleged violations of the reciprocity 
provisions prescribed herein and the 
pohcy "Reciprocity of Use and 
Inspections of Facilities" of the SPB, 

§ I4ai4 Procedures. 
(a) Agencies that authorize, approve, 

certify, or accredit facilities shall 
provide to the SPB Staff a points of 
contact list to include names and 
telephone numbers of personnel to be 
contacted for verification of the status of 
facihties. The SPB Staff will publish a 
comprehensive directory of agency 
points of contact. 

(b) After initial security authorization, 
approval, certification, or accreditation, 
subsequent reviews shall normally be 
conducted no more frequently than 
annually. Additionally, such reviews 
shall be operiodic or random, and bo 
based upon risk-management principles 
Security Reviews may be conducted 
"for cause", to follow up on previous 
findings, or to accomplish close-out 
actions. 

(c) The procedures employed to 
maximize interagency reciprocity shall 
be based primarily upon existing 
organizational reporting channels. 
These channels should bo used to 
address alleged departures from 
established reciprocity requirements 
and should resolve all, including the 
most egregious instances of non­
compliance. 

(d) Two complementary mechanisms 
are hereby established to augment 
existing organizational charmels: (1) An 
accessible and responsive venue for 
reporting and resoMng complaints/ 
reported instances of non-compliance. 
Government and industry reporting 
channels shall be as follows: 

(1) Governnment. (A) Agency 
employees are encouraged to bring 
suspected departures from applicable 
reciprocity requirements to the attention 
of the appropriate security authority in 
accordance with established agency 
procedures. 

(B) Should the matter remain 
unresolved, tho complainant (employee. 
Security Officer. Special Security 
Officer, or similar official) is encouraged 
to report the matter formally to the 
Senior Agency Official for resolution. 

(C) Should the Senior Agency Official 
response be detennined inadequate by 
the complainant, the mutter should be 
reported formally to the Director, 
Security Policy Board Staff (D/SPBS), 
The D/SPBS. may revisit the matter with 
the Senior Agency Official or refer the 
matter to the Security Policy Forum as 
deemed appropriate. 

(D) Should the matter remain 
unresolved, the Security Policy Forum 
may consider referral to tho SPB, the 
agency head, or the National Security 
Council as deemed appropriate. 

(ii) Industry, (A) Contractor 
employees are encouraged to bring 
suspected departures from the 
reciprocity provisions of the NISPOM to 
the attention to their Facility Security 
Officer (FSO) or Contiractor Special 
Security Officer (CSSO). as appropriate, 
for resolution, 

(B) Should the matter remain 
unresolved, the complainant (employee, 
FSO, or CSSO) is encouraged to report 
the matter formally to the Cognizant 
Security Office (CSO) for resolution, 

(C) Should the CSO responses be 
determined inadequate by the 
complainant, the matter should be 
reported formally to the Senior Agency 
Official within the Cognizant Security 
Agency (CSA) for resolution. 

(D) Should the Senior Agency Official 
response bo detennined inadequately by 
the complainant, the matter should be 
reported formally to the Director, 
information Security Oversight Office 
(ISOO) for resolution. 

(E) The Director, ISOO, may revisit 
the matter with tho Senior Agency 
Official or refer the matter to the agency 
head or the National Security Council as 
deemed appropriate, 

(2) An annual survey administered to 
a representative sampling of agency and 
private sector facilities to assess overall 
effeaiveness of agency adherence to 
applicable reciprocity requirements. 

(i) In coordination witli the D/SPBS. 
the Director, ISOO, as Chairman of the 
NISP Policy Advisory Committee 
(NISPPAC), shall develop and 
administer an annual survey to a 
representative number of cleared 
contraaor activities/employees to assess 
tlie effectiveness of interagency 
reciprocity implementation. 
Administration of the survey shall be 
coordinated fully with each affected 
Senior Agency Official. 

(ii) In coordination with the 
NISPPAC. the D/SPBS shall develop 
and administer an annual survey to a 
representative number of agency 
activities/personnel to assess the 
effectiveness of interagency reciprocity 
implementation. Administration of the 
survey shall be coordinated fully with 
each affected Senior Agency Official. 

(iii) The goal of annual surveys 
should not be punitive but educational. 
All agencies and departments have 
participated in the crafting of these 
facilities policies, therefore, non­
compliance is a matter of internal 
education and direction. 

(e) Agencies will continue to review 
and assess the potential value added to 
the process of co-use of facilities by 
development of electronic data retrieval 
across government. 

Dated; lanuary 22,1998. 
L.M. Bynum, 
Alternate OSD Federal Rcpster Liaison 
Officer, Deportment of Defense. 
(PR Doc. 98-1956 Filed 1-29-98; 8:45 ami 
BiLUMO OOOE BOOO 0« M 

DEPARTMeNT OF DEFENSE 

Office of the Secretary 

32 CFR Part 149 

RIN 0790-AQ58 

National Policy on Technical 
Surveillance Countermeasures 

AGENCY: Department of Defense. 
ACTION: Interim final rule. 

SUMMARY: This nile is published to limit 
the use of technical surveillance 
countermeasures within the boundaries 
of the U.S. to cases where there is a 
reasonable showing of threat. No impact 
on the public is forseen. 
DATES: This rule is effective September 
16.1997. Comments must be received 
by March 31,1998. 
ADDRESSES: Forward comments to the 
Security Policy Board Staff, 1215 
Jefferson Davis Highway, Suite 1101, 
Arlington, VA 22202. 
FOR FURTHER INFORMATION CONTACT: 
Mr, T. Thompson. 703-602-9969. 
SUPPLEMENTARY INPORMATION: 

Executive Order 12866; Regulatory 
Planning and Review 

It has been determined that this 
interim rule (32 CFR Part 149) is not a 
significant regulatory action. The rule 
does not: 

"(1) Have an annual effect to the 
economy of $100 million or more or 
adversely affect in a material way the 
economy; a section of the economy; 
productivity; competition; jobs; the 
environment, public health or safety; o 
State, local, or tribal governments or 
communities; 

(2) Create a serious inconsistency or 
otherwise interfere with an action take 
or planned by other Agency; 

(3) Materially alter the budgetary 
impact of entitlements, grants, user fee 
or loan programs, or the rights and 
obligations of rocipients thereof; or 

(4) Raise novel fegal or policy issues 
arising out of legal mandates, the 
President's priorities, or the principle; 
set forth in this Executive Order. 
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A p r i l 18, 1997 

ACTION 

MEMORANDUM FOR GLYN T. DAVIES 

THROUGH: ALAN KRECZKÔ  

FROM: JAMES E. BAKER' 

SUBJECT: Tony Lake's Security Clearances 

1 ^ 

Jim Hall, B i l l Leary and I have prepared the attached document to 
formally record that Mr. Lake is retaining his clearances i n 
ant i c i p a t i o n that there w i l l be a need for o f f i c i a l consultation. 
Although the paper t r a i l i s somewhat scant, we understand that i t 
is standard practice for National Security Advisors to re t a i n 
t h e i r clearance a f t e r departing. However, there appears to be no 
formal w r i t t e n documentation from past administrations to record 
t h i s step. We believe a formal record that Mr. Lake i s retain i n g 
his clearances should be kept so that the NSC Security Officer i s 
i n a po s i t i o n to c e r t i f y Mr. Lake's clearance to other agencies 
when need be and to periodically have i t updated as required. 
"Need to know" determinations w i l l continue to be made by those 
responsible for the information i n question. 

We have shown the attached memorandum to Mr. Lake and cleared i t 
i n substance with Steve Garfinkel, Director of the Information 
Security Oversight Office. Steve concurs i n our approach. 

Concurrence by: B i l l Leary and Jim Hall 

RECOMMENDATION 

That you sign the memorandum at Tab I . 

Attachment 
Tab I Clearance Memorandum 



Withdrawal/Redaction Marker 
Clinton Library 

DOCUMENT NO. SUBJECT/TITLE 
AND TYPE 

DATE RESTRICTION 

OOla. memo For James Hail from Glyn Davie.s. Subject: Anthony Lake Security 04/22/1997 P6/b(6) 
Certification, [partial] (1 page) 

COLLECTION: 
Clinton Presidential Records 
National Security Council 
Legal Advisor (Mary DeRosa) 
OA/Box Number: 4058 

FOLDER TITLE: 
Personnel Security [ 1 ] 

2006-1066-F 

vz870 

Presidential Records Act - |44 U.S.C. 2204(a)| 
RESTRICTION CODES 

Freedom of Information Act - 15 U.S.C. 552(b)| 

Pl National Security Classiried Information 1(a)(1) of the PRA| 
P2 Relating to the appointment to Eederal ofnce 1(a)(2) of the PRAj 
P3 Release would violate a Federal statute 1(a)(3) of the PRAj 
P4 Release would disclose trade secrets or confidential commercial or 

financial information 1(a)(4) of the PRA| 
P5 Release would disclose confidential advice between the President 

and his advisors, or between such advisors |a)(S) of the PRAj 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy i(a)(6) of the PRA| 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRM. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

b(l) National security classified information 1(b)(1) of the FOIA| 
b(2) Release would disclose internal personnel rules and practices of 

an agency i(b)(2) of the FOIA| 
b(3) Release would violate a Federal statute 1(b)(3) of the FOIAj 
b(4) Release would disclose trade secrets or confidential or financial 

information 1(b)(4) of the FOIA| 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy 1(b)(6) of the FOIA| 
b(7) Release would disclose information compiled for law enforcement 

purposes 1(b)(7) of the FOIAj 
b(8) Release would disclose information concerning the regulation of 

financial institutions j(b)(8)of Ihe FOIAj 
b(9) Release would disclose geological or geophysical information 

concerning wells j(b)(9) of the FOIAj 



W A S H I N G T O N . D C. 2 0 5 0 4 

A p r i l 22, 1997 

MEMORANDUM FOR JAMES HALL 

FROM: GLYN T. DAVIES 

SUBJECT: S e c u r i t y Clearance C e r t i f i c a t i o n 
W. Anthony K. Lake 

[OOla] 

Pursuant to the provisions of Executive Order 12968 and standards 
contained i n Director of Central I n t e l l i g e n c e Directive 1/14, I 
have determined that you are authorized to maintain the clearance 
of Mr. Anthony Lake, formerly Assistant to the President for 
National Security A f f a i r s . This clearance i s necessary for the 
accomplisbjnent of o f f i c i a l governmental purposes, subject to 
appropriate need to know determinations being made on a case-by-
case basis. 

When requested, you shall c e r t i f y to other departments and 
agencies of the executive branch, and to the private sector, the 
le v e l of security clearance granted Mr. Lake by the NSC. 



Withdrawal/Redaction Marker 
Clinton Library 

DOCUMENT NO. SUBJECI/TITI.E 
AND TYPE 

DATE RESTRICTION 

001b. draft For James Hall from Glyn Davies. Subject: Anthony Lake Security 04/22/1997 P6/b(6) 
Certification, [partial] (1 page) 

COLLECTION: 
Clinton Presidential Records 
National Security Council 
Legal Advisor (Mary DeRosa) 
OA/Box Number: 4058 

FOLDER TITLE: 
Personnel Security [1] 

2006-1066-F 

vz870 

Presidential Records Act - j44 U.S.C. 2204(a)j 
RESTRICTION CODES 

Freedom of Information Act - j5 U.S.C. 552(b)l 

Pl National Security Classified Information j(a)(l) of the PRAj 
P2 Relating to the appointment to Federal office j(a)(2) of the PRAj 
P3 Release would violate a Federal statute 1(a)(3) of the PRAj 
P4 Release would disclose trade secrets or confidential commercial or 

financial information j(a)(4) of the PRAj 
P5 Release would disclose confidential advice between the President 

and his advisors, or between such advisors |a)(S) of the PRAj 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy 1(a)(6) of the PRAj 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRM. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

b(l) National security classified information 1(b)(1) of the FOIAj 
b(2) Release would disclose internal personnel rules and practices of 

an agency 1(b)(2) of the FOIAj 
b(3) Release would violate a Federal statute j(b)(3) of the FOIAj 
b(4) Release would disclose trade secrets or confidential or financial 

information 1(b)(4) of the FOIAj 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy j(b)(6) of the FOIAj 
b(7) Release would disclose information compiled for law enforcement 

purposes j(b)(7) of Ihe FOIAj 
b(8) Release would disclose information concerning the regulation of 

financial institutions j(b)(8) of the FOIAj 
b(9) Release would disclose geological or geophysical information 

concerning wells j(b)(9) of the FOIAj 
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MfMORANDUM FOR ̂ RFCTOP,, MSC SECfZPITY PPCGRftM-

SUBJECT: Security Clearance C e r t i f i c a t i o n 
W. Anthony K. Lake 

Pursuant to the provisions of Executive Order 12968 and standards 
contained i n Director of Central Intelligence Directive 1/14, I 
have determined that you are authorized to maintain the clearance 
of Mr. Anthony Lake, formerly Assistant to the President f or 
National Security A f f a i r s . This clearance i s necessary for the 
accomplishment of o f f i c i a l governmental purposes, subject to 
appropriate need to know determinations being made on a case-by-
case basis. 

When requested, you s h a l l c e r t i f y to other departments and 
agencies of the executive branch, and to the p r i v a t e sector, the 
lev e l of security clearance granted Mr. Lake by the NSC. 

[OOlb] P6/(b)(6) 
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Clinton Library 
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DAIE RESTRICTION 

002. memo For Samuel Berger from James Baker and Mary McCarthy. Subject: 07/08/1998 P6/b(6) 
Defense Adjudication. (5 pages) 

COLLECTION: 
Clinton Presidential Records 
National Security Council 
Legal Advisor (Mary DeRosa) 
OA/Box Number: 4058 

FOLDER TITLE: 
Personnel Security [ 1 ] 

2006-l()66-F 

VZ870 

Presidential Records Act - |44 U.S.C. 2204(a)j 
RESTRICTION CODES 

F'reedom of Information Act • |S U.S.C. 552(b)j 

PI National Security Classined Information j(a)(l) of the PRAj 
P2 Relating to the appointment to Federal ofHce 1(a)(2) of the PRAj 
P3 Release would violate a Federal statute j(a)(3) of the PRAj 
P4 Release would disclose trade secrets or confidential commercial or 

financial information j(a)(4) of the PRAj 
PS Release would disclose confidential advice between the President 

and his advisors, or between such advisors ja)(5) of the PRAj 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy 1(a)(6) of the PRAj 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRIVl. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

b(l) National security classified information j(b)(l) of the FOIAj 
b(2) Release would disclose internal personnel rules and practices of 

an agency j(b)(2) of the FOIAj 
b(3) Release would violate a Federal statute j(b)(3) of the FOIAj 
b(4) Release would disclose trade secrets or confidential or financial 

information 1(b)(4) of the FOIAj 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy j(b)(6) of the FOIAj 
b(7) Release would disclose information compiled for law enforcement 

purposes j(b)(7) of the FOIAj 
b(8) Release would disclose information concerning the regulation of 

financial institutions 1(b)(8) of the FOIAj 
b(9) Release would disclose geological or geophysical information 

concerning wells 1(b)(9) of the FOIAj 
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ONE HUNDRED FIFTH CONOHESS 

CONGRESS OF THE UNITED STATES 
COMMITTEE ON INTERNATIONAL RELATIONS 

HOUSE OF REPRESENTATIVES 

WASHINGTON, DC 20515 

TELEPHONE: (202) 225-5021 

February 5,1998 

LEE H, M W I I L T O N . I > B U . 

<UM OEJDEMOM. Cai -WTivr 
TOM UMTOS, C*klU>i< 
HOWaOe L t V U — t . C u r u - j . 
Q A R T L A e i Q R I U N . N u T e . . 
ENI r .r i , FALEOtMEveOk. • • l i i M S w o i 
MATTHEW O. UMThNEZ. C ^ i n i u 
PONALS M. PATNE. N i - J l u r > 
RaQERTE.ANQ((em.NwJuDCT 

• K E R R O O ef)0<wN, O m 
BTKTHU A. UnONNt r . C r a u i * 
AbCEE L HASTIN03, f i » » . 
»ATOANNER.M|nauii 
EARL F. niLLlAllD. 11, 
B R A O ; ; H E R M N , O tu imu i . 
ROBERTtABLaR. F L D I J K 
STEVEM R, ROTHMAN. Niw J(WC> 
B O B C l f U E N T . T E n r t i t t 
BILLl inMER,«| | iut .aT. 
JIU OAVIS, Pua iM 

MICWELKVANOOSEW 

William S. Cohen 
Secretary of Defense 
Department of Defense 
The Pentagon 

Washington, D.C. 20301-1155 

Dear Secretary Cohen: 

We v̂rite to seek a positive decision on the appUcation for a Top Secret security clearance 
for Amos Hochstem, consistent with U.S. law and policy. We beUeve that granting clearance in 
this case would comply with our mutual concern for safeguarding United States security 
mterests. 

Amos Hochstein, Democratic staff director for the International Relations Subcommittee 
on International Economic Policy and Trade, was nominated for clearance in December 1996 
We understand that Mr. Hochstein has cooperated fully with your Office of Personnel and 
Security m resolving questions raised by his U.S.-Israeh dual citizenship. But we also 
understand from that office's October 2. 1997 letter, that Mr. Hochstein's use of his Israeli 
pasport to enter and exit Israel, as required by Israeli law, is considered problematic for granting 
of the clearance. & 

We believe that Amos Hochstein has provided clear evidence of his allegiance to the 
Umted States, including signing a statement that (1) he would seriously consider renouncing his 
Israeli citizenship if asked to do so; (2) he has no fuUiie military obligation in Israel and does not 
intend to volunteer; and (3) he does not exercise the privileges of citizenship such as voting in 
the Israeli elections. Moreover since his employment by the Committee on December 1 1996 
Mr. Hochstem has shown himself to be a loyaJ employee, who has not shown preference'toward 
Israel m matters before the Committee. 

Mr. Hochstein's use of his Israeli passport to travel to Israel is required by Israeli law and 
appears to be sanctioned by U.S. law and policy. Complying with die legal obligations of Israeli 
citizenship, under sanction of U.S. law, should not mitigate against the granting of a security 
clearance. Depaitment of Defense regulation 5200.2-R states that use of a foreign passpon is a 
condition that could raise a security concem [because it would] indicate a preference for a 

foreign counHy over the United States." Israel, however, requires its citizens to use their Israeli 
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William S, Cohen 
February 5,1998 
Page Two 

passports to enter and exit Israel. The U.S. Government recognizes this requiremem in us dual 
citizenship arrangements with Israel, as demonstrated by the Stale Department's Consular 
Infonnation Sheet which advises U.S. citizens on travel to Israel (enclosed). Because the use by 
any dual citizen of his Israeli passport is required by the Israeli Government and that obligation is 
recogmzed by the U.S. Govermnent. Mr. Hochstein's compliance should not be judged to be a 
"preference for the foreign country over the United States." 

issues Reqmrmg Mr. Hochstein to relinquish the Israeli passport would raise fimdamental 
that go to the core of the U.S.-Israeli relationship and brings into question the stanis of the 
significant group of U.S. citizens who are recognized by the U.S. Government to be able to hold 
a dual U.S.-Israeli citizenship. Since the use of the passport is one of many factors that you may 
use to determine whether to grant a security clearance ~ and in no case is it an absolute bar - we 
hope you wiU not assign it undue significance, in light of these facts and the positive fectors in 
the regulation 5200.2-R that Mr. Hochstein meets. 

We share your goal of providing the utmost reasonable protection to United States' 
security interests. If your concerns would be a^aged by having more direct control over Mr. 
Hochstein's access to his Israeli passport, we would suggest that one alternative for panting 
clearance is for you to designate a security office at the Committee or within the Executive 
Branch that would hold Mr. Hochstein's Israeli passport, to ensure that it is not being used 
except m the narrow circumstances we have described. Mr. Hochstein would get the passport 
from such ofQce only for travel to Israel, and not for any other other reasons. We would view 
such an option as a solution that both safeguards security concerns and offers a reasonable 
approach that upholds U.S. policy on U.S.-Israeli citizenship. 

or 
We hope that you will positively assess the case, with the mitigating factors in mind 

will discuss a compromise solution for clearance, if necessary. We appreciate your attention to 
this matter of mutual concem. 

With best regards.. 

Sincerely, 

LeeH. Hamilton *SamGej 

cc: Samuel R. Berger 
National Security Advisor 

Enclosure 

i l003 
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U, S. Department of State 
Consular A f f a i f s 

Washington, DC 20S20 

fi* f*=v«iad fcihwl a^fcrmallori, coil aE^7^aa5 

fer l«lb™ion by ftat can S M K ? ^ fa^macN^s 

Consular InformatjoTi S>if>̂ f 
Israel & The Occupied Territories 

The Palestinian fnteKm Solf̂ ovemment Authority) 
J m u u y 3 3 , 19B7 

Ir.lS?P^'32f B«°*er is (972} (3) « ] J - 7 S ^ ? ^ £ ? J S l ^ to PSC 98. aoK lOO. APO.AC 0 9 ^ ^ 

Anyone who has beea r 2 b ^ * Z S J ? ^ ! z ^ ™ charge upon arnwal and mav t t 

c=t«tog or l ^ ^ n g oaaa and ^ ^ " ^ ^^J^cmiy encounter longS^i^*""^* 
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PfiOl :C8/CES 547 3732 ZS77.i2-09 i-?roe Siie p. 00^7 

JortanatA^v. CVa2!u.'A«baW c n « i a « la the south w d i h c ^ 

t*o c[«ein^p»ttils. bus «n ha-e to pv » fee /visa* shojjd ^ ^ ^ ^ ^ 
those- iwalSJloattssttoi i^^ 

AUefiby Bridge.̂  p j « d u i t s f d r t f crwaln^ilo&j J a < d a a « i : s u ^ ^ 

For Eurthef enlx^ infiaaaHoa. tewtoiB tasy eonlact Hie I S I M U Bnba^rae S S W TtitwTBtteMl 
Dr.. N-W.. Washft^tBD. D.C. ZOOQS. tele|*aae |?02) aStSSOO. ortte r ^ ' I T T i ! ! ? ' 
geneial to Los iSUgola. San Ftwjd«o. Marat, Ada&ta. Chicago. Near Oricans. Boston, Hew 
Yoric PhlUdelpho. or KbUstozL 

Cttctsa« ftaqnixemeatc: V U B camBn^aBotf other ttmsuwdtbe-dcdsed upon 
Israel tx«*da9 caxiybig thstti i)ba&s imzst £b &xDiig^ thfi red » a e aC c u ^ ^ 
iBferoiatioD on. cuscoois RquUMBents £br the. FSBlesoniau Authony is not avBiUbie- . 

QecvicyHiBasaitt: bxad has strict EeouE&ymeasuiathrtmagr^bctvtattDs. Fxolopgflil 
qfxaaitxaJne issA dtfaOei sortSus may take s l a s at tbc time A inj lunl/or d ^ a t U » a t ^ 
pMfib'tf ^nizy tBforadL in^udiagentiyfiainaay rfQieareMHatferPaJcrawiaTtj^ 
^ T l ' - T ' "tH*^,^ K̂ wnprnmt may erpeet daae seruitty atBcn GaTioa.Mxpazt and the 
idleifty mibSge firem-Jei4uL Fbr seeoily xeaaoiB. 4 B ^ ^ 
depaJrtJxig wJUi e a a o M or dcdximte oinflwoeirt aie 

neflfiJHiw farfartnatton an aamriiy rngMOM M the Palestinian Authority fe POt gwaflaMe. 

1 of XfistBbfBiy: ^_ 
WtstSank'ond Goxa: 'T îjT<f̂  pRr^a^<^uprB^ the We^ Bank and Cazayg •« inirilmfS aoscd off 

•bvtbelsiaeliQavetTimenL Uttwil iteblcdpoa ,in»r be' Imposed with Iiflile or jaq 
Jt^riff^^g ft^f grrtT? ,Tf*" fPilflrl^ Wtî fliiwgc mTmin fp yehi-uagr and March Ifl96. acaa aeeurltr 
measuzs were put into HTTI^. VovoBaat: of Palesttaiaas (jadmStag PalcsWnfain ABagaonal and 
focei^ pas^oit holdecs bas beoL atf̂ cctHjr li^tttEcd. 

• r>fTF»mK»T̂ nnr»ir | ^ Pttî ^wfaipn jTuS T<9̂ *ifŝ t̂  Bt tbe-Wcst Bank bave led ts coa&ootatirn'i and 
idashe wttb Hie r**'*~. «Uh sianie'nixnlilg deadty. Stone I2in3«i^ vod ether forwa af pcatest. 
can occur wlt!hout vanitug axuI'eaea]atc-quî ct}^ 

In viev: of tUe oooSiiued pideOUal for vibleace sad xfflZBC ta the West Hanlcarid G a s . the State 
pqitftinent adviacsaU AB^neanlclClfleas ts a^ 
v^Os to fWhiojiigr^^ jwigha^-gig îway 1 finoi Jefosaleis ta the Dead Sea. Bouse 90. the 
jc«4ai&VaIl^, aad teiiiiiac sites alff^tbese-xoutcs. This iaedudes the Inn ef the Sam^ra^Ncbi 
Miisa. SC QoDigiB's Mooaazxy. Mount ofTcmptatleP. Moô sossy.' Qumcaa. and Quallaltwatsr 
Parte Tfim cmisfAAr ctw^i]^ tf ffitp rang tTaf» fV«rit.jal lacateii "at 27 WrabhiS Road to. East 
Jeru^lem. Is safe ax̂ d acc^slble to all visltcss.' 

The U.S. sovBizBDeat InstlCbted and oonnaue to malnrain tight aectarlfy piDoeduzcs tcgaxdlng 
travel of U..S. geveftnzieoc .empliayeA. ciBfetils. and dcpendeaca to Qig GasaSczlp andibcwat 
wawv PteqoeDily. U^SL gsvcrnmenl onployees iare instructed nctt ta oaml ac aU to chese azeas.. 
T̂ 9««<cl guidelines for U.S. gevenffneat emplqrees may eKan^e ai any Ume. 

The Palesthiiaii police force has-bcen BtabU^hed in Gasa and the major cities of the Vest Bask 
v b i ^ ar£ uzider Palestinian Juxiadietlon.- Joint Xsiaell/PalesUxilan police patrols and 
eheekpoUits may be encmmCeroi. Gujis'are oftai o*ncd by Israeli ei«Glans and by PalestiDiahs 
in. Gaza. 

GezLcrsl {YeeauClbiis: Itavel eo. strike days or aitci.' dark is zioc lecomsiended- Tourtscs using 
' public tzansporcation or traveling by ear in axus less fixqucnced by couststs axe ac risk. 
Vclucles bawc been damaged, \uith rtftlal cars in panicular being isi^eted-

.Temsalcai: In Jcniialcan. travelers eati reduce their risk of bcli\g Involved In violent Incidents . 
by IravcUii^ la groups, avsidlxig t̂ e old ciW at lught. excr.pt for 0>c Jewish Quariisr. and 
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eaceielsing cautlm U n^iogs sues on helfy. days, radays, and Saturdays. Most roads Into 
^tra-<onhadaK <Jmi6h aelghbexhoods -are blodad off en Saturdays. Assaults oa secular 
visltsn. either for being tti ears or for being "iiaaodestly dicssM." have been kso wn to occur in 
these neighborhoods. 

XnthelCoxtb: In the Golan Heights, tfaaeamive land mines iana iV areas, ^ d ; 
, gifnrflrM-i bavc not been cleazV varfaed or fenced. VBitois vfao walk oaltr on sCabUsbed loads 
areEajl8««IIredueetfaens]ccfWtuyfranim&ics. Sadet attaete 6 n n Lebaacae tenltoiy <an 
aecMT vithout «QrnItig rTrrr to o e notttiem botder oTbnd. 

Driving and Roul Coadltlou: TheEe.l5 a high rate of Oitalitte xelatn^ Ita auto accUoats. and 
cautica should be OBtcficd. NShllc the toads l a l a : ^ are wen buflt the roads In Gaaa and meet 
oftticWcsCBaakBrerfpoor^uall^. • 

TemulsiB: Although dcbans have not bea E êdOcaDy targeted ler nttas^ aevenX 
tBEtenst InrJdcBteIn the Vest Bonk and Gaca. as walLas wUUn IsseL have kflled or Injured 
U.S.dttaa3«. aswr^*toleotattidoha«lo>?»h!HiEBaBengere T ie 
U.S. EMbaaay anj the Qagulate Oeoaalh^e wanned (helreapkycs aadAmetiean to 

zcazieaaa d a a xnt apply to Coiff buses. 

^ i * t t * W « a e Bank and OometJip: tLS. gWtefc a r n - ^ ^ #t,̂ nf>w4 ,^ w , ^ -wawir ^ 
u ! S 2 f ^ o ^ S e s Qftm are not pcimffitad ID commumate wUb cnnsular ofllElals. 

qr fanfly taamhers hi a tiinelgaaagjgr A^tog rTi.. i>.f..~an^- j -> t^ ~f f^-fr .>~^ 

nonnalhr nooHMrffhc a i w s of AnwciBass In the Weat Bant i»qeU suthon&es, and -.^^^ 
1 ^ iro^i^tfir ddayed. KatlflQHoa be mote laSd if ibe a w s i ^ S i c l t a m ^ 
sho*B a D-S. passport to Israeli Qfflclds as pioaf of U.S. c i t b e i S i . 

S5^.*' i?°<SJ!ff i***?^'* noafy the U.S. Bnhassy when aa Amdacaa is vzcsted by Palatioian 
pol l« ta*e Werf BankoTGiBa. and requests U.S. onsul to i f i s a ^ ^ S S S B ^ S r ^ 

^ Pal^nlan Authoniy thiDi,^ a Jatat isxadi-Palestlnian 

Medical radlltfea: Modem mndleal care and DxdJcices axe available in ZaaeL However <tamm 
hwfiltab tobrad and inert h o ^ a ^ . 
S l ^ ^ L T ^ ' ^ f " * ^ Utoatton written in English ibout emecgen<y mcdtei ' 
^ S t ^ ^ ^ ^ ^ p i ^ a c t o in the -Jerusalem PosT ncwspa^TDaSors^ldhospiQfe 

U.S.medl«lJiisaranceJaaScaJ^3« 
S S i r ^ ^ HwUnitedStates. Supplemcmal-awlfealtnsutaacewithspeid&co^eia^ 

has prtrti-uaefuL The intetnatlenal tiaveJer-a hotbnc at the Centacs lor Dl sea« 

S ^ J ^ J ^ - l ^ " ^ ^ - ^ * « i e » fiom regions wheie coni^^us diseases aie liicvalaM aaay need to show shnCrwords before «itiy. - " c ^ ^ prevajant 

Infonii*tlQB aa Cdme: The ettec rate is medoa^r in Israel, die Caza SWp, and Che w « t Bant 

nearest U.S. embassy or consulate. UseM infannatlon on safeguaidia^ valuables nreCeome 

? ,n ^ ^ ^ ^ for Tl^vders CO Che Middle East and North Africa.' £ S S 5 e froca &e 

^ J ^ i n S ' S J f ' ^-^r ' ^ ^ ' ^ ^ ^"^^"^ ^ «f teiiltoty in which they aw traveling. 
r S S d S 2 i f i n aicg^ d n ^ J 4 r e . l n Israel, 2 n I » S i c C ^ 
ouendcre can eacpact Jail sentences and fines. The PdcstirUan AuLhorttv also has strict 
•penalues for drug use by persons under its Jurtsdicuon. -^""^""V also has stnct 

Uady Israels judicial sy sc« . the JilabblrUcaJ oDuris orercise juri^ci*,n 
c»-cral/Jc<^hcIClacnsand residents of Israel in casia of marriacc and dWcnrc and leWcrf^ 
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issues such as suppott and chOd cusiodjr. Babbuiical coiuis can alao «r^pv^ saxKCions 
including jaU Cenas aî d nsscdctlons against le&xlag the eounby. on iadMduals tnamed la a 

«USI«U3 ceroaot5r wjjo. in case of divotcw, refuise to gbr̂  their spoases a religious dbrorec 
IGltri. In some casas. Jewish Amsicans. who entexed Iscael as touzlsCs. have become 
defendants In dcvans: eases flkd againset thfon In a Rabbinical court in Tszad by their Ajn«te»a 
p»iaeft who are aeeiktag a reUgloiis dl«wtce that the defendants haii« rî ^ 
A»encans ha*e h=ca detained In IBBWJ for pzoloagod periods while the toradU courts'coosider 

»*?"w " individuals haic suffldent ties to Isael to Babblniical court JtulsdtettofL 
Jtic Rabbinical courts have also detained in Che oMady a JeeHah Ameilcan toudat who has 
been aued for suppnxt by his spouse In the OnttBdSlatHi. JeislfshADacsici& visfOKS should 
awszetliatth^ may be subject to nx'Qhinlaxy and pndoQsedstaysinlsnellf aeaseisffied 
against Aemta a RabhlBOteal Court. This i n ^ occur even when the marriage took place in the 
U.S.. and/or the spouse soaking relief Js not pt^ent in laaeL -

DualTTationaU^ Israeli citteos nnrnniTfaBd in the United ̂ States retain their Israch 
S ? ? ? f i S S l i ^ ? * ^ ^ ' ^ ^ « ' » « ^ InaddlUoachildraiboto 
S S 1 J T * ° ? parents aoiulcc both U.S. and Isradl nationally at bktb. IsracJi 

' ^ ^ ^ V J ^ * ^ «atteoals. are sulj|ect to IsiaeU laws lequlzlng sert>iee Su Iscaid'a ^ e d 
f 2 ! S ' « ^ ' " ^ ' ¥ i ' ^ taatlGMto of telinuy tgc wbo do not wish tn serve in the IStadl armed 
forces xnqy con^t the Taradi Ekobaasy tn obtain pinof of oEcmpQen or dcfiamcal fiom" Isradi 

S S S ^ ^ S ^ m l l l t o y aente. Isndldthsns, teeJudlngdualaatloBals. must enteraind deoait 
S S S ^ ^ i ^ ^ S T * ^ * ^ W-tecUS-IsriieJldual etttenstnust enter iad depart J l i e ^ ^ 

^^ja^iasiMattain dmeas wtfh lesldeQcy tjghts ta laraeL Gaza, or the West Bank are 
fif5r^2!.^'!?°''.''S«Jafi«Os a;5 aOu» taddent ftdcsHnlans. Thia may xajuirc them to dcasart 
ttoe TOs - a h Palflsanian tcard dnriimctrty er (Tof rtaidents of J c n j M l ^ l a l s 5 S - n S S ^ 
with re-cnoy penalts appnaved by the laracU Ministiy of Intetlor ia«BczTiasaec» 
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N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N , D . C . 2 0 5 0 4 

January 5, 1998 

ACTION 

MEMORANDUM FOR DONALD L. KERRICK 

FROM: JAMES BAKER^ 

SUBJECT: Access to NSC Background Investigations & Process 
for NSC S u i t a b i l i t y Determinations 

The White House Security Office has requested a revised l i s t of 
persons authorized access to FBI background materials on NSC 
personnel. The attached memorandum from Glyn Davies provides 
such an update. 

The memorandum also memorializes the process by which the NSC, i n 
consultation with the Office of White House Counsel, w i l l make 
s u i t a b i l i t y determinations. In reaching t h i s formulation we 
considered c a r e f u l l y whether such decisions should ul t i m a t e l y be 
made by the White House Counsel or the NSC. Counsel's Office 
argued that i f they were to serve as ultimate a r b i t e r of ^ 
s u i t a b i l i t y , WHC rather than NSC, should make a l l the NSC s 
s u i t a b i l i t y determinations and not j u s t those i n the d i f f i c u l t 
cases we raise. As a res u l t , we recommend the formula above: 
NSC i n consultation with WHC. This w i l l allow the NSC to control 
the tempo of i t s own security and s u i t a b i l i t y decisions and i s , I 
believe, consistent with the Front Office's own view that the 
APNSA ult i m a t e l y should decide who works on the NSC s t a f f . 

The NSC Security Officer w i l l continue to adjudicate, or v e r i f y , 
access to national security information for NSC s t a f f using the 
standards contained i n E.O. 12968 and corresponding adjudicative 
guidelines. The Secret Service w i l l continue to evaluate 
employees from the perspective of pot e n t i a l threats to the 
President. The Office of White House Security w i l l continue to 
serve as gatekeeper for BI requests and ensure the necessary 
steps have been taken before issuance of a permanent pass. 
However, as the attached memorandum underscores, where the NSC 
has favorably adjudicated security and s u i t a b i l i t y , a permanent 
pass w i l l be issued unless there i s a separate basis for denying 
access, such as a f a i l e d tax check or drug t e s t . 

Concurrence by: Mary AfLi^pT and Jiaa/^all 



RECOMMENDATION 

That you and Glyn sign the attached signature page and that you 
authorize Glyn Davies to sign the memorandums at Tabs I and I I . 

Approve Disapprove 

Attachments 
Tab I Memorandum for Chuck Easley Re Authorization 

for Review or Process BI Files for NSC 
Tab A Prior NSC Authorization for BI Access 

Tab I I Memorandum for Chuck Easley Re Approval and 
I n i t i a t i o n of BI Access for NSC 



T 
A 
B 
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N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N , D . C . 2 0 5 0 4 

MEMORANDUM FOR CHARLES C. EASLEY 

FROM: GLYN DAVIES 

SUBJECT: Updated Authorization for Personnel Security 
Reviews 

This memorandum i s intended to update the EOP Security Office 
regarding those individuals authorized to review or process FBI 
background investigation f i l e s on behalf of the National Security 
Council. This memorandum also constitutes authorization for 
these same individuals to access information that may be relevant 
to security or s u i t a b i l i t y judgments regarding NSC employees, 
prospective employees, and detailees (hereinafter c o l l e c t i v e l y 
employees) that derives from agencies other than the FBI. 

In addition, t h i s memorandum memorializes the understanding 
between the Office of White House Counsel and the National 
Security Council s t a f f regarding the manner i n which s u i t a b i l i t y 
judgments w i l l be reached regarding NSC employees. Where matters 
p o t e n t i a l l y a f f e c t i n g s u i t a b i l i t y of NSC employees to work w i t h i n 
the EOP complex are i d e n t i f i e d during review of Background^ 
Investigations or interviews with employees, the EOP Security 
Officer (or his designate) and the NSC Security Officer, s h a l l 
bring such matters to the attention of the NSC/Legal Adviser or a 
Deputy Legal Adviser. The NSC may subsequently consult with the 
Office of White House Counsel on matters involving s u i t a b i l i t y as 
necessary to ensure that NSC employees are treated with the same 
rig o r and i n accord with the same standards applied by the White 
House generally. I t i s understood that subsequent to such 
consultation f i n a l decisions on s u i t a b i l i t y s h a l l be taken by the 
NSC. Security clearances w i l l continue to be adjudicated and/or 
confirmed by the NSC. 

Consistent with t h i s process, i t i s understood that where the NSC 
has favorably adjudicated an employee's s u i t a b i l i t y and security 
clearance, the employee shall receive a permanent pass unless a 
separate independent basis exists for not doing so; e.g.',""the -•" 
employee poses a threat to the President, or has f a i l e d the drug 
test or tax check. 



Reviewing or Processing FBI Background I n v e s t i g a t i o n F i l e s 

The f o l l o w i n g i n d i v i d u a l s , whose signatures appear below, are 
authorized t o review or process FBI and other agency background 
i n v e s t i g a t i o n f i l e s f o r the National S e c u r i t y Council. We 
understand, t h a t by v i r t u e of t h e i r p o s i t i o n s , these persons are 
already authorized access to NSC background i n f o r m a t i o n . This 
memorandum i s intended to confirm t h a t access and to supplement 
those a u t h o r i z a t i o n s p r e v i o u s l y provided. With the exception of 
Ms. Haines and Mr. H a l l , the i n d i v i d u a l s l i s t e d below r e q u i r e 
access on a p e r i o d i c basis only. I t i s also understood t h a t 
where Counter I n t e l l i g e n c e concerns are raised, the NSC's Senior 
D i r e c t o r f o r I n t e l l i g e n c e and/or h i s designate may be apprised of 
BI i n f o r m a t i o n . 

The below O f f i c e of White House Counsel (OWHC) signatures s h a l l 
also provide d i s t i n c t a u t h o r i z a t i o n f o r OWHC access to the same 
i n f o r m a t i o n . 

NSC OWHC 

J-gfnf/̂ s SieinJa^rg 
jputy ^ ^ ^ s t a n t to the President 
f o r N a t i o n a l S e c u r i t y A f f a i r s 

Charles F.C. Rufi 
Counsel to the Prd^i'cient 

Donald L. K e r r i c k 
Deputy A s s i s t a n t to the President 

f o r N a t i o n a l S e c u r i t y A f f a i r s 

Cheryl D. M i l l s 
Deputy Counsel 

Glyn T. Davies 
Execyitive S ^ r e t a r y ^ 

Mary peRos? 
Deputy Legal Adviser 

Karen A. Popp 
Associate Counsel 



The following persons should be deleted from the previous NSC 
access l i s t : 

Alan Kreczko 
John E. Sparks 
Anthony Lake 
Nancy E. Soderberg 
Andrew D. Sens 
Peter Erichsen 

Concurrence by: Karen Popp 

Attachment 
Tab A Previous NSC Authorization 
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N A T I O N A L S E C U R I T Y C O U N C I L ^ 

W A S H I N G T O N , O . C . 2 0 5 0 4 

MEMORANDUM FOR CHARLES C. EASLEY 

Dir e c t o r White House Secu r i t y 

FROM: ANDREW D.•SENS 

SUBJECT: A u t h o r i z a t i o n for•Personnel Security Reviews 

Consistent w i t h the EOP's new Personnel Security procedures t h i s 
memorandum i s intended to n o t i f y the EOP Security O f f i c e of those 
i n d i v i d u a l s authorized to 1) approve the i n i t i a t i o n of name 
checks and background i n v e s t i g a t i o n s and 2) review or process FBI-
background i n v e s t i g a t i o n f i l e s on behalf of the National S e c u r i t y 
Council. 

Approving Name Checks and Background I n v e s t i g a t i o n s 

The following individuals, whose signatures appear below, are 
authorized to- approve the initiation of name checks and • 
background investigations on behalf of the' National Security , 
Council: • ' • 

an J. /Kreazj, 
e c i a l A s s i r t 

Legal Advisor, NSC 

Alan J. /Krecz"^o- J&nes A. Baker 
Special A s s t / t o the President Depi^ty Legal Adt(isor, NSC 

John E. Sp4r2s 
Deputy Legal Advisor, NSC 

Reviewing or Processing FBI Background I n v e s t i g a t i o n F i l e s 

The f o l l o w i n g i n d i v i d u a l s , whose signatures appear below, are 
authorized to review or process ( i . e . , • p h y s i c a l l y handle and 
possess) FBI and other agency background i n v e s t i g a t i o n f i l e s f o r 
the National S e c u r i t y Council. 

With the exception of Ms. Haines and Mr. H a l l , the i n d i v i d u a l s 
l i s t e d below r e q u i r e access on an aperiodic basis only. -• In'- • - -
a d d i t i o n to reviewing information t h a t may p e r t a i n to the 
s u i t a b i l i t y and-clearance of NSC;-staff • or prospective s t a f f , the 



r 

A s s i s t a n t to the President f o r National S e c u r i t y A f f a i r s (APNSA) , 
Deputy Assistants to the President f o r National Security A f f a i r s 
(DAPNSAs), and representatives of the O f f i c e of the LegaT Adviser 
are also asked by the White House Counsel and P r e s i d e n t i a l 
Personnel to evaluate information contained i n the background 
f i l e s of prospective p r e s i d e n t i a l appointees, where such 
in f o r m a t i o n may i m p l i c a t e n a t i o n a l s e c u r i t y or fo r e i g n r e l a t i o n s 
e q u i t i e s . Toward t h i s end, the APNSA and DAPNSAs may determine 
t h a t i t i s necessary to consult w i t h a d d i t i o n a l NSC s t a f f (not 
l i s t e d below) w i t h specialized, regional or f u n c t i o n a l knowledge. 
In such cases, a d d i t i o n a l NSC s t a f f having access to FBI 
background i n f o r m a t i o n w i l l be advised t h a t such access i s 
provided f o r -.o^^ficial purposes only and such information s h a l l be 
used o n l y f o r the purpose o f the s p e c i f i c c o n s u l t a t i o n i n 
question. 

F i n a l l y , i t should be noted that Mr. Leary, as the Senior 
D i r e c t o r f o r Records and Access Management, i s authorized access 
and to possess background f i l e s and information- to the extent 
r e q u i r e d to perform h i s functions as Custodian of NSC records. 

Anthony Lake 
Asst to the President f o r 
National Security A f f a i r s 

Tamuel R. Beirge^ 
Dep Asst to the President for-
NatJ-onal Security A f f a i r s 

N^ncy/l:. Soderberg 
Dep ASst to the President f o r 
Natioi^al S^sett^^t^j^Affairs 

Andrew D. Sens' 
Executive Secrejiary, NSC 

Alan J.-^Krefrzko 
Special Asst to the President 
Legal Advisor, NSC 

mes A. Baker 
p^ty Legal A d v i s e ^ NSC 

'John E. Sparl^Jy 
['Deputy Legal ^<±Y1SOT, NSC 

Willi a m H. 
Senior D i r e c t o r f o r 
Records & Access Management, 
NSC 

Mary A./Haines 
Dir of A d m i n i s t r a t i o n , - NSC 

J4mes A. H a l l 
Security O f f i c e r , NSC 
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20006 

MEMORANDUM FOR CHARLES C. EASLEY 

FROM: 

SUBJECT 

GLYN T. DAVIES 

Authorization for I n i t i a t i o n of Name Checks and 
BI Investigations 

Consistent with the EOP's Personnel Security procedure, the 
following individuals, whose signatures appear below, are 
authorized to approve the i n i t i a t i o n of name checks and 
background investigations on behalf of the National Security 
Council: 

Jait^s E. Baker 
Special Assistant to the 

President and 
Legal Adviser, NSC 

iry -ts. uefiosa 
)eputy Legal Adviser, 

Newell L. High«mith 
Deputy Legal Adviser, NSC 
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NATIONAL SECURITY COUNCIL 
WASHINGTON. D C. 20506 

May 4, 1994 

INFORMATION 

MEMORANDUM FOR ANTHONY LAKE 

THROUGH: ALAN KRECZKO piV-

FROM: JAMES BAKER^ 

SUBJECT: DeConcini Talking Points Re: NSC Security 

You asked for some t a l k i n g points you could use wi t h Senator 
DeConcini regarding security at the NSC. While NSC's record i s 
not perfect, we are not aware of systematic problems regarding 
clearances or access to information regarding NSC s t a f f (we do 
not addre.S.*:! t.he^. FOP mnrp» rropQ-,-:^ i i TT \ AIT ^^-^cj^n-iai •; ^ u 

, 1 J • ~ ~ ' ~ •^-'•-^••-^.•--•-jt J • irij-j. t"--^sonwex atstiiyiiea co 
the NSC holding temporary or permanent passes have TS/SCI 
clearances. Persons awaiting clearance are not given access to 
the NSC computer system or permitted u n r e s t r i c t e d access to 
c l a s s i f i e d work spaces. 
In one instance, c l a s s i f i e d information was provided to a senior 
White House employee who d i d not hold the appropriate security 
clearance. S p e c i f i c a l l y , P h i l Lader was kept on d i s t r i b u t i o n f o r 
Roy Neel's NID. At the time, Lader held a TS clearance, but 
without SCI access. When t h i s was re a l i z e d i n March, Lader was 
withdrawn from NID d i s t r i b u t i o n u n t i l he was read i n t o SCI. We 
also understand that you and Sandy Berger were not formally 
b r i e f e d on SCI access u n t i l March of t h i s year. In addition, we 
cannot be ce r t a i n that i n the past year c l a s s i f i e d information 
o r i g i n a t e d by the NSC s t a f f or S i t Room has not been passed to 
White House employees who were not appropriately cleared. We are 
not aware, however, that any information has been compromised and 
the S i t Room s t a f f has been reminded t o v e r i f y clearances before 
d i s t r i b u t i n g information t o White House employees no matter how 
senior. 

Your t a l k i n g points address the NSC s i t u a t i o n only. i f raised, 
you should inform DeConcini t h a t WH security generally i s being 
handled by WH Counsel. (DeConcini has an outstanding l e t t e r i n t o 
Cutler on t h i s . ) 

Concurrences by: George Tenet, Ralph Sigler, Bob Manzanare? 

J6 

Attachment 
Tab I Talking Points 
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POINTS TO BE MADE FOR 
TELEPHONE CONVERSATION WITH 

SENATOR DECONCINI 

I share the importance you attach to information security. 

I sense, however, that you may have been l e f t w i t h the 

impression that there i s a problem with NSC secur i t y . There 

i s no such problem. 

A l l personnel assigned to the NSC who have access to 

c l a s s i f i e d information or unrestricted access to work spaces 

containing c l a s s i f i e d information hold TOP SECRET clearances 

with SCI access. They are subject to the same rules and 

requirements governing access to c l a s s i f i e d information 

applicable to a l l government employees. Persons pending 

assignment to the NSC who do not already have TS/SCI 

clearance may not access the NSC computer system or enter 

secure areas unaccompanied. 

That i s not to say the NSC has been perfect. We have 

appropriate security procedures i n place, although on 

occasion employees may not observe them. We are, however, 

re-emphasizing the importance of adherence to these 

procedures, which o v e r a l l has been good. 



NATIONAL SECURITY COUNCIL 
WASHINGTON. D C. 20506 

May 6, 1994 

MEMORANDUM FOR MARVIN KRISLOV 

FROM: JAMES BAKER''*' 

SUBJECT: NSC Personnel w i t h White House and EOB Passes 

The NSC's A d m i n i s t r a t i v e O f f i c e , i n c l u d i n g the S e c u r i t y O f f i c e r , 
has reviewed the l i s t of names assigned a g a i n s t the NSC r o l l by' 
the White House S e c u r i t y O f f i c e . The l i s t of names i s hand-dated 
May 5, 1994. I have reviewed the l i s t as w e l l . 

Part of the confusion appears t o stem from persons who are "dual-
h a t t e d , " who are w i t h the N a t i o n a l Economic Co u n c i l , but also 
c a r r y NSC r e s p o n s i b i l i t i e s i n the area of i n t e r n a t i o n a l economic 
a f f a i r s . Some of these persons are counted on NSC's r o l l s and 
some are counted as NEC and do not count a g a i n s t the NSC's 
au t h o r i z e d s t r e n g t h of 151. Generally, d e t a i l e e s are c a r r i e d by 
NSC, but there i s no i n t u i t i v e r u l e . 

The more fundamental problem appears t o be t h a t the attached 
l i s t , on which the White House S e c u r i t y O f f i c e i s r e l y i n g , i s not 
accurate. Eight persons assigned t o the NSC s t a f f are not 
l i s t e d , i n c l u d i n g t h r e e S p e c i a l A s s i s t a n t s t o President ( B e l l , 
Claussen and Rosner). T h i r t e e n other persons have already 
departed the NSC s t a f f and 24 persons are, from NSC's 
pe r s p e c t i v e , a t t r i b u t a b l e t o other o r g a n i z a t i o n s or EOP o f f i c e s , 
e.g., NARA, OSTP. F i n a l l y , the A s s i s t a n t and Deputy A s s i s t a n t t o 
the President f o r N a t i o n a l S e c u r i t y A f f a i r s are considered White 
House employees, n o t w i t h s t a n d i n g t h e i r obvious r e s p o n s i b i l i t i e s 
r e g a r d i n g the NSC s t a f f . 

For NSC's p a r t , we w i l l continue t o endeavor t o keep the White 
House S e c u r i t y O f f i c e informed of NSC departure's and 
assignments. Our A d m i n i s t r a t i v e o f f i c e i s a l s o a v a i l a b l e t o work 
w i t h the White House S e c u r i t y O f f i c e t o i d e n t i f y s p e c i f i c 
employees assigned t o the NSC r o l l s and those assigned elsewhere 
i n the Old Executive O f f i c e B u i l d i n g . For your immediate 
purposes I recommend the f o l l o w i n g t e x t ( p a r e n t h e t i c a l s are FYI): 
"As of May 4, there were 143 persons d e t a i l e d t o or employed by 
the N a t i o n a l S e c u r i t y C o u n c i l s t a f f . Of t h i s number: 

65 held Permanent White House passes ( B l u e ) ( i n c l u d i n g one 
Other Government Agency pass); 

45 held Temporary White House passes ( B l u e ) ; 
24 held Permanent EOB passes (Orange); 
9 held Temporary EOB passes (Orange). 

In a d d i t i o n , as of May 4 th r e e c o n t r a c t o r s h e l d Temporary White 
House passes i n order t o provide f o r t r a i n i n g and maintenance on 
the NSC's computer systems. (FYI: Two of these c o n t r a c t o r s w i t h 



access to the computer system hold TS/SCI clearances. The t h i r d 
who IS working on a t r a i n i n g manual and does not have access to ' 
the computer or unrestricted o f f i c e access, does not.) F i n a l l v 
and on occasion, anywhere from 2-10 executive branch employees 
""^L^^v, ̂ ^"^^ ^° the Executive Office of the President to work 
with the NSC s t a f f on special projects, f o r example, to assist 
with document review and production i n especially large cases " 
The next paragraph should also be modified to r e f l e c t the 
breakdown presented above. Thus, the topic sentence of the 
second paragraph should read: " A l l NSC employees, or persons 
u t i l i z i n g NSC workspaces on an un r e s t r i c t e d b L i s , with permanent 
or temporary White House or Old Executive Office Building passes 
hold a Top Secret clearance with SCI access " Passes 

s 
Please l e t me know i f you have any questions regarding t h i 
information or the attachments. Thank you. 

Concurrences: Bob Manzanarls 

Attachments 
Tab A L i s t of Names, 5/4/94. 
Tab B Memorandum from Security O f f i c e r P a t r i c i a Nelson 
Tab C Draft Q and A, 4/28/JEB. 
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DANIEL 
DANVERS 
DARBY 
DARRAGH 

DESHAZER 
DIMEL 

•-DONOVAN— 
DRAGONE 

»>-DURIIY 

KRISTEN 
BRONYA 
VICKI 
RI CHARD 
- WILLIATT 
CARGLYN 

KATHLEEN 
THOMAS 
PATTY 
WILLIAM 
MELANIE 
SEAN 

•<;MI'IL!-. — — 

MACARTHUR 
MARSHA 
-t4-NBA--
KAREN 
.̂ ihiiCaJM 

KAROL 
HARTNESS 
MAR I E 
ALAN 
-LAWRENCE 

621 
621 
621 
621 

50444 
46056 
6084 1 
57 586 

ELIZABETII 621 30894 

LOUISE 
-MARiE -
DEMISE 

60607 
57998 
CTT~E^-
61 159 

EMERY 
FAI>UeR— 

MARY 
OillliUf 

CATHERINE 
-CLAfUiE^-

621 
621 

62 1 
-^24-
621 54250 
-^3-1—58853-

n-lhiv 
WHS 
EOB 
TEG 
EOB 
TEO 
WHS 
TED 
WtIS 
WHS 
WHS 

-WHe— 
WHS 
EOB 
TEO 
WHS 
TUII-I'!; 
EOB 

wr 
HELEN 621 61077 TEO 
GLENN 621 58 128 TWHS 
ANNALEE 621 5037 7 EOB 
CHAPPKLL 621 60B66 TWHS 
BROOKE 621 58264 WHS 
JOSEPH 621 

-6^r-
501 78 
11368 

WHS 

WHS 
TUrl 

1 — -

I wr iS 

WHS 
-WHS-



FEINBERG 
FICKLIN 
FDRSYTHE 
FRIED 

J ^ ^ ^ -ERQMAN 
FUNCHES 
GATES 
GENtON 
GEORGE 
GLENN 

-PETER 
RICHARD 
JOHN 
ROSEMARIE 
DANI EL 
-MJ-a4AEl 

DOUGLAS 
EDWARD 
WRORY 

GOTTEMOELLER 
GRAY 
HAHN 
HALL 
HALPERIN 
HAMMOND 
HAMMONDS 
HARRIS 

~xbKALrfĉ «b̂  
HERRINGTON 
HILL 
HILI.IARD 

-"-HOBOSOM 
HOLL 

-=^WQRN-JR: 
HOUCK 
HUBER 
INDYK 
I TON 

CHRISTINA 
BRIAN 
REGINA 
CHRISTOPHER 

-StfiAhfrS 
ROf.b 
WENDY 
KEITH 
WILMA 
MUR TON 
LISA 
D. HOLLY 
EL ISA 

-^LaSABt-f44-
DAV I D 
ROSEANNE 
BRENDA 
"GEtJRGEANN-
JAME 
ARIHUR 

•6£1-
621 
621 

CRISQSTOMQ 621 
621 

-BRAVERMAN S2 T" 
621 

^ 0 1 •>4-
58370 
28890 
592D1 
60105 
"57758" 

LAURELLE 
KEITH 
ANN 
LEE 

—LAGRANGE 
EILENE 
ELAINE 
DENNIS 
GRAY 
H 

WILLARD 

DAVIDSON 
-̂ WWEr-EDWIN 
MARIE 
IRONMONGER 
MARfE 
ELLEN 
WILLIAM • 

49510 
60640 
60539 
35044 

-6-l-in>l 
58479 
47697 
57050 
25239 
6096 5 
t,104 9 
5039 1 
58477 

57854 
35237 
46358 

-frgi 61100 
621 5594 3 
621 A1 112 

621 
621 

-621:" 
621 
621 
621 
621 
621 
621 
621 
621 
.3 ' 

621 
621 
621 

TWHS-
WHS 
WHS 
WHS 
TWHS 

EOE 
TWHS 
WHb 
WhiS 

-Jl- ri ̂  
Wllf, 
WHS 
WI-IS 
WHS 
TWITS 
r \ CJ 
TWH;:. 

f WHS 
-LOUS— 
WH'::: 
EOB 
WHS 
Ti r>-
WHS 
TEO 

BAERQEL 
FRANC IS 
MAR TIN 
WILLIAM 

J8tlNS€HT-^ —-<Tm&-, 

JONES 
KELLY 
KENNEY 
KERR 
KRECZKO 
KRISTOFF 
KYLE 
LAIPSON 
LAPLANTE 
LEARY 
LEBOURGEGI! 
LINDSEY 
LIU 

Lxi^Xxi*^ V'M'^—. ̂ ANN 
MANZANARES 
MARMOL 
MARSHALL 
MAXFIELD 
MCGEATH 
MCILHANY 

STEVEN 
SANDRA 
KRIS TIE 
ANDREW 
ALAN 
SANDRA 
ROBERT 
ELL. EN 
M KAY 
WILLlAM 
.JUL I EN 
WANDA 
ERIC 

JOSEPH 
MADELYN 
BETTY 
NANCY 
TIMOTHY 
JEST I* A 

KLARA 
JOSEPH 
SEAN 
HENRY 
MARK 
B 
RAY 
L 
ANNE 
STANLEY 
JAMES 
JEANNE 
DIXON 
BETH 

621 
621 
621 
621 

35050 
55634 
58497 
58360 

EOB 
WHS 
WHS 
TWHS 

HENRY 
DUDl_EY 
DENISE 
P 
-PRUDENCE 
ROBERT 
PAULA 
ANN 
HELENE 
ALEN 
ANAYAN!̂  



- I - IU i I I I r I ; l_ 

f ICOMAI'-fE ' 
MERCHANT 
MIL L I SON 
MISLOCK JR. 
MITCHELL, I I 

'"-=WLISLEH -
MOODY 
MURASE 
MURPHY 
NEIL 
NELSON 
NIEMERSKI 
NORMAN 
OLOUGHI. IN 
OWENS -KIRKPA 
PAHLKE 
PARRAMORE 
PEGG INS 
PERROY^ 
CFFTEHifc>-_.' — 
PITMAN 
PONEMAN 
PORTER 
-ROTTS -

IK 

PUNKE 
QUINN 
RAMSAY 
REED 
RICE 
ROSS 
ROSSIN 
ROTH . 
SALVETTI 
SATTERFIELD 
SCHIFTER 
SCULIMBRENE 
-eEEL-&¥ 
SEVIGNY JR. 
•^HEEHAN 
SIGLER 

- • IMDNG-: 

rtQ\ IN 
BRIAN 
CATHY 
RAYMOND 

I CALVIN 
E4=AiNE 
ANGELYN 
E«ib^ 
MILES 
M ELISE 
PATRICIA 
STEPHEN 
MARC I A 
KATHERINF 
DARBRO 
HELEN 
CARL 
JOHN 
DEBORAH 

rvi 
JAMES 
DAN I EL 
GI DELL 
G+4«-H5^NE 
MICHAEL 
MARY 
MAR THA 
JAMES 
SUSAN 
THOMAS 
LAWRENCE 
STANLEY 
L I SA 
DAVID 
RICHARD 
THOMAS 
CHARLOTTE 
THEODORE 
rHCI lAEL-
RALPH 
JAMEC 

I lULl. 

TIMOTHY 
LOUISE 
ANTHONY 
ARTHUR 

LLLLL. 

SNOW 
SQDEnnERO 
SONENSHINh 
-SP^IGHT^-
SPENCER 
6TALXLUP-
STAUFFER 
STEINBERG 
SUETTINGER 

Efl 

DIANA 
NANC 
TAR A 
-tR+G— 

DELOIS 
-MOTO-
RANDALL. 

DEAN 
GREGORY 
GAIL 
ENGEL 
APPELQVIS 

WAYNE 
WALTER 
WOOD 

- U 3 R a A i t 4 E l _ 
NORTON 
BRUCE 

WARD 
ELIZABETH 
SUE 
WILLIAM 
ELIZABETH 
BERNARD 
GEORGE 
OWEN 
MAR IE 
MICHAEL 

ANTHONY 
PALMER 
THOMAS 

'621 56361. 
621 28007 
•:-21 30613 
621 60B9& 
6 2 i 6074 5 
621 4&95^6 
621 35476 
621-6G53B~--
621 56896 
621 42903 
621 4t.232 
621 57503 
621 594 16 
621 5764 0 
('>21 50834 
621 4 4862 
621 5997 1 
621 5068'--
621 49789 

4Aft^3 

HOYT 

621 59364 
>t,21 54117 
621 6034 2 

—5-737 3 
621 58267 
621 50676 
621 5584 2 
621 59369 
621 58853 
621 61128 
621 5987 1 
i>21 6 1092 
>':)21 53077 
rt21 593 76 
o21 60104 
621 4'̂ ?94B 

._D2.L_5I333Q 

621 59377 
• ftiJl 52 \ f j ' 
621 22546 

LYNN 
ELIZABET 

621 TfTe4«^ 
621 56097 

-&01C;: 

WILL I AM 

HELEN 
DONALD 
ROBERT 
-cMeK 

DIANE 
-LES 
HA13_ 

LOUISE 
KENNETH 
LEE 
•ARNOLD— 

EOB 
WHS 
TWHS 
T̂;H;.-. 

EOB 
-T to­
wns 
EOB 
Wl IS 
WHS 
TEO 
TWJ-IS 
WIT:, 

WITS 
WHS 
WHS 
EOB 

TWLIS 
WHS 
WHS 
-COD -• 
WHS 
EOB 
EOB 
TWHS 
TWFIS 
TWHS 
TWHS 
TWHS 
EOD 
TWHS 
TWHS 
WHS 

WHS 

WH5 
TEO 
EOB 
-WH^ 
WLIS 
TEO 

621 60982 
-62l-^QZ63_ 
621 577 7;:' TWHS 
.6i:i :i3J 4'V - 'EOB 
621 59581 TEO 
621 597 12 rWHS 
621 61114 TWLIS 

-ii21 50323 EXMi— 



^ / JMl fe- TAPARRA 
TENET 

T X ) \ i -=r=:_IIJRWER -
TURNER I I I 
VANTASSEL 
VEIT 

,-^WAnnFi I 
WADSWORTH 
WALKER 
WALLACK 
WALSH 
i«JIxE{>EMA14N- ' 
WILSON 
WILSON I I I 
WITKOWSKY 
WOLIN 
WRIGHT 

ULEW3KI 

FIDEL 
GEORGE 
'vHrRiJNIOA 
JCit 
I JAV I D 

KATHY 
-«+t,K^r 
VALON 
JENONNE 
MATTHEW 
HELEN 

- K t t l T -
MARILYN 
ERNEST 
ANNE 
NEAL 
ALL I SON 

-l iTCMARn 

GEMEHDR 
JOHN 
BERRARDirvIE 
TLIORNTON 
STERLING 
MARIE 
bVNR 
JAY 
R 
DOUGLAS 
CLAIRE 

EUNICE 
JAMES 
ADAt̂ lS 
STEVEN 
MARIE 
_a • 

TOTAL EMPLOYEES FOR NATIONAL SECURITY COUN = 1 72 

93' F̂ '̂ '̂  



Nelson, Patricia D. 

To: Manzanares 
Subject: Passes 

Bob, 

There's 172 personnel assigned against the NSC roll. There are 8 personnel who were left off the roster The 
following IS a break down of those personnel: «'en on me rosier, ine 

-2 not NSC personnel (WH) 
-13 departed the NSC 
-3 SSDS contractors 
-1 WH Fellow 
-4 Amstrong Case 
-4 NEC 
^NARA 
-2 CFR 
-1 OSTP 
-1 Student Intern 
-2 TDYs 

Out of a total of 180, 37 (above) are not NSC, leaving a total of 143. 

Out of the 143, there are 45 TWHS passes, 9 TEO, 64 PWHS, 24 PEO and 1 OGA. ^'^^ 

There's a total of 54 Temp passes and 89 Perm passes. Total: 143 

Page 1 



4/28/J^B 

Q. Have any temporary passes been issued for personnel assigned 
to work for the National Security Council (NSC), or who 
frequent work spaces occupied by the staff of the NSC? 

A. Yes. As of A p r i l 26, 151 persons were detailed t o , employed 
by, or pending assignment to the National Security Council s t a f f 
Of t h i s number, 104 had permanent passes and 44 had temporary 
passes. The remainder represent positions i n the process of 
being f i l l e d . In addition, on occasion anywhere from 2-10 
executive branch employees may be loaned to the Executive Office 
of the President (EOP) and NSC s t a f f to work on special projects, 
e.g., t o assist with document review and production i n especiallv 
large cases. 

All NSC employees, or persons utilizing NSC workspaces, with 
permanent or temporary White House passes hold a TOP SECRET 
clearance with SCI access. NSC employees awaiting security 
clearances, persons pending assignment to the NSC staff, or any 
other government persons who do not hold TS/SCI clearance may not 
access the NSC computer system or enter secure areas 
unaccompanied. In addition, the White House Situation Room 
receives certification of clearances before permitting NSC 
employees access to national security information thev have a 
need to know. ^ 

Because White House employees are subject to security and 
s u i t a b i l i t y reviews beyond those required of other executive 
branch employees, there are occasions where NSC s t a f f may hold a 
TOP SECRET clearance with SCI access, but not yet be e l i g i b l e for 
a permanent pass. This would occur, f o r example, when an NSC 
employee has not had an updated background i n v e s t i g a t i o n w i t h i n 
one year of j o i n i n g the EOP. Agencies t y p i c a l l y require updated 
background investigations every f i v e years, however, to work at 
the White House, a background i n v e s t i g a t i o n must have been 
completed wi t h i n one year of an employee j o i n i n g the EOP. 

In a d d i t i o n , NSC employees are also subject to the s u i t a b i l i t y 
review required of a l l EOP employees as discussed above U n t i l 
such time as a s u i t a b i l i t y review and updated background 
i n v e s t i g a t i o n i s completed ( i f necessary), a permanent pass w i l l 
not be issued to NSC employees. 

Q. Have a l l personnel assigned to the NSC, or who frequent the 
work spaces occupied by the staff of the NSC, completed 
their background investigations? 

As noted above, a l l personnel assigned to the NSC who have access 
to c l a s s i f i e d information or work spaces containing c l a s s i f i e d 
information hold TOP SECRET clearances w i t h SCI access m 
instances where an employee holds such a clearance, but i s 
required to undergo an updated background i n v e s t i g a t i o n f o r the 
purpose of complying with the EOP's one-year r u l e , an employee 
w i l l be given access to c l a s s i f i e d information while t h i s updated 
background investigation i s pending. This procedure permits the 
work of the NSC to continue unabated while safeguardinq national 
s e c u r i t y information. 



20006 
N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N , D.C. 2 0 5 0 4 

January 5, 1998 

ACTION 

MEMORANDUM FOR DONALD L. KERRI 

FROM; 

SUBJECT: 

JAMES BAKER 

Access to NSC Background Investigations & Process 
for NSC S u i t a b i l i t y Determinations 

The White House Security Office has requested a revised l i s t of 
persons authorized access to FBI background materials on NSC 
personnel^ The attached memorandum from Glyn Davies provides 
such an update. 

The memorandum also memorializes the process by which the NSC, i n 
consultation with the Office of White House Counsel, w i l l make 
s u i t a b i l i t y determinations. In reaching t h i s formulation we 
considered c a r e f u l l y whether such decisions__shnu1 ri u l timately be 
made by Hnn.̂ P̂ Cnunsel or the"lJSC^ Counsel's Office 
argued that i f they were to serve as ultimate a r b i t e r of 
s u i t a b i l i t y , WHC rather than NSC, should make a l l the NSĈ  s 
s u i t a b i l i t y determinations and not j u s t those i n the d i f f i c u l t 
cases we raise. As a result, we recommend the formula above: 
NSĈ  i n consultation with WHC. This w i l l allow the NSC to control 
the""tempo ot i t s dwn~security and s u i t a b i l i t y decisions and i s , I 
believe, consistent with the Front Office's own view that the 
APNSA u l t i m a t e l y should decide who works on the NSC s t a f f . 

The NSC Security Officer w i l l contmue_to adjudicate, or-^verifv, 
access to national beuuilLy-rhTfOTInatioir for NSC s t a f f using the 
standards contained i n E.ori2968 and corresponding adjudicative 
guidelines. The Secret Service w i l l continue, to evaluate 
employees from the p e r s p e c t j n f pni-pntial threats to the 
PresidfiTLt^ The Office of J j h i t ^ Hnn.ciP Sprnrity w i l l continue to 
serve as gatekeeper for BI requests and ensure the necessary 
steps have been taken before issuance of a permanent pass. 
However, as the attached memorandum underscores, where the^SC 
has favru-ahly adiudj Pr'̂''̂ '̂̂  cnrnril-Y rsr\A .'<nit.nhil-j.ty. a permanent 
pass w i l l be issued unless__there i s a separate basis fordenying 
access, s'Ucjh as cT f a i l e d tax check or drug t e s t . 

a l l Concurrence by 



RECOMMENDATION 

That you and Glyn sign the attached signature page and that you 
authorize Glyn Davies to sign the memorandums at Tabs I and I I . 

Approve Disapprove 

Attachments 
Tab I Memorandum for Chuck Easley Re Authorization 

for Review or Process BI Files for NSC 
Tab A Prior NSC Authorization for BI Access 

Tab I I Memorandum for Chuck Easley Re Approval and 
I n i t i a t i o n of BI Access for NSC 



N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N , D.C. 2 0 5 0 4 

January 13, 1998 

20006 

MEMORANDUM FOR CHARLES C. EASLEY 

FROM: GLYN T. DAVIEJ 

SUBJECT: Authorization for Initiation of Name Checks and 
BI Investigations 

Consistent with the EOF's Personnel Security procedure, the 
following individuals, whose signatures appear below, are 
authorized to approve the initiation of name checks and 
background investigations on behalf of the National Security 
Council: 

ranjjbs E . Jait(jes E . Baker 
Special Assistant to the 

President and 
Legal Adviser, NSC 

iry fi. DfeRosa 
deputy Legal Adviser, 

Newell L . HighiSfnith 
Deputy Legal Adviser, NSC 
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N A T I O N A L S E C U R I T Y C O U N C I L 

W A S H I N G T O N , D C. 2 0 5 0 4 

January 13, 1998 

MEMORANDUM FOR CHARLES C. EASLEY 

FROM: GLYN DAVIE^ 

SUBJECT: Updated Authorization for Personnel Security 
Reviews 

This memorandum i s intended to update the EOP Security Office 
regarding those individuals authorized to review or process FBI 
background investigation f i l e s on behalf of the National Security 
Council. This memorandum also constitutes authorization for 
these same individuals to access information that may be relevant 
to security or suit a b i l i t y judgments regarding NSC employees, 
prospective employees, and detailees (hereinafter collectively 
employees) that derives from agencies other than the FBI. 

In addition, this memorandum memorializes the understanding 
between the Office of White House Counsel and the National 
Security Council staff regarding the manner in which suitability 
judgments w i l l be reached regarding NSC employees. Where matters 
potentially affecting s u i t a b i l i t y of NSC employees to work within 
the EOP complex are identified during review of Background 
Investigations or interviews with employees, the EOP Security 
Officer (or his designate) and the NSC Security Officer, shall 
bring such matters to the attention of the NSC/Legal Adviser or a 
Deputy Legal Adviser. The NSC may subsequently consult with the 
Office of White House Coxinsel on matters involving suitability as 
necessary to ensure that NSC employees are treated with the same 
rigor and in accord with the same standards applied by the White 
House generally. I t i s understood that subsequent to such 
consultation final decisions on suitability shall be taken by the 
NSC. Security clearances w i l l continue to be adjudicated and/or 
confirmed by the NSC. 

Consistent with this process, i t i s understood that where the NSC 
has favorably adjudicated an employee's suitability' and security 
clearance, the employee shall receive a permanent pass unless a 
separate independent basis exists for not doing so; e.g., the 
employee poses a threat to the President, or has failed the drug 
test or tax check. 



Reviewing or Processing FBI Background Investigation Files 

The following individuals, whose signatures appear below, are 
authorized to review or process FBI and other agency background 
inv e s t i g a t i o n f i l e s for the National Security Council. We 
understand, that by vi r t u e of t h e i r positions, these persons are 
already authorized access to NSC background information. This 
memorandum i s intended to confirm that access and to supplement 
those authorizations previously provided. With the exception of 
Ms. Haines and Mr. Hall, the individuals l i s t e d below require 
access on a periodic basis only. I t i s also understood that 
where Counter Intelligence concerns are raised, the NSC's Senior 
Director for Intelligence and/or his designate may be apprised of 
BI information. 

The below Office of White House Counsel (OWHC) signatures s h a l l 
also provide d i s t i n c t authorization f o r OWHC access to the same 
information. 

NSC OWHC 

stant to the President 
NationaL Security A f f a i r s 

Donald L. Kerrick 
Deputy Assistant to the President 

for National Security A f f a i r s 

Glyn/TT'Davies 
Exec^ative S ^ r e t a r y 

JeRosi 
Dfeputy Legal Adviser 

Charles F.C. Ruf 
Counsel to the Pr 

Cheryl D. M i l l s 
Deputy Counsel 

dent 

Karen A. Popp 
Associate Counsel 



The following persons should be deleted from the previous NSC 
access l i s t : 

Alan Kreczko 
John E. Sparks 
Anthony Lake 
Nancy E. Soderberg 
Andrew D. Sens 
Peter Erichsen 

Concurrence by: Karen Popp 

Attachment 
Tab A Previous NSC Authorization 



N A T I O N A L S E C U R I T Y C O U N C I L 6 0 x 3 5 

W A S H I N G T O N . D.C. 2 0 5 0 4 

MEMORANDUM FOR CHARLES C. EASLEY 
Director White House Security 

FROM: ANDREW D. SENS ^ 

SUBJECT: Authorization for Personnel Security Reviews 

Consistent with the EOP's new Personnel Security procedures this 
memorandum i s intended to n o t i f y the EOP Security Office of those 
individuals authorized to 1) approve the i n i t i a t i o n of name 
checks and background investigations and 2) review or process FBI-
CoSncil f i l e s on behalf of the National Security 

Approving Name Checks and Backgrdund Investigations 

The following individuals, whose signatures appear below, are 
authorized to approve the i n i t i a t i o n of name checks and 
background investigations on behalf of the National Security 
Council: • /o 

Alan J /Krecz;:o J^Ts A. Baker 
Special Assl^to the President Deputy Legal Adx^Tsor, NSC 

John E. Sp4r^ 
Deputy Legal Advisor, NSC 

Reviewing or Processing FBI Background Investigation Files 

The following individuals, whose signatures appear below, are 
authorized to review or process (i.e.,-physically handle and 
possess) FBI and other agency background investigation f i l e s for 
the National Security Council. 

With the exception of Ms. Haines and Mr. Hal l , the individuals 
l i s t e d below require access on an aperiodic basis only In 
addition to reviewing information that may pertain to the 
s u i t a b i l i t y and clearance of NSC-staff or prospective s t a f f , the 



r 
Assistant to the President for National Security A f f a i r s (APNSA) 
Deputy Assistants to the President for National Security A f f a i r s 
(DAPNSAs), and representatives of the Office of the Legal Adviser 
are also asked by the White House Counsel and Presidential 
Personnel to evaluate information contained i n the background 
f i l e s of prospective presidential appointees, where such 
information may implicate national security or foreign relations 
equities. Toward t h i s end, the APNSA and DAPNSAs may determine 
that I t IS necessary to consult with additional NSC s t a f f (not 
l i s t e d below) with specialized regional or functional knowledge 
In such cases, additional NSC st a f f having access to FBI 
background information w i l l be advised that such access i s 
provided f o r ' . o f f i c i a l purposes only and such information shall be 
used only for the purpose of the specific consultation i n 
question. 

F i n a l l y , i t should be noted that Mr. Leary, as the Senior 
Director for Records and Access Management, i s authorized access 
and to possess background f i l e s and information- to the extent 
required to perform his functions as Custodian of NSC records 

Anthorfy Lake 
Asst to the President for 
National Security A f f a i r s 

3amuel R. BergeC] 
Dep Asst to the President 
Nat^ional Security A f f a i r s 

Soderber* 
t to the President 

etHfirfeit..^fairs 

irew D. Sens 
Executive Secretary, NSC 

a n .T y i ( r o f ^ - 7 \rr^ 

for 

for 

Alan J.^Kretrzko 
Spec ia l Asst to the President 
Legal Advisor, NSC 

imes A. Baker 
J ^ J ^ ^ Legal A d v i s ^ ^ S C 

(John E . SparfcsN^ 
"^tayisor, NSC 

William H.' L'earj 
Senior Director for 
Records & Access Management, 
NSC 

t 

Maî y A./Haines 
I r of Administration, NSC 

les A. Hal l 
Security Of f i cer , Nsc 
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