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approaches that maximize net benefits
{including potential economic,
environmental, public health and safety,
and other advantages; distributive
impects; and equity). The agency
believes that the final rule is consistent
with regulatory philosophy and
principles identified in the Executive
Order. In addition, the final rule is not

a siiniﬁcam regulatory action as defined
by the Executive Order and so is not
subject to review under the Executive
Order.

The Regulatory Flexibility Act
requires agencies to analyze regulatory
options that would minimize any
significant impact of a rule on small
entities. Because the final rule involves
a minor procedural change that
primarily affects FDA and has no direct
effect on small companies, the agency
certifies that the final rule will not have
a significant economic impact on a
substantial number of small entities.
Therefore, under the Regulatory
Flexibility Act. no further analysis is
required. :

V. Paperwork Reduction Act of 1995 -

This final rule contains no additional
information collection requirements
which are subject to review by the
- Office of Management and Budget under
the Paperwork Reduction Act of 1995
{Pub. L. 104-13).

List of Subjects in 21 CFR Part 814

Administrative practice and
procedure, Confidential business
information, Medical devices, Medical
research, Reporting and recordkeeping
requirements.

herefore, under the Federal Food,
Drug, and Cosmetic Act and under.
authority delegated to the Commissioner
of Food and Drugs, 21 CFR part 814 is
"amended as follows: '

PART 814—PREMARKET APPROVAL
OF MEDICAL DEVICES

1. The authority citation for 21 CFR
part 814 continues to read as follows:

Authority: 21 U.S.C. 351, 352, 353, 360.
380¢-360j, 371. 372, 373, 374, 375, 379, 379,
as1.

2. Section 814.44 is amended by

revising paragraph (d) to read as
follows:

§814.44 Procedures for raview of a PMA.
(d)(1) FDA will issue to the applicant
-an order approving a PMA if none of the
reasons in § 814.45 for denying approval
of the application applies. FDA will
approve an application on the basis of
dreft final labeling if the only
deficiencies in the application concern
editorial or similar minor deficiencies in

the draft final labeling. Such approval
will be conditioned upon the applicant
incorporating'the specified labeling
changes exactly as directed and upon
the apﬁlicant submitting to FDA a copy
of the final printed labeling before
marketing. FDA will also give the public
notice of the order, including notice of
and opportunity for any interested
persons to request review under section
515(d)(3) of the act. The notice of ,
approval will be placed on FDA's home
page on the Internet (http://
www.fda.gov), and it will state that a
detailed summary of information
ms&ecting the safety and effectiveness
of the device, which was the basis for
the order epproving the PMA, including
information about any adverse effects of
the device on health, is available on the
Internet and has been placed on public
display, and that copies are available
upon request. FDA will publish in the
Federal Register after each quarter a list
of the approvals announced in that
quarter. When a notice of approval is-
published, data and information in the
PMA file will be available for public

" disclosure in accordance with §814.9.

(2) A request for.copies of the current
PMA approvals and denials document
and for copies of summaries of safety
and effectiveness shall be sent in
writing to the Dockets Management
Branch (HFA-305), Food and Drug
Administration, 12420 Parklawn Dr.,
rm. 1-23, Rockville, MD 20857.

3. Section 814.45 is amended by
revising paragraph (d) to read as
follows:

§814.45 Denlal of approval of a PMA.
- - L4 - * .

{(d)(1) FDA will give the public notice
of an order denying approval of the
PMA. The notice will be placed on the
FDA's home page on the Internet (http:/
farww fda.gov), and it will state thata
detailed summary of information

~ respecting the safety and effectiveness

of the device, including information
about any adverse effects of the device’
on health, is available on the Internet
and has been placed on public display
and that copies are available upon
request. FDA will publish in the Federal
Register after each quarter a list of the
denials announced in that quarter.

" When a notice of denial of approval is

made publicly aveilable, data and
information in the PMA file will be
available for public disclosure in
accordance with §814.9.

(2) A request for copies of the current
PMA approvals and denials docurnent
and copies of summaries of safety and
effectiveness shall be sent in writing to

the Freedom of Information Staff (HFI~

35), Food and Drug Administration,
5600 Fishers Lane. Rockville, MD
20857. .

Dated: Januery 22, 1998.
William B. Schultz,
Deputy Commissioner for Policy.
[FR Doc. 982283 Filed 1-29-98; 8:45 am)

BILLING CODE 4160-01-F

DEPARTMENT OF DEFENSE
Office of the Secretary

32 CFR Part 147
RIN 0790-AGS54
Personnel Security Policles for

Granting Access to Classified
Information : :

AGENCY: Department of Defense:
ACTION: Interim final rule.

SUMMARY: This rule is published to
streamnline security practices throughout
the government, uniform adjudicative
guidelines, investigative standards and
guidelines for temporary access are
being established. This initiative will
simplify security processing and allow
the deserving pubgic to obtain a security
clearance in & faster, more efficient
manner. :
OATES: This rule is effective March 24,
1997. Comments must be received by
March 31, 1898. :
ADDRESSES: Forwerd comments to the
Security Policy Board Staff, 1215
Jefferson Davis Highway, Suite 1101,
Arlington, VA 22202.

FOR FURTHER INFOHAMATION CONTACT:

Mr. T. Thompson, 703—602-9969.

SUPPLEMENTARY INFORMATION:

Executive Order 12868, Regulatgrj
Planning and Review

It has been determined that this
interim rule (32 CFR part 147) is not a
significant regulatory action. The rule
does not: Lo

(1) Have an annual effect to the
economy of $100 million or more or
adversely affect in a material way the
ecenomy: a section of the economy;
productivity; competition; jobs; the
environment; public health or safety; or
State, local, or tribal governments or
communities; _ _

(2} Create & serious inconsistency or
otherwise interferv with an action taken
or planned by another Agency;

(3) Materially alter-the budgetary
impact of entitlements, grants, user fees.
or loan programs, or the rights and
obligetions of recipisnts thereof; or
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. (4) Raise novel legal or palicy issues
arising out of legal mandates, the
President’s prioritiss. or the principles

* got forth in this Executive Order.
. Public Law 96354, Regulatory

Flexibility Act (5 U.S.C. 601)

It has been certified that this rule is
not subject to the Regulatory Flexibility
Act {5 U.S.C. 601) because it would not,
if promulgated, have a significant
‘economic impact on a substantial
number of small entities. This part will
streamnline personnel security clearance
procedures and make the process more’
efficient,

Public Law 96-511, Paperwork
Reduction Act (44 U.S.C. Chapter 35)

It has been certified that this part does

not impose any reporting or
recordkeeping requirements under the
Paperwork Reduction Act of 1995.

List of Subjects in 32 CFR Part 147

Classified information, Investigations,
Security measures.

Accordingly. Title 32 of the Code of
Pederal Regulations, Chapter 1,
subchapter C is amended to add part
147 to read as follows:

PART 147—ADJUDICATIVE GUIDELINES
FOR DETERMINING ELIGIBILITY FOR
ACCESS TO CLASSIFIED INFORMATION

Subpart A—Adjudicative Guidelinas

Sec.

147.1 Introduction,

147.2  Adjudicative process.

147.3 Guideline A—Allegiance to the
United States.

147.4 Guldeline B—Foreign influence.

147.5 Guideline C—Foreign preference.

147.6 Guideline D—Sexual behavior.

147.7  Guideline E—Personal conduct.

147.8 Guideline F—Financial
considerations.

147.9 Guideline G—Alcohol consumption.

147.10 Guideline H~—Drug involvement.

147.11  Guideline I-Emotional, mental, and
personality disorders. .

147.12 Guideline ]—Criminal conduct.

147.13  Guideline K—Security violations.

14714 Guideline L—Qutside activities.

147.15 Guideline M—Misuse of information
technology systems.

Suhpaﬁ B—investigative Standards

147.18 Introduction.

147.19. The three standards.

147.20 Exception to periods of coverage.
147.21 Expanding investigations.

147.22 Transferability.

147.23  Breaks in service,

The national agency check.

Subpart C—Guidelines for Tem ]
Accegy - Poreny

147.28 Introduction.
147.29. Temporary eligibility for accoss.

147.30 Temporary eligibility for access at .
the CONFIDENTIAL AND SECRET levels
and temporary eligibility for “L" access
auvthorization.

147.31 Temporary eligibility for access at
the TOP SECRET levels and temporary
eligibility for Q" access authorization.
For someone who is the subject of a
favorable investigation not mecting the
investigative standards for access at
those levels.

147.32 Temporary eligibility for access at -
the TOP SECRET and SCI levels and
temporary eligibility for “Q” sccess -
authorization: For someone who is not
the subject of a current, favorable
personnel or personnel-security
investigation of any kind. :

147.33 Additional requirements by
agencias. ' -

Authority: E.Q. 12968 (60 FR 40245. 3 CFR

1995 Comp., p 391).

Subpart A—Adjudication

§147.1 introduction.

The following adjudicative guidelines
are established for all United States:
Government.civilian and militery
personnel, consultants, contractors,
employees of contractars, licensees,
certificate holders or grantees and their

- employees and other individuals who

require access to classified information.
They apply to persons being considered
for initial or continued eligibility for
accass to classified information, to
include sensitive compartmented
inforination and special access programs
and are to be used by government
departments and agencies in al} final
clearance determinations.

§147.2 Adjudicative process.

{a) The adjudicative process is an
examination of a sufficient period of a
person’s life to make an affirmative
determination that the person is eligible
for a security clearance. Eligibility for
access toclassified information is
predicated upon the individual meeting

‘these personnel security guidelines. The

adjudicative process is the careful
weighing of a number of variables
known as the whole person concept.

Available, reliable information about the '

person, past and present, favorable and
unfavorable, should be considered in
reaching a determination. In evaluating
the relevance of an individual’s '
conduct, the adjudicator should
consider the following actors:

(1) The nature, extent, and
seriousness of the conduct;

(2) The circumstances surrounding
the conduct, to include knowledgeable
participation;

(3) The frequency and recency of the
conduct; '

(4) The individual’s age and maturity
at the time of the conduct; '

(5) The voluntariness of participation;

{6) The presence or ebsence of
rehabilitation and other pertinent
behavioral changes;

(7) The motivation for the conduct;

(8) The potential for pressure,
coercion, exploitation, or duress;

(9) The likelihood of continuation of
recurrence. )

(b) Each case must be judged on its
own merits, and final determination
remains the responsibility of the
specific department or agency. Any

oubt as to whether access to classified
information is clearly consistent with
national security will be resolved in
favor of the national security.

{c) The ultimate determination of
whether the granting or continuing of
eligibility for a security clearance is
clearly consistent with the interests of
national security must be an overall
common sense determination based
upon careful consideration of the
following, each of which is to be
evaluated in the context of the whole
person, as explained furthar below:

(2) Guideline A: Allegiance to the
United States.

{2) Guideline B: Foreign influence.

(3) Guideline C: Foreign preference.

(4) Guideline D: Sexual behavior.

(5) Guideline E: Personal conduct.

(6) Guideline F: Financial
considerations. ‘

{7) Guideline G: Alcchol
consumption. '

(8) Guideline H: Drug involvement.

(9} Guideline I: Emotional, mental,
and personality disorders. :

{10) Guideline J: Criminsl conduct.

{11) Guideline K: Securitv violations.

(12) Guideline L: Outside activities.

(13) Guideline M: Misuse of
Information Technology Systems.

(d) Although adverse information
concerning a single criterion may not be
sufficient for an unfavorable
determination, the individual may be
disqualified if available information
reflects a recent or recurring pattern of
questionable judgment, irresponsibility,
or emotionally unstable behavior.
Notwithstanding, the whole person
contepl, pursuit of further .
investigations may be terminated by an -
appropriate adjudicative agency in the
face o?rallable. significant,
disqualifying, adverse information.

(e) When information of security
concemmn becomes known about en
individual who is currently eligible for
access to classified information, the
adjudicator should consider whether the
person: .

- (1) Voluntarily reported the
information; . .

(2) Was truthful and complete in

responding to questions;
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(3) Sought assistance and followed
professional guidance, where
appropriate;

4) Rasolved or appears likely to
favorably resolve the security concern;

(5) Has demonstrated positive changes
in behavior and employment;

{6) Should have his or her access
temporarily suspended pending final
adjudication of the information.

(ﬂ If after evaluating information of
security concern, the adjudicator
decides that the information is not
serious enough to warrant a
recommendation of disapproval or
revocation of the security clearance, it
may be appropriate to recommend
approval with a warning that future
incidents of a similar nature may result
in revocation of access.

§147.3 Guldeline A—Allegiance o the
United States. .

(a) The concern, An individual must
be of unquestioned allegiance to the
United States. The willingness 1o
safeguard classified information is in
doubt if there is any reason to suspect
an individual’s allegiance to the Untied
States. -

{b) Conditions that could raise a
security concern and may be
disqualifying include: (1} Involvement
in any act of sebotage, espionage,
weason, terrorism, sedition, or other act
whose aim is to overthrow the -
Government of the United States or alter
the form of government by -
unconstitutional means;

(2) Association or sympathy with
persons who are attempting to commit,
or who are committing, any of the sbove
acts; :

(3) Association or sympathy with
persons or organizations that advocate
the overthrow of the United States
Government, or any state or subdivision,
by force or violence or by other
" unconstitutiona) means;

(4} Involvement in activities which
unlawfully advocate or practice the
commission of acts of force or violence
to prevent others from exercising theis
rights under the Constitution or!iav_vs of
the United States or of any state.

(c) Conditions that could mitigate
security concerns include: (1) The
individual was unaiare of the unlawful
aims of the individual or organization
and severed ties. upon learning of these;

{2) The individual's involvement was
only with the lawful or humanitsrian
aspects of such an organization;

3) Involvement in the above activities
occurred for only a short period of time
and was attributable to curiosity or
academic interest;

{4) The person has had no recent
involvement or association with such
activities.

§147.4 Guideline B—Forelgn influence.
(a) The concern. A security risk may

'~ exist when an individual’s inmediate

family, including cohabitants and other
persons to whom he or she may be
bound by affection, influence, or
obligation are not citizens of the Untied
States or may bae subject to duress.
These situations could create the
potential for foreign influence that
could result in the compromise of
classified information. Contacts with
citizens of other countries or financial
interests in other countries are also
relevant to security determinations if
they make an individual potentially
vulnersble to cosrcion, explojtation, or
pressure. -

(b) Conditions that.could raise a
security concern and may be
disqualifying include: {1} An immediate
family member, or a parson to whom the
individual has close ties of affection or
obligation, is a citizen of, or resident or
present in, a foreign country;

(2) Sharing living-quarters with a
person or persons, regardless of their
citizenship status. if the potential for
adverse foreign influence or duress
exists;

(3) Relatives, cohabitants, or
sssociates who are connected with any
foreign government;

(4) Failing to report, where required,
associations with foreign nationals;

(5) Unauthorized association with a
suspected or known collaborator or
employee of a foreign intelligénce
service; ' "

(6) Conduct which may make the
individual vulnerable to coercion,
exploitation, or pressure by a foreign
government;

(7) Indications that representatives or
nationals from a foreign country are
acting to increase the vuln'erah!Hity of
the individual to possible future
exploitation, coercion or pressure;

(8) A substantial financisl interest in
a country, or in-any foreign owned or
operated business that could make the
individual vulnerable to foreign
influence.

(c) Conditions that could mitigate
security concerns include: (1) A
determination that the immediate family
member(s) (spouse, father, mother, sons,
daughters, brothers, sisters), cohabitant,
or associate(s) in question are not agents
of a foreign power or in a position to be

. exploited by a foreign power in a way

that could force the individual to choose
between loyalty to the person(s)
involved and the United States;

(2) Contacts with foreign citizens are
the result of official United States
Government business;

(3) Contact and correspondence with
forelgn citizens are casual and
infrequent;

(4) The individual has promptly
complied with existing agency

_ requirements regerding the reporting of

contacts, requests, or threats from
persons or organizations from a foreign
country;

{5) Foreign financial interests are
minimal and not sufficient to affect the
individual's security responsibilities.

§147.5 Guldeline C—Foreign preference.

(8) The concern. When an individual
acts in such a way as to indicate a
preference for a foreign country over the
United States, then he ar she may be
prone to provide information or meke
decisions that are harmful to the
interests of the United States.

(b} Conditions that could raise a
security concern and may be
disqualifying include:

(1) The exercise of dual citizenship:

(2} Possession and/or use of a foreign
passport; ,

(3) Military service or a willingness tc
bear arms for a foreign country;

(4) Accepting educational; medical, o:
other benefits, such as retirement and
social welfare. from a foreign country;

(5) Residence in a foreign country to
meet citizenship requirements;

(6) Using foreign citizenship to
protect financial or business interests i
another country; . "

(7) Seeking or halding political office
in the foreign country:

. {8) Voting in foreign elections;

(9) Performing or atternpting to
perform duties, or otherwise acting, 50
as to serve the interests of another
government in preference to the
interests of the United States.

(c) Conditions that could mitigate
security concerns include: (1) Dual
citizenship is based solely on parents’
citizenship or birth in a foreign countr

(2) Indicators of possible foreign
preference (e.g., foreign military servic
occurred before obtaining United Stat
citizenship;

{3) Activity is sanctioned by the
United States: :

- (4) Individual has expressed a
willingness to renounce dual '
citizenship.

§147.6 Guidance D—Sexual behavior.
(a) The concern. Sexual behavior is
security concern if it involves a crimi
offense, indicates a personality or.
emotional disorder, may subject the
individual to coercion, exploitation, «
duress, or reflects lack of judgment o
discretion.? Sexual orientation ot

1 Tha adjudicator should also conslder guide!
penaining 1o criminal conduct {Guideline J) an-
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preference may not be used as a basis

" for or a disqualifying factor in

determining a person’s eligibility for a
security clearance.

{b) Conditions that could raise a
security concern and may be
disqualifying include: (1) Sexual
behavior of a criminal nature, whether
or not the individual has been

prosecuted; - o
(2) Compulsive or addictive sexual
behavior when the person is unable to

stop a pattern or self-destructive or
high-risk behavior-ar that which is
symptomatic of & personally. disorder;

(3})Sexual behavior that causes an
individual to be vulnerable to coercion,
exploitation, or duress;

4) Sexual behavior of a public nature -

and/or that which reflects lack of
discretion or judgment.

(c) Conditions that could mitigate
security concerns include: (1) The
behavior occurred during or prier to
adolescence and there is no evidence of
subsequent conduct of g similar nature;

(2) The behavior was not recent and
there is no evidence of subsequent
conduct of a similar nature;

(3} There is no other evidence of
questionable judgment, irresponsibility,
or emotional instability; X ‘

(4) The behavior no Yonger 5eIves as
a basis for coercion, exploitation, or
duress.

§147.7 Quideline E—Personat conduct.

() The concern. Conduct involving
questionable judgment,
untrustworthiness, unreliability, lack of
candor, dishonesty, or unwillingness to
comply with rules and regulations could
indicate that the person may not
properly safeguard classified
information. The following will
normally result in an unfavorable
clesrance action or administrative
termination of further processing for
clearance gligibility: 4

(1) Refusal to undergo or cooperate
with required security processing,
including medical and psychological

tesh'.lxi;e

. (2) Refusal to completa required
security forms, releases, or provide full,
frank and truthful answers to lawful
questions of investigators, security
officials or other representatives in
connection with a personnel security or

“trustworthiness determination.

(b) Conditions that could raise a
security concern and may be
disquqllfging dlso include: (1) Reliable,
unfavorable information provided by
associates, employers, coworkers,
neighbors, and other acquaintances;

“
emational, mantal and personality disorders
{Guidaline I} in determining how to resolve the
security concerns ralsed by sexual behavior.

{2) The dsliberate omission, .
concealmant, or falsification of relevant
and material facts-from any personnel
security questionneire, personal history
statement, or similar form used to
conduct investigations, determine

- employment qualifications, award

benefits or status, determine security
clearance eligibility or trustworthiness,
or award fiduciary responsibilities;

(3) Deliberately providing false or
misleading information concerning -
relevent and material matters to an
investigator, security official, competent
medical authority, or other .
representative in connection with a
personnel security or trustworthiness
determination;

(4) Personal conduct or concealment
of information that may increase an

. individual’s vulnerability to coercion,’

exploitation, or duties, such as engaging

{in activities which, if known, may affect

the person’s personal, professional, or:
community standing or render the
person susceptible to blackmail;

(5) A pattern of dishonesty or-rule

violations, including violation of any

written or recorded agreement made
between the individual and the agency;

(6) Association with persons involved
in criminal activity. :

(c) Conditions Lgat could mitigate
security concerns include: (1) The
information was unsubstantiated or not
pertinent to a determination of
judgment, trustworthiness, or reliability;

(2) The falsification was an isolated

-incident, was not recsnt, and the

individual has subsequently provided
correct information voluntarily;

(3) The individual made prompt, good
faith efforts to correct the falsification
before being confronted with the facts;

{4) Omission of materia! facts was
caused or significantly contributed to by
Im&roper or inadequate advice of
authorized personnél, and the
previously omitted information was .
promg_tgy and fully provided;

(6) The individual has takern positive
steps to significantly reduce or
eliminate vulnerability to coercion,
exploitation, or duress;

6) A refusal to cooperate was based
on advice fromlegal counsel or other
officials that the individual was not
required to comply with security
processing requirements and, upon .
being made aware of the requirement,
fully and truthfully provided the .
requested informatien; ' |

7} Association with persons involved
in criminal activities has ceased.

§147.8 Guideline F—Finaneiat
congsidesrations. '

(a) The concern. An individual who is
financially overextended is at risk of .

to carelessness.

having to engage in illegal acts to
gonerate funds. Unexplained affluence
is often linked to proceeds from
financially profitable criminal acts.

(b} Conditions that could raise a
security concern and may be - -
disqualifying include: (1) A history of
not meeting financial ebligations;

(2} Daceptive or illegal financial
practices such as embezzlement,
employee theft, check fraud, income tax
evasion, expense account fraud, filing
deceptive loan statements, and other
intentional financial breaches of trust;

(3) Inability or unwillingness 1o
satisfy debts;

(4) Unexplained affluence;

(5) Financial problems that are linked
to gambling, drug abuse, alcoholism, ar
other issues of security concern.

(c) Cenditions that-could mitigate
security concerns include: (1) The
behavior was not recent;

(2) It was an isolated incident;

(3) The conditions that resulted in the
behavior wers largely beyond the.
person’s control (e.g., loss of
empioyment, e business downtrun,

unexpected medical emergency, ora

death, divorce or separation);

(4) The person has received or is
receiving counseling for the problem
and thers are clear indications that the
problem is being resolved or is under
control; =

(5) The affluence resulted from & legal
source;

(6) The individual initiated a good-
faith effort to repay overdue creditors or
otherwise rgsolve debts.

§147.9 GQGuideline G—Alcohol
consumption.

(a) The concern. Excessive alcohol
consumption often leads-to the exercise
of questionable judgment, unreliability,
failure to control impulses, and.
increases the risk of unauthorized
disclosure of classified information due

(b) Conditions that could raise o
security concern.and mnay be

- disqualifying include: (1) Alcohol-

related incidents away from werk, such
as driving while under the influence,
fighting, child or spouse abuse, or other
ariminal incidents related to alcohol
use; - S
(2) Alcohol-related incidents at work,
such as reporting for work or duty in an
intoxicated or impaired condition, or
drinking on the 'cﬁ:;

(3) Diagnosis éy-a credentialed
medical professional (e.g., physician,
clinical psychologist, or psychiatrist) of
alcohol ebuse or alcohol dependence;

(4) Evaluation of alcohol abuse ar
alcohol dependence by s licensed
clinicel social worker who is a staff
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member of & recognized alcohol
treatment program;

{5) HabitunoFor binge consumption of
alcohel to the point of impaired

dgment;

(gnConsumption af alcohol,
subsequent to a diagnosis of alcoholism
by a credentialed medical professional
and following completion of an alcohol
rehabilitation profam.'

(c) Conditions that could mitigate
security concerns include: (1) The
alcohol related incidents do not indicate
a pattern;

(2) The problem occurred a number of
years ago and there is no indication of
a recent problem;

(3} Positive changes in behavior
supportive of sobriety; .

Pﬁ Following diagnosis of alcoho} .
abuse or alcohol dependence, the
individual has successfully completed
impatient or-outpatient rehabilitation
along with aftercare requirements,

. perticipates frequently in mestings of

Alcoholics Anonymous or a similar
organization, bas abstained from alcohol
for a period of at least 12 months, and

-received a favorable Frognosis bya

credentialed medical professional or a
licensed clinical social worker who is a
staff member of a recognized alcohol
treatment program.

§174.10 Guldeline H—Drug involvement.

-(2) The concern. (1) Improper or
illegal involvement with drugs raises
questions regarding an individual's
willingness or ability to protect
classified information. Drug abuse or
dependence may impair social or
occupational functioning, increasing the
risk of att unauthorized disclosure of
classified information. :

(2) Drugs are defined as mood and
behavior altering substances. and
include: .

(i) Drugs, matarials, and other
chemical compounds identified and
listed in the Controlled Substances Act
of 1970, as amended (e.g., marijuana or
cannabis, depressants, narcotics,
stimulants, and hallucinogens),

{ii) Inhalants and other similer
substances.

(3) Drug abuse is the illegal use of a
drug or use of a legal drug in a manner
that deviates from approved medical
direction.

() Conditions that could raise a
security conicern and may be
disqualifying include: (1) Any drug
abuse (see above definition);

(2) legal drug possession, including
cultivation, processing, manufacture,
purchase, sale, or distribution;

(3) Diagnosis hy a credentialed
medical professional (e.g., physician,
clinical psychologist. or psychiatrist) of
drug abuse or drug dependence:

- (4) Evaluation of drug abuse or drug
dependence by a licensed clinical social
worker who is a staff member of a
recognized treatment pro ;

(Sfjlt‘ailmdﬁgsuocessmng cgnaﬁ'ete a
drug treatment program prescribed by a
credentialed medical professional.
Recent drug involvement, especially
following the granting of a security
clearance, or an expressed intent not to

discontinue use, will almost invariably

result in an unfavorable determination.

(c) Conditions that could mitigate
security concerns include: (1) The drug
involvement was not recent;

(2) The drug involvement was an
isolated or aberration event;

(3) A demonstrated intent not to abuse
any drugs in the future; .

zl) Satisfactory completion of a
prescribed drug treatment program,
including rehabilitation and aftercare
requirements, without recurrence of
abuse, and a favorable prognosis by a
credentialed medical professional.

§147.11  Guideline I—Emotional, mental,
and personality disorders.

(a) The concern: Emotional, mental,
and personality disorders can cause a
significant deficit in an individual’s
psychological, social and occupation
funétioning. These disorders are of
security concern because they may
indicate a defect in judgment,
reliability, or stability. A credentialed
mental health professional (e.g., clinical
Esychologist or psychiatrist), employed

y. acceptable to or approved by the
government, should be utilized in
evaluating potentially disqualifying and
mitigating information fully and
properly, and paiticulerly for
consultation with the individual’s
mental health care provider.

- (b) Conditions that could raise a
security concern and may be
disqualifying include: (1) An opinion by
a credentialed mental health
professional that the individual has a
condition or treatment that may indicate
a defect in judgment, reliability, or
stability; '

(2) Information that suggests that an
individual has failed to follow
appropriate medical advice relating to
treatment of a condition, e.g., failure to
take prescribed medication;

(3) A pattern of high-risk,
irresponsible, aggressive, anti-social or
emationally unsteble behavior;

{4) Information that suggests that the
individual’s current behavior indicates a
defect in his or her judgment or
reliability. .

(¢} Conditions that could mitigate
security concerns include: (1) There is
no indication of a current problem;

- (2) Recent opinion by a credentialed
mental health professional that an
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individual’s previous emotional, .-
mental, or personality disorder is cured,
under control or in remission and has a
low probability of recutrence or
exacerbation; .

(3) The past emotional instability was
& temporary condition (e.g., one caused
by a death, illness, or marital breakup),
the situation has been resolved, and the
individual is no longer emotionally
unstable. -

§147.12 Guidsline J—Criminal conduct

(8) The concern. A history or pattern
of crimingl activity creates doubt about
a person’s judgment, reliability and
trustworthiness.

(b) Conditions that could raise a
security concern and may be
disqualifying include: (1) Allegations or
admissions of criminal conduct,
regardless of whether the person was
formally charged; _

(2) A single serious crime or multiple
lesser offenses. .

" {c) Conditions that could mitigate
security concerns include: (1) The
criminal behavior was not recent;

(2) The crime was an isolated
incident; .

(3) The person was pressured or
coerced into committing the act and
those pressures are no longer present in
that person’s life;

(4) The person did not voluntarily
commit the act and/or the factors
leading to the violation are not likely to
recur;

(5) Acquittal; ,

(6) There is clear evidence of
successful rehabilitation.

§147.13 Guldeline X—Security violations.
-(a) The concern. Noncompliance with

~ security regulations raises doubt about

an individual’s trustworthiness,
willingness, and ability to safeguard
classified ipformation.

{b) Conditions that could raise a
security concern and may be
disqualifying include. (1) Unauthorized
disclosure of classified information:

(2) Violations that are deliberate or

multiple or due to negligence.

(¢) Conditions that couvld mitigate
security concerns include actions that:
(1) Were inadvertent; '

(2) Were isolated or infrequent;

(3) Were due to improper or
inadequate training; :

(4) Demonstrate a positive attitude
towerds the discharge of security
responsibilities. :

§147.1¢ Guldeline L—Outside activitles.
(a) The concern, Involvement in
certain types of outside employment or
activities is of security concern if it
poses a conflict with an individual’s
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security responsibilities and could
create an increased risk of unauthorized
disclosure of classified information.

(b) Conditions that could roise a
security concern qnd may be
disquaﬁfy]'ng include any service,
whether compensated, volunteer, or
employment with: (1) A foreign country:

(2) Any foreign national;

(3) A representative of any foreign
interest;

(4) Any foreign, domestic, or
international organization or person
engaged in analysis, discussion, or

ublication of material on intslligence,
efense, foreign affairs, or protected
technology.

(c) Conditions that could mitigate
security concerns include: (1)
Evaluation of the outside employment
or activity indicates that it does not pose
a conftict with an individual’s security
responsibilities:

(2) The individual terminates the
employment or discontinues the activity
upon being notified that it is in conflict
with his or her security responsibilities.

§142.15 Guideline M—Misuse of
Intormation technology systems.

(a) The concern. Noncompliance with
rules, procedures, guidelines, or
regulations pertaining to information
technology systems may raise security
concerns about an individual’s
trustworthiness, willingness, and ability
to properly protect classified systems,
networks, and information. Information
Technology Systems include all related
equipment used for the communication,
transmission, processing, manipulation,
and storage of classified or sensitive
information. :

(b) Conditions that could raise a
security concern and may be
disqualifying include: (1) lllegal or
unauthorized entry into any information
technology system;

(2) Illegal or unauthorized
modification, destruction, manipulation
or denia) of access to information
residing on an information technology
system; :

(3) Removal (or use) of hardware,
software, or media from any information
technology system without
authorization, when specifically
prohibited by rules, procedures,
guldelines or regulations:

* (4) Introduction of bardware,
software, or medig into any information °
technology system without
authorization, when specifically
prohibited by rules, procedures,
guidelines or regulations.

() Conditions that could mitigate
security concerns include: (1) The
misuss was not recent or significant;

.reinvestigation.

(2) The conduct was unintentional or
inadvertent;

(3) The introduction or removal of
media was authorized;

(4) The misuse was an isolated event;

(5) The misuse was followed by a
prompt, gaod faith effort to correct the
situation. .

Subpart B—lnvestlgative Standards

§147.18 Introduction.

The following investigative standards
are sstablished for all United States
Government civilian and military
personnel, consultants, contractors,
employees of cantractors, licensees,
certificate holders or grantees and their
employees and other individuals who
require access to classified information,
to include Sensitive Compartmented
Information and Special Access
Programs, and are to ba used by
government departments and agencies
as the investigative basis for final
clearance determinations. However, -
nothing in these standards prohibits en
agency from using any lawful
investigative procedures in addition to
these requirements in order to resolve
any issue identified in the course of a
background investigation or

§147.19 The three standards.

There are three standards (Attachment
D to this subpart part summarizes when
to use each one):

(a) The investigation and
reinvestigation standards for ‘'L" access
authorizations and for access to
confidential and secret (including all
secret-level Special Access Programs not
specifically approved for enhanced
investigative requirements by an official
authorized to establish Special Access
Programs by section in 4.4 of Executive
Order 12958) (60 FR 19825, 3 CFR 1995
Comp., p. 33); .

(b) The investigation standard for*Q™
access authorizations and for access to
top secret (including top secret Special

.Access Programs) and Sensitive

Compartmented Information;
{c) The reinvestigation standard for

. continued access to the levels listed in

paragraph (b) of this.section.

§147.20 Exception to periods of covarage.

Some elements of standards specify a
period of coverage {e.g saven years).
Whaere appropriate, such coverage may
be shortened to the period from the

_subject’s eighteenth birthday to the

present or to two years, whichever is
longer.
§147.21 Expanding investigations.

Investigations and reinvestigations
may be expanded under the pravisions

of Executive Order 12968 (60 FR 40245,
3 CFR 1895 Comp., p. 391) and other
applicable statutes and Executive
Orders.

§147.22 TYransferabifity.

Investigations that satisfy the
requirements of a given standard and
are current mest the investigative
requirements for all levels specified for
the standard. They shall be mutually
and reciprocally accepted by all

. agencies.

§147.23 Breaks In service.

If a person who requires access has
been retired or separated from U.S.
government employment for less than
two years and is the subject of an
investigation that is otherwise current,
the agency regranting the access will, as
aminimum, review an updated
Standard Form 86 and applicable
records. A reinvestigation is not
required unless the review indicates the
person may no longer satisfy the
standards of Executive Order 12968 (60
FR 40245, 3 CFR 1895 Comp., p. 391);
{Attachment D to this subpart, Table 2).

§147.24 The natlonal agency check.
The National Agency Check is a part

-of all investigations and

reinvestigations. It consists of a review
of;

(a) Investigetive and criminal history
files of the FBI, including a technical
fingerprint search; '

{b) OPM’s Security/Suitability
Investigations Index;

(c) DoD'’s Defense Clearance and
Investigations Index; ' :

(d) Such other national agencies (e.g.,
CIA, INS) ss appropriate to the '
individual’s background. -

Attachment A to Subpart B—Standard A—
National Agency Check With Local Agency
Checks and Credit Check (NACLC)

(a) Applicability. Standard A applies to
investigations and reinvestigations for;

(1) Access to CONFIDENTIAL and SECRET
(including all SECRET-lovel Special Access
Pragrams not specifically approved for
enhanced investigative roquirements by an
official authorized to establish Special -
Access Programs by sect. 4.4 of Executive
Order 12958) (60 FR 19825, 3 CFR 1995
Comp., p. 333);

{2)'L” access authorizations.

(b) For Reinvestigation: When to
Reinvestigate. The.reinvestigatior may be
initiated at any time following completion of,
but not later than ten years (fifteen years for
CONFIDENTIAL) from the date of, the
previous investigation or reinvestigation.
{Atvachment D to this subpart, Table 2.
reflects the specific requiremnents for when to
requast a reinvestigation, including when
there has been a break in service.}

(c) Investigative Requirements.
Investigative requiremants are as follows:
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(1) Completion of Forms: Completion of
Standard Form 86, including applicable .
releases and supporting documentation.

{2) National Agency Check: Completion of
a National Agency Check.

(3) Financial Review: Verification of the
subject’s financial status, including credit
bureau checks covering all locations where
the subject has rcsided, been employed, or
attended school for six months or more for
tha past seven years.

(4) Date and Place of Birth: Corroboration
of date and place of birth through a check of
appropriate documentation, if not completed
in any previous investigation: a check of
Bureau of Vital Statistics records when any
discrepancy is found to exist. )

(5) Local Agency Checks: As & minimurmn,
all investigations will include checks of law
enforcement agencies having jurisdiction
where the subject has lived, worked, and/or
attended school within the last five years,
and, if applicable. of the appropriate agency
for any identified arrests.

{d) Expanding the Investigation: The
investigation may be expanded if necessary
to determine if access is clearly consistent
with the national security.

Attachment B to Subpart B—Standard B—
Single Scope Background Investigation
{SSBY)

(a) Applicability, Standard B applies to
initial investigations for:

(1) Access to TOP SECRET (including TOP
SECRET Speclal Access Programs) and
Sensitiva Compartment Information;

{(2) Q" access authorizations.

(b) Investigative Requiremncats,
Investigative requirements are as follows;

(1) Completion of Forms: Completion of
Standard Form 86. including applicabls
releases and supporting documentation.

{2) National Agency Check: Completion of
a National Agency Chack. _ :

(3) National Agency Check for the Spouse
or Cohabitant (if applicable): Completion of
a National Agency Check, without fingerprint
cards. for the spouse or cohabirant,

{4) Date and Place of Birth: Corroboration
of date and place of birth through s check of
appropriate documentation; a check of
Bureau of Vital Statistics records when any
discrepancy is found to exist,

{5) Citizenship: For individuals born
outside the United Statos, verification of US
citizenship directly from the appropriate
registration authority: verification of US
citizenship or legal status of foreign-born
jmmediate family members (spouse,
cohabitant, father, mother. sons, daughters,
brothers, sisters).

{6) Education: Corroboration of most recent
or most significant claimed attendance, -
degree, or diploma. Interviews of appropriate
educational sources if education is a primary
activity of the subject during the most recent
three years,

{7) Employment: Verification of all
employments for the past seven years;
personal interviews of sources (supervisors,
coworkers, or both) for each employment of
six months or more; corroboration through
records or sources of ail periods of
unemployment exceeding sixty days;
verification of all prior federal and military

service, including discharge type. For
military members, all service within one
branch of the armed forces will be considered
as one employment. regardless of
assignments.

(8) References: Four references, of whom at
least two are devcloged; to the extent
practicable, all should have social knowledge
of the subject and collectively span at least
the last seven years.

(9) Former Spousc: An interview of any
former spouse divorced within the lsst ten,
years.

{10) Neighborhoods: Confirmation of ali
residences for the last three yoars through
appropriate interviews with neighbors and
through records reviews.

(11) Financial Review: Verification of the
subject’s finarnicial status, including credit
bureau checks covering all locations where
subject has resided, been employed, and/or
attended school for six months or more for .
the last seven ‘years.

(12) Local Agency Checks: A check of
appropriate criminal history records covering
all locations where, for the last ten years, the
subject has resided, been employed, and/or
attended school for six months or morc,
including current residence regardless of
duration.

"Note: If no residence, employment, or
education excecds six months, locul agency
checks shoulad be performed as deemed
sppropriats.

(13) Public Records: Verification of
divorces, bankruptcies. and other court
actions, whether civil or criminal, involving
the subject. o

(14) Subject Interview: A subject interview,
conducted by trained security, investigative.
or counterintelligence personnel. During the
investigation, additional subject interviews
may be conducted to collect relevant
information, to resolve significant
inconsistencias, or both. Sworn statements
and unsworn declarations may be taken
whenever appropriate.

(15) Polygraph fonly in agencies with
approved personnel security polygraph
programs): In departments or agencies with
policles sanctioning the use of the polygraph
for personnel security purposes, the
investigetion may include a polygraph
examination, conducted by u qualified
polygraph examiner..

{c) Expanding the Investigation. The
investigation may be expanded as necessary.

" As appropriate, interviews with anyone able

to provide information or to resolve issues,
including but not limited to cahabitants,
relatives, psychiauists, psychologists, other
medical professionals. and law enforcement
professionals may be conducted.

Attachment C to Subpart B—Standard C—
Single Scope Background Investigation
Periodic Reinvestigation.(SSBI-PR)

(2) Applicability. Standard C applies to
reinvestigation for;

(1) Access to TOP SECRET (including TOP
SECRET Special Access Programns) an
Sensitive Compartmented Information;

(2) “Q" access authorizations.

(k) When to Reinvestigate. The
reinvestigation may be initiated at any time
following completion of, but not later than

five years from the date of, the previous
investigation (see¢ Attachment D to this
subpart, Table 2),

(c) Beinvestigative Requirements.
Reinvestigative requirements are as follows:
(1) Completion of Forms: Completion of
Standard Foum 86, including applicable
releascs and supporting documentation.

(2) National Agency Check: Completion of
a National Agency Check (fingerprint cards
arc required only if there has not been a
previous valid technical check of the FBI).

(3) National Agency Check for the Spouse
or Cohabitant 1/8 applicable): Completion of
a National Agency Check, without fingerprint
cards, for the spouse or cohabitant. The
National Agency Check for the spouse or
cohabitant is not required if aleady
completed in conjunction with & previous
investigation or reinvestigation.

(4) Employment: Verification ef all
employments since the last investigation.
Attempts to interview a sufficient number of
sources (supervisors, coworkers, ot both} at
all employments of six months or more. For
military members, all services within onc
branch of the armed forces will be considered
as one employment, regardless of
assignments, ) . ’

(5) References: Interviews with two
chasacter referances who are knowledgeable
of the subject; at least one will be r
developed refarence. To the extent practical.
both should have social knowledge of the
subject and collectively span the entire
period of the reinvestigation. As appropriate.
additional interviews may be conducted,
including with cohabitants and relatives,

(6) Neighborhoods: Interviews of two
nelghbors in the vicinity of the subject’s most
recent residence of six months or moro.’
Confirmution of current residence regardless
of length. .

(7) Finanoial Review—Financiul Status:
Verification of the subject’s financial status.
including credit bureau checks covering all
locations where subject has resided, been

.employed, and/or ttended scheol for six

months or more for the period covered by the
reinvestigation; )

(ii) Check of Treasury’s Financial Dota
Base: Agencies may request the Department
of the Treasury. under terms and conditions
prescribed by the Secretary of the Treasury,
to search automated data bases consisting of
reports of currency transactions by financial
institutions, internationa) transportation of
currency or monetary instruments, foreign
bank and financial accountls, and transactions

‘under $10,000 that are reported as possible

money laundering violations.

(8) Local Agency Chacks: A check of
appropriate criminal history records covering
all locations where. during the period
covered by the reinvestigation. the subject
has resided, been employed. and/or attended
school for six months or more, including
current residence regardless of duration.
{Note: If no residence, employment, or
education exceeds six months, Jocal agency
checks should be performed as deemed
appropriate.) :

(9) Former Spouse: An interview with any
former spouse unless the divoree took place
before the date of the last investigation or
reinvestigation.
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(10) Public Records: Verification of
divorces, bankruptcies, and other court
actions, whether civil or criminal. involving
the subject since the date of the last

investigation.

(11) Subject Interview: A subject interview,
conducted by trained security, investigative,
or counterintelligence personnel. During the

reinvestigation, additional subject interviews
may be conducted to collect relevant
information, to resolve significant
inconsistencies, ar both. Sworn statements
and unsworn declgrations may be taken
whenever appropriate.

(d} Expanding the Reinvestigation: The-
reinvastigation may be expanded as

necessary. As appropriate, interviews with
anyone able to provide information or to
resolve issves, including but not limited to
cohabitants, relatives, psychiatrists,
Psychologists, other medical professionals,
and law enforcement professionals may be
conducted.

Attachment D to Subpart B—Decision Tabies

TABLE. 1.—WHICH INVESTIGATION TO REQUEST

- . Then the inves- .
If the requirement is for /Andhe person has this | Based on this Investigation igation required ook

Confidental Secret; “L” None None S ' 7. Yo; X o A

Out of date NACLC or
8SBL.
. Cont, Sec; “L”

Top Secret, SCL “Q” e NONC worecinrcicismnerecnsesssnens | NON@ e SSBI s B

" | None; Cont, Sec; “L” ........ Current or out of date
: NACLC
Out of date SSB! .
TS, 8CL; “Q" errrneerns - ' : §SBHPR ..........| C

TABLE 2.—REINVESTIGATION REQUIREMENTS

If the requirement Is for

And the age of the investigation is

0 to 14 years. 11 mos

15 yrs. or more .........

...... 0109 yrs 11 mos .

10 yrs. or more ......

Top Secret, SCI; “Q” .....

0w 4 yrs. 11 mos .........
-| 5 yrs or moce

Type required if there has been a
break in service of :
) - 24
0-23 months month's
or more.
....... None (note 1) ............... | NACLC
.......... NACLC. .
............ None (note 1).
NACLC
..... None (note 1) ........ceeo... | SSBI
e | SSBI=PR. . .

Note: As a minimum, review an updated Standard-Form 84 and aphlknble records. A rainvesti
less the review Indicates the person may no longer satisty the standards of Executive Order 1296

" Subpart C—Guidelines for Temporary

Access

$142.28 introduction.

The following minimum investigative
standards, implementing section 3.3 of
Executive Order 12968, Accéss to
Classified Information, are established
for all United States Government and
military personnel, consultants,
contractors, subcontractors, employees
of contractors, licensees, certificate

_holders or grantees and their employees

and other individuals who require
access to classified information before
the appropriate investigatiori can be

completed and a final determination
made, ‘

§147.2¢ Temporary eligibllity for access.

~ Based on a justified need meeting the
Tequirements of section 3.3 of Executive
Order 12968, temporary eligibility for
access may be granted before
investigations are complete and
favorably adjudicated, whers official
functions must be performed priorto
Compietion of the investigation and

adjudication process. The temporary
eligibility will be valid until completion
of the investigation and adjudication;
however, tha agency grenting it may
revoke it at any time based on
unfavorable information identified in
the course of the investigation.

§137.30 Temporary eligibllity for access at
the confidentlal and sacret lovels and
temporary eliglbliity for “L"” access.
autharization.

As a minimum, such temporary
eligibility requires:completion of the
Standerd Form 86, including any
applicable supporting documentation,
favorable review of the form by the
appropriate adjudicating autherity, and
submission of a request for an expedited
National Agency Check with Local
Agency Checks and Credit (NACLC).

gation (NACLC or SSB=PR) Is not required un-

§147.31 Temporary eligibility for access at
the top secret levels and temporary
eligibility for “Q" access authorization: For
someone who is the subject of a favorable
Investigation not meeting the investigative
standards for access at those levels.

As a minimum, such temporary .
eligibility requires completior of the
Standard Form 86, including any
applicable supporting dacumenitation,
favarable review of the form by the
appropriate adjudicatin§ authority, and
expedited submission of a request for a
Single Scope Background Investigation
(SSBI). . C

§147.32 Temporary eligiblilty for accass at
the top sacret and SCi ievels and tempocary
eligibility for “Q™ access authorization: For
someone who Is not the subjact of a
current, favorable personnel or personnok
sacurlty investigation of any kind.

Ag a minimum, such temporary
eligibility requires completion of the
Standard Form 86, including any
applicable supporting documentation,
favorable review of the form by the
appropriate adjudicating authority,
immediate submission of a request for
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immediate submission of 8 request for
an expedited Single Scope Background
Investigation (SSBI), and completion
and favorable review by the appropriate
adjudicating authority of relevant
criminal history and investigative
records of the Federal Bureau of
Investigation and of information in the
Security/Suitability Investigations Index
(SII) and the Defense Clearance and
Investigations Index (DCII).

§147.33 Additional requirements by
agencles.

Temporary eligibility for access must
satisfy these minimum investigative
standards, but agency heads may
establish additional requirements based
on the sensitivity of the particular,
identified categories of classified
information necessary to perform the -
lawful and authorized functions that are
the basis for granting temporary
eligibility for access. However, no
additional requiremnents shall exceed
the common standards for background
investigations developed under soction
3.2(b) of Executive Order 12968.
Temporary eligibility for access is valid
only at the agency granting it and at
other agencies who expressly agree to
accept it and acknowledge o
understanding of its investigative basis.
1t is further subject to limitations
specified in sections 2.4(d) and 3.3 of

. Executive Order 12968, Accass to

Classified Information.
Dated: January 22. 1398.
L.M. Bynum. '

Alternate OSD Federal Register Liaison
Officer, Depantment of Defense.

[FR Dac. 98-1955 Filed 1-29-98; 8:45 am}

" BILLING COOE 5000-04-M

DEPARTMENT OF DEFENSE
Office of the Secretary
32CFR Part 148

. RIN-OT80-AGSS

Natlonal Policy on Reclprocity of
Facllitles and Guidelines for
impiementation of Reclprocity
AGENCY: Department of Defense.
ACTION: Interim.final rule.

. SUMMARY: This rule is published to

make physical facilities available for
reciprocal use in the storage of classified
.information. Once a facility has been
certifiad as suitable for classified use by
one organization, it may also be used by
another for like purposes. No impact on
the public is foreseen. :

DATES: This rule is effective September
16, 1997. Comments must be received
by March 31, 1996.

ADDORESSES: Forward comments to the
Security Policy Board Staff, 1215
Jefferson Davis Highway, Suite 1101,
Arlington, VA 22202.

FOR FURTHER INFORMATION CONTACT:
Mr. T. Thompson, 703-602~8969.

SUPPLEMENTARY INFORMATION:

Exccutive Order 12866, Regulatory
Planning and Review

1t has been determined that this
interim rule (32 CFR part 148) is nota
significant regulatory action. The rule
does not:

(1) Have an annual effect to the
economy of $100 million or more or
adversely affect in a material way the
economy: a section of the economy;

- productivity; competition; jobs the

environment; public health or safety: or
State, local, or tribal governments or
communities;

(2) Create a serious inconsistency or
otherwise interfere with an action taken
or planned by another Agency;

(3) Materially alter the budgetary

impact of entitlements, grants, user fees, .

or loan programs, or the rights and

" obligations of recipients thereof; or

(4) Raise novel legal or palicy issues
arising out of legal mandates, the
President’s priarities, or the principles
set forth in this Executive Order.

Public Law 96-354, Regulatory
Flexibility Act (5 U.S.C. 601)

It has been certified that this rule is.
not subject to the Regulatory Flexibility
Act (5 U.S.C. 601) because it would not,’
if promulgated, have a significant
economic impact on a substantial
number of small entities. This part will
streamline personnel security clearance
procedures and make the process more
efficient.

Public Law 96-511, Paperwork
Reduction Act (44 U.S.C. Chapter 35)

It bas been certified that this part does
not imfose any reporting or’ .
recordkeeping requirements under the
Paperwork Reduction Act of 1995.

List of Subjects in 32 CFR Part 148

Classified information, Investigalioﬁs.
Security measures.

Accordingly, Title 32 of the Code of
Federal Regulations, Chapter I,
subchapter C is amended to add part
148 to.read as follows:

PART 148—NATIONAL POLICY AND
IMPLEMENTATION OF RECIPROCITY
OF FACILITIES

Subpan A—National Policy on Reclprocity
of Usa and inspections of Facliities
148.1 [nteragency reciprocal acceptance.
148.2 Classified programs.
148.3 Security review. :
148.4 Policy documentation.
148.5 Identification of the security policy
board.

148.6 Agency review.
Subpant B—~Guidelines for the
implementation and Oversight of the Policy
on Recipracity of Use and Inspections of
Facllities .
148.10 General.
148,11 Policy.
148.12 Deflnitions.
148.13 Responsibilities.
148.14 Procedures.

Authority: E.O. 12968 (60 FR 40245, 3 CFR
1995 Comp.. p. 391.) .

Subpart A—National Policy on
Reciprocity of Use and inspections of
Facilitles '

§148.1 Intergency reciprocal acceptance .

Interagency reciprocal scceptance of
security policies and procedures for
approving, accrediting, and maintaining
the secure posture of shared facilities
will reduce aggregate casts, promote’
interoperability of agency security
systems, preserve vitality of the U.S.
industrial base, and advance national
security objectives.

§148.2 Classified programs.

Once a facility is authorized,
approved, certified. or accredited, all
U.S. Government organizations desiring
to conduct classified programs at the
facility at the same security level shall
accept the authorization, approval,
certification, or accreditation without
change, enhancements, or upgrades.
Executive Order, Safeguardin
Directives, National Industrial Security
Program Operating Masual (NISPOM),
the NISPOM Supplement. the Director
of Central Intelligence Directives,
interagency agreements, 5uUCcessor
documents, or other mutually agreed
upon methods shall ba the basis for
such acceptance.

§ 148.3 Security review.
" After initial security authorization,

' approval, certification, or accreditation.

subsequent security reviews shall
norm;llly be conducted no mare
frequently than annually.

Additionally, such reviews shall be
aperiodic or random, and be based upop
risk management principles. Security
reviews may be conducted “for cause”’,
1o follow up on previous findings, or to
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accomplish close-out actions, Visits may
be made to 2 facility to conduct security
support actions, admir_:istmtive
inquiries, program reviews, and
approvals as deemed appropriate by the
cognizant cecurity authority or agency.

§148.4 -Policy documentation.

Agency heads shall ensure that any
policy documents their agency issues
setting out facilities security policies
and procadures incorparate the policy
set out herein, and that such policies are
reasonable, effective, efficient, and -
enable and promote interagency
reciprocity.
£148.5 Identification of the sacurity policy
board. . .

Agencies which authorize, approve,
certify, or accredit facilities shal
provide to the Security Policy Board

.Staff a points of contact list ta include

names and telephone numbers of
personuel to be contacted for
verification of authorized. approved,
certified, or accredited facility status.
The Security Policy Board Staff will
publish a comprehensive directory of
points of contact. - :

§148.6 Agesncy review.

Agencies will continue to review and
assess the potential value added to the
process of co-use of facilities by '
development of electronic data retrieval
across government. As this review
continues, agencles creating or -
modifying facilities databases will do so
in a manner which facilitates
community data sharing, interest of
national defense or foreign policy.

. Subpart B—Guidelines for the

Implementation and Oversight of the
Policy on Reclprocity of use and
inspections of Facllities

§148.10 General.

(a) Redundant, overlapping, and
duplicative policies and practices that
govemrn the co-use of facilities for '
classified purposes have resulted in
excessive protection and unnecessary -
expenditure of funds. Lack of
reciprocity has also impeded
achievement of national security
objectives and adversely affected
sconomic and technological interest.

(b) Interagency reciprocal acceptance
of security policies and procedures for
8ppruving, accrediting, and maintaining
the secure posture of shared facilities
will reduce the aggregate costs, promote
Interoperability of agency securit
systems, Frsserve the vitality of the U.S.
industriel base, and advance national
security objectives.

(c) Agency heads, or their designeo,
8re encouraged to periodically issue -

written affirmations in support of the
Eolicies and procedures prescribed

erein and in the Security Policy Board
(SPB) policy, entitled “‘Reciprocity of
Use and Inspections of Facilities.”

(d) The policies and procedures
prescribed herein shall be applicable to
all agencies. This document does not
supersede the authority of the Secretary

‘of Defense under Executive Order 12829

(58 FR 3479, 3 CFR 1993 Comp., p. 570);
the Secretary of Energy or the Chairman
of the Nuclear Regulatory Commission
under the Atomic Energy Act of 1954,
as amended; the Secretary of State
under the Omnibus Diplomatic Security
and Anti-Terrorism Act of 1986; the
Secretaries of the military departments
and military department installation
Commanders under the Internal
Security Act of 1950; the Director of
Central Intelligence under the National
Security -Act of 1847, as amended. or

‘Executive Order 12333; the Director of
* the Information Security Oversight

Office under Executive Order 12829 or
Executive Order 12958 (60 FR 19825, 3
CFR 1895 Comp., p. 333); or
substantially similar authority
instruments assigned to any other
agency head.

§148.11 Policy.

(a) Agency heads, or their designee,
shall ensure that security policies and
procedures for which they are '
resgonsible are reasonable, effective,
and efficient, and that those policies
and procedures enable and promote
interagency reciprocity. :

(b) To the extent reasonable and
practical, and consistent with US law,
Presidential decree, and bilatoral and
international obligations of the United
States, the security requirements,
restrictions, and safeguards applicable
to industry shall be equivalent to those
applicable within the Executive Branch
of government, _

(¢) Once a facility is authorized
approved, certified, or accredited, all
government organizations desiring to
conduct classified programs st the
facility at the same_security level shall
accept the authorization, approval,
certification, or accreditation without
change, enhancements, or upgrades.

§148.12 Definitions.

Agency. Any “executive agency.” as
defined in 5 U.S.C. 105: any “Military
department” as defined in 5 U.S.C. 102;
and any other entity within the
Executive Branch that comes into
possession of classified information.

Classified Information. All
information that requires protection
under Executive Order 12958, or any of

its antecedent orders, and the Atomic
Energy Act of 1954, as amended.

Cognizant Security Agency (CSA].
Those agencies that have heen

- authorized by Executive Order 12829 to

establish an industrial security program
for the purpose of safeguarding
classified information disclosed or
released to industry.

Cognizant Security Office (CSO). The
office or offices delegated by the head of
a8 CSA to administer industrial security
in a contractor’s facility on behalf of the
CSA. .

Facility. An activity of a government
agency or cleared contractor authorized
b{ appropriate authority to conduct
classified operations or to perform
classified work. '

Industry. Contractors, licensees,
grantees, and certificate holders
obligated by contract or other written
agreement to protect classified -
information under the National
Industrial Security Program.

National Security. The national
defense and forsign relations of the
United States. '

Senior Agency Official. Those
officials, pursuant to Executive Order
12958, designated by the agency head
who are assigned the responsibility to
direct and administer the agency's
information security program.

§148.13 Responsibllities.

(a) Each Senior Agency Official shall
ensure that adequate reciprocity
provisions are incorporated within his
or her regulatory issuances that
prescribe agency safeguards for
protecting classified information.

(b) Each Senior Agency Official shall
develop, implement, and oversee a '
program that ensures agency personnel
adhers to the policies and procedures
prescribed herein and the reciprocity
provisions of the National Industrial
Security Program Operating Manual
(NISPOM).

(¢) Each Senior Agency Official must
ensure that implementation encourages
reporting of instances of non-
compliance, without fear of reprisal,-
and each reported instance is
aggressively acted upon.

d) The Director, Information Security
Oversight Office (ISOQ), consistent with
his assigned responsibilities under
Executive Order 12829, serves as the
central point of contact within
Government to consider and take action
on complaints and suggestions from
industry concerning allegod violations
of the reciprocity provisions of the
NISPOM. :

(e) The Director, Security Policy
Board Staff (D/SPBS) or his/her
designee, shall serve as the central point
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of contact within Government to receive
from Federal Government employees
alleged violations of the reciprocity
provisions prescribed herein and the
policy “Reciprocity of Use and.
Inspections of Facilities™ of the SPB.

§148.14 Procedures.

(a) Agencies that authorize, approve,
certify, or accredit facilities shag
provide to the SPB Staff a points of
contact list to include names and
telephone numbers of persannel to be
contacted for verification of the status of
facilities. The SPB Staff will publish a
comprehensive directory of agency
points of contact.

(b) Afer initial security authorization,
approval, certification, or accreditation.
gubsequent reviews shall normally be
conducted no more frequently than
annually. Additionally, such reviews
shall be aperiodic or random, and be
based upon risk-mansgement principles.
Security Reviews may be canducted
“for cause”, to follow up on previous
findings, or to accomplish close-out
actions. :

(c) The procedures employed to
maximize interagency reciprocity shall
be based primarily upon existing
organizational reporting channels.
These channels should be used to
address alleged departures from
established reciprocity requirements
and should resolve all, including the
most egregious instances of non-
compliance.

{d} Two complementary mechanisms
are hereby established to augment
existing organizational channels: (1} An
accessible and responsive venue for
reporting and resolving complaints/
reported instances of non-compliance.
 Government and industry reporting
channels shall be as follows: =~ -

(1) Governnment. (A) Agency
employess are encouraged to bring
suspected departures from applicable
reciprocity requirements to the attention
of the appropriate security authority in
accordance with established agency
procedures.

(B) Should the matter remain
unresolved, the complainant (employse,
Security Officer, Special Security
Officer, or similar official) is encouraged
to report the matter formally to the
Senior Agency Official for resolution.

(C) Should the Senior Agency Official
response be determined inadequate by
the complainant, the matter should be
_reported formally to the Director,

Security Policy Board Staff (D/SPBS).
The D/SPBS, may revisit the matter with
the Senior Agency Official or refer the
matier to the Security Policy Forum as
deemed appropriate.

(D) Should the matter remain
unresolved, the Security Policy Forum
may consider referral to the SPB, the

~ agency head, or the National Security

Council as deemed appropriate.

(ii) Industry. (A) Contractor
employees are encouraged to bring
suspected departures from the
reciprocity provisions of the NISFOM to
the attention to their Facility Security
Officer (FSO) or Contractor Special
Security Officer (CSSO), as appropriate,
for resolution. ,

(B) Should the matter remain
unresolved, the complainant (employee,
FSO, or CSSO) is encouraged to report
the matter formally to the Cognizant
Security Office (CSO) for resolution.

(C) Should the CSO responses be
determined inadequate by the
complainant, the matter should be .
reported formally to the Seniar Agency
Official within the Cognizant Security"
Agency (CSA) for resolution. .

(D) Should the Senior Agency Official
respanse be determined inadequately by
the complainant, the matter should be
reported formally to the Director, -
information Security Oversight Office
(ISO0) for resolution. -

(E) The Director, ISOO, may revisit
the matter with the Senior Agency
Official or refer the matter to the agency
head or the National Security Council as

_ deemeéd appropriate.

{2) An annual survey administered to
a representative sampling of agency and
private sector facilities to assess averall
effectiveness of agency adherence to
applicable reciprocity requirements.

(i) In coordination with the D/SPBS,
the Director, ISQO, as Chairman of the
NISP Policy Advisory Committee
(NISPPAC), shall develop and
administer an annual survey to a
representative number of cleared
contractor activities/employess to assess
the effectiveness of interagency
reciprocity implementation.
Administration of the survey shall be
coordinated fully with each affected
Senior Agency Official.

(ii) In coordination with the

" NISPPAC, the D/SPBS shail develop

and administer an annuel survey to a
represeritative number of agency
activities/personnel to assess the
effectiveness of interagency reciprocity
implementation. Administration of the
survey shall be coordinated fully with
each affected Senior Agency Official.

(iii) The goal of annual surveys
should not be punitive but educational.
All agencies and departments have
participated in the crafting of these
facilities policies, therefore, non-
compliance is a matter of internal
education and direction.

{e) Agencies will continue to review -
and assess the potential value added to
the process of co-use of facilities by
development of electronic data retrieval
across government.

Dated: January 22, 1998.
LM. Bynum,

Altarnate OSD Federal Register Liaison
Officer, Department of Defense.

[FR Doc. 98-1956 Filed 1-20-98; 8:45 am|
BILLING CODE 5000-04-M

DEPARTMENT OF DEFENSE
Oftfice of the Secretary

32 CFR Part 149
RIN 0790-AGS56

National Policy on Technical
Surveillance Countermeasures

AGENCY: Department of Defense.
ACTION: Interim final rule.

SUMMARY: This rule is published to limit
the use of technical surveillance
countermeasures within the boundaries
of the U.S. to cases where thera is a
reasonable showing of threat. No impact
on the public is forseen.

paTes: This rule is effective September
16. 1997. Comments must be received
by March 31, 1998.

ADDRESSES: Forward comments to the
Security Policy Board Staff, 1215
Jefferson Davis Highway, Suite 1101,
Arlington, VA 22202

FOR FURTHER INFORMATION CONTACT:

Mr. T. Thompson, 703-602--9969. -

SUPPLEMENTARY INFORMATION:

Executive Order 12866, Regulatory
Planning and Review

It has been determined that this
interim rule (32 CFR Part 149) isnot a
significant regulatory action. The rule
does not:

“(1) Have an annual effect to the
economy of $100 million or mare or
adversely affect in a material way the
economy; a section of the economy;
productivity; competition; jobs; the
environment, public health or safety; o
State, local, or tribal governments or
communities; .

(2) Create a serious inconsistency or
otherwise interfere with an action take
or planned by other Agency:

3) Materially alter the budgetary
impact of entitlements, grants, user fee
or loan programs, or the rights and
obligations of recipients thereof; or

{4) Raise novel ggal' or policy issues
arising out of legal mandates, the
President’s priorities, or the principle:
set forth in this Executiva Order.



NATIONAL SECURITY COUNCIL 20323
WASHINGTON. D.C. 20504

April 18, 1997

ACTION

MEMORANDUM FOR GLYN T. DAVIES

THROUGH : ALAN KRECZKOﬁﬂL’
FROM: JAMES E. BAKER®
SUBJECT: Tony Lake’s Security Clearances

Jim Hall, Bill Leary and I have prepared the attached document to
formally record that Mr. Lake 1s retaining his clearances in
anticipation that there will be a need for official consultation.
Although the paper trail is somewhat scant, we understand that it
is standard practice for National Security Advisors to retain
their clearance after departing. However, there appears to be no
formal written documentation from past administrations to record
this step. We believe a formal record that Mr. Lake is retaining
his clearances should be kept so that the NSC Security Officer is
in a position to certify Mr. Lake's clearance to other agencies
when need be and to periodically have it updated as required.
“Need to know” determinations will continue to be made by those
responsible for the information in question.

We have shown the attached memorandum to Mr. Lake and cleared it
in substance with Steve Garfinkel, Director of the Information
Security Oversight Office. Steve concurs in our approcach.

S

Concurrence by: Bill Leary and Jim Hall

RECOMMENDAT ION

That you sign the memorandum at Tab I.

Attachment
Tab I Clearance Memorandum



Withdrawal/Redaction Marker
Clinton Library

DOCUMENT NO. SUBJECT/TITLE DATE RESTRICTION
AND TYPE
001a. memo For James Hall from Glyn Davies. Subject: Anthony Lake Security 04/22/1997  P6/b(6)
Certification. [partial] (1 page)
COLLECTION:

Clinton Presidential Records
National Security Council
Legal Advisor (Mary DeRosa)
OA/Box Number: 4058

FOLDER TITLE:
Personnel Security [1]

2006-1066-F

vz870)

RESTRICTION CODES

Presidential Records Act - |44 U.S.C. 2204(a)|

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA|

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA|

PS Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA|

C. Closed in accordance with restrictions contained in donor's deed
of gift.
PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).
RR. Document will be reviewed upon request.

Freedom of Information Act - [S U.S.C. 552(b)|

b(1) National security classified information |(b)(1) of the FOIA|

b(2) Release would disclose internal personnel rules and practices of
an agency [(b}(2) of the FOIA]}

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes |(b)(7) of the FOIA|

b(8) Release would disclose information concerning the regulation of
financial institutions |(b)(8) of the FOIA|

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA|
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WASHINGTON. D C. 20504

April 22, 1997

MEMORANDUM FOR JAMES HALL
FROM: GLYN T. DAVIESéér//

SUBJECT: Security Clearance Certification --
W. Anthony K. Lake

Pursuant to the provisions of Executive Order 12968 and standards
contained in Director of Central Intelligence Directive 1/14, 1
have determined that you are authorized to maintain the clearance
of Mr. Anthony Lake, formerly Assistant to the President for
National Security Affairs. This clearance is necessary for the
accomplishment of official governmental purposes, subject to
appropriate need to know determinations being made on a case-by-
case basis.

When requested, you shall certify to other departments and
agencies of the executive branch, and to the private sector, the
level of security clearance granted Mr. Lake by the NSC.

P6/(b)(6)




Withdrawal/Redaction Marker
Clinton Library

DOCUMENT NO.
AND TYPE

SUBJECT/TITLE

DATE RESTRICTION

001b. draft
Certification. [partial] (1 page)

For James Hall from Glyn Davies. Subject: Anthony Lake Security

04/22/1997  P6/b(6)

COLLECTION:
Clinton Presidential Records
National Security Council
Legal Advisor (Mary DeRosa)
OA/Box Number: 4058

FOLDER TITLE:
Personnel Security [1]

2006-1066-F

vz870

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)|

P1 National Security Classified Information |(a)(1) of the PRA|

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]|

P3 Release would violate a Federal statute [(a)(3) of the PRA|

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA|

PS Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA|

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA|

C. Closed in accordance with restrictions contained in donor's deed
of gift.
PRM. Personal record misfilc defined in accordance with 44 U.S.C.
2201(3).
RR. Document will be reviewed upon request.

Freedom of Information Act - |5 U.S.C. 552(b)]

b(1) National security classified information {(b)(1) of the FOIA|

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]|

b(3) Release would violate a Federal statute |[(b)(3) of the FOIA|

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA|

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA|

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Releasc would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA|

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA|
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NATIONAL SECURITY COUNCIL 20323
WASHINGTON, 0.C. 20504

TJaups HAC
MEMORANDUM FOR g i
oM . !_\én T a\| €S
1

SUBJECT: Security Clearance Certification --
W. Anthony XK. Lake

Pursuant to the provisions of Executive Order 12968 and standards
contained in Director of Central Intelligence Directive 1/14, I
have determined that you are authorized to maintain the clearance
of Mr. Anthony Lake, formerly Assistant to the President for
National Security Affairs. This clearance 1is necessary for the
accomplishment of official governmental purposes, subject to
appropriate need to know determinations being made on a case-by-
case basis.

When requested, you shall certify to other departments and
agencies of the executive branch, and to the private sector, the
level of security clearance granted Mr. Lake by the NSC.

P6/(b)(6}
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TO: HALL, J

FROM: DAVIES DOC DATE: 22 APR 97
SOURCE REF:
KEYWORDS: SECURITY ACCESS

PERSONS: LAKE, T K)\ S\ .
L aoa PV —

SUBJECT: SECURITY CLEARANCE CERTIFICATION - TONY LAKE -2 SQ—***“xtl
X

ACTION: DAVIES SGD MEMO . DUE DATE: 22 APR 97 STATUS: C

STAFF OFFICER: BAKER LOGREF:

FILES: NS NSCP: CODES :

DOCUMENT DISTRIBUTION
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LEARY

NSC CHRON
COMMENTS::
DISPATCHED BY ' DATE BY HAND W/ATTCH
OPENED BY: NSTMH CLOSED BY: NSMEC DOC 2 OF 2
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DISPATCH DATA SUMMARY REPORT

DOC DATE DISPATCH FOR ACTION DISPATCH FOR INFQ

002 970422 HALL, J

UNCLASSIFIED



Withdrawal/Redaction Marker
Clinton Library

DOCUMENT NO. SUBJECT/TITLE DATE RESTRICTION
AND TYPE
002. memo For Samuel Berger from James Baker and Mary McCarthy. Subject: 07/08/1998  P6/b(6)
Defense Adjudication. (5 pages)
COLLECTION:

Clinton Presidential Records
National Security Council
Legal Advisor (Mary DeRosa)
OA/Box Number: 4058

FOLDER TITLE:
Personnel Security [1]

2006-1066-F

vz870

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)|

P1 National Security Classified Information [(a)(1) of the PRA|

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(2)(3) of the PRA|

P4 Release would disclose trade secrets or confidential commercial or
financial information |(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA|

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

C. Closed in accordance with restrictions contained in donor's deed
of gift.
PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).
RR. Document will be reviewed upon request.

Freedom of Information Act - [S U.S.C. 552(b)|

b(1) National security classified information [(b)(1) of the FOIA|

b(2) Releasc would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA|

b(3) Release would violate a Federal statute [(b)(3) of the FOIA|

b(4) Release would disclosc trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA|

b(7) Release would disclose information compiled for law enforcement
purposes |(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)}(8) of the FOIA|

b(9) Release would disclose geological or geophysical information
concerning wells [(b)}(9) of the FOIA|
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William S. Cohen

Secretary of Defense
Department of Defense

The Pentagon

Washington, D.C. 20301-1155

Dear Secretary Cohen:

We write to seek a positive decision on the application for a Top Secret security clearance
for Amos Hochstein, consistent with U.S. law and policy. We believe that granting clearance in

this case would comply with our mutual concern for safeguarding United States security
interests.

Amos Hochstein, Democratic staff director for the International Relations Subcommittee
on Intenational Economic Policy and Trade, was nominated for clearance in December 1996,
We understand that Mr. Hochstein has cooperated fully with your Office of Personnel and
Security in resolving questions raised by his U.S.-Israeli dual citizenship. But, we also
understand from that office’s October 2, 1997 letter, that Mr. Hochstein's use of his Israeli

passport to enter and exit Israel, as required by Israeli law, is considered problematic for granting
of the clearance.

We believe that Amos Hochstein has provided clear evidence of his allegiance to the
United States, including signing a statement that (1) he would sericusly consider renouncing his
Israeli citizenship if asked 10 do so; (2) he has no future military obligation in Israel and does not
intend to volunteer; and (3) he does not exercise the privileges of citizenship such as voting in
the Israeli elections. Moreover since his employment by the Committee on December 1, 1996,

Mr. Hochstein has shown himself to be a loyal employee, who bas not shown preference toward
Israel in matters before the Committee.

Mr. Hochstein’s use of his Israeli passport to travel 1o Israel is required by Israeli law and
appears to be sanctioned by U.S. law and policy. Complying with the legal obligations of Israeli
citizenship, under sanction of U.S. law, should not mitigate against the granting of a security
clearance. Department of Defense regulation 5200.2-R states that use of a foreign passport is a
“conditiorrl that could raise a security concern [because it would] indicate a preference for a
foreign country over the United States.” Israel, however, requires its citizens to use their Israeli
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passports to enter and exit Israel. The U.S. Government recognizes this requiremnent in its dual
citizenship arrangements with Israel, as demonstrated by the State Department’s Consular
Information Sheet which advises U.S. citizens on travel to Israel (enclosed). Because the use by
any dual citizen of his Israeli passport is required by the Israeli Government and that obligation is
recognized by the U.S. Government, Mr. Hochstein’s compliance should not be judged to be a
“preference for the foreign country over the United States.”

Requiring Mr. Hochstein 10 relinquish the Israeli passport would raise fundamental issues
that go to the core of the U.S.-Israeli relationship and brings into question the status of the
significant group of U.S. citizens who are recognized by the U.S. Government t0 be able to hold
a dual U.S.-Israeli citizenship. Since the use of the passport is one of many factors that you may
use to determine whether to grant a security clearance -- and in no case is it an absolute bar -- we
hope you will not assign it undue significance, in light of these facts and the positive factors in
the regulation 5200.2-R that Mr. Hochstein meets.

We share your goal of providing the utmost reasonable protection to United States’
security interests. If your concerns would be asjzagcd by having more direct control over Mr.
Hochstein’s access to his Israeli passport, we would suggest that one alternatjve for granting
clearance is for you to designate a security office at the Cornmittee or within the Executive
Branch that would hold Mr. Hochstein’s Israeli passport, 1o ensure that it is not being used
except in the narrow circumstances we have described. Mr. Hochstein would get the passport
from such office only for travel to [srael, and not for any other other reasons. We would view
such an option as a solution that both safeguards security concerns and offers a reasonable
approach that upholds U.S. policy on U.S.-Isracli citizenship.

We hope that you will positively assess the case, with the mitigating factors in mind, or
will discuss a compromise solution for clearance, if necessary. We appreciate your attention to
this matter of mutual concern.

With best regards,

Sincerely,
Lee H, Hamilton Sam chtsenson
cc: Samnuel R. Berger

National Security Advisor

Enclosure
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U. 8. Department of State
Bureau of Cansylar Affairs
. Washington, DC 20520
. for recordad ravel Infermation, ool 22475225
Interme? Adcrass: novel, state gov '
fer nformamon by fax. cafl AR-647:30m trom your fax machine

Consu._lar Information Sheet

E  Israel & The Occupied Territorias

gy {Including Areas Subject To The Jurisdiciian OF
The Palestinlan Interim Solt-Govarnment Authority)

. Exbessy/Consulyte Lacation and Sowrees om-dsanes TEU.S. Exbassy 1o Tel Aviv_ Israel,
+ 15 located gt 71 Hayarkon Street The US Ralling xddress'ts PSC 98, Box 100, APO AE 0S830;
.. The telephane pumnber 3¢ (872} (3) 513-7575.. The aiter hours gumber ia: 518-76561. ‘The &1 - -
number 15 ;2-3.5160315, The -Us-siate gov. B
. Hon of the U.S. Bmbassy in Tl Aviv Should be contacred for infarrimtion and hel
' | ‘in the fpﬂw: Isracl the Gaza Stdp. and ports.of eatty at Ben Gurion Alrport and the k.

AQyone who has beep, refused enfty or expericneed dificulties writh his/Ber visa statug dwinga

- Previous visit, or who has overslayed 3 visa' &an obtain formation from the Israpls BEmbassy -
O ncarest consulate regarding the advisability of attempting to requm to Israel Permissten = - -
WBust be ebtained from Israel for qnyone attempting 1o claim the status of a Tetuming residenr
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acl-Jordan Croge 4 Imuomlmmmamm.mopcuumhem .
:l"::dan :t‘ Arava (\Vam-w-ahi.b) crosatog (a the south and the Jordan River cossing (Sheuh

Hussstn Bridge) (n the porth.  Prior visas sure niot TooSSany for Amperican cliizens usiag these

- ’ M v -
rrm«wmmmmmwmuammﬁmﬂ. _
D:..N_W..Waﬂm::. D.C 20008, telephane {202) mmummww _
general i1 Los Apgeles, San Francisens, Miamf{, Chicago. New Oricans. Bost ew

. -York Phfladelphua. ar Mauston. - - .

Cuctams ' s mmmmmmnmﬁmwm
Isradaadhmwdmmmmm must go through the red 2eoc at cystoms. Ddinitve -
information on customs requireraents for the Palestinian Af.n.hnmyls_nat avallable . .

Cs;lemzmeand detalcd segrches may taje place at the time of dntsy and/st depactuze at ll
points of éntry, to Taracl, induding eniry from agy of thé arcas under Palcstinian

All 3 from-Jordan For Teasons, ar ebsticles n brmgmg in ar
?m.mmb&ﬂmﬂ.s_mu&uahm. et family moembess.

cfinftive tnformation ea security measures. In the Palestnian Authority {s Dot avalishle

Arcas of Instabilty:

' West Bunk'und Gazi® "Dunn'gpujdsdm'_thewﬁam'&aﬂd Gaza jre sametimes Sased off
by the Israell Government. Travel restdictions may be' fmpased with hiftle of DQ WRIUGE.

Fellowing the sesics of suicide bombings tn Israel in Februxy and March 1995, strict seewily

N measures were put inte et Movement of Prleséinians (including Palsstinan Ampericans) and

fore(gn, passport holdcrs bas bern sxverely tmpatred. | : : o

" Dananstraniaris by Peicstiniaps and Ismaalis 5. the West Bank bave led to confioptations aod |

clashes with the palice, wirh samie tuming deadly. Stonc tlrowing and other forrms of protest. .

" can eooux without warniag a_nd'eszht:.qu.tckly.

- Inview of the confinued patential for vinleoce ansd wnrest in the West Bank and Gaza. the Siate
‘Departinent advises-al) American eftigens to avold travel ta these areas. except for dapight -

vistts to Bethlchem, Jericha, Fighway 1 fro Jerusalem to e Dead Sea. Reut= S0.tm the -

. Jaqddnwanq.andtoi:ﬂstsmﬂmgd:a-muta. This includes the Inn of the Nedi -
- Musa, St Genrge's Munastery, Mount of Tomptation Monastery, Qumran, and Qualtalr Water -

Park The consular seetion of the Cansulate Gesieral. located ‘'at 2? Nébhmﬂ_b_admzai:dz
Jerusalem. s safc and aceessible to all vistters. .

' The U.S, govermieat instituted and confinucs to matntain tight security

proceduges regarding
‘travel of U.S. goveruzmeot employess. ofictals. and dependeats to the Gaza Strip and tic West

- Bank Prequenrly U.S: gevermment employess are instructed not to travwel ag il to these amas
' Trawl guidelines for-U.S. gevernpment employess may chiange al any twme. . .

The Palestinian’ police force has besn established in Gaza and the major cities of the West Bank
which are under Palestinian juriadiction . Joint Israeli/Palestinian palice patrols and - )
checkpoints may be eficeuntererl. Gums are oten osned by Isracli dviitans and by Palestipians
i Gaza_ . :

" Generul Precautions: Travel on striles days or after dark is not recommended. Towrtsls using
- public transportation or traveling by car (n areas less fequenced by (oufists ace at risk

Venicles have been damaged. with rental cars 1n particular belng tasgeted.

' -:Y'crus.n.lcm: [n Jerisalom. travelers can reduee thelr risk of being mvnlveci In viﬁh:nt ncldents |

by (raveling Ln groups. avsiding the old city at night. except for the Jewdsh Quarier. and

Pl J /007
__VE/UB/PO MU 11110 raa ZUZ ZZO SI0L RIKC M STAFE @oos
e laYET 152z TLU2B4T8303 i JER S1ary gous

22 5647 352 1957.12-29 7o "i1e P.ESwT



=

FROM :CRs/0CS

02/09/88 MON 11:14 FaX 202 226 3581 HIRC DEM STAFF
. ‘,"ﬁ."..- 4 M Ty AT =) EE AV LDQ i gDy — e Pl -
202 647 3732 1997 :12-89 17ro1 Bi318 P,

‘ exerelsing caulion at religioys sitas on holy days, Fridzys, and Saturdays. Mast roads into

Ultra-orthadex Jewish nejghborhoods are tlocked off on Saturdays. Assaults op sccular
visitors. either for being ta ears or for being “mmmodestly dressed,” have becn knoon to eccur in
these neighberhoods. ' ‘ .

In the North: In the Calan Heghts, thore are Ive land mines in many areas. 1ad soms .
minaflelds have not been clearly marked or fenced.  Visitors who walk only.an established roads

" ar wrals will reduee the rick of fcom mines. Roclest atiucls fom Lebancse terrftory can

gocur without watming close to the aorthern border of Istedl. ’
Driving end Road Coniditions: There is 2 high rate of Gatalities relatmg to-auts accidents. and

' cautien stiould be exerciad. W‘hﬂéthcmdsmlsadmwrnbu!m.thcmdsmcazaandmnst' |

of the West Bank are of poor quality. _
Terrorism: Although U.S, cltizzns have not bem s,pednéllly targeted for attack, sevegal . |

" terrorist tocidents tn the West Bank and Gaxa. 23 wall is within Ixmiel. have kflled of injured

U.S. ditizens. mm:&uﬁbmm“ﬂg&mmmuhﬁsb@p The

u.s.wmmemmmmmwaﬂmmp »
" avaid gavel an publie buses, awnaéwhtbusmammwm This

resiziction decs not apply to tour busss, -

" Afrects In the Weae Rank and Gaz Stri ULS, cifttzrns arresisd ar detatned in the West Bank an

suspiclen uf securlty effenses aften are 06t pormifted b commumicate with comsular officials.
lassrers, ar family aembere in a timely maaticr during the interrmgation pericd of thelr case.
Youths over the 3ge of fourteen have been detntned and tried 35 adults. The U.S. Bxnhassy is nat

' namd&muﬂdd&:mdh&nshmwﬁtmwm&mmm'm@-

to dcrainees 1s froquently delayed. . Natiiratton may ‘be more rapid if the arrested American
swuus-wgmmwumuus. b : o

| Istailt authorities should oty the U.S, Bphassy when an Amaiean 5 aoested by Palastigian

Police 1 the West Bank or Gaza, and requcsts by the U.S. eposul 1o VAT arrested Atgesizans

* should be communicated ta the Palestinian Authority through a joint Iaracli-Palestintan

COmImIrTee. ‘szgmﬁunddayslnwuﬁcmmandennsuhrammayamm'm&em

Medical Fucilities: Moderi medical care and medicines are avagable 1n Israel, However. same ..

hospltz]s.m!smdandmt_hospﬂxlsm&eeaasusipandutt:West_Bank&nbdowU.s.

standards, Mﬁmmmwmmmmmhﬂshamutm@mm o

facllitles and gafter-hours pharmacics in the “Jenrsalem Post acwspaper, Docters and bespitals
expet iunnerdigte. cash: payment fas heglth scrvices. U.S. mediea] {Dsurance 13 QK glways

eften
, vald outside the United States. Supplementsl medical tnsvrance with Specific overacas

Iformation e Crme: The crime rate s modergte in Istael. the Gazm Stip. and the West Bank
The loss or thef of aU.S. passpare should be reported immediately ta ozl police and. the
nearest U.S. embassy of consulate. Useful information on safeguarding valugbles. protecting
personal securily. and other matters is Provided In the Department of State pamphlets, “A Safe

Trip Abrosd™ and “Tips for Travelers ta the Middle Egast and North Afriea,” zvailable from the .

Superiniendent of Dacuments. .S, Gavernmeat Printing Office, Washington. D.C. 20402,

Drug Pengitles: U.S. eftzens arc subject ta. the laws of the tegritery o which they ane traveling.
Penalyes for pasaession. use. or traffickdng in Qegal drugs are severe.in Isracl. and convicted
offenders can expect jail sentenees and Gmes. The Palestingan Authority also has strict

-penalties [or drug use by persons under ics Jurtsdiction,

Coust Jurisdieclon: Under Israel's judicial systan, the Rabbinieal courts exereise juricdictian

- ever all Jewish cltizens and restdents of Isiael in cases of martiacc and divorce and  related
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issues such as support and child custady. 'Rabbiakal courts can also fapase sanctions, .
including jad terms 3ad restrictions against leaving the country. an sdividuals marricd loa
Jewish religtous ceramony who. i1 case of divorce, refuse to give their spouses a religious divorec
('GET). In some cases, Jewish Americans, who cntered Israrl as touists. bave bocame
defendants in diverce cases filed against them in a Rabbinical cust in Tsrael by their American
Fpouacs whio are seeking a religlous diverce st the defendants have raused to give. These
Americans have beeg detatned I Isracl far prelonged periads while the Isracll courts consider

- ®hethar such iodividuals have sufficient ties to Isad to eatablish Rahbinical coust [ursdicgon,
The Rabbinica] courts have alss detained in the ounty a Jewish american tourist who has

U.S.. and/or the speunse serking velief 1s not present In Isrgel

Dual Nationallty: Isracll citieens nahmalied o the United States retain theur fsrach
clizezsiip. and their childien are considerad Istaclt cltizens 22 well. In addition, children barn

without 4 milttary service Istacll efitzens, tecdinding Qual naticpals, must enter and depart
Istaclon g Israeli passparts. (Note: U.S.-Istaeli dual eittzens gaust enter an4 depart the US.

Pﬂmmmmmmmmsmmcmoﬂhew-stmm
sulfect to the same regulations as athar rexident Palcstintans. This may require therg to depart
. &mmmpnbmmddmmﬂormmdemlmﬂdm -
with re-catry pegmits appreved by the Israclt Ministry of Interior, - -

Ragistration: ncmtcnmmmmﬁaphnmhmmemﬁra
substantia] period of Hrpe to registor at the U.S. Embasay tri Tel Aviv or the U.S. Consulate 1
Geueral in Jerusslern. When registering. U S. eltbens can sbtain updated nfarmation an travel
and security ia the area, '

No. 97637
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20504

January 5, 1998

ACTION
MEMORANDUM FOR DONALD L. KERRICK
FROM: JAMES BAKER™®

SUBJECT: Accéss to NSC Background Investigations & Process
for NSC Suitability Determinations

The White House Security Office has requested a revised list of
persons authorized access to FBI background materials on NSC
personnel. The attached memorandum from Glyn Davies provides
such an update.

The memorandum also memorializes the process by which the NSC, in
consultation with the Office of White House Counsel, will make
suitability determinations. In reaching this formulation we
considered carefully whether such decisions should ultimately be
made by the White House Counsel or the NSC. Counsel’s Office
argued that if they were to serve as ultimate arbiter of
suitability, WHC rather than NSC, should make all the NSC’s
suitability determinations and not just those in the difficult
cases we raise. As a result, we recommend the formula above:

NSC in consultation with WHC. This will allow the NSC to control
the tempo of its own security and suitability decisions and is, I
believe, consistent with the Front Office’s own view that the
APNSA ultimately should decide who works on the NSC staff.

The NSC Security Officer will continue to adjudicate, or verify,
access to national security information for NSC staff using the
standards contained in E.O. 12968 and corresponding adjudicative
guidelines. The Secret Service will continue to evaluate
employees from the perspective of potential threats to the
President. The Office of White House Security will continue to
serve as gatekeeper for BI requests and ensure the necessary
steps have been taken before issuance of a permanent pass.
However, as the attached memorandum underscores, where the NSC
has favorably adjudicated security and suitability, a permanent
pass will be issued unless there is a separate basis for denying
access, such as a failed tax check or drug test. R

Concurrence by: Mary/?tﬁa#s/and Jiln/Hall



RECOMMENDAT ION

That you and Glyn sign the attached signature page and that you
authorize Glyn Davies to sign the memorandums at Tabs I and II.

Approve Disapprove

Attachments
Tab I Memorandum for Chuck Easley Re Authorization
- for Review or Process BI Files for NSC
Tab A Prior NSC Authorization for BI Access
Tab II Memorandum for Chuck Easley Re Approval and
Initiation of BI Access for NSC
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20504

MEMORANDUM FOR CHARLES C. EASLEY

'FROM: GLYN DAVIES
SUBJECT: Updated Authorization for Personnel Security
Reviews

This memorandum is intended to update the EOP Security Office
regarding those individuals authorized to review or process FBI
background investigation files on behalf of the National Security
Council. This memorandum also constitutes authorization for
these same individuals to access information that may be relevant
to security or suitability judgments regarding NSC employees,
prospective employees, and detailees (hereinafter collectively
employees) that derives from agencies other than the FBI.

In addition, this memorandum memorializes the understanding
between the Office of White House Counsel and the National
Security Council staff regarding the manner in which suitability
judgments will be reached regarding NSC employees. Where matters
potentially affecting suitability of NSC employees to work within
the EOP complex are identified during review of Background
Investigations or interviews with employees, the EOP Security
Officer (or his designate) and the NSC Security Officer, shall
bring such matters to the attention of the NSC/Legal Adviser or a
Deputy Legal Adviser. The NSC may subsequently consult with the
Office of White House Counsel on matters involving suitability as
necessary to ensure that NSC employees are treated with the same
rigor and in accord with the same standards applied by the White
House generally. It is understood that subsequent to such
consultation final decisions on suitability shall be taken by the
NSC. Security clearances will continue to be adjudicated and/or
confirmed by the NSC.

Consistent with this process, it is understood that where the NSC
has favorably adjudicated an employee’s suitability and security
clearance, the employee shall receive a permanent pass unless a
separate independent basis exists for not doing so; e.g., the -
employee poses a threat to the President, or has failed the drug
test or tax check.



Reviewing or Processing FBI Background Investigation Files

The following individuals, whose signatures appear below, are
authorized to review or process FBI and other agency background
investigation files for the National Security Council. We
understand, that by virtue of their positions, these persons are
already authorized access to NSC background information. This
memorandum is intended to confirm that access and to supplement
those authorizations previously provided. With the exception of
Ms. Haines and Mr. Hall, the individuals listed below require
access on a periodic basis only. It is also understood that
where Counter Intelligence concerns are raised, the NSC’s Senior
Director for Intelligence and/or his designate may be apprised of
BI information.

The below Office of White House Counsel (OWHC) signatures shall
also provide distinct authorization for OWHC access to the same
information.

NSC OWHC

THges Scei 'rg ' Charles F.C. Ruf /
puty istant to the President Counsel to the President

for National Security Affairs

Donald L. Kerrick Cheryl D. Mills
Deputy Assistant to the President Deputy Counsel

for National Security Affairs
(C.CD

Glyn T. Davies ' Karen A. Popp
Executive Sgsretary Associate Counsel

l/MZry peRos&
Députy Legal Adviser

Ve

/

" 7o c—




The following persons should be deleted from the previous NSC
access list: :

Alan Kreczko

John E. Sparks
Anthony Lake
Nancy E. Soderberg
Andrew D. Sens
Peter Erichsen

ba G
Concurrence by: Karen Popp

Attachment
Tab A Previous NSC Authorization



NATIONAL SECURITY COUNCIL N
WASHINGTON, D.C. 20504

60135

MEMORANDUM FOR CHARLES C. EASLEY
' Director White House Security

FROM : _ ANDREW D. SENS P$5g

SUBJECT: Authorization for.Personnel Security Reviews

Consistent with the EOP’s new Personnel Security procedures this
memorandum is intended to notify the EOP Security Office of those
individuals authorized to 1) approve the initiation of name
checks and background investigations and 2) review or process FBI.
background investigation files on behalf of the National Security
Council.

ApprOVing Name Checks ‘and Background Investigations

The follow1ng lnleldualS, whose signatures appear below, are
authorized to approve the initiation of name checks and .
background investigations on behalf of the National Security
Council:

ccéwd‘/dif | (L. Qe

Alan J. /Krezgﬁd es A. Baker '

Special Ass the PreSident Dep ty Legal Adyisor, NSC

Legal Advisor, NSC - } ) E\ :
John E. Spé_Rs

Deputy Legal AdVisor, NSC

Reviewing or Processiﬁg FBI Background Investigation Files

The following individuals, whose signatures appear below, are
authorized to review or process (i.e., -physically handle and
possess) FBI and other agency background investigation files for
the National Security Council.

With the exception of Ms. Haines and Mr. Hall, the individuals
listed below require access on an aperiodic basis only. - In- -
addition to reviewing information that may pertain to the

- sultability and clearance of NSC:staff or prospective staff, the =~



Assistant to the President for National Security Affairs (APNSA),
Deputy Assistants to the President for National Security Affairs
(DAPNSAs), and representatives of the Office of the Legal Adviser
are also asked by the White House Counsel and Presidential
Personnel to evaluate information contained in the background
files of prospective presidential appointees, where such
information may implicate national security or foreign relations

equities.

Toward this end, the APNSA and DAPNSAs may determine

that it 1s necessary to consult with additional NSC staff (not
listed below) with specialized regional or functional knowledge.
In such cases, additional NSC staff having access to FBI
background information will be advised that such access is
provided for:&fficial purposes only and such information shall be
used only for the purpose of the specrflc consultation in

question.

Finally, it should be noted that Mr. Leary, as the Senior
Director for Records and Access Management, 1s authorized access
and to possess background files and information to the extent
required to perform his functions as Custodian of NSC records.

Anthorly Lake
Asst -to the President for

National Security Affairs

Yamuel R. Beggggﬁo\/}

Dep Asst to the President for

N%?;onal Security Affairs
Né&%ﬁZ%. Soderberd\
Dep AYst to the President for

//ii;i?dal S Affairs

Andrew D. Sens’
Executive Secretary, NSC

é%«//a%

Alan J.-“Kre&zko
Special Asst to the President
Legal Advisor, NSC

Jﬁmes A. Baker _
Cty Legal Adviser, NSC

ON o= _

IJohn E. Spark
\Deputy Legal\Ré isor, NSC

Senior Director for
Records & Access Management,
NSC

j>ZZQAcA/Z§7 é%ék»uLx;/

Mary A./Halnes
Dir of ‘Administration, NSC

Comes b Dol

James A. Hall
Security Officer, NSC




NATIONAL SECURITY COUNCIL ~ 20006

WASHINGTON, D.C. 20504

MEMORANDUM FOR CHARLES C. EASLEY
FROM: GLYN T. DAVIES

SUBJECT: Authorization for Initiation of Name Checks and
BI Investigations

Consistent with the EOP’s Personnel Security procedure, the
following individuals, whose signatures appear below, are
authorized to approve the initiation of name checks and
background investigations on behalf of the National Security
Council:

| N

Jarfes E. Baker 'Mary B. DéRosa
Special Assistant to the eputy Legal Adviser, NSC
President and

Legal Adviser, NSC /Q&ZQV€Z?CQ71292;Z£;¢i229“

Newell L. High€hmith
Deputy Legal Adviser, NSC
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NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20506

May 4, 1994

INFORMATION

MEMORANDUM FOR ANTHONY LAKE

THROUGH : ALAN KRECZKO ¥
FROM: JAMES BAKER™
SUBJECT: DeConcini Talking Points Re: NSC Security

You asked for some talking points you could use with Senator
DeConcini regarding security at the NSC. While NSC’s record is
not perfect, we are not aware of systematic problems regarding

clearances or access to information regarding NSC staff (we do
not address the EQP more generally). All personnel assigned to
the NSC holding temporary or permanent passes have TS/SCI
clearances. Persons awaiting clearance are not given access to
the NSC computer system or permitted unrestricted access to
classified work spaces.

™oy

In one instance, classified information was provided to a senior
White House employee who did not hold the appropriate security
clearance. Specifically, Phil Lader was kept on distribution for
Roy Neel’s NID. At the time, Lader held a TS clearance, but
without SCI access. When this was realized in March, Lader was
withdrawn from NID distribution until he was read into SCI. We
also understand that you and Sandy Berger were not formally
briefed on SCI access until March of this year. In addition, we
cannot be certain that in the past year classified information
originated by the NSC staff or Sit Room has not been passed to
White House employees who were not appropriately cleared. We are
not aware, however, that any information has been compromised and
the Sit Room staff has been reminded to verify clearances before

distributing information to White House employees no matter how
senior.

Your talking points address the NSC situation only. 1If raised,
you should inform DeConcini that WH security generally is being

handled by WH Counsel. (DeConcini has an outstanding letter into
Cutler on this.)

Concurrences by: George Tenet, Ralph Sigler, Bob Manzanare-
S——

Sy 28

Attachment
Tab I Talking Points
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POINTS TO BE MADE FOR
TELEPHONE CONVERSATION WITH
SENATOR DECONCINI

I share the importance you attach to information security.

I sense, however, that you may have been left with the
impression that there is a problem with NSC security. There
is no such problem.

All personnel assigned to the NSC who have access to
classified information or unrestricted access to work spaces
containing classified information hold TOP SECRET clearances

with SCI access. They are subject to the same rules and

requireménts géverning access to classified information
applicable to all government employees. Persons pending
assignment to the NSC who do not already have TS/SCI
clearance may not access the NSC computer system or enter
secure areas unaccompanied.

That is not to say the NSC has been perfect. We have
appropriate security procedures in place, although on
occasion employees may not observe them. We are, however,
re-emphasizing the importance of adherence to these

procedures, which overall has been good.



NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

May 6, 1994

MEMORANDUM FOR MARVIN KRISLOV
X
FROM: JAMES BAKER’

SUBJECT: NSC Personnel with White House and EOB Passes

The NSC's Administrative Office, including the Security Officer,
has reviewed the list of names assigned against the NSC roll by
the White House Security Office. The list of names is hand-dated
May 5, 1994. I have reviewed the list as well.

Part of the confusion appears to stem from persons who are "dual-
hatted," who are with the National Economic Council, but also
carry NSC responsibilities in the area of international economic
affairs. Some of these persons are counted on NSC’s rolls and
some are counted as NEC and do not count against the NSC’s

authorized strength of 151. Generally, detailees are carried by
NSC, but there is no intuitive rule.

The more fundamental problem appears to be that the attached
list, on which the White House Security Office is relying, is not
accurate. Eight persons assigned to the NSC staff are not
listed, including three Special Assistants to President (Bell,
Claussen and Rosner). Thirteen other persons have already
departed the NSC staff and 24 persons are, from NSC’s
perspective, attributable to other organizations or EOP offices,
e.g., NARA, OSTP. Finally, the Assistant and Deputy Assistant to
the President for National Security Affairs are considered White

House employees, notwithstanding their obvious responsibilities
regarding the NSC staff.

For NSC’s part, we will continue to endeavor to keep the White
House Security Office informed of NSC departure’s and
assignments. Our Administrative office is also available to work
with the White House Security Office to identify specific
employees assigned to the NSC rolls and those assigned elsewhere
in the 0ld Executive Office Building. For your immediate
purposes I recommend the following text (parentheticals are FYI):
"As of May 4, there were 143 persons detailed to or employed by
the National Security Council staff. Of this number:

65 held Permanent White House passes (Blue)(including one
Other Government Agency pass);

45 held Temporary White House passes (Blue);

24 held Permanent EOB passes (Orange);

9 held Temporary EOB passes (Orange).

In addition, as of May 4 three contractors held Temporary White
House passes in order to provide for training and maintenance on
the NSC's computer systems. (FYI: Two of these contractors with
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access to the computer system hold TS/SCI clearances. The third,
who is working on a training manual and does not have access to
the computer or unrestricted office access, does not.) Finally,
and on occasion, anywhere from 2-10 executive branch employees
may be loaned to the Executive Office of the President to work
with the NSC staff on special projects, for example, to assist
with document review and production in especially large cases."
The next paragraph should also be modified to reflect the
breakdown presented above. Thus, the topic sentence of the
second paragraph should read: "All NSC employees, or persons
utilizing NSC workspaces on an unrestricted basis, with permanent
or temporary White House or 0Old Executive Office Building passes
hold a Top Secret clearance with SCI access. . . "

Please let me know if you have any questions regarding this
information or the attachments. Thank you.

by 3%
Concurrences: Bob Manzanares

Attachments
Tab A List of Names, 5/4,/94.

Tab B Memorandum from Security Officer Patricia Nelson.
Tab C Draft Q and A, 4/28/JEB.
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Nelson, Patricia D.
L

To: Manzanares
Subject: Passes
Bob,

There's 172 personnel assigned against the NSC roll. There are 8 personnel who were left off the roster. The
following is a break down of those personnel:

-2 not NSC personnel (WH)
-13 departed the NSC
-3 SSDS contractors
-1 WH Fellow

-4 Amstrong Case

-4 NEC

-4 NARA

-2 CFR

-1 OSTP

-1 Student Intern

-2 TDYs

Out of a total of 180, 37 (above) are not NSC, leaving a total of 143.
Out of the 143, there are 45 TWHS passes, 9 TEO, 64 PWHS, 24 PEO and 1 OGA. ™

There' s a total of 54 Temp passes and 89 Perm passes, Total: 143

Page 1
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4/28/J5B

Q. Have any temporary passes been issued for personnel assigned
to work for the National Security Council (NSC), or who
frequent work spaces occupied by the staff of the NSC?

A. Yes. As of April 26, 151 persons were detailed to, employed
by, or pending assignment to the National Security Council staff.
Of this number, 104 had permanent passes and 44 had temporary
passes. The remainder represent positions in the process of
being filled. 1In addition, on occasion anywhere from 2-10
executive branch employees may be loaned to the Executive Office
of the President (EOP) and NSC staff to work on special projects,

e€.9., to assist with document review and production in especially
large cases.

All NSC employees, or persons utilizing NSC workspaces, with
permanent or temporary White House passes hold a TOP SECRET
clearance with SCI access. NSC employees awaiting security
clearances, persons pending assignment to the NSC staff, or any
other government persons who do not hold TS/SCI clearance may not
access the NSC computer system or enter secure areas
unaccompanied. In addition, the White House Situation Room
receives certification of clearances before permitting NSC

employees access to national security information they have a
need to know.

Because White House employees are subject to security and
suitability reviews beyond those required of other executive
branch employees, there are occasions where NSC staff may hold a
TOP SECRET clearance with SCI access, but not yet be eligible for
a permanent pass. This would occur, for example, when an NSC
employee has not had an updated background investigation within
one year of joining the EOP. Agencies typically require updated
background investigations every five years, however, to work at
the White House, a background investigation must have been
completed within one year of an employee joining the EOP.

In addition, NSC employees are also subject to the suitability
review required of all EOP employees as discussed above. Until
such time as a suitability review and updated background

investigation is completed (1f necessary), a permanent pass will
not be issued to NSC employees.

Q. Have all personnel assigned to the NSC, or who frequent the
work spaces occupied by the staff of the NSC, completed
their background investigations?

As noted above, all personnel assigned to the NSC who have access
to classified information or work spaces containing classified
information hold TOP SECRET clearances with SCI access. In
instances where an employee holds such a clearance, but is
required to undergo an updated background investigation for the
purpose of complying with the EOP’s one-year rule, an employee
will be given access to classified information while this updated
background investigation is pending. This procedure permits the

work of the NSC to continue unabated while safeqguarding national
security information.
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20504

January 5, 1998

ACTION

MEMORANDUM FOR DONALD L. KERRI

FROM JAMES BAKER™

SUBJECT: Access to NSC Background Investigations & Process

for NSC Suitability Determinations

The White House Security Office has requested a revised list of
persons authorized access to FBI background materials on NSC
personnel. The attached memorandum from Glyn Davies provides
such an update.

The memorandum also memorializes the process by which the NSC, in
consultation with the Office of White House Counsel, will make
suitability determinations. 1In reaching this formulation we
considered carefully WhEEEEE_E;EE_S%%ifigﬂﬁ—éhggld—ultimatelY be
made by the_ White House Counsel OT € NSC. Counsel’s Office
argued that if they were to serve as ultimate arbiter of
suitability, WHC rather than NSC, should make all the NSC’s
suitability determinations and not just those in the difficult
cases we raise. As a result, we recommend the formula above:

NSC in consultation with WHC. This will allow the NSC to control
thé‘f@ﬁﬁB’BT‘Tt?‘EWﬁ_Eecurity and suitability decisions and is, I
believe, consistent with the Front Office’s own view that the
APNSA ultimately should decide who works on the NSC staff.

The NSC Security Officer will continue to adjudicate, aor yerify,
access to national Securttyinmformation for NSC staff using the
standards contained in E.U. 12968 and corresponding adjudicative
guidelines. The Secret Service will continue to evaluate
employees from the perspective of potential threats to the
President. The OffiEg_9£_Eﬁ;Lg_HQQ§§_Securit¥_uiL;_gggtinue to
serve as_gatekeeper for BI requests and ensure the necessary
steps have been taken before issuance of a permanent pass.
However, as the attached memorandum underscores, where the NSC
has favorably adijudicated security—and—suttebility, a permanent
pass will be issued unless there is a separate basis fS?—aEnying
access, suUch a5 a failed tax check or drug test.

Concurrence by: Mary/it&' and Jilx/Hall



RECOMMENDATION

That you and Glyn sign the attached signature page and that you
authorize Glyn Davies to sign the memorandums at Tabs I and II.

Approve Disapprove

Attachments
Tab I Memorandum for Chuck Easley Re Authorization
for Review or Process BI Files for NSC
Tab A Prior NSC Authorization for BI Access
Tab II Memorandum for Chuck Easley Re Approval and
Initiation of BI Access for NSC



NATIONAL SECURITY COUNCIL 20006
WASHINGTON, D.C. 20504

January 13, 1998

MEMORANDUM FOR CHARLES C. EASLEY
FROM: GLYN T. DAVIE{E{’

SUBJECT: Authorization for Initiation of Name Checks and
BI Investigations

Consistent with the EOP’s Personnel Security procedure, the
following individuals, whose signatures appear below, are
authorized to approve the initiation of name checks and

background investigations on behalf of the National Security
Council:

. \
e e Yy A

Janfes E. Baker vigéry 8. DéRosa

Special Assistant to the eputy Legal Adviser, NSC
President and

Legal Adviser, NSC / a// %W

Newell L. High&mith
Deputy Legal Adviser, NSC
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NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20504

January 13, 1998

MEMORANDUM FOR CHARLES C. EASLEY

FROM: GLYN DAVIE a/
SUBJECT: Updated Authorization for Personnel ‘Security
Reviews

This memorandum is intended to update the EOP Security Office
regarding those individuals authorized to review or process. FBI
background investigation files on behalf of the National Security
Council. This memorandum also constitutes authorization for
these same individuals to access information that may be relevant
to security or suitability judgments regarding NSC employees,
prospective employees, and detailees (hereinafter collectively
employees) that derives from agencies other than the FBI.

In addition, this memorandum memorializes the understanding
between the Office of White House Counsel and the National
Security Council staff regarding the manner in which suitability
judgments will be reached regarding NSC employees. Where matters
potentially affecting suitability of NSC employees to work within
the EOP complex are identified during review of Background
Investigations or interviews with employees, the EOP Security
Officer (or his designate) and the NSC Security Officer, shall
bring such matters to the attention of the NSC/Legal Adviser or a
Deputy Legal Adviser. The NSC may subsequently consult with the
Office of White House Counsel on matters involving suitability as
necessary to ensure that NSC employees are treated with the same
rigor and in accord with the same standards applied by the White
House generally. It is understood that subsequent to such
consultation final decisions on suitability shall be taken. by the
NSC. Security clearances will continue to be adjudicated and/or
confirmed by the NSC.

Consistent with this process, it is understood that where the NSC
has favorably adjudicated an employee’s suitability and security
clearance, the employee shall receive a permanent pass unless a
separate independent basis exists for not doing so; e.g., the
employee poses a threat to the President, or has failed the drug
test or tax check.



Reviewing or Processing FBI Background Investigation Files

The following individuals, whose signatures appear below, are
authorized to review or process FBI and other agency background
investigation files for the National Security Council. We
understand, that by virtue of their positions, these persons are
already authorized access to NSC background information. This
memorandum is intended to confirm that access and to supplement
those authorizations previously provided. With the exception of
Ms. Haines and Mr. Hall, the individuals listed below require
access on a periodic basis only. It is also understood that
where Counter Intelligence concerns are raised, the NSC’s Senior
Director for Intelligence and/or his designate may be apprised of
BI information.

The below Office of White House Counsel (OWHC) signatures shall
also provide distinct authorization for OWHC access to the same
information.

NSC OWHC

Stei rg Charles
puty istant to the President Counsel to the Pr
for National Security Affairs

Donald L. Kerrick Cheryl D. Mills
Deputy Assistant to the President Deputy Counsel

for National Security Affairs

ident

] (S “- ( E;_—C- ‘11
Glyr/TDavies Karen A. Popp
Execputive Sgsretary Associate Counsel

) 7

Députy Legal Adviser




The following persons should be deleted from the previous NSC
access list:

Alan Kreczko

John E. Sparks

Anthony Lake

Nancy E. Soderberg

Andrew D. Sens

Peter Erichsen

B G
Concurrence by: Karen Popp

Attachment
Tab A Previous NSC Authorization
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20504

60135

MEMORANDUM FOR CHARLES C. EASLEY
' Director White House Security

FROM: ANDREW D. SENS (\Qg

SUBJECT: Authorization for Personnel Security Reviews

Consistent with the EOP’s new Personnel Security procedures this
memorandum is intended to notify the EOP Security Office of those
individuals authorized to 1) approve the initiation of name
checks and background investigations and 2) review or process FBI-
background .investigation files on behal f of the National Security
Council. . : : ' '

Approving Name Checks and Background Investigations

The following individuals, whose signatures appear below, are
authorized to approve the initiation of name checks and .
background investigations on behalf of the National Security
Council:” ' ' B

d.q L N\ P

Alan J./kreZEXE_ : . Jfmes A. Baker '
Special Asstto the President Deputy Legal Advisor, NSC
Legal Advisor, NSC - - ; .

' () — E{t:;?> :

John E. SparpPs
Deputy Legal Advisor, NSC

Reviewing or Processihg FBI Background Investigation Files

The following individuals, whose signatures appear below, are
authorized to review or process (i.e.,-physically handle and
possess) FBI and other agency background investigation files for
the National Security Council.

With the exception of Ms. Haines and Mr.. Hall, the individuals
listed below require access on an aperiodic basis only.. In
addition to reviewing information that may pertain to the

suitability and-clearance of NSC:staff or-prospective staff, the = -



a

Assistant to the President for National Security Affairs (APNSA),
Deputy Assistants to the President for National Security Affairs
(DAPNSAs), and representatives of the Office of the Legal Adviser
are also asked by the White House Counsel and Presidential
Personnel to evaluate information contained in the background
files of prospective presidential appointees, where such
information may implicate national security or foreign relations
equities. Toward this end, the APNSA and DAPNSAs may determine
that it is necessary to consult with additional NSC staff (not
listed below) with specialized regional or functional knowledge.
In such cases, additional NSC staff having access to FBI
background information will be advised that such access -is :
provided for:oftficial purposes only and such information shall be
used only for the purpose of the specific consultation in

question. :

Finally, it should be noted that Mr. Leary, as the Senior
Director for Records and Access Management, is authorized access
and to possess background files and information to the extent
required to perform his functions as Custodian of NSC records.

' Anthorty Lake
Asst -to the President for

National Security Affairs

Samuel R. Berge

Dep Asst to the President for

g%é;onal Security Affairs
Néﬁiézgff;oderber% B

Dep AYst to the President for

mfairs

Andrew D. Sens _
Executive Secrg ary, NSC

(o | Frh
Alan J.“KrefZzko

Special Asst to the President
Legal Advisor, NSC

€.
mes A. Baker
ty Legal-AdvisTi, NSC
[John E. Sparks ‘ '
(Dep ty Legal

dvisor, NSC

Senior Director for _
Records & Access Management,
NSC

Mary A. Halnes
Dir of Administration, NSC
Jhmes A. Hall

Security Officer, NSC
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