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THE WHITE HOUSE 

WAS H1N GTO N 

March 24 , 199.7 

MEMOFIANDUM FOR GEORGE J. TENET 
JOHN P. WHITE 

Co-Chairmen/ Security Policy Board 

SUBJECT: Implementation of Executive Order 12968 

The President has approved the Adjudicative Guidelines, Temporary 
E l i g i b i l i t y Standards and I n v e s t i g a t i v e Standards required by 
Executive Order 12968, which you submitted i n d r a f t May 28, lyyb. 
Attached are the f i n a l documents. 

The S e c u r i t y P o l i c y Board i s requested to c i r c u l a t e the approved 
Guidelines and Standards f o r immediate implementation, w i t h t h i s 
memorandum attached. Within one year of c i r c u l a t i o n , the Board 
should f u r n i s h t o the President, through the National S e c u r i t y 
Advisor, a r e p o r t on the effectiv e n e s s and e f f i c i e n c y of these 
Guidelines and Standards, compliance by departments and agencies 
w i t h them and any adjustments needed. 

Since a p p l i c a t i o n of the "whole person concept" i n a d j u d i c a t i n g 
persons e l i g i b l e f o r n a t i o n a l s e c u r i t y clearances depends on both 
i n f o r m a t i o n the subject furnishes i n the SF-86 background form 
and the separate i n v e s t i g a t i o n t o v e r i f y p o r t i o n s of t h a t 
i n f o r m a t i o n , i t i s important t h a t the scope of both provide a 
s u f f i c i e n t basis f o r decision. Your work i n modifying the 
i n v e s t i g a t i v e scope t o f i t f i e most c o s t - e f f e c t i v . ....ael ..can have 
the d e s i r e d e f f e c t , provided we do not also unnecessarily l i m i t 
the scope of the SF-86 form and personal i n t e r v i e w . The SF-8b 
provided by f i r s t time applicants should cover the e n t i r e a d u l t 
l i f e , f u l l y documenting the e s s e n t i a l f a c t o r s on,which an 
a d j u d i c a t i o n w i l l be made. The separate i n v e s t i g a t i o n 
independently confirms selected evidence of e l i g i b i l i t y , 
g e n e r a l l y from the most recent tinie frame. Therefore, the SF-B6 • 
scope should be as broad as possible, while the i n v e s t i g a t i o n s 
scope complies w i t h the Standards f o r e f f i c i e n c y . 

In r e d r a f t i n g the SF-86 t o f i t the new Guidelines and Standards, 
you should include relevant data from the e n t i r e a d u l t l i f e span 
f o r f i r s t time a p p l i c a n t s , t o ensure a s u f f i c i e n t l y documented 
baseline f o r a d j u d i c a t i o n . 
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While I understand t h a t the Adjud i c a t i v e Guidelines have been 
c i j i u l a t e d widely, the I n v e s t i g a t i v e Standards have not, because 
th a t might f a c i l i t a t e attempts to evade d e t e c t i o n of"^.. ^ 
T s a u T l i f Y i n g f a c t o r s . The Standards are not c l a s s i f i e d , but 
shoS^d h a L f i m l t e d dissemination, consistent w i t h background 
i n v e s t i g a t i v e p r a c t i c e . 

Since the President approved Executive Order 12968, i t has been 
brought t o my a t t e n t i o n t h a t some departments and agencies have 
continued reducing resources devoted to - - ^ ^ ^ ^ . ^ J i ; ^ : / " " 
s e c u r i t v a c t i v i t i e s . I n some cases, the downsizing of these 
T u n c t ^ o L % be d i s p r o p o r t i o n a l to the ̂ ^ r e a t and the^workload. 
These new Guidelines and Standards, i n c o r p o r a t i n g the lessons 
learned from the Ames, Nicholson and P i t t s ^^P^^^^^e cases 
should be f u l l y implemented, which cannot occur w i t h inadequate 
resources I be l i e v e t h a t s e c u r i t y programs are not, i n t o t a l , a 
ve' r e x p e n s i v e p a r t of our n a t i o n a l s e c u r i t y budget. Therefore, 
I n implementing these new Guidelines and Standards you should 
ensure t h a t s u f f i c i e n t a t t e n t i o n i s given t o budgeting f o r the 
requirements contained t h e r e i n . 

I also wish t o reemphasize the. importance of r e c i p r o c i t y i n 
government-wide s e c u r i t y p r a c t i c e s ' ( i n c l u d i n g c l a s s i f i e d 
c o n tractors).' While the provisions of the Guidelines and 
Standards should be continuously reviewed f o r e f f i c i e n c y 
lowering them i n the name of monetary savings could be f a l s e 
economy. 

Thank you, the Board, the Security. Policy Forum and the 
S ^ i t ^ e e ; , f o r your hard work i n formulating the f i r s t uniform 
S e i n e s and Standards f o r government-wide s e c u r i t y background 
i n v e s t i g a t i o n s . 

Samuel Berger Q' 
Assistant t o the President 

f o r N ational S e c u r i t y A f f a i r s 

Attachments 
Tab A F i n a l A d j u d i c a t i v e Guidelines 
Tab B F i n a l Temporary E l i g i b i l i t y Standards 
Tab C F i n a l I n v e s t i g a t i v e Standards 



SUMMARY 

Adjudicative Guidelines 

Using these guidelines, U.S. Government adjudicators w i l l make 
decisions to issue, withhold or rescind security clearances for 
applicants, government employees or cleared contractors. Using 
the "whole person concept," the adjudicator bases the decision on 
conduct, weighing a l l the positive and negative factors. Doubt 
i s resolved i n favor of national security. Specific guidance i s . 
provided on allegiance to the U.S.; foreign influence; foreign 
preference; sexual behavior; personal conduct; f i n a n c i a l 
considerations; alcohol consumption; drug involvement; emotional, 
mental and personality"disorders; criminal conduct; security 
v i o l a t i o n s ; outside a c t i v i t i e s ; arid misuse of information 
technology systems. With each b-havior, degree of 5eriousness 
and m i t i g a t i n g data are to be considered. 

Investigative Standard3 

Background investigations for access, to c l a s s i f i e d information by 
a l l cleared Americans w i l l be based on these c r i t e r i a , which are 
f u l l y reciprocal among a l l agencies. Three standards are set: 
secret and co n f i d e n t i a l ; top.secret and compartmented; and for 
reinvestigation at top secret. A chart i n the appendix shows 
when to use each'standard. Separation from U.S. Government less 
than two years only requires updated forms, i f the person s t i l l 
meets the standards. A l l standards include a completed 
background form, national agency check, FBI and other l o g i c a l 
agencies checks. Secret clearances or below also require 
f i n a n c i a l review, corroboration of b i r t h and lo c a l law 
enforcement agency checks for the past f i v e years. Top secret 
l e v e l requires a single scope background investigation, including 
v e r i f i c a t i o n of education, e-nployment, references and former 
spouse interviews, neighborhood checks for the past three years, 
interview and, where agencies require i t , a polygraph. 
Reinvestigations every f i v e years for top secret are si m i l a r . 
A l l investigations may be expanded, based on issues devoped. 

Temporary E l i g i b i l i t y Investigative Standards 

Minimum standards for temporary clearances allow access before 
completion of investigation and adjudication. Forms must be 
reviewed and expedited investigations requested. For top secret, 
FBI and appropriate agency checks must also be done. Agency 
heads may require additional steps, based on s e n s i t i v i t y . 

1 



Adjudicative Guidelines for Determining E l i g i b i l i t y for 

Access to C l a s s i f i e d Information 

1. • I n t r o d u c t i o n . The f o l l o w i n g a d j u d i c a t i v e 

g u i d e l i n e s are established f o r a l l United , States Government 

c i v i l i a n and m i l i t a r y personnel,, consultants, c o n t r a c t o r s , 

employees of contractors, licensees, c e r t i f i c a t e holders or 

grantees and t h e i r employees and other i n d i v i d u a l s who 

r e q u i r e access to c l a s s i f i e d i n f o r m a t i o n . They apply to 

persons being considered f o r i n i t i a l or continued 

e l i g i b i l i t y f o r access to c l a s s i f i e d i n f o r m a t i o n , t o include 

s e n s i t i v e compartmented i n f o r m a t i o n and s p e c i a l access 

programs and are to be used by government departments and 

V 
J agencies i n a l l f i n a l clearance determinations. 

2. The A d j u d i c a t i v e Process. (a) The a d j u d i c a t i v e 

process" i s an examination of a s u f f i c i e n t p e r i o d of a 

person's l i f e to make an a f f i r m a t i v e determination t h a t the 

person i s e l i g i b l e f o r a s e c u r i t y clearance. E l i g i b i l i t y 

f o r access to c l a s s i f i e d i n f o r m a t i o n i s pre d i c a t e d upon the 

i n d i v i d u a l meeting these personnel s e c u r i t y g u i d e l i n e s . The 

a d j u d i c a t i v e process i s the c a r e f u l weighing of a number of 

v a r i a b l e s known as the whole person concept. A v a i l a b l e , 

r e l i a b l e i n f o r m a t i o n about the person, past and present, 

f a v o r a b l e and unfavorable, should be considered•in reaching 

a determination. In ev a l u a t i n g the relevance of an 

"̂^ i n d i v i d u a l ' s conduct, the a d j u d i c a t o r should consider the... 
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f o l l o w i n g f a c t o r s : (1) The nature, extent, and serj.ousness 

of the conduct; 

(2) the circumstances surrounding the conduct, to 

incl u d e knowledgeable p a r t i c i p a t i o n ; 

(3) the frequency and recency of the conduct; 

(4) the i n d i v i d u a l ' s age and m a t u r i t y at the time of 

• the conduct; 

(5) the vo l u n t a r i n e s s of p a r t i c i p a t i o n ; 

(6) the presence or absence of r e h a b i l i t a t i o n and other 

p e r t i n e n t behavioral changes; 

(7) the m o t i v a t i o n f o r the conduct; 

(8) the p o t e n t i a l f o r pressure, coercion, e x p l o i t a t i o n , 

or duress; and 

V • (_9) the l i k e l i h o o d of c o n t i n u a t i o n or recurrence. 

(b) Each case must be judged on i t s own me r i t s , and 

f i n a l determination remains the r e s p o n s i b i l i t y of the 

s p e c i f i c department or agency. A.ny ' doubt as t o whether 

access to c l a s s i f i e d i n f o r m a t i o n i s c l e a r l y c o n s i s t e n t w i t h 

n a t i o n a l s e c u r i t y w i l l be resolved i n favor of the n a t i o n a l 

s e c u r i t y . 

(c) The u l t i m a t e determination of whether the gr a n t i n g 

or continuing of e l i g i b i l i t y f o r a s e c u r i t y clearance i s 

c l e a r l y c o n s i s t e n t w i t h the i n t e r e s t s of n a t i o n a l s e c u r i t y 

must be an o v e r a l l common sense det e r m i n a t i o n based upon 

c a r e f u l c o n s i d e r a t i o n of the f o l l o w i n g , each of which i s to 

be evaluated i n the context of the whole person, as 

explained f u r t h e r below: 
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(1) GUIDELINE A: Allegiance' to the United States; 

(2) GUIDELINE B 

(3) GUIDELINE C 

(4) GUIDELINE D 

(5) GUIDELINE E 

(6) GUIDELINE F 

(7) GUIDELINE G 

(8) GUIDELINE H 

(10) GUIDELINE J 

(11) GUIDELINE K 

(12) GUIDELINE L 

Foreign i n f l u e n c e ; 

Foreign preference; 

Sexual oehavior; 

Personal conduct; 

Fi n a n c i a l considerations; 

Alcohol consumption; 

Drug involvement; 

(9) GUIDELINE I : Emotional," mental, and p e r s o n a l i t y 

d i s o r d e r s ; 

.Criminal conduct; 

Sec u r i t y v i o l a t i o n s ; 

Outside a c t i v i t i e s ; 

(13) GUIDELINE M: Misuse of I n f o r m a t i o n Technology 

Systems. 

(d) Although adverse i n f o r m a t i o n concerning a s i n g l e 

c r i t e r i o n may not be s u f f i c i e n t f o r an unfavorable . 

deter m i n a t i o n , the i n d i v i d u a l may be d i s q u a l i f i e d i f 

a v a i l a b l e i n f o r m a t i o n r e f l e c t s a recent or r e c u r r i n g p a t t e r n 

of questionable judgment, i r r e s p o n s i b i l i t y , or emotionally 

unstable behavior. Notwithstanding, the whole person 

concept, p u r s u i t of f u r t h e r i n v e s t i g a t i o n may be terminated 

by an appropriate a d j u d i c a t i v e agency i n the face of 

r e l i a b l e , s i g n i f i c a n t , d i s q u a l i f y i n g , adverse i n f o r m a t i o n . 

(e) When in f o r m a t i o n of s e c u r i t y concern becomes known 

about an i n d i v i d u a l who i s c u r r e n t l y e l i g i b l e f o r access to • 

c l a s s i f i e d i n f o r m a t i o n , the a d j u d i c a t o r should consider 
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whether the person: (1) • V o l u n t a ^ r_eported the-

in f o r m a t i o n ; 

(2) was t r u t h f u l and complete m responding to 

questions; 

(3; sought,- assistance and f o l l o v ^ _ . . _ . p r o f e ^ s i ^ 

guidansLg., where appropriate; 

(4) resolved or a p p e a r s j i k e l y to favorably r_esolve the 

s e c u r i t y concern; 

(5) has demons_trated p o s i t i v e changes i n behavioJ^ and 

employment; 

(6) should have hi s or her access t e m p o r a r i l y suspended 

pending f i n a l a d j u d i c a t i o n of the i n f o r m a t i o n . 

(f ) I f a f t e r e valuating i n f o r m a t i o n of s e c u r i t y 

concern, the a d j u d i c a t o r decides th a t the i n f o r m a t i o n i s not 

serious enough to warrant a recommendation of disapproval or 

revocation of the s e c u r i t y clearance, i t may be appropriate 

to recommend approval w i t h a warning t h a t f u t u r e i n c i d e n t s 

of a s i m i l a r nature may r e s u l t i n revocation of access. 

GUIDELINE A 

Allegiance to the United States 

3. . The Concern. A-n i n d i v i d u a l must be of unquestioned 

a l l e g i a n c e to the United States. The w i l l i n g n e s s to 

safeguard c l a j s i f i e d i n f o r m a t i o n i s i n doubt i f there i s any 

reason to suspect an i n d i v i d u a l ' s a l l e g i a n c e to the United 

States. 

4. Conditions that could r a i s e a s e c u r i t y concern and 

) may be d i s g u a i i / y i n g i n c l u d e : (a) Involvement xn any act of-
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sabotage, espionage, treason, terrorism, sedition, or other 

act whose aim is to overthrow the Government of the United 

States or a l t e r the form of government by unconstitutional 

means; 

(b) association or sympathy with persons who are 

attempting to commit, or who are committing, any of the 

above-acts; 

(c) association or sympathy with persons or 

organizations that advocate the overthrow of the United 

States Government, or any state or subdivision, by force or 

violence or by other unconstitutional means; 

(d) involvement i n a c t i v i t i e s which unlawfully advocate 

or practice the commission of acts- of force or violence to 

prevent others from exercising t h e i r r i g h t s under the 

Constitution or laws of the United States or of any state. 

5. Conditions t h a t couJd m i t i g a t e s e c u r i t y concerns 

inc lude : (a) The individual was unaware of the unlawful 

aims of the in d i v i d u a l or organization and severed t i e s upon 
learning of these; 

(b) the individual's involvement was only with the 

lawful or humanitarian aspects of such an organization; 

(c) involvement i n the above a c t i v i t i e s occurred for 

only a short period of time and was a t t r i b u t a b l e to 

c u r i o s i t y or academic i n t e r e s t ; 

(d) the person has had no recent involvement or 

association with such a c t i v i t i e s . 

1̂ 
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GUIDELINE B 

Foreign Influence 

6. The Concern. A s e c u r i t y rislc may e x i s t when an 

i n d i v i d u a l ' s immediate fa m i l y , i n c l u d i n g cohabitants -and 

other persons to whom he or she may be bound by^^fXe.ctio.n.. 

i n f l u e n c e , or o b l i g a t i o n are-•not " c i t i z e n s of the United 

s T l ^ " ^ or may be sub-ject to duress. These s i t u a t i o n s could 

create the p o t e n t i a l f o r f o r e i g n i n f l u e n c e t h a t could r e s u l t 

i n the compromise of c l a s s i f i e d i n f o r m a t i o n . Contacts w i t h 

c i t i z e n s of other countries or f i n a n c j ^ W n t e r e s t s , i n other 

c o u n t r i e s are also relevant to s e c u r i t y determinations i f 

they make an i n d i v i d u a l p o t e n t i a l l y vulnerable t o coercion, 

e x p l o i t a t i o n , or pressure. 

7. Conditions t h a t couid r a i s e a s e c u r i t y concern and 

may be di s g u a J i ^ y i n g i n c l u d e : (a) An immediate f a m i l y 

member, or a person to whom the i n d i v i d u a l has close t i e s of 

a f f e c t i o n or o b l i g a t i o n , i s a c i t i z e n o f, or r e s i d e n t or 

present i n , a f o r e i g n country; 

(b) sharing l i v i n g quarters w i t h a person or persons, 

regardless of t h e i r c i t i z e n s h i p s t a t u s , i f the p o t e n t i a l f o r 

adverse f o r e i g n i n f l u e n c e or duress e x i s t s ; 

(c) r e l a t i v e s , cohabitants, or associates who are 

connected w i t h any f o r e i g n government; 

(d) f a i l i n g t o r e p o r t , where re q u i r e d , associations 

w i t h foireign n a t i o n a l s ; 
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(e) unauthorized a s s o c i a t i o n j ^ t h a..suspected or known 

c o l l a b o r a t o r o r ^ employee'of _â^ f i n t e l l i g e n c e - s e r v i c e ; 

~' ' ( f ) conduct which may make the i n d i v i d u a l vulnerable t o 

coercion, e x p l o i t a t i o n , or pressure by a, f o r e i g n government; 

(g) i n d i c a t i o n s t h a t representatives or n a t i o n a l s from 

a f o r e i g n country are ac t i n g to increase the v u l n e r a b i l i t y 

of the i n d i v i d u a l to possible f u t u r e e x p l o i t a t i o n , coercion 

or pressure; 

(h) a s u b s t a n t i a l f i n a n c i a l i n t e r e s t i n a country, or 

i n any f o r e i g n owned or operated business t h a t could- make 

the i n d i v i d u a l vulnerable to fo r e i g n i n f l u e n c e . 

8. Conditions that couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e ; (a) A determination that the immediate f a m i l y 

member (s) (spouse, f a t h e r , mother, sons, daughters, 

/ b r o t h e r s , s i s t e r s ) , cohabitant, or associate(s) i n question 

are not agents of a f o r e i g n power or i n a p o s i t i o n t o be 

e x p l o i t e d by a f o r e i g n power i n a - way t h a t could force the 

i n d i v i d u a l to choose between l o y a l t y t o the person(s) 

i n v o l v e d and the United States; 

(b) contacts w i t h f o r e i g n c i t i z e n s are the r e s u l t of 

o f f i c i a l United States Government business; 

(c) contact and correspondence w i t h f o r e i g n c i t i z e n s 

are casual and i n f r e q u e n t ; 

(d) the i n d i v i d u a l has promptly complied w i t h e x i s t i n g 

agency requirements regarding the r e p o r t i n g of contacts, 

requests, or t h r e a t s from persons or or g a n i z a t i o n s from a 
. \ f o r e i g n country; 
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(e) foreign f i n a n c i a l interests are minimal and not 

s u f f i c i e n t to affect the individual's security 

r e s p o n s i b i l i t i e s . 

GUIDELINE C 

Foreign Preference 

9. The Concern. When an individual acts i n such a way 

as to indicate a preference , for a foreign country over the 

United States, then he or she may be prone to provide 

information or make decisions that are. harmful t o the 

interests of the United States. 

10. Conditions that couid raise a security concern and 

may be d i s q u a l i f y i n g include: (a) The exercise of dual 

c i t i z e n s h i p ; 

^ (b) possession and/or use of a foreign passport; 

(c) m i l i t a r y service or a willingness to- bear arms for 

a foreign country; 

(d) accepting educational, medical, or other benefits, 

such as retirement and social welfare, from a foreign 

country; 

(e) residence i n a foreign country to meet citiz e n s h i p 

requirements; 

(f) usirg foreign citizenship to protect f i n a n c i a l or 

business interests i n another country; 

(g) seeking or holding p o l i t i c a l o f f i c e i n the foreign 

country; 
(h) voting i n foreign elections; and 
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( i ) performing or attempting to perform d u t i e s , or 

otherwise- a c t i n g , so as to serve the i n t e r e s t s of another 

government i n preference to the i n t e r e s t s of the United 

States. 

11. Conditions that couid mi t iga te secur i ty concerns 

i n c l u d e : (a) Dual c i t i z e n s h i p i s based s o l e l y on parents' 

c i t i z e n s h i p or b i r t h i n a foreign-country; 

(b) i n d i c a t o r s _ o f possible f o r e i g n preference (e.g., 

f o r e i g n m i l i t a r y service) occurred before o b t a i n i n g United 

States c i t i z e n s h i p ; 

(c) a c t i v i t y i s sanctioned by the United States; 

(d) i n d i v i d u a l has expressed a w i l l i n g n e s s to renounce 

dual c i t i z e n s h i p . 

GUIDELINE D 

Sexual Behavior 

12. The Concern. Sexual behavior i s a s e c u r i t y 

concern i f i t involves a c r i m i n a l offense, i n d i c a t e s a 

p e r s o n a l i t y or emotional disorder, may subject the 

i n d i v i d u a l t o coercion, e x p l o i t a t i o n , or duress, or r e f l e c t s 

lack of judgment or d i s c r e t i o n . ^ Sexual o r i e n t a t i o n or 

preference may not be used as a basis f o r or a d i s q u a l i f y i n g 

f a c t o r i n determining a person's e l i g i b i l i t y f o r a s e c u r i t y 

clearance. 

' The adjudicator should also consider guidelines pertaining to criininal conduct (Guideline J) 
and emotional, mental, and personality disorders (Guideline I) in determining how to resolve 
the security concems raised by sexual behavior. 
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13. Conditions that couid r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g i n c l u d e : (a) Sexual behavior of a 

c r i m i n a l nature, whether or not the i n d i v i d u a l has been 

prosecuted; 

(b) compulsive or a d d i c t i v e sexual behavior when.the 

person i s unable to stop a p a t t e r n of s e l f - d e s t r u c t i v e or 

h i g h - r i s k behavior or t h a t which i s symptomatic of a 

p e r s o n a l i t y disorder; 

(c) sexual behavior t h a t causes an i n d i v i d u a l to be 

vulnerable to coercion, e x p l o i t a t i o n , or duress; 

(d) sexual behavior of a p u b l i c nature and/or th a t 

which r e f l e c t s lack of d i s c r e t i o n or judgment. 

14. Conditions t h a t couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The behavior occurred during or p r i o r to 

adolescence and there i s no evidence of subsequent conduct 

of a s i m i l a r nature; 

(b) the behavior was not recent and there i s no 

evidence of subsequent conduct of a s i m i l a r nature; 

^c) there i s no other evidence of questionable 

judgment, i r r e s p o n s i b i l i t y , or emotional i n s t a b i l i t y ; 

(d) the behavior no longer serves as a basis f o r 

coercion, e x p l o i t a t i o n , or duress. 

10 
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GUIDELINE E 

Personal Conduct 

15. The Concern. Conduct i n v o l v i n g questionable 

judgment, untrustworthiness, u m e i i a b i l i t y , lack of candor, 

dishonesty, or unwillingness to comply w i t h r u l e s and 

re g u l a t i o n s could i n d i c a t e t h a t the person may not p r o p e r l y 

safeguard c l a s s i f i e d i n f o r m a t i o n . The f o l l o w i n g w i l l 

normally r e s u l t i n an unfavorable clearance a c t i o n or 

a d m i n i s t r a t i v e t e r m i n a t i o n of f u r t h e r processing f o r 

clearance e l i g i b i l i t y : (ai Refusal to undergo or cooperate 

w i t h r e q u i r e d s e c u r i t y ' processing, i n c l u d i n g medical and 

psychological t e s t i n g ; or 

(b) r e f u s a l to complete re q u i r e d s e c u r i t y forms, 

^ releases, or provide' f u l l , frank and " t r u t h f u l answers . t o 

l a w f u l questions of" i n v e s t i g a t o r s , s e c u r i t y o f f i c i a l s or . 

other o f f i c i a l representatives i n connection w i t h a 

personnel s e c u r i t y or tru s t w o r t h i n e s s determination. 

16. Conditions that couid r a i s e a s e c u r i t y concern and 

may be d i s q u a l i f y i n g also i n c l u d e : (a) r e l i a b l e , unfavorable 

i n f o r m a t i o n provided by associates, employers, coworkers, 

neighbors, and other acquaintances; 

(b) the d e l i b e r a t e omission, concealment, or 

f a l s i f i c a t i o n of relevant and m a t e r i a l f a c t s from any 

personnel . s e c u r i t y questionnaire, personal h i s t o r y 

statement, or s i m i l a r form used to conduct i n v e s t i g a t i o n s , 

determine employment q u a l i f i c a t i o n s , award b e n e f i t s or^ 

) 

11 
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s t a t u s , determine s e c u r i t y clearance e l i g i b i l i t y or 

t r u s t w o r t h i n e s s , or award f i d u c i a r y r e s p o n s i b i l i t i e s ; 

(c) d e l i b e r a t e l y p r o v i d i n g f a l s e or misleading 

i n f o r m a t i o n concerning re l e v a n t and m a t e r i a l matters t o an 

i n v e s t i g a t o r , s e c u r i t y o f f i c i a l , ' competent medical 

a u t h o r i t y , or other o f f i c i a l r e p r e s e n t a t i v e i n connection 

w i t h a personnel s e c u r i t y or t r u s t w o r t h i n e s s determination; 

(d) personal conduct or concealment of i n f o r m a t i o n t h a t 

may increase an i n d i v i d u a l ' s v u l n e r a b i l i t y to coercion, 

e x p l o i t a t i o n , or duress, such as engaging i n a c t i v i t i e s 

which, i f known, may a f f e c t the person's personal, 

p r o f e s s i o n a l , or community standing or render the person 

su s c e p t i b l e to blackmail; 

(e) . a p a t t e r n of dishonesty or r u l e v i o l a t i o n s , 

i n c l u d i n g v i o l a t i o n of any w r i t t e n or recorded agreement 

made between the i n d i v i d u a l and the agency; 

(f) a s s o c i a t i o n ' w i t h persons involved i n c r i m i n a l 

a c t i v i t y . 

17. Conditions t h a t could m i t i g a t e ' s e c u r i t y concerns-

i n c l u d e : (a) The i n f o r m a t i o n was unsubstantiated or not 

p e r t i n e n t t o a determination of judgment, t r u s t w o r t h i n e s s , 

or r e l i a b i l i t y ; 

(b) the f a l s i f i c a t i o n was an i s o l a t e d i n c i d e n t , was not 

recent, and the i n d i v i d u a l has subsequently provided c o r r e c t 

i n f o r m a t i o n v o l u n t a r i l y ; 

12 
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(c) the i n d i v i d u a l made prompt, good-faith e f f o r t s to 

co r r e c t the f a l s i f i c a t i o n before being confronted w i t h the 

f a c t s ; 

(d) omission of m a t e r i a l f a c t s was caused or 

s i g n i f i c a n t l y c o n t r i b u t e d to by improper or inadequate 

advice of authorized personnel, and the pr e v i o u s l y omitted 

i n f o r m a t i o n was.promptly and f u l l y provided; 

(e) the i n d i v i d u a l has taken p o s i t i v e steps to 

s i g n i f i c a n t l y reduce or eliminate v u l n e r a b i l i t y to coercion, 

e x p l o i t a t i o n , or duress; 

(f ) a r e f u s a l "o cooperate was based on advice from 

l e g a l counsel or other o f f i c i a l s t h a t the i n d i v i d u a l was not 

req u i r e d t o comply w i t h s e c u r i t y processing requirements 

} - and, upon being, made aware of the requirement, f u l l y and 

t r u t h f u l l y provided the requested i.nformation; 

(g) a s s o c i a t i o n w i t h persons i n v o l v e d i n c r i m i n a l 

a c t i v i t i e s has ceased. 

GUIDELINE F 

Financial Considerations 

18. The Concern. An i n d i v i d u a l who i s f i n a n c i a l l y 

overextended i s at r i s k of having to engage i n i l l e g a l acts 

to generate funds. Unexplained a f f l u e n c e i s o f t e n l i n k e d t o 

proceeds from f i n a n c i a l l y p r o f i t a b l e c r i m i n a l acts. 

• 19. Conditions that couid raise a security concern and 

••.^ may be disqualifying include: 

(a) A h i s t o r y of not meeting f i n a n c i a l o b l i g a t i o n s ; 

13 • 
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(b) deceptive or i l l e g a l f i n a n c i a l p r a c t i c e s ..such as 

embezzlement, employee, t h e f t , check fraud, income tax 

evasion, expense account fraud, f i l i n g deceptive loan 

statements, and other i n t e n t i o n a l f i n a n c i a l breaches of 

t r u s t ; 

(c) i n a b i l i t y or unwillingness "to s a t i s f y - d e b t s ; 

(d) unexplained a f f l u e n c e ; 

(e) f i n a n c i a l problems t h a t are l i n k e d to gambling, 

drug abuse, alcoholism, or other.issues of s e c u r i t y concern. 

20. Conditions that couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) the behavior was not recent; 

(b) i t was an i s o l a t e d i n c i d e n t ; 

(c) the conditions t h a t r e s u l t e d i n the behavior were 

l a r g e l y beyond the person's c o n t r o l (e.g., loss of 

employment, • a business downturn, unexpected medical 

emergency, or a death, divorce or sep a r a t i o n ) ; 

(d) the person has received or i s r e c e i v i n g counseling 

f o r the problem and there are clear i n d i c a t i o n s t h a t the 

problem i s being resolved or i s under contr'ol; 

(e) the affluence r e s u l t e d from a l e g a l source; and 

(f) the i n d i v i d u a l i n i t i a t e d a goo d - f a i t h e f f o r t t o 

repay overdue c r e d i t o r s or otherwise resolve debts. 

GUIDELINE G 

Alcohol Consumption 

21. The Concern. Excessive alcohol consumption o f t e n 

leads t o the exercise of questionable judgment, 

14 



Adjudicauve Guidelines 

u n r e l i a b i l i t y , f a i l u r e to c o n t r o l impulses, and increases 

the r i s k of " unauthorized d i s c l o s u r e of c l a s s i f i e d 

i n f o r m a t i o n due to carelessness. 

22. Conditions that couic,raise a security concern and 

may be disqualifying include: 

(a) A l c o h o l - r e l a t e d incidents away from work, such as 

d r i v i n g w h i l e under the influence, f i g h t i n g , c h i l d or spouse 

abuse, or other c r i m i n a l incidents r e l a t e d to alcohol use; 

(b) - a l c o h o l - r e l a t e d incidents at work, such as 

r e p o r t i n g f o r work or duty i n an i n t o x i c a t e d or impaired 

c o n d i t i o n , or d r i n k i n g on the job; 

(c) diagnosis by a credentialed medical p r o f e s s i o n a l 

(e.g., p h y s i c i a n , c l i n i c a l psychologist, or p s y c h i a t r i s t ) of 

alcohol abuse or alcohol dependence; 

(d) e v a l u a t i o n of alcohol abuse or alcohol dependence 

by a licensed c l i n i c a l s o c i a l worker who i s a s t a f f member 

of a recognized alcohol treatment program; 

(e) h a b i t u a l or binge consumption of alcohol to the 

p o i n t of impaired judgment; 

(f ) consumption of alcohol, subsequent t o a diagnosis 

of alcoholism by a c r e d e n t i a l e d medical p r o f e s s i o n a l and 

f o l l o w i n g completion of an alcohol r e h a b i l i t a t i o n program. 

23. Conditions t h a t couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) The alcohol r e l a t e d i n c i d e n t s do not i n d i c a t e 

a p a t t e r n ; 

(b) the problem occurred a number of years ago and 

there i s no i n d i c a t i o n of a recent problem; 
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(c) p o s i t i v e changes i n behavior supportive of 

s o b r i e t y ; 

(d) f o l l o w i n g diagnosis of alco h o l abuse or alcohol 

dependence, the i n d i v i d u a l has s u c c e s s f u l l y completed 

i n p a t i e n t or o u t p a t i e n t r e h a b i l i t a t i o n along w i t h a f t e r c a r e 

requirements, p a r t i c i p a t e d f r e q u e n t l y i n meetings of 

A l c o h o l i c s Anonymous or a s i m i l a r o r g a n i z a t i o n , has 

abstained from alcohol f o r a period of at l e a s t 12 months, 

and received a favorable prognosis by a c r e d e n t i a l e d medical 

p r o f e s s i o n a l or a licensed c l i n i c a l s o c i a l worker who i s a 

s t a f f member of- a recognized alcohol treatment program. 

GUIDELINE H 

^ Drug Involvement 

24. .The Concern. (a) Improper or i l l e g a l involvement 

w i t h drugs raises questions regarding an i n d i v i d u a l ' s 

w i l l i n g n e s s or a b i l i t y to p r o t e c t c l a s s i f i e d i n f o r m a t i o n . 

Drug abuse or dependence may impair s o c i a l or occupational 

f u n c t i o n i n g , i n c r e a s i n g the r i s k of ' an unauthorized 

d i s c l o s u r e of c l a s s i f i e d i n f o r m a t i o n . 

(b) Drugs . are defined as mood and behavior a l t e r i n g 

substances, and include: (1) drugs, m a t e r i a l s , and other 

chemical compounds i d e n t i f i e d and l i s t e d i n the C o n t r o l l e d 

Substances Act of 1970, as amended (e.g., marijuana or 

cannabis, depressants, n a r c o t i c s , s t i m u l a n t s , and 

ha l l u c i n o g e n s ) , - and (2) inhal a n t s and other s i m i l a r 

y substances. 
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(c) Drug abuse i s the i l l e g a l use of a drug or,use of a 

l e g a l drug i n a manner t h a t deviates from approved medical 

d i r e c t i o n . 

25. Conditions that couid raise a security concern and 

may jbe disqualifying include: 

(a) Any drug abuse (see above d e f i n i t i o n ) ; 

(b) i l l e g a l drug possession, i n c l u d i n g c u l t i v a t i o n , 

processing, manufacture, purchase, sale, or d i s t r i b u t i o n ; 

(c) diagnosis by a cre d e n t i a l e d medical p r o f e s s i o n a l 

(e.g., physician, c l i n i c a l psychologist, or p s y c h i a t r i s t ) of 

drug abuse or drug dependence; 

(d) evaluation of drug abuse or drug dependence by a 

• l i c e n s e d c l i n i c a l s o c i a l worker who i s a s t a f f member of a 

^ recognized drug treatment program; 

(e) f a i l u r e to s u c c e s s f u l l y complete a drug treatment 

program prescribed by a cr e d e n t i a l e d medical p r o f e s s i o n a l . 

Recent drug involvement, e s p e c i a l l y f o l l o w i n g the g r a n t i n g 

of a s e c u r i t y clearance, or an expressed i n t e n t not to 

disc o n t i n u e use, w i l l almost i n v a r i a b l y r e s u l t i n an 

unfavorable determination. 

26. ' Conditions th a t cculd m i t i g a t e s e c u r i t y concerns 

i n c l u d e ; (a) The drug involvement was not recent; 

(b) the drug involvement was an i s o l a t e d or 

a b e r r a t i o n a l event; 

(c) .a demonstrated i n t e n t not t o abuse any drugs i n the 

f u t u r e ; 

17 
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(d) s a t i s f a c t o r y completion of a pres c r i b e d drug 

treatment program, i n c l u d i n g r e h a b i l i t a t i o n and a f t e r c a r e 

requirements, without recurrence of abuse, and a favorable 

prognosis by a cr e d e n t i a l e d medi^^al p r o f e s s i o n a l . 

GUIDELINE I 

Emotional, Mental, and Personality Disorders 

27. The Concern. Emotional, mental, and p e r s o n a l i t y 

disorders can cause a s i g n i f i c a n t d e f i c i t i n an i n d i v i d u a l ' s 

p s y c h o l o g i c a l , s o c i a l and occupational f u n c t i o n i n g . These 

disorders are of s e c u r i t y concern because they may i n d i c a t e 

a defect i n judgment," r e l i a b i l i t y , or s t a b i l i t y . A 

cr e d e n t i a l e d mental h e a l t h p r o f e s s i o n a l (e.g., c l i n i c a l 

p sychologist or p s y c h i a t r i s t ) , employed by, acceptable to- or 

approved by the government, should be u t i l i z e d i n evaluating 

p o t e n t i a l l y d i s q u a l i f y i n g and m i t i g a t i n g i n f o r m a t i o n f u l l y 

and p r o p e r l y , and p a r t i c u l a r l y f o r c o n s u l t a t i o n w i t h the 

i n d i v i d u a l ' s mental healch care pr o v i d e r . 

28. Conditions that couid raise a security concern and 

may be disqualifying include: 

(a) An opi n i o n by a c r e d e n t i a l e d mental h e a l t h 

p r o f e s s i o n a l t h a t the i n d i v i d u a l has a c o n d i t i o n or 

treatment t h a t may i n d i c a t e a defect i n judgment, 

r e l i a b i l i t y , or s t a b i l i t y ; 

(b) i n f o r m a t i o n t h a t suggests t h a t an i n d i v i d u a l has 

f a i l e d to f o l l o w appropriate medical advice r e l a t i n g to^ 
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t rea tment o f a c o n d i t i o n , e . g . , f a i l u r e to take p r e sc r ibed 
i 

medication; 

(c) a p a t t e r n of h i g h - r i s k , i r r e s p o n s i b l e , aggressive, 

a n t i - s o c i a l or emotionally unstciole behavior; 

(d) i n f o r m a t i o n t h a t " suggests t h a t the i n d i v i d u a l ' s 

c u r r e n t behavior in d i c a t e s a defect i n h i s or her judgment 

or r e l i a b i l i t y . 

29. Conditions that couid m i t i g a t e s e c u r i t y concerns 

i n c l u d e : (a) There i s no i n d i c a t i o n of a current problem; 

(b) recent opinion by a c r e d e n t i a l e d mental he a l t h 

p r o f e s s i o n a l t h a t an i n d i v i d u a l ' s previous emotional, 

mental, or p e r s o n a l i t y disorder i s cured, under c o n t r o l or 

i n remission and has a "low p r o b a b i l i t y of recurrence or 

i exacerbation; 

(c) the past emotional i n s t a b i l i t y was a temporary 

c o n d i t i o n (e.g., one caused by a death, i l l n e s s , or m a r i t a l 

breakup), the s i t u a t i o n has been resolved, and the 

i n d i v i d u a l i s no longer emotionally unstable. 

GUIDELINE J 

Criminal Conduct 

30. The Concern. A h i s t o r y or p a t t e r n of c r i m i n a l 

a c t i v i t y creates doubt about a person's judgment, 

r e l i a b i l i t y and t r u s t w o r t h i n e s s . 

31. Conditions that could raise a security concern and 

may be disqualifying include: 
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(a) Allegations or admissions of criminal conduct, 

regardless of whether the person was formally charged; 

(b) a single serious crime or multiple lesser offenses. 

32. Conditions t h a t couid m i t i g a t e s e c u r i t y concerns 

inc lude: (a) the criminal behavior was not recent; 

(b) -the crime was an isolated incident; 

(c) the person was pressured or coerced into committing, 

the act and those pressures are no longer present i n that 

person's l i f e ; 

(d) the person did not v o l u n t a r i l y commit the act 

and/or the factors leading to the v i o l a t i o n are not l i k e l y 

to recur;. 

(e) a c q u i t t a l ; 

(f) there ' i s clear evidence of successful 

r e h a b i l i t a t i o n . 

GUIDELINE K 

Security Violations 

33. The Concern. Noncompliance with security 

regulations raises doubt about an individual's 

trustworthiness, willingness, and a b i l i t y to safeguard 

c l a s s i f i e d information. 

34. Conditions that couid raise a .security concern and 

may be disqualifying include: 

(a) unauthorized disclosure of c l a s s i f i e d information; 

(b) v i o l a t i o n s that are deliberate or multiple or due 

to negligence. 
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35. Conditions that couid m i t i g a t e s e c u r i t y concerns 

include actions that: (a) Were inadvertent; 

(b) were isolated or infrequent; 

(c) were due to improper or inaoequate t r a i n i n g ; 

(d) demonstrate a positive a t t i t u d e ' towards the 

discharge of security r e s p o n s i b i l i t i e s . 

GUIDELINE L 

Outside A c t i v i t i e s 

- 36. The Concern. Involvement i n certain types of 

outside employment or a c t i v i t i e s i s of security concern i f 

i t poses a c o n f l i c t with an individual's security 

r e s p o n s i b i l i t i e s and could create an increased r i s k of 

unauthorized disclosure of c l a s s i f i e d information. 

37. Conditions that couid raise a security concern and 

may jbe di s q u a l i f y i n g include any service, whether 

compensated, volunteer, or employment with: (a) a foreign 

country; 

(b) any foreign national; 

(c) a representative of any foreign i n t e r e s t ; 

(d) any foreign, domestic, or inte r n a t i o n a l 

organization or person engaged i n analysis, discussion, or 

publ i c a t i o n of material on in t e l l i g e n c e , defense, foreign 

a f f a i r s , or protected technology. 

38. Conditions that couid m i t i g a t e s e c u r i t y concerns 

i nc lude : (a) Evaluation of the outside employment or 
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a c t i v i t y indicates that i t does not pose a c o n f l i c t with an 

individual's security r e s p o n s i b i l i t i e s ; 

(b) the individual terminates the employment or 

discontinues the a c t i v i t y upon being n o t i f i e d that i t i s m 

c o n f l i c t with his or her security r e s p o n s i b i l i t i e s . 

GUIDELINE M 

Misuse of Information Technology Systems 

39. The Concern. Noncompliance with rules, 

procedures, guidelines, or regulations pertaining to 

information technology systems may raise security concerns 

about an individual's trustworthiness, willingness, and 

a b i l i t y to properly protect c l a s s i f i e d systems, networks, 

and information. Information Technology Systems include a l l 

related equipment used for the communication, transmission, 

processing, manipulation, and storage of c l a s s i f i e d or 

sensitive information. 

40. Conditions that couid raise a security concern and 

may be disqualifying include: 

(a) I l l e g a l or unauthorized entry into any information 

technology system; 

(b) i l l e g a l or unauthorized modification, destruction, 

manipulation or denial of access to information residing on 

an information technology system; 

(c) removal (or use) of hardware, software, or media 

from any information technology system without 

authorization, when s p e c i f i c a l l y prohibited by rules, 

y procedures, guidelines or regulations; 
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(d) introduction of hardware, software, or media into 

any information technology system without authorization, 

when s p e c i f i c a l l y prohibited by rules, procedures, 

guidelines or regulations. 

41. Conditions that couid" mitigate security .concerns 

include: (a) The misuse was not recent or s i g n i f i c a n t ; 

(b) the conduct was unintentional or inadvertent; 

(c) the introduction or removal of media was 

authorized; 

(d) the misuse was an isolated event; 

(e) the misuse was followed by a prompt, good f a i t h 

e f f o r t to correct the si t u a t i o n . 
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I n v e s t i g a t i v e Standards f o r Background I n v e s t i g a t i o n s f o r 

Access to C l a s s i f i e d I n f o r m a t i o n 

1. I n t r o d u c t i o n . The f o l l o w i n g i n v e s t i g a t i v e 

standards are established f o r a l l United States Government 

c i v i l i a n and m i l i r a r y personnel, consultants, c o n t r a c t o r s , 

employees of con t r a c t o r s , xicensees, c e r t i f i c a t e holders or 

grantees and t h e i r employees and other i n d i v i d u a l s who 

re q u i r e access to c l a s s i f i e d i n f o r m a t i o n , to include 

S e n s i t i v e Compartmented Information and Special Access 

Programs, ' and are' to be used by government departments and 

agencies as .the- i n v e s t i g a t i v e basis f o r f i n a l clearance 

determinations. However, nothing i n these standards 

p r o h i b i t s an agency from using any l a w f u l i n v e s t i g a t i v e 

procedures i n a d d i t i o n to these requirements i n order t o 

resolve any issue i d e n t i f i e d i n the course of a background 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

2. The Three Standards. There are three standards 

(Table 1 i n the Appendix summarizes when t o use each one) : 

(a) The i n v e s t i g a t i o n and r e i n v e s t i g a t i o n standards f o r "L" 

access a u t h o r i z a t i o n s and f o r access t o CONFIDENTIAL and SECRET 

( i n c l u d i n g a l l sECRET-level Special Access Programs not 

s p e c i f i c a l l y approved f o r enhanced i n v e s t i g a t i v e 

requirements by an o f f i c i a l authorized t o e s t a b l i s h Special 

^ Access Programs by sect. 4.4 of Executive Order 12958); 
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(b) The i n v e s t i g a t i o n standard f o r "Q" .... access 

a u t h o r i z a t i o n s and f o r access to TOP SECRET ( i n c l u d i n g TOP 

SECRET Special Access Programs) and Sensitive Compartmented 

Inf o r m a t i o n ; and 

(c) .The r e i n v e s t i g a t i o n standard f o r continued access 

to the l e v e l s l i s t e d i n para. 2(b). 

3. Exception to Periods o f Coverage. Some elements of 

standards s p e c i f y a period of coverage (e.g., seven years). 

Where appropriate, such coverage may be. shortened to the 

per i o d from the subject's eighteenth b i r t h d a y to the present 

or to two years, whichever i s longer. 

4-. Expanding I n v e s t i g a t i o n s . I n v e s t i g a t i o n s and 

r e i n v e s t i g a t i o n s may be expanded under the pr e v i s i o n s - of 

Executive Order 12968 and other a p p l i c a b l e s t a t u t e s and 

Executive Orders. 

5. T r a n s f e r a b i l i t y . I n v e s t i g a t i o n s t h a t s a t i s f y the 

requirements of a given ' standard and are current meet the 

i n v e s t i g a t i v e requirements f o r a l l l e v e l s s p e c i f i e d f o r the 

standard. They s h a l l be mutually and r e c i p r o c a l l y accepted 

by a l l agencies. 

6. Breaks i n Serv ice . I f a person who requires access 

has been r e t i r e d or separated from US government employment 

f o r less than two years and i s the subject of an 

i n v e s t i g a t i o n t h a t i s otherwise c u r r e n t , the agency 

r e g r a n t i n g the access w i l l , as a minimum, review an updated 

Standard Form 86 and applicab l e records. A r e i n v e s t i g a t i o n ^ 

i s not r e q u i r e d unless the review i n d i c a t e s the person may 
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no longer s a t i s f y the standards of Executive Order 12968 
1 

(see Table 2) . 

7. The Na t iona l Agency Check. The National Agency 

Check, i s a pa r t of a l l i n v e s t i g a t i o n s and r e i n v e s t i g a t i o n s . 

I t c o n s i s t s of a review of (a) i n v e s t i g a t i v e and c r i m i n a l 

h i s t o r y f i l e s of the FBI, i n c l u d i n g a t e c h n i c a l f i n g e r p r i n t 

search; 

(b) OPM's S e c u r i t y / S u i t a b i l i t y I n v e s t i g a t i o n s Index; 

(c) DoD's Defense Clearance and .I n v e s t i g a t i o n s Index; 

and 

(d) such other n a t i o n a l agencies (e.g., CIA, INS) as 

appropriate to the i n d i v i d u a l ' s background. 

^ STANDARD A 

National Agency Check with Local Agency Checks and Credit 

Check (NACLC) 

8. A p p l i c a b i l i t y . Standard A applies to 

i n v e s t i g a t i o n s and r e i n v e s t i g a t i o n s f o r (a) access to 

CONFIDENTIAL and SECRET ( i n c l u d i n g a l l sECRET-level Special 

Access Programs not s p e c i f i c a l l y approved f o r enhanced 

i n v e s t i g a t i v e requirements by an o f f i c i a l a uthorized to 

e s t a b l i s h Special Access Programs by sect. 4.4 of Executive 

Order 12958;, and 

(b) "L" access a u t h o r i z a t i o n s . 

9. For Re i n v e s t i g a t i o n s : When to Reinvestigate. The 

r e i n v e s t i g a t i o n may be i n i t i a t e d at any time f o l l o w i n g 

completion of, but not l a t e r than ten years ( f i f t e e n years 
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f o r CONFIDENTIAL) from the date of, the previous i n v e s t i g a t i o n 

or r e i n v e s t i g a t i o n . (Table 2 r e f l e c t s the s p e c i f i c 

requirements f o r when to request a r e i n v e s t i g a t i o n , 

i n c l u d i n g when there has been a '^reak i n service.) 

10. I n v e s t i g a t i v e Requirements. - I n v e s t i g a t i v e 

requirements are as follows:" (a) Completion o f Forms: 

Completion of Standard Form 86, i n c l u d i n g a p p l i c a b l e 

releases and supporting documentation. 

(b) National Agency Check: Completion o f a National 

Agency Check. 

(c) F i n a n c i a l Review: V e r i f i c a t i o n of the subject's 

f i n a n c i a l s tatus, i n c l u d i n g c r e d i t bureau checks covering ' 

a l l l o c a t i o n s where the subject has resided, been employed, 

} or attended school f o r s i x months or more f o r the past seven 

years. 

(d) Date and Place o f B i r t h : Corroboration of date and 

place of b i r t h through a check of appropriate documentation, 

i f not completed i n any previous i n v e s t i g a t i o n ; a check of 

Bureau of V i t a l S t a t i s t i c s records when any discrepancy i s 

found to e x i s t . 

(e) Local Agency ChecJcs: As a minimum, a l l 

i n v e s t i g a t i o n s w i l l include checks of law enforcement 

agencies having j u r i s d i c t i o n where the subject has l i v e d , 

worked, and/or attended school w i t h i n the l a s t f i v e years, 

and, ' i f ap p l i c a b l e , of the appropriate agency f o r any 

i d e n t i f i e d a r r e s t s . 
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11. Expanding the I n v e s t i g a t i o n . The i n v e s t i g a t i o n 

may be expanded i f necessary to determine i f access i s 

c l e a r l y consistent w i t h the n a t i o n a l s e c u r i t y . 

STANDARD B 

Single Scope Background Investigation (SSBI) 

12. A p p l i c a b i l i t y . Standard B applies to- i n i t i a l 

i n v e s t i g a t i o n s f o r (a) access to TOP SECRET ( i n c l u d i n g TOP 

SECRET Special Access Programs) and Sensitive Compartmented 

In f o r m a t i o n ; and 

(b) "Q"access a u t h o r i z a t i o n s . 

13. Investigative -Requirements. Investigative 

requirements are as follows: (a) Completion of Forms: 

) Completion, of Standard Form 86, i n c l u d i n g a p p l i c a b l e 

releases and supporting documentation. 

(b) National Agency Check: Completion of a National 

Agency Check. 

(c) National Agency Check f o r the Spouse or Cohabitant 

( i f a p p l i c a b l e ) : Completion of a National Agency Check, 

wi t h o u t f i n g e r p r i n t cards, f o r the spouse or cohabitant. 

(d) Date and Place o f B i r t h : Corroboration of date and 

place of b i r t h through a check of appropriate documentation; 

a check of Bureau of V i t a l S t a t i s t i c s records when any 

discrepancy i s found to e x i s t . 

(e) C i t i z e n s h i p ; For i n d i v i d u a l s born outside the 

United States, v e r i f i c a t i o n of US c i t i z e n s h i p d i r e c t l y from 
) 

the appropriate r e g i s t r a t i o n a u t h o r i t y ; v e r i f i c a t i o n of US 
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c i t i z e n s h i p or l e g a l status of foreign-born immediate fa m i l y 

members (spouse, cohabitant,' f a t h e r , mother, -sons, 

daughters, brothers, s i s t e r s ) . 

(f) Education: Corroboration of most recent or most 

s i g n i f i c a n t claimed attendance, degree, or diploma. 

I n t e r v i e w s of appropriate -educational sources i f education 

i s a primary a c t i v i t y of the subject during the most recent 

t h r e e years. 

(g) Employment: V e r i f i c a t i o n of a l l employments f o r 

the- past seven years; personal i n t e r v i e w s of sources 

(supervisors, coworkers, or both) f o r each employment of s i x 

months or more; c o r r o b o r a t i o n .through records or sources of 

a l l periods of unemployment exceeding s i x t y days; 

v e r i f i c a t i o n of a l l p r i o r f e d e r a l and m i l i t a r y service, 

i n c l u d i n g discharge type. For m i l i t a r y members, a l l service 

w i t h i n , o n e branch of the armed forces w i l l be considered as 

one employment, regardless of assignments. 

(h) References: Four references, of whom at l e a s t two 

are developed; t o the extent practicable,' a l l should have 

s o c i a l knowledge of the subject and c o l l e c t i v e l y span at 

l e a s t the l a s t seven years. 

( i ) Former Spouse: An i n t e r v i e w of any former spouse 

di v o r c e d w i t h i n the l a s t ten years. 

( j ) Neighborhoods: Confirmation of a l l residences f o r 

the l a s t three years through appropriate i n t e r v i e w s w i t h 

neighbors and through records reviews. 
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(k) F i n a n c i a l Reviei^^: V e r i f i c a t i o n of the subject's 

f i n a n c i a l s t a t u s , i n c l u d i n g c r e d i t bureau checks covering 

a l l l o c a t i o n s where subject has resided, been employed, 

and/or attended school f o r s i x months or more f o r the l a s t 

seven years. 

(1) Local Agency Chec;cs; A check of appropriate 

c r i m i n a l h i s t o r y records covering a l l l o c a t i o n s where, f o r 

the l a s t ten years, the subject has resided, been employed, 

and/or attended s.chool f o r s i x months or more, i n c l u d i n g 

current residence regardless of d u r a t i o n . (NOTE: I f no 

residence, employment, or education exceeds s i x months, 

l o c a l agency checks should be performed as deemed 

appropriate.) . 

(m) Public Records: V e r i f i c a t i o n of divorces, 

bankruptcies, and other court actions, whether c i v i l or 

c r i m i n a l , i n v o l v i n g the subject. 

(n) Subject I n t e r v i e w : A subject i n t e r v i e w , conducted 

by t r a i n e d s e c u r i t y , i n v e s t i g a t i v e , or c o u n t e r i n t e l l i g e n c e 

personnel. During the i n v e s t i g a t i o n , a d d i t i o n a l subject 

i n t e r v i e w s may be conducted t o c o l l e c t relevant i n f o r m a t i o n , 

t o resolve s i g n i f i c a n t i n c o n s i s t e n c i e s , or both. Sworn 

statements and unsworn d e c l a r a t i o n s may be taken whenever 

appropriate. 

(o) Polygraph (only i n agencies wi t h approved personnel 

s e c u r i t y polygraph programs;: I n departments or agencies 

w i t h p o l i c i e s s a n c t i o n i n g the use of the polygraph f o r 

personnel s e c u r i t y purposes, the i n v e s t i g a t i o n may include a 
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polygraph examination, conducted by a q u a l i f i e d polygraph 

examiner. 

14. Expanding the I n v e s t i g a t i o n . The i n v e s t i g a t i o n 

may be expanded as necessary. As appropriate, interviews 

with anyone able to provide information or to resolve 

issues, including but not lim i t e d to cohabitants, r e l a t i v e s , 

p s y c h i a t r i s t s , psychologists, other medical professionals, 

and law enforcement professionals may be conducted. 

STANDARD C 

Single-Scope Background Investigation—Periodic 

Reinvestigation (SSBI-PR) 

15. A p p l i c a b i l i t y . Standard C applies to 

reinvestigations for (a) access to TOP SECRET (including TOP 

SECRET Special Access Programs) and Sensitive Compartmented 

Information; and 

(b) "Q" access authorizations. 

16. When to Reinvestigata. The reinvestigation may be 

i n i t i a t e d at any time following completion of, but not l a t e r 

than f i v e years from the date of, the previous investigation 

(see Table 2). 

17. Reinvestigative Requirements. Reinvestigative 

requirements are as follows: (a) Completion of Forms: 

Completion of Standard Form 86, including applicable 

releases and supporting documentation. 
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(b) National Agency Check: Completion of a National 

Agency Check ( f i n g e r p r i n t cards are req u i r e d only i f there 

has not been a previous v a l i d t e c h n i c a l check of the FBI). 

(c) National Agency Check l o r the Spouse or Cohabitant 

( i f a p p l i c a b l e ; : Completion of a Nat i o n a l , Agency Check, 

wit h o u t f i n g e r p r i n t cards, f o r the spouse or cohabitant. The 

Nati o n a l Agency Check f o r the spouse or cohabitant i s not 

req u i r e d i f already completed i n conjunction w i t h a previous 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

(d) Employment: V e r i f i c a t i o n of a l l employments since 

the l a s t i n v e s t i g a t i o n . Attempts to i n t e r v i e w a s u f f i c i e n t 

number of sources (supervisors, coworkers, or both) at a l l 

employments of. s i x months or more. For m i l i t a r y members, 

a l l service w i t h i n one branch of the armed forces w i l l be 

considered as one employment, regardless of assignments. 

(e) References: Interviews w i t h two character 

references who are knowledgeable of the subject; at l e a s t 

one w i l l be a developed reference. To the extent p r a c t i c a l , 

both should have s o c i a l knowledge of the subject and 

c o l l e c t i v e l y span^the e n t i r e p eriod of the r e i n v e s t i g a t i o n . 

As appropriate, a d d i t i o n a l i n t e r v i e w s may be conducted, 

i n c l u d i n g w i t h cohabitants and r e l a t i v e s . 

( f ) Neighborhoods: Interviews of two neighbors i n the 

v i c i n i t y of the -subject's most recent residence of s i x 

months or more. Confirmation of current residence 

regardless of le n g t h . 
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(g) F i n a n c i a l Review; (1) Finan c i a l Status: 

V e r i f i c a t i o n of the subject's f i n a n c i a l s t atus, i n c l u d i n g 

c r e d i t bureau checks covering a l l l o c a t i o n s where subject 

has resided, been employed, and/or attended school f o r s i x 

months or more f o r the per i o d covered by the 

r e i n v e s t i g a t i o n ; 

(2) Check o f Treasury ' s F i n a n c i a l Data Base: Agencies 

may request the Department of the Treasury, under terms and 

condi t i o n s prescribed by the Secretary of the Treasury,• t o 

search automated data bases c o n s i s t i n g of re p o r t s of 

currency transactions by f i n a n c i a l i n s t i t u t i o n s , 

i n t e r n a t i o n a l t r a n s p o r t a t i o n of currency or monetary 

instruments, f o r e i g n bank and f i n a n c i a l accounts, , and 

tra n s a c t i o n s under $10,000 t h a t are reported as po s s i b l e 

money laundering v i o l a t i o n s . 

(h) l o c a l Agency Chec;cs: A check of appropriate 

c r i m i n a l h i s t o r y records covering a l l l o c a t i o n s where, 

du r i n g the per i o d covered by the r e i n v e s t i g a t i o n , the 

subject has resided, been employed, and/or attended school 

f o r s i x months or more, i n c l u d i n g current residence 

regardless of d u r a t i o n . (NOTE: I f no residence, employment, 

or education exceeds s i x months, l o c a l agency checks should 

be performed -is deemed appropriate.) 

( i ) Former Spouse: An i n t e r v i e w w i t h any former spouse 

unless the divorce took place before the date of the l a s t 

i n v e s t i g a t i o n or r e i n v e s t i g a t i o n . 

10 
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(j) Public Records: V e r i f i c a t i o n of divorces, 

bankruptcies, and other court actions, whether c i v i l or 

criminal, involving the subject since the date of the last 

investigation. 

(k) Subject Interview: A subject interview, conducted 

by trained security, investigative, or counterintelligence 

personnel. During the reinvestigation, additional subject 

interviews may be conducted to collect relevant information, 

to resolve s i g n i f i c a n t inconsistencies, or both. .Sworn 

statements and unsworn declarations may be taken whenever 

appropriate. 

18. Expanding the R e i n v e s t i g a t i o n . The 

reinvestigation may be expanded as necessary. As 

appropriate, ' interviews with anyone able to provide 

information or to resolve issues, including but not li m i t e d 

to cohabitants, r e l a t i v e s , p sychiatrists, psychologists, 

other medical professionals, and law enforcement 

professionals may be conducted. 

11 



Investigative Standards for Temporary E l i g i b i l i t y for Access 

1. Introduction. The following minimum investigative 

standards, implementing section 3.3 of Executive Order 

12968, Access to Classified Information, are established for 

a l l United States Government and m i l i t a r y personnel, 

consultants, contractors, subcontractors, employees of 

contractors, licensees,- c e r t i f i c a t e holders or grantees and 

t h e i r employees and other individuals who require access t o 

c l a s s i f i e d information before the appropriate investigation 

can be completed and a f i n a l determination made. 

2. Temporary E l i g i b i l i t y f o r Access. Based on a 

) j u s t i f i e d need meeting the requirements of sect. 3.3 of 

Executive Order 12968, temporary e l i g i b i l i t y for access may 

be granted before investigations are complete and favorably 

adjudicated, where o f f i c i a l functions must be performed 

p r i o r to completion o.̂  :he in-/estigation^ and adj-.dication 

process. The temporary e l i g i b i l i t y w i l l be v a l i d u n t i l 

completion of the investigation and adjudication; however, 

the agency granting i t may revoke i t at any time based on-

unfavorable information i d e n t i f i e d i n the course of the 

inve s t i g a t i o n . 

3. Temporary E l i g i b i l i t y f o r Access at the CONFIDENTIAL 

and SECRET Levels and Temporary E l i g i b i l i t y f o r "L" Access 

Authorization. As a minimum, such temporary e l i g i b i l i t y 
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requires completion of the Standard Form 86, including any 

applicable supporting documentation, favorable review of the 

form by the appropriate adjudicating authority, and 

submission of a request for an expedited National Agency 

Check with Lo.cal Agency Checks and Credit (NACLC) . 

4. Temporary E l i g i b i l i t y f o r Access at the TOP SECRET 

and SCI Levels and Temporary E l i g i b i l i t y f o r "Q" Access 

A u t h o r i z a t i o n : For Someone Who I s the Subject o f a 

Favorable I n v e s t i g a t i o n Not Meeting the I n v e s t i g a t i v e 

Standards f o r Access at Those Leve ls . As a minimum, such 

temporary e l i g i b i l i t y . - requires completion of the Standard 

Form 86, including any applicable supporting documentation, 

favorable review of the form by the appropriate adjudicating 

authority, -and expedited submission of a request for a 

Single Scope Background Investigation (SSBI). 

5. Temporary E l i g i b i l i t y f o r Access at the TOP SECRET 

and SCI Levels and Temporary E l i g i b i l i t y f o r "Q" Access 

Authorization: For Someone Who Is Not the Subject of a 

Current, Favorable Personnel or Personnel-Security 

Investigation of Any Kind. As a minimum, such temporary 

e l i g i b i l i t y requires completion of the Standard Form 86, 

including any applicable supporting documentation, favorable 

review of the form by the appropriate .adjudicating 

authority,. immediate submission of a request for an 

expedited Single Scope Background Investigation (SSBI), and 

completion and favorable review by the appropriate 



Temporary Eligibility 

a d j u d i c a t i n g a u t h o r i t y of relevant c r i m i n a l h i s t o r y and 

i n v e s t i g a t i v e records of. the Federal Bureau of I n v e s t i g a t i o n 

and of in f o r m a t i o n i n the S e c u r i t y / S u i t a b i l i t y 

I n v e s t i g a t i o n s Index (SII) and the Defense Clearance and 

I n v e s t i g a t i o n s Index (DCII). 

6. A d d i t i o n a l Requirements by Agencies. Temporary 

e l i g i b i l i t y f o r access- must. s a t i s f y these minimum 

i n v e s t i g a t i v e standards, but agency heads may e s t a b l i s h 

a d d i t i o n a l requirements, based on the s e n s i t i v i t y of the 

p a r t i c u l a r , i d e n t i f i e d categories of c l a s s i f i e d i n f o r m a t i o n 

necessary to perform the l a w f u l and authorized functions 

t h a t are the. basis f o r granting temporary e l i g i b i l i t y f o r 

access. However, no a d d i t i o n a l requirements s h a l l exceed 

the common standards f o r background i n v e s t i g a t i o n s developed 

under s e c t i o n 3.2(b) of Executive Order 12968. . Temporary 

e l i g i b i l i t y f o r access i s v a l i d only at the agency gr a n t i n g 

i t and at other agencies who expressly agree to accept i t 

and acknowledge understanding of i t s i n v e s t i g a t i v e basis. 

I t i s f u r t h e r subject to l i m i t a t i o n s s p e c i f i e d i n sections 

2.4(d) and 3.3 of Executive Order 12968, Access to 

C l a s s i f i e d Information. 
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UNCLASSIFIED DCID 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE l / l 4 ^ 

PERSONNEL SECURITY STANDARDS AND 

PROCEDURES GOVERNING F "-OR 

ACCESS TO SENSITIVE COMPARTMENTED 

INFORMATION (SCI) 

(Effective 22 January 1992) 

Pursuant to the provisions of Section 102 of the National Security Act of 1947 and 

Executive Order 12333, the following personnel security standards, procedures, and continuing 

security programs are hereby established for all US Government civihan and military 

personnel, consultants, contractors, employees of contractors, and other individuals who 

require accesi to sensitive compartmented information (SCI). Individual departments and 

agencies may establish such additional security steps ai may be deemed necessary and 

appropriate to resolve issues and/or address employment standards unique to them to ensure 

that effective security is maintairied. 

1. Definitions 

a. Cohabitant—A person living in a spouse-like relationship v/ith the individual requiring 

access to sensitive compartmented information, but not necessarily dependent on sexual 

relations. 

b. Compelling Need—A signed determination by a Senior Official of the Intelligence 

Community or his/her designee that the services of an individual are deemed essential 

to operation or mission accomplishment. 

c. Determination Authority—A designee of a Senior Official of the Intelligence Commu­

nity authorized to render a decision -^'ith respect to sensitive compartmented informa­

tion access eligibility or ineligibility. 

d. Immediate Family—The spouse, parents, brothers, sisters, children, and cohabitant of 

the individual requiring sensitive compartmented information access. 

e. Intelligence Community—Those US Government organizations and activities identi­

fied in EO 12533 or successor orders as making up such Community. 

f. Senior Officials of the Intelligence Community (SOICs)—The heads of organizations 

within the Intelligence Community-, as defined by EO 12333. or their designated 

representatives. 

g. Sensitive Compartmented Information—Classified information concerning or de­

rived from intelligence sources, methods, or analytical processes requiring handling 

exclusively within formal access control systems established by the Director of Centra! 

Intelligence. 

2. Purpose 

The purpose of this directive is to enhance the security protection of SCI through the 

applicat ion of person.nei securitN- stanC2rds. procedures, and con;inuins sec-jrity programs and 

to facilitate ihe security certiiication process among govern.Tie.'̂ .t cepar;m-;nts and agencies. 

ihiiaircciivc superstars DCID ! H . c'dcc'.î r 1 i .^pril 19Su. 
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•3. Applicabilitu 

The provisions of this directive will apply to all persons (other than elected officials of the 

US Government. Federal judges, and those individuals for whom the Director of Central 

Intelligence [DCI] makes a specific exception) without regard to civilian or military status, 

form of employment, official rank or position, or length of service. This directive does not 

apply to situations invol'.-ing the duly authorized disclosure of SCI to representatives of foreign 

governments and international organizations. 

4. Ceneral 

a. Individuals who do not meet the security criteria contained herein and who are, 

therefore, denied access to SCI will not, solely for this reason, be considered ineligible 

for access to other classified information. Individuals whose access to SCI has been 

authorized as an exception granted in accordance with paragraph 6 of this directive 

will not, solely for that reason, be considered eligible for access to other classified 

information. 

b. The granting of access to SCI will be controlled under the strictert application of the 

need-to-know" principle and in accordance with the personnel security standards and 

procedures set forth in this directive. In accordance with National Security Decision 

Directive 84 and the supplement to DCID 1/19, DCI Security Folicv Manual for SCI 

ConJro/Sysierru, signature of a DCI-authorized nondisclosure agreement that includes 

a provision for prepublication review is a condition of access to SCI. 

5. Personnel Securitv Standards 

Criteria for security approval of an individual on a need-to-know basis for access to SCI 
follow: 

a. The individual must be stable; trustworthy; reliable; of excellent character, judgment, 
and discretion; and of unquestioned loyalty to the United States. 

b. The individual requiring access to SCI must be a US citizen. 

c. The individual's immediate family must also be US citizens. An exception to this 
requirement may be granted when compelling need exists as defined in paragraph l.b., 
and a determination has been made by a competent authority as described in 
paragraph 6 below that under the circumstances the security risk is negligible. 

d. Members of the individual's immediate family and any other persons to whom he or 
she is bound by affection or obligation should neither be subject to physical, mental, or 
other forms of duress by a foreign power or by persons who may be or have been en­
gaged in criminal activity, nor advocate the use of force or violence to overthrow- the 
Government or the United States or the alteration of the form of Government of the 
United States by unconstitutional means. 

6. Excepd'oni (o Personnel Security Standards 

E.xceptions to pa.-agraph 5.b. may be granted only by the DCI based on a request by the 
appropriate SOIC. E.xceptions to paragraph 5.c. and d. above may be granted only b>- the SOIC 
01 tne appropriate organization or his/her designee unless such authorit-^- has been specificalh-
aelegated to the head of a.n office or organization as set forth in interdepartmental agreements. 

exceptions grantee v -̂ill be com.mon sense determinations based on all a-.-ailabie information 
t.Tal tne r-.sk to national sec-jrity i i negligible and wiil be recorded by the organization m.akmg the 
exception. In those cases \r. v^hich the incividuai nas li^ed outside cf the United States for a sub­
stantia! period or his cr h-;: life, a thorougi-i asscss.Tient of the adeq-jacy of the in\-estisa:ion i:i 
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terms of fulfillment of the investigative requirements and judicious review of the information 

therein must be made before an exception is considered. 

7. 7nL>es/ica<i'uc Reou:Vcnicn/s 

a. The investigation conducted on an individual under consideration for access to SCI will 

be thorough and designed to develop information n<i to whether the individual clearly 

meets the SCI personnel securit>- standards. 

b. The investigation will be accomplished through records checks and personal interviews 

of various sources by trained investigative personnel in order to establish affirmatively 

to the adjudicating agency complete continuity of identity to include birth, residences, 

education, employment, unemployment, and military service. 

c. The individual will furnish a current signed personal history statement, fingerprints of 

a quality acceptable to the Federal Bureau of Investigation, and signed release{s), as 

necessary, authorizing custodians of police, credit, financial, education, and medical 

records to provide record information to the investigative agency. Photographs of the 

individual will also be obtained where additional corroboration of identity is required. 

d. When conditions indicate, investigation of immediate family members will be 

conducted to the extent necessary to permit a determination by the adjudicating 

agency that the provisions of paragraph 5 of this directive are met. 

e. Where a previous investigation has been conducted within the past five years that 

meets the standards in paragraph 8. it will serve as a basis for granting access approval 

provided a review of the security file or other information source does not reveal 

substantial changes in the individual's security eligibility. If a previous investigation 

does not meet the paragraph S standards or if it is more than five years old, a current 

investigation will be required but may be limited to that necessary to bring the 

individuars file up-to-date in accordance with the investigative requirements set forth 

in paragraph S of this directive. Should new information be developed during the 

current investigation that bears unfavorably on the individual's activities covered by 

the previous investigation, the current inquiries will be expanded as necessary to 

develop full details of this information. Notwithstanding the status of an individuail's 

background investigation, departments and agencies with policies sanctioning the use of 

the polygraph for personnel security purposes may require polygraph examinations 

when deemed necessary by the department or agency head to be in the national 

security interest of the United States. 

6. Standards for the In-jestisation 

a. Scope—Past 10 sears cr to age IS, whichever is less. 

b. Expansion of Investi^.Ttion—When conditions indicate, and to the extent necessary to 

permit a determination by the adiudicating agency that the provisions of the SCI 

personnel securitv standards are met, the investigation may be expanded to resolve 

issues and/or address employment standards unique to individual agencies. 

c. National Agenc--- Check —Check on subject and spouse/cohabitant of investigative and 

criminal histor-.- nlcs oi tne Feoeral Bureau o; Investigation, including submission of 

subject's Dnge.-p.'-;nt cha.̂ -ts, and such other nations! agencies (Defense Central index o; 

Investigations, im.migration and Natu.-alization Service. Office of Personnel Manage­

ment. Central l.'.;eiligencs .-Xgency, etc) as appropriate to the individual s background. 
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d. Subject Inter%-iew- — .\ subject interview will be required in all cases and will be 

conducted by trained security, investigative, or counterintelligence personnel to 

ensure full investigative coverage. An additional personal interview- w-ill be conducted 

when necessary- to resolve any significant adverse information and/or inconsistencies 

developed during tiic in\'e5tigation. in departments or agencies with policies sanction­

ing the use of the polygraph for personnel security purposes, the personal interview 

may include a polygraph examination conducted by a qualified polygraph examiner. 

e. Birth—Independent certification of date and place of birth received directly from 

appropriate registration authority. 

f. Citizenship: Independent verification of citizenship will be accomplished directly 

from appropriate registration authority. For foreign-born immediate family members, 

verification of citizenship or legal status is also required. 

g. Education—Independent verification of the most recent or significant claimed 

attendance at an educational institution and/or degree/diploma within the past 10 

years will be accomplished via sealed transcript received directly from the institution. 

If all education is outside of the investigative scope, the last education above high 

school will be verified. 

h. Employment—Direct verification of all periods of employment during the past 10 

years or since age 18, whichever Ls the shorter period, but in any event the most recent 

two years. Personal interviews with two sources (supervisor/coworker) for each 

employment of si.x months or more shall be attempted. In the event no employment 

exceeds six months, interviews of supervisor/coworker shal! be attem.pted. All periods 

of unemployment in excess of 60 days shall be verified through records and/or 

sources. 

i . References—Interviews with a sufficient number of knowledgeable sources (a 

minimum of one listed and three developed) having, to the extent practical, social 

knowledge of the subject and collectively span the 10 years or scope of the 

investigation. As appropriate, additional interviews may include cohabitant, ex-

spouse{s), and relatives. Interviews with psychological/medical personnel are to be 

accomplished as required to resolve issues. 

j . Neighborhood—Interviews with neighbors in the vicinity of all of subject's residences 

in excess of six months throughout the most recent five-year period. Confirmation of 

current residence will be accomplished regardless of length, to include a review of 

rental records if necessary. In the event no residence exceeds six months, intervie^-s of 

neighbors should be undertaken. 

k. Credit — Verification of the subject's financial status and credit habits through checks 
of appropriate credit and/or financial institutions where subject has resided, been 
employed, or attended school for six months or more for the last seven years. 

1. Local Agency Checks — .A check o:' appropriate police records covering all locations 

w-here the subject has resided, been employed, or attended school for six months or 

more, to the most recent 10 years or since age IS, w-hichever is tne snorter period. In 

the event that no residence, empio-^-ment. or education exceeds six months, local 

agency checks should be performed. 

Ti. Public Records — .-̂ .1! prior r eceral/military service and t-.-pe of ciscnarge-̂ s) shall be 

vended. Verification o: civorc-.̂ ,5;, bankruptcy, etc., and any or.̂ .er court (civil or 

cr;.-ni;;a!; actions to --vhich the s-jbject has oeen or is a par;v \^-ithin the scope of ;;ie in­

vestigation, when known or developed. 
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n. Overseas Verification Procedure—Where employment, education, or residence has 

occurred in foreign countries (except for periods of less t'nan one year for personnel 

on US Government assignment and less than 90 days for other purposes) during the past 

10 years or since age 16, a check of the records will be made at the Department of State 

and/or other appropriate agencies. Efi'orts shall be made to develop sources, generally 

in the United States, who knew the subject overseas in order to cover significant 

employment, education, or residence and to attempt to determine if any lasting foreign 

contacts or connections were establish 'us period. However, in all cases 

where the subject has worked or lived outside the US continuously for over one year, 

the investigation will be expanded to cover fully this period in his or her life through 

the use of such investigative assets and checks of record sources as may be available to 

the US Govemment in the foreign country(ie5) in which the subject resided. 

0. Transferability—Paragraph T.e. above outlines transferability requirements. 

9. Excevlions to Investigative Repuirements 

a. In exceptional cases, including national emergency situations and hostilities involving 

US personnel, the SOIC or his designee may determine that it is necessary or advisable 

in the national interest lo authorize access to SCI before completion of the ful l 

investigation noted in paragraph 8. In this situation, such investigative checks as are im­

mediately possible will be made at once and will include a personal interview of the in­

dividual by trained security, investigative, or counterintelligence personnel. Access in 

such cases will be strictly controlled. A full investigation and final evaluation will be 

completed at the earliest practicable moment unless an exception is granted by the 

DCI . Certification to other organizations of individuals authorized access in such cases 

wi l l include explicit notification of the exception. 

b. In extremely rare instances, the SOIC or his designee may approve one-time, limited 

access to SCI, which is deemed necessary to accomplish unique mission requirements. 

Limited SCI access may only be considered for individuals who have been granted a 

Top Secret clearance based on a background investigation and who have undergone a 

favorable personnel security interview. SCI access will not exceed 90 days and will be 

limited to the absolute minimum duration to accomplish the task or assignment. 

Indoctrination briefings will be modified to the basic information necessary to ensure 

protection of the SCI to which exposed, and appropriate nondisclosure agreements will , 

be signed by the individual gaining access. 

10. Periodic Reinvestigations 

a. Prot^rams will be instituted requiring the periodic reinvestigation of personnel provided 

access to SCI. These remvestigations will be conducted on a five-year recurrent basis, 

but on a more frequent basis where the individual has shown some questionable 

behavioral pattern, or his or her activities are otherwise suspect. A reinvestigation may 

also be conducted when a break in service of one year or more has occurred, or as oth-, 

erwise dee-.-,ed necessary by the SOIC or his designee 

b. The scope of reinvestigations will be determined by the SOIC concerned based on such 

considerations as the potential damage that might result from the individ-jal's defection 

or wii!:-al compromise of SCI and the availability and prc'oabie effectiveness of other 

mean! lo evaluate continually those factor; related to the mdiviaual's suitability for 

continued access. The individual will furnish a curren: signed personal history 

statement and signed releases as necessary. !n all cases, the reinvestigation will include 

reference intervie^-s, appropriate residence cover.ige, national and local a îency cnecKS, 
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overseas checks where appropriate, and credit checks. A personal interviesv with the 
individual will be conducted by trained investigative, security, or counterintelligence 
personnel. In departments or agencies with policies sanctioning the use of the 
polygraph for personnel security purposes, the personal interview may include a 
polygraph examination conducted by a qualified polygraph examiner. When condi­
tions so indicate, additional investigation may be conducted as determined by the SOIC 
or his designee. 

ii. Outside Activities 

Individuals who hold, or are being considered for, SCI access approval will have made 
available to them for reading, the second and third paragraphs of the "Outside Activities" sec­
tion of .Annex A of this directive and will be instructed to report in writing to their security of­
ficer any existing or contemplated outside employment or activity that appears to meet the cri­
teria of those paragraphs. Written reports must be submitted before accepting any outside 
employment or participating in any activity as defined in Annex A of this directive. In 
addition, initial or updated personal history statements must include details of outside 
employment or activities (as defined in Annex A). Investigation must cover the reported outside 
employment or activities. Information concerning actual or planned outside employment or 
activities that would create a potential risk to the security of SCI will be evaluated in 
accordance with the factors specified in Annex A to determine whether the circumstances 
create an unacceptable risk of unauthorized disclosure. 

22. Determinations of Access Elisibility 

The evaluation of the information developed by investigation of an individual's loyalty 
and suitability will be accomplished under the cognizance of the SOIC concerned by analysts 
of broad knowledge, good judgment, and wide experience in personnel security and/or 
counterintelligence. When all other information developed on an individual is favorable, a 
minor investigative requirement that has not been met should not preclude favorable 
adjudication. In all evaluations, the protection of the national interest is paramount. Any doubt 
concerning personnel having access to SCI should be resolved in favor of the national security, 
and the access should be denied or revoked. -The- ultimate determination of whether the 
granting of access is clearly consistent with the interest of national security will be an overall 
:Common sense determination based on all available information. -

13. Avveals Procedures 

Annex B prescribes common appeals procedures to be followed, when an individual's SCI 
access has been denied or revoked. 

14. Continuing Securitv Programs 

a. In order to facilitate attainment of the highest standard of personnel security and to 
augment both the access approval criteria and the investigative requirements estab­
lished by this directive, member departments and agencies shall institute continuing 
security programs for all individuals having access to SCI. In addition to security 
indoctrinations (see Annex C. "Standards for SCI Security Awareness Progra.ms in the 
US Intelligence Com.munity"). these progra.ms will be tailored to create mutually 
supporting procedures under which no issue w-iH escape notice or be left unresolved 
that brings into question an individual's loyalty and integrity or suggests the possibility 
01 nis or her being subject to undue influence or d'jress through foreign relationships or 
exploitable persona! conduct, 'v'l'hen an indis-iduai i ; assigned to perform sensitive -.K-Q:'-̂  
requirtng access to SCI, the SOIC for the department, agency, or government pr-jfra.m 
to -.v.-ticn tne i.tcivicua! is assigned \^-ii! assume securit-,- supervision of that individual 
trirougnout the period of his or her assignment. 
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b. The continuing security programs will include the following: 

(1) Individuals are required to inform the department or agency that grants their SCI 
access about any personal problem or situation that may have a possible bearing on 
their eligibility for continued access to SCI and to seek appropriate guidance and as­
sistance. Security counseling should be made available. This counseling should be 
conducted by individuals having extensive background and e.xperience regarding 
the nature and special vulnerabilities of the particular type of compurtm.enicd 
information involved. 

(2) SCI security education programs of the member departments and agencies will be 
established and maintained pursuant to the requirements of Annex C of this 
directive. 

(3) Security supervisory prograrns will be established and maintained to ensure that 
supervisory personnel recognize and discharge their special responsibility to safe­
guard SCI, including the need to assess continued eligibility for SCI access. These 
programs will provide practical guidance on indicators that may signal matters of 
security concern. Specific instructions concerning reporting procedures will be 
disseminated to enable the appropriate authority to take timely corrective action to 
safeguard the security of the United States as well as to provide all necessary help to 
the individual concerned lo neutralize his or her vulnerability. 

(4) Security review programs to ensure that appropriate security authorities always 
receive and exchange, in a timely manner, all information bearing on the security 
posture of persons having access lo SCI. Personal history information will be kept 
current. Security and related files will be kept under continuing review. 

(5) Where permitted by agency policy, security review programs may include the use 
of polygraph examinations conducted by a qualified polygraph examiner. 

c. Whenever adverse or derogatory information is discovered or inconsistencies arise that 
could impact on an individual's security status, appropriate investigation will be 
conducted on a timely basis. The investigation will be of sufficient scope necessary to 
resolve the specific adverse or derogatory information or inconsistency in question so 
that a determination can be made as to whether the individual's continued utilization 
in activities requiring SCI is clearly consistent with the interest of national security. 

io. Imvlemeniation 

Existing directives, regulations, agreements, and other guidance governing access to SCI as 
defined herein w-ill be revised accordingly. 
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ATTACHMENT A 

ANNEX A 
Adjudicative Guidelines for Determining Eligibility for Access 

to Sensitive Compartmented Information (SCF) 

PURPOSE 

Tnt following adjudicative guidelines are established for aU U.S. 
govemment civilian and military personnel, consultants, contractors, 
employees of contractors and other individuals who require access to SCI 
Tney apply to persons being considered for initial or continued eligibility' 
for access to SCI and are to be used by govemment departments and 
agencies in aU final SCI access detemiinations. 

ADJUDICATIVE PROCESS 

The adjudicative process is an examination of a sufficient period of a 
person s hfe to make an affinnative determination that the person is an 
acceptable security risk. Eligibility for access to SCI is predicated upon the 
mdividual meetmg these personnel security guidelines. The adjudicadon 
process is the careful weighing of a number of variables known as the 
wnole pe.rson concepL AU available, reliable infomiation about the person 
past and present, favorable and imfavorable, should be considered m 
reaching a detemiinadon. Ln evaluating the relevance of an individual's 
conduct, the adjudicator should consider Lhe foUovring factors: 

The nature, extent, and seriousness of the conduct 

Tne cL-cumstances surrounding the conduct, to'include 
knowledgeable panicipation 

Tne frequency and recency of the conduct 

The mdividual's age and m.amnty at the time of Lhe 
conduct 

Tne volun-ji.riness of pa.Ticipanon 

Tne presence or absence of rehabiuLation and oLier 
perLLnent behavioral changes 

The m.oLiva-ion for Lhe c onauct 



TTie potential for pressure, coercion, exploitation, 
or duress 

The likelihood of condnuation or recurrence 

Each case must be judged on ILS OVVTI merits and final detennination 
remains the responsibility of the specific department or agency, /my doubt 
conceming personnel being considered for access to SCI vriH be resolved in 
favor of the national security and considered final. 

Tne ultimate determination of whether the granting or continuing of 
SCI access eligibihty is clearly consistent with the interesLs of nadonaJ 
security must be an overaU common sense determination based upon 
careful consideradon of the foDowing: 

A. Allegiance to the United States 

B. Foreign influence 

C. Foreign preference 

D. Sexual behavior 

E. Personal conduct 

F. Financial considerations 

G. Alcohol consumption 

H. Drug involvement 

I. Emotional, mental, and personaliry disorders 

J. Criminal conduct 

K. Security violadons 

L. Outside acdviiies 

Each or Lhe foregOLr.g should bs e\-aluated in the context of lhe whole 
person. .-̂ Jihough adverse Liformanon conceming a single criterion may 
no: be sufficient for an unfavorable deiemiLnation, the individual may be 
d'.squaiined if available infonna[)on refiecLs a recen: or recurring partem 



of quesdonable judgment, irresponsibility, or emodonally unstable 
behavior. However, notwithstanding the whole person concept,̂ pursuit ot 
funher investigation may be terminated by an appropriate adjudicative 
asency in the face of reliable, significant, disqualifying, adverse 
.̂.̂  j.mation. 

When informadon of security concem becomes known about an 
individual who is currently eligible for access to SCI, the adjuQicator 
should consider whether die person: (1) volunt^y reponed the 
Lnformadon; (2) sought assistance and foUowed professional guidance, 
where appropriate; (3) resolved or appears likely to favorably resolve the 
s-curity'concem; (4) has demonstrated positive changes m behavior and 
employment; (5) should have his or her SCI access temporarily suspended 
pending final adjudication of the information. 

If after evaluating information of security concem, die adjudicator 
decides that die infonnation is not serious enough to warrant a 
recommendation of disapproval or revocation of SCI access, it may be 
appropriate to recommend approval widi a^waming diat fumre incidents of 
a'similar nature may result in revocation of access. 

Tne im ôrm.ation in bold print at die beginning of each adjudicative 
-niideline provides a brief explanation of its relevance m oeiermimng 
whether it^s clearly consistent wilh die interest of national secunty to grant 
cr continue a person's eligibilir/ for access to SCI. 



ADJUDICATIVE GUIDELINES 

A. ALLEGIANCE TO TF^ ^^NTTED STATES 

An individual must be of unquestioned allegiance to the 
United States. The willingness to safeguard classified 
information is in doubt if there is any reason to suspect an 
individual's allegiance to the United States. 

Conditions that signal security concem and may be disqualifying 
include: (1) involvement in any act of sabotage, espionage, treason, 
terrorism, sedition, or other act whose aim is to overthrow the 
Govemment of the United States or alter the form of govemment by 
unconstitutional means; (2) association or sympathy with persons who are 
attempting to commit, or who are committing, any of the above acts; (3) 
association or sympadiy with persons or organizations that advocate the 
overdirow of the United States Govemment, or any state or subdivision, by 
force or violence or by other unconstitutional means; (4) involvement in 
activities which unlawfuUy advocate or practice die commission of acts of 
force or violence to prevent odiers from exercising their rights under the 
Constitution or laws of the United States or of any state. 

Conditions that could mitigate security concem.s include: (1) the 
individual was imaware of the unJa-̂ vful aim.s of die individual or 
organization and severed ties upon leamuig of these; (2) die individual's 
involvement was only with the laurul or humanitarian aspects of such an 
organization; (3) involvement in the above activities occurred for only a 
shon period of time and was arributable to curiosiry or academic interest; 
(•̂ ) die person has had no recent proscribed involvement or association 
v,nth such activities. 



B. . F O R E I G N I N T L U E N C E 

A security risk may exist when an individual's immediate 
family, including cohabitants, and other persons to whom h° 
she may be bound by affection, influence, or obligation are: ( i j 
not citizens of the United States or (2) may be subject to duress. 
These situations could create the potential for foreign influence 
that could result in the compromise of classified information. 
Contacts with citizens of other countries or financial interests in 
other countries are also relevant to security determinations if 
they make an individual potentially vulnerable to coercion, 
exploitation, or pressure. 

Conditions that signal security concem and may be disqualifying 
include: (1) an immediate famUy member, or a person to whom die 
individual has close ties of affection or obligation, is a citizen of, or 
resident or present in, a foreign country; (2) sharing living quarters with a 
person or persons, regardless of their citizenship status, if the potential for 
adverse foreign influence or duress exists; (3) relatives, cohabitants, or 
asso-ciates who are connected with any foreign government; (4) failing to 
report, where required, associations with foreign nationals; (5) 
imauthorized association with a suspected or knov/n coUaborator or 
employee of a foreign inteUigence service; (6) conduct which may make 
the individual vulnerable to coercion, exploitation, or pressure by a foreign 
government; (7) indications that representatives or nationals from a foreign 
country are acting to increase the vuLnerabiUry of die individual to possible 
fuDjre exploitation, coercion or pressure; (8) a substantial fmancial interest 
in a country, or in any foreign ovvmed or operated business that could make 
the individual vTiLnerable to foreign influence. 

Conditions that could mitigate security concems include: (1) a 
determination diat the immediate family member(s), cohabitant, or 
associate(s) in question would not constitute an unacceptable security risk; 
(2) contacts widi foreign citizens are the result of official U.S. Govemiment 
busmess; (3) contact and correspondence with foreign citizens are casual 
and infrequent; (^) ihz individua] has prompdy reported to proper 
authorities aU contacts, requests, or threats from persons or o.'-ganizations 
from a foreign counL-y\ as required; (5) foreign financial interests are 
m.inimaJ and no: sufficient :o affec: the individual's security 
responsroihties. 



C. FOREIGN PREFERENCE 

When an individual acts in such a way as to indicate [less 
than complete loyalty to t.-.̂  y..:ied States orl a preference for a 
foreign country over the United States, then he or she may be 
prone to provide information or make decisions that are 
harmful to the interests of the United States. 

Conditions that signal security concern and may be'disqualifying 
include: (1) die exercise of dual citizenship; (2) possession and/or use of a 
foreign passport; (3) mUitary service or a wiUingness to bear arms for a 
foreign country; (4) accepting educational, medical, or odier benefits, such 
as retirement and social welfare, from a foreign country; (5) residence in 
a foreign country to meet citizenship requirements; (6) using foreign 
citizenship to protect fmancial or business interests in die country; (7) 
seeking or holding pohtical office in the foreign country; (8) voting in 
foreign elections; and (9) acting as an agent or representative of a foreign 
country. 

Conditions diat could mitigate security concems include: (1) dual 
citizenship is based solely on parents' citizenship or birdi in a foreign 
country; (2) indicators of possible foreign preference (e.g., foreign ^ 
military service) occurred before obtainmg United States citizenship; (3) 
activity is sanctioned by die United States; (4) individual has expressed a 
wiUingness to renounce dual citizenship. 



D. SEXUAL BEHAVIOR 

Sexual behavior is a security concern if it involves^a 
criminal offense, indicates a personality or emotional d'.-; '..r 
subjects the individual to undue influence or coercion, or 
reflects lack of judgment or discretion.* 

Conditions diat signal security concem and may be disqualifying 
include: (1) sexual behavior of a criminal namre, whedier or not die 
individual has been prosecuted; (2) compulsive or addictive sexual behavior 
when die person is unable to stop a pattern of self-destmctive or high-risk 
behavior or diat which is symptomatic of a personality disorder, (3) sexual 
behavior diat causes an individual to be vuberable to undue influence or 
coercion; (4) sexual behavior of a public namre and/or diat which reflects 
lack of discretion or judgment 

Conditions diat could mitigate security concems include: (1) die 
behavior occurred during or prior to adolescence and there is no evidence 
of subsequent conduct of a sLmilar namre; (2) die behavior was not recent 
and there is no evidence of subsequent conduct of a similar naiiire; (3) 
diere is no odier evidence of questionable judgment, irresponsibiUty, or 
emotional instabUity; (4) dne behavior no longer serves as a basis for undue 
imluence or coercion. 

* The adjudicator should also consider guidelines pertaining 
to criminal conduct (criterion J), or emotional, mental, and 
personality disorders (criterion I), in determining how to 
resolve the securitv concerns raised b j sexual behavior. 



E. PERSON.AL CO.NDUCT 

Conduct involving questionable judgment, 
untrustworthiness, u-r.-.'^-^^ility, or unwillingness to comply 
with rules and regulations could indicate that the person may 
not properly safeguard classiHed information. 

The foUowing v,nU normaUy residt in an um âvorable SCI access 
action or administrative termination of funher processing for access 
elisfoility: (1) Refusal to undergo or cooperate widi required secunty 
processing, including medical and psychological testing; or (2) refusal to 
complete required security forms, releases, or provide fuU, frank and 
tnidiful answers to lawful questions of investigators, security officials or 
odier ofrlcial representatives in connection widi a personnel secunty or 
trustworthiness determination. 

Conditions diat signal security concem and may be disquaUfying also 
include: (1) reliable, unfavorable im^ormation provided by associates, 
employers, coworkers, neighbors, and odier acquaintances; (2) die 
delfoerate omission, conceaLment, or falsification of relevant and matenal 
facts from any personnel security questionnaire, personal history statement, 
or similar form used to conduct investigation's, determine employment 
quaUficatiors, award benefits or status, determine SCUccess eUgibUity or 
tmsnvordiiness, or award fiduciary responsibUities; (3) deliberately 
providing false or misleading im '̂ormation conceming relevant and matenal 
m.aners to an investigator, security official, competent medical audiority, 
or odner official representative in connection widi a persormel secunty or 
tnistworddness detennination; (4) personal conduct or concealment of 
information that increases an individual's vulnerability to coercion, 
exploitation or pressure; (5) a pattern of dishonesty or rule violations*; (6) 
association vridi persons involved in crimtinal activirs'. 

* To include violation of any written or recorded agreement 
made between the individual and the agency. 



Conditions diat could mitigate security concems include: (1) the 
information was misubstantiated or not peninent to a determination of 
judgment, tnistwordiiness, or reliabiuty; (2) die falsification was an 
isolated incident, was not recent, and die individual has subseqv.'̂ .-.h' 
provided correct information voluntarily; (3) die individual made prompt, 
oood-faidi efforts to correct die falsiilcation before being confronted widi 
die facts; (4) omission of material facts was caused or significandy 
contributed to by imprx)per or inadequate advice of audiorized personnel, 
and die previously omined information was prompdy and fuUy provided; 
(5) die individual has taken positive steps to significandy reduce or 
eliminate vuberabiUty to coercion, exploitation, or pressure; (6) a refusal 
to cooperate was based on advice from legal counsel or other officials diat 
die individual was not required to comply widi security processing 
requirements and, upon being made aware of die requirement, fuUy and 
LnidifuUy provided die requested information; (7) association with persons 
involved in criminal activities has ceased. 



F. FINANCIAL CONSIDERATIONS 

An individual who is financially overextended is at risk of 
having to engage acts to generate funds. Unexplained 
affluence is often linked to proceeds from financially profitable 
criminal acts. 

Conditions diat signal security concem and may be disqualifying 
include: (1) a history of not meeting fmancial obligations; (2) deceptive or 
Ulegal fmancial practices such as embejizlement, employee theft, check 
fraud, income tax evasion, expense account fraud, filing deceptive loan 
statements, and other intentional fmancial breaches of trust; (3) inabUity or 
unwiUingness to satisfy debts; (4) unexplained affluence; (5) fmancial 
problems that are linked to gambling, drug abuse, alcohoUsm, or other 
issues of security concem. 

Conditions that could mitigate security concems include: (1) die 
behavior was not recent; (2) it was an isolated incident; (3) the conditions 
that resulted in the behavior were largely beyond die person's control (e.g., 
loss of employment, a business downturn, unexpected .medical emergency, 
or a death, divorce or separation); (4) the person has received or is 
receiving counseling for the problem and there are clear indications diat 
the problem is being resolved or is under conLrel; (5) die affluence resulted 
from a legal source; and (6) the individual initiated a good-faith effon to 
repay overdue creditors or otherwise resolve debts. 



G. ALCOHOL CONSUMPTION 

Excessive alcohol consumption often leads to the exercise 
of questionable judgment, unreliability, failure to control 
impulses, and increases the risk of unauthorized di:.-c/-Jo:ir. of 
classified information due to carelessness. 

Conditions diat signal securit)- concem and may be disqualifying 
include: (1) alcohol-related incidents away from work, such as driving 
while under die influence, fighting, child or spouse abuse, or odier 
criminal incidents related to alcohol use; (2) alcohol-related incidents at 
work, such as reporting for work or duty in an intoxicated or impaired 
condition, or drinking on die job; (3) diagnosis by a credentialed medical 
professional* of alcohol abuse or alcohol dependence; (4) habitual or bmge 
consumption of alcohol to die point of impaired judgment; (5) consumption 
of alcohol, subsequent to a diagnosis of alcoholism by a credentialed 
medical professional* and foUovring completion of an alcohol rehabilitation 
program 

Conditions diat could mtitigate security concem.s include: (1) die 
alcohol related incidents do not indicate a pattern; (2) die problem 
occurred a number of years ago and diere is no indication of a recent 
problem; (3) positive changes in behavior supporive of sobriety; (4) 
foUowmg diagnosis of alcohol abuse or alcohol dependence, die individual 
has successfully completed inpatient or outpatient rehabilitation along widi 
aftercare reauirements, panicipates frequendy m meetings of Alcohohcs 
.\nonymous'or a similar organization, abstained from alcohol for a period 
of at least 12 mondis, and received a favorable prognosis by a credentialed 
medical professional.* 

* credentialed medical professional: licensed physician, 
licensed clinical psychologist, or board certified psychiatrist 



H. DRUG INVOLVEMENT 

Improper or illegal involvement with drugs, raises 
questions regarding? ?n individual's willingness or ability to 
protect classified miorrnation. Drug abuse or dependence may 
impair social or occupational functioning, increasing the risk of 
an unauthorized disclosure of classified information. 

Drugs are defined as mood and behavior altering: (a) dmgs, 
materials, and other chemical compounds identirled and. Usted in die 
ControUed Substances Act of 1970, as amended (e.g., marijuana or 
cannabis, depressants, narcotics, stimulants, and hallucinogens) and (b) 
inhalants and odier similar substances. Dmg abuse is die iUegal use of a 
dmg or use of a legal dmg in a manner that deviates from approved 
medical direction. 

Conditions that signal security concern and may be disqualifying 
mclude: (1) any dmg abuse (see above defmition); (2) Ulegal dmg 
possession, including cultivation, processing, manufacture, purchase, sale, 
or distribution; (3) failure to successfully complete a dmg treatment 
program prescribed by a credentialed medical professional.* Current drug 
involvement, especially foUowing the granting of SCI access, or an 
expressed intent not to discontinue use, wiU normaUy result in an 
um'avorable determination. 

Conditions that could mitigate security concem.s mclude: (1) the dmg 
involvement was not recent; (2) die dmg involvement was an isolated or 
infrequent event; (3) a demonstrated intent not to abuse any dmgs in the 
fumre; (4) satisfactory completion of a dmg treatment program prescribed 
by a credentialed medical professional.* 

* credentialed medical professional: licensed physician, 
licensed clinical psychologist, or board certified psychiatrist 



L EMOTIONAL, MENTAL, AND PERSONALITY 
DISORDERS 

Emotional, mental, and personality disorders can cause a 
significant deficit in an individual's psychologre^., social and 
occupational functioning. These disorders are of security 
concern because thej may indicate a defect in judgment, 
reliability or stability. 

When appropriate, a credentialed mental healdi professional,* 
acceptable to or approved by die govemment, should be consulted so diat 
potentiaUy disqualifying and mitigating information m̂ ay be fuUy and 
properiy evaluated. 

Conditions diat signal security concem and may be disqualifying 
include: (1) a diagnosis by a credentialed mental healdi professional* diat 
the individual has a disorder diat could result in a defect in psycholosical, 
social, or occupational functioning; (2) information diat suggests tharan 
individual has failed to foUow appropriate medical advice relating to 
Lreatment of a diagnosed disorder, e.g. failure to take prescribed 
medication; (3) a pattern of high-risk, irresponsible, aggressive, anti-social 
or emotionally unstable behavior, (4) information dnai suggests that die 
individual's current behavior indicates a defect in his or her judgment or 
reUabiUty. 

Conditions that could mitigate security concem.s Include: (1) dnere is 
no Indication of a current problem; (2) recent diagnosis by a credentialed 
mental healdi professional* diat an individual's previous-emotional, mental, 
or personality disorder is cured or in remission and has a low probabUity 
of recurrence or exacerbation; (3) die past emotional instabUity was a 
temporary condition (e.g., one caused by a deadi, i.Uness, or marital 
breakup), the situation has been resolved, and die individual is no lonser 
emotionally unstable. 

credentialed mental health professional: licensed clinical 
psychologist, licensed social worker, or board certified 
psychiatrist 



J. CRIMINAL CONDUCT 

A history or pattern of criminal activity creates doubt 
about a person's indement, reliability and trustworthiness. 

Conditions diat sienal security concem and may be disqualif>'ing 
include- (1) any crimind conduct, regardless of whedier die person was 
formaUy charged; (2) a single serious crime or multiple lesser otfenses. 

Conditions diat could mitigate security concems include: (1) die 
criminal behavior was not recent; (2) die crime was an isolated incident; 
(3) die person was pressured or coerced into committing die act and diose 
pressures are no longer present in diat person's life; (4) die person did not 
voluntarily commit die act and/or die factors leading to die violauon are 
not likely to recur, (5) diere is clear evidence of successful rehabihtanom 



K. SECURITY VIOLATIONS 

Noncompliance with security regulations raises doubt 
about an individual's ability to safeguard classified information. 

Conditions diat signal security concem and may be disqualnying 
mclude: (1) unaudiorized disclosure of classiiled infonnation; (2) 
violations diat are deliberate or multiple or due to negUgence. 

Conditions diat could mitigate security concems include actions diat: 
(1) were inadvenent; (2) were isolated or infrequent; (3) were due to 
improper or inadequate training; (4) demonsu-ate a positive attitude 
towards die discharge of security responsibilities. 



L. OUTSIDE ACTIVITIES 

Involvement in certain types of outside employment or 
activities is of security concern if it poses ^ ^onHic with an 

Tviduar > responsibilities and could create an 
Increased nsk " of Unauthorized disclosure of classified 
information. 

Conditior.s thai sigr.aJ security concem and may be disqualifymg 
mclude any service, comoensated or voluBteer, or etBployir.eut with: (1) a 
ToreiS country; (2) any 'foreign national; (3) a represen^ t̂.ve of any 
or-! mterSq 4 any foreign, domestic, or intematmnal orgaiuzafon or 

person engaged in analysis, discussion, or pu-olicat,on or matenal on 
intelligenJe, defense, foreign affairs, or protected technology. 

Conditions that could mitigate security concems include: ^ 
(1) evaluation of the outside employment or activity »d>ca'" Aat .t does 
not pose a conflict with an individual's secunty responsibil.t.es, (2) the 
dividual tennh-,ates the emoloyment or discontinues the acfv.ty upoî  
S-inc nodf.ed that it is b confiict with his or her secunty responsioihues. 


