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930 CONGRESS } HOUSE OF REPREbl-..\"l ATIVES { Rerorr

No. 93-14156

"2d Session

+ . PRIVACY ACT OF 1974

]

Octoner 2, 1974.—Committed to the Comniittee of the Whole House on the State
of the Union and ordered to be printed

Mr. Mooruean of Penns.\']\"nni:i, froni the Comniittee on Government
Operations, submitted the following

REPORT
together with -
_ADDITIONAL VIEWS

[To acéompany ILR 16G373] .

" The Committee on Government Opontiom to whom was referrel

~ the bill (H.R. 16372) to amend title 5, United States Code, by adding

a section 352a to safeguard individual privacy from the misuse of
Federal records and to provide that individuals be granted access to
records concerning them .which are maintained by F ederal agencies
having considere1 17 the same, report favorably thereon with an amcnd-
ment and recommend that the bill as amended do pass.

The amendment to the text of the bill strikes out all after the enact-

" ing clause and inserts a substitute text which appears i in italic type in
the reported bill.

DIVISIONS OF TiIE RerorT

:Summary and purpose.

Baclwround

Committee action and vote._

Discussion: .
Definitions. . , .
Conditions of disclosure.

Accounting of certain disclosures.
Access to records

Agency requirements.

Agency rules.

Civil remedies.

Rights of legal g cuardians.
Criminal penaltlm.

General exemptions.

-
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. Specific exemptions.’
" Archival records.
Annual report.
Technical changes. -
Effective date.
Cost estimate.
Agency views.
Section-by-section analysis. : ' :
. Changes in existing Jaw made by the bill. as reported.
- Appendix: Correspondence regarding cost estimate.
~ Additional views.

SuanIARY AND PrRPOSE

H.R. 16373 prescribes legislative guidelines within the framework
of the Freedom of Information Act (5 U.S.C. 552) to protect the
privacy of individuals by regulating the Federal Government'’s collee-
‘tion, maintenance, use, or dissemination of personal, identifiable
- information. o ' : o

In summary, the bill:

1. Permits an individual to have access to records containing

- personal information on him kept by Federal agencies for pur-
poses of inspection, copying. supplementation and correction
(with certain exceptions, including law enforcement and national -
security records). . ' — :

9, Allows an individual to control the transfer. of personal
information about him from one Federal agency to-another for
non-routine purposes by requiring his prior-written consent. -

3. Makes known to the American public the existence and
characteristics of all personal information systems kept by every
Federal agency. _

4. Prohibits the maintenance Ly Federal agencies of any records
concerning the political and religious beliefs of individuals unless
expressly authorized by lawor an individual himself. Lo

5. Limits availability of records containing personal informa-
tion to agency employees who need access to them in the perform-

". ance of their duties. ; ' '

6. Requires agencies'to keep an accurate acconnting of transfers * -
‘of personal -recorls to ather agencies: and oitsiders and make

aneh an aceounting available, with certain exceptions to the in-
dividnal upon his request. . A '

7. Requires agencies, through formal rulemaking. to list and

 Qeserilw rontine trangfers and establish procedures for access by
individuals to records about themselves. amending records. han- -
dling medical information. and charging fees for copies of
documents. S o . '

. Makes it incumbent upon an ageney to keep records with sneh

_aeciraey, relevanee, timeliness and completeness as is reasonably
necessary to assure fairness to the individutl in making determina-
tions about him, : : . e

9. Provides a civil remedy by individuals who have been denied
aceoss to their records or whose records have been kept or usenl

“in contravention of the requirements of the act. The complamant
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may recover actual damages and costs and attorney fees if the
ageney’s infraction was willful, arbitrary. or capricious,

'10. Makes unlawful possession of or disclosure of individually
identifiable information by a government employee punishable
by a fine not to exceed. $5.000,

11. Provides that any person who requests or obtains such a
recorl by false pretenses is subject to a fine of not to exceed
£3,000,

12, Sets forth statutory provisions relating to archival records:
requires annual report from President on agency uses of exemp-
tions: and provides that the law would hecome effective 180 days
following enactment. . ' :

IHearings and investigations by subcommittecs of the IHouse Gov-
ernmient Operations Committee over the past decade have revealed
major vielations of the privacy of individual American citizens by
‘the Federal Government in its growing collection and use of personal
data furnished by citizens for specific governmental purposes. Aceel-
erated data sharing of such personally identifiable information among
increasing numbers of Federal agencies throngh sophisticated anto-
mated systems. coupled with the recent diselosures of serions abuses
of governmental authority represented by the collection of personal
dossiers, illeal wiretapping. surveillance of Innocent citizens, misuse
of income tax data. and similar types of abuses. have helped to create
a rrowing distrust. or even fear of their Governiaent in the minds of
millions of \mericans. -

11.R. 16373 provides a series of basie safeguards. for the individual
to help remedy the misuse of personmal information by the Federal
Government and reassert the fundamental rights of personal privacy
of all Americans that are derived from the CConstitution of the United
States. At the same time, it recognizes the legitimate need of the Fed-
eral Government to collect. store, use. and share among various agen-

" eies certain types of personal data. This information includes income”

tax returns. Soecial Security records. veterans’ medieal and service
records. civil service records, census data. economie statistics, govern-
mental payroll records, law enforcement. records. and other similar
types of personally identifiable information about many millions of
individuals. _ . .
"~ ILR. 1673 provides that each ageney covered by it administer its
provisions independently, subject to the guidelines éreated by Taw and ©
agency regulations implementing each operative part. Regulations are
subject to standard rulemaking requirements of the Adminiztrative
Procedure Act (title 5. seetion 533, United States Code)..

Like the Freedom of Information Act. HL.R. 16373 also recegnizes
that certain areas of Federal records are of such a highly sensitive
nature that they must be exempted from its provisions. The measure
provides a general exemption from most of the bill’s operative provi-
sions to svstems of records maintained by the Central Intelligence
Aweney and those nsed for eriminal justice purposes such as computer-
izeil svstems of the Natiomal Crime Information Center (NCIC).
maintained by the Federal Bureau of Investigation. and other Fed-
eral criminal history file systems. Other committees of the Congress
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s
have been studying this aspect of the })ri\':u'y issue and currently have
pending separate bills to provide safeguards in the criminal justice |
" mformation area. o . R S

ILI. 16573 also permits the head of an agency to exempt certain
other types of reconl systems, subject to his written determination
of the reasons to be published in the Federal Register. These include
‘systems of reconds that-—(1) are subject to withholding under section
5a2(h) (1) of the Freedom of Information Act, relating to classified
mational defense or foreign policy information: (2) consist of certain
types of investigatory material compiled for law enforcement pur-
poses: (3) relate to protective services rendered the President of the
United States and others, such as those records maintained by the
Seeret Serviee: and (4) are vequired by other statutes to be main-

~tained and used solely as statistical reporting or research records.

Under the provisions of this legislation, however, Federal agencies
(even those to which these exemptions apply) weuld be required to
“priblish annmally in the Federal, Register certain identifying char-
acteristics about virtually all systems of records under their control
from which personally identifiable information_could be retrieved.
The objective of the bill is that there he no “seeret” government system . -

" of records containing personal information about individuals.

Also like the Freedom of Information Aet, ILR. 16373 provides for
the exercise of ¢ivil remedies by individuals against the Federal Gov--
ernment through the Federal courts to enforee their rights. with the
hurden of proof resting on the government. Provision is made for the
colleetion of actual damages by the individual against the wovern-
ment if the infraction was willful. arbitrary. or capricions, and the
court may award the complainant conrt costs. and attorney fees in s
diseretion. Penalties are also provided for the unauthorized knowing
and willful diselosure of individially identifiable material by a wovern-

“ment officer or employee by a tine of not more than $5,000. Criminal
“penalties and fines would be imposed on persons requesting or obtain-’
ine any such individually idextitiable vecord vnder false pretenses.

I 1. 16373 attempts to strike that delicate balance hetween two
fundamental and conflicting needs—on the one hand. that of the
individual Ameriean for a maximum degree of privacy over personal
information he furnishes his government. and ‘on the other, that of
the sovernment for information abont the individual which it finds
necessary toearry out its legitimate funetions. ‘

BackGRoOUND

- Publie and Congressional concern over an inereasing trend within
onr government to sioop into virtually every seament of our society is
not new. : - S _ :
Georre Orwell’s famous hook 7984, publisheéd a generation ago.
focused publie attention on the fictional fishbowl exiztence of human
lifé in the “Big Brother” ern and the potential threats to any- free
svstem posed by some political-technical-social innovations. -

During the “cold war™ period of the late 1940s-and 19505, wide-
spread abuses enculfed various _f_vovm'nmontal. and privaie efforts to
ferret out allegre:d “subversives.” Intellectual dissent was driven some-
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~ what into lmlm«' Terms cmh as "Sv('urlt\' rhk “loyalty mﬂw.

“pinko,” and "-'mlt by association”™ eame into mmnmn ‘usage during -
wlhiat later became known as the *Me( “arthy era™ of the early half of :
the 19505, Many Americans were rvquncd to defend puh]u-l\' their
ln\'.lltv during =star-chamber™ pnx-vod'nm often despite years of
service to our Nation during war and pou-(-tnm- Indisetimimate use’
of dubious “informers,” \\n'ot.xppm surveillance, neighborhood
snooping., and other (lagrant invasions of personal pr ey were seen
more and more.

In the 1960s the former Special Subcommittee on Gover nment ]n-
fornation of this committee Lumnehed éxtensive investigations into
the practice of telephone monitoring and the use-of <o-¢alled “lie de-
tectors™ by Federal agencies, llmrm-_r.x, studies and reports based on
these investiontions revealed numerous examples of privacy invasion
affecting Podoml empln\'c(-s and the publu- in thete dealings wnh
Federal'; agencies.!

Late in l‘Mrl the chairman of t‘w Government ()pvrltmns Commit-
tee created a Special Subcommittee on’ Invasion of Privacy, which
began inguiries into Federal ageney investigative activities, the pro-
p«an establishment of a National Data Bank by the groverzment. com-
puterized personal mmrcll\wpnw. and related privacy maiters. Tear-
inges were held. lllll’lll" 1965 and 1966 into such issies and a report,
concentrting on the National Data Dank concept. was issued, by the
Cormitter in l'"u\ * The Spevial Sulwonmittee also helld heavings in
1965 on the | ]m acy abuses inherent in the operation of private com.
mereial eeedit re pnrtlnﬂ orgznizations.® The Foreign Operations and.
Government Information Subcommittee of this Committee -in 1970

“updated the earlier slmlu-s 'nnl reports on Fuderal ageney telephone
mnmmrm-r practices,

Ine reasing coneern - over invasion of prn.lc v dmlnrr the 1960x pe:
stilted. in Congressional efforts to deal with aspects of the problem on
a piceenie:] basis. The enactment of the Fair Credit Reporting et
of 1970 was directed at many of the privacy abuses uncovered by the
- Special Subeommittee on Invasion of Privacy two vears earlier. The
investimation of military surveillanee over Ameriean politieal dis- -
sidents by the Senate Subcommittee on Const mmmnl Rirhts headsd
- by Senator Ervin revealed yet another dimension of abuses during the

late 1960°5 m\'nl\'mw nmlh_-_n-m e aathering activities. that vielated

. lh-pr 1
l»-nlo-nl lb'lvarnn.m-a Illol Agen:
THad .

\'l’ MR
. \\lh f‘nn", '.l

ne 0I’rrllmlnnn Sropedy ).’
""'i|Lll 'r-rnrmm and  Geevernme:
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'. My and \
*oly 'r-u-h- as ‘Lie Intevtors” by the Fuderal
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> Publie l.n\\ 91508 15 US.C 1601 o2 ~=n|
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basie privacy rlnhts Such actions were prompted by the rash of civil
diatiu‘).mcva and racial and political unrest on college campuses.

- A survey and hearings by the Subcommiittee on. Administrative
Practice and Procedure oi the Senate Judici -iary Committee in 1965,
1956, and 1967 had already. explored such areas as electronic eaves-
dropping, wiretapping; the Federal Government's collection of per-
sonal data. lie (l«-toctors. surveillance activities; and other privacy 1s-
sues, In a November, 19(»., publication entitled “Government Dossiers
(hur\'(-\ of Information Contained in Government Files)” that sub-
committee reported the results of i survey of Federal agencies as to the
types -of information collected and maintained by "monmwnt on
individuals. The results of this survey were unport.un in identifyving
data systems that could be subject to regulation and in the subsequent:
drafting of legislation to curb gov onmwnt.ll privacy abmses.’

Also during this same p\-nml l(--'lel.ltmn was first considered to
protect the Constitutional rights to privacy of Federal employees.. -
The Ervin bill has heen- p.wua' by the Senate during each of the past
several Congrresses, but it has never been acted upon in the House.”

‘Much of the Congressional investigative and legislative activity in
recent years to deal-with the rising tide of privacv-related abuses in
the public and private se~tors has been speat-headed by -the Senate
Constitutional Rights Subcommittee. However, other types of legisla-
tion to assure individual safegmards against the misuse of wersonal
data held by Federal agencies was l)em,_' introduced in the House by .
Repre=entative Koch and many other Members. Hearings were held in -
June 1972 on such legislation (l[ R. 9327) by the l-m'm-vn Operations
and Government Information Subcommittée of this committes, bm

- no'further action was taken before adjourninent of the 2nd Congres

The bill was the forerunner of revised and- separate versions intro-
dueed by many other Members of the House I 1973 and 1974, on
which FL.R. 16373 is based.? '

A study by the National Academy of Séiences Project on C omputer
l)ut.lb.ml\s was also published in 1972, Entitled “Databanks in a Free
Society,” this study outlined what. the use of computers is actually
doing 1o record-keéping proce=ses in the United States. and what the
"m\\'tll of large-scale databanks—both manual and automated—im-

l)lll’a for the l'lll\'l(llmla (‘0ll~llt|ltlonal right to privacy and due

_provess.!®

S For it ddetaflal cammary of Aemy -llrwll!.mu- and tutellizence activitles over civillans,
sow artivie by Chreistopher H. I'yle, “CONUN Revisited : The Atmy Covers 1'p™ in 2
tion of matepials eompiled aml published as a Committesr I*riat by’ the "ongr
Rewwareh Sepview, Library of Congreess relating to the 1951-1972 Tutepwllegiate

©o topde, “Rexolved : That More Ntringent Control Shoull be Impossd Upoa Government

Azvneles Gatbering Infermation .\h--nl Unites] States Citlzeas™ H, I, 92 167, pie.
Sug- 2N

T 1bisd., “Nurvey of Informarion Coniatinel in Government File" |-|- I,

*Ibid." The €Concressional Reseiarch Sepvics compilation fnclrdes! n l-:hlnin- history -

" of Copcre<slonal actlon invelving various Ervin bills: see pp. Jo3-115. =S, 052 — 0 LBill 10

Protevt the Constitutional Right te Privacy of Federal Employess,” hy Itul-rl M. Foley
amt Hareld . Coxson : originally eopyrignted :m-l pablislied 1n the Anwriran University
law Review, vol. 19, June- Amnst 1970, pp. 5532-540,

» Hearings, Forelen Operations and |.m-rmm-m Information Subcommitive, “Recopls
Malintaine] by Government Agen IH on JLR. 9327 und related bills ; 921 Cang., 20 s,
Jupe 1973 : “Accews to Revonds™ on 11R. 12206 and related Nll- 0l Cong., 24 ness,
Febenary, April, amid May 1934,

= Atan F. Westin and Michaol 'A. Raker. lintabank in a Free Society, report of the

Trojevt on Coamputer [hatahank<, Computer SNefence and Enzinerring . Board. Natienal

Acadetsy of Seiences. New York s Qu.dnngln ks, 1072, Fur 3 summary of the report,
wewe Hearings, Forelgn Operations aml tiovernment Information Subeommittee, “Federal

* Iaformation Sy<tems< and Plins—Implieations aml Ixsues,” part 3. 9kt Cong,, 2] s,

January and February 1974 l'p 1190-1196.
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During this:same period, Elliott Richardson, then Secretary of
Health, Edueation and Welfare, named an -:Advisory Committee on
Automated Personal Data Systems to make an intensive study of the
impact of computer data banks on individual privacy. Its detailed re-

wrt, “Reeords, Computers, and the Rights of Citizens.” was published
1n 1973 and recommended the enactment of Federal legislation guar-
anteeing to all Americans a “codé of fair information practices.™ '
.1 16373 embodies the major principles of thése reconumendations

“as they apply to an individual’s access to records in the Federal

Goverzment. : ,
Late in 1972, meanwhile. the Foreign Operations and Government
Information Subcommittee of this committee began an investigation

* of a comprehensive report the President’s Domestie Council proposing

a nationwide system of computer and communications technology to
ereate =wired eities™ and a “wired Nation.” The report. entitled “Con-
munications for Social Needs: Technological Opportunities,”™ was pre-
pared in 1971, Although the report was furm:l\l}" rejected, :u'cnr«‘in_:!
to a White Tlonse spokésman, the “Big Brother™ implications were
another ominous indication of the puesible threats to individual
privicy in America. This investigation led to broad investigative
hearings by the Subcommittee into advaneed information technology
and the use of information systems by the Federal Government. These
hearings begnn in April 19735, and concluded éarly in 1974, They were
a useru] adjunct to the legislative hearings on H.R. 1653735 and its Jeg-
islative forerunners, which they closely paralleled.'= _
Another related investigation atfecting individual privacy was also

conducted by the Subcomnzittee during this same period. It involved.

the isuanee of a Presidentiz]l Exectitive ovder in January 1935 to

permit the Xgriculture Departent to inspect some 3 million” income
tax returns of persons having farming operations for the purpo~e of

ceompiling specal imailing lists to make statistical sueveys. Hearings

were hield in May aned Xugust 1973, The ovder aronsed widesprend

paiblie concern aml opposition and: was strongly eriticized in the sub-

LR

sequient unanimous report issued by the Committee in October 1973,
In the interin. the Internal Revenue Serviee had postponed iple-
mentation of the order amd it was finally rescinded in the spring of
197400 T o : -

~ The growing concern of Americans of all walks of Tife to the threat
of a ~Big Brother™ soviety well in advanee of 1954 has been reflected
in the Congress. During the last two vears, more than 1000 Members
of Congress of both parties and of all shades of political ideology have

1 = Records] Computers, aml the RlLhts of Cirizene™ 3 ropuort of the Neeretars's Advisery
Commitios on Antomated Personal Data Systems, US, Iepartment of Health, Edneation,
atnl Welfare, Juty 1972 BHEW Publivation No, (007393, Seve. “Summary and Resom-
mendations.”™ p. xsil o ' . . ’

22 Hearinee, Forelpn Operations and Government Infornmtion Subcommittes, 930 Cong,
tor cand 2d sess,. Federal Difornmtion Systems and PPlans— Foderal’ Use amd Develops-

ment of Advancwl lnformation Teshnelogy™ (Pare 1, April 1933 0 (parr 2, June aml

July 19330 2 “Federal Information Systetns and Mlans - -lnplications ‘aned [ssipes™ ¢pary 3.

Jannary and February 1974, .
1t Hearinzs, Foreizn Operations and Government Information Subcommittee, 9341 Code..

1t weae, “Fuoentive Orders 11697 and 11700 Permitting Inspection by the Department of

Agrienlture of Farmers' Income Tax Returas.” May and Angusr 1973 : H. Repe. 93598,
H21 Conz.. 1st senn., “Information from Farmerx' Invome Tax Returns and Iavasion of
Privaey.” Oct. 18, 1073, . . .

e L PR — =~ 1974 ¢ aldditlonal attention on invasion of privaey aspecta of the
Executive onlers was foctused by the Domestic Council Committee on the Right of Privacy.
headet by then Vice PPresident Ford, oo ' .
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introduced or co-sponsored legislation to impose effective safeguanls
on both government and business in their collection and use of per-
sonal data. - : .

In June 1974 the Foreign Operations and Government Tnforma-
tion Subcommittee of this committee hell extensive hearings on the
Federal Government's telephone monitoring practices and the use of
“lie detectors™ and other similar newer devices, thus updating the.
carlier Subcommittee studies in these areas during the 19605 ‘These
hearings also pasalleled consideration of TLR. 16373 during its markup
stagres, \ .

Former President Nixon's State of the Union Message-to Congress
on January 30, 1974, also teok note of the need to protect inedividual -
privacy. Me sand: ™ ' '

One of the basie rights we cherizh most in America is tie
vight of privacy. With the advance of technology, that right
has been inereasingly threatened. The problem’is not simply -
one of setting etfective curbs on invasions of privaey. but even
more fundamentally one of limiting the uses to which essen-
tially private information is put. and of recogmizing the tasic
proprictary rights cach individual bas in information con-
cerning himself. .

Privacy. of course. iz not alsolute: it may conflict. for
example. with the need to pursue justice. But’ where conflicts
covar, an intelligent balancemust be struck.

One part of the current’ problem is that as technology, has,
increased the ability of government and private organizations
to gatheir amd disseminate information about tndividuzls the
safeguands needed to proteet the privaey of individuals and- -
communications have not kept pace. Anather. part of the
problem is that ¢lear definitions and standards concerning
the right of privacy have not been developed and agreed upon.

i

To earry forward these efforts he established on Febroary 23, 1974,
a cabinent-level “Committee on the-Right of Privacy™ within the
White House’s Domestic Conneil headed by then Viee Presiident Gerald
R. Ford. At its July 10, 1974, meeting, that committee urged the enact-
ment of privacy legislation embodying. the principles contained in-
1LR. 16373, along with a number of other important “privacy initia-
tive™ measures. . o ‘ -

Additjonal impetus in Congress to enact privacy safeguaids into
law has resulted from recent revelations connested with Watergate-
related investigations, indictments, trials, and convictions. They -
“elude? such activities as the break-in at the Democratic National Com-
mittee’s headquarters in June 1972, the slowly emerging series of
revelations of “White House enemies” lizts.” the break-in of the office
of Daniel Ellsherg’s psyehiatrist, the misuse of CIA-produced “per-
somlity profiles™ on Ellsbers, the ‘wiretapping of the phones of wov-
ernment cmployees and news reporters. and surreptitious taping of -

= flearings, Foreizn Operntions and Guvernment Information Subeummittes, 931 Congl,
24l sews, “The Use of Polygraphs and Similar I'esices by Federal Agvacies,” Juoe 1974
*Telephouse Monitoriug Practices by Federal Asvnctes” June 1974, . '
o ¢‘angresnionnl Kecord, Jau. 30,1974 (laily edition), p. H3T2,
.3 Demestie Council Committee on the Rizht of Privacs. “Fact Sheet on Meeting of
Cotmitive, issued July 10, 1974, xev ~1°reposed lnitiative No. 9.7 p. 4. . '
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personal conversations within the Oval Office of the White House as
~ well as political surveillance, spying. and “mal covers.”

Other uuport.mt support for prompt .ut on to preserve the indi-
vidual’s right to privacy from further ervsion has come from individ-
nal cmnputvr compaiies and trade associations l'l'l)l'(‘S('lltlll" every
segrient of the American compiter industry. These experts presented
testimony stressing the importance of privacy and the safeguanding
of the integrity of ‘stored data on individuals during the l'orm"n
Operations ‘and Government Information \nln'mnmlttec s hearings on
information technology early in 197" \ recent nationwide IBM in-
stitutional advertisement, entitled “Four Principles of Privacy.” en-
dorsed these basic purposes as “sound public policy™ cornerstones: 2

© 1. Individuals should ln\' access to information about
themselves in record-keeping svstems. And there should be
some provedure for lll(ll\'ldll.l]b to find out how !l'lb mfornn-

: tionisheingused. - -
L 2. There shoultl be some way for an 'nuln‘nhml to'vor-rm-t
© oramend an inaceurate record.”

3. An individual should be able to prevent information
from heing improperly disclosed or used for other than an-
thorized purposes without lns or her consent, unless reguired

v by law,

4. The enstodian of data hh-s (-unt.unm:_' sensitive informa-
tion should take ivasonable precautions to be sure that. the
data‘are reliable and not misused.

As they apply to record-keeping activities of the Federal Govern-

ment. these are: also among the basie principles of prn.u v prou\lmn' _

p=.p

that are contained in 1LK. 16375,

The braad principles involved in what is conveniently ‘called “the
imdividiml rigkt of privacy™ are deeply rooted in our history and de-
rived from the Bill of Rights of the United States Constitution, The
fourth amendiment to the Constitution was written as the result of
the Ameriean volonial experience with warrants and writs issned un-

der King George 111 of England whiel: often gave his officers an

exetse to seareh anyone, un\'wln-n-. any time. l-u-n then an English
Chief Justice—Praft, later Lord Canulen —in u_)pnmontluw upon such
" aseareh nmum-tml gz un~t John Wilkes, said : ¢

To enter a man’s house by virtue -of a nameless warrant.
in onder to procure evidenees, is worse than the-Spanish Ta-
“quisition—a law under which ro Englishman would wish
to live an hour, . _
In lhmr famous 1S JLarcard Law Bericor article ~The Right to
l' d Warre 11 D. Brandeis concluded: =
ey, Samue arren ain AnLis riitels coneies
It wonid doubtless be desirable that the privacy of the

individual should receive the added protection of the crim-
m.nl law, but for this, legislation would be ru;mred ... The

15 New llnrlm.* “Feleral Information Systemn and !'lan- * op, cit., part 3, tetimony
from technieal experts in information system industry.
T wIBM  Reports—Four Drinciples ot I'rivacy,” tull page udvertl:ement, Newsweek,
July S_ 1074, p. 45,
R [ Y Nt i.nl \ulunmlnlnw on Invasion of lrh.n\- “Special lnqulry un Insaston
" of Priva op. clt.,
= § Harvard Law Rtnﬂc 193 (1890).

1. Kept, 93-1418——2 : v

;

-
~e
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- common Jaw has always recognized a man’s house as his

- castle, impregmable, often, even to its own oflicers engaged in
the execution of its commands. Shall the courts thus close

- the front entrance to constituted authority, and open wide |
the back door to idle or prurient curiosity 2

Almost 10 vears laier, Justice Brandeis. in his famous dissent in
the case of Dilmatead v. United Ntatex. set forth the basic Constitu-
tutional principles of individual privacy: == : K

 The makers of our Constitution undertook to secure con-
ditions favorable to the pursuit of happiness. They recog- -
nized the significance of man's spiritual nature. of his foel-
ings and of his intellect * * *, They conferred. as against

the Government, the right to be let alone—the most compre-
hensive of rights and the right most valued by civilized men.

To protect that right. every. unjustitiable instrusion by the
Government upon the privacy of the individual, whatever
~the means employeil must be deemed a violation of the fourth

amendment. .

He went on to say further in his dissent, even more relevant in these

- dlays of wholesale abuses of governmental power in our modern com-
. puterized society: ' o -

Experienee should ‘teach us to be most on our suard_to
protect liberty when the government’s purposes are beneficent.
Men born to freedom are naturally alert to repel invasions
to their liberty by evil-minded rulers. The greatest dangers to
liberty lurk in insidions encroachment by men of zeal, well-
meaning. but without undérstanding.

. While there ¢an be no right of absolute privacy in our complex

civilization. there is an urgent need today to assert the fundamental
rizht of privacy for all Americans to the maximum extent consistent
with the overall welfare of our Nation. The Federal Government ean
and must take the lead to achieve this impdrtant objective. (‘ongres=

“has the opportunity to mandate such action by acting promptly 10
~emact HLR. 16373 into law., " C

On August 12, 1974, in his first address to the Congress as Chief
Executive, President Ford pledged his personal and official dedication
to the individual right of privacy. e declared. ~There will be hot
pursuit of tough laws to prevent illegal invazion of privacy .in both
wovernmment and private activities.” The Committee offers LR, 16373

“as the first step in that pursuit.

CoxdutTeEE AcTiox axp Vork

As noted above. the izsues involved in the safezuarding of inli-
viddual privacy have been the subject of numerous investigatory hear-
ings by the Forvign Operations and Government Information Sub-
committee of this committee during the past several years,

2 Olmatend ¥. Umited Statee. 277 US, 43S (192%) ; quoral. in Hearings, Specfal Snh-
rommnittes oo uvarlon of Privacy, “Special Inquiry on Iavasfon of Privacy.” op, vif..
pp‘. :"'_“. . A
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Public hearings -on specific legislative proposals related to ILR.
16373 were held by the Subcommittee in June 1972. and in February,
April. and May 1974, on a number of revised privacy measures—HL12.
12206, HL.R. 12207, H.R. 13303, ILR. 13304, HLR. 1387, H.R. 1493,
ete. L . o o o A

" Subcommittee markup sessions were held in May. Jine, and July
to draft effective and workable language to reach a balance between
the individual’s rights to privacy and the government’s need for per-
sonal information. During this period, much of the technical detail
of 1L.R. 16373 was worked out in informal meetings amo.ng the Sub-
committee’s staff. the assistant minority counsel for the Committee,
ofticials of the Office of Munagement and Budget. and representatives
of the Vice President’s Committee on the Right of Privacy.

After agreement in principle was reached by the Subcommittee on
most of the specific language, a clean bill—H.R. 16373—was intro-

duced by Subcommittee Chairman Moorhead on August 12, 1974, co-

sponsored by, 13 Members, including several leading sponsors of pri-
vacy protection législation in the House. The bill was subsequently
reported favorably by the Subcommittee on September 12, 1974, with-

out a dissenting vote. : :

“The Government Operations Committee considered H.R. 16373 on
September 19. 1974 and favorably reported it to the House on Sep-
tember 24, 1974, by a roll eall vote of 39 to 0. ..

iscuvssiox

Beenuse of the complex interrelationships of the major provisions
of this legislation. each of its subsections iz explained in detail in this
part of the report. - _ ' -

: DEFINITIONS

Nection 3 of TLR. 16373 sets forth the new privacy protection see-
tion 532a of title 3, United States Code, and in section (a) provides
six definitions of terms used-in the new section: ' X

Section (a) (1) defines the term “ageney.” - < : .

Section (a)(2) defines the term “individual™ as affected by this-
‘measure as a “citizen of the United States or an alien lawfully ad-
mitted for permanent residence™ in the United States; thus, it would
not affect any othier foreign nationals. _ '

~ Neetion (2) (3) defines the term “maintain™ with respect to agency
revords to include the other terms “collect, use, or disseminate:™,

Section- () (4) defines the term “record™ as ~any collection or
grouping of information about an individual that is maintained by an
agency and-that contains his name oi identifving number. svmbol, or

~ other identifyving particular assigned to such individual.” This encom-
passes records contained in either manual files or automated or com-
puterized forms. ' , :

Section (a)(3) defines the term “system of records™ as “a group
of any records under the control of any agency from which informa-
tion is retrieved by the name of the individual or by some other iden-
tifving number, symbol, or other identifyving particulai assigned to
sach such individual ;™. ' o Cot

.
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- Section (a) (6) defines-the term “statistical reporting or rese .rch
record” as “a record in a system of records maintained for statistical
research or reporting purposes only and not used in whele or in part

“in making any determination about an identifiable individual, except -
as.provided by section § of title 13, United States Code.” This Iatter
provision permits the Censis Burean'to furnish transeripts of census
reconds for genealogical and other: proper purposes and to make spe-
eial statistical surveys from census data for a fee upon request.

CONDITIONS OF DISCLOSURE -

Section 552a (b) provides that no Federil ageney shall disclose any
recond containing personal information abont an mdividual without
- his approval to any person not employed by that agency or to another
agreney except under certain specil conditions, L
The consent reynirement may well be one of the most important,
if not the most important, provisions of the bill. No such transfer could
Le made unless it was pursuant to a written request by the individual or
by his prior written consent. This requirement would apply to all so-
“eatled *non-routine” transfers of information. It is not the Commit-
tee’s intent to impede the orderly conduct-of government or delay serv-
ices-performed 1n the interests of the individual. Under the condi-
tionak disclosure provisions of the bill, “rontine”™ transfers will be .
permitted without the necessity of prior written consent.. .\ *non-
. roufine™ transfer is generally one in which the personal information
on an individual is used for a purpose other than originally intended.
- Agencies will be required to publish annually in the Federal Reg-
ister a deseription of each “routine™ purpose for which personal in-
formation records are uséd or intended to be used. The Committee
intends to exercise a vigorous oversight cheek on agencies to make
_certain as much as possible that no *non-routine™ transfers of records
of the type requiring prior written consent are either hidden’ or
blanketed in under the “routine™ category to nullify the basic pro--
teetions of the law to'individuals. : ; o
Another exception to the consent requirement is where.a personal
information record is transferred to another ageney, including state
and loeal instrumentalities, for a law eiforcement activity if such
activity is anthorized by law and if the head of the agrency seeking the
information has matle a written request specifying the particular por-
tiou desired and the eriminal or civil law enforcement activity for
whieh the fecord issonght. : , :
A record cannot be transferred to another agency for statistical re-
porting or researvh purposes unless it is in a form that is not individ-
ually identifiable. This, for example, would prohibit such things as the
transfer of personal finaneial information on income tax returns of .
farmers to the Department of Agriculture without the prior written,
consent of farmers. - S ‘ ,
~An exveption to this requirement woulil be made for the transfer of
reconds to the Bureau of the Census for purposes of planning or car-
rvine out a census, survey, or related activity. Laws relating to the
Burean of the Census are very strict, limiting access to such records
only to Census employees and prohibiting their removal from the
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premises and control of the Bureau. Even the Federal Bureau of In-
vestigation is not permitted-to exomine individual Census recorls.
The Committec believes the privacy rights of individuals already are
adequately protected in the case-of Census records and the Burean of
the Census 1s not involved in making individual program determina-
. tions comparable to other agencics. ' :
" The Committee, is of ‘the view that special consideration must be
given to valid emergeney situations, such as anairline crash or epidderi-
ie. where éonsent eanrot be oltained beease of time wnd di<tapee sl
instant action is required. perhaps as a matter of life or death. The bill
provides that in these situations record fransfers can be made withoat
the usual prior written consent if. on such diselosure, notification is
transmitted to the individual's last known address. This provision is’
necessary so that government doctors and other Federal employees are
not in the pesition of being technically in violation of the law.
The legislation also waiyes the consent provision when petsonal in-
formation is transferred to the National Archives as a record which
has suflicient historieal or other value to warrant its continmed preser-
vation by the government. In any case. the archival record protections

~ contained in (1) (1) would apply to such reconds.

The final exception in the disclosure seetion relates to personal in-
formation needed by the Congress and its committees and subeommit-
 tees. Oceasionally, it is necessary to inquire into such subjects for leg--
. islative and investizative reasons, - '
This legislation would have an effect on subsection (b) (6) of the
Freedom of Information et (3 USC. section 552). which states
that the provisions regarding disclosure of information to the public
“shall not apply to material “the disclosiire of which would constitute
. a clearly unwarranted invasion of - personal privacy.” TLR. 16378
vould make all individually-identitiable information in Government
files exempt from’ public dizclosure. Such information could be nade
available to the public only pursnant to rules published by asreticies
in the Federal Register permitting the transfer of particular data to
per=ons other than the individuals to whom they pertain. - :
The Committee does not desire that agencies cease making fnedivid-
uallv-identifiable records open to the publie, including the press, for”
inspection and copying: On the contrary., it believes that the nublic in-
terest requires the disclosure of some personal information, Fyan:ples
of such information are certain data about government licensees. and
“the names. titles. salaries, and Jduty stations of most Federal emplov-

. ,eo2. The Conunittee merely intends that agencies consider the dis-

clostire of this tvpe of information on a category-by-cuterory basi=
and atlow by published rule only these disclosures which woull not
violate the spirit of the Freedom of Information et by constituting
“learly nnwarmuted invasions of personal privaey.” g
Last. the Committee is comizant of the fact that the Federal Re-
portz Act (chapter 35 of title 11, United States Cade) also restricts
conditions of disclosure of personal information by government agen- .
ciez. The purpose, scope. and administration of that aet are ditferent.
from similar aspeets of JLR. 16373, Some reconls would be subject to
the provisions of both the Federal Reports Act and this legislation,

]
|
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however. The Committee intends that restrictions on the transfer of
individually-identifiable data be as strong as they can be without im-
 pairing the ability of government agencies to perform their duties.
It believes that the restrictions contained in this bill are stronger than
the ones contained in section 3508 (b) of title +t, US.C., and that they
should consequently be followed with respect to the disclosure of per-
sonal information. Insofur as the restrictions of + . .3.C. section 3508
(L) may be stronger; however, the Committec intends that they should
“be followed. _ ' '
, ACCOUNTING OF CERTALY. DISCLOSURES
ILR. 16373 also provides in section 352a(¢) that each agency shall
Keep an acenrate aceounting of the date, nature and purpose of each
disclosure of a record to any person or to another agency, including
the name and addressof the person or.agency to whom such disclosure
is made. Exceptions to this would be when the record is used by em- -
ployvees of the same agency who need it in the performance of their
duties and when disclosures are made to the public from records which
by law or regnlation are open to publie inspection or copying.
The Committee has used the term “accounting.” rather than *rec-
- onl.” to indicate that an agency need not make a notation on a single
document of every disclosure of a particular record. The agency may
use any system it desires for keeping notations of disclosures, provided
that it can construct from its system a document listing of all dis-
closures. ' - o
The ageney must retain the accounting for at least five years and
make it available to the individual concerned at his request. excent for
the part dealing with tiansfers for civil and eriminal law enforcement
purposes. - ' ‘ :
Under the provisions of section 552a(d), which are deseribed below,
an ageney may.correet an individuals record or note that a portion
of the record is in dispute. Section (¢) requires the ageney to inform
any person or other agency to whom it disclosed a record within two -
.years proceding the making of the correction or notation of dispute
abonut this amendment tothe record. . . : ' o
Corrections or notations of dispute made to records disclosed prior
to the effective date of the legislation or for which no accounting of a
disclosure is required would be exempt from this requirement.

L ACCESS TO RECORDS

Seetion 352 () grants each individual access to reconds pertaining
to him which are maintained by govermment agencies and perniits him
to regiest amendment of his revord< Each agency must under this
provision make any correction of the docuiments which the individual
requests or inform that person why it refuses to make the change and
allow hir to appeal the refusal within the agency. -

. Whenever an agencey determines on appeal not to alter a record. it.
must permit the individual to file a concise statement of his reasons for
disagreement. Additionally.. it must make copics of - that statement
available to persons or agencies to whom it later transfers the disputed .
portion of the record. ' '

.’ ..
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The Committee believes that this provision is essential to achieve an
iportant ohjective of the legislation : Ensuring-that individuals know
-what Federal records are maintained about them and have the oppor-
tunity to correct thase records. The provision should also encourage
fultiliment of another important objective: maintaining government -
rnvords about individuals with such aceuracy. relevance, timeliness,
and completeness as is reasonably necessary to assure fairness to indi-
viduals in making determinations about them. The constant vigilance
of individual citizens backed by legal redress is the best means, in the
Conmittee’s opinion, of making certain that government treats people
fairly, ' : :

- AGENCY REQUIREMENTS

Nection 52a (e) is intended to ensure.that all individuals may know
the administrative structure of all svstems of records: the uses to
which such records will be put: and the procedures by which access.
if mandated, may e had and inaceurate records contested. The sec-
tion also nquires that any record used to nuike a determination about
- an individual be maintained in an accurate, timely, and relevant fash-
- ion. By the term “determination™ the Committee means any decision- -
affecting the individual which is in whole or in part based on informa-
tion contained in the record and which is'made by any person or any
agency. B . . ,

“Nection (¢) (1) requireinents relate only to thase records.which are
conipiled from information received directly from the ¢oncerned indi-
vidual. The purpose of these requirements is to ensure that individuals .

" supplyinyg information for a record system are fully aware of what the

~revord will be used for and whether ornot a response to the request

15 mandatery or voluntary. ST
. Under section (e).(1) (D) the individual must be informed of the

eonsequencrs of not providing any or all of the requested information.

1f the requested information is requiréd to-be provided by statute,

- the notification to the iidividual should indicate the statutory provi-

- sion and its reach. If failure to provide the information could subject

the' individual to loss of a government benefit. the extent of such loss

should be indicated. If there is no adverse effect on the individual for
failure to comply with any or all of the request, that imformation

should also be noted. o . : .

Section (e) (2) encompasses the public notice required to he made
by each agency. The intent of this section is to ensure that the essen-
tial characteristics of all information systems covered by this Act are
known to the public. The existence and charcter of each system,
whether or not exempt from other requirements of this :\et. must he
published in_the Federal Register as requived by this section.  _

Under section (e) (2) () the name and location of each system nmst
be publishedl. If a syvstem is located in more than one place. each loca-
tion must be listed. Under section (e) (2) (B) the eategories of indi-
viiluals whose records are maintained in the svstem must be listed. The
purpose of this requirement is to enable an individual to determine
if information on him might be in such systeni. The description of the
vaterories should therefore be clearly stated in non:techmeal terms
understandable to  individuals® unfamiliar with data. collection
techniques. :

\
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Under section (e) (2) (C) the categories of records maintainel
should be listed in a-manner similar to » that of (e)(2)(B) so0 as ade-
quately to inform m(hudu.lle unfamiliar with data (‘nllm tion as to
the kmds of records held in the system. The listing of “routine pur-
poses’ under (e) (2) (D) should include all uses to “Wwhich the reconds
will be put in the normal course of business. Transfer of a record for
any use which is not- pnl)hshe‘l under this subsection will require a
request by or prior written'consent of ‘the indivildual to. whom 'the
record l)(‘l't.lllh as prov ided under Sa2a(b).. .

* Section (e) (2) (FYand (F) requires the agene s .nlmm.m-!\ to in-
form the piblic as to the policies zoverning the physical eustady and
protéction of the record systems: andl to :ulnw the public of the ageney
oilicial who is- n-~pnn~|l»h' for the maintenanee of the svstem,

The provisions of section (e)2) (Gy and (1) may le satistiod by
publication of the applicable rules made under 552a(f). :

In reference to the réquirement in (o)(.i) relating to "tllll(‘llll('~~ .
the Committer intends this worl to mean that a record was fin wly at’
the point: when the determination by the agency abont the. individual
was:ictually made.

Section (e) (1) prohibits the maintenanee nf any rm-ou] nmlor. thh
Act which concerns the political or religious, beliefsor activitics of any

_individual as defined by this Aet unless the individual authorizes the
maintenance of such recorid or unless the maintenance of sne ht record
is expressly amhol ized by statute.

AGENCY RULES

U mlor section 352a(f) each :wonc\’ must establish rules ln which
indlividuals may be apprised of information about them in ln-ur(l Sys-
tems and by which sue h uulnulu.lls may challenge inaceuracies in
those records. '

The rules pequired under (£) (1) tllmu-vh (5) must e plum.llvr.ltul
in accordance with the prov isions of 5 US.C. seetion 50,

Under section () (1) the ageney is I‘l‘!llllll'tl to establish procediires
whereby upon the request of an individual. the agéney must notify him
if the sy=tem which he names does or dovs not contain a record pm- _
taining to him.

1 ncl(-r seetion. () (2) each ageney must pmmnlt_'nh- rules l»\ which -
an_individual secking aceess to hix fecords ean safticiently dentify
himself as the individual named in the record. Such identification
should if possible he made in person by the individual seeking aceess
to his record. However, agencies should make efforts to ensure that
individuals who are unable to appear at a designated location ¢an

satisfy fdentitication requirements by other means. :

Undet (£) (3) each ageney must establizh procedures for dise I(Mn",_ ,
pertinent reconls or mfmm.mnn to individuals upon request, 1 a -
record contains information about more than one individual or con-
tains other data not pertaining to the individual requestine the record,
. only the information pertaining to thv requesting individual must ln-
“disclosed.

If. in the ]udwment of the agency, the transmission of medic -nl in-
formation directly to a requesting ‘individual could have an adverse
effect upon such mdwulnal the rulo» \\huh the : ageney pmmnl,«_':ntes
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should provide means whereby an iiudividual who would be adrersely
affected by receipt of such data may be apprised of it in a’ manner
which would not cause such adverse eflects. An example of a rule
serving such purpose wonld be transmission to a doctor named by the
requesting im&i\'idual. o '

Under section (f)(4) each ageney must establish rules by which
an individual seeking to amend his record may haie the request re-
“viewed and if denied aninitil review may appeal such denial. -

This section additionally authorizes ageney hedds to promulgate -
such other rules as will enable individuals to enforce fully their rights
under thisAct. o . : _

Section (f) (5) authorizes the establishment of copying-fees at the
discretion of the agency. IHowever, an agency may not charge the in-
dividual for time-spent in searching for requested records or for time
spent in reviewing records to determine if they fali within the dis-
closure requirements of the Act. _ C

Finally, section (f) requires the publication of.an annual compila-
tion of all regulations prommlgated-by all agencies pursuant to this
section. , : . :

The Office of the Federal Register is résponsible for publication of
this compilation and is directed to publish it in a form readily avail-
able to the public at low cost. ' S

CIVIL REMEDIES

The section anthorizing eivil actions by individuals is designed to
assure that any individual who has been refused lawful access to his

" record or information about him in a record. or has other-vise-been

_injured by an ageney action which was basel-upon = anproperly
© eonstituted record. will have a remedy in the Federal District courts.

Actions may be brought if the agency refuses lawful aceess npon
reitest of an iedivideal, Xncaction’alzo lies if the ageney makes an

. adverse determination based upon a record which is inaccurate, un-

timely. or incomplete. However, in order to sustain such action, the -
individual mnust demonstrate the causal relationship between the ad-
verse determination anid the incompleteness, inaceuracy, irrelevance or

o1 3, SITL L .

untimeliness of the recond. iditionally, an action vill lie for the fail-
ure of the ageney to comply with any other section of this law when
sueh  nov-complianee has an adverse effect upon the agerieved
individual. ' : . :

The court may enjoin an agency from withholding records which do
~ not fall within the exemptions set forth in sections 5i2a(j) or (k).

The court is vequipad to determine such matters de noro and the bur-
den of proof is upon the ageney to sustain the exemption. - -

Reasonable attorney fees and costs may be assessed against the gov-
ernmént in any case where the plaintiff substantially-prevails. Tt is
intended that such award of fees not be automatic. but mther, that the
court= vonsider the eriteria as delineated in the existing body of law
invertiing theiwant ‘of fees, Towever, when an action is bronght
Cunder section () (1) (BY or (C) and when the agency has heen ad-
jiidged to have neted in a manner which was willful, arbitrary. or

'

COHL Rept, 9321 8106= -3
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caprieious, the government shall be liable for reasonable attorney fees
and costs. :

In addition to the award of fees and costs, the United States is liable

for actual damages resulting from the willful, arbitrary, or capricious

action of an ageney ina suit brought under section () (1) (B) or (C).

Venue lies in the district where the complainant resides or has his
place of business, where the agency records are situated, or in the Dis-
trict of Columbia. The statute of limitations is two years from the date
upon which the cause of action arises, except for cases in which the
agency has materially or willfully niisrepresented a~v information re-
quired to be disclosed and when such misrepresentation is material to
the liability of the agency. In such cases the statute of limitations is
two years from the date of discovery by the indicidual of the mis-

“representation. : :
RIGHTS OF LEGAL GUARDIANS

Section (h) provides that the parent of nxy minor. or the legal .

guandian of any individual who has been declared to be incompetent
due to physical or mental incapacity or age by a court of competent
jurisdiction may act on behalf of such individual with respect to his
rights under this law. -

: CRIMINAL PENALTIES -

Any oflicer or emplovee of the United States who has access to or

~ possession of a record the disclosure of which is prohibited by the Act

or by the rules made pursuant to this act and who knowingly discloses
such information to a person or agency not entitled to receive such in-
formation is liable for a fine of not more than &5,000.

Any person who knowingly and willfully obtains a record concern-
ing an individual from any ageney umder false pretenses is lable for a
fine of not more than $5,000. '

GENERAL EXEMPTIONS

Sevtion 552a0j) wonld permit the head of any ageney to exempt
certain systems of records within his agency from virtually all the
reirements of the legislation, Only reconls maintained by the Cen-
tral Intelligenee Ageney and erinne] justice records could be so ex-
empted. Even they would be subjet th the rjiirements relating to
conditions of disclosure (section Z32a(i)) and publication of notice

of the existenve and eharacter of each system of records (section 552a

te) 2y 0\ through (F)). '

“T'he Conunittes believes that sueh a hroad examination is ‘n-ru'lisSilnlc- '

for these two types of peeortds hecanse they contain particularly sensi-

tive information. C.LAL files way inclnde the most ilelicate informa-

tion rewarding national security. Criminal justioe reéords are so
different in use from other kinds of records that their disclosure should
e coverned by separate legislation,

The Comuition has made certain, lowever, that a notice of the exist-
ence and chapeter of these <vstems of records must be published at.

least annually in the Federal I0ogister, We believe that the government
should maintain no seeret svstem of recoirk: abont its owneeitizens, We
Lave alzo made =ure that systems may be esempted from certain re-
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7 ‘.

quirements of the bill only after the head of an agency promulgates
rules which are open to public comment before they become effective.
By this means. p-ople will be afforded an opportunity to make their
views on proposid exemptions known to the appropriate agencies, and
azeneies will be able to niodify their decisions taking those views into
acvount. o : : :

- The Committee also wishes to stress that this section is not intended
to require the C.1.A. and eriminal justice agencies to withhold all their
personal records from the individuals to whom they: pertain. We urge
thase agencies to keep open whatever files are presently open and to
make available in the future whatever files ean be made available with-
out clearly ii:fringing on the ability of the agercies to fulfill their
misslons. '

SPECIFIC EXEMPTIONS -

Section 352a (k) would permit the head of any agency to exempt

" certain systems of records within his ageney from some of the require-

ments of the legisiation, The requirements from which these systems

could be exempted are primarily those dealing with access by indi-

viduals te records abont themselves. Only four eategories of systems of
records could be so excluded s '

1. Information eclassitied in the interest of mational defense or
foreign policy; O " ' ' :

2. Investigatory material compiled for law enforcement purposes.
except for information that is contained in criminal justice records
twhich are subject to section 5227 (3)) and information that is open

_to publie inspection under sect’: .. 2532 of this title, (the Freedom of

Information \ct): _ _ _ L

3. Seceret Serviee fitee 90,7500 inconneetion with providing pro-
tvtive services to the I-~¢ -t v.r other individuals: and '

. 4. Reconlds required i - 00t to be maintained and unsed solely as
statistical resexarch or LUl RIETY STENN reconds,

Sound reasons of public peficy justify exempting each of these
eroups of records from individual aceess, ' .

1. In some cases, disclosure of classitied information, even to the
person to whom it pertains. could damage the national defense or
foreigm policy. for the information. woulid no longer be subject to all

" the security controls it is properly subject to as classified matter,

2. Individinl aovess to evitain law enforcement files could impair .
investigations, particularly those which invelve complex and con-
tinnine patterns of hehavior, Tt could alert subjects of investigntions
that their activities .are heing serutinized, and thus allow them time
to take measures to prevenr detection of illeanl action or eseape
prosecuton, o : . ‘ : Co-
3. Aeiess to Seeret Serviee intellizence files on certain individuals
wonld viriate & eritiee] part of Secret Service work which was specif-
ially reomimended by the. Warren Commission that investigated the
assasdination of President Kennedy and funded by Congress.
~ 4. Disclosure of statistieal records in most instanees wonld not pro-
“vide any berefit to anvone, for these reeords do not have a direct
effect on anyv _given individnal: it wonld. however. interfere with a
lazritimate. Congressionallv-sanctioned activity. '
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As with systems of records which are exempted from virtually all
requireinents of the legislation by section 3i2a(j). the systems of
records. deséribed in section (k) may be exempted from requirements

“only ‘after the head of an agency promulgates rules which are open
to public comment before they become effective. Also as with section
(i) reconls. the Commitiee urges agencies maintaining section (k)
recoids to open those documents to the individuals named in them inso-
far as such action woulill not impair tlie proper functioning of the .
agenecies. : . oo o g

. ARCHIVAL RECORDS . S .

Section 332ail) preseribes special provisions. for records which
are under the enstady or control of the National Arehives and Records
Service, i constituent ageney of the General Serviees Administration.

Parngraph (1) of this section deals with agency records -aceepted
by the Administrator of General Services for storage, processing. and:

serviving which are now heing providéd by Federal Records Centers.
These records are under the control of the agencies which deposited
them: the National Archives and Reconls Service merely has custody
of them while it i providing storagze in Records Centers. onsequently.
- the paragraph states that these records shall, for the purposes of this

section. be considered to be maintained by the ageney which deposited - -

“them and shall be subiject to the provisions of this section. The Admin-
istrator of General Services shall not disclose any of these records
“except to the agency which maintains them or pursuant to rules
* exiablished hiy that-ageney. ' _ ' : ;
 Paragraphs (2) and (3) deal with ageney records pertaining to
identifiable individuals which are transferred to.the National Archives
itself ns records which have sufficient historical or other value to war-
rant their continued preservation by the United States Government.
These records are under the actual control of the Archives: conse-
quently. thev shall. for the purposes of this section, be considered to
be maintained by that agency. - _ S
Under paragraph (2). records which were transferred to the
Archives prior-to the effective date of this section shall not he subject
to the provisions of the legislation. The Committer has written this
exclusionary statement irito the bill heeause it feels that requiring the
Archives to reoruanize laree quantities of documents which are being
used ‘only for historicilpurpeses wonld be expensive and . wonld -aid -
no one, - : .
Under paragraph (3). reeonls whicare transferred to the Arehives
aiter the effective date shall be sutiée: to most of the provisions of the .

‘hill. Sinee the recorids <onld already have heen organized in eon- -

~formity with the neifements of this seetion by the agency transfer- .

ring-them to the Archives, maintaining them in continued conformity .-
Cweith this L wonhd not reguire any special effort. Permitting access
to the record< by individnals named in them wonll al:o be reason-
able if aceess had Feen permitted by the ageney which transferred the
recordste the A rehives—( Insofar as a record could have heen exempted
from aecess under soetion 332a(i) or (k) bhefore its transfer to the:
Archivessit conld of canrse be similarly exempted after transfer by
the Arelivist of the United States,) .
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Records under the control of the Archives wonld not, however. be
subject. to the provisions of this law which permir changves in docu-
ments at the request of the individual nanied in them. A basic ar-
chival rule holds that archivists may not remove or amend informa-
tion_in any records placed in their eustody, The principle of main-
taining the integrity of records i< vonsidersd one of the most important
riles of professional conduct. It is important. becanse historians quite
properly want to learn the true copdition of past government resords
when deing research: they frequently find the fact that a record was
iniarcenrate 15 at least as important as the fact that a record was ae-
curate, ' -

The Committee beliéves that this rule is eminently reasonable and
should not be breached even in the ease of individually identitiable
records. Onee’ those documents are given to the Arehives, they are
no longer used to make any determination about any mdividual, so
- -amendient of them would not aid anyone. Furthermore, the Archives
has no way of knowing the true staté of vontested information. sipee
it does not administer the program for which the data was collectid ;
it cannot make judgments as to whether records should be altered.

ANNUAL  REPURT

- Section (m) provides that the President shall submit to the Speaker
of the Honse of Representatives and the President of the Senate, by
June 30 of each ealendar.year, a. consolidated veport. separately list-
ine for each’ Federal ageney the number of records contained in any
svstem of records that were exempted from the operative provisiods
of this law under the terms of section (§) or (k). Also to be ineluded
_in the annual report would be the reasons for such exemptions and -
- other. information indieating efforts to comply with the law. It is
hoped that all such-information would be made public. Tf. however.
the nature of any such exemption requires a- seenrity classifieation
marking. it shoull be placed in a separate part of the report so as not
_ toaffect the remainder of the annual report.

TECTINTCAL CHANGES
. Section 4 of the bill makes lmloss:u-.\'-ri'\'i;inns of the chapter listing
of chapter 5. title 5. United States Code to add this new section 552
—*Records about individuals™. ' . -

EFFECTIVE DATE

Section 5 of the bill provides that it hecome effective 'on the 1S0th
day following the date of enactinent. : '

- Cost EstiyvaTe

- In'compliance with clause 7T of rule XTIT of the House of Repre-
sentatives. the following statement. is made relative to the cost which
‘might be incurred: in implementing thi<hill. = ! :

The Office of Management and Budget (OMB) estimates the annual

cost of implementing this bill as between 3200 million to {30 million o

!
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~ a vear. with a one-time “start-up” cost of $100 million. Thus. the five-
year esti-mate would ranige from £1.1 billion to 21.6 billion.

Howexer, OMB madle it clear that its estimates cannot have a higher
degree of precision because of many imponderables. including possible
savings off-sets. These problems were described in a letter from Mr.
Robert I, Marik. Associate Director of OMB for Management amd
Operations. o copy of which may be found iu the appendix of this
report. . . . ' :

In the circumstances. the Committee concurs in the estimate of the
Office. of Management. anid Budget. The Committee 2lso notes the
Administration has ecirenlated a proposed Exeentive order in the
various agencies of the Government to carry out the objectives ef this
legislation. That Exccutive order was designed to he issued in the event
Congress does not act. It is patternel very nnch after the House bill.
H.R. 16373, now before yon. The Office of Management and Budget
has stated the cost of implementing this proposed Executive order
“would be approximately the same as the House bill: So the cost factor.
appears to be virtually academic. Our Govérnment. subject to the
President’s final approval, intends to spend this money for this purpose
whether we act or not. However, this 1s a congressional responsibility.

’

AGEXNCY VIEWS

See letter from OMB and Civil Service Commission, dated Septem-
ber 18, 1974, to Chairman Holifield. : '

Exrcvtive Orricr oF TiE PRESIDENT,
Orrce oF Maxacemest axp Burmer.
: S Washington, D ctoher 2,100 .
Hon. WiLpiad S. Mooruean, 7 B
Chairman, Fm-'c-'-/'(m--/) )(’rllf;an.i_ and (GCorernment [nfln').'urh'up Nub-
committes . ( nmattee on Gorevnment () perativos, Homse of L p-
resentatives, Washington (. oo
Dear Me Cuantax: This letter is ‘intended to summarize our
“views with respect to ILR. 16335 which was recently ordersi to be
- rvported by the. Committee on Government Operations. . y
Since time does not permit u= to seek the view of all agencies cons
" eérned-we are unable 1o speak for them. However. we have noted that
this bill'is'in most respects consistent with earlier legizlative propo-ais
. which were reviewed with *ose agencies. RO .
We remain ~oncernel. however. that the hill does not exempt from
certain of its operntive provisions..personnel testing aml examination
“material and other perconnel seenrity and evaluation files, expecially
those containing in}nrmntinn gathered under a pledue of contiden-
tialitv. Permitting unrestricted individual access 1o such nwenlds
wouldl serionsly hamper agencies in evaluating the qualifieations and
- reliability of Federal civilian. military, and contractor personnel.
With the exception of these pravis im=.we fined the Bl to ke wen-
erally consistent with our views on thiz subject.
Sincerely. - .' : ‘
: ' onert IT. Marig.
Axsociate Divitur Jor Mowaocnicit wnd 0 peratios,
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T.S. Civin. Service CoyissioN.
_ Washington. D.C.. Sc ptember 18, 197 4.
Hon. Cuer HovtFiern, o . ,
_Chairman. Committee on Government Opciations, Iouse of Repre- . '
xentutires. Washinaton, D.C. o o S S
Drar M. Ciratriay : The Civil Service Commission strongly nrges
that the Committee restore to HL.R. 16373 exemptions which will en-
able the Commission to continue efficiently to carry ont its responsi-
bilities with respect to Federal employee management. The exeniptions
“were in paragraphs. (4) and (3) ‘of the proposed section 552a(j) to
title 3. United States Code, as added by section 3 of ILR. 16333, As
introduced. these provisions would have exempted from the disclosure |
and access-to-records provisions of the legislation: :
(4) Investigatory material maintained for the purpose of de-
" termining initial or continued eligibility or qualification for Fed-
eial employment. military service. Federal contracts. or access to-
classified information:or :
(5} Material used for appointment. employment, or promotion
in the Federal service. i _ S
The latter item whilé very broad was intended principally to pro-
tect materinls nsed in eivii service examinations. S
With respeet to investizative material, the Commission is authorized
. and directed. pursuant to 5 1S.C. 3501 and 3302, to examine into the-
“character and fitness of civil service applicants in order to determine
their relative suitability for employment. These suitability determi-
nativas are essential to the maintenance of 2 high-caliber work force
hecanse they insire that from the standpoint. of character and in-
tegrity. as well as of qualifications. we select the very best applicants
" for Giovernment employment. , ' ) _
Our long experience in investigations indicates that those who give
witness to the qualifications and integrity of others are ordinarily
far more candid when the information is given nnder pledaze of confi-
Jonew than they are when they presumably are speaking for publica-
tion. And this experience is borne out whether the person who reports
to us is a former employer, an associate. or a neighbor. Without an
exemption similar to that stated in subsection (4) quoted above. we .

could not maintain the confidentiality of the information we recetve or
of its sources. with the result that we conld not effectively perform the
full reach: of our-statutory functions. In a word. we conld not give
‘adeemate assurance that persons employed were in fact qualified from
the standpoint of either competence or integrity. :

~ With respect to esamining material, the Commission must maintain
_ the integrity of the conipetitive process which plays such an impor-
tant part in the staffing of the competitive service. Obviously. in de-
terminine the relative ability of competitors for Federal positions. the
Commission must use an examining process which is serupulously iair
10 all who are concernesl. If test questions and rating information is

made nvailable to the persons to whom they pertain. the Commission -

will i unable to control the dissemination of such information to
others. Applicants. by learning the eorrect answers to the questions.
conld use the information to compromise the fairness of the entire test-
ing system. and reduce to a shambles the open competitive examining
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system we have worked so hanl to establish. In order to protect our ex-
aminations from comproniise, particularly when we use written tests,
we eiirrently follow procedures in which we compose tests of differing
series of similar questions and this serambling technique barely keeps
Sus dhetnd of these who would exploit our tests for perional or com-
mercial gain. Without an exemption for materials used'in the examin-
ing process, we conld not clofom\ our tests against compromise. Inaddi-
tion. if the names anil ratings of other applicants must be revealed to
any requesting applicant, questions arise as to whether or hot the
nghts of privacy of these other applicants have been violated.

- - We also believe that medieal records of employees and applicants - .
should not be generally available, even to the ap‘glicnnt or employee, .

when this information could be harmful to him. Our regulations pro-

vide for release. of this information to the person requesting it only
throngh a doctor of his choice. We believe that this procedure shonld |

be maintained:

. Time has permitted only a brief diseussion of the problems we an- .
ticipate if Commission operations, particularly those diseussed alove, -

are not exempted from thie provisions of the hill. We strongly urge
that the Committee consider the impact of the inclusion of all the
records maintained by the Civil Service Commission in the. disclosure

_and access provisions of this bill. We recommend that the Comunittee’

restore exemptions for the Comniission. and for the military depart-
‘ments,” which we understand have similar problems. We ‘offer the
following language to provide minimum jrotections for our
operations: ‘ : o " .
*(4) Investigatory :dand examining material maintained for the
purpose of determining initial or continued eligibility or quali-
Afieation for . : '
*(\) Federal employment,
“(B) military service,
“(C). employment under Federal contracts.
- (D) accesstoclassified information: or . _
“(5) medical information concerning a mental or other condi-
. tion of a Federal employee or applicant for Federal einploynient
of such a nature that a prudent physiciin would hesitate to inform
the person suffering from the condition of its exact nature and
probable outcoine, except that this information will be disclosed
to a licensed physician. designated in writing by the individual
for that purpose.” =~ '
We believe that exemptions such as those stated ilmmediately above
will enable the Commission to continue té earry out its responisibilities
for maintaining a superior Federal work force. We recognize our ob-
ligation to furnish to Federal employees and applicants: for employ-
“ment all information possible concerning them consistent with these
-responsibilities. , - : ' :
By Direction of the Commission: =~ .
"~ Sincerely yvours, : .
' _ . -~ __Roserr E. Haxrrox,
o - o ' Chairman.
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. SECTION-BY-SECTION ANALYSIS.

The findings of the bill state that individual privacy is affected by
the collection, maintenance and use of individually identitiable data
by the Federal Government and that control of such systems of data
is necessary to insure privacy. e . C

The purpase of the act is to provile safeguanlds for the collection
aml use of such records, identify record systemis, provide reasonable
acoess by individuals to their records, and provide civil remedies for
violations of its provisions. ' R o

Section (a) defines various terms used for the purposes of this act.

Section '(b) prohibits dissemination of reconds outside the agency
except when requested or permitted with prior written consent by the
affected individual. Other exceptions are when it is used for a legiti-
‘mate routine purpose detined under formal rulemaking: submitted to
“another governmental unit for a law enforcement activity authorized
by statute upon written request: to the Census Bureau for activities
pursuant to title 13, U.N.C.: for statistical nse when provided in a
non-individually identifiable form: pursuant to a showing of a com-
pelling circumstance affecting the individual’s health or safety and
then only upon transmittal of notice to the individual; -when trans-
ferred to the National Archives or provided to Congress.

Section (¢) requires an acvurate accounting of the fact and nature
of any dissemination of:a record. which accounting shall be retained
for tive years and be made avaifable upon request to the atfected indi-
vidual. This section also veyquires that an-ageney inform others about
any correction or notation of dispute disclosed to another agenc
within two vears preceding the making of such correction on a record.

Nection () requires an ageney to grant aceess by an individual to
his records for inspection amd/or copying: permits individuals to re-
quest correction of records. and provides for an interagency review
of refusals to correct upon request. This section also permits an indi-
vidual to file c-om-i.s«- statement setting fortli his reasons for disagree-

ing with an ageney’s refusal to amemd the reconl. requires the agency

~to clearly note the disputwld portion of the record, and permits the
agency toinelude a rebuttal statement.

Section () enumerates ageney requirements to inform individuals -
of their rights when supplying information and also requires annual
publication in the Federal Register by cach ageney which maintains
a record system the nane amd loeation of each system: the category
of persons and revords maintained in each system: use policies of
each ageney and the title and bisiness adidress of the person respon-

~ sible forsuch svsten.

It =1s0 prohibits any Federal ageney from maintaining any record
converning-the political or religious belief or activity on any indi-
vidual unless expiva-ly authorized by statute or the individual himself.

Seetion ) also states that each ageney shall-under-the Adminis-
trative Procedure et set viles providing foraceess to repuested ree-
ords: deseribe routine use=. of maintained -revords: establish proce-

I, Rept. 93-1416——4
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~dures for amending records and keeping them in a timely, relevant
and securate’ fashion: establish procedures for diselosing medical
records to individuals: and may set fees for providing eopies of re-
-quested records” except: that no fees shall be charged for search or -
review of records. o . ’ '

Seetion (g) provides a civil remedy for individuals who have been
-denied access to their records; or whose records have been kept or used
‘in contravention of the requirements of the act and an adverse effect

results. Suit may be brought in a:district where the complainant re-
sides. does business.: where the reconls zre loeated. or in the Distriet
of Columbia. The complainant may recover actual damages and costs
and attorney fees if the agencies’ infraction was willZul, arbitrazy. or
capricious. - S . :

Nection (h) provides that for the purposes of subsections relating.
to disclosure. aceess or ¢ivil remedies, 2 minor or an adjudged incon-
- petent may be represented by his lezal guardian.

Section” (1) makes unlawful possession of or disclosure of individ-
“mally identifiable .information by a government employee punishable
by a fine not to exceed £5.000 and also provides that any person who
_requests or obtains such a reconl by false pretenses is subject to a fine
not to exceed $5.000, o T

Section (j) states that except as to certain agency conditions of dis:
closure and requirements, records determined under formal rule-
making maintained by the CIA and records maintained’ for law en-
forcenient purposes are exempt from the provisions of the act.

Seetion (k) permits an ageney head to’excmpt any record or svatem
of records through formal rulemaking from . the provisions of sub-
sections relating to disclosure, accounting availability, access avail-
ability. and certain agency rules: records which are elassified: are
maintained for Seeret Serviee protective purposes: or required by
statute: to be maintained solely for statistieal reporting or rescarch
purposes. ' ' s
~ Section. (1) provides. among other things, that records.accepted by

the Natinnai Archives under section 3103 of title 44, U.S.C. shall be
* . considered for the purposes of tizis act to be maintained by the deposit-
ing azeney. C o o ,

Section (m) provides for an annual report by the Presicdent lizting
the number of records contained in any systein of records excmpted
undesr sections (i) and (j) and reasons-for such exemptions.

Section 6 sots'the effective date of the act at 180 days after enact-
ment except for section (f), whicl becomes effective on the (tate of
enactent, o

Cuaxces 1x Extstiza Law Mavg sy Tue Bir, as Reporrep

In compliance with clanse 3 of Rule X1IT of the Rules of the Honse'
of Representatives, changes in existing law made by the bill, as re-
ported. are shown as, follows (existing law proposed to be omitted
1s enclosed in black brackets. new matter is printed in italics, existing -
law in which no change is proposed is shown' in roman) : -
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TITLE 3, UNITED STATES CODE-
.. .‘.' _-a..'-' -lt . .
C u.wn:n .)-—Au\n\ ISTRATIVE I’RUCLDL RE
_ st.ncum J—GENERAL PROVISIONS -
Administrative practlce general provisions.

Advertising practice: restrictions.
Adrmninistrative practice; Reserves and National Gu.mlsmen.

503. Witness fees and allowances,

SUBCHAPTER II—ADMINISTRATIVE PROCEDURE

sm- ' '

§31. Definitions. - )

552. Iublic information; ngenc) rules.' opinions, orders, records, and

proceedings. . . Lo
52a. Records about individuals.
553. Rule making.

553¢. Adjudications.

§35. Ancillary matters.

556. Hearings; presiding employees; powers and dutles burden . of proof;
: ' evidence ; record as hasis of decision. .
. 557, Initial decisions; conclusiveness; review by agency. submlssxons by

parties ; coatents of decisions ; record.

508, Impmmon of =anctions: determlnation of applications for licensee; sus-

pension. revocation. al expiration of leensesx,

o0 Effect on other laws : effect of sithsesquent statute.

. SUBCIHAPTER TI—ADMINISTRATIVE COXFERENCK. OF THE UNITED STATES
" Sk, T ‘ , : . :

71. Purpose.

Detinitions.

"573.  Administrative ¢ unference ot the United Stntes

574. DPowers and duties of the Conference.

535. Orgunization of the Cunference.

578, \ppmprl:nions

Svecnarrer I--GeExEriL Provisions.
. . I * * . T | s

StrcHAPTER IT—ADMINISTRATIVE PRrocEDTRE

* . . . ) s .

§ 952a. Records mamtmned on 11ulu°uluals
(@) Dertsitioss.—For purposex of this vection—

1 ) the term “agenc Y~ means agenc _/ as defined in section 352 2(e)
of this title;

(2) the term “indi rulm:/" ‘neans a r-m-rn of the I'nited States
oran alien lascfully admitted for permanent residence;

(3) the term: "m:mahnn “inciudes mmnfa:r coIIect use; or
~ disseminate;

(4) the term “record™ means an y (olle'rhon or grouping of in-
formaution u’mnt aw individual that ix jrintained by an ageney
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and that contains his name, or the identify/ng nimber, symbol, or
other identifying particulur ussigned to the indiridudl: - -
 (3) the term “system of records”™ means @ group of any records
under the control of any agency from whick iuformatioa is re-
“tricved by the mame of the individual or by some identifying
number, symbol, or other identifying particular uxsigned to the:
individual; and _ ' , . -
(6) the te ue “statistical research or reporting record” means a
record in @ system of vecords maintained for statistical research
or reporting purposes only and not used .in whole or in -part in
. making any determination about an identifable individwal, ex-
cept as provided by section 8 of title 13. s
(b) Coxpirioxs of DiscLoscre.—No ageney shall disclose any record
which is contained in a system of records by any means of communi-
cation to any person. or to wnother uyeacy, except pursuant to a icrit-
ten request by, or with the prior irritten consent of. the indivilual te
whom the record pertains, unless discloxure of the record would be— .
(1) to those officers and employeex of the ayency which nain-
taing the record who have a need forthe record in the perjormance
of theirdutics; - o : )
(2) for a routine uxe described in any rule promulyated under
- subsection (¢) (2)\1?) of this seciion: , ' '
(2) to'the Burean of .the Census for purposes of planuning or
carrying out a cenxus or surrcy or related acticity pursuant to the
provisionsof title 13: . ' o :
{5) to @ recipicnt who hax prorided the waviwcy with adveance
adequate written assupnnce that the vecord will be used xolely ax a
statistical vesearch or veporting .recovd. und the vecord is to be
trunsferved in.a form thi? is not indicidually identifiable;:.
(5) to the National Archires of the United States:.us a record
which has sufficient historical ov otter ralue to wrarrant its con-
. . tinned presercdation by the I'nitcd States (Government, or for
evaluation by the Administrator of General Services or his desig-- .
" nee to detérmine whether the rvecord has such valve: )
(#) to another agency.or to an iustruentality of any gorern- -
mental jurisdiction within or under the control of the United
Stiates for it la:r enforcemwent activity iy the activity isanthorized
by.lwe. and if the head of the ageney or instrumentality has made
warritten requext to the ageney which maintaing the record specify-
ing the partienlar portion desirved and the law enforcement
activity forohich the record iz sought ; : -
(7)) pursuant to ashowing of com pelling circumstances agecting
the health or xafety of anindividual, if upon the disclosure noti-
firution is transmitted to the lust knowrn address of the Jud: id-
u:l, s or . ! .
(8) to either ITousze of Congress. or. to the extent of matter

within ita juvisdietion. any sommittee or subeommittee therenf. = =

or any joint committee of Congiess or subeammittee of amy such
joint committer, . T . oo

(@) Accorxtine o Ceeraxy Discrostrrs—Fach ayeney, with

respect 1o cack systeir of records under its rm,ah-ol. <hall— o
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(1) except for disclusures made under subscction (b)Y (1} of.
: this section or disilosires to the public from records awrlich by
' luie or requlation are open to public ingpection or copying, keep
an accurale accounting of— S -
... () the dute, nafure, and purpose of each disclosure of a
~recond to ainy person or to another agency made wnder sub-
- xcetion (b) of this section s and
() the vame aind address of the person or agency to irhom
the diselositre is male: - ' '

(2) retuin the acconnting made undei paragraph (1) of this

swhsection for at least fiee years after the disclosure for which
the accounting i mode . '
(3) except for disclosurcs wade under subsection (1) (6) of
this section, make the accounting made under paragraph (1) of
this subsection availible to the individual named in the record
at his request; and : . ' y
(4) énform any person or other agency about_any corrcction
or notation of dispute made by the agency in aceordance with
wubscetion (d).of this seetion of any recond that has bren dis-
“elosed to the person. or ageney acithin tiro years preceding the
: inaking of the correction of the record of the indiridual, cxcept
- - that this paragraph shall not apply to any record that iraz dis-
closed prior to i e cotire date of this seetion or for which no
“accounting of the disclosure ix required. -

(d) Access 1o Recorps—Euack ageney that maintainx a system of

records shall— : o
(1) ugon vequest by any individudl to gain access fo his record
or to any information peituining to him which iz contaived in the
system, permit him to veview the record and hare w copy made
of o1l or any poition thereof in a form com prehensible to him :
(2) pevwit the individual to request, amendmeit of « record
pertaining to him oud either— '

(Y wekee iy correction of any porition thereof which the .,

sndividuil belicres ix pot aciurete, relerant, timely, or. com-
pletesor - . :
" (B) promptlyinform the-indicidual of its refusal to amend
the peeord in aceordance 1with ix vequest, the reaxon for the
" pefusal the proceduees extubliched by the aqeney for the in-
dividual to vequest aicricwr by the uigeney of thut wefusol.and

the iwnmi aid business address of the afficicl within the agency

. do whom the vequest Forvevicir ety he taeken
(3) permit any individual r=ho-doxagrees with-the yefusal of
the ‘ngeney to wmmend his record to roquest ievier of the refusal

hy the offcidl nened Ji aceordunce arith poragreph (2) (1) of

s subs etion 2 and if. after thi verior, that oficiol also refuxes to
o amend the pecord in oceapdanee aeith the vequest: peviait the in-
dividudl to file with the ageney o concize statement setting forth

the: veusons for his disagrecment rith the vejusal of the ey

and o : . .
(4) 7a any diselosure, containing information about which the
individual his filed a statément of disagreément, ocenering after
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the ﬁ’h:y o_f Fhe stirteuss gt ander qu-ny,-ul;/: (-7) n.f thix subxeetion.,
el .-.lr/!/ nole i’n_l/ /Hn'h.ll;p u_f.flu’ rm-nrn' nr,:';l',o - I,;.\IIII’I‘I, lllll,. ern'n
vospuest, provids copies of the staicment and  if the ugeney dvrms
ot u/l/u'upr;uh . l'nll;o’.! u_f ot coneine slateept u.f the reasons nf the
e ey "fu'r not muk;"!/.l/u- -nnrudinrnf.v N'o/lll'xh’l/. to Jrisnnx-or

olhe r 0_4/:'::7':"‘.' to :rfm'm the l”xluh‘ﬁa/ gveorsel hoox heo s dixelusd.,

) Neexey Reqriresests.—Fach agency that maintains a xy<tem

of vevords shall— , B . :

S () infocm each Dedivilua whiom ot aashes to s pply information,
on the I'u_;'n} welivh it uses toeollvct the ;h'l'urm'uf;:m o 0 it se gyt
fu,rm f]l4lf\l'llll he N’.‘:I;nl'l, ’t_I/ flu"_;lu.’;".'.l/l'hl/—— ’

’ (.Y which Foederal statule oy cvopulutio-. of Y. requires

disclosnee of the information: ' : .

(B the Iu';m-;/ml JHUEPONE OF [P pses for which the ‘-
formation ix cntended to be used i ’ -
T) othor purposes for whoeki the Juformation mey he
uxed. ox ,n:/;/i.yhul .Inlrxrl::.'nf. lo lnl;u:y,.://»/: (D) of thix
suhsection : und ' .

(D) the effects on hine, ;r any. hf rol /u'ln';l,;n_l/ ol vr vy
part of the requested Jnformation: :

- - (2) pubdish in the Federul Registe i aut laxt avnually a notice
of the eristence und character of the systew of records, which
posteve xhall sneluede — . o .

) the vame and lorution of the xystem

(B3 the cateqories of indiviluals on wrhom records are
nr-tintained in the system ' . )

() the eateqories ‘of records meintained in the system:

(17} eurh rontine purpose for which the vecords contuined
in the systén are uxed or intended to he nsed, ineluding the
cateqories of uxees of the recordx for each such purpose:

(£ the Im];r;:':_t i ,D'I'lll";lfx of the agency rr_qun/;ny'
storage. vetvic rability, wecess controls, retention, and disjpoxedd
of the vecords; o .

- AF) the 2itle and husiness oaddpess o'i the ey offfe-sed],
who is responxible for the syxtem of wronlse '

(45 the ageney procedures wheveby an individual cun he
notificd aut his voequest if the. system- of records conluins o
vecord pertuininyg to him e and o -

(1) the ageney procedures whecehy an individual con he
notified ut hox request how he voan qetw aceess 1o any record
prrtuining o him. contained in the system of recovils, aod
how be vitn condo st its content; _

(.2) .neentain all pecords whicl ap mwxed h.r/ the wegeney o inal-
cngg iny dote rmination abant any idicidual with sueh aceniuey,
velerance timelinexs, and com plete ness as ix reaxonably oSy
. to axsure Jairness to the individual iv the dotermivation s wnd
‘ : (DY maintain wo record concerniiq the political or veligians he:

Licf or activity of any indicidual, nnless orpircasly anthorized by
stutute vr byj the individual abont whom the record ix maintiined.

(). Asexey Roees.—In order to carry out the prorvisions of this
seetion. vack aqeney thiat maintaing a xystem of recoids xhall promnl-
‘ : gate rulex, in aecordiunce awith the requirements (including yenvrol
‘ ' noticw) of section 353 of thes title, whicl shall— ' o
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‘.I) ’ .«t':l.l;’;s/L ’n'uv'rl,fu'o'.- ;r,n Irln!/ Uy l’lfl;l"'!“":l’l 21 ’n ,.ul:‘n'- g,
0 e Nprarsame to /u..! ) a,uo-.w‘ 4] ‘i .v'_o’.-h"lu n_l' ,l'l'h.‘l.’l toidpaee 1/_ :",.:; Lie
;;::l;:-::luu.’ vtashitins o reeogf In'rf:l;n;l,_'/ &) /‘u'ln s i
12 ‘oly fiae yospauhic  Vires, I:I:Im'.v. e 'n‘vlll;l e vl s _.I'Mr
';i,"'ll’f-.i-’)'.l'!/ "oy I.Hll;l'l.lllhl, 'u'/u: l‘l'l/llo".!fl /n.v '.Q"O‘I'III'II " :"n_flu‘nnlf;:uo
lu'rh‘.;n:u_-[. to him beiore the wyency shall- syl the vevord 6
;n'furuullfuu :n'.'u'/u/:/o to f/u' ;lult.";l,llllf,' o

t.)) ak/al’;’_;x’: Jrrone e Iln f’u".ll;sr,h..-r:lrr 20 wn wdividanl -
", his ye yutest hj his vovord ur‘;n-fm'muf';im y rhh'n;ug/ Lo hine,
;,,i-’on,;n_q .-l»('l';u, !n'ul'l'l/lll.‘l. ;I clrrllu‘l, 'I)u-l‘l'umlr.l/.._ .].or f/u’ ol;;.
'l'/u.vulro les tips ;ul,l.o';t,lld"n_f e l,l‘l'll"’l'l rlul'l,.v. l.lu',l_lll;n.l_[ II-\.III"I([III'I/:-
el reenrds, ln';'hl;n;n_lf to -him: . ' L
(4Y rxtublixh o g s for rr;';r':r.'p_:/ o reguest .I'rnm iy in-
_l/l'm':/ml/ l'lun'rl'll;ll._l[ the wne sl ient of i cened or fn_fm'nuh‘;mo
' Iu-rhu'n;"y to the ;Iul;.";l,)hl_,_. _fur )m‘ll';n_q o ddetermoation on the
vequest, fop an appeal wcithin the agency of an initial adrerse
aqeney o terminativie - and for whitecer additional means the
heail of the ageney way decoe peccssary for each individual to
he able to vovreise fully hix rights wnder this seetion s and B
§-3) extublish feex to he charged. if any, to any individual for
makiiing vopicx of hix wveord, cecliding the cost of any e ch ;_f():'

wnd vcriewr of the record. ) .
The tiffice of the Federal I.'o'.qix?.‘r shedl avnually m)m]n'/o' ained pulilish
the eules promulgated wnder this subsection in @ form availuhle fo the

,nr’n,;c‘ ot loir cost. . : ' ‘ . -

(i) Civie REMepies.—Whenerer any ageney 43 réfuses to comply
with an indiriiluil regouest widds ¢ subxeetion (dYUDY of this sedtion,
(12) Fuils 2o quativtuin iy rovord concerning any sl vidual weith sueh
flv'r"l:.'clv:!'/. :"4"/:':'4”0(1’. f;m- ,;ni-xx.-auul l'n)‘,),p’t’fo")u‘x.! . ;x )n'-ra'.«.wn-” fo
assure fuiypexs in any, dete rimination relating to the qualifivatioes,
ehapraeter, r;_l//lf.*. or lll)'"lll"llll;’;l x n.f. or henetits to the snedi il vl
that way he notde v e ,ul.v;x“u_.f Phe veenond vond l'num"/nruf,.l[ it -
'[Ill-ll‘l,l.”ﬂ‘ ;_.v uull’r N",lljl"l o Illll'l'r.\o' te /.’u‘ lf)lll;i';lllllll. PITs ‘l, .I.a.';,-v e
-"Illnlp,” u-://p Yy othesr i""""-""."" n.]. thi« .\‘J""fl.l.ln_ Or vy raele Jron wl.
aitod therernpde v, 76 sueh o oy s to herve an ddverse oot o
Jndiwidual the iedividual oy bring a civil action aquainst the ey,
aivd the dixtrict conrtx of the T uited SNtates shall hare Jresidict ol
the matters wsides the p’}mr)’ﬁ:n‘.x u_f this Ruf;i.'rh'tm.. ) _ '

YR AW IR wust 7),1._::!1];! aunder the /u'm-;x;mm n_f subscetnn L)
(1) Uf thos xevtion, the conet wery :‘n','m'n l’u_- ageney _f,-mn..,/-.',‘!,.

Raldine the records and order the production ta the compliadioat of

st sy egepe g pecordx i proepe oy withheld fromw him. I xueh wcuse the
vsetst shall diterm e the piatter de nora, and way vrminine he sonm-
Pt 0__[' w1 i vy receopds ip e to l/:"h')'mg'm" iehother the records
Gty ,.'_”"ﬁ-'hfc’;,i I/u'/'a‘nf et s} Le srlth held syiede-» u)o.r/ of the e ::_t‘.'n‘/.u.u.v
xf .I.UI'/-"r"-;n' -‘Hl":s-’f'f';nn ('-';') or L) 0_]' i section, apd the Lasdezo I e
2he-sepneny Fo xustoain it ,("',.:m'.

N8 The vconrt piocy assens asgiripxt the T aited Statex ievisonahle '
attarney feox ind othe e Ltigation coxts veaxapably ivevreied in i
cose wnder this paragraph Jvoarhich the com plainant hax subxtantially

prevaded,

02y I oty wuit bronght ;:_;u/.-}'fr'm provivions of suhacetion () (1)

(2) anil ((°) of thix section in whieh the conet ”rferm:'nrg that the




g neif et f i sirzener wlich aeas ",'I.,/!.III;:I’l");r‘l'l’l'!,. or ""I""."‘.""""' :

tie Towited Statos shall be Liable to the indicidaad iw o amonnt ol

tor the suni of— . :
.1 we-tuel Juu'm_m's sustarned /:..'/ thee Juedicidsetl us ot vosult of

: a',li’lrrfu.wll o ol ol o o
(”) the costs l'.l'_f,lr wetion ,l'l_l/l"ll' rorith seusonchle atlorvey.

o Seasaxddctorw soeed by the vourt. _ -

(:/;) Ao wection o . h.f:u'rr ary /;:lh;f;f_ll ereated 'hn.’v'_l' this xeetion
wiorsg he bronoght fi the district conrl of the Poited States to the disteit
dnoehich h’u-.i::.-m/.-/u.',:unf resotles.or hos his lu-;m-,:/».rl I""'"'.' n_f [ATETHTREER
PRSP P/ the :.'_f/:".'u ”y corils wie woinsigtod. v i the [risteiet u_f {'0-
T, ivithorut pecseeid to the danontnt i el rord sy, within toro yrons
Fooin Lhe dite on irliioh the eonse n.f aitinm arises, 'J‘l‘l.'ll.' thet srive e
otpe a1t girlf Frerm noarte r:.t/.'” el ll‘;."l_f’l,’_l[ 'u;.-rt'lu'f'm-uh'r/ iy ;ﬁfnr"}.r;
I;uu. ;'c'rli:;;:o of vinder thix xo_-'rh.llu to he dixelosed to o sinedivid el A
the o'n_furunl_f;nn. x0 Il.o;-'*n'/n't w: pbodd 2% aietteradd to the extobilishment of
the /;uh;a';/_l/ u_f the: ayeney o the ;u:,;:';:l'.-f'-l/ uneler this seelinp, the
tatienns i b hrcataght at atny time within tico Yours u.fh';; discorery
by the Joddividual of the minpe presintal ion, -

C(h) Brents oF Lecat Grarpraxs.— For the purpeses of thes section, .

the In.'r'r):f'—(}_f unly lu;nnl'. (2 flu' ’4'.:[41, y_u:ln”:ln uf ulla.l/';ur.l;o';l]lhf’ u'/nf
hote heva deeliaced to b ;lu'unoln'h-nl due to /.D_/l!/x;r;ll or mental Ju-
r-:/.m-,'f_n/ 0 arege /r.o/ o vourt h_]' com pwlent jur.-'.wlirf."m). oy vt on | I
/urf.y' of i’:_)' sl ividul, ) : :

(1Y Crivivar Pesaltres-— \uy officir or empligce of the Uneted
Ntatee,wlio by civtue of hix eniployment o official poxition. has poxe e
Xt u_l'_ o weeess fo, iyt pel) n'r(n'u'.v‘ which conliain ;lu[l':';l,llu”_l[ selvpti-

puble infornettion the dixclosourve of which is prohibited by thes xection
o by rale s wr requliations extablixhed the rennder, ond iwho Lvoiring
thoat diselusare of the xpeeifie materinl is xso prohibited, wrill fully ois-
elorse s the qpartesial Do aiod liastiner Lo et df perxeon ar el wirl entit!od
bos veranei o2 xholl he ﬁm'o’ wtsl oy than .o.iﬂi![, : .
- (2) Any person who knowi'agly and willfully requests or obtqins
any record cuncerm'ﬂ_q an individval frfom an agency ender falsi pre-
Eonses shall be fined notmore than $5000. _
o opy Gexpgsr Exexerions—-The hoad of wny ageréa may promulyate
potles, Jn stcronemfanee rith the r'"/":l"'ml'no‘x o;n}-lmli:.y e bk ol notier)
oF sieting 5200 oF thin bithe  to eovm pt any :._l'/x.‘rur of vecords acithin the
vage petf  frtazie sty prie? of this scotivn o cov gl withs: vtionx {(hy cnd
(e)rds 1) f/ulm'_lu’: Wy Phe suslem of revcords ix—
W1y ameiletiinediby 2o 80 tel vl Irete Wi pose Vope srecsisarr
t.0) e

Fesigon s ol I-"l'-'l'l'-'./'ll, I'.'I.'l."".-‘.'hn iy eti: e ool pion b the o -

?;1.‘:1:;::‘:, ,:.'_l Wpe alele Jee w00y 'v'ur./-'n::( sl Hivgsurg YN A FE

,f-'u"'r teet 0ol hl-" "y :I.'-".I"’/ lirs, -.m"h‘.'/-;n-l /-u’.-'m- K [f:.'r/x ‘o it 1t ni,
13

B } . .. H
e tetsd, eor voidvire ciiuie 6 lo dpryree Lo sued t4dqsesronrdx, aizind Lo T e

SHix of prosiocnless, coupts, corpiocl
¢ » o, . r . t e A . - .
RYRTTY PRY 1Y) S IYTYR LT R T ll'/:n'/l i N Nlx n[ l_!-) .;..'I,».-',',»nl,'u.n (XTI
r

un:l/_ /l,'u'ul:‘ln,‘.‘. ,'»du/l'u.'nr

I'l';l[l;[llll ”fl.l II'/O s

I.,-’/r:/ Feor the [ piose ".’- 4'1.’0_'nf;_/._'l_’.':t,l'. ;;u.’..a"_;l/.'
wtifyinag it andd

cllll, all o ol u,‘frnl/r "~ -uu/ l:ru.-.w.-'x.'-'n'rj u,'v-,ll ;;{'
noldallions GF aprres®s] the werfuee - ondd u'f.w;um-liuu oF veimire!

r.’:clr'qr.n'_ ~e 1:.‘;-,.-:-“.-_4[, rhn/.‘lu'l,-,: Ilr'. r.",: aIne’, ulu.-' /:Hru,.' tl,u, ll"hlo:.’.

- . . - [N - 0 -
Qiteti Nrfiin? '/:) veedergireveliesse ecvssprgsile o Jirr the JUN posse erf 0d Crecerr=’

witi dpereshogpttion, uv-'/m/m_q repuris ol srlorntnts apd fnextiyae-
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tors, apd h'.v.!ll-l':.d,o d with an il ,-;f,'ﬁu’,/," ;m/;l‘;ol'llll.' or (() rye-
ponts sodo wtipiahle 1o on s il rg;mln'lvt/ al any <tuye of flll?.
srtranx of ewforesment of the crominnl biwes from arvirest or -
ol vl -f_’l I'H'II_I[,l yo lorse ‘f)'nm :ulpi'r:';.w'lm. ] '
by Specrere Fxexrtioss.—The head of any agency may prow iulyate
yales. in aecordance with the requercnicnts (including gencral votice)
o xeatioon s of this it o « e pt atiy system of records within the
u:qe:m-!/ .fn)m xubseetions (¢) (1), tefy. (e 1y, (0.)(.3 ((;) and (Il) .

aned (1Y-0f thix seedion if the system of records qe—.

(1Y sebijeet tothe /:rlu';x;lllm of seetion '.':_.7..’ (’: y (1) of thistetli- &

V2V Suvesligaiing aritterol :,-:;,j:'/:-"/m/ for L cnforeeme nt pres-
poscacereepit o the vatend that the watceinl ix within the .w:n/u-.u['
aettrcation (J102) of this mettins ar ix open to I"""”" inspection
speler the /:.rur':.w'lm-x of xoting 532007y of thix tiior

(-¢) mestsntitied 1o conueetion with /)l'll";ll;ll;I[ pro’ 8
seex ter the President nf the 1 nuited States or 0.‘[lv o azallvidnals
pirrsaant to seelion 050 t-_f[;flo‘-[;‘:.' vr _

A 5) seipmin ol Ii."/ statute to be mainlaine od-vrael used ku/('.’![ 72
statistival yoxeaveh or peporting records, '

(h(1y Arenivar Recorps.—EFach agency record which s accepted

AL A

iy the Nduiinistrator of Gereval Sepvices for storage, In'm-‘r,’xx;n(], and

'y ro';t-;u” ;n lll'l'"l"l,lllll'l‘ H';fll xt‘l'/l.l)n, -':'I”-;’ l)f ’;f,l' .“ N’lll”. f()l‘ f’ll_’

“which deposited the record and shall he subject in the provisions of

thex xection, The Administentor of (onerul Newolors kol ot dixelose
the vecovd vocept to the ageney which mlid S 22 coeerd, under

rulis extablished by that agency wehich are w02 oo ssbeont with the .

o rixions of thie secliog,
2y Eacl agency record pertaining to an cdentifiable indiridual
whieh 1ras teausferved to the National Arehives of the ' nited States

ax o vecord which has supiicicnt historical or other ralue to awarrant its.

" eontinned Il:‘.-xc'l'l"llf;lui /:.l/ the 1 uited Ntaltex sorcrnment,. Z))‘;OI' to
the cffective dute of thix xection, shall, for. the purposes of this section,
be conxide vod 1o be mdintained by the National ,-lrl.‘/l fecx and shall not
b suly jeet tor the prorisions of thix section. . '

.2y Fuch ageney record- pertaining o’ an identifuible indicalual

whivh ixtvanxferved to the Nativnal Arehives of the-United Stales az

o record which /urx_xuffr'r;a'nf-’l'{xlm';ml/ or other value to warrant s
cwntinned preseecation by the I nited States (Goreriment. on or after
the ¢ foctive dati of His section, shall, for the purposcs of this section,
Le considired to be wmaintuived by the Nalional JLrchicex and xhall L..;
subyjoet to all provisions of this section except xubections (¢) (§) 2 ()
e (D) amd (5) 2 te) (e 23U and (2): (N (D (9) U)(B)
ol .(l ), and (3. .

tm) Axxear Repoer.—The President shall <ubmit to the Speaker n_f--

the [lonse and the Prosident of the Sewate by June 30 of cach cialendar
sieststs it cibtisoliduted report, separately lixting for each Federal agency
the numher of records contaived in any system of revords which arcre
exempted From the application of this scction under the provisions of
subscetiors (1) and (k) of thix section during the preceding calendar
ey, anel the reasons for the evemptions, and such other information
ax indicatex efforts to aduiinister fully this seetion. _

. » » . . . .

s N

) Jreposes u_f this seetion, he vopxidered to he matinliined ’1!/ the agenecy




APPENDIX

 CorrespoxveNce Recarmisg Cost Estivmate

Execvtive OFFICE oF THE PRESIDENT,
OFFICE oF MANAGEMENT AND BUenceT,
: _ Washington, 100" September 19, 195,
Hon. WinLiax: S, Moogngan,
 Chaivman. Forciqn Operations and Gorvernment Informution Sub-
committee. Committee op Gorernment Qperations, House of Kep-
resentatives, Washington, D.('. . . -
Diar Me. Cuamryax: This letter is to confirm the essence of our
disenssions last evening in rezard to the costs of implementing 1LR.
© 16373, consistent with_the amendments which we have proposed.
1 wonld like to reiterate That it is extremely diflicult to develop any

reliable estimate of the cost of this legislation. because it plows new

" srvound in areas where we have virtually no operating experience. and
there are so many interdependent variables of unknown magnitude.
We have bicen working with the Exeentive Departments and Agen-

cies sinee May to develop cost estimates in connection with the privacy

provisions transmitted to vou.in our letter of June 19. 1974. Thoze

efiorts have not vielded firm estimates. but rather have underscored

. ) t . - . . . .
_the difficulty which operating organizations are experiencing in at-

tempting to quantify the costs involved. Some of the major imponder-

“ables we have encountered are:

There. is considerable uncertainty. as confirmed by Senmator.

* Eevin's study, about the total number and magnitiile of personal

“data systems eurrently being maintained by various government

agencies. o _

“The disincentives to collecting personal data inherent in.this
legislation will probably result in a reduction in the amount of
data collected and stored in various ageney systems, and possibly
the elimination of some existing systems. However, the disincen-
tives to transferring personal data between agencies will have the
countereflvet of stimulating niore systems to meet the unigue needs
of a given agency. There is considerable uncertiinty about the ofl-
sotting effects of these two factors. . : :

Tt is difticult to predi-t-the extent to which individuals will

- exervise the rights atforded to them by this bill. For example,

how many people 'will inqguire whether they are included in spe-

“ific ageney svstems and how many will request copies of their
Jdata or modifieations of the data maintained abont them.

There is uncertainty .about the extent.to which reduced effi-

ciencies in mmp_uter',miliz'ati_on resiilting from the introduction
of safeguands will'be offset by technological improvements being
developed by industry. - .

(3
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For the foregoing reasors. our estimate exnnot have a high degree of
recision. Within those limitations, we believe the costs of implement-
g ILR. 16373 will be on the order of $200 to L300 million per year
ovor the nest four to five years, with an additional one-time start-up
enst of. abont $100 million. which would be expended within the first
two years. As previonsly indicated, there are some possible offsetting
factors which eould reduce the actnal cost. Tlowever, we believe that a
vear's operating expericnve will be necessary before greater precision
in the cost estimates can be achieved. C . -
There is no doubt that privacy safeguards of the type envisioned
in this bill will result in added costs of operations. We have appre-
ciated the concern of the Subcommittee about costs, and their con-
“tinned efforts to minimize the cost impact as the bill has evolved. Our
estimate of the costs associated with the current draft are less than
half of the costs which we had estimated for carlier drafts which were
under consideration.
Sincerely, . : :
' Roperr H. MaRIk. _
Associate Director for Management and Operations..




ADDITIONAL VIEWS OF IION. BELLA' S. ABZUG (CON-
- CURRED IN'BY HON. JOIIN E. MOSS, IION. DANTE B.
FASCELL. HON. BENJAMIN S. ROSENTIHAL, HON.JOHN
¢. CULVER. HON. JOHUN CONYERS. IR., HON. JAMES V.
© STANTON. HON. CARDISS COLLINS, HION. JOHN L. BUR-
" TON, AND HON. GILBERT GUDE)

HLR. 16373 is.the product of many months of hard work by the
members and staff of the Foreign Operations and Government Infor- -
mation Subcommittee. During the course of -these months, all of us
who have been involved in the process of writing this legislation have
learned a great deal about the complex concept of “privacy™. Fortu-
nately, as a result of this learning experience. instigated by the intro- -
duction of several exeellent privacy bills. the bill which the fall Gov-
" ernment Operations Committee reported out on September 24th repre-
sents an improvement in a number of ways, both organizationally and
-substantively, -over earlier drafts of this bill. There is still room for
much improvement, however. We féel that there are several additions
- and changes which must Le made to strengthen the bill. In view of the
difliculty. of mmintaining a quorum and the pressure of time, thesc
could not be effectively considered at the full committee meeting, but
will be presented when the bill reaches the floor. ) _

There arc¢ three basic weaknesses in the bill: the numerous and un- -
justified exemption provisions, the failure to provide cither liquidated
. .or punitive damages, and the inck of any administrative mechanism to
" oversee the implementation of the bill.. S :

EXEMPTIONS

We start with the premise that exemptions from the provisions of
this bill and of any bill designed to pretect individual rights of pri-
vaey are justitied only in thie face of overwhelming societal interests.
Never should economy or efliciency or administrative convenience be
used to justify the exemption from or modification of any of the safe-
guard requirements set forth in this bill. Moreover, when exemptions
.must be made, they must be defined in very <pecific terms.

- The Committee bill sets forth six categories in which exemptions
may’ be made: (1) records maintained by the C.I.A.. (2) certain ree-
ords maintained by criminal law enforcemient agencies. (3) informa-
" tion affecting national security. within the scope of Section 352(b) (1)
of Title 5. U.S. Code. (4) investigatory material compiled for law en-
forcement purposes, both eriminal and civil. (3) records maintained
in connection with certain protective services, and (6) records re-
quired by statute to be maintained and used solely for statistical re-
search or ‘operating. Within any of these categories the bill delegates
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to the heads of the various Federal agencies the task of balancing indi-
vidual rights :l;?':lill:'t socictal interests and of deciding which:is para-

“mount. Few gutdelines have been set forth, however, to enable ageney,
heads 2o perform this rather delicate task. o

We feel that there are, at most, only three areas where socicetal in-

Cterest can be paramonnt to the individual rights provided by this bill ;-
«1) where granting an individual access to his or her records woulil
seriously damage national defense or foreign policy: (2) where such
aveess would interfere with an active eriminal prosecution: and (3)

~ where records are required by law to be maintained for statistical re-
searvh or reporting purposes aid are not. in fact, nsed to make deter-

_ minations about-identifiable individuals. By narrowing the exemption
categories and defining them in specific terms related to the use of rec-
ords rather than to the ageney maintaining them. Congress cculd pro-

~vidde ageney heads with standards to meet in exercising their rule-

“muking authority to grant exemptions. Ouly in'this way can we be
assured that the constitutional rizhts of individuals will be protected
and- will not be sacrificed to administrative diseretion, expediency or

- whim. o : . R

DAMAGES '

~The bill in its present forii contains provisions for the assessment of
Cactual damages, court costs, and attorneys” fees in eases where an
Cageney is found to be in vielation of the law, .\ provision allowing
court assessinent of punitive dimages, whieh is containsd in the Senate
Lill (X, 3418). was stricken in full committee. We feel strongly that
_ this provision shoublld be restored to the bill. Aetual damages resulting
from’an ageney's misconduet wille in most cases, be ditlicult to prove
and this will often etfectively preclude an adegiate remedy at law.,
Moreover. if we are concerned with etfectively c\i-h-"r?ug the willful.
arbitrary. or capricions disclosure or transfer of protected recinds. a
provision pernitting a comrt to assess punitive damages-or, at the
Cvery least, liguidated damages is essential. '

TIE NEED FOR AN ADMINISTRATIVE AGENCY

Unlike the Senate bill, ILR. 1637 contains ne provision for the cs-
tablishmetit of an administrative body to oversee the implementation
of this legislatian. We recognize the fact that some of our colleagues
feel it is wiser o wait and see how Federal agencies respond to privacy
Jegislation Lefore establishing any oversight mechanism. No one. how-
ever. wants to repeat the experience of the Freedoin of Information
Act in holding out rights to individuals but providing them only with
the costly and cumbersome mechanism of a judicial remedy. Therefore,

- we would amend the bill to provide for the cstablishment of an admin-
istrative body to mediate conflicts between agencies aind_individuals,
to investigate complaints. hold hearings. and make findings of fact.

We. would be more than naive if we failed to recognize that individ-
nal Federal agencies cannot be expected to take an agaressive role in
enforcing privacy legislation. Enforcement of the provisions of this
bill will be secondary to each agency’s legislative mandate and will, of .
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necessity: cause additional expense and administrative inconvenicnce.
Only by providing a separate. administrative agency with authority
for implementing this legislation and coordinating the privacy pro-
grams of the varions Federal agencies ean we be assunad of umilorne.
. effective enforcement of the rights guaranteed by this bill,
r ARRYS A Y VIKEN
' Joux E. Moss,
. Jayes V. Staxtox,
o ‘ : GiLserr -GoODE,
_ e Joux Borrox,
DaxTte B. Fasceu,
Joux Criver.
Carpiss CoLLINS,
- BExgoux RoseNtiaL,
Joux Coxvens, i



ADDITIONAL VIEWS OF HON. JOHN N. ERLENBORN
H{CONCURRED IN BY HHON. PAUVL N, McCLOSKEY. JR.
HON. SAM STEIGER. HON. CHARLES THOXNE, AND HOXN.

' ROBERT P. HANRAHAN) ' -

The Committee states in this report, “ILR. 16373 attempts to strike
- that delicate balance betweei: two fundamental and conflicting needs—
on the one hand. that of the individual American for a maximum
degree of privacy over personal information he furnishes his govern-
ment. and on the other, that of the government for information about -
individual eitizens which it finds nevessary to earry out its legitimate
functions.” : : ' S '
We commend the members of the Committee for keeping this objec-
tive in mind when writing the hill. We believe that they have failed to
follow it. however. with regard to two important kinds of informa-
tion. Should the bill reach the Floor of the House, we shall therefore
- offer an amendment to add these two kinds of information to the
categories which may be exempted from the provisions of the bill
which permit individuals to have acvess to records. maintained about
- them. The two, which we urize should be made items (53) and: (6) in
subsection 352a (k). are: : : L
~ —investigatory material compiled solely for the purpose of deter-
mining initial or continuing eligibility or qualification for Federal
employment. military service, Federal contructs, or acvess to classi-
fied information:and .. . e o
~—testing or examination material used for appointment, employ-
ment.or promotion in the Federal service. :
With regard to these types of records, individual aceess would im-
pair the carrying out of legitimate functions of government. Those
functions are o important that the principle of access to records
" should be put aside here. :

INVESTIGATORY MATERIAL

“(iovernment agencies must be able to choose the hest applicants
for employment and military serviée if they are to fulfill their miissions
most effectively. They must be able to select the best contractors to
perforin additional necessary work. They must be especially careful in
certifying which individuals may view information the disclosure of
which could damage. in some cases severely, the national defense or -
foreizm policy of the United States. ' .

To have. the ability to make these important judgments, agencies
newdhonest opinions about the people they are inyestigating. The
Civil Service Commission, speaking i':)r all agencies, has testified that
“Our long experience in investigaticns indicates that those who give

(41) '
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‘witness to the qlmliﬁmtic')hs and integrity of others are ordinarily far.

more candid when the information is given under pledze of confidence
thn they are when they presumably are speakng for publication.”

. 1f the information were to be available to the individuals to whom it

pertains. the governiment conld not make a pledge of confidence to the
people whom it solicits for personal opinions. Future inforination
would not be fortheoming. Past inforniation wonld be revealed. violat-
ing the privacy of the people who gave it. This would be a most unfor-

TFSTING MATERIAL

s

The military services and the Civil Service  Commission test
applicants to determine eligibility and ratings for military placement
and on'merit system schedules. Individuals are informed of their
scores on these tests and how the scores ecompare with those of other
people who took the same examinations. Revealing the test questions

and answers in addition would not help the individuals in any. way?:

it certainly would not protect their privacy. This disclosure would
liave only one result: the examination material would be made public._
As a result, to make all tests fair. examining agoncies would have to -
develop a new version of each test for each occasion on which it would
e iven. This would be a needless éxpense. o S
.In short, we seek not the invasion of privacy but the furtherance of
important government objectives in areas where privaey considera-
tions do not weigh heavily. We support most emphatically the pro-
teetion of personal privacy., and offer this amendment orly to improve

" abill whieh is direeted toward that end. ' :

‘Joux N. ERLENEBOEN,

Pacn N. McCroskey, Jr.,
Sad STEIGER, e
Cuarces TuoxE,

Ropert- P. HaNranaxs.
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