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P R I V A C Y A C T OF 1974 

0»-r.«ntJi'-, 1'.1T4.—C.iiiiiiiitted te the Ctinniltloc .if the Wliole Ilou.'je on the Stair 
of the Uiil.in an.l ordered to be itriiitcl 

^fr. >b)(ii:iiE.\n of Peiinsvlvania. froni the Committee on Govornineni 
Operations, submitted the followiii«r 

R E P O R T 

twrether with 

A D D I T I O X A L V I E W S 

[To awwDip-my II.R. IfiST.I] 

Tho Committee on fiovcrnmcnt Operations, to whom was referreil 
the bill (IT.R. Ifi.'JTS) to amend title 5, United States Code, by addin* 
a section 5.'52a to safenfiiard individual privacy from the misuse of 
Federal records and to provide that individuals be jrrantcd access to 
records coneorniii*^ them which arc maintained, by Federal agenci(̂ %. 
having considered the same, report favorably thereon with an atnend-
iiient and recommend that the bill as amended do pass. 

Tlie amendment to the text of the biU strikes out all after the enact­
ing clause and inserts a substitute text̂ which appears in italic type in 
the reported bill. 

Dmsioxa OF T H E REroRx 

: Summary-and purpose. 
Background: 
Committee action and vote. 
Discussion: 

Definitions. • 
Conditions of disclosure. 
Accounting of certain disclosures. 
Access to records. 
Agency requirements. 
Agency rules. 
Civil remedies. 
Rights of legal guardians. 
Criminal penalties. 
Greneral exemptions. 
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Specific exemptions. 
Archival records. 
Annual report. 
Technical changes. 
Effective date. 

Cost estimate. 
Agency views. 
Section-by-section analysis. 
Qianges in existing law made by the bill, as reported. 
Appendix: Correspondence regarding cost estimate. 
Additional views. 

SUMMARY AND PURPOSE 

I I R . 16373 prescribes logi-slative guidelines within the framework 
of the Freedom of Infoi-mation Act (.5 U.S.C. .'.52) to protect the 
privacv of individuals by i-egiilating the Federal Government s rollee-
tion, maintenance, use, or dissemination of pei-sor.al. idcntibable 
information. 

In summary,the bill: , , . • • 
1 Permits an individual to have access to records containing 

personal information on him kept by Federal agencies for pur­
poses of inspection, copying, supplementation and eormtion 
(with certain exceptions, including law enforcement and national 
seeuritv records). . 

« Vllows an individual to control the transfer of personal 
information about him from one Federal agency to anpther for 
non-routine purposes by requiring his prior written consent. 

3 Makes known to the American public the existence ami 
eharacteristics of all personal information systems kept by every 
Federal agency. _ . „ , , • , ^ 

4 Prohibits the maintenance by Federal agen(̂ ies of any reeonl> 
conceming the itolitical and religious lieliefs of individuals unless 
expressly authorized by law or an individual himself. _ 
" 5. Limits availability of records containing personal mfonna­

tion to agency employees who need access to them in tbe i>erform-
ancc of their duties. , . ,^ 

V, Kciuiivs aireiieies to keep an accnr.ite acciiinting of tr:uisb'i> 
(,f iM'i-M.ii:»I mords to ojber airencies and (tiitsideis and iniiUe 
siicli an account ing available, with certain e.x.ei.tioiis to the in­
dividual HIMHI hi.s ivipicst. , • X 1- » I 

7 Ke(|iiires agencies, tbroiurh b.niial rulemaking, to list and 
de^-rilie loiitine transfeni and establish procednres b.r a(̂ .'ess l.y 
individuals to rê -ords al«ut tbeinselves. amending records, han­
dling medical information, and charging fees for copies of 
doeumeiits. ...:»i. ,,„.i, 

5 Makes it iiieiimlH'iit iiiiriii an agency to keep record:,«itli .-in h 
accuracv. relevance, timeliness and eompleteuess as is reas(.nal.ly 
iiecessiry to a.'wiiiT fairness t(. the individual m makingdelermiiia-
^'7/T'Sile^aViv miiedv bv individuals wlm have In̂ en denh l̂ 
access t.. their records or whose records have lieen kept <ir use(l 
ill . ontraveiition of tbe i-wpiimneiits of the act. The complamant 



may recover actual damages and costs and attorney fees if the 
agiliiry's iiifraclion was willful, arbitniry. or eapriciou.'?. 

10. Makes unlawful |>oss=es.siou of or disclosnrp of individually 
identifiable information by n government emphtyee punishable 
by a tine not to exceetl.$.').Ot)0. 

11. Provides that any iK'i-soii who mpiests or obtains such a 
i-ecorl by false pretenses is subject to a fine of not to exceed 

I'J. Sets fdi-tli statutori- provisions i-ehitiiig to archival i-eeords: 
re(pnn's aiiniial ivport from I'rw-ident on agency uses of exenip-
tidiis: and provhles that the law would l>ee<tnie effective ISO days 
following cnactnient. 

Hearings and investigations by .<:iiIieommittees of the Iloii.'ie Gov-
eniiiieiit OiM'nitions Committee over the pa.st decade have rvvealed 
major violations of tbe jirivaey of individual American citizens by 
llie Fedenil Government in its gi-owiiig colleethtii and use of jtei-sonal 
•lata furiitslied by citizens for siH'cific governmental piirjioses. Aeeel-
enited data .̂ baring of such iM;rsoiially identifiable information among 
increasing nniiilM'i-s of Federal agencies through sophisticated auto­
mated .s\-stein.s. coupled Avith the recent disclosures of .«ierioiis abuses 
of governinental authority represente<l by the collection of pei-soiial 
dossiei-s. illegal wiretapping, surveillance of innocent citizens, misuse 
of income tax data, and similar types of abuses, have helped to civale 
a growing distrust, or even fear of their fbtverniiient in llie minds of 
niillitms of-Vmerieans. 

ir.K. KB73 provides a series of b.isie safeguards for the in.livi.lual 
to help remedy the misuse of per.̂ »iial inforination by tlie Federal 
(lOvernment and rea.ssert the fundamental rights of i>ei-soiial privacy 
of all Americans that ai-e derived from the Constitution of tbe Unite.l 
States. At the same time, it recognizes the legitimate need of the Fed­
eral Government to collect, store, use. and shai-e aiiion<r varioits agen­
cies certain types of i)ei-sonal data. This information includes iiie(Uiie 
tax retnnis. Social Security records, veteraas' medical and service 
rreord.*. civil service ivcor(L=, census data, ecoimmic statistics, govern­
inental jMivroU records, law enfon-enient records, an.l other similar 
tvp<rs of |M'r.soiially identifiable infomiation alMtiit many millions of 
individuals. 

If.K. 1KI7:> provides tbat each agency coveretl by it administer its 
provisions independently, subject to the guidelines .-reate.! by law an.l 
a;iencv n'giilations implementing ea.-li o|M'rative part. Kegnlations are 
subje.-t to standur.1 riileniakiiig reipiin'ments of the A.lmini.-trative 
Procedure .Vet (title .1. section .'M-'I. United .*<tates Code). 

Like the Fi-eedom of Information Act. H.IJ. ir»:J7.*. abo recognizes 
that certain areas of FVderal records are of such a highly .sensitive 
nature that they niu.st lie exempted fmiii its provisions. The measure 
provides a general exemption from most of tbe bill's ojx'nitive provi­
sions to s\-stems of records maintained by the Central Intelligence 
Agencv and those nse.l for criminal justice purposes siich as computer­
ized .svstems of the Xathtnal Crime Information Ceiiter (XCIC) . 
iiiaintainetl by the Federal Hiirean of Investigation, and other Fed­
eral ci-iiuinariii.storv file svstenis. Otiier committees of the Congress 



have bei'H stiidving this aspect of the privacy issue and currently have 
jH'iuling separate bills to provide safeguards in the criiuiiud justice 
information urea. . 

II.II. l(i"7;J also permits the head of an agency to exempt certain 
other tvl>e3 of ivconl .sy.stem.s, subject to his written iletermiiiatioii 
of the rea.sons to be pulilislieil in the FctU tnl Hfgintcr. Tlies*? include 
svstenis of records that—(1) are subject to withholding under s(.ition 
.'i:!-J(b) (1) of the F'm'dom of Iiib)riiiath.n Act, ivlating to clas.silied 
itati(.nal defense or b.reign policy iiib)riiiatioii: (-J) consist of certain 
tvpes (if investigatory materiarcompiled b.r law enforcement pur-
jioses; (3) ivlate t(. protective .'Si'i-vices i-eiiden'd the Pi-esident of the 
I nited States and others, sm h as those n-coids maintained by the 
SiH ivt .'service: and (4) are reipiired by other ftatiites to U' niaiii-
tained and used solely as stali.-̂ tical rejWtrtiiig or research records. 

I'lider tlie provish.iis (tf this legislation, however. Federal agencies 
(even those to which these e.xeiiipti(Uis apply) would Ite reipiin-d to 
publish aiiuuallv in the Federal. KegLsler ceilaiii ulentifyiiig char­
acteristics alHiiit viiHially all systems of n'c(M-ds under their c<iiitn«l 
fnun which iM'ix.nallv ideutiiiable iiibinnation couhl 1« retrieveiL 
The objective of tbe bill is that there Ite no ''scci-et]' government system 
of records containing jKM-sonal information alwuit individuals. 

Also like the FnH'.h.iii of Iiiforiiiati(m .Vet. H.ll. lfi:'.73 provides for 
the e.xercise of civil miiedies by individuals against the Federal (Jov-
eriiiiieiil Ihroiigh the Federal ('ouits to enb.rce their rights, with tlie 
bunlen of pniof resting on Ihe governnieiit. Provision is made for the 
colhvtifui (»f actual damages bv the individual against the govern­
ment if tbe infraction was willful., arbitrary, or capricious, and the 
court liiav awar.1 tlie ((Miiidaiuant c()urt costs and attorney fees in it:< 
di.scivtioii. Penalties are also provideil for the unauthorized knowing 
and willfnldi.«*-htsiiivof iii.lividiially hlentinable material by a irovern-
ment oiKcer or emphtyee by a fine of not mon' than $.'..000. Criminal 
iM'iialties an.l fines wouhl U' imp(K4>(l on jK'i-sons rwpiesting or obtaiii-
insr :inv sn. li nidividiially identifiable rn-.trd under false i>n'teiises. 

II. IJ. attempts't(» strike that delicafe balance lH»tweeii two 
fiiiid.'iii.enial i»nd cohflieting iieeds^oii tlie one hand, that of the 
individual .Vmeri. an b.r a maxiliiiiiii degre«' of privacy over lersonal 
inb.rmation he furni.sli(S his goveiniiient. and on the other, that of 
the government for information about the iiidiv-Mlual which it finds 
necessary tocarry out its legitimate functions. 

B.\rK(!i:.ti'M> 

Public an.l C.ingressional concern over an increasing trend within 
our governnie:it to sn.Mip info vii1ii:illy every segment of our society is 
not new. . 

C'OT-re Orwi'll's famous liook 10S',. published a generation ago. 
focused public attention on the fictional fisblx.wl existence of human 
lib' in tbe "liig lb-other" era an.l the jKiteiitial threats to any fiw 
svstem po.sed bv .some iw.iitieal-techiiicnl-sni'ial innovations. 
* Diirinjr the'•.•old war" iteriod of the late IHliV; and lO'tOs. wide-

sprea.l abu.^ eii:nilf«?<l various governmental and privaie efforts to 
ferret out alleged '-subvei-sives." Intellectual dissent was driven some-



wh.at iiito hiding. TiM-ms such as '•security ri.sk,'" "loyalty oaths," 
"piiiko.*^ and '•guilt by as-sociatioir came into common iisa«]̂ e during 
wlie.t later Iwcame kiK.wii as the •'.\b.-(\'irthy era'" of the early half ̂ f 
the llCtOs. Many Amerii-sins were re(]uiie<i to defend publicly their 
loyalty during '•star-cliaiiii.er" pnx-wdings, often despite vears of 
.service to our Nation during war ami peacetime". Iiidiscriminale u.si« 
of dubious "informers," wiivtapping. surveillance, neighborhood 
snooping, and other flagrant invasions of pei-soiial privacy were fveii 
moiv and moiv. 

In tlie lOfiOs the f.trmer Sin-cial SulKrommittee on Government In-
formathm of this committee laiiiiclied extensive investigations into 
tbe pnicth-e (.f telephone monitoring and the use of so-called "lie de­
tectors" Ity Federal agencies. I lea rings, studies and reiKirts based on 
these inve.«;tigiiti(in.s ivve:ile.l iiiiiiien.iis examples of privacy invasion 
effecting Federal emi.loyees and the pnbli.r in their (h'alings with 
Federal agencies.' 

Late ill VM'A, the chairman of the (Soveninient Operations Commit­
tee cit'ated a S|K"«'ial SulH-ommittiv on Iiivashm of Priva«-y. v.-|ncli 
In'gan iiKpiirles into Federal ageii.'y iiiver t̂igative activitie.'i. the pro-
(Mtsed establisbiiii'nt of a Xatioiial Data Itaiik by the g<iveri:incnt.. (»iii-
piiterize«l per.«=onal recordk('«'piiig. and relatcl priva.-y ir.attei-s. Hear­
ings wen* held ibiring lt»r»."» iiiid l!M;r. into sii.-h issi!i;s and a n'port, 
cdiiceiitrating on the Xathtnal Data Hank comvpt was i.s'̂ ned. by the 
CommiUee in The Spc-ial .•̂ iilK-ommittiv al.̂ t held hearings in 
r.M-hS on the privacy abii.'̂ 's inherent in the o|N-ration of jtriv.ite (-om-
iiK-rciul cn-dit rejioiling (ir<p:nizath)iis.''The Foivign 0{>erati(tns and 
Government Inforinathm .̂ iilN'ommittee of this ('oniiiiittee in l!>7o 
u|i(lated the earlier studies and rc|Ktrls on Federal agen.-y telephone 
monitoring'i)racti(-es.' 

InciTiising coii.-ern (tver iiivnsiini .if priva.-y ibiiing the ltM'ii>s re-
s:ille.| in Congn's.sioiiaI elbuts t() (h-at with asiMi-ts (tf the pr«iblem on 
a piec»'»i(':!l basis. The eiia.-tineiit of the Fair Cmlit llejiorting .Vet-
of ll»7o was direi-ted at many of the privacy abuses iincovercl by tbe 
Special SniH-omiiiittee on Invasion of Privacy two yeai-s earlier.'- The 
investig:ition of iiiilitarv snrveilhince (»ver .Viuerh-aii itolitical dis-
.*<i(h'nts by tlie Senate .'̂ uls-oiiimittee on (Vtii.stitiithtnal I{iv:bts headed 
by .''Senator Krviu n'vealed yet another dimeiishtii of abii.>4>s diirin!: the 
late linai's involving intelligence gathering a(-tivities that yhdated 

' H . lUM. r^l.-V. STih C.ni: . . I>t <»-<i. ".\V!ill!»lilIiiv «f Iiir<*riii.iti»n fnim r - ! . r:.I I>.-(>:irf-
FiH'iit'. anal .\t'>-m!«-» iT.-Uplnm.. M>>nili>riiiL**." S«'i'i. I I . It»-|>t. IVix . sTrh • ' • • I I K . . 
I l l -.\r:illiil>llli.r of !nr>>rni.-<iti>ii (r-xo K.^l.-rnl Ji»-pnri>ii.'flt'4 .-IIDI .Xca-n:-!.-. .Ti.I..|i|iiiiia. 
Mofilltirios—SwnntI K<-Tipwi." Jiifi» l!i.:2. "I's^ of I'nlyeraphM hy tb»» Kwlpral cavern-
iiM'iir t l*iv|itfiinnry Sni' lyi ." .'•>:ii>iiiif»> I'riiiT. N>III •'••nL'.. -Ĵ l . \ i .r . , ''.uit. il>-:iriiirH. 
K«">-li:ii •»",»TXiriiin« an.! (;.'»-.TniM.'nt Iiif<>rni:itlMii Siilx ••iiiliillt<->. 'i"*!!! '"•'nir.. '-''I s*-"".. 
" f . . . iif l*..|ti;r!i|>lw .i» -I.lf It.'t.Tior'.' !•«• ill.- Kxli-r.1 .J.ivirii'wlif." I'lirt* 1-4. .\l'r. .ii|<l • 
M.iv. \ : - U . I'.-iri. M:iv ;ITI.| .Vii'.:.. Hi.:.-.. I I . | { ." . l . I'.i>. MMh ('iiiii.-.. l«t .^.s. " r - f nf 
l'i»Iysrai.h» a* -IJ«- |fc-ti'.-t«r>- br iIi.- Kf«l>-fal (;4ivt-riiiii»'iit." |l:irt 1. M.ir. 22. l!n".: I i ; 
K»-l>l. 2""»1. '«!ifh (-"nc. 2'l s<ws'.. "I'.if „( I'i>!y;:ra|>:i< as ' U r Itt-tw-tnr** by fli«' Fi^b-riil . 
CnvarnnwDt.-* part i S^pf. 2fi. lOWS. 

•* Il<':irinr«. S|»H-|nl SiilM-Mininiit.-.* nn Iiiv;!"!".. i>f rr!vni-y. "Si"-.-!!!! In-iiiirr on InT:i>lMn 
nt I'^lvarv." |i;irt I . J i t w j i i i l Sf-i.ta-ii'lKT \'.»~-: pn" 2 M:iv 1!Hit;. "Tl>" •'••T:i|>'it>T .•i.i>! 
IIIV.-ISIMU «f l'riva«-y." July !!!««:- I i . K<>pt. I.<il2. JMilh ("..iic.. 2il s.»<.. - r r l i a . y -ni.! tlii-
N:'Tii>iinI iMIii n.inii ("i.ni-.-pl." .Vnir. 2. !!»•>. 

• llf:ir:"s«. SK-tUI ."SiilK-tiiiiiiiltii.- i>n Inv.-i-Ion I'rivary. !Mitli f i .ns. . 2il .••><.. " C u t -
n>..ri-;.-il ('ri-il!t Iliir<-aiis." M:ir<-h l!"!"". liMirlnifM, "l{<>l:iil (-rMlli Co. nf .Mlaiita. (;«>ri:l.-i." 
M i i v l ! » « v 

* ".\vail.-ihl!ltv i.f Infonii.itlMn front r.-.Vr:il Iw-piirliiM-m. .iml .Xj.-nvi.i • T.'l.-(.h"ii» 
Mi>nlt«rine—ThinI R.-vi.-wi" ("t.iiiiitifi.-v. I'rliit. ! iUt ("miif.. 2-1 U-«-fiiil..'r l!iT'>. 

••• I'lililir I J I U - ! i l -.".lis : 1.-, f . S . C . l>i»X ••: ".-.I. 



IKISIC privacy riglit.s.* Such actions were piompted by the ntsli of civil 
distiirbances and racial and iwlitical unrest on college campuses. 

A survey aiid lK'ariiig-< by the Subcommittee on Administrative 
Practice and I'rocedure oi' the Senate .Iiidician- Commiitei» in IIMM, 
r.HH;. and 1!M>7 had already, exploi-ed such aivas as electnuiic euves-
tlropping, wiivtapping; tlie Fetleral Government's collection of i.cr^ 
sonal data, lie ih'tivtoi-s, surveillance activities, and other privacv is-
siiesi In a .Xoveiiil>er,,lI)('»7, publication entitled "Government Dossiei-s 
(Survey of Information (.'ontained in Government Fili-s)^ that sub-
(-oinmittee rviHirted the result.s of a survey of I'ederal agencies as to the 
tyiN>s (.f iiiformation collected and maintained by goveniinent on 
iudividiials. The results of this siirv(»y were iiii|K>rtaiit in hlentifying 
data systems that could 1H' .siibjec-t to ivgiilatioii and in tliesiibse(pi('iit 
drafting t.f legislath.ii to curb governinental i»ri\-acy abuses.* 

.Vlso diiriti!; this s:iiiie period, legislation was lii-st coiLsidei-ed to 
pi-oti-et the ('(.iistitiitioiial rights t(. privacy of Federal employei-s. 
The FIrviii bill has lieeii pa.ssed by the S'liate during each of the pa.st 
si'veral Congn'.s.<e.s, but it has ni!ver Iteen acted ii|Min in the H«.ii.se.'' 

Much of the Congressional investigative and legi.slative a.-tivity in 
ivi-eiit years t(. deal with the ri.sing tide of privacy-n?lated abii.ses in 
the public ami private sectors has l.eeii sjH'ar-lieaded by the .S'liate 
Constitutional Itights SiilK-ommittee. However, other tyjies of legisla­
th.ii to as.suiv individual safeguards against the misuse of iH'i-soiial 
data held by Federal agi'iicies was Iteiiig iiitrodiu-etl in the Hoii.se by 
Ke].reseiilative K(jch and many other MeiiilK-rs. Hearings were held in 
June 1072 on sinrli legislati(m (U.K. J>.127) by tlie F(.ivign ()|K»ratioiis 
and Government Infoi-math.n .Sulx.-v.inmittet̂  of this (-oiumitte'.'. but 
IU. further a(-tioii was taken U-b.re adjoumhieiit ofthe <.>2iul Congress. 
The bill was the forerunner of revi.><tHl and s«'|white versh.ns iniio-
dn.vd bv manv oilier ^MeniU'i-s of the Ilou^e iu lt)73 and 11>74. on 
which ILK. ir.:i73 is las*'d.*̂  

-V study by the X'atioiial Academy of S<-ien(-es Project on Computer 
Databanks was also published in l'j72. Kntitled '•Databanks in a Free 
Sviety," this study outlined what the ii.se of rtmipiiters is actually 
doing to record-keeping pi-(M-es.ses in the I'nited States, and what the 
growth of large-M-ale (latalmiik.<—liotli manual and automated—im­
plies for the individuals* o.iistitiitioiial right to privacy and due 
pnK-ess."* 

' Ki.r il iklallwl ."iiiiinary nt .Vrniy •'iirvHlljiin-e an<l liif.'IIls«i»» a.-livitlr* n v r i-lyillan.. 
ar'tWlr by Chrl.foph-r 11. I'yli>.'"0».\fS KfrlMfnl: Th*- Arny (.'OV»T« rp" in a (•HIIM--

..f ii*at*-rials «*iiiiipt!t^ ami |iiihlî h* l̂ â . n (*«Miiiiiittf.. I*rtat by' th^ (*Mni;ri*ŝ iikii;il 
U.~»ari-li Sfrrii-t-. IJbr.iry <>f t'nner^* ri-lallnu t» thi* It«TI-l!t72 Iiiipn-nllrclafv •b-l>ai>> 
't»i>b-. "ic>-sii|Tnl: Tlial yi'Tf S'rino-Dt ('.•iitrail Sh»iil<l lie Iai|>>>.<-<l l'p«a (:»rcriiiii*-iit 
.\Sfnrips Catbrriu;; liifi'mtatlnii .\b<Hit I'iilli-<l Stall's (.-jtlzi-B^'- II. Ilia-. !t2 I ' M . pp. 
2MT 2IS. 

• Ihbl.. "SiirTpy "f Inf -rniatMin (""nialnp.1 In «J«ir.Tniiipnt Ulrs." pp. 
* Ibbi.' Tii« f.'.>ni:fvs>|iinal Hrx-ari-b Sprvl.-«> .-.Hnpilalinii iDrlwbtl a I>-ri>latirp lil.tnry 

•if i*iini:r>-ss|iiiial anion invMlvIm: rariauis Krvin WIU: s*.. pp. l»I'II.'t. "S. T H : ; _ . \ Itill ui 
l*r»tn-t 'har Caa.tltittional Kieht t<a l*riTary of Frdrral Knipltay«.>ia.'- by Kulart M. Kolpy 
aaal IIar»I<l I*. <'»xsi>n : ••rlsinallT i-»|ixrii:htp<l ami pnlilUlmi la ibf .\iui*iiran l'ni«-pr>it.v 
I J » KPVIPW. riW. I!». Jiine-.\ni.il.st VJi'K p|». .VS-."»4!». . .. , 

»IIparlniri« K<«rpli:n .tperatlons a.»i CovprnniPBt InforniatloB KiilM-.immlliM>. -Kp«'<«r"l* 
Malnlaliipal hx <;<ivprnnipaf AKPIICIPS.-- on II.R. 0527 an.l rplalpd WIN: ifjil ••••tic.. 2il SP-" . 
Jnup 11t7:i: -.\avp?a» ti> Rp.^nl»." on II.R. 122ltti and raiatnl bill.*: Si:«l ("••nc. 2<l sp*"-. 
Ka*riiar.T. .\pril. anil .May 19T4. . ^ , „ , . .• 

•-Alan F. \V»>iln ami Mlpliapl A. Itakpr. hntmhamk Im a Frrr Sorirtv. fppnrt "f fit.' 
|>r»jn-r nn ('oniputpr I>alahanks. I'lHiipiitpr SriPBrp ami KnEiopprine .Knanl. .N'atlnnal 
AraalPtuT of Srirni-iK. \ P V Turk : Qua<tra>iel" 1HI>JI». I!t72. F>ir a siiniiuary nf tlip rppnrr. 

Ilparlno. Fnrpicn ••ppratlnns ami CnvprniiiPni InrnriiintbiD SiilH-nnimliipp. "Fp<|pral 
Iniiirniutlnn STSIPHI-' an-l Plans—Implli-Htlnns «nil Issui-*." |ian S. ('"ni:.. 2il >ps-.. 
January and Fpbriiart- I'.t;4. I'p. ll».i-II9.:. 



During this same jieriod, Elliott Kichardson, then Secretary of 
Health, Kdiicatioii and Welfare, iiameil an Advison- Committee on 
.Vutomated Pei-sonal Data Systems to make an intensive study of the 
impact of i-oinpiiter data banks on individual privacy. Its detaileil nv 
jK.rt, ••Kecord.s, Computei-s. and the.Rights<.f Citizens." was piiblislunl 
111 r.>7.-5 and m-ommended the eiiactnieiii of Federal legislation guar­
anteeing to all Americans a "c(Hh' of fair inb.niiation practices."" 
ILK. 1(-.:J73 embodies the major priiiciplts of these reconimemlations 
as they apply to an individual's acci-ss to rei-ords in the Federal 
(Joverr.meiit. 

Lite in .l!>7-2. meaiiwbile. the t'oreign Operations and Govei-nmeiit 
Inb.niiation Siiltcommittee of this committee lK'g:iii an investig:iti(»ii 
of a c(.iiipivhensivc n:|Mtrt the Presidents Domestic Council j)roposing 
a nationwide svstem of computer and (••.mmiiiiications technology to 
civate -wiivd cities" and a -wii-ed Xation." The rein.i-t. entitled ''Coiii-
inuiii.-ations for î ocial Xeeds: Technolt^ical (^pjioi-tunities," was pi-e-
pan'd.in r.»71. .Vlthoiigli the n'jtort was formally n-jected. a«-c(.i-(ling 
t(. a White House S|>okesmaii. the ••Pig Hi-otlier" iiiipli(-alhtiis were 
another omiiHUis indication of the jnnsible threats to indivhiual 
privsicy in Amerh-a. This investigation led to br(.ad investigative 
hearings by the .'•iiilM-tunmitttv inlo advam-ed inb.rmation leclinology 
and the iis«' of information .'systems by the Federal (ioveriiment. These 
bearings lK'g:'.n in April r.»7:». and coiicliided early in r.>74. Thev wei-e 
a useiiil adjunct to the legi.-ilative hearings on U.K. H;:;73 and its leg­
islative buvrunnei-s. which they closely jianilleled.'^ 

Vnothcr related investig:iti.'.ii atb'ctiiig iii.lividual privai-y was al.<o 
(-(inducted by the .SiiltcoiniiMttiv during this same period. It involveil 
the is'iiian.-e' of a Presi(lenti:.l K.xeciitive order in .laiinary r.»73 tt. 
|teriiiit the .Vgriciiltiiiv IVjiai-tiicnt to iiL<iK'. t S4»me 3 milli(iirijic(tiiie 
tax returns of jiei-soiis having far'iiiiig oiM'i-atioiis for the pur|M..-«* of 

. .-ompiling spet-ial inuiling lists to make stat ist h-al siiryey.'*. Hearings 
wi-iv hehl in May and .Viigust The (»r.ler an.ii.si'd widespread 
public (-oiK-erii an.l op|MisitH.ii and was strongly criticizcl in the .<iib-
H'(pieiit iinaiiinioiis ivpiu-t issiuil by ihe Committee in 0«-tolter |!>73.' ' 
In the interim, the Internal Keveiiiie S'rvh-e had |)«K t̂|ione(l imple-
iiieiitathm of the <.rder aiial it was finallv i-e:«-iiided in the .spring of 
1!»74.'V 

The giiiwing (-oiicern of Amerh-ans (»f all walks (.f lib* t(» the tim'at 
of a •"Itig lirotlier" siK-iety well in advaiKv of l'.>s4 ha.s ln>eii ivflo-tcl 
in the Congress. During the last two yrars. iiutre than fiMl .Meiiilters 
of Congn-ss of both part ies ami of all sha.Ies of |Militi.-al ideoh.gy have 

'•• -Kpi-i.nls. Cnnipiiii-rs. ami tlip Ulehts nf t'ltl7p|i«."" a rp|»>rf ..f tlip Spa-n-rary's .Xilrl-^iry 
('iiiiiiiiiit.^ nn .tiiiiiiiiuti-ii I'prsiiiial Itata Sv.tPin.. I'.S. Iti-piirtiiipnl "f IIp:il'h. Kiim-atbin. 
.-iinl Wplfarp. July lltT::. liIIKW I*iili||i-jilnn .\<>. (i>SiT:: ti4. Spa- -Suntinary ami Kpaoin 
iiii-mlatlnns." p. x'xill. 

'-llptirin::.. FnrplKli .t|*pralti>ns ami Cnvi'rnniPiit Infnrtiiiitbin .-<iibpiiiiinilita.p. !t.-:<l (-uns.. 
I . I ami 2il .a-.'.. "Fpilpral Iiifnrniattnn Systpins aikt I'lans- Fpilpral I'sp .unl ItpvPlnp-
iiia-nl iif .\ilTanppal liifiiriiiatlnn Tpa-hmil"i:y" i I'art I . .Vprll l»a.t» : (par' 2. J.IIIP ami 
July l<.tT:-.i : "Kpilpnil Inlnmiatlnii Sy>iptus anil t'Un. --luipllradons ami. I.siips" l|>art -T 
January anal Fphrtiary l!iT4a. 

'^Ifparlnrs. Fnrelcn Oppratlnns anal norprninpnt Inforiaatlnn Snbmrninittp*, 9Xtl Cone.. 
I . r . -Fippiitirp Orilprs ll.iaT ami lIT.tA tVrmiltinr Inspprtion br thp pptMrtniPat nf 
Asrlnili.irF nf Parmpra' Inmnip Tai Retnrnii.-* May anil .\nea!>r 1913: II . Rppt. 9.'l-.-»»'«. 
!i.t>l (-»ns.. I*t lapiM.. "Infurmatliin from FannprM* Ina-ome Tax Return* anil Inrasion of 
Pri»ap.v." (Vf. IS. l»7n. 

F.R.'• 1974: aiMItbinal attPntlna i»n Inrasinn nf priraPT aspppt* o( thp 
Kxprntltp nnlprH vas fnp.ispal hy rhp Itompsttc Couaril Cmumlttf* on the Right of rriTacy. 
bi-a<lp<l bv thpn Vk-p I'rpsiJpnt ForJ. 
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inti-odiiced or co-sponsored legislation to impos* effective safeguards 
on Iwtli government alid business in their collection and use of l̂er-
s<mal(lata. ' 

In .Fiine 1974. the Foi-eign Operations and (lovernmeiit Tnfonna-
th.n SuUommittee of this coiumitti'e hehl extensive heariii;.3 on the 
Federal fbivenimeiit's telephone monitoring practices and t\w. use ».f 
"lie det(H'toi-s" auil other similar newer devu-t-s, thus updating the 
earlier SiilK-ommittee studies in these ari'as during the I'.M'iOs.'- These 
hearings al.so pa!-.illeh'd consideration of I L K . U't:;73 during its markup 
stages. 

F(.riiier Pn-sident Xixoiis .State ()f tlie l'nion Me.-.sage to Congn'ss 
on .laiiuai-y 30. 11»74, also took note of {he need t(. protect indivhiual 
priva.-y. He said: 

One of the basic rights we cherish most in .Vmerica is t'le 
right of privacy. With the advaiuvof technology, that right 
bas IK'CII increasingly thi-eateiied. Tlie problem is not simply 
one of setting effective curlfcj on invasions of privacy, but (̂ ven 
m.tre fiiuilaiiieiitally one of limiting the u.-vs to wlii.-li es.seii-
tially private inb.rmath.n is put.and (.f i-e(-(.guiziiig the l,-a.<ic 
pi-ojM-ietary rights each individual has in inforiiiathiii coii-
ivriiing himself. 

Priva.-y. of i-oiirse. is not alust.lute: it may coiifli(-t. for 
example, with the need to pursue justice. Put where conlli.-ts 
t i i-.af-.an intelligent kilan.-ejiiiM U'stru.-k. 

One part t.f the current pn.blem is that as te(-h:i.th)gy has 
in.-reased the ability (.f goveriimeMt an.l private t.rganizarhins 
to gather and di.-'semiiiate inroi-niatioii alxtiit indivi.bi.-ds. the 
.safeguards ii«-eded to prutc-t tbe privacy of iiidividii.ils am-
(-ommiinh-athtns have not kept pa(-e. .Vnother. pait of the 
problem is that I'lear defiiiitioiK and standards (-oiicerniiig 
the right of [ti-iva.-y have not Iteen .levehtiKil ami agived UJKIII. 

To !-;irrv b.rward tlies*' efb.rts he establislieil on February 23. Ift74, 
a .-abhieiit-level -Committee on the Kigbt of Privacy" within the 
AVbite I louse's D(.mestic Council headed by then Vu-e Pii-sideiit Gerald 
K. F(.rd. At its July 10. I!i74, meeting, that (-..mmitttv urged the eiia< i-
meiit of privacy legi.slatUHi emiNMlyiiig. the priiiciph's- i-ontaiiied in 
ILK. l<Wi73. ab.iig with a iiuinljer of other imi>ortaiit "privat-y initia­
tive" measures.'* ' , 

Additional impetus in Congn'ss to ena(-t privacv safeguards into 
law has ,n'.sulte\l fniiii n*ceiit i\*velath>ns (-oiiiier-ted with Watergate-
n-latt-d investigath.iis. indh-tments. triaK and convi.-tions. They in-
cliide<I such a«.-tiviti»'S as the birak-in at the I )emocratie Xatioiial Com-
iiiitte*'*s head(piarters in .1 une 1972. the sbnvly emerging series of 
revelations of -White Hou.se enemies* lists." the bn'ak-iii «.f the ollice 
of I):iniel KllsU'i-g's |Ksvchiatri.st. the misiistr of CLV-produced "per-
sfuiality profiles" on Kl^sU'rg. the win'tai>piiig (.f the phones of gov­
ernment (-mph.yees and news n-(M)ilers. and siirn'ptitioiw taping of 

lla-arlrics Fnrpi^n Ojipratlous ao'i Ciarprnmpnt Infumiaiinn Sulimmnilttpp. 9.1il rnae:. 
2il -p««.. "TbP VM- "t I'niyirraphia ami Similar I-PTIPPS by Fpilpral Ap-ni-ia^.'- Jnne 1974; 
-'ra-Ia-phnna- .Miinltnriu;: I'raa-tiâ a-a by F»ilpral .\;S-na-|ps." Jiim- 1974. 

fnm'/rrmminnnl Krronl, Jail. .-fit. 1974 (ilaily pditiunl. p. 11.172. 
" li»iiia-.tir'•'•xinrll .-nmmlttcp un tha> Kleht a>r I'rlva.-y. "Fart Sbert oo Mrvtine of 

(.'uiuiiiltia^ issupil Julv lO; 1974, spa.- "I'riipoiipU laittativar Nn. 9." p. 4. . 
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{.ei-sonal conversations within the Oval OfKce of the White House as 
well as iM)litical surveillanct',spying, and •'imiM covere.*' 

Otiier iiiii)oi1aiit .sup|N>rt for ].r(iiiipt action to preserve the indi-
vidiiiiFs right to ]>rivacy from fuilher en îioii has come froiii individ­
ual computer companies and trade ass<K-iations ivpi-esentiiig e\-ery 
segiiie'nt of the American compiiter industnr. lliese e.xperts presented 
testiniony stressing the imiKirtancc (.f privacy and the safegiianling 
of the integrity of stored data on individuals during the Foreign 
OfM'rations and G(.vernmeiit Informatimi SiilM*omniittee''s bearings on 
information technology-early in 1!>74.''* A rei-eiit nationwide IHM in­
stitutional adverti.sement, entitled "Four Principles of Privacy,~-en-
doi-sed these basic piii-j)os4»s as "sound public i>olicy" corners-tones: " 

1. Indivhluals should have a(-cess to informatMui altout 
themselves in ivconl-ket'piiig systenu?. And iheni siioiild be 
.some prot-edure for individuals to find out how this informa­
tion is lieiiig used. 

2. There should 1M« some way for an individual to corm-t 
or amend an inaccurate reconi. 

•">. An indivhiual slu.iild able to prevent inforinathm 
f"oiii iK'iiig iniproiH'i-ly disclosed or lused for other than au­
thorized pur|Mises without his or her coh.sent, unless mpiired 
by l.-iw. , , 

4. The cu.st(Nlian of data files ct.ntaining sensitive informa­
tion shouhl take ivasonable pni'aiith.ns to lie sure that the 
di-ita'aiv reliable and not iiiisusiHl. 

.Vs they apply to recoril-kwping activitiis (»f the Federal (Jovern-
ment. th(-s(> are al.so among the basic principles of privacy protection 
that are .fiiitaiiiet; ill ILK. 1<'>:>7.'!. 

The ltni;id p-iii(-iples involved in what is conveniently called '"the 
individual right of priva(-y" are deeplv nM>ted in our history and de­
rived from the Kill of Kights (.f the I nited .*̂ tates Constitution. The 
fourth anieiidment to the Ctuistitiith.n was written as the result of 
the .Vmerictiii i-oh.iiial e.\|terieiice with warrants and writs Lssiied un­
der King Gei.rge I I I (.f Kngland wlih-l. often gave his oHi(-ers an 
•-.\ciise t.i .s«'ar.-li aiiy(.ne. anywhere, any time. Kveii then an Kiiglisb 
Chii-f .Iiisth-e—Pratt, later I>.i-.l Camden —in c(mimeiitiiig upon sii.-b 
a .sean-li »-«indncte.lagaiii.st .b>bii Wilkes.sai.l: 

To enter a man's lioii.s4> by virtue (.f a nameless warrant, 
in onler to procure evhh iices. is worse than the S|»:»nisb I i-
(piisitii.n—a law under whh-b no F.nglisliman would \yi.-li 
to live an hour. 

Ill their bimoiis ls!>0 //.//-<•</<•»/ /.mr /.** »•/# »r arth-le ~The Kiglit to 
Pri» ii-y." Samuel Warren aiul I..oiiis D. Praiideis (-(.iicliided: 

It would .hiiibtles.̂  IH> desindile that the priva.-y of the 
indivhiual shoiihl nn-eive the aibled pn.tit-th.ii of the crim­
inal law, but for this, legislation would be n'(iuired . . . The 

" Sa-a? Ila^rini:*. "Fpalpral Infnrmation Syntpmn anil I'lans;" op. clt.. part 3, tpstimnny 
fmni (pchuiral rzpprtia in.information tjstem Induntry. 

'•"lUM Rpporis—Four I'rluilplp* of I'rlTaey.- full pace adrertlsemeDt, .Veirairefir, 
Julv S. 1974. p. 48. . : . . 

-''Ili-ariii::.. .S|ia-. ial SiilM-nliiuiltta-a. i>n liivusioii uf I'rivut-y, "Si^rial luipiiry nn IntaslnD 
4.f I'rfvai-. ." "p. i-lt.. p. 4. 

^ 4 llariard Lair Rcrieie 193 (1S90). 

II. Rppt. 93-niR \-
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i'ommon law has alwa-iys re»-ognized a man's house as bis 
castle, impregnable, often, even to its tiwii oflicei-s engaged in 
the e.xei-iition of its commands. Shall the eolii-ts thus close 
the front entramv to constituted authority, and open wide 
the back door to bile oir pnirient Curiosity { ' 

Almost 40 years later, .Iii.stice Bi-andeis, in his famous dissent in 
the (-ase of Olmtitetid v. I'ntte.d .Statem. svi forth the basic Constitii-
tiitioiial principles of indivhliiail privacy: " 

The makers of our Constitution undertcmk to secure con-
, ditions favorable to the pursuit of ha])piiiess. Thev recog- -

iiized the significjirii-e of man's .spiritual iiatiii-e. of liis feel­
ings and of his intellect *. They conferred, as against 
the (Jovernnieiit, the right to lie let lilone—the inastfompre-
lieiisive of rights and the right most valued by civilized men. 
To jtroteet that right, every unjustifiable jnstnision by the 
Government II|N>II the privacy of the individual, whatever 

"the means eiiipIoyHl miKst IK* deemed a violation ofthe foiii-tli 
amendment. v 

1 le went on to say further in his dissent, even more relevant in tlics.* 
•lays of wholesale abuses of governmental jiower in our modern nnn-
piiterized society: 

Kxiierieiice shouhl teach us to IK* nuM>t on our giianLto 
]»i-otect lil*i-ty when t he government's pitriMLses are beneficent. ^ 
Meii born to fn-edoiii are naturally alert to repel invasions 
to their lilierty by evil-minded nilers. The greatest dangers to 
liU'rtv lurk in insidious encroachment by men of zeal, well-
meaiiiug.but without uiul(>rstaiiding. 

\. AVIiile there c:in lie no right of nh»olutp privacy in our (-omplex 
civilization, there is an urgent need today to assert the fundamental 
ri:;lit of privacy for all .Vmeriniiis to the maximum extent consistent 
with the overall welfare of our Nation. The Federal Goveniinent ••an 
and must take the lead to achieve this im|tdi-taiit objective. Congress 
has tbe op|>oiiunitv to mandate such at-tioii bv acting pi-oniptiv lo 
emn-t ILK. U«73 into law. 

On August 1-2. 1974. in his first address to the Congress as Chief 
E.xeciiti'.". Pi-esident Ford jtledged his [M't-sonal an.l ofKcial dedicath.n 
to the individuiil riglit of priva(-y. He declared. "There ^yill lie hot 
pursuit of tough laws to prevent illegsil invash.n of privacy in Imtli 
goveniinent and private activities.'' The Comiiiitt«H' offers I L K . ir̂ ;73 
as the fii-st step in that pursuit. 

COMMITTEE -Vcrio.v AXI. VtrrE 

-Vs noted aljove. the i.ssues involved in the .safeguarding of in.li-
vhlnal privacy have Iteen the subject of numentiLs investigatory iM'ar-
iugs by the Foreign Op '̂nitions and Government Infonnation Siili-
i-ominittee of this (-ommittee during the past several years. 

^tilmmtt»d r. 1'mitrd Sttatri. 277 r!.S. 4.1S (192«l : qunrpil. In IlPnrinc«. S|>pi-lal Siiti-
r»iiiiiilt|pp no Invarlun nf Trlvat-T. "S|ip«-lal Inquiry nn Invasion of I'rivary.-' up. lit.. 
I'P. •14. 
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Public iiearings on specific legislative proposals rebated, tp I L K . 
ir>:l73 were held by the .Sul)eomniittee in June 1972. and in Februarv, 
April, and Mav 1974. on a number of revisetl privaev measures—U.K. 
l-2i>0(;, I L K . 12207, H.R. 13.303, I L K . 13304, I L K . i:iS7i. I L K . 1449:], 
eb.'. • 

.SiilK-ommittee markup sessions were held in May. .Ti ne, and .July 
to draft effective and workable language to reach » balance U'tween 
tbe individual's rights to privacy and the government's neetl for jwr-
si.nal information. During this *i>eriod, much of the technical detail 
of I L K . ir>;>73 was worked out in informal meetings amoi'ir the Siil>-
committee's staff, the assistant minority counsel for the Committee, 
officials of tl»e Oflice of Management ami Budgi't. and representatives 
of the Vice President's Committee on the Right of Privacy. 

After agreement in principle was reaclieil by the Siiln'ommittee on 
most of the sjiecific language, a clean bill—H.R. ICATA—wasjiitro-
diiced by SiilK-ommittee Chairman Moorhead on Augiist 12. 1974. co-
siMiii.soretl by 1.3 Members, including .several leading sponsors of pri­
vacv protection legislation in tlie House. The bill was subsequently 
reiMJrted favorably by the Sulwominittee on Septemlier 12,1974, with­
out a di.<senting vote. 

The (Joveninient Operations Committee coiisideretl II .R. 10373 on 
.Septemlier 19. 1974. and favorably re|)orte<I if to the House on .Sei>-
teniU'r 24, 1974. by a roll call vote of 39 to 0. 

Discf-ssntx 

HtHiiiise of the complex interrelationships of the major jirovisions 
of this legislation. ea(-h of its siil«ectioiis is e.xplaiiied in detail in this 
part of the reiMu-t. 

i.EFixrrioxs 

."̂ w-tion 3 of ILK. I<tt73 sets forth the new j.rivacv protection sec­
tion .Viil of title .">. I'liited Sta-ites (.'ode, and in .sei-tion (a) provides 
six definith.ns of terms iLsed in the new .section: 

Se«:th.n (a)(1) defines the term "iigi'ncy."̂  
.*NH-tion (a)(2) ilefiiies the term "individual" .r^ affeetetl bv this 

iiiea.siire as a "citizen of the Uniteil .States or an alien lawfully ad-
iiiittetl for iK'niiaiieut n'shleiice*' in the I'liited .*̂ iates: thus, it woidd 
iu.t affect any other foreign nationals. 

."Section (a)(3) defines the tenn "maintain" with n-spect to agen.-y 
n-conls to iiK-liide the other terms "colbn-t. use. iir disseminate:". 

.•NM-tion-(a) (4) defines the tenn "reconi'' as "aiiy_ coljivtion or 
grouping of information alMuit an nidividiial that is maintained by an 
agency and that contains his name or hlentifving niimUM'. syniliol. or 
other'identifying particular assignetl to SIK-II individual." This encom-
].as.ses rp«"onis (-oiitainetl in either manual files or automated or coiii-
puterize«I form.s. 

S*'(-tion (a)(.'i) defines the tei-m "system of records" as "a group 
of any reconls under the contn.l of any ageiu'V from which informa­
tion is retrieved by the name of the individual or by some other iden­
tifying niiiiilM'r. symltol. or other hlentifying particular a.<*sigiie<l to 
each such individual:". 



Section (a)(6) defines-thc term "statistical reporting or rese rch 
record" as "a i-ecord in a sj-stem of records maintained for statistical 
i-esearch or reporting purposes only and not used in whole or in part 
in making any detenuiiiatitm alwiit an identifiable individual, except 
as pn>vided l.y section S of title 13, United States pHle." This latter 
pr(.visi(tn iK'niiit.s the (.'eiisiL-; Ibireaii to furnish traiuscripts of census 
ii'cords b.r geneah>gicar and other-proiK'r piir[)pses and to make sjie-
( ial statistical surveys fn.m census tlata b»r a fee liiton re(pu'st. 

fOXIUTIOXS OF I.I.S(.-|.(tSl"RE 

StH-tioii ,'.r.2a (b) provides that no Federal agency shall di.sclosc any 
ie.-«.nl (-oiitainiiig jtersi.nal inb.rmation aU.nt an individual without 
his approval t.t any iH'rM.n not employed by that agi'iicy or to another 
agency e.xcept under certain siH'(-ial (-(.iidition.s.. 

Theconsent retiuirement may well IH? one of the most iiiiiM)i-taiit, 
if not the liiust imiMutant, pn>vish.iis of the bill. Xo such transfer couhl 
1H' made unless it was piii-suant to a written n'(piest by the individual or 
by liis pri(.r written coiiS4'nt. This n'(piin'iiieiit would :ipply to all so-
(-alled "iioii-n.iitiiie'' traiisfei-s of iiib.rnialioii. It is not the Commit-
tw's intent to iiiiiH-<le the onlerly coiidni-t of government or delay serv-
ii-es |H'rforiiied in the iiiterest.s of the individual. I'lider the condi­
tional-dis<'losure pn.vish.iis (.f the bill, "n.utiiie" transfers will in? 
]M>niiitte«l witiiout the necessity of prior written c«.nseiit. A "iion-
n.iit'iiie" transfer is generally one in which the personal information 
on an iiidiviilual is used b.r ii purpose other I ban originally iiiteiide(L 

.Vgencies will U? reipiinil to publish annually in the Federal Reg­
ister a descripti(.n of each "routine'' purpose for which iH'rsonal in­
fonnation records are ILSIHI or intended to 1H» itsed. The Committee 
intends to e.xerci.s«» a vig(.nMisovei-sight .-heck on agencies to make 
certain as much as )M»;siiile that no "m.n-routine" traiisfei-s of i-e«-onLs 
of the tviie wpiiriiig prior written coiLseiit are either hhblen or 
blanketed in under tlie "n.iitiiie" category t(. nullify the basic i)ro-
lei-tionsof the law to indivhluals. 

.Vnother e.xcepthtn to the consent m|uiiviii4»nt is where a |)ersonal 
inb.niiation rectud is tniiisferre*! to another agency, including state 
and bM-al iii.strumentalities. b.r a law enb.i-ceiiieiit activity if sii(-h 
a.-tivitv is aiithorizetl by law and if the head of the agency si'eking the 
inb.niiation has masle a written tiMpiest s|H'cifyingtlie particular por­
tion desin'(l and the criminal or civil law enbin-ement activity for 
whh-h the ii'i-ord is sought. 

.V record cannot IK* traiLsferreil to another agency for statistical re-
jM.rtinir or resi'an-li piir|Mtses, unless it is in a form that is not individ­
ually ident ifiiible. Tlii.s, for example, would prohibit such things as the 
transfer of iiersoiial financial information on income tax returns of 
farmers t(» t!ie Department of Agriculture without the prior written, 
coii-seiit of farmers. 

.Vii exception to this mpiiremeut wouhl 1K» made for the transfer of 
n-etsnls to the Bureau of the Census for puri)o.=es of planning or car-
1 villi: out a census, survey, or related activity. IJIWS relating to the 
Bureau (.f the Cwisus are ycrj- strict, limiting access to such records 
(.iilv to Census employees and prohibiting their removal from the 
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premises and control of the Burcaii. Even the Fe<lcral Bureau of In­
vestigation is not permitted to examine individual Census reconls. 
The Comiiiittec believes the privacy rights of individuals already are 
adequately protected in the case of Census reconls and the Bureau of 
the Censiis ts not involved in making individual program detcimina-
t huis comparable to other agencies. 

The Conimittee, is of the view that special consideration muFt lie 
<»iven to valid emergency situations, sii.-Ii as an airline crash cr cpiden:-
ji'. where (Htiisent cannot be .»btaine.l lK'c:iii:-e of tinie I'tid ili-t.-ni'v an.l. 
instant action is re(piire.l. perluips as a matter of life or deatli. The bill 
pi-ovhli's that in these situations rc-ord transfers can U* iiiade without 
the iLsiial prior written cou.seiit if. on .such di-ŝ -losiiiv. iiotifiiJ|tioii is 
transmitted to the iii.lividiiars last known aihlres .̂ This pnivish.ii is 
neces.sary so tliat government «b.ct(.i-s and other Federal emph.yees are 
not in tlie itositiou of In-in^ te«-bnically in violation of the law. 

The legislation also waives the consent provi.eioii when iterson:il in­
formation is traiisferrwl to the National Archives as a i-e(-(.i-d whi.-h 
has siiflicient historical or other value to warrant its continue.l nn-ser-
vation by the govcniment. In any case, the archival reconi pn)ti»ctioiis 
containeilin ( D d ) wouhl apply to such rect.nb. 

The final e.xception in the disclosure secthin relates to jtei-soiial in­
fonnation needed bv the Congn'ss and its committees and subcommit­
tees. Occasionally, it is necessary to inquire into such subjects for leg­
islative and investig-ative rea.sons. . 

Tliis leiri.slatioii wf.iild have an effect on .sulisw-tion (!.)((>) of the 
Freeibtm^.f riib.rniation -Vet (.". r..<C. section .'t.*t2). whi.-h -states 
that the provisions regarding disi-losure of infonnation to the iHiblh-
sliall not apply t.» material '-the disr'losiire of which wouhl constitute 
a clearly unwarrantetl invasion of personal privacy." U.K. U<:\7.\ 
would luake all iii(lividiially-id"iitifiable inb.niiation in (Joveniiiseiit 
fill's exempt fmm luiblic di.~:closiire. .̂ iicli information i-oiild IK' made 
available to tbe j.ublie only pui-siiaiit to rules piiblishe«I by aTe;i.-ies 
in the Fe<leral Register permitting the transfer of parti.-ular data to 
per-diis other than the individuals to whom they pertain. 

The Committee does »i.tt desire that agencies cease making individ-
ually-id(^ntifiable records oix'n to the public, including the j.n ss. ^ir 
inspection and cf.pvliijr. On the contnirv-, it believes that the inibli.- in-
ten'st mpiires the'disclosure of some jHTSonal informatioi!. Flxamriles 
of <n('h information are Certain data alwit government ll.ensees. and 
the n.-.iin>s. titles, salaries, and «lnty .stations of most Federal eniplov-

,CAS. The Committee merely intends that agencies consider the di.s-
chĥ iire of this tyiK* of in format ion on a category-by-.-:ite;roiy basis 
and allow by published rule only those di.sclosures which w.iid.l »i.it 
violate the s|>irit of the Fi('e4loiii of lii format ion .Vet by ..instituting 
".'htirlv unwarranted uivasions of personal privacy." 

List, the Committee is .'O-jnizant of the fa(-t that the Federal Ke-
ports .Vet (chapter .̂ -» of title 44. Tnited States Code) also i-e>tricts 
cuiditions of di.s(-losure of î ersoinl infonnation by government ajieii-
cies. The purpose, scope, and administration of that aet are different 
from similar asjwts of I L K . ;«i.373. Some reconL? would lie snbiect to 
the provisions of liotli the Feileral Rei>orts Act and this legi.slation. 



14. 

however. The Committee intemls that restrictions on tlie transfer of 
iiidividiially-hleiitifiablc data be as stn»g as they can be without im­
pairing the ability of goveniinent agencies to perform their duties. 
It l«lieves that the ivstrictions contained in this bill are stronger than 
tlie ones contained iu .section 3508(b) of title 14, L'JS.C., and that they 
should consequently lx» foKowed with resiject to the dist'losure of per­
sonal inbtrmation. IiKsofur as the restrictions of 44 v ..-?.C.section 3;"»08 
(b) may Ix* stroiigi'r, however, the Committee intends that they should 
IH' followed. 

, .u-corxTixr. OF CERT.VIX DISCLOSURES 

I L K . iri;573 al.so provides in section aS2a(c) that each agency shall 
keep an accimite accounting of the dale, nature and purpô L* of ea(-li 
disclosure of a re4-onl t(. any pen-oii or to another ageiicy,'incliidiiig 
the name and addres.s"of the jierson oragency to whom siieii disclosure 
is made. K.xceptions to this would lie when the record is use<l l.y env-
j.loyees of tlie,.s;inie agency who need it in the performance of their 
duties and when dist-hisures are made to the public from rerprds which 
by law or regulation are o|)en to public inspection or eppving. 

"The Committee has iLsed the term "accounting,'' ratjier than i'rec-
ord." to indic:ite that an agency need not make a notation on a single 
doi-ument of every disclosure of a particular record. The agency niay 
ii.se any system it ilesires for keeping notations of disclosures. pn.vitled 
that it can construct from its system a document lasting of all dis­
closures. " 

The agency mii-st retain the accounting for at least five years and 
make it available to the individual cj.iKerned at his re<piest. e.xcept for 
the part dealing with traiisfei-s for civil and criminal law enforcement 
purposes. 

I'lider the pi-ovisioiis of section .'>.'i2a(d), which are described Ix'low, 
au agency may correct an individual's record or note that a portion 
<.f tlie re('onI is in dispute. .Se«'tion (c) recjuires the agency to inform 
any i>erson or other agency to whom it di.sclosed a reconi within two 
yeai-s pr̂ H-eding the making of the correction or notation of dispute 
iilKiut this amendment to the re<-onL 

Corrections t.r notations of (Fispute made to recbrds disclosed prior 
t(. the effective date of tbe legislation or for which no amMinting of a 
di.si'losure is rHpiiivd would IK.' e.xemi.t from this requirement. 

ACrF-SS TO REniIU)S 

.̂ NM-tion .'i."i-Ja(.I).grants each indiyidnal access to reconls {.ertaining 
to him which are maintained by gov(?miiient ag«.'ncies and i>eriiiits him 
to re(piest amendment of his rivords. Each ageiiev iiiiis* under this 
provision iiiiike any (.-orrection of the dociinients which tlie individual 
n (piesfs or inb.rm that jierson why it refuses to make the change and 
allow him to apiteal the refusal within the agency. 

Whenever an agency determiiu»s on appeal not to alter a reepnl. it. 
must permit the indivi.lual to file a concise statement of Itis reasons for 
disjigrecnient. -Vdditionally. it must make copies of that statement 
available to i)ei-soiis or agencies to wlioib it later transfers the disputed 
portion of the record. 
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The Committee believes that tliis provision is essential to achieve an 
important ol.jective of the legislation : Fiisiiring that individuals know 
what Federal records are maintaineil al)out them and have the opjior-
tiiiiity to correct those records. The provision should also encourage 
fulfillment of another iiiqmrtaiit objective: maintaining government 
nt-ords almut individuals with such accuracy, relevance, timeliness, 
and completeiiess as t< reasonably im-essary to a:!»ure fairness to indi­
viduals in making determinations altout them. The coiLstant vigilance 
of individual citizens backetl by legal redress is the best means, in the 
-Committee's opinion, of making certain that government treatspeople 
fairly. 

ACEXCV R E Q I I K E - V I E X T S 

Section .'•w2a(e) is iiiteiidetl to eiisiire.tliat all individuals may know 
the administrative stnictiire of all systems of reconls: the uses to 
which such records will lie put: and the pnK-e«lures by which access, 
if mandated, .may be hail and inaccurate records contested. The sec­
tion also ri-qiiires that any record used to inake a determination about 
an individual lie niaintaiiied in aii a(riirate,̂  timely, and relevant fasli-
ion. By the term "determination" the Conimittee means any decision-
affecting the individual which is in whole or in pait basetl on informa­
tion i-ontained in the rec(>rd and which is iiiade by any person or any 
agency. 

.*̂ e«-"tion (e) (1) requirements relate only to those records which are 
t-oiiipiled from infomintion received directly from the (roncerned indi­
vidual. T1>e piiri>6seof these requirements is toensure that individuals 
.supplying infonnation for a record system are fully aivaro of wliattlie 
Wonl will be used for and whether or not a resfionsc to the retpiest 
is maiulatorv* or yohmtarj-. 
. Under section (e)(1)(D) the individual niitst be informed ofthe 

ctiiLsefpieno-s of not pn.viding any or all of the n'(piested information. 
If the rcpiested information is re«niii-ed to be provided by statute, 
the notification to tlie individual should indicate the statutory provi­
sion and its ri'aeh. If failure to provide the information couhl snbje(.-t 
the' individual to loss of a government benefit, the extent of such lass 
.should l)e inilieated. If tliere is no adverse effect on the individual for 
failure to comply with any or all of the mpiest, that iiifoi-iuatioii 
shouhl also l)e noted. 

Section (e) (2) eiH-ompasses the publi.' notice required to lie nuide 
by each a«p»iicy. The intent of this secth.n is to ensure that the essen­
tial chai-a«-leristi(-s of all information sy.stems covered by this Act are 
known to the public. The existence and character of each system, 
whether or not e.xempt from other nHpiireinents of this Act, ni'iLst Ite 
published in, the Federal Register as re.piired by this section. 

i,'iiderse«'tion (e) (2) (A) the naiiieniKl location of each sy.stem nui.st 
l»e published. If a .sy.stem is l(X'ated in more than one place, each loca-r 
tion mu.st U' listed. Under secti(m (e)(2)(B) the categories of indi­
viduals whose i-econb are maintained in the .system must lie listed. The 
piir|)ose of this rerpurement is to enable an individual to (letermine 
if iiiformation on him might IK* in such system. Tiie description of the 
••:itegories shouhl tlierefore lie clearly .stated in iioii-teclinical term.a 
understandable to individuals unfamiliar with data colliH'tiou 
technhpies. 
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Under section (e) (2) (C) the categories of records maiiitaine.l 
sliould be listed in a manlier similar to that of (e) (2) (B) so as ade­
quately to inform individuals unfamiliar with data collet-tion as to 
the kinds of records held in the sj-steni. The listing of "routine pur­
poses" under (e) (2) (D) should include all iises to which the m-onls 
will be put in the normal course of biLsiness. Transfer of a record for 
any ii.se which is not published under this .subse(-tion will mpiire a 
rwpiest by or prior written (-(.iLseiit of the indivhiual to wlu.m the 
record pertains as pi-ovided undei* .'..•»2a (b). 
' S.-(-ti(.»ii (e)(2) (F,^ aiid ( F ) i-e(piiii'S the a;»en(-ies a.Icpiately to in­

form the public as to the policies governing the liliysieal custiiidy and 
].ntt('(.-f i(in of the record .sy.steiius and to advise the publh- of the .-igeiK-y 
oilicial who is responsible for the maintenance of the .sy.'';t."m. 

The provishins of sect ion (ej(2) ((i) and (II) may 1H'.s;i(is!ie.I by 
]ntIilication of the applicable rules made under .V~i2a(f). 

In refereiKv to the rtHpiireiiieiit in (e)(3) relating tb '•timeliness.*' 
the Conimittee iiiteii.ls this wdnl to mean that a i-e(-ord was timely at 
the imini when the deteniiiiiatiim by tbe agency altout the indivhiual 
wasiiictiially iiuide. 

.Section (e)(4) ])rohibits the iiiaiiiteiiaiice of any reeord under this 
.Vet whichcoiu-erns tbe i)oliti(-al or religioiislHdiefsoracfivitiesof any 
individual as di'fined by this Act unless the individual authorizes the 
maintenance of su.-h reconi or unless the maintenance of su.-h reconi 
is expressly authorized by statute. 

AC.EXCY Rl'I-KS 

Under section ."t.*i2a(f) each agency must establi.sh rules by wlii(-h 
individuals may Ite appri.sed of infonnation almnt them in rc-ord sys­
tems and by which such indivhluals may challenge inaccnniciî s ,in 
tli(tie records. 

Th.e rules miiiired under ( f) (1) thi-oi!;rh (."») must IN- pi.tniiilgat.-d 
ill aj.-cordaiK-e with the provisions of L".S.C. .section .'»."t3. 

Under s«»ctipn (f) (1) t!ie agi'n.-y is mpiired to establish pn '̂ediires 
whereby upon the i-cpiest of an individual, the agi»ii.-y must notify him 
if the .sy.stem which he names does or does not contain a nn-ord jier-
lainingtohim. 

Under si'cth.n (f) (2) ea.-b agen.-y must itromnlgat.' rides by whi.-h 
an individual .seeking access to his ivt-onls can .-nlli'-iently identify 
himself as the individual named in the i-e.-(M-d. Su.-li identifi(-alhtn 
shouhl if iH).s.sible be made in |H'i-son by the individual seeking ac(-ess 
to his reeitrd. Ib.wever. agein-ies sh<i;iM niake etrorls to ensure that 
hidividuals who are unable to appear at a dcsignatc.l l(i.athsti .-iin 
^atisfv identili.-:ition n'<piii-eiiieiits by other means. 

Under (f)(3) each ageii«-y must establish Mi-cccbires f.ir dis4-Iosiug 
jKM-tnieiit rect.nls or ihbu-niation to imlividiials iqion rcpiesf. If a 
i-ecord contains information altout moiv thandiie individual or con­
tains other data not itertaining to the individual mpiest ing t he n-(-ord. 
only the information i^'i-taining to the ivpiesting in.livi.lual must lie 
disclo-sed. 

If, in the judgment of the agency, the traiismi.sslon of medi.-al in­
formation directly to a re(piesting indivhiual (-oiil.l have an advei-se 
effect upon such individual, the rules which the agency promulgates 
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.should provide means whereby an iinlivulnal who would Ite adversely 
alfected by receipt of such d.'ua inay lie apprised of it in u inaniier 
which would not cause such advei-se elbicts. An example of a rule 
serving .such puriMiee would IM? traiismi.ssion to a thn-tor named by the 
requesting iiulividual. 

Under section (f) |4) ea(-h agi'iicy iiin.st establisli riihs by whicli 
an indivhiual seeking to amend bis nvord may ha»c the rwpiest re­
viewed and if denied an iniiiai review may apfM'al sn.-li denial. 

This section ad.lithiiiallv antborizes ageii.-y heads to promulgate 
such other rules as will enable individuals to enb.rce fully their rights 
under this Act. 

Section (f )(•')) authorizes the cstablisbnient of copying fees at the 
discretion of the agency, However, an agency may not charge the in-
dividiial for time si)ent in sean-biiig for ivijiii'Sted reconls or for tinie 
»\tont in reviewing records to determine if they fali within the dis­
closure nNiuireiiieiits of the-Vet. 

Fiiinlly, section (f) nvpiires tbe pubbcation of̂ nn annual compila­
tion of all regidations promulgated by all agencies pursuant to this 
section. 

The Office of the Federal Register is responsible for publication of 
this compilation and is directed to publish it in a form remlily avail­
able to t he publ ic al h.w co.st. 

CIVIL REMEDIES 

The section authorizing civil actions by indivhluals is designed to 
aasiire that any individual who has l«en refused lawful access to bis 
reconi or information about him in a record, or has other-vise lu'en 
iiijui-ed by an agencv a.-ti.tn whi.-h was base.l -np(»ii c iiiipn>jx>i-ly 
const it iitellm.'ord. will have a remedy in the Federal District courts. 

Actions may In? bntnght it the agency refuses lawful access upon 
n-ipii-st «>i an inilivhbiril. .Vii a. tion also lies if the agency makes an 
adverse deterniination base*! upon a record which is inac(riirate, un­
timely, or iiicoiiiplete. However, in order.to siLstain such action, the 
individual must demonstrate the causal relationship Ix'tween the ad-
vei-S(̂  determination aii.l the iii.'oiiipleteiie.s.s, inaccuracy, irrelevance or 
n'.piofct of ai> individual. A» a.-tion iilso lies if the igeiicy miiLis in 
luitimeliness of the rei-or.l. .Vii.lith.iially. :in a.-tion v ill lie forthe biil-
iire of the agi'ii.-v to comply with any other se(-ti(»n of this law when 
.su«-Ii n(.i«--oiii|diaii.v has an adverse effect upon the aggrieved 
individual. 

Tbe ct.urt may eiij.iiii an iiirency fnun withholding records which do 
not fall witbiii'the e.xeiiipthtiis set forth in .sections .*t.V2a(j) or (k). 
The .-oiirt is required to deterniine .such matters de noro and the bur­
den of pi-oof is iqton the agency to sustain tbee.xempthtn. 

Reasonable atloniey fees ai'id casts may lie as-ses.setl against the gov­
eniinent in any case where the jilaintift substantially prevails. It is 
intemled that su.-h awanl .if fees not be automatic, but rather, that tlie 
.-.tiii-is .-(msider the .-riteria as delineated in the exi.sting iKidy of law 
iriiveriiiuir the awanl .tf b't-s. However, when an acthm is bntugbt 
un.h'r s»vthtn (g)(1)(B) or (C) and when the agency has U'en a.l-
iii.L'e.l to have a. ted in a manner wh.ieli was willful, arbitrary, or 

II Rppt. 9.". 1 » i ' i - - •; 
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(-apricioiis. the government shall be liable for reasonable attomey fees 
and costs. 

In addition to the,award of fees and costs, the L'nited .States is lifible 
for actual damages i-esultiiig from the willful, arbitrarj-, or capricious 
a«-ti.tii of an ag«'ii«-y in a suit brought under s«M-tion (g) (1) ( B) or {{'). 

Venue lies in the district where the complainant resides or has his 
I.lace of biisiiK'SS, where the agencv records arc situated, or in the Dis-
t ri.-t of Columbia. The statute of li'mitatious is two years from the date 
upon wliich the cause of action arises, except for cases in which the 
agency has materially or willfully misrepresented a''v information re-
(piired to be disclosed and when such misrepresentation is material to 
the liability of the agency. In such (.-ases the statute of limitations is 
two years fi-oni the date of discover}- by the iiidicidual of the mis-
rejtn'sentation. 

RIGHTS OF LEGAL GCARDI.XXS 

.Secti(m (h) provides that the jKirent of a.-̂ y minor, or the legal 
gnanlian of any individual who has been declared to be iiicomiK'tent 
due to pliy.si.-af or mental iiicap.icity or age by a court of competeiit 
jiirisdh-ti()n may act on behalf of such individual with respect to his 
rights under this law. 

CRIMINAL PEXAI^TIES 

.Vny otiicer or eniplovee of the l'nited .States who has a.-cess to or 
pos.session of a record the disclosure of which is prohibited by the Act 
or by the rules made pursuant to this aet and who k-nowingly discloses 
su. li information to a iH.'rson or agency not entitled to receive such in­
formation is liable for a fine of not more than $5,000. 

.Vny iiei-soii who knowingly and willfully obtains a record concern-
iniraii in.livi.lual fi-om any agen.-y under false pretenses is liable for a 
fine of not more than $5,W)0. 

CEXEILVI, EXE.MPri(iXS 

.'-lei-ti.in ."..VJa( j) w.mid lu'rinit the bead of any agency to exempt 
.-ertain sv.st.-ms of ni-ords within his agency from virtually all the 
n'.piin'iiieins .tf the h'gislati(UL (̂ I'ly : "«-.tnls niaintaiiied by the Cen-
t!:il Iiitelli::»-n.-.- .Virency and (-riii!ii-.:'l jiisti.e ic-ords could U* so ex­
empted. Kven they would U' subi -ct Iw tin- p.-.piiremeiits relating to 
. (inditions nf .Us.-hisiire (.section -t̂ ii (it) ) an.l piiblh-athtn of m.tice 
.if till- .'xisfeiii-e :in.l .'hara. ter of each .system of records (secth.n .'i.'i2a 
(e)(2)(.V) thn.iigh ( F ) ) . 

The ('.iMiniittee U-lh'ves t hat su.-h a bi-.ta.l exaiiiinathtn is permi.ssiblc 
btr thc.se tw.t tvjM-s .»f p-a-.trds In-.-atise th.'V <-«intain particularly s»'nsi-
tiv.' inbtiiiiathiii. C.l.A. lih-s may iiicliide the most deli.-ate informa­
tion n-irai( I ing n:iii.tiial sei-nrity. Criminal jnsti.v ivcor.ls aiv so 
.liffereiit in ii.se from of her kin.ls .if n'.-or. Is that th.'ir dhschfê ure should 
lie <;.tv.'riii'.l by .s.-p:irate h-jnishitioii. 

The ('.>niiiiiii"<- has ma.le .-ertain. However, th.-it a n«iti.-e of the exist-
.-n.-.- :inil i-Ii:ira.-fer of thcs*- systi'Tiis «»f r.-a-onls niii.st IM' published at 
least :innii:illv in the/"»'.'» /•'/ /a'< ///.•<.'»•/•. We U'li.'ve lh:it the jrovernnietit 
sli.iiihl m:i:iit:iin no s.-a-ret .syst.-in .if i-e.-.n-il;; :ilHiiit its own .-itiz.-ns. We 
have :ilsi» mail.' .siiit- tli:it systi-nis iii;iy lie .-xenipted from .-ertain re-
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qiiireiiients of the bill ohly after the head of an agency pioniulgab s 
rules which are oi.c:i to public cmiment Iteb.re tliey become effective, 
r.y this means, p -ople will Iw affonled an oppbi;tuiiity to make their 
views (m proiM««.-«I exemptions known to tbe approj.riate agencies, and 
aiyncies will be able to Modify their decisions taking those views into 
aci-ouiit. 

The Committee also wishes to st ress that this section is not intended 
to re«{iiire the C.LA. and criminal justice agencies to withhold all their 
|ters4>iial records froiii th*-* individuals to whom they iK'rtain. We urge 
th«tf4. agencies to keep open whatever files are presently open ami to 
make available in the future whatever files ••:in Ite made available witli-
(»i:t cb'arly infrin^fing on the ability of the agencies to fulfill their 
missioiis. 

SPECIFIC EXEMPTIOXS 

Swtion 5.V2a(k) would iterinit the head of any agency to exempt 
(vrtain .systems of records within his agency fnmi some of the mpiire-
meuts ofthe legislation. The i-e(piii-eiiients from which these system.s 
(-ould I * exempted are prim.-irily tlese dealing with access by indi­
vhluals to records alx.iit them.selves. ()iily biur categories of systems of 
iw.rds could btr so e.xcliided: 

1. Information classified in the intere-st of national defense or 
foreign polii'v: 

2. Investigatory material compiled for law enforcement purposes, 
except for information that is contained in criminal justice n'conls 
(wbi.-h are ."ubjivt to secth.n j)) and information that is Ojien 
to public iiisi>ection under set t 
Information Act): 

.-». S«H'n't Servi(V fi'er > -i ji! 
ti-'-tive .«!er\-ices to the P - f > 

4. Reconls requintl . i -ii-. 

•.•»2 of this title, (the Freedom of 

• : in f oiiiiectioii with providing pro-
rot her individuals: and 
',.<. lie maintained an.l usetl solely .-is 

stati.stical researeh or r-pmt.;tvcords. 
Sound reas(ms of public p(̂ iicy justify exempting each of these 

gr«u|)S of n'conls from individual access. 
1. In some cases, ilisc'losiin' of cla.ssified infoi-mation. even to the 

jierson to whom it i>ei-taiu.s. could damage the national defense or 
fiiriMgn |>«>licy. for tbe information woiihl ho lonjrer lie subject to all 
the .security (-ontnils it is pmperly subject to :is classified matter. 

2. In.Iividiiul a>-»-ess to c.M-tain law enforcement files could impair 
investiiTJtions. jvirtienlarly those whh-b involve .-omplex and eon-
ti!iuiii<r patterns of Ix>havi.̂ r. It eoiil.l alert subjects of investigations 
that their activities are Iteinir scrutinized, and thus allow them time 
to take measui-es to prevent detection of illegal action or es.-ape 
proset-iition, 

:!. A.-»Vss to .*5e.-n't .̂ .•rvic(» intelligence files on certain individuals 
wonbl .vitiate a .-riticsl part of .**e.-iet Service work which was specif-
i-ally iic-ominemled by the Warren C.imnii.ssion that iiivestigtited the 
as.sa.s.=?in3tion of Pn>sident Kennedy and binded by C(Higress. 

4. I)ist-!osiire of .sniti.sth'al records in iiKvst instances wmild not pro­
vi.le anv U'nefif to anyone, for these n'conls do not have a direct 
effect on .my.given individual: it would, however, interfere with a 
leiritimate. Coiurrpssionallv-.eanctioned activity. 
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As with svstems of records which are e.xenipted from virtually all 
retiiiin'iiients of the legislation by section 5.V2a(j), the sy.stems of 
n'C(.niri des.Tilted in section (k) may U' exempted from re«piirements 
(»nlv after the head of an agency pn.iiiulgaites niles which are ojwn 
to public (-omiiient Itefore tliey liecoiue elfe(rtive. Also as with set th.n 
(j) reconls. the Committiv urges agencies niaintaiiiiiig section ,(k) 
nt-t.i-ds to o|HMi those do.-iiineiits to the individuals nanietl in them iii.so-
f.ir as such action would not impair the pnqM'r functioning of the 
agen.-ies. . 

ARCHIVAL RECOI.'US 

.S,H-tioii .V.-_'a(l) pn-scriU'S .sjtecial pn.visioiis for reconls whi.-h 
are under the cnsUHly or .-ontn.l of the Xatioiial .Vreliives ami Reconls 
S«'rvi(,-e. a coiustitueiit agency of the ( Jenenil Servin's .Vdministi-athm. 

Panisrraph (1) of this .section deals with agency records acceptetl 
bv the Administrator of General Services for storace, processing, and 
s«'»n-icin!r whicli are now lH»ing providwl by Federal, Reconls Centers. 
These m-onls are under the rontrol of the agencies which dei>osited 
them: the Xati(Mial .Vreliives and Reconls Servi.-e merely has c»*tothj 
«»f them while it is pn.viding.st(.ra«re in Rei-onl.s Centers. Consequently, 
the paragraph states tbat these n'.-oi-ds shall, for the piir[K>pes of tins 
.se«-tion. U*Coiisideretl to U* maintained by the agency whh h deposited 
them ami .shall IK* subject to the provisions of tliis ."Hi'tion. Tiie Admin­
istrator of General Services sliall ii(.t di-sclose any of these i-econls 
except to the ajrency which maintains them or pursuiint to rules 

csiablishedliv that aceney. 
Parasrraplis (2) and *(3) d.-al with agency nx^rds pertaining to 

identifiable individuals which are transferred to the National Arehives 
it.self as ivcoi-ds which have-tufficient lii.<?torh'al or other value to war­
rant their coutinuetl preservation bv the United .*?tates Government. 
These i-econls are under the actual control of the .Vrehives: con.«e-
qiiently. they .shall, for the purposes of this section, lie considered to 
lie maintained bv that agency. ^ 

Under paragrajih (2). records whi.h were transferred to the 
Arehives prior to the effective date of this .«?ection shall not be .siibjeî t 
to tlie provisions of the legislation. The Committee h:»s written this 
exclusionary statement iiito the bill l»ecause it feels tbat refpiiring the 
.Vivliives to* reorirauize larsr quantities of dor-iiments which are l^iiig 
u.se<i only for historic:it7>iirposes Mould be expen-siye and would aid 
no one. 1 . 1 • 

Under paniL'raph (3). i-ecnnl> v. b .-i .ire transferred tothe Arebives 
nfte,' the effea-tive.date sliall lie sjit.jpf; to most ofthe provi.sions ofthe 
bill. .Since the n-eord.'s -. oiihl already have lK»en organized in con-
fonnitv with the rcpiirements of this section by the agency transfer-
riiiff tiiem to tin- .Vn-hives. m.nbitaining them in continued conformity. 
\ri»'> fh's lav- woiilil not i-e<|iiire anv -MH-ial eff.irt. P.'rmitting arws 
t.a t!ie rea-onls Itv in.livhliials nam.-<l in them W(MI1.| also lie rea.son-
abh' if a.-1-ess had Iwn permitted Ity the ag.'iicy which transferi-e<l the 
nvonls t.» the Areliive«;-( In.sofar as a re.'onl could have been exempted 
fnun acvss iimler section r.;V2a(i) .tr (k) liefire its transfer to tli(5 
.Vn-hiv(̂ s. it .oiihl of coni-se lie similarly exempted after transfer by 
fill'AT-!'!:ivist (if tin-United States.) 
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Kc-onLs under the c(mtrol of the Arehives would not. however. l)e 

subject to the pi-ovi.sioiis of this law which i>erinit changes in docu­
ments at the nr(piest of the individual nanied in them. A ba.sic ar­
chival rule holds that archivists may not remove ov amend inbtrma-
ti(>n in any i-econls placed in their irusto«Iy. The principle of main­
taining the integi-ity of ni-t.ids ;s.-oiisi.len'd'(iiie of the most im|tfirtaiit 
niles of pn>fe.ssioiial ct.mbict. It is iin|Nirtaiit In'miise liistorians quite 
proiH'i-ly want to h'arn.the triii'c(>;i(|iti(m of past g.ivernment n-.-ords 
when doing ivsean-h: they fntpieiilly find the fa.t tliat a n-ctml was 
imuriirittf is at least as im|Hirtant as the fa..-t that a re.-«ii(l was a.--
curate. 

The Committed' iM'lieves that this rule is eminently n-a.si.nable and 
should not breachetl even in the cas»» .,f indivhiiially hh-ntifiable 
re«-oi-ds. ()iii-e those .hM-nments are ;L'iven to the .Vn-hives. thev nre 
no huiger ii.sed to make any detenninarhm alH)ut anv individuiil. -̂ o 
amendment of them would not a hi anyone. FurthemK.'re. tlie .Vrehives 
has no way of knowing the true .stat*̂  ..f coniested information; sij.,^ 
it (htt̂ s not admini.ster the program for which the .lata was i-iilh>.-t(d: 
it cannot make judgments as t.» whether i-e.-.ir.ls s|,„ul,l IH» altereib 

A X X l ' A L REPORT 

.̂ ••-thtn (m) provhles that the Preshlent shall submit to theS|t«'aker 
of the Ib.ii.s' of Representatives and the Presi(h'nt of tbe .Senate, by 
June 30 of each calendar yi'ar. a (-onsolhlated report, .separately list-
inv for each Fe.leral agency the iiinnber of reconls contained in any 
sy.stem of m-onls that were exempted from the o|N>i-ative provish..'is 
of this law under the terms of .section (j) or (k). .Vlso to IM* in.-lu.led 
in the annual reiH.rt woidd lie the reasons for su.-h exemptions ami 
other inb.rmation indh-ating efforts t<> i-omply with the law. It is 
hoped that all such infoniiatioh would U' made public. If, however, 
the nature of any .such exemption re(piires a security (-lassifi.\'ith>n 
marking, it shmihl 1H' placed in a .separate part of the n'liort .so as not 
toaffeet the remainderof the.niniial refiort. 

•rEt l lXICAI . CIIAXGES 

."̂ H-tiou 4 of the bill makes iic-essarv revisions ofthe chapter listing 
of chapter .=>. title TK United States O'xle to add this new section .V.2a 
—"Records iilioiit individuals". 

Em:( . - r i \ -E i.A-rE 

.'Section Tl of the bill provhles that it lieeoine effective on the ISnth 
d.iy following the date of enactinent. 

C ^ S T F!sTIJIATi: 

In .;ompliaii.'e with clause 7 of rule XTTI of the House of Repre­
sentatives, the following. !!tatement is made relative to t!ie .-ost which 
might be incurred in implementing this hill. 

Thei Office of Management and Budiret (0MB) estimates the annual 
cost of impremeiiting this bill as between $200 million to .$:;(N» millit.»n 
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a year, with a one-time "start-up'* cost of $10("k million. Thus, the five-
yearestHiate would range from?l.l billion toSl.fibillion. 

However, 0MB made it clear that its estimates cannot have a higher 
degn'c of precision liecause of many imponderables, including possible 
savings off-sets. These problenis were des(-ril»ed in a letter from Mr. 
RolMMt H. Marik. .Vs.soi-iate I»irector of OMB b.r ManagemiMit and 
0|K>rathui.s. » copy t.f which may Ite fonml in the a[.i)endix of this 
report. " . a, . 

In the circumstances, the Committee concurs in the estimate of the 
Office, of Management ahd Budget. The Committee al.so notes the 
.Vdmiiiist nit ion has .-in-nlat.'d a proiMisfl KM-t-iitivc onler in the 
various agencies of the Govemiiieiit to carry n|Ut the objectives of this 
legislation. That E.xeciitive order was designed to lie issued in the ev»-nt 
Congress does not act. It is patteriie«I very much after the Hou.=t' bill. 
H.R. 16.373, now before you. Tlie Office «*>f .Manap'iiient and Budget 
has stated the cost of iniplementing this pi-oitos«»d FI.xe«-utive order 
would be approximately the same as the Hoii.se bill; So the cart Lu tor 
appears to lie virtually academic. Our Goveniinent. subject to the 
Pi-esident's final approval, intendstosj>end this money fortius puriiose 
whether we act or not. However̂  this is a c(.iign'Ssional resitonsibility. 

AGENCY VIEWS 

Sec letter from OMB and Civil Sen ice Commissi(.h, dated S'pteni-
bor 18,1974, to Chairman Hdifield. 

K X E C I T I V E O K F M E (IF THE PRESII.EXT, 

O F F I C E O F MAN-.\(;i:MrNr A.VD Bnt(;irr. 
i\',ij./,:.>f/fo„.i'.r..orfoUt2.r':';. 

Hon. W I L L I A M Mo. tRiIE.\i.. . . . 
C/ititrunm. Fott ''inOlttriit'tOh.* nnd Co'-t rnnient Injorunttinn Snh-

committft. < .ttmnittee on Gon rhtnfnt (tfif inf ions. Ilnnxt »</ /.V^>-
rctenttiticft. Washington. JKC. 

DEAR .MR. CIIAII:.MAX: This letter is intemh-d to .summarize «.ur 
views with resp<'ct to II.R. h<:\~:\ whh-b w:is iv.ently ordei-eal t.. Ite 
reported by the Committee on Goveniinent Ojteratioiis. 

.*<iin-e time does not |M'rmit us to se»'k rhe vi.̂ w of .all agen.-its . on-
cei-iied we are unable to .speak for theih. However, we have noted tliat 
this bill is in most resiMvts consistent with earlier legislative propo-a!* 

. which were reviewed with ' 'ose agencies. 
We remain •-oiiceriied. however, thai tbe bill (bn's not exempt from 

certain of its operative provisions..personnel testing and examinaiinn 
material and other iH'i-sonnel security and evaluation fib's. esjH'a-iaMy 
those .-(mtaining informath.n gathered under a pledge of confhh'ii-
tiality. Permitiing unrestricted indivhiual a.t-ess to such n'«-<;:-.ls 
wouhl .seriously hain|ter agencies in ev.-duating the (iiialification.s and 
reliability of Federal civilian, military, and . ontractor |H'rs.in:iel. 

AVitli the exception of the-e piovis'-rns. we find the l.ill to \z. :\-
erally c(msi.«!tent with oiir view- .tn this si,!,:,-,-t. 

Sin.rerelv. 
KmiEirr IL M.XRIK. 

As.^'ocii/ft' J f / f • '')!• for .Vffii'io, nii nt <n,d .ff/'friit'Oii'i. 



U..S. CmL SERVICE COMMISSION. 
Wa.^fiington./KC.. September JS.J074' 

Hon.CiirrHoLinEin. ^ . „ t n 
Chnirmau. CammUtee on Government Operafutns, Hoû ê of Repre-

Ment<it!re9.Wiisthinoton.P.̂ . 
Dr_\R MR. CILUR-MAN : The Civil .Service Co:iimission st rongly jirges 

that tbe Committee n'Store to ILK. in.373 exemptions which will en­
able the Commission to continue ellicienriy to carry out its responst-
biliti-s with resiK'.-t to Federal employee management. The exemptions 
were in paragraphs (4) and (.-i) of the proposed '=«'»"» •'̂ fir̂ M' !2 
title :.. United States Code, a.s added by section 3 of H.lv. ir-JcJ. AS 
inirodu.-ed. these provisions wiuild have exempted from the disclosure 
and a.'.-ess-t()-reconls provi.sious of the legislation: 

ti) Investigatorv material maintained for the purpose of 
tei-ininin" initial or continued eligibility or qtitdification forFedr 
( ial empToyineiit. military servh*. Federal contracts, or access to 
i-Iassified information: or . 

(ft) Material u.=ed for appointment, employment, or promotion 
in tbe Federal service. , • • n * 

Tlie latter item while very broad was intended principally to pro­
tect materials,used in civil ser̂ -ice exaiiiinations. . • i 

With ie«i)ect to investigative matenal. the Commission is autbonzed 
and directtHl. pursuant to V:i^.C. .3.301 and .>30-2. to examme into the 
character and fitness of civil service applic-aiits m order to determine 
their n-hitive .suitability for employment. These suitabdity deteniiir 
iiaii..iis are es.-ei.tial to'tlie maintenance of a bigh-calilx-r wonc force 
iM'cause tbey insure that from the standpoint of character and in­
tegrity, as well as of qualifi.'ations. we select the verj- best applicants 
for Government employment. , . i 

Our loii" experience in investigations indicates that those who gi\e 
witness to the qualifications and integrity of others are ordinarily 
far more camlid when the inb.niiation is given under ple<lge of conh-
.Ici'.v than thev arc when thev presumably are speaking for pul>lica-
ti.m. And this 'experience is ĥ mo out whether the person v̂ho reports 
to us is a former employer, an associate, or a neighbor. Wittiout an 
e.xeu.ption similar to that stated in subsection (4) quoted above, we 
cmild not maintain the confidentiality of the information we receive or 
of its sources, with the result that we could not effectively perform the 
full reach of our statutory functions. In a s\ord. we could not give 
a.K-̂ .unte as.siirance that persons employeil wei-e in fact qualified from 
the «^andpoint of either competence or integrity. , , 

With respect to examining material, the Commission must maintain 
the integrity of the competitive process which plays such an impor­
tant iiart ili the stafrimr of the competitive service. Obviously, in de-
te' niinin<r the relative ability of cimipetitors for Fwleral positions, the 
CommissTon must iu<!e an examininir process which Ls scrupulously fa«r 
lo all wiio are concerned, i f test (piestions an(l rating information is 
ni::'h' nvailable to the persons to whom they pertain, the Commission 
wii' ê unable to (Oiitrol the.dissemination of sii.-li inb.miath'n to 
others. .Vpplicants. by leaniinir the correct answers to the questions?, 
could use the information to (-omproiiiis«. the fairness (.f the entire test­
ing system, and reduce to a shambh s the open .-ompetitive examining 



sj-stem we have worked s«. banl to establish. In order to protect our ex­
aminations fi-omA-omproiiii.se. particularly when we use written tests, 
we currently b.llow procedun'S in which we compose tests of differing 
series of similar,qiiestions and this scrambling technique barely keeps 
lis :ihea.l t.f tli(h-̂ ' who would exploit our tests for iM>rsoiial or (-t.m-
niercial gain. Without an exemption for materials used in the examin­
ing pnn-ess. we (-ould not defend (.ur tests again.st compromi.s(>. In adtli-
tioii. if the names an.l ratings of other applicants must Itc revealed to 
any requesting applicant, questions arise as to whether pr not the 
rights of privacy of these other api.licaiits have been violatwl. 
- We also Udieve tbat medical re.-(tr(ls of employees and applicants 

.should not lie generally available, even to the applicant or employee, . 
v.hen this information could be harmful to hiin. Our regulations pro­
vule for release of this information to the person reqiK^ting it only 
thnuigh a doctor of his choice. We Iwlieve tliat this pi-(xi'dure shoulil 
lie maintained. 
^ Time has permitted only a brief di.scussion of the problems we an-
ticipate if Commission o|H'iatioii.s, jiarticularly those (li.sa-ii.s.setl .ilMne, 
are not ex(Miipted froni tlie provisions (.f the*bill. We .«troiiglv urge 
tli.it the ('omniittce consiih'r the impact of the incliisioii of iill the 
records maintained by the Civil ."service Commi.ssh.n in the discbjsure 
and access provisions*of this bill. We recommend that the Committee 
restore e.xemptions for the (.'ominhssion. and for the military depart-
ihents, which we understand have similar problems. We'offer the 
following languaige to jtrovide minimum jM'otectioiis for our 
operations: 

"(4) investig-aton-and examining material maintained forthe 
purpose of determining initial or (-oiitinned eligibility or (piali-
ficatioii for 

"(-V) Federal employnuMit, 
"(B) military servicv, 
"(C) employment iimler Federal contra.-ts. 
"(D) aim's.stocla.ssitied iiiformation:or 

"(5) medical information coiiceniiiig a mental or other condi­
tion of a Federal employee or applicjiut b.r Federal einployment 
of such a nature that a pnideiit physician would hesitate to inform 
the i>ei-spn suffering from the coiidition of its exact nature and 
probable outcoihe, except that this information will be disclo»Ml 
to u licensed physician designated in writing by the individual 
for that purpose. 

We lielieve that exemptions such as those stated iiiimeuiatelv above 
will enable the Commission to continue to carry out its tTS|)onsibilities 
for maintaining a superior Fwleral work force. We recognize our ob­
ligation to furnish to Federal employees and .ipplicants for einploy­
ment all infonnation i)ossible concerning them consistent with these 
respon.sibilities. 

By Direction of the Commission: 
Sincerely yours, 

. .ROBERT E . HAMITOV, 
Chairman. 



.SEcriox-BY-SEcnox AXALTSIS 

The findings of the bill slate that individual privacy is affected by 
the collection, maintenance and use of individually identifiable data 
by the Federal (Joveninient and that i-ontrbl bf such systems of data 
is necessar>-to insure pi ivacy. • it • 

The puî jMise of the act is to provhie safeguanls for the collection 
and use of such nt-ords. identify reconi systems, provide reasonable 
acts'ss by individuals to their m-onls, and provide civil remedies for 
vh»hiti(msof its provisions. , i--

.S.vtion (a) defines varioius terms used for the purposes of this act. 

.Section (b) prohibits dissemination of nnonls outside the agency 
e.xivpt when nMpiestetl or iK'nuittetl with prior written consent by the 
affe<-ted individual. Other e.x»Vption.s are when it is used for a legiti­
mate routine puriM.se defiiieil iiiuler fomial rulemaking: submitted to 
another governmental unit for a law enforeement activity authorized 
bv statute uî on written wiliest: to the Census Bureau for activities 
p'ursiiaiit to title 13. U.."<.C.: b.r statistic:!I use when provideil in a 
non-indivhlually hleiitifiable b.nii: pni-suant to a showing of a coni-
{M l̂iifg cin-uinstance affei-ting the indivhliiiirs health or safety and 
then (Uily u|KHi transmittal (.f iu.ti»v to the individual; when traiis-
ferrcil to the Xat ioiial A n-liives or provideil to ('ongress. 

Section (c) re«piin's an a(-. urate inwiiiitiiig of the fact and nature 
of any dissemination of-a nn-onl. which accounting sb.all be rctaiiietl 
f(.r five years and Iw made available uiwii iv<|iie^ to the affected indi­
vhiual. 'i'his si'ctioii al.-:o mpiiii's that an agency inform others alx>ut 
any (.-orrection or notatu.n of dispute disclose<I to another agency 
within two yeai-s [.ivceding the making of .such i-ori-ection on a ix-conl. 

'.Section (d ) nnpiires an agency to grant access by an individual.to 
his records for iiisinH'th.ii and/or copying: |)ennits individuals to re-
qiu-st cornt-tion (.f n'C(.nls. and pr(.vides b.r an interagency review 
of refusals to (-orre«-t U'IMJH iv.pn'st. This set-tion also permits an indi­
vidual to file a (-oiu-i.s«' .statement si'tting forth his reasons for disjigree-
ing with an agiuicy's refusal to amend the reconi. reijuires the agency 
to clearly note the disputed |Nirth.n t.f the reconi, and {>ermits the 
agency to include a rebuttal statement. 

S»H-tion (e) eiiuiiieiates agen.-y i-e(|uin'ments l(> inform individuals 
of their rights .when .supplying inb.rmation and also n'(|uin*s annual 
piil.licatiitii in the /'«#// /•.// /»*<•»//*/# /• by each agency wluch maintains 
u rea-ord .system the name and locati«.ii of ea(-li system: the category 
of |H>rs<tns and ni-ords maintained in ea.-li sy.stem: use ixdicies of 
each agency and the title an.l business a.hlivss of the jM'rson respon­
sible forsu.-h system. 

It rl.so pn.hibits any F.-deral aireiicy from maintaining any record 
(-orneriiing the politi.-iil or religious Itelief (ir activity (.11 any indi-
vhbial unless cxp;'e--ly a!ithori/.e.l by statute or the imlivhliial bimstrlf. 

.'̂ .-.-noii ( f 1 also stat.-s t hat eai-h agency shall under the Adminis­
trative Pro.-»-.liiri' .V.-t S4i| rules I : (ivhling for>a(;<-ess to ntinestcl nt--
<irils: .lesa-riU' routine ii.s«'s of maintained rc-or.Is: establish proce-

l i . Rept. 93-1416- ( 



diires for amending records and keeping them in a timely, relevant 
•and accurate'fashion: est.iblish pro.-edun's for disclosing medical 
nH'onls to individuals: and may set b-es for providing copies of re­
quested reconls e.xcept that no' fees shall be charge<l for search or 
review of reconls. 

Section (g) provides a civil remedy for individuals who have Iteen 
•deiiie«l access to their records, or whose n'conls have been kept or u.se<I 
in contravention of the renuireiiients of the act and an advei-se etb-ct 
result.s. Suit may lie brought in, a district where the cpmplaimiiit re­
sides, does busiiie.ss. where the m-onb r.re located, or in the Di.strict 
of Columbia. The (-omplaiiiaiit may recoyi?r actual damages and costs 
an.l attorney fees if the agencies* i'nfracthin w.-is wil!Tul, arbitrary, or 
capricious. 

.<eetion (h) provides that for the purposes of siilise(|tions ndating 
to disclosure, siccess or civil n'Uiedies, a minor or an adjudged iiieom-
]M«teiit may lie represented by his legal guardian. 

.Station' (i) makes unlaw'fiil possession of or disclosure «.f individ­
ually ial(»ntil5able iiibu-niation by a government emjdoyee punishable 
by it fine not to erccec.l !?.-i.0oo and al.so provhles that any pei-soii who 
n'.pi.»sts or obtains such a reconi by false pretenses is subject to a fine 
not to exceed $5,000. 

Section (j) states that e.xcept as to certain agency conditions of dis­
closure and re(|uireiiients. records deteniiiiied under formal rule­
making maintained l.y the CIA and records iiiaiiitair.ed for law en-
foi-.-enient purposes are exempt from the provisions of tbe aet. 

.Section (k) permits an agency head to exempt any rec.ir.l or .sy>t>m 
of rei-ords through formal rulemaking from, the provisions of sub-
s«'«'tions relating to di.sclosure, accounting availability, aci,-e.ss avail­
ability, and certain agency rules: records which are classified: are 
maintained for Secret Service protective j)urp(»cs: or reipiired bv 
.<!tatiite. to lie maiiitaiiied solely for statistical reporting or re.sean-li 
purposes. 

.Section (I) provides, among other things, that records accepted by 
the Xationai An hives under section 3103 of title 44, U.S.C. shall be 
coiisi.lei-ed for the purposes of tl;.is act to be maintaiiie.! by tlw dei>asit-
ing agency. 

Section'dn) -provides for an aiiiiual report by the Presi.h'tit li.-tiiig 
the iiiimlier of ret-ords contained in any sy.stem of ivct.rds exenipled 
uiida'i-.s«'(-tinns (i) and (j) and reasons for such e.xemptions. 

Se.-tion I! .sets'tlie effective date of the act at ISO days after enact­
ment except for S4'.-tion (f) , wliicl becomes effective on the ihite of 
enactment. 

CiiAxcES IN EXISTING L \ W MAUE BV T H E B I L L , AS REPORTED 

In coinpliaiice with clause 3 of Rule X I I I of the Riiles of the IIoii.se 
of Representatives, changes in existing law iiiade by the bill, as. re­
ported, are shown as follows (existing law proposed to be omitted 
is enclosed in black brackets, new niatter is priiiti»d.in italics, existing 
law in whh-li no (-haiige is proposed is shown in romaii): 
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SEC. 
soa 
5U1. 
502. 
SKO. 

Seo. 
551. 
ss-> 

5SJa. 
SO. 
KM. 
S k i . 
SStL 

557. 

551*. 

571. 
57i 
srx 
2i73. 
57l(. 

T I T L E 5, LTCITED S T A T E S CODE 

* • • • * • • 

ClIAlTER — . \ D > I 1 N I S T R A T 1 V E P R O C E D C R E 

SCBCUAPIEB I—CC.XEX&L FROIISIOXS 

AdministratiTe practice; graeral proTislons. 
Advertising practice: n«tricti.tn.s. -
Administrative practice; Reserves and National Guardsmen. 
Witness fees and allowuiices. 

BVBCBAPTEK U—^.*DMLMSTRAT1VE WOCEBURE 
' . ' ' ' 

DefinitioiLs. 
l>ublic inf.tnuation; agency rales, opinions, orders, records, and 

proceeiiings. , 
Reconls about indiPiduah. 
Rulemaking. 
Adjndicn tions. 
.\ni-illary mutters. 
Iiearings: presiding, emplo.Tees; powers and duties; burden of proof; 

eridence; record as l>asis of decision. 
Initial decisions; concIusiTeness; review by agency; submissions by 

iwrties; contents of decisions; rPconL 
Imposition of sanctions: determination of appIication.s for licenses; ."̂ MS-

Iien.si«tn.. reroealion. an.l espinition nf licenses. 
Efftt-t .imithi-r law.s: .'ITect a»f snlLswiiirut statute. 

srBCII.VPTER III—. \PMIMSTR. \T1VE COXFEREXCK OT T H E f X I T E D STATES 

Purpose. 
I.ieliniti.iiis. _ . - . 
.\diuinlstrutive (.'onference of the l-pited States. 
I'.iwers and .iiities of the Conference. 
Organizati.m of the C.inference. 
AppmpriatioiLs. 

Si-BCHAiTER I — G E X E R . \ L P R O \ - I S I O N S * * • • •• 
SCBCIIAPTER I I — A D M I X I - S - T R - X T I X - E P R O C E D C R E * ' ,« • . • ' • •• • • 

§ 5>j2a. Records vmintnined on indiriduals 
(a) pKFtsiTioss.—For pnrpo.iex of thi* xeetion— . 

(1) the term '^agency'' means agency as defined in section 5o2{e) 
of this title; 

(2) the term ^indiridunr' neans a 'citizen of the I'nited 'States 
or an alien la^rf}dhf admitti d for prnnnnent $vsidt nre: 

{3) the term '"maintain" includes main fain, collect, uxe. or 
disseminate: 

(4) the term recoril^ means any collection or grouping of in­
formation ahout an ind't'-ifual that /.« uiainfahnd hg an ai/f i.rg 



and that contains his name, or the identifying numher. symhot. or 
other identifying particular assigned to tht indiridual: 

(o) the term "system of records'' means a group of any records 
under the.control of any agency from which information is re­
trieved by the IUImc of the indieiduul or by some identifying 

; number, symbol, or other identifying particular a.ysigiied to the 
indiridual; and 

(6*) the te- nt "ttatliticiJ research or reporting record'^ wtans a 
record in a system of record'* maintained for statistical research 
or reporting purpo-aes only and •not used in vchole or in part in 

. making any deterniination about an identifiable individual, ex­
cept as provided by section 8 of title IJ. 

(b) C'oSDirioss OF DiscLoscRE.—.Vo agency shall di-^close any record 
which is contained in a sysfent of records by any means of coniniuni-
cntion. to any per-vn. or to another agt'nvy, ej'i cpf pursuant to a >rrit-
ten request by, or icith the prior irritfen con-cnt of. the indiridual to 
irhom the record pertains, unless disclosure of the reeord icould be— 

( / ) to those officers and en^ployee» of the agmcy ichich main­
tains the record trho hare a need fo-the record in the performance 
of their duties; 

(2) for a routine uxe described in any rule promulgated under 
subsection (e) {2) y I f ) of this iteriion: 

(3) to the Ilureaa of the Census for pur/to»iS of planning or 
carrying out a census or surrey or related actirity pursuant to the 
provisions of title 13: 

i-'t) to a n-i-ipit-nt trho halt prof'did the ar/i'ncy n'ith aarance 
adequate written assurance that the reeord irifl be used .tolely as a 
statistical research or reporting .record, and the record is to be 
transferred in a form that in not indirldually iilenfifiabte: 

(5) to the Xationai Arrhires of the Viiitt d States as a record 
xrhich has sufficient historical or otier ralue to trarrant its con­
tinued preservation by the f'nitcd Sfates Government, or for 
evaluation by the Administrator of General Services or his desig­
nee to determine whether the record has such value: 

{(t) to anofht r agenry or to un instr'tntent'dlfi; of any norm'n-
mental jurisdiction vrithin or under the control of the rniled 
Sfiifes for a lair enfonyment aclirifij if the arfirify i.<* authorized 
by. lair, aiul if the head of the agency or instiiimentalify ht* matle 
a written re')uest to the agency which maintain* the record specif if-
ing the particular portion desired and the law enforcement 
a/ firity for ii^hich the record ia nought: 

(7) pursuant to ashoyring of compelling c/rfnnisfantcjt nff.cting 
the health or safetg of an individual, if upon the dimclo-mrr nofJ-
firafion is transmitted to the last known 'oddress of the iudi id-
»////,• or 

(.<?) to either Ilmise of Congre»». or. to the e:rtenf of matter 
^rSfhln its jtiristdictSof). any committee or suhcomwittee thereof, 
or any Joint committee of Congre-ts or xuhrommlffee of any »iich 
jo'iit comniifte,'. 

(c> Accocsri.\n OF ('EP.T.tis DiscLosvRFs.—Each agency, with 
resn' cf to each .<t>isfpt:i of records audi r its control.^hall— 
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( j ) ejrepf f o r disrlosuri s made under subset tion { b ) U ) of 
this section or disclosun^ to the pubHc f rom records which by 
law or ngulution are open to public inspection or copying, keep 
an accurate accounting of— , , , 

(-1) the date, nature, and purpose of each disclosure of a 
recortl to any person or to another agency made under sub-
itt ction (b) of this section; and 

( I i ) the name and address of the person or agency to whom 
the disclosure is 7natle: . ,". 

(2) retain tlie accounting made under paragraph ( I ) ot this 
sui,yectioa for at least fire years af ter the disclosure f o r which 
the accounting is made: ^ /TN //.s r 

( J ) except for disclosures made under subsection (b) {G) of 
this section, make the accounting made under paragraph (1) of 
this subsection available to the individual named in the record 
at his request; and 

(4) inform am/ person or other agency about any correction 
or notation of dispute made by the agency tn accn,-dance with 
subsection (d) .of this section of any rccoiil that has been dis­
closed to the /ier.-on. or agency within two years preceding the 
making of the correction o f the record of the indir idual , except 
that this paragraph shall not apply to any record that was dis­
closed prior to \'ic efecfirc date of this section or f o r ichich no 
accounting of the disclosure i.y reefufivd. 

((/) ACCESS TO UECORDS.—Each agency that maintains a sT/stem o i 
records ithall— _ ? • r 

(1) vron ree/uest by any individwd to ga>n acceas to Ins recotil 
or to any information pertaining to him which is onfained in the 
system, /termit hiin to review the rerord and have a copy made 
of all or am/ portion thereof in a form comprehensible to him: 

(2) /teriiiit the indieiJtial to retpiest ainendnn nt of a iv ford 
pertainini/ toh' in undci f lor— • T - T T 

(.1) niid.-i n.iif correction of any /lor'ion thereof which the. 
individual belie res i* not uri'urate. relerunt, tini'hj, or. com­
plete: or 

(B) piom/itly inform the individual of its refusd to nmriul 
the record in accord-mce with his refjurst. the. rea.-'on for the. 
refusal, the procedures established by the ai/ency for the in­
dividual to rei/iifsf a rrvieir In/ the aijeiu y of that i-efusaJ.and 
the i'limr and address of the ojp'eiitl within the ageney 
finrhom the reiiiiest for review villi/be taken : 

(.?) jmrni'it liny individual who disagrees with the i-efusal of 
the at/em u tn aitiend his iccnnl to rn/urst review of the refusal^ 
In/ tlie oipciiil named in acconhince with fmragrifph (2) (11) of 
t'hisSnbs, ction : and i f . after the review, that off'ria! al.io refuses to 
amend the record in accordance :ivi/h the rei/uest. nermif the //»-
dividual to file 'rith the ageney a concise statement .y ffing forth 
the reaxons for his disagr'eenunt with the refu-^al of the agemy: 
anil , 1 • I At 

(4) ill am/ di-' losare. containing in formation about wjuch tliv 
individual has filed a statement of disagreement, o'curring after 
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the. filinq of the stutemi nt ,inder /I'lnigraph (-/') '*/' tliis s'ibsi el ion. 
eh aril/ note am/ portion of the rn oni irhii h is dii^pafed and. npnn 
ri i/uest. piovii'h i npies of the statemmt and. if thi agency d.enis 

it approjniiiti . enpiCs nt a eoiieisi: ntiitrincnt of the reasons nf the 
lo/i ni l/ for not making thi amendinrnts rvipiested. to jiersnns or 
nth' r iii/em ies to irhnia the disputed ni nrd has bei t disehised. 

(r i .Xr.ESVY llKuriRi^MF.STs.—I'Mch aijrncy that ninintalns a sg-h m 
of iteiirds shull— 

( / ) in form eaeh i i .dir idnal •I'hoinit a.sks tn supply m forinafin,: 
nn the form irhuh it us i s fniol le i t th, infonnnfion or on a /^ 
foriti that,11111 III lefaliii d by the indieiiliiat— 

(.1) irhii h /'ederal statute nr ri^gnhifii. .. if any. I'i/niies 

disi hisiire of the inforimition: • i i ' 
{It ) the prineipal pur/aise. or /iurpn.*,s for irhuh the in­

formation is intemlid to be used: 
(/•) othir pne/aises for which the information iin'y l» 

used, lis p a U i s h i d pursuant to paragraph { 2 ) { l f ) of tins 
subseetioii: and ^ 

(/>) the effei ts on him. if any. of not prodding all or any 
part of the requested information: 

- ( - ) /oddish in the Fi deiid liegisti r at h ast annualh/ a nnfiii 
of the existence and rharm tcr of tin sgsti m of reeords. which 
notice shall inrlude— 

(.1) the name and locatinn of the sy.stem: 
( l l ) the cateaorics of indiriduals on whom records ar*-

m tintaiiied in the system : . . . " 
i(') the cateqories'of record* maintained in the system: 
{ I t ) each routine pur/wse for which the record* contained 

in the sffstem are u*ed or intemh d to be used, iiu luding thi 
citeqovies of user* of the recoiils for each such lair/iose : 

( A ) the /ndicies and practices of the ageneg regarding 
storai/e. i i trierability, access eontrols, retention, and ilixjio-fd 
of the reeords; , _ 

(/•') //" title and business address of the ageney olfiii.il, 
who is responsible for the sgstem of m oiils ; 

{ t i ) the agency prtH-edure* whereby an. individual Van be 
votifii d at his request if the - sgstem- of records eonlmns a 
reeord pertuining to him: and 

( I I ) the aqencq proi-idiires ii-heriby an indieidual can In 
notifii d lit his reipii st hoic he »•'»/» i/iiln ai i e.ts tn nng rei-ord 
pertaisiing to him contained in the sgst, in of rerords. and 
hotr he rim con'i st its content: 

{•») .maintain nil record* n'hiili " / r u.ted by the ageney in mak-
inq am/ ih ti rmimition about any individual with sueh aei-urm-y, 
rt eanci ,.timeliness, ami completenrs* ns is ri asonabiq m i-esstiry 
to assure fairness to tlic individual in the ih ti rmination:. and 

{.̂ f) maintain, no record concerniiig the poUtiral or religious, be­
l ief or actirity of any indir i i laal , unless i j-pecsslg authorized by 
statute nr by the indir idual about whom the rreord is maintaim d. 

(J) A u E S C Y l i v L E S . — In order to carry out the prorisinns of thi* 
section, euch agency that maintains a system of records shall promul-
qate rules, in acrordunce with the requirements {including general 
not i i f ) of section •'i'i3 of this title, irh ichshidl— 



{ / ) f n ' f i b l i s h . p e o i ' r d n i i . - ) (r/>, /»•/<// <'/< i n d i r , i f : - i i f i i i , i / . . i . n t . n . ; } 

i n .•• s f n i x i tn h i s /»<y"<»-.<i/ i f >ni>f .><»/.«/< //» o1 , 1 1 1 y d s 1/ ••»/; //<» 

iniliI'id<i>d , nnt,lilts .» ri i in d jn etiiining tn lum: 
ll, {ini n asnniilii, /inn s. ^,1,1,; x. ami 11 qitiii In, r'fx Ini I J); 

C / l ' . / l • / • / i . #• t.WR/'//.."«- tt n i l i f r i ,,11 If "IIT , , l ;f . r i - . - . -

'ith an individual I'eqiost undi r sabsectinn ( / / ) ( / ) of this seition. 
It) fiiifs to iniiintain auq reined 1 nm eming any individnal with smh 

iilentifiiinq an ind.ividmil whn n qui sts his reenrd ne </»//»;•//.<///«<» 
I,, rt'iiI,, 1,1/ to him ll* Ini i' till iigeni i/ shull iniike tiie /»</</•</ ne 
infnriniitinn availabh tnthe ,i,ilividual: 

(.;> t stiildish ftrin tdiiri s fnr tin- diselosure In an indienhiid 
a/nin, his r, quest of /»/.< Il l-Old nr infnrmatinn pi rtaminq tn hnn. 
ini-tiidimi .-i/ieeial (irif idiii,. if diiinrd iiei-essiirij. toe the dis-
ilnsiiri tn an indiridmil nf nn dii-al'n 1 Olds, ti,eluding p^yiholnif-
ral r, l ords, pertaining to him : 

(.J) establish proiidiir, s fnr re vie iring a request from an in­
diridmil I mill rninq the aim inline),t of iiny lei-oiil or information 
/H rtainimt to the indiviihoil, for making a deti rmination on the 
request, for an apfnal within the agency of'an initial ad re ise 
ai/rni-q il, ferminatinh, and for irhatcvcr additional ineani tl,, 
he,id of the aqencq way deem necessary for each indieiihoil to 
h, able to I .ren ise f,dig hi* rights underjhis .section : iind 

j.',) estiiblisfi fees to bc charged, if any. to any indiridual fnr 
makini/ l o/iies of his ti iord. eWluding the cost of any seaich for 
iiiul rerieir nf the ly enrd. 

Thi tiffiic of the Feili ral Register shall annually compile and fmblish 
th,- riih s prninulqated uiuler.thi* -lubsection in g form araiUdde to the 
piddic allow cost. 

(;/)</) CIVIL liEMEnira.— Whem'-fr any agmcy (.l> r t f t f r s fo comply 
,ri 
{IS ) fiiils to ini'mtiiin any 
ai-i-ui'ieq. rch vance. timiliness. and com/deteness as is ;«•/•..«.<«/; 1/ tn 
as.sitre fiiiii,e.s.% in any ih t, rmimition .I'elating to the iinalijiiiitinns. 
chariieier. rights, or opportaniti, s of, or In nep'ts to th, individmd 
that inaq be mad,- on the hti.nixHi tl,,' ri m e d i»/>// /•///<.•'» >yi>< </ ,1, t, « -
niination, is nnidr wliii-h is adc r^e fn the indiciihial. nr ) /<•''/•» >,> 
iinnplq icilh <//«»/ nth, r prncisinn nf this seitinn. oe any rnle frinind-
iiaf,d tlierenndi V. in smh it f . / y as fn haee ,in ,iili'e.rse i fft'-f on 
indiridmil. the individual may bring a ciril action against the </</. ;.< »/. 
niid the disfrirt eoartx of the T'niteil States shall hare ]>iri^di, I in:, in 
the matters under the prneisinns nf this »ubsection. 

( (.1 ) In I'nu suit bitmghf u niter the procisions of .«!//<..< r i g \ 
( / M . I ) this xei-tinn. the inuif mag enjoin the iigeniy f,ni,i ,i-',fh 
hn'ili.;il th, records and order the prodiiefion fn the cnm/d-ona.'t 
iinil aif III 1/ rei-niils im/iifi/h riy irifhhehl from him. In sm h a i ii>, th, 
i i),irt shai/ d, t, rmini the matter de novo, ,ind maye ramine ,•//. enn-
ti iitx nf ,11,a Iill, acq reenrds in entner,' tn det, rmine ,i-ltefher th, ;•»•/ /»/•//> 
oe -'nil /.ni-tinii thereof /..»/*/ he •r'fhhetd »/;»«/» /' *//*// of tiie e.r, n, !•• mns 
X, f fnrtrr'iii •tilb-'ei-tinn { ] ) nr \.k) of this s< i tinn. and fill bind, }' 'X nn 

the ilili'm'l/ to su.st,lin its ai-tinit, 

il!) The iniirt m -q .i.x.sexx n.iiiinst the l'nited Staf,s re'ison'ible 
aftorneii fn* and oflnr Hfiiiiif'-on ensts reusentably ineunnl in </..'/ 
cuie under this jnirai/niph in whieh the / <*;»/»/<//'/»</;</ has siihstanindly 
pre failed. 

(./> In anq suit brought umh r the prorisions of sub*rction { g ) i l \ 
( I t ) ami ( / ' ) of this sirtinn in whi'h the court determines that the 



„neni q ai.h d in a manner which was willff:a.-l>'liyey. nr rapi-ii io '.^. 

t'L- I n.tid St.itis shall be liable to the individual in an amount i 

In the sum nl— . . . i i .u . ; 
,.t > ,;,/./.// ihiin.njes sustained by the ind. ida.d a* a nsult nf 

tin ri fus.d nr fail'in : I'nd 
( I t ) the costs of the III tion togetlnr w.th icisomrfile al.orm t.. 

us dl f , rm'-ne,/!•!/fl'C lourf. 

m-ii be brnilifht in tin disfiii f i nurt nf the I niti d Stufi s m th. disti i. t 
in '.rlii.h th,iu,n,:hrii"nt n xides.nrhas his pn nu/id pt,',. nfl,us..nxs. 
nr in ,chi,h th. ii'iem 'I niiirds a,-,- situate,I. ,n the P-stnil of t o-
h.inbi.i, wifhnul rea:'id tn Ihe amount in eniitrni-erx,/. iclhin , -n ije-is 
imu ihe d u f , nn 'whi, h tin eauxr of m tinu unsis.ixn pt th.it win ,,-
..n .n,.in ,l Inis imil. l i.d!q ,ind willf altg ,n,xrepiex. nled a,.g intn, m -
f.nn ri i/i'iiiid Under this section to be dis,lns, d to am inihvni.ial ami 
the infnrmutinn sn misn/ms: ntid is imlteriid tn the cslablishiin nl o'. 
Ihe li.ibHifq nf the .nicmg to the indiviihial uiuhr this siition, the 
, f , lin,> mag {„ bnyigiit at'any time within tiro y. arx after d'scnvi ey 
l,.t_ the it'dieidmd of the uiisrejiresi nfafion. 

• \h) liiains OF Lm.^L (ir.ti:ia.i\s.- For the purposes of th's 
t'hi parrnt-of anq minor, w the leg.d gmndian of any indindual n /,n 
h is been derhirrd fn In- iiU nin/>et, lit due tn physieal nr ini nfal ,n-
..ifHuit,! Oi •/-/' " cnurt nf mm ne tent jurisdietion, mag ,i,f on be-
h.lli of Ihi-individu d. - I f - - / 

Q(/Vf ;./u/ v.i/. 1'FS.U.TIF.S. -.\ny ojficir or etnployie oj the L mtnl 
St.il, .'•//" bq ,'iitm of his rm/'loymenf of ofii.!,d /u^ition has poss-

ni nr aiecss tn.ai/eiuii inoids which i.intain iudiridmdlg identi-
fi.ibb infnrm 'tinn the disilnsurc of whieh is prohibited by this sect.nn 
or bu ruhs i.r n auhttions ...stablished Ih, n umh r. and ,cho knowin-i 
lJ,.,f dixi-hisur, of the s/H-ripi- material is so prohibited, irilljully dis. 
, l„.r, X the nnile: i.d in ./;.// manner tn any /n rsnn nra.ieiii g not ent't-, d 
tn ...:.-. »".-. /'.'. sh'dl In fim d not more than .<',.'!'iff. 

( Z ) A « y f * r 9 0 n w h o k n o i r i n ^ f y U n d w i H f a t l y r e q u e a t o r o b t u m s 
a A y r ^ o t f r d c o n c e r n i f y etn W / v / ^ / W f r e t m «'» a y e n c y » n d e r f a l s > t f i r t -

s h a l l be. f t i n J n o i - m o n : that* $S,pOO. 
t j i /»f .vA A-. : i / : ' . V A - . I ; ; ' T : ' » A . S . — The h i a d n i a n y ageneg ynay p n a n u h j a t e 

/ . / / . . . i n ac i o n h i n i e w i t h , t h e r e q i i i i i m e n t s i i n e l i i d i m i g , m r , d n o f i , , ) 
n i s. ', l i n n n f t h i s , ' / / / . . t o C j e m p t «//.// sgst, i i , n f r een rds i r i l h i n U w 
' • . , - . / < / ' / / / ' ' / . • ' ' ' " V / » " ' • ' " t l ^ ' i * s n t i n n , n e p f s i lbsi e f i o n * ( b ) a n d 
{ e ) \ 2 ) { A ) f h i o u g h ( F ) i f f l u ' s u s l i m o f r n o e ' l s i s — 

{ / > / , « . * . - / . ' . / / ' / " f t f l . I ' ntrid I r,-r .'.'•','< me Aa- •! : or 
I..') ,•;,<'.*/•'.'''''."»/ I;U an iiii, niy oe.iu-pn::! ;i:lli,i •'if •-!• eh /-

f.., ,ix i:-: j.e'i-i '/"d funrfion .//•;,' /.< . .' ••'/• •/.•/ tn fhi- , n-
i.n',i..,nt o: «/;<..•'•»..'/ /•''••«. iniluflin-l pn':,, . ]f n t s /<»/.;•./-./..'. 
. in.'riil. or I , I linn nr <//»/•/< /• ' < /'/;/ •/"»/••'. < •''«• i!i i.,'-

iti,< nf prnsi-'Utres. iiiurts. mrrirt.'oind. peii'i.i'nn:. jfiidnn.'nr 

f ' l i i h i i . i t imei ' • • ' s . 11.n- I . . . . . . 
pih-.f fne lh< p'lei.n-'e nf i,!e nti t yi ng indi rid fl.r' i riiiiimd n j f , nil, rs 

and aii, m d n j f , mh ex .md ,:,.,:xfst:ng ,-r'g ni i.i- lifif gini/ d.ita .iml 

i r h ' . h , i : n x i . < t x n l ( . 1 | lilt.1,1, I III! 

th nr. , l l , l ! ,1 ix'•fix-t mn of I 11 III -1',: tint.lf .'rin.-i of lilies'.'^. 
i hiirifi x. ..<;•'. , ' ;•;.*/. , nnfin, in- n'. r.-h-'xe. ,in>.' p,irole //..</ pri'l, :-

I xtirax: t /.' ( ininni'.itin:, minnili •/ Jnr th, p'li pn-i. of ,t , n.-ii'-' 
md inv, xtiqition. imhnUng re pints nf infnrinunts and incstiga-



,i.-.sn,i,it,d with an idl nf ifiable indivnlmd: or \t ) re-
i,nels id, ntifi.dih In un indi,-idual enm/ided at any stage of the 
f.rni.xx nf min.i.m. nt nj the crimimd laws from arnst nr m-
dielin ni thenuith i, h a.i, frnin xuprrrixion. 

a-1 SrreiFir FxFitrTioss.—The land of any agency may pnanuhjute 
rules, in aeeordame with the n.qaircinents {including general rot.ie) 
„f sn tinn .V.i of this title, to , xempt ai,y system of n curds wifhn. tin 
in/emq from suhxritions (c){.l). (d). (,7) ( / ) . (t ) (J (6') and { I I ) , 
,ind ( f ) of this seelion if the sgxtem of records is—. 

• ( /•» x.d,;,et to i'he pini-isions n f s i i - t i on ." i2 (b )H) of this title : 
, ' I inr'istiiiaiinil malerial rum/i ihd for hue enforiemi nf p"r-

,m.s'x. , .,: , pt 'fo tin e rt, ,.; that the mat, r i .d is irifhin thi- si opi of 
xiih^iitinn ( ) \ i i ) of this x,,ti,. .: nr is o/nn to fiublii in^pietion 
umh r thi- fi'roriiions of s.efion ','i2(b)(7) of this / ' , : 

(.;> maintain,,I in eonnn tinn with providing /'/'^ ' • *erv-
i,, s to thi I'r.sident of Ihe Cnited .'<tates or vflne y.idividnals 
niiixaunf to sei finn-ill-'itS i.d title lS:itr 

{ ',) 1'quilt d by slat vie to be main f aim d and used solely as 
sf,iti.tfi,,il I , seuech or rr port ing r'-cords. 

( /)( /; . \ f : rn i \ AL l lEioKDS.—Kach agency record which is accepted 
1,1/ the Idininisfi afor of General Serrice* for. storage, /noi essing, ami 
s l r r i i inq in uei onhim e with section 3101 of title 4', shall , for the 
pueiioses nf this s c tion. be ,nnsid, r, d to be maintained by the agency 
irhich depoxiled tin l e i m d and shall be subject i>i the firorision* of 
this SCI tion. The .{dminist iafnr of Gi neral S--. -'- - A o i ' not disilose 
tin leeoed , aie fit to the ui/,i,cq which ///./...'' •" . . cord, under 
riih * cxtablixhed by that agem-y which are M vvA i*/ with the 
f.roVixion* of this xeetinn. ^ • • T • »• • / 7 

(.*) E a c h iii/encq reeord fiertaiiiing to an ideutiiiable indiriduul 
.r-hieh was transferred to the Xat ionai A rehires of the l'nited States 
us ,1 record trhieh has sufircient historical or other ralue to warrant its 
inntinued presi rration bq the i 'nited State* Gorerninent,j>rior to 
the effeetire date Of this s'ei fion. shall, for the /air/uises of thi* section, 
lie coiisidi r, d to be maintained by the Xationai Archives and shall not 
lie subject tothe firorisions of thi* section. ^ ^ . /• •» T 

(3) Fiii-h iii/tiicq record /lertaining to an identifiable individual 
whieh is transferred to the Xationai Archires of the United States as 
ll rei-ord irlne h ha* xufii, ient historical or other value to warrant its 
euntimied presrrrafinn bg the l'nited States Goreriimcnt. on or after 
the effeetice date of this serfion. shall, for the purjioses of this section, 
Ar inn.iid. rid to be maintained by the'Xationai .{rehires and nhalt he 
»,ib',,cf In all firovixinns of this section exce/if subsections (c) (.{) ; (</) 
t.'). l3).,ind ( ',): (e) ( I ) . ( 2 ) ( I I ) and (3): ( / ) ( . ; ) : ( y ) ( / ) ( / > ) 
.fiid {t ).and (3). 

(//«) .Ivvr.iL ItKPnKr.—Tht I'resideut shall suhmit tothe Speaker nf 
fin llniixe uml thi I'n sidi nt of the S, nate. by Jam 3nof , ,ieh e,ilendar 
li. ar. a eonsnii,lated lepnrf. sefiarafely listing for each Federal agency 
the nuiiilier of reeords mntained in any *i/*teui of reeoiil* which were 
ijrem/ifid from the apfdii atinn of this section Under the provisions of 
siilisrefioi's ( /*) and (k\ of this section during the preceding calendar 
.;. '»/•. and the reiisons for the exein/ifion*. and such other information 
as indicates efforts to aduiinixfer fully this section. 

* « * • • • • 



A P P E X D I X 

CoKRI-sIliNltEXCE REC.XRI.IXC COST ESTI.MATE 

EXE. ITIVE OFTICE OF THE PRI>II)ENT. 
OmcE OF M.\'N.\(:EMENT AND BnH;irr. 

Washington. Il.f.. .<ef>tember I f . Ifti.',. 
Ibui. WILLIAM S. M.i(iKiiF_\i>. 
Chairinan, Foreign (J/wrution* und Government Information Sub­

committee. Committee on Gorerninent Operations, House of /.V/>-
ii sentatire*. Washington, J K C . 

DE.\R MR. ("IIAIRMAX: This letter is to confirm the es.seiice of .oiir 
disciissions last evening in reganl to the costs of iniplementing II.R. 
lii.373. c(msisteiit with the amendments whicli we have propo-st̂ l. 

I would like to n'itenite tliiit it is extremely diflh ult to develop any 
reliable estimate of the i-ost of thi.s legislation. U'cause it j.lows iiew-
groiiml in areas where we have virtually no oiH'iating experience, and 
There are so manv intenleiiendeiit variables of unknown magnitude. 

"We have Ik'eii working with the E.xecurive Dej.artments and Agen­
cies since Mav to develop cost estimates in connection with the privacy 
provisions transmitted to von in our letter of .Tune 19. 1974. Those 
etiorts have not yielded firm estimates, but rather have uiidei-scored 
the difficulty whi.-li o|K>ratiiig organizations are experiencing in at­
tempting to"(piaiitify the i-osts involved. Some of the major impoiidei-
ables we have encouiitei-ed are: ^ 

There is considerable uncertainty, as coiifirined by .N'liator 
Ervin's studv. aliout the total numlM'r and magnitude of jiei-sonal 
(lata systems currently lieing maintaiiuMl by various government 
agencies. , , . , • • 

The disincentives to collecting pei-sonal data inlierent in tins 
legislation will probablv ivsidt in a reduction in the amount of 
tlata colle(-te.I and stored in various agem-y sy.stems, and jM ŝibly 
the elimination of some existing systems. However, the disincen­
tives to ti-aiLsferriiig personal data'between .igem-ies will have the 
i-oiiiitereffeit of stimulating iiiore systeuLs to meet the iini(pie needs 
of a given .ngem-y. There is considvi able uncertainty alnMit the (itf-
setting effects of these two factoi-s. -

It is difficult to pntli t the extent to which Individuals will 
exen-ise the rights afforded to them by this bill. For examide, 
iiow many |H'Oi)le will iiK îiire whether they are included iu sjie-
cific agency sv.stems and how many will re(piest coi>ies of their 
data or iiMxlitications of the data maintained .about them. 

There is iim-ertaintv aiboiit the extent to which, reduced (effi­
ciencies in computer utilization resulting from the introduction 
of safeguanls will W offset by technological improvements I«>ing 
developed bv industry. 

' (3.-.) 
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For the foregoing reasons, our estimate cannot liave a high degree of 
precision. Within those limitations, we Itelieve the costs of implenient-
iii«» II.R. li'.:;73 will be on the onler of $:20«> to î JOO million iK'r year 
over the next four to five years, with ah additional one-time start-up 
cost (.f alwiit ^̂ llX) iiiillioir. which would Iv expended .villiin the first 
two vean!. As previoiLslv indicatt'd, there are s«.iiie iKis.sil.le offsi'ttiiig 
fa. t(>rs which could reduce the a(rtual cost. Ilolwever, we bi'lieve that a 
year's operating experien.-e will be necessary liefore greater i>recisi(Mi 
"in the .-ost estimates can lH'a(-bieve.L , - • • i 

There is no doubt tbat privacy safeguanls of the tyi>e envisioned 
in this Itill will result in .-idded costs of ojK'ratioii.s. We have appie-
( iated the coiK-ern of the Subcommittee alioiit cost-i, and their con­
tinued efforts t«) minimize the cost impact as the bill has cvolvetL Our 
I'stimate of the costs associated with the current draft are less than 
half of the costs which we had estimated for earlier drafts which were 
under consideration. 

Sincerely, ^ y, 
ROBERT I L ^IARIK. 

Associate Director for Management and Operations. 



ADDITK^XAL VIEW.S O F IIOX. B E L L A S. ABZUG (COX-
CI RRED I X ItY i m X . JOIIX E . .MOSS.^IIOX. DANTE B. 
FA.SCELL. IIOX. BEX.IAMIX S. R O S E X T I I A L . IIOX. J O I I X 
C. C L L V E R . IIOX. .lOIIX COXYER.S. .?R., IIOX. JAMES V. 
.STAXTOX. IIOX. CARDISS C O L L I X S , IIOX. JOIIX I^ BUR-
TOX, AXD IIOX. G I L B E R T GUDE) 

H.R. 1G;)73 is the pmluct of many months pf lianl work by the 
memlters and staff of the Foreign Operations and Government Infor­
mation Subcommittee. During the course of these months, all of us 
wlio hav(! iK̂ en involved in the prbcess of writing this legislation have 
learned a great deal .nbout the complex concept of "privacy". Fortu­
nately, as il result of this learning exjx'rience. instigated by the intro­
duction of several excellent ]>i-ivacy bills, the bill which the full Gov­
ernment Operations Committee reported out on Septenilier 24th repre­
sents an improvement in a iiuinl)er of ways, both organizationally and 
siilistantively, over earlier drafts of this bill. There is still room for 
much improvement, however. We feel that there arc several additions 
and changes which iiiiist lie made to strengthen the bill. In view of the 
dilliculty of maintaining a (iiiorum and the pressure of time, these 
could not 1x5 effectively (roiLsidored at the full committee mijcting, but 
will lie presented when the bill readies the floor. 

There are tlin'e basic weaknesses in the bill: the numerou.s and un­
justified exemption provisions, the failiire to provide either liquidateil 

or punitive daniagesj and the lack of any administrative mechanism to 
ovei-see the implementation of the bill. 

EXEMPTIONS 

We start with the i)reinise that exemptions from the provisions of 
this bill and of any bill designeil to protect indivhiual rights of pri­
vacv are jiistifieil bnly in the faceof overwhelming societal interests. 
Xever should econoinV or efKciency or administrative convenience be 
iise<l to justify the exemption froni or modification of any of the safe­
guanl requirenients set forth in this bill. Moreover, when exifmptions 
must lie made, they must be defined in very specific term.*. 

Tlic Committee bill sets forth six categories in which exemptions 
may be made: (1) i-ecords maintained by the C.I.A., (2) certain rec­
onls niaintaine<l by criminal law enforcement agencies. (3) infornui-
tion affecting natiohal security withiii the scope of Section 552(b) (1) 
of Title .'>. U.S. Code. (4) investig:itor>- material compiled for law en­
forcement piirp(3ses, both criminal and civil. (5) n?conls maintaineil 
in connection with certain protective senices, and (6) records re-
(piired by statute to l)e maintaineil and used solely for statistical re­
seareh or owrating. Within anv of these categories the bill delegates 

(3T) 



as 
t«i the hca.ls of the various Fe.leral agencies the task of balancing indi­
vidual rights against so-ietal inten-sts an.l (.f de..-hling which is para-
iiK.iint. Few giiideliiies liave Ix'eii set forth, however, to enable agi'iK'y, 
heads to |H'rforiii this rather del h-ate ta.sk. 

AVe feel that tliere are, at most, only tlin'e areas where sot'ietal iii-
^ ten-st can lie paraiiKUiiit to the individual rights pn.vided by this bill: 

11) where granting an individual acces.s to his or her records woul.l 
serhjiisly damage national defense or foreign policy: (2) where such 
ac(-ess would interfere with an active criminal pnist'cution: and (3) 
ivhere iwortls are required by law to Ix.' maintained for statistical re-
s«'an-h or reporting purposes aiid are not. in fa..-t. used to iiiake deter-
minathms alKiiit identifiable individuals. By narrowing the exemption 
categories and defining them in ŝ wcific terms related to the U-se of rec­
ords rather than to the agency maintaining them. Congress cciild pro-

^vhle ap'iicy heads with .standards to meet in exen'i.siiig their rule­
making auiliority to grant exemptions. Only in this v-ny can we lie 
a.s.siire(l that the'coii.stitutu.iial rights of indiVithials will \)e protected 
and will not Ix; .sai-riticed to admiiii.strative discretion, expediency or 
whiiii. -

. . nAM.\(;F_s 

The bill ill its pn-sent bu-iu contains provishms btr the as.-Jessmeiit of 
actual thimages. ccurt costs, and attorney.s' fees in (-as»»s where an 
ageiu-y is b.niid to Ix' in vh.lation (.f the law. .\ pi-ovisi«ni alh.wing 
citiirt ass«'ssiiient (.f punitive damages, which is (-ontaiiu'.l iu the Senate 
Iiiil (.<• .-Ul>). was .-tri.-keii in fullcomiiiitttv. We feel .strongly that 
this pi-dvisioii should lie restored to the bill. .Vctiial damages resulting 
from an agency's iiiiscondii.-t will, in most cases, IH' .lithciilt to pi(.ve 
and this will (".ften elfe.-tive|y pivcbiih- an aihiiuate remedy at law. 
>bir»(iver. if we ale concerned with elb'(-tively ilet"»-r'ng the willful, 
arbitrary, or i-apricioiis disi-hisni-e or transfer of protii ted re.-(ii-ds. a 
provishtn jH»riiiittiii!r a (-oiiit to assi'ss punitive .lania'.;esor, at the 

. very h-ast, Ihpiidatetl dama.'es is essential. 

T I I K NEED FOR AN AD3IiNI.STIt.\TIVE .VC.ENCV 

Unlike the .'Senate bill. H.R. 1(}373 c-ontaiiis no provision for the es-
tablishiiieiit of an adminlstnitive Ixidy to oversee the implementation 
of this legislat'Oil. We m-ognizo the fact that some of our colleagues 
feel it is wiser,;;* wait and see how Finleral agencies itjsixmd to privacy 
legislation before establishing any oversight mechanism. Xo one. how­
ever, wants to re|x'at the exjx^rieiKv of the Freedoiii of Information 
.\ct ill holding out rights to iiidiviihials but providing them only with 
the c(»5tly and cumliersonie mechani.sni ofa judicial remetly. Therefore? 
we woultl amend the bill to provide b.r the establishment of an admin-
Istrsitive body to mediate conflicts lM»tweeu agencies aiuLindividuals, 
to investigate complaints, hold Iiearings. and make findings of fact. 

We would be more than naive if we failed to recognize that individ­
ual Feilenil ajri'i»-i»'s caiin«.t Ix' exi>«'ctwl to take an aggri'swive n.le in 
enbin'ing privacy legislation. Enforcehient of the provisions of this 
bill will be secomlary to each agency's legislative mandate and will, of 
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necessity; cause additional ex[x?n.se and adniiiii.strative inconvenience. 
Only by providing a separate administrative agency with authority 
for implemeiiting this legislation and co(»rdiii.itiiig the privacy pro-
•rnims of the various Federal ag»'iicie> i-an we lie a.ssiin'it of uiiibtrii'. 
etfiH'tive eiibircement of the rights giiaraiiteetl by this bill. 

BFI.LX S. .Xiizrc. 
JOHN E . Mess, 
JAMES V. STANTOX, 
GILBERT GroE. 
J O H N BURTON, 
DANTE B . FASCELL, 
JolI.V Cri .VER. 
C.VRDLSS (?OLHNS. 
B E N J A 3 I I N ROSENTHAL, 
.loiix ('•».vvEi:s..Ii:.. 



VDDITIOXAL V I E W S O F IIOX. JOIIX X. E R L E X B O R X 
(CONCUKREI) IX BY IK^X. P.VUL X. M(('U).SKEY. JR. . 
IIO.X. ."̂ AM .STEKJEIMIOX. C H A R L E S T H O X E , AXD HOX. 
R O B E R T P. ILVXRAILVX) 

The Committee states in this report, *-ILR. 10t:i73 attempts to strike 
that delicate balance lx?twee.: two fundamental and conflicting needs— 
on the (Mie hand, that ofthe individual .\meri(-an for a inaxiinum 
degree of privacv over jx'rsonal infonnation he furnislu>s bis goverii-
iiuMit. and on the other, tliat of the government for infonnation .nlxuit 
individual citizens which it finds iiwes.sai-y to carry out its legitimate 
functions." , , ^ , - i • 

We commend the meiiilx-is of the Committee for keeping tins ol.jec­
tive in mind when writing the bill. We Ixdieve that they have failed to 
follow it. however, with rejrard (to two important kinds «.f informa­
tion. Should the bill reach ilie Floor of the House, we shall therefore 
offer an amendment to add these two kinds of iiiftirniation to the 
(-ategories which may Ix; e.xeinpted from the provLsh.ns r.f the bill 
wbh'̂ h |x»rmit individuals to have access to m-ords maiiitaiiied altont 
them. The two, whh-h we urge should lx» matle items (5) and («) in 
siibset-iH.n .'»."'»2a(k).are: 

—iiivi'stiiratorv material coiiij.iled solely for the purjxjse of (letirr-
miniiur initial or i-oiitiiiuiiig eliiribility or qiialifi(-ath.ii b.r Federal 
employment, military service. Federal contracts, or act-ess to (-la.ssi-
fie(l information rami 

-^lesiiiiiT or e.xamiii:ition material used for apiM)iiitiiieiit, employ­
ment, or promotion in the Fwleral ser̂ -ice. 

With n'ganl tii these tyix's of rectirds, individual access would im­
pair the carrying out of legitimate functions of government. Those 
functions are' .so inqiortant that the principle of access to records 
should be put aside here. 

lNVZ.S-no.\T(tRV 3IATERIAL 

(iovenimeiit agi'iicies must Ix? able to choose the Ixst applicjints 
btr emph.viiieiit and military service if they are to fulfill their missions 
iiKhit eifet'tively. They must Ix' able to select the liest contractors to 
jM'rb.nii additional iieces.̂ ry work. Tliey must bt? especially careful in 
certifying which individnals may view information the disclosure of 
which could daniagi\ in some cases severely, the national defense or 
foreign policv of the United States. 

T() have the ability to make these important judgments, agencies 
need honest opinions about the people they are investigating. The 
('ivil Service Commission, speaking for all agencies, has testified that 
"Our long experience in investigaticns indicates that those who give 

(41) 
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witness to the qualificati(ms and integrity of others are ordinarily far 
more candiil when tlie information is gi-. en under jdedge of confidence 
th .n tbey are wlien they pi-esunial.ly are six-akng for piibncatioii.'' 
I f tlie iii'formation were to lx> available to the individuals to whom it 
jx'rtains. the gbyermiieiit could not make a pledge of confidence to the 
{H'ople whom it solicits for ix̂ i-sonal opinions. Future information 
wouhl not lx» fortlicoiiiiiig. Pas-t information would IK> i-evi>"ale«l. violat­
ing the pri va(-y of the people who gave it. This would lx> a most unfor-
juiiate result. 

•rr-STlXC MATERIAL 

The militarx' services and the Civil Sen-ice Commi.ssion test 
applicants to determine eligibility and ratings for militarv- placement 
and on merit system schedules.'Individuals are inforiiie(l of their 
scores on these tests and how the scores compare with those of other 
jH'ople who took the same examinations. Revealing the test questions 
and answers in addition would hot help the individuals in any way: 
it certainly wouhl not protect their privacy. Tliis disclosure would 
have only one result: the examination matei-ial wonld Ix? made public. 
As a residt, to msike all tests fair, examining ag.mcies would have to 
develop a new version of each test for each occasion on which it would 
Ix" given. This would be a heedless expense. 

In short, we seek not the invasion of privacy but the furtherance of 
iiiiixjrtant government objectives ih areas where privacy considera­
tions do not weigli heavily. We support mo.st emphath-ally the pro-
tc-tion of personal privacy, and offer this amendment or.ly to improve 
a bill whh-h is directed toward that eu.l. 

JOHN X. ERLENBORN. 
P A U L X. MCCLOSKEV, Jr., 
SAM STEIGER, 
CHARLES THONE, 
RoBEirr P. IIANR-VIIAN. 


