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AKCER. Is -there objection to
of. the gentleman from New

MUBPHY of Tilinois. Mr. Speaker,

ctioh of the Committee on Rules,

b Housé Resolution 1419 and ask
imimediate consideration. .

e Clerk read the resolution as-fol-

v VH. RES 1419 :

olred, That upon the adoption of this
lition At shall be tn order to move that
"House'resolve itself into the Committee
‘he Whole -House on the State of the
nion for the ‘consideration of the bill (H.R.

16373) ‘to.amend title 5, United States Code,
~wihy.atdding @ section 552a to safeguard indi-
-¢idiial 'privacy. from the misuse of Federal
. fecords and’ to provide ‘that indlviduals be.
seranted access*to records concerning them!
hich are maintained by Federal agencies.
fter general debate, which shall be’ con-
. fined.to the bill and shall continue not to
‘ exceed one hour, to be equally divided and
..., controlled by the chairman and ranking
““minority member of the Committee on Gov-
° ernment Operations, the bill shall be read
. for ‘amendment under the five-minute rule.
.| It shall be in order to consider the amend-
“ thent.in the nature of a substitute recom-
" mended by the Committee on Government
":Operations now printed in the bill as an
) _..origlnal bill for the purpose of amendment
& 7nder the five-minute rule. At the conclu-
‘sion of such consideration, the Committee
- . “shall rise and report the bill to the House
)‘ with-siuch amendments as may have been
.~ * adopted, and any Member may demand a
separate vote in the House on any amend-
+: ment “adopted in the Committee of the
+ rWhole to the blli or to the committee amend-
¢ ment in the nature of a substitute. The pre-
vious question shall be consldered as ordered
on the bill and amendments thereto to final
‘passage without intervening motlon except
.+ one- motion to recommit with or without
-instructions.

‘Mr. MURPHY of Illinois. Mr. Speaker,
_ :1yield 30 minutes to the minority, to the
* distinguished gentleman from Ohlo (Mr.
LaTTa), pending which I yield myself
. such time as I may consume. -

_.”Mr. Speaker, House Resolution 1419
provides for an open rule with 1 hour
. of general debate on H.R. 16373, the Pri-

...-vacy Act of 1974. : -

- House Resolution 1419 provides that it
shall be in order to consider the amend-
_ ment in the nature of a substitute rec-

-*. ommended by the Committee on Gov-
‘ermment Operations now printed in the

’ bill as an original bill for the purpose
. - of amendment under the 5-minute rule.
“H.R. 16373 permits an Individual to
hiave access to records containing per-
sonal information on him kept by Federal |

e ' copying, supplementation and correction,
‘with certain exceptions, including law

) gnfdgrcement and natlonal security rec-

o o _1“ __" .

7Y, "H.R. 16373 also allows an individual to
« .. . .:control the transfer of personal informa-

tojanother for nonroutine purposes by
: - *equiring his prior wiltten consent.
' H.R. 16373 also-provides a civil remedy
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by individuals who have been denied ac-
cess to theif records or whose records
have been kept or.used in contravention
of the requirements of the act. The com-
plainant, if successful, may -recover
actual damages and costs and attorneys

- fees, if the agency's infraction was will-

ful, arbitrary or capricious. :
Mr. Speaker, I urge the adoption of

House Resolution 1419 in order, that we
may discuss, debate, and pass H.R. 16373.

Mr. DERWINSKI. Mr. Speaker, will
the gentleman yield? :
. Mr. MURPHY of Illinois. I will be
happy to yield to the gentleman from
Illinois. . . .

Mr. DERWINSKI. Mr. Speaker, I had
a number of questions about this rule
and the bill, but the gentleman from
Iilinois (Mr. MurpHY) described it in

such a truly effective fashion that I at

this point do not have any questions.
I commend the gentleman for the
scholarly presentation. L
Mr. MURPHY of Illinois. I thank the
gentleman for that comment. :
Mr. Spesker, I yleld to the gentleman
from Ohio (Mr. LATTA).. S
Mr. LATTA. Mr. Speaker, this rule,
House Resolution 1419 provides for the
consideration of H.R. 16373. the Privacy
Act of 1974. There will be 1 hour of gen-
eral debate on the bill:and it will be open
to all germane ameéndments. In order to
preserve the normal:amending process,
the rule makes the committee substitute
in order as an original- bill for the pur-
pose of amendment. . = L
The general purpose.of HR.. 16373 is
to protect the privacy of individuals by
regulating the Federal Government’s col-

lection and use of personal information.

The bill includes provisions to do the
following things: (a) The bill permits an
individual to have access to records con-
taining personal information on him kept

by Federal agencies for puipose of in-’

spection and correction, with some ex-
ceptions, such as national security. and
law enforcement records. (b) The bill
will make known to the American pub-

lic the existence and characteristics ‘of.

all personal information systems kept by.

"every Federal agency. (c) The bill pro-

!

** ."’tion about him from one Federal agency .

hibits any Federal ‘agency records from
including information on political and
religious bellefs unless-authorized by law
or the individual himself. (d) The bill
provides a civil remedy by individuals
who have been denied access to their rec-
ords or whose records have been kept or
used in violation of this act. The plain-

tiff may recover actual damsdges and

costs and attorney’s fees if the agency’s
violation was willful, arbitrary or capri-

[ clous. (e) The bill provides that anyone

who obtains a Federal record containing

" agencies for purposes of ingpectlon, personal information by false pretenses

is subject to a fine up to $5,000.

Mr. Speaker, I would like to point out
that on Octoher 9 the President scnt a
message up here in which he stated as
follows: = . .

H.R. 16373, the Privacy Act of 1674, has
my enthusiastic support, except for the pro-
visions which allow unlimited individual ac-
cess to records vital to determining eligt-
bility and promotion in. the Federal service
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‘sttuatlons,

Ecw

and access to  classified’ informati- ¥

strongly urge floor amendments-perm . . ..,

warkable ezemptlons.to accommodate -
The cost of implementitg this : =~

estimated to-be between $200 millid!

$300 million a year, -with' a one

“start up” cost of $100 million. '’

Mr. MURPHY of Iilinois. Mr. Speaker. ™
I have no further requests for time;,.and . -

I move the previous question:on.the:res--
olution. ’ i :

The previous question was ordered. .* "

The resolution was agreed to.

A motion to reconsider was laid onthe.

table. )

Ms, ABZUG. Mr. Speaker, I move that " o

the House resolve itself into-the Cam- .
mittee of the Whole House on the State

of the Union for the consideration of the !

bill (H.R. 16373) to amend title 5, United
States Code, by adding a section 552a to

-safeguard individual privacy from the

misuse of Federal records and to provide
that individuals be granted access to rec-
ords concerning them which are main-
tained by Federal agencies.

The SPEAKER. The question is on the-
motion offered by the gentlewoman from
New York (Ms. ABzUG).

The motion was agreed to.

I TB’E COMMITTEE OF THL WHOLE

' Accordingly the House resolved itselt
into the Committee of the Whole House
on the State of the Union for the con-
sideration of the bill, H.R. 16373, with
Mr. BrapeMas in the chair.

The Clerk read the title of the bill.

By unanimous consent, the first read-
ing of the bill was dispensed with.

The CHAIRMAN. Under the rule, the
gentleman from California (Mr. HorI-
FIELD) will be recornized for 30 minutes.
and the gentleman from Illinois (Mr.
ERLENBORN) will be recognized for 30
minutes. . :

The Chair recognizes the gentleman
from California (Mr. HOLIFIELD). . -

Mr. HOLIFIELD. Mr. Chairman, I
yield 9, minutes to the gentleman from
Pennsylvania (Mr. MOORHEAD). :

Mr. MOORHEAD of Pennsylvania.
Mr. Chairman, it Is with a deep feeling
of honor and pride that I present to the
House of Representatives today H.R.
16373, “The Privacy Act of 1974.” i

Like the Freedom of Information Act.
this bill is also totally bipartisan. It was
approved by the Committee on Govern-
ment Operations by a unanimous roli-
call vote of 39 to 0. It has the enthusias-
tic support of President Ford except on
one point which the House itself will-
resolve when an amendment is offered
on the floor. More important, I sincerely
believe such legislation has the - wide-
spread support of the American people.
I believe they want us to act on this bill
without delay. -

"It seems to me that the events of the
past several years have a lesson in them.
Americans want to see more credibility
in .Government, and they want to see
the removal of any undue Government
power which could be used to invade
their personal privacy.

This landmark legislation, H.R. 16373,

“ L
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who s i
firstistep in that direction. It is in
Harmony with the spirit of the Con-

resident, will be the first compre-
ve . law: dealing with the right of
f the individual citizen.
the.outset, I should state that this

ects “only, .personally identifiable
systems of files held by the Fed-
‘al’‘Gioveiniment. It does not seek to
gulate-those files maintained by State
r Iocal governmients or by private en-
itiés e

ace;,. it breaks down into four

econd, access; third, regulation of dis-
lostire;. and -fourth civil and criminal

enedies. -

Paeowtoh NOTICE

Basically‘the bill provides that each
and every system of records, as defined
by the act, shall-be made public by notice
! tHe Federal Register. This notice shall
t. the essential characteristics of the
system; - the categories of persons to
which'it applies, its physical character-
istics, the uses to which it is put, and the
person 'responsible for its maintenance

and operation.

e - ACCESS .
" - -'Each individual shall be given access
;.. to-his record within the system on his
" request, with the exception of files re-
~.'lated to criminal investigations or na-
- . tional security. Along with access to the
77w file, the-individual concerned shall have
e ooy the right to challenge inaccurate infor-
R ‘mation and supplement the file to ex-
. plain ‘or.contradict inaccuracies,
Ry DISCLOSURE
.~ -Dis¢losure of the information hy the
., ..« /agency’holding the file shall be limited
© %"+ <''to those disclosures which are of the type
~ 2% previously announced in the Federal Reg-
" . ltser. Other disclosures of a “nonroutine
-, ;. nature” may be made only upon the prior
- written informed consent of the individ-

" . » ual concérned,

i

Ce REMEDIES
ST Ol damages are available to individ-
* . .uals'who are injured by determinations
.- made on the. basis of inaccurate or in-
. ‘completé records and criminal penalties
-are provided for illegal disclosure by Gov-
1" eInment employees, or fraudulent access
by individuals.
*-'Tam going to say something very im-
* portant now, especially in light of dis-
-closures: during the last week or so on the
' Federal Bureau of Investigation.and the
Internal Revenue Service. H.R. 16373 also
.+ . prohibits the _Government from keeping
.. Secret persondl information systems and
. collecting records on political and religi-
- 0us bellefs. This proposed statute would
¢-#hus-provide greater safeguards for pro-

-amendment -righits.

0.7+ 1., ‘The rémainder of the provisions of the

i ', .billaredesigned to provide the legal teeth

T o enforce these rights and limitations.
" ... Special provision Is made to protect

o "America’s légitimate and legally author-

Y

th lj{gh_t;hx;sf bill appears complicated -

traightforward provisions: First, notice:

fecting” the lawful - exercise of first

§
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ized interests in national security and law.
enforcement. T T

We have tried-to tailor this bill so that
it will protect individual rights and at
the same time permit the Government to
operate responsibly and perform its func-
tions without unjustifiable impediments.

As a result, we think it will g0 a long
way in restoring confidence by the Ameri-
can people that Government is indeed
responsive and sensitive to individual
rights. Simply put, this legislation will
demonstrate that Congress is determined
that Government will act as the servant
of the people and not its master. .

Under a key provision of this bill, no
Federal agency shall disclose any per-
sonal information record to another
agency or person unless this action is
done by request of the individual or with
his prior written consent.

An exception is permitted in the case
of routine- transfers, such as when the
Social Security Administration Instructs
the Treasury to issue a benefit check.

Thus routine transfers of personal in-
formation will be permitted between
agencies so that the regular business of
Government -can proceed without delay.
Nonroutine transfers, however, ‘are
another matter. In those -cases, the prior
written consent of the individual will be
required by law.

What' is a nonroutine transfer? That
1s & transfer of personal information used
for a different purpose than for which

it was originally collected. This in itself

Is going to stop a lot of hanky-panky. It
will .make it legally impossible for the
Federal Government in the future to put
together anything resembling a “1984”
personal dossier on a citizen. .

It means interagency computer data
banks will not be able to share personal
information unless the data is truly a
routine transfer where its general use

" has already been made known to the in-

dividual and his consent obtained.

The consent requirement and other
provisions of the bill are backed up with
criminal and civil' penalties. This also
will help protect- Americans and at the

.same time give. Government officials a

good reason to say “no” to any improper
requests from anyone for personal infor-
mation on any other American. -

This legislation also requires that Fed-
eral agencies, in making determinations
on individuals, utilize records which are
accurate, relevant, timely, and complete.
This assures fairness to the individual

-and, in our view, is going to result .in

much better decisions by Governmert
officials. S .
Senator Ervin has referred to the situ-
atlon existing now as “the Government’s
voraclous appetite for personal informa-
tion about each of us.” -
His subcommittee reported that the
Federal Government has at least 858
data banks of which 741 were computer-
ized. Although 93 agencies did not report
the number of records kept, those which

did, reported a total number of records -

kept as 1 billion, 245 million individual

records or an average of almost 6 rec-

ords for every man, woman, and child in
America. )

November 20, 197

When such information is' stored’ ¢
tape it is easily transferred from- one
user to another., . . - L

The potential. danger to individyg)
freedom is so great that it is easy to un-

derstand why the concept of legislation -

to protect the privacy has SUPPOrt -#aAn:
2 broad spectrum of political and .y
sophical beliefs, T

I think the Members should be ¢
of the fact that in the event of the
ure of Congress to act on this legisk
the President intends to issue an E:
tive order which would put a similg;
vacy system into effect. Howew

would lack the necessary civil remedies- SR

and criminal penalties to provide our ‘cit~
Izens with adequate redress. Besides, this
task is a congressional responsibility and
I think you will agree, we should face up

‘to it.

- On another matter, our subcommittee
has received numerous phone calls from
State tax commissioners asking whether
their tax information transfer agree-
ments with the U.S. Internal Revenue

Service will be harmed by this bill. The -
answer is “no,” because I am certain the -

Treasury Department will publish that
type of activity as a “rontine iransfer”
Permitted under this bill and other
statutes, .

My colleagues, H.R. 16373 actually is
the result of an awareness of the prob-
lems of invasion of privacy which began
growing more than a decade ago when
the House. Committee on Government

- Operations started its initial investiga--.

tlons into this subject. Other committees
also discovered what these problems are,
A lot of water has passed under the

bridge since then. The Nation has sur~

vived numerous major and ~minor
“floods.” It is now time to build a strong
dam to make certain we are not endan-
gered again. I beseech you to support this
bill and implement the Constitution, as
we have a duty to do. . .
 Mr. DENNIS. Mr. Chairman, will the
gentleman yield? :
Mr. MOORHEAD of Pennsylvania. I
yield to the gentleman from Indiana.
Mr. DENNIS. I thank the gentleman
for yielding. With reference to the
gentleman’s statement that this would
keep the Government from maintaining
records as-to political beliefs, would this
bill prevent the Federal Bureau of In-

- vestigation from maintaining a list of

Communist Party members or people
who belong to organizations which are

dedicated to the violent overthrow of the.

Government, or anything of that sort?
Mr. MOORHEAD of Pennsylvania.

‘Lawful criminal investigations of ihat

type would be exempt from the bill, but
normal - dissidents, exercising first
amendment rights, would be covered.
Mr. DENNIS. If it hinged on the crimi-
nal field, it would come under the ex-
emption which was referred to earlier?
Mr., MOORHEAD of Pennsylvania.

- The gentleman is correct.

Mr. DENNIS. And would the. gentle-
man agree that if it dealt with indi-
viduals or organizations dedicated to the
violent overthrow of the Government,
that that would fall within the criminal

exemption?




e it
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MOORHEAD . of Pennsylvania.
t falls within the criminal

lenit .6
sul ;
,L\\.o:‘:l‘d_‘,meF,-g_ent_,ler_nan agree with me on

) : .
o :l\'"ﬁ' ' “MOORHEAD of ..Pennsylvania.
i, That is-what I'am saying.

DENNIS, I thank the gentleman.
*/ 'HOLIFIELD. ‘Mr. Chairman, I
+jeld 5 minutes to the gentlewoman from
" New-YOrk.(Ms. ABZUG). , o
" T Ms. ABZUG. Mr. Chairman, this is in-
\ “ijved (a4 landmark piece of legislation.

\
A

- teniance, and use by Federal agencies of
. information pertaining to individuals. It
; iy, very. significant first step in an at-
temipt " to guarantee: the right of privacy

I+ - o all: Ameiicans, It is the product of

- “hany,:many months of hard work, and

" 'of-many 'bills. that have been before the
" . congréss-which the committee has con-
“'sidéred in-.great depth. Much credit is
“due  to my colleague, Mr. MOORHEAD of
‘Pennsylvaiia, the chairman of the For-

+ . 'eign Operations and Government Infor-

mation -Subcommittee, and to that sub-
committee’s staff members for the

...~ months of diligent effort in the drafting
. of this significant legislation. The bill
" “which has been reported out of the com-

+ %o .ittee is a good bill, but I believe it is

. a bill ' which requires some additions and
" ¢hanges. to strengthen it. The amend-
ments which I plan to offer today in con-~
nection with this bill are amendments
.which would have been brought before
the full committee, but, in order to ex-
" pedite the consideration and the bring-
ing of the bill to the floor of the House,

“ *they were left for floor action. So. al-
" though I support the bill and, indeed,

- have been the author of one of the biils
- hefore the committee, along with the

genitleman from New York (Mr. Kocm),

. and the gentlemen from California (Mr.

" GOLBWATER) who "also had bills. which

. were: considered by the committee, I feel

_that, there have to be some improve-
ments.” .

© ,There are three basic weaknesses in

-~ the bill: the numerous and unjustified

+ -“exemption provisions, the failure to pro-
.. vide either llquidated or punitive dam-
.. ages, and the lack of any administrative
~ . mechanism to oversee the implementa-
- «tioh-of the bill. _
. .« Filst, exemptions from the provisions
~~ .of this bill or of any bill designed to pro-
. ‘tect individual rights of privacy can be

) e .‘,_iu'stiﬂegl only in the face of overwhelm-
- . ', ing societal interests. There are, at most,

.+~ :only three areas where societal interests
..ean be ‘paramount to the individual
_ .rights provided in this bill: First, where
4. .granting an. individual access to his or
¢~ -her fecords would seriously damage na-
lional defense or foreign policy; Second,
“.'where such access would interfere with
san active. 'criminal prosecution; and
‘ Third, where records are required by law
i 10 Be'maintained for statistical research
. -0rreporting purposes and are not, in fact,

- used to-make determinations about iden-
- tiflable individuals,

-care of. We have tried

q*fall “under criminal exemption,

.. . H'R. 16373 regulates the collection, main-.
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-.It follows that exemptions should re-

late to the type of data sought to be

protected from disclosure, not to the
agency maintaining such records. For
this reason, I will offer amendments to
eliminate the general agency exemptions
provided in the bill for the CIA and the
Secret Service. :

I will also support an amendment to

. provide for the assessment of punitive

damages in cases of willful, arbitrary, or
capricious violation of the bill and for
actual damages. in cases ‘of negligent

violations. These provisions were stricken -
-in the full committee, and, as a result,

an individual who may have suffered by
violation of the act must now prove not
only actual damages but that such dam-
ages were caused by willful, arbitrary, or
capricious agency action. I believe that
these two stricken-out provisions must

be restored to the bill to provide, as the

bill in the other body does, for actual
damages to compensate for any violation
of the act and for punitive damages to
compensate for any wiliful, arbitrary, or

‘capricious violation. If this is not done,

there really is no adequate remedy at
law. ) P .

I will also support an amendment
which I brought in the.committee to
establish a Federal Privacy Commission.
Without such a commission; we have no
assurance that agencies will not be mo-
tivated by mere whim or convenience in

_divulging or withholding information.

We would be more than.naive if we
failed to recognize that indlvidual Fed-
eral agencies cannot be expected to take
an agegressive role in enforcing privacy

‘legislation. Enforcement of the provi-

sions of this bill will be secondary to each
agency’s legislative mandate and will,

of necessity, cause additional expense,

and administrative inconvenience. Only
by providing a separate administrative
agency with authority for implementing
this legislation'and for coordinating the

-privacy programs of the various Federal

agencies can we be assured of uniform,
effective enforcement of the rights guar-
anteed by this bill. " :

I would hope that we will support this
bill with the amendments proposed. I
think that will be the beginning of an
important first step in the protection of
the right of privacy. . :

Mr. ERLENBORN. Mr. Chairman, I
yield myself 5 minutes.

Mr. ERLENBORN. Mr. Chairman, I
rise in support of the .Privacy Act of
1974, H.R. 16373. I think it is rather
fitting that this bill comes to the floor
today.on the same day that we con-
sidered a motion to override and have
overridden the President’s veto on the
Freedom of Information Act. .

The Subcommittee of Government Op-
erations, known as Foreign Operations
and Government Information, is the par-
ent subcommittee of both bills, the Free-

dom of Information Act and now this new

Privacy Act. It has been quite an effort
to walk a tightrope in the one bill to
provide the maximum access to informa-
tion on the part of the public, and in the
other bill to limit access to protect an
individual’s privacy. ’ i ’
There has been a tendency, I think,

to view these often as conflicting, but I.

think that we have successfully walked ',
that tightrope and have, in both of these "

pieces of legislation, very importantland--
mark legislation for open government.

and yet the protection of individual '

rights.

The
things that I am sure will be delineated -

and explained by the several Members . *
who will be engaged in debate. Generally - .

it requires that when the Federal Gov-.
ernment does maintain a system of rec-.

identify - publicly those systems of :
ords. There will no longer be-the ab;-
within Government to maintain se
systems. )

Not only inh the past has this b
done for. any nefarious purpose, but
system of records may be instituted :
maintained and the public just not ki
about it. - ’

So that is the first thing that will .

be done: identify the systems of records .

and make public the fact that such rec-
ords are being maintained. _

Second, again a public record wouldl
be made of the purpose for whicir th-
system is being maintained. Then wo

‘would ‘limit in the bill access to thes»

records for those purposes so that in-
formation contained in those systems
would be used only for those routinec
purposes, and unless the individual about
whom the information related agreed to
its use for other than routine purposes, it
could not be so used. '

It -could be used then only for the
routine purposes. This limits the purpose
and the use of these information systems
to the public purpose which has heeiy
made known, the purposes identificd in
the Federal Register. : )

Third, we provide for access by indi-
viduals to information in these record
systems pertaining to himself or herseif.
so that a person about whom informa-
tion has been collected will have an ¢p-
portunity to get a copy of that informa-
tion and to see if it is accurate and will |
have the procedure where he can request
the amendment of the inforniation to
make it.accurate and will have an on-
portunity if the information is misused
under the terms of the act for recourse
in a civil action through the courts.

In addition criminal penalties are:
provided for people within Government
who violate the terms of the Act in mak-
ing information available that they-
should not, thereby invading the privacy
of the individuals about whom the infor-
mation is maintained and also criminal
penalties for those who would seek and
obtain illegally this information. )

I think this is truly landmark legisla-—
tion. It has been very difficult to draft
because of the varying systems and the
varying purposes for the systems within

"the Federal Government. We were of

course at times importuned to expsund
this to all record systems, not just of the
Federal Government but of States and
local governments and also in the pri-
vate sector. I think if we had done so
we would have bitten off more than we
could chew.

_ I think we have here maybe a modcst

36615
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beginning in the fleld of privacy but we
have an important plece of legislation
affecting only Federal Government sys-
tems, . S
We generally exempt from the provi-
sions of this bill the law enforcement
broceedings, systems for the .criminal
justice system, and other committees of
Congress will be turning and already
. have turned their attention to this crimi-
na] justice field. -
There is one.amendment that I hope

will be adopted. Several will be offered

and I will offer one amendment and I
hope it will be' adopted and I thi=k it is
crucial in making this'a workable bill.
The bill as it has been reported by the
committee and is before us today will
open up all preemployment and security

‘clearance files retroactively as well as
 prospectively. Just think of this. In the
past years there have beeh implied and
expressed . promises of confidentiality
given to people who have been asked to
make stdtements concerning the security
clearance investigation or preemploy-
ment investigation for those who would
be employed by the Federal Government,
appointed to Federal office, or Federal
contractors engaged in defense work, let

us say. These promises of confidentiality .

would be violated by this bill because the
_ bill would mandate opening up these flles

so that the person about whom the in- -

vestigation was conducted would have
‘access to the files and find out who said
what about them.

In the name of privacy we.would be
violating the privacy of those who have
given such statements in the past. I

think we have to strike a balance and see-

that we cannot violate the privacy of
individuals by the very bill that is sup-
nosed to be the bill of rights for indi-
vidual privacy.

The amendment I will offer was dis-
cussed in an editorial in the Washington
Post this morning inaccurately. They say

my amendment would close these pre- -

employment and security files. It would
not. Co

Mr. Chairman. the amendment that I
will offer will make all of the information
in these files available to. the individual
about whom the investigation has been
conducted. except - that information
which would reveal the identity of a per-
son who has under a promise of confiden-
- tlality given information contained in the
file. Even the Washington Post: editorial
suggested that other legislation in the
fleld of credit, the Fair Credit Reporting
Act, had struck a good balance here by
seying it is to protect only that informa-
tion which would reveal a confidential
source. They seem to think that was a
good way of protecting both individuals’
privacy. That is exactly what the amend-
ment that I will offer' will do. It will pro-
tect only. those Sources that have given
information under a promise of confiden-
tiality.

In addition, the Office of Management
and Budget has assured me that regula-
tions will be adopted in the future so
- that only in the most compelling cir-
cumstances will a_promise of confiden-
tiality be given. It will not be the cus-

‘tomary thing to make these promises of

“ditional minutes. :

‘gentleman yield?
tleman from Indiana. .

-reference to the question of criminal rec-
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confidentiality, so that most all of ‘the .
“information will be made available. ‘.

Mr. BROWN of Ohio. Mr. Chairman,
will the gentleman yleld? . ": oo .
Mr. ERLENBORN. I yield to the gen-
tleman from Ohfo. =~ - s il
Mr. BROWN of Ohio. For the purpose
of making legislative history, I should
like to ask about the impact of this legis-
lation as it affects one aspect of the cur-

‘rent law.

I currently represent an area which at ..
one time was represented by one of our
bredecessors in the Congress, the illus-
trious Jackson Betts, who was very con-
cerned about. the confidentiality of the
Bureau of Census information.- s
. The CHAIRMAN. The time of the gen-
tleman has expired. : o '

Mr. ERLENBORN. I yleld myself 2 ad-

" Mr. BROWN of Ohio; Mr. Chairman,
the Bureau of .the Census has a singu-
lar and highly commendable record of
scrupulous protection of the confiden-
tiality and privacy of census data about
individuals and about businesses. '

This is a matter of concern to every
American, and the integrity of such in-
formation is essential to the public trust
which is in turn essential to the aceu-
racy of census findings. :

These census findings provide the fac-
tual bases for: First, countless govern-

-mental and private decisions which pro-

foundly affect the economy, second,
equity and fairness in revenue sharing
measures, and. third, the determination
of representation in the Congress. .

The continuing confidentiality of such
census information s mandated by
statute—section 9 of title 13 of the United
States Code—as afirmed by repeated
Presidential proclamations.

It is true that neither the purpose nor
effect of subsection (b) or (1) or of any
other provisions of section 562a as set
forth in this bill are to modify or relax
in any way the safeguards of title 13?

Mr. ERLENBORN. Mr. Chairman,

the answer to the gentleman’s question is
that this bill in no way would diminish
the protection provided by law for cen-
sus data. ) :
- Mr. BROWN of Ohio. I wonder if the
gentleman would yield further so that
I might receive the concurrence of the
chairman of the subcommittee, the gen-
tleman from Pennsylvania (Mr. Moogr-
HEAD) . o

Mr. ERLENBORN. Mr. Chairman, I

.yleld to the gentleman from Pennsyl-

vania, .
Mr. MOORHEAD of Pennsylvania, I
agree with the remarks of the gentle-
man from Ohio and with the gentleman
from Illinois.
Mr. DENNIS. Mr. Chairman, will the

Mr. ERLENBORN. I yield to the gen-
Mr. DENNIS. I would like to make

ords. publication of criminal records,
which are generally exempted from the
bill, as I understand it. -

The gentleman said a moment ago that

those records are the subject of pending

special legislation, and obviously those

- Act of 1974,
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are very sensitive records and presént a
peculiar problem, and the subco: ttee
of the Committee on the Judiciary,

" chaired by the gentleman from Calif

(Mr. Epwaros) and of which the gentje.
man from California- (Mr. WIGEINS) 1y
the ranking minority member, has g
legislation on that subject ;
it. That subcommittee is tied up in g
-meeting today on a very important mat.
ter that the members of the su -
‘mittee could not avoid, and hence they
are not on the floor; and they have askeq
me to bring the matter up and €XDresg
the strong hope that the House adopt ng
amendment that would impinge on that
situation and would include criminaj rec-
-ords in this bill. - ' Coeim
‘Mr. ERLENBORN. Mr. Chairman Y
Yyleld such time as he may consume to the

‘ranking member of the Committee on’
' Government Operations, the gentleman
. from New York (Mr.

Horrow), -i3-ai.
‘Mr. HORTON. Mr. Chairman, I’ rise
in support of H.R. 16373, the Privacy

Having served as a member or"th;:
Special Subcommittee on Invasion'of
Priva¢y of the. Committee on. Govern-

now before

ment Operations some 10 years ago, T .

“have a particular inter=s: in the subject

of personal privacy. During my 5 years of
service on the Foreign Operations ‘and
Government Information Subcommit

‘I participated In several investigative

hearings into this important area. To-
day, as ranking minority member of the

Government Operations Committee, T -

-am very happy to lend my strong support

to a bill whick insures that Federal Gov-
ernment .agencies protect individuals’
rights to privacy when dealing with in-
formation about people, : -
- The bill does this in two ways: -
First, it mandates that agencies dise
close an individual’s records to other per-
sons or other agencles only with the
written consent of that.individual, un-

less the disclosure would be .for a pur- -

pose which had been endorsed by the
Congress or published In the Federal
Register. Whenever the Government:
asks someone for information about Him-
self, according to the bill, it would have
Yo inform him of the disclosures which
had been published as permissible, -::

"Second, the bill provides thai individ- . '

uals shall have access to'all Government
records ' maintained about them, and

‘shall have the right to petition agencies

to correct any misstatements .in those
records. Agencies would have to make
the changes requested or note on the
records that the changes had !
sought, but that the Government dis-
agreed with them. o L
~_All Federal records pertaining to in-.-
dividuals would be covered by these pro-

visions, except for national security in- -
“formation, Investigatory material com-
-piled for law enforcement purp

other criminal justice records, Secret

"Service and CIA files, and statistical data.

- 'To make sure that Government agen-
cles fulfill their responsibilities under

this legislation, the bill permits individ-

uels who' are injured by Government
agency's fallure to comply with the law
to bring suit against the agency in Fed-
eral court. A successful complainant

Yy .
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could be awarded actual damages and
attorney’s fees by the judge.

Mr. Chairman, this is landmark legis-
lation in an area of concern to all Ameri-
cans. T urge its enactment.

Mr. ERLENBORN. Mr. Chafrman, I
vield 3 minutes to the gentleman from
‘iaryland (Mr. GUDE). :

Mr. GUDE, Mr. Chairman, as a cO- .

sponsor of this legislation. I am indeed
eratified that it is finally receiving the
floor consideration which it should.

T want to commend the chairman of
our subcommittee, the gentleman from
pennsylvania  (Mr. MooRHEAD) ; the
ranking member, the gentleman from
[llinois (Mr. ERLENBORN); and, in par-
ticular, the gentleman from California

{Mr. GOLDWATER) , the gentlewoman from’

New York (Ms. Aszvc), and the gentle-
man from New York (Mr. KocH) who
qre also cosponsors of this legislation.
They have been a driving force toward
its consideration and in bringing it to
the point where we find it at this
moment.

The chairman of- the subcommittee
has very well outlined exactly what this
legislation does. It is long overdue. This
is the kind of attention that Govern-
ment records have needed for some
period of time. I think matters which we
consider routine and perfunctory are
very often hidden under agency direc-
tives, rules, and regulations, and we as-
sume what is normal to us on the Hill to
pe what is normal throughout the Fed-
cral Government.

Increasingly, as the society and the
Government have grown more complex,
the maze of Federal activity and regu-
lation have intensified, and the individ-
ual citizen has had to make increasing
concessions to the imperatives of the

Federal bureaucracy. The quantity of -

Federal paperwork alone, for example,
has reached such proportions, that. the
House felt the need last month to au-
thorize the establishment of a Commis-
sion on Paperwork to study the problem
and find ways of reducing the burden
which bureaucracy imposes on the
citizen. :

The level of regulatory activity which
touches on the lives of individual citizens
has also increased. Seat belt standards,
now repealed, safety and health stand-
ards, labeling and advertising standards,
while important Government tools to
correct serious problems we have, all in-
trude on the freedom of the individual in
- some small way. '

Certainly the demands of a'complex'

technological society call for some con-
cessions, but we have before us today an
opportunity to help balance the recent
trend of legislative activity by enacting
legislation to help restore individual
}‘1ghts and individual. privacy. This bill
imposes limits on what the Government
can do with individual data, and it im-
poses obligations on the Government to

the subjects of the data, and in doing so -

it helps to maintain the balance of indi-

vidual freedom and privacy which we all-

cherish.
Symbolic of this balance is the con-
l;rov_ersy over the use of social zecurity
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numbers. for identification purposes.
While such a proposal may make sound
technological sense, to many citizens it
implies removal of an important element
of their privacy and iniividuality. This
question is not dealt with in this pill, but
some of the same principles are—the
right of the individual to maintain his
privacy and personal identity. )

Beyond these questions of principle,
the bill also has substantive significance
for many citizens who feel, rightly or

wrongly, that they have not received a .

“fair dedl” from their Government.

Mr. Chairman, I would like to quote
the experience which one veteran had in
regard to the Veterans’ Administration.
He was vnable to obtain compensation
and relief for injuries he had received
while serving his country abroad, and yet
he was unable to look at his records in
the Veterans' Administration files. He
finally had to obtain legal counsel in
order to get access to his files, and he
found the reason the Veterans’ Admin-
istration had denied his obvious need was
because.certain records that were in his
file actually belonged to another veteran
who had a simiicr name.

This may seem to be & very small thing,
but this is the type of action which can
occur in situations when we in Congress
have not enacted regulations to provide
for the overséeing of Federal records,

which can sometimes be buried under a

lot of bureaucratic redtape which denles
the citizen the access to which he is
entitled.

Mr. Chairman, I.am going to offer two
amendments to this bill at the appropri-
ate time, They are amendments which I
was unable to offer in the committce, be-
cause of the pressure of business when we
were reporting the legislation to the
floor. The first has to do with medical
records. .

This first amendment would clarify

one item that I believe to- be ambiguous-

in intent, in restricting the circumstances
under which individuals would be grant-
ed disclosure by Federal agencies. It was
the intention of the committee to ex-
clude information which would be vital
to the health or safety of an individual.

I believe that the current language in:

the bill is vague in this regard, in that
it would permit such disclosures without
prior permission, unless it is an emer-
gency case. It does not make clear to
whom the information would be dis-
closed. '

The second amendment I would offer
is one - that would establish a Privacy
Commission, which I believe is a vital
necessity if the privacy legislation we
are enacting is to become a meaningful
statute. Clearly, the enactment and
maintenance of successful privacy stand-

ards would hinge on the degree of ‘co-

operation provided by Federal agencies
which have to implement the program.

The Privacy Commission which I will
propose will coordinate and assist in
these efforts, and it would be an impor-
tant goal for gaining the necessary
agency cooperation in order to make this
legislation meaningful in the service of
American citizens. :

. tlonal
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Mr. Chairman, I will offer these two
amendments at the appropriate time.

. Mr. HOLIFIELD. Mr. Chairman, will
the gentleman yield? o :

Mr. GUDE. I will be glad to yield to
the chairman of the full committee.

Mr. HOLIFIELD. Does the gentleman's
amendment_ of the privacy bill follow the
words of the Senate provision? - '

Mr. GUDE. I have not compared them
word for word, Mr. Chairman, but I be-
lieve it does. :

T urge the passage of this legislation. -

- Mr. MOORHEAD of Pennsylvania. Mr.

Chairman, I yield 5 minutes to the gén-
tleman from Arkansas (Mr. ALEXANDER),
a member of the subcommittee.

Mr. ALEXANDER. Mr. Chairman, on
June 19, following hearings on the Fed-
eral Government's use of telephone
monitoring and lie detection devices con-
ducted by the Subcommittee on Govern- -
ment Information, I stated that it ap-
pears our Government has been nver-
come by a snooping mania and t:
must find the medicine to cure tk
ease. H.R. 16373, the Privacy Act ¢
is a good dose of such medicine.

I was alarmed to discover in
hearings that it is literally poss
have every home in America bug
. Mr. Chairman, I am convince
Americans do not want to be a part oI

“one big party line. If present Govern-

ment preoccupation with spying on its
citizens continues, George Orwell's fic-
fishbowl existence and “Big
Brother” era in his book *1984" may very
well occur.

‘H.R. 16373 provides basic safeguards
for the individual to help remedy the
misuse of personal information by the
Federal Government, and reasserts the
fundamental rights of personal privacy
that are derived from the Constitution.

_At the same time, it'recognizes the legi-

timate need of the Government to col-
lect, store, use, and share among various
agencies certain types of personal data,
but under a framework of law to pro-
tect the citizen.

Like the Freedom of Information Act .
Amendments, H.R! 16373 also recognizes
that certain areas of Federal records are
of such a highly sensitive nature that
they must be exempted from some of its
provisions. ]

The Privacy Act provides for the ex-
ercise  of civil remedies by individuals
against the FPederal Government through
the courts to enforce their rights. Pro-
vision is made for the actual collection .
of damages by the individual against the
Government if the infraction was will-
ful, arbitrary, or capricious. Penalties
are also provided for the unauthorized

-knowing and willful disclosuré of identi-

fiable material by a Government officer
or employee by a fine of not more than
$5,000. Criminal penalties and fines
would also be imposed on persons re-
questing or obtaining any such indi-
vidually identifiable record under false '
pretenses. .

The bill attempts to strike that -deli-
cate balance between two conflicting and
fundamental needs—on the one hand,
the need for a maximum degree oI pri-
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vacy and control over personal informa-

tion the individual American furnishes’

his Government, and, on the other hand,

the need for information about the in-.

dividual which the Government finds
necessary to carry out its legitimate
- functions. )

Over 40 ‘years ago, Supréme Court
Justice Louis Brandeis, in his famous
dissent in the case of Olmsted against
United States, said: ] :

Every unjustifiable intrusion by the gov-
ernment upon the privacy of the Individual
whatever the means employed, must be
deemed a violation of the fourth amend-
ment, s

He further stated in terms relevant to
current wholesale abuses of power that:

Experience should teach us to be most on
guard to protect liberty when the govern-
Inent's purposes are beneficent, Men born to
freedom are naturally alert to repel inva-
stons to their liberty by evil-minded rulers.
The greatest dangers to liberty lurk in insidi-
ous encroachment by men of zeel, well-
meaning, but wlthout.understandlng. PR

Let.us talk a moment on the concept of
privacy. Privacy is the ability to be con-
fident of security in our homes, persons,
and papers. It is not only the bedrock of
freedom. Privacy is the . very esscnce of
democracy. If we cannot speak or mrans-
act business without being snooped on by
hordes of bureaucrats—we soon will not
be able to speak or transact business

* without government permission, )

In my opinion, events in recent years
have brought about
the exercise of first amendment rights. It
is now time for a defrosting. Every Amer-
ican must insist that government is tlhe
servant of the peopie—not our master.

In his first speech as Chiaf Executive,
President Ford pledged his personal and

official dedication to the individual rizht

of privacy, in declaring that “there will
be hot pursuit of tough laws to prevent
illegal invasion of brivacy in both gov-
ernment and private activities.” :
H.R. 16373 is a first step in that pur-
suit. I strongly urge my colleagues to
support this legislation. ,
Mr.. ERLENBORN. Mr. Chairman, T
vield such time as he may consume to
the gentleman frem Indiana (Mr. Hup.
NUT). .
Mr. HUDKNUT. I
for yielding. _
Mr. Chsirman,

H.R. 16373, the Privacy .Act of 1974.

While there will be amendments of- -

fered to strengthen this bill, I feel
‘the Committee on Government Op-
. erations has done a good job in bringing
this legislation before us. There is 5 great
need for statutory guidelines to protect
the privacy of individuals by regulating
the Federal Government's collection,
maintenance, use, or ~dissemination of
personal, identifiable. information. :
In this computer age, it is easy . to
-obtain informaton about an individiia]
- and along with many others I am con-
cerned over the extent to which citizens’

- privacy is being invaded. We see this in
the accumulation of bersonal data in..

computer banks and other such means
which constitute a threat to the pri-
vacy of every American citizen, There

a chilling effect on -

‘mittée on Foreign

thank the gentlemay.

I rise in suport of

;long .in coming,
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are some who look upon individua} tax
returns as the greatest source of such
information. o Lo

Earlier this year I cosponsored a bill
(H.R. 10977) to provide further restric-
tions on accessibility to individual tax
returns. The assurance -provided the
American people that information vol--
untarily given on tax returns will be
carefully 'protected from disclosure and
improper use is.one of the basic concepts
underlying this country’s system of col-
lecting taxes and I want to. assure that

-brotection. I am hopeful that the Ways

and Means Committee will take specific
action on that measure. ,
In the meantime, H.R. 16373 provides
a series of Dbasic safegudrds for the in-
dividual to help remedy the misuse of
personal information by the Federal
Government and reassert the. funda-
mental rights of personal privacy of all
Americans that are derived from the

- Constitution of the United States. At the
same time, it attempts to. strike that .

delicate balance between the right of
individuals for a maximum degree of
privacy over. the personal information
he furnishes his Government and the
nieed of the Government for informa-
tion to carry out lezislative funciions.
Mr. ERLENBORN. Mr. Chiairman. I
yvield 5 minutes to the gentleman ircm
Culifornia ¢Mv, GOLDWATER) . .
Mr. GOLDWATER. Mr. Chairman, I
thank the distinguished minority .mem-

"ber on the subcommittee, the gentleman

from Illinois ¢Mr. ERLENBORN). for allow-
ing me the privilege of speaking in favor
of this particular legislation before us
icday, which has been long in coming

aid long overdue.

This particular piece of legislation is
the result cf g strong bipartisan effort
in tize House of Representatives, The ef-
foris of my colleague, the gentleman
from New York (Mr. Kocn) in behalf of
an individual’s right to privacy, are well
known and were extremely important in
the preparation of this legislation. Enuaj-
iy significant were the efforts of :ie
members and the staff of the Subcom-
Operation and Gov-
ernment Information of the Committee
on Government Operations and, particu-

iarly, the subcommittee chairman, the
gentlernan  from Pennsylvanig (Mr.
McoruEaD) who was most diligent: in

bursuing this very difficult task, and who
was assisted quite ably by the ranking
Republican member, the gentleman from
Illinois «(Mr,
to be commended for this cxcellent piece
of legislation, i .

Tais legislation, as I said, has been
and is only here today
because of the persistent efforts of not
only members of the Committee on Gov-
ernment Operations, but also many

"Members of the House, of Representa-

tives, as well as Members of the other
body, not to mention the private sector;
educators, members of private organiza-
tions, and just plain people, and it cer-
tainly would be most. fitting to mention
the fine efforts by our President of the
United States, Gerald R. Ford, and his
Commiltee on the Right .of Privacy.

ERLENBORN). They are both .
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. Mr. Chairman, my concern for privacy. -
Is a long-standing one. The right to pri-, °
vacy is a derivative right. It is not spe-
cifically mentioned in the Coustituiion,
as are the general rights of' life, liberty,
and.the pursuit of happiness, nor is this
subject mentioned in the Bill of Rights.
But none of these would have had the
content that we know them to have with-
out the element of privacy Dbeing present..
It is an essential, inherent element of our.
inalienable rights. . : R
The concern for protecting personal .
privacy as it relates to personal infor-
mation is fairly recent in its origin. The "
rapid growth of our population and the
rise of massive urban centers, the advent .
of modern communication and elec-
tronic technology, and the rise of the
computer, have brought a basic change
in our society, Massive amounts of per- .
sonal information can be conveniently |
and economically collected, stored, and
used. The individual is no longer dircctly

invqlved in the modern personal infor- . -I* :

¢

mation transaction process. Many infor-
mation practices have been developed ,
and adopted because they -were con-
venient, technologically feasible.
cast-effective. The individuai aciuniiy be-
came an impediment in i}ie5e UEW prog- -
€sses. As he began to brotest his. ex-
clusion and try to protect himself from. .
the injury and damage that occasionally.
Tesulted, he found he had no legal rights
to fall back on. . .

. Mr. Chairman, the Federal Govern-
ment has a relentless appetite for infor-
mation. There seems to be a direct cor-
relation between the continued growti
of Government and the continued

‘growth of privacy invasion, .

The Federal Government, as we enact
more and more brograms, has a need:
to collect more and more information
in order to administer- these prograins.
So 1t is with this piece of legislation that
We are trying to strike g balance between
the need to know in order to successfully
and correctly administer Government
programs; and the rights of an individual
to be left alone, to control his own per-
sonal life. Thig particular bill unde-

takes to redress this  disastrous
imbalance. .
- The Federal Government is required

records it has pertaining to-him: It intro- -
duces the element of active consent as a
requirement before information that is -
collected for one burpose can be put to
2 new use. It permits.an individual to
have copies of files about him and to
correct or amend €rroneous portions of
them. D :

Finally, it requires the Government io
keep records accurately and securely in
accordance with specific, published
regulations, .

The CHAIRMAN. The time of the gen-
tleman has expired. . -

Mr. ERLENBORN. Mr. Chairman, I

.yleld 2 additional minutes to the genile-

man from California. )

Mr. GOLDWATER.. It is noteworthy,
Mr. Chairman, that this Privacy Act of
1974 -prohibits the Federal Governmeng

and .. ..
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from maintaining secret personal infor-’
mation systems, This bill is an important
major first step in the restoration of the
individual’s right to privacy, ancd I would

caution and suggest to my colleagues that
as we pursue further legislation-in other
areas, we constantly be vigilant that we
do not undermine this effort today, that
-we take into consideration in new legis-
lation, enabling legislation, the rights of
* the individual to his privacy. It is time
ihat we insert human rights into the
programs and the programers. It is time
that we insert privacy rights into the
policy of our agencies. It is time that we

instill a spirit of concern for our liber- .

ties. We must reestablish—and I think
we do so with this legislation—the right
to be left alone for the people of this
country.

Mr. Chairman, I urge my colleagues to
support this legislation.

Mr. SYMMS. Mr. Chairman, will the
gentleman yleld?
" Mr. GOLDWATER. I yield to the zen-
tleman from Idaho. -

SYMMS. I thank the gentleman

for yleldmg

Mr. Chairman, I wish to ﬂssocate
myself with the remarks of the gen-
tleman from Callforma (Mr. Govrp-
WATER) .

I should like to commend the gentle-
" man {rom Califiornia for his efiorts that
he has made on behalf of this Privacy
Act which we have here before the House
' ‘today. I would say to the gentleman in
-the well I thank him for his support,
effort, and leadership on it and hope
that it is successful today, as this Privacy
Act offers some protection for people
from big brother government snooper-
vision.

Mr. GOLDWATER. I thank the gen-.

tleman and commend him also for his
support and active participation on the

Republican Task Force on Privacy, ‘which

issued what I considered a very compre-
hensive report and bibliography this past
year, -

The CHAIRMAN The tlme of the 'rnn-
tleman has expired.

Mr. ERLENBORN. Mr. Chalrman. I
vield such time as he may require to the
gentleman from California (Mr, Rousse-
L0T).

Mr. ROUSSELOT. Mr. Chairman, 1

want to commend my colleague, the gen- .

tleman from California (Mr., Gorp-
waTER) for the effort he has put forward
on' this issue, and our subcommittee
chairman_for his work on’this issue.

. Chairman, as one of the original
co=po‘1$0rs in this Congress of right to
privacy legislation, I rise in support of
" H.R. 16373, the Privacy Act of 1974,

This is a comprehensive bill which is
intended to protect the privacy rights of
individuals by regulating the Federal
Government’s collection, maintenance,
use, or dissemination of personal, iden-
tifiable information.

Through my committee aSSIgnments
on Banking and Currency, and Post Of-
fice and Civil Service, I have become
particularly aware of the. need for the
protection of an individual’'s privacy
rirhts with regards to bank records and
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census data. Very strict care must be
taken to protect the confidentiality of
these records and insure that-the infor-
mation is used only for proper purposes.
Since the census questions have become
more detailed and extensive, the dis-
semination by the Census Bureau of

statistical.data must be more closely reg- -

ulated in order to protect the individual
from being identified by that data. HR.
16373 does prov1de p1oper safeguards m
this area.

Mr. Chaxrman, I have sponsored leg-

islation, H.R. 10021, the Right to Finan-

cial Privacy Act. My bill would protect
the constitutional rights. of citizens by
prescribing procedures and standards

governing the disclosure of financial in-.

formation by financial institutions to
Federal officials or agencies. The bill we
are discussing here on the floor today
does not regulate the collection of infor-
mation by the Federal Government other
than to prohibit any agency from main-
taining any record concerning the politi-
cal or religious belief or activity .of any
individual unless expressly authorized by

" statute or the individual himself. I real-

ize that by the very nature of the sub-

‘committee’s—the Foreign Operations

and Government Information Subcom-

* mittee of the House Government Opera-

tions ' Committee—jurisdiction it could
not get into this area of regulating the
activities of the Federal Government
specifically with regards to obtaining in-
dividual bank records, so I hope that our
concern about privacy rights will not
stop with the passage of this one bill,
H.R: 16373.

I urge support of’ H_R 16373 with the
hope that in the next Congress, we will
give further attention to areas that need
to be specifically considered in order to

.afford our citizens full protection from

the violation of their privacy rights by
the Federal Government. Of these areas,
one of the most important is, I believe,
the legislation which I have sponsored
to preserve the confidential relationship
between ﬁnancial institutions and their
customers and the constitutional rights
of these customsars.

Mr. ERLENBORN. Mr, Chairman, I
yield such time as he may require to
the gentleman from Minnesota (Mr.
FRENZEL) .-

Mr. FRENZEL. Mr. Cha.u'man I rise
today in enthusiastic support of HR.
\16373. The Privacy Act of 1974. In this
bill we are regulating the collection,
maintenance, and ‘use of by Federal
agencies of information conceming
American citizens.

I hope this bill- will be the ﬁrst of a

“wave of privacy oriented legislation

which the Congress will consider in the
next few years. Therefore, we must be
very careful in laying a foundation for
future reforms.
clearly need attention are the protection

of constitutional freedoms for Federal-

employees, limitations upon distribution
of federally collected information, and
strict regulations upon the types and use
of surveillance tactics employed by Fed-
eral agencies. Beyond our limited Federal
perspective, we must also seriously ex-

Other areas which
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amine the activities of private informa-
tion and collection services.

Since I entered this body in the 92d
Congress I have proposed over .a dozen
bills relating to questions of individual
and financial privacy and domestic in-
telligence. Along with most Members, I
am committed to guaranteeing the rights
implicit in the 1st, 4th, and 14t-h

- amendments. This bill, HR. 16373,

good start.

I urge that we pass this bill, with the
inclusion of a Federal Privacy Commis-
sion and some changes in the civil pro-
cedure and criminal penalties sections. It
is only a start, but it will be a good base
for future laws to protect the personal
privacy of all Americans.

Mr. MOORHEAD of Pennsyivania. Mr.
Chairman, at this time I yield 5 minutes
to the -gentleman from Missouri Mr.
ICHORD). '

Mr., ICHORD. Mr. Chairman, as its
title—the Privacy Act of 1974—and the
prefatory findings indicate, it is the
commendable purpose of the measure
to protect the individual against-the inis-
use of official information. To that end
the act would add a new section ‘5 what
is now commorly known as the Freedom
of Information Act (5 U.3.C. 5532). The
new section, to be designated sect.ion
552a, would impose conditions upon the
disclosure of official information, and
would give individuals affected access to
such information so as to permit them
to review and, if necessary, to correcr. the
récord. .

The committee which reported the
measure and the gentleman from Penn-
sylvania (Mr. MooruEAD) who chaired
the subcommittee which had the 1eas-
ure under consideration, are to be comn-
mended for the professional manner in
which they have sought to deal with this
extremely complex and difficult subject.

. The ‘“right” of privacy has been said
to be the right of the individual “w be
left alone.” It is without doubt a rizght
inherent in our libertarian system. Vhile
it is said that this right is not explicitly
asserted in our Constitution, it does how-
ever find expression in certain re!ated
provisions and in the basic philosophy
which prompted the adoption of the
Constitution itself. By that instrument
those freedoms and liberties weir: re-
served to the individual which were not
deemed essential to the coexistence of
man in society. Hence, like other rights.
the right of privacy is not deemed an
absolute right. :

Logically, the absolute right of privacy
could be fully asserted only in a staie of
anarchy. But even in such a state, if ax-
tended to its outer and extreme’limits.
the exercise of any such absolute right
must necessarily collide with the rights
of other individuals. The resulting con-
flict would consequently result in the de-
struction of the rights asserted by each.
It necessarily follows that if the right of
privacy.is to be recognized as a legitimate
claim in an ordered. society, it must be
subject to limitations and must be con-
ditioned upon the rights of- others and
exercised consistently also with the rights
of the public. .
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What we are dealing with in statutes
of this type is thus necessarily a balanc-
ing process by which we seek to resolve
the right of the individual to be left alone
with the public and other individual
rights “to ‘know.” For it'is a fact that
such latter rights are equally recognized
by the Constitution, although in a sense
they may collide with the individual’s
“right of privacy.” The first amendment
Tights of freedom of speech and.of the
bress. for example, intrude upon an indi-
vidual's right of privacy, but they are
rights which are essential to the admin-
istration of Government and to the free
functioning of our libertarian and demo-
cratic institutions. Moreover, the indij-
‘vidual's right to privacy must be condi-
tioned by that which is consistent with
the continued existence and protection
of that Nation and its constitutional sys-
tem upon which the vitality of the right
itself must ultimately depend.

It appears to me that the bil] before us
has generally resolved the conflict be-

. tween the rights of. the individual and
the public and other private rights with
considerable success..I propose today to

offer only two amendments to the "bill |

which are directed toward clarifying cer-
. tain: aspects of the measure’s impact
. -upon our intelligence services, particu-

. larly in relation to the acquisition and
use of information which is essential to
the maintenance of the national and in-
ternal security. On their adoption I shall
- support this measure, .

- First, however, I should like to express
my concern over an ambiguity inherent
in the provisions of the proposed subsec-
tion (b), at page 22, line 10, relating to
conditions of disclosure. This subsection
would, subject to the exceptions therein
. .set forth, generally prohibit an-agency

from disclosing to any person informa-
tion about an individual without the in-
dividual’s prior written consent. The sub-
‘section would generally authorize only
interagency and intra-agency disclosures
for authorized law enforcement activi-
ties, but do not appear to contain any
- expliclt provisions authorizing certain
essential disclosures outside official agen-
- cles which would be clearly required if
certain vital security . programs main-
tained by the Government are to be
effectively carried out. These include, for
example, the effective maintenance. of
the industrial security, industrial de-
fense, atomic energy, and port and vessel
security programs. Defense contractors

‘and others involved in the receipt of

classified information and related infor-
mation about individuals are mainly pri-

vate employers.

I am informed; however, that the pro-

vision of subsection (b) (2) which would
except from the prohibition the com-
munication of information therein de-
scribed as “for a routine use,” is in-
tended by the sponsors of the legislation
to permit such essential disclosures be-
yond the bounds of the particular ageli-
cies involved, If this is effectively ac-
complished by the language of this ex-
ception, it may well be that a specific
clarifying amendment is unnecessary on
this aspect of the bill. It is my hope that
any such ambiguity as may exist on the

“political”
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reach and meaning of this provision, can
be obviated in colloquy with the sponsors
of the measure at the appropriate time.

On the other hand, I deem it neces-

sary to offer a specific clarifying amend-

ment to the provisions of subsection (e),
paragraph 4. This section commences
at page 26, line 18, of the bill. The par-
ticular paragraph of this subsection to
which the amendment will be offered is
at page 28, line 13. This subsection and
paragraph prohibits an ‘agency from
maintaining any record, and I quote,
‘‘concerning the political or religious be-
lief or activity of my individual, unless
expressly authorized by statute or by

the individual about whom the record

is maintained.” We may well recognize
that the purpose’ of this provision is
commendable and legitimate in pro-
hibiting the disclosure of records with
respect to conventional political and re-
ligious beliefs 'ahd activities. However,
in its present form it is clear that the
provisions can be construed to cover ac-
tivities which are properly within the
scope of legitimate law enforcement. I
am assured that the authors of this
measure have not interided the provi-
sions to foreclose this proper pirpose.

The terms of the hroad nichibitions
on maintenance of records relating to
and religious” activities
would, for example, embrace the activi-
ties of the Communist Party and similar
groups, which, although generally rec-
ognized as conspiratorial or clandestine,
are nevertheless commonly described as
“political.” Similarly, certain sects with-

in the Black Muslim movement, which

have been described by the Director of
the FBI as endangering the internal
security, may claim protection under
this clause as a “religious” activity.
Although those records of political or
religious activity which are “expressiy
authorized by statute,” are excepted from
the prohibitions of this paragraph, this
is not adequate to exempt the activities
of such subversive groups as I have indi-
cated: I know of no .existing or enforce-
able statute which expressly and gener-
ally authorizes any particular agency to
maintain the records of political or reli-
gious activities. of subversive groups. I
would therefore amend this paragraph Ly
striking out the period after the word

“maintained” and add the following:

“; "provided, however, that the provisions
of this paragraph shall not be deemed to pro-
hibit the maintenance of any record of ac-
tivity which is pertinent to and within the
scope of & duly authorized law enforcement
activity.” . .

I believe this clarifying amendment
would obviate any ambiguities as to the
reach of the prohibition, and would serve
to eliminate any adverse litigation on the
subject. .o e

The second and flnal amendment,
which I propose to offer-to the measure,
would affect the provisions of paragraph

(2) of subsection (k), at page 34; line 7.

This section deals with certain specific
exemptions that may be made to the dis-

closure requirements of the act, partic-

ularly with- respect to those investiga-
tory flles or material which the Act
would otherwise require the agencies to

disclose to an individual by the provi-
slons of subsection (d). While the pro-
visions of paragraph (2) of subsection
(k) would permit the agency. to exempt
from the mandatory disclosure require-
ments of subsection (d) investigatory
material compiled for law enforcement
burposes to the extent it is not now open
to public inspection under the provisions
of existing law, that is. section 552(b) (1)
of title 5, United States Code, it would
appear to me that under this paragraph
there is a question whether the agency
could exempt from public disclosure the:
Identity of individuals and information
pertaining to those, for example. who are
members of such organizations as the
Communist Party and other revolution-
ary groups having similar objectives.

In view of the fact that there are liter-
ally tens of thousands of individuals who
are involved in such revolutionary or-
ganizations, to require such agencies. of

‘the Government as the FBI and the de-

fense intelligence agencies to disclose in-
vestigatory material pertaining to such
individuals on request, would not only
have the effect of literally -immobilizing -
the agencies in the effective exccution of
their essential and vital work. but would
greatly impair. if not destvoy. their runc-
tloning. The research which would be in-
volved, the extensive correspondence re-
quired, and the litigation which would
likely ensue as a result of the thousands
of requests that would conceivably and

-very likely pour into the agencies would .
wreck havoc upon the agencies. More-

over, to permit the indiscriminate raid-
ing of investigatory fil\'s,  the mainte-
nance of which in confldence is so essen-'
tial to the protection of the national and -
internal security, would also destroy

their usefulness by revealing the extent .-

of coverage and the method and ade-
quacy of operation of our intellige:ce
forces. Any such result is wholly unneces-
sary to the attainment of the objectives
and purposes of the bill. I would thus
amend paragraph (2) of subsection ¢f)
by striking the paragraph in its present
form and amend it to read as follows:
‘On page 34, strike lines T-through il
and insert the following in lieu thereof:
“(2) Investigatory material compiled for
law enforcement purposes, other than -
terlal within the scope of subsection (J) ()
of this section; provided, however, that if
any individual 1s denfed any right, privileve,

or beneflt that he,would otherwise be cn- -

titled by Federal law, or for.which he would
otherwise be eliglble, as a result of the
maintenance of such material, such material
shall be provided to such individual, except

. to the extent that the disclosure of such

material would reveal the identity of a source
who furnished information to the Govern-
ment under an express promise that the
Identity of the source would be held. in con-
fidence, or, prior to the effective date of this
section, under an implied promise that the

identity of the source would be held in

confidence;

Thus by its' terms the amendment

would fully protect the individual by re-
quiring the disclosure to him of relevant
Investigatory material in the system of
records—other than that within the
scope of subsection (j) (2)—when, as a
result of the maintenance of such ma-
terial. he is denied any right, privilege,
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or benefit to which he would otherwise
pe entitled by Federal law, or for which

he would otherwise be eligible. In such.

event disclosure is limited to the extent
necessary to protect the identity of a

source who furnished information to the -

Government under a promise that the
identity of the source would be held in
confidence.

This amendment very properly serves
ihe purpose of protecting the investiga-
tory material .from being raided by the
thousands and perhaps tens of thousands
of persons who may seek to do so for
no legitimate or excusable purpose.

Hence the right of privacy of the indi-
vidual is protected, without diminution,
to the extent of his legitimate require-
ments. It shall be recognized that the
amendment does not affect the require-
ments of subsection (b) of the bill, which
prohibits disclosure of information be-
yond the legitimate uses of the Federal
agencies maintaining them. Thus the
privacy of the individual remains pro-

' .tected by the amendment consistently

- with the attainmen of the purposes of
the bill and ° the
interest. ) :

There is one final point to which I
should direct attention, regarding both
the wording of this and my prior amend-
ment, .in the use of the term “law en-

forcement” as applied in the context of -

these amendments and the bill as a
whole. In referring to a “law enforce-
ment activity” and “law enforcement
purposes,” I am, of course, using the ex-
* pression “law. enforcement” in its gen-
eral meaning and in the broadest reach

-of the term. I include within that term -

those purposes and activities which are

- authorized by the Constitution, or by,

statute, or by the rules and regulations

. and the executive orders issued pursu--

ant thereto. Thus the investigatory ma-
terial maintained shall include, but not
he limited to, that which is compiled or
acquired by any Federal agency in con-
nection with and for the purpose of de-
termining initial or continuing eligibility
or qualification for Federal employment,
- military service, Federal contracts, or ac-
cess to classified information.

. I want to emphasize—so that there is

no misunderstanding—these changes are’

designed to protect only legitimate na-
tional or intermal security intelligence
and 1nvest1gatlons and no records or
files shall be kept on persons which are
not within constitutional limitations. Let
the legislative history be ‘explicit. None

ol these changes are intended to abridge.
the exercise of first amendment rights.

Tlle rights of Americans to dissent in a
lawful manner and for lawful purpcses
must be preserved.

Mr. MOORHEAD of Pennsylvania. Mr.

Chairman, we did discuss these two ques-
tions, I will say to the gentleman from
T\ﬁxssouu, and we did say it was our un-
derstanding that under the gentleman’s
.amendments no flle would be kept of
. persons who are merely exercising their
constitutional. rights, as the gentleman
stated.
.. Mr. ICI-IORD The n'entleman Is -ex-
. actly colrect. '

national security ,
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Mr. MOORHEAD of Pennsylvania. Mr.

Chairman, I yield 5 minutes to the gen-.

tleman from New York (Mr. Koca), who
has been so very active in the privacy of
information fleld. .

- Mr. KOCH. Mr. Chairman, first.I want
to thank the distinguished gentleman
from Pennsylvania, my good friend (Mr,
MooruEean), who 'is responsible for so
much of the language incorporated into
this bill and for the efforts necéssary to
bring it to the floor. )

I just want to take special note of what -
he has done on'behalf of privacy as well

-as take note of the enormous efforts on

the Democratic side by the gentlewoman
from New York (Ms. ABzue) and on the
Republican side by the gentleman from
Illinois (Mr. ERLENBORN) and the gentle-
man from New York (Mr. HORTON)."
Rather than restate the provisions of
the bill which have been so amply set
forth by a number of the speakers, I
would rather simply comment on the fact
that this kind of legislation which relates
to the privacy of the individual, protect-
ing that individual from Government,

has the support of those who are con-’

servatives and those who are libérals.
They have indicated that support by
rising in the welil this very afternoon, on
both sides of the political spectrum and
both sides of the aisle.
That is not to say.that this bill is a
perfect bill. I do not know of any perfect

“legislation. It may be there have been
occasions when there has been legisla- -

tion never requiring an amendinent of

"any kind-brought to this floor and passed,

but 1 am not aware of it.
- This .bill, however, is a very good bill.
There are amendments that will be of-

fered, some that I support, some that I

oppose: but the thrust of most of those
amendments and the nature of those

Jamendments is intended by those offer-
‘ing them to improve the bill. We may .

disagree on whether they do or do not;
but the persons involved in most of the
amendments want to protect privacy
and that is key and very important to
understand when we discuss those par-
ticular amendments.

There is an area that ought to Le cov-
cred which is not'by this bill. If I had my
way, I certainly would have it in the bill;
that area relates to law enforcement
agencies which are, frankly, not covered
adequately under this bill. The' reason
for that is that the Committee on the
Judiciary has hefore it legislation -which
relates to the criminal data banks of law
enforcement agencies. I know that that
great committee with its distinguished
chairman (Mr. Ropino) and the subcom-
mittee chairman in charge of that sub-
ject, the gentleman from California (Mr.
Epwarps) are very concerned about the
rights of privacy. So I have no doubt that
the legislation which I am informed they
intend to bring to the floor, hopefully
early in the next session, will cover that
data not covered under this legislation,
pertaining to law enforcement agencies.

What this legislation does do is open
the Federal files In so many areas. Mil-
lions of files that are now not available
to the public would become available to
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the ‘public. I am not saying available to
the, public in terms of seeing somebody
else’s file, but seeing one’s own file, see-
ing whether the material in there is rele-
vant, seeing whether it is accurate, see-
ing whether it Is current, and if it is not.
providing the mechamsm whereby that
can be corrected. : :
This is landmark legislation. Thm is

‘legislation in' which I take great pride

having espoused it in February of 1969.
" and later with my good friend, the gzen-

from California,, Mr. BaRRY
GoLDWATER. In my own district we refer

_to the legislation as the Koch-Goldwater

bill, and in his district as the Goldwater-
Koch bill; but the fact is that while the
initial legislation was ours, it has been
subjected to extensive review and
amendment by the committee and im-
proved upon in a number of ways. This
legislation is now the joint work product .
of many people. I am proud to be one of
those who brought this legislation to this
point, where its passage seems assured.

Again, I want to express my deep ap-.
preciation to the chairman, Mr. Moor-
HEAD, the members of the committee, its
brilliant staff without whose hard work.
we would not be here tonight. and to my
partner on this iegislation. Bariy GoLp-
WATER, JR.

Mr. BIAGGI. Mr. Chairman I rise in
strong support of this legislatxon I feel
that passage of this bill today will rep-
resent a significant victory in the battle
against unlawful and -dangercus inter-
vention by the Federal Government in

-the private lives of the average American
- citizen.

‘While the fourth amendmert to our

" Constitution clearly spells out tle right

of the individuals to privacy in rccent
vears, the Federal Government has in-
tensified their efforts to superimpose
themselves into the lives of the individ-
ual. Many people pointed to these dan- -
gerous actions by the Governrient as
the fulfillment of the Orwellian theory
of “Big Brother” as contained in his
masterpiece, 1984. )
. What we are considering today is com-
prehensive legislation which will take
a number of steps to proiect :he in-
dividual from the power of the Federal
Government. Perhaps the str ongest area -
of controversy concerns the mainiaining
of nonessential records by Government
agencies against individuals. This legis-

.lation addresses itself decisively to this

broblem in the following ways:

It permits an individual to be aware
of and have access to all personal in-
formation records compiled by Govern-
ment agencies, except in cases where
these record are needed for ]aw enforce-
ment and national security.

It allows the individual to control the
transfer of personal information records
from one Government agency to another.

It further specifies- the extent of
records which can be maintained by the
Federal Government, and specifically
prohibits keeping of records which con-
tain a person's political and religious
beliefs unless clearly provided for by
law.
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Finally, this legislation sets a new
and important precedent by allowing for

. a civil remedy to be acquired by individ-

uals in instances when they have been
denicd access to their records or whose
records have been kept or used in viola-
tion of the provisions of this law. The

individual will have the right to bring’

suit as well as the ‘ability to collect dam-
ages if it can be established that such
actions were taken capriciously by the
Government. ’ '
I feel a sense of personal relief in the
realization that the Congress has seized
the initiative in this area. Many of us
sitting here today have been the target

of unlawful Governmens intervention in -
our personal activities. I feel that the
-recent abuses of power disclosed in the

Watergate, hearings may have provided
a special impetus for the development
ol this legislation. One only has to read

. these hearing to discover the_extent to

which | certain Government agencies
either were manipulated or on their own,
took steps to discredit those individuals
they view with suspicion .or fear. "
On the same token I am pleased to
see that certain conditions were con-
tained in this bill. As a former law en-
forcement officer, I know the value of
maintaining information about potential
or actually dangerous groups. There are
dangerous and anarchistic elements in

this society which merit the close atten- -
tion of law enforcement personnel and

I applaud-the fact that we are not tying
the hands of law enforcement as they
work to uphold the law of the land.

Mr. Chairman, the legislation we are .

considering today is both necessary and

"vital to the American people. We are a

free nation and-the strength of our Na-
tion derives from the rights of the in-
dividual to freedom and privacy. Many
Americans have become justifiably
alarmed in recent years by the increased
activities of the Federal Government in
the area of maintaining personal records
and information. We are today striking
a blow against the potential of tyranny

in this Nation and I am pleased ‘to rise-

in support of this bill which can only
enhance and strengthen the bonds o

. freedom which exist in this Nation.

Mr. REGULA. Mr. Chairman, I rise in
support of H.R. 16373, the Privacy Act of
1974. ) . . T
" In April of this.year I joined with my
colleagues Messrs. GOLDWATER and Koci
in participating in a special order to dis-
cuss the need for the establishment of a
national privacy policy. A singular point
or theme emerged fror that discussion:

_one of the basic tenants of our system of
Jdaw is the right to confront a witness or

an accuser and to cross-examine him in
order to elicit the truth. '

In recent years computers, photocop-
iers. and other technological advances

have made the storage and retrieval of-

information about citizens fast and rela-
tively inexpensive. Almost without notice
and-in the name of efficiency our techno-
logical progress has moved us toward the
“big ‘brother” supervision predicted in
George Orwell’s book 1984.” .
Today, an individual does not really

know who has information about him, :
‘or how many agencies or corporations
-arc using it or for what purposes. There
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is.no mechanism for providing explana-
tions or to add mitigating facts. And,
‘even more important there are no limits
on what can be collected either by Gov-
-ernment or the private sector. .- .
Information is collected on academic

achievement, credit ratings, health; judi-

cial records, employment history, birth
and marriage records, military records,
tax returns and census records, to name
a few, . )

The written word, film, or computer
punch card bears witness as eloquently
as the spoken word. The right of access
to ‘and challenge of records by the sub-
Ject of the information obtained in those
records could, if exercised under the same

or similar rules, only instill confldence

in our governmental process.

" This bill, H:R. 16373, would provide the

Government with the tools it needs to
regulate, collect, maintain, use, and. dis-
seminate personal, identifiable informa-
tion. It would provide individuals with
the safeguards they need to prevent mis-
‘use of this information.

Like the Freedom of Information Act,
which I am sure this Congress will pass
in one form or another, this bill is a
significant step toward open governient.

I urge my colleagues’ support for pas-
sage of this bill. .o ) .

Mr. BROYHILL of North Carolina. Mr.
Chairman, I strongly support the passage
of H.R. 16373, the Right to Privacy Act.
Earlier this year, I cosponsored H.R.
15524, a forerunner of this legislation.

I feel, as do many Members of Con-

gress, that there is a growing capacity for’
major violations of the privacy of Amer-.

icans, as. the Federal Government in-
creases its collection ‘and use of data
furnished by citizens for specific govern-

mental purposes. Safeguards are needed-

to insure-that the personal information
obtained by the Government, for legiti-
mate purposes, is not misused. Recently,

we have witnessed flagrant violations of -

the -constitutional rights of some of our
citizens by the Federal Government. \We

should, enact legislation now to insure-
that these individual rights are never

again violated. )
While there can be 1o absolute protec-
tion of privacy in any society, I belicve
H.R. 16373 provides the necessary satc-
. Buards for greater protection of private

records. Perhaps the greatest protection -

afforded the individual is his right to
have access to his records, and to control
the transfer.of any personal data from

one Federal agency to another for non--

routine purposes. Additionally, the. bill

will require the disclosure by every Fed-

eral agency of certain identifying char-
acteristics about virtually all systems of

records under their control. to insure -
that no “secret” Government system of: : !

e * [ for its intended use. and that adequate safe~ °
' guards are provided to preveut misuse of .

‘records is created. !
H.R. 16373 would also permit individ-

‘uals access to civil . court action against

the Federal Government. should " their
rights be violated. Provision is made for
the awarding. of actual damages to an

individual, if thé Government is shown to-
have.acted willfully, arbitrarily, or ca-"

_ briciously in violating the provisions of
{this act. Criminal and civil penaltles.

could be levied against individuals who
!"disseminate or seek to obtain personal
. information contained in Federal files.

L
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Mr. Chairman, it is essential that the

Federal Government, the largest reposi--

tory of personal records in the country,
do everything possible to safeguard these

files and to protect the rights of every
American citizen. H.R. 16373 contains -

these safeguards and protections. I will
support this measure and I.urge my col-
leagues to do likewise, o

Mr. MOORHEAD of Pennsylvania. Mr.
Chairman, I have no further requests for
time. ' .
The CHAIRMAN. Pursuant to the rule.
the Clerk will now read the committee
amendment in the nature of a substitute
printed in the reported bill s an original
bill for the purpose of amendment.

The Clerk read as follows:

' . H.R. 16373

Be it cnacted by the Senate and House
of Representatives of the United States of

America in Congress assemblqd,_That this,
Act may be cited as the “Privacy Act of’

1974, :

Sec.,2. (a) The Congress finds that—

(1) the privacy of an individual is directly
affected by the collection, maintenance. use.
‘and dissemination of personal information by
Pederal agencies; B

(2) the increasing use of compmters andl
sophisticated informatinn technnic nile
essential to the- efficient aperacions.of +he
Government, has greatly magnifled the harm
to individual privacy that can occur from
any collection, maintenance, use, or disseni-
nation of personal information:

.(3) the opportunities for an:individual .io
secure employment, insurance, and credit,

and his right to due process, and other leg:il

protections are endangered by the misuse of
certain informatton systems;

(4) the right to privacy is a personal and
fundamental right protected by the Consti-
tution of the United States; and

(6) in order to protect the privacy of in- .

‘dividuals identified in information systems

maintained by Federal agencies, it is neces- .

snry and proper for the Congress to regulnte
the collection, maintenance, use, and is-

semination of information by such agencias |

(b) The purpose of this Act is to provide
certain safeguards for an individual against

. Bn invasion of personal privacy by requiring
Federal agencies, except as otherwise pro- .

vided by law, to—

(1) permit an individual- to determine

what records pertaining to him are collected,
maintained, used, or disseminated by such
agencies; . . '

(2) permit an individual to prevent roc-
ords pertaining to him obtained by . such

agencies for a particular purpose from be--

ing used or made available for another pur-
pose without his consent;

(3) permit an individual ‘to gain access Lo .
information pertaining to him in Federal’

agency records, to have a copy made of all'or

* any portion thereof, and to correct or amend

such records;

- (4) collect, maintain, use, or disseminate -
any record of identifiable personal informa- .

tion in a manner that assures that such ac-
tl_on is for a necessary and lawful purpose.
that the information is current and accurate

such information;

(5)" permit exempiions from the require-

ments ‘with respect to records provided in

this Act only. in those cases where there is

an important public poli¢y need for such ex-

emption.as: has been determined by specitic

statutory authority; and .

(8) be subject to civil suit for any dam-
ages which occur as a result of will nl,
arbitrary or capricious action which violates
any individual’s rights under this Act.

SEc. 3. Title 5, United States Ccde. is

.t

RPN
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amended Sy adding after Ssection 552 the

" following new section: -

~§ 552a. Records maintained on individuals

“(a) DEFINITIONS.—For purposes of this’

gection— i :
“(1) the term ‘agency’ means agelncy as

"defined in section 552(e) of this title; -

*“(2) the term ‘'individual’ means & citizen
of the United States or an allen lawfully
admitted for permanent restdence; )

*(3) the term ‘maintain’ includes main-
tain, collect, use, or disseminate; ‘

“(4) the term ‘record’ means any collec-
tion or grouping of information about an

individual that is maintained by an agency’

and that contains his name, or the tdentify-
ing number, symbol, or other ldentifying
particular assigned to the individual;

“(6) the term ‘system of records’ means
a group of any records under the contro! of
any agency from which information is re-
trieved.by the name of the Individual or by

some Identifying number, symbol, or other
identifying particular assigned to the individ-
S

ual; ana

*“(6) the term ‘statistical research or re-
porting record’ means a record in a system
of records maintained for statistical research
or reporting purposes only and not used In

whole or in part in making any determina- .

tion about an identifiable individual, except
as provided by section 8 of title 13.°

“(b) CoNDITIONS oF DiscLosure.—No
agency shall disclose any record which is con-
tained in a system of records by any means
of communication to any person, or to an-
other agency, except pursuant to a written

request by, or with.the prior written consent’

of, the individual to whom the record per-

) t-nlm_:, unless disclosure of the record would

be—

“(1) to those officers and - employees of
the agency which maintains the record who
have a need for the record in the perform-
ance of their duties; : a

“(2) for a routine use deéscribed in any
rule promulgated under subsection (e)(2)
(D) of this section; . .

“(3) to the Bureau of the Census for pm‘-'

poses of planning or carrying out a census
or survey or related activity pursuant to the
provisions of title 13; . '

‘‘(4) to a reciplent who has provided the
agency with advance adequate ‘written age
surance that the record will be used solely
as a statistical research or reporting record,

and the record Is to be transferred in & form’

that is not individually identifiable;’
“(8) to the Natlonal Archives of the United
States as a record which has sufficient his-

torical or other value to warrant its con-- . to amend the record in accordance with the

tinued preservation by the United States
Government, or for evaluation by the Ad-
ministrator of General Services or his desig-
nee to determine whether the. record has
such value; . - .
“(6) to another agency or to an instru-

' mentality of any governmental Jurisdiction

within or under the control of the United

States -for a law enforcemeént -activity if’

the activity is authorized by law, and if the
head of the agency or Instrumentality has
made a written request to the agency which
maintaing the record specifying
ular portion desired and the. law enforce-
ment activity for which the record is sought;

“(7) pursuant to a showing of compelling
circumstances affecting the health ‘or safety
of an individual, if upon the disclosure noti-

.fcatlon s transmitted to the last known
address of the individual; or

.“(8) to either House of Congress, or, to the
extent of matter within its jurisdiction, any

committee or subcommittee thereof, or any -

loint committee of Congress or subcommit-
tee of any such joint committee,

“(€) ACCOUNTING OF CERTAIDN ‘Discro-
“URES—Each agency, with respect to each

S¥stem of records under its control shall—

“(1) except for disclosures made under

Subsection (b) (1) of this sectioh or disclo-

the partic- -

‘which the information is in
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sures to the public from records which by
law or regulation are open to public inspec-
tion.or copying, keep an accurate accounting
of—. ¢ : ,

“(A) the date, nature, and purpose of each
disclosure of a record to any person or to
another agency made under subsection’ (b)
of this section; and ' e

“(B) the name and address of the person

_or agency to whom the disclosure is made;

“(2) retain the accounting made under
paragraph (1) of this subsection for at least
five years after the disclosure for which the
accounting is made; !

“(3) except for disclosures made under
subsectlon (b) (8) of this section, make the
accounting made under paragraph (1) of
this subsection avallable to the individual
named in the record at his request; and '

*“(4) Inform any person or other agency
about any correction or notation of dispute
made by the agency in accordance with sub-
section (d)- of this section of any record
that has been disclosed to the person or
agency within two years preceding the mak-

- Ing of the correction of the record of the
individual, except that this paragraph shall -

not apply to any record that was disclosed
prior to the effective date of this section or
for which no accounting of the disclosure is
required. e o ) ,

“(d) Access.TO0 REcorRDS.—Each agency
that maintains a system of records siinll—

“(1) upon request by any individual to
gain access to his record or to any informa-
tlon pertaining to him which is contalned
in the system, permit him to review the rec-
ord and have a copy made of all or any por=
tion- thereof in a, form comprehensible to
him; o
“(2)" permit the. individual to request
amendment of a record pertaining to him
and either-—. )

“(A) make any correction of any portion
thereof which the individual belleves is not
accurate, relevant, timely, or complete; or

“(B) promptly inform the individual of its

refusal to amend the record in accordance

‘with his request,-the reason for the refusal,

the procedures established by the agency for
the individual to request a review by the
agency of that refusal, and the name and
business address of the offictal within the
agency to whom the, request for review may
be taken;. - N

“(3) permit any individual who.dlsagrees'

with the refusal of the agency to amend his
record to request review of the refusal
by the officlal. named in accordance with
paragraph (2) (B) of this subsection; and if,
after the review, that official also reruses

request, permit the individual to file with
the agency a concise statement setting forth
the reasons for his disagreement with th
refusal of the agency; and : .

“(4) In any disclosure, containing in-

formation about which the, individual has
filed a statement of disagreement, occurring
after the filing of the statement under
paragraph (3) of this subsection, clearly
note any portion of the record which is

disputed and, upon request, provide coples’

of the statement and, if the agency deems
it appropriate, copies of a concise ‘statement
of the reasons of the agency for not making
the amendments requested, to persons or

other agencies to whom the dlsp_uted record

has been disclosed.
‘“(e) AGENCY REQUIREMENTS.—Each agency

that maintains & system of records shall— .

“(1) inform each individual whom' it asks
to supply information, on the form which it
uses ‘to collect the information or on a
separate form -that can be retained by the
individual-— .

“{A) which Federal statute or regulation,

-if any, requires disclosure of the informa-

tion;
“(B) the principal purpose or purposes for
tended to be

used;

v
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“(C) other purposes for which the In.
formation may be used, as published pur.
" suant’to paragraph (2) (D) of this subsec-
tion; and o

“(D) the effects on him, {if any, of not
providing all or any part of the requested
information; . o

“(2) publish in the Federal Register at
least annually a notice of the existence and
character of the system of records, which
notice shall include— . . .

“(A) the name and location of the system;

“(B) the categories of individuals on whom
records are maintained in the system;

“(C) the categories of records maintained
In the system; .

*(D) each routine purpose for which the
records contained in the system are used or
Intended to be used, including the categories
of users of the records for each such pur-
pose;

*“(E) the policies and rractices of the
‘agency regarding storage, retrievability, ac-
cess-controls, retention, and disposal of the
records; )

*“(F) the title and buslness address of the
agency officlal who is responsible for the
system of records; o . '

“(G) the agency procedures whereby. an
Individual can be notified at his request if
the system of records contains a record per-
taining to him; and e
- “(H) the agency procedures wherchy an
individual can be notified at his request how
he can gain access to any record pertaining
to him contained in the system of records,
and how he can contest its. content;

“(3) maintain all records which are used
by the agency in making any determination
about any individual with such accuracy,
relevance, timeliness, and completeness as
is reasonably necessary to assure fairness to
the individual in.the.determination; and

“(4) maintain no .record concerning the
political or religlous belief or activity ot any
Individual, unless’ expressly authorizeu by
statute or by the individual about whori the
record is maintained. -

“(f) AGENCY RULES.—In order to carry out
the provisions of this section, each upency
that maintains a system of records shall
promulgate rules, in accordance.with the re-
quirements (including general notice) of
section 553 of this title, which shall— .

“(1) establish procedures whereby an in-
dividual can be notifled In response to his
request if any system of records named by
the individual contains a record pertaining
to him; : . . X

“(2) define reasonable times, places. and
requirements ‘for identifying an individial
| who requests his record or information per-

" taining to him before the agency shall nuike
the record or information available to the
Individual;

“(3) establish procedures for the disclo-
sure to an individual upon his request of his
record’ or information pertaining to him, in-
cluding special procedure, if deemed neces-
sary, for the disclosure to an individual of
medical records, including psychological rec-
ords, pertaining to him; :

*‘(4) establish procedures for reviewing a
request from an individual concerning the
amendment of any record or .Information
pertaining to the individual, for making a
determination on the request, for an appeal -
within the agency.of an initial adverse
agency determination, and for whatever ad-
ditional means the head of.the agency may
deen necessary for each Individual to be
able to exercise fully his rights under this
section; and Lo .

“(6) establish fées to be charged, if any,

. to any individual for making copies of, his

rrecord, excluding the cost of any search for
and review of the record. :

The Office of the Federal Register shall an-
nually compile and publish the rules promut-
gated under this subsection in a form avail-
able to the public at low cost. .
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“(g) (1) Crvi. REMEDIES.—Whenever any
agency (A) refuses to comply with an in-
dividual request under subsection (d) (1) of
this section, (B) falls to maintain any record
concerning any individual with such accu-
racy, relevance, timeliness, and completeness
as is necessary to assure fairness in any de-
terinination relating to the qualifications,
character, rights, or opportunities of, or ben-
efits to the Indlvidual that may be made on
the basis of records and consequently a
determination i{s made which Is adverse to
the individual, or (C) fails to comply with
any other provision of this section, or any
rule promulgated thereunder, in such a way
as to have an adverse effect on' an Individ-
ual, the individual may bring a civil action
against the agency, and the district courts
of the United States shall have Jurisdiction
in the matters under the provisions of this
subsection. i

“(2)(A) In any suit hrought under the
provisions 'of subsection (g)(lr) (A) of this
section, the court may enjoln the agency
from withholding the records and order the
production to the complainant of any agency
records improperly withheld from him. In
such a case the court shall determine the
matter de novo, and may examine the con-
tents of any agency records in camera to

determine whether the records or any portion -

thereof may be withheld under any of the

exemptions set forth in subsection (J) or (k)-
and the burden is on the

of this sectlon,
agency to sustaln its action.

“(B) The court may assess against the
United States reasonable ‘attorney fees and
other ltigation costs reasonably incurred in
any case under this paragraph in which the
complainant has substantially prevatled.

“(3) In any suit brought under the provi-
sions of subsection (8Y (1) (B) or (C) of this
section in which the court determines that
the agency ncted in a manner which was
willful, arbitrary, or capricious, the United
States shall be llable to the individual in
an amount equal to the sum of— -

“(A) actual damages sustained by the In-
dividual as a result of the refusal or fallure;
and- - :

“(B) the costs of the action together with
reasonable attorney fees gs determined hy
the court,

“(4) An actlon to enforce any liabllity
created under this section may be brought
in the district court of the United States in
the district in which the complainant re-
sides, or has his principal place of business,
or in which the agency records are situated,
or in the District of Columbia, without re-
gard 'to the amount in controversy, within
two years from the date on which the cruse
of actlon arises, except that where an agency
has materially and willfully misrepresented
any information required under this'section
to be disclosed to an individual and ‘the in-
formatlon so misrepresented is material to
the -establishment of the Hability of the
agency to the individual under thig section,
‘the action may be brought at any time with-
in two years after discovery by the individual
of the misrepresentation, . -

“(h) RIGHTS OF LEGAL GUARDIANS. —For the
purposes of this section, the parent of any
minor, or the legal guardian of any indivi-
dual who has been declared to be incom-
poetent due to physical or mental incapacity
or nge by a court of competent jurisdiction,
may act on behalf of the individual. '

S ") (1) CrmMINAL PENALTIES.—Any officer
or employee of the United States, who by
virtue of his employment or official position,
‘has possession of, or access to, agency rec-
ords which contain individually identifAable
information the disclosure of which is pro-
hibited by this secton or by rules or regula-
tons established thereunder, and who know-
ing that disclosure of the specific material 1s
so prohibited, willtully discloses the material
in any manner to any person or agency not
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entitled to receive 1t, shall be fined not more
than $6,000, S . .

“(2) Any person who knowingly and will-
fully requests or obtalns any record concern-

_ing an individual from an agency under. false

bretenses shall be fined not more than $5,000.

*“(J) GENERAL EXEMPTIONS.—The head of
any agency may promulgate rules, in accord-
ance with the requirements .(including
general notice) of section 553 of this title,
to exempt any system of records within the
agency Irom any part of this section except
subsections (b) and (e} (2) (A) through
(F) ii the system of records 15—

“(1) maintained by the Central Intel-’

ligence Agency; or :

“(2) maintalned by an agency or com-
ponent therecof which performs as its prin-
cipal function any activity pertaining to the
eunforcement of ecriminal laws, - including
police efforts to prevent, control, or reduce
crime or to apprehend criminals, and the
actlvitles of prosecutors, courts, correctional,
probatlon, pardon, or parole authoritles, and
which. consists of (A) information compiled
for the purpose of identifying Individual
criminal offenders-and alleged offenders and
consisting only of identifying data and
notatlons of arrests, the nature and disposi-
tion of criminal charges, sentencing, con-
finement, release, and parole and probation
status; (B) information complled for the
purpose of a criminal investigation, Includ-
ing reports of informants and luvesiizators,
and assoclated with an identifinile indivie
dual; or (C) reports tdentiflable to wun in-
dividual compiled at-any stage of the process
of enforcement of the criminal laws from
arrest or indictment through release from
supervision. :

“(k) SPECIFIC EXEMPTIONS.—The head of
any agency may promulgate rules, in accord-
ance with the requirements ( Including gen-
eral notlce) of section 553 of this title, to
exempt any system of records within the
agency from subsections (¢)(3), (d), (e) (1),
(0) (2) (G) and.(H), and (f) of this section
if the system of records {s—

*“(1) subject to the provislons of section

552(b) (1) of this title;

“(2) investigatory material compiled for
law enforcement purposes, except to the ex=
tent that the material is within the scope
of subsection (f§)(2) of this section or is
open to public inspection under the provi-
sions of section 552(b) (7) of this title;

*(3) maintained in connectlon with pro- -

viding protective services to the President of
the United States or cther individuals pur-
suant to section 3056 of title 18; or

“(4) required by statute to be maintuined
und used solely as statistical research or re-
porting records.

“(1) (1) ARrCHIVAL RECORDS.—Each agency
record which is accepted by the Administra-
tor of General Services for storage, proc-
essing, and servicing in accordance with sec-
tion 3103 of title 44 shall, for the purposes
of this section, be considered to be main-
tained by the agency which deposited the
record and shall be subject to the provisions
of this section, The Administrator of General
Services shall not disclose the record except
to the agency which maintains the record,
or under rules established by that agency
which are not inconsistent with the provi-
sions of this section. .

“(2) Each agency record pertaining to an
identifiable individual which was trans-
ferred to the National Archives of the United
States as a record which. has. suffictent his-
torical or other value to warrant its con-
tinued preservation by the United States
Government, prior to the eflective date of
this section, shall, for the purposes of this
section, be constdered to be maintained by
the National Archives and shall not. be sub-
Ject to the provisions of this section.

*(3) Each agency record pertaining to an
identifiable Individual which is transferred

‘
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to the Natlonal Archives of the United States
as a record which has sufficient historical of
other value to warrant its continued preser-
vation by the United States Government, on:
or after the effectlve date of this’ section,
shall, for the purposes of this section, be con-
sidered to be maintained by the National.,
Archives and shall be subject to all provisions
of this section except subsections (c) (4); -
(d) (2), (3), and (4); (e) (1), (2) (H) and

(8); (£) (4); (8) (1) (B) and:(C), and. (3).

“(m) ANNUAL REPORT.—The Presldem..
shall submit to. the Speaker of the House
and the President-of the Senate, by June 30
of each calendar year, a consolidated report,
Separately listing for each .Federal agency
the number of records contained in any sys-
tem of records which were exempted from the
applicatlon of this section under the pro-
vislons of ,ubsections (J) and (k) of this s2c-
tion during the preceding calendar year, and
the reasons for the. exemptions, and such

- other information as indicates efforts to ad-

minister fully this section.”.

SEC. 4. The chapter analysis of chapter 5
of title 5, United States Code, is amended by
inserting: . .
“552a. Records about {ndividuals.”
Immediately below: .

552. ‘Public information; agency rules. opin-
ions, orders, and ‘proceedings.”. "

Sec. 5. The amendments made by this Act-
shall become effective on the «nre iundred
and eightieth day following the date¢ of en-
actment of this Act. T .

Mr. MOORHEAD of Pennsy™ -
(during the reading). Mr. Chain
ask unanimous consent that the
considered as read, printed in the
ORD, and open to amendment :
point. . .

The CHAIRMAN, Is there obj
to the request of the gentleman
Pennsylvania? '

There was no objection.
AMENDMENTS OFFERED BY MR, MOORHE AD OF.

) PENNSYLVANIA

Mr. MOORHEAD of Pennsylvania. Mr.
Chairman, I offer two amendments. and
I ask unanimous consent that my amend-
ments be considered en bloe. - )

The CHATIRMAN. Is there objection to
the request of the gentleman from Penn-
sylvania? . )

There was no objection.

The Clerk read as follows:

Am- ndments offered by Mr. MoorH- 0 of
Pennsylvania: Page 22, ltnes 19 and 20, sirike
out “in any rule promulgated”, '

Page 27, line 8, immediately after “(2; " in.
sert “‘subject to the Provisions'of paragraph
(5) of this subsection,”, ' . '

Page 28, line 12, strike out “and”; on lne
16, strike out the period and insert in leu
thereof “; and ", and lmmed!ately after line

.16, insert the following new paragraph:

(5) at least 30 days prior to publication of
information under paragraph (2) (D) or this
subsection publish in the Federal Register
notice of the use or intended use of the in-
formation in the system, anc. provide an op~
portunity for interested persons to submit
written data, views, or arguments to the
agency. ' .

Mr.. MOORHEAD of Pennsylvania
(during the reading). Mr., Chairman, I’
ask unanimous consent that further
reading of the amendments he dispensed
with. They have been distributed to the
minority side, and I do not think further
reading of the amendments is necessary.

The CHAIRMAN. Is there objection to
the request of the gentleman from Penn--
sylvania ? B '
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There ‘was no objection. :

Mr. MOORHEAD of Pennsylvania. Mr,
chairman, this amendment has also been
discussed in advance with the minority
<ide. Its purpose is to tighiten up the part
of the hill under which a Federal agency
makes its determination as to the “rou-
tine purpose for which records contained

in a system of records are to be used or’

intended to be used. As I explained in
earlier remarks, “routine” uses of per-
<onally identiflable information permit
an agency to transfer sich records with-
out obtaining the individual’s consent—
"within the agency or between agencies—
in the “routine” conduct of Government
husiness. ' : -,
It is essential, - however, that this
“routine” authority is not abused so as
to circumvent the basic purposes of this
law. Under the present language of the
hill, an agency—under subsection (e)—
may publish in the Federal Register a
list of each “routine purpose” for which
records in an information system are
_ used. The danger is that there is no check
on the- agency—except congressional
“oversight—as to what might be called a
«youtine purpose.” A bureaucrat might
be tempted to include a “nonrouiine”
use in the definition of “routine” and
subvert the safeguards set up for in-
dividual privacy in this bill.
Therefore, the purpose of these amend-
ments is to subject the agency deter-
mination to public scrutiny by providing
30 days for interested parties to submit

-to the agency after publication in the
Federal Register written data, views, or
arguments as to its interpretation of
“routine purpese.” I believe that this
amendment strengthens the bill against
potential bureaucratic abuses and .urge
that it be adopted. :

Mr. ERLENBORN. Mr. Chairman, will .

the gentleman yield? :

Mr. MOORHEAD of Pennsylvania. I
yield to the gentleman from Illinois.
* Mr. ERLENBORN. Mr. Chairman, I
thank the gentleman for yielding.to me.

I want to say that the gentleman from’

Pennsylvania has furnished.-me with a
copy of the amendments, and I support
the amendments. ;
The CHAIRMAN. The question is o
the amendments offered by the gentle-
man from Pennsylvania (Mr. MOORHEAD) .
The amendments were agreed to.
AMENDMENT OFFERED BY MR. MOORHEAD OF
”PENNSYL\'ANIA
"Mr. MOORHEAD of Pennsylvania, Mr.
Chairman, I offer 'a technical amend-
ment. ’ o :
. The Clerk read as follows:
-Amendment offered by Mr. MOorRHEAD of

Pennsylvania: On page 33, line 2, after “(F)" '

insert “and (1) ", '

On page 30, line 24, strike “(J) or”.

Mr. MOORHEAD of Pennsylvania.
Mr. Chairman, I will be brief in explain-
ing this amendment, which has been
previously discussed with the minority
side. Very simply, it tightens up a part of.
the bill where a loophole might exist. It
provides that if the head of an agency
utilizes the authority under subsection
(1)) of the bill to exempt a system of
records from this law, such action shall
not exempt the particular agency from

~
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safeguards to the public against-abuse of
such exemption authority as provided in
subsection (1), imposing criminal penal-
ties for violations of the act.

I trust that the amendment will -be
adopted. N :

Mr. ERLENBORN. Mr. Chairman, will
the gentleman yield? .

Mr. MOORHEAD of Pennsylvania. I
yield to the gentleman from Ilinois.

"~ Mr. .ERLENBORN. Mr. Chairman, I

thank the gentleman for yielding to me.
I do support the amendment.

“The CHAIRMAN. The question is on
the améndment offered by the gentle-
man from Pennsylvania (Mr.. MOOR-

HEAD) . . .
The amendment was agreed to.

AMENDMENT OFFERED BY MR. ERLENBORN

Mr. ERLENBORN. Mr. Chairman, I
offer an amendment. : .

The Clerk read as.follows:

Amendment offered by Mr. ERLENBORN:
On page 34, in line 14, strike out. the word
“or'; . :

In line 16, strike out the period and insert
in its place a semi-colon; and .

After line 16, insert the following:

“(5) investigatory material compiled sole-
1y for the purpose of determining suiwnhility,
eligibility, or qualifications flor ‘Federal
civillan employment, military service, Fed-
eral contracts, or access to classified infor-
mation, but only to the extent that the dis-
closure of such material would reveal' the
identity of a source who furnished informa-
tion to the Government under an express
promise that the identity of the source would
be held In confidence, or, prior to the ef-
fective date of this section, under an tinplied
promise that the identity of the source would
be ‘held in confidence; o

“(6) testing or examination material used
solely. to determine individual qualificationa
for appointment or promotion in the Federal
service the disclosure of which would com-~
promise the objectivity or fairness of the
testing or examination process; or

“(7)  evaluation material used to deter-
mine potential for promotion in the armed
services, but only to the extent that the dis-
closure of such material would revenl the
identity of a source who furnished informa-
tion to the Government under an express
promise that the identity of the source would
be held in confidence, or, prior to the effec-
tive date of -this section, under an implied
promise . that the identity of the source
would be held in confidence.” K

Mr. ERLENBORN (during the read-
ing). Mr. Chairman, I ask unanimous
consent that further reading of the
amendment be dispensed with and that
the améndment be printed in the REcorp
at this point. - -

“The CHAIRMAN. Is there objection to
the request of the gentleman from Illi-
nois? X . A, S

There was no objection.

Mr. ERLENBORN. Mr. Chairman, a-

copy of this amendment has been fur-

‘nished to the majority, and. since -the -

amendment ‘has not been read, I would
like to briefly describe its three purposes.
This adds in the specific exemption, sub-
section (k) (3) exemptions not found in
the bill. . .

The first is investigatory material com-
piled solely for the purpose of deter-
mining suitability, eligibility, or quali-
fication for Federal civilian employment,

military service, Federal -contracts, or
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access to classified information, but only
to the extent that the disclosure of such
material would reveal the identity of the
source that was a confldential source,

.promised confidentiality.

As I said during the general debate,
the Washington Post this morning, in an
editorial; incorrectly described this as
closing the files entirely. The files will be
open. The individual will have access to
the files and to the information con-
tained therein. But we will protect the
confidentiality of statements that have
peen given in the past on a promise of
confidentiality, express or implied, and
will protect in the future the confiden-
tiality of statements that were given by

* someone with an express promise of con-

fidentiality. - '

The second part of the amendment will
exempt testing or examination material
used solely to determine individual quali-
fications for appointment or promotion
in the Federal service, the disclosure of

" which would compromise the objectivity

or fairness of the testing or examination
process.
This amendment has' been requested

.by the Civil Service Commission. Under

the bill, without this exempticn, each
test that is given—and there are hun-
dreds of such tests that have been pre-
pared by the Civil Service Commission—
would be available to any individual who
took the test—the questions and the an-
swers. That test then would be compro-
mised and could never be used again. The

_Civil ‘Service Commission would have to

prepare a whole new test the next time
a test in that area was given. This would
be an unnecessary expense without en-
hanecing the privacy of any individual. I
think this portion of the amendment is
certainly warranted. .

Lastly, my amendment provides a spe-

cific exemption for evaliation muterial
used to determine potential for promo-
tion in the Armed Services, but auain,
only to the extent that it is necessary to
protect a confidential source. ]
' As to the first and third portions of
this amendment, the protection of confi-
dential sources, I think it is very inter-
esting that the House today overrode a
veto of amendments to the Freedom of
Information Act, and that Freedom of
Information Act gets into the same area
of information. . :

Listen to the report of the confererice
committee relative to the Freedom of
Information Act. It says:

In evéry case where the investigatory rec- -

:o'rds'sought were compiled for law enforce-

ment purposes, either civil or criminal in

" nature, the agencies can withhold the names,
.addresses and other information that would

reveal the identity of a confidential source
who furnished the information.

- So-there, in that act, we saw the need
to protect the confidential source. I think
we should do likewise In this act. .

Mr. Chairman, the President on Oc-
tober 9th issued a statement endorsing
the legislation before us. He had in that

‘statement, however, one reservation. He
said: :

H.R. 16373, the Privacy Act of 1974, has
my enthusiastic support except for the pro-
visions which will allow unlimited individ- .
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ual access to records vital to determining

eligibility and promotion in the Federal sery-
ice and access to classified information.

I strongly urge a floor amendment
pcrmitting workable exemptions to ac-
commodate these situations. This is the
amendment that will meet. the Presi-
dent's concern, and I think it is a valid
concern. ;

There is one last observation that I
wauld like to make. I have here a copy
of the decision in the case of Koch
against the Department of Justice. It is
-a decision of the District Court of the
District of Columbia, which is considered
one of the niore liberal courts, and the
judge was Judge Gerhard Gesell. who

_is considered one of the morc liberal
Jjudges.

I would like to i‘ead just one or two .

~excerpts from the decision.
The judge says: .
Background files on Congressinan Bing-
“ham which were. compiled during investi-
gations Into his eligibility .for certain high
Government posts. Such employment checks
are routine, fully authorized, and essen-
tial to the maintenance of integrity in gov-
ermment service. '

The court later in another part S5RYS
as fellows:

Plaintiffs’ narrower interpretation of that
exemption is unjustified, since it would re-
quire disclosure of highly confidential in-
formation supplied to Bureau investigators.
In order to Insure such confidentiality, FBI
files may be withheld If law enforcement
was a significant aspect of the investigation.

The judge goes on further to say:

This is true even if the lawvs heing en-
forced were regulatory rather than criminui
in nature,

Then the judge later says:

Even inactive mvéstigatory files may lhave
to be kept confidenital in order to convince
citizens that they may safely conilde in law
enforcement officials. .

Mr. Chairman, unless we adopt this
amendment, confidential statements
given to investigators in the past will
be made available to the persons about
whom the investigations are being made.

The CHAIRMAN. The time of the gen-
‘tleman from Illinois (Mr. ERLENBORN)
has expired.

(By unanimous consent, Mr. ERLEN-
BORN was allowed to proceed for: 2 addi-
tional minutes.)

Mr. ERLENBORN. Mr. Chairman,
there are literally hundreds of thousands
of people across this country, many
Members of Congress included, who in
the past have given confidential state-
ments relative to people who are being
considered for high Government posts.
These confidential statements will be

opened up to the individual who is being -

investigated if the bill passes without
amendment—and, I think equally im-
portant, in the future we would not be
able to conduct meaningful Investigations
into such matters as the appointment of
0 Vice President and the appointment of
members of the courts, including the
Supreme Court, District Courts, and so
forth, unless we have limited ability to
promise confidentiality where it is neces-
“sary to get candid Information concern-
"ing individuals. - i

amendment.
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Mr. ERLENBORN. Mr. Chairman, I

Mr. Chairman, I hope that my amend-
ment will be supported.

Mr. SMITH of New York. Mr. Chair-
man, will the gentleman yield? :

Mr. ERLENBORN. 1 yield briefly to the
gentleman from New York. \

Mr. SMITH of New York. Mr. Chair-
man, do I understand that the gentle-
man’s amendment would open the files,

as far as the background statements

themselves are concerned, as long as the
identity of the person making those

‘statements was preserved?

Mr. ERLENEORN. Mr. Chairman, I

thank the gentleman for his question.

The gentleman is exactly right. -

The information, derogatory or other--

wise, will be made available to the in-
dividual. The only ‘portion that will be
kept confldential is the name of the one

‘who has given the information.in confi-

dence, or such information as might lead
to his identity.

Mr. SMITH of New York. I thank the
Zentleman.

Mr. HOLIFIELD. Mr. Chairman, will
the gentleman yield? ' . L
- Mr. ERLENBORN. I yield to the gen-

. tleman from California.

Mr. HOLIFIELD. Mr. Chaiinum, I
would like, of course, to say, not being
a lawyer, that I find myself at. some-
what of a disadvantage, with the very
complexity of this bill. ‘

I recognize the laudable purpose of it. "

I do intend to vote for the biil. In com-
mittee I did vote with the gentleman
for this amendment, or one very close to
it. There seems to be a difference of
opinion as to whether this is the exact
amendnient or not. I expect to vote for

it at this time. ’

I think that if we do reveal the sources
of comidential information, after we have

or an agency has obtained the informa-

tion under the promise of protecting the

.source, it would imperil the access to

information which we should have,

The CHAIRMAN. The time of the gen-
tleman from IXlinois (Mr. ERLENBOLN)
has expired.

- (On request of Mr. HoLrrrerp and hy
unanimous consent. Mr. ERLENBORN wasS
allowed to proceed for 2 additional min-
utes.) -

Mr. HOLIFIELD. Mr. Chairman. I also
believe that there might be a great dan-
ger, both to the Government and to the
individual involved who gave that infor-
mation, if the source was revealed.

Therefore, I find myself in general-
agreement with this amendment. I voted .

for the amendment in committee, al-
though we lost it in committee, as the
gentleman remembers. It does seem to
me that it is a protective amendment,
We are skating on thin ice, between
frecdom of information and privacy of
information, and I think the extra care
that this would give or the extra pro-
tection it would give to sources that
might be vital to the Government in
many flelds is worthy of consideration.
Mr. Chairman, I would hope that the

chairman of the subcommittee, unless

there is a very strong reason, which he
will undoubtedly express if there is such
a reason, might he able to accept this

\
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thank the gentelman for his support.
Mr. MOORHEAD of Pennsylvania. Mr.,
Chairman, will the gentleman yleld?

Mr. ERLENBORN. I yield to the gen-

tleman from Pennsylvania.

Mr. MOORHEAD of Pennsylvania. Mr.
Chairman, I will say to the chairman
of the full committee that I felt that
I am bound by the vote of the full com-
mittee, which, as I recall, was 22 to 11

‘not to accept the amendment offered by

the gentleman from Illinois. :

I have tried to negotiate portions of
this matter with him, but unsuccessfully,
even though e have been very success-

ful in reaching agreements on, .many.

other pieces of legislation.

Mr., GOLDWATER. . Mr. Chairman,
will the gentleman yield? - . .

Mr. ERLENBORN. I will be happy to
yield to the gentleman from California.

"Mr. GOLDWATER. I thank the gentle-
man for yielding. I would like to ask him
a question. I can appreciate what the
gentleman is trying to do, and that is to
brotect the parties’ sources: of informa-

tion, but is there anywhere any protec- .-

tion to eliminate the inclusion nf vicious
rumors, subjective opinions. faise state-
ments, or honest misiakes that are in

the records that are supplied by these

parties? -

"Mr. ERLENBORN. Yes. I would point
out that the information in the file will
be made available quite generally, wheth-
er it is derogatory, defamatory, or what-
ever. We will only protect the coniiden-

" tial source.

Mr. MOORHEAD of Pennsylvania.
Mr. Chairman, I make the point of order

* that a quorum ‘is not present.

The 'CHAIRMAN. The Chair will
count.

Thirty-six Members are present, cvi-

_dently not a quorum.,

In view of the inoperability of the
‘electronic device, the Clerk will call the
roll.

lowing Members failed to answer to their
names:

: [Roll No. 636]
Fraser

Ashley Barris

Baker Fulton Paunan
Bergland Gibbons . Pike
Bingham Giun Poage
Blatnik Goodling Podell
Boggs - Grasso Quie
Brasco Gray Rarick
Breaux Green, Orey. Reid |
Broomfield Hanrahan Riegle
Brotzman Hansen, Wash. Roncallo, N.Y.
Burton, Johnn  Hébert Rooney, N.Y.
Burton, Philtip Heckler, Mass. ‘Rosenthal -
« Ccamp Jarman Runnels
Carey, N.Y. Jones, Ala. Sandman
Chappell Jones, N.C. Shoup
Clay i Kuykendall Stark
Cohen Leggett Steele
Conable Luken Steiger, Arlz,
Conlan . McEwen Teague - .
Coughlin McKinney Tiernan
Cronin Madizun Ullman
Davis, Ga. Martin, Nebr. Veysey
Dlggs Mathias, Calif. Woldie
Dingell Mavne Wilson,
Downing Melcher Charles H.,
Drinan . Mitchell, Md. Callr, .
Esch ‘. Murphy, IIl. Wyatt
Eshleman Murphy, N.Y. Wyman
Lvans, Colo. Nichols - Young, Alnska
Foley Obey - Zion
Ford O’Hara

Accordingly the Committee rose; and
the Speaker pro tempore (Mr. McFaL1)

The Clerk called the roll, and the fol-
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having as;sﬁmed the chair, Mr. BRaDEMAS,
Chairman of the Committee of the Whole
House on the State of the Union, re-

vorted that that Committee, having had

under consideration the bill H.R. 16373,
and finding itself without a quorum. he
had directed the roll to be called, when
244 Members responded to their names,
a quorum, and he submitted herewith
the names of the absentees to be spread
upon the Journal. ‘

The Committee resumed its sitting.

The CHAIRMAN.. The  Chair recog-
nizes the gentleman from.Pennsylvania
' Mr. .MOORIEAD) .

- Mr. MOORHEAD oi Pennsylvania. Mr.
Chairman, I rise in opposition to the
.amendment. . :

I oppose the amendment because .I
think it makes second-class citizens out
of some 4% million Government employ-
ces, civil and military. And I wish to re-
port to'the membership that the amend-
ment is opposed by the Government
Einployees Council. AFL-CIO.

Mr., FASCELL. Mr. Chairman, will the
gentleman yield? .

Mr. MOORHEAD of Pennzvlvania. At
this time I yield to my collengie on the
committee, the gentleman irom Florida
tMr. FASCELL). : .

Mr. FASCELL. Mr. Chairman, I thank
-the gentleman for yielding.
"I also am strongly opposed to this

amendment, because what it does is set '

up a whole new exemption and write a
provision into law. which does not now
exist. Otherwise there would be no rea-
son for the amendment. Co

The amendment specifically exempts

- from the provisions of this bill identity -

or source of information. There is no
such exemption now in the law. e

Other Members, just as I-have been,
. have been asked many, many times to
give information. Never have I had any
Government agency or agent say to me,
“Sir, the information you give me is clas-
sified” or “The information will be kept
confidential.” :

Mr. Chairman, what the pending
amendment would do is write this tre-
mendous loophole into the statutes of
this country and change the complete
thrust "of this bill. ‘That is what this
. amendment does, is to give the apolicant
the right to look at information: the
burden is then on him-to prove his inno-
cence without ever knowing who the per-
son was or what the source was of the
‘adverse or derogatory information,

Mr. Chairman, this amendment de-
stroys the prinecipal purpose of this bill.

Ms. ABZUG. Mr. Chairman, will the
gentleman yield? '

Mr. MOORHEAD of Pennsylvania. I
vicld to the'sentlewoman from New York.,

Ms. -ABZUG. Mr. Chairman, I might
add that should there be any serious
Guestion of the need to protect the con-
fidentiality of informants’ identity for
law enforcement activities or for na-
tional security purposes, that identity
would be protected under specific ex-
emnrptions in the bill which we have be-
fore us. : .

* So that the only purpose that the
amendment offered by the gentleman
" from Illinois (Mr. ERLENBORN) vould
serve would be, as has been stated by
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both of my éolleaéues on the committee,
to exempt millions of civilian employees

and military employees from the safe- .

guard provisions of this bill, which are

50 desperately needed. The need for pri-

vacy protections for these particular
groups has been amply documented by a
GAO report which is in our committee
and which the gentleman is well aware
of. : '

Chairman, in the interest of brevity, I
yield back the balance of my time and I
hope .that a vote can be called for
promptly.

Mr. GOLDWATER. Mr. Chairman, I
move to strike the last word. :

Mr. Chairman, I rise with certain res-
ervations with regard to this amend-
ment. I likewise am greatly concerned
with .protecting the rights of applicants
for civil service employment and with

insuring that the applicants have access

to information about him that is fur-
nished by third parties. I likewise rec-

-cghnize the difficult question regarding

policy matters contained in this partic-
ulay’ bill, in that. if taken i its true
sense, obens up disclosure uf third-party
information. :

I would like at this point to ask the
author of the amendment (Mr. ERLEN-
BORN) a few questions if he would be
kind enough to respond. © . .

Mr. ERLENBOERN, what in this provision
provides for- the applicant to rebut or
to countermand any vicious rumors or
subjective ovinions or false statements
or honest mistakes taken from third par-
ties about an individual ? )

Mr. ERLENBORN. If the gentleman
will yield, the bill itself provides for the
first time the right of access by an in-
dividual to records maintained concern-
ing himself or herself, and the bill pro-
vides that if the individual bejisves that
the information is inaccurate, he has a
right to demand that the information be
corrected. This is as to all records gener-
ally and can be applicable to these free
employment and security investigation
files as well. Therefore, the application
of the hill—not the amendment—but the
application of the hkill is such that it
provides this right to the individual to

demand that a file be made accurate if .

he considers it to be inaccurate.
¢ Mr.. GOLDWATER. How will the ap-

plicant know that there is included in -

his file information from a third party
or confidential source?

Mr. ERLENBORN. Will the gentleman -

yieid? ., )

Mr. GOLDWATER. Yes, I yield to the
gentleman,

Mr. ERLENBORN. As provided in my
amendment. the infcrmation contained
in-the file will be made available to the
individual about whom tke file has been
maintained. .

Only to the extent that the confiden-
tizl source would be compromised would
we keep the name of the individual who
is the confidential source or such infor-
mation as would identify him from the
applicant. That information would be
kept from the individual seeking infor-
mation. Otherwise, all the rest of the
conteénts of the file, including any of this

' Mr. MOORHEAD of Pennsylvania. Mr.

- 36657

derogatory information, would be mazce
available to the jobseeker. N

Mr. GOLDWATER. Is it your under-
standing that your amend:nent notwit:-
standing, the'applicant would be ui-
lowed to file with this information c%-
tained from a confidential source hic o
version or his own rebuttal or perhay: 3,
own denial of that accusation or erro-
neous information? :

Mr.” ERLENBORN. Yes. Under the
terms of the bill itself, that would he =
remedy available to the individual ahou-
whom the file was kept. .

Mr. GOLDWATER. One other aues-
tion: It is my understanding that prom.-
ises of confidentiality have in most cases
only been made on the strength of bu-
reaucratic authority as to mest Civi
Service recerds and that there is no stat-
utory authority for agencies to grant con- -
fidentiality, or protection; am I correct:

Mr. ERLENBORN. If the gentlemzarn
will yield, in the past, of course. an ind:-
vidual never had an, opportunity to zc
into his security clearance file or into his
free employinent file. :

herefore, the question veslly neve:
arose. = - : - o
In the past there has been lawfuliv

. €xpress and implied promises of confi-

dentiality given to those who hiave mace
statements to investigators.

The ‘function of this bill, if it is no:
2mended by the Erlenborn amendmeri.
will be to open up 2ll of those old files so
that those statements that-were given in
confidence will now be made available to"
the individual.

The gentleman from Florida says that
he has never had any promises, express

-or implied. In that case, his name will

be made available if he is one who has
given such a statement, because the only
thing that would be protected are those
coifidential sources.

Mr. GOLDWATER. Obviously, it =p-
pears by this language-in the aimendment
that we are in essence legitimatizing this
practice. ) . o

The CHAIRMAN. The time of ihe gen-
tleman from California has exnired.

(By unanimous consent, Mr. GoLn-
WATER was allowed to proceed for.1 ag-

- ditional minute.)

Mr. GOLDWATER. One last question.
Mr. Chairman, and that is: This gives
discretion to the agency to arbitrarily
decide which information it will supply.
and which information it will withhold.
The.question that occurs to me is, Whecre
is the check and balance? It is the inten-
tion of this-committee that information
should be disclosed to an applicant or to
an individual upon request, but, if there
is this discretion within the agency.
then where i5 the check and the balance?
Where is the impartial review. the in
camera insbection to determine whether
in fact ail information is included, or
whether in fact third parties should
perhaps bz made available?

Mr. ERLENEORN. If the gzentleman
will again yield, I think the general ac-
cess to the courts, as we provided in the
bill, would provide that. However, let me -

. make this one addition=l point,. and that

is that many Members of this House.
myself not included, but many Members
of the Hovse have sponsored the news-
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men’s shield bill, realizing the great ad-
vantage that there is in confidential
sources. and it will protect such sources
of newsmen and newspapers, and it
would shield them so that they would

not have to reveal their sources and, if’

we pass that legislation we would find
that possibly just wild rumors could be
brinted in the paper, and the source of
the information to the news media could
not be revealed. :

The CHAIRMAN. The time of the
gentleman has again expired.

Mr. MOORHEAD of Pennsylvania.
Mr. Chairman, I ask unanimous consent
that all debate on this amendment and
all amendments thereto do now close.

The CHAIRMAN. Is there objection
to the request of the gentleman from
Pennsylvania? '

There was no objection.

The CHAIRMAN. The question is on
the amendment offered by the ' gentle-
man from Illinois (Mr. ERLENBORN).

The question was taken, and the
Chairman announced that the noes
appeared to have it, -

' RECORDED VOTE. . :

Mr. ERLENBORN. Mr. Chairman, I
demand a recorded vote.

. A recorded vote was ordered.

The vote was taken by clerks, and

there were—ayes 192, noes 177, not vot-

ing 65, as follows:
[Roll No. 637]
AYES—192
Abdnor - Fisher * Muhon
Anderson. 111 Flowers Mallary
Andrews, Flynt Monn
N. Dak. Forsythe Maraziti
Archer Fountain Martin, Nebr,
Arends Frelinghuysen Martin, N.C.
Armstrony Frenzel Mayne.
Ashbrook ey Mllford
Bauman Fuqua Miller
Beard Gettys Minshall, Ohio
Bell Ginn Mizell
‘Bevill Geodling Mollohan
Biester Gray * Moorhead,
Blackburn Gross Calif.
Bray Grover Myers
Breaux Gubser Nedzi
Rrinkley Gude Nelsen
Brotzman Guyer O'Brien
Brown, Mich. 'Hammer- Patten
. Brown, Ohio schmidt . Pettis
Broyhill, N.C. Hansen, Idaho Pike'
Broyhill, Va. Hastings ,Powell, Ohio
Burgener Havs ‘Preyer )
Burke. Fla. Heckler, Mass, Price. Tex.
Burleson, Tex. Heinz Pritchard
Butler " Henderson Quie
Byron , Hlillls - Quillen
Carter Hinshaw Randall
sasey, Tex. Hogan Regula
Clancy Holifteld Rhodes
Clausen, Holt Roberts
Don H. Horton . «Robingon. va.
Clawson, Del  Hosmer Roblson, N.v.,
Cleveland Huber Rousselot -
Collier Hunt Ruppe
Collins, Tex.© Hutchinson Satterfield *
Conte Ichord | Scherle
Coughlin Jarman Schneebeli
Crane Johnson, Colo. Sebelius
Daulel. Dan Johnson, Pa. Shriver
Daniel, Robert Jones, Okla, Shuster
w., Jr, Jones, Tenn. Sikes
Davis. S.C. Jordan Skubitz
Dellenback Kemp Smith, N.Y.
Denholm ‘Ketchum Snyder
Dennis Lagomarsino Spence .
Derwinski Landgrebe Stanton, -
Devine ‘Latta J. Willian
Dickinson - Lent Steerl .
Downing Lott Steele *
"Duncan Lujan Steiger, Arfz,
du Pont McClory Steiger, Wis.
Edwards, Ala. McCloskey Stratton
Erlenborn - McCollister Stubbletield
Esch McDade © Symms
Findley McEwen Talcott
Fish McKay Taylor, Mo.

. as.above recorded.
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Tavlor, N.C. Wampler Winn
Thomson, Wis. Ware . Wydler
Thone Whalen Wylie

Treen White Young, Alaska
Ullman Whitehurst Young, Fla,
Vander Jagt Widnall Young, 11I.
Veysey Wigging Young, S.C.
Waggonner Willlams | Zion
Walsh Wilson, Bob Zwach

NOES—177 '
Abzug Gibbons Passman
Adams Gilman Pepper
Addabho Goldwater Perking
Alexander Gonzalez Peyser
Auderson, Green. Pa. Pickle
Calif. Gunter. Price, Ill.

Aldrews, N.C. Haley Rangel
Annunzio Hamilton - Rees

Ashley Hanley Reid.

Aspin Hanrahan Reuss
Badillo " Hansen, Wash, Rinalde
Bafalls Harrington Rodino
Barrett Hawkins Roe

Bennett Hechler, W. Va. Rogers
Biaggol Helstoskl Roncalio, Wyo.
Bingham -Hicks Rooney, Pa,
Boland Hoitzman Rose .
Bolling . Howard Rosenthal
Bowen Hudnut Rostenkowskl
Brademas Hungate Roush -
Breckinridge  Johnson, Calif, Roy

Brooks Karth . Roybal
Brown, Calif. Kastenmeier Ryan
Buchanan Knzen . St Germain
Burke, Calif,  Kluczynsk! Sarasin
Burke, Mass. Koch Sarbanes
Burlison, Mo. - Kyros Schroeder
Burton, John Leggett- ' Selberiing
Burton, Phillip Lehmuan Shipley
Carney, Ohio  Litton Sislz
.Chisholm Long, La. Slack
“Clay Long, Md; Smith, Towa
Collins, 111, Luken - Stanton,
Conyers McCormack James V.
Corman McFall Stark

Cotter McSpadden ‘Steelman
Culver, Macdonald Stepheus
Daniels, Madden Stokes

Dominick V. Matsunagn - Studds

Danlelson Mazzoli Sulllvan

de la Garza Meeds " Symington -
Declaney Melcher Thompson, N.J.
Dellums Metcalfe Tilernan
Dent Mezvinsky ‘Traxler
Diggas Mills Udall
Dingell Minish Van Deerlin
Donohue - Mink Vander Veen
Dorn + Mltchell, N.Y. Vanik
Drinan Moakley Vigorito
Eckhardt Moutgomery Whitten
Edwards, Calif., Moorhead, Pa, Wilson, :
Eilberg ,Morgan Charles, Tex.
Evans. Colo. Mosher olff

Evins, Tenn. ° Moss Wright
Fascell "Murphy, N.Y. Yates

Flood Murtha Yatron
Foley Natcher .. Young, Ga.
Ford Nix,, Young, Tex.
Fraser Obey Zablockl
Gavdos O’Hara

Giaimo Owens

NOT VOTING—65

Baker Grasso Podell '
Bergiand Green. Oreg. Rallsback
Blatnik Griffiths Rarick
Boggs Hanna Riegle
Brasco Harsha Roncallo, N.Y.
Broomfield Hébert Rooney, N.Y,
Camp Jones, Ala, Runnels
Carey, N.Y. Jones, N.C. Ruth
Cederberg King Sandman
Chamberlain  Kuykendall Shoup -
Chappell Landrum Staggers
Clark McKinney Stuckey
Cochran Madigan Teague
Cohen Mathias, Calif. Thornton
Conable Mathis, Ga. Towell, Nev.
Conlan . Michel Waldie
Cronin Miltchell, Md. . Wilson.
Davls, Ga. " Murphy, I11. Charles H.,
Davis, Wts, Nichols Callit, X
Dulskl O'Neill Wyatt
Eshleman Parrls Wyman
Froehlich Patman

IPuiton Poage

"So the ameridment was agreed to.

The result of the vote was announced
Mr. MOORHEAD of Pennsylvania:

Mr. Chairman, I rise to see if I can de-

termine how many more amendments

there are expected to be offered, to see
if it would be possible to arrive at an
agreement on time for closiug debate on

. this legislation.
Mr. ERLENBORN. Mr. Chairman, will |

the gentleman yield?
Mr. MOORHEAD of ‘Pennsylvania.
I'yield to the gentleman from Ilinois.
Mr. ERLENBORN. Mr. Chairman, we
just checked at the minority desk as to
how 'many amendments we are aware of,

- There are about 12.or 13, not all of them

are contested:
tested. ] .
Mr. MOORHEAD: of Pennsylvania.
Mr. Chairman, I will not make my unan-
imous-consent request at this point.
AMENDMENT OFFERED EY MR. FASCELL

Mr. FASCELL. Mr. .Chairman, I offer
an amendment. . o

.The Clerk read as follows: .

Amendment offered by Mr. FasceLL: Page
31, line §, strike out line 5 and all that fol-
lows through line 13 and insert in leu there-
of the following: .-

“(3) In any suit brought under the provi-
slons of subsection (8)(1) (B) or Gy of
this sectlon in which the court deternmines—

probably 4 or 5 are con-

"*(A) that the agency has refused or failed .

to comply with any of the provisions «f this
sectlon, or any rule promulgated thereiinder,

- the United States shall be llable to she indi-

vidual in an amount equal to the sum of—

“(1) actual damages sustained by the indi- -

vldc;ml a8 a result of the refusal or fallure;
an . S
“(11) the costs of the action together with
reasonable attorney fees as determined by
the court; or . o
“(B). that the agency’s refusal or fajlure
has been willful, arbitrary, or capricious. the
United States shall be liable to the Individual
in an amount equal to the sum of—

T (1) actual damages sustained by the indi-

vidual as a résult of the refusal or failure:
“(i1) punitive damages .allowed by ihe
court; and - -
*“(111) the costs of the action together with
reasonable attorney fees as determined by the
court,"”

Mr. FASCELL. Mr. Chaix-man, what

my amendment does is to restore to the
bill language which was in the bill. in
subcommittee, stricken out in the full
committee, dealing with damages. the
right of damages and remedies available
to the individual. . )

If the members of the committee wijl
follow 'me, in the present bill on page 31
with the section we are talking about,
they will find the remedies in the lawsuit
there for actual damages sustained by
the individual, together- with the. court
costs and reasonable attorney fees.

The Members . will notice, however.

that it is predicated only in those cases.

where there is willful, arbitrary or ca-
priclous action by the agency. There.
the Members will find a complete de-
parture from ordinarily understood law,
tort law. A remedy that would be avail-
able to an individual if he were dam-
aged in this case, we limit his recovery to
actual damages. We requiré him to prove
that he was damaged by a willful, ar-
bitrary, or capricious violation, the kind
of burden which is a very difficuit bur-
den, I assure the Members, as a lawyer.
The ‘Members who are lawyers know
that, we place. that kind of a bur-
den only in those cases where we seek
punitive damages.
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. go, what my amendment would do
would. be to restore the right of actual

amage in those cases where there is a

- refusal or a failure to comply with the

law, aside from whether it 1s wiliful, ca-
prictous or: arbitrary; just sheer negli-
rence, whether it is inadvertent or not.
When there is a refusal or inability or
o failure to comply with the law, we will
allow the individual redress for actual
aamages and the cost of the action.
Then, what we do in those cases where

we have willful, arbitrary or capricious
‘.ction by anh agency is to allow recovery

tor actual damage and punitive damage.

So, what this amendment does, to recap,.

is to take the reasonable remedy, restore
the rights to the individual who is ac~
tually damaged In the cases where, in the
present bill now, it is only actual dam-
ages in cases of willful, arbitrary or ca-

. pricious action. My amendment would

give the person the right to recover ac-
tual damages in cases where there is a
failure to comply with the law. It would
also give him punitive damages in those
cases where there is willful, arbitrary or
capricious action by the -agency.

Mr. BUTLER, Mr. Chairman, will the
gentleman yield for a question?

‘Mr. FASCELL. Yes. A

Mr. BUTLER. My understanding is
that, in effect, what you are providing
for are punitive damages in case of will-
ful, arbitrary, or capricious action of
the United States in withholding in-
lormation? : :

Myr. FASCELL. The gentleman is cor-
rect. That is one part of the amend-
ment. o

Mr. BUTLER. Can the gentleman cite
ine a precedent in the statutes in the
United States, or has the United States
adopted a low holding itself open for
willful punitive damages? Can tlie gen-
tleman cite me a statute where any na-
tion of the world has held itself open for
punitive damages in the statute?

Mr. FASCELL. Frankly, I do not have’

that citation. But the gentleman knows
where one has a willful, capricious, arbi-
trary action by the Government, and

_one is trying to protect the rights of the

individual, mine or the gentlemun’s, it
seems to me that leaving it to the court

_ to decide whether or not there ought to

be punitive damages under our system is

reasonable. I am petfectly willing to leave,

it to the system. We do it in all kinds of
cases with respect to the individual re-
dress against the Government of the
United States. i \
Mr. BUTLER. May I fairly observe
there is no sovereignty in the world that

~‘exposes itself -to punitive damages by a

statute of this nature?-
Mr: FASCELL. I thaunk the gentle-

man for his observation. .

Mr. McCLOSKEY. Mr. Chairman, wil
the zentleman yield?

Mr., FASCELL. Iyield to the gentleman
irom California.

Mr. McCLOSKEY. I thank the gentle-
man for yielding. I think we have méide
an exhaustive study of the statutes of
this Nation, and if we are to adopt by

this amendment bpunitive ‘damages, 1it’

would be the first time in history that
the United States has made itself subject
to punitive damages for any cause or in
any case. We have adopted six or scven
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provisions by statute to impose attor-
ney’s fees against the United States; but
-this would be the first time for punitive
damages. - .

I would like to ask the gentleman In

. the well, is it not true that there would
be no way of ascertaining in advance of

any one year, when this Congress is
ascertaining the budget, what might
possibly be the amount of damages that
might be awarded? ' S
" Mr. FASCELL. .The gentleman Is
absolutely correct. And we have the same
problem in respect to awards made in
condemnation cases. We have the same
problem. ’ '

Mr. McCLOSKEY. Mr. . Chairman, 1
move to strike the requisite number of
words. - :
© Mr. Chairman, I would like to speak

against this amendment, and I would

like to call the attention of my colleagues
to the very real problem that the amend-
ment imposes on & government servant.
We have just overriden a presidential
veto of the Freedom of Information Act,

and we have put in that statute ex-.

tremely strong and rigorous provisions,
_penalizing a Government agency and an
employee who may improperly withhold
“information from the public or from the
Congress or from other Federal em-
ployees. We have wanted to penetrate the
veil of secrecy which Government agen-
cles and Government bureaucrats have
been accustomed to throw around the
protection of information. - ’
If we enact this amendment however,
we will, in effect, ‘be placing upon the
Government bureaucrat the choice that

if he reveals information improperly, he-

may subject his agency to punitive
damages. If he withholds the informa-
tion, on the other hand, he is subject

only ‘to ordinary damages, attorneys’

fees. and costs. i
Government employees, faced with
that choice, faced with the imposition
of punitive damages if they improperly
‘release information, as against only
attorneys’ fees and costs if they im-
properly withhold will be tempted. to
withhold. We thus endanger that great
principle which we have just established
.when we overrode the presidential veto
of the Freedom of Information Act

Amendments.

Mr. FASCELL. Will the gentleman
yield? .

Mr. McCLOSKEY. I yield to -the
gentleman.

Mr. FASCELL. Let us talk about my
problem. You are a Government em-
ployee and I want some information
from you, is there any hardship on you
or any burden to make that information
available to me? ) ‘

Mr. McCLOSKEY. I may violate the
Freedom of Information Act if I do not
_reveal it. Yet I may be subject to puni-
tive damages if I do. .

Mr. FASCELL. No, the punitive damage

language only says, “willful, capricious,
or arbitrary.” . .
" Mr. McCLOSKEY. Mr. Chairman, I
do not think any of us who have prac-
ticed law would care to stake our future
and our future careers on what some
court might determine to be “willful,
capricious, and arbitrary.”

-
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Mr. FASCELL. Mr. Chairman, will the
gentleman yield further?

Mr. McCLOSKEY. Certainly.

. Mr. FASCELL. Then I would suggest
to the gentleman that he should make
the information completely available to
them. . " .

-Mr. ECKHARDT. Mr. Chairman, will

_ the gentleman yield?

Mr. McCLOSKEY. I yield to the gen-
tleman from Texas. .

Mr. ECKHARDT. Mr. Chairman, the
gentleman has spoken of the term “will-
ful, arbitrary, and capricious.”

Can the gentleman give me any reason
in the world why I, as a person who has
been injured, should not recover aciual
damages from a dumb but lneffective
bureaucrat, since I can get them from

.one who acts willfully?

One can be hurt just as badly by 2
dumb, well intentioned person as- one
can by an intelligent, conniving one, can
he not? : : o

Mr. McCLOSKEY. Mt. Chairman, let
me respond to the gentleman in this
way: that we are trying to -balance two
great interests here. We are trying to

" balance the necessity of balausing the

budget, and we are trying to protect the
Government from undue lability.

I think it is wrong to make the Gov-
ernment of the United States and this
congressional budget subject to an abso-
lutely incalculable amount of liquidated
damages. If we had a hundred lawsuits.
and if we had a hundred verdicts of $1
million each, there would be no guar-
antee in any way that this Congress
could protect itself against that liability.
It seems to me, when we balance the
rights of the individual against the Gov-
ernment, that to add punitive damages

and to set this kind of a precedent is an

unfortunate mistake. It would be the
first time in history this has occurred.-

This would be singling out invasion of
privacy as a particular right of an in-
dividual against the Government, a right
that would weigh heavier than ail other
rights. . . -

We have just seen a Presidential veto =
sustained in the case of an individual
who could not recover damages veainst
the Government in an ordinary lawsuit.
Why should we make invasion of privacy
a special right with this extraordinary
remedy?

Mr. ECKHARDT. Mr. Chairman, wili
the gentleman yield further? .

Mr. McCLOSKEY. I yield to the gen-
tleman from Texas. ;

Mr. ECKHARDT. Mr. Chairman. aside
from the point the gentleman is making
with respect to. punitive damages, the
question I am raising is that this amend-
ment is the only vehicle that would cors
rect the situation, because actual dam-
ages are not available to an injured party
because the person who hurt him did not
do so intentionally. . :

Is that not what the gentleman reads
in the original language, and is that 210t
corrected by the amendment? ' _

Mr. McCLOSKEY. Mr. Chairman, I do"
not believe that the individual is deniec

_actual damages if he can prove them. In

casas of this kind, of course. it is guite
often difficult to prove aciual damayes.
but that is not necessarily a rerson i .
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establish the extraordinary remedy of
punitive damages. - .

Mr. ECKHARDT. Mr. Chairman, I
move. to strike the requisite number of
words, and I rise in support of the
amendment. Y

Mr. Chairman, I wish to speak only

" briefly. I simply wish to point out, if I
understand the amendment correctly,
the thrust of the first part of the amend-
ment is to avoid what seems to me to be
a terrible error in the bill, and that is
this: that a person who is injured by vir-
tue of a mistake unintentionally made by
a bureaucrat has no redress for that in-
jury. : :

Will the author of the amendment in-’

form me whether I am correct on that?
Mr. FASCELL. Mr. Chairman, will the
gentleman yleld?
~ Mr. ECKHARDT. I
"tleman from Florida. .
Mr. FASCELL. Mr. Chairman, the
gehtleman from Texas is absolutely cor-
rect. . .
That provision Is totally lacking in

vield to the gen-

the bill, and that is what this. amendmen't,

provides, ' )

If the gentleman will yield further, I
would like to respond to some of ihe re-
marks made by the gentleman from Cali-
fornia. The gentleman said that we would
not know how much money this would
cost and that there is no way to budget
it. That is the same problem the Govern-
ment is faced with in all claims bills. We
do not at any time know how much
money it will cost and how much should
be budgeted. Of course; I feel after to-.

-day that we may never pass any again,
but nevertheless we are stuck with the
same problem in that respect. o

It seems to me that this matter can
be spelled out in a different way. We
would force these individuals to file pri-

vate claims bills. After numerous bills-

were filed and after they tried to get
redress, we would force these people to
take action. As the gentleman from
Texas has said, this should be a matter
of legal right, and they should have the
right 'to collect.damages. ’

Mr. ECKHARDT. Mr. Chairman, it
also seems to me that the fears concern-
ing punitive damages are ill-founded.
. The court must agree in these situations
that they should be granted. I feel that
" the courts would seldom grant them
against the United States if the United
States was acting properly.

Mr. FASCELL. The gentleman is ab-
solutely correct. .

Mr. ERLENBORN. Mr. Chairman, I
move to strike the requisite number of

words, and I rise in opposition to the. -

amendment. .

Mr. Chairman, I know that the eru-
dite gentleman from Texas (Mr. Eck-
HARDT) is a lawyer. I have heard the
gentleman discourse very learnedly on
‘the floor of the House before. I un-
derstand the' gentleman from Florida
(Mr. FasceLL) also has legal training.

As I believe most of -the lawyers here
in the House know, it is a general prin-
ciple of law that the Government, in
exercising its governmental functions, is
not liable.

In exercising' the proprietary func-
tions, the Government can be liable: but
it would be, as has been pointed out by
others debating this amendment,  un-

"defeated.
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precedented to make Government liable
for punitive damages, because there has
been no precedent in the past for making
any Government. liable for ' punitive
damages. ) .

I would also like to point out that the

bill, as 1t was being considered in com-~

mittee, had a punitive damage section.
The committee, in its wisdom, removed
that by amendment before reporting the
bill. . - '

I hope the committee will be sustained
on the floor and the amendment will b

Mr. MOORHEAD of Pennsylvania. Mr.

-Chairman, I move to strike the requisite

number of words. S .
Mr. Chairman, I regret that I cannot,
as floor manager, accept this amend-
ment, although as an individual Member
Isupport it. ;
Permit me to explain. my position,
When the bill was reported by the sub-

‘committee, it contained a punitive dam-

ages provision. However, this provision,

by a close 18 to 14 vote in the full com-

mittee, was deleted.

Therefore, although I personélly sup-'

port’ the amendment, I do not feel. as
floor manager, that I can arguce in favor
of the amendment. .

Let me state to the Chair that. after

.the action on this amendment, it is the

intention of myself to move. that the
committee rise.

Thé CHAIRMAN. The question is on
the amendment offered by the zentleman
from Florida (Mr. FASCELL).

The amendment was rejected. .

Mr. MOORHEAD of Pennsylvania, Mr.
Chairman, I move that the Committee do
now rise. :

The motion was agreed to. - .
“Accordingly the Committee rose: an
the Speaker having resumed the Chair,
Mr. BRADEMAS, Chairman of the Commit-
tee of the Whole House on the State of
the Union, reported that that committee,
having had under-consideration the bill
H.R. 16373 to amend title 5, United States
Code, by adding a section 552a to safe-
guard individual privacy from the misuse
of Federal records and to provide that in-
dividuals be granted access to records
concerning them which are maintained
by Federal agencies, had come to no reso-

lution thereon. : L

'U.S. DISTRICT JUDGE COMMENDED

" FOR OPPOSING DEPARTMENT OF
JUSTICE ATTEMPT TO PREVENT
PROSECUTION OF JAKE JACOBSEN
FOR MAJOR CRIME . .

(Mr. FISHER asked and was given
permission to address the House for 1
minute, to revise and extend his re-
marks.) . .

Mr. FISHER. Mr. Speaker, when the
Department . of Justice  recently asked
U.S. District. Judge Robert M. Hill, in
Dallas. to dismiss an indictment there
against Jake Jacobsen, involving $825,000

in savings and loan funds. the judge very .
properly revolted. He insisted no valid-

grounds were presented and that the de-
fendant should be made to answer for a
crime of this magnitude. )
" There was no claim the charge against

Jacobsen was not fully justified.

- Then, when the district attorney, act-
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ing onh orders from Washington, refused
to prosecute, Judge Hill proceeded to ap-
point three members of the bar to do that
Jjob. But, belleve it or not, so determined
was Attorney General Saxbe’s Depart-
ment of Justice to protect Jacobsen
against being tried for an $825,000 crime,
It requested and obtained a stay order
in the Fifth Circuit Court of Appeals—
vending full review of the issue.

Mr. Speaker, ostensibly the dismissal
request stemmed from a copout deal with
Jacobsen under which the latter agreed
to testify against John Connally involv-
ing a claim Connally had somehow mis- .

‘uséd $10,000 in milk funds in Washing-

ton.
Obviously, the Office of Special Prose-

" cutor, headed at the time by Leon Jawor-

ski, and Attorney General Willlam Saxbe
were determined to pay any price for
testimony which would suit their needs.
Jacobsen not only wangled a virtual par-
don for an $825,000 major crime out of
Saxbe and the Office of Special Prosecu-
tor, but in their gleeful spirit of trium-
bhant generosity they also, for good

-measure, agreed to forgo Federal prose-

cution of another felony pending against
Jacobsen in Washington. -

This will probably go down as the most °
lopsided and most Incredible windfall
ever accorded a man accused of a major
crime. :

It should be emphasized that there was
no remote relationship—none whatever—
between the misapplication.of savinz and
loan funds in Texas and the Watergate
investigation and related indictments in
Washington. Therefore, the practice of
plea bargaining, applicable to multiple
offerises or degree of offenses. flowing out
of a common transaction, has no appli-
cation in the situation I have described.
- Is it any wonder Judge Hill would not-
be a party to such a scandalous transac-
tion? He is to be commended for his law-,
and-order attitude. In this day and time
when so many treat crime so lightly, it
Is refreshing to have a judge who believes
in upholding the dignity of the law.

Incidentally, Mr. Speaker, the big los-
ers in the $825,000 savings and loan fund
indictment reside in my district. The
savings and loan company is located in
my hometown. Those people are not
interested In the high flights and poetry
of Washington-based copouts. They want
Justice administered to the man accused
of robbing them of their hard-earned
money. : . o '

On last August 22 I wrote Attorney.
General Saxbe a letter in which I asked
him the following two questions: C

1. Specifically, what if anyt-hh_xg was wrong
with the Texas case, what are the legal
grounds, to justily this extraordinary action
of dismissal? St e - -

2. Is the proposed dismissal. recommended
by the U.S. District Attorney whose respon-
sibility. it would be to. prosecute Jacobsen in

- the Texas case?

. Mr. Speaker, ‘that letter was wriﬂcri .
3 months ago.. Up to this time I have not.
received even the courtesy of an acknowl-

‘edgment from the Attorney General.

The fact is there are in fact no legal
grounds for dismissal, and the fact is the
US., district attorney- handling the
$825,000 indictment did not initiate o
request for dismissal. .

Quite obviously, therefore, it would be
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The Secretary’ of the Treasury has very
broad outstanding authority to dispose of our
gold. Current law provides that “. . . he may
sell gold in any amount at home or abroad,
in such manner and at such rates and upon
such terms and conditions as he may deem

most advantageous to 'the public inter-’

est . . ." I belleve that the oversight au-

thority provided by my biil properly belohgs -

to the -Congress. This is yet another area
where the executive branch has unlimited
power and where the people's Representatives
in Congress should have the right to over-
_ sec any action taken,

’ There i3 clearly no valid reason for deny-
ing Congress the oversight authority pro-
vided by my bill, The Secretary of the Treas-
ury was initially granted his broad powers
for the purpose of stabilizing- the value of
our currency at a time when it was redeem-
able in gold. The gold-reserve requirements
for Federal Reserve notes and deposits have
been abolished, however, and the reduction
of the monetary role of gold, bhegun in the
days of the New Deal, has now been com-
pleted. : .

It is clear that the power to dispose of this
national treasure, our gold reserves, must
‘ot rest in one individual. I plan to reintro-
duce this legislation requiring Congressional
approval of the sale, allenation, or commit-
ment of our gold on Monday, September 23,
and I welcome your support. .

————
"IN DEFENSE OF PRIVACY

The SPEAKER pro tempore. Under a
previous order of the House, the gentle-
man from Connecticut (Mr. McKINNEY)
is recognized for 5 minutes.

Mr. McKINNEY. Mr. Speaker, I rise
‘In support of H.R. 16373, the Privacy Act
of 1974, This bill is virtually identical to

legislation I helped to introduced when-

I first came to Congress 4 years ago.
Since that time I, along with every other
citizen in. this country, have been
alarmed over the consistent erosion and
Government abuse of our right to pri-
vacy. The Watergate revelations, in
‘which we learned of Government surveil-
lance of innocent citizens, illegal wire-
tapping, misuse of income tax data, col-
lection of personal dossiers, have helped
to create a growing distrust and even
fear of Government in the minds of mil-
lions of Americans. :

To meet these myriad abuses I had
hoped Congress would promptly enact a
much more comprehensive and inclusive
bill than is represented by H.R. 16373.
. The aim of this legislation is to safe-
-guard Individual privacy from the mis-
use of Federal records and to provide
that Inividuals be granted access to rec-
ords concerning them which are main-
tained by Federal agencies. However, I
recognize there must be a first step in
protecting the personal freedom of pri-
vacy and there is no better place to be-
gin than the safeguarding of individual

" . records held by Government agencies.

We have reached the point in our
history when we must determine whether
we are to be a people who controls their
Government or a Government that con-
trols its people. By passage of this legis-

‘lation we are insuring that it is, indeed,’

the people who control their Govern-

ment, for this bill, in a sense, gives. a

conscience to our Government computers

and tells our citizens that they are in-

deed individuals, not mere numbers on
- a card.
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For the first time the American public
will be made aware of the existence and
characteristics of all personal informa-
tion systems kept by every Federal
agency and each citizen will be able to
review and correct his record as com-
piled by Government agencies, to correct
inaccurate or misleading information in
the records that can be so damaging,
For the first time citizens will be able
to control the transfer of personal in-
formation about him from one Federal
agency to another for nonroutine pur-
poses and no records -concerning po-
litical and religious beliefs of individuals
can be maintained by Federal agencies
unless expressly authorized by law or an
individual himself. Moreover, the avail-
ability of records containing personal
Information will be limited to agency
employees who need access to'them in
the performance of their duties.

In essence, H.R. 16373 provides a series
of basic safeguards for the individual to
help remedy the misuse of personal in-
formation by the Federal Government
and reassert the fundamental right of
personal privacy of all Americans.

Mr. Speaker, we have a long way to

80 before our citizens are once again

confident that the constitutional guaran-
tee of privacy is not a mere ubstraction

.but is a fundamental facet of our sys-

tem of Government. The Privacy Act of
1974, as I have sald, is a first step to
reinstilling confidence that Government
does Indeed respect the freedoms guaran-
teed in the Constitution.

I would hope my colleagues in the
Congress will not rest complacent upon
passage of the legislation before us to-

day. There is much work to be done in

the area of privacy and we must address
the many other aspects—protection of
income tax records; protection of com-
puter files held by privat2 industry:
privacy of bank records and credit rat-

ings; surveillance of innocent citizens, -

to name but a few—to once again insure
privacy as an intrinsic individual liberty,
inherent to our system of democracy.

FEDERAL ELECTIONS COMMISSION

- 'The SPEAKER pro tempore. Under a
previous order of the House, the zentle-
man from Minnesota (Mr, FRENZEL) is
recognized for 60 minutes,

Mr. FRENZEL. Mr. Speaker, the Fed-
eral Election Campaign Act Amendments
of 1974—Public Law 93-443—signed into
law just last month by President Ford, is
an important milestone in the reform of

our system of campaign financing. In the -

past, probably the most important rea-
son for the failure of campaign finance
reform legislation has been the lack of
an effective enforcement agency or
mechanism. The 1974 law attempts to
remedy this problem by providing a ve-
hicle for fair, vigorous, equitable en-
forcement—a Federal Elections Com-
mission.

The Commission is established to ad-
minister, seek to obtain compliance with,
and formulate overall policy for the dis-
closure requirements enacted by the 1971
law, contribution and expenditure lim-

’

USE

itations, public financing provisions, and
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other provisions of law which relate to
campaign financing, . .

With the passage of the 1974 act and
establishment of the Commission, Con-
gress has made a most important official
move to recognize, and to begin to re-
dress, the dangerous lack of public con-
fidence in politics and government at all
levels. >

The Commission is unique among Fed-
eral institutions. Two of the Commis-
sioners are appointed by the President;
two are appointed by the Speaker of the
House upon the recommendations of
the majority and minority leaders of the
House; two are appointed by the Presi-
dent pro tempore upon the recommenda-
tions of the -majority and minority
leaders of the Senate. All six voting mem-.
bers must be confirmed by both the
House and Senate for 6-year terms. In
recognition of the complexity, scope, and
importance . of the new Commission’s
work, the law states that “members shall
be appointed on.the basis of maturity,
experience, integrity, impartiality and
good judgment.” : -
" .The effectiveness of the new law will

,be dependent on the ability of the Com-

mission to oversee and enforce the act's

Intricate provisions and mainiain its own

Integrity, independence, and impartial-
ity in dealing with sensitive issues.
Both the Congress and the President
are presently contemplating their
choices of nominees for these crucial
Positions. To aid this process, it may be
helpful to list some of the vast array of
responsibilities and powers vested in the
Federal Elections Commission and to re-
view some of the regulatory decisions re-
dquired immediately. The following is a

.summary of the major duties and nowers

of the Commission, categorized by fune-

tion, which, while not all-inclusive, will

indicate their range and complexity,
GENERAL RESPONSE!LXTIES -

After being nominated, the Commis-
sloners-designate will be subjected to
confirmation hearings. They will be ex-
pected to display knowledge of the law,
8 grasp for the failings of the old sys-
tem, and a willingness to devote long
hours to assuring the smooth function-
ing of the Commission. ]

Upon final appointment, the Commis-
sloners will need to find a office/head-
quarters. There will be countless budget-
ing, equipment, and hardware decisions.
The Commissioners will have to appoint
a staff director, general counsel and
other members of the staff. Skillful per-
sonnel selection is essential if the Com-
mission is to meet its varied responsibil-
itles. Considerable administrative skill
will be needed at this stage. A few wrong
decisions might seriously impair the fu-
ture operation of the Commission. i

The Commissioners must develop writ-

- ten rules for the conduct of the Commis- .

slon’s activities. These rules will provide
guidelines for the staff and future Com-
mission decisions.

The Commissioners will be responsible .

for formulating overall, general policy
for the 1971 act—containing disclosure
provisions—the criminal code sections:

.relating to campaign financing—contri-

bution and expenditures limitation and
so forth—and the Presidential Election
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NAYS—109
Abdaor Davis, Wis. Mahon
. Ancrews, N.C. delaGarza Mallary
Andrews, Denholm ' Mann
N. Dak. Dennts Martin, Nebr.
Archer Devine Mathis, Ga.
Arends Dickinson Mayne
Ashbrook Evans, Colo. . Miller
Bafalis Evins, Tenn, . Mizell :
Baker Findley - ‘Montgomery
Bauman Pisher i Nichols
Beard Fountain Passman
Benugtit - Goodling Price, Tex.
Bevill - Gross Quillen
* Blackburn Hammer- Randell
Biatnik schmidt Roberts
Bowen Henderson . Robinson, Va.
Bray Hicks Rousselot
Brinkley Holt Ruppe
Broyhill, K.C. Hosmer Ruth
Burleson, Tex. Huber Satterfleld
Burlison, Mo. Hutchinson Scherle
Butler Ichord - Bhuster
Byron Jarman . Bpenco
Casey, Tex. Johnson, Calif. Steed
Chappell, Johnson, Colo. Steiger, Ariz.
Clausen, Johnson, Pa.  Stubblefield
Don H. Jones, Ala. Symms )
Clawson, Del  Jones, Okla. Taylor, Mo.
Cleveland Jones, Tenn, ‘Taylor, N.C.
Cochran Ketchum Thomson, Wis.
Colller Landgrebe Treen .
Collins, Tex. Latta waggonner
Conlan - Long, Md. wampler
Daniel, Dan "’ Lott Whitten
Dantel, Robert McCollister Young, 8.C.
Ww., Jr. "McEwen Young, Tex.
Davis, Ga. McKay Zion
Davis, 8.C. . McSpadden "
.NOT VOTING—37
Armstrong Harsha Rarick
Bergland Hébert Rliegle
Bogcs Heckler, Mass. Roncalio, Wyo.
Brasco Jones, N.C. . Roncallo, N.Y.
Camp Kuykendall Rooney, N.Y.
Conable Landrum Runnels
Crane Luian Sarbanes
Dulsk{ . Luken . Sebelius
Eshleman * Minghall, Ohlo Sikes
Glaimo - Patman Staggers
Grasso Poage Wyman
Grifiths Podell .
Hanna Powell, Ohio

8o the conference report was agrecd
to. . . : ]
The Clerk announced the following
palrs:
Mrs. Boggs with Mr. Dulskl, .
Mr. Hébert with Mrs. Grasso.
* Mr. Stkes with Mr. Luken.
Mr. Riegle with Mrs. Griffiths.
Mr. Rooney of New York with Mr. Xanna.
Mr. Giaimo with Mr. Rarick.
Mr. Staggers with Mr. Kuykendalil.
Mr. Sarbanes with Mr. Crane,
Mr. Bergland with Mr. Harsha.
Mr. Jones of North Carotina with Mr. Camp.
Mr. Landrum with Mr. Eshleman,
Mr. Roncalio of Wyoming with Mr. Con-
able..
Mrs. Heckler of Massachusetts with Mr,
"Lujan. Do . ' o
Mr..Runnels with Mr. Minshall of Ohlo.
Mr. Sebelius with Mr. Patman.
Mr. Roncallo of New York with Mr,
of Ohlo.

" The result of the vote was announced
as above recorded. T .

A motion to reconsider was laid on the
table.

f’owell

- GENERAL LEAVE

Mr. MINISH, Mr. Speaker, I ask unani-
mous consent that all Members may have -

5 legislative days in which to revise and
extend their remarks, and to include ex-
traneous material, on the conference re-
port to accompany S. 388, the Urban
Mass Transportation Asdsistance Act of
1974, just agreed to. ' o

The SPEAKER. Is there chjection to

Jersey? .

" separate views.
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the request of the gentleman from New .

There was no objection.

PERMISSION FOR COMMITTEE ON
WAYS AND MEANS TC HAVE U« TIL

" MIDNIGHT, TCESDAY, NOVEMBER
26, 1974, TO FILE A REPORT, ALONG
WITH MINORITY AND/OR. SEPA-
RATE VIEWS, ON H.LT. 17488

-Mr. MILLS. Mr. Speaker, I ask tmand-
mous consent that the Committee on
Ways and Means may have until mid-
night, Tuesday, November 28, 1974, to
file a report on the bill, HR. 1T428, the
Energy Tax and Individual Tielief Act of
1974, along with any minority and/or

The SPEAKER. Is there objection. to
the request of the gentleman from Ar-
kansas? o .

There was no objection.

PERSONAL EXPLANATION

Mr. RONCALIO of Wyoming. Mr.
Speaker, I wish to state that I would
like the record to show that on the vote
on the conference report on S. 386, the
Urban Mass Transportation Assistance
Act of 1974, just completed, I was unable
to return to the floor in order to record
my vote. I was in conference on the strip -
mine bill, L

Had I been present and voted, I would
have voted against the conference report.

SENATE OVERRIDES PRESIDENTIAL,
VETO ON FREEDOM OF INFORMA-
TION ACT

(Mr. MOORHEAD of Pennsylvania
asked and was given permission to ad-

_dress the House for 1 minute and to re-
_ vise and extend his remarks.)

Mr. MOORHEAD of Pennsylvania, Mr.
Speaker, I take this occasion to advise
the Members of the House that the other
body has followed the leadership of the

- House and has voted to override the veto

on the Freedom of Information Act.

PRIVACY ACT OF 1974

Mr. MOORHEAD of Pennsylvania. Mr.
Speaker, I move that the House resolve
itself into the Committee of the Whole
House on the State of the Union for the
further consideration of the bill (H.R.

'16373) to amend title 5, United States
Code, by adding a section 552a to safe-
‘guard individual privacy from the mis-

use of Federal records and to provide that
individuals be granted access to records
concerning them which are maintained
by Federal agencies. ) :

The SPEAKER. The question is on the

" motion offered by the gentleman from

Pennsylvania (Mr. MOORHEAD) .

The motion was agreed to. -

The SPEAKER. The Chair requests the-
gentleman from Tennessee (Mr. FULTON)
to assume the Chair temporarily.

. _IN THE COMMITTEE OF THE WHOLE

Accordingly the House resolved. itself
{nto the Committee of the Whole House
on the State of the Union for the further
consideration of the bill IT.R. 16373, with

36955

Mr. Furrox (Chairman pro tempore) in
the chafir. Lo -
- The CHATRMAN pro tempore. When
the Committee rose on yesterday, the
amendment in the nature of a substitute
to the bill was subject to amendment at
any point. o
Are there further amendments?
AMENDMENT OFFERED BY MR, MOORHEAD
. OF PENNSYLVANIA
Mr. MOORHEAD of Pennsylvania, Mr.
Chairman, I offer an amendment. :
The Clerk read as follows:
Amendment offered by Mr. MoorHEAD Of
Pennsylvania: On page 31, strike lines §
through 9 and Insert In lieu thereof the
following: L L
“(3) In a suit brought nnder the provi-
slons of subsection (g) (1) (B) or (C) of this
section In which the court determines thas
the agency falled ‘or refused to comply with
any provision of subsection (g)(1) (B) or
(C) of this section, the United States shall
be liable to the individual in an amount
equal to the sum of—" ’

Mr. MOORHEAD of Pennsylvanla. Mr.
Chairman, the purpose of this amend-
ment is to insure that persons who are
actually damaged by the failure of the
Government agency to comply with the.
provisions of subsection (g) (1, (B) or
(C) are compensated for their losses.

_The, amendment does not contain’ a
provision for punitive damages, which
was objected to yesterday. There is noth-

‘ ing in this-amendment, therefore, which

subjects the Government to an undue
burden. The burden is on the citizen. The
citizen must prove that there was a vio-
lation of the provision of this act. He
must then prove that the adverse deter-
mination which damaged him was ca 1
by the above violation. He must finally
a!;ove-the damages caused by thc viola-

n. . ‘ o

With 'this substantial burden already

‘placed on the litigant, I see no reason

to require that proof also be offered of
willful, arbitrary, or capricious aciion by
the defendant agency.

This amendment was suggested as a
reasonable compromise by the gentleman
from Texas (Mr. EckHARDT), and I now

-yield to him.

Mr. ECKHARDT. Mr. Chairman, I
thank the distinguished subconumit
chairman. .

" It will be recalled by those who heard
the debate yesterday that the primary

.objection to the Fascell amendment was

that the - Government should not be
subjected to. punitlve damages. I think
that that was the major ground upon
which that amendment was defeated.
Frankly, had I thought that the Gov-
ernment would practically be so jeopar-
dized, I would have voted against it too.
I did not think that it was a practical
danger, but this amendment completely
removes that proposition.. - . .
However, the amendment does afford
a correction of what seemed to me to be
a very bad defect in the existing lan-
guage, and that is that even though a
person may not be able to get a job be-
cause. his record falsely indicated his

. having been discharged when he had in

fact resigned, if an agent of Government

‘made an innocent mistake in faling to

go through with the procedure provided
in this bill and the person whose record

ed +o BEYT0

[
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" havé .some ,_'.*,Hihgé.-}n At others do not
C.want, oD

. ."'It";s-ébnijeﬁhing i'mﬁk that the House
**€an get behirid; and T do know the deep
. Interest.of ‘the gentleman from Penn-

" 'sylvania and-thé gentleman from Illinols

“in thi§ ‘subject matter, as well as the
.other Members of the committee, and. I

. -know'that their oversight on this will be
- ansactive’and living dversight in the days
-to.come. You cannot grow a full-grown

" oak- by one .act, planting. Every piece of

. legislation' that I have worked on in the:
~. 132 years I-have been here has had to be
‘sipervised by the committee or attended

1o and-changea fromn time to time, with

.-~ ‘changing conditions, or with inforination
"I 'necessary. "I want to.commend both of
. . the gentlemen and members of the com-
- “mittee for work ‘they have done on this.

Y ¢ beuevewit'is-a.;goqd_bill _and I intend to

.comeés in ‘that-indicates changes are

", .vote for it; - .

~»Mr. -MOORHEAD of Pennsylvania. I
thank' the gentleman for his kind re-
“marks. - - ,

" '« Mr,: KEMP. ‘Mr. Chairman, I rise in

", .suppoit of the bill H.R. 16373, the pro-

posed Privacy Act of 1974, and the prin-

"..‘clples;embodled within it. The American
".p'eqpl_e'dé"sewe:the-_t'ype of protection of
- -their privacy provided by this legislation

.and.I ask that it be passed overwheli-

. Ungly. -

. This is ot a new subject area to me.
-“During this Congress-I have sponsored

' ".or cosponsored 16 separate measures re-

" llating to the right of privacy. Thesé

‘measures would tighten policy and pro-

g orocedires in such practices as the ex-

- . charnge-of information about individuals

between Government agencies and Gov-

" ernment and industry; the use of social

.
5.

... security numibers and other coding sys-
Stems;as universal identiflers; the pro-

‘ceduies for approval of wiretaps and
other forms of . electronic survetllance;

. ‘the inspection of confidential Federal in.

come. tax returns by unauthorized par-

- tles} the scope of the exclusions from

the Freedom of Information ‘Act; and,
- various forms of surveillance. )

*. " ‘As'a member of ‘the Task Force on Pri-
vacy, the extenstve final report of which
.. 'was-released several months ago, I had
an opportunity to participate in the for- ]
- mulation of specific recommendations on
 'what actions the Congress ought to take
"to further assure the. adequacy of low
" -as tothe right of privacy,
. ¢ Y And, 8§ a member of the Committee

olr Education ‘and Labor, I was deeply

i’ Involved in—and-supportive of-the en.

actment of the recent amendment to the

) Elementary ‘and .Secondary Education
- “Act, an’ amendmeiit tightening pro-

‘¢edures - for- disclosure of information

_Trom . student ' records maintained by

: school'systems. Offered in the Senate by
the 'distinguished and learned Senator
from New York, James. L. BuckrLey, this

amendment, known as the Family Edu-

.. . tational Rights jand Privacy Act of 1974,

s now.law and became effective vester-
L odayes e -
. Iyegard the consideration of this bill
h_e“,g_irst comprehensive privacy

bill ‘to Be reported by a House commit-

" ‘tec—as-an-indication both of the actual
, - .Nieed for'the.protections embodied within
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it-and of the growing awareness among
legislators of that need.
THE PRIVACY ACT OF 1974 )

The bill beforé us, the Privacy Act of

1874, injects a new sensitivity to individ-

ual rights into all the recordkeeping
practices of the Federal Government. -

These fair information practicés assert
that there should be no recordkeeping
system whose existence is a secret; that
personal information in all files should
be accurate, complete, relevant and up-
to-date; that individuals should be able
to review and correct almost all Federal
files about themselves; that information
gathered for one purpose should not be
used for another without the individual’s
consent; and, that the security and con-
fidentiality of personzl files should be
assured. .

The adoption of these rules as Federal
policy is of historic dimensions.

In amending title 5, Government or- -

ganization and employees, of the United

State Code, to reflect these rules, the '

following specific requirements would
be given force of law: - :

Permits an individual to have access
to records containing personal informa-

tion on him kept by Federal agencies, for.

purposes of inspection, copying, supnle-
mentation and correciion—with cervain
exceptions, including law enforctrzent
and national security records. o

Allows an individual to control the
transfer of personal information about
him from one Federal agency to another
for nonroutine purposes by requiring his
pilor written consent.

Makes known to .the American public

the existence and characteristics of il

personal information systems kept by

every Federal agency. S
Prohibits the maintenance by Federal

agencies of any records concerning the

political and religious beliefs of individ-.

uals unless expressly authorized by law
or an individual himself. .

Limits avallability of records-contain-
ing personal information to agency em-
ployees who need access to them in the
performance of their duties.

Requires agencies to keep an accurate
accounting of transfers of personal rec-
ords to other agencies and outsiders and
make such an accounting available, with
certain exceptions to the individual upon
his request. . .

Requires agencies, ‘through formal

Yrulemaking, to list and describe routine

transfers and establish procedures for
access by individuals to records about
themselves, amending records, handling
medical information, and charging fees

-for copies of documents.

Males It Incumbent upon an agency to
keep records with such accuracy, rele-
vance, timeliness and completeness as is
reasonably necessary to assure fairness
to the individual in making determina-
tions about him. ' .

Provides a civil remedy by individuals
who have been denied access to their
records or whose records have been kept
or used in contravention of the require-
ments of the act. The complainant may
recover actual damages and costs and
attorney fees if the agency's infraction
was willful, arbitrary, or capricious.

Makes unlawiul possession of or dis-
clezare of individually identifiable in-

formation by g govei‘nment..’emp_léyee’

- Punishable by a fine not to exceed $5,000.
Provides that any person-who requests

or obtains such a record by false pre-
tenses {5 subject to a fine of not to exceed
$5,000. A -

And, sets forth statutory provisions re-

lating to archival records; requires an-,

nual report from the President on agency
uses of exemptions: and provides that
the law would become effective 180 days

‘following enactment,. L
On the whole, these are the recom-

mendations arising from the initial pro-

-tection of privacy bill introduced this

Congress, the Goldwater-Koch-Kemp
bill, particularly as those recommenda-
tions relate to access, Inspection, copying,
sugplementatlon, and correction of rec-
ords. : :

The few problems associated with the

. bill- reported by the Committee are sus-

ceptible, I believe, to remedy through the
amendment process this afternoon,

PRIVACY OF MEDICAL RECORDS AND AIEDICAL

N INFORMATION R
- Subsection (f) (3) of the proposed sec-
tion 552a of title 5 would require that
each agency maintaining a system of
records to promulgate rules to establish
procedures for the disclosurc to an in-
dividual upon his request of i3 veiord
or information pertaining to him, in-
cluding special procedure, if deemed nec-
essary, for the disclosure to an individ-
ual of medical records, including psy-

chological records, pertaining to him.
The ' committee’s report clarifles this

section with the following language:

JIf, In the judgment of the agency, ihe
tmnsmls_slon of medical information direcily
to a requesting individual could have an ad-

"verse effect upon such individual, the rules

which the agency -promulgates should pro-
vide means whereby an individucl who waould
be adversely affected by receipt of such data
may be apprised of it in a manner which
would not cause such adverse effects. An ex-
ample of & rule serving such purpose wou'd

be transmission to & doctor named by ‘the.

requesting individual.

As one who is particularly conceried
with the right of privacy as it pertains o
medical records and Information—those
records and that information held by the
Federal agencies as well as those held
within the States—I am encouraged by
the direction of the committee's action
in this regard. But, more should be doic,

It is for that reason that I introduced,
on October 11, the bill, H.R. 17323, to es-
tablish a Federal Medical Privacy Board
‘with responsibility for promoting pro-
tection of the right of privacy as it re-
lates to personal medical information.

That. bill would establish a compre-
hensive, mandatory program of protec-
tion of the confidentiality of medical rec-
ords held by Federal agencies and would
establish a financial assistance program
to States which develop adequate pro-
grams for the protection of non-Federal
records, held by Government or within
the private sector, In their respective
States. ‘ :

This subject is too serious—and poten-
tially too far-reaching—to be dedlt with

as just one of many items to be covered

by a more comprehensive act. I support,
as I indicated earlier, the provision in
the bill now before us as to medical rec-
ords, but I do not feel it is adeguate.

C@n..ﬁwyu/tue fo P 3?5—’7_4

November. 21, 197,



'

NGRE ‘ .
SSIONAL RECORD - |

D )
- SE

i
v o
: 36976
t - pared
: for
* ~1044— the N )
calr., R:I:SF.- Mz:.’c‘:l’lnl Scte
ernime Congrese. & 107a, nggnrc‘:“'“dauo
C 8 . n. -
S-"’”f—‘mnn Opel‘atHo“‘Be- C Monica, Th
© opm s and - ions ommi . N e SPE .
befoent of Plans_}, Federal ttee on Gov- not pres AKER
Selore the aduvan ederal inform V- Th ent, . Evid
1ons Su ced s at e entl
Cong. 1o} chommttf:'hno,o’ o eon _absent Sergeant s ¥ a quorum
Govt. ist an vernment  Inf Fou: Heari el- Th Memb at 1s Ro Nov
Ut. Print d 2d sess!:t Info oreign O ngs e vote ers. - Arms Ro“sh ember
Judls Co“greg Office, l9°nr waxgétlon_. pgega- ViCe' and t was take ﬂl notify R'O;‘SSEIOt Steel 1 21, 19~
end tl’f:y' .FedS:;- Senaw736(1)9-74. ington, U.rsd hot voting gere Werer_l_by electr . : g'°me ' gteei,enan w b i/
Subco! Bill o al data mmit ‘ g 80, as { yeas 3 onic- d Rupp, S“‘Ke: Ar Wﬂre .
St o ok e e on e om0 - BE R e e
Gove. Pore: e on Co earines on ¥ oll N : Ryan Stokes W white
us ‘;“nnné53,;essio:“1tw§:::ef°~ ters Auzug TEAS— 053 ' irae St Wiisehurat
. De . . ¢
yel[ﬂre. gartmentce. 1971 V“shl.nggomghts, Adami gom 53 ngbanes‘ s{}:ﬁ"ey“"“ _&Y:dn,”
c;;;omuwdegetary_:fﬂﬂem'th . n, US. xﬂdabbo Dgﬁnmg Long, L schteill'ﬂeld sml‘fg:n w“""‘!i"llns
ingion, U ana the : Avisory Cducation, and flocnder g uncun Loag, aid Schmeabel Srmington Wilson. oy
» U.S. S ttot . C . u Po; . chroed alecit vilson,
i e S b ST e B i
rd-keepi a Jr X M ce, 1' ash- ndre , N.C. cdward, , Ala, losk s Iver ’i‘ r pSO. . n
ect on ng, an ee sociel icha 973 N WS, . Eilb s, Call McCo ey hust hom n, N Cha :
- Co 4 d . iety - el A. . . Dak Er erg 1. M iste St ster Th son, J. Wi ries, )
Zl;:‘e:l Sclel,ﬁi“terp:;?:ﬁybgép%??PutersB“rker. ﬁxl-lcl;,lénzh') ' Eslc‘;lnborn l\h:gg:g’:!lc; glkstlx‘bltz ' ,'g‘g?xfto s “:'o?; Tex.
. A a - of » Tec= T Ev a n’ Wriz
rangle ook | na Engineerity ey Aoy B o, L Srith. o
heel ,'1972 ence g Bo om. Badi Findley cKa _ Smith, wa all : Yelle
sters 1 er, Sta . . New v ard. ‘N B dillo Fis ey McK y snyd N.Y Ullm Wil r
Sa in A hton ork. 8- alalls F h M {nney Spe er . va an b °
~Sage Fou merican On re , Quad- Buker isher acdon Spence ven Dee utes
ndatio, an life cord: fi - Bor Fioo Madd ald tant, ande rlin Yatro
n . Ni * files rrett % d en on, v T J: Y n
thgle CHAIR , 1069, Yor]:,a;l-!d dos- g:;xrrgan ggng:rs mgﬁf“ stﬁ-,,vtggua,,, vanoer Vern yg:;g:. Aliska
is Onatlllllendmel;'ff:\N. Are “' ussell gf‘““ett ggi%v ﬁzgary Stgg;“es.v gl?g:f : ;'gng: fllln'-
2 Ter : ¥ n . - 0.
nature oef Commitso',,elf not,lge any fur-’ g@n‘éﬁ, Forsythe Marazitt Steed ggggcﬁé’n,, gfobx:ozx?“‘-
The a subs 2e amen he questio - iester H untaln M rtin; Neb wa Tho Zlor
nature cfommittgntme asdmem 'n)wun .,glxngham  Frocer Mart'n, Sebr. mpler ch
[8) : e. v In. ti a = _Freling -C.
agreed to ? S“bsmu?mf’ndxxﬁ;?fnded He gldfﬁf’k““* ;’;cnzﬁﬁ’“‘-mn Mathis. Goo ¥ Lo Yaxs.
le CHAIRS €, a in olling’ ey : . . . grebe
Commig‘EAIRI\L\N » A8 anlehdeg ‘the gf.’,“,'f“lg g:;‘ou :‘;g}:tronq NOT VOT:N
Acc e rises. Und . was Bray e Gando Aspin °E Froch G—80
t ording S. er the r ) ey Ge yaos Me! Bel. . Gint lich
the Speak gly the  the rule. ¢l Breckinrid Pl Melcner Bere Gramel ORTO
(Mr. Br er havi Committee 1 1e Br.“"‘lev due  Gil bons Mezvingky Bergland Grazio Rtz
mittee of the W Chy resumed Lot . Greomiela Qlan Milfora Bolana Hansen Fortuil
of th the W hairm ed the ¢ and B,-o‘?mnn Goldw: Miller Brasco H“isha'“'hsh Powell
mitteg Enion rhole Hol?sn of the ghﬁir ' gro.,;,‘,’- %alir_ ngxzﬂi‘e‘,,“r Mills g;eaux Hastings : ?;‘,“le.;."‘“o
the avi ,» report e on om= rown. ¢ ich., Soodline By inish B ooks bis vs o 1gel -
b ng ed th Broy .Oh Gr g 1ink urke, G tbe ariek
Unit il HR ‘had und that tha: State Bg’-h'”-Nl% Groe Mitche Camg’ M- *!Ecur.f Rhodey
552&"‘1t States ~C}6373 toer conside Com- Buc)nl;ﬂl. va, gree;;greg. Mur,h';}}-i[:q, ggrcy_ NT I‘:‘-““s F. Muss, ﬁ'fme'
from the sdfe; ode, b amer ration Burk nan Sriifiths el appell oLan Jox
m th fegu , by addi ad  tit n Bu ener Gros 18 Moak Clan Hunt woucal
to e mis ard in ding le 5 Bllrke' Fla C'ul‘5 Mol! ley Cla cy Jor Rcoue lo. N.v
"oV 1 . S lo M 105, Rooney, N W
acctss to 1 that in FEdiiyifi“alazfﬁf tow Burieson. T Gude” Montgoime; Conable Jonex N5 S
‘arem to recor divid al recorc Vary urusOu'Te,‘_ Gllnte,. Moorhcead ry b aue xn"'h - Sen armnin
. aintai rds ¢ uals rds a Burto . Mo. uyer caitr, " Daulels stelm Fild el .
-suant ained b oncernin be g 3 and Bt n, Joh Hal Moorhe Donws Kiuczy eler ou
T8 irton hn ey rhea. D minick Kuy Fnek ! 4}
Pt e Bl s B we,EET ol B
me bill Olu enci ron mer- .M er . De Lattg 0
_of t}&dﬁnt adt:,:;cg{ to tgg:}i 1419’elsiepup_ Carney, ohlo - g,fg?er;ua; g;l}:{éxavm : B{fré? k‘nk:,, i
"'The SPEA od by the Gomn re- Soses suna vers skt MeSpada Tengne
. . ith C v, Tex Hon . Natch Eshle evcal en erna
previ SPEA_- he Com an ederberg 2 rahan_ .- Nedy er Eva ma Mius fe : Tfnx|,."
Is 2u:equ8sti.§:r1:l is Under th mittee 'ggfslg;e"?mn Hax?rsx;ng'f“hilo gfiﬁn sns, Colo. - 11;';“’531"“1'01110 ?5?'11.';,' :
y . H 0. urphy Vymg
amendm parate vos ordered, rule, & Claik m Hawklns n 0 Nichols T° the bill wa uphy, N Wyiman
PR tho o thete demand - the * “Don Hetng - - V8 QObey Dahhe Clerke 5 Passed - vow S
e ] en co ed . C n H. Iiel . O'B 'S an vd. %, 8.C.
n the ature 6 mmi on Iawson.” Helstosk o rien noun _
no, th e Com eof a ittee any’ Clev s0n. Del AIeu((e" 1 Hara Mr. Hé ced t
» e mitt substi amen C eland Hic ron O'Nei M bert he f
Th question i ce itute ag g. Sochr ks Ove 11 rs. Bo with M ollon i
e am on is of th e ado Coh an Hinshz vens Mr 28 w r.D ollowing
The end on th e Who pt- C en Ho ow Parr . Moss ith Mr ulski a
¢ 8P, ment was ea ole? ollie lifield Sarrie Mr with  Aspin.
engy EAK wa mendment If Col r Holt 255m Ir, Sike Mr pin. .
aross ER s a me lins He P; an Mr s with Mr Luk
bill ssment' . The greed nt. Colli L L Sltzm otten . Bolan, Mr. M en.
. - and quest to. Go ns, Tex Hort an Peppe Mr. R d with . MeSpad
Th : third fon j o C nla’ “H on Perk T Mr ooney. Mr. Y adden
e bi . readi S o1 ont osme ing . Gla . of N oun .
a il w - ad > on tI e H T Pe im ew gof .
bl?i?dr'iad a \t‘;llxsx dordel'e at ing ‘of thlg 52;‘,;,‘;3 gﬁ‘lﬂﬁ“ gf;:;les, ig gﬁaggegswvgftlhm‘york \lzmn g{e"YTbn
rd time 'd tim o b . Cott - udn ckle Mr ays wi Mrlmx or fern
T o e, e e el Hognut Plk r. Be th A . Pat; h
he SPEA and wa ngrossed Coughlin Hungato Preg Mr. C rgland wfr, Minsh man.
 asaceot e e E SRR S
: The 1e bill 1€ questi ' ver' Jarm: Price! Mr. Doy th Mr. B en :
X i1l uestion i Dani arma ice. Te; ir. B; of Ne . Hu dall.
' Speakex:questlon enisonth Dantel’ Rob Johnson S“tchanex' Mrs, Bk, with Mr. O with
peared t 8nnOUnc;°'as taken e Dw_, Ir Robert ggg:mn- 83}“- R;lll]eb ich. urke of Cali}c"mﬁ Mr. Hogan
: avis. G » Colo, ] . .
] Mr. Eﬁfﬁﬁe it. ed that the and the gaﬁ;; g, ggne?gﬁ;a. " g::suaﬁ“' Mr. Breaux with ormt with Mr
e BORN. Mr. ayes ap- & vis, Wis, Jones, Tenri.  Relq Mr. Lands TSk with ane oreok - Froen-
pgio rum is lrow on the’ Speaker, gel““e;rza Reeen Rouss e, Metcalte witn | NS Grover
nt of or ot pres groun , I ob- De“enback ; Ket p Rina| able. Murph with Mrs, Devine.
pre ord ent d ell ch ldo [ y . G
sent, er ‘that and mal:hat a Dellums King um Roberts te e PhY of New Grasso.
. a e Denn m och ) bins Mr. Teagu rk wi
quorum | the Der\vég Kyros ROblsogn. Va. Mr. St Gee with My, th Mr. C .
S not - Dick ski Lagom Rodino , N.Y. Mr. Rie rmain’ . Hillls.- ~Con-
Dineao Ledgete Roeers Mr. atta with- 2 with Mr. Pow
Done ehma, ncalio r. R thMe Bl . Powell o
Phue Lent n Rooney, e yo. ington angel Sl Hastings f Ohio.
on' R Mr. . . X .
. B
s
Mr. Ka nmeier ma with
rth wt with Mr. H
) th Mr Mr. Eshl arshn.
. Clancy. eman,



reasury (#‘4»;1,
ates the twtes
1¢ Beeretasy of
make paypess.
1 have £
itory treatzcn

- them for e

> pay Wt
of Trantiais:
h regulatioss i
mechs 4]

g

XTI of the Pri:

58 by. requiny
to U8, caitpn
Nt ArrangHs ke
- or gonds 14 &
"he Comjiyails
tates is sythtt-
ts to other @ar
a showing ©at
ge thelr serviret
e, - ien
jon 2 of the T
, of @
direct the B>
yromote %7
rom the Utss*

IR )
nly controtesd
1 differing ¥
\ rates o

]

L
jen-flag airlines by the U.S.
*for. the transportation of
*ual mail: The provision
pent by our own Govern-
transportation rates to
ines lower than those paid
airlines. '
-jaticn Act empowers the
rate to be paid U.S.-flag
e (ransportation of inter-
" Umuil. The rate being paid
. unchanged since 1968,
-'.L-;‘L\'L'.\' in airline costs and de-
.in] increases in postal serv-
.o international mail,
L.l Service, however, pays
uriines up to $1.73 per ton-
ey class mail, and 57.7 cents
¢ tor alt other classes of mail.
- pavment is the maximum
2ir transportation of mail
pislicd periodically by in-

o

Sabab
« 0 dministrations, including
1 stales. in the Universal Postal
U, According to testimony in
_toreign flag airline com-
~eerved from the US, Govern-,
. e o mail transportation rate
jex higher than that paid to
urlines.
-, most other nations of the
their international airlines
internationally agreed upon
«or the transportation of inter-
il U.S. airlines compete in
aind cnrgo markets with these
vs it rates that are agreed
wrnational airlines and their
nis lo. assure international

m'the case of mail payments,
major source of international

ult of this disparity in mail
ag  airlines. in 1973, for
...~ received $68-million less than
- «hf have if they. were reimbursed
- S Government at the rate paid
- menthay airlines which compete
lor international business.
nniittee thoroughly considered
that the CAB set international
‘s jor U.S. carriers at a level no
©an the current Universal Postal
* Huwever. we chose not to do
“roounportant reasons. First, we
~ewd that the UPU postal rate
©+ level significantly above what
Sarearriers to carry the mail. In
the rate, different costing
~-- srensed than those used by the
: ' the costs also reflect the rela-
Jefteneles of short-haul foreign

¥ believe the UPU rate is an
auidy for carrying the mail
©ol natiens cheose to pay their
7 77ond other air carriers with-
. i realistic costs: While we
-1 this indirect subsidization
Competitive advantage to
dirlines, we do not-believe
L requires that the United
Uy subsidize its privately
5, Second, if the United
! the UPU postal rates to all
“witional airlines, the rate in-
150 to the financially healthy

revinent of the various na--

1974 _CONGRESSIONAL RECORD — SENATE

international carriers as well as the rela-
tively weak. In other words, U.S.
carriers not now experiencing financial
difficulty would receive windfall revenues

" under the UPU rate which we do not

';)or ton-mile despite sub- .

.believe are justified..

Accordingly, the Senate Commeice
Committee today approved an ‘amend-

-ment to S. 3481, as passed by the House,

which would strike the mandatory UPU
postal rates from.the House bill and sub-
stitute a provision similar to the original
Senate bill.

In effect, the committee amendment

.continues to leave with the CAB the re-

sponsibility for setting fair and reason-
able air malil rates at whatever level the

" poard finds appropriate. However, the

milar air transport services. -

venue, such parity does not .

'

amendment admonishes the Board in
setting such rates that— »

It shall take into consideration rates paid
for transportation of mail pursuant to the

universal postal union convention as rati-.

fied by the United States Government, shall
take into -account all of the rate-making
elemetits employed by the Universal Postal
Union in fixing its airmail rates and shall

‘ further consider the competitive disadvan-

tage to U.S. flag air carrlers resulting from
foreign air ecarriers recetving universal
postal unlon rates for the carriage of U.S.
mail and the national origin mail or their
own countries. .

Mr. President, we think that this is a
fair and equitable amendment and will
result in mail rates that are just and
reasonable taking into account all car-
riers' costs, including the ever-rising cost
of fuel and a reasonable return on in-
vestment. While we are aware that there
has been considerable lobbying of the
Congress by Pan American Airways and
its employees over the UPU postal rate,
we_ still do not believe that that rate is
justified by the facts. We in the Com-
merce Committee feel that this bill as
I have proposed to amend it will be very
helpful in the future in making a better
competitive climate in the international
area without the need for indirect sub-
sidy from the international arena.

T urge my colleagues to support this
bill as I have proposed to amend it and
send it back to the House in hopes that
the House might accept our amendment
so as to insure final passage and Presi-:
dential signature this vear.

Now, Mr. President, there was a hold
placed on the bill by both Senaiors Mc-
Gee and Proxmire. The amendment that
1 am offering is satisfactory- to them.
The proposed amendment has been ap-
proved by the Commerce Committee, as I
have stated, as of this merning.

Mr. President, I send the amendment
to the desk and ask that it be stated. -

The PRESIDING OFFICER. The.clerk
will report.

The assistant legislative clerk read as

foilows: . .

On page 4, strike section 4 in its entirety
and Insert in lieu thereof: "Rates for trans-
portation of United Stareés mail in foreign
air transportation.” -

Thz amendment is as follows:

Gu page 4, strike section 4 In Its entirety
and insert in lleu thereof:

RAVHS FOR 1'11.'\NSPORTA"I'!ON OF UNITED STATES

L IN 'FOREIGN AIR TRANSPORTATION

the Fedeval Aviation Act of 1958 (49 U.S.C.

)

1376) is amended by Inserving (137 Lmume-
diately after **(h)", and by adding at the end
thereof the following new paragraph:

**(2) The Secretary of State and the Post-
master General each shall take all necessary
and appropriate actions o assure-that ihe
rates pald for the transportetisn of ol
pursuant to the Universal Postal Unioi: Coi-
vention shall not be higher than fair and
reasonable rates f{oi such zervices. The Scc-
retary. of State and the Postmaster General
shall oppose eany present or proposed Uni-
versal Postal Union rates which are higher
than such rfafr and reasonable rates.

*(3) The Civil Aeronautics Board shall act
expeditiously on any proposed changes in
rates for the transportation cf mail by aiv-

.craft in foreign air transportation. In estab-

lishing such rates, the Board shall take into
consideration rates paid for transportation
of mall pursuant to the Universal Postnl
Union Convention as ratified by the United
States Governmernt, shall take into accoun
all of the rate-making elements emoloyved iy
the Universal Postal Union in fixing irs
atrmail rates. and shall further consider the
competitive. disadvantage to U.S. flag air
carriers resulting from foreign air carriers
recelving Universal Postal Union rates tor the
carriage of U.S. mail and the natlonal origii:
malil of their own countries.” )

. Mr. CANNON. Mr. President. this.
amendment simply eliminates the re-
quirement that the UPU he paid for car-
riage of foreign mail transportation and
requires that that must be a factor taken
into consideration by the Civil Aeronau-
tics Board in fixing the rates.

The PRESIDING OFFICER. The
question is on agreeing to the amend-
ment. ' .

Mr. GOLDWATER. Mr. President; I

‘have .a question of the Senator from

Nevada. Would this have a salutary
effect on Pan American's
. Mr. CANNON. Yes. The answer tc the
question is that this would have a salu- -
tary effect. The provision that we have
requires the Board to act immediately in
fixing a temporary rate pending the out-
come of the mail rate case that is now
under consideration before the Bouard:
The passage of this bill would result in
an increased payment to Pan Am upon

‘the determination of the fair and reason-

able rate to be paid, which has to be
determined by the end of this month by
the Civil Aeronautics Board.

In addition, it has certain policy mat-

ters set forth in the bill that. we have

already acted on that are going to re-
quire the Departnient of State and the
Board to get off the dime and try to
help the U.S. air carriers, to try to pro-
hibit discrimination against U.S. air car-
riers that is carried .on at the present
time. .

Mr. GOLDWATER.: I thank the Sena- -~
tor very much. o

Mr. CANNON. Mr. President, T move ’
that the .Senate concur in the House
amendment, with the amendment that
we have just submitted. .

The PRESIDING OFFICER. The ques-

‘ tion is on agreeing to the motion.

The motion was agreed to.

PRIVACY ACT OF 1974

Mr. ERVIN, Mr. President, I ask the
Chair to lay hefore -the Senate a mes-
sage from the House of Representatives
on S. 3418.
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The PRESIDING OFFICER laid be-

.fore the Senate the amendments of the

House of Representatives .to the bill
(S. 3418) to establish a Privacy Protec-
tion Commission, to provide manage-
ment systems in Federal agencies and
certain other organizations with respect
to the gathering and disclosure of in-
formation concerning individuals, and
for other purposes, as follows: _
Strike out all after the enacting clause,

.and insert: That this Act may be cited as

the “Privacy Act of 1974".

Sec. 2. (a) The Congress finds that—

(1) the privacy of an indlvidual is di-
rectly affected by the collection, malnte-
nance, use, and dissemination of .personal
information by Federal agencies;

(2) the increasing use of computers and
sophisticated information technology, while

" essential to the efficient operations of the
Government, has greatly magnified the harm -

to 1ndividual privacy that can occur from
any collection, maintenance, use, or dis-
semination of personal information;

(3) the opportunities for an individual to
secure employment, ' insurance, and credit,
and his right to due process, and other legal
protections are endangered by the misuse
of certain information systems;

(4) the right to privacy is a personal and

fundamental right protected by the Coustl-

tution of the United States; and

'(5) In order to protect the privacy of in-
dividuals identifled in. Information systems
maintained by Federal agencles, it is neces-
sary and proper for the Congress to regulate
the collection, maintenance, use, and dis-
semination of information by such agencles.

(b) The purpose of this Act is to provide
certain safeguards for an individual against
an invasion of personal privacy by requiring
Federal .agencles, except as otherwise pro-
vided by law, to— ‘-

(1) permit an Individual- to determine
what records pertaining to him are collected.

mnaintained, used, or disseminated by such
agencies: J :

(2) permit an Individual to prevent rec-

ords pertaining to him obtained by such
agencies for a particular purpose from being
used or made available for another pur-
pose without his consent:
_ (3) permit an individual to galn access
to information pertaining to him in Federal
agency records, to have a copy made of all
or any portion thereof, and to correct or
amend such records; T

(4) collect, maintain, use, or disseminate
any rccord of identifiable personal informa-
tlon in a manner that assures that such ac-
tion s for a necessary and lawful purpose,
that the information is current and accurate
for its Intended use, and that adequate safe-
guards, are provided to prevent misuse of
such.information; .

(5) permit cxemptions from the require-
ments with respect to records provided in
this Act only. In those cases where there Is an
tmportant public policy need for such exemp-
tion as has been determined by specific'stat-
utory authority; and

(6) be subject to civil suit for any dam-
ages which occur as a result of willful, arbi-
trary, or capricious action which violates any
individual's rights under this Act.

Sec. 3. Title 5, United States Code, IS
amended by adding after sectlon 552 the fol-"

lowing new section:
*§ 552a. Records maintained on’ individuals

‘“(a) DEFINITIONS.~—For purposes of this
section— Co

(1) the term ‘ngency’ means agency as
defined In section 552(e) of this title;

*(2) the term ‘individual’ means a citizen
of the United States or an allen lawfully ad-
mitted for permanent residence;

“(3) the term ‘'maintain’ includes main-
tain, collect, use, or disceminate;
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“(4) the term ‘record’ means any collec-
tion or grouping of information about an
individual that is maintained by an agency
and that contains his name, or the identify-
ing number, symbol, or other identifying
parttcular assigned to-the individual;

-*(5) the term ‘system of records' means
a group of any records under the control of
any agency from which Information is
retrieved by the name of the individual or by
some identifytng number, symbol, or other
tdentifying particular assigned to the individ-
ual: and

*“(6) the term ‘statistical research.or re-
porting record’ means a record in a system
of records maintained for statistical research
or reporting purposes only and not used in
whole or in part in making any determiina-
tion about an identifiable individual, except
as provided by section 8 of title 13.

*(b) CONDITIONS OF DISCLOSURE.—NoO agen-
cy shall disclose any record which .1s con-
tained In a system of records by any means
of communication to any person, or to an-

other agency, except pursuant to a written .

request by, or with the prior written consent
of, the Individual to whom the record per-
tains, unless disclosure of the record would
be—

*(1) to those officers and employees of
the agency which maintains the record who
have a need for the record in the perform-
ance of their dutles; o

*(2) for a routine use described under sub-
section (e)(2) (D) of tils seution;

*(3) to the Bureau of the Census for pur-
poses of planning or carrying out a census-or
survey or related activity pursuant to the
provisions of title 13; |

*“(4) to a recipient who has provided the
agency with advance adequate written assur-
ance that the record will be used solely as
a statistical research or reporting record, and
the record Is to be transferred in a form that
is not individually identifiable;

‘(5) to the National Archives of the United
States as a record which has sufficlent his-
torical or other value to warrant its con-
tinued preservation by the United States
Government, or for evaluation by the Ad-
ministrator of General Services or his desig-
nee to dctermine whether the record has
stich value: ’

“(8). to another agency or to an tnstru-

mentality of any governmental jurisdiction
within or under the control of the United

‘States for a law enforcement activity if the

activity is authorized by law, and if the
head of the agency or instrumentality has

" made a written request to the agency which

maintains the record specifying the partic-

-ular portion desired and the law enforcement

activity for which the record is sought;
“(7) to a person who Is actively engaged
in saving the life of such individual, if upon

such disclosure notification is transmitted

to the last known address of such individual;
“(8) to either House of Congress, or, to the
extent of matter within its jurisdictlon, any
committee or subcommittee thereof, or any
joint committee of Congress or subcommit-
tee of any such joint committee; or
“(9) pursuant to the order of a court of
competent jurisdiction. o
*(c) ACCOUNTING oOF CERTAIN Discro-
surrs.—Each agency, with respect to each
system of, records ‘under its control, shall—
“(1) except for disclosures made under
subsection (b)(1) of this section or dis-
closures to the public from records which by

-law’ or reg'ulatlon are open to public inspec-

tlon or copyving, keep an accurate account-
ing of— .~ - !

“(A) the dute, nature, and purpose of
each disclosure of a record to any person or
to another agency made under subsection
(b) of thls section; and )

*(B) the name and address of the person or

_ ngency to whom the disclosure is made:
“(2). retaln the accounting n:ade . under-.

paragraph (1) of this subsection for at least

five years after the discleg
accounting {s made;

“(3) except for disclosypes
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rederal Register at least annually a notice
o the existence and character of the sys-
rem of records, which notice shall Include—

(A) the name and location of the sys-
21 .
l'-(B) the categories of individuals on
« lom records.are maintained in the system;

“(C) the categories of records maintained
1 the system;

(D) each routine purpose for which the
records contatlned in the systemn are used
or intended to be used, Including the cate-
ories of users of the records for each such
purpose; .

“(E) the policles and practices of the
auency regarding storage, . retrievability,
;{ccess controls, retention, and .disposal of
the records; ’

“(F) the tltle and business address of
- (he agency officlal who 1s responsible for

the system of records; . .
“(G), the agency procedures whereby an
individual can be notified at his request if

1he system of records contains a record

pertaining to him: and .

*(H) the agency procedutes whereby an in-
dividual can be notified at his request how
he can galn access to any record pertaining
to him contalned in the system of records,
and how he can contest its content; .

“(3) maintain all records which are used
hv the agency in making any determination
about any Individual with such accuracy,
relevance, timeliness, and completeness -as Is
rcasonably necessary to assure fairness to
the Individual in-the determination:

“(4) maintain no record concerning the
political or religious bellef or activity of any
individual, unless expressly authorized by
statute or by the indlvidual about whom
the record is maintained: Provided, however,
That the provisions of this paragraph shall
not be deemed to prohibit the maintenance
of any record of activity which is pertinent:
to and within the scope of a duly suthorized
law enforcement activity; and- R

*(5) at least 30 days prior to publication
of information under paragraph (2)(D) of
this subsection published in the Federal
Register notice of the use or intended nse of
the Information in the system, and provide
an opportunity for interested persons to sub-
mit written data, views, or arguments to the
agency.

“(f) AGENCY RULES.—In order to carry out
the provisions of this section, each agency
that maintains a system of records shall
promulgate rules, in accordance with the re-

quirements (including general notice) of -

section 553 of this title, which shall—

“(1) establish procedures whereby an {n-
dividual can be notified in response to his re-
quest If any system of records named by the
individual contains a record pertaining to

~ him;

“(2) define reasonable times, places, and
requirements for identifying an individual
who requests his record or information per-
taining to him before the agency shall make

the record or informatlon available to the
Andividual; - ’

*(3) establish procedures for the disclosure
to an individual upon his request of his
record or informatfon pertaining to, him,
including speclal procedure, If deemed neces-
sary, for the disclosure to an individual of
edlcal records, including psychological rec-
ords, pertalning to him; )

"(4) establish procedures for reviewing a
‘equest from an indlvidual concerning the
lmendment of any record or informatlion per-
taining to the Individual, for making a de-
termination on the request, for an appeal
Within the agency of an initial adverse
fgency determination, and for whatever addi-
tional means the head of the- agency may
deem necessary for each individual to be able.
to exercise fully his rights under this section;
and ' '

“(5) establish fees to be charged, If any, -

to any individual for making copies of his
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ords which contain individually ldentifiable

record, excluding the cost of auy search for
aud review of the record. L .

The Office 'of the Federal Reglister shall an-
nually compile and publish the rules pro-
mulgated under this subsection and agency
notices published under subsection (e)(2)
of this section In a form available to the
public at low cost. .

*(g) (1) CrviL REMEDIES.—Whenever any
agency (A) refuses to comply with an indi-
vidual request under subsection (d) (1) of
this section, (B) fails to maintain any record
concerning any individual with such accu-
racy, relevance, timellness, and completeness
as is necessary to assure falrness in any de-
termination relating to the qualifications,
character, rights, or opportunities of, or ben-
efits to the individual that may be rhade on
the basis of records and consequently a de-
termination i3 made which {s adverse to the
Indtvidual, or (C) falls to comply with'any
other provision of this section, or any rule
promulgated thereunder, in such a way as
to have an adverse effect on an Individual,
the individual may bring a clvil action
against the agency, and the district courts of
the United States shall have jurisdiction in
the matters under the provisions of this sub-
section. :

*(2) (A) In any suit brought under the
provisionls of subsection (g)(1)(A) of this
section, the court may enjoin the agency
from withholding the records and order the
production to the complainant of any agency
records improperly withheld from Lim. In
such a case the court shall determiiec the
matter de novo, and may examine the con-

-tents of any agency records in camera to de-

termine whether the records or any portion
thereof may be withheld under any of the ex-
emptions set forth in subsection (k) of this
section, and the burden is on the agency to
sustain its action. . :

“(B) The court may assess agalnst the
United States reasonable attorney fees and

‘other litigation costs reasonably incurred in

any case under this paragraph in which the
complainant has substantially prevailed.

**(3) In any suit brought under the provi-
sions of subsection (g) (1) (B) or (C) of this
section in which the court determines that
the agency acted in a manner which was will-
ful, arbitrary, or capricious, the United
States shall be liable to the Individual in an
amount equal to the sum of—

“(A) actual damages sustained by the in-
dividual as a result of the refusal or failure;
and

*(B) the costs of the actlon together with
reasonable aitorney fees as determined by
the court. '

“(4) An action to enforce any Hability
created under this section may be brought in
the district court of the United States in the
district in which the complainant resides, or
has his principal place of business, or in
which the agency records are situated, or {n

“the District of Columbla, without regard to

the amount in controversy, within two years
from the date on which the cause of action
arises, except that where an agency has ma-
terially and willfully misrepresented any in-
formation required under this section to be
disclosed to an individual and the informa-
tion so misrepresented Is material to the
establishment of the liability of the agency
to the individual under this section, the
action may be bought at any time within
two years after discovery by the individual of
the misrepresentation.

‘“(h) RIGHTS OF LEGAL GUARDIANS.—For the
purposes of this section, the parent of any
minor, or the legal guardian of any individ-
ual who has been declared to be incompetent
due to physical or mental incapacity or age
by a court of competent jurisdiction, may
act on behalf of the individual.

“(1) (1) CRIMINAL PENALTIES.—Any officer
or employee of the United States, who by-
virtue of his employment or official position,
has possession of, or access to, agency rec-
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Information the disclosure of which 1s pro-
bibited by this section or by rules or regu-
lations established thercunder, and who
knowing that disclosure of the specific ma-
terial 18 so prohibited, willfully discloses the
material In any manner to any person or
agency not entitled to receive it, shall he
fined not more than $5,000. -

“(2) Any person who knowingly and will- - -

fully requests or obtains any record colcern-
Ing an indtvidual from an agency under false
pretenses shall be fined not more than
$5,000. . :
. “()) - GENERAL EXEMPTIONS.—The head of-
any agency may promulgate rules, in accord-
ance with the requirements (including gen-
eral notice) of section 553 of this title, to
exempt any system of records within the
agency from any part of this section except
subsectlons (b) and (e)(2)(A) through (I)
and (1) {f the system of records is— .

“(1) malntained by the Central Intelli-
gence Agency: or

“(2) malintained by an agency or compos’
nent thereof which performs as its principal
function any activity pertaining to the en-
forcement of criminal laws, including police
efforts to prevent, control, or reduce crime
or to appreliend criminals, and the activities
of prosecutors, courts, correctional. proba-

“tlon, pardon, or parole authoritles, and

which consists of (A) Information com-
plled for the purpose of identifying tndivid-

‘ual criminal offenders and alleged ofenders

and consisting only of identifying data and
notations of arrests, the nature and disposi- .
tion of criminal! charges, sentencing, con-
finement, release, and parole and probation
status; (B) information compiled for the
purpose of a' criminal investigation, includ-
ing reports of Informants and investigators,
and associated with an identifiable individ-
ual; or (C) reports identifiable to an In-
dividual compiled at any stage of the proc-
ess of enforcement of the criminal laws froin
arrest or indictment through release from
supervision, ) e ) .
- “(k) SpecIFiIc EXEMPTIONS.—The head of
any agency may promulgate rules, in sccord-
ance with the requirements (Including gen-
eral notice) of section 553 of this title, to
exempt any system of records within' the
agency from subsections (c¢) (3), (d), {e) (1),
(e} (2) (G) and (H), and (f) of this section
if the system of records ts— B

“{1) .subject to the provisions of section
552(b) (1) of this title;

“(2) Investigatory material compiled for
law enforcement purposes, other ths
terial within the scope of subsection
of this section: Provided, however, -
any individual is dented any right, pr
or'benefit that he would otherwise be e
by Federal law, or for which he would
wise be eligible, as a result of the 1
nance ‘of such material, such materi:
be provided to such individual, except
extent that the disclosure of such M......
would reveal the tdentity of a source who
furnished Information to the Government
under an express promise that the ldentity
of the source would be held In confidence,
or, prior to the effective date of this section,
under an hmplied promise that the identiiy
of the source would be held In confidence;

“(3) maintalned in connection with pra-
viding protective services to the President of
the United States or other Indlviduals pur-
suant to section 3056 of title 18;

*“(4) required by statute to be maintained

and used solely as statlstical research oy re-

porting records; .

“(6) investigatory material complled s:lely
for the purpose of determining sultability,
eligibility, or qualifications for Federal civil-
fan employment, military service, Federal
contracts, or access to classiflied informatinn,
but only to the extent that the disclosure of
such material would reveal the identity of
a source who furnished information to the
Government under an express promise that
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the Identity of the source would be held in
confidence, -or, 'prior to the eflective date of
this section, under an implied promise that
the ldentity of the source would be held in
confidence:

- (6) testing or examination materlal used
_.solely to determine individual qualifications
, for appointment or promotion in the Federal

service the disclosure of which would com-
promise the objectivity or fairness of the
testing or examination process; or .

‘“(7) -evaluation material used to deter-
mine potenttal for promotion in the armed
services, but only to the extent that the

disclosure of such material. would reveal,

.the identity - of a source who furnished in-
formation to the Government under an ex-
press promise that the identity of the source
would be held in confidence, or, prior to
the effective date of this section, under an
implied promise that the ldentity of the
. source would -be held in confidence.
. (1) (1) ArcHivaL REcorps.—Each agency
record which {s accepted by the Administra-
tor of General Services for storage, process-
ing, and servicing in accordance with sec-
- tlon 3103 of title 44 shall, for the purposes
- of this section, be considered to be main-
tained by the agency which deposited the
record and shall be subject to the provisions
of this section. The Administrator of Gen-
eral Services shall not disclose the record
except to the agency which maintains the,
record, or under rules established by that’
agency which are not inconsistent with the
provisions of this section.

“(2) Each agency record pertaining to an
identifiable individual which was transferred -
to the National Archives of the United
States as a record which has sufficient his-
torical or other value to warrant its con-

-tinued preservation by the United States
Government, prior to the eflective date of
. this sectlon, shall, for the purposes of this
section, be considered to be maintained by

the National Archives and shall not be sub- °

ject to the provisions of this section.

“(3) Each agency record pertalning to
an identifiable individual which 18 trans-
ferred to the Natlonal Archives of the
United States as a record which has suffi-
cient historical or other value to warrant
its continued preservation by the United
States Government, on or after the effec-
tive date of this section, shall, for the pur-
poses of this section, be considered to be
maintained by the National Archives and
shall be subject to all provisions of this
section except subsections (c)(4); (d) (2),
(3), and (4); (e)(1). (2)(H) and (3);
(1) () (g)(1) (B) and (C), and (3).

“(m) (1) MORATORIUM ON THE USE, OF THE
S0CIAL SECURITY ACCOUNT NUMBER.—No Fed-
eral agency, or any State or local govern-

ment acting in compliance with any Fed-.

eral law or federally assisted program, shall
deny any individual any right, benefit, or
privilege provided by law by reason of such
individual's refusal to disclose his soclal se-
curity account number.

“(2) This subsection shall not apply—

“(A) with respect to any system of rec-

_ords in existence and operating. prior to

January 1, 1975; and :

‘“(B) when disclosure of a socinl security
account number 1s’ required by Federal law,

*“{3) No Federal agency, or any State or
local government acting in compliance with -
any Fcderal law or rederally assisted program,
shall use the social security nccount number
for any purpose other than for verification
of the identity of an individual unless such
other purpose 1s specifically atthorized by
F‘e:lm al law.

“(n) ANNUAL REPORT.—The President shall
submnit to the Speaker of the House and the
President of the Senate, by June 30 of each
calendar year, a consolidated report, sep-

arately listing for each Federal agency the-

- number of records contained in any system
of records which were exempted from the
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_with the private sector and we also: eifm

application of this section under the provi-

slons of subsections (}) and (k) of thia-

section during the preceding calendar year,
and the reasons for the exemptions, and such
other information as indicates eﬂorta to ad-
minister fully this section.”.

SEC. 4. The chapter’ annlysls of chapter 5

‘'of title 5, United States Code, ls nmended by

mseltmg
“552a Records abcut lndlviduals

. u:nmediately below:
“652. Public information; agency rules, opin- .

fons, orders, and proceedings.”.

SEC. 5. The amendments made by this Act
shall become effective on .the one hundred
and eightieth day following the date of en-
actment of this Act.

Amend the title so as to read: “An act
to amend title 5, United States Code, by
adding a section 552a to safeguard in-
dividual privacy from the misuse of Fed-
eral records and to provide that indi-
viduals be granted access to records con-
cerning them which are maintained by
Federal agencies.”

*Mr. ERVIN. Mr. President, on Novem-
ber 21, just before the Thanksgiving re-
cess, both the Senate and“the House
adovted in different forms

, The PRESIDING OFFICER. Will the
Senator suspend briefly until the Chair
gets order in the Senate.

I would like to ask the Members of the -
Renate to please bring order to the

Chamber because the Senator from
North Carolina is entitled to' be heard
and he cannot be heard. Would those
members ' conversing please remove
themselves to the cloakroom. :

The Senator will continue to suspend
until there is order in the Chamber.

The Senator may proceed.

Mr. ERVIN. On November 21, just be-
fore the Thanksgiving recess, both the
Senate and the House passed in differ-
ent forms' Federal privacy. legislation.

Because of the limited amount of time

available between the time of the recon-
vening of Congress after the recess and
the end of the session of Congress mem-
bers of the Government Operations
Committee of the Senate and the House
agreed that they would have the different
versions studied by their respect.lve staffs
during the recess.

- After the recess the members of -the

staffs who had made this study reported *
to the members of the two committecs, .

and after that the members of the two
committees met informally and agreed
on the amendments that I will offer in
behalf of all the original cosponsors of
the privacy bill.

We thought this was a better way of
doihg it without having a conference and
I have been assured by the members of
the House Government

tion, that the House will accept these
amendments which I propose on.behalf

of myself and all of the original co-.

Sponsors of the bill.
The main iifferences between the two

versions which are reconciled here was -

that instead of establishing a privacy
- board, as the Senate bill did, that we
will have a privacy study commission to
study the subject and report back to the
President, to the Senate, and to the
House.

We also eliminated, in deference to

-the House, provisions of the bill dzaling

‘with law enforcement agencies. .’ !

_amendment will be stated.

Operations
Committee interested in privacy legisla-"

inated some of the provisions dealing

»\t-wu
Now, Mr. President, on behalf of‘;“
original cosponsors of the Senate: bﬂl
and myself, I make this motion.: .,
Mr. President, I move that the Seny
agree to the engrossed amendments gp
the House to the bill (8. 3418) to eshb :
lish a Privacy Protection Commission- o
provide management systems in Fed
agencies and certain other or -
tions with respect to the gathering and
disclosure of information concerning, in-
dividuals, and for other purposes, with
the following amendments to such en- .
grossed amendments: . e
In leu of the matter proposed’ to be
Inserted by the House to the text of the
bill, insert the following amendment
which I now send to the desk. awsgus
The PRESIDING' OFFICER. : Th

The assistant legislative clerk
ceeded to read the amendment.
Mr. ERVIN. Mr. President, T as]
unanimous consent that further reading
of the amendment be dispensed with. - .

The PRESIDING OFFICER. Wlthout'
objection, it is so ordered. ’

- The amendment is as follows:

In Heu of the matter proposed to be
inserted by the House to the text of the
bill, insert the following: arsa st
That this Act may be cited as the “Privacy
Act of 1974", T sl

SEc. 2. (a) The Congress ﬂnds that—- 2T,

(1) the privacy of an individual is dlrectly
affected by the collection, maintenance, use;
anc dissemination .of personal informat'on
by Federal agencies; et vy

(2) the increasing use of computers and
sophisticated information technology, while
essential to the efficlent operations of the
Government, has greatly magnified the Larm
to individual privacy that can occur from
any collection, maintenance. use, or dlsseml-
nation of personal information;.

(3) the opportunities for an {ndividual '.o
secure employment, insurance, and credit,
and his right to due process, and othsr legal
protections are endangered by the mlsuse
of certain information systems;

(4) the right to privacy is a personnl nnd
JSfundamental right protected by the Constl-
tution of the United States; and .

(6) in order to protect the privacy of in-,
dividuals identified in information systems
maintained by Federal agencles, it is neccs-
sary and proper for the Congress to regulatas:
the collection, maintenance, use, and dis-
semination of information by such agencies.

(b) The purpose of this Act is to provide
certaln safeguards for an individual against
an Invasion of personal privacy by requiring
Federal agencies, except as otherwise pro-
vided by law, to— I

(1). permit an lndlvldual to ‘determine
what records pertaining to him are collected,
maintained, used, or dissemlnated by such
agencies;

(2) permit an individual to prevent records ‘
pertaining to him obtained .y such agencies
for a particular purpose from being used or
made available for another purpose without
his consent;

(3) permit an Individual to gain nccess-
to information pertaining to him in Federal .
agency records, to have a copy made of all or
any portion thereof, and to correct or amend
such records: ‘

(4) collect, maintain, use or dlss;.eml!mte
any record ot identiflable personal informa-
tlon in a manner. that assures that such
action is for a necessary and lawful purpose.
that the information 18 current and accurate
for its intended use, and that adequsate safe-
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 ds are provided to prevent misuse of
sunl .
¥ information;
suel " ermit exemptions: from the require-

f s with respect to records provided in
mell Act only in those cases where there is
"“““,,port.ant public policy need for such ex-
ah lon as has been determined. by specific
‘::l.:t’lxzory authority: and
: "6) be subject to civil-suit for any dam-
ancs which occur as a result of willful or in-
4 national action which violates any indivi-
ghts, under this Act.

sec. 3. Title 5, United States Code, .1s
4mended DY adding after section 552 the fol-
owing Hew section: . . .
s 5528, Records maintained on individuals

“w(a) DEFINTTIONS.—For purposes of this:
section— -

»(1) the term ‘agency’ means Aagency as
defined 1n sectlon 552(€) of this title;

«(2) the term ‘individual’ wmeans a cltizen
of the United States or an allen lawfully ad-
mitted for permanent restdence; : :

+(3) the term ‘'maintain’ includes main-
tatn, collect, use, or disseminate; .

»(4) the term’ ‘record’ means any Iitem,
collection, or grouping of information about
an individual that {is.maintained by an
agency. including, but not limited to, his
education, financial transactions, medical
history. and criminal or employment history
and that contains his name, or the identi-
fying number, symbol, or other identifying
particular assigned to the individual, such
as a finger or voice print or a photograph;

*(5) the term ‘system of records’ means a
group of any records under the control of
any agehcy: from which information s
retrieved by the name of the individual or
by some identifying number, symbol, or cther

. identifying particular “assigned to the in-

dividual; . .

“(6) the term ‘statistical record’ means a
record in a system of records maintained for
statisical research or reporting purposes only
and not used in whole or in part In making
any determination about an identifiable in-
dividual, except as provided by section 8
of title 13. .

“(7) the term ‘routine use’ means, with
respect to the disclosure of a record, the use
of such record for a purpose which is com-
patible with the'purpose for which 1t was
cotlected. .

“(b) CoNDITIONS OF DiscLosure.~—NoO
agency shall disclose any record which-is con-
tained In a system of records by .any means
of communication to any person, or to an-
other agency, except pursuant to a written
request by, or with the prior written consent
of, the individual to whom the record per-
tains, unless disclosure of the record would
be— . .

“(1) to those officers and employees of the
agency which mqlncams the record who have
o need for the record in the performance of
their duties;

“(2) required under section 552 of this
title; :

“(3) for a routine use as defined In subsec-
tion (a) (7) of this section and described un-
der subsection (e) (4) (D) of this section;’

“(4) to the Bureau of the Census for pur-
poses of planning or carrying out a census or
survey or related activity pursuant to the
provisions of title 13; - ’

*“(6) to a reciplent who has provided the
agency with advance adequate written assur-
ance that the record will be used solely as a
statistical research or reporting record, and

‘the record i{s to be transferred in a form that

1s not individually itdentifiable; - .
“(6) to the National Archives of the Unite
States as a record which has sufficlent his-
torical or other value to warrant its' con-
tinued preservation by the United States

Government, or for evaluation by the Admin- .

istrator of General Services or his designee
to determine whether the record has such
value;

“(7) to another agency or to an instru-
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mentality of any governmental jurisdiction
within or under the control of the United
States for a civil or criminal law enforce-
ment activity if the activity is authorized by
law, and if the head of the agency or instru-
mentality has made a written request to the
agency which maintains the record specify-
fng the particular portion desired and the
law “enforcement activity for which the
record is sought; '

*“(8) to a person pursuant to a showing of
compelling circumstances affecting the
health or safety of an indivtdual if upon such
disclosure notification is transmitted to the
last known address of such individual;

“(9) to either House of -Congress, or, to
the extent of matter within its jurisdiction,
any committee or subcommittee thereof, any
joint committee of Congress or subcommit-
tee of any such joint committee;

“(10) to the Comptroller General, or any
of his authorized representatives, 'In the
course of the performance of the dutles of
the General Accounting Office; or. .

“(11) pursuant to the order:of a court of
competent jurisdiction, ’

“(c) ACCOUNTING OF .CERTAIN DiscLo~-
sures.—Each agency, with respect to each
system of records under. its control, shall—

#(1) except for disclosures made under

subsections (b) (1) or (b)(2) of this sec-
tion, keep an accurate accounting of—
. “(A) the date, nature, and purpose of
each disclosure of a record to any person or
to another agency made under subsection
(b) of this section; and ’ .

“(B) the name and address of the person
or agency to whom the disclosure is .made;

."(2) retain the accounting made under
paragraph (1) of this subsection for at

least five years or the life of the record,

whichever is longer, after the disclosure for
which the accounting is made;

“(3) except for disclosures made under
subsection (b)(7) of this section, make the
accounting made under paragraph (1) of
this subsection available to the individual
‘named in the record at his request: .and

“(4) inform any person or other agency
‘about any correction or notation of dis-
pute made by the agency in accordance with
subsection (d) of this section of any record
that has been disclosed to the person or
agency if any accounting of the disclosure
was made. N

“(d) Access 1O RECORDS—Each agency
that maintains a system of records. shall—

“(1) upon request by any individual to *

gain access to his record or to any informa-
tion pertaining to him which s contained
in the system, permit him and upon his re-
quest, a person of his own choosing to ac-
company him, to review the record and have
a copy made of all or any -portion thereof
in a form comprehensible to him, except that
the agency may require the individual to
furnish a written statement-authorizing dis-
cussion of that tndividual’s record in the
accompanying person's.presence;

“(2) - permit the individual to request.

amendment of a record pertaining to him
and— -

“(A) not later than 10 days .(excluding
Saturdays, Sundays, and legal- public holl-
days) after the date of receipt of such re-

quest, acknowledge in writing such receipt;

and : /e

*(B) promptly, either—

“(1) make any correction of any portion
thereof which the individual believes is not
accurate, relevant, timely, or complete; or

“(11) . Inform the individual of its refusal

to amend the record in accordance with his:

request, the reason for the refusal, the pro-
‘cedures established by the agency for the in-
dividual to request a review of that refusal
by the head of-the agency or an officer desig-
nated by the head of the agency, and the
name and business address of that official;
“(3) permit the individual who disagrees
with the refusal of the agency to amend his
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record to request a review of such refv
and not later than 30 days {(excluding Satur-
days, - Sundays, and legal public holidays)
from the date on which the individual re-
quests such review, complete such review

"and ‘'make a final detérmination unless, for

good cause shown, the head of the agency
extends such 30-day period; and if, after
his review, the reviewing officlal also refuses
to amend the record in accordance with'the
request, permit the individual to flle with

- the agency a concise statement setting forth-

the reasons for his disagreement with the
refusal of the -agency, and notify the indi-
vidual of the provisions for judictal review of
the reviewing official's determination under
subsection (g) (1) (A) of this section;

*“(4) in any disclosure, containing informa-
tion about which the Individual has filed
a statement of disagreement, occurring after
the filing of the statement under paragraph
(3) of this subsection, clearly note any por-
tion of the record which is disputed and
provide coples of the statement and, if the.
agency deems it appropriate, copies of a con-
cise statement of the reasons of the agency
for not making the amendments requested,
to persons or other agenctes to whom the dis--
puted record has been disclosed; and

*“(6) nothing in this section shall allow an
Individual access to any information com-
piled in reasonable anticipation of a civil
action or proceeding. /

“(e) AGENCY REQUIREMENTS.—7ach agency
that maintains a system of records shall—

(1) maintain in its records only such in-
formation about an individual as is relevant
and necessary to accomplish a purpose of the -
agency required to. be -accomplished by
statute or by executive order of the
President; .

*“(2) collect information to the greatest
extent practicable directly from the subject
individual when the information may result -
in adverse determinations about an individ-
ual's rights, benefits, and privileges under
Federal programs; . ’

“(3) inform each individual whom it asks
to supply information, on the form which
it uses to:collect the information or on a
separate form that can be retained by the
individual— L. :

“(A) the authority (whether granted by
statute, or by executive order of the Presi-
dent) which authorizes the solicitation of
the Information and whether disclosure of

~such Information is mandatory or voluntary;

*‘(B) the principal purpose or purposes for
which the information is intended to be
used;

“(C) the routine uses which may be made
of the information, as published pursuant
. to paragraph (4) (D) of this subsection; and

(D) ‘the eflects on him, if any, of not pro-
viding all or any part of the requested in-
formation; L ,

“(4) ' subject to the provisions of para-’
‘graph (11) of this subsection, publish in the
Federal Register at least' annually a notice
of the existence and character of the system
of records, which notice shall include—

“(A) the name and location of the system:

“(B) the categorles of individuals on whom
records are maintained In the system:

“(C) the categories of records maintained

" In the system;
“(D) each routine use of the records con-

. talned in the system, including the cate-

gories of urers and the purpose of such use:
“(E) the policies and ‘practices of the
agency regarding storage, retrievabllity, ac-
cess controls, retention, and disposal of the
records; . .
“(F) the title and business address of the
agency official who 1is responsible for the
system of records; .
“(G) the agency procedures whereby an
individual can be notified at his request if-
the system of records contains a record -
taining to him; .
“(H) the agency procedures whereby an in-
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dividual can be notified at his request how
he can gain access to any record pertaining
to him contained in the system of records,
nnd how he can contest its content; and

. “(I) the categories of sources of records in
the system: o

“(5) maintain all records which are used
hy the agency in making any ‘determination
about any individual with such accuracy,
relevance, timeliness, and: completeness as is
reasonably necessary to assure fairness to the
individual In the determination;

“(8) prior to disseminating any record
ahout an-individual to any person other than
an agency, make reasonable efforts to assure
that such records are accurate, complete,

- timely, and relevant:

“(7) malntain no record describing how
any individual exercises rights guaranteed
by the first’ - amendinent unless expressly
authorized by statute or by the individual

ahout whom the record is maintained or un-. .

less pertinent to and within the scope of an
authorized law enforcement actlvity;

“(8) make reasonable efforts to serve no-
tlce on an individual when any record on
such individual is made available to any per-
son under .compulsory legal process .when

such process becomes g matter 6f public:

record;

“(9) establish rules of conduct for per-
sons involved in the: design, development,
operation, or maintenance of any system of
records, or in maintaining any-record, and
Instruct each such person with respect to
such rules and the requirements of this sec-
ton, Including any other rules and proce-
dures adopted’ pursuant to this section and
the penaltles for noncompliance;

“(10) establish appropriate administrative,
technical, and physical safeguards to insure
the security and confldentiality of records
.and to protect against any anticipated
threats or hazards to their security or in-
tegrity which could result in substantial
harm, embarassment, Inconvenience, or un-
fairness to any Individual on whom infor-
mation is maintained: and X

“(11) at least 30 days prior to publication
of information under paragraph (4) (D) of
this subsection, publish in the Federal Reg-
Ister ‘nottice of any new use or intended use
‘of the information in the system, and pro-
vide an opportunity for interested persons
to submit written data, views, or arguments
to the agency.

- “(f) AGENCY RULES.—In order to carry out
the provistons of this section, each agency
that maintains a system .0f records shall
promulgate rules, in accordance with the
requirements (including general notice) of
section 553 of this title, which shall— '

(1) establish procedures whereby an in-
dividual can be notified in response to ‘his
request if any system of records named by
the Individual contains a record pertalning
to him;

“(2) define reasonable times, places, and
requirements for identifying an individual

who requests his record or information per--

taining to him before the agency shall make
the record or information available to the
individual; .

"*(8) establish procedures for the disclosure
to an Individual upon his request of his rec-
ord or information pertaining to him, includ-
ing special procedure, if deemed necessary,
" for the disclosure to an individual ot medical
records, including psychological records.'per-
taining to him; - ' .

“(4) establish procedures for reviewing g
rrquest from an individual concerning the

amendment of any record or information °

pertaining to the individual, for making a
determination on the request, for an appeal
within the agency -of an inftial adverse
agency determination, and for whatever ad-
ditional means may be necessary for each
individual to be able to exercise fully his
rights under this sectton: and )
“(5) establish fees to he charged, it any,
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to any individual for making coples of his
record, excluding the cost of any search for
and review of the record. - s R

The Office of the Federal Register shall an-

nually compile and publish the riles promul-
gated under this subsection and agency
notices published under Subsection (e) (4)
of this section In a form avallable to the
piblic at low cost. i

“(g) (1) CrviL RCMEDIES.—~Whenever any
agency { .

“{A) makes a determination under sub-
section (d)(3) of this section not to amend
an indfvidual's record in accordance with
his request,.or fails to make such review in
conformity with that subsection; '

*“{B) refuses to comply with an individual
request under sulbsection (d)y (1) of this
section;

“(C) fails .to maintaln any record con-
cerning any individual with such accuracy,
relevance, timeliness, and completeness as is
necessary to assure fairness in my deter-
mination relating to the qualifications, char-
acter, rights, or opportunities of, or bene-
fits to the Individual that may be made on
the basis of such .record, and consequently
a determination is made which Is adverse
to the individual; or '

“(D) falls to comply with any other pro-
vision of this section, or any rule promul-
gated thereunder, in such a way as to have
an adverse effect on an individual,
the individual may bring a civil action
against the agency, and the district courts
of the United States shall have furisdiction
in this matters under the provisions of this
subsection. .

“{2) (A) In any suit brought under the
provisions of subsection () (1) (A) of this

section, the court may order the agency

to amend the individual's record in accord-
ance with his request or in such other way
as the court may direct. In such a case the
court shall determine the matter de novo:
“(B) The court may assess against the
United States reasonable attorney fees and
other litigation costs reasonably incurred in
any case under this paragraph In which the
complainant has substantially prevafled.
“(3)(A) In any suit brought under the
provisions of subsection (8) (1) (B) of this
sectlon, the ‘court may enjoin the agency

from withholding the records and order the -

production to the ‘complainant of any
agency records {mproperly withheld from
him. In such a case the court shall deter-
mine the matter de novo, and may examine
the contents of any agency records in camera
to determine whether the records or any por-
tlon thereof may be withheld unde- ‘any of
the exemptions set forth in subsection (k)
of this section, and .the burden is on the
agency to sustain its action. :
“(B) The court may assess agains: the

-United States reasonable attorney fees and

other litigation costs reasonably incurred in
any case under this paragraph in which
the complainant has substantially prevailed,

“(4) In any suit brought under the pro-
visions of subsection (8) (1) (C) or (D) of

.this sectlon in which the. court determines

that the agency acted in & manner which
was intentional or wiliful, the United States
shall be liable to the individual in an amount
equal to the sum of— - ’

“(A) actual damages sustained by the in-
dividual as a result of the refusal or fallure,
but in no case shall a person entitled to
recovery receive less than the sum of 81,000;
and -

“(B) the costs of the actlon together with
reasonable attorney fees as determined ' by
the court.

“(5) An action to enforce any llability
created under this section may be brought
in the district court of the United States in

-the district in which the complainant resides,

or has his prinecipal place of business, or
In which the agency records are situated, or
in the District of Columbia, without regard

'* Bctlon arises, éxcept that where gy’

to the amount: in controversy
year from the date on Which thairg

has materially and wﬂlrully_mlsrq‘,
any information required under th
to be disclosed to an individua] and
formation so misrepresenteq 18 Mg ey
the establishment of the labiygy”

agency to the individual under thig-

the action may be bought at any time wigi.
two years after discovery” by the indvig,;

of the misrepresentation. Nothing: 1y i1s2M;
section shall be construed to authorize thyg
civil actlon by reason of any injury sygta;
as the result of a disclosure ord

“(h) RiGHTS oF LEGAL GUARDIANgG ~For
Purposes of the section, the parent‘__og
minor, or the legal guardian of an.
vidual who has been declared to_be ine,
petent due to physical or, mental Ineg
or age by a court of competent jur
may act on behalf of the individua},

A1) (1) CRrmwar PENAL'H!:S.—Any “of ce
or employee of an agency, who by virty
his employment or official posttion, hag
sesslon of, or access to, AgENCy records whick
contain {ndividually tdentifisble infdrmg
the disclosure of which is prohibited by’
section or by rules or regulations estah,
thereunder, and who
of the specific mater
fully discloses the material in any mang,
to any person or 8gency not entitled tn e
celve it, shal be. guilty of a misdeniea
and fined not more than $5,000, Y-

“(2) Any officer or employee of any agency
who willfully maintains a system of records’
Wwithout meeting the ‘notice requirements
subsection (e)(4) of this section sh
gullty of a misdemeanor and
than 85,000. .

“(8) Any person whi

and fined not R Y

“()) GENERaL EXEMPTIONS.—The head’ 6t
any agency may bPromulgate rules, in accord-
ance with with the requirements ‘(inclug-

ing general notice) of sections 553 (b) (1), :.;
(2), and (3), (¢), and (e) of this title, to - .

exempt any system of Tecords within the
agency from any part of this section except
Ssubsections (b), (c)(1), (2), and (4),
(e) (4) (A) through (F) (e) (8), (7), (9), (10), -
and (11), and (1) 1f the system of records
15— . )

“(1) maintained by the Central Intell- ’
gence Agency; or

“(2) maintained by an agency or' compo-
nent thereof which performs as its Principal
function any activity pertaining to the en-
forcement of crimina) laws, including police
efforts to prevent, control, or reduce crime
or to apprehend criminals, and the activities
of prosecutors, courts, correctional, proba-
tion, pardon, or parole authorities, and ‘which
consists of (A) information compiled for the
purpose of identifying individual criminal
offenders and alleged offenders and consist-
ing only of ldentifying data and notations of
arrests, the nature andg disposition of erimi-
nal charges, sentencing, confinement, release,
and parole and brobation status; (B) infor-
mation compiled for the Jpurpose of a crimi-
nal {investigation, including reports of in-

the criminal laws from. arrest or indictment
through release from supervision.
At the tiime rules are adopted under this sub-
section, the agency shall include in ths state-
ment required under section 553(c) of this
title, the reasons Wwhy the system of records
is to be exempted from a provision of this
section, :

“(k) Specrric EXEMPTIONS.—The head of
any agency may bPromulgate rules, in accord-
ance with the requirements (including gen-
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S

eras MOtice) of sectioms 553(b) (1), (2) and
(3) (). and (e) of, this title, to exempt any
system of records within the agency from
gubsections (¢)(3), (d). (e)(1), (e)(4) (G),
(H), and (I), and (f) of thls section if the
system of records is—

«(1) subject to the provisions of section
552(b) (1) of this title;

»(2) investigatory material compiled for
1aw enforcement purposes, other than mate-
rial within the scope of subsection (j)(2) of
this section: Provided, hotwever, That if any
individual 18 denied any right, privilege, or
penefit that he would otherwise be entitled
by Federal law, o for which he would other-
wise be eligible, as a result of the mainte-
nance of such material, such material shall
pe provided to such individual, except to the
extent that the disclosure of such material
would reveal the identity of a source who fur-

nished information to the Government under”

an express' promise that the identity of the
source would be held in confldence, or, prior
to the effective date of this section, under an
implied promise that the identity of the
source would be held in confidence;

“(3) maintained in connection with pro-

- viding protective services to the President

of the United States or.other individuals
ursuant to section 3056 of title 18;
“(4) required by statute to be maintained
and used solely as statistical records; ,
*(6) investigatory material compiled solely

‘- for the purpose of determining suitability,

eligibility, or qualifications for Federal
civillan employment, military service, Fed-
eral contracts, or access to classified informa-
tion, but only to the extent. that the dis-
closure of such material would reveal the
identity of a source who furnished informa-

- tion.to the Government under an express

promise that the identity of the source would
be held in confidence, or, prior to the effec~
tive date of this sectlon, under an implied
promise that the identity of the source would
be held in confidence; :

“(68) testing or examination material used
solely to determine individual qualifications
for appointment or promotion in the Fed-
eral service the disclosure of which would
compromise the objectivity or fairness of the
testing or examinatlon process; or C

“(7) evaluation material used to deter-
mine potential for promotion in 'the nrmed
services, but only to the extent that the

+ disclosure of such material would reveal the

identity of a source who furnished informa-
tlon to the Government under an express
promise that the identity of the source would

‘be held in confidence, or, prior to the effec-

tive date of this section, under an implied
promise that the identity of the source
would be held in confidence.

At the time rules are adopted under this
subsection, the agency shall include in the
statement required under section 5563(c) of
this title, the reasons why the system of rec-

- ords 1s to be exempted from a provision of

this section. .

“(1) (1) ArcHIVvAL REcOrRDS.—Each agency
record which i3 accepted by the Administra-
tor of Geeneral Services for storage, processing,
and servicing in accordance with section 3103

.of title 44 ‘shall, for the purposes of this

section, be considered to be maintained by
the agency which deposited the record and
shall be subject to the provisions of this-sec-
tion. The Administrator of General Services
shall not disclose the record except to the
agency which maintains therecord, or under
rules established by that agency which are
not inconsistent with the provisions of this
section. ' .
‘“(2) Each agency record pertaining to an
identifiable individual which was transferred
to the National Archives of the United States
as a record which has sufficient historical or
other value to warrant its continued pres-
ervation by the United States Government,
prior to the effective date of this section
shall, for the purposes of this sectlon. be
congldert:‘d to be maintained by the National
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Archives and shall not be subject to the pro-
visions of this section, except that a state-
ment generally describing such records
(modeled after the requirements relating to
records suvuject to subsections (a)(4) (A)
through (G) of this section) shall be pub-
iished in the Federal Register. .

“(3) Each agency record pertaining ‘to an
identifiable individual - which Is transferred
to the National Archives of the United States
as s record which has suffictent historical
or other value to warrant its continued pres-

.ervation by the United States QGovernment,

on or after the effective date of this section,

shall, for the purposes of this section, be

considered to be maintained by the National
Archives and shall be exempt from the re-

quirements of this section ‘except subsections i

(e) (4) (A) through (G) and (e) (9) of this
section. .

“(m) GOVERNMENT . CONTRACTORS,—When
an agency provides by a contract for the
operation by or on behalf of the agency of &
system of records to.accomplish an agency
function, the agency shali, consistent with
its authority, cause the requirements of this
section to be applied to such system. For
purposes of subsection (1) of this section

any such contractor and any employee of.

such contractor, if such contract 1s agreed
to on or after the effective date of this sec-

tion, shall be constdered to be an.employee'

of an agency. .

“(n) MAILING Lists.—An'individual’s name
and address may not be sold or rented by an
agency unless such action Is specificaily au-
thorized by law. This provision shall not be

construed - to require the withholding of .

names and addresses otherwise permitted to
be made public, . :
.“(0) Reporr ON New BSystemMs.—Each
agency shell provide adequate advance no-
tice to Congress and the Office of Man-
agement and Budget of any proposal to es-
tablish or alter any system of records in or-
der to permit an evaluation of the probable or
potential effect of such proposal on the pri-
vacy and other personal or property rights
of individuals or the disclosure of infor-

mation relating to such individuals, and its.

effect on the preservation of the. constitu-
tional principles of federalism and separa-
tion of powers. .
“(p) ANNvAL ReEpoRT.—The President shall
submit to the Speaker of the House and
the President of the Senate, by June 30 of

‘each calendar year, a consolidated raport,

separately listing for each Federal agency
the number of records contained in any sys-
tem of records which were éxempted from
the application of this section under the
provistons of subsections (j) and (k) of this
section during the preceding calendar year,
and the reasons for the exemptions, and
such other information as indicates efforts
to administer fully this section.

“(q) ErFECT OF OTHER Laws—No agency
shall rely on any exemption contained in
section 552 of this title to withhold from
an individual any record which is otherwise
accessible to such individual under the pro-
visions of this section.”. '

SeC. 4. The chapter analysts of chapter 5
of title 5, United States Code, 18 amended

by inserting:

“552a. Records about individuals.”

immedtately below: Lo

“§62. Public information; agency rules, opin-
fons, orders, and proceedings.”.

Sec. 5. (a) (1) There is established a Pri-
vacy Protection Study Commission (here-
inafter referred to as the “Commission’’)
which shall be composed of seven members
as follows: :

(A) three appointed by the President of
the United States, . . )

(B) two appointed by the President of
the Senate, and - : .

(C) two appuinted by the Speaker of the
House of Representatives, -

Members of the Commuission shall be chosen

140403

from among persons who, by reason of their
knowledge and expertise in any of the follow~
ing areas—civil rights and liberties, law,
social sctences, computer ‘technology. busi-
ness, records management, and -State and
local government—are well qualified for serv-
ice on the Commission. )

(2) The members of the Commission shall
elect a Chairman from smong themselves.

(3) Any vacancy in the membership of
the Commission, as long as there are four
members In office, shall not impalr the
power of the Commission but shall be filled
in the smwe manner In which the original -
appointment was made.
. (4) A quorum of the Commission shall
consist of & majority of the members, except
that the Commuission may establish a lower
number ac a quorum for the purpose of
taking testimony. The Commission is au-

* thorized to establish such committees and

delegate such authority to them as may be

necessary to carry out its functions. Each

member of the Commission, including the’
Chalrman, shall have equal responsibility-
and authority in all decisions and actions

of the Commission, shall have full access to

all iInformation necessary to the performance

of their functions, and shall have one vote.

Action of . the Commission shall be deter-

mined by a majority vote of the mem 5
present. The Chairman (or a member desig-

nated by the Chairman to be acting Chair-

man) shall be the officlal spokesman of the

Commission in’ its relations with the Con-

gress, Government agencles, other persons,

and the public, and, on behaif of the Com-

mission, shall see to the faithful execution

of the administrative policies and decisions

of the Commission, and shall report there-

on to the Commission from time to time or

a8 the Commission may direct.

(6) (A) Whenever the Commission sub-
mits any budget estimate or request to the
President or the Office of Management and
Budget, it shall concurrently transmit a copy
of that request to Congress. .

(B) Whenever the Commission submits’
any legisiative recommendations, or testi-
mony, or comments on legislatlon to the
President or Office of ' Managenient and
Budget, it shall concurrently transmit a
copy thereof to the Congress. No cfficer or
agency of the United States shall have any
authority to require the Commission to sub-
mit its legislative recommendations, o testi-
mony, or comments on legislation, to any of-
ficer or agency of the United States for ap-~
proval, comments, or review, prior to the
submission of such recommendat.ons, testi-
mony, or comments to ithe Congress.

(b) The Commission-shall— )

(1) make a study of the data banks, auto-
mated data processing programs, and - in-
formation systems of governmental, raglonal,
and private organizations, in order lo deter-
mine the standards and procedures in force
for the protection of personal information;
and .

(2) recommend to the President and the
Congress the extent, if any, to which the
requirements and ‘principles of section 552a
of title 5, United States Code, should be ap-
plied to the Information practices of those
organizations by legislation, administrative
action, or voluntary adoption of such re-
quirements and principles, and .report on

- such other legislative recommendations as it

‘may determine to be necessary ta protect the -
privacy of individuals while meeting the
legitimate needs of government.and society
for information.

(c) (1) In the course of conducting the
study required under subsection (by (1) of
this section, and in its reports thereon, the
Commission ' may _research, examine, and
analyze—

(A) Interstate transfer of information
about individuals that is undertaken through
manual files or by computer or other elec-
tronic or telecommunications means;

(B) data banks and information programs
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and.systems the operation of which signifi-
cantly or substantially affect the enjoyment
of the privacy and other personal and prop-
erty rights of individuals; .

(C) the use of soclal security numbers,
license plate numbers, universal. identifiers,

- and other symbols to identify individuals in-

data banks and ‘to gain access to, integrate,
or centralize information systems and files;
and . '

(D) the matching and analysis of statis-
tical data, such as Federal census data, with
other sources of personal data, such as auto-
mobile registries and telephone directortes,
in order to reconstruct individual responses
to statistical questionnaires for-commercial
or other purposes, in’'a way which results
in a violation of the implied or-explicitly
recognized confldentiality of such informa-
tion.

(2)(A) The Commission may include in its
examination personal information activities
in the following areas: medical; insurance;
education; employment and personnel; credit,
banking and flnancial, institutions; credit
bureaus; the commercial reporting industry;
cable television and other telecommunica-
tions media: travel, hotel, and entertainment
reservations; and electronic check process-
ing. ; ' )

(B) The Commis~‘on shall include In iis
examination a study of— |

(1) whether a person engaged in interstate
commerce who maintains & mailing 1lst
. should be required to remove an individual's
name and address from such list upon re-
quest of that indlvidual;

(11) whether the Internal Revenue Service
should be prohibited from transferring in-
dividually tndentifiable data to other agen-
cles and to agencies of State governments;

(1it) whether the Federal Government
should be liable for general damages in-

curred by an individual as the result of a.

+ willful or intentional violation of the provi-
slons of sections 5§52a (g) (1) (C) or (D) of
title 5, United States Cocie: and

('lv) whether and how the standards for
security and, confidentiality of records re-
quired: under section 552a (e) (10) of such
title should be applied when a record. is
disclosed to a person other than an agency.

(C) The Commission may study such
other personal information activities neces-
sary to carry out the congressional.policy
embodied in this Act, except that the Com-
mission shall not: investigate Information
systems maintained by religlous organiza-
tions. R

(3) In conducting such study, the Com-
mission shall—

(A) determine what laws, Executive orders,
fegulations, directives, and judiclal decisions
govern the activities under study and the
extent to which they are consistent with the

rights of privacy, due process of law, and-

other guarantees in the Constitution; :
(B) determine to what extent ‘govern-
mezntal and private information systems

affect Federal-State relations or the prin-

clple of separation of powers;

(C) examine the standards and- criteria
governing -programs, policies, and practices
relating to the collection, soliciting, process-
ing, use, access, integration, dissemination,
and transmission of personal information;
and ‘

(D) to the maximuin extent practicable,
collect and utllize findings, reports, studles,
hearing transcripts, and recommendations of
povernmental, legislative and private bodles,
institutions, organizations, and individuals

which pertain to the problems under study -

by the Commission. : .

(d) In addition to its other funcilions the
Commission may— .

(1) request assistance of the heads of
appropriate departments, agenélqs, and in-
strumentalities of the Federal Government,
of State and local governments, and other
persons in carrying out its functions under
this Act; :
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‘Information, the collection of which would any government, any department, age: 5

‘ance of such witnesses and the production

-shall be issued under the signature of the
- Chairman or any member of the Commission -

. ber of the Commisston may administer oaths
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(2) upon request, assist Federal agencies regulations governing the manner:":q_
in complying with the requirements of sec- operations, organization, and personng) it
tion 552a of title 5, United States Code; “-(B) to, enter -into contracts “op 10

(3) determine what specific categories of arrangements or modifications theroof,;"m

independent instrumentality of the Un) oy

violate an individual's right of privacy,
States, or with any person, firm, aaaoclatlmi;'

should be prohibited by statute from col-
lection by Federal agencies; and ' or corporation, and such contracts or- g
(4) upon request, prepare model legisla- arrangements, or modifications therebf._‘
tion for use by State and local governments be entered into without legal consldemuon.. ~
in establishing procedures for handling, without performance or other bonds,siang 40
maintalning, and dlsseminating personal in- without regard to section 3709 of the Rovigeq -
formation at the State and local level and Statutes, as amended (41 U.S.C. 5); -1‘:=.'11‘.;;;;m
provide such . technical assistance to State (C) to make advance, progress, and other
and local governments as they may require payments which the Commission , deemg ‘'
in the preparation and implementation of necessary under this Act without regard to - .,
such legislation. : the provisions of section 3648 of the Revigeq -
(e) (1) The Commisston may, in carrylng Statutes, as amended (31 US.C. 529); ang °
out its functions under this section, conduct (D) to take such other action as may be
such inspections, sit and act at such times necessary to carry out its functions  undey
and places, hold such hearings, take such this section. . .-.:L\:‘_éa};gg,:;
testimony, require by subpena the attend- . (f)(1) Each member of the Commig. *
sion who is an officer or employee of the °
United States shall serve without additiona]
compensation, but shall -continue to recetye .
the salary of his regular position’ when - -
engaged in the performanec .0f the dutles
vested in.the Commission, vty Mg e
(2) A member of the Commission other -’
than one to whom paragraph (1) applies .-
shall receive ver diem at the maximum daly - -
rate for GS-18 of the General Schedule when
engaged In the actual performance of. the
duties vested in the Commn:isston. -
(3) All members of the Coinmission shall
be relmbursed for travel, subsistence, and
or afirmations to witnesses appearing be- ' other necessary expenses incurred by them ''. .
fore the Commission. in the performance of the duties vested in
(2) (A) Each department, agency, and In- the Commission. ' ' ~":-;.-’-\l{;! W
strumentality of the executive branch of the (g) The Commission shall, from time to -
Government is ‘authorized to furnish to the time, and in an annual report, report to the
Commission, upon request made by .the President and the Congress on {ts activities
Chairman, such information, data, reports In carrying out the provisions of this sec.
and such other assistance as the Commission tion. The Commission shall make a final re-
deems necessary to carry out its functions port to the President and to the Congress
under this section. Whenever the head of on its findings pursuant to the study re-
any such department, agency, or instrumen- quired to be made under subsection (b} (1)
tality’ submits a report pursuant to section o0f this section. not later than two years
652a (o) of title 5, United States Code, u copy from the date on which all of the members
of such report shall be transmitted to the of the Commission are appointed. The Com-
Commission. - mission shall cease to exist thirty days after
(B) In carrying out its functions and ox- the date on which its final report i{s sub-
ercising its powers under this section, the mitted to the President and the Congress.
Comimission may accept from any such de- +(h) (1) .Any member, officer, or employce
partment, agency, independent instrumen- ©f the Commission, who by virtue of his
tality, or other person any individually iden- employment or official position, has posses-
tifiable data if such data Is necessary to Slon of, or access to, agency records which
carry out such powers and functions. In any contain individually identiflable informa-
case in which the. Commission accepts any tion the disclosure of which is prohibited
such information, it shall assure that the DY. this section, and who knowing that
information is used only for the purpose for disclosure of the specific material 1s so pro-
which it {s provided, and upon completion hibited, willfully discloses the material !n
of that purpose such Information shall be 23Ny manner to any person or agency not en- -
destroyed or returned to such department, titled to receive it, shall be fined not more
agency, independent Instrumentality, or per- than $5,000, -7 7 .
son from which it is obtained, as appropriate. (2) Any-person who’knowingly4nd wil#
(3) The Commission shall have the power fully ‘,r,,e;ququsfgr/ol}tm;!,g any ,record ,con-
to— ' . cerning an_tndividusl from/the Commission
(A) appoint and fix the compensation of UOdEr falss’pretenses sHall;be’ fined not/more,
an executlve director, and such addlt:loma.ly‘h“.l 35'909‘ . /

of such books, records, papers, correspond-
ence, and documents, administer such oaths,
have such printing and binding done, and
make such expenditures as thé Commission
deems advisable. A subpena shall be issued
only upon an affirmative vote of a majority
of all members of the Commission. Subpenas

designated by the Chairman and shall bhe
served by any' person designated by the
Chalrman or any such member. Any mem-

stafl personnel as may be necessary, without SE‘;."’G./The\_Ofﬂce of Man&gemépt and
regard to the provisions of title 5, Uniteq’ Budget/shan— // -
States Code, governing appointments in the " (1) develop guidelines and regulations
competitive service, and without regard to fOr the use of agencies in implementing the
chapter 51 and subchapter III of chapter 53 Provisions of. section 552a of title 5, United_
of such title relating to classification and States Code, as added by section 3 of this
ﬁeneral Sc?e%ule pay rates, but at rates not A'c:é.)a;govlde . tl' " assistance to and .
excess of the maximum rate for GS-18 of .. * continuing assistance to an
thehGer_Aeral Schedule under section 5332 of 'gr‘i‘;sxightr“ t};‘e 1m51em§ntation lOf the pro:
such title; and . ~ vislons of such section by agencies.
(B) procure temporary and intermittent Sec. 7. (a) (1) It shall be unlawful for any
iervlcei to the same extent as is authorized f‘:‘dggﬁl}; tstate 0:' ;‘:c:‘; g;)vern_m;en:t agency
y section 3109 of title 5, United Stat - to any Individual any right, bene-
Code. : ©s fit, or privilege provided by law because of
The Cominission may delegate any of its  Sch, IMdiidual’s reruml to disclose nis
functions to such personnel of the Commis- {2) The p)jfovislons of para 'a h (1) of
slon- as the Comimission may designate and ' i 5 - P ETar
> this subsectior shall not apply with respect
may authorize such successive redelegations - ’

to— ’
of such-functions as it may deem desirable. " (A). any disclosure which is required by
(4) The Commission is authorized—

Federal statute, or .
(A) to adopt, amend, and repe\al rules and (B) the disclosure of a social security
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mbe'r to any Federal, State, or local agency
e intaining & system of records in existence
”"\d operating before -January 1, 1975, if
‘ “-n disclosure was required under statute
:mmgulntlon adopted prior to such date to
‘.).r,,-i(y the identity of an individual. °

"'“,) Any Federal, State, or local govern-
jnent agency which requests an individual to
gdisclose his social security account number
hall inform that individual whether that
re ls mandatory or voluntary, by
tutory or other authority such num=
iclted, and what uses will be made

disclosu
what sta
per is sol

{1t
° sec. 8. The provisions of this Act shall be

cifective on and after the date of enactment,

" igcopt that the amendments made by sec-

(ions 3 and 4 shall become effective 270 days
ollowing the day-on which this Act i3 en-
acted. . .

sec. 9. There 1s authorized to be appropri-
ated to carry out the provisions of section 5
of this Act for fiscal years 1975, 1976, and 1977

- (ne sum of $1,500,000, except that not more

than $750,000 may be -expended during any

such. fiscal year.
In lleu of the engrossed amendnient to the

“ title, insert the following:

amend the tltle so as to read: “An Act to
amend title 5, United States Code, by adding
2 section 552a to safeguard Individual pri-
vacy from the misuse of Federal records, to
provide that individuals be granted access
to records concerning them which are main-
tained by Federal agencles, to establish a Pri-
vacy Protection Study Commission, and for

other purposes.” . .

Mr. ERVIN. We preserve most of the
essential elements of the Senate bill
with these few minor changes.

I have been asked by the distinguished
Senator from Louisiana, as chairman of
the Finance Committee, the cuestion
whether these amendments would inter-
fere with the practice of the Internal
Revenue Service in furnishing informa-

tion to the State taxing authorities and,

to congressional committees, and my as-
surance is that that will not be inter-
fered with in any respect whatever. '

I would like to address more specifi-
cally some other questions raised about
how the bill will work with respect to
tax information and tax returns. Spe-
cifically, the questions relate to the

ability of the IRS to disclose.tax infor-.

mation under the provision of the bill
that allows disclosure for a routine use
under a purpose which is compatible

with the purpose for which the informa-

tion is collected.

State and local tax agencies. now
heavily rely on Federal tax.information
and Investigations when State agencies
enforce their tax laws. For "example,
when the IRS sets up a deficiency against
a taxpayer who llves in a State, the IRS
frequently sends information on . this
deficiency . to the State, or local, tax
agency. The States use this information
in collecting their own taxes. This Infor-
mation -may be sent before the State it-
self conducts_any tax investigation on
the individual. . ’

Under the bill, this is intended Lo con-

-stitute a routine use for a purpose com-

patible with the purpose for which the
information was collected, so the IRS
could continue to-send this information
to the State.and local tax agencies as is
presently done. - .

Also, the IRS sends to State, and lo-
cal, tax agencies the Federal tax returns
of individuals who livé in the State so
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the State azency can check to see if the N

individual has reported the same mcome
and ceductions on his Federal and State,
or local, tax returns. Again, the States

relv on this information in enforcing-

their own tax laws..Also, this informa-
tion may be sent to a State before it
conducts, a tax investigation on its own.

"Under the bill, 1t is intended.that this
would be a routine use for a purpose

. compatible with the purpose for which

ths information is collected so the IRS
can continue to send tax information to
State and local tax agencies in this way.

"The IRS, of course, provides tax infor-
mation on individuals to the Justice De-
partment when the Justice Department
is preparing a tax case against the in-
dividual. This information is used by the
Justice Department in investigating and

preparing tax cases and also is disclosed -

in court as the Justice Department pre-

- gents evidence agains* the individual.

. This disclosure both to the Justice De-
partnient and in court would represent
a routine use of the tax information
compatible with the purpose for which
it was collected and this disclosure would
continue to be possible under the provi-
sions of the bill. o .

Under the bill tax returns and other
tax information can—as under present
law—be disclosed to the tax committees

of the Congress—the Senate Finance.

Committee, the House Ways and Means
Committee, and the Joint Committee on
Internal Revenue Taxation.

Under the bill this information can
also continue to be disclosed to the staffs
of these committees, as under present
law. .
tax returns to either House of Congraoss
or to comrittees of Congress—to the ex-
tent of matters within their jurisdiction.
Sinca tax returns can be disclosed by an
agency to the Senate and House, it is
intended that—as under present law—
the committees which have received tax
retwrns ean also disclose them' to the

Senate or House. just as the Joint Com-

mittee on Internal Revenue Taxation did
with the tax information on President
Nixoun. : :
"I have also prepared an anslysis of
thess amendments which I submit en-
titled ‘‘Analvsis of House and Senate
Compromise Amendments to the Federal
Privacy Act,” which explains the pro-
visions of the amendments. L
Mr. President, I ask unanimous con-
sent that this statement be printed at
this point in the RECORD.
_ Thers being no objection, the analysis
was ordet'ed to be printed in the RECoRD,
as follows: :

ANALYSIS.OF HOUSE AND SENATE COMPROMISE

ANMENDMENTS TO THE FEDERAL PRIVACY ACT

The establishment of a Privacy Protection
Study Commission. Only the Senate bill pro-
vided for an oversight and study commission
to assist in the implementation of the act

and to explore areas concerned with indi-.
vidual privacy which nave not been lncluded .

tn the provisions of this legislation. ‘The
compromise measure will establish a Privacy
Protection Study Commission of seven

members instead of the five provided in the’

Scnate bill. Three of these members will be
appoiuted by the President, two by the

President -of the Senate, and two by the:

Speaker of the House of Representatives,

Under the bill an agency can disclose.

- 40405

Thé membership should be reprasenata-
tive of the public at large who, by reason of

-

‘their knowledge and expertise in the areas

of civil rights and liberties, law, soclal sci-
ences, and complete technology, busir |,
and State and local government are well
qualified for service on the _Commilssion.
While there 18 no statutory requirement, the

'Committees could expect that no more than

five members of the Commission coutd be
members of one political party. :

It is intended that this commission, which
will serve for a period of two years, will be
solely a study commission. In that capacity
it is hoped the commission can, assist the
Executive Branch and the Congress in their.
examination of Federal government egctivi-
tles and their impact on privacy as well as
representatives of State and local govein-

-ments and the private sector who are at-

tempting to deal with this jmportant
problem.

. The scope of the comunisslon’s study au-
thority is outlined specifically within the

. legislation. In subsection (c)(2)(b), the

commission is directed to examine certain
{ssues which are not included in the com-
promise between the House and Senate btll,
such as a requirement that a person main-

-taining maliling lists remove an individual's

name upon request; the question of prohib-
iting the transfer of individually {dentifiable
data from the Internal Revenue Service to
other agencies and to Senate governments;

“a question of whether the Federal govern-

ment should be liahle for gereral damages
occuring from a willful or intentional viola-
tion of the provicions cf (g) (1) (C) or (D)

of this act; and the extent to which require-
ments for security and confidentiality of rez-’
ords maintained under this act should be

. apolied to a person other than an agency.

The commission shall from time to time
and in 'an annual report, report to the Con-
gress and to the President on its activities.
and it shall submit a flnal report of 'fis
findings two years from the date the mein-
bers of the commission are appointed.

In addition, the cominission Is authorized
to vrovide necessary technical assistance
and prepare model legislation upou request
for State and local governments intevested in
adopting privacy legislation. Strict stand-
ards and penalties are -placed upon com-
mission members and emplovees wiih regard
to the handling and unlawful distribution of
information about individuals which it re-
ceives In the course of carrying out iis
functions. . ' .

While the provisions of the rest of this uct
do not go Into effect until 270 days from
the date of enactment, the commission is
authorized to go into effect Immedtately upon
the appointment of its members in order
that some of its work may be, available o
the Congress and the Executive Brauch hx
the time the remainder of the legislation
becomes efTective.

ROUTINE USE

‘The House bill contains & prbvlslon not
provided for in the Senate measure exempt-

" ing certain disclosures of inforination from

the requirement to obtain prior consent

_from the subject when the disclosure would

be for a ‘‘routine use”. The compromise
would define “routine use” to mean; “with
vespect to the disclosure of a record, the

‘use of such records for a purpose which is

compatible with the purpose for which it
was collected.” )

" Where the Senate bill would have placed
tight restrictions upon the transfer of per-
sonal information between or outside Fed-
eral agencies, the House bill, under the rou-
tine use provision, would permit an agency
to describe its routine uses in the Federal
Register and then disséminate the informa-
tlon without the consent of the tndividual’
or without applying the standards of ac-
curacy, relevancy, timeliness or completeness
so long as no determination was being made

"about the subject.
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The compromise definition should serve
a5 a caution to agencies to think out in ad-
vance what uses it will make of information.
This act is .not intended to impose undue
burdens on the transfer-of informatlon, to
the Treasury Department to complete pay-
roll checks, the receipt of information by the
Social Security Administration to complete
quarterly posting of accounts, or other such
housekeeping measures and necessarily fre-
guent interagency or intra-agency transfers
of information. It is, however, Intended to
discourage the -innecessary exchange of ti-
formation to another person or to agencies
who may not be as sensitive to the collecting
agency’s reasons for using and interpretin
the material. . ) :

INFORMATION 'ON POLITICAL ACTIVITIES

, The House bill tells agencles that they may
not maintaln a record concerning the polit-
fcal or religlous bellefs or activities of any

" indlvidual unless maintenance of the record

would be authorized e’ipressly by statute or
by the individual about whom the record is
maintained. The House bill goes on to pro-

- . vide that this subsection is not deemed to

prohibit the malintenance of any record or
actlvity which is pertinent to and within
the scope of a duly authorized law .enforce
ment activity. :

The Senate bill constitutes a prohibition
agalnst agency programs established for the
purpose of collecting or maintaining in-
formation about how Individuals exercise
First Amendment rights. unless the agency
head specifically determines that the pro-
gram is required for the administration of a
statute. . : .

The compromise broadens the House pro-
vistons application to all First Amenqunt
rights and directs the prohibition against
the maintenance of records. However, as in

" the House .bill, 1t does permit thé mainte-

nance, use,.collection or dissemination of

- these records which are expressly authorized
‘by statute or the individual subject or are

pertinent to a duly authorized law enforce-
ment actlvity.

CONFIDENTIAL SOURCES OF INFORMATION

The compromise provision for the mainte-

'nance of Information received from con-

fldential sources represents an acceptance
of the House language after receiving an
assurance that in no Instance would that
language deprive an individual from know-
ing of the existence of any information main-
tained in a record about him which was re-
celved from a ‘“confidential source.” The
‘agencies would not be able to claim that dis-
closure of even a small part of a particular
item would reveal the tdentity of a confiden-
tlal source. The confidential information

would have to be characterized in some gen- °
eral way. The fact of the item’'s existence

and a general characterization of that item
would have to be made known 'to the in-
dividual in every case. )

Furthermore, the acceptance' of this sec-
tion in no way precludes an individual from"

knowing the substance and. source of con-
fldenttal information, should that informa-
tion be used to deny him a promotion in a
government job or access to classified tn-
formation or some other right, benefit or
privilege for which he was entitled to bring
legal action when the government wished to

. base” any part of its legal case on that

information.

Finally, it is Important to note that the
House proviston would require that all fu-
ture promises of confidentiality to sources of
information’ be expressed and not implied
promises. Under the authority to prepare
guidelines for the administratioh of this act
1t is expected that the Office of Manage-
ment and. Budget wiil work closer with agen-

" cles to Insure that Federal investigators make
.sparing use of the ability to make express

promises of confidentiality.

.

CONGRESSIONAL RECORD — SENATE

STANDARDS APPLIED TO DISSEMINATION OUTSIDE
' THE GOVERNMENT '

H.R. 16373 requires that all records which
are ‘'used by an agency in-making any deter-
mination about an individual be maintained
with such accuracy, relevance, timeliness and
completeness as is reasonably necessary to
assure fairness to the tndividual in the deter-
mination. 8. 3418 goes much further and re-
quires that agencle apply these standards at
any time that access is granted to the file,
material is added to or taken from the file,
or at any time It Is, used to make a deter-
mination affecting the subject of the flle.

The difference.between these two measures
represents a difference in philosophy regard-
ing the handling of - personal information.
The Senate measure is designed to comple~
ment the requirement that agencies main-
tain only inforination which is relevant and
necessary to accomplish a statutory purpose.
The - standard .of relevancy should be that
statutory basis for an information program
which Is now set forth in (e) (1) of the com-
promise measure. By adopting this section,
the Senate hoped to encourage a periodic re-
view of personal information contained in
Federal records as' those records were used
or disseminated for any purpose.

The House provision would have applied
these important standards for maintenance
of information in records at any time a de-
termination’ is made about an individual.
The House bill goes on to permit additional
“routine uses” of Information which may
not rise to the threshhold of an “agency de-

' termination” without requiring that the in-

formation be upgraded to meet these stand-
ards. :

The compromise amendment would adopt
the section of the House bill applying the
standards of accuracy, relevance, timeliness
and completeness at the time of a determi-
nation. It would add the additional require=-
ment, however, that prior to the dissemina-
tion of any record about an individual to any
person other than another agency, the send-

. Ing agency shall make a reasonable effort to

assure that the record 1s accurate, complete,
timely, and relevant. This proviso was in-
cluded because Federal agencles would be
governed by a requirement to clean up their
records before a determination 1s made and
limited by & requirement to publish esch

_routine use of information in the Fedoral

Reglster, but the use of Information by per-
sons outside the Federal government would
not be governed by this act. Therefore, agen-
cles are directed to be far more careful about
the dissemination of personal information to
persons not governed by the enforcement
provisions.of this bill..

-THE FREEDOM OF INFORMATION ACT AND
PRIVACY

, Perhaps the most difficult task in drafting
Federal privacy legislation was that of de-
termining the proper balance between the
public’s right to know about the conduct of
their government and their equally impor-
tant right to have information which is per-
sonal to them maintained with the greatest
degree of confidence by Federal agenctes. The
House bill made no specific provision. for
Freedom of Information Act requests of ma-
terial which might contain inforniation pro-
tected by the Privacy Act. Instead, in the
committee report on the bill, it recognized
that: '
“This legislation would have an effect on
subszection (b) (8) of the Preedom -of Infor-
mation Act (5 US.C, Sectlon 562) which
states that the provisions regarding disclo-
sure of Information to the public shall not
apply to material ‘the disclosure of which
would constitute a clearly unwarranted in-
vasion of personal privacy.’ H.R. 16373 would
make all individually identifiable informa-
tion in government files exempt from public
disclosure. Such disclosure could be - made
available to the public only pursuant to rules

- & faflure of an agency to comply wltt;:‘lpg
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published by agencies In the Federal Regigs
permitting the transfer of particular aaty
‘to persons other than the individualgigs
whom they pertain.” " R
‘The committee report went on to's Fors
& desire that agencics continue to make-ggpa
tain individually identifiable recsrds_’ai,’,‘ﬁ‘l
.to the public because such dlsclosurqﬁbﬁla*
be in tlhe public interest. o Ay
The Senate bill-refiected the. position™pf
an earlier draft of the House meaSurgjys s,
Sectlion 205(b) where it provided that hé‘ﬁi‘."‘i i
ing in the act shall be construed to' permi§*
the withholding of any personal information
which s otherwise required to be. discloseq
by law or any regulation thereundg;,:’ﬂ,‘ﬁ
‘sectlon was intended as specific recognition
of the need to permit disclosure under tg
Freedom of Information' Act. i Bidahig
The compromise amendment would gdd
an additional condition of disclosure to 'thg: .
House bill which prohibits disclosure with.
out written request of an individual ”ﬁﬁlé}i‘?‘---
disclosure of the record would be pursuant *
to Sectton 552 of ‘the Freedom of Information '
Act. This compromise is designed to presetig
the status quo as interpreted by the courts _”:
regarding the disclosure of personal infor.
mation under that section. R T E
A related amendment taken from the 'Sen®
ate bill would prohibit any agency fromh pés i: |
lying upon any exemption contained in-Sec? i3
tlon 552 to withhold from'an individual any =
record which 18 otherwise accessible to siich " -
individual under the provisions of this sec. =~
tion.: : B Y T
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. %" CIVIL REMEDIES b %

Under the House bill an individuai' would
be permitted to seek an Injunction against
an agency only to produce his record upon-

request. An individual would be able to sus
for damages only if an agency failed to malns
tain a record about him with such accuracy, . ¢

. relevance, timeliness and completeness™ag = =

would be necessary to assure fairness and a _ ..
determination about him, and consequently " .
an adverse determination was made. A suit
for damages would also be in order against
an agency If it fails to comply with any
other provision of this act in such a way to ™
have an adverse effect on the individual. ""’
Under the Senate 'bill injunctive rellef
would be available to an Individual to en-
force any right granted' to him. And an i~ .
dividual would be permitted to sue for dam-"
ages for any action or omission of -an officer
or employee of the government who violates
& provision of the act. ] R LT
The standard for recovery of damages uny
der the House blll would have rested on ths,
determination by a court that the agency.
acted In a manner which was willful, arbi-
trary, or capricious. The Senate bill would
have permitted recovery against an agency < .
on a finding that the agency was negligent
in handling his records. IIRE
These amendments represent a compromjse
between the two positions, permitting an,
individual to seek injunctive relief to ‘correct,
or amend a record maintained by an agency, .- )
In a sult for damages,.the amendment re-" " -
flects a bellef that a finding of willful, arbi-*
trary, or capricious action is too harsh 8
standard of proof for an individual to exer-'
cise the rights granted by this legislation..
Thus. the standard for recovery of damages: -
was reduced to “willful or Intentional” acs; ..
tion by an agency. On a continuum between,
negligence and the very high standard of ..
willful, arbttrary, or capriclous conduct, this
standard is viewed as only somewhat greater |
than gross negligence. v
‘Both the House and Senate bills provided’
for an individual to recover reasonable at- v
torney fees and costs of litigation. The com-:
promise amendments adopt the standard of, .
the House bill permitting the court to award
attorney fees and.reasonable costs to an in-




- ol

pecember 1.7'; 197}

.‘ﬂmmuy prevailed, In an Injunctive action.
i_.(_‘,_.s would be required to be paid with any
award of dam?.ges. . )
ACCESS AND CHALLENGE TO RECORDS
tne House bill would apply a standard of
,;,umpmess to agency considerations of re-
Lests for access to records and requests to
lenge or correct those records. In addi-
Lon, it allows the individual t,o request a
~eview of 8 refusal to correct a record by the
.ency official named in its public notice
_f information systems. v
The Senate- bill requires the agency to

t
L;\IC

ke o determination with respect to an in-.

Jividual's request for a record change within
s days of the ‘request and to. permit him a
wearing within 30 days of a request for one,
:I‘.”n extension for good cause permitted. The
ndividual would have-the option of a formal
or informal hearing procedure within -the
Jzency upon a refusal of a request to correct
or amend a record. The compromise amend-
ment would require the agency to respond
within 10 working days to acknowledge an
«ndividual's request to amend a record. Fol-
jowing acknowledgement, the agency must
yromptly correct the information which the
\ndividual belleves is not accurate, relevant,
tmely or complete or inform the individual
of 1ts refusal. .

If the individual disagrees with the' re
fusal of the agency to amend his record, the
apency shall conduct a review of that refusal
within 30 working days, provided than an
cxtension may be obtained for good cause.
we expect that agency heads will conduct
these reviews themselves or assign officers of
the rank of Deputy Assistant Secretary or
above to review them.

The House bill would not have permitted
n Federal District Court to review de novo
an agency's refusal to amend a record. The
compromise adopts the Senate. provision
which would require a de novo review of such

.refusal and to order a correction where

merited. Finally, the compromise requires
that in any disclosure of information sub-
Ject to disagreement that the agency include
with the.disclosure a notation of any dispute
over the information or a copy of any state-
ment submitted by the individual stating
his reasons for disagreement with the
Information.
ACCOUNTING.FOR DISCLOSURES

Section ¢ of the House bill requires an

agency to Inform any person or another

; agency about a correction or notation of

dispute regarding a record that has been dis-
closed to that person or agency within two
years before making the correction or nota-
tion. It would not apply if no-accounting of
the disclosure had been required. No such
limitation was placed upon accounting for

.disclosures in the Senate bill and the com-

promise measure would require any person
or agency recelving the record at any time
hefore a notation or dispute 13 made to be
notified if an accounting of the disclosures
were made. -

The House bill requires an agency to main-
taln an accounting for disclosures .for only
flve years. THe Senate bill places no limita-
tlon on the length of time for maintaining
such disclosures. The compromise amiend-
ment would require maintaining of the dis-
tlasure for five years or the life of the rec-
ord, whichever 1s longer.

LIMITATIONS ON THE TYPES OF II:TFORMATION'
. COLLECTED AND THE USE OF THIRD PARTY

INFORMATION'

The Senate bill requires Federal agencies
o maintaln only such information about an
individual as. is relevant and hecessary 0
“ccomplish a statutory purpose of the agen-
€Y. The House bill did not address this
!ssue. The compromise amendment modifies
“he Senate provision to-permit the collection
“f information which would be required to
2ucomplish not only a purpose set out by a

5
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statute but'also a purpose outlined by a
Presidentlal Executive Order. .

" The provision is included to limit the col-
lection of extraneous information by Federal
agencies. It requires that a conscious deci-
sion be made that the Information is re-
quired "to meet the needs of an agency as
dictated by a statute. Agencies should for-
mulate as precisely as- possible the policy
objectives to be served by a data gathering
activity before 1t is undertaken. It is hoped
that multiple requests for information will
be reduced and that agencies will collect no
more sensitive personal information than is
necessary.

The Senate bill also requires agencies to
collect information to the greatest extent
practicable directly from the subject when
that information could result in an adverse
determination about an individual's rights
and benefits and privileges under a.Federal
program. The House bill had no provision,
but the compromise amendment accepts the
Senate language. This section is designed
to discourage the collection of personal in-
formation from third party sources and
therefore to encourage the accuracy of Fed-
eral data gathering. It supports the principle
that an individual should to the greatest
extent possible be in control of Information
about him which is glven to the government.

This may not be practical in all cases for.

financial or logistical reasons or because of
other statutory requirements. However, it 18
a principle designed to insure fairness In
information' collection which should be in-
stituted wherever possible. . . .
’ ARCHIVAL RECORDS

The House bill provides that records ac-

cepted by the Administrator of General

Services for temporary storage and servicing -

shall be considered for purposes of this act,

- to be maintained by the agency which de-

posits the records. Records transferred to the
National Archives after the effective date of
this Act for purposes of historical preserva-
tion are considered to be' maintained by the
Archives and are subject only to limited

provisions ot the Act. Records transferred to -

the National. Archives before the affective
date of this Act are not subject to the provi-

. sions of this Act.

The Senate bill provides that records ac-

", cepted by the Administrator of General Serv-

ices for temporary storage and servicing shall
be considered, for purposes of this Act, to be
maintained by the agency which deposits the
records. All records transferred to the Na-
tional Archives for purposes .of historical
presex"va.tlon are considered to be maintained
by the Archives and are subject only to those
provisions of this’Act requiring annual pub-
lic notice of the existence and character of
the information systems maintained by the
Archives, establishment of appropriate safe-
guards to insure the security and integrity of
preserved personal-information, and promul-
gation and implementation of rules to in-
sure the effective enforcement of those safe-
guards. . ) :

The compromise amendment subjects rec-
ords transferred to the National Archives for
historical preservation to a modified require-
ment for annual public notice. It i3 intended
that the notice provision not be -applied sep-
arately and specifically to each of the many
thousands of separate systems of records
transferred to the Archives prior to the ef-
fective date of this Act, but rather that a
more general description be provided which
pert'ams to meaningful groupings of record
systems. However, record systems transferred
to the Archives after the effective date of this

Act are individually subject to the specific’

notice provisions. This coverage is. Intended
to support and encourage improvements in
the organization and cataloging of records
maintained by the Archives, both to make
authorized access to such records simpler and
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to insure broader application to Archival
records of safeguards for data security and

-confidentiality. .

'
MORATORIUM ON THE USE OF THE SOCIAL
SECURITY. ACCOUNT NUMBER

The House blll provides that a Federal
agency, or a State or local government act-
ing Iin compliance with .Federal law or a
federally assisted program, 1is prohibited
from denying to individuals rights, benefits

' or privileges by reason of refusal to disclose

the social security account number. Any
such governmental agency is further pro-,

- hibited from utilizing the social security

account’ number - for purposes apart from
verification of individual identity except
where another purpose 18 specifically au-

"thorized by law. Exempt from these prohibi-

tions are systems of records in existence -
and operating prior to January 1, 1976, Ex-

emption is further granted where disclosure

of a social security account number is re-

aquired by Federal law. '

The Senate bill provides that a Federal
agency, or a State or local government, is
‘prohibited from denylng to individuals
rights, benefits or privileges by reason of
refusal to disclose the social security account

“number. Persons engaged in the business of
. commercial transactions or activities are

prohibited from discriminating against any
individual in the course of such activittes
by reason of réfusal .to disclose the social
security account number. Exempt from
these prohibitions are systems of records in
existence and operating prior to January 1,
1975. Also exempt are disclosures of the so-
clal security account number required by
Federal ‘law. This section further provides
that any Federal, State or local government
agency or any person who requests an indi-
vidual to disclose his social security number
shall inform that Individual whether that
disclosure is mandatory or voluntary, by
what statutory or other authority such
number is solicited, what uses will be made
of it, and what rules of confidentiality will
govern it. - '

The compromise amendment changes the
House language by broadening the coverage
of State and local governments.so as to pro- -
hibit any new activity by such a government
that would condition a right, benciit or
privilege upon an individual's disclosure of
his social security account number.

To clarify the intent of the Senate and
House, the grandfather clause of this section
was re-stated to exempt only those govern-
mental uses of the soclal security account -
number continuing from before January 1,

- 1975, pursuant to a prior law, or regulation .

that, for purposes of .verifying identity, re-
quired individuals to disclose their social
security account number as a condition for
exercising a right, benefit, or privilege. Thus,
for illustration, after January 1, 1975, it will:
be unlawful to commence operation of 8.
State or local government procedure that

. requires individuals to disclose their soctal

security account number in order to register
8 motor vehicle, obtain a driver's license: or
other permit, or exercise the right to vote
in an election. The House section was
amended to include the Seundte provisicn
for informing an individual requested to dis-
close his social security account number of
the nature, authority and purpose of the
request. This provision is intended to permit
an individual to make an informed dectsion
whether or not to disclose the social securiiy
account number, and it is intended to bring
recognition to, and discourage, unnecessary
or improper uses of that number.

.- MAILING LISTS

"The Senate bill prohibits the sale or rental
of an individual's name and address by a

Federal agency unless such action is specifi-
cally authorized by law. This section further
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provides that upon written request of any in-

- dividual, any person engaged in interstate

commerce who maintains a mailing lst shall
remove the individual's name and address

from such list. .
The compromise amendment accepts the’

Senate prohibition of the sale or rental of
malling lists by Federal agencies. Names and
addresses associated with other personal in-
formation obtained by Federal agencles pur-
suant to statute or executive order, or by

‘unauthorized means, are thus not permitted

to be sold or rented to the public. Public dis-
closure of maliling lists by authority of Sec-
tion 552(b), the Freedom of Information Act,
or by authority of other Federal law, is not

prohibited. Public. disclosure would be per-

mitted In certain other circumstances where
the agency determines that the potential for
adverse effects from such disclosure on the
privacy of other rights ot persons on a mail-
ing list .are inconsequential und that the
benefits likely to accrue to such persons and
to the general public are clear and signifi-

‘cant. In this regard, a directive from the

Office of Management and Budget forbidding
disclosure by Federal agencles of a person's
name absent his specific consent would be

- relevant to the intent of this subsection.

- agency seeking an

- tlon Commission was directed

RULEMAKING PROCEDURES FOR MAKING
EXEMPTIONS

To obhtain an exemption from.certain pro- -

visions of this Act under the" House' bill,
agencles entitled to those exemptions would
be required to public notice of the proposed

‘exemptions in the Federal Reglster pursuant
to Section 553 of the Administrative Proce- .

dures Act permitting comments to be sub-
mitted in writing for inclusion in the Record
with such exemptions. . .

The 'Senate blll applied a much more

" stringent standard and would have required

agencies to hold adjudicatory hearings as
provided in APA Sections 556 and - 557. The
compromise agreement would no longer re-
quire full adjudicatory proceeding by any
exemption permitted
under the act. However, agencies would still
be required to publish notice of a Pproposed
rulemaking in the Federal Register and could
not waive the 30 day perlod for such publica-

' tion. In addition it is specifically provided

in this act that agencies obtalning such ex-
emptions state the reasons why the system
of records Is to be exempted. .Should ob-

- jectlon be filed with the Commission to any
it is expected that'

rulemaking exemption,
the agency would. respond specifically to
each objection in setting forth its reason in
support of the excmption.
DUTIES OF THE OFFICE OF MANAGEMENT
AND BUDGET . °

. Under the Senate,bill the Privacy Protec-
to develop
model guldelines and conduct certain over-
sight of the implementation of this Act to

Federal agencies. Since the compromise*

amendment would change the scope of au-
thority of the commission, 1t was felt there
remained a need for an agency within' the
government to develop guidellnes and regu-
Iations for agencies to use In implementing
the provislons of the Act and to provide con-
tinuing assistance to and oversight of the
implementation of the provisions of this
Act by the agencles. .

This function has heen assigned to the
Office of Management and Budget.

REPORTS ON NEW SYSTEMS

Unzler the Senate bill the Privacy Pro-
tection Commission was Lo have a central
role In evaluating proposals to establish or
alter new systems of information in the Fed-
eral government. If the commission had de-
termined that such a proposal was not- in
compliance with the standards established
by the Senate bill the agency which prepared
the report could not procced to establish
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or modlfj an information systexi: for 60

days in order to give the Congress and the-

Prestdent an opportunity to review that re-
port and the commission’s recommendations.

The compromise amendment still would
require that agencles provide adequate ad-
vance notice to the Congress and to the Of-
fice of Management and Budget of any pro-
posal to establish or alter a system of records

In order to permmit an evaluation of the pri-

vacy Impact of that proposal. In addition
to the privacy impact, consideration should
be given to the effect the proposal may have
on our Federal system and on the separation
of powers between the three branches of
government. These concerns are expressed in
connection with recent proposals by the Gen-
eral Services Administration and Depart-
ment of Agriculture to establish a glant data
facility for the storing and sharing of in-
formation between those’and perhaps other
departments. The language in the Senate
report on pages 64-66 reflects the concern at-
tached to the inclusion of this language in
S. 3418. ' . : .
The acceptance of the compromise amend-

‘ment does not question the.motivation or

need for improving the Federal government’s
data gathering and handlihg capabilities, It
does express a concern, however, that the

office charged with central management and -

oversight of Federal activities and the Con-
gress have an opportunity to examine the
impact of new or altered data systems on
our citizens, the provisions for confiden-
tiallty and security in those sysiems and the
extent to which the creation of the system

will alter or change interagency or intergov-

ernmental relationships relat\ed ‘to Informa-

tion programs. .

GOVERNMENT CONTRACTS
The Senate bill would have extended its

provisions outside the Federal government
only to those contractors, grantees or par-

ticipants In agreements with the Federal gov-'
-ernment, where the purpose of the contract,

grant or agreement was to establish or alter
an information system. It addressed a con-
cern over the policy governing the sharing
of Federal criminal history information with
State and local government law enforcement
agelcies and for the amount of money which
has'been spent through the Law Enforcement
Assistance Administration for the purchase

of State and local government criminal in-.

formation systems. )
The compromise amendment would now
permit Federal law enforcement agencies to
determine to what extent their information
systems would be covered by the Act and to
what extent they will extend that coverage
to those with which they share that Infor-

_matlon or resources.

At the same time it is recognized that
many Federal agencies contract for the op-
eraticn of systems of records on behalf of
the agency in order to accomplish an agency
function. It was provided therefore that such
contracts if agreed to on or after the eflective
date of this legislation shall provide that
those contractors and any employees of those

contractors shall be considered to be em- ..

plovees of an agency and sibject to the pro-
visions of the legislation.

DEFINITION OF RECORD

The definition of the term “Record” as
provided in the House bill has been expanded
to assitre the intent that a record can in-
clude as little as one descriptive item about
an individual and that such records may in-
corporate but not be Iimited to tnformation
about an individual’s education, finanecial
transactions, medical history, criminal or
employment records, and that they may con-
tain his ‘name, or the identifying number,
symbol, or other identifying particularly as-

signed to the individual, such ‘as a finger or

volce print-or a photograph. The amended

.vacy Act clearly apply to the Posta] Service,

" dom of Information Act.

" prepared a statement

"ing credit to members of the Subcom-

Legislative Counsel.

December 17,5
definition was adopted to more c]i{é{}'vj
flect the definition of ‘‘personal InTopaas
tion” as used in the Senate bill, 20 Xpmpatha)
DEFINITION OF THE TERM AcENEY ji: 5%
Some questions have been.ra_lsed-'“r‘é‘f‘g‘
ing the applicability of HR. 18373 arss
3418 'to the U.S. Postal Service, the lsoﬁn
Rate Commission and simtlarly rela;é&";-nw
tities. : toel s

TR

. e
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H.R. 16373 defines “agency” to mean’ .-:-,‘:;
.agency as defined In Section 552(e) of_Titly i
V. 8. 3418 defines the term “Federa] .g;n?’.-ui;;
to mean any department, agency, tnstyy.
mentality, or establishment in the Exé’&‘{. o
tive Branch of the Government of the Unitag "
States and includes any officer or .empl]'ay"'f" e
thereof. _’;;?iﬂ'.
A compromlise agreement adopts the d:f:
inition by reference to section 6552(e)"%4a.
provided in H.R. 16373. It 13 the intentionay .7
the House and Senate that the Federal ppi. T

the Postal Rate Commission, and governmggt
corporations or government controlled ggr.
poratlons now In existence or which may pp
created in the future as provided in Pup)jg *
Law 93-502, thé amendments to the, Free:

K
N
While Sectlon 410(a). of Title 39 B!r"ﬁ{i _
U.S. Code exempts the Postal Service a
Postal Rate Commisston from legislatjon '
generally applicable to Federal agences, '
barring a clear. expression of Congressional
intent to the contrary, is the considered in- a
tent of the committees which coasider this .
legislation that it should apply to the Postal
Service and Postal Rate Commission, not.
withstanding the operation of Title 39 See,
tion 14(a) of the United States Code. . 7

Mr. ERVIN. Mr. President, I havé alsy” -
giving credit. to
members of the Government Operations -
Committee, and another statement glvs .

AL

mittee oh Constitutional Rights, which
worked -on privacy matters for many .
years, commending them for their work.. ..

I would like to ask unanimous consent

these be printed In the Recorp at this °

point. . tebgid. |
There being. no objection, the state-
ments were ordered to be printed in the

REcorD, as follows: e

TATEMENT TO MEMBERS OF THE GOVERNMEN;‘_ .

OPERATION COMMITTEE "",‘; :

- Mr. President, S. 3418 represents the cul-
mination of many months of work by the.
Committee on Government Operations to
fashion legislation that will guaran:tee the
rights of all Americans with respect to the
gathering, use, and disclosure of information
about them by the Federal Government.. 5

Again, I want to express my gratitude_to
two members of 'this committee who have
helped make ‘this legislation possible Senator ¢
Percy from 'Illinois, the ranking minority j
member, and Senator Muskie from Maine, -
the chairman of the Subcommittee on Inters
governmental Relations. e

Their efforts, and that of their staffs have
been Indispensible in helping to reach the ,
compromise reflected in the amendments .
adopted by the Senate today. e

Great credit also is due to Senator Ribicoff,. =~ -
Senator Javits and the other cosponsors of
this legislation as well as to all the members
of the Committee on Government Opera-
tions. Without their many valuable contribu- L
ticns, we would have been unable to develop ' . .
the sensible bill that the committee reported o
unanimously to the Senate. . . St

Finally, the Committee wishes to expresd .-
appreclation for the valuable time and effort
devoted to the drafting of this legislation by
Mr. Bill Ticer, in the office of the Senate
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\Ir. President, I am pleased to note that
(he compromise which has been reached be-
(ween the Senate and the House on this pri-
+acy legislation will provide for the estab-
lishment of 8 Privacy Protection Study
Ccommission. While the scope of the com-
mission’s authority 1s not as broad as we

nad sought in the Senate bill, it should .

serve As an important function in provid-

“ing the President and the Congress with the

xind and caliber of information about prob-
lems related ‘to privacy in the public and
srivate sectors which are needed to make
informed decisions. )

1 belleve 'that this bill also strengthens
the ability of the indlvidual to enforce the
rights granted to. him under this act from
the provisions which were contained in the
House measure,

Flinally the compromise bill contains the

minimum recommendatiors made for pro-
tecting privacy and for establishing rules
of due process for the Government’s use of
computer technology for personal dafa sys-
tems.
"It is in keeping with the recommenda-
tion of the Committee on Government Opera~
tions which stated the purpose of the Sen-
ate bill is to: . . v

Promote government respect for the pri-
vacy of citizens by requiring all departments
and agencies of the executive branch and
their employees to observe certain constitu-
tional rules in the computerizing, collection,

'management, use and disclosure of personal
_ information about individuals.

It is to promote accountability, responst-
bility, legislative oversight, and open gov-
ernment with respect to the use of computer
technology in the personal information sys-
tems and data banks of the Federal gov-
ernment and with respect to all of its other
manual or mechanized files.

" - It is designed to prevent the kind of il-

legal, unwise, over-broad, investigation and
record survelliance or law-abiding cltizens
which has resulted in recent years.from ac-
tlons of some over-zealous investigators, from
the curiosity of some government adminis-
trators,” and from the 'wrongful disclosure
and use of personal flles held by Federal
agencles. : '

It 18 to prevent the secret gathering of
information or the creation of secret infor-
mation systems or data banks on Americans
by employees of the departments - and
agencles of the Executive branch,

It 13 designed to set in motlon a long-
overdue evaluation of the needs of the Fed-
eral government to acquire and retain per-
sonal information on Americans, by requir-
ing stricter review within agencies or criteria
for collection and retention of such infor-

. mation. :
It is also to promote observance of valued

principles of fairness and Individual privacy
by those .who develop, operate and admin-
ister other major institutional and organiza-
tional data banks of government and society.

While this is a momentous day for the Sen-
ate, 1t's work in the fleld of privacy is not
completed with the adoption of this legis-
lation. It will require aggressive oversight by
the Committee. on Government Operatlons,
and I would hope that Senator Muskie
through his Subcommittee on Intergovern-
mental Relations, and that Senator Percy, as
the ranking minority member of the Com-

.mittee on Government Operations, will-con-

tinue to exercise their leadership in this re-

- gard.

STATEMENT TO ME}\IBERS OF THE SUBCOMMITTEE

' ON CONSTITUTIONAL RIGHTS

Mr. ERVIN. Mr. President, when the Seuate’

approved S. 3418 in November, I pald tribute
to the contributions of the members and the
staff of the Government Operations Com-
mittee and to the staffs of the members of
the Committee who had worked on the bill.
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T wish to acknowledge also the valuable con-
tributions of the Committee's speclal con-
sultant, Professor Alan F. Westin of Colum-
bin University, whose testimony in June and
expert counsel through the summer provided
the basls for policy judgments and for de-
tailed amendment of ‘the bill in order that a
workable proposil could be reported to the
Senate. Professor Christopher Pyle of the
John Jay College of Criminal Justice in New
York, also rendered valuable assistance to
the Committee, as he has -during his service
as & consultant of the Constitutional Rights
Subcommittee. Lo !

Much credit 1s also due to Lawrence Baskir,
former chief counsel of the Constitutional
Rights Subcommittee, ' Mark Gltenstein, pres-
ent chief Counsel of the Subcommittee, Irene
Margolis, Dorothy Glanzer and the rest of
the Subcommittee staff who helped immeas-
urably in the development of the bill and
report during the joint hearings and study.

Furthermore, no person who has walked
on Capitol Hill merits greater commenda-
tion in this connection than ‘Marcila Mac-
Naughton, who served for a substantial time
on the staff of the Subcommittee on Consti<
tutional Rights' and made herself most
knowledgeable in respect to privacy and the
threats to it. During past months she left
the academic world temporarily to ald the

wodad

Senate Committee on GQovernment Opera- :

tions in the drafting of 8. 3418. - ~ '},

I believe the comprehensive hearings and
studles of the Constitutional Rights Sub-
committee have helped’ to provide the Con-
gress with an excellent basis for this and
other needed legislation in years to come.
I hope the many published volumes of the
result of the Subcommittee’s work on pri-
vacy, computers and- data banks will ald
those working on this subject in the future.
The members who serve on that Subcommit-
tee have made many contributions to the
protection of privacy by their sponsorship
of legislation and their support and partici-
pation of the investigations and reports
which were.neeled to draft legislation. They
have also provided the Executive Branch with
the background and information for reports
and action to protect privacy and I- hope
officials in all federal departments and agen-
cles will continue to take advantage of this
research and this documentgtion of public
concern over governmental incursion on in-
dividual freedoms. R

Since the Senate and the House passe
their respective privacy bills, Jim Davidson
has labored tirelessly to reconcile their
varying provisions and thus make the en-

actment of legislation to protect the rights:

of privacy of Americans possible. I will al-
ways be grateful to him for his most help-
ful assistance to me. 2

Mr. ERVIN..Mr. President, .I would
urge all Members of the Senate to sup-
port these amendments with my assur-
ance that I have been.informed by the
House that the House will immediately
take them and send the bill to the White
House and we will have, for the first time

in the history of our Nation, some effec-

tive privacy legislation. . B
Mr. PERCY. Mr. President, the com-

promise privacy bill we bring before the

Senate today is a remarkable achieve-

_ment. It marks the culmination of more

than 10 years of concern and attention
by the Congress to the fundamental issue
of personal privacy. It represents the
continuing efforts by the distinguished
senior Senator from North Carolina (Mr.
ErRvIN) to cultivate that concern and I
believe this legislation is a fine tribute
to Senator Ervin’s work. -~ -l Al
T would like to strongly commend the
staff of the Government Operations Com-
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ix;ittee in their efforts to produce a com-

‘promise, with the House. Their diligent
-efforts have been quite crucial to the

successful resolution of extremely diffi-
cult policy differences. In this regard, I
would like to give a special commenda-
tion and extend my appreciation to Mr.

-Bill Ticer, office of the Senate Legislative

Counsel, for his dedicated assistance to
the committee staff during the past 6
months. I understand that his partici-
pation was of immense value in clarify-
ing difficult portions of the legislation.

I also commend Congressman MOOR-
mgeap of Pennsylvania, Congressman
ErLENBORN, and Congressman GoLp-~
WATER for their diligent efforts in con-
nection with this legislation.

" I am pleased to note that the com-
promise which has been reached does in-
clude a provision for a 2-year Privacy
Protection Study Commission. While this

enforcement powers afforded to it in the
Senate-passed bill, 8. 3418, I belleve-that
it is certainly equipped to perform the
functions intended by the Senate. The
Commission will be responsible for as-
sembling experts in the flelds of com-
puter science, law, social sciences, busi-

ness, and Government to study and rec-

ommend solutions to privacy problems
not adequately addressed by this bill. I
believe that the Commission will serve
to keep focused attention on this lm-

" portant issue of public policy so that

Federal agencies, State and local govern-
ments, and private organizations will
continue to implement the basic prin-
ciples of fair treatment for personal data
contained in this bill. .
- I am pleased that the compromise bill
contains the provision, introduced by,
Senator GoLopwaTer and myself, to limit
abuses of the social security number. I
look forward to a more final solution to
the problems associated with this num-
ber, which is widely used as a universal
identifler in this country. The Privacy
Protection Study Commission. will study’
the problem and bring back to the Con-
gress policy recommendations on this
matter. o '

" Finally, I am pleased that Congress has
acted with authority to establish, across
the board in the Federal Government,
fundamental protections of personal pri~
vacy. The challenge now rests with the
Federal agencies to adopt regulations and
implement procedures to carry out the
intent of this statute. We intend to work

with the agencles and we hope that they |

will cooperate fully, in return, with the
Government Operations Committees of
both Houses, in their oversight capacity,
and with the Privacy Protection Study
Commission, in its study capacity. .

~ Mr. MUSKIE, Mr. President, this is a -

momentous day for the Senate and for
every citizen of this country on whom
the’ Government maintains a record.
The compromise agreement which has
been worked out between the Senate and
the House under the able. leadership of
the chairman of the Committee on Gov-
ernment Operations, Mr. ERVIN, repre-

-sents the first major assault on the inva-

sion of privacy in recent decades.

- Mr. President, I would like to note the

outstanding work in the development of

"Commisslon does not retain some of the . |
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this bill by Mr, James H.. Davidson, of
the stafl of my Subcommittee on Inter-
governmental Relations, who has spent
countless hours working on this legisla-
tion. ' i

The passage of this legislation. will
rightfully earn for this Congress the rep-
utation as the Privacy Congress. :

While the courts have begun to recog-
nize the capacity and the practices of
the government to invade the privacy of
Its citizens, it is the responsibility of the
Congress to develop the legislative pro-
‘tection against those invasions. -

The Federal Privacy Act draws upon
the constitutiona] and judicial recogni-

ing practices. . .

Until now we have allowed techno-
logical advances in Federal recordkeep-
ing to outpace our efforts to control and
] ion we have col-

brotections for every citizen.

I am pleased to note that this act has .

developed an Important balance between
the rights of privacy of each of our citi-

Zens and the public need for disclosure of .

Government materials under the Free-
dom of Information Act, ) :
" Mr. President, this legisla.tion' incor-
porates fundamentg) rights of fair in-
formation bractices into Federa] infor-
mation systems. It is

. And I hope to be able to follow
the implementation of this act in ‘the
next Congress through the work of my

Subcommittee on . Intergovernmental
Relations. - o
.. Mr. BROCK. Will the Senator yield?

- Mr. ERVIN. I yield ‘to the Senator
from Tennessee, ’ :

_Mr. BROCK. Mr. President, may I

take a moment to €xpress my gratitude -

have had, as so many others have had, a
great, continuing, and growing concern.
The privacy bill is & much-needed plece
of reform legislation which I am proud
have sponsored. o
€re is no question about the abuse
of personal privacy in this country, and
it 1s growing at g geometric rate each
year. I understand, for example, that it
is presently possible to have every tele-
phone in America bugged. ’
" Privacy is not a brivilege, it is a basic
right, a fundamenta] i
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an important be- -
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of, the data must be regulated, Additiin.

ally, the nature of all data banks must
be announced. Individuals

told the source of the data
is used. Finally, information challenged
.by an individua] must: be relnvest!gated_

- and, where proper, modified Or corrected.

. I personally want to €Xpress my great
debt to the Senator from North Caro-
lna for his efforts to remedy this
Problem, : o :

We did
House, but
to deal with those differences
frank and very healthy way. - . .

I appreciate the result of the labors of

have differences with the

in a very

the gentleman and I want him to know.

. “Mr. ERVIN. I thank my friend from
Tennessee and want. to commend him
for the work he did in the Government
Operations Committee in this legislation,
Mr. President, I ask for the yeas and
nays on the motion. @ - - " .
The PRESIDING OFFICER. there

a sufficient second? There 1s a sufficient
second. R B A N BT L] -
The yeas and nays were ordered.
"Mr. ERVIN. I yield the floor, el
Mr. HRUSKA. Mr. President. . ' .~ .
The PRESIDING OFFICER. The Sen-
ator from Nebraska,. L GRS T
Mr. HRUSKA. Mr. President, I yield
to the Senator from. West Virginia, re-
serving my right to the floor, for a brief

statement, .
. \.. . )
AMENDMENT OF THE SOLID WASTE
- DISPosAaLacT
‘Mr. RANDOLPH. Mr, President, I re-
port from. the Committee on Public
Works H.R. 16045, and ask unanimous
consent for its immediate consideration,
The PRESIDING OFFICER. The bill
will be stated by title.

e e s

The assistant legislative clerk reag as -

follows: . . )

A bill (HR. 16045) to amend the Solid
Waste Disposal Act to authorize appropria-
tlons for fiscal years 1976 and 1976 and to
make certain technical and conforming
changes, reported with an amendment, :

The PRESIDING OFFICER. Is there

objection to the consideration of the bill.
. There being no objection, the Senate
broceeded to consider the bil (HR,
16045) which had been reported from
the Committee on Public Works with an
amendment to strike out all after the
enacting clause and insert: o

That baragraph (2) of subsection (a) ot
section 216 of the Solild Waste Disposal Act,
(87 Stat, 11), 15 dmended by
striking “and not to exceed £76,000,000 for
year ending June 30,
serting in lleu thereot ", not to exceed $76,-
000,000 for the fiscal year ending June 30,
1974, and not to exceed 876,000,000 for the fig-

The amendment wag agreed to. '

The amendment: was ordered to be
engrossed and the bill to be read a third
time, : : : el

The bill was readq the third time, and
passed. S o :
The title was amended 50 as to read:

“To amend the Solid Waste Disposal Act

ATB e

and how it =

the compromise is an effort:

- 8. 3418, and, upon consideration thereof; i

NLYL Y
Decemb’_eé;" i

to authorize 8PPropriations g,

year1975.” . . anm

SATATR S R Wl

SEPEET LUk Aty i
- .ORDER OF BUSmFss’g;- 1“1* ‘?
;. Mr. ROBERT C. BYRD, Wif}'; i
ator from Nebraska yield for 30 gepce o
without losing his right to the 0077 feens
-+ Mr. HRUSKA. I am happy to ylelg v
Mr. ROBERT C. BYRD. With e
understanding his remarks 10t be tpe;ei)
rupted in the Recorp, i ANAGE
-~ ‘M. President, for the ini'orpgu%],
the Senators, following this rollean iy ¥
would anticipate another measure: thos £
Will be coming up that woulq vergg eIy s
generate another rolicall, F L R
-1 thank the Senator. L

. e \E(“Qi_‘.‘. ~'\.
.. “"PRIVACY ACT OF 1934,}‘%";1?1%_ L
The Senate continued with the i
slderation of the message from the Hojigs L
of :Representatives on the bill (8. 3418)

to establish a Privacy Protection Con;

Srate

¢

H,

Inission, to provide management SVStetmg S

In Federal agencfes and certain ‘otheyy”
organizations wtih respect to the 8atheps
Ing and disclosure of informntiqn,‘:ci;ﬁ; :

cerning individuals, ang for\;-,;q o
Durposes,. - S, ‘,‘a.!ﬂf";)‘_i"a?ﬁfﬁ
- The PRESIDING OFFICER. The Sen:!
ator from Nebraska. - .. igtotimgs 3

. Mr. HRUSKA. Mr. President, T Hidett5o
suggest that the consideration of the %
stant bill, S, 3418, pursuant to

the BioT At
tion of the Senator from North Ca_::qug_a_.,;ﬁ'

is not exactly in keeping with the better
traditions of this body Tegarding: con-ir!
sideration of legislative of. this gravitys it
--I am not going to take very long, bt I- vﬂ
‘would like to recite briefly the chronology o5 E
of this legislation and what we are dolng.; o
bere today, . : ' R R v

- Last month, Mr. President, 8 3415

printed pages in length. - : ’{‘Gfﬁﬁ’?ﬁf .

" The House also passed a measuré’’ gt
approximately the same time, H.R. 16373,
which dealt with the question of privacy,
Individuals’ records. While many, proyi: 7
slons of the House and Senate bil] Were. 35
similar, the Senate version. contained 1%
Provisions establishing a privacy com=!
Iission, with far reaching powers,”and’’
providing extenstve coverage of law en- :
forcement records, features not found fn %
the House bill. oL e

The other body took the Senaic DAL G

e
voted to strike all but the enacting clause, &7
and insert entirely in place theréin the™#fe 3,
text ‘'of H.R. 16373, which consisted of %
app'roximately Fis G
ently, the members of the Senate Govg

was contact
staff of 18 o L
Committee of the Senate and the staff of, ©5
the Government Operations Committee;;;,_ &
of the House. There emanated there: ii%:
from, Mmr, President, the text and the
substance of the motion now pending by i
way of an amendment to the House bill;

which 1, understand was completed

Yesterday. oL :
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~ qhis - text, “Mr.  President,: was ‘sub=.
mitted to my office less than 24 hours ago.
1t consists of approximately 40-pages of-
‘typewritten material..:It :is .in many
respects from the bill as_passed by the
Senate in the original instance. And it is

- different than the text of the bill that
was approved by the other body. .2 - >4
In addition to that text, I was fur-
nished by the very courteous-and dis-
singuished Senator from North Carolina
with a copy of his remarks, consisting of
an analysis of House and Senate com-
promise _amendments to. the Federal
Privacy. Act. =i zii 37w il s
Let me suggest, Mr.. President, that
this occurred about-24 hours ago. I be-
lieve I received these remarks probably.
at 4 o'clock yesterday afternoon and the
actual text of the amendment shortly
after 6 p.m. ! cpoon 3 e e g
Wwe adjourned the Senate, Mr. Presi-
dent, at about 6:40 p.m. yesterday. We
convened at 9:30, a8 I remember it. I
" have been in committee most of the day.
1 started my first committee meeting at
9:30 this morning. ~-x st oy, -0
I know all of my colleagues have been’

oy

. very busy in the later part of this ses-

sion, in the closing hours of this session.

I make no apology for the fact that I
- did not have time to read and to study
this bill, nor the remarks of the Senator
from North Carolina. I did impose upon
- my staff for the consumption on their
part of a little midnight oil. I find, Mr.
President, it is not quite as easy to ex-
plain the lack of difference between the
House bill and the compromise bill as we
might imagine. --__: caz-. e g e

There are some things that are of real
substance. There are some items that

s

" . are of very substantial difference; ard,

in my judgment, some items, on the
basis of this staff analysis, that would
bear close study and scrutiny, and which
should receive a little: more deliberate
treatment than a mere consideration of
the motion of amendment as proposed,
and which we are considering now.
Let me suggest, Mr. President, first of
all there is the suggestion, and there is
the representation made, that the law
enforcement files are exempted. Of
course, that was one of our original ob-
jections to the 'bill as approved by the
Senate, When I say ‘‘our” I mean those
who are interested with me in .the
preservation of the integrity of law en-
forcement flles, particularly the inves-
tigatory files, and to prevent a com-
promise thereof. . ..t» . 0. ..
As I suggested at that time, the area
of law enforcement files is of such com-
plexity that it should not be dealt with
on the same terms as civil records. I
believe it can be readily understood that
criminal justice or law enforcement in-
formation gives rise to problems requir-
ing treatment different from that of in-
formation used to carry out the social,
health, or money benefit programs in
which the Government may be involved.
Law enforcement records should be
" treated in ‘separatfe legislation. ; . .-
The Senate Constitutional Rights
Subcommittee presently has such legis-
,lati_on before it, 8. 2963 and S. 2964.
Many hours of hearings and. research
have gone into pqr{ectmg the provisions

s hea o aan
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" of" this leglslation in order to strike &
proper and equitable balance between

the individual's ‘rights 'to privacy and-
soclety’s interest in receiving good and _ .
.2\ tended sesslon to discuss our respective

it
i

" éffective. law” enforcement.
. 'This legislation, ° A

representea by 8.
2963 and 8. 2964, is well along and near
resolution. It is expected that similar
legislation will be reported to the Sen-
ate floor early next year. It is my under-
standing that the Members in the House
similiarly expect to act on legislation
dealing with law enforcement files early
in the next Congress. It is further my
understanding that this was the reason
that H.R. 16373 contained an exemption

from most of its provisions for criminal’

.law enforcement flles and records, an
exemption which I found acceptable.

- . The staff compromise we have before
us in the form of the amendment in

question, however, narrows the law en--

forcement exemption, by making addi-
tional provisions of the bill applicable
to law enforcement. . - =~ - 7
“For example, the requirement that
an accounting of all disclosures of a

record be Kept for a period of § years,

“or for the life of the record, whichever’

is the longer” would now be applied to
law enforcement files. . S

- It should be noted that the statute of
limitations for civil suits related to im-
properly disclosed records is only 2 years.
The provision that all future disclosures
of the record be accompanied by notice
of disputes as to its accuracy 1s ‘also ap-
plied to law enforcement records. .

.Similarly, law enforcement would be
covered by the requirement that pro-
_posed rulemaking hearings be held with
respect to a statement of the routine uses
to which records would be subject. ..
_ The expanded coverage of the law en-
forcement files is objectionable as a mat-
ter of principle, and may raise serious
practical problems of which we may be
unaware after only a brief study of the
amendment. T

Mr. PERCY. Would my distinguished
colleague mind just a brief comment? If
the distinguished Senator from Nebraska
has finished the history of what hap-
pened on this legislation, I think for pur-
poses- of accuracy it would be well to
make one insertion. . )

; Mr. HRUSKA. I will yield briefly for
that purpose. I do not want to detain the
Senate too long. I shall cite one other
example of detriment in the proposed
amendment. Then I shall put the rest of
this statement into the REcorp. If it is a

" brief comment, I will be happy to yleld.

-Mr. PERCY. 1 very much appreciate
the deep interest that our distinguished
colleague has taken in this legislation.

It would be, I belleve, unfair to the

Senate to assume, however, that what
has resulted is a result only of staff dis-
cussions between .the House and Senate.
Obviously, on this legislation, as in most
legislation, staff has done a great deal of
work. But we cannot overlook the fact
that Senator ERvIN and myself, as- the
chairman and the ranking ‘minority
member- of the Senate Government Op-
erations Committee, and Congressman
MoorHEAD of Pennsylvania, and Con-
gressman ERLENBORN, .of Illinois, as the
-House Forelgn Operations and Govern-
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" ment-Information Subcommittee chair-
man and the ranking minority member
of the' House Government Operations
Committee, met together for a very ex-:

Bllls...n\,,:_,.,- - et
. We worked out compromises. We nego-
tisted differences. We came to an accord,
and we put the stamp of approval of two-
Senators and two Congressmen, repre-
senting the chairmen and ranking mem-
_ bers of the respective committees, before
it was brought before the Senate today.
- T believe that this one additional point
would update and complete the historical
"accolint of this legislation up-to this
. I thank my distinguished colleague.
"Mr. HRUSKA. I am happy to accept
.that supplement to the description of
the history of this bill, Mr. President.
It was not my intention to exclude from
the consideration of the amendment be-
fore us the participation by members of

+ . the committee. But the bulk of the work,

I am confldent, was done by the stafl.
Many of the changes pertaining to law
enforcement may have been inadvert-
‘ently included with-a full realization of
their total effect. ’ ot

- Mr. President, I am just going to out-
line one other change. That has to do
with the access to law enforcement rec-
ords intelligence information by the pri-
vacy commission, The compromise with
which we are now confronted would
create a seven-member study commission

" with a broad mandate to examine pri-

vacy considerations as applied, Mr. Pres-

ident, to Federal, State, and private

records. ... = . 7 o
‘The study commission would have full

= access to all information relating to the

performance of their function, and it
could issue subpenas as to enforce its
request.for information. I am concerned,
Mr. President, that individual's rights
may -be offended by fishing expeditions
by the commission into the raw back-
ground files maintained by the Govern- .
-ment and into other particularly -
sitive law enforcement and intelligence
records. -, - .7 . ° o . )
:T feel the compromise gives the com- . -
mission too broad authority to examine -
Government records under the language
in thebill. .. o
;I ask unanimous consent, Mr. Presi-- .
dent, that this memorandum, which was
prepared by staff and from which I have
quoted, and which I have checked with
the text of the bill and its prop |
compromise, be printed in the Recorp at
this point, .~ = -~ . o .
There being no objection, the memo-
randum was ordered to be printed in the
RECORD, as follows: T
“tgze.. ¢ . MEMORANDDM T .
"The “final” stafl- compromise which’ i3
_now before the Senate presents real prob- -
lems for law enforcement generally. * -
- Ezemption of law enforcement files. HR:
16373 contalned an exemption from most of
its provisions for criminal law enforcement
‘files and records. It was acceptable in this
regard. The.staff compromise NAITOWS the
law enforcement exemption, thus making
.additional provisions of ‘the bill applicable
. to law enforcement. For example, the re-
quirement that an accounting of all dis-
-closures of a record be kept for a period of

R0 £ 7 T IRURY R, SR
.o

'3




40412

. five years “or the life of the record which-.

ever i1s longer” would now be applied to law
enforcement files. (Note that the statute of
limitations for civil suits relating to improp-
erly disclosed records is only two years). The
provision that all future disclosures of the
record be accompanied by notice of disputes

" . as to Its accuracy is also applied to law en-

forcement records, Compare p. 24 with page
9. Similarly, law enforcement would be cov-
ered by the requirement that proposed rule
making hearings be held with respect to a
statement of the “routine uses” to which

such records would be subject. p. 17. The -

expanded coverage of law enforcement files
18 objectionable as a matter of prineiple and
may ralse serious practical problems.

‘New provisions concerning law enforce-
ment. The staff compromise defines records
a8 including not only collections of informa-

" tlon about individuals but also an “Item" of

information about an individual. The intent
of this change is not clear but it could be
read so broadly as to include any single

piece of paper bearing an individual's name,
within the meaning of ‘record even though -

it may be filed as part of an investigatory
file on a corporation or on some other indi-
vidual. This would, among other things, re-
quire that annual notice of such “items”

‘be published in the Federal Register. See

§3(a)(4) [p. 5] .

The new definttion of record also includes a
reference to fingerprints, voice.prints and
pPhotographs. The same reference is not in-
cluded, however, in the description of those
law enforcement flles which may be exempted
from provisions of the bill such as individual

access to records or limitations on disclosure.
without the individual's consent. While 1t

would be ludicrous to interpret the bill to re-
quire a fugitive's consent before his photo-
graph is displayed on a wanted poster, the bill
literally has this effect. Moreover, it may be
read to permit individual access to photo-
graphs "or voice prints in an investigatory

. file even though access to the file itself s not

permitted by the bill. 3(a) (4) [p. 5]
-.“Routine” exchanges of information among
government agencles—see 3(a) (7) '[p. 6] 3

(D) (3) [p. 6]—are permitted by the bill so

long as annual notice describing such rou-
tine exchanges is published. We were suc-
cessful in obtaining a flower explanation of
routine exchange in the House which would
be helpful to law enforcement. The bill, how-
ever, has added a definition of “routine use"
which may present problems for law enforce-

ment. “Routine’ use is defined as that which"

1s compatible wtih the purpose for which the
Information was originally collected. There
may be numerous exchanges'of information.
with the FBI that are now undertaken by
non-law enforcement agencies which would
not fall within the scope of this definition,

for example, information concerning possible -

eivil disturbance activities. If such exchanges
do not fall within the definition of routine
use then it would be necessary to secure the
consent of the individual before furnishing
it to the FBI or it would be necessary for the
Director to make a-written request for'the
information. )

Since the information is of the sort nor-
mally brought to our attention only when

.1t Is voluntarily provided to us, the provision

for requesting such record
meaningless. '

Among the new provisions added to the
stafl compromise is_a requirement that be-

is ' virtually

‘fore disseminating a record the agency must

assure that the record is accurate, comn-

. CONGRESSIONAL RECORD-“SENATE

that investigatory files be accurate, complete;.
timely and relevant before they are dis-
seminated regardless of the purpose of the
dissemination. Presumably this would even
apply -to old investigatory records made
available pursuant to the historic records
policy adopted under the Preedom of In-
formation Act.—See § 3(e)(6) p.16 . - .

Access to . law enforcement records. The
stafl compromise would create a seven mem-
ber study commission with a broad mandate
to examine privacy considerations as applied
to federal, state and private records. The
study commission would have ‘‘full access to
all information relating to the performance

‘of thefr functions” and could issue sub-
-poenas to enforce its requests for informa-

!

plete, timely and relevant. No standard is .

. provided as to the proper application of

these terms. The provision is applicable to
law enforcement files. as well as all other
records. It would, of course, put the burden
on the Identification Division to assure the
completeness and relevance, as well as ac-
curacy, of all rap sheets before dissemina-
tion. Moreover, it would appear to require

!

‘tion. This could include requests for “‘raw
files” and other sensitive law enforcement
and intelligence records. The staff compro-
mise, we .feel, gives the Commisston top
broad “authority to examine government
records. {p. 38] § 6(e) (1) B

Civil law enforcement problems. The bill
requires that whenever an agency seeks in-
formation from an individual it must n-
form him of the source of its authority to
seek the Information, the purpose for'which .
it Is sought, routine uses that may be made
of it, and the effects of not providing the in-
formation. Criminal law enforcement 1s
exempt from these provisions but civil law
enforcement 1s not. In certaln cases such as
civil frauds, civil rights investigations, anti-
trust investigations, ete. this may produce
an inhibiting effect on a potential witness.
(There is also the incidental burden of in-
cluding all of -this information on all appli-
cant forms as well,) . . -

In a related vein, each agency is required
to publish annually a description of its rec-
ords systems. Except in the case of law en-
forcement, national defense, and similar files,
& description of the ‘“categories of sources”
is to be included in the description. This too
may present difficulties with respect to civil
rights, fraud, and antitrust investigations
where sources may require as much protec-
tion as they do in criminal cases, )

An agency would be required to serve no-.
tice on an individual when a record pertain-
ing to the individual s to be disclosed sub-
Ject to ‘‘compulsory legal process.” While
law enforcement records would be exempt
from this requirement, civil investigatory
files would not be. Again this may present
particular problems with respect to those
civil actions which are quasi-criminal in na-
ture. Moreover, it places an enormous bur-
den on agencies and may, through motions
to quash and simtilar interventions, seriously
delay civil litigation. L .

Relationship to Freedom of Information
Act. The Staff draft expressly provides that
nothing in the Freedom of Information Act
permits withholding a record from the sub-
Ject of that record. This presents nd%erious
problems since the bill itself permits with-
holding investigatory and similar.flles from ,
the Individual. The bill also provides, how-
ever, that disclosure Is not permitted with-
out an individual's consent unless disclosure
would be required under FOI. Since the FOI
Act itself authorizes the refusal of disclosure
where this would constitute an “unwar-
ranted invasion of privacy” the privacy bill's
disclaimer of any intent to affect FOI ig
circular. In the. face of the disclaimer, the
government's efforts to mesh the two bills
when faced with litigation over the nondis- -
clcsure of records to protect privacy may
meet considerable difficulty. . .

. Mr. HRUSKA. Mr. President, the mo-
tion before us and the amendment before

-us may -be a good one. It may have merit. .

Maybe that would be the ultimate re-
sult’ of ‘the action taken by the Senate.

As I indicated when S. 3418 was before
us last month, Mr. President, I share the |

‘Jectives of the

‘from - Arkansas (Mr. FULBRIGHT)., *' th

~".I further announce that the Senator !'s

0

3 £
97,
.. “r . ity
objective 6f my good friend. from Nook.
Carolina to protect Americans in
right to privacy. The declared p
of this bill are desirable and. worthy:
is, Mr. President, only some of the
cific :features of the bill, which
mentioned briefly, with which
question. -, o T VST A
- I do not know how many coples'of thig\hi
40-page typewritten manuscript (vm@,
contains the compromise measure ‘Kgeis
been made, or how many are -availahje!
As T indicated, I did not get oné in"my
office until 6:30 last night. I have’pot
made inquiry as to its distribution!yss
Just seems to me that notwithstaﬂdﬁ’a‘.
the lateness of this session, this g hiee
and this measure are entitled to 4
more deliberate, proper, and com
consideration by the Senate. It E
important subject and I hope that 15"
rush to enact this legislation that we'
not inadvertently including provisi [
that will trouble us later. - - ..  -5@
.. I have no disposition to get into’
matter of proposing an amendment 8
this time, If I did, Mr. Presiden

familiarity. I shall not do that, )
to do that at this late hour would”
putting the Senate in the same position
with regard to that substitute me :
that it is placed in with regard to the:
principal amendment—to wit, we would:
not have that discretion and we _"yo_mq,"‘
not” have that amplification upon theé
content of the 'amendment,: ‘and “that 5
would not be fair. o Ay
~ 8o I submit again, Mr. President, that v
it is a mistake to proceed at this la
hour with the consideration of the pend
ing amendment. It is my hope that
'will not be approved. If the amendment
before us does not succeed, we will have /g,
before the House version of the privacy . i5:
bill which I find an extremely meritofo,
measure. It will readily achieve the ob K
protection of privacy we’
see'lt:; and would receive my strong su
por"-:."'::i._‘.:. ,-.-l . ‘.
- “The PRESIDING OFFICER. The ques:
tion is on agreeing to the motion of th
Senator. from North Carolina. On’ A
question ‘the yeas and nays have “been
ordered, and the élerk will call the’
The legislative clerk called the ro
" Mr. ROBERT C. BYRD. I announce ;
that the Senator from Texas (Mr., BENT:.:
SEN), the Senator from Nevada ‘(MF.
BisLE), the Senator from  Alaska” (
GRAVEL), the Senator from Rhode Isl I
(Mr. PASTORE), the Senator from Cali
fornia (Mr. CRANSTON) , the Senator fro
Mississippi (Mr. Eastranp), the Senator

Senator from Loufsiana (Mr. JornsToN
the Senator from Arkansas (Mr. M .
CLELLAN), the Senator from Connecticut
(Mr. RisicOFF), and the Senator from j
Georgia (Mr. TALMADGE) are neqe{sadly

absent, '+ e

from Moritana (Mr, MANSFIELD) is 8
sent on official business. * - o .
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1 also announce that the Senator from
Maine (Mr. HATHAWAY) s absent be-

,cause of a death in the family.

1 further announce that, if .present

and voting, the Senator from Rhode Is-:

land (Mr. PASTORE) would vote “yea.”
Mr. GRIFFIN, ‘I announce that the
senator from Oklahomsa (Mr. BELLMON)
and the Senator from Utah (Mr. BEN-
~ETT) are necessarily absent.
The result was a.nnounced—yeas 1,
nays 8, as follows:

[No. 667 Leg.]

. YEAS—T7 Lo
Abourezk Goldwater Moss
Allen . Grifin Muskie
Baker *  Hansen Nelson
Bartlett Hart Nunn
Bayh Hartke * Packwood

. Beall - : Haskell Pearson -
Biden Hatfield Pell -
Brock Helms Percy
Brooke Holllngs Proxmire
Buckley Huddleston © Randolph
Burdick - Hughes Roth
Byrd, Humphrey Schwelker

Harry F'., Jr. Inouye Scott, Hugh
Bsrd, Robert C. Jackson - - Scott, .
cannon - Javitg: William L,
Case Kennedy Sparkman
Chiles . .Long Stafford
Church Magnuson = Stennis
Clark Mathias Stevens

. Cook ' ‘McClure Stevenson

- Dole McGee A Symington
Domenicl . McGovern Thurmond
Dominick - McIntyre Tunney
Eagleton Metcalf Welcker
Ervin Metzenbaum  Willlams
Fannin .- Mondale
Fong Montoya
. NAYS—B L )
Aiken Gurney Tower
Cotton Hruska Young
Curtis “Tatt

. * NOT VOTING—15 °
Bellmon .  Eastland . Mansfield
Bennett ""-Fulbright. McClellan .
Bentsen QGravel " Pastore
Bible ' . Hathaway . Ribicoft
Cranston Johnston Talmadge

So Mr. ErvIn’s motion to concur in the
House amendment with amendments was
agreed to. B

Mr. ERVIN. Mr. President I move to -
reconsider the vote by which the Senate
amendments were agreed to,

Mr. CHURCH. Mr. President, I move
to lay that motion on the table. )

The motlon to lay on. the table was
agreed to.

Mr. ROBERT C. BYRD Mr. President,

' I ask unanimous consent that the Sen-

ator from Washington (Mr. JACKSON)
may proceed for 1 minute,

The PRESIDING OFFICER. Wlthout
obJection it is so ordered

LOWELL HISTORIC CANAL DISTRICT

Mr. JACKSON. Mr. President, I move
that the Committee on Interior and In-
sular Affairs be discharged from the con-
sideration of H.R. 14689, and that it be
laid before the Senate for immedia.te
consideration. Mr. President, this ma.tter
has’' been cleared with the minority. It"
is a very minor bill. Both Senators from
Massachusetts have expiessed then' m-
terest in it. : :

The motion was agreed to.” .

The PRESIDING OFFICER The bill

"will be stated by title.

The legislative clerk read as follows .
A bill (H.R. 14689) to provide for a plan

Tor the preservation, Interpretation, develop-

Mment, and use 6f the hlstoric, cultural, and
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archltecturnl resources of the Lowell Hlstorio
‘Canal District in Lowell, Maesachusetts. snd
for other purposes. T

.Mr. JACKSON. Mr. Presldent. thls is
& House-passed bill which calls for the
expenditure of no more than $150,000 to
study and prepare a plan for the historic
. preservation of the Lowell Canel Dlstrlct
'in Lowell, Mass. .~ .~

I have cleared the matter with t.he
minority. Both Senators from Massa-
chusetts have expressed a strong interest

- In this legislation, and I hope that the

Senate will take appropriate action.

Mr. KENNEDY. Mr. President, I rise
iIn support of H.R. 14689, the Lowell His-
toric Canal District bill. The Lowell area
has been one of the hardest hit in the
Nation in our deepening recession. This
bill will provide a- significant step to-
ward restoring Lowell to its potential
place in our economy, while helping re-
store Lowell’s historic significance to the
State of Massachusetts and to the Na-
tion at large.” -

This bill provides $150,000 for the de-
velopment. of a plan for the preserva-

" tion, development, interpretation, and

use of the historic, cultural, and archi-
tectural resources of Lowell, Mass. The
nine-member Commission,” ‘composed
of private ¢itizens as well as government
officials, 1s to produce a plan for protect-
-ing and restoring the historic properties
in Lowell and make specific recommen-

dations for its implementation. The com-

pleted plan is to be submitted to Con-.

gress within 2 years. Further congres-
sional action will then be necessary to

 authorize any Federal commitment in

implementing the récommendations.
Lowell, Mass., represents an important

and often 'neglected chapter of Ameri--

can history. The coming of the indus-
trial revolution, with all its concomitant
social and economic eﬂects. is the story
to be told here.

The falls of the Merrimack R.lver at-

tracted the attention of the pioneering

New England industrialists in the early

.19th century. They realized the power of .’

the water falling through the locks of a
transportation canal which bypassed the
rapids could be harnessed to drive the
textile machinery that was then being
developed. The Merrimack Manufactur-
ing Co. pioneered the growth of Lowell,
improving the canal and constructing the
first of the major industries to locate in
what was then a remote and thinly set-

* tled area.

Of signal lmportance ln tlns process
was that the industrialists, recognizing
the need for a stable labor source as well
as the water power Lowell had to offer,
developed the area as a planned indus-
trial community. Their intent was to dis-
pel the fears of the evils of industrial
change which had grown out of the early
factory complexes in England. To ac-

-complish this,'the companies constructed .

a model community in which even the

off-duty hours of employeés were super-;
vised. ' CrONIN. He has skillfully managed this

The’ early years of thls lndustnal de-
velopment saw Lowell hailed as an indus-
trial utopia. 'The management.of the

town by the companies, while classified
by modern standards as paternalistic,
represented a major departure from_

many of the exploitative aspects of the'

Fd
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industrial - growth of that era. Lowell
drew admiring visitors from both the

" United States and.abroad, and the area

drew wide attention for its success in
combining industrial and social values.
- The experiment that was Lowell at last
began to change. Following the Civil
War, increased competition, lower labor
costs In other areas, and poor manage-
ment all played a part in leading to the
decline in prominence of the Lowell area.
;. Now there is widespread support from

the citizens of Lowell as well s historians )

and other interested parties for preserv-
ing and -restoring the structures and

‘areas which interpret the significance of

Lowell. Perhaps the single event which
catalyzed this interest was the demolish-
ing of the original Merrimack Msanufac-

-turing Co. mill to make way for a high

rise structure. It became apparent that
without some organized approach; the
important reminders of Lowell as a part
of our growth as a Nation will disappear

through attrition. H.R. 14689 is the vehi-.
cle through which a plan that takes ac-,

count of the history 'and the present and

future needs of this area can be devel-‘_,

oped.
- In addition to the $150,000 plOVlded
in' this bill, it is gratifying to know that
the State of Massachusetts has pledged
$9,700,000 in further support of the proj-
ect a,ssociated with this legislation, -
: Mr. President, I wish to thank the Sen-
ator from Washington (Mr, Jackson)

the chairman of the Interior Committee .

and the Senator from Nevada (Mr, Bi-
BLE) the chairman of the subcommit-
tee for their support and aid in steer-

‘Ing this legislatlon to consideration by

the Senate. :

. This bill will help restore Lavell's place
in the Nation® s history and help strength-
en its present economic situation. I urge
the Senate to pass this bill; .

-. Mr. BROOKE, Mr. President, today is

a. day the citizens of Lowell, Mass., have
long been waiting for. The city of Lowell

15 one of America’s oldest industrial cen- .

ters and possesses what Is probably the
finest set of working canals and mills in
this country. The Senate action today
has all but insured that-much of this
great city will be preserved for all Amer-

“icans as an example of the kind of indus-

trial center that made this country what

.1t is today.

- This bill sets in motion a study which
will decide exactly what the best course

-of preservation should be for this great

city. It will only cost $150,000 and in re-
turn the people of this country will be
able to see for themselves what indus-
trial America looked like in the 19th
century :

I commend Senator Jackson and the
Senate Interior and Insular Affairs Com-
mittee for their prompt action on this
bill and I commend my colleagues for
their support. I would also like to take
this opportunity to commend the dili-
gent work of Representative PauL

measure through the House and deserves
much of the credit for its success in this

session of the Congress We have Insured-

that future generations will have a first-
hand glimpse of one of American his-
tory's important chapters.
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... - .Tracr NUMBERED 6 ., :

'rhe reserved mineral deposits, includmg
“the right to prospect for and remove the
same, in and under lands described as the
south half of lot 2. (southwest quarter north-
west quarter), and that part of the south-
west quarter southeast quarter northwest

quarter lying west of the centerline of Okla~ -

homa State Highway Numbered 18 and ad-
jacent to the south half of said lot 2, all in
section 31; township 10 north, range 4 east,
Indian meridian, Pottawatomie County,
Oklahoma, contalning 19.87 acres, more or
less, which lands were previously conveyed to
Pottawatomie County, Oklahoma, by quit-
claim deed dated December 17, 1969, pur-
suant to the Act of June 4, 1853 (67 stat. 71;
25 U.S.C. 293a), sald deed appearing of rec-
ord in Pottawatomie County, Oklahoma, in
deed hook 174 at page 367 of the land rec-
ords of said county. .

TRACT Nnmnmum '1

That part of lot -1 (northwest quarter of.

northwest quarter) and north half of lot 2
(north half of southwest quarter of north-

; quarter) and the part of the north half
of the southeast quarter of the northwest
quarter lying west of the east right-of-way
line of Oklahoma State Highway Numbered
18, all in section 31, township 10 north,
range 4 east of the Indlan meridian, Potta-
watomie County, Oklahoma, containing 57.99
acres, more or less, subject to the right of

' the Absentee Shawnee Tribe of Indians of

Oklahoma, the Sac and Fox Tribe of Indians
of Oklahoma, the Kickapoo Tribe of Indians
of Oklahoma, and the Iowa Tribe of Indians
of Oklahoma to use the Potawatomi com-
munity house that may be constructed and
‘maintained thereon. .

Amend the title 20 ag to rend' “An Act to
authorize the conveyance of certain lands to
the United States in trust for the Citizen
Band of Potawatomi Indians.”

" Mr. BARTLETT. Mr. Prwident, whlle
the House has amended 8. 3359, the
change is technical In nature and does
not detract from the version of the bill
as passed by the Senate. The amend-
ment 18 acceptable to both the majority
and minority sides of the alsle.

" Therefore, Mr. President, I move that
the Senate concur in the amendment of
the House to S. 3359.

The PRESIDING OFFICER. The
qu .ion is on agreeing to the motion of
the Senator from Okla.homa (Mr. BART-
LETT). h

The motlon was agreed to.

"Mr, BARTLETT. Mr. President, I’
yvleld the floor.

The PRESIDING OFFICER. The Sen-
ator from West Virginia.

Mr. ROBERT C. BYRD. Mr. Presldent
if the distinguished Senator from Min-

nesota would allow me, I would like to .

suggest that the distinguished Senator

~ from North Carolina. be recognized at

this time.

-FEDERAL PRIVACY ACT

Mr. ERVIN. Mr. President, I ask the
Chair to lay before the Senate a mes-
sage from the House of Representatives
on S. 3418.

The . PRESIDING OFFICER. (Mr.
NunN) laid before the Senate the
amendments of the House of Represen-

" tatives to the amendments of the Senate

to the amendments of the House to the
bill (8. 3418) to establish a Privacy Pro-
tection Commission, to provide manage-

December

o bl

certain other organizations with;
to the gathering and disclosure ‘-o&(
formation concerning lndlvldual's,}:an
for other purposes as follows: ,nyijiss
(1) Page 16, strike out lines 1- throu‘ghr
incluslve. and insert: B v—mmgﬂ
“(6) prior to disseminntlng my recor
‘about an individual to any person other s
than an agency, unless the dissemination’ 1§iis
made pursuant to subsection (b)(2) of tmjj‘ﬁ L
section, make reasonable efforts to . assure:: \‘
that such records are accurate, eompleteli'
. timely, and relevant for agency purpoeés:ii:
“(7) maintain no record describing how.:
any individual exercises rights gue.ranfeeq
by the First Amendment unless expresaly'sel
authorized by statute or by the individua}
about whom the record is matntained of
unless pertinent to and within the, lcopé,
of an authorized law enforcement activi
(2) Page 24, strike out all stter.lm_.e";;ma.
over to and includlng line 24 on page 25, and

“(J) GENERAL Exzumons —'I'he heed-‘
any agency may promulgate rules, in’ ‘ac,%g?
cordance with the requirements (inciu
ing general notice) of sections 553(1:)(1).“}
(2), and (8), (c); and (e) of this title, w-asﬁ!;
exempt any system of records within the-"
agency from any part of this section except
subsections (b), (¢) (1) and (2), (o) (4)(A)
through (F), (e)(6), (7). (9), (10), and
-(11), and (1) if the system of records 18

“(1) maintained by the Centrnl,_= tel,

. gence Agency; or -~ - apf r“nu; b

“(3) maintained by an 7
nent thereof which performs as-its prlnclpul
function any actlvity pertaining to, the ‘en i

forcement of criminal laws, lnc.ludlng" pol
efforts to prevent, control, or reduce’ crlme

of prosecutors, courts, correctional,. -probs,
tion, pardon, or parole authorities, and whichk:s,
oconsists of (A) information compiled-for the{-ii
purpose of identifying individual @ crim

offenders and alleged oftenders and oomu
ing only of identifying data and notations;
arrests, the nature and disposition of crimi
nal charges, sentencing, confinement, release,
and parole and probation status; (B).. lnto
mation compelled for the purpase of a efim:
nal investigation, including reports: of
formants and investigators, and assoc
with an identifiable individual; or (C):
ports identifiable to an mdividua.l compiled
at any stage of the process of en:oreement” of.
the criminal laws from arrest or mc_nctment
through release from supervision.. . 3

At the time rules are adopted under |
subsection, the agency shall include in_ theh
statement required under section 558(0) otr i
this title, the reasons why the syetemnn‘f
records is to be exempted rrom 8, provle
of this section.” . ° P
(3) Page 42, strike out lines 11
21, and insert: : el PN
“(h) (1) Any member oﬂlcer. or employeg,
of the Commission, who by virtue of his'em:
ployment or official position,- has poese_”
of, or access to, agency records which .con
tain individually identifiable inrormetlon t-h
disclosure of which is prohibited by’ tmu_ec
tion, and who knowing that disclosure. of, the;
specific material 1s so prohibited, wﬁygllL
discloses the material In any manner Yo any
person or agency not entitled to recel‘vet‘-i&'
shall be guilty of a mlsdemennor an
not more than'$5,000. i
“(2) Any person who knowingly an
fully requests or obtains any record eon
"ing an individual from the Commiss
der false pretenses shall be gullty or‘ a‘ I

~demeafior. and fined not more than ”000.
oy d:f’n_"ﬂ*

a.mendments to the Senate al:nendméll~
to the House amendments are mierely;
technical in nature and there 18'no bﬁﬁ
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from Minnesota? .5
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CON
I would therefore move. that, the Sen- ¢

“ate concur In the House amendments to '
. ‘the Senate amendments to the House !
amendment‘.s - :

“The PRESIDING OFFICER The ques- :
tion is on agreeing to the motion of the
Senator ﬁ'om. North Ca.rol!na (Mr
Envm)._-;..- : :

The motion was agreed to

ALLE'VIATION OF smmmc FROM
. HUNGER AND MALNUTRITION—S.
©2192 e -

~'Mr. HU'MPHREY Mr Presldent there
13 at the desk a report from the Commit-’
tee on Agriculture and Forestry relating
to the modification of Public Law 480, a
bill that was unanimously reported by
the Committee on Agriculture and For-

“estry, which has the support of the Presi-

dent and the omce of Managemt and
Budget. - +
»I ask um.nimous consent for the im-
mediate consideration of the bill. :

- The PRESIDING OFFICER. Is there
objection to .the request of the sena.tor
ReR T oS SN ,_ -k

-There being no objectton, the ite
proceeded to consider the bill (S. 2792)
to amend the Agricultural Trade De-
velopment and Assistance Act of 1954
to provide the United States with the
flexibility with which. to participate in
efforts to alleviate the .suffering and
human misery of hunger and malnutri-
tion which had been reported from the

. Committee on Agriculture and Forestry
* with an amendment to strike out all after

the enact!ngcla.use and insert: . -".
ATk “PUBLIC LAW 480 ... :

ollT e

.8ection Y., The last eentenee of eection

- 401 of the Agricultural Trade Development ’

and’ Assistance Act of 1954, as' amended, 15
amended by striking out. the period and in-
gserting in lleu thereof & comma and the
following: "unless the Secretary determines
that some part of the exportable supply
should be used to carry out the national in-
terest and humanitarian objectives of this
Act: Provided, That no commodity may be
made available for disposition under this Act
to any country in any fiscal year unless the
Becretary determines, and certifies such de-
termination to the Congress, that all domes-
tic feeding programs, including, but not lim-
ited to, the programs provided for ‘under the
National S8chool Lunch Act, as amended, and
the Child Nutrition Act of 1966, as amended,
Will' be provided in such fiscal yesr with the
same types and kinds of agricultural com-’
modities and in the same or greater ¢ -
ties. at which. each such type and Eind of -
commodity was provided for. such programs.
during the flscal year ending June 30, 1974,
and In- determining the types, kinds, and
quantities of commodities made available
for any such program during the fiscal
ending June 30, 1874, the Secretary shall In-
clude commodities made ‘avallable: from .
every source, including, but not limited to.
those made available under section 47& ~* «~~—
Agricultural Act of 1949, those m:
able with funds from section 32 of
August 24, 1935, and those made
with funds of the Commodity Cred
ration as: authorized by section 7
Food and . Agriculture Act of 1965.”
ii . FOOD STAMP ACT

Sec. 7. Section 4(s) of the Pu
Act of 1964, as amended, 15 AMiuucw wy
striking out. the period at the end thereof
and adding the following: “Provided, That
eﬂective M.arch 1,.1975, no less than 20 Pﬂ' B

“
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or the Oommlsslon, and may be served’ by
such person’ or persons ag may be designated
by such Chairman or member, The Chairman
of the Commission or any member thereof
may administer oats or afirmations to wit~
nessses. .

(b) The provlslons ot sectlona 192 through
194, inclusive, of title 2, United States Code,
shall apply in the case of any fatlure of any

witness to comply with any subpena when ’

summoned under this section.

(¢c) The Commission is suthorized to se-

cure from any department, agency, or instru-
mentality of the executive branch of the
Government any information it deems neces~
sary to carry out its functions under this
resolution and each such department,
agency, or instrumentality is authorized and
directed to furnish such information to the
Commission and to conduct such studies

and surveys as may be requested by the.
' Chairman or the Vice. Chalrman when act- -

ing as Chairman.

(d) If the Commission requires of any’

witness or of any Government agency the

1production of any materials which have

theretofore been submitted to a QGovern-
ment agency on a confidential basis, and the
confidentiality of those materials is pro-
tected by statute, the material so produced

shall be held in conﬂdence by the Commls-'

sion. R
* INVESTIGATING -msx roncr:s

SEc. 4. (a) As soon as practicable after the
organization of the Commission, the Com-
‘misstion shall, for the purpose of gathering

" facts and other information necessary to

carry out its responsibilities pursuant to sec-
tion 2 of this resolution, appoint investigat-
ing task forces to be composed of three per-
sons, a majority of whoim shall be of Indian
descent. Such task forces shall be appointed
and directed to make preliminary investiga-
tions and studies in the varfous areas of
Indian affairs, including, but not limited to—

(1) trust responsibility and Federal-
Indian relationship, including treaty review;

(2) tribal government;

(8) Federal admintstratlon and structure
of Indian affairs; .

(4) Federal, State, and tribal jurlsdlctlon'

(6) Indian education; *

(6) Indian health;

. (7) reservation development; Co

(8) urban, rural’ nonreservation, termi-

nated, and nonfederally recognized Indlans°

- and

(9) Indian law revision, consolldation. and
codification. ;

(b) (1) Such task forces shall have such
powers and authorities, in carrying out their

. responsibiities, as shall be conferred upon

them by the Commission, except that they
shall have no power to issue subpenas or to
administer oaths or afirmations: Provided,
That they may call upon the Commission or
any committee thereof, in the Commission’s
discretion, to assist them in securing any
testimony, materials, documents, or other
information necessary ror their investiga-
tion ana study.

(1) The Commission shall require each
task force to provide written quarterly re-
ports to the Commission on the progress of
the task force and, In the discretion of the
Commission, an oral presentation of such re-
port. In order to insure the correlation of
data in the final report and recommenda-
tions of the Commaission, the Director of the
Commission shall coordinate the lndepend-
ent efforts of the task force groups.’

* (¢) The Commission may fix the compensa-
tion of the members of such task forces at
8 rate not to exceed the daily equivalent of
the highest rate of annual compensation that
may be paid to employees of the United

. Stotes Senate generally. .

{(d) The Commission shell pursuant to
section 6, insure that the task forces are

provided with adequate staff suppport in ad-

dition to that authorized under section. @

CONGRESSION AL RECORD

out the rojects asal od to

gltm_to carry ‘P 'j'l.:'f" :'7:’-?8?1\»9“&"&&
(@) Each task force appolnted by the Com-
mmslon shall, within one year from the date
of the appointment of its members, submit
to the Commission 1ts final report.of investi=-
gation and study together with recom-
mendations thereon. : ._-;:»—_ = ey g
" REPORT OF THE COMMISSION ",-

" 8kc. 5. Upon the report of the task forces
made pursuant to section 4 hereof, the Com-
mission shall review and compile such re-

ports, together with its independent Aind-.

ings, into a final report. Within six months
after the reports of the investigating task
forces, the Commission shall submit its final
report, together with ‘recommendations
thereon, to the President of the Senate and
the Speaker of the House of Representatives.
The Commission shall cease to exist six

-months after submission of said final report

but not later than June 30, 1977. All records
and papers of the Commission shall there-

upon be delivered to the. Administrator of .

the General Services Administration for
deposit in the Archives of the United States.
(b) Any recommendation of the Commis-
sion involving the enactment of legislation
shall be referred by the President of the
Senate or the Speaker of the House of Repre~
sentatives to the appropriate standing com-
mittee of the Senate.and House of Repre-
sentatives, respectively, and such. commit-
tees shall make a report thereon to the re-
spective house within two yeers or luch
refen'al X

:'.‘..' "

COMMISSION STAFF s

SEc. 6. () The Commission may by record
vote of a majority of the Commission mem-
bers, appoint a Director of the Commission,
6 General Counsel, one professional staff
member, and three - clerical assistants. The
Commission shall prescribe the duties and
responsibilities of such staff members and
fix their compensation at per annum gross
rates not in excess of the per annum rates of
compensation prescribed for employees of
standing committees of the Senate. .-i . 4¢3,

(b) In carrying out any of' its functions
under this resolution, the Commission is
authorized to utilize the services, informa-
tion, facilities, and personnel of the Execu-

.tive departments and agencies of the Gov-

ernment, and to procure the temporary or
Intermittent services of experts or consult-
ants or organizations thereof by contract at
rates of compensation not in.excess of the
daily equivalent of the highest per annum
rate of compensation that may be paid to
employees of the Senate generally. ...

Bec. 7. There is hereby authorized to be

- appropriated a sum not to exceed 82,500,000

to carry out the provisions of this resolu-
tlon. Until such time as funds are appro-

priated pursuant to this section, salaries and

expenses of the Commission shall be paid
from the contingent fund of the SBenate upon
vouchers epproved by the Chairman. To the
extent that any payments’ are made from
the contingent fund of the Senate prior to

"the time appropriation. is made, such pay-

ments shall be chargeable against the maxi-
mum amount authorized herein. = ..

In lleu of the matter proposed to- be ln-
serted by the House engrossed amendment to
the preamble of the resolutlon insert: -

., CONGBESBIONAL FINDINGS

-The Congress, after careful review of the
Federal Government’s. historical and special
legal relationship with American Indian
people, finds that— fetes ey

(a) the policy implementing thls relation-_
ship has shifted and changed. with changing
administrations and passing years, without
apparent rational design and without a con-

PR NP

‘sistent goal to achieve Indian self-sufficiency;

. (b) there.has been no general comprehen=-
sive review of conduct of Indian affairs' by

the United States nor a coherent investiga-"

tion of the many problems and issues in-

2HOUSE |+

T\?‘h.

e
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volved T the' eonduct of Tndian affalrs since

o the 1928 Meriam Report conducted by the

‘Institute for ‘Government Research; and
52/(6) in ‘carrying ‘out its responsibilities
under its plenary' power over Indian affairs,
ity 1s imperative that the Congress now cause
‘such a comprehensive review or Indlan ax-
‘!alrstobe conducted. -

L e nxcuuurxon OF PURPOSE

r.,lup i

e congreee declares that it 18 tHimely end -

assential to conduct a comprehensive review
of the historical and legal developments
.underlying the Indians’ unique relationship
.with the Federal Government in order to de-
termine the nature and scope of necessary
revisions in the formulation of policles and

progrems for the benefit of Indlans. . , -

M. "MEEDS (during the reading).
Mr Speaker, I ask unanimous consent
‘that the Senate amendments to the
House amendments be considered ‘as
read .

'I'he BPEAKER Is there objectlon to
the request of the gentleman from
Pennsylvania? ' PR .
“2"There was no objection.

“The Senate amendments to the Ho

Falold

a.mendments were concurred In.

“. ‘A motlon to reconslder was laid on the'

-lhﬂ .,,-

PRIVAC'Y PROTECTION
i COMNIISSION

0 Mr, MOORHEAD of Pennsylvanla Mr.
.Speaker, I ask unanimous consent to
take from the Speaker’s desk the Senate
"bill (8. 3418) to establish a Privacy Pro-
-tection Commission to provide manage-
-ment systems in Federal agencies and
.certain other organizations with respect
.to the gathering and disclosure of infor-
me.tion concerning individuals, and for
other. purposes, with Senate amend-
ments to the House amendments and
concur in the Senate amendments with
.an amendment. . .
agz¢The Clerk read the title ot the h111
-4:The Clerk read the Senate amend-
‘ments, as follows: . -

R (1) Page 16, strike out unes 1 through 10
inclusive, and insert:

11.4(8) prior to disseminating any record
about an individual to any person other than
nn agency. unless the dissemination is made
pursusnt to subsection (b)(2) of this sec-
‘tion, make reasonable efforts to assure that
‘such records are accurate, complete, tlmely.
‘and relevant for agency purposes;

544(7) maintain no record describing how
any individual exercises rights guaranteed
by the First Amendment unless expressly
authorized by statute or by the individual
‘about whom the record is maintained or un-
-less pertinent to and within the scope of an
‘authorized law enforcement activity; .
.1:(2) Page 24, strike out all after line 10
over to and mcluding nne 24 on page 25, and
. *‘1‘(1) szu. Exzmmous—The head of

(any agency may promulgate rules, In accord-

fance with the requirements (including gen-
~eral.notice) of sections 563(b) (1), (2), and
-(8), (¢), and (e). of this title, to exempt any
system of records. within the agency from
.any part of this section except subsections
:{b), (¢) (1) ‘and (2), (e)(4) (A) through
AF), (8) (6), (M, (8), (10), and (11), and
_(1) if the system of. records is—

(1) m!ntal_ned by .the Central Intelli-
.gence Agency; or ... bpos iy

(@) melntalned by an egency or compo-
Jiént thereof which performs as its principal
tunction any activity pertaining to the en-
torcement of criminal laws, including police
eﬂ’orts to. prevent control, or reduce cr:

eemant

fl.ca
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or to apprehend criminals, and the activities
of prosecutors, courts, correctional, proba-
tion, pardon, or parole authorities, and
which consists of (A) information- compiled
for the purpose of identifying individual
_criminal offenders and alleged offenders and
consisting only of identifying data and nota-
tions of arrests, the nature and disposition
of criminal charges, sentencing, confine-
ment, release, and parole and probation
status; (B) information compiled for the
purpose of a criminal investigation, includ-
‘ing reports of informants and investigators,
- and assoclated with an identifiable individ-
ual; or (C) reports identifiable to an Individ-
.ual compiled at any stage of the process of
enforcement of the criminal laws from arrest
or indlctment through release from super-
At the time rules are adopted under this

subsection, the agency shall Include in the .

statement required under section 563(c) of
this title, the reasons why the system of rec-
ords 15 to be exempted from a provision of
this section. S e e
(3) Page 42, strike out lines 11 through
21, and insert: B L S
(h) (1) Any member, officer, or employee
of the Commission, who by virtue of his em-
ployment or officlal position, has possession
of, or access to, agency records which con-
tain individually identifiable .information
the disclosure of which is prohibited by this
section, and who knowing that disclosure
of the speciiic materlal is so prohibited, wili-
fully discloses the material in any manner
to any. person or agency not entitled to re-
ceive 1t,.shall be gullty of a mlsdemeanor
" and fined not more than $5,000. DR
(2) Any person who knowingly and will-
fully requests or obtains any record concern-
ing an individual from the Commission un-
der false pretenses shall be guilty of a mis-
demeanor and, fined not more than 85,000.

The Clerk read the House amendment
to the Senate amendments to the House
amendments as follows: ' - - - LT

1. In section 3, strike out subsection (e)
(6) and insert In its place: " oo

(). prior to disseminating any record
about an individual to any person other than
an agency, unless the dissemination is made
pursuant to subsection (b)(2) of this sec-
tion, makes reasonable efforts to sssure that
such records are accurate, complete, timely,
and relevant for agency purposes;®. -

2. In section 3, strike out subsection '(e)
(7) and insert in its place:: .- - . RITRY

“+(7) malntain no record describing how
any individual exercises rights guaranteed
by the First Amendment unless expressly
authorized by statute or by the individual
about whom the record is matintained or un-

pertinent to and within the scope of an
authorized law enforcement activity:”. s

3. In section 3, strike out subsection (J)
and ingert in its place: - - e we s epepdd s

=*(J) ‘GENERAL ExEmpTIONS.—The head of
any agency may promulgate rules, in ac-
cordance with the requirements (including
general notice) of sections 853(b)(1), (2).
and (3), (¢). and (e) of this title, to exempt
any system of records within the agency

- from any part of this section except subsec-
tions (b),” (c)(1) and (2), (e)(4)(A)
through (P). (e)(8), (7), (9), (10), and
(11), and (1) if the system of records is—

‘(1) maintained by the Central Intell-
gence Agency: or - e S st

“(2) maintained by an agency or compo-
nent thersof which performs as its principal
function any activity pertaining to the en-
forcement of criminal laws, including police
efforts to prevent, control, or reduce crime
or to apprehend criminals, and the activities

"'of prosecutors, courts, correctional, proba-
tion, pardon, or parole authorities, and which
i s1sts of (A) information compiled for the
purpose of identifying individual criminal
offenders and alleged offenders and consist-

CONGRESSIONAL RECORD — HOUSE

ng only of identifying data and notations of
arrests, the nature and disposition of crimi-
nal charges, sentencing, confinement, release,
and. parolé and probation status; (B) infor-
.mation compiled for the p ‘of & crimi-
.nal investigation, including’ reports of in-
.formants and investigators, and associated
with an identifiable individual; or (C) re-
ports identifiable to. an individual compiled
at any stage of the process of enforcement of

‘the criminal laws from arrest or indictment -

‘through release from supervision. = .

" At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section §53(c) of this
title, the reasons why the system of records
18 to be exempted from a provision of this
section,” , .~ )

In section
insert in its place: . .

“(h) (1) Any member, officer, or employee8
_of the Commission, who by virtue of his em-
"ployment or officlal posltion, has possession
.of, or access to, agency records which con-
_taln individually identifiable information the
.disclosuré of which s prohibited by this
‘sectlon, and who knowing that disclosure
of the specific material 1s so prohibited, will-
fully discloses the material in any manner to
any person or agency not entitled to receive
“1t, shall be gullty of & misdemeanor and fined
“not more than 85,000. :

.. “(2) Any person who knowingly and will-
“fully requests or obtains any record con-
cerning an individual from the Commission

under false pretenseg:shall be gullty of 8
@r and @ not more than
000.” AN
. Mr. MOORHEAD of Pennsylvania. Mr.
Speaker, I ask unanimous consent that
the full text of 8. 3418, containing the
‘Senate amendments to the House amend-
ments, be considered as read and printed
at this point in the Recorp, and that

the text of the House technical amend--

ment being offered also be printed at the
end thereof. - A
« 'The SPEAKER. Is there objection to
the request of the gentleman from
_Pehnsylva.nia.?' R

Mr. ERLENBORN. Mr. Speaker, re-

“sérving the right to object, and I do not
_intend to object, I would like to ask the
chalrman of the subcommittee to explain
the Senate amendments for our col-
leagues_ K f Loy L. .
¢ Mr. MOORHEAD of Pennsylvania. Mr.
Speaker, I will be most pleased to ex-
‘plain the Senate amendments and then
_will yleld to the gentleman from Tlinols
for additional comments he or other
‘Members may have on the privacy bill,
-or for questions concerning its provisions.
_First, let meé explain briefly the par-
‘lamentary situation. Both the House and
‘the Senate passed privacy legislation on
‘November 21. Our bill, HR. 16373, was
_messaged over to the Senate the follow-
ing day. The Senate measure, S. 3418,
-sponsored by the distinguished Senator
from North Carolina, Mr. ErvIN, and a
number of other distinguished Members
of that body from both partles, was
messaged to the House. The House bill
was called up on November 22 in the
Senate, and all after the enacting clause

was stricken and the identical language -

~of 8. 3418, was substituted for the House
language, and it was returned to the
_House.. This meant, Mr. Speaker, that

both the House and Senate versions of

.the privacy bills .were pending at the
‘Speaker's desk—but both bills—S. 3418
‘and HR. 16373—had the identical lan-
‘gusge of the Senate-passed bill. e

3, étrtk_e'qut subsection (h) and -

December 18, 197}

Because of the lateness in the session
and the pressures on Members of both
bodles -due to other pressing legislative
business, we determined that it would not

‘be possible to resolve the complex differ-

ences between the two bills in a confer-
ence committee. Yet the sponsors and
floor managers of the legislation on both
sides firmly agreed that it was imperative
that final action be taken on privacy leg-
islation before the end of the Congress.

We thereupon agreed, Mr. Speaker,
upon a parliamentary procedure which
provided that the Senate bill, S. 3418, be
taken from the Speaker’s desk, be taken

up by the House and repassed with the

language of the House bill, H.R. 16373,
as passed, substituted for all after the
enacting clause and returned to the
Senate for further action. This action
was taken by me last Wednesday, De-
cember 11 (REcorn, rages 39200-39204),
and the Senate bill was returned to that
body with:the language of H.R. 1637Z,
as passed on November 21, and the short
title was also amended to reflect the
House version.

Mr. Speaker, the other body has now
repassed S. 3418 with a series of amend-
ments—many technical and some suk-
stantive—which retain the basic thrust
of the House version, but which include
important segments of the Senate meas-
ure. These amendments were informally’
negotiated by the staffs of the House and

.Senate committees and are based on

agreements between the principal spon-
sors of the privacy bills in the two bodies.

In calling up the bill for final action .
and clearance for White House action
today, I am asking that the House concur
in these amendrients—which in_ mv
opinion preserve the basic framework of
the House bill, but which make a number
of significant strengthening changes in
the privacy measure that were included
in the Senate version. As Members will
recall, President Ford specifically en-
dorsed the provisions of H.R. 16373 in
October, with the provision that the
amendment offered by the gentleman

_from Ilinoils (Mr. ERLENBORN), relating

to certain confidential investigative rec-
ords be included in the bill. Such amend-
ment was agreed to by the House on No-
vember 20, and is included in the version
of the privacy bill now before us. Thus.-
Mr. Speaker, the bill now being consid-
ered here today has the full backing of
the White House, and the Members of
both parties in the House and the Senate
who have had the responsibility of han-
dling the measure in committee and on.
the floor. -
Mr. Speaker, in its concurrence. the
House of Representatives 1s clearing for
final congressional action what will bl§
known as the Privacy Act of 1974. Th
is truly an historic enactment. I
the Congress of the United States is act-
ing in the finest sense to implement even
further the Bill of Rights. t
To my knowledge, this will be the ‘Z,’Se
congressional action on a comprenensiv ¢
Federal privacy law since the adoption 0
the fourth amendment to the Consmu:
tion. It is the solemn duty of the COIt‘o
gress, as well as the Supreme Court.t‘b
implement the spirit and letter of the
Constitution. - al
Although this bill is limited to person

In effect, =~
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S information on indlvlduals conta.ined in
‘Federsal records, X am sure it is only the

",privacy Lo :
.. The operative parts of thls legislation

'.tennial. rededicating ourselves, to the
: fundamental principles of individual
_ freedom and dignity which made this
Nation great. .. e iy

FriL YA

in the Recorp the text of an analysis

", ANALYSIS OF Housn AND BENA'm Coumomm
% AMENDMENTS TO THE FEDERAL PRIVACY Acr~
The establishment of a Privacy Protection
Study Commission. Only the Senate bill pro-
vided for an oversight and study commission
to assist in the implementation of the act
" and to explore areas concerned with individ-

. the provisions of this-legislation. The com-
o promise measure will establish ‘s Privacy
Protectlon Study Commission of seven mem-
bers instead of the five provided in the Sen-
“ate bHl, Three of these members will' be
appointéd by the President, two by the Pres-
_ident of the Senate, and two by. the Speaker
: of 'the House of Representatives, '~ v~ .

““will gerve for a ‘perfod of two years, will be
¢ solely a study commission. In that capacity
t is hoped the commission can assist the
é Executive Branch and the Congress in their
Eim *and thelr impact on privacy as well as repre-

"gentatives of State and local governmente
and the private sector who are attempting',to
deal with this important problem,’. =
The scope of the commission’s study au
hority 1s outlined specifically- within the
- legislation, In section & (c) (2) (B), the com=

which are not included in the compromise
vetween the House and Senate bill, such as
requirement that & person mamta.u:ung
mailing lists remove an individual’s name
pon request; the question-of ‘prohibiting
the transfer of individually identifiable data
from the Internal Revenue Service to other
"agencles and to State governments; a ques-
-tlon of whether the Federal government. -
should be liable for general damages occur-
ing from & williful or intentional violatfon .
£0f the provisions of new section -552a(g) (1) .
(C) or (D) which this act creates; and the
‘extent to- which requirements for security

'\' and confldentiality of records maintained
‘under this act should be a.ppued to a erson i

v gress and to the President on its activities,
and it shall submit a final report of its Aind-
‘ings two .years from the date the members
of the-commission are appointed, - 17"z
g;“ﬁ In addition, the commission is authorlzed
-to provide necessary technical assistance and .
prepare model legislation upon request for
Btate and local governments interested in’
j ‘nrds and penalties are placed upon commis-
“slon ‘members and employees with regard to
the handling and unlawful distribution of
ini'orms.tlon about individuals which it Te-
J celves in- the course o! carrymg out its func-
tlom Ve ‘ (' t o "'T.li"‘
¥ While the provislons or the rest of this. act
+d0 not go into effect until 270 days from the
7:date of enactment, the commission 18 au- ;
thorized to go into effect immediately upon
Jthe appointment” of its members in-"order -

ﬂrst step to strengthen_ the r;ght to v

= .- birth, I would like to think we vare help-.
-ing America prepare for a grand bicen-

Mr. Speaker, I will lnsert at this polnt .

prepared by staff of the major amend- -
ments added to the House bill in the

. " ual privacy which have not been included in .

It i mt.ended that this commlsslon. ‘which -

examination of Federal government activities -

, mission is directed to examine certain issues’

opting privacy. legislation. Btrict stand- -:.

'CONGRESSIONAL RECORD — HOUSE

tho time the remalnder of the leglslatlon
becomes effective,
© ¢t ita 0’ ROUTINE ‘USE S
4" The'House bill contains a provlsion not
“provided for in the Senate measure exempt-
ing certain disclosures, of -information from
‘the  requirement to obtaln prior consent
‘from the subject when the disclosure would
“be for a “routine use”. The compromise
would deflne ‘‘routine use” to mean; “with

" respect to the disclosure of a record, the use:

of such records for a purpose which is com-
patible with tho purpose for which it was
collected.”-i5 ' -

Where the Bena.te bill would have placed
tight restrictions upon the transfer of per-~
“sonal information between or outside Fed-

eral- agencies, the. Houee bill, under- the
‘routine use -provision, would permit an
agency to describe its routine uses in the
Federal Register and then disseminate the
information without the consent of ‘the in-
dividual ‘or without applying the standards
of accuracy, relevancy, timeliness .or com-
‘pleteness 80 long as no determmation was
being made about the subject:-

The compromise definition should serve
as & caution to agenctes to think out in ad-
vance what uses it will make of informa-
tion. This act is not intended to tmpose un-

due burdens on the transfer of information -

to the Treasury Department to complete
payroll checks, the receipt of information by
the Soclal Security Administration to com-
plete quarterly posting of accounts, or other
such housekeeping measures and necessarily
frequent interagency or intra-agéncy trans-
fers of information. It s, however, intended
"to discourage the unnecessary exchange of
information to other persons or to agencies
who may not be.as sensitive to the collecting
. agency’s reasons for uslng and lnterpretlng
:Jthe madterial.’”

m‘rommu ‘oN PoLITICAL ACTIVITIES .

:_5- The House bill tells agencies that they may
not maintatn a record concerning the politi-
-cal or religious bellefs or. activities of any
‘ individual unless maintenance of the rec-
ord would be authorized expressly by statute
“or by the individual about whom the record
"i8 maintained. The House bill goes on ‘to
' provide that this subsection is8 not deemed
to prohibit the maintenance of any record
or activity which 1s pertinent to and within
the scope of a’ du.ly outhorized law enrorce-
‘ ment activity: . #5100

i+ The Senate bill constltutes B prohlbmon_

- agalnst agency programs established for the
‘'purpose of collecting or maintaining in-
{ formation about how individuals exercise
"Firgt ‘Amendment rights unless the agency
head specifically determines that the pro-
gram is requ.u-ed. for the a.dmlnlstratlon or a
statute. .

Lt

bill, it does permit the maintenance of those
records which are expressly authorized by
statute or by the individual subject, or are
pertinent to or within the scope of .an au-
t.horlzed law enforcement acttvlty..

1+ CONFIDENTIAL SOURCES OF INFORMATION .
e
The compromise provislon for the main-

tenance of information received from con-
fidential sources represents an acceptance of

‘the House language after recelving an as- -
surance that in no {nstance would that

language deprive an individual from know-

of the existence 'of any information
maintained in a record .about him which
‘was recelved from a “confidental’ source.”

‘The agencies would not be able to claim ..
that disclosure of even a.small part of a.

pmlcular item would reveal the identity of

that some of its work may be avallable.to ra 'confidential: source. The confidential in-
COng'rese and the Executive Branch ‘by’ rormatlon would at the very least have to

"The compromise broadens the House pro- ’
- ‘visions application to all First Amendment *
- rights and directs the prohibition against -
" the maintenance, use, collection, or dissemi- "
nation of records. However, as in- the. House ‘

be characterlzed in some general way. The
fuct of the item’s existence and a general
characterization of .that item would have
to be made known to the mdlvidual in every
case, :

Furthermore, the acceptance of thls sec-
tion in no way precludes an individual from

knowing the substance and source of confl- .

dential information, should that information
be used to deny him a promotion in a gov-
ernment job or access to classified informa-
tion or some other right, beneflt or privilege
for which he was entitled, otherwise if he
should consequently bring legal action

"against the government and should base any

part of its legal case on that-information.
Finally, it is tmportant to note that the
House provision would require.that all fu-
ture promiees of confidentiality to sources of
information be expressed and not implied
promises. Under the authority to prepare
guldelines for the administration of this act
1t is expected that the Office of Management
and Budget will work closely with agencies
to insure that Federal investigators make
sparing use of the ability to make express
promises of confidentiality. .

STANDARDB APPLIED TO DISSEMINATION OUTSIDE
‘'THE GOVERNMENT .

H.R. 16373 requires that all records whlch
are used by an agency in making any deter-
mination about an individual be maintained

.with such. accuracy, relevance, timeliness

and completeness as 1s reasonably necessary

to assure fairness to the individual in the -

determination. 8. 3418 goes much further
and requires that agencies apply these stand-
ards at any time that access is granted to
the file, material 18 added to or taken from
thie file, or at any time it 1s used to make a
determination aﬂectlng the sub]ect of the
‘file.

The difference between these two measures .

represents a difference in philosophy regard-
ing the handling of personal information.
The Senate measure is designed to comple-

. ment the requirement that agencles main-

tain only information which is relevant and
necessary to accomplish a statutory purpose.

The standard .of relevancy should be that-

statutory basis for an information program
which 1s now set forth in.(e) (1) of the com-
promise measure. By adopting this section,
the Senate hoped to encourage a periodic
review of personal! information contained in
Federal records as those records were used
or disseminated for any purpose. ’

The House provision would have npplied '

these important standards for maintenance
of information in records at any time a de-
termination is made about an individual.
The House bill goes on to permit additional
“routine uses” of information which may
not rise to the threshold of an “agency de-
termination” without requiring that the in-
formation be upgraded to meet these stand-
ards. ..

The compromise a.mendm.ent would adopt -

the section of the House bill applying the
standards of accuracy, relevance, timeliness
and completeness at the time of a determina-
tion. It would add the additional require-
ment, however, that prior to the dissemina-

tion of any record about an individual to any .

person other than another agency, the send-
ing. agency shall make a reasonable effort
to assure that the record 1s accurate, com-
plete, tlmely. and relevant. This proviso was

included because Federal agencles would be

governed by a requirement to clean up their
records before a determination is made and
limited by a requirement to publish- each
routine use of information in the Federal
Register, but the use of information by per-
sons outside the Federal government would’
not be governed by this act. Therefore, agen-
cles are directed to be far more careful about

. the dissemination of personal information

to persons not governed by the enforcement
provisions of this blll.
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