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FBI Director Louis J. Freeh today said he has ordered
sweeping new measures to protect sensitive background
investigation files from improper use to prevent a recurrence of
egregious violations of privacy that occurred.when the White
House earlier requested and received certain FBI records.

Freeh said he took the action after an intensive FBI
internal inquiry showed that the Bureau has failed to adequately
safeguard such records against negligent or intentional misuse.

"The inquiry shows the FBI gave inadequate protection
to the privacy interests of persons in FBI files," Freeh said.
"The inquiry also found the Bureau failed to make certain that
agencies receiving files followed exacting privacy procedures."

Freeh said that the inquiry's discovery of "egregious
violations of privacy" required that the FBI move promptly and
firmly to reform procedures and solve the problems. The new
protective measures are being put into place at once.

The FBI inquiry has also discovered, Freeh said, that
the White House has identified 408 files sought and received by
the White House "without justification." Freeh said those files
have been voluntarily surrendered by the White House to the FBI,
including: 333 files on June 6; and, following "a further query
from the FBI," 71 more improperly-sought files yesterday, June

13. The status of 17 other White House file requests is still to

be determined.

Freeh said the results of the FBI inquiry are being
given to Independent Counsel Kenneth W. Starr, who is
investigating matters related to the White House Travel Office.
Since part of the file problem relates to the Travel Office, the
FBI could not question White House employees about the files and
thus limited its inquiry to FBI personnel, Freeh said.

It is important to note, Freeh said, that the FBI
report contains this finding on the files requested by and given
to the White House: "Among the unquestionably unjustified
acquisitions were reports relating to discharged Travel Office
employees Billy Ray Dale and Barnaby Brasseux."
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Freeh ordered the inquiry on learning a week ago that

the White House requested and received the background file of

Dale, a former White House Travel Office director, months after
he was fired. Dale was later acqultted of charges of wrongdoing
in the Travel Office position.

The FBI inquiry was expanded when it was learned that
the White House, early in the Clinton Administration, also
requested and received a large number of files on officials in
the previous Bush Administration and other persons. In addition,
the FBI learned the White House requested and received the FBI
file on a second, discharged Travel Office employee, Brasseux.

FBI General Counsel Howard M. Shapiro directed the
inquiry and wrote the report that was submitted to Freeh today.
Deputy Attorney General Jamie S. Gorelick concurred with Freeh's
new measures to prevent further privacy abuses.

Freeh said he has scrapped the long-standing former
system where the White House submitted a file-request form that
merely contained the typed-in name of the White House Counsel,
with no indication who actually sought the 1nformat10n and who
approved the request.

Freeh said the FBI's new safequards include:

-- A requirement that the White House must use a
detailed new request form containing the actual signatures of the.
official requesting the material and a White House Counsel's
Office attorney approving the request. .

-- The White House officials must certify that the
information is sought only for official purposes and give more
detailed reasons why the material is needed.

-- The White House officials are put on strict notice
by the FBI form that criminal sanctions are available for any
violations of the law, including false statements or disclosure
of information violating the Privacy Act.

-- White House requests for file material must be
accompanied by the consent of the file subject or a White House
Counsel letter to the FBI General Counsel explaining why such
consent cannot be obtained or should not be sought.

-- The FBI will make certain that high-level FBI
officials will review White House information requests instead of
such requests being routinely filled by low-level personnel. For
example, the FBI Office of General Counsel will receive and
review a copy of each White House request for FBI files.
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-~ In the past, the FBI routinely filled White House
requests for copies of previous background files without checking
to see if there were pending criminal investigations of the
subjects. Under the new procedures, there will be checks on all
subjects to determine if there are criminal investigations. 1If
so, information dissemination will be halted, high-level FBI
officials will be informed, and the matter will be referred to
the Deputy Attorney General to determine what, if any,
communication should be made to the White House.

Freeh said the now-scrapped system of providing files
to the White House dated back to the Johnson and Nixon
Administrations and for decades and through many Presidents it
presumably appeared that there was compliance with the law.

Freeh said he believes that over the years the FBI complied with
various federal laws governing FBI release of background files to
the White House and other federal agencies for security
clearances and other legitimate functions.

However, Freeh said, it is now clear that the system
was very vulnerable to misuse and that government officials over
several decades, including himself, had not provided adequate
oversight of the system, resulting now in violations of privacy.

Freeh said "As FBI Director since September of 1993, I
am responsible for the FBI problems and shortcomings since then,
and I fully accept that responsibility. I pledge to make certain
that no such problems occur again while I hold this post.

"Wwhile I only learned about these problems a week ago,
I do not stand on any technical defense or make any excuses,"
Freeh said. "I was not vigilant enough."

Freeh said "The prior system of providing files to the
White House relied on good faith and honor. Unfortunately, the
FBI and I were victimized. I promise the American people that it
will not happen again on my watch."

Freeh said he also wanted to stress that no blame
should be attached to the FBI research analysts who processed
requests and forwarded files to the White House.

Freeh said "I agree completely with this finding from
the FBI report: '...these employees have in no way failed the
FBI...the FBI has surely failed them, and has failed in a larger
sense to institute sufficient protections to effectively
safequard the very real privacy interests that we, as custodians
of so many people's files, are responsible for protecting.'"

Freeh said that Howard Shapiro, the FBI's Counsel,
deserves great credit for conducting a thorough internal inquiry
and writing a comprehensive report that pulls no punches.

3



Y

The report said that "As the events which prompted this
inquiry reveal...while we have complied with all applicable law,
we have failed to afford sufficient protection to the privacy
interests of those whose files we maintain.

"There is, of necessity, a tradeoff between effectively
serving the needs of the executive agencies for the prompt
provision of reliable information and ensuring the vigilant
protection of privacy," the report said.

"In our drive to maximize our productivity and
responsiveness to client agencies, we have not been sufficiently
attentive to our own responsibilities to safeguard our files
against negligent or intentional misuse, nor have we been
sufficiently exacting of the executive agencies we serve," the
report said.

: "We are, in some respects, fortunate that the recent
discovery of the egregious violations of privacy which occurred
here has focussed our attention upon an operation which has
received far too little management or executive oversight," the
report said.

The report emphasized that the FBI's inquiry began with
the discovery of the Dale file being sent to the White House, and
added: "It has subsequently been admitted by the White House
that Dale's file was one of many, in excess of four hundred,
sought from the FBI and relating to employees, some quite
prominent, of previous administrations."

Among other things, the report said, the inquiry on FBI
file practices found that "It appears that over time a tradition
of considerable deference to the White House has developed."

The report took a close look at White House requests
for copies of previous reports in the period from December 6,
1993, to February 3, 1994. During this time, the report said,
the Bureau "“received no fewer than 481 requests which bear the
characteristics of a single series.

"These requests, when parsed out from the normal
traffic of requests, arrived in nearly perfect alphabetical
order--from Aa to Go--all seeking copies of previous reports and
all providing the same Jjustification--'ACCESS (S),'" the report
said.

The report said that "We now know that many of these
481 requests, while facially valid, were without justification
and served no official purpose. In recognition of this fact, the
White House Counsel's Office has voluntarily surrendered to the
FBI more than 400 folders containing FBI records since June 6,
1996.



"Folders relating to three hundred and thirty-three
individuals were returned on June 6, 1996," the report said.
"Apparently, these were folders that had already been segregated
and shipped to the White House archives because an employee of
OPS [Office of Personnel Security] had determined, over time,
that these materials had been inappropriately gathered.

"One file of FBI material was returned separately on
Monday, June 10, 1996," the report said. "“Another had previously
been provided to the IC [Independent Counsel]. In response to a
further query from the FBI, folders relating to 71 additional
individuals were identified as having been improperly sought and
were turned over to the FBI on June 13, 1996.

"...As of June 14, 1996, then, requests relating to 408
individuals have been identified by the White House as having
been sought without justification...In addition, the status of an
additional seventeen requests has not yet been resolved," the
report said.

A copy of the FBI report is attached.

TETY



U.S. Department of Justice

Federal Bureau of Investigation

Office of the General Counsel Washingron, D.C. 20535

June 14, 1996
BY COURIER

Mr. John M. Quinn
Counsel to the President
The White House

Washington, D.C.
Dear ﬁ;;*g&%;n:

Enclosed please find a copy of the report on the
dissemination of FBI File Information to the White House that is

to be released today. Also enclosed is a copy of the

recommendations for changing procedures which the Deputy Attorney
General approved today.

Sincerely,

ol

Howard M. Shapiro
General Counsel

Enclosures - 3

;E)— Mr. David Fein

' Associate Counsel to the President
The White House

- Washington, D.C.



U.S. Department of Justice

Federal Bureau of Investigation

Office of the General Counsel Washington, D.C. 20535

June 14, 1996
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL
FROM: DIRECTOR, FBI CSF/[J-,@

SUBJECT: THE DISSEMINATION OF FBI FILE
INFORMATION TO THE WHITE HOUSE

PURPOSE: To obtain your approval of the attached memorandum
which recommends changes in procedures. concerning the
dissemination of FBI file information to the White House.

TIMETABLE: As soon as possible.

DISCUSSION: This forwards to you a memorandum captioned '"The
Dissemination of FBI File Information to the White House,'" dated
June 14, 1996, which recommends changes in procedures concerning
FBI background investigations to be put into effect immediately
upon your approval.

RECOMMENDATION: That you approve the proposed changes in

procedures.

Enclosure

APPROVE Q___S QZ,Z
)

DISAPP E

OTHER




Memorandum

To

From

Subject

The Director pate 6/14/96
H. M. Shapird7%ﬂﬁ5 L. J. McCormicé;?
General Counsel Inspector

THE DISSEMINATION OF FBI FILE
INFORMATION TO THE WHITE HOUSE

As a result of the week we spent examining the process

of responding to requests for background information and name
checks from the White House and other executive agencies, we
recommend that you approve, and forward for the Attorney

General’s

approval, the following changes in procedure:

1. That the form and manner in which White House requests for
information from FBI files are made be changed as set forth
below. Had these-changes been in place, the approximately 400
files improperly obtained would never have been requested or

provided.

Enclosure

la. That any request seeking copies of or information
distilled from FBI files must be accompanied by either
the consent of the person whose files are being
reviewed, or by a letter from the Counsel to the |,
President through the Deputy Attorney General to the
FBI General Counsel, setting forth a written
explanation why such consent cannot be obtained or
should not be sought in the circumstances.

1b. That all requests by the White House for
information from FBI files, which had previously been
submitted anonymously under the typed name of the
Counsel to the President (in recent administrations) or
some other White House official, now require the actual
signatures of both the requesting official and of an
attorney in the Counsel’s Office who will have reviewed
and approved all requests prior to their transmittal to
the FBI. The requesting official should certify,



Memorandum from H. M. Shapiro/L. J. McCormick to The Director
Re: The Dissemination of FBI File
Information to the White House

subject to the criminal penalties for making a false
statement, that the information is sought only for
official purposes and should be on express notice that
unauthorized disclosure of any information obtained may
violate the Privacy Act.

lc. That greater specificity be provided regarding the
reason for the request (see attached form).

1d. That a copy of each White House request for
information from FBI files be provided to the FBI
Office of the General Counsel (OGC) for review.

Regardless of the procedures, the FBI record check
process remains a necessity for any effective system that
accommodates the security and employment functions of the White
House. To be effective, the procedures at both ends must
complement each other. For these reasons, these recommendations
have been coordinated with the White House Counsel’s Office,
which oversees the White House Office of Personnel Security.
That office must implement procedures at the White House that
will allow the system to operate given these changes. The
Counsel to the President advised that he will be implementing
complementary procedural changes. He raised no procedural
objection to these changes, and indeed had independently arrived
at many of them. :

A revised Form incorporating these recommended changes
is attached.

2. That a complete indices check be conducted for all White
House requests for information from FBI files, including when the
request seeks only copies of previous reports. Whenever a record
check reveals a pending criminal investigation concerning the
subject, dissemination of any information will be halted and
notification be made to the Headquarters Supervisor and to FBI
OGC. The Headquarters Supervisor and FBI OGC will consult to
determine what information could be disseminated without harm to
the investigation. The FBI General Counsel will then refer the
matter to the Deputy Attorney General in order to determine what
if any information should be communicated to the White House
Counsel.

3. That written protocols be developed regarding what
information from FBI files may be properly disseminated.



Memorandum from H. M. Shapiro/L. J. McCormick to The Director
Re: The Dissemination of FBI File
Information to the White House

4. That the FBI’s Privacy Act routine use notice be amended, as"
set forth in the accompanying report, to constrain and better
define the boundaries of appropriate routine use disseminations.

5. That appropriate personnel meet with representatives of the
White House and the United States Secret Service to better
coordinate requests for FBI file information and to reduce the
incidence of duplicative requests.

6. That appropriate personnel from the FBI and the White House
meet to discuss the retention and archiving of FBI background
investigation or name check information by the White House to
ensure that appropriate safeguards are in place.

7. That FBI executive management provide greater oversight to
the process of responding to White House requests for information
from FBI files.

8. That any request to the FBI which results in the provision of
copies of or information from FBI files be indexed and maintained
for subsequent review and retrieval.

9. That the data presently purged periodically from the FBI
database regarding White House requests be maintained instead in
a magnetic medium which will permit more effective review,
analysis and audit.

10. That the FBI establish a periodic audit procedure, to be
conducted by the FBI’s Inspection Division, to ensure compliance
with these recommendations.
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THE WHITE HOUSE

WASHINGTON
Date —
To:  Federal Bureau of Investigation
Atn:

From: The White House

O Office of Personnel Security

O White House Counsel’s Office
Subject’s Full Name
Other names used
Social Security Number Date of Birth Place of Birth

Permanent Address

Current Employer

O 1 hereby authorize the FBI to provide the information specified below to the White House.

(Signature) (Date)

Request of FBI (Subject’s consent or written explanation from White House Counsel is required for any request
seeking copies of, or information from, FBI files.)

Name/Indices check

Expanded name check

Copy of previous report

Full field investigation [0 Level 1 O Level 2 [O Level 3
Limited update investigation

Other (specify)

0ogooaoa

The applicant is being considered for:
O Presidential appointment
[1 White House employee [ detailee O intem O volunteer
O Presidential recognition
O Other (specify)

Attachments: OO0 SF-86 O SF-86 Supplement [ SF-87 Fingerprint Card

Remarks/special instructions:

I certify, subject to 18 U.S.C. Section 1001, that the above is sought for official purposes only and I
understand that any unauthorized disclosure may be a violation of the Privacy Act, 5 U.S.C. Section 552a.

Requested by:

This request has been reviewed and approved by the White House Counsel’s Office.

Approved by:

White House Counsel’s Office
- Onginal - To FBI
- Yellow - To FBI (Office of the General Counseli)
- Pink - To FBI (Retum o White House)
- Blue - White House Copy

P S
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ON ()

INTRODUCTION
The Federal Bureau of Investigation (FBI) has been
providing sensitive background investigation (BI) reports and
material to the White House and other executive agencies upon
request for as long as anyone involved in the current process can
remember. That historical memory, as well a;-available

documentation, exténds back to the Johnson Administration. The

" process has changed remarkably little over the intervening three

decades, although it has become somewhat more rigorous and
structured, and the FBI has kept pace with the expanding Federal
workforce and the attendant expansion in the number of requests.
Today, thirty-seven professional support employees, many of long
tenure, handle hundreds of thousands of requests for inforﬁation,
name checks, and reports from the White House and other executive
agencies. This cottage industry on the fourth floor of FBI
Headquartefs is a stunningly efficient operation, and has become
an integral component of the Federal employment process.

As the events which prompted this inquiry reveal,
however, while we have complied with all applicable law, we have
failed to afford sufficient protection to the privacy interests
of those whose files we maintain. There is, of necessity, a
tradeoff between effectively serving the needs of the executive
agencies for the prompt provision of reliable information and

ensuring the vigilant protection of privacy. 1In our drive to
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maximize our productivity and responsiveness to client agencies,
we-have not been sufficiently attentive to our own
responsibilities to safequard our files against negligent or
intentional misuse, nor have we been sufficiently exacting of the
executive agencies we serve. We are, in some respects, fortunate
that the recent discovery of the egregious violations of privacy
which occurred here has focussed our attention upon an operation
which has received far too little management or executive
oversight.

In the report which follows, I set forth a brief
explanation of the process, the legal and historical context in
which it operates, and some observations regarding the White
House's requests between December 1993 and February 1994 for
nearly 500 previous BI reports. A series of recommendations for
prospective changes is being forwarded under separate cover'for,
your consideration and the approval of the Attorney Generai.

This limited investigation was ordered in response to
the discovery on or about June 5, 1996, that the White House had,
in December 1993, sought copies of the background reports of
Billy Ray Dale, several months after he had been fired from the-
White House amid great controversy and while a criminal
investigation concerning his activities at the White House was
pending. It has subsequently been admitted by the White House
that bale's file was one of many, in excess of four hundred,
sought from the FBI and relating to employees, some quite

prominent, of previous administrations. This inquiry did not
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attempt to provide definitive answers to all of the questions
which naturally arise from these events. At the request of the
Office of the Independent Counsel (IC), I have confined my
inquiry to the FBI's conduct in the dissemination of these
background files and, in deferencelto the IC's wishes, we have
not interviewed any of the Whité House personnel involved either
in the request for BI and name check information generally or in
the specific requests which occasioned this‘;nquiry. As a
result, I have not reached any conclusions about the motivations
of any White House employee. What little can be concluded based
upon an examination of the requests themselves is set forth

below.'

I. HISTORICAL AND LEGAL CONTEX‘I‘

In accordance with its investigative mission, the FBI.
has for many years compiled and maintained information on.a
variety of individuals for a number of reasons. Some of this
information, for example, is used as a basis fér making
determinations about the suitability of applicants for Federal
employment. Similarly, some is ﬁsed to make decisions about the
trustworthiness of individuals being considered for access to

classified or sensitive information or to sensitive or

' ln preparing this reporg, I have been immeasurably assisted by Deputy General Counsel
Thomas A. Kelley; Inspector Larry J. McCormick; Patrick W. Kelley, Chief, Administrative Law Unit;
Supervisory Special Agents Paul D. Allen, Jr., Marlene M. Hunter, J. Stephen Tidwell, and Duncan J.
Wainwright; Paul C. Cignoli, Jr., Chief, Supervisory Paralegal Specialist Patricia Jo Giannico, and Paralegal
Speaalist Sarah Eckberg, Civil Discovery Review Unit; and, my Executive Assistant, Dana D. Sauer.

3



Y —

secure areas, such as the White House complex. Information in
FBI systems is also used for licensing or civil employment
determinations under certain circumstances.

| This information is gathered and disseminated under a
variety of legal authorities. Pursuant to Section 534 of Title
28, Unjted States Code, for example, the Attorney General is
required to --

(1) acquire, collect, classify, and preserve

identification, criminal identification,
crime, and other records;

(4) exchange such records and information with, and

for the official use of, authorized officials

of the Federal Government, the States,

cities, and penal and other institutions.?
Other authorities under which the FBI collects and discloses
information include: (1) Public Law 92-544,3 under which the
FBI is authorized to exchange information with officials of

federally chartered or insured banking institutions and to the

States for employment and licensing determinations; (2) Section

2165 of Title 42, United States Code, authorizing the FBI to
conduct "full field investigations" on certain employees,
contractors, and others provided access to "restricted data" and
to furnish the results to the Office of Personnel Management

(OPM) or to the Nuclear Regulatory Commission; (3) Section 0.85

2 Per28USC. § 534(c), the Attorncy General has delegated the authority to perform these
functions to the Director of the Federal Burecau of Investigation in 28 C.F.R. § 0.85.

3 Title 11, § 201 (Oct. 25, 1972), 86 Stat. 1115.

4
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of Title 28, Code of Federal Requlations, authorizing the FBI to

"(c)onduct personnel investigations requisite to the work of the
Department of Justice and whenever required by statute or
otherwise"; (4) Executive Order 10450, which requires the
appointment of each civilian employee of the Government to be
"made subject to investigation" including at least a “"national
agency check (including a check of the fingerprint files of the
Federal Bureau of Investigation)"; (5) Executive Order 12968,
which makes all employees “"subject to inves£igation by an
appropriate governﬁent authority prior to being granted access to
classified information and at any time during the period of
access to determine whether they continue to meet the
requirements for access"; and, (6) Parts 732 and 736 of Title 5,
Code of Federal Requlations, which sets forth OPM's investigative
requirements and respbnsibilities for sensitive positions in ;he
Government (OPM has, through long-standing practice,lutiliéed FBI
files and data to help it fulfill these responsibilities).
Additionally, applicants for Federal positions requiring access
to classified or sensitive information specifically authorize the
FBI, OPM, and other authorized agencies to gather and disclose a
wide range of personal information in connection with the

application process.®

¢ See Standard Form 86, "Authorization for Release of Information.”

S
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The information thus gathered is organized into various
records systems, including the largest, the "FBI Central Rgcords
System." Procedures governing the disclosure of information from
the Central Record System have evolved over the years. This
evolution, for example, is reflected in procedures governing
disclosures to the White House. Since the late 1950's, and
undoubtedly earlier as well, the White House has routihely
requested background investigations and checks to determine the
suitability of applicants for Federal employ;ent or the wisdom of
allowing particular individuals to gain access to the President.
Prior to 1974,° the provision of information to the White House
was considerably less formalized. Apparently, for-example, it
was not uncommon practice in the mid-sixties and early seventies
for the President to call the Director (or a senior Bureau
executive) personally to ask for a "name check" on a particular
individual.® 1Internal records also reveal that prior to
March 1, 1966, the Bureau would at times respond orally to
requests for name checks or other information from White House

staff.’

3 The year that the Privacy Act was enacted.

6 See, ¢.g, April 9, 1965 FBI memorandum entitled “Preparation of White House Name Check
Requests;” January 30, 1973 “Instructions Folder, White House Memoranda Unit, Name Check Section,” at
p

7 Memorandum of G. H. Scatterday, "Correspondence to White House,” dated March 1, 1966,
ending the practice.
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The Bureau's focus in responding to these requests was
to process them as effectively and efficiently as possible. This
is not to say that the Bureau employed no safeguards in
protecting the privacy interests of the individuals about whom
information was provided. Processing guidelines, for example,
permitted only the results of its investigations to be released
and required that the information disclosed "be pertinent to the
inquiry." Information in the "rumor or gossip" category was not
to be released absent *"compelling reason[s]"land only with
céveats that the information had not been verified by the FBI.
Other steps to ensure.accuracy were also built into the process,
but it is fair to say that the-FBI often relied on "“good
judgment" rather than any formalized protocols when assessing
what to disclose and when.®

In 1965, approximately 4,700 names were processed for
the White House.’ By 1968, the volume of requests was est{mated

© As the volume of White House requests

at 10,000 per year.'
increased, processing procedures became standardized.'! 1In

1969, for example, a pre-printed unsigned form asking for an FBI

8 Quotations from a January 23, 1968 FBI memorandum entitled *Dissemination of Information in
Answer to White House Name Check Requests.”

9 Japuary 12, 1966 FBI memorandum entitled "Suggestion Re: White House Name Checks.”
10 Japuary 23, 1968 memorandum.

"' The White House, too, modified its procedures over the years. For example, in 1977, the FBI
was notified that the U.S. Secret Service would take over responsibility for obtaining "name checks® on
individuals being considered for temporary access to the President or the First Family while the White House
Security Office retained responsibility for obtaining name checks on persons who required access to the
White House complex on a regular basis.



“name check" investigation was used to facilitate Nixon

Administration requests."

This form was modeled on one used in
the previous administration. According to an internal FBI
memorandum of April 3, 1969, "all reduests {in the Nixon
Administration were to be] handled in the same format as those
previously sent to the Johnson Administration." The form showed
that the request originated with the White House, the name of the
official under whose authority the request was being submitted,
the name of the individual actually makingeéhe request, the name
and identifying particulars of the subject, the type of

information requested,'®* and why the information was being

requested.’

II. THE PRIVACY ACT

In 1974, Congress instituted sweeping changes to the
manner in which the entire Executive Branch collected,
maintained, and disclosed personal information by enacting the
Privacy Act.' 1In passing this landmark legislation, Congress
struck a balance between the Government's need to maintain and
use information about individuals on the one hand and the rights

of individuals to be protected against unwarranted invasions of

2 The form is markedly similar to that used by the present Administration; sce discussion below.

13 Copy of previous report, name check, or full-field investigation.

Y White House staff position, presidential appointment, or position with another agency.

% 5US.C. § 5522



privacy on the other. The historical context of the Act is
important to an understanding of its remedial purposes.

Congress, in 1974, was clearly concerned with curbing illegal
surveillance and investigation of individuals by Federal
agencies. It was also concerned about potential abuses presented
by the Government's increasing use of computers to store and
retrieve personal information. The result was a careful crafting
of a comprehensive legislative scheme that permits Government
agencies, including the FBI, to disclose information about -
individuals to other agencies or non-Governmental entities oﬁly
in a controlled and careful way. After its passage, the Bureau
implemented the Act and took steps to ensure compliance with its
dictates.

Under the Privacy Act, the FBI's Central Records System
is classified as a "Privacy Act System of Recordsd since
information in the system is retrieved by the names or othér
personal identifiers of individuals in the system. This means
that the maintenance of, and disclosures from, the Central
Records System must be in compliance with the Privacy Act. 1In
general, the Privacy Act prohibits disclosures of information
from a Privacy Act System of Records without the written consent
of the individual about whom the information pertains. This

general rule, however, is subject to 12 exceptions.
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The broadest exception is that provided by Section

552a(b) (3) of the Act "for a.routine use," i.e., for a use which

is compatible with the purposes for which the information was
originally collected. By its terms, Section S552a(b)(3) sets
forth two requirements for a proper routine-use disclosure:
(1) Federal Register publication providing constructive notice to
the public of the routine uses to which the information in
question may be put by the agency collectinq_it; and, (2)
compatibility with the purposes for which iﬁ was collected.

The routine uses for the FBI Central Records System

were most recently published in the Federal Register on

October 5, 1993.% This notice states that information in the
Central Records System may be disclosed by the FBI, to, among

others --

. . . any Federal agency where the purpose in
making the disclosure is compatible with the .
law enforcement purpose for which it was
collected, e.g., to assist the recipient
agency in conducting a lawful criminal or
intelligence investigation, to assist the
recipient agency in making a determination
concerning an individual's suitability for
enployment and/or trustworthiness for
employment and/or trustworthiness for access
clearance purposes, or to assist the
recipient agency in the performance of any
authorized function where access to records
in this system is declared by the recipient
agency to be relevant to that function.!

16 58 Fed. Reg. SL858 (10/5/93).

17 58 Fed, Reg. 51,870 (10/5/93).

10



With one exception, this language adequately puts
individuals on notice of "the categories of users and the purpose -
of such use"' concerning the information in the system. The
exception is the last portion quoted: "to assist the recipient
agency in the performance of any authorized fuﬁction where access
to records in this system is declared by the recipient agency to
be relevant to that function." This language is so encompassing
that it hardly provides any useful information .at all. Worse, it
implies that information in the system may be disclosed whenever
a Federal agency cénsiders possession of the information to bel
relevant to any of its myriad functions. In our view, this
provision is overbroad and should be eliminated. This will have
the effect of requiring the FBI to determine, on a case-by-case
basis, whether a proposed agency use that is not encompassed
within the listed examples of suitability, trustworthiness, and
access determinations is compatible with the purposes for &hich
the information was originally gathered and whether disclosure
falls within the parameters of our published routine uses.

This one specific problem notwithstanding, we have long
construed the routine uses.published in the Federal Redgister
together with the authority reposed in the Bureau by the various
legal authorities cited above as authority to provide information °
from the Central Records System to the White House and other

executive agencies when requested to do so for a purpose

8 5 US.C. § 552a(c)(4)(D).
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ostensibly compatible with the purposes for which the information
was compiled.'” As noted above, we have, for example, responded
to White House requests for information about individuals being
considered for employment on the White House staff, for
presidential appointments, and for access to classified or
sensitive information or for access to the White House complex.

All such responses, however, fall within the scope of
the routine uses published in the Federal Begistg; for the FBI
Central Records System. Providing such information to the White
House assists the White House staff in determining whether
particular individuals are sufficiently frustworthy to be
provided access to classified or sensitive information or to the-
White House complex, or are suitable for White House employment
or political appointment. It is equally clear that such uses are
compatible with the purposes for which such information was
collected. Background investigations, for example, are conducted
for the very purpose of determining suitability, trustworthiness,
or both.

Even though the Privacy Act made major changes in
Federal information collection and dissemination practices, it
had little discernable effect on the manner in which the Bureau
processed White House requests for background investigations,
name checks, and the like. This was so because the "routine use"

exception generally authorized the FBI to provide information to

Y An agency’s construction of its own routine usc is entitled to deference. See FLRA v. United

States Dep't of the Treasury, 884 F.2d 1446 (D.C. Cir. 1989), cert. denied 493 U.S. 1055 (1990).
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the White House and other Federal agencies for the same reasons
that we had provided such information to these agencies for
several decades past.

The pre-printed forms which have been in use since the
Johnson Administration meet all the conditions which our "routine
use" require to be satisfied in order for the responding
disclosure to be legally permissible under the Privacy Act. They
identify the agency (the White House), the authorized official,
the specific inforpation requested, and the reason for which the
information was desired.?® as long as the forms were facially
valid, the FBI was legally entitled to assume that their author
was acting within the scope of his or her authority?' and that
the requests for information were properly presented to us in the
everyday course of White House business, as such requests have
been presented day in and day out for at least 30 years.

Even though we have acted in compliance with the
Privacy Act, it is apparent that we have been institutionally
inclined to process facially valid White House requests without
reflection and without any effort to assess and balance the

inherently competing interests underlying the Privacy Act. Put

20 That the forms were generally not signed or initialled does not detract from this conclusion
since, unlike Section (b)(7) of the Privacy Act, Section 552a(b)(3) does not require a request for information
to be signed before a "routine use” response may be provided. In fact, a “routine use” disclosure need not be
predicated upon a request at all; that is, information may be disclosed under the routine use exception
whether or not the individual to whom it is disclosed requested it.

21 United States v. Chemical Foundatian Inc., 272 US. 1, (1926). This presumption of regularity
attaches to documents prepared by such officials in the execution of their office or in pursuit of the
Government’s business. See, ¢.g., exception 803(9) (Public Reports and Records) to the Federal Hearsay
Rule (Rule 802), in Title 28, United States Code.
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simply, we have unduly relied on technical compliance with the
law without questioning the need for or establishing additional

safeguards. ’

ITIXI. THE PROCESS TODAY
The White House initiates requests for information from
FBI files by submitting one of four forms currently in use.

(Attached as Exhibits 1, 2, 3, and 4.) These forms correspond

!

with requests from the Office of Personnel Security.(OPS) under
D. Craig Livingstone (Ex 1); those relating to presidentiai
appointments submitted by Clifford Mauton, a paralegal in the
White House Counsel's Office (Ex 2); from the Executive Office of
the President, Office of Administration (EOP—OA) (Ex 3); and,
from the National Security Council (NSC) (Ex 4). The latter two
forms, from EOP-OA and the NSC are signed by their respective -
security officers. The forms sent by Messrs. Livingstone‘and
Mauton are sent under the typed name of the White House Counsel,
now John M. Quinn, without the signature or any other indication
of the actual requestor. Form 1 from OPS accounts for the vast
majority of requests (e.g., 82% of those submitted in 1995).

The White House form presently in use by OPS has
remained substantially unchanged since it was first used in 1965.
It has been identical for more than five years, other than the
substitution of the various Clinton Administration White House
Counse; for Bush Administration Counsel C. Boyden Gray. (Earlier

versions of Form 1 now in use are appended as Exhibits 5-13.)
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Available records, and the recollections of FBI personnel
involved in the process, establish that these forms have been
subnitted without signature on the authority of the typed name of
the designated White House official for the more than 30 years
they have been in use. FBI staff have long understood the name
on the form was typically not the actual requestor of the
ihformation. Indeed, the White House contacts with'whom FBI
personnel discussed procedures or raised any question and to whom
the responses were provided were generally not the people whose -
names are reflected on the forms.

Once completed, the requests submitted by OPS® are
picked up from the White House by FBI couriers and delivered each
working daf, between approximately 2:30 pm and 3:00 pm, to the
Special Inquiry and General Background Investigations Unit
(SIGBIU) of the FBI's Personnel Division. There the forms are
preliminarily examined, generally by the senior security ‘
assistant, who ascertains what each form is requesting. If the
request will require the mobilization and coordination of FBI
field resources in order to conduct a full field investigation, a
limited update or an expanded name check, the forms are retained
by SIGBIU and a background investigation is initiated. If; “
instead, the form requests information from FBI files, such as

copies of previous reports or a name check, the Executive

22 For added clarity, 1 will limit the following discussion of the process to that aspect involving
requests from the White House OPS. The other White House requests are handled similarly.
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Agencies Sub-Unit (EASU) of the Executive Agencies, Personnel and
Administrative Support Unit of the Information Resources Division
of the FBI, is notified to pick up the request for processing.®

The EASU is headed by Peggy J. Larson, .a Supervisory
Research Analyst, who entered on duty with the FBI in 1956, and
has been working in EASU (or its predecessors) since 1964.
Ms. Larson oversees a staff of 36, comprised of 18 research
analysts, 11 file assistants, and seven élerks or typists. EASU
handles requests for file information from all Executive Branch
agencies. Including the 76-80% of all reqﬁests received on
magnetic computer tape and handled electronically, EASU processes
close to (and last year in excess of) two million name check
requests each year. Each agency has its own form to request
record checks from the FBI and each has an established liaison.
EASU will only provide FBI file information to a known liaison
contact through established channels. Of the total number‘ofv
requests, the White House accounts for only a small portion, even
of the paper requests, ranging from 3,025 to 10,197 annually over
the past six years.?2

Despite its relative insignificance in size, because of
the importance and sensitivity of requests emanating from the

White House, the White House desk of EASU is staffed by two of

the most senior research analysts, supported by a file assistant.

B EASU is commonly referred to as the Name Check Unit. Sometimes the envelopes arrive from
the White House marked "name checks,” in which case they arc forwarded, unopened, to EASU.

2 Computer recordkeeping of the White House name check process began ia .1990.
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The senior research analyst assigned to the White House desk has
been working in EASU (or its predecessors) since 1966. The more
junior analyst on the White House desk (until March 1996) began
her Bureau career in”EASU in 1968. T

Each of these analysts was interviewed in connection
with this inquiry. They advise that the policies and procedures
for processing White House record requests, like the forms
themselves, have changed relatively little since the 1960s. Some
minor changes havg occurred. For example, in previous
adninistrations, fhree White House offices requested information
from the FBI: OPS; EOP; and, NSC. The Clinton Administration
was the first to have a separate entity requesting checks on
presidential appointments. As far as FBI staff can determine,
the Security Office requests checks on White House staff, as well
as on visitors, award recipients, interns and contractors needing
White House access. Checks on potential presidential app&inteeg
are handled by a paralegal in the Counsel's Office.

The White House form (Ex. 1) also provides an
explanation for the request, indicating that the subject is being

considered for either a White House staff position, a

presidential appointment,® or for another specified reason,

2 This is appareatly vestigial, as requests relating to presidential appointments in the Clinton
Administration are handled separately and requested by use of a different form (Ex 2).
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usually access or award. The FBI analysts advise that in the
case of reduests based upon "access," the White House adds
another letter parenthetically, reflecting an internal code.?®

on occasibn, the analysts have called the White House
Security Office to ask questions about the reason for access when
the record check reflects the individual is the subject of a
pending case or when a sensitive issue i; involved. Generally
however, no inquiries are made by the EASU regarding the White
House requests, as the analysts apparently believe that such -
inquiries are outside the scope of their employment. It appears
that over time a tradition of considerable deference to the White
House has developed.

The first step taken by EASU to process a request
depends upon what information is requested. 1In the case of a
request for copies of previous reports, an FBI file number
relating to the subject of the request is obtained either from
SIGBIU through a query of their separate BI database or from a
check of FBI central indices. In either case, the relevant BI
files are obtained from FBI files, and the summary memoranda
which are prepared in connection with each FBI BI are copied, as
are any previous transmittal letters. These documents are”.
attached to the original request form, which is stamped to

indicate the number of attachments, and returned to the White

26 The analysts have determined the meaning of two codes by calling the White House Security
Office. Their call was prompted by concern over the young age of the individuals requesting White House
access marked 1" and the large number of “C" requests. Through their telephonic contact, they determincd
that "I" represents intern, and “C is contractor. Other codes remain a mystery.
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House in a sealed envelope by the next outgoing FBI courier. Any
document in FBI files which is copied for transmittal to the
White House is stamped on the back showing the identity of the
agency requesting the record, the date the request was received,
the date of the dissemination, and the initials of both the
analyst and the person retrieving records. Atno time are
original, complete files or raw data provided. Instead,
summaries of relevant information are prinded. Prior to 1994,
copies of the Whitg House request forms were only retained for
six months. HoweQer, as FBI personnel noticed a high number of
duplicate requests, they began retaining copies of all request
forms in January 1994.

*~ The name check process is somewhat more involved. When
a request for a name check is received, the file assistant makes
four copies of the request form and distributes copies to three

other FBI units. These units, together with EASU, check the name

against four different computer databases and the FBI central

indices. These databases provide information on criminal
histories, arrest records, and outstanding warrants, as well as
specialized information relating to organized crime, terrorism,
and foreign counterintelligence. The central indices search’
indicates all FBI files in which the subject has been indexed.
The file assistant gathers the relevant files and computer
printouts and forwards the information to the research analyst

assigned to the case.
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The research analyst reviews the material and
determines whether any dissemination should be made. Summary
memoranda contained in files may be copied for direct
dissemination. Other information may be culled from the various
files and reports and is summarized in memorandum form. All
outgoing memoranda prepared by EASU research analysts are

reviewed and approved by Supervisory Research Analyst Larson

_prior to dissemination and a copy of any memoranda prepared by

the research analysts is retained in file. When the documents
are gathered and/or prepared, they are attached to the original
request form, which is stamped to indicate the number of
attachments, and are returned by courier to the White House.

. In the event that a check of indices reveals that the
individual is the subject of a pending FBI investigation, the
analyst contacts the FBI Headquarters Supervisory Special Agent
(SSA) assigned to the case to determine what may be disseminated.
In addition, EASU personnel estimate they may call FBI field
office agents five or six times per year when clarification is
needed on the subject of a closed case of a serious nature, such
as an organized crime case. It is important to note that if the
request seeks only copies of previous reports, as opposed to a
name check, no effort 'is made to ascertain whether there is a
pending investigation prior to returning copies of the reports to

the White House.?

2 Graphic depictions of the White House name checks process are attached as Charts 1 and 2.
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From March 1991 until August 1995, retired SA Vernon
Thornton was Chief of the Executive Agencies, Personnel and
Administrative Support Unit and, therefore, Ms. Larson's nominal
supervisor. Thornton advises that while he was generally aware
of the volume of requests received by EASU, he was not involved
in the name check process except in extraordinary circumstances
which, he further advises, never arose during his tenure as Unit
Chief. Ms. Larson and her research analyéts confirm Agent
Thornton's account of his non-involvement.

Ms. Larson herself indicated that she had plenary
authority to manage her sub-unit, and would only raise issues
with the Unit Chief or Section Chief if she were aware of a
complaint. about to be made to the FBI by an official in another
agency or where she was considering dissemination of information
about a controversial pending case and the Headquarters SSA was
uncomfortable with the dissemination. She recalls raising such
issues on two occasions with John Hartingh, who was Chief of the
relevant section in the Information Resources Division from
November 1993 until February 1996. Neither occasion related to
matters associated with White House requests.

Internal recordkeeping has improved in recent years.
Since 1990, a computer database has been maintained in EASU to
record all White House requests and the corresponding responses.
Although that data base has been regularly purged, hard copies of

its contents are retained.
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IV. THE DECEMBER 1993—JANUARY 1994 REQUESTS

It is the collective experience of those FBI personnel
with the responsibility for conducting name checks and background
investigations that fransitibns between administrations tend to
be chaotic and unpredictable. This is especially true, we have
learned, when a different political party is taking control of
the White House. In these cases, the outgoing administration
typically removes all of its records, leaving the incoming
administration to totally reconstitute the entire collection of
personnel records for all White House personnel, including the
non-political staff who have remained. The three analysts with
responsibility for the White House desk at the time of the
Cclinton transition had each been in EASU through six different
presidential administrations and were experiencing their third
change in party (Ford-Carter; Carter-Reagan; Bush-Clinton).
Accordingly, the incréased volume of requests received froﬁ the
White House was not unexpected. |

The increase was substantial, and it is clearly
discernable from the computer records. 1In 1990, 1991 and 1992,
the White House requested, on average, between 252 and 290 name
checks each month. 1In 1993, as the Clinton Administration took
office, the average dramatically increased to 850 per month
(total 10,197 for the year) and has since subsided somewhat to
averages of 501 per month in 1994 and 355 per month in 1995 (see
Charts - Tab 16). As always, the bulk of the requests continue

to come from OPS: 92% in 1993; 86% in 1994; and, 82% in 1995.
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Although the increase in the overall volume of requests
was not unexpected, the analysts did notice that an unusually
large number of requests were arriving for copies of previous
reports only. They recall that someone contacted the White House
Security Office to ensure that its relatively new occupants
understood that when such requests were made, the FBI did not
conduct a complete name check. They are ungble to recall who
from the FBI made this call, and our brief inguiry has not yet
succeeded in identifying that individual. They do recall
learning that persénnel in the White House Security Office
understood the procedure and expressed no concern about it.

The analysts with responsibility for the White House
recall quite clearly, however, that in late 1993 a large number
of such requests seeking copies of previous reports were received
from the Office of Personnel Security. One analyst in particular
bore the brunt of the increased volume, and was compelled to work
a significant amount of overtime to keep up with the incoming
requests. That analyst remembers being surprised by the volume
of such requests, all of which, she notes, covered.names in the
first several letters of the alphabet and were sought for
purposes of "access." To assist in processing these requests,
SIGBIU was enlisted to check their separate database to ascertain
the file numbers for the previous background investigations.

Despite the mass of requests, they were all apparently
handled in routine fashion and no particular inquiry was made of

the White House. There was nothing on any of the forms (or in
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available FBI databases) to indicate whether the individuals
about whom information was sought were new employees, holdovers
from the previous administration, or persons in need of only
temporary access. Tﬁére was no reason to suspect and no means to
readily determine whether any of these requests related to
individuals not actually seeking access to the White House. Both
Ms. Larson and Unit Chief Thornton say that they were made aware
of the significant influx in requests but aid not consider them
particularly noteworthy. Ms. Larson recalls further that she was
told that the White House was simply updating their files.

An analysis of EASU's computer records confirms the
recollections of the analysts regarding the influx of requests.
Between December 6, 1993, and February 3, 1994, amid all of the
other requests flowing in from the White House, EASU received no
fewer than 481 requests which bear the characteristics of a
single series. These requests, when parsed out from the nérmal
traffic of requests, arrived in nearly perfect alphabetical order
-- from Aa to Go -- all seeking copies of previous reports and
all providing the same justification -- "ACCESS (S)." 1In
addition, although constituting only a small proportion of the
tdtal White House requests, this series constituted 88% of the
requests for "previous reports only" received during December

1993 and January and February 1994.2%

28 The total number of such requests was 249 in December 1993, 219 in January 1994, and 84 in
February 1994. In contrast to these large numbers, only 79 such requests were submitted by the White
House Office of Security throughout the ten remaining months of 1994.
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We now know that many of these 481 requests, while
facially valid, were without justification and served no official
purpose. In recognition of this fact, the White House Counsel's
Office has voluntarily surrendered to the FBI more than 400
folders containing FBI records since June 6, 1996. Folders
relating to three hundred and thirty-three individuals were
returned on June 6, 1996. Apparently, these were folders that
had already been segregated and shipped to ihe White House
archives because an employee of OPS had determined, over time,
that these materiéls had been inappropriately gathered. One file
of FBI material was returned separately on Monday, June 10, 1996.
Another had previously been provided to the IC. In response to a
further query from the FBI, folders relating to 71 additional
individuals were identified as having been improperly sought and
were turned over to the FBI on June 13, 1996. TwoO more were
identified as having been improperly obtained but were retﬁined“
as novw relevant to present needs for access. As of June 14,
1996, then, requests relating to 408 individuals have been
identified by the White House as having been sought without
jusfification.

Others in the series were apparently properly
requested. The White House Counsel's Office reports that their
“records confirm that 47 of the individuals [out of 138 queried)

were employed by the White House or otherwise in need of access
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at the time the FBI received the requests for reports."® 1In
addition, the status of an additional seventeen requests has not
yet been resolved. The FBI does not have access to information,
other than through a time-censuming and painstaking reference to
public sources or individual inquiries, which could independently
determine which of these individuals_was a member of the White
House staff (or otherwise seeking access to the President.in a
manner that would justify the obtaining Sf prior background
reports) at the time that the requests were made. It is
noteworthy that the United States Secret Service also lacks any
ability "to verify an individual's continued need for a (White
House] pass." According to a report of the General Accounting
Office in October 1995, "Secret Service officials stated that
they rely on the White House to notify them when én individual
leaves or a pass éhould be terminated."’?

Among the unquestionably unjustified acquisitions were
reports relating to discharged Travel Office employees Billy.Ray
Dale and Barnaby Brasseux.3' The request for Dale's previous
reports was received by the FBI on December 28, 1993, and a

response enclosing 11 letters and 11 memoranda was returned to

2 Letter from Jane Sherburne, Special Counsel to the President, to Howard M. Shapiro dated
6/13/96.

30 Personnel Security: Pass and Security Clearance Data for the Executive Office of the President
at 7.

' A request for a third discharged employee from the Travel Olffice, John Paul Dreylinger, was
prepared by OPS but was never forwarded to the FBI. The folder containing this pristine request has been
surrendered to the FBI.
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the White House OPS on January 6, 1994. The request for
Brasseux's records request was received on December 16, 1993. It
too sought copies of previous reports, and four letters and
memoranda were provided to OPS on December 27, 1993.

Nothing on the face of either request stood out to
either of the experienced research analysts who were involved in
the processing, nor did the documents collected for return to the
White House in any way attract attention. Because these requests
were for previous reports only, general FBI indices were not
gueried, so a pending criminal case involving or relating to
either of these men was not, and in the general course of
business would not have been, discovered. 1In short, given the
procedufes in place at the time, other than by recognizing one of
these names and associating it with news reports about the Travel
Office firings, there was no information available to the FBI
research analysts which would have revealed that the requeéts for
these men's previous reports were without foundation. As nothing
brought these requests to the particular attention of EASU, they

were processed routinely and the information sought was provided.

V. CONCLUSION

Other than the sheer volume, noﬁhing about the nearly
500 requests for copies of previous background reports appeared
noteworthy to the research analysts processing the files and,

accordingly, no one at the FBI questioned the propriety of the
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requests.®® Instead, those assigned to the White House desk of
EASU redoubled their efforts to meet ‘the increased demand, sought
limited assistance in identifying file numbers from SIGBIU, and
devoted the necessary 6Qertime‘hours to complete the required
tasks without undue delay. It would be unconscionable to now
fault these employees for not having somehow discerned that these
facially-valid.requests from the White House were made without
justification.

Indeed, the FBI personnel who work in the EASU perform
a valuable service in providing reports and memoranda to the
White House and other executive agenices necessary to make
informed judgments regarding, for example, a person's suitability
and trustworthiness for employment in sensitve positions, access
to classified information or to secure areas or admission to the
United States. 1In doing so, they accomplish the Herculean feat
of responding to roughly two million requests for such |
information each year. Although much of the process has been
automated, several hundred thousand requests are handled by the
research analysts and other personnel each year. These requests
typically require not only the identification of the relevant
files, but a careful analysis of the file contents and, quite
frequently, the preparation of memoranda summarizing the

information contained within the files.

32 One of the analysts belicves that the request for the files of James Baker may have caught her
eye at the time, because of his prominence in a former administration, but she did not conclude that there
was anything untoward about the request, as president's were often appointing members of former
administrations (o various positions or granting them access to the White House."
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With minor modifications, the process of p;oviding FBI
information to the rest of the government has functioned in the
same manner for more than three decades. Certainly this is true
of the relationship between the FBI and the White House. The
forms used to request FBI information have evolved but little
since the prototype dating from 1965. Likewise, the manner in
which the information is transmitted back to the White House has
remained essentially unchanged. Research analysts today follow
the same, largely gnwritten, rules and policies as did their
predecessors duriné the Johnson and Nixon Administrations.
Indeed, the last detailed set of instructions was issued in
1973.%

But if, as I would maintain, these employees have in no
way failed the FBI, the FBI has surely failed them, and has
failed in a larger sense to institute sufficient protections to
effectively safeguard the very real privacy interests that'we, as
custodians of so many people's files, are responsible for
protecting. While Ms. Larson and her subordinates have worked
tirelessly and with admirable success in managing the constant
dam-burst of incoming requests, this inquiry has revealed a
complete abdication of management responsibility at the level of

her immediate superior, the Unit Chief and the executive level

management above him.

33 Handwritten updates were added in April 1974. A summary version of procedures was last
issued in 1979, ) )
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A policy of benign neglect cannot be tolerated in an
area as sensitive as the dissemination of information from FBI
files. Although the natural instinct to defer to the great
experience of the empibyees of EASU is understandable, it is
ultimately unfair to them and inappropriate to make the analysts
responsible for simultaneously handling the massive flow of
requests and policing the process. The active involvement of the
Unit Chief, as well as the conscious engagement, support, and
overéight by the Section Chief -- which has also been lacking in
recent years --is necessary for the process to be not merely
efficient, but properly balanced as well between the needs of the
consumer agencies and the interests of those whose privacy we are
charged with safeguarding.

We have been on notice for some time now that the
exchange of information between the FBI and the White House is
both necessary and fraught with peril. In the Summer of 1993,
after questions arose concerning the involvement of the FBI in
matters relating to the discharge of several employees from the
White House Travel Office, Attorney General Janet Reno and then-
White House Counsel Bernard W. Nussbaum ehunciated a new policy
regarding contacts with investigative agencies, in particulaf,
the FBI.* The new policy placed both the Counsel to the

President and senior DOJ officials between the White House and

34 Memorandum for White House Staff from Bernard \W. Nussbaum, Counsel to the President, and
Clifford M. Sloan, Associate Counsel to the President, dated July 2, 1993, entitled "Policy Regarding
Investigations and Investigatory Agencies.”
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the FBI in matters relating to pending criminal investigatioms.
While that policy had no direct bearing on the type of requests
we have examined here -- an excep;@on was made, and properly so I
believe, for communications regarding "background investigations
and clearances of governmentél officials," in which cases direct
contact between the White House Counsel and “appropriate FBI
officials" is permitted -- we should have matched our scrupulous
adherence to that policy in matters relating to pending
investigations, with greater attention to this area of direct
engagement. Our.failure until now to have done so needs to be
promptly remedied.

In conclusion, our examination of the process of
providing background and other file information to the White
House and éther executive agencies revealed a channel which
flows, if anything, too smoothly. It is incumbent upon us to
recapture, or perhaps more accurately, acquire for the first
time, the proper balance between the very real and significant
needs of the government for the information contained in our
files and our profound obligation to ensure that the information
only be dissemminated in appropriate circumstances.

As noted above, specific recommendations are being
separately forwarded for your consideration and, upon approval,

for transmittal to the Attorney General for her concurrence.

Howard M. Shapiro
General Counsel
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June 3, 1996
TO: FBI, LIAISON
FROM: JOHN M. QUINN

SUBJECT: FBI INVESTIGATIONS

SUBJECTS NAME: SS#: B

DATE OF BIRTH: PLACE OF BIRTH:

PRESENT ADDRESS:

REQUEST: Copy of Previous Report

X Name Check

Expanded Name Check

Full Field Investigation: Level I Level II____ Level III_
(2 COPIES, PLEASE)

Linmited Update

Other

_The person named above is being considered for:
White House Staff Position
Presidential Appointment

X ACCESS (G)

Attachments:
SF 86
SF 87, Fingerprint Card
SF 86, Supplement

Remarks/Special Instructions:
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06/5/96
(Date)

TO: FEDERAL BUREAU OF INVESTIGATION
EXECUTIVE AGENCIES DISSEMINATION UNIT

FROM: JOHN M. QUINN
COUNSEL TO THE PRESIDENT

SUBJECT: FBI INVESTIGATIONS

Applicant's Name L

Social Security Number _

Date of Birth

Place of Birth

Home Address

We request: "
Copy of Previous Report

X Name Check

Expanded Name Check

Limited Update

Other

The applicant named above is being considered for:

X Presidential Appointment

X Requiring Senate Confirmation
Not Requiring Senate Confirmation

‘White House Staff Position

Remarks/Special Instructions:



MEMORANDUM

FROM:

SUBJECT:

EXECUTIVE OFFICE OF THE_PR.ESIDE.\'T
OFFICE OF ADMINISTRATION
WASHINGTON. D.C. 20503

June 06, 1996

FOR FEDERAL BUREAU OF INVESTIGATION

10TH AND PENNSYLVANIA AVENUE, N.W.
WASHINGTON, DC 20535

ATTN: NAME CHECK SERVICE UNIT
ROOM 4790 ,ﬁa (_gg/ é(/'
Lape
CHARLES C. EASLEY’ Zz/ *‘//2y
EOP SECURITY OFFICER
ROOM 4018, NEOB (395-6206)

REQUEST FOR RECORDS AND
IDENTIFICATION CHECKS

St 07 1908

It is requested that record and identification checks be
conducted on the person listed below, who is under consideration
for employment within the Executive Office of the President.

NAME:

DPOB:

SSN:

CURRENT ADDRESS:

OTHER INFORMATION:



NATIONAL SECURITY COUNCIL
WASHINGTON, 0.C. 20506

Jux 05 199§

June 4, 1996

Dear Mr. Freeh: .
Please find below the necessary information on

in order that a name check may be conducted. Your
expeditious assistance in this matter would be greatly
appreciated.

Name:.
SSN:
DOB:
POB:
Address:

Respectfully,

/A Lédt
Glenn H. YprXdale
Security OfTicer

-~

The Honorable

Louis J. Freeh

Director

Federal Bureau of Investigations

Ninth Street & Pennsylvania Avenue, N.W.
Washington, D.C. 20535

&



THE WHITE HOUSE
WASHINGTON

August 1, 1990

T0: FBI, LIAISON
FROM: C. BOYDEN GRAY
SURJECT: FBI xm_resug ations

Subject's Ranme !

(Date)

Date of 2iren AR

Present Address

Place of Birth NS

We request: X Copy of Previous Report

Hame Check

Expanded Kame Check

Full Field Investigation

Limited Update

Other

The person named above is being considered for:

White House Staff Position

Presidential Appointment

Attachments:

SF 86

SF 87, Fingerprint Card

SF 86, Supplement

Rcmafks/Special Iostructions:

o i

Sunmary memoranda and

letters dated 10/27/88,
10/24/88, 7/29/85, and
7/28/85 furnished to
White House on 8/1/90.

[ - )Y
7 CCT 23 1930




THE WHITE HOUSE

WASKMINGTOMN

August 19, 1988

%01 ¥8I, LIAYSC" - _. (aca)

b p = O ARTHUR B. CULVAROUSE, JR.

5 -
Mama Chack Expandad RBxm Checke
Full ¥ield Invescigacion X0 IES T0 ¥5I
Limited Ogxiats

Tha persca tmusd above is being considered £o13

. tUhics Houss Scaff Peosition
X * (PAS)

Prasidencial

*Senate Confirmation

Attachmants!
sy es 1 2
s? 87, ung.ex'pti.a: Cexd
EF 8€, Surplexent
l.-zft=I$pcc1:1 IngtTucciocns: EXPANDED NAME CHECK

NOTE: “WE DO HAVE COPIES OF THE 1982 and 1985 REPORTS
AND THE EXPANDED NAME CHECK 12/10/87

LIMITED UPDATE TO FOLLOW

PLEASE EXPEDITE ]

| /
Jisr—rs AT , Lﬁ ,'



THE WHITE HOUSE
WASHINGTON

Aug. 6 _

Juiy -3 198
T0: ¥B1, LIAISON - ’ (Date) '-;i, '
yON: FRED F. FIELDING : ': - —\ 15;‘ 51\[, .

SUBJECT: Y31 Iunvestigations

|

bate of sirer NN ... of nires —50\
pom———

Ue request: Copy of Previous Report

Name Check

X Full Fileld Investigation NO IRS TO FBI
( 2 copies please

Limited Update e

The person naxed above 18 being considered for:

X White House Staff Position

Presidential Appointment

Attachments:

X SF 8 1 2

SF 87, Fingerprint Card

L SF 86, Supplement

Remarks/Special Instructions:

NOTE: Previous investigation 1980.

g



"Present Md'res’s

We request:.

o P —fgz:;_—m-‘wuss )

¢ waswimoron A 29

) May 27, 1981 |
T0: . FBI, LIAISON (Date) | S
WROM: ° FRED F. FIELDING S /’j
SUBJECT: FBI Investigations . . 4

Subject's Nape NS

Dgt.e of Birth _

Place of Birth

Copy of Previoyél;eport

/

Name Chec%//

Full Field Investigation NO IRS TO FBI

’
4

rd

The person named above is being cpﬂsidered for:

X

hite House Staff Position

" Presidential Appointment N .

Attachments:

SF8 1 2

SF 87, Fingerprint Card

lenarks/Special Instructions:



A Y

. (4

MEMORANDUM

TO: FBI, LIAISON .

THE WHITE HCUSE
Washington

Ak

FROM:  JACQUELYN DINWIDDIE

"SUBJECT: = FBIINVESTIGATIONS

swbjecrotarne SN  SESSNNNN

Date of Birts __ AN

Paceof Birth TN

Present Address:

We request:

Copy of Previous Report .

Name Check

Update

Full Field Investigation NO IRS TO FBI

The person named above is being considered for:

White House Staff Position
) o
>R
Presidential Appointment D‘Q

XX
Attachments:
XX SF 86 | 2
SF 87, Fingerprint Card
Remarkas: ENC- RE

s



-

MENORANDUM (‘,

-

) THE WHITE HOUSE l' . ;
. R wasHINGFON 00,
MAR 2 {175 o /
TO: Robert H.. i-laynel. FBI /‘ -
FROM: Jane Dannenhauer
.' SUG.JEC'I: FBI Investigations

Subject’s Name AEENE
Date of i, NN Place of pirt NN

Present Address:

We Request: Copy of Previous Report

Name Check

Full Field Investigation

X 2 Copies Update 11/71

The person named above is being considered for:

X White House Staff Position

Presidential Appointment

Attachments: -
x SF 86 (hxduplicats) 1 ¥
SF 87, Fingerprint Card ’ 0 ‘13'1 |
Biography " Y P *
Remarks: u ° ')-‘( ) 1,45 ,
> ) N

7 A5 .
/ I 'J.‘)Jlb'p | _n/\‘? ).‘:
ISV BN .

- ,
M CLOSURK O



'MEMORANDUM S

S - THE WHITE HOUSE
' Washington
July 7, 1972

TO: " Robert H, Haynes, FBI o

FROM: Alexander P, Butterfield
SUBJECT: FBI Investigations

-Subject's Name__

pate of Birch NG Place of Birth NN
Present Address NG .

We reqguest:

Copy of Previous Report
X __ Name Check

Full Field Investigation

The person named above 1is being considered for:
 White House Staff Position .
‘Presidential Appointment

Position with another Agency

- ATTACHMENTS: : IEE CBTRMN FAES OF VIE Fei LEVEAL KO
_ . FE 0T YLD TTT LALHADLE GiTY
SF 86 (in duplicate) TOE SUDUTOT O TES RERUESS

SF 87, Fingerprint Card |
— OF THE IDENTIFICATION CrNiSiON OF W2
Blography ::Fcc.m:-.m 10 ERREST PECCTD nzmn:l.zu
ITH SLUZIT CF Tals KECSST B8 Cd CUIA
| ' | ' | SOBLUTTEE, ~
REMARKS: . ' N
| CLJ0LT w©n

REPORT SHOULD BE DELIVERED BY FBI TO: GERTRUD:Z BROWN
- 17 -



-

THE WXITE HOUSE | ' MEMORANDUM o

Washington -
DATE  April 1, 1969

TO ¢ Mr. Cartha D. DelLoach, FBI

FROM : John D, Ehrlichman

SUBJECT : FBI Investigation

Subject's Name__ NG _
Date o; Sirth (NN Piace of Birt I
Present Address____ [

Egil Krogh has requested:

. Tho person named above is being considered for:

COpy of Previous Report
X Name Check

Full Field Investigation

—_ White House staff position
Presidential appointment
X __ Position with another Agency
ATTACHMENTS:
—__ SF 86 (in duplicate)
—_ SF 87, Fingerprint Card
—_ Blography

REMARKS:

REPORT SHOULD BE DELIVERED BY FBI TO: JOEN D, EHRLICHMSN



THE WHITE HOUSé
Washington MEMORANDUM

TO + Mr. Cartha D. Del.oach, FBI1 : DATE:April 27, 1965
FROM : Mildred Stegall - -

SUBJECT FBI Investigation

“subject’s Name_ [
Date of Birth I Placeof Birth NN

Present Address

Douglas Cater . has requested:

D Copy of Previous Report
@ Name Check

(O Full Field Investigation

The person named above is being considered for:

[J White House staff position

[] Presidential Appointment ])} y/")

D Position with another Agency ) \'L

CHMENTS: Xid
ATTA _]vr-:’;‘:

[[] SF 86 (in duplicate) Mbé
[ sr e, Fingerprint Card ‘j\}ﬂf(’ 4
D Biography

REMARKS: 1Y 2 rcared in had a secret
clearance when he was in the Army

b2-5— -21351,7

REPORT SHOULD BE DELIVERED BY FBI TO: MILDRED STEGALL




S —

Name Check/ *
=~ > > Background
The White Hou Investigation
Request
« Executive Office of the President Federal Bureau
» National Security Council of Investigation
* Counsel to the President
« Office of Security T , PERSONNEL DIVISION

ROUTE REQUEST

0 '© RETAIN

INFORMATION RESOURCES DIVISION  Expanded Name Check

Name Check Full Investigation
Copy of Previous Report Limited Update
Award P . OPEN BACKGROUND
INVESTIGATION
X ASSIGN NUMBER

INFORMATION RESOURCES DIVISION

COUNT/DATE
ENTER DATA IN WHITE HOUSE NAME CHECK PROGRAM
EVALUATE REQUEST

Copy of Previous Report Name Check Other (Award)
MAKE 1 COPY MAKE 4 COPIES - SEND FOR QUERIES MAKE 2 COPIES - SEND FOR QUERIES
RETAIN 2 years Criminal Justice Information Services Division Criminal Justice Information Services Division
Arrest Record By Name & Date of Birth Arrest Record By Name & Date of Birth
Name Searching Subunit Name Searching Subunit
Centra!l Indices Central Indices

*National Crime Information Center (NCIC)
*Criminal Law Enforcement Application (CLEA)
*integrated Intelligence Information Application (IlIA)

| ¥

EVALUATE QUERY DATA

RECORDS @ NO RECORDS
|

REQUEST FILES
FBI FILES/ARREST/<IlIA/*NCIC/*CLEA

) I
RESEARCH ANALYST v

SUPERVISORY
DETERMINE IF FILES MATCH SUBJECT RESEARCH ANALYST

PULL INVESTIGATIONS
REVIEW AND INITIAL

CUPY 51 PREPARE MEMORANDUM =3 VEMORANDUM

COMPLETE WHITE HOUSE NAME CHECK REQUEST TRACKING

SEND 7O WHITE HOUSE SECURITY \




N>

) o

FT TRk

| The White House
* Office of Security

Federal Bureau of Investigation

PERSONNEL DIVISION
ROUTE REQUEST
| |

x | Billy Ray Dale

v

INFORMATION RESOURCES DIVISION

| FILE ASSISTANT. S

ENTER DATA IN WHITE HOUSE NAME CHECK PROGRAM
Request Tracking Program

EVALUATE REQUEST

Copy of Previous Report

MAKE 1 COPY
RETAIN 2 years

REQUEST FILES
FBI FILES/ARRESTT INA/*NCIC/<CLEA

" RESEARCH ANALYST

DETERMINE IF FILES MATCH SUBJEC?
PULL INVESTIGATIONS

COPY or PREPARE MEMORANDUM f

RESEARCH ANALYST .

SUPERVISORY

REVIEW AND INITIAL
MEMORANDUM

COMPLETE WHITE HOUSE NAME CHECK REQUEST TRACKING

SEND TO WHITE HOUSE SECURITY




2,000

000

.000

»,000

1,000

2,000

0

White House Name Checks
Jan 1, 1990-May 31, 1996

10,197

6,013
4,259
3,478 '
3,025 3'107—
i |
1,570
850 o1 : | 263
1990 1991 1992 1993 1994 1995 1996
(5/1)

[ Actual Number of White House Name Check Per CY
Bl Monthly Average of Name Checks Per CY,




Memorandum

To :  The Director pate 6/14/96 Wé gt%

From : H. M. Shapird7%ﬁﬁb L. J. McCormicé;f
General Counsel Inspector /\\}%&ﬂdéggf\ ﬂ
Subject : THE DISSEMINATION OF FBI FILE

INFORMATION TO THE WHITE HOUSE

As a result of the week we spent examining the process
of responding to requests for background information and name
checks from the White House and other executive agencies, we
recommend that you approve, and forward for the Attorney
General’s approval, the following changes in procedure:

1. That the form and manner in which White House requests for
information from FBI files are made be changed as set forth
below. Had these-changes been in place, the approximately 400
files improperly obtained would never have been requested or
provided.

la. That any request seeking copies of or information
distilled from FBI files must be accompanied by either
the consent of the person whose files are being
reviewed, or by a letter from the Counsel to the ,
President through the Deputy Attorney General to the
FBI General Counsel, setting forth a written
explanation why such consent cannot be obtained or
should not be sought in the circumstances.

1b. That all requests by the White House for
information from FBI files, which had previously been
submitted anonymously under the typed name of the
Counsel to the President (in recent administrations) or
some other White House official, now require the actual
signatures of both the requesting official and of an
attorney in the Counsel’s Office who will have reviewed
and approved all requests prior to their transmittal to
the FBI. The requesting official should certify,

Enclosure



Memorandum from H. M. Shapiro/L. J. McCormick to The Director
Re: The Dissemination of FBI File
Information to the White House

subject to the criminal penalties for making a false
statement, that the information is sought only for
official purposes and should be on express notice that
unauthorized disclosure of any information obtained may
violate the Privacy Act.

lc. That greater specificity be provided regarding the
reason for the request (see attached form).

1d. That a copy of each White House-request for
information from FBI files be provided to the FBI
Office of the General Counsel (OGC) for review.

Regardless of the procedures, the FBI record check
process remains a necessity for any effective system that
accommodates the security and employment functions of the White
House. To be effective, the procedures at both ends must
complement each other. For these reasons, these recommendations
have been coordinated with the White House Counsel’s Office,
which oversees the White House Office of Personnel Security.
That office must implement procedures at the White House that
will allow the system to operate given these changes. The
Counsel to the President advised that he will be implementing
complementary procedural changes. He raised no procedural
objection to these changes, and indeed had independently arrived
at many of them.

A revised Form incorporating these recommended changes
is attached.

2. That a complete indices check be conducted for all White
House requests for information from FBI files, including when the
request seeks only copies of previous reports. Whenever a record
check reveals a pending criminal investigation concerning the
subject, dissemination of any information will be halted and
notification be made to the Headquarters Supervisor and to FBI
OGC. The Headquarters Supervisor and FBI OGC will consult to
determine what information could be disseminated without harm to
the investigation. The FBI General Counsel will then refer the
matter to the Deputy Attorney General in order to determine what

if any information should be communicated to the White House
Counsel.

3. That written protocols be developed regarding what
information from FBI files may be properly disseminated.



Memorandum from H. M. Shapiro/L. J. McCormick to The Director
Re: The Dissemination of FBI File
Information to the White House

4. That the FBI’s Privacy Act routine use notice be amended, as
set forth in the accompanying report, to constrain and better
define the boundaries of appropriate routine use disseminations.

5. That appropriate personnel meet with representatives of the
White House and the United States Secret Service to better
coordinate requests for FBI file information and to reduce the
incidence of duplicative requests.

6. That appropriate personnel from the FBI and. the White House
meet to discuss the retention and archiving of FBI background
investigation or name check information by the White House to
ensure that appropriate safeguards are in place.

7. That FBI executive management provide greater oversight to
the process of responding to White House requests for information
from FBI files.

8. That any request to the FBI which results in the provision of
copies of or information from FBI files be indexed and maintained
for subsequent review and retrieval.

9. That the data presently purged periodically from the FBI
database regarding White House requests be maintained instead in
a magnetic medium which will permit more effective review,
analysis and audit.

10. That the FBI establish a periodic audit procedure, to be
conducted by the FBI’s Inspection Division, to ensure compliance
with these recommendations.



