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To assess timeliness of processing White House &ccess passes and
security clearances, we examined the time intervals associated with
each processing step; reviewed the process and associated laws,
regulations, policies, and procedures; and lnuerVIGWGd officials
from the White House, Setret Service, FBI, the Office of Government
Ethics, and the Defense Finance and Accountln% Service.

To calculate the processing time for passes and clearances, we
collected the following key event dates assoc1ated with processing
steps for staff® assigned to the White House Offlce Special
Assistance to the President (Vice President's Offlce) Office of
Policy Development, Office of Administration, and Office of
National Drug Control Policy, on or after January 20, 1993, who
were paid with White House appropriated funds and needed a
permanent pass.

.1. Date the person entered on duty. i .

2. Date the SF-50 was signed.? :

3. Date the person todk a drug test.

4. Date the person signed their SF-86.

5. Date the person was issued a temporary pass.

6. Date the FBI initiated a background investigation.
7. Date the FBI finished the investigation.

8. Date the permanent pass was approved.?

9. Date the permanent pass was issued.®

10. Date the security clearance was granted

11. Date the person separated, if appllcable.

For reasons of confidentiality, the White House provided a number
and office designation for persons covered w1th1n the period of our
analysis. :

i
The White House compiled a data base containing an identifier and
the key dates, when available,’ for each of 638 persons. Dates

*Staff included long-term contractors, relmbursable detailees
(terms of 6 months and more), and consultants, :as well as carecer
and political appointment staff needing a permanent pass.

The SF-50 indicates that a personnel action has been completed;
in this case, it relates to the date entered on duty

For this interval, we used the date the Whlte House recommended
to the Secret Service that a permanent pass be ! approved

‘For this 1nterva1 we used the date the Secret Service approved a
permanent pass for issuance. :

*Dates were not always available for reasons 1ncludlng. staff
separated before a date was met, ‘contractor staff did not receive a
SF-50, drug testing dates were not provided for contractor staff
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were provided for (1) persons entering on duty as of January 20, cgom;JQ %)FwDA
. 1993, through September 16, 1994, and (2) process Steps completed  /
by December 13, 19%4. Dates associated with Droce551ng steps -
involving the Secret Service and FBI were supplied to the White
House by those agencies. We received the data-base containing the o
key event dates from the White House in January 1995 and worked Jﬁﬁ /
with the White House to Correct mistakes found in the data base. &wﬁﬂ‘
We also verified randomly sampled event dates in the data base to Zor ¥

b

original personnel documents and other records. Iﬁdﬂmw
Seme Woc

We analyzed intervals between key event dates |to determine average,//&/ 57105

minimum, and maximum time frames; as well as trends over time. We /nJ/ b

discussed our analyses with White House, Secret Service, and FBI
officials to determine reasons for time frames individually and for
overall trends. In our analyses of the intervals, we obtained a ,
White House explanations of individual cases and overall trends, it
but we did not further examine supporting documentation. The
effects of the limited examinations are noted !in the report where

appropriate. : 5 Sincy ,Z:d;
After the data base was flnallzed White Hodg—/off1c1als proposed’ ;%:E. e

that dates for 54 persons not be included —ouf—aaalyseg_ggcause
mosﬁ_oé_thggg_pefsoﬁE—EEEEEferrE&—frGmfbne~posmt1on—to—another
positionwithin—the—Executive-0ffice Gf the Pre51dent §  The—thite alo¢~670»4
Hoese‘§EgggiJggg;Jjmmxkcases—weEe—not—typtea;—of_the_nozmal—pass— K
appreoval process. We agree that these persons; followed a different
pattern than the majority of persons in the data base. However,

‘they do represent the actual pass approval proceSS experlenced by ZD
these perSQns consequently we present both sets of data in our

detalled ana ies- T(ujy-+f;,A,pwry /anﬂA*}%
T §Lnn PdETESS g
The—impaet of excfcdlng the 54 persons Was—typtcélly to iTcrease 747 2%2&*
the average amount of time for an interval, 51nce many of these \7 A
persons had completed steps in the process prior to entering on C«LuJD
duty. For example, a person who was employed in January 1993 by
the Office of Management and Budget, an office not included in our
analysis, could have received a permanent pass; while with that
office, and then transferred in 1334 to the Whhte House Office. As
G P I A~ i
because such tests are eentrclled by cont*actor management and not
the White House, and not all staff received a security clearance or
were granted access to classified material. i
1
. . SOf the 54, 45 transferred from a position within the Executive
Office of the President or another govermment EQency to the
position shown in the data base, 2 transferred from their position
as shown in the data base to another offlce w1th1n the Executive
Office of the President, 5 were orjigi !
permanent emplovees, and 2 had bs ng 1nvest1gatlons completed
prior to entering on duty. We

2 e
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a result the record would show a 1994 entered .on duty date and . -
earlier times for all other key event dates. The effect of this in.
our analysis is that when the entered on duty idate is analyzed.
against the other key event dates, the result is a negative number.
In our analysis, we added all the interval differences, negative
and positive, to calculate an average. :

We conducted our review from May 1994 to June ;13895 in accordance
with generally accepted government auditing standards.
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THE ACCESS PASS PROCESS;
The process for obtaining a White House access pass and/or security
clearance typically worked as follows for White House complex
employees, according to agency procedures datéd March 1994 and the
statements of agency officials. This process iinvolved activities
related to three generally uniform steps: (1) initiating pre-
employment tasks, (2) obtaining a temporary pass, and (3)
a permanent pass. Procedures for employees requlrlng ss\to
c1a551fled information vary by organization. ;

STEP 1: INITIATING
PRE-EMPLOYMENT TASKS

The following tasks must be completed concernlng each applicant's
appointment.

—— Applicants must undergo a security interﬁiew conducted by the
‘)ﬁﬁ(’ White House Personnel Security office.

pplicants must submit to a drug test. Tt normally takes
0 days to get the results, and if they are positive,
the person would be disqualified from appointment.’

-- Applicants must undergo an initial namecheck in which their
name, date of birth, place of birth, and Social Security
number are checked through the Secret Service's Workers, -
Appointment, Visitors Entrance System. This consists of
checks through four computer data bases: ! the FBI's National
Crime Information Center data base, a criminal history data
base, a Secret Service data base, and a Washington-area law
enforcement data base. According to White House officials,
the results are usually back within a day.

-- Applicants must undergo a more extensive FBI namecheck. The
White House forwards the person's name and date of birth to
the FB1, which checks the pame through the FBI Central Records
System, computer data bases, and the Criminal Justice
Information Services data base to identify any derogatory
information and prior arrest records. The FBI has 60 million
names in its files. Aalmost 13,000 name checks were done for
the Executive Office of the President and: associated offices
in fiscal year 1993, and over 7,200 checks were done in fiscal
year 1994 The processing time for this more extensive

’According to the Executive Office of the President Drug-Free
Workplace Plan, as amended in December 1992, once employed by th
Executive Office of the President, a person who tests positive f
illegal drugs during random drug testing can be disciplined in
of several ways, ranging from a written repr_mand to emplo
termination.

Javvo
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namecheck typically takes several days, accordlng to White
House and FBI officials.-

STEP 2: OBTATNING A TEMPORARY PASS . \

Each new employee, who is expected to work 90 days or more has 30
days from the date of appointment to complete the SF-86, an FBI
investigation consent form, a tax check waiver;, and a personal data
statement questionnaire (for employees of certain offices) and
provide other personal data as needed. This 30-day standard was
established by the White House on March 21, 1994.. Employees not
meeting this standard are to have their access: to the White House
revoked and are to be placed on leave without pay until the
paperwork is completed. Prior to March 21, 1994, there were no
standards for completing the SF-86. i

If the person has completed the SF-86 and related paperwork, the
results of the initial namecheck are satisfactéry, and the FBI
namecheck has been submitted, the person is pléced on the White
House access list. This means the person must:present positive
identification each time he or she enters the white House complex.
Prior to this time, the person is allowed 1nto the complex only on
an appointment basis. ;

Once .a satisfactory FBI nmamecheck is returned, :the White House
Office of Persornnel Security recommends to the'!Secret Service that
a temporary pass be issued to the employee for: a period not to
exceed 90 days, although extensions are allowad In the case of an |
extension., the Secret Service contacts the person s office, prlor
to the expiration of the temporary pass, to determine if there is a
need for an extension. The person is fingerprinted by the Secret
Service, and the flngerprlnts are sent through;the national data
base. Each new employee is required to attend.a security briefing
and the person's presence is noted and 1ncluded in his or her
security file. ;

The SF-86 forms from,White House Office, Office of the Vice
‘President, and Office of Policy Development staff go to the White
House Counsel's office. A security officer in.the Office of
Administration reviews the SF-86 forms of individuals from the
Office of Administration and the Office of National Drug Control
Policy. According to White House officials, each SF-86 is reviewed
to verify its correctness and completeness and:to determine if any

immediate issues need to be addressed. .
: ) Jos MM

STEP 3: OBTAINTING A PFERMANENT PASS f mes”

Before a permanent pass or a security clearance can be,issued, the
F conduct a full-field background investigatio ‘. The White
House Counsel's request to the FBI for such an:investidation
includes the SF-86 and related documents.
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FBI officials told us that their goal for first-time full-field. .
background investigations was changed in late 1994 from 45 to 60
calendar days. An updated investigation, which is done every 5
yvears, has a goal of 90 days. According to FBI officials, .these
goals were changed before 1993 due to FBI staff shortages and an
increased demand for investigations. The goals had been 35
calendar days for a first-time investigation and 75 days for a
reinvestigstion. FBI officials explained that the difference in
goals is due to the urgency of completing first-time

investigations. he FBI estimates that it conducts about 1,000 to
1,500 background 'investigations a year for the White—House-—about
25 percent of the FBI total. : 1E£;C7f3

According to FBI officials, if the investigation reveals
information that warrants Weite Houe® attention, such ag‘past
criminal activity, the FBI notifies the White :House CogggglLs*"O(

Office the White House Office of Personnel ‘Security and might

provide an interim report. At the completion iof its fnvestigation,

the FBI sends an investigation summary to the White House Counsel,:

who in turn forwards a copy to the Secret Service. Depending ‘on

the case, the FBI may also send copies of individual interview _
summaries, but does not typically send the complete investigative

file. meeS l/") ;0\,\' %" r— 7’

According to White House officials; OHCE,Iég—QEEBEE;;:’;ﬁfice

receives the FBI background investigation summary, eview e ‘
process may involve a wide range of matters .of—warying severity, vt ynefmd
-such-as prior arrests, credit pr¢blems, inability to verify Y a ‘
previous employment, or mistakes The White House determines any ‘
needed follow-up, such as contalting the subject for additional

information or having the FBI investigate further. According to |
FBI officials, the White House rarely requests a follow-up

investigation.

Wﬁgzi;iggga(g}ficials stated they have several sources of
in Ton aveilable to them during the review process, such as
the FBI's background investigation report; the SF-86; the perscnal
data statement provided by the employee (if applicable); the tax
check results; financial disclosure information; and the National
Crime Information Center check results. @As information is returned
from the agencies and departments, White House procedures, since
March 1994, require that it be reviewed within 5 days by the White
House Counsel's office and the White House Personnel Security
office. The decision to grant a permanent pass involves not just
security concerns, but also suitablility for continued employment,
since the White House may decide, based on its review, not to
permanently hire certain individuals. :

co

After Counsel has resolved any questions, the White—House sends a
written request to the Secret Service for a permanent access pass
for the employee. The Secret Service, 1f there is no disagreement
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based on its own determination as to danger to the Pregident or _
other Servicg protectees, issues thg permanent’ pass, - - -/J' [l &
According to White House officials, the process for obtaining a ars OF

permanent pass is the same for a volunteer as for an employee or L
contractor. These officials said that most White House volunteers . M
are -semior citizens who perform duties related to correspondence

and do not have permanent passes, but are allowed entry based on an 4~?%
access list and identification. However, they also said that there /. o
are volunteers, estimated to number between 30, and 50, who perform

substant ive work,and Bold permament—passes. For example, the
current and most recent White House Counsel Wpaid ,,ﬁ

wQlunteers.

I Crper™ T ‘
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YSTS OF KEY EVENT TIME INTERVAL

We analyzed time lntervals uSLng both the complete, unadjusted data
base and an adjusted data base ‘that excluded the 54 persons

referred to in appendix I. Most of these persons transferred from
one position to another 1oF . he Execuelve Offlce of the
Presiden 5~ WL ° :
(D ical ©

- Not all records were applicable to include in averaging the
interval comparisons. Table 1 shows the number of applicable and
non-applicable records by category. Records considered to be non-
applicable include those in which a person separated prior to one
or more key event dates, action was not completed and therefore
pending as of the closure date of the data base, or action was
taken in some other way, such as a person having a background
investigation conducted by an agency other than the FBI. (Dates
were not prov1ded in these cases.)
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Table 1: The table shows how many records were applicable and non-
applicable for the interval comparisons listed below.

Interval Unadjusted Data Base Adjusted Data Base
Comparison _ .

Applicable Non-applic- Applicable Non-applic-

Records able Records Records able Records

————————— e
Date entered 504 . 134 458 126
on duty to - 112 separ- ~ 107 separ-
date the ] ated - ) ated
permanent pass - 22 pending : - 19 pending
was approved - 0 other - 0 other
Date entered 613 25 559 : 25
on duty to - 23 separ- - 23 separ-
date the SF-86 ated ‘ ated
was signed - 0 pending . - 0 pending
- 2 other - 2 other

Date the SF-86 | 600 38 : 546 38
was signed to - 35 separ- ' - 35 separ-
date the FBI ated ' ated
initiated a ~ 0 pending : - 0 pending
background - 3 other . - 3 other
investigation
Date the FBI 522 116 473 : 111 _
£inished a ~ 95 separ- ~ 93 separ-
background ated ated
investigation - 18 pending ' - 16 pending
to date the - 3 other . - 2 other
permanent pass '
was recom-
mended . '
Date the FBI 574 ' 64 : 523 61
initiated a - 50 separ- - 50 separ-
background ated ] ated
investigation - 11 pending : ) - 9 pending
to the date - 3 other - 2 other
the FBI '
finished the
investigation
Date a 504 134 ASSg 126
permanent pass - 112 separ- . - 107 separ-
was recom- ated ated
mended to the - 22 pernding - 1% pending
date the pass - 0 other - 0 other
was approved
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IME NEEDED TQ BE APPROVED
FOR A PERMANENT PASS o

The processing time needed for an individual to be -approved for a
White House permanent access pass after entering on duty decreased
from 1993 to 1994, as did most of the individual interval time
frames leading up to the Secret Service approval of a pass. As
shown by Table 2, the average number of days it took to approve a
permanent pass decreased from 1993 to 1994.

Table 2: Average days from the date entered on duty to the date a
permanent pass was approved by the Secret Service.

Average Number of average Number of
Days Days
Unadjusted Data Adjusted Data

—— e ————————

Year

1993 ' 346 356
1994 98 129
Overall Average 295 . 315

Only 2 permanent passes were approved by the Secret Service prior
to September 20, 1993, and of the 400 staff entering on duty during
1993, 250 took over 300 days to be approved for permanent passes.
Only 1 of 104 staff entering on duty in 1994 took over 300 days.
White House officials attributed the longer processing times in
1993 to (1) operatiomal and administrative inefficlencies and (2)
the large volume of staff entering on duty in 1933. They said the
time decreased in 1994 because (1) fewer people began work, (2) the
White House corrected some inefficiencies in the process, (3) the
White House Chief of Staff placed emphasis on, the pass process and
established standards for the process, (4) the White House began
using computers to track the proceggff(S) staff and officials
became more experienced with the process ' al

at temtioT was focused—ean—the—processT— ?

With the passage of P.L. 103-323, an employee of the Executive
Office of the President must be placed on leave without pay if the
person has not, within six months of commencing emplovment or by

. October 31, 1994, whichever is later, had a background
investigation, if completed, forwarded to the Secret Service for
issuance of an access pass. /Our review indicates that there are
two individuals who had not had a permanent pass request made
within the required 6-month time period as of December 13, 1994——
the last date covered by our analysisT] Seven contractors also did

10

2 Q(/,UCJQ /{;y Jo%rh/
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not meet the legal deadline, but contractors are not subject to the
law, according to White House officials.? . ,

The following sections describe our analysis related to each time
interval between the date a person entered on duty and the date the
person was approved for a permanent pass. We also discuss key time
intervals related to the drug test date. Although the White House
does not consider the drug test to be part of the access pass
process, we include information about the drug.test date because
the requestors of this review asked that we analyze that date.

COMPLETION OF THE SF-86

The first step in obtalnlng a permanent pass is for the individual
to complete the SF-86 and related paperwork. Table 3 shows that
the average number of days needed to complete the SF-86 after
entering on duty decreased from 1993 to 139%4. -

Table 3: Average days from the date entered on duty to the date
the SF-86 was signed.

Year Average Number of Average Number of
Days , Days
Unadjusted Data . Adjusted Data
_—— — |
1993 100 107
1994 -522 3
Qverall Average 66 _ 86

sthe individuals who entered on duty in 1994, on avezjﬁ%, signed
their SF-86 52 days prior to entering on duty. :

For the entire period of our review, there re 190 individuals who
took more than 100 days to complete the SEA86, .including 36 who

took over 300 days. All but 3 of the 190/ entered on duty during (f/

1993. ' :

The White House attributed the time reductions between 1993 and
1994 to staff compliance with a directive issued by the Chief of
Staff on March 14, 1994. The directive required that: (1) =211
staff who entered on duty prior to March 1, 1934, complete their
SF-86 by March 18, 1994; (2) all staff who entered on duty between
March 1, 1994 and March 14, 1994, complete theilr SF-86 by March 31,

, air delminas T Anr2 s S
for mere . swSThen >0 st

“Accordlng to White House off1c1als \contractors are nou\EGHStdered
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1994; and, (3) all staff who

' complet
House further issued guideli
new employee 30 days from
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—1994, were requir

Three of 471 non-contractor employees who entered on duty prior to

March 1, 1994, did not complete the SF-86 by March 18, 1394, as . = (.,
required. Vi "W,W‘l Aad Schmsred -rtu rcamu..z PAPMWOM[%'-M

One entered on duty on January 20, 1233, and signed the SF=86
on March 30, 1994, an interval of 434 days.

-- One entered on duty on January 20, 19393, and signed the SF-8&6
on March 28, 1994, an interval of 432 days.
One entered on duty on:FébruarV 22, 13834 ed the SF-86
of March 29, 1994, an interval of 35 dayvs.

Employees who entered on duty between March 1, 1994, and March 14,

of six employees;did not meet this requirement. fojZ Ll ﬁfﬁ‘wr,
. : , ro g una

pril 18, 1994, an interval of 36 days. :

* Employees who entered on duty after March 14, 1994, were required

to complete the SF-86 within 30 days of the date entered on duty.
Six of 73 employvees did not meet this requirement. .
£0P
-- Pive of the six were from the Office of National Drug Control
Policy, and according tOéégite<§;§se officials, the five cases
involved administrative ‘error. ese five people signed their
SF-86 an average of 60 days after entering on duty.

—— another entered on duty on May 16, 1994, and signed the SF-86

on June 28, 1994, an interval of 43 days. According to White
House officials, it was known at the time of entry that this

12

ed to complete the SF-86 by March 31, 1994. Two I
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date the individuzl entered on duty -ﬁﬁfe*”
to complete the SF-86. Pridr to these instructions there were no w

standards for completing t

meet this standard are to i
tevoked and are to be plgced on leave without pay until they

X

Ry

_ wvrtain
on March 7, 1994, and signed the SF-86 on Y werbsro

, interval of 49 days. 5 /
réé/g;fzjz; on March 13, 1994, and signed the
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person was leaving White House emplojmqét. The person
‘separated on October 2, 1994. - - ‘Hhhs. _

With the passage of P.L. 103-323 in Septemb

required that White House employees comple

days of entering on duty or by Octap&ing

later. None of the cases'in:our data’bas

provision of the law. Lo TR
)

r: 1994, Congress

dthe SF-86 within 30
94, whichever occurred
= covered by this.

WHITE HOUSE OFFICE INDICATOQRS

Two key event intervals we analyzed that
responsibility for completing are (1) the 1 .
86 is signed and when the White House forwards it to the FBI for a
background investigation and (2) the'time[b ﬁween when the FBI .
completes a background investigation and whén the White House
recommends that a staff member receive. ‘perT

Table 4]§hoﬁsf£hat the average amoﬁgk,r;ﬁiiﬁé:needed for the White
House to review submitted SF-86s foricorrectness and completeness

before forwarding the SF-86 to thq FBI decreesed between 1993 and

1994. Py

rYidual signed an SF-86

Table 4: Average days from the date an ind
=86 to the FBI.

to the date the White House forwarded the

Year Average Number of average Number of
Days’ . Days
Unadjusted Datar Adjusted Data

1993 . 38 A 37
1994 - - 18 o |as
Ooverall Average |33 - . | 32

Tn 1993, the White House's review of SF-86s took over ays in
34 of 434 cases, and in 1994, it took over 100 days inf2 of 155
cases. White House officials stated that the unfamilfarity of
staff and reviewing officials with the information requirements of
the SF-86 caused reviewing officials to request additional data,

thus delaying the requested FBI inyezgg%ations.

Table 5 shows that the average amount of time for the White House
to recommend approval of a permanent pass after receiving the FBI's
investigative report decreased between 1933 and 15994.

ot /)
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Table S5: Average days from the date the FBI§¢oncluded the
background jnvestigation to the date the white House recgmmended

approval of a permanent pass.

Year ‘Average Number of ‘Average Number of

Days —-##%t - Days _
- Adjusted Data

Unadjusted Data

._______________________——______________—________E:::::::::::::::::::::j
1993 174 . , “175
1994 46 - 48
Overall Average 127 - 125

Ty SO
‘puring 1993, the White House took over 100: days to recommend the
approval of a permanent pass in 202 of 294 cases, whereas in 1994,

it took over 100 days in 26 of 217 casges.
iTviona actor 1n I57

FBI_INDICATORS

- G
Table 6 shows that the average amount of time needed by the FBI to
conduct a background jnvestigation increased somewhat between 1993 ﬂQ}P,/
and 1994. . oy

Table §: Average days from the date .the FBI initiated a background
investigation to the date the FBI concluded the investigation.

P

Average Number of
Days

| Adjusted Data

2verage Number of
" Days
Unadjusted Data

_—_—____——__———_—f—_-_—————'——“———_
1993 56 156
1954 70 . |1 71
Overall Average 59 Qe 59

/

In 1993, the FBI took over 100 days ggﬂcomplete 17 (4{ per eﬁt) of
2402 investigations. In 1994, the FBI took over 100 days to
complete 18 (11 percent) of 159 investigations. The FBI goal of
completing investigations within 45 days of initiation was not met
66 percent of the time in 1993 and 87 percent: of the time in 1994.
according to an FBI official, the goal was changed in late 1994 to
60 days. We did not assess the impact of the goal change because

14
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there were no records of 1nvest1gatlons started and completed
during the last quarter of 1994 Ry .

An FBI official said background investigationé_took longer than
_ their goal to conduct for the following reasons.

—— The FBI has a limitéd investigative and administrative staff
in the background investigative area and their overall
caseload in that area increased. . . . -

-~ FBI field personnel who conduct background investigations,
also, at the same time, have numerous other investigative and
administrative responsibilities.

7
-— Forms submitted early in the time frame of this review were
sometlmes incomplete. o '
-- Individuals and documents were not always readily available.
-- Obtaining information from overseas sourges slowed the
collection of information. e //:Kf 9
Q" B A
~- Unfavorable information s i i 3
nulll

-- Expediting some investigations slowed the. progress of others.

SECRET SERVICE TNDICATORS

Service to .
recommends that a pass be issued decreased between 1993 and 185S5¢.
Table 7: Average days from the date of
to Secret Service approval of a permanent\pass:

= 3

Year Average Number of Average Number of
Dayvs . Days

Unadjusted Data j

13883 28 31
1994 . v 7
Overall Average 12 12

During 1993, the Secret Service took oveér 30 dayvs to approve
115 passes, whereas in 1994, this happened in 15 of 388 cases.

The Secret Service attributed the higher 1993 average to the Whit
House not promptly sending pass requests to the Secret Service.

15
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Secret Service officials told us that in 1994, it took the Secret
Service an average of three days to approve. a permanent pass after
receiving the pass recommendation from the White House. This means C:>/:>
that it took an average of four days Hetween the time the White

House recommended that a pass be approved and the time the Secret
Service received recommendation.

for 1993.

DRUG TEST INDICATORS

Similar data were not available

A11 S72 non-contract employees included in the unadjusted data base
It is the responsibility of each
contractor's employer to conduct drug tests, and the dates for
these tests were not provided to us. Table 8 shows that the
average number of days between when the person entered on duty to
when the drug test was taken decrease@- betyeen 1393 and 1994.

reported for drug tests.

Table 8: Average days from the date the peréon entered on duty to
when the drug test was taken. -

Year Average Number of Average Number of ' 0,
Days E Days 4 .
Unadjusted Data Adjusted Data. ad’
—e —_— | ;fﬂ
———————— ﬁf .
1993 24 29 /T é/&
. |pv
1994 49 -12
Overall Average 10 L 23

Table 9: Average days from the date the drug test was taken to
when a temporary pass was issued. ’

(_§;;;I; 9 shows that individuals typically were issued a temporary
pass prior to taking a drug test. .-

[ Year Average Number of Average Number of
Days Days
Unadjusted Data Adjusted Data
——
1993 -5 -3 2
1994 \ -17 3
Overall Average -6 -1

x T
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ORSERVATIONS ON CONTROLS '

Congress and. the White House have established controls to minimize
delays, but the factors cited as causes may Dot have been fully /- b
Telate to controls over: R /
(1) the issuance of temporary passes. including renewals of
temporary passes; (2) staff separations, including the revocation
of temporary and permanent passes on departure unless specifically.
required; and (3) the granting of security clearances, including

addressed. Areas of potential conc

the provision of interim security clearances. .

TEMPORARY PASS ISSUANCE DATA

LT M moms Savasan

Table 10 shows that the average amount of time needed for an
jndividual to be issued a temporary pass after entering on duty

decreased from 1993 to 199%4.

Table 10: Average days from the date ®ntered or duty to when 2a

temporary bass was issued.

Year average Number of
Days
Unadjusted Data

'Avérage Number of

aAdjusted Data

Days

1993 ) 19 _ 26
1994 -26° 20
Overall Avérage 10 . 25

[

arhe. individuals who entered on duty in 1994, on average, received
a temporary Pass 26 days prior to entering on duty.

Temporary Passes allow persons access to the White House complex

while awaiting the jssuance of a permanent pass.

March 14, 1894, individuals are to have completed the SF-
other tasks) prior to obtaining a temporary pass, Ssome did not.

Temporary passes are jnitially issued for a period of 90 days and

-

T
ry

can be extended. A number of extensions were granted. Persons
held these passes for an average of 293 days before being approved

for a permanent pass. .

SF-SS often Not Completed
Prior to TemporarV : .-f)
Pass Issuance

Although since March 14, 1994, employees are xpected to have their

SF-86 completed before a temporary pass is issued, employees

generally did not do so prior to that date. of the 433 persons who 7
signed their SF-86 in 1993, 310 (71 percent) received a temporarly

f)
SR
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pass prior to signing the SF-86. In 19947) 103 of 158 (65 percent)
signed their SF-86 prior to being iskued # temporary pass. White -
House officials told us that early in“the administration it did not
require persons to have a completed SF-86fprior to being issued a

temporary pass.

s fon

Twelve individuals (including 10 contrictors) were issued temporary e

passes after March 14, 1394, even though they had not yet submitted

an SF-86. White House officials said that the two non-contractor 1)8)7“0 ﬁ/ﬂ

staff had both previously been interns and that one had been issued T’\

a temporary pass as an intern and the other had a prior SF-86 on ng é)v

file, which had not be shown in the data%@ﬁe provided by the White _7(ZLL/"ﬁW$
$0

House. Regarding the contractors., whitl Use oiricials said that
Office of Administration policy at that time was to not process the ! d&xﬂ
SF-86 for contractors until after they concluded a probatiocnary {)AZ]
period. The officials stated that this ig no longer the policy. ;j}]<l

L
Temporary Passes Are . ; ) 0 ' /{J‘
Often Extended ' - o . ’(/"ﬁj \A_ﬁb\

Temporary passes are usually issued for 390 dayé but can be extended CF-( _
beyond that period. Table 11 shows the average time between
issuance of the temporary pass and approval for the permanent pass.

Table 11: Average days from the date a-;‘ porary pass was issued
to when a permanent pass was approved: by the Secret Service.

Year o Average Number: of] fAverage Number of

Days . i Days
Unadjusted Dat - Adjusted Data

1983 341 343

1994 110 114

Overall Average 293 | 294

g

Tn 1993, 361 of 398 persons took 200 days or more to be approved
for a permanent pass, whereas in 1994, 5 of 104 persons receiving
temporary passes took 200 days or more to be approved for a
permanent pass. White House officials attributed the decrease from
1993 to 1994 to improvements in processing procedures described
above.

In addition to the above, as of the December 13, 13394, cutoff date

for the data base, 22 individuals (including 10 contractors), were
employed but had not been approved for a permanent pass. Two had ~>
not received a temporary pass and the other 20 held a temporary

pass an average of 132 days as of the cu%pff date. Of 15 who held
temporary passes more than 350 days, = . —_— )
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-~ 3 had permanent passes recommended bg the White House but not
yet approved by the Secret Service and had waited 37 days on
average since the White House recommendation, as of the cutoff

date;

-- 3 had background.inqestigations completedffor an average of 58
days since the completion; and

-— 9 were still undergoing their background investigations for an
average of 57 days as of the cutoff date.

DATA_RELATED TO STAFF SEPARATIONS

Out of the data base total of 638 recordsf 188: (29 percent)
indicate that the individuals have separated from the office or
contractor position shown in the data base. The individuals left
at various stages in the process of obtaining a permanent pass or
security clearance. Once an individual leaves White House
employment, according to White House officials, there are
procedures to ensure that the individugl turns in the pass. We
examined documents related to these procedures, but did not obtain

copies.

Individuals Have Left At Various : H/lﬂﬂb -7/’}'/) lr)/
Stages of the Access Pass and 4
Security Clearance Process a :

Of the 188 records that indicate separation, 7 persons left 1
office within the Executive Office of the President to take a
position with another office. Four additjonal. records concern two
persons who left one office within the Executive Office of the
President. went to another office, and then left the second office.
Thus both individuals show two departure dates in the data base.
The other 177 records are of people who have left the Executive
Office of the President.

All seven persons who are now with a second office within the
Executive Office of the President were approved for a permanent
pass either with the first office or withszthe second office. all

received a temporary pass. .

Of the two persons who have worked for and separated from two
offices within the Executive Office of the President, one was
approved for a permanent pass while with the second office. The

a - other individual had a background investigation conducted while at
the second office and left this position.l3—days—after the
c ion o investigation. A permanent pass has

not- been recommended or approved. “Both persons received a
temporary pass. :

Of the other 177 people who separated from the:Executive Office of
the President, '
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—- 67 were approved by the Secret.Service for a permanent pass;

-- 17 were recommended by the White House for a permanent pass,
but a pass was never approved by the! Secret Service;

-- 43 had a completed background investigation, but were never
recommended for a permanent Dass;

—-— 21 had a background\investigation initieted, but never

completed; and

—- 29 separated without the FBI initiating 2 background '\Qd
investigation. UJH 0 F {1crw I o pardCl = _
. H n
Of the 67 people who were approved for a permanent pass: ka%

__ Seven were approved an average of 186 days after they had o~ J"'mscs e
departed. In S5 of these cases, according tc White House . """’: -
officials, the person went to another government agency, but s~ P yEEL
continued to need access to the White House. Another case  d¢fP” fh -
involves a person who came back to the white House as a .,.nlﬂ"""/ A
detailee from another agency.  We do not have information on pﬂg ﬂ "']'r

: P

the seventh person.
-- Sixty left an average of 125 days after a permanent pass was “'"fkl 'f{-e }
approved by the Secret Service. We do not have information on{hw“fﬁy—
i
\

WJ

how many returned the pass after departure. o mow-""’)

' NN
Of the 17 people for whom a permanent pass was recommended, but /ﬁ(‘r'ﬂgf M

—

/?.l/ U-rffa

never approved: . L/
-— Six had a permanent pass recommended after they left. One = a Mﬁ
person, according to White House officials, left the Office of w*/ (B

Policy Development but is expected to return in some capacityaﬁf-og“‘r/ ‘
We do not have information of the other 5 persons. These 6 MJ" ‘
individuals separated an average of 44 days before the oy #2)D

permanent pass was recommended . : o |
é Jo |
m&Ij:;‘r

- Eleven left an average of 93 days after a permanent pass was g,
recommended. _ f s -y

Of the 43 people for whom the FBI completed the background ‘ _
inpvestigation, but for whom a permanent pass was never recommended : M ‘/p’\/

-— Five bad an FBI background investigation. initiated and
completed after they departed. White House officials told us / L
that the background investigation was done in three cases S;?Ml av B[
because the individuals needed a pass in some other capacity--
one as a White House detailee, one as a white House volunteer,
and one as an employee of another government agency. We do
not have information on the other 2 persons. These 5
individuals left an average of 164 days before the completion
of the background investigation.

-—- Thirty-three departed an average of 106 days after a
background investigation was completed.

20
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-- Five had a background investigation initiated before they
departed and completed after they departed.. These individuals
left an average of 23 days before the completion of the
background investigation. v

out of the 177 who separated, 171 had temporary passes at the time
of separation and had held the temporary pass for an average of 266
days prior to departure. Four persons received temporary passes an
average of 36 days after their separation and two never received a
temporary pass.

Permanent Pass

Revocation Procedure

According to a Secret Service official, the agency depends on each
White House office to notify the Service if.an individual is no
longer employed and thus no longer needs a permznent pass. Without
this notification, the Secret Service has no way of knowing who
continues to need access and who does not. '

White House officials stated that they maintain a check-out
procedure for employees who leave Executive Office of the President
emplovment, and unless the White House allows continued access, the
employee must surrender his or her access pass upon separation.

The White House showed us documents related to these procedures,
but we did not obtain copies. According to a White House official,
this process is checked by regular reviews of attrition and
accession lists of White House pass holders. The official also
aid that its pass holder lists are frequently updated.

WHITE HOUSE STAFF ACCESS TO. ‘ /\/F/\

The White Housgéallows employees with permanent White House passes
and a need-to-kKnow to have access to classified information up to
Top Secret. Generally, executive branch agencies are required by
executive order to follow uniform government wide procedures and
apply specific criteria when granting security clearances to
individuals. Executive branch agencies grant security clearances

under Executive Order 10450, as amended, and at the time of our
review handled classified data under Executive Order 12356 (whicha jL;{?(Q

was revoked and replaced by Executive Order 12958 on April 17
/L/O CZVUHQL? 1995). According to White House officials, the White House({;/;ot
/  ~  _—"subject to the reqﬁégﬁﬂﬁep§02£HExecutive Order 10450 but
" nevg;&}gless uses ‘similar proceaﬁres and the-same criteria to issue
-\\\_J; psexmanen

t passes(go_WhtEe—Ha&se—emp%eyees—ehag—the_Office of

<: P dses to issue security clearances to agency
&mployees WJ/V* L Oross AL ggun -~ O o g u[é

out of the 638 records in the data base, 22 records indicate White ﬂéx)*h

House staff assigned to the Office of Administration and the Office 9 9 g =
of National Drug Control Policy have security :clearances granted

o /b 0/
A
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bnt wlde procedures. An additional 359 staff,
ite House Office, the Officg of the Vice

president,/and tife Office of Policy Developmept, have access to

classified infofmation by holding a permanent/ White House pass.
The firsf of the 22 security clearances was fiot granted until June
22, 1993 and fhe first qf the permanent White House passes was not

ted data on how the
d 8-month periods.
he classified work done

September 30, 1993. We reques
officed condycted business during these 5-
fficials stated that much of

in t Whi House is done by the staff off the National Security
Coun¢il, ich is not one-of the offices epresented in the data we
analyzed., They also stated that interim ¢learances were provided

to enior staff during this time,]bet data on the specific

cases had—nct‘bgeﬁ—prgzl%sg to us at the time of this report.
s Ao Y

The above-mentioned orders establish uniform reguirements for
personnel security programs in the federal govermment. A security
clearance is a certification that a U.S. citizen, who reguires
access to information classified at a certain level, has been found
security eligible and may be permitted access :to classified

information.

White Bouse officials stated that-past and current practice permilts
access to classified informati by staff with a permanent White
House pass and a need-to-know in the White House Office, Office <of
the Vice President, and Qffile of Policy Development. The
officials stated that th ite House is not an "agency" under the
provisions of Executive O der 10450. To obtain a permanent pass,
White House employees mugt\have a favorable background
investigation completed/an attend a security briefing. They
stated that these actigns pxXovide the same or- greater protection
policies established Yy other federal agencies under the executiv
orders, and that the ite HAuse uses the same criteria to issue
permanent pass that the Office of Personnel Management uses to
issue a security clearance.

9Tn addition, one individual had a clearance at the time entered on
duty. ' .
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