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u. s. Department or Justice 

Office of the Deputy Attorney General 

The Deputy Attorney General Washington, D.C. 20SJO 

December 13, 1996 

KEMORANDUK POR THE COUNSEL TO THE PRESIDENT 

FROM: 

SUBJECT: 

The Deputy Attorney Gener~fr 
FBI Background Investigations 
Conducted for the White House 

In February of this year, the Department of Justice provided 
you with an information memorandum describing the process by 
which the FBI conducts background investigations (Bis) of job 
candidates for the White House. since we are now in the 
Transition to a new Term, it seemed appropriate to update that 
memorandum and ensure that all parties have a common 

· understanding of the process. 

Attached is the original February 7, 1996 memorandum, as 
well as a November 13, 1996 supplement provided by the FBI. 
Please do not hesitate to call if you have any questions. 



U.S. Department of Justice 

Federal Bureau of Investigation 

Office or the Director Washington. D.C.10JJJ 

·November 13, 1996 

TO: .\ The Deputy Attorney 

FROM:t~ ).J9irector, FBI 

General 

SUBJECT: FBI BACKGROUND INVESTIGATIONS (Bis) 
CONDUCTED FOR THE WHITE HOUSE (WH) 

INFORMATION MEMORANDUM 

Pursuant to our telephone conference call of 
November 8, 1996, set forth below ·is the information responsive 
to your request. 

Reference is made to my Information Memorandum dated 
February 7, 1996, captioned "FBI Background Investigations (Bis)" 
which concerns FBI Bis conducted for other Government entities 
(OGEs). That memorandum addressed various elements of such Bis; 
e.g., the identities of OGEs for which Bis are conducted, 
deadlines for completion, methods and areas of investigation, and 
methods of reporting. Information set forth below supplements my 
February 7, 1996, memorandum, and emphasizes .Bis conducted for 
the WH. For your convenience, a copy of that memorandum is 
enclosed. 

During the next six months, the FBI expects an increased 
number of WH requests for Bis due to the anticipated departures 
of some members of the current Administration, including Cabinet 
members, sub-Cabinet members and key WH staff. The Special 
Inquiry and General Background Investigation Unit (SIGBIU), 
Personnel Division, at "FBI Headquarters (HQ), is responsible for 
overall direction and supervision of WH Bis. SIGBIU management 
has been, and wil'l continue to be, in contact with appropriate WH 
personnel to determine. the projected increase in the number of 
Bis, to coordinate their handling, and to ensure adequacy of 
Bureau resources. 

Enclosure 
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The Deputy Attorney General 
Re: FBI BACKGROUND INVESTIGATIONS (Bis) 

CONDUCTED FOR THE WHITE HOUSE (WH) 

SIGBIU's_points of contact (POCs) at the WH are: Associate 
Counsels Kathleen Whalen and Peter Erichsen, Office of the 
Counsel to the President, concerning Presidential appointments; 
and Charles Easley, Security Officer, Office of Administration, 
Executive Office of the President, concerning WH staff cases. 

As of November a, 1996, Associate Counsel Whalen estimated 
an increase -in the number of requests for Presidential 
appointment Bis (most of which will require Senate confirmation) 
through May, 1997, as indicated below. Presidential appointments 
and high-level WH staff positions are emphasized as those Bis 
have the highest profile and usually have the most urgent · 
deadlines. 

Through 1/1/97: at least 6 Cabinet-level positions and 
30 sub-Cabinet (e.g., Deputy Secretaries)·or 
high-level WH staff positions 

Through 1/1/97: an additional 12 to 24 Federal Judicial 
positions 

1/1/97-5/97: 170 sub-Cabinet positions (e.g., Assistant 
Secretaries) 

1/1/97-5/97: 30 Federal Judicial positions 

These estimate~, if accurate, will tax FBI resources; 
however, as it has done in the past, the FBI should be able to 
handle the increased numbers. These increases are comparable to 
those following each Presidential election since 1980. 

An average annual breakdown of OGE Bis is: 

300 + 
Cabinet, 
sub­
Cabinet, 
and high­
level WH 
staff 
p~sitions 

200 + 
Federal 
Judic.l.al 
positions 

750 + 
WH 
Staff/ 
Access 
positions 

2,750 = 
OGE Bis, 
includes 
Department 
of Justice 
(DOJ) staff 

4,000 
TOTAL 
Bis 

WH BI requests are hand-delivered by FBI courier to the 
SIGBIU. Requests for Presidential ·appointments and high-level 
White House staff positions, are received from the Office of the 
Counsel to the President, although BI requests concerning U.S. 
Attorneys, U.S. Marshals, and certain Federal Judgeships, are 
received from the DOJ (by DOJ courier), following DOJ 
coordination with the WH. Requests for other, lower-level WH 
staff and for access Bis are received from the Executive Off ice 
of th~ President, Office of Administration. 
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The Deputy Attorney General 
Re: FBI BACKGROUND INVESTIGATIONS (Bis) 

CONDUCTED FOR THE WHITE HOUSE (WH) 

Before a BI is initiated by the SIGBIU, each request is 
reviewed by the FBI's Off ice of the General Counsel (OGC) to 
ensure that only WH personnel who are authorized to do so have 
requested the BI and that the candidate has consented to the BI. 
Once WH authorization and the candidate's consent are reviewed 
and approved by the OGC, the request and, additionally, its 
accompanying application (Standard Form 86) are reviewed for 
completeness in SIGBIU. Should there be deficiencies, prompt 
contact is made with the WH Office which requested the BI in 
·order to rectify those deficiencies. Resolution could include 
returning the request if the necessary authorization, consent, or 
other information in the application is missing. 

When initiating the BI, SIGBIU sets an FBI deadline. This 
deadline is the date field offices and FBIHQ units are to provide 
completed results for their part of the investigation· to the 
SIGBIU. SIGBIU also sets a projected completion date (PCD) which 
is the date it is to provide the completed results to the WH. 
PCDs for Cabinet-level, sub-Cabinet and high-level WH staff 
positions are normally set for 15 calendar days. However, the 
deadlines may be shorter; e.g., when requested by the WH due to 
extenuating circumstances. When the WH requests a shorter PCD, 
SIGBIU is in contact with the WH to determine the latest date by 
which the results are needed, so that the FBI will have 
sufficient time to complete the BI. Alth9ugh the FBI makes every 
effort to provide the BI results to the WH within the established 
time frames, there are occasions when circumstances prevent the 
FBI from doing so; e.g., significant unfavorable information, 
unavailability of records that must be reviewed and/or persqns 
who must be interviewed. While timeliness is always of concern, 
it is never allowed to overshadow the primary importance of the 
thoroughness of the investigation. Additional information 
concerning deadlines is set forth in my February 7, 1996, 
Information Memorandum. 

After setting the deadlines, the BI is initiated by SIGBIU, 
with leads to FBIHQ units for records checks, and to FBI field 
offices for both interviews and records checks (specific areas 
addressed for all OGE Bis are set forth in my February 7, 1996, 
Information Memorandum). The scope of the BI (i.e., that period 
of the candidate's life which is addressed) will vary depending 
upon the nature of the position for which the candidate is being 
considered. These scopes have been established to meet the needs 
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The Deputy Attorney General 
Re: FBI BACKGROUND INVESTIGATIONS (Bis) 

CONDUCTED FOR THE WHITE HOUSE (WH) . 

of the OGEs. All OGEs have been contacted during the past six 
months, and scopes have been re-examined and adjusted as 
necessary to ensure compliance with the language of the 
applications (e.g., the Standard Form 86) used to conduct the 
Bis. BI scopes involving Presidential appointments normally 
cover either the last 15 years of the candidate's life or the 
candidate's entire adult life. Occasionally, they will cover the 
last 10 years of the candidate's life. 

As reported in my February 7, 1996, Information Memorandum, 
if the BI develops information of alleged misconduct or any other 
type of unfavorable information or issues which may be pertinent 
to the candidate, all aspects of the allegation or issue are 
thoroughly explor~d. Inquiries will be conducted, within the 
parameters of the' BI, in an effort to substantiate or refute the 
information, and both sides of the allegation or issue are fully 
reported. If unfavorable information developed is of a serious 
nature, and except as set fo.rth below, the WH is notified 
immediately. If requested by the WH to do so, the FBI will 
provide the WH with an interim report containing the unfavorable 
information while completing the remainder of the investigation. 
Normally, the FBI arranges an interview with the candidate in an 
attempt to resolve the issue and to make the candidate's response 
to any allegations part of an official record. 

If, during the course of a BI, information is developed 
which may constitute a violation of Federal law, or if a pending 
criminal investigation is disclosed, in accordance with 
guidelines established earlier t.his year, no information will be 
disseminated without first consulting, and coordinating such 
dissemination, with appropriate FBI and DOJ officials. 

In all WH Bis, the investigative results are reviewed by the 
SIGBIU to ensure that all facets of the investigation have been· 
completely addressed. The results· are furnished only to the WH, 
except. in the q_ase of the. BI results of .U.. S .... Attorneys., .u .. s .•..... -
Marshals, and certain Federal Judgeships, which are forwarded to 
the WH through DOJ. It is the WH's responsibility to disseminate 
the results of the FBI's completed BI to those involved in the 
appointment process. The FBI does not adjudicate, nor does it 
render opinions on, the results of the Bis. Also, the FBI does 
not assess the reliability or credibility of the sources of the 
information contained in the investigation. The FBI's function 
in conducting WH Bis is purely fact finding. 

4 
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U.S. Department of Justice 

Federal Bureau of Investigation 

WculiinttM. D.C. 20SJS 

.· ... · ...... :.. . .. :,.; 

To: The Deputy Attorney General Date: Februar}r 7, 1996 

From: Director, FBI 

·~ 
Subject: FBI BACKGROUND6rNVESTIGATIONS 

INFORMATION MEMORANDUM 

In addition to conducting Bis on its own employees, the 
FBI is also responsible for conducting Bis for certain other 
Government entities (hereinafter referred to as •clients•) . 
These clients are the White House, Department of Justice (DOJ) I 

Department of .En.ergy (DOE) , Nuclear Regulatory Commission (NRC) , 
the Administrative Office of the United States.Courts, Office 0£ 
the Pardon Attorney, Office of Personnel Management (OPM) and 
certain Congressional committees, i.e., Senate and House 
Appropriations Committees, Senate and House Judiciary Committees, 
Senate Foreign Relations Committee, Senate and House Intelligence 
Committees, and Senate Ethics Committee. 

·The·~I is .a comprehensive inquiry designed to verify 
background·"data provided by the subject of the BI· (hereinafter 
ref erred to. as the •candidate•) and g~ther information to assist 
the client (and others, as necessary) in the decision-making 
process concerning the candidate's suitability for Federal 
employment and/or access to classified national security 
information. The FBI's goal is to provide its clients complete, 
thorough, and impartial Bis within established time frames. 

All Bis have a projecced completion date "(deadline) , 
tha~ is, a.da.t:e.~n which the· results of the BI are expected to be 
furnished· to the client ..... Flexih~. time.. .fJ;arnes for the completion 
of Bis have ·~een· negotiated which each cl·;ient, depending upon the 
nature and priority of the particular position. These time 
frames range from 30 to 90 calendar days, e.g., 30 days for 
Presidential appointmen~ Bis and 90 days for reinvestigations. 
Occasionally, the standard deadlines may be shorter to 
accommodat~ the needs of the client. Although the FBI makes 
every effort to provide the results of Bis to the client withi~ 
the established time frames, there are occasions when 
circumstances prevent the FBI from doing so, e.g., significant 
unfavorable information, unavailability of records that must be 
reviewed and/or persons that must be interviewed: While 
timeliness is a concern, it is never allowed to overshadow the 
pr,ima ry importance of thoroughness. 
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• 
. Before the investigation begins, the candidate 

.. completes a Standard Form (SF-86) , "Questionnaire for National 
Security Positions,• ·or a Standard Form 85P (SF-8SP), 
·ouestionnaire for Public Trust Positions.• The SF-86 or SF-85P 
is forwarded to the FBI by the client with a request for a BI. 
Utilizing the information provided, the FBI initiates a BI. At· 
the outset of the investigation, the candidate is interviewed by 
the FBI to ensure that information provided· on the SF-86 is 
complete-and accurate. The interview also seeks to identify any 
information known to the.~andidate that could have a bearing on 
his or her suitability for Government employment and/or.access to 
national security informatiqn, such as potential conflicts of 
interest. 

The scope of a BI will vary depending upon the nature 
of the position for which the candidate is being-considered; 
however, all Bis consist of personal interviews and a wide 
variety of records checks. Depending on the position involved, 
the scope of the BI can range from three years (e.g., DOJ · 
reinvestigations) to the candidate's entire adult life (e.g., all 
lifetime Federal judicial appointments and Cabinet-level 
Presidential appointment Bis) . 

Areas addressed during the Bis include education, 
residences, military service, employments, and credit; records 
checks are conducted at appropriate Federal, state and local law 
enforcement and regulatory agencies and licensing authorities. 
Inquiries are ~lso conducted to.verify birth, naturalization, and 
divorce information, and address any issues which may develop 
during the BI, i.e., illegal drug use and alcohol prescription 
drug abuse; ·financial responsibility; involvement in civil suits; 
existence of any type bias or prejudice; psychological or 
psychiatric counseling (excluding marital or grief. counseling) ; 
contact with foreign nationals; and any other circumstances that 
could have a bearing on the candidate's suitability for Federal 

.. , employment and/or access to national security information. 

In addressing the areas mentioned above, .persons who 
are knowledgeable of the candidate are interviewed. These 
interviews typically include references, associates, superiors, 
colleagues, neighbors, etc. Information obtained through 
personal interviews may be the opinion, hearsay or personal 
knowledge of the person interviewed. The principal areas to be 
addressed when conducting interviews relate to the candidate's 
character, a person's general attitude and possession of 
characteristics such as trustworthiness, reliability, and 
discretion or lack thereof; associates, types of persons, groups, 
or organizations with which a person has been associated, with 
particular concern as to whether any of these associations have 
been of a disreputable or disloyal nature; reputation, the 
individual's· general standing in the community; and loyalty, the 
person's attitude and allegiance toward the United States. 
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Certain Bis also address the candidate's substantive ability in 
the area of the prospective appointment, e.g., judicial 
appointees, and persons affiliated with the DOJ and the U. S. 
Courts. 

If the BI develops information of alleged misconduct or 
any other type of unfavorable information about the candidate, 
all aspects of the allegation are thoroughly explored. Both 
sides of the allegation are fully reported. · 

If unfavorable information developed is of a· serious 
nature, the client is QQtified immediately. If requested to do 
~o, the FBI will provide the client with an interim report 
containing the unfavorable information while completing the 
remainder of the investigation. If, during.the course of. a BI, 
information is developed about the candidate which.may constitut~ 
a violation of Federal law within the FBI's investigative 
jurisdiction, the FBI will consult with the DOJ to determine if 
any type of criminal investigation should be initiated. Pending 
that decision, any further investigation of the information which 
may constitute the violation of law will be held in abeyance; 
however, the remainder of the BI will ,be completed. After 
obtaining the decision as to whether or not. a criminal 
investigation should be ·initiated, the client will be notified. 
If a criminal investigation is initiated, the remainder·of the BI 
will be completed, except for inquiries addressing the criminal 
allegation, and the results reported to the client. If no 
criminal investigation is to be conducted, inquiries will be 
conducted, within the parameters of the BI, in an effort to 
substantiate•or refute the information. It should· be noted that 
the FBI does not discontinue Bis. or reopen Bis unless 
specifically requested by the client. Also, pursuant to a recent 
request of the Deputy .Attorney General, on high visibility DOJ 
Bis wherein the client has instructed the FBI to discontinue the 
BI, the FBI will notify the Deputy Attorney General of the 
discontinuance. 

The FBI arranges for an interview with the candidate in 
an attempt to resolve the issue and/or to make as part of an 
official record the candidate~s response to any allegations. T~e 
FBI does not adjudicate, nor does it render opinions on, the BI 
results provided to the client. Furthermore, the FBI does not 
assess the reliability or credibility of the source of the 
information. The FBI's function is purely fact finding. 

Once the investigation is completed, the results are 
reviewed at FBIHQ to ensure that all facets of the investigation 
have been completely addressed. The results are furnished to 
client entities only(unless otherwise instructed by the client) 
in the form of actual investigative reports (referred to as ·raw 
data") and/or summary memoranda. It is the client's 
r~sponsibility to disseminate the results of the FBI's completed 
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BI to those involved in the appointment process. The format 
(investigative reports or summary memoranda)is determined by the 
needs and requests of each client. 

When summary memoranda are prepared, they are organized 
into sections addressing the areas of the background 
investigation, e.g., birth, education, employment, interviews, 
agency checks, etc. If unfavorable information is developed, all 
pertinent information is reported within the appropriate 
category. For example, if a colleague of the candidate is 
interviewed and he or she alleges that the candidate uses illegal 
drilgs, then that colleqgue's comments are summarized and reported 
µnder the Interviews section .. Also, any investigation that was 
conducted to credit or disprove his or her statements are also 
included. For example, if the coileague provided the names of 
individuals who supposedly witnessed the candidate's illegal drug 
use, those individuals would be interviewed and the results 
reported in the summary memorandum. Lastly, the results of the 
interview conducted with the candidate in an attempt to resolve 
the issue are also reported in the summary memorandum. 

Set forth below is a list of client entities, the 
positions for which the FBI conducts Bis, and how the results of 
the Bis are reported (summary memoranda or investigative . 
reports) : 

Client 

The White House 

Position 

Presidential 
appointments requiring 
Senate confirmation 
(Except Ambassador-
ships, which are 
handled by the 
Department of State) 

Reporting 
Format 

Summary 
memoranda oniy, 
except for 
those cases 
requiring 
Senate 
Judiciary Com­
mit tee review. 1 

Summary memor­
anda and 
investigative 
reports are 
prepared for 
those cases. 

1Those that require Judiciary Committee review are: 
U.S. Supreme Court Justices, U.S. Court of Appeals Judges, Court 
of International Trade Judges, U.S. Claims Court Judges, Court of 
Military Appeals Judges, Court of Veterans Appeals Judges, 
Attorney General, FBI Director, DEA Administrator and Assistant 
Administrator, Deputy Attorney General, Assistant Attorney 
General, other Department of Justice Executives. 
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Client 

The White House 

DOJ 

Administrative 
Off ice of the 
U.S. ·courts 

e. 
. . 

Position 

White House staff 
and access employees 

Presidential 

c . . 

appointments requiring 
Senate confirmation, i.e., 

·u.s: District Court Judges ... 
U.S. Attorneys 
U.S. Marshals 

Schedule C appointees 
DOJ Headquarters personnel 
(attorneys, honor recruits, 

Reporting 
Format 

Summary memor­
anda2 

Summary memor­
anda and 
investigative 
reports 

Investigative 
reports · 

staff members and para.legals) Investiga­
u .s. Attorney's Office staff tive 

reports . 

u. s. and Assistant U.S.· 
Trustees 

Chapter 13 Trustee 
Administrative Law Judge 
Immigration Law Judge 
Foreign Intelligence Surveil­

lance Court Judges 
Individuals applying for 

a Presidential pardon 
after completion of their 
sentence ·· 

U.S. Bankruptcy Judge 
U.S. Magistrate 
U.S. Public Defender 
U.S. Circuit or District 

Court Executive 

Investiga­
tive 
reports 

2When only summary memoranda are prepared for the White 
House, portions of the investigative reports may be provided in 
addition to the summary memorandum. The portions which are sent 
include results of interviews addressing matters which may impact 
upon the candidate's suitability for a position of trust or 
access.to classified information. As indicated above, this 
format is used at the request of the client. 
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··Client 

Administrative 
Off ice of the 
U.S. Courts 

Congressional 
.commit tees 

Position 

U.S. Bankruptcy Court 
Trustee 

U.S. Probation Officer 
U.S. Pretrial Services 

Officer 

c 

Reporting 
Format 

Investig­
gati ve 
reports 

Staf f•...personnel requiring Summary 
access to national security memoranda 

···- · ..... information · ... .... .. ... ······(Except for 

DOE 

NRC 

OPM 

Select employees requiring 
a high-level security 
clearance 

Select employees requiring 
a high-level security 
clearance 

Key Government employees 
and other cases ref erred 
to the FBI by OPM as a 
result of a security concern 

6 

the Senate 
Judiciary 
Committee, 
which 
receiv~s 
investiga- · 
tive 
reports) 

Investiga­
tive 
reports 

Investiga­
tive 
repor~s 

Investiga­
tive 
reports 



MEMORANDUM 

FROM:· 

SUBJECT: 

January 15, 1997 

FOR JACK QUINN 
KATHY WALLMAN 

NELSON W. CUNNINGHAM ~ /'7 

) 

~ 
~THI WHALEN y ~ 

PETER ERICHSEN ~--~~~~~ 

. . 
~__:e- ' FDI Lending Lib~ar:y Proposal v ~ 

TREY SCHROEDER 

The four of us (along with Chuck Easley) have reviewed-the FBI's 
"Proposed Model for Managing Personnel Investigations," and 
conclude that it is probably workable, with ·some important 
changes. 

T~e attached response reflects our concerns. Some points are 
minor. Others, like the lack of an expected response time to our 
after-hours requests in Paragraph 11 0 11 , are potentially fatal. 

" 
The attached response is designed to guide your discussions with 
Justice. or, if you would prefer, you could delegate to us the 
task of negotiating the fine points with our counterparts at 
Jl!Sfice/FBI. 

-
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l(d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBI." 

Redraft as follows: "All requests for FBI-provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff·affiliated with EOP 
agencies subject to those acts would be referred to, and handled by, the FBI." 

The proposal as drafted is fine for EOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other EOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as outside the scope of those taws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: "The requesting official must certify ... that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate. the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other EOP components. In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document. 

Para. e: Sets an initial 30 day period for retention of the Brs by EOP, with multiple 30-
day extensions permitted with respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short . 

· for security reviews. 

Instead, propose an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and FBI concurrence (as 
provided in the present proposal). 



1/15/97 

Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to blur the difference between access to the files, 
and access to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so. But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the CoS, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is qot specified) 
must sign a separate nondisclosure agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign - thus subjecting them 
to the claim that they violated the agreement. · 

Suggestion: eliminate para. "i" and instead add a non-disclosure_ legend to the log 
sheets that will accompany each BI (per para. "j"). This way, every time an 
individual signs the log, he or she will be making the nondisclosure certification 
required by the FBI. And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of 
time the BOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit 

Suggestion: require that the WH/EOP will be required to certify, whenever asked 
by the FBI, that it is following the procedures laid out in this document. This 
approach is followed in other instances - for example, DOE has required that 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 

2 
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Para. n: Provides ihat FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 
office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/ or other appropriate official in 
the agency involved." This should not be a unilateral decision made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordinary 
situations." 

The paragraph says that the FBI will receive emergency requests after hours, but 
gives no delivery time (i.e., how soon will the requested files be ava11able?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day." 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays - which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 
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COJl'DOC'rED BY '1"llB rm roa ft.B W1ft BODSB (1111) MD 
'l'RB JCCBCO'l'IVK omo OP TBB ~ (BOP) 

l. The keystone for thi• •odel is continued FBI 
ovnership and control of all materials providAd to r•questing 
WK/EOP clients. 

a. Au~ority for retained. FBI ownership and 
control includes !xecutivo order 104501 and General Records 
Schedule (GRS) 11.1 

b. Rat~lned FBI owner&hip and control auat be 
\11\equivoeally articul~ted and aanifest in ~oth docwaentation and 
pr&c~ice throughout the process. Heane to this end should 
include execution on behalf of the President and EOP "~CJ•ncy" 
beads ot Memorandums of Understanding (MOUs) vith the FBI/DOJ 
conf ir11in9 retained FBI ownership and control of all FBI­
furnished ~aterialD and e11lbodyinq the key details of th• 
resultin9 procedures to be follo~ed. · 

c. In order to pozinit exercise of their 
r~spective responsibilities under th• Presidential Records Act 
CPR.A) or the Fed~ral Records Act (!'RA), client entities would not 
be precluded trom making or preservin~ their ovn official notes 
or summaries of the investigative 'll'atarials involved in entit.y 
decisions. 

d. All requests for FBI-provided materials under 
Ute rreedom ot Into't"J!lation Act would be ra~erred to, and h~ndled 
by, the FBI. 

2. Proposed details: 

a. 1'hia model vould apply to personnal 
investigation requests on behalf of the !'resident and ~a Vice 
President, their respective offices, and o~ar entities of the 
!OP. 

b. Thio aodal would apply to all WH/BOP requests 
for back«Jround investigations, reinvesti9ations, update 
investic;ations, n1aae check$, expanded na·me checlcD, copies of 
previously conductAd pers~nnel in~estiqa~ions, and th• like. Ar. 
detailed below, hovever, certain aspects vould be inapplicable to 
"no-record" re5ponses (i.e., responses co requests for name 
checks or copies of previous investiqa~ions which advise that FBI 
r1les contain no identifiable intormation). 

c. All such WH/EOP reques~s muet be subnitt•d in 
accordance witn the existing procedures established by the FBI, 
the Oeput1 Attorney Ganerel, and the counsel to Che Prea14ent 
(subject to any subsequent modifications as responsible 
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authoritiea •ay authorize).' These procGd~res nov include 
requirements that: 

- Any WH/EOP request Gaa~ing copie• of or 
1nrormation dictilled from FBI tile• •Ue~ be accompanied by 
eithar timely consent of the person who9e til•• are boin~ 
reviewed, or by a lettAr fro~ th• counsel to the President (or 
comparable authority tor independent EOP entities) throu9h the 
Deputy Attorney General to the FBI General Counsel, setting forth 
a written explanation vhy such eonQent cannot ba obtained or 
should not be sou9hc in the circwastance5.s 

- WH/EOP raquaGtors need not provide a nev consent 
fora when requestin~ follov-~p ·inquiri•• vhich can reaaonably be 
viewed as being vithin the ambit of a previou&ly· providod consent 
Ce. 9'. , when aslC.i nq t.he FBI to further develop matters raised i.n a 
report of ~ackground investigation to which the subject 
consented.) WH/EOP requests for supple~antal inquiries submitted 
within 30 days of the precedin9 FBI response shall be preQumed to 
be within the al!\bit of the oriqinal consent, except vh~n the 
&upple~antal reques~ is ~ade •ore than six months after tho date 
or ~he ori9inal consent or dur1nq a different precidential 
adMinistration. 6 

- Each WH/EOP request to the FBI must be suklaittcd 
on an Fat-approved form indieaeinq the specific reason tor the 
request snd si9'1\ed by both the rQquestin9 official and a 
designated attorney in the ~ite House counsel'• Oftico (or 
designated official in indapenden~ £OP entities) Who will have 
reviewed and ~pproved all requests prior to their trane•iteal to 
the FSI. The requestinq official •Ust certity, subject to the 
criminal penalcies for ~akin; a talse statement, that the 
information is sou~h~ only tor otf icial purpo••• and shoul4 be on 
express notice that unauthori3ed disclo~ure ot any infonnation 
obtained may violate the Privacy Act. 

- A copy of each WJVEOP request for information 
fro~ F8I files must be provided ~o the FBI Office of th• aeneral 
Counsel (OGC) for review prior to any FBI raeponse. 

d. The responsible FBI unit vill prominently mark 
each response ~s FBI property (e.9., via use of an •FBI-property" 
stamp) . 

e. WH/EOP client entities m~at return FBI­
furnished materialR to ~he FBI. The responcibla FBI unit will 
p~ominently mar~ each reoponae to indicate this return 
r~quirement and the date ~Y which the FBI auct be in receipt of 
returned ma~er1als. Thie date will noraally be.no later than JO 
days after the tran!ami ttal da1:e or the F8I ro111ponG•. ·In the case 
of prospective pre5idential appointments, an at~orney in the 
Off ice ot the counsel to the President who is authorized to 
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approve personnel invast1;a~ion requests may o~~ain en automatic 
30-day extension ot the return date by providinCJ th• FBI a slvn•d 
certification that retention by th• Whit• House ia required for a 
particular candidate vhoa• conaideration tor appointmont remains 
on901n9 as of the roturn da~e. No more ~han 5 such automatic 
extensions are authorize4, and each must be etfected by A 
separate certiticat1on. Other exception& will only be permitted 
when the client aqancy documents reasons why aore time is needed 
under par~1cular cirou~at~ftcAs, and th• FBI approves tbe 
requested extension. 

- Returns would not be required for "no-~ecord" 
responses. 

f. £ach responsi~l• FBI unit vill: establish an 
ettect1ve "tickler" system to monitor the etatua of all 
outstandin9 WH/EOP re•ponees to ensure that aatariala are 
returned on time, imm•diaeely coordinate with the responsible 
WH/EOP enctty to ettece resolution of any overdue returns, and 
~eep the FBI General counsel infornaed of the status and 
resolution of all overdue eitQations. -

- Such tracking will not be required tor "no­
record" responses. 

g. The responsible FBI.unit vill ensure tha~ 
returned materials are appropria~ely recorded in pertin~nt FBI 
records. 

~ 

b. Accer;s to FBI-furnished materials within the 
WH/EOP will be limited to United States employees who have a need 
to know the inf ot'llla~ion for tha proper performanco of 
constitutional, statutory, or otho~ otticial or cereznonial 
executive branch runctions. The responsible WH/EOP entity shall 
in~orm the FBI via official correspondence of the names and 
titles of the person(s) to b• authorized such access, and sh&l.l 
further apprise ~· FBI ~y of ti~ial aorreapohdence of any 
&Ybaequant chanqes in acceaa authority and tho reaaona therefor. 
No WH/~OP entities or personnel vill permit access co FBI­
p-rovided material& by any person or ent:ity no't. on an authorized 
access list previously provided to ~he FBI, except vhere aucb 
ac:cess may be necessary under the particular c:ircwustances for an 
authorized purpo••, in vhich case the responeibla WH/EOP entity 
will pro•ptly notify the.FBI and provide a written explanation. 

i. Also prior to being granted access, each 
affected WH/EOP off icer/e~ployee must exec~ta an agreeaent not to 
di5closa t.he information ror other than purposes for vhioh tho 
invA~ti9ation was authorized. The responsible WH/EOP ontity 
shall include a copy of completed non-dicclosura aqreemente when 
infonwtin9 the FBr of access authorizations. 
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j. The names and ai9natures of all paraonn•l Vho 
are ac~ually accorded access to PBI•furn1•h•4 aater1a1a, alon9 
vith the data and reason tor each acces•, vlll be racorde4 on 
access-record tonas to be provided by th• FBt vith each 
investigation. Access records ~111 be returned.to th• PBI for 
re~entian when the respective investiqat1ons are returned. 

- Acce•s records will not be required for "no­
record" responsea. 

k. FBI ~aterials shall be securoly stored apart 
from WH/EOP files. 

1. WH/EOP entities May make and preserve thoir 
ovn records ot the official activities involved, which may 
include WH/EOP-initia~ed ques~ionnaires, notes and summari•• of 
FBI-furnished •aterial5, and other records reflecting WH/EOP 
processing of the mat~ers. 

m. WH/EOP proc:ed·ures for hanc!lin; and. 2rotectinq 
FBI-furnished material• will be subject ~o FBI audit. Audits 
will be conducted at least yearly ae determined by Che YBI in 
coordination v1th the responeibl~ WH/EOP unit(&). 

n. The ?BI General Counael (Ge) may resolve 
issues involvin9 interpretation or revision of these procedures, 
includin9 their applicability to situations not an~icipated in 
their fonauletion. In so doinq ~he FBI GC will qive due 
consideration to applicable statutes and re;ulations, the policy 
considerations underlying theee procedures, along with a "rule of 
reason." ThP. FBI GC ~•Y dele9ato this authority co an attorney 
in his ofrice. 

. o. The FBX will provide a 24-hour, 7-day-a-veek 
capability for receivin9 amarqent WH/EOP requests for name checks 
or copies ot existin~ invo&ti9ations outside of normal vorkin9 
hours. Resort to ~his a~enue i~ to be limited to only the mo•t 
extraordinary situations. Any •ueh requests muat include a 
properly oompleee4 request form (thou9h submiseion ~ia fax i& 
permissible). 

Notes: 

1. 41\S used llercin. rbe rcrm ·persoe.nel iDw:.stigariou" ref eft to uy of Ille AGCt-crim.baal ~aw., laq11iri.Q 
modocted by rbc FDJ for ~be White Hou~ and EOP uDlb tor tbc pwpoac of eval\WiDi suimbilily. st.cUrlry, 
lo,.~t)i. or acce~. ThC$C indudc WH/!OP rcqucsu for 'backponod ~ reillvcuip1ioa.s,, apclate 
iDvesdgalio1151 u.amc check::., expanded nainr. checks, ud caplea of pc~ly cauduacd personnel 
in.vcailgatlooa. 
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2. Sca:toa 9(c) at Eaculi~ Orde.r l04SO cxprmsty ~ claat 1•)lio (leC\lrily, laylltJ, and IUltabiliry) 
reporrs ud otbcr inve&tlpd-e m11crtal ud \afonelllma dc'il91opcd by ~D& coaducud pwtlaaDI co 
aoy staivte. ordCT, or program deaaihed ia ... 1bii order 1baJJ rcmaha lbc property of tbe ~~ 
aaudel cood~iDa rbe in~scipclau. • 

). la' 22b of GRS·1S. cbc J'llatlooaJ ArcbM and Records AdmlniMnrioo tw e:qweuly provided daac 
1i}nveccicaei'1C rcporu ud rcbi.cl donuneats fvmilbcd ro 1go1dea by Uwesdpdvc arguirerioa for ue iD 
making sccuricy/•uic1hility derermbaalioGi· may be 1dJe.tto,{od) ia au.orduco wida dte inv~pdog tgCDCY 
iutrucriazs1." la dd1 c.uc. chc FBI would be •iDllnaaia&" da•c tbc.ae docwlcats be renuuod co dac '81 for 
evcmuaJ denrvc:bco 1'y rite FBI. 

4. See. er&. Memorandum for FBI Dlroaor frcQ of &/1'/96 fro. FBI Cicocnl ONosol Slaapiro, Jle: "Tbc 
Di&s.minatio1a of FBI Pile ID!orm1tioa ro rM. ~t Ho\11.C" (approved same dare bJ Dircaor Pcccll ud 
.DepGty A.aonaey GeDuaJ Gorolidc); Meaiorudum f« White House Qlef or Slaff Paooua of 6/1,/1996 
from ColWel to rbe Prestdeoc Ouisua. Re: "WlUre House ReqUCIU ro lbo PBr: letten ro Cocanvl 10 dae 
Presideoc Qui= ud Ofr.u of Admi.aislration Ocon Couasel OlG.DiagJlua ol 8/2/96 from FBI GeJLOral 
Co~nsd Sh•pir'o. 

S. However, as iadicated la the Quilul 11101noru4u1n ot 6/l'/96- 1bc pfOllisioo dw FBI pul01Uld 
iJl"Csciga,lo~ 'Will OAly be p.-cdiarcd upao rhc Mlbjccr'1 COASCor (or 11'.e Depury Altarraoy Oenual'' approval) 
docs DOC apply ro •computcriwf crlmiaal lWtory dieck{6)." 'ne n:fcrODC«f cllccb oa1y eacolDpW SC&td:aca 
of the Natioaal Crime IDfar111arion Caaccr"I {NCIC) files of ·wurell persons· ud crimia.al bistary record 
Worm.at.ion rrap si.ce[S") OD lndMdu&b •o a.aw ~ crimi.ta?ly fizagcrpriared. . 

6. Under Jimi1atio"s C.Oqreu impased in FY-97 WHJEOP approprtauotlir WH/EOP fand.t ID.A)' aoc be 
used ro request trorn lhe flU any offieial bacqroUDd ID\oc6'iptio11. report ualcu the s~ca bu 8J.vc.a oprc• 
wriltca co1aeru for such rcquc1t not mare cbaa six 111oftths prior co rhe dare of auda request aacl during dse 
same rre.sideaciaJ adminisuauon (aa eueprion applies co ~ptional circum.suncc iD~g aacioaaJ 
security). Puh. L. No 1()4..208. · 
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Talking Points Regarding File Management Procedures 

• Pursuant to the procedures approved by Leon Panetta, call Louis Freeh to explain that the 
President wishes to have FBI files in the control and maintenance of the FBI. 

• Then request that he consider the following: 

• Establish an FBI-controlled office in the NEOB that will be staffed by FBI 
personnel Monday through Friday 8:00 a.m. to 8:00 p.m. and Saturdays 9:00 a.m. 
through l :00 p.m. (authorized White House officials will be able to request files at 
other times with reasonable notice). 

• Entry will be monitored/controlled by the FBI in a manner they deem appropriate. 

• Files will be transmitted from the background unit to the NEOB FBI office. 
Notice will be provided to our office, and authorized individuals in Counsel's 
office will pick up the files. A process will be created for subsequent review of 
files. 

• NEOB FBI staff (in consultation with WH Counsel's office) will establish a 
tracking and sign-out system for the files. 

• [Possibly: Provide him With a copy of the proposed procedures.] 
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SUBJECT: FBI Files Management Procedures 

The President has suggested that we take additional steps to 
ensure that the Federal Bureau of Investigation (FBI) has custody 
of its files except to the extent essential to our operations. 
In response, we have drafted the following proposed procedures. 
In sum, they would require that FBI files be maintained here at 
the White House under the control of the FBI except during very 
·limited periods of time to permit use by authorized and 
identifiable White House and Executive Off ice of the President 
(EOP) employees. 

If you approve this proposal (and the FBI agrees), the FBI 
will be provided space in the New Executive Off ice Building to 
maintain all background investigation files that have been 
provided to the EOP (inclriding the White House Offic~) and that 
the FBI ag~ees need to be kept on these premises. This space 
will be physically located in close proximity to the EOP Security 
Off ice but will not be a part of the EOP Security Off ice and will 
be separately maintained by the FBI. 

Our proposal, more specifically, is as follows: 

1. ACCESS TO FBI OFFICE 

We propose that only those White House officials author~zed 
by the Chief of Staff and the Counsel to the President, or other 
EOP officials authorized by their agency heads, may have access 
to the NEOB FBI Office. Entry to the·NEOB FBI Office will be 
controlled by the FBI in a manner they deem appropriate (e.g., 
"smart cards," thumbprints, or a code numt?er). Office hours will 
be determined in consultatidn with the FBI, although we will 
recommend that they be 8:00 a..m. to 8:00 p.m. Monday through 
Friday and 9:00 a.m. through 1:00 p.m. Saturdays. In any event, 
during times when the off ice is not open and where the need is 
sufficiently urgent, authorized EOP officials· would have the 



ability to call an appropriate FBI official to open the NEOB FBI 
Off ice. 

2. TRANSMISSION OF FILES TO FBI OFFICE 

We propose to have the files transported by the FBI to the 
NEOB FBI Office and then made available to authorized EOP 
officials for review in their offices. After a reasonable period 
of time for review of the background investigation or namecheck 
(several weeks is typical), the file will be transmitted to the 
NEOB FBI Off ice for permanent retention. The FBI in consultation 
with ·one of us may, however, determine that it is preferable, 
after· a period of time, to return to FBI headquarters those files 
to which· future access is likely not to be necessary. 

3. SUBSEQUENT REVIEW PROCEDURES/SAFEKEEPING OF FILES 

Subsequent Reviews. Subsequent reviews of certain files may 
be necessary for various reasons, including conducting follow up, 
upgrading security clearances (i.e., SCI or DOE clearances), or 
permitting agency reviews. For subsequent reviews, an authorized 
official will be permitted to sign out a file and return to 
his/her office with the file. Again, the authorized official 
will be permitted a reasonable period of time -- not to exceed 7 
days -- within which to review the file and return it to the NEOB 
FBI Office. 

Safekeeping of Files While in Possession of Authorized. 
Official. Whenever an authorized official is in possession of a 
background investigation or namecheck pursuant to the procedures 
set forth above, that official shall store the file in a class 6 
security container (i.e., safe) located in the White House 
Counsel's Office or an accredited storage facility (i°.e., a 
vault) in the EOP Security Off ice. 

4. SIGN OUT AND SIGN IN PROCEDURES 

Sign in by NEOB FBI Office. The FBI staff employed in the 
NEOB FBI Off ice will track the files that are in its possession 
or control. They will maintain a master list and a database so 
that at all times the wh~reabouts of a particular file will be 
known. 

Sign out by·an Authorized Official.· When checking out a 
file, an authorized official must sign out the file. Authorized 
officials may sign out files on .behalf of another authorized 
official (i~e., pick up a file from the NEOB and transmit it to 
the other authorized official in the OEOB) provided that the file 
is to be used within the component for which both individuals 
have been permitted.access (e.g., Cliff Mauton may sign out a 
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file to be reviewed by Kathi Whalen as part of the Presidential 
appointment process; however, Cliff Mauton ~ould not· be permitted 
to sign out a file to be reviewed by David Fein as part of the 
White House Security personnel process). 

The authorized official will sign a log maintained by the 
NEOB FBI Office staff. If an authorized official signs out a 
file on behalf of another authorized official, he/she must so 
indicate, and the other authorized official must certify in the 
file that he/she has received the file for his/her use. The NEOB 
FBI Off ice staff will also note in the file to whom and when the 
file was signed out. The authorized official will· initial.that 
entry. 

Sign in at the Time of Return of the File. At the time that 
the authorized official returns a file, the NEOB FBI Off ice staff 
and the authorized official will initial the log sheet in the 
file, and the NEOB FBI staff member will enter the return date in 
the master log and database. 

* * * 
We believe that this process will adequately address the 

President's concerns and at the same time create a workable 
situation for the White House and EOP employees who are required 
to review FBI files as part of their responsibilities. With your 
approval, we will work with the FBI to implement or refine these 
changes. 

3 
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03/13/97 09:33 '5'202 514 9368 ODAG 

U.S. Department of Justice 

Office of the Deputy Attorney General 

Was/Ungtun, D.C. 20330 

DATE: March 13, 1997 

TO: Cheryl Mills 

Telephone No. Fax No. ) -4..5.6. -

FROM: David W. Ogden 

Associate Deputy Attorney General 

Telephone No. (202) .....2.1! - 8633 Fax No. (202) _5_1!. - 9368 

T~SMISSION CONTAINS SHEETS INCLUDING THIS COVERSHEET 

***************************************************************** 

SPECIAL NOTE:(S) 

WARNING: Many fax machines produce copies on thermal paper. The 
image produced is highly unstable and will deteriorate 
significantly in a few years. It should be copied on a plain 
paper copier prior to filing as a record. 
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PROl10SED KODEL !'OR !GHMUBG PBRSOHNEL ~ORS1 

. CONDO'Cl!XD BY TUE P'Bl: J'QR TBR 1illI'.m BOUSB (WB) ARD 
'l.'llB EXECUTIVE OFP'l'.<!E OF ~ PRESIDENT (EOP) 

1. ~ho kQyQtono for this mod~l is continued FBI 
ownership and control of all materials provided to requesting 
WH/EOP client$. 

a. Authority for retaine FBY ownership and 
eontrol includes Executive Order 10450z nd General Records 
Schedule (GR.$) 18~~ 

b. Retained FBI ownershi and control must be 
unequivocally articuiated and.manifest i both documentation and 
practice throu~hout the process. Means to this end should 
include execution on beh~lf of the President and EOP 11 a9ency" 
heads ot Meroorandums or Understanding (MOOs) with the FBX/DOJ 
aonfi::i:minq retained VDI ouner~hip and control of all FBI­
furnished materials and embodying the key details of the 
resulting procedures to be followed. 

o. In order to pa~it GXQrcise of t:hGir 
respective responsibilities under the Presidential Records Act 
(PRA) or the Federal Records Aet (FRA), client entities would not 
be precluded from ~aking or preservin~ their own official notes 
or summaries of the investigatiye materia1s invo1ved in entity 
daoisions. 

d. All requests for FBI-provided Naterials under 
the F~eedom or Information Act wou1d ~e referred to, and handled 
by, th.e FBI. 

2. Proposed details: 

. a. This model would app1y to personnel 
investigation requests on behalf of the President and the Vice 
President, their respective offices, and other entities of the 
EOP. 

b. Thi~ model would apply to all WH/EOP requests 
for backqround investigations, reinvestigations, update 
in~estigations, name checks, expanded name checks, copies of· 
previousiy conducted personnel investi9ations, and the like. As 
detailed below, ho~over, certain asp~e~£ would be inapplioa.b1~ to 
"no-record" responses (i.e., responses to requests for name 
checks or copies of previous investiqations which advise that FBI 
f11es contain no identiriable intorma~~on). 

c. ~ll such WH/EOP requests ~ust be submitted in 
accordance with the existing procedures established by the FSI, 
the Deputy Attorney General, and the counsel to the President 
(subject to any subsequent modifications as re5ponsible 
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autho~i~ie~ =ay authorize).' These procedures now inc1ude 
requi~ements that: 

- Any WH/EOP request seekinq copies of or 
inforniation di2"til.led from FHJ: ~iles must l:>e accompaniecS"bY 
either timely consent of the per~on vhose files are bein~ 
reviewed, or by a letter from the Counsel to the President (or 
comparable authority for independent EOP entities) throuqh the 
Deputy Attorney General to the FBI: General counsel, setting forth 
a vrittQn axp1anation vhy such consent cannot be obtained or 
shoul4 not be souqht in the circumstances. 5 

- WH/EOP requestors need not provide a new consent 
form when reque~ting follow-up inquiries which can reasonall1y be 
viewed as beinq within the alllbit ef a ~reviou5ly providad consent 
(e.q., ~hen asking the FBI to further develop matters raised in a 
report of bacKqround investigation to which the subject ._ 
consented.) WH/EOP requests ror supplemental inquiries sul:>mltte~ 
within 30 day~ of the preeedihg FBI response shall be prea\Ub.ed to 
be within the ambit of the oriqinal consent. except when the 
supplemental· request is made more than six months after the date 
of the ori9ina1 consent or during a different presidential 
admini~t~ation. 6 

- Each WH/EOP request to the FBI must be s~mitted 
on an FBI-approved form indicating the specific reason for the 
request and ~i9ned by both the requesting official and a 

·desiqnated attorney in the lJh.ite House Counsel's Offico (or 
designated official in independent EOP entities) who will have 
reviewed and approved all .requests prior to their transmittal to 
the FBI- The requesting ot~icial must certity, subject to the 
criminal penaltiQs for makin9 a false statement,·that the 
information is sought only for official purposes and should be on 
express notice that unauthorized disclosur~ of any information 
obtained may violate the Privacy Act. 

- A copy of each WH/EOP request fo~ information 
from FBI files must be provided to the FBI Office of the General 
Counsel (OGC) for review prior to any FBI response. 

d. ThG responsible FBX unit vill p~o•inen~1y :ma~k 
each response as FBI property (e.q., vi~ use of an "FBI-property" 
stamp) • 

e. WH/EOP client entitiee must return FBZ-:1 furnished materials to the FBI. The responsible FBI unit will 
; prominently mark each response to indicate this return 
' requirement aru1 ~n~ daee by ~hich the FBl ~ust be in receipt of 
~ returned materials. T'iire date will no:nnally be no later than 30 
1\days after the transmittal datQ of the FBI r~sponse. Ih the case 

of prospective presidential appointments, an attorne~ in the 
Ofrice of the counsel to the President who is author1zed to 
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approve pe~so~nel inves.tiqation requests may obtain an .automatic 
30-day extension of the return date by providinq the FBI a signed 
certification that retention· by the White House is required ror a 
partic~lar candidcte whgse con~idc~ation for appoint~ent remains 
onqoin~ as of tha raturn dnte. No more than 5 sue$ automatic 
extensions are authorized, and each must be effected by. a 
separate certification. Other exceptions will only be permi~ted 
when the client agency documents reasons why ~ore time is needed 
una&i:' particula~ ei~eumetan~Qs, and the FBI approves the 
requested extension. 

- Returns would not be required tor "no-record" 
re:sponse:s. 

f. Eaoh responsible FBI· unit will: establish an 
effective "tickler" system to monitor the status of all 
out~tandin9 WH/EOP response$ to ensure that mate~iala Qre 
return~d on ti~~, i.Jmnediat~ly coordinate with the responsible 
WH/EOP entity to effect resolution of any overdue returns, and 
keep the FBI General Counsel informed of the status and 
resolution of all ove~due situations. 

- such trackinq will not be required for "no­
record" responses. 

g. The reaponsibl~ FBI.unit will onsuro that 
returned materials are appropr~ately recorded in pertinent FBI 
records. 

h. Access to FBI-furniahed materials within the 
WH/EOP will be limite~~ed States emplo~!'ej]who have a need 
to know the information for the proper ~erformance of 
constitutional, statutory, or other official or ceremonial 
executive branch runctions. The responsible WH/EOP entity shall 
~nform ·the FBI via official corrQcpondonco of the names and 
titles of the person(s).to be authorized such ac~ess, and.sha11 
·further apprise the FBI by official correspondence of any 
sUbsequent changes in access autnority and ~he reasons thereror. 
No WH/EOP entities or per~onnel will permit access to FBX­
provided materials by any person or entity not on an authori2ed 
access list previously.provided to the.FBI, except where such 
access may be necessary under the particular circumstances tor an 
authorized purpose, in which ca3e the responsible Wlt/EoP entity 
will promptly notify the FBI and provid~ a written ~~lanation. 

i- Also prior to being qranted access, each 
affected WH/EOP otf icer/employee must execute an agreement ngt to 
disclo~Q the i~f or=.at~on fo~ other than purpose~ for which thG 
investigation was authorized. The responsible WH/EOP entity 
shall include a copy of completed non-disclosure aqree.ments when 
informing the FBI of access authorizations. 
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J• The names and siqhatures of all personnel who 
are actually ac::c:'orded access to FBI-furnished materials, alonq 
with the date and reason for each access, will be recorded on 
aocess-reeorcl forms to be pro~ided by the FBI with each 
investiqation. Access re~ord~ will be returned tQ .the FBX ~or 
retention when the respective investiqations are returned. 

- Access records will not be required for "na­
rcoord" responses. 

k. FBI roaterials shall be secure1y stored apart 
from WH/EOP files. 

l. WH/20P entities may make and preserve their 
own reco~ds of the official activities involved, which may 
include Wlf/EOP-initiated questionnai~es, notes and summaries of 
FBX-rurnished materials, and other records reflecting WH/EOP 
processing of the matters. 

m .. ~/EOP procedures for handling and protectinq 
FBI-furnishad materials will be subject to FBI audit. Audits 
will be conducted at 1east yearly as determined by the YBr in 
coordination with the responsiblo WH/EOP unit(s). 

n. The FBI General Counse1 (GC) may resolve 
~ssues involving interpretation or revision o! these ~rocedures, 
incl'-:1din9 their appl-ioability t_o situations not ani:io1pated in 
their formulation. In so doinq the FBI GC will 9ive due 
consideration to applicable statutes and regulations, the policy 
cons1derations underlyinq these procedures, along with a ••rule of 
reason. 11 'l'he FBI Ge ·m.ay delegate this autho·rity to an attorney 
in his officti!. 

o. Th~ FBI will provide a 24-hour, 7-day-a-wee~ 
capabil~ty for receiving emergent WH/EOP requests ror name checks 
or copies of exic~ins invacti~ations outside of normal wo~king 
hours. Resort to this avenue is to be limited to only ·the most 
extraordinary situations. Any such requests must include a· 
properly completea. request fotin (thou9-h sUbmission via fax is 
pe:a:-mis:s:ible). 

Notes: 

l. As used herein, the tenn ·personnel Uivcstlgations· refers to any of die non-criminal investigaci.Ve lnquiri~ 
conducted by the FBI for the White House and EOP units for che p~e of e\'aluadng suitabilicy, security, 
Ioyo.lty, or ace~. These include WH/EOP rc:qucscs for background invC6dp.UOZJS. rclnvcsdptlons.. update 
investigations, name checks. expanded name checks, and copie~ of previous.ly conducted p!!nonael 
investigations. 
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2.. Section 9(c) of ~ccvti~ Order 10450 czprcscly pro~d" diat 1t]be [6ecurity. loyalty. and 'uitabillry] 
reporu and odier investlgativt: i:naterial and information developed by investigations conducted pursuant to 
any statute, order, or program described iD ••• this order shall remain die property of the iDVcstigative 
agencies conduding the invesdgatlOD$: · 

3. In. t 22b of GRS.18, rbe National A.rchlve and Records Adminisrradon bas cxpre'5ly provided chat 
li]nvcstigative reporu and related doeumencs furDlshed ro agencies by investigative organb:atious for \ISe in 
making security/suitability determinations· may~ 1d)csuoy(ed} in accorcla1\ce tM.th the inv~atillg ageocy 
instrudioD$: In lhl$ case, the PBI WDtlld be --uimumiig· d&at lb,gc d0CUD1~U ~ rctwncd to the f'Bl for 
eventual destruttion by the FBI. 

4. Sei; e.g.. Memoradwn for FBI Dircaor Frech of 6/14/'JfJ from fBI General Counsel Shapiro, R.c: "The 
Dissen:ibiation of FBI f'lle lnfonuatioa co the White House- (approved same date by Olrea:or F'reeh and 
Deputy Attorn.cy Ge11eral Gorelick); Memarandum {or White lloU£e Chief of S!aff Panetta of 6/14/1996 
froai Counsel to the President ~ Re: "White House Requesrs ro the FBI'"; letters to Counsel lo che 
President Quinn and Office of Ad°'Wslratioo General Connscl Cua.ning.ham of 8/2/96 from fBI General 
Counsel Shapiro. 

S. However. as indicated in the Quinn memorandum of 6/14/96. the prcwision th:lt FBI personnel 
investigations will only be predicated upon the subject's c.oment (or the Depmy Attorney General's approval) 
docs not apply to ·computcri%cd aimiDal history check(s].· The referenced chcc.ks oaly encompass search~ 
o! the Natiou.al Crime lnform.arion Centcr•1 (NCIC) files of •wantc.d pcr$0DS· and c:riminaI b.Utory rc:Q;Jrd 
illformation (""rap dieeu·) on individual' who ha\-e been criminally fingerprinted. 

6. Under li=icatioa.s Congress imposed in FY-97 WH/EOP appropriations, WH/EOP funds may nor be 
used to request Crom tbe PBI a.ny official background investigation report uu.lc:ss the subject bas given Q-pre.ss 
writt~a co.iu:ent for such requc&t Dot more tha.n six rnonthi prior to tba dare of 5ucb request and durins che · 
same presidential administration (a11 exception applies to exc:eplional cltc:Umstancc in"'olving uatioiiaJ 
security). Pub. L. No. 104-208. 
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MEMORANDUM 

FROM: 

SUBJECT: 

January 15, 1997 

FOR JACK QUINN 
KATHY WALLMAN 

1IBLSON w. CUNNINGHAM A /7 
KATHI WHALEN ? ~ 
PETER ERICHSEN ~~~~~~--\ 
TREY SCHROEDER 

FBI Lending Library Proposal 

The four of us (along with Chuck Easley) have reviewed-the FBI's 
"Proposed Model for Managing Personnel Investigations," and 
conclude that it is probably workable, with some important 
changes. 

The attached response reflects our concerns. Some points are 
minor. Others, like the lack of an expected response time to our 
after-hours requests in Paragraph 11 0 11 , are potentially fatal. 

" 
The attached response is designed to guide your discussions with 
Justice. or, if you would prefer, you could delegate to us the 
task of negotiating the fine points with our counterparts at 
J\IS£ice/FBI. 
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l(d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBI." 

Redraft as follows: "All requests for FBI-provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff affiliated with· BOP 
agencies subject to those acts would be referred to, and handled by, the FBI." 

The proposal as drafted is fine for BOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other BOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as outside the scope of those laws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: 'The requesting official must certify ... that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other BOP components. · In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document. 

Para. e: Sets an initial 30 day period for retention of the Bi's by BOP, with multiple 30-
day extensions_ permitted with respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short 
for security reviews. 

Instead, propose· an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and FBI concurrence (as 
provided in the present proposal). 

- . 
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Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to biur the difference between access to the files, 
and access to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so. But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the CoS, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is not specified) 
must sign a separate nondisclosure agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign -- thus subjecting them 
to the claim that they violated the agreement. 

Suggestion: eliminate para. "i" and instead add a non-disclosure,, legend to the log 
sheets that will accompany each BI (per para. 'T'). This way, every time an 
individual signs the log, he 'or she will be making the nondisclosure certification 
required by the FBI. And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. · 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of · 
time the BOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit. 

Suggestion: require that the WH/EOP will be required to certify, whenever asked 
by the FBI, that it is following the procedures laid out in this document. This 
approach is followed in other instances -- for example, DOE has required that 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. · 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 

2 



1/15/97 

Para. n: Provides that FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 
office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/ or other appropriate official in 
the agency involved." This should not be a unilateral decision made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordinary 
situations." 

The paragraph says that the FBI will receive emergency requests after hours, but 
gives no delivery time (i.e., how soon will the requested files be available?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day." 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays -- which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 

3 
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PBOPOSSD JIDDBL roa D)DLGDIG P£R.SalQIBL ~oas' 
CON'DO'C1'ED BY '1'8E 1'B1'. l'Oll ftR W1ft BOOSB (1111) UD 

THE l!CXBCOTIVB o:vnce O"P m:B PRESXDEll'1' (BOP) 

1. The keystone for thi• ~odel is continued FBI 
ownership and control of all materials providQd to requesting 
WK/EOP clients. 

a. Authority for ret•ined FBI ownership and 
control includes Exeeu~iva Order 104501 and General Records 
Scnadule (GRS) 1a.3 

b. Rot~tned FBI ownership and control ~uat be 
unequivocally articulated and manifest in both documentation and 
prac~ice throughout the process. Means to this end should 
include execution on bQbalf of 1:he President and EOP "~g-ency" 
haads of Memorandum5 of Understandin9 (MOUs) vith the F8I/DOJ 
conf irminq retained FBI ownership and control of all FBI­
furnished ~aterialc and eft\bodyinq the key details of ~be 
resultin9 proeadures to be follo~ed. · 

c. In order to pc~it exercise of their 
r~spective responsibilities under the Presidential Records Act 
(PR.A) or the Fed~ral Records Act (!'RA), client entitiee would not 
be precluded trom making or praservinq their own official notes 
or summaries of the investi9ative ~atarials involved in entity 
decisions. 

d. All r~qu•st:s for FBI-provided. ma·terials under 
the rreedom of Infot:'Jllation Act would be raferred to, and hnndled 
by, the FBI. 

2. Propo&ed details: 

a. 'Thia model ~o~ld apply to personn•l 
investigation requosts on behalf of the President and ehe Vice 
President, their respectiv~ offices, and other entities of ~h• 
EOP. 

b. Thi~ =odel would apply to all WH/BOP requests 
for backqround investigations, reinve£~iqations, update 
investiqa~ions, n&1me cheeks, expanded name c;heclc.c, copies or 
previously conduetAd pers~nnel in~est19ations, and th• like. Ae. 
detailed below, however, certain aspee1:s would be inapplicable to 
-"no-record" responscts (i.e., responses ~o requests for name 
checks or copi~s of previous in~estiqa~ions which advi&e that FBI 
riles contain n6 identifiable intormation) . 

c. ~ll such WM/EOP requestG muat be su~nitt•d in 
accordance w1tn the existing procedures eacablished by the FBI, 
the Deputy Attorney GQner~l. and the Counsel to the President 
(subject to Bny subsequent modifications as responsible 

rN\:lt.; I:)~ 
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authorities •ay authorize).' Thea& procGdures now include 
requirements that: 

- Any WH/EOP request caeking copies of or 
1n~orn.ation di~tilled trom FBI tile• ~uet ~e accompanied by 
either timely consent of the person who9e til•• are boing 
reviewed, or by • lettAr from th• Counael to the Pre&ident (or 
comparable authority for independent EOP entitiea) throuqh the 
Daputy Attorney General to the FBI General Counsel, setting to~h 
a written e~planation vhy s~ch ean~ent ~annot be obtained or 
should not be sough~ in the cirewastance5.s 

- WH/EOP r•c;uestors need not provide a· new consent 
torm when requestin9 follow-up inquiri•~ which can reasonal>ly be 
viewed as being within the ambit of a previously provided consent 
(e.q., wne~ a~king the FBI to tu~ther develop matter~ raised in a 
report of backq·round investigation to which the subject 
consentad.) WH/EOP requests tor supple~antal inquiries submitted 
within 30 days of the preceding FBI r•£ponse shall be preeumed to 
be within the al!\bit of the oriq1nal consent, except when the 
&upple~ental reques~ is ~ade aore than six months. after the date 
or ehe original consent or dur1nq a different precidential · 
ad~inistration. 6 

- Each WH/EOP request to the FBI must be s~aittcd 
on an FBI-approved foJ:"m indica~ing the specific reason for the 
request and signed by both the requestin9 official and a 
designated attorney in the White House counsel's OfficG (or 
designated offScial in independent EOP entities) Who will have 
revie~ed and approved all requests prior to their tran=~iteal to 
the FBI. The requestinq ot!icial aust certify, subject ~o the 
criminal penalties for =akin9 a talse state~ent, that the 
information i~ souqh~ only tor ot!icial purpocea and should be on 
express noe1ee that unauthoriaed disclo~ure of any infoZ'l'l\ation 
obtained m~y violate the Privacy Act. 

- A copy of each WH/EOP request for information 
from FBI files ~ust be provided ~o the FBI Office of the Qeneral 
Counsel (OGC) for revia~ prior to any FBI reeponse. 

d. The responsible FBI unit will prominently mark 
each response fts FBi property (e.g., via U5& of an MfBI-property" 
stamp). 

e. WH/EOP client entities ~ust return FBI­
furn15hed materialR to the FBI. Tho respon~ibla FBI unit will 
p~ominently mark each reoponGe to indicate this return 
requirement and the date by which the FBI aust ~e in receipt of 
returned ma~erials. This date will normally be no later than JO 
days after the transmittal daee or the FSI roaponG•. In ~he ca5e 
of prospective presidential appointments, an at~orney in the 
Office ot the Counsel to the Presid~nt who is a~thorized to 
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approve personnel invgst1gat1on request& may obcain an autom8tic 
30-day extension o! the retu.rn date by providinq the FBI a signed 
certif iaation that retention by th• 'Whit• House ia required for a 
particular candidate whose consideration tor appointment re~a1ns 
onqo1n9 as of the raturn date. No more than 5 such automot~c 
extension& are authorize~, and each must ~e effected by A 
separa~e certification. Other exception& vill only be iernitted 
when tho client aqency documents reasons why ~ore ti~• s needed 
under par~1cular circum&t~nces, and the FBI approves ~h• 
reques~ed extension. 

- Returns would not be reczuired for "no-record" 
response&. 

f. £ach responsi~la FBI unit vill: establish an 
ettec:t1ve .. tickler" system to monitor the sta't\18 of oll 
outstandin9 WH/EOP responees to ensure that ~atarials are 
returned on time, immadiately coordinate with the responsible 
WH/EOP ene1ty 'to ettace resolution of any overdue returns, and 
keep ~he FBI Ganer~l counsel infonoed of the status and 
resolution of all overdue sit~ations. -

- Such trackin9 will not be required for "no­
record" responses. 

g. The responsible FBI.unit vill ensure that 
returned ~aterials are appropriately recorded in pertinent FBI 
records. 

~ 

h. Acc:~r:s; to P'BI-furni~hed materials within the 
WH/EOP ~ill be limited ea United Statec employees who have a need 
to know ehe infor111a~ion for the proper performanc9 of 
constitutional, sta~utory, or othe~ otticial or ceremonial 
ex~cut.ive b~anch !'unctions. The responsible WH/EOP entity •hall 
inform the FBI via official corre&pondence of the names and 
titles of the person(s) to b• authorized such access, and shall 
further appriae the FBI by otticial aorreapondence of any 
subaequ~nt changes in accaa• authority and the reaaona theretor. 
No WH/£0F entities or pe~sonnel will permit access to FBI­
p~ovided materialG by any person or entity not on an authorized 
access list previously prov1d•O to the FBI, except where such 
access may be necessary under the particular circumstances tor an 
authorized purpo•e, in Which case the responeible WH/EOP entity 
wiil promptly notify the'FBI and provide a written explanation. 

i. Also prior to being grantad access, each 
affected WH/~OP officer/employee must exec~te an agreement not to 
di~close the information ror other than purposes for which tho 
invA~ti9ation was autho~ized. The responsible WH/EOP entity 
shall includ~ a copy of completed non-disclosure aqraementa vhen 
infol'.'lftin9 the FBI of access authorizations. 
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j. The names and ai9natures of all parsonn•l Vho 
are actually accorded access to PBI•furni•h•d material&, alon9 
with the da~e and reason tor each acces•, vlll be racord•4 on 
access-record forms to be provided by tha FBt Yith each 
investiqation. Access records ~ill be returned to the FBI for 
re~ention when the respective investi~ations are returned. 

- Access records will not be required for "no­
record" responses. 

k. FBI materials shall be securoly stored apare 
from WH/EOP files. 

1. WH/EOP entities May make and preserve thoir 
own records ot the official activities involved, which may 
include WH/EOP-initiated ques~ionnaires, notes and summar1•~ of 
FBI-furnished ~aterials, and other records reflecting WH/ROP 
processing of the mat~ars. 

m. WH/EOP proced·ure:1 for handling and e_rotecting 
FSI-turnishad materials vill be subject to F8I audit. Audits 
will be conducted at least yearly a& determined by t.he FBI in 
coordination with the responsible WH/EOP unit(&). 

n. The PDI Genoral Counsel (GC) ~ay resolve 
issues involvin9 interpretation or r•~ision of these procedures, 
including their applicability to ~ituations not an~icipated in 
their fortaulation. In so doinq ~he FBI GC will qive due 
consideration to applicable statutes and requla~ion$, th& policy 
considerations underlying these procedures, along with e "rule of 
reason." ThP. FBI GC may deleqato this authority to an attornBy 
in his office. 

o. The FBI will provide a 24-hour, 7-day-a-vee~ 
capability for receivin9 amergent WH/EOP requests for name checks 
or copies ot existin~ invo&ti9~tions outside of nor11lal vorkin9 
hours. Resort to th~s evenue ie to be limited to only the moat 
extraordinary situations. Any 5ueh requests must include a 
properly oompleted request fot"'lll (thouqh submiseion via fax is 
peJ:"J'lli~sible). · 

Notes: 

1. As used herein. the term ~penonne.I iaw:.5tigarioQs• rcfc,-. to uy of lhc a.oo-c:rimUaal ~A laqoiri.et 
condocted by tbc FD! for the White Hou~ &11d OOP uGlts tor lbc purpose of evaluatins suiabilily. securhy, 
loy;ilty, or acce~. These include WH/EOP rcqu~ for background iiM:6~ reinvtSrip•ioas. ~e 
invesdgadons, uamc chcck5. expanded namr. cbcdis, ud coptc1 o( pteviov.51y c:ondua:cd personnel 
in.vcadgarion&. 
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2. Seaian 9(c) at ~wti~ Order 104SO czpre5Sly pl'O"idN t\a( 11)110 (aeauity. loyMI)', and auftabilityj 
rcporrs aiid other illVestlg,ad¥e atatcrial ud \afonnadcm ~loped by ~D& coaduct.Od 51W'uanl ta 
aoy 'rarvte. order, or program de1ai>ied U. ..• 1bii order sball remalo lbc property of lhc ~gativ'e 
agenc&u coaducd.ag rbe in~stipc10111: 

l. Ill f 2lb oC GR..S-1S. cbe f'latlouaJ Atcbiwic and Records Adoii.ni11uatiaa bu cxpt"euly provided lilac 
1i)nvei.tipci'-'e reporu and rcbc.d donunca(S fvf'nilhed 10 ag0Dci1:a by Uwesctpnvc argenir•rioaa (m Ilse iA 
making scc:uri&y/,uicabUity dcrerminaliou· may be 1dJcatto,{odJ i.o ~d&Deo witb die inve.tipdllg •KY 
iastructiozl1.· ID th15· c.uc. the FBI ,.,..,u1d be •&Man&e:Uag" thel lhc6C documents be fctUtUcd to the FBI for 
eventual descructioo by rbc FBI. 

4. See. S·&· Mcmon.adl.un for FBI Dlreaor Freeh of &/14/96 from FBI Geocral Colui.&c:sl Shapiro, R.e: llzt 
l>i$seminatioo. or FBI Ptlc Ill!orma1ioa ro tht\ White HaWt" (appro~ same date by DiteQor Prcoll. ud 
.DepQty AUorDey General Gorelick); Memora.adum f°' White House Qief of Staff PueUa of t./14/1996 
from Counsel to Cbc Presldcac Quia.D. Re: -\\/hire House R.equau to tile PBr; leaen ro ~ lo me 
PresidCDt OuiAD ud Office of AdJDUWlratiao Ocau.J Cou.scl CuGDiagJIUD ol 8/2/96 from FBI Gea.oral 
CoQnsd Shapiro. 

S. However, as indicated in the Ou.iaa 1Do1norandu1n of 6/14/96. cbc prO'lo'isioo dw FBI puSOlllld 
i.o"cstigactaa.s will Oftly be predic.itred upoc rhc 1ubjc;da COASCar (or 1he Depul}' Alloraoy OencraJ"1 approval) 
docs DO( app)y fO •computeriz.cd criminal hiuory cbcck{6J." Tlae n:fetODCed cflecb only ea.compa» 1eatc:bca 
of the .National Crime lrJormarion Cea~n (Nctq files cf "waDted persons· aad crizlWW bi.story rec:ord 
Wor&llUQD rrap sbccts") OD mdh'iduab no ~ ~ criiDiD&lly' &gcrptiDtcd. . 

6. Ucd~r limitatio"s C.Onareu imposed in fY.97 WH/EOP approprlati®'" WH/EOP fund.a may DOI be 
us~d ro request trom the FBI any official background U.1'C&eiplioo. repon uD.lcu the sazbjca bu givc.o apress 
writtca C:CQJent for such rcqu.c't not more tbM 5Uc rnofttbs prior co rhc date of 1uch re41uest aed dUl'Ulg the 
same rrc.side11.cial administration (au exception applies co ~ptional citcum5'ancc iDwol~g oatioti.a! 
securicy). Pub. 1.. No 1Q4..208. 
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l(d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBI." 

Redraft as follows: "All requests for FBI-provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff affiliated with EOP 
agencies subject to those acts would be referred to, and handled by, the FBI." 

The proposal as drafted is fine for EOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other EOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as. outside the scope of those laws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: "The requesting official must certify ... that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other EOP components. In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document. 

Para. e: Sets an initial 30 day period for retention of the Bi's by EOP, with multiple 30-
day extensions permitted with ·respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short 
for security reviews. 

Instead, propose an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and FBI concurrence (as 
provided in the present proposal). 



1/15/97 

Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to blur the difference between access to the files, 
and access to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so. But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the CoS, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is not specified) 
must sign a separate nondisclosure agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign -- thus subjecting them 
to the claim that they violated the agreement. 

Suggestion: eliminate para. "i" and instead add a non-disclosure legend to the log 
sheets that will accompany each BI (per para. "j"). This way, every time an 
individual signs the log, he or she will be making the nondisclosure certification 
required by the FBI. And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of 
time the BOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly· recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit. 

Suggestion: require that the WH/EOP will be required to ce.rtify, whenever asked 
by the FBI, that it is following the procedures laid out in this document. This 
approach is followed in other instances -- for example, DOE has required that · 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 

2 
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Para. n: Provides that FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 
office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/ or other appropriate official in 
the agency involved." This should not be a unilateral decision made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordinary 
situations." 

The paragraph says that the FBI will receive emergency requests after hours, but 
gives no delivery time (i.e., how soon will the requested files be available?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day." 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays -- which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 

3 



January 15, 1997 

MEMORANDUM FOR JACK QUINN 
KATHY WALLMAN 

FROM: NELSON W. CUNNINGHAM~/:7 
KATHI WHALEN f/ /'"-' / 

PETER ERICHSEN 
TREY SCHROEDER 

SUBJECT: FBI Lending Library Proposal 

The four of us (along with Chuck Easley) have reviewed the FBI's 
"Proposed Model for Managing Personnel Investigations," and 
conclude that it is probably workable, with some important 
changes. 

The attached response reflects our concerns. Some points are 
minor. Others, like the lack of an expected response time to our 
after-hours requests in Paragraph 11 0 11 , are potentially fatal. 

The attached response is designed to guide your discussions with 
Justice. Or, if you would prefer, you could delegate to us the 
task of negotiating the fine points with our counterparts at 
Justice/FBI. 
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l{d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBI." 

Redraft as follows: "All requests for FBI..:provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff affiliated with EOP 
agencies subject to those acts would be referred to, and handled by, the FBI." 

The proposal as drafted is fine for EOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other EOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as outside the scope of those laws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: "The requesting official must certify ... that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other EOP components. In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document. 

Para. e: Sets an initial 30 day period for retention of the Bi's by EOP, with multiple 30-
day extensions permitted with respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short 
for security reviews. 

Instead, propose an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and FBI concurrence (as 
provided in the present proposal). 
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Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to blur the difference between access to the files, 
and ac..:ess to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so.· But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the CoS, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is not specified) 
must sign a separate nondisclosure· agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign -- thus subjecting them 
to the claim that they violated the agreement. 

Suggestion: eliminate para. "i" and instead add a non-disclosure legend to the log 
sheets that will accompany each. BI (per para. ']''). This way, every time an 
individual signs the log, he or she will be making the nondisclosure certification 
required by the FBI. And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of 
time the EOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit. 

Suggestion: require that the WH/EOP will be required to certify, whenever asked 
by the FBI, that it is following the procedures laid out in this document. This 
approach is followed in other instances -- for example, DOE has required that 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 

2 
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Para. n: Provides that FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 

. office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/or-other appropriate official in 
the agency involved." This should not be a unilateral decision made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordfuary 
situations." 

The paragraph says that the FBI will receive emergency requests after hours, but 
gives no delivery time (i.e., how soon will the requested files be available?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day." 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays -- which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 

3 
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PROPOSED JCDDBL fOR )QVM;J:)R; PmOIDIKL ~oas1 

COJroO'crED BY TUE FBI: P'OR tt'BR VBJ'.TB BOOSB (1illl) UD 
TllE KXBCOT:IVB OJl'VI:c=E o'P TBB PRESn:mY'l' (BOP) 

1. The koystona for thiG ~odel is continued FBI_ 
ovnership and control of all materials providad to requesti.ng 
WK/EoP· clients. 

a. Authority for retained FBI cwnarship and 
control includes Executive order 104502 and General Records 
Schedule (GR!>) ie. 3 

b. Rat~lned FBI ownership and control ~uat be 
unequivocally articulated and aanifest in both documentation and 
prac~ice throughout the procesa. Heans to this end should 
include execution on behalf of the President and EOP "~g-ency" 
heads of Memorandums of Understandin9 {MOUs) with the f8I/DOJ 
conf ir1'ldn9 retained 1".BI ovnership and control of all FBI­
furnished ~aeerialQ and ~1fthodyinq the key detailE of the 
resulting procedures to be folloved. 

c. In order to ponnit exercise of their 
r@spective responsibilities under the Presidential aecordc Act 
(P:RA) or the F~d~ral Records Act(~). client entities would not 
be preelud~d from makinq or praservinq their own official notes 
or summa~ie~ of the investigative ~atari&ls involved in entity 
decisions. 

d. All requests for YBI-provided materials under 
the Yreedom of !nfol:"Jftation Act would be raterred to, Gnd h~ndled 
by, the FBI. 

2. Propo•ed details: 

a. This model Yould apply to personnel 
investigation requo6ts on behalf of the President and the Vice 
President, their respective offices, and other entities of the 
EOP. 

b. Thie =odal would apply to all WH/iOP requests 
for backqround investigations, reinve£tigations, update 
investigations, ncnne chec>c:s, expanded name checkc, copies ot 
preyiously conduet~d personnel investigations, and th• like. At::. 
detailed below, however, certain aspects would be inapplicable to 
"no-record" reliiiponses (i.e., responses to requests for name 
checks or copies of .previous in~estiqations which adYi&e that FBI 
riles contain no identit1able intormation). 

c. ~ll such WM/~OP requests must be submitted in 
accordance vi~n the existing procedures eatablish~d by the FBI, 
the Deputy At~orney Gener~l. and the counsel to the President 
(subject to any subsequent modification$ as respon~ible 
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authorities •ay authorize).' The5« procodurea now include 
requi~ements that: 

- Any WH;rop reques~ ceeking copies of or 
inrormation di~tilled from FBI tile• ~uet be aeco~panied by 
either tiMely consent of tho per•on whose tiles are being 
reviewed, or by a lettRr fro~ ~h• Counael ~~ the Pre&iden~ (or 
comparable authority for independent EOP entities) throuqh the 
Deputy Attorn~y General to the FBI General Counsel, s~tting forth 
a written explanation vhy s~ch eon~ent cannot be obtained or 
should no~ be sought in the cireums~ances.~ 

- WH/EOP r•~estors neea not provide a nev consent 
torm when rQquestinq follow-~p inquiriee which can reasonably be 
viewed as being within the ambit of a previously providad consent 
(e.q., ~hen a~kinq the FBI to further aovelop ma~tars raised in a 
report of background investigation to which th& subject 
conoented.) WHiEOP requests tor supple~antal inquiri~s submit~ed 
within 30 day$ of the preeedinq FBI r~$ponse shall be pre9~ed to 
be within the alTl.bit of the oriqinal consent, except vhen the 
&·upplel!lental request:. is raade Jt1ore than six months a!ter the date 
ot the original consent or during a different precidenti~l 
administration. 6 

- Each WH/EOP request ~o. the FBI must be sul';)~ittcd 
on an FBI-approved fonn indicacinq the specific reason for the 
request end siqned by both the requestin9 official and A 
designated attorney in the t..Thite ttouse counsel's Office (or 
de•i9nated offjcial in independen~ £OP entities) who will have 
revie~ed and approved all reque5~s prior to their trane~itcal to 
the FBI. The requestinq official ~ust certity, subject to the 
criminal penalties for ~akinq a false statement, that the 
information i$ sough~ only tor otticial purpoces and shoul~ be on 
express notice that unauthari3ed disclo~ure of any infonnAtion 
obtained m~y violate the Privacy Act. 

- A copy of each WH/EOP request for information 
from FBI files must be provided to the FBI Office of the q~neral 
Counsel (OGC) for revia~ prior to any T!I response. 

d. The responsible PBI unit will prominen~ly mark 
each response lls FBI property (e.9., via usa of an "FBI-property .. 
stamp) . 

8. WH/EOP clien~ entities =~st return FBI­
furn1shed material~ to the FBI. Tha responcibla FBI unit will 
p~ominently mark each recponse to indicate this return 
r~q\liremen~ and the date ~Y which the FBI ~ust be in receipt of 
return&d maLer1als. This date will normally be no later than JO 
days after the tran~mittal date or the FBI raaponse. In the cao• 
of prospective presidential appointments, an attorney in the 
Office of the Coun9el to the President who is authorized.to 
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approve personnel invest1g4~ion requosts may obtain on autom~~ic 
30-d&y ext.en~ion ot the return date by providinq the FBI a s19nad 
certification that retention by the Whit• House is required for a 
particular c~ndidate whose consideration tor appoint~ent remains 
onqoing as of the raturn da~e. No more than 5 such automa~ic 
axt.ension6 are authorized, and each auat be effected by ~ 
separa~e certificaeion. Other exceptionG will only be permitted 
when the client aqency documents reasons why ~ore ti=• is n&eded 
under particular circumst~nceG, and the FBI approves the 
reques~ed extension. 

- Returns would not be required for "no-record" 
responses. 

f. £ach responsible FBI unit will: establish en 
ettective "tickler" syste= to monitor ~h• sta~u• of all 
outstandin9 WH/EOP responees ~o en&ure that ~atorials are 
returned on time, immediately coordinate with the responsible 
WH/EOP e"tity to ettect resolu~ion of any overdue returns, and 
xeep the FBI Goner~l Counsel infonued of the ~tatus and 
resolution of all overdue sltu•tions. 

- such trackinq will not be required for "no­
record" responses. 

g. The re$ponsible FBI.unit ~ill ensure that 
returned materials are appropriately recorded in pertinent FBI 
re.cords. 

h. ACCQ~~ to FBt-furni~hed materials within the 
WH/EOP will be limited to United StateQ employees who have a need 
to know the inf orma~ion for the proper performanco of 
constitutional, statutory, or other otticial or ceremoni~l 
GX~cutive branch !unctions. The responsible WH/EOP entity shall 
inform the FBI via otf ieial corre5pondence of the names and 
titles of the person(s) to b• authorized such access, and shall 
further appriae the FBI by otticial oorrespondence of any 
5~beoqu~nt chanqes in ace*ss authority and the reaaons theretor. 
No )¥H/iOP entities or parsonnel vill permit access to FBI~ 
p~ovided materials by any person or entity not on an authorized 
access list previouGly provided to the FBI, except where such 
access may be necessary under the particular circu~stances tor an 
authorized purpo•e, in vhich case the responeible WH/EOP entity 
will pro=ptly notify the FBI and provide a written explana~ion. 

i. Also prior to being qrantod access, each 
affected WH/~OP officer/employee must exec~te an aqraement not to 
di~close the information tor other than purposes for which tho 
invA~tigation was eutho~ized. The responsible WH/EOP Qntity 
shall includQ a copy of eompleted non-disclosure aqreemente when 
informing the FBI of acce&e authori~ations. 
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j. The names and aiqnaturas of all personn•l Who 
arQ actually accorded ace••• to P8I•turniahed materials. alon9 
vith the date and rea5on tor each accesa, vtll be recorded on 
access-reeord forms to be provided by th• FBI vith •ach 
invastiqation. Access records will be returned to the FBI for 
re~ention when the re9pective investi~ation& are returned. 

- Access records will not be required for "no­
record" responses. 

k. FBI materials shall ~e seeuroly stored apart 
from WH/EOP files. 

l. WH/EOP entities may •ake and preserve thGir 
own records o! tha official activities involved, which may 
include WH/EOP-initiate4 questionnaires, notes and summariez of 
FBI-furnished ~ate~ials, and other records raflecting WH/ROP 
processing of th~ mat~ars. 

m. WH/EOP procedures for handlinq and protectinq 
FBI-furnished material• vill b~ subject ~o F8I evdit. Audits 
will be conducted at least yearly a& determined by the FBI in 
coordination w1~h the responeibl~ WH/£0P unit(&). 

n. The FBI General Counsel {GC) may resolve 
issues involving interpretation or revision cf these procedures, 
including their applicability to situations not anticipated in 
their formulation. In so doinq ~he PBI GC will qive due 
conGid&ration to applicable statutes and reqUla~ions, thQ policy 
considerations underlying thAae procedures, along with a "rule of 
reason." ThP. FSI Ge ~ay delegato this authority eo an et~orney 
in bis off'ice. 

o. The FBI will proviQe a 24-hour, 7-day-a-wee~ 
capability for receiving emergent WH/EOP requests tor na~e checks 
or copies ot existin~ invo~ti9ations outside of normal vorking 
hours. Resort to th~s avenue is to be limited to only the moat 
extraordinary situations. Any 5ueh requests ~ust include a 
properly completed. roquest toni (thou9h submiseion via fax·· iii 
pe:t"1!lissible). 

Notes: 

1. o'\s used herein. tbe term ~pet'IOIUlel inw.uigacioas· ref c~ lo any of Ille D.OD-c:rimiDal ~ri\10 laqniriet 
condocred by tbe FDJ for the 'White Hou:r.e and EOP units tor tbc pu.rpoae of eYll~ suitabilily. se.curily, 
loy.Uty, or accc~. Thef>e indudc WH/EOP requests fOf' backSJouod ~6Qp.dcm&. rei.avcs1ipt•ons. ~e 
invesdgarions, Jlamc check:;, expanded namr: <Mcks, ed cap{cs or pce~usly c:oa.duacd penonncl 
invculgatioe&. 
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2. Sccdan 9(c) o! Eccuti-...: Order 104SO aprculy pt'Ollide& cbat "{t)lle (&ecUriry, loy~ty. &Dd auhability) 
reporrs aisd other invesrlg.ari-.e macorial ud \Af()t1ft1tJon ~loped by ~n& couduaod punn1ur to 
any starvte. ord~r, or prouam de1Cri>ted ill ... rbii otdcr sball rcmaJo tbe property of the iuvcuigarive 
agencies cooducting rbc Ln\'tstipdona: 

3. la. 1 2lb of GRS-1S, cbc f'ilall01Jal Archi¥ic and Records Ad01ini6lrarioo ba' crpre~ly prO'lid.ed 1b11c 
1i)Dve£lipti"C reporu and rd.itad donuncacs furnished 10 agcDciea by ilwestipchc orgenireriooa f.or w.e iA 
making sccuriiy/1uicability dctermioatioa.i" may be 1d)CAUO)'{cd} io ~dance -'tb lhe iftveatiplb:ig tgcuc:y 
instructio?!a." la th1' cue, the FBI 11.'0Uld be •iAtaruaiaig" that ~ docume!lCs be reuuucd co the FBI for 
eveDtUal dcnruc:tiOD 1'y rhc FBI. 

4. S£c. e.g.. Memorandum tor FBI Dlr6aor Freeh of &fl•/96 from flU General Cowuiel Shapiro, R.e: 1"bc 
Di5samination or FBI Pile Iu!ormatioo co th<'\ Wlt.irt Howe· (appro"Cd same dare b)' Direaor ~~II ud 
DepQty Attorney General Gorelick); Meusora.adwn few White Roue Cbief of Slaff Puerta of ~/14/1996 
from Coua.sel ro rhc Prestdcoc Quiaa.. Re: "White House Requc.u ro the PBr; lcacrs to ~ 10 the 
Presideot Oumzi aDd Office of Admi.AU.rrati.oa General Counsel Cu~am ol 8/2/96 from FBI Gea.eral 
Co~nscl Shapiro. 

S. However, as indicaud in rhc Qui= mo1ftoraD4u11\ of 6/14/96. cbc pr~ dt.az FBI pusonnd 
i.nvcstigarlo~ will only be prcdicared upoa rhe s.ubjc.a'• coo.sear (or rbe Oepury AUoraoy Oc:ncraJ's approval) 
docs 00< apply ro "compurerizcd criminal h.ir;tory cbcckhJ: Tlae n:forcncc<f cbcch only cn.compUi &Cardle& 
of rhc NatioaaJ C1imc ID!orm.arion CcDlen (NOC) files af "'IWlLDted persons· and crinWW history record 
Wormatioa {"rap sbeccs") OD f.ndividuw wlio ~ bv.tS c:rimi.aally fingerprinted. 

6. Uod~r limitations U.nifCU imposed in FY-97 WH/EOl' approprluion&, WH/EOP funds IJLIY nor be: 
used fo request from the FBI u)' official bad::g:round U.-..c&«igatioGo report unleu the subject h&S gi.vCA aprc15 
~tcQ COQSCnt for such requc't not r:norc than :six lftof\tbs prior co the dare of 1ucb rcquesr aiscl during the 
same flre.sideociaJ admini5tration (an e~ption applies to u.ccptionaJ c:itcum.suncc Ui~IYi.ag oatioftAI 
securicy). Pub. L. No 1~208. 
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January 15, 1997 

MEMORANDUM FOR JACK QUINN 
KATHY WALLMAN 

FROM: NELSON W. CUNNINGHAM 1f21/7 
KATHI WHALEN // /'"-' / 
PETER ERICHSEN 
TREY SCHROEDER 

SUBJECT: FBI Lending Library Proposal 

The four of us (along with Chuck Easley) have reviewed the FBI's 
"Proposed Model for Managing Personnel Investigations," and 
conclude that it is probably workable, with some important 
changes. 

The attached response reflects our concerns. Some points are 
minor. Others, like the lack of an expected response time to our 
after-hours requests in Paragraph 11 0 11

, are potentially fatal. 

The attached response is designed to guide your discussions with 
Justice. Or, if you would prefer, you could delegate to us the 
task of negotiating the fine points with our counterparts at 
Justice/FBI.. 
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l(d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBI." 

Redraft as follows: "All requests for FBI-provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff affiliated with EOP 
agencies subject to those acts would be referred to, and handled by, the FBI." 

The proposal as drafted is fine for EOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other EOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as outside the scope of those laws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: "The requesting official must certify ... that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other EOP components. In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document. 

Para. e: Sets an initial 30 day period for retention of the Bi's by EOP, with multiple 30-
day extensions permitted with respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short 
for security reviews. 

Instead, propose an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and· FBI concurrence (as 
provided in the present proposal). 
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Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to blur the difference between access to the files, 
and access to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so. But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the Cos, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is not specified) 
must sign a separate nondisclosure agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign -- thus subjecting them 
to the claim that they violated the agreement. 

Suggestion: eJiminate para. "i" and instead add a non-disclosure legend to the log 
sheets that will accompany each BI (per para. "j"). This way, every time an 
individual signs the log, he or she will be making the nondisclosure certification 
required by the FBI. And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of 
time the EOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit. 

Suggestion: require that the WH/EOP will be required to certify, whenever asked 
by the FBI, that it is following the procedures laid out in this document. This 
approach is followed in other instances -- for example, DOE has required that 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 
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Para. n: Provides that FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 
office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/or other appropriate official in 
the agency involved." This should not be a unilateral decision made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordinary 
situations." 

The paragraph says that the FBI will receive emergency requests after hours, but 
gives no delivery time (i.e., how soon will the requested files be available?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day." 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays -- which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 

3 
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PROPOSED JCDDBL fOll )GVM;:s:m; PmOIDIBL ~OBS1 

COJnXJC'l'ED BY TBE Fill l'OR mR VlllTB BOOSB (VII) UD 
TllE EXRCDT:IVB OJl'Fl:C::E oP TllB PRESXOEYT (BOP) 

l. The keystone for thia ~odel is continued FBI 
o\lflership and control of all materials providad to requestin9 
WK/EOP clients. 

a. Authority for retained FBI ownership and 
control includes Executivo order 104502 and General Records 
Schedule (GR.S) 1e.3 

b. Rat~lned FBI ownership and control must be 
\lllequivoeally articulated and aanifest in both doc:Nmentation and 
practice througho~t the process. Means to this end should 
include execution on behalf of the President and £OP "~9ency" 
heads of Hemorandum5 ot Una~rstandin9 {MOUs) with the FSI/DOJ 
conf irMin9 retained FBI ovnership and control of all FBI­
furnished material" and e!llbodyinq the key details of the 
resulting proeadures to be followed. 

c. In order to porinit exercise of their 
r~spective responsibilities under the Praaidential Records Act 
(PRA) or the Fed~ral Records Act {FR.A), client entities would not 
be precluded !rom making or pr•servinq their own official notes 
or sultllllarie$ of the investigative ~atarials involved in entity 
decisions. 

d. All requests for FBI-provided materials under 
~he rreedom of Infot:'Jftation Act vould be r~f~rred to, and h~ndled 
by, the FBI. 

2. Propo&ed details: 

a. This model would apply to personn•l 
investiqation requests on behalf of the President and the Vice 
President, their respective offices, and other antitie3 of the 
EOP. 

b. This =odal would apply to all WH/EOP requests 
for backqround investigations, reinve£ti9ations, update 
investigations, name checks, expanded n~me c;heclc.c, copies ot 
previously conduet~d personnel investigations, and th• like. Ae. 
detailed below, ho~ever, certain aspects would be inapplicable to 
"no-record" responses (i.e., responses to requests for naJDe 
checks or copies of previou~ investiqations which.adviGe that FBI 
riles contain no identifiable intoI'lllation). 

c. All such WK/~OP requestg muet be submitted in 
accordance wi~n the existinq procedures established by the FBI, 
the Deputy At~orney Gener~l. and the counsel to the President 
(subject to any subsequent modifications as responsible 

PAGE:04 
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authorities ~ay authorize).' Thea« proeodurea no~ include 
requirements that: 

- Any WH/EOP request ~aeking copies of or 
inrorm.ation diGtilled trom FBI tile• auet bo aeconpanied by 
either timely consent of tho per•on whose til•• are bein9 
reviewed, or by ~ lettRr froM th• counsel to tha Pre&ident (or 
comparable authority for independent EOP entities) throuqh the 
Oaputy Attorney General to the FBI General Counsel, setting torth 
a written explanation vhy s~ch eon~ent cannot be obtained or 
should not be sou9h~ in the eireu~s~ance5. 5 

- WH/EOP r•<;'l&Gtors nee4 not provide a nev consent 
!or?ll when rQque5tinq follow-up inquiriem which can reasonably be 
viewe~ as being within the ambit of a previously providad consent 
(e.q., when a~king the YBl to further dovelop ma~tara raised in a 
report of background investigation to which th~ subject 
con5entad.) WH/£0P requests ror supple=ental inquiri&s submitted 
within 30 days of the preceding FBI r~cponse shall be pre~W!led to 
be within the al!\bit ot the original consent, except vhen the 
supplemental reques~ is ~ade ~ore than six months a!ter the date 
or the original consent or dur1ng a different precidential 
administration. 6 

- Each WH/EOP request to the FBI must be submitted 
on an FB!-approved form indicatinq the specific reason tor the 
request end signed by both the rcquestin9 official and A 
designated attorney in the ~ite ttouse counsel's Office (or 
designated off)cial in independent EOP entities) Who will have 
reviewed and approved all r•qu.ests prior to their trane~ittal to 
the FBI. The requastinq ot!icial must cert.ity, subject to the 
criminal penalties for ~akinq ~ talse statement, that the 
information i• sou9ht only ror otticial purpoces and should be on 
express not1ee th4t unauthoriaed diaclo~ure of any infonnAtion 
obtained m~y violate the Privacy Act. 

- A copy of each WH/EOP requesc for information 
tro~ FBI files ~ust be provided to the FBI Office ot the q~neral 
Counsel (OGC) for review prior to any F!t response. 

d. Th• responsible FBI unit will prominen~ly mark 
each response fts FBI property (e.9., via usa of an "FBI-property" 
stamp) . 

@. WH/EOP clien~ entities =uet return FBI­
furni5hed material~ to the FBI. Tho respon~ible FBI unic will 
pro~inently mark oaeh recponae to indicate this return 
r~quirement and the date by which the FBI must be in receipt of 
returnad materials. This date will nonnally be no later than 30 
days after the trans~ittal date or the FBI roepon&e. In ~he caG• 
of prospective presidential appointments, an attorney in the 
Office ot the counsel to the President who is authorized to 

2 
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approve personnel invAst1gation request& may obtain on automatic 
30-d&y exten~ion o! the rGturn date by providinq the FBI a slqnad 
certification that retention by th• Whit• House is required for a 
particular e~ndidate vhos• consideration tor appointmont re~a1ns 
ongoinq as of the rgturn date. No more than S such automatic 
extensions are authorize4, and each 111UBt ~e erfa~t•d by ~ 
separa~e certif icaeion. Other exceptions vill only be permit~ed 
when the client aqency documents reasons why more time is needed 
under particular circumst~ncas. and the FBI approves th• 
requested extension. 

- Returns would not be required tor "no-record" 
responses. 

f. £ach responsible FBI unit will: establlah en 
et.tective "tickler" &ystem to monitor th• status of all 
outstandin9 WH/EOP rcsponees to ensure that m~torials are 
returned on time, immediately coordinate with the responsible 
WH/EOP entity to ertsct resolution of any overdue returns, and 
~eep ~he FSI Goner~l counsel infonued of the status and 
resolution of all overdue situations. 

- Such trackinq will not be required for "no­
rQcordu responses. 

g. The re$ponsible FBI.unit ~ill ensura thae 
returned materials are appropriately recorded in pertinent FBI 
records. 

h. Acce~5 to FBI-furni~hed materials within the 
WH/EOP ~ill be limited to United State~ amployses who have a need 
to know ~h• 1nf onnation for the proper performaneQ of 
constitutional, statutory, or other otticial or cereinonial 
ex~cutive branch r~nctions. The responsible WH/EOP entity shall 
inform the FBI via otf iei~l corra5pondence of the names and 
titles of the person(s) to b• authori2ed such.access, and shall 
further appriae the FBI by otticial correspondence of any 
5~bsequBnt chanqes in acct•• 4Uthority and the reasona theretor. 
No WH/fOP entities or personnel vill permit acces& to FBI~ 
p~ovided materialG by any per~on or entity not on an authorized 
access list previou&ly provided to ~he FBI, except where such 
a~cess ~ay be necessary under the particular circu~stances tor an 
autnori~ed purpose, in vhSch case ~he r•sponeible WH/EOP entity 
vill promptly notify the FBI and provide a written explanation. 

i. Also prior to being 9ranted access, each 
affected WH/~OP officer/employee must exec~te an agreement not to 
di~close the information tor other than purposes for vhioh tho 
invAstigation was a~tho~ized. The responsible WH/EOP Qntity 
shall include a copy of completed non-di=elosura aqreemente when 
infor1T1in9 the FBI of accese authorizations. 
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j. The names and ai9naturas of all personnel Who 
ara ae~ually accorded access to PBI•furniahed material&, alon9 
with the date and rea5on tor each accas~, vtll be record•~ ·on 
access-record forms to be provided by tha FBI Yith each 
1nv~etiqat1on. Access records will be returned to the FBI for 
reeention when the re9pective investiqations are returned. 

- Access reeo~ds will not be required for "no­
record~ responses. 

k. FBI ~aterials shall be seeuroly stored aparc 
from WH/EOP files. 

l. WH/EOP entities may aake and preserve their 
own records ot the official activities involved, which may 
include W'H/EOP-initia~ed ques~ionnaires, notes and summaries of 
FBI-furnished mate.rials, and other records reflecting WH/EOP 
processing of th~ mat~ars. · 

m. WH/EOP procedures for handling and protectinq 
FSI-furnished material• vill be subject to F8I audit. Audits 
will be conducted at least yearly as deter-mined by Cho FBI in 
coordination w1~h the responsibl@ WH/EOP unit(s). 

n. The FBI General Counsel (Ge) may resolve 
issues involvin9 interpretation or revision of these procedures, 
includin9 their applicability to situations not anticipated in 
their formulation. In so doinq the PBI GC will qive due 
consideration to applicable statutes and requla~ions, thQ policy 
considerations underlyinq these procedures, along with e "rule of 
reason." ThP. FBI Ge ~ay delegate this authority to an at~orney 
in bis office. 

o. The FBI will provide a 24-hour, 7-day-a-weex 
capability for receiving emergent WH/EOP reque&ts for na~e checks 
or copies ot existin~ invo&ti9ations outside of norm.al vorkin9 
hours. Resort to this e~enue is to be limited to only the moat 
extraordinary situations. Any 5ueh requests must include a 
properly oomple~ed roquest torm (thouqh submiseion via faX .. ili 
penai~sible). 

No~as: 

1. .11\s used herein. tbe term ~pel"IOIUl.C.I ~- refcr5 to any of the DOO-c:rimiDal izr""5Qp~ laqniric. 
coodGcted by tbe flSJ for the White Hou~ a.ad OOP uDlts tor the purpoae ol ~uatini suitabillry. suurhy, 
Joy.Uty, or acce~. The<&e illdude WH/EOP rcqu~ for lnckgJouod U:rYC6QpdoD&. reinvesiiprioa.s. update 
i.Dvesdgarions, vamc check:;, expanded namr. cbccks, ed cciptes o( pcc1'\ow;ly amduacd penonncl 
invcatlgatlo06. 
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2. Sea.ion 9(c) of Exccuti~ Order lCMSO aprm.sly pl'O"ic&N tbat "{r}he (g,uurlry, ~'>'· an.cl auitability} 
reports abd other invcstlpdwe marorial ud iAfM1ftadon ~loped by iDvurlaationa conducted punu&llt to 
any starvte. order, or program 4esaihed &.D ..• rhii order sball rcmaJo tbc propony of the iuvouigative 
agencie~ cooductiDg rbe in~scipdoM.· 

3. Ill f 22b of GRS-1S, the ~1tlonaJ Atc:bi"C and Recordi AdciiniAArarioa bu cxpres.sly prg,,;dcd tbac 
1i}11ve£tipti"C reporLS and rcbt•d clonuncacs furnished ro agoDciea by ilwutipdvc argepir•riooa for ~ in 
making K:cu.rily/,uicability dcrermiDatio~· may be 1d]CAUO)'{od} i.o acxordaDcc witG l.be inveatiptmg igCDC:)' 

innruction1." la chiJ. caJC. the FBI v.iou)d be •Uulruaing" that ~ documcncs be retwuod co the FBt for 
~al dcstructioo by rhc FBI. 

4. S£e.. s..g.. Mcmon.adusn for .FBI Dlreaar frult of 6/14/96 from f'Bl General Cowaacl Shapiro, Re: 'Tbc 
Disseminatioll of FBI Pllc lnf'ormuioo ro rh~ Whitt Ho\ae" (approYCd same dare by Di.rtctor Ptcch ud 
DepGcy Attorney Gei:ieraJ Gorelick); Mcmorand\UD f~ White Rouse Qief of Staff' Puca.a of 6/14/1996 
from Couuel to chc Prestdei:a< OuioA. R.c: "'Whire Hous.e Rcque1u ro tile FBr; tcacna ro C.owad to the 
Prcsideot Quimi aDd Off"au of Ad.miciUltation Oeacr.J Coua.sd Cu~a.m ot 8/l/96 from FBI General 
Co~nsd Sh•piro. 

S. However, as indicated iD rhc Ouitui moinonnduD'I of 6/14/96, 1bc prO'Yi.si.oG tbr FlJI puSODnd 
Ui"'estigacton.s 'Will °"ly be prediCJ1rcd upoa rhc :.ubjc;a'a cooseof (or 1ht: DepUry AUonaoy GcceraJ'' approval) 
docs no< apply ro ·computerized criminal kjgtory cbc.ck{6): Tbc rdcrooced cilecb only encompw ~che& 
of tbc National Crime IDformarion c.mccn (NClC) files of ·~ted persons· arsd crmww history record 
Wormatioo frap sbcccs") OD lndil'idualit wllo have bv.1' atmi.:aJly fizlgcrpritated. 

6. Under limitatiotu. ConifCU imposed in 'FY-97 WH/EOP appropriation'- WH/EOP fwub may nor be 
used ro reQ'UCSt from lhe FBI &A)' offidal bad:around Ui-wc:r.«igatioA report ualcu the subject h&S givc.o opreu 
wriltca coo.sent for suc:h requc,;t 001 tcorc than six tnontbs prior co the dale of aur.h request a.ad during the 
same l'residencial administration (an c~p1ioc applies co esa:ptional citcum.scanu in~W:lg aatiori.a.I 
securicy). Pub. L. No 104.-208. 
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THE WHITE HOUSE 

WASH I NG TON 
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Kathy, 

I've reviewed and can sign off on the portions of this memo that I am familiar with, namely, 2a-d, 
which pertain to the reforms we instituted on how we request FBI background information. I did 
not work on the Lending Library idea, which occupies the rest of the memo and so don't know if 
this memo captures what we had in mind. 

David 
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THE WHITE HOUSE 

WASHINGTON 

COUNSEL'S OFFICE 

FACSIMILE TRANSMISSION COVER SHEET 

DATE: 

TOTAL PAGES (INCLUDING COVER PAGE): L 
TO: /}av, J_ [-e 1 'n 
ATTN: 

FACSIMILE NUMBER: 

TELEPHONE NUMBER: 

.,_g:~;;..__~~(-M___.;.q ......... / ;)_~...i.;...:::..._,__ at c202, 456-6611 FROM: 

COMMENTS: 

PLEASE DELIVER AS SOON AS POSSIBLE 

The documentl&I accornponying this foc&imile tranemlttal •heel ia iln1nded only fOt 'lh1 Y&e of 1ho lndiYidYel or •nthy 
to whom it ia eddtHHd. Thia mHsage cCM'ltoln• lnfor1111tion which 11111y be privileged. confidential or exe""'t from 
diacloe11r1 under eppllcoblo law. If tho reader of di'9 m.111111911 ie not \he ln111nded recipient. or tho employee or ogen1 
respgnsible tor dollvoring the moHoge 10 tho in111nd11d recicJlent, you 11re tloraby notified thot ony disclosure. 
di11&emlnoti1;1n, copying or distribution. gr ttie 111lr.ing of ony action ill rollonc:e on the conto01to of this c1;1rnmunic11don iG 
11trictly prohibited. II you hovo received 1hic; inlorrnallon In 11rror. ple1111e immodlo111ly no11ty tho sender Ot th11ir telephone 
number Gta1od obove, 
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PBOPOSBD llDDBL l'OR DJDGlllG PEBSCDDIBL DVBsnGU'%OBS' 
COH'DOCTED BY "l'llE Fm l'UR !.'BR VBJ'.TB BOOS8 (VII) »ID 

"l'RB KXB~J:v.K OJl'Ji'1:C2 OP TBB 1'112SXDDl'J.' (BOP) 

. 1. The keya~one for thi• model is continued FBI 
ownership and control of all materials provided to requesting 
WK/EOP clients. 

a. Authority for retained FBI ownership and 
con~rol includes Executive order 104502 and General Recoras 
Schedule (G:RS) 1a.s 

b. Rat~lnad FBI ownership and control must be 
unequivocally articulated and aanifest in bgth documentation and 
pr&c~ice th~oughou~ the process. Means to this end should 
include execution on behalf of the President and EOP "~9ency" 
heads of Memorandums of Unaerstandin9 (MOUs) with the F8I/DOJ 
conf irmin9 r•~ained FBI ownership and control of all FBI­
furnished ~aterialG and P-1nbodyinq the key details of the 
resulting proead~res to be follo~ed. 

c. In order to pcr2Z1it exercise of their 
raspective responsibilities under the Presidential Records Act 
CPRA) or the FedAral Record5 Act (FRJ\), clian~ entities would not 
be precluded from making or preservin9 their ot.rn official notes 
or summaries of the investigative ~a~arials involved in entity 
decisions. 

d. All requeats for FBI•provided materials under 
~he ~reedo~ of Infol:"J!lation Ac vould be ra ed to, and h~ndled 
by, the FBI . '"'°" A~ 

2 • Propos;ed de 

a. · Thia model vo~ld apply to personnel 
investigation requests on behalf of the President and the Vice 
President, their respective offices, and o~her entities of the 
EOP. 

b. Thie model wo~l4 apply to all WH/iOP requests 
for backqround investigations, reinve&~igations, updAte 
investigations, name checks, expanded n~m• c:heckc, copies ot 
previously conduetAd personnel investigations, and th• like. AG 
detailed below. however, certain aspects would be inapplicable to 
0 no-J:-ecord" responses (i.e., responses to requests for name 
checks or copies of previous in~estiqations which advi&e that FBI 
riles contain no identifiable intorlllation). 

c. ~ll such WH/~OP requas~s must be submitted in 
accordance with the existinq procedures established by the FBI, 
the Deputy Attorney Gener8l, and the Counsel to the President 
(subject to any subsequent modifications as responsible · 

PAGE:04 
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authorities aay authorize).' Thea& procedures nov 1nclude 
r~quirements that: 

- Any WH/EOP reques~ caeking copies of or 
inforni.ation distilled trom FBI tile• auet be accompanied by 
either timely consent of the per•on vho9e til•• are being 
reviewed, or by a lettAY fron ~h• coun5el to t.he President (or 
comparable authority for independent EOP entities) throuqh the 
Deputy Attorney General to the FBI General Counsel, setting forth 
a vritten explanation why such eon~ent cannot be o~tained or 
should no~ be sought in the circumstances.' 

- WH/EOP r•qQestors nee4 not provide a nev consent 
torm when requestlnq follow-~p inquiriee which can reasonably be 
viewea as bein9 within the ambit of a previously providod consent 
(e.g., vnen askinq the FBI to tu~ther develop matters raised in a 
re~ort of ~ackqround investi9ation to vhich th& subject 
consented.) WH/£0P requests ror supple~ental inquiries submitted 
within 30 days of the pree~dinq FBI r•~ponse shall be preaW11od to 
be within the a?nbit of the oriqinal consent, except when the 
&upplemen~al reques~ is ~ade aore than six months after the date 
or the original consent or during a diffe~ent precidential 
administration. 6 

- Each WH/EOP request to the FBI must be s~aittcd 
on an FBI-approved form indieaeinq the specific reason tor the 
request and siqned by both the rcquestin9 official and a 
designated attorney in the t.Thite ttouse counsel'• Offica (or 
de•ignated off1cial in independen~ EOP entities) Who will have 
reviewed and approved all requests prior to their trane~ittal to 
the FSI. The requestinq otticial ~~st certity, subject ~o th~ 
cri=inal penalties for aakin;_a· false statement, that the :3 
information is sou9ht only tor otticial purpocea and should be on 
express no~1ce that u~authoriaed disclosure of any infonnation 
obtained may violate the Privacy Act. 

- A copy of each WH/!OP request for information 
fro~ FBI files •ust be provided ~o the FBI Office ot th• Qeneral 
Counsel (OGC) for revie~ prior to any FBI response. 

d. 'l'he responsible PBI unit will prominen~ly mar~ 
each rGsponse As FBI prope~ty (e.9., via use of an MfBI-property" 
stamp) . 

e. WH/EOP client entities ~~et return FBI-
furnished material~ to the FBI. Tho responcible FBI unit will 
p~ominen~ly mark each reoponee to indicate this return 

PRGE:05-­
(il 0061007 

requiremen~ and the date ~Y which the FBI aust be in receipt of 
returned ma~er1als. This date wiil no?'lllally be no later ~han Jo J 
days ~tter the transmittal da~• or the F8l roaponse. In the casj~~ 
of prospective p~esidential appointments, an attorney in the ,~ •. · 
Off ice of the coun9el to the President who is authorized to Ju.Ay 

2 6~ 
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approve personnel invasti;ation recpest& may obtain an automa~ic 
30-day axten~ion ot the return date by providing the FBI a signed 
certification that retention by th• Whit• House is required for a 
particular candidate vhos• consideration tor appointmont re~a1n5 
onqoinq as of the raturn date. No mere Chan 5 such automatic 
extension& are authorized, and each must be etf•~t•d by ~ 
separa~e certification. Other exceptions vill only be iel."1Dit~•d 
when tho client aqency documents reasons why more time s needed 
under par~1cular cirou=&t~ncAs, and the FBI app~oves the 
requested extension. 

- Returns would not be required tor "no-record" 
responses. 

f. Each responsible FBI unit vill: establish an 
ettect1ve "tickler" system to monitor the sta~us of all 
outstandin9 WH/EOP responees to ensure that material• are 
returned on time. i:mmedia~ely coordinate vith the responsible 
W'H/EOP entity to ettact resolu~ion of any overdue returns, and 
~eep ~he FBI General counsel infonned of t~e status and 
resolu~ion of all overdue situ•tions. 

- such tracking will not be required for "no­
record" responses. 

g. The responsible FBI.unit will ensure thac 
returned materials are appropria~ely recorded 1n pertin~nt FBI 
records. 

h. Acce~5 to FBI-furni~hed materials within the 
WH/EOP will be limited to United Statea employees who have a need 

PAGf:06 
alt>t>51007 

to know Che 1nf or111a~ion for the proper performance of ,~~) 
constitutional, sta~utory, or other otticial or cereJnonial 
executive branch !unctions. The responsible 'WH/EOP entity shall ~J . 1 
inform the FBI via otf iei&l coTrea;pcn.cience of the names and Vr--,;t.-. .,I\.\ 
titles of the person(s) to b• authorized such access, and shall 
further appriae the FBI' by otti~ial correspondence of any 0 "';" ~ 
aYbsequ~nt chanqes in ace••• authority and the ~eaaona therefor. l\.··r··o· 
No Wff/,OP entities or personnel will permit access to FBI-
p~ovided materials by any person or entity not on an authorized 
access list previously provided to the FBI, except where s~cb 
access may be necess4ry under tho particular circumstances for an 
authorized purpo••, in Vh~ch case the responeible WH/EOP entity 
will pro~ptly notify the FBI and provide a written explanation. 

i. Alsc prior to being 9rantad access, eacb 
affected WH/EOP officer/employee must execute an agreement not to 
di~close the informa~1on tor other than purpoces tor.vhioh the 
inVABtigation was authorized. The responsible WH/EOP entity 
shall include a copy of comple~ d non-disclosure aqreemente vhen 
informing the FBI of access auth izations. 

3 
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j. The names and aignatures of all personnel 'Who 
are actually accorded ace••• to PBI•turni•h•d ma~eriala, alon9 
with the da~e and reason tor each aceesa, vill be recorded on 
access-record forms to be provided by the FBI Yith each 
investiqation. Access records ~ill ~a returned to the PBI fo~ 
retention when ~he respective inve&tiqations are returned. 

- Acce•s records will not be required for "no­
record" responses. 

k. FBI ~aterials shall be securely stored apart 
from WH/EOP files. 

l. WH/EOP entities may ma~e and preser1e their 
own records ot the official activities involved, which may 
incl~de WH/EOP-initia~ed questionnaires, notes and summari•• of 
FBI-furnished ~aterials, and other records raflectin9 WH/XOP 
processinq of the mat~ers. 

m. WH/EOP p~ocedures for handling and protectin 
F8I-furnished material• will be subject ~o FBI audit. Audi~s 
will be conducted at least yearly ae determined by the FBI in 
coordination W1t.h the responsible WH/£0P unit(&). \Al~ w.'ll 

.....H.___ I~ .. - -61-vl- .-..'- ..t,~1 
n. The PBI Geruiral eounHV(GC) may/resolve -

issues involvin9 interpretation or re~ision of ese procedures, 
including their applicability to cituations not anticipated in 
their fonnulation. ln so doinq ~he FBI GC wil give due 
consideration to applicable statutes and requl ~ions, the policy 
considera~ions underlying these p~ocedures, a ong with e "rule of 
reason." s au 
iA7 bis ~iii&. 

properly oompleeea 
pe::n1li=-sible) • 

Notes: 

l. Jl\s w;ed herein. tbe term ~penomu:J ~- refers to an of Ille DOG-c:rimilaal ~li"O laqniriea 
condocted by tbc FDI for the White Hou~ and EOP uala ror tbc urpoac ol evaluatin1 suicabiliry. securlty, 
Joyoalty, or acce~. These iDdude WK/EOP rcqu~ for backsrou d iDYeKipdcms, rei.avcsiiptions, updale 
invesdgalio11S, Dame check:;., expanded na.m.r. cbccks, and copln of r~ly c:aad.ua:ed ~el 
in.vcadgacioe&. 

4 
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2. Seaiaa 9(c) at Eaculi~ Order 104SO cxpr05Sly ~ tbac 1t)lle (aeaarily, ~'>'·and luitabilily) 
rcporrs aisd other i11ves1lgadwe material ud \afonnadan ~loped 1'y ~DI CODduaod pwnuar 10 

aoy '~e. order, or program deaaihed ill ... rhii order sliall remalD tbc property of the iuveaigarive 
agencie$ coodu.cdag rbe in~scipdona: 

l. la, 22b of GRS-1S, tbc J'ilatlooal ArclaM and Recmdl AdlDWllrarioa bu .-pres.sly provided tlaac 
1i)1tve&tipci'1e t'Cporu aad rebtsd ~unears fvrni.lbed ro agcAcia by Uweldpthe arguizcicnaa for uc ill 
making securily/~uicability dcrennio.atiou· may be 1dJeau~cd) io accordaDcc with tile invatipdng t&CDCY 
iutructian1." ID th1' cue. chc FBI would be •waruaiq" tbac dacae docvmcats be retunacd 10 t1ac FBI for 
eventual deattuaica by r}H: FBI. 

4. Sc.s s.g.. Mcmorudum for FBI Diroaor frccJ. of 'll'/96 from fllJ Gcoonl Owotol Slaapiro, k "Tlat 
Dissemination of f'BJ Pile talonDatioa ro tll~ W!Ute Homc· (appro~ same d3te by Direaor Freel& ud 
.DepQty Anoroey GelleraJ Gorclict); MC"lllora.odum fat White House Cbief of Staff Paaona of A/14/1996 
from Co~l to rile PtesJdeoc QuiDA. R.e: "\Vkife House Rcquars ro tile PBr; leaers ro Cowivl to lbe 
Preside»t Oui= cd Ofrace of AdmiDillratioc OeDcr.l Coun.s~I CuA.DiAg.bam of 8/2/96 from FBI Gea.eral 
CC>Qnscl She.piro. 

S. Howe11er, as indicated i.a rhc O\Wi.a 111c111oradu1n of 6/14/96. 1b~ pr~ dw FBI ~1 
m'\ICstiga,lOn.l 'Mill Oftly be pl'ediatrcd upoc rhc 'ubjc.a'a co~r (or d:ac DepUry AUarao)' GcouaJ•, approval) 
docs no< apply ro ·computeriz.cd crlmiaal hi6'ory cbeck{6)." ne n:Ccronced chccb only encompw aearcbea 
of the National Crime IJormarion C.eacer'1 (NCIC) fUcs of "waated persons· ud crimiul history reC10rd 
Wormatioa C-rap shcecs") OD indh'iduab wfto ~ bet:1' cri=iAa.Jly fiDgerpriDted. 

6. UDdcr limil:uio"i Conpe'6 imposed in FY-'17 WH/EOP appropriauo115, WHJEOP funda may DOI be 
used ro requcsr l'rom lhc FBI uy official back#Joucd bl"wCt.(igatioo. repon ullleu the subjca bl.$ ~ oprcss 
""filtc.o CCD.!eru for such requc:'t not more than six ntofttbs prior ro tbc da<c of 1uda request aad during che 
same ('lrc.sideatiaJ admini5cration (an CllC'eplion applies co Qt.Xplional citcumS&ancc \DllOMug oaiion.a.I 
securjcy). P\lb. l.. Na 1()4..208. 
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RESPONSE TO FBI DOCUMENT: 
"PROPOSED MODEL FOR MANAGING PERSONNEL INVESTIGATIONS" 

Para. l(d): "All requests for FBI-provided materials under the Freedom of Information 
Act would be referred to, and handled by, the FBL" 

Redraft as follows: "All requests for FBI-provided materials under the Freedom 
of Information Act and the Privacy Act that relate to staff affiliated with BOP 
a2encies subject to those acts would be referred to, and handled by, the FBL" 

The proposal as drafted is fine for EOP components subject to FOIA and the 
Privacy Act. However, the WHO and various other EOP components are exempt 
from the provisions of the FOIA and the Privacy Act. Thus, language should be 
inserted to the effect that FOIA and Privacy Act requests relating to employees of 
those components should be rejected as outside the scope of those taws -- rather 
than passed along to the FBI. 

Para. 2(c) 3d bullet: "The requesting official must certify . ~ . that the information is 
sought only for official purposes [and should be on express notice that unauthorized 
disclosure of any information obtained may violate the Privacy Act]." 

Strike the bracketed language. The Privacy Act does not apply to the WHO and 
various other BOP components. In any event, the Privacy Act will govern 
disclosures by agencies that are subject to it, whether or not there is such a 
warning in the request document 

Para. e: Sets an initial 30 day period for retentio.n of the Brs by EOP, with multiple 30-
day extensions permitted with respect to presidential appointments. 

Objectionable on a number of grounds. Why give extensions only for presidential 
appointments, and not for personnel security reviews? In any event, 30 days will 
usually be too short for appointment vetting purposes, and will often be too short 

· for security reviews. 

Instead, propose an initial 60 day period (FBI had initially informally discussed a 
90 day period), with 2 extensions of 60 days each that would be available 
automatically (for a total of 180 days, which the FBI proposal permits); extensions 
beyond that would be subject to agency justification and FBI concurrence (as 
provided in the present proposal). 

- . 
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Paras. h. i. j: Describe the rules under which individuals will be given access to the files. 

These three paragraphs tend to blur the difference between access to the files, 
and access to the information they contain. Everybody understands that the 
attorneys and personnel specialists who handle the actual files must be authorized 
by the CoS or the appropriate agency head to do so. But everybody also 
understands that these authorized individuals will sometimes have to share the 
information in the files (as opposed to the files themselves) with other persons, 
such as the President, the CoS, or other agency head. 

This practice needs to be affirmatively sanctioned in the procedures; access to the 
files needs to be distinguished from access to the information contained therein. 

Para. i: Creates a requirement that each person with "access" (to what is qot specified) 
must sign a separate nondisclosure agreement. 

This is unduly bureaucratic, and creates a separate piece of paper that generations 
of lawyers down the line may inadvertently neglect to sign - thus subjecting them 
to the claim that they violated the agreement. · 

Suggestion: eliminate para. "i" and instead add a non-disclosure~ legend to the log 
sheets that will accompany each BI (per para. "j"). This way, every time an 
individual signs the log, he or she will be making the nondisclosure certification 
required by the FBL And because the FBI provides the log sheet, it can ensure 
that the appropriate legend is on each one. 

Para. m: Provides for an FBI audit "at least yearly" of WH/EOP procedures. 

What is FBI intending to learn through an audit? Such things as the length of 
time the BOP holds onto a file, whether extensions are properly filed, and 
whether accesses are properly recorded, are auditable by the FBI without having 
to come to the WH/EOP to conduct a physical audit 

Suggestion: require that the WH/EOP will be required to certify, whenever asked 
by the FBI, that it is following the procedures laid out in this document This 
approach is followed in other instances - for example, DOE has required that 
agencies possessing nuclear weapon information periodically certify that they are 
protecting the information. 

Alternative suggestion: permit the FBI to view the physical storage of the files, to 
ensure that they are properly segregated and maintained. 

2 
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Para. n: Provides that FBI GC will resolve any issues of interpretation or revision of 
these procedures, and that the FBI GC may delegate this authority to an attorney in his 
office. 

The FBI GC should be required to interpret or revise these procedures "in 
consultation with the Counsel to the President and/or other appropriate official in 
the agency involved." This should not be a unilateral de~ion made by FBI GC. 
Further, these matters should not be delegable to another FBI attorney. 

Para. o: Provides that FBI will provide after-hours ability to receive emergency requests. 
Provides that "resort to this avenue is to be limited to only the most extraordinary 
situations." 

The paragraph says that the FBI will receive emergency ~equests after hours, but 
gives no delivery time (i.e., how soon will the requested files be av~able?). Also, 
their definition of "extraordinary situations" will differ from ours, as will their 
definition of what constitutes a "normal working day~" 

Suggestion: FBI must provide files within 2 hours of receiving any request 
between 8 am and 8 pm on weekdays or Saturdays - which will be considered 
normal working hours. Any request after 8 pm or on Sunday will be limited to 
"extraordinary situations," and up to 4 hours will be permitted for delivery. 

3 
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U.S. Department of Justice 

Office of the Deputy Attorney General 

Wathingtun, D.C. 20J30 

DATE: March 13, 1997 

TO: Cheryl Mills 

Telephone No. Fax No. ) _A.5.6. - 6279 

FROM: David W. Ogden 

Associate Deputy Attorney General 

Telephone No. (202) ~ - 8633 Fax No. (202) __5..1.i. - 9368 

TRJlNSMISSION CONTAINS 6 SHEETS INCLUDING THIS COVERSHEET 

***************************************************************** 

SPECIAL NOTE(S) 

WARNING: Many fax machines produce copies on thermal paper. The 
image produced is highly unstable and will deteriorate 
significantly in a few years. It should be copied on a plain 
paper copier prior to filing as a record. 

llJOOl 



---------------------------- -

03/13/97 09:33 '5'202 514 9368 ODAG 

DEC-05~1'395 11:40 Rdmin. Law/lnves. Law 202 324 1039 P.02 

PROl"OSED !IODEL FO"R JQHz.GIRG PlmSONNBL ~OHS1 

OONDOcrED BY '.CUE FBI FOR THE WllITE BOUSB (WB) ABD 
fJ!BE EXECUTIVE OFFI:CE OF THE PRESD>ENT (EOP) 

1. Tho kayQtO~Q for this modQl is continued FBI 
owne~ship and eontrol of all ~aterials provided to requesting 
WH/EOP clients. 

a. Au~ority ~or retaine FB~ o~nership and 
control includes Executive Order 10450z nd General Records 
Schedule (GRS) lS~l 

b. Retained ~BI owner~hi and control must be 
unequivocally artieuiated and.manifest i both documentation and 
practice throughout the process. Means to this end should 
include execution on behalf of the President and EOP 11 aqency" 
heads of Memorandums or Understanding (Moos) with the FBI/DOJ 
conf i:r?aing re~ained ~DI oYne~~hip and control of all FBr­
furnished materials and embodying the key details of the 
resulting procedures to be followed. 

c. In order to perm.it ~xercise of t:hGir 
respectiv~ responsibilities under the Presidential Records Act 
(PRA) or the Federal Records Aet (FRA), client entities would not 
be precluded fro~ making or prese::r:vinq their own official notes 
or summaries of the investigatiye materials involved in entity 
daoisions. 

d. All requests for FBI-provided materials under 
the Freedom of Information Act would be referred to, and handled 
by, the FBl'.. 

2. Proposed details: 

a. This model would apply to personnel 
investigation requests on behalf of the President and the Vice 
President, their respeo~ive offices, and other entities of the 
EOP. 

b. Thi~ model would apply to all WH/EOP requests 
for background investiqations, reinvestigations, update 
investigations, name checks, expanded name checks, copies of 
previously conducted personnel investigations, and the like. ~ 
detailed below, howover, certain asp~e~~ wouid be inapplicabl~ to 
"no-record" responses (i.e., responses to requests for nalile 
checks or copies of previous investiqations which advise that FBI 
fi1es contain no identiriable intormat~on). 

c. ~ll such WH/EOP requests must be submitted in 
accordance with the existing procedures established by the FBI, 
the Deputy Attorney General, and the counsel to the President 
{subject to any subsequent modifications as respon5ible 
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authori~ies ~ay authori~e) .' These procedures now inc1ude 
requirements that: 

- Any WH/EOP request seeking copies of or 
infot"lnation diZ>ti1led from FBI ~1.les must be accompanied··by 
eith~r timely consent of the person vhose files are bein9 
reviewed, or by a letter from the Counsel to the President (or 
comparable authority for independent EOP entities) throuqh the 
Deputy Attorney General to the FBI General counsel, setting forth 
a writ~Qn exp1anation vby such consent cannot be obtained or 
should not be sought in the circumstances. 5 

- WH/EOP requestors need not provide a new consent 
form when requeetin9 follow-up inquiries which can reasonab1y be 
viewed as being within the atnbit of a previou$ly providad oohsent 
(e.q., ~hen askinq the FBI to further develop matters raised in a 
report of background investigation to which the subject ._ 
consented.) WH/EOP requests for supplemental inquiries submitted 
within 30 days of the preeeding FBI response shall be pres\l?lled to 
be within the atnbit ·of the original consent. except when the 
supplemental· request is made more than six months after the date 
of the or19ina1 consent or during a different presidential 
acimini~tra ti on. 6 

- Each WH/EOP request to the FBI must be s~mitted 
on an FBI-approved form indicating the specific reason for the 
reque3t and si9ned by both the requesting official and a . 

· desiqnated attorney in the lYhite House Counsel•s Offico (or 
designated official in independent EOP entities) who will have 
reviewed and approved all .requests prior to their transmittal to 
the FBI. The requesting of.ficial rnust certi!y, sul:>ject to the 
crimin~l penaltiQS for making a false statement,·that the 
information is souqht only for official purposes and should be on 
express notice that unauthorized disclosure of any inf onnation 
obtained may violate tne Privacy Act. 

- A copy of each WH/EOP request for information 
from FB! files must :be provided t.o the FBI Of.fice of the General 
Counsel (OGC) for review prior to any FBI response. 

d. Th0 responsible FBI unit vill pro=inently mark 
each response as FBI property (e.g., via use of an "FBI-property" 
stamp). 

e. WH/EOP client entitiee must return FBX-;l furnished materials to the FBI. The responsible FBI unit will 
;'prominently mark eaoh response to indicate this return 
' requirement arul_~n~ daee by ~hich the FBl ~ust be in receipt of 
\ ret~rned materials. Tlirs date will noJ:tnally be no later than 30 
1\days after the transmittal date of the FBI response. In tha case 

of prospective presidential appointments, an attorne¥ in the 
ofrice of the Counsel to the President who is author1zed to 
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approve perso~nel investiqation reqUests ma.y obtain an autom~tic 
30-day extension of the return date by providinq the FBI a signed· 
certification that retention· by the White House is required ror a 
particular candidate whose con5idcration for appointment remains 
on9oin9 as of the return d~te. No more than 5 sucn automatic 
extensions are authorized, and each must be effected by. a 
separate certification. Other exceptions will only be perm.ieted 
when the client agency documents reasons why more time is needed 
unQ~~ ~artieula~ ci~cumatancQs. and the FBI approves the 
requested extension. 

- Returns "'7ould not be required for "no-record" 
re·:sponses. 

f. Eaoh responsible FBI unit will: establish an 
effective "tic1'lern system to monitor the status of all 
Qutstandin9 WH/EOP ~esponse~ to ensure that ~ate~ial~ are 
returned on ti~e, innn~diately coordinate with the responsible 
WH/EOP entity to·effect resolution of any overdue returns, and 
keep the FBI General Counsel informed of the status and 
resolution of all overdue situations. 

- Such. tracking will not be required for "no­
record" responses. 

g. The reepcnsible FBI.unit will onsuro that 
returned materials are appropr~ately recorded in pertinent FBI 
records. 

h. Access to FBI-furni~hed materials within the 
WH/EOP will be limitedCf.""~n.it:ed States emplo~~who have a need 
to know the information for the proper ~erformance of 
constitutional, statutory, or other official or ceremonial 
executive branch !unctions. The responsible WH/EOP entity shall 
inform ·the FBI via off icia1 corrQ~pondance of the namas and 
titles of the person(s).to be authorized such a~cess, and sha11 
·further apprise the FBI by official correspondenc~ of any 
subsequent changes ~n access authority and ~he reasons there!or. 
No WH/EOP entities or per~onnel will perniit access to FBI­
provided materials by any person or ~ntity not on an authorized 
access list previously.provided to the FBI, except where such 
access may be necessary under the particular circwnstances tor an 
euthorized purpose, in which ca3e the responaib1e mt/EOP entity 
will promptly notify the FBI and provide a ~ritten e~lanation. 

i~ Also prior to being granted access, each 
affected WH/EOP officer/employee must execute an agreement not to 
disclo£e the inf onnation for other than purpose~ for which tho 
investigation was authorized. The responsible WH/EOP entity 
shall include a copy of completed non-disclosure aqreements when 
informing the FBI or access authorizations. 
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j. The names and siqnat~res of all personnel who 
are actually accorded access.to FBI-furnished ~aterials, along 
with the date and reason for· each access, will be recorded on 
access-reeor~ forms to be provided by the FBI with each 
investigation. Access record~ will be returned to .the FBI for 
retention when the respective investiqations are returned. 

- Access records will not be required for "no­
record" responses. 

k. FBI materials shall be securely stored apart 
from WH/EOP files. 

l. WH/~OP entities may make and preserve their 
own records of the official activities involved, which may 
include WH/EOP-initiated questionnai~es, notes and summaries of 
FBI-rurnisned materials, and other records reflecting WH/EOP 
processing of the matters. 

~-. WH/EOP procedures for handling and protectinq 
FBI-furnishQd ~aterials will be sUbject to FBI audit. Audits 
will be conducted at least yearly as determined by the ~BI in 
coordination with the responsiblo WH/EOP unit(s). 

n. The FBI General Counsel (GC) may resolve 
~ssues involving interpretation or revision o! these procedures, 
including their appl-icability t_o situations not o.nt:.ioipat:ed in 
their formulation. In so doing the FBI GC will give due 
consideration to applicable statutes and regulations, the policy 
considerations underlyinq these procedures, along with a ttrule of 
reason." 'l'he FBI Ge ·:may delegc.te this c.utho·rity to an attorney 
in his office. 

o. The FBI will provide a 24-hour, 7-day-a-wee~ 
capabil~ty for receiving emerqent WH/EOP reques~s ror name checks 
or copies of e~isting invQsti~ations outside of normal wQ~king 
hours. Resort to this avenue is to be limited to only the ~ost 
extraordinary situations. Any such requests must include a 
properly oompletea. request fortn (though sUbmission via fax is 
pe~iss.ible). 

Notes: 

l. As used herein, the term •perwnnel investigations· refers lo any of dlc non-criminal investigative hiquirie.s 
conducted by the FDI for the White House and EOP units for cbe p~e of e\raluating suitabilicy. security, 
Ioyo.lty, oc acce~. These include WH/EOP requcsLS for background invC6UgaUOJl5.. rclnvest1gatlons. updacc 
investigations, name chec:h.. cxp21nded oame cbeclcs, and copie1: of previously ttmducted p!!rwnoel 
investigations. 
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2. Scc:tion 9(c) of Exccuti"C Order 10450 cxprC:$$ly pro~de' th.at 1t]he [5ecurity. loyalty, a.nd "Jitahili.tyJ 
· repon:s and other investigative material and in.fo~atiou developed by investigations conductc.d pursuant to 

any statute, order, or program dcscn"bcd iD ••. this order shall remain che property of the in~estigative 
agencies conducting the invesdgatio~: · 

3. In 1' 22b of GRS.tS, rhe National Archivl! and Rcc.ords Adminiscradoa has expressly provided chat 
1i)avescigative repom and related doeumenu furnished co agencies by investigative organizations for USe in 
making secority/suil:ability dctermin.atioD$· may~ •[d]csuo)'[ed) in accordance with the investigating agency 
Instructions.· In thl5 case:, the FBI would be .. UlSIIUCtlng- chat WRC d0CWJ1=11-.:s ~ rctum=d to the FBI for 
eventual dewvttion by die FBI. 

4. ~ e.g.. Memoraudum for FBI Direaor Frech of 6/14/96 from FBI General CoUDsel Shapiro, R.c: "The 
Dissenibiation or FBI File Infonna.tioo to.the White House- (approved same date by Dlreaor Freeh and 
Deputy Attorney Ge11erol Gorelick); Mem,(u·a.ndum !or White How:e Chief of Staff Paner:u of 6/14/1996 
from Counsel to the President Qullln.; Re: ~White House Requests ro the FBr; letters to Counsel lo chc 
President Quinn and Office of Ad.cbb:aistration General Counsel Cunaing.ham of 8/2/96 from FBI General 
Coumel Shapiro. 

5. However, as indicated in the Ou.inn memorandum of 6/14/96. the prO\'ision that FBI persomtel 
investigations will only be predicated upon the subject's consent (or the DeputY Attorney General's approval) 
docs 110( apply co ·computcrb:cd criminal history cbcck[s].• The referenced cheeks only CAcompass searches 
o! the NatioDal Q-imc Information CeDtcr'1 (NCIC) files of •want~d penon:;· aDd ~ b.Utory rccord 
information C-rap £heeG·) on individu3.l' who b..a\·e been c:riminally fingerprinted. 

6. Undu liaiicatioc.s Congress imposed in FY-97 WH/EOP appropriation$, WH/EOP funds may nor be 
used to rcqu~t Crom the FBI any offictal background invaugation report uulc:ss chc subject bas given Q.-pr~ 
wrlttea ~nsent for i;uch requeit Dot more th~ six month$ prior to cbo date of 5uch request and durmg che. 
same presidential administration (a11 exception applies to exceptional circumstance involving national 
sccuricy). Pub. L. No. ioii.-208. 
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THE BXBCDTJ:VB ona"xc:E OF nm ~. (BOP) 

1. The Jc.eyo~one for thia inodel is continued.· FBI 
ownership and' control of all materials providAd to requestinq 
WK/EOP clients. 

a. Au~ority for retained FBI ownership and 
control includes Executivo order 104502 and General Records 
Scbadule (GRS) ia. 1 

b. RGt~lned FBI ownership and control auat be 
unequivocally articulated and manifest in both doC\Ullentation and 
praccice throughout the process. Means to this end should 
include execution on behalf of tho President and &OP "~<Jency" 
heads of Hemorandum5 ot Understanding (KOUs) with the FSI/DOJ 
confirming retained FBI ovnership and control of all FBI­
furnished ~aterial~ and elnbodyinq the key details of the 
resulting proeadurea to be follo~ed. · 

c. In order to porJnit exercise of their 
respective re5ponsibilities under the Presidential Records Act 
(PR.A) or the Fed~ral Records Act {F'RA), client entities would not 
be preeluded trom makin9 or pr•servin~ their own official notes 
or sullllllarie$ of the 1nvese1qative ~atarials involved in entity 
decisions. 

d. All requests for FBI-provided materials under 
~he Yreedom ot Xnfol:"Jl\ation Act would be raf~rred to, and h~ndled 
by, the FBI. 

2. ~ropo~ed details: 

a. This model vould apply to personn•l 
investigation requests on behalf of the President and the Vice 
President, their respective offices, and other entities of the 
EOP. 

b. Thie model would apply to all WH/EOP requests 
for backqround investigations, reinve£tiqations, update 
investigations, naJ11e checks, expanded. name c;heclc.o, copies ot 
previously conducted pers~nnel in~estigations, and th• like. A6 
detailed below, ho~ever, certain aspect~ would be inapplicable to 
"no~record" re&:pon~u~s (i.e., responses t.o requests for name 
checks or copies of previous investiqaeions which adviGe that FBI 
rilas contain n6 identitiable intor1Z1ation). 

c. ~ll such WK/EOP requests muat be submitted in 
accordance w1tn the existing procedures asta~lished by the FSI, 
the Deputy Attorney Ganerl!ll, and the c·ounael t:.o the President 
(subject ~o any subsequent modification$ as responsible 
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authorities ~ay authorize).' The5~ procodurea now include 
requirements that: 

- Any Wll/EOP request aaeking copies of or 
in.rorni.ation dii5:tilled from FBI tile• iauet be accompanied "by 
ei~her timely consent of tho person whose til•• are boing · 
re~iewed, or by a lettRr fro~ th• coun5el to tho Pre&ident (or 
comparable authority for independent EOP entities) throuqh the 
Deputy Attorney General to the FBI General Counsel, setting forth 
a written e~planation vhy such eon~ent cannot be obtained or 
should not be sought in the cireumstance5. 5 

- WH/EOP r•Q'lestors need not provide a nev consent 
torm Yhen reque£tin9 follov-up inquiri•m which can re~sonably be 
viewed as being within the ambit of a previously provided consent 
(e.q., when a~kinq the FBI to turther develop matters raised in a 
report of background investigation to vhich tha subject 
consentad.) WH/EOP requests tor supple~antal inquiri&s submit~ed 
within 30 days of the preeedin9 FBI re£ponse shall be preaWQed to 
be vithin the atnbit ot the oriqinal consent. except vh~n the 
&upple~ental reques~ is ~ade ~ore than six months a!ter tho date 
ot the original consent or during a diffe~ent precidential 
adtninistration. 6 

- Each WH/EOP request to the FBI must be sub~ittcd 
on an FBI-approved foJ:"m 1ndicatinq the specific reason for the 
rcq\lest and signed by both the rcquestinq official and a 
designated attorney in the ~ite ttouse counsel's Offico (or 
designated offjcial in independent EOP entities) who will have 
revie~ed and approved all reque5ts prior to their tran=~ittal to 
the Fat. The requesting ot!icial ~ust cartify, subject ~o the 
critninal penalties for ~akinq a false statement, that the 
information i~ souqh~ only ror otticial purpoces and should be on 
express not1ee that u~authariaed disclo~ure of any infotl'l\Ation 
obtained m~y violate the Privacy Act. 

- A copy of each WH/EOP requese for information 
from FBI files ~ust be provided to the FBI Office of the Qeneral 
Counsel (OGC) for revia~ prior to any F!l response. 

d. The responsible FBI unit will prominently mark 
each response ~s FBI property (e.9., via U5a of an MfBI-property" 
stamp) . 

e. WH/EOP client entities ~ust return FBI­
furni5hed material~ to ~he FBI. The responcibla FBI unit will 
p~ominently mark each reGponGe to indicate this return 
r~quirement and the date by which the FBI ~ust be in receipt of 
returnad ma~erials. This d&te will nor111ally be no later than JO 
days after the tran~mittal da~• o! the FBI roapon~•. In ~he case 
of prospective presidential appointments, an at~orney in the 
O!fice ot the Coun9el to th• Presid~nt who i~ authorized to 
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approve personnel invgstiga~ion requost6 may obeain an automatic 
30-day extengion o! the return date by providin; th• FBI a signed 
certification that retention by th• Whit• H~uae is required for a 
particular candidate whose consideration tor appoint~ont remains 
on9oing as of the raturn da~e. No more ch~n 5 such autp~atic 
extension& are authorized, and each muat be effected by A 
separate certification. Other •~captions vill only be iermitted 
when the client agency documents reasons why ~ore ti~• s needed 
under particular circu~st~nces, and the FBI approves the 
requested extension. 

- Returns would not be required for "no-record" 
response5. 

f. £ach responsible FBI unit will: establish on 
ettective "tickler~ &ystem to monitor the status of 5ll 
outstanding WH/EOP rosponees to ensure that matar1alc are 
returned on time. immediately coordinate with the responsible 
WH/EOP entity to ett&ct resolution of any overdue returns, and 
keep the FBI General counsel inf ornaed of the status and 
resolution of all overdue situations. -

- Such tracking will not be required for "no­
record" responses. 

g. The responsible FBI.unit vill ansuro thAt 
returned materials are appropriately racorded in pertinent FBI 
records. 

" h. Accer:~ to FBI-furnished materials within the 
WH/EOP will be limited to United States employees who have a need 
to know the 1nf or111c~ion for the proper performaneo of 
con~titutional, statutory, or other otticial or ceremoni~l 
exacutive branch !unctions. The responsible WH/EOP entity shall 
inform the FBI via otf icial co~r•spondence of the names and 
titles of the person(s) to b• authori2ed such access, and shail 
further appriae the FBI by otticial correspondence of any 
subeequBnt chanqes in aceeas authority and the ~eaaons therefor. 
No WH/&OP entities or personnel will permit access to FBI­
p~o~ided material6 by any per~on or entity not on an authorized 
access li&t previouGly provid•O to the FBI, except ~here such 
access may be necessary under tho particular circumstances for an 
autnor~~ed purpose, in Vhich case the responeible WH/EOP entity 
wiil promptly notify the'FBI and provide a written explAnation. 

i. Also prior to being qrantGd access, each . 
affected WH/EOP offieer/e~ployee must exec~te an agreement not to 
di~close the information ~or othar than purposes for whioh tho 
invA~tigation was authorized. The responsible WH/EOP antity 
shall include a copy of eompleted non-di~closure aqreemente vhen 
informing the FBI of aceese authorizations. 
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j. The names and ai9natures of all personnel Who 
arQ aet:ually accorded access to PBI-furni•h•d. 111.ateriala, alon9 
vlth the date and reason tor each accasa, vlll be recorded on 
access-record forms to be provided by tha FBI Yith each 
investigation. Access records will be returned to tha·FBI for 
retention when the respective inve&tiqations are returned. 

- Access records will not be required for "no­
reoord" responses. 

k. FBI ~ater1als shall be seeuroly &tored apart 
from WH/EOP files. 

1. WH/EOP entities may ma~e ·and preseive thoir 
own records o! the official activities involved, which may 
include WH/EO~-initiated ques~ionnaires, notes and summar1az of 
FBI-furnished ~aterials, and other records raflectin9 WH/ROP 
processing of th~ matters. 

m. WH/EOP procedures for handling and P-rotectinq 
FBI-furnished material• vill b~ subject ~o FBI audit. Audits 
will be conducted at least yearly a& determined by the YBI in. 
coordination v~th the responsibl~ WH/EOP unit(&) . 

n. The PBI Gehoral Counsel (GC} may resolve 
issues involvin9 interpretation or revision of these procedures, 
includinq their applicability to cituations not anticipated in 
their fonnulation. In ao doinq the ~BI GC will qive due 
conGideration to applicable statutes and requla~ions, the policy 
considerations underlying these procedures, along with a "rule of 
reason." ThP. FBI GC ~ay delegate this authority to an attorney 
in his office. 

o. The FBI will provide a 24-hour, 7-day-a-vee~ 
capability for receiving emergent WH/EOP reque&ts tor name checks 
or copies ot existin~ invoctigations outside o! normal vorking 
hours. Resort to this avenue is to be limited to only the moat 
extraordinary situations. Any ~ueh requests must include a 
properly oompleeed request fot"111 (thou9h submisvion via fax is 
perllli:;sible). 

Notes: 

1. As used herein,. tbe (crm ·pet"50nnel ~tipciocis" refcr5 to uy of the llOCl-crimiDal ~liwo laqniri.ct 
condoded by cbe FD! for the \Vhite Hour.e and 'EOP u~ts ror the purpoac of oYlluatiJli suitability. securlry, 
loyalty, or acce~. These include WH:/EOP rcqu~r.s for backgro"od iovc6QpdoA&. rci.nvc:sciprions, update 
invesdgadons, uamc check:;. expanded na.mr: cbccks, and caplcs o( pccviou.lly conducted personnel 
invca.i:lgatl006. 
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2. Seaion 9(c) ot Executive Order 104SO cxpr0$Sfy P"J"i• daac 1t)ho (&ec\lriry, loyAScy. ~ aultabiliry) 
rcporr~ and other iavcsdp.dwe marcrial ud iofonn•dan drMtopcd by ~na cond\l.Cled punuaar co 
any swvte. ord«, or program d.esaihed ia ... rbii otdcr sball rcmw tbc propCny of the iuvettigarive. 
agenciel cooducti.ag cbe in~stipclooa: · 

l. 111., 22b of GRS~tS. tbe ~atlonaJ ArcbiYc and Records Admini1trarioo bu cxpreuly prOV'idcd thac · 
1iJ11vcctipti~ repons and rcbt•d docuatents fumisbed ro 1gc11ciea by Uwesripttve arg•pirariooa for use iA 
maliag sccwily/~uit•bility dcrenninatiou· may be 1dJCAlto,{od) io auordu.cc with lhe inveatipt!Dg •DCY 
instructions." ID l:bil· cue. the FBI wau1d be •iBl&ruaiag9 daal lhe&c docvnlcats be rctu.ruod co the FBI foe 
eventual denruc:tioa by rhe f'BJ. 

4. 5£-;. c;.g,. Mcmonadusn tor FBI Dlteaar Frcclt of 'fl'/96 from FBI Geo.cral Coua&cl Shapiro. R.e: "Tbt 
Dl$saminatioa. of FBI PUc lllformatioa ro th~ White Rowe· (appro'V'Cd same dare by Director Prcch ud 
DepQty AttorDoy GelicraJ Gorclidt); Memoca.adwn f« Wbite House Qief of Staff Puena of 1./14/1996 
from Couasel ro rbc Prestdcoc Ouiaa. Re: "White House Requc.us to tho PBr; 1eacn to eowi.d to the 
Prcsideot Qui.Dll ud Offtee of Adminislratian Ocz:ierel CoUllSel Cu~ara ol 8/2/96 from FBI Gea.cral 
Co~nsd Sh•pil"o. 

S. Ho~. u indicated in the Quiiul momora.ndutn of 6/14/96. 1bc pr~ tlw 'fB[ perSODDd 
Uivcstigatlom 'tlfill only be prediCArcd upoc rhe 1ubjca'1 coo.scat (or the Deputy Anarao)' Genera.I'' appr0911) 
docs no< apply ro ·computeriz.cd crimiaal hi"ory cbcck{g)." nc mcrooced diecb only CACOmpW K4tc:bca 
of rhc National Crime hr!ornt~rion Cctcr's (NOC) files a! "waofcd persons· alld criaiiaal history rec:ord 
iAformatioa rrap sbcets") OD lndMduab wflo ha..-e ~ crimiAally fiDgtrpriaccd. . 

6. Under limitacio1u Conift" imposed in fY.'J7 WH/EOl' appropriation&. WH/EOP funds may DOI be 
used ro request Crom the FBI .a.ny official background U."CMigatioA repon unleu the subjea b&$ pvca aprcu 
"'1ilten consent for such requc't aot IJlOrc than six 1nontbs prior ro the <lace of 1uch request aad. daring the 
same rre.s.ideotial admini.scrauon (au cxceprioa applies co aa:plton.al citcumSlallcc iawolvi:Jg oatio~ 
securicy). Pub. 1.. No 1Q4..1.08. 
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