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to empower individuals and families to help 
themselves, including our expansion of the 

ed-income tax cut for lo - and mod­
-income working familie and our pro-

pas for injecting choice d competition 
mto p blic and assisted using and for a 
new G. Bill for America' orkers. 

I am etennined to nd Federal budget 
deficits, d my bal ced budget proposal 
shows that e can b ance the budget with­
out abandon g the nvestments that are vital 
to the securi an prosperity of the country. 
now and in th uture. I am confident that, 
working toge we can build common 
ground on e wennent agenda while 
putting. our. fiscal ouse in order. I will do 
everythm m my wer to make sure this 
happens 

Executive Order 12968--Access to 
Classified Information 
August 2, 1995 

The national interest requires that certain· 
information be maintained in confidence 
through a system of classification in order to 
protect our citizens, our democratic institu­
tions, and our participation within the com­
munity of nations. The unauthorized disclo­
sure of information classified in the national 
interest can cause irreparable damage to the 
national security and loss of human life. 

Security policies designed to protect classi­
fied information must ensure consistent cost 
effective, and efficient protection of ou; Na­
tion's classified infomiation, while providing 
fair and equitable treatment to those Ameri­
cans upon whom we rely to guard our na­
tional security. 

This order establishes a uniform Federal 
personnel security program for employees 
who will be considered for initial or contin­
ued access to classified information. 

Now, Therefore, by the authority vested 
in me as President by the Constitution and 
the laws of the United States of America, it 
is hereby ordered as follows: 

Part l Definitions, Access to Classified 
Infonnation, Financial Disclosure, and 
Otheritema 

Section I.I. Definitions. For the purposes 
of this order: (a) "Agency" means any "Exec­
utive agency," as defined in 5 U.S.C. 105, 
the "military departments," as defined in 5 
U.S.C. 102, and any other entity within the 
executive branch that comes into the posses­
sion of classified information, including the 
Defense Intelligence Agency, National Secu­
rity Agency, and the National Reconnais­
sance Office. 

(b) "Applicant" means a person other than 
an employee who has received an authorized 
conditional offer of employment for a posi­
tion that requires access to classified infor­
mation. 

(c) "Authorized investigative agency" 
means an agency authorized by law or regula­
tion to conduct a counterintelligence inves­
tigation or investigation of persons who are 
proposed for access to classified information 
to ascertain whether such persons satisfy the 
criteria for obtaining and retaining access to 
such information. 

(d) "Classified information" means infor­
mation that has been determined pursuant 
to Executive Order No. 12958, or any succes­
sor order, Executive Order No. 12951, or any 
successor order, or the Atomic Energy Act 
of 1954 (42 U.S.C. 2011), to require protec­
tion against unauthorized disclosure. 

(e) "Employee" means a person, other 
than the President and Vice President em­
ployed by, detailed or assigned to, an ag~ncy. 
including members of the Armed Forces; an 
expert or consultant to an agency; an indus­
trial or commercial contractor, licensee, cer­
tificate holder, or grantee of an agency, in­
cluding all subcontractors; a personal services 
contractor; or any other category of person 
who acts for or on behalf of an agency as 
determined by the appropriate agency head. 

(0 "Foreign power" and "agent of a for­
eign power" have the meaning provided in 
50 u.s.c. 1801. 

(g) "Need for access" means a determina­
tion that an employee requires access to a 
particular le\'el of classified information in 
order to perform or assist in a lawful and 
authorized governmental function. 
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(h) "Need-to-know'.' means a determina­
tion made by an authorized holder of classi­
fied information that a prospective recipient 
requires access to specific classified informa­
tion in order to perform or assist in a lawful 
and authorized governmental function. 

(i) "Overseas Security Policy Board" 
means the Board established by the Presi­
dent to consider, develop, coordinate and 
promote policies, standards and agreements 
on overseas security operations, programs 
and projects that affect all United States 
Government agencies under the authority of 
a Chief of Mission. 

(j) "Security Policy Board" means the 
Board established by the President to con­
sider, coordinate, and recommend policy di­
rectives for U.S. security policies, proce­
dures, and practices. 

(k) "Special access program" has the 
meaning provided in section 4.1 of Executive 
Order No. 12958, or any successor order. 

Sec. 1.2. Access to Classified Information. 
(a) No employee shall be granted access to 
classified information unless that employee 
has been determined to be eligible in accord­
ance with this order and to possess a need­
to-know. 

(b) Agency heads shall be responsible for 
establishing and maintaining an effective 
program to ensure that access to classified 
information by each employee is clearly con­
sistent with the interests of the national secu­
rity. 

(c) Employees shall not be granted access 
to classified information unless they: 

(l) have been determined to be eligible 
for access under section 3.1 of this order 
by agency heads or designated officials 
based upon a favorable adjudication of 
an appropriate investigation of the em­
ployee's background; 

(2) have a demonstrated need-to-know; 
aml 

(3) ha\·e signed an approved nondisclosure 
agreement. 

(d) All employees shall be subject to inves­
tigation Ly an appropriate government au­
thority prior to being granted access to classi­
fied information and at any time during the 
period of access to ascertain whether they 
continue to meet the requirements for ac­
cess. 

(e)(l) All employees granted access to clas­
sified information shall be required as a con­
dition of such access to provide to the em­
ploying agency written consent permitting 
access by an authorized investigative agency, 
for such time as access to classified informa­
tion is maintained and for a period of 3 years 
thereafter, to: 

(A) relevant financial records that are 
maintained by a financial institution as 
defined in 31 U.S.C. 5312(a) or by a 
holding company as defined in section 
1101(6) of the Right to Financial Privacy 
Act of 19i8 (12 U.S.C. 3401); 

(8) consumer reports pertaining to the 
employee under the Fair Credit Report­
ing Act (15 U.S.C. 168la); and 

(C) records maintained by commercial en­
tities within the United States pertaining 
to any travel by the employee outside 
the United States. 

(2) Information may be requested pursu­
ant to employee consent under this section 
where: 

(A) there are reasonable grounds to be­
lieve, based on credible information, 
that the employee or former employee 
is, or may be, disclosing classified infor­
mation in an unauthorized manner to a 
foreign power or agent of a foreign 
power; 

(B) information the employing agency 
deems credible indicates the employee 
or former employee has incurred exces­
sive indebtedness or has acquired a level 
of affluence that cannot be explained by 
other information; or 

(C) circumstances indicate the employee 
or former employee had the capability 
and opportunity to disclose classified in­
formation that is known to have been 
lost or compromised to a foreign power 
or an agent of a foreign power. 

(3) Nothing in this section shall be con­
strued to affect the authority of an investigat­
ing agency to obtain information pursuant to 
the Hight to Financial Privacy Act, the Fair 
Credit Reporting Act or any other applicable 
law. 

Sec. 1.3. Financial Disclmmrc. (a) Not 
later than 180 days after the effecth'e date 
of this order, the head of each agency that 
originates, handles, transmits. or possesses 
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classified information shall designate each 
employee, by position or category where pos­
sible, who has a regular need for access to 
classified information that, in the discretion 
of the agency head, would reveal: 

( 1) the identity of covert agents as defined 
in the Intelligence Identities Protection 
Act of 1982 (50 U.S.C. 421); 

(2) technical or specialized national intel­
ligence collection and processing sys­
tems that, if disclosed in an unauthor­
ized manner, would substantially negate 
or impair the effectiveness of the sys­
tem; 

(3) the details of: 
(A) the nature, contents, algorithm, 
preparation, or use of any code, cipher, 
or cryptographic system or; 
(B) the design, construction, function­
ing, maintenance, or repair of any cryp­
tographic equipment; but not including 
information concerning the use of cryp­
tographic equipment and services; 

(4) particularly sensitive special access pro­
grams, the disclosure of which would 
substantially negate or impair the effec­
tiveness of the information or activity in­
volved; or 

(5) especially sensitive nuclear weapons 
design information (but only for those 
positions that have been certified as 
being of a high degree of importance 
or sensitivity, as described in section 
145(1) of the Atomic Energy Act of 
1954, as amended). 

(b) An employee may not be· granted ac­
cess, or hold a position designated as requir­
ing access, to information described in sub­
section (a) unless, as a condition of access 
to such information, the employee: 

(1) flies with the head of the agency a fi­
nancial disclosure report, including in­
formation with respect to the spouse 
and dependent children of the em­
ployee, as part of all background inves­
tigations or reinvestigations; 

(2) is subject to annual financial disclosure 
requirements, if selected by the agency 
head; and 

(3) files relevant information concerning 
foreign travel, as determined by the Se­
curity Policy Board. 

(c) Not later than 180 days after the effec­
tive date of this order, the Security Policy 
Board shall develop procedures for the im­
plementation of this section, including a 
standard financial disclosure form for use by 
employees under subsection (b) of this sec­
tion, and agency heads shall identify certain 
employees, by position or category, who are 
subject to annual financial disclosure. 

Sec. 1.4. Use of Automated Financial 
Record Data Bases. As part of all investiga­
tions and reinvestigations described in sec­
tion l.2(d) of this order, agencies may re­
quest the Department of the Treasury, under 
terms and conditions prescribed by the Sec­
retary of the Treasury, to search automated 
data bases consisting of reports of currency 
transactions by financial institutions, inter­
national transportation of currency or mone­
tary instruments, foreign bank and financial 
accounts, transactions under $10,000 that are 
reported as possible money laundering viola­
tions, and records of foreign travel. 

Sec. 1.5. Employee Education and Assist­
ance. The head of each agency that grants 
access to classified information shall establish 
a program for employees with access to clas­
sified information to: (a) educate employees 
about individual responsibilities under this 
order; and 

(b) inform employees about guidance and 
assistance available concerning issues that 
may affect their eligibility for access to classi­
fied information, including sources of assist­
ance for employees who have questions or 
concerns about financial matters, mental 
health, or substance abuse. 

Part 2 Access Eligibility Policy and 
Procedure 

Sec. 2.1. Eligibility Determinations. (a) 
Determinations of eligibility for access to 
classified information shall be based on cri­
teria established under this order. Such de­
terminations are separate from suitability de­
terminations with respect to the hiring or re­
tention of persons for employment by the 
government or any other personnel actions. 

(b) The number of emplorecs that each 
agency determines are eligible for access to 
classified information shall be kept to the 
minimum required for the conduct of agency 
functions. 
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(1) Eligibility for access to classified infor­
mation shall not be requested or granted 
solely to permit entry to, or ease of 
movement within, controlled areas 
when the employee has no need for ac­
cess and access to classified information 
may reasonably be prevented. Where 
circumstances indicate employees may 
be inadvertently exposed to classified in­
formation in the course of their duties, 
agencies are authorized to grant or deny, 
in their discretion, facility access ap­
provals to such employees based on an 
appropriate level of investigation as de­
termined by each agency. 

(2) Except in agencies where eligibility for 
access is a mandatory condition of em­
ployment, eligibility for access to classi­
fied information shall only be requested 
or granted based on a demonstrated, 
foreseeable need for access. Requesting 
or approving eligibility in excess of ac­
tual requirements is prohibited. 

(3) Eligibility for access to classified infor­
mation may be granted where there is 
a temporary need for access, such as 
one-time participation in a classified 
project, provided the investigative 
standards established under this order 
have been satisfied. In such cases, a 
fixed date or event for expiration shall 
be identified and access to classified in­
formation shall be limited to informa­
tion related to the particular project or 
assignment. 

( 4) Access to classified information shall 
be terminated when an employee no 
longer has a need for access. 

Sec. 2.2.1.Rvel of Access Approval. (a) The 
level at which an access approval is granted 
for an employee shall be limited, and relate 
directly. to the level of classified information 
for which there is a need for access. Eligi­
bility for access to a higher level of classified 
information includes eligibility for access to 
information classified at a lower level. 

(b) Access to classified information relat­
ing to a special access program shall be grant­
ed in accordance with procedures established 
by the head of the agency that created the 
program or, for programs pertaining to intel­
ligence activities (including special activities 
but not including military operational, strate-

gic, and tactical programs) or intelligence 
sources and methods, by the Director of 
Central Intelligence. To the extent possible 
and consistent with the national security in­
terests of the United States, such procedures 
shall be· consistent with the standards and 
procedures established by and under this 
order. 

Sec. 2.3 Temporary Access to Higher Lev­
els. (a) An employee who has been deter­
mined to be eligible for access to classified 
information based on favorable adjudication 
of a completed investigaticn may be granted 
temporary access to a higher level where se­
curity personnel authorized by the agency 
head to make access eligibility determina­
tions find that such access: 

( 1) is necessary to meet operational or con­
tractual exigencies not expected to be 
of a recurring nature; 

(2) will not exceed 180 days; and 
(3) is limited to specific, identifiable infor­

mation that is made the subject of a 
written access record. 

(b) Where the access granted under sub­
section (a) of this section involves another 
agency's classified information, that agency 
must concur before access to its information 
is granted. 

Sec. 2.4. Reciprocal Acceptance of Access 
Eligibility Determinations. (a) Except when 
an agency has substantial information indi­
cating that an employee may not satisfy the 
standards in section 3.1 of this order, back­
ground investigations and eligibility deter­
minations conducted under this order shall 
be mutually and reciprocally accepted by all 
agencies. 

(b) Except where there is substantial infor­
mation indicating that the employee may not 
satisfy the standards in section 3.1 of this 
order, an employee with existing access to 
a special access program shall not be denied 
eligibility for access to another special access 
program at the same sensitivity level as deter­
mined personally by the agency head or dep­
uty agency head, or have an existing access 
eligibility readjudicated, so long as the em­
ployee has a need for access to the infonna­
tion involved. 

(c) This section shall not preclude agency 
heads from establishing additional, but not 
duplicative, investigative or adjudicative pro-
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cedures for a special access program or for 
candidates for detail or assignment to their 
agencies, where such procedures are re­
quired in exceptional circumstances to pro­
tect the national security. 

(d) Where temporary eligibility for access 
is granted under sections 2.3 or 3.3 of this 
order or where the determination of eligi­
bility for access is conditional, the fact of such 
temporary or conditional access shall be con­
veyed to any other agency that considers af­
fording the employee access to its infonna­
tion. 

Sec. 2.5. Specific Access Requirement. (a) 
Employees who have been determined to be 
eligible for access to classified information 
shall be given access to classified infonnation 
only where there is a need-to-know that in­
formation. 

(b) It is the responsibility of employees 
who are authorized holders of classified in­
formation to verify that a prospective recipi­
ent's eligibility for access has been granted 
by an authorized agency official and to en­
sure that a need-to-know exists prior to al­
lowing such access, and to challenge requests 
for access that do not appear well-founded. 

Sec. 2.6. Access by Non-United States 
Citizens. (a) Where there are compelling rea­
sons in furtherance of an agency mission, im­
migrant alien and foreign national employees 
who possess a special expertise may, in the 
discretion of the agency, be granted limited 
access to classified information only for spe­
cific programs, projects, contracts, licenses, 
certificates, or grants for which there is a 
need for access. Such individuals shall not 
be eligible for access to any greater level of 
classified information than the United States 
Government has determined may be releas­
able to the country of which the subject is 
currently a citizen, and such limited access 
may be approved only if the prior 10 years 
of the subject's life can be appropriately in­
vestigated. If there are any doubts concern­
ing granting access, additional lawful inves­
tigative procedures shall be fully pursued. 

(b) Exceptions to these requirements may 
be permitted only by the agency head or the 
senior agency official designated under sec­
tion 6.1 of this order to further substantial 
national security interests. 

Part 3 Acceaa Eligibility Standards 
Sec. 3.1. Standards. (a) No employee shall 

be deemed to be eligible for access to classi­
fied information merely by reason of Federal 
service or c:.-ontracting, licensee, certificate 
holder, or grantee status, or as a matter of 
right or privilege, or as a result of any particu­
lar title, rank, position, or affiliation. 

(b) Except as provided in sections 2.6 and 
3.3 of this order, eligibility for access to clas­
sified information shall be granted only to 
employees who are United States citizens for 
whom an appropriate investigation has been 
completed and whose personal and profes­
sional history affirmatively indicates loyalty 
to the United States, strength of character, 
trustworthiness, honesty. reliability. discre­
tion, and sound judgment, as well as freedom 
from conflicting allegiances and potential for 
coercion, and willinb'lless and ability to abide 
by regulations governing the use, handling, 
and protection of classified information. A 
determination of eligibility for access to such 
information is a discretionary security deci­
sion based on judgments by appropriately 
trained adjudicative personnel. Eligibility 
shall be granted only where facts and cir­
cumstances indicate access to classified infor­
mation is clearly consistent with the national 
security interests of the United States, and 
any doubt shall be resolved in favor of the 
national security. 

(c) The United States Government does 
not discriminate on the basis of race, color, 
religion, sex, nation u origin. disability, or sex­
ual orientation in granting access to classified 
information. 

(d) In determining eligibility for access 
under this order, agencies may investigate 
and consider any matter that relates to the 
determination of whether access is clearly 
consistent with the interests of national secu­
rity. No inference concerning the standards 
in this section may be raised solely on the 
basis of the sexual orientation of the em­
ployee. 

(e) No negative inference concerning the 
standards in this section may be raised solely 
on the basis of mental health counseling. 
Such counseling can be a positive factor in 
eligibility determinations. However, mental 
health counseling. where relevant to the ad­
judication of access to classified information, 
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may justify further inquiry to determine 
whether the standards of subsection (b) of 
this section are satisfied, and mental health 
may be considered where it directly relates 
to those standards. 

(f) Not later than 180 days after the effec­
tive date of this order, the Security Policy 
Board shall develop a common set of adju­
dicative guidelines for detennining eligibility 
for access to classified information, including 
access to special access programs. 

Sec. 3.2. Busis for Eligibility Approwl. (a) 
Eligibility determinations for access to classi­
fied information shall be bastd on informa­
tion concerning the applicant or employee 
that is acquin•d through the investigation 
conducted pursuant to this order or other­
wise available to security officials and shall 
be made part of the appl1ca11t's or employee ·s 
security record. Applicants or t>mploy;,es 
shall be required to provi• i ~ ··;·le•·:i.nt infor­
m;iti."111 pPrtaini1',; to '.liei: bar:kground and 
character for use in im·estigating and adju­
dicating tlieir eligibilitv lor ac.'Cess. 

(b) Not later than 180 davs after the effec­
tive date of this order, th~ Securitv Policy 
Board shall develop a common sec ~f inves­
tigative standards for background investiga­
tions for access to classified i11formation. 
These standards rnav varv for the various lev-
els of access. ' , 

(c) Nothing in this order shall prohibit an 
age;icy from utilizing any lawful investigative 
procedure in addition to the investigative rc­
quirenlf'nts set forth in this order and its im­
plementing regulations to rcsohe issues that 
may ansc during the course of a l.iackground 
investigation or rPinvestigation. 

Sec. 3.3. Spn:wl"Circumstmicl's. (a) In ex­
ceptional circumstances where official f u11c­
tions must be performer! prior to the comple­
tio11 of the i11\'estigative and adjudication 
process, temporary eligibility for access to 
classified information may be granted to an 
employee while the initial in\'cstigation is un­
derwav. When such eligibility is granted. tliP 
initial investigation shall bf' cxpedit<'d. 

( l) Temporary cli1:,ribilitY for access under 
tl1is section shall include a justification, 
and the emplo~·1~c 111us1 be notified in 
writing that further access is cxprf'ssly 
conditioned 011 tire favorable completion 
of the investig<ltion and issuance of a11 

access eligibility approval. Access will be 
immediately terminated, along with any 
assignment requiring an access eligi­
bility approval, if such approval is not 
granted. 

(2) Temporary eligibility for access may be 
granted only by security personnel au­
thorized by the agency head to make ac­
cess eligibility determinations and shall 
be based on minimum investigative 
standards developed by the Security 
Policy Board not later than 180 days 
after the effective date of this order. 

(3) Temporary eligibility for access may be 
granted only to particular, identified cat­
egories of classified information nec­
essary to perform the lawful and author­
ized functions that are the basis for the 
granting of tu11porary access. 

(b) Nothing in subsection (a) shall be con­
strued as altering the authority of an agency 
head to waive requirements for granting ac­
cess to classified information pursuant to 
statutory authority. 

(c) Where access has been terminated 
under section 2.l(b)(4) of this order and a 
new need for access arises, access eligibility 
up to the same level shall be reapproved 
without further investigation as to employees 
who were determined to be eligible based 
011 a favorable adjudication of an investiga­
tion completed within the prior 5 years, pro­
vided they have remained employed by the 
same employer during the period in ques­
tiou, the employee certifies in writing that 
there has been no change in the relevant in­
formation provided by the employee for the 
last background investigation, and there is no 
information that would tend to indicate the 
employee may no longer satisfy the standards 
established by this order for access to classi­
fied information. 

(d) Access eligibility shall be reapproved 
for individuals who were determined to be 
eligible based 011 a favorable adjudication of 
an in\'estigation completed within the prior 
5 vears and who have been retired or other­
wi.sc separated from United States Govem­
rncut employment for not more than 2 years; 
provided there is no indication the individual 
rnay no longer satisfy the stand<lrds of this 
order, the individual certifies in writing that 
tllf'rc lras been no change in the rele\'ant in-
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may justify further inquiry to determine 
whether the standards of subsection (b) of 
this section are satisfied, -and mental health 
may be considered where it directly relates 
to those standards. 

(f) Not later than 180 days after the eff ec­
tive date of this order, the Security Policy 
Board shall develop a common set of adju­
dicative guidelines for determining eligibility 
for access to classified information, including 
access to special access programs. 

Sec. 3.2. Basis for Eligibility Apprvwl. (a) 
Eligibility determinations for access to classi­
fied information shall be bastd on infonna­
tion concerning the applicant or employee 
that is acquired through the investigation 
conducted pursuant to this order or other­
wise available to security officials and shall 
be made part of the appl{caut's or employee's 
security record. Applic<Jnts or employ.:,es 
shall be required to provi•i ~ ··;·le•·:int infor­
m:iti\)fl pertaini1'; to :tiei: background and 
character for use in investigating and adju­
dicating their eligibilitv for access. 

(b) Not later than 180 davs after the effec­
tive date of this order, th~ Securitv Policy 
Board shall de\'elop a common set ~f inve;­
tigative standards for background investiga­
tions for access to classified information. 
These standards mav \'arv for the various lev-
els of access. ' · 

(c) Nothing in this order shall prohibit an 
age:-icy from utilizing any lawful investigative 
procedure in addition to the investigative re­
quirenlf'nts set forth in this order and its im­
plementing regulations to resoh-e issues that 
may ~ris( during the course of a background 
investigation or rPinvestigation. 

Sec. 3.3. S7wcwf-Circumstm1ces (a) In ex­
ceptional circumstances where official f unc­
tions must be performetf prior to the comple­
tion of the in\'estigative and adjudication 
process, temporary eligibility for access to 
classified information may be granted to an 
employee while the initial in\'estigation is un­
derwa_L When such eligibility is granted, the 
initial investigation shall be expedited. 

(1) Temporary eligibility for access under 
this section shall include a justification, 
and the employee must be notified in 
writing that further access is expressly 
conditioned on the favorable completion 
of the im·estigation and issuance of an 

access eligibility approval. Access will be 
immediately terminated, along with any 
assignment requiring an access eligi­
bility approval, if such approval is not 
granted. 

(2) Temporary eligibility for access may be 
granted only by security personnel au­
thorized by the agency head to make ac­
cess eligibility determinations and shall 
be based on minimum investigative 
standards developed by the Security 
Policy Board not later than 180 days 
after the effective date of this order. 

(3) Temporary eligibility for access may be 
granted only to particular, identified cat­
egories of classified information nec­
essary to perform the lawful and author­
ized functions that are the basis for the 
granting of temporary access. 

(b) Nothing in subsection (a) shall be con­
strued as altering the authority of an agency 
head to waive requirements for granting ac­
cess to classified information pursuant to 
statutory authority. 

(c) Where access has been terminated 
under section 2.l(b)(4) of this order and a 
new need for access arises, access eligibility 
up to the same level shall be reapproved 
without further investigation as to employees 
who were determined to be eligible based 
on a favorable adjudication of an investiga­
tion completed within the prior 5 years, pro­
\;ded they have remained employed by the 
same employer during the period in ques­
tion, the employee certifies in writing that 
there has been no change in the relevant in­
formation provided by the employee for the 
last background investigation, and there is no 
information that would tend to indicate the 
employee may no longer satisfy the standards 
established by this order for access to classi­
fied information. 

(d) Access eligibility shall be reapproved 
for individuals who were determined to be 
eligible based on a favorable adjudication of 
an investigation completed within the prior 
5 years and who have been retired or other­
wise separated from United States Govern­
ment employment for not more than 2 years; 
provided there is no indication the individual 
may no longer satisfy the standards of this 
order, the individual certifies in writing that 
there has been no change in the relevant in-
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formation provided by the individual for the 
last background investigation, and an appro­
priate record check reveals no unfavorable 
information. 

Sec. 3.4. Reini;estigation Requirements. 
(a) Because circumstances and characteris­
tics may change dramatically over time and 
thereby alter the eligibility of employees for 
continued access to classified information, 
reinvestigations shall be conducted with the 
same priority and care as initial investiga­
tions. 

(b) Employees who are eligible for access 
to classified information shall be the subject 
of periodic reinvestigations and may also be 
reinvestigated if, at any time, there is reason 
to believe that they may no longer meet the 
standards for access established in this order. 

(c) Not later than 180 days after the effec­
tive date of this order, the Security Policy 
Board shall develop a common set of 
reinvestigative standards, including the fre­
quency of reinvestigations. 

Part 4 Investigations for Foreign 
Govern men ta 

Sec. 4. Authority. Agencies that conduct 
background investigations, including the 
Federal Bureau of Investigation and the De­
partment of State, are authorized to conduct 
personnel security investigations in the Unit­
ed States when requested by a foreign gov-

. emment as part of its own personnel security 
program and with the consent of the individ­
ual. 

Part 5 Review of Access Detenninations 

Sec. 5.1. Detenninations of Need for Ac­
cess. A determination under section 2.l(b)(4) 
of this order that an employee does not have, 
or no longer has, a need for access is a discre­
tionary determination and shall be conclu­
sive. 

Sec. 5.2. Review Proceedings for Denials 
or Rewcations of Eligibility for Access. (a) 
Applicants and employees who are deter­
mined to not meet the standards for access 
to classified information established in sec­
tion 3.1 of this order shall be: 

( 1) provided as comprehensi,·e and de­
tailed a written explanation of the basis 
for that conclusion as the national secu-

rity interests of the United States and 
other applicable law permit; 

(2) provided within 30 days, upan request 
and to the extent the documents would 
be provided if requested under the 
Freedom of Information Act (5 U.S.C. 
552) or the Privacy Act (3 U.S.C. 552a), 
as applicable, any documents, records, 
and reports upon which a denial or rev­
ocation is based; 

(3) informed of their right to be rep­
resented by counsel or other representa­
tive at their own expense; to request any 
documents, records, and reparts as de­
scribed in section 5.2(a)(2) upan which 
a denial or revocation is based; and to 
request the entire investigative file, as 
permitted by the national security and 
other applicable law, which, if re­
quested, shall be promptly provided 
prior to the time set for a written reply; 

(4) provided a reasonable oppartunity to 
reply in writing to, and to request a re­
view of, the determination; 

(5) provided written notice of and reasons 
for the results of the review, the identity 
of the deciding authority, and written 
notice of the right to appeal; 

(6) provided an opportunity to appeal in 
writing to a high level panel. appointed 
by the agency head, which shall be com­
prised of at least three members, two 
of whom shall be selected from outside 
the security field. Decisions of the panel 
shall be in writing. and final except as 
provided in subsection (b) of this sec­
tion; and 

(7) provided an opportunity to appear per­
sonally and to present relevant docu­
ments, materials, and information at 
some point in the process before an ad­
judicative or other authority, other thau 
the investigating entity, as determined 
by the agency head. A written summary 
or recording of such appearance shall 
be made part of the applicant's or em­
ployee's security record, unless such ap­
pearance occurs in the presence of the 
appeals panel described in subsection 
(a)(6) of this section. 

(b) Nothing in this section shall prohibit 
an agency heaC: from personally exerf'i9i11g 
the appeal authority in s11brnc11on (a)(6) of 
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this section based upon recommendations 
from an appeals panel. In such case, the deci­
sion of the agency head shall be final. 

(c) Agency heads shall promulgate regula­
tions to implement this section and, at their 
sole discretion and as resources and national 
security considerations permit, may provide 
additional review proceedings beyond those 
required by subsection (a) of this section. 
This section does not require additional pro­
ceedings, however, and creates no proce­
dural or substantive rights. 

(d) When the head of an agency or prin­
cipal deputy personally certifies that a proce­
dure set forth in this section cannot be made 
available in a particular case without damag­
ing the national security inte;ests of the Unit­
ed States by revealing classified information, 
the particular procedure shall not be made 
available. This certification shall be conclu­
sive. 

( e) This section shall not be deemed to 
limit or affect the responsibility and power 
of an agency head pursuant to any law or 
other Executive order to deny or terminate 
access to classified information in the inter­
ests of national security. The power and re­
sponsibility to deny or terminate access to 
classified information pursuant to any law or 
other Executive order may be exercised only 
where the agency head determines that the 
procedures prescribed in subsection (a) of 
this section cannot be invoked in a manner 
that is consistent with national security. This 
determination shall be conclusive. 
. (f)(l) This section shall not be deemed to 
limit or affect the responsibility and power 
of an agency head to make determinations 
of suitability for employment. 

(2) Nothing in this section shall require 
that an agency provide the f rocedures pre­
scribed in subsection (a) o this section to 
an applicant where a conditional offer of em­
ployment is withdrawn for reasons of suit­
ability or any other reason other than denial 
of eligibility for access to classified informa­
tion. 

(3) A suitability determination shall not be 
used for the purpose of denying an applicant 
or employee the review proceedings of this 
section where there has been a denial or rev­
Uco.tion of eligibility for access to classified 
information. 

Part 6 Implementation 
Sec. 6.1. Aeency Implementing Respon­

sibilities. Heads of agencies that grant em­
ployees access to classified information shall: 
(a) designate a senior agency official to direct 
and administer the agency's personnel secu­
rity program established by this order. All 
such programs shall include active oversight 
and continuing security education and aware­
ness programs to ensure effective implemen­
tation of this order; 

(b) cooperate, under the guidance of the 
Security Policy Board, with other agencies 
to achieve practical, consistent, and effective 
adjudicative training and guidelines; and 

(c) conduct periodic evaluations of the 
agency's implementation and administration 
of this order, including the implementation 
of section l.3(a) of this order. Copies of each 
report shall be provided to the Security Pol­
icy Board. 

Sec. 6.2. Employee Responsibilities. (a) 
Employees who are granted eligibility for ac­
cess to classified information shall: 

( 1) protect classified information in their 
custody from unauthorized disclosure; 

(2) report all contacts with persons, includ­
ing foreign nationals, who seek in any 
way to obtain unauthorized access to 
classified information; 

(3) report all violations of security regula­
tions to the appropriate security offi­
cials; and 

( 4) comply with all other security require­
ments set forth in this order and its im­
plementing regulations. 

(b) Employees are encouraged and ex­
pected to report any information that raises 
doubts as to whether another employee's 
continued eligibility for access to classified 
information is clearly consistent with the na­
tional security. 

Sec. 6.3. Security Policy Board Respon­
sibilities and Implementation. (a) With re­
spect to actions taken by the Security Policy 
Board pursuant to sections l.3(c), 3.1(0, 
3.2(b), 3.3(a)(2), and 3.4(c) of this order, the 
Security Policy Board shall make rec­
ommendations to the President through the 
Assistant to the President for National Secu­
rity Affairs for implementation. 

(b) Any guidelines. standards, or proce­
dures developed by the Security Policy Board 



1]. Clinton, 1995 

'lenting Respon­
; that grant em­
nfonnation shall: 
· official to direct 
personnel secu­

' this order. All 
active oversight 

:ation and aware­
~tive implemen-

guidance of the 
1 other agencies 
~nt, and effective 
delines; and 
iluations of the 
d administration 
implementation 

r. Copies of each 
the Security Pol-

ponsibilities. (a) 
eligibility for ac­

' shall: 
•rmation in their 
zed disclosure; 
1 persons, includ­
.vho seek in any 
orized access to 

r security regula­
lte security offi-

security require­
order and its im-

mraged and ex-
1ation that raises 
1ther employee's 
~ss to classified 
tent with the na-

1 Board Respon­
'Jn. (a) With re­
e Security Policy 
IS l.3(c), 3.l(f}, 
of this order, the 
hall make rec­
:ient through the 
>r National Secu­
on. 
dards, or proce-
1rity Policy Board 

Administration of William]. Clinton, 1995 I Aug. 4 1373 

pursuant to this order shall be consistent with 
those guidelines issued by the Federal Bu­
reau of Investigation in March 1994 on Back­
ground Investigations Policy/Guidelines Re­
garding Sexual Orientation. 

(c) In carrying out its responsibilities 
under this order, the Security Policy Board 
shall consult where appropriate with the 
Overseas Security Policy Board. In carrying 
out its responsibilities under section l.3(c) 
of this order, the Security Policy Board shall 
obtain the concurrence of the Director of the 
Office of Management and Budget. 

Sec. 6.4. Sanctions. Employees shall be 
subject to appropriate sanctions if they know­
ingly and willfully grant eligibility for, or 
allow access to, classified information in vio­
lation of this order or its implementing regu­
lations. Sanctions may include reprimand, 
suspension without pay, removal, and other 
actions in accordance with applicable law and 
agency regulations. · . 

Part 7 Ceneral Proviaions 
Sec. 1.1. Classified Infornwtion Proce­

dures Act. Nothing in this order is intended 
to alter the procedures established under the 
Classified Information Procedures Act ( 18 
U.S.C. App. 1). 

Sec. 1.2. General. (a) Information ob­
tained by an agency under sections l.2(e) or 
1.3 of this order may not be disseminated 
outside the agency, except to: 

( 1) the agency employing the employee 
who is the subject of the records or informa­
tion; 

(2) the Department of Justice for law en­
forcement or counterintelligence pur­
poses; or 

(3) any agency if such information is clearly 
relevant to the authorized responsibil­
ities of such agency. 

(b) The Attorney General, at the request 
of the head of an agency, shall render an in­
terpretation of this order with respect to any 
question arising in the course of its adminis­
tration. 

(c) No prior Executive orders are repealed 
by this order. To the extent that this order 
is inconsistent with any pro-.ision of any prior 
Executive order, this order shall control, ex­
cept that this order shall not diminish or oth­
erwise affect the requirements of Executive 

Order No. 10450, the denial and revocation 
procedures provided to individuals covered 
by Executive Order No. 1086.5, as amended, 
or access by historical researchers and former 
presidential appointees under Executive 
Order No. 12958 or any successor order. 

(d) If any provision of this order or the 
application of such provision is held to be 
invalid, the remainder of this order shall not 
be affected. 

(e) This Executive order is intended only 
to improve the internal management of the 
executive branch and is not intended to, and 
does not, create any right to administrative 
or judicial review, or any other right or bene­
fit or trust responsibility, substantive or pro­
cedural, enforceable by a party against the 
United States, its agencies or instrumental­
ities, its officers or employees, or any other 
person. 

(f) This order is effective immediately. 

The White House, 
August 2, 1995. 

William J. Clinton 

[Filed with the Office of the Federal Register, 
12:18 p.m., August 4, 1995) 

NOTE: This Executive order was released by the 
Office of the Press Secretary on August 4, and 
it was published in the Federal Regi.ster on August 
7. 
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June 25, 1996 
HAND DELIVERED 

The Honorable William F. Clinger, Jr. 
Chairman 
Committee on Government Reform and Oversight 
2157 Rayburn House Off ice Building 
Washington, D.C. 20515-6143 

Re: ANTHONY B. MARCECA 

Dear Congressman Clinger: 

In response to your later dated June 24, 1996, Mr. Marceca 
submits the enclosed documents. A few observations: 

1. The typed documents were produced from two computer disks 
which have been in the custody of Mr. Marceca since he was employed 
at the White House. 

2. Other documents from the disks relate to Mr. Marceca's 
position with Criminal Investigation Division of the Department of 
Defense and are not pertinent to this Committee's inquiry. 

3. In some instances, we have redacted 
individuals or other identifying information so 
greater assurances of privacy. 

the names of 
as to provide 

4. All of the documents from the disks are available for 
inspection with due regard to law enforcement and privacy 
interests. 

\ 

. . ; 
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5. The handwritten notes were taken and kept by Mr. Marceca. 

RFM:Kim 
Enclosures 

cc: Honorable Cardiss Collins 
White House Counsel 

Sincerely, 

/2~-
Robert F. Muse 

Off ice of Independent Counsel 
Paul Larkin, Esq., Senate Judiciary Committee 
Christopher Putala, Senate Judiciary Committee 

. ; 
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Howard M. Shapiro 
General Counsel 


