. Tfus 'agrccmcnus assucd undct thc authonty of thc Computcr Sccunt}' Act of S

1987, Public: Law 100-235 .101 Stat.- 1724 . '
By slgmng “thifs: agmcmmt,lmgmfy y undcrsfzndmg and xcccptance ofthe

K Sy pohcxes and practices of the Ofﬁcc of -Administration- {OA); Executive Oﬁ‘icc e
... -of the at (EOP); ‘concerning access. to the Executive Ofﬁcc of thc i

I’rcudcnt Data Ceater (EOPDC) computct systcms

Forthcp sesofthlsagrocm thctmm‘cxmdsauthdnwdaccccs 1s
-taken-. yfromlSUSCSl O'FraudandRclawdAcu;:z

; "Connection- with Computess®,.and-mezns. to access.a: computér
authonmuon and to us¢ suchaccess to obtain or alter: mformauon mthe

2 computcr that thc accesseus not erititled to Obmﬂ 01'31‘31' ] BHES
I liereby acknowledge ﬁlitlhavucccwcda cogy of 18 u. S C § 1030 Wh1¢h :".:-:".'::-‘.':—'- s
or

. in gcncrd tctms provxdes cnmxnal pumshm Ihe followmg'conduct.

nc who mtcnubnally aceesses’ an EOPDC- computer w1thouf .

onzanon and such conduct affects the use of the .-
govcmmcut's opcxaﬂon of such computer o

Anyonc whio: knowm 1y thh inteiit to dcﬁ'aud. dccesses.dn |

*- EOPDC computér without authorization, or exceeds: auth.onzed -
acccss, and hy means of such conduct -obtains anythuig of value.. g

, who mtcnuoually accesses ari. EOPDC: computer vnthout-f ,
R *-au onutmn, and by means-of .such conduct alters,-damages, or .. . "]

IR dcstm information in such computér. or prevents. authonzed

such :computers or.information and-thereby.causes loss of i

: :.:'.".'a value aggtegatmg $1,000 or more dunng dny oné period.
- " Knyore whio imoiigly.aiid with intest 1 defraud frafficy -

" any password ‘or similar information through which an EOPDC :

SRR ;,- computcr may be accesscd ‘without authonzauon. e

I acknowledge that 1 may ‘be field accountzble for any" unauthonzod uSc of m
LogonID for the purposes of accessing EOPDC con?uto% a§s

- -unauthorized access niay subject me to a vxolauon of 18 .C. § 1030 Thc c
- first violation of this-and related statutes could subject. me to termination’ of my -

cmploymcnt, a.fine, andlor impnsonmcnt (rangmg from-one to ﬁvc ym)




Admuonaﬂy, I heteby acknowledgc thc follomng

Lo Towdl not entcr clasnﬁed mformanon mto thc EOPDC computer | _'.-:';'5 &

T ayméma.

). ﬁ:'I il éeate Ty owi petsonal password ihe ﬁrst tune Ilogon 1o the
. -7 EOPDC. »X will ot use personal identifiers (eg., name, family - :
'_‘manber s namc, mmals and/or date of birth, etc. yasa passwo:d

;;.'E Ewall pmtectmy personal pass\Vord froni dxsclosurc. My password s _
' ":-_" used to"authenticate iny identity- and I.will not allow it§’ usc by another’ RIS RN
pexson. code: it.info programs or write it down whcr.e it wxll bc BRSNS i

assusable toothers.. . , et . . :
I wﬂl logo& my termmal or personal computer when 1t is unh!tended
I w111 mmedmtely tclmqmsh the Logon]D whcn access is no longet

reqmmd or upon Tequest by thc EOP/OA quorxnatmn Secunty Oﬁcet .-:j'. , RCES

°°-._ .

:-'-'f1 il Fepoit mmedlately e EOPIOA Customm' Support Help Desk S

S Cat 202-395-7323 :
T s.uspected or actUal unautllonzed u3e of fmy Logonm ‘and -
: .' "o -i'/-Achange in my employment status. . ‘This includes. temunauon

of employment, transfer to anoﬂtcr group or lwzc of absmcc - _' N

e T onboRME
YL T Rov. Soptomber 1994 -




mgdmterms

i 'I‘Ius agreemmt o is lssued undoﬂhe authonty °f"h° @mp“t“ Secunty Mt Of

1981 Public.Law 100-235;. 101 sm, 1724 :

B s:gmn th:sagreemedtrldsmfy
y a:gtd ofﬂ:eOfﬁooofAd

”'fofthe at (EOE oonoerningaccesstoﬂtenxeamv Office

I’rwdont Data Ceom' (EOPDC) oomputu‘ systems . _
mnhonzod aowss

e vy o]
ukm y from 18.U.S. C § 1030, :F;'a.udmﬂ Rglawd m )

Conneouon with Computezs”, and-medns- to access & c0
authonmuonandtonsesuchmwobmnmalm a.tionmthe
compuwrthattheawasa'jsnoteddﬂodwobtalnoranu

¢ hueby aohxowledgo mﬂlhavetwdved aoo%of 1§0.5: C 6 1030 wtuch
ptrmd cmmnal pun.ishm the fonomngoonduct:

" Any one Who- intentibnally aocusu “aii BEOPDC - ¢ompuitet thtrout :

aﬁ'eotsﬂleusoofthc

"“:;';gomment's opemionofsuch computer. SRE Y

b :---'.'-':',':::iAn e whio' htomnﬁl}’ wittinfent ) de&aud, dcckdses .

| -~ EOPDC computer -without- -authorization, or exceeds- antb.onzed" - ; o |

L accas, ‘and-by means of such conduot tains anythiﬂg of value.”.

_ tzone wﬁo intmtwnally accesses aii HOPDC omputer’ without
-'-au ;and by means- ofsuch ‘conduct. alters; damaga, L
information in' such COmPUtEr. Of

.-useo “such ‘computers or.information and- thereby. muss loss of
o .'.'a value $1,000 or mote duﬁng any one pedod

- di-7 : Angorie whio knovhngl ikedit toy defraiid, fraffics in -
) .Ii-anyya password ‘or nmﬂa”rﬁ‘flomﬂon through which'an EOPDC
S oomputcr may be accessed. wnhout authonzauon. L

I acknowlndge ﬂm I may boheld aooountable for any’ unauthonwd e of n:rg
-+ LogonID for the purposcs.o of accessing EO!

- -unauthorized access miay subject me o & vmlanon 2? 18 U%.C 5 1030 The

ﬁntvzolannnofthu“nndulatedmmmoouldsubjoptmewmmnono my
employment, a: ﬁne, andlot lmpnsonmmt (ranging from-one-to ﬁvc ymrs)




Addmonaﬂy. I hetoby acknowledge the followmg : L i b
I will not enter classxﬁed mformauon mto the EOPDC computm" T "._.."',.'--',

N

Iwillcxute petsooéipasswordthcﬁrsthmcllogontotho

<.EOPDC.: I not ‘use personal identifiers (eg.,-name, family-.
‘momba' snamc, uutmls and/or'date of birth, etc)as apasswmd

- will protect personal pass\Vord ‘Kot disclogure: My ?amvoxd;s

usod to’ mthenuéw ‘my ideatity-and I w:ll,not allow if§ uyse by another R
; code: jt.info programs or- wnto 1t down whcrext vnll be- - :_.-3.:

axsusabletoothcxx. . e e ~.-.-' -“,.‘-': o R

I will logoﬁ' my t‘ermnal or personal oompuﬁer when it is uohmoded.

T -.'_:: reqmtod orupoo{'equat bymeEOPIOAInformahm Secumy Ofﬁcer -

:-.'-.-".-I'w:ll ytotheEOPIOA CustometSupportHelpDesk
' - :aL202-3 5-73 ‘
@ &md oracwal unauth,ouzed \mo of mwgoﬂ sand: -
'-'x A e in my employment status. . ‘This udutemunatwn R
ofemploymmt,transfettoanoﬂtcrgrouporlaveofabmoc ' IR

VL0, v Boptomber 1994 - .-




T icies and practices of the Office of Administration

. in gen terms prcmd R :
' m&une hio- intenﬁbnaﬂy ac'oessu 2 BOPDC eompuites vgnthout-“.’,"": g BN '

tis 1ssued unda*the authonty of ’thc Computer Secmty Act of

’ "1981 Law 100-235 101 sm, 174,

. ‘concerning access. to the. Exewhve Ofﬁce of the
?rezudeut Data Cenwr (EOPDC) compuwr ;ys:cms P

means.-to access.a: co
) suéhmwobmnnzalm ormationmthe
compuwl:thattheamseris notedtiﬂedmobta!n oranu'

’I hueby acknowledga thitlhavuecdveda cogjrof 18 U’S C. § 1030 wlm:h
cmmnal the t‘oilomng uonduct:

and such conduct affects the.use of. the
govanmeut's openﬁon of such computu'. SN

: An ot whio lmowmgly ‘wiith initerit o deﬁ'aud, accesses an.
-~ "'EOPDC computer without-authorization, or tb.onzed

Lete, e

}

(OA); Exccutive Ofﬁce' o

. FOI the ses d ﬁﬁs I.l:.lth. Oﬂzﬁd
':.---'.f . dlw;_frmn 18 U S. C 5 1830. :Fﬂﬂd and Rgla,ted m :..

':. -.3 am, and by means of such conduct oi:tams anythi:lg of value.

) dylone o fntentionally sccstes aii BOPDC compputer without: o)
.».‘u . '_ -

1, and by means- of such ‘conduct alters;’ .damages,: OF L
jnforrhation in'such computer. or prevents. s .authorized *

T use o such computers or.information and thereby.causes. loss of

a valueaggmgmng $1, 000 or more during any one petiod

-+ " Knjone-who h\mhngly apdmth et 65 defvatid; frafficy in
..o, .-any password r simylar infortnath
--f Tl computnr may beaecased wuhout aumonzauon. o

LA
-

e B I aclmowl:sdge that 1 may be held accountable for any unauthonze& use xudl
y BRE LogonID for the “of accessing EOPDC

18 U.S.C 51030.

mmmcouldﬂblectmemhemmanon ofm'y"
imprisonment (tanging from-one-to ﬁve ymrs)n L .,;,_.__. R

on through which an EOPDC . o




Addmonaﬂy, 1 hexeby acknowledgc the follomng SR -
I will not entcr classxﬁed mformanon mto the EOPDC cbmputer.

Iwillcrmte ownpersonalpasswordiheﬁrsthmallogontothe
I EOPDC. ::I will.iot use personal identifiers- (eg., name, family-.
‘mcmber 5 name, uuuals and/or’ datc of bmh, etc.) as.a passwc)rd

Iwmpmmﬁymw id Feoui diseosuie:- Ky pas i

used to authenticate my idesitity-and 1 will not allow ifs use by another it .

code.itmtopmgrams orwnte:tdownwhmxtvnllbe
amsabletoothm. -

I vl logoﬁ' my t‘mmnal or pe.tsonal computer when 1t is uphmnded.

‘ - Iwmnmmudlatdyre.lmqmsh thie Logonm whenaccess unolongef _ S
. mquu'ed ar uponrequat bythe EOP/OA Informa.hnn Secunty Ofﬁcer . b

T .at 202-3 5-7323 '
IR snmd or actual unauthgnzed u3¢. of 1 I.ogonlD, and

'- :A- e in my employment statis, . ‘This udutummauon

of employmﬂxt, transfet to another group or l&ve of absencc.

S

ﬁatE - ".', ‘. :




tis ussued unda:*the authomy of th: Computer Secmty Act of
1981 bhc I.aw 100-235 101 Stat. 1724

:..'_:;. ' T:sigiify undersfzndm e acccptande af e g
e polwus theOfﬁce of Adminuuauon (OA), Executive Oﬁice

~.of the ; t(EOP),conecmingaccastoﬂwExectmv Ofﬁceofﬂxe
Praudent Dau Cenwr (EOPDC)‘eomputer ,sysu:ms SRR

For ‘thie M agreement. the wm“mmeds authanmd aoe&ss
frum 18 .

l-

S:C. § 1030,-"Fraud and Related L L

ConngcuonthhCompntets »,.and-means. 0 access.a

‘authoﬁiatioﬁand‘tonsemch toobmnpnalwri:flgmaﬁonmthe
compuwru;attheacmser;snotedﬁuedmobmuorancr :

’I heteby acknowledge thitIhaVbrwdveﬂa cogjrof 18°0.5: C 5 1030 wtnch
. in gen te:ms ptovxd cmmnal the follomngconduct:

mlane whio- intenuonany assesses a BOBDC: computer mtlfout :
andsucheondnctaffectsmeuseofthe .

C gmmnmmt‘s opaaﬂonofsuchoompuwt. SRy

i jj'_ .'-..B;- An one who: knomngly | with dnitesit to deﬁaud, accesses an
e “~EOPDC computer without- authorization, -
amus, md hy means of such conduct oi:tams anythi.dg of Value.

. lrme inmﬁonally acpedses i EOPDC computzr without
-'-au and by means-of -such ‘conduct: alters; .damages, Of

datrotya inforrhation in"such computer. or prevents.authorized * _
-7 -use of such computers infotma%o and- thereby .causes loss of Cafanit

R .-,:.'.a valucaggtegmng $1, 000 or mare during dny one

-di-" - Knyorie whio Ly i et Tt 67 debraud, fraffics in
Lan y password omzﬁg
eomputa' may be aecessed wnhout aumonzaﬁon. -

I acknowledgeﬂut 1y | e field accountxble foi: any unauthonw!
- LogonID for the purposcs. .of :}p\( ag stems. .,

thorized ‘access niay su bjectmctoavinlaﬁon 8 U.S.C.. The . .|
ﬁntviolahonofthunndmhtedmmmseouldsub)ectmemwmnanonofmy

employment, a ﬂne, andlot 1mprisonment (ranglng from-one to ﬁve ymrs).z L ,.-,._-..

through which an EOPDC: LA



systéms T - ) __.‘.'" RN D RE ‘
Iwmm:e own petsonzl passwordtheﬁtsthme Ilogonto the ’ ‘
i I EOPDC. - X will.tiot use personal identifiers (eg.,-name, family-. : X
SR PN ‘membersname,uunalsandlordatcofbmh, etc)asapasswo:d
‘.". | 1 vall protict imy pessonal passiord Frors disclosure: - My SNy EE,
R Bt ~used to authenticate my ideatity-and 1 _will not allow its’ use by another’ RIEENN SRR
. pczson,code. it.info programs or- wnte it down whmnt wﬂl be :.'__-‘,_', e
I vl lngnﬁ' my t‘enninal or petSOnal computet when xt is uphmnded. " 1
: -'_;fI will dminediatel rclmquuh thic: T-op6alD’ wheir access i3 i longet Rt ECR
Co _',:: -reqmmd or won{'eqtmt by the EOP/OA In.formahnn Secunty Oﬁcer SEER S

SRR PR Iwill imme '_"'_ytotheEOP/OA Cu:tometSuppdttHdpDesk: SRy U

AR A .aL202-3 5-73 ‘ R B
EPURECES PEEERIE. oracmlunautngnzed u3e of 1 LogouID -and: RSt R
. _'-:'., A in my employment statis. . ‘This cludutermmauon
ofemploymmt, transfet to anothergroupor lave ofabseuce ol s

U e me




