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BETAC CORPORATION 

March 29, 1993 

Mr. John H. Gibbons 
Director of the Office of Science and Technology 
Assistant to the President for Science and Technology 
Old Executive Office Building 
17th Street and Pennsylvania Ave, NW 
Washington, D.C. 20500 

. ; ~ r. '. ; 
,. 

.,i,;, 

·. J 

Dear Dr. Gibbons: 
:·:,. J • .·' 1: ~I~·.:~.> . ',. -~ .. ·· -'~''·1,;. 

You may recall that I worked on the Chemical Bi~logical Sugp¢J.ri~i~ee:·~~:~~h-.;,,';~'.;. 

' .. 

Lederberg on the OTA report on Technology Agamst Te~op~Jl1· . . 1 ~:, .· 'ff.'..\\\. (. 1 
••
11 ","" 

,\', -.. -· ' ·'.·: .. 

As y~u ~o~, we have a seriou~ national problem in.~rms of .Protecti?n. ~g~ri~~.~iq~gMdaJ 
terronst metdents. Your committee and other authonttes consider the m1tiauon:·ot'~udl 
incidents with massive loss of life and devastating political fallout only a matter of dm'e. 

There are numerous authorities outside of the Government concerned about this probfori{ · 
who have been attempting to get some effective Government action for a considerable 
period. · .· 

We have discussed this problem with knowledgeable Congressional parties over the years 
and with Tony Fainberg. We do not believe that the problem is on the way to resolution 
and lots of us are going to be held accountable after the fact. 

We believe there is a politically supportable way to accomplish this under the environmental 
rubric and with the additional effect of adding to our capability to deal with hazardous 
materials in a much more effective manner. A program which both defense mavens and 
greens can support is already lying there ready to pick up. 

A person from the Office of Emergency Services from California and I would like 15 
minutes of your time to explain how this might be done. It could be an interesting ari4; 
effective way to convert swords into plowshares and the funds can be squeezed from·· 
current allocations. 

Ms. Bradford is in town this week. If you could spare fifteen minutes, it could be vitally 
important to the lives of people in this country. Josh Lederberg or Tony Fainberg can attest 
to my bone fides if necessary. 

~~,n~ 
Senior Vice President 

200 I NORTH BEAUREGARD STREET • ALEXANDRIA • VIRGINIA 22311 
PHONE: (703) 824-3100 FAX: (703) 824-0333 



Janet K. Bradford: 

Ms. Bradford is the Chief of Program Development, Research, and Administration for the 
California Specialized Training Institute and also the Senior Emergency Management 
Coordinator for the Governor's Office of Emergency Services. Ms. Bradford has lead 
California's efforts in emergency hazards and developing liaisons and new technology for 
environmental management. She has been an active researcher, educator, and disaster 
responder at the international level for over 15 years. 

Dr. Chris Hatcher: 

Dr. Hatcher is a clinical professor of psychology at the University of California, San 
Francisco, and Director of the Center for the Study of Trauma. Dr. Hatcher has been 
involved in international anti-terrorist operations for over 20 years. He is frequently 
consulted by Federal Agencies and Corporations sensitive to issues in this area. 

Dr. Raymond A. Zilinskas: 

Dr. Zilinskas is an associate research professor at the Center for Public Issues in 
Biotechnology at the Maryland Biotechnology Institute. He has consulted the United 
Nations in the area of proliferation of biotechnology in countries on the verge of developing 
weapons of mass destruction. He recently sponsored a national conference of 
microbiology researcher centering on the issue of voluntary research standards. 

Dr. Stanely Wiener: 

Dr. Wiener is a professor of internal medicine at the University of lliinois Medical College 
at Chicago. Dr. Wiener has more than 30 years of Government experience in addressing 
biological hazards and biological terrorism/warfare. He is a member of the OTA Panel on 
Terrorism Issues. 

Clinton R. Van Zandt: 

Mr. Van Zandt is a supervising special agent at the Federal Bureau of Investigation 
Academy's National Center for the Analysis of Violent Crime. Mr. Van Zandt is a leading 
agent in the development of protocols and standards in training for sensitive FBI 
investigations of nuclear, biological, and chemical terrorists. 

Peter F. Bahnsen: 

Mr. Bahnsen is currently the Senior Vice President of Business Technology and 
Development at the Betac Corporation. He is a former professional senior level official in 
the Office of the Secretary of Defense. He created the technical support working group (an 
interagency R&D group which supports a myriad of counter-terrorist R&D projects) and . 
directed all special operations R&D and Funding for Defense for over five years. He is 
also a member on the OTA on Counter-Terrorism Issues. 

William M. Medigovich: 

Mr. Medigovich is the Regional Director of the Federal Emergency Management Agency's 
Region IX. He has been active for over 30 years in military intelligence work and has 
served as the Director of the Governors' Office of Environmental Studies in California. He 
is responsible the governing Federal responses to national and technical hazards in 5 states 
and the Pacific Trust Territories. 



Topics for Discussion 

I. Biological Hazards are a growing national problem. 

A. Terrorism 

1. OT A Report. 

2. Congress: Browder & Glenn Committee. 
(Testimony by CIA Director Woolsey.) 

B. Disease: AIDS. 

C. Bio-Engineering. 

1. VP Gore's Biotech initiative. 
2. No to stifle R&D, but develop prudent precautions as we go. 

II. The ability to respond to biological hazards and natural disasters should both be 
addressed jointly. 

A. FEMA problems with Hurricanes Hugo, Andrew, and lniki. 

Interaction between DoD and FEMA needs definition and strengthening. 

III. This is an opportunity to address both issues and create an appropriate organizational 
vehicle to coordinate a "national response." 

A. "New FEMA": James Witte, Lacy Suiter, and Bill Medigovich. 

B. "New DoD Thrust": Sixth Army, Plowshares, and House Armed Services 
Committee support, and major defense efforts. 

IV. Build upon existing programs for disaster response: Federal Response Plan and 
California Emergency Plan; HazMat/Chemical Emergency Preparedness. 

V. This is an environmental issue which will also take care of national security needs. 

A. This will allow us to address the contingency of biological terrorism without 
creating the incident we're trying to avoid. 

VI. Now is the time. 

A. California is ready. 

1. Easy target: Diverse population; unregistered immigrants; concentration 
of biotech industries. 
2. Most sophisticated emergency management organization. 
3. Best coordinated with FEMA: Federal Response Plan was developed 
for California. 
4. Existing superior relationship with the FBI. 



C. Congress. 

D. DoD is ready. 

E. FEMA can be ready. 

VII. What needs to be done. 

A. Small national working group (lean and mean). 

B. Initial focus on decision support systems and decision aids. 

C. Expansion of military program in vacancies and medical support capabilities. 

D. Begin model program in the State of California. 

1. Planning. 

2. Training and simulations. 

3. Response teams. 

4. Specialized equipment development that supports both biological disaster 
relief and HazMat spills. 

VIII. Funding. 

A. Reallocation of current funds from FEMA Civil Defense, Defense 
Chemical/Biological. Redirection of DARPA (ARP A) funds are already allocated 
(no new money). 

B. Proper planning saves money on response. 

C. Reallocation of civil defense positions. 

Follow-Up: 

• Dr. Chris Hatcher will be meeting with the President on terrorism, etc. when the 
Waco incident is over. (Hatcher worked with the President on Russelville, 
Sheridan, and other Arkansas incidents.) 

• We will meet with Congress as required to advance White House agenda to 
advance this effort. 

• Need to set-up follow up meeting with Dr. Johns or Dr. Gibbons prior to Dr. 
Hatcher meeting with the President. 

BOTTOM-LINE: We can help you make it happen. 

- Off-Line information collection. 
- Off-Line Plan Development and Support. 
- Off-Line Jaw Boning. 
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BETAC CORPORATION 
April 2, 1993 

Dr. John H. Gibbons 
Director of the Office of Science and Technology 
Assistant to the President for Science and Technology 
Old Executive Office Building 
17th Street and Pennsylvania Ave, NW 
Washington, D.C. 20500 

Dear Dr. Gibbons: 

You may recall that I worked on the Chemical Biological Subcommittee with Josh 
Lederberg on the OTA report on Technology Against Terrorism. 

As you know, we have a serious national problem in terms of protection against biological 
terrorist incidents. Your committee and other authorities consider the initiation of such 
incidents with massive loss of life and devastating political fallout only a matter of time. 

There are numerous authorities outside of the Government concerned about this problem 
who have been attempting to get some effective Government action for a considerable 
period. 

We have discussed this problem with knowledgeable Congressional parties over the years 
and with Tony Fainberg. We do not believe that the problem is on the way to resolution 
and lots of us are going to be held accountable after the fact. 

We believe there is a politically supportable way to accomplish this under the environmental 
rubric and with the additional effect of adding to our capability to deal with hazardous 
materials in a much more effective manner. A program which both defense mavens and 
greens can support is already lying there ready to pick up. 

A person from the Office of Emergency Services from California and I would like 15 
minutes of your time to explain how this might be done. It could be an interesting and 
effective way to convert swords into plowshares and the funds can be squeezed from 
current allocations. 

Ms. Bradford is in town this week. If you could spare fifteen minutes, it could be vitally 
important to the lives of people in this country. Josh Lederberg or Tony Fainberg can attest 
to my bone fides if necessary. 

Sincerely, 

Peter F. Bahnsen 
Senior Vice President 

200 I NORTH BEAUREGARD STREET • ALEXANDRIA • VIRGINIA 2231 I 
PHONE: (703) 824-3100 FAX; (703) 824-0333 
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Topic:s for Discussion 

I. Biological Hazards are a growing national problem. 

A. Terrorism 

1. OT A Report. 

2. Congress: Browder & Glenn Committee. 
(Testimony by CIA Director Woolsey.) 

B. Disease: AIDS. 

C. Bio-Engineering. 

1. VP Gore's Biotech initiative. 
2. No to stifle R&D, but develop prudent precautions as we go. 

II. The ability to respond to biological hazards and natural disasters should both be 
addressed jointly. 

A. FEMA problems with Hurricanes Hugo, Andrew, and Iniki. 

Interaction between DoD and FEMA needs definition and strengthening. 

III. This is an opportunity to address both issues and create an appropriate organizational 
vehicle to coordinate a "national response." 

A. "New FEMA": James Witte, Lacy Suiter, and Bill Medigovich. 

B. "New DoD Thrust": Sixth Army, Plowshares, and House Armed Services 
Committee support, and major defense efforts. 

IV. Build upon existing programs for disaster response: Federal Response Plan and 
California Emergency Plan; HazMat/Chemical Emergency Preparedness. 

V. This is an environmental issue which will also take care of national security needs. 

A. This will allow us to address the contingency of biological terrorism without 
creating the incident we're trying to avoid. 

VI. Now is the time. 

A. California is ready. 

1. Easy target: Diverse population; unregistered immigrants; concentration 
of biotech industries. 
2. Most sophisticated emergency management organization. 
3. Best coordinated with FEMA: Federal Response Plan was developed 
for California. 
4. Existing superior relationship with the FBI. 



C. Congress. 

D. DoD is ready. 

E. FEMA can be ready. 

VII. What needs to be done. 

A. Small national working group (lean and mean). 

B. Initial focus on decision support systems and decision aids. 

C. Expansion of military program in vacancies and medical support capabilities. 

D. Begin model program in the State of California. 

1. Planning. 

2. Training and simulations. 

3. Response teams. 

4. Specialized equipment development that supports both biological disaster 
relief and HazMat spills. 

VIII. Funding. 

A. Reallocation of current funds from FEMA Civil Defense, Defense 
Chemical/Biological. Redirection of DARPA (ARPA) funds are already allocated 
(no new money). 

B. Proper planning saves money on response. 

C. Reallocation of civil defense positions. 

Follow-Up: 

• Dr. Chris Hatcher will be meeting with the President on terrorism, etc. when the 
Waco incident is over. (Hatcher worked with the President on Russelville, 
Sheridan, and other Arkansas incidents.) 

• We will meet with Congress as required to advance White House agenda to 
advance this effort. 

• Need to set-up follow up meeting with Dr. Johns or Dr. Gibbons prior to Dr. 
Hatcher meeting with the President. 

BOTTOM-LINE: We can help you make it happen. 

- Off-Line infomrntion collection. 
- Off-Line Plan Development and Support. 
- Off-Line Jaw Boning. 
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Janet K. Bradford is the Chief of Program Development, Research and Administration, for the California 
Specialized Training Institute, and also Senior Emergency Management Coordinator for the Governor's 
Office of Emergency Services. 

Chris Hatcher is Clinical Professor of Psychology at the University of California, San Francisco, and 
Director of the Center for the Study of Trauma. 

Raymond A. Zilinskas is Associate Research Professor, Center for Public Issues in Biotechnology, at the 
Maryland Biotechnology Institute. 

Stanley Wiener, M.D., is Professor of Medicine at the University of Illinois Medical College at Chicago. 

Clinton R. Van Zandt is a Supervising Special Agent at the Federal Bureau of Investigation Academy's 
National Center for the Analysis of Violent Crime. 

Peter F. Bahnsen is Senior Vice President, Business and Technology Development, of BETAK 
Corporation. 

William M. Medigovich is the Regional Director of the Federal Emergency Management Agency's 
Region IX. 

The viewpoints expr~sed in this paper are those of the authors, and do not necessarily represent those of 
their affiliated agencies. · 
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PREFACE 

This paper is one of a series on research in progress in the field of human adjustments to natural 

hazards. The Natural Hazards Working Paper Series is intended to aid the rapid distribution of research 

findings and information. Publication in the series is open to all hazards researchers and does not preclude 

more formal publication. Indeed, reader response to a publication in this series can be used to improve 

papers for submission to journal or book publishers. 

Orders for copies of these papers and correspondence regarding the series should be directed to 

the Natural Hazards Center at the address below. A standing subscription to the Working Paper series is 

available. Papers cost $3.00 on a subscription basis, or $4.SO when ordered singly. Copies sent beyond 

North America cost an additional $1.00. 

The Natural Hazards Research and Applications 
Information Center 

Institute of Behavioral Science #6 
Campus Box 482 

University of Colorado 
Boulder, Colorado 80309-0482 
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SUMMARY 

Throughout history, every promising new technology bas brought new risks along with it. This paper 

describes two types of biological hazards: those that are naturally occurring and those that are the result of 

the development of biotechnology. Human safety may be endangered by biological hazards as a result of 

accidents in laboratories, transportation accidents, natural hazards, deliberate misuse of technology, or 

changes in global ecology. Public policy makers and the constituents to whom they report 

characteristically turn to emergency management professionals when such issues materialize in their 

communities. In order to cope with this new risk, the emergency management community must identify 

potential problems, develop response plans, mitigate hazards where possible, and ensure the preparedness 

not only of government agencies but also individual citizens. 
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BIOLOGICAL HAZARDS AND EMERGENCY MANAGEMENT 

INTRODUCTION 

Responding to diswe outbreaks was one of the first tasks of early emergency managers, and even 

primitive cultures developed strategies to isolate contagious individuals to protect the community. Today, 

additional biological problems are possible. Large quantities of hazardous biological agents and 

substances are produced throughout the United States every day, in clinical and research laboratories 

where pathogens are cultured and in industrial facilities producing toxins and vaccines for commercial 

purposes. While by far most of this work is routine, posing no unusual hazards to workers or the public, 

accidents or other special circumstances can at times transform the routine into peril. •it is a simple truth 

that technology develops faster and further than policy,• Vice President Al Gore recently wrote. 

•Biotechnology is developing faster than any previous technology, and in the process creating a wider 

gap between practice and policy• (Gore, 1991, p. 19). 

One policy area which needs incrwed attention is bow our society will approach a biological 

hazards emergency. Even with the best safety plans and protocols, product failure, such as seal breakages 

will occur; transportation accidents are possible; and human error is inevitable. 

For example, on December 28, 1990, four maintenance workers at a Berkeley, California 

pharmaceutical factory came frighteningly close to spreading bubonic plague among that city's 105,000 

inhabitants. On that day, the workers did something they were not supposed to do: they entered Building 

Forty-Six. Building Forty-Six was where the company cultured over two million doses of vaccine a year 

of Yersinia pestic, the bacterium that causes bubonic plague. The fact that the tragedy did not occur was 

due simply to chance. What neither the workers, the nurse on site, nor the physicians to whom the men 

were sent knew, was that vaccine production had cwed a few days before entry and that the building 

had been decontaminated. As far as they were concerned, the workers had been exposed to plague, so 

the very real question was what to do about it (Winokur, 1991). 

Although a relwe of Yersinia pestis in the air would be quite serious, the relwe of other readily 

available agents could be catastrophic. In the United States, an intentional aerosol relwe of anthrax in 

an urban area would result in thousands of deaths. Even if antibiotics were available in substantial 

quantities onsite, the death rate would be close to 100~. 
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Incidents such as the one described above pose two. somewhat clashing issues. 

1) There was a very real potential for loss of life through several possible safety hazards. 

Community members and government officials were concerned about the possibilities of (a) product 

failure in the containment environment; (b) a structural failure due to an external natural hazard. such 

as an earthquake; (c) problems from procedural violations. such as the one described above; (d) an 

intentional release by vandalism; or (e) an intentional or accidental release as a result of theft or criminal 

or terrorist elements. 

2) On the other hand, the pharmaceutical company is one of the city's leading employers. with 

a work force of over 600 people. At the time of this incident, the company had an application before 

the city council for a 30-year agreement that would allow it to make its operation a center for the 

development and manufacture of products based on emerging new biotechnology. It planned to add 503 

more employees, and increase tax revenues to the city by about $2 million a year. An imposed ban or 

stricter controls could discourage the company from expanding its operation or induce it to move 

elsewhere. 

Biotechnology is a key to future industrial productivity in America. However. just as chemicals 

have allowed great economic and technical advantages while requiring significant new responsibilities 

toward the public welfare. so must the development in biological industry be accompanied by protective 

measures and policies. While emergency services professionals have yet to face biohazards as routine 

response issues, avenues exist based on prior hazardous materials experience for the improvement of both 

shon-term and long-term response plans for this hazard. 

This paper will discuss and analyze the two general types of biological hazards; i.e .• those whose 

etiology is nature and those which are the result of human activity. The first type has, in the past, been 

considered a public health concern, and addressed by public health workers. especially infectious disease 

experts. The section on the second type of hazard, that resulting from the development of biotechnology, 

opens with a background on the development of biotechnology. including its putative risks and responses 

to those risks. Biological hazards that may result from accidents in laboratories. or be brought about 

deliberately are discussed, and the paper closes with recommendations on how policy makers and 

emergency managers should improve preparedness to meet biological threats. 

NA TIJRAL BIOLOGICAL HAZARDS 

Jn general. natural biological hazards are infectious diseases or diseases caused by toxins produced 

by microorganisms. They recur throughout history: Thucydides described a plague epidemic in Athens 

--· - ---· -· ----. ·--···· - ·---- -
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over 2000 years ago. Bocaccio observed 650 years ago that during the Great Plague, which wiped out 

over a quarter of the people in Europe, half of the population fled, and the other half, thinking their 

lifetimes had suddenly been curtailed-as they were about to be-spent their remaining weeks in 

drunkenness, orgies, crime, and violence (Clarke, 1968). An influenza outbreak during the winter of 

1918-19 killed over 20 million people, and as recently as 1973, an outbreak of cholera resulted in riots 

when limited amounts of vaccine were made available c·cholera ... : 1973). The present AIDS 

pandemic likely will kill many millions before it is brought under control. 

Changes in global ecology are presenting new hazards. Increasing interdependence and 

worldwide interactions provide new opportunities for natural biological processes to affect societies. For 

example, in 1976 a new subtype of the ebola virus, Ebola Zaire, emerged simultaneously in SS villages 

near the Ebola River, killing 88 ~ of the people it infected. Its close cousin, the Marburg virus, caused 

the death of thousands in the Sudan in 1967, and, transmitted by monkeys imported to Germany for 

medical research, also killed 31 laboratory employees. Then, in 1989, another variety of ebola, now 

called Ebola Restin, was discovered in research monkeys in a private laboratory near Washington, D.C. 

Analysis and rapid intervention by the U.S. Army Medical Research Institute for Infectious Diseases led 

to the destruction of over 700 monkeys, and the commercial office building in which they were housed 

remains sealed today (Preston, 1992). 

Ebola is not the only virus coming out of the rain forests. The emergence of the HIV virus, 

causing AIDS in humans, may also be a natural consequence of increased human movement into the 

tropical biosphere. By far, most of the pathogenic viral species on this planet live in or originate from 

the rain forests. As humans encroach on these forests, we interact with new organisms. When an 

ecosystem suffers damage, many species die out, but a few find a new ecological niche. The HN virus, 

having found a new niche, seems to be a successful species-and it may be an indicator of other virulent 

viruses that could emerge in the future. Future disease agents, however, will exert their effects in 

different, unpredictable ways. 

High speed air travel provides a new vehicle for viruses as -well as people. For example, a 

person may contract a virulent disease agent in Africa, board an airplane, travel to the United States, and 

reach his or her destination while the disease is incubating, without showing indications of its presence; 

then come down with acute symptoms at home. In some cases, while traveling, this victim could have 

unknowingly spread the pathogen via touch or aerosol to hundreds of nearby people. 

Of course, biological agents and toxins threaten more than just people. Recently, emergency 

management personnel in the United Kingdom assisted in ameliorating the worst effects of the so-called 
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"mad cow disease,• which resulted in the forced slaughter of tens of thousands of cattle and other 

animals. If this scourge, whose causative virus has not yet been identified, were to appear in the 

continental United States, emergency management personnel would be requested to assist agricultural 

specialists in controlling it. Other animal diseases may be even more damaging. For example, if foot­

and-mouth disease were to reappear in North America, an immediate emergency response would be 

necessary in order to prevent a loss of hundreds of millions of dollars by U.S. agriculture. A 

catastrophic outbreak of an extremely damaging plant disease might· also require an emergency 

management response. 

While disease and contamination so far have been addressed primarily through public health 

channels, it is evident that emergency managers will need to become increasingly involved in biological 

hazard outbreaks, which may affect hundreds or thousands of people in a very short time and whose 

origin and effects may not be immediately apparent. 

HUMAN-CREA TED BIOLOGICAL HAZARDS 

The potential for biological hazards whose lethality and speed of movement will require greater teamwork 

between the medical community, public policy makers, and emergency managers is increasing as newer 

technological developments in bioengineering pose significant new challenges. Since 1973, when the first 

genetic engineering technique of recombinant DNA was developed, the number of companies that conduct 

research using these techniques in the United States and throughout the industrialized world has increased 

dramatically. At this time, thousands of laboratories and hundreds of industrial firms in the United States 

use biotechnological techniques, in projects ranging from agriculture and medicine to the environment 

and energy. The likely benefits to society are important, including fresh foods with longer shelf-lives, 

new therapeutic medicines, safe efficacious vaccines, new approaches for overcoming genetically-linked 

diseases in humans, new biodegradable materials, and so forth. The commercial value of these inventions 

is potentially great, making bioindustry appealing to investors. However, with thousands of people now 

working with, or near, biological agents, the risk of accidental release affecting workers and the general 

public is ever-present. 

A greatly expanded national program for biotechnology is envisioned in the "Biotechnology 

Initiative,• a program of federal support for research and development proposed for funding at the $4.06 

billion level for FY1993 (Committee on Life Sciences and Health, 1992). The four areas of the United 

States containing the greatest concentrations of bioindustry are San Francisco/Oakland (where "Silicon 

Valley" is being overtaken by "Biotech Bay"), Boston/Cambridge, Greater Los Angeles, and the 



s 
Baltimore/Washington D.C. corridor. However, the most significant growth ofbioindustry in the United 

States is yet to come, probably at the beginning of the 21st century. As an indication of the level of 

interest, recently over 5,000 people panicipated, either in person or via satellite, in a conference 

sponsored by the University of California, entitled ·winding Your Way Through DNA.• Scientists, and 

the public at large, are enthusiastic about biological research. In fact, bioengineering is becoming so 

accessible, a kit to do your own experiments bas been marketed in a Christmas catalog for Jess than $600 

(Douglas and Livingstone, 1987, p. 9). 

The growth pattern of biotechnology is moving outside of university research circles. The pattern 

depends most typically upon the development of a single product, under substantial financial pressure to 

generate significant promise of results. This then leads to a private capital cash infusion or a corporate 

buy-out by one of the large multinational pharmaceutical companies. In one recent year, biotechnology 

stocks were the winners in an otherwise bad time for Wall Street (Edganon and Misra, 1991). This new 

approach reflects the increasing interrelatedness of basic and applied research and development. The 

universities and industry have formed symbiotic relationships never before seen in either the academic 

or industrial sectors. 

On a much lesser scale, but one that is nevertheless significant, biological defense research 

involving exotic pathogens and toxins is conducted in a number of university and industry laboratories 

throughout the United States. Given the proliferation of interest in biological warfare by military forces 

in other countries around the world, the U.S. Biological Defense Research Program is likely to expand 

in the next few years, encompassing more public and private civilian laboratories. 

SAFE1Y ISSUES 

The possible hazardous nature of some biotechnology research and development led the National Institutes 

of Health (NIH) to establish in 1976 the Recombinant DNA Advisory Committee (RAC), which issued 

guidelines for rDNA research. The NIH guidelines specify conditions under which risky research can 

be performed. Research which is perceived as innocuous may be performed under Biosafety Level 1 

(BLl) conditions (equivalent to good laboratory practices), while research deemed potentially very 

hazardous must be done under high security BL4 conditions. Each institution performing biotechnology 

research and development is required to establish an Institutional Biosafety Committee (IBC), which gives 

advice on the level at which a panicular research project can be performed and monitors research 

activities. Each IBC annually informs RAC of its activities. Seventeen years of experience with the Nm 
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guidelines indicate that they appear to protect the workers and tho public from potential biohazards while 

allowing research to proceed relatively unhindered. 

The NIH guidelines are mandatory only for those performing government-funded research and 

for all federal laboratories. In practice, however, university and industry researchers throughout the 

United States tend to follow the NIB guidelines, due to possible liability should something go wrong. 

However, departures have been noted. The IBCs set up to review genetic engineering at public 

and private institutions have a disappointing record (Gore, 1991). Controversial experiments have been 

conducted without notice to the relevant committees (Subcommittee on Investigations and Oversight, 

1986), and a Government Accounting Office study of these committees found that they were ill-equipped 

and unwilling to review biotechnology products intended for release into the environment (U.S. General 

Accounting Office, 1987). 

While by far most researchers will follow the NIH guidelines, a small percentage are likely to 

be unscrupulous or careless. In view of the many thousands of researchers using genetic engineering as 

a fundamental tool, this small percentage could translate into a significant number of researchers who go 

their own way, paying little or no attention to the NIH guidelines. In particular, those who do not depend 

on federal support may ignore the NIH guidelines for reasons that may range from economic (it is less 

costly to perform research at the BLl level) to competitive pressure (unrestricted research can be done 

must faster than that circumscribed by regulations). This group of people, whose activities cannot be 

easily overseen or monitored, is most likely to suffer accidents, some of which could affect surrounding 

communities. 

Field Testing Concerns 

The transition between laboratory research and commercial production of biologically engineered species 

provides another vulnerable area. Genetically engineered plants and animals seem to be relatively easy 

to contain, so permission has been given by regulatory agencies, such as the Environmental Protection 

Agency and the U.S. Department of Agriculture, for more than 400 field tests without apparent negative 

side effects (Fox, 1992). However, an organism may be deemed innocuous and be undergoing field 

testing or be used for a purported good, but in the longer term exhibit negative side effects. In addition, 

genetically engineered microorganisms and aquatic animals and plants will not be easy to contain within 

a test site, so field testing involving these organisms poses unresolved challenges to regulators. 

To prepare for possible untoward effects arising from the field testing of genetically engineered 

organisms, emergency managers should become involved in the decisions that precede the actual field 
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testing, because preparations to protect the food supply or citizens may need to be implemented should 

problems occur. 

The history of citizen responses to the appearance of physical symptoms in sites with potentially 

hazardous chemicals or radiological substances can provide some insights. When symptom clusters 

appear, they can stimulate rapid and difficult to manage levels of advocacy and concern directed toward 

public policy makers. When faced with these situations, the policy makers tend to tum to emergency 

managers. Sometimes, cases have been determined to be a valid exposure to toxics; other times, this has 

been unproved. Nonetheless, the demand upon emergency managers to be knowledgeable and responsive 

within limits of existing technology is the same, whether it involves biological, chemical, or nuclear 

material. 

Manufacturing 

The NIH guidelines restrict the amount of genetically engineered organisms that can be grown at one time 

in a fermenter to 10 liters. Anyone wishing to ferment larger quantities must request permission to do 

so from RAC. In practice, most manufacturing processes use innocuous organisms that are unable to 

grow outside the laboratory. For example, Escherichia coli (£. coli) is a normal inhabitant of the animal 

gastrointestinal tract, but certain strains can cause infections. However, the genetically engineered£. coli 

used to manufacture human insulin has been weakened to the extent that it cannot survive in nature. So 

a manufacturer preparing to set up a production facility to produce human insulin need only inform the 

local IBC of this fact, and the IBC will probably only monitor the process at infrequent intervals. 

The most common exception to this procedure involves the manufacture of vaccines against 

virulent organisms. In these cases, which are in fact not so common, some operations will take place 

under BL3 or BU conditions, which will be carefully monitored by the local me and other authorities. 

Research done at BU facilities is particularly easy to monitor, since there are only five of them in the 

United States1
• Although problems with routine manufacturing processes are unlikely, continued 

vigilance is essential. 

'The five BU facilities arc localed at the Ccnten for Disease Control'• Center for Infectious Diseases in Atlanta, Georgia; 
&he U.S. Army Medical Research Institute for Infectious Diseases at Fort Detrick, Maryland; at the National Cancer Research 
Facility 11 Fon Detrick, Maryland; at the National Institutes of Health at Bethesda, Maryland; and at Plum bland Animal 
Diseue Center, New York. 

·-···---,------
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Transportation 

We do not know how many packages of etiologic agents are shipped annually in this country. (According 

to the Department of Transponation, an etiologic agent is a •viable microorganism, or its toxin, which 

causes or may cause severe disabling or fatal human disease.•) Shippers are supposed to adhere to 

shipping regulations, which include container size, strength, packing materials required, etc. Incidents 

involving damaged packages are increasing. Five years ago, the Centers for Disease Control testified 

that they received an average of three calls per year of verified damaged packages containing etiologic 

agents (Hermann, 1991, p. 37). However, the calls now average two per week, with about six per year 

resulting in a possible exposure. 

Accidental Releases 

The professional safety guidelines (BLI through BU) presume the integrity of the laboratory itself. They 

do not cover situations where containment bas been breached, such as the accidental release of biological 

threat agents resulting from containment failure, either at the research laboratory, the manufacturing 

plant, or in transport. Thus, the NIB guidelines do not cover what to do if a facility for biotechnology 

research or manufacturing is damaged or destroyed by a hurricane, tornado, earthquake, or other natural 

disaster. As far as the authors are aware, there are no other regulations or guidelines at the federal level 

that cover such eventualities. Experience has shown that this is a potentially serious shortfall: after 

California's Loma Prieta earthquake in 1989, 463 of the 490 documented releases of hazardous materials 

occurred in a laboratory environment (Selvaduray, 1991). 

Criminal Activity 

In a field as commercially lucrative as biotechnology, financial incentives are high. A RAND report on 

insider crimes in nuclear facilities revealed that by far the most frequent motivation for the crimes was 

personal gain (Hoffman, 1990). A similar situation could occur in a field as profitable as biotechnology. 

Biological hazards may be deliberately engendered by a variety of misanthropes or criminals, for 

example, disgruntled employees bent on revenge, blackmailers; or terrorists who have a political agenda. 

Biological agents and toxins seem potentially well suited as weapons for persons who act alone or in small 

groups, because they are deadly in small doses, are easily concealed and transported, and can be activated 

by relatively untrained persons. Biological agents have the potential for being weapons of mass 

destruction, and some pathogens that could be used as crude biological weapons are readily obtainable. 

For instance, the common food and waterborne pathogens Salmonella, Shige/la, and Staphylococcus could 
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be procured from a local clinical laboratory. Low levels of technology are required to grow a batch of 

any of these agents and make a paste out of the cell mass: it could be done by a technician in any clinical 

microbiology laboratory or biotechnology firm. Transporting and inserting the paste into a water supply 

would be easy. The ease with which a public water supply could be sabotaged was demonstrated when 

the radioactive material U235 was dispersed in the New York City water supply in 1981, potentially 

affecting millions of citizens. The water was intentionally contaminated with U235. While traces of 

U235 were found in water samples drawn from many areas of New York City, the levels were deemed 

to be nontoxic. Intensive investigation by local, state, and federal law enforcement proceeded over a 

period of months, and the individual who caused the contamination was never identified. 

Intentional release of such pathogens, particularly airborne viruses, could affect an extremely 

large area. As little as a few kilos of anthrax spores released in aerosol form could infect millions in our 

urban areas. To illustrate, the U.S. Army conducted tests of biological agents in the 1950s, using 

simulants-bacteria or viruses considere.d to be benign-and releasing them in urban areas, including 

Minneapolis, St. Louis, New York City, and San Francisco. These experiments showed the ease with 

which biologicals can be released, and that even relatively clumsy tactics did not arouse either public or 

law enforcement attention. One of the conclusions was that •a large proportion of the working population 

in downtown New York City would be exposed to disease if one or more pathogenic agents were 

disseminated covertly in several subway lines at a period of peak traffic" (U.S. Department of the Army, 

1968, p. 23). 

Biological agents are also inexpensive. In terms of costs per kilometer for producing mass 

casualties, conventional weapons cost about $2,000, nuclear $800, chemical weapons $600 and biological 

weapons $1 (McGeorge, 1990, p. 15). 

Use or planned use of biological agents by criminals is not unknown. Botulism is most 

commonly known as a food poison, and was first discovered in 1793. It is toxic in very small doses; 

0.1-1 microgram can be fatal. There are at least two instances where botulism was planned for use by 

criminals. In 1980, a Red Army faction group •safe house• in Paris was raided, and the resident, a 

microbiologist, was found to be culturing botulism spores in the bathtub. In 1984, two Canadians with 

criminal backgrounds were caught by accident, ordering botulism spores by phone, after they had already 

received tetanus spores from an earlier order (Douglas and Livingstone, 1987). Ricin, which is made 

from castor beans, may be one of the oldest known plant poisons. Although less toxic than botulinum, 

it is also poisonous in small doses, and easier to use. In 1978, the Bulgarian secret service used ricin 

to assassinate one dissident and harm another (Elmsley and Pallister, 1978). In 1984, the FBI obtained 
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one ounce of ricin in a film canister from an individuaJ who had manufactured it himself (Elmsley and 

Pallister, 1978). 

Product tampering is increasing throughout the world; Japan especiaJly has been affected by this 

type of crime. So far, chemicals have been used-the cyanide poisoning of Tylenol in 1984 and 1986, 

as well as the sabotage in England of baby food during the spring of 1989, have received mass publicity. 

It is therefore likely that most terrorists, potential extonionists, and others are aware of this type of crime 

and how it can be deployed to achieve their purposes. Biological agents can be used as easily as 

chemicals, but can produce much greater casualties. Dating back to 1955, a special committee of the 

National Research Council assessed the food industry as being wlnerable to chemical, biological, and 

radiological agents (Civil Defense Foods Advisory Committee, 1955). Small incidents can result in large 

damages; the discovery that three Chilean grapes were poisoned with cyanide resulted in several hundred 

million dollars of damage and bankrupted more than a hundred growers and shippers. Recently, in 

California, taco shells were found poisoned by the extremely toxic pesticide endrin ("Endrin poisoning 

... ," 1989). As recently as March 1992, police in Fairfax, Virginia, charged a man who opened a vial 

and exposed 20 people to what he falsely claimed was the bacteria anthrax ("Man charged ... , • 1992). 

Communities need to be able to quickly assess and respond to these threats. 

The 1990s may see corporate extonions take on an exotic aspect, to include the threatened or 

actual use of biological agents to contaminate consumer products or corporation facilities. Such actions 

could be committed by foreign or domestic terrorist groups, religious or political zealots, and other 

individuals with a psychological predisposition for revenge or mass murder to achieve an individual or 

group goal (Van Zandt, 1993). 

A recent repon prepared for the U.S. Armed Forces Medical Intelligence Center, discusses 

arguments for and against the likelihood of terrorist use of biological weapons. The technological barriers 

to use were not found to be insurmountable; rather, the main deterrent so far seems to have been possible 

adverse reaction of the terrorists' own suppon base. However, the repon concluded that some of the 

negative aspects of the use of biological weapons (from the terrorists' perspective) might be becoming 

less imponant. The trend of mass killings through terrorist acts has been recently observed in multiple 

airline bombings, and one might foresee a reduced reluctance on the part of terrorists to take the lives 

of thousands of innocent citizens. The Congressional Office of Technology Assessment (OTA) rates the 

odds at even or slightly higher that a chemical or biological terrorist attack will occur (U.S. Office of 

Technology Assessment, 1991). 
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The proliferation of biological weapons has direct relevance to future terrorist activities because 

terrorists are unlikely to have access to these weapons unless they are supplied by a nation developing 

them. Some security analysts claim that 10-15 nations possess a capacity that could be used to develop 

offensive biological warfare (Douglas and Livingstone, 1987). Several of these states have been 

associated with the suppon of terrorist groups. The OTA repon references the high probability of 

increased technology transfer involving toxic biological and chemical agents, citing the recent transfer 

of chemical weapon technologies from Germany to Libya. This event shows that such transfers are 

possible even within a very structured state with existing laws barring such transfer. Stopping transfers 

of this nature will be even more difficult in less stable states. Notably, Iranian President H. Rafsanjani 

has stated publicly, ·we should fully equip ourselves both in the offensive and defensive use of chemical, 

bacteriological, and radiological weapons. From now on, you should make use of the opportunity and 

perform this task" (Foreign Broadcast Information Service, 1988). 

An official Iraqi memorandum indicates that Baghdad has been developing biological weapons 

since 1986 ("Document says ... ," 1992). Advance preparation is imponant, as perceived risk of 

retaliation may be a factor in the choice of using chemical or biological weapons, as evidenced by the 

Iraqi use of such agents against the Kurds and the subsequent reluctance to use them against the U.S. 

military. No one knows at this time if the current Iraqi government will attempt to test the Clinton 

Administration's resolve by arming terrorists with biological or other weapons of mass destruction against 

either U.S. or friendly foreign interests, or in renewed attacks against the Kurdish people. 

An incident in the former Soviet Union indicates that country's interest in biological weapons 

research, demonstrates a probable containment breach, and shows the government's reluctance to 

acknowledge a problem. In 1979, an unusual outbreak of anthrax led to 64 deaths. The official Soviet 

explanation was that the deaths were caused by ingestion of contaminated meat. But interviews with the 

physicians who treated the patients noted that they all died from pneumonia and meningitis. This 

presentation is consistent with exposure from inhalation. The pathologist on the case tried to publish the 

findings but was blocked by the KGB. The KGB also removed the diagnosis of pneumonia from the 
-

death cenificates. Most of the victims worked in a ceramics factory a few hundred yards downwind from 

Military Compound 19. The Soviets later acknowledged the compound enclosed a secret military 

microbiological research institute. Some now believe that the functions previously performed at 

Compound 19 have been transferred to a facility on Lake Baikal in Russia (Gumbel, 1991). 
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EMERGENCY PREPAREDNESS: CURRENT STATUS 

As a society, we have learned that each new technology, such as chemicals or nuclear energy, has 

brought with it a varying range of serious health side effects. While such side effects can be mitigated 

by adherence to proper human behavioral and material protocols, individuals do make mistakes, 

containment material product failures do occur, and psychopathic or criminal acts are possible. 

Wise public officials and emergency managers should now include biological incidents among the 

various risks for which they plan. Planning will be required for naturally occurring epidemics, biological 

terrorism or war, and for unsafe practices in the biotechnology industry. As is the case in all response 

planning, a systematic and rational approach to identifying and addressing potential problems will be 

required. 

This work has begun. At the national level, the Federal Emergency Management Agency 

(FEMA) is responsible for coordinating national response to any disaster, regardless of its initiating event. 

The recently developed Federal Response Plan assigns tasks for 12 emergency support functions and 

provides for an "advance element," to be readily fielded, should a disaster be anticipated. This response 

capability is still under development, and needs continued attention and support to reach its full 

capability. The current focus on natural disasters will need to be revisited to incorporate additional 

organizations which should be involved in a biological emergency response. 

Congressional concern over biological warfare bas been significant as well, with Rep. Glen 

Browder recently chairing an inquiry for the House Armed Services Committee on this country's 

preparedness for nuclear/biological/chemical warfare (NBC). The General Accounting Office reported 

last year that U.S. forces were not being adequately trained or equipped to fight on chemical or biological 

battlefields, and funding for these programs declined 253 between 1986 and 1991. However, the 

FY1993 defense budget includes $604 million for NBC-related activities, including $250 million to 

develop and purchase chemical and biological agent detectors and protective gear. The Congressional 

attention thus far has concentrated primarily on military preparation in a battlefield environment. Civilian 

preparation or protection for our communities has not yet been a focus for development (Reed, 1992). 

Efforts to coordinate responsibility and communication in the federal response to terrorism, 

including the intentional use of biological agents, began in the 1970s (U.S. Office of Technology 

Assessment, 1991). From an investigative standpoint, the Federal Bureau of Investigation (FBI) has been 

designated as the lead agency in biological crimes in this country, following a model developed by the 

Department of Energy for nuclear emergencies. The FBI has the responsibility to investigate criminal 

acts that may include the intentional use of nuclear, chemical, biological, or toxic agents. Sabotage, 
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intentional dispersal, product contamination, and the threat to accomplish any of these acts are all covered 

under various federal laws under the FBI's jurisdiction. 

As in any extonion or threat investigation, the FBI can call upon the expenise of the National 

Center for the Analysis of Violent Crimes, which will provide a criminal investigative analysis 

(psychological profile) of the extonionist or threatening individual. The assessment, combined with other 

sources, is then used by FBI headquaners and the local FBI field office to detennine the federal level of 

response, and the number and type of resources to be mobilized to meet the identified threat. The 

investigative response would be led by the FBI, with the non-criminal, emergency management aspect 

of the incident coordinated by FEMA in suppon of state and local emergency management officials. 

Concerned federal, state, and local agencies have begun practicing this response capability and 

using their credibility threat assessment techniques in real-world incidents. This assessment and response 

capability can be activated by contact with any FBI field office, and response activities would proceed 

through the same channels as for natural disasters. 

In addition, the federal response to terrorism, including the intentional use of biological agents, 

involves the Policy Coordinating Committee on Terrorism (PCCIT), first known as the Interagency Group 

on Terrorism at its inception in 1982. The PCCrr is chaired by the Department of State's Coordinator 

for Countenerrorism, and bas 25 federal organizations as members. Within the PCCff is a very 

imponant subcommittee, the Technical Suppon Working Group (TSWG), which administers the National 

Countenerrorism Research and Development Program. Funding for TSWG efforts was first authorized 

by PL 99-349 in 1986 with initial funding of $10 million for the development of detection and emergency 

response technology. The primary technology projects relevant to biological agents are (1) a rapid 

response, transportable, semitrailer-sized laboratory for detection and identification of biological and 

chemical agents, and (2) an inexpensive protective hood for ten to thirty minutes of emergency ocular 

and respiratory protection against biological or chemical agents. Unfortunately, further progress bringing 

these developing technologies and others to a field operational status has been inhibited by a progressive 

reduction in federal funding from the $10 million in 1986 to approximately $2 million currently. 

Some individual states, such as California, have convened working groups through their 

emergency services offices, consisting of elements of the different state agencies which would be active 

2Projcct development by Computer Opcecnomics of Annapolis, Maryland, with project management by the U.S. 
Environmental Protection Agency and &cchnical usiltance by the U.S. Anny Chemical Research, Development, and Engineering 
Center. 
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in a biological response. At the state level, hazardous materials contingency plans and nuclear emergency 

response plans can provide the basis for planning for a biological disaster. 

Plans are underway to convene a conference of emergency managers and microbiology 

researchers, with the goal of establishing common terminology and mutual understanding of risks. 

Federal funding has been requested, and the conference is anticipated to convene in late 1993. Results 

of this conference will guide future efforts. 

PRUDENT PRECAUTIONS 

Disease will be a continuing element of our global environment. Biologically-engineered plants, animals, 

and microorganisms will provide benefits to humanity beyond our imaginations. But criminal and 

military applications of this technology will continue to threaten our society. Emergency managers, in 

the multihazard context, need to include considerations for biological hazards in preparedness efforts, 

mitigation measures, response procedures, and recovery plans. Specific actions should include the 

following: 

1) Forge a partnership between business and government. Industry/emergency management 
cooperation is essential at the national, state, and local levels. The agreement must include 
sharing information, risk evaluation, joint training opportunities, a review of resources, and 
frank discussions about notifications ·and responses. In view of all the uncertainties, there 
is a need for close cooperation. The process of addressing chemical hazards in our 
communities has provided both horror and success stories. Both offer learning opportunities 
as we broaden our perspectives to include biological threats. 

A national working group should examine all aspects of biotechnology, from its funding 
and priorities to its safety. This group must include representation from emergency 
management. States can provide the focal point for information and expenise for their local 
jurisdictions. Local governments will be in the front line of coordination with companies, 
research facilities, and others in their area, to make sure threats are appropriately assessed 
and resources identified. 

2) Build upon our base. Apply the existing multihazard approach to emerging threats from 
biological hazards. Stan with the knowledge base of experience, but remember that the 
highly technical challenge posed by biohazards will require a much closer degree of 
coordination and resource sharing among disparate federal and state agencies, and an 
expansion of the network to include both investigative and Jaw enforcement elements. 

Prototype plans and protocols should be developed to assist states and communities in 
addressing this hazard. Pilot projects which can have national replicability should be 
considered. 

3) Support/or research and development of hardware and knowledge systems is needed. New, 
effective monitoring equipment; protective devices, such as masks, and portable shelters; 
filters for rooms and vehicles; or other items may be required. Stockpiles and transportation 

I 

I 
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procedures need to be developed. Epidemiology networks need strengthening, on a national 
and worldwide basis. Response plans should be developed which include stand-by orders for 
governors or the President based on biological hazards. Research and treatment protocols 
may need to be revisited. Perhaps new Jaws or regulations are appropriate. At present, 
monitoring equipment and protective devices exist in a limited number of locations, primarily 
under military direction. The modification of such equipment for use by civilian emergency 
response teams is essential. 

Emergency managers need access to a knowledge base and resource system which is 
focused to their needs and which can provide on-caJl consultation in a manner parallel to 
resources for chemical and radiological hazards. 

4) Devote special attention to criminal and te"orist potential. The U.S. Office of Technology 
Assessment Task Force on Technology and Terrorism has conducted a comprehensive 
review, with recommendations for action regarding the intentional use of biological and 
chemical agents against the public. These recommendations should be implemented, with 
special attention paid to the activities and potential of the Technical Suppon Working Group. 
Priority should be given to those activities which have the greatest potential for field 
operational status for emergency management use. 

S) Training and exercises must be priorities. Training programs need to be developed for 
everyone, from maintenance workers, such as those described in the first incident in this 
paper, to the on-site response team, to local, state, and federal employees and elected 
officials. Regularly scheduled exercises and drills, including the testing of both management 
skills and field devices and techniques, are essential. Depth of knowledge throughout the 
emergency response structure will be needed to assure that appropriate decisions are made. 

At the federal level, the programs resulting from the Superfund Authorization and 
Recovery Act and the Hazardous Materials Transponation Uniform Safety Act can serve as 
models for efficient mechanisms for fielding large training initiatives. At the state level, 
California's Hazardous Materials Training and Education Program, which has provided cost­
effective training to over 8,000 people in less than four years, can be a model for biological 
hazards training. 

CONCLUSION 

Historically, each promising new technology has always brought risks. Public policy makers and the 

constituents to whom they repon characteristically turn to emergency management professionals when 

such issues materialize in their community. 

Emergency management is no longer just a matter of responding to disasters when they occur. 

The profession now demands the identification of potential problems, development of response plans, 

mitigation of hazards where possible, and preparation not only for government agencies but individual 

citizens. This paper bas described a hazard area where this process is just beginning, and offers an 

approach to this emerging challenge. 



16 

REFERENCES 

"Cholera on the March" 
1973 Newsweek 82 (September 17): p. 52. 

Civil Defense Foods Advisory Committee, Nationa1 Research Council 
1955 1he Vulnerability of the Food Industries to Chemical, Biological, and Radiological 

Warfare Agents. Washington, D.C.: Nationa1 Academy of Sciences. 

Clarke, Robin 
1968 We all Fall Down: 1he Prospect of Biological and Chemical Warfare. London: 

Penguin Press. 

Committee on Life Sciences and Health 
1992 Biotechnology for the 21st Century. Federa1 Coordinating Council for Science, 

Engineering and Technology. Washington, D.C.: U.S. Government Printing Office. 

"Document says Iraq has Biologica1 Weapons" 
1992 New York Tunes (December 30): p. 9. 

Douglas, Joseph D., Jr., and Neil C. Livingstone 
1987 America the Vulnerable: 1he Threat of Chemical and Biological Warfare. Lexington, 

Massachusetts: Lexington Books. 

Edgarton, Jerry and Prashanta Misra 
1991 "The Good, the Bad and the Mediocre.• Money (February): p. 118. 

Elmsley, J. and D. Pallister 
1978 "Bulgarian Brolly Baffles Germ Warfare Boffins." New Scientist 80: pp. 87-92. 

"Endrin Poisoning Associated with Taquito Ingestion" 
1989 Morbidity and Monality Weekly Repon 39(9): pp. 345-347. 

Foreign Broadcast Information Service 
1988 Statement attributed to Tehran Domestic Radio Service, October 6. 

Fox, J. L. 
1992 

Gore, Albert 
1991 

Gumbel, Peter 
1991 

"Contemplating Large-scale Use of Engineered Microbes." ASM News (April): pp. 
191-196. 

"Planning a New Biotechnology Policy." Harvard Journal of Law and Technology 5 
(Fall): pp. 19-30. 

"The Anthrax Mystery," "Death in the Air," and "Anthrax: The Survivors Speak." 
Wall Sn-eet Journal (October 21, 22, 23). 



Hermann, Stephen L. 
1991 •Biological Agents: Transponation of Etiologic Agents.• 9-1-1 Magazine (May­

June): p. 37. 

Hoffman, Bruce, Christina Meyer, Benjamin Schwarz, and Jennifer Duncan 

17 

1990 Insider Crime: The Threat to Nuclear Facilities and Programs. RAND Corporation. 

•Man Charged with Anthrax Threat• 
1992 1he Frederick Post (March 3). 

McGeorge, H.J. 
1990 ·Bugs, Gas and Missiles.• Defense and Foreign Affairs 17 (5/6): pp. 14-19. 

Preston, Richard 
1992 •crisis in the Hot Zone: 1he New Yorker (October 26): pp. 58-81. 

Reed, Jean 
1992 Personal communication (interview by Peter Bahnsen and Janet Bradford) on August 

2. 

Selvaduray, Guna 
1991 •Hazardous Materials Incidents related to the 1989 Loma Prieta Earthquake.• San 

Jose, California: San Jose State University. 

Subcommittee on Investigations and Oversight 
1986 Issues in the Federal Regulation of Biotechnology: From Research to Release. 

Repon to the House Committee on Science and Technology, 99th Congress, 2nd 
Session (December): pp. 37-38. 

U.S. Department of the Army 
1968 A Study of the Vulnerability of Subway Passengers in New York Ory to Coven Actions 

with Biological Agents. Miscellaneous publication #25. Frederick, Maryland: 
Department of the Army. 

U.S. General Accounting Office 
1987 Biotechnology: Role of Institutional Biosafety Committees. Repon RCED-88~BR. 

Washington, D.C.: U.S. General Accounting Office. 

U.S. Office of Technology Assessment 
1991 Technology against Terrorism: The Federal Effon; Washington, D.C.: U.S. 

Congress. 

Van Zandt, Clinton R. 
1993 •Kidnapped: Management and Personal Considerations for Individuals and 

Corporations.• Security Management (January): pp. 32-38. 

Winokur, Scott 
1991 •Germ War Lab Alarms Berkeley: San Francisco Examiner Quly 15): pp. B-2. 



NATURAL HAZARD RESEARCH WORKING PAPER SERIES 

Natural Hazards Research and Applications 
Information Center 

Institute of Behavioral Science #6 
Campus Box 482 

University of Colorado 
Boulder, Colorado 80309 

The Natural Hazard Research Working Paper Series provides a timely means for 
researchers to present their work in the field of human adjustments to natural hazards. These 
papers are intended to be both working documents for the group of scholars directly involved 
in hazard research as well as information sources for the larger circle of interested persons. 

Single copies of working papers cost $4.50. It is also possible to subscribe to the 
working paper series; subscription entitles the subscriber to receive each new working paper 
at the special discount rate of $3.00. When a new working paper is ready, an invoice is sent 
to each subscriber; the paper is sent immediately upon receipt of payment. 

Papers sent beyond North America cost an additional $1.00. 

1 'Ihe Human Ecology of ExrmM Geophysical EvenlS, Ian Burton, Robert W. Kates, and Gilbert F. 
White, 1968, 37 pp. 

2 Annota1ed Bibliography on Snow and la Problems, E.C. Relph and S.B. Goodwillie, 1968, 16 pp. 

3 Waler Quality and the Hazard to Health: Placarding Public Beaches, J.M. Hewings, 1968, 74 pp. 

4 A Selected Bibliography of Coastal Erosion, Protection and Relaled Human Activity in North America 
and tM British Isla, J.K. Mitchell, 1968, 70 pp. 

S Differential Response to Stress in Na1ural and Social Environments: An Applica1ion of a Modified 
Rosenzweig Picture-Fnutra1ion Test, Mary Barker and Ian Burton, 1969, 22 pp. 

6 Avoidana-Response to the Risk Environment, Stephen Golant and Ian Burton, 1969, 33 pp. 

7 'Ihe Meaning of a Hazard-Applicarion of the Semantic Differential, Stephen Golant and Ian Burton, 
1969, 40 pp. 

8 Probabilistic Approaches to DisCTete Na1ural Events: A Review and Theoretical Discussion, Kenneth 
Hewitt, 1969, 40 pp. 

9 Human Behavior Befort! the Disaster: A Selecred Annota1ed Bibliography, Stephen Golant, 1969, 16 pp. 

10 Losses from Na1ural Hazards, Clifford S. RugelJ, (reprinted in Land Economics), 1969, 27 pp. 

11 A Pilot Survey of Global Na1ural Disasters of the Past Twenty Year.s, Research carried out and maps 
compiled by Lesley Sheehan, Paper prepared by Kenneth Hewitt, 1969, 18 pp. 

12 Technical Services for tM Urban Floodplain Property Manager: Organization of tM Design Problem, 
Kenneth Cypra and George Peterson, 1969, 25 pp. 

13 Per«ption and Awart!na.r of Air Pollution in Toronto, Andris Auliciems and Ian Burton, 1970, 33 pp. 

14 Na1ural Havud in Human Ecological Penpecrive: Hypotheses and Models, Robert W. Kates (reprinted 
in Economic Geography, July 1971), 1970, 33 pp. 

15 Some Theoretical Aspects of Attitudes and Per«ption, Myra Schiff (reprinted in Per«ptions and 
Attitudes in Resources Management, W.R.D. Sewell and Ian Burton, eds.), 1970, 22 pp. 



16 S11ggestionsfor Comparatiw Field Observations on Nat11ral Hazards, Revised Edition, October 20, 
1970, 31 pp. 

17 Economic Analysis of Nat11ral Hazards: A Pnliminary Study of Adjustment to Earthquakes and Their 
Costs, Tapan Mukerjee, 1971, 37 pp. 

18 Human Adjustment 10 Cyclone Hazards: A Case Study ofCharJabbar, M. Aminul Islam, 1971, 60 pp. 

19 Human Adjustment to Agric11lz11ral Dro11ght In Tanzania: Pilot Investigations, L. Berry, T. Hankins, 
R.W. Kates, L. Maki, and P. Porter, 1971, 69 pp. 

20 7he New Z.U.land Earthquake and War Damage Commission-A Study of a National Nat11ral Hazard 
Jns11rance Scheme, Timothy O'Riordan, 1971, 44 pp. 

21 Notes on Jns11rance Against Loss from Nat11ra1 HavmJs, Christopher K. Vaughan, 1971, SI pp. 

22 Annotated Bibliography on Na111ral Havirds, Anita Cochran, 1972, 90 pp. 

23 Human Impact of the Managua Earthquake Disaster, R.W. Kates, J.E. Haas, D.J. Amaral, R.A. 
Olson, R. Ramos, and R. Olson, 1973, Sl pp. 

24 Dro11ghl Compensation Payments in Israel, Dan Yarden, 1973, 2S pp. 

2S Social Science Perspectives on the Coming San Francisco Earthq11ake-Economic Impact, Prediction, 
and Construction, H. Cochrane, J.E. Haas, M. Bowden and R. Kates, 1974, 81 pp. 

26 Global Trends in Nat11ral Disasters, 1947-1973, Judith Dworkin, 1974, 16 pp. 

27 7he Conseq11ences of Large-Scale Evac11ation Following Disaster: 7he Darwin, Australia Cyclone 
Disaster of Decanber 25, 1974, J.E. Haas, H.C. Cochrane, and D.G. Eddy, 1976, 67 pp. 

28 Toward an Evaluation of Policy Alternatives Gowrning Hazard-Z.One Land Uses, E.J. Baker, 1976, 
73 pp. 

29 Flood lns11rance and Comm11nity Planning, N. Baumann and R. Emmer, 1976, 83 pp. 

30 An Owrview of Dro11ght in Kenya: Nat11ral Hazards Research Paradigm, B. Wisner, 1976, 74 pp. 

31 Warning for Flash Floods in Bo11lder, Colorado, Thomas E. Downing, 1977, 80 pp. 

32 What People Did D11ring the Big 7hompson Flood, Eve C. Gruntfest, 1977, 62 pp. 

33 Nat11ral Hazard Response and Planning in Tropical Queensland, John Oliver, 1978, 63 pp. 

34 Human Response 10 H11rricanes in Taa.s-7Wo Studies, Sally Davenport, 1978, SS pp. 

35 Hazard Mitigation Behavior of Urban Flood Plain Residents, Marvin Waterstone, 1978, 60 pp. 

36 Locus of Control, Repression-Sensitization and Perception of Earthq11ake Hazard, Paul Simpson­
Housley, 1978, 4S pp. 

37 V11lnerability 10 a Natural Hazard: Geomorphic, Technological, and Social Change ar Chiswell, Dorset, 
James Lewis, 1979, 39 pp. 

38 Archeological Studies of Disaster: Their Range and Value, Payson D. Sheets, 1980, 3S pp. 

39 Effects of a Nat11ra/ Disaster on Local Mortgage Markets: 7he Pearl Riwr Flood in Jackson, 
Mississippi-April 1979, Dan R. Anderson and Maurice Weinrobe, 1980, 48 pp. 

40 011r Usual Landslide: Ubiquitous Hazard and Socioeconomic Causes of Nat11ral Disaster in Indonesia, 
Susan E. Jeffery, 1981, 63 pp. 

41 Mass Media Operations in a Quick-Onset Natural Disaster: H11rricane David in Dominica, Everett 
Rogers and Rabul Sood, 1981, SS pp. 



42 Notices, Watches, and Warnings: An Appraisal of the USGS's Warning System with a Case Study from 
Kodiak, Alasktl, Thomas F. Saarinen and Harold J. McPherson, 1981, 90 pp. 

43 Emergency Raponse 10 Moun/ St. Helens' Eruption: March 2~Aprll JO, 1980, J.H. Sorensen, 1981, 
70 pp. 

44 Agroclimatic Hazard Per«ption, Prmiction and Rislc-Avoidan« Strategies in Lesotho, Gene C. 
Wilken, 1982, 76 pp. 

45 Trends and Dnrelopmenls in Global Natural Disasters, 194710 J98I, Stephen A. Thompson, 1982, 
30 pp. 

46 Emergency Planning Implications of Local GovenuMnJs' Responses 10 Moun/ SI. Helens, Jack D. 
Xartez., 1982,. 29 pp. 

47 Disseminating Disaster-Related Information 10 Public and Priva1e Users, Claire B. Rubin, 1982, 32 pp. 

48 71ae Niito as a Natural Hazard,· Its Role In the Development of Culrural Complaity on the Pervvian 
Coast, Joseph J. Lischka, 1983, 69 pp. 

49 A Political Economy Approach 10 H1ZVJrds: A Case Sllllly of California Unders and the Earthquake 
1hreat, Sallie Marston, 1984, 35 pp. 

SO Restoration and Recovoy Following the Coalinga Earthquake of May, 1983, Steven P. French, Craig 
A. Ewing, and Marie S. Isaacson, 1984, 30 pp. 

Sl Emergency Planning: 71ze Case of the Diablo Canyon Power Plant, June Belletto de Pujo, 1985, 63 pp. 

52 '11ae Effects of Flood Hazard Informa1ion Di.sclosun by Reallors: '11ae Case of the Lower Florida Keys, 
John Cross, 1985, 85 pp. 

S3 Local Reaction 10 Acquisition: An Australian Sllllly, John W. Handmer, 1985, 96 pp. 

54 '11ae Environmen1al H1ZVJrds of Colorado Springs, Eve Gruntfest and Thomas Huber, 1985, 62 pp. 

SS Disaster Prq>aredness and the 1984 Earthquakes in Central Italy, David Alexander, 1986, 98 pp. 

56 '11ae Role of the Black Media in Disaster Reporting 10 the Black Community, Charles H. Beady, Jr. and 
Robert C. Bolin, 1986, 87 pp. 

57 71ze I982 Urban Landsluu Disaster at Ancona, Italy, David Alexander, 1986, 63 pp. 

SS Gender Vulnerability 10 Drought: A Case Stlllly of the Hausa Social Environment, Richard A. 
Schroeder, 1987, 75 pp. 

59 Have Waste, Will Travel: An Examination of the Implications of High-Level Nuclear Waste 
Transportation. Ann FitzSimmons, 1987, 145 pp. 

60 Post-Impact Fiekl Srwlies of Disasters and Sociological 71zeory Constn1ction, Robert A. Stallings, 
1987, 65 pp. 

61 1he Local Economic ~ects of Natural Disasters, Anthony M. Yez.er and Claire B. Rubin, 1987, 
75 pp. 

62 Primary Menial Healrh Care in Disasters: Armero Colombia, Bruno R. Lima et al., 1988, S4 pp. 

63 Emergency Public Information: A Quick IWponse Sllllly of Coalinga, Geoffrey P. Stockdale and Rahul 
Sood, 1989, 52 pp. 

64 Climate Change and Water Resources in the Sacramen10-San Joaquin Region of California, William E. 
Riebsame and Jeffrey W. Jacobs, 1989, 74 pp. 

65 'JM Grunhouse ~ect: Re«nt Research and Some Implications/or Water Resour« Managemen1, 
Jeffrey W. Jacobs and William E. Reibsame, 1989, 70 pp. 

----------------------------------- ·-·---·----- .•. -



66 Utiliuuion of the Mongage Finance and lnsuro.n~ Industries to lndu~ the Private Pro~nl of 
Eanhquaa lnsuran«: Possible Antitru.rt Implications, James M. Brown and Peter M. Gerba.rt, 1989, 
120 pp. 

67 Hurricane Gilbm: 7he Media's Creation of the Storm of the Century, Henry W. Fischer ID, 1989, 
75 pp. 

68 Flood Insurance and Relief in the U.S. and Brilain, John W. Handmer, 1990, 37 pp. 

69 Disaster Recovery 4fter Hurricane Hugo ln South Carolina, Claire B. Rubin and Roy Popkin, 1991, 
92 pp. 

70 1he Psychosocial Process of Adjusting 10 Na1ural Disasten, Lewis Aptekar, 1991, 47 pp. 

71 Field Observations in Memphis During the New Madrid Eanhquaa •Projection• of 1990: How 
Pseudoscience -1/fected a Region, Pamela Sands Showalter, 1991, 46 pp. 

72 Perestroika's Effects on Na1uralDisaster Response in the Soviet Union, 1985-90, Holly Strand, 1991, 
105 pp. 

73 HurriCtJne Hugo's Impact on the Virgin Islands, Cora L.E. Christian, 1992, 72. pp. 

74 1he Role of Emotion in Organizarional Response 10 a Disaster: An Ethnographic Analysis of Vukotapes 
of the Exxon Valdez Accident, Ruth E. Cohn and William A. Wallace, 1992, 41 pp. 

75 Convergence Revisited: A New Penpective on a Link Studied Topic, Joseph Scanlon, 1992, SO pp. 

76 1he Impact of Htllllrd Area Disclosure on Property Values in 1hrre New Ualand Communities, Burrell 
E. Montz, 1992, 76 pp. 

77 Five Views of the Flood Action Plan for Bangladesh, James L. Wescoat Jr., Jahir Uddin Chowdhury, 
Dennis J. Parker, Habibul Haque Kboodker, L. Douglas James and Keith Pitman, 1992, 32 pp. 

78 Na1ural Disasters as the Cause of Technological Emergencies: A Rniew of the Decade 1980-1989, 
Pamela Sands Showalter and Mary Fran Myers, 1992, 134 pp. 

79 Public Perception of Disaster Preparedness Praen1ations using Disaster Damage Images, Rocky 
Lopes, 1992, 28 pp. 

80 Living in the Aftnmath: Blaming Processes ln the Loma Prieta Eanhquake, Brenda Phillips with 
Mindy Ephraim, 1992, 20 pp. 

81 Sullivan's Island, South Carolina-1he Hurricane Hugo Experience: 7he First Nine Mon1hs, Jamie W. 
Moore and Dorothy P. Moore, 1993, SS pp. 

--------- ·- -- --------- - -- -~ 



Clinton Presidential Records 
Digital Records Marker 

This is not a presidential record. This is used as an administrative 
marker by the William J. Clinton Presidential Library Staff. 

This marker identifies the place of a tabbed divider. Given our 
digitization capabilities, we are sometimes unable to adequately 

scan such dividers. The title from the original document is 
indicated below. 

Tech. Against Terrorism 
Divider Title: --------------



Clinton Presidential Records 
Digital Records Marker 

This is not a presidential record. This is used as an administrative 
marker by the William J. Clinton Presidential Library Staff. 

This marker identifies the place of a tabbed divider. Given our 
digitization capabilities, we are sometimes unable to adequately 

scan such dividers. The title from the original document is 
indicated below. 

Bibliographies 
Divider Title: 



Janet K. Bradford: 

Ms. Bradford is the Chief of Program Development, Research, and Administration for the 
California Specialized Training Institute and also the Senior Emergency Management 
Coordinator for the Governor's Office of Emergency Services. Ms. Bradford has lead 
California's efforts in emergency hazards and developing liaisons and new technology for 
environmental management. She has been an active researcher, educator, and disaster 
responder at the international level for over 15 years. 

Dr. Chris Hatcher: 

Dr. Hatcher is a clinical professor of psychology at the University of California, San 
Francisco, and Director of the Center for the Study of Trauma. Dr. Hatcher has been 
involved in international anti-terrorist operations for over 20 years. He is frequently 
consulted by Federal Agencies and Corporations sensitive to issues in this area. 

Dr. Raymond A. Zilinskas: 

Dr. Zilinskas is an associate research professor at the Center for Public Issues in 
Biotechnology at the Maryland Biotechnology Institute. He has consulted the United 
Nations in the area of proliferation of biotechnology in countries on the verge of developing 
weapons of mass destruction. He recently sponsored a national conference of 
microbiology researcher centering on the issue of voluntary research standards. 

Dr. Stanely Wiener: 

Dr. Wiener is a professor of internal medicine at the University of Illinois Medical College 
at Chicago. Dr. Wiener has more than 30 years of Government experience in addressing 
biological hazards and biological terrorism/warfare. He is a member of the OTA Panel on 
Terrorism Issues. 

Clinton R. Van Zandt: 

Mr. Van Zandt is a supervising special agent at the Federal Bureau of Investigation 
Academy's National Center for the Analysis of Violent Crime. Mr. Van Zandt is a leading 
agent in the development of protocols and standards in training for sensitive FBI 
investigations of nuclear, biological, and chemical terrorists. 

Peter F. Bahnsen: 

Mr. Bahnsen is currently the Senior Vice President of Business Technology and 
Development at the Betac Corporation. He is a former professional senior level official in 
the office of the Secretary of Defense. He created the technical support working group (an 
interagency R&D group which supports a myriad of counter-terrorist R&D projects) and. 
directed all special operations R&D and Funding for Defense for over five years. He is 
also a member on the OTA on Counter-Terrorism Issues. 

William M. Medigovich: 

Mr. Medigovich is the Regional Director of the Federal Emergency Management Agency's 
Region IX. He has been active for over 30 years in military intelligence work and has 
served as the Director of the Governors' Office of Environmental Studies in California. He 
is responsible the governing Federal responses to national and technical hazards in 5 states 
and the Pacific Trust Territories. 


