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Dr. Neal Lane 

COMMITTEE ON ARMED SERVICES 

ilt~. ~ode of l\eprestntattbes 
Ulebington. me 20515--6035 

ONE fiUNDRED SIXTH CONGRESS 

Fl.OYD D. S?ENCE, SOUTH CAROLINA, Cl-iAIRMAN 

February 18, 2000 

Assistant to the President for Science and Technology 
Office of Science and Technology Policy 
1600 Pennsylvania Ave, N.W. 
Washington, DC 20502 

Dear Dr. Lane: 

ANOllCW <.EL.US. STAFF DIRECTOR 

The House Armed Services Subcommittees on Military Readiness and on Military 
Research and Development will hold a hearing on "Information Superiority and . 
Information Assurance: Meeting the Challenges of the 21st Century," on Thursday, 
March gth at 3 :00 p.m. in 2118 Rayburn House Office Building. The \bearing is the fourth 
in a series of hearings since 1997 on the Department of Defense's information superiority 
program and the measures required by the U.S. armed forces and supporting agencies to 
achieve infonnation superiority over any future adversary and to protect the defense 
information infrastructure and supporting critical civil information infrastructure. Of 
particular interest in this hearing is an overview of the progress made in the 
Administration's Critical Information Protection program and the information technology 
research and development programs and initiatives that support the program; and 
progress in achieving the objectives of the Department of Defense's information 
technology and assurance programs, program strategy, information assurance activities, 
program and budget requiremen~, and identification of critical deficiencies and shortfalls 
in the Department's program. You are invited to testify in order that the subcommittees 
may benefit from your perspective on these important topics. 

The hearing will be conducted in two panels: the first to establish the overall 
context of the Critical Information Protection program and progress at the interagency 
level, and the second to discuss Department of Defense information assurance policy and 
programs and supporting programs of the military departments and defense agencies. 

Committee Rule 13 provides tha1 witness statements must be delivered to the 
committee at least 48 hours in advance of the hearing to facilitate distribution of the 
statement to the members. Therefore, it is requested that 100 copies of your prepared 
statement be delivered to 2340 Rayburn House Office Building by Monday, March 6. In 
addition. consistent with the House rule requirement to make materials from hearings 
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electronically available to the general public, Committee Rule 13 also requires that 
witness statements be provided to the committee in electronic form. It is therefore 
requested that along with the hard copies of your statement, you also forward an 
electronic copy on a 3.5-inch MS-DOS diskette, either in Microsoft Word, ACSII or DOS 
text format. 

We appreciate your 'Willingness to appear before the subcommittees and look 
forward to your testimony. Should you have any questions, please contact Mr. Jean Reed 
(202-225-5540) on the committee staff. 

Herbert H. Bateman 
Chairman, Subcommittee on 
Military Readiness 

Sincerely, 

Curt Weldon 
Chairman, Subcommittee on 
Military Research & Development 
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Job-082 

Here is a draft of your written testimony. We have also provided some additional background for 
your information. We will prepare a draft for your oral remarks once the written remarks have 
been sent out to OMB. 

A. Draft wrtuen testimony (10 pp.) 
B. Presentation that outliP.es our interagency coordination process. We are preparing an 

additional presentation for your infomiation that provides more detail about the 
intcragcncy prooeu (14 pp.) · 

C. Cybc:rsecurity Fact Sheets released on January 7 and on Febniary 15. 2000 {10 pp.) 
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TESTIMONY 

OF DR. NEAL LANE 

BEFORE THE HOUSE All.MRD SERVICES COMMITI'EE 

8 March 2000 

Mt. Chairman. members of the Committee. I would like to thank you for this opportunity to 

discuss research and development (R&D) activities that the federal government is conducting to 

improve our ability to protect tile mmon •s eritica.l infrastructures. You are all &mi liar with the 

challenges facing our nation as we take measures to ensure the robust a.ml reliable operation of 

ou:r critical infrutructures. This is truly a national challenge - one that goes beyond the 

traditional bounds of national security. Our economic security, competitiveness. and our way of 

life also rest upon the continuoUB and assured availability of the services provided by our 

infrastructures - reliable services that we all too often take for granted. 

Research and development is - and mu.st be - a key element of an integrated national agenda to 

protect our critical in~. The President recognized this .tact in May. 1998 when he 

issued Presidential Decision Directive PD0-63 on Critical Infrastructure Protection (CIP). 

Among other things, this Directive tasked the Office of Scicmoe and Technology Policy to 

coordinate the federal government's critical infrastructure protection R&D. Acoordinglyt l have 

made critical infrutractu.re protection R&D one of my national R&D priorities for the second 

yoar running. More recently, the President underscored the importance of protecting our national 

information infrastructure by requesting funds to establish an Institute for Infonnation 

lnfhuitzucturi= Protection. This Institute, working olo£ely with the private sector and academia. 

will focus upon the development of technologios that neither the government nor the private 

DRAFT 02125100 

02/25/00 23:08 TX/RX N0.0856 P.002 • 
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sector are currently developing. yet arc crucial to the security of o\1.1' information lnft'astructure. 

The importance of critical infrastructure protection R&D is rctlected in tho President's FY2001 

budget which contains $606 million for CJP R&D, an increase of$14S million {31 %) from last 

Cooofinating Federal Critical Ipfrastmcture Protection R&D 

Job-082 

In recognition of the crucial role R&D plays in infrastructure protection. two years ago this 

month my office established an interagency worldng group and process to develop and 

ooordiMte the federal government's critical infrastructure protecti.On R&D agenda. This group 

has operated through two budget cycles and. bu recently commenced work on a third. I 

emphasize the word "coordinate" - even before we c:reated our working group. tbe federal 

government conducted many R&D programs that either directly or indirectly contributed to 

infrastructure protection. However, the heart of our interagcncy process is the coordination of 

theso programs, ensuring that they all aim toward common goals and address crucial 

vulnerablllties anc1 threats. We hav~ gotten otrto an excellent start. and I will share some of our 

successes with you shortly. 

I would like to emphasize several key facets of our interagency process. First. all programs 

recommended in the R.&D agenda are tied to vulnerabilities or R&D shortfalls. A number of 
\I\ r.'fv'~,;jgj 

recent reports. in both the private sector and govenunent. have ~ vulnerabilities in our-

infrastrUotures. We ensure that each of our R&D programs, whether ongoing or a proposed new 

start. directly addresses one or more infrastructure vulnenmilities. 

2 

DRAFf 
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Second, we ensure that each agency is awue of the others' R&D programs. Compiling 

information about each agency's R&D. and sharing this infonnation with all other participating 

agencies, helps agencies le\lerage ~vestments and avoid duplication of effort. In 

this way, individual critical ia.ftaatructure protection R&D programs become a unified 

intetagency product - a package coordinated Bild integrated acro11& agency boundarios. 

Job-082 

Jn selected areas of particularly high-priority research. our coordination activities go beyond this 

across-the-board infonnation collection and sharing. In these areas, staff from my office work 

rP' ~ ,...-. ~ly with asency R&D managers to examine in detail each agency's research activities. 

We then discuss how each program should be modified to take eaeh ether's p1ugtams f'tdly i~ 
ta~at.; buil~~grated whole that is stronger ~an =:lits parts. Suell an intensive 

coordination effort is difficult to accomplish. but ~cry wluatJle. To give one example, '--

representatives from my office, the Defense Advance Research Projects Agency. and 

Departments of Energy and Transportation ba.ve examined in detail their respective pm grams in 

infrastructure interdependencies - Wlalyscs of how each infrastruature relies upon otherg for its 

continuous operation. These representatives QI'CI developing a single. multiagency research 

program that strives towards common national goals, satisfies agency mission requirements. and 

eliminates duplication. We have recently begun a similar effort for intrusion detection and 

monitoring. and we plan to commence a third intensive coordination program for incident 

recovery and reconstitution R&D. 

Third, we validate our R&D agenda by soliciting feedback and comment from technology 

elC.pcrts in government. the private sector, or academia. ~technical expertise in -----· 
3 
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I 61-­
ul'.J-.J-· -

aft -·· 
infrastructure protection resides in academic and government laboratories. ~Ith the private 

sector owners, opera.tors. maintainers. designers, manufactureni, and customers of our 
~ 0 -f- 6.JJ. ).!L~..$ 

infrastructure systems. Consequently. we must draw upon'tbdr expertise as we build our R&D 
'B',..,..rb ~ z___~ f:, "'4 '~V1' ~~ " " 

agenda. For example., weh&iei1el our program tnQN the 29 times last year, the majority of 
{\____ 

which were to private sector organizations. We have Mkcd for - and roceived - excellent 
rY\ 

feedback our energy sector R&D programs from the Electric Power Reseatch Institute. My 
/'-

Job-082 

oftice and the President's National Security Telecommunications Advisory Committee (NST AC) 

jointly sponsored a critical infrastructure protection R&D exchange meeting at Purdue 

University in October 1998, and we are planning a follow-on event for later this year. ~ 
rflwr--r'vi W4 'N ~j 

~"-these outreach efforts...,/\...ensure that our R&D program heads in the right -

direction. addresses the key technical issues. and does not reinvent technology that ls already on 

the shelf. 

Tho federal Critical 1nfrutoicture Protectipn B&p AgeJl{\a 

The l'resid.en1·s FY2001 budget contains $606 million for critical infraattucture prote.ction R&D. 

an increase of$145 million (31%) over last year's enacted level. Reflecting the diversity of our 

critical infrastructures and the R&D needed to protect them, this funding is distributed among 

numerous agencies. as illustrated in the fullowing table. 

FY2000 
0,0 
9.5 63.3 
3.0 14.8 
0.0 2.0 
0.0 2.0 

26.0 33.0 
418.5 463.S 
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0.0 10.4 
&\l'tmcnt of Treas 3.9 .0 

ent of Veterans Affairs o.s 0.3 
TOTAL; S606.3 

This ovenill R&D program. addreues: four primary themes, each of which draws on the resources 

ofm.ultiple agencies and covers a broad spectrum of both physical and oybor security issues. 

The four themes are: 

• Threat/Vulnerability/Risk Assessments. As its name implies, this research focuses on 

threat. vulnerability, and risk assessments of all critical inftastructures. The initiative 

also includes modeling and simulation prosrams, metri~~ and testbeds. 

• System Protection. This theme covers both physical and cyber protection of 

individual systems. and it includes programs such as encryption, public key 

infrastructures, network security products, reliability and security of compu.ting 

syatcma, phyaioa.1 barriers, robust controls for poww grida, and cecme supervisory 

control and dat.a acquisition (SCADA) systems. 

• Intrusion Monitoring and Response. This theme examines technologies to detect and 

provide immediate responses to intrusions or infrastructure attacks. R&D programs 

include network intrusion detection, infonnation assurance technologies. mobile code 

and agents, network alarm systmns, forensic tools for electronic media. network 

defensive technologies, and explosives detection devices. 

s 
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• Recovery and Reconstitution. This them.e concentrates on those iecbnologies 

required to reconstitute and restore critical infrastructures in the aftermath of 

disniptions. Specific research prognu:ns include risk management studies and t.ools. 

system survivability technologies, and consequence analysis t.ools and supporting 

teehnologies. 

Although the R&D agenda includes both physical and cyber security programs. the majority of 

the funding - $527 million - focuses on cyber security. 

In sununary, we have put aubstantial Mergy. analysis. and effort into developing and 

coordinating an interagcmcy R&D agenda that addresses the key technical challenges of critical 

infrastructure protection. The result is an integrated program package that will help us ensure the 

reliable and robust operation of our nation's critical infrastruct\U'es. 

The PJihlte for lnforma.tign Infiutructnrc Protection (llp) 

I would now like to tum to ~ major new critical infrastructure protection R&D initiative that the 

President has requested in his FYOl budget: the Institute for lnfonnation Infrastructure 

Protection (l3P). This concept originated with the President's Committee of Advisors on 

Science and Technology (PCAST), which proposod to the President in December 1998 that the 

federal govenuncmt establiflh 11n institute to address crucial topics in infonnation infrastructure 

protection R&D. As we are all aware, information technologies are evolving at an extremely 
..--------~ -- --- -- -

rapid rate. PCAST was concerned that~ederal governmeiir,j lnfonnation infrastructure 
J"1.t:/z00F-/ // 

protection R&D "'might not be able to_ keep · ~iplosive rate of technological change. 

The Committee beliovcd that an independent, not-for-profit Institute, suitably designed, could act 

/ 
~~-+~/ 
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flexibly and responsively enough to stay abreast of emerging infonnation infi'astrueture threats 

and vulnerabilities. The PCAST concept incorporated three primary criteria for the Institute: 

• The Institute must work in collaboration with the private sector manufacturers. 

owners, operators, and users of the information infrastructure to identify ih.u most 

important research needs. 

• The Institu.to must engage the nation's top technical talent in the nation to address 

these needs, whether that talent resides in mdqgtry. acadmnia.. government 

laboratories, or other research facilities. 

• The Institute must operate flexibly enough to keep p~ with the rapid evolution of 

infonnation technologies. 

In studying the PCAST proposal, the Administration analyzed whether such an Institute wu 

needed; whether that need could be sa.tistiod by existing facilities, either internal or external to 

the government; and whether the private sector supported such an lnstitute,s establishment. The 

Administration commissioned the Institute for Defense Analyses (IDA) to review the concept in 

depth and to consult extensively with the private sector and academia. IDA's review 

demonstrated broad private sector support for the concept. In addition. OSTP and PCAST 

jointly hosted a meeting of Chief Technology Officers (CTOs) of 15 of the nation·s leading 

information technology corporations last October. The CTOs. too, indicated that such an 

Institute is clearly needed. 

7 
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As the culmination of the Administration's review. the President announced on January 7 ~he 

would request $50 million in his Fiscal Year 2001 budget for an Institute for lnfonnation 

Infrastructure Protection (13P). He has also requested S4 million in a supplemental appropriation 

for the current Fiscal Year to establi&h the Institute and get started on its firet R&D projects. He 

stated that the I3P "will fill research gaps that neither public nor private sectors are tilling today," 

and that it will ''bring to bear the finest computer scientists and engineers from the private sector. 

from universities. and from other research facilities to find ways to close these gaps.u This 

Institute will be ftmded through the Commerce Department's National Institute of Standards and 

Technology (NIST). which has the mission of worldng with the industry to develop technology, 

measurements. and standards to strengthen our economy anc! improve our quality of lite. NIST 

also has li)lccific responsibility for developing standards and guidelin~ to QSSist Federal agencies 

in the protection of sensitive unclassified information systems. Together, these responsibilities 

uniquely qualify NIST to support the Institute. which must work closely with both industry and 

federal agencies. 

Given the close and continuing relationships that this Institute must maintain with the private 

sector and academia, these sectors must be involved in its planning. I have therefore asked 

PCAST. working with additional experts in the f4vate sector and academia, to conduct a shon­

term, rapi~~~~~~-~~~~~-ad!~~ .:eon ~titute's orPf'ational structure, operational 

activtti€staff recruitmen~~~ initial R&D prioritiesJCAST sponsored a mcc;:ting ---- ----with private sector ~5.u:adeiilic technology leaders on February 18 to commence the detailed 

G) 
cJ~<::.a.rr '/'.\ 

8 

ORAFf 

02/25/00 23:08 TX/RX N0.0856 P.009 • 



. FEB-Z6·00 Z2:1! From:OSTP+NATIONALSECURITY&INTE 'TIONAL AFF. 1202~ ZS T-311 P.101 Job-OSZ 

DRAFI' 

design of a recommended concept of operations lUld R&D agenda. Thanks to PCAST' a 

leadership. we received the tint detailed design papers on February 25. 

To dato, th6 participant& in thi& effort have identified "gap-filling"' R&D as the Institute's 

primary filnction. While the private sector clc1U"ly has a sub11tantia1 infonnaiion security R.&D 

effort under way. there are important technologies that are unlikely to atU"aCt private tnv~tmmt: 

those that are too long-tenn, too risky. or too likely to benefit a large number of ''bystander .. 

tinns who did not fund or conduct the original research. At the same time. federal agencies have 

t:rad.ition~y supported research directly related to their mission needs, without necessarily 

addressing areas that are important to securing the national information inftastrueture as a whole. 

The result is a gap between federal and private sector research - a gap thal the government. 

private sector, and academic technology experts agree must be tilled to ensure the security of our 

information infrastructures. This Institute, working closely with the government. private sector 

and academia.. will identify and close these research gaps. As I noted previously, we are 

currently working intensively with the technology experts to identify the initial set of research 

projects. \ \ - ... 

Ensuring the robust, reliable, and assured operation of our critical inftastm~tures prcscnq a 

serious challenge. Advanced tectmology will help us meet this challenge ~- and for this reason, 

the Administration has developed a comprehensive critical infrastruoture protection .R&D agenda 

that is coordinated across many agencies. Each program in the agenda is tied directly to 

lnttaBU"UCture vulncrabilitica and Addresses infrastruotw-o protacti.on R&.O shortfalls. An 

9 
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important new initiative in the PY2001 agenda is the Institute for Infomultion InftaStructure 

Protectio~ which will enable our nation to protect its information infrastructure even as 

information technologies are tapidly evolving. 

Mr. Cbainnan, the Presic:lent directed tlutt eriti.col intfastructuro protection be a national priority 

in PDD-63. We have developed a robust R&D program that will ensure our inthlstructures 

continue to operate reliably even in the face of new threats in the 21•t century. 

10 
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