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Agenda for the Meeting of the 
NSTC COMMITTEE ON NA TI ON AL SECURITY 

I. INTRODUCTION 

June 29, 1998 
3:00 - 4:30 PM 

Pentagon, Room 3D I 019 

II. STATUS OF CURRENT EFFORTS 

• Critical Infrastructure Protection R&D Interagency Working Group 
• Nonproliferation and Arms Control Technical Working Group 

III. OTHER BUSINESS 

• Weapons of Mass Destruction R&D Update 
• FYOO R&D Budget Priorities 

IV. CLOSING REMARKS 



NSTC COMMITTEE ON NATIONAL SECURITY 
Minutes -- Meeting of March 31, 1998 

The Committee on National Security (CNS) held its sixteenth meeting on March 
31, 1998. The principals who attended are listed at Attachment I. The primary purpose 
of the meeting was twofold: (I) to discuss the work plan for the new Critical 
Infrastructure Protection R&D Interagency Working Group and (2) to consider the 
approach taken by the International Technology Transfer Issues and Policy Interagency 
Working Group to perform the selected case studies. The meeting agenda is shown at 
Attachment 2. 

I. INTRODUCTION 

Dr. Kerri-Ann Jones opened the meeting. 

II. CURRENT EFFORTS 

A. Critical Infrastructure Protection 

Dr. Jones introduced the subject and pointed out that although the Presidential 
Decision Directive (PDD) on critical infrastructure protection had not yet been signed, 
the Critical Infrastructure Protection R&D Interagency Working Group (CIP IWG) held 
its first meeting on 25 March 1998. She introduced Dr. Steve Rinaldi of the Office of 
Sci~nce and Technology Policy (OSTP), who presented the work plan for the group. 

Dr. Rinaldi indicated that the group had four major actions to accomplish in the 
next 6 months, or more precisely, within 180 days after the PDD is signed, in order to 
complete an R&D agenda and forward it, as part of a national critical infrastructure 
protection program, to the President through the principals. 

• Jdent(fy current R&D programs. The goal is to accomplish this task in one month. The 
IWG will build on an ongoing Department of Justice study on counterterrorism activities 
and an OMB survey, completed in January, of existing agency infrastructure protection 
R&D. 

• Jdent(fy R&D needs and gaps. This task should be accomplished within two months. 
One of the CNS principals asked whether the IWG included system integration in R&D, 
or whether it limited itself to more traditional R&D. Dr. Rinaldi responded that the IWG 
is avoiding the traditional stovepipe look at R&D and is including system integration. He 
described infrastructure as a collection of manmade systems and processes that work on 
the creation and distribution of goods. A critical infrastructure was defined by the 
President's Commission on Critical Infrastructure Protection (PCCIP) as an infrastructure 
whose destruction or incapacitation would produce grave national and economic security 
consequences. The commission identified eight infrastructures that met this criterion, 
including electricity, oil and natural gas production and storage, transportation, banking 
and finance. The IWG will take a broad look at the infrastructures identified by the 
PCCIP, and its R&D agenda will consider private sector and academic R&D. 



•Develop an R&D agenda for submission to the President. As called for in the PDD, the 
report to the President will include a critical infrastructure protection R&D agenda that 
will require interagency coordination. The draft report should be completed within four 
months. · 

•Track budgets. The IWG will work with OMB and the agencies to identify and track 
RDT &E funding levels for critical infrastructure protection. The IWG will act as a 
clearinghouse and build on similar efforts by DOJ, OMB and others. 

Dr. Jones asked that each principal ensure that his or her representatives 
participate in the IWG . 

B. International Technology Transfer 

Dr. Jones reminded the committee that it tasked the International Technology 
Transfer Issues and Policy IWG to examine case studies with international technology 
transfer issues at the December CNS meeting. The IWG developed ten candidate cases, 
each with its own sensitivities, so the committee principals were asked to vote for their 
preferred cases. There were two clear winners: Federal Laboratory International 
Technology Transfer Policies and Civil Communications Satellites. The IWG will 
examine these two cases in its study. 

Dr. Jones introduced Dr. Gerald Hane, who discussed the current activities of the 
group. He identified the ten candidate cases that that the IWG considered and highlighted 
the two cases the principals selected. The IWG is focusing on the processes used to 
manage national security and economic security in international technology transfer in 
each case, and it will not revisit the decisions that have been made. In the Federal 
Laboratory International Technology Transfer Policies case, the IWG is focusing on 
practices that worked well and lessons learned (e.g., a best-practices approach). 
Currently, the IWG only has preliminary data. Next week agency experts will present 
briefings on the strengths and commonalties of technology transfer processes in the 
Federal Laboratory case. 

In the Civil Communications Satellites case, the IWG will look at the process that 
led to the Presidential decision in March I 996. The National Security Council had the 
lead in negotiating the issues to transfer jurisdiction over civil satellite exports from the 
Department of State to the Department of Commerce. The process for implementing the 
policy was also instructive. The Department of Commerce is leading the effort to 
develop a draft outline of the case. The draft should be out next week for agency review. 

Mr. Reinsch proposed that the IWG consider the remaining cases on the list when 
it finishes the two initial cases, pointing out that the purpose of the study is to examine 
how technology transfers have been accomplished in the past so that a better process can 
be established for future decisions. The principals agreed that the group would complete 
the two preferred cases before a decision is made on future case studies. 

Dr. Jones briefed the principals on two ongoing congressional activities related to 
technology transfer: 

• Senators Joseph Lieberman and Jay Rockefeller sent a letter to Vice President Gore, Dr. 
John Gibbons, and Mr. Gene Sperling (Attachment 3) expressing concern with 
management of international technology transfer, in particular the DOE lithography 
CRADA. The Senators asked OSTP to conduct a review of these issues with involved 
agencies. The draft reply, currently being coordinated, indicates that the CNS 
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International Technology Transfer Issues and Policy IWG is examining these issues. A 
copy of the final reply, expected by the end of the week, will be provided to each 
principal. 

•On 26 March, in the hearings on the Technology Transfer Commercialization Act in the 
Technology Subcommittee of the House Committee on Science, Representative Tauscher 
indicated that she planned to add an amendment to the bill tasking the OSTP to conduct a 
review of the CRADA review process. The text of that amendment had not been released 
at the time of the CNS meeting. 

III. OTHER BUSINESS 

A. FYOO R&D Budget Priorities 

Dr. Jones pointed out that each year the heads of OMB and OSTP release a joint 
memorandum discussing the science and technology (S&T) priorities for the upcoming 
budget cycle. This year's memorandum will provide specific guidance and OMB will 
likely check to ensure that agencies have followed the guidance during its agency budget 
reviews. This year, there will be two categories of guidance. The first category will be 
for formal budget crosscuts on specific topics. OMB has proposed criteria for the 
crosscut process (Attachment 4) that will require more work than in the past. Dr. Jones 
had considered including critical infrastructure protection in the joint memorandum for 
the crosscut, but in view of the OMB criteria, she felt that it would be premature to 
include it as a crosscut at this time. Since these criteria are not yet firm, she asked for the 
committee's comments on the criteria and whether the critical infrastructure working 
group was mature enough to handle the task. There was general agreement that the 
proposed criteria would impose a heavy burden on affected departments and agencies and 
that critical infrastructure should not be on the list of formal crosscuts. 

The second category is for special emphasis programs. For topics in this category, 
departments and agencies would be asked how much is being spent in each area. Dr. 
Jones proposed placing critical infrastructure in this category. This would give the 
working group time to get some work done. There was general agreement with her 
proposal. 

B. Humanitarian Demining R&D 

Dr. Jones proposed that CNS establish an Ad Hoc Interagency Working Group on 
Research and Development for Humanitarian Demining to develop a strategic agenda or 
strategy document on humanitarian demining R&D. The draft terms of reference for the 
working group describe the steps necessary to develop a strategy document. There is an 
existing interagency working group chaired by the Department of State that focuses on 
demining operations and this working group has an R&D subgroup. In view of the 
increased national and international interest in demining R&D, it would be worthwhile 
having a group develop a simple document describing ongoing demining R&D activities. 
Dr. Gansler noted that essentially all of the R&D is being done by DoD. In his view, the 
problem lies in the business aspect of demining, not the R&D itself. Items are developed, 
but none are purchased for humanitarian demining. He had Dr. Foster chair a Defense 
Science Board Task Force to examine this issue. The Task Force concluded that the 
problem is not technology limited, but resource limited. He believes there are great ideas 
being developed, but they are not being funded as a business. Dr. Jones recognized that 
demining R&D is largely a single agency program, but that a short-term ad hoc group 
might provide useful visibility to the R&D program. Dr. Gansler noted that Ms. Sheri 
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Goodman has the responsibility in DoD of integrating concepts for mine clearing from 
the DOE laboratories and other agencies. It was agreed that Dr. Jones would call a 
meeting at OSTP with Ms. Goodman and other interested parties to examine strategy and 
agendas, discuss DoD activities, and explore needs. 

IV. CLOSING REMARKS 

Dr. Jones adjourned the meeting. 

JUN 1 1 1998 

(date) 

Attachments: 
l. List of Principals attending 
2. Meeting agenda 
3. Letter from Senators Lieberman and Rockefeller 
4. OMB Crosscuts 

4 



Principals Attending Meeting of Committee for National Security 
March 31, 1998 

Dr. Jacques Gansler, Chair Under Secretary of Defense for Acquisition and 
Technology 

Dr. Kerri-Ann Jones, Co-Chair Associate Director, National Security and International 

Mr. William Reinsch 
Dr. Ruth David 
Ambassador Ralph Earle II 
Mr. James Devine 

Mr. John R. Dailey 

Affairs, Office of Science & Technology Policy 
Under Secretary of Commerce for Export Administration 
Deputy Director, Science and Technology, CIA 
Deputy Director, Arms Control & Disarmament Agency 
Senior Advisor for Science Applications, U.S. Geological 
Survey, Department of the Interior 
Acting Deputy Administrator 
National Aeronautics and Space Administration 

Attachment i 



Agenda for the Meeting of the 
NSTC COMMITTEE ON NA TI ON AL SECURITY 

I. INTRODUCTION 

March 31, 1998 
3:00-4:30 PM 

Pentagon, Room 3D 1019 

II. ST A TUS OF CURRENT EFFORTS 

• Critical Infrastructure Protection 
• International Technology Transfer 

III. OTHER BUSINESS 

• Hu..'Tia..'litarian Demining R&D 
• FYOO R&D Budget Priorities 

IV. CLOSING REMARKS 

Attachment 2 



iinitcd ~rates ~cnatc 

The llonorable Albert Gore, Jr. 
Vice President of the United States 
1600 PeIUlsylvania A venue, N. W. 
Washington, D.C. 20500 

The Honorable Jolm I I. Gibbons 
Director 

WASHINGTON. DC 20510 

Fehruary 2S, ·: 998 

Office of Science and Technology Policy 
Old Executive Office Building 
Washington, DC 20500 

The Honorable Gene Spt:rling 
National Economic Council 
Old Executive Office Building 
Washington, OC 20'i00 

Dear Mr. Vice President, Mr. Gibbons, and Mr. Sperling: 

We are writing to bring your attention to serious p~ncedural problems we have observed in the 
development and implementation of Cooperative Research and Development Agreements 
(CRADA's) involving foreign finns and strategic U.S. industries. The issues reviewed here would 
also apply· to other fonns of research contracts established between private corporations and 
governmental agencies, including the Conunerce Deparnnent, the Defense Department, the Energy 
Department, NASA. and the National Institute of Health. 'V./e are a"king you to consider reforms 
to that process. We are, as you know, very stror.g advocates of the advantages to both the 
government and commercial sector of technology partnerships and emphasize that reforms 
adopted should not unduly delay the partnership process or make it overly cumbersome. 

In March 1997, the Depanment of Energy {DoE) agreed to a CRADA for development of 
advanced lithography technology used to etch semiconductor chips. There was no public 
announcement of the lithography CR.ADA until September 1997. Terms of the CRADA left open 
the possibilily that cummC!n.:.ially and potenlially dC!fense critical tC!chnologies could be transferred 
to one or more foreign companies. In many cases, this tecimology was developed at U.S. taxpayer 
expense under earlier government research programs. For these reasons, the DoE lithography 
CRADA has generated a significant amount of controversy. I .eaving aside specific technology 
transfer issues presented by the DoE CRADA, this matter has brought forward a number of 
procedural problems we have summarized below: 

l) Review by Detense and Export Control Agencies. There was no interagency review process 
followed or in place for consultation with affected defense, intelligence. and export control 

Attachment 3 



February 25. 1998 Len.er. Page Two. 

agencies. In this case, there was no notice to or discussion with the Defense Department or 
affected intelligence agencies during the fonnulation and negotiation phase even though 
information concerning at least two apparently sensitive defense technologies could be traasfened 
as a result of the CPv\DA to a foreign firm. Ftnthennore, there was no notice to or consultation 
with the Commerce Department's Export Administration even though advanced lithography 
machines and some of their component parts appear in international agreements regulating 
dissemination of defense technology. 

2) Review by the \Vhite House. OSTP. and Other Key Agencies. Such as Commerce's 
Technology Administration and USTR. This case illustrates there is no process for notice or 
review by the above cited agencies concerning the overall merits, including competitive 
implications and appropriate quid pro quo's, of a significant technology transfer of taxpayt.r 
funded research to a foreign firm due ton CRADA's implementation, from an economic benefits 
or policy perspective. Furthem1ore, there was no process for analysis of possible adverse effects 
of this transfer to foreign firms on competing U.S. firms in the semiconductor industry as weli 
as their suppliers. The latter argued that they could be seriously damaged if such a transfer were 
to occur, and that they were being excluded from benefiting from technology developed by the 
U.S. taxpayer that potentially could be provided to foreign competitors at little or no cost 
recovery to the U.S. 

3) Reciprocal R&D Access. In the case of participation of any industrial organization or person 
subject to the control of a foreign company or government, CRADA law requires that the 
laboratory director "talce into consideration whether or not such foreign government permits 
United States agencies, organizations, or other persons to enter into cooperative research and 
development agreements and licensing agreements." Despite this statutory requirement, there was 
no notice in this CR.ADA to, or discussion with, US trade or technology agencies concerning 
reciprocal R&D access issues 

4) Intellectual Property and Patent Rights. There is no revicv.· process in place; for a review of 
proposed CRADA's by agencies with affected interest.; and use rights in affected intellectual 
property. For example, the Defense Department apparently holds a number of patents on the 
public's behalf on technologies that may be transferred to a foreign finn by the DoE CRADA 
Yet no consultation apparently was held concerning either the effect of sharing these patents or 
compensation for the public.ally-held patent rights, or U.S. access to flow-back technology 
developed from intellectual property rights given to foreign firms. 

We are informed that a number of other transfers of taxpayer-financed technology to foreigr. 
firms are now under consideration in the private sector and that the precedents being set by the 
DoE CRADA are being assumed to be Administration policy. In addition, some foreigr. 
govenunents apparently view this CRADA as the benchmark CRADA which could grant them 
access to U.S. National Labs and to other federally funded R&D programs. such as PNGY, ASCI. 
NSF ER.C's, and DARPA. 



Letter of February 25, 1998, Page Three 

In previous Administrations, implementation of the 1986 and 1989 technology transfer legislation 
included an institutionalized interagency review proces.s for policy coordination a.lid oversight. 
Large scale "strategic" CRADA's (those affecting significant industrial infnstructure, multiple 
industrial sectors, or impeding or granting potential unfair competitive advantage), that included 
foreign firm access or participation, were subjected to interagency review. Such review was 
initiated by the sponsoring agency with fiduciary oversight. The Commerce Secretary's 
Interagency Committee on Federal Technology Transfer, the Vice President's Competitiveness 
Council, and the Economic Policy Council were the designated interagency policy review vehicles 
for addressing these matters. 

While past Administrations have had a review process for CRADA 's involving significant 
transfers to foreign firms of intellectual property paid for by the taxpayers. no such procedures 
are now in place. We strongly recommend that the Administration, acting either through your 
agencies or through another appropriate entity, develop such a process. We are concerned that 
unless you act to develop responsible prm.:euun::s, there could be legislation that could seriously 
damage the CRADA process, which we continue to regard as a critical tool for govemment­
industry technology advances. 

We recommend that the Office of Science and Tecnology Policy, with the Commerce 
Department, play a leadership role whereby involved agt:ncit:s with a policy role affected by a 
CRADA are informed and consulted about its terms. Such a review should assure the evaluation 
of defense technology transfers, of c-0mpliance with defense export requirements, of publicly-held 
patent rights, and of effects on U.S. firms, the U.S. technology base, and overall U.S. 
competitiveness. Obviously, the review requirements should not be limited to CRADA's but also 
include the other forms of research and development agreements betwe_en government and 
industry, where there there are foreign transfers of significant or strategic teclmotogies. We are 
very sympathetic, as noted above, to concerns that the CRADA or other technology transfer 
processes not be unduly delayed or made cumbersome. Accordingly, whatever procc:dures are 
adopted should be expeditious, straightforward, flexible, and appropriate to the overall interests 
at stake. 

We look t0rn1ard to a prompt reply on how you plan to address this important policy issue with 
it<> long tenn implications for our national competitiveness and defense interests. Thank you for 
your consideration. 

Sincere~ 

~or Joseph Lieberman ~~ng Member 
Acquisition and Technology Subconunittce 
Senate Armed Services Corruninee 

Ranking Member 
Science, Teclmology and Space 

Subcommittee 
Senate Committee on Commerce, Science 

and Transportation 



Crosscuts 

While most of these programs are ongoing, in the preparation of the FY 2000 
budget we are promoting more uniform management and accounting to enhance the 
benefits of interagency coordination. Specifically, each interagency program must 
include the following: 

1. Concise, GPRA-compliant program goals and performance measures, 
finalized no later than September 1998. 

2. A program implementation plan outlining specific agency activities and 
budgets, and the linkages between them. Agency activities should be tied 
clearly to overall program goals and performance measures. Implementation 
plans should be finalized no later than September 1998. 

3. Interagency implementation plans should include a certification that all 
agencies involved in the crosscut have reviewed each other's projects, and 
that these projects directly contribute to the goals and objectives of the 
crosscut. 

4. September 1998, budget hearing with OSTP and OMB staff. 

5. Supplement to the President's budget, to be released to the public no later 
than mid-April. 

Attachment 4 
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Nonproliferation and 
Arms Control Technology 

Working Group 

A 3 Year Perspective 

on R&D Coordination 

Committee on National Security 
29 June 1998 

NPAC TWG - 3 Year 
Perspective 

• Organizing principles 
• Current state of N PAC R&D 

coordination 
• Lessons learned 
• Opportunities for improvement 
• Current issues 
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Organizing Principles 

• Promote information sharing and 
cooperation 

• Enhance effectiveness of overall 
"program" 

• Eschew proliferation of working groups 
• Develop informal budget crosscuts 
• Frame issues and differences for 

adjudication 

Reporting Chain 

President 

National Science 
& Technology 

Council 

Committee on Defense Policy 
National Arms Control 
Security IWG 

NSC 
Deputies 

Nonproliferation 
& Arms Control 

IWG 

Intelligence 
IWG 
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State of Play 
in NPAC R&D 

• Funding flat or slightly up for most focus 
groups FY96-98 

• Funding drops in 3 groups 
• Active Electro-Optics - 35% 
• Unattended Remote Sensors - 13% 
• Underground Facilities Detection - 61 % 

• Shortfalls in basic science across the board 
• No new money, many new mandates 

Defining the 
Federal Investment 

• TWG coordinates -$616M (282 programs) 
• Radius database indicates $6.1 Billion 
• "Solving" the Radius problem entails 

• Large analytical effort 
• Single year solutions => moving target 
• High cost for marginal gain 

• High confidence in TWG's bottom-up 
reporting 

• Trends more instructive than static numbers 
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Lessons Learned 

• NPAC TWG approach is highly effective for 
• increasing communication, sharing knowledge 
• identifying and addressing gaps and overlaps 
• creating leveraging/synergy opportunities 
• providing organizing framework for tech issues 

• Agency mandates and priorities do not 
always correlate across government 

• Technical organizations ill-suited to identify 
priorities and adjudicate differences 

• Can't fill gaps without separate authority or 
funding 

Opportunities for 
Improvement 

• Better engage operators/users, tech 
developers, and policy makers 

• Reduce barriers to coordination: 
• minimize compartmentalization 
• electronic information sharing, databasing 
• go outside the National Security mainstream 

• lncentivize long range planning and needs 
generation 

• Clarify national policy directions and priorities 
• Provide policy community with clear picture of 

a the possible 
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Current Issues: 
SIPRNET 

• TWG collaboration would benefit from secure 
internetted information medium 

• Database sharing, file transfers, document 
clearance/coordination, "chat rooms" 

• SIPRNET secure up to SECRET, 
expandable, acceptable entry cost 

$7k + $21k/year (128kb line) 
• Only 3 focus group chairs have or use 

SIPRNET 

Current Issues: 
Unattended Sensors 

• National leadership, centralized functions: 
• Collect, document and respond to national 

requirements 
• Technology roadmap to focus resources 
• Standards/guidelines for hardware, software and 

communications compatibility 
• Delivery systems 

• Designated executive function - CMO? 
• Fits CMO charter 
• Resource problems 

10 



Current Issues: 
· Hazard Prediction Models 

• Plume models for NBC 
• Accident prediction/emergency response 
• Consequence analysis 
• Military mission planning 

• Users - DoD, DOE, FBI, CIA, FEMA, NOAA 
• DoD focus on O&M, V&V - spinoff to others 
• R&D gaps 

• High confidence for civilian applications 
• Field portable 

11 
• Critical decision (attrition vs. evacuation) 

Current Issues: 
Technology Transition 

• User/Developer gap: 
• Achieving sufficient maturity for user adoption 
• Tolerating enough risk for real innovation 
• Cross-cutting needs not in any one stovepipe 

• Models: "Facilitator," CT TSWG, CPRC/CPSP 
• Short "product cycles" 
• Dedicated funding lines at modest levels 
• Rapid operationalizing - the 70% solution 

• Technology Needs Subcommittee 
• Impacts on the margins 

12 • June URS users meeting 
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CritU;a' lnfra$tr~ture Protection R&D 
lntcragency Wotldng Group 

IWG UP AND RUNNING . . . - . .. \ . 

• Interagen.cy Working Group established in March 
- C=r-:- r---

• Goals: 

Develop and:co.o:r=<linate the federal government's critical 
:in,frastructri~e p:rotecti9n R&~D-agend_a before end of y~ar 

. . 

Reach out to industry, academia, and internation~ partners 
. - . . 

• PQD~~~deadlbie ~ deliv~t plan.to tbe President-by mid-November. 
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Critical Infrastructure Protection R&D 
lnteragency _WQrlang Group 

WORK PLAN 

Submission of agency current activity summary papers 

Vulnerabilities papers 

Conceptual, com-prehensive agenda 

Plan for Critical-Infrastructure Coordination Group , 
(Clarke) 

Gaps and shortfalls paper 

Criteria 'for evaJ.uating .proposed. R&D programs· 

R&-Jlfocus are3S and budgets .. 
: . -1 

Ou~re~eh~ paper ,€pr~v~te se<;tor; academia, tech transfer) . 
' . 

First :dra,ft~ Jt&·I)._age.n.da and pl$, 

_- · ~OtJ;_S·· :. . -Final't~rsion,_ -R&-DJlg~ntJ:~ and -~plan 
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Criticaflnfrastnµ:ture PrQtection R&D 
Intet4gern;y Worldng Grou.p 

·ACTIVITIES ARE WELL UNDERWAY 

• Identifying ongoing agency programs and budgets 

- Agencies have co1Dpleted the initial look 

-"- Working group is examining the agency inputs 

• Summarwin.g ·in·Erastru.ctu,r.e vuln·erabilities, drawing upon analyses 
m:other studies (e.g., PCCIP report, Argonne National Laboratory, 
J)epartment ofTranspQrtation) 

• wur develop·near/long ·t.ei:m ·budget recommendations and.plan 
. . 

• . J)r~ft Ternts o·f Reference are und~rgoing final review 

·. · .... _ 
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Critict4.lnfrastructµte_ Ptotecti<!n R&D 
Interage11,Cy W or/dng Gtoup · 

. . 

.... Jlll/!!f/£fJJ/!!/!ili%lllf!!/f!!Jl!t.JfiJJff'f!!J.SJ3t!?!i:f!/8?/!ll§h:t;'.W(s~j·:'?/:/:.:.:\\•::::::::: 

~ bivolved government, private sector, academia, and national 
labs,; coorclinated.by·ArgonneNational Laboratory 

• Focused on_ perceived technolQgy·gi)ps between infrastructure 
protection needs ·and available tecbnologies 

• R;ecgmtn·ended R&.D programs to address the gaps 

• .Study is uodet tmal review . i 
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I 
I 

j 

I 
I 

~~~~~~~~~~~~~~--~~---"--~~~~' 
I 



Critical Infrastructure Protection R&D 
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.LINK To·us.G ORGANIZATION - - -. - . .. - .·- . . . - . - -. . .- . 

• P.DD-63' establishes-'Critical Infrastructure Coordination Group 
(CICG) to ensureiQ.teragency coordination 

- Cbajred by National Coordinator for Security, 
Infrastructirre .Protection, and ·Counter-Terrorism 

, - Ag~nc~ -representatives -- ASS,istant Secretary level or higher 

• ClCG ·met for the :tirsttinte on June 11 
. . . 

· ~· Tasked c·i;p R&:D ilWGto _develo.p its work plan by July 23 
. - . . . -

. ~- ~»r~ft plan; ba,s· b.:een c<nn:pleted apd is un·dergoing internal 
. - . - ·- -·· - - _-_. ·-~ . . . . - . ·-- . 

-.. -·review . - . - . -. - -. . ·. 

· ... ·. 
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O;VTREACH: - PARTNERSHIP 
~. • .. - ! • - - ' :~ ":" -- -

. s .~ 

• OSl'P and o.ther age11ci_es:recognized.early on the importance of 
.p~nersbips witb'mdustr~·and· academia· and are committed to 
f ost~ring tb_em 

. . . 

• ·IWG<b·as ~~fablish~d an· outreach subgroup chaired by Commerce 
' . 

. • lniti31· COQU\Gts with: indu·$tty: 

~.··:Close ~~ntact With N$:TAC andits me_mber ¢Qmpan,ies 

.-:· . ~,at~~cipation :in: sy~p()s_ia;. ~qne~ -FQtC~s CQmntun.:ications Md 
, . · ::Eiootra'nics ~~saeiilti~rf j:National Defense- IridustFial ·. · . ... · .. : '-::- -- ''··.-:· .. ·'.;""·_:", :- -. :.-::·~·-' .,. -·.·- ,·;-:·-'< - ·;·."··· ... · .... ' .· .,· .. ·.~·.·.· - · .. · -.·· ..... 
:. .. . Asso<t~~~ion · -·." ·: · -~-· -
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• IWG establish,ed tQ devel_op and- coordinate federal government's 
¢r-itical ~infrastructure protection R&D agenda 

• IWG activities well und~rway 

• Parinetsbip with tbe-private sector, academia, and international 
partners is -key to success 



Criticm lnfras_tructur~ Protection R&D 
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BACKUP MATERIAL 
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lNTBRAGENCY·coolWINATION IS KEY 
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SH.·" A DJ":&..J;'G. _ ~-"'fTE. L. 0-1 A :n . - ·~ l'~~I ·1 ·fl-~ - . . . rl..JJ 
'I. - • ,.. • - • - • - ·- • , • • 

S'.UHGRO_UPS 
- . . -- - . ... - - - . 

• Banking and Finance 

• Information apd Comm 

• Tr~portatio~ 
·. . 

• Energy· 

• V-.. 1-HJ•'Inan:Senices 

•_ Bµdget 

• Outreach . . ':!- . - - . . ~ . ._ . 

_ ~-- · ;Irlterde · · ehd~il~ies.: . . _:. - . --.,. .. ~- - ·~---P .... _.- ... -....... -.. -..--. 
. ~ . .· . ' - - . . .. -

AGENCIES 

Treasury (lead), DOJ, DOS, DOC, FED 
' . 

DOC (lead), Do·n, DOJ, NSF 

DOT (1C3d), NASA, DOE 

.DOE (lead), 'DOI 

Qs. (lead), EP ~-' FEMA, NDI, PHS, 
. . 

J)Ol, -D<JE 

01\Ul (l~d); :DOD 

nae (lead)., NSF, D.ps, ACD.A~ D.OD 
:I)OT~ J1l0E. 
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20PLA.YERS 
Ar~ ~<>rtttol and Disariruunent ~ency 
Ceri.trm lnteUigenc-e Agency 
J>~parunent· o~'CoI)tmerce . 
Department-of Defense· 
Oep~ept of Energy 
)?ep~ent of ~ealth -and Human Services 
Depatqtlent of.the·Interior 
bepm1Jfient ofState 
-Dep~ent 'of Trajtsportation 
Dtr artment of the Treas . It._ ... - "ury· 
EnvkQilll1ental Prot~iion Agency 
Fed¢r~tBureau .of lnv.estJgation 
fe(l_e;ral Eme~g~n6y M~nagement .Agency 
Nild9nal .A.~tunauti~_s:·~4 ~$p~¢e Agency 
Nationaf:lnstitu.re\,( OtGt{ ational saret and Health - . --··:·- : ··2 ----~·-·.· ···\_;-.- ·. . .. . .. _.P. . ·. - .. y . . 
·National· Soount·. ~enG -.. · ... ::·· ,_ .. -~-:-- ·--:~·- .... . ·: y_. ·: _· .. ·. y--~ . 

-:NationaI:'Soourit,-: ,.e.Ooo6il -

~=~:=::=::Rdg~t 
.. ~ffit1e·of Scien~~Jmd·t~hnoi<> -~- '.Polic-- . .. ---··-·- ... '. .... -,.~ -· .. ,_~ .. ·--~- ,__ '. . ·-· .. , ... _gy __ ·. . . y 




