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IN THF SENATE OF THE UNITED STATDS

OuoBhR 24 2001

. Received

AN ACT

“To deter and pumsh terrorlst acts in the Umted States e
. and around the World to enhance law enforcement mves- '

~tigatory tools, and for other purposes
I Be 1t enacted by the Senate_ and 'House of Representa-
2 twes of the United States of America in Con‘gé"ess dssembled, v
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. SECTION 1. SHORT TITLE AND TABLE OF CONTENTS

(a) SHORT TITLE —ThlS Act may be (31ted as. the,

: “Unltlng and Strengthenlng Amerlea by Prowdlng Appro- "

vprlate Tools Requ1red to Intercept and Obstruct Ter-ﬁ-’

rorlsm (USA PATRIOT ACT) Act of 2001” |
(b) TABLE OF CONTENTS— The table of contents‘l‘ :

for thls Act 1s as follows

Sec. 1. Short tltle and table ‘of contents )

Sec. 2. Constructlon severablht)

"TITLE I—ENHANCI\JG DOMESTIC SECURITY AGAI\TST TERRORISI\/

‘Sec 101. Countertenorlsm fund

See.” 102. Sense of Congress condemning dlSCrlIYllndthn agalnst Amb and Mus-
o Jim Americans. : 2 ‘

Sec. 103. Increased funding for the technical support center at the Federal Bu-
SR -reau of Investigation. = : »

<Sec.. 104. Requests for _military as51stance to enf01ce prohlbltlon in celtaln

emergencies. -

’Sec'.,_s105. Expansion of National Electronlc Crir ime Task Foree Inltlatlve

See. 106. Pres1dent1al authorlty :

TITLE II—ENHANCED SURVEILLANCE PROCEDURES

‘Sec. 201. Authori ity to inter cept wire, or al and electl onic communlcatlons relat-

“ing to terrorism..

“See. 202. Authm ity to-intercept wire; oral, and elect1 Omic communlcatlons lelat-

ing to computer fraud and abuse. offénses.

- Seec.. 203.  Authority to share cr 1m1na1 investigative’ information. »
- See. 204. Clarification - of 1ntelhgence exceptions from limitations on 1nte1cep-

tion” and dlselosure of. wire, oral, and electlonlc communicas -
tions.- : i :

‘ Sec'.y205v. Employment of translators' by the Fedela] Bmeau of Investwatlon “

Sec. 206. Roving suiveillance authonty under the F‘01 eign Intelhgence Survell-
' lance Act of 1978: :

Sec. 207. Dur atlon of FISA surveillance. of non- Unlted States pe1 sons who L

agents of a foreign power.

* See. - 208. Des1gnat10n of judges."

See. 209. Seizure of voice-mail messages pur: suant to warrants.

Sec, 210. Scope of subpoenas for reecords of elect1 onic communlcatlons

Sec. 211. Clarification of scope. ‘ ‘

Sec. 212. Emeérgency chsclosme of eleetl onie (,ommnnleatlons to protect hfe and,
, limb. : -

See. 213: Authority for delaying notice of the e\ecntlon of a Wauant

Sec. 214. Pen register and trap and trace authority under FISA. -

See. 215. Aceess to records and other'items under the’ Foreign Intelh«renee Su1-;. -

- ' * veillance Act. :
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See. 216.

- See. 217,
See. 218.
See. 219.
* See. 220.
Sec. 221.
See. 222.
Sec. 223..
See. 224,
See. - 225.

TITLE

Sec. 301.
- Seec. 3(')2.’
Sec.~303.

Subtitle

See. 311.
See. 312.
Sec. 313.

Sec. 314.
“See. 315,
Sec. 316.
See. 317
Sec. -318.
Sec. 319.
See. 320.
Sec. 321.

Sec. 322.
Sec. '323.
Sec. 324.
See. 325.
Sec. 326.
See. 327.
Sec. 328.

Sec. 329.
Sec.- 330,

g

Modification of authorltleq 1elatlng to use of pen reolster and tl ap..
and trace devices. e

Interception of eomputm trespasser communlcatlom

Foreign mtelligence information.

Single-jurisdiction search warrants for terrorism.

Nationwide service of search warrants for electronic evidence.

Trade sanctions. ‘

Assistance to law enforcement agenecies.

Civil liability for certaln unauthorized dlsclosures

Sunset.

Immunlty for complianee with FISA wn‘etap

HI—INTERNATIONAL MONEY LAUNDERI\IG ABATEI\IEI\'I‘
AND ANTI-TERRORIST FINANCING ACT OF 2001

Short title. ,
Findings and purposes:
4-year congressional review; expedited consideration.

A—International Counter Money  Laundering ‘and Related Measures

Special measures for jurisdictions, finaneial institutions; or inter--
national transactions of primary money lanndering concern.

Special due diligence for Lorrcspondent accounts and prlvate bdnkmg

‘ accounts.

Prohibition on United States correspondent - accounts mth foreign
-shell banks.

Cooperative efforts to deter monev laundering:. o

Inclusion of folem“n cor'ruptl()n offenses as money ldundenng crimes, |

Anti-terrorist forfeiture proteetion.

Loong-arm jurisdiction over foreign money aunderer

Laundering money through a foreign bank..

Forferture of funds in United States.interbank accounts.

Procceds of foreign ¢rimes.

Finaneial institutions sp(’on‘lcd m bubclmpter IT of chapter 53 of tltle’

31, United States code." . g

Corporation represented by a fugitive. B

.Enforecement of foreign judgments.

Report and recommendation:

Concentration accounts at financial institutions.

Verification of identification. :

Consideration of ‘anti- monev laundelnw recor d

IIltE‘l national cooperation on' identification of 01*1ﬂmc1t01q of wire
transfers. ‘

(riminal penalties. , S

International eoopemtlon in mvestlgatlons of money laundeting,” fi-
ndncml crimes, and the finances of terrorist groups.

Subtitle B—Bank Secrecy Act Amendments and Related Improvements

See. 351.
~See. 352.
Sec. ‘3')3
See. 354

Amendments relating to reporting of suspicious activities.

Anti-money laundering programs:

Penalties for violations of - geographic targeting orders and certain
10001dkeepmg, 1cquuements and lenoﬂwnmn u“fectne per 10(1 of
geographie targeting’ orders. ‘

. Anti-money laundering strategy.
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See.. 355.
Sec. 356.

See. 357.
: ‘See.. 358.

Sec.” 359.
Sce.” 360:
Sec. 361.
Sec. 362.
Sece. 363.
- Sec.: 364.
- Sec. 365.

' SQec. 366.

Sec: 3‘7‘_1,_.‘
See. 372.°

See.- 373.
0 See. 374.
- Sée. 375.
Sec. 376.
Sec. 377.

Sec. 401.
Sec.. 409.
Sec. 403.

Sec. 404.
Sec. - 405.

Sec.. 411.
See. 412,

See. 413.

Sec. 414
See: 415.
Sce. 416,

~See. 417,
See. 418.

Subtitle

See. 421.
Se(j. 4992,

4.

Authorization to mdude suspluons of 1lleﬂal actmty mn wr 1tten e
ploymient references..

Reporting -of susplclous a(,ththb by securities brokers and (ledler

‘ 1nvestment compdm studv

Special report on administration: of bank seerecy provisions.

Bank .seerecy provisions and activities of -United States intelligence
agencies to fight mternatlonal terrorism. :

-Reporting of suspicious activities by underground banking svstemq

Use of authority of United States Executive Directors.

Financial erimes enforcement network:

Establishment of highly secure network.

Increase in civil and eriminal penalties for money laundering.

Uniform protection authority for Federal Reserve facilities.

Reports relating to coins and cunency received in nonfinancial tr ade
or business. - . :

Efficient use of eurrency transaction report system.

Submtle C— (/urrency Cf'imes and Protection

Bulk ecash smuggling into or-out of the United Qtates
Forfeiture in currency reporting cases.

Illegal money.transmitting businesses,
Counterfeiting domestic currency and obhgatlons
Counterfeiting foreign cuncncy and ()bhgatlons
Laundering the proceeds of.terrorism.
Extraterritorial jurisdiction. -

TITLE IV—PRO}TECTING ‘"THE BORDER
Subtitle A—Protecting the Northern Border

Ensuring adequate personnel on the northel n border.

Northern border personnel. ‘

Access by the Department of State: and the INS to certain 1dent1t\ ing
information” in the eriminal history. records of visa apy )heants
and. applicants for-admission to the United States.

Limited authority to pay over time. :

Report on the -integrated ‘Lutomated fmgel print 1clent1f10at10n system
for polts of entry and ovu‘seas consular posts.-

Subtitle B—Enhanced Imn'iigratiori Provisions

Definitions relating to terrorism.

Mandatory detentlon of %uspected terrorists; habeas cor pus; judicial
review. ’ )

Multilateral cooperation against terrorists.

Visa integrity and security. |

Participation of Offl(,(‘ of Homeland Security on Entry-Exjt Task
Force. :

Foreign student monitoring program.

Machine readable passports.

Prevention of consulate shopping.

C—Preservation of Imn’ligl"ation Benefits for Vietims of Terrorism -

Spomal ummigrant btatm
L\tmmon of filing or reentry deadlme\
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Sec. 423. Humanitarian 1el1ef for certain sur viving spouses and children.
Sec. 424. “Age-out” protection for children.

See: 425, Temporary administrative relief.

Sec. 426. Evidence of death, disability, or loss of melownent

See. 427. No benefits to terr onsts or family membels of terrorists.

Sce. 428. Definitions.

TITLE V—REMOVING OBSTACLES TO INVESTIGATING TERRORISM

Sec. 501. Attorney General’s authority to pay rewards to’combat terrorism.
Sec. 502, Secretary of State’s authority to pay rewards.

Sec. 503. DNA identification of terrorists and other violent offenders.

Sec. 504. Coordination with law enforcement. - ‘

Sec. 505. Miscellaneous national security authorities.

Sec. 506. Extension of Secret Service jurisdiction,

- See. 507, Disclosure of educational records. ;

' Sec. 508. DlSC]OSUle of information from NCE% Surveys.

TITLE VI—PROVIDING FOR VICTIMS OF TERRORISM, PUBLIC
SAFETY OF‘FICERS AND THEIR FAMILIES

Subtitle A—Ald ‘to-Families of Public Safcty Officers

Seé. 611. E\'pedlted payment for pubhe safety ()ffl(,elb lnvolved in the preven- -
tion, investigation;. rescue, or. recovery effortq related to a ter-
rorist attack. S ,
See. 612. Technical correction with respect to e\pe(hted payments for herom
‘ public safety officers. = -
See. 613. Public safety officers benefit progrdm pdvment ner: rease.
See.- 614, Ofﬁco of Justiee programs. :

«»Subtitle B—Amendmeénts to the Vietims of Crime Act of 1984

See. 621.- Crime vietims fund:

See. 622. Crime vietim compensation.
See. 625, Crime vietim assistance.
Sec. -624. Vietims of terrorism, -

- TITLE VII-INCREASED' I\’F()RMATIOI\ SIHARING FOR. (‘RITILAL
I\TFRAQTRI CTURE PROTECTION *

See. 711 Expansion ()f 1emonal information sharing system to facilitate Fed
: eral-State-local’ law enforcement Tesporige fe dted to tenollqt
attacks. :

TITLIu VIIT— bTRh\IGTHF\IING THE CRIMINAL LAWS AGAINST
’ TERRORI%W\I

Sec. 801. Terror 1st dtta(‘kb and other aots of \1olenco against mass tlanspm-
tation systems. : )
“See. 802. Definition of domestic terrorism.
Sec. 803. Prohibition against harboring terrorists: . ‘
" Sec. 804. Jurisdiction over erimes comritted at: U.S. facilities abroad:
See. 805. ‘Material support for terrovism: ' .
Sec: 806. -Assets of terrorist organizations. )
Sec. 807 Techniecal clarification relatingﬂto provision of material support to ter-
- rorism. : '
Sec. 808, Dcfnntlon of Federal crime of t(1101 1S,
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No statute of limitation for certain terrorism offenses.

Alternate maximum penaltles for terrorism offenses

Penalties for terrorist conspiracies.

Post-release 'supervision ‘of terrorists.

Inclusion of acts of terrorism as racketeering activity.

Deterrence and prevention of cyberterrorism, -+ ,

Additional defense-to civil actions relating to preservmg records n res
sponse to Government quuests :

‘Development and support of cybe1 security forensic capablhtles

Expansion’ of the blologlcal weapons statute:

TITLE IX——IMPROVED INTELLIGENCE

Responmblhtles of Dlrector of Centra] Intelllgence regardlng foreign’
. intelligence "collected under For elgn ~Intelligence - Sur'velllance
Act of 1978. : :
Inclusion of mtematlonal telrorlst activities within scope of forelgn .
intelligence under National Security Act of 1947,

‘Sense of Congress on the estabhshment and maintenance of 1ntel :

ligence rélationships to acqune information on terrorists’ and
terrorist- orgamzatlons :

‘Teniporary authority to-defer submittal to Congl ess of reports on in-

telligence and intelligence-related matters:
Disclosure to Director of Central Intelligence of foreign. mtelhoence-
g related information with 1espect to crlmmal mvestlgatlons A
Foreign terrorist asset tracking center )
National Virtual Translation Center. ~ .
Trammg of government -officials 1eoardmcr 1dent1f1eat10n and use of
forelgn intelligence. ' '

TITLE X——MISCELLAN EOUS

Review of the depar tment of Justlce

Sense of congress. . i

Definition of “electronic sur'velllance

Venue in money laundering cases.

First 1esp0nders assistance act. .

Inadmissibility of-aliens.engaged in money aundermg .

"Authorization of funds for dea pohce tralmng in south and central'
\asia.

Feas1b1hty study on use of b1omet1 1¢ 1dent1f1e1 seanning svstem with-

access. to the fbi integr ated automated fingerprint identification’
system at overseas eonsulal posts and points of ‘entry " to the'
United:States. :

Study of access. : ,

Temporary authority to' contraét with loéal and State 0fovernments
for perfor mance of secur 1tv funcmons at United States nnhtarv ‘
installations. : ’

Crimes against charitable americans.

L1m1tat10n on issuance of hazmat licenses..

Expressing the: sense of the senate coricerning the provision of fund-
‘ing for bioterrorism preparedness and response, ‘ ,

Grant program for State and local domestic preparedness suppmt

Expansion and reauthorization of the crime identification technologv
act for antiterrorism grants to States and locahtles

Critical mﬁ astructures. protection. ‘
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SEC. 2. CONSTRUCTION SEVERABILITY

Any prov1s10n of thls Aet held to be invalid or unen-‘ i

~ foreeable by its terms or as apphed to any person or cir-
,‘eurnstanee shall be construed 50 as to gIve it the Ina,xj

“imuri effeot permltted by law unless such holdIng shall =

be one of utter. 1nvahd1tV or unenforceablhty, n Wthh‘

event such prOVISIOn ‘shall be deemed severable from thls
Aet and shall not affeet the rernalnder thereof or the apph-
catlon of such prov1s10n to other persons not sunﬂarly situ-

ated or to other dlssunllar elreumstanees

TITLE I-ENHANCING DOMESTIC

NN
—_— D

P I SR
[ TR NS (US]

)

N

| SECURITY AGAINST TERRORISM_ .

‘SEC. 101. COUNTERTERRORISM FUND.

-(a) ESTABLISHMENT AVAILABILITY —There is here-\

by estabhshed n the Tr easury. of the Unlted States a sepa- '
rate fund to be known as the “Counterterrorlsm Fund”
amounts in Whlch sha]l remam avaﬂable WIthout flseal "
year hmlta,tlon— | R
| (1) to ’re"ivmbvurs"e‘_etnyv"DepartnIent -of ‘Justiee
eornponent for any eosts‘ “inurred in ~"‘_eonneetion "
with— : .
| (A) reestabhshmg the operatlonal capa-. v'
blhty of an ofﬁee or faelhtv that has been dam— |
aged or. destIoved as the result of any dornestle o

or Intern&tlonal terrorIsm Ineldent

“ MR 3162 RDS
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(B) P"()Viding Supﬁdrt"’ to counter, inves-

,tlgdte “or prosecute- domestlo or mternatlonal
terronsm meludlng, Wlthout hmltatlon pdymg_,
rew_ards n eonnectlon with these activities; and

(C) _,eon'dﬁetirig terrorism  threat :'asses:s—;

| ?and: .

:(2) to relmburse any department or agenev of‘ ‘

E conneetlon Wlth detammg in forelgn eountrles mdl-“

viduals deeused of ‘acts of. ten"onsm that Vlolate the
laws of the U mted States .

(b) No EFFECT oN,PRIOR‘ APPROPRIATIONS.—Sub-

section (a) shall not be construed to‘j affect the 'a.mo'unt'ﬂ
or availabilitV of ’r."'.a.,ny_ appropt'iation‘. to the“"#k
Lounterterrorlsm Fund mdde before the date of the enaet-

‘ment of thm Act

SEC 102, SENSE OF CONGRESS CONDEMNING DISCRIMINA
TION AGAINST ARAB AND MUSLIM AMERI-:‘

CANS.
(a) *FiNDINGS.eCenngSS makes- the' following find-
ings:»r | | S
(1:) Arab Americans, Muslim  Americans, and

Americans from South Asia play a vital role in our.

" HR 3162 RDS._.
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Natlon and are- entltled 10 nothmg less than the full
rights of everv Amerlcan
(2) The stS of Vlolen(*e that have been taken,

against Arab and Muslim Americans since the Sep- =

tember .11, 2001, attacks against the United States

should be and afe condemned by all Amerircans'who‘r

value freedom.

(3) The concept of* individual responsibilityrfor'

wrongdoing is sacrosanct in American society,-and

applies equally to all religious, faéial, and cthnic

gréﬁps. y
~ (4) When Ameriéan citizens commit acts 6f vio-
lence against those who are, 4' dr afe percéived’ to bé :
of Amb or Muslim de%ent they should be punlbhed
to the full extent of the law.
(5) Muslim Amencam havé become SO tearfulr
of harabsment that many Mubhm women- are chang- ,v
ing the way they dress to avoid becofning ta,rgets.
| (6) Many Ardb Amencdns dnd Mushm Amerl- |
cans have acted hCIOlCdHY dunng the attdckb on the

United .State including Mohdmmed Salman

| Hamdani, ‘a 23 -year- old. N(JW Yorker of Paklbtdm'*'

- descent, “who is behcved to have gone to the World |

lIddL (J(,ntu to offu rescue dqqmtance and is now

~ missing.

HR 3162 RDS
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(b) SENSE OF CONGRESS;%It is the sense of Con-.

oress that—

(1) the civil rights and civil liberties of all =~
Amerioeus : inciudiug Arab Amerieans Mus1.iruﬁ: |
Ameneans and Amenedns from South Asla must '

be protected and that every effort must be. taken to. ; ,:‘
preserve their safety, o |

(2) any - dets of wolence or | dlscrlmmatlon
agamst any Amerleans be condemned and |

- - (3) the Natlon is jealledupon to reeognlze’{the |
"'patriotism‘ of fellow eitize‘ns ijom all ethnie, racial, _

and rehglous backg'rounds

SEC 103. INCREASED FUNDING FOR THE TECHNICAL SUP- o

PORT CENTER AT THE FEDERAL BUREAU OF .

INVE STIGATION
R

There are auth0r17ed to be dppropnated for the Tech—

-meal Support Center estabhshed in settlon 811 of the
Antiterrorism and Lﬁeet;ve Death Penalty Act of 1996 ‘

(Puhhe Law 104—132‘) to ‘help‘ meet the demahds for ac- |
tmtles to. eombat tenorlsm and support dnd enhdnee the :
technical suppOIt and tactleal operatlons of the’ FBI
$200, OOO ()()0 for eaeh of the flseal years 2002 2()()3 and -
2004

_ HR 3162 RDS
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SEC 104. REQUESTS FOR MILITARY ASSISTANCE TO EN-.
- FORCE PROHIBITION IN CERTAIN EMER

GEN CIES.

‘Section 2332élof' title: 18, United States Code, is

S and

(2) by striking chemlcdl”

' TASK FORCE INITIATIVE.

| Thc,Director of the Un‘ityed States Secret: Sef'vice )

shall take appropriate actions to déVelop a national net-

~ work of electronic 'cfime task forcers based on the New

York Electr()mc bnmes Task Force model, ‘throughout the

United Stateq for the purpose of preventmg, detectmg,_ |
dnd mvestlgatmg various forms of ele(,trom(e crimes, in—’
Iudmg p()tL‘ﬂtldl terrorist dttacks agamst (‘I‘lthaI infra-.
. str ucture and financial pdyment systems.
’SEC 106. PRESIDENTIAL AUTHORITY

Sectlon 203 of the Internatlonal Lmorgency Powers

Act (00 U S.C. 1702) is amended—

(1) in subseetlon (a)(l ~)—' '
() at. the und of bubparagraph (A) (ﬂush
to Thdt subpamgraph) by striking dndf’ and

- ‘mbu'tmg a comma and the following: - .

HR 3162 RDS:
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SEC. 105 EXPANSION OF NATIONAL ELECTRONIC CRIME
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“by any person, 'or With "respeet- to any property,

subJeet to the JUI]SdILtIOn of the United States, ;o -

(B) in subparagraph (B)—, _
(1).by 1nsert1ng “. block duriin’g'i the.-v |
penderiey of an 'in\iegtigation” after "‘ipves#

tr;g‘ate”; and o o y |
(i1) by striking ‘-‘interesp;’f karrdrinsert— .
ing “‘interest by any person, or' with re—
speet to any property; éubjeet to th‘e‘: Juris-

- diction of the United ’States- and”‘- |

- (C) by striking “by any pOI‘bOIl or Wlth re
speet to any property eubJe('t to the ]urlbdletlon‘ '
of the Umtu/i States’; and B S
(D) by inserting‘ at.the end the following:
“(C) ‘when the United States is eng‘aged in

armed hostilities or has been attacked by afor-

eign country or foreign nationals, confiscate any

) property, | su'bject to the_' juriSdietion of" the

Unlted States, of any foreign person forugn

orgamzatlon or forugn eountry that he deter-

“mines has planned, authorlzed, aided, or en-

gaged_ msueh hostil'ities or attacks against the
United'States- and all right, title, and interest.
n any property SO (‘onhseated shall vest, when,

ds (md upon the terms dlre("red by the Presi-

HR 3162 RDS
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“dent, m such agéncy oi' persona,s,the Presi'dentk
‘may | desigriate from" time to time, and '.upon»'
Such terms and condltlons as -the Prebldent may
‘preserlbe, such mterest or. pIoperty shall be -
held, used, ddmlmstered hqulddted sold or
otherwme dealt with ‘in. the mterest of and for
the beneflt of the United States and such deb—
‘ignated agency or person may perform any dnd
all dctb mudent to the dccomphshment or fur- :
therance of these purpoqes ; an nd
(Z) by 1nsertmg at the end the followmg
4‘((:) CLASSIFIED _INFQRDIATION.fIn any judicial re--
VieW of a determination Ihade under this section‘ if the

determmdtlon was based on dasbn‘led information (as de-

‘ ﬁned in section 1(a) of' the (‘ldsmﬁed Informdtlon Proce-

dures Act) such mformatlon may be submitted to the re-

viewing court ex parte cmd In camera. ThlS subsection does

‘ not eonfer or imply any ng‘ht to JudlClaI revmw

| TITLE II—EN HANCED
 SURVEILLANCE PROCEDURES

SEC. 201. AUTHORITY ‘TO_ INTE_RCEPT WIRE, ORAL, AND

'ELECTROI\IIC COMMUNIOATIONS RELATING
TO TERRORISM v

Sectlon Zalb(l) of tltle 18, Unlted Stdteb bode is
dmended——— |

HR 3162 RDS .
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puter fraud and abuse) 7,

14

(1) by redes1gnat1ng parag'raph (p), as so redes- o

104—132; llQ S‘tat.kl27“4) as paragraph (r) and
' (2) by‘inserﬁting after paragraph (p )., as" 8o re¥
designated by section 201(3) oé tne IllegalImmig'ra-
tlon Reform and Imrmgrant Resp0n81b1hty Aet of
1996 (division C of Public Law 104-208; 110 Stat.
3009-565), the following new paragraph: |

,“(q) any criminal violation of section 229 (relatlng :

1o ehemlcal Weapons) or sectlons 2332, 2332a 2332b - o
- 2332d 2339A or 2339B of thls tltle (relatlng to ter- |

n'

rorism); or

SEC. 202. AUTHORITY TO INTERCEPT WIRE, ORAL, AND =~

- TO COMPUTER FRAUD AND ABUSE OF_

- FENSES.

Sectlon 2516(1)((3) of title 18 Unlted States Code o

is amended by strlklng and seetlon 1341 (relatlng to rnaﬂ‘ ‘

fraud) 7 and inserting “section 1341 (relatmg to mall '

~fraud), a felony Vlolatlon of section 103() (relatlng to eom- St

HR 3162 RDS

| lg’nated by section 434(2) of the Antlterrorlsm and -
‘, Effectlve Death Penalty Aot of 1996 (Pubhe Law s
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SEC 203. AUTHORITY TO SHARE CRIMINAL INVESTIGATIVE

TION —_

16

\17.

18

19

0
21

2

24
25

26
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as follows

INFORMATION

(a) AUTHORITY To %HARE GRAND JURY INFORMA. E

(1) IN GENBRAL, —Rule 6(e)(3)(C) of the Fed-, '

eral Ru]es of ()nrnlnal,PIQeeduIe is amended to read'

(C)(l) ‘Diselosure otherw1se prohlblted by ’

”thiq r'ule ‘of matters oeeurrlng' before the grand E o

JU.I'V rnay also be- Inade——

: “(I) when 50 dlreeted by a eourt pre— :
“liminarily to or in eonneetlon 'Wlth a Jndl- o
- eial proceeding;

"“’(II) When 'pernlitted by a court "at‘.

the request of the defendant upon a ehow-‘ o
mg that grounds may. e)nst fOI a nlotlon to ; -

dmmqs the 1nd1etn1ent because of rnatterb Gy

oeeurmng before the gTand Jur§f
“(III) When the dlselosure 1s made by
an .attorney for the» government to‘;an‘other‘

| Federal grand JllI'V

(IV) When permltted by a court at L
the request of + an attorney for the g‘overn-j ‘

'.ment upon a showmg that bueh matterq o

may dlselose a Vlolatlon of btate enmmal

law, to an approprlate offlela] of a state or



—_

16

~ subdivision of a stafté for the purpose of

enforcing such law; or

“(V) when the matters involve foreign

~ intelligence or -éouhteriﬁtelligence (as de-
fined 1n section 3 of the National Security

Act of 1947 (50 U.S.C. 401a)), or foreign

intelligenée infofihation (as defined n -
clause (iv) of this sﬁbparagraph), to any
Federal law enforcement; intelligencé,’ pro-
tjqctive, 'immigrfzttidn, national Zdeft’ense, or
natioria’lk securify official in order to assist
the official receiving that information :’inb |
the performance of his official duties.

“(ii) If the court orders disclosure of mat- -

ters oceurring before the grand jury, the disclo-

sure shall be made in such manner, at such

time, and under such conditions as the court -

may direct.

“(iii) Any F*eder;al off'iéiai to thm infor-

mation is "disclosed pursuant to clause (i)(V) of

this  subparagraph may use that information

only as necessary in the conduct of that ‘per-

son’s official duties subject to any limitations

on the unauthorized disclosure of such informa-

“tion. Within a reasonable time after such disclo- .

" ‘HR 3162  RDS
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sure, an attorney for the goverhment shall file _'

- under ‘seal ‘a’no‘ti‘oe' with the court stating' the-"

;faot that such mformatlon Was dlsolosed and |

the departments agencles or entltles to Whlch‘ L

‘the dlsolosurewos made. - o » B
“(iv) In olause (1)(V) of thls subparagraph,

“the term‘ ‘.f_orelgn mtelhgenoe ihfornlétion’ |

“(I) mformatlon -whether or not con- o
_oernmg a’ Unlted States person that re-
lates to the ablhty of ‘the United States_. to i

protect against—

“(aa) actual or potential attack =

- or other grave,,thos’tile baots ofa ‘foreig‘n o
; kP_O'WeI:’or an agent""off a fore’ig"n"}p‘owor; i

”‘f(bb) sabotage “or intérnatiorl\al

"terrorislm by ‘7 a foreigﬁw: powervv or‘an 7

'agentor’ a fore'ig'n poW'er;"or

- ee) clandﬁé_stine intelligenoe ac- o

. tivitiés"by ‘an intelligence servyiee" or

network of a forelgn power or by an‘ RATEEE

o agent of forelg'n power or
CoeIn mformatlon_, whether,or not con- -

cerning a United States person, with re-

"HR 3162 RDS ..
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speet to a f'oreign/power‘ or foreign terri-

tory thdt relates to—_‘
“(dd) the natlonal defense or the =

secunty of the United States; or

' dffans of the Unlted Stdtes

(2) CONFORMING ' AMENDMENT —Rule o

 serting OO

o (b) AUTHORITY TO SHARE ELECTRONIC WIRD, AND, i
()RAL _INTDRCEPTION INFORMATION —
(1) Law ENFORCEMENT ——Sectlon 2517 of tlﬂe S

18, Unlted States Code 18 amended by 1nsertmg dtg AR

the end the followmg

(6) Any IHVCStlgdtIVG or law enforcement officer, or
,‘attorney for the Government, who by dny means duthor-‘

“ized by this ehapter hdS obtcuned knowledge of the con-

N

tents of any wire, oral, or eleetronle eommunleatlon or

evidence derived therefrom may dlselose sueh eontents to

any other F‘ederal law enforcernent 1nte1hgenee protee_‘ s s

tlve 1mm1gmtlon national defense or natlonal secur 1ty of-

’ flClal to the extent that buch eontents 1ndude forelgn mtel-

hgenoe or eountenntelllgenee (as dehn(,d in bCCthI’l ‘3 of

the Natlonal Securlty Aet of 1947 (50 U.s. C 401(1))

R : A
HR 3162 RDS - '

“(bb) the eonduet of the forelg'n L

6(9)(3)(1)) Of the Federal Rules of Crnnlnal Proee-v .
| dure 18 amended by qtrlklng “(@(3)((;)(1)” and 1n—' ST
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foreign intelligence .infor‘rnation (as defined in suhsection e

who 1s to receive that 1nforn1atlon n the performance of., G

h1s official duties. Any Federal offlclal Who recelves 1nfor-:,‘ L

“matlon pursuant to th1s prov1s1on rnay use that 1nforrna-*" .

’tlon only as necessary in the conduct of that person S Offl- '

lesclosure of such 1nforrnatlon

(2) DEFINITION ——SeCtIOH 2510 of t]tle 18 S
Unlted States Code is amended by— N ,
| (A) in paragraph (17) by strlklng and”'f i

| after the: semlcolon _ N
(B) in paragraph (18) by strlklng the pe-’ o

‘I’IOd and 1nsert1ng and” d. .

- (C) by 1nsert1ng at the end the followlng .

: “1(119) ‘forelgn 1ntelhgence mformatlon rneans—' i

“(A) 1nforrnatlon Whether or- not con-b

»cernlng a Unlted States person that relates to : ey

agalnst— "

“(1) actual or potentlal attack or other" oy

grave hostlle acts of a forelgn power or an_

agent of a torelgn power

'HR 3162 RDS -

(19) of section 2510 of this tltle) to assist the o'f'ficial

cial duties subJect to any hrnltatlons.on the unauthoru_ed B i

'k‘the ablhty of the Unlted States to. protect - ,' Lo
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13
14
15
16
17
13

19
20

21
2
23
24

25

(e) PROCILDURD

to—

“(i1) Sab()fagé or international ter-
rorism by a foreign power or an agent of ‘
a forelgn power or

“(inn) clandestine intelligence activities

by an intelligence service or network of a

foreign power or by an agent of a foreign

. power; or ..

“(B) infbrmation whether or not con-

cermng a Umted Stdtes person, with I‘CQpe(‘t to

a forelg"n power or forelgn terrltory thdt reldteb

“(1) the natlondl detense or the secu-

‘ rlty of the U mted %ates or

“(11) the conduct of the foreign affairs
of the United %ates ”

“The Attomev (Ienudl shall es—l"

tablish procedures for the disclosure ‘of information pursu-. -

ant to section 2517(6) and Rule 6(c)(3)(C)(H)(V) of the

Federal Rules of Criminal Procedure ‘that idcntifi_es a

United States person, as defined in section 101 of the For-

eign Intelligence Surveillance Act of 1978 (50 U.S.C.

1801))

(d) F()RM(:\T I\TFLLIGENOE I\TFORVIAII()N HER

(1) IN GhNhIﬂ&L.—NOﬁWﬂlStaﬂdmg an..y other

provision of law, it shall be lawful for foreign intel-

‘HR 3162 RDS
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. 121,

, hgenee or eounterlntelhgenoe (as deﬁned in seetlon
-3 of the National Securlty Act of 1947 (:)O U S. C "
- 401a)) or forelgn 1nte111gence 1nformat10n obtalned_; r |
-as part of a criminal kanGStlgathn‘tO‘ be ‘:dlscilosed to -

’any Federal law enforeernent,‘intelligenee, protective; o

S

B immigration national defense, or national "seeurity

. Ofﬁelal n order to- ass1st the offlclal reeemng ——

information in the performance of hlS offlclal dutles

.Any Federal ofﬁelal Who receives 1nformat10n pursu-j,
‘ ant to thls prov1s1on may use that 1nforrnat10n only R
as necessary in the conduct of that person S offlclal e

, dutles subJect to any hmltatlons on the unauthorlzed

dlselosure of such 1nforrnat10n
| (2) DEFINITION —In thls subsectlon the termi
“forelgn 1ntelhgence infor rnatlon ‘means—
(A) 1nforrnat10n Whether or not’ eoncernlng?
'k‘a Unlted States person that relates to. the abll—f
_ 1ty of the Unlted States to proteet agalnst— o
' ', (1) actual or potentlal attack or other
grave hostlle aets of a forelgn power oran
agent of a forelgn power | |
,(n) sabotage or | 1nternatlonal ‘ter-.
© rorism by al fOreign power or an agent ‘of |

~ a foreign power; or

N
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 '1 ~(111) »daiidestine in-telligence activities
. 2 by an mtelhgence bervwe or network of a
! 3 ' forugn power or by an agent of a foreign
4 ~ power; or |

5 (B) infor'mation; whether or n‘Qt‘(‘zoanrii‘irig :
6 a United vStates person, Wi’Lh reSpect to a for-

7 © elgn power or foreign territorv that reldtes to—
8 (i) the national defen%e or the security
-9 of the United States; or
‘_10 (11) the conduct of the foreign affaim
11 of the Umted States. |
127 SEC 204. CLARIFICATION OF INTELLIGENCE EXCEPTIONS
13 | FROM LiMITATIONs ON INTERCEPTION AND
14 *DISCLOSURE OF WIRE, ORAL AND ELEC o
| '1 5 TRONIC COMMUNICATIONS |

16 Section 2511(2)() of title 18, United States Code,

- 17 isamended— ‘

i18‘ B (1) by‘i %tr'iking' “‘this chapter or: chapter 121”>
19 and msertmg “this (,haptci or chaptcr 121 or 206
20 of this title”; and ) B o o
21 (2) by bt[lklng‘ ‘wire. and oral” and inserting

22 “wire, oral, and elcctronic .

HR 3162 RDS
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SEC. 205. EMPLOYMENT OF TRANSLATORS BY THE FED-

ERAL BUREAU OF INVESTIGATION

(a ) AUTHORITY —The Dlreetor of the Federal Bu—

“reau of Investlgatlon 1S authorued to expedlte the emplov—

ment  of , peIsonnel as translators ‘ to. support

counterterrorism investig&tibns‘ and operatiohs without re-

'gard' to applie’ableFederal personnje_l Tequirement_s and

l‘imitation’s |

(b) SECURITY REQUIREMENTS —The Dueotor of the

'Feder -al Bureau of Investlgatlon shall estabhsh such secu-

rity requirements as are necessary for the personnel em-

ployed as translators u'nder subsection (a).

(e) REPORT —The Attorney General qhdll report to_ o

'the (ommlttees on the Judlelary of the Hoube of Rep-

resentdtlves dnd the Sendte on—
| (1) the numberv of translators -employed by t‘he’fi’
FBI and cher.' eofnpoEen_ts of the ’Depertmeﬁt of -
.v‘.Justi‘ee; - e |
(2) any legél‘ or pra’etieal impedli‘men‘tsto' using
tranSlator_s emp'l’()yed by _othe‘r‘f Federal,'- State,  or
local ‘ageneies,"’ on a full, per;t—time‘, erj 'sharejd' basis{

and

- (3) the needs of the FBI for speeifietranslatim R

serviees in certain languages, and recommendations

for meeting those needs. -

- HR 3162 RDS
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SEC. 206. ROVING SURVEILLANCE AUTHORITY UNDER THE -
FOREIGN INTELLIGENCE SURVEILLANCE ACT" -
| | OF 1978. o
| - Sectidn 105(c )(2)(B) of the Forelgn Intelhgence Sur- .
velllance Act of 1978 (50 U S C 1805(e)(2)(B)) 1 is amend—‘ E

ed by 1nsertmg , or in urcumstanees Where the Court,

fmds that the actlons of the target of the apphcatlon may
hdve the effect of thwartmg the identification of a qpeu- ,

hed person, such other perbons ’ after “specified person”.

‘SEC. 207. DURATION OF FISA SURVEILLANCE OF. NON-

UNITED STATES PERSONS WHO ARE AGENTS
‘OF A FOREIGN POWER.

(a) DURATION .— -

(1)~=sthme ‘ 5(e)(1) of the |
Fdr‘eign I.ntelligénée 'S}uweillah‘cé Act of 1978 (50
US.C.1805(¢)(1)) is amended by—

(A) inserting “(A)” after “cxcept that”;
,and | » R | 4 -

(B) inserting before ‘the period the fol-
lowihg: “ and‘ (B). an order uhder this Ac‘t for
a surveillance targefed ' against an agent of a
foreign  power, . as g defiﬁed in Sectionb,v
101(b)(1)(A) may be for the period specified in

| ther appliéation or for“120 days, whichever is

less’”,

HR 3162 RDS
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(2) PHYSICAL SEARCH Seetlon 304(d)(1) of thef‘

2 Forelgn Intelhgenee Surveﬂlanee Aet of 1978 (50 U S.C.
3 1824(d)(1)) is amended by— :

4

© o N o W

» *10_’,} o
 .‘12:_, -
13
14
’7_15
16 .
17

18

o 1'_9,
0
1
2
3
e
25

(A) strlkmg “forty-five” and 1nse1't1ng “90” "

(B) msertmg , (1 y)”ﬁafter except that"’;‘ nd |

(©) inserting before the period the following: *,
and (B) »aniﬂordvef 'ﬁnder' this ‘.S_eeﬁon‘ffor a physie_al
,Seareh ‘targetediagéiﬁst 'aﬁagent;of a foreign ;‘pewer '
as defin‘ed kin' section: 101‘('b').( )(.A)" may be fo'I? tﬁe :
period spe(nfled in ‘the appheatlon or for 120 days
whichever is less | S

(b)EXTEI\SION —_

(1) IN GENERAL —Seetlon 105(d)(2) of the T

Forelgn Intelhgence Survelllanee Aet of . 197 8. (a()’jk:‘.f

USC 1800(d)(2)) is amended by——— '

~and u
‘.(‘B‘)v inserting "before ‘t‘he period the 'foi]f";;_ |
lowing-‘ ‘
-+ under this Act for a surveﬂlance targeted -
against an.agent of a forelgn power as défined :
- 1n seetlon lOl(b)(l)(A) may be for a perlod not',ﬁ
| to exeeed 1 year | ’ |
(2) DEFINED TERM. —Sectlon 304( d)(2) of the

 Foreign’ Intelhgenee Surveillance Act of 1978 (50

‘HR 3162 RDS .

(A) msertlng (A)” after " ‘exeept that”’;. - |

; and (B) an eXtenSioh of an Oi‘der i
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USC 1824(d)(2) is amended by 1nsert1ng after

[um—y .
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2 not a Unlted States person,” the follomng "‘6r - v'
3 - agamnst an agent of a. forelgn power as defmed 1n_’t‘
4 ’sectlon 1010)(1)(4),” o
i ’ 5 SEC 208. DESIGNATION OF JUDGES
6}- Seetlon 103(a) of the Forelgn Intelhgence Survell-‘
- 7 lance Act of 1978 (50 U S. C 1803(a)) is amended by——‘ e
8- (1) strlklng seven dlstrlct eourt Judges ‘ and”"‘ o
v9f‘-'. 1nsert1ng ‘11 dlstrlet eourt Judges and -
10 (2) 1nsert1ng of Whorn no fewer than 3 shall B
| ;res,1de Wlthln 20 mlles Of the Dlstrlct of Columbla L
12 after /01rcu1ts ‘ | | |
13 SEC. 209 SEIZURE OF VOICE MAIL MESSAGES PURSUANTv | S |
‘,1-4' : . TO WARRANTS - : |
' v.1_5f. Tltle 18, Unlted States’ Code 1s amended— .7
16 ()insection2510— S
17 (A)i in, paragraph (1) by strlklng beglnnlng" ‘
' ‘,.'18 . W]th “and such” 'and all that follows through"'.
s 19 o eornnlunleatlon and s
20 o '_ o (B) in paragraph (14) by 1nsert1ng ere :
< 21  I ‘or after transnnssmn of” and ‘,
‘k 22 R (2) in- subsectlons (a) - and (b) of sectlon 2703— : ‘.
- 23 : (A) bv Strlklng “CONTE\TTb OF ELEC-';'
"J->?‘234ﬁ : “ ., f TRONIC and lnsertlng “CO\ITE\JTS OF WIRE OR"‘

' 250 ELECTRONIC” each place it appears;

HR 3162 RDS
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(B) by striking' “contents of an electronic’” -
~and ‘inqlertin‘g. “‘cOntentS 'of a ere or eleetronie?’ L

_ eaeh place it appears and.

(C) by %tnkmg anv eleetronle an‘d'/in-» L

sertlng ‘any w1re or ele(,tromo each place 1t -

appear S.

SEC 210 SCOPE OF SUBPOENAS FOR RECORDS OF ELEC- Cal

TRONIC COM]VIUNICATIONS

Sectlon 2703(0)(2) of tltle 18 Unlted Stateq Code

as Iedemgndted by sectlon 212 is amended—- f

(1) by strlkmg entlty the name, address local bl

| and long dlqtance telephone toll bllhng reeords tele-

phone number or other subserlber number or 1den- ',

; tlty, dnd length of servme of a subscr1ber dnd 1n;, e

- sertmg the iollowlng:. entlty the—

“(A) narne;l
- “.(B) addres\s;l, .

“(JC‘): local }and Jong distance telephon'e' connec-

- tion records, or records of session times and dura-

- tlons

(D) length of seeree (meludlng start date) o
and types of sewloe utllued
(F‘) telephone or 1nstrurnent number or other :
subseriber number or 1dent1tx mcludmg anv tempo—

IdlllV aqmgned network dd(]lebb dl’ld

.~ "HR 3162 RDS



28 |
1 “(F) means and source of payment for sueh'
| service (lnCIUdlng any eIedlt card or bank account.‘

T
number) ‘

2
3 .

4 ofasubscrlber and ‘ o
5. (2) by strlkmg and the types of services the
6

subserlber or customer utlhzed ”

‘ 7 SEC. 211. CLARIFICATION OF SCOPE

, 8 s Seetlon 631 of the. Commumeatlons Aet of 1934 ( 47 e

9 U. S C. 551) is: amended——»
10 (1) n subsectlon (e)(2)

| 11 . (A) in subparagraph (B) by strlklng or S
: 12 SR . - (B) in subparagraph (C) by strlklng the : ;_ |
1_3 o " perlod at the end. and 1nsert1ng and
: 14 - ‘ (C) by 1nsert1ng at the end the followmg i
o :'1’5‘-' R “(D) to a government entlty as authorlzed e
" 16 - under chapters 119, 121, or 206 of uue 18 Umted[a.},f gt
. 1 7 4‘ - States Code exeept that such d1selosure shall not 1n-',‘ £
. 18 k_ elude records reveahng eable subserlber seleetlon ofl.
S I:l 9’ * video prog'rammmg from a eable operator and',vf L
20 _(2) in .subseetlon (h),. by strlklng “A govern—ﬂ b
| "‘21 , mental entity and msextmg “Exeept as pr0v1ded in: |
2 _subseetion '(C)(2)(D) a governmental entltv |

23 SEC 212. EMERGENCY DISCLOSURE OF ELECTRONIC COM

24 o ’ MUNICATIONS TO PROTECT LIFE AND LIMB

25 (a) DISCLOSURE ( OF LON'PEVTS B

" HR 3162 RDS |



(1) In GENERAL.‘—*S\e‘cﬁon“zmz of title 18,
United %ates Code is amended— ) |
(A) bV strlklng the sectlon headlng and n- ‘f

sertlng the followmg

“§2702. Voluntary dlsclosure of ‘customer ‘commu-

vhications or rééords”’ o
(B) n. subseetlon (a)——‘
(1) - paragraph (2)(A) by strlklng_
and” at the end v |
(n) mn- paragraph (2)(B) by stnklng,

_the perlod and 1nbert1ng and” and

(111) by 1nsert1ng after pardgraph (2);’,, o

C

the followmg

“(3) a pr0v1der of remote conlputlng servwe or

Jeléctxonlc communication service to the public shall gt

nn‘p knoWingly divulge’ a qre»cord‘ pr other inf’orrnation:

, pertaining ,t(')’ a subscriber to or “CUStijer“Of surchf
service (nof'including‘ t‘hev contents of éomrnnniea;,‘ |
' tlons covered by paragraph (1) or (Z)) to any gov-*.”» »
ernmental entlty ‘
(C) in subbcctlon (b) by btnklng “EXCEP—?f-:
T‘IO\Tb.—A person or entity’ .and 1nsert1ng;“‘LX—,. :
OFPTIONb “FOR DIS:CL(.)SURE OF QOMMUNICA;""‘.
- 'i‘IONSQ ‘

()%

A provider deseribed in subsection

HR 3162 RDS
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(D) n Subseetlon (b)(6)—

' mg ‘or”

the period and msertmg and ;
| (111)- by addmg after subparagiraph (B):_H
the followmg ‘ ,
: ."‘(C) 1f the pIOVIdeI' reasonvdbly belleves"’
o ; that an emergency mvolvmg 1mmed1ate ddnger’

L oof dedth or serious physmal mJury to any peI-,;(

%on requlres dlscloqure of the 1nformat10n Wlth~ Ea

: out delay and | _
(L) by msertmg after subseetlon (b) the"-'“‘ n
':followmg | SR

“(c) EXC’EPTIONS‘FOR ZDISCLO‘S__URE OF CUSTOMER

RECORDS. %A providef ldeseribed in subseetioin; ’(av) de dis
vulge a record or other HlfOI'HldthH pertalmng to-a eub-
bCI‘leI‘ to or customer of sueh servwe (not meludmg the _
contents of communleatlons covered»»by_ subeeetlon (d)(])

 ort ()(2))—

> “(1) as 0therw1se authox Med in seetlon 270‘3
“(2) Wlththe_l@wful eonsent of the eustomer orﬂ‘

~subscriber; . ' P

HR 3162 RDS =

: (1) in subparagmph (A)(ll) bV %flk' L |

(11) n subparag-raph (B) by Stnkmg ¥ e



"1 o B (3) as maV be necessarlly m(ndent to the ren- L
2 | d1t10n of the semce or to the proteetlon of the rlghts ‘j :
3 or property of the'prov1der of that Servme- |
4 “(4) to a governmental entlty, 1f the provider g
: 5 reasdnably beheves that an emergencv 1nvolv1ng 1m-_k‘.v ,.
| 6 medlate danger of death or serious phvsmal 1n]ury to b
7 ' ‘any person JuStlfleS dlsclosure of the mformatlon- or
18, | “(5) to any. person other than a governmental‘»lw
9 ‘ entlty Re” "
: 1_01. s : (2) TECHNICAL ANb CO\IFOR\/IING AMEND-': E '
o1 o 'MENT., —The ‘table of sectlons for chapter 121 of
o 12 title 18 Unlted States Code is amended by strlkmg ,
i‘ 13 the item relatmg to sectlon 27 02 and 1nsert1ng the
: 14 followmg :
“2100 Voluntal) disclosure of customer commumcatlons or records.”
15 | (b) RDQUIREMENTS FOR GOVERNMDNT ACCESS .
© 16 (1) IN GENERAL—Section 2703 of title 18, i
| 17 - : Unlted States Code is amendedm B | L
18.. v : (A) bv strlklng the sectlon headmg and in-
19 v sertmg the follovmng o

20 “§ 2703 Requlred dlsclosure of customer communlca-~ ‘

21 ‘ - - tions or records ;
: 22 .. S ‘ (B) irr subsé‘ctiorl (¢). by redesignating” e
23 paragraph (2) as paragraph (3)

24 »Zv ' (C) in subsectlon( )(1)

HR 3162 RDS
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(1) by Stl“lklng (A) Exeept as pro- "
vided in Subpar_agraph -(B)', a providef"‘:ef' E
electronic c’ommunicaﬁon eervice or remoteb
eomputmg semee may’” and 1nsert1ng A o

governmental entlty may. require. a prov1der

of electromc ‘communication service or re-

‘mote computing service to”’;

(i) by striking “covered by subsection

- (a) or (b) of this section) to. any perseh .

other than a goVernhiental entity.

“B) A pr0v1der of electronle communica-

tion service or remote eomputmg sewlee shall

o dlselose a record or other information per_-’,

taining to a subseriber to or customer of .sueh'

servlee (not 1nelud1ng the contents of commu-

nications covered bv subeeetlon (a) o (b) Of e

~ this seetlon) t0 a governmental entity”’ and_m-,'

RN Sertmg “)” o

(111) by redeelgnatmg subparagraph g

| (C) as paragraph (2)

(iv) by redemgnatmg elauses (1) (11)

w (in), and (w) as subparagraphs (A) ®), |

HR 3162 RDS.
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(v) in subparagraph (D) (as rede81g-}

nated) bv strlklng the perlod and 1nsert1ng '

(vi)’ by inserting after subparagraph
(15) (as rede‘signated)’ the follon%ing: |
& ‘F‘V(VE)_, '.eeeks pin‘formation under‘ parag'raph' '_
) | S R
: (D) in paragraph (2) (as redemgnated) by'
;strlklng subparagraph (B)” and 1nsert para-' g
graph (1)”

f(2) TECHNICAL AND- CONFORMING AMEND-

- MENT—The table of sections for ehapter 121 of i

tltle 18; Unlted States Code is amended by striking
the item relatlng to seetlon 2703 and 1nsert1ng thevii, -

” followmg

: “,27Q3. Required disclosure of customer .eolnlllnllieatione or. l‘ecorfds.”.
7
19
20

SEC. 213. AUTHORITY FOR DEL‘AYiNG NOTICE OF THE EXE-
| " CUTION OF A WARRANT. - | -
Section 3103a of title 18 Unlted States Code
arnended—~ | - |
| (1) by 1nsert1ng (a) IN GE\ERAL ” before‘h
“In addition”; ; an d‘ : |
(2) by addlng at the end the followmg |
“(b) DELAY ——Wlth respeet to the 1ssuanoe of any:‘k

Warrant or eourt order under thle seetlon or any other

rule of law, to search for and seize any property, or mate-

HR 3162 RDS
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"l rial that constltutes ev1dence of a crlmmal offense 1 in viola-
2 ‘tion of the laws of the Umted States any notice requued

v "3 or- that may be requlred to be gwen may be delayed 1f—

4.;’ ' (1) the court finds reasonable cause to believe -
5 that' prov1d1ng 1mmed1ate notlflcatlon of the execu-
| 6 ‘tion of the Warrant may have an adverse result (

| 7 | ;deflned in sectlon 27 05)

8 | “(2) the Warrant ’prohibi‘ts"the seizure "o‘f any

9 “ tanglble property, any wire or electromc commumca— e
10 ', tlon (as defined in sectlon 2510) or, except as ex-*
11 ; pressly prov1ded n chapter 121 any stored ere or: " :
v 7‘1‘2 ~ electronic 1nformatlon except Where the court fmds'

1v3_ »'reasonable necess1ty for the seizure; and .

14 0 Y(3) the Warrant: prowdes for theg’mng of such |
15 notice "yvithi‘n a reasonabl'e‘ period‘ of its eXeCution
| 16. Whleh perlod may thereafter be extended by the -
17 B court for good. cause shown |

18 SEC. 214. PEN REGISTER AND TRAP AND TRACE AUTHOR- |
19  ITYUNDER FISA S 4
" »d 20 | (a) APPLICATIONS AND. ORDERS —Sectlon 402 of the

. 21 Forelgn Intelhgence Surveﬂlance Act of 1978 (50 U S C
22 1842) is amended—r | |

23 » (1) in subsection (' )(1) by strlklng for any in-

24 Vestlgatlon to gather forelgn 1nte1hgencc 1nformat10n
25 or ;1nforn1atlor_1 concerning »mternatlonal terrorism” :

HR 3162 RDS
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~and insérting “for any investigation to obtain for-

eign intelligence information not concerning a

United States person or to protect against inter-

" national terrorism or clandestine intelligence activi--

ties, provided that such ,'investigation of a United

© States person ‘is not'cohdukcted solely upon the basis

“of activities protected by the first amendment to the

Constitution”;
(2) by amending subsection (¢)(2) to read és

follows:

| “(2) a certification by the applieant'that the in- S

'forma’ti'on likely to be obtained is foreign intelligence

information’ not éoncerning‘ a United_St'ates' person
or s relevant to an ongoing ‘ihvestigation to protect b
against internatiohal t‘erif.()rism or clandestine intel—r
ligence activitics, prbvided that such investigation of
a United States perso'n_bbisknot C(')n’ducted ysolgly upon |

the basis of activities ’protected by the first amend-

‘ment to the Congtitution.”;

(3) by sffiking subsection (¢)(3); and |
(4) by amending subsection (d)(2)(A)’ to read

“as follows:

“(A) shall kspecify__ ‘
(i) the identity, if known, of the per- -

son who.is the subject of the investigation;

HR 3162 RDS
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| 36 :
“(ii) the identity, if known, of the per-

qon to whom is leased or in whose name is
 listed the telephone line or other facility to
‘which the pen fegister" or trapblandl’ trace e

device is to be attached or applied;

“(iii) the 'at’tributes of the eommu'nica-" -

tions t0 WhlGh the order apphes sueh as'
. the number or other 1dent1f1e1 and f

| _known the locatlon of the telephone hne or-

other delhty to Wthh the pen reg'lster or

~trap and trace devlee 1s »to be attaehed; or

applied ahd in the case of a tfap ahd’traee
dev1(3e the geographle hmlts of the trap

dnd trdee order

tion 403 of the Foreign Intelhgenee Sur'velllomce Aet ot_

1978 (5() U % C 1843) is- amended—— ‘ :

(1) in eubeeetlon (a) by strlkmg ‘forelgn mtel-v

' hgence mformatlon or mformdtlon eoneemmg mter—

natlonal ter'rorlsm and msertmg “forelgn mtel-

“hgence mformdtlon not coneermng a Umted Stdtes ’

- person .

national terrorlsm or. elandestme mtelhgenee aetm—-

or lIlf()ImdtIOIl to proteet agamst mteI-

'.k'(lLb pronded that such mvestlgatlon of a Unlted

btd;teb person is not eonducted solely upon ‘the basvls;‘ o

- HR 3162 RDS
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37
of actmtles pr otected bV the ﬁrst amendment to the
- Constltutlon andn ’

(2) in subsection (b)(1), by striking “foreign in-

1nternat10nal terrorlsrn and 1nsert1ng “forelg'n 1nte1-
hgence 1nformat1_on not’ ;concernlng a Unlted States} -
person or ‘infor‘rnation :.to v'p'rotect agai:n‘st‘ infer- -
v"' natlonal terrorism or clandestlne 1ntelhgence act1v1-]'»
ties, pI‘OVlded that such 1nvest1gatlon of a .Unlted B
States person 18 not conducted solelV upon the ba81s :
: :of activities protected by the first amendnlent to the

- Constitution”, =

_ SEC. 215. ACCESS TO RECORDS AND OTHER ITEMS UNDER

) THE FOREIGN_ 'INTELLIGENCE SURVEIL-
' LANCE ACT

Tltle V of" the Forelgn Intelhgence Survelllance Act,

of 1978 (50 U. S C. 1861 et seq) is - amended by strlklng‘

sections 501 through 503 and 1nsert1ng the followmg

“SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS F.oR SR

" FOREIGN = INTELLIGENCE AND INTER.
NATIONAL TERRORISM INVESTIGATIONS. -

“(a)(l) The Director of the'Federal Bureau ofv Inves-

'tlgatlon or a des1gnee of thc Dlrcctor (whose rank Shall
be no lower than AbSlStaHf Speclal Agent n Charge) may B

. rnake an a,pphcatlon for an order quunlng the produc_tlon ‘

HR 3162 RDS
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of anytangible thi'ngs (including books ' records, vpapers '

documents, and other 1tems) for an 1nvest1gatlon to pro— it
‘ligence act1v1t1es prov1ded that such 1nvest1gatlon of a

_bas1s of act1v1t1es protected by the flrst amendment to the

Constltutlon

shall—

' “(A) be conducted under guldehnes approved by .

L - the Attornev General under Executlve Order 12333 I

: (or a successor order) and

“(B) not be conducted of a Umted States per-

. son solely upon the bas1s of act1v1t1es protected bV .

the first arnendment to . the Constltutlon of the
‘Unlted States. - & : o
“(b) Kach apphcatlon under th1s sectlon— o

(1) shall be made o

“(A) a Judge of the court estabhshed bv‘ :

sectlon 103(a) or

(B) a. Unlted States Maglstrate Judgov : 2

. ~Code, V\hO is pubhcly deglg-nated bV the Chlef S

‘JUSthE of the Unlted States to have the power-

~to hcar apphcatlons and - grant “orders tor the

 HR 3162 RDS

tect agalnst 1nternatlonal terrorlsrn or clandestlne 1ntel-v__

United States person 18 not conducted solely upon the L

<v‘(2) An lnvestjgatiOn: Condﬁcte d ul}derv" thisl"‘sectionf p; -

'under chapter 43 of tltle 28 Unlted States v;.
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production of tangible ’t»hin'gs under this -section_a

on behalf of a judge of that court; and

“* "HR 3162 RDS
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“SEC. 502. CONGRESSIONAL OVERSIGHT.
| “(a) On a semiﬁnnual baSis, the Attorney General
shall fully‘inform the Permanent Select Committee on In-
telligence of the House of Representatives: and the }Seiéc‘*t‘
‘Committee on Intelligence of the Senate concerning all re-
questé forbthe produétidn of tangible things uﬁder section
402. | |
| “(b) On a semiannual baSis, the'Attorney General
shall provide to the ’Conimitteés on the Judiciary of the
House of Representdtivés and thé Senate a report setting
forth with respect to the pr'eéeding' 6-month period—v
“(1) the total nﬁmber of applicati()né r"nadé*f.or"
orders approving requests for the producﬁdh of'tan'-
gible things under section 402; and
“(2) the total nurni’ber of sﬁch orders either
granted, modified, or deniéd.”. o | ;
'SEC. 216. MODIFICATION 'O‘F_:AUTHORI’I"I‘ES 'RELATiNG TO
USE OF PEN REGISTERS AND TRAP AND
'TRACE DEVICES. | | L
(a) GENERAL LIMITATIQNS.—Séction 3121(‘@) of title -
- 18; Unit’ed States 'Code, is amenc‘led,—_f |
o (1) by inserting ‘“‘or. trap and trace deVicef’
after “pén register’’; | |
(2) by inserting routih@ addressing,” affer‘

“dialing”’; and

HR 3162 RDS
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(3) by striking “call processing” &dnd inserting

“‘the processing and transmitting. of wire or elec—f '

tromc commum(‘dtlons 50 as not to 1nclude thc con-

tents of any wire or electronic communlcatlons
(b) ISSUA\IOE or ORDER& — |

(1) IN GENBRAL—Section 3123(a) of title 18,
Umted btates Jode, IS amended to read as follows,

“(a) IN GENERAL.— | |

“(1) ATTORNEY FOR THE GOVERNMENT — -
Upon an appiication ma,de uﬁder Seétion‘ 3122’(&)‘(1)
the court shall enter an ex- pdr'te ordu (mthon/mg

the mstalldtlon and use of a pen Ieglster or trap and

trace device anywhere Wlthlﬂ ‘the Unlfced States, it

the court finds that the attOrnéy f‘or"the G ()Vcrnment o

has certified to the court ‘that the mformatlon hkely =

to be obtamed by %uch 1nbtd]ldt10n and ubc is rel-

o vant to an ongomg CI‘HH]Ildl mveqtlgatlon The

order, upon service of \tha,t order, shall apply to any :

person or entity providing wire or electronic commu-

nication service in the United ‘States whose assist-
~ance may facilitate the execution of the order.

~Whenever such an order is served on any person or -

entity not specifically named in the order, upon re-
quest of such person or entity, the attorney for the

Yovernment or law enforcement or investigative offi-

HR 3162 RDS
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cer that is serving’ the order shall provide written or

clectronic certification that the order applies to the .

person or entity being served.
“(2) STATE INVESTIGATIVE OR LAW ENFORCE-

MENT OFFICER.—Upon an application made under

’sectivon" 3122(&)(2), the court shall enter an ex pdrte
7 order authorizing the installatiOn _’and"usbé‘ of a pen
: registef or trap and trace device within the‘jurisdifc- B
‘tion of the court, if the cour’y'tkf"injds that: the State
- ylaw énf()r'cemeﬁt or investigative offiéef has certified
to the court that the -'infor"ma’tibn likely _tod. be ob ;

* tained by such instalIat»i»on and use is relevant to an

ong'oing criminal inyeStigation;
| “(8)(A) Where the’ law enfof(jémen‘; agermy im-
plerlqenting' an ex parte‘ order i,1\nd,er this ‘subsé‘ctiv()n -
seeks to do so by installing ;va,nd‘usirng’ its oWn pen ‘
register oi' trap -and . trace ~device on a paeket—»‘_ |
switched -data n‘etWorklbof a provider of electronic

communication service to the publie, the agency shall ~

ensure that a record will be maintained which will

- identify— -

“(i) any officer or officers who  installed
“the device and any officer or officers who
accessed the device to obtain information from '

the network;

HR 3162 RDS
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“(i1) the date and Itti:me the deviee Was’ 1n ‘

stalled, the date , and time . .the d‘:eviee - was

uninstalled, and the date, time, and duration of

each time the device is ac_cess»ed to ‘ogbt»ain info:i"-;

matlon _ - )
(111) the conﬁguratlon of the devme at the: |

time of 1ts 1nstallat10n and any subsequent

modlfleatlon thereof and -

“(iv) any. 1nf0rmat10n which has been col-' -

lected by the device.

To the extent that the pen register or trap and trace -

device can be set a‘utomzitieally_ to, reeot'd this vi_nfor-» .
mation electronleally, tne record, shall be maintained -

electronically througneut the\ v’installati.on and use ’of -

such device. | | | | 27

“4B) The reeord malntamed under subpara-

graph (A) shall be prov1ded ex parte and under seal |

to the court which entered -the ex parte order au-

thormng’the 1nstallation and use of the device with-

in 30 days after termmatlon of the order (1nelud1ng :

any extenswns thereof) | : | |

(2) CO\TENTS OF ORDER. —Sectlon 3123(b)(1)"

of title 18 United States Code is amended—“ |

(A) in subparagraph (A)—

HR 3162 RDS
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(i) by inée‘r‘ting"- “or other | facility’”
’af'ter‘ “telephone lihe”- and |
- (1) by m%ertmg before the semleolon' |

\ at the end “ or apphed” and

(B) bV stnkmg subpardgraph (b) dnd In-

bertmg the followmg
“(C) the attrlbutes' of the:cokmmunicaftions
to which the order appli'e.s, mmcluding the\,nﬁmé “
~ ber or'o’c:her idehtif'ief an‘dv if knovmk the ‘loca-"
“tion of the telephone hne or other dellltY to
which the pen reglster or trap and trace devme
is to be attaehed or applied, and, in‘the case of |
an order authorji'zing‘instéllatjon and use of é
trap ahd_ trace d_evice undér subs_}eetionw(a,)(Z),"
‘the geographie limits of the order; and”. |

(3) NONDISCLOSU

3123(d)(2); of title 18, United States codé, is
amendedb—r‘ | ; U
o (A) by inserting ;‘or oﬂler faeilkity’; ‘after
,k “the ]ine”; and | | |
 (B) by striking “, or who has been oi-def-cd |
by the fCo’urt”v and inserﬁng :“kor‘ applied, or who
1@ obligated by the order”. | |

. (¢) DEFINITIONS.—

HR 3162 RDS



(1) COURT oF CO\/[PETENT JURI%DIOTIO\I——”

SCCUOH 3127(2) of tltle 18 Umted States Code 15 -

' amended by etmklng subparagraph (A) dnd 1nsert1ngl
the following:

e T N - NV, o VO N

10
"11. ‘
s

15

e
sy
19
o200
21

24

“(3) TRAP AND  TRACE -

(A) ‘anv 'disti'ict c‘oiii"t ef "‘the’ "Unitedf |

States (meludmg a maglstrate Judge of sueh a“ .
eourt) or anv Unlted States court of appeals

' having _]urlsdletlon over the effense belng mves- .

tlgated or”’

(2). PEN RhGISTER —Sectlon 3127(3) of tltle

: 18 Unlted States. Code 18 amended——

( A) by A_strlkmg eleetromc or ‘other im-

tplyilses”, and all that ‘fell‘ews through "‘kibs at-

tached” émd inserting. “dialing, r?out-ing,'f ad-

* dressing, or "sig'nali’ng information? trans'mitted, o

',by an mstrument 01 facility from VVthh a ere o

or e]eetromc eommunleatlon 18 transmltted pro-

Vlded however thdt eueh mformatlon shall not .

1ne]ude the eontente of' any commumcatlon

a}nd‘ \

- (B) by -inserting “or: process” after “dé-

viee” each plaee- it appears.

»j t] on

3127(4) of title 18, United States -Code, is =

amended—

HR 3162 RDS
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~(A) by striking )"‘of an ‘i’ristrument” and all-

- that folloWs”through the sernicolon and_insert-‘

ing “or otherdialing; routing, addressing, _and R

sigrialmg information reasonably likelv to iderl’-

tlfy the source of” a \mre or electromc eommu-, B}

'nlcatlon prov1ded however that sueh mforma- o

” tlon shall not include the eontents of any eom—" )
mumeatlon, ,.alnd o
(B) by msertmg ‘or process after_' “a de-

viee” .

(4 CONFORMING - AMENDMENT. ———Seetlon -

3127(1) of title. 18 Umted States Code, 18

amended— : |
| (A) by strlkmg and” and

’»

(B) by msertmg ;. and. eonterits after
eleetromc oommumoatlon service”’ )

(5) TECH\IICAL AMDNDMENT —Seetlon 3124(d)

of title 18 Umted States Code is amended by strlk-_ '

ing “the terms of?.

(6 . CO\IFORMING E AMENDMENT —Sectmn

3124(b) of tltle 18 Umted States Code is amended L

by msertmg ‘or other faelhty after ‘“‘the appro- AR

priate line”.
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SEC 217. INTERCEPTION OF COMPUTER TRESPASSER COM- k- o

| MUNICATIONS TR |

Chapter 119 of title 18, United States Code, is

amended¥ | N

(1) in section 2510; L .

- (A) n paragraph (18) by Strlklng and”j‘,.‘”‘w

- at the end; _ |

| (B) n paragraph (19) by strlklng the pe-"g‘

riod and 1nsert1ng a semicolon; and

| (C) by 1nsert1ng after paragraph (19) the’
followmg e

| “(20) protected computer has the meanlng seti‘; \'

i}forth in sectlonrll();30;:;and‘ |

. 4(21) "cOmp‘uterﬁ trespasser’n—d :

“(A) means a person who accesses . a pro-
an: 0 a pro

tected cornputer ndthout _authorization and thus

communlcatlon transmltted to through or from g

“the protected computer and | |
“(B) does not 1nclude a person knovﬁc by :

| the owner or. operator of the protected computer "

o to have an emstlng contractual relatlonshlp with

the owner or operator of the protected c_omputer

for-access to all or part of the protecte&d corni R

“. puter.”; and

- HR 3162 RDS
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48 | |
'(2) n sectlon 2511(2) by msertmg at the end HE

| ‘1}]‘
i 2 », U the followmg | |
w 3 . “(1) It shall not be unlawful under this chapter for' . i
| 4 a person acting under color of law to mtercept ‘the erei‘:"
‘5’ or electromc commumcatlons of a computer trespasser:‘,‘y‘“‘
v 6- transmltted to through or from the protected computer o
7 if— | |
8 B .‘;(I)'the owner 'of operator of k‘the’protected‘”" ‘
- 9 " computer authorizes the mterceptlon of the com—’
-10 : puter trespasser S communlcatlons on the protectedﬁ :
11 o computer, o | | | |
12 »“’(H) the person acting under color of law g
. 13 “ lawfully engaged in an 1nvest1gatlon |
; 14 “(HI) the person actmg under color of law has
15 reasonable grounds to beheve ‘that the contents of
16 h the computer trespassers commumcatlons Wﬂl be
;{'17. o | relevant to the mvestlgatlon and ) |
18 ; | A1) such mterceptlon does not acqulre com- ;
19 | mumcatlons other than those transmltted to or from ‘
“20 : ~ the computer trespasser | |
v21 SEC. 218. FOREIGN INTELLIGENCE INFORMATION.

22 Sections 104(&)(7)(8) and setion 303(a)(7)(B) (50

23 U.S.0. 1804(a)(7)(B) and 1823(a)(7)(B)) of the rorelgn,f’*‘:”

>24 Intelhgence Survelllance Act of . 197 8 are each amended o

¢
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by striking “the purpose"’v' and inserting “a signiﬂeant pur- k"
“pose”. | | e

,SEC 219. SINGLE-JURISDICTION SEARCH WARRANTS FOR : o

TERRORISM

Rule 41(a) of the Federal Rules of Crlmmal Proee- ‘

dure is. amended by inserting after “execute d’f the foh

lowing: “and (3) in an 1nvestigation of domestic terrorism
or international terrorism (as deﬁned in section 2331 of

tltle 18, United States Code) by a Federal maglstratef;_‘

judge in- any district in Whlch actmtles related to the ter—' et

rorism may have occurred for a search of property or for
a person within or outside the distriet’. | |
SEC. 220. NATIONWIDE SERVICE OF SEARCH WARRANTS -

FOR ELECTRONIC EVIDEN CE

(a) IN GENDRAL ——Chapter 121 of tltle 18 Umted : s

States Code is dmended—— ,

Federal Rules of Crlmmal Procedure every pld(,e 1t. : 8

appears and 1nsert1ng usmg the proeedures de— :
scrlbed in the Federal Rules of Cnmlnal Procedure : |
by a court wﬂ;h ]lll"]Sd]CthIl over the offense under

mvestlgatlon and S

(2) In sectlon 271 1—.

(A)-in pdrag’rdph (1),> by striking “‘and’?f; : ‘f::j = .

HR 3162 RDS

(1) in seetlon 27()3 bv strlkmg uﬂder the'v‘.’ | |



—

© 0 9 A LB~ W N

RO ON = S © o 9o s L oo o= o

| (B) in pardgrdph (2) by Stnkmg the pe-

riod and 1nsertmg dnd” and
(C) by 1nsu“t1ng at the end the followmg |
“(3) the term ‘court of competent jurisdiction’ »
has the meaning assigned by section 3127, and‘ e
cludes any Féderal cour't‘.vwithin thati defjnition,l |

without geographic limitation.”

tltle 18, Umted Stdtes Code is- dmended by strlkmg‘ ‘“de-

seribed in section 3127(2)(A)”
‘SEC. 221. TRADE SANCTIONS |

(a) IN (thhRAL The Trade Sanctlons Reform andf_* =

Export Enhancement A(‘t Of 2000 (Pubhc de 1()6 387;

114 Stat 1 )49A—67) 18 amended——
(1) by amendmg sectlon 904( )(C) to Iead -as

follows: | | " ‘ |
_7“(C)‘ useé 't(‘)'vfzici'lyitate \the’-design; d‘ev‘evlop—

~ment, or production of chemnieal Or‘ biological

_ weapons, fﬁissﬂes, or \‘Ne"ap:'OI’lS“ of maés déstrucé

tiOH.’f; L | ; | ‘/ '

~ (2) in scetion 906 () (1)—
(A) bv 1mert1ng the Tahbc‘m or the tCI-‘ ‘

ritory - of Aighamstan controll-ed by ~the

Taliban,” after “Cuba’’; and

HR 3162 RDS
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(B) by 1nsert1ng ,k or 1n the terrltorv of .
Afghanlstan controlled by the Tallban a.fter_wi -
w1th1n such: country’’; and L » .
(3) in section 906(a)(2) by 1nsert1ng _or to

any other entlty n Syna or North Korea aft‘er-;l'

: “Korea

"roaM AND E‘{PORT ENHANCEMENT ACT -—Nothlng in the
: lrade %anetlonq Reform and Export Fnhaneement Act of -

‘ 2000 shall limit the appheat1on or’ qeope of any law estab- l

' hshlng ernnlnal or ennl penaltles 1nelud1ng any exeeutlve sy -
- order or regulatlon promulgated pur suant to such lawq (or

: snnllar Or suceessor laws) for the unlawful export of any,{ﬂl

agneultural eommodlty, medlelne or medleal device to——

‘demgnated pursuant to Executlve Order 12947 of i

January 23, 1995, as amended; i
(2) a l*‘orelgn"'l‘errorlst Organization‘pursuant '

to the Antlterrorlsm and I’ﬁeetwe Death Penalt§ ‘

Aet of 1996 (Publle LaW 104—132) |

: (3) a forelgn organuatlon group, or person:‘

de%1gnated pursuant to Dxeeutlve Or der 13224 (Sep- .

| tember 23, 2001); | Hp

(4) any narcotics tratheklng entlty deblgnated :

'pursuant to Lxeeutwe‘ Order. 12978 ‘ (Oetober 21, |

HR 3162 RDS -
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Act (Pubh(, Law 106-120); or'
%ubJeet to any restrlctlon for its 1nvolvement in

SEC. 222. ASSISTANCE TO LAW ENFORCEMENT AGENCIES.

- nish fc‘t(nhtles or technical assmtanee. ;A provider of a wire

“or electronic -communication service, landlord, custodian,

)

= pensated for such reasonable expendltur es mcurred 1n pr0-4
’ deg such delhtleS or asustcmce o

‘ SEC 223 CIVIL LIABILITY FOR CERTAIN UNAUTHORIZED :

DISCLOSURES

1995) 01 the Forelgn Narcotm ngpm Demgndtlon o

(5) any forelg’n OIgdmAamon group, or personsj S
weapons . of mass destructlon or mlsSHe pr ohferatloyn.""
Nothing in this Act shall 1mpose any addltlonal teeh-,

nical obhgatlon or requnement on a prowder of a w1re or '

_elettronlc commumcatlon service or other person to fur-' -

or other person who furnishes facilities or technical assist-

_ance pursuant to sectib‘n 216 shall be reasonabiy'.com—

(a) Sectlon 2520 of tltle 18 United States Code, is

amended—

(1) in subsectlon (a) after ‘entity”, by"ihsert—ﬂi_'i

' mg other than the Umted States, ;

(@) by adding at the end the followmg

(t) ADMINISTRATIVE DISCIPLINL —If a court or ap- L

proprlate depdrtment or ctg’ency determmes that the'

" HR 3162 RDS

‘Umted States or any of’ vltS departments or agencles has .
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“violated any provision of this chapter, and the eourt; or

apprOpriate department or agencyf finds that the cir-

cumstances sufrounding the. violation raise serious queé'-'

tions about whether or not an officer or employee of the

United States dcted wﬂlfully or mtentlonally with respect

,to the Vlolatlon the depdrtment or. dgeney shall, upon re- o
eelpt of a true and eoneet copv of the deelslon and find- - i
dngb of the court or approprlate department or agencyv
promptly 1n1t1dte a proeeedmg to determme Whethet d]S-~
elplmdry action agamst the ofheer or employee 18 War-~
_Ianted. If ‘the head of the depdrtment_ or agency 1nvolved‘
determines: that dieciplinary' action‘i's"net Warr‘anted, He | )
~or she shall'notify the Inspeeter Geheral with jUri/sdictiori |
over the departmeht _of agency eon'eerﬁe}d and s}tal] provide
the In'spectof Gehet'al with the 'vreasOnvs for such »deter*—k
.minetion‘.”';"'anvd‘ ' S e

@ by adding a riew subsection (g), as FolloWs-’ (X

- “(e) IMPR()PER DISCLO%URE Is VIOLATION —Am

Wlllful dlsolosure or use by an mvestlgatlve or law enforce—

; ment officer or governmenta] entity of mformatlon beyond
“the extent peImltted by %ectlon 2517 15°a v101at10n of thls

ehapter for purposes of bCCthl’l 2520(a).

~(b) Seetlon 2707 of t1tle 18, ‘United States Code, is

amended—

HR 3162 RDS
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(1) in subsection (a), after “entity”, by insert-
ihg “ other than the United States,’;; |

(2) by striking‘subsection (d) and inserﬁng the
following: | S ‘ o o
“(d) ADMINISTRATI\TE DFISCIPI-JINE.—H' ) cburt or
appropriate departmehtnor agency detefmihes that thé 8
,U‘riited Sté_te's or any of itS de\pzi’r't‘r‘hehts or a,gencies has
Violatéd any provision of this’éhapter, and the court o‘r‘
appropriate ‘department or “agency finds that the cir-
gﬁtlmstzlnces Surrbﬁnding thelviolation raiSe serious Ques-
tibng about Whefhe’r or not an officer or employee of the
United States acted Willfullyfbr’ intentionally with respe(ﬁt.

to the violation, the department or agency shall, vupon re-

‘cejpt of a tvruekand cOrrevct'copy of the ‘decisiv(')n‘ and find-
ings of the court or appropriate department or agency
- promptly in‘iti,ate a proceeding to. determine whether dis- |

ciplinary action- against the officer or employee is war- .

ranted. If the head of the 'départment or agcﬁcy involved

determines that disciplinary action is not warranted, he

“or she shall notify the Inspecth General with jurisdiction

| over the department or agenc_y concerned and shall pro'vide{ -

the Inspector General with the reasons for such deter-
mination.”’; and -

(3) by adding "a, new subsection (g), as follows:

HR 3162 RDS |
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“(g) IMPROPER DI’

of a record’ as that term is defined in %ectlon 5o2a(d) = :

of title 5 U nlted gtateb bode obtamcd by an 1nvest1gat1ve -

or law enforcement ofﬂcer or a governmentdl entlty, pur— :

suant to ‘section 2703 of this tltle or from a demcc ins

stalled pursuant to section 3123 or 3125 of this tltle, that_ '
18 not a disclosure made in the properf perfcrmance of the.,

offlclal functions of the »ofﬁcer or governmental entit‘y'

making the disclosure, 1s a Vlolatlon of this chapter ThlS e

provision shall not, apply to 1nformat10n prev10usly lawfully |

disclosed (pr10r to the commencement of any c1v11 or ad—

ministrative- proceedmg under thls chapter) to the pubhc o

bv a Federal, State or local governmentdl entlty or by

the plamtrff m a civil actlon undcr thls chdpter

(e)(1) Chapter 121 of title 18, United btdtes Code |

is amended bV dddmg at the cnd the f’ollowmg

“§ 2712. Civil actlons agalnst the Unlted States : e : '

“(a) I GENERAL _An}’ per son Who is dgg'rleved by ;‘.;" 5

any Wlllful VlO]dtlon of this chapter or of chapter 119 offf‘

this title or of sections 106((1.),- 305(3), ‘or 405(3,)‘0{". the |
Foreign Intélligence Sur\v/eidl‘_lance.Act of 71978 (50 U,‘S'Cf

1801 et seq.) may commence an action in United- Stateq:_
Dlstrlct Court agdmbt thc Unlted Statee to recover money | ‘

damages. In any such actlon if a pcreon WhO 1S aggrl(,vcd T

succebsfully estabh%hcs‘ench a Vlolatlon of this chdpter .or'.v'v

HR 3162 ' RDS
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of ehdpter 119 of this tltle or of the above speelﬁe pr0v1— . o
s10ns of tltle oO the Court may assess as damages——v A
k ‘ “(1) aetual damages but “not 1ess, than "
$10 O()O Whlehever amount 1S g'reater and

: “(2) htlgatlon costs reasonably meurred

“‘(b) PROCLDURES —(l) Any aetlon agalnst the

after a elalm is presented to_ the appr'eprlate department‘
or agehey under th‘.e»'proeedﬁres of the -_ Tederal T_Q’rt,

Claims Act, as vsetforth n- t_i-tle 28, United States'Code,

“(2-)" Any  action against - the ‘United"_f_States . e

under this seetion’shaﬂd be‘ fOreVer’ barred unless. it

ageney within- 2 years after sueh elalrn deerues or

unless aetlon 1s begun Wlthm 6 months after the

~date of mdlhng, by eertlfled or. reglstered mall of"

1 notice of - final demal of - the lelm bV the agency to

Wh]Ch 1t Was presented The elalm shall acerue on .

“the. date upon Wthh the elalmant first has a reason-
“xab]e-opportunlty to,dlseoverithe violation.”. .- |
“(3) Aﬁy aetion, under‘this section, shall be tried to :

‘the eourt w1thout a ]ury ,' o h e ;

“(4) N ot“rlthstandmg any other prov1s10n of law the

proeedures set forth in_section 106(t) SOo(g) or 405(f)":’;

ot the Forelgn Intelhgenee @urvell]anee A(t ot 1978 (50 -

HR 3162 RDS
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U.8.C. 1801 et seq. ) shall be the exclusive means by which -
mater 1als governed bV those sections may be rewewed |
“(5 ) An amount equal to any award agalnst the ‘

United States under thl% seetlon shall be rennbursed by

the department or ageney concerned to the fund deserlbed g

in seetlon 1304 of tltle 31, United Stdtes‘: CQde, out of

any appropfia,tion,’ fund, or other account (excluding any -

‘part of such appropi-iatien, fund, or account that is avail-

able for the _enforeement of any Federal law) that is avail-

able for the operating expenses of the department or agen-

cy e‘oneer-ned

(e) ADVII\IISTRATIVE DISCIPLINE —If «a'0011rt"«or- ap
propriate depaltment or ageney detennlnes that the B
United States or any of 1tsvdepartn1en.ts or agencies has
Violafed any provision of thls chapter, and the court or -
appr'epr'iate ‘department. or agency finds that _the cir-
ennlsta,nees ‘surrounding the violation raise _seriovuvsvj '('jues—v
tions about, whether oi' not“an ofﬁcer o'rremvployee of the =
United Statesv‘ acted Willﬁﬂl}f or intentionally Witn krespeet
to the pessible 5Vi01a’_ci‘on,: the depzi,ftment (‘)r agency shall,
upon ‘reeeipt'of' a true and "eor'r‘eet ”eo.pry‘ of the decision - |
and findings of the court ox appr;obriate depa,rtnlent‘ 0’1‘\"‘

agency promptly initiate a proceeding to determine wheth-

er disciplinary action against the officer or employee is

warranted. If the head of the ‘departnlent or agency in-

“HR 3162°RDS
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“volved determines% that. disciplinary action is not war- o

‘ranted, he or she shall notify the Inspeetor' General with-

jurisdiction‘ over thedepartment or agency c‘oneerne‘d'and -

’shall provide thelnspector General with_the reasons ‘fer

- such determination.

“(d) EXCLUSIVE REMED'Y.”—’Anyf‘ action againstl, the.

‘United States under this subsection shall be the exclusive

remedy against the_,United States for 'anyf elaims Wlthm s

the purV1eW of th1s section:

“(e) STAY OF PROCEEDINGS —(1) Upon the mOtlon

‘of the Unlted States, the dourt shall stay any- actlon' com-
menced under thls sectlon 1f the court determmes that cml o
dlseovery Wlll adversely affect the ablhty of the Govern- '
ment to conduct a related 1nvest1gat10n or the prosecutlon
’of a related erlmmal case. Sueh a stay shall toll the 11m1ta- e

" tlons per1ods of paragraph (2) of. subsectlon (b)

| “(2) In th1s subsectlon the terms related erlmmal' ‘

ease and related 1nvest1gat10n mean an actual prosecu-

t10n or mvestlgatlon in progress at the t1me at’ Whlch the .
! request for the stay or any subsequent motlon to hft the.' '

“stay 1s made In determmmg whether an 1nvest1gat10n or

S

a crlmmal case 18 related to an actlon eommeneed under

’thls seetlon ‘the eourt shall conslder the degree of° s1m1-ﬁ

‘larlty between the part1es Wltnesses, facts, and clr- B

HR 3162 RDS
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“cumstances involved in the“2 proceedings without requir- o

ing that any one or more factors be 1dent1cal

“3) In requestmg a stav under paragraph (1) the

‘parte in order to av01d dlsclosmg any matter that may S

~adversely affect a related mvestlgatlon or a related erimi--

’HlISSlOIl the- plamtlff shall be glven an opportumty to

make a. subm1ss1on to the court not ex parte and the '

.court mav, in: 1ts dlscretlon quuest further mformatlon RS

from elther partv

(2) The table. of sectlons at the begmnmg of chapter.

12115 amended to read as follovvs

‘ “2712 Civil ‘action agamstthe United States’.‘ v el

SEC 224 SUNSET

(a) IN GDNERAL —Except as prov1ded n subsectlon

‘(b) this t1tle and the amendments made “bv th1s t1t1e
“(other than sectlons 203(3) 203(c) 205, 208, 210 211
213, 216, 219 221 and 222 and the amendments made”'

by those sectlons) shall cease to have effect on December ,
31, 2005. |

(b) EXCEPTION.—With respectto any partieular for-

eign intelligence invest'ig'atio‘n that 'began b‘efor’e the date
on V\thh the prov1s1ons referred to n subsectlon (a) cease
to have effect or with respect to any partlcular offense ,

or potentlal offense that began or, occurred before the date e

HR 3162 RDS

Government may, in approprlate cases submlt ev1dence ex ‘

nal case. If the Government makes such an ex parte sub O



[

[N T NG R N T N Tt N T e T S e S v Gy i G G G Gy SO Y
VS N \° N = RN o B e B N N« TV S S VS N S N e =)

on which such prov1s1ons ceas;e: to have effect, sueh proﬁ#- \'
swns shall continue in effeet ) o
SEC 225 IM]VIUNITY FOR COMPLIANCE WITH FISA WIRE :

TAP |

Sectlon 105 of the Forelgn Intelhgenee Survelllance\_,.f

Act of 1978 (50 U.S.C. 1805) is amended by 1nsert1ng’:" o

after subsection (g) the followmg

“(h) No cause of actlon shall he in an3 eourt agalnst: o

any prowder of a wire or electronlc eommunlcatlon servwe e
landlord custodlan or other person (1nclud1ng any ofﬁcer e

employee agent or other spe(31f1ed person thereof) that e

furnlshes any 1nforrnat10n fa(nhtles or technlcal ass1st-a g
ance in accordance VVlth a court order or request for emer-

geney assistance under thls Act "

TITLE III—INTERNATIONAL A

' MONEY LAUNDERING ABATE-

" MENT AND ANTI- TERRORIST e

FINAN CING ACT OF 2001

SEC. 301 SHORT TITLE

Launder 1ng Abatement and Flnanelal Ant1 Terrorlsm Aet E

of 2001”
SEC. 302. FINDINGS AND PURPOSES.

(a) FINDINGS.—The Congress finds that— |

HR 3162 RDS
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(1) money laundering, estimated by the Inter-

national Monetary Fund to amount to between 2

Cand 5 percent of global g’r(jssidomestic product, |

which is at least $600,000,000,000 annually, pro-

~ vides the financial fuel that permits transnational

criminal enterprises to conduct and expand their op-

erations to the detriment of the safety and seeurity

- of American citizens;

(2) money laundering, and the defects in finan-

cial transparency on which moncy launderers rely,

are critical to the finémcing of global terrorism and

the proxrision of funds for terrorist attacks; |

(3) money launderers subvert legitimate flnan

cial mechanisms and banking relationships by’ usiﬁg

”them as’ pr'otective covering for the’ movement of

-

cnmma] prooeeds and. the fmdncmg of crime dnd e

terrorl%m cmd by so domg, can threaten the safety

of United States citizens and undermme the integ-

ity of Umtcd Stdtes fmomual 1mt1tut10m and of the |

globdl fmdn(,ldl and trading systems upon Wthh{ 3

pmbpenty and growth depend;
(4) certam Jurl&dlbthHb outmdc of ‘the Umted
btatcs that offer “offshore” banking dl’ld related fa-

cilities des1_gned tQ prowde anonymity, coupled with

weak financial supervisory and enforcement regimes,

HR 3162 RDS
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provide ‘essential stools to disguise ownership' and

' : movement of crlmlnal funds derlved from, or used
o eommlt offenses rangmg from nareotlos traf—l :
flckmg, terrorlsm ‘arms smuggllng, and traffleklng e

in human loemgs to f1nanelal frauds that prev on 2

law-abldmg 01t1zens

(5) transaetlons 1nvolv1ng such offshore JUI‘IS-['_.‘VZI
vdlCthIlS make 1t dlfflcult for laW enforcement Offl-"

cials and regulators to follow the trall of money"""r g

earned by erlmmals orgamzed 1nternat10nal er1m1nal :
enterprlses and global terrorlst orgamzatlons

(6) eorrespondent bankmg facilities  are one of:" |

- the bankmg meehanlsms suseept1ble in some cir-
cumstances to man1pulat1on by forelgn banks to per_ A
, mlt‘the laundermg of fundsby.hldmg the 1dent1ty of

- real partles n 1nterest to flnanelal transaetlons -

(7) prlvate bankmg semees can be suseept1ble' .i

to mampulatlon by money launderers for example'

corrupt forelgn government offlelals partleularlv if

"}those semoes 1nelude the creatlon of offshore ac-r‘_"ﬁ “
“counts and fa(nhtles for. large personal funds trans-
fers to channel funds ‘into: “accounts: around ‘the

globe

(8) Unlted States antl money laundermg efforts'

- are 1mpeded by outmoded. 'and 1nadequa-te statutory*

HR 3162 RDS ~ -
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: ‘pi'ovisiomls that rnake inVesfigatiOHS"' pro’seeutions”
‘ and forfeltures more dlfflcult partleularly n eases
in which money laundermg 1nvolves forelgn persons_ o
e forelgn banks or forelgn countrles - ”

(9) the ablhty to mount effectlve counter meas-_

ures to mternatlonal money launderers requlres na-- . -

tlonal as well as bllateral and multllateral actlon

i 'usmg tools speelally des1gned for that effort and

(10) the Basle Commlttee on Bankmg Regula- oo v

tion “and - Supemsory Praetlees and the Fmanelal 'y s

Actlon Task Foree on Money Laundemng, of both of

which the - Umted States isa member have eachk S
' f.;adopted 1nternatlonal antl money laundermg prm-
o elples and reeommendatlons

| (b) PURPOSES —~The purposes of thls title are———.‘ _

(1) to increase the strength of Unlted States

_ measures - to prevent deteet and proseeute 1nter-, :

: 'natlonal money ]aundermg and the fmanemg of . ter- '

rorism;
(2) to ensure that—

(A). bankmg transaetlons and fmanelal re-

AN

lationships and. the eonduet of sueh transaetlons L

and relatlonshlps do not eontravene the pm-:‘ :
| poses of subehapter T of ehapter 03 of tltle 31
Umted States Code seetlon 21 of the Federal
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Deposit Insurariee”Aet or. chapter 2 of title 1 ;_“- :
i of Public Law 9] 508 (84 Qtat 1116) or. fa—v .

uhtate the evas1on of any sueh provrsron dnd"’f :

(B) the purposes of sueh pr0v1s10ns of law ‘

contmue to be fulfllled and such prov1s1ons of i

law~ are effectlvely and ‘efflcren_tly' ,admlms_tered; ’

(3) to strengtheri the 3proxdsiens put into plaee’

by the Money Launderlng Control Act of 1986 (18
“U.S.C. 981 “note), espeelally with respect to erlmes -
rby non- Unlted States natlonals and forelg'n fmaneml_‘ V’

L 1nst1tut10ns

(4) to prov1de a clear ndtlonal mdndate for sub-

jeeting to speelalserutmy those forergn Jurlsdletmns,'

financial institution’s operatihg outside' of the United -

fStdtes and classes of mternatlonal transactions or

tvpes of aeeounts that pose partleuldr 1dent1f1able o
opportumtles for erlmmal abuse |

(5) to prov1de the Seeretdry of the l‘reasury (‘in, e

. this tltle referred to as the “Seeretarw ) Wlth broad ’

dlseretlon subJeet to the safeguards prov1ded by the :

Admlmstrdtlve Proeedure Aet under tltle 5 Umted

o _.btates_Code, to take measures tallored to the par-- |

ticular money la.undering»prob]ems presented by spe- ... L

cific foreign jurisdictions, financial institutions oper-

/ HR 3162 RDS
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ating outside of the Umted States and classes of
1nternat10nal transaetlons or types of aeeounts

(6) to ensure that the employment of such

“measures. by.the Seeretary permits approprlate op-
‘portunity for ]eomment” hy affected financial i’nst‘itu,-‘

tions; -

(7) to prov1de guldance to domestle flnanelal in-

stltutlons on partleular forelgn JuI‘lSdlCthHS fman-

cial 1nst1tut10ns operatmg outside -of  the Umted 'v =5
~ States, and elasses of 1nternatlonal transactlons that SR
are of prlmarv moneV launderlng concern to the v'

‘Umted States Government

(8) to ensure that the forfelture of any assets

1n eonneetlon- with the antl-terrorlst efforts of the

Unlted States permlts for adequate ehallenge eon-»
sistent W1th prov1d1ng due proeess rlghts

(9) to elarlfy the terms of the safe harbor from

-~ civil hablhty .for filing SUSpIClOUS activity reports-

(1()) to strengthen the authorlty of the Sec-

| retary to issue and admlnlster geographic targetmg
) : 'ord_ers, and to elarlfy that wolatlons of sueh; orders '
. -or any other ;reqnire’ment imposed under the fan’thor? :
ity e/ontained» in »chapter' 2 ‘o’f title ‘I of Pub‘lie Law .
91-508 and subchapters 1T and III of chapter 530f

"HR 3162 RDS
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and civil penaltles
(11) to ensure: that all approprlate elements of E
the financial semees_ 'blndustry are subJect, to. appro-

- priate requirements to ‘report p’otential ..money' laun-

comphanee by ﬁnanelal 1nst1tut10ns W1th relevant re- :
,'portlng requlrements | | - i |

| (12) to strengthen the ablhty of flnan(nal 1nst1-‘ :
o tutlons to maintain. the 1ntegr1tv of then employeeﬁ? :

E populatlon and

(13) to strengthen measures 10 prevent th'e use"'

~of - the Unlted States flnanelal system for personal
~gain by eorrupt forelgn offlelals and to facﬂltate the |
Crepatrlatlon of any stolen assets to the eltlzens of |

. countries to Whom such assets belong

SEC 303 4-YEAR CONGRESSIONAL REVIEW EXPEDITED

CONSIDERATION

b : :
(a) I\I GEI\ERAL -—hffeetlve on and after the fnstf’ S

,daV of flseal year 2000 the ‘provisions of this tltle and a

the amendments made bV th1s tltle shall termmate 1f the ‘

j Congress enacts a Jomt resolntlon, the text after thve,_ res

solxnng clause of which is as followsi,_\"“That protiiSio.ns",o‘f .

the Tnternational Money Laund’erivng' Ab_atement and’Anti-. |

HR 3162 RDS
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Terrorist’ Finaneing“ Aet of 2001~ and the: amendments B
made thereby, shall no longer have the force of law.” !
(b) E‘(PEDITED CONSIDERATION —Anv JOlnt resolu-»' :

tion -submltted pursuant, to thls section shonld be _cons1d- o

ered by the Congress expeditiously. In particular, it shall

be considered in the: Sve’na‘te in accordenee with the provi- i
SlOnS of seetlon 601(b) of the Interna’monal Seeurlty ‘As—_v ‘v'
‘sistance and Arms Control Act of 1976. _ - |
;Subtltle A——Internatlonal Counter“' .

Money Launderlng and Related,j
‘Measures |

‘ (SEC 311 SPECIAL MEASURES FOR JURISDICTIONS FINAN

CIAL INSTITUTIONS OR INTERNATIONAL
TRANSACTIONS ‘OF PRIMARY MONEY LAUN
DERING CONCERN

(a) IN GDNERAL —Subchapter 11 of chapter 53 of .

-title 31 Umted States Code is amended by 1nsert1ng after
’,'-seetlon 5318 the followmg new seetlon , .

“§ 531,8A. Speclal measures for Jurlsdlctions, financiél ’ | y

instituti‘ons, or international transactions
of primary money launderlng concern

"“(a) INTERNATIO\TAL COU\TTER-MONEY " LLAUN-

DERING REQUIREV[E\TS i

(1),‘_‘IN "GENERAL.;The ‘Secretary of the

Treasury may require domestic financial institutions.

HR 3162 RDS



o

—

O W w Y LB W N

© NN U R W N = O

ST ST SRR SR

Ly

‘68

and domestle flnanelal ageneles to take 1 or more oft

the speelal measures desenbed in subseetlon (b) 1f |

. the Seeretdly ﬁnds that reasonable grounds exist for -

(‘oneludmg that a ]urlsdletlon 0uts1de of the Umted

.States 1 or ‘more flnanelal mstltutlons operatmg‘
~outside ot the Unlted States 1 or more classes of _
transaetlons Wlthln or mvolvmg, a _]urlSdlCthIl out—
's1de of the Unlted States or 1 or more tvpes of ac-

counts 1s ot prlmdry money laundenng ~e0neern,_ n

accordance Wlth subseetlon (e)

“(2) Foru or REQUIRhMENT‘ ““The special

e measules deserlbed In—

"‘(A) subseetlon (b) may be 1mposed in
“such sequenee or eombmatlon as the Se(,retary i
shall determme T 4 L

“(B) paragraphs (1) through’ (4_). of .sub-
“section  (b) may ~be~imp0sed' by reg‘ulatioﬁ,'
| erder or otheMse as’ permitted by law; and

(C) subseetlon (b)(5) ‘may be: irhposed
only by regulatlon | b

H(3)- DURATI()N OF - ORDERS RULEMAKING——- i

Any order by which a "speelal measure described -in

paragra,phs ( 1\)’ threugh (4) _of sqbseetion (b) 1is_im—_,
posed' (()ther':’tha,n an. or'der deseribed ‘in; se'\eti(:)‘n”“

5326)—-

HR 3162 RDS- -
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© “(A) shall be issUédktogéthér with a notice

.of*»'propovs_wéd rulemaking relating to the imposif-' 2

tion of such special measure; andb o
“(B) may not‘»rerﬁajn in effect for more
than 120 days, éxcept pursuant to a rule pro- -

mulgated on or before the erid of the 12()fday =

' pefiod ‘beg'inning_ion the‘ date of issuance of

-“such order.

URES

,“(4) PROCESS FOR SELECTING SPECIAL MEAS-

In seleetmg which spe(nal measure or meas-'

e ures to take under this subsectlon the Secretarv of =

the Treasury—

| System any other approprlate Federal bankmgv i

“(A) bha]l conbult Wlth the Chalrman of "

the» Board of Governorsof the I‘ederdl Reserve‘ e '

| age,ncy, as deflned in section 3 of the I*ederalj“-

, Depomt Insurance Act the Secretarv of State |

, the Securltles and Exehange Commmswn ‘the

' Commodlty Futureb lmdlng Commlsswn the

N dtlonal Credlt Umon Admlmstratlon Board

and n the sole dlSCIetIOIl of the Secretary quch

other agcn(nes dlld mnterested pdrtleq as the

) Secretary may, flnd,to be»a,ppr Oplrldlvte; dnd '

(B) bhall conmder— L |

' HR 3162 RDS
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: “(1) Whether sunllar actlon has been

or 18 being taken by other natlons or mu]tl- i

later Al gr oups

Hu) Whether the 1mp051t10n of any .

partlcular spe(nal measure would create a
mgmﬁcant competltlve dlsadvantage 1n—
cludmg any undue cost ,Qr_ burden asvso,»ci—
ated with compl‘ian‘ce‘, for financial iﬁstitﬁ-

tions organized or licensed in the United -

| ‘States;f | )
“(iii) the extent to which the action or = '

"~ the tlmlng of the dCthH Would have a sig-

: 41’1]f1(3d¥1t adveme qutemlc 1mpact on . the

mtematlondl pcwment clearance, and qet__- fee

tlement sy%tem or on legltlmate busmess |

activities 1nv01v1ng the partlcular JurlSdlC-

tlon, lnbtltuthIl, or class of transaetlons;

: ’andf

“(iv) the effect ;Qf ,the.‘ ac't‘i’o'nr on

‘United States national ‘seeilrity and foreign

~ policy.

“(5) NO LIMITATION ON"OTHER AUTII()RITY —'—, ‘

- This sectlon shall not be construed as supersedmg or o

othermse rcstnetmg dl’lY other authority glanted to

"~ HR 3162 RDS '



the Secretary, or to a_:ny other agency, by this sub- |
éhaptéi‘ or oth_ei'wise. ‘v | |
“(b) SPECIAL ‘M'EASU.RES.%The' spe(:ial measures re-

ferred to in subsection (a), with respect to a jurisdiction

outside of the United States, financial institution oper-

'a,ting.outside of the United States, class of transaction

Within, or involving, a jurisdictioh outside of the Urﬁted
States, or 1 or more types-of accounfs afe as follows: o
“(1)  RECORDKEEPING AND REPORTING  OF
CERTAIN FINANCIAL TRANSACTIONS.— L
“(A) In (}ENERAL.eTlle Secretary of the
Treasury ni"ay rquire ahy domestic finaneial in-
stitution or domestic financial agency to main-
tain recofds‘,' file' reports, or both, éohc‘erhing
the aggr'egaté amount of" trahsactions, ‘or. ¢on-
cefning each tran’saétion, with fespect ‘t’(y) a jﬁ:'—
risdietion outside of the United States,f] or
"'moi'e financial institutions operating outéide of
the United ‘Sfa,tés', 1 or more classes of ﬁréns-
'aptions within, or in‘vohf’ihg, a jilrisdié.tion out-
~side of the 'Uinivted\ States, 01 1 or mdre t}@es
of ‘ac’coﬁnts if the Secretar'y"finds any such"‘ ju-
risdiction, institution, or class of transactions to

be of primary money laundering concern.

3

HR 3162 RDS
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~ “(B) FORM-OF RECORDS AND REPORT,S,~;/

Such' recOrdé and reoorté shall be made and re-.

' 'talned at such tlme m such manner, and for

such penod of tlme as the Secretarv shall de- "

termine, and shall mclude such 1nformat10n as

the Secretarv may deterrnme mcludmg— -

“(1) the 1dent1ty and address of the

part1c1pants in a transactlon or relatlon- o ‘

shlp, 1nclud1ng the 1dent1ty of the OI'lgl-

e nator of any funds transfer

" tlclpant n any transactlon is actlng,

(11) the legal capaclty in Wthh a par— |

N

(111) the 1dent1ty of the benef1c1a]

. owner of' the funds 1nvolved m a,nV trans-* '

action, in accordance with. such procedures
- as the Secretary determmes to be. reason-

"able and practlcable to obtam and retam" |

the 1nforn1at10n- and'

: “(W) a descrlptlon of any transactlon ‘

“(2) I\TFORMATION RELATI\TG TO BE\TEI‘ICIAL‘

: ‘OW\ERSHIP —In addltlon to any other requlrement .

‘under anv other prov1s1on of laW the Secretary may

requlre any domestlc fmanclal 1nstltutlon or domes- -
tie fmanclal agencv to take such steps as the Sec- o

retary may determine to be_ rea,_sonable and prac- . - -

HR 3162 RDS .
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~ticable to obtaln and retam mformatwn concernlng |

the beneflclal ownershlp of any /aecount opened or

_ malntamed 1in the Unlted States by a forelg'n person o
(other than a forelg'n entltv whose shares are subJeet' L
’ to pubhc reportmg requlrements or are hsted and :

traded on a regulated exehange or tradmg market)

or a representative. of such a foreign person, that in-

volves a jurisdiction outside of the United St_ates,‘ 1. "

- or more 'finaneial'inSti‘tutiohs ‘operating outsid‘e of

the Umted States 1 or more elasses of transactlonsii

W1th1n or 1nvolv1ng, a JuI‘lSdlCthIl 0uts1de of the
Umted States or 1 or more types of aeeounts if the

Secretary fmds anV such JuI’lSdlCthD 1nst1tut10n or

. transactlon or type of account. to be of prlmarv

- money ]aunderlng coneern

“(3) INFORMATION RELATING TO CDRTAI\I PAY-

ABLE THROUGH ACCOU\TS —If the Secretary fmds - a

o a Jurlsdlctlon outslde of the_ United States, 1or

[

more financial institutions .operating “outside of _“the‘su B
United States or l or' Hiore classes ef transaetions .
Wlthm or mvolvmg, a JurlSdlCthl’l outs1de of the “

Unlted States to be of pI‘lHlaI'V money launderlng',

-coneern the Seeretarv may require any dOHlGSth fi- -
nanmal institution or domestic fmanelal agenev that

: Opens or mamtams a payable through aeeount 1n the SIEUN

" _HR 3162 RDS
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United States for a forcign"financia] institution in-

volving any such jurisdiction or any such financial

institution Opera’ting»()utside of the Unitcd‘Statcs‘,' or
a payable through. accountvt'hroﬁgh,which any such .

“transaction may be conducted, as a condition of .

openihg or _maiﬁtaihihé A'such. account'—v |
‘, “(A) to i’dehtifﬁ} ‘each customer (ahd rep
"rcscntatlvc of such customer) of . such fmanclal
mstltutlon who 1S permltted to use, 01 Whose.
transactlons are routed through Such payable- |
- through account; and | -
4B to obtain? {:With k;l-e'spect» to each such
_ customer (and cach such rjépr'esentative),‘ infor-
mation. that i‘éy éubqtantially comjoarabie fo that -
,‘whlch thc depomtory mstltutlon obtalns m the
vordmary eourse of . busmess Wlth respect to 1tswbc -
customers req1dmg n the Umted States. |

S “(4) INI‘ORMATION RELATING TO CI]R’I‘AIN COR- ,

-~ RESPONDENT ACCOUNTS. —If the Secretar-y hnds a

B Ju[]SdlLtIOIl outside of the Umted States, 1 or morc'

fmanclal 1nst1tut10ns opcratlng outside of the United

Statc_s, or 1 or more_ classes of transactlonsv ,w1th1n,

or  nvolving, :a.jurisdiction outside -of the United:

States to be of primary money laundering concern, =

- the Secretary may require any domestic financial in-

“HR 3162 RDS.-
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stitution or domestic financial agency that opens or

maintains a correspondent account in the United

States for a foreign financial institution in’volving“
any such Jurlqdlctlon or any such hnan(nal nstitu- -

tion opeIatmg out81de of the United: States or a cor-

respondent. account through Whth dny sueh trans-‘

E actlon may be conducted as a condltlon of opemng

o or m(nntdlnmg such dcu)unt—

“(A) to 1dent1fy each customer (dnd rep-"y"
~ resentative of quch ouqtomel) of any buch finar-
7c1a1 institution Who 1% pu"mltted to use, or
whose ’tr'ansactlons are routed through; such
cofrespondent a’c'cou'wnt;",and o k
“(B) to obtain, with 'réSpeét td_ eac}t such
customer (and each such f'epr'ese’rltati\}e), mnfor- -
‘mation that 1s-substantially comparable to ‘that -
which the depository instittition obtains in the
ordinary course Qf business >With respect to its .‘
customers residing' in the United States.
“(5) PROHIBITIQ\*% OR C()\'DITI()NS\ON, OPEN- :
IV(J OR MAI\'TAINING CERTAI\I (‘ORRLSPOL\DLNT OR
PAYABLE-THROUGH A(*(*OLNTS —1If the Secretary‘ :
fmds a jurisdiction out31dt of the Umted Qtates 1
or more financial mstltutlonb operdtmg outSJde of

the United States, or"l or more classes of trans—,

- HR 3162 RDS
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actions within, or involving, a jurisdiction outside of

the ‘United Statesto be of primary money laun-‘ b

,”dering coneern the Seeretary,in eOnSultattion with.

the Secretary of State the Attorney General and )

ithe Chairman of the Board of Governors of the Fed -

i, eral Reserve System may prohlbit or impose condi- o
tlons upon, the opening or malntaining n the United‘ e

.iStates of a eorrespondent aceount or payable-

through aeeount by any dornestic finaneial 1nst1tu-
tion or domestic financial ageney for or on behalf of

z_i foreign banking ‘institutiOn,; if such correspondent

~ account or payable-through account involves any R

such jurisdiction or institution, or if any such trans- -

~action may be eondueted” through\ such . cor-

respondent account or payable through account.

“(e) CO\TSULTATIO\IS A\’D INFORMATION To BE

17 ConsmERED IN FINDING J URISDICTIONS, INSTITUTIONS,‘ |

18 TYPES OF ACCOUNTS, OR TRANSACTIONS To BE OF PRI-

19 MARY MONEY LIAUNDERING CONCERN.—

20

2
22
23

24

25

N

(1) IN GENERAL—In making a finding that =~

- reasonable grounds exist.for eoneluding‘thata' juris--

diction outside of th‘e'United States,,li:or more fi-
nancial institutions operatingoutside:of the Uniteol i

States, 1 or more classes of transactions within, or

‘ involving;« a jurisdiction outside of the United "St_ates,

" HR 3162 RDS
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- of 1 .or,mofe typ'es of accounts 1% of.primary money
‘ launde}-ing eoheer_'n SO aS,teetllthOI"‘ize the Secreta\ry‘
. ef‘_tlle Treasury t‘ow‘take 1 or m_ore of the speeial’,
. measures deeeribed in.vjsubseetieﬁ; (b), th‘e:gSeeret_afy

+ shall consult with the. Se,creta‘ry‘o‘f' State and;the At

 torney General.”

© “(2) ADDITIONAL CONSIDERATIONS.—In mak-

" ing a finding deseribed in paragraph (1), the Sec-
i'etary shall eonsider'in 1’addition :suc}l'inf(')rmation as
~ the Secretary determmes to be relevant 1nelud1ngvi

: the followmg potentially. Ielevant tdctors

“(A) JURIbDICTIONAL _FACTORS. —In- the
f‘(;ase of a par_tleulalj JurlSdlCthH—-f
© () evidence 'that_rvorganized criminal
- groups, i‘n‘tefnatiorllal fterroi"is'ts,; or both,
- have transacted:business m that 'juffisdie- ”
tion; ‘ ‘, »
i ""’(ii‘):the extent, to which that jurisdie-
tion or financial ihsti,tlltiens. operating in
that jurisdiction offer'r_ bank secrecy or spe—
cial regulatofy‘ edvanta}ges‘} to nenr"esi‘dehts_'
or nondomlelharles of that JlH‘lSdlLthll
| (111) the eubstanee and qua,htv of ad-

’ rn'i’mstratlon; of .the bank Superv-lsory and

HR 3162 RDS
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edse ofa deelslon to dppr ] or more of the bpe- : o

ua,l measures deserlbed n bubseetlon (b) only“
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~—

counter money laundenng laws of that Ju-

rlsdletlon

(1v) the Ielatlonshlp between the VO]-' .
ume of fmanelal transaetlons oeeurnng ‘in

that JU.I'ISdlCthII and the 51/e of the eeon-}_ e

omy of the Jurlsdletlon

(V) the extent to Wthh that ]unsdle—

tion is eharaeter17ed as an offshore bank-ll,:. ?‘,

1ng or beereey haven by credible mter-

natlonal orgamzatlonb 01 multllateral ex— e

pert groups

“(w) Whether the Umted Stateb has a \:}
mutual ]egal asmstanee tredty Wlth that j Ju—? e
quletlon “and “the eXperlenee of Umted S
Stdteb .law enforeement officials and regu- -
latory ofﬁelals in obtalmng mformatloﬁ S
dbout transaetlonb ongmatlng in or routed_, !
.through or to such ,]urlbdlet]on; and v

~H(vil) the exteht' to which- that juris‘—",f,v n

dletlon is eharaeterued bv hlgh levels of of-

ficial or 1nst1tut10nal eorruptlon

‘((:B)

to-a fimancial nstitution or institutions, or to a

HR 3162 RDS
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transaction or class of transactions, or to a type:. |

of aceount or te all.‘3” within or involyinga'ay o

partleular JurlSdlCthH— '

1nst1tut10ns transaetlons or types of ae-- -
'counts are used to faCIhtate or promote -
money l,aunderlng in . or through the ,]_urls-‘

diction; - -

_.‘are used for legltlmate business purposes_
in the JuI‘lSdlCthIl and

“(111) the extent to which sueh aetlon: "

is sufflelent to ~ensure W1th respeet tou

transactlons 1nvolv1ng the JlH‘lSlethIl and

PR

| 1nst1tut10ns operatlng in the Jurlsdlctlon _‘

hnanelal erlmes

“(d) NOTIFICATION OF SPECIAL MEASURES IN-‘,'_

_ VOKED BY THE SECRDTARY '—Not later than 1() days
:“after the date of any action taken by the Seeretarv of the
"TI easury under subseetlon (a)( ) the Secretary shall no- SRR

tlfv in writing; the Comnnttee on Flnanelal Ser\nees of L

"HR 3162 RDS

) the extent to which such flnanelal' AT

u(ll) the extent to Whleh such 1nst1tu_ ,'

tlons transattlons or types of: accountsyz

i Lthat the purposes of thls subchapter eon- |
t]nue to be fulfllled and to guard agamstg__ SR

: 1nternat1onal money launderlng and other‘; Cn
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the House of Representatlves and the Commlttee on :

Banking, Housmg, and Urban Affalrs of the Senate of any e

such actlon

‘vision of thls subehapter for purposes of this sectlon and'
subseetlons (1) and (]) of sectlon 5318 the followlng defl- 1;,

: mtlons shall apply

(1) BANK DEFINITIONS —The followmg deﬁm— pas
tlons shall a,pplv with respect to a bank
| “(A) ACCOUNT —The term aceount’

“(1) means. a formal bankmg or busi-

regular semees deahngs and other finan-
elal transaetlons and

“(11) mcludes a demand dep0s1t sav- _' |

- 1ngs deposit, or other transaetlonvor asset

~-account and a eredlt aeeount or other ex- "
tension of eredlt ‘

“(B) GORRE_erNDEN_TW‘ ACCOUNT.%—"fhe !

- Fterm. ‘eerrespo'hdent veeeoun‘t” mesns an a.'ceount,":'.
“established to'reeeixre rlepOSits from, r‘né’ke pay‘-“‘:~
e ments on behalf of a forelgn hnanelal mstltu-
tlon or handle other fmanelal transaetlons re-

, lated to such mstltutlon |

HR 3162 RDS
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(C) PAYABLE THROUGH ACCOUNT The S
 term payable through account’ means an ac-

count, 1nc1ud1ng a transactlon account (as de- )

fined in section 19(b >(1)(o) of the Federal Re-

serve Act), opened‘ at a deposmory 1nst1tu_t10n by’

a foreign financial institution by rneans, of

~ which the foreign financialf' »in’s,titution:k_permits
| its custorner’s .to’ engage either’ directlva or
through a subaccount in banklng act1v1t1es o
.usual n connectlon mth the busmess of bank- -
ing in the Unlted States |

“(2) DEFINITIONS APPLICABLE TO II\STITU-

TIONS OTHER THAN BANKS —Wrth respect to any fi-
nanclal 1nst1tut10n other than a bank the Secretary
: shal] after consultatlon with the approprlate Fed-
| .’era] funetional reg’ulators (as deflned in section 509‘1»“ e
‘ of the Grarnm Leach Bhley Act) defme by regula-

h tion the term account" and shall 1nclude W.1th1n the

rne’anlng of that term, to the extent, if any, that the i

‘Secretary deems appropriate, afrangements similar

to payable—fthrough and C'Orrespondent accounts. :

© “(3) REGULATORY DEFINITION OF BENEFICIAL = -

‘ OWNERSHIP —The SeCIfetarV Shall promulgateiregu- S

, latlons deflnlng beneflclal ownershlp of an account

tor purposes ot th1s sectlon and subsectlons (1) and :

_HR 3162 RDS
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o
2» : 1ssues Ielated to an. md1v1dua1’s authonty to fund
3 _ direct, or manage the account (mcludmg, Wlthout :
4 f»llmltatlon,' the power to d_uect payments th_OI out :
5 of the V'aee(‘)unt) .and> an‘mdivvidual»’s‘ material mterest:
6 | in the income or corpus of the account, and qhall en-
'7}_: ~sure that the 1dent1fleat10n of 1nd1v1duals under thls e
8 | section does not extend to any individual Whose ben— 5
9 eficial intere%t’v.in the income or corpus of the ac- Ll
10 count is 1mmattnal 7 S ’
a 1‘1 : “(4) OTIIER TERMS —The Secretaw may, by’
12 regulation, further deﬁne the terms in paragraphs
13 (1) (2) and (3) and defme other terms for the pur-
14 poses of this section, as thc Secretary deems appro- o
15 'prlate | | | |
16 (b) CLERICAL AMENDMFNT —The tab]e of Sectlonse -
17 for subchapter 11 of chapter 53 of tltle 31, Umted States S

.
oo

Code, is amended by msertmg after the, _1tem r,elatmg to

S
NO

: section 531 8 the followmg new 1tem

~+YH318A. Spe(nal measures for ]urrsdletlons financial mstltutlons or 1nte1
national transactions of primary money laundering concern.’

' HR 3162 RDS
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| 1 SEC. 312. SPECIAL DUE DILIGENCE \FOR‘CORRESPONDENT

2
3
4

ACCOUNTS AND PRIVATE BANKING ~ AC-

COUNTS

() IN GENERAL.%Section 5318 of title 31, United

5 Statés Code, is amended by adding at the end the fo]-”‘ :

7

9

10

11

12

13

14

15

16
17
18 -
19
20

21

22
23
24

25

26

VOLVING FOREIGN: PERS

6 lowing-

“(1) DUF DILIGENCE FOR UNITED STATES PRIVATE

8 BANKIN(; AND - CORRESPOl\Dh\IT BANK ACCOUNT IN-

(1) IN GENERAL.—Each financial institution

~ that establishes, maintains, administers, or manages

a pnvate banking account or ‘a correspondgnt ac-

count in the Umted Stdteb for a non- Unlted States

person, mcludmg a f’orelgn 1nd1v1dual Vls1t1ng the

United States, or a representatwe of a non-United

States persbn shall establish appropriate, specific,

and, where necessary, enhanced, due diligence poli-

“cles, procedures, and controls that are reasonably

designed to detect and report mstances of money -

ldundermg through thow aceounts.

“(2) »ADDITIONAL STANDARDS FOR CERTAIN

‘ -COI{RESPONL)LBT AC(*()U\'Tb —

(A) -IN (J}LNLRAL Subpdrdgrdph (B)
shall applv if a correspondent account 1% re-.
quested or maintained by, or on beha:lf of, a

foreign bank operating—

HR 3162 RDS
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“(i) under an offshore banking li-
 cense; or |

“(ii) under a banking license issued

N ’deéig'hated——
| “(1) asfhoncoopefati&e with' inter-
national anti-money ]dundéring'prin- i
. ciplés or procedures by an ‘ivntergov‘- ‘
ver-nme'n‘tal gr'ou'p or Or'ganiZ'a,tidh, of
which the ‘U'njted States is a m'ember,
'kWith‘ ‘which -deSignatidn the U nited
States rrepr'esentative‘ to\k the ,grdﬁp or
org'anizdtioh,'éoncurs;/or»' 1 ‘
“(I1) ~by the S‘eérefar'y‘ of the
Treasur& as- warranting special nieas-
ures due to money t‘lau_nderi_ng" l(kzon—_’
cerns. | |
“(B) POLICIES; PROCEDURES, AND  CON--
TROLS.\—Thé e’nhaﬁéed due diligenee policies,
* procedures, and vcontrols required undér pa.r'a,-
graph (1) Shal‘l,‘.at‘ a minimum, ensure that thej :
financial ‘institu'ti()n in the United States ’Vt;vak‘es
reasonable stebs—
- “(i) to éScertaIin‘ for any sucl‘qv foreign

“bank, the shares of which are not publiely ,

_HR 3162 RDS
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* traded, the identity‘ of each of the owners |

of the foreign bank, and the v,natu.re?.”and‘

~extent of the ownership interest of eaeh-,

such ‘owner;

“(in) ,to';(’:Onduet enhanced- serutiny of

“dering and report any suspicious trans-

. actions under subs_ecti()n (g;);‘ and

(i) to _' aseertain whethef ' sueh';.fiforf-'
eign bank provides cerfespondent aeeeunt‘s |

to other foreign banks and, if so, the iden- -

tity of those foreig'n banks and r'elat’ed due e

dlhgenee lIlfOImdthIl as approprlate under'-f' o

par agraph (1)

“(8) MINIMUM STANDARDS FOR PRIVATE BANK-

ING ACCOUNTS —If a’ priva’te banking aeeOunt is re

':quested or mamtamed by, Qr on behdlf of a non-“’~’ \
Umted States person, then the due dlhgenee pohcles et N

: proeedures, andv eontyols requlred_under paragra-ph o

(1) shall, at a minimum, ensure that the financial

mstitution takes reasonable steps— ;

“(A) to aseertam the 1dent1tV of the noml-k

-nal and beneﬁmal owners ot ‘and the souree of

funds deposlted mto, such aceount as needed to e

guard agamnst nioney_launderihg and reportany o

HR 3162 RDS
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~ suspicious transactions under subsection (g);

“and

- “(B)" to conduct eﬁhaneed f‘semti‘h‘y of any

such- account that is requeeted or ﬂ'maintained”;

'by, or on behalf of, a semor forelgn pohtlcal flg- |

ure, or. any 1mmed1ate famlly member or close '

 associate of a semor forelgn pOllthd] flgure thata_

_'1s reasonably demgned to’ detect and Ieport'v

tmnsactlons that may 1nv01ve the proeeeds of

‘ forelgn eorr'uptlon |
Y4 DDI‘INITION ——For purpose% of thls bub-

section, the follomng d_eflmtlo_ns shall apply:

““(A) OFFSHORE . BANKING L'ICENSE.—Th‘e

telm offshore bankmg heense means a lleense
to eonduet banklng aetmtles Whlch as a eondl-
* tion of the hcense proh1b1ts the" hcen%ed entltv
'from conduetlng bdnkmg detlwtles with the citi- E
zens of, or Wlth the loeal curreney of, the eoun-i _
»7 trv which 1ssued the heense |
o “(B) PRIVATE BANKING A(,COUNT -The S

' *term prlvate bankmg aeeount means an ‘ae-

count (or- any Lombmatlon of “aceounts)- thdt—

“(1) quunes a - mmlmum aggregate

depouts of fundq or other aesets* of not 1ess o

than $1,0()(),()OO;

“HR 3162 RDS -
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“(11) 18 éstablished on: behalf Ofl {)r: i

~more individuals who have a direct or ben-

eficial ownership interest in the account;

: ‘dand'

“(111) is ass1gned to or-is admlnlstered .

or managed by, in Whole OI' in part an- of-

flcer emplovee or agent of a flnanclal in- .

 stitution actlng‘ as avhals_on between the f1— .

nancial’ institntion and 'the. direct or bene-ﬁ R

~ ficial owner of the account o S

(b) REGULATORY AUTHORITY AND EFFECTIVE

DATE.— / o
| (€8 REGULATORY AUTHORITY — Not later than L
180 days after the date Of enactment of th1s Act, the

Secretary, n consultatlon Wlth the appropnate F‘ed-e“ e ;

eral functional r‘eg’lﬂatcfs (as defined in %ection 509"'_

kj’of the: Gramm Leach- Bhley Act) of the affected f1-v s _: “
" nanclal 1nst1tut10ns shall further dehneate by reg'u-
latlon the due dlhgence pohcles procedures and g :
| | controls quulred under sectlon 5318(1)(1) of tltle_‘_":j“,b. o
}}31 Unlted States Code as added by thls sectlon

(2) EFFECTIVD DATE. ——Sectlon 5318(1) of . tltle

/31 Unlted States Code as added bV thls sectlon N
o ‘shall take effect 270 davs after the date of enact—:'

ment . of this Act Whether or not f1nal regulatlons 5

- “HR 3162 RDS
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are v‘issvued under -paragraph.!‘v(ll), and the fa‘i.ldre_ﬂ to
= ieque %uch regulations Shall‘ in no way. affect the en-

foxceablhtv of thlq section or the amendments made

5318(1) that are opcned before on, or after the date 'V
- , of enactment of this Act

SEC. 313. PROHIBITION ON - UNITED ' STATES COR-‘

° 'SHELL BANKS :

(a) IN GENERAL. —Sectlon 5318 of tlt]e 31, Umted

@tates Code as amended by thls tltle is amended by add--

1ng at the end the follovvmg

“U) PROHIBITION ON. UNITnD  STATES Con-:x'_x AR
'RESPONDENT ACCOUNTS Wit FOREIGN ~ SHELL

BANKS.—

‘. Scrlbed n qubparagraph% (A) through (G) of sectlon"
312(a)(2) (1n thls subsectlon referred to as a cov-k _

'eIed financial mbtltutlon ) shall not estabhsh mam- '

tain, admmlster or managc a conespondent account o

| n the Umted States for, or on behalf of a f’orelgn‘ B

bank that does: not have a physmal prebence m anv E

country.

HR 3162 RDS -

by this sec‘mon Sectlon 5318(1) of tltle 31 Unlted : o
States - Code as addcd by thls sectlon shall apply o

with respect to accounts covered by that sectlon";.ﬂv ’

RESPONDENT ACCOUNTS WITH FOREIGN L

“(1) IN GENERAL —A ﬁnanclal mstltutlon de—v _ ‘. R
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“(2). PREVENTION OF INDIRECT SERVICE TO.

FOREIGN SHELL BANKS —’—A covered financial insti-

tution shall take reasonable steps to ensure that any

- correspondent account estabhshed malntalned ad-
: ’mlnlstered or managed by that covered f1nanc1al in-

stitution 1n the Unlted States for a forelgn bank is

not belng used by that forelgn bank to 1nd1rectly |

| prov1de banklng servwes to another forelgn bank

that does not have a phys1cal presence in any coun-
try. The Secretary of the Treasury shall by regula-‘”
tion, dehneate the reasonable steps necessary to
comply Wlth th1s paragraph g

" “(3). E‘{CEPTION —Paragraphs (1) and (2) do‘

- not prohlblt a covered flnanclal 1nst1tut10n from pro-,

Vldlng a correspondent account to a forelgn bank, if

| ‘the forelgn bank—

“(A) is an affiliate of a _depository ’institu-

“tion, credit union, or foreign bank that main-
tains a ph}fs"rca,l presence in the United States
or a foreign country, as ap'phcab‘te; and‘ ’ |
4 “(B) is subject to' superifision by a banking
| authonty in the country regulatlng the afflh- "'
ated depos1torv 1nst1tut10n credlt unlon or for-
“eign bank descnbed'lln subparagraph (A), as
appli‘ca_b_le.‘. SRARIERE | L

HR 3162 RDS
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“(4)- DEFI\IITIONS —For . purpeses —of _this f

. subseetlon— '

“(A) the term afﬁhate means a forelgn "
‘bank that is eontrolled by or is under common
’eontrol “with a deposn;ory 1nst1tut10n credlt""
‘unlon or forelgn bank and |

: (B) the term phvswal presence Ineans a
plaee of busmess that—— e |

o “(1) It malntalned by a forelgn bank

“(11) i loeated at a- flxed address

d(other than solely an electronlc address) n

a country in Whlch the: forelg'n bank is au-

thorlzed to eonduet bankmg aet1v1t1es at o

_ whleh loeatlon the foreign bank—— >

(I) employs 1 or more 1ndmd-.v §

uals on a | full-time b<1s1sz and o
‘ (II) ‘maintains operatingr fecoi“ds

related to its banklng aetmtles and

‘~‘(v111) is subJeet to 1nspeet10n by the .

banking authorlty Whlch licensed the for- : |

elgn bank to: conduct banklng actlvltles

The amendment made by

23 subseetlon (a) shall take effeet at the end of the 60- dav‘ o

»24 “period beglnnlng on the date of enactnlent of this Aet

" HR 3162 RDS



"1 SEC. 314. COOPERATIVE EFFORTS TO DETER MONEY LAUN- = -

2

' DERING

(a) COOPERATION AMONG FINANCIAL INSTITUTIONS .

’4 REGULATORY AUTHORITIES AND LAW ENFORCEMENT

‘,’5 AUTHORITIES— R R

(1) REGULATIONS —The Secretarv shall WIthm

| 120 days after the date of enactment of thIS Act i
- adopt regulatlons to encourage further cooperatlon
= among - fInanCIal InstItutlonS theIr regulatorv au-

vthorItIeS and law enforcement authorItIeS WIth the

| 'SpecIflc purpose of encouragIng regulatory authon- S S

:'tleS and laW enforcement authorItIeS to Share WIth s

.,fInanclal InstItutIonS Informatlon regardIng individ- -

' ‘uals entItIeS and organlzatIonS engaged in or rea- .

Sonably SuSpected based on credlble eVIdence of en-‘.

| gaging In terrorIst «actS or__money, klaunderlng activi-. = -

tieS '

(2) COOPERATION AND INEORMATION SHARI\IG'

o PROCEDURES —The regulatlons adopted under para-'
graph (1) may 1nclude or create procedures for co-

' operatIon and Informatlon SharIng focuSIng on—'

(A) InatterS SpecIfIcally related to. the fi-
nances of terrorist groupS the nIeanS by WhIch 3
terrorist groups tranSfer fundS raround the .

world and WIthIn the UnIted States, IncludIng

‘through the use of charItable organIzatIonSQ o

" HR 3162 RDS
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~ nonprofit organizations, and nongovernmental

organizations, and the extent to which: financial

“institutions in the United States are unwittingly
‘vinvollved in such “finances and the extent to

~which such institutions are at risk as a result; -

(B) the r'élationship', particularly the finan—

cial Ieldtlonshlp, between inter natlonal narcotics S

trdfhckers and f'orelgn ‘terrorist orgam/a,tlons

‘the extent to Whl(jh' thelr membershlpskover'lap
-and enga‘geVin joint activities, and the extent, to
“which théy .cooperatC:Mth each othﬁer«in‘raising» S

and transferring funds for their respective pur- -

poses; and
(C) means of fauhtdtmg the 1dent1ﬁcdt10n

of accounts and trdnbdctlom HlVOlVng terrorist

;groupq and famhtdtmg the" exchdnge of informa-
~“tion (‘()ncermng buch dccounts and transactlons

'between financial 1nst1tut10ns and law enforce- -

ment orgdnudtlons

(3)- QONTENF : The regulatlons ddopted pur—"

| Sudnt to paragraph (1) may—

(A) requne that eaeh hnanudl mqtltutlon

deSIgndte 1 or more persom to receive mforma—

tion concernmg, and tomomtor accounts of in-

"HR 3162 RDS
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dividuals, entities, and organizations identified,

puféuaht to paragr'aph (1); and

intormatlon by a ﬁndn(nal institution pursuant fo

to any other person or account.

(B) further establish procedmjes_y«for-:t‘he "
prrotectionﬁof the s}iared" infofmation cdnéistentl
with the capauty, s1ze and ndture of the msti- .
’:’tutlon to Whl(,h the partlcular prooedur es apply |

(4) RULD OF LONSTRUCTION —The recupt of

this section shall not relieve or .othemrlse modify the ~

obligations of the financial institution with' respect

(5) USE OF INFORMATION. —Information'fr-e- G

_ceived by a ﬁndnmal 1nst1tut10n pur suant to thls sec-

thl’l Shdll not be used for any purpo%e other than

B 1dent1fymg and reportmg on actmtles that may in-

. volve terrorist acts or 'money’laundering activities.

(b) COOPhRATIOV AM()NG FI\A\UAL I\STITU-'

“TIONS. —Upon notice prov1ded to the Scuetdrv -Z or moxe ,

fmanmal,mstltutlons and any assomatlon of hnanmal, mstl-

tutions may share inform,ation with one another regarding -

jndividuals entities, orgdm?a’mons and countries sus-.
~ pected of pos&blc turonst or money ldundermg dgtlvme% ;
| A,hna,nmal mstltutl'on or assc)clatlon that tr'a‘nsn’uts ‘ re—

ceives, or shares such mtormdtlon for the' urpoqes of

identifying and _reportmg ac‘tlwtles tha,t ‘may involve ter'—

HR 3162 RDS
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rorlst acts or money launderIng aetIVItIes shall not be lia-

ble to any person under any laW or regulatIon of the

United States any constItutIon law, or regulation of any -

State or pohtleal subd1v1s10n thereof or under any con-‘f; -

tract or other legally enforeeable agreement (Ineludlng any _

arbItratlon agreement), for -'such dl_selosu_re or for any fail-

ure to provide notice of snehdi'selosure' to the person who P

s the subJect of such dlsclosure or any other person Iden- '

tified in the disclosure, except Where such transnnsswn ’

g reeelpt or Sharlng Vlolates thls sectlon or regulatlons pro-\ B

Inulgated pursuant to this section.
~(¢) RULE OF CONSTRUCTIO\I —Comphance WIth the
prOVISIOns of this tItle requIrIng or allovang fInanelal insti-

tutlons and any assoelatlon of finanecial InstItutlons to dis-

,e]ose or. share InformatIon IegardIng IndIVIduals entItIes i

and organlzatlons engaged in or suspeeted of engagIng in

terrorIst acts or money laundermg activities shall not con- “‘

stltute a VlolatIon of the pI‘OVlSlOIlS of title V of the

' Grarnm Leach- Bhley Act (Pubhe Law 106—- 102)

(d) REPORTS TO THD FI\A\CIAL SERVICES II\DUS-' :
TRY ON SUSPICIOUS FINANCIAL ACTIVITIES —At least':
semlannually, the Secretary Shall— : |

(1) publish a report containing a detailed‘ anal“_ v
ysis -Identiﬁdng' | patterns ot euspieieus act_ivit§f and

~other investigative insights derived from suspicious

HR 3162 RDS -
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9
activity reports and investigations conducted by Fed- ; e
' eralll,(‘ State, and_locél ‘Iawy enfércement agencies fO‘
the ‘ex‘tent appropriaté; andv
(2) distx'ibuté such report- tQ financial institu-
tions (as defined" if‘llsee‘tik(r)n ‘531'2 of ’gitlé 31, United
‘States Oodé). | | |
SEC. 315. INCLUSION OF FOREIGN CORRUPTION OFFENSES ‘
AS MONEY LAUNDERING CRIMES.

Section 1956(c)(7) of title 18, United States Code,

is amended—
(1) iﬁ sﬁbparagraph (B)— |
(A) in clause (ii), by striking “or destruc-
tion of properf)fz; by means of b’e?x_plosive or fire”
and inserting ‘fdestmction of pr‘()per'tyby means
of explosive or fire, or a crime of violence (as
defined in section 16)7; S »
(B) in clause (iii), by striking “1978” and
inserting “1978)”; and | |
- (C) by adding at the end the follwadng:
: (i) bribery of a publc official, or
' "t‘he mi‘sappropria‘tion, 7thef't, or émbézZle—
meﬁt of public funds. bV or for the bjénefit :
of a publie official; e
t“’(v) Srﬁuggling or éXport ‘c'ontrol \dola- B
. tions i‘nvi()‘lving—i - | |

HR 3162 RDS
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* United States Munitions List estab-
| | ;lishe‘d:‘ under section v-‘38 of fhe Arms 5 : |
© Ixport Control Act (22 USC. 2778);,
or - B |
e “(H) an ltem eontrolled ‘underj‘:'f :
regulatlons under the Export Admm-; -
1strat10n Regulatlons (15 C. F R ‘
 Parts T30~ 174); or |
S ). an offense Wlth respect to Whlch" _‘  ; »
i vthe United States Would be obhgated by ‘a L
".’multﬂateral' treaty, elther to extradlte the .
alleged ‘Offendéf,-or toiisubnﬁt‘ithé case for

prOsécufidh,' if the _offender* were found

‘within the territory of the United States;”;

, (2) in bubparagraph (D)——’

(A) by msertmg sectlon 541 (relatmg to - -

goods falsely class1f1ed) 7 betore sectlon 542”

(B) by inserting * sectlon 922(1) (I‘elatmg L

to the unlawful 1mportat10n of flrearms) sec-f' ,

o tion 924(n) (relatmg to flrearms trafﬁekmg)

before seetlon 956” -

HR 3162 RDS
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(C) by msertmg ‘section 10?0 (rolatmg to R

computer fraud and.dbuse),’»’ before .“10327;
“and »

(D) by insérting “any felony violation. of

before “or any feionyw violation -of the Fdréign

Corrupt Pi'actices | Aét’ ’
SEC 316. ANTI- TERRORIST FORFEITURE PROTECTION. »
(a) RigHT TO CONTLST ——An owner of property that :
1s confiscated under any ‘pr()VlSlon of law r'ela,tmg to the
coﬁfiscation of assets of suspected infernational terrorisfs, »
may contest that confiscation by filing a claim in the man- -
ner set f’or'th‘ in the Feder‘alf Rules of Civil ProCedm'e (Sup-

plementdl Ru]es for Certam Admlralty and Marltlme -

Clalms) and asserting as an affirmative defenbc thdt— :

(1) the pIOpGI‘tV is not subJect to COIlfledtl()n

| }yunder such provision of law; or- |
| (2) the innocent owner kprov’is‘io‘nsi'of ’secti‘Qn
983(d) of title 18, United States Code, apply to the
"caée.’j | / s
‘(b)‘\ ‘EVIDENCEQ'—IH:éonsid:ér'ihg a claim filed under-.
this section, a court may admit eﬁdence that isother"wise

inadmissiblé/under' the Federal Rules of Hwidence, if' the "

court -determines that the evidence ‘is reliable, and that =~

HR 3162 RDS.
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1 oompliance with the Fedéral Rules. of Evidence may jeop:

2 ardlze the national seeurlty mterests of the Umted States

3. (e) CLARIFICATIONS — : k
4 (1) PRQTECTION“'OFS_RIGHTS.—The exclusion of .
5 cert‘ai‘n‘ provisions o’f Federal law"frornhthe-\deﬁnit‘iori
6 of the term eml forfeiture statute” in seetiori o
7 v9‘83(') of title 18 Unlted States Code shall not be
: 8 S construed to deny an owner of property the rlght to L
-9 ‘contest the conflscatlon of assets of suspected- mter- -
*.}1:01 | natlonal terrorlsts under— R '
11 SO (A) subseetlon ( ) of th1s seetlon
12 B - (B) the Constltutlon or - o ‘
,1»3_ v o (C), subehapter II of ehapter 5 of t1t1e 5 S
“,”1'4 B ;Umted States Code (eommonly known as the
.1’5 B “Admmlstratlve Proeedure Aet”) o S
16 " 0 (2) SAVINGS CLAUsE —Nothmg in thls seetlon |
| 17 ‘shall hrmt or otherwlse affeet any other remedles
18 - that may be avallable to an owner of property under‘f .
19 | section 983 of title 18 Umted States Code or any_k" o
20 . other prov1s1on of law. o
21 K " (d) TECHNICAL CORRECTIO\T —Seetlon 983(1)(2)(D)

22 of t1tle 18 Unlted States Code, 1§ amended by msertmg

23 “or the Internatlonal Emergeney Eoonomlo Powers Act

| 24 (IELPA) (oO U.Ss. C 1701 et seq) before the sermeolon
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SEC. 317. LONG ARM JURISDICTION OVER FOREIGN MONEY'

LAUNDERERS

‘Sectibn 1956(b) Qf“vtitleﬂ‘lS, United States Code,ﬁ is

’ amended+.- .

(1) by redeblgnatmg paragraphs 1) and (2)

subparagraphs (A) and (B) respectlvely, and mov-- :

‘ing the margins 2 ems to the nght

(2) by 1nsert1ng ~after “(b)” the fd‘lloWing':’
“PENALTIES.— ) v
“(T) IN”GENERAL.—”;,

| ‘(3) by inserting V“,v'or.secti’dn 1957 after “or
@)(3)"; :
(4) by addmg at the end the followmg

_“‘(‘2) JURISDICTION OVER FOREIGN PERSONS.—

For purposes of adjudicating an action filed or en-

f’orung a penaltv ordered under this SCthOIl the dls— '

‘ tngt cour”cs shall have Junsdlotlon over anv forelgn i
: kperson, including any finaneial institution authorized

~under the laws of a foreign country, against whom

the action is brought, if service of process upon the

| foreign pers'on_is\ made under ‘the Federal Rules of

Civil Procedure or the laws of the country in which

the torelgn pCI‘bOH 18 f’ound and—

(A) the forelgn pem(m commits an oftense )

under'._subsecm(m (a)j mvo]vmg a financial trans-

- HR 3162 RDS
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action that Oecuré. n Wh()le‘ or in part. in the ;

| Uﬂlted States; | ‘
“(B) "thé 'forejgh ﬁpers{)’n converts, t0 hi;’s‘ or

»'her own  use, property m Whl(‘h the Umted"

States has an ownershlp mterest by v1rtue of .

: ‘the. enpry of an order Qf »forfelture by a eour\t
~ of the United States; or L

“(C) the forjéign person IS a financial mstl

£uti0h fhat méintains a bank ‘aécount aﬁ"'Ala fi-

- nancial institution in the U nited States. |

“4(3) (JOURT AUTHORITY OVhR AbSETS —A

lcourt descnbed in parag'raph (2) may 1ssue a pre- |

~trial restrdmmg order or take any other actlon nec—

—essary to énsure that any bank account or other‘

property held by the defenddnt n the Unlted States R

18 avalldble to Sdtley a ]udgment under th1s sectlon o
“(4) I‘EDERAL RFCEIVDR —

“(A) IN GDNI‘RAL —A court descrlbed in

pdrdgraph (2) may appomt a Federal Reeelver e

in .accor’dance with subparag'raph (B)w of,thls
‘paragraph, to ,_c‘oll.'ect, marshal, and’}‘t_al;{e ‘c‘us-\" “
tody, cdntrbl‘, var.ldhp_ossess'i(})n of all ‘ésse,tsﬂ ot"‘the .
defendant, wherever located, to satisty a civil
judgm'ent under ‘this_’ _’ s,u;bsection,' a férfeiﬁur*e

_judgment.un’de,r:_ section 981 or 982, or a crimi- |
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nal sentence. under section 1957 or su_bseetioh .

(a) of this section, i’néhi_ding ’aIIAI order of;restitu-}.k'

tion to any victim of a specified unlav‘vfuli a‘etviv-

ity.

"‘(B) APPOINTMENT AND AUTHORITY —A :

Federal Reeelver deserﬂoed in subparagraph o

‘ (A)—_ |

“(1) may be appomted upon apphca-'.

tlon of a Federal proseeu’cor or a Federal
o State regulator by the court havmg ,]u-‘ﬂ, LTS

. rlsdlctlon over the defendant n the case; .

| (i) shall be - an offleer of the court,

: and the powers of the Federal Recewer

shall melude the powers set outin’ seetlon -

| 754 of tltle 28 Umted States Code and

e pose of submitting reQﬁ’ests to obtain infor-A g

e defendant—»‘ S D

“ “(m) 4sh‘a]l have sta,ndlng equn(alent to

“that of a Federal prosecutor for the pur-

rnation regardmg the ‘ass,ets . of the

IR

(I) from the Fmanelal Crlmesl o

Enforcement Network of the Depart-
v _ment of the Treasury, or .
“(H) from a forelgn country pur-

 suant to a mutual legal asmstance

HR 3162 RDS -
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[ty

‘treaty, multilater'a,l agreement, - or

law énforcement assistanbe provided 7
that buch requests are in accordance
w1th the pohmes and prooedure% of the
Attorney Gener dl ” |
SEC 318. ’LAUNDERING MONEY THROUGH A FOREIGN' :
BANK , ‘
Section 1956(c) of title 18, United States "ode is

amended by strlkmg paragraph (6) and 1nsert1ng the fol— o

f 10,
11 lowing: |
12 ;‘(6) the term"f’inancial institution’ includes%i
13 YA any, fiﬁahcial i‘knstfituti(')nv, aS’ deﬁﬁed jin- |
14 section H312(a)(2) of title 31, Uﬁited Stajtes;‘ o
15 Code, or the regulations 'p’rjomul,g"‘afed ‘the:ré.- SR
16 ‘under; and v . |
“(B) any- foreign bank, as defined in 'sec—.
tion 1 61“‘ the ’Internati(mkal Banking Act of 1978 .
19 (12Ub(‘ 31017 o
20 | SEC 319. FORFEITURE OF FUNDS IN UN;TED STATES
‘21; ~ INTERBANK ACCOUNTS. N |
22 (a) FORFEITUI{E From U-NITEVIJ)"STAT-ESJINTERBANK‘ L
23 ACCOUNT —f le 18, United States Code,

24 is amended by vaddihg at the end the forllobwing;,

25 “(k) INTERBANK ACCOUNTS.-

HR 3162 RDS
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1 “‘(i) IN (}ENERA‘L.»
2 “(A) ‘IN GENERAL.—For the purpose ‘of‘.a
3 ﬁorféitufe under this section (»‘)r‘under‘the ,Con-« )
4 trolled SUbStzincéS Act (21USC 801 et s‘éqk.), .

5 if funds are d‘éposite‘d into a.nr account,vat a for-

6 ‘ / ei‘gn bank, and that foreign bank has’ar‘i__int,ef—’

7 ‘bank 'account in the "iUrnite'd States with a con .
8 ered financial instjtutiOH (aé defined in vsection i

9 5318()(1) of title 31), the funds shall be

kIO' g dyekemed to havev been deposited into :ahé infer— ‘

‘ 1;1 bank account in the k’United' States, and any r‘*e-“
1‘/‘2» Straining order, Séizure"warrant, or' arreét Vvaij4
13 | rant in rem : regarding the funds may be se‘rvéd
»14  on the covered fiyr'lancial institu}tio-n,: ahd 1 Funds

15 in the 'ikrllter'bankkaccoun‘t, up to ﬁhe Vaﬁluve» of the
16 “funds v(‘iepds‘itedkintofthé”éeéoum at thé foreigjn -
17 bank, may be .resu'ained, seiZed, or arrested.

18 “(B) AUTHORITY TO SUSPEND.—The  At-+.
19 tlorne‘y' General, in coﬁsultatidn Wifh _thé Sec-

20 r-etary’o'f thek Treasﬁf& may ;éuspé‘nd of tc_fmi—

21 nate a foffeiture gndér thi‘s‘ éCCtionh if th’é Attor-

22 ney (eneral detcfffﬂiriés thd‘t a conﬂi’ét‘ of law .
  23» »eﬁsts ‘between the laws of the juriSdi»ction«: n
24 which the‘fbreign bank is located and‘th"e l‘éws‘ .

25 | of fhe U nited}. States ’With rrevspect to ‘liabili‘ties |

... HR 3162 RDS
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: arlsmg from the restramt selzure or: arrest of :

- such funds and that such suspensmn or terml-, -

,natlon Would be m the interest of Justlee and :
would not harm the natlonal 1nterests of the _

Umted States.

(2) No REQUIREMENT FOR GOVERNMENT TO o

TRACE FUNDS. —If a forfe1ture aetlon 1s brought

agamst funds that arev restramed, sel_zed, or arrested

‘unaer.bparag‘raph (1), it’shell not be necessary for =
the Government toe_establi;‘s‘h‘{ that the funds are di-

~rectly traceable to the: funds that were deposited iiito

the foreign bank;f ner’ sv,‘hallv it be rieeessaryi‘for the_: :

‘Governr’nent_- to rely on the application of " Sectien_.

984,

“(3) CLAIMS BROUG‘H‘T BY OWNER ~OF. 'THE

FUNDS. —If a f’orfelture actlon is 1nst1tuted agalnst B
funds restramed selzed or arrested under para-
’graph (1) the owner of the funds dep0s1ted mto the o
~ account at the torelgn bank mav eontest the for- |

| felture by ﬁhng a clalm under sectlon 983

“(4) DEFINITIONS —For purposes of this sub-‘ o
seetlon ‘the follomng defmltlons shall apply | |

R “(A) INTERBANK - ACCOUNT—The term

| ;} ‘interbank aecount’ has the same meamng as in

- section 984‘((3)'(2»)(1‘3). ’
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