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“(c) ConsuLTATION WITH DNI IN CERTAIN POSITIONS.—(1) In
the event of a vacancy in a position referred to in paragraph (2), the
head of the department or agency having jurisdiction over the posi-
tion shall consult with the Director of National Intelligence before
appointing an individual to fill the vacancy or recommending to the
President an individual to be nominated to fill the vacancy.

“(2) Paragraph (1) applies to the followmg‘ positions:
“(A) The Director of the Defense Intelligence Agency
“(B) The Assistant Commandant of the Coast Guard for In-
telligence.”.

SEC. 1015, EXECUTIVE SCHEDULE MATTERS.

(a) EXECUTIVE SCHEDULE LEVEL I.—Section 5312 of title 5,
United States Code, is amended by adding the end the following
new item:

“Director of National Intelligence.”.

(b) EXECUTIVE SCHEDULE LEVEL II.—Section 5313 of title 5,
United States Code, is amended by adding at the end the following
new items:

“Principal Deputy Director of National Intelligence.
“Director of the National Counterterrorism Center.
“Director of the National Counter Proliferation Center.”.

(¢c) EXECUTIVE SCHEDULE LEVEL IV.—Section 5315 of title 5,
United States Code, is amended—

(1) by striking the item relating to the Assistant Directors
of Central Intelligence; and
(2) by adding at the end the following new item:

< “General Counsel of the Office of the National Intelligence

irector.”.

SEC. 1016. INFORMATION SHARING.
(a) DEFINITIONS.—In this section.:

(1) INFORMATION SHARING COUNCIL.—The term “I:g‘ormm
tion Sharing Council” means the Information Systems Council
established by Executive Order 13356, or any successor body
%szkmted by the President, and referred to under subsection
2).

(2) INFORMATION SHARING ENVIRONMENT; ISE.—The terms
“information sharing environment” and “ISE” mean an ap-
proach that facilitates the sharing of terrorism information,
which approach may include any methods determined necessary
and appropriate for carrying out this sectwn.

(3) PROGRAM MANAGER. —-The term “program manager”
means the prog manager-designated under subsection (f).

4 TERR %¢ term “terrorism infor-

\) mation” cms ormation, whether collected, produced, or

distributed by mtelhgence, law enforcement, military, homeland
security, or other activities relating to—

(A) the existence, organization, capabilities, plans, in-
tentions, vulnerabilities, means of finance or material sup-
port, or activities of foreign or international terrorist groups
or individuals, or of domestic groups or individuals in-
volved in transnational terrorism;
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(B) threats posed by such groups or individuals to the
United States, United States persons, or United States in-
terests, or to those of other nations;

(C) communications of or by such groups or individ-
uals; or

(D) groups or individuals reasonably believed to be as-
sisting or associated with such groups or individuals.

(b) INFORMATION SHARING EN% 'h i
(len 8 a —

(1) ESTABLISHMENT. Pre
sharing environment for the

. (A) create an information
sharing of terrorism information in a manner consistent
with national security and with applicable legal standards
relating to privacy and civil liberties;

(B) designate the organizational and management
srgctures that will be used to operate and manage the ISE;
a

(C) determine and enforce the policies, directives, and
rules that will govern the content and usct:fe of the ISE.

(2ée AmnbedUTEs.-b—The Pree;:;ie(%t Shn?iH(C rfqugh the s’:‘ruc-
tures descri in su ra ) a ) of paragraph (1),
ensure that the ISE prﬂ?}rtgﬁs apnd facilitates the rr‘:.fans fofsha
ing terrorism information among all appropriate Federal, State,
local, and tribal entities, and the private sector through the use
of policy guidelines and technologies. The President shall, to the
greatest extent practicable, ensure that the ISE provides the
functional equivalent of, or otherwise supports, a dgcentmtized,
distributed, and coordinated environment that—

(A) connects existing systems, where appropriate,
vides no single points of failure, and allows users to s.
information among agencies, between levels of government
and, as appropriate, with the private sector;

(B) ensures du'ect and continuous online electronic ac-
cess to information;

(C) facilitates the availability of information in a form
and manner that facilitates its use in analysis, investiga-
tions and operations;

(D) builds upon existing systems capabilities currently
in use across the Government;

(E) employs an information access management ap-
proach that controls access to data rather than just systems
and networks, without sacrificing security;

(F) facilitates the sharing ;? information at and across
all levels of security;

(G) provides directory services, or the functional equiv-
alent, for locating people and information;

(H) incorporates protections for individuals’ privacy
and civil liberties; n.cf

(1) incorporates strong mechanisms to enhance account-
ability and facilitate oversight, including audits, authen-
tication, and access controls.

(¢c) PRELIMINARY REPORT.—Not later than 180 days after the
date of the enactment of this Act, the program manager shall, in
consultation with the In ormation Sharing Council—

December 7, 2004
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(1) submit to the President and Congress a description of
the technological, legal, and policy issues presented by the cre-
ation of the ISE, and the way in which these issues will be ad-
dressed;

(2) establish an initial capability to provide electronic di-
rectory services, or the functional equivalent, to assist in locat-
ing in the Federal Government intelligence and terrorism infor-
mation and people with relevant knowledge about intelligence
and terrorism information; and

(3) conduct a review of relevant current Federal agency ca-
pabilities, databases, and systems for sharing information.

(d) GUIDELINES AND REQUIREMENTS.—As soon as possible, but
in no event later than 270 days after the date of the enactment of
this Act, the President shall—

(1) leverage all ongoing efforts consistent with establishing
the ISE and issue guidelines for acquiring, accessing, sharing,
and using information, including guidelines to ensure that in-
formation is provided in its most shareable form, such as by
using tearlines to separate out data from the sources and meth-
ods by which the data are obtained;

(2) in consultation with the Priva (il Liherti
IOvers' ht Board establis under section 1061, issue guide-
ines %—-—

(A) protect privacy and civil liberties in the develop-

ment and use of the ISE; and

(B) shall be made public, unless nondisclosure is clear-
ly necessary to protect national security; and
(3) require the heads of Federal departments and agencies

to promote a culture of information sharing by—

(A) reducing disincentives to information sharing, in-
cluding over-classification of information and unnecessary
requirements for originator approval, consistent with appli-
cable laws and regulations; and

(B) providing affirmative incentives for information
sharing.

(e) IMPLEMENTATION PLAN REPORT.—Not later than one year
after the date of the enactment of this Act, the President shall, with
the assistance of the program manager, submit to Congress a report
containing an implementation plan for the ISE. The report shall in-
clude the following:

(1) A description _of the functions, capabilities, resources,
and conce of t , including sta. ;

2) A %Escnpuon of the impact on enterprise architectures
of participating agencies.

(3) A budget estimate that identifies the incremental costs
associated with designing, testing, integrating, deploying, and
operating the ISE.

(4) A project plan for designing, testing, integrating, deploy-
ing, and operating the ISE,

(5) The policies and directives referred to in subsection
(b)(1)(C), as well as metrics and enforcement mechanisms
that will be utilized.

December 7, 2004
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(6) Objective, systemwide pqgor%lgggz measures to enable
the assessment of progress toward achieving t implemen-
tation of the ISE.

(7) A description of the tra.im'r_if requirements needed to en-
su:}e ti:iat the ISE will be adequately implemented and properly
utilized.

(8) A description of the means by which privacy and civil
iiggrties will be protected in the design and operation of the

-(9) The recommendations of the program manager, in con-

sultation with the Information Sharirf Council, regarding
whether, and under what conditions, the ISE shoul be ex-

panded to include other intelligence information.
(10) A delineation of the roles of the Federal departments
and agencies that will participate in the includi

identification of the agencies that will deliver the infrastructure
needed to operate and manage the ISE (as distinct from indi-
vidual department or agency components that are part of the
ISE), with such delineation of roles to be consistent with—

(A) the authority of the Director of National Intel-
ligence under this title, and the amendments made by this
title, to set standards for information sharing throughout
the mtelirgenoe commumt ;and

(B) the a e Secretar: ndSeurity

d Secunty aud t}w Attorney General in coordi-
nating with State, ‘lmﬁﬂmte
sector. =
TIT) The recommendations of the program manager, in con-

sultation with the Information Sharing Council, for a future

management structure for the ISE, including whether the posi-
tion of program manager should continue to remain in exist-
ence.

(f) PROGRAM MANAGER.—

(1) DESIGNATION.—Not later than 120 days cg?er the date
of the enactment of this Act, with notification to Congress, the
President shall designate an individual as the program man-
ager responsible for information sharing across the Federal
Government. The individual designated as the program man-
ager shall serve as program manager during the two-year pe-
riod beginning on the date of designation under this paragraph
unless sooner removed from service and replaced by the Presi-
dent (at the President’s sole discretion). The program manager
shall have and exercise governmentwide authority.

(2) DUTIES AND RESPONSIBILITIES.—

(A) IN GENERAL.—The program manager shall, in con-
sultation with the Information Sharing Council—

(i) plan for and oversee the implementation of, and
manage, the ISE;

(ii) assist in the development of policies, proce-
dures, guidelines, rules, and standards as appropriate
?.)S ébsterz:i the development and proper operation of the

i a
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(it1) assist, monitor, and assess the implementation
of the ISE by Federal departments and agencies to en-
sure adequate progress, technological consistency and
%olicy compliance; and regularly report the findings to

ongress.

(B) CONTENT OF POLICIES, PROCEDURES, GUIDELINES,
RULES, AND STANDARDS.—The policies, procedures, guide-
fi‘l:?‘ rules, and standards under subparagraph (A)(ii)
s —

(1) take into account the varying missions and se-
cugty requirements of agencies participating in the

(ii) address development, implementation, and
oversight of technical standards and requirements;

(i) take into account ongoing and planned efforts
that support development, implementation and man-
agement of the ISE;

(iv) address and facilitate information sharing be-
tween and among departments and agencies of the in-
telligence community, the Department of Defense, the
homeland security community and the law enforcement
community;

(v) address and facilitate ri&fomation sharing be-
tween Federal departments and agencies and State,
tribal, and local governments;

(vi) address and facilitate, as appropriate, infor-
mation sharing between Federal departments and
agencies and the private sector;

(vii) address and facilitate, as appropriate, infor-
mation sharing between Federal dpzpartments and
agencies with foreign partners and allies; and

(viii) ensure the protection of privacy and civil lib-
erties.

(g) INFORMATION SHARING COUNCIL.—

(1) ESTABLISHMENT.—There is established an Information
Sharing Council that shall assist the President and the pro-
gram manager in their duties under this section. The Informa-
tion Sharing Council shall serve during the two-year period be-
ginning on the date of the initial designation of the program
manager by the President under subsection (f)(1), unless sooner
removed from service and replaced by the President (at the sole
discretion of the President) with a successor body.

(2) SpeciFic DUTIES.—In assisting the President and the
program manager in their duties under this section, the Infor-
mation Sharing Council shall—

(A) advise the President and the program manager in
developing policies, procedures, guidelines, roles, and
s}tgniisaé-ds necessary to establish, implement, and maintain
t s

(B) work to ensure coordination among the Federal de-
partments and agencies participating in the ISE in the es-
tablishment, im‘;%emntation, and maintenance of the ISE;

(C) iden,:g‘y and, as appropriate, recommend the con-
solidation and elimination of current programs, systems,
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and processes used by Federal departments and agencies to

share information, and recommend, as appropriate, the re-

direction of existing resources to support the ISE;

(D) identify gaps, if any, between existing technologies,
programs and systems used by Federal departments and
agencies to share information and the parameters of the
proposed information sharing environment;

(E) recommend solutions to address any gaps identified
under subparagraph (D);

F) recommend means by which the ISE can be ex-
tended to allow interchange of information between Federal
departments and agencies and appropriate authorities of
State and local governments; and

(G) recommend whether or not, and by which means,
the ISE should be expanded so as to allow future expansion
encompassing other relevant categories of information.

(3) CONSULTATION.—In performing its duties, the Informa-
tion Sharing Council shall consider inﬁu from persons and en-
tities outside the Federal Government having significant experi-
ence and expertise in policy, technical matters, and operational
matters relating to the ISE.

(4) INAPPLICABILITY OF FEDERAL ADVISORY COMMITTEE
AcT.—The Information Sharing Council shall not be subject to
i};es Eeqxp&re;nents of the Federal Advisory Committee Act (5

.S.C. App.).
(h) PERFORMANCE MANAGEMENT REPORTS.—

(1) IN GENERAL.—Not later than two years after the date of
the enactment of this Act, and annually thereafter, the Presi-
dent shall submit to Congress a report on the state of the ISE
and of information sharing across the Federal Government.

o zfii CONTENT.—Each report under this subsection shall
include—

(A) a progress report on the extent to which the ISE
has been implemented, including how the ISE has ’[ared on
the performance measures and whether the performance
goals set in the preceding year have been met;

(B) objective system-wide performance goals for the fol-
Iowing year;

(C) an accounting of how much was spent on the ISE
in the preceding year;

(D) actions taken to ensure that procurement of and in-
vestments in systems and technology are consistent with the
implementation plan for the ISE;

(E) the extent to which all terrorism watch lists are
available for combined searching in real time through the
ISE and whether there are consistent standards for placi
individuals on, and removinzg individuals from, the watc
lists, including the availability of processes for correcting
errors;

(F) the extent to which State, tribal, and local officials
are participating in the ISE;

(G) the extent to which private sector data, including
information from owners and operators of critical infra-
structure, is incorporated in the ISE, and the extent to

v/
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thch mdwzduals and entities outsLde the government are

receiving. mformatLon through the ISE;

(H) the meadsures taken by the Federal government to
ensure the accuracy of information in the ISE, in particular
the accuracy of information about individuals;

(I) an assessment of the privacy-and civil liberties pro-

- tections of the ISE, including actions taken in the preceding
year to implement or enforce prwacy and civil liberties pro-
tections; and '

Is (J) an assessment of the securzty protectlons used in the .

E
(i) AGENCY RESPONSIBILITIES —The head of each department or
‘agency that possesses or uses Lntelllgence or terrorism information, .
-operates a system in the ISE, or otheerse partzczpates (or expects
to partzctpate) in the ISE shall— .

(1) ensurefull department or: agency compliance with Lnfor-'

mation sharing policies, procedures,  guidelines, rules, and *
. standards established under subsections (b) and (f); .

(2) ensure the provision of adequate resources for systems
chgg acthtzes supporting operatLon of and partwLpatLon in.the

(3) ensure full department or agency cooperation in the de- )
velopment of the ISE to zmplement governmenthde Lnformatwn :
sharing; and ‘

. (4) submit, at the request of the President or the program
manager any. reports on-the implementation of the require-
ments of the ISE within such department or agency.

(j) AUTHORIZATION OF APPROPRIATIONS.—There is authorized to
be appropriated to carry out this section $20 000 000 for-each of fis-
cal years 2005 and 2006. :

VSEC 1017. ALTERNATIVE ANALYSIS OF INTELLIGENCE BY THE INTEL-

. LIGENCE COMMUNITY.
(a) IN GENERAL.—Not later than.180 days after the effectwe

; date of this Act, the Director of National Intelligence shall establish

a process and assign an individual or entity the responsibility for
ensuring that, as appropriate, elements of the Lntelngence commu-
nity conduct alternative analysis (commonly referred to as “red-team
analysis”) of the znformatwn and concluswns in intelligence prod-~
ucts. .

(b) REPORT. —_Not later than 270 days after the effectwe date of
this Act, the Director of National Intelligence shall provide a report
to the Select Committee on Intelligence of the Senate and the Perma-.
nent Select Committee of the House of Representatwes on the mele- :
mentation of subsection (a). .

- SEC. 1018. PRESIDENTIAL GUIDELINES ON IMPLEMENTATION AND

PRESERVATION OF AUTHORITIES.
The President shall issue guidelines to ensure the effectwe zm-‘
plementation . and execution within the executive branch of the au-

* ‘thorities granted to the Director of National Intelligence by this title

December 7, 2004

and the amendments made by this title, in' a manner that respects.
and does not abrogate the statutory responsibilities of the heads of

" the departments of the United States Government concernmg such

departments anludzng, but not’ leLted to:
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“(6) The Director of National Intelligence shall establish re-
quirements and priorities for foreign intelligence information to be
collected under the Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.), and provide assistance to the Attorney General
to ensure that information derived from electronic surveillance or
physical searches under that Act is disseminated so it may be used
efficiently and effectively for national intelligence purposes, except
that the Director shall have no authority to direct or undertake elec-
tronic surveillance or physical search operations pursuant to that
Act unless authorized by statute or Executive order.

“(7) The Director of National Intelligence shall perform such
other functions as the President may direct.

“(8) Nothing in this title shall be construed as affecting the role
of the De ﬁartment of Justice or the Attorney General under the For-

ezgn Inte lgeuce Surveillance Act of 1978.
. CE INFORMATION SHARING. —(1) i‘i Director oE

“(AJ estabhsh uniform security standards and procedurds;

“(B) establish common information technology standardsg,
protocols, and interfaces;

“(C) ensure development of information technology systems
that include multi-level security and intelligence integration ca-
pabilities;

“(D) establish policies and procedures to resolve conflicts
between the need to share intelligence information and the need
to protect intelligence sources and methods;

“(E) develop an enterprise architecture ‘or the intelligence
community and ensure that elemen telligence commu-
nity comply with such architecture; and

“(F) have procurement approval authority over all enter-
prise architecture-related information technology items funded
in the National Intelligence Program.

“(2) The President shall ensure that the Director of National In-
telligence has all necessary support and authorities to fully and ef-
fectively implement paragraph (1).

“(3) Except as otherwise directed by the President or with the
specific written agreement of the head of the department or agency
in question, a Federal agency or official shall not be considered to
have met any obligation to {w'omde any information, report, assess-
ment, or other material (including unevaluated intelligence informa-
tion) to that department or agency solely by virtue of having pro-
vided that information, report, assessment, or other material to the
girector of National Intelligence or the National Counterterrorism

enter.

“(4) Not later than EM}&%&_W, the Director of Na-
tional Intelligence shall submit to t sident and to the Congress
an annual report that identifies any statute, regulation, policy, or
practice that the Director believes impedes the ability of the Director
to fully and effectively implement paragraph (1).
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(6)‘ Strategie analysis.
(7) Intelligence program and -budget manage-
meiit.
(8) The int‘clﬁgence \\'(_ir-kf(.)rce.‘
.(9)' Any ot,h'e.‘l'v responsibilities specified. by the
Direct’or of tl{c Fedél;a] Bureau of ‘Invcsf‘igationj-01"
specified by law. | o |
(d) S’ly‘,\F}«‘..—The' Directora‘.{.e of Intelligence shall
consist of such staff as thé Diifect()r of »tthederal Burcau
of Investig‘atioﬁ cdhéiders VEIbpl‘Op]‘iﬂtC for the activities of
the Directorate.

SEC. 207. INFORMATION SHARING. -

(a) DEFINITIONS.—In this section:

(1) EXECUTIVE COUNCIL—The term “Execu- .

tive Council” means the Ixecutive .Council on Infor-
mation Sharing established under subscction (h). -

" (2) HOMELAND SECURITY INFORMATION.—The

term “homeland séeurity information” ‘means-all in- -

fofinafion, whéther:_ _.colleveted,' produced, oi' distrib-
uted by i1‘1tellig'01‘1cle?- Jaw e1iforéem0ﬁt,: nilitary,

-~ homeland security, or other activitis relating to—
(A) thé cxistei1ce;'\Ql'g‘anizution, capabili-
tie's,_‘plans; intentions, m]nerabilities,_‘means. of
finance _‘()r’ma:terial support, orra.cti-viti'es'of for-

eign or international terrorist groups or individ-

S 2845 ES
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I . uals, or of (]Q'r'nést‘vic groups _(.)1' individuals n-
; : _2 »V()]vcd“in f,l"zlllsllslt,if)llzll tcrroi*isﬁr ‘
3 (B) threats posu] by such groups or indi-.
4 wduals to' the IJ mtul States, United States per-
- 5 ’sons; or Ll_ntp(] St{ltcs mtel"ests, or to those of
6 other natybions--» . | \
7 (C) u)mmumcatlons of or bv such groups
8 or 111(11\"1duals. or L
9 (D) groups ()1f 'ind‘i\"idﬁa]s‘fi'eﬁ.sm:wb]y be-
10 vlievc‘(lv to be assisting or assoéiated with such
11 g'l;oul)sf OI"&I](]i\"i(‘hlﬂlS. '
12 {3) E\VIRU\\I ENT. —The tu m “leronment
13 means the- Informdtlon Sllarmn Elmronmcnt a% de- -
14 seribed under SubSLCtIOH (c) _ _
'15v1 (b) Ir INDING& —Consmtent \Wth the 1‘Lport of the Na-

16 tional Commission on Terrorist Attacks upon t.he United

17 States, Congress m'akes‘the foll()\\"inmfindings: !

18 v (1) Tlm LffLLtl\'L use of mformdtlon ‘from all
19 a.va.ilable sources,' 18 ‘esscntlal to thc h;,ht ag mst
- 20 - terror and the""pl*otecti(‘)n of our homelan-d. The big-
21 ~gest i1'npec1i1nc11t -f,o ali-sourcé lanalys‘ivs, ~and to ‘a.'
22 vg'rea.tver 1ikeli]106d of'._“c01]1'1e¢ti1ig' the ‘dots"’, is resist-
237 ance to shalmg 111f011)1(1t10n
24 : (2) The Umted Stdtcs Governmmt hd% aceess
25 ito a Vva,s“‘p_ amount of information, mcludmg‘ not only

'S 2845 ES'
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: ‘, 1 . traditional int‘cl]i"‘cl’léev l‘)ut'-a.lso ,otlnw. ¥ g'o{rcl"lll'l'lcl'lf
2 ' (thabascs such as thosu LO]]td]]l]]]O customs or im- -
A 3 _111101 (ltl()ll mformdtlon Howcvo.r the Umtcd Statcs
4 (10\'(,1 mnult lms a \\'Cdk svst(,m for p1 ocessing and -
5 ’ u'smﬂ the mf()] mation it has.
6 (3) In the period pr u,c(]mﬂ Sq)teml)(,l' 11,
7. 2001, thu‘c were mst(mces of potontldllv hdpful in-
: '8._‘; “‘f01m<1t1011 that was available but that no person
9 knew to ask »f'or; mf01 mation that was dlstl buted
10 only in qplvnpa‘rtmented channcls, ;and information :
11 tha.tywa.s requ_estéd butcbxild not be shared. |
12 -(4“)> Cul_'rerit securitv 1"equi1‘eme1‘1ts nurture over-
13 dass1flcat10n and exeessive (,ompartmenta117(1t10n of
14 mformatlon among agcncms Each agency’s incentive
15. structure opposes sharmg, with risks includingr
16 ‘crmnna] uwl, dl]d admlmstratwe sanctions, but f(,w
17 1"@\1vards for Sharmg information. . | |
18 (5) 'l"h‘e‘cm'r'ent syst(;m_,”i;.l which‘vearch ‘in'tclv'-
19 ) lig'ence ah'éncv has - its 6\&11 secufity: prarctiées, re-
20 qu]res a demonstratcd need to k'n‘ow bgfow Slldl-
21 ng. "11119 appr oach assumcs that lt 1S posubl(, to
22 know n advanCe who will need to use the»informa- /
23 tion. An outgrowth of th(, cold ‘war, such a Wstgnl- \i
24 dmphcltly assumes that th(, risk of 1nddvert(,nt dl%-
25 cloéure ‘, outweighs the, l}enefits of wider :shar-ing.

- °
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1 §uc]1 dssumptlons are o lonﬂu' approprmtc Al-
2 tll()u"h u)untemltdlwcmc concerns are stlll e 11, thc
3 costs of' not slml'mginf(n’rmltion are alsovsubstaﬁtia,l.'
4 The current -“1100&-‘(&#]{1]0\'\” culture of information
-5 pro:t.e(‘:tionb needs to be replaced with a “need-to-
6 ‘shnare‘” culture of integration.. ) | _
T (6) A new zli)proach " to the sllzl.l"il'lg'. of'intel-'
8 ligence ahd homeland Vsev(.'.urity information is ur-
9 gently needed. An im‘pdrtqn’c conceptual model for a
| 10 new “'Cli'llst(}(]"il]fOl"lﬁilﬁOl‘l v1‘1etwork’.’ is' the System-
11 wide Homcland Analysis and »Résom"ce Exchange
P : S 12 ,(SHARL) \kt\vork pr oposed by a task force of lead-
| 13 ing professionals a%semblcd bv the Markle I*oundd—
14 tion and cksu‘lbcd m reports issued 1 n. Octobu‘ 2002
15  ‘and Dccunb(,r ‘)003 |
g 16 -_ (7 \Io smrvle agency caﬁueltc a meanmghll
i 17 information_sharing systemlon its own. Alone, each
18 . agency. f can 0ﬁ]y modernize: stovepipés not Pep]a.ce
19 them. PI‘CSI(]Llltldl leadushlp is l“cqun‘u] to brmg
20 ~~ about govu*nmentmd(, (,hangc
21 (e) INFOP\L\TION QHARI\' LN\'IRON‘\IENT
2 ) Esmmsmmm —The President shall es-
23 tablish a trusted ‘information network a.nd secure 1_1'1-
24 ) formation sharing‘elnvironment tb promote sharing
25 of intelligenece and homeland seeurity infof'm.a:ti(;n n
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ilu]’l'léll‘l]ﬂb]’f ‘(t(msist.-ent ‘\"\A_'ith hational Lsecurity and “t.he"
pl"ot,:ect,iOH ofil'v)(l"iva('.y and cwvil liberties; and based on -
clcarly V(]cfin’é‘(] and’ consistently appliéd policies and
pl'()(te(lun;s,’ and valid ‘inves_tig'ativc, ' zllie\.i)fticzll (51“
operational 1'cquirements.» R ALY

(2) A'l"l‘RIPUTL\ _ —The annonment shall ])1'()-'
nmkt'e coordmatwn, qommunic;ntio‘n' and vcolla‘boration-
of people ‘;1.}'1(1 illf()llv"nl‘d-ti()l'lb am_onrj all relevant I Ld-
eral dcpal"tmen:tls and agencics, State, tribal, and
local alithdrificé, a.n‘d‘ 1*elemnt ‘p‘l"iVHthSCCtOI‘ entitics
111dudmg owners md opuatom of critical infrastrue-
ture, by using' policy guidelinw and \teclmologies that

“(A) a decentm]iied, distribut‘ed,’ and _cd- .
ﬁ 01‘di1’121t.e'd_ elywii'on‘n'nent ‘that c(mnécté existihfr
v.svstems where dpproprmte and d]lows users to
Slldle mformatlon among agencies, between lev-
els of govemment, and, as Yappvropriate,'» with the
pr'ix"a.t.e sector; » |

“.(B) the sllal"’ivnn' Of infor'ma.tidn in,a form
and manner t]]dt f‘LCllltdtLS its use in andlyus
1mutlgdtlon§ (md operdtlons |

(€) building upon exist.ing sy.stem‘s capa-

bilitics currently in use across the Government;.
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1 (D) utili'z'ing i]idustlv'_\v"' best practices, n-
2 (:l‘u(]ing‘ minimizing the ‘ccntl'alizuti(m" of data
3 and seckimg to use (",()11'1_1'1101110013 and’ capabili-
) | 4 f_ies \\r’]]Qi]CVC]‘ possible; .
5 ’ (E) employing an i]lf()i']]’iél.ti()l‘l ;('lccéss man- -
-6 - agement approénich that coiliti‘olé ACCeSS to data v
7 ‘ ll'afther t.hvun‘ to ]ust ‘néfworkrs; : |
8 | : (‘F‘) facilitating the sharing of information
9 ~at uv]"ldy‘across‘ all lé\’els‘{)f security by using pol-
10 .i(:y gﬁidcliues and t=ec111'101()g'ies that - support
1 \\Tiﬁllg mformation ‘c_hz& ‘can be broadly shal‘ebd;
12 (G) providing directory services for locat- |
’ 13 | ing peopl“e zmd‘inf(‘)r‘mat.io'n;y
14 (H) ;incofpol"ating" protections for individ-
15 luzﬂs’ privacy and civil liberties;‘ |
116 (I) ‘incorporating. strong mechanisnis for
17 | i]‘lf(irma‘ti(‘m“seéurit_} and i)l"iVﬂ(:Y and civil lib-
_ 18 | erties gxli(Ie]ille enforeement in _oi‘dei‘ t‘o: thallice.
19 b' zxccoul'ltzlbilit)7 and ‘facilitate _oi'er'sight,
' 20 inéluding‘— ‘
21 | (i) 1'111i!tif'a.ct0‘ _‘aut‘henticatikm.and ac-
22 céSs Cblitl"()l; | e
23 ‘ (iiv) strong eneryption and d_a.tzvl‘ protec-
24 tion; - | |
25 ~ (iii) immutable audit capabilities;
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(i) aut.(_n'riat.Cd policy- enforcement;
() per'pétual", automated screcning' _for' ‘
abuses of network and i’1'1‘,t1'usi01'1s; and |
| (\d) uniform classification and han-
dling procedures; |

(J) compliance with requirements of applh-

- cable law and guidance with regard to the plan-

ning, design, acquisition, operation, and man-.
agement of information systems;

(K) per-mitting" continuous.’ syétém ﬁp-
gmdgs to: benefit frorﬁ advanees in techﬁology
.while pl"eSér'\ing‘ ‘t.h‘('z mtegrity of stored vdata; ‘
a‘l.ld‘ | |

(L) . utilizing - privacy-enhancing  tech-

nologies  that minimize the inappropriate dis-

semination and disclosure of personally identifi-

able information.-

(d) »I;\IME;)L\.TE ACTIONS.—Not later than 180 days.

-atfter the

officer as

date of the enactment of this Act, the bpl"ineipal

designated in subsection 206(g), in consultation’

with the Executive Couneil, shall— .

(1) submit to the President and to Coi‘lgreSS a

deseription of_th‘e technological, legal, ahd policy .

issues presented by the ercation of the Environment
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dcscribcd‘ n »vsubscct:i(m‘ (C),‘ and the way ‘in which
these. isSucs '.Wi]l beb ‘addf‘gsscd;

» (2), i"csta.blish Clectfonié direc'tor\* sbﬁdccs to as-
sist. in- loc: 1t1ng in_the ¥ u]el al G()\unmu]t ntel-
hocmc (md h()meland bLCUIltV 1nf0rmdt10n and peo—
ple with reIL mt Lnowledﬂe (lbOUt mtclllﬂencc and
h()mdcmd securtty mf01 matlon, and

(3) conduct a 1"e\fie\\' of relevant current Federal
ageney L(lpabllltles mcludmﬂ—

: (A) a baseline mvultorv of (,UIICIIt Federal -
ksvstems thdt umtam 1ntdllg:,ence or homcland
seeurity 1nf01‘mdtlon

(B) the money uu*rcntlv sant to mamtdm
those svstem%; and v .

(C) 1dent1f1cat10n of othu‘ 111format10n that

should be mduded in the Enwronment

(e) GLIDLLIN ES AND RDQUIRDMENT as

possible, but in no’ event later than 270 days after the .-

date of the enactment of this Act, the President shall—.

(1) in consultation with the Execcutive Couneil,

¢

1ssue

(A). for acquiring, accessing, sharing, and
using information, including guidelines to -en-
sure tliat information is provided in - its most

shareable form, such as by separating out data
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1 . f‘1;0]"11‘t]10 ‘sources and ‘methods b;V which .that»
4 2‘ ‘ data bu.yre (ﬂ)t‘dinO(’]; and . ‘ |
| 3 - . (B) issue Ouldelmes on clasmhmtlon p()]l(V
4. (md hcmdlmg pr ocgdums acl 'oss Fu]cml aggn-
5 - cies, mdudmﬂ commonlvvacccpted 1)10(055111é,
6 %111(] acccss controls, in the course of \\'hlch re-
7 ‘Viérw,v the Pl'ési(lent may consider any comnments
8 éubnﬁtfed by ‘the Seleet Cormnitttee on Invtel-
9 vl'ig'en(»'.’e, the Committee on Armed ‘SCI'Vi.C(,;\S, the
10 ~ Committee on Foreign ‘Rel’atib_rw of the Senate,
llk and t,l;e Pclfllleflléljt‘ Seleet Committee on Intel-
12 '»lig'gnce,b the Covmmittee on Armed Sei'\'ices, and
13 ' t;l:lé; Committqe on Intefnational .Relatio'ns of the -
\ 14v‘. Housbe‘ of chrcisentatives i“egardil”lg—
: | 15 ( ) the %cope of the 1‘0"1@\\' the Presi-
. L
16 dcnt shoul(] undu tdl\e in for mulatnl(r the :
17 'gllldgl’lﬂCS under t.hls Subparag‘r'aph; and
18 (i1) the substance iof whél,t,vguidelines
19 should be wwud
20 (2) m LOllsultdthll Wlth the Pl vacy d]ld le
21 - Liberties Ovcl‘SIght Board Lstabhshed undu‘ %Ltlon :
22 211, 1ssue gjulddmes that—— | ‘
.23 (A) protcct privacy and civil llbcr'tles in the
24

dcvelopment and use. of the anu*onmult, and
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171 |
 (13) shall- be- made publie, unless, and only
o the ext(;]lt, t-h;lt,,'novl'ﬁldhisclosure 1s cleurly‘nec-

Acssaiy.t.o pi'()’t.éct 11#Ltional Seélll'it)Y;‘zli'ld ,

(3)" require the: heads : of Federal (lep}}l"t.l’rlmlfs
and agmmies-,»to promote a culture of inforrnav_tikm
sharing by— ‘ B

‘(A) : l'educing'f disincentives to mformation
Sl_i‘dl‘il‘lg’, inc‘h_l.»ding (i)ve‘r'c.’lzlssificzl.t.i01'1_ Of;' i»nf(v)rma-
‘tion " and illl.llecéssal'y‘ rcquireménts for _ingif
nator zi151)1'<)\'z11; and »

(B) 151*0\ﬁdi11g" affirmative incentives f(h‘ in-
formziftioh sharing, such ﬂ.s't.lie_ meorpo "atiohi of -
information Sllal‘il”)g‘ perfornnhmc méasm_'es into
'ag'ellqr and managerial e\v'aluat:i'o»ns, and em-
1510yeé eﬁvards fori prolhoting' il]i'l()"ilti\f.e infor-
mation éllﬁfiﬂg’:practicves.’ | ‘

(f'} ENTERPRISE ARCHITECTL?RE AND L\I-PLEMENTA-"

TION PLAN.

Not later than 1 year after the date of the
enactment of this Act; the Pi’éSidcﬁt Shaﬂ submit to Con-
gress an enter‘pi*isevarchitecture“ and implenﬂex;1ta.ti01'1 pl'an.
for the Environment. The cnterprise 'a‘r"cvhithture' and im-
plemeﬁtat.ion plan shall be prepared by the 1)ri11pi1)z1l offi-
cer in consultati’(vm with ,.t'he Exeéu_tivé Council and. shall

include—

%
3
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(1) a deseription ‘of the parameters of the pro-

posed Environant, mcluding functions, capabilities,

dnd Fesourees;

partr

(2) a delmedtlon of thg ]O]LS of" thu I cdu al -de-

nents and zm’@rl(nes' that will pm‘ticipate'in the

dcvdopmwt of th(, anuonmult mdudmg identi-

fication. of any agency that- \\'111 bu1ld thg 111f1'1gt1'uc-

tul ¢
(tlS (
th(lt

deling

needed to opu'ato dlld manage the Lm’nonmcnt
hstmct from th(, mdmdual ageney L()lll])()l]LlltS
are to b(, part of the lelonm(,nt) with the
et ation of' roles to be consntent with—

(A) thc a.uthont.y‘ of the Nat’ional Intel-
higence Director. 111i(]91‘ thivsv Act to set stahdards

for information sharing and information tech-

“nology throughont the intelligence community;

and ‘ o
(B) the: authority- of the Secretary “of

HOI]]C]Zlnd;Se(ﬁlll"itY and the role of th_e Depart-

~ment of Homeland - Security in coordinating

with State, tribal, and lo.gal-officials~'and the

private sector;

(‘3)' a duscnptlon of the t(,clmolog_,lcal 1‘(,(11]11(,-

ments to dpproprmtdy link dl]d enhance g\lstm(r

nctw

orl\s (md a descrlptlon of tlle system design tlldt.

will meet these requirements;
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(4) an enterprise a»rcl’litcct.u re tha f—’
(A) is cons‘ist.(;nt, \\it"hi épplical‘)levl‘aws 311.1(]"
onidanice with regard to 151&1111ing, design,.&iéqﬁi—
sition, ()p@l'ﬁ.ﬁ()ll, emd‘ 1'nallzig'e1nc]1t of" informa-
tion systems; ’
(B) will »bveb used to- guide and: define thc
. (1@&70161)11161'1tf vzm(.]timplcmentﬁﬁon of ‘the Envi-
‘ronment; and |
(C)'a'ddl'esscs tiie existing and planﬁcd. en-
tp'rpl'is.e. z_l:l'ehit;ecml*cs of the '(19})21.1't,1nént.s and
agencies pzirticipating in the El’i\firvon.mevnt;
v(5) a description of how. privacy and civil lib-
erties will - he pl')'otec“cved ‘ytln'(’)ugh'out the désign. and
implémehtation of the Elwiromhent; ‘ . |
(.6) 'k)i)'ject,i\fe, sys_t.em\ﬁde ‘ performance mea Slll res | -
to enable the aésessmelﬁ of progTessvt.OWard' achiev-
ing full iirr.lplementati(vn:l of the El']ﬁti’fOl]l]]Cllt; :

(7) a plan, including a time hne, for the devel-

opment and phased implementation” of the Environ-

ment; . o .

(8) "totall‘ budg‘et 1‘equirem:ents to devClQp.‘and
implement the Environn\lént.',_ ill.wludiﬁg' the estimated
annual cost for cach Lof( the 5 years foll:)\m'ng the

date of the enactment -of this Act;
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(9) an ﬁcstirnu‘tc'i‘of. fr'ainirw.1'0(]ui1'cmelits‘ needed

to cnsnu*tlmt thc lel()mnmt wﬂl l)g (l(]L(]l]cltL]V
nnpluncnted dlld pl oputv ut1]17u1

(10) an dndl\ S18 of the L()St to Stdte tllbdl, and
local gover nmults (md private sector LlltltlLS for
L(]lll])ll]Cllt and. tl<1111111” mgdu] to cffu,tn ely 11‘[1]17(3-
the Ll]V]lOllll]Lllt, (md v | | |

(.ll) plopox(lls for any lunslatlon tlmt thg D1—‘
rector of L\'Im'lagemcnt and Budget detcrmmcs nec-
essary to lmplunu]t the me onmcnt

() RE.SPONSIBII mh.s OR .L}\TC "1‘1\7]« COU\UL FOR

- INFORMATION SHARING EN\ffIRONMEN’h \Iot later than -

120 days after the date of enactment, with notification

to Congress, the President shall designate.an individual

-as the principal officer responsible for information sharing

across thc Federal ov u‘mnmt That 1ndlv1dual shall have
and exercise novwnment\m]e authorltv and havc mandge—. :
ment L\'])LIUS(, in enter-pmsc architecture, -mformatlon
sharing, and mtu oper dbllltV |
,(U ADDITIONAL ,DUTIIE'S: \\TD 'RL_ESPONSIB‘IL-
ITIES.— -
(A) IN (}ENERAL.—The prineipal officer
(]‘esignat.'éd “1111(:1‘01" this _Stl'bséctioifl, in. consulta-

tion with the Executive Council, shall—
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1  J (1) in‘}p]gh’lent and ‘ma.nz_lge the Enwvi-
> 2 1'Qllili(slit;' | - | ‘
3 ":,(i‘i) (]Q{!e]()j),. and implenilent policies,
4 : ' ‘1A)‘1'0’c’c(]11>1"c.s,-4' guidelines, l'ulcs; ~and stand-
5‘ ' ',;11"(18 as ai)1)1‘0priat@ to,fbster the develop-
>6  ment,'(n’l‘d i)]’,'()pel‘ operation of the Eﬁvii"oh—
7 . ‘111'01‘11-;7;' and e | |
8 | “ (111) _zxséist, hmnitor', and Assess ‘the
9 _iinplementartiori' of the En\»'ir'(mmcnt by .
’10 . Federal départments “and agencies to Ql‘i-
11 sure, -a.de/quate ‘prorgi‘ess, téehnolOgiea.l con-
‘12  siSfénL{ﬁ a_ﬁd policy compliance; and regu-
13 larly l‘eporf_ the findings t'lovCongress. |
14 . ( B) CONTENT OF POLICIES, 'PROCEDURES,
(1.5’ _}UIDELI&ES, 'I'zULLEsv, "AND STANDARDS. The
16 poliéies,' proeédﬁrﬁes‘, guideli_ncs_v,v v‘rules,' and
17 st:a.ndar.d_s,‘und‘er subp‘afragra‘,‘ph (A)(i1) shail‘—— ’
18 ‘(i) ta.k/e,‘ into account the val'yihg' ‘mis-‘
19 'siohs _and’sécu;'itjr..r;equ'iremont.s of -agencies
' 20' . 'pai"f-icipatin“g' in the Environ‘_me'nt;
21 : :'(ii) addrcssdéveilopln@mt, -iﬁ]pl@le‘l‘L;ig
22 ‘ f ti()»‘lfli», va.1‘1d :Q\’el';sig'llp of thlil';ical st_ahdarjds
23 and 'i‘équir;c:mvents; N | /
24 (i) addriess; and ‘facilitvate infror'm'é.tion )
25 | 'rshal‘ing. bc‘p\veéﬁ ~and among departments
| S 2845 ES
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176 |
and agencies of thcﬁintéllig‘encc c()mmunity,.
the I)cp,zii*tmeﬁt_ of Defense, the ,Hoiﬁé]ﬁhd
Security c'o‘n‘v'n'mv.mity and the ]a'wrcnforcc-v
menf ‘c‘o.li'm’mmity;

(iv) address and faecilitate mformation

~sharing between Fedéral departments and
‘agencies and State, tribal and local govern-

ments;

(v) address -and facilitate, as appro-

priate, ‘mformation sharing hetween Ifed-

eral departments and agencies and the pri-
rate séctor;

(v1) address and-facilitate, as. appro-

priate, information - sharing between Fed-

eral departments and- agencies with foreign
partners and allies; and

(vii) énsure the protection of privacy

~and civil liberties.

() ‘EST5\311131~11\1ENq‘ oF EXECUTIVE COUNCIL.4

There is established an Excecutive Couneil on: Information

Sharing that shall assist the principal officer as designated

under subsection 206(g)-in the execution of the duties

under this Act concerning information sharing. -

(1) MEMBERSHIP.—Tlie Exeeutive Council shall

~be chaired by the principal officer ‘as designated in
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1 subsectioﬂ 2()6‘(g).. Tl.lbe' nicmbers of the Executivc
2 Couneil sv‘llall be | -

3 ’ (A) the Dirc‘c‘tor' of - Management émd

4“ | I%Ll(l:gipt,; | |

5 (B) thé Secrétmj’ 6f HOi‘)lClﬂhd Sécurity or

6  ‘ his (‘]‘Qsignee; | | |

7. (C) the Sccvretary of Defense 01" his des-

8 ignee; R -

9 (D) tli'e Attorney Gcneral or llis designee;
10 (E) the SQCPQtal}'y of Sta.‘teb ovr. lﬁs designee;
IT . - ('I*I‘): the Director of the Federal Burcau of
12 Invest.i’g‘a.t.ioﬁ or his designee; _

13 ' . ((.})' the Na_tional, Intel-ligen‘ce Director or

14 his ’désig‘nee; ‘ | v » |

15 SR (H) .Tﬂhe.'Direct-OI" of Central Intelligence
) 16 L Ag'ex_lcy _or‘ his_"desig'h'eés;" |
17 (D) such other Federal officials as the
18 - President shall designate; | | o
| 19 - . (J) representatives of | Staté, tribal, and
26 local .g'overnmelllts,“toy be appointed by the Presi-
21 . (denf; ahd | o
22 - i (I{), individual_sj ‘}\_’11() are 'emplo;yedi in pri-
23‘ Ny vate businesses‘ or nonprofit organizations that
24 own oif operate. critibé_l infrastructure, to be ap-
25 S point_ef_l by the Pl*esidelﬁt;
S 2845 ES,
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(2) _RESPONS]BUATUQ.‘.—,'l.’ll_c Exé('.utivc C('n}ncil
assist the »Prk;sidén‘t n—

| (A) implemc‘nting';ah’d managing the Envi-
ronment; | |
’('B.) developing policies; procedures, guide-

lines, rules, and standards necessary to estab-

lish and implement the Environment;

"V(C) ehSuring fhcl"e is coor(ilinati‘oi'l among
de‘art‘lnent‘s and agelicies“ pal'tvicipati’ng' in the
E;’ndroxlnnélﬁ in th‘e deve]opmenf and implemen-
tation of tbhebEmdro_nmcnt; - |

F(D)‘ reviewing, @m (m 01‘1g‘0i1ig' basis, poli-
cieé, pfocedures, guidelines, v 1'u‘1'cs, and stand-
ards 1"e]a.t.e(‘ltotth_e iinﬂenmrﬁ&tion of thé Envi-
1‘0111]101‘1f,;: . . _ |

(E) estziblishing a dispute resolution proc-
ess - to 1_'csblve* disagreements l'alvnong‘ bdep'(u“‘t-
mvents and »agénéics about .Whl’ctller pzu*t-icﬁlaf

A

information should be shared and in what man-

ner; and

(F) considering imput provided by persons
from outside the Iederal government with sig-

nificant experience and expertise in policy, tech-

“nical; and operational matters, including issues

S 2845 ES
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_ (3) INAL#P,IA(‘APH,ITY OF 1«‘15'1)1«‘1{)\1, ‘\D\lxomv
v 2- C COMMITTEE AcT.—The Counul shal] not bc suh]ect-
E 3] . to the l'c(jllil'el'11e11ts of the Federal Advisory Com-
-4 mittee Act (5 U.S.C. App ):
5 (4) REI’ORT\ —\Iot latet tlmn 1 year after the
6 date “of the clmctmcnt of thls A(,t “and annual]v
o7 thercaftu* thc pmlupal ofhcu’ as dusmndtul in sec- .
; 8 tion 206(0‘), shall submit. a 1‘epo1"t. to the P;'CSldel'lt.
9 dlld to Conomss that shall include
»10  ‘(A), a (lcsu 1pt10n of the dCt]Yltl(,b and ac-
11 complisvl‘lmen}ts of the Council in the - preceding.
‘_‘12 year; and ‘
13 (B) the 1’iumbcr"-and dates of 't._he meetings
14 held‘ by the Cou’ncil, and a list (ﬁ' attendees at |
15 ea‘cvh ihééting. B
16 (5) INI‘ORMING THE PUBLIC: .Thc E\ccutlvc
“17 Counul shall—
'18‘ (A‘). malke ité 1‘(3p‘01‘tS to Congress availéble .
19 to the public to the greatest, extent that is coﬁ_—
20 sistent _l{\;ith the pl'otcction of"classiﬁéd informa—
21 fion and applicable Taw; and a |
22 (B) 'bthemﬁée ihf’ornithe publi¢ of its ae-
23 tivities,‘ ‘as appropriate ‘and in 'a. ]ﬁm.mer con- E
24 Sistcnt with the 1)'i‘0tect1011 of dassiﬁed informa-
25 tion land ;_Lpplichble law. | |
S 2845 ES
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1 (i) REPORTS.—
2 (1) ‘IN. GENERAL—Not later than 15 months :
3 after the ‘ddte of the cnactment of this Aet,; and
4 serni#m;mally t]lm"(lélft@f', the President shéH submit
; 5 a report to Congﬁ"ess' on the sta,tei of the Environ-
6 ment and of information sharing across the Federal
7 govel"vl'l1'1'101'1t.‘ _
-8 {2) CO\Ylh\l—Each report under this sub-
E ‘ 9 section shall in.cludc. | ‘
: 10 (A) a pl"Ogl‘f_(:sé l'cpo'rt,.‘on the extent. .fo
11 \:vlli‘ch the Emrii'onment has beeh'implemelllted,
12 i1‘1c111di1'1g lloW ﬂlev Eﬁ\fironment has fared on
: 13 : the g'oxrél"iliilelnt\\"ide. and ageney-specific per-
14 .forma,nce ‘measures and »whethera the ‘pel‘.form-
15 ance g'oalls set in‘t.lle preceding vear have been
16 met; o
17 | - (B) ‘Objecti\"e “gystemwide .pe'rf(n"m'ance
 1 g8 goals for the following vear;
19 : (C) an accomlting, of how _mu‘cli’was spent -
20 : oi'i the .Elwironmbc_’n’t in.~t11e,1')1“eéedi11g year;
) B (D) ﬁé‘pibnstaken to ensure that a,g'_eﬁcies_ _
S22 'i)l"ocure .n'e\%' ‘technology that is consiStent with -
23 o the 'Em"iifonment and nformation ‘on whether
24 new s.\,'étem_s and teélﬁmolon are eohsistént with
25 ‘_ ‘the Environment; - |
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(E) the extent to which, in appropriate cir- -

cumstances, all terrorism’ wateh lists are avail-

able " for combined  scarching in real time

~ through the Environment and whether there are

consistent standards for placing individuals on, .

and removing ‘individuals from; the watch lists,

including the availability of processes: for: cor-

recting errors;

() the extent to which unnecessary road-

blocks, impediments, or disincentives to infor-
mation sharing, including the inappropriate use

~of paper-only intelligence products and require-

'

nated; -

(&) t_,l'l‘eve\xtént to which positive incentives
for ihfoﬁﬁati’oﬁ shzi.lj‘i:ng_l‘lave‘ been implemented;
‘ (H) ‘the e‘xtent to which clasSiﬁed. informa- v
tion is alsv'o made a'v’ai’lable‘tln"ougﬁ the Environ-
n"]e'rit, in ‘\whole\ or In.part, in unclassified f(‘)l"l'nv.;

(D the extent to which State, tribal, and

local officials—,

(1) are payl‘.,t‘icipating' in the Environ-
‘me‘lv'_lt;' | )
(ii) havé s;\/"st'ems W.lliCh have become

:‘ integrated »iiltVO the Envifbnment; S

S2845ES . .
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1 S R (.iii)‘ are ]5_1"0Vidi1‘1g' as v\vvc'H as 1'ec¢iving -
2 'i‘nfo‘lfﬁiati(n‘vl;fz‘md' .
| 3 (iv) ‘(1.1"e'> llSil:lg' ’tllle l‘Envivrom'nent to -
4 conmu‘micaté,‘With cach Gt,llclf; .
5 » (J ) the extent to which— |
,l 6 (1) private .'Skec'tor data, including infor-
-7 bmatiohv frbn_l (:)\\/'11.01-'8 and ()pCl'ators of erit-
8 Seal i‘nf‘astﬁléture, is incorporated . in the
9 Environment; and
10 | | _(ii) the private SO(:tOl.‘vf is. both pro-.
A i : ; x-ri‘din-g' and receiving ihformétion; -
12 , ‘ .(K‘)' wh‘gre' _pl"ivatie‘ sector-‘ data haé been
13 - used by the. Géverrﬁﬁent or has been _incor-
14 ‘porated into the »En'viromvnent.—‘—'
15 DR ‘(i) tilé méasures.taken to p‘rotect’sevn-
16‘ - | ‘ '_k‘siti‘vé buSiﬁess vin'fboll'matioh; and .» -
17 . - (il) where the datax Vinvolx'fes‘ informa-
18 | ,_ | tion abgmt'inc'lix_ri.du‘als, the -h]easurcs taken
19 o ensure the ac¢1ir210y of :Such:.data;v v
20 o (L) fhe _measures'*takenf by the Federafl:
21 government ‘to elvls'ure’ithe accuracy of other n-
22 - v formation’ on the Enﬁrbnment and, »‘in : DarQ
; 23 - ticular, the :ztcé.u racy of .i1'1f;0rmation> about indi--
5 24 vi(vluals; ‘ |
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1 (M) an asscssm.ebnt} of thg Environment’s
pri vr'acy and civil ‘I-ib'crt-ires pl"()tectivo'ns,’ ‘meluding
actions taken in.the, pl‘ceediﬁg fga;r to imp_le—
ment or .Cl'if‘()l‘ce..I)l’i\’i.iC}’ and_ civil hiberties pro-
tections and a __I‘Cpo'i‘t of complaints’ received
about ‘intel"fel'Cncc withk an ‘individual’s pri_vaéy
or civil liberties; énd | .

(N) an assessment of the éec111'-if3? protee-

tions of the Environment.

1) AGENCY RESPONSIBILITIES.—The head of each
] . : 1

[
—_—

- department or ageney posséssing or using intelligence or
12 homeland security information or otherwise participating

13 . in the Environment shall— -

/14 | (1) _Ql‘lSUl"»e"ﬁﬂl' dyepartmént. or >ag:ency eompli; _

'15 - anc’é with infdrn&ation "Shz{ring po’l;ici‘esv, procedures,

16 guidehnes, rules, and sta,l‘_ldards éstﬁblished for _tlie :

17 _‘ ' E]'wiroﬁmént under_sub’seéti_ons‘ (¢) and (-g);

18 (2) ensure the provision -of éllde‘quat.e‘l’esom*ee’s-
\ 19  for systems ’and activities 's'nvi)por.tingrbzolpe *ation‘ of

20 and participation in'the Environment; ?.1'1(1 :

21- _ ‘ (3) ensure full ;_1gcn¢$r or department coope “z;'_

22 . tion in the development df' the Emjronrﬁérﬂ;.and as-

23 .+ sociated enterprise ai-clﬁte’cturé to in‘1plemént gov-

24 ernment\\fid.e“ il"lformati:ovn Sharing; and in the man- -
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agement and acquisitfion of mformation technology
(,()nslstult \\'1‘511 dpphcabh, law.

(k) A(:D\(‘\ PLA\’ AND RE PORTS. —Lach i cdu al

' (lcpdltm(,nt or 1.g'encv that possesscs or uses intelligence

and ll(nncland seeur ltv infor llldtl()ll ()p(,r(lt(,s a system 1in

‘the Ln\'n'(nnm,nt or- Otll(,l’\\'lbL pdltlupdt(,b or expeets to

participate, in the Environment, sllall submit to the prin-
CiDal o‘fficel" as aesi‘(r"n‘atm] in seetion 206(%’)—.
(1) not latcr than 13 months after the (hltc of
the (,11(1(,tm(,11t of this A(,t a report. 111(5111(11110—

(A) a strategie plan for implemcnta‘tion of
the Environment’s requirements within the de-
pba.r'tﬁmel'lt or ageney; -

(B) ob]ectlv(, per f()rnmnce measures to as-
Sess the pmmcss (md adequaev of th(, (l(,palt- :
mer_lt_ or ageney’ S, mformat.lon sharing efforts;
and.

(C) budgetary"'1"equi.reh'1§n_ts to. integrate
the ageney into the Eljl\ril'()lnne;;t, including pro-
jeeted annual e;penditurés for cach of the fol-
lo“iﬁg 5 years following the submission of ‘the
report; and
(2) annuallv th(,reafter l'eports mcludmg——

(A) an’ d%%bsmult of thc prom'ess of the

dcpartmunt or agency in (,omplvmg with the

S 2845 ES
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Enﬁmnmeﬁt’s ‘1"cqui1'cvm’c-nts; anhu]ing how \V\'ell
the 'zl.g'(;]'lé_\' lhas 1‘)01"ff()i"h]@d on the Ob,]'cctiv'e‘
measures developed under pﬂragraph (vl)(Bv); :
-~ (B) the a]gency’sv‘.é,\'pendithvr'cs to imlv)le:‘-'
ment ~and C()mply .‘wit‘h the Environment’s  re-
quirements in the pl"’Céédingv_\,f'eajl'; élli(i |
- (C) the _zlg'cl'lhff’s o (]epa.l"t,i'l'iCI'lt’s 151%1118 for
further implementation of! the'inﬁ-"ili‘on‘rncnt. n

the year following the submission of the report.

(1) PERIODIC ASSESSMENTS.—

(1) COM‘FPTROLLER GENERAL.— |
S(A) In .GENERAL.-—vNot later - than 15
months after 'tli_e date of thevgnactmcﬁt of this
Act, and j)ei‘i()diczlll)? t:llereafter; the Conﬁptroller
General shall ex'levl1121‘,;[.é' the impleme‘ntation' of
the Emdr‘oﬁment, both generally. and, at the> '
disc'r(;tion of - the 'Comptl‘ollgr" General, within
'spékéific' departiﬂé_nts ‘:and _ag'(;y‘lci("zs, to determine
the extent ofl (:Ompliancé with the - Environ-.
ment’s re.qu‘i,l‘emé‘n;t.é and to assess tvhe’ effeetive- ’
ness of the Envirdihnqﬁ in improving informa-
tion sharing and collabora.tion‘ and in protecting

privacy and civil liberties, and shall report to

. Congress on the findings of the Comptroller

General.

S 2845 ES
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(B) IN.F(»)RMA'I‘ION AVAILABLE  TO 'l‘.HF
(‘()\IP'I‘I{()LLI‘R GENE RALL —Lpon mqmst bv the
(()mptrollu Gcnu al, mf()] mation IL]C\'(lllt to an
Lvaluatlon nnde subsectlon ‘(a) sh(lll be madc '

dvnlable to thc C()]l]])tl oller Gcnel (11 un(lc] see-

‘tl()ll 716 of t]t]L 31 United States (Jodc

(C) C()N%UL’I‘ATI()\T \\'ITH (0\'(:12}3\\101\2\144
COM;\II'J"IfhEb.——If a record is ot made avail-

able to the Comptroller ‘General within a rea-

sonable time, before ‘the Comptroller General

f'iles"a report under Section' T16(b)(1 1) of title

31, Uthd Statgs Code the Comptroller Gen-

eral shdll consult with the Sdcct Conlmlttce on
Intelligence of the Se_nate,_ the Permanent Se-
leet Committee on Intelligence of the House of

Representatives, - the Committee on. Govern-

' mcnta'l'_‘ Affairs of ‘the ‘Senate¢, and the Com-

mittee on Government Reform of' the House of
Représehtatives concerning the Comptroller’s

intent to file a 1‘01)01‘5

(2) ,INSPE(/'I‘ORS E\IERAL —Thc Inspector

General in any Federal department or agency that

possesses or uses intelligence or homeland security

~infor
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vironment shall, at the discretion of the Inspector

General—

(A) Conduc aundits or IIIV(,Stlgdtl()llS to—
(1) dutummu the u)mphdnu, 01‘ that
(lepa]'t‘llnent -01‘ ageney with the El]\ﬂ;"()ll-
ment’s _r.cquiyjen‘lents; and |
(11) asséés the effectiveness of thaf de-

partment or ageney in improving: informa-

‘tion sharing and collaboration and in pro-

tecting privacy and ¢ivil'liberties; and

~(B) issue 1"ep0‘1"ts“0n such au;]its‘zin‘d mves-’
tigations.
(m)" AUTH()RIZATION OF . A‘PPR'O'PRJA'fIQN‘s.:——T]1ere
are- duthon?ed to be dppl'opl'mted—_ :
(1 ) ‘1%50 000 000 to carry. out thls section for
fiscal year ‘20105;, and
.i‘(2) such sums-as ‘are néce‘ss-ary to carry out this
sectioﬁ il‘j'-ea,clf vfisca‘l year‘ t'hel/"eaftel‘v,‘ to be d’iébm‘sedv :
and allocatfed'in’ a.(fcordz‘lvnc‘e with the Environment
lmplemcntdtlon l)ldll l'equlred by sub%ctlon (f).
SEC 207. ALTERNATIVE ANALYSES OF INTELLIGENCE BY .
THE INTELLIGEN CE COMMUNITY
(a) ‘SENSE oF CoN }RESS.—It is the' Sense of Con-
gl;e's“s that t,jlc Natio.‘l'l"al I]itel.lig'(;nce Director should con-

sider the advisability of establishing for each clement of
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the intelligence comnmmtv an’ demult ()f'f'icc, or compo-
‘nent whosg pmp()sc 1% the altu native 111;1]y$is :(c()mmonly- |
referred to as a. 1"_0(1-‘503111 analysis’ ) of the information
and. conclusions in the inté-lligcn@ i)l'()ducts“ of such ¢le- -
ment of tlleiihte'lli.ﬂ‘ence connnunitv. |

(b) RLP()RT (1) Not ldtu t]ldll one vear 1.ftc'1' the -
date of the vulap‘_‘(.lnc_llt of this Aect, the National Intel-
ligence Directorbshall submit to. Congress a report on the .
actions taken to (,stabhsh 1‘01‘ cacli (,l(,ment of' the intel-
ligence connnumty an clunwt office, or (,ompom,nt de-
SLl’lde n sub’sgctlon (ci)

(9) The leport shall be 'submltt(,d 1m an undassn‘u,d
form but may m(,lude a cla’s%lfl(,d anne\ |
SEC. 208. REPORT ON IIWPLEMENTATION OF RECOMMENDA-

. TIONS OF DEFENSE SCIENCE BOARD ON PRE-
VENTING AND DEFENDING AGAINST CLAN-
DESTINE NUCLEAR ATTACK. -

(é) I*’INDING.V——Conchss»finds that the Jun:e 2004 re- L
port of the fDefeh'sc Sciénéé‘Boal"d"'»l‘asli Force on.Pre-
venting and 'Iv)et'el‘ldillg Against Clandestir@ Nuclear
Attack,— | | o

(1). found ‘that it would be easy for adversaries
to‘introducé"dnt‘l dctona.tb a nuclear. cﬁj)losi\ré clan- |

destinely in the U_rii‘te‘d» States;
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