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THE WHITE HOUSE 

Office of ~the Press Secretary 

For Irrnnediate Release March 25, 2003 

EXECUTIVE ORDER 

FURTHER AMENDMENT TO EXECUTIVE ORDER 12958, AS AMENDED, 
CLASSIFIED NATIONAL SECURITY INFORMATIO __ N . . 

By the authority vested in me as President by the 
Constitution and the laws of the United States of America,· 
and in order to further amend Executive Order 12958, as 
amended, it is hereby ordered that Executive Order 12958 
is amended to read as follows: 

"Classified National Security Information 

This order prescribes a uniform system for classifying, 
safeguarding, and declassifying national security information, 
including information relating to defense against transnational 
terrorism. Our democratic principles require that the American 
people be informed of the activities of their Government. Also, 
our Nation's progress depends on the free flow of information. 
Nevertheless, throughout our history, the national defense has 
required that certain information be maintained in confidence 
in order to protect our citizens, our democratic institutions, 
our homeland security, and our interactions with foreign nations. 
Protecting information critical to our Nation's security remains 

a priority. 

NOW, THEREFORE, by the authority vested in me as President 
by the Constitution and the laws of the United States of America, 
it is hereby ordered as .follows: 

PART 1--0RIGINAL CLASSIFICATION 

Sec. 1.1. classification Standards. (a) Information may -
be originally classified under the terms of this order only if· 
all of the following conditions are met: 

(1) an original classification authority is 
classifying the information; 

(2) the information i_s owned by,_ produced by or 
for, or is under the control of the United States 
Government; 

( 3) the. information falls within one or more of the 
categories of information listed in section 1.4 of 
this order; and · 

( 4) _ the original classification authority determines 
that the unauthorized disclosure of the information 
reasonably could be expected to result in damage 
to the national security, which includes defense 
against transnational terrorism, and the original 
classification authority is able to identify or 
describe the damage. 

(b) Classified information shall not. be declassified 
automatically as a result of any unauthorized _disclosure of 
identical or similar information. 
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(c) The unauthorized· disclosure of foreign government 
information is presumed to cause damage to the national security. 

Sec. 1. 2. Classification Levels. (a) Information may be 
classified at one of the following three levels: 

(1) "Top Secret" shall be applied to information, the 
unauthorized disclosure of which reasonably could be 
expected to cause exceptionally grave damage to the 
national security that the original classification 
authority is able t.o identify or describe. 

(2) "Secret" shall be applied to information, the 
unauthorized disclosure of which reasonably could 
be expected to cause serious damage to the national 
security that the original classification authority 
is able to identify or describe .. 

(3) "Confidential" shall be applied to information, 
the unauthorized disclosure of which reasonably could 
be expected to cause damage to the national security 
that the original classification authority is able to· 
identify or describe. 

(b) Except as otherwise provided by statute, no other terms 
shall be used to identify United States classified information. 

Sec. 1. 3. Classification Authority. (aj The authority 
to classify information originally may be exercised only by: 

(1). the President and, in the performance of executive 
duties, the Vice President; 

(2) agency heads and officials designated by the· 
President in the Federal Register; and 

(3) United States Government officials delegated this 
authority pursuant to paragraph (c) of this section. 

{b) Officials authorized to classify information at a 
specified level are also.authorized to classify information 
at a·lower level. 

(~) Delegation of ori~inal classification authority. 

(1) Delegations of origirial classification authority 
.shall be limited to the minimum required to administer 
this order. Agency heads are responsible for ensuring 
that designated subordinate officials have a 
demo.nstrable and continuing need to exercise this 
authority. 

(2) "Top Secret" original clas~ification authority 
may be delegated only by the President; in the 
performance of executive duties, the Vice.President; 

.or an agency head or official designated pursuant 
to paragraph (a) (2) of this. section~ · 

(3) "Secret" or "Confidential" uriginal classification 
authority may be delegated only by the President; 
in the performance of executive duties, the Vice 
President; or an agendy head or official designated 
pursuant to paragraph (a) (2) of this section; or the 
senior agency official described in section .5.4(d) of 
this order, provided that official has been delegated 
"Top Secret" original classification authority by the 
agency head. 
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(4) Each deleg~tion 6f original classificaiion 
authority shall be in writing and the authority shall 
not be redelegated except.as provided in this order. 
Each delegation s;hall identify the official by name 
or. position title. 

(d) Original classification authorities must receive 
training in original classification as provided in this order 
and its implementing directives. Such training must include 
instruction on the proper safeguarding of classified information 
and of the criminal, civil, and administrative sanctions that may 
be brought against an individual who fails to protect classified 
information from unauthorized.disclosure. · 

(e) Exceptional cases. When an employee, government 
contractor, licensee, certificate holder, or grantee of an agency 
who does. not have original classification authority originates 
information believed by that person to require classification, 
the information shall be protected in a manner consistent with 
this order and its implementing directives. The information· 
shall be transmitted promptly as provided under this order or· 
:its implementing directives to the agency that has appropriate 
subject matter interest and classification authority with respect 
to this information. That agency shall decide withiri 30 days · 
whether to classify this information. If it is not clear which 
agency has classification responsibility for this information, 
it shall be sent to the Director of the Information Security 
Oversight Office. The Director shall determine the agency having 
primary subject matter interest and forward the information, with 
appropriate recommendations, to that agency for a classification 
determination. 

Sec. 1.4. Classification·Categories. Information shall 
not be considered for classification unless it concerns:. 

(a) military plans, weapons systems; or operations; 

(b) foreign government.information; 

(c) intelligence activities (including special activities), 
intelligence sources or methods, or cryptology; 

(d) foreign relations or foreign activities of the 
United ssates, including confidential sources; 

(e) scientific, techriological, or economic matters 
relating to the national security, which includes defense against 
transnational terrorism; 

. (f) United.Sta.tes Government programs for safeguarding· 
nuclear materials or facilities; 

(g) vulnerabilities or capabilities of systems, 
installations, infrastructures, projects, plans, or pro-'­
tection, services relating to the national security, which· 
includes defense again~t transnational terrorism; or 

(h) weapons of mass destruction. 

Sec. 1. 5. Duration of Classification. (a) At the 
time of original classification, the original classification 
authority shall attempt to establish a specific date or event 
for declassification based upon the duration of the national 
security sensitivity of the information. Upon reaching 
the date or event, the information shall be automatically 
declassified. The date or event shall not exceed the 
time frame established in paragraph (b) of this section. 
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(b) If the original< classification authority cannot 
determine an earlier specific date or event for declassification, 
information shall be marked for declassification 10 years from 
the date of the original decision, uriless the original classi­
fication authority otherwise determines that the sensitivity 
of the information requires that it shall be marked for 
declassification for up to 25 years from the date of the 
original decision. All information classified under this 
section shall be subject to section 3.3 of this order if it 
is contained in records of permanent historical value under 
title 44, United States Code. 

(c) An original classification authority may extend the 
duration of classification, change the level of classification, 
or reclassify specific information only when the standards and 
procedures for classifying .information under this order are 
followed. 

(d) Information marked for an indefinite duration of 
classification under predecessor orders, for example, marked 
as "Originating Agency's Determination Required, " or information 
classified under predecessor orders that contains no 
declassification instructions shall be declassified in 
accordance with part 3 of this orde·r. 

Sec. 1.6. Identification and Markings. (a) At the time 
of original classification, the following shall appear on the 
face of each classified document, or shall be applied to other 
classified media in an appropriate manner: 

(1) one of the three classification levels defined 
in section 1.2 of this order; 

(2) the identity, by name or personal identifier and 
position, of the original classification authority; 

(3) the agency and office of origin, if not otherwise 
evident; 

(4) declassification instructions, which shall 
indicate one of the following: 

(A) the date or event for declassification, 
as prescribed in section 1.5{a) or section 1.5(c); 

(B) the date that is 10 years from the date 
of original classification~ as prescribed in 
section l.5(b); or 

(C) the date that is up to 25 years from the 
date of original classification; as prescribed in 
section 1.5 (b); and 

(5) a concise reason for classification that, at a 
minimum, cites the applicable classification categories 
in section 1.4 ,of this order. 

(b) Specific information described in paragraph (a) of this 
section may be excluded if it would reveal additional classified 
information. · 

(c) With respect to each classified document, the agency 
originating the document shall, by marking or other means, 
indicate which portions are classified, with the applicable. 
classification leve1,·and which portions are unclassified. In 
accordance with standards prescribed in directives issued under 
this order, the Director of the Information Security Oversight 
Office may grant waivers of this requirement. The Director shall 
revoke any waiver upon a finding of abuse. 
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(d) Markings implementing the provisions of this order, 
including abbreviations and requirements to safeguard classified 

.·working papers, shall conform to the standards prescribed in 
·implementing directives issued·pursuant to this order. 

(e) Foreign government information shall retain its 
original classification markings or shall be assigned a U.S. 
classification that provides ~.degree of protection at least 
equivalent to that required by the entity that furnished the 
information. Foreign government information retaining·its 
original classification markings I1eed not be assigned a U.S. 
classification marking provided that the responsible agency 
determines that the foreign government markings are adequate 
to meet the purposes served by U.S. classification markings. 

(f) Information assigned a level of classification under 
this or predecessor orders shall be considered as classified 
at that level of classification despite the omission of other 
required markings. Whenever such information is used in the 
derivative classification proc~ss or is re~iewed for possible 
declassification, holders of such information shall coordinate 
with an appropriate classification authority for the application 
of omitted.markings. · 

(g) The classification authority shall, whenever 
practicable, use a classified addendum whenever classified 
information constitutes a small portion of an otherwise 
unclassified document. 

(h) Prior to public release, all declassified records 
shall be appropriately marked to reflect their declassification. 

Sec. 1. 7. Classification Prohibitions· and Limi tation·s. 
(a) In no case shall information.be cla$sified in order to: 

(1) conceal violations of law; inefficiency, or 
administrative error; 

(2) preverit embarrassment to a person, organization, 
or agency; 

(3) restrain competition; or 

(4) prevent or delay the release of information that 
does not require protection in the interest of the 
national security. · 

'(b) Basic scientific research information not clearly 
related to the national security sh.all not be classified. 

(c) Information may be reclassified Q.fter declassification 
and rel.ease to the public under proper authority only in 
accordance with the following conditions: 

(1) the reclassifica:tion action is taken under the 
personal authority of the agency head or deputy agency 
head, who determines in writing that the reclassi­
fication of the information-is necessary in the 
interest of the national security; 

(2) the information may be reasonably recovered; 
and 

(3) the reclassification action is. reported promptly 
to the Director of the Information Security Oversight 

. Office. 
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(d) Information that has not previously been disclosed 
.to the public under proper authority may be classified or 
reclassified after an· agency has received a request for 
it urider the Freedom of Information Act (5 U.S.C. 552) or 
the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory 
review provisions of section 3.5 of this order only if such 
classification meets the requirements of this order and is 
accomplished on a document-by-document basis with the personal 
~articipation or under the direction of the agency head, the 
deputy agency head, or the senior agency, official designated 
under section 5.4 of this order. 

(e) Compilations of items of information that ?-re 
individually unclassified may be classified if the compiled 
information reveals an additional association or relationship 
that: (1) meets the standards for ~lassification under this 
order; and (2) is not otherwise revealed in the individual items 
of .information. As used in this order, "compilation" meQ.ns an 
aggregation of pre~existing unclassified items of information. 

Sec. 1.8. Classification Challenges. (a) Authorized 
holders of information who, in good faith, believe that its 
classification status is.improper are encouraged and expected 
to challenge the classification status of the information in 
accordance with agency procedures E;!Stablished under paragraph (b) 
of this section. 

(b} In accordance with implementing directives issued 
pursuant to this order, an agency head or senior agency official 
shall establish procedures under which authorized holders of 
information are encouraged and expected to challenge the 
classification of information that they believe is improperly 
classified or unclassified .. These procedures shall ensure that: 

(1) individuals are not subject to retribution for 
·bringing such actions; 

(2) an opportunity is provided for review by an 
impartial official.or panel; and 

(3) individuals are advised of ·their right to 
appeal agency decisi.ons to the Interagency Security 
Classification Appeals Panel (Panel) established by 
se.ction 5. 3 of this order. 

PART 2-.:..DERIVATIVE CLASSIFICATION 

Sec. 2 .. 1. Use of Derivative Cla~sification. (a) Persons 
who only reproduce, extract, or summarize ciassified information, 
or who only apply classification markings derived from source 
material or as directed by a classification guide, need not 
possess original c;:lassification authority .. 

(b) Persons who apply derivative classification markings 
shall: 

(1) observe and respect original classification 
decisions; and 

(2) carry forward to any newly created documents the 
pertinent classification markings. For information 
derivatively classified based on multiple sources, 
the derivatiye classifier shall carry forward: 

(A) the date or event for declassification that 
corresponds to the longest period of classification 
among the sources; and 

(B) a listing of these sources on or attached 
to the official file or record copy. 
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Sec. 2.2. Classification Guides. (a) Agencies with 
original classification authority shall prepare classification 
guides to faci.litate the proper and uniform derivative 
classification of information. These guides shall conform 
to standards contained in directives issued under this order. 

(b) Each guide shall be approved personally and in writing 
by an official who: 

(1). has program or supervisory responsibility over 
the infoi;-mation or is the s.enior agency official; and 

(2) is authorized to classify information originally 
at the.highest level of classification prescribed in 
the guide. 

(c) . ]}.gencies shall establish procedures to ensure that 
·classification guides are reviewed and updated as provided in. 
directives issued under this order. 

PART 3--DECLASSIFICATIONAND DOWNGRADING 

Sec. 3.1. Authorityfor Declassification. (a) Information 
shall be declassified as soon as. it no longer meets the standards 
for classification urider this order. 

(b) It is presumed that information that continues to 
meet the classification requirements under this order requires 
continued protection. In. some exceptional cases, however, the 
need to protect such information may be outweighed by the public 
interest in disclosure of the information, and in these cases the 
information should be declassified .. When such questions arise, 
they shall be ref erred to the agency head or the senior agency 
qfficial. That official will determine, as an exercise of 
discretion, whether the public interest in disclosure outweighs 
the damage to the national security that might reasonably be 
expected from disclosure. This provision does not: 

(1). amplify or modify the substantive criteria or 
procedures for classification; or 

(2) create any substantive or procedural rights 
subject to judicial review. 

(c) If the Director of the Information Security Oversight 
Off ice determines that information is classified in violation 
of th,is order, the Director may require the information to be 
declassified by the agency that originated the classification. 
Any such decision by the Director may be appealed to the 
President through the Assistant to the President for National 
Security Affairs. The information shall remain classified 
p~nding a prompt decision on the appeal. 

(d) The provisions of this section: shall also apply 
to agencies that, under the terms of this order, do not have 
original classification authority, but had such authority 
under predecessor orders. · 

Sec. 3.2. Transferred Records. (a) In the case of 
classified records tran~ferred in: conjunction with a transfer 
of functions, and not merely for storage purposes, the receiving 
agency shall be deemed to be the originating agency for purposes 
of this order. · 
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(b) In the case of classified records that are not 
officially transferred as described in paragraph (a) of this 
section, but that originated in an agency that has ceased to 
exist and for which there is no successor agency, each agency 
in possession of such.records shall be deemed to be the 
originating agency for purposes of this order. Such records 
may be declassified or downgraded by the agency in possession 
after consultation .with any other agency that has an interest 
in the subject matter of the records. 

(c) Classified records accessioned into the National 
Archives and Records Administration (National Archives) as 
of the effective date of this order shall be declassified or 
downgraded by the Archivist of the United States (Archivist) 
in accordance with this order, .the directives issued pursuant 
to this order, agency declassification guides, and any existing 
procedural agreement between the Archivist and the relevant 
agency head. 

(d) The originating agency shall take all reasonable 
steps to declassify classified information contained in records 
determined to have perll'\anent historical value before they are 
accessioned into the National Archives. However, the Archivist· 
may require that classified records be accessioned into the 
National Archives when necessary to comply with the provisions 
of the Federal Records Act. This provision does not apply 
to records being transferred to the Archivist pursuant to 
section 2203 of title 44, United States Code, or re.cords for 
which the National Archive-5 serves as the custodian of the 
records of an agency or organization that has gone out of 
existence. 

(e) To the extent practicable, agencies shall adopt a 
system of records management that will facilitate the public 
release of documents at the time such documents are declassified 
pursuant to the provisions for automatic deciassification in 
section 3.3 of this order. 

Sec. 3.3. Automatic Declassification. (a) Subject to 
paragraphs (b)-(e) ·of this section, on December 31, 2006, all 
classified records that (1) are more than 25 years "old and (2) 
have been determined to have. permanent historical value under 
title 44, United States Code, shall be automatically declassified 
whether or not the records have been.reviewed. Subsequently, 
all classified records shall be automatically declassified on 
December 31 of the year that is 25 years from the date of its 
origihal classification, ex~ept as provided in paragraphs (b)-(e) 
of this section. · 

(b)• An agency head rriay exempt.from automatic 
declassification under paragraph (a) of this section specific 
information, the relea.se of. wh~ch could be expected to: 

(1) reveal the identity of a confidential human 
source, or a human intelligence source, or reveal 
information about ·the application of an intelligence 
sourc.e or method; 

(2) reveal information that would assist in the 
development or use of weapons of mass destruction; 

(3) reveal information that would impair U.S. 
cryptologic systems or activities; 

(4) reveal information that would impair the 
application of state.of the art technology within 
a U.S. weapon system; 

(5.) reveal actual U.S. military war plans that 
remain in effect; 
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(6) reveal information, including ·foreign government 
information, that would seriously and demonstrably 
impair relations between the United States and a 
foreign government; or seriously and demonstrably 
undermine ongoing diplomatic activities of the 
United States; 

(7) reveal information thatwould clearly 
and demonstrably impair the current ability of 
United States Government officials to protect the 
President, Vice President, and .other protectees for 
whom protection services, in the interest of the 
national security, are authorized; 

(8) reveal information that would seriously and 
demonstrably impair current national security emergency 
preparedness plans or reveal current vulnerabilities of 
systems, installations, infrastructures, or projects 
relating to the national security; or 

(9) violate a statute, treaty, or international 
·agreement. 

(c) An agency head shall notify the President through the 
Assistant to the President for National Security Affairs of any 
specific file series of records for which a review or assessment 
has determined that the information within that file series 
almost invariably falls within one or more of the exemption 
categories.listed in paragraph (b) of this section and which the 
agency proposes to exempt from automatic declassification. The 
notification shall include: 

(1) a description of the file series; 

(2) an explanation of why the information within the 
file series is almost invariably exempt from automatic 
declassification and why the information must remain 
classified for a longer period of time; and · 

(3) except for the identity of a confidential human 
source or a human intelligence source, as provided in 
paragraph (b) of this section, a specific date or event 
for declassification of the information. 

The President may direct the agency.head not to exempt the file 
series or to declassify the information within that series at an 
earlier date than recommended. File series exemptions previously 
approved by the President shall remain valid without any 
addit.ional agency action. 

(d) At least 180 days before information is automatically 
declassified under this section, an agency head or senior agency 
official shall notify the Director of the. Information Security 
Oversight Office, serving as Executive Secretary of the Panel, 
of any specific information beyond that included in a 
notification to the President under paragraph (c) of this 
section that the agency proposes to exempt .from automatic 
declassification. The notification shall include: · 

(1) a description of the information, either by 
·reference to information in specific records or in 
the form of a declassification guide; 

(2) an explanation of why the information is exempt 
from automatic declassification and must remain 
classified for a longer period of time; and 
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(3) except for the identity of a confidential human 
source or a human intelligence source, as provided in 
paragraph (b) of this section, a specific date or event 
for declassification of the information. The Panel may 
direct the agency not to exempt the information or to 
declassify it at an earlier date than recommended. The 
agency head may appeal such a decision to the President 
through the Assistant to the President for National 
Security Affairs. The information will remain 
classified while such an appeal is pending. 

(e) The following provisions shall apply to the onset of 
automatic declassification: 

. . ' 

(1) Classified records within an integral file block, 
as defined in this order, that are otherwise subject to 
automatic declassification un.der this section shall not 
be automatically declassified until December 31 of the 
year that is 25 years from the date of the most recent 
record within the file block. 

(2) By notification to the Director of the Information 
Security Oversight Office, before the records are 
subject to automatic declassification, an agency head 
or senior agency official designated under section 5.4 
of this order may delay automatic declassification for 
up to 5 additional years for classified information 
contained in microforms, motion pictures, audiotapes, 
videotapes, or comparable media that make a .review for 
possible declassification exemptions more difficult or 
costly. · 

(3) By notification to the Director of the Information 
Security Oversight Office, before the records are 
subject to automatic declassification, an agency head 
or senior agency official designated under section 5.4 
of this order may delay automatic declassification 
for up to 3 years for classified records that have 
been referred or transferred to that agency by 
another agency less than 3 years before automatic 
declassification would otherwise be required . 

. ( 4) By notification to the Director of the Information 
Security Oversight Office, an agency head or senior 
agency official designated under section 5.4 of this 
order may delay automatic declassification for up 
to 3 years from the date of discovery of classified 
records that were inadvertently not ·reviewed prior 
to the effective date of automatic declassification. 

(f) Information exempted from automatic declassification 
under this section shall remain subject to the mandatory and 
systematic declassification review provisions of this order. 

(g) .The Secretary of State shall determine when the 
United States should commence negotiations with the appropriate 
officials of a foreign government or international organization 
of governments to modify any treaty or international agreement 
that requires the classification of information contained in 
records affected by this section for a period longer than 
25 years from the date of its creation, unless the treaty 
or international agreement pertains to information that may · 
otherwise remain classified beyond 25 years under this section. 

(h) Records containing information that originated with 
other agencies or the disclosure of which would affect the 
interests or activities of other agencies shall be referred for 
review to those agencies and the information of concern shall 
be subject to automatic declassification only by those agencies, 
consistent with the provisions of subparagraphs (e) (3) and (e) (4) 
of this section. · 
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Sec. 3.4. Systematic Declassification Review. (a) Each 
agency that has originated classified information under this 
order or.its predecessors shall establish and .conduct a program 
for systematic declassification review. This program shall apply 
to records of permanent historical value exempted from automatic 
declassification under section 3.3 of this order. Agencies shall· 
prioritize the systematic review of records based upon the degree 
of researcher interest and the likelihood of declassification 
upon review. 

(b) The Archivist shall conduct a systematic 
deciassification review program for classified records: (1) 
accessioned into the National Archives as of.the effective date 
of this order; (2) transferred to the Archivist pursuant to 
Section 2203 of title 44, UniteQ. States Code; and (3) for which 
the National Archives serves as the custodian for an agency or 
organization that has gone out of existence. This program shall 
apply to pertinent records no later than 25 years from the date 
of their creation. The Archivist shall establish priorities for 
the systematic review of these records based upon the degree of 
researcher interest and.the.likelihood of declassification upon 
review. These records shall he reviewed in accordance with 
the standards of this order, its implementing directives, and 
declassification guides provided to the Archivist by each agency 
that originated the records. The Director of the Information 
Security Oversight Office shall ensure that agencies provide the 
Archivist with adequate and current declassification guides. 

(c) After consultation with affected agencies, the 
Secretary of Defense may establish special procedures for 
systematic review for declassification of classified cryptologic 
information, and the Director of Central Intelligence may 
establish special procedures for systematic review for 
declassification of classified information pertaining to 
intelligence activities (including special activities), or 
intelligence sources or methods. · · 

Sec. 3.5. Mandatory Declassification Review. (a) Except 
as provided in paragraph (b} of this section, all information 
classified·under this order or predecessor orders shall be 
subject to a review for declassification by the originating 
agency if: 

(1) the request for a review describes the document 
or material containing the information with sufficient 
specificity to enable the agency to locate it with a 
reasonable amount of effort; 

(2) the information is not exempted from search and 
review under sections 105C, 105D, or 701 of the 
National Security Act of 1947 (50 U.S.C. 403-5c, 
403-5e, and 431); and 

(3) the information has not been reviewed for 
declassification within the past 2 years. If the 
agency has reviewed the 1nformation within the past 

, 2 years, or the .information is the subject of pending 
litigation, the agency shall inform the requester of 
this fact and of the requester's appeal rights. · 

(b} Information originated by: 

(1) the incumbent President or, in the performapce 
of executive duties, the incumbent Vice President; 

(2) the incumbe~t President's. White House Staff or, 
in the performance of e~ecutive duties, the incumbent 
Vice President's Staff; · · · 
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(3) committees, commissions, or boards appointed by 
.the incumbent President; or 

(4) other entities within the Executive Office of 
the President that solely advise and assist the 
incumbent President is exempted from the provisions 
of pa,ragraph (a) of this section. However, the 
Archivist shall have the authority to review, 
downgrade, and declassify papers or records 9f former 
Presidents under the control of the Archivist pursuant 
to sections 2107, 2111, 2111 note, or 2203 of title 44; 
United States Code. Review procedures developed by the 
Archivist shall provide for consultation with agencies 
having primary subject matter interest and shall be 
consistent with the provisions of applicable laws 
or lawful.agreements that pertain to.the respective 
Presidential papers or .. records. · Agencies with primary 
subject matter interest shall be riotifiedpromptly of 
the Archivist's decision. ·Any final decision by the 
Archivist may be appealed by the requester or an agency 
to the Panel. The information shall remain classified 
pending a prompt decision on the> appeaL 

(c) Agencies conducting a mandatory· review for 
declassification shall.declassify information that no longer 
meets the standards for classification under this order. They 
shall release this information unless withholc:ling is otherwise 
authorized and warranted under applicable· law. 

(d) In accordance with directives issued pursuant to 
this order, agency heads shall develop procedures to process 
requests for the mandatory review of classified information. 
These procedures shall apply to information classified under 
this or predecessor orders. They also shall provide a means 
for administratively appealing a denial of.a mandatory review 
request, and for notifying the requester of the right to appeal 
a final.agency decision to the Panel. 

(e) After consultation with affected agencies, the 
Secretary of Defense shall develop specia,l procedures for 
the review of cryptologic information; the Director of Central 
Intelligence shall develop special procedures for the review 
of information pertaining to intelligence activities (including 
special activities), or intelligence sources or methods; and 
the Archivist shall develop special procedures for the review 
of information accessioned into the National Archives. 

'sec. 3. 6. Processina Reauests and Reviews. In response to 
a request for information under the Freedom of Information Act, 
the Privacy Act of 1974, or the mandatory review provisions of 
this order, or pursuant to the automatic declassification or 
systematic review provisions of this order: 

(a) An agency may refuse to confirm or deny the existence 
or nonexistence.of requested records whenever, the fact of their 
existence or nonexistence is itself classified under this orc:ler 
or its predecessors. 

(b) When an agency receives any request for documents 
~in its custody that contain information that was originally 
classified by another agency, or comes across such documents 
in the process of the automatic declassification or systematic 

. review provisions of this order, ·it sha,11 refer copies of any 
request and the pertinent documents to the originating agency · 
for processing, and may, after consultation with the originating 
agency, inform any requester of the referral unless such associa­
tion is itself classified under this order or its predecessors. 
In cases in which the originating.agency.determines in writing 
that a response under paragraph (a) of this section is required,. 
the referring agency shall respond to the requester in accordance 
with that paragraph. 
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Sec. 3.7. _Declassification Database. (a) The Director of 
the Information Security Oversight Office, in conjunction with 
those agencies that originate classified information, shall 
coordinate the linkage and effective- utilization of. existing 
agency databases of records that have been declassified and 
publicly released. 

(b) Agency heads shall fully cooperate with the Director 
of the Information Security Oversight Office in these efforts. 

PART 4--SAFEGUARDING 

Sec. 4.1. General Restrictions ori Access. (a) A person 
may have access to classified information provided that: 

(1) a favorable determination of eligibility for 
access has been made by an agency head or the agency 
head's designee; 

(2) the· person has signed an approved nondisclosure 
agreement; and 

(3) the person has a need-to-know the information. 

(b) Every person who has met the standards for access to 
classified information in paragraph (a) of this section shall 

-receive contemporaneous training on the proper safeguarding 
of classified information and on the criminal, civil, and 
adillinistrative sanctions that may be imposed on an individual 
who fails to protect classified information from unauthorized 
disclosur~~ · 

(c) Classified information shall remain under the control 
of ·the originating agency or its successor in function. An 

·agency shall not disclose information originally classified 
by another agency without its authorization. An official or 
employee leaving agency service may not remove classified 
information from the agency's control. 

(d) Classified information may not be removed from 
official premises without proper authorization. 

(e) Persons authorized to disseminate classified 
information outside the executive branch shall ensure the 
protection of the information in a manner equivalent to 
that provided within the executive branch. 

(f) Consistent with law, directives, and regulation, 
an agency head or senior agency official shall establish 
.uniform procedures to ensure that automated information systems, 
including networks and t_elecommunications systems, t;:hat collect, 
create, communicate, compute, disseminate~ process, or store 
classified information have controls that: 

(1) prevent access.by unauthorized persons; and 

(2) ensure the integrity of the information. 

(g) Consistent with law, directives, and regulation, each 
agency head or senior agency official shall establish controls 
to ensure that classified information is used, processed, stored, 
reproduced, transmitted, and destroyed under conditions that 
provide adequate protection and prevent access by unauthorized 
persons. 
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(h) Consistent with directives issued pursuant to this 
order, an agency shall safeguard foreign government information 

.under standards that provide a degree of protection at least 
equivalent to that required by the government or international· 
organization of governments that furnished the information. When 
adequate to achieve equivalency; these standards may be less 
restrictive than the safeguarding standards that ordinarily apply 
to United St.ates "Confidential" information, including modified 
handling and transmission and allowing access to individuals· with 
a need-to-know who have not otherwise been cleared.for· access to 
classified information or executed an approved nondisclosure 
agreement. 

(i) Except as otherwise provided by statute, this order, 
directives implementing this order, or by direction of the 
President, classified information originating in one agency 
.shall not be disseminated outside any other agency to which it 
has been made. available wi~hout the consent of the originating 
agency. An agency head· or senior agency official may waive this 
requirement for specific information originated within that 
agency. For purposes of tbis section, the Department of Defense 
shall be considered one.agency. Prior consent is not required 
when referring records for declassification review that contain 
information originating in several agencies. 

Sec. 4.2. Distribution Controls. (a) Each agency shall 
establish controls over.the distribution of classified infor­
mation to ensure that it· is distribu.ted only to organizations 
or individuals eligible fqr access and with a need-to-know 'the 
information. 

(b) In an emergency, when necessary to respond to an 
inuninent threat to life orin defense of the homeland, the agency 
head or any designee may authorize the disclosure of classified 
infor!'(lation to an individua3' or individuals who are otherwise 

. not eligible for access~ Such actions sha.11 be taken only in 
accordance with the directives implementing this order and 
any procedures issued by agencies governing the classified 
information, which shall be designed to minimize the classified 
information that is disclosed under these circumstances and the 
number of individuals who receive it. Information disclosed 
under this provision or implementing directives and procedures 
shall not be deemed declassified as a result of such disclosure 
or subsequent use by a recipient. Such disclosures shall 
be reported promptly to the originator of the classified 
information. For purposes of this section, the Director of 
Central Intelligence may issue an implementing directive· 
governing the emergency disclos.ure of classified intelligence 
information. · 

(c) Each agency shall update; at least annually, the 
automatic, routine, or recurring distribution of. classified 
information that they distribute. Recipients.shall' cooperate· 
fully with distributors who .are updating distribution lists and 
shall notify distributors whenever'.a relevant change in status 
occurs. 

Sec. 4.3. Soecial Access Proarams. (a) Establishment of 
special access programs. Unless otherwise autborized by the 
President, only the Secretaries of State, Defense, and Energy, 
and the Director of Central Intelligence, or the principal 
deputy of .each, may create a special access program. For 
special access· programs pertaining ta intelligence activities 

. (including special activities, but not including military 
operational, . strategic, and tactic9,l programs) , or intelligence 
sources or methods, this function shall be exercised.by the 
Director of Central Intelligence. These officials shall keep 
the number of these programs at .an absolute minimum, and shall 
establish them only.when the program is required by statute or 
upon a specific finding that: 
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(1) the vulnerability of, or threat to, specific 
information is exceptional; and 

(2) the normal criteria for determining eligibility 
for access applicable to information classified at.the 
same level are not deemed sufficient to protect the 
information from unauthorized disclosure. 

{b) Requirements and limitations. (1) Special access 
programs shall be limited to programs in which the number of 
persons who will have access ordinarily will be reasonably 
small and commensurate with the objective of providing enhanced 
protection for the information involved. 

(2) Each agency head shall establish and maintain a system 
of accounting for special access programs consistent with 
directives issued pursuant to this order. 

(3) Special access programs shall be subject to the 
oversight program established under section 5.4{d) of 
this order. In addition, the Director of the Information 
Security Oversight Office shall be afforded access to. these 
programs, in accordance with the security requirements of 
each program, in order to perform the functions assigned to 
the Information Security Oversight Office under this order. 

An agency head may limit access to a special access program 
to the Director and no more than one other employee of the 
Information Security Oversight Office, or, for special 
access programs that are extraordinarily sensitive and 
vulnerable, to the Director only. 

(4) The agency head or principal deputy shall review 
annually each special access program to determine whether 
it continu~s to meet the requirements of this order. 

(5) Upon request, an agency head shall }Jrief the Assistant 
to the President for National Security Affairs, or a · 
designee / on any or all. of the agency's special a.ccess 
prog:z;:-ams. 

{c) Nothing in this order shall supersede any requirement 
made by or under 10 U.S.C. 119. 

Sec. 4.4. Access by Historical Researchers and Certain 
Former Government Personnel. {a) The r~quirement in 
section 4.l{a) (3) of this order that access to classified 
information may be granted only to individuals who have a 
need-to-know the information may be waived for persons who: 

(1) are engaged in historical research projects; 

(2) previously have occupied policy~making positions 
to which they were appointed by the President under 
section 105{a) (2) {A) of title 3, United States Code, 
or the Vice President under 106{a.) (1) {A) of title 3, 
United States Code; or 

(3) served as President or Vice President. 

{b) Waivers under this section may be granted on1y if the 
agency head or senior agency official of the originating agency: 

(1) determines in writing that access is consistent 
with the interest of the national security; 

(2) takes appropriate steps to protect classified 
information from unauthorized disclosure or compromise, 
and ensures that the information is safeguarded in 
a manner consistent with this order; and 
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(3) limits the· access granted to former Presidential 
appointees and Vice Presidential appointees to items 
that the person originated, reviewed, signed, or 
received while serving as a Presidential appointee 
or a Vice Presidential appointee. 

PART 5--IMPLEMENTATION AND REVIEW 

Sec. 5.1. Proaram Direction. (a) The Director of the 
Information Security Oversight Office, under the direction of 
the Archivist and in consultation with the Assistant to the 
President for National Security Affairs, shall issue such 
directives as are necessary to implement this order. These 
directives shall be binding upon the agencies. Directives issued 
by the Director of the Information Security· oversight Office. 
shall establish standards for: 

(1) classification and marking principles; 

(2) safeguarding classified information, which shall 
pertain to the handling, storage, distribution, 
transmittal, and destruction of and ·accounting for 
classified information; · 

(3) agency security education and training programs; 

(4) agency self-inspection programs; and 

(5) classification and declassification guides. 

(b) The Archivist shall delegate the implementation and 
monitoring functions of this program to the Director of the , 
Information Security Oversight Office. 

Sec. 5.2. Informatiort·Security Oversight Office. 
(a) There is established within the National Archives an 
Information Security Oversight Office. The Archivist shall 
appoint the Director of the Information Security Oversight 
Office, sub~ect to the approval of the President. 

(b) Under the direction of the Archivist, acting in 
consultation with the. Assistant to the President for National 
Security Affairs, the Director of the Information Security 
Oversight Office shall: 

(1) develop directives for the implementation of this 
order; · 

(2) oversee agency actions to ensure compliance with 
this order and its implementing directives; 

(3) review and approve agency implementing regulations 
and agency guides for systematic declassification 
review prior to their issuance by the agency; 

(4) have the authority to conduct on-site reviews of 
each agency's program established under this order, and 
to require of each agency those reports, information, 
and other cooperation that.may be necessary to fulfill 
its responsibilities. If granting access to specific 
categories of clas$ified information would.pose an 
exceptional national security risk, the affected agency 
head or the senior agency official shall submit a 

·written justification recommenciing the denial of access 
to the President through the Assistant to the President 
for National Security Affairs within 60 days of the 
request for access. Access shall be denied pending 
the.response; 
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(5) review requests for original classification 
authority from agencies or officials not granted 
original classification authority and, if deemed . 
appropriate,· recorrunend.Presidential approval through 
the Assistant to the President for National Security · 
Affairs; 

(6) consider and take action on. complaints and 
·.suggestions from persons within or outside the 

Government with respect to the administration of. 
··the program established urider this order; 

(7) have the authority.to. prescribe, after 
consultation with affected agencies, standardization 
of forms or procedures that.will promote the 
implementation of the program established under 
this order; 

. . ' -

(8) report at.least annually tothe President on 
the implementation of this order; and 

(9) convene and chair interagency meetings to discuss 
matters pertaining to the. program established by·this 
order. 

Sec. 5.3. Interagency Security Classification Appeals 
Panel. 

(a) Establishment and administration. 

(1) There is established an Intieragency Security 
Classification Appeals Panel. The Departments·of 
State, Defense, ·and·Justice, the.Central Intelligence 
Agency, the National Archives, and the Assistant to the 
President for Nationa,l Security Affairs shall each be 

· represented by a senior-level representative who is a 
· ftill.:...time or permanent part-time Federal officer or ·. 
employee designated to serve as a member of the Panel 
by the respective agency head. The President shall 
select the Chair of the Panel from among.the Panel· 
members. 

(2) A vacancy on the Panel shall I::>e filled as quickly 
as possible as provided in paragraph (a) (1) o.f this· 
section. 

(3) The Director of the Information Security Oversight 
Office shall serve as the Executive Secretary. The 
staff of the. Information SecuritY Oversight Office 
shall provide program and administrative support for 
the Panel. · · · 

. ., ,··,-, , ' - . 

(4) The members and staff Of the Panel shall be 
required to meet.eligibility for access standards . 
in order to fulfill . the Panel's functions. · 

. ( 5J The Panel shall meet at the call of . the Chair. 
· The Chair shall schedule meetings as may be necessary 

for the Panel to fulfill.its functions in a timely 
manner. 

(6). The Information Security Oversight Office shall 
include in its r:eports to. the President a summary of· 
the Panel's activities. 

(b) Functi<;>ns. The Panel shall: 
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(1) decide on appeals by persons who have filed 
classification challenges under section 1.8 of 
this order; 

(2) approve, deny, or amend agency exemptions from 
automatic declassification as provided in section 3.3 
of this order; an.d 

(3)· decide on appeals by persons or entities who have 
filed requests for mandatory declassification review 
under section 3.5 of this order. 

(c) Rules and procedures.· The Panel shall issue bylaws, 
which shall be published in the Federal Reaister. The bylaws 
shall establish the rules and procedures.that the Panel will 
fOllow in accepting, considering, and issuing decisions on 
appeals.· The rules and procedures of the Panel shall provide. 
that the Panel will consider appeals only on actions in which: 

(1) the appellant has exhausted his or her administrative 
remedies within the responsible agency; 

(2) there is no current action pending on the issue 
within the Federal courts; and 

(3) the information has not beien the subject of review 
by the Federal courts o:r the Panel within the past 2 yE;!ars .. 

(d) Agency heads shall cooperate fully with the Panel so 
that it·can fulfill its functions in a timely and fully informed 
manner. An agency head may appeal a· decision of the Panel to the 
President through the Assistant to the President for National 
Security Affairs; The Panel shall report. to the President 
through the Assistant to the President for National Security 
Affairs any instance in which it believes that an agency head 
is not cooperating fully with the Pane;!l. · · 

(e) The Panel _is ·established for the sole purpose of 
advising and assisting the President in the discharge of his 
constitutional and discretionary authority to protect the 
national security of the United States. Panel decisions are 
corrunitted to the discretion of the Panel, unless changed by 

·the President. 

(f) Notwithstanding paragraphs (a) through (e) of this 
section, whenever the Panel reaches a conclusion that information 
owned or controlled by the Director of Central Intelligence 
(Director) should be declassified, and the Director notifies 
the Panel that he objects to its conclusion because.he has 
determined that the information could reasonably be expected 
to cause damage to the national security and to reveal (1) the 
identity of a human intelligence source, or (2) information about 
the application of an intelligence source or method (including 
any information thCit concerns, or is provided as a result of, a 
relationship with a cooperating intelligence element of a foreign 
government), the.information shall remain.classified unless the 

·Director's determination is appealed to the President, and the 
President reverses the determination. 

Sec. 5.4. General Responsibilities. Heads of agencies that 
originate or handle classified information shall: 

(a) demonstrate personal cortunitment and corrunit senior 
management to the successful implementation of the program 
established under this order; · 

(b) corrunit necessary resources to the effective 
implementation of the program established under this order; 
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(c} ensure that agency records systems are designed 
and maintained to optimize the safeguarding of classified 

·information, and to facilitate its declassification under 
the terms of this order when it no longer-meets the standards 
for continued classification; and · 

(d) designate a senior agency official to direct and 
administer· the program; whose responsibilities shall include: 

(1) overseeing the agenc~s program established 
under this order, provided, an agency head may 
designate a separate official to oversee special 
access programs authorized under this order. This 
official shall provide a full accounting of the 
agency's special access programs· at least annually; 

( 2) \ promulgating implementing regulations, which · 
shall be published in the Federal Register to the 
extent that they affect members of the public; 

(3) establishing and maintaining security education 
and training programs; 

(4) establishing and maintaining an ongoing self­
inspection program, which shall include the periodic 
review and ~ssessment of .the agenc~s classified 
product; 

(5) establishing procedures.to prevent unnecessary 
access to classified information, including procedures 
that: 

(A) require that a need for access to 
classified information is established before 
initiating administrative.clearance procedures; and 

(B) ez:isure that the number of persons granted 
access to classified information is limited to the 
minimum consistent with operational and security 
requirements and needs; 

(6) developing special contingency plans for the 
safeguarding of classified information used in or 
near hostile or potentially hostile. areas; 

(7) ensuring that the performance contract or other 
system used to rate civilian or military personnel 
performance includes the management of classified 
information as a critical element or item to be 
evaluated in the rating of: 

(Af original classification authorities; 

(B) security managers or security specialists; 
and 

(C) -all other personnel whose duties 
significantly involve the creation or handling of 
classified information; 

(8) accounting for the costs associated with the 
implementation of this order,. which shall be reported· 
to the Director of the Information Security Oversight 
Office for publication; and · 
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(9) assigning in a prompt manner agency personnel to 
respond to any request, appeal, challenge, complaint, 
or suggestion arising out of this order that pertains 
to classified information that originated in a 

.component of the agency that no longer exists and 
·for which there is no clear successor in function. 

Sec~ 5. 5. Sanctions. (a) If the Director of the 
Information Security Oversight Office finds.that a violation 
of ·thi.s order or its implementing directives has occurred, the 
Director shall make a report to the head of the agency .or to the · 
senior agency official so that corrective steps, if appropriate, 
may be taken. 

(b) Officers .and employees of the United States Government, 
and its contractors, licensees, certificate holdersi and gr~ntees 
shall be subject to appropriate sanctions if they knowingly~ 
willfully, or negligently: 

(1) disclose to unauthorized persons information 
properly classified under this order or predec~ssor 
orders; · 

(2) classify or continue the classification of 
information in violation of this order or any 
implementing directive;, 

(3) create or continue a special access program 
contrary to the requirements of this order; or 

(4) contravene any .other provision of this order 
or its implementing directives: 

(c) Sanctions may include reprimand, suspension without 
pay, removal, termination of classification authority, loss or 
denial of access to classified information, or other sanctions 
in accordance with applicable law and agency regulation .. 

(d) The agency head, senior agency official, or other 
supervisory official shall, at a minimum, promptly remove t.he 
classification authority of any individual who demonstrates 
reckless disregard or a pattern of error.in applying the 
classification standards of this order~ 

(e) The agency head or senior agency official shall: 

(1) take appropriate and prompt corrective action 
when a violation.or infraction under paragraph ·(b) 
of this section ocdurs; and 

(2) notify tl:le Director of the Information 
Security Oversight Office when·a violation under 
paragraph (b) (1), (2), or (3) of this section occurs. 

PART 6--GENERAL PROVISIONS 

Sec. 6.1. Definitions. For purposes of this order: 

(a) "Access" means the ability or opportunity to gain 
knowledge of classified information. 

(b) "Agency" means any "Executive agency," as defined 
in 5 U.S.C. 105; any "Military department" as defined in 
5 U.S,C. 102; and any other entity within the executive branch 
that comes into the possession o.f classified information. 
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( c) "Automated information system" means an assembly of 
computer hardware, software, or firmware configured to collect, 
create, communicate, compute, disseminate, process, store, or 
control data or information. · 

(d) "Automatic declassification" means the declassification 
of information based solely.upon: 

( 1). the occurrence of a specific date or event as 
determined by the ·original classification authority; or 

(2) the expiration of a maximum time frame for 
duration of classification established under this 
order. 

(e) "Classification" means the act or process by which 
information is determined to be classified information. · 

(f) "Classification guidance" means any instruction 
or source that prescribes the classification of specific 
information. 

(g) "Classification guide" means a documentary form of 
classification guidance issued by an original classification 
authority that identifies the elements of information regarding 
a specific subject that must be classified and establishes the 
level and duration of classification for each such element. 

(h) "Classified national security information" o;r: 
"classified information" means inf.ormation that has been 
determined pursuant to this order or any predecessor order to 
require protection against unauthorized disclosure and is marked 
to indicate its classified status when in documentary form. 

(i) "Confidential source" means any individual or 
organization that has provided, or that may reasonably be 
expected to provide,. information to the United States on matters 
pertaining to the national security with the expectation that 
the information or relationship, or both, are to be held in 
confidence. 

(j) "Damage to the national security" means harm to the 
national defense or foreign relations of the United States 
from the unauthorized disclosure of information, taking into 
consideration such aspects of the information as the sensitivity, 
value, utility, and provenance of that information. 

(k) "Declassification" means the authorized change in the 
status of information from classified information to unclassified 
information. 

( 1) "Declassification authority" means: 

(1) the official who authorized the original 
classification, if that official is still serving in 
the same position; 

(2) the originato~s current successor in function; 

(3) a supervisory official of either; or 

(4) officials delegated declassification authority 
in writing by the agency head or the senior agency 
official. 
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(m) "Declassification guide" means written instructions 
issued by a declassification authority that describes the 
elements of information regarding a specific subject that may 
be declassified and the elements that must remain classified. 

(n) "Derivative Classification" means. the incorporating, 
paraphrasing, restating, or generating in new form inf9rmation 
that is already classified, and marking the newly developed 
material consistent with the classification markings that apply 
to the source information. Derivative classification includes 
the classification of information based on classification 
guidance. The duplication or reproduction of existing 
classified information is not derivative classification. 

(o) "Document" means any recorded information, regardless 
of the nature of the medium or the method or circumstances of 
recording. 

(p) "Downgrading" means a determination by a 
declassification authority that information classified and 
safeguarded at a specified level shall be classified and 
safeguarded at a lower level. 

( q) "File series" means file uni ts or documents arranged 
according to a filing system or kept together because they 
relate to a particular subject or function, result from the 
same activity, document a specific kind of transaction, take 
a particular physical form, or have some other relationship 
arising out of their creation, receipt, or use, such as 
restrictions on access or use. 

(r) "Foreign government information" means: 

(1) information provided to the United States 
Government by a foreign government or governments, 
an international organization of governments, or 
any element thereof, with the expectation that the 
information, the source of the information, or both, 
are to be held in confidence; 

(2) information produced by the United States 
Government pursuant to or as a result of a joint 
arrangement with a foreign government or governments, 
or an international organization of governments, or any 
element thereof, requiring that the information, the 
arrangement, or both, are to be held in confidence; or 

(3) information·re?ceived and treated as "foreign 
government information" under the terms of a 
predecessor order. 

(s) "Information" means any knowledge that can be 
communicated or documentary material, regardless of its physical 
form or characteristics, that is owned by, produced by or for, or 
is under the control of the United. States Government. "Control" 
means the authority of the agency that originates information, or 
its successor in function, to regulate access to the information. 

(t) "Infraction" means any knowing, willful, or negligent 
action contrary to the requirements of this order or its 
implementing directives that does not constitute a "violation," 
as defined below. 

(u) "Integral file block" means a distinct component 
of a file series, as defined.in this section, that shoul9 be 
maintained as a separate unit in order to ensure the integrity 
of the records. An integral file block may consist of a set of 
records covering either a specific topic or a range of time such 
as presidential administration or a 5-year retirement schedule 
within a specific file series that is retired from active use 
as a group. 
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( j j) · ,; Source document" means an existing document 
that contains classified information tha.t is incorporated., 
paraphrased, restated, or generated in new form into a new 
document. · 

(kk) "Special access .program" means a program established 
for a specific class of classified information that imposes 
safeguarding and access requirements that exceed those normally 
required for information at the same classification. level. 

(11) "Systematic declassification review" means the 
review for declassification of classified information contained 
in records that have been determined by the Arch.i vis t to have 
permanent historical value in accordance with title 44, 
United States Code. 

(mm) "Telecommunications" means the preparation, 
transmission, or communication of information by electronic 
means. 

(nn) "Unauthorized disclosure" means a communication or 
physical transfer of classified information to an unauthorized 
recipient. 

(oo) "Violation" means: 

(1) any .knowing, willful, or negligent action 
that could reasonably be expected to result in an 
unauthorized disclosure.of.classified information; 

(2) any kno~ing, willful, or negligent action to 
classify or continue the classification of information 
contrary to the.requirements of this order or its 
implementing directives; or 

(3) any knowing, willful; or negligent action to 
create or continue a special access program contrary 
to the requirements of this order. 

(pp) "Weapons of mass destruction" means chemical, 
biological, radiological, and riuclear weapons. 

Sec. 6.2. General Provisions. (a) Nothing in this order 
shall supersede any requirement made by.or'under the Atomic 
Energy Act of 1954, as amended, or the National Security Act 
of 1947, as amended. "Restricted Data" and "Formerly Restricted 
Data 11

' shall be handled, protected, classified, downgraded, and 
declassified inconformity with the provisions of the Atomic 
Energy Act of 1954, as amended,and·iegulations issued under 
that Act. 

. . 

(b) The Attorney General, upon request by the head of an 
agency or the Director of the Information Security Oversight 
Office, shall render an interpretation of this order with respect 
·to any question arising in the course of its administration. 

(c) Nothing in this order limits the protection afforded 
any information. by other provisions of law, including the 
Constitution, Freedom of Information Act exemptions, the Privacy 
Act of 197 4, and the National Security Act of 194 7, as amended. 
This order is not intended to anddoes not create any right or 
benefit, substantive or procedural, enforcea})le at law by a 
party against the united States, its departments, agencies, 
officers, employees, or agents. The.foregoing is in addition 
to the specific provisos set forth in sections 3.l(b) and 5.3(e) 
of this ·ord~r." · 

more 
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(d) Executive Ord~r 12356 of April 6, 1982, was revoked 
as of October l4, 1995. 

Sec. · 6. 3. Effective Date. This order is effective 
immediately, except for section 1.6," which shall become effective 
180 days from the date of this order. 

THE WHITE HOUSE, 
March 25, 2003. 

GEORGE W. BUSH 

# # # 



THE WHITE HOUSE 

Off ice of the Press Secretary 

For Immediate Release March 26, 2003 

NATIONAL CHILI) ABUSE PREVENTION MONTH, 2003 

BY THE PRESIDENT OF THE UNITED STATES OF AMERICA 

A PROCLAMATION 

Our Nation has an important responsibility to create 
a caring environment in which our children can flourish and 
reach their full potential. As we observe the 20th anniversary 
of National Child Abuse Prevention Month, we recognize the 
significant progress we have made to increase the safety 
and security of our childreri. We also renew our commitment 
to protecting our most vulnerable citizens from harm. Child 
abuse and neglect are national tragedies, and we must work 
together to eradicate them. · · 

Every day,' thousands of children are mistreated 
by their parents, guardians, relatives, or caregivers. 
On average, three children a day die as a result of abuse 
and neglect, and countless. others remain silent, their pain 
unnoticed and unreported. These children face challenges that 
no child deserves, and young people who have experienced abuse 
may grow into adults who are self-.,.destructive and damaging to. 
our communities. To help these children become healthy and 
happy adults, parents and caregivers must provide them with 
love, security,· emotional support, and a strong connection 
to their extended families and communities. 

To help ensure the safety and well-being of our children, 
my Administration is committed to supporting and strengthening 
families. In the last year, we have worked with faith~based 
and community organizations to promote healthy marriages, 
responsible fatherhood, ahd partnerships that seek to prevent 
child abuse and neglect. We also worked with the Congress 
to reauthorize the· Promoting Safe and Stable Families program. 
This year, we are asking the Congress to fully fund this 
program at $505 million, an increase of more than 65 percent. 
In addition, we are working with the Congress to reauthorize 
the Child Abuse Prevention.and Treatment Act. This important 
legislation will provide funding to States for child abuse 

.prevention activities and other.vital programs. 

Every child is a blessing. Through the cooperation 
of'Federal, State, and local governments, faith-based and 
community organizations, schools, law enforcement, and health 
and htiman service agencies, we can develop and enhance success­
ful prevention· strategies that protect our young people. In 
addition, we must continue to recognize the spirit of compassion 
in individuals and community groups across our Nation that offer 
care, guidance, and support for young people; parents, and 
caregivers. By working together, we can put hope in our 
children's hearts and ensure healthy and safe lives for all 
our children. 

NOW, THEREFORE, I, GEORGE W. BUSH, President of.the 
United States of America, by virtue of the authority vested 
in me by the Constitution and laws of the United States, do 

more 
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hereby proclaim April 2003 as National Child Abuse Prevention 
Month. I encourage all Americans to join together to support 
strong families, protec:::t our children from abuse, neglect, and 
maltreatment, and make our Nation a more promising place for all. 

IN WITNESS WHEREOF, I have hereunto set my hand 
this twenty-sixth day of March, in the year of our Lord 
.two thousand three, and of the Independence of the United States 
of America the two hundred and twenty-seventh. 

GEORGE W. BUSH 

# # # 

\ 



THE WHITE HOUSE 

Off ice of the Press Secretary 

For Irrun.ediate Release March 26, 2003 

TEXT OF A LETTER FROM THE PRESIDENT 
TO THE CHAIRMEN OF THE HOUSE AND SENATE 

COMMITTEES ON APPROPRIATIONS AND ARMED SERVICES, 
THE HOUSE COMMITTEE ON INTERNATIONAL RELATIONS, 

AND THE SENATE. COMMITTEE ON FOREIGN RELATIONS 

March 25, 2003 · 

Dear .Mr. Chairman: 

On August 26, 2002, I submitted a report "regarding each country 
being actively considered for NATO membership." That report 
was prepared pursuant to section 3(2) (E) (i) of the Resolution 
of Ratification to the Protocols to the North Atlantic Treaty of 
1949 on the Accession of Poland, Hungary, and the Czech Republic, 
adopted on April 30, 1998. · · 

As you know, on November 22, 2002, I joined the other leaders of 
NATO in inviting Bulgaria, Estonia, Latvia, Lithuania, Romania, 
Slovakia, and Slovenia to become member::? of NATO.. I am firmly 
convinced that the membership o.f these nations will advance the 
cause of freedom, and make NATO stronger for the future. 

Section 3(2) (E) (ii) of the 1998 Resolution of Ratification 
requires classified and unclassified updates to the report 
submitted on August 26, 2002, As stated in that Resolution, 
"Prior to the signing of any protocol to the N.orth Atlantic 
Treaty on the accession of any country, the President shall 
submit to the appropriate congressional corrunittees a report, .. 
in classified and unclassified forms: · 

(I) updating the information contained in the report required 
:under clause (i) with respect to that country; and 

(II) including an analysis of that country's ability to meet the 
fu'll range of the financial burdens of NATO membership, and 
the likely impact upon the military effectiveness of NATO of 
the country invited for accession talks, if the country were 
to be admitted to NATO." 

I am hereby providing this updated report, as prepared by 
my Administration. In doing so, I note with appreciation 
the continued and strong bipartisan support that the Congress 
has shown on the issue of NATO enlargement. ' · 

Sincerely, 

GEORGE W. BUSH 

# # # 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release March 26, 2003 

STATEMENT BY THE PRESIDENT 

Laura and I are saddened by the death of Senator Daniel Patrick Moynihan. Senator Moynihan 
was an intellectual pioneer and a trusted advisor to Presidents of both parties. I appreciated his 
service to my Administration as Co-Chairman of my Commission to Strengthen Social Security. 
Representing the people of New York for 24 years, Senator Moynihan was a leader in the Senate 
and was recognized for his commitment to free trade, Social' Security, freedom for people around 
the world, and equal opportunity for all Americans. He committed his life to service and will be 
sorely missed. We express our deepest sympathies to Senator Moynihan's family. 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

FOR IMMEDIATE RELEASE March 26, 2003 

PRESS SCHEDULE OF THE PRESIDENT FOR THURSDAY, MARCH 27, 2003 

Intown Travel Pool 
Wires: AP, Reuters, Bloomberg 
Wire Photos: AP, Reuters, AFP 
TV Corr & Crew: FOX 
Print: Houston Chronicle 
Radio: AP 
Mag Photo: Time 
Independent Pool: C-SP AN 

6:45am 

11:00 am 

INTOWN TRAVEL POOL gathers in Brady Press Briefing Room· 

THE PRESIDENT participates in a Joint Press Availability with the 
Prime Minister of Great Britain 

4:30 pm I 

Camp David, Maryland 
POOL COVERAGE 

THE PRESIDENT arrives the White House via Marine One 
South Lawn, The White House 
OPEN PRESS 
(pre-set will be at 4:00 pm) 

Briefing Schedule: 
There will be no Gaggle or Briefing 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release March 26, 2003 

NOMINATIONS SENT TO THE SENATE: 

John Francis Bardelli, of California, to be United States 
Marshal for the District of Connecticut for the term of 
four years, vice John R. O'Connor. 

Marsha E. Barnes, of Maryland, a Career Member of the 
Senior Foreign Se~vice, Class of Counselor, to be Ambassador 
Extraordinary and Plenipotentiary of the United States of 
America to the Republic of Suriname. 

Robert N. Davis, of Florida, to be a Judge of the 
United States Court of Appeals for Veterans Claims for the 
term prescribed by law, vice a new position created by Public 
Law 107-103, approved December 27, 2001. 

Michael J. Garcia, of New York, to be an Assistant 
Secretary of Homeland Security. (New Position) 

Adam Noel Torres, of California, to be United States 
Marshal for the Central District of California for the 
term of four years, vice Jose Antonio Perez. 

# # # 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release March 26, 2003 

STATEMENT BY THE PRESIDENT 

I commend the Senate Republican leadership for its commitment to jobs and growth and , 
for acting quickly to pass a budget resolution, in sharp contrast to last year when the 
Senate did not even pass such a resolution. It is unfortunate that the full Senate has 
failed to pass a budget that provides for my entire economic growth and job creation plan. 
The House budget took the bold steps necessary to boost our economy, and we will work 
to ensure that the final House-Senate budget provides the growth measures American 
workers deserve. 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release March 27, 2003 

STATEMENT BY THE PRESIDENT 

As we take steps abroad to make the world a safer place for all, there are important steps 
we can take at home to make America a safer place for children. 

I commend the House for acting today on legislation that will help expand, enhance, and 
coordinate the successful Amber Alert system across our nation. I look forward to 
legislation reaching my desk as quickly as possible so that I may sign it into law. 

The prevention and investigation of child abductions will always be a top priority in my 
administration. Thatis why my administration began taking steps last year to expand 
and improve the Amber Alert system, including allocating existing federal resources to 
this effort and appointing a federal coordinator within the Department of Justice. 

Protecting our children is a shared priority for the American people and federal; state and 
local authorities. We must use every resource possible to find and safely return missing 
children to their families and their homes, just as we will continue to use every tool 
within the law to vigorously prosecute and severely punish those who would do our 
children harm. 

### 
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THE WHITE HOUSE 

OFFICE OF THE PRESS SECRETARY 

FOR IMMEDIATE RELEASE March 27, 2003 

STATEMENT BY THE PRESS SECRETARY 

The President - today declared an emergency exists in the State of 
New York and ordered Federal aid to supplement State and local 
recovery efforts in_ the area struck\by record/near record snow on 
February 17-18, 2003. 

The President's action makes Federal funding available to the 
State and eligible local governments in Albany, Broome, Chenango, 
Columbia, Delaware, Dutchess, Greene, Nassau, Orange, Putnam, 
Rockland, Schenectady, Schoharie, Suffolk, Sullivan, Ulster and 
Westchester Counties, and New York City. 

Assistance is available to State and eligible local governments on 
a cost-sharing basis for emergency protective measures that were 
undertaken to save lives and protect public health, safety and 
property over a 48-hour period. 

Representing FEMA, Michael D. Bro'Wn, Acting Under -Secretary for 
Emergency Preparedness and Response, named Peter Martinasco as the 
Federal Coordinating Officer for Federal recovery operations in 
the affected area. 

FOR FURTHER INFORMATION CONTACT: FEMA (202) 646-4600. 



THE WHITE HOUSE 

OFFICE OF THE PRESS SECRETARY 

FOR IMMEDIATE RELEASE March 27, 2003 

STATEMENT BY THE PRESS SECRETARY 

The President today declared a major disaster exists in the State 
of North Carolina and ordered Federal aid to supplement State and 
local recovery efforts iri the area struck by an ice storm on 
February 27-28, 2003. 

Federal funding is available to State and eligible local 
governments on a cost-sharing basis for the repair or replacement 
of public facilities damaged ~Y the ice storm in the counties of 
Alamance, Caswell, Forsyth, Granville, Guilford, Orange, Person, 
Rockingham, and Stokes. 

Federal funding is also available on a cost-share basis for hazard 
mitigation measures. 

Representing the Federal Emergency Management Agency (FEMA) , 
Michael D. Brown, Acting Under Secretary for Emergency 
Preparedness and Response, Departmeqt of Homeland Security, named 
Michael Bolch as the Federal Coordinating Officer for Federal 
recovery operations 1n the affected area. 

The Agency said that damage surveys are continuing in other areas, 
and additional counties may be .added for assistance after the 
assessments are completed. 

FOR FURTHER INFORMATION CONTACT: FEMA (202) 646-4600. 



THE WHITE .HOUSE 

OFFICE OF THE PRESS SECRETARY 

FOR IMMEDIATE RELEASE March 2_7, 2003 

STATEMENT BY THE PRESS SECRETARY 

The President today declared an emergency exists in the State of 
Rhode Island and ordered Federal aid to supplement state and local 
recovery efforts in the area struck by record/near record snow on 
February 17-18, 2003. 

The President's action makes Federal funding available to the 
State and eligible local governments· in two counties. The 
counties include Providence and Washington. 

Assistance is available to State and e+igible local governments on 
a cost-sharing basis for emergency protective measures that were 
undertaken to save. lives and protect public health, safety and 
property over a 48-hour perio4. 

Representing FEMA; Michael D. Brown, Acting Under Secretary for 
Emergency Preparedness and Response, named James N .. Russo as the 

. Federal Coordinating Officer for Federal recovery operations in 
the affected area. · · 

FOR FURTHER INFORMATION CONTACT: FEMA (202) 646-4600. 



THE WHITE HOUSE 

OFFICE OF THE PRESS SECRETARY 

FOR IMMEDIATE RELEASE March 27, 2003 

STATEMENT BY THE PRESS SECRETARY 

The President today · declared a major -disaster exists in the 
Commonweal th of Virginia and ordered Federal aid to supplement 
Commonwealth and local recovery efforts in the area struck by a 
severe winter storm, record/near record snowfall, heavy rain, 
flooding, and mudslides on February 15-28, 2003. 

The President's action makes Federal funding available to 
affected individuals in Buchanan, Dickenson, Montgomery, Russell, 
Tazewell and Wise Counties and the Cities of Norton, Roanoke, and 
Salem. 

.. \. t ' ,.~ 
Assistance can include grants for · temporary housing and home 
repairs, low-cost loans to cover uninsured property losses, and 
other programs to help individuals and business owners recover 
from the effects of the disaster. 

In addition, assistance for emergency' protective measures that 
were taken to save lives and· protect public health, safety and 
property over a 48-hour period is available to the· Commonwealth 
and eligible local governments . in the following jurisdictions 
which experienced record/near-record snowfall: the counties of 
Arlington, Clarke, Fairfax, Fauquier, Frederick, Highland, 
Loudoun, Orange, and Rappahannock, and the cities of Alexandria, 
Fairfax, Falls Church, and Winch~ster. 

Federal funding is also available on a cost-share basis for 
hazard mitigation measures. 

Representing the Federal .. Emergency Management . Agency (FEMA) , 
Michael D. Brown, Acting Under· Secretary for Emergency 
Preparedness and Response, Department of Homeland Security, named 
Mr. Justo Hernandez as the Federal Coordinating Officer for 
Federal recovery operations in the affected area. 

The Agency said that damage surveys are continuing in other 
areas, and additional counties may.be added for assistance after 
the assessments are completed. 

The Agency said that residents and business owners who sustained 
losses in the design~ted counties can begin applying for 
assistance tomorrow by calling 1-800-621-FEMA ( 3362) , or 1-800-
462-7585 (TTY) for the hearing and i:;peech impaired. The toll­
free telephone numbers will operate from 8 a .m. to 6 p .m. seven 
days a week until further notice. 

. . 

FOR FURTHER INFORMATION CONTACT: FEMA (202) 646-4600 



, THE WHITE HOUSE 

Office of the Press Secr~tary 

FOR IMMEDIATE RELEASE March 27, 2003 

STATEMENT BY THE PRESS SECRETARY 

The President commends Chairman Hatch and the Senate Judiciary Committee for acting on the 
nomination of Priscilla Owen to be a Judge on the United States Court of Appeals and reporting 
her nomination to the full Senate for a vote. 

Justice Owen has served on the Texas Supreme Court since 1995 and was re-elected to that court 
by an overwhelming majority in 2000 after being endorsed by every major Texas newspaper. 
She has led a distinguished career and has earned the respect and admiration of those who know 
her record best, including 15 past presidents of the State Bar of Texas, both Democrats and 
Republicans, and three formerDemocrat Justices on the Texas Supreme Court. The American 
Bar Association unanimously rated her "well-qualified," its highest possible rating. 

First nominated on May 9, 2001, Justice Owen has been held up for far too long and it is time for 
the Senate to rise above the partisan politics and hold an up or down vote on this extremely 
qualified nominee. When confirmed, she will serve the court and the American people with 
great distinction. 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

FOR IMMEDIATE RELEASE 

President George W. Bush today announced his intention to nominate one individual to serve in · 
his administration: 

The President intends to nominate Charles W. Grim of Oklahoma, to be Director of the Indian 
Health Service, Public Health Servicefor a four-year term. Dr. Grim currently serves as the 
Interim Director of the Indian Health Service for-:Public Health Service. He previously served as 
Area Director forthe Oklahoma City Area Indian Health Service. He also served as the Director 
of the Office of Health Programs for the Phoenix Area Indian Health Service. He currently 
serves.on the Department of Health and Human Serviees' Intradepartmental Council on Native· 
American Affairs, the Minority Initiatives Steering Committee and the Tribal College and 
Universities Initiatives Committee. He is a graduate of the University of Okllahoma; he earned 
his D.D.S. from the University of Oklahoma College of Dentistry and his master's degree from 
the University of Michigan School of Public Health. 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release · March 27, 2003 

NOMINATIONS SENT TO THE SENATE: 

L. Scott .Coogler, of Alabama, to be United States 
District Judge for the Northern District of Alabama, vice 
H. Dean Buttram, Jr., resigned. 

Charles W. Grim, of Oklahoma, to be Director of the Indian 
Health Service, Department of Health and Human Services, for a 
term of four years, vice Michael H. Trujillo. 

Mark R. Kravitz, of Connecticut, to be United States 
District Judge for the District of Connecticut, vice Alfred V. 
Covello, retired. 

John A. Woodcock, Jr., of Maine, to be United States 
District Judge for the District of Maine, vice Gene Carter, 
retired. 

# # # 
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Birth: (b)(6) 

Legal Residence: Connecticut 

Marital Status: Married 

Education: 1968 - 1972 

1972 - 1975 

Bar: 1975 

Experience: 1975 - 1976 

1976 - 1978 

1978 - 1979 

1980 - present 

1995 - 2001 

2000 

Mark R. Kravitz 

Philadelph_ia, Pennsylvania 

Wendy E. Kravitz 
three children 

Wesleyan University 
B.A. degree 

Georgetown University Law Center 
J.D. degree 

Connecticut 

Law Clerk to the Honorable James Hunter, ill 
United States Court of Appeals for the Third Circuit 

Wiggin & Dana, LLP 
Associate 

Law Clerk to the Honorable William H. Rehnquist 
Supreme Court of the United States 

Wiggin & Dana, LLP 
Partner 

University of Connecticut Law School 
Adjunct Professor 

Yale Law School 
Visiting Lecturer in Law 

To be United States District Judge· for the District of Connecticut 
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SUPPORTER CONTACTS FOR MARK R. KRAVITZ 

Kate Stith Cabranes 
Connecticut Bar Foundation 
(203)432-4835 

NeU Jessup Newton 
Dean 
University of Connecticut Law School 
(860) 570-5127 

James H. Segal off 
Partner 
Susman, Duffy & Segaloff 
(203) 624-9830 

Shaun Sullivan 
Partner and Chairman of Litigation Department 
Wiggin & Dana 
(203)498-4315 
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Birth: (b)(6) 

Legal Residence:·. Maine 

Marital Status: Married 

Education: 1968~1972 

1972 - 1973 

1973 - 1976 

Bar: 1976 

Experience: 1976 -1980 

1977 - 1978 .· 

1980 - 1991 

1991 - present 

John A. Woodcock, Jr. 

Bangor, Maine 

Beverly N. Woodcock 
three chiidren 

Bowdoin College 
B.A. degree 

:University of London, School of Economics 
M.A. degree 

University of Maine School of Law 
lD. degree 

Maine 

Stearns, Finnegan & Needham, P.A. 
Associate 

. Office of the District Attorney 
State of Maine 
Assistant District Attorney (part-time) 

Mitchell & Stearns, P.A. 
Member 

Weatherbee, Woodcock, Burlock & Woodcock, P.A. 
Member 

To be United States District Judge for the District of Maine 

r-- ·····-· ·-·-·--·· 



SUPPORTER CONTACTS FOR JOHNA. WOODCOCK, JR. 

The Honorable Daniel Wathen 
Counsel - Pierce Atwood 
(Ex-Chief Justice Maine Supreme Judicial Court) 
Augusta, Maine 
(207) 791-1100 

The Honorable Eugene Beaulieu 
Retired United States Magistrate Judge for the District of Maine 
Bangor, Maine , 
I (b)(6) 

Norman Ledwin 
Chief Executive Officer 
Eastern Maine Healthcare 
Bangor, Maine 
(207) 947-7045 

Colleen Khoury 
Dean 
University of Maine School of Law 
Portland, Maine 
(207) 7804520 

Warren Silver 
Attorney 

· Silver Law Firm 
Bangor, Maine 
(941)-383-1248 
(207) 478-9648 

David King 
Attorney 
Rudman & Winchell 
Bangor, Maine 

( 

(207) 947-4501 
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Birth: 

Legal Residence: 

Marital Status: 

Military Service: 

Education: 

Bar: 

Experience: 

(b)(6) 

Alabama 

Married 

1988 - 1991 
1991 - 1997 

1977 - 1981 

1981 - 1984 

1984. 

1984 

1984 

1985 

1985 - 1989 

1989 -1990 

1990 and 
1996 - 1999 

1990 - 1991 

1991 - 1996 

1999 - present 

2000- 2003 

L. Scott Coogler 

Nantucket, Massachusetts 

Mitzi H .. Coogler 
three children 

. Anny National Guard 
Inactive Duty 

University of Alabama 
B.A.. degree 

University of Alabama School of Law 
· J.D. degree 

Alabama 

Law Clerk to the Honorable Paul Conger 
State of Alabama, Sixth Judicial Circuit Court 

David B. Eillis, Attorney at Law 
Attorney 

Prince & McGuire, P.C. 
Shareholder 

Prince, McGuire & Coogler, P.C. 
Shareholder 

Prince, Coogler, Turner & Poole, P.C. 
Shareholder 

L. ScottCoogler, P.C. 

Coogler, Copeland & Lisenby, P.C. 
Shareholder 

Coogler & Copeland, P.C. 
Shareholder 

State of Alabama, Sixth Judicial Circuit Court. 
Judge 

University of Alabama School of Law 
Adjunct Professor 

To be United States District Judge for the Northern District of Alabama 

,.----· .. ···---. _ ....... 
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SUPPORTER CONTACTS FORL. SCOTT COOGLER 

The Honorable Scott Donaldson 
Alabama Bar Commissioner 
205-750-0098 

Judge Charles Malone 
Presiding Judge 
Sixth Judicial Circuit 
205-349-3870 ext 270 
r 

Justice Robert B. Harwood, Jr. 
Alabama Supreme Court 
334-242-4593 



THE WHITE HOUSE 

Off ice of the Press Secretary 

For Inunediate Release March 28, 2003 

March 28, 2003 

Presidential Determination 
No. 2003-19 

MEMORANDUM FOR THE SECRETARY OF STATE 

SUBJECT: Security Assistance to East Timor: Certification 
and Report Pursuant to Section 637(a) (2) of the 
Foreign Relations Authorization Act, Fiscal Year 
2003 (Public Law 107-228) 

Pursuant to the authority vested in me by the Constitution and 
laws of the United States, including section 637(b) (2) of the 
Foreign Relations Authorization Act, Fiscal Year 2003, I hereby 
certify that East Timor has established an independent armed 
forces; and that the provision to East Timor of military assis­
tance in the form of excess defense articles and international 
military education and training is in the national security 
interests of the United States, .and will promote both human 
rights in East Timor and the professionalization of the armed 
forces of East Timor. 

You are hereby authorized and directed to report this 
certification, accompanying memorandum of justification, 
and report on East Timor security assistance to the Congress, 
and to arrange for the publication of this memorandum in the 
Federal Register. 

GEORGE W. BUSH 

.# # # 
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Off ice of the Press Sec~etary 

For Immediate Release March 28, 2003 

TO TAKE CERTAIN ACTIONS 
UNDER THE AFRICAN GROWTH AND OPPORTuNITY ACT· 

WITH RESPECT TO THE REPUBLIC OF THE GAMBIA 
AND THE. DEMOCRATIC REPUBLIC OF CONGO 

BY THE PRESIDENT OF THE UNITED STATES OF AMERICA 

A PROCLAMATION 

1. Section 506A(a) (1) of the Trade Act of 1974, as 
amended (the "1974 Act") (19 U.S.C. 2466a(a) (1)), as added 
by section lll(a) of the African Growth and Opportunity 
Act (title I of Public Law 106-200) (AGOA), authorizes the 
President to designate a country listed in section 107 of the 
AGOA (19 U.S.C. 3706) 'as a "beneficiary sub-Saharan African 
country" if the President determines that. the country meets· 
the eligibility requirements set forth in section 104 of the 
AGOA (19U.S.C. 3703), as well as the eligibility criteria 
set forth in section 502 of the 1974 Act (19 U.S.C. 2462). 

2. Section 104 of the AGOA authorizes the President 
to designate a.country listed in section 107 of the AGOA as 
an "eligible sub-Saharan African country" if the President 
determines that the country meets certain eligibility 
requirements. 

3. Section 112(b) (3) (B) of the AGOA. (19 u.s.c. 
3721(b) (3) (B)) provides special rules for certain apparel 
articles imported from "lesser developed beneficiary 
sub-Saharan African countries." · 

4. Pursuant to section 104 of the AGOA and section 
506A(a) (1) ·of the 1974 Act, I have determined that the Republic 
of The Gambia (The Garnl:;>ia) meets the eligibility requirements 
set forth or referenced therein, and I have decided to designate 
The Gambia as an eligible sub-Saharan African country and.as a 
beneficiary sub-Saharan African.country. 

5. Pursuant to section 10.4 of the AGOA, I have 
determined that the Democratic Republic of Congo (DROC) meets 
the eligibility criteria set forth therein, and I have decided 
to designate DROC as an eligible sub-Saharan African country. 

6. I. have further decided to authorize the United States 
Trade Representative (USTR) to exercise,the authority provided 
to the President under section 506A(a) (1) of the 1974 Act with 
respect to DROC. The USTR shall announce any such exercise of 
authority in a notice published in the Federal Register. 

7. The Gambia satisfies the criterion for treatment as 
a "lesser developed beneficiary sub-Saharan African country" 
under section 112 (b) (3) (B) .of the AGOA. DROC, if it is 
designated as a beneficiary sub-Saharan African country, 
would al.so. satisfy the criterion for treatment as a "lesser 
developed beneficiary sub-Saharan Afr1can country" under 
section 112(b) (3) (B) of the AGOA. 
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8. Section 604 of the 1974 Act (19 u.s~c. 2483) 
authorizes the President to embody in the Harmonized Tariff 
Schedule.of the United States· (HTS) the substance of the 
relevant provisions of that Act, .and of other acts affecting 
import treatment, and actions thereunder, including the removal, 
modification, continuance,· or imposition of any rate of duty . 
or other import restriction. 

9. With respect to any designation of DROC as a · 
beneficiary sub-Saharan African country, I have decided 
to authorize the USTR to exercise the authority provided 
to the President under section 604 of the 1974 Act to embody 
modifications and technical or conforming changes in the HTS. 

NOW, THEREFORE, I, GEORGE W. BUSH, President of the 
United States of America, acting under the authority vested 
in me by the Constitution and the laws of the United States 
of America, including sections 506A and 604 of the 1974 Act 
and section 104 of the AGOA, ·do proclaim that: 

(1) The Gambia is designated as an ·eligible sub-Saharan 
African country and as a beneficiary sub-Saharan African country. 

(2) In order to·reflect this designation in the HTS, 
general note 16(a) to the HTS is modif:i.ed by inserting in 
alphabetical sequence in the list of beneficiary sub-Saharan 
African countries "Republic of The Gambia." 

(3) DROC is designated as an eligible sub-Saharan African 
country. 

(4) The USTR is authorized to exercise the authority 
provided to the President under.section 506A(a) (1) of the 
1974 A.ct with. respect to DROC. The USTR shall announce any 
such exerc;:ise of authority in a notice published in the Federal 
Register. To implement any designation of DROC as a beneficiary 
sub-Saharan A.frican country, the USTR is authorized to exercise 
the authority provided to the PresidE:mt under section 604 of the 
1974 Act to embody modifications and technical or conforming 
changes in the HTS . 

( 5) For purposes of section 112 {b) (3) (B} of the AGOA, 
The Gambia i$ a lesser developed beneficiary sub-Saharan 
African country. If it is designated as a beneficiary sub~ 
Saharan African country, DROC would also be a lesser developed 
benef,iciary sub-Saharan African country for purposes of section 
112 (b) (3) (B} of the AGOA. 

(6) Any provisions of previous proclamations and 
Executive Orders that are inconsistent with this proclamation 
are superseded to the extent of such inconsistency. 

(7) The modification to.the HTS made by this proclamation 
shall be effective with respect to· art.icles entered, or withdrawn 
from warehouse .for consumption, on or after the date of publica­
tion of this proclamation in the Federal Register. 

IN WITNESS WHEREOF, I have hereunto set my hand 
this twenty-eighth day of March, in the year of our Lord 
two thousand three, and of the Independence of the United States 
of America the two hundred and twenty-seventh. · 

GEORGE W. BUSH 

# # # 



THE WHITE HOUSE 

Office of the Press Secretary 

FOR IMMEDIATE RELEASE March 28, 2003 

PRESS SCHEDULE OF THE PRESIDENT FOR MONDAY, MARCH 31, 2003 

Intown Travel Pool 
Wires: AP, Reuters, Bloomberg 
Wire Photos: AP, Reuters, AFP 
TV Corr & Crew: CNN 
Print: Newhouse Newspapers 
Radio: SRN 
Mag Photo: US News 
Independent Pool: AP 

8:00am 

1:05 pm 

2:25 pm 

2:50 pm 

4:50 pm 

INTOWN TRAVEL POOL gathers in Brady Press Briefing Room 

THE PRESIDENT departs The White House via Marine One 
South Lawn, The White House 
OPEN PRESS 

THE PRESIDENT a,ttends a briefing 
Philadelphia, Pennsylvania 
STILLS AT TOP 

THE PRESIDENT makes remarks on Homeland Security 
Philadelphia, Pennsylvania 
OPEN PRESS 

THE PRESIDENT arrives The Wh~te House via Marine One 
South Lawn, The White House 
OPEN PRESS 

Briefing Schedule: 
9:45 am: Gaggle by the Press Secretary in the Brady Press Briefing Room 

There will be No Briefing 

### 



THE WHITE HOUSE 

Office of the Press Secretary 

For Irrnnediate Release 

TEXT OF A LETTER FROM THE PRESIDENT 
TO THE CHAIRMEN AND RANKING MEMBERS 
OF THE HOUSE AND SENATE COMMITTEES 

ON APPROPRIATIONS 

March 28, 2003 

March 28, 2003 

Dear Mr. Chairman: (Dear Representative:) (Dear Sena tor: ) 

On January 17, 2003, I exercised my authority to extend the 
waiver of section,907 of the FREEDOM Support Act, concerning 
assistance to Azerbaijan. In accorqance with paragraph (g) (6) 
of the heading "Assistance for the Independent States of the 
Former Soviet Union" in title II of the Kenneth M. Ludden 
Foreign Operations, Export Financing, and Related Programs 
Appropriations Act, Fiscal Year 2002 (Public Law 107-115), 
lam.providing a report prepared by my Administration that 
concerns assistance provided pursuant to this waiver. As 
required, the report describes the status of: 

• All training and assistance provided to the Government 
of Azerbaijan pursuant to the extension of the waiver 
of section 907 of the FREEDOM Support Act; 

• The military balance between Azerbaijan and Armenia, 
and the impact of U.S. assistance on that balance; and 

• Negotiations for a settlement of the Nagorno-Karabakh 
conflict and the impact of U.S. assistance on those 
negotiations. 

My Administration remains fully corrnnitted to continue working 
with the Congress and all concerned parties to bolster peace, 
prosperity, and freedom in the South Caucasus. 

Sincerely, 

GEORGE W. BUSH 

# # # 
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THE WHITE HOUSE 

Off ice of the Press Secretary 

For Immediate Release \ March 28, 2003 

TEXT OF A LETTER FROM THE PRESIDENT 
TO THE CHAIRMEN AND RANKING MEMBERS OF THE 

HOUSE AND SENATE COMMITTEES ON THE JUDICIARY 
AND INTELLIGENCE, THE HOUSE COMMITTEE ON 

/INTERNATIONAL RELATIONS, AND THE SENATE 
COMMITTEE ON FOREIGN RELATIONS 

March 28, 2003 

Dear Mr. Chairman: (Dear Representative:) (Dear Senator:) 

Enclosed is a report prepared by my Administration covering 
Chemical Weapons Convention inspections performed within the 
United States, from October 1, 2001, to September 30, 2002. 
The report, which includes a classified.addendum covering any 
delays or disruptions to inspections carried on outside the 
United States, is submitted pursuant to section 309 of the 
Chemical Weapons Convention Implementation Act of 1998. 

Sincerely, 

GEORGE W. BUSH 
/ 

# # # 
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THE WHITE HOUSE 

Off ice of the Press Secretary 

For Immediate Release March 28, 2003 

EXECUTIVE ORDER 

AMENDMENT TO EXECUTIVE ORDER 10448, 
ESTABLISHING THE NATIONAL DEFENSE SERVICE MEDAL 

By the authority vested in me as President of the 
United States and as Commander in Chief of the Armed Forces 
of the United States, and in order to extend eligibility 
for the award of the National Defense Service Medal to members 
in good standing in the Selected Reserve of the Armed Forces 
of the United States, it is hereby ordered that Executive 
Order 10448 of April 22, 1953, as amended, is further amended: 

1. by inserting "or service in good standing in the 
Selected Reserve of the Armed Forces" after "active military 
service" each place it appears; and 

2. by striking "additional period of active duty" and 
inserting in lieu thereof "additional period." 

Nothing in this order shall be construed to impair or 
otherwise affect the exercise of authority granted by 
Executive Order 1~776 of October 8, 1991. 

THE WHITE HOUSE, 
March 28, 2003. 

GEORGE W. BUSH 

# # # 



THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release March 28, 2003 

EXECUTIVE ORDER 

REGULATIONS RELATING TO HAZARDOUS DUTY INCENTIVE PAY, AVIATION 
CAREER INCENTIVE PAY, AND SUBMARINE DUTY INCENTIVE PAY 

By the authority vested in me as President by the 
Constitution and the laws of the United States of America, 
including sections 301, 30la, and 301c of title 37, United States 
Code, and section 301 of title 3, United States Code, it is 
hereby ordered as follows: 

Section 1- The Secretary of Defense, the Secretary of 
Commerce, the Secretary of Health and Human Services, and the 
Secretary of Homeland Security with respect to the Coast Guard 
when it is not operating as a service in the Navy, with respect 
to members of the uniformed services under their respective 
jurisdictions, are hereby designated and empowered to exercise, 
without approval, ratification, or other action by the President, 
the authority vested in the President by sections 301, 30la, and 
301c of title 37, United States Code. The Secretaries shall 
consult each other in the exercise of such authority to ensure 
similar treatment for similarly situated members of the uniformed 
services unless the needs of their respective uniformed services 
require differing treatment. 

Sec. ~- Executive Order 11157 of June 22, 1964, as amended, 
and Executive Order 11800 of August 17, 1974, as amended, are 
hereby revoked. 

Sec. }. This order is not intended to create, nor does 
it create, any right, benefit, or privilege, substantive 
or procedural, enforceable at law by a party against the 
United States, its agencies, officers, employees, or any other 
person. 

THE WHITE HOUSE, 
March 28, 2003. 

GEORGE W. BUSH 

# # # 



THE WHITE HOUSE 

Office of the Press· Secretary 

FOR IMMEDIATE RELEASE March 31, 2003 

PRESS SCHEDULE OF THE PRESIDENT FOR TUESDAY, APRIL 1, 2003 

lntown Travel Pool 
Wires: AP, Reuters, Bloomberg 
Wire Photos: AP, Reuters, AFP 
TV Corr & Crew: FOX 
Print: Newsday 
Radio: Talk Radio 
Mag Photo: Newsweek 
Independent Pool: AP 

8:00am INTOWN TRAVEL POOL gathers in Brady Press Briefing Room 

NO PUBLIC EVENTS 

Briefing Schedule: 
9:45 am: Gaggle by the Press Secretary in the Brady Press Briefing Room 
2:15 pm: Briefing by the Press Secretary in the Brady Press Briefing Room 

### 
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THE WHITE HOUSE 

Office of the Press Secretary 

FOR IMMEDIATE RELEASE March 31, 2003 

President George W. Bush today announced his intention to designate one individual, appoint 
one individual and nominate five individuals to serve in his administration: 

The President intends to designate Nils J. Diaz of Florida, to be Chairman of the Nuclear 
Regulatory Commission (NRC). Dr. Diaz currently serves as a member of the NRC. Prior to his 
appointment as a member of the Commission, Dr. Diaz was Professor of Nuclear Engineering 
Sciences at the University of Florida, Director of the Innovative Nuclear Space Power Institute 
(INSPI) and President and Principal Engineer of Florida Nuclear Associates, Inc. Dr. Diaz holds 
a bachelor's degree in Mechanical Engineering from the University of Villanova, Havana, a 
master's degree in Nuclear Engineering and a Ph.D. in Nuclear Engineering sciences from the 
University of Florida. 

The President intends· to appoint Terri Lacy of Texas, to be a Member of the Federal Salary 
Council (Labor Relations and Pay Policy) and upon appointment designate Chairman. Ms. Lacy 
currently serves as partner at Andrews & Kurth, L.L.P in Houston. She is a graduate of Southern 
Methodist University and earned her law degree from Southern Methodist University Law 
School. 

The President intends to nominate Steven A. Browning of Texas, to be Ambassador 
Extraordinary and Plenipotentiary of the United States of America to the Republic of Malawi. A 
career member of the Senior Foreign Service, Mr. Browning currently serves as Diplomat-in­
Residence at the Center for International Studies at the University of Southern California. He 
previously served as Dean of the School of Professional and Area Studies at the National Foreign 
Affairs Training Center. His previous overseas assignments include Deputy Chief of Mission in 
Dar es Saiaam, Tanzania and Administrative and General Services Officer ill' Colombo, Sri 
Lanka. He also served as Administrative Officer in Alexandria, Egypt as well as a General 
Services Officer in Nairobi, Kenya. Earlier, he served as Consular Officer in Santo Domingo. 
He earned his bachelor's degree from Baylor University and his M.ED for the University of 
Houston. 

The President intends to nominate Ronald Schlicher of Tennessee, to be Ambassador 
Extraordinary and Plenipotentiary of the United States of America to the Republic of Tunisia. 
Mr. Schlicher currently serves as the Director of the Iraqi Task Force. He previously served as 
the Chief of Mission and Consul General of the United States in Jerusalem. Prior to this 
assignment, he was the Director of the State Department's Office of Egyptian and North African 
Affairs. His previous overseas assignments include Consular Officer in Dhahran, Saudi Arabia 
and as Consular Officer in Damascus, Syria. He also served as Consul General in Alexandria, 
Egypt and as Deputy Chief of Mission in Beirut, Lebanon. He received both his bachelor's 
degree and his law degree from the University of Tennessee. 

The President intends to nominate Stephen M. Young of New Hampshire, to be Ambassador 
Extraordinary and Plenipotentiary of the United States of America to the Kyrgyz Republic. A 



career member of the Senior Foreign Service, Dr. Young currently serves as the Director of the 
Office of Chinese and fyfongolian Affairs. He previously served as the Director of the Office of 

·.Pakistan, Afghanistan, and Bangladesh Affairs. Prior to this assignment, he was the Deputy 
Director of the American Institute in Taiwan. Earlier in his career, he served as Director of the 
Office of Caucasus and Central Asian Affairs and as Desk Officer on the Russian Desk. His 
previous overseas assignments include Beijing, Moscow and Taipei. Dr. Young is a graduate of 
Wesleyan University. He went on to earn his master's degree and his Ph.D. from the University 
of Chicago. 

The President intends to nominate Josette Sheeran Shiner of Virginia, to be Deputy United States 
Trade Representative. Ms. Shiner currently serves as Associate U.S. Trade Representative for 
Policy and Communications. Prior to joining USTR, she served as Managing Director of 
Starpoint Solutions, a Wall Street technology firm. Earlier in her career, she served as President 
and CEO of Empower America and as managing editor of The Washington Times. 
Ms. Shiner is a graduate of the University of Colorado. 

The President intends to nominate Teresa M. Ressel of Virginia, to be Assistant Secretary of the 
Treasury (Man~gement) and designate Acting ChiefFinancial Officer, and upon confirmation 
designate Chief Financial Officer, Department of the Treasury. Ms. Ressel currently serves as 
Acting Assistant Secretary for Management of the Department of the Treasury. She previously 
served as Deputy Assistant Secretary for Strategy and Finance, in the Office of Management, 
Department of Treasury. Earlier in her career, she served as Vice President and Chief 
Compliance Officer for Kaiser Foundation Hospitals, Inc. and for Kaiser Foundation Health 
Plan, Inc. Ms. Ressel earned her bachelor's and her master's degrees from the University of 
Delaware. She received her M.B.A. from Rensselaer Polytechnic Institute. 

### 



THE WHITE HOUSE 

Off ice of the Press Secretary 

For Immediate Release March 31, 2003 

TEXT OF A LETTER FROM THE PRESIDENT 
TO THE SPEAKER OF THE HOUSE OF REPRESENTATIVES 

March 28, 2003 

Dear Mr. Speaker: 

In accordance with provisions of Public Law 107-42, the Air 
Transportation Safety and System Stabilization Act, I hereby 
submit a request pursuant to section lOl(b) of that Act, for 
support of a $1 billion Federal credit instrument for US Airways, 
Inc. 

I hereby designate this subsidy budget authority, currently 
estimated at $137.6 million, as an emergency requirement pursuant 
to section 252(e) of the Balanced Budget and Emergency Deficit 
Control Act of 1985. 

The details of this request are set forth in the enclosed letter 
from the Director of the Office of Management and Budget. 

Sincerely, 

GEORGE W. BUSH 

# # # 



FOR IMMEDIATE RELEASE 

TODAY'S PRESIDENTIAL ACTION 

THE WHITE HOUSE 
OFFICE OF PRESS SECRETARY 

SECURING OUR. HOMELAND 

MARCH 31, 2003 

~ President Bush visited the Port of Philadelphia to meet with front-line Coast Guard personnel and qiscuss the vital .role 
that they are playing in Operation Liberty Shield, Operation Iraqi Freedom and the War on Terrorism. The President 
announced that the Coast Guard will begin purchasing up to 700 new Response Boats to be used in its homeland 
security mission. These boats will begin deploying nationwide starting this summer. · · 

Background on Today's Presidential Action 
. . . . . . 

~ Operation Liberty Shield: On March 17, the Administration announced Operation Liberty Shield, a comprehensive 
national plan to protect the homeland. in the current state of heightened alert. Operation Liberty Shield involves 
extensive cooperation between federal, state and local officials to reduce the threat of terrorism at home . 

./ Border and Port Protection: Operation liberty Shield has amplified the Sea Marshal program, increased 
reconnaissance aircraft patrols on our borders, quadrupled the number of air cargo examinations, and relocated 
hundreds of security personnel to border areas . 
./ Transportation Security: New temporary flight restrictions over cities such as New York and Washington, 0.C. have 
been implemented, along with increased monitoring and surveillance of hazardous material shipments . 
./ Increased Surveillance of Suspected Terrorists: The federal government has stepped up surveillance of suspected 
terrorists, ordered individuals with ties to_ Iraqi intelligence services out of the country, and conducted voluntary 
interviews of Iraqi-born residents. The government is also working to ensure that Iraqi Americans are protected against 
discrimination and hate crimes. . -
./ Protecting Critical Infrastructure: More than 2,800 National Guard troops have been deployed nationwide to protect 
key assets, and the Coast Guard has increased protectionof pipelines, petrochemical facilities and shipping channels. 
These personnel are working in conjunction with thousands of state and local law enforcement officials . 
./ Increased Public Health Preparedness: Field inspections of livestock and crops have been expanded. Monitoring of 
certain. commodities for biological agents has been expanded, and federaf, state and local public health officials are 
increasing medical monitoring in cities. 

~ . The Coast Guard's Vital Role in Protecting the Homeland: As part of Operation Liberty Shield, the USCG has 
· increased its patrols by 50 percent and is placing armed boarding officers on every high~interest vessel arriving or 
departing from American ports. The USCG has conducted over 3,000 air and sea patrols and 3,900 reservists are 
currently serving on active duty. More than 550 vessels have been stopped and boarded. This tightened security has 
yielded drug seizures of over 6000 kilos of cocaine and the interdiction of almost200 illegal migrants. 

~ Supporting Operation.Iraqi Freedom: The Coast Guard is playing a vital role in suptporting Operation Iraqi Freedom. 
The USCG has sentcutters and active duty and reserve personnel to the Persian Gulf region to guard key ports and oil 
platforms in the Gulf, enforce economic sanctions and take custody of prisoners of war.·· 

~ The President's Budget;.. Providing Necessary·Resources for Homeland Security: The President's FY2003 
Budget enac,ted the largest budget ever for the Coast Guard (an increase of $1 billion over FY 2002). The President's 
FY 2004 Budget·requests an additional $500' million, a 10% increase over the FY 2003 enacted level. These new. 
resources will help the Coast Guard protect our homeland with better intelligence capabilities, a more modern fleet of 
cutters and aircraft, and improved port security. 

· ./ The President's supplemental budgetrequest includes $4.2 billion .for homeland security; The Department of 
Homeland Security would receive.$3;5 billion, including $2 billion for state and local terrorism preparedness and 

. prevention and $1.5 billion to support expanded operatiqns as a result of Operation Liberty Shield. The request 
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