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THE WHITE HOUSE
WASHINGTON

July 13, 1989

MEMORANDUM FOR: J. Bonnie Newman

FROM: David Demarestgg ﬁy/{ ‘Lbh

SUBJECT: Secure Telephones, STU-III

As requested in your memo of June 30, same subject, I have
reviewed my office’s communications requirements and have
determined that we do have a need to communicate sensitive
information. I am naming Drucie Scaling as my point of contact.
She can be reached on ext. 2930.

cc: Drucie Scaling
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MEMORANDUM FOR: DAVID F. DEMAREST, JR.
ASSISTANT TO THE PRESIDENT FOR

COMMUNICATIONS —i;Z
FROM: J. BONNIE NEWMAN*/Q;Z;”“;
ASSISTANT TO THE PRESIDENT FOR MANAGEMENT
AND ADMINISTRATION

SUBJECT: Secure Telephones, STU-III

National policy set forth in various Presidential directives
requires that communication of all classified and
unclassified/sensitive information, both voice and data, be
protected. 1In accordance with these directives, the White House
Communications Agency (WHCA) is installing a new type of secure
telephone, the STU-III, in support of various White House
requirements.

Offices that routinely deal with classified information or
national security matters have long been provided with secure
telephones, referred to as "RED phones". RED phone installations
are complex and too costly for offices that are not routinely
involved in national security issues. STU-III's provide a
simpler and less costly means of providing required protection.
The STU-III has become the standard secure telephone, government-
wide, replacing most older systems, and augmenting the existing
RED telephone networks. WHCA is providing interfaces which
enable STU-III users to talk to RED telephone users. Cellular
STU-III telephones will also replace the cellular telephones now
installed in all White House Garage vehicles.

Public Law 100-235, January 8, 1988, The Computer Security Act of
1987, defines 'sensitive information' as "any information, the
loss, misuse or unauthorized access to or modification of which
could adversely affect the national interest or the conduct of
Federal programs, or the privacy to which individuals are
entitled under section 552a of title 5, United States Code (the
Privacy Act), but which has not been specifically authorized
under the criteria established by an Executive order or an Act of
Congress to be kept secret in the interest of national defense or
foreign policy; and ..."

The Department of Defense, as executive agent for implementation
of the President's secure communications directives, has expanded
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the Public Law definition of sensitive information so as to
include ‘all information which relates to operations, plans,
system acquisition, resource allocation, logistics support and
personnel management. Additionally, communications between the

- government and contractors, including information incident to the

performance of contracts involving technologies 'listed in the
current edition of the Mllltary Critical Technologies Llst
should also be protected from unauthorized access.

The U.S. Secret Service also considers sen51t1ve 1nformatlon to
include information pertalnlng to the security of protectees,
i.e., the President and Vice President, and their movements,
schedules, locations, and the physical and technical security

. afforded to them.

Please review your office's communlcatlons requirements and

. determine whether or not your office has a need to communicate

classified or unclassified/sensitive information and provide a

point of contact to this office by July 14, 1989. This office

will then arrange a meeting to address specific concerns and
develop initial requlrements.

The results of this effort will be used to determine the type of
security- requlred and the best means with which to satisfy the
need. It is not our intent to put a STU-III on every desk

" throughout the EOP but we do intend that every office that’ has‘a

need to communicate classified or unclassified/sensitive
1nformatlon will be provided with access to a secure telephone.
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P September 20, 1990

| MEMORANDUM FOR STEVE WILL

FROM: Drucie Scaling
Communications Administrative Officer
Room 122 OEOB, Ext. 2930
RE: Telephones
In addition to the changes that needed to be made on Paul
McQuillan's memo from July 17, 1990, here are some additional
ones.

Room 128

Stations 94E and 94AK

wet (7140 *57900 7559
Nt 12101 %901 2829
{7142 7120 6686
B 7143 H 7121 2667 please add
7836 H 7845 6701 please remove
HOLD 7846 sc

There is a hunt that should have been broken long ago. I would
appreciate it if you will do it at this time.

2667
7068

Thanks for all of your help.
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AT&T Technology Systems 1600 Pennsylvania Ave. N'W
Federal Systems Rm 02 OEOB

Washington. DC 20500

July 17,1990

Dear Drucie:

This is an outline of Steve's configuration and your recent changes
that were addressed to steve.

ROOM 121 |1 Yoo

wa R

STA. 97 AG (18 BTN) Colleen Heowey
REMOVE LINES: 2930, 2931, 7140, 7141, 7845, 7846, 7750, 7751
ADD LINES: 2299, 2245, 7943, 7944.

7150 7156 2245

'4“¢£ 7151 7152 7943
2299 2963 =
Kjﬁﬂ 7944 2529 -
153 7154 -

HOLD 7155 SC -

ooy \ 2|
STA. 97 Q, 97 R, AND NEW 3RD STATION ( 6 BTN TO 18 BTN CD)

7150 7156 2245

ﬁ)fyw 7151 7152 7943
ﬁ2299 2963 -

4 7944 2529 -

7153 7154 -

HOLD 7155 SC -

S 2
STA. 97‘?1‘(6 BUTTON)

REMOVE LINES: 7150, 7151
ADD LINES: 7156
REMOVE RING ON LINE: 7153 w75l

Plea.s-e, ?@“Qu-—k\. uoa-'-{—'w\cx on TS



. p
AN A

STA. 97 AH. ( 6 BUTTON )

REMOVE LINES: 2930, 2931, #94422399 L y
ADD LINES: 7150, 7151V*AAM;:ui4~d_£;~¢—~.Jr-&rn*»¢£v~ I i fie
sewe Co \'\A\\a—\,nft—‘

STA. 97 AJ. ( 6 BUTTON )

REMOVE LINES: 2930, 2931, 2299 1944 '

ADD LINES: 7150, 7151 - _heve Shage Mrn AlO*J%*”*/Q’”‘Lmﬁ>&ﬁlm~é#»94ﬂ7%£2

ROOM 123

Wl 53

STA. 97 L ( 6 BUTTON )
& _~ REMOVE LINES: 7150, 7151
mﬁﬁ ADD LINES: 7152, 7153

—

N

¢y STA. 97 K ( 6 BUTTON )
4, REMOVE LINES: 7150, 7151
M%” ADD LINES: 7152, 7153

\“,

.

ROOM 12§ & 129

STA. 175 AB ( 18 BUTTON )
REARRANGE LINES FOR EXTENDED HUNT GROUPS AS FOLLOWS:

7845 25875°Y 79844
’ch)e) 7846 (66862131 ils—— -Mewove
2588  23083”%2499 107
/0% 12309 798336 7847 V%
v’ A\7068  71935%% ~= L6701 ne] adA
W HOLD 2xem sc -1708 add
7283 (o Q.

STA. 175 HD ( 6 BUTTON CHANGED TO 18 BUTTON )

o (7845 2587 7984
As# 197846 6686) 2131
: 99; 2588 2308 2499
Lﬂ)ﬁ“ 2309 7983 7847

068 7 7708
HOLD 194 sc -+71°!
sg:f.;aydaﬁﬂ \cemvo¢e,

» /L o Q




STA. 175 B ( 6 BUTTON ) Ljsa.

TAKE RING OFF OF LINE: 2499
one hWunt % 2444

STA. 127 GB “$herer

REMOVE LINE: 2588

STA. 175 CA Tt
REMOVE LINE: 2309

STA. 479 J Kxbk%?
REMOVE LINE: 706§

STA. 479 D “fobh
REMOVE LINE: 7140

ROOM 191

STATIONS 191 A, 191 B ( 10 BUTTON SETS )
REMOVE LINE: 7836

STATION 191 D ( 6 BUTTON SET ) Sane.d
REMOVE LINE: 7836

ADD LINE: iﬁ:&sqquf,

ROOM 193

STATIONS 193 A, 193 B ( 10 BUTTON SETS )
STATIONS 193 ¢, 193 D ( 6 BUTTON SETS )===-NO RING ON ALL LINES.
ADD LINE: 7836 on a\\ Zetg

PLEASE LET ME KNOW IF THERE ARE ANY FURTHER CHANGES. THANK YOU !!

SINCERELY;

PAUL MCQUILLAN

AT&T - FEDERAL SYSTEMS
202-456-6400



1600 Pennsylvania Ave.. NW
Rm 02 OEOB i
Washington, DC 20500
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at follows is my

AT&T Technology Systems
Federal Systems

Druciey

Per our discussion earlier this afternoon,
understanding of your requirements.

ROOM_117 /
Sta. 97A6 (30 button) i
Remove Tines - 2930, 2931, 7140, 7141;”7845, 7846, 7750, 7751
Add Tines - 2299, 2245, 7943, 7194y
/

Sta. 97AH (6 button) /
Remove lines - 2930, 2931 //
Add Tines - 7150, 7151 /

//
Sta. 97AJ (6 button) /
Remove lines - 2930, 2931 /
Add Tines - 7150, 7151//
ROOM_121

Sta. 97L (6 button)
Remove lines - 7150, 7151
Addd T1ines - 7152, 7153

Sta. 97k (6 button)
Remove Tines - 7150, 7151
add lines - 7152, 7153

Sta. 97P (6 button)
Remove lines ~ 7150, 7151
Add line /- 7156
Remove ring/ - 7153

Sta.'s 978, 97R (6 buttons)

Change t6 18 button call directors with 1line pick-ups;

7150, %{51, 2299, 7944, 7152, 7153, 7154, 7155, 7156, 7943, 2245,
2529,/5963 ( all 1ines to ring on bell chime in room)

Add 3rd 18 button call director with same pick-ups as 97Q & 97R
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Freedom of Information Act (FOIA) - {5 U.S.C. 552(b)]

(b)(1) National security classified information
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agency
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Rooms 127 & 129

Sta. 175AB (18 button) _
Rearrange lines for extended hunt group as follows;

7845 2587 7984
7846 6686 2131
2588 2308 2499
2309 7983 7847
- 7068 7193 -
HOLD 7194 sC-

Sta. 175HD (6 button) :
‘Change to 18 button call director with same pick-ups as sta. 175AB.

Sta. 1276GB
Remove Tine 2588

Sta. 175CA .
Remove Tine 2308

Sta. 479J -
Renmove 1ine 7068

Sta. 479D
Remove 1ine 7140
Changes to hunt groups are as followss

Break 2499 to 7847, break 2587 to 2588, break 2308 to 2309, break 2131
to 7068,

Add to current hunt 7845 to 7846 the 1ines 2588, 2309, 7068.

Please let me know if there are any changes or if I'm off base
somewhere. Thanks.
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THE WHITE HOUSE

WASHINGTON

N
% L

>
April 26, 1990 Q‘\\SD

\

MEMORANDUM FOR AL NEGY
. L

FROM: Drucie Scaling

Communications Administrative Officer

Room 122 OEOB, Ext. 2930
RE: David Demarest's Speed Dial
On April 19, 1990 the Speed Dial was taken off of David
Demarest's telephone in his office. This was at his request.
Will you please delete this expense from our telephone account.

Thank you for your help with this matter.






m Ce iy ‘, I Q«\f\ QJ(L\V\ G/

EUECR



s - —a(/,b @L’
,"vq_ﬁ\ -

> VI9H
EZ‘SZ"

# kbl
Chit gﬁz/ r: Ly
SFCf f‘CS”

< +* /51’0
Sstl 251 1L #—OS/L
"/5/!/ W?’é‘?w AR

.W%g)



ATal

ATA&T Technology Systems 1600 Pepnsylvan=a Ave NW
Federal Systems Rm 02 OEOB
Washingtor DC 20500

July 10, 1990

Druciesy

Per our discussion earlier this afternoon, what follows is my
understanding of your requirements.

ROOM- 117
Sta. 97AC (30 button)

Remove lines - 2930, 2931, 7140, 7141, 7845, 7846, 7750, 7751
Add lines - 2288, 2245, 7943, 7944

Sta. 97A4H (6 button)
Remove 1ines - 2930,
Add 1ines - 7150,

Sta. 9741 (6 button)
Remove Tines - 2930, 2931
Add Tines - 7150, 7151

ROOM_124

Sta. 97L (6 button) )
Remove Tlines - 7150, 7151
Add 11ne° - 7152, 7153
.

Sta. ‘97k (6 button)
Remove lines - 7150, 7151
add lines - 7152, 7153
Ros

w12 ]
Sta. 97P (6 button)

Remove 1ines - 7150, 7151
Add Tline - 7156
Remove ring - 7153

Sta.'s 97Q, 97R (6 buttons)

Change to 18 button call directors w1tp_11ne pick-ups o =
7150, 715] 2299, 7944 7155 71%3 7154, 7155 7156 ?943, 2245,
2529, 29%3 ( all 1ines to ring on be11 chime in room)

Add 3rd 18 button call director with same pick-ups as 97Q & 97R
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Rooms 127 & 129

Sta. 175AB (18 button)
Rearrande lines for extended hunt group as ?o]]ows,

7845 2587 7984
7846+ 6686 2131
2588« 2308 2499
2309« 7983 7847
7068 % 7193 1408
HOLD 7194 sC-

Sta. 175HD (6 button)
Change to 18 button call director with same pick-ups as sta. 175A8.

Sta. 12768 |
Remove T1ine 2588~

Sta. 175CA
Remove 1ine 2309~

Sta. 479)
Remove 1ine 7068~

Sta. 478D
Remove 1ine 7140~
Changes to hunt groups are as followuws;

Break 2499 to 7847, break 2587 to 2588, break 2308 to 2309, break 2131
to 7068, ‘

Add to current hunt 7845 to 7846 the 1ines 2588, 2309, 7068.

Please 1et me know if there are any changes or if I'm off base
somewhere. Thanks.

e B Yoko aag 5T 247

AT&I Federal Systems
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Withdrawal/Redaction Sheet
(George Bush Library)

Document No.

Subject/Title of Document
and Type

Restriction Class.

04. Manual
secure telephone system (112 pp.)

Re: Operating Guide for the RCA/STU-III Terminal (Type 1)

(®)1)

Collection:

Record Group:  Bush Presidential Records
Office:

Series:

Speechwriting, White House Office of
Subject File

Subseries:

WHORM Cat.:

File Location: Secure Phones, 7/89 - 6/91

Date Closed: 1/3/2005

OA/ID Number: 13907-005

FOIA/SYS Case #:
Re-review Case #:
P-2/P-5 Review Case #:

S
2005-0569-S

Appeal Case #:
Appeal Disposition:
Disposition Date:

AR Case #:
AR Disposition:
AR Disposition Date:

MR Case #:
MR Disposition:
MR Disposition Date:

, RESTRICTION CODES

Freedom of Information Act (FOIA) - [S U.S.C. 552(b)]

(b)(1) National security classified information

(b)(2) Release would disclose internal personnel rules and practices of an
agency

(b)(3) Release would violate a Federal statute

(b)(4) Release would disclose trade secrets or confidential or financial
information

(b)(6) Release would constitute a clearly unwarranted invasion

of personal privacy

(b)(7) Release would disclose information compiled for law enforcement
purposes

(b)(8) Release would disclose information concerning the regulation of
financial institutions

(b)(9) Release would disclose geological or geophysical information
concerning wells ’

Deed of Gift Restrictions

C(1) Closed by Executive Order 13526, governing access to national
security information

C(2) Closed by statute or by the agency which originated the information
C(3) Closed in accordance with restrictions contained in donor's deed of
gift [formerly listed as only C]

PRM. Removed as a personal record misfile

Presidential Records Act - [44 U.S.C. 2204(a)]

P-2 Relating to the appointment to Federal office.[(a)(2) of the PRA]
P-5 Release would disclose confidential advice between the President and
his advisors, or between such advisors [(a)(5) of the PRA]




