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WASHINGTON, D.C. 20506 :

May 30, 1991 2, 4
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MEMORANDUM FOR ROBERT M. GATES hag %
THROUGH ; TIMOTHY DEAL Z>—
FROM: RICHARD BARTHZ7
SUBJECT: Deputies Committee Meeting on Middle East Export

Control Policy, 2:00 PM May 31, 1991

A PCC ad hoc working group has completed a review of our export
control policy towards the Middle East. The group developed
three options for enhancing our controls on dual-use exports for
Iran, Iraq, Libya and Syria (Tab III). As the paper indicates,
the group did not believe that any change in our policy toward
other countries in the region was either necessary or desirable.

Background on Options

The paper presents three options covering these key issues:
= what to control;

e whether to implement supplemental controls on certain
end-users; and

i what efforts are required to make sure that the
controls are multilateral to the extent possible.

Option I, the most restrictive, would control (but not embargo)
all non-food/humanitarian items. Option II would continue to use
the COCOM lists, reduced by recent Core List decisions, as the
basis for controls for these countries. It would be supplemented
by a "safety net" control prohibiting any export to a military or
police agency and require licenses for a number (yet to be
determined) of items that could be militarily enabling for these
destinations. Option III, the least restrictive, is the same as
Option II, but without the supplemental list of militarily
enabling items

Agency Positions

State and Defense will likely press for Option II because it
allows for continued reliance on the COCOM lists, an
administrative advantage, while giving them the option of the
supplemental list of problematical goods and technologies focused
on the military needs of the countries in this region.

SEEREE
Declassify on: OADR o ' DECkégSE”.:éE.?:;QZEART

Lon-|232-MmR
MM bl[g[2045




SECRFET

Commerce recognizes the merits of this op
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RECOMMENDED APPROACH

We believe that any of the three options would adequately protect
national security and would provide adequate guidance to industry
and licensing officials. ' But Option I would be impossible to

"sell" multilaterally.

|

If State and Defense lay gown strong markers for Option II,

Commerce 1is likely to agree and seek const
the supplemental list. Wé recommend that
constraints on the supplemental list if a

raints on the length of
you support reasonable
consensus emerges for

Option II. Your talking points suggest several points to that

end:

-,

|
- The list shall be developed by |the PCC-Technology

Transfer within| 30 days.

- It should contain a limited number of technologies
(e.g., 10 - 15); and national security justifications
for each shall be provided by Defense.

- State must make: every effort tc

make the supplemental

list multilaterél and should report to the Deputies on
the results of %ts efforts within six months; if the
list remains unilateral, the Deputies should reconsider

the list.

Concurrences by: Sand®&Charles and Dan£§%§koneman

Attachment (s) x

Tab I Agenda ?

Tab II Talking Points

Tab III Middle-Eas? Policy Paper

|
i
|
|
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OPENING COMMENTS

POINTS TO BE MADE FOR DC MEETING ON
MIDDLE EAST EXPORT CONTROL

P
y

VAN

AR

”,

IF

The policy paper developed by the erking group looks at
Middle East export control policy from nearly every angle.
The group has, however, narrowed the options to three.

--- Option I would control all but%food and humanitarian

items. It includes a presumption of denial for all
l

problematical end-users or uses.
--— Option II continues reliance on the diminished COCOM
lists, but allows for a supplemental list of items that
we know could be helpful to thé military aspirations of
these countries. It also inclLdes a safety net that
would embargo shipment of any items to a military or
police entity.
-—— Option III is the same as Optiqn IT, without the
|

supplémental list. !

CONSENSUS DEVELOPS FOR {OPTIQON TIT

Option II makes sense from a political and national security
view. However, we must be careful to avoid encumbering a
sensible decision with nonsensical practical difficulties.

‘
What is State’s assessment of the négotiability of a
supplemental list?
What are the likely reactions from industry and Congress?
Practically speakingx what can the market bear?
I believe we need to place some careful constraints on the
development of the supplemental list.
The list should be developed by the |[PCC-Technology Transfer

within 30 days.




2
It should contain no£ more than ten|to fifteen items or
technologies, and national security| justifications for each
must be provided by Defense.

State must make every effort to make the supplemental list

multilateral and should report to the Deputies on the
|

results of its efforts within six months; if the list
remains unilateral, the Deputies shéuld reconsider the list.
|
|
!
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Summary of Conclusions

It was agreed that:

\
1
Joan McEntee NSC:
- DC members should consult Principals to determine their
attitudes toward the possible liberalization of the
export control regime for Syria and Iran resulting from
COCOM’s recent adoption of the Core list, which reduced
the number of controlled items. (&)
i If the Principals support such liberalization, then
COCCOM’s Core List should provide the basis for an
export control regime for Syria and Iran. (&}

= If the Principals do not support such liberalization,
then agencies should agree to a supplementary list of
militarily enabling goods and technologies to add to
the Core List. (8)

DECLASSIFIE
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In developing any supplementary list, U.S. agencies
should take account of the spectial needs of Syria and
Iran. The Corel List was developed with the USSR in
mind, and the threshold for apéroving the export of
militarily enabling goods and #echnology to these
countries may need to be corre?pondingly lower. (&)

State should befprepared to reéort to the DC on the
stricter system;of export controls adopted by Germany.

(1 i |

The USG should Strive to obtain multilateral support
for whatever control regime is established. (1
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MR. J. STAPLETON ROY MR. ROBERT E. HOWARD

Executive Secretary | Associate Director for National

Department of State E Security & International
| Affairs

COL. JOHN A. DUBIA E Office of Management and Budget

Executive Secretary !
Department of Defense | _ (b)(3) [50 USC 403g, Sec. 6,

MR. THOMAS COLLAMORE - " Central Intelligence Agency
Chief of Staff and As31stant

Secretary 5 COL. GEORGE L. SUMRALL, JR.
Department of Commerce ] - Secretary

‘1 Joint Chiefs of Staff

SUBJECT: NSC Deputies Commlttee Meeting on Mlddle East Export
Control Pollcy,iMay 30, 1991 _er

i :

|
There will be an NSC Deputies Committee meeting on Middle East
Export Control Policy at 11 30 a.m, on Thursday, May 30, 1991, in

the White House Situation' Room. An agenda and discussion paper
are attached at Tabs A and B. ¥

|
Attendance is principals plus one. Please phone my office at
202-456-6534 with the names and dateg of birth of your attendees.
(T)

William F. Sittmann
Executive Secretary"
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MIDDLE EAST EXPORT CONTROL POLICY
Agenda
Opening Statement . . . . . . . . . . . . . . Robert Gates

Discussion of Working Group Paper . . . . All Participants
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

May 23, 1991

ACTION
MEMORANDUM FOR WILLIAM F. SITTMANN

FROM: TIMOTHY E. DEAL &+

SUBJECT: Deputies Committee Meeting on Middle East Export
Control Policy

Attached at Tab I is a memorandum from you to the agencies
forwarding an agenda and discussion paper for the May 30 DC
meeting on Middle East Export Control Policy.

Concurrences by: Saﬁiy/eﬁérles

RECOMMENDATION

That you sign the memorandum to the agenices at Tab I.

Attachments
Tab I Memo to Agencies
Tab A Agenda
Tab B Discussion Paper

DECLASSIFIED
White House Guidelines
E.O. 12958, SEC 3.4 (B) September 11, 2006
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PERSONS:

SUBJECT: MINUTES OF DC MTG ON 31 MAY RE MIDDLE EAST EXPORT CONTROL POLICY
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ACTION N O 7E D
MEMORANDUM FOR WILLIAM F. SITTMANN

FROM: TIMOTHY E. DEAL ‘9

SUBJECT: Minutes of DC Meeting on Middle East

Attached at Tab I are the minutes of the May 31 DC meeting on
Middle East Export Control Policy.

Concurrence by: Sandyﬁéhﬁ??és

RECOMMENDATION

That you approve the attached minutes for the files.

Approve é:]&%erisapprove
Attachment

Tab I Minutes

DECLASSIFIED
White House Guidelines
E.O. 12958, SEC 3.4 (B) September 11, 2006
By D=z_ NARA, Date o¢%//2/3e09
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NATIONAL SECURITY COUNCIL :
WASHINGTON, D.C. 20506

703

Meeting of the NSC Deputies Committee
DATE: May 31, 1991
LOCATION: White House Situation Room
TIME: 4:00-5:00 p.m.,

SUBJECT: Minutes of DC Meeting on Middle East Export Control

Policy (&)

PARTICIPANTS:

The Vice President’s Office: CIA:

Karl Jackson g&chard Kerr

State:

Reginald Bartholomew JCS:

Allan Wendt David Jeremiah
Kevin Cummings

Defense:

Paul Wolfowitz White House:

Peter Sullivan Robert Gates
Andy Card

Commerce:

Joan McEntee NSC:

Michael Galvin Timothy Deal
Sandra Charles

OMB:

Robert Howard
Minutes

Mr. Gates: The Working Group has completed a study of our Middle
East export control policy and developed three options:

-- Option I would control all but food and humanitarian
items. It includes a presumption of denial for all problematical
end-users or uses.

-- Option II continues reliance on the diminished COCOM
lists, but allows for a supplemental list of items that we know
could be helpful to the military aspirations of these countries.
It also includes a safety net that would embargo shipment of any
items to a military or police entity.

-- Option III is the same as Option II, without the
supplemental list. (&)

I would like to go around the table. But first let me throw out
an idea. Basically, we are talking about four countries. In
effect, Option I is what we have in place for Iraq and Libya.
Option II then is aimed at Iran and Syria. It calls for a
supplementary list of technologies to be added to the COCOM Core

SECRET- —_
Declassify on: OADR SQG?M DECbégsElféE.?QSNzZART
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List. We would try to get multilateral agreement to these
controls. (%] '

Mr. Bartholomew: I would refine Option II in the case of Syria
and Iran. I assume that when you talk about the Core List you
are talking about a presumption of denial for military end-uses
and end-users and case-by-case review for civilian end-users. (3]

We would then attempt to seek multilateral approval of controls
for Syria and Iran which would encompass the Core List and a
supplementary list of technologles We can add unilaterally any
important items dropped from the Core List. ()

In seeklng multilateral agreement, it’s important to recognize
that we have never had one before for Syria and Iran. In other
COCOM countries exporters'had to go to the licensing authorities
for exports to Syria and Iran of items on the COCOM list, but
approval of the licenses was pro forma. Thus, we will be
breaking new ground. (&)

Mr. Gates: In certain cases we must be prepared to go it alone.

)

Mr. Bartholomew: We always have that opﬁion. ()

Mr. Wolfowitz: I would like some clarification. Are you talking
about a presumption of approval.for civilian end-users? (£)

Mr. Bartholomew: No. Si@ply case-by-case review. (&)

Mr. Wendt: In COCOM there 1is generally approval for controlled
items going to bonafide civilian end-users. The allies would
oppose a presumption of denlal ()

Mr. Wolfowitz: But we .are not saying a presumption of approval
either. (&)

Mr. Wendt: The Germans aie far ahead of us. They are not
shipping certain items to'any end-users. (&}

Mr. Gates: 1In the case of Iran, Japan and others are going to
ship regardless of what we do. (&)

Mr. Bartholomew: At.-the present time we have no way of "looking
at™ what Britain, for example, will ship to these countries.
With a multilateral agreement, they would have to come in for
case-by-case review. (&)

Ms. McEntee: I recommend that we keep the current total embargo
in place for Iraq and Libya. (&)

Mr. Gates: We would be pfepared to keep that in place even if we
were alone. (&) :

Ms. McEntee: Commerce has regulations for commodity
classifications. We are getting into a bind. We are getting

SECRET
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calls from exporters concernlng dual-use, but non-sensitive goods
destined for these countrles We have looked to the interagency
group for guidance, for example, on heavy duty trucks for Iran.
There is some sen31t1v1ty on the part of some agencies because of
the part of the world in which these trucks would be used. (&)

I
Option II 1is well—intentipned, but inappropriate. It doesn’t
solve the problem  of the heavy duty trucks which, for example,
might be used to transport SCUDs. . We feel strongly that with the
new non-proliferation reglmes we are covered adequately. There
is therefore no need for a new regime. We do not know what a new
list would look like or eren why we need it. (=
Regarding the multilateral approach let’s recall that we
couldn’t get the Australla Group to agree to limit exports of the
50 chemicals. The Nuclear Suppliers Group can’t agree on limits
either. (8) i '

Going to COCOM and seeking agreement to control exports to Syria
and Iran of computers with a PDR of 62 or certain machine tools
is unrealistic. This doesn’t get.at the problem and would prove
more onerous for U.S. exporters. (8)

Mr. Wolfowitz: Isn’t the|problem the shrinkage of the Core List?

()

Mr. Gates: We have had to undertake a ma831ve effort to get
others to agree to the prollferatlon controls, much less dual-use
items. (&) :

Mr. Bartholomew: If you develop a supplementary list, we will be
asking our allies to do even more than they are doing now for
Iran and Syria. (&)

Mr. Wolfowitz: We are not getting them to adopt a multilateral
regime, but to impose a national licensing requirement. (2)

1 . . ‘
Mr. Gates: There are two‘ba31c decisions: our own policy and
our desire to get multllateral agreement. The first is more
important. (&) i !
Ms. McEntee: We favor Opklon III. With the Core List, other
export control regimes, and the safety net for mllltary end-uses
and end-users, we have an;adequate system. (2]

Mr. Gates: Before the waL, would the regime that Commerce is
proposing have caught dual use or CBW material for Irag? Dennis
Kloske made a pitch for reglonal security for MTCR items. Does
the ~suggested approach spread the net wide enough to catch the
kinds of stuff that went to Iraq° (27

IO

‘ ] -
Mr. Gates: Would Option II have gotten them? (2} .

SECRET
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"Mr. Bartholomew: Option 'II will require fewer licenses. That in

itself is a political statement. Option II says essentially take
the Core List and add things that really count. (&)

Ms. McEntee: Other countries won’t add to the list. We will end
up having to drop things from our list or end up with unilateral
controls. ()

Mr. Bartholomew: The Germans are now controlling items that are
. not on the new COCOM Core List, for example, the hydraulic parts
of weapons —-- the "big guh"; heavy presses; items used in gas
centrifuge. These are not controlled on the COCOM list. (&)

Mr. Wolfowitz: What about the titanium furnace? (£)

Mr. Bartholomew: We would get that through the provision
concerning whether an exporter "knows or is informed™ about a
questionable export. This is EPCI. (&)

Ms. McEntee: Yes, EPCI is a new control regime, but we can’t get
the regulations out. (U)

Mr. Bartholomew: Even if we take all the non-proliferation
lists, there are certain things that are not controlled that were
used to build Iragq’s war machine. (&}

Mr. Wendt: The only difficulty with the supplementary list will
be obtaining multilateral agreement. (&)

Mr. Bartholomew: What about heavy duty trucks? (U)

- Ms. McEntee: If heavy duty trucks are the target, we need a new
regime. ()

Mr. Wolfowitz: The basic fact is that we are decontrolling
items, civil aircraft, for example. (2)

Mr. Gates: Yes and because of prior controls Airbus is
engineering out GE parts from Airbus aircraft shipped to these
countries. (&4 ’

Ms. Charles: The fact is that we have not looked at our policy
toward these countries since the end of the war. (&)

Mr. Bartholomew: The controls imposed on Syria and Iran were not
for national security reasons.' They were imposed because of
those countries’ support for terrorism, to inflict pain. If we
go all the way to Option III, we are in effect making a decision
that the items controlled are controlled not for national
security, but for terrorism purposes. Some in State would,
therefore like to reimpose the old set of controls. (&}

1

Mr. Gates: That means in effect that we would have a tougher
policy for a recent ally than for the USSR. (&)
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Mr. Bartholomew: Let’s recall that these countries are on the
list for terrorism. (&) .

Mr. Wolfowitz: It’s not just a question of trucks. Reducing the
Core List 1is the problem. These countries are a long way behind
the USSR, and machine tools that are of little use to the USSR
may be a big help to Iranian and Syrian weapons programs. (&]

Mr. Wendt: And we could put'advanced computers and semiconductor
technology in the same category. (£) :

Ms. McEntee: I come back:tc what I said before. If we want to
catch such items, you have to have tighter controls. But if we
go back to the old COCOM list, we will not have multilateral
cooperation. (&)

Mr. Wendt: The issue 1s whether it’s worthwhile to get any kind
of multilateral controls on these countries. (&)

Mr. Gates: France, Germany and others want relations with Iran.
Going back to them to tighten controls would be useless. I have
no problem in maintaining K controls for punitive reasons, but I am
not sure the Principals are on board. There is no chance of
getting agreement to reinstate the old COCOM list for these
countries. And if we can’t get agreement here whether trucks
should be on the list, it’s likely to be a long list. People are
going to be conservative to avoid adverse press publicity. (&)

Mr. Bartholomew: Again, using the COCOM list was for foreign
policy and terrorism purposes. (&) ~

Ms. McEntee:’' But despite. the terrorism designation, we have no
controls to these countries for dynamite or hand guns. But we
have controls on word processors., (&)

Mr. Gates: We have raised two key issues, and you should all go
back and talk to your Principals about them:

1. This discussion has brought to our attention that we
have been using the COCOM:1list for controls for punitive
purposes. With the Core List exercise, we are, in effect, moving
to liberalize trade with these countries. Are our Principals
ready to do that? If the' answer is yes, then the Core List alone
will serve our purposes for a control regime. If the answer is
no, then we have to have a supplementary list to move back toward
where we were before. (3]

2. If we are going to try to make such controls
multilateral, how do we do it? And what is the potential for it?

(2

I don’t believe that we need an NSR on this subject, but it will
depend on whether we have any disagreement. (&) )

Mr. Wolfowitz: There is a third point. Even though items on the
control lists may not be significant militarily to the USSR, they
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may be to Iran and Syria.' And if the Core List is our only list,
we could find ourselves in the position where our control regime
is more liberal than Germany’s. (%]

Mr. Gates: Can we clarify the German controls? Talk to your
Principals, and we will get together again in the middle of next

week. (&)

-- End of Meeting -~
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' ‘ - - The Under Secretary for Export Administration
%, & | washington, D.C.20230

May 29, 1991

Honorable Reginald Bartholomew

Under Secretary for International Security Affairs
Department of State !

Washington, D.C. 20520

Dear Reggie,

I understand that we will soon be asked to make a recommendation
on the following issue: How should we manage dual-use export
licensing to Iran, Libya and Syria now and Iraq later if
sanctions are ever lifted? The NSC has distributed an options
paper on this subject.

This letter seeks your support for Option III. This approach
would embargo all products that appear on any one of the seven
control lists maintained by Commerce and State. It would further
add an additional safety net authorizing denial of any exports or
reexports to any military end-users. No new control lists would
be formed other than the seven product lists already implemented
and in the process of being strengthened multilaterally. The
attached chart diagrams how Option III would work in the context
of the other seven principal export control regimes.

There are four principal reasons why the Administration should
adopt this approach:

1. Option III announces to the world and U.S. industry
that this Administration presumptively disapproves of
any export trade with the Iranian, Libyan or Syrian
military. The Administration’s presumption of
disapproval would be overrldlng and blunt all criticism
of duplicity.

2. Option III would essentially embargo all truly
enabling technology that is crucial to developing a
meaningful defense industrial base around CBW, nuclear,
missile or other sophisticated munitions programs.

3. Option III holds the best promise for coordinated
multilateral adoption' because most of our allies have
already begun to implement end-user driven approaches
(e.g. Germany, U.K., France, Italy, Spain). This was
confirmed at last week’s Australia Group meeting.

4. Controls on the dual-use products not already
listed on one of the existing control lists would be
meaningless because they are widely available from
numerous foreign sources. These sources include not
only the member countries of these multilateral regimes
but numerous non-member states as well.
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Options I and II are well-intentioned but inappropriate. Option
I calls for licensing practically every export into these
countries regardless of strategic criticality or the end user.
If U.S. unwillingness to accept the strategic risk of selling
dual-use word-processors or hand-held calculators is so high as
to require this level of review regardless of the end-user, then
the administration should impose a Cuba-style embargo and not
waste scarce available licensing and enforcement resources on
this overly burdensome exercise.

Option II calls for the creation of yet another "enabling
technologies" control list. This new list would consist of dual-
use products that our multilateral partners (and interagency list
review experts) have already determined not to be strategically
critical. 1If we want to strengthen control lists, then the
Administration should do so through one or a number of the seven
multilateral control regimes that are already being strengthened
or are in formation.

Neither Option I nor II solves the real issue: Whether to
approve lesser strategic but sophisticated dual-use exports
licenses to even legitimate commercial end-users due to non-
specific and speculative concerns about risk of diversion
scenarios. Examples include heavy trucks to oil exploration
companies, commercial passenger planes to state airlines and
computers to schools and hospitals, all of which could
conceivably be diverted to military use at some future date.
Under Options I and II, case-by-case processing of these lesser
strategic but sophisticated export licenses in the context of
these unspecified diversion concerns means that the NSC will be
asked for country policy clarification on a continuing and
frequent basis.

For all of these reasons, I urge your consideration of Option III
as the most strategically responsible and multilaterally
acceptable approach.

Sincerely,

M. McEntee

cc: Robert M. Gates
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OPTION Hl:
CURRENT COMBINED CONTROLS
WITH SAFETY NETS

Chenmlioal
Preoursors, !
Whoie ! Blologlosl
COCOM Pilants I Agents
. Gore & ! & _ Super-
List Equlp. ﬁTOH Equlip. Nuclesr, Gompstsr Munitions
QUIDANCE CRITICALITY
Embarge all
Listed Crl;lcal
Products Controllable
]
END-USER SAFETY NETS +
b Generally
I _ Useful
Nuclear i -Chemloal &
Permlit | l ' Widely
Exports of ! Avallable
Non-Listed
Products
Subject to ]
Safoty Nets Mlsslle
. . Non-Useful
All Mllltary &
Widely
Avallable

I ,
» SAFETY NETS re’quire a license, with presumption
- of denial, for any exporis or reexports to any

chemical, blologlcal nuclear, missile, or any
other military projects.
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