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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUHBIA

SCOTT ARMSTRONG, et al.,
Plaintiffs,

Civil Action No.
89-0142 (JCR)

Ve
GEORGE H.W. BUSH, et al.,

Defendants.

RESCRIPTION OF THE PROFS SYSTEM

YPROFS” is the term used to refor to an IBM computer gystenm
available for use on mainframe computers, Two independent PROFS
systems are utilized by components of the Executive Office of the
President (EOPF): one by the staff of the National S8ecurity
Council (NSC) and the other by othgr EOP components. Declaration
of George Van Eron, filed Feb. 6, 1989, (Van Eron Decl.) § 3;
Declaration of Dennis Keating, filed Feb. 6, 1989, (Keating
oeél.) q 3.

The NSC cystem became fully operational in approximately
April 1985. Van Eron Decl. § 3. It is maintained by the White
House Communications Agency, a joint services Department of
Defense activity. Id, ¢ 1. As of January 19, 1989,
approximately 92 PROFs Us:'-:_RI_Dal mhis—sued L0 members of the
Nsc'staff(/'ﬁéféidants; Responses to Plaintiffs’ Interrogatories
to Defendants Bush and the National Security Ceuncil (Def.

Interr ) No S(a) (1).

1 gefine UBERID.
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The othef EOP components share a PROFS systenm managed by the
Information Raiourco Management Division (IRMD) of the Office of
Administration (EOP system). Keating Decl. § 3. The EOP system
became operational in November 1986. id. As of December 30,
1988, the following numbaers of ﬁSERID¢ had been issued to EOP
components: -

Unassigned, a&iilable to systems users - 472
Office of Adminiatration - 154
White House 0ffice = 70 -
Office of the Vice Preaident ~ 13
Office of Science and Technology Policy - 10
Office of Management and Budget - 3
Office of Policy Development = 4
United States Trade Represantative - 4
Council on Environmental Quality - 1
Others - 1
Def. Interr. No. 5(b) (11).

(Describe in more detail than we already have how PROFS
functions from a technical standpeint, but in as simple terms as
possible., TYor example, aside from the backup, is current data
maintained on some type of disk or tape? Do all users have
oocmputer terminals and Xeyboards? Is PROTS a software package, a
total hardware and software system, or what? <Can the PROFS
terainal (PC?) be used for things other than PROFS (e.qg. vord
procossinq)é Hov is a note or other data entered into the system
and sent? Is the recipient alerted by some type of #”beep” or
does a note just show up in some type of ~inbox.” Some of thesa
points may fit inte the followving paragraphs.] Include: 58% of

the space on the EOP PROFS system is allocated for systenm spacs.

2 explain this category: Systems users are IRMD personnel
who are responsible for maintaining the system?

-2 -
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(vhat is system space?]. 41% if the space on the EOP PROFS
systam is allocated as user disk space [define user (disk)
SpRoe]. For the N8C system, 25% of the space is available for
*programming” and 75% of the space is available for *user |
information.” [can we use the -ano'torm- for EOP and N8C?] The
NSC PROFS eystem is cleared tJ handle classified information.
Van Eron Decl. ¢ 5, ) |

The primary function of the PROFS ajiteml for all EOP
components is to serve as a neans qt informal electronic
éommunication among the various individuala who have access to
the gystem. vVan Eron Decl. 1 5 and Ex. 2; Riggle Decl. q{ 6;
Keating Decl. 99 8, 9. The creation and transmittal of
“electronic mail” usually called “notes” ias the mostly commonly
used function on the EOP and NSC PROFS systems. Notes are a
meana of sending short messages to another ueer. The average
note is three paragraphs long, Backer Decl. § 6, [some of thia ¢
is from Bddie Beoker and his exhibits =~ can we agree ?] and will
appear on one page when‘ rinted in hard Copy? When a user sends
&4 note, PROF§(§gz;szu::§;w§utomatically in the sender’s "note
log.” Becker Decl. Ex. 1 at 2. The note is transmitted to the
recipient’s electronic ¥ incoming hail.' Id, The recipient can
do several things with a note, includinq reply to it, file it in
his own elactronic “note log,” erase it, and/or print a hard
copy. Id. When printed, the hard copy of a note will contain
the USERID and name of the sender, the date and time of

transmittal, the USERID [and name?) of [all?] recipients, and the

-3—




| | text of the noto [anything else to add?]. Keating Decl. ¢ 10.
. If the sender has used the nickname or distribution 1ist
functions,? the USERID, rather than the nickname or distribution
list code would appear on a hard copy of the note. Def. Interr.
No. 13 (a)-(d).
The EOP PROFS system has-a "Document Tranafer? function that
Permits a user to tranamit a “document” from his own personal
computer or word processor through the PRdFS system to other
users. Documents are usually longer and morse formal than notesg,
The EOP PROFS system is not used to create or edit documants,
Crcatioﬁ and revigion of the document is done on the personal
computer or word processor of the sender and recipient. .0005%
of the space on the EOP PROFS syatem is allocated for documents,
The NSC PROFS system has the_éapacity for users to create,
. as well as tranamit, documents. The document function is little
used because the process is “clumsy, slow, and not user

friendly.” van Eron Decl. ¥ 51 Becker Decl. ¢ 6. Tcoument—

e nca Broor e NEC-PROPS—syTTEN ToRstitutes ((021% of the space on
\Mtégés't$:zim.,th OAJ«aJLQJr£L t%@CbLWFLVb ) %4€nﬁN8Q‘>°~\F£NL&.

The calendar function is used by some individuals for
scheduling purposes. Individual users can authorize other users

to have access to all, or parts of, their personal calendar. For

3 The nickname function is a user aid by which a user can
assign a “nickname” to another user for convenience as an
abbreviation as an easijar identifier to remember than the user
name [USERID]. The distribution list is a user-created file of

4 group of individuals to whem the user frequently sends notes.
Inter. No. 13 (a)-(d).

o T T W W . W ML




the EOP system, .0005% of the user space isallocated for the
calendar function. For the NSC system, % of user space is
allocated for the calendar function. [Anything to add4?] all
notes, documents, an&icalondarl created and transmitted on the
PROFS system can be printed out on paper or 'hard copy.” Keating

Decl. ¢ 14, - _
The EOP components, the NS¢, and individual atafs mémbers
have used different functions of the PROF§ system with varying
frequency. Def, Interr. Nos. 7(a)~(e), 29. It is impossible to
quantify the frequency of usage for particular functions and the
frequency with which users printed in hard COpy data entered into
the system without polling each user and/or reviewing each entry
item by item. Id, ' |
Both the EOP and NSC PROFS systems have *backup procedures, *
in which “snapshots” of the Bystem are taken at a given point in
time. vVan Eron Decl. 1 6 and Bx. 2; Keating Decl. f17. If the
systenm fails hechanically, causing current data to be lost, the
backup tape can be used to retrieve data that had been recorded
on the tape. 8imilarly, if a user inadvertently deletes informa-
tion, the information can be retrieved if it was captured on a
backup tape. Def. Interr. No. 21. The backup tapes have no
functional purpose for the NSC and the EOP other than to guard

against loss of data through mechanical failure or inadvertent

delaetion,
A backup tape of the NSC PROFS system is made on a daily

basis. These backup tapes are written over or recycled after
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seven days, except Saturday’s tapes, which are retained for two
weeks before they are recycled. Van Eron Decl. Ex. 2. A backup
tape of the EOP systenm 1s made niqhg}y at midnighe. Keating
Decl.'1 17. The nightly back-up tapes are retained for four to
slx weeks before the tapes are recycléd. Id. 9 18. PROFS notes
created and deleted by both the sender and recipient between the
hours when backup tapes are made would not:bg included oﬁ any
backup tape. Keating Decl. 1 17; Van Eron Decl., Ex, 2. |

31 tapes for the EOP Systsm, made between December 31, 1988
and January 20, 1989, have been preserved as a result of this
lawsuit. At a ninimum, there are approximately 2 million pages
of intormation on thg 31 tapes, Approximateiy 144 tapes for the
NSC System made between January 1, 1989 and January 20, 1989 have
been preserved.4 Dpata reflected on these tapes could date back
to when the respectiva PROFS systems bhecame operational; if that
data had not baeen delaeted by individual users,

Respecttully submitted,

JOHN R. BOLTON ,
Assistant Attorney General

JAY B, STEPHENS
United states Attorney

DAVID J. ANDERSON

ELIZABETH A. PUGH

4 In addition (how many?] NSC PROFS backup tapes made
November 15, 22, and 29, 1986 and February ; 1987, have been
Preserved as a result of Iran-Contra inquirTes. ‘

@
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

January 20, 1989

MEMORANDUM FOR MICHAEL DONLEY

FROM: PAUL SCHOTT STEVEN)s@/V-/

SUBJECT: Compliance with Temporary Restraining Order

On January 19, 1989, the United States District Court for the
District of Columbia enjoined us "from destroying, erasing,
recycling, or in any way altering what is commonly known as the
PROFS computer tapes for the National Security Council and the
Executive Office of the President or in any way deleting or
destroying the information contained. in the back-up files of the
PROFS Computer System." (Tab A) Out of an excess of caution and
to demonstrate maximum good faith, I ask that you take the
following steps. -

-- I hereby confirm George Vén Eron’s oral instructions to you
at approximately 6:23 p.m. on January 19, 1989, to stop all
deletions, if any in progress, from the WHSSS system. '

-- I hereby direct that WHSSS continue making a full-system
back-up tape of all existing NSC data from the main frame
computer disk, as requested by Nicholas Rostow last night.

-- All existing back-up tapes as of the time of the court order
(6:10 p.m., January 19, 1989) and all back-up tapes created
subsequently pursuant to this directive must be preserved intact
in a secure manner. :

-- WHSSS should make a complete, contemporaneous record of all’
steps taken, including noting all participants in the process, in
carrying out this action.

-— When the full-system back-up is complete such that all

existing NSC data is preserved in a retrievable form, WHSSS shall

prepare an affidavit for signature by someone having knowlédge of
the technical actions required and taken and who can certify that
all existing NSC data has been preserved as required by the court
order and by these instructions. The affidavit shall set forth
all steps taken as well as the certification with respect to the
preservation of all existing NSC data. As soon as the back-up
tape has been created, the affidavit should be prepared and
submitted to the Office of NSC Legal Adviser.

-- When all existing NSC data has been preserved in the manner
set forth above, WHSSS should prepare the main frame computer
disk for use by the Bush Administration.

Attachment
Tab A - Restraining Order




e FILED

. | UNITED STATES DISTRICT COURT JAN 191863
- FOR THE DISTRICT OF COLUMBIA

. JAMES F. DAVEY, Clerk
R. SCOTT ARMSTRONG, et al.

Plaintiffs, -

v. Civil Action No. 89-0142
' (J. Charles Richey)
PRESIDENT -OF THE UNITED STATES

OF AMERICA, et al.

hd Defendants.

STRAINING O

Plaintiffs' Motion for Temporary Restraining Order was heard
in open court on January 19, 1989. Upon consideration of said
\ ' motion, the Complaint filed therewith, the Memorandum of Points
| and Authorities attached thereto, the Affidavif of plaintiff R.
Scott Armstrong, and oral argument of counsel for the parties,
h the Court finds that plaintiffs have made a threshold showing

that they are likely to suffer immediate and irreparable harm

affecting a vital public interest unless a-restraining order is
entered against the defendants and thgy have‘also made a showing
of probable success on the merits.
IT IS THEREFORE ORDERED by the Court that the defendants,
the President, Vice-President, Executive Secretary of the
- National Security Council, and the agents, servants, employees,

attorneys of the Council, and all persons in active concert of

participation with them are hereby enjoined from destroying,




erasing, recycling, or in any way altering what is commonly known
as the PROFS computer tapes for the National Security Council and
the Executive Office‘of the President or in any way deleting or
destroying the information contained in the back-up fi;es of the
PROFS Compﬁter»Systen. '

Plaintiffs éhgll not be required to post.security because
defendants will not suffef costs or damage even if it is -
determined that they were wrongfully restrained pursuant to Civil
Rule 65(c). -

IT IS FURTHER ORDERED that thié_Order shall expire within
ten (10) days after entry unless extenged for good cause shown by
the cCourt; and |

IT IS FURTHER ORDERED that counsel shall appear before Judge
Charles Richey no later than January 25, 1989 for further
scheduling and plaintiffs shall file a Motion for Preliminary

Injunction on January 24, 1989.

ISSUED at 6:10 o!clock p.m. on January 19, 1989.

i A

-Barrinffton D. Parker
United States District Judge

' . trioct Court
nited States Dis
gor the Distriot of Columbia

A TRUE COPY

o F. DAVEY
T
: BY aliics

Deputy Clérk
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

January 20, 1989

MEMORANDUM FOR PAUL SCHOTT STEVENS
FROM: NICHOLAS ROSTOWAL .
SUBJECT: Directive to WHSSS in Connection.with TRO

As you are aware, the National Security Archive and other
plaintiffs obtained a temporary restraining order enjoining us
"from destroying, erasing, recycling, or in any way altering what
is commonly known as the PROFS computer tapes for the National
Security Council and the Executive Office of the President or in
any way deleting or destroying the information contained in the
back-up files of the PROFS Computer System." (Tab II) '

WHSSS assures us that all existing NSC data on the system hard
disk may be copied onto back-up tapes without destroying,
altering, or otherwise losing data. It is the unanimous view of
Assistant Attorney General Bolton, Deputy Counsel to the
President Brady and myself that this copying should be undertaken
out of an excess of caution and to demonstrate maximum good
faith.

We therefore recommend that you sign the attached memorandum (Tab
I) to Michael Donley directing WHSSS to preserve on back-up
computer tapes all existing NSC data, to maintain a
contemporaneous record of all actions taken in this regard, and
to make an affidavit that all existing NSC data-has been
preserved in a usable form. Once these steps have been

completed, and in rellance on WHSSS representation that all
existing NSC dafa hds been preserved, your memorandum authorizes
WHSSS, as a final step, to prepare the system for use by the Bush-
Administration.

RECOMMENDATTION

That you sign the memorandum attached at Tab I.

Georgsé%%ﬁ-ﬁron concurji/L////
Approve §2 v CLS) Disapprove

w/
Attachments %‘\GW ‘\lqo '%q %(PN/

Tab I - Memorandum to Michael Donley
Tab II - Order and Pleadings
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

January 20, 1989

MEMORANDUM FOR PAUL SCHOTT STEVENS
FROM: NICHOLAS ROSTOWhLu
SUBJECT: -Directive to WHSSS in Connection with TRO

As you are aware, the National Security Archive and other
plaintiffs obtained a temporary restraining order enjoining us
"from destroying, erasing, recycling, or in any way altering what
is commonly known as the PROFS computer tapes for the National
Security Council and the Executive Office of the President or in
any way deleting or destroying the information contained in the
back-up files of the PROFS Computer System." (Tab II)

WHSSS assures us that all existing NSC data on the system hard
disk may be copied onto back-up tapes without destroying,
altering, or otherwise losing data. It is the unanimous view of
Assistant Attorney General Bolton, Deputy Counsel to the
President Brady and myself that this copying should be undertaken
out of an excess of caution and to demonstrate maximum good
faith.

We therefore recommend that you sign the attached memorandum (Tab
I) to Michael Donley directing WHSSS to preserve on back-up
computer tapes ‘all existing NSC data, to maintain a
contemporaneous record of all actions taken in this regard, and
to make an affidavit that all existing NSC data has been
preserved in a usable form. Once these steps have been
completed, and in reliance on WHSSS representation that all
existing NSC data has been preserved, your memorandum authorizes
WHSSS, as a final step, to prepare the system for use by the Bush
Administration.

RECOMMENDATION

That you sign the memorandum attached at Tab I.

George, n ErOn-Concurjﬂ/x//// :
Approve §2 ; cLS) Disapprove

W/ 4

Attachments %iéw \]qo l"-bq %?N/ -

Tab I - Memorandum to Miéhael Donley
Tab II - Order and Pleadings
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FILED

UNITED STATES DISTRICT COURT JAN 191989
FOR THE DISTRICT OF COLUMBIA .

. JAMES F. DAVEY, Clerk
R. SCOTT ARMSTRONG, et al.

Plaintiffs,
v. Civil Action No. 89-0142
(J. Charles Richey)
PRESIDENT OF THE UNITED STATES *
OF AMERICA, et al.

Defendants.

Ut S Y NP Nt S as® st s P

TEMPORARY RESTRAINTNG ORDER

Plaintiffs' Motion for Temporary Restraining Order was heard
in open.court on January 19, 1989. Upon consideration of said
motion, the Complaint filed therewith, the Memorandum of Points
and Authorities attached thereto, the Affidavif of plaintiff R.
Scott Armstrong, and oral argqument of counsel for the parties;

the Court finds that plaintiffs have made a threshold showing

‘that they are likely to suffer immediate and irreparable harm

.-‘

affecting a vital public interest unlesé a restraining order is
entered against the defendants and they have also made a showing
of probable success on the merits.

IT IS THEREFORE ORDERED bf'the Court that the defendants,
the President, Vice-President, Executive Secretary of the
National Security C6undil, and the agents, servants, employees,
attorneys of the Council, and all persons in acfive concert of

participation with them are hereby enjoined from destroying,




erasing, recyclinﬁ, or in any way aitering what is commonly known
as the PROFS computer tapes for the National Security‘COuncil'and
the Executive Office of the President or in any way deleting or
destfoying the information contained in the back-up files of the
PROFS Computer System.

Plaintiffs shall not be required to post security because
defendants will not suffer costs or damage even if it is
determined that they were wrongfully restraingd pursuant to Civil
Rule 65(c). . .

IT IS FURTHER ORDERED that this Order shall expire within
ten (10) days after entry unless extended for good cause shown by
the Court; and u

IT IS FURTHER ORDERED that counsel shall appear béfore Judge
Charles Richey no later than January 25, 1989 for further |
scheduling and plaintiffs shall file a Motion for Preliminary

Injunction on January 24, 1989.

ISSUED at 6:10 o'clock p.m. on January 19, 1989.

Barri on D. Parker

United States District Judge

District Court
iot of c01\mbia

United States
for the Distr

A TRUE COPY .




IN THE UNITED STATES DISTRICT .COURT
FOR THE DISTRICT OF COLUMBIA

SCOTT ARMSTRONG
2620 Quebec Street, NW
Washington, DC 20008,

SENATOR GAYLORD NELSON
3611 Calvend Lane
Kensington, MD 20895,

GARY M. STERN, -
4000 Harrison Street, NW
Washington, D.C. 20015,

EDDIE BECKER
1844 Mintwood Place, NW
Washington, DC 20009, .

NATIONAL SECURITY ARCHIVE
1755 Massachusetts Ave., N.W.
Suite 500

Washington, D.C. 20038,

CENTER FOR NATIONAL SECURITY STUDIES
122 Maryland Avenue, NE
Washington, DC 20002,

Plaintiffs,

Ve

"RONALD W. REAGAN, President

1600 Pennsylvania Ave., N.W.
Washington, ‘D.C.,

GEORGE M. BUSH, Vice-President and
President Elect 7

O0ld Executive Office Building

Pennsylvania Ave. & 17th St., N.W.

Washington, D.C.,

THE NATIONAL SECURITY COUNCIL

0ld Executive Office Building
Pennsylvania Ave. & 17th St., N.W.
Washington, D.C.,

DON WILSON, ARCHIVIST‘OF THE
UNITED STATES:
7th & Pennsylvania Ave., N.W.
Room 111
Washington, D.C. 20408,
' Defendants.

C.A. No.




COMPLAINT FOR DECILARATORY AND INJUNCTIVE RELIEF

Nature of Action

1. This is an action under the 2residential Records Act, 44
U.S.C. § 2201, et. seq.; the Disposal of Records Act, 44 U.S.cC. §
3301, et. seqg.; and the Administrative Procedures Act, 5 U.S.C. §
551, et. seg. Plaintiffs seek: (1) a declaration that ceftain
White House computer records stored in what is commonly known as
the "PROFS" computer system are covered by the laws governing the
National Archives and Records Administration 44 U.S.cC. chapters
21-33; and (2) injunctive relief to prevent the President, the
National Security Council, and their agents, servants, employees,
attorneys, and all persons in active concert or participation
with them from destroying these computer :ecofds without
complying with the prescribed statutory procedures for
destruction of Presidential and agency records and to order the
Presiden;, the National Security Council and the Archivist to
comply with the laws governing the National Archives and Records
Administration.

Jurisdiction and Venue

2. This Court has subject matter jurisdiction over this
action pursuant to 5 U.S.C. § 552(a) (4) (B) and pursuant to 28
U.S.C. §§ 1331, 1346 and 28 U.S.C. § 2201(a). Venue lies in this
district under 28 U.S.C. § 1391(b) and (e).

The Parties
3. Plaintiff Scott Armstrong is a journalist, author, and

foreign policy researcher, and founder and executive director of




the non-profit research institute the National Security Archive.

, _ 4. Plaintiff Gaylord Nelson is a former United States
. Senator and was co-author with Senator Sam Ervin of the
Presidential Records and Materials Preservation Act.
5. Plaintiff National Security Archive (hereinaftef, the
"Archive") is a nonprofit public interest scholarly research
institute and library in Washington, D.C. It is organized and
operated as a division of The Fund for Peace, Inc., a New York
nonprofit corporation. The Archive makes extensive use of the
Freedom of Information Act ("FOIA") to obtain government
“documents concerning national security issues for its own
research purposes and to make such documents available to
scholars, journalists and other interested persons.
6. Plaintiff Center for National Security Studies
(hereinafter, the "Center") is a nonprofit public interest
. scholarly research ihstitute in washington, D.c. It is organized
and”operated as a division of the American civil Liberties Union
Foundation and The Fund for Peace, Inc., a New York nonprofit
corporation. The Center makes extensive use of the FOIA to
obtain government documents concerning national security issues
for its own research purposes and to make such documents
available to scholars, journalists and other interested persons
as part of its program of public education.
7. Plaintiff Gary Stern is a research associate at the

Center for National Security Studies and has written articles,




reports, and comments on national security issueé for a variety
of publications.

8. Plaintiff Eddie Becker is a professionai researcher
specializing in documentary reconstruction of historical events,
Mr. Becker is employed by documentary filmmakers, scholars, and
journalist, and is a consultant at the National Security Archive.

9. Defendant Ronald W. Reagan is the Péésiaent of the
United States and has ultimate control over all records and
information in the Executive Office of the President and the
National Security Council ("NSc"),

10. Defendant George M. Bush is Vice-President and
President-Elect of the United States and on January 20, 1989,
will have ultimate control over all records and information in
the Executive Office of the President and the National Security
Council ("Nsc"). '

11. Defendant National Security Council is an Yagency" of
the United states and makes use of the PROFS computer systemn.

12. Defendant Don Wilson is the Archivist of the United
States and is responsible for preserving presidential records and
agenéy records in accordance with the laws governing the National
Archives and Records Administration (NARA).

The Computer Records in the PROFS System

13. The President, his staff, and the National Security
Council ﬁse what is commonly known as the PROFS computer system
(hereinafter "PROFS system") to create, store, and retrieve

information .in the course of performing their governmental




functions. The PROFS system combines various routine office
functions including the ability to send electronic mail and
documents to othérs on the system.

14. The PROFS system is a central computer system of the
White House and the Natiocnal Security Council. It contains
substantive information that does not exist anywhere in a paper
copy but only in electronic form. )

15. The PROFS_system contains information that constitutes
presidential records, as defined in the Presidential Records Act,
44 U.S.C. § 2201, et. seq., and agency records, as defined in the
Disposal of Records Act, 44 U.S.C. § 3301, et. seg., and the
Freedom of Information act, 5 U.S5.C. § 552 et. seq..

16. Based on information and belief, President Reagan and
the National Security Council intend to destroy the records
stored on the PROFS system beginning on Thursday, January 19,
1989, in violation of these statutes and specifically without
having complied with the procedures for obtaining a determination
by the Archivist of the United States, that the computer records
may properly be preserved.

COUNT 1

17. Plaintiffs incorporate by reference as if fully stated

herein ‘all the statements contained in paragraphs 1 through 16

above.

18. By their aforementioned acts, defendants have or intend

. to violate the Presidential Records Act, 44 U.s.C. § 2201, et

seqd.



COUNT 2

19. Plaintiffs incorporate by reference as if fully stated
herein all the statements contained in paragraphs 1 through 16 |
above. |

20. Defendants have or intend to violate of the Disposal of
Records Act, 44 U.S.C. § 3301, et seq.

COUNT 3

21. Defendants are in violation of the Administrative
Procedures Act, 5 U.S.C. § 553, et seq.

WHEREFORE, plaintiffs pray thét this Court:

1. Declare that the electronic tapes and ihformation stored
in the PROFS computer system used in the White House and the
National Security Council are records governed by the provisions
of the laws governing the National Archives and Records
Administration (NARA), 44 U.S.C. chapters 21-33.

2. Enjoin defendants Ronald Reagan, George M. Bush, and the
National Security Council and their agents, servants, emplofees,
attorneys, and all persons in active concert or participation
with them from destroying, erasing, recycling, or in any way
altering what is commonly known as the PROFS tapes that exist iﬁ
the National Security Council and the Executive Office.of the
‘President and the contents therein without complying with the
provisions of the laws goVerning the National Archives and
Records Administration (NARA), 44 U.S.C. chapters 21-33 and

specifically not until they receive an advance determination by




the Archivist of the United States, as to whether the computer
records may properly be destroyed.

3. Order defendant Don Wilson to comply with the provisions
of the laws governing the National Archives and Records
Administration (NARA), 44 U.S.C. chapters 21-33, with regard to
the electronic tapes and information contained in the PROFS
computer system and specifically to follow tge prescribed
procedures regarding destruction of Presidential and agency
records.

4. Award plaintiffs their costs and reasonable attorneys
fees in this action; and

5. Grant such other and further relief as the Court may

deem just and proper.

January .19, 1989

/zZIEL./%QquL;~§

Kate Martin

American Civil Liberties Union
Foundation

122 Maryland Avenue, NE

Washington, DC 20002

544-5388

Attorney for Plaintiffs




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

V.

RONALD W. REAGAN,
et al.,

C.A. No,

Defendants.
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PLAINTTFFS' MOTION FOR TEMPORARY RESTRAINING ORDER

Plaintiffs R. Scott Armstrong, Eddie Becker, Gary M. Stern,
National Security Archives, and Center for National Security
Studies respectfully move this Court, pursuant to Federal Rule of
Civil Procedure 65(b) to issue a Temporary Restraining Order
against defendants President Ronald Reagan, Vice-President George
Bush, and the National Security Council (NSC) and their agents,
servants, employees, attorneys, and all persons in active concert
or participation with them.

The relief requested by the motion is to enjdin'the
President and the NSC from destroying certain computer records
- commonly known -as the PROFS system. The narrow issue raised by
this motion is whether the President and the NSC can be
tempérarily enjoined from destroying government computer records
in advance of a judicial determination as to whether destruction
of the records is in violation of the law and whether they should

be preserved in accordance with the laws governing the National




Archives and Records Administration (NARA), 44 U.S.C. chapters
21-33.

As grounds for the Motion, plaintiffs assert that a
Temporary Restraining Order is necessary to prevent the President

and the NSC from causing plaintiffs irreparable harm by

unilaterally and permanently destroying government records and to

safeguard plaintiffs} right of access to the information. In
support of this Motion, plaintiffs rely upon the Verified
Complaint filed herewith, the Memorandum of Points and
Authorities attached hereto, the proposed Temporary Restraining
Order, the Affidavit of plaintiff R. Scott Armstrong, and such
other matters as the Court may consider upon a hearing of this

Motion.

Respectfully submitted,

EQ;Lz: rhadh
Kate Martin

American Civil Liberties Union
Foundation

122 Maryland Avenue, NE
Washington, DC 20002

544-5388

Attorney for Plaintiffs
January 19, 1989




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

v.

C.A. No.

;1v€n~vJ&a

RONALD W. REAGAN,
et al.,

Defendants.

é%&Z) Zé%?¢*¢
TEMPORARY RESTRAINING ORDER J’?%?Qh:‘

&

Plaintiffs' Motion for Temporary Restfaining order came on
for hearing in open court on January 19, 1989. Upon
consideration of said Motion, the Complaint filed therewith, the
Memorandum of Points and Authorities attached thereto, the |
Affidavit of plaintiff R. Scott Armstrong, and oral argument of
counsel for the parties, the Court finds that plaintiffs ?II%
suffer immediate and irreparable harm affecting a vital public
interest unless a restraining order is entered against the
defendants. _-

IT IS THEREFORE ORDERED by the Court that defenqants,
President Ronald Reagan, Vice-President George Bush, and the
National Security Council and their agents, servants, employees,
attorneys, and all persons in active concert or participation
with them are hereby enjoined from destroying, eraéing,'
recycling, or ih any way altering what is commonly known as the

PROFS computer tapes for the National Security Council and the




Executive Office of the President or in any way deleting or
destroying the information contained in the back~-up files of the
PROFS Computer Systen. |

Plaintiffs shall not be required to post security because
defendants will not suffer costs or damages even if it is
determined that they were wrongfully restrained pursuant to Civil
Rule 65(c). :

IT IS FURTHER ORDERED that this Order shall expire within
ten (10) days after entry unless extended for good cause or by
consent of the defeﬂdants; and

IT IS FURTHER ORDERED that plaintiffs shall be given until
the day of ' » 1989, to file a Motion for

Preliminary Injunction and that said Motion will be heard on the

day of , 1989, at o'clock .,

ISSUED at o'clock __+m., January ' 1939.

UNITED STATES DISTRICT JUDGE




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

Ve

RONALD W. REAGAN, C.A. No.

et al.,

Defendants.
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MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT OF
PLAINTIFF'S MOTION FOR TEMPORARY RESTRAINING ORDER

Plaintiffs seek a temporary restraining order enjoining
defendants Ronald Reagan, George Bush, and the National Security
Council from destroying any electronic computer tapes of other
materials that contain information concerning the functioning of
the White House, contrary to the requirements of the Presidential
Records Act, the Disposal of Records Act, and thé Freedom of
Information Act as administered by the Archivist of the United
States and the National Archives and Records Administration. See
American Friends Service Committee v. Webster, 485 F. Supp. 222
(D.D.C. 1980) aff'd 720 F.2d 29 (D.C. Cir. 1983).

Defendants apparently intend to destroy these electronic
tapes, which are the only existing record of many important
communications within the White House and specifically within the
National Security Council at the close of the Reagan
Administration on January 19, 1989. Doing so will destroy an

invaluable historical and political record that is available




nowhere else and which Congress has on several occasion mandated
be available to members of the public.
STATEMENT OF FACTS

The Executive Office of the President (the White House),and

the National Security Council (NSC) utilize what is commonly
known as the PROFS computer system ("PROFS system"). The PROFS
systems allows users of the system to communicate via electronic
mail, that is to send memoranda and other information to other
users directly through the computer. It is used to create,
maintain, and refrieve information pertaining to official
government activities.l/

This information is maintained on an electronic storage
medium, most likely magnetic tapes. These tapes have recorded
all correspondence and information that has been sent or created
using the PROFS system. 1In many instances no hard or paper copy
of the information exists, the elect:opic tapes are the only
record of the information.

The PROFS system is used by White House and NSC officials to
carry out governmént policy. It contains presidential and agency
records and any particular electronic tape may contain both
Presidential records and agency records of the NSC.

The information in the PROFS system, which exists only on an
electronic medium and not in any paper record can be extremely

important. For example, records contained in the PROFS system

1/ rtnhis Statement of Facts is based on the Affidavit of
R. Scott Armstrong, Attachment B hereto.
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were utilized extensively by the President's Special Review Board

‘ (the Tower Commission) and the Congressional Iran-Contra
Committees investigating the Iran-Contra Affair. See Report of
the Presidenﬁ's Special Review Board, at III~-1 (February 26,
1987): Report of‘the.CQngressidnal Committees Investigating the
Iran-Contra Affair, 100th Cong., 1st Sess., S. Rep. No. 100-21s,
H. Rep. No. 100-433, at 689-90. Independent Counsel Lawrence
Walsh continues to rely on records from the PROFS systenm in
support of criminal investigation and prosecution of government
offiéials involved in the Iran-Contra Affair.

On January 19, 1989, plaintiffs Armstrong, the National
Security Archive, and the Center for National Security Studies
filed a request under the Freedom of Information Act, 5 U.S.C. §
552, for records contained in the PROFS system.

‘ Plaintiffs Armstrong, Becker, and National Security Archive
have asked for assurances that defendants do not intend to
destroy the records contained in the PROFS system as part of the
changeover of Administrations on January 19, 1989. Defendants
have refused to give them any such assurances. Although the
White House has delivered some electronic computer tapes from
other computer systems to the Archivist for preservation and

safekeeping, it has not delivered any tapes from the PROFS system

to the Archivist.
ARGUMENT

To obtain a temporary restraining order (TRO), a plaintiff

must demonstrate (1) a substantial likelihood of success on the




merits; (2) irreparable harm; (3) thaf more harm will result to
plaintiff if the TRO is denied than will result to defendant if
it is granted; and (4) in appropriate cases, how the public
interest will be affected. Virginia Petroleum Jobbers Ass'n. v.
F.P.C., 104 U.S. App. D.C. 106, 110, 259 F.2d 921 (1958).

Plaintiff's application for a TRO satisfies each of the
foregoing tests.

A. Plaintiffs are Likely to Succeed on the Meritsf
Plaintiffs are guaranteed a right of access to these
government records under at least three separate statutes: The

Freedom of Information Act, 5 U.S.C. § 552, et. seqg.; the
Presidential Records act, 44 U.s.cC. 2201, et. seqg.; and the
.Disposal of Records Act, 44 U.Ss.C. 3301, et. seq. If any of
these stétutes applies to the requested electronic recordings,

then defendants may not destroy them. See, American Friends

Service Committee v. Webster, sugra.' The statutes create a
public right of access to "agency records," in the case of the
FOIA and the Disposal of Records Act,2/ and to "Presidéntial

records," in the case of the Presidential Records Act.3/

J

2/ The Disposal of Records Act authorizes the Archivist of
the United States to establish procedures for the disposal of
only those documents "that do not appear to have sufficient
administrative, legal, research, or other value to warrant their
further preservation by the Government." 44 U.S.C. § 3303.

3/ "Upon the conclusion of the President's . . . last term,
the Archivist of the United States shall assume responsibility
for the custody, control, and Preservation of, and access to, the
Presidential Records of that President. The Archivist shall have
an affirmative duty to make such records available to the public
as rapidly and completely as possible consistent with the
provisions of this Act." 44 U.s.C. § 2203(£f) (1) .

4



Defendants do not assert any general right to destroy
Presidential or agency records at the close of an administration,
which would thereby frustrate this public right of access.

Rather defendants argue that these electronic computer records
are not like other Presidential or agency.records,'are not
covered by the statutes, and therefore may bg destroyed. ‘But
there is no authority for their position that because information
is stored electronically rather than in written form, it is not
covered by the statutes. |

The Presidential Records Act provides that the United States
"shall . . . retain complete ownership, possession, and control
of Presidential records." 44 U.S.é. § 2202. It provides specific
procedures that must be followed by the President and the
Archivist before disposing of records during the term of his
office; the statute allows only records "that no longer have
administrative, historical,informational, or evidentiary value®
to be disposed of. 44 U.S.C. § 2203 (c).

Upon the conclusion of the President's term of Office, the
Act directs the Archivist of the United States to assume
responsibility for the records. "The Archivist shall have an
affirmative duty to make éuch records available to the public as
rapidly and completely as possible consistent with the provisions
of this Act." 44 U.s.c. § 2203 (f) (2). Here, neither the
President nor the Archivist have complied with the provisions of
this act ang, to the contrary, appérently intend to violate it by

destroying the fecords.




. But the Act applies to all "Presidential records," which
"means documentary materials . . . created or received by the
President, his immediate staff, or a unit or individual of the
Executive Office of the President whose function is to advise and
assist the President." fThe definition of "documentary material"
covered by the Act explicitly covers materials such as the
electronic tapes requested here: "The term 'documentary
material' means all books . . . including but not limited to,
audio, audio-visual, or other electronic or mechanical
recordation." 44 U.S.C. § 2201(1) (emphasis added).

Similarly the Disposal of Records Act allows agency records
to be destroyed only after the Archivist has made the required
review and followed the required procedures for doing so. 44
U.S.C. §§ 3302-03 The Act applies to all "records," which

"includes all books, papers, maps, photographs, machine

readable materials, or other documentary materials,

regardless of physical form or characteristics, made or
received by an agency of the United States Government under

Federal law or in connection with the transaction of public

business and preserved or appropriate for preservation by

that agency or its legitimate successor as evidence of the
organization, functions, policies, decision, procedures,
operations, or other activities of the Government or because
of the informational valued of data in them."

44 U.S.C. § 3301.

The agency's own interpretation confirms that such
electronic tapes are governed by the provisions of the Act. See
National Archives and Records Administration Bulletin, No. 89-2,
'November'14, 1988, Attachment B hereto.

The Freedom of Information Act provides: "[E]ach agency,

upon any request for records which (A) reasonably describes such
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records and (B) is made in accordance with published rules . . .
shall make the records promptly available to any person." 5
U.S.C. 552(a)(3). While the statute does not define the term

agency, the National Security Council is clearly an "agency" for

purposes of FOIA requests. See, e.qg., Kissinger v. Reporters

Committee for Freedom of the Press, 445 U.S. 136, 156 (1980)

("National Security Counsel records [are] thé}efore subject to
the [Freedom of Information] Act"); Halperin v. ﬁsc, 452 F. Supp.
47 (D.D.C. 1978) aff'd without opinion, 612 F.2d 586 (D.C. Cir.
1980).

Thus, whether the electronic tapes belong to the Executive
Office of the President or the National Security Council or both,
they are in all events "Presidential" records or "agency"
records. As such, they are subject to the requirements of the

statutes and may not be summarily destroyed.

B. Plaintiffs Will Suffer Irreparable Injury Unless a
Temporary Restraining Order is Granted.

If the electronic tapes are destroyed, plaintiffs will
suffer irreparable harm. As far as plaintiffs can determine,
these electronic tapes contain information that appears nowhere
else. Thus if defendants destroy them, the information will be
irretrievably lost to plaintiffs, as well as to history. There
is no doubt that such injury will be irreparable harm.

C. The Eggities Favor A Temporary Restraining Order.




Weighing of the equities favors injunctive relief in this
case. As shown above, in the absence of an injunction,
plaintiffs will suffer irreparable harm. An injunction will
restore and preserve plaintiffs' rights without detriment to
defendants. Defendants will éuffer absolutely no detriment from
entry of an order preventing destruction of the electronic tapes
pending a judicial determination of the applfcability of the
Presidential Records Act, the Disposal of Records Act, and the

Archivist's responsibilities in connection with the tapes.

D. A preliminary Injunction will Serve the Public Interest.

Public policy could not be clearer that Presidential records
belong to the public and should be preserved for review by the
public pursuant to the laws, rules, and policies that have been
established. Thus the public as well as the specific plaintiffs
herein have an interest in the requested information. As the
Iran-Contra affair demonstrates, the requested electronic tapes
may contain information of the greatest importance to the process
of democratic policy-making. Technological innovations have
enabled the government to operate more efficiently, they should
not be used as a shield to allow it to operate in secret hidden_
fromipublic accountability.

In this case, implementation of this fundamental public
policy depenqé on judicial intervention.

Conclusion

The Court should grant a temporary restraining order




£

enjoining defendants from destroying ény electronic or other

' records pertaining to the PROFS system-without first complying
‘ with the requirements of the Presidential Records Act and the
Disposal of Records Act including review and determination by the
Archivist of the histbfical value of maintaining the specific
items of information and notice; where required to Congress or in
the Federal Register of the Archivist's inteﬁtions with regard to
them.

Respectfully submitted,

“‘A‘A
Kate Martin
American Civil Liberties Unien
Foundation .
122 Maryland Avenue, NE
Washington, DC 20002
544-5388

Attorney for Plaintiffs

. January 19, 1989




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

"R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

V..

RONALD W. REAGAN,
et al.,

C.A. No.

Defendants.
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AFFIDAVIT OF R. SCOTT ARMSTRONG

I, R. Scott Armstrong, declare: ,
1. I am a plaintiff in the above-captioned lawsuit and make this
affidavit in support of plaintiffs' motion for a Temporary
Restraining Order.
2. I am a journalist, book author, foreign policy researcher,
founder and Executive Director of the National Security Archive,
2 non-profit research instituté and library of government
documentation. On behalf of the National Security Archive and
the Center for National Security Studies, I have filed, on
January 19, 1989, three Freedom of Information Act requests for
specific materials currently held by the Executive Office of the
President and the National Security Council. Copies of those
requests are attached as exhibits 1-3 hereto..
3. In conjunction with my work at the National Security Archive
and my research on national security and foreign policy issues
and on the functioning of the White House and the National

Security Council, I have developed an extensive knowledge on the



White House records system including the computer communications
system commohly known as the PROFS computer system ("PROFS
system").

4. The requested materials are contained in the PROFS systen
~computer backup tapes and consequehtly the only existing master
file of one of the central filing systems of Phe National

' Security Council and the Executive Office of the President.

5. The Executive Office of the President and the National
Security Council utilize the PROFS system to create, maintain,
and retrieve information pertaining to official government
activities. This information is maintained on an electronic
storage medium, most likely magnetic tapes. In many
circumstances, the information éxists only in the computer memory
stored on the PRO?S system and no hard or paper copy has been
made, or if made, has been retained. These PROFS system tapes
have recorded‘all correspondence and messages that have been
created, saved, or transmitted through the PROFS system. Tﬁe
same tape may contain information that could be either
Presidential records or agency records.

6. The PROFS system combines various routine office functions
including a word processing program, personal calendar, automatic
reminders, and the ability to send electronic notes, messages and
documents to others on the systenm.

7. The PROFS system is used by White House and NSC officials to

implement government policy, and as such contains both

presidential and agencylrecords. For example, records contained




in the PROFS system were utilized extensively by the President's
Special Review Board (the Tower Commissioﬁ) and the Congressional
Iran-Contra Committees investigating the Iran-Contra Affair. See
Report of the President's Special Review Board, at III-1
(February 26, 1987); Report of the Congressional Committees
Investigating the Iran-Contra Affair, 100th Cong., 1lst Sess., S.
Rep. No. 100-216, H. Rep. No. 100-433, at 689-90. To the best of
my information and knowledge, Independent Counsel Lawrence Walsh
continues to rely on information from the PROFS system in support
of criminal investigation and prosecution of government officials
involved in the Iran-Contra Affair.

8. Beginning in 1985, the PROFS system was were used by the
members of the National Security Council and their staff. In
1986, the PROFS network expanded to "satisfy the growing
requirement in the White House for internal electrénic,mail and
document transfer between the West Wing, Old Executive Office
Building and the Cabinet agencies." Solicitation for Computer
Operation/Facilities Management, Executive Office of the
President, Mafch 27, 1987, p. 50.

9. The system helps to avoid an avalanche of paperwork by
handling much 6f the information electronically without paper -

copies. Key to document handling are the sophisticated search

and retrieval functions. "Every document in PROFS is assigned a

number so that it can be located using a variety of search
techniques. Information such as who wrote the document the date,

the subject, and to whom the document was sent can also be used



in the search. The advantage of letting PROFS do this for you is
quite qbvious. You don't have to go'through all your filing
cabinets looking for documents that may be filed under multiple
subject headings or under a filing system you know nothing about.
PROFS takes care of all that for you." IBM, "Introducing the
Professional Office System," November 1985, p. 10-11.

10. The Iran-Contra Affair illustrated the,{mportance of
information stored in the PROFS system. Despite repeated
attempts by NSC staff to shred the Paper record and delete the
computer record, the PROFS backup systém on magnetic tape allowed
investigators to'reconstruct much of the Iran-Contra-related
activity; A sampling of these PROFS notes is attached as Exhibit

4 hereto. The Iran-Contra PROFS records demonstrate that in

» effect, the capabilities of the PROFS system for transmitting,

indexing, filing, and retrieving dontemporaneous records created
a new and powerful central filing system which recorded the daily
business of the White House and National Security Council at the

highest levels -- but only in electronic and not in paper form.

' 11. The Tower Commission stated that these PROFS messages

"provide a first-hand, contemporaneous account of events.™"
Report of the President's Special Review Board, Februéry 26,
1987, p. III~l. As examples of the central role of the PROFS
system in the NSC staff's decisionmaking process, copies of three

PROFS messages declassified during the Iran-Contra investigations

are attached.




12. Despite the clear historical significance of and public
interest in the information captured by the PROFS system, I have
been told by representatives of the National Archives and Records
Administration (NARA) that those PROFS system tapes other than
those used by the Iran-Contra Committees and the Independent
Counsel have not been and will not be preserved as a "permanent
record" of the Reagan Administration. -

13. The head of the Office of Presidential Libraries of NARA,
John Fawcett, told me on January 18, 1989, that the only PROFS
messages that are retained as "presidential records" are those
printed out by White House and NSC staff and maintained in paper,
form. According to Fawcett, NARA considers all PROFS system
tapes other than those provided for the Iran-Contra Committees
and the Independent Counsel not to be "Presidential records" or
"agency records.“

14. This practice has been implemented by specific guidelines
issued to White House and NSC staff by the National Archives}
despite current rulemaking-in-progress that indicates the
Archives' intention to explore methods of retention and
preservation of electronic records. Notice of Proposed
Rulemaking, NARA, November 8, 1988.

15. Even if White House and NSC staff are diligent above and
beyond the call of duty in printing out copies of any PROFS
message they considered historically or administratively
significant -- a practice which the Iran-Contra Affair

demonstrates has not been the norm, and which, on knowledge and

5




belief, I believe is still not the norm -- the resulting paper
file is by definition not a complete record of White House and
National Security Council business, certainly wﬁen compared to
the value of the comp}ete backup file maintained electronically.
16. Additionally, according to Mr. Fawcett, the backup tapes,
wnich represent the master file of PROFS messages, are not
ordinarily preserved -- since they are not cénsidered
"presidential records" under the Archive's guidance or the White
House and NSC practice =-- and indeed may be re-used on the
mainframe computer and thus overwritten by subsequenf PROFS

' messages. Any overwritten sections of the magnetic tapes are
then lost to subsequent retrieval, much as a recording on a
cassette tape gets egased when sémething new is recorded over iﬁ.
Many or even most'of these magnetic tapes may élready have been
overwritten and thus destroyed. |

17. However, at least one set of magnetic tapes -- the one in
use as of January 19, 1989, and those from the immediate prior
period -- does exist and contains current PROFS messages which
have not been overwritten. Since the mainframe computer
presumably employs multiple magnetic tapes for storage, a number
of additional magnetic tapes containing PROFS messages may also
still exist in retrievable form.

18. According to Mr. Fawcett, January 19, 1989 represents the
"breaking point" for the preservation of Reagan Administration

records, and the beginning of a new system for preservation of

the next adminiétration's records. My counsel has asked for and
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not received assurance that the PROFS tapes will not be
destroyed. I have been informed by NARA counsel that the White
House has delivered some computer tapes from other computer
systems to the National Archives, but has not delivered any PRdFs
tapes. Therefore, I believe that January 19, 1989, may be the
last opportunity to preserve the magnetic taggs which comprise
the PROFS system's master backup file, and thus the only complete
record of a vital central filing system in the White House and
National Security Council.
19. In an attempt to preserve these records, I have made the
aforementioned overlapping Freedom of Information Act requests to
the Executive Office of the President, the National Security
Council and the National Archives and Records Administration. 1In
and of themselves, however, thgsé FOIA requests may not guarantee
the preservation of these vital records. |

I declare under penalty of perjury that the foregoing

statements are true and correct. -~

R. Scott Armstron ' /

DATE:@I"TW“"'? /7/ /f\f}}




;o ‘ | ; | Exhient 1.
o THE NATIONAL SECURITY ARCHIVE

SUITE 500 1755 MASSACHUSETTS AVENUE, N.w, WASHINGTON, D.C. 20036 (202) 797-0882

: N o " o . INALL CORRESPONDENCE PLEASE REFER
' TO ARCHIVE FILE NO. 890035NARO01

January 18, 1989 -

Ms. Trudy Peterson

Assistant Archivist of the United States

National Archives and Records Administration

Washington, DC 20408 "

RE: Freedom of Information Act Reqﬁest.
Dear Ms. Peterson,

Pursuant to the Freedom of Inf ormation Act (FOIA), 5 U.S.C. Section 552, et
sea. (as amended), I hereby. request disclosure of the materials.and-documents . ..

. described on the'attachment t0.'this letter.f or‘;i:hs'pection‘a;id-t;pbssiblézcop}iin_gj.'I T

i o for your information that we are making this FOIA request to preserve the

If you regard any of these materials as non-records under the FOIA, I request
that you retain copies of all such materials until we have had an opportunity to -
clarify your interpretation through litigation or congressional action, Similarly, if

Jyou regard any of these materials- as exempt from the FOIA’s disclosure- .
requirements, I request that you nonetheless exercise your discretion to disclose -
them. In this connection I note that you are required under the FOIA to release
any reasonably segregable nonexempt portions of documents containing

information you regard as exempt. Section 552(b). To permit an intelligent

decision, you are also requested to describe withheld records (dr poi"tions thereof)
and explain the logical and factual basis for exemption claims. See Mead Data

Qcptrél, Inc. v. Department of the Air Force, 566 F.2d 242, 251 ZD—.C. Cir., 1977).

This request is made on behalf of the National Security Archive, a nonprofit
public interest research institute and library located in Washington, D.C. and the
Center for*National Security Studies, a nonprofit public interest research facility
located in Washington, D.C. The Archive and the-Center are both organized and
‘operated as a division of The Fund for Peace, Inc,, a nonprofit corporation that is

The fee waiver provisions under section 552(a)(4)(A) of the FOIA were
recently amended by the Freedom of Information Reform Act. The Reform Act's
fee provisions became effective on April 25, 1987 and rewrote scction 552(a)(4)(A)
to create categories of requesters entitled to fee waivers. Pub.L. 99-570, Sec. 1803,




incurring search costs in excess of $100.

1804. Onc catecgory consists of "educational or noncommercial scientific
institution[s] whose purpose is scholarly or scientific rescarch” and another consists
of representatives of the "news media.” 5 US.C. 552 (a)(4)(A)(ii)(IT). Requesters in
these groups reccive an automatic waiver of all scarch and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the first one hundred copied pages), but

these charges may also be waived in certain circumstances.

‘On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories of educational or
noncommercial scientific institutions and representatives of the news media within
the meaning of the Reform Act. To summarize, the Archive’s purpose is to enrich

. public policy debate by making available records pertaining to important, mostly

contemporary issues of major public concern in the areas of forcign, dcfense,

‘intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested in this
letter, are carefully analyzed, indexed and organized into document sets in the
Archive’s collection. Document sets-are available for inspection and ‘copying by -

S Scholdrs, journalists; Membérs -of ‘Congress-and-Congressional staffs, present and: - s
" former ‘public officials; other public interest organizations, and the general public o

at the Archive’s Washington office. In addition, information in the documents will

be disseminated across-the country through distribution of ‘comprehensive
document indices to university and other research libraries and through the

“Archive’s ‘publications. .

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
range of scholars, journalists, public interest organizations, members and the staff
of Congress, and members of the general public.

I therefore request that you waive all.search and reproduction fees pursuant to
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would
also qualify for favored treatment under the "all other requesters” category because
disclosure of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the )
operations or activities of the government and is not primarily in the commercial
interest of the Archive within the meaning of the Reform Act. See 5 US.C.
552(a)(4)(A)(iii). Should you decline to waive all fees, however, we are prepared to
pay you normal search fees (and reproduction fees, if I decide to copy the records
produced). Our willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before

In order to expedite the release of the listed documents, I rcquest that you
disclose them as they become available to you, without waiting until all the




¢ ‘ documents have been assembled. If you have any questions that [ might be able to
answer regarding the identity of the records, their location, or the scope of the
request, please call me. I look forward to receiving your response within the

. - ‘statutory-time period. - . - : Co

Yours very tru.l‘y, .

Scott Armstrong
Executive Director
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Copies of all tapes, dises, ard/or other storage formats for the PROFS

System serving the Executive Office of the President and/or the National

y - Security -Council, and -ali information contained therein, -as well as. all
records in whatever format derived from the PROFS System, from the date of

the installation of said system to the end of the Reapan Administraticr.

{The requester is prepared tz narrow the scope of this request upan
comsultat ion, ). .
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EXHbH‘
THE NATIONAL SECURITY ARCHIVE |

l SUITE 500 1755 MASSACHUSETTS AVENUE, N.W. WASHINGTON, D.C. 20036 (202) 797-0882

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 890034EOP001

" January 18, 1989

Ms. Nell Doering

Chief, Records & Publications
Executive Office of the President
2200 New Executive Office Bldg.
Washington, DC 20503

‘RE: Freedom of Information Act Request

Dear Ms. Doering:

Pursuant to the Freedom of Inf ormation Act (FOIA), 5 US.C. Section 552, et
sea. (as amended), I hereby request:disclosure. of .the materials and documents .. - -
'deéscribed on the attachment to this letter for inspection and possible copying. I
note for your information that we are making this FOIA request to preserve the.

- materials. in question which we understand might otherwise be improperly S
destroyed. In this vein, I have made possibly overlapping requests to-the Executive . .
Office of the President, the National Security Council and the National ‘Archives = -
and Records Administration. Once we have received assurances that the
information will be properly preserved, we are willing to dramatically narrow the
scope of the request for materials to be actually copied and provided. '

. If you regard any of these materials as non-records under the FOIA, I request

" that you retain copies of all.such materials until we have had an opportunity to
clarify your interpretation through litigation or congressional action. Similarly, if -
you regard any of these materials as exempt from the FOIA’s disclosure ’
requirements, I request that you nonetheless exercise your discretion to disclose
them. In this connection I note that you are required under the FOIA to release
any reasonably segregable nonexempt portions of documents containing
inf ormation you regard as exempt. Section 552(b). To permit an intelligent, . .
‘informed decision whether or not to filé an administrative appeal of any denial
decision, you are also requested to describe withheld records (or portions thereof)
and explain the logical and factual basis for exemption claims. See Mead Data

Central, Inc. v. Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir., 1977).

This request is made on behalf of the National Security Archive, a nonprofit
public interest research institute and library located in Washington, D.C. and the
Center for National Security Studies, 2 nonprofit public interest research facility
located in Washington, D.C. The Archive and the Center are both organized and
operated as a division of The Fund for Peace, Inc., a nonprofit corporation that is
exempt from federal income tax under section 501(c)(3) of the Internal Revenue
Code, and has been acknowledged by the Internal Revenue Service since November _
19, 1962 to be "organized and operated exclusively for educational purposes.”

The fee waiver provisions under section 552(a)(4)(A) of the FOIA were
recently amended by the Freedom of Information Reform Act. The Reform Act’s

I fee provisions became effective on April 25, 1987 and rewrote section 552(a)(4)(A)




to crcate categories of requesters entitled to fee waivers. Pub.L. 99-570, Sec. 1803,
1804. One category consists of *educational or noncommercial scientific
institution(s] whose purpose is scholarly or scientific rescarch” and another consists
- of .representatives of the "news media." S U.S.C. §52-(a)(4)(A)(ii)(II). Requesters in
these groups receive an automatic waiver of all search and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the f irst one hundred copied pages), but
these charges may also be waived in.certain circumstances. '

On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories of educational or
noncommercial scientific institutions and representatives of "the news media within
the meaning of the Reform Act. To summarize, the Archive’s purpose is to enrich
public policy debate by making available records pertaining to important, mostly
contemporary issues of major public concern in the areas of ‘foreign, defense,
intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested ‘in this
letter, are carefully analyzed, indexed and organized into document sets in the

. . Archive’s ‘collection. Document sets are available-for inspection and copying by, .

scholars, journalists, Members of Congress and Congressional staffs, present and
former public officials, other public interest organizations, and the general public
‘at the Archive’s Washington ‘of fice. In addition, information in the documents will
be disseminated across the country through distribution of comprehensive: .
document indices to university and other research libraries and through the
Archive’s publications.

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
.range of scholars, journalists, public interest organizations, members and the staff
of Congress, and members of the general public, U e )

1 therefore request that you waive all §qarch and rcprbduction fees pursuant to.
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would

.also qualify.for f avored treatment under the “all other.requesters” category because e

disclosure of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the
operations or activities of the government and is not primarily in the commercial
interest of the Archive within the meaning of the Reform Act. See 5 US.C.
552(a)(4)(A)(iii). Should you decline to waive all fees, however, we are prepared to
pay you normal search fees (and reproduction f ees, if I decide to copy the records
produced). Our willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before
incurring search costs in.excess of $100.

In order to expedite the release of the listed documents, [ request that you
dis;lose them as they become available to you, without waiting until all the




"

documents have been assembled. If you have any questions that [ might be able to
answer regarding the identity of the records, their location, or the scope of the
request, please call me. I look forward to receiving your response within the

' . . statutory time period.

Yours very ly,

Scott Armstrong
Executive Director
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Copies of all tapes, discs, and/zr other storage farmats for the PROFS,

" 'System serving the Executive Officé of the President and/cr the Naticnmal

Security Courncil, and all information contained therein, as well as al}
records in whatever format derived frem the PROFS System, fram the date of
the installation of said system to the end of the Reagan administraticn,

- (The requester is prepared to narrow the scape of this request upen

cansultation.)




Exhibid 3
THE NATIONAL SECURITY ARCHIVE |

- SUITE 500 1755 MASSACHUSETTS AVENUE, N.W. WASHINGTON, D.C. 20036 (202) 797-0882

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 850033NSC001

January 18, 1989

Ms. Nancy V. Menan

Director, FOI Office

National Security Council

375 Old Executive Office Building
Washington, DC 20506

RE: Freedom of Information Act Request
Dear Ms. Reger,

Pursuant to the Freedom.of Information Act (FOIA), 5 U.S.C. Section 552, et
seqa. (as amcndcd) I hereby request disclosure of the materials and documents

‘describéd on the’ attachment’ to: this letter for inspection. and possible copying..I

note for your information that we are making this FOIA request to preserve the
materials in question which we understand might otherwise be improperly A
destroyed. In this vein, I have made possibly overlappmg requests to the Executive -
Office of the President, the National Security Council and the National Archives
and Records Administration. Once we have received assurances that the .
information will be properly preserved, we are willing to dramatically narrow the
scope of the request for materials to be actually copied and provided.

If you regard any of these materials as non-records under the FOIA, I request
that you retain copies of all such materials until we have had an opportunity to
clarify your interpretation through litigation or congressional action. Similarly, if
you regard-any of ‘these materials as exempt from the FOIA's disclosure
requirements, I request that you nonetheless exercise your discretion to disclose
them. In this connection I note that you are required under the FOIA to release
any reasonably segregable nonexempt portions of documents containing
information you regard as exempt. Section 552(b). To permit an intelligent,
informed decision whether or not to file an administrative appeal of any denial
decision, you are also requested to describe withheld records (or portions thereof)
and explain the logical and factual basis for exemption claims. See Mead Data
Central, Inc. v. Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir., 1977).

This request is made on behalf of the National Sccunty Archive, a nonprofit
public interest research institute and library located in Washmgton D.C. and the
Center for National Security Studies, a nonprofit public interest research facility
located in Washington, D.C. The Archive and the Center are both organized and
operated as a division of The Fund for Peace, Inc., a nonprofit corporation that is
exempt from federal income tax under section 501’(c)(3) of the Internal Revenue
Code, and has been acknowledged by the Internal Revenue Service since November

© 19,1962 to be "organized and operated exclusively for educational purposes.”

The fee waiver provisions under section 552(a)(4)(A) of the FOIA wecre
recently amended by the Freedom of Information Reform Act. The Reform Act’s
fec provisions became effective on April 25, 1987 and rewrote section 552(a)(4)(A)




to create categories of requesters entitled to fee waivers, Pub.L. 99-570, Scc. 1803,
1804. One category consists of "educational or noncommercial scientific
institution[s] whose purpose is scholarly or scientific research” and another consists
“of representativesof the "news media." 5'US.C. 552 (@)(4)(A)(ii)(II). Requesters in
these groups receive an automatic waiver of all search and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the first one hundred copied pages), but
these charges ‘'may also be waived in certain circumstances. s o

On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories of educational or
noncommercial scientific institutions and representatives of the news media within
the meaning of the Reform Act. To summarize, the Archive’s purpose is to enrich
public policy debate by making available records pertaining to important, mostly

contemporary issues of major public concern in the areas of f oreign, defense,
intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested in this

. :letter, are.carefully analyzed, indexed .and organized into.document.sets in the

-~~~ Archive’s colléctio

n. Document:séts are available’ for‘inspection and copying by
scholars, journalists, Members of Congress and Congressional staffs, present and
former public of ficials, other public -intercs,tlorganizat‘ipns, and.the general public
~ at the Archive’s Washington office. In addition, information in the documents will
be disseminated across the country through distribution of .comprehensive
document indices to university and other research libraries and through the
Archive’s publications.

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
range of scholars, journalists, public interest organizations, members and the staff
of -Congress, and members of the general public,: - T

I therefore request that you waive all search and reproduction fees pursuant to
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would
also.qualify for favored treatment under the "all other requesters” category because
disclosuré of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the
operations or activities of the government and is not primarily in the commercial .
interest of the Archive within the meaning of the Reform Act. See 5 US.C.
552(a)(4)(A)(iii). Should you decline to waive all f ecs, however, we are prepared to
pay you normal search fees (and reproduction f ees, if I decide to copy the records
produced). Our. willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before
incurring search costs in excess of $100.

In order to expedite the release of the listed documents, I rcquest that you
disclose them as they become available to you, without waiting until all the




113

documents have been assembled. If you have any questions that [ might be able to
answer regarding the identity of the records, their location, or the scopc of the
request, please call me. I look forward to receiving your response within the

: statutory time period. - - - - . . ST e e e -

Yours very truly,

Scott Armstrong
Executive Director
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Copies of all tapes, discs, and/m cther storage formats for the PROFS

System serving the Executive O0ffice of the President and/or the National
Security Council, and all informaticn contained therein, as well as all
records in whatever format derived from the PROFS System, from the date of
the installation of said s

(The reguester is prepared
consultatiarn, )

ystem to the end of the Reagan administraticn.
to rarrow the scope of this request upon
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S. Rept. No. 100-216 H. Rept. No. 100-433
Exhib+ 4

Report ‘of the Congressional Committees Investigating the

Iran-Contra Affair

Appendix A: Volume 1
Source Documents

Daniel K. Inouye, Chairman,
Senate Select Committee
Lee H. Hamilton, Chairman,
House Select Committee

U.S. Senate Select Committee U.S. House of Representatives
On Secret Military Assistance to Iran Select Committee to Investigate
And the Nicaraguan Opposition Covert Arms Transactions with Iran

November 13, 1987.—Committed to the Committee of the Whole House
on the State of the Union and ordered to be printed.
November 17, 1987.—Ordered to be printed.

Washington : 1988




898
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Froa: NSKSM  =<CPUA n'.t. and tae | 09/33/83 2i:5¢.39

To: NSOLN  --CPLA JOHN M. POINDENTER
NCTE FROM: RIBERT “CFARLANL

SUBJECT: Reply to Mamilton on Ollxe s Ac:xxxtxts

I have sent vou both scparately a draf: letter [ have composed to ansuer Lee
Hamilton's letter on Qllie’s aciivities. One or two 3nuozations ice
ApPrEpsiaze. The refvrencs o "inners =17 refors 1o pardsraph sne of page two
37 your STArL cativ. imseTL n-" TOlers 1o Uie $€CONS PATITIPL O PagL mD.
Please do not share either this note or the separate draftawith anyone. Wil
wi1ll prepare a smooth version of it for me Wednesday morning. Please bring me

any edits vou have. Ollie. don't send me any PROFS notes about it. Many
thanks.
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Cvenee 12\ Foothate (c2
From NSRCM =-ZPLA

Cdle ana z:me 02/27/86 al:37-.8
To: NSOLN --CPLA

*** Reply to note of 02/27/86 20:11 /363

e N L e
NOTE FROM: ROBERT MCFARLANE JLvUil

Subjact: Exchanges

No swedt GI. I just sent a separate note about not sharding with John because
[ had forgotten to put it in the other note. And [ fully understand the narrow
path he is trying to walk. batween those who want to go balls out for the wrong
“reasons (Regan) and those who don't want to do it et all (GPS and Cap). So
play .

it any way you must. As for my commitaents don'
any way you wish that it works for thes.
that he try to give me a heads
to do--with some grace.

t vorry sbout them; sat it yp
1 only sentioned it to John to ask
up soon 50 that I can cancel--which [ an glad
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ate and time 03/10/86 22:14:34
Ta: NSOLN  --CPUA

=+ Reply to note of 03/10/86 21:10 N 41078

Pes- - = T~
NOTE FROM: RODERT MCTARLANE

Subject: How's [t Going?

Roger Ollie. [ guess I'® a little puzzled about the [ranian viring diagras.
From wvhom are ve getting the vord concarning a asecidg in the Gulf? I3 Gorpe
involved in that dialogue or is that info coming through the [sraelis? I¢

strikes me that it is probably OK to keep Gorba in the dark--to the extent 3

that i3 possible to do 30 if there is another channel. Gorba is basically o
self-serving sischief maker. Of course the trouble is that as far as ve know,
30 is the entire lot of those ve are dealing with. The Soviet threat 13 che
strategic menace and [ would guess that they would like to aveid having
Russians in Ires. But it is going to take socme time to get a feel for just uho

the players ars on the contemporary scene in Teheran. So the 3ooner we gat
started the better.

[ would be glad :5 seet to talk abouz he Marine Corps. [ will be having lunch

with Psul Nitze cthis Friday. How ebout right after chat et about 2:00pa ia
your office? .

Fraak.y, [ would expect the heat from the Hill to become immense on you by
summer. Consequently it strikes me as wise that you leave the White House. At
the same time, there will be no one to do ail (ar aven & small part of what)

you have done. And if it isn't done, virtually all of the investaent of the
past five

years will go do wan the drain. -
How's :hils for & self-serving scenario: 1. North lesves the White House in May’
and takes 3O days leave. 2. July lsc Nocth is a3signed as a fellow at the CSIS
and (lo and behold) is assigned co McFarlane's offize ). McFarlane/North
continue to vork the [ran sccount as well as to begin to build other

¢landestine capabilities so such in dewand here and thers. Just a knee jerk
ausing.

- - \o
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from: NSJMP -=CPUA Date and time
To: NSOLN  -<CPUA
N 9212

wwe Reply to note of 0&4/16/86 16:40

-« SECKLT --
NOTE FROM: JOHN POINDENTER
Subject: PRIVATE BLANK CHECK
You may go ahead and go. but 1 want several points made clear to thes. There
are not to be any parts delivered until all the hostages are frec 1n
sccordance with the plar that you laved ocut for me before. None of this half
shipment before any are released crap. It 1s either all or nothing. Also you’
mey tell them that the President 1s getting very annoyed at their centinuel
stalling. He will not agree to any mcre changes in the plan. Either they agree
finally on the arrangesents that have been discussed Or we are going to
parmanently cut off all contact. If thay really want to save their assas froa
the Soviets, they should get on board. | am beginniag to suspect that

Voo doesn’'t have such authority.

\ : cc: NSPIT  -=CPUA PAUL THOMPSON
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INFORMATION SYSTEMS UNIT
WHITE HOUSE COMMUNICATIONS AGENCY
BUILDING 94, WASHINGTON NAVY YARD, ANACOSTIA
WASHINGTON, D.C. 20374-0940

20 January 1989

MEMORANDUM FOR RECORD
SUBJECT: Temporary Restraining Order -- 19 January 1989

1. At approximately 1110 on 20 January 1989 CPT Bob Risney and MSG
Kelly Williams met with Mr. Nicholas Rostow, Legal Adviser to the
NSC, and represented to him that, to the best of their knowledge
and belief, the sets of backup tapes that are in existence provide
a full and complete capability for restoring all data on the NSC
PROFS computer system existing as of approximately 1817, 19 January
1989, and subject to the Temporary Restraining Order entered at
1810 on 19 January 1989. Additionally, all sets of backup tapes

-in existence as of 19 January 1989 for the NSC PROFS system will

be retained. All existing NSC data thus is preserved unaltered.

2. All such referenced tapes have been physically isolated and
secured. No access will be permitted without Mr. Rostow's written
permission.

3. Based on the representation set forth in paragraph 1 hereof,
Mr. Rostow authorized WHCA to take all actions necessary to prepare
the NSC PROFS computer system for the Bush Administration. These
include purging user accounts on the NSC PROFS system and the
continuation of archival processing. .

A/wl/lvf 'Z—JWJ

Nicholas Rostow, NSC Legal Adviser

KellyOWilliams, WHCA

Sy N

Robert G. Risney, WHZA
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

January 20, 1989

MEMORANDUM FOR KENNETH NICKEL

S

FROM: PAUL SCHOTT STEVEN
SUBJECT: - Compliance with Temporary Restraining Order

On January 19, 1989, the United States District Court for the
District of Columbia enjoined us "from destroying, erasing,
recyclihg, or in any way altering what is commonly known as the
PROFS computer tapes for the National Security Council and the
Executive Office of the President or in any way deleting or
destroying the information contained in the back-up files of the
PROFS Computer System." (Tab A) Based on conversations among
Nicholas Rostow, Legal Adviser to the National Security Council,
Major William Hilton (WHCA), Kelly Williams (WHCA), and David
Anderson, Department of Justice, I understand that WHCA can
preserve all existing NSC data in a retrievable form by a full
system back-up and that WHCA has the capacity to restore this
data. We shall rely on this representation in court.

- To comply fully with all terms in the court order, I hereby

confirm previously issued instructions and request that WHCA
undertake the following actions:

-- I hereby confirm George Van Eron’s oral instructions to Major
Hilton at 6:23 p.m. on January 19, 1989, to stop all deletions,
if any in progress, from the PROFS system.

-- I hereby direct that WHCA continue making a full-system back-
up tape of all existing NSC data from the main frame computer
disk, as requested by George Van Eron last night.

-- All existing back-up tapes and "dumps" as of the time of the
court order (6:10 p.m., January 19, 1989) and all back-up tapes
and dumps created subsequently pursuant to this directive must be
preserved intact in a secure manner.

-- WHCA should make a complete, contemporaneous record of all
steps taken, including noting all participants in th process, in
carrying out this action.
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-- When the full-system back-up is complete such that all
existing NSC data is preserved in a retrievable form, WHCA shall.
prepare an affidavit for signature by someone having knowledge of
the technical actions required and taken and who can certify that
all existing NSC data has been preserved as required by the court
order and by these instructions. The affidavit shall set forth
all steps taken as well as the certification with respect to the
preservation of all existing NSC data. As soon as the back-up
tape has been created, the affidavit should be prepared and
submitted to the Office of NSC Legal Adviser. -

-- When all existing NSC data has been preserved in the manner
set forth above, WHCA should purge the main frame computer disk
in order to prepare it for use by the Bush Administration.

Attachment
Tab A - Restraining Order
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

January 20, 1989

MEMORANDUM FOR PAUL SCHOTT STEVENS
FROM: NICHOLAS ROSTOWAL. -
SUBJECT: Directive to WHCA in Connection with TRO

As you are aware, the National Security Archive and other
plaintiffs obtained a temporary restraining order enjoining us
"from destroying, erasing, recycling, or in any way altering what
is commonly known as the PROFS computer tapes for the National
Security Council and the Executive Office of the President or in
any way deleting or destroying the information contained in the
back-up files of the PROFS Computer System." (Tab II)

WHCA assures us that all existing NSC data on the system hard
disk may be copied onto back-up tapes without destroying,
altering, or otherwise losing data. It is The unanimous view of
Assistant Attorney General Bolton, Deputy Counsel to the
President Brady and myself that this copying will comply with all
the terms of the court order.

We therefore recommend that you sign the attached memorandum (Tab
I) to the White House Communications Agency directing it to
preserve on back-up computer tapes all existing NSC data, to
maintain a contemporaneous record of all actions taken in this
regard, and to make an affidavit that all existing NSC data has
been preserved in a usable form. Once these steps have been
completed, and in reliance on WHCA'’s representation that all
existing NSC data has been preserved, your memorandum authorizes
WHCA, as a final step, to purge the hard disks and prepare them
for use by the Bush Administration.

RECOMMENDATTION

. That y sign the memorandum attached at Tab I.

Georg" an Eron concurs.
Approve Sszﬁd”/// Disapprove
4‘;& \\S‘lmo .94
|

Tab I - Memorandum to WHCA
Tab II - Order and Pleadings

Attachments <X>Y60“




FILED

UNITED STATES DISTRICT COURT JAN 191989
FOR THE DISTRICT OF COLUMBIA

JAMES F. DAVEY, Clerk
R. SCOTT ARMSTRONG, et al.

Plaintiffs,
v. Civil Action No. 89-0142

: (J. Charles Richey)
PRESIDENT OF THE UNITED STATES

OF AMERICA, et al.

Defendahts.

TEMPORARY RESTRAINING ORDER

Plaintiffs' Motion for Temporary Restraining Order was heard
in open court on January 19, 1989. Upon consideration of said
motion, the Complaint filed therewith, the Memorandum of Points
and Authorities attached thereto, the Affidavif of plaintiff R.
Scott Armstrong, and oral argument of counsel for the parties,
the Court finds that plaintiffs have made a threshold showing
that they are likély to suffer immediate and irreparable harm
ééfecting a vital puﬁlic interest unless a restraining order is
entered against the defendants and they have also made a showing”
of probable success on the merits.

IT IS THEREFORE ORDERED by the Court that the defendants,
the President, Vice-President, Executive Secretary of the
National Security Council, and the agents, servants, employees,

attorneys of the Council, and all persons in active concert of

participation with them are hereby enjoined from destroying,




1

erasing, recycling, or in any way altering what is commonly known
as the PROfS computer tapes for the National Security Council and
the Executive Office of the President or in any way deleting or
désttoying the information contained in the back-up files of the
PROFS Computer System.

Plaintiffs shall not be required to post-security because
defendants will not suffer costs or damage even if it is
determined that they were wrongfully restrained pursuant to Civil
Rule 65(c). 4

IT IS FURTHER ORDERED that this Order shall expire within
ten (10) days after entry unless extended for good cause shown by
the Court; and '

IT IS FURTHER ORDERED that counsel shall appear before Judge
Charles Richey no later than January 25, 1989 for further
scheduling and plaintiffs shall file a Motion for Preliminary
Injunction on January 24, 1989.

ISSUED at 6:10 o'clock p.m. on January 19, 1989.

United States District Judge

trict Court
nited States Dis
gor the Distriot of Columbia

A TRUE COFY .




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

)
’ SCOTT ARMSTRONG

2620 Quebec Street, NW
Washington, DC 20008,

SENATOR GAYLORD NELSON
3611 Calvend Lane
Kensington, MD 20895,

GARY M. STERN,
4000 Harrison Street, Nw
Washington, D.cC. 20015,

EDDIE BECKER
1844 Mintwood Place, NW
Washington, DC 20009, .

NATIONAL SECURITY ARCHIVE
1755 Massachusetts Ave., N.W.
Suite 500

Washington, D.cC. 2003s,

| CENTER FOR NATIONAL SECURITY STUDIES
. 122 Maryland Avenue, NE
Washington, DC 20002,

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
;
' Plaintiffs, )
)
V. )
)

RONALD W. REAGAN, President )
)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

)

1600 Pennsylvania Ave., N.W.
Washington, D.cC.,

C.A. No.

GEORGE M. BUSH, Vice-President and
President Elect

Old Executive Office Building

Pennsylvania Ave. & 17th St., N.W.

Washington, D.C.,

THE NATIONAL SECURITY COUNCIL

O0ld Executive Office Building
Pennsylvania Ave. & 17th St., N.W.
Washington, D.C.,

DON WILSON, ARCHIVIST OF THE
UNITED STATES .
7th & Pennsylvania Ave., N.W.
Room 111
Washington, D.C. 20408,
Defendants.




COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF

" Nature of Action

1. This is an action under the Presidential Records Act, 44
U.S.C. § 2201, et. seqg.; the Disposal of Records Act, 44 U.s.C. §
3301, et. seq.; and the Administrative Procedures Act, 5 U.s.C. §
551, et. seq. Plaintiffs seek: (1) a declaration that certain
White House computer records stored in what is commonly known as
the "PROFS" computer system are covered by the laws governing the
National Archives and Records Administration 44 U.s.c. chapters
21-33; and (2) injunctive relief to prevent the President, the
National Security Council, and their agents, servants, employees,
attorneys, and all persons in active concert or participation
with them from destroying these computer records without
complying with the prescribed statutory procedures fér
destruction of Presidential and agency records and to order the
President, the National Security Council and the Archivist to
comply with the laws governing the National Archives and Records
Administration. |

Jurisdiction and Venue
2. This Court has subject matter Jurisdiction over this
action pursuant to 5 U.S.C. § 552(a) (4) (B) and pursuant to 28
U.S.C. §§ 1331, 1346 and 28 U.S.C. § 2201(a). Venue lies in this
district under 28 U.s.c. § 1391(b) and (e).
Ihe Parties
3. Plaintiff Scott Armstrong is a journalist, author, and

foreign policy researcher, and founder and executive directer of




the non-profit research institute the National Security Archive.

4. Plaintiff Gaylord Nelson is a former United States
Senator and was co-author with Senator Sam Ervin of the
Presidential Records and Materials Preservation Act.

5. Plaintiff National Security Archive (hereinafter, the
"Archive") is a nonprofit public interest scholarly research
institute and library in Washington, D.C. IE is organized and
operated as a division of The Fund for Peace, Inc., a New York
nonprofit corporation. The Archive makes extensive use of the
' Freedom of Information Act ("FOIA") to obtain government
documents concerning national security issues for its own
research purposes and to make such documents available to
scholars, journalists and other interested persons.

6. Plaintiff Center for National Security Studies
(hereinafter, the "Center") is a nonprofit public interest
séholarly research institute in Washington, D.c. It is organized
and'operated as a division of the American Civil. Liberties Union
Foundation and The Fund for Peace, Inc., a New York nonprofit
corporation. The Center makes extensive use of the FOIA to
obtain government documents concerning national security issues
for its own research purposes and to make such documents

available to scholars, journalists and other interested persons
| as part of its program of public education.

7. Plaintiff Gary Stern is a research associate at the

Center for National Security Studies and has written articles,




reports, and comments on national security issues for a variety
of publicationé.

8. Plaintiff Eddie Becker is a professional researcher
specializing in documentary-reconstruction of historical events.
Mr. Becker is employed by documehtary filmmakers, scholars, and
Journalist, and is a consultant at the Natioqgl Security Archive.

9. Defendant Ronald W. Reagan is the P;esident of the
United States and has ultimate control over all records and
information in the Executive Office of the President and the
National Security Council ("Nsc").

10. Defendant George M. Bush is Vice-President and
President-Elect of the United States and on January 20, 1989,
will have ultimate control over all records and information in
the Executive Office of the President and the National security
Council ("NSC").

11. Defendant National Security Council is an Yagency" of
the United States and makes use of the PROFS computer systen.

12. Defendant Don Wilson is the Archivist of the United
States and is responsible for preserving presidential records and
agency records in accordance with the laws governing the National
Archives and Records Administration (NARA) .

Ihe Compute ecords in the OFS Syste

13. The President, his staff, and the National Security
Council use what is commonly known as the PROFS computer system
(hereinafter "PROFS system") to Ccreate, store, and retrieve

information in the course of performing their governmental




functions. The PROFS system combines various routine office
functions including the ability to send electronic mail and
docﬁments to others on the system. |

1l4. The PROFS system is a central computer system of the
White House and the National Security Council. It contains

substantive information that does not exist anywhere in a paper

copy but orily in electronic form.

15. The PROFS system contaiﬁs information that cénstitutes
presidential records, as defined in the Presidential Records Act,
44 U.S.C. § 2201, et. seqg., and agency records, as defined in the
Disposal of Records Act, 44 U.S.C. § 3301, et. se ., and the
Freedom of Information Act, 5 U.s.C. § 552 et. seq..

16. Based on information and belief, President Reagan and
the National Security Council intend to destroy the records
stored on the PROFS systenm beginning on Thursday, January 19,
1959, in violation of these statutes_and specifically without
having complied with the procedures for obtaining a determination
by the Archivist of the United States, that the computer records
may properly be preservgd.'

| COUNT 1

17. Plaintiffs incorporate by réference as if fully stated
herein all the statements contained in paragraphs 1 through 16
above.

18. By their aforementioned acts, defendants have or intend
to violate the Presidential Records Act, 44 U.s.C. § 2201, et
sed. \




)
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) COUNT 2

19. Plaintiffs incorporate by reference as if fully stated
herein all the statements contained in paragraphs 1 through 16
above.

20. Defendants have or intend to vioclate of the Disposal of
Records Act, 44 U.s.cC. § 3301, et _seq.

' COUNT 3

21. Defendants are in violation of the Administrative
Procedures Act, 5 U.S.C. § 553, et seq.

WHEREFORE, plaintiffs pray that this Court:

.1. Declare that the electronic tapes and information stored
in the PROFS computer system used in the White House and the
National Security Council are records governed by the provisions
of the laws governing the National Archives and Records
Administration (NARA), 44 U.S.cC. chapters 21-33,

2. Enjoin defendants Ronald Reagan, Georgé M. Bush, and the
National Security Council and their agents, servants, emplofees,
attorneys, and all persons in active concert or participation
with them from destroying, erasing, recycling, or in any way
altering what is commonly khown as the PROFS tapes that exist in
the National Security Council and the Executive Office of the
President and the contents therein without complying with the
pfovisions of the laws governing the National Archives and
Records Administration (NARA), 44 U.S.C. chapters 21-33 and

specifically not until they receive an advance deterpination by




the Archivist of the United States, as to whether the computer
records may properly be destroyed.

3. Order defendant Don Wilson to comply with the provisions
of the laws governing the National Archives and Records
Administration (NARA), 44 U.s.C. chapters 21-33, with regard to
the eiectronic tapes and information containgd in the PROFS
computer system and specifically to follow tge prescribed
procedures regarding destruction of Presidential and agency
records.

4. Award plaintiffs their costs and reasonable attorneys
fees in this action; and

5. Grant such other and.further relief as the Court may

deem just and proper.

January 19, 1989

_g/£:§5=14ﬂhu¥L;~_

Kate Martin

American civil Liberties Union
Foundation

122 Maryland Avenue, NE

Washington, DC 20002

544-5388

Attorney for Plaintiffs




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

V.

RONALD W. REAGAN,
et al.,.

C.A. No.

Nt Vsl st Vsl P VP s ot NP i S
L]

Defendants.

PLAINTIFFS' MOTION FOR TEMPORARY RESTRAINING ORDER

Plaintiffs R. Scott Armstrong, Eddie Becker, Gary M. stern,
National Security Archives, and Center for National Security
Studies respectfully'move this Court, pursuant to Federal Rule of
Civil Procedure 65(b) to issue a Temporary Restraining Order
against defendants President Ronald Reagan, Vice-President George
Bush, and the National Security Council (NSC) and their agents,
servants, employees, attorneys, and all persons in active concert
or participation with them.

The relief requested by the motion is to enjoin the
President and the NSC from destroying certain computer records
commonly known as the PROFS system. The narrow issue raised by
this motion is whether the President and the NSC can be
temporarily enjoined from destroying government computer records
in advance of a judicial determination as to whether destruction
of the records is in violation of the law and whether they should

be preserved in accordance with the laws governing the National




Archives and Records Administration (NARA), 44 U.S.C. chapters
‘ l\ 21-33. |
. As grounds for the Motion, plaintiffs assert that a
‘ Temporary Restraining Order is necessary to prevent the President
and the NSC from causing p;aintiffs irreparable harm by
unilaterally and permanenﬁly destroying government records and to
safeguard plaintiffs' right of access to the information. 1In
support of this Motion, plaintiffs rely upon the Verified
Complaint filed herewith, the Memorandum of Points and
Authorities attached hereto, the proposed Temporary Restraining
Order, the Affidavit of plaintiff R. Scott Armstrong, and such

other matters as the Court may consider upon a hearing of this

‘ Motion.

Respectfully submitted,

1"’ : 5;;;23 rthah
Kate Martin
American Civil Liberties Union
Foundation
122 Maryland Avenue, NE
Washington, DC 20002
544-5388

Attorney for Plaintiffs

January 19, 1989




IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,

Plaintiffs,

V.
2

C.A. No.
}1ven~bJ¢¢
v/ VY
A
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Plaintiffs' Motion for Temporary Restraining Order came on

RONALD W. REAGAN,
et al.,

Defendants.

W Nt N sl it Nt Vsl Nt NP s P

IEMPORARY RESTRAINING ORDER

for hearing in open court on January 19, 1989. Upon
consideration of said Motion, the Complaint filed therewith, the
Memorandum of Points and Authorities attached thereto, the
Affidavit of plaintiff R. Scott Armstrong, and oral argument of
counsel for the parties, the Court finds that plaintiffs q:;g
suffer immediate and irreparable harm affecting a vital’ public
interest unless a restraining order is entered against the
defendants.

IT IS THEREFORE ORDERED by the Court that defendants,
President Ronald Reagan, Vice-President George Bush, and the
National Security Council and their agents, servants; employees,
attorneys, and all persons in active concert or participation
with them are hereby enjoined from destroying, eraéing,
recycling, or in any way altering what is commonly known as the

PROFS computer tapes for the National Security Council. and the




'S

Executive Office of the President or in any way deleting or
destroying the information contained in the back-up files of the
PROFS Computer System.

Plaintiffs shall not be required to post security because
defendants will not suffer costs or damages even 1f it is
determined that they were wrongfully restrained ‘pursuant to Civil
Rule 65(c)

IT IS FURTHER ORDERED that this Order shall expire within
ten (10) days after entry unless extended for good cause or by
consent of the defendants; and

IT IS FURTHER ORDERED that plaintiffs shall be given until

the day of » 1989, to file a Motion for

Preliminary Injunction and that said Motion will be heard on'the

day of : , 1989, at o'clock oM.

ISSUED at o'clock .m., January , 1989.

UNITED STATES DISTRICT JUDGE



IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,

ve.

RONALD W. REAGAN, C.A. No.

et al.,

Defendants.

MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT ©

PLAINTIFF'S MOTION FOR TEMPORARY RESTRAINING ORDER

Plaintiffs seek a temporary restraining order enjoining
defendants Ronald Reagan, George Bush, and the National Security
Council from destroying any electronic computer tapes or other
materials that contain information concerning the functioning of
the White House, contrary to the requirements of the Presidential
Records Act, the Disposal of Records Act, and the Freedom of
Information Act as administered by the Archivist of the United
States and the National Archives and Records Administration. See
American Friends ervice ¢ tee v. Webster, 485 F. Supp. 222
(D.D.C. 1980) aff'd 720 F.2d 29 (D.C. Cir. 1983).

Defendants apparently intend to destroy these electronic
tapes, which are the only existing record of many important
communications within the White House and specifically within the
National Security Council at the close of the Reagan
Administration on January 19, 1989. Doing so will d;stroy an

invaluable historical and political record that is available




nowhere else and which Congress has on several occasion mandated
be available to members of the public.
STATEMENT OF FACTS

The Executive Office of the President (the White House) and
the National Security Council (NSC) utilize what is commonly
known as the PROFS computer system ("PROFS syetem"). The PROFS
systems allows users of the system to communicate via electronic
mail, that is to send memoranda and other information to other
users directly through the computer. It is used to Create,
maintain, and retrieve information pertaining to official
government activities.l/

This information is maintained on an electronic storage
medium, most likely magnetic tapes. These tapes have recorded
all correspondence and information that has been sent or created
using the PROFS system. 1In many instances no hard or paper copy
of the information exists, the elect:onic tapes are the only
record of the informatien.

The PROFS system is used by White House and NSC officials to
carry out governmént policy. It contains presidential and agency
records and any particular electronic tape may contain both
Presidential records and agency records of the NSC.

The information in the PROFS system, which exists only on an
electronic medium and not in any paper record can be extremely

important. For example, records contained in the PROFS system

1/ mhis Statement of Facts is based on the Affidavit of
R. Scott Armstrong, Attachment B hereto.

2




were utilized ‘extensively by the President's Special Review Board
(the Tower Coﬁmission) and the Congressional Iran-Contra
Committees investiéating the Iran-Contra Affair. See Report of
the President's Special Review Board, at III-1 (February 2s,
1987); Report of the Congressional Committees Investigating the
Iran-Contra Affair, 100th Cong., 1lst Sess., §. Rep. No. 100-21§,
H. Rep. No. 100-433, at 689-90. Independent Counsel Lawrence
Walsh continues to rely on records from the PROFS system in
support of criminal investigation and prosecution of government
officials involved in the Iran~Contra Affair.

On January 19, 1989, plaintiffs Armstrong, the National
Security Archive, and the Center for National Sedurity Studies
filed a request under the Freedom of Information Act, 5 U.S.C. ]
552, for records contained in the PROFS system.

Plaintiffs Armstrong, Becker, and National Security Archive
have asked for assurances that defendants do not intend to
destroy the records contained in the PROES‘system as part of the
changeover of Administrations on January 19, 1989. Defendants
have refused to give them any such assurances. Although the
White House has delivered some electronic computer tapes from
other computer systems to the Archivist for preservation and
safekeeping, it has not delivered any tapes from the PROFS system
to the Archivist.

ARGUMENT .

To obtain a temporary restraining order (TRO), a plaintiff

must demonstrate (1) a substantial likelihood of success on the

3




merits; (2) irreparable harm; (3) that more harm will result to
Plaintiff if the TRO is denied than will result to defendant if

it is granted; and (4) in appropriate cases, how the public

interest will be affected. Virginia Petroleum Jobbers Ass'n. v,

F.P.C., 104 U.S. App. D.C. 106, 110, 259 F.2d 921 (1958) .
Plaintiff's application for a TRO satisgiés each of the
foregoing tests.

A. Plaintiffs are Likely to Succeed on the Merits,
Plaintiffs are guaranteed a'right of access to these
government records under at least three separate statutes: The

Freedom of Information Act, 5 U.s.cC. § 552, et. seq.:; the
Presidential Records Act, 44 U.s.C. 2201, et. seq.; and the
Disposal of Records Act, 44 U.s.c. 3301, et. seq. If any of
these statutes applies to the requested electronic recordings,

then defendants may not destroy them. See, American Friends

Service Committee v. Webster, supra. The statutes create a
public right of access to "agency records," in the case of the
FOIA and the Disposal of Records Act,zf and to’"Presidential

records," in the case of the Presidential Records Act.3/

2/ fThe Disposal of Records Act authorizes the Archivist of
the United states to establish procedures for the disposal of
only those documents "that do not appear to have sufficient
administrative, legal, research, or other value to warrant their
further preservation by the Government." 44 U.S.C. § 3303.

3/ "Upon the conclusion of the President's . . , last term,
the Archivist of the United States shall assume responsibility
for the custody, control, and preservation of, and access to, the
Presidential Records of that President. The Archivist shall have
an affirmative duty to make such records available to the public
as rapidly and completely as possible consistent with the
provisions of this aAct." 44 U.S.C. § 2203(f) (1).
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Defendants do not assert any general right to destroy
Presidential or agency records at the close of an administration,
which would thereby frustrate this public right of access.
Rather defendants argue that these electronic computer records
are not like'other Presidential or agency records, are not
covered by the statutes, and therefore may be destroyed. But
there is no authority for ﬁheir position that because information
is stored electronically rather than in written form, it is not
covered by the statutes.

Thé Presidential Records Act provides that the United States
"shall . . . retain complete ownership, possession, and control
of Presidential records." 44 U.S.C. § 2202. It provides specific
procedures that must be followed by the President and the
Archivist before disposing of records during the term of his
office; the statute allows only records "that no longer have
administrative, historical, informational, or evidentiary value"
to be disposed of. 44 U.S.C. § 2203(c). '

Upon the conclusion of the President's term of Office, the

. Act directs the Archivist of the United States to assume

responsibility for the records. "The Archivist shall have an
affirmative duty to make such records available to the public as
rapidly and completely as possible consistent with the provisions
of this Act."™ 44 U.s.C. § 5203(1)(2). Here, neither the
President nor the Archivist have complied with the provisions of
this act and, to the contrary, apparently intend to violate it by

destroying the records.




But the Act applies to all "Presidential records," which
"means documentary materials . . . created or received by the
?resident, his immediate staff, or a unit or individual of the
Executive Office of the President whose function is to advise and
assist the President." The definition of "documentary material"
covered by the Act expliciﬁly covers materials such as the
electronic tapes requested here: "The term 'documentary
material' means all books . . . including but not limited to,
audio, audio-visual, or other electronic or mechanical
recordation." 44 U.S.C. § 2201(1) (emphasis added).

Similarly the Disposal of Records Act allows agency records
to be destroyed only after the Archivist has made the required
review and followed the required procedures for doing so. 44
U.S.C. §§ 3302-03 The Act applies to all "records," which

- "includes all books, papers, maps, photographs, machine
readable materials, or other documentary materials,
regardless of physical form or characteristics, made or
received by an agency of the United States Government under

Federal law or in connection with the transaction of public

business and preserved or appropriate for preservation by

that agency or its legitimate successor as evidence of the
organization, functions, policies, decision, procedures,
operations, or other activities of the Government or because
of the informational valued of data in them."

44 U.S.C. § 3301.
The agency's own interpretation confirms that such

electronic tapes are governed by the provisions of the Act. See

'National Archives and Records Administration Bulletin, No. 89-2,

November 14, 1988, Attachment B hereto.
The Freedom of Information Act provides: "{E]ach agency,
upen any request for records which (A) reasonably describes such
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records and (B) is made in accordance with published rules . ., .
shall make tﬁe records promptly available to any person." 5
U.S.C. 552(a)(3). While the statute does not define the term

agency, the Natiogal Security Council is clearly an "agency" for

purposes of FOIA requests. See, e.qd., Kissinger v. Reporters

Committee for Freedom of the Press, 445 U.S. 136, 156 (1980)
("National Security Counsel records (are] therefore subject to

the [Freedom of Information] Act"); Halperin v. NSC, 452 F. Supp.
47 (D.D.C. 1978) aff'd without opinjon, 612 F.2d 586 (D.C. Cir.
1980).

Thué, whether the electronic tapes belong to the Executive
Office of the President or the National Security Council or both,
they are in all events "Presidential® records or "agenéy" ‘

records. As such, they are subject to the requirements of the

statutes and may not be summarily destroyed.

B. Plaintiffs Will Suffer Irreparable Injury Unless a
Iemporary Restraining Oorder is Granted.

If the electronic tapes are destroyed, plaintiffs will
suffer irreparable harm. As far as pPlaintiffs can determine,
these electronic tapes contain information that appears_nowhere
else. Thus if defendants destroy them, the information will be
irretrievably lost to plaintiffs, as well as to history. There
is no doubt that such injury will be irreparable harm.

C. The Equities Favor A Temporary Restraining Order.




Weighing of the equities favors injunctive relief in this
case. As shown above, in the absence of an injunction,
Plaintiffs will suffer irreparable harm. An injunction will
restore and preserve plaintiffs! rights without detriment to
defendants. Defendants wili suffer absolutely no detriment from
entry of an order preventing destruction of the electronic tapes
pending a judicial determination of the>appl§cability of the
Presidential Records Act, the Disposal of Records Act, and the

Archivist's responsibilities in connection with the tapes,

. A prelimina unction will Serve the Public Interest.
Public policy could not be clearer that Presidential records
belong to the public and should>be preserved for review by the
public pursuant to the laws, rules, and policies that have been
established. Thus the public as well as the specific plaintiffs
herein have an interest in the requested information. Aas the

Iran-Contra affair demonstrates, the requested electronic tapes

may contain information of the greatest importance to the process

of democratic policy-making. Technological innovations have
enabléd the government to operate more efficiently, they should
not be used as a shield to allow it to operate in secret hidden
from public accountability.

In this case, implementation of this fundamental public
policy depends on judicial intervention.

neclusio

The Court should grant a temporary restraining order
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enjoining defendants from destroying any electronic or other
' records Pertaining to the PROFS system without first complying
' with the requirements of the Presidential Records Act and the
Disposal of Records Act including review and determination by the
Archivist of the historical value of maintaining the specific
items of information and notice, where required to Congress or in
the Federal Register of the Afchivist's inte;tions with regard to

thenm.

Respectfully submitted,

MA.A
Kate Martin
American Civil Liberties Union
Foundation
122 Maryland Avenue, NE
Washington, DC 20002
544-5388

Attorney for Plaintiffs

. January 19, 1989
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

R. SCOTT ARMSTRONG,
et al.,
Plaintiffs,
V.

RONALD W. REAGAN,
et al.,

C.A. No.

Defendants.

Nt Nt Vst N it VaslP s Nnt® sV Ve st Vgt
%

AFFIDAVIT OF R. SCOTT ARMSTRONG

I, R. Scott Armstrong, declare:
l. I am a plaintiff in the above-captioned lawsuit and make this
affidavit in support of plaintiffs' motion for a Temporary
Restraining Order.
2. I am a journalist, book author, foreign policy researcher,
founder and Executive Director of the National Security Archive,
a non-profit research institute and library of government
documentatiorl. On behalf of the National Security Archive and
the Center for National Security Studies, I have filed, on
January 19, 1989, three Freedom of Information Act requests for
specific materials currently held by the Executive Office of the
President and the National Security Council. Copies of those
requests are attached as exhibits 1-3 hereto..
3, In conjunction with my work at the National Security Archive
and my research on national security and foreign policy issues
and on the functioning of the White House and the National

Security Council, I have developed an extensive knowledge on the
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White House records system including the computer communications
system commonly known as the PROFS computer system ("PROFS
system").

4. The requested materials are contained in the PROFS systenm
computer backup tapes and consequently the only existing master
file of one of the central filing systems of the National _
Security Council and the Executive Office of the President.

5. The Executive Office of the President and the Nationél
Security Council utilize the PROFS system to create, méintain,
and retrieve information pertaining to official government
activities. This information is maintained on an electronic
storage medium, most likely magnetic tapes. 1In many |

circumstances, the information exists only in the computef memory

stored on the PROFS system and no hard or paper copy has been

- made, or if made, has been retained. These PROFS system tapes

have recorded all correspondence and messages that have been
created, saved, or transmitted through the PROFS system. The
same tape may contain information_that could be either

Presidential records or agency records.

6. The PROFS system combines various routine office functions

including a word processing program, personal calendar, automatic

reminders, and the ability to send electronic notes, messages and

| documents to others on the system.

7. The PROFS system is used by White House and NSC officials to

implement government policy, and as such contains both

presidential and agency records. For example, records contained




in the PROFS system were utilized extensively by the President's

Special Review Board (the Tower Commission) and the COﬁgressional
Iran-Contra Committees investigating the Iran-Contra Affair. See
Report of the Presidént's Special Review Board, at III-1
(February 26, 1987); Report of the Congressional Committees
Investigating the Iran-Contra Affair, 100th ¢ong., 1st Sess., S.
Rep. No. 100-216, H. Rep. No. '100-433, at 689-90. To the best of
my information and knowledge, Independent Counsel Lawrence Walsh
continues to rely on information from the PROFS system in support
of criminal investigation and prosecution of government officials
involved in the Iran-Contra Affair.

8. Beginning in 1985, the PROFS system was were used by the
members of the National Security Council and their staff. In
1986, the PROFS network expanded to "satisfy the growing
requirement in the White House for internal electronic mail and
document transfer between the West Wing, 0l1d Executive Office
Building and the Cabinet agencies." Solicitation for Computer
Operation/Facilities Management, Executive Office of the
President, March 27, 1987, p. 50. |

9. .The system helps to avoid an avalanche of'paperwork by
handling much of the information electronically without paper
copies. Key to document handling are the sophisticated search
and retrieval functions. "Every document in PROFS is assigned a
number so that it can be located using a variety of search

techniques. Information such as who wrote the document the date,

the subject, and to whom the document was sent can also be used




in the search. The advantage of letting PROFS do this for you is
quite obvious. You don't have to go through all your 'filing
cabinets looking for documents that may be filed under multiple
subject héadings or under a filing system you know nothing about.
PROFS takes care of all that for you." IBM, "Introducing the
Professional Office System," November 1985, g. 10~-11.

10. The Iran-céntra Affair illustrated the importance of
information stored in the PROFS system. Despite repeated
attempts by NSC staff to shréd the paper record and delete the
computer recérd, the PROFS backup system on magnetic'tape allowed
investigators to reconstruct much of the Iran-Contra-related
activity. A sampling of these PROFS notes is attached as Exhibit
4 hereto. The Iran-Contra PROFS records demonstrate that in
effect, the capabilities of the PROFS system for transmitting,
indexing, filing, and retrieving contemporaneous records created
a new and powerful central filing system which recorded the daily
business of the White House and National Security Council at the
highest levels -- but only in electronic and not in paper form.
-11. The Tower Commission stated that these PROFS messages
"provide a first-hand, contemporaneous account of events."
Report of the President's Special Review Board, February 26,
1987, p. III-l. As examples of the central role of the PROFS
system in the NSC staff's decisionmaking process, copies of three
PROFS messages declassified during the Iran-éontra investigations

are attached.
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12. Despite the clear historical significance of and public
interest in the information captured by the PROFS system, I have
been told by representatives of the National Archives and Records
Administration (NARA) that those PROFS system tapes other than
those used by the Iran-Contra chmittees and the Independent
Counsel have not been and will not be preserved as a "permanent
record" of the Reagan Administration. )

13. The head of the Office of Presidential Libraries of NARA,
John Fawcett, told me on January 18, 1989, that the only PROFS
messages that are retained as "presidential records" are those
printed out by White House and NSC staff and maintained in paper
form. According to Fawcett, NARA considers all PROFS system
tapes other than those provided for the Iran-Contra Committees
and the Independent Counsel not to be "Presidential records" or
"agency records."

14. This practice has been implemented by specific gquidelines
issued to White House and NSC staff by the National Archivés,
despite current rulemaking-in-progress that indicates the
Archives' intention to explore methods of retention and

preservation of electronic records. Notice of Proposed

Rulemaking, NARA, November 8, 1988.

- 15. Even if White House and NSC staff are diligent above and

beyond the call of duty in printing out copies of any PROFS

- message they considered historically or administratively

significant -- a practice which the Iran-Contra Affair

demonstrates has not been the norm, and which, on knowledge and




belief, I believe is still not the norm =-- the resulting paper
file is by definition not a complete record of White ﬁouse and
National Security Council business, certainly when compared to
the value of the cogplete backup file maintained electronically.
16; Additionally, according to Mr. Fawcett, the backup tapes,
which represent the master file of PROFS mesiages, are not
ordinarily preserved -- since they are.not considered
"presidential records" under the Archive's guidance or the White
House and NSC practice -- and indeed may be re-used on the
mainframe computer and thus overwritten by subsequent PROFS
messages. Any overwritten sections of the magnetic tapes are
then lost to subsequenﬁ retrieval, much as a recording on a
cassette tape gets erased when something new is recorded over it.
Many or even most of these magnetic tapes may already have been
overwritten and thus destroyed.

17. However, at least one set of magnetic tapes -- the one in

.use as of January 19, 1989, and those from the immediate priorl

period -- does exist and.cohtains current PROFS messages which
have not been overwritten. Since the mainframe computer
presumably employs multiple magnetic tapes for storage, a number
of additional magnetic tapes containing PROFS messages may also
still exist in retrievable form.

18. According to Mr. Fawcett, January 19, 1989 represents the
"breaking point" for the preservation of Reagan Administration
records, and the beginning of a new system for preservation of

the next administration's records. My counsel has asked for and
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not received assurance that the PROFS tapes will not be
destroyed. I have been informed by NARA counsel that the White
House has delivered some computer tapes from other computer
systems to the National Archives, but has not delivered any PROFS
tapes. Therefore, I believe that January 19,.1989, may be the
last opportunity to preserve the magnetic tapes which comprise
the PROFS system's master backup file, and thus the only complete
record of a vital central filing system in the White House and
National Security Council. |
19. In an attempt to preserve these records, I have made the
aforementioned overlapping Freedom of Information Act requests to
the Executive Office of the President, the National Security
Council and the National Archives and Records Administration. 1In
and of themselves, however, these FOIA requests may not guarantee
the pPreservation of these vital records.

I declare under penalty of perjury that the foregoing

statements are true and correct.

\ :
R. Scott Armstrong /

'Dumﬁh"w“f’? /?/ /957/’




[ .

... described on the attachment fo ‘thjs .I.éltie:.";f or:inspection andf_.ppssiblé.copyiﬁg;'l Ce T
“oTnote foryour information that we are making this FOIA request to preserve the

Mead Data '
Central, Inc. v. Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir., 1977). ‘

Exhiort 1
THE NATIONAL SECURITY ARCHIVE

SUITE 500 1755 MASSACHUSETTS AVENUE, N.w. WASHINGTON, D.C. 20036 (202) 797-0882

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 830035NAR001

January 18, 1989 -

Ms. Trudy Peterson

Assistant Archivist of the United States

National Archives and Records Administration o
Washington, DC 20408

RE: Freedom of Information Act Request
Dear Ms. Peterson,

Pursuant to the Freedom of Information Act (FOIA), 5 US.C. Section 552, et
seq. (as amended), I hereby. request disclosure of the matc;ia.ls:and-_docum__cnt.s .

and Records Administration. Once’ we have received assurances that the -
information will be properly preserved, we are willing to dramatically narrow the
scope of the request for materials to be actually copied and provided.

If you regard any of these materials as non-records under the FOIA, I request
that you retain copies of all such materials until we have had an opportunity to
clarify your interpretation through litigation or congressional action. Similarly, if

decision, you are also requested to describe. withheld records (or portions thereof )'
and explain the logical and factual basis for exemption claims. See Mead Data

This request is made on behalf of the National Security Archive, a nonprofit
Public interest research institute and library located in Washington, D.C. and the
Center for*National Security Studies, a nonprofit public interest research facility :
located in Washington, D.C. The Archive and the Center are both organized and I
operated as a division of The Fund for Peace, Inc, a nonprofit corporation that is
exempt from federal income tax under section 501(c)(3) of the Internal Revenue
Code, and has been acknowledged by the Internal Revenue Service since November
19, 1962 to be "organized and operated exclusively for educational purposes.”

The fee waiver provisions under section 552(a)(4)(A) of the FOIA were
recently amended by the Freedom of Information Reform Act. The Reform Act’s
fee provisions became effective on April 25, 1987 and rewrote section 552(a)(4)(A)
to create categories of requesters entitled to fee wajvers, Pub.L. 99-570, Sec. 1803,




"Archive’s publications.

1804. Onc category consists of “"educational or noncommercial scicntific
institution(s) whose purpose is scholarly or scientific research® and another consists
of representatives of the "news media.” 5 U.S.C. 552 (a)(4)(A)(ii)(II). Rcquesters in
these groups reccive an automatic waiver of all secarch and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the first one hundred copied pages), but

these charges may also be waived in certain circumstances.

‘On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories of educational or
noncommercial scientific institutions and representatives of the news media within
the meaning of the Reform Act. To summarize, the Archivé’s purpose is to enrich
public policy debate by making available records pertaining to important, mostly
contemporary issues of major public concern in the areas of forcign, defense,

. 'intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested in this
letter, are carefully analyzed, indexed and organized into document sets in the
Archive’s collection. Document sets-are available for inspection and -copying by

e »'scholdrs, journalists; Membeérs -of ‘Congress-and-‘Congressional. staffs, present.and. .

former public officials; other public interest organizations, and the general public
at the Archive’s Washington office. In addition, information in the documents wi
be disseminated across-the country through distribution of ‘comprehensive .©. . - =
document indices to university and other research libraries and through the

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
range of scholars, journalists, public interest organizations, members and the staff
of Congress, and members of the general public.

I therefore request that you waive all search and reproduction fees pursuant to
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would
also qualify for favored treatment under the "all other requesters” category because
disclosure of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the ’
operations or activities of the government and is not primarily in the commercial
interest of the Archive within the meaning of the Reform Act. See 5 US.C.
552(a)(4)(A)(iii). Should you decline to waive all fees, however, we are prepared to
pay you normal search fees (and reproduction fees, if I decide to copy the records
produced). Our willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before
incurring search costs in excess of $100.

In order to expedite the release of the listed documents, I request that you
disclose them as they become available to you, without waiting until all the




documents have been assembled. If you have any questions that I might be able to
answer regarding the identity of the records, their location, or the scope of the

request, please cali me. |

‘statutory-time period.

Yours very tru.ly,

- Scott Armstrong

Executive Director

look forward to receiving your response within the
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Copies of all tapes, discs, and/or other storage formats for the PROFS
System serving the Executive Office of the President and/or the National
‘ Security -Council, and -ali informatiom contained therein, - as well as all
recards in whatever faormat derived from the PROFS System, from the date of
the installation of said system to the end of the Reagan Administraticor.
‘The requester is prepared t- narrow the scope of this request upon
consultation.) h : . '




EX"\fb;l‘ By

THE NATIONAL SECURITY ARCHIVE

SUITE 500 1755 MASSACHUSETTS AVENUE, N.W. WASHINGTON, D.C. 20036 (202) 797-0882

IN ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 890034EQP001

January 18, 1989

Ms. Nell Doering

Chief, Records & Publications ,

Executive Office of the President -
2200 New Executive Office Bldg.

Washington, DC 20503

‘RE: Freedom of Infermation Act Request

Dear Ms. Doering:

Pursuant to the Freedom of Information Act (FOIA), 5§ US.C. Section 552, ¢t
seq. (as amended), I hereby request:disclosure. of - the materials and documents ..

described on the attachment to this letter f or inspection and possible copying. I

note for your information that we are making this FOIA request to preserve the

. materials. in question which we understand might otherwise be improperly .
destroyed. In this vein, I have made possibly overlapping requests to the Executive . .

Office of the President, the National Security Council and the National Archives =
and Records Administration. Once we have received assurances that the
information will be properly preserved, we are willing to dramatically narrow the
scope of the request for materials to be actually copied and provided. '

If you regard any of these materials as non-records under the FOIA, I request
that you retain copies of all such materjals until we have had an opportunity to

clarify your interpretation through litigation or congressional action. Similarly, if -

you regard any of these materials as exempt from the FOIA’s disclosure

- requirements, | request that you nonetheless exercise your discretion to disclose

them. In this connection I note that you are required under the FOIA to release

any reasonably segregable nonexempt portions of documents containing

information you regard as.exempt. Section 552(b). To permit an intelligent,

‘informed decision whether or not to file an administrative appeal of any denial

decision, you are also requested to describe withheld records (or portions thereof)
and explain the logical and factual basis for exemption claims. See Mead Data
Central, Inc. v, Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir., 1977).

This request is made on behalf of the National Security Archive, a nonprofit
public interest research institute and library located in Washington, D.C. and the
Center for National Security Studies, a nonprofit public interest research f acility
located in Washington, D.C. The Archive and the Center are both organized and
operated as a division of The Fund for Peace, Inc., 2 nonprofit corporation that is
exempt from federal income tax under section 501(c)(3) of the Internal Revenue
Code, and has been acknowledged by the Internal Revenue Service since November
19, 1962 to be "organized and operated exclusively for educational purposes.”

The fee waiver provisions under section 552(a)(4)(A) of the FOIA were
recently amended by the Freedom of Information Reform Act. The Reform Act’s
fee provisions became effective on April 25, 1987 and rewrote section 552(a)(4)(A)




- Archive’s ‘collection. Document sets are a

to crcate categories of requesters entitled to fee waivers. Pub.L. 99-570, Sec. 1803,
1804. One category consists of "educational or noncommercial scientific
institution[s] whose.purpose is scholarly or scientific resecarch” and another consists

. of .representatives of the "news media."™ 5 U.S.C. 352 (a)(4)(A)(ii)(II). Requesters in

these groups receive an automatic waiver of all search and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the first one hundred copied pages), but
these charges may also be waived in.certain circumstances.

On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories af educational or
noncommercial scientific institutions and representatives of the news media within
the meaning of the Reform Act. To summarize, the Archive’s purpose is to enrich
public policy debate by making available records pertaining to important, mostly
contemporary issues of major public concern in the areas of foréign, defense,
intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested in this
letter, are carefully analyzed, indexed and organized into document sets in the
vailable-for inspection and copying-by. .

» scholars, journalists, Members of Congress and Congressional staffs, present and

former public officials, other public interest organizations, and the general public

‘at the Archive’s Washington office. In addition, information in the documents will

be disseminated across the country through distribution of comprehensive .
document indices to university and other research libraries and through the
Archive’s publications.

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
range of scholars, journalists, public interest organizations, members and the staff
of Congress, and members of the general public, L -

1 therefore request that you waive all search and rcpr&duction fees pu;suaht to
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would

.also qualify. for f avored treatment under the "all other requesters” category because L

disclosure of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the
operations or activities of the government and is not primarily in the commercial
interest of the Archive within the meaning of the Reform Act. See 5 U.S.C.
552(a)(4)(A)(iii). Should you decline to waive all f ecs, however, we are prepared to
pay you normal search fees (and reproduction f ees, if I decide to copy the records
produced). Our willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before
incurring search costs in excess of $100. '

In order to expedite the release of the listed documents, I request that you
disclose them as they become available to you, without waiting until all the




documents have been assembled. If you have any questions that I might be able to
answer regarding the identity of the records, their location, or the scope of the
request, please call me. I look forward to receiving your response within the
statutory time period. . .

Yo'urs very ly,

Scott Armstrong
Executive Director
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Copies of all tapes, discs, and/sr other starage formats for the PROFS

" System serving the Executive Office of the President and/cr the Natisonal

Security Courcil, ard all information contaired therein, as well as all
records in whatever format derived from the PROFS System, fraom the date of
the installation of said system to the end of the Reagan administraticr.
(The requester is prepared to narrcw the scope of this request upon
consultation. )




Exhib¥ 3

THE NATIONAL SECURITY ARCHIVE

SUITE 500 1755 MASSACHUSETTS AVENUE, N.W. WASHINGTON, D.C. 20036 (202) 797-0882

IN"ALL CORRESPONDENCE PLEASE REFER
TO ARCHIVE FILE NO. 890033NSC001

January 18, 1989

Ms. Nancy V. Menan

Director, FOI Office

National Security Council ,

375 Old Executive Office Building L
Washington, DC 20506

RE: Freedom of Information Act chucs‘t

Dear Ms. Reger,

Pursuant to the Freedom.of Information Act (FOIA), 5 U.S.C. Section 552, et
sea. (as amended), I hereby request disclosure of the materials and documents
described on the attachment to this letter for- inspection- and possible copying..I
note for your information that we are making this FOIA request to preserve the
materials in question which we understand might otherwise be improperly
destroyed. In this vein, I have made possibly ovcrlappmg requests to the Executive -
Office of the President, the National Security Council and the National Archives
and Records Administration. Once we have received assurances that the
information will be properly preserved, we are willing to dramatically narrow the
scope of the request for materials to be actually copied and provided.

If you regard any of these materials as non-records under the FOIA, I request
that you retain copies of all such materials until we have had an opportunity to
clarify your interpretation through litigation or congressional action. Similarly, if
you regard-any of these materials as exempt from the FOIA’s disclosure
requirements, [ request that you nonetheless exercise your discretion to disclose
them. In this connection I note that you are required under the FOIA to release
any reasonably segregable nonexempt portions of documents containing
information you regard as exempt. Section 552(b). To permit an intelligent,
informed decision whether or not to file an administrative appeal of any denial
decision, you are also requested to describe withheld records (or portions thereof)
and explain the logical and factual basis for exemption claims. See Mead Data
Central, Inc. v. Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir., 1977).

This request is made on behalf of the National Sccunty Archive, a nonprofit
public interest research institute and library located in Washmgton D.C. and the
Center for National Security Studies, a nonprofit public interest research facility
located in Washington, D.C. The Archive and the Center are both organized and
operated as a division of The Fund for Peace, Inc., a nonprofit corporation that is
exempt from federal income tax under section 501(c)(3) of the Internal Revenue
Code, and has been acknowledged by the Internal Revenue Service since November
19, 1962 to be "organized and operated exclusively for educational purposes.”

The fee waiver provisions under section 552(a)(4)(A) of the FOIA were
recently amended by the Freedom of Information Reform Act. The Reform Act's
fec provisions became effective on April 25, 1987 and rewrote section 552(a)(4)(A)




to crcate categories of requesters entitled to fee waivers. Pub.L. 99-570, Scc. 1803,
1804. One category consists of "educational or noncommercial scientific
institution[s] whose purpose is scholarly or scientific rescarch” and another consists

“of representatives of the "news media." 5'US.C. 552 (a)(4)(A)(ii)(II). Requesters in

these groups reccive an automatic waiver of all search and review fees, irrespective
of the nature or contents of the documents requested. They can be charged
standard duplication costs (in excess of the first one hundred copied pages), but
these charges ‘may also be waived in certain circumstances.

On May 11, 1987 the Archive submitted a comprehensive memorandum to your
agency providing documentation under penalty of perjury which establishes that
the Archive is entitled to fee waivers under the categories of educational or
noncommercial scientific institutions and representatives of the news media within
the meaning of the Reform Act. To summarize, the Archive’s purpose is to enrich
public policy debate by making available records pertaining to important, mostly
contemporary issues of major public concern in the areas of f orcign, defense,
intelligence, and international economic policy.

Documents obtained by the Archive, including the records requested in this

. letter, are.caref ully -analyzed, indexed and organized into.document.sets in the
~"Archive's colléction. Document: séts are avdilable f oF ‘inspection and copying by

scholars, journalists, Members of Congress and Congressional staffs, present and

former public officials, other public interest organizations, and.the general public

at the Archive’s Washington office. In addition, information in the documents will
be disseminated across the country through distribution of. comprehensive

document indices to university and other research libraries and through the

Archive’s publications.

As the executive director of the Archive, I regularly use records such as those
sought in this request in research on foreign and national security matters. In
addition, the Archive and the Center both make all records available to a broad
range of scholars, journalists, public interest organizations, members and the staff
ot'-_Con_g_ress, and members of the general public. s e e

I therefore request that you waive all search and reproduction fees pursuant to
section 552(a)(4)(A), as amended. If you determine that the Archive does not fall
within one of the two categories of requesters described above, this request would

also.qualify for favored trecatment under the "all other requesters” category because

disclosuré of the information in the requested documents is in the public interest
because it is likely to contribute significantly to public understanding of the
operations or activities of the government and is not primarily in the commercial
interest of the Archive within the meaning of the Reform Act. See § US.C.
552(a)(4)(A)(iii). Should you decline to waive all fees, however, we are prepared to
pay you normal search fees (and reproduction fees, if I decide to copy the records
produced). Qur willingness to pay fees is subject to our rights to appeal and litigate
the fee waiver question, and payment would be deferred until exhaustion of such
rights. I further ask that if you decline to waive fees that you set forth your
reasons for doing so in writing and that you obtain our authorization before
incurring seéarch costs in excess of $100. '

In order to expedite the release of the listed documents, I request that you
disclose them as they become available to you, without waiting until all the




documents have been assembled. If you have any questions that I might be able to
answer rcgarding the identity of the records, their location, or the scope of the
request, please call me. I look forward to receiving your response within the

: statutory time period. - - - - - . o T e N

Yours very trufy,

Scott Armstrong
Executive Director ) .
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Copies of all tapes, discs, and/or sther st
System serving the Executive Office of the
Security Council, and all informaticon
records in whatever format derived from the PROFS System, from the date of
the installation of said system to the end of the Reagan administration.

(The requester is prepared to rarrow the scope of this request upaon
consultation, )

orage formats for the PROFS
President and/or the National
contaired therein, as well as all
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S. Rept. No. 100-216 H. Rept. No. 100-433
Exhibit 49

Report of the Congressional Committees Investigating the

[ran-Contra Affair

Appendix A: Volume 1
Source Documents

Daniel K. Inouye, Chairman,
Senate Select Committee
Lee H. Hamilton, Chairman,
House Select Committee

U.S. Senate Select Committee U.S. House of Representatives
On Secret Military Assistance to Iran Select Committee to Investigate
And the Nicaraguan Opposition Covert Arms Transactions with Iran

November 13, 1987.— Committed to the Committee of the Whole House
on the State of the Union and ordered to be printed.
November 17, 1987.—Ordered to be printed.

Washington : 1988
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Froa: KSRZM  ~-CPUA Date ‘and tarc | 09,3385 2i:5v 29

To: NSOLN -=CPLA ”Ncl-%s F[ J JORN N, POI.\‘DEYI"ER
NCTE FROM: RIRERT “SFARLANT - 3265

SUMJECT: Reply to Himilton on Ollie's Activities

! have sent yYou both separately a draft letter I have composed to ansuer Lee
Himilton's letter on Qllie’s aciivities. Une or two 3nnozstions sre
swrepriaze. The referenes ¢ "insert 21T refors o parasraph sne of page twe

97 YOur STATL Lalsn. lmsett 2.7 Polesa e the second PATILTIPI OF Pagt e
Please do not share either this note or the seaparate draf vith anyone. w1l
w11l prepare & smooth version of it for me Wednesday sorning. Please bdring se
any edits vou have. Ollie. don't send me any PROFS notes about it. Many
thanks.
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. path he is trying to wvalk. betveen those vho wvant to
‘reasons (Regan) and chose who don't want to do it a¢

1181

Cwro 7 Ce 12 yFeotnate (e 2.

From NSRCM «=ZPLA S4te ana i.me 02727786 al:37 o8

To: NSOLN  --CPLA
™ Reply to note of 02/27/86 20:11 1363
NOTE FROM: ROBERT MCFARLANE

SRR 1 2
Nigadiilby' <1077
Subject: Exchanges

No sweat GI. I just sent a Separate note sbout not shar9ing with John because
[ had forgoctten to Put it in the other note. And [ fully understand the narrey
& balls out for the wrong
all (GPS and Cap). §o

play

it any vay you eust. As for my comsitments don't vorry about thes; set i¢ up
any way you wish that it works for them. ! only mentionad it to John to sk

that he try to give me 4 heads Up soon 3o that ! can cancel--which I ia glad
to do--with scme graca. ’
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From: NSRCY CUANULHOOlrILUuo and tize " 03/10/86 22: 4.3

Ta: NSOLN  --CPUA ’
*w* Reply to note of 03/10/8¢ 21:10 N 41 078

eonbhlRE L ns,
NOTE FROM: RODERT MCFARLANT
Subjece: How's [t Geing?
Roger Ollie. [ guass l'a o little puzzled about the Iranian viring diagram.
From whom are ve gecting the word concerning a seeciMg in the Gulf? [s Gorng
iavalved in that dislogue or is thae info coming chrough the I[sraelis? [¢
strikes ee that it is probadbly OK to keep Gorba in the dark--to the extent
that (3 possible to do 3o if there is another channel. Gorba is basicslly 4
self-sarving mischief eaker. Of course the croudle is that a3 far a3 ve wnow,
30 is the eacire lot of chose ve are dealing vith. The Saviet threat s the
strategic senace and [ would guess thac they would like to avoid having
Russians in Iren. But it s going to take some time to get a feel for just whe
the playerss are ca the contemporary scene in Teheran. So the sconer ve get
sctarted the better.

[ vould be glad to eeet to talk sbout he Marine Corps. [ will be having lunch
with Peul Nitze this Friday. How about right after chet &t about 2:00pe ia
your office? .

Frank.y, [ vould expect the heat frow the Hill to become immense on you by
summer. Consequently it scrikes mse as wise that you leave the White House. At
the same time, there will be no one to do all (or aven a small part of what)
you have done. And if it isa't done, virtually all of the investaeat of the
past five

years vill go do wa the drain.

How's this for a self-serving scenario: 1. North leaves the White House in May’
and takes )0 days leave. 2. July 1st Necth is assigned 33 s fellow &t the CSIS
and (lo and behold) is assigned to Mefarlane's offize ). Mcfarlane/North
continue to vork the Iran account as well as to begin to build other
clandestine capabilities so such in desand hare and chere. Just a knee jerk
susing. ‘ ’
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From: NSJMP  --CPUA Date and time  06/16/86 19:03.42
To: NSOLN  =-CPUA
N 9212

*w» Reply to note of 04/16/86 16:40
.- SECKET --

NOTE FROM: JOHN POINDENTER
Subject: PRIVATE BLANK CHECK
You msy go ahead and go. but [ want several points made claar to them. There
4re not to be any parts delivered until all the hoscages sre frec 1n
sccordance with the plar that you laved out for me before. None of this half
shipsent before any are released crap. It 1s sither all or nothing. Also you’
may tell them that the President i3 getting very annoyed at their continuel
stalling. He will not agree to any sore changes in the plan. Either they agree
finally on the arrangesents that have been discussed Or we ore going to
permanently ¢ut off all contact. If they reslly vant to save thair asses from
the Soviets, they should get on board. I em beginning to suspect that

doesn't have such suthority.

cc: NSPIT  --CPUA PAUL THOMPSON
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xT8 PI JOHN POLMDPRTON % SS,F,ED Teoorrwore W2
Subject. fran .
GOOD WOREK, LPT'S DISCUSS AT LUNCH, ¢ e
~ lctas . [ ]
A"G PHOR: NSO0LM  --CPUA T0: RSJIAP  --CPUA 05/00/00 08:07:86
To: B8SJNP  ~=CPUA '

666 peply to mote of 05/06/86 00:95

- _Spoert - by !

HOTE PHON: OLIVED ECAZR . t.

Subject: lraa
Dome. 1 balleve we bavte succecded. Deposlt beleg sade tomorzos {today is a

bask holidey §a Suitzerland), helease of bostages set foc wsek of 19 flay ia
sagueace pom have speciflied. Specitic date to be deterdlaed by bhow quichiy ve
can asseabie requilsite parts. %henk God - Ne answvers prajecs., 9%/,2, docth

Iran

8
N3G PuON: NSOLM =--CPUA 20z B3JINpP --ceud 05/08/06 08:02:59

To: 8SJBP ~=CPUL
o6 acply td note of 05/06,86 01100

NOTE PBON: OLIVAR mORTH:

Subject: CoNTal PROJBCE

Tes, fa gyeneral tersa. Me is sepportive, as is Billolt. It is, to say the

least, a Migh risk optios - but it say be the only ua) ve cam ever cet this
thing to work. 1t is also Lapostaal for gos to hsow uu#un be
to ses as uith the folloviag ofles: 1ke 1stsells ud be williag te pet

20-50 !puhh speaking ailitacy tralmecs/advicors Iato the £AF 10 ve vast thie
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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

Scott Armstrong, et. al.,

Plaintiffs

Civil Action No.

89-0142 (JCR)

Ronald W. Reagan, et. al,

Defendants
laration of T Van Eron

I, George Van Eron, declare and say as follows:

1. I am currently the Director of the National Security
Council (NSC) Secretariat. I have worked in the NSC Secretariat
since November 1969 and I became Director in 1979. The NSC
Secretariat is the information management office for the NSC.
Among my responsibilities is to act as NSC staff liaison officer
with the White House Communications Agency (WHCA). WHCA is the
joint services Department of Defense activity which is charged
with, among other responsibilities, providing certain computer

services to the NSC staff.




2. I make this declaration based upon personal knowledge
and belief and upon information made available to me in the
course of my duties by other employees at the NSC and by WHCA
employees.

3. The "PROFS" computer system" is the user term referring
to one computer system available for use on WHCA’s mainframe
computef. A "PROFS" systém was installed for use by the ﬁSC
staff on a pilot project basis in'February-1982. In |
approximately April of 1985, the system became fully operational
and available to most members of the NSC professional and support
staff.

4. -As set up for use by NSC staff members, the PROFS system
has the capability to perform three primary functions: creation
and trahsmittal of so-called "electronic mail"; creation and
transmittal of formal documents thét would then become‘part of
the computer’s data base; and creation and maintenance of an
individual user’s calendar. 1In addition, the PROFS éystem has
the capability to perform other relatively minor functions, such
as the "reminder function" which alerts the user to scheduled
meetings/appointments and a function which includes the NSC staff
telephone directory.

5. NSC staff members have used PROFS for messages about

telephone calls, scheduling appointments, and to convey other

types of routine information that in the past would have been
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transmitted on the telephone.l. Over the past few years, NSC
staff members have come to use electronic mail a great deal in
their daily work. It is far quicker than regular inter-office
mail and it is less intrusive than a telephone call because the
user can send the message and the recipient can read the message
whenever convenient. Moreover,-since the system is cleared to
handle classified information, it often can be used to_exéhange
information more easily than a "secure" teiephone call. It saves
time and enhances the efficiency of both the NSC professional
staff and the NSC support staff. NSC staff members have used the
"document" creation function very little because it was seen as

clumsy, slow and not user friendly and most staff members already

‘had word processing capabilities at individual work stations.

6. Backup tapes of the NSC "PROFS" system are in effect
"snapshots" of the information in the WHCA computer space
maintained for NSC use taken at a particular point in time. See
Exhibit 2. The back-up procedures outlined in Exhibit 2 are
still in place.

The standard procedure regarding departing staff members

electronic mail accounts was that approximately thirty days after

11n addition, the Assistant to the President for National
Security Affairs (the "National Security Adviser"), and his
assistants and secretaries used the calendar function to keep
track of his schedule. Although these calendars are kept as a
matter of convenience in scheduling, copies of both the
electronic phone logs and calendars of General Colin Powell and
Mr. Frank Carlucci were sent to the Reagan Library during the
transition. Some staff members also have used the calendar
function.
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the staff member’é départure, the NSC Secretariat would make the
necessary arrangements for WHCA to delete the staff member’s
electronic mail file. Not all deletions, however, took place
within the thirty day time frame because of the Iran/Contra
matter and because of a lack of clear delineation between pre-
December 1986 and post-December- 1986 use of the PROFS which made
application of the thirty day time frame difficult to impiement
in pfactice. ) |

The "PROFS" backup tapes for November 15, 22 and 29, 1986
and a "PROFS" backup tape made in February 1987 were retained by
WHCA. These tapes contain information relevant to the
Iran/Contra matter. These tapes continue to be preserved because
of the ongoing criminal investigation/prosecutions of Iran/Contra
related-matters. If any data on the tapes is determined to be
federal or presidential record material, ﬁhé déta will‘either be
turned over to the National Archives or retained by the NSC at

the conclusion of the criminal cases.

7. The functions of the NSC staff and adequaté

récordkeeping were among the subjects discussed in the Reagan

Administration’s National Security Decision Directive No. 266.
See Exhibit 6.
During the Reagan Administration, the NSC Secretariat

maintained a number of recordkeeping systems to process and track

NSC presidential and agency records. See Exhibit 1. Members of

the NSC staff were given instructions about their obligations
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regarding the creation and maintenance of NSC agency and

presidential records. See Exhibits 1, 3, & 4.

8. Members of the NSC staff also were given specific

- written instructions regarding the use of electronic mail, see

Exhibit 2, and their obligations under the Federal and
Presidential Record Acts with regard to electronic mail messages,
see Exhibit 5. |
I declare under penalty of perjury that the foregoing
statements are true and correct, to the best of my knowledge, i

information and belief.




THE WHITE HOUSE _ - 0155

WASHINGTON

January 15, 1987

MEMORANDUM FOR NSC STAFF _
//

FROM: FRANK C. CARLUCCL . .

SUBJECT: - Document Control Procedures

To follow up my remarks to you at the January 2 staff meeting,
would like to emphasize that the orderly flow of action and
information documents based upon effective staff and interagency

coordination is critical to a complete and objective presentaticn
of views. <

The Office of the Executive Secretary (Grant Green and 3ob
Pearson) is the sole channel for all material addressed to me or
to Colin Powell. All papers, regardless of sensitivity or
classification, will come through the Executive Secretary.
Appropriate measures are being taken to ensure the proper
handling of such documents. A special "dummy* system for
extremely sensitive items has been established and will be
outlined in a separate memo to you from Grant Green.

The following procedures are to be instituted, effective
immediately: -

I. The Executive Secretary will continue to task papers
for production by the staff. Colin and I have asked our

front office staff to pass taskings to you through the
Executive Secretary.

II. All material is to be submitted and logged through zhe
Executive Secretary. You are requested not to bring
documents directly to the front office. If an advance cooy.
is forwarded, please advise Grant or Bob. All "eyes only"”
NSC documents for me or Colin are to be delivered to Gran®
Green or Bob Pearson. :

ITII. I want to have the full and frank views of all sta
members on matters of importance to the President.
Therefore, any staff officer may forward his or her views o~
a particular subject in an information memo through the
Senior Director and the Executive Secretary.

th

-

Ensuring the highest quality product for the President requires
discipline in our document management process. I have tasked
Grant and his team to ensure that decision documents reflect a _
frank, open and full presentation of policy options and to ensure
that such information is shared among all those with policy

responsibility. I look to each of you to cooperate in this
process.

Van Eron Decl. Exhibit 1



NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

January 15, 1987

MEMORANDUM FOR NSC STAFF MEMBERS -
FROM: GRANT S. GR

SUBJECT:. Document Control Procedures

In an éffort to improve the orderly flow of action and

~_information items to and from the President, the Assistant to =re

President for National Security Affairs, the NSC staff and the
departments and agencies, and to ensure the necessary o
accountability, all papers will be logged and their progress
tracked through the NSC Secretariat's document control systen.

As a first step, departmental couriers are being instructed to
deliver all material previously delivered to individual NSC staff
members in OEOB to the Secretariat in Room 381 OEOB. There i
will be handled by properly trained and cleared personnel in
accordance with appropriate security requlations and forwarded
promptly to the appropriate staff member (s).

The procedure for delivery of material to the White House Wess
Wing Ground Floor remains unchanged.

SensitiveAintelligence‘material will continue to be delivered to
the Secretariat Coordinator in Room 300 OEOB.

All papers to and from Mr. Carlucci will come through my office.
If time pressures do not permit adherence to normal procedures, _
handcarry the package to my office for immediate delivery to the

front office. The copies will be used to complete the coatrcl -
process. '

A special category of "X" items has been established to handle
those items of particular sensitivity which are not handled in
System IV. The logging and control procedures will be based on a
dummy sheet prepared by staff officers. A detailed procedure fzr
handling "X" items is attached. Use of the "X" designator will
be monitored to prevent its abuse.

Attachment
a’s




NSC SECRETARIAT DUMMY PROFILE

Prepared by: Smith Log. No. 1234 X
Date Logged 1-5-87
Ref. Nos. State 4567
DOD 8910
TO: Carlucci DOC. Date 1-1-87
FROM: SecState CLASS. S/Codeword
SUBJECT: Mali (or "Trade Restrictions"” if subject is

functional rather than geographic)

ACTION: Memo for President's signature

BY: Smith
INFO ONLY: (Check if info dﬂly, no action required)
COPIES: (Names of other staff officers. o whom copies are

sent by action officer)

DATE TIME ACTION

1-6 - Memo to FC

1-7 Returned to Smith for re-do

1-8 Revision to FC

1-9 To President

1-10 President signed; dispatched to

State; ¢¢ DOD

FILE LOC: PA




X ITEM PROCEDURES

When a staff officer decides that additional protection is
required beyond the standard security classifications, the
following procedures will be followed:

1. The officer's secretary will call the Secretariat (ext.
6534) and ask for an X number. If the item has already been
logged and numbered, he/she will ask that the number be made
an X number and that any copies retained by NSC/S be
returned to him or her.

2. NSC/S will assign the next log number, followed by an X,
and await further information on the item.

3. The X number will be typed on the item in the upper
right-hand corner and a dummy sheet prepared in accordance
with the sample attached giving only such information as is
required for future identification. -

4. The dummy sheet will be sent to NSC/S as its record of
the item. No copies of the document itself will pass
through Nsc/s.

5. The original and all copies of the document will be
handcarried to the Executive Secretary.

6. NSC/S will be notified as the item moves through the

offices: e.g., #1234X has been returned to staff officer

for revision; #1234X has beerm sent to the President: |
President has signed #1234X, etc. This movement will be |
recorded on the dummy sheet, including the file location

when action on the item has been completed.
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20508

ACTION January 15, 1987

"SIGRED

MEMORANDUM FOR FRANK C. CARLUCCI

FROM: GRANT S. Géggié’

SUBJECT: Information Accountability and Quality Control

RECOMMENDATION

That you sign the memo to the staff at Tab I.

Approve v~ Disapprove

That you approve my signing the memo to the staff at Tab II.

v

Approve Disapprove

That you approve my signing the memo to agency counterparts at
Tab III.

P

Approve v bisapprove
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NATIONAL SECURITY COUNCIL
WASHINGTON. D.C. 20508

March 5, 1987
MEMORANDUM FOR THE NSC STAFF
FROM: GRANT S, GREEN

SUBJECT: v PROFS and Al

The followirng is provided in;response to questions from new
incoming staff regarding PROFS and the electronic mail systems.

PROFS (on the IBM system) and Al (on the VAX svstem) are the
two basic computer svstems that allow members of the NSC staff
to comrunicate information electronically among each other.
PROFS/Al is an internal electronic system that is used for
infocrmation that would otherwise be handled by phone. Items
requiring staff action should be typed, logged, and processed
through the normal record systems, i.e., Systems I, II and 1IV.

Shculd you be tasked for action via PROFS/Al, the PROFS/Al note
should be printed and made part of the package forwarded for
acticn by the principals. -

2d, If it contains z
ented intelligence,

L A ~

a C
n -

(SR U]

P ncte should be aporopriately classif:
ormaticn, special categorv, or cocmpartr
cify

N

D th N

n

-
~

White House Communications Agency (WHCA) takes a daily srapshe=
cf PRCFS data files on all USERIDS. These are "written over"
after seven days except Saturday's snapshot, which is retained
for two weeks and then "written over." The Technical Sucport
Stafif for the VAX uses essentially the same "write-cver"
crccedures, hut monthly.

hed for your convenience is a brief PROFS/Al users fac*
Should you have further questions or cemguter oroblem

n

Van Eron Decl. Exhibit 2
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PROFS/VAX

PROFS (IBM) and ALL-IN-1 (Vax/Al) is an internal electronic
system, cleared to the SCI level.

Every effort should be taken to keep information stored in the
system to a minimum. Please review your NOTELOG and files
frequently and retain only those items needed for future
reference.

Enter the appropriate classification at the top of each note
or document. If it contains special category or compartmented
information, so specify. =

The PROFS in-basket and Al's 'Reading New Mail' function is useé
to receive incoming notes and/or documents. You should not retain
notes in the PROFS in-basket. You should file or delete your
notes as soon as possible. The more notes in your PROFS
in-basket, the slower is machine response time,

Al automatically files your notes in a 'read' file. -

NOTELQGS & 'Read File'

Notelogs and 'Read Files' are used to store the notes you
have filed plus all of vour cutgoing notes. VYou should review
information stored in the system each week and retain only those
notes that are needed.

DCCUMENTS -

Documents are more fcrmal than PROF notes and reguire o
knowledge of scme special functions. If vou expect to use this
feature, please contact the PROFS or Al administrators on ext.
6330 or 5132, respectivelv,

HELP

There is a user assistance feature already buil* intoc beth
PROFS and Al. It is called FKELP, 1In PROFS, vou access the EELD
feature through PF9 from anv PROFS screen. This will give vou

access to an on-line GSERS guide.

In addition, there is a "Helpme" assist facilitv which
provides access to a variety cf useful programs, e.qg., NOTELOG
maintenance, RECALL note feature, set-up calendar access, create
ricknames, seré a reminder, etc.

Tn Al, vou simply use the vellow gcld Xev on the upper righs:
part of the kevboard together with the letter E. This feature
£e : b g . _
will display an easy-to-read users guide that will explain the

features vou are interested in.
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NATIONAL SECURITY COUNCIL
WASHINGTON, 0.C. 20508

May 19, 1988

MEMORANDUM FOR THE NSC STAFF
FROM: PAUL SCHOTT STEVENé;i»q/L////
SUBJECT: Records

It is important that you begin now to review documents in your
custody in preparation for the eventual transfer of all official
records to a depository at the end of the administration. You do
not want to wait until November to begin this process.

Regardless of your personnel status during and after the
transition, all presidential and NSC records of the Reagan
Administration, including those convenience files in the
possession of staff officers, will be reviewed and retired or
stored before the start of the new administration.

All data stored electronically will be subject to a similar
process of review and disposition.

The schedule for implementing the program outlined in this
memorandum takes into account the somewhat slower pace that
normally characterizes the summer months, the availability of
additional personnel resources in the Secretariat to assist staff
officers in organizing their files, and the hope that most of
this work can be completed before the busier months of the fall
and the transition. Clearly some directorates will have heavier
schedules than others and the deadlines indicated are meant to ke
suggestive of the. pace and progress we would like to achieve.

I. Personral Records: (Phase I, Deadline: June 15, 1988)

No later than June 15, 1988, all of the files you believe are
personal in nature should be segregated from official records and
available for review prior to being removed from the complex.
This is in your interest. 1In more hectic days ahead, vour
personal files could be inadvertently mingled with official
records. I will ask each staff officer to certify completion of
this requirement. :

Once your personal files are ready, please inform Brenda Reger
(or, in her absence, Nancy Menan), the staff of whose directorate
will review them and authorize their release. Under no
circumstances should any records be removed from the complex
absent such authorization.

Van Eron Decl. Exhibit 3




It is also recommended that any personal mail you are now
receiving at the office be redirected to your home address so
that it will not be lost during the transition period.

The definition of what constitutes a personal record is very
narrow and only will relate to a very small number -- or perhaps
none == of the documents in your files. Documents produced in
the course of your normal duties are considered to be official
records and must be formally retired at the end of the
Administration.

Personal files are described in the Presidential Records Act as:

The term "personal records" means all documentary materials,
or any reasonably segregable portion thereof of a purely
private or nonpublic character which do not relate to or
have an effect upon the carrying out of the constitutional,
statutory or other official or ceremonial duties of the
President.

Attached is an excerpt from the White House Staff Manual which
provides additional information on personal and presidential
records.

To qualify as personal, a record must be unclassified and may not
relate to White House or NSC business. Some examples are:
personal correspondence, personal financial records and personal
photos. Again, these items must be filed separately and may be
removed only after approval by the staff of the Information
Policy directorate.

II. Official Records: (Phase II, Deadline: August 15, 1988)

No later than August 15th, all official records in your custody
should be assembled, in an orderly fashion, and prepared for
transfer to the Secretariat for retirement or storage. It is
recommended that you transfer to the Secretariat as soon as
possible all files that you no longer need. Secretariat staff
will contact your office and help you box these records.

The following steps should be taken immediately to prepare your
office files for transfer:

1. All originals of LOGGED items must be returned to the
Secretariat. These are either presidential or federal records
and must be retained by the NSC or the National Archives. This
includes outstanding X system items that should be sealed in an
"EYES ONLY" envelope and given to the Executive Secretarv for
appropriate disposition.




2. "~ To help ensure that retired official records include a.
complete set of materials originated or utilized under your
tenure, copies may be retained among your retired official files
of those original records turned over to the Secretariat for
disposition. :

3  Under no circumstances may any original official
records/files be destroyed. This is strictly prohibited by law.

A, Chron Files:

Most staff members maintain CHRON (also identified as convenience
or subject files) copies of materials that they have originated
and that have been processed, in the various systems, through the
Secretariat. Chron files may include other materials (such as
reports from other agencies). These files should be assembled
and maintained in good order.

Those files to be retained are traditionally sent to the

appropriate presidential library to document the employee's

contribution as a member of the president's staff. It is in your

best interest to ensure that these files are maintained in good

order, both for the historical record and also in the event that

you later wish to gain access to the files. Such access is
limited to those files that you created.

An employee may not retain copies of classified documents.

Copies of unclassified documents he or she originated may be
retained only after review and approval by the Information Policy
directorate and after the original record has been returned to
and accounted for by the Secretariat.

It is strongly recommended that you .begin to review vour files
and to maintain them in a manner that allows both easy
identification and separation later this vyear.

B. Special Cases:

Intelligence Documents

All serial-numbered intelligence documents, including publica-
tions coming from the intelligence community such as NIEs or DIA
appraisals, MUST be returned to the Secretariat for disposition.
They cannot be destroved by you or left in your chron files.

Freedom of Information

All FOI/EO cases should be acted upon immediately and returned
with your recommendations, to the Office of Informaticn Policy
for final disposition. -




Pre-NSC Service

Classified materials brought to the NSC by detailees from other
agencies, which predate your service on the NSC staff, must be
maintained separately from all other records/files. These
materials must be so identified and may only be removed from the
NSC in accordance with established procedures authorized by the
Information Policy directorate.

III. Wrap-Up: (Phase III, Deadline: December 1, 1988)

No later than December 1, 1988, you should have in your
possession only the current month of files in your office. All
X items, FOI/EO cases (completed) and intelligence documents
should be returned to the Secretariat.

Bob Perito, George Van Eron, and the Secretariat staff will be
available to answer any questions you may have and otherwise to
assist you throughout this effort. Your cooperation in this

- important undertaking will be greatly appreciated.

Attachment




. The ownership, maintenance and disposi-
"tion of Presidential documents are governed by
the Presidential Records Act, 44 U.S.C. §§
2201-07 (the "Act™) The Act’s requirements
must be followed by White House and

Executive Office stafl. Pending issuance of .

regulations by the Archivist of the United
States, the following guidance should be
followed with respect to these records.

I.  Types of Records Covered by t.he Act

The Act defines "Presidential records” to
include not only the official documents written
and received by the President but also the
official records created or received by his staff.
While the Act requires that staff members

~adequately document the performance of the
President’s constitutional, statutory and
ceremonial duties, the decision whether
information should be memorialized in the first
instance remains with each staff member. For
example, it is within the discretion of a staff
member to dispose of scratch pads, unimportant
notes to one’s secretary and the like, provided
this is done contemporaneously and is based
~ upon a determination that creation of a record
is not required in the circumstance.
"Presidential records” encompass any form of
memorializing information, including but not
limited to written documents, models, pictures,
films and audio and electronic recordings.
Records relating to political activities which
are undertaken in the course of carrying out
the President’s official or ceremonial duties are
Presidential records (e.g., political briefing
papers for official trips and official meetings
are Presidential récords. Records relating to
political activities not associated with the
President’s official duties are not Presidential
records (e.g. materials for political and
campaign-related meetings and trips.)

Private papers, which staff members
might keep in their offices, such as insurance
claim forms or purely personal correspondence,
are personal, not Presidential records. Personal
records include phone logs, visitor logs, notes,
diaries or journals that are kept by a staff
member exclusively for his or her own use and
reference, are not accessible to others on the
staff and are not used for transacting

E-1

. Fersonal documents andg
~ files should be segregated and stored separately
from official records.

IL. Units of the Executive dfﬂce of the
President Covered by the Act

All records of the White House Office, the
Office of Policy Development, the Council of
Economic Advisers and the Intelligence
Oversight Board are Presidential records.

Records of the Office of Management and
Budget, the Office of the United States Trade
Representative, the Council on Environmental
Quality, and the Office of Administration are
federal, not Presidential, records. ‘

- The records of the National Security
Council staff are federal records if they were
received or created in connection with the work
of the statutorily-created National Security
Council (including any interagency groups
convened under National Security Council
auspices). Additionally the NSC’s internal
administrative records are federal records. The
records of the National Security Council staff
are Presidential records if they were received or
created for the President, the Assistant to the
President for National Security, his Deputy or
a member of the White House staff
independently of any meeting or policy and
staff actions of the NSC or its various groups.

The records of the Office of Science and
Technology Policy are federal records; however,
those records produced or received by the
Director of OSTP in his role as Science Advisor
to the President are Presidential records and
should be segregated as such.

ITI. Maintenance of Presidential Records -

The law imposes an affirmative-obligation
on staff members to document adequately the
performance of the President’s constitutional,
statutory and ceremonial duties. Staff members
are urged to document the performance of their
duties and preserve these records in complete
and orderly files. Personal records should be
kept apart from official records and clearly
labeled as such. Moreover, those officials or
units which maintain both Presidential records
and federal records should file them separately
with a clear indication of whether they are
Presidential or federal.
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be obtained from the Office of the Counsel to
the President. Assistance in establishing file
systems can be obtained from the White House
Office of Records Management.

IV. Disposition and Destruction of
Presidential Records

Once a decision is made to memorialize and
maintain information as a Presidential record
it becomes the property of the United States
and may be disposed of only in accordance with
procedures established by the Archivist of the
United States. The Act prohibits the disposal of
Presidential records unless those records no
longer have administrative, historical,-infor-
mational, or evidential value. Moreover, before
disposing of any records the President must
notify the Archivist and under some circum-

stances appropriate Congressional committees. -

The White House Office of Records
Management ("TORM™) maintains records
disposal schedules, which have been approved
by the Archivist, for certain recurring types of
disposable papers, such as form letter public
mail, anonymous public mail, unsuccessful and
unsolicited applications for employment, and
enclosures received in public mail. If you have a
recurring type of disposable material in your
office, you may wish to request that ORM enter
it on the records disposal schedule. Before yoy
dispose of any documents, contact ORM to
determine whether the category of items
involved has been approved for disposal. Such
prior notice is not necessary for destruction of
exact duplicates of documents which are being
maintained, or for copies of officially published
documents, such as printed reports ete.

ORM can also arrange for storage of records
which are to be preserved, but for which there
is no longer a current need. Offices are
encouraged to develop systematic records
retirement schedules, reserving filing space for
those records for which there is a current need."

V. Legal Control of Presidential Records

Presidential records remain in the custody -
and control of the President during his term of
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federal records are accessible to the public
under the provisions of the Freedom of
Information Act.

Upon completion of the Administration,
the Archivist acquires custody of Presidential
records. However, the President may assert
control for twelve years over public access to
certain categories of records. Basically, these
categories are: (a) security classified items;
(b) documents related to appointments to
Federal office; (c) items specifically exempted
from disclosure by other statutes; (d) trade
secrets anid commercial or financial informat-
ion; (e) confidential communications request-
ing or submitting advice between the President
and his advisers, or between such advisers; and
(f) personnel or medical files, the disclosure of
which would constitute a clearly unwarranted
invasion of personal privacy. Thereafter, public
access is determined by the Freedom of
Information Act, subject in all cases to the
President’s right to invoke any Constitutional
privilege against disclosure.

VI. Records that May be Retained by Staff
_Members Upon Departure

To insure that the President maintains the
maximum controls permitted by law, staff
members may not remove copies of Presidential
records from their offices either now or at the
end of the Administration. When a staff
member leaves the White House, he or she
shall deliver all files and records to ORM at the
White House or, in the case of the National
Security Council staff, to the Executive Secre-
tariat of the National Security Council. Federal
records shall be left with the appropriate
agency. Staff members may remove only those

records which are purely personal.

The foregoing is designed to provide
general guidance with respect to the
Presidential Records Act. Specific questions of
coverage or interpretation should be addressed
to the Counsel’s Office. Assistance in records
maintenance and storage can be obtained from
the White House of Records Management.




Presidential, federal and personal records can

“be obtained from the Office of the Counsel to
the President. Assistance in establishing file
systems can be obtained from the White House
Office of Records Management.

IV. Disposition and Destruction of
Presidential Records

Once a decision is made to memorialize and
maintain information as a Presidential record
it becomes the property of the United States
and may be disposed of only in accordance with
procedures established by the Archivist of the
United States. The Act prohibits the disposal of
Presidential records unless those records no
longer have administrative, historical, infor-
mational, or evidential value. Moreover, before
disposing of any records the President must
notify the Archivist and under some circum-
stances appropriate Congressional committees.

The White House Office of Records
Management ("ORM") maintains records
disposal schedules, which have been approved
by the Archivist, for certain recurring types of
disposable papers, such as form letter public
mail, anonymous public mail, unsuccessful and
unsolicited applications for employment, and
enclosures received in public mail. If youhave a
recurring type of disposable material in your
office, you may wish to request that ORM enter
it on the records disposal schedule. Before you
dispose of any documents, contact ORM to
determine whethér the category of items
involved has been approved for disposal. Such
prior notice is not necessary for destruction of
exact duplicates of documents which are being
maintained, or for copies of officially published
documents, such as printed reports, ete.

ORM can also arrange for storage of records
which are to be preserved, but for which there
is no longer a current need. Offices are
encouraged to develop systematic records
retirement schedules, reserving filing space for
those records for which there is a current need. -

V. Legal Control of Presidential Records

Presidential records remain in the custody
and control of the President during his term of

the Freedom of Information Act. In contrast,
federal records are accessible to the public
under the provisions of the Freedom of
Information Act.

Upon complétion of the Administration,
the Archivist acquires custody of Presidential
records. However, the President may assert
control for twelve years over public access to
certain categories of records. Basically, these
categories are: (a) security classified items:;
(b) documents related to appointments to
Federal office; (c) items specifically exempted
from disclosure by other statutes; (d) trade
secrets and commercial or financial informat-
ion; (e) confidential communications request-
ing or submitting advice between the President

and his advisers, or between such advisers; and

(f) personnel or medical files, the disclosure of
which would constitute a clearly unwarranted
invasion of personal privacy. Thereafter, public
access is determined by the Freedom of
Information Act, subject in all cases to the
President's right to invoke any Constitutional
privilege against disclosure.

VI. Recordsthat May be Retained by Staff
Members Upon Departure

To insure that the President maintains the
maximum controls permitted by law, staff
members may not remove copies of Presidential
records from their offices either now or at the

end of the Administration. When a staff

member leaves the White House, he or she

.shall deliver all files and records to ORM at the

White House or, in the case of the National
Security Council staff, to the Executive Secre-
tariat of the National Security Council. Federal
records shall be left with the appropriate
agency. Staff members may remove only those
records which are purely personal.

The foregoing is designed to provide
general guidance with respect to the
Presidential Records Act. Specific questions of
coverage or interpretation should be addressed
to the Counsel's Office. Assistance in records
maintenance-and storage can be obtained from
the White House of Records Management.
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NATIONAL SECURITY COUNCL
WASHINGTON, 0.C. 20508

March 28, 1988

ACTION

MEMORANDUM FOR PAUL SCHOTT STEVENS
FROM: ROBERT PERIT

SUBJECT: Dispoéition of Records -

It is important that the staff begin organizing their files in

preparation for the presidential transition. Attached at Tab I
is a memorandum for your signature directing the staff to begin
this process. .

In support, Van is planning to have Brian, Art and two others
available to assist the staff in organ121ng and retlrlng their
files. Additional part-time staff is being hired now in order to
have the resources necz:ijfy to support this project.

George Va ron, Brenda Reger /&ary Dix, Michael Do ey, and
NlChO ostow concur.

RECOMMENDATION

That you sign the memorandum to the staff at Tab I.

Approve c;mﬂzy/ Disapprove

Attachment
Tab I - Memorandum to the Staff




' NATIONAL SECURITY COUNCIL o
““s"“°M°c:““” November 4, 1988

P En Ar
MEMORANDUM FOR THE NSC STAFF '

FROM: PAUL SCHOTT s'rEVEN/s«@ adl

SUBJECT: Disposition of Records

.This is MUST reading. It is important that you begin now to
review documents in your custody in preparation for the eventual
transfer of all official records to a depOSLtory at the end of
the administration.

Regardless of your personnel status during and after the .
transition, all presidential and NSC records of the Reagan
Administration, including those convenience files in the
possession of staff officers, will be reviewed and retired or
stored before the start of the new administration.

All data stored electronically will be subject to a similar
process of review and disposition.

I. Personal Records (Phase I. Deadline: November S5, 1988)

We had hoped that, by this date, any files a staff member
believes to be personal in nature would have been segregated from
official records and made available for the review that must take
place prior to any files' being removed from the complex. If you
have not attended to this, please do so immediately.

Once your personal files are ready, please inform Nancy
Menan, whose staff will review them and authorize their release,
if appropriate. I repeat, under no circumstances may any records
be removed from the complex absent such authorization.

It is also recommended that any persconal mail you are now
receiving at the office be redirected to your home address so
that it will not be lost during the transition period.

The definition of what constitutes a personal record is very
narrow and will only relate to a very small number--or perhaps
none--of the documents in your files. Documents produced in
the course of your normal duties are considered to be official
records and must be formally retlred at the end of the
Administration.

Van Eron Decl. Exhibit 4




I. Personal Records (continued)

Personal files are described in the Presidential Records Act

as:
The term 'personal records' means all documentary

materials, or any reasonably segregable portion thereof,

of a purely private or nonpublic character which do not

relate to or have an effect upon the carrying out of the

‘constitutional, statutory or other official or ceremonial

duties of the President.

Attached is an excerpt from the White House Staff Manual
which provides additional information on personal and
presidential records.

To qualify as personal, a record must be unclassified and
may not relate to White House or NSC business. Some examples
are: personal correspondence, personal financial records and
personal photos. Again, these items must be filed separately
and may be removed only after approval by the staff of the
Information Policy directorate.

>

II. Official Records (Phase II. Deadline: November 15, 1988)

No later than November 15th, all official records in your
custody should be assembled, in an orderly fashion, and prepared
for transfer to the Secretariat for retirement or storage. It
1s recommended that you transfer tc the Secretariat as soon as
possible all files that you no longer need. Secretariat staff
will contact your office and help'you box these records.

The following steps should be taken 1mmed1ately to prepare
your office files for transfer:

1. All originals of LOGGED items must be returned to the
Secretariat. These are either presidential or federal
records and must be retained bv the NSC or the National
Archives. This includes outstandlng X system items that
should be sealed in an "EYES ONLY" envelope and given to
the Executive Secretary for appropriate disposition.

2. To help ensure that retired official records include a
complete set of materials originated or utilized under
your tenure, copies may be retained among your retired
official files of those criginal records turned over to
the Secretariat for disposition.

3. Under no circumstances may any original official
*ecords/flles be destroyed. This is strictly prohibited
by law.




A. Chron ?iles

Most staff members maintain CHRON (also identified as
convenience or subject files) copies of materials that they have
originated and that have been processed in the various systems,
through the Secretariat. Chron files may include other materials
(such as reports from other agencies). These files should be
assembled and maintained in good order. »

Those files to be retained are traditionally sent to the
appropriate presidential library to document the employee's
contribution as a member of the president's staff. It is in your
best interest to ensure that these files are maintained in good
order, both for the historical record and also ‘in the event that
you later wish to gain access to the files. Such access is
limited to those files that you created.

An employee may not retain copies of classified documents.
Copies of unclassified documents he or she originated may be
retained only after review and approval by the Information Policy
Directorate and after the original record has been returned to
and accounted for by the Secretariat.

It is strongly recommended that you begin to review your

files and to maintain them in a manner that allows both easy
identification and separation later this year.

B. Special Cases

Intelligence Documents

All serial-numbered intelligence documents, including
publicatiors coming from the intelligence community such as NIEs
or DIA appraisals, MUST be returned to the Secretariat for
disposition. They cannot be destroved by you or left in your
chron files. :

Freedom of Information

All FOI/EO cases should be acted updn immediately and
returned with your recommendations to the Office of Infcrmaticr
Policy for final disposition.




*
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| Pre=NSC Service

Classified materials brought to the NSC by detailees from
other agencies, which predate your service on the NSC sta€f, must
be maintained separately from all other records/files. These
materials must be so identified and may only be removed from the
NSC in accordance with established procedures authorized by the
Information Policv directorate.

III. Wrao-Up (Phase III. Deadline: December 1, 1988)

No later than December 1, 1988, you should have in your
possession only the current month of files in your office. All X
items, FTOI/EO cases (completed) and intelligence documents should
be returned to the Secretariat.

Bob Perito, George Van Eron, and the Secretariat staff will
be available to answer any questions you may have and otherwise
to assist you throughout this effort. Your cooperation in this
important undesrtaking will be greatly appreciated.

Attachment

Exzerpt from White House Staff Manual
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tion of Presidential documents are tovomo'd by
the Presidential Records Act, 44 US.C. 1§
2201-07 (the "Act™ The Act's requirements

> thust be followed by White House and

Executive Office staff. Pending issuance of

‘:ogulations by the Archivist of the United

tates. the following guidance should be
ollowed with respect % these records.

L ‘fyp« of Records Covered by the Act

The Act defines "Presidential records” w0
inelude not only the official documaénts written
and received by the President but also the

official records created or recsived by his stafl. .

While the Act requires that staflf members
adequataly document the performance of the
‘President’s constitutional, statutory and
ceremonial duties, the decision whether
information should be memorialized in the first
instance remains with each staff member. For
example, it is within the discretion of & staff
member to dispose of seratch pads, unimportant
notas to one’s secretary and the like, provided
this is done contemporaneously and is based
upon a detsrmination that crestion of & record
is not required in the circumstance.
“Presidential records” encompass any form of
memorializing information, including but not
limited o written documents, models, pictures,
films and audio and slectronic recordings.
Records relating to political activities which
‘re undertaken in the course of carrying out
the President’s official or cersmonial duties are
Presidential records (e.g., political briefing
papers for official trips and official meetings
are Presidential récords. Records relating to
political activities not associated with the
President’s official duties ars not Presidential
records (e.g. materials for political and
campaign-related meetings and trips.)

. Private papers, which staff membars
might keep in their offices, such as insurance
claim forms or purely personal correspondence,
are personal, not Presidential records. Personal
records include phone logs, visitor logs, notes,
diaries or journals that are kept by a staff
member exclusively for his or her own use and
reference, are not accessible to others on the
staff and are not used for transacting

IL Uaits of the Ezecutive Office of the
President Covered by the Act

All records of the White House Office, the
Office of Policy Development, the Council of
Economic Advisers and the [ntelligence
Ovarsight Board are Presidential records.

Records of the Office of Management and
Budget, the Office of the United States Trade
Representative, the Council on Eavironmental
Quality, and the Offics of Administration are
federal, not Presidential, records.

The records of the National Security
Council staff are federal records if they were
recaived or creatad in connection with the work
of the statutorily-created National Security
Couneil (including any interagency groups
convened under National Security Council
auspices). Additionally the NSC's internal
administrative records are federal recards. The
records of the National Security Council staff
are Presidential records if they were recsived or
autdforh?rﬁdnngthcmzhdn
President for National Security, his Deputy or
s member of the White House staff
independently of any meeting or policy and
staff actions of the NSC or its various groups.

The records of the Offics of Sciencs and
Technology Policy are federal records; however,

those records produced or received by the

Director of OSTP in his role as Sciencs Advisor
to the President are Presidential records and
should be segregated as such. :

[11. Maintenance of Presideatial Records

The law imposes an affirmative obligation
on staff members o document adequatsly the
performancs of the President’s constitutional,
statutory and ceremonial duties. Staff members
are urged to document the performancs of their
duties and preserve these records in complets
and orderly files. Personal records should be
kept apart from official records and clearly
labeled as such. Moreover, those officials or

- units which maintain both Prasidential records

E-1

and federal records should file them separately
with a clear indication of whether they are
Presidential or federal.
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NATIONAL SECURITY COUNCL
WASHINGTON, 0.C. 20808

December 20, 1988

MEMORANDUM FOR THE NSC STAFF y
FROM: PAUL SCHOTT STEYEW '

SUBJECT: » Review of Computer Files for Presidential and
Agency Records

As you are aware, members of the NSC staff have an ongoing

responsibility to create written records pursuant to the Federal
and Presidential Records Acts. The Federal Records Act requires
the creation of records reflecting "the organization, functions,

licies, decisions, procedures and essential transactions" of an.
. po ’ .

agency, and the Presidential Records Act requires the
documentation of "the activities, deliberations, decisions, and
policies™ that reflect the performance of the President’s
constitutional duties. :

Cconsistent with longstanding NSC policy and practice, information
meeting the definition of a federal or presidential record is
required to be formally entered into the Secretariat’s record
systems and may not be maintained solely in staff convenience
files or in electronic mail or other computer files.

Wwith the end of the Administration approaching, it is prudent to
remind you of your obligations under the Federal and Presidential
Records Act. I anticipate that there are no federal or
presidential records maintained in your computer files that are
not also to be found in our formal records systems. Incident to
the change of Administration, such computer files may no longer
be accessible after January 20, 1989. Therefore, in order to
guard against the inadvertent loss of any record, however, I ask
that you review your computer files prior to your departure or
January 20, 1989, whichever comes first. Should you identify
therein any federal or presidential record, as defined above,
that you believe may not be contained in the Secretariat systems,
please forward it in *=»-d co_pv t) Ceorge Van Eron for appropriate

Any questions should be addressed to the Legal Adviser’s Office.

Van Eron Decl. Exhibit 5




THE WHITE HOUSE

WASHINGTON SYSTEM II
' 90249

March 31, 1987

MEMORANDUM FOR THE VICE PRESIDENT
THE SECRETARY OF STATE
THE SECRETARY OF THE TREASURY
THE SECRETARY OF DEFENSE
THE ATTORNEY¥ GENERAL - .
THE SECRETARY OF THE INTERIOR
THE SECRETARY OF AGRICULTURE
THE SECRETARY OF COMMERCE
THE SECRETARY OF LABOR
THE SECRETARY OF HEALTH AND HUMAN SERVICES
THE SECRETARY OF HOUSING AND URBAN DEVELOPMENT
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE SECRETARY OF EDUCATION
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF CENTRAL INTELLIGENCE
THE CHIEF OF STAFF TO THE PRESIDENT
THE COUNSEL TO THE PRESIDENT
THE ASSISTANT TO THE PRESIDENT FOR POLICY
DEVELOPMENT
CHAIRMAN, JOINT-.CHIEFS OF STAFF
DIRECTOR, ARMS CONTROL AND DISARMAMENT AGENCY
ADMINISTRATOR, GENERAL SERVICES ADMINISTRATION
DIRECTOR, UNITED STATES INFORMATION AGENCY
ADMINISTRATOR OF VETERANS AFFAIRS
4
SUBJECT: Implementation of The Recommendations of The
President's Special Review Board -

The President has formally approved the attached National
Security Decision Directive on the implementation of the
recommendations of the President's Special Review Board
(Tower Boakdl. This NSDD is unclassified and was provided to
Congress im.connection with the President's March 31, 1987

message. ’,;)78

&

Attachment
NSQD 266

Van Eron Decl. Exhibit 6




THE WHITE HOUSE 90249

WASHINGTON

March 31, 1987
NATIONAL SECURITY DECISION ,
DIRECTIVE NUMBER 244

'IﬁPLEMENTATION OF THE RECOMMENDATIONS OF

THE PRESIDENT'S SPECIAL REVIEW BOARD

The President's Special Review Board submitted its Report on
February 26, 1987. I addressed the Nation on March 4 and
announced first, that I endorse the Board's recommendations; and
second, that I intend to go beyond the Board's recommendations to
put the National Security Council (NSC) _.process in even better
order. - This Directive spells out the specific steps I have
approved to implement the letter and spirit of the Board's
recommendations.

Many steps were taken even prior to the issuance of the Board's
Report. The NSC staff was rebuilt and made subject to proper
management discipline. A directive was issued on my instruction
to prohibit the NSC staff itself from undertaking covert
operations. A comprehensive legal and policy review of such
operations, ordered by me, was already far advanced. Proper
procedures for consultation with the Congress were reaffirmed and
are being observed. '

In light of the Board's Report, additional measures are
required. This Directive sets forth the specific timetable
according to which I expect all such measures to be completed.
It is of utmost importance that the NSC -- including all members
of, and advisors to, the NSC, the Assistant to the President for
National Security Affairs, the NSC staff, and all other
participants in the NSC process -- act decisively to accomplish
my objectives fully.

I shall inform Congress of the nature and progress of these -
Executive branch efforts prior to the end of March; I also shall
call upon Congress to heed the balance of the Board's
recommendations, namely:

== that no substantive change be made in the provisions of the
National Security Act dealing with the structure and operation of
the NSC system;

== that the position of Assistant to the-President for
National Security Affairs not be made subject to Senate
confirmation; and

== that Congress replace the existing Intelligence Committees
of the Senate and House of Representatives with a new joint
committee with a restricted staff to oversee the intelligence
community.
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, These recommendations of the Board, which are addressed to
" Congress, I also strongly endorse. _

I. Model £or the National Security Council System

The structure and procedures of the National Security Council
shall incorporate all -aspects of the model of the NSC system
described in the Report of the President's Special Review Board
as the Board's principal recommendation. This directive _
implements that recommendation in each of the following respects:

== organizing for national security, including provision of
appropriate guidelines to participants in the NSC process;

== the role and functions of the Assistant to the President for
. National Security Affairs; .

== the nature and responsibilities of the NSC staff; and
-= the NSC and interagency process.
A. Organizing for National Security

The National Security Council shall be the principal forum for
consideration of national security policy issues requiring
presidential decision. The function of the NSC shall be as set

i forth in the National Security Act of 1947, as amended. Broadly
speaking, the NSC shall advise the President with respect to the
integration of domestic, foreign, and military policies relating
to the national security so as to enable Executive departments
and agencies to cooperate more effectively in matters invelving
the national security, '

Participation in the NSC shall be as provided by law and this
Directive. Statutory members of the NSC are the President, the
Vice President, the Secretary of State, and the Secretary of
Defense. Other heads of Executive departments and agencies and
senior officials within the Executive Office of the President
shall participate in the NSC as provided in this Directive.

The Director of Central Intelligence and the Chairman of the
Joint Chiefs of Staff are statutory advisors to the NSC. The
Director of Central Intelligence shall advise the NSC with
respect to coordinating intelligence activities of Executive

- departments and agencies in the interest of national security and
as otherwise provided by law. The Chairman of the Joint Chiefs

of Staff shall be principal military advisor to the President,
the Secretary of Defense, and the NSC.
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The Directors of the United States Arms Control and Disarmament
Agency and United States Information Agency are special statutory
advisors to the NSC. The Director of the Arms Control and
Disarmament Agency shall be principal advisor to the President,
the Secretaiy of State, and the NSC on arms control and
disarmament matters. The Director of the United States
Information Agency shall be principal advisor to the President,
the Secretary of State, and the NSC on international
informational, educational, and cultural matters,

The Secretary of State shall be the President's principal foreign
policy advisor. As such, the Secretary shall be responsible for
the formulation of foreign policy, subject to review within the
NSC process and the President's guidance as appropriate, and for
the execution of approved policy. I assign to the Secretary of
State authority and responsibility, to the extent permitted by
law and this Directive, for the overall direction, coordination,
and supervision of the interdepartmental activities incident to
foreign policy formulation, and the activities of Executive
departments and agencies of the United States overseas. Such
activities shall not include those of United States military
forces operating in the field under the command of a United
States area military commander, and such other military
activities as I elect, as Commander in Chief, to conduct
exclusively through military or other channels. Activities that
are internal to the execution and administration of the approved
programs of a single department or agency and that are not of
such nature as to affect significantly the overall United States
overseas program in a country or region are not considered to be
activities covered within the meaning of this Directive.

The Secretary of Defense shall be the President's principal
defense policy advisor. As such, the Secretary shall be
responsible for the formulation of general defense policy,
subject to review within the NSC process and the President's
guidance as appropriate, for policy related to all matters of
direct and primary concern to the Department of Defense, and for
the execution of approved policy. I assign to the Secretary of
Defense authority and responsibility, to the extent permitted by
law and this Directive, for the overall direction, coordination,
and supervision of the interdepartmental activities incident to
defense policy formulation. '

The Director of Central Intelligence shall be the President's
principal advisor on intelligence matters. As such, the Director
shall be responsible for the formulation of intelligence
activities, poliecy and proposals, subject to review within the
NSC process and the President's guidance as appropriate, as set
forth in law and relevant Executive orders. I assign to the
Director of Central Intelligence authority and responsibility, to
the extent permitted by law, Executive order, and this Directive,
for the overall direction, coordination, and supervisicn of the
interdepartmental activities incident to intelligence matters.
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Although taking part in the NSC system by virtue of official
positions as heads of Executive departments or agencies or as
senior officials within the Executive Office of the President,
all NSC participants shall sit as advisors to the President in

. connection with the President's exercise of authority under the

Constitution and laws of the United States. 1In their capacity as
department and agency heads, NSC pParticipants shall ensure the
effective and expeditious execution and implementation of overall
national security policies established by the President.
Execution and implementation of such policies shall not be the
responsibility of the Assigtant to the President for National
Security Affairs or of the NSC staff except as the President
specifically directs.

B. The Assistant to the President for National Security Affairs

The Assistant to the President for National Security Affairs
("National Security Advisor") shall have primary responsibility
for day-to-day management of the National Security Council
process, and shall serve as principal advisor on the President's
staff with respect to all national security affairs. The
National Security Advisor shall have access and report directly
to the President, and shall keep the President and the Chief of
Staff to the President fully and currently informed on all
matters of substance.

As manager of the NSC process, .the National Security Advisor
shall ensure the following: that matters submitted for -
consideration by the NSC cover the full range of issues on which
review is required; that those issues are fully analyzed; that a
full range of options is considered; that the prospects and risks
of each are examined; that all relevant intelligence and other
information is available to NSC participants; that legal matters
are addressed; and that difficulties in implementation are
confronted. The National Security Advisor shall monitor policy
implementation to ensure that policies are executed in conformity
with the intent of presidential decisions., He shall initiate
periodic reassessments of policies and operations, in light of
changed circumstances or United States interests. The National
Security Advisor shall keep NSC participants currently informed
of presidential decisions. He shall ensure that NSC consulta-
tions and presidential decisions are adequately recorded, and
that appropriate and timely preparations are made with respect to
meetings convened under NSC auspices.

As the President's principal staff advisor on national security
affairs, the National Security Advisor shall present his own
views and advice and, at the same time, faithfully represent the
views of other NSC participants. '




S
C. The National Security Council Staff

The functions and responsibilities of the Executive Secretary of
the National Security Council shall be ag provided by the
National Security Act of 1947, as amended. The Executive
Secretary heads the NSC staff and, in accordance with applicable
laws and redulations, appoints and fixes the compensation of
personnel required to perform such duties as may be prescribed by
the President, the NSC, or the National Security Advisor. The
Executive Secretary shall establish procedures within the NSC
Executive Secretariat for maximum effective support of the NSC
and the National Security Advisor in performance of
responsibilities assigned by the President. With the guidance
and under the instruction of the National Security Advisor, the
Executive Secretary shall develop and implement appropriate
pPolicies with respect to the overall size of the NSC staff, the
background and experience of its members, the duration of their
service, and the organization of staff offices, The objectives
shall be twofold: first, an NSC staff that is small, highly :
competent, broadly experienced in the making of national security
Policy, and properly balanced from among Executive departments
and agencies and persons drawn from within and outside
government; and second, an NSC staff organization that imposes
clear, vertical lines of control and accountability,

The Executive Secretary, through the National Security Advisor,
shall recommend for my consideration specific measures designed
to enhance the continuity of the functioning of the NSsC,
including measures to ensure adequate institutional recordkeeping
from administration to administration. Specific recommendations
for these purposes shall be made not later than June 30, 1987.

The NSC staff, through the Executive Secretary, shall assist the
National Security Advisor in each aspect of his roles both as
manager of the NSC process and as my principal staff advisor on
national security affairs.

The NSC staff shall include a Legal Advisor whose particular
responsibility it will be to provide legal counsel to the
National Security Advisor, the Executive Secretary, and the NSC
staff with respect to the full range of their activities, and to

interagency deliberations. The NSC Legal Advisor shall be
accorded access to all information and deliberations as may be
required for these purposes, and shall advise the National
Security Advisor and Executive Secretary as appropriate on all
matters within hig responsibility. He shall work cooperatively
with the Counsel to the President, the Legal Adviser of the
Department of State, and with senior counsel to all other NSC
members, advisors, and participants. ‘

»
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D. The National Security Council and Interagency Process
1. National Security Council Meetings

The National Security Council shall meet regularly to consider
matters directed by the President or recommended by the National
Security Advisor or by the other NSC members. The National
Security Advisor. shall attend all NSC meetings and shall be
responsible for the agenda and conduct of such meetings under my
direction. The statutory members of the NSC, and the Director of
Central Intelligence and Chairman of the Joint Chiefs of Staff as
statutory advisors to the NSC, shall attend NSC meetings. 1In
addition, the Attorney General, the Secretary of the Treasury,
and the Chief of Staff to the President at my invitation shall
attend NSC meetings. The special statutory advisors to the NSC,
the Director of the Office of Management and Budget, and the
heads of other Executive departments and agencies shall be
invited to attend such NSC meetings as relate to matters vested
under their authority.

The National Security Advisor shall provide NSC participants
advance notice of all NSC meetings and agenda therefor. To the
extent practicable, the National Security Advisor shall circulate
decision documents in advance of such meetings, The Executive
Secretary of the NSC and the NSC staff shall assist the National
Security Advisor in connection with appropriate preparations for,
and follow=-up to, NSC meetings, as directed by the President.
Such assistance shall include preparation of meeting minutes and
the development and dissemination of decision documents and, as
appropriate, study directives, . All decision documents shall be
submitted for the President's review and action by the National
Security Advisor. The National Security Advisor shall transmit
decision documents to the President through the Chief of Staff to
the President, National Security Decision Directives,
intelligence findings, and similar decision documents shall be
coordinated, in advance of their submission to the President, by
the NSC Legal Advisor with the Counsel to the President.

2. The Interagency Process

. , h
To assist the NSC at large and its individual members and
advisors inm fulfilling their responsibilities, I previously
directed or authorized the establishment of senior interagency
groups and regional and functional interagency groups. The
purpose of such groups was to establish policy objectives,
develop policy options, make appropriate recommendations,
consider the implications of agency programs for foreign policy
or overall national security policy, and undertake such other
activities as may be assigned by the NSC. )

The NSC, through the National Security Advisor, shall review the
structure of senior interagency groups and regional and
funetional interagency groups established pursuant to, or under
authority of, presidential directives or applicable memoranda,
and shall recommend all such changes thereto as may be necessary
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or desirable to realize fully and promptly in practice the
Special Review Board's recommended model for the NSC system, as
well as all eof the Board's other recommendations. These include
establishment of an interagency process in which the National
Security Advisor chairs the senior level committees of the NSC.
The National Security Advisor shall present, for consideration by
the NSC, a draft National Security Decision Directive for this
purpose not later than April 30, 1987.

II. Covert Actions and Use of Non-Government Personnel

I have directed the National Security Council's Planning and
Coordination Group (PCG) to review all covert action programs.
This review is designed to ensure that such programs are
commenced and pursued in accordance with law and are consistent -
with United States policy. The PCG shall complete this review on
an expedited basis. It shall report its findings to the NSC on
or before April 30, 1987. The NSC promptly shall review all such
programs and seek my concurrence in their continuation as
appropriate. The NSC, through the National Security Advisor,
shall review current procedures for covert action policy approval
and coordination and shall recommend such changes as may be
necessary or desirable to ensure, among other things, the
following:

-=- that proposed covert actions will be coordinated with NSC
participants, including the Attorney General, and their
respective recommendations communicated to the President;

-= that all requirements of law concerning covert activities,
including those requirements relating to presidential
authorization and congressional notification, will be addressed
in a timely manner and complied with fully:

-- consistent with the foregoing, that covert activities will
be subject to tightly restricted consideration, and measures to
protect the security of all information concerning such
activities will be enhanced;

-- that the NSC staff itself will not undertake the conduct of
covert activities; and

-- that the use of private individuals and organizations as
intermediaries to conduct covert activities will be appropriately
limited and subject in every case to close observation and
supervision by appropriate Executive departments and agencies.
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This review shall take fully into account such changes as I have
authorized by this Directive to the structure of the NSC. The
National Security Advisor shall present, for consideration by the
NSC, a revised National Security Decision Directive on procedures
for covert action policy approval and coordination not later than
April 30, 1987.

III. 1Intelligence Process

Maintaining the integrity and objectivity of the intelligence
process is an important goal of the United States intelligence
effort. It demands, as the President's Special Review Board has
stated, careful differentiation between the respective roles of
foreign intelligence, on the one hand, and policy advocacy, on
the other. The Director of Central Intelligence shall provide
such additional review of, guidance for, and direction to, the
conduct of national foreign intelligence estimates as may

be required to accomplish fully this objective. The Director of
Central Intelligence shall review established procedures for the
production of national foreign intelligence estimates and, not
later than July 31, 1987, shall inform the NSC, through the
National Security Advisor, of any modifications or additions
thereto he may deem appropriate for this purpose.

IV. Reporting

The National Security Advisor shall keep me fully informed of
progress on all aspects of the implementation of the
recommendations of the Pregident's Special Review Board.
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T IN THE UNITED STATES DISTRICT COURT
| . FOR THE DISTRICT OF COLUMBIA

SCOTT ARMSTRONG, et al.,
’ Plaintiffs,

Civil Action No.
89-0142 (JCR)

V.
GEORGE H.W. BUSH, et al.,

Defendants.

Nt Nt st Vi Nl Nl sl vt s s

DEFENDANTS’ RESPONSES TO PLAINTIFFS’ INTERROGATORIES
TO DEFENDANTS BUSH AND THE NATIONAL SECURITY COUNCIL
ANI ! () uc N O CUMEN
Pursuant to Ruie 33, Fed. R. Civ. P., defendants respond'
to Plaihtiffs' Interrogatories to Defendants Bush and the
National Security Council (”NSC”) as follows:
GENERAL OBJECTIONS
1. Defendants object to the fact that plaintiffs have
‘ directed interrogatories concerning all components of the
| Executive Office of the President (”EOP”) to President Bush.
President Bush, at the time of the actions giving rise to the
Complaint, was the Vice President and had direct responsibility
only for the functioning of the Office of the Vice President. He
would have had no knowledge or control over the record?keeping |
practices of other cbmponents of the Executive Office of the
President. Moreover, to the extent that issues of Presidential

records determinations are at issue, the relevant records are

those of the Reagan administration and not President Bush.?l

1 Nor is the NSC suable €0 nomine in a case of this nature
Cf. Blackman v. Guerre, 342 U.S. 512, 514-515 (1952) . Neverthe-
less on the assumption that proper party defendants can be named
and in the interest of expediting disposition of the case, but
. (continued...)




2. Defendants object to each interrogatory on the grounds

of relevance and unreasonable burden to the extent that judicial
review of plaintiffs’ claims is not available. in this action and
that the evidence of record is already sufficient for purposes of
summary judgment. See Memorandum of Points and Authorities in
Support of Defendants’ Motion to Dismiss or Alternatively for
Summary Judgment (“Dfs. M.D. Memo.”) at 16-27. Defendants
further object on the grounds that the majority of the
interrogatories call for legal conclusions that are either not
relevant to the case or that have been fully addressed in Dfs.
M.D. Memo. or in declarations and exhibits filed in the case.
Notwithstanding the foregoing, in an effort to provide the Court
with the fullest possible record regarding the PROFS computer
system and to expedite the resolution of this case on the merits,
defendants hereby serve the following responses. In responding
to any interrogatory, however, defendants do not concede the
relevance or materiality of the interrogatory or the subject to
which the interrogatory refers.

3. Defendants object to all interrogatories containing

computer terminology on the ground that such terminology is not

| defined, makiné the question unclear.

1(...continued)
without waiving the suabillty defense for other purposes, these
interrogatories are being responded to.

-2 -



Specific Responses
INTERROGATORY NO. 1
(a) Specify those functions performed by NSC staff pursuant
to which the staff produces “records” that are subject to (i) the
FOIA, and/or (ii) the Records Management Act; (b) specify those
functions performed by NSC staff pursuant to which the staff
produces “Presidential records.”
RESPONSE
See Memorandum in Support of Defendants’ Motion to Dismiss
or Alternatively for Suﬁmary Judgment (Dfs. M.D. Memo.) at 5-6;
Declaration of George Van Eron (Van Eron Decl.), filed with Dfs.
M.D., EXx. 3 (White House Manual at E-1); Van Eron Decl. Ex. 6
(NSDD 266). National Security Decision Directive (”NSDD*) 2,
later replaced by NSDD 266, established the inter-agency process
for the Reagan Administration called for by the National Security
Act of 1947. Records received or created pursuant to these
directives are NSC agency records for purposes of the FOIA. A
copy of NSDD 2 is provided herewith. |
INTERROGATORY NO, 2
(a) state the number of ind;viduals on the NSC staff;
(b) provide a breakdown of how many of those individuals are-
(1) p:ofollionali, (1i) clerical, or (iii) other, and provide a
description of each such other category; and (b) provide a

breakdown of how many of those individuals produce (i) only

Presidential records and (ii) only agency records.



RESPONSE
As of January 19, 1989, there were approximately 184

individuals on the NSC staff, including 82 professionals and 102

- members of the support staff. These figures include staff

detailed from other government offices. During the Reagan
Administration, all members of the NSC professional staff might
have produced both agency and Presidential records.
| ~ INTERROGATORY NO, 3

State whether defendants claim that, when any member of the
NSC staff, regardless of that person’s position, conducts any
business relating to the National Security Advisor’s role as
adviser to the President, the records generated or received by
such staff persoh are not “records” subject to either the Freedom
of Information Act, 5 U.S.C. § 552, et seqg., or the Records
Management Act, 44 U.S.C. § 3101, et gseqg.; (b) if this is
defendants’ position, state the legal and factual basis for it;
(c) if this is not defendants’ position, explain under what
circumstances defendants claim that the members of the NSC staff
generate records that are “records” subject to (i) the FOIA; and
(ii) the Records Management Act.

RESPONSE
(a)=-(c) Defendants object on the ground that thig

interrogatory calls for legal conclusions. For a statement of

defendants’ position see Defs. M.D. Memo. at 5-6, 19-22;

Declaration of James J. Hastings (Hastings Decl.) Ex. 1.




INTERROGATORY NO. 4

(a) List all components of the EOP; (b) with resﬁect to each
such component, (i) state the number of its employees;
(ii) provide a breakdown of the number of such employees who are
professionals, clerical, or fall within another category and
provide a description of each such category; (iv) describe the
functions and responsibilities of the component and provide
citations to any statutes, regulations, and Executive Orders that
prescribe or describe such function§ and responsibilities;
(v) state whether the component creatés "records” subject to
(A) the FOIA and/or (B) the Records Management Act, and explain
under what circumstances it creates such records; and (v) state
whether the component creates “Presidential records,” and explain

under what circumstances it creates such records.

RESPONSE
(a)-(b) (ii): Response for the EOP (Not including the NSC):
The follbwing figures are approximate. |
COMPONENT TOTAL PROF ADM/CLER
Council of Economic Advisers 32 20 12
Council on Environmental Quality 12 9 3
National Critical Materials
Council 2 1 1
Office of Administration 230 108 122
Office of Management and Budget 595 439 156
Office of Policy Development 42 - 29 13
Office of Science and Technology
Policy 58 48 10
-5 =




Office of the Vice President 24 ‘14 10

President’s Foreign Intelligence

Advisory Board 5 3 | 2
President’s Intelligence Oversight

Board 2 , 1 1
United States Trade Representétive 189 126 63
White House Office 428 296 7132

Professional staff positions (*PROF”) are typically filled
with persons with a college background and, if in the classified
civillservice, would be paid in two-grade intervals from GS-11.
Common titles in this category are Budget Examiner; Economist;
Program, Management, or Policy Analyst; Computer Specialist;
Assistant, Depufy Assistant, or Special Assistant to the
fresident: Director, Deputy Director, Associate Director, etc.

Administrative or clerical support staff positions

(YADM/CLER”) provide technical, administrative, or clerical

support to the Professional staff. If, in the classified civil
service, they would be paid at one-grade intervals at all levels,
usually with a maximum pay rate of GS-9. Common titles in this
category are sécretary: Administrative or Staff Assistant;
Accounting, Persoﬁnel, Payroll, or Budget Clerk 6: Technician;
Mail Clerk and Messenger; Motor Vehicle Operator; etc.

(a)=(b) (ii): Response for the NSC - See response to
Interrogatory Nos. 1-3 above.

(bY (iv) Defendants object to providing “citations to
statutes, regulations, and Executive Orders that brescribe or

describe” the functions and responsibilities of EOP components on
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the ground that such citations are not relevant to this action
and that plaintiffs can obtain such citations through their own
legal research. gSee Plaintiffs’ Opposition to Defendants’ Motion
to Dismiss or Alternatively for Summary Judgment (Pls. Opp.) at
17-19 and referenced exhibits.

(b) (v), (v) See Hastings Decl. Exs. 1-3; Dfs. M.D. Memo. at
5-6; Defendants’ Reply to Pls. Opp. (Dfs. Reply) at 21.

GATO 0. 5

(a) State the number of NSC staff members that use or have
access to the PROFS systems at (i) the NSC and (ii) the EOP;
(b) with respect to each component of the EOP, state the number
of staff members who use or have access to the PROFS system at
(i) the NSC and (ii) the EOP: and (c) explain who else has access
to the PROFS system, other than NSC and EOP staff members.

RESPONSE

As to the NSC [(a) (i) and (b)(i)], the responses are based
on the number of USERIDs issued as of January 19, 1989. As to
employees of agencies and EOP components other than the NSC
[(a) (ii) and (b)(ii), the responses are based on the number of
USERIDs issued as of December 30, 1988. These individuals had
access to PROFS, but may not have used the system.

(a) (1) Approximately 92

(a) (11) None

(b) (1) None (Prior to January 19, 1989, approximately 5

staff members of the Office of the Vice-President

had USERIDs)
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(b) (ii) Unassigned, available to systems users - 47
Office of Administration - 154
White House Office - 70
-Office of.the Vice President - 13
Office of Science and Technology Policy - 10
Office of Management and Budget - 3
Office of Policy Development - 4
United States Trade Representative - 4
Council on Environmental Quality - 1
Others - 1 _
(c) PROFS USERIDs for the EOP system have been issued to 69 °

users in 24 federal agencies outside the Executive Office of the

.President. The percentage of computer resources used by these

users is very small. It constitutes approximately 8% of total
connect time. No NSC PROFS system USERIDS have been issued
outside the Executive Office of the President:; however, a few FBI

agents were given very controlled access to the PROFS system for

-limited purposes with respect to the Iran/Contra investigations.

INTERROGATORY NO, 6
(a) State whether the information recorded on the PROFS

computer tapes is representative of the kind of information that
is normally generated on the PROFS system by (i) the NSC staff
and (ii) the EOP staff; and (b) if the information is not

representative, explain in what respects it is not, and explain

the reasons that it is not.



RESPONSE

Because individual use of the PROFS system varies, it is

impossible to state whether the information on the backup tapes

'~ is ”"representative of the kind of information that is normally

generated on the PROFS system.” PROFS backup tapes are only a
¥snapshot” of the system at a given point in time. See Van Eron
Decl. § 6 and Ex. 2; Declaration of Dennis Keating (Keating
Decl.) ¢ 15.
OGATOR Q. 7

(a) State whether the PROFS system is used as a subs;itute
for interoffice mail by (i) the NSC and/or (ii) the EOP; (b) if
so, explain under what circumstances it is so used and describe
the frequency with which the system is so used (e.g., on a daily
basis, once a week, several times a month, rarely, etc.):;
(c) state whether any, and how much, information recorded on the
PROFS computer tapes was generated as a substitute for
interoffice mail; (d) state whether it is defendants’ position
that when the PROFS system is used as a substitute for
interoffice mail, the information generated on the system is
subject to (i) the FOIA; (ii) the Records Management Act; or
(iii) the Presidential Records Act, explain the circumstances
under which information is subject to each statute and explain
the legal basis for your'position: (e) with réspect to the use of
the PROFS system as a substitute for interoffice mail by the Nsc
and/or the EOP, set forth all information, including the basis or

source of such information, that you have concerning (i) the




number of times such information transmitted or received over the
system has been prinﬁed out in hard copy (A) on a daily basis,
(B) on a weekly basis, (C) on a monthly basis, and (D) on a
yearly basis, (ii) the circumstances under which such informétion
has been printed out in hard coéy; and (iii) identify all
documents and describe all oral communications that in any way
instruct the NSC staff or the ﬁOP staff that such information
should be printed out in hard copy; and (f) state whether you are
able to identify all documents that constitute the hérd copies of
informafion on the PROfS computer tapes that was used as a
substitute for interoffice mail, and state the number of such
documents and identify the iocations of them.
RESPONSE

(a)=(c) Defendants object to the use of the term
¥interoffice mail,” which is not defined. The different
components of the EOP and individual staff members have used
different functions of the PROFS system with varying freéuehcy.
Many of the users of the system during the Reagan Administration
are no longer employed by an EOP component. It is impossible to
quantify the frequency of usage for particular functions and the
frequency with which users printed in hard copy data entered into
the system without poilihg each user and/or reviewing each entry
item by item. For a description of the functions of the PROFS
system at the NSC, see the Van Eron declaration and attached

exhibits. For a description of the functions of the PROFS system
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available to other EOP components see the declarations of Gordon

Riggle and Dennis Keating.

(d) Defendants object on the grounds that the interrogatory
calls for a legal conclusion and is unduly burdensome. Review of
each individual “hard copy” generated from PROFS and the
circumstances surrounding its creation, use, and storage would be
necessary to determine whether it is a “record” within the
meaning of any of these statutes. _

(e) (1) See response to Interrogatory 7(a)-(c) above.

(e) (ii) Individual users are responsible for printipg hard .
copies at their individual work stations.

(e) (iii) specific instructions regarding record-keeping
responsibilities of EOP components are attached to the Van Eron,
Riggle, and Hastings declarations. In additiqn, a meeting was
conducted in December 1988 in conjunction with the issuance of
the Cu;vahouse'uemorandum attached as Exhibit 2 to the Hastings
Declaration. The purpose of that meeting was to brief
representatives of relevant components of the Executive Office of
the President on thé substance of the memorandum. 1In addition,
other oral communications regarding record-keeping have taken
place among NSC and EOP staff members, but details regarding such
communications cannot be determined.

(f) - Hard copies of PROFS data that are Presidential records
would be in the custody of the National Archives. Hard copies of
PROFS data that are federal records would be located in the

respective agency components of the EOP or at appropriate storage
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facilities. These records are not filed with any reference to
the fact that they were generated on the PROFS system, however.
INTERROGATORY NO. 8

(a) State whether the PROFS system is used by (i) the NsC
and/or (ii) the EOP, to transmit and receive messages concerning
the conduct of government business; (b) if so, explain under what
circumstances it is so used and, to the extent that you have not
addressed such messages in response to Interrogatory No. 7,
provide all of the information requested in that Iﬁterrogatory,
with respect to the use of the PROFS system to transmit and
receive such messages; and (c) state the number of instances in
which the NSC or EOP has sought reimbursement from staff members

for their personal use of the PROFS systenm.
RESPONSE

{

(a)-(b) Defendants object to the use of the phrase #conduct

of government business,” which is unclear and undefined. The

system is used at the discretion of each individual user. See

response tovInterrogatofy 7(a)-(c) above.
' (c) None.
INTERROGATORY NO. 9

(a) State the number.of (i) NSC staff members and (ii) EOP
staff members, wh6 use the PROFS system to create and maintain
(A) individual calendars for themselves and/or (B) calendars for
others; " (b) state whether any (i) NSC staff members and (ii) EoP
staff membefs, who cfeate and maintain calendars on the PROFS

system, make those calendars accessible to others on the PROFS
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system; (c) if so, state the number of such staff members who
make their calendars accessible to others, explain the frequency
with which this is done, and explain the circumstances under
which staff members make their calendars accessible to others and
state the purpose(s) for which such calendars are made accessible
to others; (d) state whether it is defendants’ position that
calendars created and maintained on the PROFS system and made
accessible to others in either the NSC or the EOP are not

(i) agency records subject to the FOIA, (ii) records subject to
the Records Management Act, or (iii) Presidential recqrds{ and

explain the factual and legal basis for your position:

'(e) explain under what circumstances members of the (i) NSC staff

and (ii) EOP staff, have been instructed to print out in hard
copy calendars that are created on the PROFS system and made
accessible to others at the NSC or the EOP; (f) identify all
written and describe all oral instructions to the staff of the
NSC or the EOP regarding their responsibilities to print out such
calendars; and (g) state whether yéu are able to identify all
documents that constitute the hard copies of calendars that are
recqrded in the PROFS computef tapes, and state thg number of
such documents and describe the locations and custodians of them.
RESPONSE '

(a) - The use of calendars is not centralized and is subject
to the discretion of each individual user. See reéponse to
Interrogatory No. 7(a)=-(c) above.

(b) Yes, at the discretion of each individual user.
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(c) See response to Interrogatory No. 7(a)-(c) above.
(d) See response to Interrogatory No. 7(d) above.

(e) Copies of the calendars of former National Security

- Advisors General Colin Powell and Mr. Frank Carlucci are in the

custody of the National ArchiQes at the Reagan Library in
California. For other EOP staff members, see response to
Interrogatory 7 above.

(f£) See response to Interrogatory No. 7(e) (iii) above.

(g) See response to Interrogatory No. 9(d) above.

(8] R 0. 10 _

(a) State the number of (i) NSC staff members and (ii) EOP
staff members who use the PRofS system’s calendar processing
function to schedule meetings concerning the conduct of
government business, and explain the frequency with which this

function of the PROFS system is used for this purpose (e.qg.,

daily, weekly, monthly, seldom); (b) state whether when the PROFS

system is used to schedule meetings, such schedules may include

information concerning who will attend the meetings, the date the

meetings will be held, the agenda for the meeting, the place of

the meeting, and/or the subject matter of the meetings; (c¢) state
whether any (i) NSC staff members and (ii) EOP staff members, who

use the PROFS system to schedule such meetings, make those
schedules accessible to others on the PROFS system; (d) if so,
state the number of such staff members who do so, explain the
frequency with which this is done, explain the circumstances

under which staff members make such schedules accessible to

- 14 -




Ll

- others, and state the purpose(s) for which such schedules are

made accessible to others:; (e) state whether any and how much

information recorded in the PROFS computer tapes constitutes

. information concerning the scheduling of meetings; (f) state

whether it is defendants’ position that when (i) NSC staff and
(ii) EOP staff use the PROFS system to schedule meetings and
then make those schedules accessible to others on-the PROFS
system such ihfdrmation does not constitute (A) agency records
subject to the FOIA, (B) records subject to fhe Records
Management Act, or (C) Presidential-records, explain unde; what
circumstances defendants claim such information does not fall
within each of these categories of records, and state the basis
for defendants’ position; (g) explain under what circumstances
members of the (i) NSC staff and (ii) EOP staff, have been
instructed to print out in hard copy information concerning
meetings that have been scheduled over the PROFS system; .
(h) identify all written and describe all oral instructions to
the staff of the NSC or the Eof regarding their responsibilitieé
to print out such information; and (i) state whether you are able
to identify all documents that constitute information concerning
the scheduling of meetings that is contained in the PROFS
computer tapes, and state the number of such documents and
identity thellocations and custodians of them.

) RESPONSE

(a) See response to Interrogatory 7(a)-(c) above.
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(b) With the EOP system, such information may be included
at the discretion of the individual user; however, agendas are
not normally included. Although invitees may be'identified,
attendance is not.

Within the NSC staff, the PROFS system can be used to
#schedule” meetings in the'same way as the telephone. The NSC
PROFS scheduling function cannot be used to schedule meetings
with people outside of the NSC staff or to schedule official NSC
meetings or NSC subgroup meetings.

(c);(e) See response to Interrogatory 7(a)-(c) above.

(£) See‘responSe to Interrogatory 7(d) above.

(g)=(h) See response to Interrogatory 7(e) (iii) above.

(i) No.

-INTERROGATORY NO, 11

(a) state the number of (i) NSC staff members and (ii) EOP
staff members who'use the PROFS system to draft-documents, and
explain the frequency with which the PROFS system is used for
this purpose (e.g., daily, weekly, monthly, seldom); (b) state
whether any (i) NSC staff members and (ii) EOP staff members who
use the PROFS system to transmit draft documents or otherwise
make the information contained in such drafts or the resulting
documgnts accessible to others on the PROFS system; (c) if so,
state the number of such staff members who do so, explain the -
frequency with which this is done, explain the ci:cumstances
under which staff members make the information contained in

documents and drafts accessible to others and state>the
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purposes(s) for which such information is made accessible to
others; (d) étate whether any and how much information contained
in the PROFS computer tapes constitutes drafts of documents or
the information contained in the resulting documents; (e) state
whether it is defendants’ position that when (i) NSC staff and
(ii) EOP staff use the PROFS systém to (A) draft documents and
(B) transmit or otherwise make the information in such drafts or
resulting documents available to others on the PROFS systems,
such information does not constitute (1) agency records subject
to the FOIA, (2) records subject to the Records Managemeng Act,
or (3) Presidential records, and, if so, explain under what
circumstances defendants claim that such information does not
fall within each of these categories of records and state the
basis for defendants’ position; (f) explain under what
circumstances members of the (i) NSC staff and (ii) EOP staff,
have been ipstructed to print out in hard copy documents drafted
on the PROFS system; (g) identify all written and describe all
oral instructions to the staff of the NSC or the EOP regarding-
their responsibilities to print out such information; (h) state
whether you are able to identify all documents that constitute
the drafts and final documenits that are recorded in the PROFS
computer system, and state the number of such documents and
identify the locations and custodians of them; and (i) state
whether; with respect to each such document, the NSC or EOP has
other documents'fhat demonstrate who participated in the editing

of the documeht and when such editing was done.
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‘ (a) (i) NsC staff would not ordinarily create documents on
| PROFS. See Van Eron Decl. { 5. See also response to
Interrogatory 7(a)-(c) above regarding any documents that might
have been created.

(a) (ii) None.

(b)=(c) See response to Interrogatory 7 above. At the NSC,
staff meﬁbers circulate‘hard copies of documents in draft or
final form for review and/or formal clearance. The PROFS system
is viewed as clumsy and not “user friendly” fqr’purposes qf
docuﬁent transmittal. |

(d) At the EOP, approximately .0005% of the space on PROFS
is allocated to the document storage function. At this time,
that space is approximately 85% full.

. At the NSC, approximately .021% of the space on PROFS is
allocated to the document storage function.

(e) See response to Interrogatory 7(d) above.

(f)-(g) See response to Interrogatory 7(e) (iii) above.

(h) For both systems, see response to Interrogatory No.
7(f) above. This information could be determined through review .
.0f each PROFS document database index file.

(1) No. See response to Interrogatory 7(a)-(c) above.

INTERROGATORY NO. 12

(af State the number of (i) NSC staff members and (ii) EOP

staff members for whom the PROFS system creates a chronological

log or listing that keeps track of messages, documénts, or other

o



transmittals sent or received over the system; (b) with respect

to any such files, state whether they contain information

~concerning (i) who the transmittal is from or to, (ii) the

subject of the transmittal, (iii) the date and time of the
transmittal, or (iv) comments'concerning the transmittal;

(c) state the purpose(s) for which such chronological files are
created; (d) state whether any (i) NSC staff members and (ii) EOP
staff members for whom the PROFS system creates such
chronological logs or listings make them accessible to others on
the PROFS system; (e) if so, state the number of such stagf
members for whom the PROFS sysfem performs this function,’éxplaip
the frequency with which this is déne, explain the circumstances
under which staff members make such chronological logs or
listinés accessible to others and state the purposes(s) fbr which
such logs or listings are made accessible to others; (f) state
whether any and how much information in the PROFS computer tapes

constitutes the chronological logs or listings of such staff

'members; (g) state whether it is defendants’ position that when

the PROFS system creates such chronological logs or listings for
(i) NSC staff and (ii) EOP staff, such information does not
constituﬁe (A) agency records subject‘to the FOIA, (B) records
subject to the Records Management Act, or (C) Presidential
rgcords, and state whether defendants take the same position with
réspect‘to such logs or listings that are made accessible to
others on the PROFS system, explain under what circumstances

defendants claim such logs or listings do not fall within each of
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these categories of records, and state the basis for defendants’
position; (h) explain under what circumstances members of the
(i) NsC staff and (ii) EOP staff, are instructed to print out in
hard copy the chronological logs or listings that are created on
the PROFS system; (j) identify all written and describe all oral
instructions to the staff of the NSC or the EOP regarding their
résponsibilities to print out such information; and (k) whether
you are able to identify all documents that constitute the
chronological logs and listings that are recorded in the PROFS
computer tapes, and state the number of such documents anq
identify the locations and custodians of them.

Responses for the EOP system:

Defendants object on the ground that the question is
unclear. |

(a) The system does not create a log for messages. As to
notes, the sender and recipient users may keep a log at their own
discretion. An index for documents is created for each user; A
chronological log is created for uploading documents
(transferring documents from user’s personal computer to PROFS)
and downloading documents (transferring documents from PROFS to
user’s. personal computer).

(b) Notes Documents ansmittal”

(i) Yes yes upload - identifies
sender

Ed

download - identi-
fies sender and
recipient
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(ii) under user under user yes

control control
(iii) yes ‘no yes
(iv) no no , no

(c) The purpose of note logs is decided by the individual
user. Chronological ‘logs for documents and transmittals are for
system control. |

(d) Unless one user gives another his password, EOP staff
- users cannot make note logs accessible to others on the system.

(e) See response to Interrogatory 7(a)-(c) above.

(f) Document iogs are stored in'Hocument space and
constitute a small part of the .0005% of the system space
allocated for documents. Note and transmittal logs are stored in
the 41% of the system space that is user space.

"(g) See response to Interrogatory 7(d) above.

(h), (J) See response to Interrogatory 7(e) (iii) above.

(k) No.

Response for the NSC System
Defendants ébject on the ground that the question is
unclear. f

(a) The system does not create a log for messages. In the
rare event a user created a document on the PROFS system, the
system would'create an index for such document. In ordinary use,
PROFS c:g;tes an “inbox file” for PROFs.notes received by a user.
Once the user opens the "inbox,” the user can retain, erase, or
transfer the note to another file (a "notelog”) as he wishes.
PROFS notes sent by a user ordinarily are automatically filed in
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a note log (from which the sender can transfer, erase, or retain
| ‘ the note):; however, the PROFS user can choose not to retain in

the note log a copy of the note sent. 1In that use of various
files is a matter of individual user discretion, we cannot be
more specific.

; ‘ (b) .The ”inbox file” and any notelog files would contain
informatiop concerning (i) who the transmittal is from or to,
(ii) the subject of the transmittal, and (iii) the date and time
of the transmittal. -The meaning of interrogatory No. (b) (iv) is
unclear.

(c) Inbox files and the automatic retention of outgoing
notes are a PROFS function. Creation of additional files would
be a matter of individual user discretion.

(d)-(e) This would not be ordinary NSC staff practice. In

‘ order for an individual to make his inbox and notelog files
avaiiable to another user, he would have to share his password
and USERID. Such information would not be available on the
computer. See response to Interrogatory 7(a)-(c) above.

- (£)

1.26% of the space on PROst'

pproximately'

R

(g) See response to Interrogatory 7(d) above.
(h), (J) See response Yo Interrogatory 7(e) (iii) above.
(k) - NO.

-

(a) State whether a aspect of the PROFS system reflects or

contains any distribution lists, or information concerning the
® W MMW" P ‘“S“W‘G’ ~\
o & ’NmQ @Ss a dl
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distribution or routing of transmittals; (b) explain what
information is reflected on such a list; (c) state whether such
distribution lists or the routing and distribution 1nformatlon
identifies (i) to whom a partlcular transmittal was sent,

(ii) the individuals authorized to receive or otherwise review
the transmittal, (iii) which individual(s) retrieved the
ﬁransmittal.for viewing, and/or (iv) information concerning any
additioné or alterations to the transmittal: kd) state whether,
in all cases, when a hard copy of a transmittal is printed out
frﬁm the PROFS system, it reveals all of the information
contained on the distribution list with respect to that
particular transmittal; (e) state whether (i) NsC staff and

(ii) EOP staff are instructed that when they print out a hard
copy of information from the PROFS system because it constitutes
either a record subject to the FOIA or the Records Management Act
or a Presidential record, they must ensure that the distribution
list for each such copy is also printed out; (f) if so, identify
all documents that reflect such an instruction and describe all
such oral instructions; (g) state whether defendants take the
position that the distribution list that would demonstrate to
whom an agency “record” or “presidential record” was transmitted
or who was permitted to read the transmittal is information that,
in and of itself, is covered by the FOIA or the Records
Managemént Act, or is a Presidential record; and (h) if not,

explain the legal and factual basis for defendants’ position.
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Response for the NSC and EOP Systems:

(a)-(d) Defendants object to this interrogatory on the

- ground that *distribution list” is not defined. The systenm

contains a full system directory of the USERIDs used to route
transmittals. This ”directory” is the core or baseline by which
nicknames or distribution lists are used to transmit messages.
In addition, there is a user aid available -~ a *distribution
list,” which is a user-created file created for convenience when
the user frequently sends notes to the same group of indiyiduals.
In addition, there is a user aid ayailable'-- a 'nicknamei
function, which can be used by a sender (e.g. for convenience as
an abbreviation or as an easier identifier to remember). If
either the nickname or the distribution list function is used,
when a note is printed by sender or receivef, full USERIDs
ordinarily would be displayed on the hard copy. See response to
Interrogatory No. 7(a)-(c) above.
Response for the NSC System:

(e)-(f) When a hard copy of a PROFS note is printed,
it would ordinorily reveal the sender and all recipients.-
Accordingly, no additional instructions were necessary to
preserve this information in record material.

(g)-(h) Defendants object on the ground that these
interrogatories call for a legal conclusion. The USERID would be
printed if the document is “record” material. For such data

standing alone, see Defs. Reply at 12-13.
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Response for the EOP System:

(e)-(f) See response to Interrogatory No. 7(e)(iii) above.

(9)=(h) Defendants object on the ground that the
Interrogatory calls for a legal conclusion. See response to
Interrogatory No. 7(d) above.

INTERROGATORY NO. 14

‘(a) State whether the PROFS system reflects information
concerning who is authorized to review an individual’s calendar
that is created or maintained on the system; (b) state whether
such authorization information is always reflected on a hgrd copy .
when calendar information is printed out; (c) if it is not;
explain whether defendants take the position that information
reflecting who was authorized to review an individual’s calendar
is, in and of itself, information that is covered by the FOIA or
the Records Management Act, or is a Presidenfial record; (4) if

not, explain the basis for defendants’ position.

RESPONSE
Responge for the EOP System:
(a) Yes, the PROFS system contains information concerning
who is authorized to review an individual’s calendar.
(b) No.
(c)-(d) Defendants object on the ground that this
interrogatory calls for a legal conclusion. For a statement of

defendants’ position, see Dfs. Reply at 12-13.
Response for the NSC System:
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(a) Yes, the PROFS system contains information concerning
who is authorized to review an individual’s calendar.

(b) No.

(c)=(d) Defendants object on the ground that this
interrogétory.calls for a legal conclusion. For a statement of
deféndants' position, see Dfs. Reply at 12-13.

oG 0.

(a) State whether the PROFS system contains information
concerning (i) ”user files,” or files created by or for the
individual user of the system to assist that individual in thg
conduct of government business or (ii) “user space,” or
information that reveals how much the system has been used by a
particular individual to create and transmit information; (b) if
so, explain what kinds of information are kept in such files and

are reflected concerning the user space; (c) state whether such

-user file information is always reflected in the hard copies of

documents that are printed out by (i) NSC staff or (ii) EOP

staff; (d) state whether defendants take the position that such
(1) user file information and (ii) user space information, does
not, in and of itself, constitute either a record subjectlto the

FOIA or the Records Management Act, or a Presidential record; and

(e) if so, explain the basis for that position.

RESPONSE
(af Defendants object to the use of the terms

#information,” %user files,” and “user space,” as those terms are

not clearly defined. For purposes of responding to this
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interrogatory, the term ”information” is defined as file control
data generated and maintained byvthe operating system. If ”user
file” is defined as a file created and maintained by a user of
the PROFS system, such as a note log or a distribution list, the
computer on which PROFS runs does contain information about ”user
files.” If ”user space” is defined as the portion of a disk
drive (which is a magnetic storage device attached to the main
frame computer) allocated to a particular USERID, the PROFS
systems does not contain this information; however, size and
location on the disk drive (5address') is information gengratgd
and maintained by operating system software on the computef on
which PROFS runs. If the interrogatory refers to ”information
that reveals hbw much the system has been used ﬁy a particulaf
individual to create and transmit information,” the PROFs system
does not contain thié information; however, the operating system
does generate and recérd information such as the date and time a
particular USERID LOGGED-OFF the system. |

(b) Information such as the size and location of the file.

(c) No, given the definitions used above.

(d)-(e) See response to Interrogatory No. 14(c)-(d) above.

ANTERROGATORY NO. 16 |

(a) state whether members of the (i) NSC staff or (ii) EOP
staff use the PROFS system to set up #nickname files,” or a
prooedufb.by which the user can, by code, tell the system to
transmit information to particular individuals who have access to

the PROFS system; (b) if so, state how often such a procedure is
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employed by (i) the NSC staff and (ii) the EOP staff; (c) state
whether a hard copy of information printed from the PROFS system
would necessafily reflect ﬁhat a code was used to transmit the
information, and, if it would, state whether the hard copy would
reflect the meaning of the code, ji.e., to whom the information
was sent; (d) state whether it is defendants’ position that such
"nickname files” or codes used to transmit information ovef the
PROFS system do not, in and of themselves, is either a record
covered by the FOIA or the Records Management Act, or a Presi-

8
dential record, and if so, state the basis for .such position.'

RESPONSE
See response to Interrogatory No. 13 above.
ANTERROGATORY NO. 17
State all facts which form the basis for the statement
contained in the Declaration of Gordon Riggle, ¥ 9, that *if a
message had enduring value, or if it documented agency functions
and transactions, the message was printed in hard copy and
retained in an official file, or its substance was memorialized
in a written memorandum or letter.~”
RESPONSE
Riggle Decl. Ex. 1 and Gordon Riggle's personal knowledge of
the use of the system by himself and his staff.
INTERROGATORY NO. 18
(a) When a member of the (i) NSC staff or (ii) EOP staff
creates and transmits a message ovér_the PROFS system, who =-- the

sender, receiver, or both -- is responsible for deciding whether

- 28 -




the message (i) has ”enduring value,” (ii) documents *agency
functions and transactions,” or (iii) is a #Presidential
recérd?': (b) if a PROFS message is sent or made available to
. several members of the staff, are all members who received it
responsible for making (i) independent or (ii) collective
determinations of the record status of the message?; (c) identify
all documents that in any way reflect instructions to either the
(i) NsC staff or (ii) EOP staff explaining which staff person is
responsible for determining the record status of a message
transmitted over the PROFS system, and describe all oral ‘
instructions to that effect; (d) state whether defendants fake
the position that all members of the NSC and Eop.staff interpret
their responsibilities to print out hafd copies of all PROFS
messages that rise to the level of either a “record” or a
"Presidential record” in the same way:; (e) if so, -state the basis
for such position; (f) if not, explain how the NSC and EOP ensure
that all PROFS messages that are either “records” under the
Records Management Act or "Presidential records” are preserved;
and (g) state whether all members of the (i) NSC staff and
(ii) EOP staff who use the PROFS systen, including clerical
workers, make decisions as to what information transmitted or
received by them constitutes either “records” subject to the
Records Management Act or Presidential records.
T RESPONSE
(a)=(b) Both the sender and recipients may make

determinations whether a PROF note is a federal or Presidential
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record. For the NSC, whether record information is a ”federal
record” or a “"presidential record,” is determined by the task for

which it was generated. The function of other EOP components

- determines whether record information of those cbmponents is a

¥federal record” or a “presidential record.”

(c) See Van Eron Exs. 1, 3-5; Hastings Decl. Exs. 1-3; see
also response to Interrogatory No. 7(e) (iii).

(d)-(f) Clear instruction was given to staff members
regarding the record status of information generated and receiyed
through any documentary form, ingluding electronic data. lStaff'
were expected to follow those instructions. It is impossible to_
state whether staff members interpreted their responsibilities
#in the same way.” See Pls. M.D. Memo. at 32, note 8. |

(9) ALI staff may make decisions as to what information
constitutes “records;” however, whether a “record” is a “federal”
record or a “Presidential” record is determined by the task for
which it was generated and/or the functién of the component |
generating or receiving the information.

INTERROGATORY NO, 19

(a) State the factual and legal basis for the assertion on

page 35 of defendants’ memorandum of points and authorities in

support of its motion to dismiss (“memorandum”), that #’drafts’

- are non-record materials outside the scope of the Federal Records

Acts;” and (b) state whether, in making that assertion,

defendants mean to include the Presidential Records Act.
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RESPONS

(a) See Dfs. M.D. Memo. at 33-36; see also Declaration of
Claudine J. Weiher (Weiher Decl.) Ex. 1 (NARA Bulletin 89-2 and
Records Management Handbook at 2); see also Riggle Decl. Ex. 1 at
7.

(b) Reagan Administration direction regarding the status of
drafts of “Presidential records” is set forth in Hastings Decl.
Ex. 2. |

INTERROGATORY NO, 20

(a) state the factual and legal basis for defendants',claiqs.

that any information that remains on the PROFS computer tapes

concerning the NSC staff’s and EOP staff’s functions as advisers
to the President are either “personal records” or “extra copies
of documents produced only for cqnvenience or reference,” within
the meaning of the Presidential Records Act, 44 U.S.C. §-2201(2);
(b) describe all steps that have been taken by defendants to
determine that none of the information falls outside of these two
categories of information; (c) state whether all such “extra

copies” have been ”“clearly sc identified” as such, as required by

the Presidential Records Act and, if so, explain how this was

accomplished; (d) describe the steps that were taken by
defendants to ensure that all “extra copies” were ”clearly so
identified;” and (e) state whether it is technologically feasible

to designate such “extra copies” within the PROFS system as

“clearly so identified.”




RESPONSE

Defendants object to the interrogatory because it does not
accurately reflect defendants’ statements in their motion for
summary judgment. See Dfs. M.D. Memo at 17, 29 and 33
(aefendants assert that some information remaining on the PROFS
computer tapes may be non-record material). Moreover, this
interrogatory calls for legal conclusions set forth in Dfs. M.D.
Memo. at 29-32. Staff members were instructed to print out in
hard copy all “Presidential records.” Hastings Deci. Exs. 1-3;
Van Eron Decl. Exs. 4, 5. The EOP components consider the hard‘

copy to be the “record.” Identical electronic data is a 'éopy'__

of the record. Without examining the data in each user’s

directory, defendants assumed for purposes of the referenced
Memorandum that at least some users may have data meeting the
definition of ”“personal records” on the PROFS systenm.
INTERROGATORY NO. 21

With respect to paragraph 19 of defendants’ Statement of
Material Facts, (a) describe the procedures that are used by
(i) the NSC and (ii) the EOP to ensure that material that rises
to the level of either a “record” subject to the Records
Manaéement Act 6: a "Presidential record” has not been ”lost
through mechanical failure or inadvertent deletion;” and (b) in
particular, identify who is responsible for reviewing the backup

tapes to ensure that such materials has not been “lost,” and

explain under what circumstances such a review is conducted.




ONS
Plaintiffs misunderstand the baékup process. The backup
tapes are not reviewed for lost materiai. Rather, if the system
fails mechanically, causing current data to be lost, the backup
tape can be used to retrieve data that had been recorded on the
tape if a user requests it. Similarly, if a user inadvertently
deletes information, the information can be retrieved if it was
captured on a backup tape.
INTERROGATORY NO. 22
Explain what is meant by the following statement madg in
Exhibit 2 attached to the Declaration of Van Eron: ~*Should you
be tasked for action Qia PROFS/Al, the PROFS/Al note should be
printed and made part of the package forwarded for action by the
principals,” and, in particular, explain what is meant by
(i) ”"tasked for action,” (ii) myia PROFS/Al1,” and (iii) “the
principals.
RESPONSE
(a) “Tasked for action” means assigned work, e.g., to
prepare a memorandum, set up a meeting, etc.
(b) “~via PROFS/Al1” means through an electronic mail note.
(c) During the Reagan Administration, “the érincipals'
were the National Security Advisor, the Deputy National Security
Advisor, and the Executive Secretary of the NSC.
‘ INTERROGATORY NO. 23
With respect to each of the Exhibits attached hereto as

Plaintiffs’ Discovery Exhibits A-J, (a) state whether the
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document is a hard copy of information that at one time existed
.on the PROFS system and explain the basis for your statement;

(b) stafe whether defendants take the'position that the document,
~or any portion thereof, is (i) an ”agency record” subject to the
FOIA, (ii) a ”"record” subject fo the Records Management Act, or
(iii) a Presidential record, and explain the basis for each such

position; (c) state whether the document reflects all of the
individuals to whom the information was distributed or who
reviewed or otherwise had access to the information through the
PROFS system, and, if it does reflect such information, specifyI
how that information is so reflected; (d) state whether thé
document reflects when it was transmitted and when it was
received or reviewed by each individual to whom it was sént or
who otherwise had access to it in the PROFS system, and if it
does reflect such information, specify how that information is so
reflected; (e) state the circumstances under which the document
| was printed out in hard copy; (f) state whether this document was
printed out in hand copy by (i) the individual who created it and
(ii) the individual(s) to whom the information was transmitted,
or (iii) any other person, and state the basis for your answer:;
(g) state whether the document was printed out in response to a
request for information from the Congressional Select Committees
inyestigating the Iran-Contra matter; and (h) state whether the
document” was ever printed out prior to such request, and, if so,

state when and identify by whom.
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RESPONSE

Defendants object on the grounds that the information sought
is not material to the case, cannot be expected to lead to
material evidence and that the questions are unclear. Defendants
also object on the grounds that the interrogatory calls for legal
conclusions and that answers could inferfere with pending
criminal proceedings.

The exhibits appear to be hard copies of data on tapes
preserved in late 1986 and early 1987 in part because of the
investigation of thé President’s Special Review Board-and.the
ongoing criminal investigations/prosecutions into Iran/Confra
matters. Van Eron Decl. § 6. No one presently on the NSC staff
can attest to the authenticity of the exhibits.

The data, which has been so useful in the various

Iran/Contra investigations, were retained prior to any request by

the FBI or other investigators, as follows. On the evening of
Tuesday, November 25, 1986, the day that then Attorney General
Edwin Meese publicly announced the connection between the Iran
initiative and the contras, White House cOﬁmunications Agency
(WHCA) Master Sergeant Kelly Williams, at the direction of NsC
Secretariat Director George Van Eron, as a prudent measure to
secure and preserve information on the USERID account of Oliver
North, changed the USERID password to Oliver North’s PROFS
account. After this change, Oliver North was not able to obtain
access or in any way alter the information on his USERID account

on the NSC PROF system.
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On Friday, November 28, 1986, as a prudgnt\measure the
following steps were taken: 1. the November 15 and 22, 1986,
PROFS backup were secured and preserved by WHCA; 2. on
November 29, 1986, a back-up tape was made of ail PROFS data
existing as of that date;-and'3. this new tape was secured and
preserved. WHCA personnei considered the question of the WHCA .
back-up tapes then in existence pursuant to the then standard
WHCA practice. The then standard practice for WHCA would have
been to write over the back-up tapes from the Saturday night two
: weeks prévious (15 Novémber) the next day. In February 1987, at .
the request of the NSC, WHCA created and retained additionél

back-up tapes for the use of the various investigating entities.

At all times during the various Iran/Contra investigations, the

NSC staff and WHCA provided the FBi»and other investigators with
the technical and other.support necessary.
INTERROGATORY NO. 24

With respect to Exhibit K attached hereto, which is an
article from the Washingion Post, dated February 14, 1989 (at A-
5, col. 3), (a) state whether the “note written on an NSC
computer by McFarlane on Nov. 8, 1986, “referred to therein
refers to a PROFS note; (b) if so, stafe whether it is
defendants’ position that this information does not rise to the
level of either a record subject to the Records Management Act or
the Disbosal of Records Act, or a Presidential reqord, and state
the basis for such position; (c) state the circumstances under

which the note was pfinted out in hard copy:; (d) state whether
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the note was printed out in hard copy by (i) McFarlane and

(ii) the individual(s) to whom it was transmitted, or (iii) some
other person, and state the basis for your answer; (d) state
whether the note was printed out in hard copy in response to a
request from the Congressional Select Committees investigating
the Iran-Contra matter; and (h) if so, state whether the document
was ever printed out prior to such request and, if so, state when
and identify by whom.
RESPONSE
24. See response to Interrogatory 23 above.
INTERROGATORY NO. 25

With respect to the requirement of the Records Management
Act, 44 U.s.C. § 3102(1), that the head of each agency “shall
establish and maintain an active, continuing program for the
economical and effective management of the records of the
agency,” including “effective controls over the creation and over
the maintenance and use of records in the conduct of current
business,” (1) identify all documents that reflect those programs
with respect to the NSC’s and the EOP’s creation, maintenance, |
and use of the PROFS system and the information contained on it.

RESPONSE

For basic direction regarding the use of PROFS during the
Reagan administration, see exhibits to Van Eron and Riggle
declarations; see also Weiher Decl. Exs. 2, 3 [General Records

Schedules (”GRS”) 20 and 23].
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INTERROGATORY NO. 26

(a) State whether (i) the NSC and (ii) the EOP, have
established and maintained a records disposition program, as
required by 36 C.F.R. § 1228.10, with respect to information
genefated by the PROFS system; (b) state whether such disposition
program includes instructions for retention of any information in
the PROFS system that is considered to be (i) “temporary
records,” pursuant to 36 C.F.R. § 1228.12(b) and (ii) “nonrecord
material,” pursuant to § 1228.20(b)(5); and (c) identify all
documents that reflect any such dispositions programs; (d) if
defendants take the position that no such disposition schedules‘_
are required with respect to information generated by the PROFS
system, state the basis for such position, particularly as it
relates to the requirement that such programs include
instructions for the disposition of “temporary records” and
*nonrecord materials.”

RESPONSE

PROFS is not a records system. At the NSC, to the extent
that a record may be created using PROFS, the creator/sender is
requiréd to print a hard copy and send the hard copy to the NSC
Secretariat where it is filed in gither agency or presidential
files depending on the task for which the document was generafed.
NSC agency records are periodically transferred to the National
Archives and Records Administration (”NARA®). NSC. Presidential
records are transferred to NARA for the President’s library at

the end of the President’s term in office.
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For other EOP agency components, to the extent that

information generated by the PROFS system rises to the level of

an agency record, see Weiher Decl. Exs. 2, 3.

T OGATO NO., 27

With respect to defendants’ memorandum, the last sentence on
the bottom of page 38, continuing to the top of page 39, state
whether defendants take the position that an agency that is
subject to the FOIA may destroy records in its possession after a
FOIA request for those records is received by the agency, as long
as the agency does so within the ten working days that are
permitted under the statute for a response fo such a requeng. If
so, explain the legal basis for such a position.

RESPONSE

Dfs. M.D. Memorandum sets forth defendants’ position.
INTERROGATORY NO. 28

Describe what has been preserved as the PROFS computer
tapes, including a statement as to (a) the number of tapes that
have been preserved; (b) when the tapes were made, including how
many existed on January 18, 1989; (c) how many of those tapes are
tapes of the NSC’s PROFS system and how many are tapes of the
EOP’s PROFS system; (d) the time periods during which the
information reflected on (i) each of the NSC PROFS tapes and
(1i) each of the EOP PROFS tapes was generate&; (e) a breakdown
of how ﬁuch of the information recorded on the system reflects

(1) programming and (ii) information created by an individual
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using the system; and (f) if avéilable, provide a listing of the
files contained on the tapes. |
RESPONSE
s o e _EOP System
(a) 31 tapes
(b) December 31, 1988 - January 20, 1989; 20 tapes existed
on January 18, 1989.
(c) 31 - EOP system
(d) Data reflected on these tapes could date back to
November 1986, when the PROFS system became operational, ;f tha; :
data had not been deleted by individual users. ~
(e) Available space on the system can be broken down into
the following approximate percentages:
(1) 58% System épace
_(ii) 41% User disk space
.0005% Document space
.0005% Calendar space
At a minimum, there are approximately 2 million pages of
information on the 31 tapes.
" (£) Not available.
Response for the NSC System
(a) Approximately 144 tapes.

(b) - Dates for creation of all preserved fapes are:

1/1/88-2 1/16/88-12
1/7/88-27 1/17/88-13
1/8/88-2 1/18/88-17
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1/13/88-11 . 1/19/88-1
1/14/88-28 1/20/88=31
(c) Approximately 144 - NSC system.
(d) Inclusive up to the date the tape was created, at usef
direction. ‘
(e) (i) Space available for 'prdgramming' = 25%.
(e) (ii) sSpace available for ~user information” = 75%.
(£) Not available.
INTERROGATORY NO. 29 _
(a) State the percentage of information reflected on the
PROFS computer tapes that hés been printed out in hafd coﬁgj‘
(b) state the éercentage of information on such tapes that has

been printed out from (i) the NSC PROFS tapes and (ii) the EOP

" PROFS tapes; state the percentage of information on the tapes

that existed on January 18, 1989 that has been printed out; and
(d) state the percentage of inforﬁation on the tapes that were
made after January 18, 1989 that has been printed out.
RESPONSE

It is impossible to determine the answers to this
interrogatory. Individual users are responsible for printing
documents for record-keeping purposes on an on-going basis.
FRecords” are then placed in the appfopriate federal or
Presidential records file. Users ﬁay also print out nonrecord

materiaf for convenience purposes.

- 41 -



E GATORY NO. 30

(a) State whether there are materials at the NSC and/or EOP,
other than the PROFS computer tapes, that are. covered by
plaintiff Armstrong’s FOIA request; (b) if so, identify such
materials and state whether defendants take'thé position that any
such materials do not constitute ”agency records” subject to the
FOIA, and state the basis for such position.

RESPONSE

Defendants have responded to plaintiffs’ FOIA requests in
letters dated February 1, 1989 (NSC) and February 3, 1989.and
February 17, 1989 (Office of Administration), attached hef:;;.
Those letters, along with the memoranda fiied in this case, sét '
forth defendants’ position.

LNTERROGATORY NO, 31

Identify each individual, other than counsel who have
entered an appearance for.defendants in this case, who was
consulted in the preparation of the answers to these
interrogatories.

- RESPONSE

The factual information in responses to these
interrogatories is provided by the individuals whose namés appear
below and individuals in their offices in consultation with

appropriate counsel.

=
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| FFS’ REQUEST FOR THE PRODUCTION OF DOCUMENT

‘ Pursuant to Rule 34 of the Federal Rules of Civil Procedure,
defendants are requested to produce'copies of the documents that
have been identified in response to Plaintiffs’ Interrogatories
To Defendants:Bush And The National Security Council, Nos. 7,
9-13, 15, 18, 25, 26 and 30, and that have been identified in
response to Plaintiffs’ Interrogatories To Defendant Wilson, Nos.
3, 4, 6, 9, 10 and 14.

RESPONSE
All documents that have been identified in the foregqing

responses to interrogatories, that have not been previbusf;_;ile@

in this case, are attached hereto.

I declare under penalty of perjury that, as to the NSC, the
‘ factual responses to Interrogatory Nos. 6, 7, 8, 9, 10, ll(a)'-
(), (£)-(g), 12(d)-(e), (h)=-(3), 13(e)-(£f), 29, 23, 24, and 31
are true and correct, to the best of my knowledge, information,

and belief.

vate: G plued 1955 | %‘T’W

‘BTrian Merchant

Deputy Director

National Security Council
Secretariat

I declare under penalty of perjury that, as to the NSC, the
factual responses to Intgrrogatory Nos. 5, 11(d), (h), (1),
12 (a)-(c), (_f)l (k) , 13(a)=-(d), 14(a)=-(b), 15, 16, 21, 23, 24,

|




28, and 31 are true and correct, to the best of my knowledge,

information, and beliéf.

- Dated: TNszc&.q:{Qﬁ?7

Operations Non-commissioned
Officer for the Data Systems
Unit

White House Communications

Agency

I declare under penalty of perjury that, as to the NSC, the
factual responses to Interrogatory Nos. 1, 2, 4, 18, 22, 26, 29,
30, and 31 are true and correct, to the best of my knowle&ge,

information, and belief.

Dated: Cﬂ@aa g9, ﬁ?/‘

Senior Djfector
Information Policy Directorate
National Security Council

I declare under penalty of perjury thaﬁ, as to the
components of the Executive Office of the President other than
the NSC, the factual responses to Interrogatory Nos. 4-18, 20,
21, 26, 28, 29, 30, and 31 are true and correct, to the best of

my knowledge, information, and belief.

Dated: 724 A 1./789 QA‘&/&@

Dennis Keating
Manager, White HoyEe

Information Systems
Information Resources

Management Division
Office of Administration
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As to the objections noted herein:
~ Respectfully submitted,

JOHN R. BOLTON
Assistant Attorney General

JAY B. STEPHENS
United states Attorney

DAVID J. ANDERSON

ELIZABETH A. PUGH

MONA S. BUTLER

" JEFFREY G. KNOWLES

Attorneys

U.S. Department of Justice
Civil Division - Room 3335

10th & Pennsylvania Avenue, N.W.
‘Washington, D.C. 20530

. (202) 633-3374

' Attorneys for Defendants




