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NATIONAL COMMUNICATIONS SYSTEM (‘j’VL

OFFICE OF THE MANAGER
WASHINGTON, D.C. 20305-2010

IN REPLY
REFERTO: 1 13 September 1991

Colonel John F. 0’Neil, Jr., USMC

Assistant Director for Defense
Systems & Technology Policy

Executive Office of the President

Room 572

01d Executive Office Building

Washington, DC 20506

Dear Colonel 0’Neil:

You are cordially invited to attend the thirteenth meeting of the National
Security Telecommunications Advisory Committee (NSTAC XIII) to be held in
Washington, DC on October 2-3, 1991. A reception and dinner will be held at
The Willard Inter-Continental Hotel, 1401 Pennsylvania Avenue, NW, on

October 2, 1991. The reception will begin at 7 p.m. The Business Session
will be held on October 3, starting at 8:30 a.m., in the Loy Henderson
Conference Room at the Department of State, 2201 C Street, NW, Washington, DC.
Please use the 23rd Street entrance. Following the Business Session, you will
be bused to The Mayflower Hotel for a combined Closed Session and luncheon.
Details are provided at enclosures 1 and 2.

The NSTAC, currently consisting of 25 leaders of the Nation’s telecom-
munications industry, provides information and advice to the President to
assist in the enhancement of the Government’s national security and emergency
preparedness telecommunications. I believe you will find NSTAC XIII to be
most informative.

Also, I extend an invitation to you to attend the Executive Session. The
Executive Session will be held in the Indian Treaty Room of the 01d Executive
Office Building. Please do not hesitate to contact me for further
information. Administrative details may be obtained by calling the National
Communications System Joint Secretariat NSTAC Activities Team Leader,
Lieutenant Colonel Paul TH Currie, USAF, at (703) 692-9274. Please complete
and forward the response sheet provided by September 20, 1991.

Sincerely,
4 Enclosures: ALONZO P7 SHORT, JR.
1 Tentative Agendas Lieutenant General, USA
2 NSTAC XIII Response Sheet Manager
3 List of NSTAC Members
4 Map



Thirteenth Meeting of the 4
National Security Telecommunications Advisory Committee (NSTAC)
Department of State

October 2-3, 1991

NSTAC XIll Questionnaire

Title, Organization, and Telephone Number: Senior Policy Analyst
Office of Science and Technology Policy, Executive Office of the President
Phone: 202/395-3272

Do you (personally) plan to attend NSTAC XIlI? YES X :NO
If YES, please indicate the functions you plan to attend:
If NO, skip to ltem 6.

YES NO
X

Reception at The Willard Hotel, 1401 Pennsylvania Avenus,
NW, Washington, DC (7:00 p.m., October 2, hosted by
General Electric and AT&T).

X Spouse attending? (Name ).

& Dinner at The Willard Hotel (8:00 p.m., October 2, 1991,
hosted by the National Communications System).

Spouse attending? (Cost to you is $60.00. Make check
payable to Greta Lomas and include with questionnaire).

Do you (or your spouse) request a special diet entree?

L __ Business Session at Department of State (8:30 - 11:45 a.m.).
X Closed Session and lunch at The Mayflower Hotel (12:15 p.m.).
- Do you request a special diet entree?

L Executive Session at Old Executive Office Building (2:15 - 3:00 p.m.).

Information required by White House (for Executive Session):

Date of Birth: _N/A * Social Security Number; __ N/A*

COMMENTS: Colonel 0'Neil works in the 01d Executive Office Building
and will not need to be cleared in.




4.

E
B

Please ensure that your Visit Authorization Request (VAR) is up-to-date

and on file with the Security Officer, National Communications System,

Joint Secretariat, Attn: SMSgt Berry McFarlin, NCS Joint Secretariat (NCS-NJ),
Washington, DC 20305-2010, (703) 692-9274.

R ASSISTAN

If you should have any questions concerning NSTAC arrangements
and schedules, please contact the NSTAC Activities Team Leader,
Lt Col Paul Currie or Maj Gordon Powell (703) 692-9274.

SEND RESPONSE TO:

6.

National Communications System
NCS Joint Secretariat oV
ATTN: Lt Col Paul Currie W«
Washington, D.C. 20305-2010 )
FAX (703) 746-5240 S

Please mail or fax this response sheet by September 20, 1991.

Thank you for your cooperation. We hope to see you at NSTAC XIII!




NATIONAL COMMUNICATIONS SYSTEM

OFFICE OF THE MANAGER
WASHINGTON. D.C. 20305-2010

REP!
IF?EFERI":O NJ 13 September 1991

Honorable D. Allan Bromley

Director, Office of Science
and Technology Policy

Room 5025

New Executive Office Building

Washington, DC 20506

Dear Dr. Bromley:

As you are aware, the thirteenth meeting of the President’s National Security
Telecommunications Advisory Committee (NSTAC XIII) is scheduled for

October 3, 1991. I understand you may have already received an invitation
from General Scowcroft to attend the Executive Session on the afternoon of
October 3. Additionally, the Committee will hold its reception and dinner at
The Willard Inter-Continental Hotel on the evening of October 2 and you are
cordially invited to attend either or both of these events.

I would also like to extend an invitation to you to attend the morning
Business Session, which will be held in the Loy Henderson Conference Room

at the Department of State, and the Closed Session and luncheon at The
Mayflower Hotel if your schedule permits. I believe you will find these two
sessions to be most informative. The tentative agendas for the Business and
Executive Sessions are provided at enclosure 1.

Please do not hesitate to contact me for further information. Administrative
details may be obtained by calling the National Communications System Joint
Secretariat NSTAC Activities Team Leader, Lieutenant Colonel Paul Currie,
USAF, at (703) 692-9274.

Sincerely,
1 Enclosure: ALONZO ;z SHORT, JR.
Tentative Agendas Lieutenant General, USA
Manager

Copy to:
COL John 0’Neil
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EXECUTIVE SUMMARY

INTRODUCTION

Early in 1991 the Office of the Manager, National Communications
System (OMNCS), became concerned about the possible adverse effects of
certain developments in the rapidly growing and evolving wireless digital
telecommunications industry regarding its ability to handle facsimile,
data communications, and Secure Telephone Units (STUs). This concern is
only part of a larger concern about the digital conversion problem that
exists when low-bit-rate voice compression is used in the Public Switched
Networks (PSNs). Working in conjunction with certain National Communica-
tions System (NCS) member organizations, the OMNCS presented the issue to
the Industry Executive Subcommittee (IES) of the National Security
Telecommunications Advisory Committee (NSTAC). The OMNCS requested that
the IES establish a Task Force to (1) scope the issue regarding wireless
services and (2) advise the Government how to minimize any adverse impact
of emerging digital mobile communications standards and technologies on
mobile National Security and Emergency Preparedness (NS/EP) users. In
response, the IES established a Task Force to address wireless/low-bit-
rate digital services.

THE ISSUE

The next generation wireless systems are introducing digital tech-
niques to enhance capacity and performance. The digital voice compression
techniques used in these new digital technologies provide adequate voice
service, but they create a problem for NS/EP users in that they will not
transparently support modem-based services such as personal computers
(PCs), facsimile, and STU IIIs currently proliferating. Supporting those
current data services in the emerging wireless digital networks will
require special treatment by the carriers. The variety of wireless
networks and the current absence of common industry-wide standards imply
that future wireless digital services could require a special data device
and interface for each such service on each of the different wireless
networks. This situation could lead to significant NS/EP problems due to
the added expense and number of devices per NS/EP user that could be
required.

Based on the Task Force review of emerging wireless/low-bit-rate
digital systems, the Task Force drew its conclusions and makes its
recommendations to the NSTAC as presented below.



CONCLUSIONS

® NS/EP requirements for wireless digital communications have not
been clearly defined to industry. There is no Government focal
point for defining such requirements. These Government NS/EP
requirements need emphasis to ensure that they will be properly
addressed by Government and industry.

® The design of the STU III, which uses unique analog protocols and
has no digital output interfaces, is one reason for the
Government'’'s compatibility concerns.

¢ Those portions of today’'s PSN involving wireless analog links
support today'’'s STU IIIs, facsimile equipment, and modems. Some
second generation systems will continue to support these devices.

Third generation systems will be all-digital and may not support
these analog devices.'

® There may be compatibility problems between the multitude of these
analog devices and the emerging wireless digital networks.
However, there are managerial approaches and economic inducements
that Government could use to mitigate these incompatibility
problems; examples might be:

(1) Supply-stimulus approaches
(2) Demand-restriction approaches

(3) Legislative and regulatory-oriented approaches

RECOMMENDATIONS

¢ The Government should establish a focal point, supported by NSA
and NIST, to address and monitor wireless digital interface
issues. The functions of this focal point should include:

- Assisting industry with funding, where appropriate, to develop
new or modify existing specifications for interfaces and inter-
working functions for mobile data communications connecting to
the public switched network.

'Analog devices are modems that use audio power between 300 to 3000 hertz
for signaling.
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- Promoting the incorporation of NS/EP requirements into those
industry standards under development and requesting the
organization of appropriate standards bodies that do not yet
exist.

- Developing, where appropriate, data interface devices,
protocols, and interworking functions and making these
"products" available to industry.

- Establishing a wireless/low-bit-rate digital communications
users group, that includes both vendors and users, to exert
greater NS/EP influence on the standards setting process.

In carrying out these functions, the first steps of the Government
focal point should be to:

- Develop in coordination with industry standards bodies, a
standard interface for the Government user, encompassing both
the physical layer and the control signals

- Influence the air-to-ground, mobile satellite, and personal
communication network (PCN) standards development groups to
coordinate with the digital cellular standards community

- Organize forums with established standards groups, to include
customer premise equipment providers, to address these issues

The Government should consider a two-phased approach to making STU
devices compatible with the emerging wireless/low-bit-rate digital
environment: (1) design a compatible digital interface applique’
for the current STU III; and (2) design a new generation of STUs
to operate in the all-digital environment of the future.

The Government should formulate policies at a high level (such as
a National Security Directive) to ensure NS/EP needs are taken
into account in all wireless digital service acquisition
"activities. Options include:

- Issue directives to the NS/EP user community requiring that
they subscribe only to current-data-service-compatible
(STU II1Is, facsimile, PCs) wireless/low-bit-rate digital
communication systems.

- Consider issuing a "Notice of Inquiry" or a "Request for
Information" concerning industry R&D or production plans for
current-data-service-compatible wireless/low-bit-rate digital
communication systems.




- Require standardized digital data interfaces in all of its
mobile telecommunications acquisition specifications, not
limiting those specifications to NS/EP-specific acquisitions
only.

NSTAC member companies should wherever feasible, for purposes of
National Security and Emergency Preparedness, promote the adoption
of common interfaces and interworking function standards across
all types of wireless digital communication services, in their
roles as participants in national and international standards
setting forums.

The Government should disseminate this report to appropriate
standards forums within 60 days of approval by NSTAC XIII.
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1.0 INTRODUCTION
1.1 The Issue

This report presents the results of a study by a Task Force of the
President’s National Security Telecommunications Advisory Committee
(NSTAC) into the issue of the impact of emerging wireless digital services
on National Security and Emergency Preparedness (NS/EP) telecommunica-
tions. This issue is driven by two significant components of the rapidly
evolving communications environment. These are the trend toward wireless
access to the network, and the trend toward increased use of data services
as a component of everyday Government and business operations.

Wireless communications has seen dramatic growth in the 1980s.
Cellular telephone communications has grown from an experimental configu-
ration at the beginning of the decade to a giant industry today. The
customer base of cellular communications is well over 6 million today.?
It has been doubling in size every two years and is expected to continue
growing to about 18 million units by 1995.3 Mobile satellite systems,
air-to-ground phones, and personal communication networks are wireless
voice services that will be deployed in the 1990s for a variety of
applications. These systems are expected to have similar success and
growth trends to that of the cellular phone industry. Market research
firms such as Arthur D. Little project a market size of 60 million for
handheld Personal Communications devices.* Some forecasters claim that
by the year 2000 a significant portion of connections to the public
switched networks (PSNs) would be wireless-based.’

Data communications has experienced similar success in the 1980s.
Personal computers pass electronic mail and documents around the country.
Facsimile services have replaced a substantial portion of the mail for
daily business communications. The Secure Telephone Unit (STU) III has
become a fixture for day-to-day secure voice and data communications.
These devices have increased, and will continue to increase, the flexible
use of data in the information age. Most of these data devices require
use of data modems that operate over the analog PSN. The PSN is effec-
tively transparent to modem signals. These data devices are also used in

2Keller, John J., "Cellular Phones Dial Digital for Growth", Wall Street
Journal, May 14, 1990, pg Bl.

3Takahashi, Dean, "Cellular Industry Split Over Standards", Washington
Post, September 2, 1990.

‘Bomengen, Heidi (Arthur D. Little), "Personal Communications: A Market
Perspective", IEEE Workshop on Personal Communications, Dallas, TX,

April 16, 1991.

5Cox, Donald C., "Personal Communications: An Overview", IEEE Workshop on
Personal Communications, Dallas, TX, April 16, 1991.

1



today’s analog wireless networks that use FM radio channels which support
modem operations.

The move toward wireless low-bit-rate digital communications systems
is driven by market demand to provide service to more and more customers
and by the limited amount of spectrum available to support these custo-
mers. This means that these systems must be spectrum efficient:; that is,
they must provide more service per bandwidth per area than is currently
being done with wireless analog mobile systems. The large majority of the
market demand is for voice services. In response to this demand, tech-
nology is now able to provide quality voice compression in a few kilobits
of bandwidth. Voice compression combined with efficient modulation will
allow spectrum efficient wireless digital systems to be developed that
will provide voice services to a large number of customers.

Today, wireless analog communications systems such as cellular tele-
phones, Standard A mobile satellite terminals, and air-to-ground mobile
phones, support NS/EP telecommunications through such means as facsimile
machines, personal computer data modems and STU IIIs. These systems pass
analog signals (audio tones) over the radio links transparently and
provide them to the PSN, which also passes them transparently to the end
user. In the future, however, wireless digital systems will incorporate
techniques which enhance capacity and performance to better utilize the
scarce frequency bandwidths allocated to radio networks. The digital
voice compression techniques used in these new digital technolo- gies
provide adequate voice service, but they create a problem for NS/EP users
in that they will not transparently support modem-based services:; that is,
they will not pass the audio tone signals used to support data transmis-
sions from personal computer modems, facsimile machines, or STU IIls.
These devices remain analog® while the wireless services are migrating to
digital-based equipment. Even though the wireless digital systems will be
used commercially, the requirement for the use of these systems for NS/EP
purposes indicates that a common, transparent-as-possible solution needs
to be developed to support NS/EP communications. Supporting current data
services in the emerging wireless digital networks will require special
treatment by the carriers in order to provide any service at all.

Since these low-bit-rate systems are digital, it is usually possible
to provide a way to transport the user information digitally through the
wireless system and convert it to a modem tone representation just before
it enters (or leaves) the PSN. See figure 1. Most of the vendors
developing new low-bit-rate wireless digital systems are using this
approach. Some standards organizations such as the Telecommunications

®Analog devices are modems that use audio power between 300 to 3000 hertz
for signaling.
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Industry Association (TIA) TR 45 Committee are developing interface and
control standards to support data and facsimile services for the North
American Digital Cellular system.

One problem, however, is that there is very little coordination
between groups working on different low-bit-rate wireless digital systems;
i.e., between digital cellular, air-to-ground phone, and digital mobile
satellite systems. Without such coordination and in the absence of
commonly accepted industry-wide interface and control standards, it is
possible that systems under development will not be interoperable, and
that future wireless data services could require a special data device and
interface for each such service on each of the different wireless
networks. This could lead to significant NS/EP problems due to the added
expense and number of devices per NS/EP user that could be required.
Another potential NS/EP problem is that some developers are further along
than others, and they may be selecting a solution that is unique to their
systems, limiting interoperability with other vendor systems.

1.2 Impact on NS/EP Planners and Emergency Responders

Without uniformity and transparency for NS/EP data services, signifi-
cant problems could be encountered in dealing with future emergency
operations. Configuring emergency services will depend on getting mobile
services into the field along with on-site communications. Access to
computer data bases, facsimile and other data services are anticipated to
coordinate emergency response efforts. The wireless digital service
carrier could provide Advanced Mobile Phone Service (AMPS), N-AMPS, the
TIA's IS-54 Time Division Multiple Access (TDMA) standard, enhanced TDMA,
Frequency Division Multiple Access (FDMA), or the Code Division Multiple
Access (CDMA) technologies. Without industry-wide interoperability
standards, the task of the NS/EP planner and emergency responder will be
complicated and costly due to the need to support all possible special
devices necessary to accommodate the existing service. If mobile
satellite service is required for a remote affected area, a completely
different set of equipment will be required to support data services. The
net result could be significant delays in providing a full range of
communications services, perhaps limiting services to voice only, thereby
impairing emergency response efforts.

1.3 Background

Early in 1991 the Office of the Manager, National Communications
System (OMNCS), became concerned about the possible adverse effects of
certain developments in the rapidly growing and evolving wireless digital
telecommunications industry regarding its ability to handle facsimile,
data communications, and STUs. This concern is only part of a larger
concern about the digital conversion problem that exists when low-bit-rate
voice compression is used in the PSNs. Working in conjunction with




certain National Communications System (NCS) member organizations, the
OMNCS presented the issue to the Industry Executive Subcommittee (IES) of
the NSTAC. The OMNCS requested that the IES establish a Task Force to
(1) scope the issue regarding wireless services and (2) advise the
Government how to minimize any adverse impact of emerging digital mobile
communications standards and technologies on mobile NS/EP users.

At its meeting on March 15, 1991, the IES accepted the Government'’s
request and established a Task Force to address wireless/low-bit-rate
digital services and to review relevant issues. The IES instructed the
Task Force, in part, as follows:

Scope the issues regarding wireless services so that Industry and
Government can best ensure maximum uniformity, transparency, and
interconnectivity of emerging digital mobile and personal communica-
tions services for NS/EP communications (STU III, facsimile, data)
requirements.

Present report to NSTAC XIII.

The Task Force was also instructed to consider specific standards and
technical issues, which are presented in Appendix B.

1.4 Scope of Task Force

At its initial meeting on April 10, 1991, the Task Force defined the
scope of its review to include all types of systems or "solution-
approaches" that (1) involve wireless digital segments and (2) appear
likely to be incorporated in, or interface with, the PSN within the time
frame 1991-2010. The Task Force decided that the scope of its activities
should include a review of the ability of these systems or solution
approaches to accommodate existing communications devices such as STU III
telephones, Group 3 facsimiles, and related services, as well as
developmental devices such as the STU IIID digital telephone. The Task
Force also considered the interrelationships among the Government NS/EP
community, the telecommunications industry, and the domestic and inter-
national standards communities to fall within the scope of its review.

1.5 Objective of Task Force

The objective of the Task Force was to examine the existing and
emerging wireless digital systems to determine the status of each such
system, to determine whether commonality and transparency exists among
these systems or is technically possible, and to recommend management
approaches that would encourage maximum commonality, transparency, and
interoperability of these new wireless low-bit-rate digital systems to
support NS/EP data communications requirements. The Task Force objective
was designed to satisfy the OMNCS concerns regarding minimizing any




adverse impact of emerging digital mobile communications standards and
technologies on mobile NS/EP users.

1.6 Task Force Approach and Methodology

The Task Force approached its task of scoping the wireless services
issue by (1) identifying the Government'’'s concerns regarding wireless
digital systems, (2) learning about individual company plans for emerging
systems, and (3) inviting individual company comments on how the
Government's concerns could be addressed within the context of the
emerging wireless digital systems they planned to implement within the
1991-2010 time frame.

Government organizations, companies, and other organizations were
invited to brief the Task Force. The topics of their briefings are listed
in Appendix C. Most of the industry briefings described particular
systems or solution approaches. Summary descriptions of several of these
systems are given in section 2.0 to indicate the diversity among the
emerging wireless digital systems.

The Task Force was also made aware of significant, relevant standards
activity. A list of some of the most significant standards bodies
addressing wireless digital issues is given in Appendix D.

The Task Force carried out its work by meeting as a full body seven
times over a five month period. Appendix E lists the dates and locations
of its meetings. The Task Force developed its results based on the
briefings received, staff research, the expertise of its members, and
through meeting discussions. The Government provided the secretariat
staff function through the Office of the Manager, NCS. Appendix F lists
the Task Force members and key secretariat staff personnel.

The Task Force addressed all of the standards and technical issues
requested by the IES.




2.0 REVIEW OF WIRELESS DIGITAL SYSTEMS

The following categories of wireless services were reviewed by the
Task Force: Cellular Telephone, Mobile Satellite, and Air-to Ground
Telephone. The category of personal communications wireless services was
not considered at length as this service is still in the conceptual phase
of development. The specific digital mobile systems reviewed by the Task
Force are listed in Appendix G. The diversity of the technological and
commercial initiatives in the wireless communications arena makes the use
of wireless data services a challenge for NS/EP planners and users. Not
only are there several categories of services in place or envisioned,
there are multiple vendors and independent proprietary approaches in each
category. Furthermore, there is little communication across the cate-
gories of service that might support a common approach or standard. Each
category of wireless service is discussed in the following paragraphs.

Based on the information presented to the Task Force, the cellular
telephone services segment of the mobile telecommunications industry is
further advanced than the mobile satellite and air-to-ground segments, and
appears to be reaching a consensus on common standards, namely the TR 45
standards. Also, the industry segments representing mobile satellite
systems and air-to-ground telephone systems are not as far along on
supporting digital data services; digital voice remains their priority
concern.

2.1 Cellular Telephone

The evolution of North American cellular telephone services has been
coordinated by the Cellular Telephone Industry Association (CTIA) and the
Telecommunications Industry Association (TIA). The current AMPS has been
in use since 1982 and is based on analog FDMA technology. The next
generation standards, TIA-IS54/IS7X, are a two-stage evolution toward
higher capacity digital systems. The first stage is a dual mode system
which will support both analog and digital services. This will be
introduced into service in 1992 in some locations. The second stage will
be a dual mode system whose digital side will use the same TDMA format as
the first stage while increasing capacity to six or more times that of
today’'s analog system. This system will likely be introduced in the 1995
time frame. The dual mode system will continue to be supported indefi-
nitely. The TIA standards forum is the only open forum in the mobile
realm in North America where standards for data for digital cellular
systems are being considered. Standards for data operation with personal
computers, Group 3 facsimile, and STU-IIIs are under consideration with
participation by the Government.

Other technical approaches to North American cellular have been
proposed. One vendor has proposed an enhanced version of an analog
cellular system called N-AMPS to serve as an interim enhancement in



capacity. Another vendor has developed an enhanced version of standard
IS-54 called Extended Time Division Multiple Access (ETDMA) which is
similar to IS-54 in most features except that it uses speech interpolation
and half-rate coding to enhance capacity. Yet another vendor has
developed a spread spectrum-based approach to cellular using CDMA. The
focus of these technologies is on increased capacity of voice services as
this serves customer demand and therefore maintains the economic viability
of capacity-limited carriers. Most of these approaches are proprietary,
and little effort has been directed at planning data services, although
most vendors promise this capability in some future generation of
equipment.

2.2 Mobile Satellite Systems

Mobile satellite systems using analog frequency modulation (FM) have
been in service for 15 years. These systems currently support in a
transparent manner STU III, facsimile, and computer applications. Mobile
satellite systems are used for NS/EP telecommunications.

Mobile satellite systems with digital voice compression and digital
modulation are expected to be deployed soon to support mobile users. In
contrast to cellular systems, mobile satellite systems serve a smaller,
more select group of customers, depend on very different technology, and
are developed by industry segments that have little interaction with the
other segments of the mobile industry. In spite of these differences,
digital mobile satellite systems will share many common technologies and
properties with digital cellular systems. Most significant of these is
the use of digital voice compression with digital modulation and the
associated complications of providing transparent data services.

There is one mobile satellite system in operation and two other
systems under development. One of the systems being developed is owned and
operated by a consortium and will provide both voice and data capabilities
using FDMA. Although this system intends to serve a significant portion
of the Government market, there is little effort to provide Group 3
facsimile and STU III support as part of its early capabilities. Thus,
mobile satellite is not as far along as digital cellular in considering
support to Group 3 facsimile and STU III.

Additional companies have recently filed proposals with the Federal
Communications Commission (FCC) to establish a worldwide telecommunica-
tions network based on fleets of low orbiting satellites. The systems
being proposed will use different access schemes and include the use of
CDMA spread spectrum as well as other access technologies, and operate in
the L-band and S-band frequency spectrum.



With regard to the systems being developed for use in the mobile
satellite services, the general consensus is that the systems will
probably support computer modems and in some instances facsimile and
STU IIIs. However, the vendors tended to be non-committal and could not
make definite promises that their systems would support Government data
service needs.

2.3 Air-to-Ground Telephone Service

Air-to-ground telephone service using analog FM techniques has
supported military aircraft for many years. Worldwide voice and data
service has recently become available for some private and commercial
aircraft companies. One system, implemented in 1990, provides low speed
data (300 bps) for flight crew purposes. Beginning in 1991, this system
will provide higher speed data services to both the crew and passengers.
Capabilities of the system will include analog-based voice, messaging,
facsimile, and personal computers.

Two other air-to-ground systems are being developed and are near
implementation. These systems will offer public telephone service as well
as a variety of data services. One of the systems has begun basic air-to-
ground voice service. Expanded voice and data service (2400 bps carried
over voice link) is planned for 1993. Basic operation of the system will
be to and from an aircraft through a ground station and the PSN. The
system will be fully digital with an interoperable single carrier per
channel (SCPC) access scheme. Both systems are expected eventually to
support facsimile and personal computers. Compatibility with STU IIIs is
unknown at this time. Thus, air-to-ground services are not as far along
as digital cellular services with respect to their consideration of
support to Group 3 facsimile and STU III.

Vendors competing to develop next generation digitally-based systems
have stated their systems will use an FDMA scheme. Such systems will have
properties similar to digital cellular systems in that they will employ
digital voice compression and will require special treatment for data.

The systems under development are proprietary to the individual
developers.

As with the digital cellular and mobile satellite industries, the
activities in the air-to-ground communications arena demonstrate the
fragmentation of the mobile market. The air-to-ground industry segment
has little interaction with other industry standards bodies. The air-to-
ground systems are being developed under separate efforts and each vendor
will have a unique non-standard access scheme for supporting personal
computers, G3 facsimile, and possibly STU IIIs.




2.4 Personal Communications Networks (PCNs)

Personal Communications Networks (also called Universal Personal
Communications) represent the largest potential form of mobile or portable
communications. It is also the least mature of the mobile systems on the
horizon. Personal communications will combine communications from hand-
held terminals with Intelligent Network technology to provide customized
and reconfigurable access to the public network. The market potential
claimed by some to be 60 million by the year 2000, has many organizations
and companies involved in the technology and in standards setting. For
this reason, the Task Force did not review activities in this area.
Because personal communication networks are still early in their
development cycle, they offer the best opportunity for Government
influence.

2.5 Specific Standards and Technical Issues

Sections 2.1 through 2.4 above have presented information that was
provided to the Task Force relative to the cellular, mobile satellite,
air-to-ground phone, and personal communications networks. In considering
these emerging systems, the Task Force found that the set of standards and
technical issues the IES charged it to address cut across these systems.
Each of these standards and technical issues are addressed below.

Mechanisms for Accommodating PSN Generated Control Signals: This category
addresses the need for the mobile network to accommodate initiation of
data service from either a mobile control signal or potentially a PSN
generated (modem) control tone. Control tones at 2100 Hz, 1800 Hz, and
1100 Hz are commonly used with Group 3 facsimile and STU IIIs to signal a
request for initiation of service. In general there was no commonality
among the mobile industry approaches to this concern. One vendor, for
example, is considering dialed number access to a dedicated mobile/PSN
interface; another vendor proposes detection and conversion of these tones
at both mobile and PSN interfaces. The TR-45 standards committee has no
procedure to date to address this concern.

Uniform Control/Options at the Mobile Terminal and the PSN Interface:
This category addresses the need for uniformity of services and selection
of such services. The survey done of industry showed that there was
little uniformity in this category as well. While most vendors intended
to provide Group 3 facsimile service, for example, selection of this
service differed from one network to the next. Some services were
constructed at the application layer, others, such as the European GSM,
were created at the transport layer from primitives.

Standard Access Points: This category addresses a need across the mobile

industry to identify standard interfaces for the mobile terminal data
devices, for the PSN modem handlers, and for analog interfaces. A survey
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of industry representatives that briefed the Task Force showed that there
was little commonality in the approaches for standard access points.
Furthermore the approaches taken most often had these interfaces buried
with their designs without any definition of the various interfaces.

ISDN Interface: This category represents the need for the definition and
standardization of the interface to Integrated Services Digital Network
(ISDN) for next generation all-digital network applications. This area is
recognized by most of the mobile industries represented at Task Force
briefings as an important issue, but the issue was viewed as too far into
the future for consideration in an industry with so many near term
challenges.

Digital Network Timing and Synchronization: This category represents the
requirement associated with data service to accommodate means to operate
within an environment with multiple independent timing sources. This
feature is important for any encrypted data, as timing is necessary for
decryption. This is an especially challenging problem with cellular
networks where connections are dynamically handed off from one cell to
another during transmission. In general, only the simpler asynchronous
data connections are currently in design by the vendors. Only a limited
effort is being expended to address these problems for synchronous data
services.

The Government presented a paper to the Task Force that included a
number of recommendations in each of the above categories. The Government
has also presented these recommendations to a number of industry forums.
The Task Force believes that much work remains to be done by both
Government and industry in these areas.
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3.0

rate

FINDINGS

Based on its review of the various emerging wireless digital/low-bit-
systems, the Task Force made the following findings:

Mobile communications is the fastest growing segment of the
communications industry with many new and different services.

Use of low-bit-rate compressed voice on these networks will
prohibit use of conventional modems for data services.

Data services (PCs, facsimile, STU-III, etc.) used in NS/EP
telecommunications will be affected by these changes.

Because the demand for Government NS/EP STU III and mobile data
services represents only a small fraction of the total market for
mobile services, NS/EP requirements--even when known--are
generally not considered when new wireless digital technologies
are being developed. If the Government NS/EP community is to
influence technology development, it must act within a narrow time
window to avoid incompatibilities.

There are currently about 2,000 analog mobile STU III users, and
trends indicate that in the near-future there will be 6,000 to
8,000 users. However, the potential customer base for total
mobile wireless data users is much larger.

Presently, the different segments within the wireless communica-
tions industry have varying levels of standards development to
support mobile data services. In addition, these segments have
little or no standards development activity to support mobile data
services across the total wireless industry.

The wireless segment of the industry is evolving rapidly. The
conversion to digital will be a phased process. Some networks
will first evolve from analog to a hybrid, and then to an all-
digital network. Others will be developed as all-digital networks
from the start.

All existing domestic cellular networks voluntarily adhere to
TR 45 standards. However, cellular networks proposed for imple-
mentation during this decade may not adhere to TR45 standards.

The design of the current STU III is based on unique analog
protocols and has no digital output interfaces. These protocols
are not readily accommodated by some of the emerging wireless
digital networks.

13




The Government is working closely with the standards community to
promote the development of standards for wireless digital systems
that support the use of STU III and other secure voice and data
devices/services.

The NS/EP user community may not be fully aware that wireless
communications are not secure and are subject to interception.
The issue of vulnerability of mobile communications to inter-
ception needs to be given higher visibility within the Government
and the broader NS/EP community.

14




4.0 CONCLUSIONS

Given the findings above, the Task Force drew the following
conclusions based on the expertise and judgement of its members:

® NS/EP requirements for wireless digital communications have not
been clearly defined to the standards community or to industry.
There is no Government focal point for defining, assembling, and
communicating such requirements. A strategic issue is to
emphasize these Government NS/EP needs to ensure that they will be
dealt with in Government and industry.

® The design of the STU III, which uses unique analog protocols and
has no digital output interfaces, is one reason for the
Government'’s compatibility concerns.

® Those portions of today’s PSN involving wireless analog
links--cellular telephones, air-to-ground service, and mobile
satellite services--support today's STU IIIs, facsimile equipment,
and modems. Some second generation systems will continue to
support these devices through the use of dual mode technology or a
mix of analog and digital services. Third generation systems will
be all-digital from the start. As the wireless portions of the
network are converted from analog to digital technology, the
emerging wireless digital network may not support analog devices.

® Due to the lack of managerial or economic impetus, there may be
compatibility problems between the multitude of these existing
analog devices and the emerging wireless digital networks.
However, there are managerial approaches and economic inducements
that Government could use to mitigate these incompatibility
problems; examples may be:

(1) Supply-stimulus approaches, such as directed R&D funding,
grants, tax incentives, subsidies, or guaranteed minimum
purchases intended to stimulate the supply of systems that
meet NS/EP requirements.

(2) Demand-restriction approaches, such as requiring all Federal
Government users of wireless services or equipment to acquire
only those services or equipment that incorporate compatible
digital data and voice technological solutions, thereby
increasing the market for these types of services/equipment.

(3) Legislative and regulatory-oriented approaches, such as

having the FCC impose an interoperability requirement on the
industry.

15




5.0 RECOMMENDATIONS

Based on the conclusions above, the Task Force makes the following
recommendations:

® For NS/EP purposes, the Government should establish a focal point
within the Government to address and monitor wireless digital
interface issues. The focal point should be supported by the
National Security Agency (NSA) and the National Institute of
Standards and Technology (NIST) for encryption expertise. The
functions of this focal point should include:

- Assisting industry with funding, where appropriate, to develop
new or modify existing specifications to provide for common
interfaces and interworking functions for mobile data
communication services (e.g., facsimile, data modems, and STU
ITII) connecting to the Public Switched Network.

- Continuing to actively participate in the standards development
bodies to promote the incorporation of NS/EP requirements into
industry standards in the national/international arenas.
Approaching industry segments to request the organization of
appropriate standards bodies that do not yet exist.

- Developing, where appropriate, data interface devices,
protocols, and interworking functions (as well as new products
such as a STU IIID) in accordance with evolving standards and
making these "products" available to industry.

- Initiating the establishment of a wireless/low-bit-rate digital
communications users group that includes vendors (e.g.,
manufacturers, operators) and users (both Government and
private-sector) to enhance information exchange among partici-
pants and to exert greater NS/EP influence on the standards
setting process.

® In carrying out these functions, the first steps of the Government
focal point should be to:

- Develop in coordination with industry standards bodies, a
standard interface for the Government user, encompassing both
the physical layer and the control signals

- Influence the air-to-ground, mobile satellite, and personal

communication network (PCN) standards development groups to
coordinate with the digital cellular standards community
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- Organize forums with established standards groups, to include
customer premise equipment providers, to address these issues

The Government should consider a two-phased approach to making STU
devices compatible with the emerging wireless/low-bit-rate digital
environment: (1) design a compatible digital interface applique’
for the current STU III (e.g., the STU IIID); and (2) design a new
generation of STUs to operate in the all-digital environment of
the future.

The Government should formulate policies at a high level (such as
a National Security Directive) to ensure NS/EP needs are taken
into account in all acquisition activities, including Government-
funded R&D, procurement and leasing of wireless digital services.
Options include:

- Issue directives to the NS/EP user community requiring that
they subscribe only to those wireless/low-bit-rate digital
communications systems that accommodate STU IIIs, facsimile,
PCs and other data terminals.

- Consider issuing a "Notice of Inquiry" or a "Request for
Information" concerning industry R&D or production plans for
current-data-service-compatible (STU IIIs, PCs, facsimiles,
modems, etc.) wireless/low-bit-rate digital communication
systems.

- Require standardized digital data interfaces in all of its
mobile telecommunications acquisition specifications to ensure
that Government wireless digital communications can be both
secure and affordable; Government should not limit those
specifications to NS/EP-specific acquisitions only.

NSTAC member companies should wherever feasible, for purposes of
National Security and Emergency Preparedness, promote the adoption
of common interfaces and interworking function standards across
all types of wireless digital communication services, in their
roles as participants in national and international standards
setting. forums.

The Government should disseminate this report to appropriate
standards forums within 60 days of approval by NSTAC XIII.
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APPENDIX A

OMNCS ISSUE STATEMENT AND PROPOSED APPROACH

ISSUE: How can industry and Government best ensure maximum uniformity and
transparency of emerging digital mobile communications services for NS/EP
data (STU-III, facsimile, digital) requirements?

BACKGROUND: Using multiple carriers and technology, today’s Public
Switched Network (PSN) provides the uniformity and transparency essential
for several communications methods which support NS/EP users. Mobile
services have become a major extension of the PSN.

RF spectrum limitations, combined with growing cellular mobile services
requirements have influenced service providers to propose new standards
and techniques to increase system capacity and capability. Most of these
proposed standards are digital, and involve increased spectrum and band-
width efficiency involving data and voice compression. These efficiencies
could affect NS/EP data communications, e.g., STU-III, facsimile, etc.

Several forums within industry and the communications standards community
are currently considering competing digital mobile standards, but to date
no single standard has prevailed. It is possible that several different
technologies could be fielded.

To continue efficient cost-effective support to mobile NS/EP users, the
Government desires to minimize modifications to its systems and equipment
which provide mobile NS/EP users with digital/secure communications
services. It needs to ensure communications continuity as mobile services
convert from analog to digital systems.

PROPOSED APPROACH: The Government requests that the NSTAC establish an
IES Task Force or special subcommittee to advise the Government how to
minimize the impact of emerging digital mobile communications standards
and technologies on mobile NS/EP users. Because of the on-going standards
activities, the advice should be offered by NSTAC XIII.
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APPENDIX B
IES INSTRUCTION TO THE TASK FORCE
Scope the issues regarding wireless services so that industry and
Government can best ensure maximum uniformity, transparency, and inter-
connectivity of emerging digital mobile and personal communications

services for NS/EP communications (STU III, facsimile, data) requirements.

Task Force should consider the following specific standards and technical
issues:

® Mechanism for accommodating PSN-generated control signals

® Uniform control/options at the mobile terminal and the PSN
interface ’

® Standard access points
- Mobile data interface
- Modem/data handler
- Analog interface

® ISDN interface

- Rate adaption
- Control

® Digital network timing and synchronization

The Task Force believes it has addressed all of the above standards
and technical issues in the body of this report.
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APPENDIX C

BRIEFINGS/PRESENTATIONS TO THE TASK FORCE

Subject

Presented by

Government Concerns

STU III Evolution

STU III Operations on Wireless
Networks

Mapping STU III onto Wireless
Networks

NSA Perspective/Future Directions

Vulnerability and Threats in Cellular
Systems

Standards

Standards Concerns for Wireless

Digital Communications

--Facsimile and Modems

--Wireless Digital Channels

--Wireline Digital Channels
(CCITT/ISDN)

Informal Comments on the Work of TIA
Committee TR 45.3

Digital Cellular Systems

Hughes Network Systems’ Advanced
Cellular System; Extended TDMA
Concept

Mr. John Nagengast
Chief of Strategic Systems
National Security Agency

Dr. Richard Dean
National Security Agency

Dr. Richard Dean
National Security Agency

Dr. Richard Dean
National Security Agency

Mr. Gary Bright
Mr. Dale Nunley
National Security Agency

Dr. Dennis Bodson

Assistant Manager for
Technology and Standards,
National Communications Systems

Mr. Gil LaVean
IMM

Mr. James Mullen
Hughes Network Systems, Inc.
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APPENDIX C (Concluded)

Subject

Presented by

Digital Cellular Svstems (Conc'd)

Ericsson-GE Systems
Async Data Overview
CDMA Digital Cellular and PCN

Technology Development Status

GSM: Pan-European Digital
Cellular System

Digital Mobile Satellite Systems

Transmission of Group 3 Facsimile
Over INMARSAT's Digital Mobile
Satellite Circuits

Iridium

AMSC Satellite System
Air-to-Ground

Air-to-Ground Technology
(Clairtel’s System)

In-Flight Telephone System (Note:
This system involves satellite as
well as direct air-ground radio
links)

GTE Airfone Air-to-Ground
Telecommunications System

GTE Airfone Second Generation
System

Mr. Barry Kratz
Ericsson-GE Mobile Communications

Dr. John Diachina
Ericsson-GE Mobile Communications

Dr. Mark Epstein
Qualcomm, Inc.

Mr. Gene Bruckert
Motorola, Inc.

Dr. Spiros Dimolitsas
COMSAT Laboratories

Dr. Peter A. Swan
Motorola, Inc.
Mr. Michael Ward

American Mobile Satellite Corp.

Mr. John Kenyon
Clairtel Communications

Mr. Chuck Boensch
Goeken Group

Mr. James B. Costello
GTE Airfone, Inc.

Mr. Roger Merel
GTE Airfone, Inc.
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APPENDIX D

RELEVANT INDUSTRY STANDARDS ORGANIZATIONS

Significant Industry standards organizations addressing wireless/low-
bit-rate digital standards issues are listed below.

TIA TR45 "Mobile Cellular Radio" Committee

ECSA T1P1l, "Systems Engineering, Standards Planning, and Program
Management" (Universal Personal Telecommunications) Committee

IEEE Committee Regarding 802.10, "Standard for Interoperable LAN
Security"

The International Telegraph and Telephone Consultative Committee
(CCITT)

International Radio Communications Consultative Committee (CCIR)

European Telecommunications Standards Institute (ETSI)
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APPENDIX G

DIGITAL MOBILE SYSTEMS REVIEWED

SYSTEM TYPE SERVICE ACCESS
A CELLULAR TDMA
B CELLULAR ETDMA
C CELLULAR CDMA
D GEO SATELLITE FDMA
E LEO SATELLITE FDMA
B GEO SATELLITE FDMA
G AIR/GROUND FDMA
H PCN TBD

10C
1992
1992
1992
1994
1996

1991
1992

1991

TBD

STATUS
TRIALS
DEVEL
TRIALS
DEVEL
CONCEPT

- OPERATION-
DEVEL

DEVEL

CONCEPT
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STANDARD
TR45S
TR45-LIKE
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TBD
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INMARSAT
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FAX STU-TII
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EXECUTIVE SUMMARY

The Network Security Task Force reports its accomplishments to date and
describes plans to complete its assignment as scheduled for NSTAC XIV.
The task force continues to work closely with Government entities
responding to direction from the Policy Coordinating Committee on
National Security Telecommunications and Information Systems.

Primary efforts have focused on identifying a mechanism for security
information exchange concerning risks and remedies and recommmending
steps to improve flow of Government information to industry about threat
to the public switched network (PSN). The task force has established
three activities: (1) a Network Security Information Exchange (NSIE)
activity consisting of industry network security subject matter experts;
(2) an Alert, Warning and Recovery activity providing "real time"
notification to industry and Government about significant events
regarding network security; and (3) an IES subcommittee to evaluate the
above two activities and to contribute to task force conclusions and
recommendations to NSTAC XIV. The industry NSIE is being established on
a trial basis. The aim of the NSIE is to foster informal, collegial
exchange of information -- some of it proprietary and sensitive --
concerning intrusions into software of the PSN that might (1) deny
telecommunications service to national security and emergency
preparedness (NS/EP) users, or (2) extract NS/EP-significant
information. The Government has established a Federal NSIE to work in
concert with the industry group. Although separate organizations, both
groups will meet together regularly to exchange information on
vulnerabilities, risks and trends. In event-driven situations, they will
assist the alert/warning/ recovery activities to mitigate the effects of
network security events on the PSN. Charters and membership lists for
the two NSIEs are included in report appendices. The existing joint
industry-Government National Coordinating Center (NCC) is supporting the
Alert, Warning and Recovery activity, assisted by technical advice from
NSIE members. Task force evaluation of the two activities will be
undertaken after some experience on which to base recommendations to
NSTAC XIV.

In a separate effort, the task force is in the process of addressing
charges to recommend to Government R&D needed for commercially applicable
tools and to comment on standards activities. Task force subgroup
members have preliminarily identified six areas that need R&D and perhaps
new standards to improve NS/EP telecommunications network security in the
current PSN and in which the Government may have contributions to offer.
A dialogue with Government has begun to determine what Federal
Agencies/Departments have accomplished in the identified "need" areas and
which Government developments might be commercially applied or adapted.
In addition the task force is addressing the Generally Accepted System
Security Principles (GSSP) concept recently proposed in a National
Research Council report.
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SECTION 1 - INTRODUCTION

Since the National Security Telecommunications Advisory Committee (NSTAC)
was established, several NSTAC task forces have addressed security of US
telecommunications. 1In early 1990, Government requested that NSTAC address
potential disruption of national security and emergency preparedness
(NS/EP) telecommunications through manipulation of software in the public
switched network (PSN). An NSTAC task force evaluated the vulnerability of
the current PSN to intrusions that might (1) deny telecommunications
service to NS/EP users, or (2) extract NS/EP-significant information.

The task force concluded recent intrusions into the PSN confirm "hackers"
have significant capabilities to penetrate key switching and signalling
system elements. Individual companies are aware and are taking action; the
task force provided service suppliers with a checklist of steps that, when
followed, would substantially enhance the security of their own networks.
The task force reported that "until there is confidence that strong,
comprehensive security programs are in place, the telecommunications
industry should assume that a motivated and resourceful adversary, in one
concerted manipulation of network software, could degrade at least portions
of the PSN and monitor or disrupt the telecommunications serving NS/EP
users."*

The NSTAC in December 1990 approved the task force report and directed a
follow-on Network Security task force (see Membership in Appendix A) to
complete the following for consideration by NSTAC XIV in mid-1992:

1) Identify a mechanism and provide an implementation plan for security
information exchange concerning risks and remedies

2) Recommend steps to Government agencies that will improve the flow of
Government information about threat to industry

3) Recommend to the Government research and development (R&D) needed for
commercially applicable security tools, and

4) Evaluate existing industry-wide standards activities for network
security and make recommendations.

The NSTAC charged the task force to work closely with, and in support of,
the Government Network Security Subgroup (GNSS). The GNSS was established
in 1990 by the Office of the Manager, National Communications System
(OMNCS), responsive to direction from the Policy Coordinating Committee on
National Security Telecommunications and Information Systems (PCC-NSTIS)**,
The GNSS is chaired by the Deputy Manager of the NCS and has representa-
tives from Federal departments, agencies, and other entities that have

* Report of the Network Security Task Force, November 1990, National
Communications System, Arlington, VA, Executive Summary, page i.

** Memo, Chairman of the PCC-NSTIS to the Manager, NCS; April 23, 1990
1



particular responsibilities relevant to network security: the OMNCS; the
Central Intelligence Agency (CIA); the Defense Intelligence Agency (DIA);
the Federal Bureau of Investigation (FBI); the Federal Communications
Commission (FCC); the General Services Administration (GSA); the National
Institute of Standards and Technology (NIST); the National Security Agency
(NSA); the National Security Council (NSC); the Office of Science and
Technology Policy (OSTP); the Office of the Assistant Secretary of
Defense, Command, Control, Ccmmunications and Intelligence (0SD-C3I); and
the United States Secret Service (USSS).

The purpose of this document is to report to NSTAC XIII the activities and
accomplishments to date of the task force and describe task force plans to
complete its assignment as scheduled for NSTAC XIV.




SECTION 2 - STATUS OF THE EFFORT

2.1 ESTABLISHMENT OF AN OPERATIONAL TRIAL OF SECURITY INFORMATION
EXCHANGE

2.1.1 Task Force Approach

In addressing the first two tasks assigned by NSTAC -- that is, defining a
mechanism for security information exchange and improving flow of
information about threat -- the task force established three activities:

0 A Network Security Information Exchange activity (NSIE) consisting of
network security subject matter experts from operations and security
divisions of service providers and vendors in industry.

0 An Alert, Warning and Recovery activity providing "real time"
notification to industry and Government about significant events
regarding network security.

0 An IES subcommittee, chaired by the Task Force Chairman, to evaluate
the above two activities and to contribute to task force conclusions
and recommendations to NSTAC XIV.

Prior to establishing these activities, the task force deliberated the
functions to be performed, information to be exchanged, and constraints
that must be dealt with. In February a subgroup was authorized to explore
options for implementing an information exchange. Advised by the subgroup
and OMNCS Tegal counsel, the task force, in coordination with the GNSS,
chose to create an NSIE rapidly, on a trial basis, by establishing two
separate NSIE organizations -- one of representatives from NSTAC member
companies, the other of representatives from the GNSS. Although separate
organizations, both groups will meet together regularly to exchange
information on vulnerabilities, risks, and trends. In event-driven
situations, they will assist the alert/warning/recovery activities to
mitigate the effects of network security events on the PSN.

The industry NSIE is being established on a trial basis. The charter of
the NSTAC, as an advisory body to the President, precludes establishment
under the NSTAC of a permanent, standing operational entity. Experience
with the trial NSIE should provide insight into an appropriate longterm

solution.

The OMNCS and the GNSS, working closely with the task force, established a
Federal Government NSIE to work in concert with the NSTAC NSIE. The
resulting Government-industry liaison in joint NSIE activities is expected
to improve the flow of threat information to industry, and keep Government
in touch with efforts ongoing in industry to address network security.

Details of NSIE implementation were developed in concert with GNSS and
OMNCS personnel, and unified crafting of complementary charters for
Government and NSTAC NSIEs was completed within a few months.



A letter to IES members on 17 May announced the formation of the
"initial/temporary" NSTAC NSIE as a means to respond to NSTAC tasking,
and asked for responses by interested parties by 10 June. In coordin-
ation with the task force, the Funding and Regulatory Working Group
developed nondisclosure agreements to protect proprietary information of
NSTAC member companies who participate. The NSTAC NSIE was established
under the aegis of the task force. In parallel, the Government NSIE was
established under the aegis of the GNSS. An initial NSTAC NSIE meeting,
held jointly with the Government NSIE, was held on June 25-6, 1991. A
second meeting was held on September 11-12.

2.1.2 The Network Security Information Exchange.

In the NSTAC NSIE, eight NSTAC companies are providing one or two
subject-matter experts in network operations and computer security. The
aim is to foster informal, collegial exchange of information -- some of
it proprietary and sensitive -- on threats, incidents, vulnerabilities,
remedies and risks concerning software manipulation of the PSN. The NSIE
will also periodically assess security of the PSN including trends,
successes, and evolving threats. These activities will be carried out in
periodic NSIE meetings, usually held jointly with the Government NSIE.

In another mode of operation, if a significant attack should take place
on the PSN, or if such an attack appears imminent, the NSIE experts will
convene to foster a concerted response by affected companies. Procedures
for convening the group in real time are being developed.

For further detail about NSIE purpose and objectives, functions,
membership and operating principles, see the Charter of the NSTAC NSIE,
reproduced in Appendix B; the list of NSTAC NSIE Members in Appendix C;
the Federal Government NSIE Charter, developed in concert with the NSTAC
NSIE Charter, in Appendix D; and the Government Members in Appendix E.

2.1.3 Alert, Warning and Recovery.

The task force and GNSS agreed that the existing joint industry-
Government National Coordinating Center (NCC) should support the real
time function of protecting against significant attacks on network
software. The NCC’s mission is to assist in the initiation,
coordination, restoration and reconstitution of NS/EP telecommunications
services or facilities. It operates under the Manager, NCS, to provide
for the rapid exchange of information and expedite NS/EP
telecommunications responses. The NCC has assumed its role in the joint
NSTAC/NCS approach to real time situations. Operating procedures have
been defined for linking the NCC and NSIEs on occasions where network
security-related notifications are involved.




2.2 PROGRESS ON R&D AND STANDARDS CHARGES

2.2.1 Task Force Approach

The task force sees the 3rd and 4th areas of their charge -- that is,
recommending to Government R&D needed for commercially applicable tools
and evaluating standards activities -- as so interrelated that they are
best addressed together. Accordingly, the task force has determined it
will pursue the following methodology:

0 Identify what network security areas need further R&D
0 Determine what is already being addressed by Government, and

0 Make recommendations on government R&D and on public network
standards.

2.2.2 Identifying Areas of Need

Task force subgroup members have preliminarily identified areas that need
R&D and perhaps new standards to improve NS/EP telecommunications network
security in the current public switched network and in which the
Government may have contributions to offer. A letter soliciting
Government response was mailed on 18 June 1991 and a meeting with
interested parties was held on 11 July 1991. A dialogue with Government
has begun to determine what Federal Agencies/Departments have
accomplished in the identified "need" areas and which Government
developments might be commercially applied or adapted. Six areas
initially proposed for discussion are:

1. Mechanisms for easy, portable control of access to a network element

2. A development to introduce an appropriate level of "suspicion" among
trusted elements of the PSN

3. Solutions for reliable recovery from damage to software and
databases: if you have a problem, how do you get well?

4. Means to adequately partition memory, or otherwise isolate network
element software from databases that are more broadly accessed

5. Means to analyze all events in a network and highlight questionable
situations, e.g. exception reports; and, at a broader level,

6. Tools to plan an architecture toward a long-term more secure network
In addition the task force is addressing a concept put forward in a
recent National Research Council report*, that of Generally Accepted
System Security Principles (GSSP).

» Computers at Risk, National Research Council, National Academy of

Sciences, 1991.




SECTION 3 - PLANS FOR FUTURE TASK FORCE ACTIVITIES

The task force expects to complete its full assignment, including
response in all four areas described on page 1, report its findings and
make recommendations for consideration of the Principals at NSTAC XIV in
the summer of 1992.

3.1. PLANS FOR NSIE AND OVERSIGHT ArTTVITIES

The task force believes that thc first 4 mecetings of the NSIE, expected
to be completed by January or February of 1992, will provide a basis for
deriving task force recommendations to the NSTAC’s Industry Executive
Subcommittee (IES) when they meet in late spring 1992. As the NSIE has
met only twice so far, the task force has not yet undertaken to assess
NSIE activities.

By the early months of 1992, the three IES members monitoring the NSIE
will begin to assist the task force to formulate conclusions and
recommendations about (1) whether an ongoing mechanism is needed for
exchange of security information; and (2) if needed, what this mechanism
should be.

The NSTAC NSIE will continue to operate until NSTAC XIV in the summer of
1992, when recommendations to the NSTAC Principals will be made and, if
appropriate, recommendations to the President will be proposed. If

requested to do so, the NSTAC NSIE may continue to operate for a limited

period beyond that time to provide a transition to a more permanent
arrangement.

3.2 PLANS FOR R&D AND STANDARDS ACTIVITIES

Based on the results from identifying areas where R&D is needed, the task
force will foster contact with Government organizations having relevant
information to offer. If perceived by Government and industry to have
value over the next half year, the final task force report will recommend
ways to continue productive interaction between Government and providers/
suppliers of public telecommunications beyond the lifetime of the task
force. At this writing, further actions in the area of standards are
under consideration.
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APPENDIX B - NSTAC NSIE CHARTER - MAY 1991

Section I. ESTABLISHMENT

The NSTAC Network Security Information Exchange, hereinafter referred to
as the NSIE, is established under the auspices of the Network Security
Task Force of the President’s National Security Telecommunications
Advisory Committee (NSTAC). The date of initial activity is June 1991.

Section II. PURPOSE AND OBJECTIVES

The purpose of the NSIE is to provide a working forum to identify issues

involving penetration or manipulation of software and databases affecting

national security and emergency preparedness (NS/EP) telecommunications.

In this NS/EP context, the NSIE will monitor network security in the

public switched network (PSN). Two modes of operation will be followed.

An immediate and event-driven mode will consist of reaction "in real

time". Another mode, longer-term and more reflective, will be implemented

by meeting on a periodic basis.

In reacting immediately in an event-driven manner, the NSIE objective is:
o To mitigate the effects of network security events on the PSN

In its longer-term mode of operation, the NSIE objectives are:

0 To discuss and develop recommendations for reducing
vulnerabilities

0 To assess network risks

0 To acquire threat and risk assessments from the
Government

o To inform the Government of relevant risks

o To provide expertise to the NSTAC on which network
security recommendations to the President can be based

Section III. FUNCTIONS
To meet its real time objectives, the NSIE shall:
0 Assess, when alert and warning indications warrant, the

potential for significant degradation of PSN services
and recommend measures to reduce network impact
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APPENDIX B - NSTAC NSIE CHARTER - MAY 1991 (Continued)

To meet its longer-term objectives, the NSIE shall:

o Identify lessons learned (1) about process/procedures and (2) about
technology/systems

o Exchange information and views on:

- Threats and incidents affecting the software
elements of the PSN

- Vulnerabilities of the PSN
- Remedies, and
- Consequent risks to NS/EP telecommunications
0 Recommend measures to reduce vulnerabilities of the PSN
o Periodically assess NS/EP risks, including trends,
international activities, and key uncertainties, and
inform senior NSTAC and Government managers
Section IV. MEMBERSHIP
Members of the NSIE shall be NSTAC Member organizations. NSTAC Member
organizations initially participating shall be chosen by the NSTAC’s
Network Security Task Force.
Each Member may appoint two individuals to participate in the NSIE, one
as Regular Representative and the second as Alternate Representative.
Representatives will be subject matter experts, e.g.:
0 Telecommunications organization employees who are engaged

full time in the prevention, detection, and/or investigation
of telecommunications network software penetration

0 Telecommunications organization employees who have security
and investigative responsibilities as a secondary or collateral
function.

Voting rights are accorded to each participating Member organization.
Section V. ORGANIZATION

The Members of the NSIE will elect a Chair and a Vice Chair. The
Manager, National Communications System will serve as secretariat.

The Network Security Task Force, working with the National Coordinating
Center (NCC), will develop initial operating procedures. These
procedures may be modified on the basis of operational experience.
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APPENDIX B - NSTAC NSIE CHARTER - MAY 1991 (Concluded)

Section VI. OPERATING PRINCIPLES
The operating principles of the NSIE are as follows.

In operating in real time, i.e. providing subject matter expertise in
event-driven situations, the NSIE will coordinate with the NCC as

AannwnAnwns ad A
U'J’Jl UP' 14UV .

0 NSIE points of contact for each company will be notified, by the
company’s NCC representative, of any pertinent information that has
been provided to the NCC from other sources.

o Alternatively, the NSIE, or its representatives, can be the source
of pertinent information that initiates NCC-related alert, warning
and response procedures.

The operating principles for the longer term, i.e. in assembling on a
periodic basis in a more reflective mode, will be as follows:

0 Due to the sensitive nature of the information that may be
discussed at NSIE meetings, attendance will be limited.

0 Recording devices of any kind will not be permitted at NSIE
meetings unless specifically authorized by the group.

0 A nondisclosure arrangement will be needed among representatives and
meeting attendees.

0 Summary meeting notes will be prepared, will be marked
proprietary as required by the content, and will be limited
in distribution.

o In performing its functions the NSIE shall:

- Invite the Government to participate as appropriate
in assessing the potential for significant degradation
of PSN services due to intrusion events

- Regularly meet jointly with the Federal Government NSIE
to exchange information on threats, vulnerabilities,
remedies, and risks

o For NSIE meetings that are joint with the Government NSIE, the
attendees and agendas will be jointly agreed to by the Chairs of the
two groups.

The NSIE will operate within the requirements of all applicable state or
Federal laws concerning the disclosure of information.
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APPENDIX D - FEDERAL GOVERNMENT NSIE CHARTER, 6/25/91
Section 1. ESTABLISHMENT

The Federal Government Network Security Information Exchange, hereinafter
referred to as the NSIE, is a subordinate activity of the Government
Network Security Subgroup. The Government Network Security Subgroup was
established under the auspices of the Manager, National Communications
System, in response to tasking from the National Security Council’s Policy
Coordinating Committee for Natinnal Security Telecommunications and
Information Systems. The date of initial activity of the NSIE is June
1991.

The Government NSIE is meant to complement the NSIE of the President’s
National Security Telecommunications Advisory Committee (NSTAC). If the
NSTAC NSIE is deactivated the need for continued operation of the
Government’s NSIE will be evaluated at that time.

Section II. PURPOSE AND OBJECTIVES

The purpose of the NSIE is to provide a working forum to identify issues
involving penetration or manipulation of software and databases affecting
national security and emergency preparedness (NS/EP) telecommunications.
In this NS/EP context, the NSIE will assess and make recommendations
concerning network security on the Public Switched Network (PSN). Two
modes of operation will be followed. An immediate and event-driven mode
will consist of reaction "in real time." Another mode, longer-term and
more reflective, will be implemented by meeting on a periodic basis.

In reacting immediately in an event-driven manner, the NSIE objective is:

o To mitigate the effects of network security events on NS/EP needs
served by the PSN.

In its longer-term mode of operation, the NSIE objectives are:

0 To assess network risks and develop approaches for reducing
vulnerabilities

o To provide threat, vulnerability and risk assessments based on
information from Government sources to the NSTAC NSIE

0 To acquire relevant risk information from the NSTAC NSIE

0 To assist the NSTAC NSIE by providing expertise to the NSTAC on
network security, and

o To provide advice to the Government Network Security Subgroup on
network issues.
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APPENDIX D - FEDERAL GOVERNMENT NSIE CHARTER, 6/25/91 (continued)
Section III. FUNCTIONS

To meet its real time objectives, the NSIE, separately or in coordination
with the NSTAC NSIE, will:

0 Assess, when alert and warning indications warrant, the potential for
significant degradation of PSN services to NS/EP needs and recommend
approaches to reduce network impact on NS/EP needs.

To meet its longer-term objectives, the NSIE will:

0 Identify lessons learned about (1) processes/procedures and (2)
technology/systems

0o Exchange information and views on:

Threats and incidents affecting the software elements of the PSN

Vulnerabilities of the PSN

Remedies, and
o Consequent risks to NS/EP telecommunications
0 Assess vulnerabilities of the PSN as they relate to NS/EP needs

0 Annually assess NS/EP risks, including trends, international
activities, and key uncertainties, and inform the Government Network
Security Subgroup, which will, as appropriate, make the assessment
available to the NSTAC in support of its chartered responsibilities
to advise the President on telecommunmications issues.

Section IV. MEMBERSHIP

Members of the NSIE shall be the Central Intelligence Agency (CIA); the
Defense Intelligence Agency (DIA); the Federal Bureau of Investigation
(FBI); the General Services Administration (GSA); the National Institute
of Standards and Technology (NIST); the National Security Agency (NSA);
the Office of the Manager, National Communications System (OMNCS); the
Office of the Secretary of Defense for Command, Control, Communications
and Intelligence (0SD-C3I); and the United States Secret Service (USSS).
The Federal Communications Commission (FCC) will designate a nonvoting
liaison representative to the NSIE to participate in meetings as
appropriate wherein the exchange of information between the FCC and NSIE

would be mutually beneficial.
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APPENDIX D - FEDERAL GOVERNMENT NSIE CHARTER, 6/25/91 (continued)

Each Member may appoint up to two individuals, preferably with each
representing a different functional group within the agency, to
participate in the NSIE. Representatives will be subject matter experts,
e.g.:

o Federal organization cipicyees who are engaged in the prevention,
detection, and/or investigation of computer penetration, especially
telecommunications neiwork sofiware penetration,

o Federal organization employees who have telecommunications network
security and investigative responsibilities as a secondary or
collateral function.

Voting rights are accorded to each participating Member organization.
Section V. ORGANIZATION

The Members of the NSIE will elect a Chair and a Vice Chair. The Manager,
National Communications System, will serve as secretariat.

The NSIE, working with the National Cooordinating Center (NCC), will
develop initial operating procedures. These procedures may be modified on
the basis of operational experience.

Section VI. OPERATING PRINCIPLES
The operating principles of the NSIE are as follows:
In operating in its real time mode, i.e., providing subject matter
expertise in event-driven situations, the NSIE will coordinate with the
NCC as appropriate:

o NSIE points of contact for each Government organization will be

notified by the NCC of any information judged pertinent that has been
provided to the NCC from any other sources.

o Alternatively, the NSIE or its representatives will provide to the
NCC any pertinent information that could initiate NCC-related alert,
warning and recovery procedures.

The operating principles for the longer term, i.e., in meeting on a
periodic basis in a more reflective mode, will be as follows:

0 Due to the sensitive nature of the information that may be discussed
at NSIE meetings, attendance will be Timited.
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APPENDIX D - FEDERAL GOVERNMENT NSIE CHARTER, 6/25/91 (concluded)

0

Recording devices of any kind will not be permitted at NSIE
meetings unless specifically authorized by the group.

In order to share and discuss industry proprietary and sensitive
information, some form of nondisclosure arrangement may be needed
among representatives and others attending the meetings.

Summary meeting notes will bc prepared, will be marked
proprietary/classified as required by the content, and will be
limited in distribution.

In performing its functions the NSIE will:

- Participate as appropriate with the NSTAC NSIE in assessing the
potential for significant degradation of PSN services due to
intrusion events, and

- Regularly meet jointly with the NSTAC NSIE to exchange
information on threats, vulnerabilities, remedies, and risks.

For NSIE meetings that are joint with the NSTAC NSIE, the
attendees and agendas will be jointly agreed to by the Chairs of
the two groups.

The NSIE will operate within the requirements of all applicable Federal
Taws concerning the disclosure of information.
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APPENDIX E - FEDERAL GOVERNMENT NSIE MEMBERSHIP
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