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E.O. 11489 Title 3--Chapter II

Executive Order 11489

AMENDING EXECUTIVE ORDER NO. 11248, PLACING CERTAIN POSI-
TIONS IN LEVELS IV AND V OF THE FEDERAL EXECUTIVE SALARY

SCHEDULE

By virtue of the authority vested in me by section 5317 of title 5 of
the United States Code, as amended, section 1 of Executive Order No.
112451 of October 10, 1965, as amended, placing certain positions in
level IV of the Federal Exeoutive Salary Schedule, is further amended
by deleting (1) Special Assistant to the Secretary (for Enforcement),
Treasury Department”, and inserting in lien thereof the following:

(1) Special Assistant to the Secretary (Congressional Relations),

Treasury Department. :

Tae Waire HOUSE,
October 27, 1969.

130 F.R. 12999 ; 3 CFR, 1964-1965 Comp., p. 349.

ASSIGNING EMERGENCY PREPAREDNESS FUNCTIONS TO FEDERAL
DEPARTMENTS AND AGENCIES

WHEREAS our national security 1s dependent upon our ability
to assure continuity of government, at every level, In any national

emergency type situation that might conceivably confront the nation;

and

WHEREAS effective national preparedness P
an emergency, including a massive nuclear attac
national survival; and

WHEREAS effective national preparedness planning requires the
identification of functions that would have to be performed during
such an emergency, the assignment of responsibility for developing
plans for performing these functions, and the assignment of respon-
sibility for developing the capability to implement those plans; and

WHEREAS the Congress has directed the development of such
national emergency preparedness plans and has provided funds for
the accomplishment thereof; and

WIITEREAS this national emergency preparedness planning activ-
ity has been an established program of the United States Govern-
ment for more than twenty years:

NOW. THEREFORLE, by virtue of the authority vested in me as
President of the United States, and pursuant to Reorganization Plan
No. 1 of 1938 (72 Stat. 1799), the National =S¢ “‘!":t‘\' Act of 1947, as
amended, the Defense Production Act of 1050, as amended, and the

lanning to meet such
k, is essential to our
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Title 3--Chapter II

Federal Civil Defense Act, as anended. it is hereby ordered as

follows—
TABLE OF CONTENTS

Part

1 Purpose and Scope.

2 Department of State.

3 Department of the Treasury.
4 Department of Defense.

5 Department of Justice.

6 Post Office Department.

7 Department of the Interior.
8 Department of Agriculture.
9 Department of Commerce.

10 Department of Labor.

11 Department of Health, Education, and Welfare.
12 Department of Housing and Urban Development.
13 Department of Transportation.

.14 Atomic Energy Commission.

15 Civil Aeronautics Board.

16 Export-Import Bank of the United States.
17 Federal Bank Supervisory Agencies.

18 Federal Communications Commission.

19 Federal Power Commission.

20 General Services Administration.

21 Interstate Commerce Commission.

22 National Aeronautics and Space Administration.
23 National Science Foundation.

24 Railroad Retirement Board.

25 Securities and Exchange Commission.
26 Small Business Administration.

20 Tennessee Valley Authority.

28 United States Civil Service Commission.
29 Veterans Administration.

30 General Provisions.

Part 1—Purpose and Scope

Sgcrrox 1017 Purpose. This order consolidates the assignment of
emergency preparedness functions to various departments and agen-
cies heretofore contained in the 21 Executive orders and 2 Defense
Mobilization orders listed in Section 3015 of this order. Assignments
have been adjusted to conform to changes in organization which have
occurred subsequent to the issuance of those Executive orders and
Defense Mobilization orders.

Skc. 102 Scope. (a) This order Is concerned with the emergency
national planning and preparedness functions of the several depart-
ments and agencles of the Federal Government which complement
the military readiness planning responsibilities of the Department
of Defense; together, these measures provide the basic foundation
for our overall national preparedness posture, and are fundamental

to our ability to survive.
(b) The departments and agencies of the Federal Government are

hereby severally charged with the duty of assuring the continuity of
the Federal Government in any national emergency type situation
that might confront the nation. To this end, each department and
agency with essential functions. whether expressly identified in this
order or not, shall develop such plans and take such actions, including
but not limited to those specified in this order, as may be necessary

821
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E.O. 11490 Title 3--Chapter II

to assure that it will be able to perform its essential functions, and
continue as a viable part of the Federal Government, during any emer-
gency that might conceivably occur. Theze include plans for maintain-
Ing the continuity of essential functions of the department or agency
at the seat of government and elsewhere, through programs concerned
with: (1) succession to office; ( 2) predelegation of emergency author-
ity; (3) safekeeping of essential records; (4) emergency relocation
sites supported by communications and required services; (5) emer-
gency action steps: (6) alternate headquarters or command facilities;
and (7) protection of Government resources, facilities, and personnel.
The continuity of Government activities undertaken by the depart-
ments and agencies shall be in accordance with guidance provided by,
and subject to evaluation by, the Director of the Office of Emergency
Preparedness.

(c) Inaddition to the activities indicated above, the heads of depart-
ments and agencies described in Parts 2 through 29 of this order shall :
(1) prepare national emergency plans, develop preparedness pro-
grams, and attain an appropriate state of readiness with respect to
the functions assigned to them in this order for all conditions of
national emergency; (2) give appropriate consideration to emergency
preparedness factors in the conduct of the regular functions of their
agencies, particularly those functions considered essential in time of
emergency, and (3) be prepared to implement, in the event of an emer-
gency, all appropriate plans developed under this order.

SEeC. 103 Presidential Assistance. The Director of the Office of
Emergency Preparedness, in accordance with the provisions of Execu-
tive Order No. 11051 of September 27, 1962, shall advise and assist
the President in determining national preparedness goals and policies
for the performance of functions under this order and in coordinating

the performance of such functions with the total national preparedness
program.

Skc. 104 General and Specific Functions. The functions assigned
by Part 30, General Provisions, apply to all departments and agencies
having emergency preparedness responsibilities. Specific functions are
assigned to (Tepartments and agencies covered in Parts 2 through 29.

SEC. 105 Construction. The purpose and legal effect of the assign-
ments contained in this order do not constitute authority to implement
the emergency plans prepared pursuant to this order. Plans so devel-
oped may be effectuated only in the event that authority for such
effectuation is provided by a law enacted by the Congress or by an
order or directive issued by the President pursuant to statutes or the
Constitution of the United States.

Part 2—Department of State

Sectrox 201 Functions. The Secretary of State shall prepare na-
tional emergency plans and develop preparedness programs to permit
modification or expansion of the activities of the Department of State
and agencies, boards, and commissions under his jurisdiction in order
to meet all conditions of national emergency, including attack upon
the United States. The Secretary of State <hall provide to all other
departments and agencies overall foreign policy dirvection, coordina-
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Title 3--Chapter 11 E.O. 11490

tion, and supervision in the formulation and execution of those emer-
gency preparedness activities which have foreign policy implications,
affect forergn relations, or depend directly or indirectly, on the policies
and capabilities of the Department of State. The Secretary of State
shall develop policies, plans, and procedures for carrying out his re-
sponsibilities m the conduct of the foreign relations of the United
States under conditions of national emergency, including, but not
limited to (1) the formulation and implementation, i consultation
with the Department of Defense and other appropriate agencies, and
the negotiation of contingency and post-emergency plans with our
allies and of the intergovernmental agreements and arrangements re-
quired by such plans: (2) formulation, negotiation, and execution of
policy affecting the relationships of the United States with neutral
States; (3) formulation and execution of political strategy toward hos-
tile or enemy States, including the definition of war objectives and the
political means for achieving those objectives; (4) maintenance of
diplomatic and consular representation abroad: (5) reporting and ad-
vising on conditions overseas which bear upon the national emergency
(6) carrying out or proposing economic measures with respect to other
nations, mcluding coordination with the export control functions of the
Secretary of Commerce; (7) mutual assistance activities such as as-
certaining requirements of the civilian economies of other nations,
making recommendations to domestic resource agencies for meeting
such requirements, and determining the availability of and making
arrangements for obtaining foreign resources required by the United
States; (8) providing foreign assistance, including continuous super-
vision and general direction of authorized economic and military as-
sistance programs, and determination of the value thereof: (9) pro-
tection or evacuation of American citizens and nationals abroad and
safeguarding their property; (10) protection and/or control of in-
ternational organization and foreign diplomatic, consular, and other
official personnel and property, or other assets, in the United States;
(11) documentary control of persons seeking to enter or leave the
United States; and (12) regulation and control of exports of items
on the munitions list.

Part 3—Department of the Treasury

Secrion 301 Functions. The Secretary of the Treasury shall de-
velop policies, plans, and procedures for the performance of emergency
functions with respect to (1) stabilization aspects of the monetary,
credit, and filancial system; (2) stabilization of the dollar in relation
to foreign currencies; (3) collection of revenue; (4) regulation of
financial institutions; (5) supervision of the Federal depository sys-
tem; (6) direction of transactions in government securities; (7) fax
and debt policies; (8) participation in bilateral and multilateral finan-
cial arrangements with foreign governments; (9) regulation of foreign
assets in the United States and of foreign financial dealings (in
consultation with the Secretaries of State and Commerce) ; (10) devel-
opment of procedures for the manufacture and/or issuance and re-
demption of securities, stamyps, coins, and currency: (11) development
of systems for the issuance and payment of Treasury checks; (12)
maintenance of the central government accounting and financial re-
porting system; (13) administration of customs laws, tax laws, and
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laws on control of alcohol, alcoholic beverages, tobacco, and firearms;
(14) suppression of counterfeiting and forgery of government sceuri-
ties, stamps, coins, and currency; (15) protection of the President and
the Vice President and other designated persons; (16) granting of
loans (including participation in or guarantees of loans) for the
expansion of capacity, the development of technological processes, or
the production of essential material: and (17) to the extent that such
functions have not been transferved-to the Secretary of Transporta-
tion, enforcement of marine inspection and navigation laws.

Skc. 302 Financial Coordination. The Secretary shall assume the
initiative in developing plans for implementation of national policy
on sharing war losses and for the coordination of emergency monetary,
credit, and Federal benefit payment programs of those departments
and agencies which have responsibilities dependent on the policies or
capabilities of the Department.

Part 4—Department of Defense

SectioN 401 Functions. In addition to the civil defense functions
assigned to the Secretary of Defense by Executive Order No. 10952,
the Secretary of Defense shall perform the following emergency
preparedness functions:

(1) Provide specific strategic guidance as required for emergency
preparedness planning and programming, including, for example,
guidance regarding such factors as accessibility of foreign sources of
supply and estimated shipping loss discounts and aircraft losses in
the event of war.

(2) Develop and furnish quantitative and time-phased military re-
quirements for selected end-items, consistent with defined military
concepts, and supporting requirements for materials, components,
production facilities, production equipment, petroleum, natural gas,
solid fuels, electric power, food, transportation, and other services
needed to carry out specified Department of Defense current and
mobilization procurement, construction, research and development,
and production programs. The items and supporting resources to be
included in such requirements, the periods to be covered, and the dates
for their submission to the appropriate resource agency will be deter-
mined by mutual agreement between the Secretary of Defense and the
head of the appropriate resource agency.

(3) Advise and assist the Office of Emergency Preparedness in
developing a national system of production urgencies.

(4) Advise and assist the Office of Emergency Preparedness in
developing a system, in conjunction with the Department of State,
for the international allocation of critical materials and products
among the United States and the various foreign claimants in the event
of an emergency, including an attack on the United States.

(5) Plan for and administer priorities and allocations authority
delegated to the Department of Defense. Authorize procurement and
production schedules and make allotments of controlled materials
pursuant to program determinations of the Office of Emergency
Preparedness.

824
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Title 3--Chapter II E.O. 11490

(6) Assist the Department of Commerce and other appropriate
agencies 1n the development of the production and distribution con-
trols plans for use in any period of emergency.

(7) Develop with industry, plans for the procurement and pro-
duction of selected military equipment and supplies needed to fulfill
emergency requirements, making maximum use of plants in dispersed
locations, and, where essential and appropriate, providing for alterna-
tive sources of supply in order to minimize the effects of enemy attack.

(8) Develop with industry, plans and programs for minimizing
the effect of attack damage to plants producing major items of mili-
tary equipment and supply.

(9) Recommend to the Office of Emergency Preparedness measures
for overcoming potential deficiences in production capacity to pro-
duce selected military supplies and equipment needed to fulfill emer-
gency requirements, when necessary measures cannot be effected by
the Department of Defense.

(10) Furnish information and recommendations, when requested
by the Office of Emergency Preparedness, for purposes of processing
applications for defense loans under Title III of the Defense Pro-
duction Act of 1950, as amended.

(11) Furnish advice and assistance on the utilization of strategic
and critical materials in defense production, including changes that
occur from time to time.

(12) Analyze problems that may arise in maintaining an adequate
mobilization production base in mlitary-product industries and take
necessary actions to overcome these problems within the limits of
the authority and funds available to the Department of Defense.

(13) Assist the Secretary of Commerce with respect to the identi-
fication and evaluation of facilities important to the national defense.

(14) Advise and assist the Office of Emergency Preparedness in

_the development and review of standards for the strategic location

and physicial security of industries, services, government, and other
activities for which continuing operation is essential to national se-
curity, and exercise physical security cognizance over the facilities
assigned to him for such purpose.

(15) Develop and operate damage assessment systems and assist
the Office of Emergency Preparedness and other departments and
agencies in their responsibilities as stated in Section 3002(2); par-
ticipate with the Office of Emergency Preparedness in the preparation
of estimates of potential damage from enemy attack.

(16) Advise and assist the Office of Emergency Preparedness in
the development of over-all manpower policies to be instituted in
the event of an emergency, including an attack on the United States,
including the provision of information relating to the size and com-
position of the Armed Forces.

(17) Advise on existing communications facilities and furnish
military requirements for commercial communications facilities and
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services in planning for and in event of an emergency, including an

bs

attack on the United States.

(18) Furnish military requirements for all forms of transportation
and transportation facilities in planning for and in the event of
emergency, including an attack upon the United States.

(19) Assist the Office of Emergency Preparedness in preparation
of legislative programs and plans for coordinating nonmilitary sup-
port of emergency preparedness programs.

(20) Develop plans and procedures for the Department of Defense
utilization of nonindustrial facilities in the event of ‘an emergency
in order to reduce requirements for new construction and to provide
facilities in a minimum period of time.

(21) Advise and assist the Office of Emergency Preparedness in
(1) determining what key foreign facilities and operating rights
thereto are important to the security of the United States, and (2)
obtaining through appropriate channels protection against sabotage.

(22) Develop plans and procedures to carry out Department of
Defense responsibilities stated in the National Censorship Agreement
between the Department of Defense and the Office of Emergency
Preparedness. '

(23) Advise and assist the Department of State in planning for
the evacuation of dependents from overseas areas, United States
teachers and administrators in the overseas dependents schools, and
such other United States citizens as may be working in United States
schools overseas.

(24) Develop plans for implementation of approved Department
of State/Department of Defense policies and procedures for the pro-
tection and evacuation of United States citizens and certain designated
aliens abroad.

(25) Develop plans and procedures for the provision of logistical
support to members of foreign forces, their employees and dependents
as may be present in the United States under the terms of bilateral
or multilateral agreements which authorize such support in the event
of a national emergency.

(26) Develop with the Department of Transportation and Federal
Communications Commission plans and programs for the control of*
air traflic, civil and military, during an emergency.

(27) Develop with the Federal Communications Commission and
the Office of Telecommunications Management (OEP) plans and pro-
grams for the emergency control of all devices capable of emitting
electromagnetic radiation.

Part 5—Department of Justice

SECTION 501 Functions. The Attorney General shall perform the
following emergency preparedness functions :

(1) Lmergency documents and measures. Provide advice, as appro-

priate, with respect to any cmergency directive or procedure prepared
by a department or agency as a part of its emergency preparedness
function.
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(2) Zudustry support. As appropriate, review the leg

E.O. 11

al procedures

developed by the Federal agencies concerned to be instituted if it
becomes necessary for the Government to institute extraordinary
measures with respect to vital production facilities, public facilities,

communications systems. transportation systems, or o
system, or service essential to national survival,

ther facility,

(3) Judicial and legislative liaison, In cooperation with the Office

of Emergency Preparedness, maintain liaison with F

ederal courts

and with the Congress <o there will be mutual understanding of Federal

emergency plans involving law enforcement and the exercise of legal

powers during emergencies of various magnitudes.

(4) Legal advice. Develop emergency plans for providing legal
advice to the President, the Cabinet, and the heads of Executive de-
partments and agencies wherever they may be located in an emergency,

and provide emergency procedures for the review as

to form and

legality of Presidential proclamations, Executive orders, directives,
regulations, and documents, and of other documents requiring ap-
proval by the President or by the Attorney General which may be

1ssued by authorized officers after an armed attack.

(5) Alien control and control of entry and departure. Develop

-emergency plans for the control of alien enemies and other aliens

within the United States and, in consultation with the Department
of State and Department of the Treasury, develop emergency plans
for the control of persons attempting to enter or leave the United

States. These plans shall specifically include provis
following :

ions for the

(a) The location, restraint, or custody of alien enemies,
(b) Temporary detention of alien enemies and other persons

attempting to enter the United States pending determin
admissibility.

ation of their

(¢) Apprehension of deserting alien crewmen and stowaways.

(d) Investigation and control of aliens admitted
laborers.

as contract

(e) Control of persons entering or departing from the United

States at designated ports of entry.

(f) Increased surveillance of the borders to preclude prohibited

crossings by persons.

(6) Alien property. Develop emergency plans, in cons
the Department of State, for the seizure and administra

ultation with
tion of prop-

erty of alien enemies under provisions of the Trading with the Enemy

Act. :

(7) Security standards. In consultation with the Department of

Defense and with other executive agencies, to the extent

appropriate,

prepare plans for adjustngent of security standards governing the
employment of Federa) personnel and Federal contractors in an

emergency.

(8) Drug Control. Develop emergency plans and procedures for
the administration of laws governing the 1mport, manufacture, and

827
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distribution of narcotics. Consult with and render all possible aid and
assistance to the Office of Emergency Preparedness. the Department
of Health, Education, and Welfare, and the General Services Admin-
istration in the allocation, distribution, and, if necessary, the replenish-
ment of Government stockpiles of narcotic drugs.

Skc. 502 (ivil Defense Functions. In consonance with national

civil defense programs developed by the Department of Defense, the
Attorney General shall :

(1) Zocal law enforcement. Upon request, consult with and assist
the Department of Defense to plan, develop, and distribute materials
for use in the instruction and training of law enforcement personnel
for civil defense emergency operations: develop and carry out a
national plan for civil defense instruction and training for enforce-
ment officers, designed to utilize to the maximum extent practicable the
resources and facilities of existing Federal, State, and local police
schools, academies, and other appropriate institutions of learning ; and
assist the States in preparing for the conduct of intrastate and inter-
state law enforcement operations to meet the extraordinary needs that
would exist for emergency police services under conditions of attack

or imminent attack.

(2) Penal and correctional institutions. Develop emergency plans
and procedures for the custody and protection of prisoners and the use
of Federal penal and correctional institutional resources, when avail-
able, for cooperation with local authorities in connection with mass
feeding and housing, for the storage of standby emergency equipment,
for the emergency use of prison hospitals and laboratory facilities,
for the continued availability of prison-industry products, and, in
coordination with the Department of Labor, for the development of
Federal prisoner skills to appropriately augment the total supply of
manpower, advise States and their political subdivisions regarding the
use of State and local prisons, jails, and prisoners for the purpose of

relieving local situations and conditions arising from a state of
emergency.

(8) Zdentification and location of persons. Develop emergency
plans and procedures for the use of the facilities and personnel of the
Department of Justice in assisting the Department of Health, Educa-
tion, and Welfare with the development of plans and procedures for
the identification of the dead and the reuniting of families during a
civil defense emergency.

Part 6—Post Office Department

SECTION 601  Functions. The Postmaster General shall prepare
plans and programs for emergency mail service and shall cooperate
with indicated Federal agencies, in accordance with existing agree-
ments or directives, in the following national elergency programs:

(1) Registering of persons. Assist the Departinent of Health, Educa-
tion, and Welfare in planning a national prozram and developing
technical guidance for States, and directing Post Office aetivities con-
cerned with registering persons and families for the purpose of re-
celving and answering welfare inquiries

and reuniting families in eivil
defense emergencies. The program shal

I'include procurement, trans-
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Title 3--Chapter II E.O. 11490

portation, storage, and distribution of safety notification and emer-
geney change of address cards in quantities and localities jointly deter-
mined by the Department of Defense and the Post Office Department.

(2) Other cmergency programs. (a) Censorship of international
mails. (Department of Defense; Department of the Treasury ; Office of
Emergency Preparedness)

(b) Provision for emergency mail service to Federal agencies at
both regular und emergency sites. (General Services Administration)

(¢) Emergency registration of Federal employees. (Civil Service
Commission) )

(d) Emergency leasing of space for Federal agencies. (General
Services Administration)

(e) Registration of enemy aliens. (Department of Justice)

Part 7—Department of the Interior

Secrion 701 Résumé of Responsibilities. The Secretary of the In-
terior shall prepare national emergency plans and develop prepared-
ness programs covering (1) electric power; (2) petroleum and gas;
(3) solid fuels; (4) minerals; and (5) water, as defined in Section 702
of this part.

Skc. 7102 Definitions. As used in this part:

(1) “Electric power” means all forms of electric power and energy,
including the generation, transmission, distribution, and utilization
thereof.

(2) “Petroleum” means crude oil and synthetic liquid fuel, their
products, and associated hydrocarbons, including pipelines for their
movement and facilities specially designed for their storage.

(3) “Gas” means natural gas (including helium) and manufactured
gas, including pipelines for their movement and facilities specially
designed for their storage.

(4) “Solid fuels” means all forms of anthracite, bituminous, sub-
bituminous, and lignitic coals, coke, and coal chemicals produced in the
coke-making process.

(5) “Minerals” means all raw materials of mineral origin (except
petroleum, gas, solid fuels, and source materials as defined in the
Atomic Energy Act of 1954, as amended) obtained by mining and like
operations and processed through the stages specified and at the facili-
ties designated 1n an agreement between the éecretary of the Interior
and the Secretary of Commerce as being within the emergency pre-
paredness responsibilities of the Secretary of the Interior.

(6) “Water” means water from all sources except water after its

withdrawal into a community system, or an emergency system for
treatment, storage, and distribution for public use.

Skc. 703 Resource functions. With respect to the resources defined
in Section 702, the Secretary of the Interior shall:

(1) Minerals development. Develop programs and encourage the
exploration, development, and mining of strategic and critical miner-
als for emergency purposes.

829
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(2) Production. Provide guidance and leadership to assigned in-
d.ustries in the development of plans and programs to msure the con-
tinuity of production in the event of an attack, and cooperate with
the Department of Commerce in the identification and evaluation of
essential facilities.

(3) Water. Develop plans with respect to water, including plans
for the treatment and disposal, after use, of water afterits withdrawal
into a community system or an emergency =yvstem for treatment, stor-
age, and distribution for public use. In developing any plans relating
to water for use on farms and in food facilities, assure that those plans
are in consonance with plans and programs of the Department of
Agriculture.

(4)‘ Electric power and natural gos. In preparedness ])l_:\l\}ling for
electric power and natural gas, the Federal Power Commission shall
assist the Secretary of the Interior as set forth in Section 1901 of this
order.

Part 8—Department of Agriculture

SectioN 801 Résumé of Responsibilitics. The Secretary of Agri-
culture shall prepare national emergency plans and develop prepare_d—
ness programs covering: (1) food resources, farm equipment, fertil-
izer, and food resource facilities as defined below; (2) lands under
the jurisdiction of the Secretary of Agriculture; () rural fire control:
(4) defense against biological and chemica] warfare and radiological
fallout pertaining to agricultural activitiez: and ( 5) rural defense in-
formation and education.

Skc. 802 Definitions. As used in thiz part:

(1) “Food resources” means all cormedities and products, simple,
mixed, or compound, or complements to =11 comizodities or products,
that are capable of being eaten or druni. »y either human beings or
animals, irrespective of other uses to wlic:.. =uch commodities or prod-
ucts may be put, at all stages of proces:!

i from the raw commodity
to the products thereof in vendible forr. for human or animal con-
sumption. For the purposes of this order. ~he term “food resources”’
shall also include all starches, sugir=. »«z= able and animal fats and
oils, cotton, tobacco, wool, mohair, Lerap.. ©ux fiber, and naval stores,
but shall not include any such materiz! . 7-=r it Jos=s itz Identity as an
agricultural commodity or agriculturi! prosact.

b

(2) “Farm equipment” means rr.  r--v. eqiipinent, and repar
parts manufactured primarily for use or © ~ms in connection with the
production or preparation for marker o~ == of “food resources™.

(3) “Fertilizer” means anyv produ~+ =~ binuion of products for
plant nutrition in form for distribu ©r -~ “he nzers toereof.

(4) “Food resource facilities® ree-- - ot zoachinery, vehicles
(including on farm), and other facil - dir = fars housing) for
the production, processing, distribus «-. -7 stor.zre including cold
storage) of food resources, and for - —-7ic d =ribution of farm
equipment and fertilizer.

Sec. 803 Functions. With respes resr, riees, food resource
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facilities, lands under the jurisdiction of the Secretary, farm equip-
ment, and fertilizer, the Secretary of Agriculture shall:

(1) Production. processing. storage, and distribution. Develop plans
for priorities, allocations, and distribution control systems and related
plans, including control of use of facilities designeéd to provide ade-
quate and continuing production, processing, storage, and distribution
of essential food resources in an emergency, and to provide for the
domestic distribution of farm equipment and fertilizer.

(2) Stoclkpiles. In addition to the food stockpile functions identi-
fied in Executive Order No. 10938, take all possible measures in the ad-
ministration of Commodity Credit Corporation inventories of food
resources to assure the availability of such inventories when and where
needed in an emergency. The Sceretary shall also develop plans and
procedures for the proper ntilization of agricultural items stockpiled
for survival purposes.

(3) Land management. Develop plans and direct activities for the
emergency protection, management, and utilization of the lands,
resources, and Installations under the jurisdiction of the Secretary
of Agriculture and assist in the development of plans for the emer-
gency operation, production, and processing of forest products in
cooperation with other Federal, State, and private agencies.

Sec. 804 (ivil Defense Functions. In consonance with national civil
defense programs developed by the Department of Defense, the Sec-
retary of Agriculture shall:

(1), Rural fire defense. In cooperation with F ederal, State, and local
agencies, develop plans for a national program and direct activities
relating to the prevention and control of fires in the rural areas of
the United States caused by the effects of enemy attack.

(2) Biological, chemical, and radiological warfare defense. Develop
plans for a national program, direct Federal activities, and furnish
technical guidance to State and local authorities concerning (a) diag-
nosis and strengthening of defensive barriers and control or eradica-
tion of diseases, pests, or chemicals introduced as agents of biological
or chemical warfare against animals, crops, or products thereof: (b)
protective measures, treatment, and handling of livestock, including
poultry, agricultural commodities on farms or ranches, agricultural
lands, forest lands, and water for agricultural purposes, any of which
have been exposed to or affected by radiation. Plans shall be developed
for a national program and direction of Federal activities to assure
the safety and wholesomeness and to minimize losses from biological
and chemical warfare, radiological effects, and other emergency haz-
ards of livestock, meat and meat products, poultry and poultry prod-
ucts in establishments under the continuous inspection of the
Department of Agriculture, and agricultural commodities and
products owned by the Commodity Credit Corporation or by the
Department of Agriculture.

(3) Defense information and education. Conduct a defense infor-
mation and education program in support of the Department’s
emergency responsibilities.
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Part 9—Department of Commerce

Secriox 901 Résumé of Responsibilities. The Secretary of Com-
merce shall prepare national emergency plans and defelop prepared-
ness programs covering :

(1) The production and distribution of all materials, the use of all
production facilities (except those owned by, controlled by, or under
the jurisdiction of the Department of Defense or the Atomic Energy
Commission), the control of all construction materials, and the fur-
nishing of basic industrial services except those involving the
following:

(a) Production and distribution of and use of facilities for petro-
leum, solid fuels, gas, electric power, and water;

(b) Production, processing, distribution, and storage of food re-
sources and the use of food resource facilities for such production,
processing, distribution, and storage;

(¢) Domestic distribution of farm equipment and fertilizer;

(d) Use of communications services and facilities, housing and
lodging facilities, and health, education, and welfare facilities;

(e) Production, and related distribution, of minerals as defined
In Subsection 702(5), and source materials as defined in the Atomic
Energy Act of 1954, as amended; and the construction and use of fa-
cilities designated as within the responsibilities of the Secretary of
the Interior;

(f) Distribution of items in the supply systems of, or controlled by,
the Department of Defense and the Atomic Energy Commission;

&g) Construction, use, and management of civil aviation facilities;
an

(h) Construction and use of highways, streets, and appurtenant
structures.

(2) Federal emergency operational control responsibilities with
respect to ocean shipping, ports, and port facilities, except those owned
by, controlled by, or under the jurisdiction of the Department of De-
fense, and except those responsibilities of the Department of the
Treasury with respect to the entrance and clearance of vessels. The
following definitions apply to this part :

(a) “Ocean shipping” includes all overseas, coastwise, intercoastal,
and Great Lakes shipping except that solely engaged 1n the transpor-

tation of passengers and cargo between United States ports on the

Great Lakes.

(b) “Port™ or “port area” includes any zone contiguous to or
associated in the traffic network of an ocean or Great Lakes port,
or outport location, including beach loading sites, within which fa-
cilities exist for transshipment of persons and property between
domestic carriers and carriers engaged in coastal; intercoastal, and
overseas transportation.

(¢) “Port facilities” includes all port facilities, port equipment in-
cluding harbor craft, and port services normally used in accom-
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plishing the transfer op interchange of cargo and passengers between
ocean-gomg vessels and other media of transportation, or in connec-
tion therewith (including the Great Lakes)

(3) Scientific and technological services and functions, essential to
emergency preparedness plans, programs, and operations of the Fed-
eral departments and agencies, in which the Department of Commerce
has the capability, including, but not limited to:

(a) Meteorological and related services;

(b) Preparation, reproduction, and distribution of nautical and
aeronautical charts, geodetic, hydrographic, and oceanographic data,
and allied services for nonmilitary purposes;

(c¢) Standards of measurement and supporting services; and,

(d) Research, development, testing, evaluation, application, and
assoclated services and activities in the various fields and disciplines

of science and technology in which the Department has special
competence.

(4) Collection, compilation, and reporting of census information
and the provision of statistical and related services, as required, for
emergency planning and operations,

(5) Regulation and control of exports and imports, under the
jurisdiction of the Department of Commerce, in support of national
security, foreign policy, and economic stabilization objectives.

reinvestment of earnings of, affiliated foreign nationals pursuant to
authority conferred by Executive Order No. 11387 of January 1, 1968.

SEc. 902 Production Functions. Within the areas designated in
section 901 (1) hereof, the Secretary of Commerce shall :

(1) Priorities and allocations. Develop control systems for pri-
orities, allocation, production, and distribution, including provisions
for other Federa] departments and agencies, as appropriate, to serve
as allotting agents for materials and other resources made available

under such systems for designated programs and the construction and
operation of facilities assigned to them.

(2) New construction. Develop procedures by which new production
facility construction proposals wiH be reviewed for appropriate loca-
tion in light of such area factors as locational security, availability of
labor, water, power, housing, and other support requirements.

(3) Industry evaluation. Identify and evaluate the national security
essentiality of those products and services, and their producing or
supporting facilities, which are of exceptional importance to mobiliza-
tion readiness, national defense, or post-attack survival and recovery.

(4) Production capability. Analyze potential effects of attack on
actual production capability, taking into account the entire production
complex, including shortages of resources, and conduct studies as a

-

basis for recommending pre-attack measures that would strengthen

capabilities for post-attacl production.

(5) Loans for plant modernization. Develop plans, in coordination
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with the Small Business Administration, for providing emergency
assistance to essential small business establishments through direct
loans or participation loans for the financing of production facilities
and equipment.

SEc. 903 Maritime Functions. Within the areas designated in sec-
tion 901(2) of this part, the Secretary of Commerce shall develop
plans and procedures in consonance with international treaties, under
coordinating authority of the Secretary of Transportation and in
cooperation with other appropriate Federal agencies and the States
and their political subdivisions, to provide for Federal operational
control of ocean ports and shipping, including:

(1) Shipping allocation. Allocation of specific ocean shipping to
meet the national requirements, including those for military, foreign
assistance, emergency procurement programs, and those essential to the
civilian economy.

(2) Ship acquisition. Provision of ships for ocean shipping by pur-
chase, charter, or requisition, by breakout from the national defense
reserve fleet, and by construction.

(3) Operations. Operation of ocean shipping, directly or indirectly.

(4) Trajpic control. Provisions for the control of passengers and
cargo through port areas to assure an orderly and continuous flow of
such traffic.

(8) Twvaffic priority. Administration of priorities for the move-
ment of passengers and cargo through port areas.

(6) Port allocation. Allocation of specific ports and port facilities
to meet the needs of the Nation and our allies.

(7) Support activities. Performance of supporting activities needed
to carry out the above-described functions, such as: ascertaining na-
tional support requirements for ocean shipping, including those for
support of military and other Federal programs and those essential
to the civil economy: maintenance, repair, and arming of ships; re-
cruiting, training, and assigning of officers and seamen ; procurement,
warehousing, and issuance of ships’ stores, supplies, equipment, and
spare parts: supervision of stevedoring and bunkering; management
of terminals, shipyards, repair, and other facilities: and provision,
maintenance, and restoration of port facilities.

Skc. 904 Census Functions. Within the area designated in section
901(4) hereof, the Secretary of Commerce shall :

(1) Provide for the collection and reporting of census information
on the status of human and economic resources, imcluding population,
housing, agriculture, manufacture, mineral industries, business, trans-
portation, foreign trade, construction, and governments, as required
for emergency planning purposes.

(2) Plan, create, and maintain a capability for the conduct of post-
attack surveys to provide information on thestatus of Surviving popu-
lations and resources as vequired for the programs of the Oflice of
Emergency Preparedness.
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(3) Provide for and maintain the ability to make estimates of at-
tack effects on industry, population, and other resources for use within
the Department of Commerce.

Skc. 905 Civil Defense Functions. In consonance with national
civil defense programs developed by the Department of Defense, the
Secretary of Commerce shall :

(1) Weather functions. Prepare and issue currently, as well as in
an emergency, forecasts and estimates of arcas likely to be covered by
radiological ‘fallont in event of attack and make this information
available to Federal, State, and local authorities for public
dissemination.

(2) Geodetic, hydrographic. and oceanographic data. Provide geo-
detic, hydrographie, and oceanographic data and services to the De-
y ALY & s frap : .
partment of Defense and other governmental agencies, as appropriate.

Part 10—Department of Labor

SecrioN 1001 Résumé of Responsibilities. The Secretary of Labor
shall have primary responsibility for preparing national emergency
plans and developing preparedness programs covering civilian man-
power mobilization, more effective utilization of limited manpower
resources, including specialized personnel, wage and salary stabiliza-
tion, worker incentives and protection, manpower resources and re-
quirements, skill development and training, research, labor-manage-
ment relations, and critical occupations.

Sec. 1002 Functions. The Secretary of Labor shall :

(1) Civilian manpower mobilization. Develop plans and issue
guidance designed to utilize to the maximum extent civilian manpower
resources, suc%l1 plans and guidance to be developed with the active
participation and assistance of the States and local political sub-
divisions thereof, and of other organizations and agencles concerned
with the mobilization of the people of the United States. Such plans
shall include, but not necessarily be limited to:

(a) Manpower management. Recruitment, selection and referral,
training, employment stabilization (including appeals procedures),
proper utilization, and determination of the skill categories critical to
meeting the labor requirements of defense and escential civilian
activities;

(b) Priorities. Procedures for translating survival and production

urgencies into manpower priorities to be used as guides for allocating
available workers; and

(¢) Improving mobilization base. Programs for more effective utili-
zation of limited manpower resources, and, in cooperation with other
appropriate agencies, programs for recruitment, training, allocation,
and utilization of persons possessing specialized competence or apti-
tude in acquiring such competence.

(2) Wage and salary stabilization. Develop plans and procedures
for wage and salary stabilization and for the national and field organi-
zation necessary for the administration of such a program in an emer-
gency, including investigation, compliance, and appeals procedures:
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statistical studies of wages, salaries, and prices for policy decisions and
to assist operating stabilization agencies to carry out their functions.

(3) Workerincentives and protection. Develop plans and procedures
for wage and salary compensation and death and disability compen-
sation for authorized civil defense workers and, as appropriate, meas-
ures for unemployment payments, re-employment rights, and occupa-

tional safety. and other protection and incentives for the civilian labor
force during an emergency.

(4) Skill development and training. Initiate current action pro-
grams to overcome or offset present or anticipated manpower deficien-

cies, including those identified as a result of resource and requirements
studies.

(5) Labor-management relations. Develop, after consultation with
the Department of Commerce, the Department of Transportation, the
Department of Defense, the National Labor Relations Board, the Fed-
eral Mediation and Conciliation Service, the National Mediation
Board, and other appropriate agencies and groups, including repre-
sentatives of labor and management, plans and procedures, including
organization plans for the maintenance of effective labor-management

relations during a national emergency.

Part 11—Department of Health, Education, and Welforé

Secriox 1101 Résumé of Responsibilities. In addition to the medi-
cal stockpile functions identified in Executive Order No. 10958, the
Secretary of Health, Education, and Welfare shall prepare national
emergency plans and develop preparedness programs covering health
services, civilian health manpower, health resources, welfare services,
social security benefits, credit union operations, and educational pro-
grams as defined below.

SEc.1102 Definitions. As used in this part:

(1) “Emergency health services” means medical and dental care for
the civilian population in all of their specialties and adjunct thera-
peutic fields, and the planning, provision, and operation of first aid
stations, hospitals, and clinics; preventive health services, including
detection, identification and control of communicable diseases, their
vectors, and other public health hazards, inspection and control of
purity and safety of food, drugs, and biologicals: vital statistics serv-
ices; rehabilitation and related services for disabled survivors; pre-
ventive and curative care related to human exposure to radiological,
chemical, and biological warfare agents; sanifary aspects of disposal
of the dead: food and milk sanitation; community solid waste dis-
posal ; emergency public water supply; and the determination of the
health significance of water pollution and the provision of other serv-
ices pertaining to health aspects of water use and water-borne wastes
as set forth in an agreement between the Secretary of Iealth, Kduca-
tion, and Welfare and the Secretary of the Interior, approved by the
President, pursuant to Reorganization Plan No. 2 of 1066, which plan
placed upon the Secretary of the Interior responsibilities for the pre-
vention and control of water pollution. it shall be nnderstood that
health services for the purposes of this order, however, do not encom-
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pass the following areas for which the Department of Agriculture
has responsibility : plant and animal diseases and pest prevention,
control, and eradicarion, wholesomeness of meat and meat products,
and poultry and poultry products in establishments under continuous
inspection service by the Department of Agriculture, veterinary bio-
logicals, agricultural commodities and products owned by the Com-
modity Credit Corporation or the Secretary of Agriculture, livestock,
agricultural commodities stored or harvestable on farms and ranches,
agricultural lands and water, and registration of pesticides.

(2) “Health manpower” means physicians (including osteopaths) ;
dentists; sanitary engineers; registered professional nurses; and such
other occupations as may be included in the List of Health Manpower
Occupations issued for the purposes of this part by the Director of the
Office of Emergency Preparedness after agreement by the Secretary
of Labor and the Secretary of Health, Education, and Welfare.

(3) “Health resources” means manpower, material, and facilities
required to prevent the impairment of, improve, and restore the physi-
cal and mental health conditions of the civilian population.

(4) “Emergency welfare services” means feeding ; clothing; lodging
in private and congregate facilities; registration; locating and reunit-
ing families; care of unaccompanied children, the aged, the handi-
capped, and other groups needing specialized care or services; neces-
sary financial or other assistance; counseling and referral services to
families and individuals; aid to welfare institutions under national
emergency or post-attack conditions; and all other feasible welfare
aid and services to people in need during a civil defense emergency.
Such measures include organization, direction, and provision of serv-
ices to be instituted before attack, in the event of strategic or tactical
evacuation, and after attack in the event of evacuation or of refuge
in shelters.

(5) “Social security benefits” means the determination of entitle-
ment and the payment of monthly insurance benefits to those eligible,
such as workers who have retired because of age or disability and to
their dependent wives and children, and to the eligible survivors of
deceased workers. It also includes determinations of eligibility and
payments made on behalf of eligible individuals to hospitals, home
health agencies, extended care facilities, physicians, and other pro-
viders of medical services.

(6) “Credit union operations” means the functions of any credit
union, chartered either by a State or the Federal Government, in
stimulating systematic savings by members, the investment and pro-
tection of those savings, providing loans for credit union members
at reasonable rates, and encouraging sound credit and thrift practices
among credit union members.

(7) “Education” or “training” means the organized process of learn-
ing by study and instruction primarily through public and private
systems.

Sec. 1103 Health Functions. With respect to emergency health
services, as defined above, and in consonance with national civil defense

plans, programs, and operation of the Department of Defense under
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Executive Order No. 10952, the Secretary of Health, Education, and

Welfareshall:

(1) Professional training. Develop and direct a nationwide program
to train health manpower both in professional and technical occu-
pational content and in civil defense knowledge and skills. Develop
and distribute health education material for inclusion in the curricula
of schools, colleges, professional schools, government schools, and
other educational facilities throughout the United States. Develop and
distribute civil defense information relative to health services to States,
voluntary agencies, and professional groups.

(2) Emergency public water supply. Prepare plans to assure the
provision of usable water supplies for human consumption and other
essential community uses in an emergency. This shall include inven-
torying existing community water supplies, planning for other alter-
native sources of water for emergency uses, setting standards relating
to human consumption, and planning community distribution. In
carrying on these activities, the Department shall have primary
responsibility but will make maximum use of the resources and com-
petence of State and local authorities, the Department of the Interior,
and other Federal agencies.

(3) Radiation. Develop and coordinate programs of radiation
measurement and assessment as may be necessary to carry out the re-
sponsibilities involved in the provision of emergency health services.

(4) Biological and chemical warfare. Develop and coordinate pro-
grams for the prevention, detection, and identification of human ex-
posure to chemical and biological warfare agents as may be necessary
to carry out the responsibilities involved in the provision of emergency
health services, including the provision of guidance and consultation
to Federal, State, and local authorities on measures for minimizing
the effects of biological or chemical warfare.

(5) Food, drugs, and biologicals. Plan and direct national pro-
grams for the maintenance of purity and safety in the manufacture
and distribution of food, drugs, and biologicals in an emergency.

(6) Disabled surrivors. Prepare national plans for emergency
operations of vocational rehabilitation and related agencies, and for
measures and resources necessary to rehabilitate and make available

for employment those disabled persons among the surviving popula-
tion.

Sec. 1104 Welfare Functions. With respect to emergency welfare
services as defined above, and in consonance with national civil de-
fense plans. programs, and operations of the Department of Defense
under Executive Order No. 10952, the Secretary of Health. Education,
and Welfare shall: ‘

(1) Federal support. Cooperate in the development of Federal
support procedures, through joint planning with other departments
and agencies, including but not limited to the Post Office Department,
the Department of Labor, and the Selective Service Sy=teny, the De-
partment of Housing and Urban Development, and resource agencies,
mmeluding the Department of Agrienlture, the Department of the

838

Interior, A
State and

(2) Em
wide prog
of the fu
materials.
organizati
civil defer
States, vo

(8) Fin
sistance to|
and for wd

(4) No
velop pla
personnel
to final ds
destinatio

Skc. 110
rity, the S

(1) Soc
restoratio
as possible
plans for
security be

(2) Her
surance cl
hospitals,
mitted by
Medicare y

Skc. 11(
functions,

(1) Cre
Federally
plans to
the Uniteq
operations

(2) Feg
will contr
to establis
tion, man
tions, and

Sec. 110
retary of |

(1) Pro
continued
national
require thy
for itsear




fuca 1d

ide program
hnical occu-
lls. Develop
he curricula
schools, and

evelop and

‘es to States,

o assure the
m and other
‘lude inven-
other alter-
vds relating
ribution. In
‘e primary
s and com-
he Interior,

radiation
out the re-
th services.

dinate pro-
human ex-
e necessary
emergency
nst 1
nin

ional pro-
anufacture
Tgency.

emergency
>3, and for
> available
12 popula-

>y welfare
I civil de-
T Defense
“ducation,

f Federal
partments
partment,
1, the De-
agencies,
it of the

Title 3--Chapter II E.O. 11490

Interior, and the Department of Commerce, for logistic support of
State and community welfare services in an emergency.

(2) E'mergency welfare training. Develop and direct a nation-
wide program to train emergency welfare manpower for the execution
of the functions set forth in this part, develop welfare g(l\l(utlo}ml
materials, including self-help program materials for use with welfare
organizations and professional schools, and develop and distribute
civil defense information relative to emergency welfare services to
States, voluntary agencies, and professional groups.

(3) Financial aid. Develop plans and procedures for financial as-
sistance to individuals injured or in want as a result of enemy attack
and for welfare institutions in need of such assistance in an emergency.

(4) Non-combatant ¢vacuces to the Continental United States. De-
velop plans and procedures for assistance, at ports of entry to U.S.
personnel evacuated from overseas areas, their onward movement
to final destination, and follow-up assistance after arrival at final
destination.

Sec. 1105 Social Security Functions. With respect to social secu-
rity, the Secretary of Health, Education, and Welfare shall :

(1) Social security bencfits. Develop plans for the continuation or
restoration of benefit payments to those on the insurance rolls as soon
as possible after a direct attack upon the United States, and prepare
plans for the acceptance and disposition of current claims for social
security benefits.

(2) Health insurance. Develop plans for the payment of health in-
surance claims for reimbursement for items or services provided by
hospitals, physicians, and other providers of medical services sub-
mitted by or on behalf of individuals who are eligible under the
Medicare program.

Skc. 1106 Credit Union Functions. With respect to credit union
functions, the Secretary of Health, Education, and Welfare shall:

(1) Credit union operations. Provide instructions to all State and
Federally chartered credit unions for the development of emergency
plans to be put into effect as soon as possible after an attack upon
the United States in order to guarantee continuity of credit union
operations.

(2) Economic stabilization. Provide guidance to credit unions that
will contribute to stabilization of the N ation’s economy by helping
to establish and maintain a sound economie base for combating infla-
tion, maintaining confidence in public and private financial mstitu-
tions, and promoting thrift.

SeC. 1107 Education Functions. With respect to education, the Sec-
retary of Health, Education, and Welfare shall :

(1) Program guidance. Develop plans and issue guidance for the
continued function of educational systems under all conditions of
national emergency. Although extraordinary circumstances may
require the temporary suspension of- education, plans should provide
for its earliest possible resumption.
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(2) Educational adjustment. Plan to assist civilian educational
institutions, both public and private, to adjust to demands laid upon
them by a large expansion of government activities during any type
of emergency. This includes advice and assistance to schools, col-
leges, universities, and other educational institutions whose facilities
may be temporarily needed for Federal, State, or local government,
programs in an emergency or whose faculties and student bodies may
be affected by the demands of a sudden or long-standing emergency.

(3) Post-attack recovery. Develop plans for the rapid restoration
and resumption of education at all levels after an attack. This includes
assistance to educators and educational institutions to locate and use
surviving facilities, equipment, supplies, books, and educational per-
sonnel. Particular emphasis shall be given to the role of educational
institutions and educational leadership in reviving education and
training in skills needed for post-attack recovery.

(4) Civil defense education. In consonance with national civil
defense plans, programs, and operations of the Department of Defense,
develop and issue instructional materials to assist schools, colleges,
and other educational institutions to incorporate emergency protec-
tive measures and civil defense concepts into their programs. This
includes assistance to various levels of education to develop an under-

standing of the role of the individual, family, and community for
civil defense in the nuclear age.

Part 12—Department of Housing and Urban Development

SecrroxN 1201 Résumé of Responsibilities. The Secretary of Hous-
ing and Urban Development shall prepare national emergency plans
and develop preparedness programs covering all aspects of housing,
community facilities related to housing, and urban development (ex-
cept that housing assets under the jurisdiction and control of the De-
partment of Defense, other than those leased for terms not in excess of

one year, shall be and remain the responsibility of the Department of
Defense).

SEC.1202  Definition. As used in this part.:

. (1) “Emergency housing” means any and all types of accommoda-
tions used as dwellings in an emergency.

(2) “Community facilities related to housing” means installations
necessary to furnish water, sewer, electric, and gas services between

the housing unit or project and the nearest practical source or servicing
point.

(3) “Urban development” means the building or restoration of
urban community, suburban, and metropolitan areas (except transpor-
tation facilities).

Sec. 1203 Housing and C'ommunity Facilities Functions. The See-
retary of Housing and Urban Development shall :

(1) New housing. Develop plans for the emergency construction
and management of new housing and the community facilities related
thereto to the extent that it is determined that it may be necessary to

provide for such construction and management with public funds and
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through direct Federal action, and to the extent that such construe-
tion of new housing may have to be provided through Federal financial
or credit assistance.

(2) Community facilities. Develop plans to restore community fa-
cilities related to housing affected by an emergency through the repair
of damage, the construction of new facilities, and the use of alternate
or back-up facilities.

Sec. 1204 Urban Development Functions. The Secretary of Hous-
ing and Urban Development shall :

(1) Eegional cooperation. Encourage regional emergency planning
and cooperation among State and local governments with respect to
problems of housing and metropolitan development.

(2) Vulnerability and redevelopment. In cooperation with the Office
of Emergency Preparedness, develop criteria and provide guidance for
the design and location of housing and community facilities related to
housing to minimize ‘the risk of loss under various emergency sit-
uations. Develop criteria for determining which areas should be re-
developed in the event of loss or severe damage resulting from
emergencies.

Sec. 1205 Ciwil Defense Functions. In consonance with national
civil defense plans, programs, and operations of the Department of
Defense under Executive Order No. 10952, the Secretary of Housing
and Urban Development shall :

(1) Transitional activities. Develop plans for the orderly transfer
of people from fallout shelters and from billets to temporary or per-
manent housing, including advice and guidance for State and local
government agencies in the administration thereof. These plans shall
be coordinated with national plans and guidance for emergency wel-
fare services of the Department of Health, Education, and Welfare.

(2) Temporary housing. Develop plans for the emergency repair
and restoration for use of damaged housing, for the construction and
management of emergency housing units and the community facilities
related thereto, for the emergency use of tents and trailers, and for
the emergency conversion for dwelling use of non-residential struc-
tures, such activities to be financed with public funds through direct
Federal action or through financial or credit assistance.

(3) Shelter. In conformity with national shelter policy, assist in
the development of plans to encourage the construction of shelters for
both old and new housing, and develop administrative procedures to
encourage the use of low-cost design and construction techniques to
maximize protection in connection with national programs.

Part 13—Department of Transportation

SecTION 1301  Résumé of Responsibilities. The Secretary of Trans-
portation, in carrying out his responsibilities to exercise leadership in
transportation matters affecting the national defense and those involy-
ing national or regional transportation emergencies. shall prepare
emergency plans and develop preparedness programs covering:

(1) Preparation and promulgation of over-all national policies.
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plans, and procedures related to providing civil transportation of all
forms—air, ground, water, and pipelines, including public storage and
warehousing (except storage of petroleum and gas and agricultural
food resources including cold storage) : Provided that plans for the

| movement of petroleum and natural gas through pipelines shall be the

| responsibility of the Secretary of the Interior except to the extent that
such plans are a part of functions vested in the Secretary of Transpor-
tation by law;

(2) Movement of passengers and materials of all types by all forms
of civil transportation;

(3) Determination of the proper apportionment and allocation for
control of the total civil transportation capacity, or any portion
thereof, to meet over-all essential civil and military needs;

(4) Determination and identification of the transportation re-
sources available and required to meet all degrees of national emer-
gencies and regional transportation emergencies;

(5) Assistance to the various States, the local political subdivisions
thereof, and non-governmental organizations and systems engaged in
transportation activities in the preparation of emergency plans;

(6) Rehabilitation and recovery of the Nation's transportation
systems; and

| (7) Provisions for port security and safety, for aids to maritime

| navigation, and for search and rescue and law enforcement over, upon,

‘ and under the navigable waters of the United States and the high
seas.

Skc. 1302  T'ransportation Planning and Coordination Functions.

In carrying out the provisions of Section 1301, the Secretary of
Transportation, with assistance and support of other Federal, State
and local governmental agencies, and the transport industries, as ap-
propriate, shall:

(1) Obtain, assemble, analyze, and evaluate data on current and
projected emergency requirements of all claimants for all forms of
civil transportation to meet the needs of the military and of the
civil economy, and on current and projected civil transportation re-
sources—of all forms—available to the United States to move pas-
sengers or materials in an emergency.

(2) Develop plans and procedures to provide—under emergency
conditions—for the collection and analysis of passenger and cargo
movement demands as they relate to the capabilities of the various
forms of transport, including the periodic assessment of over-all trans-
port resources available to meet emergency requirements.

(3) Conduct a continuing analysis of tran-portation requirements
and capabilities in relation to economic projections for the purpose of
initiating actions and/or recommending incentive and or regulatory
programs designed to stimulate government and industry improve-
ment of the structure of the transportation system for use in an
emergency.

(4) Develop systems for the control of the movement of passengers
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and cargo by all forms= of transportation, except for those resources
owned by, controlled by, or under the jurisdiction of the Department
of Defense, including allocation of resources and assignment of priori-
ties, and develop policies, standards, and procedures for emergency
enforcement of theze controls,

Skc. 1303 Departmental Lmergency Transportation Preparedness.
Except for those resources owned by, controlled by. or under the
jurisdiction of the Department of Defense, the Secretary of Trans-
portation shall prepare emergency operational plans and programs
for, and develop a capability to carry out, the transportation operat-
Ing responsibilities assigned to the Department, including but not
limited to:

(1) Allocating air carrier civil air transportation capacity and
equipment to meet civil and military requirements.

(2) Emergency management, including construction, reconstruction.
and maintenance of the Nation’s civil alrports, civil aviation operating
facilities, civil aviation services, and civil aircraft (other than air
carrler alreraft), except manufacturing facilities.

(3) Emergency management of all Federal, State, city, local, and

= .

other highways, roads, streets, bridges, tunnels, and appurtenant struc-
tures, including :

(a) The adaptation, development, construction, reconstruction, and
mamtenance of the Nation's highway and street systems to meet emer-
gency requirements:

(b) The protection of the traveling public by assisting State and
local authorities in informing them of the dangers of travel through
hazardous areas: and

(¢) The regulation of highway traffic in an emergency through a

national program in cooperation with all Federal, State, and local gov-
ernmental units or other agencies concerned.

(4) Emergency plans for urban mass transportation, including :
(a) Providing guidance to urban communities in their emergency

mass transportation planning efforts, either directly or through State,
regional, or metropolitan agencies;

(b) Coordinating all such emergency planning with the Depart-
ment of Housing and Urban Development to assure compatibility with
emergency plans for all other aspects of urban development;

(c) Maintaining an inventory of urban mass transportation
systems.

(5). Maritime safety and law enforcement over, upon, and under
the high seas and waters, subject to the jurisdiction of the United
States, in the following specific programs:

(a) Safeguarding vessels, harbors, ports, and waterfront facilities
from destruction, loss or injury, accidents, or other causes of a similar
nature.

(b) Safe passaze over, upon. and under the high seas and United
States waters throngl effective and reliable svstems of aids to naviga-
tion and ocean stations,
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(c) Waterborne access to ice-bound locations in furtherance of
national economie, scientific, defense, and conzumer needs.

(d) Protection of lives, property, natwral resources, and national
interests through enforcement of Federa] law and timely assistance.

(e) Safety of life and property through regulation of commercial
vessels, their officers and crew, and administration of maritime safety
law.

(f) Knowledge of the sea, its bounda ries, and its resources through
collection and analysis of data in support of the national interest.

(g) Operational readiness for essential wartime functions.

(6) Planning for the emergency management and operation of the
Alaska Railroad, and for the continuity of railroad and petroleum
pipeline safety programs.

(7) Planning for the emergency operation and maintenance of the
United States-controlled sections of the Saint Lawrence Seaway.

Part 14—Atomic Energy Commission

SEcTION 1401 Functions. The Atomic Energy Commission shall
prepare national emergency plans and develop preparedness programs
for the continuing conduct of atomic energy activities of the Federal
Government. These plans and programs shall be designed to develop
a state of readiness in these areas with respect to all conditions of
national emergency, including attack upon the United States and,
consistent with applicable provisions of the Atomic Energy Act of
1954, as amended, shall be closely coordinated with the Department

of Defense and the Office of Emergency Preparedness. The Atomic
Energy Commission shall:

(1) Production. Continue or resume In an emergency essential
(a) manufacture, development, and control of nuclear weapons and
equipment, except to the extent that the control over such weapons
and equipment shall have been transferred to the Department of
Defense; (b) development and technology related to reactors; (c)
process development and production of feed material, special nuclear
materials, and other special products; (d) related raw materials pro-

curement, processing, and development ; and (e) repair, maintenance,
and construction related to the above.

(2) Regulation. Continue or resume In an emergency (a) con-
trolling the possession, use, transfer, import, and export of atomic
materials and facilities: and (b) ordering the operation or suspension
of licensed facilities, and recapturing from licensees, where necessary,
special nuclear materials whether related to military support or
civilian activities.

(3) Public health and safety. Shut down, where required, in an-
ticipation of an imminent enemy attack on the United States, and
maintain under surveillance, all Commission-owned facilities which
could otherwise constitute a significant hazard to public health and
safety, and insure the development of appropiiare emergency plans
for nuclear reactors and other nuclear activities licensed by the Com-
mission whether privately-owned or Governmeni-owned.

L

844

(1) Seid
Organize,
energy in
ing to nucl
and eifect
nical comy
nations.

(5) Int
with the I
with respe

(6) He
and Welf:
into civili
maining b

ance of the

(7) Pri
priorities
Commissi
make allo
minations

SECTIO

(1) ¢
WASP)
of essenti
bution ang
port carri
Air Fleet

(2) “C
means thq
portation
needs in t}

Skec. 15
ordinating

(1) Di
carry out
aireraft a
air trans)
of essent:
CRAF re

(2) Ec
1zations ¢
mail rates
contractiy

(3) 0y
cedures f
Of p:‘

of air car




rther:
1s.
and national
assistance.

e of

f commercial
1time safety

irqes through
| interest.

;ons.
ration of the
petroleum

ance of the
eaway.

ission shall
SS programs
the Federal
to develop
nditions of
States and,
rgy Act of
epartment
he ic

\

'V essemtial
eapons and
*h weapons
artment of
actors: (c)
ial nuclear
terials pro-
aintenance,

" {(a) con-
of atomic
suspension
- necessary,
upport or

ed, In an-
tates, and
ties which
ealth and
ney plans
- the Com-

T itle 3--Chapter II E.O. 11490

(4) Scientific, technical, and public atomic cnergy information.
Organize, reproduce, and disseminate appropriate public atomic
energy information and scientific and technical reports and data relat-
ing to nuclear science research, development, engineering, applications,
and effects to interested GGovernment agencies, the scientific and tech-
nical communities, and approved, friendly, and cooperating foreign
nations.

(5) International atomic energy affairs. Maintain, in consultation
with the Department of State, essential liaison with foreign nations
with respect to activities of mutual interest involving atomic energy.

(6) Health serrices. Assist the Department of Health, Education,
and Welfare, consiztent with the above requirements, in integrating
into civilian health programs in an emergency the Commission’s re-
maining health manpower and facilities not required for the perform-
ance of the Commission’s essential emergency functions.

(7) Priorities and allocations. Plan for the administration of any
priorities and allocations authority delegated to the Atomic Energy
Commission. Authorize procurement and production schedules and
make allotments of controlled materials pursuant to program deter-
minations of the Office of Emergency Preparedness.

Part 15—Civil Aeronautics Board
Secriox 1501  Definitions. As used in this part:

(1) “War Air Service Program” (hereinafter referred to as
WASP) means the program designed to provide for the maintenance
of essential civil air routes and services, and to provide for the distri-
bution and redistribution of air carrier aireraft among civil air trans-
port carriers after withdrawal of aircraft allocated to the Civil Reserve
Air Fleet.

(2) “Civil Reserve Air Fleet” (hereinafter referred to as CRAF)
means those air carrier aircraft allocated by the Secretary of Trans-
portation to the Department of Defense to meet essential military
needs in the event of an emergency.

Sec. 1502 Functions. The Civil Aeronautics Board, under the co-
ordinating authority of the Secretary of Transportation, shall:

(1) Distribution of aireraft. Develop plans and be prepared to
carry out such distribution and redistri{iution of all air carrier civil
aircraft allocated by the Secretary of Transportation among the civil
air transport carriers as may be necessary to assure the maintenance
of essential civil routes and services under WWASP operations after the
CRAF requirements have been met.

(2) E'conomic regulations. Develop plans covering route author-
izations and operations, tariffs, rates. and fares charged the public,
mail rates, government compensation and subsidy, and accounting and
contracting procedures essential to WASP operations.

(8) Operational rontrols and priovities. Develop plans and pro-
cedures for the administration of operational controls and priorities
of passenger and cargo movements 1n connection with the utilization
of air carrier aircraft for WASP purposes in an emergency.
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(4) Inrestigation. Maintain the capability to investigate violations
of emergency economic regulations affecting air carrier operations.

(5) Contracting. Prepare to perform as a contracting agency, if
such an agency is necessary, in connection with distriburion and re-
distribution of aireraft for WASP.

Part 16—Export-Import Bank of the United States

Sectiox 1601 Functions. (a) Under aouidance of the Secretary of
the Treasury, the Export-Import Rank shall develop plans for the
utilization of the resources of the Bank, or other resources made avail-
able to the Bank, in expansion of productive capacity abroad for
essential materials, foreign barter arrrangements, acquisition of emer-
gency imports, and in support of the domestic economy, or any other
plans designed to strengthen the relative position of the Nation and its
allies.

(b) Incarrying out the guidance functions described above, the Sec-
retary of the Treasury shall consult with the Secretary of State and
the Secretary of Commerce as appropriate.

Part 17—Federal Bank Supervisory Agencies

SectioN 1701 Financial Plans and Programs. The Board of Gov-
ernors of the Federal Reserve System, the Comptroller of the Cur-
rency, the Federal Home ILoan Bank Board, the Farm Credit
Administration, and the Federal Deposit Insurance Corporation shall
participate with the Office of Emergency Preparedness, the Depart-
ment of the Treasury, and other agencies in the formulation of emer-
gency financial and stabilization policies. The heads of such agencies
<hall, as appropriate, develop emergency plans, programs, and regula-
tions, in consonance with national emergency financial and stabiliza-
tion plans and policies, to cope with potential economic effects of
mobilization or an attack, including, but not limited to, the following :

(1) Money and credit. Provision and regulation of money and
credit in accordance with the needs of the economy, including the
arcquisition, decentralization, and distribution of emergency supplies
of currency: the collection of cash items and non-cash items: and
the conduct of fiscal agency and foreign operations.

(2) Financial institutions. Provision for the continued or resumed
operation of banking, savings and loan, and farm credit institutions,
ncluding meusures for the re-creation of evidence of assets or liabili-
ties destroyed or inaccessible.

(3) Liquidity. Provision of liquidity necessary to the continued
or resumed operation of banking, savings and loaw, credit unions, and
farm credit institutions, including those damaged or destroyed by
enemy action.

(4) Cash withdrawals and credit transfers. Regulation of the
withdrawal of currency and the transfer of credits mcluding deposit
and share account balances.

(2) Insurance. Provision for the assumption and discharge of lia-
bility pertaining to insured deposits and insured savings accounts or
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withdrawable sharves in banking and savings and loan stitutions
destroyed or made inzolvent.

Sec. 1702 Sharing of wai losses. Heads of agencies shall, as appro-
priate, participate with the Oflice of Imergency Preparedness and
the Department of the Treasury in the development of policies, plans.
and procedures for implementation of national policy on sharing war
losses.

Part 18—Federal C- wmunications Commission

Sectiox 1801  Definitions. As used in this part:

(1) “Common carrier”™ means any person subject to Commission
regulation engaged in providing, for use by the publie, for hire, inter-
state or foreign communications facilities or services by wire or radio:
but a person engaged in radio broadecasting shall not, insofar as such
person is so engaged, be deemed a common carrier.

(2) “Broadecast facilities™ means those stations licensed by the Com-
mission for the dissemination of radio communications intended to be
received by the public directly or by the intermediary of relay stations.

(3) “Safety and special radio services™ includes those non-broadecast
and non-common carrier services which are licensed by the Commission
under the generic designation “safety and special radio services™ pur-
suant to the Commission’s Rules and Regulations.

Skc. 1802 Functions. The Federal Communications Comnission
shall develop policies, plans, and procedures, in consonance with na-
tional telecommunications plans and policies developed pursuant to
Executive Order No. 10705, Executive Order No. 10993, Executive
Order No. 11051, the Presidential Memorandum of Angust 21, 1963,
“Establishment of the National Communications System™, and other
appropriate authority, covering :

(1) Common carrier service. (a) Extension, discontinuance, or
reduction of common carrier facilities or services, and issuance of
appropriate authorizations for such facilities, services, and personnel
in an emergency : and control of all rates, charges, practices, classifica-
tions, and regulations for service to Government and non-Government
users during an emergency, in consonance with overall national eco-
nomic stabilization policies.

(b) Development and administration of priority systems for public
correspondence and for the use and resumption of leased inter-city
private line service in an emergency.

(¢) Use of common carrier facilities and services to overseas points
tomeet vital needs in an emergency.

(2) Broadcasting serrice. Construction, activation, or deactivation
of broadcasting facilities and services, the continuation or suspension
of broadeasting services and facilities. and issuance of appropriate
authorizations for =uch facilities. services, and personnel in an
enmergency.

(3) Safety and special radio sepvices. Anthorization, operation. and
use of safety and special radio services, facilities, and personnel in the
national interest inan emergency.
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(#) Radio frequency assignment. Assignment of radio frequencies to,
and their use by, Commission licensees in an emergency.

(8) Electromagnetic radiation. Closing of any radio station or any
device capable of emitting electromagnetic radiation or suspension or
amending any rules or regulations applicable thereto, in any emer-
gency, except for those belonging to, or operated by, apv department
or agency of the United States Government.

(6) Investigation and enforcement. Investigation of violations of
pertinent law and regulations in an emergency, and development of
procedures designated to initiate, recommend, or otherwise bring about

appropriate enforcement actions required in the interest of national
security.

Part 19—Federal Power Commission

SectioN 1901 Functions. The Federal Power Commission shall
assist the Department of the Interior, in conformity with Part 7, in the
preparation of national emergency plans and the development of
preparedness programs for electric power and natural gas in the areas
as set forth in the Memorandum of Agreement dated August 9, 1962,
between the Secretary of the Interior and the Chairman of the Federal
Power Commission.

Part 20—General Services Administration

SEcTioN 2001 Résumé of Responsibilities. The Administrator of
General Services shall prepare national emergency plans and develop
preparedness programs designed to permit modification or expansion of
the activities of the General Services Administration under the Fed-
eral Property and Administrative Services Act of 1949, as amended
and other statutes prescribing the duties and responsibilitics of the
Administrator. These plans and programs shall include, but not be
limited to: (1) operation, maintenance, and protection of Federal
buildings and their sites; construction, alteration, and repair of public
buildings: and acquisition, utilization, and disposal of real and per-
sonal properties; (2) public utilities service management for Federal
agencies: (3) telecommunications to meet the essential requirements of
civilian activities of executive departments and agencies; (4) trans-
portation management to meet the traffic service requirements of civil-
lan activities of Federal agencies; (5) records management; (6)
Emergency Federal Register; (7) Government-wide supply support;
(8) service to survival items stockpiles; (9) national industrial re-
serve; (10) guidance and consultation to Government agencies re-
garding facilities protection measures; (11) administration of assigned
functions under the Defense Production Act; and (12) administration
and operation of the stockpile of strategic and critical materials in
accordance with policies and guidance furnished by the Office of Emer-
cency Preparedness.

SEC. 2002 Functions. The Administrator of General Services shall :

(1) Public Luildings. Develop emergency plans and procedures for
the operation, maintenance, and protection of hoth existing and new
Federally-owned and Federally-occupied buildings, and construction,
alteration, and repair of public buildings. Develop emergency oper-
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ating procedures for the control, acquisition, assignment, and priority
of occupancy of real property by the Federal Government and by State
and local governments to the extent they may be performing fune-
tions as agents of the Federal Government.

(2) Public utility service management. Develop emergency opera-
tional plans and procedures for the claimancy, procurement, and use of
public utility services for emergency activities of executive agencies
of the Government.

(3) Communications. Plan for and provide, operate, and maintain
appropriate telecommunications facilities designed to meet the essen-
tial requirements of Federal civilian departments and agencies during
an emergency within the framework of the National Communications
System. Plans and programs of the Administrator shall be in con-
sonance with national telecommunications policies, plans, and pro-
grams developed pursuant to Executive Order No. 10703, Executive

rder No. 10995, Executive Order No. 11051, and the Presidential
Memorandum of August 21, 1963, “Establishment of the National
Communications System,” or other appropriate authority.

(4) Transportation. Develop plans and procedures for providing :
(a) general transportation and traffic management services to civilian
activities of Federal agencies in connection with movement of property
and supplies, including the claimancy, contracting, routing, and ac-
counting of Government shipments by commercial transportation in
time of emergency ; and (b) motor vehicle service to meet the adminis-
trative needs of Federal agencies, including dispatch and scheduled
Government motor service at and between headquarters, field offices,
relocation sites, and other installations of the Federal and State
governments.

(5) Records. Provide instructions and advice on appraisal, selection,
preservation, arrangement, reference, reproduction, storage, and
salvage of essential records needed for the operation of the Federal
Government after attack, on an emergency basis, including a decentral-
ized system.

(6) Federal Register. Develop emergency procedures for providing
and making available, on a decentralized basis, a Federal Register of
Presidential Proclamations and Executive Orders, Federal adminis-
trative regulations, Federal emergency notices and actions, and Acts
of Congress during a national emergency.

(1) Government-wide procurement and suppl y. Prepare plans and
procedures for the coordination and/or operation of Government-wide
supply programs to meet the requirements of Federal agencies under
emergency conditions, including the development of policies, methods,
and procedures for emergency procurement and for emergency requisi-
tioning of private property when authorized by law and competent
authority; identification of essential civil agency supply items under
the Federal catalog system : development of emergency Federal speci-
fications and standards: determination of sources of supply: pro-
curement of personal property and non-personal services: furnishing
appropriate inspection and contract administration services: and es-
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tablishment, coordination, and/or operation of emergency storage and
distribution facilities.

(8) Surcival item stockpiles. Assist the Department of Health,
Education, and Welfare, insofar as civil defense medical stockpile
items under its jurisdiction are concerned, and the Department of De-
fense, insofar as survival items under its jurisdiction are concerned, in
formulating plans and programs for service activity support relating
tostockpiling of such supplies and equipment. The A'dministrator shall
arrange for the procurement, storage, maintenance, nspection, survey,
withdrawal, and disposal of supplies and equipment in accordance

with the provisions of Interagency agreements with the departments
concerned.

(9) National industrial reserve and machine tool program. Develop
plans for the custody of the industrial plants and production equip-
ment in the national industrial reserve and assist the Department of
Defense, in collaboration with the Department of Commerce, in the
development of plans and procedures for the disposition, emergency
reactivation, and utilization of the plants and equipment of this
reserve in the custody of the Administrator.

(10) Excess and surplus real and personal property. Develop plans
and emergency operating procedures for the utilization of excess
and surplus real and personal property by Federal Government
agencies with emergency assignments or by State and local govern-
mental units as directed, including review of the property holdings
of Federal agencies which do not possess eniergency functions to
determine the availability of property for emergency use, and includ-
ing the disposal of real and personal property and the rehabilitation
of personal property.

(11) Facilities protection and building and shelter manager serviee.
In accordance with the guidance from the Department of Defense,
promote, with respect to Federal buildings and installations, a Gov-
ernment-wide program (a) to stimulate protection, preparedness,
and control in emergencies in order to minimize the effects of overt
or covert attack, including dispersal of facilities; and (b) to establish
shelter manager organizations, including safety and service personnel,
shelter manager service, first aid, police, and evacuation service,

SEC. 2008 Defense Production. The Administrator of General Serv-
ices shall assist the Office of Emergency Preparedness in the formula-
tion of plans and programs relating to the certification of procurement
programs, subsidy payments, and plant improvement programs pro-
vided for by the Defense Production Act of 1930, as amended.

Skc. 2004 Strategic and Critical Materials Stock piles. The Admin-
istrator of General Services shall assist the Office of Emergency
Preparvedness in formulating plans, programs, and reports relating
to the stockpiling of strategic and eritical materials. Within these
plans and programs, the Administrator shall provide for the procure-
ment (for this purpose. procurement includes uperading, rotation.
and beneficiation), storage, security, maintenance, inspection, with-
dvawal, and disposal of materials, supplies, and equipment.
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Part 21—Interstate Commerce Commission

Secrrox 2101 Rsumd of Responsibilities. The Chairman of the
Interstate Connnerce Commission, under the coordinating authority
of the Secretary of Transportation, shall prepare national emergency
plans and develop preparedness programs covering railroad utiliza-
tion, reduction of vulnerability, maintenance, restoration, and opera-
tion in an emergency (other than for the Alaska Railroad—see Sec-
tion 1303(6) ) : motor carrier utilization, reduction of vulnerability,
and operation in an emergency; inland waterway utilization of equip-
ment and shipping, reduction of vulnerability, and operation in an
emergeney : and alzo provide guidance and consultation to domestic
surface transporta-ion and storage industries, as defined below, regcard-
ing emergency preparedness measures, and to States regarding devel-
opment of their transportation plansin assigned areas.

SEC.2102  Defir/tions. Asused in this part

(1) “Domestic :nrface transportation and storage” means rail,
motor, and inland water transportation facilities and services and
public storage:

(2) “Public storage™ includes warehouses and other places which
are used for the storage of property belonging to persons other than
the persons having the ownership or control of such premises;

(3) “Imland water transportation” includes shipping on all inland
waterways and Great Lakes shipping engaged solely in the transpor-
tation of passengers or cargo between United States ports on the Great
Lakes;

b

(4) Specifically excluded, for the purposes of this part, are pipelines,
petroleum and gas storage, agricultural food resources storage, in-
cluding the cold storage of food resources, the St. Lawrence Seaway,
ocean ports and Great Lakes ports and port facilities, highways,
streets, roads, bridges, and related appurtenances, maintenance of
imland waterways. and any transportation owned by or pre-allocated
to the military.

Sec. 2103 Transportation Functions. The Interstate Commerce
Commission shall:

(1) Operational control. Develop plans with appropriate private
transportation and storage organizations and associations for the
coordination and direction of the use of domestic surface transporta-
tiorflﬁ and storage facilities for movement of passenger and freight
traflic.

(2) Emergency operations. Develop and maintain necessary orders
and regulations for the operation of domestic surface transport and
storage industries i1 an emergency.

Part 22—National Aeronautics and Space Administration

SECTION 2201 7 rnctions, The Administrator of the National Aero-
nautics and Space Adiinistration shall :

(1) Researcli ori derelopment. Adapt and utilize the scientific and
technological ecapility of the National Aeronauties and Space
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\dministration, consistent with over-all requirenents, to meet priority
needs of the programs of the Federal Government in an emergency.
This will include the direction and conduct of essential research and
development activities relating to (a) airveraft, spacecraft, and launch
vehicles, (b) associated instrumentation, guidance, control and pay-
load, propulsion, and communications systems, (e) scientific phe-
nomena atfecting both manned and unmanned space flights, (d) the
life sciences (biology, medicine, and psychology) as they apply to
aeronautics and space, and (e) atmospheric and geophysical sciences.

t=1

(2) Military support. Provide direct assistance as requested by
the Department of Defense and other agencies in support of the mili-
tary effort. This may include (a) undertaking urgent projects to
develop superior aircraft, spacecraft, launch vehicles, and weapons
systems, (b) developing methods to counter novel or revolutionary
enemy weapons systems, (c¢) providing technical advice and assistance
on matters involving air and space activities, and (d) furnishing
personnel and facilities to assist in emergency repairs of equipment
cleficiencies and for other essential purposes.

Part 23—National Science Foundation

SectioN 2301 Functions. The Director of the National Science
Foundation shall:

(1) Manpower functions. Assist the Department of Labor in sus-
taining readiness for the mobilization of civilian manpower by: (a)
maintaining the Foundation’s register of scientific and technical
personnel in such form and at such locations as will assure maximum
usefulness in an emergency; (b) being prepared for rapid expansion
of the Foundation’s current operation as a central clearing house for
information covering all scientific and technical personnel in the
United States and its possessions; and (c) developing, in consultation
vith the Department of Labor, the Selective Service System, the
Department of Defense, and the Office of Science and Technology,
plans and procedures to assure the most effective distribution and util.
ization of the Nation’s scientific and engineering manpower in an
emergency.

g, with

(2) Special functions. (a) Provide leadership in developing,
tlic assistance of Federal and State agencies and appropriate non-
governmental organizations, the ability to mobilize scientists, in con-
sonance with over-all civilian manpower mobilization programs, to
perform or assist in performance of special tasks, imcluding the
1dentification of and defense against unconventional wartare; (b)
advance the national radiological defense capability by including,
in consultation with appropriate agencies, pertinent scientific infor-
mation and radiological defense techniques in the Foundation's
scientific institute program for science, mathematies, and engineering
teachers; (c) assemble data on the location and character of major
scientific research facilities, including non-governmental as well as
government facilities, and their normal inventories of types of equip-
ment and instruments which would be uscful in identification and
analysis of hazards to human life in the aftermath of enemy attack;
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and (d) prepare to carry on necessary programs for basic research
and for training of scientific manpower.

Part 24—Ruailroad Retirement Board
Secriox 2401  Funetions. The Railroad Retirement Board shall:

(1) Manpower functions. Within the framework of the over-all
manpower plans and programs of the Department of Labor, assist in
the mobilization of civilian manpower in an emergency by developing
plans for the recruitment and referral of that segment of the Nation's
manpower resources subject to the Railroad Retirement and Railroad
Unemployment Insurance Acts.

(2) Benefit payments. Develop plans for administering, under
emergency conditions, the essential aspects of the Railroad Retirement
Act and Railroad Unemployment Insurance Act consistent with over-
all Federal plans for the continuation of benefit payments after an
enemy attack.

Part 25—Securities and Exchange Commission

SecrioN 2501 Functions. The Securities and Exchange Commis-
sion shall collaborate with the Secretary of the Treasury in the de-
velopment of emergency financial control plans, programs, procedures,
and regulations for:

(1) Stock trading. Temporary closure of security exchanges, sus-
pension of redemption rights, and freezing of stock and bond prices,
1f required in the interest of maintaining economic controls.

. (2) Modified z‘raclz'n%. Development of Elans designed to reestab-
lish and maintain a stable and orderly market for securities when the
situation permits under emergency conditions.

(8) Protection of securities. Provision of a national records system
which will make it possible to establish current ownership of securities
in the event major trading centers and depositories are destroyed.

(4) Flow of capital. The control of the formation and flow of
private capital as it relates to new securities offerings or expansion of
prior offerings for the purpose of establishing or reestablishing indus-
tries in relation to the Nation’s needs in or following a national
emergency.

(5) Flight of capital. The prevention of the flight of capital out-
side this country, in coordination with the Secretary of Commerce, and
the impounding of securities in the hands of enemy aliens.

Part 26—Small Business Administration

SECT;OX 2601 Functions. The Administrator of the Small Business
Administration shall:

(1) Prime contract authority. Develop plans to administer a pro-
gram for the acquisition of prime contracts by the Administration and.
m turn, for negotiating or otherwise letting of subeontracts to capable
small business concerns in an emergency.

(2) Resource information. Provide data on facilities. inventories,
and potential production capacity of small business concerns to all
Interested agencies.
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(3) Procurcment. Develop plans to determine jointiy = = = R |
procurement agencies, as appropriate, which defen=e ccoo” 3
20 to small business concerns and to certify to the nro e i
nancial ability of small concerns to perform specifi: = ==on = = B
required. E S

(4) Loans foi plant modernization. Develop pl -~ L5 g e
emergency assistance to essential individual industzii == == = ;
through direct loans or participation loans for the Izt —= - :
duction facilities and equipment.

(5) Resource pools. Develop plans for enconragi. = 2o =7 —
small business defense production and rvesearch == .-~ .
pools.

(6) Financial assistance. Develop plans to make Triie o il . : :
in participation with private lending institutionsz. == = L : :
concerns and to groups or pools of such concern—. 72 ihaininling
imvestment companies, and to State and local devel =@~ o TR
to provide them with funds for lending to small == TSR,
for defense and essential civilian purposes.

Part 27—Tennessee Valley Authori=v - ]

SecTION 2701  Functions. The Board of Directors =2 — = — = === : ;
Valley Authority shall:

(1) Electric power. Assist the Department of == ——=== = ==
development of plans for the integration of the Teni-—==  —- gl
thority power system into national eMErgensty profii—— —— =75 s
plans for the emergency management, operat oo, =0 - —— 0 e—o 5 =
the system and for its essential expansion. »

(2) Waterways. Assist the Interstate Comrr=r= e S e b
the coordinating authority of the Secretary o AN 1 =
development of plans for integration and cor=-w -~ . - e = ;
transportation systems and, in cooperation = <. .- - T ==
Defense and the Department of the Interior. ==, = — -
management, operation, and maintenance of - = = - - SR 2 -
in the Tennessee River and certain of its tr. . .~ — = kel . :

during an emergency.

(3) Flood control. Develop plans and i o
operations for the prevention or control of -~ il ' )
plienomena or overt and covert attack afic- - o

System and, in so doing, collaborate with t: - _ - N O
with respect to the control of water in the I - - E
Rivers.

(4) Emergency health services and san’- o R

the Department of Health, Education, an’ > ¥
ment of plans and programs covering .
civilian health manpower, and health resour
Authority area and, in collaboration witl: -
tevior and the Department of Iealth, Edue: -

plans for the management, operation, an

ne=sce River System consistent with the

water supplies, waste disposal, and vector
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(5) Coordination of water use. Develop plans for determining or
proposing priorities for the use of water hy the Tennessee Valley Au-
thority in the event of conflicting claims arvising from the functions
listed above.

(6) Iertilizer. Assist the Department of Agriculture in the de-
velopment of plans for the distribution and claimaney of fertilizer:
assist the Department of Commeree and the Department of Defense
in the development of Tennessee Valley Authority production quotas
and any essential expansion of production facilities, and prepare plans
for the management, operation, and maintenance of its facilities for
the manufacture of nitrogen and phosphorous fertilizers.

(7) Muiitions production. Perform chemical research in munitions
as requested by the Department of Defense, maintain standby muni-
tions production facilities, and develop plans for converting and utiliz-
ing fertilizer facilities as required in support of the Department of
Defense’s munitions program.

(8) Land management. Develop plans for the maintenance, manage-
ment, and utilization of Tennessee Valley Authority-controlled lands
in the interest of an emergency economy.

(9) Food and forestry. Assist the Department of Agriculture in
the development of plans for the harvesting and processing of fish
and game, and the Department of Commerce in the development of
plans for the production and processing of forest products.

(10) Cooidination with Valley States. Prepare plans and agree-
ments with Tennessee Valley States, consistent with Federal programs,
for appropriate integration of Tennessee Valley Authority and State
plans for the use of available Tennessee Valley Authority resources.

Part 28—United States Civil Service Commission

SecrioN 2801  Functions. The United States Civil Service Com-
mission shall:

(1) Personnel system. Prepare plans for adjusting the Federal ci-
vilian personnel system to simplify administration and to meet emer-
gency demands.

(2) Utilization. Develop policies and implementing procedures
designed to assist Federal agencies in achieving the most effective utili-
zation of the Federal Government’s civilian manpower in an
emergency.

(3) Manpower policies. As the representative of the Federal Gov-
ernment as an employer, participate, as appropriate, in the formula-
tion of national and regional manpower policies as they affect Federal
civilian personnel and establish implementing policies as necessary.

(4) Maipower administration. Prepare plans. in consonance with
national manpower policies and programs, for the administration of
emergeney civilian manpower and employment policies within the
executive branch of the Government, including the issuance and en-
forcement of regulations to implement such policies.

(5) Wage and salaiy stabilization. Participate,asappropriate, with
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the Office of Emergency Preparedness and the Department of Labor
in the formulation of national and regional wage and salary stabiliza-
tion policies as they affect Federal civilian personnel. Within the
framework of such policies, prepare plans for the implementation of
such policies and controls established for employees within the execu-
tive branch of the Government, including the issuance and enforcement
of necessary regulations.

(6) Assistance. Develop plans for rendering personnel management
and staffing assistance to new and expanding Federal agencies.

(7) Recruiting. Develop plans for the coordination and control
of civilian recruiting policies and practices by all Federal agencies in
order to increase the effectiveness of the total recruitment efforts dur-
Ing an emergency and to prevent undesirable recruitment practices.

(8) Reassignment. Develop plans to facilitate the reassignment or
transfer of Federal civilian employees, including the movement of
employees from one agency or location to another agency or location,
in order to meet the most urgent needs of the executive branch during
an emergency.

(9) Registration. Develop plans and procedures for a nationwide
system of post-attack registration of Federa] employees to provide a
means for locating and returning to duty those employees who become
physically separated from their agencies after an enemy attack, and
to provide for the maximum utilization of the skills of surviving
employees.

(10) Deferment. Develop plans and procedures for a system to
control Government requests for the selective service deferment of
employees in the executive branch of the Federal Government and in
the municipal government of the District of Columbia.

(11) Investigation. Prepare plans, in coordination with agencies
having responsibilities in the personnel security field, for the con-
duct of national agency checks and inquiries, limited suitability in-
vestigations, and full field investigations under emergency conditions.

(12) Salaries, wages, and benefits. Develop plans for operating
under emergency conditions the essential aspects of salary and wage
systems and such benefit systems as the Federal Employees Retire-
ment System, the Federal Employees Group Life Insurance Program,
the Federal Employees and Retired Federal Employees Health Bene-
fits Programs, and the Federal Employees (‘ompensation Program.

(13) Federal manpower mobilization. Assist Federal agencies in
establishing manpower plans to meet their own emergency manpower
requirements; identify major or special manpower problems of in-
dividual Federal agencies and the Federal Government us a whole in
mobilizing a civilian work force to meet essential emergency require-
ments; identify sources of emergency manpower supply for all agencies
where manpower problems are indicated: and develop Government-
wide plans for the use of surplus Federal civilian manpower.

(14) Distribution of manpower. Participate in the formulation of
policies and decisions on the distribution of the nation’s civilian man-

power resources, obtain appropriate civilian manpower data from
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Federal agencies, and establish necessary implementing policies and
procedures within the Executive Branch.

(15) T'raining. Develop, organize, and conduct, as appropriate,
Interagency training programs in emergency personnel management
for Federal employees.

Part 29—Veterans Administraiion

Section 2901 Functions. The Administrator of Veterans Affairs
shall develop policies, plans, and procedures for the performance of
emergency functions with respect to the continuation or restoration
of authorized programs of the Veterans Administration under all
conditions of national emergency, including attack upon the United
States. These include:

(1) The emergency conduct of inpatient and outpatient care and
treatment in Veterans Administration medical facilities and partici-
pation with the Departments of Defense and Health, Education, and
Welfare as provided for in interagency agreements.

(2) The emergency conduct of compensation, pension, rehabilita-
tion, education, and insurance payments consistent with over-all Fed-
eral plans for the continuation of Federal benefit payments,

(3) The emergency performance of insurance and loan guaranty
functions in accordance with indirect stabilization policies and con-
trols designed to deal with various emergency conditions.

Part 30—General Provisions

SecrioN 3001 Resource Management. In consonance with the na-
tional preparedness, security, and mobilization readiness plans, pro-
grams, and operations of the Office of Emergency Preparedness under
Executive Order No. 11051 of September 27, 1962, and subject to the
provisions of the preceding parts, the head of each department and
agency shall:

(1) Priorities and allocations. Develop systems for the emergency
application of priorities and allocations to the production, distribu-
tion, and use of resources for which he has been assigned responsibility.

(2) Requirements. Assemble, develop as appropriate, and evaluate
requirements for assigned resources, taking into account estimated
needs for military, atomic energy, civilian, and foreign purposes. Such
evaluation shall take into consideration geographical distribution of
requirements under emergency conditions.

(3) Evaluation. Assess assigned resources in order to estimate
availability from all sources under an emergency situation, analyze
resource availabilities in relation to estimated requirements, and de-
velop appropriate recommendations and programs, including those
necessary for the maintenance of an adequate mobilization base. Pro-
vide data and assistance before and after attack for national resource
analysis purposes of the Office of Emergency Preparedness.

(4) Claiimancy. Prepare plans to claim from the appropriate agency
supporting materials, manpower, equipment, supplies. and services
which would be needed to carry out assigned responsibilities and
other essential functions of his department or agency, and cooperate
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with other agencies in developing programs to insure availability
of such resources in an emergency.

Stc. 3002 Facilities protection and warfare ¢fects monitoring and
reporting. In consonance with the national preparedness, security,
and mobilization readiness plans, programs, and operations of the
Oftice of Emergency Preparedness under IExecutive Order No. 11051,
and with the national civil defense plans, programs, and operations of
the Department of Defense under Executive Order No. 10952, the
head of each department and agency shall :

(1) Facilities protection. Provide facilities protection guidance
material adapted to the needs of the facilities and services concerned
and promote a national program to stimulate disaster preparedness
and control in order to minimize the effects of overt or covert attack
on facilities or other resources for which he has management respon-
sibility. Guidance shall include, but not be limited to, organization
and training of facility employees, personnel shelter, evacuation plans,
records protection, continuity of management, emergency repair, dis-
persal of facilities, and mutual aid associations for an emergency.

(2) Warfare effects monitoring and reporting. Maintain a capa-
bility, both at national and field levels, to estimate the effects of
attack on assigned resources and to collaborate with and provide
data to the Office of Emergency Preparedness, the Department of
Defense, and other agencies, as appropriate, in verifying and updat-
ing estimates of resource status through exchanges of data and mutual
assistance, and provide for the detection, identification, monitor-
ing and reporting of such warfare effects at selected facilities under
his operation or control.

(3) Salvage and rehabilitation. Develop plans for salvage, decon-
tamination, and rehabilitation of facilities involving resources under
his jurisdiction.

(4) Shelter. In conformity with national shelter policy, where
authorized to engage in building construction, plan, design, and
construct such buildings to protect the public to the maximum extent
feasible against the hazards that could result from an attack upon
the United States with nuclear weapons; and where empowered to
extend Federal financial assistance, encourage recipients of such finan-
cial assistance to use standards for planning design and construction
which will maximize protection for the public.

Sec. 3003 Critical skills and occupations. (a) The Secretaries of
Defense, Commerce, and Labor shall carry out the mandate of the
National Security Council, dated February 15, 1968, to “maintain
a_continuing surveillance over the Nation's manpower needs and
identify any particular occupation or skill that may warrant qualify-
ing for deferment on a uniform national basis.” In addition, the
Secretaries of Defense, Commerce. Labor, and Health. Fducation.
and Welfare shall carry out the mandate of the National Security
Couneil to *maintain a continuing surveillance over the Nation’s man-
power and education needs to identify any avea of graduate study
that may warrant qualifying for deferment in the national interest.”
In carrying out these functions, the Secretaries concerned shall con-
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ational Science Foundation with respect to scientific

Commerce and Labor shall maintain and
11 essential activities and critical occupa-
aredness purposes.

(b) The Secretaries of

Sgc. 8004 Research. Within the framework of research policies
and objectives established by the Office of Emergency Preparedness,
the head of each department and agency shall supervise or conduct
research in areas directly concerned with carrying out emergency
preparedness responsibilities, designate representatives for necessary
ad hoc or task force groups. and provide advice and assistance to other
agencies in planning for research in areas involving each agency’s

interest.

Sgc. 8005 Stockpiles. The head of each department and agency,
with appropriate emergency responsibilities, shall assist the Office of
Emergency Preparedness in formulating and carrying out plans for
stockpiling of strategic and critical materials, and survival 1tems.

Sgc. 8006 Direct Economic Controls. The head of each department
and agency shall cooperate with the Office of Emergency Preparedness
and the Federal financial agencies in the development of emergency
preparedness measures involving emergency financial and credit meas-
ures, as well as price, rent, wage and safary stabilization, and consumer

rationing programs.

Src. 3007 Financial Aid. The head of each department and agency
shall develop plans and procedures in cooperation with the Federal
financial agencies for financial and credit assistance to those segments
of the private sector for which he is responsible in the event such as-
sistance is needed under emergency conditions.

Sgc. 3008 Functional Guidance. The head of each department and
agency in carrying out the functions assigned to him by this order,
shall be guided by the following:

(1) National program quidance. In consonance with the national
preparedness, security, and mobilization readiness plans, programs,
and operations of the Office of Emergency Preparedness under Execu-
tive Order No. 11051, and with the national civil defense plans, pro-
grams, and operations of the Department of Defense, technical
cuidance shall be provided to State and local governments and instru-
mentalities thereof, to the end that all planning concerned with
functions assigned herein will be effectively coordinated. Relations
with the appropriate segment of the private sector shall be maintained
to foster mutual understanding of Federal emergency plans.

(2) Interagency coordination. Emergency preparedness functions
shall be coordinated by the head of the department or 2gency having
primary responsibility with all other departments and agencies having
supporting functions related thereto.

(8) Emergency pieprredness. Emergency plans, programs, and an
appropriate state of readiness, including organizational readiness,
shall be developed a= an integral part ot the continuing activities of
each department or agency on the basis that that department or
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agency will have the responsibility for carrying out such plans and
programs during an emergency. The head of each department or
agency shall be prepared to implement all appropriate plans developed
under this order. Modifications and temporary organizational changes,
based on emergency conditions, shall be in accordance with policy
determinations by the President.

(4) Professional liaison. Mutual understanding and support of
emergency preparedness activities shall be fostered, and the National
Defense Executive Reserve shall be promoted by maintaining rela-
tions with the appropriate non-governmental sectors.

Skc. 3009 7T'raining. The head of each department and agency shall
develop and direct training programs which incorporate emergency
preparedness and civil defense training and information programs
necessary to insure the optimum operational effectiveness of assigned
resources, systems, and facilities.

Skc. 3010 Emergency Public Information. In consonance with such
emergency public information plans and central program decisions
of the Office of Emergency Preparedness, and with plans, programs,
and procedures established by the Department of Defense to provide
continuity of programming for the Emergency Broadcast System, the
head of each department and agency shall :

(1) Obtain and provide information as to the emergency functions
or assignments of the individual department or agency for dissemina-
tion to the American people during the emergency, in accordance
with arrangements made by the Office of Emergency Preparedness.

(2) Determine requirements and arrange for prerecordings to
provide continuity of program service over the Emergency Broadeast
System so that the American people can receive information, advice,
and guidance pertaining to the implementation of the civil defense and
emergency preparedness plans or assignments of each individual
department or agency.

Sec. 3011  E'mergency Actions. This order does not confer authority
to put into effect any emergency plan, procedure, policy, program, or
course of action prepared or developed pursuant to this order. Plans
o developed may be effectuated only in the event that authority for
such effectuation is provided by a law enacted by the Congress or by
an order or directive issued by the President pursuant to statutes or
the Constitution of the United States.

SEc. 3012 Redelegation. The head of each department and agency is
hereby authorized to redelegate the functions assigned to him by this
order, and to authorize successive redelegations to agencies or instru-
mentalities of the United States, and to officers and employees of the
United States.

Sec. 3013  Transfer of Functions. Any emergency preparedness
function under this order, or parts thereof, may be tranzferred from
one department or agency to another with the consent of the heads of
the organizations involved and with the concurrence of the Director of
the Office of Emergency Preparedness. Any new emergency prepared-
ness function may be assigned to the head of a department or agency by
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the Director of the Office of Emergency Preparedness by mutual
consent.

Sec. 3014 Reten~ion of Ewxisting Authority. Except as provided in
Section 3015, nothirx in this order shall be deemed to derogate from
any now existing ass::nment of functions to any department or agency
or officer thereof 1.zle by statute, Exccutive order, or Presidential
directives, including Memoranda.

Skc. 3015 Revolk:7 Orders. The following are hereby revoked :
(1) Defense Mohilization Order VI-2 of December 11, 1953.

(2) Defense Mok:lization Order I-12 of October 5, 1954.

(3) Executive Orier No. 10312 of December 10, 1951.

(4) Executive Order No. 10346 of April 17, 1952. .
(5) Executive Order No. 10997 of February 16, 1962.

(6) Executive Order No. 10998 of February 16, 1962.

(7) Executive Order No. 10999 of February 16, 1962.

(8) Executive Order No. 11000 of February 16, 1962.

(9) Executive Order No. 11001 of February 16, 1962,

(10) Executive Order No. 11002 of February 16, 1962.

(11) Executive Order No. 11003 of February 16, 1962,

(12) Executive Order No.
(13) Executive Order No.
(14) Executive Order No.
(15) Executive Order No.
(16) Executive Order No.
(17) Executive Order No.
(18) Executive Order No.
(19) Executive Order No.
(20) Executive Order No.
(21) Executive Order No.
(22) Executive Order No.
(23) Executive Order No.

Tuae Waire Hovtse.

11004 of February 16, 1962.
11005 of February 16, 1962.
11087 of February 26, 1963.
11088 of February 26, 1963.
11089 of February 26, 1963.
11090 of February 26, 1963.
11091 of February 26, 1963.
11092 of February 26, 1963.
11093 of February 26, 1963.
11094 of February 26, 1963.
11095 of February 26, 1963.
11310 of October 11, 1966.

October 23, 1969.

Executive Order 11491

LABOR-MANAGEMENT RELATIONS IN THE FEDERAL SERVICE

WHEREAS the public interest requires high standards of employee
performance and the continual development and implementation of
modern and progreszive work practices to facilitate improved em-
ployee performance =ud efliciency ; and
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: WHEREAS these disputes, in the indgment of he National Medin-
tion” Board, threaten substantially 1¢ imterrupt interstate commerce

to a degree such as to deprive a-section of the country of escential
transportation service:

NOW, THEREFORE, by virtue of the authority vested in me by
section 10 of the Railway Labor Act, as amended (45 U.S.C. 160),
I hereby create a board of three members, to he appointed by me, to
investigate these disputes. No member of the board shall be pecuniar-
ily or otherwise interested in any organization of railroad employees
or any carrier,

The board shall report its findings to the President with respect to
these disputes within thirty days from rhe date of this order,

As provided by section 10 of the Railway Labor Act, as amended,
from this date and for- thirty days afrer the board lias made its report
to the President, no change, except by agreement, <hall be made by
the carrier, or by its employees, in the conditions out of which these
disputes arose.

Joux F. Kexsepy

Toe Warre House,

September 1}, 1962,

Executive Order 11051

PRESCRIBING RESPONSIBILITIES OF THE OFFICE OF EMERGENCY
PLANNING IN THE EXECUTIVE OFFICE OF THE PRESIDENT

WHEREAS national breparedness must be achieved and main-
tained to su port such varying degrees of mobilization as may be
required to deal with increases in international tension, with limited
war, or with general war including attack upon the United States; and

WHEREAS the national security and our continuing economic
growth and pros erity are interdependent, appropriate attention must

directed to effective coordination of emergency preparedness meas-
ures with national economic policies and obj ectives; and

WHEREAS mobilization readiness and civil defense activities can
be accomplished most effectively and efficiently through the perform-
ance by departments and agencies of the Government of those emer-
gency preparedness functions related to their established roles and
capabilities; and

WHEREAS responsibility for emergency preparedness involves
virtually every agency of the Federal Government, and there is need
to provide a “central point of leadership and coordination in the
Executive Office of the President :

NOw, THEREFORE, by virtue of the authority vested in me as
President of the United States, including the authorities contained
in the National Security Act of 1947, the Defense Production Act of
1950 (50 U.S.C. App. 2061 et seq.), the Federal Civi] Defense Act of
1950 (50 U.S.C. App. 2251 et seq.), and other authorities of law vested
In me pursuant to Reorganization Plan No. 1 of 1958 (72 Stat. 1799)

= 4

and also including the authority vested in me by the provisions of
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Section 301 of title 3 of the United States Code, it is hereby ordered
as follows: A
Part 1. Score

SecTioN 101. Resumé of responsibilities. The Director of the Office
of Emergency Planning (hereinafter referred to as the Director)
shall:

(a) Advise and assist the President in the coordination of and in
the determination of policy for the emergency plans and preparedness
assignments of the Federal departments and agencies (hereinafter
referred to as Federal agencies) designed to make possible at Federal,
State and local levels the mobilization of the human, natural and
industrial resources of the nation to meet all conditions of national
emergency, including attack on the United States.

! (b) Under the direction of the President, be responsible for the
1 preparation of nonmilitary plans and preparedness programs with
! respect to organization and functioning of the Federal Government
under emergency conditions and with respect to specific areas of
Federal activity necessary in time of war which are neither performed
, in the normal operations of the regular departments and agencies
& nor assigned thereto by or under the authority of the President.

| | (c) Perform such other functions as are vested in him by law or
are by this order, or by orders referred to in this order, delegated or
i otherwise assigned to him.
4 ; i (d) Perform such additional functions as the President may from
time to time direct.

Part IT. GENERAL COORDINATING RESPONSIBILITIES,

\ Skc. 201. General. (a) The Director shall advise and assist the
{ President in (1) the development of planning assumptions and broad
; emergency preparedness objectives with respect to various conditions

of national emergency, (2) the development of policies and proce-
i dures to determine the relationship between available supplies of
”‘t‘ | the nation’s resources and the requirements of military, foreign, and
18 essential civilian programs, including those of civil defense, (3) the
' development of policies, programs, and control systems designed to
deal with supply deficiencies and to meet effectively the most urgent

3

i requirements for those resources in the interests of national defense,
! and (4) coordinating the governmental programs designed to achieve
i these ends.

e

e

(b) The Director shall advise and assist the President with respect
to resolving any issues, related to emergency preparedness responsi-
bilities of Federal agencies, which arise between two or more such
agencies.

SEc. 202. Resources and Requirements. The Director shall provide '
policy guidance to the heads of Federal agencies having resource
mobilization or claimancy responsibilities to assist them m (1) the
development and submission of estimated military and foreign as
well as industrial and consumer requirements, (2) the development
of resource supply estimates: and (3) the periodic evaluation of
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requirements estimates in relation to estimates of availability of
resources from all sources,

Stc. 203. Central program determination. The Director shall de-
velop an overall emergency system- for reaching central program
decisions for the uf tlization of resources on the basis that he will have
the responsibility for making such central decisions in the initial
period of an emergency. This system shal] melude uniform eriteria
and procedures for -

(a) The development by each Federal agency of the amounts and
types of resources which it must claim in order to meet the require-
ments of its planned programs;

(b) The central consideration of the supply-requirements evalua-
tions of planned programs;

(c) The central determination of major resource utilization pro-
grams under varied conditions of national emergency on a relative
urgency basis and central direction for the adjustment of agency
programs consistent with such determinations: anq

(d) The decentralization of controls if required by emergency
conditions.

SEC. 204. Control systems. The Director shal] develop policies and
procedures for the coordinated application by Federai agencies, in
time of emergency, of priorities, allocations, and other resource con-
trol and distribufion systems (including a system for the rationing
of consumer goods) for the conduct of approved major programs.

Skc. 205. Research, The Director shall develop, maintain, and con-
duct a central research planning program for émergency preparedness
purposes. The Director shall maintain, with the participation and
Support of Federal agencies concerned, a national resources evaluation
capability for predicting and monitoring the status of resources under
all degrees of emergency, for identifying resource deficiencies and
feasible production programs and for supplying resource evaluations
at national and subordinate levels to support mobilization base plan-
ning, continuity of government, resource management and economie
recovery.

Skc. 206. Dispersal and protection of facilities. (a) The Director,
after consultation with the appropriate Federal agencies, shall advise
the President concerning the strategic relocation of industries, services,
government and economic activities, the operations of which are es-
sential to the nation’s security. He shal] coordinate the efforts of
Federal agencies with respect to the application of the principle of
geographic dispersal of eertain industria] facilities, both government-
and privately-owned, in the interest of national defense.

(b) The Director, under authority of, and in accordance with the
provisions of, Executive Order No. 10421 of December 31, 1952, shall
perform functions in respect of the physical security of facilities im-
portant to the national defense.

(¢) In addition, the Director shall review all measures being taken

by the Federal agencies with respect to the physical security and pro-
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tection of facilities important to defense mobilization. defense pro- |
duction, civil defense or the essential civilian economy, including those ]
under the provisions of emergency preparvedness assigninents to such
agencies and shall recommend to the President such actions as are. {
necessary to strengthen such measures. ) i
Skc. 207. Civil defense. (a) Under authority of the provisions of :
Section 2 of Executive Order No. 10952 of July 20, 1961. and as there i
prescribed, the Director shall advise and assist the President. and shall
perform other functions, in respect of civil defense.

(b) Under authority of, and in accordance with the provisions of,
Executive Order No. 10958 of August 14, 1961, the Director shall advise
and assist the President with respect to the stockpiling of food and
medical supplies.

(¢) The Director shall advise and assist the President with respect
to the need for stockpiling various items essential to the survival of
the population, additional to food and medical supplies, and with
respect to programs for the acquisition, storage, and maintenance of
such stockpiles.

Skc. 208. Federal-State relations. (a) The Director shall represent
the President in working with State Governors to stimulate vigorous
State and local participation in emergency preparedness measures.

(b) He shall provide advice and guidance to the States with regard
to preparations for the continuity of State and local civilian political g
authority in the event of nuclear attack on the United States which rules
shall include, but not be limited to, programs for maintaining lines of effect
succession to office, safekeeping of essential records, provision for ' Se
alternate sites of government, the protection and effective use of gov- ; deve
ernment resources, personnel, and facilities, and interstate compacts : Gov
and reciprocal legislation relating to emergency preparedness, cessig
Gove
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(c) He shall assist the President in achieving a coordinated work-

ing relationship between the various elements of State governments - exn
and the Federal agencies to which specific emergency preparedness y Sk
functions have been assigned pursuant to starute or Executive order. ; and
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(d) The civil defense activities involved in the functions preseribed
: by the foregoing provisions of this section shall be carried out in
‘, accordance with the provisions of Section 2 of Executive Order No.

10952 of July 20, 1961. : Se

Skc. 209. Review and evaluation. 'The Director shall from time to , S

time furnish the President overall reports and recommendations con- t i

cerning the emergency preparedness programs, including the state of carry

. preparedness of Federal, State, and local zovernments to carry: out. : Ef):m

| their emergency functions. e

Qe

Parr III. Seecian EstercEncy Prax~yine RESPONSIBILITIES I”th

& - . . . . . den b

Skc. 301. General. TUnder the direction of the President. the Direc- acen

tor shall have primary responsibility (1) for planning assumptions vide

: and broad nonmilitary emergency preparedness objectives, (2) for of a
: planning the nonmilitary organization and functioning of the Federal
Government in time of national emergency. (3) for developing, in
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[:) ]})l'?- . association witl, Interest o] agencies, the elergency planning, inelud-

¢ Fipdiid ing makine recommendations to the President as'to (e appropriate

e i roles of Fedepa] agencies, in currently unassigned matters, such s,

AS but not hecessarily limited to, economic stabilization, economie war-

fare, cmergency information, and wartime censorship, (4) for plan-

ions of ¢ ning for t],e emergency mobilization of telecommunicat ions resources,

s there and (5) for the development of nonmilitary policies a1 programs for

d shall use in the event of enemy attack on the United States designed to
restore the national defense potential of the nation.

ons of, s 3 " Skc. 302. Efmc/'gencg/ organization. The Director, in consultation

advise : with the Director of the Bureay of the Budget, shall plan for the

d and i organization ajnd functioning of the Federa] Government in an emer-

“ ~ gency, including provisions for the central direction of a1] emergency

espect f mobilization activities and the creation of such emergency agencies

val of ‘ as may be required for the conduct of emergency activities Including

with i those within the normal Jurisdiction of existing agencies, PIang shall

ce of ' provide for maximum practicable reliance to be placed on existing

‘: Federal agencies Wwith competence in emergency operations and, as
esent ' best may be, shall pe harmonious with related operations of the
rous ' Government as a whole.

' Skc. 303. £ mergency authorities. The Director shall provide for
oard the prompt exercise of Federal emergency authority through the
?ical advance preparation of such proposed legislation, Executive orders,
‘hich rules, regulations, and directives as would be necessary to put into
s of effect operating programs appropriate to the émergency situation,

for - SEc. 304. Continust of Federal Governmen. The Director shall
YOV~ develop policies and pﬁms to assure the continuity of essentia] Federal
B{xcts overnment activities through programs to provide for lines_of suc-
i cession to office, safekeeping of essential records, alternate sites for
hrk- Government operations, and the protection and effective yse of Gov-
ants ernment resources, personnel, and facilitjes,

nes Sec. 305. Ezecutive Reserve. The Director, under authority of,
L and in accordance with the provisions of, Executive Order No. 10660
bed of February 15, 1956, shall develop policies and i)lans for the pro-
 in ; vision of an Executive Reserve of personne] capable of fi] ling execu-
No. tive positions in the Government in time of emergency.,

Skc. 306. Emergency telecommunications, The Director shall be
to responsible for (1) planning for the mobilization of the nation’s tele-
oy communications resources I time of national emergency, and (2)
of Carrying out, under the authority of, and in accordance with the
bt ; provisions of, Executive Order No. 10705 of April 17, 1957, the

functions thereby delegated or otherwise assigned to him.

Skc. 307. Post-attack recovery. Under the direction of the Presi-
dent, the Director, with the Cooperation and assistance of the Federal
agencies, shal] develop policies, plans, and programs designed to pro-
vide for the rapid restoration after an attack on the United States
of a nationa] capability to Support a strong national defense effort.

II‘. —
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Part IV. CurreNT MANAGEMENT RESPONSIBILITIES

Skc. 401. Defense production. Under the authority of, and in ac-
cordance with the provisions of, Executive Order No. 10480 of August
14, 1953, the Director shall perform the functions thereby delegated
or otherwise assigned to him.

January
shall ex
“An Ae
_ : £ - -ments i

Skc. 402. Strategic and critical materials stockpiling. (a)_ There f -~ - . .. ebseq.):
are hereby delegated to the Director all those functions under the
Strategic and Critical Materials Stockpiling Act (50 U.S.C. 98 et seq.),
under Section 4(h) of the Commodity Credit Corporation Charter
Act (15 U.S.C. 714b(h)), and under Section 204(f) of the Federal
Property and Administrative Services Act of 1949 (40 U.S.C. 485 (£)),
which were transferred to the President by the provisions of Reorga-
nization Plan No. 1 of 1958 (72 Stat. 1799).

(b) The Director, under the provisions of the said Strategic and
Critical Materials Stockpiling Act, shall determine which materials
are strategic and critical and the quality and quantity of such materials

Skec. 4
ance wit
1962, th
tions.

Sec. 5
under t
regulati
as he de

which shall be stockpiled, and shall direct the General Services Admin- _ Skc.
istration in the purchase, storage, refinement, rotation, and disposal ized to
of materials. ) ' mittees

outline

(¢) The Director is hereby designated as an agency under and

A AV ) R i A ien g ko o oL R & RN g A

for the purposes of the provisions of clause (b) of Section 5 of the See.
Strategic and Critical Materials Stockpiling Act (50 U.S.C. 98d delegate
(clause (b))); and, accordingly, in the event of enemy attack upon Nationa
the United States the Director is authorized and directed to order by the p
the release by the Administrator of General Services of such materials (b) I
. from stockpiles established under the said Act. in such quantities, Act of
for such uses, and on such terms and conditions, as the Director deter- Executi
mines to be necessary in the interests of the national defense. <
Sec. 403. Supplemental stockpile. The Director, under authority ¢
of the provisions of Section 4(d) (2) of Executive Order No. 10900 of §
January 6, 1961, shall determine from time to time the materials to it
be contracted for or purchased for a supplemental stockpile with eral age
foreign currencies pursuant to the Agricultural Trade Development as he ded
and Assistance Act of 1954 (7 U.S.C. 1704(Db)). : Src. 5
i . O
Sec. 404. Imports threarening the mational security. (a) The 3 directive
Director, under the authority of, and in accordance with the provisions : order sh
of, Section 2 of the Act of July 1, 1954 (68 Stat. 360: 19 U.S.C. 1352a), or are
shall make appropriate investigations of the effects of mports on nothing
the national security and shall advise the President of any case in ‘ under p
which the Director 1s of the opinion that an article is being 1imported ; fected b
into the United States in such quantities or under such circimstances » Skc. 5
as to threaten to impair the national security. . ‘ , order ar
(b) The Director, under authority of, and in accordance with the Executi
provisions of, Section 3(d) of Executive Order No. 10582 of Decem- ‘ Skc.
ber 17, 1954, shall furnish advice to procuring agencies with respect reason b
to the rejection of bids or offers to furnish materials of foreign origin order or
on the ground that such rejection is necessary to protect essential Executi
national security interests. C ) thereto.
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Skc. 405: Disaster +/lief. The Director, under authority of, and
in accordance with the provisions of, metl\e Order No. 10427 of
I.‘nmry 16,1953, and E xecutive Order No. 10737 of October 29, 1957,

shall exercise authority under the Act of September 30, 1950, entitled
“An Act to authorize Federal assistance to States .md loml govern-
ments in major disasters. and for other purposes” (42 U.S.C. 1855
et seq.).

SEc. 406. T'elecommuinications. Under authority of, and in accord-
ance with the provisions of, Executive Order No. 10995 of F ebruary 16,
1962, the Director shall perform functions in respect of telecommunica-
h(ms. ;

Parr V. GExerarL Provisrons

Skc. 501. Rules and regulations. In carrying out his responsibilities
under this order, the Director is authorized to issue such rules and
regulations, and directives, consonant with law and Executive order.
as he deems necessar v and appropriate to the functions involved.

Sec. 502. Boards and committees. The Director is hereby author-
ized to establish in headquarters and in the field such boards and com-
mittees as he deems necessary to advise him in the conduct of activities
outlined herein.

Sec. 503. Certain additional authorities. (a) There are hereby
delegated to the Director all those now-existing functions under the
National Security Act of 1947 which were transferred to the President
by the provisions of Reorganization Plan No. 1 of 1958 (72 Stat. 1799).

(b) In performing the functions under the Federal Civil Defense
Act of 1950 assigned to him, and subject to applicable provisions of
Executive orders, the Director is authorized to exercise the authority
conferred by Title IV of that Act. The foregoing provision of this
subsection shall not be deemed to derogate from any authority under
Title TV heretofore available to the Secretary of Defense.

Skc. 504. Reports. The Director is authorized to require from Fed-
eral agencies such statistical data and progress reports at such intervals
as he deems necessary to discharge his responsibilities under this order.

Sec. 505. Prior actions. All orders, regulations, rulings, certificates,
directives, and other actions relating to any function affected by this
order shall remain in effect except as they are inconsistent herewith
or are hereafter amended or revoked under proper authority, and
nothing in this order shall affect the validity or force of anything done
under previous delegations or other assignments of the functions af-
fected by this order.

Skec. 506. Fxecutive Order 11030. Nothing in this order or in any
order amended by this order shall derocate from the provisions of
Executive Order No. 11030 of June 19, 1962

Sgc. 507. References to orders and Acts. Except as may for any
reason be inappropriate, references in this order to any other Executive
order or to any Act, and references in this order or in any other
Exeeutive order to this order, shall be deemed to include references
thereto, respectively, as amended from time to time.
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Parr VI. Prior Execurive Orpers axD ProcraMaTioNs : o
Skc. 601. General amendments. Each reference to the Office of Civil ; : bl-:ci
and Defense Mobilization or to the Director of the Oftice of Civil and Qf) chip
Defense Mobilization in the following is hereby nmended to refer to : ] STy m

the Office of Emergency Planning and the Director of the Office of : 5;22'1;51
Emergency Planning, respectively: - ows: (

: eighty i
(1) Executive Order No. 10296 of October 2,1951 ) nite

United
| (2) Executive Order No. 10312 of December 10,1951 1 of Emer
| (3) Executive Order No. 10346 of April 17,1952 (penultimate { (includi
| sentence of Section 2, only) 5 Canada)
(4) Executive Order No. 10421 of December 31,1952 { “a
| (5) Executive Order No. 10427 of January 16, 1953 i h DB,
‘ (6) Executive Order No. 10480 of August 14, 1953 3 the Eens
(7) Executive Order No. 10494 of October 14,1953 ; conflicts
(8) Executive Order No. 10601 of March 21, 1955 : (6) B
(9) Executive Order No. 10634 of August 25,1955 ; S
| (10) Executive Order No. 10660 of February 15, 1956 i smbion
| (11) Executive Order No. 10705 of April 17,1957 rolz'i*}i‘o
| (12) Executive Order No. 10737 of October 29,1957 4 Ij 5
(13) Executive Order No. 10900 of January 5, 1961 Secretar,
(14) Executive Order No. 10952 of July 20,1961 , : Directo
(15) Executive Order No. 10958 of August 14,1961 ; persons.’
| (16) Proclamation No. 3279 of March 10. 1959 3 “ Sre. 6
Sec. 602. E'wecutive Order 102}2. Executive Order No. 10242 of ; 1951, is
May 8,1951, is hereby amended : g ing: “Of
- (1) By deleting from subsection 101(a) thereof the following: ; (b) E
“upon the Director of the Office of Civil and Defense Mobilization, ;- by subst
| hereinafter referred to as the Director,”. : of Civil
(2) By deleting from Sections 101(c), 101(d), 102, 103, 104, 106 .. s Dl
épreamb e), 201, and 301 the following: “upon the Director of the : >e_ntence‘e
flice of Civil and Defense Mobilization”. A Eﬁéﬁ rotlh
(3) By substituting for the words “the Divector of the Office of v E
Civil and Defense Mobilization”, at each place where they occur in (c) lod
the order and are not deleted or otherwise amended by this order, ey
the following: “the delegate of the President". :ge;‘g?if)n
(4) By substituting for the words “shall not be delegated” in sub- order”.
section 101(d) the following: “shall not be redelegated by the delegate
of the President”. ‘ b (:}.l)b“:g
(5) By adding after Section 106 new Sections 107, 108, and 109, O%’(Eiva :
reading as follows: 7 Office of
“Sec. 107. The words ‘the delegate of the President’ as used in ; } may be dg
this order: (e) E
“(1) In respect of functions under the Act delecated or otherwise _ amended
assigned to the Secretary of Defense, mean the Secretary of Defense. of]fic_er_gf
*(2) In respect of functions delegated or otherwise assioned to fl;.‘”’:e t}le
the Director of the Office of Emergency Planning, mean the Director _;Iic-m}r ] '
of the Office of Emergency Planning. o s T
¢ exception
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“Sec. 108. The authority conferred by Section 401(a) of the Act
to employ part-time or temporary advisory personnel deemed neces-
sary in carrying out the provisions of the Act, and delegated by the
provisions of Section 101(a) of this order, shall be available as fol.
lows: (1) To the Secretary of Defense in respect of not to exceed
eighty personnel (including not to exceed twenty subjects of the
United Kingdom and Canada), and (2) to the Director of the Office
of Emergency Planning in respect of not to exceed twenty personnel
(including not to exceed five subjects of the United Kingdom and
Canada). :

“Skc. 109. The relevant provisions of this Part shall be subject to
the provisions of the Memorandum of the President, pertaining to
conflicts of interest, dated February 9, 1962 (27 F.R. 134114.).”

(6) By amending Section 401 to read as follows:

“Sec. 401. The approval of the President is hereby given for the
employment of retired personnel of the armed services, pursuant to the
provisions of subsection 401(a) of the Act as follows: (1) By the

Secretary of Defense, not to exceed twenty persons, and (2) by the
Director of the Office of Emergency Planning, not to exceed five
persons.”

Skc. 603. Other orders. (a) Executive Order No. 10260 of June 27,
1951, is hereby amended by striking from Section 1 thereof the follow-
ing: “Office of Civil and Defense Mobilization, the”.

(b) Executive Order No. 10346 of April 17,1952, is hereby amended
by substituting for the reference therein to the Director of the Office
of Civil and Defense Mobilization, and for each reference therein to
the Office and Defense Mobilization except that in the penultimate
sentence of Section 2, the following : “the Office of Emergency Plan-
ning or the Department of Defense or both, as may be determined
under the provisions of appropriate Executive orders”,

(c) Executive Order No. 10421 of December 31, 1952, is hereby
amended by inserting before the period at the end of Section 3(b) (9)
thereof a comma and the following: “including recommendations as
to actions necessary to strengthen the program provided for in this
order”.

(d) Executive Order No. 10529 of April 22, 1954, is hereby amended
by substituting for each reference therein to the Director of the Office

of Civil and Defense Mobilization the following: “the Director of the

Office of Emergency Planning or the Secretary of Defense or both as
may be determined under appropriate Executive orders”.

(e) Executive Order No. 10582 of December 17, 1954, is hereby:

amended by striking from Section 3(d) thereof the words “from any
officer of the Government designated by the President to furnish such
advice” and by inserting in lieu of the stricken words the following:
“from the Director of the Office of Emergency Planning. In pro-
viding this advice the Director shall be governed by the principle that
exceptions under this section shall be made only upon a clear showing
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that the payment of a greater differential than the procedures of this
section generally prescribe is justified by consideration of national
~ security”.

(f) Executive Order No. 10789 of November 14, 1958, is hereby
amended by striking from Section 21 thereof the words “Office of
Civil and Defense Mobilization”. -

“SEc. 604. Superseded orders. 'To the extent that the following have
not heretofore been made or become inapplicable, they are hereby
superseded and revoked:

(-1§ Executive Order No. 9981 of July 26, 1948
Executive Order No. 10219 of February 28, 1951
%3) Executive Order No. 10269 of July 6, 1951
4) Executive Order No. 10438 of March 13, 1953
55) Executive Order No. 10461 of June 17, 1953
6) Executive Order No. 10524 of March 31, 1954
(7) Executive Order No. 10539 of June 22, 1954 (without
prejudice to final liquidation of any affairs thereunder)
?8) Executive Order No. 10638 of October 10, 1955
9) Executive Order No. 10773 of July 1, 1958
(10) Executive Order No. 10782 of September 6, 1958
(11) Executive Order No. 10902 of January 9, 1961

Jorx F. KENNEDY

Tae Wuite Housk,
September 27, 1962.

Executive Order 11052
COTTON TEXTILES AND COTTON TEXTILE PRODUCTS

By virtue of the authority vested in me by Section 204 of the Agri-
cultural Act of 1956, as amended (7 U.S.C. 1854 ; P.L. 87-488, 76 Stat.
104), and Section 301 of Title 3 of the United States Code, and as
President of the United States, it is ordered as follows:

Secriox 1. The President’s Cabinet Textile Advisory Committee,
consisting of the Secretaries of State, the Treasury, Agriculture, Com-
merce, and Labor with the Secretary of Commerce as Chairman, shall
exercise supervision over the administration of the Long Term Ar-
rangement Regarding Trade in Cotton Textiles done at Geneva on
February 9, 1962, and shall advise generally with respect to problems
relating to textiles.

Skc. 2. (a) The President’s Cabinet Textile Advisory Committee
shall establish a subcommittee to be known as the Interagency Textile
Administrative Committee as a successor to the Interagency Textile
Administrative Committee established October 18, 1961. It shall be
located, for administrative purposes, at the Department of Commerce,
and shall be under the Chairmanship of a designee of the Secretary
of Commerce. This Committee shall be composed of the Chairman
and one representative each from the Departments of State, Treasury,
Agriculture, and Labor.
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‘Executive Order 12065 . { June 28, 1978

[3195-01]

National Security Information | -

|

" By the authority vested in me as President by the Constitution and laws of
the United States of America, in _order to balance the public’s interest in
access to Government information with thé need to protect certain national
security information from disclosure, it is hereby ordered as follows:
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THE PRESIDENT

SECTION 1. Omcm,u. CLASSIFICATION.
1=1. Classification Dmgnalum

1-101. Except as pro\nded in the Atomic Energy Act of 1954, as amend-
ed, this Order prcmdcs the only basis for classifying information. Information
may be classified in one of the three designations listed below. If there is
reasonable doubt which designation is appropriate, or whether the information
should be classified at all, the less restrictive designation should be used, or
the information should not be classified.
1-102. *Top Secret” shall be applied only to information, the unauthor~ . =
ized disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security.
-1-103. *“Secret” shall be apphcd only to information, the unauthorized

_, disclosure of which rcasonably could be expected to cause serious damage to - AR
the national security. ’

1-104. “Confidential” shall be applied to mformauon. the unauthorized
disclosure of which reasonably could be expected to cause 1dcnuﬁablc damage
to the national security.

1-2. Classification Authonity. ,
1-201. Top Secret. Authority for original classification of information as

Top Secret may be exercised only by the President, by such officials as the

President may designate by publication in the FEDERAL REGISTER, by the ~

2 agenq heads listed below, and by officals to whom such aulhonty is delegal- SR L
~ ed in accordance with Section 1-204: . :

The Secretary of State o oh e P I
_ The Secretary of the Treasury iy : e _ : &
- The Secretary of Defense B O T DL T
_ The Secretary of the Army gob Lt e v e e, T
The Secretary of the Navy : ‘ SRR L
The Secretary of the Air Force ‘ ‘ ;

“TheAnomey Gemeral — == rmm s [ e S S s e e e et
The Secretary of Energy . ' : : :
The Chairman, Nuclear Regulatory Commission
The Director, Arms Control and Disarmament Agency

" The Director of Central Intelligence

. The Administrator, National Aeronautics and Space Administration

- The Administrator of General Services (delegable only to the Director,

Federal Preparedness Agency and to the Director, Informauon Security Over-

sight Office)

1-202. Secret. Authority for original classification of mformauon as Secret
may be exercised only by such officials as the President may designate by

. publication m the FeDpERAL REGISTER, by the agency heads listed below, by

officials who have Top Secret classification authority, and by officals to whom .
such authority is delegated in accordance with Section 1-204:

The Secretary of Commerce

The Secretary of Transportation

The Administrator, Agency for International Development
The Director, International Communication Agency

1-203. Confidential Authority for original classification of information as
Confidenual may be exercised only by such officials as the President may
designate by publication in the FEDERAL RECISTER, by the agency heads listed
below, by officials who have Top Secret or Secret classification authority, and

by officals to whom such auLhontv 1s delegated in accordance with Section 1-
204:
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The President and Chief Executive Officer, Overseas Private Investmen
_Corporation

1-204. Limitations on Delegation of Classification Authority.
() Authority for original classification of information as Top Secret may
be delegated only to principal subordinate officials who have a frequent need -
to exercise such authority as determined by the President or by agency heads
listed in Section 1-201. ;
(by Authority for original classification of information as Secret may be
delegated only to subordinate officials who have a frequent need to exercise
such authority as determined by the President, by agency heads listed in
Sections 1-201 and 1-202, and by officials with Top Secret classification
authority. S ) , -
_ \ - (¢) Authority for original classification of information as Confidendal may
~ be delegated only to subordinate officials who have a frequent need to exer- |
' cise such authority as determined by the President, by agency heads listed in
Sections 1-201, 1-202, and 1-208, and by officials with Top Secret classifica-
- tion authority. od @ K : s, ST AT
(d) Delegated original classification authority may not be redelegated.
- - (e) Each delegation of original classification authority shall be in writing -
by name or title of position held. , of "0
() Delegations of original classification authority shall be held to an :
absolute minimum. Periodic reviews of such delegations shall be made to - T
+ ensure that the officials so designated have demonstrated a continuing need to -
| © 0 1-205. Excepti Cases. When an employee or contractor of an agency 1
1 that does not have original classification authority originates information be- &
"lieved to require classification, the information shall be protected in the
- ‘manner prescribed by this Order and implementing directives. The informa- ;
tion shall be transmitted promptly under appropriate safeguards to the agency . |
~ which has appropriate subject matter interest and classification authority. That |
agency, shall decide within 30 days whether to classify that information. If it is | e
-not clear- which agency should get the information, it shall be sent to the ~~ 1"~ ‘"~

The President and Chairman, Export-Import Bank of the United Statcs‘/

Director of the Information Security Oversight Office established in Section 5- i ’

L__2 for a determination. AN MR B ST

1-3. Classification Requiremenss. -+ . . | e .

1-301. Information may not be considered for classification unless it
concerns: . by ) ;
(a) military plans, weapons, or operations;
(b) foreign government information: Y
(c) intelligence activities, sources or methods; ' = ="
(d) foreign relations or foreign actividies of the United States:
(e) scentific, technological, or economic matters relating to the national

~

security; i
() United States Government programs for safeguarding nuclear materials
or facilites; or -

(g) other categories of information which are related to national security
and which require protection against unauthorized disclosure as determined
by the President, by a person designated by the President pursuant to Section
1-201, or by an agency head. =

1-302. Even though information is determined to concern one or more of

. the criteria in Section 1-301, it may not be classified unless an original
classification authority also determines that its unauthorized disclosure reason-
ably could be expected to cause at least identifiable damage to the national
security.
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-on the face of paper copies of all classified documents:

THE PRESIDENT

1-303. Unauthorized disclosure of foreign government information or the
identity of a confidential foreign source is presumed to cause at least identifi-
able damage to the national security.

1-304. Each determination under the criterion of Section 1-301(g) shall
be reported promptly to the Director of the Information Security Ovcmght
Office.

1—4. Duration of Clamﬁcaﬁcm.

1-401. Except as permitted in Section 1—402, at the time of the original
classification each original classification authority shall set a date ar event for
automatic declassification no more than six years later.

1-402. Only officials with Top Secret classification authority and agcncy
heads listed in Section 1-2 may ¢lassify mformauon for more than six years
from the date of the original classification. This authority shall be used spar-
ingly. In-such cases, a declassification date or event, or a date for review, shall
be set. This date or event shall be as early as national security permits and
shall be no more than twenty years after.original classification, except that for
foreign governmenpt information the date or event may be up to thirty ycars

-_after original classification. S

1-5. Identification and Marlungs ol d
1-501. At the time of ongmal dassﬁcauon, the follcwmg shalI bc shown

. (a) the identity of the original classification aur.honty’ ' SRR a“

(b) the office of origin; '

(c) the date or event for dedasszﬁcauon or review; and

(d) one of the three classification dcsxgnauons defined in Section l- l

1-502. Documents classified for more than six years shall also be marked
with the identity of the official who authorized the prolonged classification.
Such documents shall be annotated with the reason the classification is expect-
ed to remain necessary, under the requirements of Section 1-3, despite the
passage of time. The reason for the prolonged classification may be stated by |
reference to criteria set forth in agency implementing regulations. These
criteria shall cxplam in narrative form the reason the information needs to be

- protected beyond six years. If the individual who signs or otherwise authent-

cates-a document also is authorized to da.ssxfy it, no further annotation of'
identity is required. .

1-503.. Only the designations prescribed by this Order may be used to
identify classified information. Markings such as “For Official Use Only” and
“Limited Officdal Use” may not be used for that purpose. Terms such as
“Conference” or “Agency” 'may not be used in conjunction with the dlassifica-
ton designations prcscnbed by this Order; e.g., “Agency Conﬁdenua.l" or
“Conference Confidential.”

1-304. In order to-ficilitate excerpting and other uses, each classified
document shall, by marking or other means, indicate clearly which portions
are classified, with the applicable classification designation, and which portions
are not classified. The Director of the Information Security Oversight Office
may, for good cause, grant and revoke waivers of this requirement for speci-
fied classes of documents or information.

1-305. Foreign government information shall either retain its original
classification designation or be assigned a United States classification designa-
tion that shall ensure a degree of protection equivalent to that required by the
entity that furnished the information.

1-306. Classified documents that contain or reveal information that is
subject to special dissemination and reproduction limitations authorized by




THE PRESIDENT

this Order shall be marked tlearly so as to place the user on notice of the
restrictions.

1-8. Prokibisions.

- - 1-601. Classification may not be used to conceal violations of law, ineffi-
ciency, or administrative error, to prevent embarrassment to a person, organi-
zation or agency, or to restrain competition. - :
1-602. Basic scientific research information not clearly related to the
national security may not be classified. :
1-603: A product of non-government research and development that does
not incorporate or reveal classified information to which the producer or

developer was given prior access may not be classified under this Order until

* and unless the government acquires a proprietary interest in the product. This

Order does not affect the provisions of the Patent Secrecy Act of 1952 (35
U.S.C. 181-188). AP TP S SRS SO S .
.~ 1-604. References to classified documents that do not disclose classified
information may not be classified or used as a basis for classification.

1-605. Classification may not be used to limit dissemination of informa-
tion that is not classifiable under the provisions of this Order.or to prevent or
delay the'public release of such information. | '

7+ 1-606. No document originated on or after the effective date of this

Order may be classified after an agency has received a request for the docu-

- ment under the Freedom of Information Act or the Mandatory Review provi-

sions of this Order (Section 3-5), unless such classification is consistent with
this Order and is authorized by the agency head or deputy agency head.
Documents originated before the effective date of this Order and subject to
such a request may not be classified unless such classification is consistent
with this Order and is authorized by the senior offical designated to oversee
the ‘agency information security program or by an offidal with Top Secret
classification authority. Classification authority under this provision shall be
exercised personally, on a document-by-document basis. - . -

- 1-607. Classification. may not be restored to documents already declassi-———

fied and released to the public under this Order or prior Orders.
SECTION 2. DERIVATIVE CLASSIFICATION. ' '
2-1. Use of Derivative Classification.

2-101. Original classification authority shall not be delegated to persons £
_ who only reproduce, extract, or summarize classified information, or who only

apply classification markings derived from source material or as directed by a

classification guide. , : =
2-102. Persons who apply such derivative classification markings shall:
(a) respect original classification dedisions:

(b) verify the information’s current level of classification so far as practica-

ble before applying the markings; and _ :
(¢) carry forward to any newly created documents the assigned dates or

events for declassification or review and any additional authorized markings,

in accordance with Sections 2-2 and 2-301 below. A single marking may be
used for documents based on multiple sources. 8

2-2. Classification Guides.

2-201. Classification guides uséd to direct derivative: classification shall
specifically identify the informacion ta be classified. Each classification guide
shall specifically indicate how the designations, time limits, markings, - and
other requirements of this Order are to be applied to the information.
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: 2-202. Each such guide shall be approved personally and in writing by an

agency head listed in Section 1-2 or by an official with Top Secret classifica-
tion authority. Such approval consututcs an original dassxﬁcauon decision.

2-3. New WatgnaL

Sre e

- 2-301. New material that derives its classification from information classi-
fied on or after the effective date of this Order shall be marked with the
declassification date or event, or the date for review, assigned to the source
information.

2-302. New material that derives its classification from information classi-
fied under prior Orders shall be treated as follows: | -
(a) If the source material bears a declassification date or event twenty
" years or less from the date of origin, that date or event shall be carried
“forward on the new materfal. -
(b) If the source matcnal bears no decla.ssxﬁcauon date or event or is
- marked for ‘declassification beyond  twenty years, the new material shall be .
marked with a date for review for declassification at twcmy years from the date
of original classification of the source material. ‘ -
' ; (c) If the source material is forcxgn government mfonnauon bcanng no
'+ . ’date or event for declassification or is marked for declassification beyond ;
% . thirty years, the new material shall be marked for review for declassification at -
thirty years from the date of original dassification of t.hc source matcnal B

. SECTION 3. Dr.c:.,xssmc,\non AND Dowucmmc

\ « © F

”" 1. Decla.s:zﬁcatwnAuthonty i N o '
% |t DL, e authomy to dcdasslfy or downgrade information classd*'xcd N
S "~ under this or prior Orders shall be exercised only as specified in_Section 3-1.

R ees P I - . 3=102. Classified information may be declassified or downgradcd by the

official who authorized the original classification if that official is still serving
in the same position, by a successor, or by a supervisory official of either.

T T 7T 7T 3-103. Agency heads namied ‘in Section” 1'-‘Z"shall"‘déii’g_nité'"additibmil
= officals at the lowest pracucable echelons to exercise declassxﬁcauon and
= " downgrading authority.
& ; 3-104. If the Director of the Information Security Oversxght Office deter-
¥ . mines that information is classified in violation of this Order, the Director may
b " .. require the information to be declassified by the agency that originated the
' ’ classification. Any such decision by the Director may be appealed to the
National Security Council. The “information shall remain classified until the
- appeal is decided or untl one year from the date of the Director’s decision,
whichever occurs first.
3-105. The provisions of this Ordcr relating to declassification shall also
-apply to. agencies which, under the terms of this Order, do not have original
classification authority but which had such authority under prior Orders.

3-2. Transferred Information.

|  3-201. For classified information transferred in conjunction with a trans-
‘ fer of functions—not merely for storage purposes—the receiving agency shalil
| be deemed to be the originating agency for all purposes under this Order.
3-202. For classified information not transferred in accordance with Sec-
tion 3-201, but originated in an agency which has ceased to exist, each agency
.. In possession shall be deemed to be the originating agency for all purposes
under this Order. Such information may be declassified or downgraded by the
agency in possession after consulting with any other agency having an interest
in the subject matter.
3-203. Classified information transferred to the General Services Admin-
istration for accession into the Archives of the-United States shall be declassi-




THE PRESIDENT T ‘ 28955

fied or downgraded by the Archivist of the United States in accordance with
this Order, the directives of the Information Security Oversight Office, and
the agency guidelines. ' :

3-204. After the termination of a Presidential administration, the Archivist
of the United States shall review and declassify or downgrade all information
classified by the President, the White House Staff, committees or commissions
appointed by the President, or others acting on the President’s behalf, Such
declassification shall only be undertaken in accordance with the provisions of
Section 3-504.

3-3. Declassification Policy.

3-301. Declassification of classified information shall be given emphasis
comparable to that accorded classification. Information classified pursuant to
this and prior Orders shall be declassified as early as national security consid-
erations permit. Decisions concerning declassification shall be based on the
loss of the information’s sensitivity with the passage of time or on the occur-
rence of a declassification event. : ; '

3-302. When information is reviewed for declassification pursuant to this
Order or the Freedom of Information Act, it shall be declassified unless the
declassification authority established pursuant to Section 3-1 determines that
the information continues to meet the classification requirements prescribed in
Section 1-3"despite the passage of time. L S e
: 3-303. It is presumed that information which continues to meet the
classification requirements in Section 1-3 requires continued.protection. In
some cases, however, the need to protect such information may be outweighed
by the public interest in disclosure of the information, and in these cases the
‘information should be declassified. When such questions arise, they shall be-
referred to the agency head, a senior agency officdal with responsibility for
-processing Freedom of Information Act requests or Mandatory Review re-
quests under this Order, an offidial with Top Secret classification authority, or
“the Archivist of the United States in the case of material covered in Section 3-

--503. .That official will determine -whether the public- interest-in-disclosure-— —-- - ——o—n .-
outweighs the damage to national security that might reasonably be expected ke
_ from disclosure. -

34, Systerﬁqtié Review for Declassification.

* 3-401. Classified information constituting permanently valuable records
of the Government, as defined by 44 U.S.C. 2103, and information in the
~ possession and control of the Administrator of General Services, pursuant to
+4 US.C. 2107 or 2107 note, shall be reviewed for declassification as it
becomes twenty years old. Agency heads listed in Section 1-2 and officials
designated by the President pursuant to Section 1-201 of this Order may
extend dassification beyond twenty years, but only in accordance with Sections
3-3 and 3-402. This authority may not be delegated. When classification is
extended bevond twenty vears, a date no more than ten vears later shall be set
for declassification or for the next review. That date shall be marked on the
document. Subsequent reviews for declassification shall be set at no more
than ten vear intervals. The Director of the Information Security Oversight
Office may extend the period between subsequent reviews for specific catego-
ries of documents or information. g ;

3402. Wi_th}n 180 davs after the effective date of this Order, the agency
heads listed in Section 1-2 and the heads of agencies which had original
dlassification authority under prior orders shall, after consultation with the
Archivist of the United States and review by the Information Security Over-
sight Office, issue ‘and maintain guidelines for svstematic review covering

twenty-year old classified information under their jurisdiction. These guide-
L 4

1

FE EGISTER__ VO thed bRl S b, wd




3956

THE PRESIDENT

lines shall state specific, limited categories of information which, because of
their national security sensitivity, should not be declassified automatically but
should be reviewed item-by-item to determine whether continued protection
beyond twenty years is needed. These guidelines shall be authorized for use
by the Archivist of the United States and may, upon approval of the issuing
authority, be used by any agency having custody of the information... All
information not identified. in these guidelines as requiring review and for
which a prior automatic declassification date has not been established shall be

declassified automatically at the end of twenty years from the date of original
~ classification. '

3-403. Nothwithstanding Sections 3—401 and 3-402, the Secretary of
Defense may establish special procedures for systematic review and declassifi-

cation of classified cryptologic information, and the Director of Central Intelli- :

gence may establish special procedures for systematic review and declassifica-
tion of classified information concerning the identities of clandestine human
agents. These procedures shall be consistent, so far as practicable, with the
objectives of Sections 3401 and 3-402. Prior to implementation, they shall be
reviewed and approved by the Director of the Information Security Oversight
Office and, with respect to matters pertaining to intelligence sources and

metHods, by the Director of Central Intelligence. Disapproval of procedures by
" the Director of the Information Security Oversight Office may be appealed to
the National Security Coundl. In such cases, the procedures shall not be

implemented until the appeal is decided.

: 3-404. Foreign government information shall be cxerhpt from automatic
" dedlassification and twenty year systematic review. Unless declassified earlier,

such information shall be reviewed for declassification thirty years from_its

_date of origin. Such review shall be in accordance with the provisions of

Séction 3-3 and with guidelines developed by agency heads in consultation
with the  Archivist of the United States and, where appropriate, with the

foreign government or international organization concerned. These guidelines’

shall be authorized for use by the Archivist of the United States and may,

upon approval of the issuing authority, be used by any agency having custody =~

of the information. S _

~3-405. Transition to systematic review at twenty years shall be implement-
ed as rapidly as practicable and shall be completed no more tham ten years
from the effective date of this Order. S ST S L
3-5. Mandatory Review for Declassification. l b

3-501. Agendies shall establish a mandatory review,procedure to handle
requests by a member of the public, by a government employee, or by an
agency, to declassify and release- information. This procedure shall apply to
information classified under this Order or prior Orders. Except as provided in
Section 3-503, upon such a request the information shall be reviewed for
possible declassification,. provided the request reasonably describes the infor-
mation. Requests for declassification under this provision shall be acted upon
within 60 days. After review, the information or any reasonably segregable
portion thereof that no longer requires protection under this Order shall be
declassified and released unless withholding is otherwise warranted under
applicable law. ' :

3-302. Requests for declassification which are submitted under the provi-
sions of the Freedom of Information Act shall be processed in accordance with
the provisions of that Act. : :

3-5303. Information less than ten vears old which was originated by the
President, by the White House Staff, or bv committees or commissions ap-
pointed by the President, or by others acting on behalf of the President,

including such information in the possession and control of the Administrator
Y A
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Dr. Frank Press

Director

Office of Science and Technology Policy
Washington, DC 20500

Dear Dr. Press:

Section 3-403 of Executive Order 12065, "National Security Information,"
authorizes the Secretary of Defense to establish special procedures for the
systematic review and declassification of classified cryptologic information.
Further, Section III.C.2.d. of Information Security Oversight Office Directive
No. 1 provides that such procedures promulgated in accordance with the provi-
sions of Section 3-403 of the Order shall be binding on all departments and
agencies.

By enclosure to our letter of October 4, 1979, we distributed to you a copy
of such procedures. The document entitled, "Special Procedures for Use in
Systematic Review of Cryptologic Information Pursuant to Section 3-403 of
‘ i Executive Order 12065," bears a National Security Agency letterhead and is
e dated September 1979.

Attached herewith is a copy of revised procedures dated January 1980 which

. supersede the ones mentioned above. Please insure that all appropriate per-
sonnel/activities are furnished copies of the revision and that, where possi-
ble, all superseded copies be destroyed.

Sincerely,

At 19 potar

ROBERT W. WELLS
Acting Director

Enclosure




General gzormgagion Security
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Q Administration Office Washington, DC 20405

0CT 4 1979

Dr. Frank Press

Director

Office of Science & Technology Policy
Washington, D. C. 20500

Dear Dr. Press:

Section 3-403 of Executive Order 12065, "National Security Information,"
authorizes the Secretary of Defense to establish special procedures for
the systematic review and declassification of classified cryptologic in-
formation. Further, Section III.C.2.d. of Information Security Oversight
Office Directive No. 1 provides that such procedures promulgated in
accordance with the proyisions of section 3-403 of the Order shall be
binding on all departments and agencies.

Special procedures for the systematic review of classified cryptologic
information have been established as a part of DOD Directive 5200.30,
"Guidelines for Systematic Review of 20-Year-01d Classified Information
in Permanently Valuable DOD Records." Even though the Directive has been
published in the Federal Register (Vol. 44, No. 157, 13 August 1979), as
D Directive, its direct application is limited to the Department of
se and to the Archivist of the United States. Due to concern that
ssified cryptologic information may be declassified inadvertently by
personnel of other departments and agencies who may not be thoroughly
acquainted with all of its intricacies, the Department of Defense has
requested that I provide you the attached "Special Procedures for Use in
Systematic Review of Cryptologic Information Pursuant to Section 3-403

of Executive Order 12065" for uniform application throughout your depart-
ment or agency.

Your cooperation in this matter will be appreciated.

Sincere]y,

H%E%(T BL

1rector

Enclosure
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of General Services pursuant to 44 U.S.C. 2107 or 2107 note, is exempted
from the provisions of Section 3-301. Such information over ten years old
shall be subject to mandatory review for declassification. Requests for manda-
tory review shall be processed. in accordance with procedures developed by
the Archivist of the United States. These procedures shall provide for consul-
tation with agencies having primary subject matter interest. Any decision by the
Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director’s decision on such appeals and may further appeal to
the Natonal Security Council through the process set forth in Section 3-104.

3-504. Requests for declassification of classified documents originated by
an agency but in the possession and control of the Administrator of General
Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the

. Archivist to the agency of origin for processing in accordance with Section 3-
- 501 and for direct response to the requestor, The Arduwst shall inform -

- requestors of such referrals.

3-505. No agency in possession of a dasszﬁcd document may, in response
to a request for the document made under the Freedom of Information Act or
this Order’s Mandatory Review provision, refuse to confirm the existence or
non-existence of the document, unless the fact of its existence or non-exis-
_ tence would itself be classifiable under this Order. ( s of

3-6. Doungrading. RNty RN R

. 3-601. Classxﬁcd mf'ormauon that is marked for automatic downg'radmg is
downgraded accordingly without notification to holders.

' 3-602. Classified information that is not marked for automatic downgrad- .

- ing may be assigned a lower classification dcsig‘nadon by the origixiator or by
‘other authorized officials when.such downgrading is' appropriate. Notice of
downgrading shall be prowdcd to holders of the mformauon to. thc extent
_practicable. -

SECTION 4. SAFEGUARDING. - — ' A T e
4-1. General Restrictions on Access. R '

" 4-101. No .person may be given access to classified information unless
that person has been determined to be trustworthy and unless access is
necessary for the performance of official duties. = _

4-102. All dassified information shall be marked consplcuously to put
users on notice of its current classification status and, if-appropriate, to show
any spedal distribution or reproduction restrictions authorized by this Order

4-103. Controls. shall be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, and transmitted only

under conditions that will provide adequate protccuon and prevent access by )

unauthorized persons.

4-104. Classified information no longer needed in current working files

or for reference or record purposes shall be processed for appropriate disposi-

tion in accordance with the provisions of Chapters 21 and 33 of Tite 44 of-

the United States Code, which governs disposition of Federal records.

4-105. Classified information disseminated outside the Executive branch
shail be given protection equivalent to that afforded within the Executive
branch.

4-2. Special Access Programs. N - ‘ T

4-201." Agency heads listed in Section 1-201 may create special access
programs to control access, distribution, and pro(ecuon of partieularly sensi-
tive informadon classified pursuant to this Order or prior Orders. Such pro-
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grams may be created or continued only by written direction and only by
those agency heads and, for matters pertaining to intelligence sources and
methods, by the Director of Central Intelligence. Classified information in
such programs shall be declassified according to the provisions of Section 3.

" 4-202. Special access programs may be created or continued only on a
specific showing that:

(a) normal management and safeguarding procedures are not sufficient to
limit need-to-know or access;

(b) the number of persons who will need access will be reasonably small
and commensurate with the objective of provxdmg extra protection for the
information involved; and -

(c) the special access controls balance the necd to protect Lhe mformauon
against the full spectrum of needs to use the information.

4-203. All special access programs shall be reviewed regularly and, except

those required by treaty or international agreement, shall terminate automati-

vcally every five years unless rencwcd in accordance with the procedurcs in
Section 4-2.

4-204. Within 180 days aftcr Lhe effective date of this Order, agency
heads shall review all cxxsung special access programs under their Junsdlcuon

. and continue .them only in accordance with the procedures in Section 4-2.

Each of. those agency heads shall also.establish and maintain a system of -
accounting for spedal access programs. The Director of the Information Secu-
rity Oversight Office shall have non-delegable access to all such accountings.

4=3. Access by Historical Researchers and Former Pm*td:n:zal Appointees.

4-301. The requirement in Section 4-101 that access to classified mfor-
mation may be granted only as is necessary for the performance of oFﬁcxal
duties may be waived as provided in Section 4-302 for persons who:

_(a) are.engaged in historical research projects, or

(b) previously have occupied policy-making posmons to which they wcre
appointed by the President.

4-302. Waivers under Section 4-301 may be grantcd only xf the agency
with jurisdiction over the information:

(a) makes a written determination that access is consxstcnt with the inter-
ests of national sccunty, ~

(b)- takes appropriate steps to ensure that access is limited to specific

_ categories of information over which that agency has classification Junsdxcnon

(c) limits the access granted to former Presidential appointees to items
that the person originated, reviewed, signed or received while serving as a

Presidential appointee. - . ~ .

4—4. Reproduction Controls.

4—01. Top Secret documents may not be reproduced without the consent
of. the originating agency unless otherwise marked by the originating office.

402. Reproducton of Secret and Confidential documents may be re-
stricted by the originating agencv.

4—403. Reproduced copies of classified documents are subject to the same
accountability and controls as the original documents.

4-404. Records shall be maintained by all agencies that reproduce paper
copies of classified documents to show the number and distrnibution of repro-
duced copies of all Top Secret documents, of all documents covered bv
special access programs distributed. outside the originating agency, and of all -
Secret and all Confidential documents which are marked with specal dissemi-
nation and reproduction limitations in accordance with Section 1-306.

4—405. Sections 4+—01 and 4—02 shail not restnict the reproduction of
documents for the purpose of facilitating review for declassification. However,
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- such reproduced documents that remain classified aftcr review must be de-
\ stroyed after they are used.

SECTION 5. IMPLEMENTATION AND REVIEW.
5-1. Oversight. '

5-101. The Nauonal Sccunty Councxl may review all matters wnh rcspect
- to the implementation of this Order and shall provide overall policy direction
for the information security program.
5-102. The Administrator of General Services shall be responsible for
implementing and monitoring the program established pursuant to this Order.
This responsibility shall be delegated to an Information Security Oversight
Office. s

_ 5-2. Informaaon Secun!y Ovemght Oﬁice . ‘ - TR TR

5-201. The Informauon Sccunty Owrsxght "Office shall have a full-ume
Director appointed by the Administrator of General Services subject to ap-
_ proval by the President. The Administrator also shall have authonty to ap-
point a staff for the Office. :

5-202. The Director shall:

" (a) oversee agency acuons to ensure comphance wuh thxs Ordcr and
xmplcmcnung directives; : '
" (b)consider and take action. on complamts and suggcsnons from pcrsons
| 2 . within or outside the Government with respect to the administration of the -
| "information security program, including appeals from decisions on dedassxﬁ-
| ” * . . cation requests pursuant to Section 3-503; .
i i ;. * (c} exercise the authonty to dedassxfy m.formauon pro\ndcd by Sccuans
P o) AR 3—104 and 3-503; « - & | -
% " (d) develop, in consultation wuh the agencxcs, and prornulgalc, subject to
i the approval of the National Security Coundl, directives for the implementa-
G ..don of this Order which shall be binding on the agencies;
: (c) report annually to the President through the Administrator of General
Services and the \Iauonal Securnity Council on the implementation of this
Order;

(f) review all agency xmplemcnung regulations and agency gmdchnes for
systematic declassification Teview. The Director shall require any regulation or
guideline to be changed if it is not consistent with this Order or implementing
directives. Any such decision by the Director may be appealed to the National
Security Council. The agency regulation or guideline shall remain in effect
until the appeal is decided or until one year from the date of the Dxrcctor s
dedision, whichever occurs first. :

(g) exercise case-by-case classification authority in accordance with Section
1-205 and review requests for original classification authority from agendies or
officials not granted original classification authority under Section 1-2 of this
Order; and

(h) have the authority to conduct on-site reviews of the information
security program of each agency that handles classified information and to
require of each agency such reports, information, and other cooperation as -

—

DR |
e

v
)

specific categories of classified information would pose an exceptional national
security nsk the affected agency head may deny access. The Director may
appeal deniais to the National Security Council. The denial of access shall
remain in effect until the appeal is decided or until one year from the date of
the denial, whichever occurs first.

’ necessary to fulfill his responsibilities. If such reports, inspection, or access to
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5-3. Interagency Information Security Commuttee.

5-301. There is established an Interagency Information Security Commit-
tee which shall be chaired by the Director and shall be comprised of represent-
atives of the Secretaries of State, Defense, Treasury, and Energy, the Attorney
General, the Director of Central Intelligence, the National Security Councxl
the Domestic Policy Staff, and the Archivist of the United States.

5-302. Representatives of other agencies may be invited to meet with the
Committee on matters of particular interest to those agencies.

5-308. The Committee shall meet at the call of the Chairman or at the
request of a member agency and shall advise the Chairman on unplemcmauon
of this order. pr ; :
5-4. General Responsibilities. / o

N

5-401. A copy of any mformauon sccunty rcgulauon and a copy of any -
* . guideline for systematic declassification review which has been adopted pursu-

ant to this Order or implementing directives, shall be submitted to the Infor-
mation Security Oversight Office. To the extent practxcablc. such rcgulanons
and guidelines should be unclassified. - .

" 5-402. Unclassified regulations that establish agency mformauon secunty

. pelicy and unclassified guidelines for systematic declassification review shall be
: pubhshed in the FEDERAL REGISTER.

.5-403. Agenacs with original dassxﬁcanorx aut.honty shall promulgate

guides for security classification that will facilitate the identification and uni-
form classification of information requiring pro&ccuon undcr the provisions of
thxs Order.

. 5-404. Agendcies which ongmate or handle clas.uﬁcd mformauon shall

(a) designate a senior agency official to conduct an active oversxght pro--

gram to ensure effective implementation of this Order;

(b) designate a senior agency official to chair an agency ‘committee with
authority to act on all suggestions and complaints with respect to the agency $
administration of the information security program;

(c) establish a process to decide appeals. from demals of declassification

; requcsts submitted pursuant to Section 3-3; Vo=

(d) establish a program to familiarize agency and other pcrsonncl who
have access to classified information with the provisions of this Order and
implementing directives. This program shall impress upon agency personnel

their responsibility to exercise vigilance in complying with this Order. The

program shall encourage agency personnel to challenge, through Mandatory
Review and other appropriate procedures, thosc dassxﬁcauon dccmons they

believe to be improper;

(e) promulgate guxdchnes for systematic review in accordance with Sec-
tion 3—02;

(fy establish procedures to prevent unnecessary access to classified infor-
mation, including procedures which require that a demonstrable need for
access to classified information is established before initiating administrative
clearance procedures, and which ensures that the number of people granted
access to classified information is reduced to and maintained at the minimum
number that is consistent with operational, requirements and needs; and

(g) ensure that practices for safeguarding information are systematicaily
reviewed and that those which are duplicative or unnecessary are eliminated.

5—405. Agendcies shall submit to the Information Security Oversight Office
such information or reports as the Director of the Office may find necessary (o
carrv out the Office’s responsibilities.
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5=5. Administrative Sanctions.

5-501. If the Information Security Oversight Office finds that a violation

of this Order or any implementing directives may have occurred, it shall make

a report to the head of the agency concerned so that corrective steps may be

5-502. Officers and employees of the United States Government shall be
subject to appropriate administrative sanctions if they:

(a) knowingly and willfully classify or continue the classification of infor-
mation in. violation of this Order or any implementing directives; or

(b) knowingly, willfully and without authorization disclose information
properly classified under this Order or prior Orders or compromise properly
classified information through negligence; or ;

_ (c)- knowingly and willfully violate any other provision of this Order or
implementing directive. . . ! r :

5-503. Sanctions may include reprimand, suspension without pay, remov-
al, termination of classification authority, or other sanction in accordance with
‘applicable law and agency regulations. ;

5-504. Agency heads shall ensure that appropriate and prompt corrective
action is taken whenever a violation under Section 5-502 occurs. The Director
of the Information Security Oversight Office shall be informed when such
violations occur. PR ' ' -

5-505. Agency heads shall report to the Attorney General evidence re-
flected in classified information of possible violations of Federal criminal law.
by an agency employee and of possible violations by any other person of those

Federal criminal laws specified in guidelines adopted _by the Attorney General.
- SECTION 6. GENERAL PROVISIONS. t | _ =
'\ 6-l.Definitions. - - ;

6-101. “Agency” has the meaning defined in 5 U.S.C. 552(e). ~ _

6-102. “Classified information” means information or material, herein
collectively termed information, that is ‘owned by, produced for or by, or
" under the control of, the United States Government, and that has been
. determined pursuant to this Order or prior Orders to require protection
against unauthorized disclosure, and that is so designated.

6-103. “Foreign government information” means information that has
been provided to the United States in confidence by, or produced by the
United States pursuant to a written joint arrangement requiring confidentiality
with, a foreign jovernment or international organization of governments.

6-104. “National security” means the national defense and foreign rela-
" tions of the United States. :

_ 6-105. “Declassification event” means an event which would eliminate the
need for continued classificauon. . —

6-2. General. i d

Y .

6-201. Nothing in this Order shall supersedé any requirement made by or

under the Atomic Energy Act of 1954, as amended. “Restricted Data” and’

information designated as “Formerly Restricted Data” shall be handled, pro-
tected, classified, downgraded, and declassified in conformity with the provi-
sions of the Atomic Energy Act of 1954, as amended, and reguladons issued
pursuant thereto. ]

6-202. The Attorney General, upon request by the head of an agency, his
duly designated representative, or' the Director of the Information Security
Oversight Office, shall personally or through authorized representatives of the
Department of Justice render an interpretation of this Order with respect to
any question arising in the course of its administration.
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. 6-203. Executive Order No. 11652 of March 8, 1972, as amended by

Executive Order No. 11714 of April 24, 1973, and as further amended by
Executive Order No. 11862 of June 11, 1975, and the National Security
- Council Directive of May 17, 1972 (3 CFR 1085 (1971-75 Comp.)) are re-
voked.

~ 6-204. This Order shall becomc eﬂ'ectwe on December 1, 1978, except
that the functions of the Information Security Oversight Office specified in
Sections 5-202(d) and 5-202(f) shall be effective immediately and shall be
performed in the interim by the Interagency Classification Review Committee
. established pursuant to Executive Order No. 11632 /

; TH£>WHI'VI'£‘. HO‘U'SE, ‘ 4 o 1o
june 28, 1978.

)

L T [I'RDoc.78-18505F11ed6-29 -78; 4:18 pm]

’-. Eprroaus Notz: The President’s ':tatzmcm of June 29. 1978, on issuing Exé'cﬁt.ive Order - e
12065, is printed in the Weekly Compilation of Presidential Documents (vol. 14, No. 26).
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Office cf the White House Press Secretary

STATEMENT BY THE PRESIDENT

I an pleased to sign the EZxecutive Oprger revamping
the governmen:'s security classification system.

The public is entitled to know as much as possible
about the goverament's activities. Classification should
be used only to protect legitimate national security secrets
and never to cover up mistakes or improper activities.

While scme material must be classified, the government
classifies too much information, classifies it too highly,
and for too long. These practices violate the public's
right to know, impese unnecessary costs, and weaken pro-
tection for truly sensitive information by undermining
respect for all classification.

The new Order will inerease openness in government
by liniting classificatien and accelerating declassification.
At the same time, it will improve protection for information
that needs to be kept secret. : ‘

The standard for classification has been tightened.
No document is to be classified unless its release reasonably
could be expected to cause identifiable damage to the
national security. Insignificant damage is not a Ddasis
for classification. In addition, the number of agencies
3 and officials with classification authority is being reduced.
Delegation of such authority shall be held to a mininum,

All documents should be declassified as early as national
sSecurity permits. Under the new Order, most documents will
be declassified after no Zcere than six years. Only agency
heads and officials with Top Secret classificatien autherity
may classify for a longer period and only by incdicating
why ‘¢lassification will remain necessary despite the passage
of time. With a few exceptions, the documents given extended
classification will be declassified after no more than 20
years. The amillions of documents classified under prior
Orders that are over 20 years old will be reviewed and —-
in almost all cases -- released as quickly as pessible.

I expect all officials to follow these prccedures and
the others set cut in the new Order. .But experience has
taught us that strong oversight-is needed, both to make
the classification System as open as possible and to safe-
guard properly classified documents., Each agency that |
handles classified information should take care to ensure |
that its personnel understancd and follow the new procedures. |

In addition, I have sreated an Inforamation Security
Oversight Qffice o provide overall supervisicn. This Qffice
will nave autherity to reviey agencies' procedures aad files.
It can overrule their regulaticns and their desisiens on
classification o? indivridual documents, “subject %o apoeal
to the Na:zionzl Security Council. The Office will report |
regularly to the NSC z2ad :o me on ccmpliance with the Order, |
The Office is a xey element to the new classification systea,

and it will have ay streong support.
‘ In a Sreak frem precedent, tais Order was drafted in

eomsultation wWith several Conzressional Cemmittees and
private groups. I Particularly wish to thank Senaters
James abourezk, voserh 3iden, EZdmund Muskis, and

-aa “ Sl

lepresentatives Zdward 3eland aad Richardsen Preyer rar
their valuzsle assistance.
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Title 32—National Defense:

CHAPTER XX—INTERAGENCY CLAS-
SIFICATION REVIEW COMMITTEE

[Directive No. 1]

INFORMATION SECURITY OVERSIGHT
OFFICE

National Security Information

AGENCY: Interagency Classification
Review Committee (ICRC).

ACTION: Implementing directive.
SUMMARY: The Interagency Classifi-

cation Review Committee is publishing.

this directive to implement Executive
Order 12065, relating to the classifica-
tion, downgrading, declassification and
safeguarding of national security in-
formation. This directive was ap-
proved by the National Security Coun-
cil for publication and issuance on
September 29, 1978. The Executive
order is intended to increase openness
in Government by limiting classifica-
tion and accelerating declassification
but at the same time, providing im-
proved protection against unauthor-
i disclosure for that information

requires such protection in the

st of national security. This di-

e sets forth guidelines to agen-
cies on original and derivative classifi-
cation, downgrading, declassification
and safeguarding of national security
information.

EFFECTIVE DATE: December 1,
1978.

FOR FURTHER
CONTACT:

Robert W. Wells, Executive Director,
ICRC, Telephone: 202-724-1578.

SUPPLEMENTARY INFORMATION:
This directive is issued pursuant to the
provisions of section 6-204 of Execu-
tive Order 12065. The purpose of the
directive is to assist in the implemen-
tation of Executive Order 12065, and
users of the directive shall refer con-
currently to the Executive order for
guidance.

INFORMATION
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I. ORIGINAL CLASSIFICATION

A. Definition. “Original classifica-
tion” as used in the order me:x:ns an
initial determination that information
requires protection against unauthor-
ized disclosure in the interest of na-
tional security, and a designation of
the level of classification (1).!/

B. Classification authority. In the
absence of an authorized c¢lassifier,
anyone designated to act in that per-
son's absence may exercise the classi-
fier's authority (1-204).

C. Request for classification authori-
ty. Requests for original classification
authority for agencies not listed in sec-
tion 1-2 of the order shall be submit-
ted to the President through the In-
formation Security Oversight Office.
Requests shall include: (1) The desig-
nation of the officials for whom or po-
sitions for which authority is sought,
(2) the level of authority requested,
and (3) the justification for such re-
quests, including a description of the
type of information that is anticipated
to require original classification (1-2).

D. Record requirements. Agencies
and officials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a current
listing, by classification designation, of
individuals to whom or positions to
which original classification authority
has been delegated (1-2).

E. Classification procedure. Except
as provided in section 1-303 of the
order, the fact that the information
concerns one or more of the qualifying
criteria or categories of information

‘Parenthetical references are to related
sections of Executive Order 12065.

shall not create any presumption as to
whether the information meets the
damage tests (1-302 and 1-303).

F. Foreign government informa-
tion.—1. Identification. “Foreign gov-
ernment information” is;

a. Information provided to the
United States by a foreign government
or international organization of gov-
ernments in the expectation, express
or implied, that the information is to
be kept in confidence: or

b. Information produced by the
United States pursuant to a written
joint arrangement with a foreign gov-
ernment or. international organization
of governments requiring that either
the information or the arrangement,
or both, be kept in confidence. Such a
written joint arrangement may be evi-
denced by an exchange of letters, a
memorandum of understanding, or
other written record (1-303 and 6-103).

2. Duration of classification. Unless
the guidelines developed pursuant to
section 3-404 of the order or other
guidelines prescribe dates or events for
declassification or for review for de-
classification:

a. Foreign government information
shall not be assigned a date or event
for automatic declassification unless
such is specified or agreed to by the
foreign government or international
organization of governments.

b. Foreign government information
classified after the effective date of
the order shall be assigned a date for-
review for declassification up to 30
years from the time the information
was classified or acquired. (1-402 and
3-404).

G. Standard identification and
markings. At the time of original clas-
sification, the following shall be
shown on the face of paper copies of
all classified documents:

1. Identity of classifier. The identity
of the classifier, unless also the signer
or approver of the document, shall be
shown on a “classified by line; e.g.,
“Classified by John Doe’ or *Classi-
fied by Director, XXX" (1-501(a)).

2. Date of classification and office of
origin. The date and office of origin
on a document at the time of its origi-
nation may be considered the date of
classification and identification of the
office of origin (1-501(b)).

3. Date or event for declassification
or review. The date for automatic de-
classification or for declassification
review shall be shown on a “declassify
on” or a "“review for declassification
on’” line; e.g., ""Declassify on 1 Novem-
ber 1984,” “Declassify on completion
of State visit,” or “Review for declassi-
fication on 1 November 1998 (1-
501(e)).

4. Downgrading markings. When it
is determined (e.g., in a classification
guide) that a classified document
should be downgraded automatically

FEDERAL REGISTER, VOL. 43, NO. 194—THURSDAY, OCTOBER 5, 1978




46282

0 classification or a lower classifica-
n than originally assigned is appro-
iate, the derivative document shall

e issued as unclassified or shall be
marked appropriately (2-101 and 2-
102).

C. Marking derivatively classified
documents. Paper copies of derivative-
ly classified documents shall be
marked at the time of origination as
follows:

1. The classification authority shall
be shown on a “classified by” line; e.g.,
“Classified by (Insert identity of clas-
sification guide)” or ‘“Classified by
(Insert source of original classifica-
tion).” If the classification is derived
from more than one source, the single
phrase ‘“‘multiple sources” may be
shown, provided that identification of
each such source is maintained with
the file or record copy of the docu-
ment (2-102(c));

2. The identity of the office originat-
ing the derivatively classified docu-
ment shall be shown on the face of the
document (2-102);

3. Dates or events for declassifica-
tion or review shall be carried forward
from the source material or classifica-
tion guide and shown on a “declassify
on” or “review for declassification on”
line. If the classification is derived

om more than one source, the latest
e for declassification or review ap-

able to the various source materi-
shall be applied to the new infor-
mation (2-102(c));

4. The classification marking provi-
sions of sections I.G. 7 through 9 and
I.G. 12 are also applicable to deriva-
tively classified documents (2-102(¢));

5. Any additional marking under sec-
tion I.H. of this directive appearing on
the source material shall be carried
forward to the new material when ap-
propriate (2-102(¢)); and

6. Any abbreviation or code permit-
ted under section I. I. of this directive
may be applied to derivatively classi-
fied documents. )

D. Classification guides.—1. Require-
ments. Classification guides issued
pursuant to section 2-2 of the order
shall:

a. Identify the information to be

' protected, using categorization to the
extent necessary to insure that the in-
formation involved can be identified
readily and uniformly (2-201);

b. State which of the classification
designations (i.e., top secret, secret. or
confidential) applies to the informa-
tion (2-201);

c. State the duration of classification
in terms of a period of time or future
event. When such duration is to

ceed 6 years, the reason for such ex-

ion shall be provided in the guide.
vever, if the inclusion of classified
asons would result in a level of clas-
sification for a guide that would inhib-
it its desirable and required dissemina-

RULES AND REGULATIONS

tion, those reasons need be recorded
only on or with the record copy of the
guide (2-201); and

d. Indicate how the designations,
time limits, markings, and other re-
quirements of the order and this direc-
tive are to be applied, or make specific
reference to agency regulations that

-provide for such application (2-201).

2. Review and record requirements.
Each classification guide shall be kept
current and shall be reviewed at least
once every 2 years. Each agency shall
maintain a list of all its classification
guides in current use (2-2).

II1. DECLASSIFICATION AND
DOWNGRADING ;

A. Record requirements. Agencies
and officials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a record
of individuals or positions designated
as declassification authorities pursu-
ant to section 3-103 of the order (3-
103).

B. Declassification policy. In making
determinations under section 3-303 of
the order, officials shall respect the
intent of the order to protect foreign
government information and confiden-
tial foreign sources (3-303).

C. Systematic Review for Leclassifi-
cation.—1. Systematic review guide-
lines. ‘

a. U.S. originated information. Sys-
tematic review guidelines shall be kept
current through review at least every
2 years, unless earlier review for revi-
sion is requested by the Archivist of
the United States (3-402). |

b. Foreign government information.
Within 1 year after the effective date
of the order, heads of affected agen-
cies shall, in consultation with the Ar-
chivist and in accordance with the pro-
visions of section 3-404 of the order,
develop systematic review guidelines
for 30-year-old foreign government in-
formation. These guidelines shall be
kept current through review by
agency heads at least once every 2
years, unless earlier review for revision
is requested by the Archivist of the
United States. A copy of these guide-
lines and any revisions thereto shall
be furnished to the Information Secu-
rity Oversight Office. Upon request,
the Department of State shall provide
advice and such assistance as is neces-
sary to effect foreign government co-
ordination of the guidelines (3-404).

2. Systematic review procedures.—a.
Scheduling for systematic review. Clas-
sified nonpermanent records that are
scheduled to be retained for more
than 20 years need not be systemati-
cally reviewed but shall be reviewed
for declassification upon request.
Within 60 days of the effective date of
the order, heads of agencies and offi-
cials designated by the President pur-
suant to section 1-2 of the order shall

direct that all classified records 20
years old or older, whether held in
storage areas by the agency or in Fed-
eral records centers, be surveyed to
identify those that require scheduling
for future disposition. Such scheduling
shall be accomplished within 2 years
of the effective date of the order (3-
401).

b. Ezxtending classification after
review.—(1) Foreign government infor-
mation. Agency heads listed in section
1-2 and officials designated by the
President pursuant to section 1-201 of
the order may extend the classifica-
tion of foreign government informa-
tion beyond 30 years, but only in ac-
cordance with sections 3-3 and 3-404.
This authority may not be delegated.
When classification is extended
beyond 30 years, a date no more than
10 years later shall be set for declassi-
fication or for the next review. Subse-
quent reviews for declassification shall
be set at no more than 10-year inter-
vals (3-404).

(2) Waivers of further review. Heads
of agencies listed in section 1-2 and of-
ficials designated by the President
pursuant to section 1-201 of the order
may request from the Director of the
Oversight Office a waiver of the 10-
year review requirement for both U.S.-
originated and foreign government in-
formation. Such requests shall include
a personal certification by the agency
head that the classified information
for which the waiver is sought has
been systematically reviewed as re-
quired, and that a definitive date for
declassification could not be deter-
mined. Waivers should not be request-
ed unless the results of the review
have established an identifiable need
to continue classification for a period
in excess of 20 additional years. Each
request shall include a recommended
date or event for subsequent review or
automatic declassification (3-401).

C. Assistance to the Archivist.—(1)
The head of each agency shall desig-
nate experienced personnel to assist
the Archivist of the United States in
the systematic review of 20-year-old
U.S.-originated information and 30-
yvear-old foreign government informa-
tion accessioned into the National Ar-
chives of the United States. Such per-
sonnel shall:

(a) Provide guidance and assistance
to National Archives employees in
identifying and separating documents
and specific categories of information
within documents that are deemed to
require continued classification; and

(b) Submit to the head of the agency
recommendations for continued classi-
fication that identify documents or
specific categories of information so
separated.

(2) The head of the agency shall
then make the determinations person-
ally and in writing required under sec-
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3-401 of the order as to which

ents or categories of informa-

equire continued protection. The

cy shall inform the Archivist of

the United States of this determina-
tion (3-4).

d. Special procedures. Special proce-
dures for systematic review and declas-
sification of classified cryptologic in-
formation and classified information
concerning the identities of clandes-
tine human agents promulgated in ac-
cordance with the provisions of section
3-403 of the order shall be binding on
all agencies (3-403).

e. Foreign relations series. In order
to permit the editors of foreign rela-
tions of the United States to meet
their mandated goal of publishing 20
years after the event, heads of depart-
ments and agencies are requested to
assist the editors in the Department of
State by facilitating access to appro-
priate classified materials in their cus-
tody and by expediting declassification
review of items from their files select-
ed for publication (3-4).

D. Procedures for mandatory declas-
sification review.

1. U.S.-originated information.—a.
Action on an initial request. Each
Agency shall designate, in its imple-
menting regulations published in the

L REGISTER, offices to which re-

for mandatory review for de-

ication may be directed. Upon

est for declassification pursuant

to section 3-5 of the order, agencies
shall apply the following procedures:

(1) The designated offices shall ac-
knowledge receipt of the request.

(2) Whenever a request does not rea-
sonably describe the information
sought, the requestor shall be notified
that unless additional information is
provided or the scope of the request is
narrowed, no further action will be un-
dertaken (3-501).

b. Information in the custody of and
under the ezxclusive declassification
authority of an agency. The designat-
ed office shall determine whether,
under the declassification provisions
of section 3-3 of the order, the re-
quested information may be declassi-
fied and, if so, shall make such infor-
mation available to the requestor,
unless withholding is otherwise war-
ranted under applicable law. If the in-
formation may not be released in
whole or in part. the requestor shall
be given a brief statement as to the
reasons for denial, a notice of the
right to appeal the determination to a
designated agency appellate authority
(including name, title, and address of
such authority), and a notice that
n appeal must be filed with the
within 60 days in order to be
red (3-501).

S Information classified by agencies
other than the custodial agency. When
an agency receives a request for infor-

RULES AND REGULATIONS

mation in its custody that was classi-
fied by another agency, is shall for-
ward the request to the appropriate
agency for review, together with a
copy of the document containing the
information requested where practica-
ble, and with its recommendation to
withhold any of the information
where appropriate. Unless the agency
that classified the information objects
on grounds that its association with
the information requires protection,
the agency that received the request
shall also notify the requestor of the
referral. After the agency that classi-
fied the information completes its
review (in coordination with other
agencies that a direct interest in the
subject matter), a response }shall be
sent to the requestor in accordance
with the procedures described above.
If requested, the agency shall also
communicate its determination to the
referring agency (3-501). f

d. Action on appeal. The head of an
agency or a designee shall establish
procedures to act within 30 days upon
all appeals of denials of requests for
declassification. These procedures
shall provide for meaningful appellate
consideration, shall be forwarded to
the Oversight Office for review, and
shall be published in the FEDERAL REG-
ISTER. In accordance with these proce-
dures, agencies shall determine wheth-
er continued classification is required
in whole or.in part, notify the reques-
tor of the determination, and make
available any information that is de-
classified and otherwise releasable. If
continued classification is required
under the provisions of section 3-3 of
the order, the requestor shall be noti-
fied of the reasons therefor. If re-
quested, the agency shall also commu-
nicate the appeal determination to
any referring agency (3-5 and 5-
404(c)). {

e. Fees. If the request requires the
rendering of services for which fair
and equitable fees may be charged
pursuant ot title 5 of the Independent
Offices Appropriation Act, 65 Stat.
290, 31 U.S.C. 483a (1976), such fees
may be imposed at the discretion of
the agency rendering the services.
Schedules of such fees shall be pub-
lished in the FeperRaL REGISTER (3-
501).

2. Foreign governmen! information.
Except as provided hereinafter, re-
quests for mandatory review for the
declassification of classified docu-
ments that contain foreign govern-
ment information shall be processed
and acted upon in accordance with the
provisions of section D.1 above. If the
agency receiving the request is also
the agency that initially received or
classified the foreign government in-
formation. it shall determine whether
the foreign government information in
the document may be declassified and
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released in accordance with agency
policy or guidelines, after consulting
with other agencies that have subject
matter interest as necessary. If the
agency receiving the request is not the
agency that received or classified the
foreign government information, it
shall refer the request to the appropri-
ate agency, which shall take action as
described above, including its recom-
mendation to withhold any of the in-
formation where appropriate. In those
cases where agency policy or guide-
lines do not apply, consultation with
the foreign originator through appro-
priate channels may be advisable prior
to final action on the request (3-5).

IV. SAFEGUARDING

A. General Information classified
pursuant to Executive Order 12065 or
prior orders shall be afforded a level
of protection against unauthorized dis-
closure commensurate with its level of
classification (4-1),

B. General restrictions on access.

1. Determination of need-to-know.
Classified information shall be made
available to a person oniy when the
possessor of the classified information
establishes in each instance, excent as
provided in section 4-3 of the order,
that access is essential to the accom-
plishment of official Government
duties or contractual obligations (4-
101).

2. Determination of trustworthiness. -
A person is eligible for access to classi-
fied information only after a showing
of trustworthiness as determined by
agency heads based upon appropriate
investigations in accordance with ap-
plicable standards and criteria (4-101).

C. Access by historical researchers
and former Presidential appointees.
Agencies shall obtain: (1) Written
agreements from requestors to safe-
guard the information to which they
are given access as permitted by the
order and this directive; and (2) writ-
ten consent to the agency's review of
their notes and manuscripts for the
purpose of determining that no classi-
fied information is contained therein.
A determination of trustworthiness is
a precondition to a requestor’s access.
If the access requested by historical
researchers and former Presidential
appointees requires the rendering of
services for which fair and equitable
fees may be charged pursuant to title
5 of the Independent Offices Appro-
priations Act, 65 Stat. 290, 31 U.S.C.
483a (1976), the requestor shall be so
notified and the fees may be imposed
(4-3).

D. Dissemination. Except as other-
wise provided by section 102 of the Na-
tional Security Act of 1947, 61 Stat.
495, 50 U.S.C. 403 (1970 and Supp. V
1975), classified information originat-
ing in one agency may not be dissemi-
nated outside any other agency to
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which it has been made available with-
ut the consent of the originating

ency (4-403).

E. Accountability procedures.—1.

op secret. Top secret control officers
shall be designated to receive, trans-
mit, and maintain current access and
accountability records for top secret
information. An inventory of top
secret documents shall be made at
least annually; however, heads of
agencies may authorize the annual in-
ventory of top secret documents in re-
positories, libraries, or activities that
store large volumes of such informa-
tion to be limited to documents to
which access has been afforded within
the past 12 months. The Director of
the Oversight Office may grant a
waiver with respect to the requirement
of an annual inventory for storage sys-
tems involving large volumes of infor-
mation if security measures with re-
spect to such storage systems are ade-
quate to prevent access by unauthor-
ized persons (4-103).

2. Secret and confidential. Secret
and confidential classified information
shall te subject to such controls and
current accountability records as the
head of the agency may prescribe (4-
103).

F. Storage. Classified information
shall be stored only in facilities or

der conditions adequate to prevent

uthorized persons from gaining
ess to it (4-103).

11. Top secret. Top secret informa-
tion shall be stored in a GSA-ap-
proved, safe-type, steel file cabinet
having a built-in, three-position, dial-
type combination lock or within an ap-
proved vault, or vault-type room, or in
~ other storage facility that meets the
standards for top secret established
under the provisions of subsection 3
below. In addition, heads of agencies
shall prescribe such additional, supple-
mentary controls as are deemed appro-
priate to restrict unauthorized access
to areas where such information is
stored (4-103).

2. Secret and confidential. Secret
and confidential information shall be
stored in 2 manner and under the con-
ditions prescribed for top secret infor-
mation, or in a container or vault that
meets the standards for secret or con-
fidential, established pursuant to the
provisions of subsections 3 or 4 below
(4-103).

3. Standards for security equipment.
The General Services Administration
shall. in coordination with agencies
originating classified information. es-
tablish and publish uniform standards,
specifications, and supply schedules
for containers, vaults, alarm systems,

associated security devices suit-
for the storage and protection of
ategories of classified information.

y agency may establish more strin-
gent standards for its own use. When-

RULES AND REGULATIONS

ever new security equipment is pro-
cured, it shall be in conformance with
the standards and specifications re-
ferred to above and shall, to the maxi-
mum extent practicable, be of the type
designated on the Federal Supply
Schedule, General Services Adminis-
tration (4-103).

4. Exception to standards for securi-
ty equipment.—a. Secret and confiden-
tial information may also be stored in
a steel filing cabinet having a built-in,
three-position, dial-type, changeable
combination lock, or a steel filing cabi-
net equipped with a steel lock bar, pro-
vided it is secured by a three-position,
changeable, combination padlock ap-
proved by GSA for the purpose. The
storage of secret information in the
steel filing cabinets described above re-
quires the use of such supplementary
controls as the head of the agency
deems necessary to achieve the degree
of protection warranted by the sensi-
tivity of the information involved (4-
103). ‘

b. For protection of bulky secret and
confidential material (for example,
weaponry containing classified compo-
nents) in magazines. strong rooms, or
closed areas, access oenings may be se-
cured by changeable combination or
key-operated, high-security padlocks
approved by GSA. When key-operated
padlocks are used, keys shall be con-
trolled in accordance with subsection 6
below (4-103). =l

5. Combinations.—a. Equipment in
service. Combinations to dial-type
locks shall be changed only by persons
having appropriate security clearance,
and shall be changed whenever such
equipment is placed in use, whenever a
person knowing the combination no
longer requires access to the combina-
tion, whenever a combination has been
subjected to possible compromise,
whenever the equipment is taken out
of service, and at least once every
year. Knowledge of combinations pro-
tecting classified information shall be
limited to the minimum number of
persons necessary for operating pur-
poses. Records of combinations shall
be classified no lower than the highest
level of classified information to be
stored in the security equipment con-
cerned (4-103).

B. Equipment out of service. When
security equipment having a built-in
combination lock is taken out of serv-
ice, the lock shall be reset to the
standard combination 50-25-50. Com-
bination padlocks shall be reset to the
standard combination 10-20-30 (4-
103).

6. Keys. Heads of agencies shall es-
tablish administrative procedures for
the control and accountability of keys
and locks whenever key-operated,
high-security padlocks are utilized.
The level of protection provided such
keys shall be equivalent to that afford-

ed the classified information being
protected. Under no circumstances
may keys be removed from the prem-
ises. They shall be stored in a secure
container (4-103).

7. Responsibilities of custodians.
Persons entrusted with classified in-
formation shall be responsible for pro-
viding protection and accountablility
for such information at all times and
for locking classified information in
approved security equipment when-
ever it is not in use or under direct su-
pervision of authorized persons. Custo-
dians shall follow procedures that
insure unauthorized persons do not
gain access to classified information
(4-103).

8. Inspections. Individuals charged
with the custody of classified informa-
tion shall conduct the necessary in-
spections within their areas to insure
adherence to procedural safeguards
prescribed to protect classified infor-
mation. Agency security officers shall
insure that periodic inspections are
made to determine whether procedur-
al safeguards prescribed by agency
regulations are in effect at all times
(4-103).

G. Transmittal.—1. Preparation and
receipting. Classified information
shall be enclosed in cpaque inner and
outer covers before transmitting. The
inner cover shall be a sealed wrapper
or envelope plainly marked with the
assigned classification and addresses
of both sender and addressee. The
outer cover shall be sealed and ad-
dressed with no identification of the
classification of its contents. A receipt
shall be attached to or enclosed in the
inner cover, except that confidential
information shall require a receipt
only if the sender deems it necessary.
The receipt shall identify the sender,
addressee, and the document, but shall
contain no classified information. It
shall be immediately signed by the re-
cipient and returned to the sender.
Any of these wrapping and receipting
requirements may be waived by
agency heads under conditions that
will provide adequate protection and
prevent access by unauthorized per-
sons (4-103).

2. Transmittal of top secret. The
transmittal of top secret information
shall be by specifically designated per-
sonnel, by State Department diplo-
matic pouch, by a messenger-courier
system specially created for that pur-
pose, or over authorized secure com-
munications circuits (4-103).

3. Transmittal of secret. The trans-
mittal of secret material shall be ef-
fected in the following manner:

a. The 50 States, District of Colum-
bia, and Puerto Rico. Secret informa-
tion may be transmitted within and
between the 50 States, District of Co-
lumbia, and Puerto Rico by one of the
means authorized for top secret infor-
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ion, by the U.S. Postal Service reg-

ed mail, or by protective services

vided by U.S. air or surface com-
mercial carriers under such conditions
as may be prescribed by the head of
the agency concerned (4-103).

b. Canadian Government Installa-
tions. Secret information may be
transmitted to and between United
States Government and Canadian
Government installations in the 50
States, the District of Columbia, and
Canada by United States and Canadi-
an registered mail with registered mail
receipt (4-103).

c. Other areas. Secret information
may be transmitted from, to, or within
areas other than those specified in
subsectiops a or b above by one of the
means established for top secret infor-
mation, or by U.S. registered mail
through Army, Navy, or Air Force
Postal Service facilities provided that
the information does not at any time
pass out of U.S. citizen control and
does not pass through a foreign postal
system. Transmittal outside such areas
may also be accomplished under escort
of appropriately cleared personnel
aboard U.S. Government and U.S.
Government contract vehicles or air-
craft, ships of the United States Navy,

il service manned U.S. Naval ships,

hips of U.S. Registry. Operators

hicles, captains or masters of ves-

., and pilots of aircraft who are U.S.

citizens and who are appropriately

cleared may be designated as escorts
(4-103).

4. Transmittal of confidential infor-
mation. Confidential information
shall be transmitted within and be-
tween the 50 States, the District of Co-
lumbia, the Commonwealth of Puerto
Rico, and U.S. territories or posses-
sions by one of the means established
for higher classifications, or by U.S.
Postal Service certified, first class, or
express mail service when prescribed
by an agency head. Outside these
areas, confidential information shall
be transmitted only as is authorized
for higher classifications (4-103).

RULES AND REGULATIONS

H. Loss or possible compromise. Any
person who has knowledge of the loss
or possible compromise of classified in-
formation shall immediately report
the circumstances to an official desig-
nated by the agency or organization.
In turn, the orginating agency shall be
notified about the loss or compromise
in order that a damage assessment
may be conducted and appropriate
measures taken to negate or minimize
any adverse effect of such a compro-
mise. An immediate inquiry shall be
initiated by the agency under whose
cognizance the loss or compromise oc-
curred, for the purpose of taking cor-
rective measures and appropriate ad-
ministrative, disciplinary, or legal
action (4-103). |

I. Destruction. Nonrecord classified
information that has served its intend-
ed purpose shall be destroyed in ac-
cordance with procedures and meth-
ods approved by the head of the
agency. The method of destruction se-
lected must preclude recognition or re-
construction of the classified informa-
tion or material (4-103).

V. IMPLEMENTATION AND REVIEW

Challenges to classification. Agency
programs established to implement
the order shall encourage holders of
classified information to challenge
classification in cases where there is
reasonable cause to believe that infor-
mation is classified unnecessarily, im-
properly, or for an inappropriate
period of time. These programs shall
provide for action on such challenges
or appeals relating thereto within 30
days of receipt and for notification to
the challenger of the results. When re-
quested. anonymity of the challenger
shall be preserved (5-404(d)).

VI. GENERAL PROVISIONS

A. Notification. Notification of un-
scheduled changes in classification or
changes in duration of classification
may be by general rather than specific
notice (4-102).

B. Posted notice. If prompt remark-
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ing of large quantities of information
would be unduly burdensome. the cus-
todian may attach a change of classifi-
cation notice to the storage unit in
lieu of the marking action otherwise
required. Each notice shall indicate
the change, the authority for the
action, the date of the action, and the
storage units to which it applies. Items
permanently withdrawn from such
storage units shall be marked prompt-
ly in accordance with the marking pro-
visions herein. However, when infor-
mation subject to a posted downgrad-
ing, upgrading, or declassification
notice is withdrawn from one storage
unit solely for transfer to another, or
a storage unit containing such infor-
mation is transferred from one place
to another, the transfer may be made
without marking if the notice is at-
tached to or remains with each ship-
ment (4-102).

C. Downgrading, declassification,
and upgrading markings. Whenever a
change is made in the original classifi-
cation or in the dates of downgrading
or declassification of anv classified in-
formation, it shall be promptly and
conspicuously marked to indicate the
change, the authority for the action.
the date of the action, and the identi-
ty of the person taking the action.
Earlier classification markings shall be
cancelled when practicable (4-102).

D. Combat operations. The provi-
sions of the order and this Directive
with regard to dissemination, trans-
mittal, or safeguarding of classified in-
formation may be so modified in con-
nection with combat or combat-related
operations as the Secretary of Defense
may by regulations prescribe (4-103).

E. Publication and effective date.
This directive shall be published in
the FEDERAL REGISTER. It shall become
effective December 1, 1978 (6-204).

JAMES B. RHoaDSs,

Acting Chairman, Interagency
Classification Review Com-
mittee.

OCTORBER 2, 1978.
(FR Doc. 78-28101 Filed 10-4-78: 8:45 am]
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FOREWORD

This National Security Council Staff Regulation governing
the NSC Information Security Program is issued under the
authority of and pursuant to Executive Order 12065 and
Directive No. 1 of the Information Security Oversight Office.
The Regulation shall become effective on December 1, 1978

and shall be published in the Federal Register.

Christine Dodson
Staff Secretary
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THE PRESIDENT

of General Services pursuant to 44 U.S.C. 2107 or 2107 note, is exempted
from the provisions of Section 3-301. Such information over ten years old
shall be subject to mandatory review for declassification. Requests for manda-
tory review shall be processed. in accordance with procedures developed by
the Archivist of the United States. These procedures shall provide for consul-
tation with agencies having primary subject matter interest. Any decision by the
Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director’s decisior on such appeals and may further appeal to
the National Security Council through the process set forth in Section 3-104.
i 3-504. Requests for declassification of classified documents originated by

an agency but in the possession and control of the Administrator of General
Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the

. Archivist to the agency of origin for processing in accordance with Section 3-
.. 501 and for direct response to the requestor. The Archxvxsr. shall inform

- requestors of such referrals.

3-505. No agency in possession of a classified documem may, in response
to a request for the document made under the Freedom of Information Act or
this Order’s Mandatory Review provision, refuse to confirm the existence or

non-existence of the document, unless the fact of its existence or non-exis-
_ tence would itself be classifiable undcr this Order £

3-6. Doungrading. ~ - - - S R

... 3-601. Classxﬁcd mformauon t.hat is markcd for automatic downgradmg is
downgraded accordingly without notification to holders.

3-602. Classified information that is not marked for automatic downgrad- .

- ing may be assigned a lower dassification designation by the originator or by
‘other authorized officials when. such downgrading is' appropriate. Notice of
downgrading shall be provxded to holders of the mformauon to the extent
_practicable. -

SECTION 4. SAFEGUARDING. - - S s [
4-1. General Restrictions on Access. ' :

4-101. No person may be given access to classified information unless
that person has been determined to be trustworthy and unless access is
necessary for the pcrformance of offical duties. = _

4-102. All dassified information shall be marked conspxcuously to put
users on notice of its current classification status and, if-appropriate, to show
any spedial distribution or reproduction restrictions authorized by this Order

4-103. Controls. shall be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, and transmitted only

under conditions that will provide adcquatc protection and prevent access by -

unauthorized persons.

4-104. Classified information no longer needed in current working files

or for reference or record purposes shall be processed for appropriate disposi-

ton in accordance with the provisions of Chapters 21 and 33 of Title 44 of-

the United States Code, which governs disposition of Federal records.

4-105. Classified information disseminated outside the Executive branch
shall be given protection equivalent to that afforded within the Executve
branch.

4-2. Special Access ng'ram; - ' =

4-201. Agency heads listed in Section 1-201 may create special access
programs to control access, distribution, and protection of partieularly sensi-
tive informadon classified pursuant to this Order or prior Orders. Such pro-
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THE PRESIDENT |

grams may be crcatcd or continued only by written direction and only by
those agency heads and, for matters pertaining to intelligence sources and
methods, by the Director of Central Intelligence. Classified information in
such programs shall be declassified according to the provisions of Section 3.

 4-202. Special access programs may be created or continued only on a
specific showing that:

(a) normal management and safeguarding procedures are not sufficient to
limit need-to-know or access;

(b) the number of persons who will need access will be reasonably small
and commensurate with the objective of providing extra protection for the
information involved; and \

(c) the special access controls balance the need to protect t.he mfonnauon
against the full spectrum of needs to use the information.

4-203. All special access programs shall be reviewed regularly and, except

those required by treaty or international agreement, shall terminate automati-

vcally every five years unless rencwed in accordance with the proccdures in
Section 4-2.

4-204. Within 180 days after the effective date of this Order, agency
heads shall review all existing special access programs under their jurisdiction

. and continue -them only in accordance with the procedures in Section 4-2. -

e

~

|
\
\
} s
\

Each of. those agency heads shall also.establish and maintain a system of - -

accounting for spedal access programs. The Director of the Information Secu-
rity Oversight Office shall have non-delegable access to all such accountings.

4=3. Access by Historical Researchers and Former Presidential Appointees.

 4-301. The requirement in Section 4-101 Lhat access to classified infor-

mation may be granted only as is necessary for the performance of ofﬁcxal
duties may be waived as provided in Section 4-302 for persons who:

_(a) are.engaged in historical research projects, or

(b) previously have occupied pohcy-makmg posxuons to which they were
appointed by the President.

4-302. Waivers under Section 4-301 may be grantcd only 1f the agency
with jurisdiction over the information:

(a) makes a written determination that access is consxstcnt with the inter-
ests of national security; ~

(b)- takes appropriate steps to ensure that access is limited to speaﬁc
categories of information over which that agency has classification Junsdxcuon

(c) limits the access granted to former Presidential appointees to items
that the person originated, reviewed, signed or received while serving as a

Presidential appointee. -

4—4. Reproduction Controls. .

4-401. 'I"oi: Secret-documents may not be rcproducedwithout the consent

_of- the originating agency unless otherwise marked by the originating office.

4—402. Reproduction of Secret and Confidential documents may be re-
stricted by the originating agency.

4—403. Reproduced copies of classified documents are subject to the same
accountability and controls as the original documents.

4—404. Records shall be maintained by all agendes that reproduce paper
copies of classified documents to show the number and distribution of repro-
duced copies of all Top Secret documents, of all documents covered by
special access programs distributed. outside the originating agency, and of all -
Secret and all Confidential documents which are marked with special dissemi-
nation and reproduction limitations in accordance with Section 1-306.

4—05. Sections 4—401 and 4—02 shall not restrict the reproduction of
documents for the purpose of facilitating review for declassification. However,
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a such reproduced documents that remain classified after review must be de-
stroyed after they are used. :

SECTION 5. IMPLEMENTATION AND REVIEW. . _ i
5-1. Oversight. '

5-101. The National Security Council may review all matters with respect
- to the implementation of this Order and shall provide overall policy direction
for the information security program. '
5-102. The Administrator of General Services shall be responsible for
implementing and monitoring the program established pursuant to this Order.
This responsibility shall be delegated to an Information Security Oversight
Office. : - - ; )
5-2. Information Security Oversight Office. ce e e T

e, o P - 52201. The Information Security Oversight Office shall have a full-ime
el ~  Director appointed by the Administrator of General Services subject to ap-
4 %5 _ proval by the President. The Administrator also shall have authority to ap-
g . © point a staff for the Office. _' -
e - 5-202. The Director shall: - ' w :
¢ " (a) oversee agency actions to ensure compliance with this Order and
implementing directives; ey B, afRee cp B Wt Tagm
- .. (b)consider and take action on complaints and suggestions from persons ) ,
_ ~ within or outside the Government with respect to the administration of the -~ = '
Ny "information security programi, including appeals from decisions on declassifi- ‘
: ' . _ " cation requests pursuant to Section 3-503; : ; o A
.-+ () exercise the authority.to declassify information provided by Sections
=4+ -3-104 and 3-503; . - £ T e T Ty w7 s,
© (d) develop, in consultation with the agendies, and promulgate, subject to
~ the approval of the National Security Coundll, directives for the implementa-
_tion of this Order which shall be binding on the agencies; ~~ -
(e)‘ report annually to the President through the Administrator of General
Services and the National Security Council on the, implementation of this
Order; ' ) 8 L
* () review all agency implementing regulations and agency guidelines for
systemadc declassification review. The Director. shall require any regulation or
guideline to be changed if it is not consistent with this Order or implementing _
directives. Any such decision by the Director may be appealed to the National
- Security Council. The agency regulation or guideline shall remain in effect
until the appeal is decided or until one year from the date of the Director’s
dedision, whichever occurs first. ' : ’
(g) exercise case-by-case classification authority in accordance with Section
1-205 and review requests for original classification authority from agencies or
officials not granted original classification authority under Section 1-2 of this
Order; and
(h) have the authority to conduct on-site reviews of the informaton
security program of each agency that handles classified information and to
require of each agency such reports, information, and other cooperation as -
: I necessary 1o fulfill his responsibilities. If such reports, inspection, or access to

-

— e ———

specific categories of classified information would  pose an exceptional national
security risk, the affected agency head may deny access. The Director may
appeal denials to the National Security Council. The denial of access shall
remain in effect until the appeal is decided or until one year from the date of
the denial, whichever occurs first.
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960 THE PRESIDENT
" 5-3. Interagency Information Security Commitiee.

5-301. There is established an Interagency Information Security Commit-
tee which shall be chaired by the Director and shall be comprised of represent-
atives of the Secretaries of State, Defense, Treasury, and Energy, the Attorney

- General, the Director of Central Intelligence, the National Security Counal,
the Domestic Policy Staff, and the Archivist of the United States. '

5-302. Represemétivcs of other agencies may be invited to meet with the
Committee on matters of particular interest to those agencies.

5-308. The Committee shall meet at the call of the Chairman or at the
request of a member agency and shal.l advise the Chairman on unplcmcmauon
of this order. v :

54, General Responsibilicis.

- 5-401. A copy of any mformauon secunty regulauon and a copy of any -
h guxdclme for systematic dedlassification review which has been adopted pursu-
: . ant to this Order or implementing directives, shall be submitted to the Infor-
5 ' mation Security Oversight Office. To the extent pracucable, such rcgulanons
) and guidelines should be unclassified. - .
- * 5-402. Unclassified regulations that cstabhsh agency mformauon sccuncy
.~~~ . . pelicy and unclassified guidelines for systematic declassification review shall be
T pubhshed in the FEDERAL REGISTER. . _
' Cosos DLt 5408, Agenaes with original clasnﬁcauon authonty shall promulgatc e
‘ . guides for security classification that will facilitate the identification and uni-

N\

- form dassification of information requmng' pro&ccnon under the provisions of |
: vthm Order. ,
. 5-404. Agendies whlch ongmate or handle dasuﬁed mformauon shall .

\ _ (a) designate a senior agency official to conduct an active overslght pro-
‘ CA _gram to ensure effective implementation of this Order;
N )] designate a senior agency official to chair an agency ‘committee with
T T T Tauthority to act on all suggestions and complaints with respect to the agency s
administration of the information security program; .
(c) establish a process to decide appeals. from denials of declassification
' tequests submitted pursuant to Section 3-5; : ' -

(d) establish a program to familiarize agency and or.her pcrsonncl who
have access to classified information with the provisions of this Order and
implementing directives. This program shall impress upon agency personnel
their responsibility to exercise vigilance in complying with this Order. The
program shall encourage agency personnel to challenge, through Mandatory
Review and other appropriate procedures, thosc dasnﬁcauon deqsxons they
believe to be improper; :

(e) promulgate guxdclmcs for systematic review in accordanc: with Sec-
ton 3-+402; ,

(fy establish procedures to prevent unnecessary access to classified infor-
mation, including procedures which require that a demonstrable need for
access to classified information is established before initiating administrative
clearance procedures, and which ensures that the number of people granted
access to classified information is reduced to and maintained at the minimum

' " number that is consistent with operational, requirements and needs; and

(g) ensure that practices for safeguarding information are systematicaily
reviewed and that those which are duplicative or unnecessary are eliminated.

5—405. Agendies shall submit to the Information Security Oversight Office
such information or reports as the Director of the Office may find necessary to
carry out the Office’s responsibilities. -




- SEC.TI‘OEI 6. GENERAL PROVISIONS.

_ THE PRESIDENT
B5=5. Administrative Sanctions.

5-501. If the Information Security Oversight Office finds that a violation
of this Order or any implementing directives may have occurred, it shall make
a report to the head of the agency concerned so that corrective steps may be

5-502. Officers and employees of the United States Government shall be
subject to appropriate administrative sanctions if they:

(a) knowingly and willfully classify or continue the classification of infor-
mation in.violation of this Order or any implementing directives; or

(b) knowingly, willfully and without authorization disclose information !
properly classified under this Order or prior Orders or compromise properly

classified information through negligence; or
~ (c) knowingly and willfully violate any other provision of this Order or
implementing directive. . . 7 .

5-503. Sanctions may include reprimand, suspension without pay, remov-

" al, termination of classification authority, or other sanction in accordance with

‘applicable law and agency regulatons.

5-504. Agency heads shall ensure that appropriate and prompt corrective
action is taken whenever a violation under .Section 5-502 occurs. The Director
of the Information Security Oversight Office shall be informed when such

" violations occur. =

5-505. Agency heads shall repoﬁ to the Attornd General evidence re-
flected in classified information of possible violations of Federal criminal law.
by an agency employee and of possible violations by any other person of those
Federal criminal laws specified in guidelines adopted by the Attorney General.
LDt - o

6-101. “Agency” has the meaning defined in 5 U.S.C. 552(e). =~ _

6-102. “Classified information” means information or material, herein
collectively termed information, that is ewned by, produced for or by, or

.under the control of, the United States Government, and that has been
. determined pursuant to this Order or prior Orders to require protection

against unauthorized disclosure, and that is so designated.

6-103. “Foreign government information” means information that has
been provided to the United States i confidence by, or produced by the
United States pursuant to a written joint arrangement requiring confidentiality
with, a foreign government or international organization of governments.

6-104. “National security” means the national defense and foreign rela-

" tons of the United States. -

_ 6-105. “Declassification event” means an event which would eliminate the
need for continued dlassificaton. :

6-2. General B o ‘

6-201. Nothing in this Order shall supersede any requirement made by or
under the Atomic Energy Act of 1954, as amended. “Restricted Data” and’
information designated as “Formerly Restricted Data” shall be handled, pro-
tected, classified, downgraded, and declassified in conformity with the provi-
sions of the Atomic Energy Act of 1954, as amended, and reguladons issued
pursuant thereto. R

6-202. The Attorney General, upon request by the head of an agency, his
duly designated representative, or the Director of the Information Security
Oversight Office, shall personally or through authorized representatives of the
Department of Justice render an interpretation of this Order with respect to
any question arising in the course of its administraton.
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THE PRESIDENT

6-203. Executive Order No. 11652 of March 8, 1972. as amended by
Executive Order No. 11714 of April 24, 1973, and as further amended by

Executive Order No. 11862 of June 11, 1975, and the National Security -
- Council Directive of \iay 17, 1972 (3 CFR 1085 (1971-75 Comp.)) are re-

voked.

. 6-204. This Order shall becomc cffecnve on Dccember 1, 1978, except
that the functions of the Information Security Oversight Office specified in
Sections 5-202(d) and 5-202(f) shall be effective immediately and shall be
performed in the interim by the Interagency Classification Review Commmce

. established pursuant to Executive Order No. 11632

Tue WHITE Hoﬁﬁﬁ o A.L -
June 25, 1978

g

“ .‘ (I'RDoc.78-18505Fﬂed6—29-78 418pm]

'._'_—-——

EptromiaL Non. The Presxdems statement of _]une 29, . 1978 on issuing Execuuve Order

T - 12065 upnmed in the Weekly Compdanon of Presldenual Documents (vol 14, No. 26).
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STATEMENT BY THE PRESIDENT

I am pleased to sign the Executive Orger revanping
the governmens's security classification system.

The public is entitled to know as much as possible
about the government's activities. Classification should
be used only to protect legitimate natiocnal Security secrets
and never to cover up mistakes or improper activities.

While scme material must be classified, the government
classifies too much information, classifies it too highly,
aand for too long. These practices violate the public's
right to know, impose unnecessary costs, and weaken pro-
tection for truly sensitive information by undermining
respect for all classification.

The new Order will increase openness in government
by limiting classification and accelerating declassification.
At the same time, it will improve protecticon for information
that needs to bde kept secret. -

The stancard for classification has been tightened.
No document is to be classified unless its release reasonabhl
could be expected to cause identifiable damage to the
natiomal security, Insignificant damage is not a basis
for classification. In addition, the number of agencies
3 and officials with elassification authority is being reduced.
Delegation of such authority shall be held to a minizum,

All documents should be declassified as early as national
security permits. Under the new Order, most documents will
be declassified after no zere than six years. Only agency
heads and officials with Tep Secret classification authority
may classify for a longer period and only by indicating
why classification will rezain necessary despite the passage
of time. With a few exceptions, the documents given extended
classification will be declassified after no more than 20
years. The millions of documents classified under prior
Orders that are over 20 years old will be reviewed and -
in almost all cases -- released as quickly as possible.

I expect all officials to follow these procedures and
the others set out in the new QOrder. .Eut experience has
taught us that strong oversight-is needed, both to make
the classification System as open as possible and to safe-
guard properly classified documents. Each agency that
handles classified information should take care to ensure
that its personnel understand and follow the new procedures,

In addition, I have created an Information Security
Oversight Qffice to provide overall supervision. This Office
will have autiority to review agencies! procedures zad files.
It can overrule their regulaticns and their desisisns on
classification eof iadividual documents, ‘subject 5o apoeal
to the National Security Council. The Office will report
regularly to the NSC and :o me on ccmpliance with the Order.
The Office is a key element to the new classification systea,

and it will have ay strong support.
7 ‘ In a Sreak from frecedent, this Order was drafted in

comsultation with several Congressional Committees and
private groups. I particularly wish to thank Senaters
James Abocurezik, Joserh 2iden, Zdmund Muskie, and
Representatives Zdward 3¢land and Richardscn Preyer for
their valuasle assistance. :
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CHAPTER XX—INTERAGENCY CLAS-
SIFICATION REVIEW COMMITTEE

[Directive No. 1]

INFORMATION SECURITY OVERSIGHT
OFFICE

National Security Information

AGENCY: Interagency Classification
Review Committee (ICRC).

ACTION: Implementing directive.
SUMMARY: The Interagency Classifi-

cation Review Committee is publishing.

this directive to implement Executive
Order 12065, relating to the classifica-
tion, downgrading, declassification and
safeguarding of national security in-
formation. This directive was ap-
proved by the National Security Coun-
cil for publication and issuance on
September 29, 1978. The Executive
order is intended to increase openness
in Government by limiting classifica-
tion and accelerating declassification
but at the same time, providing im-
proved protection agzinst unauthor-
i disclosure for that information

equires such protection in the

t of national security. This di-
reawyve sets forth guidelines to agen-
cies on original and derivative classifi-
cation, downgrading, declassification
and safeguarding of national security
information.

EFFECTIVE DATE: December 1,
1978.

FOR FURTHER
CONTACT:

Robert W. Wells, Executive Director,
ICRC, Telephone: 202-724-1578.

SUPPLEMENTARY INFORMATION:
This directive is issued pursuant to the
provisions of section 6-204 of Execu-
tive Order 12065. The purpose of the
directive is to assist in the implemen-
tation of Executive Order 12065, and
users of the directive shall refer con-
currently to the Executive order for
guidance.

INFOEMATION

TABLE OF CONTENTS
Section I. Original Classification

Definition.
Classification Authority.
Request for Classification Authority.
Record Requirements.

lassification Procedure.
Foreign Government Information.
Standard Identification and Markings.

ditional Markings Required.
freviations.
Eiection II. Derivative Classification

A Definition.
B Responsibility.

QUEOQWH

RULES AND REGULATIONS

Marking Derivatively Classified Docu-
ments.
Classification Guides.

Section III. Declassification and
Downgrading

Record Requirements.

Declassification Policy.

Systematic Review for Declassification.
Procedures for Mandatory Declassifica-
tion Review.

Section IV. Safeguarding

General.

General Restrictions on Access.

Access by Historical Researchers and
Former Presidential Appointees.
Disseminatiori.

Accountability Procedures.

Storage.

Transmittal.

Loss or Possible Compromise.

I Destruction.

Section V. Implementation and Review:
Challenges to Classification

oows

mQEMEO0 Qw>

Section VI. General Provisions

Notification.

Posted Notice.

Downgrading, Declassification, and Up-
grading Markings.

Combat Operations.

Publication and Effective Date.

HO QW

I. ORIGINAL CLASSIFICATION

A. Definition. “Original classifica-
tion” as used in the order mexns an
initial determination that information
requires protection against unauthor-
ized disclosure in the interest of na-
tional security, and a designation of
the level of classification (1).!

B. Classification authority. In the
absence of an authorized classifier,
anyone designated to act in that per-
son’s absence may exercise the classi-
fier's authority (1-204).

C. Request for classification authori-
ty. Requests for original classification
authority for agencies not listed in sec-
tion 1-2 of the order shall be submit-
ted to the President through the In-
formation Security Oversight Office.
Requests shall include: (1) The desig-
nation of the officials for whom or po-
sitions for which authority is sought,
(2) the level of authority requested,
and (3) the justification for such re-
quests, including a description of the
type of information that is anticipated
to require original classification (1-2).

D. Record requirements. Agencies
and officials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a current
listing, by classification designation, of
individuals to whom. or positions to
which original classification authority
has been delegated (1-2).

E. Classification procedure. Except
as provided in section 1-303 of the
order, the fact that the information
concerns one or more of the qualifying
criteria or categories of information

'Parenthetical references are to related
sections of Executive Order 12065.

shall not create any presumption as to
whether the information meets the
damage tests (1-302 and 1-303).

F. Foreign government informa-
tion.—1. Identification. “Foreign gov-
ernment information” is:

a. Information provided to the
United States by a foreign government
or international organization of gov-
ernments in the expectation, express
or implied, that the information is to
be kept in confidence; or

b. Information produced by the
United States pursuant to a written
joint arrangement with a foreign gov-
ernment or. international organization
of governments requiring that either
the information or the arrangement,
or both, be kept in confidence. Such a
written joint arrangement may be evi-
denced by an exchange of letters, a
memorandum of understanding, or
other written record (1-303 and 6-103).

2. Duration of classification. Unless
the guidelines developed pursuant to
section 3-404 of the order or other
guidelines prescribe dates or events for
declassification or for review for de-
classification:

a. Foreign government information
shall not be assigned a date or event
for automatic declassification unless
such is specified or agreed to by the
foreign government or international
organization of governments.

b. Foreign government information
classified after the effective date of
the order shall be assigned a date for
review for declassification up to 30
years from the time the information
was classified or acquired. (1-402 and
3-404).

G. Standard identification and
markings. At the time of original clas-
sification, the following shall be
shown on the face of paper copies of
all classified documents:

1. Identity of classifier. The identity
of the classifier, unless also the signer
or approver of the document, shall be
shown on a *“classified by’ line; e.g.,
“Classified by John Doe” or Classi-
fied by Director, XXX (1-501(a)).

2. Date of classification and office of
origin. The date and office of origin
on a document at the time of its origi-
nation may be considered the date of
classification and identification of the
office of origin (1-501(b)).

3. Date or event for declassification
or review. The date for automatic de-
classification or for declassification
review shall be shown on a ""declassify
on” or a ‘“review for declassification
on” line; e.g., "Declassify on 1 Novem-
ber 1984,” ‘“Declassify on completion
of State visit,” or “Review for declassi-
fication on 1 November 1998 (1-
501¢e)).

4. Downgrading markings. When it
is determined (e.g., in a classification
guide) that a classified document
should be downgraded automatically
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3-401 of the order as to which
ents or categories of informa-
equire continued protection. The
ascncy shall inform the Archivist of
the United States of this determina-
tion (3-4).

d. Special procedures. Special proce-
dures for systematic review and declas-
sification of classified cryptologic in-
formation and classified information
concerning the identities of clandes-
tine human agents promulgated in ac-
cordance with the provisions of section
3-403 of the order shall be binding on
all agencies (3-403).

e. Foreign relations series. In order
to permit the editors of foreign rela-
tions of the United States to meet
their mandated goal of publishing 20
years after the event, heads of depart-
ments and agencies are requested to
assist the editors in the Department of
State by facilitating access to appro-
priate classified materials in their cus-
tody and by expediting declassification
review of items from their files select-
ed for publication (3-4).

D. Procedures for mandatory declas-
sification review.

1. U.S.-originated information.—a.
Action on an initial request. Each
Agency shall designate, in its imple-
menting regulations published in the

L REGISTER, offices to which re-

for mandatory review for de-

ication may be directed. Upon
roS=cst for declassification pursuant
to section 3-5 of the order, agencies
shall apply the following procedures:

(1) The designated offices shall ac-
knowledge receipt of the request.

(2) Whenever a request does not rea-
sonably describe the information
sought, the requestor shall be notified
that unless additional information is
provided or the scope of the request is
narrowed, no further action will be un-
dertaken (3-501).

b. Information in the custody of and
under the exclusive declassification
authority of an agency. The designat-
ed office shall determine whether,
under the declassification provisions
of section 3-3 of the order, the re-
quested information may be declassi-
fied and, if so, shall make such infor-
mation available to the requestor,
unless withholding is otherwise war-
ranted under applicable law. If the in-
formation may not be released in
whole or in part, the requestor shall
be given a brief statement as to the
reasons for denial, a notice of the
right to appeal the determination to a
designated agency appellate authority
(including name, title, and address of
such authority), and a notice that
an appeal must be filed with the
within 60 days in order to be
red (3-501).

ceinformation classified by agencies
other than the custodial agency. When
an agency receives a request for infor-

RULES AND REGULATIONS

mation in its custody that was classi-
fied by another agency, is shall for-
ward the request to the appropriate
agency for review, together with a
copy of the document containing the
information requested where practica-
ble, and with its recommendation to
withhold any of the information
where appropriate. Unless the agency
that classified the information objects
on grounds that its association with
the information requires protection,
the agency that received the request
shall also notify the requestor of the
referral. After the agency that classi-
fied the information completes its
review (in coordination with other
agencies that a direct interest in the
subject matter), a response shall be
sent to the requestor in accordance
with the procedures described above.
If requested, the agency shall also
communicate its determination to the
referring agency (3-501).

d. Action on appeal. The head of an
agency or a designee shall establish
procedures to act within 30 days upon
all appeals of denials of requests for
declassification. These procedures
shall provide for meaningful appellate
consideration, shall be forwarded to
the Oversight Office for review, and
shall be published in the FEDERAL REG-
ISTER. In accordance with these proce-
dures, agencies shall determine wheth-
er continued classification is required
in whole or.in part, notify the reques-
tor of the determination, and make
available any information that is de-
classified and otherwise releasable. If
continued classification is required
under the provisions of section 3-3 of
the order, the requestor shall be noti-
fied of the reasons therefor. If re-
quested, the agency shall also commu-
nicate the appeal determination to
any referring agency (3-5 and 5-
404(¢)).

e. Fees. If the request requires the
rendering of services for which fair
and equitable fees may be charged
pursuant ot title 5 of the Independent
Offices Appropriation Act, 65 Stat.
290, 31 U.S.C. 483a (1976), such fees
may be imposed at the discretion of
the agency rendering the services.
Schedules of such fees shall be pub-
lished in the FepeEraL REGISTER (3-
501).

2. Foreign governmen! information.
Except as provided hereinafter, re-
quests for mandatory review for the
declassification of classified docu-
ments that contain foreign govern-
ment information shall be processed
and acted upon in accordance with the
provisions of section D.1 above. If the
agency receiving the request is also
the agency that initially received or
classified the foreign government in-
formation, it shall determine whether
the foreign government information in
the document may be declassified and

46283

released in accordance with agency
policy or guidelines, after consulting
with other agencies that have subject
matter interest as necessary. If the
agency receiving the request is not the
agency that received or classified the
foreign government information, it
shall refer the request to the appropri-
ate agency, which shall take action as
described above, including its recom-
mendation to withhold any of the in-
formation where appropriate. In those
cases where agency policy or guide-
lines do not apply, consultation with
the foreign originator through appro-
priate channels may be advisable prior
to final action on the request (3-5).

IV. SAFEGUARDING

A. General. Information classified
pursuant to Executive Order 12065 or
prior orders shall be afforded a level
of protection against unauthorized dis-
closure commensurate with its level of
classification (4-1).

B. General restrictions on access.

1. Determination of need-to-know.
Classified information shall be made
available to a person only when the
possessor of the classified information
establishes in each instance, except as
provided in section 4-3 of the order,
that access is essential to the accom-
plishment of official Government
duties or contractual obligations (4-
101).

2. Determination of trustworthiness.
A person is eligible for access to classi-
fied information only after a showing
of trustworthiness as determined by
agency heads based upon appropriate
investigations in accordance with ap-
plicable standards and criteria (4-101).

C. Access by historical researchers
and former Presidential appointees.
Agencies shall obtain: (1) Written
agreements from requestors to safe-
guard the information to which they
are given access as permitted by the
order and this directive; and (2) writ-
ten consent to the agency's review of
their notes and manuscripts for the
purpose of determining that no classi-
fied information is contained therein.
A determination of trustworthiness is
a precondition to a requestor’s access.
If the access requested by historical
researchers and former Presidential
appointees requires the rendering of
services for which fair and equitable
fees may be charged pursuant to title
5 of the Independent Offices Appro-
priations Act, 65 Stat. 290, 31 U.S.C.
483a (1976), the requestor shall be so
notified and the fees may be imposed
(4-3).

D. Dissemination. Except as other-
wise provided by section 102 of the Na-
tional Security Act of 1947, 61 Stat.
495, 50 U.S.C. 403 (1970 and Supp. V
1975), classified information originat-
ing in one agency may not be dissemi-
nated outside any other agency to
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ion, by the U.S. Postal Service reg-
ed mail, or by protective services

vided by U.S. air or surface com-
mercial carriers under such conditions
as may be prescribed by the head of
the agency concerned (4-103).

b. Canaedian Government Installa-
tions. Secret information may be
transmitted to and between United
States Government and Canadian
Government installations in the 50
States, the District of Columbia, and
Canada by United States and Canadi-
an registered mail with registered mail
receipt (4-103).

¢. Other areas. Secret information
may be transmitted from, to, or within
areas other than those specified in
subsections a or b above by one of the
means established for top secret infor-
mation, or by U.S. registered mail
through Army, Navy, or Air Force
Postal Service facilities provided that
the information does not at any time
pass out of U.S. citizen control and
does not pass through a foreign postal
system. Transmittal outside such areas
may also be accomplished under escort
of appropriately cleared personnel
aboard U.S. Government and U.S.
Government contract vehicles or air-
craft, ships of the United States Navy,
@il service manned U.S. Naval ships,
ships of U.S. Registry. Operators
hicles, captains or masters of ves-
, and pilots of aircraft who are U.S.
citizens and who are appropriately
cleared may be designated as escorts
(4-103).

4. Transmittal of confidential infor-
mation. Confidential information
shall be transmitted within and be-
tween the 50 States, the District of Co-
lumbia, the Commonwealth of Puerto
Rico, and U.S. territories or posses-
sions by one of the means established
for higher classifications, or by U.S.
Postal Service certified, first class, or
express mail service when prescribed
by an agency head. Outside these
areas, confidential information shall
be transmitted only as is authorized
for higher classifications (4-103).

RULES AND REGULATIONS

H. Loss or possible compromise. Any
person who has knowledge of the loss
or possible compromise of classified in-
formation shall immediately report
the circumstances to an official desig-
nated by the agency or organization.
In turn, the orginating agency shall be
notified about the loss or compromise
in order that a damage assessment
may be conducted and appropriate
measures taken to negate or minimize
any adverse effect of such a compro-
mise. An immediate inquiry shall be
initiated by the agency under whose
cognizance the loss or compromise oc-
curred, for the purpose of taking cor-
rective measures and appropriate ad-
ministrative, disciplinary, or legal
action (4-103).

1. Destruction. Nonrecord classified
information that has served its intend-
ed purpose shall be destroyed in ac-
cordance with procedures and meth-
ods approved by the head of the
agency. The method of destruction se-
lected must preclude recognition or re-
construction of the classified informa-
tion or material (4-103).

V. IMPLEMENTATION AND REVIEW

Challenges to classification. Agency
programs established to implement
the order shall encourage holders of
classified information to challenge
classification in cases where there is
reasonable cause to believe that infor-
mation is classified unnecessarily, im-
properly, or for an inappropriate
period of time. These programs shall
provide for action on such challenges
or appeals relating thereto within 30
days of receipt and for notification to
the challenger of the results. When re-
quested, anonymity of the challenger
shall be preserved (5-404(d)).

V1. GENERAL PROVISIONS

A. Notification. Notification of un-
scheduled changes in classification or
changes in duration of classification
may be by general rather than specific
notice (4-102).

B. Posted notice. If prompt remark-
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ing of large quantities of information
would be unduly burdensome, the cus-
todian may attach a change of classifi-
cation notice to the storage unit in
lieu of the marking action otherwise
required. Each notice shall indicate
the change, the authority for the
action, the date of the action, and the
storage units to which it applies. Items
permanently withdrawn from such
storage units shall be marked prompt-
ly in accordance with the marking pro-
visions herein. However, when infor-
mation subject to a posted downgrad-
ing, upgrading, or declassification
notice is withdrawn from one storage
unit solely for transfer to another, or
a storage unit containing such infor-
mation is transferred from one place
to another, the transfer may be made
without marking if the notice is at-
tached to or remains with each ship-
ment (4-102).

C. Downgrading, declassification,
and upgrading markings. Whenever a
change is made in the original classifi-
cation or in the dates of downgrading
or declassification of anv classified in-
formation, it shall be promptly and
conspicuously marked to indicate the
change, the authority for the action.
the date of the action, and the identi-
ty of the person taking the action.
Earlier classification markings shall be
cancelled when practicable (4-102).

D. Combat operations. The provi-
sions of the arder and this Directive
with regard to dissemination, trans-
mittal, or safeguarding of classified in-
formation may be so modified in con-
nection with combat or combat-related
operations as the Secretary of Defense
may by regulations prescribe (4-103).

E. Publication and effective date.
This directive shall be published in
the FEDERAL REGISTER. It shall become
effective December 1, 1978 (6-204).

JAMEs B. RHOADS,
Acting Chairman, Interagency
Classification Review Com-
mitlee.
OCTOBER 2, 1978.

[FR Doc. 78-28101 Filed 10-4-78: 8:45 am]
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