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FOREWORD
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he Fiscal Year (FY) 92 National Communications System (NCS) Annual Report, which is sub-
I mitted to the Executive Office of the President (EOP), presents an overview of the Nation’s
national security and emergency preparedness (NS/EP) telecommunications status. The report
summarizes major NCS plans, programs, and activities; highlights the NS/EP telecommunication accom-
plishments of NCS member organizations; and provides recommendations concerning critical NS/EP
telecommunication issues.

Continued interagency cooperation among the 23 NCS member organizations was essential to many
of the achievements described in the report. Active member participation in the Committee of Principals,
Council of Representatives, and the NCS Vision 21 strategic planning effort is key to ensuring that timely
and comprehensive interagency advice and recommendations reach the EOP.

The contributions of the President’s National Security Telecommunications Advisory Committee
(NSTAC) and its subordinate bodies were equally important for the success of NS/EP telecommunica-
tion activities over the past year. The NSTAC ensured that a telecommunications industry perspective
was presented to the President and considered by the NCS in NS/EP telecommunications planning.

The past year was one of significant challenge and opportunity as the NCS responded to a changing
technological and geopolitical environment. In meeting the challenges and exploiting the opportunities,
the National Level NS/EP Telecommunications Program was restructured to capture and use emerging
state-of-the-art network technology that is being implemented by the commercial telecommunication
carriers. Several other NCS programs also took advantage of new and evolving technologies, such as wire-
less and advanced intelligent networks, and incorporated them into NS/EP telecommunications planning.
All of these efforts seek to capitalize on commercial off-the-shelf technology to provide infrastructure
enhancements in support of NS/EP missions.

In meeting the challenges of a new geopolitical environment, the NCS assumed many non-tradi-
tional roles, while at the same time focusing on its primary mission. Over the past year, the NCS through
its National Coordinating Center for Telecommunications demonstrated its ability to marshal the
resources of the Federal Government and the telecommunications industry in supporting humanitarian
aid missions abroad (PROVIDE COMFORT), while at the same time effectively responding to several
natural disasters at home (HURRICANE ANDREW).

Looking to the future, the success of the NCS will continue to be strongly tied to the unique joint
industry-Government partnership embodied by the cooperation of the NCS and NSTAC. This partner-
ship helps to ensure that critical NS/EP telecommunication requirements are met while working coopera-
tively to strengthen the Nation’s Information Management infrastructure.
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ursuant to Executive Order (E.O.)

12472 and National Security

Decision Directive (NSDD) 97, this
report outlines the activities of the National
Communications System (NCS) during fiscal
year (FY) 1992 in meeting national security and
emergency preparedness (NS/EP) telecommuni-
cations policy and objectives of the Federal
Government. The NCS ensures NS/EP
telecommunications for the entire spectrum of
national emergencies. This responsibility
includes interagency planning and coordination
to meet NS/EP requirements, standards (techni-
cal and operating) for an interoperable national
telecommunications infrastructure, and assis-
tance to the President in the management and
coordination of national telecommunication
resources during periods of national crises and
emergencies.
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ANNUAL REPORT OVERVIEW

NCS NS/EP TELECOMMUNICATION

PROGRAMS AND ACTIVITIES

NCS Commiittee of Principals/ Council
of Representatives Interagency Coordination
and Consultation. The NCS Committee of
Principals/Council of Representatives
(COP/COR) addressed programs and activities
that will enhance NS/EP telecommunications of
the Federal Government. In FY92, the
COP/COR reviewed and concurred with the
FY94 National Level NS/EP Telecommun-
ications Program (NLP) and funding profile, the
NCS response to the National Security
Telecommunications Advisory Committee
(NSTAC) XIII Executive Report to the
President, and considered the revised version of
NCS Manual 3-1-1, “Telecommunications
Service Priority (T'SP) for NSEP Service User
Manual.”

EXECUTIVE SUMMARY

The COP and/or COR also participated in
two special meetings. On November 5, 1991,
the COP held a special meeting to discuss the
recommendations and findings of an indepen-
dent Panel of Experts’ (POE) report on the
NLP. On June 3, 1992, the COP/COR partici-
pated in a special information meeting on the
Government Emergency Telecommunications
Service (GE'TS) program review.

OFFICE OF THE MANAGER, NCS, SIGNIFICANT

ACTIVITIES

------------------------------------------------

In performing its administrative functions,
the Manager, NCS, coordinated and main-
tained NCS issuances, records of memoranda of
agreement between the NCS and other organi-
zations, and NCS document archives.

JOINT INDUSTRY/GOVERNMENT PLANNING

------------------------------------------------

At NSTAC X111, held on October 3, 1991,
the NSTAC established an Energy Task Force
to assist the Office of the Manager, NCS
(OMNCS), the Department of Energy (DOE),
and the NCS in developing criteria and a
process for identifying critical industry NS/EP
telecommunication facilities requiring priority
electric service restoration and fuel distribution.
The NSTAC also approved recommending
that the President establish an intelligent net-
works Government focal point and a
Government wireless services focal point to
monitor emerging technologies in these areas.

AtNSTACXIV, held on July 17, 1992, the
NSTAC received a special briefing on national
security issues. The NSTAC also received and
approved final reports and recommendations
from the Network Security and Enhanced Call
Completion Task Forces. The NSTAC
approved forwarding recommendations to the

ES-1



President to publicly support network security
activities and establish a Government focal
point for coordination of network security stan-
dards, and to address technical standards and
regulatory actions for enhancing NS/EP call
completion.

NS/EP TELECOMMUNICATION PLANS

AND ARCHITECTURE

ES-2

NS/EP Telecommunication
Requirements. The Manager, NCS, main-
tains a data base of NS/EP telecommunication
requirements for the peacetime, crisis/mobi-
lization, and late trans-attack and early post-
attack time periods. NCS member
organizations submit information for the data
base, and it is used for planning and imple-
menting the NLP and NCS baseline programs.
During FY92, the Manager, NCS, assisted
member organizations in updating their
NS/EP telecommunication requirements and
essential emergency functions.

NS/EP Telecommunications
Evolutionary Architecture. National policy
mandates that the Manager, NCS, develop and
maintain an evolutionary telecommunications
architecture that is responsive under all circum-
stances to the NS/EP needs of the Federal
Government and the Nation. The Manager,
NCS, is developing a standards-based, technol-
ogy-rich architecture that can continue to meet
these changing requirements.

NS/EP Telecommunications Planning
Process. Through a survey, the Manager,
NCS, in cooperation with the COR
Telecommunications Planning Process
Subcommittee, identified candidate initiatives
to mitigate deficiencies and to achieve the over-
all enhancement of NS/EP telecommunication
capabilities. The results of this effort are being
documented in the NS/EP Telecommun-
ications Candidate Initatives Report.

NATIONAL LEVEL NS/EP

TELECOMMUNICATIONS PROGRAM

In response to White House guidance to
delay the Nationwide Emergency
Telecommunications Service initial operating
capability until FY96, the OMNCS established
an independent POE to review the changing
threat to telecommunications, underlying pol-
icy guidance, requirements for an NS/EP
telecommunications service, and concerns
regarding energy continuity for telecommuni-
cations. The resulting public switched network
(PSN)-based approach, GETS, was recom-
mended to be the foundation of the NLP.

Subsequently, the FY94 NLP was for-
warded to the Policy Coordinating Committee
for National Security Telecommunications and
Information Systems in July 1992. It identifies
three integrated NS/EP telecommunication
programs and provides for their funding and
implementation. The three components of the
FY94 NLP are GETS, Commercial Network
Survivability (CNS), and Commercial SAT-
COM Interconnectivity (CSI).

PusBLicC SWiITCHED NETWORK SECURITY

$000000000000000000000000000000000000000000 00000

During FY92, the Government Network
Security Subgroup (GNSS) and the Network
Security Task Force (NSTF) worked together
to address the issues surrounding network secu-
rity and to establish mechanisms to solve the
problem. The GNSS and NSTF also formed
separate, but closely coordinated NSTAC and
Government Network Security Information
Exchange (NSIE) groups. The groups met
bimonthly during FY92 to provide a forum for
identification and exchange of issues involving
penetration and manipulation of network soft-
ware and data bases affecting NS/EP
telecommunications.




NATIONAL TELECOMMUNICATIONS

MANAGEMENT

During a crisis, the Federal Government
relies extensively on the Nation’s NS/EP
telecommunication resources. To ensure that the
telecommunications system meets national lead-
ership requirements, the NCS is developing a
survivable and enduring telecommunications
management capability, including:

National Coordinating Center (NCC).
During FY92, there were 54 major disaster
declarations and one emergency declaration by
the President. The NCC continued to provide
international support and assistance as required
to a large number of United States programs

throughout the world.

National Telecommunications
Management Structure (NTMS). In FY92,
plans were finalized for the activation of commu-
nications functional groups (CFG) in
Thomasville, Georgia, and Battle Creek,
Michigan (actual activation events, scheduled for
September, were postponed due to Hurricane
Andrew). In addition, NTMS training was com-
pleted for the National Emergency Management
Team CFG team and training was conducted for
four NTMS regional CFG teams.

Telecommunications Service Priority
System (TSP). In FY92, the TSP Oversight
Committee met five imes and identified 10
issues for the Manager, NCS, to address. The
TSP Program Office processed a record number
of TSP requests in Florida and Louisiana during
Hurricane Andrew.

Shared Resources (SHARES) High
Frequency (HF) Radio Program. In FY92,
the SHARES HF Interoperability Working
Group continued to conduct periodic nation-
wide exercises to maintain and assess SHARES
capability. Two SHARES exercises were con-
ducted, on December 3, 1991, and April 21,
1992. The exercises involved more than 200
operators from 93 HF stations. Ninety-five
percent of the messages processed were
received by the intended addressee. The
destruction caused by Hurricanes Andrew and

Iniki required extensive emergency communi-
cations support from SHARES. More than 400
SHARES stations located throughout the
United States were on-the-air and available to
provide support.

Other telecommunications management
activities included:

® The Office of Science and Technology
Policy (OSTP) released the revised
National Plan for Telecommunications
Support in Non-Wartime Emergencies
in February 1992.

® The Manager, NCS, Test and Exercise
Program maintained active participation.

® OMNCS Augmentee programs
continued their development.

NS/EP TELECOMMUNICATIONS
INTEROPERABILITY AND FEDERAL

TELECOMMUNICATION STANDARDS PROGRAMS

------------------------------------------------

The Manager, NCS, contributed to the
establishment of industry, national, interna-
tional, and Federal standards through the
Federal Telecommunication Standards
Program. NS/EP concerns such as interoper-
ability were addressed. Standards activities
focused on fiber optics, meteor burst, Land
Mobile Radio, High Frequency radio, High
Definition Television, facsimile, development
and filing of two telecommunication patents,
and development of commercial telecommuni-
cation publications. Increased emphasis was
placed on the emerging technical areas of
Broadband Integrated Services Digital Network,
the variable bandwidth Asynchronous Transfer
Mode, the Syncronous Optical Network, the
Signaling System 7, and the Telecommuni-
cations Management Network.

ES-3




NATIONAL TRANSPORTABLE

TELECOMMUNICATIONS CapPaBILITY (NTTC)

------------------------------------------------

The NTTC was deployed to Europe in
FY92 to demonstrate its capabilities to the
North Atlantic Treaty Organization and the
United States European Command observers so
that they could assess the potential applications
of this technology in support of future European
contingency deployments. The OMNCS has
also developed an NTTC deployment guide,
brochure, and video that describe the procedures
for its deployment and operation. In response to
Hurricane Andrew, the OMNCS deployed
NTTC to South Florida to support the commu-
nication needs of the National Disaster Medical
System. It was deployed at the request of the
Federal Emergency Communications
Coordinator on behalf of the Department of
Health and Human Services.

MoBILE SATELLITE EXPERIMENT
AND ADVANCED COMMUNICATIONS

TECHNOLOGY SATELLITE

The National Aeronautics and Space
Administration (NASA) will support the
OMNCS experiments, including the mobile
satellite experiment (MSAT-X) and the
Advanced Communications Technology
Satellite (ACTS). MSAT-X and ACTS will
give the OMNCS state-of-the-art technology
to use as potential backup communications for
crises and war.

INTERNATIONAL EMERGENCY

TELECOMMUNICATIONS PLANNING ACTIVITIES

------------------------------------------------

The OMNCS engaged in international
emergency telecommunications planning with
the following organizations:

® U.S./Canada Civil Emergency Preparedness
Committee for Telecommunications

® NATO Civil Communications Planning
Committee.

ES-4

NS/EP TELECOMMUNICATION PoLiCcy

AND REGULATORY DEVELOPMENTS
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Several executive, judicial, regulatory, and
legislative developments occurred during
FY92. The Assistant to the President for
National Security Affairs reaffirmed NSDD 97
and E.O. 12472 as the primary policy guidance
for the NLP, including specific functional
requirements for NS/EP telecommunications
service. The Modified Final Judgment restric-
tions are being softened due to Regional Bell
Operating Company (RBOC) and congres-
sional pressure. Specific judicial areas that were
addressed this year include inter-LATA (local
access and transport area) service, information
services, video services, and the manufacture of
telecommunications equipment. In the regula-
tory arena, the Network Reliability Council
(NRC) addressed questions of public switched
network reliability. The World Administrative
Radio Conference convened in Spain and
focused on spectrum allocation for low earth
orbit satellites. The Federal Communications
Commission published a personal communica-
tion services (PCS) policy and announced plans
to allocate PCS frequencies. Legislation during
FY92 covered the following areas: auctioning
and reallocation of spectrum, allocating funds
for developing and deploying a broadband fiber
optic network nationwide, encouraging compe-
tition in the provision of electronic information
services, establishing and enforcing telecom-
munications network reliability standards, shift-
ing oversight of RBOC:s to the U.S. Attorney
General, and setting goals and priorities for
Federal high-performance computing (HPC)
research, development, and networking.




NS/EP TELECOMMUNICATIONS SUPPORT AND

AcTiviTiIES OF NCS MeEMBER ORGANIZATIONS
NCS member organization submissions to

the annual report, which review members’ finan-
cial, policy, and technical concerns, continued to
show a growing trend towards consolidation of
telecommunication services. Reports also reflect
the importance members place on survivable
telecommunication resources for uninterrupted
performance of their essential emergency
functions.

NS/EP TELECOMMUNICATION ISsuEs
NCS member organizations identified the

following issues for Executive Office of the
President review and consideration: Radio
Frequency Spectrum Allocation, Joint
Industry-Government Planning, Public
Switched Networks Security, and Enhanced
Call Completion Services.

ES-5
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BACKGROUND

T he fiscal year (FY) 1992 National
Communications System (NCS)
Annual Report is produced by the
Office of the Manager, NCS (OMNCS), in
cooperation with the NCS Committee of
Principals (COP), an interagency confedera-
tion of 23 Federal departments and agencies.
The report summarizes and highlights national
security and emergency preparedness (NS/EP)
telecommunication capabilities and activities
and provides insight into the NS/EP telecom-
munications posture of the Nation. Major
NCS interagency plans, programs, and initia-
tives, along with significant internal and exter-
nal factors affecting the NCS, are reviewed in
this report. The NCS Annual Report fulfills
the reporting requirements of Executive Order
(E.O.) 12472, “Assignment of National
Security and Emergency Preparedness Tele-
communications Functions;” and National
Security Decision Directive (NSDD) 97,
“National Security Telecommunications
Policy.”
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REPORT ORGANIZATION

ooooo #0000 0000000s0000000000000000000000 000

The FY92 NCS Annual Report has five
sections. Collectively these sections represent
the coordinated efforts of the NCS over the
past year. Section I describes the present
planning environment and the major chal-
lenges facing the NCS. Section I summarizes
major NCS NS/EP telecommunication pro-
grams and activities. Section III examines exter-
nal factors influencing the NCS, including
significant executive, judicial, regulatory, and
legislative developments and major NS/EP
incidents. Section IV reviews the NS/EP-

telecommunication activities of the NCS mem-
ber organizations. Section V details ongoing
NS/EP telecommunication issues for consider-
ation by the Executive Office of the President

(EOP).
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ENVIRONMENT FACING THE Ncs

Profound changes in the geopolitical land-
scape coupled with technological advances in
the telecommunications infrastructure have
affected the focus of NCS activities. The threat
of a massive nuclear attack on the U.S. is
greatly diminished, but the threat of a single or
coordinated nuclear attack remains. In accor-
dance with national policy guidance of June
1992, the provision of survivable telecom-
munications to support the recovery and recon-
stitution of the Nation continues to be an
essential function of Government even with

this diminished threat.

While the nuclear threat has been dimin-
ishing, other threats have been increasing in
importance because of the high reliance of the
Nation on telecommunications, the increasing
complexity of the networks, and the movement
toward a global economy. Both disruptive
threats and destructive threats short of nuclear
war have the potental to seriously affect the
national security posture of the Nation.
Disruptive threats could include the technolog-
ical complexity of large-scale systems, unautho-
rized electronic intrusion, and network
congestion. Destructive threats include natural
disasters, sabotage and terrorist attack, and
wartime activities.

--------------- scecscsssscssse

INTRODUCTION
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As is clear from Operation Desert Storm,
regional tensions, concerns over the prolifera-
tion of nuclear, biological, and chemical
weapons, and continuing terrorist activity
demonstrate that the multipolar world is still a
dangerous place. While U.S. defense policy
adjusts to this dynamic environment, one factor
has already emerged. Telecommunications and
information services will expand in importance
to meet the needs of flexible response forces
and multinational coalitions and to respond to
changing demands of U.S. domestic and
economic policy.

Concomitant with changes in the external
threat are the dynamics taking place domesti-
cally. Technological advances such as digital
cellular, advanced intelligent networks, wireless
technologies, and private network resources are
expanding the capabilities of the national infra-
structure. The rapid digitalization of the public
switched network (PSN) is permitting the
dispersal of information processing power and
control throughout the Nation. The wide-
spread deployment of fiber optics as the
enabling technology will greatly increase the
transmission capacity of the PSN’s. These
technological innovations will make available a
wide range of new services to the NS/EP
community and increase the availability and
robustness of the network. However, with
these advances come increased risks. The
blurring of the boundaries between informa-
tion systems and telecommunication technolo-
gies and the reliance of the PSN’s on

automated network management systems
increase the vulnerability of the network to
unauthorized intrusion. The “hacker” danger is
real and the NCS must continue to work with
industry to devote sufficient resources to ensure
that NS/EP telecommunications are protected
from this growing threat.

Expansion of the capabilities of the PSN’s
and changes in the U.S. economy have dramati-
cally increased the industrial reliance on
telecommunication services. From manufactur-
ing to financial services, telecommunications is
playing an increasing role in the competitive
success of industries. Our growing reliance on it
can be translated into enormous economic
losses if telecommunications is degraded or
disrupted. Given today’s emphasis on industrial
capacity and competitiveness, national security
issues clearly must expand to include continuity
of economic activity in the global marketplace.

Yet with the backdrop of these factors, the
NCS will be challenged to accomplish its multi-
faceted mission in a resource-constrained envi-
ronment. Budgetary resources for national
security programs will face increasing competi-
tion from other national priorities and joint
funding arrangements for NS/EP telecommu-
nications will remain austere.

GOALS AND CHALLENGES

00000000 0000000000000000000000000000000000000000

Against this dynamic backdrop, the NCS
has positioned itself to meet the following
primary goals:

® Define and implement enhancements to
the national telecommunications
infrastructure.

® DPutinto place effective management
mechanisms that facilitate the direction and
operation of national telecommunication
assets during emergencies.

Achievement of these two goals relies on effec-
tive coordination between industry and
Government as well as better utilization of gov-
ernment resources at the Federal, State, and
local levels. Underlying these goals are several
strategic elements:




® Provide a balanced consideration of the
full spectrum of threats, vulnerabilities,
and potential operating conditions —
international and domestic

® Plan and program for an integrated set
of capabilities that will permit rapid and
effective operational responses across a
wide spectrum of emergency conditions

® Monitor, study, and “internalize”
emerging technical developments and
standards within the telecommunications
industry and the global telecommunica-
tons infrastructure

® [Facilitate greater cohesion and
cooperation among NCS member
organizations for essential telecommunica-
tion requirements in a ime of budget
reductions

® Ensure that OMNCS architectures and
standards incorporate emerging technolo-
gies to support NS/EP telecommunication
needs.

"The participation of the NCS member
organizations and consistent support from the
telecommunications industry have greatly con-
tributed to the overall success of the NCS. The
NCS COP builds consensus on NS/EP
telecommunication issues among departments
and agencies having NS/EP telecommunication
responsibilities. Along with its subordinate orga-
nization, the Council of Representatives (COR),
the COP plays a critical role in achieving the
necessary interagency coordination on the full
range of NCS issues and responsibilities.

The participation of the telecommunica-
dons industry in the NS/EP telecommunica-
tions arena is achieved through the President’s
National Security Telecommunications
Advisory Committee (NSTAC). Established in
1982, the NSTAC has worked closely with the
NCS to recommend several NS/EP telecom-
munication programs designed to prepare the
Government for telecommunication emergen-
cies and to augment networks if they are
damaged. Over the years, the NSTAC has

adapted to the changing NS/EP telecommuni-
cations environment and a viable NSTAC
process is essential for the continued success of

the NCS in the fulfillment of its mission.

In summary, the operating environment of
the NCS has undergone rapid, fundamental
change. Many of the fundamental precepts that
have guided NS/EP telecommunication poli-
cies for nearly 3 decades are shifting. However,
with these changes have come new challenges,
and the guiding principles of industry coopera-
ton and government coordination remain as
true today as they did in 1963 when the NCS
was established. Typifying the NCS’s respon-
siveness to the new environment is the recent
evolution of the National Level NS/EP
Telecommunications Program (NLP).
Designed to support the NCS in meeting its
mission of ensuring the availability of NS/EP
telecommunication capabilities under all condi-
tons, the NLP is structured to take advantage
of technological and service enhancements in
the networks as they are implemented by the
telecommunication industry. These changes
reflect the Federal Government’s growing
reliance oh data communications and other
high capacity services. In response to new
threat scenarios that involve a multinational
response, the NCS is investigating NLP sup-
port to critical international gateways. Through
these efforts and others, the NCS continues to
adapt, thus strengthening its ability to meet its
critical mission functions in a rapidly changing
world.
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his section highlights the activities
I and accomplishments of the Office of

the Manager, National Commun-
ications System (OMNCS) and the national
security and emergency preparedness (NS/EP)
telecommunications community during fiscal
year (FY) 1992. This section also highlights the
National Level NS/EP Telecommunications
Program (NLP), which is designed to ensure the
provision of NS/EP telecommunications to the
Federal Government during national emergen-
cies or crises.

®eccccessecsssssssee D R

NCS COMMITTEE OF
PRINCIPALS/COUNCIL OF
REPRESENTATIVES INTERAGENCY

COORDINATION AND CONSULTATION
The National Communications System

(NCS) Committee of Principals (COP) is an
interagency group that provides advice and rec-
ommendations on NS/EP telecommunication
programs and activites. These recommenda-
tions are submitted to the Policy Coordinating
Committee for National Security Telecom-
munications and Information Systems (PCC-
NSTIS), through the Manager and Executive
Agent, NCS. The PCC-NSTIS, which is
chaired by the Assistant Secretary of Defense
for Command, Control, Communications and
Intelligence (C’I), is composed of representa-
tives from the National Security Council
(NSC), the Office of Science and Technology
Policy (OSTP), and the Office of Management
and Budget (OMB). The COP established the
Council of Representatives (COR) as a perma-
nent, subordinate group to address NS/EP
telecommunication issues. Together, these
groups address the complex NS/EP telecom-
munication needs of the 23 NCS member
organizations.

NCS NS/EP TELECOMMUNICATION

PROGRAMS AND ACTIVITIES

®sesssssssscseccssssssssssnse sescssssssssssessssssnse

SuMMARY OF COMMITTEE OF PRINCIPALS

INTERAGENCY ACTIVITIES

In FY92, the COP examined several key
programs and activities designed to improve
the Nation’s NS/EP telecommunications pos-
ture, including national level programs that are
undertaken by means of the NSEP
Telecommunications Planning Process. The
NLP is the vehicle for forwarding proposed
national level programs and their funding pro-
files to the PCC-NSTIS for review and
approval. The COP conducted the following
activities in FY92:

® FExamined the revised FY93 NLP and
recommended PCC-NSTIS approval.

® Examined and endorsed the Manager’s
proposed FY94 NLP and funding profile.

® Reviewed and approved the NCS
response to the National Security
Telecommunications Advisory
Committee (NSTAC) XTII Executive
Report to the President.

® Considered the revised version of NCS
Manual 3-1-1, “Telecommunications
Service Priority (TSP) for NSEP Service
User Manual.”

The COP deliberated on several major
NS/EP telecommunication programs and
activities in FY92, including the following:

® The National Telecommunications
Management Structure (N TMS)

® The NS/EP Telecommunications

Requirements Exercise and Data
Collection

21



Network Security of the Public Switched
Network (PSN)

NCS Vision 21

The TSP System Oversight Committee.

SuMmmMmAaRY OF CounNciL OF REPRESENTATIVES

INTERAGENCY ACTIVITIES

------------------------------------------------

In additdon to the key programs considered

by the COP, the COR reviewed the following
NS/EP telecommunication activities in FY92:

NS/EP Telecommunications
Candidate Initiatives

Government Emergency
Telecommunications Service (GETS)

Shared Resources (SHARES) High
Frequency (HF) Radio Program

TSP System Program

National Plan for Telecommunications
Support in Non-Wartime Emergencies

NCS Issuance System.

ACTIVITIES OF INTERAGENCY SUBCOMMITTEES

------------------------------------------------

The interagency subcommittees estab-

lished by the COP/COR address issues and
| concerns demanding a high degree of analysis

and discussion. By devoting its efforts to a

specific NS/EP telecommunications matter,
each subcommittee focuses on generating
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viable recommendations. The subcommittees
are discussed below.

The Telecommunications Planning
Process Subcommittee (TPPS) was
established to assist the Manager, NCS,
in developing the four key elements of
the NSEP Telecommunications
Planning Process: Capability
Objectives, Deficiencies and Priorities,
Candidate Initiatives, and the NLP. The
General Services Administration (GSA)
chairs and the Joint Staff (JS) vice chairs

the TPPS. During FY92, the TPPS
completed a survey of NCS member
organizations to solicit potential
candidate initiatives that could mitigate
deficiencies (identified and documented
in the NS/EP Telecommunications
Deficiencies and Priorities Report [NCS
1997/2]) in existing NS/EP telecommun-
ications capabilities. The results of the
survey were documented in the proposed
National Security and Emergency
Preparedness Telecommunications Candidate
Initiatives Report (NCS 2352/1). This fiscal
year, the TPPS also supported the COR by
providing input to the FY94 National Level
National Security and Emergency Preparedness
Teleconmmunications Program document
(NCS 2495/5). At the August 27, 1992
COR meeting, the COR accepted the
TPPS Plan of Action to review its Terms of
Reference (TOR), review the Planning
Process document (NCS 326/8), and review
the scope of the TPPS TOR. The COR
also charged the TPPS to implement the
Plan of Action and report its findings to the
COR.

The SHARES HF Interoperability
Working Group was established to imple-
ment and maintain the SHARES HF
Radio Program and to foster HF radio
interoperability through the examination
of regulatory, procedural, and technical
issues. FY92 activities included updating
and approving the SHARES user manual
and directory (NCS Manual [NCSM]
3-3-1 and NCS Handbook [NCSH]
3-3-1). The revised editions of these docu-
ments were distributed to more than 1,300
holders of the SHARES workbook,
including nearly 1,000 SHARES stations,
COP/COR members, and Federal emer-
gency planning and response personnel.
The SHARES Working Group focused
on spreading awareness of the SHARES
program in FY92. Activities included
periodic briefings to emergency planning
groups and development of an information
video on the SHARES program. The
SHARES Working Group also success
fully conducted two national SHARES
readiness training exercises during FY92.




The SHARES Working Group continued
to address HF interoperability issues,
including Automatic Link Establishment
(ALE), antenna testing, Federal HF stan-
dards, and SHARES coordination

procedures.

Special Meetings. The COP and/or
COR participated in the following special
meetings:

® On November 5, 1991, the COP held a
special meeting to discuss the recommen-
dations and findings of an independent
Panel of Experts’ report on the NLP, and
to consider the revised FY93 NLP.

® On June 3, 1992, a special information
meeting to present a GETS program
review was held for the COP/COR.

NCS Vision 21. NCS Vision 21 isa Total
Quality Management (TQM) approach estab-
lished by the COP that focuses the purpose, mis-
sion, and vision of the NCS into the next century.
Five major focus area (MFA) groups are working
to identify NCS growth and enhancement strate-
gies. Each MFA group meets periodically to
implement its plans and to refine its topical areas.
The groups streamline their tasks and eliminate
overlapping responsibilities through coordination
of their activities. The chairs of the five MFAs
meet quarterly to manage the overall objectives of
the Vision 21 initiative and report the status of
their work to the COP.

Government Network Security
Activities. Government and industry are con-
cerned with the potential for attacks by hackers
on the software controlling the PSN’s switches
and automated support systems; these attacks
can interrupt or deny service to NS/EP users or
extract sensitive NS/EP information.

® The Chairman, PCC-NSTIS, tasked
the Manager, NCS, with determining
what actions are required from the

Government and industry to address
the hacker threat to the PSN.

® The Manager established the Government
Network Security Subgroup (GNSS),
which worked closely with the NSTAC
Network Security Task Force to establish
separate Government and NSTAC
Network Security Information Exchanges

(NSIE).

® The NSIEs meet jointly approximately
every 2 months to identify issues
involving unauthorized penetration or
manipulation of software and data bases
affecting NS/EP telecommunications.

® The GNSS and the Network Security
Task Force established an Alert,
Warning, and Recovery function in the
National Coordinating Center for
Telecommunications (NCC) to receive
and disseminate network security
information to the NSIEs and the
NS/EP community. Procedures for the
Alert, Warning, and Recovery function
were issued by the NCC on July 25,1991.

Information Presentations. COP and/or
COR members received the following infor-
mational briefings:

® The National Telecommunications and
Information Administration (N'TIA)
presented The NTIA Infrastructure Report:
Telecommunications in the Age of Information.

® The Department of Energy (DOE)
briefed a proposed program plan for
electric service priority restoration.

® The Department of Agriculture
(USDA) discussed meteor burst
communications.

® The Federal Emergency Management
Agency (FEMA) briefed the Graduated
Mobilization Response effort.

® FEMA briefed the Federal Response
Plan and the telecommunications
support that FEMA provided during
the Andrew, Iniki, and Omar disasters.
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® The OMNCS and Naval War College
representatives briefed on Global War
Game 1992.

® NTIA explained trunked radio systems
for Federal agencies in the Washington,
D.C,, area.

® GSA presented its plan to convert from
7-digit to 10-digit dialing throughout
the Federal Telecommunications

System (FTS2000) network.

® A representative of the OMNCS
discussed mobile satellite services and

their applications to NS/EP
communications.

® GSA discussed video compression
technologies.

oooooooooooooooooooooooooooooooooooooooooooooooo

OFFICE OF THE MANAGER,

NCS, SIGNIFICANT ACTIVITIES

------------------------------------------------

In performing its administrative functions,
the Office of the Manager, NCS, coordinated
and maintained NCS issuances, records of
memorandums of agreement (MOA) between
the NCS and other organizations, and NCS
document archives.

THE NCS ISSUANCE SYSTEM
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------------------------------------------------

The NCS Issuance System governs policy
and guidance issuances that concern the inter-
nal organization, policies, procedures, practices,
management, and/or personnel of the NCS.
The following NCS issuances were approved
and distributed this fiscal year:

® NCSD 3-4, “National Telecommun-
ications Management Structure.”

® NCSD 4-2, “Focal Point for
Electromagnetic Pulse Information.”

® NCSH 3-3-1, “Shared Resources
(SHARES) High Frequency (HF) Radio
Program Directory” (May 15, 1992
edition).

MEMORANDUMS OF AGREEMENT

The Executive Office of the President
(EOP) instructed all NCS member organiza-
tions to execute MOA’s with the NCS regard-
ing personnel support and funding for the
NLP. Specifically, the MOA’s require each
member organization to provide personnel
support to the Manager, NCS. Funding sup-
port for the NLP for FY93 and beyond is pro-
vided in accordance with National Security
Directive 56 (NSD-56). NSD-56 supersedes
National Security Decision Directive 201
(NSDD-201). Funding guidance for FY92 was
provided by the Director, OMB, on behalf of
the EOP.

NCS Membership Support. MOA’s
regarding personnel support ensure that each
NCS member organization provides at least
one full-time staff member to serve on the staff
of the Manager, NCS, or as a resident repre-
sentative of the NCC. The policy of providing
personnel support was implicitly established by
Executive Order (E.O.) 12472 to promote the
coordination responsibilities embodied in the
NCS structure. Later, the Assistant to the
President for National Security Affairs issued a
memorandum to member organizations reaf-
firming this NCS membership responsibility.
According to the policy, member organizations
cannot be exempt from furnishing personnel
unless a waiver is obtained from the Assistant to
the President for National Security Affairs.
Exhibit 2-1 depicts the personnel support
provided to the Manager, NCS, or NCC by
each member organization at the close of the
reporting period.

Funding. The OMB directed each NCS
member organization to work with the
Manager, NCS, to develop the necessary
MOA’s and interagency funding agreements
(IFA) to transfer member funds to the NCS for
the NLP. Exhibit 2-2 shows the members who
executed MOA’s and IFA’s with the Manager,
NCS, as of September 30, 1992. Under the
provisions of NSD 56, the Department of
Defense and the Federal Emergency
Management Agency will fund the NLP after
FY92.




NS/EP TeELEcoMm NEws OMNCS is the focal point for joint industry-
Government planning, all NSTAC activities

The NS/EP Telecom News, published are supported by and closely coordinated with
bimonthly by the NCS Office of the Joint the OMNCS.
Secretariat, provides an NS/EP impact assess-
ment for the NCS and NS/EP telecommunica- o '='" 21
tions community, and helps the NCS keep FrrrmosnL. Supranr Fao o
abreast of legislative, regulatory, judicial, MEMBER ORGANIZATIONS

technological, and executive developments. In
FY92, NS/EP Telecom News provided:
PERSONNEL MEMBER

® In-depth discussions of personal communi- FURNISHED ORGANUEATION
cation networks (PCN) and wireless com- 25 DOS
munication services, the 1992 World 1 . TREAS
e : 89 DoD
Administrative Rz}dlo Conference 14 . U.S. Army
(WARC) and radio frequency spectrum 2 « U.S. Navy
allocation, telephone outages and Federal 10 *_U.S. Air Force
Communicatons Commission (FCC) 6:, = g:;“Ah"
service disruption reporting requirements, 1 DOJ
competition in the local exchange market, o Dol
network management and open systems, g :gz‘
and transmission performance standards. 1 HHS
2 DOT
| s 18 ¢ U.S. Coast Guard
. Sp ecial Edmlons to commemorate the 1 * Federal Aviation Administration
10-year anniversary of the NSTAC and to 0 DOE
remind the NS/EP community of the need 1 DVA
to transition from the Restoration Priority N/A‘\ 3:
(RP) System to TSP by March 1993. 24 GSA
03 USIA
1 NASA
NATIONAL SECURITY f: ::::‘"
ECOMM ISOR : i
TELECOMMUNICATIONS ADVISORY o USPS |
o' FRS |
COMMITTEE 1 NSA |
woeinaieih s sls SIS S EEREEREEN TN 8 R G TR |
e Noral Securiy Teecommn: T SR AN TR
lcaugns Adwsory'Comrmtt_ee C\STAC) 1. Liaison membership status; no support requirements ‘
consists of 24 Chief Executive Officers repre- 2. DoD authorizations as of 10/01/87 ‘
senting major telecommunications industry 3. DISA comptroller personnel supporting Manager, NCS ‘
carriers, manufacturers, and aerospace firms. 4 OtherGEA-hurisied personriet: !
. K 4 reserve on-call to NCC [
Established by E.O. 12382 in September 1982, 11 part-time regional communications managers |
the NSTAC provides advice and expertise to 4 full-time planners :
the President and the Executive Agent, NCS, 8. Gneposition sssigned tnREG |

on issues and problems related to implementing
NS/EP telecommunications policy. The
NSTAC’s Industry Executive Subcommittee
(IES) and its working groups, task forces, and
other subordinate groups, analyze NS/EP
telecommunication issues and report their
activities and recommendations through the
NSTAC to the President. Because the
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ExHiBIT 2-2
STtaTus oF NCS NLP Funbping MOAJIFA
For FYO92
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ORGANIZATION MOA SIGNED SIGNED BY IFA SIGNED BY FY92 NLP

BY NCS ORGANIZATION ORGANIZATION FUNDING SHARES
DOS July 21, 1987 July 28, 1987 September 19, 1991 $59,502
TREAS March 11, 1987 May 11, 1987 October 9, 1991 38,506
DoD/JS/NSA September 16, 1987 November 4, 1987 N/A 6,568,727
DOJ March 11, 1987 May 12, 1987 October 25, 1991 79,176
DOT March 11, 1987 April 6, 1987 September 30, 1991 2,183,485
DOE October 19, 1987 October 1, 1987 September 30, 1991 33,878
DVA March 11, 1987 March 27, 1987 September 27, 1991 32,415
NASA July 7, 1987 August 27, 1987 October 1, 1991 51,398
FEMA April 27, 1988 April 19, 1988 December 18, 1991 89,213

NSTAC MEETINGS
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® NSTAC XIII. The 13th meeting of the
President’s NSTAC, held October 3,
1991, received status reports from the IES,
the Network Security Task Force, and the
Enhanced Call Completion (ECC) Task
Force. The NSTAC also received and
approved final reports and recommenda-
tions to the President from the Wireless
Services Task Force and the Intelligent
Networks Task Force. NSTAC XIII also
established and charged an Energy Task
Force to assist the OMNCS, the DOE,
and the NSC in developing criteria and a
process to identify critical industry NS/EP
telecommunication facilities requiring pri-
ority electric service restoration and fuel
distribution. The NSTAC Chairman for-
warded the NSTAC XIII executive report
to the President and the Executive Agent,
NCS, on January 22, 1992.

® NSTAC XIV. The 14th meeting, held
July 17, 1992, began with a special
National Security Issues Briefing Session
at the Pentagon’s National Military
Command Center. At the business session,

TOTAL $9,136,300

the NSTAC received and approved final
reports and recommendations to the
President from the Network Security and
Enhanced Call Completion Task Forces.
To continue the focus on network
security issues, the NSTAC tasked the IES
to establish a steering committee to over
see all network security activities. The
NSTAC also received an overview of IES
activities, including the status of the
Energy Task Force and the joint IES-
OMNCS ad hoc issues group. The ad hoc
group plans to identify potential NSTAC
issues and report its findings and recom-
mendations at NSTAC XV.

NSTAC IES WoRKING GRoOuP PROGRESS
During FY92, the following working
groups provided ongoing analyses of issues
affecting NS/EP telecommunications:

® Plans Working Group. The Plans
Working Group (PWG) convened two
meetings to discuss topics that could
potentially generate NSTAC issues requir-
ing support from NSTAC task forces, such




as international telecommunications,

spectrum management, open systems
architecture, network security, and
interoperability.

® Operations Working Group. The
Operatons Working Group (OWG) met
with the PWG to identify potential new
NSTAC issues. The OWG’s NS/EP Panel
completed its study of emergency prepared-
ness command center capabilities and con-
cluded that existing capabilities are adequate
for meeting current stress levels. They also
found that the command centers were ade-
quate during and immediately following
Hurricane Hugo and the Loma Prieta
earthquake. The NS/EP Panel, in conjunc-
tion with the OMNCS,; is also initiating
work for the FCC Network Reliability
Council to develop “special facility” outage
reporting procedures. The IES transferred
the OWG's responsibility for the New
Technology Panel to the PWG,; citing that
one of the panel’s purposes, generating new
issues, coincides more with the PWG’s

purpose.

® Funding and Regulatory Working
Group. The Funding and Regulatory
Working Group (FRWG) worked with
the NSIE, the OMNCS Counsel’s office,
and attorneys from NSTAC member
companies that developed the initial Non-
Disclosure Agreement (NDA), to reach
consensus on changes to the NDA’s
wording that would allow industry and
Government to exchange information
related to network security intrusions.

NSTAC IES Task FORCE PROGRESS
During FY92, four task forces considered a
range of issues affecting NS/EP
telecommunications:

® Enhanced Call Completion. The ECC
Task Force issued its final report in July
1992, focusing on identifying and
assessing technologies that would
enhance call completion for NS/EP
users of the PSN. At NSTAC X1V, the
Committee approved the task force’s
final report and deactivated the task

force. However, the Committee also
charged the IES to establish an ECC ad
hoc group to work with the Government
to: (1) advocate and support the approval
of the High Probability of Completion
(HPC) standard, (2) investigate potential
ECC regulatory issues with the FRWG,
and (3) implement ECC network
capabilities.

Network Security. The Network
Security Task Force issued its final report
in June 1992, focusing on threats to the
PSN. The report contains a risk assess-
ment that concludes that the threat to the
PSN is higher than originally reported in
the November 1990 status report. The
task force also evaluated government
research and development in relation to
network security standards development,
and identified areas requiring continued
Government involvement. At NSTAC
XIV, the Committee approved the task
force’s final report and deactivated the task
force. However, the Committee also
charged the IES to establish a steering
committee to oversee all network
security acdvities. The NSTAC also
charged the IES to establish a Network
Security Standards Oversight Group to
provide guidance and motivation to
existing standards bodies toward
developing and accepting industry-wide
standards concerning network security.

Energy. The NSTAC reactivated the
Energy Task Force in October 1991
and charged it to develop criteria for
identfying critical industry NS/EP
telecommunication facilities that qualify
for priority electric service restoration
and fuel distribution and to develop a
process for applying the criteria. At the
December 1991 IES meeting, the
Energy Task Force was also tasked to
review the President’s National Energy
Strategy (NES) from the perspective of
benefits to NS/EP telecommunication
enhancements and consider the
submission of recommendations to the
1993/1994 NES publicaton. The task
force will present its final report to

NSTACXV.

2.7




® Wireless Services. A follow-on Wireless
Services Task Force was established at the
December 11, 1991 IES meeting to sup-
port the newly established government
focal point and was charged to: (1)
develop, in conjunction with the
Government focal point, a plan of action
to identify Government requirements, (2)
identify and assess solutions that will
ensure interoperability for Government
NS/EP communications among wireless
services and between wireless and non-
wireless systems, (3) survey the current
environment for wireless services to
determine future goals, and (4) establish
an ongoing relationship with the govern-
ment focal point.

NS/EP TELECOMMUNICATION PLANS

AND ARCHITECTURE

The NCS NS/EP telecommunication
plans and architecture effort is the basis for the
design, evaluation, and integration of baseline
activities and the NLP. During FY92, the
Manager, NCS, continued to develop a stan-
dards-based, technology-rich architecture that
is responsive to the economic and national
security interests of the country.

As an integral part of NS/EP planning, the
architecture effort entails requirements analy-
ses, telecommunications technology assess-
ment, and strategy development; network
optimization based on quantitative analysis and
performance modeling; communications net-
work design and specification; and implemen-
tation planning. Exhibit 2-3 depicts the
relationship of the evolutionary architecture to
the NSEP Telecommunications Planning
Process.

NS/EP TELECOMMUNICATION REQUIREMENTS
® The Manager, NCS, maintains a data
base of NS/EP telecommunication
requirements for the peacetime,
crisis/mobilization, and late trans-attack
and early post-attack time periods. The
data base contains information

submitted by NCS member organizations
and is used for planning and implementing

the NLP and NCS baseline programs.

During FY92, the Manager, NCS, assisted
member organizations in updating their
NS/EP telecommunication requirements
and essential emergency functions (EEF).

NS/EP TELECOMMUNICATIONS

EVOLUTIONARY ARCHITECTURE

©00000000000000000000000000000000000000000000000

® National policy mandates that the
Manager, NCS, develop and maintain an
evolutionary telecommunications
architecture that is responsive under all
circumstances to the NS/EP needs of the
Federal Government and, increasingly,

the Nation.

® The Manager, NCS, is developing a
standards-based, technology-rich
architecture that can continue to meet
these changing requirements (see Exhibit

2-4).

ExHiBIiT 2-3
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NS/EP TELECOMMUNICATIONS PLANNING

PROCESS

Throughout FY92, the NCS continued to
implement the NSEP Telecommunications
Planning Process. The process includes the
formulation, documentation, review, and
COP/COR consideration of four key planning
elements:

® Capability Objectives. Capability
Objectives define the set of capabilities
needed to meet the NS/EP telecommunica-
ton requirements of the Federal
Government.

® Deficiencies and Priorities. The
Deficiencies and Priorities planning
element identfies and places, in priority
order, deficiencies or shortfalls in the
national telecommunications

Ubiquitous Access

Survivable

Off-the-Shelf Current

CONUS-Wide Coverage

infrastructure that inhibit or preclude the
satisfaction of Federal NS/EP
telecommunication requirements.

Candidate Initiatives. The Candidate
Initiatives planning element describes
actions selected to mitigate identfied defi-
ciencies and to achieve the overall
enhancement of NS/EP telecommunica-
tion capabilities. FY92, efforts continued
in identifying possible candidate initiatives
through a survey of the NCS member
organizations.

National Level NS/EP
Telecommunications Program.

The NLP specifies the NS/EP
telecommunication programs benefiting
multiple departments and agencies that
are to be undertaken annually within the
NCS structure and the accompanying



provisions for their shared funding and
implementation. The FY94 NLP was
forwarded to the PCC-NSTIS, through
the Executive Agent, NCS, for approval
in July 1992.

oooooooooooooooooooooooooooooooooooooooooooooooo

NATIONAL LEVEL NS/EP

TELECOMMUNICATIONS PROGRAM

------------------------------------------------

The NLP includes national level programs
that are conducted within the NCS structure and
require significant government resources for their
pre-implementation, implementation, and recur-
ring costs. These programs are designed to
provide a robust and survivable voice channel
information transfer capability, and are expected to
result in the significant nationwide enhancement
of existing PSN services. These services, as
directed by E.O. 12472, are designed to be
responsive to the NS/EP needs of the President,
Federal departments and agencies, and other enti-
ties, under all circumstances including crisis or
emergency, attack, recovery, and reconstitution.

As a result of the changing world situation,
emerging technologies, and recommendations
submitted by the Committee of Principals, the
White House directed the Manager, NCS, to
delay the implementation of the Nationwide
Emergency Telecommunications Service (NETS)
pending a review of alternative technologies that
could reduce program cost. An independent
Panel of Experts was established to review the
changing threat to telecommunications, underly-
ing policy guidance, requirements for an NS/EP
telecommunications service, and concerns
regarding energy continuity for telecommunica-
tions. The panel compared five alternative techni-
cal approaches and the existing NLP on the basis
of the functional requirements, risks, and costs
for an NS/EP telecommunications service.

The panel deliberated for 5 months in early
1991 and in consideration of the changing
threat, the panel recommended the following:

® The NCS select programs that could
adapt to the changing threat and that
would not provide small numbers of
clearly identifiable targets for
destruction or disruption.

® The NCS takes a leadership role in the
investigation and mitigation of the
network security threat to our Nation’s
telecommunications and information

systems.

® A governmentwide NS/EP telecommunica-
tions program is needed and the panel
affirmed that voice communications was the
primary requirement during emergency sit-
uations. (Concurrently, in mid-October
1991, the PCC-NSTIS confirmed a set of
six functional requirements for an NS/EP
telecommunications service, including a
requirement for voice band service.)

® Programs should not be delayed in
meeting NS/EP telecommunication
requirements pending the development
of enduring power solutions.

The panel’s technology assessment included
review of the following technical alternatives:

®  Very small aperture terminal satellite
(VSAT) technology

® HF radios

® Packet-switched Message-based
Emergency Telecommunications

Service METS)
® [ ow earth orbit satellite (LEOSAT)

® New Public Switched Network-based
approach

® Current NLP.

The panel concluded that the new PSN-
based approach’s performance, low risk, and
opportunity to decrease costs made it the most
viable alternative. The panel also noted that the
VSAT, HF, METS, and LEOSAT approaches
could offer end-to-end performance improve-
ments in the future and should continue to be
considered for future implementation. The new
PSN-based approach, now called the GETTS,
was recommended to be the foundaton of

the NLP.




Subsequently, the FY94 NLP was for-
warded to the PCC-NSTIS in July 1992. It
identfies three integrated national level NS/EP
telecommunication programs, the GETS pro-
gram, the Commercial Network Survivability
(CNS) program, and the Commercial SAT-
COM Interconnectivity (CSI) program, and
provides for their funding and implementation.

Telecornmunications, which analyzes and
defines the electronic intrusion threat to
the PSN. It provides a baseline description
of the threat posed by members of the
computer underground (hackers, phreak-
ers) to the PSN and associated telecom-
munications.

GOVERNMENT EMERGENCY
NS/EP TELECOMMUNICATIONS TELECOMMUNICATIONS SERVICE

------------------------------------------------

SUPPORTING ANALYSIS

Each year, the OMNCS analyzes the PSN
to quantify the effects of various threats on
NS/EP telecommunications and to show the
enhanced performance offered by the NLP.

The following activities were performed during
FY92:

® Anassessment of the five alternative
technical approaches and the NLP was
performed by the Panel of Experts.

® A supporting analysis summary
describing the survivability and
performance benefits of GETS, CNS,
and CSI over the PSN accompanied the
FY94 NLP.

® The estimated effects of phenomena
such as nuclear blast, fallout radiation,
and electromagnetic pulse (EMP) were
used to assess the survivability and
availability of current and planned PSN
resources in support of NS/EP
requirements.

® Asa continuation of last year’s efforts
and to support analyses of other threats
to NS/EP telecommunications, the
supporting analysis task is examining
the effects of natural disasters on the
PSN. The OMNCS developed an
earthquake model to characterize the
damage effects of seismic events on the
PSN and NS/EP user locations for the
known faults in northern California.

® Publication of a document, Electronic
Intrusion Threat to National Security and
Emergency Preparedness (NS/EP)

Based on guidance received in February
1991, implementation of NETS was delayed 2
years. In January 1992, as a result of the Panel
of Experts recommendations and other govern-
ment reviews, a modified technical and acquisi-
tion approach for NS/EP telecommunication
services was developed and incorporated into a
new program named GETS, which replaced
NETS. The benefits realized by this restruc-
tured program enable the Government to
reduce program costs, better utilize technologi-
cal alternatives, and acquire NS/EP telecom-
munication services with greater flexibility.
Exhibit 2-5 shows the capabilites provided by
GETS when the final operational capability
(FOC) is attained. The GETS program

encompasses the following:

® GETS is planned to provide a nadonwide
capability for switched voice and voice-
band data communications by exploiting
the surviving switching and transmission
facilities of commercial and selected
Government networks.

® TheGETS acquisition strategy has been
revised to allow the Government
increased flexibility in planning and
implementing incremental service
capabilities in a timely and cost effective
manner.

® GETS calls will be afforded priority
treatment and enhanced routing in the
PSN, as well as CNS and CSI augmenta-
dons and interconnections. This service will
be accessed nationwide and from overseas
locations through a special GETS access
number and user authentication through
personal identification numbers (PIN).



® T'wo major components of the GETS

program are Enhanced Real Time
Network Routing (E-RTNR) and the
Survivable Signaling Network (SSN) in
the AT& T network.

The following milestones were reached during
FY92:

® A GETS Integration Contractor

Industry conference was held.

The Government released three
Requests for Proposals (REP). REP’s
were released to AT& T, MCI, and
Sprint for procurement of similar
GETS services in the interexchange
carrier (IEC) networks. A fourth RFP
was prepared for release in October
1992 for the acquisition of an
integration contractor.

® Anin-plantand in-service demonstra-
tion of local exchange carrier (LEC)
Non-Hierarchical Routing (LNHR)
was completed in the US West network
in Denver, Colorado, and a subsequent
demonstration of LNHR was presented
to the COP/COR in Washington,
D.C.

® An annual Robust Non-Hierarchical
Routing (RNHR) redesign was
completed to reflect changes in the
AT&T network and increase the
number of CSI links to 28.
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The following activities continued in FY92:

® The GETS/FTS2000 Interoperability
Working Group continued to meet to
identify interoperability requirements
for GETS initial operating capability
100).

® The Government continued coordination
with telecommunication standards organi-
zations to obtain approval for a high prob-
ability of completion subscriber priority
parameter to support priority treatment
of NS/EP traffic.

® The OMNCS opened discussions with
the North American Numbering Plan
administrator, Bell Communication
Research (Bellcore), and the United
States Telephone Association (USTA),
which continued throughout the year
and forwarded requests to open the
GETS nationwide 710 numbering plan
area (NPA) code in all commercial
carrier networks including cellular.

® Three IEC’s continued to support the
Government by providing data on their
networks and technical approaches for
processing NS/EP traffic.

On September 24, 1992, the Department
of Defense (DoD) Inspector General officially
closed the audit report that began on July 25,
1990, on the original NETS program. As
noted previously, the NET'S program was
restructured and renamed GETS. The
Inspector General indicated that the “most
fundamental concerns about NETS — its prac-
ticality and cost — were partially alleviated
when . . . the program was restructured.” The
Inspector General added, “we consider the
audit report closed.”

CommERCIAL NETWORK SURVIVABILITY

The CNS program enhances short-haul
terrestrial connectivity of commercial and gov-
ernment terrestrial networks in support of
NS/EP telecommunication needs. CNS
enhancements improve the diversity of NS/EP
access and egress connectivity through the inte-

gration of emerging communication technolo-
gies. Network enhancements obtained under
the CNS program will be integrated with
GETS as it is implemented. Exhibit 2-6 depicts
potential CNS network enhancements.

The CNS program encompasses the following:

® The OMNCS has engineered and
installed 17 permanent interconnect
services to provide alternative routes for
NS/EP use. Acquisition of additional ser-
vices was suspended in FY92 during an
analysis of the ability of CNS services to
support the revised GETS program.

®  As part of the Panel of Experts review of the
NLP, CNS has begun studying the imple-
mentation of network augmentations using
alternative technologies and services such as
LEC disaster recovery services, advanced
intelligent network-based services, and cel-
lular networks.

® The OMNCS supports CNS activities
through data acquisition contracts with four
contractors, and data collection and service
acquisition contracts with an additional con-
tractor. The major focus of current data
collection efforts comprises cellular net-
works and facilities, LEC networks, experi-
mental PCNs, and proposed emergency
restoral assets.

Additional efforts during FY92 pertained to the
following:

®  Analysis of telecommunication systems
and assets, and developing survivability
enhancement recommendations.

® Evaluation of priority treatment capabili-
ties of cellular systems and system designs
for wireless communication networks to
determine opportunities for improving
NS/EP telecommunications. The
OMNCS tested and evaluated the ability
of cellular switches to provide a load
shedding capability.



® Data gathering from LEC’s by meeting The Mobile/Transportable Telecom-

with individual carriers to identify munications (MTT) component of the CNS
current and planned telecommunication program seeks to restore and extend PSN links
networks and services available for for NS/EP telecommunications using govern-
NS/EP use. These meetings included ment or commercial transportable communica-
discussions of the use of official corporate tons equipment. The OMNCS is supporting a
networks, network survivability, advanced DoD/JS initiative that will assign an NS/EP
intelligent network deployments, and link restoral mission to communication units of
disaster recovery assets. the National Guard. Joint policy guidance is
being established to make M'T'T systems avail-
® Meetings with the cellular subsidiaries able to provide NS/EP communications sup-
from each LEC to discuss their network port in emergencies. An ongoing effort of the
operations, priority services, and future MTT program is the maintenance of the data
data collection efforts. base of AN/TRC-170 and 173 tactical radios.

These data include location, quantity, fielding
dates, and commanding authority.
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ComMmMERcCIAL SATCOM INTERCONNECTIVITY
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As shown in Exhibit 2-7, the CSI program
uses surviving commercial C-band satellites to
enhance the long-haul connectivity of the PSN
during national emergencies. The CSI network
consists of two interoperable telemetry, track-
ing, and control (ITT&C) facilities that allow
interoperability within the two satellite families
(three-axis-stabilized and spin-stabilized). CSI
earth stations provide T'1 connectivity using
standard CSI modems and are linked by a ter-
restrial tail circuit to a designated PSN switch.
By the end of FY92, contracts were awarded for
19 communications earth stations; 18 have
passed acceptance testing and are operational.
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The following activities were performed in
FY92:

® The Manager, NCS, successfully
conducted the fourth annual test and
exercise of the CSI network. Several
proof-of-concept tests were successfully
demonstrated, including interconnecting
MCI switches and providing outside
contiguous United States (OCONUS)
access to NS/EP users in Panama.
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® Asillustrated in Exhibit 2-8, the MCI
demonstration involved extending tail
circuits from existing CSI earth stations
to local MCI switches. The OMNCS is
studying the feasibility of extending tail
circuits to MCI and Sprint switches
permanently to support NS/EP
telecommunications in accordance with
the Panel of Experts’ recommendations.

® The CSI program also demonstrated
the capability to use CSI assets as
gateways to the PSN for OCONUS
NS/EP users, as illustrated in Exhibit 2-9.
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PUBLIC SWITCHED NETWORK

SECURITY

The network security issue was first identi-
fied in the National Research Council’s (NRC)
1989 report, Growing Vulnerability of the Public
Switched Network: Implications for National
Security Emergency Preparedness. Industry and
Government participants in the network secu-
rity process have focused their effort on the
unauthorized access to or manipulation of PSN
software and data bases that could affect
NS/EP telecommunication users. Specifically,
the participants are interested in intrusions that
result in denial or interruption of service to
NS/EP users or in the extraction of sensitive
data from network elements. Senior industry
and Government executives continued to place
a high priority on mitigating this problem dur-
ing FY92.
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The GNSS and the Network Security
Task Force (NSTF) have worked together dur-
ing FY92 to address the issues surrounding net-
work security and to establish mechanisms to
solve the problem. The GNSS and NSTF also
formed separate but closely coordinated
NSTAC and Government NSIE groups. The
NSIE’s provide a forum for identification and
exchange of issues involving penetration and
manipulation of network software and data
bases affecting NS/EP telecommunications.
The NSIE groups met bimonthly during FY92
to exchange information regarding hackers and
to assess vulnerability of the PSN to hackers.
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In support of the NSIE process, the
OMNCS has initated three projects to foster
improvements in the security of the Nation’s
telecommunications infrastructure. These pro-
jects include an assessment of the hacker threat
to the PSN, a research and development pro-
ject to develop a tool to analyze PSN software
vulnerabilities, and a program to collect and
analyze PSN software vulnerability data.
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NATIONAL TELECOMMUNICATIONS

MANAGEMENT

®escccssccsscccccse ccecccscsccscsssee seccssccccse

During a crisis, the Federal Government
relies extensively on the Nation’s NS/EP
telecommunication resources. To ensure that
the telecommunications system meets national
leadership requirements, the NCS is develop-
ing a survivable and enduring telecommunica-
tions management capability. The following
sections describe this effort.

NATIONAL COORDINATING CENTER FOR

TELECOMMUNICATIONS

®e0cccc0ecsscscssescssscssssse ©eesesscccsssssscee

The NCC assists the NCS in initiating,
coordinating, restoring, and reconstituting
NS/EP telecommunication services or facilities
under all conditions of crisis or emergency.

During FY92, the following companies
were members of the NCC: AT&T, Bellcore,
COMSAT, GE American Communications,
GTE, ITT Corporation, Martin Marietta,
McCaw Cellular Communications, MCI,
Pacific Telecommunications, Inc., United
States Telephone Association, and Sprint.
Government staff changes included the addi-
ton of representatives for the Department of
Veterans Affairs (VA) and the Department of
the Treasury, and the departure of the repre-
sentative from the Nuclear Regulatory
Comumission.

Changes to the NCC. FY92 was a year of
organizational change within the OMNCS,
Office of Emergency Preparedness. The TSP
Program Office received a new program man-
ager and the office was integrated into the
NCC as an NCS operational program.
Responsibilities formerly associated with oper-
ational readiness were reassigned from the
NCC and placed in a new Operational
Readiness and Exercise Division. This action
positions the NCC to accept development pro-
grams within the NLP that are nearing an
operational status.

During FY92 there were 54 Major
Disaster declarations and one Emergency dec-
laration by the President. They involved NCS
regional support to FEMA in all 10 Standard
Federal Regions with Region 9 (San Francisco)
bearing the brunt of the response require-
ments. Natural disasters and man-made crises
ranged from hurricanes, earthquakes, floods,
fires, and mud slides, to tornadoes and even a
drought in Micronesia. In total, 18 States and
five territories suffered from nature’s onslaught
during this past year. Unique this year has been
the amount of support required by our Pacific
Ocean Territories, Commonwealths, and pos-
sessions: American Samoa (Typhoon Val, $72
million), Guam and Micronesia (Typhoon
Yuri, $11 million), Marshall Islands (Typhoon
Zelda and Tropical Storm Axel, $10 million),
and Micronesia for a drought ($3 million).

In 1992, two devastating hurricanes struck
Florida and Louisiana (Hurricane Andrew) and
Hawaii (Hurricane Iniki). The response and
recovery support activities of the NCC were
intense for more than a month, from the initial
impact of Hurricane Andrew untl conditions
had stabilized on the island of Kauai, Hawaii.
The details of the response to these two disas-
ters will be the subject of a detailed after-action
report.

During FY92, the NCC continued to pro-
vide international support and assistance to a
large number of U.S. programs in areas not
previously envisioned. NCC support has been
given to the following: Operaton SEA
ANGEL — rescue and support to Bangladesh
victims following a typhoon and severe flood-
ing; Operation PRODUCTIVE EFFORT —
evacuation of U.S. and non-Ethiopian foreign
nationals from Ethiopia during its civil war;
Operation FIERY VIGIL — eruption of Mt.
Pinatubo in the Philippine Islands, with the
closing of Clark AFB and Subic Bay naval facil-
ity. The following operations are ongoing:
Operation PROVIDE COMFORT — an
effort in support of Iraqi Kurds; DESERT
STORM, though no hostilities are involved;
Operation PROVIDE HOPE — food and
humanitarian support to the former Soviet
Union now Commonwealth of Independent
States; Operation PROVIDE PROMISE —
current support under the United Nations to




provide food and humanitarian support to
Yugoslavia; and Operaton GTMO — Haitian
refugees and boat people interned at
Guantanamo Bay, Cuba.

NATIONAL TELECOMMUNICATIONS

MANAGEMENT STRUCTURE
The National Telecommunications

Management Structure will provide a compre-
hensive, survivable, and enduring management
capability for initiating, coordinating, restoring
and reconstituting the Nation’s telecommuni-
cation resources in the event that Section 706
of the Communications Act of 1934, as
amended, is invoked. The N'TMS is a crucial
element of U.S. deter