Originally Processed With FOIA(s): FOIA Number:
2005-0336-F 2005-0336-F

FOIA

MARKER

This is not a textual record. This is used as an
administrative marker by the George Bush Presidential
Library Staff.

Record Group/Collection:  George H.W. Bush Presidential Records
Collection/Office of Origin: Science and Technology Policy, Office of (OSTP)
Series: Bromley, D. Allan, Files

Subseries: National Security Files

OA/ID Number: 62072
Folder ID Number: 62072-006

Folder Title:
[National Coordinating Center Manual] [1984]

Section: : Position:

0 0




NATIONAL COORDINATING
* CENTER

POLICIES
AND
PROCEDURES
MANUAL




»
NATIONAL COORDINATING
CENTER

POLICIES
AND
PROCEDURES
MANUAL




NATIONAL COORDINATING CENTER
OPERATING CHARTER

April 3, 1984



TABLE OF CONTENTS

1.0 BACKGROUND AND PURPOSE

1.1 Concept of the National Coordinating

Center (NCC)
1.2 Mission Statement
1.3 Scope of Operations

2.0 ORGANIZATIONAL STRUCTURE

2.1 General

2.2 Government Composition
2.2.1 General
2.2.2 Participation in the NCC
2.2.3 Criteria for NCC Participation
2.2.4 Memoranda of Agreement

2.3 Industry Composition
2.3.1 Participation in the NCC
2.3.2 Criteria for NCC Participation
2.3.3 Contracts

2.4 Reporting Structure
2.4.1 Internal NCC
2.4.2 External Organization

3.0 FUNCTIONS OF THE NCC

4.0 GENERAL OPERATING PROCEDURES
4.1 General Operations
4.2 Primary NCC Activities
4.2.1 Normal Day-to-Day

4.2.2 Emergencies and Major Disasters

4.2.3 Section 606 Situations
4.3 Other Activities

5.0 FUNDING ARRANGEMENTS

5.1 General
5.2 Government
5.3 Industry

6.0 AMENDMENTS TO THE NCC CHARTER

APPENDIX — FUNDING RESPONSIBILITIES

Page
Number

N

O 00 00~ O Ul bW

13

15
15
16
16
16
17
18

19
19
19
20
21

22




1.0 BACKGROUND AND PURPOSE

1.1 Concept of the National Coordinating Center (NCC)

a. The National Security Telecommunications Advisory
Committee (NSTAC) was created to bring the President and
to the Executive Agent, National Communications System
(NCS), knowledge and insight not available within the
Government, on those issues and problems related to the
implementation of National Security Telecommunications
Policy. At a series of meetings in 1982, industry and
government identified the need for an authoritative entity
to coordinate initiation and restoration of national
security or emergency preparedness (NS/EP) telecommunica-
tions services. This requirement led to the development
of the concept of a National Coordinating Mechanism (NCM).

b. In February 1983, the Industry Executive Sub-
committee (IES) of the NSTAC convened a meeting of the
Emergency Response Procedures Working Group (ERPWG) of the
NSTAC to address the NCM. The Working Group, in turn,
established an NCM Task Force to evaluate alternative NCM
concepts. As a result of the task force deliberation, the
recommendations was made to the NSTAC and subsequently to
the President for an industry and government-staffed
National Coordinating Center (NCC) to be created as the
operational arm of the NCM.

c. The NCC was officially established on January 3,
1984 with eleven telecommunications industry entities and
the United States Telephone Association participating,
together with representatives of the NCS. To provide the
framework for the operating relationship between the tele-
communications industry and the Federal Government in
coordinating the initiation and restoration of NS/EP tele-
communications services, this charter contains the NCC and
its general operating procedures, and specifies the fund-
ing arrangements for the NCC.

1.2 Mission Statement

a. The NCC is a joint industry-government operation.
It involves the U.S. telecommunications industry and
Federal Government organizations that are involved in
responding to the Federal Government's NS/EP telecommuni-
cations requirements and support planning for a more en-
durable national and international telecommunications sys-
tem to satisfy those requirements.



b. The mission of the National Coordinating Center is
to help ensure that the critical telecommunications needs
of the Federal Government can be and are satisfied in the
emergency or crisis situations enumerated in Section 1.3.
The NCC will perform or contribute to the performance of
the telecommunications functions enumerated in Section 3.0.

1.3 Scope of Operations

a. The NCC is the mechanism by which the Federal
Government and the telecommunications industry jointly
respond to NS/EP telecommunications requirements. It pro-
vides for the rapid exchange of information and expedites
emergency or crisis telecommunications responses.

b. The NCC has the capability to support responses to
a broad spectrum of emergency or crisis situations. The
extent of its authority is governed by the nature of the
emergency and specific legal conditions as follows.

1. After Section 606 of the Communications Act
of 1934 is invoked -- the NCC carries out
directives consistent with Federal Govern-
ment authority.

2, During a Presidentially declared disaster or
emergency (Public Law 93-288, 42 U.S.C. 5121
et. seqg., the "Disaster Relief Act", as
amended) short of Section 606 —— the NCC
coordinates consistent with Federal Govern-
ment authority.

3. During any emergency or crisis short of
Presidential declaration (as defined in DCA
circular 310-130-1 Chapter II, paragraph 2)
the NCC coordinates consistent with Federal
Government authority.

c. Only after the invocation of Section 606 will the

Executive branch -- through governmental representatives
—— direct actions on the part of the industry representa-
tives to respond to government NS/EP requirements. In all

other situations, the NCS will consult with the industry
representatives to develop rapid/emergency response plans
and to coordinate responses to emergency or crisis situa-
tions. The NCC becomes actively involved when one of the
following operational situations occurs:

£ Telecommunications industry representatives
request assistance or coordination in NS/EP
situations from the NCC.




The affected Federal Government agency de-
clares that existing procedures will not
result in sufficient NS/EP service.

The scope of the NS/EP service or support
requirements involves coordination across
several states, regions, companies or
organizations.




2.0 ORGANIZATIONAL STRUCTURE

2.1 General

a. The National Coordinating Center (NCC) provides a
unique combination of industry and government personnel
working together in support of national security and emer-
gency preparedness. The NCC configuration consists of a
watch center in which the U.S. telecommunications industry
is represented by resident commercial entities, including
international service carriers, the United States Tele-
phone Association, and other telecommunications entities
to the maximum extent practicable. The Government's NCC
complement is furnished by representatives of the Federal
departments, agencies and entities who have significant
national security or emergency preparedness responsibil-
ities and whose operations are heavily dependent on com-
munications provided by the U.S. commercial telecommunica-
tions industry. The number of NCC participants must at
all times be consistent with the resources available to
the Federal government for managing and operating the NCC.

b. Operations within the NCC are under the management
supervision and day-to-day direction of the Manager and
Deputy Manager, NCC. They are responsible for coordinat-
ing the activities of the industry representatives and for
integrating the efforts of industry and government person-
nel to perform the NCC functions. In addition to other
duties, they oversee the day-to-day and emergency opera-
tions of the NCC, facilitate the preparation of opera-
tional plans and procedures, and develop long-range plans
to support the objectives of the NCC. The Manager and
Deputy Manager of the NCC report to the Manager, NCS.

c. The organizational structure of the NCC is de-
picted in figure 1.

2.2 Government Composition

2.2.1 General: The Federal Government presence in
the NCC is provided by representative of the NCS member
entities and the Office of the Manager, NCS. The repre-
sentatives of the NCS member entitiec are an integral part
of the NCC and emphasize the incorporation of parent
entity concerns into all operations. These individuals
will maintain interfaces with government operations
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Listed are the resident industry entities and the NCS member entities as of April 3, 1984,

centers and access to data bases containing information
concerning facility and network status for Federal Govern-—
ment telecommunications systems. The Federal Government
NCC component will be staffed on a full-time basis and
will assist in the control and management of national com-
munications assets in addition to coordinating with indus-
try representative of NS/EP telecommunications
requirements.

2.2.2 Participation in the NCC - The entities that
comprise the NCS provide individuals to staff and support
the operations of the NCC on a daily and emergency basis.
Pursuant to the terms of Memoranda of Agreement (MOA) (see
para. 2.2.4), NCS entities provide resident representa-
tives or non-resident representatives. The relatinnships
of these individuals to their respective parent entities,
and to the NCS, are important, and are discussed below.

In each case, MOAs should be consumated between the entity
involved and the Executive Agent, NCS to establish the
method of representation that will be employed.




2.

Detailed to the NCS Staff. These are individuals
detailed to the staff of the Manager, NCS. In
this case, the NCS member entity is represented
by a detailed individual designated by the parent
entity and agreed to by the Office of the Man-
ager, NCS. As the NCC representative of a par-
ticipating NCS entity, the individual will re-
ceive guidance from and will report to the parent
entity. In other NCC activities, including the
representation of non-resident entities, the in-
dividual reports to the Manager, NCS or Manager,
NCC.

Resident Representatives. These are individuals
designated by the NCS entities and serve as NCC
representatives and are physically present in the
center on a continuing basis. They are addi-
tional personnel provided by the NCS entity and
dedicated to the operation of the NCC. These
individuals represent the interest of their
parent entity as well as any non-resident entity
they have agreed to support. Special reporting
channels are required. The representatives ac-
tively participate in NCC activities and opera-
tions, and report to the Manager, NCC on these
matters. However, personnel continue to report
to their parent entity, which also retain all
rating responsibilities.

Non-Resident Representatives. These individuals
are designated by an NCS entity to function as
liaison to the NCC and are physically present in
the center on a periodic basis. These individ-
uals serve as the routine NCC points of contact
within their respective entities and may be
called upon to perform duties in the NCC in sup-
port of emergency or special-requirement situa-
tions. When performing duties in the NCC, the
relationship to their parent entity and the Man-
ager, NCC, are the same as those described for
resident representatives.

.3 Criteria for NCC Participation

The three primary criteria to be used to determine NCS
entity participation in the NCC are presented below.

1.

NS/EP Telecommunications Involvement — The degree
of the entity's participation in NS/EP activity
is a primary consideration in determining the
need for the entity to participate in the NCC.
The following two indications of involvement will




be considered in the application of this
criterion.

(a) Number and level of restoration priority
circuits, and

(b) Level of responsibility for, and participa-
tion in, National Security Decision Direc-
tive 97 (NSDD-97) activities.

2. Category A Agencies, as defined by Federal Emer-
gency Management Agency Preparedness Circular
Number 11.

3. Communication Assets.

2.2.4 Memoranda of Agreement (MOA)

a. NCS entities enter into agreements with the Sec-
retary of Defense, as Executive Agent for the NCS, or his
designee. The agreements state the arrangements whereby
such entities provide personnel on the staff of the Man-
ager, NCS, in support of NCS missions and NS/EP
requirements.

b, Existing agreements will be reviewed and amended,
if required, to reflect NCC participation and representa-
tion as discussed in section 2.2.2. Any required amend-
ments, and agreements with new NCS member entities, shall
include the method of representation in the NCC by refer-
ence to appropriate portions of this chapter.

o The following provisions should be included in
future NCS agreements to support NCC representation.

j The position on the staff of the Office of
the Manager, NCS, to be occupied by an en-
tity employee shall be designated by the
appropriate agency head or designee and
agreed to by the Manager, NCS. For any
method of representation selected by the
entity, certain qualifications are essentilal
to ensure effective entity representation.

Z. The employee designated to a position on the
staff of the Manager, NCS, will have a back-
ground in telecommunications operations,
planning or management, will be familliar
with the operations of the parent entity,
and will be knowledgable in the role that
communications plays in fulfilling the es-
sential functions of the parent entity.




3. During the tenure of the individual on the
staff of the Manager, NCS, that individual
will perform duties under the sole direction
of the Manager or the Manager's desilgnated
representative in matters related to job
performance or matters concerning the opera-
tion of the NCS. As the NCC representative
of a participating NCS entity, the individ-
ual will receive guidance from and will re-
port to the parent entity.

d. Agreements should be reviewed and modified on an
individual basis when an entity desires to provide addi-
tional personnel to represent them in the NCC. In those
cases, the agreements should clearly reflect the rela-
tionships between the designated employee of the parent
entity and the staff of the Office of the Manager, NCS, as
indicated in paragraph 2.2.2. The basic Memorandum of
Agreement between the NCS entities and the Executive Agent
for the NCS should provide for the method of participation
in the NCC.

2.3 Industry Composition

2.3.1 Participation in the NCC.

a. The industry presence in the NCS is provided
by both resident and non-resident entities from the tele-
communications industry selected by the Federal Government
in accordance with the criteria enumerated in paragraph
2.3.2. Industry participation will be reviewed by the
Manager, NCS on a continuing basis, and industry entities
not physically represented (i.e., non-resident) in the NCC
will be afforded the maximum practicable opportunity to
participate in the activities of the NCC. The industry
representatives will maintain interfaces with their repre-
sentative operations centers and assure access to appro-
priate data bases to monitor the service status of their
network and facilities. These representatives will also
serve as points of contact for expediting restoration or
activation of critical telecommunications services and
consultation with, and provision of advice to, the govern-
ment component in developing alternative approaches for
response to NS/EP requirements.

b. The resident industry component of the NCC
is composed of the representatives of telecommunications
entities selected by the Federal Government and physically
present in the NCC on a continuing basis. These individ-
uals represent their representative parent entities and
actively participate in NCC activities and operations.
Resident industry representatives will elect an industry




spokesperson to represent them on administrative matters.
This spokesperson will serve for a period of one year.

e. Non-resident industry entities are selected
by the Federal Government, function as liaison to the NCC
and may be physically present in the NCC on a periodic
basis as requested by the Manager, NCS. Non-resident
representatives serve as NCC points of contact within
their respective entities and may be called upon to per-
form duties in support of emergency or crisis situations.

2.3.2 Criteria for NCC Participation

a. General. The selection of industry entities
to participate in the NCC is based upon their ability and
willingness to provide or support the provision of the
Nation's most critical communications requirements. All
U.S. telecommunications industry entities that provide
domestic or international communications services; local
or long-haul communications services; voice or data (in-
cluding software) communications services; or telecommuni-
cations equipment supply services are considered eligible
for participation in an NCC. Actual selection of partici-
pants is then based upon a primary criterion, with a sub-
sequent comparative evaluation of the extent to which an
entity satisfies enumerated secondary criteria.

b. Primary Criterion. The joint Federal Com-—
munications Commission-National Communications System
(FCC/NCS) uniform system of priorities for the restoration
of commercially-provided private line services is designed
to identify, and ensure priority treatment for, the
Nation's most vital commercially-provided communications
services. Accordingly, the primary criterion for initial
or future participation in the NCC is that an industry
entity must be providing a portion of a circuit bearing an
FCC/NCS approved restoration priority of 1-4.

c. Secondary Criteria. In recognition of the
fact that an industry entity may be involved in providing
only a limited amount of restoration priority services, or
that certain industry entities may not provide any such
services, yet still be important to an effective industry
response to NS/EP telecommunications requirements, ten
secondary criteria have been established. In order of
importance they are:

1. The extent of an entity's provision of
restoration priority services.

2. The ability of an entity to provide or
be responsible for end-to-end service




10.

involving equipment, wiring and local
or long-haul transmission where
necessary.

The extent to which an entity has
facilities and equipment geographically
located to adequately support essential
government activities.

The extent to which an entity has
existing contingency restoration/
reconstitution plans or a willingness
to develop such plans.

The extent to which an entity has
existing continuity of operations
procedures, facilities redundancy,
alternate control facilities and other
network survivability characteristics.

The extent to which an entity has
existing operations centers to monitor
network status.

The extent to which an entity's
networks/equipment are interoperable or
interconnectable with other industry
entities' networks/equipment.

The extent of an entity's willingness
to provide data regarding company Sys-
tems, resources and personnel as deter-
mined necessary by the government.

Historical evidence of an entity's
reliability and dependability in pro-
viding communications service to the

Federal government under all conditions.

The extent and level of technical ex-
perience and expertise resident in an
entity's staff.

2.3.3 Contracts. Services provided by the individual
industry entities participating in the NCC will be pro-
vided under Communications Services Authorizations (CSAs)
written against Basic Agreements (BAs) between the govern-
ment and the NCC industry entities. These contractual
arrangements will provide the mechanism by which NCC in-
dustry entities may be reimbursed for expenses 1incurred by

NCC activities.

References to this NCC Charter will be

made in the uniform CSAs issued against the BAs to detail




industry and government requirements in support of the
NCC. All NCC activity will be carried out in accordance
with such contractual agreements.

2.4 Reporting Structure

2.4.1 Internal NCC

a. The NCC operates under a Federal Government
manager appointed by the Manager, NCS. In addition to
overseeing the operations of the Federal Government por-
tion of the NCC, the Manager, NCC interfaces with industry
representatives in the NCC in monitoring the status of
telecommunications systems and coordinating new NS/EP ser-
vice requirements.

b. During an emergency or crisis situation (see
Section 1.3), the Manager, NCC is responsible for receiv-
ing reports from industry entities on service, the extent
of damage to facilities, equipment or service and an esti-
mate of initiation of restoration capabilities. The Man-
ager, NCC then has the authority to confer with government
and industry representatives in the NCC and determine the
appropriate course(s) of dction to meet Federal Government
telecommunications requirements. Once the Manager, NCC
has selected a course of action, he has the authority to
act, according to the nature of the emergency (see Section
1.3), with those entities involved.

2.4.2 External Organization

a. Representatives from those telecommunica-
tions entities participating in the NCC are responsible
for maintaining interfaces between the NCC and their
respective entities. In order for these individuals in
the NCC to perform the required functions, each entity
must provide for separate access to the appropriate data
bases, and points of contact within their own entities.
The representatives from each entity have ready access to
the authority to make decisions and direct the use of
corporate resources in order to fulfill Federal government
NS/EP telecommunications requirements. Additionally, each
entity must develop the necessary internal plans and
procedures to support their representative in the NCC to
ensure effectiveness in performing the functions of the
NCC.

b. The Federal Government representatives 1n the
NCC must interface with a number of external government
activities and organizations. Their reporting responsi-
bilities are as prescribed in paragraph 2.2.2. The Man-
ager, NCS is responsible for the overall operation of the .




NCC. Additionally, he coordinates with the FCC and Office
of Science and Technology Policy (OSTP) to ensure that all
NS/EP telecommunications requirements are Kknown and that
telecommunications resources are used in accordance with
applicable government plans and procedures. He also pro-
vides assistance to OSTP in evaluating current situations
and events by monitoring communications status and provid-
ing information as necessary.

c. If Section 606 of the Communications Act is
invoked, the Manager, NCS would also assist the OSTP in
preparing to execute the war powers of the President, re-
porting the status of national telecommunications to the
President, providing recommendations to the President with
respect to telecommunications and national priorities and
providing guidance to government agencies as authorized.

-12—-



3.0 FUNCTIONS OF THE NCC

a. The National Coordinating Center (NCC) is a joint
industry-government operation wherein the government is
represented by the Office of the Manager, NCS and by both
resident and non-resident representatives of the NCS mem-
ber entities and the telecommunications industry. In the
NCC, the government and the telecommunications industry
jointly plan and work to assist in providing for a more
endurable national telecommunications system to satisfy
the NS/EP telecommunications requirements of the govern-
ment. Industry entities not physically represented (i.e.,
resident) in the NCC shall be afforded the maximum prac-
ticable opportunity to participate in the activities of
the NCC.

b. In assisting the government in meeting critical
telecommunications requirements, the NCC performs or con-
tributes to the performance of the functions enumerated
below:

1. Promptly provide technical analysis/damage
assessment of service disruptions and iden-
tify necessary restoration actions.

2. Coordinate/direct prompt restoration of
telecommunications services in support of
NS/EP needs.

3. Develop and exercise comprehensive service
restoration plans.

4. Develop "watch center" type functions to
work through cooperating industry operation
centers to effectively monitor the status of
essential telecommunications facilities.

5. Maintain access to an accurate inventory of
the minimum essential equipment, personnel,
and other resources which are available for
restoration operations to include the loca-
tion and capabilities of all industry's net-
work operations centers (NOCs).

6. Identify liaison points 1n each company.

7. Maintain ability to rapidly transfer opera-
tions from normal to emergency operations.




10.

Coordinate/direct and expedite the installa-
tion of new orders for service when the ser-—
vices required are critical to NS/EP needs.

Contribute to the development of technical
standards and national network planning and
ensure application of those standards and
dissemination of those plans to facilities
serving NS/EP needs.

Coordinate/direct network reconfiguration
plans in support of NS/EP needs.

-14-




4.0 GENERAL OPERATING PROCEDURES

4.1 General Operations

a. This section addresses the nature of the activi-
ties performed by the government and/or industry National
Coordinating Center (NCC) members. The NCC responds to a
broad range of NS/EP situations, yet its authority is
governed by the nature of the emergency and the applicable
laws and regulations. The procedures defined in this
Charter are in no way intended to abrogate the provisions
of these laws and regulations. Rather, they describe the
basic functions to be performed by the NCC members and the
operational and control relationships necessary to ade-
quately respond to NS/EP requirements under the provisions
of existing rules.

b. The primary site for the NCC is the National Com-
munications System (NCS)/Defense Communications Agency
(DCA) facility at 8the Street and South Courthouse Road in
Arlington, Virginia. There, government representatives
work with industry personnel on a day-to-day basis in
developing the necessary operational plans, procedures and
guidelines to provide effective telecommunications re-
sources to NS/EP requirements. The daily operations of
the NCC consist largely of monitoring the status of the
nation's telecommunications resources, gathering and main-
taining information about them, and preparing to respond
to NS/EP telecommunications requirements.

c. Since the NCC operates on a normal duty day basis,
it is necessary to develop procedures to ensure the appro-—-
priate response to emergency situations which occur out-
side of duty hours. Government and industry representa-
tives participate fully in notification, standby and
recall activities to support this requirement. During
periods of emergency operations, the monitoring of systems
will continue but the frequency of update 1is expected to
increase, along with the number of requests for assistance
with new NS/EP service and to support restoration activi-
ties. In emergencies, emphasis is placed on the execution
and revision of response plans. The level of NCC activity
will increase significantly in such situations and staff-
ing periods will be extended. During these periods, it 1is
anticipated that the NCS entities would actively partici-
pate in NCC operations.




4.2 Primary NCC Activities

The following describes the activities of the NCC under a
spectrum of operational situations. These functions are
performed by either industry or government members or,
where appropriate, by both.

4.2.

1

Normal Day—-to-Day

During the periods of time that are non-emergency, the
activities of the NCC are normally limited to opera-
tionally sustaining functions as described below:

1.

4.2.

2

Develop and maintain an accurate inventory of
resources (both government-owned and industry-
owned), including transportable equipment, for
using during NS/EP service initiation or
restoration.

Develop and exercise NCC procedures for emergen—

cies, major disasters, and Section 606 situations.

Receive and document status and situation re-
ports. The exact nature of status monitoring is
defined by the government entity through memo-
randa of agreement. Each industry entity will
establish individual internal company notifica-
tion and reporting procedures regarding govern-
ment NS/EP service problems. These memoranda and
procedures will include the capability for opera-
tions centers to respond to the NCC on a 24
hour—-a-day basis.

Identify industry and government points-of-
contact and maintain current names, addresses and
telephone numbers.

Develop and maintain a current list of telecom-
munications companies willing to participate in
providing NS/EP service but who are not currently
resident in the NCC. To the maximum extent prac-
ticable, the Manager, NCC will also involve such
companies in the other normal day-to-day NCC ac-
tivities.

Emergencies and Major Disasters

During emergencies, major disasters or crisis situa-
tions, the NCC has the authority to respond only as de-
scribed in Section 1.3. In these cases, the following
procedures are in effect.

._]_6_.




1. Affected government and/or industry entities
‘ report damage, service outages and estimates
of restoration capabilities to the NCC.
2. The Manager, NCC prioritizes Federal Govern-
ment NS/EP service requirements for
restoration.

3. The Manager, NCC confers with industry
and/or government NCC representatives on
Federal Government NS/EP service outages and
proposed courses of action for restoration.

4. Industry representatives suggest alternative
measures for restoration.

5. The Manager, NCC selects one or more of the
alternatives and forwards it to the involved
government entity(ies). The affected gov-
ernment entity(ies) makes the final procure-
ment decision and issues the necessary ser-—
vice orders.

6. At the request of a government entity or the
Manager, NCC, the NCC coordinates the Fed-
eral Government's NS/EP requests and re-
. quirements to expedite new orders by govern-
ment contracting officers.

7. Individual industry entities respond to
properly validated government service orders.

4.2.3 Section 606 Situations

After invocation of Section 606 of the Communications
Act, the Director, OSTP is given the authority to direct
the restoration and reconstitution of the national tele-
communications system. Under applicable Federal law, reg-
ulations and plans, the Manager, NCS will provide substan-
tial assistance to the Director, OSTP in the execution of
that authority. Both the industry and government members
of the NCC may assist the Manager, NCS by providing a cen-
tral contact and an effective mechanism by which the Man-
ager, NCS can assist the Director, OSTP in directing the
use of national telecommunications resources in order to
meet NS/EP telecommunication requirements. In the event
that Section 606 is not invoked, the NCC will act in ac-
cordance with Section 4.2.2 of this charter.




4.3 Other Activities

The industry and/or government representatives in the
NCC also participate in a wide variety of NS/EP-related
telecommunications operations and activities such as those
listed below. These activities must be consistent with
applicable law, assignments of responsibilities within the
Federal Government, and applicable Federal NS/EP telecom-
munications plans and procedures.

1.

Planning - NCC representatives participate in the
development of comprehensive service restoration
and network configuration plans. The government
contingent ensures that plans are appropriately
coordinated and reflect government entity
concerns.

Contingencies - NCC representatives jointly pre-
pare to respond to contingencies. Specific plans
will be developed for significant events, such as
a major California earthquake, with generic plans
for geographic isolations. The government per-
sonnel identify likely areas where emergency
telecommunications support may be required (e.g.,
flood, earthquake or tornado prone areas) and
develop specific and/or generic response plans as
appropriate. Plans will also be developed to
facilitate emergency communications response
under a nuclear scenario.

Exercises - NCC representatives will assist in
developing scenarios for exercises to ascertain
the adequacy of telecommunications plans and re-
sources to support NS/EP requirements. These
exercises will evaluate communications manage-
ment, information retrieval, communications
assets, timeliness of response and overall coor-
dination between commercial entities and various
Federal and regional entities with emergency com-
munications responsibilities.

Telecommunications Evaluations - NCC representa-
tives participate, as requested, in evaluating
the response to communications emergencies, re-
sults of telecommunications exercises or re-
sponses to other emergencies and major disas-
ters. These activities may include the analyses
of emergency situations which impact domestic or
international telecommunications services.




5.0 FUNDING ARRANGEMENTS

5.1 General

The National Coordinating Center (NCC) requires re-
sources from both the telecommunications industry and the
Federal Government, therefore, industry and government
will share the costs associated with the NCC. In general,
industry members of the NCC will voluntarily bear certain
costs of participation in the NCC to include providing a
representative to the NCC, while government will pay the
costs of operating and maintaining the NCC.

5.2 Government

a. There are a number of costs directly related to
operating and maintaining the NCC that the Federal Govern-
ment will pay. These include:

1. The NCC facility
2. Facility overhead and associated costs

3. Administrative support for NCC operations
and planning

4. Providing for NCC survivability to the ex-
tent required by the government

5. NCC-related communications expenses.

b. Additionally, the government will pay the costs
associated with conducting exercises involving the NCC,
including government-related travel and relocation ex-
penses associated with an exercise. The government will
also pay for any additional industry support which it re-
quests and which may be required to carry out the mission
of the NCC. Payment will be made in accordance with the
contractual arrangements established pursuant to paragraph
2.3.3 of this Charter.

c. If the government compensates any NCC industry
member for specified items or categories of incurred
costs, the government will compensate all industry members
to the extent they incur costs for such specified items or
categories.

-19-



5.3 Industry

Industry entities of the NCC will voluntarily bear the
following costs of participation in the NCC:

L.

An individual to represent the entity on a normal
work week in the NCC and associated benefits
costs.

Point of contact for the entity during periods
not covered by the representative in the center.

An alternate individual to represent the entity
in the NCC during extended absences of an en-
tity's primary representative.

Relocation expenses incurred by the industry
representative and family in moving to the loca-
tion of the NCC.

Entity required training and education of the NCC
representative.

Entity requested travel.
Personal direct distance dialing.

Cost of supporting the NCC representative in-
ternal to the entity.

Legal services necessary to support an entity's
NCC representative.

A more specific list of funding responsibilities is con-
tained in the Appendix.
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6.0 AMENDMENTS TO THE NCC CHARTER

Amendments to the National Coordinating Center (NCC)
Charter may be proposed by the Manager, NCS, participating
industry or government entities or the NSTAC. Proposed
amendments must be approved, as appropriate, by the NSTAC,
the NCS Committee of Principals, the Executive Agent, NCS,
and the Executive Office of the President.



APPENDIX
FUNDING RESPONSIBILITIES

Government will pay the following costs associated
with the National Coordinating Center (NCC):

The NCC facility
Facility overhead and associated costs

Administrative support for NCC operations and
planning

- Secretary

- Stenographer
= Duplicating
- Typing

= Graphics

Providing for NCC survivability to the extent
required by the government

NCC-related communications expenses

- Direct distance dialing

- 5 button telephone sets

— FTS

- Electronic mail service terminals
- Audio conferencing

- Diverse and/or avoidance routing
- Government requested services

- Transfer switch

= Specified communications 1link

- Personal pagers

- Automatic dialers

- Private line service

- Unique terminal equipment

Government-requested relocation or exercise
expenses

= Actual expense

= Travel

- Meals

- Lodging .

- All directly related costs

- Any additional industry support




Industry will voluntarily bear the following costs
associated with the NCC:

Representative costs

Salary/benefits

Point of contact during primary representa-
tives off hours

An alternate representative in the event of
extended absences of the primary
representative

Relocation expenses to the NCC site
Entity-required training and education

Entity-requested travel expenses

Costs of supporting the NCC representative
internal to the entity

Legal services necessary to support the NCC
representative

Personal direct distance dialing
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1.0 INTRODUCTION

The National Coordinating Center (NCC) is a joint
industry and government organization where the government
is represented by the National Communications System (NCS)
and the Defense Communications Agency (DCA) and the U.S.
telecommunications industry is represented by selected
corporate entities. The government and telecommunications
industry plan and work together to provide for a more sur-
vivable national telecommunications system to satisfy
National Security and Emergency Preparedness (NS/EP) com-
munications requirements of the Federal government.




2.0 MISSION AND PURPOSE

The mission of the National Coordinating Center is
to ensure that the critical NS/EP telecommunications needs
of the Federal Government can be and are met in any emer-
gency or crisis situation. The NCC will accomplish this
mission by performing the specified telecommunications
functions enumerated in Section 3.

The purpose of these operational guidelines is to
further describe the functions identified in the NCC char-
ter to be performed by the NCC. These functions were
jointly developed by government and industry as the set of
activities which must be addressed at the national level
to ensure the effective coordination of telecommunications
support for National Security and Emergency Preparedness.
The functions have been approved by the Executive Office
of the President (EOP) and the National Security Telecom-
munications Advisory Committee (NSTAC). These guidelines
outline the methods by which they will be performed. This
document also describes the responsibilities of the Mana-
ger, NCC and establishes the framework for the activities
of the industry representatives and government personnel
within the center. However, these guidelines are not de-
tailed procedures for the conduct of NCC operations. Each
company present or represented in the NCC must develop
~internal policies and operational procedures for support-
ing their representative in the center to ensure that the
individual's activities are appropriately incorporated
into corporate operational plans. Additionally, personnel
within the NCC will jointly develop the detailed opera-
tional procedures for the conduct of internal NCC
activities.




3.0 FUNCTIONS

The NCC must perform certain specified functions in
fulfilling its NS/EP mission. Some of these functions
will be addressed by the government personnel in the NCC
while others are accomplished by the industry representa-
tives. The methods used in performing the specified
functions are relatively constant across the range of
operational situations. 1In general, there are three
levels of NCC activity. These are:

v Normal day-to-day operations which includes sup-
port for any NS/EP type emergency (as described
in DCA circular 310-130-1 Chapter II, paragraph
2) or crisis short of a Presidential declaration
of an emergency or disaster.

. Emergency and major disaster situations when a
Presidential declaration has been issued (but
short of a National Emergency).

. Wartime situations which follow the invocation
of Section 606 of the Communications Act of
1934, as amended.

The NCC functions are presented below, along with a dis-
cussion of how each will be addressed by the personnel
within the NCC. Performance of these functions will be
consistent in all operational situations except as noted.

3,1 Promptly provide technical analysis/damage assess-
ment of service disruptions and identify necessary resto-
ration actions. ‘

. Each entity independently reports significant
outages or disruptions which may affect NS/EP
government telecommunications services to the
industry representatives or NCC via any appro-
priate method (i.e., data links, private line
facilities, facsimile or dial message communica-
tion facilities).

. As required, the industry entities will conduct
further investigations of service disruptions in
conjunction with the government personnel, and
provide technical analysis/damage assessment of
NS/EP service disruptions affecting multiple
carriers. Industry representatives will jointly
identify restoration alternatives where disrup-
tions affect multiple carriers or where the af-
fected carrier's ability to restore itself is
exhausted.




342 Coordinate/direct prompt restoration of telecommuni-
cations services in support of NS/EP needs. ~

. The NCC becomes involved in restoration only ‘
when carriers cannot independently recover.
Such involvement is triggered when one of the
following operational situations occurs:

- Telecommunications industry entities request
assistance or coordination.

- The affected Federal Government agency de-
clares that existing procedures will not
sufficiently restore NS/EP service.

- The scope of the NS/EP service or support
requirements involves coordination among
several areas, regions, industries or
organizations.

. The Manager, NCC prioritizes Federal Government
NS/EP telecommunications service requirements
(using the assigned restoration priorities as a
guide), confers with appropriate industry repre-
sentatives on proposed courses of action and
obtains suggested alternatives for restoration
of services. Industry representatives determine
available resources (e.g., facilities, equipment ‘
and personnel) and estimated response times.

The Manager, NCC forwards alternatives to af-
fected government entity for decision. Affected
government entity then issues orders via the
normal contracting official.

. The Manager, NCC coordinates multicarrier and
inter-LATA restoration through interaction with
company representatives or the industry entity
holding the communications service authorization
for the specific service. The representatives
interface with their respective company(s) to
expedite and provide status on restoration
actions.

. After Section 606 is invoked, the Manager, NCC
provides direction, consistent with government
authority, and with advice and assistance from
the industry representatives, for the restora-
tion of NS/EP service via the most expeditious
means in accordance with the established resto-
ration priority regulations. The Manager, NCC
also allocates resources, as appropriate, under
the same provisions. Each carrier performs its
own restoration activities consistent with in-
structions issued by the Manager, NCC and within
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the limitations of unassigned resources remain-
ing, as a result of direction from the Manager,
. NCC and reports progress to the NCC,.

. Under other than wartime conditions, the NCC
may, with advice and assistance from industry
representatives, coordinate rather than direct
NS/EP service restoration via the most expedi-
tious means in accordance with the established
restoration priority regulations.

3+3 Develop and exercise comprehensive service restora-
tion plans.

. With advice and assistance from industry repre-
sentatives, the Manager, NCC develops plans for
the restoration of NS/EP services and expedi-
tiously disseminates them via appropriate com-
munications methods. Such plans will be devel-
oped in accordance with applicable restoration
priority regulations and will be based on the
comprehensive service restoration plans of the
industry entities, drawing on their expertise
and internal assistance as appropriate.

. After consultation with industry representa-
tives, the Manager, NCC dynamically reassigns
‘ priorities consistent with government authority
and in accordance with established restoration
priority regulations as situations dictate.
These assignments are made through interaction
with appropriate industry representatives.

. The Manager, NCC, with advice and assistance
from industry, plans, conducts, evaluates and
disseminates ( with due consideration for the
protection of proprietary information) results
from exercises designed to test restoration
plans. Industry participates in such exercises
to the extent reasonably necessary, employing
company restoration plans as guidelines to re-
spond to exercise scenarios and attempting to
insure no interruption of service. Results of
these exercises will be analyzed and used by
government and industry to evaluate and improve
restoration plans.

3.4 Develop "watch center" type functions to work
through cooperating industry operation centers to effec-
tively monitor the status of essential telecommunications
facilities.




. Via appropriate communications means from indi-
vidual government and industry telecommunica- \
tions organizations, the NCC watch center expe- -
ditiously receives status and situation reports ‘
on disruptions which may affect NS/EP service
and jointly assesses them. Industry representa-
tives will interact with their respective opera-
tion centers/organizations to provide informa-
tion about their respective facilities.

. Planning to support NCC operational missions and
requirements is accomplished by the joint gov-
ernment/industry NCC staff. Industry represen-
tatives will assist in the formulation and en-
hancement of plans and procedures for the center
and will maintain contact with their appropriate
planning staff.

3.5 Maintain access to an accurate inventory of the
minimum essential equipment, personnel, and other re-
sources which are available for restoration operations to
include the location and capabilities of all industry's
network operations centers (NOCs).

. The NCC watch center receives appropriate traf-
fic and facility data directly from individual
carriers' data bases through the company
representatives.

. Industry will develop and maintain, in a mu-
tually acceptable form, information reflecting:

- A list of current contacts and their loca-
tions, which include appropriate liaison
points in each company

- Inventories of restoration resources and
equipment, including their location and
status, to support their allocation during
an emergency/disaster situation

- Restoration plans for facilities with sig-
nificant numbers of restoration priority
services.

« Industry representatives will have access to
sufficient data bases and monitoring capabili-
ties -- either on site or accessible by appro-
priate electronic means =-- to allow them to par-
ticipate in joint situational analysis and al-
ternative identifying sessions.




. Industry responds to requests for information
from the Manager, NCC under appropriate NS/EP

. situations.

3.6 Identify liaison points in each company.

» The industry representatives are the primary
industry points-of-contact under all operational
situations. These representatives will provide
the Manager, NCC a detailed listing of corporate
locations and appropriate contact names and num-
bers within their companies, and the organiza-
tions they represent, for use during periods
when the primary point-of-contact is not
available.

. The Manager, NCC will maintain contact lists of
suppliers of services and equipment for these
entities not represented in the NCC and of
points-of-contact within appropriate government
organizations.

3.7 Maintain ability to rapidly transfer operations from
normal to emergency operations.

. Industry representatives are available 24 hours
a day, seven days a week.

. Under situations other than the invocation of
Section 606, the implementation of emergency
operating procedures is accomplished in accor-
dance with the National Plan for Communications
Support in Emergencies and Major Disasters.
Industry representatives will be cognizant of
individual company emergency operating pro-
cedures and will insure continuity of NCC sup-
port and responses to emergency requests.

. After Section 606 is invoked, the implementation
of emergency operation procedures is accom-
plished in accordance with applicable Federal
emergency plans.

g Industry entities will staff alternate NCC loca-
tions when operational situations warrant.

. The relocation of industry NOCs and other key
facilities will be exercised independently in
response to NCC notification.




3.8 Coordinate/direct and expedite the installation of
new orders for service when the services required are
critical to NS/EP needs.

. Individual Federal agencies determine their re-
quirements for new service and place orders in
accordance with the normal acquisition process.
All necessary orders, contracts and other docu-
mentation will flow through the normal procure-
ment process to the maximum extent possible.

. Copies of requirements for critical new NS/EP
service may be forwarded to the Manager, NCC for
referral to appropriate industry representatives
when normal processes are insufficient. The
representative will act as liaison and expe-
diter, following established internal company
procedures, and will track the installation of
critical facilities, providing appropriate
status information to the Manager, NCC.

" After Section 606 is invoked, the Manager, NCC,
with advice and assistance from the industry
entities, ascertains the most expeditious alter-
natives available for providing the required
critical services. The Manager, NCC selects
from the alternatives and issues appropriate
directions, consistent with Federal government
authority, to the involved industry entities.
These entities, with NCC assistance as required,
coordinate activities among themselves, effect
the required installation, and provide status
reports to the NCC as needed. A coordinating
industry entity may be designated by the Mana-
ger, NCC, if appropriate.

. Under situations other than the invocation of
Section 606, the Manager, NCC uses the above
procedure, or, as appropriate, bypasses the col-
lection of alternatives since the choices are
more diverse than in a Section 606 situation
where damage is more likely to be widespread and
severe. The Manager, NCC forwards alternatives
to affected government entities for decision.
The affected government entity then issues or-
ders via normal contract officials.

3.9 Contribute to the development of technical standards
and national network planning and ensure application of
those standards and dissemination of those plans to facil-
ities serving NS/EP needs.




" The operational planning function for the NCC is
- done jointly by industry and government under
. the leadership of the Manager, NCC. 1Industry
representatives will have ready access to the
technical resources of their companies and will
provide appropriate liaison for planning activi-
ties undertaken by the NCC.

. Other planning for the National Coordinating

Mechanism (e.g., development of technical stan-
dards) comprises a separate function independent
of NCC operational requirements and is accom-
plished outside the NCC. Such planning will be
done jointly by industry and government under

| the leadership of the government. Strong

| liaison with existing or new industry standards
organizations must be established.

$ The application of technical standards and other
national network planning guidelines will be
independently undertaken by industry on a volun-
tary or contractual basis, or under regulatory
oversight. 1Industry representatives will pro-
vide status information on implementation in
support of NS/EP requirements as appropriate.

| 3.10 Coordinate/direct network reconfiguration plans in
i . support of NS/EP needs.

i It is the responsibility of each industry entity
to have plans in place for its own restora-
tions. The Manager, NCC, reviews restoration
plans which impact NS/EP, protecting all propri-
etary information as specified in Section 6.0
and any implementing procedures.

. The Manager, NCC will develop and maintain a
computerized data base on all of the nation's
telecommunications resources to assist in per-
forming survivability and reconstitution
planning.

. The NCC will coordinate the development of joint
restoration plans to be enacted after Section
606 is invoked. This will be accomplished under
the leadership of the Manager, NCC with advice
and assistance from industry representatives.
The representatives will consider internal com-
pany restoration policies, plans and procedures
and will expand on plans to encompass inter-
carrier restoration alternatives as well as res-
toration using other facilities.




The NCC network reconfiguration planning func-

tion may encompass government and industry net-

works and/or systems and, in all cases, is ac-
complished under the direction of the Manager, ‘
NCC with input from industry.
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4.0 RESPONSIBILITIES OF MANAGER, NCC

The Manager of the National Coordinating Center
(NCC) is designated by the Manager of the National Commu-
nications System (NCS). His authority for the management
and direction of NCC operations is consistent with appli-
cable Federal law and is based on authorized delegations
and established relationships. In discharging his NCC
responsibilities, he assists the Manager, NCS in planning
and accomplishing actions in support of Federal Government
NS/EP telecommunication requirements. The Manager, NCC
maintains liaison with appropriate government personnel
and operations centers, and coordinates with the U.S.
telecommunications industry, either through the industry
representatives in the NCC or via other established pro-
cedures and points-of-contact.

The Manager, NCC discharges his management and lead-
ership responsibilities through the NCC staff which is
comprised of representatives from government and indus-
try. These responsibilities encompass a number of major
items and areas of NCC operation. To fulfill these re-
sponsibilities the Manager, NCC will:

. Direct the operation of the government portion
of the NCC
. Provide information regarding the government's

views on NS/EP telecommunications operations to
all appropriate industry entities

. Coordinate with external government activities
and organizations, such as NCS member entities,
the Office of Science and Technology Policy and
the Joint Telecommunications Resources Board, in
accordance with established policy.

. Interface with industry representatives in the
NCC and coordinate and/or direct NCC activities
to perform the functions as outlined in
Section 3.0, ensuring compliance with govern-
ment authorities and delegations

. Develop operational plans, procedures and guide-
lines from the statement of functions and ensure
adherence to these procedures by both government
and industry operational entities

. Provide an ongoing forum with both government
and industry representatives to enhance or
modify operational procedures
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Coordinate operational NS/EP issues between gov-
ernment and industry, both resident and
nonresident

Ensure compliance with internal and external NCC
reporting requirements in accordance with estab-
lished government procedures

Develop schedules and scenarios for NS/EP tele-
communications exercises to include coordination
of government and industry participation and
preparation of consolidated reports of exer-
cises, and emergency responses, with critiques
to improve future efforts

Manage and coordinate activities associated with
ensuring the continuity of NCC function perfor-
mance and NCC survivability (e.g., mobilization
of NCC resources, emergency relocation, activa-
tion of regional/alternate facilities, etc.)

Provide for the administrative functions neces-
sary to support the activities of the NCC, such
as: security, supplies, records and accounting,
communications, mail/message distribution, NCC
related administrative/secretarial support and
housekeeping services.

= D
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5.0 NCC CONTINUITY OF OPERATIONS

The primary mission of the National Coordinating
Center is to provide for the survivability of the nation's
telecommunications. To accomplish this, it is crucial for
the operations of the NCC to survive.

An initial concept for NCC continuity of operations
has been developed by the government which employs a
phased approach and utilizes the key principles of surviv-
ability and continuity including redundancy, mobility,
hardening and deception. The phased approach is derived
from the conditions under which the NCC may operate in a
worst case scenario. Conditions and responses are as
follows:

Phase 0 Peacetime
- Fixed Facility
- Collocated with NCS/DCAOC

= Operates as described in NCC Charter

Phase 1 Increased Readiness/?re Attack

- Fixed facility remains as control element
- Alternate sites alerted

- Mobile teams dispatched

= Initial deployment of DCAOC

Phase 2 Post Attack/Continuity in Depth

- Regional sites become control element
= Industry personnel augment regional sites

Phase 3 Last Ditch

- Surviving mobile or fixed facility becomes con-
trol element

This concept is consistent with existing government plans
and programs. Personnel in the NCC will further develop
this concept incorporating industry participation in
various phases and implementation of the final plan. A
classified, more detailed description of this concept for
NCC continuity of operations is maintained by the National
Communications System.
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6.0 INFORMATION SHARING

For the NCC to effectively perform the functions
specified in Section 3.0, it will be necessary for indus-
try entities represented within the NCC to provide infor-
mation to the government regarding current and future in-
dustry entity plans, operations or procedures, and the
status of equipment, facilities, personnel, or other com-
munications resources available to meet NS/EP telecommuni-
cations requirements. Some of this information may
properly be considered proprietary information which
should not be disclosed to non-government entities and
which would also be exempt from disclosure under the pro-
visions of Title 5, U.S. Code 552(b) (4), the "Freedom of
Information Act". To ensure that the Manager, NCC and all
members of the government component of the NCC protect
this information, procedures will be established to ensure
the proper treatment of information designated as propri-
etary by any NCC industry entity. These procedures will
include, at a minimum, the provisions which follow.

l. Any written data which an NCC. industry entity
provides to the Manager, NCC or any member of
the government component of the NCC, which the
industry entity believes to be proprietary and
therefore exempt from disclosure, shall be
marked with a proprietary notice similar to the
following:

NOTICE

Not for use or disclosure outside (insert name
of NCC industry entity) except under written
agreement. :

2. Any disputes regarding the proprietary nature of
the information submitted shall be referred to
the Manager, NCC, and any disagreement between
an NCC industry entity and the Manager, NCC
shall be resolved before such information may be
released to any other NCC member entity (absent
resolution, such information shall be returned
to the industry entity providing it.)

3. The Manager, NCC and all members of the govern-
ment component of the NCC shall at all times
expend their best efforts to protect any infor-
mation or portion thereof that the government
and industry entities agree is proprietary and
exempt under the Freedom of Information Act;
provided however, that the government shall not
be liable for any unauthorized disclosure or use
if such information:

] e




. Is or becomes publicly available, by other
than unauthorized disclosure; or

. Was known by the Manager, NCC or any member
of the government component of the NCC prior
to the time of disclosure by the NCC indus-
try entity and free of any obligation to
keep it proprietary; or

8 Is subsequently developed independently by
the Manager, NCC or any member of the gov-
ernment component of the NCC without refer-
ence to the proprietary information; or

. Is disclosed to third parties by the NCC
industry entity without restriction; or

. Is independently or rightfully acquired by
the Manager, NCC or any member of the gov-
ernment component of the NCC from another
source without restriction; or

. Is identified by the NCC industry entity as
believed to be no longer exempt from public
disclosure.

In the event that a third party requests release of
any information designated as proprietary, the Manager,
NCC agrees to promptly notify the NCC industry entity
which provided the information, and to coordinate with
such entity in advance, concerning release of the informa-
tion to such third party. NCC industry entities agree to
support the effort of the Manager, NCC to protect the in-
formation by providing data necessary to justify adminis-
trative denial of the third party request, and the af-
fected NCC industry entity agrees to seek to intervene in
any court proceeding initiated by a third party requestor
of information provided by such entity within the NCC.

The Manager, NCC is to ensure that any proprietary
information (whether written or oral) provided by an NCC
industry entity is not disclosed involuntarily to any
other industry entity, whether or not a member of the
NCC. It is also the goal and intent of the government
that such voluntary sharing of information that takes
place in performing the functions of the NCC does not al-
low for any industry entity to obtain a competitive advan-
tage, or otherwise reduce competition among industry
entities in providing new services or constructing new
facilities. All industry entities represented in the NCC
should not employ the NCC as a forum for attempting to
obtain proprietary information regarding other NCC in-
dustry entities.
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Presidential Documents

Exocutivo Order 12472 of April 3, 1984

Assignment of National Security and Emergency Preparedness
Telecommunications Functions :

By the authority vested in me as President by the Constitution and laws of the
United States of America, including the Communications Act of 1934, as
amended (47 U.S.C. 151), the National Security Act of 1947, as amended, the
Defense Production Act of 1950, as amended (50 US.C. App. 2061), the Federal
Civil Defense Act of 1950, as amended (50 U.S.C. App. 2251), the Disaster
Relief Act of 1874 (42 U.S.C. 5121), Section 5 of Reorganization Plan No. 1 of
1977 (3 C.F.R. 197, 1978 Comp.), and Section 203 of Reorganization Plan No. 3
of 1978 (3 C.F.R. 389, 1978 Comp.), and in order to provide for the consolidation
of assignment and responsibility for improved execution of national security
and emergency preparedness telecommunications functions, it is hereby or-
dered as follows: '

Section 1. The National Communicatipns System. (a) There is hereby estab-
lished the National Communications System (NCS). The NCS shall consist of
the telecommunications assets of the entities represented on the NCS Commit-
tee of Principals and an administrative structure consisting of the Executive
Agent, the NCS Committee of Principals and the Manager. The NCS Commit-
tee of Principals shall consist of representatives from those Federal depart-
ments, agencies or entities, designated by the President, which lease or own
telecommunications facilities or services of significance to national security or
emergency preparedness, and, to the extent permitted by law, other Executive
entities which bear policy, regulatory or enforcement responsibilities of impor-
tance to national security or emergency preparedness telecommunications
capabilities.

(b) The mission of the NCS shall be to assist the President, the National
Security Council, the Director of the Office of Science and Technology Policy

- and the Director of the Office of Management and Budget in:

(1) the exercise of the telecommunications functions and responsibilities set
forth in Section 2 of this Order; and ' *

(2) the coordination of the planning for and provision of national security and
emergency preparedness communications for the Federal government under
all circumstances, including crisis or emergency, attack, recovery and recon-
stitution.

(c) The NCS shall seek to ensure that a national telecommunications infra-
structure is developed which: | :

(1) Is responsive to the national security and emergency preparedness needs
of the President and the Federal departments, agencies and other entities,
including telecommunications in support of national security leadership and
continuity of government; : -

(2) Is capable of satisfying priority telecommunications requirements under all
circumstances through use of commercial, government and privately owned
telecommunications resources; ° . -

(3) Incorporates the necessary combination of hardness, redundancy, mobility,
connectivity, interoperability, restorability and security to obtain, to the maxi-
mum extent practicable, the survivability of national security and emergency
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preparedness telecommunications in all circumstances, including conditions of
crisis or emergency; and :

(4) Is consistent, to the maximum extent practicable, with other natlonal
telecommunications policies.

(d) To assist in accomplishing its mission, the NCS shall:

(1) serve as a focal point for joint industry-government national security and
emergency preparedness telecommunications planning; and

(2) establish a joint industry-government National Coordinating Center which
is capable of assisting in the initiation, coordination, restoration and reconsti-
tution of national security or emergency preparedness telecommunications
services or facilities under all conditions of crisis or emergency.

. (e) The Secretary of Defense is designated as the Executive Agent for the NCS.

The Executive Agent shall:

(1) Designate the Manager of the NCS;

(2) Ensure that the NCS conducts unified planning and operations, in orde.r to
coordinate the development and maintenance of an effective and responsive
capability for meeting the domestic and international national security and

emergency preparedness telecommunications needs of the Federal govern-
ment;

(3) Ensure that the activities of the NCS are conducted in conjunction with the
emergency management activities of the Federal Emergency Management
Agency; . ‘

(4) Recommend, in consultation with the NCS Committee of Principals, to the
National Security Council, the Director of the Office of Science and Technol-

ogy Policy, or the Director of the Office of Management and Budget, as
appropriate:

a. The assignment of implementation or other responsibilities to NCS member
entities;

.b. New initiatives to assist in the exercise of the functions specified in Section

2; and
c. Changes in the composition or structure of the NCS;

(5) Oversee the activities of and provide persohnel and administrative support
to the Manager of the NCS;

(8) Provide staff support and technical assistance to the National Security
Telecommunications Advisory Committee established by Executive Order No.
12382, as amended; and

(7) Perform such other duties as are from time to time assigned by the
President or his autharized designee.

(f) The NCS Committee of Principals shall:

(1) Serve as the forum in which each member of the Committee may review,
evaluate, and present views, information and recommendations concerning
ongoing or prospective national security or emergency preparedness telecom-
munications programs or acuvmea of the NCS and the entities represented on
the Committee;

(2) Serve as the forum in which each member of the Committee shall report on
and explain ongoing or prospective telecommunications plans and programs
developed or designed to achieve national security or emergency prepared-
ness telecommunications objectives;

(3) Provide comments or recommendations, as appropriate, to the National
Security Council, the Director of the Office of Science and Technology Policy,
the Director of the Office of Management and Budget, the Executive Agent, or
the Manager of the NCS, regarding ongoing or prospective activities of the
NCS; and
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(4) Perform such other duties as are from time to time assigned by the
President or his authorized designee.

(g8) The Manager of the NCS shall:

(1) Develop for consideration by the NCS Committee of Principals and the
Executive Agent:

a. A recommended evolutionary telecommunications architecture designed to
meet current and future Federal government national security and emergency
preparedness telecommunications requirements:

L. Plans and procedures for the management. allocation and use, including the
establishment of priorities or preferences, of Federally owned or leased
telecommunications assets under all conditions of crisis or emergency;

c. Plans, procedures and standards for minimizing or removing technical
impediments to the interoperability of government-owned and/or commercial-
ly-provided telecommunications systems;

d. Test and exercise programs and procedures for the evaluation of the
capability of the Nation's telecommunications resources to meet national
security or emergency preparedness lelecommunications requirements; and

e. Alternative mechanisms for funding, through the budget review process,
national security or emergency preparedness telecommunications initiatives
which benefit multiple Federal departments, agencies, or entities. Those mech-
anisms recommended by the NCS Committee of Principals and the Executive

Agent shall be submittted to the Director of the Gffice of Management and
Budget. '

(2) Implement and administer any approved plans or programs as assigned, °
including any system of priorities and preferences for the provision of commu-
nications service, in consultation with the NCS Committee of Principals and
the Federal Communications Commission, to the extent practicable or other-
wise required by law or regulation;

(3) Chair the NCS Committee of Principals and provide staff support and
technical assistance thereto:

(4) Serve as a focal point for joint industry-government planning, including the
dissemination of technical information, concerning the national security or

emergency perparedness telecommunications requirements of the Federal gov-
ernment;

(5) Conduct technical studies or analyses, and examine research and develop-
ment programs, for the purpose of identifying, for consideration by the NCS
Committee cf Principals and the Executive Agent, improved approaches which
may assist Federal entities in fulfilling national security or emergency prepar-
edness telecommunications objectives:

(6) Pursuant to the Federal Standardization Program of the Ceneral Services
Administration, and in consultation with other appropriate entities of the
Federal government including the NCS Committee of Principals, manage the
Federal Telecommunications Standards Program, ensuring wherever feasible
that existing or evolving industry, national, and international standards are
used as the basis for Federal telecommunications standards: and

(7) Provide such reports and perform such other duties as are {rom time to time
assigned by the President or his authorized designee, the Executive Agent, or
the NCS Committee of Principals. Any such assignmeats of responsibility to,

or reports made by, the Manager shall be transmitted through the Executive
Agent.

Sec. 2. Executive Office Responsibilities. (a) Wartimz Emergency Functions.

(1) The National Security Council shall provide policy direction for the

exercise of the war power functions of the President under Section 806 of the
Communications Act of 1934, as amended (47 U.S.C. 60€), should the President
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issue implementing instructions in accordance with the Nationa! Em:sencies
Act (50 U.S.C. 1601).

(2) The Director of the Office of Science and Technelogy Policy shall direct the

' exercise of the war power functions of the President under Section 606 (a), (c)-
(e), of the Communications Act of 1934, as amended (47 U.S.C. 606). should the
President issue implementing instructions in accordance with the National
Emergencies Act (50 U.S.C. 1601).

(b) ANon-Wartime £mergency Functions. (1) The National Sccurity Council
shall:

a. Advise and assist the Presicent in coordinating the development of policy.
plans, programs and standards within the Federal government for the identifi-
cation, allocation, and use of the Nation's telecommunications resources by
the Federal government, and by State and local governments, private industry
and volunteer organizations upon request, to the extent practicable snd
otherwise consistent with law, during those crises or emergencies in which the

exercise of the President’s war power functions is not required or permitted by
law; and

b. Provide policy direction for the exercise of the President's non-wzrtime
emergency telecommunications functicns, should the President so instruct.

(2) The Director of the Office of Science and Technology Policy shall provide
information, advice, guidance and assistance, as appropriate, to the President
and to those Federal departments and agencies with responsibilities for the
provision, management, or allocation of telecommunications resources, during
those crises or emergencies in which the exercise of the President's war power
functions is not required or permitted by law;

(3) The Director of the Office of Science and Technology Policy shall estublish
a Joint Telecommunications Resources Board (JTRB) to assist him in the
exercise of the functions specified in this subsection. The Director of the

’ OfTice of Science and Technology Policy sha!l serve as chairman of the JTRB:
select those Federal departments, agencies, or entities which shall be mem-
bers of the JTRB; and specify the functions it shall perform.

(c) Planning and Oversight Responsibilities. (1) The National Security Council
shall advise and assist the President in: '

a. Coordinating the development of policy. plans, programs and standards for
the mobilization and use of the Nation's commercial, government, and private-
ly owned telecommunications resources, in order to meet national sccurity or
emergency preparedness requirements:

b. Providing policy oversight and directior. of the activities of the NCS; and

c. Providing policy oversight and guidance for the execution of the respcnsibi!
ities assigned to the Federal departments and agencies by this Order.

(2) The Director of the Office of Science and Technology Policy shall make
recommendations to the President with respect to the test, exercise and
evaluation of the capability of existing and planned communications systems.
networks or facilities to meet national security or emergency preparedness
requirements and report the results of any such tests or evaluations and any
recommended remedial actions to the President and to the Nationa! Security
Council;

(3) The Director of the Office of Science and Technology Policy or his designee
shall advise and assist the President in the administration of a system of radin
spectrum priorities for those spectrum dependent telecommunications re-
sources of the Federal government which support national security or emer-
gency preparedness functions. The Director also shall certify cr approve
priorities for radio spectrum use by the Federal government, including the
resolution of any conflicts in or among prioritics, under all conditions of crisis
' or emergency; and
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(4) The National Security Council, the Director oi the Office of Science and
Technology Policy and the Director of the Office of Management and Budget
shall, in consultation with the Executive Agent for the NCS and the NCS
Committee of Principals, determine what constitutes national security and
emergency preparedness telecommunications requirements.

(d) Consultation with Federal Departments and Agencies. In performing the
functions assigned under this Order, the National Security Council and the
Director of the Office of Science and Technology Policy, in consultation with
each other, shall:

(1) Consult, as appropriate, with the Director of the Office of Management and
Budget: the Director of the Federal Emergency Management Agency with
respect to the emergency management responsibilities assigned pursuant to
Executive Order No. 12148, as amended; the Secretary of Commerce, with
respect to responsibilities assigned pursuant to Executive Order No. 12046; the
Secretary of Defense, with rcspect to communications security responsibilities
assigned pursuant to Executive Order No. 12333; and the Chairman of the
Federal Communications Commission or his authorized designee; and

(2) Establish arrangements for consultation among all interested Federal
departments, agencies or entities to ensure that the national security and
emergency preparedness communications needs of all Federal government
cntities are identified: that mechanisms to address such needs are incorporat-
ed into pertinent plans and procedures; and that such needs are met in a
manner consistent, to the maximum extent practicable, with other national
telecommunications policies.

(e) Budgetary Guidelines. The Director of the Office of Management and
Budget. in consultation with the National Security Council and the NCS, will
prescribe general guidelines and procedures for reviewing the financing of the
NCS within the budgetary process and for preparation of budget estimates by
participating agencies. These guidelines and procedures may provide for
mechanisms for funding, through the budget review process, national security
and emergency preparedness telccommunications initiatives which benefit
multiple Federal departments, agencies, or entities.

Sec. 3. Assignment of Responsibilities to Othcr Departments and Agencies. In
order to support and enhance the capability to satisfy the national security
and emergency preparedness telecommunications needs of the Federal gov-
ernment, State and local governments, private industry and volunteer organi-
zations, under all circumstances including those of crisis or emergency, the
Federal departments and agencics shall perfcrm the following functions:

(a) Department of Commerce. The Secretary of Commerce shall, for eall
conditions of crisis or emergency: (1) Develop plans and procedures concern-
ing radio spectrum assignments, priorities and allocations for use by Federal
departments, agencies and entitics; and

(2) Develop, maintain and publish policy, plans, and procedures for the control
and allocation of frequency assignments, including the authority to amend.
modify or revuke such assignments, in those parts of the electromagnetic
spectrum assigned to the Federal government.

(b) Federal Emergency Management Agency. The Director of the Federal
Emergency Management Agency shall:

(1) Plan for and provide, operate and maintain telecommunications services
and facilities, as part of its National Emergency Management System, ade-
quate to support its assigned emergency management responsibilities;

(2) Advise and assist State and local governments and volunteer organiza-
tions, upon request and to the extent consistent with law, in developing plans
and procedures for identifying and satisfying their national security or emer-
gency preparedness telecommunications requirements;

(3) Ensure. to the maximum extent practicable. that national security and
emergency preparedness telecommunications planning by State and local
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governments and volunteer organizations.is mutually supportive and consist-
ent with the planning of the Federal government; and

(4) Develop, upon request and to the extent consistent with law and in
consonance with regulations promulgated by and agreements with the Federal
Communications Commission, plans and capabilities for, and provide policy
and management oversight of, the Emergency Broadcast System, and advise
and assist private radio licensees of the Commission in developing emergency
communications plans, procedures and capabilities.

(c) Department of State. The Secretary of State, in accordance with assigned
responsibilities within the Diplomatic Telecommunications System, shall plan
for and provide, operate and maintain rapid, reliable and secure telecommuni-
cations services to those Federal entities represented at United States diplo-
matic missions and consular offices overseas. This responsibility shall include
the provision and operation of domestic telecommunications in support of
assigned national security or emergency preparedness responsibilities.

(d) Department of Defense. In addition to the other responsibilities assigned
by this Order, the Secretary of Defense shall:

(1) Plan for and provide, operate and maintain telecommunications services
and facilities adequate to support the National Command Authorities and to
execute the responsibilities assigned by Executive Order No. 12333; and

(2) Ensure that the Director of the National Security Agency provides the
technical support necessary to develop and maintain plans adequate to
provide for the security and protecfion of national security and emergency
preparedness telecommunications.

(e) Department of Justice. The Attorney General shall, as necessary, review
for legal sufficiency, including consistency with the antitrust laws, all policies,

%l:ém or procedures developed pursuant to responsibilities assigned by this
er. .

(f) Central Intelligence Agency. The Director of Central Intelligence shall plan
for and provide, operate, and maintain telecommunications services adequate
to support its assigned responsibilities, including the dissemination of intelli-
gence within the Federal government.

() General Services Administration. Except as otherwise assigned by this

Order, the Administrator of General Services, consistent with policy guidance
provided by the Director of the Office of Management and Budget, shall
ensure that Federally owned or managed domestic communications facilities
and services meet the national security and emergency preparedness require-
ments of the Federal civilian departments, agencies and entities.

(h) Federal Communications Commission. The Federal Communications Com-
mission shall, consistent with Section 4(c) of this Order:

(1) Review the policies, plans and procedures of all entities licensed or
regulated by the Commission that are developed to provide national security

_ or emergency preparedness communications services, in order to ensure that

such policies, plans and procedures are consistent with the public interest.
convenience and necessity; -

(2) Perform such functions as required by law with respect to all entities
licensed or regulated by the Commission, including (but not limited to) the
extension, discontinuance or reduction of common carrier facilities or serv-
ices; the control of common carrier rates, charges, practices and classifica-
tions; the construction, authorization, activation, deactivation or closing of
radio stations, services and facilities; the assignment of radio frequencies to
Commission licensees; the investigation of violations of pertinent law and
regulation; and the initiation of apppropriate enforcement actions;

(3) Develop policy, plans and procedures adequate to execute the responsibil-
ities assigned in this Order under all conditions or crisis or emergency: and
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(4) Consult as appropriate with the Executive Agent for the NCS and the NCS
Committee of Principals to ensure continued coordination of their respective
national security and emergency preparedness activities.

(i) All Federal departments and agencies, to the extent consistent with law
(including those authorities and responsibilities set forth in Section 4(c) of this
Order), shall:

(1) Determine their national security and emergency preparedness telecommu-
nications requirements, and provide information regarding such requirements
to the Manager of the NCS;

(2) Prepare policies, plans and procedures concerning telecommunications
facilities, services or equipment under their management or operational con-

(3) Provide, after consultation with the Director of the Office of Management
and Budget, resources to support their respective requirements for national
security and emergency preparedness telecommunications: and provide per-
sonnel and staff support to the Manager of the NCS as required by the

(4) Make information available to, and consult with, the Manager of the NCS
regarding agency telecommunications activities in support of national security
or emergency preparedness:; -

(5) Consult, consistent with the provisions of Executive Order No. 12046, as
amended, and in conjunction with the Manager of the NCS, with the Federal
Communications Commission regarding execution of responsibilities assigned
by this Order;

(6) Submit reports annually, or as otherwise requested, to the Manager of the
NCS, regarding agency national security or emergency preparedness telecom-
munications activities: and

(7) Cooperate with and assist the Executive Agent for the NCS, the NCS
Committee of Principals, the Manager of the NCS, and other departments and
agencies in the execution of the functions set forth in this Order, furnishing
them such information, support and assistance as may be required.

(i) Each Federal department or agency shall exeyute the responsibilities
assigned by this Order in conjunction with the emergency management activi-
ties of the Federal Emergency Management Agency, and in regular consulta-
tion with the Executive Agent for the NCS and the NCS Committee of

Sec. 4. General Provisions. (a) All Executive departments and agencies may
issue such rules and regulations as may be necessary to carry out the
functions assigned under this Order.

(b) In order to reflect the assignments of responsibility provided by this Order,

(1) Sections 2—414, 4-102, 4-103, 4-202, 4-302, 5-3, and 6-101 of Executive
Order No. 12048, as amended, are revoked:

(2) The Presidential Memorandum of August 21, 1963, as amended, entitled
“Establishment of the National Communications System", is hereby supersed-
ed; and

(3) Section 2—411 of Executive Order No. 12046, as amended, is further
amended by deleting the period and inserting *, except as otherwise provided
by Executive Order No. " and inserting the number assigned to this Order.

(c) Nothing in this Order shall be deemed to affect the authorities or responsi-
bilities of the Director of the Office of Management and Budget, or any Office
or official thereof; or reassign any function assigned any agency under the
Federal Property and Administrative Services Act of 1949, as amended; or
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under any other law: or any function vested by law in the Federa] Corninuni-
cations Commission.

Sec. 5. This Order shall be effective upon publication in the Federal Register.

' .
@crw&d\ Q«wxgw

THE WHITE HOUSE,
April 3, 1984.

[FR Doc. 84-9285
Filed 4-3-84; 4:47 p.m]
Billing code 3195-01-M




