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By: Brent Huston 

Joel, thanks for providing this interview. Can you start by giving the readers a quick summary of 
your background and experience? 

I am an experienced control systems engineer, having more than 30 years experience designing, 
commissioning and maintaining industrial automation and control solutions. This experience has covered 
work in some 35 countries around the globe in multiple industrial sectors. I have also had the opportunity 
to work for all major "contributors" to automation solutions, including end-users, system suppliers/
vendors, system integrators and EPC contractors with contributions to all major phases of the automation 
lifecycle covering feasibility, front-end engineering design, product development, detailed design and 
system migration. 

What do you see as the single biggest security challenge to ICS asset owners today and how 
would you suggest they tackle it? 

Probably the biggest single security challenge facing asset owners today is the absence of a security 
"mindset" in how an organization conducts business on a daily basis. This includes not only aligning 
security with safety, but also the incorporation of security across all internal and external organizations 
including human resources, procurement/supply chain, engineering, maintenance and operations. This 
translates into not only investing in much needed training to raise awareness of the severity of cyber 
threats to manufacturing assets, but also in changing the methods used to select, procure, integrate and 
commission control systems. 

Unfortunately, there is currently a great deal of "fragmentation" that exists within Operational Security. 
Companies that have provided value-added security services to IT architectures are beginning to move 
into OT areas while really not understanding the underlying objectives of the assets they are securing. 
There are numerous, often conflicting standards on the subject that vary not only from country-to-country, 
but also industry-to-industry making it very difficult to identify, vet and retain the appropriate resources 
needed to identify and correct the situation. 
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How can asset owners move more strategically? What types of security issues and strategies do 
they need to be thinking about to get ahead of the curve? 

I have recently introduced a term I call "Strategic Security Controls" to help asset owners understand that 
trying to defend against today's cyber threats with methods that are outdated results in ineffective 
protection and risk reduction. Too many organizations are either trying to comply with standards/
regulations or are looking for a list of what they need to do to prevent cyber incidents. These 
organizations need to move from the mindset of "I will prevent every possible cyber event from occurring" 
to "if I can't prevent everything, I would like to at least detect these events, and respond in a timely, safe, 
and predictable fashion to minimize the extent of the attack and any negative consequences that may 
occur". This requires a new class of Strategic Controls - like improved access control, situational 
awareness and incident response capabilities - that will provide system resilience to a wider range of 
unknown future attack scenarios. 

Are there any shortcuts that asset owners should be considering today that have a smaller 
investment but big payoff? If so, how can they take advantage of them? 

There are numerous strategies that can be implemented with small budgets. There are a number of low-
cost and even open-sourced solutions that can provide significant risk reduction resulting from cyber 
threats to industrial systems. One of the areas of greatest opportunity lies in improvements to situation 
awareness within industrial architectures. Currently, the most effort is spent protecting the security 
perimeter, with little visibility into what is occurring within the industrial networks. This means that if a 
threat is able to circumvent the perimeter controls, most organizations are left in a very vulnerable 
situation. The implementation of network anomaly detection, event and log consolidation and security 
zone controls can be implemented with much of the equipment that is already installed and, other than 
some basic training, can be deployed with little or no impact to system operation. 

Thanks for providing your insights. Where can readers find out more about your work and what 
projects are you working on now? 

I encourage readers to visit my website at https://www.scadahacker.com and in particular, bookmark the 
Resource Library for ICS Security at https://library.scadahacker.com/ and to follow me on Twitter 
@SCADAhacker 
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