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I. Introduction

This Commentary is intended to provide organizations, lawyers, and the judiciary with foundational
information regarding collaboration platforms and to provide guidance on addressing legal issues
and challenges that are likely to arise regarding the discovery of collaboration platform-related
electronically stored information (ESI). The use of collaboration platforms has revolutionized the
way organizations communicate and collaborate. They enable individuals and groups to work
together, to share information, to communicate, and to coordinate tasks seamlessly. They also
encompass a wide range of applications, including messaging, document sharing, and video
conferencing. Examples at the time of publication of this Comzmentary include Slack, Microsoft
Teams, and applications in Google Workspace.

Although communication and collaboration platforms had been around for years, and their use had
steadily grown, the global COVID-19 pandemic of the early 2020s—which caused many workers to
work from home—was accompanied by an explosion in their use. By 2021, it was estimated that
nearly 80 percent of workers wotldwide used some form of digital collaboration tools." As
collaboration platforms have become a primary means of communicating and working, they have
not surprisingly become increasingly a source for discovery. As a source of relevant ESI, however,
they can pose conceptual and practical challenges.

The traditional notion of a “custodian”—i.e., someone who has possession, custody or control over
ESI—is inapplicable to a group workspace on a collaboration platform, even though members of
the group may be performing certain activities that can be associated with a specific custodian (such
as messaging, as well as sharing and storing documents). Thus, information created, shared, or
maintained on a collaboration platform may not necessarily relate to or be identified with a
traditional custodian. This matters because the traditional conception of ESI collection has revolved
around the identification and collection of custodial information.

Identifying for preservation purposes relevant shared workspaces on collaboration platforms can
present significant challenges. Such shared workspaces can proliferate, and an organization may not
possess a comprehensive list of such workspaces or their participants to readily identify or assess
their relevance to litigation or an investigation. Complicating matters, “private channels” may exist
within a shared workspace and only those who are members may have access to them or be aware of
their existence. Additionally, communications and data on collaboration platforms are often stored
in various other applications outside of the platform. In Microsoft Teams, for example, documents
and messages are often saved to SharePoint and OneDrive. Thus, careful consideration should be
given to identifying information for preservation.

Another unique feature of collaboration platforms is that documents are typically shared by means
of hyperlinks instead of traditional attachments. Hyperlinked content may be located within the

! Gartner, Inc. Digital Worker Experience Survey, 2021.
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collaboration platform’s environment or outside of the platform’s environment, but within the
organization’s information system. It may also be located outside of the organization’s information
system entirely. As the hyperlinked content is often stored outside of the collaboration platform, and
may change over time, finding it and re-associating the specific version of the content to a particular
communication may involve complications that are not present with traditional email and
attachments.

Collaboration platforms also currently pose challenges for collection and processing in electronic
discovery—e.g., locating relevant communications for collection, identifying hyperlinked documents,
and associating the specific version of the hyperlinked documents (if “versions” even exist) with the
contemporaneous message. Collaboration platforms may require different types of culling
mechanisms, search strategies, review efforts, and production formats. For example, considerations
may include whether to consolidate individual communications from a Slack channel into larger
units for manageability purposes, such as a 24-hour period, or a particular number of chats.

Collaboration platforms may also present unique evidentiary issues. Because collaboration platforms
may allow multiple users to view and edit a document simultaneously, authentication may be more
complex. Additionally, information governance can play a significant role in facilitating organizations
being able to fulfill their electronic discovery obligations in the event of litigation or a governmental
investigation.

In the sections that follow, we discuss these and many other issues that arise in electronic discovery
in connection with collaboration platforms.
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II. Discussion

A. Characteristics of Collaboration Platforms

A collaboration platform is an application that provides multiple users with the ability to share
information and to work collaboratively and often contemporaneously. Collaboration platforms may
include the ability to draft, review, edit, and comment on work product simultaneously; to share
information, documents, links, files, videos, and audio content; to have live audio and video
conferences; and to create and access recordings and transcripts of the same. The methods of
communication in a collaboration platform’s environment may include email, chat, video and audio
conferencing, wikis, blogs, and social media, as well as comments on written work product. Examples
of currently available collaboration applications include Microsoft Teams, Slack, Google Workspace
(containing Google Drive, Google Chat, and Google Meet, all of which have collaboration features),
Asana, and Trello.

Collaboration platforms may integrate email, text messaging, calendar, and document management
tools and may be integrated with existing or legacy stand-alone software. Information created in or
accessed through a collaboration platform is not necessarily stored in the platform itself. Rather, the
collaboration platform may access and store the data through, or in, another application, so
consideration should be given to where the data is stored and how it is accessed.

Discussions in this Commentary of features of specific collaboration platforms (e.g., Microsoft Teams,
Slack, Google Workspace), as well as tools used to collect and to process their data, are based on the
applications’ characteristics at the time of publication, which may of course change over time.
Similarly, the capabilities of particular instances of platforms may depend on the type of license
acquired. Such features, however, are discussed as examples illustrating more general points about the
challenges that discovery related to collaboration platforms may present.

Modern collaboration platforms generally have the following characteristics that can be used to
characterize and understand them:

Dynamic nature of content: The documents accessed through a collaboration application are often
dynamic and may be changed by multiple users, which may complicate electronic discovery processes
such as collection and matching documents with communications in the collaboration application
about those documents. Additionally, communications between users of collaboration platforms may
be transient, with a single “conversation” moving from one application to another, for example among
different applications within the collaboration platform or outside the platform (such as text
messaging applications).

Not every “document” is a document: A feature of many collaboration platforms is that the
content of a document can be stored in a different format or in multiple discreet parts than what is
seen by a user. The content of what appears to be a “document” may in fact be structured data.
Communications in a collaboration platform, such as chats, also may not fit neatly within traditional
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conceptions of a “document,” as different subjects may be discussed, dropped, and picked up again
in a single thread, and individual messages within a thread may also be considered a “document.” Data
may be stored in a data interchange format such as JSON (JavaScript Object Notation) and rendered
readable in real time for a user. In some instances, a document’s history may be stored in time-stamped
name/value pairs that are rendered viewable by a user in real time by the platform. Each collaboration
platform has its own unique process for storing the data created by the platform.

The notion of a “custodian” may not be applicable: Electronic discovery processes often revolve
around identifying custodians who are most likely to have information pertinent to a matter and then
preserving and collecting relevant information in their possession, custody, or control. While
custodians may participate in activities on collaboration platforms, these platforms are—much like a
database that a custodian may access—traditionally considered a noncustodial source of information.
Thus, consideration should be given to how the ESI in a collaboration platform is accessed and used,
as the traditional concept of custodial-based ESI may not apply. Collaboration platforms typically
provide shared workspaces and applications that teams or cohorts of users may utilize. Litigants may
need to develop electronic discovery strategies for identifying, preserving, and collecting relevant data
specific to each tool implemented in or accessed through the collaboration platforms that they use.

Ability to communicate within documents: Collaboration platforms and the applications they
incorporate often allow users to make notes and comments within documents, essentially having a
conversation within them. Litigants will need to consider and understand how these types of
comments will be processed and reviewed. Some platforms may allow extraction and presentation of
the data in separate fields, as extracted text, or to show the comments within the document itself. It
can be important to understand where this data is stored, viewed, and produced, as that may impact
issues such as privilege and confidentiality. If comments are present in the native, but not in the
production images, or vice versa, that could cause issues for both the receiving and producing parties.
If there is text that needs redaction, producing parties will need to know all the locations where that
data resides so it can be redacted consistently.

Hyperlinked documents in lieu of attachments: Hyperlinked documents are not the same as
traditional static attachments but are often used instead of attachments in communications in
collaboration applications. Unlike traditional attachments and their parent emails, which are stored
either within the email itself or within a container such as a .pst file or an email server database that
contains both the parent emails and their attachments, hyperlinked documents may be stored outside
their source emails or the containers of those source emails. The hyperlinked documents may reside
in applications or sources outside of the collaboration application, but which are integrated into the
collaboration platform (e.g., SharePoint Online or OneDrive). They may also reside entirely outside
of an organization’s information system, such as on the internet. Because hyperlinked documents are
shared and can be updated by one or more users, they may change over time as users revise them.
Thus, it is important to understand how the hyperlinked document, and its versions (if any), were
maintained, because the hyperlink may no longer point to the document as it existed at the time it was
shared, or it may no longer be available.
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Portals to other applications: Collaboration platforms may appear to a user as a single, consolidated
application providing various features, though they in fact operate as portals to one or more other
applications. For example, a team collaborating on drafting a document in a collaboration platform
may be working on and storing the document in a separate application that the collaboration platform
merely accesses, such as Dropbox or OneDrive, without the team members realizing that they are
using the separate application. Similarly, instant messages, meeting notes, and calendar entries that
appear to a user to be within a platform may be stored within the platform or may, in fact, be stored
outside of the platform—whether in a cloud storage location or within a different application. Thus,
it is important to understand the various features of a collaboration platform and where ESI from
those features may reside.

B. Common Electronic Discovery Issues

1. Treatment as a Custodial or Noncustodial Data Source

Collaboration platforms typically provide shared spaces and embedded applications or functionalities
that teams or groups of users may utilize. While custodians may access and participate in shared spaces
(e.g., “teams” or “channels”) on collaboration platforms, the platforms themselves are usually
considered to be noncustodial sources of information. As stated in The Sedona Principles, “An
organization’s networks or intranet may contain shared areas (such as public folders, discussion
databases, and shared network folders) that are not regarded as belonging to any specific employee.
Similarly, there may be no one ‘owner’ of the ESI for collaborative workspace areas within the
organization.””

Nevertheless, a custodian may individually use—i.e., not as part of a shared space—certain
functionalities of a collaboration application. For example, it is common for users to utilize the chat
function of some collaboration applications individually, much like an email account. In that
circumstance, it may be appropriate to treat a custodian’s chats as a custodial source of information.

Although a custodian’s access to or use of a collaboration platform alone does not necessarily mean
that all or a portion of the data in the platform must be preserved or searched, consideration should
be given to the use of the platform and the information that may be collected and preserved. This will
allow an organization to identify and understand what steps can be taken to preserve, search, and
produce that information if it is later determined to be relevant in discovery. Custodians may be able
to assist in identifying the existence of shared spaces in collaboration platforms that are relevant—i.e.,
those involving work product and communications relevant to the issues—because of their
involvement in the matters underlying the litigation or investigation.

2The Sedona Conference, The Sedona Principles, Third Edition: Best Practices, Recommendations & Principles for Addressing
Electronic Document Production, 19 Sedona Conf. J. 1, 116 (2018). See also id. at 103 (organizations “should assess the
persons likely to have relevant information, and the sources of non-custodial relevant information . . . such as structured
systems and databases, and other non-custodial sources such as collaboration tools [and] social media”).
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Understanding how a collaboration platform is being used may be helpful in identifying custodians
and other relevant information. For example, most collaboration platforms allow users to collaborate
on documents and to communicate in groups or one-on-one (e.g., Teams); some platforms are
primarily communication tools (e.g., Discord); while still others are communication and file-sharing
tools that integrate other cloud-based document management systems (e.g., Slack).” Knowing at the
outset the capabilities of a given platform will help to determine the scope of potentially relevant
information.*

Once a relevant shared space within a collaboration platform is identified, it may be possible to identify
other users (or collaborators) involved in the underlying matter who may be considered potential
custodians or witnesses. Identifying those who actively participated in a relevant shared space can be
particularly helpful in the early stages of litigation when the organization is investigating the issues to
understand the facts and to determine relevant custodians and sources of relevant information within
(or accessed through) the collaboration platform.

Additional potential custodians may be identified by reviewing who collaborated on a project or
document, or who communicated in chats and channels, and the substance of those communications.
Be aware that participants in chats may use pseudonyms (i.e., “handles”) instead of their true names,
which may hide or obscure their identities.

Consideration should be given to who had access rights to a group or shared space on the
collaboration platform, including whether a specific person was an active or passive participant. For
example, an individual could have had the right to make edits to a document but have not made any.
Likewise, an individual could have been a member of a group chat channel but not communicated on
it. Moreover, it is possible an individual may have been given certain access rights without even
knowing they were provided. By contrast, if an issue in the case relates to the user’s state of mind or
knowledge, having access to certain documents or communications may be relevant.” Collaboration
platforms also may store documents in ways that have their own value as compilations, independent
of whether the documents are duplicative of custodial productions.’

3 See, e.g., Hayvin Gaming, LL.C v. Workinman Interactive, LLC, No. 23-CV-6172-FPG, 2023 WL 3748844, at *2 n.2
(W.D.N.Y. June 1, 2023) (describing Slack as “a collaboration tool that allows teams to message, share files, and archive
information”).

4 See, e.g., In re Google Play Store Antitrust Litig., 664 F. Supp. 3d 981, 985 (N.D. Cal. March 28, 2023) (finding that
Google Chat’s default retention period for one-on-one chats with “history” turned off was 24 hours).

5 See, eg, In re Uber Techs., Inc., Passenger Sexual Assault Litig., No. 23-md-03084-CRB (LJC), 2024 WL 1772832, at *2
(N.D. Cal. Apr. 23, 2024) (“contemporaneous versions of hyperlinked documents can support an inference regarding
“who knew what, when.”).

6 See In re Pfizer Inc. Sec. Litig., 288 F.R.D. 297, 317 (S.D.N.Y. 2013), in which the defendant used a collaboration
platform called “eRooms,” which allowed employees to share documents, exchange instant messages, and conduct
informal polls. The court recognized that “[a]lthough the eRooms contain documents that may be largely duplicative of
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Finally, collaboration platforms often include applications or features that may be used outside of
shared spaces. Chats, video calls, and audio calls may be made inside or outside of a shared space, and
there may be ESI related to those calls (such as the date, time, topic, participants, and even an
automatically generated transcript or summary of the call). Thus, consideration should be given to
those other sources of information, how they are maintained, who maintains custody or control of
the information, and whether they can be collected and produced.

2. Preservation Challenges

The principle that litigants have a duty to preserve discoverable information upon the commencement
or reasonable anticipation of litigation or a governmental investigation applies to collaboration
platforms, just as it applies to other sources of ESI. As observed in the Commentary on Legal Holds,
while the principle “is easy to state,” its “application in practice, however, often requires careful
analysis and difficult decisions.”” “Nonetheless, each day, organizations must apply the principle to
real-world circumstances, first confronting the issue of whether an obligation is triggered, and then

determining the scope of their obligation.”®

The trigger of the duty to preserve, of course, is no different with respect to collaboration platforms
than as to other sources. The duty to preserve arises when litigation is reasonably foreseeable and no
later than when a complaint is filed and served.” “The standard is an objective one, asking not whether
the party in fact reasonably foresaw litigation, but whether a reasonable party in the same factual
circumstances would have reasonably foreseen litigation.”" “Determining if a duty to preserve has
been triggered is fact-specific and not amenable to a one-size-fits-all or checklist approach.”"!

Once a duty to preserve is triggered, litigants must take reasonable and proportional steps to preserve
ESI that is relevant and proportional to the claims and defenses in the case.”” There is no broad

the custodial productions, they have a value in of themselves as compilations. The manner in which Pfizer and its
employees internally organized documents is relevant because it allows Plaintiffs to draw connections and understand
the narrative of events in a way not necessarily afforded by a custodial production.”

7'The Sedona Conference, Commentary on Legal Holds, Second Edition: The Trigger & The Process, 20 Sedona Conf. J. 341, 351
(2019) (“Commentary on Legal Holds”).

8 1d.

9 See id. at 354.

10 I4. (internal citation omitted).
" Jd.

12§ee FED. R. CIV. P. 37(e) (imposing sanctions only if relevant information was lost or destroyed because the party failed
to take reasonable steps to preserve it); see also Commentary on Legal Holds at 355 (““The proportionality principle applies to
all efforts to plan and implement preservation, and in the assessment of those efforts.) (citing FED. R. CIv. P. 37(¢)
advisory committee’s note to 2015 amendment (One “factor in evaluating the reasonableness of preservation efforts is
proportionality.”)).
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tequirement to preserve a// information."” As the Commentary on Legal Holds recognizes, “identifying
and preserving discoverable information “can be a complex process. It may include creating teams to
identify the sources, custodians, and data stewards of discoverable information, to define what needs
to be preserved, and to coordinate with outside counsel." Moreover, personnel with knowledge and
expertise regarding systems and processes may be needed."

The unique attributes of collaboration platforms should be considered when determining the scope
of the duty to preserve, as these platforms may involve complexities associated with the multiple
functionalities of these systems and the varying types of information that may be stored and collected.
As an initial matter, determine whether an organization uses one or more collaboration platforms and
assess the information that the platforms create. Then, determine whether the organization or the
platform vendor maintains the data that is created by the users of the platform and the forms in which
and the locations where such information may be preserved.'® Although not exhaustive, a good place
to start to identify and determine what collaboration platforms are used by an organization and if they
may possess relevant information is often with in-house counsel, IT personnel who have knowledge
of an organization’s information systems, and individuals who worked on or were associated with a
specific project or program relevant to the litigation.

Additionally, investigating whether there may be relevant information on a collaboration platform may
include questions regarding use of the platforms posed in interviews of key employees or in
questionnaires sent to potential custodians. These individuals may be asked to identify groups or
shared spaces in collaboration platforms that pertain to the events underlying the matter or that are
otherwise relevant. Identifying relevant shared spaces or groups may lead to identifying other users
with knowledge of relevant facts, who can then be asked if there are other shared spaces or groups
that may be relevant to the matter.

Custodian interviews and questionnaires and discussions with in-house counsel and I'T personnel may
not be sufficient alone to identify all relevant sources of information on a collaboration platform. For
example, “private channels” may exist within a shared space that those who are not members of the

13 Commentary on 1egal Holds at 356.
14 Id. at 357.
15 1

16 See, e, FTC v. Am. Future Sys., Inc., No. 2:20-cv-02266-JHS, 2023 WL 3559899 at *2-*4, *7-*8 (E.D. Pa. Mat. 28,
2023), adopted in part, modified in part by FTC v. Am. Future Sys., Inc., No. 2:20-cv-02266-JHS. 2023 WL 355319
(E.D. Pa. May 17, 2023) (Defendant’s employees used Slack for messaging and file sharing. Defendant, however, argued
that it had no possession, custody, or control over its Slack data because the data was held by Slack, and that a court
order to Slack would be required to export Slack data. Based on Slack‘s Customer Terms of Service agreement, which
provided that the customer owns all of its data held by Slack, the special master disagreed and ordered the production of
Slack ESI. Although the special master rejected sanctions, he described defendant’s failure to produce Slack data, failure
to consider Slack as a potential source of relevant data, and failure to even reach out to Slack to determine what
communications might exist as “troubling.”).
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private channel may not even be able to see. It may be helpful to employ other search methodologies,
such as searching lists or indices of names of shared spaces (i.e., teams or channels) available to the
IT department and sampling the content of spaces whose names appear to be potentially relevant to
the issues in the litigation or investigation.

Custodians can also confirm whether they may have used certain features of a collaboration platform
either within or outside of a shared space. For example, the chat feature of a collaboration platform
may be used in shared spaces, but it also may be used as custodians’ primary chat application separate
and apart from any group or channel. The chat function on the Microsoft Teams platform, for
example, may serve as individuals’ primary (or only) work chat application. Accordingly, consideration
should be given to whether custodians’ chats in a collaboration platform outside of shared spaces
should be preserved, much like custodians’ email accounts are often put on legal hold.

Once a relevant shared space (e.g., a “team” or “channel”) is identified, it is important to determine
how and in what form different types of communications and data are stored and can be preserved.
Slack, for example, maintains data as JSON'" files that identify the user and date-stamped change
history of chats and interactions within the platform. The Slack platform itself is a rendering tool for
the stored JSON files, and users do not see the files underlying the platform. Additionally, the
collaboration tool may limit the information that can be collected or preserved.'

Often, communications and other ESI are stored in various other applications outside of the platform.
In Teams, for example, files uploaded into a channel are stored in a folder in SharePoint. Files
uploaded into a one-on-one or group chat are stored in the Microsoft Teams Chat Files in the team’s
OneDrive for Business folder. Teams meeting recordings may be stored in either OneDrive or
SharePoint. It will therefore be necessary to determine whether the files can be preserved in place in
the locations where they are kept in the ordinary course of business, or whether they should be
collected for preservation purposes. It is also important to recognize that where and how these
platforms store data is constantly evolving and changing, so it is necessary to have people involved in
the preservation process who are up to date on the technology.

Some collaboration platforms also contain dynamic documents, the access and control of which can
vary by audience. A user may not see, know, or appreciate the full nature of the documents with which
they are working. For example, certain users could see all information in a document, while others
with less extensive permissions could see less. Special tools may be required to preserve the ESI and
metadata required to appropriately generate these documents for use in the matter.

17 See generally https:/ /www.json.org/json-en.html.

18 See The Sedona Conference, Commentary on EST Evidence & Admissibility, Second Edition, 22 Sedona Conf. J. 91 at 139-140,
n.146-147 (2021) (discussing that a uset’s ability to export certain information from Slack depends on the specific plan
they purchase).
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Additionally, in communications in collaboration applications, such as chats, it is common for files to
be referenced through hyperlinks to other sources, either within or outside of the organization’s
information system, rather than uploaded to the platform. It can be important, therefore, to consider
the likely locations of hypetlinked documents, such as a document management system, and whether
existing records retention in those locations will be sufficient for preservation purposes.

Generally, it can be important to be aware of the records retention time periods for data in the
locations where collaboration platform data is stored. Having that information can help guide how
quickly targeted preservation measures must be implemented, whether relevant data can be preserved
in place, or whether preservation must be effectuated through collection of the data. Thus, the
retention settings for data on a collaboration platform may be relevant to the discovery being sought.!?

It is possible that some documents that relate to a collaboration platform may be downloaded to a
user’s account or personal computer—for example, where a user works on a “local copy” of a file.
Accordingly, a custodian’s local hard drive may contain unique copies of relevant information from a
collaboration platform.

Further, in seeking to identify relevant ESI within a collaboration platform so that it may be considered
for preservation, it is important to understand the collaboration platform’s functionalities and the
information that it or users may generate.” For example, organizations are increasingly using the video
and audio meeting features of collaboration platforms for online meetings, and the capabilities of
those features are rapidly developing. Depending on the platform and the license level an organization
purchases, it is now possible to obtain a great deal of information about a meeting within a
collaboration platform. That information may include a complete recording of the meeting; a list of
participants; a record of when participants entered and left the meeting; an Al-generated list of action
items; an Al-generated transcript or summary of what was said and who said it; identification of

YSee, e.g., Drips Holdings, LLC v. Teledrip LLC, No. 5:19-cv-2789, 2022 WL 4545233, at *3-*5 (N.D. Ohio Sept. 29,
2022) (Defendant Teledrip, Inc. used Slack as a usual means of internal and external communication. Teledrip was found
to have adjusted the retention settings of the company’s Slack environment after learning of potential litigation. In
particular, it changed the retention period from unlimited retention to only retaining data for seven days. It also deleted a
prior export of Slack data. Teledrip argued that the change, despite the timing, was related to their understanding of the
requirements of the California Consumer Privacy Act (“CCPA”) and the associated International Standards
Organization (“ISO”) implementation. The court was not persuaded. Not only had Teledrip altered the retention period
and destroyed a prior export, it also failed to update its retention settings to accommodate the legal hold, citing to the
CCPA issue. After rejecting the CCPA argument and characterizing certain assertions by the defendants as “blatantly
false,” the court ordered a mandatory adverse inference jury instruction as a sanction.). See a/so Adler v. McNeil
Consultants, LL.C, No. 3:19-cv-2025-K-BN, 2023 WL 2699511 (N.D. Tex. Feb. 15, 2023) (permissive adverse inference
sanction imposed where defendants failed to suspend nine-day retention setting on Slack).

20 See, eg., Cisco Sys. v Chung, No. 19-cv-07562-PJH, 2023 WL 2622155, at ¥*4-*5 (N.D. Cal. Mar. 22, 2023) (discussing
the defendant’s failure to preserve SharePoint audit logs that would have demonstrated whether employees viewed
alleged trade secrets, but declining to impose sanctions because evidence of whether the trade secrets were used—rather
than just viewed—was relevant to the trade secrets claim and there was therefore no showing of relevance or prejudice ).
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documents or hyperlinks shared during the meeting; and a record of all the chat communications
connected to the meeting.

Those capabilities are available at the time of writing of this publication and are likely to develop
further over time. In the future, there are also likely to be other powerful capabilities that may generate
relevant information potentially subject to a duty to preserve. It is important to be aware of the features
of each collaboration platform to ensure that the organization has taken and will take reasonable steps
to preserve relevant information related to the platform and its use.

3. Family Relationships and Hyperlinks

One of the challenges of dealing with collaboration platforms in electronic discovery is that documents
and information are commonly shared by hypetlinks instead of by traditional attachments.” With
email, traditional attachments are part of a .msg container file along with the parent email. The
attachment is usually a static document from a specific point in time. Each email and its attachments
are kept together as a “family” and can be readily associated in document collection, review, and
production. Collaboration platforms utilizing hyperlinks, by contrast, often reference content stored
elsewhere, and the referenced content may not be transferred with or stored with the message.” At
the time of publication of this Commentary, even traditional email applications are moving away from
the paradigm of traditional attachments. Cloud-based email, such as email in Microsoft 365 and in
Google Workspace, may utilize hyperlinks to content rather than attachments stored with the email
message in a .msg file or another container file such as a .pst or .edb file.”’

Two Federal Rules primarily apply in considering the discoverability of attachments and hyperlinked
documents. First, Federal Rule of Civil Procedure 26(b)(1) provides that “Parties may obtain discovery
regarding any nonprivileged matter that is relevant to any party's claim or defense and proportional to

2! Various terms have been proposed for hypetlinks and the content to which hyperlinks point. “Pointers” and “modern
attachments” are two examples, respectively, and they have engendered a fair amount of controversy. This Commentary
uses the term “hypetlinks,” as that term is defined in The Sedona Conference Glossary (“Hypetlink: A pointer in a hypertext
document—usually appearing as an undetlined or highlighted word or picture—that, upon selection, sends a user to
another location either within the cutrent document or to another location accessible on the network or internet.”). See
The Sedona Conference, The Sedona Conference Glossary: Electronic discovery & Digital Information Management, Fifth Edition,
21 SEDONA CONTF. J. 263, 319 (2020). This Commentary also uses the terms “hypetlinked documents” (or files) and
“referenced documents” (or files) for the documents or files to which the hyperlinks point.

228¢e, e.g., Nichols v. Noom Inc., No. 20-CV-3677 (LGS) (KHP), 2021 WL 948646, *4 (S.D.N.Y. March 11, 2021)
(stating that the court did “not agree that a hyperlinked document is an attachment[.]”); In re Insulin Pricing Litig., No.
23-md-3080, 2024 WL 2808083, at *7 (D.N.]. May 28, 2024) ("hyperlinks are not the same as traditional attachments”).

2See, e.g., Shenwick v. Twitter, No. 16-CV-05314 (JST)(SK), 2018 WL 5735176, at *1 (N.D. Cal. Sept. 17, 2018)
(observing that, rather than traditional attachments, emails in GSuite use hypetlinks to reference documents stored in the
GSuite environment, “and sender and recipient can then modify the referenced document, which is stored centrally so
that more than one person can access it.”).
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the needs of the case . . . .”* Rule 26(b)(1) sets forth six proportionality factors to be considered.”
Second, Federal Rule of Evidence 106, often called “the rule of completeness,” provides: “If a party
introduces all or part of a writing or recorded statement, an adverse party may require the introduction,
at that time, of any other part—or any other writing or recorded statement—that in fairness ought to
be considered at the same time.”” These two rules can result in a tension between what is
independently relevant versus what may be relevant because it provides context.

Discovery of hyperlinked documents often involves unique challenges and burdens. Hyperlinked
content may be located within the collaboration platform’s environment, such as in SharePoint or
OneDrive in the Microsoft Teams environment. It may be located outside the collaboration platform’s
environment, but within the organization’s information system, such as a document management
system (for example, iManage). Hyperlinked content may also be located outside of an organization’s
information system entirely, such as hyperlinked content on a website. As the hyperlinked files are
stored in separate locations and may change over time (including no longer being present in the target
location, i.e., a “broken link”), finding them and reassociating the correct version (if versions are
available) may involve considerations and complications that are not present with traditional email
and attachments.”” Additionally, hypetlinks can point to specific documents, but they can also point
to an entire folder of documents, only some of which may be relevant.

Accordingly, traditional notions of document “families” will not necessarily apply to communications
containing hyperlinks. Parties should take care not to reflexively treat hyperlinked documents in ESI
protocols as the same as traditional attachments. Both requesting and responding parties should
consider these differences between hyperlinks and traditional attachments so as not to impose
production obligations that may be difficult or unduly burdensome to fulfill, depending on the type

20 FED. R. CIV. P. 26(b)(1).

2 FED. R. CIv. P. 26(b)(1) provides as follows: "Unless otherwise limited by court otder, the scope of discovery is as
follows: Parties may obtain discovery regarding any nonprivileged matter that is relevant to any party's claim or defense
and proportional to the needs of the case, considering the importance of the issues at stake in the action, the amount in
controversy, the parties’ relative access to relevant information, the parties’ resources, the importance of the discovery in
resolving the issues, and whether the burden or expense of the proposed discovery outweighs its likely benefit.
Information within this scope of discovery need not be admissible in evidence to be discoverable.”

26 FED. R. EVID. 106.

27 See, eg., Porter v. Equinox Holdings, Inc., No. RG19009052, 2022 WL 887242, at *2 (Cal. Super. Mar. 17, 2022)
(“[L])inked documents can present unique challenges that make them different from email attachments.”); In re Uber
Techs., Inc. Passenger Sexual Assault Litig., 2024 WL 1772832, at *2 (“In sum, the briefing and evidence, as well as
related case law, have made clear that cloud computing and document retention through Google Drive and Google

Vault introduce a host of challenges to producing hyperlinked documents from Google Drive and other sources”) (citing
Nichols v. Noom Inc., No. 20 CV 3677 LGS KHP, 2021 WL 948646, at *2 (S.D.N.Y. Mar. 11, 2021)).
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of documents that contain the hyperlinks, the locations of the hyperlinked documents, and the tools
available to collect and preserve the hypetlinked documents.”

Not all hyperlinked content will be relevant to the issues. Thus, requests for “all” hyperlinked content
should be avoided. An organization nevertheless cannot avoid production of any relevant information
whatsoever in hyperlinked documents just because the information appears in hyperlinked content.
Hyperlinked documents also may provide context to the information in the message containing the
hyperlink.” As with discovery of other types of ESI, relevance, burden, and proportionality factors
should be considered.”

Hyperlinked content also may not even have been intended to be a necessary part of the
communication containing the hyperlink. The court in Nichols . Noom, for example, stated that “[a]
document might have a hyperlink shortcut to a SharePoint folder. The whole folder would not be an
attachment.””' Similarly, “[a]n email might have hypetlinks to a phone number, a tracking site for
tracking a mailing/shipment, a Facebook page, a terms of use document, a legal disclaimer, etc. The
list goes on and on.””

28 See, e.g., In re StubHub Refund Litig., No. 20-md-02951-HSG (TSH), 2024 WL 2305604, at *1-*5 (N.D. Cal. May 20,
2024) (after having previously ordered the defendant to produce hyperlinked documents because it had agreed in the
ESI protocol to treat hypertlinked documents the same as other document “family members" (see Iz re StubHub Refund
Litig. 2023 WL 3092972, at *1-*¥2 (N.D. Cal. Apr. 24, 2023)), subsequently granting motion to modify ESI protocol to
remove references to hypetlinks as family members after the defendant made an evidentiary showing that "the hyperlink
requirement is technologically impossible to fulfill most of the time”) (also commenting that the defendant "carelessly
stipulated to an ESI Otrder that StubHub later realized requited it to do something that is usually impossible: produce the
hyperlinked documents with the parent-child relationship with the original emails intact”); In re Insulin Pricing Litig,,
2024 WL 2808083, at *7-*8 (D.N.]. May 28, 2024) (rejecting plaintiffs’ proposed language in ESI protocol that would
have imposed the same production obligations regarding hyperlinked documents as those applicable to attachments and
family members).

29 FED. R. EVID. 106.

0See, e.g., Shenwick v. Twitter, 2018 WL 5735176, at *1, in which defendants presented evidence that producing a
document referenced in a hyperlink in an email in the Google GSuite environment requires a multi-step, manual process.
“The steps required are locating the document containing the link, clicking through the link to the source file,
determining the file ownet’s identity if a passcode is required and obtaining that passcode, manually identifying the date-
stamped version of a linked GSuite document that corresponds to the referring electronic mail message, capturing the
data in a manner that minimally affects the metadata, exporting the data to the vendor for processing, and producing the
data in a manner that matches it to the referring electronic mail message.” The court further stated that “Defendants
claim that searching for and producing documents in the 725 hyperlinks identified by Plaintiffs will take six weeks and
cost $100,000.“ The court, mindful of the burdens to defendants but also mindful of the plaintiffs’ need for the
hyperlinked documents, ordered that plaintiffs could identify up to 200 hyperlinks for which they sought the referenced
documents and that defendants must produce them. Id.

31 Nichols v. Noom Inc., No. 20-CV-3677 (LGS) (KHP), 2021 WL 948646, *4 (S.D.N.Y. Mar. 11, 2021).
2[4

13


mailto:comments@sedonaconference.org

©2024 The Sedona Conference. All rights reserved.

This working draft document was created for discussion purposes only for the 2024 Annual Meeting of The Sedona
Conference Working Group on Electronic Document Retention and Production (WG1). Itis not intended for distribution
beyond members of the Sedona Working Group Series. Comments are welcome and may be sent by email to
comments@sedonaconference.org

A particularly problematic issue related to the identification and preservation of links is versioning,
which is when an electronic record changes in some way to create a new version of it.”” These changes
can include modifications to file format, metadata, or content. Collaboration platforms and the use of
hyperlinks can result in a linked document that has undergone numerous changes or edits from the
time the hyperlink was originally used in an email to when ESI is being preserved or collected for a
case. Producing a hyperlinked document modified after the message containing the hyperlink, and
then using it in the case, risks creating confusion regarding the content of the hyperlinked document
at the time of the message.

Certain collaboration platforms may automatically save distinct versions of a document, providing
snapshots at certain times, while others may not. For document administration systems like iManage,
retaining versions of collaboration documents is essential to track stakeholder participation in the
editing of the document. It may not be of equal significance for other types of applications. Indeed,
some applications do not create distinct versions at all. Whether distinct versions are kept and are
accessible may also depend on the licensing level of an application that an organization purchases. In
litigation, the ability to capture all versions or a specific version of a document could be important to
specific circumstances, but generally requesting “all versions” should be avoided due to burden and
proportionality considerations.

Understanding the capabilities and potential limitations of a collaboration platform can help evaluate
potential burden issues for the producing party. In addition, for “active” documents undergoing
changes, matching the version at the time of the email can be difficult or impossible to resolve
depending on how the data is stored. Furthermore, it may not even be possible to identify the version
of a document as it existed at the time the hyperlink was first used because such information was not
preserved in the normal course or that version may have been deleted prior to when a party’s duty to
preserve was triggered. Thus, one of the very reasons organizations utilize hyperlinks, to foster
collaboration on documents, also presents one of the greatest challenges in discovery.

Electronic discovery and records retention demands have driven the evolution of functionality to help
address these issues. The licensing level an organization purchases may dictate the extent to which
helpful solutions are available. Thus, an organization should understand the capabilities and level of
access available when utilizing a collaboration platform. For example, the “Standard” license of early
versions of Microsoft 365, which can include Teams, did not provide any ability to automatically
preserve the “as-sent” versions of hyperlinked documents, nor to identify or preserve hyperlinked
content even in locations within the Teams environment, such as SharePoint or OneDrive.

33 See Shenwick v. Twitter, 2018 WL 5735176, at *1 (defendants introduced evidence that hyperlinked documents within
GSuite are not static but are instead "evolving," and that producing a hyperlinked document within GSuite involves
manually identifying the date-stamped version of the hyperlinked document that corresponds to the time of the email
containing the hyperlink, which can involve a number of different steps).
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An early “Premium” license for Microsoft 365 provided more electronic discovery-related
functionality than other license levels but still may not have had all the capabilities ideally needed for
electronic discovery purposes. For example, upon implementation of a legal hold, it would not be able
to associate the most appropriate version of a hyperlinked document with the message containing the
hyperlink. It would, however, facilitate identifying and putting on hold sources within the Microsoft
365 environment such as OneDrive and SharePoint.

Nevertheless, with any license, an organization would have needed to choose among various imperfect
preservation strategies involving risks of either overpreservation or underpreservation, such as
preserving the entire storage source where the hyperlinked document is stored (e.g., folders in
SharePoint or OneDrive), or to use date ranges, search terms, or other methods to preserve a subset
of documents stored in those sources. For review and production purposes, the organization might
be faced with the task of manually trying to align a “close to” as-sent version of the hyperlinked
document—possibly a burdensome and resource-intensive process. An open dialogue with the
requesting party can avoid overcollection, as in many cases they have no need for an entire folder or
drive pointed to by a hyperlink and will work to make sure that productions are tailored toward only
responsive material.

Subsequent versions of the Microsoft 365 software addressed some of these problems. A feature was
added for Premium subscribers allowing organizations to retain a copy of the as-sent version of a
hyperlinked document (within the Microsoft 365 environment) at the time it was sent. The system
would then treat this copy of the hyperlinked document and the message containing the hyperlink as
a “family.” This feature would need to be set in advance, before the message with the hyperlink was
sent, and could not be implemented retroactively. Indexing versions of documents in a source within
the environment may also facilitate searching for the as-sent version of a hyperlinked document, but
doing so could still be a burdensome process.

Similarly, software providers have been developing tools that can, in some circumstances, collect and
associate hyperlinked documents with messages containing the hyperlinks. One example at the time
of publication of this Commentary is a computer forensics software that claims to automatically detect
and acquire hyperlinked Google Drive documents during Gmail and Google Workspace collections,
presenting them in a package that maintains relationship between the email and hyperlinked
document. Another application claims to identify and collect hyperlinked documents from wherever
they may exist in the SharePoint or OneDrive environments and to associate them with Teams
messages containing the hyperlinks. The tool also compares the communication date of the Teams
message to the version history of each file to associate the version shared at that point in time. Caution
should be exercised regarding the actual capabilities of such tools, however, as their capabilities may
be limited to certain environments or software configurations.™

34 See, e.g., In re Uber Techs., Inc. Passenger Sexual Assault Litig., No. 23-md-03084-CRB (LJC), 2024 WL 1772832, at *2
(third-party tool could "retrieve active Google Email and contemporaneous versions of linked Google Drive documents,

15


mailto:comments@sedonaconference.org

©2024 The Sedona Conference. All rights reserved.

This working draft document was created for discussion purposes only for the 2024 Annual Meeting of The Sedona
Conference Working Group on Electronic Document Retention and Production (WG1). Itis not intended for distribution
beyond members of the Sedona Working Group Series. Comments are welcome and may be sent by email to
comments@sedonaconference.org

Regardless of the tool, for an organization to adapt to preservation, collection, and production of
hyperlinked documents, it may require coordination with IT regarding the functionalities of the
organization’s systems and applications. The collection, review, and production of hyperlinked
documents may require detailed and tracked workflows that can capture these documents while
retaining the metadata required for production.

As the use of hyperlinks continues to grow, additional tools will be developed to address the challenges
associated with discovery of hyperlinked documents. The tools described above that exist as of the
time of publication of this Commentary, however, may have significant limitations in that they may only
be able to associate hyperlinks in collaboration platform messages with hyperlinked documents in the
collaboration application’s environment. They may not be able to make these associations where the
hyperlinked content is outside of the collaboration platform’s environment, e.g., a Microsoft 365 email
with Google Drive links or Google Mail links to OneDrive or SharePoint.”

In addition to being knowledgeable about the availability and functionalities of tools to address these
issues, organizations will also need to be cognizant of the costs involved. Indeed, organizations may
be well served by considering these issues in configuring their information systems and in their
information governance, to avoid complex and expensive problems in fulfilling electronic discovery
obligations when litigation comes. Courts may analyze these issues within the framework of burden

but it does not have the ability to do the same with Google Email and Drive documents archived using Google Vault.”).
See also In re Meta Pixel Healthcare Litig., Case No. 22-cv-03580-WHO (VKD), 2023 WL 4361131, at *1 (N.D. Cal. June
2,2023) (“The Court is persuaded that the commercially available tools plaintiffs suggest may be used for automatically
collecting links to non-public documents have no or very limited utility in Meta's data environments or systems, and
even that limited utility (i.e. using the Microsoft Purview electronic discovery (Premium) tool to collect links to
ShatrePoint and OneDrive cloud attachments in Microsoft Exchange environments) would distupt Meta's standardized
workflow for ESI-related discovery processing across all of its platforms and systems. Accordingly, the ESI protocol
should make clear that hyperlinked documents are not treated as conventional attachments for purposes of preserving a
‘family’ relationship in production.”).

% See, e.g., In re Uber Techs., Inc., Passenger Sexual Assault Litig., 2024 WL 1772832, at *1-*5 (N.D. Cal. Apr. 23, 2024),
in which the defendant introduced evidence that although certain tools can automatically collect contemporaneous
versions of documents within the Google Workspace environment--i.e., in Google Drive from hyperlinks in Gmail and
Google Chat--they could not do so from Google Vault, where unique versions of the documents had been archived for
preservation and electronic discovery process purposes. Recognizing that tools with improved functionalities could later
become available, and that existing tools may work outside of the Google Vault environment, the court ordered that
language be included in the ESI Protocol requiring the production of contemporaneous versions of hyperlinked
documents to the extent feasible on an automated, scalable basis with existing technology[.]” Because the defendant
established that, at the time of the decision, it was not able in an automated fashion to associate with the hyperlinks
contemporary versions of the hypetlinked documents in Google Vault, the court ordered that the defendant "is not
required to produce the contemporaneous document version at the time the email or message was sent, as this is not
possible through an automated process with existing technology.” Nevertheless, the court ordered that plaintiffs could
identify up to 200 hyperlinked documents for which the defendant would be required to manually search and produce.
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* While courts may decline to order a party to develop functionalities to enable

and proportionality.
such collection,” a party’s failure to adopt an existing technology may factor into a court’s assessment

of burden claims.*®

Due to the technical challenges and burdens involved, it may be beneficial to both sides in litigation
to share early in the litigation, for example at the Rule 26(f) early meeting of counsel, information
sufficient to understand the technical capabilities of how hyperlinks are associated with a collaboration
platform. This can allow the parties to have an informed discussion regarding the scope of production
of hyperlinked documents and the burdens associated with producing relevant hyperlinked
information.

There are no bright line rules from statutes or case law governing the production of hyperlinked
documents. Utilizing meet-and-confer sessions and other methods to create a measured dialogue
between parties about the nature of their respective data and the proper steps to pinpoint a search for
relevant hyperlinked documents appears to reflect the core of our traditional approach to locating
relevant documents. A robust understanding and communication of the policies, protocols, and tools
in place for preserving, collecting, processing, reviewing, and producing relevant hyperlinked
documents can be helpful for counsel to resolve issues of burden and proportionality.

36 See, e.g., In re Meta Pixel Healthcare Litig., 2023 WL 4361131, at *1 (finding that “the commercially available tools
plaintiffs suggest may be used for automatically collecting links to non-public documents have no or very limited utility
in Meta's data environments ot systems”); In re Insulin Pricing Litig., 2024 WL 2808083, at *7-*8 (adopting defendants
proposed language regarding hyperlinks and family relationships in ESI protocol because defendants submitted evidence
sufficient to show that the commercial tools whose use plaintiffs proposed “are either not feasible whatsoever or unduly
burdensome to apply to their respective data environments"); I re Uber Techs., Inc. Passenger Sexnal Assault Litig., 2024 WL
1772832, at *3-*4 (rejecting plaintiffs’ proposal that defendants build a program for collection of contemporaneous
versions of hyperlinks based upon a ”proof of concept” after defendants submitted evidence that the proposed program
would not work); Nichols v. Nooms, 2021 WL 948640, at *4-5 (finding based on a proportionality analysis, that the
defendant did not need to re-produce hyperlinked documents that were previously produced separately and associate
them with emails containing hyperlinks. However, holding that plaintiffs could request “an additional targeted pull or
production or clarifying information about a hyperlinked document’s identity or Bates number.”See a/so Shenwick v.
Twitter, Inc., 2018 WL 5735176, at *1 (granting motion to compel production of hyperlinked G Suite documents along
with the emails containing associated hypetlinks over defendant’s burden objections.); Iqvia, Inc. v. Veeva Systems, Inc.,
2019 WL 3069203 at *5 (D.N.]. July 11, 2019) (granting motion to compel re-association of separately produce
hyperlinked documents to the extent possible because request was neither unduly burdensome nor disproportionate
considering proportionality factors and that the producing party had agreed they were relevant.).

37 See, e.g., In re Uber Techs., Inc. Passenger Sexual Assualt Litig., 2024 WL 1772832, at *4 (’the Court will not order
Uber to expend potentially significant time and resources to develop such a program in order to produce discovery in
this MDL, as the program's effectiveness is not assured.®). See also Nichols v. Noom, Inc., 2024 WL 948646, at *4
(S.D.N.Y. Mar. 11, 2021) (rejecting plaintiffs’ proposal that the defendant’s programmers create a program to
automatically extract hyperlinked documents).

38 See In re Uber Techs., Inc. Passenger Sexual Assault Litig., 2024 WL 1772832, at *4 ("The Court is mindful of the
burdens to Uber but also recognizes that Uber has chosen Google Vault as its storage method.”).

17


mailto:comments@sedonaconference.org

©2024 The Sedona Conference. All rights reserved.

This working draft document was created for discussion purposes only for the 2024 Annual Meeting of The Sedona
Conference Working Group on Electronic Document Retention and Production (WG1). Itis not intended for distribution
beyond members of the Sedona Working Group Series. Comments are welcome and may be sent by email to
comments@sedonaconference.org

4. Collection Challenges

Collaboration platforms may present various collection challenges for purposes of electronic
discovery. One of the primary issues is that some collaboration platform communications and
documents may not be stored with the collaboration platform itself, but rather with other applications
both within its immediate environment (e.g., certain types of communications and files in Microsoft
Teams stored in SharePoint or OneDrive) and without (e.g., communications in Slack with links to
files in Google Drive or Box). Accordingly, for purposes of collection, it is important to understand
where relevant and responsive information is likely to be located.

Files are commonly shared in collaboration platform communications by means of hypetlinks rather
than files stored within the collaboration platform itself. Depending on the capabilities of the
collaboration platform and, sometimes, the level of license purchased, it may be possible to find and
collect the hyperlinked content in applications that are in the collaboration platform’s environment
(e.g., SharePoint and OneDrive in the Teams environment). Software tools may also be available to
associate and collect hyperlinked documents with the messages referencing them, and to present them
in a form analogous to a traditional document “family,” though at the time of publication this
functionality was generally limited to applications operating on data within the collaboration
platform’s environment.”

Where such capability is not available—for example, in some instances where hyperlinks reference
content outside of the collaboration platform’s environment—responding parties will need to
consider other approaches to finding and collecting hyperlinked content and the burdens associated
with such approaches. Assuming that it is not unduly burdensome, they may need to conduct a less
targeted collection from the source where the hyperlinked content is located and then conduct
searches to associate the correct hyperlinked document with the message containing the hyperlink.

Doing so can be further complicated if there could be multiple versions of the hyperlinked document,
which may require employing manual or automated processes to find the version of the hyperlinked
document that existed at the time of the message referencing it. An exact match with the hyperlinked
document as it existed at the time of the message may no longer exist due to revisions subsequently
made to the document. Nevertheless, some linked documents—e.g., pdf files or images—may either
be effectively immutable or unlikely to be revised. Alternatively, hyperlinked documents may have
been revised over time, but the system or application may not have saved distinct versions. Thus,
collecting the correct hyperlinked document or the correct version of the hyperlinked document can
be complicated and may require programming or manual review, which could be more expensive than
if commercial software to address the issue were widely available at a reasonable cost, or it may not
be possible at all because it is no longer available for collection in the form that it was in at the time
of the communication containing the hyperlink.

3 See supra Section 2.B.3.
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Regarding collecting data from the collaboration platform, the best practice is usually to engage a data
collection professional with expertise in collecting data for litigation purposes. Such professionals may
be found either within an organization’s information technology department or through external
providers. They should have knowledge of the options available for collection, including the
functionalities available in the collaboration platform application and other software tools or
approaches available to collect data associated with collaboration applications.

It can also be helpful for counsel to understand collection options and the extent to which there are
limitations associated with them. One option, perhaps the most basic, is collecting data through
download functionality in the platform itself. Known as “DYI” (download your information),” these
tools usually limit the scope, and accordingly the volume, of information that can be extracted from
the platform. Therefore, it is important to understand what these limitations are before relying on this
technique for electronic discovery collection purposes.

Additionally, DYI downloads may not be directly loadable into an electronic discovery review
platform or in a format that can be readily ingested by an electronic discovery processing program.*'
Commercial software tools exist, however, that can process some DYI downloads into RSMF
(Relativity Short Message Format) or review platform-ready load files. Unless DYI downloads are
conducted carefully, however, metadata can be altered or deleted. Those conducting DYI downloads
should be alert to this potential issue and be prepared to address it.

Data may also be extracted from a collaboration platform through the platform’s API (application
programming interface). APIs are interfaces for programs and programmers to access a platform
programmatically. For example, Google provides an API to enable its clients and commercial software
developers to interface directly with Google Drive documents and folders by creating programs that
retrieve files in Google Drive.* Similatly, Microsoft provides an API to retrieve SharePoint documents
using Microsoft’s SharePoint REST APL.¥ Commercially available tools and those used by electronic
discovery service providers may use multiple APIs from different platforms to address some
heterogeneous environments—for example, to collect Slack threads and messages and then to collect
the hyperlinked documents resident on Google Drive. There may not be commercial programs that
can collect all the information together or in an associated fashion for heterogenous environments—

40 See https://www.facebook.com /help/212802592074644; https:/ /help.snapchat.com/hc/en-
us/articles/7012305371156-How-do-I-download-my-data-from-Snapchat.

# For example, Facebook DYI downloads come in HTML or JSON format.

42 See, e.g., Introduction to Google Drive API, available at https://developers.google.com/drive/api/v3/about-sdk
(accessed on June 5, 2023).

BSee, eg., Get to know the SharePoint REST service, available at https://learn.microsoft.com/en-us/sharepoint/dev/sp-add-
ins/get-to-know-the-sharepoint-rest-service (accessed on June 4, 2023).
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for example, using Microsoft Teams but storing hyperlinked documents outside of the Teams
environment.

APIs, moreover, can present challenges in data collection. As stated in the The Sedona Conference
Commentary on ESI Evidence and Admissibility, “|aln API collection lacks perfect synchronicity with the
original content—it may change its context, format, or appearance—and it may be difficult to access.
Moreover, provider restrictions may limit the amount of data that can be collected through an APL.”#

Various commercial tools may be available on the market at any given time for the collection of data
from collaboration platforms and the applications within those platforms. There also may be
specialized tools that focus on specific aspects of collaboration application data, such as collecting
versions of hyperlinked documents. It also has been asserted that custom applications may be
developed to collect collaboration platform data. Courts, parties, and their counsel should be careful,
however, to assess whether the commercial or custom applications can perform as advertised in the
collaboration platform environment at issue.*

Finally, the ability to collect collaboration platform data may depend on the type of license or
subscription the producing party has for the platform. For example, the Enterprise version of Slack
has mote options for preservation and collection than the free version.* Similatly, Microsoft’s Purview
electronic discovery Premium (E5 license) has more advanced functionality than its Standard (E3)
offering.

5. Culling, Search, Review, and Production Challenges
a. Culling

Once collaboration platform data is collected, parties must decide whether additional culling should
occur prior to search, review, and production. Additionally, decisions may need to be made at the
processing stage that will affect the form in which the data is reviewed and produced. For example,
document unitization—e.g., dividing continuous communication strings such as chat or instant
messages into more manageable units, such as a 24-hour period—may need to take place at the
processing stage. Different types of documents and communications on collaboration applications
also may involve different types of culling, search, review, and production issues.

# The Sedona Conference, Commentary on EST Evidence and Admissibility, 22 SEDONA CONF. J. at 139-140 (2021).
4 See supra n. 36.

46 In Calendar Research LLC v. Stubhub Inc., No. CV 17-4062 SVW (SSx), 2019 WL 1581400, at *3-*4 (C.D. Cal. Mar.
14, 2019), for example, the plaintiff requested Slack messages from an individual defendant’s employer. Because the
employer had a free Slack account, certain Slack folders were not retrievable. The defendants paid for an upgraded
account, but Slack denied full access because not all the parties on the account had consented. Slack provided a “utility
tool,” however, to target the channels used by the individual defendants.
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Culling collaboration platform data may involve examining the data for content, context, metadata,
and other attributes, and applying various techniques to filter, categorize, and prioritize the data. For
example, some common techniques for initial culling of chat and instant message data are
deduplication, keyword search, date range, concept search, and near-duplicate detection.

Deduplication is an additional culling issue that should be considered. For chat and instant messages,
it must be decided whether they will be deduplicated across custodians or whether there is value in
producing the same messages multiple times. If deduplication is preferred, verify that the tools used
can perform this type of deduplication. For collaboration documents, determine whether all versions
of a document may be relevant and proportional to the claims or defenses, or whether the production
can be limited in some way. Collaboration tools may store each modification as a separate version,
resulting in thousands of versions, many of which may have only immaterial differences.

For chat and instant message data, consider whether the collection should be limited to certain date
ranges. Unitizing (i.e., breaking up) continuous message strings into smaller pieces is becoming a
common practice. Options include breaking up strings into certain time periods (e.g., 24 hours) or
into a certain number of messages. If the relevant participants are all in the same time zone, it may be
best to process in that local time zone and unitize at, for example, midnight. If the participants are in
different time zones, then processing by UTC zone and unitizing either by 24-hour periods or by
breaks in discussion may be preferred. The potential downside of unitization by time period or number
of messages is that it can artificially break up continuing conversations into separate “documents,”
requiring the parties to manually reassociate them for use in the litigation.

Another potential solution may be organizing the collection by subject matter, although there can still
be issues where related conversations span multiple days. At the time of the publication of this
Commentary, Microsoft’s Purview Premium, for example, creates “transcript” files in 24-hour windows.
Messages can be converted to Relativity’s Short Message Format (RSMF) in 24-hour or other time
periods for review and production. There are also other technologies on the market that will allow
parties to create other groupings of messages.

Consider how comments within documents will be treated during review and production. Determine
whether comments can be extracted during processing and loaded to a metadata field. Also, determine
whether an electronic discovery review platform will show the comments in the viewer and extracted
text and, when the documents are tiffed, whether the comments will show on the image. The answers
to these questions will determine what can be done with them from a production standpoint.
Producing parties should set the expectations of requesting parties regarding how these will be handled
during the review and production process. If the comments can be reviewed and produced consistent
with proportionality considerations, then they should be to the extent they are not privileged or
otherwise protected from disclosure.
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b. Search and Review

Common search methodologies in electronic discovery include using keyword searches (also referred
to as “search terms”) and technology-assisted review (T'AR), such as various types of supervised
machine learning, a form of artificial intelligence (AI). At the time of publication of this Commentary,
the legal technology industry is in the eatly stages of developing large language-model (LLM)
Generative Al-based tools for potential use in search and review. Al may also be able to assist in
grouping topically related chat and instant messages together (“smart grouping”), which may be the
preferred way to review.

Despite the availability of TAR and other