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THE STATE BAR OF CALIFORNIA 
STANDING COMMITTEE ON 

PROFESSIONAL RESPONSIBILITY AND CONDUCT 

PRACTICAL GUIDANCE FOR THE USE OF  
GENERATIVE ARTIFICIAL INTELLIGENCE IN THE PRACTICE OF LAW 

EXECUTIVE SUMMARY 

Generative AI is a tool that has wide-ranging application for the practice of law and 
administrative functions of the legal practice for all licensees, regardless of firm size, and all 
practice areas. Like any technology, generative AI must be used in a manner that conforms to a 
lawyer’s professional responsibility obligations, including those set forth in the Rules of 
Professional Conduct and the State Bar Act. A lawyer should understand the risks and benefits 
of the technology used in connection with providing legal services. How these obligations apply 
will depend on a host of factors, including the client, the matter, the practice area, the firm size, 
and the tools themselves, ranging from free and readily available to custom-built, proprietary 
formats.  

Generative AI use presents unique challenges; it uses large volumes of data, there are many 
competing AI models and products, and, even for those who create generative AI products, 
there is a lack of clarity as to how it works. In addition, generative AI poses the risk of 
encouraging greater reliance and trust on its outputs because of its purpose to generate 
responses and its ability to do so in a manner that projects confidence and effectively emulates 
human responses. A lawyer should consider these and other risks before using generative AI in 
providing legal services. 

The following Practical Guidance is based on current professional responsibility obligations for 
lawyers and demonstrates how to behave consistently with such obligations. While this 
guidance is intended to address issues and concerns with the use of generative AI and products 
that use generative AI as a component of a larger product, it may apply to other technologies, 
including more established applications of AI. This Practical Guidance should be read as guiding 
principles rather than as “best practices.” 
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PRACTICAL GUIDANCE 

Applicable Authorities Practical Guidance 

Duty of Confidentiality 

Bus. & Prof. Code, § 6068, 
subd. (e) 

Rule 1.6 

Rule 1.8.2 

 

Generative AI products are able to utilize the information that 
is input, including prompts and uploaded documents or 
resources, to train the AI, and might also share the query with 
third parties or use it for other purposes. Even if the product 
does not utilize or share inputted information, it may lack 
reasonable or adequate security.  

A lawyer must not input any confidential information of the 
client into any generative AI solution that lacks adequate 
confidentiality and security protections. A lawyer must 
anonymize client information and avoid entering details that 
can be used to identify the client.  

A lawyer or law firm should consult with IT professionals or 
cybersecurity experts to ensure that any AI system in which a 
lawyer would input confidential client information adheres to 
stringent security, confidentiality, and data retention 
protocols.  

A lawyer should review the Terms of Use or other information 
to determine how the product utilizes inputs. A lawyer who 
intends to use confidential information in a generative AI 
product should ensure that the provider does not share 
inputted information with third parties or utilize the 
information for its own use in any manner, including to train 
or improve its product.  

Duties of Competence 
and Diligence 

Rule 1.1 

Rule 1.3 

 

It is possible that generative AI outputs could include 
information that is false, inaccurate, or biased.  

A lawyer must ensure competent use of the technology, 
including the associated benefits and risks, and apply diligence 
and prudence with respect to facts and law.  

Before using generative AI, a lawyer should understand to a 
reasonable degree how the technology works, its limitations, 
and the applicable terms of use and other policies governing 
the use and exploitation of client data by the product.  

Overreliance on AI tools is inconsistent with the active practice 
of law and application of trained judgment by the lawyer. 

AI-generated outputs can be used as a starting point but must 
be carefully scrutinized. They should be critically analyzed for 

https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6068.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6068.
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.6-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.8.2-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.1.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.3-Exec_Summary-Redline.pdf
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Applicable Authorities Practical Guidance 

accuracy and bias, supplemented, and improved, if necessary. 
A lawyer must critically review, validate, and correct both the 
input and the output of generative AI to ensure the content 
accurately reflects and supports the interests and priorities of 
the client in the matter at hand, including as part of advocacy 
for the client. The duty of competence requires more than the 
mere detection and elimination of false AI-generated results. 

A lawyer’s professional judgment cannot be delegated to 
generative AI and remains the lawyer’s responsibility at all 
times. A lawyer should take steps to avoid over-reliance on 
generative AI to such a degree that it hinders critical attorney 
analysis fostered by traditional research and writing. For 
example, a lawyer may supplement any AI-generated research 
with human-performed research and supplement any AI-
generated argument with critical, human-performed analysis 
and review of authorities. 

Duty to Comply with the 
Law 

Bus. & Prof. Code,  
§ 6068(a) 

Rule 8.4  

Rule 1.2.1  

 

A lawyer must comply with the law and cannot counsel a 
client to engage, or assist a client in conduct that the lawyer 
knows is a violation of any law, rule, or ruling of a tribunal 
when using generative AI tools. 

There are many relevant and applicable legal issues 
surrounding generative AI, including but not limited to 
compliance with AI-specific laws, privacy laws, cross-border 
data transfer laws, intellectual property laws, and 
cybersecurity concerns. A lawyer should analyze the relevant 
laws and regulations applicable to the attorney or the client.  

Duty to Supervise 
Lawyers and Nonlawyers, 
Responsibilities of 
Subordinate Lawyers  

Rule 5.1 

Rule 5.2 

Rule 5.3 

 

Managerial and supervisory lawyers should establish clear 
policies regarding the permissible uses of generative AI and 
make reasonable efforts to ensure that the firm adopts 
measures that give reasonable assurance that the firm’s 
lawyers and non lawyers’ conduct complies with their 
professional obligations when using generative AI. This 
includes providing training on the ethical and practical 
aspects, and pitfalls, of any generative AI use. 

A subordinate lawyer must not use generative AI at the 
direction of a supervisory lawyer in a manner that violates the 
subordinate lawyer’s professional responsibility and 
obligations. 

https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6068.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6068.
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_8.4-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.2.1-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_5.1-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_5.2-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_5.3-Exec_Summary-Redline.pdf
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Applicable Authorities Practical Guidance 

Communication 
Regarding Generative AI 
Use 

Rule 1.4 

Rule 1.2 

 

A lawyer should evaluate their communication obligations 
throughout the representation based on the facts and 
circumstances, including the novelty of the technology, risks 
associated with generative AI use, scope of the 
representation, and sophistication of the client.  

The lawyer should consider disclosure to their client that they 
intend to use generative AI in the representation, including 
how the technology will be used, and the benefits and risks of 
such use.  

A lawyer should review any applicable client instructions or 
guidelines that may restrict or limit the use of generative AI. 

Charging for Work 
Produced by Generative 
AI and Generative AI 
Costs 

Rule 1.5 

Bus. & Prof. Code,  
§§ 6147–6148 

 

A lawyer may use generative AI to more efficiently create 
work product and may charge for actual time spent (e.g., 
crafting or refining generative AI inputs and prompts, or 
reviewing and editing generative AI outputs). A lawyer must 
not charge hourly fees for the time saved by using generative 
AI.  

Costs associated with generative AI may be charged to the 
clients in compliance with applicable law. 

A fee agreement should explain the basis for all fees and costs, 
including those associated with the use of generative AI. 

Candor to the Tribunal; 
and Meritorious Claims 
and Contentions 

Rule 3.1 

Rule 3.3 

 

A lawyer must review all generative AI outputs, including, but 
not limited to, analysis and citations to authority for accuracy 
before submission to the court, and correct any errors or 
misleading statements made to the court. 

A lawyer should also check for any rules, orders, or other 
requirements in the relevant jurisdiction that may necessitate 
the disclosure of the use of generative AI. 

Prohibition on 
Discrimination, 
Harassment, and 
Retaliation 

Rule 8.4.1 

Some generative AI is trained on biased information, and a 
lawyer should be aware of possible biases and the risks they 
may create when using generative AI (e.g., to screen potential 
clients or employees).  

Lawyers should engage in continuous learning about AI biases 
and their implications in legal practice, and firms should 
establish policies and mechanisms to identify, report, and 
address potential AI biases. 

https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.4.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.2-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_1.5-Exec_Summary-Redline.pdf
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6147.
https://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=BPC&sectionNum=6148.
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_3.1-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_3.3-Exec_Summary-Redline.pdf
https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_8.4.1-Exec_Summary-Redline.pdf
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Applicable Authorities Practical Guidance 

Professional 
Responsibilities Owed to 
Other Jurisdictions  

Rule 8.5 

A lawyer should analyze the relevant laws and regulations of 
each jurisdiction in which a lawyer is licensed to ensure 
compliance with such rules. 

 

https://www.calbar.ca.gov/Portals/0/documents/rules/Rule_8.5-Exec_Summary-Redline.pdf


PROFESSIONAL ETHICS OF THE FLORIDA BAR 

Proposed Advisory Opinion 24-1  

[DATE] 

The Florida Bar Board of Governors has directed the Board Review 
Committee on Professional Ethics to issue an opinion regarding lawyers’ use of 
generative artificial intelligence (“AI”). The release of ChatGPT-3 in November 
2022 prompted wide-ranging debates regarding lawyers’ use of generative AI in 
the practice of law. While it is impossible to determine the impact generative AI 
will have on the legal profession, this opinion is intended to provide guidance to 
Florida Bar members regarding some of the ethical implications of these new 
programs. 

Generative AI are “deep-learning models” that compile data “to generate 
statistically probable outputs when prompted.” IBM, What is generative AI?, 
(April 20, 2023), https://research.ibm.com/blog/what-is-generative-AI (last 
visited 11/09/2023). Generative AI can create original images, analyze 
documents, and draft briefs based on written prompts. Often, these programs 
rely on large language models. The datasets utilized by generative AI large 
language models can include billions of parameters making it virtually 
impossible to determine how a program came to a specific result. Tsedel Neeley, 
8 Questions About Using AI Responsibly, Answered, Harv. Bus. Rev. (May 9, 
2023). 

While generative AI may have the potential to dramatically improve the 
efficiency of a lawyer’s practice, it can also pose a variety of ethical concerns. 
Among other pitfalls, lawyers are quickly learning that generative AI can 
“hallucinate” or create “inaccurate answers that sound convincing.” Matt 
Reynolds, vLex releases new generative AI legal assistant, A.B.A. J. (Oct. 17, 
2023), https://www.abajournal.com/web/article/vlex-releases-new-generative-
ai-legal-assistant (last visited 11/09/2023). In one particular incident, a federal 
judge sanctioned two unwary lawyers and their law firm following their use of 
false citations created by generative AI. Mata v. Avianca, 22-cv-1461, 2023 WL 
4114965, at 17 (S.D.N.Y. June 22, 2023). 

Even so, the judge’s opinion explicitly acknowledges that “[t]echnological 
advances are commonplace and there is nothing inherently improper about 
using a reliable artificial intelligence tool for assistance.” Id. at 1.  



Due to these concerns, lawyers using generative AI must take reasonable 
precautions to protect the confidentiality of client information, develop policies 
for the reasonable oversight of generative AI use, ensure fees and costs are 
reasonable, and comply with applicable ethics and advertising regulations.  

Confidentiality 

When using generative AI, a lawyer must protect the confidentiality of the 
client’s information as required by Rule 4-1.6 of the Rules Regulating The 
Florida Bar. The ethical duty of confidentiality is broad in its scope and applies 
to all information learned during a client’s representation, regardless of its 
source. Rule 4-1.6, Comment. Absent the client’s informed consent or an 
exception permitting disclosure, a lawyer may not reveal the information. In 
practice, the most common exception is found in subdivision (c)(1), which 
permits disclosure to the extent reasonably necessary to “serve the client’s 
interest unless it is information the client specifically requires not to be 
disclosed[.]” Rule 4-1.6(c)(1). Nonetheless, it is recommended that a lawyer 
obtain the affected client’s informed consent prior to utilizing a third-party 
generative AI program if the utilization would involve the disclosure of any 
confidential information.  

Rule 4-1.6(e) also requires a lawyer to “make reasonable efforts to 
prevent the inadvertent or unauthorized disclosure of, or unauthorized access 
to, information relating to the client’s representation.” Further, a lawyer’s duty 
of competence requires “an understanding of the benefits and risks associated 
with the use of technology[.]” Rule 4-1.1, Comment. 

When using a third-party generative AI program, lawyers must 
sufficiently understand the technology to satisfy their ethical obligations. For 
generative AI, this specifically includes knowledge of whether the program is 
“self-learning.” A generative AI that is “self-learning” continues to develop its 
responses as it receives additional inputs and adds those inputs to its existing 
parameters. Neeley, supra n. 2. Use of a “self-learning” generative AI raises the 
possibility that a client’s information may be stored within the program and 
revealed in response to future inquiries by third parties. 

Existing ethics opinions relating to cloud computing, electronic storage 
disposal, remote paralegal services, and metadata have addressed the duties of 
confidentiality and competence to prior technological innovations and are 
particularly instructive. In its discussion of cloud computing resources, Florida 



Ethics Opinion 12-3 cites to New York State Bar Ethics Opinion 842 and Iowa 
Ethics Opinion 11-01 to conclude that a lawyer should: 

• Ensure that the provider has an obligation to preserve the confidentiality 
and security of information, that the obligation is enforceable, and that 
the provider will notify the lawyer in the event of a breach or service of 
process requiring the production of client information; 

• Investigate the provider’s reputation, security measures, and policies, 
including any limitations on the provider’s liability; and 

• Determine whether the provider retains information submitted by the 
lawyer before and after the discontinuation of services or asserts 
proprietary rights to the information.  

While the opinions were developed to address cloud computing, these 
recommendations are equally applicable to a lawyer’s use of third-party 
generative AI when dealing with confidential information.  

 Florida Ethics Opinion 10-2 discusses the maintenance and disposition 
of electronic devices that contain storage media and provides that a lawyer’s 
duties extend from the lawyer’s initial receipt of the device through the device’s 
disposition, “including after it leaves the control of the lawyer.” Opinion 10-2 
goes on to reference a lawyer’s duty of supervision and to express that this 
duty “extends not only to the lawyer’s own employees but over entities outside 
the lawyer’s firm with whom the lawyer contracts[.]” Id. 

 Florida Ethics Opinion 07-2 notes that a lawyer should only allow an 
overseas paralegal provider access to “information necessary to complete the 
work for the particular client” and “should provide no access to information 
about other clients of the firm.” Additionally, while “[t]he requirement for 
informed consent from a client should be generally commensurate with the 
degree of risk involved[,]” including “whether a client would reasonably expect 
the lawyer or law firm to personally handle the matter and whether the non-
lawyers will have more than a limited role in the provision of the services.” Id. 
Again, this guidance seems equally applicable to a lawyer’s use of generative 
AI. 

 Finally, Florida Ethics Opinion 06-2 provides that a lawyer should take 
reasonable steps to safeguard the confidentiality of electronic communications, 
including the metadata attached to those communications, and that the 



recipient should not attempt to obtain metadata information that they know or 
reasonably should know is not intended for the recipient. In the event that the 
recipient inadvertently receives metadata information, the recipient must 
“promptly notify the sender,” as is required by Rule 4-4.4(b). Similarly, a lawyer 
using generative AI should take reasonable precautions to avoid the 
inadvertent disclosure of confidential information and should not attempt to 
access information previously provided to the generative AI by other lawyers.  

 It should be noted that confidentiality concerns may be mitigated by use 
of an inhouse generative AI rather than an outside generative AI where the data 
is hosted and stored by a third-party. If the use of a generative AI program does 
not involve the disclosure of confidential information to a third-party, a lawyer 
is not required to obtain a client’s informed consent pursuant to Rule 4-1.6.  

Oversight of Generative AI 

 While Rule 4-5.3(a) defines a nonlawyer assistant as a “a person,” many 
of the standards applicable to nonlawyer assistants provide useful guidance for 
a lawyer’s use of generative AI.  

 First, just as a lawyer must make reasonable efforts to ensure that a law 
firm has policies to reasonably assure that the conduct of a nonlawyer 
assistant is compatible with the lawyer’s own professional obligations, a lawyer 
must do the same for generative AI. Lawyers who rely on generative AI for 
research, drafting, communication, and client intake risk many of the same 
perils as those who have relied on inexperienced or overconfident nonlawyer 
assistants.  

 Second, a lawyer must review the work product of a generative AI in 
situations similar to those requiring review of the work of nonlawyer assistants 
such as paralegals. Lawyers are ultimately responsible for the work product 
that they create regardless of whether that work product was originally drafted 
or researched by a nonlawyer or generative AI.  

 Functionally, this means a lawyer must verify the accuracy and 
sufficiency of all research performed by generative AI. The failure to do so can 
lead to violations of the lawyer’s duties of competence (Rule 4-1.1), avoidance of 
frivolous claims and contentions (Rule 4-3.1), candor to the tribunal (Rule 4-
3.3), and truthfulness to others (Rule 4-4.1), in addition to sanctions that may 
be imposed by a tribunal against the lawyer and the lawyer’s client. 



 Third, these duties apply to nonlawyers “both within and outside of the 
law firm.” ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 498 
(2021); see Fla. Ethics Op. 07-2. The fact that a generative AI is managed and 
operated by a third-party does not obviate the need to ensure that its actions 
are consistent with the lawyer’s own professional and ethical obligations. 

 Further, a lawyer should carefully consider what functions may ethically 
be delegated to generative AI. Existing ethics opinions have identified tasks 
that a lawyer may or may not delegate to nonlawyer assistants and are 
instructive. First and foremost, a lawyer may not delegate to generative AI any 
act that could constitute the practice of law such as the negotiation of claims 
or any other function that requires a lawyer’s personal judgment and 
participation. 

 Florida Ethics Opinion 88-6 notes that, while nonlawyers may conduct 
the initial interview with a prospective client, they must: 

• Clearly identify their nonlawyer status to the prospective client; 

• Limit questions to the purpose of obtaining factual information from the 
prospective client; and 

• Not offer any legal advice concerning the prospective client’s matter or 
the representation agreement and refer any legal questions back to the 
lawyer. 

This guidance is especially useful as law firms increasingly utilize website 
chatbots for client intake. While generative AI may make these interactions 
seem more personable, it presents additional risks, including that a prospective 
client relationship or even a lawyer-client relationship has been created without 
the lawyer’s knowledge.  

The Comment to Rule 4-1.18 (Duties to Prospective Client) explains what 
constitutes a consultation: 

A person becomes a prospective client by consulting with a lawyer about 
the possibility of forming a client-lawyer relationship with respect to a 
matter. Whether communications, including written, oral, or electronic 
communications, constitute a consultation depends on the 
circumstances. For example, a consultation is likely to have occurred if a 
lawyer, either in person or through the lawyer’s advertising in any 
medium, specifically requests or invites the submission of information 



about a potential representation without clear and reasonably 
understandable warnings and cautionary statements that limit the 
lawyer’s obligations, and a person provides information in response. In 
contrast, a consultation does not occur if a person provides information 
to a lawyer in response to advertising that merely describes the lawyer’s 
education, experience, areas of practice, and contact information, or 
provides legal information of general interest. A person who 
communicates information unilaterally to a lawyer, without any 
reasonable expectation that the lawyer is willing to discuss the possibility 
of forming a client-lawyer relationship, is not a “prospective client” within 
the meaning of subdivision (a). 

Similarly, the existence of a lawyer-client relationship traditionally depends on 
the subjective reasonable belief of the client regardless of the lawyer’s intent. 
Bartholomew v. Bartholomew, 611 So. 2d 85, 86 (Fla. 2d DCA 1992). 

 For these reasons, a lawyer should be wary of utilizing an overly 
welcoming generative AI chatbot that may provide legal advice, fail to 
immediately identify itself as a chatbot, or fail to include clear and reasonably 
understandable disclaimers limiting the lawyer’s obligations.  

 Just as with nonlawyer staff, a lawyer should not instruct or encourage a 
client to rely solely on the “work product” of generative AI, such as due 
diligence reports, without the lawyer’s own personal review of that work 
product. 

Legal Fees and Costs 

Rule 4-1.5(a) prohibits lawyers from charging, collecting, or agreeing to 
fees or costs that are illegal or clearly excessive while subdivision (b) provides a 
list of factors to consider when determining whether a fee or cost is reasonable. 
A lawyer must communicate the basis for fees and costs to a client and it is 
preferable that the lawyer do so in writing. Rule 4-1.5(e). Contingent fees and 
fees that are nonrefundable in any part must be explained in writing. Rule 4-
1.5(e); Rule 4-1.5(f)(2). 

 Regarding costs, a lawyer may only ethically charge a client for the actual 
costs incurred on the individual client’s behalf and must not duplicate charges 
that are already accounted for in the lawyer’s overhead. See The Florida Bar v. 
Carlon, 820 So. 2d 891, 899 (Fla. 2002) (lawyer sanctioned for violations 
including a $500.00 flat administrative charge to each client’s file); ABA Comm. 



on Ethics and Prof’l Responsibility, Formal Op. 93-379 (1993) (lawyer should 
only charge clients for costs that reasonably reflect the lawyer’s actual costs); 
Rule 4-1.5(h) (lawyers accepting payment via a credit plan may only charge the 
actual cost imposed on the transaction by the credit plan). 

 Regarding fees, a lawyer may not ethically engage in any billing practices 
that duplicate charges or that falsely inflate the lawyer’s billable hours. Though 
generative AI programs may make a lawyer’s work more efficient, this increase 
in efficiency must not result in falsely inflated claims of time. In the alternative, 
lawyers may want to consider adopting contingent fee arrangements or flat 
billing rates for specific services so that the benefits of increased efficiency 
accrue to the lawyer and client alike. 

While a lawyer may separately itemize activities like paralegal research 
performed by nonlawyer personnel, the lawyer should not do so if those 
charges are already accounted for in the lawyer’s overhead. Fla. Ethics Op. 76-
33 & 76-38, Consolidated. In the alternative, the lawyer may need to consider 
crediting the nonlawyer time against the lawyer’s own fees. Id. Florida Ethics 
Opinion 07-2 discusses the outsourcing of paralegal services in contingent fee 
matters and explains: 

The law firm may charge a client the actual cost of the overseas provider 
[of paralegal services], unless the charge would normally be covered as 
overhead. However, in a contingent fee case, it would be improper to 
charge separately for work that is usually otherwise accomplished by a 
client’s own attorney and incorporated into the standard fee paid to the 
attorney, even if that cost is paid to a third party provider. 

 Additionally, a lawyer should have sufficient general knowledge to be 
capable of providing competent representation. See, e.g., Att’y Grievance 
Comm’n of Maryland v. Manger, 913 A.2d 1 (Md. 2006). “While it may be 
appropriate to charge a client for case-specific research or familiarization with 
a unique issue involved in a case, general education or background research 
should not be charged to the client.” Id. at 5. 

 In the context of generative AI, these standards require a lawyer to 
inform a client, preferably in writing, of the lawyer’s intent to charge a client 
the actual cost of using generative AI. In all instances, the lawyer must ensure 
that the charges are reasonable and are not duplicative. If a lawyer is unable to 
determine the actual cost associated with a particular client’s matter, the 
lawyer may not ethically prorate the periodic charges of the generative AI and 



instead should account for those charges as overhead. Finally, while a lawyer 
may charge a client for the reasonable time spent for case-specific research and 
drafting when using generative AI, the lawyer should be careful not to charge 
for the time spent developing minimal competence in the use of generative AI. 

 Lawyer Advertising 

 The advertising rules in Subchapter 4-7 of the Rules Regulating The 
Florida Bar include prohibitions on misleading content and unduly 
manipulative or intrusive advertisements.  

 Rule 4-7.13 prohibits a lawyer from engaging in advertising that is 
deceptive or inherently misleading. More specifically, subdivision (b) includes 
prohibitions on: 

(3) comparisons of lawyers or statements, words, or phrases that 
characterize a lawyer’s or law firm’s skills, experience, reputation, or 
record, unless the characterization is objectively verifiable; [and] 

…. 

(5) [use of] a voice or image that creates the erroneous impression that 
the person speaking or shown is the advertising lawyer or a lawyer or 
employee of the advertising firm unless the advertisement contains a 
clear and conspicuous disclaimer that the person is not an employee or 
member of the law firm[.] 

 As noted above, a lawyer should be careful when using generative AI 
chatbot for advertising and intake purposes as the lawyer will be ultimately 
responsible in the event the chatbot provides misleading information to 
prospective clients or communicates in a manner that is inappropriately 
intrusive or coercive. To avoid confusion or deception, a lawyer must inform 
prospective clients that they are communicating with an AI program and not 
with a lawyer or law firm employee. Additionally, while many visitors to a 
lawyer’s website voluntarily seek information regarding the lawyer’s services, a 
lawyer should consider including screening questions that limit the chatbot’s 
communications if a person is already represented by another lawyer.  

 Lawyers may advertise their use of generative AI but cannot claim their 
generative AI is superior to those used by other lawyers or law firms unless the 
lawyer’s claims are objectively verifiable. Whether a particular claim is capable 



of objective verification is a factual question that must be made on a case-by-
case basis. 

Conclusion 

 In sum, a lawyer may ethically utilize generative AI technologies but only 
to the extent that the lawyer can reasonably guarantee compliance with the 
lawyer’s ethical obligations. These obligations include the duties of 
confidentiality, avoidance of frivolous claims and contentions, candor to the 
tribunal, truthfulness in statements to others, avoidance of clearly excessive 
fees and costs, and compliance with restrictions on advertising for legal 
services. Lawyers should be cognizant that generative AI is still in its infancy 
and that these ethical concerns should not be treated as an exhaustive list. 
Rather, lawyers should continue to develop competency in their use of new 
technologies and the risks and benefits inherent in those technologies. 
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The Florida Bar Board of Governors has directed the Board Review 
Committee on Professional Ethics to issue an opinion regarding lawyers’ use of 
generative artificial intelligence (“AI”). The release of ChatGPT-3 in November 
2022 prompted wide-ranging debates regarding lawyers’ use of generative AI in 
the practice of law. While it is impossible to determine the impact generative AI 
will have on the legal profession, this opinion is intended to provide guidance to 
Florida Bar members regarding some of the ethical implications of these new 
programs. 

Generative AI are “deep-learning models” that compile data “to generate 
statistically probable outputs when prompted.” IBM, What is generative AI?, 
(April 20, 2023), https://research.ibm.com/blog/what-is-generative-AI (last 
visited 11/09/2023). Generative AI can create original images, analyze 
documents, and draft briefs based on written prompts. Often, these programs 
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language models can include billions of parameters making it virtually 
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2023). 

While generative AI may have the potential to dramatically improve the 
efficiency of a lawyer’s practice, it can also pose a variety of ethical concerns. 
Among other pitfalls, lawyers are quickly learning that generative AI can 
“hallucinate” or create “inaccurate answers that sound convincing.” Matt 
Reynolds, vLex releases new generative AI legal assistant, A.B.A. J. (Oct. 17, 
2023), https://www.abajournal.com/web/article/vlex-releases-new-generative-
ai-legal-assistant (last visited 11/09/2023). In one particular incident, a federal 
judge sanctioned two unwary lawyers and their law firm following their use of 
false citations created by generative AI. Mata v. Avianca, 22-cv-1461, 2023 WL 
4114965, at 17 (S.D.N.Y. June 22, 2023). 

Even so, the judge’s opinion explicitly acknowledges that “[t]echnological 
advances are commonplace and there is nothing inherently improper about 
using a reliable artificial intelligence tool for assistance.” Id. at 1.  



Due to these concerns, lawyers using generative AI must take reasonable 
precautions to protect the confidentiality of client information, develop policies 
for the reasonable oversight of generative AI use, ensure fees and costs are 
reasonable, and comply with applicable ethics and advertising regulations.  

Confidentiality 

A lawyer’s first responsibility when using generative AI should be the 
protection of When using generative AI, a lawyer must protect the 
confidentiality of the client’s information as required by Rule 4-1.6 of the Rules 
Regulating The Florida Bar. The ethical duty of confidentiality is broad in its 
scope and applies to all information learned during a client’s representation, 
regardless of its source. Rule 4-1.6, Comment. Absent the client’s informed 
consent or an exception permitting disclosure, a lawyer may not reveal the 
information. In practice, the most common exception is found in subdivision 
(c)(1), which permits disclosure to the extent reasonably necessary to “serve the 
client’s interest unless it is information the client specifically requires not to be 
disclosed[.]” Rule 4-1.6(c)(1). Nonetheless, it is recommended that a lawyer 
obtain the affected client’s informed consent prior to utilizing a third-party 
generative AI program if the utilization would involve the disclosure of any 
confidential information.  

Rule 4-1.6(e) also requires a lawyer to “make reasonable efforts to 
prevent the inadvertent or unauthorized disclosure of, or unauthorized access 
to, information relating to the client’s representation.” Further, a lawyer’s duty 
of competence requires “an understanding of the benefits and risks associated 
with the use of technology[.]” Rule 4-1.1, Comment. 

When using a third-party generative AI program, lawyers must 
sufficiently understand the technology to satisfy their ethical obligations. For 
generative AI, this specifically includes knowledge of whether the program is 
“self-learning.” A generative AI that is “self-learning” continues to develop its 
responses as it receives additional inputs and adds those inputs to its existing 
parameters. Neeley, supra n. 2. Use of a “self-learning” generative AI raises the 
possibility that a client’s information may be stored within the program and 
revealed in response to future inquiries by third parties. 

Existing ethics opinions relating to cloud computing, electronic storage 
disposal, remote paralegal services, and metadata have addressed the duties of 
confidentiality and competence to prior technological innovations and are 
particularly instructive. In its discussion of cloud computing resources, Florida 



Ethics Opinion 12-3 cites to New York State Bar Ethics Opinion 842 and Iowa 
Ethics Opinion 11-01 to conclude that a lawyer should: 

• Ensure that the provider has an obligation to preserve the confidentiality 
and security of information, that the obligation is enforceable, and that 
the provider will notify the lawyer in the event of a breach or service of 
process requiring the production of client information; 

• Investigate the provider’s reputation, security measures, and policies, 
including any limitations on the provider’s liability; and 

• Determine whether the provider retains information submitted by the 
lawyer before and after the discontinuation of services or asserts 
proprietary rights to the information.  

While the opinions were developed to address cloud computing, these 
recommendations are equally applicable to a lawyer’s use of third-party 
generative AI when dealing with confidential information.  

 Florida Ethics Opinion 10-2 discusses the maintenance and disposition 
of electronic devices that contain storage media and provides that a lawyer’s 
duties extend from the lawyer’s initial receipt of the device through the device’s 
disposition, “including after it leaves the control of the lawyer.” Opinion 10-2 
goes on to reference a lawyer’s duty of supervision and to express that this 
duty “extends not only to the lawyer’s own employees but over entities outside 
the lawyer’s firm with whom the lawyer contracts[.]” Id. 

 Florida Ethics Opinion 07-2 notes that a lawyer should only allow an 
overseas paralegal provider access to “information necessary to complete the 
work for the particular client” and “should provide no access to information 
about other clients of the firm.” Additionally, while “[t]he requirement for 
informed consent from a client should be generally commensurate with the 
degree of risk involved[,]” including “whether a client would reasonably expect 
the lawyer or law firm to personally handle the matter and whether the non-
lawyers will have more than a limited role in the provision of the services.” Id. 
Again, this guidance seems equally applicable to a lawyer’s use of generative 
AI. 

 Finally, Florida Ethics Opinion 06-2 provides that a lawyer should take 
reasonable steps to safeguard the confidentiality of electronic communications, 
including the metadata attached to those communications, and that the 



recipient should not attempt to obtain metadata information that they know or 
reasonably should know is not intended for the recipient. In the event that the 
recipient inadvertently receives metadata information, the recipient must 
“promptly notify the sender,” as is required by Rule 4-4.4(b). Similarly, a lawyer 
using generative AI should take reasonable precautions to avoid the 
inadvertent disclosure of confidential information and should not attempt to 
access information previously provided to the generative AI by other lawyers.  

 It should be noted that confidentiality concerns may be mitigated by use 
of an inhouse generative AI rather than an outside generative AI where the data 
is hosted and stored by a third-party. If the use of a generative AI program does 
not involve the disclosure of confidential information to a third-party, a lawyer 
is not required to obtain a client’s informed consent pursuant to Rule 4-1.6.  

Oversight of Generative AI 

 While Rule 4-5.3(a) defines a nonlawyer assistant as a “a person,” many 
of the standards applicable to nonlawyer assistants provide useful guidance for 
a lawyer’s use of generative AI.  

 First, just as a lawyer must make reasonable efforts to ensure that a law 
firm has policies to reasonably assure that the conduct of a nonlawyer 
assistant is compatible with the lawyer’s own professional obligations, a lawyer 
must do the same for generative AI. Lawyers who rely on generative AI for 
research, drafting, communication, and client intake risk many of the same 
perils as those who have relied on inexperienced or overconfident nonlawyer 
assistants.  

 Second, a lawyer must always review the work product of a generative AI 
just as the lawyer must do so for the in situations similar to those requiring 
review of the work of nonlawyer assistants such as paralegals. Lawyers are 
ultimately responsible for the work product that they create regardless of 
whether that work product was originally drafted or researched by a nonlawyer 
or generative AI.  

 Functionally, this means a lawyer must verify the accuracy and 
sufficiency of all research performed by generative AI. The failure to do so can 
lead to violations of the lawyer’s duties of competence (Rule 4-1.1), avoidance of 
frivolous claims and contentions (Rule 4-3.1), candor to the tribunal (Rule 4-
3.3), and truthfulness to others (Rule 4-4.1), in addition to sanctions that may 
be imposed by a tribunal against the lawyer and the lawyer’s client. 



 Third, these duties apply to nonlawyers “both within and outside of the 
law firm.” ABA Comm. on Ethics and Prof’l Responsibility, Formal Op. 498 
(2021); see Fla. Ethics Op. 07-2. The fact that a generative AI is managed and 
operated by a third-party does not obviate the need to ensure that its actions 
are consistent with the lawyer’s own professional and ethical obligations. 

 Further, a lawyer should carefully consider what functions may ethically 
be delegated to generative AI. Existing ethics opinions have identified tasks 
that a lawyer may or may not delegate to nonlawyer assistants and are 
instructive. First and foremost, a lawyer may not delegate to generative AI any 
act that could constitute the practice of law such as the negotiation of claims 
or any other function that requires a lawyer’s personal judgment and 
participation. 

 Florida Ethics Opinion 88-6 notes that, while nonlawyers may conduct 
the initial interview with a prospective client, they must: 

• Clearly identify their nonlawyer status to the prospective client; 

• Limit questions to the purpose of obtaining factual information from the 
prospective client; and 

• Not offer any legal advice concerning the prospective client’s matter or 
the representation agreement and refer any legal questions back to the 
lawyer. 

This guidance is especially useful as law firms increasingly utilize website 
chatbots for client intake. While generative AI may make these interactions 
seem more personable, it presents additional risks, including that a prospective 
client relationship or even a lawyer-client relationship has been created without 
the lawyer’s knowledge.  

The Comment to Rule 4-1.18 (Duties to Prospective Client) explains what 
constitutes a consultation: 

A person becomes a prospective client by consulting with a lawyer about 
the possibility of forming a client-lawyer relationship with respect to a 
matter. Whether communications, including written, oral, or electronic 
communications, constitute a consultation depends on the 
circumstances. For example, a consultation is likely to have occurred if a 
lawyer, either in person or through the lawyer’s advertising in any 
medium, specifically requests or invites the submission of information 



about a potential representation without clear and reasonably 
understandable warnings and cautionary statements that limit the 
lawyer’s obligations, and a person provides information in response. In 
contrast, a consultation does not occur if a person provides information 
to a lawyer in response to advertising that merely describes the lawyer’s 
education, experience, areas of practice, and contact information, or 
provides legal information of general interest. A person who 
communicates information unilaterally to a lawyer, without any 
reasonable expectation that the lawyer is willing to discuss the possibility 
of forming a client-lawyer relationship, is not a “prospective client” within 
the meaning of subdivision (a). 

Similarly, the existence of a lawyer-client relationship traditionally depends on 
the subjective reasonable belief of the client regardless of the lawyer’s intent. 
Bartholomew v. Bartholomew, 611 So. 2d 85, 86 (Fla. 2d DCA 1992). 

 For these reasons, a lawyer should be wary of utilizing an overly 
welcoming generative AI chatbot that may provide legal advice, fail to 
immediately identify itself as a chatbot, or fail to include clear and reasonably 
understandable disclaimers limiting the lawyer’s obligations.  

 Just as with nonlawyer staff, a lawyer should not instruct or encourage a 
client to rely solely on the “work product” of generative AI, such as due 
diligence reports, without the lawyer’s own personal review of that work 
product. 

Legal Fees and Costs 

Rule 4-1.5(a) prohibits lawyers from charging, collecting, or agreeing to 
fees or costs that are illegal or clearly excessive while subdivision (b) provides a 
list of factors to consider when determining whether a fee or cost is reasonable. 
A lawyer must communicate the basis for fees and costs to a client and it is 
preferable that the lawyer do so in writing. Rule 4-1.5(e). Contingent fees and 
fees that are nonrefundable in any part must be explained in writing. Rule 4-
1.5(e); Rule 4-1.5(f)(2). 

 Regarding costs, a lawyer may only ethically charge a client for the actual 
costs incurred on the individual client’s behalf and must not duplicate charges 
that are already accounted for in the lawyer’s overhead. See The Florida Bar v. 
Carlon, 820 So. 2d 891, 899 (Fla. 2002) (lawyer sanctioned for violations 
including a $500.00 flat administrative charge to each client’s file); ABA Comm. 



on Ethics and Prof’l Responsibility, Formal Op. 93-379 (1993) (lawyer should 
only charge clients for costs that reasonably reflect the lawyer’s actual costs); 
Rule 4-1.5(h) (lawyers accepting payment via a credit plan may only charge the 
actual cost imposed on the transaction by the credit plan). 

 Regarding fees, a lawyer may not ethically engage in any billing practices 
that duplicate charges or that falsely inflate the lawyer’s billable hours. Though 
generative AI programs may make a lawyer’s work more efficient, this increase 
in efficiency must not result in falsely inflated claims of time. In the alternative, 
lawyers may want to consider adopting contingent fee arrangements or flat 
billing rates for specific services so that the benefits of increased efficiency 
accrue to the lawyer and client alike. 

While a lawyer may separately itemize activities like paralegal research 
performed by nonlawyer personnel, the lawyer should not do so if those 
charges are already accounted for in the lawyer’s overhead. Fla. Ethics Op. 76-
33 & 76-38, Consolidated. In the alternative, the lawyer may need to consider 
crediting the nonlawyer time against the lawyer’s own fees. Id. Florida Ethics 
Opinion 07-2 discusses the outsourcing of paralegal services in contingent fee 
matters and explains: 

The law firm may charge a client the actual cost of the overseas provider 
[of paralegal services], unless the charge would normally be covered as 
overhead. However, in a contingent fee case, it would be improper to 
charge separately for work that is usually otherwise accomplished by a 
client’s own attorney and incorporated into the standard fee paid to the 
attorney, even if that cost is paid to a third party provider. 

 Additionally, a lawyer should have sufficient general knowledge to be 
capable of providing competent representation. See, e.g., Att’y Grievance 
Comm’n of Maryland v. Manger, 913 A.2d 1 (Md. 2006). “While it may be 
appropriate to charge a client for case-specific research or familiarization with 
a unique issue involved in a case, general education or background research 
should not be charged to the client.” Id. at 5. 

 In the context of generative AI, these standards require a lawyer to 
inform a client, preferably in writing, of the lawyer’s intent to charge a client 
the actual cost of using generative AI. In all instances, the lawyer must ensure 
that the charges are reasonable and are not duplicative. If a lawyer is unable to 
determine the actual cost associated with a particular client’s matter, the 
lawyer may not ethically prorate the periodic charges of the generative AI and 



instead should account for those charges as overhead. Finally, while a lawyer 
may charge a client for the reasonable time spent for case-specific research and 
drafting when using generative AI, the lawyer should be careful not to charge 
for the time spent developing minimal competence in the use of generative AI. 

 Lawyer Advertising 

 The advertising rules in Subchapter 4-7 of the Rules Regulating The 
Florida Bar include prohibitions on misleading content and unduly 
manipulative or intrusive advertisements.  

 Rule 4-7.13 prohibits a lawyer from engaging in advertising that is 
deceptive or inherently misleading. More specifically, subdivision (b) includes 
prohibitions on: 

(3) comparisons of lawyers or statements, words, or phrases that 
characterize a lawyer’s or law firm’s skills, experience, reputation, or 
record, unless the characterization is objectively verifiable; [and] 

…. 

(5) [use of] a voice or image that creates the erroneous impression that 
the person speaking or shown is the advertising lawyer or a lawyer or 
employee of the advertising firm unless the advertisement contains a 
clear and conspicuous disclaimer that the person is not an employee or 
member of the law firm[.] 

 As noted above, a lawyer should be careful when using a generative AI 
chatbot for advertising and intake purposes as the lawyer will be ultimately 
responsible in the event the chatbot provides misleading information to 
prospective clients or communicates in a manner that is inappropriately 
intrusive or coercive. To avoid confusion or deception, a lawyer should must 
inform prospective clients that they are communicating with an AI program 
and not with a lawyer or law firm employee. Additionally, while many visitors to 
a lawyer’s website voluntarily seek information regarding the lawyer’s services, 
a lawyer should consider including screening questions that limit the chatbot’s 
communications if a person is already represented by another lawyer.  

 Lawyers may advertise their use of generative AI but cannot claim their 
generative AI is superior to those used by other lawyers or law firms unless the 
lawyer’s claims are objectively verifiable. Whether a particular claim is capable 



of objective verification is a factual question that must be made on a case-by-
case basis. 

Conclusion 

 In sum, a lawyer may ethically utilize generative AI technologies but only 
to the extent that the lawyer can reasonably guarantee compliance with the 
lawyer’s ethical obligations. These obligations include the duties of 
confidentiality, avoidance of frivolous claims and contentions, candor to the 
tribunal, truthfulness in statements to others, avoidance of clearly excessive 
fees and costs, and compliance with restrictions on advertising for legal 
services. Lawyers should be cognizant that generative AI is still in its infancy 
and that these ethical concerns should not be treated as an exhaustive list. 
Rather, lawyers should continue to develop competency in their use of new 
technologies and the risks and benefits inherent in those technologies. 



NOTICE TO THE BAR 

LEGAL PRACTICE: PRELIMINARY GUIDELINES ON THE USE OF 

ARTIFICIAL INTELLIGENCE BY NEW JERSEY LA WYERS 

Artificial intelligence (AI) includes a variety of rapidly evolving 
technologies with significant capabilities as well as significant risks. In 
furtherance of its responsibility to uphold the highest level of professionalism 
among lawyers, the New Jersey Supreme Court seeks to balance the benefits of 
innovation while safeguarding against the potential harms of misuse. To that 
end, the Court here provides preliminary guidelines on the use of AI to support 
lawyers who practice in New Jersey and the clients who depend on those 
lawyers. 

Supreme Court Committee on AI and the Courts 

The Supreme Court Committee on Artificial Intelligence and the Courts, 
which includes private and public lawyers, as well as judges, Judiciary leaders, 
technologists, and experts in academia and media, recommended these initial 
guidelines to support lawyers in continuing to comply with the existing Rules 
of Professional Conduct (RPCs) and the Rules of Court. 

The attached preliminary guidelines are intended to inform and assist 
lawyers in navigating their ethical responsibilities in light of the current and 
anticipated effects of AI -- in particular generative AI -- on legal practice. 

Questions and Suggestions 

Lawyers with specific questions about their own prospective conduct 
related to the use of AI should continue to seek direction from the Attorney 
Ethics Hotline at (609) 815-2924 or in writing to Court-Use-of­
Al.mbx@njcourts.gov. As always, the identity of lawyers who pose such 
specific questions will remain confidential. However, the issues raised by 
such inquiries may inform the development of future, more detailed guidance 
regarding the ethical use of AI in the practice of law. 

While these interim guidelines are effective immediately, the Supreme 
Court also invites comments and questions on the use of AI in legal practice, 
including suggestions of potential use cases for lawyers and the courts. 
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Questions regarding this notice should be directed to the Office of the 

Administrative Director of the Courts at (609) 376-3000. Written inquiries and 

any comments on the preliminary guidelines should be submitted via email to 

Comments.Mailbox@njcourts.gov. 

Stuart Rabner 

Chief Justice 

Dated: January 24, 2024 
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Glenn A. Grant, J.A.D. 

Acting Administrative Director 
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PRELIMINARY GUIDELINES ON NEW JERSEY LAWYERS' USE 

OF ARTIFICIAL INTELLIGENCE 

Artificial intelligence (AI) refers to a machine-based system that can 

make predictions, recommendations, or decisions. AI systems use machine 
and human-based inputs to perceive environments, abstract such perceptions 

into models through automated analysis, and use model inference to formulate 

options. While various forms of AI have been widely used for years, the 

advent of generative artificial intelligence (Gen AI) -- a subset of AI in which 

machine-based systems create text or images based on predictive models 
derived from training with large datasets -- has elevated interest in and use of 
AI in legal and other professions. These preliminary guidelines refer generally 

to AI with the understanding that certain provisions relate primarily to 

generative Al. The ongoing integration of AI into other technologies suggests 

that its use soon will be unavoidable, including for lawyers. While AI 

potentially has many benefits, it also presents ethical concerns. For instance, 
AI can "hallucinate" and generate convincing, but false, information. These 
circumstances necessitate interim guidance on the ethical use of AI, with the 
understanding that more detailed guidelines can be developed as we learn more 

about its capacities, limits, and risks. 

Artificial Intelligence Does Not Change Lawyers' Duties 

Lawyers in some jurisdictions improperly relied on Gen AI to generate 

content, which in some cases resulted in the submission to courts of briefs 
containing references to fake case law ( which those lawyers did not check 
before or after submission). At the other end of the spectrum, reputable 

resources including LexisNexis and Westlaw promise to improve the quality of 

legal practice through the integration of AI to provide faster, more reliable 
legal research and writing assistance. Larger law firms are continuing to 

develop in-house AI systems while vendors are marketing AI-facilitated 
contract review and administrative support to smaller firms and solo 
practitioners. In this complex and evolving landscape, lawyers must decide 

whether and to what extent AI can be used so as to maintain compliance with 
ethical standards without falling behind their colleagues. 

The core ethical responsibilities of lawyers, as outlined in the Rules of 
Professional Conduct (RPCs) are unchanged by the integration of AI in legal 

practice, as was true with the introduction of computers and the internet. AI 
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tools must be employed with the same commitment to diligence, 

confidentiality, honesty, and client advocacy as traditional methods of legal 

practice. While AI does not change the fundamental duties of legal 

professionals, lawyers must be aware of new applications and potential 

challenges in the discharge of such responsibilities. As with any disruptive 
technology, a lack of careful engagement with AI could lead to ethical 
violations, underscoring the need for lawyers to adapt their practices mindfully 

and ethically in this evolving landscape. This notice highlights particular 

RPCs that may be implicated by the use of AI, with the understanding that 

such references are not intended to be exhaustive. 

Accuracy and Truthfulness 

A lawyer has a duty to be accurate and truthful. RPC 3 .1 provides that a 
lawyer may not "assert or controvert an issue ... unless the lawyer knows or 

reasonably believes that there is a basis in law and fact for doing so that is not 

frivolous .... " RPC 4 .1 ( a )(1) prohibits a lawyer from making a false 

statement of material fact or law. And RPC 8.4( c) states that it is misconduct 

for a lawyer to "engage in conduct involving dishonesty, fraud, deceit, or 
misrepresentation." Because AI can generate false information, a lawyer has 

an ethical duty to check and verify all information generated by AI to ensure 
that it is accurate. Failure to do so may result in violations of the RPCs. 

Honesty, Candor, and Communication 

RPC 3 .3 requires a lawyer to uphold candor to the tribunal, including by 

not knowingly making "a false statement of material fact or law .... " or 
offering "evidence that the lawyer knows to be false .... " RPC 3.3(a)(l); 

RPC 3.3(a)(4). A lawyer who uses AI in the preparation of legal pleadings, 
arguments, or evidence remains responsible to ensure the validity of those 

submissions. While the RPCs do not require a lawyer to disclose the use of AI, 
such use does not provide an excuse for the submission of false, fake, or 
misleading content. The RPCs prohibit a lawyer from using AI to manipulate 
or create evidence and prohibit a lawyer from allowing a client to use AI to 
manipulate or create evidence. See,~' RPC l.2(d); RPC 1.4(d); RPC 3.4(b). 

RPC 1.2 provides that a lawyer must "abide by a client's decisions 
concerning the scope and objectives of representation ... and as required by 

4 



RPC 1.4 shall consult with the client about the means to pursue them." RPC 

1.4(b ), in turn, provides that a lawyer must promptly comply with a client's 

reasonable requests for information, and RPC 1.4( c) provides that a lawyer 
must provide sufficient explanation for a client to make informed decisions 

regarding the representation. Those RPCs do not impose an affirmative 
obligation on lawyers to tell clients every time that they use AI. However, if a 

client asks if the lawyer is using AI, or if the client cannot make an informed 

decision about the representation without knowing that the lawyer is using AI, 
then the lawyer has an obligation to inform the client of the lawyer's use of AI. 
As to client interactions, a lawyer can use AI to "explain a matter to the extent 

reasonably necessary to permit the client to make informed decisions .... " 
consistent with RPC 1.4, but the lawyer must continue to oversee such 

communications to ensure accuracy. 

Confidentiality 

RPC 1.6 provides that "[a] lawyer shall not reveal information relating to 
representation of a client unless the client consents after consultation .... " To 

uphold this core duty, a lawyer must not only avoid intentional disclosure of 

confidential information but must also "make reasonable efforts to prevent the 

inadvertent or unauthorized disclosure of, or unauthorized access to, 

information related to the representation of a client." RPC 1.6(f). Today, the 

market is replete with an array of AI tools, including some specifically 
designed for lawyers, as well as others in development for use by law firms. A 
lawyer is responsible to ensure the security of an AI system before entering 

any non-public client information. 

Prevention of Misconduct, Including Discrimination 

A lawyer must not engage in misconduct, including "conduct involving 
dishonesty, fraud, deceit or misrepresentation;" "conduct that is prejudicial to 

the administration of justice;" and "conduct involving discrimination .... " 

RPC 8.4(c); 8.4(d); 8.4(g). Those duties are addressed in part by the ongoing 

requirements to ensure accuracy (and avoid falsification) of communications 
with clients and the court. 

5 



Oversight 

Law firms and lawyers are responsible for overseeing other lawyers and 

nonlawyer staff, as well as law students and interns, as they may be held 

responsible for ethical violations by those individuals. See, e.g., RPC 5.1 

(Responsibilities of Partners, Supervisory Lawyers, and Law Firms); RPC 5 .2 

(Responsibilities of a Subordinate Lawyer); RPC 5.3 (Responsibilities 
Regarding Nonlawyer Assistance). This requirement extends to ensuring the 

ethical use of AI by other lawyers and nonlawyer staff. 

Conclusion 

These preliminary guidelines are intended to assist lawyers in complying 

with the existing RPCs, which remain unchanged by the availability and use of 

Al. The references to specific RPCs are intended for illustration and not as an 

exhaustive list. For instance, the use of AI likely will affect lawyer billing 
practices and advertising. See, e.g., RPC 1.5 (Fees); RPC 7.2 (Advertising). 
Those and other specific applications can be addressed in future guidelines if 

and as needed. 
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North Carolina State Bar Ethics Committee 
 

Proposed 2024 Formal Ethics Opinion 1 Use of Artificial Intelligence in a Law Practice 

January 18, 2024 

Proposed opinion discusses a lawyer’s professional responsibility when using artificial 
intelligence in a law practice. 

Editor’s Note: There is an increasingly vast number of helpful resources on understanding 
Artificial Intelligence and the technology’s interaction with the legal profession. The resources 
referenced in this opinion are not exhaustive but are intended to serve as a starting point for a 
lawyer’s understanding of the topic. Over time, this editor’s note may be updated as additional 
resources are published that staff concludes would be beneficial to lawyers. 

Background 

“Artificial intelligence” (hereinafter, “AI”) is a broad and evolving term encompassing myriad 
programs and processes with myriad capabilities. While a single definition of AI is not yet 
settled (and likely impossible), for the purposes of this opinion, the term “AI” refers to “a 
machine-based system that can, for a given set of human-defined objectives, make predictions, 
recommendations or decisions influencing real or virtual environments.” Nat’l Artificial 
Intelligence Initiative Act of 2020, Div. E, sec. 5002(3) (2021). Said in another, over-simplified 
way, AI is the use of computer science and extensive data sets to enable problem solving or 
decision-making, often through the implementation of sophisticated algorithms. AI encompasses, 
but is not limited to, both extractive and generative AI,1 natural language processing, large 
language models, and any number of machine learning processes.2 Examples of law-related AI 
programs range from online electronic legal research and case management software to e-
discovery tools and programs that draft legal documents (e.g., a trial brief, will, etc.) based upon 
the lawyer’s input of information that may or may not be client-specific. 

Most lawyers have likely used some form of AI when practicing law, even if they didn’t realize 
it (e.g., widely used online legal research subscription services utilize a type of extractive AI, or 
a program that “extracts” information relevant to the user’s inquiry from a large set of existing 
data upon which the program has been trained). Within the year preceding the date of this 
opinion, generative AI programs that create products in response to a user’s request based upon a 
large set of existing data upon which the program has been trained (e.g., Chat-GPT) have grown 
in capability and popularity, generating both positive and negative reactions regarding the 
integration of these technological breakthroughs in the legal profession.3 It is unquestioned that 
AI can be used in the practice of law to increase efficiency and consistency in the provision of 
legal services. However, AI and its work product can be inaccurate or unreliable despite its 
appearance of reliability when used during the provision of legal services.4 

  



Inquiry #1: 

Considering the advantages and disadvantages of using AI in the provision of legal services, is a 
lawyer permitted to use AI in a law practice? 

Opinion #1: 

Yes, provided the lawyer uses any AI program, tool, or resource competently, securely to protect 
client confidentiality, and with proper supervision when relying upon or implementing the AI’s 
work product in the provision of legal services. 

On the spectrum of law practice resources, AI falls somewhere between programs, tools, and 
processes readily used in law practice today (e.g. case management systems, trust account 
management programs, electronic legal research, etc.) and nonlawyer support staff (e.g. 
paralegals, summer associates, IT professionals, etc.). Nothing in the Rules of Professional 
Conduct specifically addresses, let alone prohibits, a lawyer’s use of AI in a law practice. 
However, should a lawyer choose to employ AI in a practice, the lawyer must do so competently, 
the lawyer must do so securely, and the lawyer must exercise independent judgment in 
supervising the use of such processes. 

Rule 1.1 prohibits lawyers from “handl[ing] a legal matter that the lawyer knows or should know 
he or she is not competent to handle[,]” and goes on to note that “[c]ompetent representation 
requires the legal knowledge, skill, thoroughness, and preparation reasonably necessary for the 
representation.” Comment 8 to Rule 1.1 recognizes the reality of advancements in technology 
impacting a lawyer’s practice, and states that part of a lawyer’s duty of competency is to “keep 
abreast of changes in the law and its practice, including the benefits and risks associated with the 
technology relevant to the lawyer’s practice[.]” Rule 1.6(c) requires a lawyer to “make 
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized 
access to, information relating to the representation of a client.” Rule 5.3 requires a lawyer to 
“make reasonable efforts to ensure that the firm or organization has in effect measures giving 
reasonable assurance that the nonlawyer’s conduct is compatible with the professional 
obligations of the lawyer[,]” and further requires that “a lawyer having direct supervisory 
authority over the nonlawyer shall make reasonable efforts to ensure that the nonlawyer's 
conduct is compatible with the professional obligations of the lawyer[.]” Rules 5.3(a) and (b). 
The requirements articulated in Rule 5.3 apply to nonlawyer assistants within a law firm as well 
as those outside of a law firm that are engaged to provide assistance in the lawyer’s provision of 
legal services to clients, such as third-party software companies. See 2011 FEO 6 (“Although a 
lawyer may use nonlawyers outside of the firm to assist in rendering legal services to clients, 
Rule 5.3(a) requires the lawyer to make reasonable efforts to ensure that the services are 
provided in a manner that is compatible with the professional obligations of the lawyer.”). 

A lawyer may use AI in a variety of manners in connection with a law practice, and it is a 
lawyer’s responsibility to exercise independent professional judgment in determining how (or if) 
to use the product of an AI tool in furtherance of the representation of a client. From discovery 
and document review to legal research, drafting contracts, and aggregating/analyzing data trends, 
the possibilities for employing AI in a law practice are increasingly present and constantly 
evolving. A lawyer’s decision to use and rely upon AI to assist in the lawyer’s representation of a 
client is generally hers alone and one to be determined depending upon a number of factors, 
including the impact of such services, the cost of such services, and the reliability of the 



processes.5 This opinion does not attempt to dictate when and how AI is appropriate for a law 
practice. 

Should a lawyer decide to employ AI in the representation of a client, however, the lawyer is 
fully responsible for the use and impact of AI in the client’s case. The lawyer must use the AI 
tool in a way that meets the competency standard set out in Rule 1.1. Like other software, the 
lawyer employing an AI tool must educate herself on the benefits and risks associated with the 
tool, as well as the impact of using the tool on the client’s case. Educational efforts include, but 
are not limited to, reviewing current and relevant resources on AI broadly and on the specific 
program intended for use during the provision of legal services. A lawyer that inputs confidential 
client information into an AI tool must take steps to ensure the information remains secure and 
protected from unauthorized access or inadvertent disclosure per Rule 1.6(c). Additionally, a 
lawyer utilizing an outside third-party company’s AI program or service must make reasonable 
efforts to ensure that the program or service used is compatible with the lawyer’s responsibilities 
under the Rules of Professional Conduct pursuant to Rule 5.3. Whether the lawyer is reviewing 
the results of a legal research program, a keyword search of emails for production during 
discovery, proposed reconciliations of the lawyer’s trust account prepared by a long-time 
assistant, or a risk analysis of potential borrowers for a lender-client produced by an AI process, 
the lawyer is individually responsible for reviewing, evaluating, and ultimately relying upon the 
work produced by someone—or something—other than the lawyer. 

Inquiry #2: 

May a lawyer provide or input a client’s documents, data, or other information to a third-party 
company’s AI program for assistance in the provision of legal services? 

Opinion #2: 

Yes, provided the lawyer has satisfied herself that the third-party company’s AI program is 
sufficiently secure and complies with the lawyer’s obligations to ensure any client information 
will not be inadvertently disclosed or accessed by unauthorized individuals pursuant to Rule 
1.6(c). 

At the outset, the Ethics Committee does not opine on whether the information shared with an AI 
tool violates the attorney-client privilege, as the issue is a legal question and outside the scope of 
the Rules of Professional Conduct. A lawyer should research and resolve any question on 
privilege prior to engaging with a third-party company’s AI program for use in the provision of 
legal services to a client, particularly if client-specific information will be provided to the AI 
program. 

This inquiry is akin to any lawyer providing confidential information to a third-party software 
program (practice management, cloud storage, etc.), on which the Ethics Committee has 
previously opined. As noted above, a lawyer has an obligation to “make reasonable efforts to 
prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information 
relating the representation of the client.” Rule 1.6(c). What constitutes “reasonable efforts” will 
vary depending on the circumstances related to the practice and representation, as well as a 
variety of factors including the sensitivity of the information and the cost or benefit of employing 
additional security measures to protect the information. Rule 1.6, cmt. [19]. Ultimately, “[a] 
lawyer must take steps to minimize the risk that confidential client information will be disclosed 



to other clients or to third parties” when using technology to handle, communicate, analyze, or 
otherwise interact with confidential client information. 2008 FEO 5; see also 2005 FEO 10; 2011 
FEO 6. 

The Ethics Committee in 2011 FEO 6 recognized that employing a third-party company’s 
services/technology with regards to confidential client information requires a lawyer to exercise 
reasonable care when selecting a vendor. The opinion states: 

[W]hile the duty of confidentiality applies to lawyers who choose to use technology to 
communicate, this obligation does not require that a lawyer use only infallibly secure methods of 
communication. Rather, the lawyer must use reasonable care to select a mode of communication 
that, in light of the circumstances, will best protect confidential client information and the lawyer 
must advise effected parties if there is reason to believe that the chosen communications 
technology presents an unreasonable risk to confidentiality....A lawyer must fulfill the duties to 
protect confidential client information and to safeguard client files by applying the same 
diligence and competency to manage the risks of [technology] that the lawyer is required to 
apply when representing clients. 

2011 FEO 6 (internal citations omitted). In exercising reasonable care, the opinion discusses a 
sample of considerations for evaluating whether a particular third-party company’s services are 
compatible with the lawyer’s professional responsibility, including: 

• The experience, reputation, and stability of the company; 
• Whether the terms of service include an agreement on how the company will handle 
confidential client information, including security measures employed by the company to 
safeguard information provided by the lawyer; and 
• Whether the terms of service clarify how information provided to the company will be retrieved 
by the lawyer or otherwise safely destroyed if not retrieved should the company go out of 
business, change ownership, or if services are terminated. 

2011 FEO 6; see Rule 5.3. A proposed ethics opinion from the Florida Bar on a lawyer’s use of 
AI adds that lawyers should “[d]etermine whether the provider retains information submitted by 
the lawyer before and after the discontinuation of services or asserts proprietary rights to the 
information” when determining whether a third-party company’s technological services are 
compatible with the lawyer’s duty of confidentiality. See Florida Bar Proposed Advisory 
Opinion 24-1 (published Nov. 13, 2023). 

Furthermore, this duty of reasonable care continues beyond initial selection of a service, 
program, or tool and extends throughout the lawyer’s use of the service. A lawyer should 
continuously educate herself on the selected technology and developments thereto—both 
individually and by “consult[ing] periodically with professionals competent in the area of online 
security”—and make necessary adjustments (including abandonment, if necessary) when 
discoveries are made that call into question services previously thought to be secure. 2011 FEO 
6. 

The aforementioned considerations—including the consideration regarding ownership of 
information articulated by the Florida Bar opinion—are equally applicable to a lawyer’s 
selection and use of a third-party company’s AI service/program. Just as with any third-party 
service, a lawyer has a duty under Rule 5.3 to make reasonable efforts to ensure the third-party 



AI program or service is compatible with the lawyer’s professional responsibility, particularly 
with regards to the lawyer’s duty of confidentiality pursuant to Rule 1.6. Importantly, some 
current AI programs are publicly available to all consumers/users, and the nature of these AI 
programs are to retain and train itself based on the information provided by any user of its 
program. Lawyers should educate themselves on the nature of any publicly available AI program 
intended to be used in the provision of legal services, with particular focus on whether the AI 
program will retain and subsequently use the information provided by the user. Generally, and as 
of the date of this opinion, lawyers should avoid inputting client-specific information into 
publicly available AI resources. 

Inquiry #3: 

If a firm were to have an AI software tool initially developed by a third-party but then used the 
AI tool in-house using law firm owned servers and related infrastructure, does that change the 
data security requirement analysis in Opinion #2? 

Opinion #3: 

No. Lawyer remains responsible for keeping the information secure pursuant to Rule 1.6(c) 
regardless of the program’s location. While an in-house program may seem more secure because 
the program is maintained and run using local servers, those servers may be more vulnerable to 
attack because a lawyer acting independently may not be able to match the security features 
typically employed by larger companies whose reputations are built in part on security and 
customer service. A lawyer who plans to independently store client information should consult 
an information technology/cybersecurity expert about steps needed to adequately protect the 
information stored on local servers. 

Relatedly, AI programs developed for use in-house or by a particular law practice may also be 
derivatives of a single, publicly available AI program; as such, some of these customized 
programs may continue to send information inputted into the firm-specific program back to the 
central program for additional use or training. Again, prior to using such a program, a lawyer 
must educate herself on the nuances and operation of the program to ensure client information 
will remain protected in accordance with the lawyer’s professional responsibility. The list of 
considerations found in Opinion #2 offers a starting point for questions to explore when 
identifying, evaluating, and selecting a vendor. 

Inquiry #4: 

If a lawyer signs a pleading based on information generated from AI, is there variation from 
traditional or existing ethical obligations and expectations placed on lawyers signing pleadings 
absent AI involvement? 

Opinion #4: 

No. A lawyer may not abrogate her responsibilities under the Rules of Professional Conduct by 
relying upon AI. Per Rule 3.1, a lawyer is prohibited from bringing or defending “a proceeding, 
or assert[ing] or controvert[ing] an issue therein, unless there is a basis in law and fact for doing 
so that is not frivolous[.]” A lawyer’s signature on a pleading also certifies the lawyer’s good 
faith belief as to the factual and legal assertions therein. See N.C. R. Civ. Pro. 11 (“The signature 
of an attorney...constitutes a certificate by him that he has read the pleading, motion, or other 



paper; that to the best of his knowledge, information, and belief formed after reasonable inquiry 
it is well grounded in fact and is warranted by existing law or a good faith argument for the 
extension, modification, or reversal of existing law, and that it is not interposed for any improper 
purpose, such as to harass or to cause unnecessary delay or needless increase in the cost of 
litigation.”). If the lawyer employs AI in her practice and adopts the tool’s product as her own, 
the lawyer is professionally responsible for the use of the tool’s product. See Opinion #1. 

Inquiry #5: 

If a lawyer uses AI to assist in the representation of a client, is the lawyer under any obligation to 
inform the client that the lawyer has used AI in furtherance of the representation or legal services 
provided? 

Opinion #5: 

The answer to this question depends on the type of technology used, the intended product from 
the technology, and the level of reliance placed upon the technology/technology’s product. 
Ultimately, the attorney/firm will need to evaluate each case and each client individually. Rule 
1.4(b) requires an attorney to explain a matter to her client “to the extent reasonably necessary to 
permit the client to make informed decisions regarding the representation.” Generally, a lawyer 
need not inform her client that she is using an AI tool to complete ordinary tasks, such as 
conducting legal research or generic case/practice management. However, if a lawyer delegates 
substantive tasks in furtherance of the representation to an AI tool, the lawyer’s use of the tool is 
akin to outsourcing legal work to a nonlawyer, for which the client’s advanced informed consent 
is required. See 2007 FEO 12. Additionally, if the decision to use or not use an AI tool in the 
case requires the client’s input with regard to fees, the lawyer must inform and seek input from 
the client. 

Inquiry #6: 

Lawyer has an estate planning practice and bills at the rate of $300 per hour. Lawyer has 
integrated an AI program into the provision of legal services, resulting in increased efficiency 
and work output. For example, Lawyer previously spent approximately three hours drafting 
standard estate planning documents for a client; with the use of AI, Lawyer now spends only one 
hour preparing those same documents for a client. May Lawyer bill the client for the three hours 
of work that the prepared estate documents represent? 

Opinion #6: 

No, Lawyer may not bill a client for three hours of work when only one hour of work was 
actually experienced. A lawyer’s billing practices must be accurate, honest, and not clearly 
excessive. Rules 7.1, 8.4(c), and 1.5(a); see also 2022 FEO 4. If the use of AI in Lawyer’s 
practice results in greater efficiencies in providing legal services, Lawyer may enjoy the benefit 
of those new efficiencies by completing more work for more clients; Lawyer may not 
inaccurately bill a client based upon the “time-value represented” by the end product should 
Lawyer not have used AI when providing legal services. 

Rather than billing on an hourly basis, Lawyer may consider billing clients a flat fee for the 
drafting of documents—even when using AI to assist in drafting—provided the flat fee charged 
is not clearly excessive and the client consents to the billing structure. See 2022 FEO 4. 



Relatedly, Lawyer may also bill a client for actual expenses incurred when employing AI in the 
furtherance of a client’s legal services, provided the expenses charged are accurate, not clearly 
excessive, and the client consents to the charge, preferably in writing. See Rule 1.5(b). Lawyer 
may not bill a general “administrative fee” for the use of AI during the representation of a client; 
rather, any cost charged to a client based on Lawyer’s use of AI must be specifically identified 
and directly related to the legal services provided to the client during the representation. For 
example, if Lawyer has generally incorporated AI into her law practice for the purpose of case 
management or drafting assistance upon which Lawyer may or may not rely when providing 
legal services to all clients, Lawyer may not bill clients a generic administrative fee to offset the 
costs Lawyer experiences related to her use of AI. However, if Lawyer employs AI on a limited 
basis for a single client to assist in the provision of legal services, Lawyer may charge those 
expenses to the client provided the expenses are accurate, not clearly excessive, and the client 
consents to the expense and charge, preferably in writing.  

Endnotes 
1. For a better understanding of the differences between extractive and generative AI, see Jake 
Nelson, Combining Extractive and Generative AI for New Possibilities, LexisNexis (June 6, 
2023), lexisnexis.com/community/insights/legal/b/thought-leadership/posts/combining-
extractive-and-generative-ai-for-new-possibilities (last visited January 10, 2024). 

2. For an overview of the state of AI as of the date of this opinion, see What is Artificial 
Intelligence (AI)?, IBM, ibm.com/topics/artificial-intelligence (last visited January 10, 2024). 
For information on how AI relates to the legal profession, see AI Terms for Legal Professionals: 
Understanding What Powers Legal Tech, LexisNexis (March 20, 2023), 
lexisnexis.com/community/insights/legal/b/thought-leadership/posts/ai-terms-for-legal-
professionals-understanding-what-powers-legal-tech (last visited January 10, 2024). 

3. John Villasenor, How AI Will Revolutionize the Practice of Law, Brookings Institution (March 
20, 2023), brookings.edu/articles/how-ai-will-revolutionize-the-practice-of-law/ (last visited 
January 10, 2024); Steve Lohr, AI is Coming for Lawyers Again, New York Times (April 10, 
2023), nytimes.com/2023/04/10/technology/ai-is-coming-for-lawyers-again.html (last visited 
January 10, 2024). 

4. Larry Neumeister, Lawyers Blame ChatGPT for Tricking Them Into Citing Bogus Case Law, 
AP News (June 8, 2023), apnews.com/article/artificial-intelligence-chatgpt-courts-
e15023d7e6fdf4f099aa 122437dbb59b (last visited January 10, 2024). 

5. In certain circumstances a lawyer may need to consult a client about employing AI in the 
provision of legal services to that client, see Opinion #5, below.  

The Ethics Committee welcomes feedback on the proposed opinion; feedback should be sent 
to ethicscomments@ncbar.gov. 
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