PRIVACY POLICY
Effective date: February 11, 2020, rev. March 19, 2020
1. Introduction
A. MITRE has written this privacy policy (the “Policy”) to explain and inform you how and
when MITRE collects, uses, safeguards, and discloses the information you provide when
you use SQUINT and the choices you have associated with that information. Please
carefully review this Policy.
B. By using SQUINT, you agree to the collection and use of information in accordance with
this Policy. This Policy is expressly made a part of the SQUINT™ USE AGREEMENT.
2. Scope of the Policy
A. This Policy applies to information you provide to MITRE or that MITRE collects
automatically when you access, use, interact, or register with SQUINT.
B. Subscription to SQUINT requires that a User be authenticated by MITRE, which requires
that the SQUINT application collect the following personally identifiable information
(“Information”):
•
•
•
•

Name
Email address
Enrolling organization (Professional affiliation)
Mobile telephone number

3. Use and Sharing of Information
A. Information collected will be transmitted to and stored on a secure and password
protected file location residing on MITRE’s National Institute of Standards and
Technology (NIST) Special Publications (SP) 800-171 compliant network.
B. Information will be used by MITRE to authenticate a User’s profile and to ensure that
SQUINT reports are returned to the submitting User and for providing the User SQUINT
application software updates.
C. Information obtained from the User will not be sold by MITRE any third party.
D. Information is anonymized during aggregation and analysis.

E. MITRE may also use non-personally identifiable information received to monitor the
usage, address technical issues, and maintain or improve the effectiveness and
functionality of SQUINT.
4. Cookies
SQUINT that is installed within a browser plugin does not generate or collect Cookies.
5. Location
Regardless of where a User uses SQUINT, the information collected as part of that use will
be transferred to and maintained on database servers located in the United States. Any
information MITRE obtains about you will be stored in accordance with U.S. privacy laws,
regulations, and standards.
6. Children’s Information
SQUINT is not intended for children under 13 years of age and MITRE does not knowingly
collect Information from children under the age of 13.
7. Changes to this Policy
MITRE reserves the right to update or modify SQUINT or this Policy at any time and from
time to time without prior notice. Any revisions to this Policy will be effective upon posting.
You should review this Policy periodically to ensure you are aware of any changes. If you
object to any changes to this Policy, you must cease using SQUINT. Please review this Policy
periodically by visiting the applicable application store (e.g. Apple, Google). This Policy was
last updated on the date indicated at the top of this page. Your continued use of SQUINT
after any changes or revisions to this Policy indicates your agreement to the terms of the
revised Policy.
8. As Required by Law
MITRE may disclose your Information to third parties when required to comply with the law
or respond to legal process authorized by a court of competent jurisdiction.
9. Contact Us
If you have any questions about this Policy, please contact MITRE at
privacy_concerns@mitre.org.

