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INTRODUCTION
250ok, a leader in advanced email analytics for DMARC, deliverability, design and 
engagement, recently analyzed the DMARC adoption of the top 100 law firms as 
determined by 2016 revenue.

Domain-based Message Authentication, Reporting & Conformance (DMARC) is a 
sender-published policy for messages that fail authentication. By deploying and 
monitoring DMARC, senders lower the likelihood their domains are spoofed and 
used for phishing attacks.

A 2017 study from the Anti-Phishing Working Group reported an average of 443 
brands per month were targeted for phishing attacks in the first half of 2017, up 
from 413 per month during the same period in the previous year. These attacks 
are a threat to brand trust, as 91% of all cyber attacks begin with a phishing email. 
Although most of today’s consumers are aware of phishing attacks, two in five 
US consumers fell victim to an online phishing attack, according to a 2017 Cyber 
Monday phishing survey by DomainTools.
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RESEARCH 
OVERVIEW
250ok conducted an analysis of 100 top-level domains controlled by the top 100 
accredited law firms around the globe, as determined by revenue. 

It is worth noting a meaningful number of firms likely use a subdomain for some 
of their messaging (e.g., “lawfirm.com” is a root domain; “mail.lawfirm.com” is 
a subdomain). However, leaving the root domain unauthenticated is an open 
invitation for spoofing, phishing, and mail forgery. A published record at the root 
domain will protect the entirety of the domain, including any potential subdomain, 
as they will automatically inherit the DMARC policy of the root domain. 
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FIGURE  1
DMARC Adoption Among Top 
100 Law Firms
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Domains w/ No DMARC

None Policy - good

Quarantine Policy - better

Reject Policy - best62%
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Highest category of adoption in our series of DMARC Adoption Reports, with 
38% of domains reviewed using at least a none policy.

Only 5% of domains are using a policy greater than none.

3% of the domains reviewed were at a reject policy, the gold standard for 
DMARC.
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TAKEAWAYS
The analysis revealed domains controlled by law firms indexed at 38% DMARC 
adoption, which is the highest category we have reviewed, when compared to top 
US and EU retailers (15.8%) and technology companies listed in the SaaS 10001 
(35%).

In 2017, the US Department of Homeland Security announced a Binding 
Operational Directive 18-012 requiring all US federal agencies to achieve a reject 
policy on their .gov domains by October 2018. Currently, only 3% of the top 100 
law firm domains world wide have a reject policy.

In July of 2017, DLA Piper Global Law Firm was hit with malware spread through 
phishing attacks designed to trick an employee into opening attachments, then 
spreading throughout the firm’s network and email infrastructure. DLA Piper had a 
well-executed contingency plan allowing them to recover quickly and prevent the 
loss of sensitive and confidential data. Having a strong and well-managed email 
authentication solution can help prevent these fake messages from arriving and 
spreading to other lawyers, and potentially even to clients. 

What can organizations do protect their brand trust with consumers? Deploying 
a DMARC policy is the first step to protecting consumers, employees, and their 
brand from phishing attacks. By identifying and suppressing malicious mail 
impersonating their brand, some senders report a correlating double-digit boost in 
marketing email opens.

1 SaaS 1000:  http://saas1000.com/
2 Binding Operational Directive 18-01:  https://cyber.dhs.gov/

http://saas1000.com/
https://cyber.dhs.gov/
https://cyber.dhs.gov/
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ABOUT
Matthew Vernhout is the Director of Privacy at 250ok 
and is a Certified International Privacy Professional 
(Canada) with nearly two decades of experience in 
email marketing. He actively shares his expertise 
on industry trends, serving as director at large 
of the Coalition Against Unsolicited Commercial 
Email (CAUCE), chair of the Email Experience 
Council’s (EEC) Advocacy Subcommittee, and senior 
administrator of the Email Marketing Gurus group. 
He is a trusted industry thought-leader, speaking 
frequently at email marketing and technology 
conferences around the globe, and maintaining 
his celebrated blog, EmailKarma.net. Matthew has 
contributed to several benchmark publications 
during his career including DMARC Adoptions 
Among e-Retailers, The EEC’s Global Email Marketing 
Compliance Guide, The Impact of CASL on Email 
Marketing, and more.

Matthew 
Vernhout (CIPP/C)

Director of Privacy,
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250ok focuses on advanced email analytics, insight 
and deliverability technology to power a large and 
growing number of enterprise email programs ranging 
from clients like Adobe, Marketo, and Furniture 
Row who depend on 250ok to cut through big data 
noise and provide actionable, real-time analytics to 
maximize email performance. 

For more information, visit 250ok.com.

http://250ok.com

