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INTRODUCTION
As consumers’ preference for online product research and shopping in most 
merchant categories continues to grow, retailers’ reliance on the email 
channel to provide an optimal customer experience increases. According 
to a 2017 survey by Campaign Monitor, that’s exactly the way consumers 
want it. The overwhelming majority of respondents (66%) preferred retailers 
communicate with them by email, followed by direct mail (26%), mobile apps 
(25%), social media (23%), and push notifications (15%).

Beyond the promotional messages retailers send to subscribers that drive 
engagement and revenue, the retail experience now depends on emails 
regarding purchase receipts, shipping information, customer service issues, 
password resets, and other key communications.  

Keeping pace with online retail growth are cyber attacks targeting brands 
and their customers. A 2017 study from the Anti-Phishing Working Group 
reported an average of 443 brands per month were targeted for phishing 
attacks in the first half of 2017, up from 413 per month during the same 
period in the previous year. These attacks are a threat to brand trust, as 
91% of all cyber attacks begin with a phishing email. Although most of 
today’s consumers are aware of phishing attacks, two in five US consumers 
fell victim to an online phishing attack, according to a 2017 Cyber Monday 
phishing survey by DomainTools. 

How do phishing attacks that spoof retailers impact consumer trust in their 
brand? A study from Cloudmark revealed 42% of consumers are less likely 
to do business with a company following receipt of a suspicious message 
purporting to be from that brand. In a survey of French consumers, 90% of 
respondents stated they either somewhat or completely distrusted emails 
coming from brands. 

https://www.pwc.com/gx/en/industries/retail-consumer/total-retail/total-retail-categories.html
https://www.campaignmonitor.com/resources/guides/insights-research-report/#two
https://www.wombatsecurity.com/blog/new-apwg-report-shows-need-for-strategic-phishing-awareness-training
https://www.darkreading.com/endpoint/91--of-cyberattacks-start-with-a-phishing-email/d/d-id/1327704?
https://blog.domaintools.com/2017/11/cyber-monday-deal-or-phishing-scam/
http://www.brandquarterly.com/stop-phishing-scams-ruining-brand-reputation
http://www.rudebaguette.com/2015/02/05/phishing-souring-relationship-french-consumers-brands/
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What can retailers do protect their brand trust with consumers? Deploying 
a DMARC policy is the first step to protecting consumers, employees, and 
their brand from phishing attacks. DMARC, or Domain-based Message 
Authentication, Reporting and Conformance, is a sender-published policy for 
messages that fail authentication. By identifying and suppressing malicious 
mail impersonating your brand, some retailers report a correlating double-
digit boost in marketing email opens.

In this study, 250ok, a leader in advanced email analytics, analyzed top 
retail-operated domains (e.g., www.brand.com) in the United States (US) and 
European Union (EU) to determine the current DMARC-activation levels for 
top retailers.

*Terms and conditions apply

INTRODUCTION

https://dmarc.org/
https://250ok.com/
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RESEARCH 
OVERVIEW
On January 9, 2018, 250ok performed an analysis of top-level (root) 
domains actively operated by the top 1,000 US online retailers and top 500 
EU online retailers by revenue for the minimum acceptable threshold of 
SPF and DMARC authentication. These particular authentication standards 
were chosen as the minimum acceptable threshold because they require 
no additional technology changes other than a DNS text record to be 
implemented. 
 
This study represents a total of 1,500 retailers and the 3,033 root domains 
associated with those retailers. It is worth noting a meaningful number of 
retailers likely use a subdomain for some of their messaging (e.g., “250ok.
com” is a root domain; “pages.250ok.com” is a subdomain). However, 
leaving the root domain unauthenticated is an open invitation for spoofing, 
phishing, and mail forgery.

While we do believe Domain Keys Identified Mail (DKIM) is a very important  
and highly recommended step when deploying DMARC, we purposefully 
avoided DKIM analysis during this study as the presence of the selector 
value, the DNS records, for these domains was not readily available to 
250ok at the time of review. 

The retailer revenue data and company rankings were collected from the 
2016 calendar year. 
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AGGREGATED
VIEW: e-RETAILERS 
(US AND EU)

Only 11.3% of root domains reviewed had both an SPF record that is properly formatted 
and a base-level DMARC record of p=none or greater, the recommended minimum 
protocol for email programs as defined by 250ok. 

This result means nearly 90% of retailer root domains are unnecessarily vulnerable to 
brand spoofing and phishing attacks on consumers and employees.

Holistic view of email
authentication

FIGURE  1
Authentication Breakdown
by US and EU e-Retailers

Legend
n=1,500 companies/3,033 domains

SPF
DMARC
Both
No Authentication

One insight was the meaningful amount of partial work completed by retailers. Our study found 
56.6% of root domains utilized SPF but failed to implement DMARC. In contrast, 12.2% of root 
domains had a DMARC record deployed but lacked a valid SPF record. 

56.6%

11.3%

12.2%

19.9%
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AGGREGATED VIEW: e-RETAILERS (US AND EU)

DMARC

FIGURE  2
DMARC Adoption by US 
and EU e-Retailers

Legend
n=1,500 companies/3,033 domains

Domains w/ No Policy

Reject Policy - best

Quarantine Policy - better

None Policy - good
84.3%

1.3%
2.3%

12.1%

DMARC’s power is derived from the control of a domain owner to request certain actions 
are applied (e.g., none, quarantine, or reject) by the recipient domain when there is a 
failed policy test in both the SPF and the DKIM records associated with the message.

Of the 3,033 root domains reviewed in this study, 84.3% had no DMARC policy in place. 
The most effective and strictest DMARC policy, also known as a reject policy (p=reject), 
was published for only 1.3% of US and EU domains. Achieving a reject policy by October 
2018 is the requirement for US federal agencies, based on a directive from the US 
Department of Homeland Security, and is the same policy retailers should achieve for all 
of their domains. 
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AGGREGATED VIEW: e-RETAILERS (US AND EU)

SPF

FIGURE  3
SPF Adoption by US and EU 
e-Retailers

Legend
n=1,500 companies/3,033 domains

~all good; choosing to be flexible

-all good; applying a strict SPF policy

+all worse; doing nothing meaningful

none worst; doing nothing meaningful

?all neutral; testing must be temporary

bad format bad; trying but failing

37.3%

6.0%

21.7%
28.6%

0.2%

6.2%

Sender Policy Framework (SPF) is a key authentication technology domain owners should 
be using to publish the approved sources of email for their brands. The absence of these 
records allows for the potential abuse of these domains, where spam, phishing, or scam 
emails can be sent as the retailers domain to their subscriber base in an attempt to 
defraud the user or access sensitive information of the targeted user. 

Of the 3,033 root domains studied, 65.9% of all domains met our recommendation of a 
-all or ~all record, while other domains had no record (21.7%), bad formatting (6.2%), or 
were authenticating all messages (0.2%). Approximately 6.0% of domains were in testing 
mode. 

*See Appendix for more about SPF and DMARC policy settings
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TOP US
e-RETAILERS

Holistic view of email
authentication

FIGURE  4
Authentication Breakdown 
by US e-Retailers 

Legend
n=1,000 companies/2,017 domains

SPF
DMARC
Both
No Authentication57.4%

11.2%

12.3%

19.1%

For US-focused retailers, only 11.2% of root domains reviewed had both an SPF record 
that is properly formatted and a base-level DMARC record of p=none or greater. 
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TOP US e-RETAILERS

DMARC

FIGURE  5
DMARC Adoption by US 
e-Retailers

Legend
n=1,000 companies/2,017 domains

From a DMARC perspective, US-focused retailers’ use of DMARC did not vary much 
from their counterparts across the Atlantic Ocean for no policy (84.2%), none policy 
(12.4%), quarantine policy (2.2%), and a reject policy (1.2%).

84.2%

1.2%
2.2%

12.4%
Domains w/ No Policy

Reject Policy - best

Quarantine Policy - better

None Policy - good
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TOP US e-RETAILERS

SPF

FIGURE  6
SPF Adoption by US 
e-Retailers

Legend
n=1,000 companies/2,017 domains

From the 2,017 root domains studied for US retailers, 64.9% of root domains met our 
recommendation of a -all or ~all record, while other domains had no record (19.1%), bad 
formatting (9.1%), or were authenticating all messages (0.1%). Approximately 6.8% of 
domains were in testing mode. 

27.9%

9.1%

6.8%

37.0%

0.1%
19.1%

9.1% of the domains surveyed failed SPF validation for having more than 10 DNS 
lookups — the maximum number allowed — in their domain record 

3.8% of domains continued to utilize depreciated formatting with the ptr record

2.3% of domains had poor formatting in their SPF records, which could cause 
authentication issues and false positives

19.1% of the domains surveyed had no record. Even domains that do not send 
mail should have a record like “spfv=1 -all”

6.8% of domains used a ?all record, indicating a neutral policy

0.1% of published records used a +all, which is similar to not having a record at all

•

•

•

•

•

•

Notables:

*See Appendix for more about SPF and DMARC policy settings

~all good; choosing to be flexible

-all good; applying a strict SPF policy

+all worse; doing nothing meaningful

none worst; doing nothing meaningful

?all neutral; testing must be temporary

bad format bad; trying but failing
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TOP EU
e-RETAILERS

For EU retailers, 11.4% of root domains reviewed had both an SPF record that is properly 
formatted and a base-level DMARC record of p=none or greater. 

Holistic view of email
authentication

FIGURE  7
Authentication Breakdown
by EU e-Retailers 

Legend
n=500 companies/1,016 domains

SPF
DMARC
Both
No Authentication

55.0%

11.4%

12.0%

21.6%
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TOP EU e-RETAILERS

DMARC

FIGURE  8
DMARC Adoption by EU 
e-Retailers

Legend
n=500 companies/1,016 domains

84.4%

1.6%
2.5%

11.5%

EU-focused retailers’ use of DMARC fell within one percentage point of US retailers 
when it came to no policy (84.4%), none policy (11.5%), quarantine policy (2.5%), and a 
reject policy (1.6%). 

Domains w/ No Policy

Reject Policy - best

Quarantine Policy - better

None Policy - good
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TOP EU e-RETAILERS

SPF

FIGURE  9
SPF Adoption by EU 
e-Retailers

Legend
n=500 companies/1,016 domains

Of the 1,016 root domains studied for EU retailers, 63.4% of root domains met our 
recommendation of a -all or ~all record, while other domains had no record (25.3%), bad 
formatting (6.8%), or were authenticating all messages (0.3%). Approximately 4.2% of 
domains were in testing mode. More than a quarter of top EU retailer root domains had 
no SPF record in place.

35.4%

6.8%

25.3% 28.0%

0.3%

4.2%

*See Appendix for more about SPF and DMARC policy settings

6.8% of the domains surveyed failed SPF validation for having more than 10 DNS 
lookups — the maximum number allowed — in their domain record 

5.3% of domains continue to utilize depreciated formatting with the ptr record

25.3% of the domains surveyed had no record. Even domains that do not send 
mail should have a record like “spfv=1 -all”

4.2% of domains used a ?all record, indicating a neutral policy

0.3% of published records used a +all, which is similar to not having a record at all

•

•

•

•

•

Notables:

~all good; choosing to be flexible

-all good; applying a strict SPF policy

+all worse; doing nothing meaningful

none worst; doing nothing meaningful

?all neutral; testing must be temporary

bad format bad; trying but failing
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TAKEAWAYS
250ok’s January 2018 study of top e-retailers in the US and EU revealed the 
majority of brands are currently using some level of email authentication 
on their domains; however, too many are not consistent in their approach 
across all of the domains they control. Only 11.2% of top US retailer 
and 11.4% of top EU retailer domains meet our recommended minimum 
protocol for the email channel.

By failing to publish basic authentication records like SPF and a DMARC 
record (p=none) for all of the domains they operate, retailers are blind to the 
potential abuse of their brands’ domain names and leave themselves and 
consumers unnecessarily exposed to phishing attacks that damage brand 
trust. 

Examples of email authentication 
challenges among top retailers:

One of the largest online retailers in the world published SPF 
records for all 26 of their domains, but only published DMARC 
records for 12 of their 26 domestic and international brand domains.

A large online gift retailer operating 20 branded domains only 
utilizes DMARC for eight of them, and only five of their domains 
published SPF records. Additionally, only three of their domains 
published both SPF and DMARC records, which is the recommended 
approach.

A well-known pharmaceutical retailer published SPF for all seven of 
its domains but failed to publish DMARC records for any domain. 

•

•

•
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TAKEAWAYS

An office supply retailer had one domain with 46 DNS lookups, 
that is a collection of “includes” for various vendors and third-party 
tools that can be addressed by providing subdomains to these 
various resources. 

An EU sports apparel retailer had 74 DNS lookups in their SPF 
records, which is more than seven times the allowable amount. 
The broken SPF record was invalid due to an “include” lookup for a 
domain that no longer exists.  

•

•
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TOP 6 
RECOMMENDATIONS 
FOR PROTECTING 
RETAIL EMAIL 
PROGRAMS
Properly setting-up email authentication and deploying a DMARC policy on 
all actively operated domains are mandatory tasks for e-retailers that want 
to protect their brand, customers, and employees from phishing attacks, 
which erode brand trust.

Implement both SPF and DKIM for all domains; however, if DKIM is further 
out on your roadmap, SPF is an ideal place to begin. For SPF we recommend 
-all or ~all, and strongly advise against the use of +all.

Publish a DMARC record for all domains, whether you send mail from them 
or not. Deploying a DMARC none policy (p=none) is a perfectly fine starting 
point. It’s a great step to get used to the DMARC data and begin the process 
of evaluating the length and complexity of your DMARC journey.

Find a DMARC software solution that will help you quickly interpret the 
large amounts of DMARC data that you will receive and guide you through 
the process of getting to a reject policy for your domains responsibly.

Recommendations:
1

2

3
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TOP 6 RECOMMENDATIONS FOR PROTECTING RETAIL 
EMAIL PROGRAMS

If you do not have email authentication expertise or resources that can 
project manage the process of getting to reject for your domains, engage 
with a consultant that can guide you through the process and expedite your 
timeline to achieving a reject policy for your domains.

For domains non-sending and defensively registered domains, publish a 
DMARC with reject policy. It is a quick win to start protecting your brand by 
locking down these assets that should never be sending mail.

Now that you are seeing reporting on all of your domains and you have 
expertise overseeing the project, build your DMARC plan. Responsibly 
move to a quarantine policy (p=quarantine) and, eventually, a reject policy 
(p=reject). The key here is “responsibly.” Different businesses will have 
different journeys. In many cases, top-level (root) domains have a complex 
ecosystem of internal systems and third parties that use the domain, which 
impacts the timeline for deploying a DMARC reject policy responsibly. For 
example, in a recent 250ok engagement with a Fortune 500 Retailer, the 
responsible journey was a 12-month timeline to take their critical domains 
from none to reject with confidence that legitimate emails would not be 
negatively impacted.

For more information on how 250ok DMARC software and services can 
help you responsibly deploy DMARC on your domains, CONTACT US.

4

5

6

https://pages.250ok.com/dmarc-free-2018
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APPENDIX

DKIM lets an organization take responsibility for a 
message in transit.  The organization is a handler of the 
message, either as its originator or as an intermediary. Their 
reputation is the basis for evaluating whether to trust the 
message for further handling, such as delivery. Technically, 
DKIM provides a method for validating a domain name 
identity that is associated with a message through 
cryptographic authentication.

DKIM attaches a new domain name identifier to a message 
and uses cryptographic techniques to validate authorization 
for its presence. The identifier is independent of any other 
identifier in the message, such as the author’s From: field.

DMARC is a sender-published policy for messages that fail 
authentication. 

By deploying a DMARC policy, a domain owner can 
request a policy be applied to emails utilizing their branded 
domains. The actions associated with these policies are 
separated into three distinct classifications; p=none 
(“testing” or “no policy”), p=quarantine (requesting mail 
be placed in a spam or junk folder if authentication fails), 
and p=reject (a fail policy requesting mail not be accepted 
should authentication fail).

Domain-based
Message 
Authentication, 
Reporting & 
Conformance
(DMARC)

Source: dkim.org

Source: Wikipedia

Domain Keys 
Identified Mail 
(DKIM)

Email authentication, or validation, is a collection of 
techniques aimed at equipping messages of the email 
transport system with verifiable information about their 
origin.

Email
Authentication

Source: Wikipedia

http://www.dkim.org/
https://en.wikipedia.org/wiki/DMARC
https://en.wikipedia.org/wiki/Email
https://en.wikipedia.org/wiki/Email_authentication
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APPENDIX

SPF is a simple email-validation system designed to 
detect email spoofing by providing a mechanism to allow 
receiving mail exchangers to check that incoming mail 
from a domain comes from a host authorized by that 
domain’s administrators. The list of authorized sending 
hosts for a domain is published in the Domain Name 
System (DNS) records for that domain in the form of a 
specially formatted TXT record. Email spam and phishing 
often use forged From: addresses, so publishing and 
checking SPF records can be considered anti-spam 
techniques.

When crafting an SPF record, the domain owner needs 
to decide on how strict these policy decisions will be. 
Besides having no record at all, here are the options:

Source: Wikipedia

The most stringent of the policies -all (Fail) 
requests that messages that are sent from 
networks outside of the approved records be 
treated as unapproved by the recipient domain.

 A ~all (Soft Fail) indicates that the domain 
owner is confident of their record, but there 
could be some external forwarding that could 
break the policy. 

Utilizing a ?all (Neutral Result) typically indicates 
that the domain is in a testing period and is 
asking recipient domain to ignore the records. 
Domains should not stay in a ?all status for long, 
as the record means nothing is being done to 
authenticate messages. 

A +all (PASS Everything) means authenticate 
everything, which is a dangerous position to 
hold.

•

•

•

•

Sender Policy 
Framework 
(SPF)

https://en.wikipedia.org/wiki/Sender_Policy_Framework
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250ok focuses on advanced email analytics, insight 
and deliverability technology to power a large and 
growing number of enterprise email programs ranging 
from clients like Adobe, Marketo, and Furniture Row 
who depend on 250ok to cut through big data noise 
and provide actionable, real-time analytics to maximize 
email performance. 

For more information, visit 250ok.com.

http://250ok.com

