
Get Scam Smart  

Sergeant John Mecher, Financial Crime Unit of the 
RCMP, talked to CARP about fraudsters, scams,

and how to make sure you don’t become a victim. 
Here’s what you need to know.

RESOURCE GUIDE
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The Romance Scam
In this scam, fraudsters target the victims via online dating sites. They click, wink, or 
message a potential love interest and within days tell the victim they’ve fallen in love 
with them. The fraudster often poses as someone much younger who lives overseas, 
which conveniently makes it difficult to see one other in person. If the victim is very 
elderly or wheelchair bound, it’s likely more difficult for them to travel – another bonus 
for the bad guy. Once the fraudster gains the victim’s trust and love, they ask for a large 
sum of money because they need ‘help.’ 

"When someone 
thinks that 

someone has
fallen in love 

with them, they 
can’t believe 

otherwise," says 
Sgt. Mecher.
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Women vs. Men
For women, youth, love, and some kind of emergency are 
the biggest hooks. For example, the emergency could 
be the boyfriend says he needs money for a life-saving 
operation because his country doesn’t pay for healthcare.

“Timing and vulnerability also play 
a big part in frauds among men and 

women,” says Sgt. Mecher.

“I know of 57, 73, and 81 year-olds 
who are online dating. Despite 
what you may think, seniors are 

hanging out on online dating 
websites,” says Sgt. Mecher.

The Numbers
The Romance Scam is the top  
scam in Canada. 

In 2015 & 2016, it cost 1170 victims 
over $28 million. Scams involving 
trust lead to higher dollar loss. 

Are You A 
Target?

In the romance 
scam, the fraudster 

uses love to get 
what they want. 
If you feel lonely, 

isolated, and believe 
in falling in love in 
a few days, you’re 

vulnerable.

Interestingly, for 
men, youth and 
beauty are the 

biggest hooks and 
sometimes money 
(see Inheritance 



 The Romance Scam  |  5

Be suspicious if someone writes that ‘you have 
an amazing profile’ even though you have little on it. 

Fraudsters use flattery and charm to get your attention.

Don’t believe in love at first click. When someone 
writes or says they are in love with you online within 
days, it’s suspicious – no matter how amazing you are! 

Don’t wire transfer money using Western Union or 
MoneyGram to someone you’ve never met in person. Fraudsters often 
use this method to collect money because it’s untraceable oversees.

Beware if your online love is significantly younger (20 yrs +) and very attractive. 
Often they’ve grabbed an Internet photo of someone desirable looking. Confirm 
their real identity in person.

Don’t believe your online boyfriend/girlfriend’s webcam is always broken.  
If they say their camera isn’t working but they still want to see you, chances are 
they’re a fraud.

Don’t believe everything you hear. If you’ve never heard your online girlfriend 
live, except for singing a song (aka. a recording) then hanging up, it’s time to say 
‘bye, bye.’ Chances are your lady is a fraud and a man.

If your overseas online girlfriend or boyfriend whom you’ve never met asks you 
for money, contact the Canadian Anti-Fraud Centre. They can confirm if they are 

Protect Yourself
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The Inheritence Scam
The fraudster, likely posing as a young, attractive woman online will say she is living 
oversees and that she has an inheritance in a safety deposit box in another country. But 
she needs money to acquire it. 

She says, ‘I don’t know anyone I can trust. If you help me, I will pay you back from what’s 
in the box.’ The fraudster says the victim will need to pay a large sum, $95,000 for 
example, to pay for shipping the contents of the box. The scam plays on men’s need 
desire for love, youth, beauty and money.

The Numbers
In 2015 & 2016 to-date, 86 victims lost over $2.8 million.

Protect Yourself
Don’t send your online girlfriend any money to 
claim an alleged inheritance.

“The person who 
falls for this one is 
in a perfect storm 

of vulnerability.
He has no one
and nothing 

else in his life,” 
says Sgt. Mecher.
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“If you arrive in Canada from a war 
torn country and the government 
threatens to send you back to a 

death sentence, you’ll do whatever 
is asked to stay safe and in the 

country,” says Sgt. Mecher. 

Canadian Revenue Agency (CRA) 
& Immigration Scams
Phone Version
In these scams, fraudsters impersonate a CRA official, or 
Immigration Canada officer if they discover an individual 
is new to the country. They tell the person that they owe a 
large sum of tax or an immigration fee to the government 
and if they don’t pay within 24 hours they’ll be arrested or 
deported. 

Are You A 
Target?

If you’re worried 
about money, 

freedom and even 
personal safety, 

you’re vulnerable.

In these scams, 
fraudsters use 

extreme threats to 
a person’s financial 
welfare, freedom 
and safety to get 
what they want.

The Numbers
Since 2014, 1,900+ victims have lost 
more than $5.7 million. More than  
35,000 complaints have been made;  
many more go unreported. The amount 
defrauded can range from $200 to $150,000. The money 
recovery rate is ZERO. Fraudsters use technology to hide 
who they are, where they are, and the money is difficult 
to trace.
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“In one case, a new immigrant to Canada lost his family’s 
savings of $21,000. In another case, $150,000 was stolen 
from a man who had early stages of dementia,” says Sgt. 

Mecher. “It’s heartbreaking.”

Don’t trust caller ID. Fraudsters use technology to fool 
people. They can ‘spoof’ numbers to make calls show up 
as the ‘Canadian Revenue Agency’ on your call display.

Hang up and call the CRA or Immigration Canada directly if you are suspicious. 
An agent can confirm any outstanding balance. Or check check My Account 
online to log-in or register to view any outstanding balance owed or refund from 
CRA.

If someone says you cannot call them back, then they are not a government 
official.
 
Don’t believe government threats of arrest, violence and deportation. A 
Canadian government official would never make these threats.

When a caller says ‘don’t tell anyone’ – TELL SOMEONE! Don’t be afraid or 
embarrassed. 

Even if it’s not happening to you – TELL OTHERS about it. The only way to 
prevent scams is to spread awareness.

Google ‘police warning CRA or Immigration scam’ for more information.

Protect Yourself
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Canadian Revenue Agency (CRA) 
& Immigration Scams
Digital Version
In the electronic version of 
the CRA and Immigration 
Scam, fraudsters send an 
email or text message 
offering a tax refund. 

It comes with a link and the 
recipient is asked to fill  
out personal and credit card 
information, putting them 
at risk of identity theft and 
credit card fraud.

Protect Yourself
The government never gives refunds, or accepts income 
tax payment via credit card. Don’t give your credit card 
number for this purpose.

If you hover over the URL link and it’s an extremely 
long, complex link, chances are it’s a fraudster.
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“The fraudsters use seniors’ lapse 
in memory to fill in the blanks,” says 
Sgt. Mecher. “Then they ask for the 

handling fee.”

The Lottery Scam
In the Lottery Scam, fraudsters mail what looks like a 
certificate showing that the recipient has won an overseas 
lottery. The letter comes with a fake letter from a lawyer 
and it says that the recipient won two million dollars but 
they need to respond within 24 hours. Fraudsters mail out 
100s of 1000s of letters to up their response rate. When a 
person calls, they ask for a $20 handling fee to receive their 
winnings.

The victim often says they don’t remember filling out a 
ticket for an overseas lottery. But the fraudsters remind 
them that they filled out a ticket at the mall which is 
something seniors do often for various reasons.

Are You A 
Target?

This Lottery Scam 
deliberately focuses 
on seniors, taking 

advantage of: 

a) their propensity to 
fill tickets out at the 

mall, 

b) a lapse in memory 
as to what these 

tickets were for and 

c) universal 
excitement over 

winning a large sum 
of money.

The Numbers
Prize type scams, including lottery, 
sweepstakes, scratch and win etc. in 
all forms of solicitation accounted for 
over $9.5 million lost by 1,025 victims 
in Canada in 2015 & 2016 to-date.
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“In some cases, the fraudster may be talking to a victim at 
8 pm at night and getting them to transfer money through 
online banking. They seem very helpful,” says Sgt. Mecher. 
“Once the victim gives the fraudster their user name and 

password, they stand to lose everything.”

Don’t pay for your prize. You never have to pay a fee 
or tax to claim a legitimate prize or lottery. 
Never give personal banking details. 

Keep track of contests, draws, or lotteries that you enter. 
Test the caller; ask them to tell you the specific location where you entered.

Never send money or give personal banking details to anybody you don’t know 
and trust, even if they’re very nice and helpful. 

Don’t call back any phone numbers or send texts that charge you a premium rate 
to claim your prize. Fraudsters make money this way.

If you get a letter (or text message, email or phone call) saying you won an 
overseas lottery, don’t respond to it. Instead contact the Canadian Anti-Fraud 

Protect Yourself
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Red Flags for Scams
These methods of accessing money are common in many scams. Don’t use these methods 
to pay anyone you don’t know personally and trust: 

Personal Bank Transfers – A fraudster will ask the victim to e-transfer money from their 
bank account to the fraudster’s personal account. In certain scams, the victim may be 
conned into giving their banking information and password which allows the fraudster to 
empty out their account. 

Pre-paid Credit Cards – A fraudster will get the victim to buy a prepaid MasterCard or 
Visa card from a grocery store, convenience store, even Home Depot and most recently 
iTunes. The fraudster gets the account number from the victim, exploits those cards and 
the money is gone. 

Western Union and MoneyGram – A fraudster will ask the victim to arrange a bank 
transfer through these companies online or in person with an agent. The fraudster claims 
the money at a Western Union or MoneyGram location with the money transfer number 
and identification. 

"They conned an 81 year old into buying $20,000 worth of 
pre-paid iTunes gift cards then got the account information 

to exploit the cards,” says Sgt. Mecher.
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Canadian Anti-Fraud Centre 
antifraudcentre.ca 
1-888-495-8501

Financial and Investment Scams
Contact Canadian Securities Administrators
securities-administrators.ca

Canada Revenue Agency – Charities 
Directorate
cra arc.gc.ca
1-800-267-2384

Reporting Fraud, Theft & Other Crimes
Contact police if your property is stolen or 
you’ve been threatened or assaulted by a 
scammer.

The Competition Bureau’s 
Information Centre 
competitionbureau.gc.ca 
1-800-348-5358

Local Scams
Contact your local consumer affairs office
consumerhandbook.ca

Reporting Banking and Credit Card Scams
Contact your bank or financial institution
and the Canadian Anti-Fraud Centre

Reporting Spam Emails and SMS
Many scams arrive by email and SMS. Visit 
fightspam.gc.ca for information on
Canada’s anti spam legislation.

Be Scam Smart and Report It
If you think you’ve spotted a scam or have been targeted, you can contact the following 
Canadian government and law enforcement agencies for advice or to make a report. This 
may help you and prevent others from being ripped off by fraudsters.

There are dozens of scams in operation with new ones surfacing daily. Visit the CAFC 
homepage to learn about recent fraudulent activities. 

You can also download the Competition Bureau Canada’s Little Black Book to learn more 
about fraud that targets Canadians.

“Ninety-nine percent of the victims I talk to in relation 
to these scams will say ‘I thought something was wrong," 

says Sgt. Mecher. “So I try to encourage people 
to trust their instincts.”

http://www.antifraudcentre.ca
http://www.securities-administrators.ca/
http://www.cra arc.gc.ca
http://www.competitionbureau.gc.ca
http://www.consumerhandbook.ca
http://www.fightspam.gc.ca
http://www.antifraudcentre.ca
http://www.antifraudcentre.ca
http://www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/03074.html
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twitter.com/CarpAdvocacy

twitter.com/CARPNews

facebook.com/CARP

CARP.ca

Contact Us Keep In Touch
Toll Free  1-888-363-2279 
Local   416-363-8748 
Email   support@carp.ca

About CARP 
Our Mission
CARP is a national, non-partisan, non-profit 
organization committed to advocating for 
improved healthcare, financial security and 
freedom from discrimination for Canadians 
as we age. 

With over 300,000 members and nearly 
40 chapters across Canada, CARP plays 
an active role in the creation of policy and 
legislation that impacts older Canadians. 

Become a member and make a 
difference in the lives of Canadians as 
we age. 

Support CARP's Advocacy Efforts

Join Today

Make A Donation

http://www.twitter.com/CarpAdvocacy
http://www.twitter.com/CARPNews
http://www.facebook.com/CARP
http://www.carp.ca
http://www.carp.ca
mailto:support@carp.ca
https://shop.carp.ca/scamsandfraud
https://donate.carp.ca/scamsandfraud

