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1. Overview 

This document provides an outline of how to use Zerto Virtual Replication (ZVR) with the open source VPN product 
SoftEther. This guide includes step-by-step instructions on how to configure an example non-production SoftEther VPN 
solution to Azure. 

The configuration steps are intended for virtual machine administrators that want to do a quick VPN configuration for a 
Proof of Concept (POC) or Lab without requiring significant corporate network changes with dedicated networking 
resources. 

1.1 Use Cases 

The VPN solution included in this guide deploys quickly and establishes reliable connections for testing and lab usage.  
For production use cases, Zerto recommends using a commercial VPN product.  

The target use cases covered in this manual include:  

• Proofs of Concept or Labs – Quickly establish a VPN for validation testing. 
• Lab Usage – Build ZVR to Azure lab without making any network changes. 

2. Proofs of Concept and Lab Usage 

For short term functionality testing of ZVR to Azure such as a proof of concept, open source VPNs are a perfect solution. 
They provide robust performance without having to modify or purchase commercial VPN licenses for limited use, or 
limited duration needs. 

2.1 General Requirements 

The SoftEther VPN solution highlighted in this guide requires the following: 

1. An Azure subscription - Microsoft offers a free Azure trial subscription that provides everything necessary to do 
a POC or short-term lab.  

2. A server that is running in the on-premises site for testing VPN. 
3. Available IP addresses for networking components. 

The links to the Azure and other relevant content are in the References section of this guide.  

3. SoftEther VPN 

SoftEther is a powerful open source VPN that was created and maintained by the University of Tsukuba, Japan. More 
information on the history of the SoftEther VPN project is located here: https://www.softether.org/9-about.  

3.1 SoftEther Requirements 

https://www.softether.org/9-about
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In Azure, you need the common infrastructure elements in place just like what you would find in an enterprise data 
center.  

1. Resource Group in Azure 
2. Vnet 
3. Subnet 
4. Network Security Group 

3.1.1 Deploy a simple network in Azure with Azure Quickstart Templates 
If you do not have the Azure elements listed above already in place, you can use an Azure Quickstart Template to get 
started.  The Multi tier VNet with NSGs and DMZ Quickstart Template is here: https://azure.microsoft.com/en-
us/resources/templates/201-nsg-dmz-in-vnet/ This template will auto deploy the network, subnets and security groups 
simply by clicking “Deploy to Azure.” While it automates the configuration of the networks, you are still able to select 
the IP address scheme and have custom names for the components.   

 

Figure 1: Azure Quickstart Template 

  

https://azure.microsoft.com/en-us/resources/templates/201-nsg-dmz-in-vnet/
https://azure.microsoft.com/en-us/resources/templates/201-nsg-dmz-in-vnet/
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3.2 Install SoftEther 

The SoftEther installation consists of two parts:  

1. The SoftEther server, running on a Windows or Linux VM. 
2. The SoftEther client, running on a Windows or Linux VM. In Azure, you can use the Zerto Cloud Appliance VM. 

 

 

Figure 2: SoftEther Deployment 

The SoftEther server and client installation steps are straightforward, and you can complete them in about thirty 
minutes. You need a Windows or Linux server at each site. The instructions in this guide use Windows servers.   

Place the SoftEther server at the production site in a subnet that is that is accessible to the virtual machines in the Zerto 
virtual protection groups. 

Install the SoftEther client software in an Azure Windows VM and add a static IP address from the production subnet to 
the virtual network VPN adapter in the SoftEther client.  

If you plan on deploying the Zerto Cloud Appliance (ZCA), you can use the Zerto Azure Marketplace VM and install the 
SoftEther client on the ZCA.  

3.2.1 SoftEther Server Installation Steps: 
The SoftEther server runs in the on-site production data center and accepts SoftEther client connections are running in 
Azure or any other location. The SoftEther server does not require a public IP address because it uses a dynamic DNS 
server that runs on Azure. The dynamic Azure DNS service configuration is automated and part of the VPN server 
installation. 

Note: Make sure to enable promiscuous mode on the virtual switch of the SoftEther VPN VM server in the production site 
so the server can build the local subnet IP table. 

1. Download the latest RTM version of SoftEther server located here:   http://www.softether-
download.com/en.aspx?product=softether In this document, SoftEther version 4.02 RTM version, build 9608 
was used and installed on a Windows 2012 R2 Server. 

 

http://www.softether-download.com/en.aspx?product=softether
http://www.softether-download.com/en.aspx?product=softether
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2. Launch the installation wizard. Click “Next.” 
 

 
 

3. Choose “SoftEther VPN Server” and finish the installation wizard. 
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4. Double-click on “Localhost VPN Server” and create a password.  

 
 
 

5. Choose Remote Access VPN Server 
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6. Click “Yes” to start the VPN server 

 
7. Name the VPN virtual hub (e.g. MyLabVPN) 

 

 
 

8. In the Modify the Setting section, add a unique DNS name (e.g. mylabvpn1.softether.net) and click “Set to Above 
Hostname”.   



  

PAGE 8 OF 17 

 

 
 

9. SoftEther uses a dynamic DNS service on Azure, so a dedicated IP is not required. 
 

 
 

10. Once the DNS is set, click “Exit”. 
11. No need for IPSec, click “OK”. 
12. Enable VPN Server and click “OK”. 

 



  

PAGE 9 OF 17 

 

13. Create at least one user in “Step 1. Create a User to Accept VPN Connection” and set the password.  
 

 

 
14. Click “OK”. 
15. Skip Step 2 of the 3 “VPN Easy Setup Tasks”steps. 
16. Create local bridge on Server in Step 3: Set Local Bridge. 
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17. Set local bridging to the NIC in the drop-down box. 

 
18. Answer “Yes” when asked after clicking “Close”. 

That completes the SoftEther VPN Server. It should be online and available. 
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3.2.2 SoftEther Client Installation Steps 
The SoftEther client is installed and configured on the VM in Azure to connect to the SoftEther VPN installed in the 
previous steps.  

1. From the Azure Marketplace search for “Zerto.” 
2. The search result shows the Zerto Virtual Replication Azure Marketplace VM.  
3. Deploy the Zerto Virtual Replication Marketplace VM. 
4. Install the Marketplace VM and download the SoftEther VPN client located here: http://www.softether-

download.com/en.aspx?product=softether 
5. Install the SoftEther client. 

 

 
6. Choose the “SoftEther VPN Client” and finish the wizard. 
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7. Open the SoftEther Client from the desktop shortcut. 

 

8. Add a VPN Connection. 
9. Select “Yes” to install the VPN network adapter. Keep the name “VPN” for the adapter and click OK. 

 

10. Once the previous configuration step completes, choose the “Add VPN Connection.”  
11. Name the VPN connection in the settings name and add the DNS name of the VPN in the “Destination VPN 

Server” section. Click the virtual hub name drop-down box and wait for the name of the VPN server you created 
in the VPN Server section to show as a selection.  
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12. Add in the user name and password into the User Authentication Settings section.  

 

13. Click “OK” to complete the “New VPN Connection Setting Properties” section. 
14. Connect to VPN server using the connection you just created.  (e.g. ZertoVPN  at mylabvpn1.softether.net) 
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15. Using the username and password that was set up in the SoftEther VPN Server configuration step, log into the 
VPN Server. 

16. The VPN connection attempts to get an IP address via DHCP. If DHCP is not in the subnet of the VPN server, you 
can change to a static IP address. 
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17. After installation, change VPN network interface IP address to an available IP address in the SoftEther VPN 
Server subnet. A default gateway is not necessary since the VPN IP is local to the VPN server subnet. The 
SoftEther server forwards IP traffic to and from the server subnet.  

18. The VPN client and server should have established a connection at this point. 

 

19. The VPN client can be set up to automatically connect when the virtual machine boots by right-clicking on the 
VPN connection (e.g. ZertoVPN) and selecting the “Set as Startup Connection” option. 
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4. References 

Azure Quickstart Templates - https://azure.microsoft.com/en-us/resources/templates/ 

SoftEther VPN - https://www.softether.org/ 

Zerto Virtual Replication - https://www.zerto.com/ 

Zerto Cloud Appliance in Azure Marketplace - https://azuremarketplace.microsoft.com/en-
us/marketplace/apps/zerto.zerto-cloud-appliance-50 
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