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MIGRATING THE ZERTO VIRTUAL
REPLICATION DATABASE

ZVR-DBM-4.0-01-10-10-16

The contents of this document applies to database migrations for Zerto Virtual Replication version 4.0Ux.
For database migrations for Zerto Virtual Replication version 4.5Ux, refer to the documentation for that version.

By default, Zerto Virtual Replication uses an internal database to manage information for disaster recovery.

You may already have Zerto Virtual Replication installed with the default database and want to migrate to Microsoft SQL 
Server, or you may have already migrated to Microsoft SQL Server and now want to migrate to another Microsoft SQL Server.

The following topics are described in this document:
■ “Migrating a Zerto Virtual Replication Database to Microsoft SQL Server”, below
■ “Migrating From One Microsoft SQL Server to Another”, on page 4

Migrating a Zerto Virtual Replication Database to Microsoft SQL Server
Follow this procedure to migrate the Zerto Virtual Replication database to Microsoft SQL Server. You can migrate data to any 
supported Microsoft SQL Server database. Zerto recommends using a Microsoft SQL Server if any one of the following is true:
■ Number of hosts is greater than 40
■ Number of sites is greater than 4
■ Number of protected virtual machines is greater than 400
■ Number of VPGs is greater than 200

Note: The Zerto Virtual Manager must be 4.0Ux or higher.

Using an externally managed database requires the following configuration for the machine running SQL Server:
■ 4 CPUs or 2 Dual Core CPUs and 16GB RAM.
■ 20GB to accommodate the database and the logs generated by the Zerto Virtual Manager.

Migrate to the Microsoft SQL Server with the Zerto Database Migration tool. The following Microsoft SQL Server versions are 
supported: 2008, 2008R2, 2012, 2014.

When migrating the data, you can use either SQL Server authentication or Windows authentication. To use SQL 
authentication, make sure the user has DB Owner credentials.

Note: You must have the following permissions set:
■ Public and dbcreator server roles.
■ Permission to connect to the database engine.
■ Login enabled.
■ In User Mapping choose the master database under which to create the Zerto Virtual Replication database and set both 

db_owner and public for database role membership.

To migrate the internal database:
1. Save DatabaseMigration.zip. to the host running Zerto Virtual Manager whose database you want to migrate and 

extract the files. For example, if you save the zip to C:\Temp, the files are extracted to C:\Temp\DatabaseMigration.
2. Stop the Zerto Virtual Manager service on the host to which you saved the tool.

Note: Zerto recommends backing up the database file, Zvm.sdf. The default location is: 
C:\Program Files\Zerto\Zerto Virtual Replication.

3. Open a command window as an administrator, by right-clicking the cmd.exe file and selecting Run as administrator. 
Go to the path of the tool and run the executable DatabaseMigration.exe. For example:
C:\Temp\DatabaseMigration\DatabaseMigration.exe
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Note: If the Zerto Virtual Manager service was not stopped, the tool finishes.
4. At the prompt, enter the path of the Zerto Virtual Manager installation.

5. Select the authentication mode: 1 for Windows or 2 for SQL Server and click Enter.

6. At the prompt, enter the SQL Server name or IP address and click Enter.
If you selected Windows authentication, exporting the internal database to a new database in SQL Server begins.
If you selected SQL authentication, at the prompts, enter the SQL Server user name and password.
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The data in the internal database is exported into temporary files under the folder where the tool is located. Then, the data 
from these files is imported to the new database in SQL Server. A message is displayed when the migration is completed.

7. After the migration ends, change the SQL Server credentials in the Zerto Virtual Manager as follows:
a) Click Start > Programs > Zerto Virtual Replication > Zerto Diagnostics.

The Zerto Virtual Replication Diagnostics menu dialog is displayed.

b) Select the Change SQL Server Credentials option and click Next.
The installation settings for the SQL Server are displayed. Change the IP and username and password if necessary.

Server Name – The domain name and server instance to connect to, with the format domain\instance
Specify either of the following authentication options:
Windows Authentication – Use Windows authentication. This option is only enabled if a specific service user account 
was specified in the previous Service User dialog, in which case the service account name and password are used.
SQL Server Authentication – Use SQL Server authentication.

User Name – The user name for SQL Server database.
Password – A valid password for the given user name.

c) Click Next to the end of the wizard and then click RUN.
8. Restart the Zerto Virtual Manager service.

Note: Once you restart the Zerto Virtual Manager service, you cannot roll back the migration. If you have not restarted the 
Zerto Virtual Manager service, and want to roll back to the internal database, delete all ZvmDbFileStorage files that were 
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created during the migration process, reconfigure the Zerto Virtual Manager as described in step 7 above, and then restart 
the Zerto Virtual Manager service.

If the internal database file, Zvm.sdf, located in the folder where Zerto Virtual Replication is installed, is less than 100 MB, the 
migration process should take around 2 minutes. If this file is less than 1 GB, the migration process should take around 10 
minutes. These time estimates assume a good network connection between SQL Server and the Zerto Virtual Manager.

The migration process creates either 2 or 4 files that begin with ZvmDbFileStorage. ZvmDbFileStorage.N, contain SQL 
Server connection information, and ZvmDbFileStorage.N.sig, is the signature file.

Migrating From One Microsoft SQL Server to Another
Follow this procedure if you want to migrate from one SQL Server database to another SQL Server database .

To migrate from one Microsoft SQL Server to another:
1. Ensure that you have Microsoft SQL Server Management Studio available and that it can connect to both the old and the new 

Microsoft SQL Server databases.
2. Stop the Zerto Virtual Manager service on the host you want to migrate the database from.
3. Backup the Zerto Virtual Manager database with the Microsoft SQL Server Management Studio.

Note: Zerto recommends backing up the Zerto Virtual Manager storage configuration file, storage_properties.xml, located in 
C:\Program Files\Zerto\Zerto Virtual Replication\. This is needed in the event of a database migration failure resulting in the 
Zerto Virtual Manager database being named something other than zvm_db.

4. Copy the backed up database to the location of the target SQL server.
5. Restore the Zerto Virtual Manager database on the target SQL server with the following database name: zvm_db. 

Note: If the database name is not zvm_db, rename it during the restore operation to be zvm_db.
6. Ensure that the user account that will be used for connecting to the restored database, has the following database 

membership roles: db_owner and public.

7. After the migration ends, change the SQL Server credentials in the Zerto Virtual Manager as follows:
a) Click Start > Programs > Zerto Virtual Replication > Zerto Diagnostics.

The Zerto Virtual Replication Diagnostics menu dialog is displayed.
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b) Select the Change SQL Server Credentials option and click Next.
The installation settings for the SQL Server are displayed. Change the IP, Username, and Password if necessary.

Server Name – The domain name and server instance to connect to, with the format domain\instance
Specify either of the following authentication options:
Windows Authentication – Use Windows authentication. This option is only enabled if a specific service user account 
was specified in the previous Service User dialog, in which case the service account name and password are used.
SQL Server Authentication – Use SQL Server authentication.

User Name – The user name for SQL Server database.
Password – A valid password for the given user name.

c) Click NEXT to the end of the wizard and then click RUN.
8. Restart the Zerto Virtual Manager service.

Note: If the Zerto Virtual Manager fails to start, reconnect the Zerto Virtual Manager back to the original SQL Server. This 
can be done using the Zerto Diagnostics or manually by restoring the original Zerto Virtual Manager storage configuration 
file: storage_properties.xml.

9. Delete the zvm_db database from the original SQL server
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