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Some teams view DRaaS as a panacea that will eradicate all 

backup headaches. Others are doggedly sticking with legacy 

systems no matter how arduous the resulting backup process. 

Almost all of them are wondering how their competitors are 

handling BDR and if they’re behind the curve or leading  

the pack.
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TXHVWLRQV�DERXW�WKHLU�ULVNV�DQG�FKDOOHQJHV��DQG�WKH�VROXWLRQV�

they’ve found. These leaders told us what keeps them up at 

night; they told us what they dislike about their current BDR 

solution and what they’re trying to do better. But mostly they 

JDYH�XV�DQ�LGHD�RI�ZKHUH�WKLV�LQGXVWU\�LV�KHDGHG��QH[W�PRQWK��

QH[W�\HDU�DQG�LQWR�WKH�IXWXUH�

Here are the results – followed by our conclusions about the 

state of disaster recovery today and tomorrow.

We asked top IT professionals 10 questions 
about their risks and challenges.

(YHU\�RUJDQL]DWLRQ�KDV�KDG�WKHLU�

VKDUH�RI�WURXEOH��ZKHWKHU�D�IORRG��

a hardware failure or an overseas 

criminal. Yet as the demand 

for 24/7 uptime grows more 

XUJHQW��DQG�QHZ�FORXG�VROXWLRQV�

transform the world of backup and 

GLVDVWHU�UHFRYHU\��PDQ\�WHDPV�

are struggling to understand the 

tools and strategies required for a 

successful BDR program.

If Ben Franklin were 
alive today, he’d 
probably say that there 
were only three things 
certain in life: death, 
taxes and IT disasters.
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1. What disaster recovery architecture 
are you currently using?

2. How many backup and recovery 
products are you currently using?

����RI�UHVSRQGHQWV�DUH�XVLQJ�FORXG�EDVHG�GLVDVWHU�

recovery solutions. 36% opt for a hybrid on premise 

DQG�FORXG�PRGHO��DQG�����XVH�'UDD6�RQO\�

24% of respondents use only on premise disaster 

UHFRYHU\�VROXWLRQV��UDWKHU�WKDQ�FKRRVLQJ�WKH�FORXG�

64% of respondents are using more than 3 different 

disaster recovery solutions; 26% use over 5 

different products.
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3. Are you planning or interested in 
implementing more cloud based 
disaster recovery?

4. On average, how long will it take you 
to recover from a server failure?

����VHH�D�IXWXUH�RI�PRUH�FORXG�EDVHG� 

disaster recovery.

Less than 6% of respondents are interested  

in the same. 

2YHU�����RI�UHVSRQGHQWV�VD\�LW�WDNHV�PRUH�WKDQ�DQ�

hour to recover from a server failure; more than a 

quarter say they need more than 2 hours. 
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server failure in under an hour.  
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5. Have you ever used your DR solutions 
after a security threat event, such as 
malware, or ransomware?

6. What are you most worried about?

77% of respondents have used their disaster 

recovery solutions after a security threat event.

Over half of respondents are most worried about 

security threats compared to hardware failure or 

backup disk corruption. 

47% are less concerned with a security threat 

WKDQ�KDUGZDUH�IDLOXUH��EDFNXS�GLVN�FRUUXSWLRQ�RU�D�

natural disaster.
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7. How critical is speed of backup and 
recovery of data for you?

8. Would you be interested in 
consolidating your DR solutions into 
one dashboard?����EHOLHYH�VSHHG�RI�EDFNXS�DQG�UHFRYHU\�SOD\V�DQ�

LPSRUWDQW�UROH��ZLWK�����RI�WKHP�FODLPLQJ�LW̵V�YHU\�

critical to their business.
����RI�UHVSRQGHQWV�ZRXOG�OLNH�WR�FRQVROLGDWH�WKHLU�

disaster recovery solutions into one dashboard.
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9. Do you regularly test your backups? 10. Are you able to do production level 
testing with your current disaster 
recovery solutions?

����RI�UHVSRQGHQWV�UHJXODUO\�WHVW�WKHLU�EDFNXSV�

88% of respondents can achieve production level 

testing with their disaster recovery solutions. 
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What does it 
all mean?
)URP�WKH�HQWHUSULVH�WR�WKH�VPDOO�EXVLQHVV������RI�WHDPV�UHFRJQL]H�

the cloud’s ability to offer them offsite backups and stronger 

EXVLQHVV�FRQWLQXLW\��$�IXOO�����UHO\�IXOO\�RQ�WKH�DJLOLW\��VHFXULW\�DQG�

cost savings of Disaster Recovery as a Service (DRaaS). Only 24% 

of respondents are using on premises disaster recovery solutions 

only – and it’s a safe bet that many of them would like to change 

WKDW��ZLWK�����SODQQLQJ�RQ�LPSOHPHQWLQJ�PRUH�FORXG�EDVHG�

disaster recovery.

Businesses of all sizes have their 
head in the cloud.



All those BDR products aren’t making 

their recovery any faster. While speed is 

essential for continuity and security – not 

to mention brand reputation – a staggering 

����RI�UHVSRQGHQWV�QHHG�PRUH�WKDQ�

an hour to recover from a server failure. 

And it gets worse: more than a quarter 

QHHG�PRUH�WKDQ���KRXUV��<HW�D�IXOO�����RI�

UHVSRQGHQWV�UHDOL]H�WKHLU�VSHHG�RI�EDFNXS�

DQG�UHFRYHU\�LV�LPSRUWDQW��ZLWK�����UDWLQJ�

it as very critical to their business. There’s 

a serious conflict here that’s at the heart of 

BDR challenges today.

… And yet their recovery is way 
too slow.

64% of respondents are using more than 

��GLIIHUHQW�GLVDVWHU�UHFRYHU\�VROXWLRQV��

with more than a quarter using over 5 

different products. That’s a lot of vendor 

PDQDJHPHQW��D�ORW�RI�PRQH\�DQG�̰�MXVW�

a guess here – a lot of time spent getting 

WKHVH�VROXWLRQV�WR�ZRUN�WRJHWKHU��,GHDOO\�

teams should be getting their BDR needs 

PHW�ZLWK�MXVW�RQH�RU�WZR�SURGXFWV��EXW�

only 36% of respondents are. No doubt 

that’s why so many crave simplicity: an 

DVWRQLVKLQJ�����ZDQW�WR�FRQVROLGDWH�

their disaster recovery solutions into one 

GDVKERDUG��%XW�WKHUH̵V�JRRG�QHZV�WRR��

considering 88% can and do achieve 

production level testing using their  

BDR solution.

Teams are juggling way too 
many products.



There might still be a few teams out there 

PLQLPL]LQJ�WKH�LPSRUWDQFH�RI�DQ�DGYDQFHG�

EDFNXS�DQG�GDWD�UHFRYHU\�VROXWLRQ��EXW�

most have learned otherwise the hard way. 

More than three quarters of respondents 

have used their disaster recovery solutions 

after a security threat event.

Disaster recovery is a critical 
security defense.

Over half of respondents worry more 

about security threats than hardware 

failure or backup disk corruption. That’s 

KDUGO\�VXUSULVLQJ��JLYHQ�WKH�UHFRYHU\�

delays above. Natural disasters crashing 

LQ�RQ�D�GDWD�FHQWHU��DQ�HPSOR\HH�HUURU�RU�

a hardware failure can all pose immense 

SUREOHPV�IRU�DQ�RUJDQL]DWLRQ��%XW�D�VNLOOHG�

and willful attack can cripple a brand for 

years and could cost a literal fortune. 

Ransomware attacks particularly depend 

on a team’s inability to recover quickly.

A cyberattack is an IT leader’s 
biggest fear.



,W̵V�FOHDU�WKDW�FKDQJHV�LQ�WKH�ZRUOG�RI�%'5�DUH�KLJKOLJKWLQJ�ROG�IUXVWUDWLRQV�

for some leaders even as they light the way to stronger and faster 

VROXWLRQV�IRU�RWKHUV��$V�PRUH�RUJDQL]DWLRQV�H[SORUH�FORXG�EDVHG�EDFNXS�

DQG�UHFRYHU\�DQG�YLUWXDO�HQYLURQPHQWV��WKH\�DUH�ͤ QGLQJ�ZD\V�WR�DFFHOHUDWH�

UHFRYHU\�ZKLOH�PLQLPL]LQJ�FRVWV��,W̵V�FOHDU�WKH�ULJKW�VWUDWHJLHV�DQG�VROXWLRQV�

DUH�DYDLODEOH�̰�DQG�WKDW�,7�OHDGHUV�KDYH�WKHLU�H\HV�RQ�D�IXWXUH�RI�IDVWHU�

recovery and stronger security.

1-Click Instant Recovery
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