
Cyber Security Demystified:

The first in a series of eBooks on Cyber Security for business

SECURING 
BUSINESS 

OPERATIONS



REPUTATION
Cause your customers 

and/or suppliers to 
lose confidence in you

INFORMATION
Steal, corrupt or 

erase data

FINANCES
Lose or stop 

earning money

The mission of cyber security is to prevent 
negative impacts on your business, no matter 
who the attacker or what industry you’re in. 
There’s a popular misconception that smaller 
companies aren’t in danger and don’t have to 
worry about cyber attacks. The fact is that real 
life business cyber attacks happen all the time1 
to every type and size of business. OPERATIONS

Slow or halt 
production

YOUR OPERATIONS 
ARE YOUR LIFEBLOOD 

GENERALLY SPEAKING, CYBER 
ATTACKS CAN IMPACT YOUR 

BUSINESS IN FOUR WAYS:

This, the first eBook in our series on cyber se-
curity, focuses on protecting company oper-
ations: manufacturing, ecommerce and other 
processes that produce value for your compa-
ny.

1 Cybersecurity for Advanced Manufacturing National Defense Industrial Association, May 5. 20142
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The world is quickly becoming more digital. Inter-
net connectivity is increasingly interwoven into 
infrastructure and systems, saving us time and 
adding efficiency to our processes and actions. 
Consumers can now design, order and pay for 
products and services as they wait in line. Busi-
nesses can track shipments and metrics globally 
in real time. Public infrastructure, such as traf-
fic lights and electrical utilities, are accessible 
through Internet facing hosts.2

But as processes become more efficient and the 
pace of integration increases, we have become 
exceedingly dependent upon digital systems, 
both in business and in our day-to-day lives. Cy-
ber attackers, from criminals to governments, are 
exploiting this dependence at unprecedented 
rates.3

What’s happening, you ask? Thanks to high re-
turns, low risks and marginal costs, attackers are 
putting more resources into cyber capabilities—
which contributes to the growth of malware. 
This burgeoning cyber attack environment has 
sparked a cyber arms race between attackers and 
the businesses trying to protect against them. 

Research firm Gartner predicts that global IT 
security spending will increase another 8.2 
percent in 2015, to $76.9 billion.4 Governments 
are bolstering their capabilities at an even faster 
pace: the Pentagon’s budget for cyber defense 
quintupled in size between 2013 and 20145 and 
China’s increased from 20 to 30 percent, purport-
edly in an attempt to compete with superior U.S. 
military cyber capabilities.6

THE CYBER
ARMS RACE

GLOBAL IT 
SECURITY SPENDING 

WILL INCREASE 
ANOTHER 8.2 

PERCENT IN 2015, TO
$76.9 BILLION
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AN UPHILL BATTLE 

Cyber attacks are no longer perpetrated by a 
handful of nerds gone bad—they are a business. 
A big one. As governments, businesses and or-
ganizations of all kinds integrate more deeply 
with the Web, cyber attacks multiply. The acceler-
ating growth in malware is a good measure of the 
growth in cyber attacks. Over 42 million security 
incidents were detected in 2014, a 48% increase 
over 20137. This growth is exacerbated both by 
a multiplication of attack vectors8—everything 
from smart phones to 4G-enabled industrial con-
trols in the nascent Internet of Things—and a dis-
tinct lack of preparation among businesses.

The vast majority of businesses’ defenses are in-
creasingly outclassed by cyber attackers’ tools 
and techniques.9 Basic antivirus on endpoints 
is just not enough. The Dark Web is not only a 
playground for individual criminals, but also for 
corporations looking to gain an unfair advantage, 
as well as government-sponsored actors10 and 
hacktivists.

https://www.av-test.org/en/statistics/malware/

7 US cybersecurity: Progress stalled - Key findings from the 2015 US State of Cybercrime Survey PWC, July 2015 • 8 Ibid. • 9 Ibid. • 10 “Hacking Team Used Spammer Tricks to Resurrect Spy Network” krebsonsecurity.com, July 2015
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Government agencies are increasingly engaged in corporate espi-
onage and attacks. Most of them never reach the media, but there 
are sensational examples. In 2010, the U.S. military attacked Iran’s 
nuclear facilities with Stuxnet, a sophisticated computer worm, de-
stroying centrifuges and crippling the country’s nuclear program.12

Algenol is a great example of a more recent government attack. 
This Florida-based firm may have discovered a way of ending our 
reliance on fossil fuels by farming algae. As a strategic emerging 
technology player with a secret formula, Algenol’s is exactly the 
kind information foreign governments want. When the company’s 
head of IT looked for the cause of slow Internet service, he discov-
ered a telnet connection that was traced to a Chinese cyber-espi-
onage unit.13

GOVERNMENT-SPONSORED 
ESPIONAGE
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MEET THE 
BAD GUYS

When one company wants another’s information, there are many 
ways to obtain it. They can procure it on-site by paying an employ-
ee or planting a spy. They can also find someone at arm’s length 
with the cyber skills to hack in and steal it. 

Reports of corporations hacking in to steal rivals’ information rarely 
surface in the media, but in the summer of 2015 one U.S. baseball 
team did exactly that. At time of writing, the F.B.I.-led investiga-
tion is ongoing. What we do know is that personnel for the St. Louis 
Cardinals are alleged to have hacked into a private network owned 
by the Houston Astros, stealing valuable statistics and information. 
It was a bold but basic move: Cardinals perpetrators reportedly 
gained entry by using a master list of passwords in use while Jeff 
Luhnow, now manager of the Astros franchise, worked for the Car-
dinals.11

CORPORATE 
ESPIONAGE



MEET THE 
BAD GUYS

14 “Anonymous hacks into phone call between FBI and Scotland Yard” The Guardian, 3 February, 2012  •  15 “Hacktivist group possibly compromised hundreds of websites” pcworld.com, July 1, 2015  •  
16 “Cybercrime Kingpin Pleads Guilty”, krebsonsecurity.com, 2015

Hacktivists hack into organizations in order to promote a politi-
cal agenda. While still a threat to any private business, hacktivism 
mostly targets governments and larger companies for social or 
environmental reasons. In 2012 members of the infamous hacker 
group Anonymous hacked into and later distributed a conference 
call between the FBI and Scotland Yard…on cybercrime.14

Hacktivists occasionally target smaller companies. In July 2015 a 
hacktivist group known as Team GhostShell hacked into over 450 
websites, many of them small private enterprises. The group pub-
lished the names of the websites that it claims to have hacked on 
Twitter and provided links to samples of purloined data, including 
personal information. Team GhostShell stated that its mission was 
to demonstrate “how truly deplorable cybersecurity has become.”15

Cyber criminals can either be organized (think mafia) or unorgan-
ized. They are often skilled entrepreneurs who specialize in one 
area, for example writing exploits or creating botnets. Their tar-
get is anything than can be monetized: personal data for use in 
scams or frauds; IT infrastructure that can be leveraged for botnet 
or DDOS use; or new attack vectors like email accounts or website 
control panels. They offer their skills, the malware they produce 
and the information they steal for sale on the Dark Web.

A great example of traditional organized cyber crime is Vladimir 
Tsastsin, an Estonian who ran a crime ring that affected more than 
4 million computers in 100+ countries. He and his colleagues in-
vented a type of malware called DNSChanger that switched ads in 
victims’ Web browsers with ones that made money for his legiti-
mate company, Rove Digital.16 Like so many similar exploits, it was 
not technically sophisticated. 

HACKTIVISM CYBER CRIMINALS 
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OPPORTUNISTIC VS. 
TARGETED ATTACKS

17 US cybersecurity: Progress stalled - Key findings from the 2015 US State of Cybercrime Survey, PWC, July 2015 • 18 Microsoft Security Intelligence Report • 19 US cybersecurity: Progress stalled - Key findings from the 2015 US State of 
Cybercrime Survey, PWC, July 2015

At a high level, there are two types of attacks: 
targeted and opportunistic. The people be-
hind targeted attacks are typically more tech-
nically sophisticated and have a specific goal 
in mind. Opportunistic attacks are mostly au-
tomated, low effort attacks spread across the 
Internet to exploit vulnerabilities. 

Both kinds of attack are growing in volume 
and in frequency.17 Cyber attacks are now so 
commonplace that the only astonishing thing 
about them is their prevalence. Considering 
that approximately 32% of computers in use 
today are already infected with malware18, 
it’s clear that nobody is safe. Many companies 
have no idea that they have a problem. Every 
year the FBI informs thousands of U.S. compa-
nies—including banks—that they have been 
victims of cyber attacks.19
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Opportunistic attacks are mostly the domain 
of average criminals and crime organizations 
that implement common scams by means of 
‘crimeware’ or ‘exploit kits’ that are readily 
available on the Dark Web.

The aim of an opportunistic attack is to at-
tack anyone and everyone who is vulnerable 
to even one of the thousands of exploits in a 
given crimeware package—many of which can 
mutate automatically to fool signature-based 
anti-virus software. 

At its core, the opportunistic attack is a num-
bers game. Of the thousands of computers at-
tacked every hour, a few will be compromised. 
Over months and years, the numbers add up. 
The only goal is to make money quickly using 
crypto-malware, spam, banking trojans or oth-
er exploits. 

Opportunistic attacks are the reason why 
every company needs proper security. It 
doesn’t matters how big, small, rich or poor 
you are. You will eventually be attacked. It’s just 
a matter of the skill and risk involved in stealing 
your data, resources or funds. 

For criminals, the best money is easy money. 
And it’s great money. Since attacks are carried 
out automatically, the costs and risks are very 
low. It’s almost pure profit - in many cases 
well above 1000% ROI.20

To avoid detection, some attackers limit 
the spread of their malware on purpose, or 
self-terminate if certain security tools or soft-
ware are present. Clever attackers profile their 
victims. When they find lucrative targets that 
they don’t have the skills to exploit, they sell 
access on the Dark Web. When that happens, 
the attack becomes targeted and inherently 
more dangerous. 

OPPORTUNISTIC ATTACKS

8 20 http://www.cyberdefensemagazine.com/cybercrime-is-paying-with-1425-return-on-investment/

OPPORTUNISTIC 
ATTACKS ARE 
ALMOST PURE 

PROFIT - IN MANY 
CASES WELL ABOVE 
1000% ROI

$



Targeted attacks are the domain of advanced 
cyber criminals, government agencies and 
corporate spies. They utilize advanced tech-
niques like tailored social engineering, attack 
vector reconnaissance, zero-day exploits and 
customized malware. The prevalence of at-
tacks has grown to such an extent that cor-
porations are inventing their very own cyber 
defenses.21

The aim of a targeted attack is to exploit weak-
nesses in a known system or behavior in order 
to bypass sophisticated defenses. Many at-
tacks seek long-term persistence and may lie 
dormant for an extended time. For success, 
targeted attacks rely on quality: customizing 
the attack to exploit target weaknesses. Their 
goals range from sabotaging machinery and 
stealing trade secrets to infecting a partner or 
customer. 

When a sophisticated cyber attack occurs 
anywhere in the world, it should be of con-
cern to you, no matter what your company 
does. That’s because the mechanisms behind 
the most advanced attacks—typically perpe-
trated by governments—will eventually fall 
into the hands of common cyber criminals. 
As soon as they discover or reverse engineer 
the source code, the attack mechanism gets 
integrated into existing crimeware and exploit 
kits that are spread indiscriminately across the 
Web. 

As an example, Gyges is a type of malware be-
lieved to have been developed by the Russian 
intelligence service. It waits until the user is 
inactive, enabling it to operate undetected for 
long periods of time. Gyges was initially used 
for ‘government’ purposes, such as network 
eavesdropping and IP theft, and subsequent-
ly for criminal purposes like creating banking 
Trojans and ransomware, installing rootkits, 
and creating botnets.22

TARGETED ATTACKS 

921 Cyber Kill Chain, Lockheed Martin • 22 “Gyges, the mixing of commercial malware with cyber weapon code” securityaffairs.co, July 22, 2014
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DON’T BE 
A VICTIM

Business-critical operations are the lifeblood 
of companies. Anything that negatively im-
pacts them will have an impact on your busi-
ness’s ability to produce your chief delivera-
bles, whether goods or services. Shut down 
operations long enough and any business will 
fail. There is a good reason why insurers are 
now offering ‘cybercoverage’ policies.23

IT managers’ priority is to keep IT systems 
working properly. If operations go down, so 
does the business. Whether you are a manu-
facturer or a travel agency, your operations are 
a focal point that interests attackers. As with 
so many things, when it comes to cyber 
security, an ounce of prevention is worth 
a pound of cure. On the following pages, 
you will find four real life examples from 2014. 
Company names are kept confidential.

10 23 “How AIG Is Using Cyber Intelligence to Protect Property from Cyber Attacks” insurancejournal.com, July 22, 2015
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CYBER ATTACKS IN ACTION

STEEL MANUFACTURING 
COMPANY SABOTAGED

11

WHAT HAPPENED?
In 2014, cyber attackers used a sophisticated spear-phishing social engineering attack to infiltrate the cor-
porate network of a German steel mill. The cyber attackers explored the company’s networks and plant-
ed malicious code in the industrial production environment. As a result, a blast furnace could not be shut 
down, causing massive damage.

FINANCIAL IMPACT:
While the German Federal Office for Information Security report did not identify the mill or the specific 
damage incurred, we know that industrial blast furnaces are massive, up to 30 meters tall and 10 meters 
wide. They can cost millions of dollars to build and produce hundreds of thousands of dollars in value per 
day. Downtime and refurbishment would exact a heavy price. 



TRAVELLERS  TARGETED FOR 
CREDIT CARD FRAUD
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CYBER ATTACKS IN ACTION

WHAT HAPPENED?
While browsing industry blogs, a travel agent succumbed to an attack via a vulnerable java browser plugin. 
Once infected, more malware was downloaded, giving cyber attackers full access to the agent’s computer. 
From there, attackers were able to move laterally to other computers and ultimately to agency booking and 
CRM systems, where credit card numbers were stored for convenience.

The cyber attackers used these cards to go on a buying spree. By sheer luck, one of the agency’s custom-
ers contacted them after just a few days to check some suspicious charges, sparking an investigation. The 
agency involved the FBI in an internal investigation, causing two weeks’ system downtime for investigation 
and repair.

FINANCIAL IMPACT:
Two weeks of almost complete downtime had a major financial and reputational business impact. Cleaning 
and resetting the system might have cost upwards of $25,000. Layer on customer legal action and the total 
financial impact was substantial.



WHAT HAPPENED?
An employee at a U.S. concrete manufacturing company fell victim to a social engineering scheme when 
clicking an email attachment. The employee’s computer became infected with a kind of ransomware called 
Cryptowall. The ransomware quietly propagated throughout the company network and began encrypting 
accounting data and files critical to several production systems.

The next morning when a worker could not access the production files required to initiate manufacturing, 
the attack was discovered. After two days of production downtime, the company decided to pay the rela-
tively small fee to decrypt the system. They had to hire external consultants to clean the systems, causing an 
additional week of downtime. Some of the accounting information was reportedly never recovered because 
it was compromised and the company did not have up-to-date backups.

FINANCIAL IMPACT:
The financial impact included a week and a half of downtime, a ransom payment for an undisclosed amount, 
three weeks of taking orders manually, approximately $30,000 in system cleaning, and a month-long ac-
counting recovery project. In addition, the company suffered liquidated damages when they were not able 
to meet contract delivery deadlines.
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CYBER ATTACKS IN ACTION

ECOMMERCE 
WEBSITE HACKED

WHAT HAPPENED?
An employee at a French ecommerce company clicked a malicious link in a socially engineered email. The 
script embedded in the link consisted of an XSS (cross site scripting) attack that hijacked the employee’s on-
line session and stole her account information. Her account was used to insert malicious code into a plugin 
handling payment transactions. 

The attack went unnoticed as thousands of fraudulent charges were racked up using stolen customer credit 
card information. Three weeks after the attack, a Google scan flagged the site due to suspicious activity and 
the site was blacklisted, causing a drop in daily visitors approximated at 90 percent. The site administrator 
realized what happened and took the site offline for cleaning and recovery, causing huge amounts of addi-
tional work for the few administrators running the site.

FINANCIAL IMPACT:
In addition to legal expenses and bad PR, direct monetary losses were approximated at 26,000 euros due to 
lost sales and refunds in the first month (and rising). As the website has been blacklisted by Google, other 
major search engines and security vendors, its ranking has been destroyed and business has dropped by 
over 90%. More legal expenses are expected as a credit card fraud investigation kicks off.
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ASSESS YOUR 
RISKS

If you don’t know what you need to protect, 
you will do a bit of this and a bit of that to try 
and safeguard your business. To focus your se-
curity properly, you need to know specifically 
what needs protecting. 

Completing a cyber security risk assess-
ment is the critical first step in implement-
ing more robust defenses. You need to iden-
tify your organization’s critical operations, the 
systems that run them, and to evaluate your 
current level of protection. Finally, gaining an 
awareness of relevant risks and possible gaps 
in your security will determine the actions 
needed to close those gaps. 

Completing an assessment will help you to in-
vest your time and money in the most cost-ef-
ficient manner possible, in the right areas and 
with the right prioritization. There are multiple 
methodologies for completing a risk assess-
ment. The one that suits you best will depend 
on your company’s size, sensitivity, and the 
likelihood of an attack. 

Specific risks aside, every company needs to 
cover the basics in securing their business. 
In fact, cyber security is mostly about getting 
the basics right. The following pages cover 
these fundamentals. 
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SECURE YOUR DEVICES 

The first thing to secure is the endpoints through which malware 
can access your environment. PCs, Macs, tablets, smart phones, 
email servers and other devices all need protection.

A modern firewall to protect in- and outbound traffic is important, 
as are top-grade detection rates. These can only be achieved by 
combining traditional anti-virus with behaviour-based detection 
technology. To find out more, reference our eBook on antivirus 
end-point protection.

Next, protect against common attack vectors by creating and 
maintaining safeguards against online browsing, emails and porta-
ble devices (USBs). Physical theft is always a concern, so implement 
automatic lock screens, hard drive and memory card encryption, 
and ensure that you can wipe devices remotely.

SECURE YOUR SOFTWARE 

Securing your software is a part of securing your devices, but the 
following points are particularly important.  There are three key 
ways to secure software: get rid of software not in use and turn off 
non-essential features, leverage the built-in software and OS secu-
rity and privacy features of your devices, and install updates as they 
are released.  

Out-of-date software is the number one exploited weakness in cy-
ber attacks today. With dozens—sometimes hundreds—of differ-
ent kinds of software running on business systems, patch manage-
ment needs to be systematized and, ideally, automated. Above all, 
be sure to avoid using popular software when it reaches end-of-life. 
Finally, ensure visibility and manageability over all installed software 
and applications.

COVER THE 
BASICS
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COVER THE 
BASICS

SECURE YOUR PEOPLE 
 
Computers don’t make mistakes—people do. Employees need to 
be taught good security habits, like proper password management 
and how to open files that come from outside the company. 

Cover the basics with staff on a scheduled basis to encourage se-
curity-wise behavior. Important themes to cover include the prev-
alence of malware, as most people are not aware of the current risk 
environment; common social engineering schemes and mecha-
nisms; endpoint protection and password policy; and why limiting 
access to certain systems is important.

SECURE YOUR NETWORK  

Start securing your network by shutting down all but the most es-
sential protocols and ports. Limit user access to local and required 
systems, and remove or limit remote access capabilities. Secure all 
in- and outgoing traffic and regularly monitor and review network 
logs for suspicious activity. 

One oft-neglected action is to secure your wireless Internet rout-
er, an action that will prevent cyber attackers from bypassing your 
other endpoint completely. Configure wireless networks to the 
highest available security level, update networking software and 
router firmware with the latest vendor-supplied patches and fixes, 
and ensure the highest level of password protection.
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Dedicating each system to one task is a 
high-value action. In the same way as a house 
with many doors and windows is more difficult 
to secure than a house with few, dedicating 
each system to one task will make it easier to 
secure. In IT parlance, you are reducing the 
attack surface. Make critical systems individ-
ual and separate for each process or function, 
each with its own relevant security settings. 

Once you have conducted a risk assessment and covered the basics of IT security, you will be in a position to focus 
on high-value actions to secure and safeguard critical operations. The following pages list the most effective tactics 

for ramping up operational security.

Remove Internet connectivity when produc-
tion processes don’t require it in order to 
create an ‘air gap’ between systems and the 
Internet. This can significantly reduce the risk 
of infection, especially if the gap also isolates 
the production environment from the busi-
ness one.

Firewalls are not enough to stop hackers from 
making the leap from one environment to the 
other since they can be reconfigured or come 
with exploitable security deficiencies. An air 
gap is, however, a double-edged sword since 
lack of connectivity makes automated security 
updates impossible. The way to solve this new 
vulnerability is to restrict physical access and 
therefore prevent USB infection.

RAMP UP OPERATIONAL 
SECURITY 

19

LIMIT 
WEB ACCESS

ONE SYSTEM FOR 
ONE TASK1. 2.



Operating system hardening is multifaceted—
you can take great pains to harden the OS, but 
focusing on the following areas will reduce the 
attack surface, greatly diminishing the likeli-
hood of a security breach: 

Remove unnecessary software: This is an im-
portant step and one that is easier to perform 
on critical systems designed to carry out just a 
few functions.

Remove or shut down unneeded servic-
es: Most vulnerabilities are discovered in 
rarely used parts of application code. Where 
possible, remove multimedia and javascript 
from PDF readers, unneccessary plugins from 
browsers, and unused features from Web serv-
ers and other public-facing services.  

Disable or change accounts: Depending on 
the OS, default accounts can come with poor 
or no security settings and liberal admin rights, 
leaving you wide open to attackers coming 
in the back door. Also be sure to remove ac-
counts as employees leave.

Restrict permissions: Restrict permissions 
that are open by default. This will keep users 
from doing things like changing the way hard-
ware functions and installing software that can 
affect the OS.

Keep up with patch management: Software 
vendors issue security patches as vulnerabili-
ties are discovered and exploited. To avoid up 
to 85% of known malware, patch your software 
in a timely manner.

Use logging and auditing functions: These 
functions create records of logins, changes 
to the OS and the like—handy things to have 
should something bad happen. There are 
hundreds of logs available on a Windows sys-
tem, so don’t overburden the system with too 
many, and hook logs up to an alert system.
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Restricting movement is also important at the 
network level, between business-critical sys-
tems. Assume that your network will get in-
fected and plan for containment. 

There are many techniques to restrict later-
al movement, including the implementation 
of demilitarized zones (DMZs) and gateways 
between systems with dissimilar security re-
quirements. Other critical network hardening 
techniques include:

Updating software and hardware: Make sure 
that all networking software and the firmware 
in routers is updated with vendor-supplied 
patches and fixes as they become available.

Disabling unnecessary protocols and ser-
vices from hosts on the network: All unnec-
essary protocols and services should ideally be 
disabled and removed from network hosts. 

Blocking unused ports: Block unused ports 
with a firewall and disable associated servic-
es on hosts within the network. For example, 
where no host acts as a Web server, block traf-
fic from passing through the firewall via port 
80.

Restricting access with a firewall: The first 
of several techniques for preventing unau-
thorized access to internal networks involves 
installing a firewall between the network and 
the Web.

Application control, or whitelisting, is a sim-
ple step. It involves making a list of applica-
tions that are permitted to run, and blocking 
everything else. Whitelisting does not require 
constant updating to keep up with malware as 
it evolves, but it doesn’t suit every device. End-
points, for example, have too many functions 
to make it practical. But for a system dedicated 
to a specific function, it is extremely efficient.
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Many machines will automatically shut down 
if they get too hot. In the same way, setting 
hardware failsafes for your equipment will help 
contain the three kinds of threats that opera-
tions systems face: environmental, supply sys-
tem-related, and human.

SET 
FAILSAFES6.

Integrity checkers are a standard component 
of host-based intrusion detection systems that 
test a file’s updated value against its stored val-
ue for any changes. Integrity checking works 
best when systems have been separated and 
stripped of everything non-essential to im-
prove visibility.

Credentials are instrumental in restricting ac-
cess to operations-critical systems. They can 
be as simple as a password, but multifactor 
identification that combines a password, a 
smart card and a retina scan, for example, is 
much stronger. 

Credentials tracking is also useful in detecting 
deviances from routine. If a machine operator 
has never come in at night in 10 years of work 
and then suddenly does, flag the instance for 
examination. 

The ability to wipe and reinstall dependable 
backups is critical to businesses. 

To guarantee your ability to restore a system 
from backup, include the OS, application soft-
ware and data in the overall backup procedure. 
You also need to have a recovery plan, a re-
covery process, and documentation for both. 
Update your plan quarterly with triggerpoints 
such as changes in personnel or application 
changes. Finally, don’t forget to test backup 
procedures at regular intervals. 
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The vast majority of successful cyber attacks are 
not sophisticated. They are built with pre-pack-
aged exploits and perpetrated by basic cyber 
criminals who exploit common technological 
or behavioral weaknesses. That being the case, 
our best advice to you is simple: don’t be the 
low-hanging fruit.

As you may have guessed, we know something 
about cyber security. You can take a look at our 
comprehensive cloud-based and onsite cyber se-
curity solutions for business here.

Companies in certain industries are more apt 
to be targeted by more skilled, motivated and 
persistent attackers. If that sounds like you, we 
can help. F-Secure provides security solutions 
for companies in healthcare, defense and other 
oft-targeted industries, as well as national defense 
organizations. 

Discover our most sophisticated, enterprise-ca-
liber cyber security offering here or get in touch 
to request an evaluation of your security environ-
ment, vulnerabilities or risks.
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ABOUT
F-SECURE

F-Secure has been solving business security challenges for 
over 25 years. We are a European pioneer in cyber security 

and data protection.

Our award-winning solutions go far beyond traditional 
anti-malware. We offer modern, best-in-class endpoint pro-

tection and vulnerability scanning tools in addition to security 
consultation. Developed in close cooperation with industry 
partners and international security authorities, our solutions 

garner global awards from leading independent experts. 

Together with our network of over 200 operators and 
thousands of IT service partners, we are able serve millions of 

private and business customers locally, worldwide. 

SWITCH ON FREEDOM www.f-secure.com


