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Introduction 

For accounting programs, and for employers of students from these accounting programs, the existence of student 

integrity is paramount. When Arthur Andersen was facing a 2002 charge of obstruction of justice in relation to its audit of 

Enron, the firm’s annual revenue was in the range of $9 billion. Yet, even before a court verdict was handed down, many 

Andersen clients, including four of the firm’s top 20 clients (Delta Airlines, Freddie Mac, Merck, and SunTrust Banks) 

swiftly began the search for a new auditor (Forbes, 2002). Technical accounting skill was not the issue. The circumstances 

surrounding the indictment tainted integrity, and for a public accounting firm, integrity is at the core of its value to the 

marketplace. 

When accounting students violate the “code” of student integrity, accounting educators and employers of accounting 

students face equally unpleasant realities. First, students who engage in academic misconduct during their college years are 

likely to engage in fraudulent behavior later in their professional careers (Sims, 1993; Nonis and Swift, 2001; Harding, 

Passow, Carpenter, and Finelli, 2004; Payan, Reardon, and McCorkle, 2010; LaDuke, 2013). Given the importance of 

integrity to public accounting firms, hiring students whose values are not consistent with the expected norms of the 

profession could prove disastrous. 

Second, firms may waste time and resources before discovering that the accounting skills of the students are 

deficient. Students who cheated in their accounting coursework must continue to do so once hired to cover up their 

deficiencies. Eventually, both the CPA Exam and on-the-job tasks may be too big hurdles that expose the skill deficiencies 

of the student. 

Finally, there is an economic cost to dishonesty. To the extent that student cheating is both successful and pervasive, 

the quality of accounting majors entering public accounting will decrease since employers would be less able to use course 

grades in distinguishing the “lemons” from the “peaches.” The result would be a classic case of information asymmetry that 

results in additional downward pressure on salary offers to accounting majors (Akerlof, 1970). 

It is important that accounting educators continue to keep pace with the challenges and the increasingly stealthier 

methods of students cheating in all modes of course delivery (i.e., face-to-face learning, online learning, and everything in 

between). Cheating must be discouraged and minimized. This paper updates accounting instructors about the latest trends 

in this circular “arms race” of cheating. In addition, some of the best practices to potentially prevent, detect, and mitigate 

these threats are highlighted.1 

In addition to analyzing cheating tools and techniques that have emerged in the last decade, we tested several of 

these tools to demonstrate how they can be used to gain an unfair advantage. Thanks to recent advancements in technology, 

both the efficacy and subtlety of these devices are astounding. Predictably, as more effective tactics for preventing cheating 

are employed, more sophisticated ways of cheating are being developed. 

The remainder of the article is organized as follows. First, we discuss the emergence of cheating tools and techniques 

in the classroom resulting from advancements in technology. Next, we discuss notable ways of cheating in a distance 

learning environment. In both sections, we introduce controls to potentially prevent, detect, and mitigate these threats. 

Finally, the authors discuss their personal experience with student cheating during the 2020–21 academic year. 

 
1 Hayes, Hurtt, and Bee (2006) alerted readers to potential cheating methods that were being employed in accounting college 

classrooms, and also provided suggestions to detect and mitigate them. This article builds upon that article. 

http://www.NACVA.com/JFIA
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The War on Cheating—Arms Race in the Classroom 

This section demonstrates some of the technology tools that exist in the current “cops vs. robbers” struggle between 

instructors and students in the classroom. 

Video Recording Devices 

While smart phones and cameras are the devices most commonly associated with video recording, we discovered 

that technology has made significant recent advances. Cameras are now smaller and stealthier than one can imagine, easily 

concealed in shirt buttons, eyeglasses, pens, and watches. A quick search on eBay for “spy video recording devices” yielded 

a result of 43 devices for sale.2 Of these 43 devices, 13 were audio recording devices and 30 were video recording devices. 

The devices of most interest to this paper are those commonly used in a classroom setting (e.g., pens, calculators) and those 

that can easily be concealed on a person in the classroom (e.g., buttons on clothes, eyeglasses, watches). Table 1 shows 

filtered results of the eBay search.3 The results show 18 items with an average total cost (including shipping) of only $41.24, 

with 11 of these items priced under $30. This is a very small investment to potentially gain a significant advantage in the 

course. [See Table 1, pg. 568] 

We had heard about these recording devices, but we wondered if the video quality would be sufficient to enable 

student cheating. We purchased two recording devices (a spy pen and a spy watch) and tested them in a classroom setting.4 

Both devices were tested from the back of the classroom, roughly 35 feet from the whiteboards and video projector screen. 

The following potential exam question was displayed on the video projector: 

Question 6 

To answer Questions 6, first review Appendix A. On January 1, 2020, Synchrony adopted ASU 2016-13 

(current expected credit loss model). If Synchrony’s allowance for credit losses needs to be adjusted by 

$870 million, what is Synchrony’s adjusted retained earnings balance immediately following its adoption 

of ASU 2016-13? (assume no deferred tax implications) 

A. $730 million 

B. $765 million 

C. $800 million 

D. $835 million 

E. $870 million 

While playing back the video from the spy device, the video was stopped and a screen capture was taken to reveal 

Image 1 below. 

  

 
2 A Google search of “spy video recording devices” yielded 7,950,000 results. Last accessed 5/29/2020. 
3 Appendices A and B present sample eBay listings for the keyword searches “spy video recording devices” (Appendix A) and 

“calculator with spy camera” (Appendix B). Last accessed 5/29/2020. 
4 Appendices C and D present the instructions for the spy pen and spy watch, respectively. 
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Image 1: Spy Video Recording Device (roughly 35 feet from the projector) 

 

Using Word’s zooming feature ( ), Image 1 was easily magnified and results in Image 2 at the top of the 

next page. 

Image 2: Spy Video Recording Device (Image 1 magnified 200%) 

 

Both of these images are produced by a relatively cheap video recording device from the back of the room (and 

better-quality devices are available). The following links also provide the reader an actual demonstration of each of the 

items’ abilities. 

• Video link to spy pen demonstration: (Link not included to assure author anonymity) 
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• Video link to spy watch demonstration: (Link not included to assure author anonymity)5 

These images and videos demonstrate how simple it would be for students to potentially create their own “test bank” 

from items projected on the overhead or handed back in class. We provide the instructions for how to operate the spy devices 

in Appendices C and D. Notice how simple it is to get one of these devices up and running in a matter of minutes. Note also 

that the watch even states: “2. Introduction of Product: This product is the first FULL HD IR Night Vision watch camera 

with shooting photo, recording video, IR night vision functions. And this baby is so practical for the users from business, 

education (emphasis added), editor, etc.” suggesting that it could be utilized in a classroom. 

How can you, the reader, help detect and mitigate these fraudulent behaviors? By keeping aware of the latest 

technology tools and watching out for them. However, it will be difficult for instructors to identify vulnerabilities with every 

day, easily concealed items such as watches, pens, calculators, and buttons. A good control to help reduce the likelihood of 

cheating, especially if your class is comprised of objective-based questions, is not a new mitigating strategy and is 

highlighted in the prior literature (e.g., Hayes et al., 2006)—develop multiple versions of your exams (both question stems 

and answer choices). 

Keystroke Loggers 

A keystroke logger records all of the keystrokes performed on a keyboard. It is a small device that can be placed 

between the keyboard USB plug and the computer. Imagine getting setup for class and first logging into your account on a 

classroom computer—here is what the keystroke logger records (anonymized as “MyLoginID” and “MyPassword”): 

MyLoginID [Num][Ent] 

MyPassword [Ent] 

Imagine instead if students had access to all files on your laptop or desktop computer hard drive (rather than the 

network drive from a classroom). This can be achieved by planting a keystroke logger on your work keyboard. Assume that 

you want to create the following sample exam question in Word: 

What is the term used for the net amount you expect to collect from customers that purchase items on 

account? 

A. Bad Debts Expense 

B. Allowance for Doubtful Accounts 

C. Net Realizable Value 

D. None of the above 

Answer: C. Net Realizable Value 

Here is what the keystroke logger recorded (including errors and corrections): 

What is the term used for the net amounttt [Bck][Bck][Bck] you expect to receive from customers that 

puch[Bck][Bck][Bck][Bck]purchase  on[Bck][Bck]items on account?[Ent] 

[Ent]a. Bad Debts Expense[Ent] 

Allowance for Doubtful Accounts[Ent] 

Net Realizable Value[Ent] 

None of the above[Ent] 

[Ent][Ent]Answer: C Net Realizable v[Bck]Value 

If you are creating a new Word test file, the name of the file is also captured. For example, the file “Sample Log 

Test Questions.docx” was created and here is what was recorded by the keylogger: 

Sample Log Test Questions[Ent] 

Obviously, if students gain access to either your network drive or your computer hard drive, they could easily locate your 

exam files. 

How difficult is it to setup and use a keylogger? 

 
5 Links to these two videos will be added after acceptance of the paper. 
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• Here is a one-minute video of how to set it up: https://www.youtube.com/watch?v=htkQ1S7n4i46 

• Here is a three-minute video of how they are making it stealthier: https://www.youtube.com/watch?v=mJRiY-

c2qxo7 

One way to mitigate this threat is if you see something like this attached from a keyboard to the computer, then do not use 

that computer. 

 

However, it is hard to detect these devices, as they look very similar to the USB receivers for a wireless keyboard, a wireless 

mouse, and a wireless remote presenter. 

A good preventative control is to make sure that classroom computers are locked where students do not have access 

to the USB ports in the back of the unit. Also, you should visually scan any USB ports that are accessible for these devices 

before logging in with your passwords. Nonetheless, we even discovered the following video, which demonstrates how to 

hide the keylogger inside the keyboard: https://www.youtube.com/watch?v=5QOWHAuW9yQ.8 

The War on Cheating—Distance Learning Environment 

During the past decade, there has been a significant shift toward online learning platforms in higher education 

(Online College Students, 2020). The growth in online classes offered by colleges and universities skyrocketed to new 

heights during the 2020–21 COVID-19 pandemic. A considerable side effect of this pronounced shift to online course 

offerings is expanded opportunities for student cheating. In the 15-month period where the vast majority of universities 

pivoted to online learning (i.e., from March 2020 to May 2021), there has been a proliferation of serious cheating allegations 

related to online courses at high-profile universities, including Boston University, Dartmouth, Georgia Tech, N.C. State, 

Purdue, Texas A&M, and the U.S. Military Academy at West Point (Newton, 2020; Hobbs, 2021; Singer and Krolik, 2021). 

This section discusses several sophisticated approaches to cheating in the online environment. In addition to 

conventional solutions, such as having students write out and sign an honor pledge on every graded assignment and 

including strong language in the course syllabus, we provide suggestions for how instructors might consider neutralizing 

these modern approaches to cheating. 

Online Assignments and Exams 

For instructors new to a distance-learning environment, giving assignments and exams online can be daunting. 

Students who are willing to disregard the university honor code have at their disposal the video recording technology tools 

discussed in the previous section as well as a host of other technological tools (e.g., screen shot keyboard commands, 

Snipping Tool app, Snagit) to assist in capturing what is displayed on their computer screen. 

Accordingly, once an online assignment or exam has been given, it is safe to assume that all of the material has 

been obtained by one or more students. In addition, it is likely that a subset of these students will share the assignment or 

the exam questions with others. Moreover, fueled by the power of the internet and the growth in social media platforms, 

what used to be confined to on-campus fraternity and sorority files has now become accessible worldwide. For this reason, 

instructors should periodically search the internet for information that is available on their courses. 

 
6 Last accessed 5/27/2021. 
7 Last accessed 5/27/2021. 
8 Last accessed 5/27/2021. 

https://www.youtube.com/watch?v=htkQ1S7n4i4
https://www.youtube.com/watch?v=mJRiY-c2qxo
https://www.youtube.com/watch?v=mJRiY-c2qxo
https://www.youtube.com/watch?v=5QOWHAuW9yQ
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Online study-aid websites are the obvious starting point. The most high-profile among these study-aid websites 

include Chegg, Course Hero, Docsity, and Quizlet.9 These websites allow you to preview a small percentage of the uploaded 

materials but will require you to register and/or purchase a subscription for full access to the materials. Misuse of these 

platforms has resulted in assignment and exam information being posted (e.g., McKenzie, 2018; Newton, 2020). In our 

review of these websites, it is important to consider searching for information other than instructor name, course name, and 

university name. Enterprising students avoid using these familiar identifiers in an effort to camouflage the materials from 

website administrators and instructors. 

Instructors who are giving online exams in a multiple-choice format should, at the very least, routinely change the 

company names and the years in the questions, as well as create multiple versions of each question. Many textbooks provide 

banks of algorithmic multiple-choice questions that are problem-based. The primary advantage of algorithmic problems is 

that there are usually many (25+) versions of the same question. However, one drawback of these types of questions is that 

the algorithmic formula will usually put the answer in the same position for all versions of the same question (e.g., the 

correct answer will be the Nth highest answer). One possible preventative control is to create multiple algorithmic versions 

of the same question so that each version has the correct answer in a different location (highest answer, 2nd highest, 3rd 

highest, etc.). These multiple algorithmic versions of the same question can then be placed in a pool and the online testing 

system can be allowed to randomly draw one of that particular question from the pool, thus allowing the correct answer to 

be in the various locations for different versions of the exam. Another possible solution is to use algorithmic numerical 

response and/or short answer questions. 

Investigative Measures for Online Exams 

Textbook publishers offer software that allows instructors to proctor and record students taking exams online. For 

example, McGraw Hill offers Proctorio as a fee-based service, which provides monitoring and analysis of suspicious 

activities (e.g., students looking away from the monitor). McGraw Hill also provides complimentary access to Tegrity with 

its web-based assignment and assessment platform, Connect. The Tegrity software provides video of a student as well as 

what the student is viewing on his/her screen while taking the exam. These videos can be played at various speeds up to 8X, 

which can make reviewing exam videos more manageable for instructors with large class sizes. If an instructor identifies a 

potential issue with these online proctoring and video capture resources, a good starting point is to compare a student’s 

video picture with the university’s photo record. Another solution is to have the student present a valid picture ID to the 

camera at the beginning of his/her exam to provide assurance that a substitute student is not completing the exam for them.10 

If instructors wish to prevent students from accessing other computer applications or internet websites while taking exams, 

they can tighten up the security by utilizing Respondus LockDown Browser and/or Respondus Monitoring.11 

Another detective control related to online exams is to analyze changes in students’ exam scores across the semester. 

After downloading all exam scores into Excel, sort by the change in exam scores from largest percentage increase to largest 

percentage decrease and look for unexpected patterns. For instance, in a course with cumulative material, a significant grade 

improvement from one exam to the next would seemingly warrant further investigation of the student’s video recording on 

the current exam as well as alert the instructor to keep an eye on this student in future assessments. 

Assignment File Submissions 

If students complete an assignment that requires the use of a word processing application (e.g., Microsoft Word) or 

a spreadsheet application (e.g., Microsoft Excel) and they submit their file electronically, there are some detective measures 

that you can utilize to identify potential cheating. If students submit an electronic file using a common word processing 

application, it can be reviewed by a plagiarism detection service. Appendix E includes screen captures of how to use one 

 
9 A good resource to learn more about these study-aid websites, as well as homework-assistance websites (e.g., Bid4Papers, 

HomeworkForYou) and other student offerings (e.g., Paraphrasing-Tool, a service to help students avoid plagiarism detection), is the 

March 2019 report issued by Western Carolina University (available at: 

https://www.wcu.edu/WebFiles/PDFs/FS_Academic_Integrity_TaskForce_Report.pdf). 
10 One challenge with Tegrity videos is determining how students arrive at their numerical answers. For instance, it is difficult to 

determine whether they are using a traditional hand-held calculator or exchanging text messages with someone else using their smart 

phone. One potential solution is to require students to show proof of their work using the Calculator app on their computer. Instructors 

can encourage students to add this app to the desktop or taskbar, making it easy to access when needed. 
11 See https://web.respondus.com/he/lockdownbrowser/ and https://web.respondus.com/he/monitor/ for example videos of the 

Respondus Lockdown Browser and Monitor products, respectively. Last accessed 5/27/2021. 

https://www.wcu.edu/WebFiles/PDFs/FS_Academic_Integrity_TaskForce_Report.pdf
https://web.respondus.com/he/lockdownbrowser/
https://web.respondus.com/he/monitor/
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plagiarism detection service, Turnitin, within the Canvas learning management system.12 In the example provided in 

Appendix E, Turnitin was very accurate in identifying the original source of the paper, even after combining the plagiarized 

section from a published paper with text from an original manuscript. 

The previous three sections summarize potential online cheating methods and preventative/detective controls to 

help mitigate the likelihood of cheating. Table 2 includes some additional methods of cheating in an online environment, 

along with possible mitigating controls that an instructor might incorporate. Note that many of the mitigating controls are, 

at best, partial solutions. [See Table 2, pg. 569] 

In the next section, we discuss our personal experience with student cheating during the 2020–21 academic year, including 

detective measures you can utilize to identify potential cheating if students submit an electronic file using a common 

spreadsheet application. 

The War on Cheating—Anecdotal Evidence 

Presumably, many instructors fear that some degree of academic dishonesty exists in their online courses. A recent 

study of more than 700 college students found that “cheating is both commonplace and to some degree viewed as 

acceptable,” especially in an “unproctored” environment (Dyer, Pettyjohn, and Saladin, 2020). 

Ironically, while writing this article, the authors encountered more than a dozen instances of student cheating. The 

authors discovered these honor code violations in a take-home Excel spreadsheet assignment analyzing financial 

information. Altogether, 98 students completed the assignment and 13 students gave or received unauthorized assistance on 

the assignment, resulting in a nontrivial dishonesty rate of approximately 13 percent.13 For a discussion of the widespread 

use of publishers’ test banks, see Cheng and Crumbley (2018). 

Among these 13 instances of cheating, the Excel macro recommended in Appendix B of Hayes et al. (2006) 

uncovered two students who shared files. The authors applied data analytics to identify the other 11 students. Specifically, 

these 11 students submitted the exact same responses in the exact same order for 72 cells in an Excel worksheet tab (nine 

rows and eight columns, with between three and six different response options per worksheet cell). Moreover, the acceptable 

answers in the assignment’s grading rubric had a considerable degree of subjectivity. Consequently, for students who 

complete the assignment independently, anything that resembles an identical solution is impossibly remote. In fact, the 

probability that two student submissions (let alone 11) would produce identical solutions for all 72 cells is so small that 

Excel is unable to calculate it. 

Of the 13 students who were accused of cheating, eight immediately confessed and the other five have denied any 

wrongdoing (and are presently awaiting an Honor Council jury trial). The amount of time invested in uncovering the 

cheating, corresponding with the accused students, conferring with an Honor Council liaison, consulting with a statistician, 

documenting the evidence, and filing the individualized student reports for the Honor Council has easily exceeded 50 hours. 

While this undertaking has been an extremely time-consuming process, it is our view that students must be held accountable 

in order for them to learn that honesty and integrity are unwavering values in the accounting profession. 

Conclusion 

The quest to maintain a level playing field for all students is and will continue to be a struggle for faculty members. 

In recent years, this cheating “arms race” has been accelerated by technological advances, both inside and outside of the 

physical classroom. This paper informs the reader of a diverse array of technologies—including tools, techniques, and 

websites—that may be used by students to gain unfair advantages both in the classroom and in an online setting. By 

continuing to share information on advances in cheating strategies and the availability of unauthorized resources, faculty 

can band together to reduce the likelihood of cheating. The war on cheating continues. 

 
12 In addition to Turnitin, alternative plagiarism detection services include SafeAssign by Blackboard and Plagiarism Checker by 

Grammarly. 
13 There were additional students whose assignment solutions were also flagged as suspicious. However, the evidence did not produce 

an “open-and-shut” case, so the authors did not pursue charges against them. 
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Table 1: Sample eBay Listing Prices of “spy video recording devices” 

 

Pricing data retrieved on 5/29/2020. Prices subject to change based on product availability and market demand.  
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Table 2: Cheating in an Online Environment and Potential Mitigating Controls 

Assessment Type Threat Potential Mitigating Control(s) 

Test / quiz Student uses unauthorized resources 

(especially using search engines on 

the internet to find solutions to test 

bank questions) 

(1) Substitute numerical response and 

/ or short answer questions for 

multiple choice questions  

(2) Modify test bank questions 

(change company names, years, dollar 

values, and answer choices) or do not 

use test banks at all  

(3) Use lockdown browsers (e.g., 

Respondus LockDown Browser) 

(4) Allow open book, open note, and 

perhaps open internet 

Test / quiz Two or more students collude with 

one another during the test / quiz 

(1) Use time limits 

(2) Video record and proctor test / 

quiz using WebEx or Zoom 

(3) Randomize the order in which 

students receive questions 

(4) Randomize the order of answer 

choices within each question 

Test / quiz Student takes screen shots of test / 

quiz questions, either during the test / 

quiz or when the instructor is 

reviewing the test / quiz (e.g., 

Function-Print Screen on a PC, Shift-

Command-3 on a Mac, Snipping Tool 

app, Snagit) 

(1) Use video screen recordings and 

camera recordings (e.g., Proctorio, 

Respondus Monitor, Tegrity) 

 

 

  

Test / quiz Student has a substitute test-taker 

complete their test / quiz 

(1) Video record and proctor test / 

quiz using WebEx or Zoom 

(2) Have students display a valid 

school ID / photo to verify the student 

identity 

Test / quiz Student has a substitute test-taker log 

into his / her learning management 

system and complete the test / quiz 

(off camera), while the student 

enrolled in the course pretends to 

complete the test / quiz (on camera) 

(1) Check with your learning 

management software (LMS) 

provider to ensure that only one user 

can be logged into the account at a 

time 

Project / assignment 

using Microsoft 

Excel 

Student copies another student’s 

Excel project / assignment 

(1) Add a macro to ensure that 

students did not use / copy another 

student’s file (see Hayes et. al, 2006) 

for an example of how to do this) 

(2) Examine the file properties for 

ownership / modification of the file 

(see Appendix F) 

Project / assignment 

using Microsoft 

Word 

Student plagiarizes material from the 

internet or copies another student’s 

Word project / assignment 

(1) Use plagiarism detections tools 

(e.g., Turnitin, SafeAssign, 

Grammarly) 

(2) Examine the file properties for 

ownership / modification of the file 

(see Appendix F) 
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Appendix A: Sample eBay Listings Using the Search Terms “spy video recording devices” 

 

 

 

 

 

Listings retrieved on 5/29/2020. Prices subject to change based on product availability and market demand. 
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Appendix B: Sample eBay Listing Using the Search Terms “calculator with spy camera” 

 

Listing retrieved on 5/29/2020. Prices subject to change based on product availability and market demand. 

Appendix C: Sample Instructions for Spy Pen with Camera 
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Appendix C (continued): Sample Instructions for Spy Pen with Camera 
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Appendix D: Sample Instructions for Spy Watch with Camera 
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Appendix D (continued): Sample Instructions for Spy Watch with Camera 
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Appendix E: Example of How to Use Turnitin on Canvas LMS 

This appendix demonstrates how to use the Turnitin plagiarism detection service on student work submitted through the 

Canvas Learning Management System (LMS). The specific plagiarism detection illustration was generated by copying and 

pasting several pages of text from a published article (Dechow, Ge, Larson, and Sloan, 2011) and combining it with a small 

amount of text from an original manuscript. 

 

When creating a new “Assignment” in Canvas LMS, select “Online” as the Submission Type and “File Uploads” in the 

Online Entry Options, and “Turnitin” in the Plagiarism Review option. 
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Appendix E (continued): Example of How to Use Turnitin on Canvas LMS 

 

Once “Turnitin” is selected, more options can be selected as show above based on the individual instructor preferences. 
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Appendix E (continued): Example of How to Use Turnitin on Canvas LMS 

Once the students upload (turn in) their submissions, the following is visible in the Canvas gradebook: . 

By clicking on the red dialogue box, the option to select the “SpeedGrader”  ( ) should be available on the 

right of the screen. When selected, the following report displays the suggest amount of plagiarism (89%).  

 

By clicking on the “89%”, it will take you to the Turnitin menu where you can get more detail on the file submitted.  

 

 

At the Turnitin menu (above), select “89”. This will provide the sources where the matching material was found. By 

selecting item #1 (87%) in the “Match Overview” provided, the “Match Breakdown” revealed the source (Patricia M. 

Dechow) that we copied and pasted to test. 

   

 

Further drilling down by clicking on Patricia M. Dechow, we were able to get the following original source: 
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Appendix F: Example of Examining File Metadata 

    

You can examine students’ files for possible file-sharing by highlighting their file in windows explorer and right clicking 

and selecting “Properties” (left screen capture above). Next (right screen capture above) select the “Details” tab to reveal 

the anonymized “Authors”, “Last saved by”, “Company” and “Total editing time” to reveal potential file-sharing metadata. 


